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1. BBegeHue

1. BBegeHue

obecneumBaer
MHOTrOYPOBHEBYIO 3alUMTy CUCTEMHOW MAMSTWU, XXECTKUX AWCKOB W
CMEHHbIX HOCUTENEN OT MPOHUKHOBEHWIA NOBLIX BUPYCOB, PYTKUTOB,
TPOSIHCKMX NpOrpaMM, LWMMOHCKOro M peknamHoro MO, Xakepckux
YTUIIMT U BCEX BO3MOXHbIX TMMOB BPEAOHOCHBIX 06BEKTOB M3 H0ObIX
BHELLHUX UCTOUYHWKOB.

BaxkHOl OCOBEHHOCTbLIO MPOrpamMMbl ABNseTcs
MOZyNbHas  apxuTeKTypa. ucnonb3yet
nporpaMmMHoe S4po U BUpPYCHble 6a3bl, oblme ans Bcex KOMMOHEHTOB
W pasnuuHbiX cped. B HacTosilee BpeMsi Hapsidy C nporpammoMn

NOCTaB/SATCA BEPCMM aHTuBMpyca ans IBM®
0S/2®, Novell® NetWare®, Macintosh®, Microsoft Windows
Mobile®, Andorid®, Symbian®, a Takxe psga CUCTEM CeMENCTBa
Unix® (Hanpumep, Linux®, FreeBSD® u Solaris®).

ucnonb3yetr yaobHyio u  3dEKTUBHYIO
npoueaypy OOHOBMEHWUsS BUMPYCHbIX 6a3 M Bepcuii NpOrpamMMHOro
obecneyeHuns yepes VHTepHeT.

cnocobeH Takxke obHapyxuBaTb WM yAansdTb C
KOMMblOTEPA pasnuuHble HexXenaTeNbHble MporpamMMbl (pekniaMHble
nporpaMMbl, MPOrpPaMMbl O3BOHA, NMPOrpPaMMBbI-LLUYTKWU, MNOTEHLMANBHO
onacHble MporpaMmMbl, MporpaMmmbl B3noMa). [nsi  obHapyXeHus
HexxenaTeslbHbIX MPOrpaMM W AEWCTBUIA Haj cofepXalMMu  ux
daiinamn NpUMEHSIIOTC  CTaHAApTHble CPeACTBa  AHTUMBUPYCHBIX
KOMMOHEHTOB NpOrpaMmbl

MOXeT BK/ItoYaTb B cebs cneaywwne
KOMIMOHEHTbI:

. — aHTUBMPYCHbIA CKaHep C rpacduyeckum
uHTepdelcom, KOTOpbIM  3aryckaeTcs no  3anpocy
nonb30BaTesNst UM NO PacnUCaHWio U NPOBOAUT aHTUBUPYCHYIO
npoBepKy KoMMbioTepa. CyLlecTByeT Takxe BepCcUs MporpaMMbl
C WHTepdencoM KoMaHAHOM CTpokM (

)

7
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1. BBegeHue

— @HTUBMPYCHbIA  CTOPOX, KOTOPbIN
MOCTOSIHHO HAXOAWUTCS B OMepaTUBHOW MaMsiTW, OCYLLeCTBsS
npoBepKy (alnoB 1 NaMsTU «Ha NeTy», a Takxke obHapyxwuBas
NpOsIBNEHUS1 BUPYCHOW aKTUBHOCTY;

— MOYTOBbIN @HTUBUPYCHBIA CTOPOX, KOTOPbIA
nepexsaTbiBaeT 06palleHnss MobbIX MOYTOBbLIX KJIMEHTOB,
paboTalolmx Ha KOMMbOTEpe, K MOYTOBbLIM CepBepaM Mo
npoTtokonam POP3/SMTP/IMAP4/NNTP (nog IMAP4 nmeetcs B
Buagy IMAPvdrevl), o6bHapyxuBaeT U1  o0b6e3BpexuBaeT
MOYTOBbIE BUPYChI 0 MOMYYEHUSI MUCEM NMOYTOBBLIM KJIMEHTOM C
cepBepa Unu A0 OTrNpaBku NUCbMa Ha NOYTOBbLIN CepBeEp;

— MOAK/IYAEMbIN MOAYNb, KOTOPbIN
npoBepsieT noyToBble sAwmkn Microsoft Outlook Ha Bupychl;

— KOMIMOHEHT, KOTOpbIiA
MO3BOJISIET  3apPErNCTPUPOBaHHLIM  MOJSb30BaTENsIM  NOJyYaTb
06HOBNEHNs1 BUPYCHbIX 6a3 u Apyrvux dannos , a
TaKXe NPOM3BOAUT UX aBTOMATUYECKYH YCTaHOBKY;
— MOAyfb YNpaBfeHusi, C NMOMOLLb0 KOTOPOro
OCYLLEeCTBNSIETCA  3aMyCK M HAcTpOMKa  KOMMOHEHTOB
nporpaMmbl

8
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1. BBegeHue

1.1. O yeM 3Ta AOKYMEHTaUuUsA

HacTosiee pykoBOACTBO COAEPXUT HeobxoauMble CBefeHus Mo
yctaHoBke M 3(PDEKTUBHOMY  MCMOIb30BAHUIO  MPOrpaMMmbl

MoapobHoe onucaHWe BCEX 3MEMEHTOB rpaduyeckoro MHTepdelica
COLEPXUTCS B CNpaBOYHOM CUCTEME, AOCTYMHOW ANs 3arnycka W3
Mtob0oro KOMMOHEHTa NPOrpaMMbl.

HacTosilwee pyKoBOACTBO cOAEpXWT noApobHoe onucaHue npouecca

YCTaHOBKM, @ TaKKe HayanbHble pekoMeHaauum Mo  ero

MCNONb30BaHWIO ANS  pelleHns Haubonee TUMNMYHBIX Npobnem,

CBSA3aHHbIX C BMPYCHbIMW yrpo3amMu. B OCHOBHOM paccMaTpuBaloTcs

Hanbonee cCTaHAapTHble PeXuMbl paboTbl KOMMOHEHTOB MPOrpaMMbl
(HacTpoMKM MO YMONYaHMIo).

B MpunoxeHusx coaepxutcs noapobHasi CnpaBoYHas UHGopMauus
Mo HaCTpoiike MpOorpaMMbl , NpeaHasHayeHHast
AJ151 OMbITHBIX MOJIb30BaTENEN.

B CBS3U C MOCTOSIHHBIM Pa3BUTMEM UHTEPGENC MPOrpaMMbl MOXET He
coBnagatb  C  MpeACTaBNeHHbIMM B [aHHOM  [IOKYMEHTe
u306paxeHusMU. Bceraa akTyanbHyH0 CnpaBoOYHY MHGbOPMALMIO Bbl
MOXeTe HalTW Mo agpecy
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1. BBegeHue

1.2. Ucnonb3lyeMbie 0603HaYEHUSA N

COKpalyeHus

B naHHOM PYKOBOACTBE UCNOJNIb3YHOTCA 0603HaLIeHVIFI, npuBeAEHHbIE B

Tabnuue 1.

Ta6bnuua 1. 0603HaueHuns

MonyxupHoe HayepTaHue

3eneHoe U NonyXXxupHoe
HauepTaHue

3eneHoe un

noA4YEPKHYTOE
HayepTaHue

MOHOWMPMHHEM WPUOT

Kypcus

3ATJIABHBIE BYKBbI

3Hak nuoc («+»)

BocknmuaTesnbHbIM 3HaK

HassaHus 3MEeMEHTOB rpacbuyeckoro
uHTepdenca M MpuUMepbl BBOZA, KOTOPbIN
HeobX0AMMO BbIMOHUTB B TOYHOCTU TaK, Kak
OH MpVBEAEH B PyKOBOACTBE.

HavmeHoBaHus npoaykToB <«/joxtop Beb»
MJIN UX KOMIMOHEHTOB.

CCbINKM Ha CTpaHuUbl pYKOBOACTBa U BeO-
CaunThbl.

MpuMepbl kopa, BBOAA AN KOMaHAHOW
CTPOKM M WHGOpMaUMK,  BbIBOAUMOM
MOJ/Ib30BATESO MPUTIOXKEHNUEM.

TepMyHbI 1 3aMeLLaoLLMiA TeKCT (MPUBOAUTCS
BMECTO MHMOPMaLuKM, KOTOpyl Heo6XoauMo
BBECTV MOMb30BaTeNio). B ciyyae npvmepos
BBOJA KOMaHHOMW CTPOKM KYPCUB YKa3blBaeT
Ha 3HaueHUs NapaMeTpoB.

Ha3BaHus knaBuLl KflaBnaTtypebl.

YKa3blBa€T Ha OAHOBPEMEHHOCTb HaXaTus
K/1aBuLL KnaBuaTypbl. Hanpumep, 3anuce ALT
+F1 o6o3HayaeT, 4YTO HEObXOAMMO HaXaTb
knaBuwy F1, yaepxvBasi HaxaTon KnaBuLly
ALT.

Ba)kHoe 3aMeyaHve UM npeaynpexaeHue o
MOTEHLUMANbHO  OMAacHbIX WM YpeBaTbiX
olMBKaMU CUTyaLmsX.

10
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1. BBegeHue

1.3. CucreMHble TpeboBaHus

Mepen ycTaHoBkol nporpammbl Autueupyc Dr.Web cneayert:

e yJanuWTb C KOMMbIOTEpA ApYrve aHTWBMPYCHblE MPOrpaMMbl
[N NpefoTBpalleHUsi BO3MOXHOW HECOBMECTUMOCTU  UX
PE3UAEHTHBIX KOMMOHEHTOB C PE3UAEHTHBIMU KOMMOHEHTaMM

Dr.Web;

e B C/lyyae YCTaHOBKM BpaHamayapa, yaanuTb C KOMMbloTepa
[pyrve MeXCceTeBble 3KpaHbl;

e YCTAHOBUTb

BCe PEKOMeEHAYEMbIE npoussoanTenem

OI'IepaLl,VIOHHOVI CUCTEMbI KpUTUYECKne 0o6HOBREHNMS.

Wcnonb3oBaHne nporpammbl AHTuBMpyc Dr.Web BO3MOXHO Ha
KOMMbIOTEPE, YAOBNETBOPAIOLEM CeAYOLMM TpeboBaHUsM:

Mpoueccop MNonHas noaaep>xka CUCTEMbl KOMaHz i686.
OnepaumnoHHas [ins 32-pa3psaHbiX ONepaLMOHHbIX CUCTEM:
cicTema

Windows® XP c maketoMm 06HOBNEHMA SP2
unm SP3;

Windows Vista®;
Microsoft® Windows® 7;
Microsoft® Windows® 8;
Microsoft® Windows® 8.1.

[ins 64-pa3psaHbiX ONepaLmMoHHbIX CUCTEM:

Windows Vista®;
Microsoft® Windows® 7;
Microsoft® Windows® 8;
Microsoft® Windows® 8.1.

Bo3MOXHO, MOTpebyeTcs 3arpy3uTh C caiTa Microsoft
M YCTaHOBUTb OOHOBNMEHWS  psig@  CUCTEMHbIX
KOMMOHeHTOB. AHTuBMpyc Dr.Web coobwmt Bam,
npu HeobxoAMMOCTH, UX HavMeHoBaHus 1 URL.

CBobogHast 512 Mb un 6ornblue.

onepatnBHasa NaMAaTb

11
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1. Beegenne | 12
KoMnoHeHT Tpe6oBaHue
MecTo Ha XecTkoM 330 Mb ans pa3MmelleHnsi KOMMNOHEHTOB NPOAYKTa.
ancke

®dalinbl, co3naBaeMble B XOfe YCTaHOBKW, MOTpebytoT
[OMOSTHUTENBHOTO MeCTa.

PaspelieHune PekomMeHayeMoe pa3pelleHne 3KpaHa He MeHee
800x600.

Mpoyee Ons  obHoBneHus "
KOMMOHEHTOB Tpebyetcs

NOAK/IKOYEHNE K CETU VlHTepHeT.

1.4. MeTtoabl 06HapyxeHus

Bce aHTVBMpYCHble NpoayKThl, paspaboTaHHbIE KOMMaHWUEN

, MPUMEHSIIOT LeNbii Habop MeETOA0B O6HAPYXXEHUS Yrpo3, YTO
MO3BOJIIET MPOBEPSATb  MOA03PUTENbHbIE 06BEKTHI  MAKCUMaJIbHO
TIATENbHO.

MeToabl 06Hapy)XXeHus yrpos

CMrHaTypHbii aHanus

STOT MeToA O6HapyXXeHUsl MPUMEHSIETC B NepByto ovepedb. OH
BbINOJIHAETC MyTEM MPOBEPKM COAEPXMMOr0 aHanM3MpyemMoro
06beKTa Ha MpeAMeT HalMums B HEM CUrHaTyp YXXe M3BECTHbIX
yrpo3. CuaHamypoli Ha3blBAeTC HeMpepbiBHas KOHeYHast
rocneaoBaTeNbHOCTb 6aiT, HeobxoauMMasi M AocTaTouHas ans
O[IHO3HAYHOW MAEeHTUbMKaLUMKM yrpo3bl. [pu 3TOM CpaBHEHWe
COAepXMMOro  wuccregyeMoro  obbekTa € CuUrHaTypamu
NMPOU3BOANTCS HE HAMPSIMYO, A MO MX KOHTPOJIbHBIM CYMMaM, UYTo
MO3BOJIIET 3HAYUTENIbHO CHU3UTHL pasMep 3anucell B BUPYCHbIX
6asax, COXpaHMB MpW 3TOM OAHO3HAYHOCTb COOTBETCTBUSI U,
CNeaoBaTesibHO, KOPPEKTHOCTb OBHAapY)XXeHWUs Yrpo3 U nedveHust
MHMULMPOBAHHbLIX O6bEKTOB. 3anucn B

COCTaBJIEHbl TakuM 06pasoM, 4YTo 6rarogaps OAgHOW U
TOW >KE 3anMnch MOXHO O6HapyXMBaTb LEMble KIacchl Wau
CeMeiiCTBa yrpoa.
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1. BBegeHue

Origins Tracing™

OTO YHUKanbHash TeXHONorus , KOTopas no3Bonser
onpegenuTb  HOBble MM MOAUMUUMPOBaHHbIE  Yrpo3bl,
MCNONb3YIOLWME YXKe M3BECTHbIE U ONUCaHHbIE B BUPYCHbIX 6azax
MEXaHM3Mbl 3apaXeHus WIn BpedoHOCHoe nosefeHune. OHa
BbINOSIHAETCA MO  OKOHYaHWW  CUrHaTypHOro aHanusa u
obecneumBaer  3aWmTy nosib3oBaTenen, NCMOSb3YHOLLNX
QHTUBMPYCHbIE peLIeHus , OT TaKMX yrpo3s, Kak TposiHCkas
nporpamma-BbiMoratens Trojan.Encoder.18 (Takoke u3BecTHas
noa HasBaHmeM «gpcode»). Kpome TOro, WuCNonb3oBaHWe
TEXHONOrun NO3BONSET 3HAYMTENIbHO CHU3UTb
KONNYeCTBO JIOXHbIX cpabaTbiBaHWM 3BPUCTUYECKOTO
aHanu3aTopa. K Ha3BaHusM yrpo3, 0bHapy>XeHHbIX Mpy MoMoLLm
, hobaBnseTca noctpukc .Origin.

3mym||.|m| UCNOoJIHEHHUA

MeToa 3MynaUMM UCMONHEHUS MPOrpaMMHOro KoAa UCMOoMb3yeTcs
ana obHapyXXeHus NOAMMOPMHBLIX W  WKUPPOBaHHBLIX BUPYCOB,
KOrga Mcrosib30BaHMe Nnoucka no KOHTPOJIbHBIM CYMMaM CUrHaTyp
HenpuMeHMMO unm 3HAUUTENBHO YCNOXHEHO n3-3a
HEBO3MOXHOCTM  MOCTPOEHUSI  HAAEXHbIX curHatyp. Metoa
COCTOMT B MMUTaUMW MWCMOMHEHUS aHanM3MpyeMmMoro Koga npwu
MoMoLLM 3myrigmopa — MPOrPaMMHOM  MOJeNu npoueccopa U
cpedbl  UCMOMHEHUs MNporpaMM. DMynsSTOp  onepupyetr ¢
3alumLLeHHo obnacTbio namsiTu (6yghepom amynsyuu). MNpu 3TOM
WHCTPYKUMU He NepeaatoTcsl Ha UeHTpanbHbI mpoueccop Ans
peanbHOro  ucnonHenus.  Ecnm ko,  obpabaTbiBaeMbli
3MYNSTOPOM, WHMWUUMPOBaH, TO pe3ynbTaTOM ero 3Mynsaumu
CTaHeT BOCCTAHOBMIEHWE MCXOAHOrO  BPEAOHOCHOrO  KOAa,
[OCTYMHOro AN CUrHaTYpHOro aHanu3a.

13
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1. BBegeHue

3BpUCTUUECKNIA aHaNu3

PaboTa 3BPMCTMYECKOrO aHanM3aTopa OCHOBLIBAETCS Ha Habope
sepucmuk  (NPEONONOXEHW,  CTAaTUCTUYECKass  3HaYMMOCTb
KOTOpbIX MOATBEPXJEHA OMbITHBIM MNYTEM) O XapaKTEpPHbIX
npusHakax  BPedoOHOCHOrO M,  HaobopoT,  6e30nacHoro
ucrnonHsemMoro  koda. Kaxawlt  npusHak — Koga  uMeeT
onpefeneHHblii Bec (T. . YUCMO, MOKa3biBalolEe BaXHOCTb WU
[OCTOBEPHOCTb 3TOr0 MNpu3Haka). Bec MoxXeT 6biTh Kak
MONOXUTENbHBIM, €CIM  MPU3HAK  YKa3blBaeT Ha Hanuuve
BPEAOHOCHOrO MOBEAEHWUs1 KOAQ, TaK WM OTPULATENbHbIM, €Cc/u
MpU3HAK He CBOMCTBEHEH KOMMbIOTEPHBLIM Yrpo3aM. Ha ocHoBaHMK
CYMMapHOro Beca, XapaKTepusylowero coaepxuMmoe O6bekTa,
3BPUCTUYECKUIA aHanusartop BbluMCNAET BEPOATHOCTb
CoepXaHusi B HEM HEM3BECTHOrO BPEAOHOCHOro obbekTa. Ecnu
3Ta BEpOSATHOCTb MpPEBLIAET HEKOTOPOE MOPOrOBOE 3HAUEHWE,
TO BbIAAETCA 3aK/IOYEHME O TOM, YTO AHANMU3MPYEMbIN OBBLEKT
ABNAETCA BPEAOHOCHbIM.

DBPUCTMYECKMI aHANM3aToOP TakKXXe MCMOJb3yeT TEXHOOTMO

— YHMBEpCa/bHbI anropuTM pacnakoBku cannos. IToT
MEXaHW3M MO3BOJSET CTPOUTb 3IBPUCTUYECKUE MPEANOIOXKEHUS O
HannuMn  BpPEeAOHOCHbIX O6bLEKTOB B 0BbekTax, OkKaTbiX
nporpamMMamMmn ynakosku (ynakoBLUMKaMW), MpUYEM He TOMbKO
M3BECTHbIMM pa3paboTumkaM NpoaykTa , HO M HOBbIMHU,
paHee He WuCCneaoBaHHbIMM nporpaMmamu. [lpu  npoBepke
ynaKkoBaHHbIX OOBLEKTOB  TakXKe WCMOSMb3yeTcss  TeXHOmorus
aHanM3a WX CTPYKTYPHOW 3HTpOMNMKM, KOTOopas MO3BOSSIET
0OHapyXuBaTb  yrposbl MO OCOBEHHOCTSIM  pPacronOXeHUs!
y4acTKOB MX kofa. JTa TEXHOJOrMsi MO3BOMSIET HA OCHOBE OAHOM
3anuMcu  BUpPYCHOM 6asbl  Mpou3BecTM obHapyxeHue Habopa
pa3NMuHbIX Yrpo3, YMaKOBaHHbIX OAWMHAKOBbLIM MOIMMOPdHbLIM
YNaKOBLLMKOM.

MocKoMbKy 3BPUCTUYECKMI aHANU3aTop SIBASETCS  CUCTEMOM
MpOBEPKU MUMOTE3 B YCIOBUSIX HEOMPEAENIEHHOCTH, TO OH MOXET
JOmMycKaTb OWMOKM Kak nepBoro (Nporyck HEM3BECTHLIX Yrpos),
Tak W BTOporo poga (Mpu3HaHWe 6e30macHOM MporpaMMbl
BPEAOHOCHOM). M03ToMy 06bekTaM, OTMEUYEHHBIM 3BPUCTUYECKUM
aHanM3aTopoM Kak «BPEAOHOCHblE», MpUCBaMBaeTCs CTaTycC
«MOA03PUTESNBHBIE.
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1. BBegeHue

Bo Bpems noboi M3 MPOBEPOK BCE KOMMOHEHTbl AHTUBUPYCHbIX
NpoAyKTOB MCMONb3YIOT CaMylo CBeXYyt MHdopmaumio obo
BCEX W3BECTHbIX BPEAOHOCHbIX MporpaMMax. CurHaTypbl Yrpo3 u
MHdopMaumsa 06 MX NpusHakax M MoAEensiX noBeaeHUs 0BOHOBASIOTCS
M pobaBnalOTCS B BUPYCHble 6asbl Cpasy Xe, KakK TOMbKO
cneumanucTbl

06HapyXXvBatlOT HOBblE Yrpo3bl, MHOrAA — A0 HECKOMbKMX pa3 B 4ac.
[daxe ecnn HoBeMWwas BpeaoHOCHas NporpaMMa MPOHWUKAET Ha
KOMMbIOTEP, MWHYSI PE3NAEHTHYIO 3aluTy , TO OHa O6yaer
obHapy>eHa B CMWCKe TMpOLEeCcCOB W HeMTpanu3oBaHa nocne
Nnosy4YeHnst 06HOBNIEHHBIX BUPYCHbIX 6a3.
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1. BBegeHue

1.5. NpoBepka aHTUBUpPYCa

Bol  MoxeTe npoBepuTb  paboTOCMOCOOGHOCTb  @HTMBUPYCHbLIX
nporpamM, O6Hapy>XMBalOWMX BUPYCbl MO WX CUrHatypaMm, C
ncnonb3oBaHWeM TectoBoro daina EICAR (European Institute for
Computer Anti-Virus Research).

MHoruMM pa3paboTumkaMy aHTUBUPYCOB MPWHATO ANs 3TON uUenm
UCMNoNb30BaTb OAHY U Ty Xe CTaHAapTHytlo nporpammy test.com. 3Ta
nporpamMMa 6bina creumansHo paspaboTaHa AN TOro, 4TOObI
nonb3oBaTeNb, He MoaBeprasi CBOM KOMMbIOTEP OMAcHOCTWM, MOr
NMOCMOTpETb, Kak YCTaHOB/EHHbIN aHTMBUPYC 6ynet
curHanuaupoBaTh 06 obHapyxkeHun Bupyca. [porpamma test.com
He sBnseTcs cama Mo cebe BpefoOHOCHOW, HO CreuuanbHo
obpabaTbiBaeTcs  GOMBIUMHCTBOM  @HTMBMPYCHBIX MPOrpamMM  Kak
BUpYC. Ha3blBaeT 3TOT «BUPYC» CNEAYHOLIMM
obpa3oM: EICAR Test File (Not a Virus!). lNpumepHo
TaK ero Ha3blBaloT U ApYrUe aHTUBUPYCHbIE NMPOrpaMMbl.

Mporpamma test.com npeacraensieT cobow 68-6aTHLIN COM-ain, B
pesynbTaTe UCMOSIHEHWS KOTOPOro Ha KOHCO/b BLIBOAWUTCS TEKCTOBOE
coobuleHne: EICAR-STANDARD-ANTIVIRUS-TEST-FILE!

®daiin test.com COCTOWUT TONMbKO W3 TEKCTOBLIX CMMBOJIOB, KOTOpbIE
(hOpPMUPYIOT C/IEAYIOLLYIO CTPOKY:
X50! PS@AP[4\PZX54 (P~) 7CC) 7} SEICAR-STANDARD-
ANTIVIRUS-TEST-FILE!SH+H*

Ecnu Bbl co3paamTe daiin, coaepxxalumnii NpuBELEHHYIO BbILLE CTPOKY,
N COXpaHUTE ero Moj UMeHeM test.com, To B pesynbTaTe Nosy4uTcs
rporpamMma, KoTopasi U 6yAeT ONMUCaHHbIM BbilE «BUPYCOM».

Mpu pabote B He npepbiBaeT
3anyck TectoBoro canna EICAR u He onpegensier AaHHYIO
orepaumio kak OMacHyto, Tak Kak AaHHbli daitn He npeacTaBnseT
yrpo3bl Ans koMnbtotepa. OaHaKo Npy KONMPOBaHUM WU CO3A4aHUK
Takoro (aiina Ha KoMmbloTepe aBTOMaTMYeCKm
obpabaTbiBaeT (aiin kak BPeAOHOCHYIO MPOrpaMMy 1 Mo YMOMYaHWIo
nepemeLLaeT ero B .

16
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2. YCTaHOBKa NporpaMmmbl

Mepen YCTaHOBKOM MpOrpammbl obpatute
BHMMaHMEe Ha , @ TaKKe HacTosITeNIbHO
PEKOMEHAYETCS:

e YCTaHOBWUTb BCE KpUTMYECKME OOHOBMIEHWSl, BbINyLIEHHbIE
KoMnaHueir Microsoft ans Baweil BepcuM  onepauMoHHON
CUCTeMbl  (MX MOXHO 3arpyauTb W YCTaHOBUTb C caulTa
0bHOBNEHWI MO aapecy );

e MPOBEPUTb MpPX TMOMOWM CUCTEMHBLIX CpPeacTB halsioByto
CUCTEMY W YCTPAHUTb OBHapYXXeHHblE AedeKTbI;

e 3dKPblTb aKTUBHbIE NMPUJTOXEHUA.

Mepen ycTaHOBKOW CiedlyeT Takke yAanuTb C KOMMbOTepa Apyrue

d ! j, aHTMBMDYCHble — TMpOrpaMMbl M MEXCETeBble  3KpaHbl  Ans
NpenoTBpaLleHUsl BO3MOXHON HECOBMECTMMOCTU WX Pe3UAEHTHbIX
KOMMOHEHTOB.

17
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2. YcTaHOBKa nporpamMmsl

2.1. NepBan ycTaHOBKa

A [ns ycraHoskn Dr.Web HeobxoanMbl npaBa AAMUHKUCTPaTOpa.

YcTaHoBka nporpamMmbl AHTHMBMpYC Dr.\Web Bo3MoxHa B nto60M 13
CNEeAyIOLMX PEXMMOB:

e B (hOHOBOM pexuMe;

e B 06bI4HOM pexume.

YcTaHOBKa C napaMeTpaMyu KOMaHAHOW CTPOKK

[Ona 3anycka ycTaHOBKM nporpamMmbl AnTMBMpyc Dr.Web c
napamMeTpamMmm KOMaHAHOMN CTPOKW, B KOMaHAHOW CTPOKe BBEAUTE UMS
ucrnonHsemoro daina ¢ HeobxoauMMbIMK MapameTpamMu (NapameTpbl
B/IMSIIOT HA YCTAHOBKY B (DOHOBOM pexuMe, $3blK YCTAHOBKM,
nepesarpysky MOC/€ OKOHYaHMS  YCTAHOBKM W YCTaHOBKY
bpaHgmayspa):

reboot ABTOMaTuyeckasl Mepesarpy3ka KOMMbloTepa — rocse
3aBEpLUEHMUS YCTaHOBKM.

installFirewall Byget ycraHoBneH Bpanamayap Dr.Web.

lang SA3blk MpoAykTa. 3HayeHue napaMeTpa — Koja si3blka B
dopmate ISO 639-1.

silent YcTaHoBKa B (POHOBOM pexunMe.

Hanpumep, npu 3anycke cnegytollein koMaHabl 6yAeT npoBeaeHa
yCTaHoBKa nporpammbl AHTUBMpYC Dr.Web B (hOHOBOM pexunme M
npoBeAeHa nepesarpy3ka rnocne YCTaHOBKMU:
C:\Documents and Settings\drweb-900-
win.exe /silent yes /reboot yes

18
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YcraHoBKa B 06bIYHOM pexxume

YTo6bl 3aMnycTUTb YCTaHOBKY B OBbIMHOM peXuMe, BOCMOJb3yMTECh
O[IHUM U3 Cnefyolmx METOAO0B:

B C/ly4ae NMocTaBKM YCTaHOBOYHOIO KOMIUIEKTa B BUAE €ANHOMO
UCTIONTHSIEMOTO chalinia 3anycTUTE Ha UCMOJIHEHWE 3TOT daiin;

B C/ly4yae NOCTaBKM YCTAHOBOYHOIO KOMMeKTa Ha (hMpMEHHOM
AvcKe BCTaBbTe AUCK B npuBod. Ecnn ang npuBoaa BKIIOYEH
pexuM aBTo3anycka AmMcka, npoueaypa YCTaHOBKWM 3aryCcTuTcs
aBToMaTuyeckn. Ecnu  pexum  aBTo3anycka  OTKJ/IIOYEH,
3anycTuTe Ha BbINosHeHUe dain autorun.exe, pacnosIoXKEHHbIN
Ha aucke. OTKPOETCS OKHO, coAepXKalllee MeHI0 aBTo3arycka.
HaxxMnTe KHOMKY YCTaHOBUTD.

Cne,qyﬁTe YKasaHuaM nporpaMmmbl YCTaHOBKMW. Ha niobom ware go
Ha4vana KonnposaHua cbaﬁnos Ha KOMMNbIOTEP Bbl MOXXETE BbINO/HUTb
cneaywoulee:

yTo6bl BEpHYTbCA K MpeablaylieMy Liary  nporpamMbl
YCTaHOBKM, HaXxMuTe kHorky Hasaga;

yToObl MEpPerTM Ha CreayrwWwuin Wwar nporpaMMbl, HaxmuTe
KHonky danee;

yTO6bI NPepBaThb YCTAHOBKY, HaXMWUTE KHOMKY OTMeHa.

19
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2. YcTaHOBKa nporpamMmsl

Mpoueaypa yctTaHOBKMU

1. Ec'M Ha BaleM KOMMbLIOTEPE YXEe YCTaHOBJIEH [ApYyro

AHTUBMPYC, TO NporpamMMma YCTaHOBKW npeaynpeant Bac O
HECOBMECTMMOCTU NPOrpaMMbl AHTUBUPYC Dr.Web un nHbIX
AHTUBUPYCHbIX peLueHvu7|, N NpeanoXxuT yaanntb UX.

e Mepen HauanoM YCTAaHOBKM MPOBEPSIETCS  aKTyasrbHOCTb

ﬂ ycTaHoBouHoro aiina. B ciydae, ecnm cyuiectsyet 6ornee

HOBBbIN YCTAHOBOYHbIN chaiin, BaM GyAeT NpeanoXeHo ero
cKavartb.

O3HakoMbTECh C  JINUEH3NOHHbIM cornawleHuem. Ona
NpoAOo/NKEHUA YCTAHOBKKU €ro HeobxoanMMo NPUHATDb.

"% Dr.Web Anti-virus for Windows [f=]l@ | & |

WDI.WEB @ Russian... ~

Brarofapum Bac 32 eeibop
Dr.Web Anti-virus for Windows 9.0

Dr.Web Anti-virus for Windows ofecneunBaeT MHOrOYPOEHEEYHD 2aLLMTY CHCTEMHOM NaMATH,
KECTKHX AUCKOB M CMEHHbIX HOcuTeneii oT HpDHMKHOEEHMﬁ BUPYCOB, PYTKWMTOB, TDOAHCKUX
nporpamm, WNWOHCKOro W peKnamHoro no, XAKeDCKHX YTHAHT W PasnYHeIX BReJ0HOCHBX
0B BEKTOR W2 NHOBBIX EHELLHHX NCTOYHUKOE.,

[NA NPOAC/KEHHA YCTAHOBKM HEOGXOANMO NPWHATE YCNOEWA NIULEHIMOHHOTO COMMALLEHUA W
HaXaTb KHOMKY =/lanees,

[7] 51 npuHimaro yenosns NiuersiorHoro cornawenna

<BowopBec, 1992204

HaxmuTte kHonky [Janee.

20
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3. Ha cneayowem ware BaM 6yaeT NpeanoxeHo YCTaHOBUTb
Bbpanpgmayap Dr.Web.

@ Dr.Web Anti-virus for Windows Bl S S >

‘@'DI.WEB @ Russian... ~

BpaHamayap

BpaHaMay3p DrWeb npegHasHaueH ANA 3aLLMTE BALIErD KOMNEKOTERA OT
HECaHKLWOHWPOBAHHOMo ACCTYNa M2BHE U NPeA0TEPALUEHHA YTEUKH BAXHBDX aHHbX NO CETH.

YCTaHoRNTE Bpangmayap Driveb

«foxtop Bebs, 1992-2014

HaxmuTte kHonky [Janee.
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2. YcTaHOBKa nporpamMmsl

4. [anee BaM 6yaeT NpeanoXeHo NoAKMOYMTLCS K «0bnadvHbIM»

cepBucaM Dr.Web, KoTopble TO3BOMST  OCYLIECTBMATb
NpoBEpKY  AaHHbIX,  UCMOMb3ys  Haubonee  CBEXYIO
uHdopMaLmio 06 yrposax, KoTopasi 06HOB/ISIETCA Ha cepBepax
KOMMaHumn «[Joktop Be6>» B peXxuMe peasibHoro BpeMeHH.

@ Dr.Web Anti-virus for Windows E’ |§|
WDI.WEB @ Russian... ~

Dr.Web Cloud

Bbl MOXETE NOAKNKUMTECA K =0B8NauHBIM> CEpEHCAM, 3TO NO3BONNT KOMMNOHEHTaM BalUei
AHTHEWPYCHOI 2aLUNTEI OCYLLECTENATL NPOBEPKY AaHHBIX, HCNOAL3YA HaWBONEe CEEXYID
uHopmaLno ob yrpo3ax, kKoTopan 0BHOBAAETCA Ha CepBepax KOMNaHu </lokTop Beb= B
pexMMe peansHoro Bpemeni. MpK 3TOM Ha cepBepa KoMNaHui ByyT aBToMaTU4ecki
OTNPaBNATLCA CEEAEHNA O paBoTe Dr.Web Ha Ballem KoMNsKOTEpE.

MonyYeHHas oT Bac MHPOPMALKA He ByAeT WCNONL30BATLCA ANA BalLeH WASHTUGUKALMA WAKM A0A
CBA3M C Bami. MONTHKS KOHGUIEHUNANLHOCTH,
@ H xouy NOAKNIOYNTLCA K CEPBMCAM (PEKOMEHIYeTCH)

() H pewy nosgHee

orop e, 19922014

HaxmuTte kHonky [Janee.
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2. YcTaHOBKa nporpamMmsl

B okHe Macrep perucTpaumMm nporpaMMa YCTaHOBKM
npeaynpeaMt Bac O TOM, 4YTO ANnd paboTbl Mporpammbl
HeobxoamMMa NuLEH3US.

?, Dr.Web Anti-virus for Windows E = | =

%DI.WEB Russian... =

MacTep permcrpalim
[NA MENONL3CEaHWA BCex BE03MOkKHOCTeH Dr.iWeb Anti-virus for Windows TpedyeTca nuueHznA,

@ [MonyyuTs MHLEH3MK B NPOLECCE YCTaHOBKK (2]
MonyunTs NULEH3WK No3JHEee
Yika3aTb NyTb K AefcTBYHOULeMy kNo4YeBomy haiiny 7

OBaop

| Haaag H Hanee H Beixog

BbINosHWTE OAHO U3 CNeayoLWnX AENCTBUIN:

e €CNIM Y Bac ecTb K/OYEBOW (alin M OH HaxoauTCs Ha
KECTKOM [JUCKE WM CMEHHOM HocuTene, BblbepuTe
YkasaTb nyTb K [AeiCTBYIOWEMY K/IHOUYEBOMY
daiiny » B CTaHOApTHOM OKHe OTKpbiTUs daina
BblbepuTe Kklo4eBoM ann. [ns  M3MeHeHus nyTu
HaXkmMuTe KHOMKy O630p ¥ BbibepuTe ApPYrol KIOYeBOW
dann;

e €CNM y Bac HeT KI4eBOro aina, HO Bbl FOTOBbI €ro
noNyunTb B Mpouecce yCTaHOBKM, BbibepuTe MonyuuTtb
cdaiin B npouecce yCTaHOBKM;

e [N NPOAOIKEHUS YCTaHOBKM BblbepuTe
MonyuuTtb knoueBo caitn nosgHee. O6HOBNEHMUS
He OyayT 3arpyxaTbCsd [0 Tex Mop, noka Bbl He
YKXXETEUNIN He NoNyumTe KNtoYeBon dann.
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2. YcTaHOBKa nporpamMmsl

Mcnonb3yiTte  ToMbko — KOYeBOM  halinl  BapuaHTa
Autueupyc Dr.Web. KniouyeBon caiin pomkeH MMeTb
pacwmpenve .key.

HaxmuTte kHonky [Janee.

OTKpoeTCcs OKHO C coobLieHnemM 0 roTOBHOCTM K YCTAHOBKE.
Bbl MOXETe 3anyCTUTb NPOLLECC YCTAHOBKM C NMapaMeTpamu rno
YMONYaHMIO, HaXKaB KHOMKY YCTaHOBUTbD.

-‘E’- Dr.Web Anti-virus for Windows E = | =

S Dr\WEB Russian... =

Cuctema roToea « yctaHoeke Dr.Web Anti-virus for
Windows 9.0

YcraHoeka Dr.web Anti-virus for Windows 9.0 Ha koMnbrOTER ¢ ApYroii aHTMEWPYCHON
nporpaMMoﬁ WK MexCceTeBbiM IKDAaHOM MOXKET NPHBECTH K HENPeACKasyeMbIM NOCNeACTEHAM
(BK/IOYEA OTKAZ CHCTEMBI 3aLLMTLI). Ecnn HDADEHEH nporpamma yCcraHOBAEHa, HaxmMuTe KHONKY
«Brixog=, yTobbl NpepEaTh YCTAHOEKY, YAanuTe aHTMBMPYC MM MEXCETEEOH 3KPaH W 3aHOBO
3anyctuTe Mactep ycraHoekw DrWeb Anti-virus for Windows 9.0

ECAH Bbl yBEPEHBI, 4TO Ha KOMMLIOTEPE HE YCTaHOBAEHO APYIHX aHTHBHPYCOB, HaXMUTE KHOMKY
YCTaHoBWTL.

MapaMeTpel yCTaHOBKM

orrop Bet, 1952 2014 oo

[ng Toro ytobbl caMoCToATENBHO Bbl6paTb YCTaHaB/MBaEMbIE
KOMMNOHEHTbI, YKas3aTb NyTb YCTAHOBKM U HEKOTOPbIE
[ONONHUTENbHbIE napaMeTpbI YCTAHOBKH, HaXMurte
napameprl YCTAHOBKM. [aHHasa onuums npeaHa3Ha4yeHa
ANAa ONbITHLIX rosib3oBaTesNen.

Ecnn Ha npeapiayLieM Luare Bbl HaXanm KHOMKY YCTaHOBUTb,
TO mepeiauTe K onmcaHuio wara 10. B npoTMBHOM Ciyuyae
OTKpoeTCcA OkHO MapaMeTpbl YCTaHOBKM.
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Ha HepBOVI BKnagke Bbl MOXETE U3MEHUTb COCTaB
YCTaHaB/IMBAEMbIX KOMMNOHEHTOB.

E Dr.Web Anti-virus for Windows o B 28

‘@'DI.WEB @ Russian... ~

MapameTpsl yCTaHOBKM

KomnoneHTsl I'Iyn: YCTaHOBKM JlonoaxutensHele onuwam
——

[7] Mogynk aeToMaTH4ecKoro 0BHOBNEHHA 36 MB
AxTyanuaauua BupycHeix 6a3 u komnonextos DrWeb

[] Cranep 56 MB
MpoBepka KOMNEKTEPa Ha BUPYCH N0 TpeboBaHID

SplDer Mail 53 MB
3alyuTa INeKTPOHHOI NOYTLl OT BUPYCOB

SplDer Guard 02 MB
SEUJ'MTE KOMNEKTEPA B peXUMe peansHoro BpemMeHun

Mogknioyaemenii mogyns ana Microsoft Outlook 53 MB
Mpoeepka noutoBex Awmkee Microsoft Outlook Ha Bupycel v cnam

ok | Oomenm

Ha cneayoweid Bknagke npu HEO6XOAMMOCTM Bbl MOXETE
W3MEHUTb NYTb YCTAaHOBK!.

E Dr.Web Anti-virus for Windows o B 28

‘@'DI.WEB @ Russian... ~

MapameTpsl yCTaHOBKM

KomnoneHTsl I'Iyn: YCTaHOBKM JlonoaxutensHele onuwam
——

YKaxuTe nanky ycraHoBkm:
C:\Program Files\DriWeb | Obaop |

0 omenm
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2. YcTaHOBKa nporpamMmsl

Ecnu Ha ware 5 Bbl ykazanu AeiCTBYIOWMIA KtoueBomn daiin
unu Bbibpanu nyHkT MonyunTb NMLEH3UIO B Mpouecce
YCTaHOBKM, TO Ha MOCNefHel BKNaKe OKHA Bbl MOXeETe
YCTaHOBUTb (riaxok 3arpysuTb O6HOBNeHUsi BO BpeMsi
YCTaHOBKM, 4TOObI B MpoLecce YCTaHOBKWU Oblnn 3arpyXeHbl
aKTyanbHble BUPYCHble 6asbl U Apyrve Mofynu aHTUBMpyca.
Takke BaM byzeT NpeAnoXeHo HaCTPOUTL CO3AaHue SIpNbIKOB
AN 3anycka nporpammel Autusupyc Dr.Web.

"% Dr.Web Anti-virus for Windows =] = | ==

S Dr\WEB Russian... =

MapameTpsl yCTaHOBKM

KomnoHeHTsl I'Iwb YCTaHOBKM JlonoaxuTtensHele onuwam

3arpyauTe oGHOBNEHUA BO BPEMA YCTAHOBKA
Cosgats Apneik Ha pabouem ctone

Coanate Rpneik 8 rpynne «lycks

=flokTop Beb=, 1992-2014

Mocne TOro, Kak Bce HeobxoauMble u3MeHeHus 6yayT
BHECEHbI, HaXXMuUTe KHOMNKy OK.

Ecnv Ha ware 5 Bbl Bbibpann MonyuyuTb NMUEH3NIO B
npolecce yCTaHOBKM, TO Ha CNeaylolleM Lare nporpaMma
MoNbITAETCS MOMYYUTb KIKOUEBOW aiin yepe3 UHTepHeT npu
NOMOLLUM NPOLIEYPLI PErncTpaummn nonb3osBaTens.
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2. YcTaHOBKa nporpamMmsl

11.EcnM B npouecce YCTaHOBKM Bbl yKasanu WM MOnyyYvnun

JeiCTBYOWMI KtoyeBon ain M Ha ware 9 ycTaHOBWMAW
¢naxxok 3arpy3nTtb 06HOB/IEHMUA BO BPEMSA YCTAHOBKM, a
TaKXe BO BpeMsl YCTaHOBKW MO YMoSYaHuio, 6yaeT BbINO/IHEH
npouecc 06HOBMIEHUS BUPYCHbIX 6a3 U APYrMX KOMMOHEHTOB
nporpamMmsl . O6HOBMIEHME MpPOBOAMTCS
ABTOMATMYECKUN U He TpebyeT AOMNOSHUTENLHBIX AEACTBUNA.

12. Ana 3aBeplieHns npouecca YCTAHOBKHU BbINONMHUTE

nepesarpysKy KoMmbloTepa.

27



T,
A

A

P
W

2. YcTaHOBKa nporpamMmsl

2.2. YpaneHme n usMeHeHue nporpaMmmbl

1. 3aI'IYCTVITe nporpamMMy yCTaHOBKW nNpu TMOMOWN YTUNUTDI
YCTAHOBKU W YyAane€Hua nporpamMm OﬂepaLlMOHHOVI CUCTEMDI

Windows.
2. B oTkpbiBlweMcs OkHe BbibepuTe pexum paboTbl MporpaMmbl
YCTaQHOBKM:
e YTOObI WU3MEHUTb COCTaB yCTaHaB/IMBaeMbIX
KOMMOHEHTOB, Bblbepute BapuaHT U3MeHnTb
KOMMOHEHTbI;

e yTO6bl BOCCTAHOBUTL @HTMBMPYCHYIO 3alUMTY Ha BalleM
KOMrMbloTepe,  BblbepuTe  BapuaHT  BoCCTaHOBUTb
nporpammy;

e yTO6bl YydanUTb BCE YCTAHOBNEHHbIE  KOMMOHEHTHI,
BbIGEpUTE MYHKT YAANANTb NPOrpamMmmy.

"%/ Dr.Web Anti-virus for Windows =] @ | 52

%DI‘-WEB Russian... «

YaaneHue Uan U2MeHEHUE KOMMOHEHTOB NMPOTrPamMMbl
Dr.Web Anti-virus for Windows

B /3veH1TE KOMMOHEHTI

M3MeHNTE KOMMOHEHTRI GHTMBMPYCHON 3aLLNTel Dr.\Web B COOTEETCTEMM € BaLLIMMI
noTpeGHOCTAMI.

BOCCTaHOBUTL NPOTPamMmMy
* ) Boccranosurs aHTHBMPYCHYIO 3auwTy Dr.Web Ha saluem komneioTepe.

Y 4anuTe NporpamMmy
YAanuTs aHTUBMPYCHYIO 3alLmTy DrWeb ¢ Balero KomnkrOTepa.
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2. YcTaHOBKa nporpamMmsl

3. [Ana vypanenus nporpammsl mnm
N3MEHeHUs cocTaBa KOMMOHEHTOB BBEAUTE Koz
noATBEPXAEHMUS, U306paXKeHHbIN B OTKPbIBLIEMCS OKHE.

4. Mpu HeobxoauMoCTU Mo npocbbe MporpaMmMbl MNepesarpysute

KOMNbIOTEP ANnAa 3aBeplleHnda npoueaypbl yaaneHua win
NU3MEHEHNA COCTaBa KOMMOHEHTOB.
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3. NMpucrynas k pabore

3. Mpucrtynas Kk pa6borte

I'IporpaMMa YCTAHOBKW MNO3BOJIAET YCTAHOBUTb Ha KOMMbIOTEP
cneayrowmne KOMMOHEHTDI aHTMBMDYCHOﬁ 3allnThbl:

. ana Windows (c GUI-uHTepdeiicom u
KOHCOJbHYIO BEPCUIO);

e CTOPOX ;

e [OYTOBbIN CTOPOX ;

e MOAKOYAEMbIA MOAYITb ;

e MEXCETEBOW 3KpaH ;

e MOZY/b YNpaBieHus

KOMNOHEHTbI aHTUMBMPYCHOM 3aliMThl UCMOMb3YKOT 06LUME BUPYCHbIE
6a3bl U eanHble anropuTMbl 06HapyXXeHUs BUPYCOB B MPOBEPSEMbIX
obbektax. OpHako MeToauka Bblbopa 06bLEKTOB AN MPOBEPKM
CYLIECTBEHHO pa3MYaeTcs, 4YTO MO3BONSET WCNOMb30BaTb 3TH
KOMMOHEHTbI ans opraHusauum CyLLECTBEHHO pasHblIX,
B3aMMOJOMNOJHSAOLLMX CTPATErMi 3almThbl KOMMNbIOTEPA.

Tak, nposepsieT (N0 KOMaHAe MOJSb30BaTeNs Wm
aBTOMaTWMYeCckW, MO pacrnucaHuio) onpeaeneHHble dainbl  (Bce
ainbl, BbIGpaHHbIE OrMYecKUe AUCKM, KaTtanoru u T. A4.). Mpu 3ToMm
Mo yMOSYaHUIO NPOBEPSIETCS Takxe onepaTuBHas MamsTb. Tak Kak
BpeMsl 3anycka 3afaHus BblGMpaeTcs MoSb30BaTeNleM, MOXHO He
ornacaTtbCsl HEXBATKW BbIUMUCIIMTESNBbHBIX PECYPCOB ANS APYrMX BaXKHbIX
MpoLIeCccoB.
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3. NMpucrynas k pabore

Cropox MOCTOSIHHO ~ HaxoAuTCs B MaMATU
KOMMbloTEPa M MepexBaTbiBaeT obpalleHus K obbekTaM halinosoin
cuctembl. Mo yMonyaHMiO nporpaMMa rMpoBepsieT Ha Hanuuume
BMPYCOB  OTKpblBaeMble (aifibl Ha CMEHHbIX HOCUTENsSX U
3arnyckaeMmble, CO3[aBaeMble WM WM3MEHsieMble chaliiibl Ha XKECTKMX
ovckax. bnarogapsi MeHee AeTanMaMpoBaHHOMY Crocoby MpoBepKM
rporpamMMa MpakTUYeCKM He CO34AeT MoMex ApYruM npoueccaM Ha
KOMMblOTEPE,  OfHAKO,  3TO  OCyWecTBAsieTcs  3a  CcyeT
HE3HAUUTENTIbHOTO CHUXKEHWSI HAAEXKHOCTN 0BHAPYXXEHUSI BUPYCOB.

[lOCTOVMHCTBOM NpOrpaMMbl SIBMISIETCSI HENPEPLIBHLIN, B TEYEHWE BCErO
BpeMeHu paboTbl KOMMbIOTEPa, KOHTPOSIb BUPYCHOM cuTyauun. Kpome
TOro, HEKOTOpbIE BUPYChl MOTYT 6bITb 06HAPYXKEHbI TOTLKO CTOPOXKEM
no crneundUYHbIM AN HUX AeACTBUSAM.

MOYTOBLIN CTOPOX TaKkKe MOCTOSAHHO HaxoauTcs B
namsatu. [lporpamMma nepexBaTbiBaeT Bce obpalleHns MOYTOBbIX
K/IMEHTOB BaLIEro KOMMbIOTEpPA K MOYTOBbIM CepBepaM Mo
npotokonamM POP3/SMTP/IMAP4/NNTP u nposepsieT Bxogsilyio (u
UCXOAsLYI0) MoYTy A0 ee npueMa (MM OTMpaBKM) MNOYTOBLIM
K/IMEHTOM. OPVEeHTMpOBaH Ha MpPOBEpKy BCEro
TeKyLlero noytoBoro Tpadwka, NPOXOASLEro Yepe3 KOMMbIOTEP, B
pe3ynbTaTe 4Yero npoBepka MOYTOBLIX SLUMKOB CTAHOBWUTCA 6Gonee
acddekTMBHOM U MeHee pecypcoeMkod. B uyacTHocTM, MoryT
OTCNEXMBATLCS MOMbITKA MAacCOBOM PACChIIKU MOYTOBLIMU YepBSMU
CBOMX KOMUMA MO aApecHOM KHWre mMonb3oBaTens C MOMOLUbIO
COBCTBEHHBIX peanv3aumin NoYTOBbIX KIIMEHTOB, KOTOPbIE MOTYT 6bITb
BCTPOEHbl B (PYHKLMOHANBLHOCTb BMPYCOB. DTO TakXe MO3BONSET
OTK/IOYMTb MPOBEPKY MNOYTOBbIX halyioB B , 4TO
3HAUUTENBHO CHWXAET NoTpebneHne pecypcoB KOMMbIOTEpa.

MepcoHanbHbIA  MEXCETEBOW  3KpaH

npefHasHayeH  Ans  3aWuTbl  Ballero  KOMMbiTepa  OT
HEeCaHKLIMOHMPOBAHHOMO JOCTyNa M3BHE W MpeAoTBpaLleHusl yTeuKu
BaXHbIX JaHHbIX MO  CETW. no3BonsieT BaM
KOHTPONMPOBaTb MOAK/IOYEHWE W Mepefady [AaHHbIX MO CeTu
WMHTepHeT n 6n0KMpoBaTb NOAO3PUTENbHbIE COEAMHEHUSI HA YPOBHE
MaKeTOB W NPUNOXKEHWA.
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3. NMpucrynas k pabore

OpraHusauus aHTUBUPYCHOM 3aLUMUTDI

Ona opraHuzaumm 3chdEKTUBHOW aHTUBMPYCHOM 3aliuTbl  MOXHO
PEKOMEHAOBaTb C/EAyIoWyl0 CXeMy WCMO/b30BaHUS KOMMOHEHTOB

e MpU MOMOLLU Npou3BECTM MPOBEPKY BCEW
aiinoBolt cuCTEMbI KOMMbIOTEPA C MNpeAyCMOTPEHHbIMK MO
yMONYaHuio  (MakCMManbHbIMM)  HACcTpoMKaMu  NOApOBHOCTM
NpOBEpKY;

e COXpaHUTb HaCTPOVKM Mo yMONYaHuio;

e OCYLLECTBNSATb MOMHYID MPOBEPKY MOYTbl  MPU  MOMOLLM

;
e GMOKMpOBaTb BCE HEW3BECTHblE COEAMHEHWSI C  MOMOLLbIO
’

e repuoaMuecku, Mo Mepe OOHOBNEHWSI BUPYCHbIX 6a3,
MOBTOPSATL MOJIHYI0 MPOBEPKY KOMMbIOTEpa (HEe pexe pasa B
Hepeno);

e B C/lyyae BpPEMEHHOrO OTK/OYEHUs , ecnm B
3TOT Mepuoz KOMMbIOTEP MOAK/YaNcs K ceTn UHTepHeT umm
npou3BoAunach 3arpyska (pauioB CO CMEHHOro HocuTens,
NpOBECTM MOJIHYIO NPOBEPKY HEMEANEHHO.

AHTUBMpYCHasl 3alMTa MOXET ObiTb 3(MPPEKTUBHON TOMbKO MpU
YCNOBMU CBOEBPEMEHHOIO (XKENaTeNlbHO €Xe4acHOro) MosyveHus
OOHOBMEHMI  BUpYCHbIX 6a3 ¥ Apyrux  annos

(cm. .

Mcnonb3oBaHWe KOMMOHEHTOB MNPOrpammebl
r|0,qp06Hee OnncaHo B Cneayrwnx pasgenax.
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3. NMpucrynas k pabore

3.1. Moaynb ynpasneHusa SpIDer Agent

Mocne yctaHoBku nporpammbl AutuBupyc Dr.Web B obnactb
yBegomneHuin Windows gobaBnsietcs 3Hauyok SpIDer Agent &

Mp HaBe#eHWM Kypcopa MbllM HA  3HA4YoK  MOSIBNSiETCA
BCM/biBalOWAs MOACKaska C  WHdopMaumMen O  3anyLieHHbIX
KOMIOHEHTaXx, a TakXe [aTol NocneaHero 06HOBIEHNS aHTMBMPYCa U
KOMMYECTBOM 3anucer B BUPYCHbIX 6a3ax. Takke, B COOTBETCTBUM C
HacTpolikamMu, Hag 3HauykoM SplIDer Agent MOryT nosBAATLCA
pasfiMyHblE NOACKA3KU-YBEOAOMIIEHNS.

C nomowpio MeHIO Moayns  ynpaenenuss  SplDer Agent
OCYLLECTBSIETCA 3aMyCK M HACTpOMKa KOMMOHEHTOB MNporpaMmbl
AHnTuBHpyC Dr.Web.

O nporpamme
3aperucTpHpoBaTE TMLEHIND

Moii Dr.Web

Menempsep NMUEHINA Cnpaeka
Hactpoiiky - SpIDer Guard »
CratucTuka ﬁ SplDer Mail 4
MeHegkep kapaHTHHE ggpﬁa”ﬂ'”mp '

= OBHoBREHNE
AHTMBMPYCHARA CETE CKEHEFI
MacTep oTueTos

Mone30BaTENBCKUA PEKAM

MyHkT O mporpaMMe OTKPbIBAET OKHO C MH(OpMaumen o Bepcuu
nporpammbl AHtTusupyc Dr.Web, nepeyHsamMun Bxogsawmx B Hee
nporpaMMHbIX MOAYEeN U BUPYCHbIX 6a3.

MyHKT 3aperncTrpupoBaTb JIMLEH3UIO 3anycKaeT rpoLenypy
perucTpaummM nonb3oBaTens ANs MoSlydeHust KoyeBoro danna ¢
cepBepa KoMnaHumn «[loktop Beb6>,
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3. NMpucrynas k pabore

MyHkT Moi Dr.Web oTkpbiBaeT Bally MepcoHaNbHYl0 CTpaHuUy Ha
calte komnaHuu «[loktop Beb6>. Ha gaHHOM CTpaHuLEe Bbl CMOXETE
nonyuntb WHGOpMauMilo O Bawelh nuvueH3un (CPoK AelcTBus,
CEpUHbIN HOMep), MpPOANWUTL CPOK ee [AeWCTBUs, 3aJaTb BOMPOC
cnyx6e noaaepXXKu 1 MHOroe Apyroe.

MyHkT CnpaBKa OTKpbIBAET (pain cnpaBku NporpamMMbl AHTUBUPYC
Dr.Web.

MyHKT OBHOBNEHMEe OTKPbLIBAET OKHO Mopynsi o6HOBNEHUs, B
KOTOPOM Bbl MOXKETE 3aryCTUTb 06HOBJIEHNE.

MyHktol SpIDer Guard, SpIDer Mail, BpaHamayap,
O6HOBJIEHME OTKPbIBAlOT AOCTYM K HacTpoyrkaM, CTaTUCTUKE W
yrnpaB/IeHNIO COOTBETCTBYIOLLMX KOMMOHEHTOB.

MNyHkT CkaHep 3anyckaet Ckanep Dr.Web.

[lns gocTyna K HacTporkaM KOMMOHEHTOB U A4J15 NepexoAa K OHMalnH-

‘g'-!ﬂ cepeucy Mo Dr.Web Taike HeobxoanMo BBECTM Maposib, e B
pasgene Camo3zawmTa OCHOBHbIX HacTpoek nporpaMmmbl
AutuBupyc Dr.Web Bbl ycraHOBWAM naxok 3awuwartb
naponem HacTpoiiku Dr.Web.

MyHKT MHCTPYMEHTbI OTKPbLIBAET MEHIO, NMpeocTaBstowee A0CTyn:

K MeHepxepy nuueH3uii (CM. MeHekep NLEH3UN);

K HacTpolkaM o6wux napaMeTpoB paboTbl MporpamMmbl
AHTuBnpyc Dr.Web (cm. OCHOBHbIE HAaCTPOVKM) U
HacTpOMKaM OTAESbHbIX KOMMOHEHTOB;

o kK MeHemxepy KapaHTuHa (cM. MeHegxep KapaHTuHa);
e K CTaTUCTUKE KOMMOHEHTOB;

e K AHTUBUMPYCHOW CETU;

e K CO3AaHMIO OTYeTa.
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3. NMpucrynas k pabore

Mpu obpaweHun B Ccayxby TeXHUYECKOW MNOAAEPXKN KOMMAHWUU
Bbl MOxeTe chopMMpOBaTb OTYET O Ballen

OI'IepaLI.VIOHHOVI cucteme 1 paboTe nporpammel

[ns  HacTpoMKM MapaMeTpoB B OTKPLIBLUIEMCS OKHE HaXmuTe

MapameTpbl otyeTa. OTyeT 6ydeT coxpaHeH B Buae apxvBa B

katanore Doctor Web, pacnonoxeHHoM B nanke npoduns

nons3osatens %USERPROFILE%.

MyHKT ApMuHucTpaTuBHbBIA/MoNb30BaTENbCKUIA pexxum
Nno3BONSIET  nepeknoyaTbCs  Mexay  MOAHOMYHKUMOHANbHbIM
AAMUHUCTPaTUBHBIM pexvmmMom " OrpaHNYEHHbIM
Monb3oBaTesIbCKUM peXxMMoM paboTbl C  MnporpaMMoMu

. B Monb3oBaTeNnbLCKOM peXxuMme [eNCTBYOT
cneayowme OrpaHUYeHuUs: HefoCTYMHbl HAaCTPOWKU KOMMOHEHTOB U
QYHKUMM  OTK/IIOYEHWUS BCEX KOMMOHEHTOB W Camo3awmTtbl. [ns
nepeknoyeHss B AAMUHUCTPATUBHBbIA PeXUM BaM HeobXoaWMbl
npasa agMMHUCTpaTopa.

[JaHHbli  MyHKT ~ OoTOBpaxaetrcs  TOMbKO  MpU  OTCYTCTBUM
aAMUHUCTPATUBHBIX NpuBUNeruin. Hanpumep, npu pabote B cpepe
Windows XP B nonb3oBatenbckoMm pexume, unu B cpege Windows
Vista nnm Microsoft Windows 7 npwv BKIOYEHHOM CUCTEME KOHTPONS
yyeTHoi 3anmcv UAC. B MpOTMBHOM C/llyyae [aHHblA MyHKT
HefoCTyMeH U Cpa3y MpenocTasisieT AOCTYN KO BCeM
PyHKUMAM.
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3.2. OCHOBHbI€ HAaCTPOUKM

' HacTpoliku  nporpamMbl HeOoCTYMHbl B
L pexuvme.

EAMHBIN LEHTp ynpaBfieHWs HacTpoMkaMu MO3BOMSET 3adaTb Kak

obwmre napameTpbl paboTbl aHTMBMPYCHOTO KOMMJeKca, Tak U

WHOMBUAYANbHbIE  HAaCTPOWKM  BCEX  KOMMOHEHTOB  MpOrpaMMbl
32 UCK/IIOYEHNEM

O6was HacTpoiika nporpammbl AHTUBUpYC Dr.Web

1. LWenkHute  3Ha4oK ﬁ B obnactu
yBegomneHun Windows.

2. B nogmeHio UHCTpyMeHTbI BbibepuTe nyHKT HacTpoikm.
OTkpoeTcs pazgen OCHOBHbIe 06L1ero okHa HaCTpoek.

3. BHecnte HeobxoguMmble  M3MeHeHus. [N nony4deHus
MHDOPMaUMM O HACTPOMKax, pPacriofioXXEHHbIX B pasgene,
HaXXMWTe Ha ccbinky CnpaBka.



3. NMpucrynas k pabore

3.2.1. Pazpgen YBegomneHus

B naHHOM pasgene  Bbl MOXETE 3aAdTb Tunbl  NOACKA30K-
YBeﬂ,OMﬂeHMVI, OoTnpaBnsgeMbIX MO No4yTe U NOABNAKOLWNXCA B BuAe

BCM/NbIBAIOWEro OKHa Haa 3HaykoM SplDer Agentw B obnactu
yBefoMnieHunii Windows.

U Hactpoiikn

= YBegomneHua
OBHoBneHne
AHTUBIPYCHAA C&Tb

MpeBeHTHEHEA
3awuTa

Dr.Web Cloud
Camoaawuta
N ononHuTenLHO

CBpoc HacTpoek

Cnpaeka

TS SpiDer Mail

oo ]

SplDer Guard  BpaHamayap

YBE0MNEHIA NDIBONAKT BaM ONEPATHEHO NONYYATE MHBOPMALMKD 0 BEXHLIX COBLITMAX
8 pabote Dr.Web: Hanpumep, 0b ofHapyeHHbIX yrposax wni Heobxogumocti
obHoBneHmA.

Wecnonekaosats yeeaoMneHna
MapaMeTpsl YBEL0MAEHU

[C] Beicsinats yeesoMneHuA Ha SNeKTPOHHYIo NodTy: e-mail He aagaH

MapaMeTpsl NouTkl

o[ omenn |
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Hacrtpoiika yBegomMneHumi

1.

UTobbl BKIIOUUTL  pEXMM  HOTUPUMKAUMKM O  COBbITUSX,
ycTaHoBuTe dnaxok Ucnonb3oBaTb yBEAOMJIEHMUS.
Haxmute kHonky MapameTpbl yBegomsaeHmit. OTkpoeTcs
OKHO CO CMMCKOM BO3MOXHbIX YBEAOMIIEHUNA.

& Mapametpel yeeaomnenmii
Tun yeegomMneHna Okpan  [Moura il
SplDer Guard ﬂ

OBHapyweHa yrpoaa [
SplDer Gate = [}
URL sabnokuposan = =
OBHapy#ena yrpoaa ]
Pogutenscknii KoHTpons ] [l -

He nokaswieare YBEOOMNEHWA B NONHOIKPEHHOM peXnmMe

OrobparaTe yBeaoMneHna BpaHamayapa Ha OTLENEHOM 3KpaHe B NONHOIKPaHHOM
pexIME

3. Bbl6€pVITe YBEAOMJIEHUA, KOTOPbIE Bbl XOTUTE Mony4yaTtb, U

YCTaQHOBWTE COOTBETCTBYIOLME hriaxku. YTobbl oTobpaxaTs
9KpaHHble YBEAOMIIEHUS, yCTaHaBIMBalTe naxok B cTonbue
dkpaH. YTobbl MOMyyaTb  OMOBELUEHMS MO MouyTe,
yCTaHaBnuBanTe cnaxok B ctonbue Moura.

Mpwn Heo6x0AMMOCTU 3aJainTe [OMNOSHUTENbHbIE napaMeTpbI
0T06pa)KeHVIF| 3KPaHHbIX OrMOBELLEHU:

He nokasbiBaTb ~ YcTaHoBMTE 3TOT (Dnaxok, 4Tobbl He monyyatb
YBEAOM/IEHUA B YBEAOM/IEHUS Mpu paboTe C MpuIoXeHusMu B
MOJSIHO3KPAHHOM ~ MOJIHO3KPaHHOM pexuMe (NpocMoTp  (huibMOB,
pexume rpadukun u T. A.).

CHummTe  3TOT  (riaxoK, 4Tobbl  Mosy4YaTb
yBEAOMIIEHNS BCEraa.
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3. NMpucrynas k pabore

OTobpaxatb YcraHoBuTe 3TOT (DNaxok, YTobbl yBeAOMIEHUS
yBEAOMIIEHNS ot Bpanamayspa oTtobpaxanucb Ha OTAENbHOM
BpaHaMayspa Ha  paboyeM cTosie BO BpeMsl paboTbl NMPUIOXKEHUI B
OTAENTbHOM MOJSIHO3KPAHHOM pexume (Urpbl, BUAEO).

3KpaHe B

MONHO3KPAHHOM CHuMMTE 3TOT (NaxoK, 4YToObl yBEAOMNEHUS
pexume BbIBOAWINCL Ha TOM e paboyem cTone, Ha

KOTOpPOM 3anyLueHo NpuIoXeHue B
MOJ/IHO3KPAHHOM PeXMUME.

Ecnn  BblI Bbl6paJ'IVI OAHO WAM  HECKONbKO  NOYTOBbIX
YBeﬂOMﬂeHMVI, HaCTpOVITe OTNpaBKy no4yrtel €  Ballero
KOMMblOTEPA.

Mo okoH4YaHWU PE€OAKTUPOBAHNA HACTPOEK HaXMUTE KHOMKY
OK ans COXpaHEHUA BHECEHHbIX M3MEHEHUN WU KHOMKY
OTMeHMTb /15 0TKa3a OT HUX.
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3. NMpucrynas k pabore

HacTtpoiika nouTOBbIX YBEAOMIEHUH

1.

4.

YTobbl BKMIOYMTL PEXMM HOTUDMKAUMM O COBbITMSIX MO

nouyTe, ybeaunTtecs, yto  naxok Ucnonb3oBaTb
yBeAoOMJIeHMs1 YyCTaHoBleH ¥ B OkHe [MapaMeTtpbl
yBefoMJIeHMUI BbiGpaHbl HY>XHbIE TUMbI OMOBELLEHNA.

YcTaHoBuTEe  bnaxok  BbiCbLlaTb yBeAOMJIEHUS Ha
3JIEKTPOHHYHO MOuTY.

Haxmute kHonky [Mapamerpbl noutbl. OTKPOETCH OKHO
HaCTpPOViKM NMapaMeTpoB.

% Mapamerpsl nouTs! @
Az pec 3MeKTPOHHON NOYTEl
MouToBwli cepeep Mopr
| s |
Norun

MNapons

BeaonacHocTe

|HE!T v|

MeTog, ayTeHTUdMKaLIM

| OBbIYHEIT Naponk - |

Mpoeepute | OTNpaEuTk TecToBoe cooblyeHue

B okHe TMMapaMeTpbl NOUTbI YKaXuTe CreayoLlyio
nHdOopMaUmio:

Anpec YKaXxute MOYTOBbIN aApec, Ha KOTOpbIN Bbl
3NEKTPOHHOMN XOTWTE MOMyYyaTb OMOBELUEHMS]  BblOpaHHbIX
nouyThl TUMOB.

MoyToBbIV CcepBep YKaXuTe aapec NMOYTOBOrO CepBepa, KOTOpblIii
[JO/DKEH wucnonb3oBaTb AHTMBMpYyc Dr.Web
[U151 OTMPaBKM MOYTOBbIX OMOBELIEHUIA.
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Hacrpoiika OnucaHme

MopT YKaXuTe nopT MOYTOBOrO CepBepa, K KOTOPOMY
[OJDKEH MOAKIOYATLCA
[J1S1 OTMPaBKU MOYTOBbIX OMOBELLEHWIA.

JlornH Ykaxwure nmms YYETHON 3anucu ansi
NOAK/IIOYEHMNS K MOYTOBOMY CEpBepy.

Maponb YKaxute Maposb  y4eTHoW  3anucu  ans
NOAK/IIOYEHMNS K MOYTOBOMY CEpBepy.

BesonacHocTb Bbibepute napameTpbl  6e3onacHocT  npu
NOAKIIOYEHNN K MOYTOBOMY CEPBEPY.

Metoza Bbi6epute MeToz ayTeHTudbuKaumum,

ayTeHTUdUKALMU  UCMONb3yeMbli AN NOAKOYEHUSI K MOYTOBOMY
cepBepy.

5. Haxmute kHonky MpoBepuTb, 4TOObl OTNPaBWUTbL TECTOBOE
COo0bLUEHNE Ha YKa3aHHbIM agpec Yepe3 3aAaHHblii MOYTOBbIN
cepBep. EcnM B TeuyeHWe HEKOTOPOrO BPEMEHUM Bbl He
nosyunte AaHHoe COObLleHME, NPOBEPbLTE  HACTPOMKM
NMOYTOBLIX MAPaMETpPOB.

6. o OKOHYaHWM pedaKTMPOBaHWSI HACTPOEK HaXMWUTE KHOMKY
OK ans COXpaHeHUsi BHECEHHbIX W3MEHEHWM WM KHOMKY
OTMEHMUTDb 415 0TKa3a OT HUX.

BpeMeHHOe OTK/IioueHUe YBeAOMJIEHUH
YT0o6bl BPEMEHHO OTK/IIOYMTH OTMPABKY MOYTOBbLIX OMOBELLEHWN,
CHUMMTE  riakok  BbicbinaTb  yBeAOMJIEHMSI  Ha
3/IEKTPOHHYIO NOuTY.
YT06bl BPEMEHHO OTKIIOUYMTL YBEAOMIIEHUS BCEX TWMOB, CHUMMTE
tnaxok Mcnonb3oBaTb yBEAOMEHUS.
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3. NMpucrynas k pabore

3.2.2. Paspen O6HOBNEHMue

B naHHOM pasgene Bbl MOXETE HacTpouTb MapaMeTpbl 06HOBMEHWS
nporpammbl AHTMBMpYC Dr.Web. Bbl MOXeTe yKkasaTb WCTOYHMK
OGHOBNEHWI,  Kakue  KOMMOHEHTbl  Heo6XoaMMO  OBHOBASATH,
MepUOAMYHOCTb, C KOTOpOW 6yayT NpOUCXOAWTb OBHOBNEHMS, a
Takoke HAaCTPOUTb MPOKCU-CEPBEP U 3epKano OBHOBEHWN.

ST oo
(OIS SpiDer Mail  SplDer Guard ~— Bpanamayap
YBe[0MNeHHR OBHOBNAEMGIE KOMNOHEHTEI

@ Bce (pekoMeHayeTcA)
O Toneko Gaasl

» OBHoBneuue

AHTHBUDYCHAR CaTb
Mepuogn4HocTe obHoBREHKi

MpeBeHTMBHARA

auyuta

| 30 munyT (pekomengyetca) v

Dr.Web Cloud
WcTounnk oBHoenennii: MHTepHeT (pekomenayetca)

Mpokcu-cepeep: Beiknwyeno

3epkano obHoenenni: BelknoyeHo

WMameHute. .

Camozawura
HononxurensHo

Chpoc HacTpoek

ObHoBNsieMble Bbl MoxeTe BbIOpaTb OAMH W3 BapWaHTOB 3arpy3ku
KOMMOHEHTBI OGHOBMEHWIA:

e Bce (pekomeHpyerTcs), npu KOTOPOM
3arpy>arotcs OOHOBNMEHWS KaK And BUPYCHbIX
6a3 Dr.Web, Tak n Aansa aHTMBMPYCHOrO sapa U
APYrUX MPOrpaMMHbIX KOMMOHEHTOB MPOrpamMMmbl
AHnTMBMpYC Dr.Web;

e TonbKo 6a3bl, NMpV KOTOPOM 3arpyXaroTcs TOMbKO
obHoBneHUss BUpycHbix 6a3 Dr.Web u
QHTUBMUPYCHOrO  54pa;  APYrMe  KOMMOHEHTI
nporpamMmbl AHTHMBMpYC Dr.Web He
06HOBNISAOTCS.
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MNepurognyHoCTb
06HOB/IEHUM

VCTOYHUK
06HOB/IEHUM

pokcn-cepsep

3epkarno
06HOBIEHWI

3. NMpucrynas k pabore

Bbl MOXeTe Bbl6paTb MEPUOANYHOCTb, C KOTOpPOW 6ydeT
NpOV3BOAWTLCS MPOBEPKA Ha Hanmune 06HOBMIEHNI.

Bbl MOXeTe yKa3aTb YAOOHbIM [And Bac WCTOYHMK
06HOB/IEHUM.

Bbl MOXETE HAaCTPOUTb MOAK/HOUEHNE K MPOKCH-CEPBEPY.

Bbl MOXeTe co3AaTb 3epkano OGHOBMIEHWIA, KOTOpoOe
CMOrYT UCMOJb30BaTh ApYre KOMMbIOTEPbl B JIOKANIbHOM
CeTu, Ha KOTOpbIX YCTaHOBNEeH npoaykT Dr.Web.
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UcTouHuK 06HOBNEeHuH

Ons Toro 4ytobbl BbIbpaTh MCTOYHMK OBHOBNEHWI, HAXMUTE KHOMKY
U3MeHnTDb.

& Wcrounnk obHoBnERni @
@ WMHTepHeT (pekomeHayeTcA)
INokankHan unu ceTeBan nanka
Myt
OBaop
MmA nons3oBatena
MNaponk
AHTUEWpYCHEA CaTh
Cnpaexa Ok OTtMeHNTE

B OTKpbIBLUIEMCS OKHE YKaXuTe YyAobHbI Ansi Bac MCTOYHMK
06HOBNEHUIA:

e NHTepHer (pekoMeHpayeTcs) — OOHOBNEHWE C CepBepoB

KOMMNaHun . DTOT WCTOYHMK YKasaH no
YMOJT4aHUIO.
e JlokanbHas WM ceteBas nanka - O6HOBNeHVWe U3

JIOKaNbHOM WKW CETEBOM Manky, B KOTOPYK CKOMWUPOBaHbI
06HOBNEHMS. YKaXuTe NyTb K nanke (Ons 3TOro Haxmute
KHOMKy O630p ¥ BbiGEPUTE HYXXHbBIM KaTasior, WM BBeauTe
MyTb BPY4YHYI0), @ TAKXE MMS MONb30BaTENs U Naposib, ecsiun

TpebyeTcs.
e AHTMBMPYCHasi CeTb — 0OHOBJIEHNE Yepe3 JIOKASIbHYO CETb C
KOMMblOTEPA, Ha KOTOPOM YCTAQHOBMIEH MPOAYKT "

CO30aHO 3epKasio 06HOBIEHWIA.
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3. NMpucrynas k pabore

MoaknroueHne NpoKkcu-cepeepa

Mo YMONMYAHMIO MCTIONB3YETCS PEXUM MPSIMOrO MOAKOYEHMs. [pu
HeobXoAMMOCTM Bbl MOXETe BbibpaTb PEeXUM paboTbl C MPOKCH-
CEpPBEPOM M 3a4aTb HACTPOWKM MOAKIIOYEHUS K NMPOKCU-cepBepy. Ans
3TOr0 HaXMuTe KHOMKY WM3MeHuTb. OTKPOETCS OKHO HacTpPOVKM

NOAKMIYEHNS.

# Mapamerpbl npokcu-cepsepa @

@ He wcnonkaosats Npokcu-cepeep
) McnoneaoeaTe NpoKCH-Cepeep
Anpec Mopr
1 80

Monk3oBaTens
Mapone

Tun aeTopu3aLun

Het |

Boibepute pexvm Wcnonb3oBaTb NPOKCU-CEpBeEp. YKaxute
HaCTPOViKM MOAKIIIOYEHNS K NPOKCU-CEPBEPY:

Anpec
MopT

[Monb3oBaTenb

Maposnb

Twun
aBTOpM3aumMKn

YKaXxuTe agpec NpoKcu-cepsepa.
YKaXxuTe nopT NpOKCU-cepBepa.

YKaXuTe WMsi y4YeTHOW 3amucu [Nsl MOAK/IOYEHUS K
NpOKCU-CEPBEPY.

YKaXuTe Naposib YYETHOM 3amucy, MCMoNb3yeMon s
MOAKITIOYEHUS K MPOKCU-CEPBEPY.

Bbibepute  TMM  aBTOpM3aumu,  Tpebyembli  Ans
NOAKITIOYEHMNS K MPOKCU-CEPBEPY.
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3. NMpucrynas k pabore

Mo OKOHYaHMM penaKTUPOBaHWS CNMUCKa HaxMuTe kHonky OK ans
COXPaHEHUSI BHECEHHbIX M3MEHEHUM WM KHOMKY OTMEeHUTb a1
0TKasa OT HMX. YTo6bl OTPeaaKTUPOBATh HACTPOMKM MOAKIIIOUEHUS K
NMpOKCK-CEPBEPY, ElLE Pa3 HAXMWUTE KHOMKY U3MeHUTDb.

Co3pnaHue 3epkasia 06HOBNEeHUN

UTo6bl Ball KOMMLIOTEP MOMAM  WCMOMb30BaTb Kak  MCTOYHMK
OGHOBNEHWI Apyrne KOMMblOTEpbl B SIOKaNbHOM CETWM, Ha KOTOPbIX
YCTAHOBMIEH MPOAYKT , HaXMUTe KHOMKy W3MeHuTb B
nyHkTe 3epkano 06HOBJIEHUI 1 B OTKPLIBLIEMCS OKHe BblbepuTe
Co3paBaTb 3epkasio O6HOBMEHMIA. YKaXuTe MyTb K Marke, B KOTOPYHO
6yayT KonMpoBaTbCs OB6HOBMEHMS. Ecny Balwl KOMMbIOTEP BXOAWUT B
HECKOJIbKO MOACETEN, Bbl MOXETE yKasaTb ajpec, KOoTopbli 6yaer
[OOCTYNEH TOMbKO Afii OAHOWM M3 MoaceTed. Takke Bbl MOXETE
yKasaTb NopT, Ha koTopoM cepep HTTP 6yaeT npuHMMaTh 3amnpochl
Ha coeAnHeHwe.

% Cosganue sepkana oBHOBAEHNE @

MNapameTpel 06HOBNEHWA B Npefenax NoKaneHoi cetn:
@ He cosgaeate 3epkano obHOBNEHWA
Cospaeare 3epkano o0HoBReHW
MyTe
O6aop
Appec Mopt

0.0.0.0 : B0B0

Cnpaexa Ok OTtMeHNTE
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3.2.3. Paszpen AHTMBUpPYCHas CeTb

B paHHOM pasgene Bbl MOXETE pa3peluuTb YAaneHHoe ynpasrieHue
BalUMM aHTMBMPYCOM C APYrMX KOMIMbIOTEPOB JSIOKaNbHOW CETU Mpu
NMOMOLUM KOMMOHEHTa AHTVBMPYCHas ceTb. BxoxaeHue B cocTas
AQHTUBMPYCHOW CETW MO3BOJISIET CO34aBaTb Ha BalLEM KOMMbIOTEPE
3epkana obHoBneHnr, @ TakkKe  yAaneHHO  KOHTPO/MpOBaTb
COCTOSIHME aHTMBMPYCHOM 3awmThl (NpoCMaTpuBaTb CTATUCTUKY,
BK/OYaTb M OTKIOYATb KOMMOHEHTbl MporpaMmMbl  AHTUBMPYC
Dr.Web, a Talkoke U3MEHSITb UX HACTPOVKM).

[Ona  npepoTBpalleHns  HECAaHKUMOHMPOBAHHOrO  JocTyna K
HacTpoiikamM nporpammbl  AHTuBMpyc Dr.Web Ha BaweMm
KOMMbloTepe  HeobxoAuMO 3agaTb Maponb  AN8  yAAneHHoro
ynpaBneHus.

& Hactpoiikn [E=5Eo

[elI UM SpiDer Mail  SpiDer Guard  Bpanamayap

YEeAOMNEHUA Bl MOMETE pa3peLUNTE YA aneHHoe ynpaeneHie npogykrom Dr Web Ha saiiem
KOMMBHITEPE € APYTAX KOMMLHTEPOB 8 NOKANLHON CETH, HA KOTOPLIX TaloKke YCTaHDENEH
OBHoeneHne npogykt DrWeb. C yaanenHoro komnetoTepa cTaHeT BO3MOXKHO MPOCMaTpuBaTe

CTATUCTAKY, BKNKOUATE U OTKMKIUATE MOAYNH, 3 TAKCKE U3MEHATE UX HACTPOKI.
. AHTMEMWCHEH ceTb

MpeBeHTUBHAA [Z] Paspewwnts yganentoe ynpaenesne
aauwuta

Dr.Web Cloud

CmenuTs napons

Camoaawuta
[ononHutensHo

CBpoc HacTpoek
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3. NMpucrynas k pabore

3.2.4. Pa3snen lNpeBeHTUBHas 3alyuTa

B paHHOM pa3gene Bbl MOXETE HACTPOUTb peakuuio MNporpaMmbl
AutuBupyc Dr.Web Ha [OelcTBUS CTOPOHHUX  MPUIOXKEHWN,
KOTOpbIE MOTYT NPMBECTU K 3apaXXeHWIO Ballero KoMnbloTepa. Takxke
Bbl MOXKETE 3aLUUTUTb CBOM [AaHHbIE OT HEXENATENIbHbIX U3MEHEHWA.

& Hacrporiki [E=5 Eon ==
(o V: NI SpiDer Mail  SplDer Guard  BpaHamayap
YE&40MNEHUA YposeHs BnoknpoBkk nogoaputeneHelx Aeictenii: MuHMMansHeIi (pekomeHayeTca)
OBHoeneHIe VaMennTs...
AHTHBUPYCHER CeTl 3awynta oT noTepn AaHHelx: Beiknwvena
« MpeBeHTUBHAA Bll MOxeTa HACTPOUTE CO3AAaHHE 3a ML aamelx Dr.Web konuii
3awura BaxHbIX haiinos.
Dr Web Cloud BocCTaHoBATS Y100k! OTMEHNHTE HEKeNaTenkHeIe M3MEHEHUA, Bl MOXETE
BOCCTAHOBHTE CBOM ANkl M3 3aLLMLL3EMBIX KoMK,
Camoaawuta -
Coapars Bhl MoxeTe 3anycTuTb coaganne konuil BpyuHyta. Konun eweé ve
NononHuTensHo CO3AaHEl
CBpoc HacTpoek

YpoBeHb NPeBEeHTUBHON 3alUUThl

B pexxume paboTbl MMHMManbHbINA, YCTaHOBIEHHOM MO YMOMYaHMIo,
Autusupyc Dr.Web 3anpewlaeT aBTOMaTU4yeckoe U3MeHeHue
CUCTEMHbIX  06BLEKTOB,  MOAUMUKAUMSA  KOTOPbIX  OAHO3HAYHO
CBUOETENbCTBYET O TOMbITKE BPEAOHOCHOMO BO3AEWCTBMS  Ha
OMnepaumoHHylo cucTeMy. Talkke 3arpelaeTcs  HU3KOYPOBHEBbIN
[OCTyn K Ancky n mogndmkaumsa danna HOSTS.
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anI MOBbILIEHHOW OMAacHOCTM 3apaXXeHna Bbl MOXETE MNOAHATb
YPOBEHb 3allNTbl A0 CpeAHero. B paHHOM pexumMe AoNnONHUTENBbHO
3anpeLwaeTcd AoCTyn K TEM KPUTUYECKUM O6'beKTaM, KOTOpbIE MOryT
NOTEHLMANIbHO UCMNO/1b30BaTbCA BPEAOHOCHBIMU NpOrpaMMmamMun.

B AaHHOM peXuMe 3aliuTbl BO3MOXHbI KOH(MKTbI COBMECTUMOCTU
CO CTOPOHHWMM TMpOrpaMMHbIM  OBecreyeHneM, UCMOsb3YHOLLMM
3alMLIAEMblE BETKW peecTpa.

Mpy He06X0AMMOCTU MOSIHOrO KOHTPOAS 3@ AOCTYNOM K KPUTUYECKUM
obbektaMm Windows Bbl MOXeTe MOAHATb YPOBEHb 3almTbl [0
MapaHompanbHOro. B faHHOM cnydyae BaM Takxke 6yaeT AOCTyneH
WHTEPAKTUBHbIV KOHTPOSb 3a 3arpy3Kkoii ApaiBepoB, aBTOMATUHECKUM
3anyckomM nporpamm 1 paboTon CUCTEMHbIX CIyX0.

LlenoctHoCTb [laHHas HacTpoyKa MO3BOJMISIET OTC/IEXMBATb MPOLIECChI,
3anyLeHHbIX KOTOpble BHEAPSAIOTCS B 3anyLUeHHbIE MPUIOXKEHUS], YTO
NPUIIOXKEHWI ABNISIETC  Yrpo3oi  6e3omacHOCTVM  koMmbloTepa. He

OTCNEXMBAETCS MOBEAEHME TeX MpOLeccoB, KOTOpble
nobaeneHbl B uckntoveHuns SplDer Guard.

LlenoctHoCTb [laHHas HacTpoyKa MO3BOJMISIET OTC/IEXMBATb MPOLIECChI,

atinos KOTOpblE MOAVMUUMPYIOT MoNb30BaTeNbekue dalibl no

rnosib30BaTeNei W3BECTHOMY aNirOpUTMY, CBUAETENbCTBYIOLIEMY O TOM,
YTO Takue MpOLIECChl SABMSOTCS Yrpo3or 6e30macHOCTv
KOMMblOTepa. He oTcnexuBaeTcs noBedeHMe  Tex
npoLeccoB, KoTopble  AobaBneHbl B UCK/IHYEHUS
SplDer Guard. Ans Toro 4tobbl 3aWUTUTL CBOU AaHHble
OT HECAHKLMOHMPOBAHHbIX WM3MEHEHWUN,  Bbl MOXETe
HacTpoUTb  CO3/aHMe 3alUMLLAEMbIX KOMUA  BadKHbIX
aiinos.

daiin HOSTS ®aitn HOSTS wmcnonb3yetcs OnepauyoHHOM CUCTEMOW
[ANa YnpoLleHns AocTyna K cetn WHTepHeT. Vi3MeHeHus
aToro aina MoryT 6biTb pe3ynbTaToM paboTbl BUpYCa
WM Apyroli BPeAoHOCHOM MporpaMMbl.

Hu3koypoBHeBbIVi  [laHHas HACTpPOMKa MO3BOJISIET 3aMpeLaTh NMPUIOKEHUSIM
[OCTYN K ANCKY 3aMNUCb HA XXECTKMI AMCK MOCEKTOPHO, He obpaluasick K
aitnosoit cucteme.
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3arpyska [laHHasi HacTpolika MO3BOJISIET 3anpeLLaTb NPUNOXKEHUIM
[paliBepoB 3arpy3Ky HOBbIX UJI HEU3BECTHbIE paliBEpOB.
KpuTuyeckue MpouMe  HacTpoiikv  MO3BOMSIOT  3alywaTtb  OT

obnactn Windows Moaudukaumm BeTkM peectpa (Kak B CUCTEMHOM
npocwune, Tak 1 B Npodusx BCeX Nonb3oBaTenei).

Fy Ecnu npu yctaHoBke BaxkHbIX 0BHOBReHWM oT Microsoft mnu npm

A ycTaHoBke u pabote nporpaMMm (B TOM 4ucie MpOrpamm

nedparmeHTaumn) BO3HUKAIOT npobnemsl, oTK/IIoYnTE
COOTBETCTBYIOLLME OMNLMM B 3TON Fpynne HacTpoeK.

3awmTa oT noTepu AaHHbIX

Ona  Toro u4TO6bl 3aAWUTUTL  BaXHble (baﬁﬂbl OT  WU3MEHEHWM
BpEAOHOCHbLIM nporpaMMHbIM o6ecnequV|eM, Bbl MOXETE
BOCMNOJ/1b30BaTbCA qDYHKLlMeVI 3awuTtbl oT noTepu AaHHbIX. JTa
CbYHKLl,VIFI NO3BOJIAET CO34aBaTb KOMMU COAEPXMMOIro Bbl6paHHbIX
BaMu nanok.

[N HacTPOViKM co3aaHusl pe3epBHbIX KOMWiA HaxxmMuTe U3MeHuTb. B
OTKPbLIBLUEMCSI OKHe BblbepuTe onuMilo BKAOYMTL 3awWwMUTy OT
notepu AaHHbIX. Haxmute KHOmky [o6aBuTb, YTOObLI yKasaTb
Manku, COAEPXMUMOoe KOTOpbIX ByAeT KonmpoBaTbCs. B ntoboi MOMeHT
Bbl MOXeTe f06aBUTb HOBYIO Manky. Takxke Bbl MOXeTe yKa3aTb AWUCK
LIS XpaHEeHUs! KOMUIA M NEPUOANYHOCTb, C KOTOPOW 3T Konuu 6yayT
co3aaBaThCs. Yepe3 yKasaHHbI MpoMexyTok BpemMeHu Dr.Web
6yneT npoeepsTb (aiifibl B yKasaHHbIX Mankax Ha Hanuuume
M3MEHEHWUI, U CO34aBaTb KOMWIO, EC/TN U3MEHEHUS BbliIM BHECEHDI.

TaKke Bbl MOXKETE YAaNUTb KOMUM, YTOBbI OUUCTUTL MECTO Ha AMCKE
(Ha camux cainax yganeHue KOMUI He OTPasuTCs), WU 3amnpeTwuTb
3anycK Co3AaHus Konui npu paboTe oT 6aTapemn.
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# HacTpoiiki 3aLmTsl AaHHbIX

@ BuiKnounTe 3aLLMTY OT NOTEPH 4aHHBIX
*) BniounTe 3aLWUTY 0T NOTEPM AaHHEDC

Mankw

(C:) 4,07B u2 204 B ceobogHo

MepuognuHocTs

kawasle 24 yaca

Cnpaeka

Bribepute AWCK ANA XpaHeHWA 3al WL aeMelx KOmmii

Y4anuTe Konuu

He 3anyckats peaepeHoe kKonuposaHue npu pabote ot Batapew

oK

=)

Nobaeuts

Yoanuts

OTMEHWTE

B Cny4vyae, ecnm Bawun (baﬁ)'lbl 6b1m NnoBpeXAeEHbl, Bbl MOXETE
BOCCTaHOBUTb UX KOMUU 3a ONpeAEesIeHHYI0 aaTty. Ona storo B
FMaBHOM OKHE HaXXMUTE KHOMKY BoccraHoBUTL. B OTKpbIBLLUEMCSA
OKHE Bbl MOXETE Bbl6paTb AaTy, 3a KOTOPYI0 BCE MMEOWMECA Ha TOT
MOMEHT KOonuu d)aﬁﬂOB 6y,D,YT BOCCTAHOBJIEHbI B YKa3aHHYKO BaMu

nariky.

YTobbI 3anyCtnutb COo3aaHue KOMuiA BPY4HYIO, B [/1aBHOM OKHE
HaXXMUTE KHOMKY Co3paTtb. B OTKpPbIBLUEMCA OKHE 3afaliTe onucaHve

[Nl HOBOW KOMUM.
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3.2.5. Pazpnen Dr.Web Cloud

B paHHOM pa3gene Bbl MOXeTe MNOAKMOYUTLCS K «0bnayHbiM»
cepBucaM Komnauuu <«[loktop Be6>» W nporpamMMme ynydlleHus
kayectsa paboTtbl npogykToB Dr.Web.

& Hacrporiki [E=5 Eon ==
(oINS SpiDer Mail  SplDer Guard ~ Bpanamayap
Yae40MASHUA Bel MOeTE NPUHATE YUACTHE B NPOrpamMMe yNyULLIEHWA kauecTBa paBoTel npogykTos
Dr.Web. Ceegennn o paGore npoaykra Dr.Web Ha Bawem komnetotepe Byayt
OBHoaneHne aBTOMaTM4eCKH 0TNPaBNATECA Komnanui «[loktop Bebs. [Ina storo nogknountecs

«0BRAUHEIME CEPBMCAM.
AHTUBHDYCHER C&Th
MpeserTanas 2awHTa MonyuerHas o Bac MHOpMaLMA He BYAeT MCNONE30BATECA ANA Balled
MAEHTUdMKALAM UMM ANA CBA3N C BaMH.

= Dr'Web Cloud

Oruer @ A xouy NoAKTIUNTECA K Cepercam (pekoMeHayeTca)
© A pewy nosgHee

KapaktuH

Mpokcu-cepeep

Haeik
Camoaawuta
Boccranoanenue
MonuTika koHdmaeHynansHocTh «[lokTop Bebs

«061a4yHble>» cepBUCDI

Dr.Web Cloud Checker no3BoNsieT aHTUBMPYCHOM 3aliuTe
MCnonb3oBaTh CBEXY MHdopMaumio 06 yrposax, obHOBNsSeMyl0 Ha
cepBepax koMnaHum «[loktop Beb> B peXxume peanbHOro BpEMEHMU.

B 3aBMCMMOCTM OT HacTpoek obHoBNeHns uHdopMaums o6 yrposax,
MCMOMb3yMasi KOMMOHEHTaMM Balleil aHTUBUPYCHOM 3aluMThbl, MOXET
ycTapeBaTb. Mcnonb3oBaHue «o0b6nayHbIx» CEPBUCOB MO3BONSET
rapaHTMpOBaHHO OrpaAuTb MOSb30BaTeNell Balero KOMMbTEpa OT
CaliTOB C  HeXenaTeflbHbiIM  COAEPXMMbIM, a Takke OT
MHAUUMPOBaHHLIX (alisoB.
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MporpammMma ynyuweHua kavyecrsa Nno

Mpu y4acTum B nporpamMMe Ha cepBepa KOMMaHuu
6yayT aBTOMATUYECKM OTNPaBAATLCA 06E3NMYEHHbIE CBEAEHUSt O
paboTe nporpaMmbi Ha BalleM KOMMbIOTEpE, B
YaCTHOCTW, CBEJEHMSI O CO3[aHHbIX BaMW MpaBuiax

. MonyuyeHHas uHdboOpMauusa He GyAeT UCMOSb30BaTLCA ANS
naeHTUdMKaLMUM NoNb30BaTeNs UM CBA3U C HUM.

HaxkmuTe Ha ccbinky MonnTuka KoOHUAEHUNANbHOCTU «[lOKTOp
Be6>, UyTo6bl 03HAKOMUTLCS C MOMIMTUKON KOHDMAEHUMANBHOCTU Ha
oduumanbHOM calite KoMMaHum
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3.2.6. Paznen Camo3awmra

B maHHOM pasgene Bbl MOXKETE HACTPOUTb NMapaMeTpbl 3alWTbl CaMoM
nporpamMmbl  AHTMBMpYC Dr.Web 0T HeCaHKLMOHWPOBAHHOIO
BO3ENCTBUS, HaNpUMep, aHTU-aHTUBMPYCHBIX NMPOrpaMM, a Takxke OT
CJTyYaliHOro NOBPEXAEHMS.

- fole]
(oINS SpiDer Mail  SplDer Guard ~ Bpanamayap
YeegomneHua Brnounts Camoaawury
OBHoBNeHHE [anHan HacTpoiika 3awnwaeT daiine v npoyeccel npogykra Driveb ot

HECaHKUMOHN DOBEHHBIX W3MEHEH NI,
AHTUBIPYCHAA C&Tb
[T] 3anpewyars amynAuwo AeficTaui nonk3osaTena

MpeBeHTUBHAA .

3: e JlaHHaA HacTpoiika aanpelyaet nwbeie namenenns B pabore DrWeb, kpome
= BHOCUMEIX NONL30BATENEM BPYUHYH

Dr.Web Cloud

[Z] 3anpewyats namexenne AaTk i BpeMeHN CHCTEME

JIECEEL] HaCTpDﬂKE 3anpeLlaeT pyyHoe W aBTOMAaTHYecKoe U3MEHeHWe HacTpoek
NononHuTensHo BPEMEHN CHETEMBI

» Camoaalyuta

Chpoc HacTpoek [ 3awmuars naponem nactpoiiku Dr Web

CmeHuTs napons

Hactpoiika BK/IFOUMTb CaMO3aLUMTY NMO3BOJISIET 3aLWNUTUTL aiisibl
npotiecchbl nporpamMmbl AHTHMBUPYC Dr.Web oT
HeCaHKLUMOHMPOBaHHOro  goctyna. OTkioyaTb CaMo3aluTy He
pekomMeHAayeTcs.

B cnyyae BO3HWMKHOBEHUSI np06neM npun UCnoJsib30BaHUM MporpamMm

ﬂ fedparMeHTauUuM, peKOMeHAYeTCs BPEMEHHO OTKIUMTb MOAYIb
€amMo3aLUuTI.

[na TOoro 4rtobbl Npon3BECTN BO3BPaT K TOYKE BOCCTAaHOBNEHUSA
cuCTeMbl, HEO6X0AMMO OTKITIOUNTD MOAy/b CaMO3allUnThI.
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3. NMpucrynas k pabore

HacTpoiika 3anpewartb 3MyasUUi0 AeWACTBMI MNosb30oBaTens
No3BONSIET NPeaoTBpaTUTL Ntobble M3MEHEHWSI B paboTe MporpaMMmbl

, NpOV3BOAMMbIE aBTOMATM3MPOBaHHO. B ToM
yncne OyaeT 3anpelleHo  UCMONHEHWE CKPWUMTOB, 3MySIMPYHOLMX
paboTy nonb3oBaTenss C MporpamMMmom ,
3anyLUEHHbIX CAMWUM MOJb30BaTENEM.

HacTpoiika 3anpewaTb U3MeHeHne AaTbl U BpEMEHU CUCTEMBbI
Mo3BOJISIET 3ab/IOKMPOBaTb Py4YHOE W aBTOMATUYECKOE M3MEHEHWE
CUCTEMHbIX [daTbl M BPEMEHM, @ TaKXe 4acoBOro mnosica. ITo
OrpaHuWYeHne YCTaHaB/IMBAETCA ANS BCEX MMO0JIb30BaTeNIEN CUCTEMbI.
Bbl MOXETE HacTpouTb B TOM CJly4yae, eciu
OCYLLECTBAANIACh MOMbITKA U3MEHUTb CUCTEMHOE BPEMSI.

HacTpoiika 3awmwaTtbh naponem Hactpoiiku Dr.Web nossonser
YCTaHOBWUTb Mapofib AN AOCTyNa K HacTpovikaM Mporpammbl

Ha BalleM KoMMbloTepe. 3ajalTe naposb,
KOTOpbIN 6yneT 3anpalmBaTbCs MNpu 06palleHMn K HacTporkam
nporpamMmsl
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3. NMpucrynas k pabore

3.2.7. Paspen JONONTHUTENIBHO

B naHHOM pasgene Bbl MOXETE 3ajaTb AOMOSIHUTESNbHbIE HACTPOWKM
paboTbl aHTUBMUPYCHON 3aLLUTbI.

& Hactpoiikn [E=5Eo

[elI UM SpiDer Mail  SpiDer Guard  Bpanamayap

YeeaoMneHuA HAzwik
OBHoBNEHHE Russian (Pyccrui) -

AHTUBIPYCHAA C&Tb ~
Qruet: HaCTPOMKH NO yMON4aHH

MpeBeHTHEHEA
ameHuTs. -
aauwuta

Dr Web Cloud KapaHTiH: HacTPOMKK Mo yMON4aHHK

Camoaawuta WN3mennTs....

= [lononHUTENLHO
Be3onacHsle coeaUHEHUA

CBpoc Hactpaex [Z] Mposepats sawnhposanHbii Tpadik
B cnyuae ownBkn NpoBepKK 3aLLHLLIEHHEIX coednHenni (SSL) yeTaHoeuTe

ceprudmkar «Joktop Beb» spyunyto

JKCNOPTAPOBATS. ..

Bbl MOxeTe BblbpaTb M3 BbiMAfaloOWeEro Cnncka A3blK NPOrpamMbl.
CrMcoK SA3bIKOB MOMOJIHAETCA aBTOMATUMYECKM W COAEPXKMUT BCe
JOCTYMHblE Ha TEeKYWMW MOMEHT Jokanuzauun  rpaduyeckoro
nHTepdelica nporpaMmbl AHTUBUpYC Dr.Web.

Hacrtpoiikn OTueTta

[ns ynpaBfeHus HaCTPOMKaMM OTYETa HaXKMWUTE COOTBETCTBYIOLLYHO
KHOMKy U3MeHUTDb.
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3. NMpucrynas k pabore

@Cmun

CoxpaHa
[ spiD
[ splD
[ splD

nepe

Bect nogpobHele oTYeTsl (4aHHAA HacTpolika

[C] Bpanamaysp
[C] OBuoBnenue
[C] Cryskbel Dr.Web

JononHUTENLHO
[[] Coanarate aamnsl namaTi Npu olwnBKax Nposepkl
Mpojon#aTe BeCTM NogpobHEIE OTYETH Nocne

MocmoTpeTs taiinsl 0T4eToR

EX5

&TCA 4,0 Nepe3arpy3kn)
er Guard

er Gate

er Mail

aarpyaku (He pEKDMEH,‘J,yETCH]

Mo yMon4yaHuio AN BCEX KOMMOHEHTOB MPOrpaMMbl AHTUBUPYC
Dr.Web oT4yeTbl BeayTcs B CTaHZApTHOM pexuMme, (UKCUpYLOLLEM

cneayoLyo MHdopMaumio:

SpIDer Guard

MpoBefeHne OGHOBMEHWMIA, 3anycKk U OCTAHOB CTOPOXa
SpIDer Guard, BuMpycHble cOObITUS, [AaHHbIE O
npoBepsieMblX  haiiiax, WMeHax YMaKoBLUMKOB WU
COOEPXVMMOM  MPOBEPSIEMbIX ~ COCTaBHbIX  OOBLEKTOB
(apx1BOB, halinoB 3/EKTPOHHOW MOYTHI MK alIoBbIX
KOHTE/IHEPOB).

PekomeHayeTca  MCMonb30BaTb 3TOT  PeXuMM  Ans
onpeneneHnsi 06beKTOB, KOTopble CTOpox SplIDer
Guard npoBepsieT Hanbonee 4acTo. Mpu
HeobXxoaAMMOCTH Bbl MOXETe A06aBUTb Takue 06beKTbl B
CMUCOK MCKITIOYEHMI, YTO MOXET CHU3UTb HArpysKy Ha
KOMMbIOTEP.
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SpIDer Mail

BbpaHamaysp

Moaynb
06HOBNEeHus

Cnyx6bl
Dr.Web

3. NMpucrynas k pabore

MpoBeneHve 06HOBIEHNI, 3aMyCK U OCTAHOB MOYTOBOrO
cropoxa SpIDer Mail, BUpycHble cobbITus, MapaMeTpbl
nepexeata COEAMHEHW, a Takke [AaHHble O
npoBepsieMblX  haiiiax, WMeHax YMaKoBLUMKOB WU
COAEPXXMMOM MPOBEPSIEMbIX aPXMBOB.

PekoMeHAyeTcsl  WUCMofb30BaTb  3TOT  PexuM  Ans
MpOBEPKM  HACTPOEeK Mepexeata  COEAUHEHUN  C
MOYTOBLIMU CEPBEPAMU.

B cTaHpapTHOM pexwuMe Bpanamaysp He BegeT daiin
otyeTa. lNpu BKIIOYEHUM pexnMa BefeHWs NoApo6HOro
oT4yeTa cobmpatoTcs AaHHble O CETEBbLIX MaKeTax (pcap-
norn).

Cnuncok 06HOBNEHHbIX (haliioB MporpaMMbl AHTUBUPYC
Dr.Web u cratycbl nx 3arpy3ku, nHchopmaums o pabote
BCMOMOraTe/ibHbIX CKpUNTOB, AaTa U BPeMsl NPOBEAEHUS
06HOBIEHMS, nHpopmaums (o] nepesanycke
KOMMOHEHTOB nporpammbl AHTueMpyc Dr.Web nocne
06HOBJIEHMS.

MHdopmaumsa o komnoHeHTax Dr.Web, wusmeHeHune
HacTpoeK KOMMOHEHTOB, BK/IIOYEHME W BbIK/IIOYEHNE
KOMIMOHEHTOB, ~ COGbITUSI  MPEBEHTUBHOM  3alUThI,
NOAKITIOYEHNE K aHTUBUPYCHOW CETH.

MpocMoTp haiinoB OTYHETOB

YTobbI MPOCMOTPETb OTYETbI, HAXMUTE Ha CCbIJIKY nOCMOTpeTI:

caitnibl 0OTHETOB.
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3. NMpucrynas k pabore

Co3paHue AaMnoB NaMATH

Hactpoiika Co3paBaTh AaMNbl NAMSATU NMPU OWIMGKAX NPOBEPKU
MO3BOJISIET COXPaHSTb MaKCUMyM MONIE3HOW MHBOPMaLMK O NpUYMHAX
HEKOPPEKTHOV  paboTbl  KOMMOHEHTOB  MPOrpamMMbl

, 4TO MO3BOMUT CreuManmMcTaM KOMMaHum B
JanbHelwem npoBecT 6ofiee MOSHbIM  aHanu3 npobnembl K
NMpeasiokuTb ee  pelleHne. PekoMeHZyeTcs BKItoYaTb  AaHHYHo
HaCTpoOViKy Mpu BO3HUKHOBEHMM oOWMEOK B paboTe nporpaMMbl

BriroueHne nogpo6HbIX OTYUETOB

Mpu BepeHUM NOAPOGHBIX OTYETOB (DUKCUMPYETCS MaKCMMarbHOe

! KONMYECTBO MHGopMaumMu o paboTe KOMMOHEHTOB MpOrpamMMbl
, UTO MOXET MPUBECTU K 3HAUUTENILHOMY

YBENMYEHUIO halifiloB OTYETOB M CHU3WUTb MPOU3BOAUTENLHOCTb
paboTbl OMEepaLMOHHON CUCTEMbI. PekoMeHZyeTcsl UCMonb30BaTh

3TOT PEeXWM TONMbKO MpW BO3HUKHOBEHUM MpobneM B pabote
KOMMOHEHTOB UM MO MPOCbbe TEXHUYECKOW MOAAEPXKKM KOMMaHWUK

1. YT06bl BKNIOUMTL PEXMM BedeHWst NoApobHOro oT4yeTa ans
O[IHOTO M3 KOMIMOHEHTOB MpPOrpaMMbl
YCTaHOBWUTE COOTBETCTBYIOLLMI (PIaXOK.

2. Mo yMonuyaHwio nOApobHbIM OTYET BeAeTCs A0 MNepBou
nepesarpysku oOnepaumoHHOM cucTeMbl. Ecninm  Heobxoammo
3a(bl/IKCVIpOBaTb noseaeHMeE KOMNOHEHTa B nepuoa Ao n nocne
nepesarpysku, yctaHosuTe dnaxok [popao/mkaTb BeCTU
noapo6Hbie oT4yeTbl nocne nepesarpyskun (He
pekoMeHAayeTcs).

3. CoxpaHuTe U3MeHeHus.

7

Mo ymonuaHuio ainbl OTYETa MMEIOT OrpaHUYEHHbI pasmep,
A = % paBHbili 10 MB.
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3. NMpucrynas k pabore

Hacrpoiku KapaHTuHa

ans ynpaBneHus HacTpoVikamMu KapaHTWHa HaXmuTe
COOTBETCTBYHOLLYIO KHOMKY U3MEHUTD.

Bbl MOXeTe HacTpowuTb MapaMeTpbl paboThl
OLIEHUTL €ro pa3Mep, a TakXke yaanuTb BCe M30AMPOBaHHbIE (aiinbl C
KOHKPETHOro AucKa.

% CeoiicTBa KapaHTWHa @

[OocTynHele AUckn Paamep kapaHTuHa, MB

Brl MoMeTE 04NCTHTE KapaHTWH Ha EblﬁpEHHDM AVCEe fe3 BOIMOMHOCTH BOCCTAHOBNEHNA
AaHHB.

Ouuctnts....

[ononHuTensHO

B cnyuae ofHapyeHA yrpo3 HA CMEHHOM HOCUTENE CO343BaTe KAPAHTHH Ha 3TOM
e HOCHTENE (peKoMeHgyeTCR)

Cnpaeka OK OTMEHUTE

Katanor CO34aeTC OTAENbHO Ha KaXAOM JIOrM4eckoMm
[Mcke, rae 6bim 0bHapyXeHbl NoAo3puTeNnbHbIe hannbl.

Ouucrka KapaHTuHa

1. Ytobbl ymanuTb Bce hainbl, MNOMELLEHHbIE B KaTanor
Ha onpeaeneHHOM aucke, Bblibepute 3TOT AMCK B
Crimcke.
2. Haxmute KHONMKy OUYMCTMTbL W MNOATBEPAMTE 3anpoc Ha
yaaneHue.
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3. NMpucrynas k pabore

B rpynne [lONOAHUTENbHO Bbl MOXETE 3afaTb PEXUM U30MSUMK
3apaXKeHHbIX 06bLEKTOB, 06HAPYXXEHHbLIX Ha CbEMHbLIX HocuTensx. Mo
YMONYaHMo NoAo6Hble Yrpo3bl MOMELLAOTCS B KaTanor Ha TOM e
HocuTene 1 He wudpytotcs. Mpu 3ToM narnka cospaeTcs
TOMbKO B TOM C/lyyae, €CM BO3MOXHA 3aMUCb Ha HOCUTENb.
Mcnonb3oBaHWe OTAENbHbLIX KaTaloroB U OTKa3 OT LMbpOBaHWUs Ha
CbEMHbIX HOCUTENSX MO3BONISIET NPefOTBPaTUTb BO3MOXHYIO MOTEPHO
[aHHbIX.

be3onacHble coeanHeHUs

Bbl MoOXeTe BKIOUMTL B MPOBEPKY [AaHHble, NepeaaBaeMble Mo
6e30MacHbIM  MpoTOKOMaM. [N 3TOro  yCTaHOBUTE  hNaXKoK
MpoBepsaTb 3awmn@poBaHHbIii TpaduK. ECIN KAWEHT, KOTOPbIN
noslyyaeT M nepeaaeT Takue AaHHble, He 06palLaeTcs K XpaHUIULLY
ceptudmkatos  cuctembl  Windows, TO Heobxogmmo  6yger
3KCNOPTUPOBaTb CepTUdMKaT.

Ceptudmkar «lokrop Be6>»

Ecnun Bbl XOTUTE BKIOUUTL B NPOBEPKY AaHHbIE, nepeaaBaeMblie Mo
KpunTorpacduyeckoMy npoTtokony SSL (Hanpumep, B

Bbl MOXETE HaCTPOUTb MapaMeTpbl NPOBEPKU AaHHbIX, NnepeaaBaeMbiX
no npotokony HTTPS, a B — no npotokonam POP3S,
SMTPS, IMAPS), TO0 ans paboTbl HEKOTOPbIX KIWEHTOB, KOTOPbIE
nepefatoT U NONy4yaloT Takue AaHHble U NMpu 3TOM He obpaluatoTcs K
XpaHunuiy ceptudukaTtoB cucteMsl Windows, MoxxeT notpebosaTbcs
ceptudmKaT  KOMNaHUu . Haxmute KHOMKY
3KcnopTUpOBaTbh U COXpaHWTe cepTudUKaT B yAOGHbIN Ans Bac
KaraJsor.
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3.2.8. Paspen C6poc HacTpoek

B naHHOM pasgene Bbl MOXETE BOCCTAHOBUTb HaCTpOVIKVI nporpamMmmbl
AHTUBUPYC Dr.Web no YMOJTHaHUIO, a TaKXXe 3KCNopTupoBaTb UK
MMNOPTUPOBATDL UX.

U Hactpoiikn
(oIS SpiDer Mail

YeeaoMneHuA
OBHoBneHne
AHTUBIPYCHAA C&Tb

MpeBeHTHEHEA
3awuTa

Dr.Web Cloud
Camoaawuta
N ononHuTenLHO

= Chpoc HacTpoek

Cnpaeka

oo ]

SplDer Guard  BpaHamayap

Bkenopr HacTpoex. Bl MOM#eTe COXPaHUTL HACTPOIIKN NPOAYKTA, 3KCNOPTUPOBAR

WX Ha MecTKUi AucK B Buge daiina.

Ecnu y Bac ye ecTs padee CoXpaHeHHEIi haiin HacTpoek,

TO BbI MOXETE UMMNOPTUPOBATE 3TH HACTPOMAKA I MPUMEHUTE
VX K A@HHOMY NPOAYKTY.

Cﬁpﬂc HacTpoek B cnyvae SETW,HHeHMﬁ, BOZHUKLLNX NOCAE W3AMEHEHWI

HACTpOEeK NPOAYKTa, BOCCTAHOBUTE NapaMeTpel No
YMONYEHWHD .

o[ omenn |
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3. NMpucrynas k pabore

3.3. JiuueHsupoBaHue

Ona paboThl B TEYEHUU MPOAO/IKUTENBHOMO
BpeMeHu TpebyeTcst nuueHsus. MpuobpeTeHre NULEH3UM BO3MOXHO
BMECTE C MPOAYKTOM, a TAKXe Ha KOMMaHWu

JInueHsusa no3BonseT MOMHOLEHHO MCMONb30BaTb BCE BO3MOXHOCTU
npoayKTa Ha nNpOoTAXEHUM BCEro CpokKa genctems.  JinueHsus
PErynupyeT npaea nonb30BaTens, YCTaHOBNIEHHbIE B COOTBETCTBUN C
NoNb30BaTE/IbCKUM AOrOBOPOM.

KnroueBowu pann

MpaBa nonb30BaTeNsl Ha MCMONb30BaHME
XPaHATCS B CneuuanbHoM daiine, HasblBaeMOro KITioueshbiM ghalisiom.

KnioueBoli aiin umeet paclumpeHue .key 1 coaepxuT, B 4acTHOCTH,
cneayoLyo MHdopMaumio:
e repeyeHb KOMIMOHEHTOB, KOTOPble pa3peLleHO MCMob30BaTh
[laHHOMY NOJb30BaTeN!Ho;

e Mepuoa, B TeYeHMe KOTOPOro paspelleHo MCMosib30BaHue
aHTUBMpYCa;

e Halndme nnm oTcyTcTemne TEXHNYECKOM NoAAEPXKN;

e [1pyrune orpaHn4yeHuns (B YaCTHOCTU, KOTMYECTBO KOMMbOTEPOB,
Ha KOTOPbIX paspeLeH0 NCNo1ib30BaTb aHTMBMDYC).

Kntouesolt cain aBnsercs delicmeumerbHbIM
npy 0HOBPEMEHHOM BbIMOMHEHWUN CNEAYIOLLMX YCOBUIA:
e CPOK [ENCTBUS NULIEH3UN HE UCTEK;
e K/OY PacnpoCTpaHseTCs Ha BCE MCMOJSib3yeMble MporpamMmon
mMozynu;
e LIENOCTHOCTb KJIH0Ya He HapylueHa.

Mpu HapyleHun noboro u3 ycnoBui KOYEBOW ¢aln CTaHOBWUTCS
HedelicmeumersbHbIM, TIPU 3TOM nepecraer
06e3BpexunBaTb BpefOHOCHbIE MPOrpaMMbl M MPOMYCKaeT MOYTOBblE
coobLueHuns 6e3 npoBepku.
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Ecnv npu yctaHoBke Bbl He nonayyvunu
KnoyeBo daiin M He ykasanu MyTb K HeMy, TO B 3TOM Clly4yae
UCMONb3YETCS 8peMeHHbIl KIoYeBoW (ain. Takon knoyesor gainn
obecneymBaeT NOAHYKO PYHKLMOHANBHOCTb KOMMOHEHTOB MPOrpamMMbl
OpHako B 6yayT
OTCYTCTBOBaTb MyHkTbl Mot Dr.Web n O6HOBneHue, KpoMe TOro
obHoBneHns He 6yayT 3arpyxaTbCd A0 TeX Mop, Moka Bbl He
aKTMBMpYeTe NULEH3M0, NMb0 C NOMOLLbIO
He yKaXkeTe NyTb K AeACTBUTENBHOMY K/IOUYEBOMY daly.

PeKOMeH,ClyeTCFl COXpPaHATb Ko4eBOW q)aﬁn A0 WUCTEYEHUA CpoKa
LENCTBUS NMULLEH3UN.

3.3.1. Cnocobbl akTMBauMmn

AKTMBMPOBaTb JIMLEH3NIO Bbl MOXETE OAHUM U3  CNEayHoLWmMX
crnoco6oB:

e C MOMOLLbIO B MPOLIECCE YCTaHOBKM WM
noboi Apyroi MOMeHT;
e [OJTyuMB K/IIOUEBOI (haiin BO BpeMsi perncTpaumm JMLEH3NM Ha
/

e yKazaB MyTb K MMEIOIIEMYCS Y Bac [AEUCTBUTESILHOMY
K/to4eBOMy (ainy B npouecce YCTaHOBKU 60 B

MoBTOpHan akTUBaLus

MoBTOpHast aKTMBALMA NULEH3MM MOXET MNOTpeboBaThCcs B Cllydvae
yTpaThbl KJl0UYEBOro daiina.

B c/lyyae MOBTOPHOM aKTVMBaUMKM JIMLEH3WM BbLIAAETCS TOT XKe
d ! . KJIOYeBOW (halin, KOTOpbIV 6biN BbiAGH paHee, MpW YCOBWW, YTO
CPOK €ro AeiCTBUS He UCTEK.
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3. NMpucrynas k pabore

Mpy nepeycTaHOBKE MpPOAYKTa WM B Clyyae, KOrAaa JMUEH3ust
npesocTaBiseT MpaBO  YCTAaHOBKM  MPOAyKTa Ha  HECKOMbKO
KOMMbIOTEPOB, MOBTOPHAasi aKTUBaUMs CEPUMHOrO HoMepa He
TpebyeTcs. Bbl MOXeTe MCMosb30BaTh KYeBON Balis, NonyyYeHHbIN
rpv NEPBOV PErnCTpaLmm.

KonuuectBo  3amMpocoB  Ha  nonydeHne  k4veBoro  daina
OrpaHMYeHo — perucTpauus C OAHUM U TeM Xe CEPUMHBIM HOMEPOM
ponyckaetcs He 6onee 25 pa3. EcnM 3TO 4MCNO npeBbillEHO,
knoueBon aiin He 6yneT BbicnaH. B 3ToM cnyyae obpatutech B

(B 3anpoce cneagyeTr noapobHO
onucaTb CUTYaLMIO, YKa3aTb NepcoHasbHble AaHHble, BBEAEHHbIE MpU
perncTpaumm, u cepuiHbili Homep). KntoueBon daiin 6yzeT BbicnaH
BaM CyX601 TEXHNYECKON NOAAEPXKKM MO 3MEKTPOHHON nouTe.

3.3.2. Macrep perumcrpaumm

Moaynb ynpaBneHus nocrne crapta nposepsieT
Hanuuue . [Mpu ero oTcyTcTBUM  MOAYySb
rpeasiaraeT Nosly4ynTb KNoYeBOW dain yepes MHTepHeT.

KntoueBol chaiin MoXeT 6bITb MOMyYeH B Npouecce ycTaHoBKW. st
3TOr0 B Mactep pernctpauum Bbibepute MonyuuTtb
JINLEH3UI0 B Npouecce YCTaHOBKM, Npu 3TOM OyfeT 3arnylleHa
npoueaypa akTUBaLuUu JIMLEH3UN.

Bbl TakXke MOXeTe MosyunTb KtoueBon ain, 3anycTMB npoueaypy
aKTMBaUMM NWLEH3MM MOCNe YCTaHOBKM npoaykTa. [ns 3Toro
BOCMO/Ib3YMTECb OAHOM U3 CNeayoLwmx onuui:

e B @ 5 o6nactu yBezoMneHuii Windows
BbibepuTe 3apeructpmpoBsaThb JIMLIEH3UIO;
e B OKHe HaxMuTe KHOMKy Monyuntb

HOBYIO JIMLIEH3MIO W B BbiNAJalolWeM cnucke BblbepuTe
yepes cetb HTEpHeT.

Mocne 3amycka npouedypbl aKTUBALMKM OTKPOETCA OKHO
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3. NMpucrynas k pabore

Ond aKkTvBauuMM JIMLEH3MM BaM MOTPebyeTcsl CEepUiHbIA  HOMEP,
BblaHHbI BaM Npy NpuobpeTeHnm

3anycK aktuBauum

B NnepBoM OKHE BaM 6y,qu NPEANOXEHO aKTMBUPOBATb JIMLEH3UIO U
BBECTU CepMﬁHblﬁ HOMeED. BeeauTe ero n Haxmute KHOMKY Oanee.

# Mactep peructpaumm

==

=

Insa paboTel npoaykra Dr Web HeoBxoauMa nuLeH3nA. 3aperucTpupyiTecs 1 NONYYHTE NULEH3NK C
L\) cepeepoe komnanuy «[oktop Beb».

Axr

p Beegute il Homep:

Yro Takoe nuLeH3NA?

A& HaX04MTCA CEPHITHEIR HoMep?

Cnpagka

Haaag Danee OTMeruTs

an BBOAE CepMﬁHOFO HOMEpa And aKtmBauun JnUUEH3UN
OTKPOETCA OKHO

BBoA perncrpauMoHHbIX AAHHbIX

ana perncTpaunn nuueH3nn BeeanTe nepcoHasibHblE CBEAEHUA (MM‘il,
cbaanmo, Bbl6epMTe B pacKpblBalOLEMCA CNUCKE CTpaHy, BBEAUTE

ropoa wn appec 3)'IeKTpOHHOﬁ ﬂOHTbI). Bce nepe4vyncneHHble nonga
ABNSAOTCA 0b6s3aTenbHbIMK.
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3. NMpucrynas k pabore

Ecnu Bbl XOTUTE MOMyYaTb MO 3MEKTPOHHOM MoYTe HOBOCTU O
NpoayKTe, YCTaHOBUTE COOTBETCTBYIOLLMIA hiaXoK.

Haxmute kHonky fQanee.

Pe3ynbTat akTMBauum

Echv  akTvBauMs  3akOHYMMacb  YCMEWHo, TO  BbIBOAWUTCS
COOTBETCTBYlOLlee COODLUEHNE M  YKa3bIBAETCS CPOK AeUCTBUS
nMueHsun. Haxmute Ha KHomky FoToBO, 4TOGbl nepenTn K
obHoBneHnio  BUpYcHbIX 6a3 u apyrux dannos nakerta. [aHHas
npoueaypa, kak npaBwno, He TpebyeT  BMellaTenbCTBa
ronb3oBaTens.

Ecnu akTMBaUMsl 3aBEpPLUUIACE HEYAAYHO, BbIBOAUTCS CoobLieHWE 06
owwubke. Haxmute kHonky HacTpoiiku ceTu, uTO6bl M3MEHWTH
HAaCTPOVKM  MOAK/OYEHUS K CEeTU  WHTepHeT, nMbo  KHOMKY
MoBTOpPUTDb AN MCNPaB/IEHUS] HEBEPHO BBEAEHHBIX AaHHbIX.
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3. NMpucrynas k pabore

3.3.3. MeHemxep NUUEH3UM1

MeHemwxep NMUEH3Mik B OOCTYNHOM  Buae  OTobpaxkaeT
MHGOPMaUMIO, COAEPXKALLYIOCS B MMEIOWMXCS Yy Bac JIMLIEH3MsIX
AHTMBMpYC Dr.Web.

Ona poctyna K 3TOMy OKHy B nogMeHio MHCTPYMeHTbl MeHio
SpIDer Agent & BblbepuTe NyHKT MeHemxep NULEH3NM.

@ Menespxep nrUEHIMIA

JnueHsua Ha npoaykt DrWeb

OBpaTUTE BHUMAHWE, Bbl MOXETE BNaAETh HECKOMBKMMM NMLEHSMAMKM Ha NpoaykT Dr.Web. B cucke
NPEACTABNEHE! BCE AOCTYMHEIE MMUEH3NM,
TeKyWwan NMUEHSMA:

12673587 -
TN AMLEHZMA
CepMiAHBIN HOMED:
Bnagenew: 55 Pro privatebeta tester
HaTa aKTHBaLmu: 26.03.2012
JaTa oKoHYaHuA: 28.03.2013
Dain NMUEHSH: C:\Program Files (x86)\Driveb\drweb32. key

Mony4uTh HOBYKD MMUEHSMD 7 ] [ OHnaiH-cepenc «Moii Dr. Webs YAaNUTE TEKYLWLYHD MHLEHSMIO
Cnpaexa 3EKpEITE

MonyueHune knroueBoro daina

Ona  nonyyenust koyeBoro anna € cepBepa  KOMMaHum
«[lokTop Be6> HaxmuTe KHOMKY MOAy4YUTb HOBYIO JIMLIEH3MIO U
B BbiMajaloweM Crnucke BolbepuTe uepe3 ceTb WMHTepHerT.
3anycTuTcs Mactep pervuctpalyy noslydeHus kiodesoro daiina.
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3. NMpucrynas k pabore

paboTbl  NMporpammel TpebyeTcs

YCTaHOBUTb B 3alLMLLAEMON CUCTEME KJItoUeBOM daiin.

YcTaHOBKa NOJIy4EHHOro kio4yeBoro dgaiina

1. Haxmute KkHOnky [losiyuynTb HOBYHO JiMUEH3uI0. B

BbiNaAatoLleM crnucke BbibepuTe yka3aB nyTb K cainy Ha
AUCKe.

Ykaxute nyTb A0 koueBoro daina. Ecnv Bbl monyuwnu
knoueBon darin B Buae ZIP-apxuBa, pacnakoBbiBaTb €ro
Heobs3aTenbHO.

ABTOMAaTU4YECKN HAYHET MCNONIb30BATb

KnoueBom darin.

Mpu nonyyeHun knoyeBoro caiina B Mpouecce YCTAHOBKW MM B
KOMMMeKTe  AWCTpubyTMBA  YCTaHOBKa  KoyeBoro  paina
NPOV3BOANTCS aBTOMATUUYECKM U HUKAKMX AOMOSHUTENbHBIX AeNCTBUIA
He TpebyeT.

Ona Toro 4Tobbl YOanUTb NUUEH3NIO U3 CMUCKA, HaXXMUTE KHOMKY
Ypanutb TEKyLWYyH0 JIMLIEH3UIO. MocnegHwui VICI'IOJ'Ib3yeMbIl7I KJTo4
He MOXeT 6bITb yAaneH.

Mpu paboTe nmporpaMMbl KOYEBOK alin No yMONYaHUK AOMKEH
HaxoauTbCs B KaTanore  YCTaHOBKW.

perynsipHo NpoBEPSIET HalMuMe U KOPPEKTHOCTb KITOUYEBOro daiina.
Bo u3bexaHue nopum kioya He MoadUUMpYIiTe KIKOUeBOW daiin.

Mpu OTCYTCTBUM AENCTBUTENBHOTO KOYEBOro caiina akTUBHOCTb
BCEX KOMMOHEHTOB 6110KMpyeTcs. YTo6bl NONYyUUTh AEHCTBUTENbHBIV
KoYeBOW  chaidn,  BbibepuTe  NYHKT  3aperucrpupoBaTb

JINLLEH3UIO B
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3. NMpucrynas k pabore

3.3.4. NpoaneHune NMUEH3UN

B HEKOTOpbLIX Ciyyasix, HaNpUMep, Mpy OKOHYAHWUKM CpPOKa AEWCTBUSI
JMLEH3UM UIIN NMPU U3MEHEHWW XapaKTEPUCTUK 3aLLMLLAEMOIN CUCTEMDI
nnm TpeboBaHuii K ee 630MacHOCTH, Bbl MOXKETE MPUHSTH PeLIEHne 0
NMpUYoBpETEHUM HOBOW WK PaclUIMPEHHON NMLEH3UM Ha

B TakoM cnyyae BaM MOTpPebyeTcs 3aMeHUTb TEKYLUMIA

KoyeBon cann. noaaepXXuBaeT 0bHOB/IEHME
JMUEH3MM  «Ha  NeTy», Npu  KOTOPOM  He  Tpebyetcs
nepeycTaHaBMBaTb WM npepbiBaTb €ro
paboty.

3ameHa knoueBoro cgaina

1. Ytobbl 3aMeHUTb  TeKyllyl  NULUEH3WO,  WUCMONb3yHTe
Ons  npuobpeTeHuss HOBOW — wnwn
NpoaneHVs  Tekylleh JIMUEH3MM Bbl  TaKkKe  MOXeTe
BOCMOJNIb30BaTbCsl Balleld MepcoHanbHOM CTPaHWUKOW Ha
oduLManbHOM caiiTe KoMMaHum , KoTopas
OTKPbIBAETCS B OKHE WMHTEpHeT-6pay3epa Mo yMOMYaHuio npwu
Bblbope nyHkTa Moii Dr.Web «kak B
, TaK n B .
2. Ecnm Tekywmin  kmodeBoM  aln HeLeMCTBUTENEH,
MepekNIlUUTC  Ha  UCMOoJNb30BaHue
HOBOrO KJtoueBoro daina.
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3.4. MeHen)xep KapaHTuHa

Menemmep KapantuHa oTobpaxaeT AaHHble O COAEPXMMOM
Kapantuna Dr.Web, koTOpbli ClyXuT ans usonsumv ainos,
NoAo3puUTENbHLIX HA Hannume BPEefoHOCHbIX 06bekToB. [lanku
KapanTtuHa co34al0TC OTAENbHO HA KaXAOM JOrMYEeCcKOM AMCKe,
rae 6biim obHapyKeHbl NoAo3puTeNbHble daiinbl. Mpu obHapyxeHun
3apaxeHHbIX O6BLEeKTOB Ha CbEMHOM HOCUTENe, ecin 3anucb Ha
HOCWUTENe BO3MOXHA, Ha HeM co34aeTcs nanka KapaHTuH U B Hee
NMepeHOCUTCS 3apaXkeHHbIN 06beKT.

Ona poctyna K 3TOMy OKHy B nogMeHio MHCTPYMeHTbl MeHio
SpIDer Agent & BbibepuTe NyHKT MeHemkep KapaHTuHa.

i Menemrep kaparmura [E=8 B =5
[[] ©ObGnekr ¥rpoza « [ara nobaeneHnA Myts

Cnpaeka Yoanute BocCTaHoBUTE BOCCTAHOBWTE B .. 33KphITE
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B ueHTpanbHoii YacTu okHa oTobpaxaeTcs Tabnuua ¢ uHdopmaumeii
0 COCTOSIHUM KapaHTWHA, BK/OYaloLWas crneaytolme nons:

e O6BbEKT — CMMCOK UMeH 06'beKTOB, HaXoadaWwnxca B KapaHTUHE;

e Y¥rpo3za - Kknaccuduvkauus  BPeAOHOCHOM — MPOrpammbl,
onpegensieMas  NporpamMmMon npu
ABTOMAaTMYECKOM MepeMeLlieHnn 06bekTa B ;

e [lata po6aBneHnsa — garta, koraa o6beKT 6bi nepemelleH B
H
e MyTb — MOMHbLIA NyTb, MO KOTOPOMY HaxoAWNICs OObLEKT A0
nepemeLleHns B KapaHTUWH.

B okHe Cbaﬁﬂbl MOryT BUAETb TOJIbKO T€ MNOJIb30BATENN,
£ ! ) KOTOpblE WMMEKT K HUM [O0CTyn. YTobbI OTO6pa3VITb CKpbITblE
06'bEKTbI, HeobXxoaMMo MMeTb npasa AﬂMVIHVICI'paTOpa.

B okHe KapaHTUHa AOCTYMNHbI cneayowne KHOMKU ynpaBieHUs:

e BocctaHOBUTL — nepemMecTUTb (Gaiin M3 KapaHTMHA U
BOCCTQHOBUTb MepBOHaYasibHoe MeCcTornosnoXxeHve danna Ha
KOMnbloTepe (BOCCTaHOBWUTL (aiin Mo TEM Xe UMEHEM U B
nanky, B KOTOpPOW OH HaxoAuncs [0 MepeMelleHus B
KapaHTUH);

e BoCCTaHOBUTb B — NepeMecTuTb daiin noa 3afaHHbIM MMEHEM
B HY>XXHYI0 Narky;

Vicnonb3yiiTe AaHHy0 (GYHKUMIO TOSIbKO B TOM C/lyyae, ecniu
A ® . Bbl yBEPEHDI, YTO O6BEKT 6e30MaceH.

e Ypanutb — yganutb daiin U3 KapaHTUHa U U3 CUCTEMBI.

[ns ogHOBpeMEHHOW paboTbl C HECKOSIbKMMU halifiaMn yCTaHOBUTE
Gnaxkn psigoM C Ha3BaHMsSIMM  OObLEKTOB, a 3aTeM Bblbepute
HeobxoaMMoe AelncTBume.
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3. NMpucrynas k pabore

3.5. AHTUBMpPYCHaA CeTb

KoMnoHeHT He BXOAMT B COCTaB MpoAyKTa
OfHako Bbl MOXETe paspewunTb AOCTyn K
Ha CBOeM KoMmnbtoTepe. [insg 3Toro B pasgene

AHTMBMpYCHasa ceTb

ycTaHoBuTe naxok PaspewuTb yaaneHHoOe ynpasJieHue U

3ajanTe Mapofib, KOTOpbI HeobxoaMmo ©OyaeT BBecT Ans

yZAaNIeHHOr 0 YNpas/fieHns BalnM aHTUBMUPYCOM.

Ecnn Bbl NCNonb3yeTe K4 414 , Bbl
£ ! ) MOXETE CKa4yaTb COOTBETCTBYHOLWYHO AOKYMEHTAUMUIO Ha caiite
KOMNaHnn " YTO6bl O3HAaKOMUTLCS C

paboTol KOMMOHEHTa

Monb3oBaTeNto aHTUBMPYCa, KOTOPLIN MOMYYMT yAaneHHbId JOCTyn K
Ha BalleM KoMnbtoTepe, 6yayT AOCTYMHbI
cnegytowme nyHKTbI:

O nporpamme

Moii Dr.Web
CnpaBka

¢ UHCTpyMeHTBI
o OTKNOUUTL/BrtouMTE CaMmo3awmTy

Macrep oTtuyeTOB

YpaneHHoe ynpaBneHWe TO3BOMSET MNPOCMATpUBaTbh CTAaTUCTUKY,
BKJIIOYaTb M OTK/OYATb MOAY/M, @ TAKXKE WM3MEHSITb MX HACTPOMKM.
KOMMOHEHTHI " HeaoCTynHbl. HacTpoiku 1
cTaTUCTUKa Talkoke He#OCTYMHbl, OAHAKO
YAQNEHHO MOXHO BK/IOUUTb UM OTKITIOUMTb 3TOT KOMMOHEHT.
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4. CkaHep Dr.Web

4. CkaHep Dr.Web

Mo ymonyaHuio NpOu3BOAUT  AHTUBUPYCHYIO
npoBepKy Bcex aioB C UCMOSIb30BaHNEM KaK BUPYCHbIX 6a3, Tak u
3BPUCTMYECKOrO  aHanu3atopa (anroputma, Mo3BoOAsOWEro C
60NbLION BEPOATHOCTHIO OBHAPYXXMBaTb HEWU3BECTHblE MpOrpaMme
BMPYCbl Ha OCHOBe 06LMX MPUHLMNOB UX co3AaHus). UcnonHsemole
(ainbl, ynakoBaHHble CrieLManbHbIMK YNaKoBLLMKaMKU, NPU NpoBepKe
pacnakoBbiBatoTcsl. MpoBepsitoTca daifbl B apxmBax BCEX OCHOBHbIX
pacnpocTtpaHeHHbix TMnos (ACE, ALZIP, AR, ARJ, BGA, 7-ZIP, BZIP2,
CAB, GZIP, DZ, HA, HKI, LHA, RAR, TAR, ZIP n ap.), ¢dainosbix
KoHTelHepax (1C, CHM, MSI, RTF, ISO, CPIO, DEB, RPM wu gp.), a
Takxke cainbl B COCTaBe MUCEM B MOYTOBbLIX SALIMKAX MOYTOBbLIX
nporpamm (popmaTt nmMcem JosKeH cooTBeTcTBOBaTh RFC822).

B cnyyae obHapyxeHus BpefOHOCHOro obbekTa

TONbKO npeaynpexaaer Bac 06 yrpose. OTyeT O pe3ynbTaTax
NpoBeEPKM NpMBOAUTCS B Tabnuue, rae Bbl MOXeETe BblbpaTb
HeobxoauMmoe  pgencTBue AN 06paboTkM  0BHapy»XEeHHOro
BPEAOHOCHOrO WM MOAO3PUTENbHOrO 06bekTa. Bbl MoxeTe Kak
NPUMEHUTb AEMCTBMSE MO YMOSIYAHMIO KO BCEM OBHapy»XeHHbIM
yrposaM, TaKk W BblbpaTb HeobxoauMblli MeTog 06paboTku ans
OTAENbHbIX 06bEKTOB.

[eicTBMS MO yMONMUYAHWIO  SIBNSIOTCS  OMTMMasbHbIMM -+ ANs
6OMbLIMHCTBA MPUMEHEHUI, HO MpU HEOBXOAMMOCTM Bbl MOXETe
U3MEHUTb WX B napameTpoB paboTbl

Ecnu pelictBue Ans oTAeNbHOrO 06bEKTa Bbl MOXeETe
Bbl6paTb MO OKOHYaHUM MPOBEPKM, TO O6WME HacTPOWKM Mo
06e3BpeXmBaHmNI0 KOHKPETHBLIX TUMOB Yrpo3 HeobxoavMMO 3ajaBaTb
[0 Hayana npoBepKy.
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4.1. NpoBepka KOMNbIOTEpPaA

YCTAHaB/IMBAETCA KakK 0bblvHOE npunoxexHune Windows wu
3anyckaeTtca no KoMaHAe nonb3oBaTens (VIJ'IVI no pacnucaHuto,
CM. nogpasaen )

3anyck CkaHepa

PekomeHayeTcs  3anyckaTb OT WMeHW Mosb30BaTeNs,
obnagatollero npaeBamMy aAMUHKUCTpaTopa. B npotvBHOM criyyae Te
alinbl ¥ Nanky, K KOTOPbIM HEMpUBWUIENMPOBaHHbIV MOMb30BaATENb
He MMeeT AocTyna (B TOM YMCIe U CUCTEMHblE Manku), He GyayT
NMOABEPrHYThI NMPOBEPKE.

1. [Onsa 3anycka UCMONb3yMTE OAHO M3 CRefyoLmx
CpeacTs:
e 3Ha4yoK Ha Pabouem cTone;

e MyHKT CKaHep MeHio @ 5 obnactu
yBegomneHuin Windows;

e NyHKT MeHi0o CkaHep Dr.Web B nanke Dr.Web MmasHoro
MeHio Windows (oTkpbiBaeTcs no kHorke Myck);

e CrneumnanbHyl0 KOMaHay onepaumoHHol cuctembl Windows
(nogpobHee cmM. ).

YTtobbl 3anycTuThb C HaCTpoMKaMu NO YMOSTYaHUIO ANns
NMpOBEpKM KOHKpeTHOoro (haina wnu kaTanora, BblbepuTe B
KOHTEKCTHOM MeHI0 3Haudka daina wunu katanora (Ha Pabouem
ctone unu B NpoBoaHWKe onepaunoHHon cuctembl Windows)
nyHkT MpoBepuTtb Dr.Web.
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2. Tocne 3anycka CkaHepa OTKPbIBAETCA €ro rinaBHoOE OKHO.

BuiBop npoeepku *

Brictpas
Mposepka KpUTHUECKIAX 0BnacTel Windows. PeKoMerIyeTca NPOBOAMTS KaXayio HEAENto,

MonHas
MpoBepKa BCex GafN0E Ha NOrUUECKHK ANCKAX M CMEHHEIX HOCHTEAAX,

3apaiiTe 06 LEKTH ANA NPOBEPKH.

bl BribopouHas

Ecnu Bbl 3anyckaeTe CkaHep Ha nposepky aina wm
KaTasnora, To Mocsie 3TOro HeMeaJIEHHO HauYMHAEeTCsl NpoBepKa

3a7aHHOro obbekTa.

BuiBopoyHas nposepka

p Ckarep Dr.Web ewinoaHAeT npoEepKy KOMMLHKITEPA...

f/'f/'ff/'f/'f/'f/'/'f/'f/'f/'ff/'f/'f/'ff/{ Nayza JI Cron I

Bpewasanycka:  12:18:52  MpoBepeHHbie 06berTs: 41

QCTanoce BPEMEHM: © QEHapYKEHD yTpo3: 0

ObvexT: Z\wir \ ft.net\fr

4'w4.0.30319\eventl dll

@ MoKa3aTE ADNOAHUTENEHYID HHGOPMALMID
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4. CkaHep Dr.Web

3. Ha BblbOp npepocTaBnsieTcs TpU BO3MOXHBIX pPeXUMa
nposepku: bbicTpas, MonHasa v Bbi6opouHas.

Bo BpeMs 6bicmpoli nposepku NPOBEPSIOTCA:

e 3adrpy3o4Hble CEKTOPbI BCEX ANCKOB,

e OnepaTuBHada NaMsTb,

e KOPHEBOW KaTanor 3arpy304Horo Aucka;

e cucTeMHbIli kaTanor Windows;

e Kartasnor Mov [IOKyMeHTbI;

e BpeMEeHHble (ainbl;

e TOYKW BOCCTAHOBEHUS CUCTEMBI;

e Hannume pyTkUTOB (E€CTM MPOLIECC NPOBEPKM 3anyLueH oT

MMEHW agMUHWCTpaTopa).

B pexume nosHoU Npogepku  NpOU3BOAUTCS  MOJSIHOE
CKaHWPOBaHWE OMepaTMBHOMN MaMSTU U BCEX XKECTKUX AWUCKOB
(BKtOYaAs 3arpy304Hble CEKTOPbI), @ TAKXKe OCYLLECTBSETCS

rpoBepKa Ha HanmMune pyTKUTOB.

B  pexume  BbIOOPOYHOM  MPOBEPKM  MONb30OBATENHO
npefoCTaB/seT BO3MOXHOCTb BbloupaTb Nobble dainbl 1

Manku 4SS aHTUBUPYCHOMN MPOBEPKM.

i Cxanep Dr.Web

BuiBopouHan npoBepka

B8 ol |
*

[C] O6wexts nposepkn

+ 3anyckaTh NPoLEC NPOBEPKM OT

[7] =) 3arpysourisie cektopni Beex anckos

[£] [ onepaustan namats

[7] = kopHegoii katanor sarpyzouoro gucka
[T cucremnsat xaranor Windows

(7] £ Mow pokymerts

[T = Bpemeriruie paiinu

[7] 51 Touxn soccranosnermn cucrens

[ 2 pyreurat

LLleAKHUTE A8 BHEODE BaiiN0B U NANOK.

VIMEHIN 33MUHNCTPATOPE

3anycTuTs NposepKy
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4. Mpu 3anycke BbIGOPOYHOIO pexuMa B OKHe B

Tabnuue 3aaatoTca 06beKThI 18 NpoBepku: niobble dainbl 1
nanku, a Takke Takue obbekTbl, Kak onepaTvBHas MNamsaTb,
3arpy3oyHble cektopbl W T.M.). [ns Hayana npoBepku
BblOpaHHbIX ~ OOBLEKTOB  HAXMUTE  KHOMKY 3anycTuTb
npoBepky. B cnyyae nonHoM wnu  6bICTPOM MPOBEPKM
BblbMpaTb 06BLEKTLI He TpebyeTcs.

Mocne Hayana MpoBepKW B MPaBOM 4YacTU OKHa CTaHOBSITCS
JocTynHbiMu kHonkn MMaysa u Crom. Ha nwobom 3Tane
NpOBEPKM Bbl MOXETE CAeNaTh creayiollee:

e UTO6bl MPUOCTAHOBWUTL MPOBEPKY, HAXMUTE KHOMKY
May3a. [1na Toro 4tobbl BO306HOBWUTL MPOBEPKY Mocne
nay3bl, HAXMUTE KHOMKY MpoAoMKNTD;

e UTO6bl MONMHOCTLIO OCTaHOBUTb MPOBEPKY, HAaXMUTE
KHonky Cron.

KHonka Tlay3a He#ocTymHa BO BpeMsi  MpPOBEpKU
A ® L OnepaTMBHON MaMsTV U NPOLIECCOB.
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4.2. flencTtBus npn obHapyxeHum yrpos

Mo okoHYaHuM npoBepku Ckavep Dr.Web nuwb MHbOPMUpYET 06
06Hapy>XeHHbIX yrpo3ax W npeafiaraeT NpUMEHUTL K HUM Hambonee
ONTUManbHble AeiCTBUMS Mo  06e3BpexuBaHuio. Bbl  MoxeTe
06e3BpeanTb BCce 06HAPYXEHHbIE Yrpo3bl OAHOBPEMEHHO. [Nt 3TOro
rocsie 3aBepLUEHUS] NMPOBEPKM HAaXMUTE KHOMKy O6e3BpeauTb, U
Ckanep Dr.Web npuMMeHWT onTUMasbHble AeCTBMS MO YMONYaHUo
L1 BCeX 06Hapy>XeHHbIX yrpos.

471 Cianep DrWeb E

Mpoeepka 2aBeplueHa x

)/ Ckanep Dr.Web oGHapyxwn yrpoasl.
Pekomengyem Bam HemeaneHHo obesspeante obHapykentbie yrposel. Ckanep Dr.Web npumennt aeiictens

COTNBCHO HACTPOIKaM.

¥rpos oBHapykeHo: 307

¥rpos o6esspexeno: 0 : OGESBDEAMTI:
Bpema nposepkw:  00:00:13

¥ | O6wekt Yrposa Jlleictene MyTs
b eicarrar Vinguumposanteni a..  lMepemectuts v  Ch\Users\Anton\DesktoptAccept..\eicar.rar E\
b basebd.eml Wh Mepenecrurs +  Ch\Users\Anton\DesktophAce..\basebd.em
b 17z Wh Mepenecrurs +  Ci\Users\Anton\DesktophAcceptanc..\LTz |
b Mailbase Wh . Mepemecrims »  CAUsers\Antor\Desktop\Accep..\Mailbaze |
hacktool.exe Tool HideApp Mepenecturs v  Ci\Users\Anton\Desktop\Ac...\hacktool.exe
b messages.tbb WHdnumpoeanHaa n...  Mepemectuts ¥  ChUsers\Anton'\Desktop'A...\messages.tbh

() CKpHTE AONOAHMTENBHYID MHEG OPMALKID

N Mo HaxaTuio KHOMkM O6e3BpeAnTb [eiCTBUS MPUMEHSIIOTCS K

ﬁ BblOpaHHbIM 06bekTam B Tabnuue. Mo yMonyaHuio nocse OKOHYaHus
npoeepkn Ans  obesspexunBaHust BblbpaHbl Bce 06bekTbl. [pu
HeobX0AMMOCTM Bbl MOXETE BPYYHYIO BblIOpaTh KOHKPETHbIE 06BEKTbI
win - rpynnbl - 06bEKTOB, AN KOTOPbIX TpebyeTcs MnpUMeHUTb
[e/CTBUS MO HaxaTuio KHomkun O6e3BpeauTb. [ns  3TOro
ucrnonb3ynte naxkM psaoM  C  HasBaHUSAMM  O6BEKTOB  WUAM
BbiNaAatoLLiee MeHIO B 3arosioBke Tabnuuibl.
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Bbi6op gencTeus

1. B none [eAcTBMe B BbiNaJaloWEM CNUCKe Bbibepute
HeobxoauMmoe aeicTBuMe Ans  Kaxgoro obbekta (Mo
YMONYaHuto npeanaraeT onTuMasnbHoe
3HayeHue).

2. Haxmute kHomky O6e3BpeauTb.
06e3BpeaunT BCe BbibpaHHble Yrpo3bl O4HOBPEMEHHO.

MoposputenbHble  dainbl,  MNepeMelleHHble B ,

d ! . PEeKOMeHZyeTcs nepedaBaTb AN JanbHEMWero aHanvMsa B

,  ucrnonb3ys

nyHkT OTnpaBuTb ain B nabopatopuio «[loktop Be6» B
KOHTEKCTHOM MEHI0 .

CyLLEeCTBYIOT C/ieaytolme orpaHyeHmns:
e JIeYeHue Noao3pUTESbHbIX 06BEKTOB HEBO3MOXHO;

e MEpPeMelleHne WM yOaneHue O6bLEKTOB, He  SIBNSIOLMXCS
(haiinamu (HanpuMep, 3arpy304HbIX CEKTOPOB), HEBO3MOXHO;

e HEBO3MOXHbI Nt06ble AENCTBUA ANt OTAENbHbIX (halifioB BHYTPU
ApXMBOB, MHCTANNSAUMOHHBIX MaKeTOB WM B COCTaBe MUCEM —
[JEeNCTBME B TaKMX C/lyyasix MPUMEHSIETCS TOJSIbKO KO BCEMY
06BbEKTY LennKkoMm.

MoapobHbIi 0TYET 0 paboTe NporpaMMbl COXpaHsieTcs B Buae daiina
otyeta dwscanner.log,  KOTOpbl  HaxoguTcs B KaTanore
%USERPROFILE%\Doctor Web.
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4.3. Hactpoika CkaHepa

U3MeHeHne HacTpoeK NporpaMMbl
1. Yto6bl BbizBaTH HacTpoikm , WEeNIKHWUTE Ha naHenu
WHCTPYMEHTOB UKOHKY HacTpoiiku .

OTKpOeTCs OKHO HacTpoeK, coaepxKalllee HECKOTbKO BKNAZOK.

2. BHecuTe HeobxoaMMblE U3MEHEHUS.

3. Ons 6onee noapobHOW WMHGOPMaUMM O  HacTpoMKax,
3a[aBaeMbIX Ha KaXkaoW BKIagKe, BOCMOSb3YWTECh KHOMKOM
CnpaBka %¥.

4. Tlo OKOHYaHuU PE€OAKTUPOBAHNA HACTPOEK HaXMWUTE KHOMKY
OK ans COXpaHEHUA BHECEHHbIX M3MEHEHWUN UK KHOMKY
OTMeHa 15 0TKasa OT HuX.
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Bknapka OCHOBHbIe

Ha 3Toii Bklagke 3aAaloTcsl OCHOBHbIE MapaMeTpbl paboTbl CkaHepa
Dr.Web.

Hactpoiikn

N > 5 I

OCHOBHBIE AeicTena Weknwodenna OTyer CBpoC HACTPOEK

D 3EYKOBOE CONPOBOXKAEHWE COBLITHA

= ABTOMATUYECKM NPMMEHATE ACHCTENA K yrpo3am

= BBIKAIO4aTE KOMMBIOTEP NOCAE 33BEPWEHWA NPOBEPKK

[T] Npepeigate nposepky NPy Nepexoas Ha NMTAHWE OT KKYMYNATORE

[ Mpu HeoBxoaMMOCTI OFPAHNYNEATE HCMONEIOBAHUE PECYPLOE KOMMBIOTERE 40:

‘ 50 % (pekomeHgyetca) >

%y JanyckaTe NpoLECC NPOBEPKH OT MMEHN AMHHWCTDATOPE

D= T .

Bbl MOXeTe BKJIHOUNTL 3BYKOBOE COMPOBOXAEHWE CO6LITUI, a Takxke
ykazaTb CkaHepy Dr.Web aBTOMaTMuyecku NpPUMEHSITb AEUCTBUSA K
yrpo3aM U HacTpoWTb B3aMMOAEWCTBME MPOrpaMMbl C OnepaLnoHHON
CUCTEMOW.

PekoMeHayeTcsl 3amyckaTb CkaHep OT MMEeHM MoJb30BaTens,
obnagalowero npaBaMu agMMHUCTpaTopa. B MpoOTMBHOM ciydyae Te
alnbl M Nanky, K KOTOPbIM HEMPUBUNErMPOBAHHbINM MONb30BaTENb
He uMeeT pgocTyna (B TOM YMC/ie M CUCTEMHble Manku), He 6yayT
NoABeprHy Tl NpoBepke. [ns 3Toro ycTaHoBWTE (nakok 3anycKaTb
npouecc NnpoBepKu OT UMEHU AaAMUHUCTPATOPa.
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Hacrtpoiika o6e3Bpe)xMBaHusl yrpos

1. MepeianTe B OKHE HacTPoOeK Ha BkIaaky JledcTBus.

Hactpoiikn
% BB & ©
e~ hg =
OCHOBHBIE Aerctena Weknwodenna OTyer CBpoC HACTPOEK
=
WHHULMPOBaHHEIe: |ﬂe~m‘n: (pexomenayeTca) - |
Hensneuumble: | MNepeMewaTe & KAPaHTHH (peKOMEHAYeTCA) - |
MogospuTencHeie: | MNepeMewaTe & KAPaHTHH (peKOMEHAYeTCA) - |
PeknamHele NporpammeL: | MepeMewaTts & KapaHTHUH [peKOMEHAY eTCa) A |
Mporpammel A03E0HE: | MepemewaTh 6 KAPAHTHH [pekoMeHayeTea) - |
Mporpamme-LyTrm: | MepemMewaTs 6 KapaHTHUH [pEKOMEHAY ETCA) = |
MoTeHUMaNEHD ONaCHEIE: | MepemewaTe & KapaHTHH [peKoMERIyeTCa) - |
Mporpammel B3noma: | Mepemewars & KapaHTHH [pEKOMEHAYETCH) - |
KoHTeiiHepbi: | MNepemewaTe & KAPaHTHH (peKoMeHAyeTCa) - | E|
7 Copana o f| omens |

2. Bboibepute B BbinagawoweM cnucke WUHdUUMpOBaHHbIE
peakumio CkaHepa Ha obHapyxeHne WHOULMPOBAHHOMO
obbekTa.

A OnTyMarnbHbIM SABNSIETCS 3HaYeHve JlIeunTb.

3. Bbibepute B BbinagatoweM crimcke Heusneummble peakumio
CkaHepa Ha obHapyXeHue Heusneummoro obbekTa. ITO
[eiicTBME aHaNOTMYHO PACCMOTPEHHOMY B  MpeablayLleM
MyHKTE, C TOW pasHWLEN, YTo BapuaHT JIeYnUTb OTCYTCTBYET.

B 60nbluMHCTBE CrlyyaeB OMTUManbHbIM SBASETCS BapuaHT
MepemMeliaTtb B KApaHTUH.

4. Boibepute B BbiMagatowem cnucke MogospurenbHbie
peakumio CkaHepa Ha o6Hapy)xeHne MoA03pUTENBHOIO
obbekTa (NOMHOCTBI0 @aHaNOrMYHO NpeabliayweMy nyHKTY).
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AHaNOrMYHO  HacTpauMBaeTCs  peakuus Ha
obHapyxeHue 06beKTOoB, coaepxaLymx peknamHble
nporpaMmMbl,  MporpamMMbl  A03BOHa,  NPOrPaMMbl-LIYTKU,
NoTeHLMasIbHO OMacHbIe NPorpaMMbl 1 NPOrpaMMbl B3/IOMa.
AHaNOrM4yHO HaCTpavBalOTC aBTOMAaTUYECKMe  [EUCTBUS
npu 06HapPY>XEHUM BUPYCOB WM MOAO3PUTENIbHOIO
Koda B (halnoBbIX apXMBaXx, WMHCTA//ISIUMOHHBIX MakeTax W
MoyToBbLIX  sllUMKax. [leNCTBMS MO  OTHOLWEHWIO K
BbllleyKa3aHHbIM ~ 06bEKTaM  BLIMOMHSAIOTC  Had  BCEM
06BbEKTOM, @ He TOMbKO Haf 3apaXXeHHOM ero 4actbio. o
YMONMYaHUIO BO BCEX 3TUX C/lyyasix  NpeayCMOTPEHO
MHDOPMUPOBaHME.
Ons  ycnewHoro  3aBeplUeHVs  JIeYEHUS  HEKOTOPbIX
3apaxeHHblX  (MHMWUMPOBaHHbIX)  dailnoB  Tpebyertcs
nepesarpyska onepauMoHHON CUCTEeMbl. Bbl MoxeTe BblbpaTb
OZVH 13 BapWaHTOB:

o Mepe3arpyxaTb KOMNbIOTEP aBTOMAaTUUYECKU. ITOT
pEeXUM MOXET MPUBECTM K MOTEpe HECOXPaHEHHbIX
JaHHbIX;

o MpennaraTtb nepesarpysky.
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Ha 3ToM Bknagke 3a4aloTcsl AOMOSHUTENbHbIE OrPaHWYEHUst Ha
cocTaB ¢alinoBs, Noasexalumx NpoBepkKe.

Hactpoiikn
- R 7
A
OCHOBHBIE AeicTena Weknwodenna OTyer CBpoC HACTPOEK
©aNE M NANKW, UCKNKYAEMBIE U3 NPOBEPKM
Wma Yaanute
MpoBepaTs COAEPKMMOE CIEAVIOWIK halinos:
[+ Apxasu
[¥] Moutostie daiins
[ WHecrannaumorHeie nakete:
D= o0 o |

3pecb MOXHO 3agaTb cnucok dainoB (Macok daiinos), KOTopble He
6yayT npoBepsTbCs (M3 MpoBepKM ByayT MCKOYEHbl BCe chalnbl C
[JaHHbIM MMeHeM.) B TakoM KauyecTBe MOryT BbICTyrnaTb BpeMeHHble

avinel (ainsl nogkayku) u T. .

Taioke Bbl MOXeTe ykasaTb, TpebyeTcs M NpoBOAUTL MPOBEPKY
COAEPXKMMOrO apXMBOB, MOYTOBbLIX (haiifIoB M MHCTANNSALMOHHDBIX

NaKeTOoB.
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Bknagka Otuer

Ha 3Tol Bknazake Bbl MOXKETE HAaCTPOUTL NapaMeTpbl BedeHus daiina
oTyeTa.

Hactpoiikn

ke © B~ ©]

e~

OCHOBHBIE AeicTena Weknwodenna OTyet CBpoC HACTPOEK

3ajaliTe YPOEEHD ASTANNIALNN OTHETE

Makcrmym
i CTaHAapTHBIA

+ 06Wwan nHpopMaLMa o Nporpamme
+ Bpewma sanycka CkaHep Dr.\Web v 06wee spema kaxgoi nposepkn
» OBHapyXeHHEIE OWWAKN M yrpo3sl

=
MuHMMy™M

D= T .

BONbLWWHCTBO NapaMeTpoB, 3adaHHbIX MO YMOMYaHWO, Chegyet
COXPaHUTb, OAHaKO MO Mepe HAKOMEHUS OMblTa paboTbl C OTYETOM
Bbl MOXETE W3MEHWTb CTeneHb AETaNbHOCTU MPOTOKOMPOBaHUS
CobbITUI (B OTYET BCErda BKIIIOYAIOTCS CBEAEHUSI O 3aPaXXEHHbIX M
MoJo3puUTENbHLIX O6bLEKTAX; CBEAEHWS O MPOBEpKE YMaKoBaHHbIX
(aiinoB 1 apxuBoB ¥ cBeAeHMst 06 yCrelwHoW NpoBEpKe OCTaslbHbIX
(alinoB No yMoNYaHWIO He BKJItOYaloTCs).
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Bknagka C6poc HacTpoek

Ha Bknagke BOCCTAHOB/IEHWSI CTaHAAPTHLIX HACTPOEK Bbl MOXETe
BOCCTaHOBUTb HACTpoiiku paboTbl Ckanepa Dr.Web. [ns 3Ttoro
HaXXMUTE KHOMKY BOCCTaHOBUTb 3HAaY€HMS MO YMOJTYAHUIO.

Hactpoiikn E
il Ry R
w ©
OCHOBHBIE AeicTena Weknwodenna OTyer CBpoC HACTPOEK

BOCCTaHOBNEHME NaPAMETPOE N0 YMONYSHWID NPUEEAET K YINEHMIO ECEX HACTPOEK NPOrPaMME), 3343HHEX
NONbL30BaTENEM.

BoCCTAHOBMTE SHAYEHNA N0 YMOAYAHWD
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4.4. 3anyck CkaHepa U3 KOMaHAHOM
CTPOKHM

Bbl MOXeTe 3anyckaTb B pexXuMe KOMaHAHOM
CTpoku. Takol crnocob6 no3BonsSieT 3afaTb HACTPOMKM  TEKyLIEero
ceaHca MPOBEPKM W MepeyeHb MpoBepsieMblX O6LEKTOB B KayecTBe
MapaMeTpoB Bbi30Ba. MMEHHO B TaKOM peXWMe BO3MOXEH
ABTOMaTUYECKUIA BbI30B Mo pacrnucaHuio.

3anyck CkaHepa U3 KOMaHAHOM CTPOKM

YUtobbl 3anycTutb C [OOMOSIHUTENbHLIMM  MapaMeTpamMm
KOMaHAHOM CTPOKW, BOCMOJIb3yUTECh CEAYoLLEN KOMaHAOM:

[<nymb_k_npoepamme>]dwscanner [<kmroyu>] [<obbekmsi>], roe

e <06bEKMbI>— CrNUCOK O6BLEKTOB AJist NMPOBEPKY;

e <KMOYU> — 3TO NapaMeTpbl KOMaHAHOW CTPOKW, KOTOpble
3a4aloT HaCTpoWKM paboThl Mpu ux OTCyTCTBUK
rpoBepKa BbLIMOHAETCS C paHee COXpaHEHHLIMU HacTpPOMKaMm
(MnM HacTPoOMKaMM MO YMOSYaHWMIO, €CSIN Bbl HE MEHSIU KX).

Crnncok o6bekToB AN NPOBEPKM MOXET 6bITb MyCT WAK coaepxaTb
HECKO/IbKO  3MEMEHTOB, pa3feneHHbix npobenamu. Haumbonee
pacnpoCcTpaHeHHbIMU ABASIOTCA cneaytolme o6beKTbl MPoBEPKMU:

e /FAST — npou3BecTn CUCTEMBI.

e /FULL — NPOU3BECTM MOJIHYIO MPOBEPKY BCEX XKECTKUX AUCKOB
N CMEHHBIX HoCuTENel (BKoYasi 3arpy304Hble CEKTOPSI).

e /LITE — NpOU3BECTV CTapTOBYID MNPOBEPKY CUCTEMbI, MpU
KOTOPOM NpOBEPSIOTCS OMepaTVBHAs MaMsiTb, 3arpy30yHble
CEKTOpbl BCEX [WCKOB, a TakXke TpoOBECTW MNPOBEPKY Ha
HanMume pyTKUTOB.
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4.5. KOHCONbHbIN CKaHep

Takke B COCTaB MpOrpaMMbl BXOAUT

, KOTOpGIV MO3BONISIET MPOBOAUTL MPOBEPKY B
peXuMe KOMAHAHOM CTPOKM, a Takke nNpeaocTaBnsieT 6onblime
BO3MOXHOCTW HaCTPOMKM.

q)aﬁﬂbl, noAo3pUTENbHbIE Ha HaJM4yne BPEAOHOCHbIX O6'beKTOB,
Lo NOMELLaET B

3anyck KoHConbHOro ckaHepa

Ytobbl  3anycTuTb ,  BOCIOJb3yUTECH
cneaytoLlein KoMaHaow:

[<nymb_k_npoepamme>]dwscancl [<kmoyu>] [<obbekmbi>], roe
o <06bEKMbI> — CNNCOK OOBLEKTOB A/151 NPOBEPKM;

e <K/IIOYU> — CMNCOK MapaMeTPOB KOMaHAHOW CTPOKW, KOTOpble
3a[aloT HaCcTpoWVikKn paboTl

Crncok obbekToB Ans NMPOBEPKU MOXET 6bITb nycTt nnn coaepxatb
HECKOJIbKO 3/1IEMEHTOB, pa3fiesiEHHbIX np06enaMV|. Bce «knoun
KOMaHAHoM CTPOKMN Ha4MHaAETCA C CUMMBOJIa «/» n pasnenarTca

np06enaMV|. Cnncok Kntoyen COAEPXNTCA
B
Mocne BbINONHEHUS BO3BpallaeT OAWH W3

cnepyoLwmx KoaoB:
0 — npoBepka yCnewHo 3aBeplieHa, MHPUUMPOBaHHbIE 06bLEKTHI
He HaWaeHbl;

1 — npoBepka ycnewHo 3aBeplueHa, HanaeHbl MHMMUMPOBAHHbIE
06beKTbI;

10 — yka3aHbl HEKOPPEKTHbIE KIHOUK;

11 — xnouyeBoW alin He HavigeH nM60 He nNoAAepXUBaeT
;

12 — He 3anywieH ;

255 — npoBepka npepsBaHa rnosib3oBaTeneM.
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4.6. 3anyckK npoBepKu No pacnucaHuio

Mpu ycTaHoBKe B CTaHaapTHoM MnaHupoBLiMKe 3asaHui
Windows aBTOMaTW4ecky CO34aeTCs 3afjaHne Ha MpoBedeHue
AHTUBMPYCHOV MPOBEPKM (OHO MO YMOTYAHMIO BLIKHOYEHO).

Ons  3anycka [MnaHvpoBwMka 3agaHui  oTkponTe MaHennb
ynpaBneHus (pacluvpeHHbli Bua) — AAMMHUCTPUpOBaHueE —
MnaHnpoBLMK 3afaHNN.

B cnucke 3agaHuii BbiGepUTE 3ajaHWe Ha aHTUBUMPYCHYIO MPOBEpKY.
Bbl MOXeTe aKTUBMpOBaTb 3ajaHue, a TaKkKe HaCTpoUTb BpeMsi
3anycka NpoBepKM ¥ 3aaaTb HeObXoaMMbIe NapamMeTpbl.

B HWXHEM 4YacTM OKHa Ha BK/aake O6wWMe ykasbiBaloTcs oblime
CcBeAeHUs O 3ajaHuM, a Takke napameTpbl 6He3onacHocTu. Ha
BKnagkax Tpurrepbl 1 YCNOBUSl — pas3fiMyHble YCNIOBUSI, MpwU
KOTOPbIX OCYLUECTBASIETCA 3amnyck 3afaHus. [pPOCMOTPeTb MCTOpUIO
Co6bITMI MOXHO Ha Bkaake XXypHan.

Bol Takke MoxeTe co3gaBaTb COBCTBEHHble 3ajaHuMs  Ha
QHTMBUPYCHYIO npoBepky. [logpobHee o0 paboTe C CUCTEMHBIM
pacnucaHnMeM CM. CMApPaBOYHYKD  CUCTEMY U [OKYMEHTauuIo
onepauunoHHol cuctembl Windows.

Ecnm B coctas YCTaHaB/IEHHbIX KOMMOHEHTOB BXOAUT EpaH,qMayap,

d ! . TO MOC/e YCTaHOBKU MPOrpaMMbl U nepBo
nepesarpysku  cnyxfa  cucTeMHOro  pacnucanus  Gyger
3ab10KMpoBaHa . KomnoHeHT Ha3HaueHHble

3apaHusa  6ynerT (yHKUMOHMPOBaTb TOMbKO MOC/E MOBTOPHOM
nepesarpysku, T. K. Heo6xoavMMoe MpaBuio yxe 6ydeT co3aaHo K
3TOMYy MOMEHTY.
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5. SpIDer Guard

5. SpIDer Guard

— 3TO AHTUBMPYCHbI CTOPOX, KOTOPbIA MOCTOSIHHO
HaxXOAMTCS B OMepaTUBHOW MaMsTH, OCYLLECTBAAS NPoBepKy (aiinos
M NaMsTU «Ha NeTy», a Takxke obHapyXvBasi NMpOSIBNEHUS BUPYCHOM
AKTUBHOCTM.

Mpy HacTpolkax Mo YMONYaHUIO CTOPOX «HA JEeTy» NPOBEPSET Ha
)KECTKOM AMCKE — TOJIbKO CO3AaBaeMble WK U3MeHsieMble daiinbl, Ha
CMEHHbIX HOCWUTEnsX — Bce OTKpbiBaeMble dainbl. Kpome Toro,
CTOPOX MOCTOSIHHO OTCNEXMBAET AEUCTBUS 3anyLUEeHHbIX NMPOLECCOoB,
XapaKTepHble ANs BUPYCOB, M MpU UX OBHapy>XeHWU B6IOKMpYeT 3Tu
npoueccbl. Mpu o6Hapy>XeHUM 3apaXKeHHbIX O6LEKTOB CTOPOX

MpUMeHSIET K  HUM  JEUCTBMS  COMacHo
YCTAHOBJIEHHbIM HACTpOWKaM.

COOTBETCTBYIOWMM U3MEHEHWEM HACTPOeK Bbl MOXeTe 3agaTb
ABTOMATMYECKYKD peakuMio CTOpOXa Ha BUpYCHble
Cob6bITHS. Bbl CMOXETe cneauTb 3a HEl C MOMOLLBI0 OKHA CTaTUCTUKK
1 darna otyeta.

Mo ymonuyaHuo 3anycKaeTcs aBTOMATMYECKU Mpu
KaXX[oWN 3arpyske ornepauyoHHOW CUCTEMbI, MPU 3TOM 3aryLLEHHbIN
CTOPOX He MOXEeT ObiTb BbIFPY)XEH B TeyeHue

TEKYLLEro ceaHca paboTbl ONepaLnoHHON CUCTEMBI.
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5.1. YnpasneHue SpIDer Guard

OCHOBHble cpeaAcTBa HAcTPOMKWM M YMPaB/IEHUSt CTOPOXKEM
HaxoaaTcs B MOAMEHIO SpIDer Guard, «koTopoe

OTKpPbLIBAETCA MO LUENYKYy Ha 3Hauvke & s obnactn
yBegomneHun Windows.

O nporpamme
3aperncTpUpoBaTE AMLEHIND
Meii Dr.Web

Cnpaexa

ﬁSP]DET Guard 4 Cratucruka

&7 SplDer Mail

ﬂSpIDer Gate
@-Po,ﬂ,menbcrmﬁ KOHTROAE
@-Epaﬂ,ﬂ,mayap
@OGHDEHEHME

ﬁCKEHEp

WHETpyMEHTEI 3

Hactpoiikn

3
3
b OTentounTe
3

Mone30BATENBCKNIA PEXKMI

Mpy Bbibope MyHkTa CTAaTUCTUKA OTKPLIBAETCS OKHO, coaepallee
CBefeHMs 0 paboTe CTOpoXa B TeuyeHWe TeKyllero ceaHca
(KONIMYECTBO ~ MPOBEPEHHBIX,  3apaXKEHHbIX W MOA03PUTENbHBIX
06bEKTOB, NPEANPUHSATLIE ASUCTBUA U Ap.).

Mpu BblbOpe nyHKTa nyHkTa HACTPOMKM OTKPLIBAETCS OKHO
HacTpoek cTopoxa (CM. ).

MyHKT OTKAOYUTL/BKAKOUMTD MO3BONSET BPEMEHHO OTKIOYUTH
WK 3aHOBO  3arnycTuTb (mocTynHO  TONBbKO
nonb3oBaTeNio, UMeLeMy MpaBa aAMUMHUCTpATOpa  AaHHOro
KOMMblOTEpa).
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Mpn  otknoveHun  SpIDer Guard  3anpawwuBaetca  KoA
noaTBepXAeHns unum naponb (ecnm B pasgene CamosawmTa
OCHOBHbIX HacTpoek  nporpammbl  AHTMBMpPYC Dr.Web  Bbl
yCTaHoBUNM hnaxxok 3awmiaTtb naponem HacTtpoiiku Dr.Web).

MyHkTbl HacTpoiikn, OTKAKOUYUTL/BKAKOUYNUTD JOCTYMHbI TOBKO
B AIMUHUCTPaTUBHOM peXUMe.

BoccTtaHoBUTL MapaMeTpbl paboTbl MpOrpamMMbl, WUCMOMb3yeMble Mo
YMONMYaHWUIO, a TaKkKe 3KCMOPTMPOBaTb WM UMMOPTMPOBATH
HacTpokn Bbl MoxeTe B OCHOBHbIX HACTPOMKax —MPOrpamMMbl
AutuBupyc Dr.Web. [na storo B pasgene C6poc HacTpoek
Ha)KMUTE COOTBETCTBYIOLLYIO KHOTKY.
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5.2. Hacrtpoiika SpIDer Guard

OcHoBHble  MapaMmeTpbl  paboTbl  CTOpOXa
cocpenoToyeHbl B pasgenax okHa Hacrpoiikm SpIDer Guard.

HacTtpoiku Nno YMONMYaHUIO SIBASIIOTCS ONTUManbHbLIMM
Ans GONMbLWMHCTBA MPUMEHEHWM, WX He creayeT M3MeHsTb 6e3
HeobxoaMMocCTw.

U3MeHeHne HaCTpPoeK CToOpOoXa

1. LWenkHute  3Ha4oK % B obnactu
yBefomneHuii Windows u Bbibepute B noameHiwo SpIDer
Guard nyHkT HacTpoikm.

2. BHecuTe HeobxoanMble M3MEHEHNS B pasgenax HaCTpoek.

3. Y1obbl MoJy4YnTb WHdOopMaLMIO 0 HacTpoikax,
pacnonoXeHHbIX B pasaene, HaXMuUTe Ha ccbiiiky CrnipaBka.

4. o OKOHYaHMM peaaKTUpPOBaHUS HAaCTPOEeK:
e YTO6bl COXPaHWUTb U3MEHEHUS, HAXXMUTE KHOMKY OK;

e YTOObl OTKa3aTbCS OT BHECEHHbIX W3MEHEHWN, HaXMuTe
KHOMKY OTMEHMTb.
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5. SpIDer Guard

Pa3zpen MNpoBepka

Mo YMOJTHaHUIO YCTAQHOB/MIEH PEXNM TMPOBEPKU OnNTUMasbHbIN:
NpoBEPKa Ha XECTKMUX AUCKAX — TOJIbKO 3anyCKaEMbIX, CO34aBaeMbIX

nnn - USMEHAEMBbIX

cbaﬁnoa, Ha CMEHHbIX HOCUTENAX — BCEX

OTKpbIBaeMbIx halnos.

i Hactporikn

OCHOBHbIE SplDer Mail

« MpoBepka
DeitctenA
Wecknouaemele daiink

Mcknrouaemele
npoygeccsl

Cnpaeka

SpiDer Guard [SERNYEEN]

Pexum nposepki
@ OnTumansHeli (pekomergyerca)
) MMapaHongansHeli

OcobeHHOCTM NpoBepKK
Hcnonkaoeats 3BpUCTAYECKUIT BHANN3 (PeKOMEHAYETCA)
MpoBepATE KOMALIOTED HA HAMWYNE PYTKWTOB (PeKOMEHAYETCA)

(DoHOBaA NpOBEPKa HA HAaNMMYWEe BPEAOHOCHLIX NPOrpamMM, CKPLIBaILKX CBOE
NPUCYTCTENE B CHCTEME, MO3BONAST 0BHADYHWMTE 3TW NPOTPaMMEl W, B CRydYas
HeoBX0HMOCTH, CBORBPEMEHHO BEINEUNTE KOMMNLHITED.

JLononHUTENbHEIE BO3MOKHOCTA

MposepATs 3arpyxaemsle NPOrpaMMLEl i MOZYNM

[7] Mpogepats HHCTANAAWWOHHEIE NaKeTsl

[C] MposepsTs 0bLexTHl B NOKaNLHoI CeTH (He pekoMeHayeTc)
MposepATe 06LEKTEI HA ChEMHBIX HOCHTENAX

BnoknpoBaTe aBT03anyck Co CMeHHLIX HocuTeneil

o[ omenn |

Fy Mpu paboTe B onTuManbHoM pexxume SpIDer Guard He npepbiBaeT
& 3anyck Tectosoro havna EICAR M He onpegensieT  AaHHyo

orepaumio kak OMacHyto, Tak Kak AaHHblid daitn He npeacTaBnseT
yrpo3bl Ans koMnbtotepa. OaHaKo Npy KONMPOBaHUM WU CO3A4aHUK
Takoro (aiina Ha komnbtoTepe SpIDer Guard aBTOMaTU4eCKU
obpabaTbiBaeT (aiin kak BPeAOHOCHYIO MPOrpaMMy 1 Mo YMOMYaHWMIo
nepemellaet ero B KapaHTtuH.

B pexume napaHounaanblﬁ npou3BoANTCA NPOBEPKA BCEX
OTKpbIBAEMbIX, CO3A4aBa€MbIX WIN U3MEHSAEMbIX q)aﬁﬂOB Ha XECTKuX
ANCKax, CMEHHbIX HOCUTENAX N CETEBLIX AUCKAX.
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5. SpIDer Guard

®naxok Wcnonb3oBaTb 3BPUCTUYECKUI aHANM3  BK/IOYaeT
PEXUM 3BPUCTUYECKOrO aHanmsaTopa (PeXuM MOWUCKA HEW3BECTHbIX
BMPYCOB Ha OCHOBaHWWM aHanu3a CTPYKTypbl cdaina).

Takke B AaHHOM pa3gene BK/OYAeTCs (POHOBOE CKaHWPOBaHWE
OMepauUMoHHON CUCTEMbI Ha 3apaXeHwe pyTKUTamu (BPeAOHOCHBLIMM
nporpamMMamu, npefHasHa4YeHHbIMU ANSt COKPbITUS M3MEHEHUA B
OnepauUMoOHHON  cucTeMe, TakuMx kak paboTa  onpefeneHHbIX
npoLeccoB, MoanbUKaLmMs Koueln peectpa, nanok nnu dhainos).

P BXOASLIMA B COCTaB nporpamMmmbl
, TNO3BONAET B (bOHOBOM peXuMe npoBOAUTbL MPOBEPKY
BaLlewn OﬂepaLl,VIOHHOVI CUCTEMbI Ha HaM4neE CNOXHbIX Yrpo3 n npu
HeobxoanMoCTH npoBOAUT NeYeHUe aKTUBHOIO 3apaXXeHus.

Mpyu BK/IOYEHUN AAHHOW HACTPOMKM 6yaet
MOCTOSIHHO HaxoAMTbCs B NMamMsTu. B oTnuume oT nposepku dainos
«Ha NeTy», NPOBOAVNMOW CTOPOXEM , MOUCK PYTKUTOB

Npou3BOAMNTCS B TakuMX KpuTudeckmx obnactax Windows, kak
obbekTbl  aBTO3arpy3ku, 3anylleHHble npoueccbl W Moaynu,
onepatuBHas namsitb, MBR/VBR auckoB, cucTeMHbii  BIOS
KOMMbIOTEPA U APYrUX.

OOHUM 13 KKOYEBbIX KpuUTepueB paboTbl

sBnsieTcs bepexHoe noTpedbneHne pecypcoB onepaLyvoHHON CUCTEMbI
(npoueccopHoro BpeMeHn, CBOGOAHOM onepaTMBHOM NamsaTh U T. A4.),
a TaKKe y4eT MOLLHOCTM annapaTHoro obecneyeHusl.

Mpy obHapy>XeHun yrpos oroBellaeT Bac 06
yrpo3se 1 HeWTpanu3yeT onacHble BO3AENCTBUS.

Mpu npoBeaeHwy (DOHOBOM MPOBEPKU Ha HalMuMe PyTKUTOB W3
MPOBEPKM UCK/IOYAIOTCA halifibl M Manky, 3afaHHble Ha BKIagKe
KOMIMOHEHTa

R N

Ytobbl BKIOUMTL (DOHOBYIO MPOBEPKY, YCTaHOBUTE  (pnaxok
n PoBepATb KOMMbIOTEP Ha Hann4yue PYTKUTOB
(pekoMmeHpyeTCA).
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5. SpIDer Guard | 97

BoiknioveHne SpIDer Guard He BAuMseT Ha (POHOBYIO NPOBEPKY.
Ecnu HacTpoiika BkoYeHa, (hoHOBasi MpoBepKa OCYLUECTBSETCS
HEe3aBWMCUMO OT TOrO, BKJIKOYEH UK BbikMtodeH SpIDer Guard.

lpynna HacTpoek [OnOJIHUTENbHbIE BO3MOXHOCTM MO3BONSET
3ajaTb napaMeTpbl MpPOBEpPKM «Ha JNlieTy», KoTopble 6yayT
NPUMEHATLCA BHE 3aBMCUMMOCTM OT BbIGPAHHOMO pexuma paboTbl
ctopoxa SpIDer Guard. Takke Bbl MOXeETe 3anpeTuTb
aBTOMATMYECKUA  3aMyCcK  aKTMBHOMO  COAEPXXMMOrO  BHELUHWX
HocuTenen paHHbix (CD/DVD  auckoB, drnew-namsatyv u T. A4.),
ycTtaHoBMB dnaxxok BnokupoBaTb aBTO3anNyCK CO CMEHHbIX
HOCUTENEeNn. Mcnonb3oBaHMe  3TOW  HACTPOMKM  MoOMoraet
NpeaoTBpaTUTb 3apaXkeHWe Ballero KOMMbloTepa Yepe3 BHELUHWe
HOCUTENN.

B c/iyyae BO3HMKHOBEHWS NpobrieM Mpu YCTaHOBKE MpoOrpamm,

H obpalyatowmxca Kk arny autorun.inf, pekoMeHAyeTcs BpeMeHHO
CHATb (naxok B/IOKMpPOBaTb aBTO3aNMyCK CO CMEHHbIX
HOCUTEnNeMn.

34ecb Bbl MOXETE 3a4aTb NPOBEPKY:
e (hbaiinoB 3arnyckaemblX MPOLECCOB BHE 3aBUCMMOCTM OT WX
pacrosioXeHus;
e YCTAHOBOYHbIX (haiinos;
e (hbaiinoB Ha CeTeBbIX ANCKaX;
e (haiinoB M 3arpy304HbIX CEKTOPOB Ha CbEMHbIX HOCUTESSIX.

HekoTopble BHelWHWe HakonuTenu (B 4YacTHOCTM, MOGWIbHblE
f’"ﬂ BUHYeCTepbl C MHTepdeiicom USB) MoryT npeacraBnsTbCa B cucTemMe
KaK >kecTkme gaucku. [loaToMy Takue YCTpOMCTBa — credyet
MCMonb30BaTh C 0COBON OCTOPOXXHOCTbLIO, NMPOBEPSISl Ha BUPYChI MpU
MOAK/IOYEHUN K KOMMbIOTEPY C MOMOLLbIO aHTUBMPYCHOro CraHepa.

OTka3 OT NpOBEPKM apxXMBOB B YC/IOBUSIX MOCTOSHHOW paboTbl
CTOpoXXa He BedeT K MPOHWKHOBEHWIO BUPYCOB Ha KOMMbOTEP, a
NMWb OTKIAAbIBAET MOMEHT UX ObHapyxeHus. [pu pacnakoBke
3apaXeHHOro apxuBa (OTKPbITUM 3apakeHHoro nucbMa) 6Gyner
caenaHa norbiTka 3anucaTb MHBULMPOBAHHbIN OGBEKT Ha AWUCK, Mpu
3TOM CTOPOX €ro HEMUHYEMO OGHAPYXXKT.
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5. SpIDer Guard | 98

HacTpoiika geicreui

B pasgene p,eﬁcmvm Bbl MOXETE HACTpOUTb aBTOMaTU4YECKKNE
[nencTens CTOpOXa C 3apa>X€HHbIMU obbekTamm.

CocTaB [OCTYMHbIX peaKLlMVI 3aBUCUT OT TUNa BUPYCHOIo cobbITuS.

Peakuun Jleuntn, MNepemewatb B kapaHTUH, UrHopupoBaTb U
YaanuTb aHanornyHbl TakuM e peakuusiM CxaHepa. [eicTeus ¢
OOHapy>XeHHbIMM  yrpo3amyM  pacCMOTpeHbl B M. [lelicTBus
[na 06e3BpeXnBaHUs yrpos.

U3MeHeHne HaCTpPoeK CToOpoXa

1. B okHe Hactpoiikm SpIDer Guard Bbibepute pazgen
DeicrBua.

i Hactporikn (=5 ECR ===

OcHosHele  SpiDer Mail [EEellElGI  BEpaHaMayap

Mpoepka Wnuuppoaanisie obbexTsl |J'|E‘4HTE- (pekomengyercsa) M

= [eiictBnA

Hewaneunmeie obbekTsl | lMepemeluaTs B KAPAHTAH (pEKOMEHAYETCA) ¥

Wecknouaemele daiink

Mog0apHTenkHele 05bekTEl | MepemelyaTts B KapaHTUH (peKOMEHAYETCA

Mcknrouaemele

) -
) -

npouscest PeknamHbie Nparpammb | lNepemeluaTe B KapaHTiH (peKoMeHAYeTCA
lporpammel 10380Ha | Yaanars -
MMporpammbi-LuyTEn | WrHopupoBats (pekomenayetca) -
lMporpammel Banoma | Ignore (recommended) -
MoTeHUHANEHO ONacHbIe | Ignore (recommended) -
Cnpaeka oK

2. Boibepute B Bbinagawowem cnucke WUHdMUMpOBaHHbIE
obbekTbl  peakumilo  nporpaMMmbl  Ha  ObHapyxeHue
UHdMUMpoBaHHOro obbekTa. PekoMeHayeTcs  YCTaHOBUTH
nevicteue JleunThb.
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5. SpIDer Guard

Bbl6€pMTe B BbiMagatowem cnucke Hemsneunmblie 06bEKTbI
peakuuno  nporpamMmbl  Ha 06HaDY)KeHMe HENU3nNe4ymMmoro
obbekTa. PeKOMeH,CI,yeTCFl YCTAHOBUTb felncTeme
HEPEMEI.I.IaTb B KAaPAHTUH.

Buibepute B BbiMagaowem cnucke fMopo3puTenbHble
06beKTbl  peakuMio  MporpaMMbl  Ha  OBHapyXxeHue
noao3puTenbHoro  obbekTa.  PekoMeHayeTcs  yCTaHOBWTb
JeiictBue UrHopuposaTtb 1y MepeMeLlaTb B KApaHTHUH.

Buibepute B BbiMagalowwmx  cnuckax — PeknaMHble
nporpamMmbl 1 MporpaMMbl AO3BOHA PeaKLMO MNPOrpaMMbl
Ha obHapy>KeHue nofo3puUTeNnbHOro o6bekTa. PekoMeHayeTcst
yCTaHoBUTb AelicTere MepemelwiaTb B KAPAHTUH.
AHaNoOrMYHO  HacTpauMBaeTCs  peakuusi MNporpaMMbl  Ha
obHapyxeHMe O6bLEKTOB, COAEPXKALUMX MPOrpaMMbl-LLIYTKK,
MoTeHUManbHO OMacHble MporpaMMbl U MporpamMMbl B3/oOMa.
PekoMeHAayeTcs ycTaHOBUTL AelicTBre UrHOpupoBaThb.

HaxmuTte kHonky OK.
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5. SpIDer Guard

3agaHue UCKJTIOUEHUH

B pasgene UcknrouaeMblie paisibl 3a4aeTcs CNMCOK KaTasloroB M
aiinos, ucklOYaeMbIX U3 NPOBEPKMU.

B none Cnucok mckiloyaeMbix nytei n Gainos npusoanTcs
CMUCOK KaTanoroB v ¢alnoB, KOTOpblE HE MPOBEPSIOTCS CTOPOXKEM

B TakoM kayecTBe MOryT BbICTynaTb KaTanoru
KapaHTWMHa, paboume KaTanorm HeKOTOPbIX MPOrpaMM, BpeMeHHbIe
aiinbl (daiinbl noakaykum) u T. M.

Mo yMonuyaHuio cnmcok nyct. Bbl MoxeTe A06aBUTb K UCKITIOYEHWSIM
KOHKpEeTHble KaTanoru v ainibl UAM MCNoNb30BaTh MACKM, YTOGLI
3anpeTuTb NPOBEPKY ONpeaeneHHoW rpynnbl dainos.

Bbl MOXXeTe popMMpOBaTb CMUCOK UCKIOYEHUIA ClesytowmM o6pazoMm:

e yTOObl YyKa3aTb KOHKPETHbIN CyLLECTBYIOLMIA KaTanor Wm
(aiin, HaxmMuTe KHonKy O630p 1 BbibepuTe KaTanor unu dain
B CTaQHZApTHOM OKHe OTKpbITusl daiina. Bbl MOXeTe Bpy4YHYtO
BBECTW MOJMHbIN MyTb K haitny unm kaTtanory B nose BBOAQ, a
TaKke OTpefakTMpoBaTb 3anuMCb B MOfie BBOAA Nepea
nobaBneHvneM ee B CNCOK;

e 4TOObI UCKMIOUUTL U3 MPOBEPKM BCe ainbl UM KaTanoru c
onpedeneHHbLIM WMeHeM, BBeAMTE 3TO UMS B Mofie BBOAA.
YKka3blBaTb MyTb K KaTanory wnu dainy npu 3TOM He
TpebyeTcs;

e yTOObl UCKMIOUUTL U3 MpoBepku avnbl UM KaTanoru
onpedeneHHoro Buaa, BBeAUTE OMpeensiiowylo MX Macky B
none BBoAa. Macka 3afaeT obLyto YacTb MMeHn obbekTa. Mpu
3TOM:

e CMMBOJSI «*» 3aMeHsieT Jilo6ylo, BO3MOXKHO MyCTYiO,
MoC/efoBaTENbHOCTb CUMBOJIOB;

e CUMBON «?» 3aMeHsieT No60oM, HO TONbKO OAWNH CUMBON;

e OCTaNbHble CUMBOMIbI MackM HUYEro He 3aMEHSIoT W

03Ha4akT, 4YTO Ha AAHHOM MEeCTE B UMEHU cbaﬁna nnm
KaTanora A0/MHKEH HaXxoaUTbCAd UMEHHO 3TOT CMMBOIJI.
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Mpumep:

e oTueT*.doC — Macka, 3ajalolas Bce AOKYMeHTbl Microsoft
Word, HasBaHWe KOTOpbIX HauYMHAETCs C MOACTPOKU «OTYET»,
Hanpumep, @annbl oTyeT-deBpans.doc, orTuer121209.doc
uT. a.;

e *_ exe — Macka, 3afjalollas Bce MWCMonHsieMble daiinbl ¢
pacwupeHuem EXE, HanpuMmep, setup.exe, iTunes.exe N T. 4.;

e photo??2??09.jpg - Macka, 3ajalowas Bce dalnbl
nzobpaxeHun dopmata JPG, Ha3BaHWe KOTOPbIX HAaYMHAETCS C
noacTtpokn «photo» u 3akaHumBaetcs nozcTtpokon «09», npu
3TOM MeXAy [ABYMsl 3TUMWM MOACTPOKaMW B Ha3BaHuM daina
CTOUT POBHO YeTbipe MPOU3BOJIbHBLIX CWUMBOJA, HarnpuMmep,
photo121209.jpg, photomama09.jpg v photo----09.jpg.

KHonka [o6aBuTb no3sonser [obaBuTb K CMUCKY WUCKNKO4YEHNE,
YKa3aHHOE B noJie BBOAaA.

KHonka Ypanutb no3BONsET yoanntb "3 CNnUCKa Bbl6paHHO€
UCKNKO4YEHNE.

B pasnene UcknroyaeMble npoLecchl 331aeTcs CUCOK NPOLLECCOB,
MCK/IOYaeMbIX M3 npoBepku. (PopMUMpOBaHWe Crnmcka NCKOYEHMN
npoBoanUTCA aHanorn4yHo d)OpMMpOBaHMlO
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6. SpIDer Mail

MOYTOBbLIN CTOPOX nepexsaTtbiBaeT obpalleHus nobbix
NOYTOBbLIX K/IMEHTOB KOMMbIOTEPA K MOYTOBbIM CepBepaM Mo
npoTtokonam POP3/SMTP/IMAP4/NNTP (noa IMAP4 umeetcs B Buay
IMAPv4revl), obHapy>xuBaeT u 06e3BpexuBaeT NnoYToBble BUPYChl A0
NoMy4YeHUs MUCEM MOYTOBLIM KJIMEHTOM C CepBepa WM A0 OTMPaBKu
nMcbMa Ha NoYTOBbLIN cepBep.

HaCTpOﬁKM nporpaMmmbl No yYMONYaHUIO ABNAKTCA ONTUMalbHbIMU ANA
Ha4yMHaoLWero nonb3oBartend, obecneymBas MakCMManbHbIN YPOBEHb
3alnTbl NpU HaUMMEHbLLEM BMELWLATENbCTBE MOJ1b30BaTeENA. an 3TOM,
OAHakKo, 6ﬂOKMpyeTC‘i| paa BO3MOXHOCTEN MOYTOBbIX nporpamMm
(HaanMep, HanpaBneHne nncbMa NO MHONMM agpecaM MOXET 6bITb
BOCMPUHATO KaK paccbliika, I'IOJ'Iy‘-IeHHbIﬁ CnaMm He pacr|03HaeTc9|), a
TaKxe YTpaymBa€ETCA BO3MOXHOCTb nony4yexHus NnonesHom
MHd)OpMaLI,MM Mn3 aBTOMATUYECKN  YHUYTOXXEHHbIX NUCEM (M3
He3apa>KeHH0171 TEKCTOBOWM LI<':1CTI/1). Bonee onbITHble Monb30BaTENU
MOryT USMEHUTb MapPaMETPbl NMPOBEPKN MOYTbI U HaCTpOﬁKM peakumnmn
nporpaMmmsbl Ha cobbITuS.

MOCTOSAHHO HaxoAWTCA B  OMEepaTVBHOW MaMsiTy
KOMMbIOTEPA M MO YMOMYaHUIO  3anyckaeTtca npu  3arpyske
OrMepaLMoHHOM CUCTEMbI aBTOMaTUUECKU. Bbl MOXETE Ha HeKoTopoe
Bpemst paboTy NOYTOBOro CTOPOXA.
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MpuHUKMN paboTbl NOYTOBOro CTOpPoOXKa

AHTMBMPYCHBIN MOYTOBLIN CTOPOX MOSyYaeT BCe BXOAsLIME MUCbMa
BMECTO MOYTOBOro KJ/IMEHTa W MoABEpraeT WX aHTUBMPYCHOM
NMpoBEpKe C MaKCMMaJibHOW CTeneHbio Noapo6HOCTH. Mpu OTCYTCTBUM
BMPYCOB WM MOAO3PUTENbHLIX OBBLEKTOB MNWUCbMa MepeaarTcs
MoYTOBOW MPOrpaMMe «MNpo3padHbiM» 06pa3oM — TaK, Kak ecin 6bl
OHM  TMOCTYNWAM  HEMOCPEACTBEHHO C  cepBepa. AHaNOrMyHo
NMpoBEepAIOTCA UCxXoasiume NcbMa A0 OTNPaBKK Ha cepBep.

Peakumsi nporpaMMbl Ha WHMPUUMPOBaHHbIE WM MNOAO3PUTESIbHLIE
BXOAsLUME NWUCbMA, @ TakKXe MMCbMa, He Mpoleawne MnpoBepKy
(HanpuMep, C 4Ype3MepHO CHOXHOM CTPYKTYpoW), MO YMONYaHUIO
cnegyowass (06 M3MEHEHMM 3TUX HAcTpOeK CM. nogpasgen
):
e 13 3apaXeHHbIX NWCEM YAansieTcs BpeAoHOCHast MHdbopMaums
(neuenwe);
e MMUCbMa C MNOAO3PUTENbHLIMA 0ObEeKTaMM NepeMellaloTcs B
BMAE OTAENbHbIX (haiioB B KapaHTWH, MOYTOBOM Mporpamme
NnocblIaeTcst cooblueHme 06 3ToMm;

e MWCbMa, He npolweawmne MpoBEPKY, MNPOMNYCKaloTCH, Kak W
He3apaXXeHHbIe;

e BCE YAANEHHbIE WM MEpeMELLeHHblE MWCbMa OCTalTCA Ha
POP3- nnu IMAP4-cepsepe.

MHdUUMpOBaHHblE WM NOAO3pUTENbHbIE UCXOAsWME NUCbMa He
nepefaloTcs Ha cepsep, MONb30BaTenb oOnoselaeTcs 06 oTkase
OTMNpaBuTb NMCbMO (KakK MpaBw/o, MOYTOBasi nMporpaMMa npu 3TOM
€ro CoOXpaHuT).

MpM  HanMuMM  HA  KOMMbIOTEPE  HEWM3BECTHOMO  BUPYCa,
pacnpoCTPaHAIOLLErocs Yepe3 3/EeKTPOHHYID MouTy, nporpaMma
MOXET OMNpeaenaTb MPU3HAKK TUMUYHOrO AN TaKWX BUPYCOB
«nosefeHns»  (MaccoBble  pacchinku). Mo ymMonuaHwio  3Ta
BO3MOXHOCTb BK/IOYEHA.
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Talkoke MOXeET 06HApYXMBaTb BUPYCbl B MOYTOBbIX
AlMKax HEKOTOpbIX (HOPMaTOB, OAHAKO MOYTOBLIA CTOPOXK
nMeeT nepen psiA NPEUMYLLECTB:

e [la/IEKO HE BCeE (bOpMaTbI MOYTOBbLIX ALWMKOB NOMNyNApHbIX
nporpamMMm  noaAaep>XxmeatoTca ;, Hanpotue, npwu
MUCNOJIb30BaHUN MNOYTOBOIO0 CTOPOXa 3apaXeEHHble NUCbMa
AaXe HeE nonaaatoT B NOYTOBbIE ALWNKN,

° NPOBEPAET NOYTOBbLIE ALWMKN, HO TO/IbKO MO 3anpocy
nonb3oBaTtend Unn no pacnnucaHUo, a HE B MOMEHT MONy4vYeHUsa
noYyThbl, nNpu4eM JaHHOE [elicTBMe saBNSeTcs ‘-IpeBBbI‘-IaﬁHO
PECYPCOEMKNUM U 3aHUMAET 3HAYUTENIbHOE BPEMS.

TakuM 06pa3oM, MpU HaCTPOMKAX BCEX KOMMOHEHTOB MO YMONYaHMIO
MOYTOBbIN CTOPOX nepebiM O6Hapy>XMBaeT W He
[OMYyCKAeT Ha KOMMbIOTEp BUPYCbl W MOAO3PUTESbHbIE OGBLEKTHI,
pacnpoCTpaHsIIOLLMECS MO 3NIEKTPOHHON nouTe. Ero paboTta siBnsetcs
BECbMA 3KOHOMWYHOW C TOYKM 3pEHUs Pacxofa BblYMCIUTENbHBIX
pecypcoB; OCTaslbHble KOMMOHEHTbI MOFYT He WCMoSb30BaThCs AN
MpOBEPKM MOYTOBbIX halinos.
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6.1. YnpasneHue SpIDer Mail

OCHOBHble CpeacTBa HACTPOMKM W yrNpaBieHUsI MOYTOBLIM CTOPOXEM
SpIDer Mail Haxopgatca B nogmeHio SpIDer Mail, koTtopoe

OTKpbIBAeTCA MO LWenyky Ha 3Hadke SplDer Agent@ B obnactu
yBegomneHun Windows.

O nporpamme

3apErucTpUpPOBaTE TMLIEHINHD
Moit Dr.Web

Cnpaexa

ﬁSpIDer Guard

‘i SplDer Mail CratucTuka

?'EPEHAMEYBP Hactpoiikm
§2) O6HoBneHne

CkaHep OTntoquTe

WHETpyMEHTEI 3

Mone30BATENBCKNIA PEXKMI

Mpu Bbibope nyHkTa CTAaTUCTMKA OTKPLIBAETCS OKHO C
WHdopMaumein o paboTe NporpaMMbl B TEKyLIEM ceaHce (KONMYECTBO
MPOBEPEHHbIX,  3aPAXEHHbIX,  MOAO3PUTENbHLIX ~ O6BLEKTOB U
npeanpuHATbLIE AeNCTBUS).

Mpn Bblbope nyHkTa HACTPOMKM OTKPbIBAETCS OKHO HACTpoek
noyToBoro ctopoxa (cM. Hactporika SplDer Mail).

MyHKT OTKNIOUUTB/BKNIOUNTD NO3BONSIET BPEMEHHO OTK/OYUTH
WM 3aHOBO 3anycTuTb paboty SpIDer Mail.
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6. SpIDer Mail

MyHkTbl HacTpoiiku, OTKAOUNTL/BKAKUNTD AOCTYMHbI TONbKO
B

BoccraHoBUTb napameTpbl paboTbl MpOrpamMMbl, WUCMOMb3yeMble MO
YMOMYaHMIO, @ TaKke 3KCMOpTMPOBaTb WM UMMOPTMPOBATbL
HaCTpOMKN Bbl MOXeTe B nporpaMmmbl

. Ans s1Ooro B pasgene C6poc HacTpoek
HaXXMUTE COOTBETCTBYIOLLYIO KHOMKY.

6.2. Hactpoiika SpIDer Mail

OcHoBHble napameTpbl paboTbl MOYTOBOrO CTOPOXa
cocpenoToueHbl B pasgenax okHa Hacrpoiku SpIDer Mail
(cm. ). BONbLWIMHCTBO HACTPOEK MO YMOMYaHUIO SBASIOTCS
onTUManbHbIMM B  6onblUIMHCTBE CyyYaeB. Hwxe onucbiBaloTcs
napaMeTpbl, ANs KOTOPbIX Yalle BCEro BO3HWKAeT HeobxoauMocTb B
HaCTpoVKax, OT/IMYHBIX OT 33AJaHHbIX MO YMOMYaHMIO.

U3MeHeHne HaCTpPoeK CToOpoXa

1. LWenkHute  3Ha4oK ﬁ B obnactu
yBeziomneHuii Windows u Bbibepute B nogmeHio SpIDer Mail
nyHKT HacTpoikm.

2. BHecuTe HeobxoanMble M3MEHEHNS B pasgenax HaCTpoek.

3. Y1obbl MoJy4YnTb MHdOopMaLMIo 0 HacTpoikax,
PacnonoXeHHbIX B pasaene, HaXMuUTe Ha ccbiiiky CnpaBKa.

4. o OKOHYaHMM peaaKTMPOBaHUS HaCTPOeK:
e YTO6bl COXPaHWUTb U3MEHEHMS, HaXXMUTe KHOMKy OK;

e YTOObI OTKa3aTbCA OT BHECEHHbIX W3MEHEHWIN, HaXMuTe
KHOMKY OTMEHUTD.
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Pa3nen NMpoBepka

i Hactporikn

OcHostble  [ECHINEAVETN SpiDer Guard  Bpangmayap

« Mpoeepka OcofeHHocTn npoBepku
" 3epucTiueckuil aHannaatop
DeitctenA

[7] MposepaTs MHCTANNALMOHHEE NaKeTs!
Mcknrouaemele

NPUNOKEHNA Wenoneaoeats SplDer Mail B kauecTee NPOKCH-CEpBEpAZ

Wamenuts....
PaciumperHble
Cnpaeka OK OTmeHnTs

Ucnonb3osaHue SpIDer Mail B kauecTBe npokcu-
cepBepa

MoutoBbln cTopox SpIDer Mail noaaepXxuBaeT nepexsat
COEAMHEHUI C TMOYTOBLIMU CepBepamMu, paboTalowyMU  COracHo
npotokonam POP3, SMTP, IMAP4 nnu NNTP.

UTo6bl  M3MEHEHWTb  HACTPOWKM  MepexBaTa  COeAMHEHWH U
MCMonb3oBaBaTb MOYTOBLIM CTOpoxk SpIDer Mail B kayecTBe
MpoKcKu-cepBepa, HaXXMUTE KHOMKy UI3MeHUTb.
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6. SpIDer Mail
& Hacrpoiika coegunennii SplDer Mail @
Mopr SplDer Mail Agpec cepeepa Mopr cepeepa
Mopt SplDer Mail Agpec cepeepa Mopt cepeepa Yaanuts

[nga Toro 4To6sI YOannTb KaKou-nmbo 31eMEHT U3 CMncKa, Bbl6€pl/ITe
€ro B CNNCKE N HAaXXMUTE KHOMKY Ypanutb.

[ns Toro 4To6bl 406aBUTL KaKON-NMBO cepBep MM FPynny CepBepoB
B CNWUCOK, BBeAuTe ero agpec (aomeHHoe mms wnun IP-agpec) B none
Appec cepBepa, a HOMep MopTa, K KOTOPOMY MpOMCXOAUT
obpawieHre, B none MopT cepBepa, 1 HAXMUTE KHOMNKY Jlo06aBUTDb.

Agpec  localhost HE TMEepexBaTbiBAETCA MNPU  YKa3aHUK
F ! ,, CumBOMa  *. [JaHHbli  agpec npu  HeobxoaMMOCTU  cnepyeT
yKasblBaTb B CMIUCKE NepexsaTta B SBHOM BUAE.

Hacrtpoiika nepexBaTta coegUuHEeHUI

1. CoctaBbTe cnncok pecypcoB (POP3/SMTP/IMAP4/NNTP-
cepBepoB), obpaleHuMss K  KOTOpPbIM  Mpeanonaraercs
nepexsaTbiBaTb. [epeHymepyiTe ux 6€3 NpomnyckoB, HauMHas
C umcna 7000. OTM HoMepa pfanee 6yayT WMMeHOBaTbCA

2. B Mno4YTOBOro CTOPOXa Bblbepute
pa3gen MpoBepka, 3aTeM HAXMUTE KHOMKY U3MEHUTD.
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3. [na kaxporo u3 pecypcos Beaute B none Mopt SpIDer
Mail - , BblOpaHHbIA AnNs MOYTOBOro
cepsepa, B nose Agpec cepeepa — JOMEHHOE UMS cepeepa
nubo ero IP-agpec, B none MopT cepBepa — HOMep NopTa, K
KOTOPOMY Mpoucxoaut obpalleHue, U HaXMUTe KHOMKY
[Oo6aBuTb.

4. ToBTOpWTE 3TN AENCTBUS AN KAXAOro pecypca.
5. Haxmute kHonky OK.

B HacrpoﬁKax Nno4yToBOro0 K/IMEHTAa BMECTO ajpeca n

r ! L ropTa POP3/SMTP/IMAP4/NNTP-cepBepa YKaXuTe
aapec localhost : <nopm_SplDer_Mail>, roe
<nopm_SplDer_Mail> - nopT, Ha3HaYeHHbIV

cootBeTcTBytoleMy POP3/SMTP/IMAP4/NNTP-cepsepy.

Ana pocTyna K AOMOSIHUTENbHLIM HAcTPOMKaM MPOBEPKU HAaXMUTE
KHOMKy PaclumpeHHble.

& [lononHUTENEHEIE HACTROIKM NPOBERKK @
OnTMMnaaLnA nposepky
TaiimayT nposepki NUCLMa
250 | ceryHg,

LeicTens Hag nucemMom
Bcraeka aaronoeka ®-AntiVirus' s coobuienua
YaanaTe MoaNGMUMPOBAHHEIE NNCEMA HA CepBepe
MpoBepATL apxuekl

Makc. anuHa diaiina npn pacnakoske

30720 | KB

[T] Makc. koatdnumeHT cxatna apxuea
0

Make. YPOBEHE BNOMEHHOCTH B 2pXUB
64
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B OTKpbIBLIEMCA AMANOrOBOM OKHE Bbl MOXETE HaCcTPOWTb
0COGEHHOCTM NpOBEpKW, [EUCTBUS Haa MUCbMOM, a Takxke
ONTUMM3ALMIO NMPOBEPKMU:

° TaﬁMBYT NMpoOBEpPKU NMUCbMa — MaKCMMallbHOE BpeMs, B
TEYEHNE KOTOPOro nmMnMUCbMO NPOBEPAETCA. Mo wucTeyeHun
YKa3aHHOIro BpeMEHM NpoBEPKa NMUCbMa NpeEKpaLlaeTca,

e MaxkcumanbHyro AnvHy caiina npu pacnakoBke. Eciu
rporpamMMa OnpeaensieT, YTo Nocie pacnakoBku apxus GyaeT
bonblle  yKasaHHOW  AJIMHbI, MpoBepka W  pacrakoBka
Npou3BOANTLCS He ByaeT;

e MaxkcumanbHbiii k03cduUMEeHT oOxaTus apxusa. Eciu
rporpaMMa OMpeaensieT, yYto ko3dUUMEHT CkaTus apxuBea
MpeBbIUAET  YyKasaHHbIA,  pacnakoBka WM MpoBepka
Npou3BOANTLCS He ByayT;

e MaxkcuMasnbHbIi YpPOBEHb BJIOXXE€HHOCTM B apxuB. Eciu
YpOBEHb BMOXEHHOCTM B apXvB MpEBbLILAET YKa3aHHbIN,
nposepka 6yAeT NPOM3BOAUTLCS TOMLKO A0 YKa3aHHOMO YPOBHS
BJIOXKEHHOCTM.
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Pasnen feicrBus

B 3TOM pa3gene Bbl MOXeTe HacTpouTb peakumio SpIDer Mail Hag
coobLueHnaMu npyu obHapy>XeHUn yrposbi.

 Hacrooicn B
OcxosHole  ERWINCAVETN  SplDer Guard — bpaHamayap
Mpoepka Wnbuupoaantsie nucsma |ﬂE“HTh (pekomenayercs) M
= [eiictBnA

Hewaneunmele nucema | MepemellaTe B KAPAHTUH (pEKOMEHAYETCA) ™

Mcknrouaemele

NpUNOMEHUA MofoapHTenkHEIe MUCLMa | Mepemellats B kapaHTUH (pekoMeHAyeTcA) v
HenpoeepeHHbie nucsma | WMrHopnpoeaTe (pekomerayetca) -
MoBpexaeHHbIE NNCEMA | WrHopnpogats (pekomenayeTtca) e

MMporpammel 40380Ha | Mepemellats B KapaKTVH (pekomeHgyeTca) v
[TporpammBl-LLyTKY | WrHopupoeats (pekomerayeTcA) -
MMporpammel B3noma | WrHopupoeaTs (pekomerayetca) -
MoTeHuuansHo onacHse | WMrHopupoeaTe (pekomerayetca) -

Peknamuble nporpaMel | Mepemellats B kapaHTUH (pekoMeHAyeTcA) v |

Peakuua nporpaMMbl ANl KaXAOrO TWUMa Yyrposbl Bblbupaerca B
BbiMaJalolMX CNMUCcKax. PekoMeHayeTcsl YCTaHOBWUTL Creaylolime
JeicTBus:

ans UHpuumMpoBaHHbIX NuceM — felicTeue JlIeunTb;

ana  Heusneuummbix nmceMm v [MopaosputenbHbIX —
neictere MepemellaTb B KAPaHTUH;

ansa  HenpoBepeHHbix ¥ [loBpexpaeHHbIX nuceMm -—
neictene UIrHopupoBaTb;

[NS pekNaMHbIX NMporpamMM M MporpaMMm [03BOHa — AEWNCTBUE
MepeMewiaTb B KAapaHTUH;

Ang  NporpaMm-wWyToK, MNporpaMM B3/lOMa M MOTEHUUANbHO
onacHbIX Nporpamm — gelicteue UrHopupoBaTb.
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3auMTy OT NOAO3PUTESIbHbBIX MUCEM MOXXHO OTK/IKOYATb TOJSIbKO B TOM
T C/ydae, Korga KOMMbHTEP AOMOSIHUTENbHO 3allUlWEH MNOCTOAHHO
3arpy>eHHbIM CTOPOXEM

Bbl MOXeTe YBENWUUTb HaAAEXHOCTb aHTMBMPYCHOW 3aWuThl MO
CPaBHEHWIO C YPOBHEM, MPeayCMOTPEHHBIM MO YMOMYaHUIo, BbiIGpas B
ciucke  HenpoBepeHHble nucbMma nyHkT  lMepemewatb
B KapaHTUH. ®ainbl C nepeMeLleHHbIMU NUCbMaMu B 3TOM Cilydae
PEKOMEHAYETCS MPOBEPUTb

Takxe Bbl MOXETe MepPenTM B PEXMM, B KOTOPOM YyAaneHHble WM
nepeMeLlleHHble NPorpaMMon MMcbMa TakXXe HEMEANEHHO YAansaioTCs
Ha POP3/IMAP4-cepsepe. [ns 3TOro ycraHosuTe dnar Yaanatb
mMoanuuMpoBaHHbIE MUCbMA Ha cepBepe B [OMOSHUTESbHbIX
HacTpolKax.
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Pazpgen UcknrouaeMblie NpuoXKeHus

Mo yMonyaHuio MoYTOBbLI CcTOpox SpIDer Mail aBTOMaTUyecku
nepexBaTbiBAaeT  MOYTOBbIM  TpaduK  BCEX  MOJIb30BATEIbCKUX
NPUNOXEHWA Ha BalleM KoMMbioTepe. B 3ToM pasgene 3amaercs
CMMCOK  MPWIIOXKEHWIA, MOYTOBLIN TpaduK KOTOpbIX He 6yaeT
nepexsaTbiBaTbCs W, COOTBETCTBEHHO, aHANM3UPOBATLCA MOYTOBLIM
CTOPOXEM.

& Hacrporiki [E=5 Eon ==
OcHosHole  EEIVSAVETI  SpiDer Guard  Bpanamayap
MNpoeepka Bl MOKETe HCKNKUNTE U3 NPOBEPKH ONPEEneHHble MPHUNOHKEHWA .
DeitctenA " .
CKNHYaemble NPUNOKEHNA:
* Mckmouaemeie OBaop...
NpUnoxeHuAa
Yaanuts

UTobbl f06aBWTb chaiin, Manky WM Macky B CRKWCOK MCKITHOYEHWH,
yKaXuTe HeobxoauMMoe WMs B MoSie BBOAA WM HaXMWUTE KHOMKY
[Ao6aBuTb. YTOOblI yKasaTb KOHKPETHbIN CyLECTBYIOWMIA KaTanor
wnn dain, HaxmuTe kHonky Jlo6aBUTb U BbibepuTe KaTanor wumm
aiin B CTaHAApTHOM OKHe OTKpbITWUs chaitna. KHonka YAanutb
Mo3BONSET YAAUTL U3 CNUCKA BbIGPAHHOE UCKITIOYEHWE.,
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7. Dr.Web ansa Outlook

OcCHOBHble (PYHKLIUM KOMMNOHEHTa

MoaknovaemMbln  MoZy b BbINOSHSAET
cneaytowme yHKUNK:

e QHTMBMpYCHasl NpOBEpKa BJIOXEHHbIX halifIoB  MOYTOBbIX
COOBLLEHUIA;

e MpoBepka MOYTbl, MNOCTynawowein Mo  3awndpoBaHHOMY
coefiMHeHuto SSL;

e OBHapyXXeHWe N HeWTpanusauus BpeAoHOCHOrO MPOrpamMMHOro
obecneveHus;

e 1CMOSb30BaHue 3BPUCTUYECKOr0 aHanusartopa ans
[OMOJTHATESIbHOM 3aLMTbl OT HEU3BECTHbIX BUPYCOB.

7.1. Hactpoiika Dr.Web ans Outlook

HacTpolika napaMeTpoB M NMPOCMOTP CTaTUCTUKM paboTbl MPOrpaMMbl
OCYLUeCTBNSIETCA B MNOYTOBOM npunoxeHun Microsoft Outlook B
pasgene Cepsuc — Mapamertpbl — Bkiagka AHTuBuMpyc Dr.Web
(ans Microsoft Outlook 2010 B pasgene ®ain — Mapametpbl —
Hapcrpoiikn HeobxoamMo BbibpaTb MoZyIb

W HaXxaTb KHonky MapameTpbl HAACTPONKY).

Bknagka AHTMBMpYC Dr.Web B HacTpoikax npunoxeHus Microsoft
Outlook pocTynHa TOMbKO NPU HanMuuMKM y nonb3oBaTens mMpas,
MO3BONSHOLLMX U3MEHSATb AaHHbIE HACTPOWKK.
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Mapamerpe (-8 |[mESal
HacTpoiim I HacTpoitka nouTel I CoobleHre | Opdorpadia |
Bes0NacHOCTE | [lononHUTENBHD | ArTuenpyc Dr.Web
Otiwue
Sl Anmaeupyc OrwWeb akTueeH T
|'$ - [ [H) KypHan... ]
MNpaEEpka NOUTE! Ha BHPYSE! W CRE
gy MHPUUMPOBSHHBIE BNOMKEHMA MHCEM NPEACT SENAKT Yrposy GeS0NaCHOCTH Ballera
Y KOMMBOTERS
’ '&' Mpoeepka BA0KEHME...
AHTHCAM-BUAETP. .
CratioTuka
MposepeHo: 38 YucTer: 30
m MHPUUHPOBAHHEIR: ] MNepateww eHo: ]
MogospUTensEHER: ] Ynanexo: ]
BrineyeHo: ] Mponyw eHo: ]
HenposeperHe:: 0 Cnart-nicend: 0
[ QK ] [ OTmMeHa ] MpUMEHHTE

Ha Bknagke AHTMBUMpYC Dr.Web oTob6paxaerca Tekyllee
COCTOsIHME 3awuThl  (BKIOYEHa/BbIkNOYeHa). Kpome Toro, oHa
npeaocTaBnseT AOCTYN K cneayowmM dyHKUMSM NPorpaMMbl:

e JKypHas — TO3BOMSET HACTPOUTb PEruMcTpaumio  CobbITuiA
nporpamMmbi;
e [IpOBEDKA BIOXEHUN — TO3BOASET HACTPOUTb  MPOBEPKY

3)'IeKTpOHHOl7I NoYTbl U ONpeEAENNTb LencTBus nporpamMmmbl anga
O6Hapy>KeHHbIX BPEAOHOCHbIX O6'beKTOB;

e CTaTuCTMKa — MOKa3bIBAET JaHHble 06 0ObeKTax, MPOBEPEHHBIX
1 06paboTaHHbIX NPOrpamMMoii.
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7.2. O6Hapy)xeHue yrpos

UCMoNb3yeT paznnyHble

BUPYCOB W Apyrux yrpo3 6e3onacHocTu
KoMmnbloTepa. K HaioeHHbIM MPUMEHSIIOTCS
onpeaensemble Mosb30BaTeneM : neyeHvie

MHd)MLI,MpOBaHHbIX 06'bEKTOB, yoaneHne winm nepemMelleHmne B
Ans vx msonaumm n 6esonacHoro XpPaHEHUA.

7.2.1. BpeaoHOCHbIe 06beKTbl

obHapyxvBaeT cnegylowme BpeaoHOCHbIE

0b6beKTbI:

e MHOUUMPOBAHHbIE 06BEKTDI;

o (haiinbl-60Mbbl UM apXuBbl-6OMObI;

e peK/aMHble Nporpammsi;

e MporpamMmsbl B3/10Ma;

e MporpamMmbl JO3BOHA;

e MpOrpamMblI-LLUYTKM;

e MOTEHUMANbHO OMacHbIE NPOrpamMMbl;

e LUMWOHCKME NPOrpaMMbl;

e TPOSIHCKWME MPOrpamMmbl;

e KOMIMbIOTEPHbIE YEPBU U BUPYChI.
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7.2.2. lencTBuA

Mo3BOJISIET 3a4aTb PEaKUUIO MPOrpamMMbl Ha
O6Hapy>XEHWE 3apaXk€HHbIX WM  MOAO3PUTENBHLIX  alIoB U
BPELOHOCHbIX MPOrpaMM Mpu MPOBEPKE BJIOXKEHUIA 3/IEKTPOHHOM
nouyThI.

YTobbl HacTpOWTb MPOBEPKY BIOXEHUA W ONpeaenuTb AeWUCTBUS
nporpamMmbl Anst 06HapyXeHHbIX BpeAOHOCHbLIX O6BEKTOB, B MOYTOBOM
npunoxeHun Microsoft Outlook B pasgene Cepsuc — MapameTpbl
— Bknagka AHTMBMpYC Dr.Web Haxmute kHoOnky [poBepka
BNnoXxeHuMi (ans Microsoft Outlook 2010 B pasgene ®aiin —
Mapametpbl — HapcTpoiikm HeobxoaMMo BbibpaTb  MOAy/b

M HaxaTb kHonky [MapameTpbl

HaACTPOWKN).
Mposepka BNoXEHNA @
[N apareTpel NPOBERKRH
'&:_,_a HHPHUHpOBaHHEE | BringuTe - |
HeetineueHHe2 | [NEpEMECTITE B KapaHTHH hd |
MogospurencHoe | [NEpeMECTITE B KAPaHTHH - |

BpenoHocHbe nporpamMmb

PeknarHEE Mporparse | [NEpeMECTITE B KAPaHTHH - |
Mporpamtel gossoHa | MNeperecTiTE B KapaHTHH - |
[N porpatars-UYTEH | [NepEMECTHTE B KapaHTHH - |
[Nporpatarel B300Ma | [epEMEcTHTE B KapaHTHH - |
[NoTEeHUMANEHD ONACHEES | [NEpEMECTITE B KapaHTHH - |
Mpu owHbke Npoeepkun | [EpEMECTHTE B KaPaHTHH - |

| MNpoEepATE apxuBL! [perOMEHLYETCH)

[ ak. l | OTreHa MpUtEHTE
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OkHo TMpoBepka BJIOXEHWW [OCTYMHO TOMbKO MPU Hanuuuu y
Mo/b30BaTENs NPaB afMUHUCTPATOPa CUCTEMbI.

[Onsa OC Windows Vista u crapwe npu HaxaTtum kHonku MpoBepka
BJIOXKEHUN:

e [lpn BrmoyeHHoMm UAC: aamuHuctpatopy 6Oyaer BblgaH
3anpoCc  Ha  MOATBEpXAEHWEe  [OeiCTBMA  MpOrpaMmbl,
nonb3oBatento 6e3 aAMMHWUCTPaTVBHbLIX NpasB OyAeT BbiAaH
3anpoc Ha BBOZ YYETHbIX AAHHbIX aAMWHUCTPATOpa CUCTEMbI;

e [lpu BblktO4eHHOM UAC: agMUHUCTPATOp CMOXET U3MEHSTb
HaCTPOMKM MPOrpaMMbl, Nosib30BaTeNb HE CMOXET MOyYnTb
[OCTYMN K U3MEHEHWIO HACTPOEK.

B okHe [poBepka BNOXEHMWH Bbl MOXETe 3aaaTb [EUCTBUSA
nporpaMMbl ANsi PasfiMuHbIX KaTeropuii NpoBepsieMblX 06bLEKTOB, a
TaKKe ANa Ciydasl, Korga npyu nNpoBepke BO3HUKM OLWMOKM. Kpome
TOro, Bbl MOXETE BK/IOUMTb UMW BLIK/THOUNTL NMPOBEPKY apXV1BOB.

Ons  3apjaHus  JencTBMA  Haf ObBHapyXeHHbIMU  BPEeAOHOCHBIMU
0bbeKTaMm CnyxaT cnefytoLme HaCTPoNKK:

e Boinagatowmii cnncok UHGMUMpOBaHHbIe 3afaeT peakuuio
Ha O6HapyXeHWe O6bLEKTOB, 3apaXKEHHbIX W3BECTHbIMUA U
(NpeanonoXnTeNibHO) U3NEYMMBIMU BUPYCaMu;

e Bbinapatowmii cnncok HeBbieyeHHble 337aeT peakuuio Ha
obHapyxeHue 06beKTOoB, 3apakeHHbIX N3BECTHbLIM
HEeM3NEYMMbIM  BUPYCOM, a TaKxe Korga npeanpuHsitas
NonbITKa M3NeYEHNs He NPUHECNa ycrexa.

e Boinagatowmin cnucok Moao3puTenbHble 33a4aeT peakumio Ha
obHapyxeHue 06beKTOB, MNpeanoNoXUTENBHO —3apaXKeHHbIX
BMPYCOM (CpabaTbiBaHMe 3BPUCTUHECKOrO aHann3aTopa).

e Pasgen BpemoHOCHble nporpaMMbl 33JaeT peakuuo Ha
obHapyxeHwve cnegytowero HexenatensHoro MO:

e peKaMHble NPOrpamMMmbl;
e MpOrpamMMbl JO3BOHA;

e MpOrpaMMbl-LIYTKU;

e MpOrpammbl B3/10Ma;

e MOTEHLMANBHO OMACHbIE.
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Boinagatowmii cnvucok Mpu owmbke NpoBepKU MO3BOSSET
HacTpouTb [ENCTBUS MPOrpaMMbl B Clyyae, eciv MpoBepka
B/IOXXEHWUSI HEBO3MOXHA, HanmpuMep, eCnM OHO NpeacTaBnseT
Co601 NOBpeXAEHHbI MK 3aLUMLLEHHBIN naponem daiin.

®nar TMMpoBepka apxMBOB MO3BOMSET BK/IOUUTL WU
OTK/IOYUTb MPOBEPKY BMOXEHHLIX (DaNIOB, NPEeACTaBSIOWMX
coboi apxuvBbl. YCTaHOBUTE AaHHbIN dnar Ans BKIOYEHUs
NpPOBEPKU, CHUMUTE — ANSt OTKITHOUEHMS.

CocTaB [OCTYMHbIX peaKuMﬁ 3aBUCUT OT TUMa BMPYCHOIo cobbITuS.

MpeaycMOTpeHbl  cnepylowme  AeNCcTBUS Hag  OBHapy>KEHHbLIMM
obbekTamu:

BbineunTb (nemictaue [OCTYMHO TOSbKO ans
MHMMUNPOBaHHLIX OObLEKTOB) — O3HA4aeT, 4TO nporpaMma
npeanpuUMET NOMbITKY BbIIEYUTb UHPULMPOBAHHLIA O6BEKT;
Kak pns HeBbl1@YEHHbIX (JelCTBUE AOCTYMHO TOSbKO ANst
MHOWUMPOBaHHLIX ~ OBbEKTOB) —  O3HayaeT, u4YTo K
MHMbULIMPOBAHHOMY BJOXEHUIO OyAeT npuMEeHeHO [encTBue,
BblbpaHHOE AN HeBblNeYeHHbIX 06bEKTOB;

Yaanutb — 03HavaeT, 4YTo 06bekT byaeT yaaneH;
MepemMecTuTb B KapaHTUH — O3HayaeT, 4To ob6bekT Gyaer
M30/IMPOBaH B KaTanore ;

MponycTuTb — 03HayaeTr, 4YTo 06bekT GyaeT nmponyweH 6e3
U3MEHEHUM.
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7. Dr.Web ansa Outlook

Perncrpaumus cobbitum

perucTpupyeT owWubKU U Mnpoucxoasiime

COBLITUS B CIEAYIOLLMX dXYPHAMaxX permcTpaumu:

(Event
Log);

7.3.1. )XypHan onepauMoHHOW CUCTEMBDI

B >xypHan peructpaumm cobbiTuin onepaumoHHo cuctembl (Event
Log) 3aHocuTcs cneaytowas uHdopMaums:

coobLieHuns o 3anycCkKe n OCTaHOBKE NporpamMmsbl;

napameTpel JIVLLEH3UOHHOMO KJIO4EBOrO daiina:
LeNCTBUTENBHOCTb WU HEAEWCTBUTENbHOCTb JIMLEH3UM, CPOK
LencTBus nuueHsun (MHGopMauMs 3aHOCUTCS Mpu  3anycke
nporpamMMel, B npouecce ee paboTbl M nNpu  3aMeHe
JIMLLEH3MOHHOIO KJlo4eBOro daina);

napamMeTpbl MoAynei nporpamMMbl: CKaHepa, $iApa, BUPYCHbIX
6a3 (MHdopMaumsa 3aHOCUTCA MpW 3amycke NporpamMbl U Npu
06HOBNEHUN MOAayneit);

cooblieHne O HeaeMCcTBUTENbHOCTM JIMLEH3WMKU: OTCYTCTBUE
KnoyeBoro  chaiina, OTCYyTCTBME B  KIoyeBOoM  (paine
paspelleHnMsi Ha  WUCMOMb30BaHWe Moayned  MporpamMMbl,
NMueH3uns 3abnoknpoBaHa, HapyLueHne LLeNoCTHOCTH
KnoyeBoro daina (MHGopMauMs 3aHOCUTCS Mpu  3anycke
nporpamMmel 1 B npoLecce ee paboTbl);

coobLeHns 06 obHapy>xeHun BUPYCOB;

YBEOOM/EHVSI O 3aBepLUeHMM Cpoka AEeNCTBUS  JIMLEH3UM
(wHdbopMaums 3aHocutes 3a 30, 15, 7, 3, 2 u 1 pHen go
OKOHYaHus Cpoka).
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MpocMmoTp YKypHana perucrpaumm co6bITHi
onepauMoHHON CUCTEMbI

1.
2.

3.

OTKpOVITe MaHenb ynpaBsieHus OﬂepaLl,VIOHHOVI CUCTEMBDI.

Bbibepute paspen AAMMHUCTpUpoBaHue — [lpocMoTtp
Co6bITHIA.
B neBoii yactn okHa MpocMoTp Co6bITHMIT BbIGEpUTE MYHKT
MpunoxeHue. OTkpoeTcs CNNCOK cobbITUi,
3aperucTpuMpoBaHHbIX B XKYpHane  Mnonb30BaTesIbCKUMU
npunoXeHusiMu.  MCTOYHMKOM  coobLeHuit

aBnsercs npunoxeHne Dr.Web for Outlook.

7.3.2. TeKCTOBbIN YXypHaJl OT/IaAKH

B TekcToBbIN XXypHan OoT/laAKu 3aHOCUTCA cieaytoLllasa VIHd)OpMaLI,VIﬂ:

COOOLLEHNST O [EeNCTBUTENbHOCTU WAN HEeAEUCTBUTENBHOCTU
JIMLIEH3MUY;

coobueHns 06 obHapyXeHnn BUPYCOB;

coobLeHns 06 owmnbkax 3anucy unn YTeHus hainos, olnbkax
aHanusa apxvBoB UM GannoBs, 3alUMLLEHHbIX NApOseM;
napamMeTpbl MoAynei nporpamMMbl: CKaHepa, $i4pa, BUPYCHbIX
6as;

coobLueHns 06 3KCTPEeHHbIX OCTaHOBKaxX siApa NporpamMMmbl;
YBELIOMNIEHUS] O 3aBEPLUEHWU CPOKa AEWCTBUSI  JIMLIEH3UM
(wHdbopMaums 3aHocutes 3a 30, 15, 7, 3, 2 u 1 pgHen go
OKOHYaHWs CpoKa).

BeneHve TEKCTOBOro >XypHana MporpaMmMbl MPUBOAUT K CHUXEHMIO
6bICTPOAENCTBUSA  CUCTEMBI, MO3TOMY PEKOMEHAYETCS BK/IOYaTb
perucrpaumio cobblTUiA TONIbKO B Clly4ae BO3HWMKHOBEHMS OLUMBOK
paboTbl
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Hacrtpoiika perucrpaumm cobbiTui

1. Ha Bknagke AHTMBMpYC Dr.Web HaxxmuTe kHOMKy XKypHan.
OTKpOETCA OKHO HAacTpoeK XypHarna.
2. Bbibepute ypoBeHb getanusaumm (oT 0 Ao 5) ana 3anucu
cobbITUI:
e ypoBeHb 0 O3Ha4yaeT, 4YTO perucTpauust cobbiTuiA B
TEKCTOBOM XXypHase OTNafiku He BeAeTcs;
e YpOBeHb 5 COOTBETCTBYET MaKCUMasnbHOM AeTanu3aumu
PErncTpupyeMbiX COObITUIA.

Mo yMonuaHuio perncrpaumst CobbITUIM OTKIKYEHa.
3. 3apaiite MakcuMarnbHbli  pa3mep (B kunobanTtax) aina

XypHana.
4. HaxmuTe kHonky OK ans coxpaHeHust U3MeHeHu.

OkHO MXypHan [OCTYMHO TOMbKO MpW Hanuuuu y TMosb30BaTens
A ® & npaB aAMUHWUCTPATOpa CUCTEMBI.

MpocmoTp xxypHana cobbiTuii

[ns NpocMoTpa TEKCTOBOMO XypHasa COBbITUIA NPOrpaMMbl HaXXMUTE
kHonky [MMokasaTb B nanke. OTKPOETCs KaTanor, B KOTOPOM
XPaHWUTCSI XXypHas.
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CTaTuCcTuUKa NnpoBepKun

B noutoBom npwunoxenun Microsoft Outlook B pasgene CepBuc —
MapameTpbl — Bknagka AHTMBMpYC Dr.Web (ans Microsoft
Outlook 2010 B pa3gene ®ain — Mapametrpbl —» HapcTpoikm
Heobxoaumo BblbpaTb MoAynb W HaxaTb
kHonky MMapameTpbl HaACTPONKM) COAEPXMUTCS CTaTUCTMYeCKas
uHdopmMaums o6 obliem konumuectBe O6BLEKTOB, MPOBEPEHHBLIX W
06paboTaHHbIX NporpamMMon.

O6bekTbl pPasnenaTca Ha cneayrowne Kateropuun:

MpoBepeHo — oblLee KONNYECTBO NPOBEPEHHLIX MUCEM;
MHdMUMpOBaHHBIX — KONMMYECTBO NWCEM, coAepXallue
BUPYChbI;

Mopo3puTenbHbIX — KOIMYECTBO MUCEM, NPEANONOKXUTENBHO
3apaXeHHblX  BUpycoM  (cpabaTbiBaHWe  3BPUCTUYECKOrO
aHanusaTtopa);

Bbl1eYEeHO — KONIMYEeCTBO O6BEKTOB, YCMELWHO BblfeYEeHHbIX
nporpammonu;

HenpoBepeHHbIX — KOMMYECTBO 0ObLEKTOB, MNpoBepka
KOTOpPbIX HEBO3MOXHa WM MpW NMPOBEpPKE KOTOPbIX BO3HWKIU
owwnbku;

UYuCTbIX — KONIMYECTBO MUCEM, HE COAEPXALUMX BPEAOHOCHbIX
06BeKToB.

3aTeM YyKa3blBaeTCs KOMMYECTBO O6LEKTOB, K KOTOpbIM 6binn
NpUMeHeHbI AeNCTBUS:

MepeMelweHO — KOIMYECTBO 06bEeKTOoB, NepeMELLEHHbIX B
7

YpaneHo — KonnyecTso 06'bEKTOB, YAOaneHHbIX U3 CUCTEMbI;

MponyweHo — KOAMYECTBO O6BLEKTOB, MNPOMYLUEHHbLIX 6€e3
MU3MEHEHWI.
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7. Dr.Web ansa Outlook

Mo YMOSTHaHUIO CTaTuCTMKa CoXpaHsieTcs B daine
drwebforoutlook.stat, koTopbli  HaxoguTca B KaTanore %
USERPROFILE%\DoctorWeb (8 Windows 7, C:\Users\<ums
nonb3oeamensi>\DoctorWeb).

®ann cratuctukn  drwebforoutlook.stat Begetcs oTaenbHoO ans
A= 4 KaXXOOro nMonb3oBaTens cUcTeMmbl.
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8. bpanamayap Dr.Web

npeaHasHavyeH Ansa  3aluTbl  BalEro
KOMMNbOTEPA OT  HECAHKUMOHUMPOBAHHOroO  A0CTyna U3BHE U
NPeAOTBPALLEHNUA YTEUKN BaXXHbIX AdHHbIX MO CETU. STOT KOMMOHEHT
NO3BOJIAET BaM KOHTPONIMPOBATb NOAKIIOYEHME N NEpEAaYy AaHHbIX
no cemn MHTepHET n 6)'IOKMpOBaTb noao3puTesbHblE COEAUHEHUA Ha
YPOBHE MaKeETOB U I'IpW'IO)KeHMl\;I.

NPEAOCTABNAET BaM Cieayowme npenmyLlecrea:

KOHTPOSIb M unbTpauMsi BCEro BXOASILEro WM UCXOASLLEro
Tpadvka;

KOHTPOJIb NMOAK/OUEHNS] HA YPOBHE NPUNOXEHNN;

vnbTpaums NakeToB Ha CETEBOM YPOBHE;

6bICTpOe NepekoyeHne Mexzay Habopamu npasu;
perncTpaumsi CobbITUN.
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8.1. ObyueHue bpaHamayspa

Mocne ycTaHoBKM BpaHpMayspa HEKOTOpoe BpeMsi B npolecce
Bawel paboTbl 33 KOMMbIOTEPOM  MpPOWM3BOAMTCS  OBy4yeHue
nporpammbl. Mpu 06HAPYXEHUM MOMbITKM CO CTOPOHbI OMNEPALIMOHHOM
CUCTEMbI UNW MOJIb30BATENBCKUX MPUSIOXKEHUI NOAKIIOUNTLCS K CETH
Bpanamaysp npoBepsieT, 3adaHbl M AN 3TUX NporpaMM npasuna
dunbTpaumM, U, ecAM  MNpaBuna  OTCYTCTBYIOT,  BblBOAUT
COOTBETCTBYIOLLEE MNpeaynpexaeHume:

Y¥eegomnenne bpangmayzpa DriWeb

Notepad++ : a free (GNU) source code editor

BpaHamaysp Dr.\Web ofHapysin nonbITky A0CTYNa K CeTH

Mpunoskerme g Motepad++ : a free (GNU) source code editor
MyTb K NPMAGKEHHIO: C:\Program Files\Notepad ++Ynotepad++.exe
Lindposas noanmcs: # Hemssecten

VAENEHHEIR aapec: tep:ff216,34,181.59 (downloads. sourceforge.net)
Moprt: 80 (www-http)

Hanpasnenue: WoxoaAwee

A BHumarmne:
= - OTcyTCTEYET CODTEETCTEYIOWES CETES0E NPABMN0 ANA NPHNOXEHUA

N Mpu paboTe noa orpaHuyeHHOW YydyeTHoW 3anmucbto  (FocTb)
ﬁ Bpanpamaysp Dr.Web He BblgaeT nonb30BaTento npeaynpexaeHuns
0 nonbITKax Aoctyna k cetu. MpeaynpexaeHns 6yayT BblaaBaTbCs
nof Y4YeTHOM 3anmucbio C NpaBaMu aAMUHUCTPaTOpa, €M Takast

ceccus akTMBHa OAHOBPEMEHHO C rOCTEBOM.
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O6paboTka coo6LeHni

1. Mpw o6Hapy>XeHWUM NOMbITKW MOAK/IOYEHUS K CETU CO CTOPOHBI
MPUSIOXKEHWMS!, 03HAKOMBTECH CO Cneaytolelt nHdopMaumeit:

MpunoxeHve

MyTb K
MPUIIOKEHNIO

Lindpposas noanuco

LleneBoit agpec

Mopt

Hanpasnexune

HanmeHoBaHMe nporpamMmbl.  YAOCTOBEPLTECH, YTO
MyTb K HEMy, YKasaHHbli B mnone [MyTb Kk
MPUI0XKEHMIO, COOTBETCTBYET NpaBuIbHOMY

pacrosioXXEHUIO MPOrpaMMbi.

TMOMHBINM MyTb K UCMONHAEMOMY haiisly NPUITOXKEHUS U
€ro umsi.

LincpoBas noanvcb NpUNOXeHUS.

TMpOTOKON M aApec XocTa, K KOTOPOMy COBEpLIAeTca
MonbITKa MOAKHOYEHUS.

Mopt, no
MOAKMOYEHWS.

KOTOPOMY  COBEpLUAETCS  MOMbITKA

Twun coeanHeHns.

2. anIMVITe peweHne o I'IOﬂ,XOﬂ,FILIJ,eVI ana  AaHHOro cnydasd

onepaunm n Bbl6epVITe COOTBETCTBYIOLLEE LENCTBUE B HUKHEN
4acCTu OKHa:

& Epangmayap Dr.Web

Notepad++ : a free (GNU) source code editor

OfHaPyHeHe! MPOBREMs! MPH MOMBITKE CETEBOra AOCTYME

OTcyTcTBYET COOTBETCTBY ceTeBoe np ana ny fmi

Bl MOETE PA3PELLMTS, SEMPETHTS Wk 0CoBiM OBPAS0M HACTPOUTL CeTEBaM AGCTYN ANS MpHAGHEHMS, [ns
37010 NG BLIGEPHTE OAHO 13 NIPEAYCTAHOBIEHrH5IX IPAGHA, G0 COSRANTE C50E MPSEANG ATA MPHNGIEHHR.

[ Motepad++ : a free (GNU) source code editor
C:\Program Files\Notepad ++inotepad + +exe

Mpunoskerive
YT K MPHACREHIIO:
Lndposas noanvce: # Hemsoecren

Anpec: tcp:/216.34. 181,59 (downloads.sourceforge.net)
Mopr: 30 (www-http)

Harpasnenie: Vcxoasues

(@ MpumerTe NpeayCTaHOBNEHHOE NPaBHO

[Pazpewume npu e Ha nopT 80 (www-hitp) -

ceTeBbiE

() CosaaTs cs0e npasuno

o< | omew |
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e yTO6bI OAHOKPATHO 6NOKMPOBaTL AAHHOE MOAKIIOYEHNE,
BblbepuTe AeCTBME 3anpeTUuTb OAHOKPATHO;

e yTO6bl OAHOKPATHO MO3BONUTL MPUNOXKEHUIO AAHHOE
noaktoueHve,  BblbepuTe  geiictBue  PaspewwmuTb
OAHOKPAaTHO;

e yTobbl nepeiitTy Kk ¢oOpMe  CO34aHWs  MpaBwna
dbunbTpaumm, BbibepuTe felicteue Co3AaTb NMpaBuUIIo.
OTKpOETCS OKHO, B KOTOPOM Bbl MOXeTe nnbo BbIGpaTb
rpeaycTaHOB/IEHHOE NpaBwuio, JIBO BpyYHYK CO3aaTh
MpaBUIO ANs NPUIIOKEHWN.

3. Haxmute kHonky OK. BpaHamaysp BbINOMHUT YKA3aHHYLO
BaMM onepaumio, N OKHO onoBeLLeHus ByaeT 3akpbITo.

i' ! i [nsa co3paHuns npasun HeobxoanMbI npaBa aAMUHUCTPATOpa.

B cnyyasx, korga nporpaMMa, OCYLLUECTBASIIOWAS  MOMbITKY
MOAKIOYEHNs, yxe u3BecTHa Bpanamayspy (To ecTb AN Hee
3afjaHbl  npaBwna  GunbTpauuu), HO  3anyckaeTcs  ApYyruMm
HEW3BECTHbIM MPUSIOXKEHNEM (poanTenbCkmMM npoLeccom),
BpaHamaysp BbIBOAUT COOTBETCTBYOLLEE NpeaynpexaeHue:

Yeepomnerne bpanamayapa Dr.Web
@ nslookup
BpaHamaysp Dr.\Web obHapyin noneimky 4ocTyna K ceTh
MpunoseHne 3‘1 nslockup
MyTb K NPUAGHKEHIIO: C:\Windows\System32nslookup.exe
Lndposan noanmcs: 4 Microsoft Windows Verification PCA
¥aaneHHeNn agpec: udp:/(10.0.0.235 (dc.i.drweb.ru)
MopT: 53 (domain)
Hanpasnerme: Wcxopawee
s BHUuMaEHME
= -CeTeB0E MDUNOKEHAE SAMYLLEHO HEMSBECTHBIM NPOLIECCOM

3anpeTUTb OAHOKPATHO PaspewnTs 0AHOKPATHO
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MpaBuna gna poauTeNnbCKUX NPOLLECCOB

1. Tlpu obHapy>XeHUM NOMbITKN NOAK/IIOYEHUS K CETU CO CTOPOHbI
NPWIOXEHMS!, 3anyLeHHOro HemsBecTHon anst BpaHamayspa
NpOorpaMMoM, 03HaKOMbTECh C MHOPMaLMeEN 06 UCMOMHSIEMOM
(haiine poanTenbCKON NporpamMMmbi.

2. Korga Bbl MpuMeTe pelleHne O MOoAXOoAsWen Ans AaHHOro
cnyyasl ornepauuu, BbLINOMHUTE OAHO W3 Cleadylowmi
NEeACTBUI:

e YyTOGbl  OAHOKPATHO  6/IOKMPOBATb  MOAKOYEHME
NPUIOXKEHMS K CETU, HAXXMUTE KHOMKY 3anpeTUTb;

e YyTOO6HI OOHOKPaTHO Nno3BoNUTb NPUIOXKEHMIO
NOAKIOUYUTLCS K CETU, HAXXKMUTE KHOMKY PaspelumTb;

e YTOGbLI CO3aaTh NpaBuIo, HaxxmMmTe Co3aaTbh NPaBUIIO U
B  OTKpbIBLIEMCS  OKHE  3ajanWTe  HeobxoauMble
HACTPOWVKM A/ pOAUTENLCKOro MpoLecca.

& Epangmayap Dr.Web =

@ nslooku,
-4 P

OfHaPyHeHe! MPOBREMs! MPH MOMBITKE CETEBOra AOCTYME

CeTeBoe NPUAOKEHHE JANYWEHO HEH3IBECTHLIM NPOLECCOM vl

ECnM Bbl He YBEPEHb! B TOM, 4TO MPMNOKERMIO HEOBX0AMMO 38MYCKaTE CETEBLIE NPOLIECCHI, 3aMPETHTE TaKyio
BO3MONHOCTE ANA MPUNOKEHHS

Orucarise Paspewuts  BrokWposaTs Mspatens  MyTs

B8 Windows Command Processor @ @ & Vicrosof,.. C:\Windows\System32\emd.exe

3. BpaHpamaysp BbINOMHWT YKa3aHHYIO BaMW OMepaumio, U OKHO
oroBeLleHnst 6yAeT 3aKpbITO.
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Takke BO3MOXHa CUTyauusa, npu KOTOpOVI HENU3BECTHOE MPUIOXEHNE
3anyCcKaeTcqa ApyrmM HEU3BECTHbIM MPUNOXEHMNEM, B TaKOM Ciy4dae B
npeaynpexaeHnn 6yp,eT BbIBEA€HA COOTBETCTBYOLLAA VIH(bOpMaLl,VIFI n
npu Bbl60pe Co3paTtb NpPaBUJ1I0 OTKPOETCA OKHO, B KOTOPOM Bbl
MOXETE HaCTpoOUTb nNnpaBuNa KakK Aansa I'IpVIJ'IO)KeHVIVI, Tak " ansa
pPoAUTENBCKUX NPOLLECCOB:

@ Bpanamayap DrWeb
GUP : afree (LGPL) Generic Updater
OfHapyeHs NPofineNs! NPy NOMLITKE CETEBOr0 A0CTYNa
OTcyTCTBYET CooTBE y ceTeBoe nj anAa ny ..:..
Biol MOMETE PASPELUTY, 3AMPETHTE WA 0coBkin 0BPa30M HACTPOMTE CETEB0/ A0CTYN AR NpUAGKeHIa, Ans
5TOr0 M4B0 BHIBEPHTE DAHO W3 MPEAYCTAHOBNEHHSIX MPABHA, NMBO COSAAATE CEOS NPASWND AN NPUACKEHAR.
(@ MpHMEHWTE NPEAYCTAHOENEHHOS NPABMAG
[Pazpewme npu ceTease 1 i nopT 80 (www-http) -
(7) CosaaTh cB0E NpasHno
CeTepoe npH WAL HEIM Np
ECi 5b1 HE YBEPEHS! B TOM, 4TO MPMNOXEHIC HEOBXOMMO SaMYCKaTS CETEBLIE NPOLECChI, SMPETHTE Takylo
BO3MOXHOCTS ANA NPUNOXKEHUA
Onucarie Paspewwrs  Brovposams  Mszatens My
= Notepad--+ - a free (GNU) sourcs code editor @ @ $ Hewseec... C:\Program Files\Not
O i ] v
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8.2. YnpasneHue bpaHngmay3apom

BpaHamaysp  yCTaHaBNMBaeTCs  KaK  KOMMOHEHT  CETEBOro
MOAK/IOYEHNS M 3amyckaeTcsl aBTOMaTMUYecKM MNpu  3arpyske
orepaumoHHoi cucTeMbl. Mpu HEOBXOAMMOCTY Bbl MOXETE BPEMEHHO
npuocTaHoBUTL paboTy BpaHamMayspa, NPOCMOTPETb CTaTUMCTUKY
(DUNbTPaLMM U U3MEHWUTL HACTPOWKM MPOrpamMMbl.

& Mocne OTKPbITUSI CeccMn MNop OrpaHUYEHHOM YYETHOW  3amnucbio
ﬂ (Foctb) Bpanpmayap BblgaeT coobuieHne 06 owmbke goctyna. Mpu
3ToM B MeHo SplIDer Agent coctosHve bBpanamayspa
oTobpaXxkaeTcsl Kak HeakTuBHoe. OfHako BpaHpamaysp BK/IOYEH U
paboTaeT B COOTBETCTBMM C HACTPOMKaMM MO YMOSYAHUKO WU C
HacTpolkaMu, 3afiaHHbIMW paHee B aAMUHUCTPATUBHOM peXxuMe.

OcCHOBHble CpPeACTBa HACTPOWKM W ynpaBneHust BpaHpmayspom
cocpefoToyeHb! B noagMeHio BpaHamMayap MeHio SpIDer Agent:

O nporpamme
3apErucTpUpPOBaTE TMLIEHINHD
Meii Dr.Web

Cnpaoka

@ SplDer Guard 2
E SplDer Mail

¢ CTaTncTuKa

Hacrpoiikmn

CraHep

WHETpyMEHTEI 3

OTentounTe

Mone30BATENBCKNIA PEXKMI

MoameHio BpaHaMayap BK/OYAET CeaytoLme NyHKTbI:

Cratucruka OTKpbIBAET OKHO, coaepxallee cBefeHns 06 0bpaboTaHHbIX
BpaHaMay3poM cobbITUsIX.
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HacTpoiku [JaHHbIi MyHKT HEAOCTYMNEH B M10/1b30BATE/ILCKOM PEXUME.

MpenocTaBnseT AOCTYN K OCHOBHOM YacTu HacTpamBaeMblX
napameTpos BpaHamayapa.

BoccraHoBuUTb rnapameTpbl paboTbl Nporpammsl,
UCnonb3yeMble MO YMOSIYaHWIO, @ TakKe 3KCMOPTMPOBATb
WM MMMOPTMPOBaTb  HAcTpOMKM  Bbl  MOXeETe B
OCHOBHbIX HacTporkax mporpaMmbl AHTMBMpYC Dr.Web.
Ona 3toro B pa3gene C6poOC HACTPOEK HaxmuTe
COOTBETCTBYHIOLLYIO KHOMKY.

OTKOUNTL/ [JaHHbIi MyHKT HEAOCTYMNEH B M10/1b30BATE/ILCKOM PEXUME.

3anyctuTb
Mo3BONSIET BPEMEHHO OTKIOYMTL WM 3aHOBO 3anyCTUTb

MEXCETEBOW 3KpaH.

MyHKT 3anyCTUTb MOSIBNSETCA B MEHIO B TOM C/lyyae, Koraa
pabota bpanamayspa 6bl1a NpUOCTaHOBIIEHA.

BpeMeHHoe oTkNnoueHne bpanamayapa

Bbl MOXxeTe BPEMEHHO OTKJIOYaTb MEXCETEBOM 3KpaH.

OTknroueHue pyHkUM bpangmayaspa

[laHHOe [eiCTBME HEBO3MOXHO B 10/1b30BaTE/ILCKOM pexunme.

MpuberaiiTe K 3TOV BO3MOXXHOCTU C OCTOPOXHOCTbIO.

1. OrtkpoiiTe MeHio SpIDer Agent &
2. B noagmeHio BpaHaMayap BbibepuTe NyHKT OTKAIOUMUTD.

N Mpn  oTkmOYeHUn Bpanpmayspa  3anpawwuBsaetcs Koa
ﬂ NOATBEPXAEHWUS UM maponb (ecm B pasgene Camosawmta
OCHOBHbIX HacTpoek  nporpammbl  AHTMBMpPYC Dr.Web  Bbl
yCTaHOBUNM hnaxxok 3awmiaTtb naponem HacTtpoiiku Dr.Web).
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BoccraHoBneHue pyHkumii BpaHamayaspa

1. OTkpoWiTe MeHo -
2. B noameHio BpaHaMmayap BbibepuTe NyHKT 3anyCTUTb.
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8.3. HacTpoitka BpaHngmay3pa

HaCFpOl)'IKM bpaHamayapa HEAOCTYMNMHbl B [10/Ib30BaTE/IbCKOM

A rove.

[nsa Havana paboTbl ¢ Bpanamayspom HeobXxoaMMo:
e BLIOPaThL peXxuM PaboTLl MPOrpaMMmbl;
e HACTPOWTL CMUCOK aBTOPU30BAHHbIX MPUIOXKEHWI.

Mo ymonuaHuio Bpanpgmaysp paboTaer B pexuve obyueHus. Tpu
3TOM BHE 3aBMCMMOCTM OT pexuMma paboTbl MpPOM3BOAMTCS
pEerucTpaLms cobbITUi.

B cnyyae BO3HWMKHOBEHWsI npobneM C  O6WMM  [JOCTYrMOM K
‘g'-!ﬂ NoaKItoueHnto VIHTepHeTa (T. e. 6rokupyetcs focTyn B WHTEpHET ¢
KOMIMbIOTEPOB, MOAK/IHOYEHHBIX K Y3/I0BOMY), HAacTpOMTE Ha y3/10BOM
KOMMbIOTEpE MPaBWIo [/1s NakeTHoro duibTpa, paspeluarollee Bce
nakeTbl U3 NMOACETM, COMMACHO BaLUUM JI0Ka/IbHbIM HACTPOMKaM.

OCHOBHble CpeCTBa HAaCTPOMKM U yMpaB/ieHUsl ceTeBbiM (GUIbLTPOM
bpanpgmaysp Dr.Web cocpepnotoyeHsl B noaMeHio Bpangmayap
MeHio SpIDer Agent. HacTpoiviku BpaHpmayspa No yMOMYaHuio
ABNSAOTCA ONTUManbHbIMU AN GONbLWMHCTBA MPUMEHEHUIA, MX He
cnegyet U3MeHsTb 6e3 HeobxoaUMOCTH.

Hacrpoiika cereBoro cmnbrpa

1. Otkpovite MeHio SpIDer Agent &

2. B noameHio BpaHamayap Bbibepute nyHKT HacTpoikm.
OTkpoeTrcs  BkIagka bBbpaHgMayap OkHa  HacTpoek
nporpammbl AuTueupyc Dr.Web, copepxallas cneayiowpe
pa3pensl:

e pazgen [1puiokeHns, B KOTOPOM 3afaloTcs napaMeTpbl
unbTpaumm Ha ypoBHE NPUMOXKEHUH;

e pasgen VHtepdelickl, B KOTOPOM 3ajaloTcsl napaMeTpbl
unbTpaumm Ha ypoBHe CETEBbIX MaKeToB;
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e pasgen [onosHuTeNLHO, B KOTOPOM 3a4aeTcsl pexuMm
paboTbl Bpanamayspa.
3. BHecute HeobxoguMmble  M3MeHeHus.  [ns  nony4deHus
MHGhOPMaUMM O HaCTPOWKaX, Pacro/IOXEHHbIX B pasfere,
HaXXMUTE Ha cCbiky CnpaBka.

4. Tlo OKOHYaHuu PE€OAKTUPOBAHNA HACTPOEK HaXMWUTE KHOMKY
OK ans COXpaHEHUA BHECEHHbIX M3MEHEHUN WU KHOMKY
OTMeHMTb /15 0TKa3a OT HUX.

8.3.1. Paszpen MNpunoxeHuna

®unbTpauns Ha ypoBHE MPWIOXKEHUN MO3BOJISIET KOHTPOSMPOBATH
[OCTYN KOHKPETHbIX MPOrpaMM M MPOLIECCOB K CETEBLIM pecypcam, a
TaKKe paspeluTb UK 3anpeTuTb 3TUM NPUNOXKEHNUSIM 3amycK Apyrux
npoueccoB. Bbl  MoxeTe 3ajaBaTb  MpaBWna  kKak  Aand
Mo/b30BaTENbCKUX, TaK U A4St CUCTEMHBIX NMPUIOXKEHW.

& Hactpoiiku ===
OcHoBHele  SpiDer Mail  SpiDer Guard  [SERLIYEVET]

+ Mpunoxexna Mpunoxerne L3 [ [ MyTs ol
WhTeptheiice &) PicPick 2! v C:\Program Files (x86)\PicPi...
[lononHATenkHo [ Local Secur... = v C\Windows\System32\lsass....

[ Windows St... :=! v | C:\Windows\System32wininit....

[ Windows Ses... v & C\Windows\System32\smss.... L
[ Windows Upd... v & C:\Windows\System32wuau... 1
[ Windows Pro.... = v v C\Windows\System32\wer. .

[=7 Services and ... :=| v v C\Windows\System32\senic. ..

= Windows Expl... & v C\Windows\explorer exe

B Windows Log & v C\Windows\System32\winlog. .. M
=5 WUHEA0-Win_ . & v C:\Windows\SoftwareDistributi._

[=5] Userinit Log... & v C\Windows\System32\seri. .

£ picpick_instexe v C\Userstester\Desktop\picpi...

[ ianrenr m LAV ind TamellE12007 + A%

Coapars. MamenuTs Konupogarts Yaanute
Cnpaeka OK OTmeHnTs
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' [ns kaxaoli mporpaMMbl MOXeT 6biTb He 6oniee OHOro Habopa
A= % npasun punbTpaumm.

B paHHOM pasgene Bbl MOxeTe (OPMMPOBaTb Habopbl  MpaBusl
dunsTpauyn, co3faBasl HOBble, pedaKTVpysl CyLIeCTBYHOLIME WK
ynanss HEHY>XHble npasuna. MpunoxeHve  OAHO3HAYHO
uaeHTUdUUMpPYETCS MOMHBIM MyTeM K ucnonHsemomy danny. Ans
yKa3aHus sigpa onepaunoHHon cuctemsl Microsoft Windows (npouecc
system, pans KOTOpOro HeET COOTBETCTBYIOLIErO MCMOSHAEMOro
¢ainna) ucnonbayetcs uMst SYSTEM.

Ecnu daiin npunoxeHus, Ans kOTOporo 6bi10 CO34aHO MpaBuio,

r '! % u3MeHwuncs (HanpuMmep, O6bIO0  yCTQHOBNEHO OOHOBMEHWE), TO
BpaHpamMaysp npeanoXuT MOATBEPAWTb, UYTO MPUIOXKEHWE MOXET
obpaLLaTbCs K CEeTEBLIM pecypcaMm.

dopMmupoBaHue Habopa npaBun

[na dhopMupoBaHus Habopa NpaBu BbIMNOMHUTE OAHO U3 CrieaytoLWmiA
[encTBum:

e yTOObl CO3maTb Habop npaBun AN HOBOW MpOrpaMMbl,
HaxMuTe KHorky Co3paTb;

e yTOObI OTpefaKTMpOBaTb CyLLECTBYWOWMA Habop npaswn,
BblbepuTe ero B CNMCKE U HaXMWUTE KHONKY U3MeHUTb;

e yTobbl A06aBWMTL KOMMIO CyllecTsylowlero Habopa npaswn,
HaxxmuTe kHonky KonmpoBatb. Konusa pobasnserca noa
Bbl6paHHbLIM HabopoMm;

e yTObbl ydanuTb BCe MpaBuna ANS NporpaMmbl, BblbepuTe
COOTBETCTBYIOWMIA HAbop B CNWCKE W HAXMUTE KHOMKY
Ypanurto.

Ecnv Bbl co3ganu Grokvpylollee MpaBunio i npouecca  Wiu
ale yCTaHOBUNM pexvM BroKMpoBaTb HEM3BECTHbIE COEAMHEHUS B
pasgene [onofHUTENLHO, @ MOTOM  OTKIOUMAM  GrIoKMpytoLLee
MpaBuio0 WM U3MEHWIU pexuM paboTbl, 6rnokupoBka 6GyaeT
[eliCTBOBaTb [0 MOBTOPHOW MOMbITKM YCTaHOBUTb COEAMHEHUE,
VHMLMMPOBAHHOWM CaMu1M MPOLIECCOM.
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MpaBuna gns NpuaoXKeHNH

B okHe Co3spaHue HoOBOro Habopa npaBun ANA NPUIOXKEHUA
(v PepakTupoBaHue Habopa npaBwun) Bbl MOXETE HACTPOUTb
[OCTYN MPUNOXEHNS K CETEBLIM pecypcaM, a TakxKe 3anpeTuTb Mu
paspeLunTb 3anyck ApYrux NpUnoXKeHWi.

[nsa poctyna K 3TOMy OKHy B BblbepuTe
pazgen MpunoxxeHus 1 HaxmuTe kHonky Co3maTtb MK BbibepuTe
MPUSIOXKEHWE U HAXXMUTE KHOMKY U3MEHUTD.

& PesakTposanue HaBopa npaswn gna C:\Program Files (x86)\Adobe\Reader 11.0\Reader\... @

Yramkute fafin unu npoygcc, ANA KOTOPOro CO3AAETCA CETEBOE NPaBUNO:
C:\Program Files (x86)\Adobe\Reader 11.0\ReadertAcroRd32 exe OBaop... ~

3EI'IpELLIl-1EIETI:| NOATEEQHOEHWE B CNyYae W3MEHEHWA obbekTa (pEKDMEH,D,yETCH}

i 3anyck ceTeBLX NPUNOHEHWI:

Paapewnts -

2 [locTyn K CeTeBeIM peCypCam:

Ocobeii -

Brnwoueno [efictene MmA npae.... Tun coeq,. .. Onucanue
Paapewars. .. tepd /T —_. Mexopaw, .. Auto-rule
Paspewarts... tepdofi® - Mexopaw,...  Auto-rule

0
¥
Coanate... H MameHnTs. ‘ I Konupoeatke ‘ I Yoanute ‘

Cnpaeka OK OTMEHUTE
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Mpu pabote B , Bbl MOXETe WHWLMMPOBATb
CO3AaHue TMpaBwfia HENoCcpeaCcTBEHHO M3 OKHA OMOBELWEHWs O
MonbITKE HECAHKLIMOHUPOBAHHOIO MOAK/OYEHUS.

3anyck Apyrux npuiaoXKeHum

YTo6bl paspewwuTb WK 3amnpeTuTb MPUIOXKEHWIO 3amyckaTb Apyrue
MpPUIOXKEHWs,, B  BbiMajaloweM crnuMcke 3anyck  CceTeBbIX
NpUNOXKEHUN BbibepuTe:

e Pazpewartb, u4TOObl paspewwmnTb TMPUIOXKEHWIO 3anycKaTb
rpoLecchl;

e 3anpewartb, 4TO6bl 3aMPETUTb MPWIOXKEHUIO 3anycKaTb
rpoLecch;

e He 3apaHo. B 3TOM cfiyyae Ha 3TO TNpuioxeHwe 6yayT
pacnpoCTpaHsiTbC  HACTPOWKKM  BblGpaHHOMo

[ocTyn K ceTeBbIM pecypcam

1. BblbepuTe TMN AOCTYNa K CETEBLIM pecypcam:
e Paspewatb Bce — Bce CcOeAnHEHUs NpunoxeHus 6yayT
paspeLueHbl;
e 3anpewatb BCe€ — BCE COEAVMHEHWS MPUIOXKEHUS
3anpelLLeHbl;
e He 3apaHo. B 3TOM cniyyae Ha 3TO npwioxeHue 6yayT
pacnpocTpaHsaTbCsl  HAaCTPOMKM  BbIOpaHHOMO

e OCO6bIi — B 3TOM peXuMe Bbl MOXETe co3AaTb Habop
npaBun, paspeLlallmx UK 3anpeLLaoLinx Te Uim UHble
COEAMHEHUS MPUITOXKEHUS.

2. Ecnm 6bin BblibpaH OCO6bIN pexuM A0CTyna K CETEBbIM
pecypcaM, TO HWXe oTobpasutcsa Tabnuua ¢ uHdbopMaumei o
Habope npaBwn Ans AaHHOTO MPUIIOXKEHUS.

MapameTp OnucaHme

BkntoyeHo CocrosiHue npasuna.
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[OeiictBre YKa3blBaeT Ha [EeNCTBUE, BbIMOJIHAEMOE
BpanaMayspoM  Mpu  MOMbITKE  MPOrpamMMbl
NOAKNKUNUTLCS K ceTU VIHTEpHET:

o BnokuMpoBaTb MNakKeTbl — 6/10KMPOBaTh
MOMbITKY NMOAKIOYEHNS;

o Paspewartb nakeTbl —  paspewuTb
NOAKITIOYEHME.

Wmsa npasuna Ha3BaHue npasuna.

Tun YKa3blBaeT Ha MHULMATOpa MOAKIIOYEHWS:

Gl o Bxopsiee — NpaBUsIO MPUMEHSIETCS, ecri

VHWLMWPYETCS MOAKIIOYEHNE U3 CETU K
NporpaMMe Ha BalleM KOMMbIOTEPE;

o Mcxopswee — npaBuIO MPUMEHSIETCS,
€C/IM NOAKTIYEHNE UHULMMPYET MporpaMMa
Ha BalleM KOMIMbIOTEpE;

e JIlob0oe — npaBUIO MPUMEHSIETCS BHE
3aBUCMMOCTM  OT TOTO, KTO SIBNISIETCS
VHMLIMATOPOM MNOAKIIIOYEHMUSI.

OnucaHune [onb3o0BaTenibCckoe onvcaHne npasusa.

3. Mpy HeobXoAMMOCTV OTPeAaKTUPYMTE npesyCcTaHOBAEHHLIN
WM co3faliTe HOBbIV HABGOP NpaBws ANSt MPUNOXKEHUS:

e yTo6bl [06aBUTL HOBOE MNPABWIO, HAKMUTE KHOMKY
Cozpartb. NpaBuno gobasnseTcs B KOHeL, CNUCKa;

e YyTObHI OTpEeaAaKTUPOBaTb Bbl6paHHO€ npaBuio, HaXXMuUTe
KHOMKY U3MeHUTDb;

e yTO6bl 406ABUTL KOMUIO BLIGPAHHOTO MpaBWfa, HaXMUTE
kHonky KonmpoBaTtb. Konusi pobasnsercsa nocne
BblGpaHHOro Npaewna;

e YTOGbl YAanuTb BbIOpaHHOE NPaBWMO, HAXMUTE KHOMKY
Ypanutb.

4. Ecnm Bbl Bblbpanu co3gaHve HOBOMO WM peaakTupoBaHue
CYLLECTBYIOIWLEr0 MpaBWfia, HacTPOUTE ero napameTpbl B
0TO6pasmBLIEMCS OKHE.

5. Mo okoHYaHuM pepakTMpoBaHMs Habopa NpaBWn HaXMuTe
KHoOMKy OK ans coxpaHeHWsl BHECEHHbIX WM3MEHEHWI WU Ha
KHOMKY OTME@HMUTb 4151 0TKa3a OT U3MEHEHUI.
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Hacrtpolika napameTpoB npaBuia

MpaBuna wWNbTPaUMM PerynupyloT CeTeBOE  B3aUMOAEWCTBUE
nporpamMMbl C KOHKPETHBIMM XOCTaMu CETW.

@ C HOBOr0 NpaBitna 4n mp

Obmee

WmA npasuna: ||/1MF| npasuna

Onuncanue: Onucaxue npaeuna

DeiicTane: BrokupoEare naketsl ¥ Coctoauue: | AKTUBHD
Tun coennHEHNA: HypHannpoeanue: | Beiknouewo

I I ol 4

Hactpoikun npaeuna

NokaneHeni agpec TNMokaneHeii nopt
1P al ~ || nioson MioGoit -

TCP & UDP v

CnpaBka OK ] [ OTMEHNTE

Co3paHue npaBuna

1. 3apaiiTe cneaylolme napameTpbl Npaeuna:

O6uiee
Wma npasuna MM co3gaBaemMoro/peaakTnpyemMoro npasuna.
OnucaHune KpaTkoe onucaHue npaswna.

[eiictBue YKka3blBaeT Ha [IENCTBUE, BbINOJIHAEMOE
BpaHaMayspoM MNpu  MOMbITKE  MpOrpamMMbl
NOAK/IOUNTLCA K CETU UHTEpHET:

o BnokuMpoBaTb nakeTbl — 6/10KMPOBaTh
MOMbITKY NMOAKIOYEHNS;
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e Paspewatb makeTbl —  paspewunTb
NOAKIIIOYEHME.,
CocTosiHne CocTosiHue npasuna:
e AKTMBHO — MPaBW/Io0 NPUMEHSIETCS;

e HeakTMBHO — MpaBWIO BpEMEHHO He
NpPUMEHSIETCS.

Twun MNH1umaTop noaknoveHuns:

Gl o Bxopsiiee — NpaBuio MPUMEHSIETCS, ecr

WHULUMUPYETCA MOAK/OYEHNE U3 CeTU K
nporpaMMe Ha BalleM KOMMbIOTEPE;

o HMcxopsuee — NpaBusio NPUMEHSIETCS], €C/IU
MOAK/IOYEHNE MHULMKMPYET MporpaMMa Ha
BaLLEM KOMMbIOTEPE;

o Jlroboe - mpaBW/IO MNPUMEHSETCH BHE
3aBWCMMOCTM  OT TOro, KTO SIBASIETCS
VHULMATOPOM MOAKITHOYEHNSI.

Hacrpoiiku npaBuna

MpoTtokon [poTOKO/IbI CETEBOr0 Y TPAHCMOPTHOMO YPOBHS, MO
KOTOPbIM OCYLUECTBJISIETCS MOAKITIOYEHNE.,

MoA#epXMBAIOTCA CIeayHoLMe NPOTOKO bl CETEBOrO
YPOBHS:

o IPv4;
o IPV6;
o IP all — npotokon IP no6oii Bepcuu.

MoanepxvBatoTCs cnegyoume MPOTOKOJIb
TPaHCMOPTHOO YPOBHS:

o TCP;

o UDP;

e TCP & UDP - npotokon TCP unu UDP;
e RAW.
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Bxogswuumii/ IP-agpec ypaneHHoOro xocra, Yy4acTByHOLIEro B

Vcxopsiwmn NoAKMtoYeHnn. Bbl  MOXeTe  ykasblBaTb  Kak

agpec KOHKPETHbIM agpec (PaBeH), Tak M AvanasoH
agpecoB (B puana3oHe), a Takke Macky
KOHKpeTHoM nofcety (Macka) uamM Macku BCex
MoAceTen, B KOTOPbIX Ball KOMMbIOTED WMEET
ceteBoli agpec (MY_NETWORK).
YT06bI 334aTh MPaBUIIO ANS BCEX XOCTOB, BblibepuTe
BapuaHT JTro60M.

Bxopswmin/ MopT, no KOTOpPOMY OCYLLECTB/ISETCA

Vcxopsiwmn noakntoyeHre. Bbl  MOXeTe  ykasbiBaTb  Kak

nopt KOHKpETHbIM nopT (PaBeH), Tak M [A4anasoH

noptos (B ananasoHe).

Ytobbl 3apaTb MpaBWIO And  BCEX MOPTOB,
Bbl6epyTe BapuaHT J1to60M.

2. o OKOHYaHMKM pedaKkTUpOBaHWA HaxmuTe KHonky OK ans
COXPAHEHWS!  BHECEHHbIX W3MEHEHWA WM Ha  KHOMKY
OTMEHUTb JJ1s1 0TKa3a OT U3MEHEHWIA.
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8.3.2. Paspen UHTepdencnbl

Ha cTpaHuue HacTpoek ceTeBblXx WHTepdelicoB (HacTpoiiku
ceTeBbIX MHTEpP@ECoB) Bbl MOXETE yKasaTb, Kakoi Habop npaBun
GunbTpauum NpUMEHATb AN MaKeToB, Mepedalolmxcs  4epes
onpesAeneHHbIVi CETEBOIN MHTEPdEViC.

& Hacrporiki [E=5 Eon ==
OcHoBHele  SpiDer Mail  SpiDer Guard  SERRIYEVED
Mpunoxenna CeteBoii nHTeptheiic Apantep Npaenno
o UTErEiEs @ Mogknioyenne Agantep pafouvero cTo... Default Rule -
[ononHuTensHo
MonHbiil ciMcok ] [ HacTpouts. .

Ha6op npaBun ans nHtepdeiica

1. Yrtobbl 3agatb Habop npaBun UALTPaUMM  MAKETOB,
nepefaloLLmMxcs Yepe3 ornpeaeneHHbll MHTepdeic, B OKHe
HacTpoek BEpanamayspa BblbepuTe pasaen UHTepdeincsl.

2. HalguTe B CrnMcKe WHTepecyloWwMn Bac WHTepdelic K
COMOCTaBbTE €My  COOTBETCTBYIOLWMI  Habop  npasw.
Ecnv noaxoasiwumii  Habop nNpaBui OTCYTCTBYET B  CMMCKE,
cospante ero.

3. YT06bl COXpaHUTL HACTPOVKM, HaXXMUTE KHOMKy OK.
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Ons Toro 4utobbl yBMAETb BCE [AOCTYMHble MHTEpPMdENCH, HaXMuTe
kHoMKy MMOMHBIA CNUCOK. B OTKpbIBLIEMCS OKHE Bbl MOXeTe
yKas3aTb, Kakue WHTepdeiicbl JOMKHbI Bcerga oTobpaxaTtbcs B
Tabnuue. AkTuBHble MHTepdelichl ByayT oTobpaxaTbcsi B Tabnuue
ABTOMATUYECKM.

Ana Toro 4yTobbl HACTPOWTL NpaBwWna Ans WHTEPGhENCOB, HaXMUTE
KHonky HacTpomTb.

PdunbLTp NakeToB

OunbTpauns Ha ypoBHE NakeToB MO3BONSET KOHTPOAUPOBaTb AOCTYN

K CeTn BHE 3aBUCMMOCTM OT nNporpamm, NHNUMNPYIOLWLNX

noaksnoyeHune. lMpaBuna MNPUMEHSIOTCA KO BCEM CETEBbLIM MakeTam

onpeaeneHHoro Tuna, KOTOpble nepeaarTcd  4epes OoAMH U3
Ballero KoMnbkoTepa.

,U,aHHbIl\;I BUA (bW'IpraLI,MM NpeANOCTABNAET BaM obwpe mexaHu3Mbl
KOHTPOJI4, B OT/INHMNE OT

MOCTaBSETCS CO CNEAYIWMMU NpeayCTaHOBEHHbIMU
Habopamu npaswn:

e Default Rule — npasuna, onwucbiBaowme Haubonee uvacTto
BCTpevalowmecs KOoHbUrypaumm ceT U pacrnpoCTpaHEHHble
aTtakM (MCronb3yeTcs MO YMONAYaHUIO AN BCEX HOBbIX

)i

o Allow All — Bce nakeTbl NpPONycKatoTCs.

¢ Block All — Bce nakeTbl 610kupytoTCS.

Ons ynobcTBa MCMONb30BaHUS M BLICTPOro MEPEKNOUEHUs MeXAY
pexvumamm dunbTpaumMm Bbl  MOXeTe 33faTb AOMONHUTENbHbIE
Habopbl npasun.
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Ha6op npaBun ans nHtepdeiica

1. Yrtobbl 3agaTb napameTpbl paboTbl MAKETHOro GunbTpa, B
OKHE  HacTpoek BblbepuTe  pasgen
NHTepdeincbl 1 HaxMuTe KHOMKy HacTpouTs.

2. Ha aToli cTpaHuLe Bbl MOXeETE:

. Habopbl MpaBun uNbLTpaumMKn, cosaasas
HOBblE, pEedaKTVMPys  CywecTBylolMe WM  y4anss
HEHYXXHble NpaBwuna;

L AOMNONHUTENbHbIE NMapaMETPbI (bW'IpraLI,MM.
% Hacrpoiiku nakeTHoro guasTpa (=22
Mo ymonuanuwo  HMmA W
) Default Rule Ynanuts
Allow All W
Block All [

¥| BrnUNTE AMHAMUYECKYH) BUNLTRALMHK NaKkeToB
V| ObpabateiBats fiparmeHTupoBanHHsle [P-nakeTsl

Cnpaska OK

dopMmupoBaHme Habopa npaBun

[ns dopMupoBaHusa Habopa npaBun BbINOMAHUTE OAHO U3 CReayoLWwmMX
[LenucTBun:
e yToObl CO3maTb Habop npaBun AN HOBOW MpOrpaMMbl,
HaXxMuTe KHomky Co3paThb;
e yTOObI OTpefaKTMpOBaTb CyLLECTBYWOWMA Habop npaswn,
BblbepuTe ero B CNMCKE U HAXMUTE KHOMKY U3MEHUTD;
e yTobbl A06aBWMTL KOMMIO CyllecTsylowlero Habopa npaswn,

HaxxmuTe kHomky KommupoBaTtb. Konus paobaensercsa noa
Bbl6paHHbLIM Habopom;
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e yTO6bl yAanuTh BbIOpaHHbI HAbop MPaBWII, HAXMUTE KHOMKY

Ypanurto.

8. bpaHgmaysp Dr.Web

[lonosiHUTEe NIbHbIE HACTPOUKM

YTo6bl 3a4aTb AOMOMHUTENbHbIE HACTPOMKM (PUNbTPaLMM MaKeToB, B
okHe HacTpoiikm nakeTHoro ¢mibTpa yCTaHOBUTE cieaylolme

dnaxku:

BknounTb
[OVNHAMUYECKYH0
PpunbTpaumio
nakeToB

ObpabaTtbiBaTbh
(pparMeHTMpoBaHHbIE
IP nakeTbl

YcraHoBuUTe 3TOT (PrIaXoK, YTOObl yuuTbIBaTb MpU
unbTpaumm  coctosiine  TCP-coeaviHeHust "
NponycKaTb TONbKO Te NaKEeTbl, COAEPXXMMOE KOTOPbIX
COOTBETCTBYET TeKylleMy COCTOSHMI. B Takom
Clyyae BCe MakeTbl, MepefaBaeMble B paMKax
COeANHEHNS, HO He COOTBETCTBYHOLME
cneumdukauum  nNpoTokona, 6nokupyloTcs.  3TOT
MEXaHW3M MO3BOMSET Jlyylle 3auTuTb  Bawl
komnbtoTep oT DoS-atak (oTka3z B 0b6CnyxuBaHun),
CKaHMPOBAHWS PEeCcypcoB, BHEAPEHUS| AAHHbIX WU
[pYrvx 3/10HaMEPEHHbIX ornepaLui.

Taloke peKOMeHAYeTCs YCTaHaBAMBaTb 3TOT (PIAXOK
npy WUCMOSIb30BaHUM MPOTOKOMIOB CO  CJIOXKHbBIMU
anropuTMamu nepegaym gaHHblx (FTP, SIP u T. n.).

CHUMUTE 3TOT (PNaxokK, YTobbl UILTPOBaTbL NaKeThl
6e3 yueTta TCP-coeaMHEHWIA.

YcraHoBuTe 3TOT  Naxok, 4YTOObl  KOPPEKTHO
obpabatbiBaTh nepeaayy 6onbLIMX 06BLEMOB AaHHbIX.
Pa3mep MakcumanbHoro naketra (MTU — Maximum
Transmission Unit) ans pasHbiX CeTell MOXeT
BapbMpoBaTbCsl, MO3TOMY YacTb IP-maketoB npwu
nepefaye MoxeT OblTb pas3buTa Ha HECKONbKO
¢parmeHTOB. MpK MCMONB30BAHUN JAHHOW OMNUUM KO
BCeM (hparMeHTapHbIM NakeTaM MPUMEHSIETCA OAHO U
TO Xe [elCTBue, NpesyCMOTPEHHOE MpaBuiaMm
(vnbTpaummn Ang ronosHOro (NepsBoro) naketa.

CHumuTe 3TOT naxok, 4Tobbl obpabaTbiBaTb BCe
MaKeTbl N0 OTAENbHOCTY.
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Ha6op npasun

B okHe PepakTupoBaHue Habopa npaBua 0TOBpaXaeTcs Crmcok
npasun GUILTPaLUMKU NaKeToB, BXOAALMX B KOHKPETHbIN Habop. Bbl
MoXeTe (opMMpOBaTh CMUCOK, A06aBNAs HOBblE WM peaakTupys
CYLLECTBYIOLLME MpaBunia hUnbTpaLmum, a TakxKe U3MEHSS NopsiaoK KX
BbINONHEHUs. TpaBuna NPUMEHAIOTCA MOCNEA0BaTENbHO, COrNacHo
0YepeaHOCTU B CrInCKe.

Bbl MOXeTe q)OpMVIpOBaTb CnNuncok, fobaBnss HoBble UK penaKkTupysa
cyuwecTeyrowime npasuna (bVIJ'IpraLl,VIVI, a TakKXe U3MeHAA NopsaaoK mnx
BbIMNONHEHNS. [lpaBuna MNpUMEHSIOTCS MNOCNefoBaTeNbHO, COrnacHo
o4yepeaHoCTn B CrNUCKeE.

& Pepakuposanue HaGopa npaswn Default Rule [l

|Defau|t Rule |

BrnwoueHo  [lefictene AmA npaeuna Hanpaenewne ypranuposa. Onucaune o
Paapewate na._. PPPoE : Disc._.. & BriknioueHo Allows PPPoE._
Paapewars na... PPPoE - Sess & BelknoyeHo Allows PPPoE.__ :
Paspewats na... GRE : Allow ... & BriknroueHo Allows to esta...
Paapewate na._ ICMPw4 - Ping... L4 BriknioueHo ICMPwd - Ping __.
Paspewatb na...  ICMPw - Ping... L] BhikniueHo ICMPw4 - Ping ...

[ Coagatb... ] [ HamenuTe. .. ] [ Konnpoeares... ] [ Yaanue ]

Ona Kaxzgoro npaBwna B CNMCKe MpeaocTaBnseTcs creayiolas
KpaTkas MHcbopMauus:

BstroueHo CocTosiHne npasuna.

[OeiictBre YKa3blBaeT Ha [EeNCTBUE, BbIMOJIHAEMOE
Bpanamayspom npu obpaboTke nakerta:

o BnokMpoBaTb NakeTbl — 6/I0KMPOBaThb MAKET;
o Paspeluatb NakeTbl — Nepeatb Maker.

MmMs npasuna Mms npasuna.
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HanpasneHvie OTnpaBuTeNb NakeTa:

. @- NpaBWU/Io NMPUMEHSIETCS, €C/IM MPUHUMAETCS
NakeT U3 ceTu;

° @ — TMpaBUIO TMNPUMEHAETCA, €eCIn MakeT
OTNpaBNsAETCA C Ballero KoMnboTeEpPa;

° & — NpaBuio MPUMEHAETCS BHE 3aBMCUMOCTU
OT TOro, KTO ABNAETCA OTNPaBUTENIEM MaKeTa.

XypHanupoBaHve  PexuM peructpauum cobbiTuii. YKasblBaeT Ha To, Kakast
MHGOpMaLMs AOMKHA BbITb 3aHECEHA B OTYET:

e TONbKO 3arosioBKM — 3aHOCUTb B OTYET
TOJIbKO 3arosiI0BKM MakeToB;

e Becb naker — 3aHOCUTb B OTYET MaAKETbI

LIeNIMKOM;
o BbIK/IIDYEHO — HE COXPaHATb WMHGOpMaLMo 0
nakere.
OnucaHve KpaTkoe onvcaHve npasuna.

PepakTupoBaHue Habopa npasun

1. Ecnm Ha cTpaHuue HacTpoiikm naketHoro cgpunbTpa Bbl
Bblbpanu cosgaHve win pefakTMpoBaHvWe Habopa npaswn, B
OTKpbIBLUEMCS] OKHE 3aaalTe Ha3BaHWe Habopa npasuJl.

2. Cozpante npaBuna uAbTPaUMK, WCMONb3ys Creaylowme
onuun:

e yTo6bl [06aBUTL HOBOE MPABWIO, HAKMUTE KHOMKY
Cozpartb. NpaBuno gobasnsercs B Ha4ano Cnvcka;

e yTOb6bI OTPEaAaKTUpPOBaTb BbibpaHHOE NPaBWIo, HaXMUTe
KHOMKy U3MeHunTD;

e yTOb6bI 406ABUTL KONUIKO BbIBPAHHOIO MpaBwna, HaxmuTe
kHornky KonmpoBaTtb. Konusa pobaensetcs nepepn
Bbl6paHHbLIM MpaBuIOM;

e yTObObl YAanuUTb BbIOpAHHOE MPaBMIO, HAXMWUTE KHOMKY
Ypanurto.

3. Ecnm Bbl Bbibpanu co3gaHue HOBOMO MM pedakTUpOBaHWe
CYLLECTBYIOLLEro NpaBuia, HacTpoWTE ero napaMeTphbl.
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4. MWcnonb3ynTe CTPEnoYKM CrpaBa OT  CMWCKA,  YTOGbLI
onpefenuTb  MOPSAOK  BLIMOMHEHWUsT  npaBwn.  [pasBwuna
BbIMOSHAOTCS  MOC/NEA0BaTENbHO, COMMIACHO OYepesHoCTU B
Crvcke.

5. T10 OKOHYaHWMM pefakTUPOBAHUSA CMCKA HaxMute KHomky OK

Ana  COXpaHEeHUa BHECEHHbIX M3MEHEHWN WM Ha KHOMKY
OTMeHa A/15 0TKa3a OT M3MEHEHUIA.

Te nakeTbl, Ans KOTOPbIX HET Mnpasu/l B Ha60pe, ABTOMATU4ECKN
6J'IOKVIpy}OTC$|. WcknoveHns  CcocTaBnsiloT Te  MNakeTbl, KOTOpblE
pas3peLwarTca npasniaMu B

Co3paHue npasun cpunbTpauum

[Oo6aBneHue wnmn penakTMpoBaHue npaBuna
cpunbTpaummn

1. B OKHe pedaKTMpoBaHWs Habopa MpaBun ANs MaKETHOro
bunbTpa HaxxMuTe KHonky €Co3AaaTh WM KHOMKY U3MEHMTD.
OTKpOETCS OKHO CO3A4aHUst WM pefakTUMpoBaHUs npasBwia
NakeTHOM pubTpaLmm.

& [lo6aeuTh nakerHoe Npaeuno 23w

WMmaA npasuna: Hoeoe npaewno

Onucaue: Onucanne npasuna
LeicTene: Paapeluate nakeTsl A
Hanpaenenne: BxogAuee -

KypHanupoaaHue: Beiknrovero -

Kpute puit: ARP v || LobBaeuts

Cnpaeka OK OTMeHnTL
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2. 3apaliTe cnegylolime napamMeTpbl NpaBuna:

NmMs npasuna
OnwucaHune

[eicTeue

Hanpasnexune

XypHanupoBsaHue

KpuTepui

VM5 co3naBaeMoro/peaakTmpyemMoro npasusia.
KpaTtkoe onvcaHve npasuna.

YKka3blBaeT Ha [OelCTBME,  BbIMOJHSIEMOE
Bpanamayspom npu obpaboTke nakerta:

o BnokMpoBaTb NakeTbl — 610KMPOBATL
naker;

o Paspewartb nakeTbl — nepegatb
Maker.

OTnpaBuTenb Nakera:

o Bxopsilee — MpaBuiO MNPUMEHSIETCS,
€C/IM NMPYHUMAETCS NaKeT U3 CeTu;

o Wcxopsiwee — npaBusio MpUMEHSETCS,
€C/IM MakeT OTMPaBsSETCA C  Ballero
KOMMbIOTEPA;

e Jlroboe — npaBuiO NPUMEHSETCH BHE
3aBMCUMOCTU OT TOrO, KTO SIBMSIETCA
OTMpaBUTEsIEM MaKeTa.

PeXVM perucrpaumm cobbiTui. YkasbiBaeT Ha
TO, Kakas nHhopMaums fomkHa bbiTb 3aHeceHa
B OTYET:

e TONbKO 3aroJioBKM — 3aHOCUTb B
OTYET TOJIbKO 3aroJIoBKM NaKeToB;

e Becb naker — 3aHOCUTb B OTYET
MaKeTbl LEIMKOM;

e BbIK/JIIOYEHO — HE  COXpaHATb
MHMOPMaLMIO O MakeTe.

KpuTepui punbTpaumm. Hanpuwmep,
TPAHCMOPTHbIV WM CETEBOW MPOTOKOJ. YTOGbI
[06aBUTb KpuTepui unbTpaumu, BbibepuTe
HY)XHbI KpUTEPWI B BbiMafalolieM CrucKe U
Haxxmute KHoMky J[lo6aBuTb. Bbl MoxeTte
fobaeuTb noboe HeobxoaMMoe KONMYECTBO
KputepmeB. 1N HEKOTOPbIX  3arosioBKOB
[OCTYMHbI [IOMNOJIHUTENbHbIE KpUTEPUU
punbTpaumm.
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3. o OKOHYaHMKM pedaKkTUpOBaHWA HaxmuTe KHonky OK ans
COXpaHEHUSI BHECEHHbIX U3MEHEHUN UMK Ha KHOMKy OTMeHa
[Nsl OTKa3a OT U3MEHEHUMN.

Ecnm Bbl He f06aBUTE HU OHOTO KpUTEpUs UbTPaLMM, TO AaHHOe
npasuno 6yner paspewartb WM 6rokMpoBaTb BCe MakeTbl (B
3aBUCMMOCTU OT HaCTpoOViku B Mnone [leicTBue).

Hanpumep, npaBuio Ans NakeTHoOro uibTpa, paspeliatollee Bce
MaKeTbl U3 MOACETU, MOXET BbIMISAETb C/IEAYIOWMM 06pa3oM:

& [loGaBNTE N3KETHOE NPAEMND @
Ams npaeuna: Hosoe npaswno =
OnucaHue: Onucaxue npaeuna
LeiicTeue: Pa3pelate naketsl -

Hanpaenekxne: BxogAwee -
AypHanuposaHme: Beiknioyeno - |
Kputepmii: Ethernet - i
NokaneHwlil IP-aapec B
NMioboi -
Yaanexuelit IP-agpec
NMioGoi - i
CnpaBka [ OK ] [ OTMEHITE ]

Ecnuv B paHHOM npasune BHYTpu 3aronoBka IPv4 ansa napameTpos
JNloxanbHbii IP-apgpec 1 YpaneHHbih IP-apgpec ykasaTb
3HauyeHne JIO60OM, npaBuno cpaboTaeT ans Noboro naketa,
coaepxawiero 3aronoBok IPv4 u oTnpaBneHHoOro ¢ uanMyeckoro
afpeca NIoKanbHOro KoMnbloTepa.
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8.3.3. Pazgen JonosIHUTENbHO

B aToM pasgene Bbl MOXETE 3a4dTb PEXUM paGOTbI '
a Takke oblMe HacTpovku unbTpaumn Ans BCEX MPUIIOKEHUIA.
Pexxum paGOTbI 3ada€T peakuunto Ha CeTeBbIE
NOAKMIYEHNSA Ha YPOBHE I'IpW'IO)KeHMl\;I.
& Hacrpoiiri [E=5 Eon ==
BpaHamayap
Mpunoxexna Pexum pabotsl Bpanamayapa DrWeb
T Pa3pellate Hen3BecTHeIE CORAMHEHNA
WHrepeiics .
@ Pesxum 0byyennA (Co3fasaTe Npasuna ANA WIBLCTHLIX NPUNOKEHHA ABTOMATHYECKH)
* HononkuensHo HTE PaKTHBHEIA paxiM
BROKMPOBaTE HEU3BECTHEIE COBLWHEHNA
¥| Pa3peiuate nokansHele COgAMHEHNA
Cnpagka OK OTMEHNTE

Bbi60p pexxuma paboTbi

1. B OkHe HacTpoek Bblbepute pasgen
[lononHuTenbHoO.

2. BbibepuTte oavH U3 creayowmnx pexumoB paboThi:

e Paspewlatb Heu3BeCTHble COEAUHEHUSI — DEXUM,
npu KOTOPOM BCEM  HEWU3BECTHbIM  MPUIOXKEHUAM
npefoCcTaBnseTcs AOCTYN K CETEBLIM pecypcam;

e Pexxum obyueHus (co3paBaTb npaBwia Aans
MU3BECTHbIX TMPUJIOKEHUA aBTOMaTU4YeCKu) -—

, MPY KOTOPOM nNpaBwna Ans U3BECTHbLIX
NPUNOXEHNN pobasnsiotcs aBTOMaTUYeCKN
(ucnonb3yeTca No yMonyaHuio);
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e MHTEpaKTUBHbLIA peXxum -— , Npu
KOTOPOM  MO/b30BaTEN0  NPefOCTABASETCS  MOMHbIN
KOHTPOJIb Haa peakumen ;

e BNIOKMpOBaTb HEM3BECTHbIE COEANUHEHUS — PEXUM,
npu  KOTOPOM  BCE  HEW3BECTHble  MOAK/OYEHMS
aBTOMATMYeCcKN O6IoOKMpYIOTCS. M3BECTHble COoeaMHEHUS
obpabatbiBatoTcs COrnacHo 3aAaHHbIM
npasunaM unbTpaumm.

3. Haxmwute kHonky OK.

PexxuM o6yueHunsn

B 3TOM pexume npaBuna ANs U3BECTHBLIX MPUIOXEHUI A06aBNSAIOTCS
aBTOMaTudeckn.  [na  gpyrux  NpUioxeHun

npesocTaBiseT BaM  BO3MOXHOCTb  Bpy4HylO 3anmpelyatb  Wau
paspellaTb HEW3BECTHOE COEAMHEHWE, a TaKKe CO3AaBaTb SIS HEro
npaBusIo.

Mpu 06Hapy>XeHUM NOMbITKN CO CTOPOHbI ONEPaLMOHHON CUCTEMBI MU
NoSIb30BATENLCKOr0  MPUOXKEHUS MNONYyYMTb AOCTYN K CETEBbIM
pecypcam npoBepsieT, 3aAaHbl N ANS 3TUX Nporpamm
npasuna dwnbTpaumn. Ecnnm npaBuna OTCYTCTBYIOT, TO BbIBOAUTCS
COOTBETCTBYIOLEE npeaynpexaeHWe, rae BaM  npednaraercs
BbibpaTb NGO BpeMeHHOe pelleHve, nMbo co3aaTb NpaBwno, no
KOTOPOMy B  fJafbHeiilleM nofobHble  noakmodeHus  GyayT
obpabatbiBaTbhCS.

310T PEXUM NUCNONBb3YETCA NO YMONIYaHUIO.

MHTEepaKTUBHbIA PeXUM

B 3TOM pexuMe BaM NpPeAoCTaBNSIETCA MOMHbIA KOHTPOSb Haj
peakuveii Ha  OGHapyXXeHWe  HEM3BECTHOro
MOAK/IIOYEHNS,, W TakuM 06pa3oM  MpousBOAWUTCA  0BydeHue
nporpaMMbl B NPOLIECCE Ballei paboTbl 3@ KOMMbIOTEPOM.
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Mpu 06HapY>XeHUM NOMbITKU CO CTOPOHbI ONEPALMOHHON CUCTEMBI MU
NoSIb30BaTENLCKOr0  MPUIOXKEHUS MNONYyYMTb AOCTYN K CETEBbIM
pecypcam npoBepsieT, 3aAaHbl M AN 3TUX Nporpamm
npasuna dwnbTpaumn. Ecnnm npaBuna OTCYTCTBYIOT, TO BbIBOAUTCS
COOTBETCTBYIOLEE npeaynpexaeHWe, rae BaM  npednaraercs
BbibpaTb nMb60 BpeMeHHOe pelleHve, nMbo co3aaTb NpaBwuno, Mo
KOTOpOMy B  fJafbHeiilleM nofobHble  noakmodeHuss  GyayT
obpabatbiBaThCS.

Pe)xuM 610KMpPOBKUN HEU3BECTHbIX NOAKJTHOUEHUN

B 3TOM pexume BCe HEU3BECTHblE MOAK/IIOYEHNUST K CETEBbLIM
pecypcaM, Bk/toyasi HTepHeT, aBToMaTyeckn 6noKUpyoTCS.

Mpu 06HAPY>KEHWM MOMBITKM CO CTOPOHbI ONEPALIMOHHON CUCTEMBI MU
MoJIb30BaTE/IbCKOrO  MPUIOXKEHUS MOJTyYUTb [OCTYN K CETEBbLIM
pecypcam NpoBepsieT, 3aAaHbl M ANs 3TUX MPOrpamMm
npaBuna dunbTpauun. Ecnm npaBuna dunbTpaumum OTCYTCTBYIOT, TO

aBTOMaTMYeCKM 6MOKMPYET OOCTYn K CETU U He
BbIBOAWT HWMKaKUX COOBLiEHWM. Ecnv npaBuna dunbTpauum ans
[laHHOTO MOAK/IOYEHNS! 3aAaHbl, TO BbIMONHSAOTCS YKa3aHHbIE B HUX
JencTeung.

Pe)xuM paspeLueHuss HeM3BEeCTHbIX NOAK/IIOYEHUN

B 3TOM pexuMme JOCTyn K CETEBbIM pecypcaM, Bkouasi VIHTepHeT,
NpesocTaBseTcsl BCEM HEM3BECTHBIM MPUMIOXKEHUSIM, NSt KOTOPbIX He
3afaHbl  npaBuna dunbTpaumu. Mpu  O6HApYXXEHWM  MOMbITKM
NMOAKOYEHMS He BbIBOAMT HUKAKUX COOBLLEHWIA.
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AononHuTeNbHble HAaCTPOUKH

HacTtpoiika Pa3peLuaTb JioKaJibHble COeANHEHUSI MO3BOJISIET BCEM
MPUSIOXKEHNSM  6ECNPensTCTBEHHO YCTaHABNMBaTb COEAMHEHUS Ha
BalleM KoMmrbloTepe. K TakuM Noak/IloYeHNUsIM NpaBusia NPUMEHSITLCS
He 6yayT. CHuMMTE 3TOT (naxoK, 4To6bl NPUMEHSATL NpaBwuia
unbTpaLMM BHe 3aBUCMMOCTY OT TOrO, MPOUCXOAMT JIM COeAMHEHME
Mo CETV WM B paMKax BalLero KoMrbloTepa.
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8.4. Perncrpaums cobbitum

Bce cobbitus, obpaboTaHHble , PerucTpupyroTca B
cneayoLwmx XypHanax:

. , XpaHAWMA MHMbOPMaUMIO O MOMbITKax
MOAKJIIOYEHNS K CETU CO CTOPOHbI NMPUMIOXKEHWIA U MPUMEHEHHBIX
npasunax hunbTpaumm;

. ,  XpaHswwmn wuHdopmaumio 06
06paboTaHHbIX naketax, MpUMEHEHHbIX
npasunax GunbTpauum u uHTepdeicax, Yepe3 KOTopble 3TU
nakeTbl OblIM nepeaaHbl. YpoBeHb AeTanu3auuM 3aBUCUT OT
HaCTpOeK KOHKPETHbIX NMpaBui NakeTHOM unbTpaLmu.

B okHe AKTMBHbIE NPUIOKEHUS Takke OTobpaxaetcs
, MOAK/OYEHHDBIX K CETU B JaHHbI MOMEHT.

[nsa pocTyna K XXypHanaMm OTKpouTe 3Hauka &
1 B noaMeHio BpaHaMayap BbibepuTe NyHKT CTaTUCTHKA.
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8.4.1. AKTUBHbIE NPUSI0IKEHUSA

CrMcoKk  aKkTUBHLIX MPWIOXKEHUM OTOBpaXkaeT WHdopMauuio o
MPUSTOXKEHMSIX, MOAK/IOYEHHBIX K CETU B AHHbIN MOMEHT.

i Cramnermea [E=5 Eon ==
SpiDer Mail  SpiDer Guard  [lSERNTEET
* AKTHBHbIE s ° Hanpagne Mport. NokansHelll agpec  YaanedHwli agp *
MpUROKEHIA » [ senvices.exe:500
HypHan npunokennii 4 ] svchostexe 1660
Oxmpaetnog  UDPv4 0.0.0.0:3702 0.0,
mf:T?a”am””m Oxnpaernon  UDPus 00003702 00
Oxmpaetnog  UDPv4 0.0.0.0:50085 0.0,
OxwmpaeTnog  UDPv4 10.0.215:1900 0.0
OxmpaeTnog  UDPvd 10.0.2.15:59317 00,5
Wexopauwee: UDPv4 10.0.2.15:59317 !39.255 255 250:
OxwgaeTnog  UDPud 127.0.0.1:1900 0.0,
Omwmpaetnog  UDPvd 127.0.0.1:59318 0.0
Wcxogawee UDPvd. 127.0.0.1:59318 !39.255.255.250:
BropAuwee UDPv4 139255 255 250:1900 127.0.0.15
BropAwee UDPv4 139.255.255.250:3702 127.0.015
Owmpaetnog  UDPG 3702
OxmpaeTnog  UDPvE 13702
OxmpaeTnog  UDPVG 250986
OxmpaeTnog  UDPvE 21:1900
OxmpaeTnog  UDPVG ©1:59316 <
< m | 3

[ns Kaxxgoro MpUIOXKEHUS AOCTYMHa creaytowas uHdopmMaums o6
AKTUBHBIX COEAVHEHUSX:

Nms HassaHune npunoxxeHus.

Hanpasnexune NHuumnaTop noaknoyeHus:

e Bxopsillee — TnpaBuIO TMpPUMEHSETCH, €CU
VMHULMMPYETCS MOAKIOUEHNE U3 CETU K MporpaMme
Ha BalLEeM KOMMbIOTEPE;

o Wcxopswee — mnpaBwio MpUMEHSIETCS, €Cn
NOAKIIOYEHNE MHULMMPYET MporpaMMa Ha BalleM
KOMIbIOTEPE;

o Oxupgaetr nopwIoyYeHue -— NpuIoXeHue Ha
BallleM KOMMbIOTEPE XAET NOAKIIOYEHNSA U3 CETU.

157



T4
)}
1“

P
$

8. BpaHamayap Dr.Web | 158

[poTokon [poToko/, MO KOTOPOMY OCYLIECTBNSETCA nepejada
[OAHHbIX.

JlokanbHbIN [poTokon ¥ agpec Xocra, C KOTOPOro COBEpLIAeTCcs

afpec NOMbITKA MOAKMOYEHUS.

YOaneHHbIn lpoTokon ¥ agpec Xocra, K KOTOPOMYy COBEpLIAeTcs

afpec NOMbITKA MOAKMOYEHUS.

OtnpasneHo KonuyectBo  6alT, OTMpaBfieHHbIX 4Yepe3  [daHHoe
COeAIMHEHME.,

MonyyeHo KonunuectBo ~ GaiAiT,  MONyYeHHbIX  4Yepe3  [aHHoe
COeAIMHEHME.,

B OKHe CTATUCTUKN aKTWMBHLIX MPWUMIOXKEHUI Bbl MOXETE 3aBEPLUWTb
AKTVBHbIV Npouecc. [ns 3TOro LEeSKHUTE NPaBOM KHOMKOMN MbILLW MO
npoueccy B Tabnuue v BbibepuTte onuuio 3aBepLUMTb Npouecc.

N Ons Toro 4ToBbl  3aBeplwmMTb  JIOGOM  aKTMBHBIA  MPOLiECC,

ﬂ HeobXoAMMbl MpaBa aAMUHUCTPaTopa. B MPOTUBHOM Crly4ae MOXHO

3aBEpLUMTb TObKO Te MPOLIECChl, KOTOpble 3arylleHbl OT WMEHM
nonb3oBaTtens.

Takxe C MOMOLLbIO KOHTEKCTHOrO MeHI0 Bbl MOXeTe 3abnokmposaTb
aKTMBHOE  COeAuHeHVWe  wAM  paspewnTb  3abnoknpoBaHHoe
(3abnokupoBaHHble COoeAMHEHUs OTMeuyeHbl B Tabnuue KpacHbIM
LIBETOM).



8. bpaHgmaysp Dr.Web

8.4.2. )XypHan npunoXxeHnu

XypHan  NpWIOXeHWiH  XpaHWT  MHGOPMaUMIoO O  MOMbITKax
MOAK/IOYEHNS] K CETW, COBEPLUEHHLIX YCTAaHOBMEHHBbIMM Ha BalleM
KOMMbloTEpe NporpaMMamu.

a Cratnetvka lglg

SpiDer Mail  SpiDer Guard [JSSERHIYEIST]

AxTHBHbIE Bpema MpunoxeHne  KIMA Npae. Hanpaenenwne  [eficTene Lienee.
NPUNOKEHNA

= HypHan npunoxeHrnii

WypHan naketHoro
tuneTpa

CoxpaHuT. || OuncTuTE

Bpems [aTta n Bpems NOnbITKW MOAKIOYEHUS.

MpunoxeHne MonHbIM MyTb K WCMONHsSiEMOMyY aliny MpUIoXeHUs,
COBEPLUABLUEro MOMbITKY MOAKIOYEHNS, €ro WuMs 1
naeHtTndumkatop npouecca (PID).

MmMs npasuna HasBaHve npaBuna, COrnacHO KOTOpOMY mMonbiTka 6bina
obpaboTaHa.
Hanpasnexune NHuumnaTop noaknoyeHus:
o Bxopsiulee — npaBuio  MPUMEHSIETCS, €CU

WNHULMUPYETCA NOAKNKYEHUE U3 CETU K MporpamMe
Ha BallleM KOMMNbIOTEPE;
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e Wcxopsilee - npasuio MPUMEHSIETCH, €Cn
MOAKMIOYEHNE VHULMMPYET MporpaMMa Ha BalleM
KOMIMbIOTEPE;
e Jlloboe — npaBUNO  MpUMEHSIETCS  BHE
3aBUCMMOCTU OT TOrO, KTO SIBMISIETCS UHULIMATOPOM
MOAKMOYEHWS.
PesynbTar YKa3blBaeT Ha AENCTBKE, BbINOHEHHOE BpaHaMayspom

npu NonbITKE NOAKIIOYEHNS:

e 3abnokupoBaH — MonbiTka MOAK/IIOYEHUS bblna
3abnoKkMpoBaHa;

e PaspelueH — NoAKIYEHME 6bII0 PaspeLLEHo.

LleneBovi agpec  [poTOKO/, aapec YAANEHHOro XocTa U MopT, Mo KOTOPbIM
OCYLLECTBSSIOCh NMOAK/TOYEHME.

Bbl MoxeTe COXpPaHUTb VIH(bOpMaLl,VIIO B OT4yeTE WIN OYUCTUTDL
XKYpHarn.

CoxpaHeHue XypHana

UTob6bl COXpaHUTb WMHGMOPMauUMIO O  TMOMbITKAX  MPUIOXKEHUI
NOAKMIUYUTBCA K CETU, HAXXKMUTE KHOMKY COXpaHMTb N YKaXUTe nMA
daina.

OuucTka xypHana

YTobbI YOanUTb U3 XXypHania yCTapeBLYO VIH(bOpMaLl,VIIO O MonbITKax
I'IpVIJ'IO)KeHVIﬁ NOAKMIUYNTBLCA K CETU, HAXXMUTE KHOMKY OUnCTUTD.
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8.4.3. )XXypHan nakeTHoro mnbTpa

XypHan nakeTHoro @unbTpa XpaHWUT WHMOPMaUMIO O MakeTax,
nepefaHHbIX Yepe3 YCTaHOB/IEHHbIE HA BalLEM KOMMbIOTEPE CeTeBble
UHTepdelcbl, ecM ANs 3TUX MaKeTOB yKa3aH PeXWM perucTpauum
cobbiTuini ToNbKO 3aronoBku uiv Becb nmaker. Ecnv ang naketa
6611 BbibpaH pexum BbiknroueHo, nHdopMaums O HEM OTpaXKaTbCs
He 6yperT.

% Cramcruia
Poautensckuil KOHTpONE SplDer Gate  SplDer Mail ~ SplDer Guard [S]=ELINEYE]]
AKTUBHbLIE Bpems Hanpasnexwe WM npasuna MoaknoYeHe CoAepHHMOE NaKeTa
NpUNOKEHUA
HypHan
NpANOXKeRNi
. Mypran naketHoro
fmneTpa
CoXpaHUTS. .. OumcTiTE
Crpasa
Bpewms [ata v Bpems 06paboTku nakera.
HanpaBneHme OTI'IpaBVITeJ'Ib naketa:
. ':'}= — MakerT 6bin NPUHAT U3 CETH,;
e =/ — nakeT O6bi1 OTNpaBieH C Balero
KOMMbtOTEpa;

o =- MaKeT, UayLwmii U3 cetu, Hbi1 3a6110KMPOBaH;

o« = - MaKeT, OTMPaB/iEHHbIM  C  BaLIEro
KOMMbloTepa, Hbin1 3a610KMPOBaH.
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MmMs npasuna HasBaHvwe npaBuia, COrMacHO KOTOPOMY MaKkeT 6bin
obpaboTaH.

MoaknoyeHne CeTeBol MHTepdelic, Yepes KOTOPbIV Obi NepeaaH NakeT.

Copepxumoe WHdpopMauns o cogepxuMoM nakeTa. [logpobHocTb
AeTanu3auun 3aBUCUT OT HacrtpoeKk npaBun nakeTHoOM
¢punbTpaummn (napametp Pexxum otuera).

Bl MoXxeTe coxpaHuTb WHGOPMauMIo B OTYETE WM OUYUCTUTH
XKypHan.

CoxpaHeHue XypHana

Ytobbl coxpaHuTb MHDOpPMauMio O naketax, 06paboTaHHbIX
Bpanpmayspom Dr.Web, HaxmuTe kHOMKy COXpaHUTb U1 yKaXute
ums aiina.

OuucTka xypHana

YTo6bl yaanuMTb U3 XypHana ycTapeBllylo MHDOPMaUMIoO O MakeTax,
06paboTaHHbIX BpaHaMay3poM, HaXKMUTE KHOMKY OUUCTUTD.
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9. ABTOMaTnueckoe o6HoBNeHue

9. ABTOMaTnueckoe obHoBeHue

Ons obHapyXeHusi BPeLOHOCHbIX O6bEKTOB aHTMBMPYCbl KOMMaHMM
UCMONb3YIOT  CrieumasbHble

, B KOTOpbIX cOfepXuTCs MHbOopMaums 060 BCEX M3BECTHbIX
BPEAOHOCHLIX MporpaMMax. Tak Kak Kaxabll AeHb MNOsBAsOTCS
HOBblE BMPYCHbIE Yrpo3bl, TO 3TW 6asbl TPEGYIOT NEPUOAMYECKOrO
o6HOBNEHWs1. Takoe OGHOBMEHWE MO3BONSET OBHapyXMBaTb paHee
HeM3BECTHbIE BUPYChI, 6/IOKMPOBaTb UX pacnpocTpaHeHWe, a B psiae
C/Ty4aeB — U3MIEYMBATL paHee HeuseunMble 3apaXxxeHHble dainbl.

BpeMsi OT BpeMeHM COBEpPLUEHCTBYIOTCS aHTUBUPYCHbLIE anropuTMbl,
peanu3oBaHHble B BUAE WCMOMHSEMbIX alnoB M MPOrpaMMHbIX
6vbnuotek. bnarogaps onbITy 3KcCnayaTauwu

MCMPABAAOTCS 06HAPYXEHHbIE B MporpamMmax owmbku, obHoBAsSeTCS
cucTeMa MOMOLLM M JOKYMEHTaLuUsI.

[ns noanepXaHusi akTyasbHOCTUM BUPYCHbIX 6a3 M NporpamMMHbIX
anropuTMOB KOMMaHuew peanu3oBaHa cucTeMa
pacnpocTpaHeHusi OBHOBNEHUN uepe3 ceTb WHTepHeT.

MO3BOJISIET BaM B TeYeHWe Cpoka AeWCTBUS
NVLEH3UN 3arpyxaTb W YCTaHaBIuBaTb [OMOMHEHWUS K BUPYCHbIM
6a3aM 1 06HOBNEHHbIE MPOrpaMMHbIE MOAYN.

163



T,
A

A

-~
W

9. ABTOMaTnueckoe o6HoBNeHue

9.1. 3anyck o6HOBNEeHUS

[nga 3anycka Mopyns 06HOBIEHUS Bbl MOXeTe UCNONb30BaTbh OAHO
13 cnegyrwmnx Ccpeacts:

e B pEXMME KOMaHOHOM CTPOKM BbI3BaTb MCMOJHSEMbIA dain
drwupsrv.exe n3 KaTtanora yCTaHOBKW NMporpaMmMbl AHTUBUPYC
Dr.Web;

e MyHKT O6HOBNEeHue veHio SplDer Agenta B obnactu
yBefoMneHunii Windows.

Mocne 3anycka Moayns o6HOBNEHUSA NOSBATCS AMANOrOBOE OKHO,
B KOTOPOM oTo6paaeTcs MHdOpMaums 06 akTyanbHOCTU BUPYCHbIX
6a3 1 KOMMOHEHTOB, a TaKXe AaTa nocnesHero o6HoBneHus. Mpu
Heob6X0AMMOCTM M3 3TOr0 OKHa Bbl MOXETE 3anyCTuTb OGHOBNEHMWE.
HacTpouTb HeobxoauMble TMapaMeTpbl Bbl MOXETe B pasgene
O6HoBNeHne OCHOBHLIX HacTpoeK paboTbl NMPOrpaMMbl.

OTuéT 3anucbiBaetcst B daiin dwupdater.log, koTopbIi HaxoauTcs
ﬂ B kaTanore %allusersprofile%)\Application Data\Doctor Web\Logs\
(B Windows 7 B katanore %allusersprofile%\Doctor Web\Logs\).

# O6nosnerne DrWeb

ObHoBNEHWE
OBHoBneHne He TpebyeTcR
Dr.Web obHoenAeT BupycHele a3kl 1 KOMNOHEHTE! ABTOMaTHUYECKN.

Mocneanee obHoenenne: 13.01.2014 16:57
Crepytowee obHoenenne: 13.01.2014 17:27 H

Mouemy Heobxo4MMEl perynApHele oBHOBREHKAT

164



T4
)}
“N

P
$
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3anyck o6HOBNEeHUNA

I'IpM 3anycke obHoBNEHNS nporpaMma nNpoBEPSAET  HaIM4yne
JMUEH3NUOHHOIO  KJ1lo4eBOro q)aﬁna B KaTanore yCTaHOBKW. I'IpM
OTCYTCTBUN KNKOYEBOIo q)aﬁna 06HOBNEHNE HEBO3MOXHO.

Mpu Hanuuum KYEBOro Gakna nporpaMMa NPoBEPSIET Ha cepBepax
KOMMaHun , He sBnsSeTCs nuM KodeBon cain
3abnokvpoBaHHbIM (610KMPOBKa halina NpousBoAUTCS B Cllyyae ero
auckpegutaumu, T.e.  BbiSBfeHus (aKToB ero  He3aKOHHOro
pacnpocTtpaHeHus). B cnyyae 6n0kupoBkM  0BHOBNEHWE  He
NPOU3BOANTCS, KOMMNOHEHTbLI MNPOrpaMMmbl MoryT
6bITb 3a610KMpOBaHbl; NONb30BaTeNO BbIAAETCS COOTBETCTBYHOLLEE
coobLueHue.

B cnyyae 650KkMpOBKM Ballero kodyeBoro aina CBSHXUTECH C
ZWNEepoM, y KOTOpPOro Bbl Mprobpenm

Mocne ycnewHon npoBepku kaouyeBoro daitna npoucxoauT
obHoBneHne.  [lporpaMMa  aBTOMATM4YeCKM  3arpyxaeT  Bce
06HOBNEHHbIE (halnbl, COOTBETCTBYIOLLME BaLLE/ BEPCUM MPOrpamMMbl

, @ €CNM YCNIOBUSA Ballei NOAMMCKU paspeLuatoT
3TO, 3arpy><atoT HOBYIO Bepcuto (B C/lyyae ee BbIxoaa).

Mpu o06HOBNEHUM uCNONHSEMbIX GaloB U 6GUBNMOTEK MOXET
notpebosaTbCs  Mepesarpyska KOMMblOTEpa. Monb3oBaTtens
usgeLlaeTcs 06 3ToM npu NOMOLLM MHPOPMALIMOHHOMO OKHa.

' y n Ha4YMHaT UCNONb30BaATb
Lo 06HOBNEHHbIEe 6a3bl aBTOMATUYECKM.

Mpu 3anycke Moayns aBTOMaTUYECKOro O6HOBMIEHUS MO PacrnCaHUIO
WM B pEXMME KOMAHAHOM CTPOKM WCMOMb3yTCA MnapaMeTpsl
KOMaHZHOM CTPokM (CM. ).
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NMpunoxxeHus

MpunoxxeHue A. [lononHUTENbHbIE
napaMmeTpbl KOMAaHAHOMN CTPOKM

[JlononHutenbHble  MapaMeTpbl  KOMaHAHOW  CTPOKM  (Kmoyu)
WCMONb3YIOTC AN 3ajaHust MapaMeTpoB MporpaMMaM, KoTopble
3aMycKatoTCsl OTKPLITUEM Ha BbINOJSIHEHWE MCMONHseMoro daiina. 3To
oTHOCUTCA K , n K

Kntoun HaumHaloTCa C cuMmBona «/» N, KaK N OCTaJlbHbl€ NapaMeTpbl
KOMaHAHoM CTPOKW, pa3fenatoTca np06enaMM.

I'IapaMeprl nepe4vyncneHbol B a)'ld)aBMTHOM nopsake.

MapameTtpsbl ana CkaHepa n KoHCconbHOro
CKaHepa

e /AL — aBTOMATUYECKM MPUMEHSTb AEUCTBUS| K OBHAPY>KEHHbIM

yrpo3am. (Tonbko ans ).

e /AC - MpoBepsiTb  WHCTaNNAUMOHHble naketbl. [o
YMOSTHaHUIO — OMNuMs BKJIKOYEHa.

e /AFS — MUCMONb30BaTb MNpsSMOM Cfew npu  yKasaHuu
B/IOXXEHHOCTU BHYyTpM apxuBa. [lo yMonyaHuio — onuus
OTKJIHOYEHa.

e /AR — npoBepaTb apxuBbl. [0 yMonyaHuMio — onums
BKJTHOYEHa.

e /ARC: <ko3ghhuyueHm_cxamusi> — MaKCMMaslbHbI YpOBEHb
okatus. Ecnn ckaHep onpepenset, 4to KoadduUMEHT oxaTus
apxvBa MpPEBbILLAET YKa3aHHbIM, pacrnakoBKa M MpoBepka He
npoussoanTcs. Mo ymonyaHuo — 6e3 orpaHuYeHni.
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/ARL : <ypO8EeHb_BJI0KEHHOCMU> — MaKCUMasbHbIN YpPOBEHb
BNIOXKEHHOCTWU MpoOBepPsieMOro apxuea. o ymonuaHuio — 6e3
OrpaHUYEHNI.

/ARS : <pazmep> — MaKCUMaslbHbl pa3Mep NpOBEPSEMOrO
apxuBa, B kunobaiTtax. Mo yMonyaHuo — 63 orpaHU4YeHU.
/ART:<pasmep> — TOpPOr MNPOBEPKM YPOBHS  OKaTus

(MVUHMManbHBIM pa3Mep alna BHYTPU apxuBa, HauuHasi C
KoToporo 6yaeT npou3BOAMTLCA npoBepka KoadduumeHTa
oxaTust), B kunobaiitax. Mo ymonuaHuio — 6e3 orpaHnyeHui.
/ARX:<pasMep> — MaKCUMallbHbli pasMep MpoBepsieMbIX
00beKTOB B apxuBax, B kunobainTax. Mo ymonuaHuio — 6e3
OrpaHUYEHNI.

/BI — BbIBECTM MWHPOpMaUMO O BUPYCHbIX 6a3ax. [o
YMONYaHUIO — ONUMS BKOYEHaA.

/DR — peKypcMBHO NpoBepsTb AupekTopun (NpoBepaTb
nogavpekTopum). Mo ymMonyaHuio — onuus BKIOYEHa.

/E : <Konuyecmeo_romokog> — NpPOBeCcTU TMpPOBEPKY B
YKa3aHHOe KO/IMYeCTBO MOTOKOB.

/FAST - MNpou3BECTU cucteMbl. (Tonbko

ana ).

/FL: <ums_cbalina> — NpoBepsiTb MyTH, yKasaHHble B dalne.
/FM:<macka> — npoBepatb annbel no Macke. [lo
YMOJT4@HUIO — NPOBEPSIIOTCA BCE (halnbl.

/FR: <peaynsipHoe_ebipaxeHue> — TNpoBepsiTb dannbl Mo

perynspHoMy BblpaxeHuto. [0 yMonyaHuio — MpOBEepsIoTCS
BCe ainbl.

/FULL — nNpOM3BECTU TOMHYID MNPOBEPKY BCEX XECTKUX
OUCKOB UM CMeHHbIX HocuTenein (BKOYasi 3arpy3oudHble
cekTopbl). (Tonbko Ans ).

/FX:<macka> — He npoBepsTb alnbl, COOTBETCTBYOLME
Macke. (Tonbko Ans ).

/H WM /? — BbIBECTM HA 3KpaH KpaTKyto cnpaBky o paboTe ¢
nporpammoii. (Tonbko ans ).

/HA — Npou3BOAMTb 3BPUCTUYECKWUI aHanu3 (ainoB 1 nouck
B HMX Heu3BeCTHbIX BMPYcOB. [1o yMonuaHuio — onums
BK/tOYEHa.
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/KEY : <krroyesol_chalin> — yKazaTb MyTb K K/IOYEBOMY
caiiny. MapameTp HeobxoauM B TOM Cllyyae, €C/iM KOUeBON
(aiin HaxoauTCsa He B TOWM e AMPEKTOPUM, UTO U CkaHep. Mo
yMonyaHui — ucnonb3dyetcs drweb32.key wnu  apyrou
noaXOAALMIA KtoueBon dann 3 aupektopun c:\Program Files
\DrWeb\.

/LITE - npou3BecTM CTapTOBYIO MPOBEPKY CUCTEMBbI, Mpw
KOTOPOM NpOBEpsIOTCS OnepaTvBHasi MaMsiTb, 3arpy304Hble
CeKTOpbl BCeX [UCKOB, a TakXe MpOBEecTU MpOBEepKy Ha
Hanuume pyTkuToB. (Tonbko Ans

/LN - npoBepsTb (alifbl, Ha KOTOpbIE YKa3blBAlOT SIPIbIKU.
Mo yMonuaHuio — onuus OTK/OYEHa.

/LS — npoBepsTb Mof y4vyeTHoM 3anmcbio LocalSystem. Mo
YMOJTH@HUIO — ONUMsl OTK/IKOYEHa.

/MA — npoBepsiTb NOYTOBblE Gannbl. Mo ymonyaHuio — onuus
BKJIOYEHA.

/MC : <YuC/Io_MnoMnkImoK> — YCTaHOBUTb MaKCMMaslbHOe YMCIIO
MOMbITOK BblNeYMTb aiin. Mo ymonyaHuo — 6e3 orpaHuYeHni.

/NB — He cCO34aBaTb pe3epBHble KOMUM  BblIEYEHHbIX/
yAaneHHbIX daiinos. Mo yMonyaHuio — onuust OTK/IOYEHa.
/NI[:X] — ypoBeHb WCMO/b30BaHUS PECYPCOB CUCTEMbI, B

npoueHTax. OnpenensieT KOJMYECTBO MaMSTU WCMOMb3yeMOM
AJ1S1 POBEPKM U CUCTEMHbIN MPUOPUTET 3agayv nposepku. Mo
yMOn4aHuto — 6e3 orpaHu4YeHui.

/NOREBOOT - OTMEHSIeT nepesarpysKky W BblKtOYeHWe nocne

nposepku. (Tonbko Ans ).

/NT - npoBepsATb NTFS-notoku. o ymonyaHuio — onums
BKJTIOY€EHa.

/OK — BbIBOAWUTb MOMHBIA CMMCOK MPOBEPSIEMbIX OOLEKTOB,

conpoBoXaas HesapaxxeHHble nometkon OK. Mo ymonuyaHuio —
onuus OTKOYEHa.
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/P:<npuopumem> — NPUOPUTET  3aMyLlEHHOW  3adauu
npoBepku B 06LLEel ouepeamn 3a4ay Ha NPOBEpPKY:

e 0 — HU3LLKUNA.

o [ — HUBKUN.

e N — 06blYHbIA. [TPUOPUTET MO YMONYAHMIO.

e H — BbICOKWIA.

e M — MakcUManbHbIN.

/PAL : <ypo8eHb_B/I0XeHHOCMU> — MaKCUMasbHbIf YpPOBEHb
BMIOXXEHHOCTM  YMaKOBLUMKOB WCronHsemoro danna. Eciu
YPOBEHb  BJIOXKEHHOCTW MpEBLILAET YKa3aHHbIM, MNpoBepKa
6yoeT npousBOAUTLCS TOMbKO A0 YKA3aHHOrO  YpPOBHS
B/IOXXKeHHOCTW. o yMonyaHuio — 1000.

/QL - BbIBECTM CMMCOK BCeX ainoB, MNOMELLEHHbIX B
KapaHTMH Ha Bcex Aauckax. (Tonbko ans
).
/QL: <umsi_sio2u4ecKko20_0ucka> — BbIBECTU CMNUCOK BCEX
(alnnoB, NOMELLEHHbIX B KApaHTUH Ha yKa3aHHOM JIOMMYEeCKOM
ancke. (Tonbko ans ).
/QNA — BbIBOAWTb NYTU B ABOMHbIX KaBblyKaXx.
/OR[:[d] [:p]] - y@anuTb daifbl C YKa3aHHOMO Aucka

<d> (ums_rnioeu4yeckoeo_Oucka), HaxoAslWuMe B KapaHTWHe
Jonblie <p> (konuyecmso) AHen. Ecnu <d> n <p> He ykasaHbl,
TO 6yayT ynaneHbl Bce aiinbl, HAXOAALMECS B KapaHTUHE, CO
BCEX normdeckux auckoB. (Tonbko Ans

).
/QUIT - 3aKpbiTb nocne nposepkn (BHe
3aBUCUMOCTU OT TOro, ObiMM M MpUMEHEHbl AEUCTBUS K
obHapyxeHHbIM yrpo3am). (Tonbko ans ).

/RA: <ums ¢halina> — fonucatb oT4eT 0 paboTe nporpamMmsbl B
yKa3aHHbI dann. Mo yMonyaHuio OTYET He CO3AaeTcs.

/REP — npoBepsATb MO CWUMBOJIbHbIM  cCbUikaM. [lo
YMOJTHaHMIO — OMNUMS OTKJTIOYEHaA.

/RP: <ums ¢palina> — 3anucatb OTYET 0 paboTe nporpamMmsbl B
yKa3aHHbIM dann. Mo yMonyaHuio OTUYET He CO3AaeTcs.
/RPC:<cek> — TalWMayT coeaumHeHus ¢ Scanning Engine, B
cekyHgax. [Mo ymonuanmio - 30 cekyHa. (Tonbko Ans

).
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/RPCD — WCMOMb30BaTb AMHaMU4eckuii naeHtudmukatop RPC.

(Tonbko ans ).

/RPCE - WCMoJfib30BaTb AMHAMMYeCKui uenesoi agpec RPC.
(Tonbko ans ).

/RPCE : <ueneeoli_adpec> — WCNONb30BaTb YKa3aHHbIN
uenesol agpec RPC. (Tonbko ans ).
/RPCH : <umsi_xocma> — WCMNONb30BaTb yKa3aHHOe UMs1 XOCTa
ans Bbi3oBoB RPC. (Tonbko ans ).

/RPCP : <Ipomokos> — WCMosib30BaTb YKa3aHHbIA MPOTOKOS
RPC. B03MOXHO MCMofb30BaHMe npoTokonoB: Ipc, np, tcp.
(Tonbko ans ).

/SCC — BblBOOWUTb COAEPXMMOE COCTaBHbIX 06bekToB. [0
YMONYaHMIO — OMUUS OTK/IHOYEHA.

/SCN — BbIBOAMTb Ha3BaHWe MHCTaNNSAUMOHHOrO naketa. [lo
YMONYaHMIO — OMLUMS OTK/IHOYEHA.

/SILENTMODE - 3anyCTuTb NpPOBepKy B (DOHOBOM pexume.
Ecnv npu nposepke 6yayT obHapyXeHbl yrposbl, OTKpPOEeTCS

OKHO CO CNWCKOM Yrpo3. B npoTuMBHOM
cny4yae okHO He Byaet oTobpaxkeHo. (Tonbko ans ).
/SLS — BblBOAWUTb NIOMM Ha 3KpaH. 1o yMonyaHwio — onuus
BK/toYeHa. (Tonbko Ans ).

/SPN — BblBOAMTb Ha3BaHWe ynakoBwMKa. Mo yMonyaHuio —
OnuMs BK/OYEHa.
/SPS - oTobpaxaTb Mpouecc npoBeAeHUst npoBepku. [lo
YMONYaH1io — onums BrtoyveHa. (Tonbko ans

).
/SST - BbIBOAWUTb BpeMsi MpoBepku daina. Mo ymonyaHuo —
OnumMs OTK/IIOYEHa.

/TB - BbINOMHATbL MPOBEPKY 3arpy304HbIX CEKTOPOB U
NABHbIX 3arpy304HbIX cekTopoB (MBR) eCTKOro aucka.
/TM — BbINONHSATb MOMCK Yrpo3 B OMEpaTUBHOW MaMsiTy

(BkNtoyas cuctemHyto obnacte Windows).
/TR — NpoBepsTb CUCTEMHbIE TOUYKU BOCCTAHOBNEHWS.

/W:<cek> — MaKcMMasilbHOe BpeMsi NMPOBEPKW, B CeKyHaax. o
yMOn4aHuto — 6e3 orpaHU4eHui.
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/WCL — BbiBO4, coBMecTuMbii ¢ drwebwcl. (Tonbko Aans
).

/X:S[:R] — NO OKOHYaHWW NPOBEPKN NEPEBECTU MalUMHy B

YKa3aHHbIN  peXuM:  BbIK/IOYEHWe/Nepe3arpy3Kka/>XayLmii

PEXUM/CNALLMNIA PEXXMM.,

3ajaHne OeWCTBUM C pasfiMyHbIMM 0bbekTaMun (C — BblIeUUTb, Q —
nepemMecTuTb B KapaHTWH, D — yganutb, |- urHopuposatb, R -—
MHhopMUpoBaTb. [lencTteme R BO3MOXHO TOSIbKO AN

Mo yMonuaHuio Ans Bcex — WMHGOPMUPOBaTb (Takke

TONbKO Anst )):

/ARAD: <0elicmeue> — [ENCTBUS ANS peKNaMHbIX MporpamMm
(BO3MOXHble  peictBus:  DQIR, no  yMonuaHuoo -
MHMOPMUPOBAHUE)

/AAR:<delicmeue> — [EUCTBUSS C  WHPUUMPOBAHHLIMK
apxuBamMn (BO3MOXHble AeWcTBMsl: DQIR, MO yMONYaHUO —
MHMOPMUPOBAHUE)

/ACN:<delicmeue> — [EUCTBUSS C  MHPUUMPOBAHHLIMK
WHCTaNNSIUMOHHBIMKA NakeTamu (BO3MOXHble AencTBus: DQIR,
no yMOSYaHWio — MHPOPMUpPOBaHUE)

/ADL: <0elicmeue> — [AEWCTBUS C NpOrpaMMaMu [03BOHA
(BO3MOXHble  peictBus:  DQIR, no  yMonuaHuoo -
MHMOPMUPOBAHUE)

/AHT : <0elicmeue> — [OEWCTBMS C NporpaMMamu B3NOMa
(BO3MOXHble  peictBus:  DQIR, no  yMonuaHuo -
MHMOPMUPOBAHUE)

/AIC:<0elicmeue> — [ENCTBUS C HEU3NeUMMbIMU annamu
(BO3MOXHble  penctBusi:  DQR, no  yMmMonyaHuio -
MHHOPMUPOBAHUE)

/AIN:<delicmeue> — [EUCTBUS C  WHPUUMPOBAHHLIMK
dannammn (Bo3MoXHble AeicTBMsi: CDQR, NO yMONYaHUIO —
MHMOPMUPOBAHUE)

/AJK:<0elicmeue> — [AEWCTBUS C MPOrpaMMaMu-LIyTKamMu
(BO3MOXHble  peictBus:  DQIR, no  yMonuaHuoo -
MHMOPMUPOBAHUE)

/AML: <delicmeue> — [EUCTBUSS C  MHPUUMPOBAHHLIMK
noytoBbiMM  haiinamMn  (BO3MOXHble AeicTBua: QIR, no
YMON4YaHUIO — MHHOPMMPOBAHKE)
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e /ARW:<Oelicmeue> — OEWACTBUSI C MOTEHUMANbHO OMacHbLIMM
dannammn (Bo3MOXHble AeicTBus: DQIR, MO yMONMYaHWIO —
MHMOPMUPOBAHUE)

e /ASU: <0elicmeue> — AeNCTBUS C NOAO3PUTENbHBIMK halinamm
(BO3MOXHble  peictBus:  DQIR, no  yMonuaHuoo -
MHMOPMUPOBAHUE)

HeKOTOpre KlO4M  MOryt WUMETb MO,CI,VId)VIKaTOpr, C noMoubo
KOTOPbLIX PEXUM ABHO BK/IHOHAETCA nmbo oTKNYaeTcs. HaanMep:

/AC- PEXWM SIBHO OTKJIIOYAETCS,
/AC, /AC+ PEXWM SIBHO BK/IIOYAETCS.

Takasi BO3MOXHOCTb MOXET OblTb MOMe3Ha B Clydae, eciim pexum
BKJIOYEH/OTK/IIOUEH MO YMOSIYAHUIO WKW MO BbIMOSHEHHBIM paHee
yCTaHOBKaM B  KOHMUrypaumoHHoM aiine. CnnMcok — Kiouew,
[OMyCKaloLWwmx npuMeHeHne Mmoandukatopos: /AR /AC /AFS /BI
/DR /HA /LN /LS /MA /NB /NT /OK /QNA /REP /
scCc /SCN /SPN /SLS /SPS /SST /TB /TM /TR /WCL.

Ona knoya /FL MoaudukaTop «-» O3Ha4aeT: MPOBEPSATL NyTH,
nepeuncieHHble B yka3aHHOM daiine, U yaanuTb 3ToT daiin.

Ona wkoven /ARC /ARL /ARS /ART /ARX /NI[:X] /
PAL /RPC /W 3HayeHue napameTpa «0» O3Ha4yaeT, yTo napaMeTp
ncnonb3yetcs 6e3 orpaHUYEHNI.

MpMMep WCMONb30BaHUA K/OYE npu  3anycke

[ <nyTb_k_nporpamme>] dwscancl /AR- /AIN:C /AIC:Q C:\

npoBepuTb BCe aiifbl, 3a WCKIIOYEHMEM aApXMBOB, Ha AWCke C,
MHOULUMPOBAHHbIE  haliNibl  NIEYNTb, HEU3NIEYMMbIE MOMECTUTb B
KapaHTWH. [N aHanorMyHoro 3anycka

Heo6x0aMMo HabpaTb MMsl KOMaHabl dwscanner.
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MapameTpbl ans Moayns o6HoBNEeHus

O6wme napamMeTpbl:

-h [ --help ]

-v [ --verbosity ] arg

-d [ --data-dir ] arg

--log-dir arg

--log-file arg (=dwupdater.log)

-r [ --repo-dir ] arg

-t [ --trace ]

-c [ --command ] arg (=update)

-z [ --zone ] arg

BblBECTM Ha 3KpaH KpaTKylo CrpaBkKy O
paboTe ¢ NporpamMmon.

oTyeTa:  error
(pacLumpeHHbiit),

YpoBeHb  AeTanu3aumun
(cTaHgapTHbIn),  info
debug (0TnagouHbIN).

Katanor, B KOTOPOM
PEMNO3UTOPUI U HACTPOMKMU.

pa3MelLeHbl

Katanor,
OTYeT.

B KOTOpoM Oyder coxpaHeH

Wmsi daiina oTyeTa.

Katanor penosutopusi, (MO YyMONYaHWio

<data_dir>/repo).

Br/1l0UnTL TPaccMpoBKy.

BbinonHsiemass kKomaHga: getversions -
nonyynTb  Bepcuu, getcomponents —
NoJly4nTb KOMMOHEHTbI, init =

MHMUManu3aumsi, update — o6HOBneHue,
uninstall — yganuTtb, exec — BbIMOMHUTD,
keyupdate — o6HoBUTb KoY, download —
CKayaTb.

Cnucok  30H, KOTOPbIV
UCMOJb30BaTbCsl  BMECTO
KOHUrypaLroHHOM daline.

byner
3aAaHHbIX B

MapameTpbl KOMaHAbl MHMUManu3aumm (init):

-s [ --version ] arg

-p [ --product ] arg

Homep Bepcun.

HassaHune npoaykra.
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-a [ --path ] arg

-n [ --component ] arg

-u [ --user ] arg
-k [ --password ] arg

-g [ --proxy ] arg

-e [ —exclude ] arg

MpunoxxeHus

MyTs, No KoTopoMy OydeT yCTaHOB/EH
NPOAYKT. 3ST0T Karanor 6yner
MCMONb30BaTbCs MO YMOJYaHWio B
KayecTBe KaTasiora Ass BceX KOMMOHEHTOB,
BK/IIOYEHHbIX B MpoaykT.  Moaynb
06HOBNEHMS1 6yAeT NpoBepsATb HanmMune
KntoueBoro  ainia WMMEHHO B 3TOM
Kartanore.

MIMs KOMMOHeHTa W KaTasor YCTaHOBKW B
dopmate <name>, <install path>.

MMsa nonb3oBaTtensi NpoKcu-cepsepa.
[Maponb nonb3oBaTens NpoKcu-cepeepa.

MNpokcn-cepeep  ana  OOHOBNEHMS B
dopmMaTe <adpec>: <nopm>.

MMs  KOMMOHEHTa,  KOTOpbIM  Byader
WCK/IOYEH U3 MPOAYKTa MPU YCTaHOBKE.

MapameTpbl kOMaHAbl 06HOBNEeHus (update):

-p [ --product ] arg

-n [ --component ] arg

Ha3BaHue npoaykrta. Ecam  Ha3BaHue
yKasaHo, TO byner npov3BeaeHo
06OHOBJIEHME TONBKO 3TOro NpoaykTa. Ecnm
MPOAYKT HE VYKa3aH W He YKasaHbl
KOHKPETHbIE KOMMOHEHTbI, 6y,qu
Npon3BEAEHO 0bHOB/EHME BCeX
npoaykToB. Ecnu ykasaHbl KOMMOHEHTHI,
byner npov3BeaeHo obHoBneHVE
YKa3aHHbIX KOMMOHEHTOB.

MNepeyeHb KOMMOHEHTOB, KOTOpble
Heo6XxoaMMo O6HOBUTb A0 OMpeaeneHHow
mMoamdmKaumm.

®opmart: <name>, <target revision>.
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-x [ --selfrestart ] arg (=yes)

--geo-update

--type arg (=normal)

-g [ --proxy ] arg

-u [ --user ] arg
-k [ --password ] arg

--param arg

- [ --progress-to-console ]

MNepe3anyck nocrne O6GHOBNEHWs MoAyns
06HOBMIEHMSA. [l0  yMONMYaHWIO 3HayeHue
yes. ECmm yka3aHO 3HayeHne no, TO
BbIBOAMTCS npeaynpexzaeHve o}
HeobxoaMMOCTH nepesanycka.

Monyuntb CMUCOK IP-appecoB
update.drweb.com nepes 06HOBNEHMEM.

MOoXeT 6biTb OAHUM U3 CNEAYIOLUX:

o reset-all = NpUHyaUTENbHOE
06HOBNEHME BCEX KOMMOHEHTOB;

o reset-failed - cbpocmute  BCe
M3MEHEHUSI ANs  MOBPEXAEHHbIX
KOMIMOHEHTOB;

o normal-failed = NonbITaTbCs

06HOBUTb KOMMOHEHTbI, BKJ/tOYas
MOBPEXAEHHblE, [0  MOC/eaHeN
160 A0 yKasaHHOW Bepcum;

e update-revision = 06HOBUTb
KOMMOHEHTbI B Mpeaenax TeKyLlen
peBu3nu;

e normal = 06HOBUTb BCE
KOMMOHEHTBI.

MNpokcn-cepeep  ana  OOHOBNEHMS B
¢opmMaTe <adpec>: <nopm>.

MMsa nonb3oBaTtensi NpoKcu-cepsepa.
[Maponb nonb3oBaTens NpoKcu-cepeepa.

MNepenaTe AOMONMHWUTENbHBIE MAapaMeTpbl B
CKpUNT.
dopmMart: <umsi>: <3Ha4yeHue>.

BblBECTM Ha KOHCONMb WH@OpMauui o
3arpy3ke 1 BbIMOJIHEHUWN CKpUMTa.
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Oco6ble napaMeTpbl KOMaHAbl UCNOJIHEHUS (exec):

-s [ --script ] arg
-f [ --func ] arg

-p [ --param ] arg

- [ --progress-to-console ]

MapamMeTpsl KOMaHAbl

(getcomponents):

BbIMOMHWTL YKa3aHHbIN CKPUMT.
BbIMOMHUTL (DYHKLMIO CKpUMTA.

MNepepaTe AOMONMHWTENbHBLIE MapaMeTpbl B
CKpUNT.
dopmMart: <umsi>: <3Ha4yeHue>.

BblBECTM Ha KOHCONMb WH@OpMauui o
Nporpecce BbINMOIHEHNS CKpUMTa.

nosiy4yeHumsa KOMIMOHEHTOB

-s [ --version ] arg

-p [ --product ] arg

Homep Bepcun.

YKaXuTe UMs npofyKTa, YTo6bl YBUAETb,
KaKve KOMMOHEHTbl OH BKJOYaeT. Ecnim
NpOAYKT He yKasaH, 6ydyT BblBEZEeHbl BCe
KOMMOHEHTbI 3TOI BEPCUU.

MapaMeTpbl KOMaHAbI NONyYeHUsI U3MeHeHuii (getrevisions):

-s [ --version ] arg

-n [ --component ] arg

Homep Bepcun.

VIMS1 KOMMOHEHTA.
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MapameTpbl kOMaHAbl yaaneHus (uninstall):

-n [ --component ] arg VM KOMMOHEHTa, KOTOpbIM HeobXxoarMo
yAnUTb.

-I [ --progress-to-console ] BbiBeCTM MH(OPMaLUMIO O  BbINOSIHEHWUM
KOMaHAbl Ha KOHCOJb.

--param arg MNepenaTb AOMOSHWUTENbHbIE MapaMeTpbl B
CKPUMT.

dopmar: <umsi>: <3Ha4yeHue>.

-e [ --add-to-exclude ] KoMnoHeHTbI, KoTopble OyayT yaaneHbl u
nx 0bHOBMIEHNE NPOM3BOANTLCS He byaer.

napamerpbl KOMaHAbl aBTOMaTU4YECKOIro 06HOBIEHUA KNIoYa
(keyupdate):

-m [ --md5 ] arg KoHTponbHas cymma md5  craporo
K/toueBoro cdaiina.

-0 [ --output ] arg Mmsa daiina.

-b [ --backup ] PesepBHoe KOMupoBaHve CTaporo
KJTOYEBOTO chalifia, ECIN OH CyLIECTBYET.

-g [ --proxy ] arg Mpokcu-cepep AN OBHOBNEHWS B
dopmMaTe <adpec>: <nopm>.

-u [ --user ] arg MMs nonb3oBaTensi Npokcu-cepeepa.

-k [ --password ] arg Maposnb nonb3oBaTensi NPoOKCU-cepeepa.

-I [ --progress-to-console ] BblBECTM Ha KOHCONMb WH@OpMauui o

3arpyske KtoueBoro daiina.
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MapameTpbl kOMaHAbl ckaunBaHua (download):

--zones arg

--key-dir arg

- [ --progress-to-console ]

-g [ --proxy ] arg

-u [ --user ] arg
-k [ --password ] arg
-s [ --version ] arg

-p [ --product ] arg

daiin, cogepxallmii CCoK 30H.

KaTtanor, B KOTOPOM HaxOAWUTCS KITKOUEBO
anin.

BbiBeCTv MHGOPMaLMio O  BbIMONHEHUM
KOMaH/bl Ha KOHCOJb.

MNpokcn-cepeep  ansd  OOHOBNEHMS B
dopmMaTe <adpec>: <nopm>.

MMsa nonb3oBaTtensi NpoKcu-cepsepa.
Maposnb nonb3oBaTesnsi NPoOKCU-cepBepa.
Nms Bepcun

HasBaHwue npoayKTa, KOTopbIli HEO6X0AUMO
cKauaThb.
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Koabl BO3BpaTa

BO3MOXHble 3HayeHus Koaa BO3BpaTa W COOTBETCTBYHOLUME UM
cobbITns cneaywowme:

OK, He 06Hapy>XeHO BUPYCOB U/ NMOAO3PEHNUI Ha BUPYChI

O6Hapy>keHbl 3BECTHbIE BUPYChI

0

1

2 ObHapy>«eHbl MOANdVKALIMKN N3BECTHBIX BUPYCOB
4 O6Hapy»>keHbl NOA03PUTESbHBIE Ha BUPYC O6BEKTHI
8

B apxuBe, KOHTEMHEPE WM MOYTOBOM SLUMKE O6HAPYXXEHbI
U3BECTHbIE BUPYChI

16 B apxuBe, KOHTEMHEPE UM MOYTOBOM SLUMKE O6HAPYXXEHbI
MOANDUKALIMM U3BECTHBIX BUPYCOB

32 B apxuBe, KOHTENHEPE W/ MOYTOBOM SILUMKE OBHAPYXXEHbI
NoAO3pUTESbHBIE Ha BUPYC 06BEKTHI

64 YcnewHo BbIMOSIHEHO JleyeHMe XOoTs  Obl  OAHOro
3apaXeHHOro BMPYCOM 0bbekTa

128 BbinonHeHo  yaaneHue/nepeMMeHoBaHue/nepeMeLleHne
XOT$1 6bl OAHOrO 3apaXKeHHOro daiina

Pe3ynbTupytowmii Koa Bo3BpaTa, (OPMUPYEMbI MO 3aBEpLUEHMIO
NMpOBEPKM, PABEH CyMMe KOZAOB TeX COBbITWI, KOTOPble MPOM30LLIN BO
BpeMsl NpoBepkM (U ero cnaraemble MOryT O4HO3HaYHO BbiTb MO HeMy
BOCCTaHOB/EHbI).

Hanpumep, kop Bo3Bpata 9 = 1 + 8 o03HayaeT, 4TO BO BpeMs
npoBepku 0BHapy>XeHbl U3BECTHble BMPYChl (BUMPYC), B TOM 4uCie B
apxuBe; o0b6e3BpexuBaHMe He nNpoBOAMNOCh; 6onblue  HUKaKuX
«BWPYCHbIX» COBbITUI He 6biO.
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MpunoxxeHune b. Yrpo3bl n cnocobbl nx
06e3BpexxnBaHus

C pasBWTUEM KOMIMbIOTEPHBIX TEXHOJIOTUIA U CETEBBLIX PELLEHWIA, BCE
6osblliee pacnpoCTpaHEHME MOJMyYaloT pasfiMyHble BPeLOHOCHbIE
nporpaMMmbl, Harpas/ieHHblE Ha TO, YTO6bl TaK WM MHA4Ye HaHEeCTM
Bpe# Monb3oBaTensaM. WX pasBMTME Hauyanocb €lle B 3Moxy
3apOXK/EHNS BbIYMCIIUTENBHOW TEXHWUKW, M NMapaniesibHo pa3BuBaInCh
CpeacTBa 3alUWTbl OT HUX. TEM He MEHEE, A0 CUX MOP HE CYLLECTBYET
eanHol KnaccuduKaumMm BCEX BO3MOXHBLIX Yrpo3, 4YTO CBSI3aHO, B
nepByl0 o4yepeflb, C HENpPeACcKasyeMbiM XapaKTepoOM WX pa3BUTUS U
MOCTOSIHHbIM COBEPLIEHCTBOBAHUEM MPUMEHSIEMbIX TEXHOMOTUIA.

BpenoHOCHble MpOrpaMMbl MOFYT PacrpoCTpaHsATbLCS Yepes3 VIHTepHeT,
NOKaNbHY0 CETb, 3MEKTPOHHYID MOYTYy W  CbEMHbIE HOCUTENM
WMHdopMauun. HekoTopble paccuMTaHbl Ha HEOCTOPOXHOCTb U
HEOMbITHOCTb  MOMb30BaTENS WM MOryT [elCTBOBaTb MOJSIHOCTbIO
AaBTOHOMHO, Jpyrve SBASKOTCA  JIMWb  MHCTPYMEHTaMW  MoA
YNpaB/iEHNEM KOMMbIOTEPHBIX B3MOMLUMKOB WM CMOCOGHbI HAHECTM
BpeA AaXe HaAeXHO 3aLUMLIEHHBIM CUCTEMAM.

B [naHHOM rnaBe npeacTaBfieHbl OMMCAHUA BCEX OCHOBHbIX W
Hanbosiee pacrnpoCTPaHEHHbIX TWUMOB BPEAOHOCHLIX MPOrpamMM, Ha
60pb6y C KOTOPLIMM B MEPBYIO OYEpelb WM HarpasfieHbl pa3paboTku

180



T4
)]
“N

P
$

MpunoxeHus

Knaccudpumkaumsa yrpos
KoMnbroTepHble BUPYCbI

INaBHOW OCOBGEHHOCTHIO TaKMX MPOrpaMM SIBASIETCS CMOCOBHOCTb K
BHEAPEHWNIO CBOEr0 KOoAa B MCMOMHSEMbIA KOA APYrMx Nporpam.
Takoe BHegpeHue HasbiBaeTCs MHMULMpoBaHMEM (MM 3apa)KeHUeM).
B 60nbWMHCTBE C/lyyaeB WHMUUMPOBAHHBLIA halil caM CTAHOBWTCS
HOCUTENIEM BUPYCa, NPUYEM BHeApPEHHasl YacTb Kofda He o0bs3aTenbHo
byneT coBnagatb C OpurMHanoM. [eicTBus 60MbLIMHCTBA BUPYCOB
Hanpa.fieHbl Ha MOBPEXAEHUE WM YHUUTOXEHWE AaHHbIX. Bupycel,
KOTOpble BHeapsitoTcs B halifibl  OnepaumoHHOM  cucTeMbl (B
OCHOBHOM, WCMOJSIHSieMble alnbl M AMHAMUYECKMe OGUBIMOTEKM),
aKTMBMPYIOTCS MpWU  3arycke MOPaXKEHHOW NporpaMMbl W 3aTeM
PacnpoCTPaHAOTCS, HasblBAOTCA haknoBbIMM.

HekoTopble BMpYCbl BHeApAOTCS He B alnbl, @ B 3arpy3o4Hble
3anncK AMCKeT, pasfenbl XeCTKMX AWMCKoB, a Takke MBR (Master
Boot Record) ecTkmx guckoB. Takme BMPYCbl Ha3blBaOTCA
3arpy30o4HbIMK, 3aHMMatOT HEBGONbLION 06bEM NMaMsITU U NpebbiBalOT B
COCTOSIHUM FOTOBHOCTWM K MPOAO/HKEHUIO BbIMNOMHEHNS CBOEN 3adauu
[0 BbIrpy3KK, rnepesarpy3ku unm BblKIOYEHNS KOMMbIOTEPa.

MakpoBupycbl — 3TO BMpYCbl, 3apaxawolme dainbl AOKYMEHTOB,
ucnonb3yemble  npunoxeHusamn  Microsoft  Office u  apyrumm
nporpaMmMmamu, AOMyCKaloWMMU HanmMumMe MakpokoMaHz (4alle Bcero
Ha s3blke Visual Basic). MakpokoMaHabl — 3TO BCTPOEHHble
nporpammbl  (Makpocbl) Ha  NOMHOGYHKUMOHANBHOM  A3blKe
nporpaMmmupoBaHus. Hanpumep, B Microsoft Word 3Tn Makpochl
MOryT aBTOMaTM4eCKM 3anyckaTbCsd MNpu  OTKpbITUM  noboro
[JOKYMEHTa, €ro 3aKpbITU1, COXPaHEHUN U T. [.

BMDYCbI, KOTOpbIe CnocobHbI aAKTMBU3NPOBATbCA WU  BbINOJIHATb
3a[aHHblE BMpyconucaTenem ,Cl,el\;ICTBWil, HanpuMmep, npu AOCTUXEHUU
KOMMNbIOTEPOM onpeaeneHHoro COCTOAHUA Ha3bIBalOTCA
PE3NAEHTHLIMWN.
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BONbLWWHCTBO BMPYCcOB 0b6nafaloT TOW WAM WHOW 3awmTol OT
o6HapyxxeHusi. Crocobbl 3alWTbl MOCTOSIHHO COBEPLIEHCTBYIOTCS M
BMECTE C HUMW pa3pabaTbIBAOTCS HOBbIE TEXHOMOMMN 60PLOLI.

Hanpumep, windpoBaHHble BUPYCHI WMMbPYIOT CBOW KOA MpY KaXaom
HOBOM 3apaXXeHuu [ANns 3aTpyAHeHus ero obHapyxeHus B daiine,
MaMmsT¥ WM 3arpy304HOM cekTope. Kaxkabll 3K3eMnasp Takoro
BUpYCa COLEPXMT TOSbKO KOPOTKUM oblmin dparmMeHT (npoueaypy
pacLMdpoBKK), KOTOPLIA MOXHO BbIGpaTh B KaYecTBe CUrHaTypbl.

CyLLecTBYIOT Takxe MosMMOpdHbIE BUPYChI, WCMOJb3yioLMe NOMUMO
WnbpoBaHUs  koAa  CreuuanbHylo  Mpoueaypy  paclumdpoBKu,
M3MEHSIIOLLYI0 caMy cebsi B KaXXAOM HOBOM 3K3eMMJisipe BMpYyca, YTo
BEAET K OTCYTCTBUIO Y TaKoro BUpyca 6aiToBbIX CUrHaTYp.

Ctenc Bupycbl (BMpYCbl-HEBUAMMKM) — BUPYCHblE MpOrpamMbl,
npeanpuHUMaiolLme crieumarnbHble AeUCTBUS AN MacKMpOBKW CBOEN
[EeSTENbHOCTM € LUENblo  COKPbITUS  CBOEro  MpUCYTCTBUS B
3apaXKeHHbIX 06bekTax. Takol BUPYC CHMMAET nepes 3apaXXeHWeM
XapaKTEPUCTUKN MHMUMPYEMOI MporpaMMbl, a 3aTeM MOACOBLIBAET
CTapble AaHHbIE NPOrpaMMe, ULLyLLEN U3MEHEHHbIE (alisbl.

Bupychl Takke MOXHO KnaccuduumpoBaTh Mo A3blKY, HA KOTOPOM OHM
HarnucaHol (6onbluMHCTBO nuwyTcs Ha accembnepe,
BbICOKOYPOBHEBbIX $3blKax MPOrpaMMUPOBAHUS, CKPUMTOBLIX SA3blKaxX
M T. 4.) 1 NO NMopa)kaeMbiM OnepaLnoHHbIM CUCTEMAM.

KoMnbroTepHble yepsu

B nocnegHee BpeMs, YepBM CTasu ropasgo 6osiee pacnpocTpaHeHb,
yeM BMpYCbl M MpouYMe BpedoHOCHble MporpamMmbl. Kak u BMPYCh,
Takue MporpamMMbl CrMoco6HbI PasMHOXaTb CBOM KOMUM, HO OHU He
MOTYyT 3apaxaTb ApyrMe KOMMblOTEPHblE Mporpammbl.  YepBb
NPOHWMKAET Ha KOMMbIOTEP M3 ceTW (Yalle BCEro Kak BJIOXEHWE B
COOBLLEHMAX 3MEKTPOHHOM MOYTbI MM Yepe3 CeTb WHTEpPHET) U
pacchiNaeT CBOM (PYHKLMOHASBbHLIE KOMWUW B APYrUE KOMIbIOTEPHbIE
cetTn. lpuyeM Ang  Hauyana  pacrnpoCTpaHeHus 4epBu  MoryT
MCMoJb30BaTh Kak AEMCTBUS MOMb30BaTeNs, Tak M aBTOMaTUYECKUI
pexXuM BbIGOpa M aTaku KOMMboTEpa.
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YepBu He BCeraa LIENMKOM COCTOST M3 ofHoro daiina (Tena yepss).
Y MHOrux YepBel ecTb Tak Ha3blBaeMasi MHEKUMOHHas YacTb (wenn-
Kof), KoTopas 3arpyxaetrca B O3Y u «aorpyxaer» Mo cetu
HeMoCcpeaCTBEHHO CaMO Tenlo B BuAe ucnonHsiemoro daina. MNoka B
CUCTEME HET TeNa YepBsi, OT HEro MOXHO M36aBUTLCS Nepesarpy3Kon
KoMnbloTepa (MpuM KoTopoKl npoucxoauT cbpoc O3Y). Ecnmn xe B
CUCTEME OKa3blBaeTC TeNo 4epBs, TO CrpaBUTbCA C HUM MOXET
TOJIbKO aHTUBUPYC.

3a CYET UHTEHCUBHOMO PacnpoCTpaHeHUsl, YepBU CMOCOBHbI BLIBECTM
M3 CTpOs Liefible CETU, AaXKe eCNM OHWM He HEeCYT HUKAaKOM Mosie3HoM
Harpysku (He HaHOCAT NPsIMOI Bpes, CUCTEME).

TposiHCkue nporpaMMbl (TPOSIHCKUE KOHM, TPOSIHbI)

STOT TUN BpPeAOHOCHBLIX NPOrpaMM He criocobeH K camopennmkaluu.
TposiHbl NOAMEHSIOT KaKyr-Nnbo 13 YacTo 3anyckaeMbiX NPOrpaMM M
BbINOMHAIOT ee  QyHKuuM (UM UMWUTUPYIOT  UCMOSIHEHME  3TUX
(yHKUMIA), OOHOBpPEMEHHO MPOM3BOASA Kakue-nMbo BpeLOHOCHbIE
nencteus  (NoBpexaeHWe W yaaneHue  [aHHblX,  Mepecblika
KOHUAEeHUMaNbHOM uHdopMaumu v T. 4.), nnbo aenas BO3MOXHbLIM
HeCaHKUMOHWPOBAHHOE MCMONb30BaHWe KOMMbIOTEPA APYrUM JINLIOM,
HanpuMep AN HaHeceHWs Bpeaa TPETbeMyY nuLly.

TposiHe obnafaeT CXOXWMW C BMPYCOM MAaCKMPOBOYHLIMU U
BPEAOHOCHBIMU (hYHKLUMSAIMU U AaXke MOXET 6bITb MOAYNEM BUPYCaA, HO
B OCHOBHOM TpPOSIHCKME MPOrpaMMbl  PacrpoCTPaHsIoTCs,  Kak
OTAeNbHble UCMonHsieMble ainbl  (BbiknagbliBatoTcs Ha  daiin-
CepBepa, 3anuCbiBalOTCS  Ha  HOCUTENM  MHdopMauuu  wam
MepechialoTcsl B BuAE NPWUIOXKEHUA K COOGLUEHWSIM), KOTOpble
3anyckaloTcss nbo camuMM nosib3oBaTteneM, 6o onpeaeneHHbIM
MpOLIECCOM CUCTEMBI.
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PyTkut

3To BpeAoHOCHasi NporpaMMa, npedHasHauyeHHast Ans nepexsaTa
CUCTEMHBIX (DYHKUMIA OMepaLMoOHHOW CUCTEMbI C LIENbI0 COKPbITUS
CBOEro MpucyTCTBMS B cucTeMe. Kpome TOro, PyTKUT MOXET
MacKkMpoBaTb MPOLECCHl APYruX TMporpamMM, pasfuyHble  Ktouu
peectpa, nanku, dainbl.  PyTKMT  pacnpocTpaHsieTcss  Kak
caMocTosITeNlbHasi NporpaMMa WM Kak AOMOSHWUTENbHbLIA KOMIMOHEHT
B COCTaBe ApYyrol BPeAOHOCHOM MnporpamMmbl. Mo cyTu — 310 Habop
YTWUUT, KOTOpble B3MOMIUMK YCTaHaB/IMBAET B CUCTEMY, K KOTOPOM
MoJy4nn nepBoHaYasbHbIA OCTY.

Mo npuHUMNy cBoei paboTbl PYTKWUTbI YCNIOBHO pa3fensitoT Ha ABe
rpynnbl: User Mode Rootkits (UMR) — paboTaiowme B pexume
nonb3oBatenst (nepexsaT dyHKUMN OUGIMOTEK MONb30BATENLCKOrO
pexxuma), u Kernel Mode Rootkits (KMR) — paboTaiowme B pexume
aapa (nepexBaT YHKUMMA Ha YpOBHE CWUCTEMHOrO $iApa, u4TO
3HAUUTENBHO YCIIOXKHSET ero obHapyxeHue 1 obe3BpexunBaHue).

MporpamMmmMbl B3/1I0Ma

K [aHHOMYy Tuny BpedoOHOCHbIX MpOrpaMM OTHOCATCS pasfuuHble
MHCTPYMEHTbI, KOTOPbIMU 3M0YMBILLNIEHHUKN MOMb3YIOTCA ANS B3/10Ma
KOMMbIOTEPOB U ceTell. Havbonee pacnpocTpaHEHHbIMM CPeay HUX
SABNSAOTCA CKaHepbl MNOPTOB, KOTOPble BLIABASIOT YS3BUMOCTU B
cucTeMe 3almMTbl KoMnbtoTepa. [MOMMMO B3/1OMLUMKOB, MOAO0GHBIMK
nporpaMMamMuM  MOMb3YIOTCA  aAMUHUCTPATOPbl AN KOHTPONs
6e3onacHOCTM CBOMX ceTel. MHoraa K nporpaMMaM  B3/oMa
NPUYUCNAIOT pa3MYHOE pacrnpocTpaHeHHoe [10, KOTopoe MOoXeT
MCNonb3oBaTbCa ANS B3/10OMA, @ TaKXkKe HeKOTopble NporpamMbl,
UCMONb3YIOLIME  METOAbl  COUManbHOM  MHXeHepun  (nonydeHue
KOHMUAeHUMansHOM MHbOopMaLmK y nosb3oBaTenein nyTeM BBEAEHUS
ux B 3abnyxaeHue).
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LLinnoHCKne nporpamMmbl

STOT TUN BPEAOHOCHBLIX NMPOrpaMM, MpeAHasHaueH Ans CleXeHusl 3a
CUCTEMOMN N OTCbISIKON COBpaHHON MHDOPMaLUMK TPETbEW CTOPOHE —
CO34aTeNt0  WAM  3aKasuuMKy TaKoM nporpaMmbl.  3aka3uukamu
LUMMOHCKMX MPOrpaMM MOryT ObiTb: pacnpoCTpaHUTeNM chnama W
peKiaMbl, MapKETUHIOBbIE areHTCTBa, CKAaM-areHTCTBa, MPECTyMnHble
rpynnNMPOBKM, AESTENN NPOMBILIEHHOIO LUMNMOHAaXa.

Takve nporpaMMbl TalHO 3aKayMBalOTCS Ha KOMMbIOTEP BMeCTe C
KaknM-nnbo nporpaMMHbiM - obecrneyeHnemM WaM  npyu NpoCMOTpe
onpeaeneHHblx HTML-CTpaHuy, 1 BCMbIBAOWMX PEKNAaMHbIX OKOH Y
CaMOyCTaHaB/IMBAOTCH 6e3 MHDOPMUPOBAHUSA 06 3TOM
nono3osBatens. [loboyHble 3addekTbl OT MNPUCYTCTBUS  LLMMOHCKMX
nporpaMM Ha KoMmnbloTepe — HecTabunbHas pabota 6paysepa u
3amepsieHne Npou3BOANTENBHOCTU CUCTEMBI.

PeknaMHble nporpamMmbl

Yawe Bcero noa 3TMM TEPMMHOM TMOHMMAIOT MPOrPaMMHbIA KO,
BCTPOEHHLIA B pas/nMyHoe HecnnaTHoe MporpaMMHoe obecnedeHue,
npy  WCMONb30BAaHUM  KOTOPOrO  MOJb30BaTENO  MPUHYAUTENbHO
rokasblBaeTcs peksiama. Ho uHorga TakoW KOA4 MOXET CKPbITHO
pacnpoCcTpaHATbCA MOCPEACTBOM ApYrMX BPeAOHOCHbIX MporpaMM M
[EMOHCTPMPOBATb peK/aMy, HanpuMep, B WHTepeHeT-6pay3epax.
3auacTylo peksiaMHble NporpaMMbl paboTaloT Ha OCHOBaHWM AaHHbIX,
COBpaHHbIX LUMMOHCKUMM NporpaMMamiu.

MporpaMMbI-LIYTKH

3TO TWUMN BPEAOHOCHLIX MPOrpaMM, KOTOpble, KaK W peKaMHble
MporpamMMbl, He HaHOCAT MPAMOro Bpeda CuUcTeMe. Yalle BCEro OHu
reHEpUPYIOT COOBLUIEHUS O HECYLLECTBYIOLIMX OWIMBKAX M yrpoXaloT
[EACTBUAMM, KOTOPbLIE MOTYT MPUBECTU K MOBPEXAEHWMIO AaHHbIX. VX
OCHOBHOM (hyHKLMEN SBNAETCA 3anyruBaHue Mosib3oBaTens, Nnbo
HABA34YMBOE €ro pasgpaxkeHue.
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MporpamMMmbl 4O3BOHa

OTO chneumanbHble KOMMbIOTEPHbIE MPOrpaMmbl, paspaboTaHHble Ans
CKAHMPOBaHMSI HeKoero pauanasoHa TenedOoHHbIX HOMepoB Ans
HaXOXAEHWsI TaKOro, Ha KOTOPLIM OTBETUT MoaeM. B panbHeiwem
3/10YMbILLIEHHWUKN MCMoNb3yoT HalAeHHble HOMepa ans
HaKpy4MBaHusl onnaTbl 3a TenedOoH XepTBe WM A1 HEe3aMEeTHOro
NOAK/IOYEHNS MONb30BaTenss 4Yepe3 MOAEM K AOPOroCTOSILLMM
nnaTHbIM TenedoHHbIM CrTy6am.

Bce BbllLENEPEYNCTIEHHDbIE TUMNbI nporpamMm CHUTAKOTCA
BpPEAOHOCHbLIMK,  T. K. NpeACTaBnAlOT  yrposy nmbo  AaHHbIM
nonb3oBaTend, nmbo  ero npaBaM Ha KOHd)M,CI,eHLI,MaJ'IbHOCTb
MHd)OpMaLI,MM. K BPEAOHOCHbLIM HE NMPUHATO MPUYUCNATb NPOrpamMmbl,
HE CKpbiBalOWne CBOEro BHeAPEHUA B CUCTEMY, nNporpamMmmbl Anda
PacCbl/IKM CnaMa W aHalnu3aTopbl TpachKa, XOTA NOTEHUWaANbHO U
OHM MOryT npu onpeaeneHHbIX obcTosTenbCTBax HaHECTU Bpea
nonb30BaTeNo.

Cpeay nporpaMMHbIX MPOAYKTOB TakXkKe BblAENSETCS Lenblii knacc
NoTeHUMasibHO OMacHbIX MPOrpaMM, KOTOpble He COo3[aBanucCb ANs
HaHeceHWs Bpega, HO B Cwly CBOMX 0OcobeHHOCTelW MoryT
NpeacTaBnsATb yrposy ans 6esonacHocTu cuctembl. lNpuyeM, 3To He
TONMbKO NpOrpamMMbl, KOTOpble MOMyT Cly4YyallHO MOBpeauTb Wnn
yOanuTb AaHHble, HO U Te, KOTOpble MOryT MCMOJIb30BaTbCA XaKepamm
WM apyruMyM nporpaMmMamun Ans HaHeceHus Bpega cucteme. K HUM
MOXHO OTHECTU pasnnyHble MPOrpaMMbl YAANEHHOro obLleHns wu
aaMUHUCTpUpoBaHus, FTP-cepeepa u T. 4.
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Hwuxe npuBeAaeHbl HEKOTOPbI€ BMAblI XaKEpPCKUX aTdK U
WHTEepHEeT-MOLUeHHHNn4YeCcTBa:

o Amaku memodom rnodbopa naporss — CrneunanbHas TPostHCKast
nporpaMMa BbIUMCNISIET HEOOXOAWMBIN ANsi MPOHUKHOBEHWSI B
CeTb Naponb MeToAOM noabopa Ha OCHOBAHWK 3aSI0XKEHHOMO B
3Ty nporpaMMy CnoBapsi Maponien WM reHepupyst CiydaiHble
nocneposaTenbHOCTY CUMBOJIOB.

e DoS-amaku  (oTka3  obcnyxwuBaHusa) M DDoS-amaku
(pacnpeneneHHbIn 0Tka3 0BCNY>XUBaHUSA) — BUA CETEBbLIX aTak,
rpaHuyaliMii ¢ TeppoOpU3MOM, 3aK/oYaloLWMINCA B MOChIIKE
OFPOMHOrO 4YMcna 3anpocoB € TpeboBaHWeM ycnyru Ha
aTakyembli  cepep. [pu  [JOCTWXEHWW  OnpeaeneHHOro
KONUYecTBa  3anpocoB  (OrpaHWMYeHHOro  amnapaTHbIMK
BO3MOXHOCTSIMM ~ CepBepa), CepBep Mepectaer C HUMU
CNpaBnsATbCS, YTO MPUBOAUT K OTKasy B 0b6cnyxxuBaHun. DDoS-
ataku otnnyarTcs oT DoS-atak TeM, 4YTO OCyLEeCTBASIOTCA
cpa3y ¢ 6onbloro konuyecTsa IP-agpecos.

e [loumoebie 60M6bI — OAVH W3 MPOCTEWLIMX BWAOB CETEBbIX
aTak.  3/10yMbIWSIEHHWKOM  MOCLIIAETCSd Ha  KOMMbIOTep
nonb3oBaTenst WM MOYTOBLIA  CepBEp KOMMaHWM  OfHO
OrpOMHOE COObLIeHVe, WM MHOXECTBO (AECATKM ThICAY)
MOYTOBbLIX COOBLIEHWUIM, YTO MPUBOAMT K BbIBOAY CUCTEMbI U3

CTpos. B aHTMBMPYCHbIX NpoayKTax ANa MNOYTOBbIX
CepBepoB MpefyCcMOTPeH ChneumanbHbli MEXaHW3M 3aliuTbl OT
TaKux aTak.

e CHupgpuHz — BWA CETEBOM aTakW, TaKXe Ha3blBaeTcs

«MACCMBHOE MPOC/YLUMBaAHME ceTwu». HecaHKUMOHWPOBAHHOE
NpoCNyWwMBaHNE CETU W HabnogeHue 3a AaHHbIMM, KOTOpoe
Npou3BOAATCS MpWM  MOMOWM  ChneumanbHON HEBPEAOHOCHOM
nporpaMMbl — MaKeTHOro cHuddepa, KOTOPLIN OCYLECTBASIET
nepexesaT BCEX CETEBbIX MaKeTOB AOMEHa, 3a KOTOPbIM MAeT
HabnoaeHue.

e CriychuHz — BUA CETEBON aTaky, 3aKJIHOHaloLLENCS B NOTyUYEHUM
06MaHHbIM MyTeM AOCTyna B CeTb MNOCPEACTBOM MMUTaLWK
CoeauHeHus.
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e QuuwuHe (Phishing) — TEXHONOMNA WHTEPHET-MOLUEHHNYECTBA,
3aK/loYalollascd B KpaXe  NIMYHbIX  KOHMUAEHLMANbHbIX
[aHHbIX, TaKuX Kak Maponu AocTyna, AaHHble 6aHKOBCKUX M
MAEHTUDMKALUMOHHBIX KapT U T. 4. Mpy nomowm crnamepcKmx
paccbiNOK WM MOYTOBbIX YepBel MOTeHLMANbHBIM HKepTBaM
paccbINATCA NOANOXHbIE NUCbMA, IKO6bI OT UMEHW neranbHbIX
opraHvsaumii, B KOTOPbIX MX MPOCAT 3alUTU Ha MoAAenaHHbIN
NpecTyrHukaMn  WHTEPHET-CaT  Takoro  ydpexaeHus u
nogTeepamMts  naponu, PIN-kogbl M gpyryto  QnYHyto
nHdOopMaumio, B nocneacTeun MCMonb3yemyto
3/10YMbILWJIEHHVKAMW 151 KPaXXW [AEHEer CO CyeTa XepTBbl U B
APYrux NpecTynseHusx.

e Buwure (Vishing) — TEXHONOrMS WHTEPHET-MOLUEHHNYECTBa,
Pa3HOBMAHOCTb (PULLIMHIA, OTIMYAIOWANACA WCNONb30BaHUEM
BMECTO 3M1eKTPOHHOM nouTsl war diallers (aBToHabupatenen) u
BO3MOXHOCTel UHTepHeT-TenedoHum (VoIP).

DeicrBua ansa o6e3BpexxnBaHua yrpos3

CyllecTBYeT  MHOXECTBO  PasfMyHblX  MeTogoB  60pbbbl ¢
KOMMbIOTEPHbIMK Yrpo3amMu. 1S HaAeXHOM 3alMTbl KOMMbIOTEPOB U
ceTen NpoayKThl 06beanHAIOT B cebe 3T MeTobl
npu MOMOLWM TMOKMX HACTPOEK W KOMMJIEKCHOro nogxoga K
obecrieueHnio  6e3onacHocTM.  OCHOBHbIMM  AEUCTBUSIMM  [N1S
06e3BpeXXMBaHNsl BPEAOHOCHBIX NPOrpaMM SIBAISILOTCS:

1. JleyeHue — pelncTBUE, NMPUMEHSIEMOE K BUpYyCaM, 4epBsiM U
TposiHaM. OHO nofpasyMeBaeT yAaneHne BpeAoHOCHOro KoAa
U3 3apaxeHHbIX (ainoB nnbo yaaneHve @yHKUMOHANbHbIX
KOMWI BpeOHOCHBIX MPOrpaMM, a TakXe, Mo BO3MOXHOCTH,
BOCCTaHOBNEeHWe paboToCnoco6HOCTU NopaXeHHbIX 06bEKTOB
(T. e. BO3BpaLLEHWE CTPYKTYpPbl M PYyHKLMOHANA NPOrpamMmbl K
COCTOSIHWIO, KOTOpoe 6bin0 A0 3apaxeHus). [laneko He Bce
BpeAOHOCHble MpOrpaMMbl MOryT 6biTb BbleYeHbl, OAHAaKO
MMEHHO NPOAYKTbHI NpeaocTaBnAloT camble
3deKTUBHbIE  aNropuTMbl  SIEYEHUS U BOCCTAHOBMIEHUS
(aiinos, noABepriIMXcs 3apaXkKeHuto.
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MepemeweHue & kapaHmuH — [EWCTBME, MPU  KOTOPOM
BPELIOHOCHbI OOBEKT MOMELWAeTcsl B CneuuanbHylo narky,
roe V30NMpYeTCst OT OCTanbHOM cuCTeMbl. [lJaHHoe AeicTBue
SIBNSIETCA NPEANOYTUTENbHLIM MPU HEBO3MOXHOCTU NIEYEHMS,
a TaKkxke Ans BCeX NOAO3PUTENbHbIX 06bEKTOB. Konuu Takmx
aiinoB xenartenbHO NepecbinaTth Ans aHanusa B

YoaneHue - 3ddekTuBHOEe AeicTBME aAns  6opbbbl  C
KOMMbIOTEPHbIMM  yrpo3amMu. OHO MpUMeHUMMO ans nboro
TUMa BPeOHOCHbIX 06bekToB. CnesyeT OTMETUTb, YTO MHOTAA
yhaneHve OyaeT NpUMMEHEHO K HeKoTopbiM dainam, Ans
KOTOPbIX 66110 BbIGPAHO NeyeHne. ITO NPOUCXOAUT B Cllyyae,
Koraa Becb (aiin LenMKoM COCTOMT M3 BPEAOHOCHOrO Koja U
He COAEPXMT HUKaKoW nonesHonm uHdopmaumn. Tak,
HanpuMep, NOA  JIEYEHWEM  KOMMbIOTEPHOTO  YepBS
rnoApasyMeBaeTCs yAaneHne BCeX ero  (yHKUMOHANbHbIX
KOMnuiM.

Briokupoeka, repeumMeHogaHue — 3TO TaKxe AeNCTBUS,
no3BosisiloliMe 06e3BpeanTb BPEeAOHOCHbIE MPOrpaMMbl, Mpu
KOTOpbIX, OAHAaKo, B halnoBOM CUCTEME OCTalOTCa UX
MOJIHOLIEHHbIE KOMMK. B nepBoM cnydae 610kupytoTcs nobble
MonbITKM 06palleHns OT U K BpeaoHOCHOMYy 06bekTy. Bo
BTOPOM C/lyyae, paclumpeHrve daiinia U3MeHsIETCs, YTo Aenaet
ero HepaboToCNOCO6HbIM.
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MpunoxeHue B. NpuHUKMNbI UMEHOBaAHUA
yrpos

Mpu  OBHApYXeHUM BUPYCHOTO KOAQ  KOMIOHEHTbI
COO6LLAIOT MOMb30BaTEN0 CPeAcTBaMu MHTepdeiica M 3aHOCAT B
dain oTyeTa WMS BMPyCa, NPUCBOEHHOE €My CreuManmMcTamm
. DTV “MeHa CTPOoSATCA Mo onpeaesieHHbIM NpUHLMMNAM
M OTPaXaloT KOHCTPYKUMIO BMpYCa, KNaccChl YsI3BUMbIX OBbEKTOB,
cpeny pacnpocTpaHeHust (OC u NpUKIaaHble NAKeTbl) U psa ApYrux
0COBEHHOCTEN. 3HaHWE 3TUX MPUHLMNOB MOXET BbiTb MOSIE3HO ANS
BbISIBNIEHUSI  MPOrPaMMHbIX M OPraHM3aUMOHHBIX  YS3BUMOCTEN
3alMWaEMoil  cucteMbl.  Hwke paeTcss  KpaTkoe — U3/0XKEeHue
NPUHUMMOB WMEHOBAHMS BUPYCOB; 6osiee MoOJHas M MOCTOSIHHO
obHOBNSieMasl  BepcMs  OMUCaHWs  JOCTyNHa Mo agpecy

JTa KJ'IaCCM(bMKaLI,Mﬂ B pdaoe  cnyyaeB  yC/OBHA, MOCKOJIbKY
KOHKpPETHbIE BWAbl BUPYCOB  MOryT obnagatb OAHOBpPEMEHHO
HECKOJIbKUMN  NpuBEAEHHBIMU  NMPU3HAKaMu. KpOMe TOro, OHa He
MOXET CHUTaTbCA MCHepﬂbIBalOLLI,eﬁ, MOCKOJIbKY MOCTOAHHO
NnosABNAKTCA HOBbIE BUAbI BUPYCOB U, COOTBETCTBEHHO, UAET pa60Ta
MO YTOYHEHUIO KJ'IaCCMd)MKaLI,MM.

MonHoe wMA BMpyCca COCTOMT U3  HECKOMbKWMX  3N1EMEHTOB,
pasgeneHHbIX Toukamu. Npu 3TOM HEKOTOpble 3/1IEMEHTbI, CTOSLLME B
Havane nofHoro uMeHn (npedukcbl) M B KoHUe (cydduKcol),
SIBNISIOTCS TUMOBBLIMU B COOTBETCTBUM C NPUHSATON Knaccudumkaumen.
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OcHoBHbI€e npeduUKChbl
Mpedunkcbl onepauMoOHHON CUCTEMDI

Hwkecnegyowme npeduKcbl  MPUMEHSAIOTCS AN Ha3blBaHUA
BMPYCOB, WHMOUUMPYIOLUMX WCMONHSEMble  alnbl  OnpeaeneHHbIX
nnatcdopm (0C):

e Win - 16-pa3psgHble nporpammel OC Windows 3.1;

e Win95 - 32-paspsagHble nporpammbl OC  Windows 95,
OC Windows 98, OC Windows Me;

e WinNT - 32-pa3psigHble nporpammbl OC  Windows NT,
OC Windows 2000, OC Windows XP, OC Windows Vista;

e Win32 - 32-pa3psagHble nporpammbl pasnuyHbix cpeg OC

Windows 95, OC Windows 98, OC Windows Me n OC Windows
NT, OC Windows 2000, OC Windows XP, OC Windows Vista;

e Win32.NET - nporpammbl B OC Microsoft .NET Framework;
e 0S2 - nporpammbl OC 0S/2;

e Unix - nporpaMmbl pa3nnyHbix UNIX-cucrem;

e Linux - nporpammsl OC Linux;

e FreeBSD - nporpammbl OC FreeBSD;

e SunOS - nporpamMmbl OC SunOS (Solaris);

e Symbian - nporpamMmel OC Symbian OS (MobunbHas OC).

3aMeTuM, YTO HEKOTOPblE BUPYCbl MOMYT 3apaxaTb NporpaMMbl OHOM
CUCTEMbI, XOTSl CaMun IENCTBYIOT B APYroOWi.

Bupycbl, nopaxkarowme pannbl MS Office

lpynna npedukcoB BupycoB, nopaxalowmx obbekTol MS Office
(yKa3aH A3blk MaKpOCOB, NMOpaXKaeMbIX AaHHbIM TUMOM BUPYCOB):

e WM — Word Basic (MS Word 6.0-7.0);
e XM — VBA3 (MS Excel 5.0-7.0);
e WO7M — VBAS (MS Word 8.0), VBA6 (MS Word 9.0);
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X97M — VBAS5 (MS Excel 8.0), VBA6 (MS Excel 9.0);
A97M — 6a3bl faHHbIX MS Access'97/2000;
PP97M — dainbl-npe3eHTaummn MS PowerPoint;

097M — VBA5 (MS Office'97), VBA6 (MS Office'2000), supyc
3apaxxaeT dainbl 6onee yeM ogHoro koMnoHeHTa MS Office.

Mpecdukcobl s3bika pa3paboTku

lpynna npedukcoB HLIL NPUMEHSIETCS AN UMEHOBaHWUS BUPYCOB,
HaMnCaHHbIX Ha A3blkax NPOrpamMMMPOBaHUS BLICOKOTO YPOBHSI, TaKMX
kak C, C++, Pascal, Basic u apyrve. Vicnonb3yrotcs MoaubukaTopsl,
yKasbiBalolme Ha 6a30Bbli  anroputM  (QyHKUMOHWMPOBaHUS, B
YaCTHOCTK:

e HLLW — YepBy;

e HLLM — NMOYTOBblE YEPBY;

e HLLO — BWpYCbl, Mepe3anucbiBalolime KoA NporpamMbl
KepTBbl;

e HLLP — BMpYCbI-NapasuTbi;

e HLLC — BUPYCbI-CMYTHUKM.

K rpynne npebukcoB s3blka pa3paboTKi MOXHO TakXKe OTHECTU:
e Java — BUPYChbl AN Cpeabl BUPTyasibHOM MalluHbl Java.

TpPOSIHCKNE KOHMU

Trojan — oblee Ha3BaHMe ANS pPasnMuUHbIX TPOSHCKMX KOHEN
(TposiHueB). Bo MHorMx cnyyasx npedwkcbl  3TOM  rpynmbl
MCNONb3YHTCA COBMECTHO C npedukcom Trojan.

e PWS — TPOSIHEL,, BOPYIOLLMI Naponu;

e Backdoor — TposHey C RAT-dyHkumen (Remote
Administration Tool - yTunuTa yAaneHHoro
AIMUHUCTPMPOBAHUSA);

e IRC - TposiHeU, UCMONb3YHOLMIA ans CBOEro

dyHkumoHmpoBaHus cpeay Internet Relayed Chat channels;
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DownLoader — TpoOsiHEL, CKPbITHO OT MOJSIb30BaTeNs
3arpy>atoLLmii pasnnuHble BpeoHOCHbIe dhainbl u3 MHTepHeTa;
MulDrop — TpOsiHEL, CKPbITHO OT  Onb30BaTens
3arpy>atoLmii pasfinyHble BUPYChI, cofepxalumecs

HeMnoCpeACTBEHHO B €ro Tene;
Proxy — TPOsiHeLl, NO3BOJSIOLMIA 3N0yMbILLNEHHWKY paboTaTb
B MIHTepHeTe aHOHMMHO Yepe3 NMOoPaXXEHHbIN KOMMbIOTEP;
StartPage (CUHOHMM: Seeker) - TposiHe,
HECaHKLMOHMPOBAHHO  MOAMEHSIIOWMA  agpec  CTpaHuubl,
yKa3aHHOW 6pay3epy B KayecTBe AoMallHeN (CTapToBOW);
Click — TpOsHeW, OpraHu3yloWwmMii  nepeHanpasneHue
nonb30BaTeNIbCKMX 3anpocoB bpay3epy Ha onpeaeneHHbA canT
(vnwn caiTb);

KeyLogger — TPOSHEL-LUNWOH; OTCNEXUBAET M 3anucbiBaeT
HaXkaTusi KNaBWL Ha KJaBMAType; MOXET NepUoAnYEcKU
nepecbinatb CobpaHHble AaHHbIE 3/10YMBbILLIEHHUKY;

AVKill — ocTaHaBnvBaeT paboTy nporpamMM aHTUBMPYCHOM
3alUMTbl, CETEBbIE 3KPaHbl U T. MN.; TAKXKE MOXET yAansaTb 3TU
nporpamMmbl C ANCKa;

KillFiles, KillDisk, DiskEraser - yganawoT
HekoTopoe MHOXecTBO annos (davnbl B  onpeaeneHHbIX
KaTanorax, dannbl No Macke, Bce danbl Ha AUCKE U T. N.);
DelWin — yganser Heobxoaumble Ans paboTbl onepaLnoHHOM
cuctemsl (Windows) dainbl;

FormatC — dopmatmpyeT anck C: (CMHOHMM: FormatAll —
opmMaTMpyeT HECKONBKO WU BCE ANCKM);

KillMBR — MOPTUT MWAM CTUPAET COAEPXMMOE T[NaBHOMo
3arpy3oyHoro cektopa (MBR);

Ki11CMOS — nopTuT unu ctupaet cofepxumoe CMOS.

CpeacTBo UCNONb30BaHUS YA3BMMOCTEN

e Exploit — CcpeacTtBo, UCMONb3ylowee U3BECTHbIE YA3BUMOCTU

HeKOTOpOﬁ OI'IepaLI,MOHHOﬁ CUCTEMbI UNU  NPUNOXEHUA aONnda
BHEApEHMA B CUCTEMY BpPEAOHOCHOro KoAda, BUpyCa WIun
BbIMOJIHEHNSA KakuX-nmbo HECaHKLUMOHMPOBAHHbIX LENCTBUM.
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CpeacrBa ans ceTeBbIX aTak

e Nuke — cpeacTBa 4119 CETEBbIX aTak Ha HEKOTOPbIE U3BECTHbIE

YSI3BMMOCTM  OMEPALMOHHbIX CUCTEM C LENblo  BbI3BAThb
aBapuiiHoe 3aBeplueHne paboTbl aTakyeMol CUCTEMbI;

DDoS — nporpaMma-areHT A1 NpoBeAeHUs pacnpeneneHHbIX

CeTeBbIX aTak Tuna «oTka3 B obcnyxusaHun» (Distributed
Denial Of Service);

FDOS (cuHOHMM: Flooder) — Flooder Denial Of Service —
nporpamMbl Ans pasHOro poaa BpeOHOCHbIX AeicTBuiA B CeT,
TaK WIM WHaye WCMNonb3ylolmne Mae aTakM TuMna «oTkas B
obcnyxuBaHum»; B oTandme ot DDOS, rae npoTvB OAHON Lenu
OHOBPEMEHHO MCrosb3yeTcs MHOXXECTBO areHToB,
paboTalolwmx Ha pasHbiX KomnbloTepax, FDOS-nporpamma
paboTaeT Kak oTAeNbHas, «caMoAoCTaTOYHas» nporpamMma.

CKpUnT-BUPYCbI

npeq)MKCbI BUPYCOB, HaNUCaHHbIX Ha Pa3/in4HbIX A3blKaX CLLEHAPUEB:

VBS — Visual Basic Script;

JS — Java Script;

Wscript — Visual Basic Script u/wnu Java Script;
Perl — Perl;

PHP — PHP;

BAT — s3blk KOMaHAHoro nHtepnpetaropa OC MS-DOS.

BpeaoHOCHbIE NporpamMMbl

Mpedukcbl O06LEKTOB, SABNSAIOWMXCA HE BUpYCamMu, a WHbIMU
BPEOHOCHbBIMI NMpOrpaMMamm:

e Adware — peksiaMHasi Nporpamma;
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e Dialer — nporpaMMa A03BOHa (MepeHanpaBnsiowas 3BOHOK
MoZEeMa Ha 3apaHee 3anporpamMMMpPOBaHHLIN NaTHbIA HOMEP
WM NNaTHbLIN pecypc);

e Joke — nporpaMma-LlyTKa;

e Program — NoTeHuMasnbHO onacHas nporpamma (riskware);

e Tool — nporpamMMa-uHCTPyMeHT B3n1oMa (hacktool).

Pa3Hoe

Mpedpukc generic wucnonb3yeTca nocne Aapyroro npedwukca,
obo3Havatowwero cpegy wauM MeTos paspaboTku, Ansa 0603HayYeHus
TUMWYHOTO MNpeACTaBUTENst 3TOMO TWNa BUPYCOB. TakoW BUPYC He
obnagaeT HUKaKUMW XapakTepHbIMW MNpU3HaKamMu (Kak TEeKCTOBble
CTPOKM, cneumnanbHble adekTbl U T. A.), KoTopble no3sonuvnu 6bl
NpUCBOUTbL EMY Kakoe-TO 0cobeHHoe Ha3BaHue.

PaHee 4N MMeHOBaHMs  npocTerwmx  6esnMKMX  BUpYCOB
ncnonb3oBasncs npeduke Silly € pasfMuHbiMKU MoaMbUKaTOpaMM.

Cydpukcnl

Cyddukcbl  MCMONb3yloTcas AN MMEHOBaHWS  HEKOTOPbIX
crneunduUecKnx BUPYCHbIX 06bEKTOB:

e generator — OBGbLEKT SBMSIETCA HE BMPYCOM, @ BUPYCHbIM
reHepaTopoM;

e based - BupyC paspaboTaH C MOMOLWbID YKa3aHHOro
BUPYCHOrO reHepaTopa Wim nyTeM BMAOWU3MEHEHUSI YKa3aHHOTO
BUpyca. B oboux cnyyasx MMeHa 3TOro TwMa SIBASOTCS
pOAOBLIMKA M MOTYT 0603HauYaTb COTHW WM MHOTAA AAXE ThiCAYU
BUPYCOB;

e dropper — YKasblBaeT, YTO OOGBLEKT SBMISIETCA HE BUPYCOM, a
MHCTaNNATOPOM YKa3aHHOro Bupyca.
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MpunoxeHue I'. TexHnuyeckas
noaaepxka

CTpaHmua  ciyxbbl  TEXHUYECKON  MOAAEPXKKA  KOMMaHum
HaxXoAMTCs Mo agpecy

Mpy BO3HUKHOBEHWM NPOBIEM C YCTAHOBKOW MK paboToi NposyKToB
KOMMaHuu, npexae 4eMm obpawartbcs 3a MOMOWbI B OTAeN
TEXHUYECKOM noanepXKu, HaCTOSTENbHO peKoMeHzyeTcs
nonpo6oBaTb HANTU pPELEHWE OAHUM U3 ClieayIoLLMX Croco6oB:

e 03HAKOMUTbLCS C MNOCNEAHUMM BEPCUSIMM OMUCAHWUIA U PYKOBOACTB
no agpecy ’

e MpoyuTaTb pasgen 4acto 3aAdaBa€MbiX BOMPOCOB MO aapecy

I

e nocetuTb hopyMmbl rno aapecy

Ecnu nocne 3Toro BaM He yAanocCb pewnTb r|p06neMy, TO Bbl
MOXXETE 3alnoTHUTb Be6-¢)opMy BOMpocCa B COOTBeTCTBy}OLLl,eﬁ cekymm
pasaena

Haltn 6nuxaliliee K BaM NpeacTaBuTENbCTBO U BCIO
KOHTaKTHYI0  MHMOPMaLMIo, HeobXOAWMYI0  MOMb30BaTENio,  Bbl
MOXKETE Mo aapecy
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