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1. BBepgeHune

1. BBeaeHune

Dr.Web Security Space obecneunBaeT MHOTOYPOBHEBYH 3aLLUMUTY CUCTEMHOW MaMATU, XKECTKMUX
AVNCKOB W CbEMHbIX HOCUTENEeN OT MPOHWMKHOBEHWN NHOObIX BUPYCOB, PYTKUTOB, TPOSHCKMNX
nporpamm, LWMAWOHCKOrO U peknamHoro MO, Xakepckux YTWAWT U BCEX BO3MOXHbIX TUMOB
BPEAOHOCHbIX 06BbEKTOB 13 0ObLIX BHELLIHNX MCTOYHWUKOB.

BaxxHon ocobeHHOCTbIO nporpammbl DrWeb sBnsetcs mogynbHas apxutektypa. Dr.Web
MCnonb3yeT NPOrpaMMHOe AP0 U BUPYCHble 6a3bl, 0bLme Ansa BCeX KOMMOHEHTOB M Pa3/InyHbIX
cpea. B HacTosAwee Bpema Hapaay ¢ nporpammori Dr.Web noctaBastotcs Bepcmn aHTMBMUpPYCa ANs
Novell® NetWare®, Macintosh®, Microsoft Windows Mobile®, Android®, Symbian®,
BlackBerry®, a Takxe paga cuctem cemerictea Unix® (Hanpumep, Linux®, FreeBSD® wn Solaris®).

Dr.Web ncnonb3yeT yaobHyto n 3dpdekTmBHYtO npouesypy 06HOBAEHMA BUPYCHbIX 6a3 1 Bepcun
nporpammHoro obecneyeHns yepes NHTepHer.

Dr.Web cnocobeH Takxke obHapyXuBaTb U yAanaTb C KOMMbIOTEPA Pa3/nyHble HeXenaTesbHble
nporpamMmbl (peknaMmHble NporpamMmbl, NPOrpaMmmbl JO3BOHA, MPOrPaMMbl-LIYTKK, NOTEHLMANbHO
onacHble MporpamMmsbl, NMPorpaMmMbl B3/s0Ma). [1a obHapy>XeHuA HeXenaTe/lbHbIX NMporpaMm u
AENCTBUIA Hag coAep>KalnMu nx Gannamm NPUMEHAROTCA CTaHAAPTHbIE CPeACTBA aHTUBUPYCHbIX
KOMMOHeHTOB nporpammsl Dr.Web.

Kaxkzoe 13 aHTMBUPYCHbIX peleHnin Dr.Web ana onepaumoHHbIX cuctem cemerictBa Microsoft®
Windows® BkatouyaeT B COCTaB COOTBETCTBYHOLLMIA HAabOP 13 CefyOLWNX KOMMNOHEHTOB 3aLLUTbI:

CkaHep Dr.Web — aHTUBMpPYCHBIN cKaHep C rpapuueckmmMm MHTEPPENCOM, KOTOPbIM 3amnycKaeTcs
no 3anpocy nonb3oBaTens WAM MO pPacnucaHUio W NPOBOAUT aHTUMBUPYCHYHO MpPOBEPKY
KoMMbroTepa.

KoHconbHbi ckaHep Dr.Web — Bepcua CkaHepa Dr.Web ¢ nHtepdericom KomaHAHOW CTPOKMW.

SplDer Guard — aHTUBUPYCHBIA CTOPOXK, KOTOPbIA MOCTOAHHO HAXOAUTCS B ONEPaTUBHOMN NamsaTy,
OCyLLecTB/IAf MNPOBEpPKYy Cco3jaBaeMblx GaloB UK 3anyckaemblXx MPOLECCOB, a Takxke
obHapy>kunBas NPOsBIEHNSA BUPYCHON aKTUBHOCTU.

SpIDer Mail — NOYTOBBIV @HTUBMPYCHBIN CTOPOX, KOTOPbIA MepexBaTbiBaeT obpalyeHusa Nrbbix
MOYTOBbIX KAMEHTOB, paboTarolyx Ha KOMMbIOTepe, K MOYTOBbIM CepBepamM Mo MpoToKoaaMm
POP3/SMTP/IMAP4/NNTP (noa IMAP4 wwmeetrca B Bugy IMAPv4revl), obHapyxwuBaeT w
obe3BpexxrBaeT yrpo3bl 40 NOJyYEHUS MUCEM MOYTOBbIM KIMEHTOM C CepBepa MW A0 OTNpPaBKuM
MMCbMa Ha MOYTOBbIN cepBep. [TOUTOBBIM CTOPOX TakXe MOXET OCYLLeCTBAATb MPOBEPKY
KOPpPeCcnoHAeHL MM Ha cnam ¢ NoMoLLbio AHTucnama Dr.Web.

Dr.Web ana Outlook — nogkntouaembiini MoAy /b, KOTOPbIV NPoBepseT NoyToBble ALWMKM Microsoft
Outlook Ha yrpo3bl 1 cnam.

SplDer Gate — moaynb aHTMBMpPYCHOW NpoBepkn HTTP-Tpaduka. MNpwn HacTponkax Mo yMOAYaHUIO
Beb6-aHTMBUPYC SplDer Gate aBTOMaTMueckn nposepsieT Bxoaawmn HTTP-Tpaduk n 6aokmpyet

Py KOBOACTBO MNOJib30BaTeENSA
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1. BBepgeHune

nepesavy Ob6BEKTOB, COAepKalUMX BUPYCbl WU Apyrve BPeAOHOCHble MporpaMMbl. Takxke no
yMonyaHuto BkatouyeHa URL-ounbTpaums HepekoMeHAyeMbIX CaiTOB U CATOB, M3BECTHbIX Kak
WCTOYHMKM pacrnpoCTpaHeHs BUPYCOB.

PoanTenbckmii KOHTPOb — KOMMOHEHT, KOTOPbIN OrpaHnYmMBaeT AOCTyN K Beb-cavTtam, Gpannam u
nankam, a TakXe MO3BO/SET OrpaHNYnTb Bpems paboTbl B ceTn VIHTepHET 1 3a KOMMbOTEPOM
ANA Kaxzaon yuyetHou 3anmcn Windows.

EpaHamaysp Dr.Web — nepcoHanbHbIi MeXCETEBOW 3KpaH, MpejHa3HaYeHHbIN Ans 3awuThl
KOMMbOTEPA OT HECaHKLIMOHUPOBAHHOIO AOCTyrna WM3BHE W MPeAOTBPALLEHNS YTEUKN BaXKHbIX
AaHHBIX MO CeTW.

Mozay/ib 06HOBNEHUS — KOMMOHEHT, KOTOPbIA MO3BO/AET 3aPerucTPUPOBaHHbLIM MOJIb30BATENAM
nonyyaTb OBHOBAEHWs BUPYCHbIX 6a3 u apyrux dannos DrWeb, a Takke npou3BOAWT WX
aBTOMAaTUYECKYH YCTaHOBKY.

AreHt DrWeb - ™Mogynb ynpaBneHus, C MOMOLLbIO KOTOPOro OCyLeCTBAAETCA 3anyck W
HacTpovika KOMMNOHeHTOB nporpammsl Dr.Web.

[lpeBeHTVBHAA 3alimMTa — KOMMOHEHT, KOHTPOJMPYIOLWMI AOCTYN K KPUTUYECKN BaXKHbIM
obbekTam cuctemMbl, obecneumBaroLMK LLeJIOCTHOCTb 3amnyLUeHHbIX MPUAOXKEHUA 1 dainnos
Noab30BaTeNs, a TakxKe 3aLUWTy OT SKCMIONTOB.

1.1. O uem 3Ta AOKYMEHTaL A

Hactosluee pyKOBOACTBO COAEPXWUT HeOobXxoAMMble CBEAEHUSA MO YCTaHOBKE U 3PPeKTVBHOMY
ncnonb3oBaHuUko Nporpammel Dr.Web.

MNoapobHoe onmncaHne BCex 31EMEHTOB rpaduyeckoro nHrepdenca CoaepXXnTcs B CPaBoOYHOM
cucTeme, JOCTYMHOW A/ 3anycka u3 1toboro KOMMNOHeHTa NporpaMmbl.

HacToswee pykoBOACTBO COAEPXMT MOAPOOHOE OnucaHue npoLecca YCTaHOBKM, a TakXke
Haya/lbHble peKOMeHZaUWM MO ero WCMOAb30BaHWIO A/ PELUeHUs Haubonee TUMUYHBIX
nNpobsieM, CBS3aHHbIX C BUPYCHbIMW Yyrpo3amu. B ocHOBHOM paccmaTtpuBatoTcs Hambonee
CTaHAAPTHbIE PEXMMbI paboTbl KOMMOHEHTOB NMporpammsl Dr.Web (HacTpovikn Mo yMOAYaHuIo).

B MpwunoxeHuax cogepxxmtca nogpobHasa cnpaBoyvHas MHGOPMaLMA MO HAaCTPOMKe MPOrpaMmsl
Dr.Web, npesgHa3sHaueHHas 14 ONbITHbIX NOJb30BaTENEN.

il:‘ B cBA3M C MOCTOAHHBLIM PasBUTMEM WHTepdenc nporpaMMbl MOXET He COBMajaTb C
npeacTaBieHHbIMU B JaHHOM AOKYMEHTEe n3obpaxkeHnamun. Bcerga akTyanbHyto CnpaBOYHYHO
nHOOPMaLMIO Bbl MOXeTe HaiTu no agpecy http://download.drweb.com/doc.

Py KOBOACTBO MNOJib30BaTeENSA
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1.2. Ncnonb3lyemble 0603HaUEHNA N COKpPaLL,EHNA

B aToM pyKoOBOACTBE NCMOJIb3YHOTCA Ciiegyroumne 0603HaveHus:

O603HaueHne KommeHTapwii

il ': I'Ipep,ynpex,a,eHvle O BO3MOXHbIX OLLUMBOUHbIX CUTyaumax, a TakXKe BadKHbIX
: MOMeHTaX, Ha KOTOpble cieayet O6paTI/ITb ocoboe BHMMaHMe.

CueHamypa HoBbin TEPMUH AN aKLLEHT Ha TepMUHE B ONCaHUAX.
<K/7i0“l€30g_¢GUﬂ> Mons ANnAa 3aMeHbl CI)yHKLI,I/IOHaJ'IbeIX Ha3BaHuUI q)aKTI/I'vleCKI/IMI/I 3HavyeHnamMmn.

Oanee Ha3sBaHWs 3KpaHHbIX KHOMOK, OKOH, MYHKTOB MEHI W APYrMxX 31eMeHTOB
NporpamMmMHoOro nHTepdeica.

C:\Windows\ HanmeHoBaHWs paiinoB 1 KaTanoros, GparMeHTbl MPOrpaMMHOro Koga.
MNpunoxexune A MepekpecTHble CCbIAKM Ha [NaBbl JOKYMEHTa WAW TUMNEepPCCbIIKM Ha BHELUHWe
pecypcbl.

1.3. MeToabl o6Hapy>xeHUsn

Bce aHTVMBMpPYCHble NPoAyKTbl, pa3paboTaHHble KoMnaHuen «/loktop Beb», npuMeHsroT Lenbiin
Habop MeTOAOB OBHapy>XXeHWs yrpo3, UTO MO3BOASET MPOBEPSATb MOAO3PUTENbHbIE O6BLEKTHI
MaKCVMMa/bHO TLLaTe/IbHO.

MeToabl 06Hapy>xeHunA yrpos

CurHatypHbI aHanun3

OTOT MeToA Ob6Hapy>XeHUs NpUMeHseTcs B nepByto oyepedb. OH BbIMOAHAETCA MyTeM NpPOBEPKM
COAEPXMUMOrO aHanM3MpyemMoro obbekTa Ha NpeaMeT HalNnumMA B HEM CUTHATYP Y>Ke€ N3BECTHbIX
yrpo3. CueHamypoli Ha3blBaeTCA HenpepbiBHas KOHeYHas MocC/iefoBaTeNbHOCTb  HanT,
HeobxoAnMasa 1 AocTaTouHas AN OAHO3HAUYHOW MAeHTUOUKaLMKM yrpo3bl. MNpu 3TOM cpaBHeHMe
COAEPXKMMOr0 MccnesyeMoro obbekta C CUrHaTypaMu MPOWM3BOAMTCA HE HamnpAMyro, a Mo WX
KOHTPOJIbHbIM CyMMaM, YTO MO3BOJSET 3HAUUTENbHO CHU3UTb Pa3Mep 3anucel B BUPYCHbIX
6a3ax, COXpaHVMB MpPW 3TOM OAHO3HAYHOCTb COOTBETCTBMA W, C/lef0BaTeNbHO, KOPPEKTHOCTb
0obHapy>XeHus yrpo3 1 neyeHns NHPULMpPOBaHHbIX 06BbEKTOB. 3anucK B BUPYCHbIX 6a3ax Dr.Web
COCTaB/eHbl TakuM 06pa3om, yuto Hnarogaps OAHOW W TOW >Xe 3anmmcyM MOXHO ObBHapyXuBaTb
Lenble KNnaccbl WM CEMENCTBA Yrpo3.

Origins Tracing

70 YHWKaslbHaa TeXHOANOormna Dr.Web, KOTOpaA Nno3BOAAET oOnpenesntb HOBble WK
MOAMCI)MLI,MpOBaHHbIe Yrpo3bl, NCNOAb3YyHOLWME Y>XEe U3BECTHbIE N OMNMCaHHbIE B BMPYCHbIX 6azax

Py KOBOACTBO MNOJib30BaTeENSA
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1. BBepgeHune

MexaHV3Mbl 3apaXeHns WA BpefOHOCHOe noBefeHne. OHa BbIMNOJHAETCA MO OKOHYaHWK
CUrHaTypPHOro aHanmsa n obecneumBaeT 3aLiuUTy MOAb30OBaTENEN, NCMOB3YIOWMX aHTUBMPYCHbIE
peweHns DrWeb, oT Takux yrpos, kak TpoOsiHCKas mnporpamma-sbiMoraTtesnb Trojan.Encoder.18
(Takxe n3BecTHas noj HasaHueM «gpcode»). Kpome Toro, ncnonb3zosaHme texHonorum Origins
Tracing nNo3BoaseT 3HaYMUTeNbHO CHU3WUTb KOANYECTBO NOXHbIX CpabaTbiBaHUA 3BPUCTUYECKOTO
aHanmzatopa. K HasBaHuaM yrpos, obHapy>keHHbIx npu nomoum Origins Tracing, gobasnseTcs
nocTduKc .Origin.

3Myllﬂl.l,Vlﬂ NCNnoJiIHeHuA

MeToz 3MynsALMM  UCMONHEHWS MNPOTrPaMMHOrO  KOAA WCMO/b3yeTca Ans  ObHapy>KeHus
NONAMMOP®HBIX M WKMGPOBAHHBIX BUPYCOB, KOrAa WCMOJb30BaHME MOUCKA MO KOHTPOJbHbIM
CyMMaM CUTHaTyp HENpPUMEHWMO WAN 3HAuYUTeNbHO YCNOXHEHO M13-3a HEBO3MOXHOCTU
MOCTPOEHMA HaAeXHbIX curHatyp. MeTtoz COCTOUT B MMWUTALMW WUCMONHEHUA aHaU3MPYyeMOoro
KoZa Mpv MOMOLUWM 3MyNATOpa — MPOrPaMMHOM MOZenn npoLeccopa W cpelbl UCNOJHEHUA
nporpaMm. IMyAATOp ONepupyeT C 3alMLLEHHON 06aacTbio Nnamat (bydepom amynsuymm). Mpu
3TOM WHCTPYKLMW He MepesaroTCA Ha LeHTPasbHbIM MPOoLeccop ANA PeasbHOro MCMOAHEHUS.
Ecan kop, obpabaTtbiBaeMblii IMYNATOPOM, MHOULIMPOBAH, TO Pe3y/bTaTOM ero 3MyasaLMn cTaHeT
BOCCTaHOBJ/IEHME UCXOAHOIO BPEAOHOCHOIO KOAa, AOCTYMHOMO A8 CUTHaTypPHOro aHann3a.

3BpUCTMUECKNIA aHaNU3

PaboTa 3BPWMCTUYECKOrO aHasv3aTopa OCHOBbIBAeTCA Ha Habope 3BPUCTUK (MPeamnoaoXeHuWH,
CTAaTUCTUYECKaAs 3HAYMMOCTb KOTOPbIX MOATBEPXKAEHA OMbITHBIM MyTEM) O XapaKTepHbIX
Mpu3Hakax BPeAOHOCHOTO M, HaobopoT, He30MacHOro UCNoAHAeMoro koga. Kaxabii npvsHak
KoAa MMeeT onpeseseHHbIV BeC (T. e. UACN0, NMOKa3biBaroLLee BaXKHOCTb M JOCTOBEPHOCTb 3TOrO
npu3Haka). Bec MoxeT 6biTb KakK MOJOXWTENbHbIM, €CAW MPU3HaK YKasblBaeT Ha Haiuuve
BPEAOHOCHOTrO MOBeAeHMs KoZa, Tak M OTpULaTeNbHbIM, €CIVM MpPU3HaK He CBONCTBEHEH
KOMMbIOTEPHBIM yrpo3aM. Ha OCHOBaHUM CYMMapHOro Beca, XapaKTepuW3YHOLLEro COAEpPXMMOoe
06beKTa, IBPUCTUUECKNI aHANM3ATOP BbIUNCISET BEPOSTHOCTb COAEP>XKaHNSA B HEM HEVN3BECTHOrO
BPefOHOCHOro obbekTa. Ecin 3Ta BepoATHOCTb MPeBbILLIAET HEKOTOPOE NMOPOroBOe 3HaYEHWE, TO
BblZaeTcs 3aK/IFOYEHNE O TOM, UTO aHaN3MpPyEMbIVi O6BEKT ABNSETCH BPEAOHOCHbIM.

OBPUCTUYECKMM aHaiM3aTop Takxke wucnonb3yet TexHosornto FLY-CODE - yHuBepcanbHbIV
anroputM  pacnakoBku @annoB. ITOT MeXaHW3M MO3BONAET CTPOUTb  IBPUCTUYECKME
NPeAnONOXEHNA O HaAN4MM BPEJOHOCHBIX O6BEKTOB B OObekTax, COKaTblX MNporpammMamu
ynakoBKM (ynakoBLLMKamK), Mpuyem He TOIbKO M3BECTHbIMK pa3paboTuvkam npogykta Dr.Web,
HO M HOBbIMM, paHee He WUCCNefoBaHHbIMW nporpaMmmamu. [lpu npoBepke ynakOBaHHbIX
06beKTOB TakXe WCMONb3yeTCAd TeXHONOrMA aHa/in3a WX CTPYKTYPHOMW 3SHTPOMWUW, KOTopas
nossonseT obHapy>XuBaTb Yrpo3bl MO OCOOEHHOCTAM PacCnoIOXEHUs y4yacTKOB UX KoAa. JTa
TEXHONIOTUA MO3BO/IAET Ha OCHOBE OAHOM 3anuch BMPYCHON 6Ha3bl MpousBecTn ObHapy>eHue
Habopa pasnnYHbIX Yyrpo3, YNakoBaHHbIX OAMHAKOBbIM NOJAMMOPOHBIM YMaKOBLLMKOM.

MoCKONbKY 3BPUCTUYECKMIA aHaAM3aTop SBASETCS CUCTEMOW MPOBEPKW TUMOTE3 B YCIOBUAX
HeonpeAeNeHHOCTM, TO OH MOXET JAOMyckaTb OLWMOKN Kak MnepBoro (NMponyck HeW3BeCTHbIX
yrpos), Tak v BTOpOro poga (npusHaHWe 6Ge3onacHOW Mporpammbl BpefoHOCHOW). Mo3atomy
ob6bekTaM, OTMEYEHHbIM 3BPUCTUYECKUM aHaNM3aTOPOM Kak «BPELOHOCHbIE», MpPUCBaMBaETCS
CTaTyC «MOAO3PUTENbHbIE>.

Py KOBOACTBO MNOJib30BaTeENSA
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1. BBepgeHune

Bo Bpema n1t0601 13 NpoBEpPOK BCE KOMMOHEHTbI aHTUBMPYCHbIX NpogykToB Dr.Web ncnonb3yror
camyro CBeXyt MHbOpMaunto 060 BCeX W3BECTHbIX BPEAOHOCHbIX Mporpammax. CurHatypel
yrpo3 n nHpopmauma 06 nx nprsHakax n Mojenax noeeAeHVs o6HOBAAOTCA U fo0b6aBaAOTCA B
BMPYCHble 6a3bl Cpa3y >e, Kak TOJIbKO CMeLnanncTbl aHTUBMPYCHOW nabopatopum «/loktop Beb»
0bHapy>X1BatOT HOBble Yrpo3bl, MHOMAA — A0 HECKO/MbKMX pa3 B 4Yac. [laxe ecan HoBeWLuas
BPeAOHOCHaA nMporpamMmMa MpPOHMKaeT Ha KOMMbIOTEP, MUHYA pe3naeHTHyro 3awuty Dr.Web, 1o
OHa Oyaer ob6HapyXeHa B CrMCKe MPOLLECCOB W  HeWTpanmsoBaHa Mocae MnoayveHus
O0H6HOB/IEHHBIX BUPYCHbIX Ha3.

Py KOBOACTBO MNOJib30BaTeENSA
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2. CucrtemMHble Tpe6oBaHUA

2. CucrtemHble TpeboBaHun

;_"l*: Mepes yctaHoBKOW Nporpammbl Dr.Web cneayer:

WcnonbzoBaHne nporpammbl DrWeb BO3MOXHO Ha KOMMbOTEpPE, YAOBNETBOPSAHOLLEM

yAanuTb C KOMMbIOTEpPa Apyrve aHTUBUPYCHble MporpaMmmbl And MpeAoTBpalleHns
BO3MOXHOM HECOBMECTUMOCTU WX PE3UAEHTHbIX KOMMOHEHTOB C pPe3UAEHTHbIMU
koMnoHeHTamu Dr.Web;

ecnv 6ypet yctaHoBneH bpaHamayap Dr.Web, HeobxoaMMO yaanntb ¢ KOMMbIOTEPA ApYrue
MeXceTeBble 3KPaHbl;

B Windows Server 2016 otkatounts 3awmtHnk Windows Bpy4Hyto, CMO/b3ys rpymnmnoBble
NONNTUKN;

YCTaHOBUTbL BCE PEKOMEHAYEMbIE MPOU3BOAUTENEM OMEPALVOHHON CUCTEMbI KPUTMUECKUE
0BHOB/IEHUS; €C/IN MOAJEP>KKA OMEPALMOHHON CUCTEMbI MPOW3BOAWUTENEM MPEKPALLEHa,
PEeKOMeHZAyeTCs NeperTn Ha 6o/ee COBPEMEHHYHO BEpCHIO ONepaLMoHHON CUCTEMBI.

Dr.Web HecoBMecTUM C npoayKTamu I'IpOélKTI/IBHOI;I 3almnThbl ApYyrux I'IpOI/IBBO,CI,I/ITe.IIEI‘/II.

cneayrounmm Tpe6OBaHMFIMi

KomnoHeHT

Mpoueccop

Tpe6oBaHue

MonHas nogaep>kka cucteMbl KOMaHg, i1686.

OnepaunoHHasa  [lna 32-pa3pagHbix onepauyoHHbIX CUCTEM:

cncremMa

CBobogHas
onepaTuBHas

namMAaTb

e Windows XP c nakeTom 06HOBAeHWI SP2 nau BblILLe;

e Windows Vista c naketom o6bHoBAEHWI SP2 nau BblILLE;
Windows 7;

Windows 8;

Windows 8.1;

e Windows 10.

Ana 64-pa3pasHbIX onepaLmoHHbIX CUCTEM:

e Windows Vista c naketom o6bHoBAEHWI SP2 nau BblILLE;
e Windows 7;

e Windows §;

e Windows 8.1;

e Windows 10.

512 MbB v 6onblue.

Py KOBOACTBO MNOJib30BaTeENSA
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KomnoHeHT
MecTo Ha
>XECTKOM Ancke
Pa3peleHne

Mpouee

Tpe6oBaHue

2. CuctemMHble Tpe6boBaHUA

1 b gna pasmeLleHns KOMMNOHEHTOB MPOAYKTa.

®dalinbl, co3gaBaeMble B XO4€ YCTaHOBKM, NOTPebYOT A0MOHUTENBHOIO MecTa.

PekomeHayemoe paspelueHme skpaHa He meHee 800x600.

Ans noakntouaemoro moayns DrWeb ans Outlook Heobxoaum ycTaHOBAEHHbIM
kaveHT Microsoft Outlook 13 coctasa MS Office:

e Outlook 2000;
e Outlook 2002;
e Outlook 2003;
e Outlook 2007;

e Outlook 2010 ¢ nakeTom obHOBAEHNI SP2;

e Outlook 2013;
e Outlook 2016.

Ans obecneyenHns npaBuibHON paboTbl Dr.Web gonHbI 6bITb OTKPbITHI CefyHoLLIME NOPThI:

HasHaueHue HanpaBneHune
[ns akTvBaLMM U NPOANEeHUs NCXOAALLNIA
NNLEH3MM

[ns obHOBAEHMS (ecnn BKAtOYEHa NCXOAALLNINA
onuus obHoBAeHUs no https)

[ns obHOBAEHUS NCXOAALLNINA

,ﬂ'flﬂ OTNPaBKM MOYTOBbIX

yBeOMIEH WA

Ans  coeavHeHWs ¢ 06nauyHbIM  UCXOAsALLME
cepsucom Dr.Web Cloud

Homepa noprtos

443

443

80

25 wan 465 (ambo B 3aBUMCMMOCTM OT
HaCcTpoeK MOYTOBbIX YBEAOMAEHWIA)

2075 (B Tom uncne ans UDP)

OnyuweHHble TpeboBaHMA K KOHOUrypauum COBMaJAOT C TakOBbIMU AN COOTBETCTBYHOLLMX
onepauyoHHbIX CUCTEM.

Py KOBOACTBO MNOJib30BaTeENSA
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3. YcraHOBKa, U3MeHeHue U yaaneHne nporpavMmbl

3. YctaHOBKa, USMEHeHUe 1 yaasieHue nporpamMmmbl

Mepes yctaHoBkon DrWeb obpatnte BHMMaHWe Ha CUCTEMHble TpebOBaHMsA, a Takxe
HaCTOATENbHO PEKOMEHAYETCS:

e YCTaHOBUTb BCE KpUTUYeckrme OBHOB/EHMs, BbiMyLleHHble KomnaHuer Microsoft ans Bawen
BEPCUN OMepaLMOHHON CUCTeMbl (MX MOXHO 3arpy3uTb W YCTaHOBWUTb C calTa OOHOBAEHWN
KoMnaHun no agpecy http://windowsupdate.microsoft.com);

e MPOBEPUTL NMPU MOMOLLM CUCTEMHbIX CPEACTB GalNIOBYHO CUCTEMY U YCTPaHUTb OBHApPY>KEHHbIE
fedekTbl;

® 3aKPbITb aKTUBHbIE MPUNIO>KEHUA.

;_"l*: Mepes ycTaHOBKOW cCrefyeT TakXKe YAaauTb C KOMMbOTEPa ApPYyrue aHTUBUpPYCHbIE
. nporpamMmbl N MeXCeTeBbIE 3KPaHbl A/ MPEAOTBPALLEHNS BO3MOXHOW HECOBMECTUMOCTU UX
Pe3nAEHTHbIX KOMMOHEHTOB.

3.1. NepBasa yctaHOBKa

il‘: YctaHoBka Dr.Web AOJ/KHa BbIMNONHATBCA MOJIb3OBaTe/ieM C MpaBaMuy aAMUHUCTPATOpPa
L4AHHOro KOMIMbHOTEpPA.
YcraHoBka nporpammbl Dr.Web Bo3modkHa B 1t060M 13 ciefytowmnx pexxMmMoB:

e B OObIYHOM pPEXMME;

e C MapamMmeTpamMmn KOMaHAHOVI CTPOKWN.

YcTaHOBKa € NapameTpaMm KOMaHAHON CTPOKMN

[Ans 3anycka yctaHoBku nporpammbl Dr.Web B komMaHAHON cTpoke BBeAWTE UMS UCMONHAEMOTO
danna c Heob6XOANMBIMM NapameTpamMu (NapaMeTpbl BAUSAIOT Ha YCTaHOBKY B GOHOBOM pexume,
A3bIK YCTAHOBKMW, NMepe3arpy3Ky Nocie OKOHYaHUs YCTaHOBKMW W yCTaHOBKY bpaHamayapa):

Mapametp 3HaueHue

installFirewall  bByaet yctaHoBneH bpaHamaysp Dr.Web.

lang f3bIk MpoaykTa. 3HayeHVe NapamMeTpa — Kog A3bika B dopmate ISO 639-1.
reboot ABTOMaTMYeckas nepesarpyska KOMMbroTEPa NOC/Ie 3aBePLUEHNA YCTaHOBKW.
silent YcTtaHoBKa B pOHOBOM pexxmme.

Py KOBOACTBO MNOJib30BaTeENSA
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3. YcraHOBKa, U3MeHeHue U yaaneHne nporpavMmbl

Hanpwumep, npu 3anycke creaytolLeil KoMmaHabl OyAeT npoBeseHa ycTaHoBKa nporpamMmsl Dr.Web
B GOHOBOM pexXrMe U NPOBeZeHa nepesarpyska nocae yCTaHOBKM:

drweb-11.0-ss-win.exe /silent yes /reboot yes

YcraHoBKa B 06bIUHOM pexnmve

UTobbl 3anyCTUTb YCTAaHOBKY B OObIYHOM pPEXWUME, BOCMO/b3YNTECH OAHWM W3 CAeAYyHOLLMX
METO/0B:

e B C/ly4dae nNOCTaBKM YCTaHOBOYHOIO KOMMAekTa B BuaAe e€4AMHOro WncnojaHAeMoro q>a|7|na
3anycTtnTe Ha UCNONHEHNE 3TOT c|)a17m;

e B C/lyyae NoCTaBKM YCTaHOBOYHOrO KOoMraekTa Ha GUPMEHHOM JMCKe BCTaBbTe JUCK B NPUBOA,.
Echv ana npuvBoja BKIKOUEH peXum aBTo3anycka Aucka, npouejypa yCTaHOBKM 3amycTuTtca
aBTOMaTMueckn. Ecim pexum aBTO3amycka OTK/AKOYEH, 3amnycTute Ha BbIMOJAHeHWe dain
autorun.exe, pacrnonoxeHHbln Ha ancke. OTKPOETCA OKHO, Ccofep>Kalliee MeHHo aBTO3anycka.
Haxxmunte KHOMKy YCTaHOBUTD.

Cnepyvite ykazaHVAM Nporpammbl ycTaHoBKMW. Ha nrobom ware Ao Hayana konnposaHusa Gainnos
Ha KOMMbIOTEP Bbl MOXETe BbIMOJAHUTL CeAytoLlee:

e 4TOObI BEPHYTLCA K NpeablAyLiemy Lwary nporpamMmmbl yCTaHOBKYM, HaxkmuTte kHonky Hasag;

e yTOb6bI NEPENTH Ha CIEAYHOLLMNIA LWar MPOrpaMMmebl, HaXxkmuTe KHomnky fanee;

e yTOObI NPEpPBaTh YCTAHOBKY, HAXXMUTE KHOMKY OTMEHUTB.

Mpoueaypa yctaHOBKU

1. Eciv Ha Bawem KOMMbIOTEpe YyXKe YCTaHOBAEH APYron aHTuBMpyc, Mactep yCTaHOBKM
npeaynpeanT Bac O HECOBMECTUMOCTM nporpaMmMbl Dr.Web 1 MHbIX aHTUBMPYCHBIX peLleHni
Y NPEeANOXUT YAANNUTb UX.

il:‘ Mepes HavanoM YCTaHOBKM MPOBEPSETCA aKTyalbHOCTb YCTaHOBOYHOro daina. B cayuae,
: €C/IN CyLLeCTBYeT 6o/1ee HOBbIN YCTAaHOBOYHbIV Gaiin, Bam ByAeT MpeasioXXeHO ero ckayatb.

2. Ha 3tom ware Bbl MOXeTe NOAKAOUNTLCA K 06nauHbIM cepaucam Dr.Web, koTopbie no3sonst
OCYLLEeCTBASATb NPOBEPKY AaHHbIX, UCNOAb3ys Hambosnee CBeXyH WHPOpmMaLMo 06 yrposax,
KoTopas OBHOB/SETCA Ha cepBepax KOMMNaHum «[JokTop Beb» B pexunme peasbHOro BpeMeHMU.
Onuua BKAKOUYEHA MO ymMon4aHuto. Takke Bbl MOXeETe yKas3aTb, XOTUTE /M Bbl YCTaHOBUTb
BpaHamaysp Dr.Web.

Py KOBOACTBO MNOJib30BaTeENSA
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3. YcraHOBKa, U3MeHeHue U yaaneHne nporpavMmbl

"% DrWeb Security Space =] = ==
T DrWEB YCCKWUA v

bnaroaapum Bac 3a Beibop
Dr.Web Security Space 11

DrWeb Security Space oBecneyneEaeT MHOMOYPOBHEEYH) 23LLMTY BALLErD KOMMLHITERE OT
PAZANYUHBIX YTPO2 U3 AHG6IX BEHELHKMX MCTOYHWKOE.

Haxmman x,ﬂa.rlee», Ebl NPUHWMMaETE YCNOBKMA JNMUEHZMOHHOID COrNaLEHKA,

+| A xouy noaknounTeECA K 0BaauHeim cepencam DrWeb Cloud (pekomeHayeTcs)

YeraHoewTe Bpanamaysp Dr.Web

© =/lokTop Bef=, 1992-2016  [apaMmeTpbl YCTAHOBKW — 33ABMEHWE O KOHGUAEHUWANEHOCTH

3. Ona Toro 4tobbl CaMOCTOATENbHO BblbpaTb yCTaHaBAMBaeMble KOMMOHEHTbI, yKa3aTb MyTb

YCTaHOBKM W HEKOTOpble AOMOJHUTE/bHbIE NapaMeTpbl, Haxmute MapameTpbl yCTaHOBKMW.
[laHHas onumsa npejHa3HayeHa ANs OMbITHbIX MO/b30BaTeNeid. ECM Bbl XOTUTE NMPOU3BECTU
yCTaHOBKY C NapameTpamMu No YMOAYaHWIO, NepenamTe K NyHKTy 4.

e Ha ﬂepBOVI BKJ1aAKe Bbl MOXETE NU3MEHUTb COCTaB YCTaHaBAMBaeMbIX KOMMOHEHTOB.
e Ha BTOpOl‘/JI BKNnagKe Bbl MOXeETE USMEHUTb NYTb YCTAHOBKW.

e Ha TpeTbel Bknazke OKHa Bbl MOXeTe YCTaHOBUTb GaxOK 3arpy3uTb o6HOB/IeHMA BO
BpemsA YCTaHOBKM, 4YTOObI B NpoLiecce yCTaHOBKM OblAn 3arpy>keHbl akTyasbHble BUPYCHbIE
6a3bl 1 Apyrve Moay/au aHTMBMpYca. Takxke Bam ByaeT NpeasioXXeHO HacTpouTb Co3AaHue
AP/ILIKOB ANA 3anycka nporpammel Dr.Web.

e Npun HEOBXOAMMOCTY Bbl MOXETE yKa3aTb NapaMeTpbl MPOKCU-CepBepa.

Y106bI COXpaHUTb M3MeHeHUS, HaxxmuTe OK. YUTOObI BbINTU U3 OKHA, HE COXPaHsAS N3MEHEHUN,
HaxXMuTe OTMEHUTb.

Haxxmute KHOMKY ﬂ,anee. O6paTVITe BHMMaHMe, 4YTO TéM CaMbIM Bbl MPUMHMMaETE YyC/10BUA
JIMLUEH3NOHHOIO cornalueHuAa.

B okHe MacTtep perncrpaumm nporpamma yCTaHOBKW MnpeaynpeauTt Bac O TOM, 4TO And
paboTbl nporpammbl Dr.Web Heobxoavma AunueH3vsa. BbiMONHWUTE OAHO W3 Caeayrowmx
NEeNCTBUN:

® eCN Yy BaC eCTb KAOYEBOW dain M OH HAXOAMTCA Ha >XXECTKOM JUCKE WAN CbeMHOM
HocuTene, BbibepuTe YkasaTb NyTb K AeicTBylowemy Kkiaiouesomy ¢auny u B
CTaHAAPTHOM OKHe OTKpbITUA ¢danna Bbibepute KaoyeBor dana. [ns M3MeHeHus nyTu
HaXkmuTe KHonky O630p 1 BbibepuTe APYron KAHUeBON Gaiin;

Py KOBOACTBO MNOJib30BaTeENSA
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3. YcraHOBKa, U3MeHeHue U yaaneHne nporpavMmbl

e eC/N y BacC HeT katoueBoro ¢daina, HO Bbl TOTOBbI €r0 MOJyYUTb B MpOLecce YCTaHOBKM,
BblObepuTe MonyunTb NNLEH3MIO B NpoOLLecce YCTaHOBKM;

e [N NPOAOMKEHUS YCTaHOBKM 6e3 nnueH3nn BbibepuTe MonyuuTtb AuLEH3UIO no3gHee.
O6HOBNEHMS He OyAyT 3arpyaTbCsi 4O TeX Mop, MoKa Bbl HE YKaXeTe WAW He Moay4yuTe
KaoueBon danin.

‘% Dr.Web Security Space el & =)

¥ DrWEB FYCCKAKM W

Mactep perucrpaymm

[nA vcnons20BaHKA Bcex BozMoxHocTeld DrWeb Security Space TpebyeTcA AMUEH3WA.
MoAyunuTe AMUEHZMKD B MPOLECCe YCTaHOEKM
MoAyunuTe AMUEHZUKD NOZAHEE

®) YiazaTe NyTe K AeACTEYHOLLENMY KNHOYEBOMY Qarmy

O6zop

Bnaaenew: Olga
Lata aktkeaumn: 2015-03-13 (08:29) UTC
JNata okonyarma: 2016-03-14 (08:29) UTC

Haxmute KHOMNKY YCTaHOBUTb.

6. Eciv B mpouiecce yCTaHOBKM Bbl YKa3aan WAV NOAYUYUAN JEUCTBYIOLMI KAOUEBOW Gain 1 He
CHUManu Gnaxxok 3arpy3mTb 06HOBNEHUA BO BPEMA YCTaHOBKMW, OyzeT BbiMOAHEH npoLecc
OobHOBNEHNA BUPYCHbIX 6a3 M ApyrMx KOMMOHeHToB nporpammbl Dr.Web. O6HoBneHune
NpPOBOANTCA aBTOMATUYECKM U He TpebyeT AONOAHUTENbHbIX AeACTBUN.

7. [ns 3aBeplueHns npoLecca YCTaHOBKM BbIMOJHUTE Nepe3arpy3ky KOMMboTepa.

3.2. YpaneHue nav usmeHeHue nNporpamMmmbl

il*: Mocne ypanenns DrWeb Baw komnbrotep He OyAeT 3aliMlieH OT BMPYCOB W ApPYrux
: BPEeAOHOCHbIX MPOrpamm.

Py KOBOACTBO MNOJib30BaTeENSA
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3. YcraHOBKa, U3MeHeHue U yaaneHne nporpavMmbl

1. Ana ypaneHus wmanm mnaMeHeHus koHourypauum DrWeb nytem pobaBneHus n yaaneHus
OTAENbHbIX KOMMOHEHTOB, BbibepuTe (B 3aBMCMMOCTM OT OMNEePaLNOHHON CUCTEMBI):

OnepauynoHHaa [MocnepoBaTesbHOCTb AeACTBUIA

cucrtemMa

Windows XP

Windows Vista

Windows 7

Windows 8,
Windows 8.1,
Windows 10

MeHto «[Tyck»

Knaccmueckoe meHto
«|_|yCK»

MeHto «[yck»

Knaccnueckoe meHto
<<|_|yCK»

Myck — MaHenb
ynpassieHus

MaHenb ynpasneHus

Myck — MaHenb
ynpasaeHua —>
YcraHoBKa n
yAaznieHue nporpaMmm

Myck — Hacrpoiika
— MaHenb
ynpas/ieHus —>
YcTraHOBKa U
yAasnieHve nporpaMmm

Myck — MaHenb
ynpasieHus

Myck — Hacrpoiika
— MaHenb
ynpasjiieHua —
Mporpammbi u
KOMMOHEHTbI

Menkune/kpynHble
3Hauku: NMporpammbl
M KOMMOHEHTbI

Kateropus:
Mporpammbl —

YpaneHuve nporpamm

Menkne/KpynHble
3Hauku: Mporpammel
M KOMMOHEHTbI

KaTeropwms:
Mporpammbl —

YpaneHue nporpamm

Knaccnuecknii  Mporpammbl u
BUA KOMMOHEHTbI
AomaluHss Mporpammbi
cTpaHuLa N
Mporpammbi u
KOMMOHEHTbI

P\/ KOBOACTBO MNOJib30BaTeENSA
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3. YcraHOBKa, U3MeHeHue U yaaneHne nporpavMmbl

2. B oTkpbiBLIEMCA cnuncke BbibepuTe CTPOKY C Ha3BaHWeMm nporpammbl. [lanee ana yganeHus

nporpamMMbl MOJIHOCTbIO HAaXXMWTE KHOMKY YAanuTb 1 nepengute K wary 6. A Ana n3MeHeHus
KoHurypauum Dr.Web, nytem gobaBneHna n yganeHns oTAaenbHbIX KOMMNOHEHTOB, HaXMUTe
kHonky Mi3meHuTb, Npu 3TOM OTKpoeTca OKHO MacTepa yAaneHna/u3meHeHns KOMMOHEHTOB
nporpammbil.

% Dr.Web Security Space =l =2 ==

% DrWEB Pycckuii v

YnaneHvwe v nsmMeHeHWe KOMMNOHEHTOB nporpamMmel Dr.Web
Security Space

M2MeHWTE KOMMNOHEHTEI

A3MEHNTh KOMMOHEHTRI aHTH

m
i
W
|
k]
m

v

O BocCcTaHOBWTE NporpamMmy

-@l- YaanuTe nporpammy

© =JokTop Beb», 1992-2016

3. Ecam HeobxoAMMO BOCCTAHOBWUTL @HTMBMPYCHYHO 3allMTy Ha BalleM KOMMblOTepe, B

OTKPbIBLUEMCS OKHe BbibepuTe nyHKT BocctaHoBUTBL Nnporpammy.

4. Ana w3meHeHua koHdurypaumm Dr.Web Bbibepute nyHkT W3MeHWTb KOMMOHEHTbI. B

OTKPbIBLUEMCA OKHe yCTaHOBUTe PaxKy HanpoOTUB KOMMOHEHTOB, KOTOPble XOTUTe f06aBUTb,
N cHUMUTE GnaXKky HanpoTUB yaansdemblx KOMMOHeHToB. Onpefenns KOHOUrypaumio,
HaXxMuTe KHOMKy MpuMeHnTb.

;_"l*: Mpu ypaneHWn Kakux-Amb6o kKomnoHeHTOoB Dr.Web oTtkpoetcas okHO OTkAroueHue
Camo3aluTbl, B KOTOPOM HEOBOXOAMMO BBECTU M306paXKeHHbIV KOZ MOATBEPXAEHMWS, nocne
Yero HaxkaTb KHOMKY YCTaHOBUTD.

YT10bbI yAannTb BCe yCTaHOBJIEHHbIE KOMMOHEHTBI, BbibepuTe NyHKT YA4annTb nporpaMmmy.

B okHe CoxpaHAaemble nmapameTpbl yCTaHOBMTE GJaXKKW HanpoOTMB TOro, UTO caejyet
COXpaHWUTb nocne yganeHvs nporpaMmbl. CoxpaHeHHble O06bekTbl W HacTPOWKW MOryT
MCNONb30BaTbCA MPOrPamMMON MPU MOBTOPHOW ycTaHOBKe. o ymonyaHuto BbiOpaHbl BCe
onuun — KapantnH, Hactpoiikn Dr.Web Security Space v 3awuuaembie konumn ¢pannos.
HaxXmute KHOMKy YcTaHOBUTD.

Py KOBOACTBO MNOJib30BaTeENSA
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3. YcraHOBKa, U3MeHeHue U yaaneHne nporpavMmbl

7. B cnepytowiem okHe ans noaTrBepxaeHua yaaneHus DrWeb BBeauTe M306pa>keHHbI KOZ,
nocae Yero HaXXmMuTe KHOMKY Yaanutb nporpammy.

8. VI3MeHeHuMs BCTYnAT B CWAy NocCie nepesarpysky KomnbtoTepa. [lpouecc nepesarpysku
MOXHO OT/NIOXWUTb, HaxaB kHonky Mo3xke. Haxmute kHonky Mepesarpy3suTtb ceuac zans
HeMeZ/IeHHOro 3aBepLUeHus Npoueaypbl YAaNeHUs WA N3MEHEHUs COCTaBa KOMMOHEHTOB
Dr.Web.

Py KOBOACTBO MNOJib30BaTeENSA
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4. JinyeHsupoBaHue

Ana pabotel DrWeb B TeueHve npoAomKuMTENbHOrO BpeMeHu Tpebyetca AWLEeH3UA.
MNpunobpeTeHre ANLEH3NUM BO3MOXHO BMeCTe C MPOAYKTOM, a TakXke Ha canTe KOMMaHuu
«floktop Beb» ©n y napTHEpoB. JIMLEH3NA NO3BONSAET MOJIHOLEHHO WCMONb30BaTb BCE
BO3MOXHOCTM MPOAyKTa Ha MPOTAXEHUW BCEro cpoka AenctsudA. JlnueHsua peryanpyet npasa
noab3oBaTeNs, yCTaHOBNEHHble B COOTBETCTBUW C MOb30BATENbCKUM AOrOBOPOM.

Ecav nepes npuobpeteHnemM AULIEH3UW Bbl XOTUTE O3HAKOMUTBLCA C MPOAYKTOM, Bbl MOXETe
aKTMBMpoBaTb NPO6Hyt Bepcunto. OHa obecrneurBaeT MOJHYH OYHKLMOHANIbHOCTb OCHOBHBbIX
KOMMOHEHTOB, HO CPOK AEVCTBUSA CYLLEeCTBEHHO OrpaHNYeH.

;_"l*: AKTUBaLMA NPOBHOM BEPCMM Ha OZHOM W TOM K€ KOMMbIOTEPE BO3MOXHA He uvallle, Yem
OAVIH pas3 B rog,.

MNpobHas Bepcna MOXeT bbiTb akTMBMpPOBaHa:
e Ha 3 Mecsaua. [lna 3Toro Bam HeobXoAMMO 3aperncTpupoBaThCA Ha cariTe KoMnaHuu «/okTop
Beb» 1 nonyumTb cepuiiHbIN HOMEP;

e Ha 1 MecsAl, MpW 3TOM CEpUHbLIN HOMep He TpebyeTcs, PEerucTpauMoHHble JaHHble He
3anpalumnBatoTCs.

il:‘ Monb3oBatensam Windows XP ana aktmBauuu AnLLEH3UW UM NPOBHONM Bepcun Ha 3 Mecaua

HeobXxoAMMO YyKa3aTb JEeNCTBUTE/IbHBIN KAtOYeBOW alin, a He CcepuiHbIi Homep. Ecawm

KNtOUYeBOro paina HeT, HO ecTb CepUIiHbIN HOMEP, ero HeobxoAMMO aKTMBMPOBATb Ha calTe
KoMnaHun «/okTop Beb».

KnroueBon Ppainn

MNpaBa nosnb3oBaTens Ha ncnonb3osaHne Dr.Web xpaHaTtca B cneumanbHoM danine, Ha3biBaeMOM
karo4esbiM gatiziom. MNpn noayyeHnn kKnroyeBoro daina B npoLecce yCTaHOBKN WAN B KOMIIEKTe
ANCTpMBYTUBa NPOAYKTa YCTaHOBKA KNHOUYEBOro paina Npon3BOAUTCA aBTOMATUUYECKUN U HUKAKNX
AOMOJTHUTENbHbIX AEUCTBUIA He TpebyeT.

Knrouesoli ¢palin nmeeT pacumpeHme .key n coaep>KunT, B YaCTHOCTW, CeAyHOLLYH MHOOPMaLMIO:

e nepeyeHb KOMMOHEHTOB, KOTOPbIE Pa3peLleHO MCMOAb30BaTh JaHHOMY NMOJ/b30BaTENHO;
e Mepuoj, B TEUEHNE KOTOPOro pa3peLleHo UCMO/Ib30BaHNE aHTUBUPYCa;
® Ha/nyme UM OTCYTCTBME TEXHUYECKON NOAAEPXKKY;

e Apyrve orpaHuyeHua (B YacCTHOCTW, KONMYECTBO KOMMbKOTEPOB, Ha KOTOPbIX pa3peLleHo
MCNoab30BaTb aHTUBUPYC).

Py KOBOACTBO MNOJib30BaTeENSA
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;_"l*: Mpu paboTte nporpammbl KatoueBor Ganin Mo YyMOAYAHUIO AOJKEH HaXOAMTbCA B Manke
: yctaHoBkM Dr.Web. Mporpamma peryaspHo npoBepsieT Hainume N KOPPEKTHOCTb KAHOUEBOrO
danna. Bo nzbexkaHve nopum karoua, He MoaMOULNMPYNTE KNtOUEBOW dalin.

Mpwv OTCYTCTBUM AEVCTBUTENBHOTO KAOUEBOTO daliia akTMBHOCTb Bcex KoMnoHeHToB Dr.Web
6rokunpyertcs.

Knrowesoti ¢atin Dr.Web asnsetca pAencTButenbHbIM MpU  OAHOBPEMEHHOM  BbIMOJHEHUM
CneAyoLWwmnx yCnoBUiA:

® CPOK AeCTBMA IMLLEH3NN He UCTeK;
® L|e/IOCTHOCTb KH04a He HapyLueHa.
MNpwn HapyLieHn AHHOro 13 yCNOBUW KaH0Ye8oU ¢al/l CTaHOBUTCSA HEAENCTBUTE/IbHBIM, MPU 3TOM

Dr.Web nepecraeT o6e3BpexuBaTh BpPEAOHOCHbIE MPOrpamMmbl M MPOMyCcKaeT MoYTOBblE
coobueHnsa 6e3 nposepku.

Ecan npu yctaHoBke Dr.Web Bbl He nmonayunnn kiroydegol ¢alin v He ykasanu nyTb K HEMY, TO B
3TOM Cly4yae MCMOb3yeTCA BPEMEHHbIA kitovesol ¢alin. Takon kirovesol ¢palin obecneumBaeTt
MOJIHYI0 PYHKLMOHaNBbHOCTb KOMMOHEHTOB nporpaMmbl Dr.Web. OaHako B meHo SplDer Agent
6yzet otcyTcTBOBaTh NYHKT O6HOBAEHMe. O6HOBAEHMA He ByayT 3arpy>artbcs 40 Tex nop, noka
Bbl He aKTUBMpPYETE NNLLEH3MIO UK NPOBHY0 Bepcuio Anbo ¢ nomMoLlbio MeHeaykepa NnLeH3nin
He yKaXkeTe MyTb K AeNCTBUTENbHOMY KAtoUeBOMY danny.

PekoMeHAYeTCs COXpaHATb kuodegol ¢palin A0 WCTeYeHUs Cpoka AENCTBUS JIMLEH3UN WUan
AEMOHCTPALMOHHOTO Nepuroza.

;_"l*: KntoueBon dainn, nosydeHHbI ANs akTMBauMyv NMPOOHOW BepCUK, MOXET MCMOoJIb30BaTbCA
TOJIbKO Ha TOM KOMIMbHOTEPE, HAa KOTOPOM Bbl MPOXOAWAW PETUCTPALIMIO.

4.1. Cnocobbl aKkTMBaLun

AKTMBMpOBaTb JIMUEH3NKO NN I'IpO6HyI-O BEPCNHO Bbl MOXeETE O4HUM U3 Chelyronx cnoco6os:

e C NOMOLWbHO Mactepa perncrpauunm B npouecce yCtaHOBKW niaun nrobon ApyFOVI MOMEHT,

e MOJIyUMB KNHOUEBOW (Galin BO BpeMs perrcrpaumm amueHsmmn Ha oduumansHoM caite «/loktop
Beb»;

e yKasaB MyTb K MVMeNLIeMyca y BacC JeWCTBUTESIbHOMY KatoueBomy ainy B npouecce
ycTaHoBKM Mnbo B Mactepe perncrpaumm.

nOBTOpHaﬂ aKTuBauuna

MoBTOPHaA akTMBaLMA NMLEH3MN MaN NPOBHOW BepcmMm MOXeT noTpeboBaTthCa B Clyyae yTparthl
kntoueBoro dainna.

Py KOBOACTBO MNOJib30BaTeENSA
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;_"l*: B cnyyae nOBTOPHOW akTMBaLMW JIMLLEH3UW WUAXM MPOOHOM BepCUW BbIJAETCS TOT >Ke
: KatoueBOW daisi, KOTOPbIA Bbll Bbl4aH paHee, Npu YCI0BWMW, YTO CPOK €ro AENCTBUSA HE UCTEK.

nOBTOpHaﬂ aKTnBauUna I'IpO6HOI‘/II BEPCUN Ha 3 Mecalua MOXET OCYLLEeCTBJIATbCA TOJ/IbKO Ha TOM
KOMMbHOTEPE, Ha KOTOPOM Bbl NPOXOAUIN perncrtpaumio.

MNpwn nepeyctaHOBKe MPOAYKTa WaW B Cay4vae, KOrAa ANLLEH3MA NpeaocTaBaseT NpaBo YCTaHOBKM
NPOoAyKTa Ha HECKOJ/IbKO KOMMbIOTEPOB, MOBTOPHAsA akTMBaLMA CEPUMHOTO HOMepa He TpebyeTcs.
Bbl MOXeTe ncnonb3oBaTb kKAroUYeBow daiia, MoayUYeHHbIN NPy NEPBOWN perncTpauunm.

KonnuectBo 3anpocoB Ha NoslyyYeHve KA4eBOro gaina orpaHNYeHo — perncrpaLma ¢ OAHUM U
TeM XXe CepurHbIM HOMepoM Aomnyckaetca He 6Hosee 25 pas. Ecam 370 umcno npeBbiwEHO,
kntoyeson  davn  He  bygetr  BbicnaH. B 3aTom  cnayvae  obpatutech B
by TexHUYeckon noaaep>xkn (B 3anpoce ciegyet NoApobHO onmucaTb CUTyauuto, ykasaTb
NnepcoHa/bHble JaHHble, BBeAEHHbIe NMPWU perncTpaunm, n cepuinHbli Homep). Kntoueson ¢aiin
OyaeT BbiCaH BaM CNy>KOOM TEXHNYECKOWN MOAAEPXKKM MO INEKTPOHHOM nouyTe.

4.2. NMpopaneHne nnueHsnn

B HekoTOpbIX cayuasx, Hanpumep, MpU OKOHYaHWM CpoKa [AEeNCTBUA AWULEH3UW Uan npu
M3MEHEHMW XapaKTEPUCTUK 3aliuLiaeMOn cucTeMbl uan TpeboBaHWn K ee He30macHOCTM, Bbl
MO>eTe NPUHATb pelleHne O NPUobpeTeHnn HOBOW MW paclUMPeHHOW anLeH3nn Ha Dr.Web. B
TakoM cC/iyyae BaM noTpebyercsa 3ameHUTb Tekylimn katoyeson dann. Dr.Web nopaep>kvBaet
ObHOB/NEHWE NNLIEeH3MN Ha NeTy, Npu KOTOpPOM He TpebyeTca nepeycraHasaveatb Dr.Web wan
npepbiBaTh ero pabory.

3ameHa karoueBoro ganna

1. Ytobbl 3aMeHUTb TeKyLUyt JIMLEH3WO, Ucnonb3yite Macrtep peructpaumun. [Ans
npuobpeteHnss HOBOW WM NPOAJEHUA  TeKyleWh JMLEH3MW Bbl TakXe MOXeTe
BOCMO/1b30BaTbCA Ballel MEepPCOHaNbHOW CTPAaHUYKOW Ha OPULMaNbHOM canTe KOMMaHuM
«[JokTop Beb», koTOpas OTKpbIBaeTCA B OKHE WHTepHeT-bpay3epa MO yMOAYaHWIO Mpu
Bbibope nyHkTa Moir Dr.Web kak B MeHezepe nnueH3nin, Tak n B meHo SplDer Agent .

2. Ecnm Tekywmn knroueson dann HegencteuteneH, Dr.\Web nepeknrountca Ha ncnonb3oBaHue
HOBOrO K/ItoUeBOro dainna.
4.3. Macrep perucrpauum

Mogaynb ynpaeneHusa SplDer Agent nocne ctapta nposepseT Haanuve karoyesoro davna. MNpwu
ero OTCyTCTBMM MOZY/b NpeAnaraeT noay4mTb KatoueBon dpamnn Yepes VIHTepHer.

KntoueBown darin MoxeT ObiTb MONYyUeH B MpoLiecce YCTaHOBKW. [1i1a 3TOro Ha 5 ware yCTaHOBKM
Bbibepute nyHKT Monyuntb AMUEH3NIO B nMpouecce YCTaHOBKW, Npu 3ToM OyaeT 3anylieHa
npoleaypa akTMBaLUW ANLLEH3MM WA NPOBHOW BepCuu.

Py KOBOACTBO MNOJib30BaTeENSA
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Bbl Takxke MoXeTe MoNyunTb KAoYeBOM dais, 3anyCcTMB npoueaypy akTMBaLMU AULEH3UM UK
NpobHON BepcMM Nocsie YCTaHOBKM NpoaykTa. s 3TOro BOCNONb3yNTECh OAHOW U3 CAEAYHOLLINX
onuum:

1. B meHio SpIDerAgent@ Bbibepute nyHKT JInyeHsna. OtkpoeTca OkHO MeHeaxepa
JIILLEH3UIA.

2. Haxmute kHonky Kynutb nam aktmempoBaTtb HOBYIO anueH3uto. OTkpoetcs okHO Mactepa
perncrpauum.

Ana  akTvBauuuM NMLEH3MM Bam NOTpebyeTca CepuiHbIN  HOMEpP, BbIAAHHbLIA BaM Npwu
npuobpetennn Dr.Web.

AKTUBaLUA NLEH3UN

;_"l*: Monb3oBatensam Windows XP ans akTvBaLuu AULEH3UN WAM NPOOHOW BepcumM Ha 3 mecsua

HeobXoANMMO YyKa3aTb AEWCTBUTENbHbIA KAo4eBOW dais, a He cepuiiHbii Homep. Ecam

katoueBoro dansa HeT, HO ecTb CEPUIMHbIA HOMEp, ero HeOH6XOAMMO akTMBMPOBATb Ha canTe
koMnaHuu «lokTop Beb».

Ecav y Bac uMeeTcs CEepUMHBIA HOMEpP AN aKTMBaUWMW NIMLEH3MM UAW NPOBHON BepcuM Ha
3 Mecaua, yKaxuTe ero B rnoJjie BBOAA M HaXMuUTe KHOMKy AKTUBUPOBATb. TakXe Bbl MOXETe
yKasaTb AeACTBUTENbHBIA KNHOUEBON daitn, eCn Bbl yXKe aKTUBMPOBaM JIULEH3NIO UK NPOBHYHO
BEPCUHO.

e [lpy BBOAE CEpPUMHOro HOMepa A4 akTUBaLMW NPOB6HON BepcumM Ha 3 MecsAL,a OTKPOETCA OKHO
C pe3y/ibTaToOM akKTnBaLNW.

e [[py BBOAE CEPUMHOrO HOMepa AAA aKTMBaUMM  JINLEH3MM  OTKPOETCs  OKHO
BBO/la PErMCTPALMOHHbIX AaHHbIX.

;_"l*_s. Ecnm Bbl yxe ABasaucb nonb3oBaTtenem Dr.Web, To Bbl cMOXeTe npogivTb AelcTBue

npuobpeteHHOM AuueH3un Ha 150 pononHuTenbHbIX AHen. [ns 3Toro nepes BBOAOM
PEerncTpauMoHHbIX AaHHbIX OTKPOETCS OKHO, B KOTOPOM HEOBXOAMMO YyKasaTb CEPUMHBbIN
HOMep NMB0 NyTb K KAtoUeBOMY danny npeabiayLiert pernctpaLmm.

HoBasa nuueH3una

UTobbI MPMOBPECTN HOBYHD NULLEH3WIO, MPOAIUTL WAW PacUMpUTb TeKYLLYH JULEH3UI0 CO
CKMAKOW B OHNaWH-MarasunHe komnaHum «/loktop Beb», Haxxmute kHonky Kynute.

Mpo6Has Bepcus

[na o3HakomneHus ¢ pabotoin nporpammbl Dr.Web Security Space Bbl MOXeTe akTMBMPOBaTb
Npob6HYH BEpCUIO:

e Ha 3 MecAUa, ANA 3TOr0 BaM HEOH6XOAMMO 3aperncTpMpoBaThCa Ha caTe 1 MOAYYUTb CEPUMHBIN
HoMep;

Py KOBOACTBO MNOJib30BaTeENSA
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,e_"l*_s. Mocne 3anoNHeHWs aHKeTbI Ha yKa3aHHbIA BaMy afpec 3N1eKTPOHHON MoYTbl ByAeT oTnpas/ieH
CEPUMHBIN HOMEP A8 akTVBaLMK NPOBHOM BEpCMM Ha 3 MecsLa.

e Ha 1 mecAuy, Mpu 3TOM CepUMHBIA HOMep He TpebyeTcs, pPerncTtpauMoHHble AaHHble He
3anpalunBaroTCs.

,c_"l*: Monb3oBatenam Windows XP ans aktvBauum npobHOM Bepcun Ha 3 Mecsla HeobXxoaMMOo
yKasaTb AeWCTBUTENbHBIN KAtoueBOn dain, a He cepuiHbii Homep. Ecam karoyeBoro danna
HeT, HO eCTb CEPUMNHbIA HOMEp, ero HeobxoaMMO akTMBMPOBATb Ha calTe KoMnaHum «JokTop

Beb».

BBOA perncTpaynoHHbIX AaHHbIX

Ana perncrpaumm AMLEH3VWM BBeAWTE MepCoHasbHble cBefeHusa (Mms, damuaunio, BbibepuTe B
pacKpbIBalOLLEMCA CMMCKe CTPaHy W BBeAWUTe aApec 3eKTPOHHOW MouThbl). Bce nepeuncineHHble
nona ABAAOTCA 06a3aTeNbHbIMUN A4 3aMOAHEHWA.

Haxxmute kHonky Aanee.

Pe3yn bTaT aKTUBauun

Ecam akTvBaLms 3aKOHUMAACh YCMELLIHO, TO BbIBOAUTCA COOTBETCTBYIOWEee coobueHre. HaxmuTe
kHonky FoToBoO, UTOOLI NEpeliTM K 0OGHOBNEHNIO BUPYCHBIX 6a3 1 Apyrux ¢arinos naketa. JJaHHas
npoLeaypa, kak NpaBuo, He TpebyeT BMeLLaTeNbCTBA NO/Ib30BaTENS.

Ecam aKTMBauna 3aBeplinnacb HeyaadyHO, BbIBOAUNTCA COO6LLI,eHl/le 06 owwmnbke. I'IpOBepre
noaknro4vyeHme K cetu |/|HTepHeT, MBO HaxXmuTe KHOMKY nOBTOpVITb AnAa ncnpasaeHna HEBEPHO
BBEAEHHbIX AaHHbIX.

Py KOBOACTBO MNOJib30BaTeENSA
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5. Hauano pa6otbi

Mocne yctaHoBkK nporpammbl Dr.Web B o6nacte yBegomnenuii Windows gobasasetcs 3Hauok
mogayna ynpasneHus SplDer Agent .

il:“ Ecan SpIDer Agent He 3anyLueH, B MeHto Myck packpowite rpynny Dr.Web 1 Bbibepute nyHKT
SplDer Agent.

3Hauok SplDer Agent oTpaxkaeT TekyLlee coctosiHue Dr.Web:

o ® — Bce KOMMOHEHTBI, HEOBXOAVMbBIE ANf 3aLyMThI KOMMbIOTEPA, 3aMyliieHbl 1 paboTatoT
NpaBUAbHO;

Sl
e vl — camo3awmta Dr.\Web mnan xotsa 6bl OAMH N3 KOMMOHEHTOB OTK/KOYEHbI, YTO ociabnser
3alMUTy aHTUBMpPYCa U KOMMbrOTepa. Bkatounte camMo3alymTy Mam OTKAKOYEHHbIN KOMMOHEHT;

o T — OXMAaeTCA 3anyck KOMMOHEHTOB NOCAE CTapTa OMEPALMOHHON CUCTEMBI, AOXKANTECH
3anycka KOMMOHEHTOB MporpamMmbl; Anbo B Mpouecce 3amycka OfHOro M3  K/IHUYeBbIX
komnoHeHToB Dr.Web Bo3HWKna owwmnbka, KOMMNbIOTEP HAaXOAMTCA MOJ YrpO30M 3apadKeHus.
MpoBepbTe HaAnuMe AeNCTBUTEILHOTO KAYeBOro danna n npu HeobxoaMMOCTN yCTaHOBUTE
ero.

Takxe, B COOTBETCTBUM C HacTpovikamu, Hag 3Hadkom SplDer Agentﬁ MOTyT MOABAATLCA
pa3NnyHble NOACKa3KN-yBEJOMIEHUA.

Ona poctyna Kk meHto SplDer Agent wenkHuTe no 3Hauky SplDer Agentﬁ B obnactu
yBegomaeHuni Windows.

| [octyn K HacTpolikaM W KOMMOHEHTaM 3allinTbl, @ TakXe OTKIHOUEHME KOMMOHEHTOB
BO3MOXXHbI TOJIbKO NMpW paboTe C NpaBaMun agMUHKUCTPATOpPA.

B mento SpIDer Agent & COCpesoTOYEHbl OCHOBHbIE CPeACTBa ynpaBaeHnsa 1 Hactpounkun Dr.Web.

Moii Dr.Web. OTtkpbiBaeT Bally NepcoHaibHYH CTpaHuLYy Ha cainTe KomnaHum «/loktop Beb». Ha
JAHHOW CTpaHuLe Bbl CMOXETe MOAyunTb MHGOPMALMIO O Ballen AnueH3nn (CPOK AenCTBuS,
CEePUNHBIN HOMeEP), MPOA/IUTbL CPOK ee AeNCTBUSA, 3aZaTb BOMPOC Cayxbe noasep>Xkn n MHoroe

apyroe.

Nnuensna. OTkpbiBaeT MeHeaxxep NNLEH3NN.

MHcTpymeHTbl. OTKPbIBAET MEHI0, MpeAoCTaBistoLLee AOCTYM:

e K 3allyTe OT NOTEPU AaHHbIX;

K AHTUBUPYCHOW CeTU;

e K MeHeaXxepy KapaHTUHa;

K pa3geny [loaaepxka.
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KomMmnoHeHTbI 3almThbl. EbICprIVI A40CTYyNn K CMNUCKY KOMIMOHEHTOB 3aliunTbl, B KOTOPOM Bbl
Mo>XKeTe BKAKYNTb N BbIKNHOYNTb KaM(Abllz M3 KOMMNOHEHTOB.

O6HoBneHune. Hoopmaums 06 akTyanbHOCTU KOMMOHEHTOB WAM BUPYCHbIX 6a3. 3anyckaet
OBOHOBNEHME.

CkaHep. bbICTPbIV ZOCTYN K 3amnycky pasHbiX TUMOB NPOBEPKMU.

Pe>xnm pabotbl @ Nossonser nepekaryYaTbCs MeXJy PeXXMMOM MOJ/b30BaTesId U PeXUMOM
agMuHuctpatopa. Mo ymonuanuto Dr.Web 3anyckaetca B OrpaHMYEHHOM pexunme — pexume
nonb3oBaTeNs, B KOTOPOM HeAOCTYMHbl HacTponky v HacTponku KOoMMoHeHTOB 3awmnTtbl. Ana
NnepekNtoYeHNa B APYro pexuM, Haxmute Ha 3amok. [Mpu BkatoveHHom UAC onepaumoHHas
cucTemMa BbIJACT 3anMpoC Ha MOBbIWEHWe MpaB. Takxke ANA M3MEHeHMA pexuma notpebyetca
BBECTW Mapo/ib, eCAn B pasgene HacTpoiky Bbl BKAKOUMAW ONUMUIO 3aljuuiath naposiem
HacTpowiku Dr.Web.

Cratucruka o, OTkpblBaeT OKHO, cofep>Kalluee cBefeHMA O paboTe KOMMOHEHTOB B TeyeHue
TeKyllero ceaHca (KOMYECTBO MPOBEPEHHbIX, 3aPaXXEHHbIX W MOAO3PUTE/bHBLIX OOBLEKTOB,
NpeAnpuHATbIE AeACTBUA U Ap.).

Hacrpoiikn {:D:} OTKpblBaeT OKHO C JOCTYMOM K OCHOBHbIM HACTpPOWMKaM, HaCTpoMKam
KOMMOHEHTOB 3aLLWTbI, @ TakXKe MOoAyna POANTENbCKMIA KOHTPO/Ib M UCKNHOYEHMUAM.

il:‘ Ana poctyna K HacTpoikam KOMMOHEHTOB U ANA nepexoga k oHsialriH-cepeucy Moii Dr.Web
HeobxoAMMO BBECTU Maposib, €CIN B pasgene HacTpoiky Bbl BKIKOUMAN OMUMIO 3aliuuiaTth
naposaem Hactpoviku Dr.Web.

Ecnav Bbl 3abbuiv naponb K HacTpovkam — NpoAykta,  obpatutecb B
CNYXKOY TEXHUYECKOW MOAAEPXKKM.

CnpaBka @ OTkpblBaeT crpasky.

5.1. NpoBepka aHTBUpPYCa

Bbl mMoxeTe npoBepuTb pPaboTOCMOCOBHOCTb aHTUMBUPYCHbIX MPOrpaMM, OBHapPY>KMBAOLLUX
BMPYCbl MO WX CUrHaTypaMm, C ucrnosb3oBaHnem TectoBoro ¢arvna EICAR (European Institute for
Computer Anti-Virus Research).

MHornumn paspaboTumkamm aHTUBMPYCOB MPUHATO A/A 3TOW LIeNN UCMOAb30BaTb OAHY U Ty Xe
CTaHAapTHytO nporpammy test.com. 3ta mporpamma 6biia cneumnanbHO paspaboTtaHa Aaa TOro,
yTobbl MONb30OBaTENb, HE MOoABepras CBOW KOMMbIOTEP OMACHOCTM, MOF MOCMOTPETb, Kak
YCTaHOB/IEHHbIN aHTMBUPYC OyaeT curHanmsmpoBaTb 06 ob6HapyeHun Bupyca. [Mporpamma
test.com He saBndetca cama no cebe BpPeAOHOCHOW, HO crneunanbHO obpabaTbiBaeTcA
6ONBWNHCTBOM  @HTMBUPYCHbIX MNporpamMm kak Bupyc. Dr.Web Ha3biBaeT 3TOT «BUMpyC»
cnepyrownm obpasom: EICAR Test File (Not a Virus!).[llpumepHO Tak ero HasblBatoT U
ApYyrue aHTUBUPYCHble MPOrpaMmbl.

Py KOBOACTBO MNOJib30BaTeENSA

27


http://support.drweb.com/request/

A7

-
&

A
)
-\ﬂ

5. Hauano pa6otbl

Mporpamma test.com npeactaBaser cobon 68-6anTHbii COM-dann, B pesynbTate UCNOJHEHUS

KOTOPOro Ha KOHCOJIb BbIBOAUTCA TEKCTOBOE coo6ummme: EICAR-STANDARD-ANTIVIRUS-
TEST-FILE!

®alin test.com COCTOMT TONbKO M3 TEKCTOBbLIX CMMBOJIOB, KOTOpPble GOPMUPYOT CAeAyHoLLYyHO
CTPOKY:

X50!P%$@AP[4\PZX54 (P")7CC) 7} SEICAR-STANDARD-ANTIVIRUS-TEST-FILE! SH+H*
Ecnv Bbl co3gaauTe dann, cogepXkawimi NPUBEAEHHYHO Bbille CTPOKY, U COXpaHUTe ero nog

MMeHeM test.com, TO B pe3yabTaTe MONYYWUTCA NMporpaMma, Kotopas v byseT onucaHHbIM Bbille
«BUPYCOM>.

;_"l*: Mpwn pabote B onTvmMasbHOM pexkrmve SplDer Guard He npepbiBaeT 3amnyck TectoBoro dansa

EICAR 1 He onpesenser fAaHHytO OMnepaLuio Kak OnacHyto, Tak KakK JAaHHbIA dann He

npeACTaBAfeT yrposbl Ana KoMmnbtoTepa. OfHaKO NMpW KOMWPOBAHUM WMAW CO34aHUN TaKoro

danna Ha komnbroTepe SplDer Guard aBToMaTnyeckn obpabatbiBaeT dan Kak BPeAOHOCHYHO
nporpammy v no ymoa4yaHuio nepemMeLlaet ero B KapaHTuH.

Py KOBOACTBO MNOJib30BaTeENSA
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6. IHCTpyMeHTbI

6. UHCTpYyMEHTBI

6.1. MeHea>xep NLEH3UN

B 3TOM OKHe Bbl MOXeTe NPOCMOTPETb MH(I)OpMaLI,MI-O o060 Bcex JINLUEH3NAX DF.WEb, XpaHALWnXca
Ha BalleM KOMMNbHOTEPE, a TakKXKe M3MEHNTb TEKYLLYH NNUEH3NIO, MPOANNTL €€ NN KYNMNTb HOBYHO
N akKTUBMPOBATb ANA NCMONb30BaHUA.

11 HCTPYMEHTbI Texkywan nuueHsna

. 119598549 v | @
MeHenxep avueHsnA

Tun AuueHamm: -

3alKMTa OT MOTEPW AaHHBIX

CepWiiHbIA HoMep: JOQL-FUgGT-xwsx_wxxx

Bnageneu: Olga
AHTUBMPYCHas CETb [aTa akTHUBaLWK: 13.03.2015 11:29

JaTta OKOHYaHKWA: 14.03.2016 11:29
IS SEL B LTI Ocranoce: 173 aHen

Moaaepxka

I(yn HWTE WKW aKTMEWMPOEaTE HOBYHD TMLEH3INKD

| MpoanuTe TEKYLLYHD TNLEHZNID ‘

Moi Dr.Web

NueHzroHHoE cornaleHWe

Ytobbl MpocMoTpeTb MHOOPMALMIO O JIMLLEH3UW, KOTOPas Ha JaHHbIM MOMEHT He SBAfeTCs
Tekyllien, BbibepuTe ee B BbiNagatolieM Crnucke. B pexume agMuHUCTpaTopa KHOMKa

no3BOAAET yAaAuTb MPOCMaTPMBAEMYHO JIMLIEH3MIO, a @ - HasHauuTb ee Tekywen. Obpatute
BHWMaHWe, UTO NOCNEAHIOH AEVCTBYIOLLYHO NNLLEH3MIO0 YAAANTb Heb3A.

ﬂpm Ha>aTnn KHOMKW Kynwrb Wan akKTuBuMpoBaTb HOBYHO JIMLLEH3UKO MPpOrpamMma OTKPOET
OKHO Mactepa peruncrpaumu, KOTOprI7I NoACKa>XeT BaM ,D,afleeIZLLIMe AEVICTBMH.

Mpwv HaxkaTum kHoMky MpoAAUTb TeKYLLYIO IMLLeH3UIO MPOrpaMMa OTKPOET CTPaHULLy Ha canTe
KoMnaHum «/loktop Beb», Ha koTopyto ByAyT NepeaaHbl NapaMeTpbl UCMONb3YEMOW JINLEH3NN.

JdonosHuntenbHo

Ccbinka Mow Dr.Web oTkpbiBaeT Bally MepcoHalbHYHO CTPaHWULY Ha canTe KomnaHum «/loktop
Beb». Ha paHHOW CTpaHuLie Bbl CMOXeTe NOosyyYnTb MHGOPMAaLMIO O Ballen AuLeH3nn (CPok
AEVCTBUA, CEPUNHBIN HOMep W T.J4.), NMPOAAUTb CPOK ee AeWCTBMA, 3ajaTb BOMPOC cayxbe
NOAAEPXXKN M MHOTOe Apyroe.

PYKOBO,U,CTBO nosib3oBatens
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6. IHCTpyMeHTbI

Ccbinka JIMLEH3MOHHOE cornaleHue OTKPbIBaeT TeKCT COr/alleHUs Ha canTe KOMMaHuu
«[lokTop Beb».

6.2. 3awmTa OT NOTEPU AaHHbIX

i’|E B pexxvme nosnb3oBaTens HEBO3MOXHO M3MEHWUTb MapaMeTpbl 3aLLMThl, @ TaK)Ke BOCCTAaHOBUTb
. danbl M3 konun. NS BbIMONHEHWS  3TUX  AEACTBUA  MepeksounTech B
peX1M aZMUHUCTPaTOPa.

3awmTa OT NoTtepu AaHHbIX - QYHKUMA, KOTOopasa obecneuyrBaeTr 3alUMUTy BadKHbIX $aniaoB OT
M3MEHEeHN BPeAOHOCHbIM MporpaMMHbIM obecriedeHnem. 3Ta QyHKLMA NO3BOAET CO3AaBaTb
KOMWMN COAEP>KMMOro BblIBpaHHbIX BaMU Mamnoxk.

ilb: Ecan ¢a|7|n 336J'IOKI/IpOBaH Ha MOMEHT CO34aHuA KOrMun, To0 OH He MnonajeTtr B Pe3epBHYH
KOMnHo.

|..-""|HCTpVMEHTbI 3awmnTa oT NoTepy AaHHbIX
BratounTe aETOMATWMYECKOE COZAaHMe KON Eawmy Gainoe, YTobbl 2alUMTHTE WX
MeHemxep avueHsniA OT HEXEeNaTensHex M3MeHeHnid. B ciyuyae noepexaeHns Gaioe EpegoHOCHsIM
nporpaMyHbIM oBecredeHem, Bbl CMOXETE MX BOCCTAHOBWTE U2 23LLUMLLAEMBIX
3awwTa oT NoTepM AaHHBIX KOMMA.
Brn.
AHTMBWDYCHAaA CETb a

BriBpate nankn 1 Gains 4nA 2aWunTsl

IS SEL B LTI Konwnpoeate daiins B C\DrwWeb Archive

Moaaepxka

| Co3paTh KOMUED... ‘

Yrobbl OTMEHUTE HEXENATENRHEIE MIMEHEHWA, Bl MOXETE EOCCTAHOEWNTE CEOW Qaiisl
W32 3alLMLLAEMBIX KOTTHA,

BoccTaHOBMWTE...

dopmMupoBaHUue cnucka nanok v ¢paios AN 3aWUTbl

Haxxmute ccbinky BbibpaTh nmanku v ¢aunbl AnA 3awmuTbl, 4TOObl yKasaTb OObeKTbl, ANA
KOTOpPbIX ByAyT cO34aHbl 3alLMLLaeMble KOMUK:

e yTO6bI #06aBUTL dalrin UK Nanky, HaXKMUTE KHOMKY @ 1 BbIbepunTe HY>KHbIN 0OBEKT;

e uTOObI yAaNUTb OOBEKT N3 CNNCKA, BbIGEPUTE €r0 N HAXKMUTE KHOMKY .

B nto601 MOMEHT Bbl MOXETE M3MEHUTb CMINCOK OOEKTOB.

PYKOBO,U,CTBO nosib3oBatens
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6. IHCTpyMeHTbI

MapameTtpbl co3paHnAa KonNun

Haxmute ccbinky KonupoBatb ¢aiinbl B C:\DrWeb Archive. B oTKpbIBLIEMCA OKHe yKaXuTe
HeobxoanMble MapameTpbl.

1. 3apanTe 06LWMe NapamMeTpbl 418 CO34aBaEMbIX KOMUIA:

® YKa>XNTe ANCK ANA XPaHEeHNA KOMui;

e yKaXuTe MepUOANYHOCTb, C KOTOPOM Komuu 0b6bekToB 6yayT co3zaBatbcs. Yepes
yKa3aHHbIA npomexyTok BpemMeHun Dr.Web 6yszet npoBepsTb 3ajaHHble OOBEKTbI Ha
HaNnume N3MeHeHW’ 1 Co34aBaTb KOMUKO, ECIN U3MEHEHUS Bblv BHECEHBI;

e MpV HEOHXOAMMOCTM 3anpeTmTe 3aMnyck CO34aHns KOnui npu paboTe oT batapew.

2. 3apaliTe orpaHMYeHWs, KOTOpble MO3BOAAT OrPaHW4YMUTL Pa3Mep MCMoJb3yeMOoro Mecta Ha
ANCKe:

® YKaXnTe MakKCMManbHO AOI'IyCTVIMbIVI 0b6bEM mMecTa Ha Ancke, KOTOprI7I Bbl XOTUTE BblAE/INTb
ANA XpaHeHnA KOI'Il/Il‘/JI,'
° npn HeO6XO,£I,I/IMOCTI/I Bbl MO>XXeTe 3aZaTb OrpaHN4YeHe Ha KOINYECTBO KOI'II/IVI,'

e BbibepuTe OAHO M3 AENCTBMI: B ClyYae MPeBbIEHNS OAHOrO M3 yKa3aHHbIX OrpaHUYeHui
HoBble konuu mbo He OyayT co3gaBaTbCA, AMbBO OyayT nepesanucbiBaTbh  YXKe
CyLLEeCTBYHOLLME KOMUM (HaYMHas C CaMOW CTapol).

YaaneHue co3gaHHbIX KONUi
Bbl MOXeTe yaannTb CyLecTBytoLmMe KOMUK, YTOBbl OUUCTUTL MECTO Ha AncKe (Ha camux dannax

yAaneHue Konuin He otpasutca). Ana atoro Haxmnte Konuposatb ¢aiinbl B C:\DrWeb Archive,
3aTeM HaxxmuTe YaanuTb Konun.

BoccraHoBneHue ¢aiinioB
B cnyuae, ecnm Bawm davinbl 6bIM NOBPEXAEHbl, Bbl MOXETe BOCCTAaHOBUTb WX KOMWUW 3a
onpegeneHHyto aaty. [lna 3TOro B rnaBHOM OKHe HaXmute kKHonky BoccraHoBuTb, Haxxmwute

Danee. B oTkpbiBLIEMCA OKHe BblbepuTe faTy, U akTyajbHble Ha TOT MOMEHT Konuu ¢dainnos
OyayT BOCCTaHOB/IEHbI B yKa3aHHYtO BaMu narky.

3anyck co3faHnUsa KOnuii BPYUYHYO

UTo6bI 3aNyCTUTb CO3AaHME KOMWUIA BPYYHYLO, B T1aBHOM OKHE HaxXmuTe kHonky Co3gaTb Konuio.
B oTKpbIBLUEMCA OKHe 3ajaliTe onvcaHne AN HOBOW KOMUW.

I [Ans paboTbl cucTeMbl 3alUTbI OT NOTEPU AaHHbIX TpebyeTtcs He meHee 20 b cBoboAHOrO
MecCTa Ha TOM AMCKe, KOTOPbIW Bbl BbIOPaAn A/ XpaHEHWS KOMUNA.

Py KOBOACTBO MNOJib30BaTeENSA
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6. IHCTpyMeHTbI

6.3. AHTUBUpYCHaA ceTb

DTOT KOMMOHEHT MO3BOJIAET YynpaBaaTb nporpammamu AHTMBMpyc DrWeb ans Windows,
AntuBunpyc Dr.Web ans cepsepoB 1 Dr.Web Security Space B pamkax ogHOW Bepcumn NpoayKTa Ha
APYTUX KOMMbIOTEPAX B Npesenax 04HON NOKaAbHOW CeTu.

Ana yaaneHHon pabotbl ¢ npoayktamu Dr.Web wenkHute 3Hauok SplDer Agentﬁ B obnactu
yBegomaenuni Windows u B rpynne MHcTpyMeHTbI BbibepuTe NyHKT AHTUBUPYCHaA CeTb.

VIHCTPYMEHTG ObHapy>eHHble KOMMNbHOTepPbI
Bbl MoxeTe NPoOCMOTRETE KPaTKyH MHGOPMaUMID O COCTOAHMK NpoaykTa DriWeb
ME‘HE‘,EDKEP JIHLI.E'HE'Mﬁ Ha EblﬁpaHHOM KOMNOBHITERE, nO,ﬂ.ICI'II'CI'-'IHEILLIHCh K YA3NeHHOMY KOMNEHOTERY, Bhl
MOXEeTe UEMEeHWTb HaCI'pOﬁKIr‘I, a8 Tarz¥e EKAHHYNTE WA OTKAHYATE KOMMNOHEHTRI
3almTa OT NOTepPM AaHHbIX Dr.Web.
AHTVMBMpYCHanA ceTb @ @
Menenxep kapaHTuHa % MAC-W8 IP-aspec: 10.3.0.195 v

Moanepxxa

Ana poctyna K yAaneHHOMY aHTUBMPYCY, BblibeprTe KOMMbIOTEP B CMIUCKE WU HaXXMWUTE KHOMKY
Moaxntountbea.... Beeante naponb, 3afaHHbli B HACTPOWKaxX YAaJeHHOro aHTmBMpyca. B
obnactn yBegomneHnn Windows nossutca 3Hauvok yganeHHoro SplDer Agent , a rake byzer
nokasaHo yBesioMaeHVe 06 ycneLwHOM NOAKOYEHUN.

Bbl MOXeTe nmpocmaTpumBaTth CTaTUCTUKY, BKAKOYATb W OTKAKOYATb MOAYAN, @ TakXe U3MEHATb WX
HacTpovkn. KoMnoHeHTbl AHTUBMpPYCHasa ceTb, KapaHTnH 1 CkaHep HepocTynHbl. Hactporkum m
ctatuctnka bpaHamayspa DrWeb Takke HeAoCTynHbl, OAHAKO Bbl MOXETe BKAOUYUTb WK
OTKNHOUMUTb 3TOT KOMMOHEHT (B Cay4vae noakatoyeHms K npogyktam AHtuBumpyc DrWeb ans
Windows nan Dr.Web Security Space). Takxxe Bam goctyneH nyHKT OTcoeanHUTbCA, Npuy Bbibope
KOTOPOro 3aBepLUaeTca yCTaHOBIEHHOE COeAMHEHNE C YAaNeHHbIM aHTUBMPYCOM.

Ecnm HeobxoanMbIV KOMMNbIOTEP HE OTOBpaxkaeTca B ceTn, nonpobyrTte f06aBUTb €ro BPYUHYHO.
[ns 3T0ro HaXkXMmuTe KHOMKy ® n seBegute IP-agpec.

fl':. Bbl MOXeTe yCTaHOBWUTb TOJIbKO OZHO COeAMHEHWE C yAaneHHbIM npoayktom Dr.Web. Mpwu
: HaJANYMKN YCTAHOBIEHHOTO COeAMHEHNA KHoMKa MoAKAOUNTLCA. .. HeAOCTYMHa.

PyKOBO,CI,CTBO nosib3oBatens
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6. MHcTtpymeHTbl | 33

KoMnbroTepbl B /J10KanbHOM CeTU OTObpaxkatoTca B CMMCKE TONbKO B TOM C/lyyae, ecin B
YCTaHOB/JIEHHOM Ha Hux npogykte DrWeb paspeweHo yaaneHHoe ynpasieHue. Bbl moxeTe
paspewunTb noakatoyeHne Kk nporpamme DrWeb Ha Bawem komnbtoTepe B pasgene
AHTMBUPYCHasa ceTb OCHOBHbIX HAaCTPOeK.

6.4. MeHep)Kep KapaHTUHa

MeHezep KapaHTVHa OTODOpaXkaeT fJaHHble O COAEPXKMMOM KapaHTUHA, KOTOPbINA CAYXWUT Ans
n3onauMmM GannoB, NOAO3PUTENbHBIX Ha HalnuMe BPEAOHOCHbIX 0O6beKTOB. Takke B KapaHTUH
nomeLLaroTCs pesepBHble konuu darnos, obpaboTaHHbIx Dr.Web.

IHCTpYMEHTI

MeHezoxep kapaHTUHa

©O®® ®

MeHemxep avueHsniA

MeHemxkep kapaHTUHa

Moaaepxka

B eicar.com
E 10374dcs-..
E emn4zogee..

B eicar.com

B sykuSxnlexe...

El bb87gkol.exe..

E] 763820d4-5...

EICAR Test File (...
Java.Downloader...
Trojan.InstallMon...

EICAR Test File (...

Trojan.Zadved.8

Trojan.InstallMon...

Java.Siggen.45

15:21 11.01.2014

19:32 04.09.2015

17:11 02.10.2014

19:32 04.09.2015

17:11 02.10.2014

17:34 02.10.2014

19:32 04.09.2015

3awmTa OT NOTEpW AaHHBIX ObbexTsl Yrpoza fata pobaeneH... MyTs
AHTMBMpYCHaA CeTh B totalemd.exe Trojan.PWS.Sigg..  00:08 20.01.2015  Citotalemd\total...
Bl 170b7c17-5.. JavasSiggen45s 19:32 04.09.2015  C\Users\o.usma...

Chusersho.usman...
ChUsers\o.usma...

Chusers\o.usman...
C\Program Files ...
Chusers\o.usman...

Chusersho.usman...

ChUsers\o.usma...

< |

B HaCTpOVIKaX MeHep,>Kepa KapaHThHa Bbl MOXeTe BK/IOUYWTb OMNUUKO, KOTOpada onpeaender
pexnm  mn3ondaunn  3apa>KeHHbIX O6'beKTOB, O6Hapy>KeHHbIX Ha CbEMHbIX HOCUTENAX. an
BKJIFOYEHUN 3TOW onunn I'IOAO6HbIe Yrpo3bl NMOMELLAOTCA B MNanky Ha TOM Xe& HOoCuTene U He
LIJI/I(I)pyI-OTCFI. I'Ip|/| 3TOM nManka KapaHTMHa CO34aeTCA TOJ/IbKO B TOM Chay4dae, €C/in BO3MOXHa
3anncb Ha HocuTenb. VIcnonb3oBaHme OTAEeNbHbIX ManoK N OTKa3 oOT IJJI/Iq)pOBaHI/Iﬂ Ha CbEMHbIX
HOCUTENIAX NO3BOJIAET NPeaoTBPaTTb BOSMOXHYH NMOTEPHD AaHHbIX.

[ns goctyna K 3ToMy OKHy B nogmMeHro MIHcTpymeHTbl MeHto SplDer Agentﬁ BblbepuTe MyHKT
MeHep>xep KapaHTUHa.

B ueHTpanbHOW YacT OKHa OTobpaxkaetcs Tabavua ¢ MHPOpPMaLMehd O COCTOSHUM KapaHTUHA,
BKJ/IKOUAIOLLLAA ClefytoLLme NOS:

e O6BEKTbI — CMUCOK MMEH 06BEKTOB, HAXOAALLMXCA B KAPaHTUHE;

e Yrposa — knaccuoukaums BPefOHOCHOW MporpaMmsbl, onpegensemasi nporpammon Dr.Web
NPV aBTOMaTUYECKOM MNepemMeLleHny 06bekTa B KapaHTWH;

PYKOBO,U,CTBO nosib3oBatens
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6. IHCTpyMeHTbI

e Nlata fo6aBneHnn — faTa, Korga o6bEKT OblN NepeMeLLeH B KapaHTUH;
e MyTb — NOAHBIN NYTb, MO KOTOPOMY HaXOAUACS OOBEKT A0 NEPEMELLEHNSA B KAPAHTUH.
;_"l*: B okHe MeHepxepa kapaHTMHa daiibl MOryT BUAETb TOJbKO Te MOJIb30BaTeNM, KOTOpble

MMEKT K HUM gocTyn. YTobbl 0TOBpasuTh CKpbITble 06beKTbl, HEOOXOAUMO WMETH MpaBa
AfMUHUCTpaTopa.

B KOHTEKCTHOM MeHH 06bekToB AOCTYNHbI chegyroune KHOMKW ynpasiaeHUA:

e BocctaHOBUTBL — nepemMecTnTb c|>a17|n noja 3agaHHbIM MMEHEM B HYXXHYHO rnanky;

;_"l*_s. Vicnonb3yinte faHHYyt0 YHKLMIO TOJNIbKO B TOM C/lyYae, €CM Bbl YBEPEHbI, UTO OOBEKT
6e3onaceH.

¢ MpoBepuTb — NOBTOPHO NPOBEPUTL OOBEKT, NEPEMELLEHHbIV B KAPaHTUH;

e Ypanutb — yaanvtb Gaiin u3 kapaHTUHa U U3 CUCTEMBI.

DTN AeNCTBUA AOCTYMHbI TakKK€ B KOHTEKCTOM MEHO MpPU HaxkaTuu MPaBOM KHOMKOW MbIWK Ha
OAMH UNN HECKONBbKO BblbpaHHbIX 06 EKTOB.

."'._.\'.

Ans Toro 4to6bl yAaAnTb BCE O6BEKTbI M3 KapaHTUHA, HaXXMUTE KHOMKY -/ 1 B BbiMajatoLlem
Crvcke BbibepuTe NyHKT YAaNuUTb BCE.

6.5. Noppepxka
10T pasgen coaep>XxXut VlHq)OpMaLI,VIFO O BepcMn npoaykrta, CoCtaBe KOMMOHEHTOB W JaTe

nocneaHero OBOHOB/IEHUS, @ TaKXKe MOJIE3HbIE CCbIIKN, KOTOpble MOTYyT MOMO4Yb BaM OTBETUTb Ha
BOMPOCHI NN ncnpaBntb HeNnoaaaku, BOSHUKLWINME B npoLuecce pa6OTbI Dr.Web.

Py KOBOACTBO MNOJib30BaTeENSA
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6. IHCTpyMeHTbI

NHCTPYMEHTbI O nporpamme
Dr.Web Security Space
MeHempxkep nuLEeH3MIA Bepcua: 11.0

MocnegHee obHoeneHwe: 23.09.2015 14:16 (+03:00)

3awmTa o1 noTepK 4aHHbIX
MoapobHee

AHTMBMpYCHaA CeThb
Momols B peluenunn npobnem

MeHemxep kapaHTWHa

[MpK BOZHWKHOBEHWIW CnoxHOCTeR B paboTe ¢ npoaykTamik DriWeb pekomengyem
Moanepxka BaM HECKONbKO WHCTPYMEHTOR:

Mo#i Dr.Web
CoeeTsl
®opym Dr.Web

OTUeT ANA TEXHWYECKON NOALepMKM

Bocrnonb3yntecb OAHUM U3 CAeAyOLWMX WHCTPYMEHTOB B TOM C/y4vae, eCan y BaC BO3HWKIM
BOMPOCHI.

Moin Dr.Web. OtkpbiBaeT Bally NepcoHasibHYH CTPaHULY Ha caiTe komnaHum «/okTop Beb». Ha
JAHHOW CTpaHuvLe Bbl CMOXETe MoAyunTb MHGOPMALMIO O Ballen AnueH3nmn (CPOK AenCTBuS,
CEePUNHBIN HOMEP), MPOA/IUTL CPOK ee AeNCTBUSA, 3aZaTb BOMPOC Ciyxbe noasep>Xkn n MHoroe

apyroe.

CoBetbl. OTKpbIBaeT CUCTEMY COBETOB O BO3MOXHOCTAX Dr.Web.

®opym Dr.Web. OtkpbiBaet dopym Dr.Web no agpecy http://forum.drweb.com.

OTuer pANA TEeXHUUECKOW noAAep)XXKW. 3aryckaeT Mactep, KOTOPbI MO3BOAWUT Bam
CO3/aTb OTYET, COAEPXKALLMIN BaxKHYH MHGOPMALMIO O cucTeMe 1 paboTe KOMMbLOTEPA.

Eciv nocne 3Toro Bam He yAanocb pewwnTb Npobnemy, Bbl MOXeTe 3anofHWTb Beb-popmy
Bonpoca http://support.drweb.com.

Hantn 6amnxaliliee K BaM NpeaCTaBUTENbCTBO «/lOKTOp Beb» 1 BCO KOHTaKTHYHO MHGOPMaLMIo,
HeobxoAMMYHO MoJib30BaTeto, Bbl MoXKeTe no aapecy
http://company.drweb.com/contacts/moscow.

6.5.1. Co3paHme otueTa

Mpu obpaleHnn B CayxbOy TEXHUYECKON MOAAEPXKKM KOMMNaHwuu «[lokTop Beb» Bbl MoXeTe
chopMuMpoBaTh OTHET O Ballen onepaLMoHHON cucteme n pabote Dr.Web.

PYKOBO,U,CTBO nosib3oBatens
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6. IHCTpyMeHTbI

OtueT ByaeT coxpaHeH B BUae apxmea B nanke Doctor Web, pacnonoxeHHoM B nanke npodus

rnosb3oBatensd %USERPROFILE%.

UT06bI cGOpPMUPOBATL OTUET, HAXXMUTE COOTBETCTBYHOLLYHO KHOMKY. B 0TUeT byaeT BKArOUaThCS:

1. TexHunuyeckasa nHopmaumnsa ob onepaLMoHHOWN cucTeme:

e 0OLMe cBeAeHNs O KOMMbIOTEPE;
e 3anyLeHHbIX NpoLeccax;

e 3annaHWPOBaHHbIX 3aJaHUAX;

e cnyxbax, apanBepax;

e Opay3sepe Mo yMONUYaHWIO;

® YCTAHOBJEHHbIX MPUIOXKEHUAX;

e MOIUTMKAX OrPaHNYEHW;

e ¢danne HOSTS;

e 0 cepsepax DNS;

® 3aMnChN CUCTEMHOTIO XYypHaaa CobBbITUI;

e nepeyvyeHb CUCTEMHbIX KaTanoros;
e BETBMW peecTpa;

e nposangepbl Winsock;

e CeTeBble COeNHEHNS;

e oTyeThl oTaaaumka Dr.Watson;

® NHAEKC NMPON3BOANTENBHOCTW.

2. ViHdopmauma 06 AHTMBMpPYCHbIX peleHmax Dr.Web.

3. VIHpopmaums o nogkatoyaembix mogynax Dr.Web:

e Dr.Web ans IBM Lotus Domino;
e Dr.Web ansa Kerio MailServer;
e Dr.Web ans Kerio WinRoute.

NHdopmauma o pabote AHTMBUMPYCHbIX npoayktoB Dr.Web Haxoautca B XypHane cobbitum
onepaunoHHou cuctembl Windows, B pa3gene XXypHanbl npunoxxeHuin n cnyxé — Doctor

Web.

Py KOBOACTBO MNOJib30BaTeENSA
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6. IHCTpyMeHTbI

CospaHue oTuyeTa M3 KOMaHAHOW CTPOKMN

YT06bI CHOPMUPOBATL OTHUET, BOCMONb3YMNTECH CAeAYHOLLEN KOMaHAOM:

/auto
Hanpumep: dwsysinfo.exe /auto

OtueT byaeT coxpaHeH B BMAe apxuBa B nanke Doctor Web, pacnosoxeHHOM B nanke npopuns
rnosb3oBatensd %USERPROFILE%.

Tak>Ke Bbl MOXETE MCMO/Ib30BaTb KOMaHAY:
/auto/report: [<nosHeIl nyme K apxusy >]

rae:

® <NoOJIHbIU Nymb K apxugy > — NMyTb K Garny oTyeTta.

Hanpumep: dwsysinfo.exe /auto /report:C:\report.zip

Py KOBOACTBO MNOJib30BaTeENSA
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7. ObHOBNEHME

7. ObHOBNEHUE

Ana obHapy>keHVs BPeAOHOCHbIX 06bEKTOB aHTUBMPYCbl KOMMNaHUW «/JokTop Beb» ncnonbsytor
cneumnanbHble BUpycHble 6a3bl DrWeb, B koTopbix cogepxutca mHbopmauma o060 Bcex
M3BECTHbIX BPEAOHOCHbIX MporpaMmmax. PerynspHoe o6HOBAeHWe no3BO/AET OOHapy>XuBaTb
paHee Hen3BeCTHble BMPYChl, 610KMPOBaTh X PaCNpPOCTPaHeHMe, a B paje ClyvaeB — N31eynBaTb
paHee Heu3neunmble 3apaXKeHHble Gpanbl.

Bpems OT BpemMeHM COBEpLUEHCTBYHOTCA aHTUBUPYCHbIE airopuTMbl, peaan3oBaHHble B BUAE
ncnonHaemblx GariaoB M NporpaMMHbix  6ubavotek. bnarogaps onbiTy  akcnayatauuu
anTmeupycos Dr.Web wcnpaeasatotca obHapyXeHHble B nporpamMmmax owwubky, obHoBaseTcs
CnpaBoOYHasa cUCTEMa M JOKYMEHTaL M.

Ana nopsepXaHWa akTyaNbHOCTM BUPYCHbIX 6a3 WM NPOrpamMMHbIX aaropuTMOB KOMMaHWen
«[lokTop Beb» peanusoBaHa cucTeMa pacnpocTpaHeHWs O6HOBAEHWI uepe3 ceTb VIHTepHerT.
O6HoBNEHMEe NO3BOASET BaM B TEYEHWE CPOKa AeVCTBUA NNLLEH3MN 3arpy>aTb U yCTaHaBAUBATb
AOMOJIHEHMA K BUPYCHbIM 6a3aM 1 06HOBNEHHbIE MpOorpaMMHble MOAYN.

3anyck o6HOBeHUS

Mpwu obHoBneHMM Dr.Web 3arpy3ut Bce o6HOBAEHHbIe daiibl, COOTBETCTBYHOLLME BalLen BEPCUM
Dr.Web, a Takxe HoByto Bepcuto Dr.Web B ciiyuae ee Bbixoja.

|\ Ana obHosneHus DrWeb Heobxoanmo umeTb goctyn Kk cetn WHTepHeT, nnbo k 3epkany
OBHOBNEHWNIA (NOKaNbHOM UM CETEBOW Marke), IMbo K AHTUBUPYCHOW CeTW, B KOTOPOR XOTA
6bl Ha OAHOM M3 KOMMbIOTEPOB HACTPOEHO 3epKano OOHOBJIEHWA.

Hactpoika  HeobxoAWMbIX  MapameTpoB  Mnpou3BoaMTCA B pa3gene  O6HoOBneHue
OcHoBHbIx HacTpoek Dr.Web.

3anyck o6HOBIEHUsA C NOMOLLbIO MoAy A yrnpaBaeHus SplDer Agent

B wmeHwo SplDer Agent@ BblbepuTe nyHKT O6HOBAeHue. OTkpoeTcs WHPopMauuns 06
aKTyalbHOCTU BUPYCHbIX 6a3 M KOMMOHEHTOB, a TakXxe JaTa nociesHero obHoBaeHuA. YTobbI
3anycTUTb NpoLLecC 06HOBAEHNSA, HAXXMUTE KHONKY O6HOBUTD.

3anyck 06HOBNI€HUA N3 KOMaHAHOW CTPOKM

Mepenante B nanky YycraHoBkn DrWeb (%PROGRAMFILES%\Common  Files\Doctor
Web\Updater) un 3anyctute drwupsrv.exe. CnvcoKk napaMeTpoB Bbl MOXeTe HauTu B
[MpunoxeHun A.

Py KOBOACTBO MNOJib30BaTeENSA
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ABTOMaTUUECKNW 3anycK o6HOBIeHNA

Mpu aBTOMaTUYECKOM 3arnycke O6HOB/IEHME MPOBOANUTCA B GOHOBOM pexXrMe, Npu 3TOM OTYETbI
3anucbiBatoTcs B pann dwupdater.log B nanke %allusersprofile%\Doctor Web\Logs\.

;_"l*: Mpy O0BHOBNEHUN UCMONHSAEMbIX daliioB, ApanBepoOB M BMBANOTEK MOXET moTpeboBaTbcA
mepesarpyska KomnbtoTepa. B 3Tom cayvae 6Oyser nokasaHO — COOTBETCTBYHOLLEE
npeaynpexaeHue.

Py KOBOACTBO MNOJib30BaTeENSA
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8. CkaHep Dr.Web

8. CkaHep Dr.Web

CkaHep Dr.Web pana Windows npegHasHayeH AN aHTMBMPYCHOW MpPOBEPKM 3arpy3ouHbIX
CeKTOpPOB, MaMATK, a TakXke Kak OTAeNbHbix GalnoB, Tak U OOLEKTOB B COCTaBE CAOXHbIX
CTPYKTYP (@pX1Bbl, KOHTEMHEPbI, 31EKTPOHHbIE MUCbMa C BAOXEHMAMN). [poBepka NPON3BOANTCA
C WCMNO/Ab30BaHWEM BCeX METOA0B 0bHapyxeHus yrpo3. Mo ymonuaHuro CkaHep Dr.Web
NPOV3BOANT aHTMBUPYCHYHO MPOBepPKY Bcex GaiNoB C MCMONb30BaHMEM Kak BUPYCHbIX 6a3, Tak v
3BPUCTUYECKOrO aHanv3aTopa (anroputMa, MO3BOAAIOWEro ¢  6GO/bLIOA  BEPOATHOCTHHO
06Hapy>XnBaTb HeM3BeCTHble MPOrpaMme BUPYCbl Ha OCHOBE OBLUMX MPUHLMMOB MX CO3A4aHMA).
WcnonHsemble  ¢dainbl, ynakoBaHHble CrneuManbHbIMM  YNakoBLLMKAMKW, MNpU  MNpoBepKe
pacnakoBbIBatoTcs. MpoBepsatoTcs daiinbl B apxvMBax BCEX OCHOBHbIX PacrNpOCTPaHEHHbIX TUMOB
(ACE, ALZIP, AR, ARJ, BGA, 7-ZIP, BZIP2, CAB, GZIP, DZ, HA, HKI, LHA, RAR, TAR, ZIP v ap.),
dannosbix koHTenHepax (1C, CHM, MSI, RTF, ISO, CPIO, DEB, RPM u ap.), a Takxe ¢ainnbl B
COCTaBe MWCeM B MOYTOBbIX fLMKAX MOYTOBbLIX MporpamMm (bopmat nucem  JOJXKEH
cooTBeTcTBOBaTh RFC822).

B cnyuae obHapyxxeHus BpegoHocHoro obbekta CkaHep Dr.Web Tonbko npeaynpexzaeT Bac 06
yrpose. OTueT O pe3ysnbTaTax NPOBEPKM NPUBOAUTCA B Tabsavue, rae Bbl MOXeTe BblbpaTb
Heobxoanmoe aencTBue ana 06paboTkm 0bHapy>KeHHOro BPeAOHOCHOTO UAN MOAO3PUTENBHOTO
obbekTa. Bbl MoXeTe Kak MPUMEHUTb AENCTBMA MO YMONYaHUIO KO BCEM OOGHapy>XeHHbIM
yrpo3sam, Tak 1 BbibpaTb He06X0AMMbIN MeToA 06paboTkn ANs OTAENbHbIX OOBEKTOB.

[lencTBMSA NO yMONYaHUIO ABAAIOTCA OMTUMAaNbHbIMU ANA OONbLUMHCTBA MPUYMEHEHWN, HO MNpwu
HEeobXOANMOCTU Bbl MOXETE U3MEHUTb UX B OKHE HAaCTPOVKM MapaMeTpoB paboTbl KOMMOHEHTA
CkaHep Dr.Web. Ecan peictBue gna otaenbHoro obbekta Bbl MOXeTe BblbpaTb MO OKOHYaHWUM
npoBepky, TO obLme HaCTPOMKN MO 06e3BPEXMBAHMIO KOHKPETHbIX TUMOB Yrpo3 Heobxoanmo
3aflaBaTb 0 Hayasna NPOBEPKW.

8.1. 3anycK n peXXxmMmbl NPOBEPKMU

3anyck CkaHepa Dr.Web

;_"l*: Mpu paboTe noz ynpaBieHWeM onepaunoHHbix cuctem Windows Vista 1 6osee no3gHux

: CkaHep Dr.Web pekomeHayeTca 3amyckaTb C MpaBaMy agMUHUCTpaTopa. B npoTvBHOM
cnyyae Te danabl M Nanky, K KOTOPbIM HEMPUBUIETMPOBAHHbIV MONb30BaTeNb He WMeeT
40CTyna (B TOM UMCIe U CUCTEMHbIE Nanku), He ByayT NPOBepPeHbI.

1. B mento SplDer Agentﬁ Bbibepute NyHKT CkaHep. OTKpoeTca MeHK ObICTporo goctyna K
3anycKy pa3HbIX TUMOB NPOBEPKMU.

2. Bbibepute nyHkT Bbl6OpouHasn, uTOObI NMPOBEPUTL TONLKO YyKa3aHHble BaMW OOBEKTHI.
OtkpoeTtca rnaBHoe okHo CkaHepa Dr.Web.

3. Bbibepute nyHkTbl Bbictpasa wan MonHasa, uTOObLI 3anycTUTb COOTBETCTBYHOLME TUMbI
MPOBEPOK.

Py KOBOACTBO MNOJib30BaTeENSA
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UTtobbl 3anyctute CkaHep C HacTpoWKamu MO YMOAYaHWUIO ANA MPOBEPKM KOHKpeTHoro darina
NN KaTanora, Bbibepute B KOHTEKCTHOM MEHO 3Hauka darna uam katanora (Ha Pabouem ctone
nnmn B NMpoBogHuKe onepauynoHHor cuctembl Windows) nyHkT Mposeputb Dr.Web.

ﬁ Cranep Dr.Web El
¥ DrWEB

Pexxum npoeepku

O% BricTpan
Mpoeepka kpuTudeckux obnacreid Windows

ll—'j [MonHan

I'IpoEeplca BCEX anﬁJ'ICIEI Ha NOTMHeCKWX AWMCKaX M CMEeHHBIX HOCUTENAX

= BuibopouHas
O= [Mpoeepka oTAenbHEX 0bBeKTOR
© =fokTop Bebs, 1992-2016 @

Hacrpoiika CkaHepa Dr.Web

Bbl MoOxeTe HacTpouTb napameTpbl paboTbl, a Takxke peakuum CkaHepa DrWeb Ha
obHapy>eHHble yrpo3bl B pa3gene Hacrpoiiku — KomnoHeHTb! 3awutbl — CKaHep.

OnucaHne peXXxMMoB NpoBepKu

BbicTpas npoBepka

B faHHOM pexxrme nNpoBepAroTCA:

® 3arpy3oyHble CeKTopa BCeX JUCKOB;
e ornepaTtvBHasa NaMATb;

e KOpHeBas narka 3arpy3o4yHoro Amcka;
e cucteMHas nanka Windows;

e nanka Mow [JokymeHTbI;

e BpEMEHHble palinbl;

® TOUKM BOCCTAHOBJIEHUS CUCTEMBbI;

® Ha/nuve pyTKUTOB (€C/IM MPOLLECC MPOBEPKM 3aMyLLLEeH OT UMEHWU agMUHUCTPaTOpa).

Py KOBOACTBO MNOJib30BaTeENSA
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8. CkaHep Dr.Web

i | ': ApXVBbI U NMOYTOBbIE halibl B 3TOM PEXMME HE NMPOBEPAHOTCA.

MonHaa npoBepka

B AaHHOM pexvMe MpoOM3BOAUTCA MOJHasA MpPOBepKa OMepaTMBHOM MaMATM U BCEX XXECTKMX
AVCKOB (BKAKOYAA 3arpy304YHble CEKTOPbl), @ TakXe OCyLeCTBAAETCA MpoOBepka Ha Haanuue
PYTKUTOB.

Bbi6opouHas npoBepka

Mpwn BbibOpe faHHOro pexvma B okHe CkaHepa Dr.Web 3agatotca obbekTbl A8 NPOBEPKM:
nrobble dannbl M nanku, a Takke Takne oObEKTbl, Kak ornepaTvBHas MNamATb, 3arpy304YHble
cekTopbl U T.M. [lna Hayana npoBepky BbIOpaHHbIX OOBLEKTOB Haxmute kHoMky Hauatb

P

npoBepKy. YTo6bl 406aBUTh 06BEKTbI B CMINCOK, HAKMWUTE KHOMKY /.

Mpouecc npoBepku

MNMocne Havana MpoOBepKM CTAHOBATCA AOCTYMHbIMW KHOMku Maysa v Cron. Ha nrobom atane
NPOBEPKM Bbl MOXETE cAeNiaTh cnejytoLlee:

e yTOObI MPMOCTAHOBUTL MPOBEPKY, HaxkmuTe KkHomKy FMaysa. YTobbl NPoAOXKUTE MPOBEPKY
nocsie naysbl, HaXXMuTe KHornky Bo3o6HOBUTb.

e YTOObI MOJIHOCTLHO OCTAHOBUTb NPOBEPKY, HAXMUTE KHOMKY Cron.

i | ': KHnonka Maysa HegocTynHa BO BpeMs NPOBEPKMU OMEPaTUBHON NaMsATV 1 MPOLLECCOB.

8.2. fleicTBMA Nnpu o6Hapy>keHnn yrpos

Mo okoH4aHun nposepkn CkaHep Dr.Web anwb nHpopmunpyet 06 obHapy>KeHHbIX yrpo3ax K
npeasnaraeT NMpPMMeEHUTb K HUM Hambonee onTUManbHble AENCTBMA MO 0be3BpexuBaHuio. Bbl
MoxeTe o06e3BpeanTb BCe OOHapyXeHHble Yyrpo3bl OAHOBpeMeHHO. [lna 3Toro nocne
3aBepLlUeHNs MpoBepkM Haxmute kHonky O6e3Bpegutb, 1 CkaHep Dr.Web npumenut
ONTMMabHble AENCTBUSA MO YMONYAHWIO ANs BCeX OOHaPY>KEeHHbIX Yrpos.

il:‘ Mo HaxaTuto kHomku O6e3BpeauTb JelCTBUSA MPUMEHAIOTC K obbekTtaM B Tabauue. Mo

: YMOJIUAHUIO MOC/Ie OKOHYaHWs MpoBepkn obe3BpexuBaroTcs Bce 06bekTbl. [pu
HeobXOAMMOCTN Bbl MOXETe BPY4YHYH BblOpaTb KOHKpPETHble OOBbeKTbl Wau rpynnbl. [as
BblbOpa rpynnbl 06bEKTOB MOXHO BOCMOJb30BaThcsl knaBuwamu CTRL u SHIFT. JeincTtBus
A5 06e3BpeXMBaHUNSA Yrpo3 AOCTYMHbl B KOHTEKCTHOM MEHIO MPW HaXaTuu MNPaBoOn KHOMKOWM
MbILUW Ha OAWH UAN HECKObKO BblOpPaHHbIX 06bEKTOB.

Py KOBOACTBO MNOJib30BaTeENSA

42



A7

-
&

A
)
-\ﬂ

Bbi6bop pelicTBUA

1. B none [AencrBme B BbiNajatolemM Cnuncke Bbibepute HeobxoamMmMoe AencTBUeE ANA KaXKaoro

8. CkaHep Dr.Web

obbekTa (no ymonuanuro CkaHep Dr.Web npeagsnaraet ontumanbHoe 3HaYeHue).

2. Haxmute kHomky O6esBpepntb. CkaHep Dr.Web o6e3Bpeant BCe BblibpaHHble Yrpo3bl
OZ\HOBPEMEHHO.

CyLLeCTBYHOT C/ieflytoLLIMe OrPaHNYEHMS:

® JjleyeHne nogo3puTesibHbIX 06bEKTOB HEBO3MOXKHO;

e NepemelleHne Win yaaneHne obbekToB, He ABastowmnxca Gannamum (HanpvmMep, 3arpy3ouHbix

CeKTOpOB), HEBO3MOXHO,

e HEBO3MOXHbI /t0Oble AelCTBUA AN OTAE/NbHbIX GailioB BHYTPU apXMBOB, WHCTaNNALMOHHbBIX
NnakeToOB WM B COCTaBe MUCEM — JENCTBME B TakUX CAy4vasx MPUMEHSAETCA TO/NbKO KO BCeMy

06BEKTY LENNKOM.

MoapobHbIM oTHeT 0 paboTe MporpamMmbl coxpaHaeTcsa B pann xypHana dwscanner.log, KoTopblii

HaxoanTca B nanke %USERPROFILE%\Doctor Web.

HasBaHune
cronbua

Ob6bekT

¥Yrposa

[Jevicteune

MyTtb

A

OnuncaHue

B 3ToM cTOnbue yKazaHO HaMMEHOBaHWe 3apPakeHHOro WAW MOAO3PUTENIbLHOrO
obbekTa (MMa daina — ecan 3apaxeH dain, Boot sector B cnyyae 3apaxxeHHOro
3arpy3ouHoro cektopa, Master Boot Record B cinyyae 3apaxeHHoro MBR
XKEeCTKOro Am1cka).

B 3Tom cTONbLE yKa3zaHO HavMeHOBaHWe BUpYyca WUAM MoauduKaumm Bupyca Mo
BHYTpeHHel knaccudukaumm «Joktop Beb» (Moandukaumer M3BecTHOro Bupyca
Ha3blBaeTCA KOJ, MOJyYeHHbI TakUM M3MEeHeHWEeM W3BEeCTHOro BUpYCa, YTO Mpu
3TOM OH OMO3HAeTCA CKaHePOM, HO aArOpPUTMbl IEYEHUA UCXOAHOTO BMpYCa K HEMY
HenpuMeHUMbI). [ns nojo3puTenbHbIX OOBLEKTOB YyKa3biBaeTcd, 4UTO O0ObekT
«BO3MOXHO, WHOULMPOBaH» W YyKa3blBaeTCA TWUM BO3MOXHOrO BUpyca Mo
KnaccmpukaLMm 3BpUCTUHECKOTO aHanm3aTtopa.

HaxxmuTe Ha CTpenouky Ha 3TOl KHOMKe, YToObl 3aZaTb AelCTBME A5 BblIOpaHHOM
yrpo3ebl (no ymonyaHuro CkaHep Dr.Web npegnaraet ontumanbHoOe 3HaueHue).

Bbl  moxeTe NPUMEeHNTb YyKa3aHHO€ Ha KHOrKe AQVICTBME OTAEeNbHO, 6e3
Hel7|TpafII/I33Ll,I/II/I OCTaNbHbIX Yrpo3. ,U,J'IFI 3TOro HaXXMuUTE 3Ty KHOTMKY.

B 3TOM cTON6LE YKa3aH MOAHBIV NyTb K COOTBETCTBYOLEMY daiiny.

Ecam B Hactporikax CkaHepa Dr.Web Bbl Bbibpann nyHkt O6e3BpeanTb 06Hapy>KeHHble
yrposbl ansa Hactporiku Mocne 3aBeplieHUA NpoBepKU, TO 0be3BpexmBaHue yrpos byaet
Npov3BeAeHO aBTOMaTUYeCKM.

Py KOBOACTBO MNOJib30BaTeENSA
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8. CkaHep Dr.Web

8.3. 3anyck CkaHepa ¢ napamMeTpaMn KOMaHAHOMW CTPOKU

Bbl MoxeTe 3anyckatb CkaHep Dr.Web B pexxvme KOMaHAHOW CTpOKW. Takoh cnocob no3sosser
3alaTb HACTPOWMKM TEKYLLLero ceaHca NPoOBEPKM 1 NMepeyeHb NpoBepsaeMblX OOBEKTOB B KayecTBe
napamMeTpoB Bbi30Ba. VIMEHHO B TakOM peXume BO3MOXEH aBTOMaTu4veckui Bbi3oB CkaHepa
MO pacnmcaHunio.

3anyck CkaHepa U3 KOMaHAHOW CTPOKM

Utobbl 3anyctutb CkaHep C  AOMOJHWUTENbHBIMW  MapameTpamn  KOMaHAHOMW  CTPOKMW,
BOCMO/b3YMUTECh CIEAYIOLLIEN KOMaHAOW:

[<nyme_k_npoepamme>]dwscanner [<kar04u>] [<0b6bekmebl>]

rae:

e <0b6beKkmbl> — CNNCOK 0OBEKTOB ANA NPOBEPKK;

e <K/IIOYU> — MapaMeTpbl KOMaHAHOW CTPOKW, KOTOpble 3ajaroT HacTpounku pabotbl CkaHepa.
Mpwn KX OTCYTCTBMM MpOBEpPKa BbIMONHAETCA C paHee COXPaHEeHHbIMW HacTporkamu (Mam
HacTpoMKaMu Mo YMONYaHULIO, €CIN OHU He OblIN U3MEHEHDI).

Cnncok O6BEKTOB A/ MPOBEPKM MOXKET ObiTb MyCT WM COAEPXaTb HECKOJbKO 3/1eMEHTOB,
pa3geneHHblx npobenamu. Hanbonee pacnpoCTpaHEHHbIMW ABAAIOTCA CAejytolime BapuaHTbl
MpoBepKMU:

e /FAST — NpOV3BECTM BbICTPYHO MPOBEPKY CUCTEMBI.

e /FULL — nNpOW3BEeCTVM MOJHYI MPOBEPKY BCEX >XXECTKMX AMCKOB U CBEMHbIX HOCUTenen
(BKJIFOUasA 3arpy304Hble CEKTOPbI).

e /LITE — NPOU3BECTM CTAPTOBYH NMPOBEPKY CUCTEMbI, NP KOTOPOI MPOBEPAIOTCA OnepaTUBHas
namsTb, 3arpy3oYHble CEKTOpPbl BCEX AWCKOB, a TakXXe MPOBECTVM MPOBEPKY Ha Haanuume
PYTKUTOB.

MapameTpbl — KAHOUM KOMAHAHOM CTPOKW, KOTOpble 3ajatoT HACTPOWKM mnporpammbl. [Mpu mx
OTCYTCTBUM NPOBEPKA BbIMOJIHAETCS C paHee COXPAaHEHHbIMN HAacTPOMKaMm (MAN HAaCcTPOMKaMm No
YMONYAHWIO, eCAn Bbl HE MeHAAN nX). Kntoum HaumHatoTcs ¢ CMMBOAA «/» W, KaK W OCTajbHble
napameTpbl KOMaHAHOW CTPOKM, pa3zAenstoTcs npobenamu.

8.4. KoHcOoNbHbBIN cKaHep

B coctaB nporpammbl Dr.Web BxoanT KOHCO/bHBIN CKaHep, KOTOPbIA MO3BOASET MPOBOAUTH
NPOBEPKY B pPeXvMe KOMaHAHOW CTPOKM, a TakxXe npeaoctaBaseT 6o/blive BO3MOXHOCTU
HaCTPOWKMW.

":I:* ®alinbl, NoJO3pUTENbHbIE Ha HalMuMe BPEAOHOCHbIX OOBEKTOB, KOHCO/MBHBIN CKaHep
nometyaet B KapaHTuH.

Py KOBOACTBO MNOJib30BaTeENSA
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3anyck KoHconbHOro ckaHepa

UTto6bI 3anycTUTh KOHCONBHbIN CKaHep, BOCMO/Ib3YUTECh CNEAYHOLLEN KOMAHAOM:
[<nyme_k_npoepamme>]dwscancl [<kmo4du>] [<obbekmel>]

rae:

e <00beKkmbI> — CMUCOK OOBEKTOB A9 MPOBEPKY;

e <KJ/HOYU> — CMMCOK MapaMeTpoB KOMaHAHOW CTPOKW, KOTOpble 3aAar0T HaCTPOMKM paboTbl
KoHcosibHOro ckaHepa.

Kntou HaumHaeTcs C cMMBO/IA «/», HECKO/NbKO Kjtouel pasgenstotca npobenamu. Cnvcok
06bEeKTOB MPOBEPKM MOXET ObITb MYCT WM COAepKaTb HECKOIbKO 3/IEMEHTOB, pPa3fAeNeHHbIX
npobenamu.

Cnuncok kntoven KoHCONbHOroO ckaHepa coaepkuTcs B [punoxkeHunm A.

MNMocne BbinonHeHA KOHCONbHbIM CKaHep BO3BPALLAET OAMH U3 CNefyHoLLMX KOAOB:

0 — npoBepka ycnewHo 3aBepLUeHa, MHOMLMPOBaHHbIE OOBEKTbI He HalAEHbI;
1 — npoBepka ycneLwHo 3aBepLueHa, HangeHbl MHOULMPOBaHHbIE 06bEKTbI;

10 - yka3aHbl HeKOppeKTHbIe KAHuUK;

11 — knroyeBoOn Garin He HalaeH b0 He noaaep>kmBaeT KOHCO/IbHBIN CKaHep;
12 — He 3anyweH Scanning Engine;

255 — npoBepka npepBaHa nojib3oBaTenem.

8.5. 3anyck npoBepku No pacnmMcaHuIo

Mpu yctaHoBke DrWeb B craHgapTHom [MnaHuposwmke 3agaHuii Windows aBTomMaTUueckm
co3jaeTcs 3aZaHne Ha NPOBeAEHNE aHTUBMPYCHOM NPOBEPKM (OHO MO YMOAYAHUIO BbIKIHOUYEHO).

[Ana npocmoTtpa napameTpoB 3agaHusa oTkpounte MaHenb ynpaBieHUsA (paclUMpeHHbIV BUA) —
ApMmuHucTpupoBaHue — MNaHMPOBLLMK 3a4aHNMNA.

B cnuncke 3agaHnii BbibepuTe 3ajaHne Ha aHTMBUPYCHYHO MPOBePKY. Bbl MoXeTe akTvBMpOBaTh
3a/jaHue, a TakKe HaCTpOUTbL BpeMs 3arnycka NpOBepPKM 1 3a4aTb HEOHXOAMMble MapaMeTpbl.

B HWXHen yacTn okHa Ha Bknagke O6uwiMe ykasbiBatoTca obLive CBeAeHUA O 3ajaHuK, a Takxe
napameTpbl 6e3omacHocTn. Ha Bknagkax Tpurrepbl v YcnoBusA — pas/iyHble YCIOBUA, MpwU
KOTOpPbIX OCYLLeCcTBAAeTCA 3anyck 3agaHus. [IpocMoTpeTb NCTOPUIO COBLITUIN MOXHO Ha BKAajKe
XypHan.

Bbl Takxke MoXeTe co3zaBaTb COBCTBEHHbIE 3a/jaHMSA Ha aHTMBUPYCHYHO NpoBepkKy. MoapobHee o
paboTe C CUCTEMHbIM pacnvcaHWeM CM. CMPaBOYHYO CUCTEMY U AOKYMEHTaLMUIO OrnepaLMoOHHON
cuctembl Windows.

Py KOBOACTBO MNOJib30BaTeENSA
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8. CkaHep Dr.Web

Echm B coctaB ycCTaHOBJ/IEHHbIX KOMMOHEHTOB BXOAWT bpaHamaysp, TO nocie ycTaHOBKM
nporpammbl Dr.Web v nepBov nepesarpy3ku ciyxba CUCTEMHOrO pacnucaHus Oyaet
3ab710kMpoBaHa bpaHgmayapom. KomnoHeHT = Ha3HaueHHble  3apaHuA oyaet
bYHKLMOHNPOBATb TONbKO NMOC/NE MOBTOPHOW Mepe3arpysku, T. K. HEOOXoAMMOe NPaBUIO yxe
6yseT co34aHO K 3TOMY MOMEHTY.

Py KOBOACTBO MNOJib30BaTeENSA
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9. Hactpoiikm

9. Hactpoukn

[na poctyna K HacTpokaMm oTkpouTte meHr SplDer Agentﬁ n 3anyctute Hacrtpoiku {E‘} B
pexvme agMrHUcTpaTopa.

3awmra naposiem

UT0bbI OrpaHnyMTb JOCTYyN K HacTpovkam DrWeb Ha Bawem komnbroTepe BK/AKOUMTE OMLMIO
3awmuwatb naposiem Hacrpoiikm Dr.Web. B oTtkpbiBliemMcs okHe 3ajalnite naposb, KOTOpPbIV
OyaeT 3anpawwvBatbca npu obpalieHnn K HacTpoirkam DrWeb, noatBepavTe ero BBOA U
HaxxmuTe kHonky OK.

;_"l*: Ecnav Bbl 3abbuiv naponb K HacTpovkam  NpoAykta,  obpatutecb B
: CNYXXOY TEXHUYECKOWN MOAAEPXKKM.

YnpassieHue HacTpoikaMu

YT06bI BOCCTAHOBWUTL HAaCTPOMKM MO YMOAYAHWIO, B BbiNajatolleM crimcke BblbepuTe MyHKT
C6bpocnTb HaCTPOUKM.

Ecan Bbl y>xe HacTpouam paboTy aHTMBMPYCa Ha APYroM KOMMbIOTEPE U XOTWUTE UCMOJ/b30BaTh Te
e HacTpoWKW, B BbiNagaroLLiem crnvcke Boibepute nyHKT Mmnopr.

Ecav Bbl XOTUTE NCNONBb30BaTb CBOW HACTPOWKM Ha APYT1X KOMMbIOTEPaX, B BbiNajatoLiem crimcke
BbibepuTe MyHKT JKCMOPT, a 3aTeM BOCMO/b3yWTeCb aHalOTMYHOW BKNAAKOW Ha ApPYrom
KOMMblOTepe.

Py KOBOACTBO MNOJib30BaTeENSA
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10. OcHOBHbIe HaCTPONKMU

10. OcHOBHbIe HaCTPOMNKM

YT0bbI MONYUMTL AOCTYM K OCHOBHbIM HacTporikam Dr.Web, oTkpownte meHto SplDer Agentﬁ

3anyctumTe HaCTpOVIKVI . B pexnme agAMnHUCTpaTopa 1 Bbl6epI/ITe pasaen OcCHOBHBbIeE.

fl’: [Ana poctyna Kk OCHOBHbIM HacTpoivikam Dr.Web 3anpaluvsaetca naposb, eciv B pasgene
Hactpoliku Bbl ycTaHOBUAN $AaxKoK 3awmiiaTh napoaem Hactpoviku Dr.Web.

EAVHBIV LEeHTp ynpaB/ieHMa HacTpovkaMu MO3BOAAeT 3ajaTb obwume napameTpbl paboTbl
aHTUBMPYCHOrO KOMIIeKca.

10.1. YBeagomneHus

YBEAOMIIGHVISI, KOTOpbleé BbiIBOAATCA Ha 3KpPaH

Bkntoumte COOTBETCTBYHOLLYHO OMUMIO, 4YTOObI MoOJyyaTb MOACKa3KW-yBeAOMAEHVUS B BuUAe
BCM/IbIBAOLLLEro OKHa Haj 3Haukom SplDer Agent & 5 o6nacTu yBegomaeHmin Windows.

(®© OcHoBHble SkpaH
MokazwlBaTe YESAOMASHMA Ha 3KpaHe
YBEenomneHwa ‘:) Bicn.
OBHoENEHKe
[MouTa

CeTb
Brickinate YEEAOMAEHWA HA INEKTPOHHYHD NOYTY

3 Otk

Dr.Web Cloud Appec He zagaH  MamenuTs

[MapameTpbl yBeAOMIEHWA. ..

CamozalmTa

AHTMBMPYCHaA CETh

YcTpocTea

llononHuWTenbHo

Q)

PYKOBO,U,CTBO nosib3oBatens
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10. OcHOBHbIe HaCTPONKMU

YBegomsieHUA Mo nourte

YTobbI nosay4yatb yBejOMAEHUA O COBbITMAX MO NOoYTe, BbIMNOAHUTE cnegywouimne AeﬁCTBMﬂZ

1.
2.

Bkntounte onuuro Bbicbinatb yBeAOMJIEHUA Ha I/IEKTPOHHYHO NouTy.

B nosBmBLIEMCA OKHe BBeguTE agpec 3ﬂeKTpOHHOVI MOYThbl, Ha KOTOprVI Bbl XOTUTE NOAay4aTb
yBeaOMAeHUA. Vicnonb3oBaHme 3TOro ajpeca HeO6XOAl/IMO 6yp,eT noaATBEPANTb Ha LWare 7.

Haxxmnte Oanee.
YKaxuTe faHHble YYeTHOM 3anuncK, C KOTOPOW ByayT OTNPaBAATLCA YBEAOMIEHMS.

e ECnm cnncok NouTOBbIX CEPBEPOB COAEPXKUT HEOBXOAUMBIA cepBep, BbibepuTe ero, a 3aTeM
YKaXKute OTMH 1 Napo/ib OT Ballein YYETHON 3anucu.

e EC/IM CnnCOK NOYTOBBIX CEPBEPOB HE COAEPXXUT HEOOXOANMBIN cepBep, Bbibepute Ykasatb
BPYUHYIO V1 B OTKPbIBLUEMCA OKHE 3arno/iHuTe HeobxoAMble MoNs.

Hacrpoiika OnucaHue

Cepsep SMTP YKaxute agpec MOYTOBOrO cCepBepa, KOTOPbIN AOJXKEH MCMONb30BaTh
Dr.Web ans oTnpaBku NOYTOBbIX OMOBELLEHWIA.

Mopt YKaxute nopT NMOYTOBOro cepBepa, K KOTOPOMY AOJKEH MOAKAHOUATHCA
Dr.Web ans oTnpaBku NOYTOBbIX OMOBELLEHWIA.

JNorvH YKaXuTe Mms yUeTHOWN 3anmcy A5 NMOAKAHOUEHNUSs K MOUTOBOMY CEpBepY.
Maponb YKaxute Maposib YUYETHOW 3anucy AN MOAK/IHOUEHMS K MOUTOBOMY
cepBepy.

Vcnonb3osatb SSL/TLS YcTaHoBUTE 3TOT GAIaXOK, eC/IM XOTUTE, UTOObI NPK Nepegade coobLLeHN
ncrnonbsosanock SSL/TLS wndposaHume.

NTLM-ayTeHTUdMKaLma  YctaHoBWTe  3TOT  (AaXoK, €eCciM  XoTuTe, 4Tobbl  aBTOpM3aLMA
npowussoguaack no npotokony NTLM.

Haxmute OTnpaBuTb TecToBoe coobLyeHne, ecin XoTuTe NPOBEPUTb, YTO y4eTHas 3amnuchb
ykasaHa BepHo. CooblieHne npuaeT Ha TOT agpec, C KOTOPOro JOKHbI OTMPaBAATbCA
yBeAOM/IeHMA (HAaCTPOEHHbIV Ha Lare 4).

Haxxmnte Oanee.

BBeante KOZ MOATBEPXAEHMWS, KOTOPbIA MPUAET Ha 31eKTPOHHbIA ajpec, yKasaHHbIA Ans
NoslyYeHns yBeAOMIEHUA Ha ware 2. Ecam kog He npuaet B TedeHne 10 MUHYT, HaxmuTe
KHOMKy OTnpaBUTb KOA NOBTOPHO. ECn Bbl He BBeAEeTe KOJ MOATBEPXAEHWS, YBEAOMAEHUS
Ha 3TOT ajpec OTNPaBAATLCA He ByayT.

Y10bbl M3MEHUTb aApec 3NEeKTPOHHOW MOYTbl U Apyrve napameTpbl, Haxmute U3meHuTb 1
NoBTOPWTE BCE AeNCTBUA, HauMHaA C Lwara 2.

Haxxmute kHonky MapameTpbl yBeAOMJIEHNWA 1 YCTaHOBUTE HY>XXHblE TWMbI yBeAOMAEHUN. 10
YMOAYAHUIO BCE TUMbI YBEAOMIEHWI, OTNPaBAAEeMble Ha MOYUTY, OTKAHOYEHbI.

Py KOBOACTBO MNOJib30BaTeENSA
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10. OcHOBHbIe HaCTPONKMU

MapameTtpbl yBegoMaeHUA

1. Haxwmwute kHonky MapameTpbl yBeAOMIEHUNA.

2. BbibepuTe yBeAOM/IEHMSA, KOTOPble Bbl XOTUTE MOJAy4YaTb, W YCTAaHOBWUTE COOTBETCTBYHOLLME
bnaxkn. YtTobbl 0TOBpaxkaTb 3KPaHHbIE YBEAOMIEHNS, YyCTaHOBUTE GNaxoK B CTONOLEe IKpaH.
Ytobbl MONyYaTb ONOBELLEHMSA MO NOYTe, ycTaHaBAnBaKTe Gaaxok B ctonbue MouTa.

Tun yBeagomsieHnA

ObHapy>keHa
yrposa

KpntnuHble
yBeAoMAEHNsA

Ba>kHble
yBeLOMIEeHA

Mano3HauunTenbHbl
e yBeJOMNeHuA

OnuncaHue

YcraHoBUTE GaaXKky BHYTPU 3TOW rpynnbl, YUToObl NoAyYaTh YBEAOMAEHUS 06
yrposax, obHapy>eHHbIx SplDer Guard n SplDer Gate. CHumuTe draxky,
4TOObI HEe MoyYaTh NOAOOHbLIX YBEAOMAEHWIA.

Mo YMOYaHNIO yBEAOMIEHNA BKNHOYEHDI.

YctaHoBuTe q)fla)KKI/I BHYTPU aTOM rpynnel, yTObbI noJsiydyatb KpUTUYHbIE
yBeAOMAEHNA O C/ieAyHoLWnX CoBbITUAX:

olwmrbka co3saHms 3aLlMLLLaeMON KONnK;

0bBHapy>XeHbl CoOeAMHEHUs, oXugatoLLme oTBeTa bpaHamayapa.

CHUMUTE CI)J'Ia)KKI/I, yTObbI He nojay4yatb nepedyncieHHble yBeAOMJIEHUA. Mo
YMONYaHNIO yBEeAOMNEHNA BKAKOYEHDI.

YctaHoBuTe CI)J'Ia)KKI/I BHYTPWU aTOMN rpynnel, yTOObI noJiydatb Ba>XHble
yBeAOMAEHNA O C/ieAyHoLWnX CoBbITUAX:

ncTekaet Bpems paboTbl 32 KOMMbHOTEPOM;
3a6/10KMPOBaHO YCTPOMNCTBO;

nombiTka  AOCTyma K 3aljuuaeMomMy  obbekTy — 3absokMpoBaHa
MpeBEHTUBHOM 3aLLUTON;

3ab6710KMpOBaHa NoMbITKa M3MEHEHWS CUCTEMHBIX AaTbl U BPEMEHY;
[OCTYMHa HoBasi BepCus NMPOAyKTa;

BMPYCHble 6a3bl ycTapenu.

CHUMUTE CI)J'Ia)KKI/I, yTObbI He nojayyatb nepevyncieHHble yBeAOMIEHUA. Mo
YMONYaHNIO YyBEeAOMNEHNA BKNHOYEHDbI.

YctaHoBMTe  Gnaxku  BHYTpWM  3TOW  rpynnbl,  4TOoBbI  Mojy4yaTb
Mano3HaunUTeNbHble YBEAOMIEHNA O CeAyHoLMX CODbITUAX:

ycreLwHoe 0OHOB/IEHUE;

olwmnbka obHOBNEHNS;

ncrekaet Bpems paboTbl B VIHTepHET;

URL 6b1n 3a610kMpoBaH MogyneM PoanTenbckmii KOHTPOIb;
URL 6b1n 3abnokmpoBaH SplDer Gate;

nombiTka JOCTyna K 3awuiaemMomy ob6bekTy 3abiokvpoBaHa MOAyNeM
PoaunTenbckmii KOHTPOb.

Py KOBOACTBO MNOJib30BaTeENSA
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Tun yBegomsieHuA

JlnueHsuma

10. OcHOBHbIe HaCTPONKMU

OnuncaHue

CHUMUTE CI)J'Ia)KKI/I, yTObbI He nojayyatb nepevyncieHHble yBeAOMJIEHUA. Mo
yMON4YaHWIO yBeAOMIEHNA BblIKNHOYEHbI.

YcraHoBUTE Gaxkkn BHYTPWU 3TOW Tpynmbl, YTOObI MoayyaTb YBEAOMJIEHUS O
CnefyroLLIMX COBbITUAX:

e CPOK AeNCTBUA Ballel JULEH3UN 3aKaHUMBAETCS;

e [IeMCTBYHOLLIAN JINLLEH3UA HE HalAeHa;

e TekyLlas NnLeH3ns 3abaoknpoBaHa.

3. I'Ipm HeO6XOAMMOCTM 3ap,al7|Te AONOJNIHNTENbHbIE MNapaMeTPbI OTO6pa>KeHl/IF| 3KPaHHbIX

OMOBELLEHWI:

dnaxkok

Coobuwatb o
HOBbIX COBeTax

He noka3biBaTb
yBeJoOMJeHVA B
MOJIHO3KPAHHOM
pexunme

OTtobpaxatb
yBeLOMIEeHA
bpaHgmayspa Ha
OTAE/IbHOM
3KpaHe B
NONHO3KPaHHOM
pexunme

OnucaHune

YctaHoBMTe 3TOT (AaXOK, UTOObl Mojy4YaTb YBEAOMAEHMS O HOBbIX COBeETax,
pacckasbiBatoLLMX O BO3IMOXHOCTAX Dr.Web.

YctaHoBUTe 3TOT AaXOK, 4YTOObl He MnosyyaTb yBeAOMJEHWUs Npu paboTe ¢
NPUIOXKEHNAMM B MOJHO3KPAHHOM pexume (MpocMoTp GuabMOB, rpadukm U
T. 4.).

CHMMUTE 3TOT CI)J'Ia)KOK, yTOObI nojay4yatb yBeAOMAEHUA BCerja.

YcTaHoBWTe 3TOT GAaxokK, UTobbl yBeAoMaeHMs OT bpaHamayspa oTobpaxkanmch
Ha oTgenbHOM pabouyem cTone BO BpeMa paboTbl  MPUAOXEHUA B
MOJIHO3KPaHHOM pexuMe (Urpbl, BUAEO).

CHUMKUTE 3TOT q)na>|<0|<, yTOObI yBeaomMaeHnAa BbIBOAWIMCE Ha TOM >Ke pa6oqu
CTOJIE, Ha KOTOPOM 3anyLeHo NnpuaoXeHne B NoJIHO3KPaHHOM peXnme.

4. Ecan Bbl Bbl6paﬂl/l O4HO NN HECKO/ZIbKO MOYTOBbIX yBG,CI,OMfIGHI/IVI, HaCTpOVITe OTnpaBKy MoOYThbl

C Ballero KoOMnbHOT

epa.

il'f yBeAOMJ'IeHVIFI O HEKOTOPbIX CcobbITUAX He BXOAAT B MNepedvuncieHHble rpynnbl 1 BCerja

NMOKa3blBakOT

e yCTaHOBKa

CA NOJib30BaTEJIHO:

NPUOPUTETHBIX OBHOBNEHWIA, A1 KOTOPLIX TPEbyeTcA nepesarpyska;

e nepesarpyska 415 3aBepLUeHNs 06e3BpeXMBaHUSA YIPO3;

3anpoc Ha

e ycreliHoe

nepesarpyska AaA BK1HOYEHUSA/BbIKAHOUEHMSA rMNnepBn3opPa;

paspeLleHune npoueccy MoandUKaLmm 06 bEKTa;

noAakar4yeHne K yaaneHHoMy KOMIMbHOTEPY B AHTI/IBI/IpyCHOI;I ceTu;

aKTBMpPOBaHa I'IpO6Ha’i| BEpCHA, peKoOMeHAYyeTCA np|/|o6peCT|/| JINUEH3NHO.

Py KOBOACTBO MNOJib30BaTeENSA
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10. OcHOBHbIe HaCTPONKMU

10.2. O6HOBAEHME

B saHHOM pa3gene Bbl MOXeTe HaCTpOUTb MapamMeTpbl 0H6HOBAEHMA nporpamMmbl Dr.Web. Bebi
MOXeTe YyKa3aTb WCTOYHMK OOHOBAEHUM, KakMe KOMMOHEHTbl HeobxoaMMO OOBHOBAAT,
NepUOANYHOCTb, C KOTOPOM OyayT MPOUCXOAUTb OOHOBAEHMSA, a TakXe HaCTPOWUTb MPOKCU-
cepBep 1 3epkaso OOHOBAEHUN.

(® OcHoBHble O6HOBNeHMe

MeproandHoCTE OBHOBAEHKWIA
YEenoMAeHna

30 MuHYT (pekomeHayeTca) ¥

CBbHoENeHKe

McTouHuk oBHoBARHKMEA
Cets
Cepeepbl koMmnaHum «JokTop BeG» (pexomeHgyeTca) MameHnTs

Camozawmta

DrWeb Cloud

AHTMBMpYCHanA ceTb

YcTpocTea

JlononHUTENBHO

® [lononHWTeNsHBIE HACTROMKK

OcHOBHble HacTPOUKM 06HOB/IEHUSA

MepuoanuHOCTb O6HOBNEHUNA. 33zaiiTe HeobXOAUMYH MNEPUOAMUYHOCTb, C KOTOpPOW byaert
NPOWN3BOANTLCA MPOBEPKA Ha Hannume o6HoBAEHUN. [10 yMONYaHWIO YCTaHOBIEHO OMNTMMa/lbHOE
3HayeHne (30 MMWHYT), KOTOpOe MO3BOJIAET MoAAep>XMBaTb WHOOpMauuto o6 yrposax B
aKTyalbHOM COCTOSHUW.

MctouHuk ob6HOBAeHU. [lns TOro 4tobbl BbIbpaTb UCTOUHUK OOHOBAEHWI, HAaXXMUTE KHOMKY
M3mMeHnTb. B OTKpbIBLLIEMCA OKHE YKaXunTe YA06HbIN A8 BaC UCTOYHUK OOHOBAEHWUIA:

e CepBepbl komnaHun «floktop Be6» (pekomeHpyertcs). IOTOT MWCTOYHWMK YyKasaH Mo
YMOJIYaHWIO.

¢ JlokanbHas Uan ceTeBan namnka — 06HOB/IEHME U3 IOKaNbHOW UM CETEBOW Nanku, B KOTOPYHO
CKOMMpOBaHbl OOHOBAEHMA. YKaxuTe MyTb K nanke (A4N8 3TOro HaxmuTe kHonky O630p u
BblGEpUTE HYXXHbIV KaTaior, AW BBeAWTE MyTb BPYUHYID), @ TakXe WMSA Moab3oBaTeNs U
naponb, ecav TpebyeTtcs.

e AHTMBMpPYCHasA ceTb — OOHOBJ/IEHWE Yepe3 JIOKaJbHYH CeTb C KOMMbHOTEPA, Ha KOTOPOM
ycTaHoB/eH npogykT Dr.Web un co3gaHo 3epkano 06HOBAEHUN.

PYKOBO,U,CTBO nosib3oBatens
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10. OcHOBHbIe HaCTPONKMU

Ecam Bbl xoTuTe 3arpyxatb OH6HOBAEHMA MO 6e30MacHOMYy MPOTOKOAY, BKAKOUMTE OMNUUKO
Ncnonb3oBatb HTTPS-coeanHeHne.

AO"OHHMTEﬂbele HaCTpOD’lKVl
O6HoBAAEeMble KOMMOHEHTbI. Bbl MoOXeTe Bbl6paTb OAVH U3 BaPMaHTOB 3arpys3ku OBHOBNEHWNIA:

e Bce (pekomeHpayeTcs), NMpy KOTOPOM 3arpyxarotca OBHOBNEHMA KakK ANnA BUPYCHbIX 6a3
Dr.Web, Tak n a9 aHTMBUPYCHOTO AApa v APYrnx NporpaMMHbIX KomnoHeHTos Dr.Web;

e Tonbko 6a3bl, NPV KOTOPOM 3arpykaroTcs TONbKO OBHOBAEHWUS BUPYCHbIX 6a3 Dr.Web u
aHTUBMPYCHOTO AApa; APYr1ne KOMNoHeHTbl Dr.\Web He obHoBAAIOTCA.

Co3paHue 3epkana o6HOBAEHUMN

YTo6bI BaLll KOMMbBIOTEP MOFN UCMONb30BaTb Kak MCTOYHMK OOHOBAEHUI Apyrie KOMMbrOTEpbI B
NOKanbHOW CeTW, Ha KOTOpbIX ycTaHoB/ieH npoaykT Dr.Web, pa3sepHute [ononHuTenbHble
HaCTPOMKM 1 BKIHOUMTE COOTBETCTBYHOLLYIO onumio. Haxkmute U3MeHuTb, 4ToObI yKaszaTtb NyTb K
narnke, B KOTOpyto ByayT KONMpoBaTbCs 06HOBAEHUA. ECn Ball KOMMNbIOTEP BXOAWT B HECKO/bKO
nozceTeu, Bbl MOXeTe yKa3aTb afpec, KOTopbI ByaeT AOCTyNeH TONbKO A/ OAHOW U3 NMoAcCeTeNn.
Takxke Bbl MOXeTe ykasaTb MOPT, Ha KoTopom cepBep HTTP 6yaeTr npuvHMMaTh 3anpocbl Ha
coesuHeHue.

10.3. Cetb

Mcnonb3oBaHMe npokcu-cepeepa

MNpyn HeobXOAMMOCTM Bbl MOXeTe BKAOUUTb WCMNO/Nb30BaHWE MPOKCM-CepBepa W 3ajaTb
HaCTPOMKMN NOAKNOUYEHNA K HeMy. HaxkmuTe U3MeHUTb, UTObbI 3a4aTb HAaCTPOMKMN NOAKAHOUYEHUA
K NpOKCK-cepBepy:

Hacrpoiika OnucaHue

Appec YKaxuTe agpec npokcu-cepsepa.

Mopt YKaxkute nopT NpokKcu-cepeepa.

Monb3oBarens YKaxunte UMs yYeTHOW 3anuncu AN NOAKNHOUEHWS K NMPOKCU-CepPBepY.

Maponb YKaxunte naposib yUYeTHOW 3amnucy, UCMoNb3yeMOn A/is MOAKAHOUEHUS K MPOKCU-
cepsepy.

Tvn aBTOpU3aumn  BbibepuTe TMN aBTOPM3aLUK, TpebyeMblll A4N8 NOAKIOUEHNA K MPOKCU-CepBepY.

Py KOBOACTBO MNOJib30BaTeENSA
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® OcHOoBHble

YEenoMAeHna
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Camozawmra
DrWeb Cloud
AHTHMBMpPYCHaA CeTb
YcTpoWcTBa

JlononHUTENBHO

©)

[Npokcu-cepsep
Mcnons20BaTh NPOKCKM-CepBED

3 o

He zagaHo  VamenwTs

beszonacHble coeanHeHnA

MpoeepATs 2aWNMGPOBAHHEIA TPAdKUK

3 Omcn.

B cnyuae owmbkn NpoBepKK ZaLUMLLIEHHBIX coeanHeHniA (SSL) ycraHoBmTe

ceptudukaT «lokTop Beb= BpydHyHo.

SKCNOPTUPOEATh...

10. OcHOBHbIe HaCTPONKMU

be3onacHble coegnHeHUA

YTtobbl Dr.Web npoBepsan AaHHble, NnepejaBaemMble Mo KpunTorpapuyecknm npotokonam SSL, TLS
nnn STARTTLS, skatounte onuuto MpoBepaTb 3awmeppoBaHHbIA Tpaduk. SplDer Mail byzert
npoBepATb AaHHble, nepegaBaemMble No npotokonam POP3S, SMTPS, IMAPS, a SplDer Gate - no
npotokony HTTPS. Ecam KNMEHT, KOTOPbI NOAYyYaeT 1 NepesaeT Takne AaHHble, He obpallaeTcs K
xpaHwivwy ceptudukato cuctembl Windows, 1O Heobxogmmo 6yaeT 3kcCmopTupoBaTb
cepTudurkaT KoMnaHuu «Joktop Beb».

Ana skcnopta ceptudumkata komnaHum «/loktop Beb» HaxmuTe KHOMKY dKcnopTupoBaTb U
coxpaHuTe ceptndukaT B yA0OHYO ANA BaC nanky.

PyKOBO,CI,CTBO nosib3oBatens
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10. OcHOBHbIe HaCTPONKMU

10.4. Camo3awura

B faHHOM pasgene Bbl MOXETe HacTpPOWTb MapamMeTpbl 3aluTbl caMor nporpammsl Dr.Web ot
HEeCaHKLMOHVPOBAHHOTO BO3AEWNCTBUSA, HanpuMep, aHTU-aHTUBUPYCHbIX MPOrpamMM, a TakxXke OT
CNy4yaHOTO MOBPEXAEHWS.

@ OCHOBHbIe Camo3zawmrta
BrntounTs camozaluunTy (pekomeHayeTcH)
YBenomneHwa
. @ s

OBHOBNEHKWE
3anpewats 3MyAAUMKD AeACTEWHA NOALZ0EATENA

Cetb @ B

CamozalmTa =
BrarounTts NoaaepxKy annapatHoW BMPTYanM3alliK, el annapatHele

oCcoBEHHOCTW BalLero KOMMOBHITEDRE W OnepalunoHHaa CMcTemMa NosEonArT
WCNONB20OBATE 3TY ONUWHD

Dr.Web Cloud

AHTHEMDYCHAA CeTb 3 O

YcTpocTea

Jlata v BpemA
llononHuWTenbHo P

3anpeLaTs N2MeHeHWE AaTEl U EPEMEHW CUCTEME
@ Mpwu akTveHom PoguTensckon KOHTpoAe (pekoMeHayeTcR)

® O BnokwpoeaTte BCErga

Camo3awumrta

Hactpoika BxkatounTb camosawiuty (peKomeHAyeTcsl) Mo3BOAAeT 3aWwutute alibl ©
npoueccol nporpammel Dr.Web oT HecaHkuUMoHMpoBaHHOro goctyna. OTkao4aTh caMo3aluTy He
pPeKOMeHAyeTcs.

i’|E B cnyuae BO3HMKHOBEHMs MPO6GAEM MpPU MCMO/b30BaHUWM MporpaMMm gedbparmeHTauuy,
PeKOMeHAyeTCsi BPEMEHHO OTKIHUNUTL MOAY b CAMO3aLLUTBI.

ﬂ'flﬂ TOro 4TOb6bI nponsBectn BO3BpPaT K TOYKE BOCCTAHOBJ/IEHUA CUCTEMDbI, HeO6XOAl/IMO
OTKNKOYUTb MOAYJIb CaMO3aLlUThblI.

Hactpoika 3anpewiatb 3My/nsauuio AEeUCTBUIM MNOJIb30BaTeNs MO3BONAET MNpPeAOoTBPaTUTH
n3mMeHeHna B HacTponkax Dr.Web, npousBognmbie aBTOMatn3npoBaHHO. B Tom uuncne byaet
3anpeLLleHo UMCMOMHEHVE CKPWUMTOB, 3Myavpylowmx paboty nonb3osatens ¢ DrWeb wu
3anyLeHHbIX caMVMM MoJib30BaTesieM (Hanpumep, CKPUMNTOB A/A U3MeHeHus HacTpoek Dr.Web,
yAaneHna NMMUEH3UN 1 APYrux AeUCTBUIA, HanpaBaeHHbIX Ha n3meHeHne paboTel Dr.Web).

PYKOBO,U,CTBO nosib3oBatens
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10. OcHOBHbIe HaCTPONKMU

Hactpolika Ucnonb3oBaTh annapaTHyr BUPTyaau3aLuio Mo3BOJSET MCMO/b30BaTh 6osbLie
BO3MOXHOCTEN KOMMbOTEPA A8 OBHAPYXXEHUS 1 JleUeHWs yrpo3, a Takxke ANs yCuneHus
camo3awwuTbl Dr.Web. [lns BkatoueHUs 310 onumm noTpebyeTcs nepesarpyska KOMMbOTepa.

il:‘ AnnapaTHas BUpTyanau3auma paboTaeT TONbKO B TOM C/lyyae, eC/in anmnapatHble 0CO6eHHOCTM
: Ballero  KOMMbOTepa W  OMepauMoHHas  cUcTeMa  MOAAEP>KMBAOT  anmnapaTtHyto
BMPTyaau3aLmio.

BkatoueHne 31Ol onunnm MOXET Bbl3BaTb KOHq)fII/IKT COBMECTMMOCTM CO CTOPOHHMM
nporpaMMHbIM obecnevyeHvem.

Mpy BO3HWKHOBEHUW MPOHAEM OTKAHOUMUTE 3TY OMLMIO.

ﬂ'flﬂ 32-p33pﬂ,ﬂ,HbIX onepaunoHHbIX CUCTEM arnapartHaa BUPTyann3auna He nojaep>XmMBaeTca.

Aata v Bpemsa

Hactpoika 3anpewjatb M3MeHeHMWe AaTbl U BPeMEHW CUCTEMbl MO3BOAAET 3abaoKMpoBaThb
pyYyHOe N aBTOMaTU4yeckoe M3MeHeHWe CUCTEMHbIX JaTbl M BPEMEHMW, a Tak)ke 4acoBOro nosca.
JTO orpaHuyeHve yCTaHaB/AMBaeTCA ANA BCeX Mosb3oBatenen cuctembl. [laHHaa HacTpouka
MO3BO/INT TOYHee paboTaTb PYHKLWM OrPaHNYEHNA BPEMEHW B Mogyie POANTENbCKMIA KOHTPOb.
B cnyuae, ecim B Mogyne PoauTeNbCKMI KOHTPOIb 3afaHbl OrpaHMyeHnsa BpemeHn paboTbl 3a
KOMMbIOTEPOM WM B ceT VIHTepHeT, 3Ta HacTpoWka BKAOYaeTca aBToMatuyveckun. Bbl moxete

HacCTpoOnUTb nojy4vyeHuve YBEJAOM/IEHUN B TOM cnydae, e ocywiectBianacb NOMbiTKa U3MEHUTb
CNCTEMHOE BpeEMA.

10.5. Dr.Web Cloud

B faHHOM pasgene Bbl MOXETe MOAKIOUNTLCA K 061a4HbIM cepBMcam KomnaHum «/loktop Beb»
W NporpaMme yaydlleHus kayectBa pabotbl npogyktos Dr.Web.

Py KOBOACTBO MNOJib30BaTeENSA
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10. OcHOBHbIe HaCTPONKMU

(® OcHoBHble Dr.Web Cloud

O6n3YHBIA CEPEMC NOZBONRET AHTHEMPYCHOR 3aLLMTE MCNONE20BaTE CEEXYH

YeenomneHuna WHGopMauma ob yrpo2ax KoTopas oBHOBNASTCA Ha cepeepax KoMnaHuK «JokTop
Bef= & pexnmMe peansHoro EpemMeH . I'Ipn 3TOM Ebl NOMOTaeTe COERPLUIEHCTEOEATE

OBHoENEeHKe 23LUKTY, HanNpaenaa KoMmnaHuy efloktop Beb» ceeaeHwa o paBoTe aHTMBKUpPYCE. ITK
CEeeHWMA NOZBONAKIT Y2HAaEaTh BOAbLIE O BOZMOKHBIX Yrrozax v BOEpPEeMA

Cets YCTPaHATE WX,

CamosawuTa MoayueHHan o1 Bac MHGOPMAaUMA HUKOrAa He ByAeT MCNOAL20BaTLECA ANA Balweld
H,EI,EHTHEIJHKSLLHH WAK ANnNA CEAZKX C BEAMI.

DrWeb Cloud

‘ @ B

AHTHMBMpPYCHaA CeTb

YcTpocTea

JlononHUTENBHO

® Monntvka kKoHdwaeHUMansHocoTH «JokTop Beb»

O6nauHble cepBUCHI

DrWeb Cloud no3BonseT aHTUBMPYCHOW 3allMTe WCMOAb30BaTb CBeXYyr MHbopMauuto 06
yrpo3ax, 06HOB/sieMytO Ha cepBepax KomnaHun «loktop Beb» B pexxmme peasbHOro BpemMeHu.

B 3aBucMmMoCTM  OT  HacTpoek obHOBieHMs WHOpMmauma o6  yrposax, WCnosiblymas
KOMMOHeHTaMu Ballel aHTUBMPYCHOW 3allUWTbl, MOXeT ycTapeBaTb. VIcmonb3oBaHne ob6aauHbIxX
CepBMCOB MO3BOJIAET rapaHTMPOBAHHO OrPajnTb NONb30BaTesIeN Ballero KOMMboTepa OT CanToB
C HeXxenaTe/IbHbIM COAEPXMMBIM, a TakKe OT MHOMLMPOBaHHbIX GaiaoB.

Mporpamma ynyywenuna kayecrsa N0

Mpu yyacTun B nporpamme Ha cepsepa KomnaHwuu «J/lokTop Beb» OyayT aBTOMaTnuecku
OTNpaBAATbCA 0be3MyeHHble cBejeHna 0 paboTe nporpammel Dr.Web Ha Bawwem komnbroTepe, B
YaCcTHOCTW, CBeAeHWMA O CO3jaHHbIX Bamu npasunax bpaHamayspa Dr.Web. [MonyueHHas
nHdopmauma He ByaeT NCNOb30BaTLCA A1 AEHTUPUKALMM NONb30BaTENA UM CBA3N C HUM.

HaxxmuTe Ha ccbinky Monntuka koHpunaeHumanbHocTu «lokTop Be6>», UuTo6bI 03HAKOMUTLCA C
NONINTUKOWN KOHOUAEHLMANBHOCTM Ha odULManbHOM cariTe KoMnaHum «[Joktop Beb».

10.6. AHTMBUpPYCHasA ceTb

B AAHHOM pa3jene Bbl MOXETE paspewnTb yaaleHHOE ynpaBaeHune BallUM aHTUBUPYCOM C
APYyrnx KOMNbHOTEPOB JIOKaNbHOW CeTn npn nomMmown KOMMNOHEHTa AHTMBMpPYCHaa CeTb.
on>K,quv1e B COCTaB aHTI/IBI/IpyCHOlZ CeTN NOo3BOJIAET YyAaNeHHO KOHTPOAMpoBaTb COCTOAHUE

PYKOBO,U,CTBO nosib3oBatens
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10. OcHOBHble HacTpouku | 58

aHTUBMPYCHOW 3awWuTbl (MpOCMaTpmMBaTh CTAaTUCTUKY, BKAKOYaTb W OTKAHOYATb KOMMOHEHTbI
Dr.Web, n3meHATb nx HaCTPOKKM), a TakxKe NnosyyaTb OBHOBAEHNA Yepe3 JIoKaNbHYHO ceTb. YTOObI
MCNONb30BaTb KOMMbIOTEP KakK MCTOYHMK OBHOBNIEHWI ANA APYrMX KOMMbIOTEPOB aHTUBUPYCHOW
CeTu, Ha KOTOpbIX ycTaHOBAEH NpogykT Dr.Web, Ha HEM Hy>XHO HacTpouTb 3epkano OOHOBAEHUN.

@ OCHOBHble AHTUBUPYCHaA CEThb
Bl MOXETe pazpelunTe YAaNeHHoe ynpaeneHne npogyktom DriWeb Ha Bawem
YeenomneHuna KOMMBHTERE € APYTUX KOMMEKITEROE B NOKANEHON CETH, Ha KOTOPLIX Takxe
ycTaHoeneH npoaykt DrWeb. C yaaneHHoro KoMNekOTEPE CTAHET BOZMOXHO
OBHoBNEHKE NpoCcMaTpMBaTE CTATMETUKY, BKAKIYATE M OTKAKOYATE MOAYAK, @ TAKKE MIMEHATE WX
HACTPOWKK.

Cemb
PazpelwmnTs yaaneHHoe ynpasneHue

Camozawmta n Brn.

DrWeb Cloud
[lnA yaaneHHoro ynpaeaeHUA aHTMBUPYCOM Ha AaHHOM KOMMbKOTEpe BBeANTE
AHTHMBMpPYCHaA CeTb YKE2AHHBIA KOA NPW NOAKAFUEHKMW K Hemy. Bul moxete B ntoBoi MomMeHT

HM3IMEHWTE 3TOT KO
YcTpoWcTBa

JlononHutenbHo N 19Y|’KOI

©)

Ans ypaneHHoro ynpaeneHuss DrWeb Ha Bawem komnbroTepe HeobxoavMO OyzeT BBOAWUTH
naponb. Bbl MoXxeTe uCNo/ib30BaTb MapoOb, KOTOPbIA aBTOMAaTUYECKM TFeHepupyeTca npu
BKJIOYEHUWN ONUUN, UK 3a4aTb CBOWA.

YpaneHHoe yrpaBaeHne No3BoAsAET NPOCMaTpmUBaTh CTaTUCTUKY, BKAKOUATL 1 OTKAOUYaTb MOAYAN,
a TaKXXe M3MeHATb UX HacTporiku. KomnoHeHTbl KapaHTuH n CkaHep HefoCTynHbl. HacTpoviku n
ctatuctnka bpanamayspa Dr.Web Takke HefoCTynHbl, O4HAKO yAaNeHHO MOXHO BK/JHOUUTb UK
OTK/IFOUUTb 3TOT KOMMOHEHT.

10.7. YcTpoucrBa

{ | ": HacTtpolikn KoHTposif AOCTyNa NPUMEHAOTCA ANA BCeX yUeTHbIX 3anuceri Windows.

PYKOBO,U,CTBO nosib3oBatens



10. OcHOBHbIe HaCTPONKMU

(® OcHoBHble YcrpoiicTea
[[] Orpasnumeats A0cTyn K CMEHHBIM HOCUTEARM
YeeaomneHwn ~
"] Brokuposats oTnpaeky 3anaHuii Ha NpWHTEp
OBHoBNEHME D 3anpelaTe Nepegady AaHHLIX NO CeTW (NOKANBHBIM CETAM W ceTW MIHTepHeT)
Cetb
OrpaHunueHns
Camosaumra BROKWMPOBaTE MCMONE20BAHKME YKAZGHHBIX YCTPOWCTE ANA BCEX NONLI0BATENEHA

DrWeb Cloud 3 omwa

AHTMBMpYCHanA ceTb

YcTpoicTea
JlononHuTeNbHO Bez orpaHuMueHnii  VzmennTs

] Mpeaynpexaats o BadUSB-yA3eMMBIx yCTPORCTEAY, KOTOpPLIE ONPeAENAKITCA KaK
Knaevatypa

® Bbenwiit cnucok ycrpoicte (0)...

YcrpoucrBa

Utobbl GnOKMpOBaTb AOCTYN K AaHHbIM Ha CbeMHbIXx Hocutenax (USB dnew-Hakonutensx,
avcketax, CD/DVD npwuBogax, ZIP-anckax n T.M.), BKAKOUMTE COOTBETCTBYHOLLYIO OMumMio. YTOObI
3anpeTuTb nepesavy 3aZaHuWi Ha nedatb, BKAOUKUTEe onuuto bokupoBaTh oTnpaBKy 3agaHuii
Ha npuHTep. 10 ymonuyaHuto onumsa OTKAOYeHa. TakxKe Bbl MOXeTe 3anpeTuTb nepegady
JaHHbIX MO NOKaJIbHbIM CETAM U ceTh VIHTepHerT.

Hekotopble wuHPUUMpoBaHHble USB-ycTponcTBa MOryT OMO3HaBaTbCA KOMMbHOTEPOM  Kak
knaBuatypa. Ytobel Dr.Web npoBepss, AeNCTBUTENBHO NN NOAKIOUYEHHOE YCTPOWUCTBO AB/AETCA
knaematypon, BkaoumTte onuuio MMpegynpexxpatb o BadUSB-yasBumbix ycTpoiicTBax,
KOTOpble ornpeaAenatoTca Kak K1aBmartypa.

Knaccbl ycTpoWcTB U WWINH

UYtobbl 3abnokuMpoBaTb AOCTYN K BblOpaHHbIM KaaccaM YCTPOWCTB W LWWH, BKJIOYMTE
cooTBeTCTBYHOLLYO onuuto. ChopmupyiTe CNMCOK Takmx 06beKTOB, HaxaB KHornky UsmeHutb. B
OTKpPbIBLLUEMCA OKHe BblbepuTe Te KAacChl YCTPOWCTB WM LUWH, JOCTYMN K KOTOPbIM AOJKEH ObiTb
3abnokvpoBaH. YTobbl coxpaHnTb n3meHeHus, HaxxmmTe OK. YTobbI BbINTK 13 OKHA, He coXpaHAs
M3MeHeHWUW, HaxxMTe OTMEHUTD.

Benbiii cNNCOK YCTPOMUCTB

Ecam Bbl orpaHnunam foctyn K Kakum-anbo knaccam yCTPOWCTB MW LUVH, Bbl MOXeTe OTAeNbHO
pa3peLwmnTb AOCTYN K ONpeAeneHHbIM yCTPOMCTBaM, A06aBMB 1x B 6enblin cnncok. Takxke B Henbin

PYKOBO,U,CTBO nosib3oBatens
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10. OcHOBHbIe HaCTPONKMU

CMMCOK MOXHO [06aBUTb KOHKPETHOE YCTPOWMCTBO, YTOObI He MNPOBEPSATb €ro Ha Haanume
BadUSB-ys3zBmumocTu.

[ns pobaBneHus ycTporicTBa B 6ebli CNMCOK BbINMONHUTE CeayroLLne AeNCTBUS:

1.

HaxxmuTe kHonky benbliA CNMMCOK YCTPOMCTB (3Ta KHOMKa CTAaHOBUTCA aKTMBHA, €CAWN 3ajaHbl
orpaHuyeHuns).

Y6eaunTech, UTO YCTPOMCTBO NOAKIHOUEHO K KOMMbIOTEPY.

Haxxmute kHorky "', B oTkpbiBLIEMCA OKHE HaxmuTe KHOTKY O630p U BbibepuTe Hy>KHOe
ycTporctBo. [na yaobCTBa MOXHO BOCMONb30BaTbCA GUABTPOM, U Torga B Tabavue
0TOOpPa3ATCA TONAbKO MOAK/JIOUYEHHbIE WM TONBKO OTKJAHOUYEHHblE YCTPOWCTBA. Haxmure
kHonky OK.

Ana ycTponcTe ¢ GpanioBoW CMCTEMOM Bbl MOXEeTe HacTpOouTb Mpaswuaa AocTyna. [ns atoro B
ctonbue MpaBuno BbibepnTe oanH 13 pexumos: Paspewartb Bce may TonbKO uTeHwme.

YTobbl 406aBUTL HOBOE MPABWIO AR KOHKPETHOro Mosb3osatens, Haxmure /. Ytobbi
yAanuTb Npasuno, Haxmute "2,

Y106bI COXpaHUTb M3MeHeHUs, HaxxmuTe OK. YTo6bI BbINTU U3 OKHA, HE COXPaHAA N3MEHEHUN,
HaxkMuTe OTMeHUTb. Bbl BepHETECH K BENOMY CMINCKY YCTPOMCTB.

Ans TOro utobbl OTpPesaKTUPOBaTh HAbOP NpPaBuA AN YCTPOUCTBA, BbibepuTe ero B Cnvcke u

HaXxmuTte "2/,

YT06bl yAaNTE HaBOP NPaBWA 419 YCTPOICTBA, BbIGEpPUTE €ro B CrUcKe U HaxmuTe 2/,

10.8. lononHuTeNnbHO

B ZaHHOM pa3zgene 3a4aroTcs A3bIK HACTPOEK, MapamMeTpbl XypHana u KapaHTuHa.

Bbl MoXeTe BbibpaTh M3 BbiMajaroLLero cnmcka s3blk nporpammbl. CNMCOK A3bIKOB MOMONHSAETCS
aBTOMATUYECKM U COAEPXKUT BCE AOCTYMHble Ha TEKYLUMA MOMEHT JoKaam3almm rpaduyeckoro
nHtepdenca Dr.Web.

Py KOBOACTBO MNOJib30BaTeENSA



10. OcHOBHbIe HaCTPONKMU

@ OCHOBHbIE JonoaHutensHo
Azbik
YEenoMAeHna
| Russian (Pycckwid) v
ObHoENEHKWE
HKypHan

Cetb
MoabzoBaTenbcKkMe HACTPOWKKM  VzmeHuTs
Camozawmta

: KapaHTuH
DrWeb Cloud

an OﬁHapy')KEHHH Yyrpos Ha CMeHHOM HOCWTENE CO3AABaTh KaPaHTUH Ha TOM Xe
AHTMBMpYCHanA ceTb HocuTene

3 Oma

YcTpocTea

[lononHuWTeNbHO

©)

Hacrpowukn XypHana

s ynpaBaeHUs HaCcTPOMKaMu XypHana HaxkMUTE COOTBETCTBYHOLLYHO KHOMKY M3meHUTb.

fl':. Mo ymonuaHuro dalinbl XypHana MMEKT OrpaHWYeHHbIn pa3mep, pasHbli 10 MB (gn4
: komnoHeHTa SplDer Guard - 100 MB). Mpu npeBbllleHN MakKCcMManbHOro pasmepa darin
XXypHana ypesaetca Ao:

e 33/aHHOrO pa3mepa, eciv WHbOPMaLMs, 3anucaHHas 3a Ceccuto, He MpeBbIlaeT
pa3peLUeHHbI pa3mep;

e pa3mepa Tekylleh ceccuu, ecan WHbOPMaLMs, 3anuWcaHHas 3a CeCccuto, MpeBbILLAeT
pa3peLUeHHbI pa3mMep.

Mo ymMonyaHuto Ans BCex KOMMOHEHTOB nporpammbl Dr.Web >ypHan Besetca B cTaHZapTHOM
pexxmme, GUKCHPYHOLLLEM CeAy LY MHPOPMaLIUIO:

KomnoHeHT Nudopmauus

SpIDer Guard  lMpoBeseHWe OGHOBAEHWI, 3anyck M ocTaHoBka ctopoxa SplDer Guard, BUpYyCHble
cobbITVA, AaHHble O nposepseMbix dainax, MMeHax YMNakoBLUMKOB W COAEP>XKMMOM
npoBepsAeMbIX COCTaBHbIX 06bLEKTOB (apxMBOB, (aliOB 3NEKTPOHHOM MOUTbl WK
bannoBbix KOHTEHEPOB).

PekoMeHayeTCs WCMOAb30BaTb 3TOT PEXMM AN OrpefeneHuss 0O6bekToB, KOTOpble
ctopox SpIDer Guard nposepsieT Hanbonee yacto. [pyn HEOHXOAUMOCTU Bbl MOXKETE
[06aBUTb TakMe 06bekTbl B CMMCOK WCKJIHOYEHUN, UYTO MOXET CHU3UTb Harpysky Ha
KOMMbOTEp.

PYKOBO,U,CTBO nosib3oBatens
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10. OcHOBHbIe HaCTPONKMU

Nudopmaunsa

MpoBeaeHe OOHOBIEHWN, 3amyck M OCTaHOBKa Mo4yToBOro crtopoxa SplDer Mail,
BMPYCHble COObITUSA, MapameTpbl MepexBaTa COEAMHEHW, a TakkKe JaHHble O
npoBepsiembIx hainax, MMeHax yrnakoBLLMKOB 1N COAEPKUMOM MPOBEPSEMbIX apPXMBOB.

PekOMeHZyeTC MCMOAb30BaTb 3TOT PEXWUM ANA MPOBEPKM HaCcTpoek nepexsata
COefMHEHWI C MOYTOBLIMY CepBEpPaMM.

MpoBeaeHe OOHOBMEHW, 3amyck W ocTaHOBKa Beb-aHTMBUMpYca SplDer Gate,
BMPYCHble COObITUSA, MapameTpbl MepexBaTa COEAMHEHW, a TakkKe JaHHble O
npoBepsiemMbIx hainax, MMeHax yrnakoBLLVKOB 1N COAEPKMMOM MPOBEPSEMbIX apPXMBOB.

PekOMeHZYyeTCs MCMOAb30BaTb 3TOT PeXuM [AJf  MoJydeHus bosee  JAeTanbHOW
MHbOpMaL MM 0 NpoBepeHHbIX obbekTax 1 paboTte Beb-aHTUBMpPYCa.

B zaHHOM pexume B >XypHase OUKCUMPYHOTCA Takume cobbITUS, Kak MNpoBeAeHve
0bHOBIeHMN, 3anyck KU octaHoBka CkaHepa Dr.Web, o6Hapy>KeHHble yrpo3bl, a Takxe
JaHHble 06 MMeHax ynakoBLUMKOB M COAEP>KMMOM MPOBepPseMbIX apXVBOB.

B craHzapTHOM pexume bpaHamaysp He BegeT dann xypHana. [pu BKAtOYeHUU
pexuma BefeHWA MOAPOOHOro >XypHana cobuparoTCcs fJaHHble O CeTeBbIX MNakeTax
(pcap-norn).

Cnncok 06HOBAEHHbIX darnoB nporpammbl DrWeb wn  cratycbl ux 3arpysku,
nHPopmauma o paboTe BCMOMOraTenbHbIX CKPUMTOB, JaTa W Bpems MpOBeAeHWs
obHOBeHMs, MHbOPMaLMsA O nepesanycke KOMMOHEHTOB nporpaMmbl Dr.Web nocne
obHOBNEHNA.

NHdopmauma o komnoHeHTax DrWeb, uv3meHeHMe HacTpoeKk KOMMOHEHTOB,
BKAFOUEHME U  BbIKIOUYEHWEe KOMMOHEHTOB, COObITUA MPEBEHTUBHOW  3alyuThbl,
NOAKNFOUEHME K aHTUBUPYCHOM CeTU.

Co3paHue gaMnoB NaMATU

Hactpoika Co3gaBaTb Aamnbl NamMATM Npu owwMbKax NpPoOBepKU MO3BOAAET COXPaHATb
nosfesHytro uHbopmaumo o paboTe HeKoTOopbIX KOMMOoHeHTOoB DrWeb, uto nossoaut
cneunanuctaMm komnaHwm «Jloktop Beb» B pganbHerwem npoBectn 6onee MOMHbIA aHanun3
npobiembl U NPesnoXuUTb ee pelleHne. PekomeHAyeTCcA BKAHOYATb JaHHYHO HACTPOWKY Mo
npocbbe COTPYAHUKOB TeXHWYECKOM noaaepXkun «JokTop Beb» wav npu BO3HWMKHOBEHWUM
owmnbok npoeepkn dannos uam obesBpexmnBaHua yrpos. [Jamn namat COXpaHAeTcs B BUAE
danna ¢ pacwmpernem .dmp B nanke %PROGRAMFILES%\Common Files\Doctor Web\Scanning

Engine\.

Py KOBOACTBO MNOJib30BaTeENSA
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10. OcHOBHbIe HaCTPONKMU

BkatoueHue noapobHbIX XKypHasioB

;_"l*_s. Mpwn BegeHWUM NOAPOBHOrO XypHana GUKCMPYETCS MaKCVManbHOE KOMYeCTBO MHGOopMaLmm
0 paboTte KomnoHeHToB Dr.Web. 310 npmBesE&T K OTKAHOUEHMIO OFpaHUYEHUs Ha pasMep
$annoB XypHaia 1 CHU3NT NPOU3BOANTENIbHOCTL paboTbl Dr.Web 1 onepaunoHHON cnctemsl.
Vicnonb3oBaTb 3TOT pexuM cneayer TONbKO MpW BO3HWKHOBEHMM npobnem B pabote
KOMMOHEHTOB UK MO NPOCbbe TEXHNUYECKON NOAAEPXKKN KOMMNaHMK «/JokTop Beb».

1. YTob6bl BKAOUUTL PEXMM BeAEeHWA MNOoAPOOBHOro >XypHana ANs OAHOTO W3 KOMMOHEHTOB
nporpammbl Dr.Web, ycTaHOBUTE COOTBETCTBYHOLLMIA hNaXKOK.

2. Mo ymonuyaHuno NoapobHbIN XXypHan BeAeTcA A0 MEepBOW Mepe3arpysky OnepaLvioHHOWN
cuctembl. Ecam Heobxoanmo 3adukcMpoBaTb NoBeAeHWe KOMMOHEHTa B Mepuos A0 U nocne
nepesarpysku, yctaHoBute oénaxok [MpogomkaTtb BecT noApob6HbIA >XypHan nocne
nepesarpy3ku (Mcnosib3yuTe TOJIbKO MO 3anpocy TeXHUYECKOW MOoAAEePXKKU KOMMaHWUMU
«JlokTop Be6»).

3. CoxpaHute n3MeHeHus.

Hactpoikn KapaHtuHa

Bbl MOXeTe BK/IOUMTbL OMLMIO, KOTOPas onpejenser pexunM M30NALUN 3apaxkeHHbIX 06bekToB,
ObHapy>XeHHbIX Ha CbeMHbIX HocuTensx. [lpy BKAOYEHWMM 3TOM ONUMU MNOAOBHbIE Yrpo3bl
NMoMeLLatoTCca B Manky Ha TOM e HocuTene n He wwudpyrotca. MNpy 3TOM nanka KapaHTUHa
CO34aeTcA TO/MbKO B TOM CAyyae, €CIM BO3MOXHa 3anucb Ha HocuTesb. Vcnonb3oBaHue
OTAENbHbIX ManoK M 0TKa3 OT LWMPPOBAHNA Ha CbeMHbIX HOCUTENAX MO3BOAAET NpeAoTBPaTUTbL
BO3MOXHYIO MOTEPIO AaHHbIX. ECIM onuma BbikatoueHa, 0bHapy>XeHHas yrpo3a nepemMeLyaerca B
KapaHTWH Ha N0KaJlbHOM JMCKe.

Py KOBOACTBO MNOJib30BaTeENSA
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11. PoauTeNnbCcKnNA KOHTPOb

11. PoantenbCKnii KOHTPOJIb

Ytobbl HacTpouTb PoanTenbCckui KOHTPOAb, OTkponTe MeHto SplDer Agent , 3anycrure

HaCTpOVIKVI . B pexnmMe agMNHNCTpaTopa 1 Bbl6epI/ITe pasaen POAVITeI'IbCKVIVI KOHTPO/J1b.

C nomouwbio Moayna PoauTenbCkumii KOHTPOAb — OCYLLECTBAAETCA  OrpaHuyeHne  JocCTyna
nonb3oBaTenen kK Beb-cavitam, darinam M namnkam, a TakxKe KOHTPO/AMpyeTca Bpems paboTbl B
ceTu VIHTepHeT 1 3a KOMMbIOTEPOM ANA KaXA0W ydyeTHon 3anucn Windows.

OrpaHuyeHne pocTyna K pecypcam JoKaiabHOV aliloBOM CUCTEMbl MO3BOJSIET COXPaHUTb
LLeNIOCTHOCTb U KOHQUAEHUMANbHOCTb BaXHbIX JaHHbIX M 3aWWUTUTL Galibl OT 3apakeHus.
CyliecTByeT BO3MOXHOCTb 3alluTbl, KakK OTAe/NbHbIX alaoB, Tak W ManokK LeavKoM,
PacnoNoXeHHbIX Kak Ha JIOKalbHbIX AMCKaX, Tak M Ha CbEMHbIX HOCUTENISX MHDOPMaLuK.

KoHTposnb pocTyna K WHTepHeT-pecypcaM MO3BO/AET Kak OrpaguTb Mo/b3oBaTeNns ot
MPOCMOTPOB HeXenaTesbHbIX Beb6-CanToB (CavTOB, MOCBSALLLEHHbIX HaCUAWIO, a3apTHbIM Urpam u
T.M.), TaKk U paspelnTb MOJb30BaTe/NO JOCTYyN TO/NbKO K TeM carTaM, KOTOpble onpejeneHbl
HacTpovkamun Moayns PoanTenbCknini KOHTPOb.

11.1. Hactpowka moayna PoanutenbCckum KOHTPO/ib

| [ns poctyna K HacTpokam Moayns PoAMTENbCKUA KOHTPOb 3amnpallnBaeTcs naposb, ecan B
pasgene Hactpolku Bbl BKAKOUMAW OMNLMIO 3aluwaTth naposieMm Hactpoiiku Dr.Web.

(®© Poantensckmii VkTepHer

KOHTpOﬂ b Hacrpoiite pexum goctyna K Beb-caidTam, a Takke 2agaiite Oenklid 1 JepHeIi
CTIMCKM pecyproE

1 a.antonov Bes orpannuennid  VizmennTs

1 O.usmanova

Bpema

& o
BE,U.EHTE EpemMA MCNoABZ0EaHWA KOMNBHOTERE W MHTEPDHETS

1 Administrator Otkn.  Wzmenwuts

Dannbl U Nanku

3abnokMpyiTe MCNOAL30BAHWE OTARALHEIX GafN0E M Nanok

Bun. WzmennTs

PYKOBO,U,CTBO nosib3oBatens
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11. PoauTeNnbCKNA KOHTPOb

Hacrpoiika napameTpoB moaynsa Poautenbcknii KOHTPO/Ib ANIA pa3HbIX NOJib3oBaTesien

Bbibepute B neBOM NaHenn MMa NOAb30OBaTeNs, AN KOTOPOrO Bbl XOTUTE HACTPOWUTb OFPaHNYEHUS
focTyna. B oCHOBHOM YacTn okHa O0TObpaXkaroTcs 3aZaHHble ANs 3TOro NoJib30BaTess HACTPOMKM.
Mo ymonyaHMIO BCEM MOJ/b30BaTe/sIeM KOMMbOTEpPa pa3pelleH HeorpaHWYeHHbIn JOCTyn K
pecypcam ceTn VIHTEpHET M K JIOKaNbHbIM pecypcaM, OrpaHWYeHuss Mo BpemeHu paboTbl
OTCYTCTBYHOT. A8 M3MEHEHMA HacTpoek HaxxmuTe MI3MeHUTb HanpoTUB HYXXHOW BaM OMLMN.

ilf HoBble nosib3oBaTtesi 0TO6paXKatoTcs B CUCKE TOJbKO MOCAE TOro, Kak BbIMOJHAT NEPBbLIN BXOA
B CBOMO YUETHYH 3aruchb.

BbicTpas HacTpoiika

T,

Mpu HaxaTum KHOMKK "/ NOSBMUTCA MEHIO, KOTOPOE MO3BOSET:

e CKOMMPOBAaTb HAaCTPOWKM OAHOTO MO/Ab30BaTENA W MPUMEHUTb UX K APYrOW YYeTHOMW 3amucu.
Ana 3toro Bocnosnb3yutecb nyHkTamu KonupoBatb HacTpoukm U WMcnonb3oBatb
CKOMMUPOBaHHbIe HACTPOWKM.

e OTK/IOUNTL POAWTENbCKUI KOHTPONb ANf BblOpaHHOro nosb3oBatens. [lna a1oro Bbibepute
NyHKT OTKIOUNTb POoANTENbCKMIA KOHTPO/Ib. C MOMOLLIO 3TOrO XXe MEHK0 Bbl MOXeTe CHOBa
BKJIOUNTb POAUTENBCKUIA KOHTPOIb, MPW 3TOM BCE HAaCTPOMKM COXPaHAROTCA.

ilj Bbl MoXeTe HacTpouTb BbIBOJ YBEAOMAEHUA O AEUCTBMAX MOAYAA POAUTENbCKNI KOHTPONb Ha
3KpaH 1 OTMpaBKy 3TVX YBEAOMJIEHWI Ha SNEKTPOHHYHO MOUYTY.

MNHTepHeT

Mo ymon4aHuIO A8 KaXAOro noJsib3oBaTens ycCTaHOBAeH pexum be3 orpaHuueHnn. [na
M3MEeHeHNA HaCcTpPoeK, B BbiMajatoLLem Cruncke BolibepuTe Apyrori pexmvm.

BaokupoBaTtb Mo KaTeropuam
B 3TOoM pexume Bbl MOXeTe yKa3aTb KaTeropuu Tex pecypcoB, JOCTYM K KOTOPbIM Bbl XOTUTE

orpaHnunTb. Takxke B 3TOM peXume Bbl MOXeTe CaMOCTOSTEe/NIbHO yKasblBaTb CaWThl, AOCTYM K
KOTOpbIM ByAeT 3anpeLLaTbCs AW pa3peLlaTbCs BHE 3aBUCMMOCTU OT APYrUX OrPaHUYEHNN.

BnroknpoBaTb BCE, KpoMe caiiToB U3 6es0ro cnucka

B 3TOM pexxvme 3anpeLyaetcs 4OCTyN KO BCEM BeB-pecypcaM, KpoMe yKasaHHbIX B 6enom cnuncke
Beb-canToB.

Py KOBOACTBO MNOJib30BaTeENSA
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11. PoauTeNnbCKNA KOHTPOb

Be3onacHbI nouck

B nobom 13 pexumos, kpome pexvma bes orpaHuMueHMiA, Bbl MOXeTe BKIOUUTb OMLMIO
BesonacHbIM NOUCK, KOTOpas BAWAET Ha BbiJayy pPe3ynbTaToB MOMCKOBBIX CUCTEM. DTa PyHKLMA
NO3BO/IAET UCKNHOUNTD HEXenaTesbHble pecypcbl U3 pe3ynbTaToB NomUcKa.

®dopmMmupoBaHue 6e10ro u UepHOro CNUCKOB

B 3TOM OKHe 3agatoTca cnmnckm Beb-canToB, AOCTYN K KOTOPbIM paspeLluaeTcs uam baokumpyercs
BHE 3aBMCUMOCTW OT OCTaNlbHbIX HacTPoek MoAy s PoAUTeNbCKUIA KOHTPOb.

Mo ymonyaHuo cnmckm nyctol. Mpn Heo6XxoaMMOCTM Bbl MOXeTe f06aBuUTb aspeca Be6-caiToB B
6enblil UK YEPHBIN CAUCOK.

Ana popmMmpoBaHMA CNMCKa JOMEHHbIX aApecoB:

1. BBeguTte AOMEHHOE MMS WKW YacTb JOMEHHOro MMeHU Beb-calTa B nose benbi cnucok nan
UepHbIA CNUCOK, B 3aBUCMMOCTU OT TOrO, XOTUTE /X Bbl Pa3peLLnTb UAN 3anpeTuTb AOCTYN K
HeMy COOTBETCTBEHHO:

e yTObblI f06aBUTb B CMNCOK OMpPEAENEHHbIN CaillT, BBEAUTE €ro MoJHbIA azpec (Hanpumep,
www.example.com). loCTyn KO BCEM pecypcam, pacnosOoXXeHHbIM Ha 3TOM caunTe, byzert
onpeAensTbCa JaHHOM 3anunChbHo;

e yTOObI HACTPOUTbL AOCTYN K TEM BeO-caTaM, B agpece KOTOPbIX COAEPXKUTCA OMnpeseneHHbIV
TeKCT, BBeAUTE B NoJe 3TOT TeKcT. [Tprmep: ecan Bbl BBeAETe TEKCT example, TO AOCTYN K
agpecam example.com, example.test.com, test.com/example, test.example222.ru un T1.n.
ByaeT onpesensTbCs 4aHHOW 3anmnChio;

e YTOObI HAaCTPOWUTbL AOCTYMN K OMNpeAeseHHOMY AOMEHY, YKaXuTe MMsa AOMEHa C CMMBOJIOM
«.». B TakoM c/iyyae AOCTyn KO BCEM pecypcaMm, HaxoAslMecs Ha 3TOM AOMeHe, byaet
onpeaenaTbCs AaHHOW 3anucbro. Ecam npu ykazaHum foMeHa UCMoNb3yeTcs CUMBOA «/», TO
Ta YacTb MOACTPOKW, YTO CTOWUT C/AeBa OT CMMBONA «/», BYAET CUMTaTbC JOMEHHbIM
MMeHeM, a 4acTu cnpaBa OT CUMBOJIA — YacTbiO Pa3pPEeLLEHHOro Ha JaHHOM JIOMeHe ajpeca.
MNpumep: ecnn Bbl BBeeTe TEKCT example.com/test, TO byayT obpabatbiBaTbCa Takume
appeca kak example.com/testll, template.example.com/test22 n 1. n,;

e yTO6bI 06pabaTbiBaTh OMpeseNeHHble CaliTbl, BBEAUTE OMNPeAEeNstoLy0 UX Macky B rone
BBOZa. Mackn gobasnatotca B popmate: mask://. ..

o Macka 3azaeT 06LLyt0 YacTb MMEHWN 06BEKTa, MPU STOM:
" CUMBOJ «*» 3aMeHsET 0By, BO3MOXHO MYyCTYHO, NOCNeA0BaTEbHOCTb CUMBOJIOB;

" CUMBOJ «?» 3aMeHseT Nt0OOW, B TOM YMCae NMyCTOW, HO TONbKO OAVH CUMBOJI.

o MMpumeps:
» mask://*.ru - 6yayT obpabaTbiBaTbCA BCE CaNTbl B 30HE .ru;
* mask://mail - 6yayT obpabaTbiBaTbCs BCE CaWTbl, B KOTOPbIX COAEPXKMNTCA CNOBO
||mai|||;

Py KOBOACTBO MNOJib30BaTeENSA
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" mask://???.ru - 6yayT obpabaTbiBaTbCA BCE CaWTbl 30Hbl .rU, MMeHa KOTOPbIX
COCTOSAT U3 TPEX UM MEHEee 3HAKOB.

BBeseHHas cTpoka npu JobaBneHnM B CNIMCOK MOXET ObiTb NpeobpasoBaHa K yHVBepCasibHOMY
BMAy: agpec http://www.example.com 6ygeT npeobpasoBaH B 3anMcb www.example.com.

2. Haxmute kHonky "2/, utobbl 406aBUTL aapeC B CMUCOK.

3. Ytobbl yaanutb agpec 13 CNucka, BolbepuTe ero B CNMcke 1 HaXXMuTe KHOMKY 2

4. Tpwn HeobxoAMMOCTU NoBTOpUTE Warn 1 n 2 ana gobaBneHuns apyrux pecypcos.

Bpems

B 3tom pasaene nponsBoanNTCA HaCTpOVIKa OrpaHMHeHMVI Nno BpeMeHN pa6OTbI nosib3oBaTtesiei 3a
KOMMNbOTEPOM U B CETU |/|HTepHeT.

Mo YMO4YaHUKO NOJIb30OBaTE/IAM pPaspeLleHo pa6OTaTb 3a KOMMbHOTEPOM U B CETU MHTepHeT
HeorpaHnM4eHHoOe BpemMA.

OrpaHnuyeHune BpemeHu aocTyna

1. BbibepwuTe AHM Hegenn v Yachl, Korga TpebyeTcs 3anpeTuTb NOb30BaTENO BbIXOA B VIHTEpHeT,
Y BbljeNIiTe COOTBETCTBYIOLLME BPEMEHHbIE KBajpaTbl CUHMM LiBETOM.

e yTOOBbI BblAE€NNTb OAMH KBaApaT, WeNAKHUTE No HeEMY O4WMH pa3 JIeBOV KHOMKOM MblILLW;

e 4TO6bI O4HOBPEMEHHO BblAENTb HECKOIbKO PACMOIOXEHHbIX PAAOM KBajpaTOB, OAMH pa3
LW EeNKHUTE NEeBON KHOMKOM MbIWKW NO MepBOMY KBajpaTy W, yAep>KMBas KHOMKY HaXaTown,
BblAe/nTe BeCb HEOOXOAMMBIN Nepunos,.

2. BbibepuTe AaHWM Hepenu M dackl, Korga TpebyeTca 3anpeTuTb MOJAb3oBaTeNto paboTty 3a
KOMMbIHOTEPOM, U BbIAENNTE COOTBETCTBYHOLLME BPEMEHHbIE KBaZPaTbl KPAaCHbIM LIBETOM.

e yTOOBbI BblAENNTb OAMH KBaApaT, ABaXXAbl LLENKHUTE NO HEMY NIeBOW KHOTMKOM MblILLWN;

® YTO6bl OAHOBPEMEHHO BbIAENNTb HECKONbKO PacrONOXKEHHbIX PALOM KBajpaToB, ABaXXAbl
L EeNKHUTE NEBON KHOMKOM MbIWKW MO MepBOMY KBajpaTy W, yAep>KMBas KHOMKY HaxKaTown,
BblJe/nTe BeCb HEOOXOAMMBIN Nepunos,.

Bbl Mo>XeTe Takxe co3AaBaTb pa3Hble HACTPOWKWM ANA OAHOrO MO/Ab30BaTeNs, COXPaHAA WX B
npodman. [aHHaa onuua 6yaeT yaobHa, ecanm Bam MOHAZOOUTCA MNEPUOAMYECKM MEHATb
HaCTPOMKM Ha Apyrue npejonpeseneHHble 3HaueHna (Hanpumep, 3asaBaTb pasHble OrpaHNYeHns
BO BpeMs y4ebHOro roAa v LWKOAbHbIX KaHWUKYT).

Co3pgaHue npoduna HacTpoek

Bbibepute pexxum bes orpaHnueHunin v n1060m Noab3oBaTENLCKNA MPOPUIb U3 CrIMCKa.

BHecute HeO6XOAMMbIe M3MEHEHNA B Ta6nvu_|,y.

HaxmuTte kHomky "/,

> W

Beegute nmsa ana cosgaHHoro npoduna n Haxmute OK.

Py KOBOACTBO MNOJib30BaTeENSA
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11. PoauTeNnbCKNA KOHTPOb

MHTepBasibHOEe OrpaHMuYeHne BpeMeHu

Ecam Bbl XOTUTe 3asaTh, CKOAbKO BPEMEHW B feHb MOXHO paboTaTb 3a KOMMbIOTEPOM, BaMm
MOXeT 6bITb ya06eH pexxum MHTepBanbHOe orpaHuueHmne BpemeHu. Obpatnte BHMMaHWe, UTo
B 3TOM peXxwuMe, B OTANYME OT pexkmma Tabauubl, HeNb3a 3asaBaTb OrpaHUUYEHWe MO BPEMEHMU
paboTbl B ceTn NHTepHeT.

B 3TOM pexxvMe Bbl MOXeTe 3aaTb OrPaHUYEHNE MO KOJANYECTBY YaCcOB B A€Hb A/ CAEAYHOLLMX
NepuojoB:

e C NOHeAeNbHMKa NO NATHULLY;

e cyb660Ta 1 BOCKpECEHbE.

Mpy 3TOM Bbl MOXeTe 3anpeTuTb AOCTYM K KOMMbHOTEPY B HOUYHOE BPEMS HEe3aBUCMMO OT
obLLero KoNMYecTBa paspeLleHHbIX YacoB.

Bnarogaps Takon HacTpoWKe Bbl MOXeTe pa3pellnTb pebeHKy caMoMy pacrnpesenstb Bpems 3a
KOMMBbIOTEPOM B TEUEHUE AHS.

;_"l*: Mpy BKIHOYEHUN OTPAHWYEHUA BPEMEHN PaboTbl 38 KOMMbIHOTEPOM WM B CeTU VIHTepHeT,
aBTOMaTMYeCKM BKIFOYAETCA onuus 3anpeljatb U3MeHeHne AaTbl U BPpeMeHU CUCTeMbI B
pa3gene Camosallyita OCHOBHbIX HAaCTPOEK.

dannbl M Nanku

Mo ymMOn4aHMIO ANA KaXAoro Mnosab3oBaTens HeT OrpaHMYeHnin Ha AOCTyn K painam 1 nankam.
YTOObl HAcTPOWUTb OrpPaHNYEHUs, BKAHOUMTE COOTBETCTBYOLLYHO OMUMUIO M HaXMUTe KHOMKY

O6beKTbl.

[ina Toro uTo6bl A06aBMTL O6BEKT B CMUCOK, HaXMUTE KHOMKY -/ 1 Bbibepute HyxHbIA dain
nav nanky. Mo ymonuaHuto, fobaBaeHHbI 06bekT ByAeT AOCTyneH Nosib3oBaTeNto TONbKO ANA
yTeHuA.

Ana Toro uTo6bI MONHOCTBIO 3ab6/0KMPOBaTb AOCTYN K BblOpaHHOMY OOBEKTY, HaXmuTe Ha
YCTaHOBJ/IEHHOE OrpaHMyeHVe 1 B BbiNagatoLiem cnvcke Boibepute 3abnokmpoBaHo.

Py

ﬂ'flﬂ TOro YTO6bI YAannTb 06beKT, Bbl6epl/ITe €ro B Crnncke n HaXkMuTe KHOMKy oo

ObpaTtnTe BHMMaHWeE, UTO OrpaHUYeHne AOCTyMNa He rapaHTUPYeTCcAa Mpu 3arpyske KOMMbroTepa
CO CbEMHbIX HOCUTenen wmam obpalleHun K 3ajaHHbiIM Ob6bekTaM W3 ApYrnx onepaumoHHbIX
CUCTEM, YCTAHOBJ/IEHHbIX Ha KOMMbHOTEpE.

Py KOBOACTBO MNOJib30BaTeENSA
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12. NcknroueHnsa

12. UcknroueHuna

12.1. Be6-caunTthbl

Echm Bbl XOTWTE MOAyuUUTb JOCTYM K cakiTaMm, KOTOpble He PeKOMEHAYHTCA K MOCeLLEeHUIo
komnaHunen «Joktop Beb», pobaBbTe ux B uckaroueHua. Joctyn kK cavtaMm u3 cnucka byzert
paspeLleH, 04HaKo aHTMBMPYCHas MpoBepKa 3TUX CaMTOB coxpaHseTcs. Mo yMon4aHuoo Cnvcok
nyct. Ecan agpec canta pobaneH B 6enbld CNUCOK, TO AOCTYN K HeMy ByAeT npeaocTaBaATbCA
BHE 3aBUCUMOCTM OT Apyrux Hactpoek SplDer Gate. Obpatute BHMMaHWe, eCNn TakoW canTt
fobaBneH OAHOBPEMEHHO W B YepHbIM CNUCOK Moayns PoauTenbCKMii KOHTPOAb, W B
NCKKOYEHUS, ZOCTYN K HeMy byzeT 3ab10KMpoBaH.

@ II CKJIFOYEeHMH Wenonezyite Genbiid cnucok, YTobel pazpellTe 4OCTYN K CaHTBI‘:‘I,
HepekoMeHayenmsinm DrWeb, AHTMEMpPYCHAA NpOBEPKa TaKWX CalfiTOE COXpaHAETCA.

Beb-caithl | @ @

Mainbl M Nanku

O6bexTsl SplDer Gate

MpwnoxeHua

Crncok nycr
AHTMCNAM

¢OpMVIpOBaHV|e CNMnUcKa AOMEeHHbIX aapecoB

1. B none BBOJa YyKaXXunte AOMeHHOE UMA AN 4aCTb AOMEHHOIo UMeEHU Beb-calTa, L4OCTyn K
KOTOPOMY Bbl XOTUTE pPaspeLINTb BHE 3aBUCMMOCTU OT APYTnX OrpaHI/Il-IEHI/IW

e ytobbl A06aBUTL B CMUCOK OMPEAENEeHHbIN CalT, BBeAWTEe ero ajpec (Hanpumep,
www.example.com). loCTyn KO BCEM pecypcam, pacnosoXXeHHbIM Ha 3TOM caunTe, byzet
pa3speLueH;

e UTOOblI paspewnTb JOCTyn K TeM Beb-calTaM, B ajpece KOTOPbIX COAEPXKMUTCH
ornpezeneHHbl TeKCT, BBeAMUTE B Moje 3TOT TeKkcT. [lpumep: eciv Bbl BBejeTe TEKCT
example, TO Aoctyn K ajpecam example.com, example.test.com,
test.com/example, test.example222.ru W T.N. OyaeT pa3peLleH;

PYKOBO,U,CTBO nosib3oBatens
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e UTOObI paspewmnTb AOCTYN K ONpeaeneHHOMY AOMEHY, YKaxuTte MMA AOMEeHa C CMMBOJIOM
«». B Takom caydyae AOCTyn KO BCeM pecypcaM, HaxogAawnmmca B 3TOM JOMEHE, 6y,£||eT
pa3pelueH. Ecan npu ykasaHum JOMeHa UCNOAb3yeTca CUMBOA «/», TO Ta 4YacCTb MOACTPOKMY,
UTO CTOUT CneBa OT CMMBOJ1a <</>>, 6yp,eT CYnNTaTbCA AOMEHHbBIM MMEHEM, a 4acCTu CnpaBa OT
CMMBOJIAa — YaCTblO PA3PELLIEHHOrO Ha AaHHOM AoMeHe azpeca. [pumep: ecav Bbl BBEAETE
TeKCT  example.com/test, TO  OyAyT  paspelleHbl  Takve  agpeca  Kak
example.com/testll, template.example.com/test22 U T. N,

e yTO6bI J06ABUTL B MCK/IOUYEHNA OMpejeneHHble CallTbl, BBEAUTE OMNpPeAenstowyo UX Macky
B none BBoAa. Macku gobasnstotca B popmate: mask://. ..

Macka 3agaeT o6LLyr0 YacTb UMeHW 06beKTa, MPU 3TOM:

o CUMBOJA «*» 3aMeHseT N6y, BO3IMOXHO NyCTYyH0, NOCNeA0BaTeIbHOCTb CUMBOJIOB;

o CUMBOJ «?» 3aMeHseT 1toboN, B TOM YMCae MYCTOW, HO TOIbKO OAWMH CMMBOJI.
MNpumepsbi:

o mask://*.ru - O6yayT OTKPbIBaTbCA BCE CallTbl B 30HE .Iy;

o mask://mail - OyAyT OTKPbIBaTbCA BCE CalTbl, B KOTOPbIX COAEPXMUTCA c10BO "mail”;

o mask://???.ru - ByAyT OTKPbIBATbCA BCE CalThl 30HbI .IU, UMEHa KOTOPbIX COCTOAT U3
TPex UAN MeHee 3HaKOB.

BBeAeHHaFI CTpOKa npu AO6aBJ'IeHl/Il/I B CMUCOK MOXeT OblTb npeo6pa3OBaHa K
YHUBEPCAaIbHOMY BUAY.

P

2. Haxmute kHonky "/, YkasaHHbIV agpec NOSBUTCS B CMINCKE.

3. MNpwn HeobxoammocTn nosTopuTe wWwarn 1 u 2 ana pobaeneHva Apyrvx agpecos. YTobsbl
yAanuTb agpec 13 6enoro cnucka, Bbibepute COOTBETCTBYOLLMIA 31EMEHT B CMIUCKE W HaXMuTe

kHomKy "2,

Pa6borta c o6beKkTamMu B cnucke

T,

Mpw HaxkaTum KHoMkW % 4OCTYMHbI Ciegyrovie 4eNCTBIS:
e DKCMOPT — 3Ta OMUWA MNO3BOASET COXPaHUTb CO3JAHHBIA CMUCOK WCKAKOYEHUI, 4YTOObI
MCNonb30BaThb €ro Ha APyroM KOMMboTepPe, Ha KOTOpPOoM ycTaHoBaeH Dr.Web.

° I/Imnop'r — 3Ta onuMAa NO3BOJIAET NCMNONb30BaTb CMNCOK I/ICKJ'II-OHGHVIVI, CO3,£I,8HHbII7I Ha Apyrom
KOMMbHOTEPE.

e OuncTUTHL BCE — 3Ta OMLMA NO3BONAET YAaNNTb BCe OOBbEKTbI N3 CMMCKA MCKAFOYEHWUIA.

12.2. ®annbl 1 nanku

B 3TOoM pa3gene 3asaeTcA CnNMCok nmanok M GannoB, KOTOPble WMCKAOYAKOTCA M3 MPOBEPKM
komnoHeHTamn SplDer Guard n CkaHep. B Takom kauectBe MOryT BbICTynaTb Marnky KapaHTUHa

aHTMBMpYCa, pabouve Mnamnkum HeKOTOPbIX MPOrpaMm, BpeMeHHble ¢aunabl (Panabl NojKayvkm)
nT. n.

Py KOBOACTBO MNOJib30BaTeENSA
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Mo ymMonuaHuto cnucok nyct. JlobaBbTe K WCKNHOYEHWAM KOHKPeTHble nanku v pannbl nan
MCNOMb3ynTe Macky, 4TODObI 3anMpeTuTb MPOBEpPKY OnpeAeseHHOW rpynnbl ¢annos. Kaxabln
A06aBaAeMbI 06BEKT MOXHO MCKIHOUNTL U3 NPOBEPKMN Kak 060MX KOMMOHEHTOB, Tak U KaXoro
B OTAE/IbHOCT.

@ I‘l CKJIFOYEeHMd Bbl MOXETE MCKNHOUNTE M3 NPOBEPKK onpedeneHHsle Garasl 1 nanku,
Beb-caithi
Of6bekt SpIDer Guard CraHep
Dannel M Nank1
Mpunoxexns Crncok nyct

AHTMCNaM

®dopmMupoBaHMe CMUCKa UCKIFOUEeHN

1. YT106bl f06aBUTL Nanky wau Gan K CUCKY MCKAKOUYEHWUA, BbINMOJHUTE OAHO U3 CAeAyHOLLMX
AEeNCTBUN:

e yTOb6bI yKa3aTb KOHKPETHbIA CyLlecTByHOWMNA Gana MAM Manky, HaXKMWUTe KHOMKY ® B
OTKPbIBLLEMCA OKHe HaxXmuTe KHomnky O630p 1 Bbibepute nanky nav Gaiin B CTaHAAPTHOM
OKHe OTKpbITUA parna. Bel MoXeTe BPyUYHYHO BBECTV MOJHbIM MyTb K aiiy nam narnke B
none BBOAa, a Takxke OTpeAaKTUpPOBaTb 3anMuncb B Moje BBOAa nepes AobasreHveM ee B
CMNCoK;

e yTOb6bI UCKNHOUNTBL N3 MPOBEPKM Pals C OrpeseneHHbIM UMeHeM, BBeaute nmsa darina,
BKJIOUasA pacluMpeHmre, B Nosie BBOAA. YKasbiBaTb NyTb K dariny npu 3Tom He TpebyeTcs;

e YTOObl WUCKNOYMTL W3 NPOBEPKN Galrabl WA Manku OnpejeneHHoOro BWAa, BBeauTe
onpeaensaroLLyo X Macky B NoJsie BBOAA.

2. B OKHe HacTpOWMKM yKaxwuTe, Kakme KOMMOHEHTbl He JAOJXKHbl MPOBOAUTL MPOBEPKY
BblbpaHHOro danna.

Haxxmute kHonky OK. BbibpaHHbI dalin nam nanka nosBUTCA B CMIMCKE.

4. Ana Toro ytobbl OTPeAaKTMPOBaTb MCKAIOUEHWE, BblbepuTe HY>XHbIM 31eMEeHT B CrMCKe U
HaXxmMuTe .

PYKOBO,U,CTBO nosib3oBatens
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12. NcknroueHnsa

5. Mpwn HeobxoaMmocTn nosTopuTe Wwarn 1 n 2 ana gobaBneHns Apyrux ¢GaniaoB vav namnok.
YTobbl yaanuMTh daiin vaM nanky M3 Cnvcka WCKAKOYeHUN, Bbibepute COOTBETCTBYHOLLMI

3IeMeHT B CrCKe U HaxmuTe KHomky .
Macka 3agaet 061yt UacTb UMeHU 06beKTa, NPM 3TOM:

® CMBOJ «*» 3aMeHsAeT fII-O6yI-O, BO3MOXHO NyCTYyHO, NOCNef0BaTENBHOCTb CMMBOJIOB;
e CYMBOJ «?» 3aMeHsieT IF060M, HO TO/IbKO Oo4AVNH CMMBOJ;

® OCTa/lbHbleé CMMBOJIbl MaCKM HUYEro He 3aMeHAT N O3HA4YakoT, YTO Ha 3TOM MecCcTe B UMeHU
A0JIKEH HaxoanTbCA MMEHHO 3TOT CMMBOJI.

MpuMepsbl 3afaHNsA UCKIFOUEHWIA:

file.txt — ncknrouaetr n3 nposepkn Bce dannbl ¢ MMeHeM file 1 pacwmpeHnem .txt Bo Bcex
narnkax.

e C:\folder\file.txt — nckntouaet 13 nposepku dann file.txt B nanke C:\folder.

o file* — unckntoyaer m3 nposepkn Bce arinbl C AOOBIMU  PACLUMPEHUAMW, UMSA KOTOPbIX
HauuHaertcs c file, Bo Bcex nankax.

o file.* - ncknrouaet 13 nposepkn Bce darnbl ¢ uMeHeM file 1 nOBbIM paclumpeHrem BO Bcex
narnkax.

e file — nckntouaet 13 nposepku Bce dpainbl ¢ UMeHeM file 6e3 paclumpeHns Bo Bcex nankax.
e C\folder nnun C:\folder\** — ncknrouaet n3 nposepkun Bce nognanku n ¢annbl B nanke C:\folder.

e C:\folder\* — wncknrouaetr n3 nposepkun Bce dannbl B nanke C\folder n Bcex nmognankax Ha
NtO60OM ypOBHE BNIOXKEHHOCTH.

o C:\folder\*.txt — nckntouaet u3 nposepkun darnbl *.txt B nanke C:\folder. B nognankax ¢annbi
* txt 6yayT npoBepsAThHCS.

o C:\folder\*\*.txt — ncknrouaeT 13 Nnposepkn Paiabl *.txt TONLKO B MOANankax NepBoro ypoBHS
BaoxxeHHocTn nanku C:\folder.

e C\folder\**\*.txt — ucknouaeT 13 nposepku ¢annbl *.txt B nognankax a060ro yposHsA
BnoxeHHoctu nanku C:\folder. B camoi nanke C:\folder parinbl *.txt 6yayT npoBepsATbCA.

PaboTa c o6bekTamMun B cnucke

P

Mpw HaxaTum KHonku = 4oCTynHbI caegytouime A4enNcTBUS:
e DKCMNOPT — 3Ta ONuWA MO3BOASET COXPaHUTb CO3JaHHbIA CMUCOK WCKAHOUYEHWIR, YTOObI
MCMoab30BaTh €ro Ha APyroM KOMMboTePe, Ha KOTOpPOM ycTaHoBaeH Dr.Web.

e IMnopT - 3Ta onumsa No3BOAAeT MCMO/b30BaTh CMUCOK UCK/OYEHWIN, CO3AaHHbIN Ha ApPYrom
KOMMbloTepe.

e OumncTuTb BCe — 3Ta onuna NO3BOJIAET yAaNnUTb BCe 00BbEKTbI U3 CNNCKA UCKIHOUEHNIA.

Py KOBOACTBO MNOJib30BaTeENSA
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12.3. NMpunoxxeHna

B aTOM pa3zene 3azaeTcs CNMCOK NporpamMMm 1 NPOLECCOB, KOTOPbIE UCKIHOYAOTCS U3 NMPOBEPKU
komnoHeHTamu SpIDer Guard, SpIDer Gate n SpIDer Mail.

Mo YMOJI4aHUKO CNCOK MycCT.

A Bbl MOXETE MCKNHOUNTE M2 NPOBEPKW ONPeAeneHHbIe MporpamMmMel M Npolleccsl. 310,
© VcknoueHns posepky onpea porp pou
BOSMOXHO, YEEIMYMT CKOPOCTE NPOEEPKK, HO Be30MacHOCTE KOMMLKITERa MOXET
BbITe NOA YIPO30MA.

OJOLOIO

Ofsekt SplDer Guard SplDer Gate SplDer Mail

Beb-caiThi

Mainbl M Nanku

MNpwunoxeHna

Crncok mycr
AHTMCNAM

¢OpMVIpOBaHV|e CNUCKa UCKAOUYEHUM

1. YT10bbl f06aBMTL NPOrpaMmMy MM NMPOLLECC K CMNCKY UCKIOYEHUN, HaxkMuUTe @ BbinonHuTe
OAHO U3 CeAyrOLNX AeACTBUN:

e B OTKPbIBLUEMCA OKHe HaxmuTe KHomnky O630p v Bbibepute npuaoxeHne B CTaHAAPTHOM
OKHe OTKpbITUA darina. Bbl MoXeTe BPYyUHYO BBECTW MOJIHLIN MyTb K NMPWUIOXKEHUIO B MoAe
BBOAA;

e YTOObI UCKNHOUNTL MPUNOXEHME U3 NMPOBEPKM, BBEAUTE M0 UMs B MoJie BBOZA. YKa3blBaTb
MOJIHBIV NYTb K MPUNOXEHMIO NPU 3TOM He TpebyeTcs (HanpumMep: example . exe);

e UTOObl  UCKAOUUTL U3 NPOBEPKKM  MPUNOXKEHMA  OonpeaeneHHoro BwWAaa, BBeAUTE
onpeaenarLyro nx Mmacky B nosje BeBoja;

e Bbl MOXETe WCKJHUNTb U3 MPOBEPKN MPUIOXKEHME MO MMEHW MEPEMEHHON, eciu B
HaCTPOMKax CUCTEMHbIX MEPEMEHHbIX 3aaHO UMS W 3HaUeHNe 3TOW NepeMeHHOMN.

2. B OKHe HaCTpoOVKM yKaxXuTe, Kakve KOMMOHEHTbl He JOJKHbl MPOBOAWUTL MPOBEPKY
BbIOpaHHOro npwuaoxeHua. [ns oOObEKTOB, UCKAHOYAEMbIX W3 MPOBEPKM KOMMOHEHTaMu
SplDer Gate n SpIDer Mail, ykaxknte 40NoSHUTE/bHbIE YCIOBUS.

PYKOBO,U,CTBO nosib3oBatens
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12. NcknroueHnsa

OnuncaHue

Bblbepute 3Ty HaCTPOWKY, €Cin MPUIOXEHUE AOMXKHO ObiTb WUCKAKOUYEHO W3
NPOBEPKM BHE 3aBUCMMOCTU OT Ha/NNUUA Yy Hero AelCTBUTENbHOM LubpoBOW

undposo NoAMMCK.

noanucu

NPUNOXKeEHN

Mpwn Hannuum BbibepuTe 3Ty HACTPOWKY, €CIV MPUNOXKEHUE AOXKHO OblTb UCKAOYEHO U3
[AeNCTBUTENIbHOM MPOBEPKM TONbKO MPU  HaAU4mMK  [eNCTBUTENbHON LMbPOBOW  mnognucu
undbposo npuaoxeHus. B nNpoTMBHOM cayyae npunoxeHne OyaeT MNPOBEPEHO
noanucu KOMMOHEHTaMMU.

NPUNOXKeHN

Jlroboin Tpadmk

BbibepuTe 3Ty HacTPOKy, UTOObI NCKAOUUTL 13 MPOBEPKMN W 3aLUNPPOBaHHbIN,
1 He3aWwndPOBaHHBbIN TpadUK NPUNOXKEHNS.

3awmnppoBaHHbIA  Bbibepute 3Ty  HaCTPOWKYy, 4UTOObI  UCKAOUUTL M3  MPOBEPKM  TONBLKO
Tpaduk 3aWndpPOoBaHHbIN TpadUK MPUNOXKEHNS.
Mo  Bcem IP- BblbepuTe 3Ty HacTpoliky, 4TOObI UCKMOUUTE W3  MNPOBEPKU  Tpaduk,

agpecam 7z
noptam

Mo yka3aHHbIM IP-
agpecam 7z
noprtam

3agaHve agpecos
1 NoOpTOB

nepesaBaemMblii ¢ Nt0bbIX IP-agpecos 1 NopToB.

BbibepuTe 3Ty HacTporiky, uTobbl YyKkasaTb IP-agpeca wav noptel A4
NCKJIFOYEHUNA 13 NMPOBEPKM NepesaHHOro ¢ HUX Tpaduka. Tpaduk, nepesaHHbIv
C ocTanbHbIX IP-agpecoB wan MopToB, ByAeT MpOBepeH (ecan He WCKAOYeH
APYrMMUN HacTpoKamu).

[N TOHKOM HACTPOWKM UCKAHOUEHUI UCMONb3YITE CefytoLine peKoMeHAauuu:
e yTOObl UCKNHOUUTL 13 MPOBEPKMN OMNpPeAeseHHbI JOMEH MO OnpeseneHHOMY
nopTy, yKaxkute, Hanpumep, site.com: 80;

e [NA  WCKIIOYEHWA W13 TNpoBepku Tpaduka MO HeCcTaHAapPTHOMY MOpTy
(Hanpwmep, 1111) HeobxoanMO yKazaTb: *:1111;

e [N WCKIIOYEHMA W3 MpoBepkn Tpaduka OT AOMeHa Mo arobomy nopty
yKaxuTe: site: *

Haxxmute kHonky OK. BeibpaHHOEe npuaoxkeHre NosBUTCA B CMUCKE.

Mpn HeoHXx0ANMOCTN MOBTOPUTE AENCTBUA AN A0OaBAEHNA APYTUX MPOrpamMm.

74

5. ,D,IIFI TOro ‘_-ITO6bI oTpefakTnpoBaTb UCKIHOYEHUE, Bbl6epl/ITe Hy)KHbI[/JI 3/IEMEHT B CNuUcCKe U

HaXxmuTte
6. YTO6bl yAaNNTb NPUAOXKEHNE U3 CMINCKA UCKKOUYEHUI, BbiGeprTe COOTBETCTBYIOWMIA d1eMEHT

B CIMCKe 1 HakmuTe o,
Macka 3agaeT 06LyHo YacTb UMeHM 06beKTa, MPU STOM:

® CMBOJ «*» 3aMeHsAeT fII-O6yI-O, BO3MOXHO NyCTYyHO, NOCNe[0BaTENbHOCTb CMMBOJIOB;

e CYMBOJ «?» 3aMeHsieT IF060M, HO TO/IbKO Oo4AVNH CMMBOJ;

Py KOBOACTBO MNOJib30BaTeENSA
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MpuMepsbl 3afaHNsA UCKIOUEHWIA:

e C:\Program Files\folder\example.exe - WCKNOYAET W3 MPOBEPKN MPUNOKEHME

example.exe B nanke C:\Program Files\folder.

C:\Program Files\folder\*.exe — UCK/JIOYaAET U3 MPOBEPKN NpuaoxeHna B nanke C:
\Program Files\folder. B nognankax npunoxeHus 6yayT npoBepaTbCA.

C:\Program Files\*\*.exe — UCKNOYAET 3 NPOBEPKN MPUIOXKEHUA TONLKO B rnognankax
NepBOro ypoBHs BAoXeHHOCTM nanku C:\Program Files.

C:\Program Files\**\*.exe — WCK/JHOYAET M3 TMPOBEPKU MPWIOXKEHNA B MOAMarnkax
noboro ypoBHA BnoxeHHoctn nanku C:\Program Files. B camon nanke C:\Program Files
npuaoXxeHna ByayT NPoBepPATLCA.

C:\Program Files\folder\exam*.exe — UCKAHOYAET U3 MPOBEPKM JtOObIE MPUNOXKEHNS,
B nanke C:\Program Files\folder, HazBaHus KOTOpbIX HauMHatoTCA € "exam". B nognankax 3tu
npuaoXxeHna ByayT NPoBepPATLCA.

example.exe — WCKIOYAET W3 TMPOBEPKM BCe MNPWIOXKEHUA C UMeHeM example w
pacluMpeHnem .exe BO BCeX narnkax.

example* — WCKNHOYaeT W3 MNPOBEPKMN MNPUIOXKEHNS noboro TMMNa, MMeHa KOTOpPbIX
Ha4YMHAKOTCA C example, BO BCeEX Nnankax.

example.* — WCK/JOYAET M3 MPOBEPKM BCE MPUAOXEHMA C MMeHeM example u nobbim
pacliMpeHneM BO BCEX Mankax.

$EXAMPLE PATH%\example.exe — WCKNOYAET M3 MPOBEPKU MPUNOXKEHNE MO UMEHMU
CUCTEMHON MepeMeHHOW. VIMA cUCTeMHOM NepeMeHHOM U eé 3HauyeHMe MOXHO 3ajaTb B
HaCTpoMKax OnepaLYioOHHON CUCTEMBI.

Ans onepaunoHHon cuctembl Windows 7 u Bbiwe: MaHenb ynpaBneHusa — Cucrtema —
AononHuTtenbHble NapamMeTpbl cuctembl — fononHutenbsHo — lMepemeHHble cpeabl —>
CucremHble nepemMeHHble.

Nms nepemeHHon B npumepe: EXAMPLE PATH.

3HaueHVe nepeMeHHOM B Npumepe: C: \Program Files\folder.

Py KOBOACTBO MNOJib30BaTeENSA



141
)
lﬂ

s
$

12. NcknroueHnsa

L DrWeb > Mckarouenmna > Mpunoxkenna EIE

Mcknrouaemble npruaoXeEHWA

| | ‘ 0O6zop...

WMckniounTte uz npoeepky KomnoHeHTom SplDer Guard
WMckarounte nz npoeepky KomnoHeHTamw SplDer Gate u SplDer Mail

OTMEHUTL ®

Pa6boTa c o6bekTamMun B cnucke

P

Mpwv HaxaTum KHonku 2 4oCTynHbI caegytolime AenNCTBUS:
e DKCMNOPT — 3Ta ONuWa MO3BOASET COXPaHUTb CO3J4aHHbIA CMUCOK WUCKAHOUYEHWIR, UTOObI
MCMoab30BaTh €ro Ha APyroM KOMMboTEPe, Ha KOTOPOM ycTaHoBaeH Dr.Web.

e mnopT — 37a onuus No3BOASIET UCMO/Ib30BaATh CMIMCOK MCKIKOUYEHWIA, CO34aHHbIA Ha APYroMm
KOMMbOTEPE.

e OumncTuTb BCe — 3Ta onuna NO3BOJIAET yAaNnUTb BCe 00BbEKTbI U3 CNNCKA UCKIHOUEHNIA.

12.4. AHTUCNam

B 3TOM OKHe 3ajatoTcsi CNUCKU OTMpaBUTENeR, MUCbMa KOTOPbIX MOYTOBbIM cTopoxeM SplDer
Mail nponyckatoTcs nan pacueHvBaoTCs Kak cnam 6e3 NpoBeseHNs aHanunsa.

Ecan agpec otnpaBuTens gobasneH B 6enblil CNMCOK, TO MUCbMO He MoABepraeTcs aHaansy Ha
cogepxaHue cnama. Ecnam agpec otnpaButens pobaBneH B UYEpHbIM CMUCOK, TO NMucbMy 6e3
AOMOJIHUTENBHOTO aHasM3a NPUCBaMBaeTCa CTaTyc cnama. o ymonyaHuto oba cnmcka nycrbl.

Py KOBOACTBO MNOJib30BaTeENSA
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12. NcknroueHnsa

koTopbix ByayT o6paboTaHbl Bez AONOAHWTENBHOMD aHaAK3A.

Be6-caiiTsi benbiin cnucok YepHbIM cnucok

— [ 16 [ 0o

MpwnoxeHwa

Crnucok nycr Crwncok nycT
AHTMCNam

3apaHne cNNCKOB aHTUCNaMa

1. BBeaute B nose BBOZa MOYTOBbIA ajpec OTNPaBUTENs WAWN MacKy, 3ajatoLlyto MOYTOBbIe
ajpeca oTnpaBuTeNen, YbM NUCbMa Bbl XOTUTe obpabaTtbiBaTb aBTOMaTuyeckn 6e3
nposejeHns aHanu3a. Metoz BBoAa:

yTobbl 406aBUTL B CMMCOK OMNPeAENeHHOro OTNpPaBUTeNs, BBEAMUTE ero NMoJjHbIA MOYTOBbIN
agpec (Hanpumep, name@pochta.ru). Bce nucbMa, nonyyeHHble ¢ 3TOro agpeca, 6yayt
obpabaTtbiBaTbCcs H6€3 aHann3a;

yTobbl A06aBUTL B CMMCOK OTMpPaBUTENEN, MCMOJb3YHOLLMX MOXOXMNE ajpeca 3N1eKTPOHHOM
MOYTbI, UCMOb3YNTE CUMBOJIbI «*» N «?», UTOObI 3aMEHUTb OT/IMYAKOLLYHOCS YacTb asgpeca.
Mpu 3TOM CUMBOA «*» 3ameLlaeT Abyro Nocaes0BaTeNbHOCTb CUMBOJIOB, @ CUMBOJ «?» —
oAvH (ntobon) cumon. MNpumep: eciv Bbl BBegeTe agpec name*@pochta.ru, TO NMUCbMa
OT oTnpaBuTenem C  agpecamum  Buga name@pochta.ru, namel@pochta.ru,
name_moj@pochta.ru n 1. n. 6yayt obpabatbiBaTbCs 6€3 aHaNM3a;

yTOBbl TapaHTUPOBAHHO MOJyYaTb WAW GJOKMPOBATb MUCbMa C MOYTOBbLIX AZPECOB B
KOHKPETHOM JIOMEeHe, UCMOoJIb3yiTe CUMBOJ «*» BMECTO UMeHM nonb3oBaTens. lNMpumep:
yTObbI 334aTb BCE MMCbMA OT aAPECAHTOB M3 JOoMeHa pochta.ru, BBeguTte *@pochta.ru.

2. Ytobbl 06aBUTL BBEAEHHbIN aZpec B CMNCOK, HAXXMUTE KHOMKY ®

3. Mpn HeobxogmmocTn nosBTopuTe warn 1 n 2 ana pobaBneHua Apyrux ajpecos. YTobbl
yAANNTb afpec U3 CNncka, BbiIbepuTe COOTBETCTBYHOLMIA 3EMEHT B CMIUCKE N HAXXMUTE KHOMKY

PYKOBO,U,CTBO nosib3oBatens
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PaboTa c o6bekTamMun B cnucke

P

Mpwv HaxaTum KHonku "2 4oCTynHbI caegytoLme AenNCTBUS:
e DKCMNOPT — 3Ta ONuWA MO3BOASET COXPaHUTb CO3J4aHHbIA CMUCOK WCKAFOUYEHWIR, UTOObI
MCMoab30BaTh €ro Ha APyroM KOMMbioTepPe, Ha KOTOpPOM ycTaHoBaeH Dr.Web.

e IMnopT - 3Ta onumsa No3BoAfAeT MCMOJb30BaTh CMUCOK UCK/IOYEHWIN, CO3AaHHbIN Ha ApPYrom
KOMMblOTepe.

e OuncTuTb BCe — 3Ta onuna NO3BOJIAET yAaNnUTb BCe 00BbEKTbI U3 CNNCKA UCKIHOUEHNIA.

Py KOBOACTBO MNOJib30BaTeENSA
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13. KoMnNOHeHTbI 3aWKnTbl

13.1. SpIDer Guard

SplDer Guard — 3TO aHTUBMPYCHbINA CTOPOX, KOTOPbIA MOCTOSHHO HaXOAWUTCA B OMEpaTVBHOM
NamMATK, OCYLLEeCTBAAA NPOBePKy GannoB 1 NamaTL Ha NeTy, a Takke 0bHapy>XuBas NposBAEHUA
BUPYCHOW aKTUBHOCTM.

Mpu HacTpoMkax MO YMONYAHUIO CTOPOX Ha /IeTy MPOBEPSAeT Ha >KEeCTKOM JUCKe — TOJbKO
co3gaBaemMble UAN U3MeHsieMble dalisibl, Ha CbeMHbIX HOCUTENAX — BCe OTKpbiBaeMble daibl.
Kpome TOro, CTopoxk MOCTOSAHHO OTCAEXWMBAET AEWCTBUA 3anyLLEeHHbIX NPOLECCOB, XapakTepHble
ONA BUMPYCOB, M MNpwu KX ObOHapy>XeHWn 6aokmpyeT 3TM npoueccbl. [lpyn  obHapyxeHUn
3apaXkeHHblx 0b6bekTOoB cTOpoX SpIDer Guard npuMeHseT K HUM  JeWCTBUSA  COMacHO
yCTaHOB/IEHHbIM HaCTPOMKaM.

®ainbl BHYTPU apXxMBOB M MOYTOBbIE ALLUMKM He npoBepaAtoTca. Ecam kakon-anbo dann B apxvee
WAV MNOYTOBOM BAOXEHUN MHPULMPOBAH, TO BPEAOHOCHbI 06bekT byaeT obHapyXXeH CTOpoXeMm
npyv wu3BneyeHun darina A0 MOABAEHUA BO3MOXHOCTM 3apaXKeHWa KommnbroTepa. [Jna
npesoTBpaLleHns  MPOHWKHOBEHWA  Ha  BalWl  KOMMbOTEp  BPEAOHOCHbIX  Ob6beKTOoB,
pacrnpocTpaHAeMbiX MOCPEACTBOM 31EKTPOHHOW MOYTbI, MCMO/b3YIMTe MOYTOBbIM CTOPOX SpIDer
Mail.

Mpwn obHapy>xeHUN 3apaxkeHHbIX 06bekToB cTopox SplDer Guard mMpuvMeHseT K HUM felcTBMA
COrNacHO YCTaHOBJ/IEHHbIM HacTporikaM. COOTBETCTBYHOLMM M3MEHEHNEM HACTPOeK Bbl MOXXeTe
M3MEHWTb aBTOMaTUYECKYHO peaKLMio CTOPOXKa Ha BUPYCHble COBbITUA.

Mo ymonuanuo SplDer Guard 3anyckaeTcs aBTOMaTMUeckM MpPU  KaxXAOW  3arpyske
OonepaLyoOHHOW CUCTeMbl, MPU 3TOM 3anyleHHbId cTopox SplDer Guard He MoxeT 6biTb
BbIFPY>XEH B TEYEHMe TeKyLLLero ceaHca paboTbl onepaLviOHHON CUCTEMBI.

13.1.1. Hactpoiuka SpIDer Guard

I Ansa poctyna k Hactporkam ctopoxka SplDer Guard 3anpaluMBaetcs naposib, €CAn B pasgene
HacTpoikn Bbl BKAHOUMAM ONUMIO 3alwmiaTtb Nnaposiem HacTpoviku Dr.Web.

HacTpolikn nporpamMmbl MO YMOAYAHWIO ABAAKOTCA  OMNTUManbHbIMW - AnA  OONbLUMHCTBA
MPVYIMEHEHNI, X He CefyeT U3MeHATb 6e3 HeobxoAMMOCTH.

Py KOBOACTBO MNOJib30BaTeENSA
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@ KOMMOHeHTbI Onuum nposepkm
3d I—'—LHTbl MpoeepATE 0BBEKTEl Ha ChEMHBIX HOCUTENRAX
@D B«
SplDer Guard
BroKMpoBaTE 3ETO2ANYCK CO CMEHHLIX HOCMTENER
SplDer Gate @ B«
SplDer Mail
Henctena
Ckanep
WMHbmumpoeaHHeie
bpaHamaysp | NeunTs, NepeMellaTs B KaPaHTUH HeMzednmble (peKoMeHayeTca) v |
[peBenTMBHaA 3awWMTa MogozputensHeie
| MepemMelaTs B KapaHTUH (pekomeHayeTcR) v |
® [onoaHWTeNbHbIe HACTROWKK

Onuun npoBepku

SpIDer Guard no ymonyaHuto npoBepsieT 06BbEKTbl HAa CbEMHbIX HOCUTEeNsxX AaHHbix (CD/DVD-
avcky, dnew-namatm M T.A4.), a Takke 6n0oKMpyeT aBTOMATUUECKMI 3amyck WX aKTMBHOrO
cogepxumoro. Mcnonb3oBaHme 3TUX HaCTpOek MoMoraer NpefoTBPaTUTb 3apaXKeHwe Ballero
KOMMbIOTEPa Yepe3 CbeMHble HOCUTENN.

i’|E B cnyyae BO3HMKHOBEHWS Mpo6G/ieM MpW YCTaHOBKE MporpaMM, obpaliarolimxca K danny
autorun.inf, pekomeHayeTcs BpeMeHHO OTK/I4YMTb onuuio BrokupoBaTbh aBTO3amnycK co
CMEHHbIX HOCUTeNIen.

DeicTBuns

B aTom pa3zene 3asaetcs peakuus ctopoxa SplDer Guard Ha obHapyeHWe 3apa>KeHHbIX Uan
NOAO3PUTENbHbIX HaNNoB 1 BPEAOHOCHBIX MPOrpamm.

PeakL1s 3aaeTca OTAENbHO ANS KaXK40M KaTeropum 06bEKTOB:
e NHpuumpoBaHHbIe - 06BEKTDI, 3aPaXKeHHbIE U3BECTHLIM U (NMPEeANONOXUTENIbHO) N31IeUNMbIM
BUPYCOM;

e Mopo3putenbHbie - 06BEKTbI, MPEAMNONOXUTENBHO 3apaXkKeHHble BUPYCOM WUAN CoAepKallme
BPEAOHOCHbIN 06bEKT;

® pasiMyHble MOTEHUMANbHO OMacCHblE 06bekTbl. YTOObI Pa3BepHyTb Be€Cb CMMCOK O6'b€KTOB,
Ha>XMUTe CCblNKY AOHOI‘IHMTe.ﬂbeIe HaCTpOI‘/’IKVI.

PYKOBO,U,CTBO nosib3oBatens
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13. KoMmnoHeHTbI 3aWUTbl

Bol MoxeTe M3MeHUTb peakumto ctopoxa SplDer Guard Ha obHapykeHue KaXkaoro Tuna
06BbekTOB B OTAenbHOCTUM. COCTaB AOCTYMHbIX peakuumid Mpy 3TOM 3aBUCUT OT TUMNa BMPYCHOrO
cobbITmA.

Mo ymonuaHuto ctopox SplDer Guard nbiTaeTca BbleUMTb Galsibl, 3apaXkKeHHble U3BECTHbIM U
MOTEHLUMaAbHO M3/1e4MMbIM BUPYCOM, OCTa/ibHble Hanbonee onacHble 06bEKTb — MepemMeLlaeT B
KapaHTuH. [MporpamMmbl-lIyTKK, MpOrpamMmbl B3OMa W HebnaroHajexHble O6BeKTbl MO
yMonuaHuto urHopupyrotca. Peakuun ctopoxa SplDer Guard aHanorvuHbl COOTBETCTBYHOLLUM
peakuunam CkaHepa Dr.Web.

CyLLeCTBYHOT ClesyHoLine AeNCTBUS, MPUMEHSEMbIE K OBHaPY>KEHHbIM 06 beKTaM:

AeiicTBue OnucaHue

JNleunTs, BocctaHOBUTL cocTOsiHME Ob6bekTa A0 3apaxkeHus. Ecav BUpYC Heusneuum mam
nepemMeLlatb B MOMbITKA NeYeHNs He Bblia YCneLwHon, To 06bekT byAeT nepemMeLleH B KapaHTUH.
KapaHTWH

HeunsneunMble [laHHOe zeicTBME BO3MOXHO TOJIbKO A5l OOBEKTOB, 3apaXKeHHbIX W3BECTHbIM

N3/€eUMMbIM BMPYCOM, 3@ WCKIHOUEHMEM TPOAHCKMX MPOrpamMM U 3apakeHHbIX
dalinoB BHYTPU COCTaBHbIX OOBEKTOB.

JleunTs, yA4anATb BoccTaHOBUTL COCTOAHME 0OOBbEKTa 40 3apaXeHwus. Ecan BUPYC Hemsnedynmm unnn
Hensne4dynmble nornbITKa fieueHns He bbina yCI'IeLLIHOI‘/II, TO 0ObeKT 6yAET yaaneH.

[laHHOe zeicTBME BO3MOXHO TOJIbKO A5l OOBEKTOB, 3apaXKeHHbIX W3BECTHbIM
N3NeYNMbIM BUPYCOM, 3@ WCKIOYEHMEM TPOAHCKMX MPOrpamMM M 3apa’KeHHbIX
dalinoB BHYTPU COCTaBHbIX OOBEKTOB.
Ypanatb Yaanute 06beKT.
[ns 3arpy304UHbIX CEKTOPOB HUKaKWX AeACTBUA MPOUN3BOAUTLCA He OyZeT.
Mepemelyatb MepemecTnTb 06BEKT B CrieumanbHyto nanky KapaHtuHa.
B KapaHTUH

[na 3arpy304UHbIX CEKTOPOB HUKaKMX AENCTBUI NPOM3BOAUTLCA He ByaeT.

WrHopupoBsaTb Mponyctnte 06bekT 6e3 BbIMOAHEHWA Kakux-NMbo AeWCTBU UM He BbIBOAUTb
OMOBELLEHMS.

,ﬂ,aHHOE AEI‘/‘ICTBI/IG BO3MO>XHO TOJIbKO ANnA BPeAOHOCHbIX MpOrpamMm: pekiamMmHble

nporpamMmMsl, NporpaMmMbl A403BOHA, NPOrpamMmbl-WYTKW, NMOTEHUWMA/IbHO OMacHbIe
nporpamMmMel 1 NporpamMmmMbl B3JiOMa.

I Cropox SpIDer Guard He npoBepsieT COCTaBHble OOBEKTbI (apXMBbl, Gaisibl 31EKTPOHHOM
nouTbl WK GakNoBble KOHTEMHEPDI), MO3TOMY HUKAKME AeACTBUS HaZ HUMU U BXOAALLMMMU
B MX COCTaB daliamMmm He MPOU3BOAATCS.

Pe3epBHble konum 0bpaboTaHHbIX 06 LEKTOB COXPaHAOTCA B KapaHTuHeE.

Py KOBOACTBO MNOJib30BaTeENSA
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Pe>xnm npoBepku

B sgaHHOWM rpynne HacTpoek 3ajaeTtcs, Npu Kakmx AenNcTBUAX C 06bekTOM JOKHa NPOM3BOAUTHLCA
ero nposepka cropoxem SplDer Guard.

Hacrpoiika OnucaHue
OnTManbHbIN Vicnonb3yeTca no ymo4aHuto.
(pexomeHayeTcs)

B naHHOM pexxrme npoBepka NPOU3BOANUTCS TONLKO B CAEAYHOLLMX CyYasX:

e NA 06BEKTOB Ha XECTKNX ANCKax — npwu 3anycke nam co3gaHunm CI)aI;I.ﬂOB, a TakKoxe
nonbITKe 3anncn B cywiecTeyrouimne ¢a|7|nb| NN 3arpy3oYHble CEKTOpPaA,;

e NA 06BbEKTOB Ha CbEMHbIX HOCUTENAX — npu noboMm o6pa|.|.|,eH|/||/| K q>a|7|naM nnn
3arpy3o4HbIM CeKTopam (l—ITEHI/Ie, 3anunchb, BaI'IyCK).

MapaHouganbHbll B saHHOM pexkmme npu atobom obpalleHnn (co3gaHue, UyTeHue, 3anunch, 3anyck)
NpoV3BOANTCA MpoBepka Bcex daliioB M 3arpy304HbIX CEKTOPOB Ha >KECTKUX U
CeTEBbIX AMCKAX, @ TAK)Ke CbeMHbIX HOCUTESISX.

,c_"l*: Mpn pabote B ontumanbHoM pexume SplDer Guard He npepbiBaeT 3anyck

: TectoBoro darvina EICAR v He onpeaensieT AaHHYH onepauuio Kak OMacHyro, Tak Kak AaHHbIN
bann He npeacTaBAseT yrpo3bl A8 KomnbroTepa. OAgHaKo NMpu KOMMPOBaHWUN UAN CO3A4aHMM
Takoro ¢anna Ha komnbtotepe SplDer Guard aBTOMatTMyeckn obpabatbiBaeT danin Kak
BPEAOHOCHYH NMPOrpaMMy v Mo yMOAYaHUIo nepemMeLlaet ero B KapaHTuH.

Pexxum ONTUMaNbHbIA PEKOMEHAYETC UCMOJ/Ib30BaTb MOCAE MPOBEPKYM BCEX >XECTKUX AUCKOB
npu nomowmn CkaHepa Dr.Web. Mpu 3toM ByaeT MCKAOUYEHO NMPOHUKHOBEHME Ha KOMMbHOTEP
HOBbIX BUPYCOB WV APYTrMX BPEJOHOCHbIX MPOrpaMm Yepes CbeMHble HOCUTENN, HO MPW 3TOM He
byseT MpOBOANTLCA MOBTOPHOW MPOBEPKM y>Ke MPOBEPEHHbIX, YNCTbIX, OO EKTOB.

YcTaHoBKa pexnma I'IapaHoup,aanblﬁ obecneymBaeT MaKCUMasbHbIN YPOBEHb 3alnTbl, HO
3Ha4YNTENBHO yBEe/INYMBAET HarpyskKy Ha KOMMbHOTEP.

B ntobom M3 pexmumoB npoBepka OOBLEKTOB Ha CeTeBbIX AMCKAaX WAW CbEMHbIX HOCUTENAX
NPOW3BOAMNTCA TONBKO MPW BKJIOYEHUU COOTBETCTBYHOLLMX OMUMIA B rpynne HacTpoek Onuuwn
npoBepKu.

,t_"|§ HekoTopble cbeMHble HOCUTeNM (B YACTHOCTW, MOOW/bHbIE XKeCTKMe AUCKN C UHTephencom

: USB) MoOryT npeacTaBasTbCA B CUCTEME KaK >KecTkme aucku. [o3ToMy Takme ycTponcTBa

cnefyeT  MCMo/b30oBaTb C  OCOOOM OCTOPOXKHOCTbKO M MPOBEPATb Ha BUPYCbl  Mpw
MOAKNOUYEHNN K KOMMbIOTEPY € NoMoLbto CkaHepa Dr.Web.

daiinbl BHYTPWU apXMBOB W MNOYTOBbIE ALLUKKA MO YMOJIYaHUKO HE MNPOBEpPArOTCA. Otkas ot
NpPOBEpPKN apxXxmBOB U 3116KTpOHHOI7I NOo4YTbl B YC/10BUAX NMOCTOSIHHOMN pa6OTbI CTOpPOXa SpIDer
Guard He BeAeT K NPOHUKHOBEHWHO BUPYCOB Ha KOMMbHOTEP, a NNLLb OTK/1aAblIBAET MOMEHT UX
06Hapy>|<eH|/|ﬂ. I'IpM PacnakoBKe 3apa>XeHHOro apxmBa WU OTKPbITUN 3apa>XeHHOro nmcbMa

Py KOBOACTBO MNOJib30BaTeENSA
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13. KoMmnoHeHTbI 3aWUTbl

onepauuoHHas cMcTemMa MPOU3BOAUT MOMbITKY 3amvcaTb MHOULMPOBaHHbLIN OOBEKT Ha AWCK,
npw atom ctopoxk SplDer Guard HemM1HyeMO 0H6Hapy>XMBaeT BPeAOHOCHbI OOBEKT.

AOI’IOHHVITEﬂbeIe BO3MO>XKHOCTUA

DTa rpynna HacTpoek MNO3BO/AeT 3aAaTb MapamMeTpbl MPOBEPKM Ha NeTy, KoTopble 6yayT
NPUMEHATLCA BHE 3aBUCMMOCTU OT BblOpaHHOro pexuma pabotbl ctopoxa SplDer Guard. Bbl
MO>XKeTe BKAHOUUNTD!

® /ICMOJIb30BaHMNE 3BPUCTUYECKOrO aHann3aTopa;

e MPOBEPKY 3arpy>KaemMblix NPOrpaMm 1 Moy newn;

e NPOBEPKY YCTaHOBOYHbIX GaiNoB;

e npoBepKy GpannoB Ha CETEBbIX AMCKAX (HE peKOMeHAYeTCA);

e MPOBEPKY KOMMbIOTEPA Ha HaMune PYTKUTOB (PEKOMeEHAyeTCs).

SBpUCTUUECKUIA aHaNN3

Mo ymonuanuto SplDer Guard npoBoAWT NPOBEpPKY, UCMONb3Ys IBPUCTUYECKNIA aHaamn3aTop. Ecam
onuus OTKAKYEHa, NpoBepKa NPOBOAUTCA TONbKO MO CUTHATypam M3BECTHbIX BUPYCOB.

®doHoBas npoBepka Ha 3apa)keHne

Bxoaswwmii B coctaB Dr.Web AHTMpYTKUT no3BosiseT B GOHOBOM peXUME MPOBOAUTL NMPOBEPKY
BalLel onepaLMoOHHON CUCTEMbI Ha HaanuyMe CNOXHbIX YrPOo3 U MpU HEOHXOAMMOCTU NMPOBOAUT
NleyeHve akTUBHOrO 3apaxeHus. Mo ymMonuaHuio 3Ta onums BKIOYEHA.

Ecam onuma BkatoueHa, AHTMpyTknT Dr.Web noctosHHO Haxogutca B namatn. B omamume ot
nposepkn ¢annoB Ha seTy, npoBoaumon ctopoxem SplDer Guard, nouck pyTKMTOB
npowusBoautca B cucteMHoM BIOS komnbroTepa m Takux Kputmnyeckmx obnactax Windows, kak
0b6beKkTbl aBTO3arpysku, 3anyLleHHble MPOoLEecCbl U MOAyAW, onepaTtvBHas namatb, MBR/VBR
AVICKOB U Ap.

OfHUM U3 KNHOYeBbIX KpuTepueB pabotbl AHTUpPyTKMTa DrWeb saBnsetcs 6epexHoe
notpebneHve pecypcoB OMepaLMoOHHOW CUCTEMbI (MPOLLECCOPHOTO BpPEMEHM, CBOOOAHOM
onepaTUBHOWM MaMATV U T. 4.), @ TakXXe y4eT MOLLHOCTM annapaTHoro obecneyeHus.

Mpu obHapyxeHun yrpo3 AHTMpPYTKMT Dr.Web onosewaetr Bac 06 yrpose wn HeWTpannsyet
onacHble BO34eNCTBUS.

il'j I'Ipvl npoBeaeHUNN q)OHOBOI‘/’I NPOBEPKN Ha Haanyme pPyTKUTOB K3 MPOBEPKU UCKAHOYAHOTCA
: q)al‘/’lflbl M nankun, 3agaHHble Ha COOTBETCTBYHOLLEN BKIAAKE.

®oHoBas NpoBepkKa Ha PyTKUTbI BKAKOYEHA MO YMOAYAHMIO.

Py KOBOACTBO MNOJib30BaTeENSA
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;_"l*: BbikntoueHme SplDer Guard He BansieT Ha GOHOBYHO MPOBePKY. Ecan HacTpowka BK/IFOYEH],
: $OoHOBasA NpoBepka OCYLLECTBAAETCA HE3aBUCMMO OT TOrO, BKIKOYEH MM BbikaroyeH SplDer
Guard.

13.2. SpIDer Gate

SplDer Gate — 370 Be6-aHTMBUPYC, KOTOPbIA aBTOMAaTUYeCkK NpoBepseT Bxoaawmn HTTP-Tpadpuk
n 6aoknpyeT nepegady o6bEKTOB, CoAepXKaLLnX BPeAOHOCHbIE NMPOrpaMmbl (Mpy HacTporkax no
ymosnyaHuo). Yepes npotokon HTTP paboTatoT BebH-0603peBaTenv (bpaysepbl), MeHeaxXepbl
3arpysku 1 MHOrve Apyrue NpuaoXeHns, obMeHnBaroLwmecs JaHHbIMUK ¢ Beb-cepBepamu, TO eCTb
paboTatowme c ceTbto VIHTepHerT.

Mpu HacTpovkax no ymondvaHuto SplDer Gate 6n0kMpyeT nonyyaemble MO CeTM OOBEKTHI,
cozep>Kaline BpesOHOCHbIE MPOrpaMMbl.

C nomolpbto n3meHeHns Hactpoek SplDer Gate Bbl MOXeTe OTKAHOUUTL MPOBEPKY MCXOAALLEro
nnn Bxoasawero Tpaduka, a TakkKe cHOPMMPOBATb CMNUCOK Tex npuaoxeHun, HTTP-Tpadpuk
KOTOpbIX OyseT npoBepATbCA B AHOOOM ciyyae M B MOAHOM obbeme. Takxke cyuiectByert
BO3MOXHOCTb UCK/OYEHMA U3 MPOBePKM Tpadurka OTAeNbHbIX MPUAOKEHWN.

Mpu 6a30BbIx HacTpowkax SplDer Gate 6aokmpyeT nosyvaemble NO ceT 06bEKTHI, CoAep KaLLne
BpPeAOHOCHble  mporpaMmmbl.  Takke no  ymon4yaHuo  BkarodeHa  URL-dunbTpauyusa
HepeKOMEHAYeMbIX CaUTOB M CaUTOB, M3BECTHbIX Kak MCTOYHMKM PacnpoCTpPaHEHNs BUPYCOB.

SplDer Gate nopaep>kuBaeT NpPoBepKy 6e30MacHbIX COEAMHEHWNIA, TO eCTb NPOBEPSET AaHHbIE,
nepeaaBaemMble No KpUNTorpadruyeckmm NpoToKOAaM.

SplDer Gate MOCTOSIHHO HaxOAWUTCA B OMepaTMBHOM MaMsATU KOMMbOTEPa M MO YMOAYAHUIO
3anycKaeTcs Npw 3arpy3ke onepaLvoHHOW CUCTEMbI aBTOMATUUECKN.

13.2.1 Hacrpouka SpIDer Gate

UYtobbl SplDer Gate npoBepss AaHHble, NepejaBaemble MO KpPUNTOrpapuyeckmMm MpoTOKOAaM,
BkounTe onuuto MpoBepATb 3awmdppoBaHHbIN Tpaduk B pasgene CeTb.

;_"l*: Ana poctyna k Hactpovikam Beb-aHTMBMpYyca SplDer Gate 3anpaluvBaeTca Maposb, €can B
pa3zene HacTporikv Bbl BKAOYMAK ONLMIO 3almusath naposieMm Hactpoiiku Dr.Web.

HacTpolikn nporpamMmbl MO YMOAYAHWIO ABAAKOTCA  OMTUManbHbIMW - ANA  OONbLUMHCTBA
MPVYIMEHEHWNI, X He CefyeT U3MeHATb 6e3 HeobxoAMMOCTH.

Py KOBOACTBO MNOJib30BaTeENSA
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(© KoMmnoHeHTb! Onumm nposepKiA
3d U_|||«’1Tb| Mpoeepats Tpadwmk 1 URL B IM-kaneHTax
@ B
SplDer Guard
3Ta onNUWA MNO3BONAET EKNKIUMTE NPOBEPKY CCLIAOK W AaHHEIX, NepelaBaehbix
SplDer Gate KAMEHTaMKM cUCTEM 08GMeHa MrHOBEHHLIMIW coobweHmnAamm Mail@RU Arent, ICQ n
Jabber-kanenTamm.
SplDer Mail
ﬂapaMEprl 6J'IDKIa1pDEiKV1
Ckanep
Brokmpoeate URL gobaeneHHsble no obpaweHmio npaeocbnasatens
bpaHamaysp @& B«
[MpeseHTMBHaNA 3aWMTa BAOKMPOBaTE HEpeKOMEHAYEMEIE CAATE
@ B
® JonoAHUTeAEHEIE HACTPOWKK

Mpoeepka Tpaduka IM-knmeHToB

B rpynne Onuumn npoBepKM Bbl MOXETe BKIOUNTL MPOBEPKY CCbINOK U AaHHbIX, NepesaBaemMblxX
KANEHTaMW CUCTEM OOMeHa MrHOBeHHbIMU coobuieHnamm (Mail@RU AreHt, ICQ v KANEHTOB,
paboTatowmx no npotokony Jabber). MpoBepseTca ToAbko BxoAAWMN Tpaduk. Mo ymonuaHuto
onuma BKAKOYEHa.

Ccbiikn, nNepesaBaeMble B COOOLLEHMsX, MPOBEPAIOTCS CornacHo Hactporikam SplDer Gate:
CCbIIKN Ha BeO-caliTbl, M3BECTHble KaK WCTOUYHWKW PacrnpoCTpaHeHUs BUPYCOB, HAOKMPYHOTCS
aBTOMaTUYecKkK, CCbIIKM Ha HepekoMeHayemble caiiTbl 1 URL, pgobaBneHHble no obpalieHunto
npaBoobnasatens, 610KMPYHOTCA B TOM C/lyyae, e BKAKOUYEHbI COOTBETCTBYHOLLME HACTPOMKM B
paszgene MapameTpbl 6510kMpPOBKU. [py 3TOM yumTbiBatoTCA 6esiblii CnMcoK Beb-caitoB U
NPUIOXKEHWS, UCKIKOYaeMble 13 MPOBEPKU.

®alninbl, nepesaBaemble KAVEHTaMW CUCTeM OOMeHa MrHOBEHHbIMW COOBLEHMAMY, Takxe
nposepsatoTca. MNpu obHapy>KeHWUW yrpo3bl nepeAada Takoro davana 6aokupyercs, ecav BKAOYeHa
COOTBETCTBYIOLLAA HacTponka B pasgene bnokupoBatb nporpammbl. Bupycbl 6nokupyrotcs
aBTOMaTnyecku, ecv onuma MpoeepaTtb Tpaduk n URL B IM-kaneHTax BratoueHa.

MapameTpbl 610KUPOBKUN

B rpynne MapameTpbl 6/10KMPOBKM Bbl MOXETe YCTaHOBUTb aBTOMAaTU4eCKyro 6710KMPOBKY
poctyna Kk URL, pobaBneHHbix no obpalieHnto npaBoobnasatens (ana 3TOro BKAKOUMTE
COOTBETCTBYIOLLYIO OMLMIO), a Takxke K HepeKOMeHJOBaHHbIM caWTaM, W3BEeCTHbIM Kak
HebnaroHagexHsble (AN 3Toro BkAOUMTEe onuuio broknpoBaTh HepekoMeHAyemble cauThbl). B

PYKOBO,U,CTBO nosib3oBatens
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pasaene UNcknroueHusa Bbl MoxeTte YKa3aTtb CauTbl, AO0CTYyN K KOTOPbIM AO0/1>KEH ObITb paspeLlleH,
HEeCMOTPA Ha YCTAaHOBJIEHHbIE OrpaHN4YeHnA.

;_"l*: SplDer Gate no ymonuyaHuto 6aokupyet goctyn Kk Beb-canmtam, M3BECTHbIM KakK WUCTOUYHWKM
BMPYCOB WAN BPEAOHOCHbIX MPOrpaMM Apyrux TunoB. [Mpu 3TOM yuMTbIBAETCS CMMCOK
MPWUI0XEHWN, NCKIFHOYaEMbIX U3 NPOBEPKMY.

BbnokupoBka nporpamm

Be6-aHTuBmpyc SplDer Gate Mo>xeT 610KMpoBaTh Cesyolne BPeAOHOCHbIE MPOrpamMMbl:

noAO3PUTENDBHbIE,

NMnoTeHLUMabHO OMnacHble;

® NporpamMmbl 403BOHa,;

nporpammbl B3/10Ma;

PEKNaMHbIE NMPOorpamMmbl;

nporpamMMbl-LIyTKK.

Mo ymonyaHuto 610KMPYHOTCA NOAO3PUTENbHbBIE U PeKJaMHble MPOrpaMMbl, a Takxke MporpaMmsl
A03BOHa.

BnoknpoBka o6bekTOB

SplDer Gate moxeT 610KMpOBaTb HEMNPOBEPEHHbIE WAN MOBPEXAEHHble 06bekTbl. [lo
YMOY@HMIO 3TV OMLMMN BbIKNHOYEHDI.

AO"OJ’IHVITEIIbeIe BO3MO>XKHOCTUA

Bbl MmoXceTe HacCTpOUTb NPOBEPKY apXMBOB N MHCTANNALLMOHHbIX NMakKeTOB. Mo YMOAYaHUIO onunA
NPOBEPKN apXnBOB N NHCTAJINALMOHHBIX MaKeTOB OTK/HOUEHA.

Takxe Bbl MoOXeTe HacTpoutb [lpuMopuTeT npoBepKU — pacrnpejesneHne pecypcos B
3aBUCMMOCTU OT MPUOPUTETHOCTU MNPOBEPKM Tpaduka. Npyn MeHbLeM npuopuTeTe MPOBEPKU
CKOpOCTb paboTbl C ceTbto VIHTepHEeT ymMeHbluaeTcs, NMOcKkonbKy Beb-aHTuBMpycy SplDer Gate
NPUXOAUTCA AOJbLUE XAATb 3arpy3kn AaHHbIX U NpoBepATb 6oabwnin 06bem nHdopmauun. Mpu
yBeJIMYEHUM TpPUOpUTETA MPOBEpPKa MPOM3BOAUTCA Yallle, YTO MO3BOJIAET CTOPOXY OTAaBaTb
AaHHble ObiCTpee, TeM CaMbiM MOBbILAA CKOPOCTb PaboTbl ¢ ceTbto. OgHako npu Hosee yacTbix
NMpoBepKax MoBbILLaeTCcA Harpyska Ha npoLeccop.

Takxxke Bbl MOXeTe BblbpaTbh TN nposepsiemoro HTTP-Tpaduka. Mo ymonuyaHmo nposepseTcs
TONILKO BXOAAWMMN TpaduK. Npu 3TOM yumTbIBAtOTCA 3ajaHHble AeWNCTBUA, Henbl cnncok Beb-
CalTOB W NPUIOXKEHMS, NCKIHOYAEMbIE N3 MPOBEPKMU.

Py KOBOACTBO MNOJib30BaTeENSA
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13. KoMmnoHeHTbI 3aWUTbl

13.3. SpIDer Mail

MoutoBbIi cTopox SplDer Mail nepexsatbiBaeT obpaleHUs A0ObIX MOYTOBLIX KANEHTOB
KOMMblOTEpa K MOYTOBbIM cepBepaM no npotokonam POP3/SMTP/IMAP4/NNTP (nog IMAP4
nmeetrcs B Buay IMAPv4revl), obHapyXvBaeT ¥ 060e3BpeXuBaeT MOYTOBblE BUPYCbl A0
MONyYEHUA MUCEM MOYTOBbLIM KJAMEHTOM C CepBepa WAW A0 OTNPaBKM MUCbMa Ha MOYTOBLIN
cepsep.

SpIDer Mail noaaep>unBaeT npoBepKy 3awndpoBaHHOro NOYTOBOro Tpaduka.

Hactpolikn nporpamMMbl MO  YMOAYaHUIO ABAAKOTCA OMNTUMaibHbIMW A/ HauYMHAIOLWWEro
nonp3oBaTens, obecneumBas MaKCMMajbHbI  YPOBEHb  3alUTbl  MPU  HaMMeEHbLUEM
BMeLLaTeNbCTBe nosib3oBaTena. [pu 3ToM, ogHako, HaoKMpyeTca paj BO3MOXHOCTEN MOYTOBbIX
nporpamm (HanpvMep, Hanpae/ieHVe NMCbMa Mo MHOTUM ajpecaM MOXeT ObITb BOCMPUHATO Kak
paccblika, MOJNYYEHHbIW CnaM He pacno3HaeTcs), a Takxke YyTpauMBaeTCs BO3MOXHOCTb
MNoAyYeHUAa MONe3HOW MHPOpMaUMM M3 aBTOMaTUYECKM  YHWUUTOXEHHbIX nuceMm (M3
He3apaXKeHHOW TeKCTOBOW 4acTu). bonee onbiTHblE MO/bL30BaTENN MOTYT U3MEHUTb MapaMeTpsbl
MPOBEpPKM NOYUTbI N HACTPOWKM peakL M NporpaMmmbl Ha cobbITuA.

MpuHUMN paboTbl NOUTOBOroO CTOPOXKa

AHTUBMPYCHBIN NOYTOBBIA CTOPOX MOJIyYaeT BCe BXOAALLME NMUCbMa BMECTO MOYTOBOrO KANEHTA
M noaBepraer MX aHTUBMPYCHOW MNpPOBepKe C MakKCMMaabHOMW CTeneHbto noapobHoctw. [Mpwu
OTCYTCTBMM BUPYCOB MW MOA03PUTENbHbIX 06bEKTOB NMMCbMa NepeaaroTca NOYTOBOW NporpaMme
«Mpo3payHbiM» 0bpa3om — Tak, Kak ecam Obl OHM MOCTYMWAN HEMOCPEACTBEHHO C CepBepa.
AHanorMyHO NPOBEPAOTCA UCXOAALLME NUCbMa A0 OTNPaBKW Ha cepBep.

Peakuuns nporpammbl Ha MHOUUMPOBaHHbIE W MOAO3PUTE/bHbIE BXOAALLME MUCbMA, a Takxe
MMCbMa, He npolleAllne NpoBepky (Hampumep, C 4YPe3MepPHO CJAOXHOW CTPYKTypoOW), Mo
yMOYaHuio cnegytolian (06 n3smeHeHnn 3Tux HacTpoek cM. nogpasgen Hacrpovkm SpIDer Mail):

® 113 3apaXeHHbIX MUCeM YyZAanfaeTcs BpeAoHOCHasa WHPopmaumsa (3TO AeWCTBME HasbiBaeTcA
NleYeHreM N1cbMa), 3aTeM OHU JOCTaBAATCA 06blYHBIM 06pa3om;

e NMMCbMa C MNOAO3PUTENbHbIMW OOBEKTaMU MepemMeLlatoTcs B BUAE OTAeNbHbIX GainoB B
KapaHT1H, NOYTOBOW Nporpamme nocblnaetca coobueHne o6 3Tom (3TO AeNcTBME Ha3biBaeTca
nepemMeLieHnemMm nnceMa). NepemelyeHHole nuceMa yganatotca ¢ POP3- nan IMAP4-cepsepa;

e He3apaXKeHHble NMuUcbMa W MUCbMA, He Mpollejlue NPOBeEPKM, nepesatoTcs 6e3 U3MeHeHUi
(nponyckaroTcs).

VIHpnumpoBaHHbIE WANM MNOAO3PUTENIbHBIE UCXOAALLME MUCbMa He MepeaaroTca Ha cepsep,
nonb3oBaTeNb onoBeLlaeTcs 06 oTkase OTNPaBUTb MUCbMO (Kak MpaBW/IO, MOYTOBaA NporpaMmMa
NPV 3TOM €ro CoOXpaHurT).

Py KOBOACTBO MNOJib30BaTeENSA
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CkaHep Dr.Web Ttakxe MoxeT o06HapyXuBaTb BMPYCbl B MOYTOBbLIX ALMKAX HEKOTOPbIX
dopmaToB, ogHako noyToBbIn cTopoxk SplDer Mail nmeet nepeg CkaHepom paj NpevMyLLecTs:

e fafeko He BCe ¢dopmaTbl MOYTOBBLIX ALIMKOB MOMYAAPHLIX MPOrpaMm MOAAepP>XKMBatOTCA
CkaHepoM; HanpoTu1B, MPU NCMNONb30BaHNM NOYTOBOrO CTOPOXa 3apaXeHHble MMCbMa Aaxe He
nonajaroT B MOYTOBbIE ALLMKY;

oCKaHep npoeepdaeTr no4yToBble AWWMKKW, HO TOJIbKO MO 3anpocy noJsb3oBatena uanm no
pacnncaHno, a He B MOMEHT NOJydeHuMA nouyTbl, npuyemMm J[aHHOE AGIZCTBI/IE ABNAETCA
l-Ipe3BbI‘-Ial‘/J‘IHO pecypcoeMKmnM 1 3aHNMaeT 3HauYnTeENbHOE BPEMA.

Takvm 06pa3om, NpU HaCTPOMKax BCEX KOMMOHEHTOB MO YMOJIYaHUIO NOYTOBbLIN CTOPOX SplDer
Mail nepBbiM Ob6HapyXuBaeT W He AOMyCKaeT Ha KOMMbKOTEP BUPYCbl M MOAO3PUTENbHbIE
06beKTbl, PacMpOCTPaHAIOLWMECS MO 3/eKTPOHHOW nouTe. Ero pabota sBnseTcs BecbMa
3KOHOMMWYHOWM C TOUKM 3PEHUA pacxofa BblUMCAUTE/IbHBIX PECYpPCOB; OCTajlbHbleé KOMMOHEHTbI
MOTYT HE UCMOJIb30BaTLCA AJ/15 NPOBEPKN MOUYTOBbIX GaRNoB.

13.3.1. Hactpouka SpIDer Mail

Utobbl SpIDer Mail npoBepsn faHHble, nNepesaBaemMble MO KpunTorpaduyeckMMm MPOTOKONaM,
BKAtOUMTe onuuto MpoBepaTb 3awimdppoBaHHbIA Tpaduk B pasgene CeTb.

I [ns poctyna K HacTpoWkam noutoBoro ctopoxa SpIDer Mail 3anpalwinBaeTcs napob, ecan B
pa3zene Hactporikv Bbl BKAOYMAK ONLMIO 3almusath naposieMm Hactpoiiku Dr.Web.

HacTpolrikn nporpamMmbl MO YMOAYAHWIO ABAAKOTCA  OMTMManbHbIMW - ANA  OONbLUMHCTBA
MPVYIMEHEHWNIN, X He CefyeT U3MeHATb 6e3 HeobxoaAMMOCTH.

(® KoMmmnoHeHTb! AnTuCnam
3d U_|||«’1Tb| MpoBepATL NOYTY Ha HAAWMYKWE CraMa
@ B
SplDer Guard
| MzmeHWTE NnapameTpeil...
SplDer Gate
SplDer Mail Jencrena
Ckanep WMHdMUMpoBaHHLIe
| NeywnTs, Nepemellats B KapPaHTUH HenzaedrMble (pekomMeHayeTca) v |
Bpanamaysp
I'Io,n,ospmenhHme
[peBenTMBHaA 3awWMTa
| MepemelaTs B KapaHTUH (pekomeHayeTcq) v |
® [onoaHWTeNbHbIe HACTROWKK

PYKOBO,U,CTBO nosib3oBatens
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13. KoMmnoHeHTbI 3aWUTbl

AHTUCNam

Mo ymonuaHuto SplDer Mail npoBepsieT nMcbMa Ha Hanvuve cnama. Bbl MoXeTe OTKIHUUTbL 3Ty
OMUMIO C MOMOLLbKO COOTBETCTBYHOLLLErO NepekatoyaTens A M3MeHUTb napameTpbl MPOBEPKY,
HaxaB KHoMky WM3meHUTb napameTpbl. TexHO/NOrMM aHTUcnam-GuabTpa W HacTpamBaemble
napameTpbl NoAPOHHO onmncaHbl B pasgene AHTMCNAM.

DeicTBuns

Mo ymonyaHuWo noutoBbIN cTopox SplDer Mail nbiTaeTcs BbIIEUUTb MUCbMA, 3apaXkKeHHble
M3BECTHbIM 1 MOTEHLMANbHO M3N1eUNMbIM BUPYCOM. Henzneummblie 1 Nogo3puTeNbHble MMCbMa, a
TaKXXe peknamMHble MporpamMmbl U MporpamMmMbl J03BOHa nepemeltarotcs B KapaHTtuH. OcTanbHble
NMCbMa NepesaroTcs MOYTOBLIM CTOPOXeM 6e3 3MeHeHWI (MponycKaroTes).

Peakunn noutoBoro ctopoxa SplDer Mail aHanornyHbl COOTBETCTBYOWMM peakumsam CkaHepa
Dr.Web.

Bbl MoXeTe npegnucate noutoBomy ctopoxxy SplDer Mail crneayrowime peakumnm:

AeiicTBue OnucaHue

JNleunTs, BocctaHOBUTL COCTOsIHME MMUCbMa A0 3apaxkeHus. Ecim Bupyc Heumzneumm wam
nepemMeLlatb B MOMbITKa NeYeHNs He Bblia YCneLwHon, To 06bekT byAeT nepemMeLleH B KapaHTUH.
KapaHTWH

HeusneunmMble [laHHoe felcTBME BO3MOXHO TONBbKO ANSl MHOULMPOBAHHBIX NMUCEM, 3apaXKeHHbIX

M3BECTHBIM W3N€YMMBIM BUPYCOM, 3a WCKIOYEHUEM TPOAHCKUX MpOorpamm,
KoTopble npu O6OHapyXXeHWn yaanatotca. JleyeHve dainoB B apxmBax
HEeBO3MOXHO BHE 3aBMCMMOCTM OT TuMa BMpyca.

JleunTs, yA4anATb BocctaHOBUTE COCTOAHME NUCbMa 40 3apa>keHud. Ecam BUPYyC Heusneynm unnu

HeusneunmMble nonbITKa fie4eHns He bblaa yCreLwHom, To 06bekT OyAeT yaaneH.

Yaanatb Ypanute nucbMo. B 3ToM cnyyae 3neKTpOHHOE MUCbMO He NepechiiaeTcs agpecary,
BMeCTO 3TOro MOYTOBOW MporpaMmMe nepefaercid cooblieHMe O COBepLUEHHON
onepauum.

Mepemeluatsb MepemecTnTb NMUCbMO B CrieynanbHyto nanky KapaHtuHa. B atom caydae nucbmo

B KapaHTWH He nepecblnaeTca agpecaTy, BMECTO 3TOro MOYTOBOM MNporpaMMme nepesaeTcs

COObLLEHNE O COBEPLLEHHON onepaLum.

VlFHOpI/IpOBaTb I'Iepep,aTb NMUCbMO 6e3 BbIMOMHEHUS KaKuX-11Mb0o AEI‘/‘ICTBI/II‘/‘I Had HAM.

B cnyuyae obHapy>keHUs BpeaoHOCHbIX 06BbEKTOB B nouTte tobas M3 yKazaHHbIX HAaCTpPoOeK, KpoMe
aevictena UrHopupoBaTtb, NpUBOAUT K OTKa3y B nepejaye nucbma.

Bbl MoOXeTe yBeNMUUTb HAAEXHOCTb aHTVBUPYCHOW 3aljuTbl MO CPaBHEHWIO C YPOBHEM,
NpesycMOTPEHHbIM MO YMOYaHuto, Bbibpas B cnincke HenpoBepeHHble nyHKT Mepemeluats B

Py KOBOACTBO MNOJib30BaTeENSA
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13. KoMmnoHeHTbI 3aWUTbl

KapaHTUH. Oalinbl ¢ NnepeMeLLeHHbIMU NMMCbMaMK B 3TOM C/lyYae PeKOMEHAYETCS B NOCAeACTBME
npoBepsaTb CkaHepom Dr.Web.

;_"l*_s. 3almMTy OT MOAO3PUTENbHbIX MUCEM MOXHO OTK/AKOYaTb TOJIbKO B TOM Cay4ae, Korga Ball
: KOMMbIOTEP AOMOJHUTENBHO 3aLLULLEH MOCTOAHHO 3arpy>KeHHbIM cTopoxkem SplDer Guard.

[evictBua Hag NnucbMamMm

B faHHOM rpynne HaCTpoOeK YKa3blBatOTCA JAOMOJHUTE/bHble AEeNCTBUA Haj SNeKTPOHHbIMU
nncbMamu, obpaboTaHHbIMKM NOUTOBbLIM cTOpoem SpIDer Mail.

Hacrpoiika OnucaHune

[obasnatb 3aronoBok 'X-Antivirus' YcTtaHOB/IEHa MO yMOAYaHWHO.

K COOBLEHNAM
Mpw MCNOAb30BaHWW JaHHOW HAaCTPOWMKM B 3aroloBOK BCEX MUCEM,
obpaboTaHHbIX NouToBbIM cTopoxeM SplDer Mail, sobaBnsercs
nHdopMaL s O NPOBEPKE 3JIEKTPOHHOIO COOBLLEHNA U Bepcum
DrWeb. Bbl He mMoxeTe wu3MeHUTb dopmaTt nfobaBasemMoro

3arosioBka.
Ypanatb mMoanduLMpoBaHHble [lpyM MCNONb30BaHUM JAHHOW HACTPOVKM BXOAALWME TMUCbMA,
nncbMa Ha cepBepe yAaseHHble UAN NepeMELLEHHbIE B KAPAHTUH MOUTOBbLIM CTOPOXEM

SplDer Mail, yaanatoTcs ¢ MOYTOBOro cepBepa He3aBUCMMO OT
HacTpoeK NMOYTOBOM NPOrpammbi.

OnTMu3auusa NpoBepkn

Bbl MOXXeTe 3azaTb yC/I0BME, MPU BbINOJHEHNN KOTOPOTO CI0XHOYCTPOEHHbIE NMUCbMa, NPoBepKa
KOTOPbIX SBASETCA UPE3MEpPHO TPYAOEMKOW, MNPU3HAKOTCA HenpoBepeHHbiMW. [na  3Toro
BKIOUMTE onumio Talim-ayT NpoBepKU NMUCbMa ¥ 3ajaliTe MakCMMasbHOe BpeMms, B TeyeHue
KOTOPOro nucbMo npoBepseTcs. [10 ncreyeHnn ykasaHHOro BpeMeHW MoYToBbIN cTOpox SplDer
Mail npekpaTtut NnpoBepky nucbMa. Mo ymonyaHuio 3agaHo 3HadeHne 250 cekyHa,

NMpoBepka apxmBoB

Bkatoumte onuuio MpoBepAatb apxuBbl, 4Tobbl SplDer Mail nposepsan coaep>xunmoe apxmBos,
nepesaBaeMbix MO 3NeKTPOHHOM nouTte. MNpu 3ToM ByayT AOCTYMHbI CleAytoLne HaCTPONKM:

¢ MakcMmanbHbIW pasmep ¢aiinia Npu pacnakoBke. Ecin pacnakoBaHHbIA apXvMB MpeBbICUT
yKa3aHHbIA pa3mep, TO no4ToBbIn cTopox SpIDer Mail He byaeT pacnakoBbiBaTb U MPOBEPATb
ero. o ymonyaHuo 3agaHo 3HaveHume 30720 KB;

e MakcMmanbHbIn KO3 PULMEHT oKaTua apxmsa. Ecim koadoduumeHT okatna npesbiwaeTt
yKasaHHbIW, To noyToBbI cTopox SplDer Mail He 6yseT pacnakoBbiBaTb U NpoBepATb ero. Mo
YMOJIYaHMIO 3a4aHo 3HaveHune 0;

Py KOBOACTBO MNOJib30BaTeENSA
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13. KoMmnoHeHTbI 3aWUTbl

¢ MakcuManbHbI ypoBeHb BJIOXKEHHOCTU B apXuB. EC/ ypoBeHb BIOXEHHOCTV MpeBbILIaeT
3a/laHHOe 3HaueHwue, TO NoYTOBbLIV cTOpox SplDer Mail npoBepuT apXxmB TONBKO A0 YKa3aHHOroO
ypoBHs. [To ymMonyaHuto 3asaHo 3HayeHne 64.

ﬂ'ﬂﬂ BKJIFOUEeHUA oAHOro naun HECKONbKNX napameTpos onTtnMmmnsaumn  yctaHoBuUTe
COOTBETCTBYHOLLME c|>na>|<|<v1.

{ | "_L OrpaHuyeHns aas napameTpa OTCyTCTBYHOT, €Cn 3aZaHo 3HaueHue 0.

AO"OJ’IHVITEIIbeIe BO3MO>KHOCTUA

OTa rpynna HacTpoekK 3a4aeT AOMNOJHUTE/IbHbIE MapaMeTPbl MPOBEPKMN SNEKTPOHHOW NOYTbI:

® ICNONb30BaHME 3IBPUCTUYECKOTNO aHaaM3a — B JaHHOM peXxuMe WUCMNOJb3yroTCA
cneuvabHble MexaHn3Mbl, MO3BONAOWME BbISBUTb B INEKTPOHHOM MOYTE MOAO3PUTENbHbIE
06beKkTbl, C 6ONbLION BEPOATHOCTbIO 3apaXkeHHble elle Heu3BeCTHbIMW BUpycaMu. YTO6bl
OTK/HOUUTb 3BPUCTMYECKMM aHanmsatop, cHuMuTe ¢naxok Mcnonb3oBaTb 3BpUCTUUECKUIA
aHanuns (pekomeHayeTcs);

® NPoOBepPKa NHCTANNALNOHHbBIX NakKeTOB. JTa HaCTpOVIKa no yMOJI4aHUKO BbIK/IKOYEHA.

13.3.2 AHTUCnam

TexHonornn aHTMcnam-¢uabtpa DrWeb coctosT u3 Heckonbkux ThiCAY MpaBua, KOTOpble
YCNOBHO MOXHO pa3buTb Ha HECKONbKO rpynm:

® 3BPUCTMYECKMI aHalu3 — Ype3BblYalHO CJOXHasA BbICOKOUHTENIEKTYaNbHAs TEXHONOTUS
3MMNMpPUYECcKoro pasbopa Bcex YacTel NMcbMa: NoJs 3arofoBka, TeNna, CoAep>KaHus BAOXKEHUS;

e GuibTpauMs NPOTUBOAEWCTBMA — COCTOMT B PaCMO3HaBaHWW Y/NOBOK, WCMOJ/b3yeMbIX
cnamepamu ana obxosa aHTMCNaM-PUAbLTPOB;

e aHann3 Ha ocHoBe HTML-curHatyp — coobuieHus, B cocTtaB KoTopbix BxoauT HTML-kog,
CpaBHMBaKOTCA C obpa3uamu 6ubanotekm HTML-curHaTyp aHTMcnama. Takoe cCpaBHeHWe, B
COYeTaHUN C JaHHbIMKM O pas3Mepax U30bpaxkeHuKr, OBbIYHO MCMOb3yeMbIX OTMPaBUTENAMM
cnamMa, 3aluuiaeT Mosb30BaTeNel OT CnamM-CoObLLeHnn, coaepXawmx CCbUIKM Ha Beb-
CTPaHuLibl;

® CEMAHTUYECKUA aHann3 — CpPaBHEHME CNOB W BbIPAaXEHWUA COOBLEHNA CO CloBaMU W
naAMOMaMy, TUMUYHBIMK AAS Crama, NPOU3BOAMTCA MO CreuvanbHOMY CoBapro. AHanusy
NoZABEPratoTCA Kak BUAMMBbIE, Tak W BU3yalbHO CKPbITble CMeLnanbHbIMU TEXHUYECKUMMU
YyNOBKaMW C/I0Ba, BbIPaXeHUs U CUMBOJIbI;

® aHTU-CKAMMWHT TEXHONOTUA — K UYUCAY CKaMMWHI- U GapMUHI-COOBLLIEHNA OTHOCATCA T. H.
«HUrepuincKmne NMcbma», COObLLIEHNA O BbIMTPbILLAX B NOTEPELD, Ka3MHO, NoAAeNbHble N1cbMa
6aHKoB. [N nx GuabTpaLmm NpYMeHAeTCa cneLmanbHbll MOAYb;

o CI)VIIIpraLI,VIFI TEXHNYECKOro CnaMa — TaK Ha3blBaeMble bOUﬂCG-COO6|JJ,eHVIF| BO3HUKaKOT Kak
peakuna Ha BWUPYCbl UM KakK npoaBaeHune BI/IpyCHOVI AKTUBHOCTW. Cneu,maanbM MOAYyNb
aHTUCNamMa ornpegendeTt Takme COO6LLI,eHl/IF| KaK He>XelaTe/ibHble.

Py KOBOACTBO MNOJib30BaTeENSA
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Bbl MmoXeTe HaCTPOUTb CieAyroLlme napamMeTpbl pa6OTbI AHTUCNama:

Hacrpoiika OnucaHue

Paspewntb YcTaHOBAEHA MO YMONUAHMHO.

TEKCT Ha

KUpUAAMLIE [aHHas  HacTpolika  ykasblBaeT MnouyToBOMYy  cTtopoxy  SplDer  Mail  6e3

npeaBapuTenbHOro aHanamsa He npuyncaatb K cnamy nMnucbMa, HanuMcaHHbie B
CcoOoTBEeTCTBMA C yCTaHOBHEHHOVI KMpMﬂﬂMHECKOﬁ KO,CI,I/IpOBKOI\/II. Ecam stoT CI)J'Ia)KOK CHAT,
TO Takne NucbMa ¢ 60bLLOM BEPOATHOCTbIO 6y,£I,yT OTMEeYEHbI q)I/IJ'IprOM KakK criam.

Pa3pewnTb YcTaHOBAEHa MO YMONYaHWIO.

TEKCT Ha

a3naTckux [JaHHas  HacTpolika  ykasblBaeT  Mo4yToBOMYy  cTopoxy  SplDer  Mail  6e3
A3bIKax npesBapuUTENbHOTO aHaaM3a He MpUUUCAATE K ClaMy TMUCbMa, HamnucaHHble B

COOTBETCTBUM C Hanbonee pacnpoCTpPaHeHHbIMU KOANMPOBKaMUM a3naTCkux A3bIKoB. Ecm
3TOT (AaXKOK CHAT, TO Takme MnucbMa C OO/bLUON BEPOATHOCTbIO OyAyT OTMeYeHbl
duUNbLTPOM Kak cnam.

[obaBnsThb YcTaHOB/IEHa MO YMONYaHWIO.

npegukc

K TeMe nucem, B Hauyano temMbl cnam-nucem fobasaseTcs Noactpoka «[SPAM]».

cofepkaLmnx

cnam [aHHas HacTpoiika yka3bliBaeT NoutoBoMy cTopoxy SpIDer Mail 06aBnsTh ykasaHHbI

npeq)lec K TeMaM nucem, pacno3HaBaeMbIX KakK Crnam.

[JlobaBneHne npedpukca NMOMOXeT BaM CO3AaTb Npasuna And GUAbTPaLMM MOYTOBLIX
COOOLLEHN, MOMEeYEeHHbIX Kak Crnam, B Tex MOYTOBbIX KjaueHTax (Hanpumep, MS
Outlook Express), B KOTOPbIX HEBO3MOXHO HAaCTPOWTb GUALTPbLI MO 3aroJoBKam MUcem.

O6paboTka nucem cnam-¢puibTpom

MoutoBbii cTopox SpIDer Mail pobaenseT kO BCEM MPOBEPEHHbIM MWCbMam CiaeayroLme
3aro/IoBKM:

e X-DriWeb-SpamState: <3Ha4yeHue>, rae <3HayeHUe> yKa3blBaeT Ha TO, ABASETCA AN MUCbMO
cnamom (Yes) Mo MHeHuto noytoBoro ctopoxa SplDer Mail nan Het (No);

e X-DrWeb-SpamVersion: <gepcus>, rae <eepcusa> — Bepcuna bubanortekn AHtncnama Dr.Web;

e X-DriWeb-SpamReason: <pelimuHz cnama>, rae <petimuHe cnama> — nepeyeHb OLEHOK Mo

PasnnyHbIM KPUTEPUAM MPUHAZNEXXKHOCTU K CllaMy.

Ncnonb3yinte 3TV 3aronoBkn M npedukc B Teme nNucbMa (ecav COOTBETCTBYHOLLMIA daaxkok
YCTaHOBJIEH) ANS1 HACTPOMKM GUAbTPALIMM CramMa Ballei MOUTOBOW MPOrpamMmoi.

il:“ Echm ans nonyyeHus noyToBbIX COOBLLEHMI Bbl Ucnonb3dyete npoTtokoabl IMAP/NNTP, To

: HacTpoWTe Bally MOYTOBYHD MpPOrpamMMy TakvM o6pa3oM, 4ToObl MMCbMa 3arpyanucb C
MOYTOBOrO CepBepa cpasy LeankoMm, 6e3 npesBapuTesbHOrO MPOCMOTPA 3aro/iOBKOB. JTO
HeobX0AUMO ANs KOPPEKTHON paboTbl cnam-GuabTpa.

Py KOBOACTBO MNOJib30BaTeENSA
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,U,J'IFI NnoBbllWIEHMA Ka4yecCTBa pa6OTbI CI'IaM-(I)I/IIIpra, Bbl MOXeTe COO6LLI,aTb 06 owwmbkax

pacno3HaBaHMA CraMa.

i’|E Cnam-dunbTpoM obpabaTbiBarOTCA NOYTOBbIE COODLLEHNS, COCTaBNEHHbIE B COOTBETCTBUM CO
ctaHgaptom MIME RFC 822.

13. KoMmnoHeHTbI 3aWunThbl

WcnpaBneHue owmbok pacrno3HaBaHuUs

1. MNpwn obHapy>xeHUn owmnbkn B paboTte cnam-puabTpa, CO34anTe HOBOE MUCbMO U MPUIOXKMUTE
K HEMy HernpaBWbHO pacno3HaHHoe coobuieHue. MNncbMa, OTNpaB/ieHHble B TeKCTe MUCbMa,
aHanM3npoBaTbCA He ByayT.

2. OtnpaBbTe MUCbMO C BJIOXKEHWEM Ha OAWH U3 CAeAyoLLnX aapecoB:

e MVCbMO, OLIMBOYHO OLIEHEHHOE KakK CnaMm, — Ha agpec vrnonspam@drweb.com;

e CMnaM, Hepacrno3HaHHbIN CUCTEMOM, — Ha agpec vrispam@drweb.com.

13.4. CkaHep

i|‘: Ana poctyna k HacTpoiikam CkaHepa 3anpaluvBaeTcs napojb, eCin B pasgene Hactporiku

Bbl BK/OUM/IM ONUMIO 3awmiaTb naposaem Hactpoviku Dr.Web.

Hactponkn nporpammel

no YMOJIYaHUKO ABAAKOTCA ONTMMaJibHbIMW  ANA OO/bLLIMHCTBA

I'IpMMeHeHMIz, X He CieayeTt USMEHATb 6e3 HeO6XO,D,I/IMOCTI/I.

(© KoMmnoHeHTb!
3aLUMThI
SplDer Guard
SplDer Gate
SplDer Mail
CkaHep
bpanamaysp

anEEHTME’-HaH 3allKTa

Q)

Onumn npoBepkw

MpepblEaTe NPOEEPKY NPW NEPEX0Ae Ha NUTaHWE OT aKKYMYAATOPA
C3» Otk

McnonszoBate 3EYKOBbIE ONOBELLEHWA

3 o

WMenonszoBaHMe pecyproE KoMMeKTEPa

| OnTvMansHoe (pekoMeHAyeTcn) hd

JencrBua

WMHDWUMpoBaHHbIE

| NeuwnTs, NepemellaTs B KAPaHTUH HenzAeUKMble (pekoMeHayeTcr) ¥ |

I'Io,qoe.pmen bHblE

| [MepemellaTs B KapaHTWH (pekomeHayeTcs) v |

JonoAHUTEABHBIE HACTPOWKK

PYKOBO,U,CTBO nosib3oBatens
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13. KoMmnoHeHTbI 3aWUTbl

Onuuu npoBepku
B 31O rpynne gocTynHbl 06wwme napameTpbl paboTtbl CkaHepa Dr.Web:

e MpepbiBaTh NPOBEpPKY MpU Nepexoae Ha NUTaHUe OT aKKyMyasTopa. Bkitounte 3ty onuuto,
ytobbl MpU nepexose Ha NWTaHWe OT akKymyasTopa npoBepka Obina npepsaHa. [lo
YMOIYaHUIO ONLMS OTK/HOYEHA.

¢ /icnonb3oBaTb 3BYyKOBble onoBeweHuA. Bkaroumte 31y onuuto, utobel CkaHep Dr.Web
COMpPOBOXAan Kaxzaoe cobbiTe 3BYKOBbIM CUrHaNOM. [1o yMOAYaHWIO ONLMA OTKIOYEHa.

e Vcnonb3oBaHne pecypcoB KOMMbiOTepa. JTa OMUMA YCTaHaB/JMBAET OrpaHuWYeHVe Ha
MCNoNb30OBaHWe pecypcoB KomnbtoTepa CkaHepom Dr.Web. [Mo ymonuaHuto 3azaHo
ONTVMasIbHOE 3HaYeHue.

AencTBuns

B 3tom pa3gene 3ajaetca peakuyma CkaHepa Ha OOHapyXeHMe 3apaXeHHbIX Wan
NnoAo3puTeNbHbIX GaiIoB 1 BPEJOHOCHBIX NPOrpaMm.

Peakuwns 3asaeTca OTAENBHO AR KaXKAO0W KaTeropun o6bekToB:

¢ MHdpuumpoBaHHble - 06beKTbl, 3apaXKeHHble M3BECTHbIM U (MPeANON0XKUTENBHO) U31EYNMbIM
BUPYCOM;

¢ Mopo3putenbHble - 06LEKTLI, NPEANONOXUTENBHO 3apaXkeHHble BUPYCOM WAN cozepiKaline
BPEAOHOCHbIN 0OBEKT;

® pPasnnyHble NOTEHLUMANBbHO ONacCHbIe 0b6beKTblI.

Bol mMoxeTe u3MeHUTb peakumto CkaHepa Ha oOOHapyxeHMe KaxAoro Tuna ob6bekToB B
oTaenbHocTM. CocTaB AOCTYMHbIX peakLuii Npu 3TOM 3aBUCKT OT TuMa yrposbl.

Mo ymonuaHuto CkaHep MbiTaeTcs BblieUMTb Gaiibl, 3apaXkKeHHble M3BECTHbIM W MOTEHLMaNbHO
M3N1€4YNMbIM BUMPYCOM, OCTa/lbHble Hanbonee onacHble 06bekTbl — NepemellaeT B KapaHTyH.

CyLiecTBytOT CneayroLume AerCTBUA, MprYMeHsaeMble K ObHapy>KeHHbIM obbekTaM:

AeiicTBne OnucaHue

NleunTsb, BocctaHOBUTL cOCTOsIHME Ob6bekTa A0 3apaxeHus. Ecam Bupyc Hemsneunum unau
nepemeLaTb B MOMbITKa IeYeHNs He Bbina yCneLwHon, To 06BbeKT ByAeT nepeMeLleH B KapaHTUH.
KapaHTWH

HeusneunmMble [laHHOe JeicTBME BO3MOXHO TO/bKO AN OOBEKTOB, 3apaXKeHHbIX W3BECTHbIM

M3N€YNMBIM BUPYCOM, 3a WCK/IHOUEHWEM TPOSHCKMX MPOrpaMM U 3apakKeHHbIX
$annoB BHYTPY COCTaBHbIX OOBEKTOB.

Neuntb,  ypanatb BoccTtaHOBWTL coCTOsHME OObekTa A0 3apaxkeHus. Ecav Bupyc Hewsneumm wau
Heunsneunmble MonbITKa IeYeHns He Bbina YCNeLwwHoW, TO 0OBbEKT ByAeT yaaseH.

Py KOBOACTBO MNOJib30BaTeENSA
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13. KoMmnoHeHTbI 3aWUTbl

AeiicTBne OnucaHue

[JaHHoe [eicTBME BO3MOXHO TOJIbKO ANl OOBEKTOB, 3aPa>KEHHbIX W3BECTHbIM
M3N€YNMBIM BUPYCOM, 3a WCK/IHOUYEHWEM TPOSHCKMX MPOrpaMM U 3apakKeHHbIX
$annoB BHYTPY COCTaBHbIX OOBEKTOB.

Yaanatb Yaanutb o6beKT.
[ns 3arpy30UHbIX CEKTOPOB HUKaKUX AEVCTBUN NPON3BOANTLCS He ByaerT.

Mepemeluatb MepemecTnTb 06BEKT B CrieLmanbHyHo nanky KapaHTvHa.
B KapaHTWH
[ns 3arpy30UHbIX CEKTOPOB HUKaKUX AEVCTBUN NPON3BOANTLCS He ByaerT.

VirHopupoBaTb Mponyctnte 06bekT 6e3 BbIMOAHEHUS KaKUX-1MO0 AEeVUCTBUA W He BbIBOAUTb
OMOBELLEHMS.

[JaHHoe feNcTBMe BO3MOXHO TOJbKO ANsl BPEAOHOCHbIX MPOrpamMm: pekiamHble
nporpamMmmbl, NporpamMmbl JO3BOHa, MPOrpaMMbl-LIyTKM, MOTEHLMAIbHO OMacHble
nporpamMmbl 1 MPOrpamMmMbl B3siOMa.

;_"l*_s. Mpn obHapy>XeHUN BUPYCOB WAN MOA03PUTENLHONO KOZa BHYTPWU COCTaBHbIX OOBLEKTOB
JEVCTBMA MO OTHOLUEHWIO K Yrpo3aM BHYTPU TakUX OOBLEKTOB BbIMOJIHAOTCA Haj BCEM
06BbEKTOM, a He TONbKO Haj, 3apaXKeHHOW ero YacTblo.

AOI’IOHHVITEﬂbeIe BO3MO>XKHOCTUA

Bbl MOXeTe OTK/NHOUNTL MPOBEPKY UCTAMNALMOHHBIX NaKeToB, apXMBOB W MOYTOBbIX dainnos.. o
YMOJ/IYaHWNIO NPOBepKa 3TUX 06bEKTOB BKAFOYEHA.

Bbl Takoke moxeTte HaCTPOUTb NoBeageEHNE CKaHepa nocne OKOH4YaHUA NPoOBEPKU:

1. He npumeHsaTb aeiicTBue. CkaHep BbIBEAET Tab/MLy CO CMUCKOM OBHaPY>KEHHbIX Yrpo3.

2. O6be3BpeauTb o6Hapy>)eHHble yrposbl. CkaHep aBTOMAaTM4YeCKM MPUMEHUT JAENCTBUA K
06Hapy>XeHHbIM yrpo3am.

3. O6e3BpeanTb O6Hapy>XeHHble Yrposbl U  BbIK/IIOUATL KomnbioTep. CkaHep
aBTOMaTUYeCKN MPUVMEHUT AeNCTBUA K OBHapy>XeHHbIM yrpo3am W Mocae 3TOro BbIKNHOUUT
KOMMbIOTEp.

13.5. bpangmaysp Dr.Web

bpaHnamaysp Dr.Web npegHasHayeH A 3aLMThI BaLlero KOMMblOTEPa oT
HeCaHKLMOHNPOBAHHOIO AOCTyMa M3BHE U NpPefoTBPalleHna yTeuku BaXKHbIX JaHHbIX MO CeTW.
STOT KOMMOHEHT MO3BOJIAET BaM KOHTPO/JIMPOBaTh MOAKAOUEHME U nepejady AaHHbIX MO CeTu
NHTepHeT n 6a0KkMpoBaTh NOAO3PUTENbHbIE COEMHEHNA HA YPOBHE MaKeTOB U MPUNOXEHWMN.

Py KOBOACTBO MNOJib30BaTeENSA
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13. KoMmnoHeHTbI 3aWUTbl

BpaHAMay3p npesocTaBAseT BaM CleAytolmne npenMyLLLecTsa:

KOHTPO/b 1 PUAbTPALMA BCErO BXOAALLLErO U UCXoaaLLero Tpapuka;
KOHTPO/Ib NOAKNHOUEHWSA Ha YPOBHE MPUNOXEHWI;

PunbTPaLMA NakeToB Ha CETEBOM YPOBHE;

6bICTpOE NepekatoUeHve Mexay Habopamu npaswun;

pervucTpaumns cCobbITUN.

13.5.1. O6yueHne bpangmayspa

Mocne yctaHoBKM BpaHaMayapa HekOTOpoe Bpems B nMpoLecce Balleid paboTbl 3a KOMMbIOTEPOM
npoun3BoaunTca obyyeHne nporpammsl. [py 06HaPY>KEHUN MOMbITKA CO CTOPOHbI OMepPaLMOHHON
CUCTEMbI WM MONb30BATENbCKUX MPUIOXKEHUA MOAKAOUMTLCA K ceTv BpaHamaysp nposepserT,
3afjaHbl IV ANS 3TUX Nporpamm npasuia GUAbTPaLMKY, W, eCau MpaBuaa OTCYTCTBYHOT, BbIBOAUT
COOTBETCTBYHOLLLEE MpesynpexXAeHue:

;_"l*: Mpu paboTe nog orpaHM4YeHHoOW yyeTHoW 3anucbto (Foctb) bpaHamaysp Dr.Web He Bbigaet

. MoJb30BaTeNtO MPEeAYNpPexXAeHnss O MombiTkax AocTyna K cetu. [MpegynpexaeHvs 6yayt
BblZaBaTbCsA MOJ, YYETHOWN 3aMuCbio C MpaBaMu agMUHUCTPATOPa, EC/IN Takas Ceccus akTVBHa
OfHOBPEMEHHO C FOCTEBOWA.

MpaBuna pgna npunoXkeHnmn

1. Mpn obHapy>XeHUN NOMbITKN MOAKIOYEHUA K CETU CO CTOPOHbI NMPWUIOXKEHWS, 03HAKOMbTECh
CO cnegytoent HopmaLmen:

Mone
MpunoxeHne
MyTb K
NPUIOXKEHNIO

LUndposas
noAnunchb

Appec
Mopt

Hanpasnenue

OnucaHune

HanmeHoBaHmne nporpamMmmsl. yAOCTOBeprECb, UTO MYTb K HEMY, yKa3aHHbII\/II B rnoJse
nyTb K MPUN0XXeHUKo, COOTBETCTBYET NPaBUIbHOMY PaCroONIOXKEHWNHO NMporpamMmabl.

MOAHBIA NyTb K UCMOAHAEMOMY baitny NPUIOXKEHUS 1 ero UMs.

Linpposas noAnmCb MPUNOXKEHNS.

MpoTOKO/ M aZpec XocTa, K KOTOPOMY COBEPLUAETCs MOMbITKa NOAKIOYUEHMS.
MopT, N0 KOTOPOMY COBEPLLAETCA MOMbITKA MNOAKIOYUEHMS.

HanpaBﬂeHme coeanHeHNnA.

Py KOBOACTBO MNOJib30BaTeENSA
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13. KoMmnoHeHTbI 3aWUTbl

2. MpumunTe pelleHne O TMOAXOAAWEN ANA  AaHHOrO Cayyas onepauum  u Bblbepute
COOTBETCTBYHOLLEE AENCTBUE B HUXHEW YACTU OKHa:

e UTObbl OAHOKPATHO HJIOKMPOBATL AaHHOE MOAKAOYEHWE, BbibepuTe aenctBne 3anpeTvuTb
OAHOKpPAaTHO;

e UTOObl OAHOKPATHO MO3BOAUTbL MPUIOXEHUIO AaHHOE MOAK/IOUEHME, BbibepuTe AencTBune
Pa3pewunTb 04HOKpPaTHO;

e UTOObI NepenTn K popme co3gaHua npaBuna dunbTpaunn, Boibepute genctene Cospartb
npaBunao. OTKPOeTCcA OKHO, B KOTOPOM Bbl MoXeTe Anbo BbiOpaTb NpeaycraHOBAEHHOe
npaBuao, MMHO BPYUHYHO CO34aTb MPaBUAO AN MPUIOXKEHWNN.

3. Haxmute kHonky OK. BbpaHamaysp BbIMOJHUT YKa3aHHYHO BamMu oOnepauuto, U OKHO
onoBeLleHnsa byaeT 3aKpbITO.

{ | "_L Ana co3gaHva npaBua HeObXoAMMbI MpaBa agMUHKUCTPaTOpPA.

B cnyuasx, korga nporpamma, OCyLLECTBAAKOWAA MOMbITKY MOAK/JAHOUEHNA, YXe W3BeCTHa
bpaHamayspy (TO ecTb Ana Hee 3ajaHbl Npasuna ¢GuAbTPaLUWUKM), HO 3anycKaetca ApPYrum
HeM3BEeCTHbIM  MPWIOXeHWeM  (POAuTeNbCKMM  npoueccoM),  bpaHgmaysp  BbiBOAUT
COOTBETCTBYIOLLEE NpesyrnpexaeHne.

I'IpaBMna ANA poauTesibCKuUX npoueccos

1. MNpw obHapy>KeHWW MOMbITKA MOAKAHOUYEHNA K CETU CO CTOPOHbI MPUIOXKEHMS, 3aMyLLEHHOTO
Hen3BeCcTHOM Aana  bpaHamMayspa nporpaMmon, O3HakoMbTeCb C WHPoOpmMauven 06
ncnonHsemom darine poamTeNbCKON NPOrpaMmmbl.

2. Korpga Bbl nMpuMeTe pelleHve O MOAXOAALEN AN JAHHOTO C/y4yas onepauuu, BbIMOJHUTE
OZAHO W3 CNeAYOLWNIA JeNCTBUN:

e UTObObl OAHOKPATHO G/JIOKMPOBATb MOAKAHOUYEHME MPUNOXKEHUA K CETW, HAXKMUTE KHOMKY
3anpeTuTts;

e UTOObl OAHOKPATHO MO3BOAUTb MPUIOXKEHUIO MOAKAHOUNTBCA K CETW, HaXMUTE KHOMKY
PaspewuTsb;

e yTOOBbI cO034aTb NpPaBWAO, HaXMUTe CO3AaTb npaBuio N B OTKPbIBLUEMCA OKHE 3a,u,a17|Te
HeO6XOAV]MbIe HaCTPOWKM AN POAUTENLCKOrO NpoLIecca.

3. Haxmute «kHonky OK. BbpaHamaysp BbINOAHWUT yKa3aHHYO BaMW OMepauuto, U OKHO
onoseLleHnsa byaeT 3aKpbITO.

TakxKe BO3MOXHa CUTyaLus, Mpu KOTOPOW HEW3BECTHOE MNPWUIOXEHME 3anyCcKaeTcs ApYrum
HEW3BECTHbIM MPUIOXEHWEM, B TakOM Clyyae B MNpeaynpexaeHun OyaeT BbiBeAeHa
COOTBETCTBYIOLAn MHPOopMauua 1 npu Beibope Co3aaTbh NpaBUIO OTKPOETCS OKHO, B KOTOPOM
Bbl MOXETe HaCTPOUTb MpaBuaa Kak A/1d NPUAOXKEHWN, TakK U AN POAUTENbCKUX MPOLLECCOB.

Py KOBOACTBO MNOJib30BaTeENSA
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13. KoMmnoHeHTbI 3aWunThbl

13.5.2. Hacrpoiika BpaHgmayspa

| Ans poctyna Kk HacTporikam BpaHamayspa 3anpallvBaeTcs Mapofb, ecau B paszene
Hactporiku Bbl BkAtOUMAM onuuio 3awmiarth naposem Hactpoiiku Dr.Web.

@ KOMMOHEHTHI Pexxum paboTsl
BE.']LLLHTH | VIHTEpaKTUEHBIA pexirM v
SplDer Guard PazpelaTs NOKaNbHbIE CORAMHEHWUA
SplDer Gate @ s
SpIDer Mail WMameHnTs 4ocTyn K CETW ANA MPUACKEHWA

MzmernTs napamMeTpsl paﬁo'ru ANA MZBECTHBIX ceTeil
CkaHep

bBpanamayap

anEEHTME’-HaH 3allKTa

Q)

[Ana Hayana paboTbl ¢ BpaHAaMay3pom HeobxoanMO:

e BbIbpaTbh pexxum paboTbl MporpaMmsi;

® HACTPOUTb CMNCOK aBTOPU3OBaAHHbIX I'IpMJ'IO)KEHI/IlZ;

® HaCTPOWUTb NapamMeTpbl AN N3BECTHbIX CETEN.

Mo ymonuaHuto bpaHamaysp aBTOMaTUYeCKN CO34aeT NpaBuia AN N3BECTHbIX MPUAOXEHUN. BHe
3aBMCUMOCTU OT pexxrMa paboTbl MPON3BOANTCA PErucTpaLmsa CobbITUA.

HaCTpOIZKM nporpaMmmMmbl N0 YMOJIYaHUKO  ABAAKOTCA  ONTMMaJibHbIMW  ANA OO/bLLIMHCTBA
HpMMEHeHMIZ, X He cieayeTt USMEHATb 6e3 HEO6XO,D,I/IMOCTI/I.

Hactpoika Paspewatb Jioka/ibHble COEAWHEHUA TO03BO/MAET BCEM  MPUIOXKEHUAM
6ecnpenaATCTBEHHO yCTaHaBAMBaTb COEAMHEHWA Ha BaweM KommnbtoTepe. K Takum
MNOAKIOUYEHNAM MpaBuaa NpPUMeHATbCA He OyayT. CHuMWTe 3TOT (Aaxok, YTOObl MPUMEHATb
npaeuna GuUAbLTPaLUM BHE 3aBUCMMOCTU OT TOTO, MPOUCXOAUT I COEAUHEHMEe MO CeTV UAN B
pamKax Ballero KommnbroTepa.

PYKOBO,U,CTBO nosib3oBatens
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13. KoMmnoHeHTbI 3aWUTbl

Bbi6op pe>xxmma paboTbl

BbibepuTte OANH 13 CeAYOLLNX PEXUMOB PaboThbl:

° Pa3pe|.ua'rb HensBecCcTHblie coeAuHeHUA — pPeXunm, Tnpu KOTopoM BCEM HEU3BECTHbIM
NPUAOXEHNAM NPesoCTaBAAeTCA 4OCTYN K CeTEBbIM pecypcam;

e Co3paBaTtb NpaBuaa A1 U3BECTHbIX NMPUIOXKEHMA aBTOMATUUECKU — PEXMM, NPU KOTOPOM
npaBuaa AN W3BECTHbIX MPUAOXEHUN [06aBAAKOTCA aBTOMaTM4Yeckn (MCMoab3yeTca Mo
YMONYaHUIO);

¢ IHTepaKTUBHbINA PeXXuUM — pexxnm 0byyeHns, Npu KOTOPOM MO/b30BaTENtO MPeOCTaBAAETCS
MOJIHbIV KOHTPOb Haj peakuuen bpaHamayapa;

e broknpoBaTb Hen3BeCTHble COEAMHEHUA — pPeXVM, MpU KOTOPOM BCE HeU3BeCTHble
NOAK/NOYeHNA aBToMaTtuueckn 6Hnokupyrotca. K3BecTHble coeanHeHna obpabatbiBatoTcs
BpaHamayspoM cornacHo 3azaHHbIM rpasuaamM GuabTpaLumn.

Pa3peu.|a'rb HensBecTHble coeagnHeHunA

B 3TOoM pexume poctyn K ceTeBbIM pecypcaM, Bkawouyas VIHTepHeT, npepocTaBaseTcs BCEM
HEeN3BECTHbIM MPUNOXKEHMUAM, A8 KOTOPbIX HE 3ajaHbl NpaBuaa Guabtpaumm. MNpu obHapy>XeHnK
NONbITKN NOAKNtOUEeHNA bpaHaMay3p He BbIBOAUT HUKAKMX COOBLLEHMI.

CO3AaBaTb npaBuja AnAa N3BeCTHbIX anIJlO)I(eHVIFI aBTOMaTU4yYeCckKun

o707 pexnm ncnonbsyeTcd no yMmoa4d4aHuio.

B 3TOM pexxume npaBuia ANs U3BECTHLIX MPUNOXKEHWI L06aBAAIOTCA aBTOMATUUECKW. s apyrux
NpunoXeHU bpaHaMaysp npefocTaBiseT BaM BO3MOXHOCTb BPYUHYH 3anpeliatb Wau
pa3peLlaTb HEM3BECTHOE COEAMHEHNE, a TakxKe CO3aBaTh A1si HEro MpaBusIo.

Mpyn 06HapPY>XEHUN MOMbITKA CO CTOPOHbI OMEPALMOHHOM CUCTEMbI WMAWM MOJIb30BATENLCKOIO
MPUAOXKEHNUA MOAY4YUTb AOCTYN K CeTeBbiM pecypcam bpaHamaysp npoBepseT, 3ajaHbl v Ans
3TUX nporpamMmm npasBuna ounbtpauun. Ecav  npaBuna  OTCYTCTBYHOT, TO  BbIBOAWUTCH
COOTBETCTBYIOLLEE MpesynpeXxaeHne, rae BaM npegnaraetcs BblbpaTb AnMH6O BpemMeHHoe
pelleHne, IMbo co3aaTb NPaBMIO, MO KOTOPOMY B AasibHENLLEM NOAOOHbIE NOAKAOUEHUs ByayT
obpabaTtbiBaTbCA.

MHTepaKTUBHbIN peXXum

B aTomM pexume BaM npeAoCTaBAAETCA MOJIHbIA KOHTPO/b Haj peakuunen bpaHamayspa Ha
obHapy>XeHne Hen3BEeCTHOTrO MOAK/AOYEHUS, M TakuM 06pa3oM Mpom3BOAUTCA ObyudeHune
nporpamMmbl B npoLiecce Ballert paboTbl 3@ KOMMbIOTEPOM.

Mpyn 06Hapy>KeHUN MOMbITKA CO CTOPOHbI OMEPALMOHHOM CUCTEMbI WMAW MOJIb30BATENLCKOrO
NPWAOXKEHNA MOAYy4YUTb AOCTYN K CeTeBbIM pecypcam bpaHamayap nposepseT, 3ajaHbl v Ans
3TUX nporpamMm npasuna ¢uabTpaumm. Ecam  npaBuna  OTCYTCTBYHOT, TO  BbIBOAMTCH

Py KOBOACTBO MNOJib30BaTeENSA

929



A7

-
&

A
)
-\ﬂ

13. KoMmnoHeHTbI 3aWUTbl

COOTBETCTBYlOLLEE MpeaynpexaeHne, rae BaM npegnaraeTcs BblbpaTb AnMbo BpemMeHHoe
pelleHne, amMbo co3aaTtb NPaBMaO, MO KOTOPOMY B AajbHellleM NoAobHble NOAKA0YeHMA ByayT
obpabatbiBaTbCS.

Bnokn poBaTb HeM3BeCTHbleé coeanHeHUuA

B 3TOM pexuvme BCe Heu3BeCTHble MOAKIHOYEHUA K CeTeBbIM pecypcaM, BkAtouasa VIHTepHerT,
aBTOMaTU4eckn BAOKMpPYHOTCA.

Mpyn 06Hapy>KEHWUN MOMbITKW CO CTOPOHbI OMEPaLMOHHOM CUCTEMbI WMAW MOJb30BaTENLCKOrO
NPWAOXKEHNA MOAYy4YUTb AOCTYN K CeTeBbIM pecypcam bpaHamayap npoBepseT, 3ajaHbl v Ans
3TUX Mporpamm npaswna eunbtpaumn. Ecav npaesuna duabTpaumm oTcyTcTBYHOT, TO BpaHamayasp
aBTOMaTU4yeckn H6a0KMpyeT JOCTyn K CETM U He BbIBOAMT HUKakmx coobluieHwni. Ecam npasuna
bunbTpaLnmn Ans JaHHOTO NOAKNFOUEHWSA 3a/jaHbl, TO BbINONHAOTCA YKa3aHHble B HUX AENCTBUS.

I'Iapameprl AaAnAa anﬂO)I(EHMVI
f | ': [ns Kaxkaor nporpamMMbl MOXeT 6bITb He 6oaee ogHOro Habopa npasua GuabTpaLUn.

OunbTpaums Ha YpPOBHE TMPWUAOXEHUI MO3BOASET KOHTPOJMPOBATb JOCTYM KOHKPETHbIX
nporpaMM M MPOLECCOB K CETEeBbIM pecypcaM, a TakXe paspewnTb WM 3anpeTuTb 3TUM
MNPUIOXEHUAM  3amyck ApPYyrux npoueccoB. Bbl MoxeTe 3agaBaTb npaBuia Kak Ans
NOJIb30BATENbCKUX, TaK U AN CUCTEMHbIX MPUNOXKEHWIA.

;_"l*: Ecnv dann npunoxeHus, Ans KOToporo 6bl10 CO34aHO MpPaBWaO, U3MeHWACA (Hampumep,
: 6bINO  YCTaHOBNEHO OOHOB/EHME), TO bpaHaMaysp nNpesioXuT NOATBEPAUTb, UTO
NPUAOXKEHNE MOXET 0bpallaTbCs K CETEBbIM pecypcaMm.

B maHHOM pasgene Bbl MoxeTe dopmmUpoBaTb Habopbl NpaBua GUabTPaLMK, CO3A4aBas HOBbIE,
pefakTupys CyLlecTBYIOLLME WV yAanAs HeHyXHble npaBwia. [puioxeHve OAHO3HAYHO
NAEHTUOULIMPYETCA NMOAHBIM NMyTEM K UCMoaHAeMoMy dainy. [lns ykasaHus sapa onepaumoHHON
cuctembl  Microsoft Windows (npouecc system, Ans KOTOPOro HeT COOTBETCTBYHOLLETO
ncnonHsemoro darina) NCNoab3yeTcs UM SYSTEM.

;_"l*_s. Echv Bbl co3gann 6nokvpylollee npaBuIO AN MpoLecca WM YCTaHOBWAW  PEXUM

BnokvpoBaTb HeW3BECTHbIE COEAUHEHMS, a MOTOM OTKAHOUMAM BJIOKMpYOLLEe MPaBuaO UK

M3MEHWUN pexunM paboTbl, 610kMpoBka OyaeT fAencTBOBaTb AO MOBTOPHOW MOMbITKA
YCTaHOBUTb COEAVMHEHWNE, NHULMMPOBAHHON CaMUM MPOLIECCOM.

ﬂ,/’lﬂ I'IleJ'IO)KeHVIVI, KOTOpble YyXe YydaneHbl C Ballero KOMMNbHOTEpPa, MNpaBWia He YAanAroTCA
aBTOMaTn4eckun. Bel moxeTte YAannTb TakKne npasumna, Bbl6paB MYHKT Ypanntb HeuncnoJsJibdyemblie
npaBuia B KOHTEKCTHOM MEHHKO CnncKa.

Py KOBOACTBO MNOJib30BaTeENSA
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13. KoMmnoHeHTbI 3aWUTbl

MNMpaBwuna gna npunoxxeHni

B okHe HoBbiii Habop npaBun ana npunoxkenusa (v PepakTupoBaHue Habopa npaBun
ANA) Bbl MOXETE HAaCTPOUTb AOCTYN MPUIOXKEHUS K CETEBbIM pecypcam, a Takxke 3anpeTuTb Wim
pa3peLmnTb 3anycK APYruxX NPUIOXKEHWUN.

[Ana poctyna Kk 3TOMy OKHy B HacTpoiikax bpaHamayspa HaxmuTe M3MeHUTbL AoCTyn K ceTh Ans
NPUAOXKEHWNI 1 HaxmuTe KHoMKy "/ nan BeIbepute NPUAOXKEHMe U HaxMuTe KHOMKy '/,

Mpu pabote bpaHamMayspa B pexxume 0byuyeHus, Bbl MOXETE NHULMMPOBATb CO34aHMe npaBuaa
HemnocpesCTBEHHO M3 OKHa OMOBELLEHWNS O MOMbITKE HECAHKLIMOHMPOBaHHOIO NOAKAOYEHMS.

3anyck ApYyrnx npuioXKeHun

Utobbl paspewmntb UWAX  3anpeTuTb MPUIOXKEHUIO 3anyckaTb Apyrve MnpuoXeHus, B
BbIMajatoLeM Ccnuncke BbibepuTe 3anyck ceTeBbIX NPUIOXKEHWU

e Paspeluatb, UTOObI pa3peLlnTb MPUIOXKEHNIO 3aMyckaTb MNPOLLecChl;

¢ 3anpewatb, YTOObI 3aMPETUTb MPUNOXKEHMIO 3aMnyCcKaTb NPOLECCHI;

e He 3apaHo. B 3TOoM cnyyae Ha 31O npwuaoxeHne OyayT pacnpoCTpaHATbLCA HACTPOWMKM
BblOpaHHOro pexuma pabotel bpaHamayapa.

AocTyn K ceTeBbIM pecypcam
1. BbibepuTe pexxmm AocTyna K CeTeBbIM pecypcam:

¢ Paspeluatb Bce — BCE COEANHEHNA MPUIOXKEHNA ByayT pa3peLueHbl;
¢ bnokupoBaTth Bce — BCe COeAMHEHWNA MPUIOXKEHNA 3anpeLleHbl;

e He 3apaHo. B 3TOM ciyyae Ha 3TO npwioxeHue OyayT pacnpoCTpaHATbCS HACTPOWMKM
BbIGpaHHOro pexxviMa pabotbl bpaHamayapa.

e MNonb3oBaTenbckuii — B 3TOM pexrme Bbl MOXETE cOo34aTb Habop MpaBus, paspeLlaroLmnx
VAW 3anpeLLaroLLnX Te€ UAN NHbIe COeANHEHNN MPUNOKEHUS.

2. Ecan 6bin BbibpaH lMonb3oBaTenbCKUM PeXMM AOCTyna K CETEBbIM pecypcam, TO Huxe
oTobpasntca Tabavua ¢ nHdopmaumer o Habope NpaBma ANA AAHHOTO MPUIOXKEHMS.

Mapametp OnucaHune
BkatoueHo CocTtosiHMe npaBuAa.
[Jenctune YKa3blBaeT Ha fAeNcTBue, BbiNosHsemoe bpaHzmMays3poM mpv MomnbiTke

nporpamMmmMbl NOAKIHOYNTBCA K CETU MHTepHETZ

° BIIOKVIPOBaTb nakeTbl — 6J'IOKVIpOBaTb NonNbITKY NOAK/FOYEHNA;

e Paspeluatb nmakeTbl — pa3peLLnTb NMOAK/IOYEHNE.

Vma npasuna HasBaHwue npasua.

Py KOBOACTBO MNOJib30BaTeENSA
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Mapametp

Tun coeanHeHns

OnucaHne

13. KoMmnoHeHTbI 3aWUTbl

OnuncaHue

HanpaBneHune coeanHeHus:
e BxopsAwee - NpaBUAO  MPUMEHSIETCA, eCIM  COefUHeHVe
WHULMNPYETCSH U3 CETU K MPOrpaMMe Ha Ballem KOMMbHTEpPE;

e Ncxopsawee — nMpaBUIO  MPUMEHSETCS, €CIU  COeAUHEHWe
MHULMMPYETCA MPOrpaMMOoN Ha Ballem KOMMbHOTEPE;

e Jltoboe — npaBu/IO NPUMEHSETCA BHE 3aBUCYMOCTU OT Harnpas/eHus
COefMHeHNs.

[Monb3oBaTenbCckoe onmcaHne npasuna.

3. Npn HeobxoAMMOCTN OTpefaKTUPyWTe MNpefyCTaHOBAEHHbI WAN CO3jalnTe HOBbIN Habop
npaBun 419 NPUNOXKEHWA.

4. Ecnm Bbl Bblbpany co3zaHve HOBOTO WAW pPejakTMpOBaHME CYLLEeCTBYHLLEro MpaBua,
HaCTpoViTe ero napameTpbl B OTO6Pa3MBLLEMCS OKHE.

5. Mo okOoH4YaHWW peaakTMpoBaHMA Habopa npaBua Haxmute kHonky OK ana coxpaHeHwus
BHECEHHbIX U3MEHEHWIN 1AW KHOMKY OTMEHUTb 418 0TKa3a OT U3MEHEHWNA.

Hacrpoiika napameTpoB npaBuaa

MpaBuna GuabTpauMn pPeryanmpyroT CeTeBOe B3aVMOAENCTBME MporpaMMbl C KOHKPETHbIMU

XOCTaMW CeTn.

Co3paHue npaBuna

3aganTe cnegyrolne napameTpbl npasuna:

Mapametp
O6uee

Vima npasuna
Onucaxne

[Jevicteune

CocTosiHMe

Tvn coeanHeHns

OnuncaHue

Vima co3gaBaeMoro/pefaktnpyemMoro npasmina.
KpaTtkoe onucaHve npasuna.

YKa3biBaeT Ha ,ﬂ,el?lCTBI/Ie, BblINMONHAEMOE EpaH,a,MayapOM npun nonbiTke
nporpamMmMbl NOAKIHOYNTBCA K CETU MHTepHETZ

° BIIOKVIPOBaTb nakeTbl — 6J'IOKVIpOBaTb NonNbITKY NOAK/FOYEHNA;

o Paspeluatb nakeTbl — paspeLlnTb NOAKIOYUEHNME.
CocrosiHMe npaBuna:

e BruiloueHo — NpaBuIO NPUMEHsEeTCs;

e OTKJIFOUEHO — MPaBWIO BPEMEHHO HE NMPUMEHSETCS.

HanpaBneHme CoOeanHeHNnA:

Py KOBOACTBO MNOJib30BaTeENSA
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Mapametp

BepneHwne xypHana

HacTtpoiikn npaBuna

MpoTtokon

JlokanbHbIV agpec/YaaneH
HbI agpec

JlokanbHbIN NOPT/YAaneHH
bl NOPT

13. KoMmnoHeHTbI 3aWUTbl

OnucaHue

° BXOAHI.I.I,ee — MpaBuo NPUMEHAETCA, eC/in COeANHEHNE UHNLNNPYEeTCA
M3 CeTn K nporpaMmmMme Ha BalleM KOMIMbHOTEPE;

¢ Ucxopdiee — npaBuio NPUMEHAETCA, €CAN COeAMHEHNE MHULUMPYETCA
nporpaMMoi Ha BalleM KOMMbHOTEPE;

e /liloboe — MpaBuIO MPUMEHSETC BHE 3aBMCMMOCTU OT Harpas/ieHus
CoeANHEHNs.

Pe>xxnm BeseHWA XypHana:

e BkaroueHo - pernctnpoBaTtb CO6bITI/IF|;

e OTKJIFOUEHO — He COXPaHATb MHPOPMaLMIO O NpaBue.

MpPOTOKOAbI  CETEBOTO W  TPAHCMOPTHOrO  YPOBHS, MO  KOTOPbIM
OCYLLeCTBASETCA MOAKNOUEHME.

MoaAep>KMBarOTCA CaefyroLe NPOTOKOIbl CETEBOTO YPOBHS:

o IPv4;
e IPV6;

e IP all — npoTtokon IP ntoboi Bepcum.

MoaAep>KMBatOTCA CaefyroLme NPOTOKOJIbl TPAHCMOPTHOMO YPOBHS:

TCP;

e UDP;

e TCP & UDP — npotokon TCP nan UDP;

e RAW.

IP-agpec yaaneHHOro xocTa, y4acTBYHLLEro B NoAkatoueHun. Bel moxete
yKa3blBaTb Kak KOHKpPeTHbIN azpec (PaBeH), Tak 1 avana3oH agpecos (B
Avana3soHe), a TakXke Macky KOHKpeTHoW noacetn (Macka) mav macku

BCEX MOACETEW, B KOTOPbIX Ball KOMMbIHOTEP WMEET CeTeBOM ajpec
(MY_NETWORK).

YTo6bl 3a4aTb NPaBMIO ANS BCEX XOCTOB, BbibepuTe BapunaHT JIto6o.
MopT, MO KOTOPOMY OCYLLEeCTBAAETCA MogkatoveHne. Bbl  Moxere
yKa3blBaTb Kak KOHKpPeTHbI nopT (PaBeH), Tak u amana3oH noptosB (B

Auana3soHe).

YTo6bl 3a4aTb NPaBMAO ANS BCEX MOPTOB, Bbibepute BapuaHT Jlro60oiA.

Py KOBOACTBO MNOJib30BaTeENSA
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13. KoMmnoHeHTbI 3aWUTbl

MapameTpbl gna ceTen

Ha6op npaBun ana vutepdeiica

1. Ytob6bl 3agaTb Habop npaBun GuAbTPaLMM NAKeTOB, NMepeAaroLnXCca Yepe3 OrnpeseseHHbIN
nHTepdelc, B OkHe HacTpoek bpaHamayspa Haxmute U3meHuTb napameTtpbl pabotbl ans
M3BECTHbIX CeTeun.

2. Hangute B crnvcke WHTepecyowWwmnin BaC MHTEPPENC 1 conoctaBbTe eMy COOTBETCTBYHOLLUIA
Habop npasw. Ecav noaxoaawmi Habop npaBua OTCYTCTBYET B CMNCKe, CO34auTe ero.

[lns Toro uTo6bl yBUAETb BCE AOCTYMHble WHTEPdENichl, HaxmuTe kHOMKy -7 u Bbibepute
MokasaTtb Bce. B OTKpbIBLIEMCA OKHE Bbl MOXeTe yKa3aTb, Kakime UHTepdenchbl A0MKHbI BCeraa
oTobpaxaTtbca B Tabauue. AKTVMBHble UWHTepdencol O6yayT oTobpaxaTtbca B Tabauue
aBTOMaTUYeCKM.

PunbTp NakeToB

OunbTpaums Ha YPOBHE MaKeToOB MO3BOJSAET KOHTPOAMPOBATb AOCTYN K CETU BHE 3aBUCMMOCTU OT
nporpamMmmM, MHULMMPYHOLLMX NogkatoueHmne. MpaBuna NpvMeHsoTCA KO BCEM CETEBbIM MakeTam
onpeseneHHOro Tuna, KOTopble MepesaroTcs uepe3 OAWH U3 CETEBbIX WHTEPENCOB BalLEro
KOMMbIOTEpa.

[aHHbii BMA duabTpauum npefocTaBaseT Bam ObLWMe MexaHW3Mbl KOHTPOAA, B OTAMYME OT
dunbTpa NPUIOXKEHUN.

BpaHaMayap noctaBaseTcsa Co caeayowmMm npeaycTaHoOBAEHHbIMW Habopamuy Npasuma:

e Default Rule — npaBuna, onucbiBatowme Hanbonee yacto BCTpeyarolmecs KoHdurypauum
ceTM W pacnpocTpaHeHHble aTakyM (MCMOo/b3yeTca MO YMOAYAHWKO AN BCEX HOBbIX

nHTEPdENCcoB);

e Allow All — Bce nakeTbl NponyckaroTCcs;

¢ Block All — Bce nakeTbl 610knpyroTCA.

Ana yaobcTBa MCNoib3oBaHMA 1 ObICTPOrO MepPEKNOYEHN MeXay pexXrMamn GuabTpauun Bbl
Mo>KeTe 3aaTb JOMNONHWTENbHbIE HabOoPbI NpaBuI.

Ha6op npaBun agna uHrepdeiica

Yrtobbl 3asaTb NapameTpbl paboTbl NakeTHOro GuabTPa, B OKHe HacTpoek bpaHamMayspa Haxmute
M3mennTh napametpbl paboTbl ANA M3BECTHbIX ceTel, BbibepuTe ceTeBOW MHTepdeirc u

HaXXMuUTe KHOMKy /. Ha 3Ton cTpaHuLe Bbl MOXeTE:
y L

e dopmupoBaTb Habopbl MpaBun GuUAbTpaLMKM, CO3jaBas HOBble, PeAakTUpya CyLLecTByrOLLMe
NN yAanas HeHy>XKHble NpaBua;

e 33/aTb JOMOJHUTE/IbHbIE MapamMeTPbl PUAbTPALUN.

Py KOBOACTBO MNOJib30BaTeENSA
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13. KoMmnoHeHTbI 3aWUTbl

®opmupoBaHue Habopa npaBun

Ans dopmmpoBaHus Habopa NpaBu BbINOJHUTE O4HO U3 CEAYHOLLMIA AENCTBUIN:

5

e 4TObbI CO3AaTh HAabOP NPaBUA A8 CETEBOrO UHTepdelica, HaxmuTe 2,

e uTOObI OTPEAAKTUPOBATh CYLIECTBYHOWMIA HAbop NpaBus, BblbepuTe ero B Cncke 1 Haxmure

L)
A
-y

e yTO6bI A06ABMTL KOMMUIO CyLLECTBYIOLEro Habopa nNpasBu, HaxXmute . Konua pobasnsetca
nog BbibpaHHbIM Habopowm;

e YTO6bI yaNUTh BbIGPaHHLIN Habop Npasun, Haxmute ',

ﬂ,ononerean ble HaCTpOFI KN

UTobbl 3asaTb AOMONHUTENbHbIE HACTPOMKM GuUabTpauMn nakeToB, B oOkHe HacTpoiiku
nakeTHoro ¢punabTpa ycTaHOBUTE CieaytoLme baaxkku:

dnaxkok OnuncaHue

Bkatountb YctaHoBUTE 3TOT GAaxok, UTOObl yunTbiBaTh MpU GuabTpaLmm coctosHue TCP-
AVHAaMUYeCKyro CoefVHeHMA 1 MponyckaTb TO/NbKO Te MakeTbl, COAEPXMMOEe KOTOPbIX
dunbTpaymio COOTBETCTBYET TeKylleMy COCTOAHMO. B Takom cayyae Bce  makeThl,
nakeTos nepesaBaemble B paMKaxX COeAMHEHWNSs, HO He COOTBETCTBYHOLLME cneumdukaLmm

npoTokosa, BAOKMPYHOTCA. ITOT MeXaHWU3M MO3BOJAET Jydlle 3aluTUTb Ball
kKomnbtoTep oT DoS-atak (0Tka3z B 06CAYXMBaHWM), CKaHUMPOBaHWS PECypCoB,
BHEAPEHWA JaHHbIX U APYrMX 3J0HAMEPEHHbIX OnepaLuii.

Takoke pekomMeHAyeTcAa YyCTaHaBAMBaTb 3TOT GaXOK NPV MCMO/Ib30BaHUM
MPOTOKO/IOB CO CAOXHbIMU anroputMamm nepegauu gaHHbix (FTP, SIP v 1. n.).

CHUMUTE 3TOT PaxokK, YTobbl GuabTpoBaTh NakeTbl 6e3 yyeta TCP-coeAnHEHWA.

ObpabaTbiBaTh YctaHoBUTE 3TOT GAaXKOK, YTOObl KOPPEKTHO 0bpabaTbiBaTh nepesavy 60/bLINX
dparMeHTUpOBaHHbl 0OBEMOB  AaHHbIX. Pasmep MakcumanbHoro naketa (MTU - Maximum
e IP nakerbl Transmission Unit) Ana pa3sHbIx ceTeil MOXeET BapbMpOBaTLCHA, NO3TOMY YacTb IP-

MakeToB NMpu nepesave MOXeT ObiTb pa3buTa Ha HeCKoNbko ¢parmeHToB. [pwu
NCMO/Ib30BaHWUW J@HHON ONUMKN KO BCeM dparMeHTapHbIM naketam npuMeHseTcs
OAHO U TO e JAelCTBUe, MNpesyCMOTPeHHOe MpaBuaaMu GuabTpauum Ans
ron0BHOro (MepBoro) nakera.

CHUMUTE 3TOT ¢na>|<0|<, yTObbI O6pa6aTbIBaTb BCe rnakeTbl MO OTAENbHOCTW.

Ha6op npaBua ¢punbTpauum nakeTos

B okHe PepakTupoBaHue Habopa npaBua oTobpaxkaeTcs CnMcok npaswa GUabTPaLLMK NakeToB,
BXOAALMX B KOHKPETHbI Habop. Bbl mMoxeTe dopmmpoBaTb CMUCOK, J06aBAAA HOBble UK

Py KOBOACTBO MNOJib30BaTeENSA
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13. KoMmnoHeHTbI 3aWUTbl

penakTnpya cywectsyrowmne npasuna CI)VI.I'IpraLI,l/Il/I, a TakK>XXe M3MeHAA nopAaaoK MX BbINOJIHEHUA.
I'Ipanma NPUMEHAKTCA NoCNef0BaTENbHO, COM/IaCHO O4YepeaHOCT B CMUCKE.

ﬂ'flf-l KaXkAo0ro rnpasuja B Crcke NpeaoctaBadeTca ciejgyrolan KpaTkas MHCI)OpMaLI,VIFII

Mapametp
BrusitoueHo

[Jevicteune

Vima npasuia

HanpasneHuve

BeseHune
XXypHana

OnuncaHne

Onucanwne
CoctosiHve npasuna.

YKa3blBaeT Ha felicTBMe, BbinosHsemoe bpaHaMayspom npu obpaboTke nakera:

e BnokupoBaTb nakeTbl — 610KMPOBaTH MaKET;

e Paspeluatb naketbl — nepeAatb naker.

Vima npasuna.

HanpaBﬂeHme coeanHeHNnA:

o € _ NnpaBunNO NPUMEHAETCA, eC/IN NaKeT NMPUHUMaETCA N3 CETH;

o — NpPaBunAO NPUMEHAETCA, €C/IN NaKeT OTNPaBAAETCA C Ballero KoMnbroTepPa;

=
e
o — NpPaBunaO NPUMEHAETCA BHE 3aBUCMMOCTM OT HalpaBaeHnA COegqnHEeHNA.

PexXxum peructpauuv cobbiTiA. YkasbiBaeT Ha TO, Kakas MHPopmauus fomkKHa ObiTb
3aHeceHa B XXypHan:

e To/IbKO 3aro/IOBKU — 3aHOCUTb B KYypPHan TO/IbKO 3aroJIoBK1 nakeTos,
e Becb naker — 3aHOCUTbL B >KypHaa nakeTbl LEeJIMKOM;

e OTKJIIOUEHO — He COXPaHATb MHbOPMaLMIO O nakeTe.

KpaTKoe onncaHne npasuna.

PepakTtupoBaHue Habopa npaBun

1. Ecam Ha cTpaHuue HacTpoku nakeTHoro ¢uabTpa Bbl Bbibpann co3gaHve wan
peaakTnpoBaHue Habopa NpaBus, B OTKPbIBLUEMCA OKHe 3aJailTe Ha3BaHue Habopa npasu.

2. Co3gavite npaBuaa GuAbTPaLIMM, UCMONb3YA CAeAytoLme Onumn:

o,

e UTO6bI 106aBMTb HOBOE MPABUIO, HAXKMUTE ) MNpaBuno pobaBnseTcs B Hayano Crmcka;

iy

e YTOObI OoTpefakTnpoBaTb Bbl6paHHoe npaBunno, HaXKMUTe I'\Z_-f'l,'

e yTO6bI AO0BaBMTL KOMUIO BbIBPAHHOIO MpaBKaa, HaXXMUTE KHOMKY . Konua pobasnsetcs
nepes BbIOpaHHbIM NPaBUIOM;

fm

e uTO6bI YAANUTL BbIBPAHHOE MPABUO, HaXMKTE -/,

3. Ecim BbI Bbl6paf|l/1 co34aHMe HOBOro wman pegaktnpoBaHme CylwecTByrOLLEro npasnna,
HaCTPOWTE ero napameTpsbil.

4, V|CI'IOIIb3yVITe CTpenoykn cnpaea OT CNUCKa, yTOOBI onpeaenntb nNopAaoK BbIMOJIHEHNA
npasun. I'Ipanma BbINOJNHAKOTCA NoCcnefoBaTe/IbHO, COrNaCcHO Oo4YepesHOCTUN B CMNUCKE.

Py KOBOACTBO MNOJib30BaTeENSA
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5. Mo oKOHYaHMW peAaKkTMPOBaHMA Cnncka Haxmute KHonky OK ana coxpaHeHWs BHECEHHbIX

13. KoMmnoHeHTbI 3aWUTbl

N3MEHEHUI UK KHOMKY OTmMeHnTb ANnAa OTKa3a OT N3MEHEHWUI.

;_"l*: Te nakeTbl, AN KOTOPbIX HET NMPaBuA B Habope, aBToMaTnyeckn 6aokmpytoTcs. VcknroueHus
COCTaBAAOT Te MaKeTbl, KOTOPbIe pa3peLlaroTcs npaBuiaMn B Puabtpe npuaoXKeHuUn.

Co3paHve npaBun punbTpaumumn

D o6aBneHne nnu pepakTtnpoBaHue npasuna GpunbTpauumn

1. B okHe peaakTMpoBaHUA Habopa MpaBuA ANA MakKeTHOTro GUAbTPa HaXmuTe KHOMKY

kHonky /. OTkpoeTcs OKHO CO3AaHMsA UM PeaaKTUPOBaHMS NMpaBMAa NakeTHOM GUALTPaLMM.

2. 3apaviTe cneayrolme napameTpbl NpaBua:

Mapametp
Vma npasuna
OnwucaHune

[JelictBue

Hanpasnenue

BeseHue xypHana

Kputepuii

OnuncaHune
Vima co3gaBaeMoro/pefaktnpyemMoro npasmna.
KpaTtkoe onucaHve npasuna.

Yka3blBaeT Ha AieiicTBME, BbiNOAHAeMOe bpaHamayapom npu obpaboTke naketa:

e BnokupoBaTb nakeTbl — 610kMPOBaTH NaKeT;

e Paspewatb nakertbl — nepezatb nakert.
HanpaBneHune coeanHeHus:

° BXOA’II.I.I,ee — NPaBUNO NMPUMEHAETCA, €C/IN NaKeT MPUHUMaeETCAa N3 CETU;

e Ucxopsauee — nNpaBuio NpUMEHSETCs, ecay NakeT OTMNPaBAseTcs C Ballero
KOMMbOTEpPa;

e Jlloboe - npaBuNO TMPUMEHSETCS BHE 3aBUCMMOCTM OT Hamnpas/eHus
COefMHeHNs.

Pexxkum pernctpaumm cobbiTmid. YkasbiBaeT Ha TO, Kakas MHPopMauma AoKHa
6bITb 3aHECeHa B XypHa:

e Becb nakert — 3aHOCUTL B KypHan nakeTbl LeJIMKOM;
e To/IbKO 3arosIoBKM — 3aHOCUTb B KYpPHaa TOJIbKO 3aroJIoBKM NMakeTos,;

e OTK/IIOUEHO — He COXPaHATb MHDOPMaLIMIO O MakeTe.

Kputepuin ¢unbTpaummn. Hanpumep, TPaHCMOPTHbLIA WAM CETEBOW MPOTOKOJ.
YT06bl 006aBMTL KpuTepuii GUAbTPaLUK, BbiGEPUTE HYXHbLIN KpUTEPUA B
BbINAJAlOLWEM CrMCKe U HaxXMWUTe KHOMKy /. Bbl MoxeTe Ao6aBuTb ntoboe
HeobxoAMMOe KONNYEeCTBO KpuTepueB. [N HEKOTOPbIX 3aroJI0BKOB AOCTYMHbI

AOMOJIHNTENbHbIE KPUTEPUN CI)I/IJ'IpraLI,I/II/I.

Py KOBOACTBO MNOJib30BaTeENSA
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13. KoMmnoHeHTbI 3aWUTbl

3. llo OKOHYaHun pefakTnpoBaHnAa Ha>XXMUTE KHOMKY OK 4na  CoXpaHeHnA BHECEHHbIX
N3MEHEHUI NN KHOMKY OTMeHnTb AnAa OTKa3a oT N3MEHEHUNA.

;_"l*_s. Echv Bbl He pfo6aBUTE HWM OAHOrO KpUTEpPUs GUABTPaLMK, TO JaHHOe npaBwio OyaeT
: pa3peLlatb UM 61oKMpoBaTh BCe MaKeTbl (B 3aBMCMMOCTM OT HacTporiku B nose [eiAcTBue).

Ecnv B paHHOM npaBunie BHyTpu 3arosoBka IPv4 ans napameTtpoB JlokanbHbid IP-apgpec 1
YpanenHbin IP-agpec yka3saTb 3HaueHue Jlrobow, npasuno cpabotaer ans aoboro naketa,
cogepxxawiero 3aronosok IPv4 wn otnpaBneHHoro ¢ ¢u3nMyeckoro agpeca NOKaabHOro
KOMMbtoTepa.

13.6. Dr.Web ana Outlook

OcHoBHble PYHKLUN KOMMOHEHTa
MNoaxnroyaembii Mogynb Dr.Web ans Outlook BeinonHseT chegytowme GyHKUUN:

® aHTUBMPYCHaA NpoBepKa BJIOXKEHHbIX c|>a17|nos BXO4ALLNX MOYTOBbIX COO6LLI,eHl/Il‘/JI,'

e MpoBepKa NoyTbl, MOCTynaroLLen nNo 3awmndpoBaHHOMY coeanHeHunto SSL;

NnpoBepPKa NMNOYTOBbIX COO6LLI,€HMVI Ha cnawm,

OobHapy>eHne 1 HerUTpanm3aLma BPeLOHOCHOrO NPOrpaMMHOro obecneveHus;

MCNONb30BaHVe 3BPUCTUYECKOTO aHaaun3aTopa A4 AOMOJAHUTENbHOM 3aLUNUTbl OT HEN3BECTHbIX
BMPYCOB.

13.6.1. Hactpoika Dr.Web ansa Outlook

Hactpolika napameTpoB ¥ NPOCMOTP CTaTUCTMKM paboTbl NpOrpamMmbl OCYLLECTBAAETCA B
noutoBom npunoxerHun Microsoft Outlook B pa3gene CepBuc — MapameTpbl — BKkiazka
AutnBupyc Dr.Web (ans Microsoft Outlook 2010 B pasgene ®awn — [Mapamerpbl —
Hapcrpoitikn Heobxoanmo Bbibpate Dr.Web pgna Outlook v Haxatb kHonky MapameTpbl
HaACTPOMKMN).

;_"l*: Bknagka AHTMBMpYc Dr.Web B HacTporikax npunoxenus Microsoft Outlook goctynHa ToabKO
. NPV HaMYMKM y NONb30BaTESS NPaB, NMO3BO/AIOLWNX U3MEHATb JaHHbIE HACTPOWMKW.

Ha Bknagke AHTuMBUMpyc Dr.Web otobpaxaerca  Tekyliee  COCTOAHME  3alUThI
(Bk/ItOUeHa/BbIkNtOYeHa). Kpome Toro, oHa npefocTaBafseT AOCTYyN K Clefyromnm GyHKLUAM
nporpamMmbi:

e JKypHan — no3BoAseT HaCTPOUTb PErnCTPaLMIo COBbITUIA MporpamMmbl;

e [IpoBepKka BAOXEHUV — MO3BOAAET HaCTPOWUTb MPOBEPKY 31EKTPOHHOW MOUTbl WU OMpesenunTb
AENCTBUA Nporpammbl Ans 06HapYy>KEHHbIX BPeJOHOCHbIX OOBEKTOB;

° CI'IaM-gDVIfIbTQ — NO3BONAET ONpeLeNnnTb AGVICTBVIFI nporpamMmbl anA CI'I8M-COO6U.I,€HVII7I, a TakXxe
co34aTb 6envi n qepr|17| CMUCKN 3N1EKTPOHHbIX aApPecoB;

Py KOBOACTBO MNOJib30BaTeENSA

108



\

~7.
ey
‘r

4

13. KoMmnoHeHTbI 3aWUTbl

e CTaTncTuka — NoKa3sblBaeT AaHHble 06 06bekTax, NPOBEPEHHbIX N 06paboTaHHbIX NPOrPaMMOWn.

13.6.2. O6bHapy>xeHue yrpos

Dr.Web ans Outlook ncnonb3yer pasnnuHble MeTozbl 06HaPY>KEHNSA BUPYCOB U APYrMX Yrpo3
6esonacHocTM  komnbtoTepa. K HalZeHHbIM  BPEAOHOCHbLIM O6beKTaM  MPUMEHSHOTCS
onpezensieMble Noab30BaTeNEM AEUCTBUSA: leYEHNE MHOULMPOBAHHbLIX OOBEKTOB, YAaNeHNe Uan
nepemelLeHre B KapaHTUH AN UX U301ALMM 1 6E30MacHOrO XpaHeHws.

BpeAoOHOCHble 06beKTbI

Dr.Web ans Outlook obHapyxumBaeT cregytouime BpeOHOCHbIE OOBEKTDI:

* NHPUUMPOBaHHbIE OOBLEKTDI;

darinbi-60MbbI K apxMBbI-60MO6bI;

peksaMHble NPOorpammbl;

e MporpaMMbl B310Ma;

e NporpaMMbl 403BOH3;

® MPOrpaMMbl-LLyTKY;

e MOTeHLMaNbHO OnacHble MPOrpammbl;
e LUMWOHCKME NPOrpamMmbl;

e TPOSIHCKME NMPOrpaMmbi;

® KOMMbHOTEPHbIE YEepPBU N BMPYCbI.

DencrBua

Dr.Web gns Outlook no3sonsiet 3agatb peakuuto NMporpaMmMbl Ha OBHapy>KeHME 3apakeHHbIX
WAW  MOAO3PUTENbHbIX (aiNoB U  BPEAOHOCHBIX MPOrpamMm MNpW MNPOBEpPKe  BAOXKEHWN
3NEKTPOHHOW NOYTbI.

UTobbl HacTpOWTb MPOBEPKY BJAOXEHUA W OMpejenntb AencTBua nporpamMmbl  AnA
06Hapy>XeHHbIX BPEeAOHOCHbIX 06bEKTOB, B MOYTOBOM mnpuaoxeHun Microsoft Outlook B
pasgene CepBuc — Mapamertpbl — Bkiagka AHTUBUpPYC Dr.Web (an1s Microsoft Outlook 2010 B
paszene ®Pain — Mapamerpbl — HapcTpoiikn Heobxoammo BbibpaTs Dr.Web ana Outlook 1
HaxxaTb KHOMKy MapamMeTpbl HaACTPOUKMN) HaxkmuTe KHOMKY NMpoBepKa B/1I0)KEHUNA.

,-_f‘" OkHo TMMpoBepka BAOXEHUW JAOCTYMHO TOJNLKO NPV HaJWuWM Yy MOJb30BaTeNs npas
aAMVHMCTPaTOpa CUCTEMBI.

Ana OC Windows Vista n ctaplue npu Haxkatun kHonku MpoBepka B/I0>XKeHWUA:

e npu BkatoyeHHoM UAC: agmuHucTpatopy OyaeT BblgaH 3anpoc Ha MOATBEPXKAeHWe
AEeNCTBUIA NporpaMMbl, Nosib3oBaTesto 6e3 aAMUHUCTPaTMBHBIX NpaB byAeT BblAaH 3anpoc
Ha BBOZ, YY€ETHbIX AaHHbIX aAMUHNCTPaTOPa CUCTEMBI;

Py KOBOACTBO MNOJib30BaTeENSA
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13. KoMmnoHeHTbI 3aWUTbl

e npu BbikItoveHHOM UAC: aZMUHUCTPATOP CMOXET W3MEHATb HacTPOMKWM Mporpammbl,
noJib30BaTeNb He CMOXET MOYUNTb AOCTYMN K U3MEHEHUIO HacTpOeK.

B okHe I'IpOBepKa BJIOXKEHUIN Bbl MOXeTe 3a4aTb AeﬁCTBV]FI nporpaMmmbl Ana pPasanyHbIX
KaTeFOpMVI npoBepAeMbIX 0b6beKkToB, a Takxe 4nda Cnydad, Korgda npu npoBepke BO3HUKANU
oLwn6KN. KpOMe TOrO, Bbl MOXeETe BKJIKOUYNTb UJIN BbIKNHOYNTb MPOBEPKY apXMBOB.

Ana 3apaHnA pelcTBMA Hap OGHapPY)XEeHHbIMU BpPEAOHOCHBIMU oOb6bekTamu cayXxat
cnepyrolime HaCTPOMKM:

Bbinagarowmin cnnucok MHeuuMpoBaHHble 33/aeT peakuuto Ha ObBHapyXeHue O6BEKTOB,
3apaXKeHHbIX M3BECTHBIMUN U (MPEAMNONOXNUTENBHO) U3NEYNMbBIMUN BUPYCaMU;

BbiNaZarowmin  cnnucok HeBbleueHHble 33JaeT peakuuto Ha oOb6HapyXeHWe O6BEKTOB,
3apaXKeHHbIX WM3BECTHbIM HEW3NEUMMbIM BUPYCOM, a TakXe KOrAa npeanpuHsaTas nomnbiTka
M3/IeYEHNS He MPUHeCaa ycrnexa;

BbiNagatowmin cnmcok Mopo3putenbHble 3ajaeT peakuMto Ha OOHapyXeHWe O6BEKTOB,
MPEeANONIOXMNTENBHO 3apaXKeHHbIX BUPYCOM (CpabaTbiBaHMeE 3BPUCTUYECKOTO aHaM3aTopa);

pa3zen BpepoHocCHble nporpamMmbl 33jaeT peakuuto Ha ObHapyXeHue CesyroLero
HexxenatenbHoro MO:

o pekNaMHble NPOorpaMmbl,

o AporpamMMmbl A4O3BOHa,

o NPOrpamMMbl-LUYyTKK,

o AporpamMMmbl B310Ma,

8 MOTEHUMaNbHO OMaCHbIE;

BbiMagatownin cnmcok Mpwm owmbke NpoBepkM NO3BONSET HACTPOUTL AENCTBMA MPOrpamMmbl B
cNny4yae, eCv NMpoBepKa BAOXEHWA HEeBO3MOXHa, HampuMmep, ecim OHO npejcTaBaseT cobow
NOBPEXAEHHbIN NN 3aLUMLLEHHBIV Napoaem dawns;

dnaxok MMpoBepATb apxuBbl (peKOMeHAyeTcA) MO3BOASET BKAOUUTb WAW OTKAKOUUTb
NPOBepPKy BIOXEHHbIX $ainnoB, NpeAcTaBAfOLNX COOOM apxuBbl. YCTaHOBUTE 3TOT (aaxkok
AN BKIOYEHUS NMPOBEPKMN, CHUMUTE — ANl OTK/IHOUEHUS.

Cocras AOCTYMHbIX peaKLI,VIVI 3aBUCUT OT TMNa BUPYCHOIro CobbITUS.

MpeaycmoTpeHbl cneayowme AelcTBUA Hag o6Hapy>KeHHbIMU 06beKTamMu:

Bbineuntb (feicTBME JOCTYNMHO TONBKO ANA MHOULMPOBaHHbBIX OOBEKTOB) — O3HAyaeT, yTo
nporpaMmma npeanpuMeT NOMbITKY BblN€UYNTb MHOULMPOBAHHbIA OOBEKT;

Kak pans HeBbl1eUEHHbIX (LeACTBUE AOCTYMHO TONbKO AN UMHOULMPOBAHHbLIX OOHLEKTOB) —
O3HauaerT, YTo K UHPULMPOBAHHOMY BJIOXKEHMIO ByZeT NPUMEHEHO AelCTBUE, BbiIOpaHHOe A/
HeBbIJIeUEHHbIX OOBEKTOB;

Ypanntb — 03HauaerT, uTo 06bekT ByaeT yaaneH;

I'Iepemecrwrb B KapPpaHTUH — O3Ha4aeT, uTo 06bekT 6yp,eT M30JIMPOBaH B Marke Ka[f_)aHTVIHa,'

Py KOBOACTBO MNOJib30BaTeENSA
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13. KoMmnoHeHTbI 3aWUTbl

e MponycTuTb — 03HayaeT, UTo 06BEKT ByaeT NponyLeH 6e3 N3MeHeHWN.

13.6.3. NpoBepka Ha cnam

DrWeb ans Outlook npoBepsieT Ha cnam Bce MO4TOBble COObLEHMS C NOMOLLbO AHTUCNamMa
DrWeb wu ocywectBaser ¢uabTpaumio COObOLEHN B COOTBETCTBUM C  HaCTpoMKamu,
3alaBaeMbIMM NOJIb30BaTE/IEM.

UTobbl HAaCTPOUTL NPOBEPKY COOBLLEHMI Ha Cnam, B MoYTOoBOM npuaoxeHun Microsoft Outlook
B pa3aene CepBuc — Mapametpbl — Bkiaska AHTUBMpYC Dr.Web (a11 Microsoft Outlook 2010
B pa3gene ®ann — Mapametpbl - HapcTponkmn Heobxoammo BeibpaTte Dr.Web ana Outlook n
HaxkaTb KHOMKy MapameTpbl HagCTPOMKM) HaxmuTe KHOMKy Cnam-¢punbrp. OTKPOETCH OKHO
HacTtpoek Crnam-duabrpa.

;_"l*: OkHo Cnam-puabTP AOCTYNMHO TONbKO MPW HaMUYUW Y MOJIb30BaTENS MPaB aZMUHUCTPaTOpa
CUCTEMBI.

Ana OC Windows Vista n ctapLue npu Haxkatun kHonky Cnam-¢punbTp:

e npu BkatoyeHHoM UAC: agmuHucTpatopy OyaeT BblgaH 3anpoc Ha MOATBEPXKAeHWe
[eNCcTBUIA NporpaMMbl, Nosib3oBaTesto 6e3 aAMUHUCTPaTMBHBIX NpaB byAeT BblAaH 3anpoc
Ha BBOZ, YYETHbIX AaHHbIX aAMUHNCTPaTOPa CUCTEMBI;

e npu BbikItoveHHOM UAC: afMUHUCTPATOP CMOXET W3MEHATb HaCcTPOMKWM Mporpammbl,
noJib30BaTeNb He CMOXET MOYUNTb AOCTYMN K U3MEHEHWIO HacTpOeK.

Hactpouka cnam-¢punbtpa

Hactpoiika cnam-¢punbtpa

[na HacTpoWkmn NapameTpoB GUAbTPaLUK CNamMa BbINMOJHUTE NH06bIE U3 CAeAyoLW X 4eUCTBUN:

e ANA aKTMBaLuK cnaM-puabTpa yctaHoBuTe dpaxkok NMpoBepATb NouTy Ha cnam;

e ecnn Bbl XOTUTe A06aBNATb CreLmanbHbI TEKCT B 3ar0N0BOK COOBLLEHNSA, pacnO3HaHHOMo Kak
cnawm, yctaHoBuTe paaxok flobaBnsaTe npepukc B Temy nucbma. [lobasisaembin TEKCT MOXHO
BBECTM B TeKCTOBOM Mose cnpaBa OT ¢nara. o ymonuvaHuto gobasnserca npedukc
***SPAM***.

® eC/u Bbl XOTUTe, YTOObI MPOBEePeHHbIe COObLLEHNA OTMeYannch Kak NpoYMTaHHbIe B CBOWCTBAX
nMcbMa, yctaHoBUTe Gpaakok OTMeTUTb MUCbMO KaK MpounTaHHoe. 10 yMonyaHuio Gaaxxok
OTMeTUTb MUCbMO KaK NPOoYUTaHHOE YCTaHOBJIEH;

e HacTpoliTe 6eJible 1 YepHble CnUCcKK AN GUAbTPaLLMK NUCEM.

! | y Ecan HekoTopble mucbMa 6bliM HeMpaBWAbHO pPacno3HaHbl, CAeAyeT OTMPaBUTb WX Ha
creumanbHble MOYTOBbIE aZpeca AN aHav3a M NMOBbILLEHUS KayecTBa paboTbl GuibTpa:

e MWCbMa, OLWMOBOYHO MPUHATBIE 3@ CnaMm, ClesyeT OTNpaBAaTb Ha  ajpec
vrnonspam@drweb.com;

Py KOBOACTBO MNOJib30BaTeENSA
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13. KoMmnoHeHTbI 3aWUTbl

e Hepacrno3HaHHble W MPOMyLLEeHHble Cram-COOOLLEeHUs caesyeT OTMNpPaBAATb Ha aapec
vrspam@drweb.com.

Bce coobueHns HeobxoAMMO BbiCbiNaTb TONBKO B BUAE BIOXKEHUS (a HE B Teae NUCbMA).

Benbi N UepHbIN CNUCKU

Benbliin 1 YUepHbIA CMUCKU INEKTPOHHbIX aApPeCcoB CayaT AN GUAbTPaLLMM COOBLLEHWI.

[na npocmoTpa v peaakTMpoBaHna 6e10ro uamM YepHoro Cnmcka, B HaCTporikax cnam-QuabTpa,
HaXxMuTe KHoMnky benbi cnncok nan YepHbiA CNINCOK COOTBETCTBEHHO.

MononHeHne 6enoro nan YepHOoro Crnucka

1. Haxxmute kHomky [,06aBUTb.
2. BBeauTe 31eKTPOHHBIV aapec B COOTBETCTBYOLLEE MOE.

3. Haxwmute kHonky OK B okHe PepakTupoBaTtbh CrIMCOK.

MN3meHeHMe aapeca B cnucke

1. BbibepuTe B crnivcke agpec, KOTOPbIM Bbl XOTUTE U3MEHUTb, Y HAXXMUTE KHOMNKY 3MeHNTb.
2. OTpesakTMpynTe HEOHXOAMMYIO MHDOPMaLMIO.

3. Haxwmwute OK B okHe PepakTtupoBaTtb CUCOK.

Yp,anel-wle ajjpeca U3 cnnucka

1. BbibepuTte B CNMCKe agpec, KOTOPbIA Bbl XOTUTE YAANNTb.

2. HaxmuTte KHOMNKY YAanurhb.

B okHe benbie n UepHbleé CMUCKN HaXXMuUTe oK, yTOObI COXPaHUTb BHECEHHbIE U3MEHEHNA.

Bbenbii cnucok

Ecam agpec oTnpaBuUTenAa AO6aB.I'IeH B 6e/bll CNNCOK, MUCbMO He noapepraeTtca aHanaMsy Ha
cogep>kaHme cnama. OAHaKO, ecnn JOMEHHOE MMA aApecoB noayyatena m oTnpaBuTena nnucbMa
coBnagaroT N 3TO AOMEHHOE UMA 3aHECEHO B 6enblh CNUCOK C MUCMONb30BaHUEM 3HaKa «*», TO
NMMCbMO NOABEPraeTca NpoBepKe Ha CraM. MeToabl BBOAA:

e UTObbl f06aBUTb B CMMCOK OMpPEeAENeHHOro OTMpaBUTENs, BBEAUTE €ro MOJIHbIA MOYTOBLIN
agpec (Hanpumep, mail@example.net). Bce nucbMa, MonyyeHHble C 3TOro ajpeca, 6yayt
AOCTaBNATLCA 6€3 NPOBEpPKM Ha cram;

o Ka)KAbIVI 3NeMeHT Cnncka MOXET cojep>XaTb TOJIbKO OAWH NMOYTOBbIN agpec nan oaHy Macky
NOYTOBbIX aZ4pPeCoB;

e yTo6bl J06ABUTL B CMUCOK OTMpaBUTENel agpeca OMnpeaeneHHoOro BWuAa, BBEAUTE MAcCKy,
onpesensroLyro JaHHble agpeca. Macka 3asaeT wabnoH ans onpeaeneHvs obbekta. OHa

Py KOBOACTBO MNOJib30BaTeENSA
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13. KoMmnoHeHTbI 3aWUTbl

MOXET BKIHOUaTb OOblYHblE CUMBOJbI, AOMYCTUMbIE B MOYTOBbLIX ajpecax, a Takxke
cneuuanbHbii  CUMBOJI  «*»,  KOTOPbIA  3aMeHsieT awbyto (B TOM  uuciae  MycTyro)
NoC/ieA0BaTeNbHOCTb JIFOBbIX CUMBOJIOB.

Hanpumep, gonyckarotcs cnegyrolime BapuaHThbl:
e mailbox@domain.com
e *box@domain.com
e mailbox@dom*

e *box@dom*

il 'f CUMBOA «*» MOXET CTaBUTbCA TOJIbKO B Hayane uian B KOHLLEe ajpeca.

CumBON «@>» 0bs3aTeneH.

yTObbl rapaHTUPOBAHHO MOJy4YaTb MWUCbMa C MOYTOBLIX a4PECOB B KOHKPETHOM JOMEHe,
MCMONb3yNTe CMMBOJ «*» BMECTO MMEHM Moab3oBaTens. Hampumep, 4ToObl Moay4yatb BCe
nMcbMa OT afpecaHToB U3 AoMeHa example.net, BBeguTe *@example.net;

yTObHbI rapaHTMpOBaHHO MNoay4yaTb MANCbMa C MNOYTOBbLIX aApeCcoB C KOHKPETHbIM WMMEHEM
nosb3oBaTtens ¢ Nto6oro ZoMeHa, UCMob3yTe CUMBOA «*» BMECTO UMeHM JoMeHa. Hanpumep,
yTObHbI nosy4yaTtb BCE€ NMMCbMa OT agpeCaHTOB C Ha3BaHMEM MOYTOBOrIO Al MKa «ivanov», BBeanTe
ivanov@*.

YepHbIY cnncok

Ecav agpec otnpasutens obassieH B YepHbIN CNUCOK, TO NUCbMY 63 JOMONHWUTENbHOrO aHan3a
npvcBanBaeTca CcTaTyc cnam. MeTtozbl BBOAA:

yto6bl A0HaBUTL B CMUCOK OMPEAENeHHOro OTNpPaBUTENs, BBEAUTE €ro MOJHbIA MOYTOBbIN
agpec (Hanpumep, spam@spam.ru). Bce nucbma, nosydveHHble C 3TOro ajpeca, OyayTt
aBTOMAaTMUECKM pacno3HaBaThCa KakK cnam;

Ka>|(ﬂ,bll>’l NIEMEHT CMNCKa MOXET cogep>KaTb TOJIbKO OAMH MOYTOBbIN agpec nan o4Hy Macky
NOYTOBbIX afpPeCcOoB;

ytob6bl A06aBUTL B CMMCOK OTNPaBUTENEN ajpeca OMNpeAeneHHOro BWAa, BBEAUTE Macky,
onpesensolWyro AaHHble agpeca. Macka 3ajaet WwabnoH ana onpegeneHvs obbekta. OHa
MOXET BKIHOYaTb OOblYHble CUMBOJbI, AOMYCTUMble B TMOYTOBbIX ajpecax, a Takxe
cneuuanbHbli - CUMBOAI  «*»,  KOTOPbIA  3aMeHsieT byt (B TOM  umcie  NycTyro)
nociefoBaTeIbHOCTb IFOObIX CMBOJIOB.

4TOObl rapaHTVPOBAHHO MOMeYaTb Kak crnam MuMcbMa C MOYTOBbIX afPeCcoB B KOHKPETHOM
AOMEHe, NCMONb3yTe CUMBOA «*» BMECTO UMEHU MoJab3oBaTens. Hanpumep, 4ytobbl nomeyaTb
Kak cnam BCe NMcbMa OT apecaHTOB U3 JOMeHa Spam.ru, BBeAuTe *@spam. ry;

YTOOblI rapaHTUPOBAHHO MOMeYaTb Kak CrnaM MMCbMa C MOYTOBbIX aAPECOB C KOHKPETHbIM
MMEeHeM MNoJsib30BaTeNA C NHO6Oro AOMeEHa, UCNOb3yUTe CUMBOA «*» BMECTO MMEHW AOMEHa.
Hanpumep, utobbl noMeyaTb Kak cnam BCe NMuUcbMa OT ajpecaHTOB C Ha3BaHMEM MOYTOBOrO
AlYKa «ivanov», BBeAUTE ivanov@*;

Py KOBOACTBO MNOJib30BaTeENSA
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ajpeca 13 JOoMeHa rnojyyaTtens He obpabatbiBaroTcs. Hanpvmep, €Civ MOUTOBBLIN  ALLMK
noayyatens (Ball MOYTOBbIA ALLMK) HAXOAWUTCSH B JOMeHe mail.ru, ToO NMcbMa, OTNpPaBAEHHbIE C
AoMeHa mail.ru obpabatbiBaTbca cnam-GuAbTPOM He ByayT.

13.6.4. Peructpauus cobbitnu

Dr.Web ans Outlook pernctpupyet owmbkmn n nponcxogalime cobbiTus B CAeAyroLWwmnxX XypHanax
perncrpauuu:

e XypHaa perucrpaumnmn cobbiTmi onepaumoHHon cuctemsl (Event Log);

e TEKCTOBbIN XXYPHaA OTA3AKMN.

)KypHan onepauVOHHOW CUCTEMBbI

B

XypHan perucrpaumm onepaumoHHon cuctembl (Event Log) 3aHocutca  cnegytroulas

nHdopmayms:

COO6LLI,€HMFI O 3anycke 1 OCTaHOBKE NMporpamMmmbl;

napameTpbl katoueBoro danna: 4elCTBUTENbHOCTb AN HEAEWNCTBUTENbHOCTb JULEH3UN, CPOK
AEeNCTBMA AnLeH3MM (MHbopMauma 3aHOCUTCA MpW 3amnycke MnporpamMMmbl, B npouecce ee
paboTbl 1 Npu 3ameHe kato4ueBoro Ganna);

napameTpbl MOAy/iei MPOrpamMmbl: CKaHepa, A4pa, BUPYCHbIX 6a3 (MHbopMaLma 3aHOCUTCS NMpu
3anycke nporpamMmbl U Npu 06HOBAEHUW MOAYNEN);

COObLUEeHME O HEAENCTBUTENILHOCTU NINLLEH3UKN: OTCYTCTBME KAHOUEBOro daina, OTCyTCTBUE B
KNtOUYEeBOM Gaine paspelleHVs Ha WCMO/b30OBaHWE MOAy/NeNn MpOorpaMMbl, JMLEH3USA
3ab610KMpPOBaHa, HapyLlleHWe LeNoCTHOCTM Kao4yeBoro daina (MHpopmMaums 3aHOCUTCS Npu
3anycke nporpaMMbl 1 B npoLiecce ee paboTbl);

coobLLeHNs 06 06HapYy>KeHUN BUPYCOB;

yBELOMEHMA O 3aBepLUEHMM CPOKa AeUCTBUSA AnLeH3nn (MHpopMaums 3aHocuTca 3a 30, 15, 7,
3,2 11 aeHb 4O OKOHYaHMA CPOKaA).

Yr10o6b1 NPOCMOTpETb XXypHa/ perncrpauumn cobbitnii onepaLuoHHON CUCTEMbI:

1.
2.

Otkpovite NMaHenb ynpaBaeHUs onepaLyoHHOM CUCTEMBI.
Bbibepute pasgen AgmmnHuctpupoBaHue — MpocmoTtp CobbiTUMA.

B neBon uyactn okHa MpocmoTp CobbiTui BbibepuTe NyHKT Mpunoxxkenune. OTKPoOETCH CNNCOK
COObITUI,  3aperucTpUpoBaHHbIX B >XXypHane MoJb30BaTeNbCKMMU  MPUNOXKEHUAMMN.
NcTounmkom coobuieHnn Dr.Web ans Outlook sBnsetcs npunoxeHne Dr.Web ansa Outlook.

TeKCTOBbIV YXKypHa/ OT/1ajKu

B TekCTOBbIV XXypHai OTAaAKM 3aHOCUTCA CeayroLlas MHPopmMaLms:

COODBLLEHNS O AENCTBUTENBHOCTY UM HEAENCTBUTENBHOCTU INLEH3NV;

Py KOBOACTBO MNOJib30BaTeENSA
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coobueHns 06 obHapy>KeHWW BUPYCOB;

coobLLeHns 06 owmnbKax 3anmucn nam yteHus Gannos, owmnbkax aHanM3a apxmMBoB Uan Gpainios,
3alLMLLEHHbIX Maponewm;

e MapameTpbl MOZyJei NPorpammsbl: CKaHepa, a4pa, BUPYCHbIX 6a3;

coobueHns 06 IKCTPEeHHbIX OCTaHOBKaX AApa NporpamMmbl;

YyBEAOMIEHMA O 3aBEPLUEHMM CPOKa AENCTBUS ANLEH3MM (MHPopMauus 3aHocuTcs 3a 30, 15, 7,
3,211 aeHb 4O OKOHYaHMA CPOKa).

Hactpoiika perucrpaumm cobbiTmii

1. Ha Bknagke AHTUBMpYC Dr.Web Haxmute kHonky XXypHan. OTKpOeTcs OKHO HacTpoek
>XypHana.

2. [lna MakcMManbHOW AeTanv3auny perncTpupyembix cobbiTU ycTaHOBUTE dnaxok Bectum
noApo6HbIN XXypHan. 10 ymoa4aHMIo COBbITUA PErUCTPUPYHOTCA B OBbIYHOM pexunme.

ilis BeseHve noapoOHOro TEeKCTOBOrO >KypHasa MnporpamMMbl  MPUBOAUT K CHUXKEHUIO

ObICTPOAENCTBUA CUCTEMBI, MO3TOMY PEKOMEHAYETCSA BK/IOUATh MaKCUMasIbHYH pernctpasmio

COObITUI TONBKO B Clyyae BO3HWKHOBEHWS OWWOOK paboTbl npunoxeHus DrWeb pans
Outlook.

3. Haxmwute kHonky OK ans coxpaHeHWs U3MEHEHWA.

,f_"l*: OkHO JXXypHan [JOCTYyNMHO TONbKO MPW HaAvuyuW y MOJb30BaTeNs MnpaB aZMUHUCTpaTOpa
CUCTEMBI.

Ans onepaumoHHon cuctembl Windows Vista v ctaplue npu Haxatum kHonku XKypHan:

e npu BkAtoyeHHoM UAC: agmuHucTpatopy OyaeT BblgaH 3anpoc Ha MOATBEPXKAeHWe
[eNCcTBUA NporpaMMbl, NoJib3oBaTesto 6e3 aAMUHUCTPaTMBHBIX NpaB byAeT BblAaH 3anpoc
Ha BBOZ, YYETHbIX AaHHbIX aAMUHNCTPaTOPa CUCTEMBI;

e npu BbikItoveHHOM UAC: aZMUHUCTPATOP CMOXET W3MEHATb HaCcTPOMKWM Mporpammbl,
noJib30BaTeNb He CMOXET MOYUNTb AOCTYMN K U3MEHEHUIO HacTpOeK.

MpocmoTp xypHana cobbiTnii

Ans nNpocMoTpa TeKCTOBOrO >ypHasia cobbITUA mporpaMMbl HaxmuTe kHorky [lokasatb B
nanke. OTKPOETCA Narnka, B KOTOPOM XPaHUTCA XypHan.

13.6.5. Cratuctuka nposepku

B noutoBom npwunoxeHun Microsoft Outlook B pa3gene CepBuc — Mapamerpbl — BkAagka
AntuBnpyc Dr.Web (an1a Microsoft Outlook 2010 B pasgene ®awn — MapameTtpbl —
Hapcrpoinikm Heobxoammo Bbibpate Dr.Web pgna Outlook v Haxatb kHonky MapameTpbl
HaACTPOMKN) COAEPXMTCA CTaTuCTMyeckas WHPopmaumsa o6 obliem konauyectBe 0OBLEKTOB,
MpoBepeHHbIX 1 06paboTaHHbIX MPOrpamMmMon.

Py KOBOACTBO MNOJib30BaTeENSA
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O6bekThl pasfenaroTca Ha caegyrounme Kateropumm:

o HPOBGPEHO - o6u.|,ee KOJIMYeCTBO NMPOBEPEHHbIX NMNCEM;

MHPULMpoBaHHbIX — KOIMYECTBO NMUCEM, COAep>Kalle BUPYChI;

Mopo3puTenbHbIX — KOJAMYECTBO MUCEM, MPEAMNONOXKUTENBHO 3apPaXKEHHbIX BUPYCOM
(cpabaTbiBaHMe 3BPUCTMUECKOTO aHaNN3aTopa);

BbineueHo — KONMYECTBO OOBHEKTOB, yCnewHO BblNeYeEHHbIX I'IpOFpaMMOVI}

HenpoBepeHHbIX — KO/MYeCcTBO OOBLEKTOB, MpPOBEPKa KOTOPbIX HEBO3MOXHa WM Mpu
npoBepKe BO3HWK/IN OWNOKY;

¢ Yucrbix — KOANYECTBO MUCEM, HE COAEepPXKaLLMX BPEJOHOCHbBIX OOBEKTOB.
3aTeM yKa3blBaeTcA KOANYeCTBO 0O6BbEKTOB, K KOTOPbIM BblN MPUMEHEHbI AeCTBUA:

¢ MepemeLteHO — KONNYECTBO O6BEKTOB, NepemeLLeHHbIX B KapaHTuH;
e YpaneHo — KomyecTBo 06bEKTOB, YAaleHHbIX U3 CUCTEMbI;
¢ MponyueHo — KoAMYecTBO 06BLEKTOB, MPOMYyLLEHHbIX 6€3 N3MeHeHn);

e Cnam-nmncem — KOAMYECTBO MNCEM, pacno3HaHHbIX KaK CraM.

Mo ymonuaHuo CTaTUCTUKA coxpaHseTcs B ¢anne drwebforoutlook.stat, koTopbii HaxoauTcs B
nanke %USERPROFILE%\Doctor Web.

;_"l*: CraTmcTmyeckas MHPoOpMaLLMS HakanaMBaeTcs B paMKax OfHOM ceccuun. Nocie nepesarpysku
KoMnbroTepa, nan npu pectapte Dr.Web Security Space, ctatnctuka obHynsetcs.

13.7. NpeBeHTUBHaA 3aWinTa
B AAaHHOM pas3jene Bbl MOXeTe HaCTpOUTb peakunto DrWeb Ha AeﬁCTBV]ﬂ CTOPOHHMUX

MPWIOXEHWI, KOTOPble MOTYT MPMBECTUN K 3apaXkeHMIo Ballero KOMMboTepa, U BbibpaTb yPOBEHb
3alUTbl OT IKCMJIONTOB.

Py KOBOACTBO MNOJib30BaTeENSA
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(® KoMmmnoHeHTb! PexcuM paboTl
3aLUmTh

OnTMManeHsIA (pekKomeHayeTcs) v

SplDer Guard MzmeHnTs napameTpsl BAOKMPOEKM NOAOZPUTELHLIX AeACTEUA

SpIDer Gate HMzmeHnTs napaMeTpbl A0CTYNa ANA NPMA0XEHWA

SplDer Mail ~
3amMTa OT 3KCNIonTOB
Ckanep

EJ'IOKIr‘IpOEIETh WMCNOAHEHWE HEAETOPWI0BaHHOMND KoAa A

bpaHamay3
p y p 13 OnNuUMA NOZBONAET 6J'IOKP'Ip0EIETI:| EpelOHOCHBIE oﬁ'bercrbl, KOTOpBIE MCNOABIYHIT

yAazeumocti B Adobe Reader, Internet Explorer, Firefox n apyrux useectHbix
MpPOrpanMa.

rlpEEIEHTI."I BHaA 3allunTa

©)

Mpw 3TOM Bbl MOXeTe 3ajaTb OTAE/NbHbIN PEXUM 3aliWTbl ANA KOHKPETHbIX MPUIOXEHWUA U
06LWMI pexXnM, HaCTPOMKN KOTOPOTro ByAyT NPUMEHATLCA KO BCEM OCTa/lbHbIM MpoLeccam.

Ana 3apaHna obLiero pexrviMa NpeBeHTUBHOW 3aLUuThl, BbibepuTe ero B cnuncke Pexxum pab6otbl
AN Haxkmute Ha onuunio UsMeHUTb NnapameTpbl 6/10KMPOBKU NOAO3PUTE/IbHBIX AEUCTBUNA. B
nocneAHem cnyvae OTKPOETCA OKHO, rAe Bbl CMOXeTe NoApobHee 03HAKOMMUTLCA C HaCcTPOMKamum
ANA KaXAOrO M3 pPeXyMOB WM U3MEHWUTb MX. Bce M3MeHeHWAa B HacTpoWKax COXPaHANTCA B
Monb3oBaTeNbckoM pexkume paboTbl. B 3TOM OKHe Bbl TakXKe MOXeTe Co3AaTb HOBbIA MPOPUb
A9 COXPAHEHWNA HY>KHbIX HAaCTPOeK.

Co3paHue HoBoOro npogunsa

1. Haxmute KHOMKY ®
2. B oTKpbiBLIEMCA OKHE YKaXkKuTe Ha3BaHWe 411 HOBOro nNpoduns.

3. lMpocMoTpuTe HACTPOMKWM 3aluThbl, 3aJaHHble MO YMOAYAHUKO UM, NpU HeobXoAMMOCTH,
OTpesaKkTUpyuTe unx.

Ana 3agaHna HacTpoek MNPeBEHTVBHOM 3alUWTbl AN KOHKPETHbIX MPWIOXKEHWA, Haxmute Ha
onuuio UsmeHnTb NapameTpbl A4OCTyna AN NPUIOXKEHUN. B OTKpbIBLLEMCA OKHE Bbl MOXeTe
A06aBUTb HOBOE MPaBWIO ANA MPUIOXKEHWUA, OTPeAaKTUPOBAaTb YXKe CO3JaHHOe MpPaBuao UK
YAANUTb HEHY>KHOE.

[ o6aBneHue npaBuna

1. Haxmute KHOMKY ®

PYKOBO,U,CTBO nosib3oBatens
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13. KoMmnoHeHTbI 3aWUTbl

2. B oTKpbIBLUEMCA OKHe HamuTe KHonky O630p 1 ykaxuTe nyTb K UCMOAHAeMOMY daniy
NPUOXKEHUSA.

3. NMpocmoTpUTe HACTPOMKM 3alnThbl, 3aZaHHble MO YMONYaHUIO U, MPU HeobXoAMMOCTH,
oTpesakTUpymTe unx.

"'|_TO6bI OoTpefakKTMpoBaTb y>Xe CO34aHHOE NMpaBuio, Bbl6epl/lTe €ro u3 Crnncka n HaXkMunTe KHOMKYy

L)
L

P

YTobbI YAannTb y>XXe Co34aHHOEe npaBuio, Bbl6epl/ITe €ro 13 Cnmcka N HaXxxmMmTe KHOMKY o

MoapobHee ¢ HacTpOMKaMM KaxZOro U3 pexkxMmoB paboTbl Bbl MOXETe O03HAKOMUTHLCA HUXE B
pa3zgene YpoBeHb NPEBEHTUBHOW 3aLLMUThI.

YpoBeHb NpeBeHTUBHOMN 3alUThbl

B pexume paboTtsl OnTMMasbHBIA, yCTaHOBJAEHHOM MO YyMon4daHuto, Dr.Web 3anpeuwaer
aBTOMaTMyecKoe UM3MEHeHMe CUCTEMHbIX OObekToB, MoAMbUKaumsa KOTOPbIX OAHO3HAYHO
CBMAETENBCTBYIOT O MOMbITKE BPEJOHOCHOrO BO3AENCTBMA Ha OMepaLMOHHY0 cucteMy. Takxke
3anpeLaeTcs HU3KOYPOBHEBLIM AOCTYN K AUCKY U MoanduKkaumsa danna HOSTS.

CpeaHuN ypoBeHb 3aliMTbl MOXHO YCTaHOBWUTb MpPU MOBbILEHHOW OMacHOCTM 3apaxkeHwus. B
AaHHOM pexwuMe AOMONHUTENbHO 3anpeLlaeTca AOCTyn K TeM KpUTUYeckM obbekTam, KoTopble
MOTYT MOTEHLMaAbHO MCMOb30BaTbCA BPEAOHOCHBIMW NMPOrpaMmMamu.

;_"l*: B gaHHOM pexume 3aluTbl BO3MOXHbl KOHGIMKTbI COBMECTUMOCTU CO CTOPOHHWUM
MporpaMMHbIM ObecrneyeHreM, NCMOJb3YHOWMM 3alLULLAEMbIE BETKM PeecTpa.

MapaHoupanbHbIW ypOBeEHb 3aLUWUTHI HEOOXOAMM ANA MONHOrO KOHTPOAA 3a AOCTYNOM K
Kputndecknm obbektam Windows. B gaHHOM ciyyae BaM Takxke byaeT AOCTyMeH MHTepakKTVBHbBIN
KOHTPO/Ib 3a 3arpy3kon ApanBepoB 1 aBTOMaTUYECKUM 3amnyCckOM NporpamMm.

B pexvume paboTbl Monb3oBaTenbCcKMA Bbl MOXeTe BblOpaTb YPOBHW 3aLUWTbl ANA KaXAOro
obbekTa No CBOEMY YCMOTPEHWIO.

3awmwaembii  OnucaHuve

06beKT

LlenocTHOCTb [laHHas HacTpolika MO3BOJSET OTCNEXMBATb MPOLLECCHl, KOTOpPble BHEAPSAHOTCS B
3anyLLeHHbIX 3anyLleHHble MPUIOXKEHNs, UTO SBASETCA Yrpo30i GesonacHOCTU KommbroTepa. He
NPUIOXKEHU OTCNEXMBAETCS MOBEAEHNE TeX NMPOLLeCCOB, KOTopble o6aBAeHbl B VckatoueHus.
LlenocTHOCTb [laHHas HacTpolika MO3BOJSIET OTCNEXMBATb MPOLLECChl, KOTOpble MOAUGULIMPYHOT
tdannos no/sb30BaTeNbckme Gaiibl MO U3BECTHOMY anropuTMy, CBUAETEbCTBYHOLLEMY O TOM,

no/ab30BaTesen 4YTO Takme npoueccbl ABJAHKOTCA yrpo30|7| 6e3onacHoCTH KOMMbrOTEPA. He
OTC/IEXMBAETCA MoBejJeHMe TeX npoueccoB, KOTOpPbIe AO6aBJ’IeHbI B WckaroueHwus.
,ﬂ'flﬂ TOro yTO6bI 3aWnNTUTb CBOW AaHHbIE OT HECAHKUMOHUNPOBAHHbIX N3MEHEHWI, Bbl
MOXXeTe HaCTPOUTb CO3AaHKeE 3all/llideMbIX KOMUIA Ba>KHbIX q)al‘/lIJ'IOB.

Py KOBOACTBO MNOJib30BaTeENSA
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OnucaHue

®ann HOSTS wmcnonb3yeTcs onepaLMoHHON CUCTEMOW ANS YMNPOLEeHUs AocTyna K
cet VHTepHeT. MIameHeHusa 3toro danna Moryt ObiTb pesynbTatoM paboTbl BUpyca
WAV ApYron BpeAOHOCHOW NporpamMmMbl.

[JaHHas HacTpolika No3BOAseT 3arnpeLiaTb NPUIOXKEHWAM 3amnncb Ha XeCTKMI ANCK
NMOCeKTOPHO, He obpalyasch K GansoBoON cnucTeme.

[JaHHas HacTporika MO3BO/SET 3anpeliatb MPUIOXKEHUSM 3arpy3Ky HOBbIX WK
Hen3BEeCTHbIX ApalBepoOB.

Mpoure HacTpOMKM MO3BOAAKT 3aliMLLaTh OT MoAMdUKaLMM BETKN peecTpa (Kak B
cmcTeMHoM npodune, Tak 1 B Npoduasx BCEX NOAb30BaTeseN).

[Joctyn k Image File Execution Options:
o Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options
[Joctyn k User Drivers:

e Software\Microsoft\Windows NT\CurrentVersion\Drivers32

e Software\Microsoft\Windows NT\CurrentVersion\Userinstallable.drivers
MapameTpbl 060104k Winlogon:

o Software\Microsoft\Windows NT\CurrentVersion\Winlogon, Userinit, Shell, UIHost,
System, Taskman, GinaDLL

HoTtundukatopsl Winlogon:
o Software\Microsoft\Windows NT\CurrentVersion\Winlogon\Notify
ABTo3anyck obosoukn Windows:

e Software\Microsoft\Windows NT\CurrentVersion\Windows, Applnit_DLLs,
LoadAppInit_DLLs, Load, Run, IconServiceLib

Accoumaumm NCnonHsemblx Garinos:

e Software\Classes\.exe, .pif, .com, .bat, .cmd, .scr, .Ink (knrounm)

o Software\Classes\exefile, piffile, comfile, batfile, cmdfile, scrfile, Inkfile (kntoun)
MonuTtnkn orpaHnyeHuns 3anycka nporpamm (SRP):

o Software\Policies\Microsoft\Windows\Safer

Mnarunel Internet Explorer (BHO):

e Software\Microsoft\Windows\CurrentVersion\Explorer\Browser Helper Objects
ABTO3anyck Nporpamm:

e Software\Microsoft\Windows\CurrentVersion\Run

e Software\Microsoft\Windows\CurrentVersion\RunOnce

Py KOBOACTBO MNOJib30BaTeENSA
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3awmwaembii  OnucaHue
06beKT

Software\Microsoft\Windows\CurrentVersion\RunOnceEx

Software\Microsoft\Windows\CurrentVersion\RunOnce\Setup

Software\Microsoft\Windows\CurrentVersion\RunOnceEx\Setup

Software\Microsoft\Windows\CurrentVersion\RunServices

Software\Microsoft\Windows\CurrentVersion\RunServicesOnce
ABTO3anycK MNOANTUK:

o Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run
KoHdurypaums 6e3onacHoro pexuvma:

e SYSTEM\ControlSetXXX\Control\SafeBoot\Minimal
e SYSTEM\ControlSetXXX\Control\SafeBoot\Network

MapameTpbl Session Manager:
o System\ControlSetXXX\Control\Session Manager\SubSystems, Windows
CncteMHble cnyx6bil:

e System\CurrentControlXXX\Services

;_"l*: Ecnm npu yctaHoBKe BaXkHbIX OBHOBIeHWI OT Microsoft uam npu yctaHoBke u pabote
nporpamMm (B TOM 4mciae nporpamm gedpparmMeHTaumm) BO3HWUKAKOT MPobaembl, BPEMEHHO
OTKNHOUNTE NMPEBEHTUBHYHO 3aLLUTY.

Bbl MOXeTe HacTPOUTL BbIBOZA YBEAOMIEHWNA O AENCTBUAX NPEBEHTUBHOW 3aLLWTbI Ha 3KpaH U
OTNpPaBKy 3TVX YBEAOMJIEHWI Ha NEKTPOHHYH MOYTY.

3awmTa OoT 3KCN/IONTOB

JTa onuwmA nNo3BoaseT 6J10KMpoBaTb BPEAOHOCHbIE OOBEKTbI, KOTOPbIE NCMOB3YHOT YA3BMMOCTY B
NONyAAPHbIX NPUAOXKeEHNAX. B cooTBeTCTBYOWEM BbINaAatoLLEeM CNMCKe Bbibepute NoaxoaaLmni
YPOBEHb 3aLMTbl OT IKCMIONTOB.

YpoBeHb 3aluThl OnucaHue
BnokunpoBaTb MonbiTka BPejOHOCHOrO 06bekTa MCMONb30BaTh YA3BMMOCTU B NMPOrPaMMHOM
ncnoaHeHve obecneyeHun Ana  NoOAyyveHUs  AOCTyna K  KPUTUYeCKMM  obiactam

HeaBTOPM30BaHHOIO  OMepaLMOHHOM cucTeMbl ByaeT aBToMaTnYeckn 3abaokmpoBaHa.
Koza

VHTepaKTVBHbIN Mpv nonbiTke BPEAOHOCHOrO OObekTa WCMoAb30BaTh  YA3BUMOCTM B
pexmm nporpaMMHOM ObecrneyeHun Aas  MOJYyYEeHUs JOCTyna K  KPUTMYECKUM

Py KOBOACTBO MNOJib30BaTeENSA
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HeaBTOPM30BaHHOIO
Koza

13. KoMmnoHeHTbI 3aWUTbl

OnucaHune

obnactaMm onepaynoHHoM cuctembl, DrWeb BbiBeseT cooTBeTcTBYyHOLLEE
coobuieHmne. O3HakoMbTeCh C MHbOPMaLMen 1 BbiIbepute Hy>KHOe LeCTBUE.

MonbiTka BPeAOHOCHOrO 06bekTa UCMO0/Ib30BaTh YSA3BMMOCTU B NMPOrPaMMHOM
obecrnieyeHUn  Ans  MOAYYEeHMs  JOCTyna K KPUTMYeckMM  obiactam
ornepaLyoHHOW CUCTEMbI BYAEeT aBTOMaTMUECKM pa3peLleHa.

Py KOBOACTBO MNOJib30BaTeENSA
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14. Cratuctuka

YTobbl NMpOCMOTPETL CBeAeHMA O paboTe KOMMOHEHTOB, OTKpoWTe MeHto SplDer Agent@ n
nepenaute B pasgen CraTtucruka b, Ha cTpaHvue CraTMCTMKa JOCTYMHbI OTYeTbl ANA
cnepyroLmX rpynmn:

® Yrposbl

e ObHoBNEHME

e PoanTeNbCKNIN KOHTPOIb

Ansa 3anucen rpynn Yrpo3bl 1 O6HOBAEHME J0CTyneH NogpobHbIn oTyeT. [na 3anucen otyeta
BO3MOXHO NpumMeHeHue GuabTpoB.

B rpynne PoauTenbckmuii KOHTPO/Ib OTPaXkaeTcsa CTaTUCTMKa 3abaokmnpoBaHHbIX URL and kaxaon
YyUYeTHOM 3anuncw.

B oTueTe dpukcnpyroTca cnegyrouime CBeAeHus:

e YactoTa noceuleHui;
e [leicTBME;

e URL.

Ana  3anvcen oTyeTa WMEOTCA MpeayCcTaHOBAEHHble GUALTPbI, KOTOpPble AOCTYMHbI B
BblNagaroLeM Cnmcke BBEPXy CTPaHuLibl.

#

C nomoupto kHOMKKM 2 Bbl MOXeTe yAanuTb, CKOMUPOBATh, 3KCMOPTUPOBATb BbIAENEHHbIE
COObITVA NN BECb OTHET LIEIMKOM, a Tak>Ke OUYNCTUTb OTYeT.

CeTeBas aKTUBHOCTb
Ecan ycraHosneH bpanamayap Dr.Web, Bam gocTyneH oT4eT no ceTeBOW akKTUBHOCTW.

Bbl MOXeTe yBMAETb AaHHble MO aKTMBHBLIM MPWUAOXKEHWAM, XYPHaNy MPUNOXKEHWN, XypHany
nakeTHoro ounbTpa. 111 3T0ro BbibepuTe Hy>KHbIV OO6BEKT B BbiNagatoweM Crmcke.

ﬂ'flf-l KaXA0ro akKtTMBHOIo npumao>XeHnda B OTHETE 0T06pa>|<aeTca:

e HaripaBaeHne nepegayn AaHHbIX;

NpPoOTOKO/ paboTbl;

NOKaNbHbIN aapec

yAaneHHbIN agpec;

® pasMep OTNpPaB/IEHHOIO NakeTa AaHHbIX;

pasmMep MoJlyueHHOro nakeTa AaHHbIX.

Py KOBOACTBO MNOJib30BaTeENSA
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B >XypHane NpuioXeHul Bbl yBUANTE:

® BpEMA Ha4dana pa6OTbI NPUAOXKEHNSA;

® /IMA NPUNOXKEHNA;

MMA NpaBuia 06paboTKmM MNPUNOXKEHWS;

HanpaB/ieHne nepegayn JaHHbIX;

JecTBUE;

LeneBon agpec.

B >ypHane nakeTHoro punbTpa oTobpaxkatoTcs Caesytoline aHHbIe:

Bpems Hayana 06paboTkm nakeTa AaHHbIX;
e HanpaB/ieHVe nepesayv nakerta AaHHbIX;

e 1MmA nNpaBmaa obpaboTky;

NHTEPPENC;

cogep>XnMmMoe naketa.

o,

C nomoLLbo KHOMKM ' Bbl MOXETE 3KCMOPTUPOBAThb 3aMnCK XYPHANOB UAN OUUCTUTL XYPHabI
OT 3anucen.

Moppo6HbIN oTueT

YT0bbl NMPOCMOTPETb MOAPO6HbLIM OTUET O CobbITMAX paboTekl Dr.Web, Bbibepute HyxHOe

cobbITME U HaxXMUTe KHOMKY /. [TOBTOpHOE HaXaTune 3TON KHOMKMK CKPOET NoAPObHbIe AaHHble
O COBbITUN.

_f' ."'.

C NMOMOLbHO KHOMKK 2V Bbl MoxeTe YAanunTb, CKONMMPOBAaTb, 3KCMNOPTMPOBATb OTAEJIbHbIE
CcobbITNSA NN BECb OTYET LEeMKOM, a TakKXe OUNCTUTb OTYET.

Ans otbopa cObbITUI MOXHO BOCMO/Ib30BaTbCs GUABTPAMM.

PunbTpbl

YTobbl MOCMOTPETb B CMMUCKE TOJBKO Te CObBbITMA, KOTOpble COOTBETCTBYHOT OMNpeAeseHHbIM
napameTpam, BOCMOAb3ynTeCh PuabTpamu. [na BCex OTYETOB MMETCA NpeAyCcTaHOB/EHHbIe
buUAbTPBLI, KOTOPbIE JOCTYMHbI B BbINajatoLLeM CrMCKe BBEPXY CTPaHWLLbl KaXA0W rpynmbl.

Bbl MoxeTe co3jaBaTb COOCTBEHHble OUALTPLI CO6LITMIA. YTODLI CO3aaThb HOBbLIA GUALTP,

HaXxmuTe KHoMKy “£/ 1 BblbepuTe NyHKT Co3AaTh B BbinajatowwemM cnuncke. B oTKpbIiBLLIEMCA OKHe
yKaxute Heobxoaumble Kputepun dunbtpauun. ObpaTute BHUMaHWe, Yto B nose KommnoHeHT
Bbl MO>XETe 3alaTb Cpa3y HECKO/IbKO KOMMOHEHTOB.

Py KOBOACTBO MNOJib30BaTeENSA
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CobbITMs MOXHO OTGUALTPOBaTb MO KojaMm. [na 3Toro ykaxute mx B none Kopg (Hanpumep:
100-103, -102, 403) B COOTBETCTBUMN CO CEAYHOLLMMW NPaBUAAMN:

® KOAbl HY>XHO yKa3blBaTb Yepes 3anaTyo;
® MOXHO YyKa3blBaTb AMana3oH Koaos (Hanpumep, 100-103);

® CUMBOA «-» Mepes KOAOM NCKAKOYAET €ro U3 gnanasoHa.

Takum obpasom, 3anncb Buaa «100-103,-102, 403» O3Ha4aeT, UTo HeOHXOAMMO NoKa3aTb BCe
cobbiTna ¢ «100» no «103». HO NCcKAUNTL U3 PuabTpa Kog «-102» 1 nokasaTtb cobbiTne «403».

CO3,£I,aHHbIe NMo/Ib30BaTENIEM (I)VIIIprbI MO>XXHO U3MEHUTb AN YAaIUTb.

Py KOBOACTBO MNOJib30BaTeENSA
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MpunoxxeHuns

NMpunoxxeHue A. lononHuTeNbHbIE NapaMeTpPbl KOMaHAHOW

CTPOKM

Kntoum KOMaHAHOW CTPOKM WCMO/b3YHOTCA AN 3afaHWA MapameTpoB MporpamMmam, KoTopble
MOTyT 6bITb 3anyLLeHbl MyTeM OTKPbITUA Ha BbINMOJHEHWE UCMONHAEMOrO dalina. 3TO OTHOCUTCA K
CkaHepy Dr.Web, KoHconbHOMy ckaHepy 1 kK Moaynto aBToMatnyeckoro obHosaeHus. [pn 3Tom
KNKOYM MOTYT 3aZaBaTb MapameTpbl, OTCYTCTByHOLIME B KOHOUrypaumoHHoM daine, a ana Tex
napameTpoB, KOTOPble B HEM 3aZiaHbl, UMetoT 60o/iee BbICOKNIN MPUOPUTET.

Kntoum HaumHatoTcs C cumBOfa «/» W, Kak W OCTajbHble MapaMeTpbl KOMaHAHOW CTPOKMW,
pasgenarotcsa npobenamu.

Kntoum nepeyncieHbl B aflq)aBMTHOM nopagke.

Mapametpbl ana CkaHepa n KoHconbHOro ckaHepa

/AA — aBTOMaTUYeCKU NPUMEHATb AeNCTBUA K 06HapyXeHHbIM yrpo3am. (Tonbko ans CkaHepa).
/AC — NPOBEPATb MHCTANNALMOHHbBIE NakeTbl. [10 yMOAYaHWIO ONLMS BKAOYEHa.

/AFS — WCNoAb30oBaTb MPSAMOW Clew MpW YKasaHUW BJIOXKEHHOCTM BHYTpu apxua. [lo
YMOJIYaHUO OMLMA OTKAHOUEHa.

/AR — MPOBEePATb apxMBbl. [10 yMOAUYAHUIO OMLMA BKAKOYEHA.

/ARC : <K03¢hbuyueHm_cxamusa> — MakCMMabHbIN ypOBEHb CkaTua. Ecam ckaHep onpeaenser,
yto KO3QPUUMEHT CKaTUA apxuMBa MNpPEBbIWAET YyKa3aHHbIW, pacnakoBka W MNpoBepka He
npowussoauTca. No ymonyaHuto — 6e3 orpaHnYeHui.

/ARL : <ypOB8eHb_B8/I0)KeHHOCMU> — MaKCMMaJlbHbli YPOBEHb BJIOXKEHHOCTU MPOBEPAEMOrO
apxuBa. [1o ymonuaHuto — 6e3 orpaHuYeHnin.

/ARS:<pa3mep> — MaKCMMaJbHbIi pa3Mep MPOBEPsieMOro apxvea, B kunobawtax. [lo
YyMOJYaHNIO — 6€3 orpaHUYeHn.

/ART: <pa3mep> — MOPOr MPOBEPKWU YPOBHA CXKaTus (MUHMMaNbHbIA pa3mMep daina BHYTpU
apxuBa, HauuMHas C KOTOporo OyaeT MNpPoM3BOAUTLCA NpoBepka KoddduumeHTa okatus), B
knnobawntax. Mo ymonyaHuto — 6e3 orpaHnYeHnin.

/ARX: <pa3zmep> — MaKCMMaJbHbI pa3Mep NpoBepsaeMbix OOBLEKTOB B apxvBax, B kuiobaunTax.
Mo ymonuaHuto — 6e3 orpaHnyYeHuI.

/BI - BbIBECTU MHOOPMALMIO O BUPYCHbIX Ha3ax. o ymonuaHmo onuus BKAKOYEHaA.

Py KOBOACTBO MNOJib30BaTeENSA
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/CUSTOM — 3anyctutb CkaHep Ha CTpaHuLe BbIOOpo4YHOM npoBepkwn. Ecav mpu aToMm 3asaHbl
[AOMONHUTENBHbIE MapaMeTpbl (HanpuMep, 06beKTbl A8 NPOBEPKM nan napameTpsl /TM, /TB), To
byzeT 3anyLieHa BbIbOpoYHas npoBepka ykasaHHbIXx 06bekToB. (Tonbko ana CkaHepa).

/CL - ncnonb3oBaTb obaauHbln cepsmc Dr.Web. Mo ymonuyanuto onumsa BkatoueHa. (Tonbko ans
KoHconbHoro CkaHepa).

/DCT - He oTobpaxaTb pacyeTHOe BpeMsa nposepku. (Toabko ana KoHnconbHoro CkaHepa).
/DR — PeKypCMBHO MPOBepPATb Manku (MpoBepATb nognanku). [1o ymonyaHuto onumna BKAKOYEHa.
/E : <K0/IU4ecmaeo_nomokos> — rpoBecT/ MPOBEpPKY B yKa3aHHOE KOJNNYECTBO NMOTOKOB.

/FAST — npowu3BecT ObICTPYO MPOBEPKY CUCTeMbl. ECIM nMpu 3TOM 3agaHbl JOMONHUTENbHbIE
napameTpbl (Hanpumep, o6bekTbl Ana NpoBepkn wuanm napametpbl /TM, /TB), To ykasaHHble
0bbekTbl TakKe byayT npoBepeHsbl. (Tonbko ana CkaHepa).

/FL: <umA_galtna> — NpoBepATb NyTH, yKa3aHHble B darine.

/EM: <Mmacka> — nposepATb darabl No Macke. 1o yMONYaHUIO MpOBepKe MOABEpPraloTca BcCe
dannbl.

/FR: <pe2ysisipHoe_sbipaxeHue> — npoBepaTb alabl N0 pPeryaspHoMy BblpaxeHuto. [lo
YMOJIYaHUIO MPOBEpPKe NOoABEPratoTcs BCe Gpanbl.

/FULL - NpOW3BECTM MOJHYIO NMPOBEPKY BCEX XXECTKUX JNCKOB M CbEMHBIX HOCUTENEN (BKIto4as
3arpy3ouHble cekTopbl). Eciv npu 3TOoM 3agaHbl JOMOAHUTENbHbIE MapaMeTpbl (Hanpumep,
06BbeKTbl AN NpoBepkn nam napametpbl /TM, /TB), To ByaeT npou3BeaeHa HbICTpas NpoBepka u
npoBepka ykasaHHbIx 06bekToB. (Tonbko ana CkaHepa).

/FX:<mMacka> — He npoBepATb dainbl, cooTBeTcTBytoW e Macke. (Tonbko ans KoHconbHoOro
CkaHepa).

/GO — pexxum paboTbl CkaHepa, Npu KOTOPOM BOMPOCHI, MOApa3yMeBatoLe oxXmaaHme oTeeTa
OT NoAb30BaTeNs, MPOMNYCKakOTCA; peweHns, TpebytoLmne Bbibopa, NPUHMMAKOTCA aBTOMaTUYEeCKU.
DTOT pexuM MOJEe3HO MCMO/b30BaTh AJs1 aBTOMATUYeCKOM NpoBepku Garaos, Hanpumep, npu
€XeLHEBHOW NN eXeHeeNbHOW NpOoBepKe XeCTkoro Ancka. B komaHaHOW cTpoke HeobxoamMmo
yKasaTb 06bekT ans npoBepku. Bmecte ¢ napametpom /GO TakXke MOXHO MWCMO/b30BaTh
napametpsl /LITE, /FAST, /FULL. B 3TOM pexxume npu nepexoge Ha paboTy oT baTtapen npoBepka
npekpaLLaeTcs.

/JH van /? — BbIBECTU Ha 3KpaH KpaTKyto cnpaBky o pabote ¢ nporpammout. (Tosbko ans
KoHconbHoro CkaHepa).

/HA — NPOW3BOAWUTb 3BPUCTUYECKMI aHann3 GaiioB M MOWUCK B HUX HEU3BECTHbIX yrpo3. o
YMOJIYaHUIO OMLMS BK/IOYEHA.

Py KOBOACTBO MNOJib30BaTeENSA
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/KEY : <ksro4esol_ghalin> — ykasaTb NyTb K katoueBomy dawnny. [Mapametp Heobxogum B TOM
cnyyae, ecau KAoYeBOM dalnin HaxoAMTCA He B TOW >Ke narnke, Yto W ckaHep. Mo ymonyaHuto
ncnonbsyetca drweb32.key nav apyroun noaxoaawmm ns nankn C:\Program Files\DrWeb\.

/LITE - NPOW3BECTW CTapTOBYIO MPOBEPKY CUCTEMbI, MPU KOTOPOWN NPOBEPAOTCA onepaTvBHas
MamAaTb W 3arpy30uYHble CeKTOpbl BCEX AMCKOB, a TakXe MpOBeCcTM MPOBEpPKYy Ha Hanuuyue
pyTKMTOB. (Tonbko Ansa CkaHepa).

/LN - npoBepsTb dalibl, Ha KOTOPbIE YKa3biBarOT APAbIKKL. 10 yMOAYAHMIO OMNLUMS OTK/IOYEHA.
/LS — NpoBepsTb NoJ y4yeTHoM 3anucbio LocalSystem. Mo ymonuaHmto onuus oTkaroueHa.
/MA - NpoBEpPSATb NOYTOBbIE Paibl. 10 yMONUaHMIO ONUUSA BKAKOUEHA.

/MC : <4YUC/I0_NONLIMOK> — YCTAaHOBUTb MaKCMMaJbHOE YMCNO MOMbITOK BblieunTb dann. Mo
YyMOYaHNIO — 6€3 orpaHNYeHn.

/NB — He co3jaBaTb pe3epBHble KOMWUW BblIEYEHHbIX/YAan€HHbIX ¢dannos. o ymonuaHuto
OnuMA OTKIIOYEHa.

/NI[:X] - ypOBeHb UCMOJb30BaHWNA PeCypCcoB CUCTEMbI, B MpoLeHTax. Onpesenser KOIMYeCTBO
NamAaTU MCNONb3yeMOW ANS NMPOBEPKMN N CUCTEMHBIA MPUOPUTET NPOBEPKN. o ymMonyaHuto — 6e3
OrpaHnYeHni.

/NOREBOOT - OTMeHSeT nepesarpysky 1 BblkitoyeHne nocae nposepku. (Tonbko ana CkaHepa).
/NT - nposepaTb NTFS-notoku. [1o ymos4aHUto onumsa BKAOYEHA.

/OK — BbIBOAUTb MOJIHbIA  CMNCOK npoBepAaemMbIX 06beKTOB, conpoBo>XXjad He3apa>eHHble
nometkon Ok. o YMOJYaHUKO OonunAa OTKAKOYEHaA.

/P:<npuopumem> — NPUOPUTET 3anyLEeHHON 3ajayn NPOBepkM B obLien ouvepeamn 3azad Ha
npoBepky:

0 — HU3LWINA.

L — Hu3KuN.

N — 06bIUYHbIN. [PUOPUTET MO YMONYAHMIO.

H — BbICOKMA.

M — MakKcuManbHbIN.

/PAL: <ypoB8eHb_B/I0XXeHHOCMU> — MaKCUMaJlbHblA  YPOBEHb  BJOXEHHOCTM  YMaKOBLUNKOB

ncnonHaemoro daina. Ecim ypoBeHb BNOXEHHOCTW MpeBbllLaeT yKasaHHbIN, nposepka byaeTt
NPOU3BOANTLCA TONBKO A0 YKa3aHHOTrO YPOBHSA BAOXeHHOCTU. [To ymonyvaHuto — 1000.

/QL — BbIBECTW CMMCOK BCeX GaiioB, NOMELEHHbIX B KapaHTUH Ha Bcex auckax. (Tonbko ans
KoHconbHoro CkaHepa).

Py KOBOACTBO MNOJib30BaTeENSA

127



A7

-
&

A
)
-\ﬂ

Mpwunoxxenus
/QL : <UMSA_/102u4eck020_0ucka> — BbIBECTM CMMUCOK BCeX (aioB, MOMELEHHbIX B KapaHTUH Ha
yKazaHHOM norudeckoM auncke. (Tonbko ans KoHconbHoro CkaHepa).
/QNA — BbIBOAWUTb MYTW B ABOMWHbIX KaBblYKaXx.

JOR[:[d][:p]] — yBanmTb dannbl C YyKa3aHHOro JAucka <d> (UMsA_so2u4ecko2o_0ucka),
HaxoZdAllMe B KapaHTUHe fonblue <p> (koauvecmeo) gHew. Ecam <d> n <p> He ykasaHbl, TO
6yayT yAaneHbl Bce hannibl, HAXOAALLMECA B KaPaHTUHE, CO BCEX IOrMYeCKmnxX AMckoB. (ToNbKO Ans
KoHconbHoro CkaHepa).

/QUIT - 3akpbiTb CkaHep nocae MpoBepku (BHE 3aBMCMMOCTW OT TOro, OblAN M NPUMEHEHbI
AencTBusA K 0BbHapy>keHHbIM yrpo3am). (Toabko ans CkaHepa).

/RA: <umA ¢altina> — ponucatb oT4eT 0 paboTe NporpaMmebl B ykasaHHbIn dana. [1o ymonyaHmio
— 3anucb B Gann XypHana He MPOU3BOANTCA.

/REP - npoBepPATb NO CUMBOJIbHbIM CCbIZIKaM. Mo YMOJI4HaHUKO onuna OTKKO4YeHa.
/RK - NpoOBEpPKa Ha Hann4vme pyTKnNToB. Mo YMOJIHaHUKO OonunA OTKJAKOYEHaA.

/RP: <uMA ¢alinag> — 3anuncaTb OT4YeT 0 paboTe Nporpammbl B yKasaHHbIM dainn. 1o ymonyaHuto
— 3anucb B Gaiin XXypHana He MPOU3BOAMUTCS.

/RPC:<cek>— TaWhM-ayT coeamHeHua c Scanning Engine, B cekyHaax. o ymonyaHwuio —
30 cekyHga. (Tonbko ansa KoHconbHoro CkaHepa).

/RPCD — WCMOAb30BaTb AuHamuuyeckuii wuaeHtuoukatop RPC. (Tosbko ansa  KoHCoMbHOro
CkaHepa).

/RPCE - unCnonb3oBaTb AuvHamuyeckui ueneson agpec RPC. (Tonbko pna KoHCONbHOro
CkaHepa).

/RPCE : <yesiegoli_adpec> — WCNOAb30BaTb YyKasaHHblM UeneBon agpec RPC. (Tonbko ans
KoHconbHoro CkaHepa).

/RPCH: <UMSA_XoCma> — WUCMNO/b30BaTb yKa3aHHoe uma xocta ana BbizoBoB RPC. (Tonbko and
KoHconbHoro CkaHepa).

/RPCP: <NpomMoKo/1> — WUCMO/Nb30BaTh YyKasaHHbI npotokon RPC. BO3MOXHO ucnosnb3oBaHue
npotokonos: Ipc, np, tcp. (Tonbko ana KoHconbHoro CkaHepa).

/SCC — BbIBOAUTb COAEPXMMOE COCTaBHbIX 06bEKTOB. [10 yMONYaHMIO ONUMA OTKAKOYEHa.
/SCN — BbIBOAWUTb Ha3BaHWE MHCTaANALMOHHOrO naketa. 1o ymonyaHmio onums OTKAOYeHa.

/SLS — BbIBOAMUTb JIOTX Ha 3KpaH. 1o ymonyaHuto onuma BkaroveHa. (Tonbko ana KoHconbHOro
CkaHepa).

/SPN — BbIBOAWTb Ha3BaHWe ynakoBLMKa. Mo YMOJIHaHUKO onuna OTKAKO4YEeHa.

Py KOBOACTBO MNOJib30BaTeENSA
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/SPS - oTobpaxaTb npouecc npoBeAeHWs NpoBepkn. Mo ymMonvaHWo onuusa BKAKOYEHa.
(Tonbko ana KoHconbHoro CkaHepa).

/SST — BbIBOAWTb BpeMs NpoBepkmn obbekTa. 10 yMOsIYaHNIO ONUMA OTKIOYEHa.

/ST — 3anyck CkaHepa B ¢oHOBOM pexume. Ecam He 3agaH napametp /GO, To rpaduryeckuin
pexuM oTobpaxkaeTca TOAbKO Mpu ObHapyXeHun yrpos. B 3tom pexwume npu nepexoge Ha
paboTy oT HaTapeun NpoBepka NpekpaLlaeTcs.

/TB — BbINOJIHATb MPOBEPKY 3arpy304HbIX CEKTOPOB M /1aBHbIX 3arpy304Hbix cektopos (MBR)
XKEeCTKOro Amcka.

/TM — BbINONHATL MOWCK Yrpo3 B OMEpPaTMBHOM MamsaTM (BKAKOYas CUCTEMHYH o06s1acTb
Windows).

/TR — MPOBEPATb CUCTEMHbIE TOUKN BOCCTAHOBIEHUS.
/W:<cek> — MaKCMManbHOE BpPeMs NPOBepPKM, B cekyHaax. [1o ymonyaHuto — 6e3 orpaHuyeHuni.
/WCL - BbIBOA, coBMecTuMbIn ¢ drwebwcl. (Tonbko ana KoHconbHoro CkaHepa).

/X:S[:R] — MO OKOHYaHMM TMpPOBEPKM MepeBecTM MallMHy B YKa3aHHbIA  PexXuMm:
BbIK/IFOUYEeHWe/nepe3arpy3ka/ KAy LWwmnin pexxnmM/CraLmnii pexxmm.

3asaHne AencTBUiA ¢ pasanyHbiMm obbektamu (C — BbieunTtb, Q — NnepeMecTuTb B KapaHTuH, D —
yaanutb, I- wrHopupoBsats, R- wuHPopmuposats. [eictBue R BO3MOXHO TO/NBKO AN1A
KoHconbHOro CkaHepa. Mo ymonuvaHuo ana Bcex — MHbOOpPMUpPOBaTb (TakXe TOJbKO AN
KoHconbHoro CkaHepa)):

e /AAD: <Qelicmeue> — JeACTBUA A4 peKaaMHbIX NporpaMm (Bo3MoxkHble gencteua: DQIR)

e /AAR:<Oelicmgue> — [EUCTBMA C WHOULMPOBAHHBIMW apXxmBaMu (BO3MOXHblE JAEeNCTBUA:
DQIR)

e /ACN:<QOelicmsue> — [eNCTBUA C  WHOUUMPOBAHHLIMW  UHCTANNALMOHHBIMK  MakeTaMu
(Bo3moxkHble gericteus: DQIR)

e /ADL: <Oelicmaue> — AeNCTBMA C NpOrpaMmMamm 403BOHa (BO3MOXHble aencTBus: DQIR)
e /AHT: <delicmeue> — Je/CTBUA C NporpaMMamu B3noma (Bo3MoxxHble gernctena: DQIR)
e /AIC:<Oelicmaue> — LeNCTBUA C HEU3NEUNUMbIMU Parinamm (BO3MOXHble fencTBusA: DQR)

e /AIN:<Oelicmgue> — [ENCTBUA C WHPUUMPOBaHHbIMKM ainamm (BO3MOXHbIE JAEeNCTBUA:
CDQR)

e /AJK: <Oelicmeue> — JeCTBUA C NpOrpaMMamun-LIyTkamm (Bo3moxkHble gencteus: DQIR)

e /AML: <Qelicmeue> — AEUCTBUA C WMHOULMPOBAHHLIMW NOYTOBbIMU dainamu (BO3MOXHbIE
pevicteus: QIR)

e /ARW: <Odelicmaue> — feACTBMA C NOTEHLMANBHO OnacHbIMK darinamm (BO3MOXHble AeUCTBUS:
DQIR)

e /ASU: <Oelicmsue> — AeNCTBUA C NOA03PUTENBHBIMU Palinamu (BO3MOXHble gencTeus: DQIR)
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HekoTopble koYUM MOryT WMeTb MOAMOUKATOPbLI, C MOMOLLBIHO KOTOPbIX PEXUM  SIBHO
BKJIOUAETCA B0 oTKAtOYaeTcs. Hanpumep:

/AC —peXnM SBHO OTKNHOUAETCH,
/AC, /AC+ —pexXuM SBHO BK/IHOYAETCA.

Takaa BO3MOXHOCTb MOXET ObITb MOJe3Ha B Ciayvae, €CIM PEXUM BKIHOUEH/OTKAHOUEH Mo
YMOYaHUIO MAN MO BbIMONHEHHbIM paHee yCTaHOBKaM B KOHUrypaumoHHoMm ¢anne. Cnncok
KNtOYen, JOoMNyCKaoLWMUX NpYMeHeHe MOANGUKaTOPOB:

/AC, /AFS, /AR, /BI, /DR, /HA, /LN, /LS, /MA, /NB, /NT, /OK, /QNA, /RE
p, /scc, /scN, /sLs, /SPN, /sps, /ssT, /TB, /TM, /TR, /WCL.

Ana xntova /FL MoaMdUKATOp «—» O3HA4YaeT: NMPOBEPUTb MyTWU, NEePEeUYNCIEHHbIE B YKa3aHHOM
davine, n yganutb 310T dain.

[Ons knouen /ARC, /ARL, /ARS, /ART, /ARX, /NI[:X], /PAL, /RPC, /W 3HauyeHue
napameTpa «0» 03Ha4aeT, YTo NapamMeTp UCMOab3yeTcs 6e3 orpaHNUYeHN.

Mpumep ncnonb3oBaHWs kKatoyen npu 3anycke KoHconbHOro ckaHepa:
[ <nyme_k_npocpamme>]dwscancl /AR- /AIN:C /AIC:Q C:\

npoBepuTb BCe daisibl, 3a UCKAHOYEHMEM apxuBoB, Ha aucke C, MHOUUMpPOBaHHbIe Ganbl
Neyuntb, Heusneynmmblie MNOMECTUTb B KapaHTWH. [na aHanormyHoro 3anycka CkaHepa ans
Windows Heobxoammo BMmecTo dwscancl HabpaTb MMaA kKomaHabl dwscanner.
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MapameTtpsbl gna Mogyna obHoBAeHUSA

O6wwue napameTpbi:

Mapametp
-h [ --help ]

-v [ --verbosity ] arg

-d [ --data-dir ] arg

--log-dir arg

OnucaHune
BbIBECTM Ha 3KpaH KpaTKyto crpaBky O paboTe ¢ NporpamMmorn.

YpoBeHb  AeTanuM3aumu  OTyeTa:  error  (CTaHZapTHbIi),  info
(pacwmpeHHsbIin), debug (0TragouHBbIR).

Kartanor, B KOTOPOM pa3MeLLeHbl pEI'IOBI/ITOpI/II‘/II n HaCTpOI‘/IIKI/I.

KaTtanor, B KOTOpOM ByaeT coxpaHeH OTuer.

--log-file arg (=dwupdater.log) ms ¢aiina oTueTa.

-r [ --repo-dir] arg

Katanor penosutopus, (no ymonuanuro <data_dir>/repo).

-t [ --trace] BxtounTb TpaccMpoBsky.

-c [ --command ] arg (=update) BbinonHsemass  KoMaHza:  getversions -  MoOAyuMTb  Bepcuy,
getcomponents — noayuntb KOMMOHEHTHI, init — WHWLUMaAM3aLms,
update — o6HoBneHue, uninstall — yzanuTb, exec — BbINOAHUTD,

-z [ --zone] arg

keyupdate — o6HOBUTb Katoy, download — ckauaTb.

Cnuncok 30H, KOTOpbIA OyAeT MCMoAb30BaTbCs BMECTO 3afaHHbIX B
KOHUrypaLroHHoM arine.

MapameTtpbl KOMaHAbI UHULMann3auum (init):

Mapametp
-s [ --version ] arg
-p [ --product ] arg

-a[--path]arg

-n [ --component ] arg
-u [ --user]arg

-k [ --password ] arg

OnucaHune

Howmep Bepcun.

Ha3saHune npoaykTa.

Myts, Mo KoTopomy OyAeT ycCTaHOBAEH MNPOAYKT. IDTOT KaTanor 6yger
MCNoab30BaTbCA MO  YMOJYaAHWIO B KayecTBe KaTainora Ans  BCex
KOMMOHEHTOB, BK/IOYEHHbIX B MPOAyKT. Moaynb o6bHoBneHWA bygeT
NpoBepATb HaAnumne KntoUeBoro dakisa MMeHHO B 3TOM KaTanore.

MIMs KOMMOHeHTa 1 KaTafor ycTaHOBKM B popmate <name>, <install path>.

ViMs nonb3oBaTtens npokcn-cepsepa.

Maponb nonb3oBaTens NpoKcu-cepsepa.
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-g [ --proxy ] arg

-e [ --exclude ] arg

Mpwunoxxenus

Onucanne
Mpokcu-cepBep ans 0bHoBAEHMA B dopmMaTe <adpec>: <nopm>.

VIMs KOMMOHEHTa, KOTOPbIA ByAET NCKAFOUEH 13 NMPOAYKTa MPU YCTaHOBKE.

MapameTpbl komaHabl 06HOBAeHNA (update):

Mapametp

-p [ --product ] arg

-n [ --component ] arg

-x [ --selfrestart ] arg
(=yes)
--geo-update

--type arg (=normal)

-g [ --proxy ] arg

-u [ --user] arg

-k [ --password ] arg
--param arg

-I [ --progress-to-console

]

OnucaHue

HasBaHve npogykta. Eciv HasBaHve ykasaHo, TO 6yaeT npousBeneHo
O06HOB/IEHNE TOILKO 3TOrO NMpoaykTa. Ecam NpoAyKT He ykasaH 1 He yKasaHbl
KOHKPETHbIE ~ KOMMOHEHTbI, OyAeT Mpou3BeseHO OOHOBNEHWE — BCeX
NpoAyKkToB. ECcin ykasaHbl KOMMOHEHThbI, OyAeT npou3BeseHO OBHOBAEHME
yKa3aHHbIX KOMMOHEHTOB.

MNepeyeHb  KOMMOHEHTOB,  KOTOpble  HeobxoaMMO  OBHOBUTL A0
onpezeneHHon MmogndukaLmn.
dopmart: <name>, <target revision>.

Mepesanyck nocne O6GHOBAEHUs MoZy/ns O6HoB/eHMs. [lo ymMonYaHuo
3HaueHune yes. Ecam ykaszaHO 3HauyeHWe no, TO BbIBOAWUTCS MpeaynpexaeHne
0 HeobXxoAMMOCTM Nnepesanycka.

Monyunts cnncok IP-appecos update.drweb.com nepes o6HoBAEHMEM.

MoxkeT 6bITb OAHVM 13 CIeAYHOLLUX:

e reset-all - npuHyauTENbHOE OBHOB/IEHME BCEX KOMMOHEHTOB;
e reset-failed — cOpocnTb BCe M3MEHEHMSA A5 MOBPEXAEHHbBIX KOMMOHEHTOB;

e normal-failed - nonbiTaTbcd  OBHOBUTL  KOMMOHEHTbI,  BKJHOYas
noBpeXAeHHble, 0 nociesHer 1Mbo A0 yKa3aHHOW Bepcuy;

e update-revision — 06HOBNTb KOMMOHEHTbI B Mpesenax TekyLLel peBn3nm;
e normal — 06HOBUTbL BCE KOMMOHEHTHI.

Mpokcu-cepBep ans o6bHoBAEHMA B dopmMaTe <adpec>: <nopm>.
Vms nonb3oBaTens npokcu-cepsepa.
Maponb Noab3oBaTens NpoKcu-cepsepa.

MepesaTb AONONHUTENbHbIE MAapaMeTPbl B CKPUMT.
dopmaTt: <uMs>: <3Ha4YeHue>.

BbiBecTr Ha KOHCOMb MHOOPMaLMIO O 3arpy3Ke 1 BbINOJHEHUW CKPUNTa.
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MapameTpbl KOMaHAbI NOJlyYeHNA KOMMOHEHTOB (getcomponents):
Mapametp OnucaHue
-s [ --version ] arg Homep Bepcun.
-p [ --product ] arg YKaxunte MMsA NpogykTa, 4Tobbl yBUAETb, KakMe KOMMOHEHTbl OH BKJIOYaET.

Ecam npogykT He ykasaH, byayT BbiBefjeHbl BCE KOMMOHEHTbI 3TON BEPCUN.

MapameTpbl KOMaHAbI NOyYeHUA U3sMeHeHUU (getrevisions):

Mapametp OnucaHue
-s [ --version ] arg Homep Bepcun.
-n [ --component ] arg ImMa KoMnoHeHTa.

MapameTpbl komaHab! yaaneHus (uninstall):

Mapametp OnucaHue
-n [ --component ] arg VIMsi KOMMOHEHTa, KOTOPbIA HEOBXOAMMO YAANNTD.

-| [ --progress-to-console BbiBecT MHGOPMaL MO O BEINOAHEHWNN KOMaH/bl Ha KOHCOJb.

]

--param arg MepesaTb AONONHUTENbHbIE MAapaMeTPbl B CKPUMT.
dopmaTt: <uMA>: <3Ha4YeHue>.

-e [ --add-to-exclude ] KoMnoHeHTbI, KoTopble ByAyT yaaneHbl N UX OBHOBAEHME MPOU3BOAUNTLCA HE
byzer.

MapameTpbl kKOMaHAbI aBTOMaTU4Yeckoro o6HoBneHus kiatoua (keyupdate):

Mapametp OnucaHue

-m[--md5]arg KoHTponbHas cymma md5 craporo karoueBoro daiina.

-0 [ --output ] arg Vims darina.

-b [ --backup ] Pe3epBHOe KOMMpPOBaHMe CTaporo KJArYeBoro Garina, eCM OH CyLLecTByeT.
-g [ --proxy ] arg Mpokcn-cepeep Ans obHOBAeHWA B popmaTte <adpec>: <nopm>.

-u [ --user] arg Vima nonb3oBaTtensa npokcm-cepeepa.
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Mapametp OnucaHue
-k [ --password ] arg [Maponb nonb3oBaTens Npokcu-cepeepa.

-| [ --progress-to-console BbiBecTM Ha KOHCOAb MHPOPMaLMIO O 3arpy3ke kKaroueBoro darna.

]

MapameTtpbl koMmaHAbl ckaumBaHusa (download):

Mapametp OnucaHue
--zones arg ®ann, cosep>kallmii CNCOK 30H.
--key-dir arg KaTanor, B KOTOPOM HaxoAuTCA KatoueBon dai.

-I [ --progress-to-console BbiBecT MHGOPMaL MO O BEINOAHEHWNN KOMaH/bl Ha KOHCOJb.

]

-g [ --proxy ] arg Mpokcn-cepeep Ans obHOBAeHWA B popmaTte <adpec>: <nopm>.
-u [ --user]arg Vima nonb3oBaTtensa Nnpokcu-cepeepa.

-k [ --password ] arg [Maponb nonb3oBaTens Npokcu-cepeepa.

-s [ --version ] arg Vims Bepcun

-p [ --product ] arg Ha3BaHwue npoaykTa, KOTOPbIA HEOBXOAMMO CKayaTb.

Koabl BO3BpaTa

BO3MOXHble 3HaueHMs Koaa BO3BpaTa 1 COOTBETCTBYHOLLNE UM cobbITUS caegyrowime:

Kog, CobbiTne

BO3Bparta

0 BupycoB nan noso3peHuii Ha BUpYCbl He OBHapy>KeHo.

1 O6Hapy>KeHbl N3BECTHbIE BUPYCHI.

2 O6Hapy>eHbl MOANDNKALIMN U3BECTHbIX BUPYCOB.

4 O6Hapy>KeHbl NOAO3PUTENbHbIE Ha BUPYC OOBEKTDI.

8 B apxvBe, KOHTEMHepe UV NOYTOBOM fALLMKe OOHapY>KEHbI U3BECTHbIE BUPYCHI.

16 B apxmBe, KOHTelHepe WAN MOYTOBOM fiLMKe OBHapy>XeHbl MOANDUKALIMA N3BECTHBIX
BVPYCOB.
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Kog, CobbiTne
BO3BpaTa
32 B apxviBe, KOHTeliHepe WV MOYTOBOM flUMKe OBHapy>KeHbl MOAO3pUTENbHbIE Ha BUPYC
06BEKTHI.
64 YcneLwHo BbIMNONHEHO IeYeHme XOTs Obl OLHOrO 3apa’keHHOro BUPYCcoOM obbekTa.
128 BbinonHeHO yaaneHne/nepenMeHoBaHe/nepemMeLleHme xoTa 6ol OAHOTO 3apaXKeHHOro
danna.

Pe3ynbTupytolWwmin Kog BoO3BpaTa, GOPMUPYEMBIA MO 3aBEPLUEHUIO MPOBEPKM, PaBEH CyMMe
KOAOB Tex COObITUW, KOTOpble MPOM3OLWAN BO BPEeMA MNPOBEPKM (M €ro cnaraemble MOryT
OZHO3HAYHO ObITb NO HEMY BOCCTAHOBJIEHDI).

Hanpwumep, koa Bo3Bpata 9 = 1 + 8 03HauaeT, UTo BO Bpems NpoBepkM OOHapy>KeHbl N3BECTHbIE
BMPYCbl (BUPYC), B TOM umncie B apxvBe; obe3BpexuBaHne He MPOBOAUAOCH, BONbLUe HUKAKMX
«BUPYCHbIX» COBBLITNI He BblNo.
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MNMpunoxxeHue b. Yrpo3bl n cnocobbl nx obesspexmBaHus

C pa3BuTMEM KOMMbIOTEPHbIX TEXHONOTMI U CETEBbIX PeLLeHur, Bce bosbliee pacnpocTpaHeHne
MONy4atoT pas3/IMyHble BPeAOHOCHbIe MPOrpamMMbl, HampaBJeHHble Ha TO, YTOObI Tak MAN MHa4e
HaHeCcTM BpeA Mo/ab3oBaTeNaMm. VIX pasBuTMe HauvanoCb elle B 3MOXy 3apoXAeHus
BbIUNCANTENBHOW TEXHWKW, W MapannenbHO Pa3BUBaANCb CPeACTBa 3aliuTbl OT HWUX. TeM He
MeHee, /10 CUX NMOpP He CyLLeCTBYeT eMHOW KnaccndurKaLmm BCeX BO3MOXHbIX YrpO3, YTO CBA3aHO,
B MepByl0 ouepedb, C HeMpeAckasyeMblM XapakTepoOM WX pPasBUTUA W MOCTOAHHBIM
COBEPLUEHCTBOBAHMEM NPUMEHAEMbIX TEXHOOTUNA.

BpesoHOCHbIE MpOrpaMMbl  MOTYT PacnpOCTPaHATLCA uyepe3 VIHTEepHET, /IoKanbHYH CeTb,
NEKTPOHHYIO MOYTY W CbeMHble HocuTenn wHdopmauun. HekoTopble paccumTaHbl Ha
HEOCTOPOXHOCTb M HEOMbITHOCTb MOJ/Ib30BaTeN U MOFYT AeNCTBOBaTb MONHOCTHHO aBTOHOMHO,
Apyrue ABAAKOTCA /Wb WHCTPYMEHTaMK Moj YNpaBAeHVWEM KOMIMbIOTEPHbIX B3/IOMLLMKOB WU
CNOCOBHbI HAHECTU Bpes Aaxke HaleXKHO 3allMLLEeHHbIM CUCTEMaM.

B AaHHOW rnaBe npeAcTaB/ieHbl ONUCAHNA BCEX OCHOBHBIX U Hanbosiee pacnpoCTpaHeHHbIX TUMOB
BPEAOHOCHbIX NPOrpamMM, Ha 60pbOy C KOTOPLIMU B NEPBYHO OUepeab 1 HanpaB/eHbl pa3paboTku
«/lokTop Beb».

Knaccudpukauumsa yrpos

Mog TEPMUHOM «yrpo3a» B AaHHOM Knaccudukaumu cnegyeT NMoHWMaTh Aoboe nporpammHoe
CPeacTBO, KOCBEHHO WM HamnpsMmyr CrnocobHoe HaHecT yulepb KOMMbrOTEPY, CETH,
nHboOpMaLMM AN MpaBam Mosib3oBaTens (To eCTb BPEAOHOCHble W Mpoune HexxenaTebHble
nporpammbl). B 6onee LWIMPOKOM CMbICIe TEPMMH «yrpo3a» MOXET O3HayaTb by
NOTEHLMaAbHYO OMacHOCTb ANA KOMMbIOTEPA UAKN CETU (TO eCcTb ee YA3BMMOCTb, KOTOpas MOXeT
6bITb MCNONb30BaHa A/ NMPOBEAEHMS XaKepCKumx aTak).

Bce TMnbl NnporpaMM, onuvcaHHble HUXe, NMOTeHLUMaNbHO 0b6aajatoT CMOCOBHOCTLIO MOABEPTHYTH
OMacHOCTU JaHHble MOAb30BaTeNs WM WX KOHPUAEHLMANbHOCTb. [Tporpammel, KOTOpble He
CKPbIBAOT CBOErO MPUCYTCTBUA B CUCTEME (HanpumMep, HEKOTOPble MPOrpammbl ANA PaCCbIAKK
cnama v aHaamsatopbl Tpaduka), 06bIYHO HE NPUHATO NPUYMCAATL K KOMMbHOTEPHBIM Yrpo3am,
XOTA NPV onpejeneHHbIX 06CTOATENbCTBAX OHU MOTYT HAaHEeCTV Bpes, NOb30BaTeNto.

B npoaykTax n JOKyMeHTaLmn KoMnaHumn «loktop Beb» yrposbl MpUHATO pa3gensTb Ha ABa TUna
B COOTBETCTBUW C YPOBHEM OMACHOCTM:

e 3HauuTeNbHble Yrpo3bl — KjlacCMyeckue KOMMbHOTEPHbIE Yrpo3bl, KOTOpble camu Mo cebe
CMOCOOHbI  BbIMONHATE pPa3/inyHble AeCTPYKTUBHblE W He3aKOHHble AeNCTBUA B cucTemMe
(yaaneHve v Kpaxa BaXHOW MHPopmauuu, HapyleHve paboTbl cetv u T.A.). ITOT TvM
KOMMbIOTEPHBIX ~ YrpO3  COCTOMT M3 MNpPOrpamMM, KOTOpble TPaAWLMOHHO  Ha3blBatoT
BPEAOHOCHBLIMU (BUPYChI, YEPBU M TPOSIHCKME NPOTrPaMMbl);

¢ He3HauuTeJibHble Yyrpo3sbl — KOMMNbHOTEPHbIE YrPO3bl, KOTOPbIE CHNTAOTCA MEHEE OMNnaCHbIMU
no CpPaBHEHUKO CO 3HaA4YUTENbHbIMW Yyrpo3ammn, HO MOTYyT ObITb MCMOJ/Ib30BaHbI TPETbUMU
ndamMmn  ana  coBepleHna BPEJOHOCHbIX AeﬁCTBMVI. Momumo 3T1Oro, camo npumcyTcreme
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He3HaUMTeNIbHbIX YTPO3 B CUCTEME ABAETCA HECOMHEHHbIM CBUAETENIbCTBOM HU3KOFO YPOBHS
ee 3awmuieHHoctn. Cneumanuctel B obnactm MHOpMaUMOHHOM 6He3omacHOCTM MHOrAa
Ha3bIBalOT 3TOT TWIM KOMMbIOTEPHBIX YrpoO3 «CepbiM» MNPOrpaMMHbIM ObecneyeHvem Wuam
NOTEHLMANbHO HexXenaTeNbHbIMU nporpaMmamu. K He3HauuTenbHbIM Yrpo3aM OTHOCATCA
pekaamMHble NMporpamMMbl, MPOrpaMmMbl A03BOHA, NMPOrPaMMbI-LLYTKYM, MOTEHLMANbHO OMacHble
nporpamMmmbl U NPorpamMmMbl B3JiOMa.

3HauuTeNbHble yrpos3bi

KomnbroTepHble BUPYChbI

[aHHbIN TUN KOMMbIOTEPHBIX YrPO3 XapakTepu3yeTcad CMOCOOHOCTbIO BHeAPATb CBOW KOA B
WCMONHAGMBIN KOJA APYrMx nporpamm. Takoe BHeApeHWe Ha3biBaeTca UH@uyuposaHuem. B
OONbLIMHCTBE CNyYaeB WHOUUMPOBaAHHBLIM dain caM CTaHOBUTCA HOCWUTeNeM BWpyca, a
BHeJPEHHbIN KOA He 06f3aTelbHO MOJIHOCTbIO COOTBETCTBYET OpwurMHany. bonblwasa uvacTb
BMPYCOB CO3AaeTcs ANA NOBPEXAEHNA AN YHUUTOXEHNS AaHHBIX.

B komnaHum «[lokTop Beb» BUpYCHI AenAT No Tuny $annos, KOTOpble OHU UHPULMPYHOT:

e (paninoBble BUPYCbl MHOULMPYIOT daliabl onepaLyoHHON cucteMbl (OBbIYHO, UCMONHAEMblE
dannbl 1 AnHamun4yeckne GMbANOTEKM) M aKTUBM3MPYHOTCA Npu obpalleHnn K 3apaXeHHOMY
banny;

® MaKpo-BUPYCbl UHOUUMPYIOT  dainbl  JOKYMEHTOB,  WCMOJb3yeMble  MPUIOXKEHUAMU
Microsoft® Office nan apyrummn nporpaMmmamy, AOMycKaloWMMU Haivume MakKpOKOMaHZ,
HamucaHHbIX, 4alle Bcero Ha sa3bike Visual Basic. MakpokoMaHZAbl — 3TO BCTPOEHHblE
nporpaMmmbl (Makpochl), HanNMcaHHblIe Ha MONHOLIEHHOM fA3blke MPOrpaMMMPOBAHNSA, KOTOPble
MOTYT 3anyckaTbCA Mpu OnpeAeneHHbIX ycioBuax (Hanpumep, B Microsoft® Word makpocsl
MOTYT 3anycKaTbCs NPU OTKPbITUM, 3aKPbITUM UAN COXPAHEHUWN JOKYMEHTA);

* CKPUNT-BUPYCbl MULYTCA Ha A3blkax CLeHapveB (CKpUNTOB) U B OOAbLWIMHCTBE ClyyaeB
3apaxatoT apyrve dannbl  cueHapuweB (Hanpumep, cay>kebHble anabl  onepaunoHHOM
cncteMbl). OHM MOTYT MHOUUMPOBaTb Takxke Apyrve Tunbl $annoB, KOTOpble MOAAEPXKMNBAIOT
NCNONHEHWe CLieHapueB, MOb3yACh YA3BMMbIMU CLEEHaPUAMN B BED-MPUNOXKEHUAX;

¢ 3arpysouHble BMPYCbI 3apaatoT 3arpy304Hble CeKTopa AMCKOB M Pa3fAesioB, a TakKe rMaBHble
3arpy3oyHble CekTopa >XecTKMX AWCKoB. OHW 3aHUMatOT OYeHb Maso NaMATM K OCTaroTCA
FOTOBbIMW K BbIMOJHEHNIO CBOMX QYHKLIMI A0 Tex Mop, Noka He byseT nponsBeAeHa BbIrpys3ka,
nepesarpyska uav 3aBepLueHne paboTbl cMCTeMbI.

BonblwMHCTBO BMpycoB 0bnasaeT onpeAeneHHbIMA  3alUTHBIMUM  MexaHW3MaMu  MpoTvB
obHapy>xeHns. MeTogbl 3awuTbl OT OOHaAPY>XEHWA MOCTOAHHO YAyYLLAKTCA, MO3TOMY AJf
aHTMBUPYCHbIX MporpaMM pa3pabaTbiBatOTCA HOBble CMOCOObI MPeoAONEHNs 3TOW 3aLUUTHI.
Brpycbl MOXHO pasgennTb MO MPUHLMMY 3auUTbl OT O6Hapy>XeHNs:

¢ wn¢poBaHHbIe BUPYChI LWINPPYIOT CBOM KOA MPW KaXkAO0M HOBOM 3apaKe€HWK, UTO 3aTpyAHAeT
ero obHapyxeHve B Qaine, NamMATU WK 3arpy304HOM cekTope. Kaxabl 3K3eMnasp Takoro
BMPYCa COAEP>XMUT TONbKO KOPOTKMA 0bwmn dparmMeHT (MpoLeaypy pacundpoBky), KOTOPbIN
MO>HO BblbpaTb B KayecTBe CUrHaTypbl;
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¢ noaMMmop¢Hbie BUPYCbl 1CMONb3YHOT MOMUMO LWMGPOBaHNA KOAA CreunanbHyo nNpoLueaypy
pacwmnPpoBKY, M3MEHAIOLLYIO caMy cebs B KaXkJOM HOBOM 3K3eMM/fpe BUpYyca, YTO BeAeT K
OTCYTCTBMIO Y Takoro Bmpyca 6anToBbIX CUTHATYP.

Bupychbl Takxke MOXHO knaccdumumMpoBaTb MO A3bIKY, HA KOTOPOM OHW HamnmncaHbl (60NbLNHCTBO
MULLYTCA Ha accembnepe, BbICOKOYPOBHEBbIX A3blkax MPOrpaMMMpPOBaHUSA, A3blkax CLeHapueB U
T.4.) M MO NMOopaXkaeMbIM OMepPaLOHHbIM CUCTEMaM.

KomnbloTepHble uepBu

B nocnesHee Bpemsi BpeAOHOCHble MPOrpamMMbl TUMa «KOMMbIOTEPHbIA YepBb» CTaau ropasgo
6onee pacnpocTpaHeHbl, YeM BUPYCbl M MPOYMNE BPeJOHOCHbIE NporpaMMbl. Kak 1 BUpyChbl, Takne
nporpamMmbl CnocobHbl Co34aBaTb CBOW KOMUW. YepBb MPOHMKAET Ha KOMMbIOTEP M3 CETU (Yalle
BCEro Kak BJIOXXEeHMe B COOOLLEeHNAX 31eKTPOHHOW MOYTbI) U paccblaeT CBOU PyHKLMOHAbHbIE
KOMWW Ha Apyrve KomnbtoTepsbl. [nd Hauana pacnpocTpaHeHns YepBM MOTYT MCMOAb30BaTb Kak
AEeVCTBMA MOAb30BaTeNs, Tak M aBTOMATUYECKMI pexunm Bbibopa 1 aTakn KoMnbroTepa.

UepBu He 06s3aTENbHO LLEIMKOM COCTOST M3 OAHOrO daiina (Tena yepss). Y MHOTUX YepBen ecTb
TaK Ha3biBaemMas WHGQEKLUMOHHas 4acTb (WeAn-kog), KoTopas 3arpy>kaetcs B OMepaTVBHYH
NamMaTb KOMMbIOTEPA U «AOrPy>aeT» MO CeTU HEMOCPEeACTBEHHO CaMO Tesll0 YepBs B BUAE
ncnonHsemoro ¢arna. oka B cucTeMe HET Tena 4epBs, OT HEro MOXHO W36aBUTbCH
nepesarpysKkor KoMmnbroTepa (Npu KOTOPON NPONCXOAUT COpOC onepaTBHOW NamsATy). Ecim e B
CMCTeMe OKa3blBAETCA TeNO YepBs, TO CMPaBUTLCS C HUM MOXET TOJIbKO aHTUBUPYC.

3a cyeT MHTEHCMBHOIO PacnpoCTpaHeHWsa YepBUu CNOCOOHbI BbIBECTU U3 CTPOA LieNble CeTH, Aaxe
€C/I OHW He HeCyT HMKaKOW NONEe3HOW Harpy3kun (He HAHOCAT MPAMOK Bpes, CUCTEME).

B komnaHum «JlokTop Beb» uepBei aensat no cnocoby (cpeae) pacnpocTpaHeHms:

e ceTeBble UEpPBU PACMPOCTPAHAOTCA MOCPEACTBOM Pa3/IMYHbIX CETEBLIX MPOTOKONOB W
NpPoOTOKONOB 0bMeHa parinamy;

® NMOUTOBbIE UEPBU PACNPOCTPAHAKTCA MOCPEACTBOM MOYTOBbIX NMpoTokosos (POP3, SMTP wu
T.4.).

TposaHckue nporpamMmmbl

OTOT TMN BPEAOHOCHbIX MPOrpaMM He CnocobeH K camopenavkauuu. TposHCKMe Nporpammbl
NPOV3BOAAT Kakme-1Mbo BpeAOHOCHble JeWCTBUA (NOBpeXAeHWe W yAaneHWe AaHHbIX,
nepecbiika KOHPUAEHUManbHOW  WHboOpMaumm U1 T.4.), AMbo  AenatoT  BO3MOXHbIM
HecaHKLMOHWPOBAHHOE WCMOAb30BaHNE KOMMbIOTEpa 3/10YMbILUIEHHUKOM, Hanpumep, Ans
HaHeceHWsa Bpesa TPeTbUM MLLaM.

3TV nporpammbl 0b6nafatoT  CXOXMMK € BUPYCOM MacKMPOBOYHLIMW W  BPEAOHOCHBLIMYU
byHKUMAMM 1 Aaxe MOryT ObiTb MOAy/NEM BUpPYCa, HO, Kak MpPaBuaO, TPOAHCKME MPOrpamMmel
PacnpoCTPaHATCA Kak OTAeNbHble WCnonHAeMble anbl (BblkNagblBatoTcaA Ha dannosble
cepBepa, 3anucbiBalOTCA Ha HOCUTenn MHGOPMaLUM UAN MEepechbiNatoTCa B BMAE BAOXEHWA B
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COO6LLI,eHl/IF|X 3.I'IeKTpOHHOVI nouThbl), KOTOpble 3anyCKakoTCA nmbo camuMm nonb3oBaTenem, Mbo
onpegeneHHbIM NpoueccoM CUCTEMbI.

Huxe npuBeseH CNMCOK HEKOTOPbIX TUMOB TPOAHCKUX MPOrpamMM, KOTOpble B KOMMaHWUU
«/lokTop Beb» BblAeNAoT B OTAE/bHbIE KNACChl:

e 63KA0pPbI — 3TO TPOAHCKME NMPOrpPaMMbl, KOTOPblE MO3BOAAIOT MOJyYaTb MPUBMUAETMPOBAHHbIV
AOCTYN K cucteMe B 06x0g CyLeCTBYHOLLLEro MexaHu3Ma npejocTaBieHnsa AOCTyna 1 3aLiuThbl.
Bakaopbl He MHGMLIMPYIOT Gaisibl, OHM NPOMNMCBIBAIOT cebs B peecTpe, MOANDULMPYSA KIOUM;

e aponnepbl — 3T0 dalNbl-HOCUTENN, KOTOPble COJAep>XaT B CBOEM Tefe BPEefOHOCHble
nporpamMmbl. [pyn 3anycke aponnepa OH KOMMPYeT Ha AUCK MOJb30BaTens BPELOHOCHbIE
dalnbl, He onoBeLLas Noib3oBaTeNs, U 3anyckaeT ux;

e KNaBMaTypHble NnepexBaTuuKu (Kensorrepbl) MCNoO/b3yrOTCA A1a cbopa AaHHbIX, KOTopble
noab3oBaTe/lib BBOAUT NpuM NOMOLWWN KaaBuaTypbl. I_I,enwo TaKnX AeﬁCTBMﬂ ABNIAETCA Kpa>Ka
NNYHOW MHbOPMaUuUn (Hanpumep, CeTeBbIX NMapoaen, NOrMHOB, HOMepPOoB HaHKOBCKMX KapT u
T.4.);

* KJIMKepbl MepeonpeaensaroT CCbIIKA MPW HaXaTun Ha HUX U Takum obpa3omM nepeHanpasasaroT
rnoJsib3oBaTesier Ha onpeaeneHHble (BO3MO>KHO, BpeAOHOCHbIe) canTbl. OBbIUHO MOJ/Ib30OBaTENb
nepeHanpaB/ifeTca C Lebl0 YBENNYEeHUs peknamHoro Tpaduka BebH-canToB wanm Ans
opraHu3aunmn pacnpeaeneHHblx atak otkasa B obcnyxmbaHum (DoS-atak);

¢ MPOKCU-TPOAHBbI MPEeAOCTaBAAOT 3/10YMbILUNEHHUKY aHOHUMHbIA BbIXOA B ceTb VIHTepHet
Yyepes KOMMbIOTEP XepTBbI;

® PYTKWTbI MpejHa3HayeHbl ANA MepexBaTa CUCTEMHbIX QYHKLMI OMepaLOHHOW CUCTeMbl C
LlefIbl0 COKPbITUA CBOEro MpuUCyTCcTBUA B cucTeme. Kpome TOro, pyTkUT MOXeT MackupoBaTb
npoueccbl  ApyrMx MporpamM, pasJvyHble KAK4YM peectpa, nanky, ¢anabl.  Pytkut
pacnpocTpaHaeTca Kak caMoCToATeslbHas NporpaMMa Wamn Kak AOMOSIHUTE/bHbIA KOMMOHEHT B
CoCTaBe ApYyro BPeAOHOCHOM nporpamMmebl. 10 NpuHUMNY cBoen paboTbl PYTKWUTbI YCNOBHO
pa3fensaloT Ha ABe rpynnbl: PyTKWUTbl, paboTatolime B pexume Mosab3oBaTens (nepexsat
dyHKUMIN BrnbanoTek monb3oBaTenbckoro pexuma) (User Mode Rootkits (UMR)), n pyTkuTsl,
paboTarowme B pexume agpa (nepexsaT QYHKUMIA Ha YpPOBHE CUCTEMHOro fApa, 4TO
3HaUMTENbHO YCNOXHAET 0bHapy>xeHue n obesspexmBaHue) (Kernel Mode Rootkits (KMR)).

Kpome nepeuncneHHbix Bbille, TPOAHCKME NPOrpaMMbl MOTYT BbINOAHATL U APYrve BPefOHOCHbIe
AEVCTBMA, HanpuMep, W3MeHATb CTapTOBYH CTpaHuuy B Beb-6paysepe wav  yaandatb
onpegeneHHble pannbl. OfHAKO Takne AeNCTBUA MOTYT BbIMOAHATLCA U yrpo3amMu Apyrux TUMoB
(Hanpumep, BUPYyCaMu 1 YepBAMN).

He3HauuTesibHbIe Yrposbl

Mporpammbl B3a1oMa

MporpamMmMbl B3710Ma CO3zaHbl C LeAbid MOMOYb B3/0OMLLMKY. Hambonee pacnpocTpaHeHHbIM
BUAOM MOAO6HbIX MPOrpaMM SIBASKOTCA CKaHepbl MOPTOB, KOTOPble MO3BOAT 06Hapy>XMBaTb
YA3BUMOCTM B MeXCETeBbIX 3KpaHax (panepsonax, bpaHAamayspax) M APYrux KOMMOHEHTaX,
obecneumBatownx 6e3onacHOCTb KoMMbtoTepa. Kpome xakepoB, TakKMMU UHCTPYMEHTaMu MoryT
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Mofb30BaTbCA  aAMWHUCTPATOPbl AN MPOBEPKM HAAEXHOCTU CBOUX ceTer. WHoraa K
nporpaMmamM B3/I0Ma OTHOCAT MPOrpamMMbl, UCMOJb3yHOLNE METOAbl COLMANbHOW MHXEHepUn
(31EMEHTbI COLIMIOTEXHUKMN).

PeknamHbie nporpammbli

Yawie Bcero nog 3TMM TEPMWHOM MOHUMAKOT MPOTrPaMMHbIA KOA, BCTPOEHHbIN B pasvyHOe
BecnnatHoe nporpamMMHoe obecreyeHve, MpPU  WUCMONb30BaHUM KOTOPOrO MOJb30BaTENIO
NPVHYAWTENBHO  MOKa3blBaeTca peknama. Ho  uvHorga Takol  KOZ  MOXET  CKPbITHO
PacnpoCTPaHATLCA MOCPEACTBOM APYrMX BPEAOHOCHBIX MPOrpaMM 1 AeMOHCTPMPOBaTh pekiamy,
Hanpumep B Beb-bpaysepax. 3ayacTyto peksaMHble Mporpammbl paboTatoT Ha OCHOBAHUU
AaHHbIX, COBPaHHbIX LWMMOHCKUMY NPOrpamMmmMamu.

MporpamMmmbi-WwyTKU

OTO TN BPeAOHOCHbIX MPOrpamMM, KOTOPbIE, KakK 1 pek/JiaMHble MPOrpaMMbl, HE HAHOCAT NMPAMOro
BpeAa cucTeme. Yalle BCEro OHM reHepUPYT COODLEHNA O HeCyLecTBYHOLWMUX ownbkax u
YyrpoXaroT AenCcTBMAMM, KOTOpble MOFyT MPUBECTM K MOBPEXAEHMIO AaHHbIX. VIX OCHOBHOW
byHKUWeW aBnseTca 3anyrvBaHvne nosb3osaTens, MO0 HaBA3UMBOE ero pasjpaxeHue.

Mporpammbl f03BOHa

JTO cneumanbHble KOMMbIOTEPHbIE MPOrPaMMbl, WUCMOb3yHOWME AOCTyNn K ceTn WHTepHeT ¢
pa3peLleHns NOAb30BaTeNs A/ TOro, YTOObI MoNacTb Ha onpeseneHHble canTbl. O6bIUHO UMELDT
NOAMMCaHHBIN cepTUdMKAT N YBEAOMAAOT O BCEX CBOUX AENCTBUAX.

nOTEHU,I/IaﬂbHO ornacHble nporpamMmbl

3TV NporpaMMbl He CO3jaBa/UCb AN HaHECeHWS Bpeaa, HO B CUJIy CBOMX OCOBEHHOCTeil MoryT
NpeaACTaBAATb yrpo3y Ana 6e3onacHoOCTU cuctembl. K Takum nporpaMmamM OTHOCATCA He TOJbKO
Te, KOTOpble MOryT C/ly4YyallHO MOBPEAWUTb WAWN YAanuTb JaHHble, HO W Te, KOTOpble MOryT
MCMO/Ib30BaTbCA XakepamMn Win ApYyruMu nporpammMamu Ans HaHeceHua Bpega cucteme. K
MoTeHUMabHO OMacHbIM MporpaMMamM MOXHO OTHECTU pas/iMyHble MporpamMmbl yAaieHHOro
obLeHna 1 agMUHUCTprpoBaHus, FTP-cepeepa v T.A.

NMopao3purtenbHblie 06bEKTDI

K nogo3putenbHbiM 06bekTaM OTHOCATCS Nt0bOble MOTeHUMaNbHble Yrpo3bl, O6HapPY>KeHHbIe Npwu
MOMOLLM 3BPUCTMYECKOTO aHanu3a. Takme oObekTbl MOryT SBAATbCA NtOObIM - TUMOM
KOMMbHOTEPHbIX YrPO3 (BO3MOXHO, axe HEU3BECTHbIM ANs CNeLnaancToB no MHGOpPMaLMoOHHON
6e3omacHOCTM), @ MOryT OKa3aTbCA He3omacHbIMW B C/lyyae JNIOXHOro cpabatbiBaHus. Daiinbl,
cozep>alime Mnofo3puTeNbHble OOBEKTHl, PEKOMEHAYeTCs MoMeLlaTb B KapaHTMH, a Takxke
OTNpaB/ATb Ha aHaAn3 cneLmanncTam aHTMBMPYCHOW nabopaTopmum KoMmnaHum «JJokTop Beb».
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AevctBna ana obesBpexmBaHusa yrpos

CyLiectByeT MHOXECTBO Pas3MYHbIX MeTOA0B 60pbbbl C KOMMbIOTEPHbIMM Yyrpo3amu. [ns
HaZe>XHOWM 3aWnTbl KOMMbIOTEPOB U CeTeill NpoaykTbl «/oktop Beb» obbeauHsAOT B cebe 3Tn
MeTOAbl MpU MNOMOLM TMOKMX HACTPOeK W KOMIJIEKCHOro noaxoja K obecrneveHuto
6e3onacHOCTM. OCHOBHbIMM AEUCTBUAMWU  Ans  06e3BpeXmBaHus BPEAOHOCHBIX MPOrpaMm
ABNAOTCS:

1. JleueHune — feiicTBME, MPUMEHsEMOe K BMpycaM, YepBsam U TposiHam. OHO mogpasymeBaeT
yAaNeHne BPefOHOCHOTO KOoJa M3 3apakeHHbIX dainoB Mbo yaaneHne oyHKLMOHaIbHbIX
KOMWA  BPEJOHOCHbIX MpPOrpamMM, a Takxke, MO  BO3MOXHOCTM, BOCCTaHOBJ/IEHUE
paboTOCNOCOBHOCTM NMOPaXKEHHbIX OOBEKTOB (T. €. BO3BpPALLEeHNe CTPYKTYpbl N GYHKLIMOHaNa
MporpaMmMbl K COCTOSIHWIO, KOTOpoe 6biio A0 3apaxkeHws). [aneko He Bce BpPeAOHOCHble
nporpaMmmMbl  MOTryT ObiTb  BblJ€YeHbl, OAHAKO WMEHHO nNpoaykTbl «/lokTop Beb»
NPeAoCTaBAAlOT camMble 3PPEKTVBHbIE aNrOPUTMbl JIEYEHWUS W BOCCTaHOBAEHWs (Halnos,
MOABEPTLUMXCS 3aPaXKEHNIO.

2. MepemeleHne B KapaHTUH — JeNCTBME, NMPU KOTOPOM BPEAOHOCHbIN O6BEKT NOMeLLaeTca B
cneuvanbHyo narnky, rae U30AMpyeTca OT OCTallbHOW cucTeMbl. [laHHoe felcTBME ABAAETCA
NPeAnOYTUTENbHBIM MPU HEBO3MOXHOCTW JIeYeHMUsa, a Takxke AN BCeX MOAO3PUTENbHbIX
obbekToB. Konmun Takux ¢painos >enatenbHO nepecbiiaTb ANA aHaAM3a B aHTUBMPYCHYHO
naboparoputo «JJoktop Beb».

3. YaaneHue - >3pdekTMBHOE AelcTBME aAns 60pbbbl C KOMMbHOTEPHbIMKU yrpo3amn. OHO
NPUMEHUMO Ana ntboro Tvna BPeAOHOCHbIX 0bbekToB. CneayeT OTMETUTb, UYTO WHOrAa
yAaneHve 6yAeT NpYMeHeHO K HeKoTopbiM dainam, Ans KOTopbix Hbl10 BbIOpaHO fneveHue.
DTO NPOUCXOAUT B C/y4ae, KOraa Becb Gains LLeIMKOM COCTOUT U3 BPEAOHOCHOTO KoJa U He
COAEPKUT HUKAKOW nonesHon nHdopmaumn. Tak, HanprumMep, NoA evYeHnemM KOMMbOTEPHOTO
yepBA NOAPA3yMEBAETCA yAaNeHNe BCeX ero GyHKLMOHaNbHbIX KOMUNA.

4. BNOKMPOBKA, MepeMMeHOBaHMe — 3TO TakXe ~JeNCTBMSA, MNO3BOAAIOLWME 0Oe3BpeauTb
BPEAOHOCHbIE MpPOrpaMmsbl, NPV KOTOPbIX, OAHako, B (alNoBOM CUCTEME OCTarOTCA MX
MOJIHOLIEHHbIE KOMUW. B nepBoM ciiyyae 610KMpyrOTCS Nt06ble MOMbITKM 06paLLeHns OT U K
BPeAOHOCHOMY 06bekTy. Bo BTopoMm ciyuae, pacwumpermve darina U3MeHSeTcs, YTo Jenaet ero
HepaboTOCNOCOOHbIM.
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Mpunoxxenne B. MpuHUUNBI UMEeHOBaHUA Yrpos

Mpu o6HapyXeHWM BUPYCHOrO KoAa KOMMOHeHTbl DrWeb coobuwaroT nonbsosatento
cpeactBaMu  MHTepderica M 3aHOCAT B dann OTyeTa MMA BUpYyCa, MNPUCBOEHHOE eMy
cneumanuctammn  «Jloktop Beb». OTWM MMeHa CTPOATCA MO OMpeAeNeHHbIM MpUHUMNaM W
OTpaXkatoT KOHCTPYKLIMIO BUPYCa, KAacCbl yA3BUMbIX 06BbEKTOB, cpesy pacnpoctpaHeHus (OC wn
NpuUKAaZHble MakeTbl) U pAjg APYrUX OCOBEHHOCTeN. 3HaHWe 3TUX MPUHLMMAOB MOXET ObiTb
MONE€3HO A4 BbIABAEHUA MPOrPaMMHbIX W OPraHM3auMOHHbIX YA3BMMOCTEN 3alMLLAEMOWN
cncteMsbl. Huxke faetcs KpaTKoe M3/105KeHNe NPUHLMNOB UMEHOBaHWS BUPYCOB; bonee noaHas m
MOCTOSIHHO obHoBAEMAas Bepcua onmncaHus AOCTyrMHa no aapecy
http://vms.drweb.com/classification/.

JTa KﬂaCCVIq)VIKaLJ,I/IFI B pAaje cnhydyaeB YyC/OBHa, MOCKOJIbKY KOHKPETHbIE BUAbI BMPYCOB MOTYT
O6ﬂaAaTb O4AHOBPEMEHHO HECKOJIbKUMW MnpuBegeHHbIMU NMPU3HaKaMn. KpOMe TOro, OHa He
MOXXeT CYNTaTbCA MCHepﬂblBaPOU.LeVI, MOCKO/IbKY MOCTOAHHO MOABAAKOTCA HOBblE BUAblI BUPYCOB U,
COOTBETCTBEHHO, NAET pa60Ta no YyTOYHEHUIO K.I'IaCCl/Iq)l/IKaLI,MVI.

NonHoe nmA BMpyca COCTOUT U3 HECKONbKUX JNEMEHTOB, pasfefieHHbIX Toukamu. [pu 3Tom
HEKOTOpble 3/1eMeHTbI, CTOALLME B Hayane NOAHOro UMeHU (Npedukcbl) 1 B KOHLe (cyddunkcnb),
ABNAIOTCA TUMOBBLIMW B COOTBETCTBUM C MPUHATOM KnaccudukaLmen.

OcHoBHbIe Npe¢pUKCbI

Mpedunkcbl onepaLMoOHHON CUCTEMBbI

Huxecneayrowme npedurkcbl MPUMEHAOTCA ANS  Ha3biBaHWA  BUPYCOB, WHOULIMPYHOLLINX
ncnonHsemble Gannbl onpeaeneHHbix naatopm (OC):

e Win — 16-pa3paaHble nporpammbl OC Windows 3.1;

e Win95 — 32-pa3psgHble nporpammbl OC Windows 95, OC Windows 98, OC Windows Me;

e WinNT — 32-pa3psagHble nporpammbl OC Windows NT, OC Windows 2000, OC Windows XP, OC
Windows Vista;

e Win32 — 32-pa3pagHble nporpammbl pasanyHbix cpeg OC Windows 95, OC Windows 98, OC
Windows Me n OC Windows NT, OC Windows 2000, OC Windows XP, OC Windows Vista;

e Win32.NET — nporpammbl B OC Microsoft .NET Framework;
e 0S2 — nporpammbl OC OS/2;

e Unix — nporpammbl pasnnyHbix UNIX-cuctem;

e Linux —nporpammbl OC Linux;

e FreeBSD — nporpammbl OC FreeBSD;

e Sun0s — nporpammbl OC SunOS (Solaris);

e Symbian — nporpaMmmbl OC Symbian OS (MobuabHas OC).
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3amMeTuM, YTO HeKOoTOpble BMPYCbl MOFYT 3apaxkaTb MpOrpaMMbl OJHOW CUCTEMBbI, XOTA CaMu
AEVCTBYOT B APYTrOW.

Bupycsbl, nopaxkatowue ¢pavinbl MS Office

lpynna npedpunkcoB BUpPYycoB, nopaxarwmx obbektol MS Office (ykasaH fA3blk MakpOCOB,
nopa>kaemblX JaHHbIM TUMOM BUPYCOB):

e WM — Word Basic (MS Word 6.0-7.0);

xM — VBA3 (MS Excel 5.0-7.0);

w97M — VBAS (MS Word 8.0), VBA6 (MS Word 9.0);
x97M — VBAS (MS Excel 8.0), VBA6 (MS Excel 9.0);
A97M — 6a3bl gaHHbIX MS Access'97/2000;

PP97M — pannbi-npeseHtauyumn MS PowerPoint;

097M — VBAS5 (MS Office'97), VBA6 (MS Office’2000), Bupyc 3apaxaeT ¢dainbl 6onee yem
oaHoro koMmnoHeHTa MS Office.

Mpedukcbl A3bika pa3paboTkn

lpynna npedukcoB HLL MNpUMEHAETCa A9 WMEHOBaHMA BUPYCOB, HamNMCaHHbIX Ha A3blKax
NporpaMMmnpoBaHuNs BbICOKOTrO ypoBHS, Takumx kak C, C++, Pascal, Basic n gpyrue. icnonb3ytoTcs
mMoambdurKaTopsbl, ykasbiBaroLLme Ha 6a30BbIA aNropntM GYHKLNOHUPOBAHWS, B YaCTHOCTU:

e HLLW — Yepsy;

e HLLM — NOYTOBbIE YEPBY;

HLLO — BUpYyChbl, Nepe3anmncbiBatoLle Ko rnporpamMmmbl XXepTBbl;

HLLP — BUPYCbI-NapasuThbl;

HLLC — BUPYCbI-CMYTHUKMN.
K rpynne npedunkcos A3bika pa3paboTky MOXHO TakxKe OTHECTU:

e Java — BUPYCbl ANS CPeAbl BUPTyalbHOW MaluunHBbI Java.

TposiHCkMe nporpammbl

Trojan — obllee Ha3BaHWe ANA Pa3/IMUHbIX TPOSHCKUX MporpamMm (TposiHUeB). Bo MHormx
cnyyasx npedpuKcbl STOM rpynmnbl UCMO/b3YHOTCS COBMECTHO C npedukcom Trojan.
e PWS — TPOSIHEL, BOPYHOLLMIA Napoau;

e Backdoor — TposiHel, ¢ RAT-dyHkumen (Remote Administration Tool — ytuauta yaaneHHoro
aAMUHUCTPUPOBAHNA);

e IRC — TpPOsiHeL, NCMOAb3YOWMIN Ana cBoero GyHKLMOoHMpoBaHua cpeay Internet Relayed Chat
channels;
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DownLoader — TPOSIHEL, CKPbITHO OT MOJIb30BaTe/IA 3arpy>karoLmii pa3inyHble BPeAOHOCHbIe
dannbl n3 ViHTepHeTa;

MulDrop — TpOsHeU, CKPbITHO OT MOJ1b30BaTeNA 3arpy>|<a+ou.|,m7| pa3nnyHble BUPYChI,
cojep>Kauimecd HenocpeACTBEHHO B €ro TeJig;

Proxy — TPOSAHEL, MO3BOAAIOLLMI 3/10yMbILLUNEHHUKY paboTaTb B VIHTepHeTe aHOHMMHO Yepes
MOpa>keHHbIN KOMMbIOTEP;

StartPage (CMHOHMM: Seeker) — TPOSHEL, HECAHKLMOHWPOBAHHO MOAMEHSOWNA ajpec
CTpaHWLbI, YKa3aHHOW bpay3epy B KauecTBe JOMalLLHeN (CTapTOBOM);

Click — TpOsAHeL, OpraHM3ylLWMI nepeHanpasaeHe Noab30oBaTENbCKMX 3anpocoB bpaysepy
Ha onpeaeneHHbIN CanT (Man canTbl);

KeyLogger — TPOAHEL-LUMMNOH,; OTC/IEXXMBAET M 3aNUCbIBAET HaXXaTuUA KNaBuLL Ha KiaBUaType,;
MOXET nepnoagnyeckn nepecbliatb C06paHHbIe AaHHbI€ 3N10YMbILWLWNEHHNKY;

AVKill — ocTaHaBAMBaeT paboTy nporpamMM aHTVBUPYCHOM 3aluTbl, CETEBblE 3KPaHbl U T. M.
TaK>XXe MOXeT yAanATb 3T NPorpamMmMbl C ANCKa;

KillFiles, KillDisk, DiskEraser — yAansitoT HEKOTOPOE MHOXEeCTBO ¢alrnoB (dannbl B
onpeaeneHHbIX katanorax, darabl No Macke, Bce Ganbl Ha AUCKe U T. M.);

DelWin — yAanaer Heobxoaumele ana paboTbl onepaunoHHon cuctembl (Windows) panbi;

FormatC — ¢popmatumpyet anck C: (CMHOHMM: FormatAll — ¢opmaTUpyeT HECKONbKO AN BCe
AVCKN);

Kil1MBR — NOPTUT WAN CTUPAET COAEP>XKMMOE FNaBHOrO 3arpy304Horo cektopa (MBR);

Kil1CMOS — nopTuT nam ctmpaet cogepxurmoe CMOS.

CpeacTBO NCNO/Ib30BaHNA YA3SBUMOCTEN

Exploit — CPeACTBO, MCMOJb3yHolLee W3BECTHblE YSA3BMMOCTU HEKOTOPOW OMnepalyOHHOM
CUCTEMbI UAN MPUNOXEHUA ANA BHEAPEHUS B CUCTEMY BPEAOHOCHOrO KOJAa, BuUpyca Wau
BbIMOJIHEHNA KaKMX-AMHO HeCaHKLIMOHUPOBAHHbIX AENCTBUN.

CpeactBa Ana ceTeBbIX aTak

Nuke — cpeacTBa A/ CeTeBblX aTak Ha HEKOTOpble N3BECTHblE YA3BUMOCTU OMnepaLMOHHbIX
CNCTEM C LLENIBHO BbI3BaThb aBapvu7|Hoe 3aBepLlieHune pa6OTbI aTaKyeMoﬁ CNCTEMDI;

DDoS — MpOrpaMMa-areHT Ans MpOBEeAeHWs pacrpefeneHHbIX CeTeBbiX aTak TuMa «OTKa3 B
obcnyxusaHum» (Distributed Denial Of Service);

FDOS (cumHOHWUM: Flooder) — Flooder Denial Of Service — nporpammbl gns pasHOro poja
BPEAOHOCHbIX AelcTBMI B CeT, Tak WM MHaye UCMO/b3yHoLMe UAe aTakvM TMNa «OTKas B
obcnyxkmBaHUmM»; B otanume ot DDoS, rae npotmB OAHOW LleNn OLAHOBPEMEHHO UCMOb3yeTcs
MHOXECTBO areHToB, paboTarolmx Ha pa3Hbix komnbtoTepax, FDOS-nporpamma paboTaeT Kak
OTZAe/IbHas, «CaMOAOCTaTOUHas» nporpamMma.
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Mpwunoxxenus

CkpunT-BUpycChbl

npeq)MKCbl BUPYCOB, HanMCaHHbIX Ha pPa3/InYHbIX A3blKax CLEHapneB:

VBS — Visual Basic Script;

JS — Java Script;

e Wiscript — Visual Basic Script n/van Java Script;
Perl — Perl;

PHP — PHP;

BAT — A3blk KOMaHAHOro nHtepnpetatopa OC MS-DOS.

BpeaoHocHble NporpaMmmbl
MpedurKcbl 06bEKTOB, ABNAOLLMXCA HE BUPYCaMU, @ UHbIMU BPEeAOHOCHBIMY NPOorpaMMamu:

e Adware — pekaamMHasa nporpamma;

e Dialer - nporpamMmMa [O3BOHa (nepeHanpasBaAlOlWlas 3BOHOK MoOJeMa Ha 3apaHee
3anporpaMMMpPOBaHHbIN MAaTHbI HOMEP VAW MAATHbIN pecypc);

Joke — Nporpamma-LuyTKa;

e Program — MNOTEHLMaNLHO OnacHas nporpamma (riskware);

Tool — NporpaMma-mHCTpYyMeHT B3soMa (hacktool).

PasHoe

Mpedukc generic MCNOAb3yeTCA NOCae APYyroro npepukca, 0603HayatoLLero cpesy nam MeTos
pa3paboTku, Ans 0603HaUEHNA TUMUYHOTO NPEACTaBUTENs 3TOrO TUMa BUPYCOB. Takon BUPYC He
obnasaeT HMKaKMMW XapaKTePHbIMW Mpu3HakaMy (Kak TeKCTOBble CTPOKM, CreLunanbHble
3 deKTbl U T. A.), KOTOPbIE NO3BONAN Bbl MPUCBOUTL EMY Kakoe-TO 0COBeHHOe Ha3BaHwe.

PaHee A1 MMEHOBaAHWA MPOCTENLLMX OE3/MKUX BUPYCOB MCMO/b30Bancs npepukc Silly ¢
pa3IMyYHbIMU MoandMKaTOpamMu.

CydPpukcbl

CydduKcbl MCNONb3yrOTCA 418 UMEHOBAHUS HEKOTOPbIX CreLMbnUeckmx BUPYCHbIX 06 bEKTOB:

® generator — 0b6beKT ABNAETCH He BUPYCOM, a BUPYCHbIM reHepaTtopom;

e based — BMpPYC pa3paboTaH C MOMOLLbI YKa3aHHOrO BMPYCHOrO reHepaTopa Wiu MnyTem
BWAOW3MEHEHWs yKa3aHHOro BMpyca. B o6oux cnyyasx MMeHa 3TOro Tvna SBASHOTCS POAOBbIMM
1 MOryT 0603HauaTb COTHU M UHOTAA Aaxke ThiCAYM BUPYCOB;

e dropper — YyKa3blBaeT, UTO OOBLEKT SABNSETCA HE BMPYCOM, a WMHCTaNNATOPOM YKa3aHHOro
BUpYcCa.
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