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1. BBepgeHune

1. BBeaeHune

AnTtuBupyc Dr.Web ans Windows obecrneuvBaeT MHOrOYpPOBHEBYHO 3aLUUTYy CUCTEMHOW NaMsATy,
XKECTKMX [UCKOB W CbEMHbIX HOCUTENen OT MPOHWKHOBEHWI Nto6bIX BUPYCOB, PYTKUTOB,
TPOSIHCKMX MPOrpamm, WMNMOHCKOrO U peknamHoro MO, xakepckux YTUAUT U BCEX BO3MOXKHbIX
TMNOB BPEAOHOCHbBIX O6BbEKTOB 13 I0ObIX BHELLIHUX NCTOYHUKOB.

BaxxHon ocobeHHOCTbIO nporpammbl DrWeb sBnsetcs mogynbHas apxutektypa. Dr.Web
MCnonb3yeT NPOrpaMMHOe AP0 U BUPYCHble 6a3bl, 0bLme Ansa BCeX KOMMOHEHTOB M Pa3/InyHbIX
cpea. B HacTosAwee Bpema Hapaay ¢ nporpammori Dr.Web noctaBastotcs Bepcmn aHTMBMUpPYCa ANs
Novell® NetWare®, Macintosh®, Microsoft Windows Mobile®, Android®, Symbian®,
BlackBerry®, a Takxe paga cuctem cemerictea Unix® (Hanpumep, Linux®, FreeBSD® wn Solaris®).

Dr.Web ncnonb3yeT yaobHyto n 3dpdekTmBHYtO npouesypy 06HOBAEHMA BUPYCHbIX 6a3 1 Bepcun
nporpammHoro obecneyeHns yepes NHTepHer.

Dr.Web cnocobeH Takxke obHapyXuBaTb U yAanaTb C KOMMbIOTEPA Pa3/nyHble HeXenaTesbHble
nporpamMmbl (peknaMmHble NporpamMmbl, NPOrpaMmmbl JO3BOHA, MPOrPaMMbl-LIYTKK, NOTEHLMANbHO
onacHble MporpamMmsbl, NMPorpaMmMbl B3/s0Ma). [1a obHapy>XeHuA HeXenaTe/lbHbIX NMporpaMm u
AENCTBUIA Hag coAep>KalnMu nx Gannamm NPUMEHAROTCA CTaHAAPTHbIE CPeACTBA aHTUBUPYCHbIX
KOMMOHeHTOB nporpammsl Dr.Web.

Kaxkzoe 13 aHTMBUPYCHbIX peleHnin Dr.Web ana onepaumoHHbIX cuctem cemerictBa Microsoft®
Windows® BkatouyaeT B COCTaB COOTBETCTBYHOLLMIA HAabOP 13 CefyOLWNX KOMMNOHEHTOB 3aLLUTbI:

CkaHep Dr.Web — aHTUBMpPYCHBIN cKaHep C rpapuueckmmMm MHTEPPENCOM, KOTOPbIM 3amnycKaeTcs
no 3anpocy nonb3oBaTens WAM MO pPacnucaHUio W NPOBOAUT aHTUMBUPYCHYHO MpPOBEPKY
KoMMbroTepa.

KoHconbHbi ckaHep Dr.Web — Bepcua CkaHepa Dr.Web ¢ nHtepdericom KomaHAHOW CTPOKMW.

SplDer Guard — aHTUBUPYCHBIA CTOPOXK, KOTOPbIA MOCTOAHHO HAXOAUTCS B ONEPaTUBHOMN NamsaTy,
OCyLLecTB/IAf MNPOBEpPKYy Cco3jaBaeMblx GaloB UK 3anyckaemblXx MPOLECCOB, a Takxke
obHapy>kunBas NPOsBIEHNSA BUPYCHON aKTUBHOCTU.

SpIDer Mail — NOYTOBBIV @HTUBMPYCHBIN CTOPOX, KOTOPbIA MepexBaTbiBaeT obpalyeHusa Nrbbix
MOYTOBbIX KAMEHTOB, paboTarolyx Ha KOMMbIOTepe, K MOYTOBbIM CepBepamM Mo MpoToKoaaMm
POP3/SMTP/IMAP4/NNTP (noa IMAP4 wwmeetrca B Bugy IMAPv4revl), obHapyxwuBaeT w
obe3BpexxrBaeT yrpo3bl 40 NOJyYEHUS MUCEM MOYTOBbIM KIMEHTOM C CepBepa MW A0 OTNpPaBKuM
MMCbMa Ha MOYTOBBLIN cepBep.

Dr.Web ans Outlook — nogkntouaeMbiil MOAY/b, KOTOPbIA NpoBepsieT NoyToBble AWMKKM Microsoft
Outlook Ha yrpos3bi.

EpaHamaysp Dr.Web — nepcoHanbHbIi MeXCETEBOW 3KpaH, MpejHa3HaYeHHbIN Ans 3aWwuThl
KOMMbOTEPA OT HECaHKLMOHUPOBAHHOIO AOCTyrNa WM3BHE W MPeAOTBPALLEHNS YTEUKN BaXKHbIX
AAaHHBIX MO CeTU.

Py KOBOACTBO MNOJib30BaTeENSA
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1. BBepgeHune

Moayib 06HOBNEHUA — KOMMOHEHT, KOTOPbIN NO3BOAAET 3aPerncTPUpPOBaHHbIM MOJIb30BaTENAM
nonyyatb OBHOBAEHMA BUPYCHbIX 6a3 u gpyrux ¢avnos DrWeb, a Takke npouv3BOAWUT KX
aBTOMaTUYEeCKYH YCTaHOBKY.

Arent DrWeb — Mopy/nb ynpaBaeHus, C MOMOLLbHO KOTOPOrO OCYyLEeCTBASETCA 3amnyck W
HacTpoiKa KOMMOHEHTOB nporpammbl Dr.Web.

[TlpeBeHTMBHAA 3alimTa — KOMMOHEHT, KOHTpOﬂI/IpyI-OIJ.I,VIVI AOCTYyNn K KPUTUYECKN Ba>XHbIM
obbekTaM CUCTEMBI, o6ecnqu|Barou.|,M171 LUENOCTHOCTb 3anyLleHHbIX I'IpVI.I'IO)KeHMVI 7 c|>a17|nos
NONb30BaTENA, a TAKXE 3alUUTy OT 3KCM/IONTOB.

1.1. O uem 3Ta AOKYMEHTaLVSA

HacTosllee pyKOBOACTBO COAEPXUT HeOOXOAMMble CBeZEeHWS MO YCTaHOBKE W 3PPeKTMBHOMY
ncnoab3oBaHMo Nporpammel Dr.Web.

MoapobHoe onuvcaHve BCex 3NeMEHTOB rpadryeckoro MHTepdenca coaepKUTcs B CNPaBOYHON
cucTeMe, JOCTYMHON A/if 3anycka U3 NH060ro KOMMOHEeHTa NporpamMmbl.

HacTosllee pyKOBOACTBO COAEpPXMT MOAPOBHOe onucaHue npolecca YCTaHOBKM, a Takxe
Haya/lbHble PEeKOMeHAauuW MO ero MWCMOAb30BaHMIO AN pelleHna Hambosee TUMMYHbIX
npobnem, CBfA3aHHbIX C BUPYCHbIMW Yyrposamu. B ocHoBHOM paccmatpuBatoTcs Hawnbonee
CTaHAapTHblE peXX1Mbl paboTbl KOMNOHEHTOB NporpaMmel Dr.Web (HacTpovikun no ymonydaHmio).

B MpunoxeHnsax coaep>xnTcs NoApobHas cnpaBoyHas nHbopMaLmMsa Mo HacTporike NporpamMmel
Dr.Web, npesgHa3zHaueHHas 415 OMbITHbIX MNOJb30BaTENEN.

;_"l*_s. B B3 C MOCTOAHHBLIM PasBUTMEM WHTEpPdENC MnporpaMMbl MOXET He COBMajaTb C
NpeacTaBieHHbIMU B JaHHOM AOKYMEHTE M306paxkeHnsamu. Bcerga aktyanbHyto CripaBoOYHYHO
MHPOpPMaLMIO Bbl MOXETE HarTh no agpecy http://download.drweb.com/doc.

Py KOBOACTBO MNOJib30BaTeENSA
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1.2. Ncnonb3lyemble 0603HaUEHNA N COKpPaLL,EHNA

B aToM pyKoOBOACTBE NCMOJIb3YHOTCA Ciiegyroumne 0603HaveHus:

O603HaueHne KommeHTapwii

il ': I'Ipep,ynpex,a,eHvle O BO3MOXHbIX OLLUMBOUHbIX CUTyaumax, a TakXKe BadKHbIX
: MOMeHTaX, Ha KOTOpble cieayet O6paTI/ITb ocoboe BHMMaHMe.

CueHamypa HoBbin TEPMUH AN aKLLEHT Ha TepMUHE B ONCaHUAX.
<K/7i0“l€30g_¢GUﬂ> Mons ANnAa 3aMeHbl CI)yHKLI,I/IOHaJ'IbeIX Ha3BaHuUI q)aKTI/I'vleCKI/IMI/I 3HavyeHnamMmn.

Oanee Ha3sBaHWs 3KpaHHbIX KHOMOK, OKOH, MYHKTOB MEHI W APYrMxX 31eMeHTOB
NporpamMmMHoOro nHTepdeica.

C:\Windows\ HanmeHoBaHWs paiinoB 1 KaTanoros, GparMeHTbl MPOrpaMMHOro Koga.
MNpunoxexune A MepekpecTHble CCbIAKM Ha [NaBbl JOKYMEHTa WAW TUMNEepPCCbIIKM Ha BHELUHWe
pecypcbl.

1.3. MeToabl o6Hapy>xeHUsn

Bce aHTVMBMpPYCHble NPoAyKTbl, pa3paboTaHHble KoMnaHuen «/loktop Beb», npuMeHsroT Lenbiin
Habop MeTOAOB OBHapy>XXeHWs yrpo3, UTO MO3BOASET MPOBEPSATb MOAO3PUTENbHbIE O6BLEKTHI
MaKCVMMa/bHO TLLaTe/IbHO.

MeToabl 06Hapy>xeHunA yrpos

CurHatypHbI aHanun3

OTOT MeToA Ob6Hapy>XeHUs NpUMeHseTcs B nepByto oyepedb. OH BbIMOAHAETCA MyTeM NpPOBEPKM
COAEPXMUMOrO aHanM3MpyemMoro obbekTa Ha NpeaMeT HalNnumMA B HEM CUTHATYP Y>Ke€ N3BECTHbIX
yrpo3. CueHamypoli Ha3blBaeTCA HenpepbiBHas KOHeYHas MocC/iefoBaTeNbHOCTb  HanT,
HeobxoAnMasa 1 AocTaTouHas AN OAHO3HAUYHOW MAeHTUOUKaLMKM yrpo3bl. MNpu 3TOM cpaBHeHMe
COAEPXKMMOr0 MccnesyeMoro obbekta C CUrHaTypaMu MPOWM3BOAMTCA HE HamnpAMyro, a Mo WX
KOHTPOJIbHbIM CyMMaM, YTO MO3BOJSET 3HAUUTENbHO CHU3UTb Pa3Mep 3anucel B BUPYCHbIX
6a3ax, COXpaHVMB MpPW 3TOM OAHO3HAYHOCTb COOTBETCTBMA W, C/lef0BaTeNbHO, KOPPEKTHOCTb
0obHapy>XeHus yrpo3 1 neyeHns NHPULMpPOBaHHbIX 06BbEKTOB. 3anucK B BUPYCHbIX 6a3ax Dr.Web
COCTaB/eHbl TakuM 06pa3om, yuto Hnarogaps OAHOW W TOW >Xe 3anmmcyM MOXHO ObBHapyXuBaTb
Lenble KNnaccbl WM CEMENCTBA Yrpo3.

Origins Tracing

70 YHWKaslbHaa TeXHOANOormna Dr.Web, KOTOpaA Nno3BOAAET oOnpenesntb HOBble WK
MOAMCI)MLI,MpOBaHHbIe Yrpo3bl, NCNOAb3YyHOLWME Y>XEe U3BECTHbIE N OMNMCaHHbIE B BMPYCHbIX 6azax

Py KOBOACTBO MNOJib30BaTeENSA



A
)
-\ﬂ

4

1. BBepgeHune

MexaHV3Mbl 3apaXeHns WA BpefOHOCHOe noBefeHne. OHa BbIMNOJHAETCA MO OKOHYaHWK
CUrHaTypPHOro aHanmsa n obecneumBaeT 3aLiuUTy MOAb30OBaTENEN, NCMOB3YIOWMX aHTUBMPYCHbIE
peweHns DrWeb, oT Takux yrpos, kak TpoOsiHCKas mnporpamma-sbiMoraTtesnb Trojan.Encoder.18
(Takxe n3BecTHas noj HasaHueM «gpcode»). Kpome Toro, ncnonb3zosaHme texHonorum Origins
Tracing nNo3BoaseT 3HaYMUTeNbHO CHU3WUTb KOANYECTBO NOXHbIX CpabaTbiBaHUA 3BPUCTUYECKOTO
aHanmzatopa. K HasBaHuaM yrpos, obHapy>keHHbIx npu nomoum Origins Tracing, gobasnseTcs
nocTduKc .Origin.

3Myllﬂl.l,Vlﬂ NCNnoJiIHeHuA

MeToz 3MynsALMM  UCMONHEHWS MNPOTrPaMMHOrO  KOAA WCMO/b3yeTca Ans  ObHapy>KeHus
NONAMMOP®HBIX M WKMGPOBAHHBIX BUPYCOB, KOrAa WCMOJb30BaHME MOUCKA MO KOHTPOJbHbIM
CyMMaM CUTHaTyp HENpPUMEHWMO WAN 3HAuYUTeNbHO YCNOXHEHO M13-3a HEBO3MOXHOCTU
MOCTPOEHMA HaAeXHbIX curHatyp. MeTtoz COCTOUT B MMWUTALMW WUCMONHEHUA aHaU3MPYyeMOoro
KoZa Mpv MOMOLUWM 3MyNATOpa — MPOrPaMMHOM MOZenn npoLeccopa W cpelbl UCNOJHEHUA
nporpaMm. IMyAATOp ONepupyeT C 3alMLLEHHON 06aacTbio Nnamat (bydepom amynsuymm). Mpu
3TOM WHCTPYKLMW He MepesaroTCA Ha LeHTPasbHbIM MPOoLeccop ANA PeasbHOro MCMOAHEHUS.
Ecan kop, obpabaTtbiBaeMblii IMYNATOPOM, MHOULIMPOBAH, TO Pe3y/bTaTOM ero 3MyasaLMn cTaHeT
BOCCTaHOBJ/IEHME UCXOAHOIO BPEAOHOCHOIO KOAa, AOCTYMHOMO A8 CUTHaTypPHOro aHann3a.

3BpUCTMUECKNIA aHaNU3

PaboTa 3BPWMCTUYECKOrO aHasv3aTopa OCHOBbIBAeTCA Ha Habope 3BPUCTUK (MPeamnoaoXeHuWH,
CTAaTUCTUYECKaAs 3HAYMMOCTb KOTOPbIX MOATBEPXKAEHA OMbITHBIM MyTEM) O XapaKTepHbIX
Mpu3Hakax BPeAOHOCHOTO M, HaobopoT, He30MacHOro UCNoAHAeMoro koga. Kaxabii npvsHak
KoAa MMeeT onpeseseHHbIV BeC (T. e. UACN0, NMOKa3biBaroLLee BaXKHOCTb M JOCTOBEPHOCTb 3TOrO
npu3Haka). Bec MoxeT 6biTb KakK MOJOXWTENbHbIM, €CAW MPU3HaK YKasblBaeT Ha Haiuuve
BPEAOHOCHOTrO MOBeAeHMs KoZa, Tak M OTpULaTeNbHbIM, €CIVM MpPU3HaK He CBONCTBEHEH
KOMMbIOTEPHBIM yrpo3aM. Ha OCHOBaHUM CYMMapHOro Beca, XapaKTepuW3YHOLLEro COAEpPXMMOoe
06beKTa, IBPUCTUUECKNI aHANM3ATOP BbIUNCISET BEPOSTHOCTb COAEP>XKaHNSA B HEM HEVN3BECTHOrO
BPefOHOCHOro obbekTa. Ecin 3Ta BepoATHOCTb MPeBbILLIAET HEKOTOPOE NMOPOroBOe 3HaYEHWE, TO
BblZaeTcs 3aK/IFOYEHNE O TOM, UTO aHaN3MpPyEMbIVi O6BEKT ABNSETCH BPEAOHOCHbIM.

OBPUCTUYECKMM aHaiM3aTop Takxke wucnonb3yet TexHosornto FLY-CODE - yHuBepcanbHbIV
anroputM  pacnakoBku @annoB. ITOT MeXaHW3M MO3BONAET CTPOUTb  IBPUCTUYECKME
NPeAnONOXEHNA O HaAN4MM BPEJOHOCHBIX O6BEKTOB B OObekTax, COKaTblX MNporpammMamu
ynakoBKM (ynakoBLLMKamK), Mpuyem He TOIbKO M3BECTHbIMK pa3paboTuvkam npogykta Dr.Web,
HO M HOBbIMM, paHee He WUCCNefoBaHHbIMW nporpaMmmamu. [lpu npoBepke ynakOBaHHbIX
06beKTOB TakXe WCMONb3yeTCAd TeXHONOrMA aHa/in3a WX CTPYKTYPHOMW 3SHTPOMWUW, KOTopas
nossonseT obHapy>XuBaTb Yrpo3bl MO OCOOEHHOCTAM PacCnoIOXEHUs y4yacTKOB UX KoAa. JTa
TEXHONIOTUA MO3BO/IAET Ha OCHOBE OAHOM 3anuch BMPYCHON 6Ha3bl MpousBecTn ObHapy>eHue
Habopa pasnnYHbIX Yyrpo3, YNakoBaHHbIX OAMHAKOBbIM NOJAMMOPOHBIM YMaKOBLLMKOM.

MoCKONbKY 3BPUCTUYECKMIA aHaAM3aTop SBASETCS CUCTEMOW MPOBEPKW TUMOTE3 B YCIOBUAX
HeonpeAeNeHHOCTM, TO OH MOXET JAOMyckaTb OLWMOKN Kak MnepBoro (NMponyck HeW3BeCTHbIX
yrpos), Tak v BTOpOro poga (npusHaHWe 6Ge3onacHOW Mporpammbl BpefoHOCHOW). Mo3atomy
ob6bekTaM, OTMEYEHHbIM 3BPUCTUYECKUM aHaNM3aTOPOM Kak «BPELOHOCHbIE», MpPUCBaMBaETCS
CTaTyC «MOAO3PUTENbHbIE>.

Py KOBOACTBO MNOJib30BaTeENSA
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1. BBepgeHune

Bo Bpema n1t0601 13 NpoBEpPOK BCE KOMMOHEHTbI aHTUBMPYCHbIX NpogykToB Dr.Web ncnonb3yror
camyro CBeXyt MHbOpMaunto 060 BCeX W3BECTHbIX BPEAOHOCHbIX Mporpammax. CurHatypel
yrpo3 n nHpopmauma 06 nx nprsHakax n Mojenax noeeAeHVs o6HOBAAOTCA U fo0b6aBaAOTCA B
BMPYCHble 6a3bl Cpa3y >e, Kak TOJIbKO CMeLnanncTbl aHTUBMPYCHOW nabopatopum «/loktop Beb»
0bHapy>X1BatOT HOBble Yrpo3bl, MHOMAA — A0 HECKO/MbKMX pa3 B 4Yac. [laxe ecan HoBeWLuas
BPeAOHOCHaA nMporpamMmMa MpPOHMKaeT Ha KOMMbIOTEP, MUHYA pe3naeHTHyro 3awuty Dr.Web, 1o
OHa Oyaer ob6HapyXeHa B CrMCKe MPOLLECCOB W  HeWTpanmsoBaHa Mocae MnoayveHus
O0H6HOB/IEHHBIX BUPYCHbIX Ha3.

Py KOBOACTBO MNOJib30BaTeENSA
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2. CucrtemMHble Tpe6oBaHUA

2. CucrtemHble TpeboBaHun

;_"l*: Mepes yctaHoBKOW Nporpammbl Dr.Web cneayer:

WcnonbzoBaHne nporpammbl DrWeb BO3MOXHO Ha KOMMbOTEpPE, YAOBNETBOPSAHOLLEM

yAanuTb C KOMMbIOTEpPa Apyrve aHTUBUPYCHble MporpaMmmbl And MpeAoTBpalleHns
BO3MOXHOM HECOBMECTUMOCTU WX PE3UAEHTHbIX KOMMOHEHTOB C pPe3UAEHTHbIMU
koMnoHeHTamu Dr.Web;

ecnv 6ypet yctaHoBneH bpaHamayap Dr.Web, HeobxoaMMO yaanntb ¢ KOMMbIOTEPA ApYrue
MeXceTeBble 3KPaHbl;

B Windows Server 2016 otkatounts 3awmtHnk Windows Bpy4Hyto, CMO/b3ys rpymnmnoBble
NONNTUKN;

YCTaHOBUTbL BCE PEKOMEHAYEMbIE MPOU3BOAUTENEM OMEPALVOHHON CUCTEMbI KPUTMUECKUE
0BHOB/IEHUS; €C/IN MOAJEP>KKA OMEPALMOHHON CUCTEMbI MPOW3BOAWUTENEM MPEKPALLEHa,
PEeKOMeHZAyeTCs NeperTn Ha 6o/ee COBPEMEHHYHO BEpCHIO ONepaLMoHHON CUCTEMBI.

Dr.Web HecoBMecTUM C npoayKTamu I'IpOélKTI/IBHOI;I 3almnThbl ApYyrux I'IpOI/IBBO,CI,I/ITe.IIEI‘/II.

cneayrounmm Tpe6OBaHMFIMi

KomnoHeHT

Mpoueccop

Tpe6oBaHue

MonHas nogaep>kka cucteMbl KOMaHg, i1686.

OnepaunoHHasa  [lna 32-pa3pagHbix onepauyoHHbIX CUCTEM:

cncremMa

CBobogHas
onepaTuBHas

namMAaTb

e Windows XP c nakeTom 06HOBAeHWI SP2 nau BblILLe;

e Windows Vista c naketom o6bHoBAEHWI SP2 nau BblILLE;
Windows 7;

Windows 8;

Windows 8.1;

e Windows 10.

Ana 64-pa3pasHbIX onepaLmoHHbIX CUCTEM:

e Windows Vista c naketom o6bHoBAEHWI SP2 nau BblILLE;
e Windows 7;

e Windows §;

e Windows 8.1;

e Windows 10.

512 MbB v 6onblue.

Py KOBOACTBO MNOJib30BaTeENSA
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KomnoHeHT
MecTo Ha
>XECTKOM Ancke
Pa3peleHne

Mpouee

Tpe6oBaHue

2. CuctemMHble Tpe6boBaHUA

750 Mb anqa pa3mMelleHMa KOMMNOHEHTOB NPOAYKTa.

®dalinbl, co3gaBaeMble B XO4€ YCTaHOBKM, NOTPebYOT A0MOHUTENBHOIO MecTa.

PekomeHayemoe paspelueHme skpaHa He meHee 800x600.

Ans noakntouaemoro moayns DrWeb ans Outlook Heobxoaum ycTaHOBAEHHbIM
kaveHT Microsoft Outlook 13 coctasa MS Office:

e Outlook 2000;
e Outlook 2002;
e Outlook 2003;
e Outlook 2007;

e Outlook 2010 ¢ nakeTom obHOBAEHNI SP2;

e Outlook 2013;
e Outlook 2016.

Ans obecneyenHns npaBuibHON paboTbl Dr.Web gonHbI 6bITb OTKPbITHI CefyHoLLIME NOPThI:

HasHaueHue HanpaBneHune
[ns akTvBaLMM U NPOANEeHUs NCXOAALLNIA
NNLEH3MM

[ns obHOBAEHMS (ecnn BKAtOYEHa NCXOAALLNINA
onuus obHoBAeHUs no https)

[ns obHOBAEHUS NCXOAALLNINA

,ﬂ'flﬂ OTNPaBKM MOYTOBbIX

yBeOMIEH WA

Ans  coeavHeHWs ¢ 06nauyHbIM  UCXOAsALLME
cepsucom Dr.Web Cloud

Homepa noprtos

443

443

80

25 wan 465 (ambo B 3aBUMCMMOCTM OT
HaCcTpoeK MOYTOBbIX YBEAOMAEHWIA)

2075 (B Tom uncne ans UDP)

OnyuweHHble TpeboBaHMA K KOHOUrypauum COBMaJAOT C TakOBbIMU AN COOTBETCTBYHOLLMX
onepauyoHHbIX CUCTEM.

Py KOBOACTBO MNOJib30BaTeENSA
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3. YcraHOBKa, U3MeHeHue U yaaneHne nporpavMmbl

3. YctaHOBKa, USMEHeHUe 1 yaasieHue nporpamMmmbl

Mepes yctaHoBkon DrWeb obpatnte BHMMaHWe Ha CUCTEMHble TpebOBaHMsA, a Takxe
HaCTOATENbHO PEKOMEHAYETCS:

e YCTaHOBUTb BCE KpUTUYeckrme OBHOB/EHMs, BbiMyLleHHble KomnaHuer Microsoft ans Bawen
BEPCUN OMepaLMOHHON CUCTeMbl (MX MOXHO 3arpy3uTb W YCTaHOBWUTb C calTa OOHOBAEHWN
KoMnaHun no agpecy http://windowsupdate.microsoft.com);

e MPOBEPUTL NMPU MOMOLLM CUCTEMHbIX CPEACTB GalNIOBYHO CUCTEMY U YCTPaHUTb OBHApPY>KEHHbIE
fedekTbl;

® 3aKPbITb aKTUBHbIE MPUNIO>KEHUA.

;_"l*: Mepes ycTaHOBKOW cCrefyeT TakXKe YAaauTb C KOMMbOTEPa ApPYyrue aHTUBUpPYCHbIE
. nporpamMmbl N MeXCeTeBbIE 3KPaHbl A/ MPEAOTBPALLEHNS BO3MOXHOW HECOBMECTUMOCTU UX
Pe3nAEHTHbIX KOMMOHEHTOB.

3.1. NepBasa yctaHOBKa

il‘: YctaHoBka Dr.Web AOJ/KHa BbIMNONHATBCA MOJIb3OBaTe/ieM C MpaBaMuy aAMUHUCTPATOpPa
L4AHHOro KOMIMbHOTEpPA.
YcraHoBka nporpammbl Dr.Web Bo3modkHa B 1t060M 13 ciefytowmnx pexxMmMoB:

e B OObIYHOM pPEXMME;

e C MapamMmeTpamMmn KOMaHAHOVI CTPOKWN.

YcTaHOBKa € NapameTpaMm KOMaHAHON CTPOKMN

[Ans 3anycka yctaHoBku nporpammbl Dr.Web B komMaHAHON cTpoke BBeAWTE UMS UCMONHAEMOTO
danna c Heob6XOANMBIMM NapameTpamMu (NapaMeTpbl BAUSAIOT Ha YCTaHOBKY B GOHOBOM pexume,
A3bIK YCTAHOBKMW, NMepe3arpy3Ky Nocie OKOHYaHUs YCTaHOBKMW W yCTaHOBKY bpaHamayapa):

Mapametp 3HaueHue

installFirewall  bByaet yctaHoBneH bpaHamaysp Dr.Web.

lang f3bIk MpoaykTa. 3HayeHVe NapamMeTpa — Kog A3bika B dopmate ISO 639-1.
reboot ABTOMaTMYeckas nepesarpyska KOMMbroTEPa NOC/Ie 3aBePLUEHNA YCTaHOBKW.
silent YcTtaHoBKa B pOHOBOM pexxmme.

Py KOBOACTBO MNOJib30BaTeENSA
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3. YcraHOBKa, U3MeHeHue U yaaneHne nporpavMmbl

Hanpwumep, npu 3anycke creaytolLeil KoMmaHabl OyAeT npoBeseHa ycTaHoBKa nporpamMmsl Dr.Web
B GOHOBOM pexXrMe U NPOBeZeHa nepesarpyska nocae yCTaHOBKM:

drweb-11.0-av-win.exe /silent yes /reboot yes

YcraHoBKa B 06bIUHOM pexnmve

UTobbl 3anyCTUTb YCTAaHOBKY B OObIYHOM pPEXWUME, BOCMO/b3YNTECH OAHWM W3 CAeAYyHOLLMX
METO/0B:

e B C/ly4dae nNOCTaBKM YCTaHOBOYHOIO KOMMAekTa B BuaAe e€4AMHOro WncnojaHAeMoro q>a|7|na
3anycTtnTe Ha UCNONHEHNE 3TOT c|)a17m;

e B C/lyyae NoCTaBKM YCTaHOBOYHOrO KOoMraekTa Ha GUPMEHHOM JMCKe BCTaBbTe JUCK B NPUBOA,.
Echv ana npuvBoja BKIKOUEH peXum aBTo3anycka Aucka, npouejypa yCTaHOBKM 3amycTuTtca
aBTOMaTMueckn. Ecim pexum aBTO3amycka OTK/AKOYEH, 3amnycTute Ha BbIMOJAHeHWe dain
autorun.exe, pacrnonoxeHHbln Ha ancke. OTKPOETCA OKHO, Ccofep>Kalliee MeHHo aBTO3anycka.
Haxxmunte KHOMKy YCTaHOBUTD.

Cnepyvite ykazaHVAM Nporpammbl ycTaHoBKMW. Ha nrobom ware Ao Hayana konnposaHusa Gainnos
Ha KOMMbIOTEP Bbl MOXETe BbIMOJAHUTL CeAytoLlee:

e 4TOObI BEPHYTLCA K NpeablAyLiemy Lwary nporpamMmmbl yCTaHOBKYM, HaxkmuTte kHonky Hasag;

e yTOb6bI NEPENTH Ha CIEAYHOLLMNIA LWar MPOrpaMMmebl, HaXxkmuTe KHomnky fanee;

e yTOObI NPEpPBaTh YCTAHOBKY, HAXXMUTE KHOMKY OTMEHUTB.

Mpoueaypa yctaHOBKU

1. Eciv Ha Bawem KOMMbIOTEpe YyXKe YCTaHOBAEH APYron aHTuBMpyc, Mactep yCTaHOBKM
npeaynpeanT Bac O HECOBMECTUMOCTM nporpaMmMbl Dr.Web 1 MHbIX aHTUBMPYCHBIX peLleHni
Y NPEeANOXUT YAANNUTb UX.

il:‘ Mepes HavanoM YCTaHOBKM MPOBEPSETCA aKTyalbHOCTb YCTaHOBOYHOro daina. B cayuae,
: €C/IN CyLLeCTBYeT 6o/1ee HOBbIN YCTAaHOBOYHbIV Gaiin, Bam ByAeT MpeasioXXeHO ero ckayatb.

2. Ha 3tom ware Bbl MOXeTe NOAKAOUNTLCA K 06nauHbIM cepaucam Dr.Web, koTopbie no3sonst
OCYLLEeCTBASATb NPOBEPKY AaHHbIX, UCNOAb3ys Hambosnee CBeXyH WHPOpmMaLMo 06 yrposax,
KoTopas OBHOB/SETCA Ha cepBepax KOMMNaHum «[JokTop Beb» B pexunme peasbHOro BpeMeHMU.
Onuua BKAKOUYEHA MO ymMon4aHuto. Takke Bbl MOXeETe yKas3aTb, XOTUTE /M Bbl YCTaHOBUTb
BpaHamaysp Dr.Web.

Py KOBOACTBO MNOJib30BaTeENSA
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3. YcraHOBKa, U3MeHeHue U yaaneHne nporpavMmbl

@ Dr.Web Anti-virus for Windows EI
T DrWEB YCCKWUA v

bnarogapwm Bac 3a Bbibop
Dr.Web Anti-virus for Windows 11

DrWeb Anti-virus for Windows oBecneuveaeT MHOMOYPOBHEEYHD 23LUWTY Ballero
KOMMBKITERE OT PAZAWMUHBIX YIPo2 U3 AKIDBIX EHELUHWY MCTOYHWKOE.

Haxmman x,ﬂa.rlee», Ebl NPUHWMMaETE YCNOBKMA JNMUEHZMOHHOID COrNaLEHKA,

+| A xouy noaknounTeECA K 0BaauHeim cepencam DrWeb Cloud (pekomeHayeTcs)

YeraHoewTe Bpanamaysp Dr.Web

© =/lokTop Bef=, 1992-2016  [apaMmeTpbl YCTAHOBKW — 33ABMEHWE O KOHGUAEHUWANEHOCTH

3. Ona Toro 4tobbl CaMOCTOATENbHO BblbpaTb yCTaHaBAMBaeMble KOMMOHEHTbI, yKa3aTb MyTb

YCTaHOBKM W HEKOTOpble AOMOJHUTE/bHbIE NapaMeTpbl, Haxmute MapameTpbl yCTaHOBKMW.
[laHHas onumsa npejHa3HayeHa ANs OMbITHbIX MO/b30BaTeNeid. ECM Bbl XOTUTE NMPOU3BECTU
yCTaHOBKY C NapameTpamMu No YMOAYaHWIO, NepenamTe K NyHKTy 4.

e Ha ﬂepBOVI BKJ1aAKe Bbl MOXETE NU3MEHUTb COCTaB YCTaHaBAMBaeMbIX KOMMOHEHTOB.
e Ha BTOpOl‘/JI BKNnagKe Bbl MOXeETE USMEHUTb NYTb YCTAHOBKW.

e Ha TpeTbel Bknazke OKHa Bbl MOXeTe YCTaHOBUTb GaxOK 3arpy3uTb o6HOB/IeHMA BO
BpemsA YCTaHOBKM, 4YTOObI B NpoLiecce yCTaHOBKM OblAn 3arpy>keHbl akTyasbHble BUPYCHbIE
6a3bl 1 Apyrve Moay/au aHTMBMpYca. Takxke Bam ByaeT NpeasioXXeHO HacTpouTb Co3AaHue
AP/ILIKOB ANA 3anycka nporpammel Dr.Web.

e Npun HEOBXOAMMOCTY Bbl MOXETE yKa3aTb NapaMeTpbl MPOKCU-CepBepa.

Y106bI COXpaHUTb M3MeHeHUS, HaxxmuTe OK. YUTOObI BbINTU U3 OKHA, HE COXPaHsAS N3MEHEHUN,
HaxXMuTe OTMEHUTb.

Haxxmute KHOMKY ﬂ,anee. O6paTVITe BHMMaHMe, 4YTO TéM CaMbIM Bbl MPUMHMMaETE YyC/10BUA
JIMLUEH3NOHHOIO cornalueHuAa.

B okHe MacTtep perncrpaumm nporpamma yCTaHOBKW MnpeaynpeauTt Bac O TOM, 4TO And
paboTbl nporpammbl Dr.Web Heobxoavma AunueH3vsa. BbiMONHWUTE OAHO W3 Caeayrowmx
NEeNCTBUN:

® eCN Yy BaC eCTb KAOYEBOW dain M OH HAXOAMTCA Ha >XXECTKOM JUCKE WAN CbeMHOM
HocuTene, BbibepuTe YkasaTb NyTb K AeicTBylowemy Kkiaiouesomy ¢auny u B
CTaHAAPTHOM OKHe OTKpbITUA ¢danna Bbibepute KaoyeBor dana. [ns M3MeHeHus nyTu
HaXkmuTe KHonky O630p 1 BbibepuTe APYron KAHUeBON Gaiin;

Py KOBOACTBO MNOJib30BaTeENSA
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3. YcraHOBKa, U3MeHeHue U yaaneHne nporpavMmbl

e eC/N y BacC HeT katoueBoro ¢daina, HO Bbl TOTOBbI €r0 MOJyYUTb B MpOLecce YCTaHOBKM,
BblObepuTe MonyunTb NNLEH3MIO B NpoOLLecce YCTaHOBKM;

e [N NPOAOMKEHUS YCTaHOBKM 6e3 nnueH3nn BbibepuTe MonyuuTtb AuLEH3UIO no3gHee.
O6HOBNEHMS He OyAyT 3arpyaTbCsi 4O TeX Mop, MoKa Bbl HE YKaXeTe WAW He Moay4yuTe
KaoueBon danin.

R T Y e o e =] & ==

% DrWEB

Mactep perucrpaymm

[nA ncnonszoeaHKA Bcex BozMoxHocTeld DrWeb Anti-virus for Windows Tpefyetca
NALIEHZWA,
@ MoAyunuTe AMUEHZMKD B MPOLECCe YCTaHOEKM

MoAyunTE AMUEHIUKD NO3AHEE

YkazaTe NyTb K AeRCTEYHOILLEMY KAFOUEBOMY ainy

Obzop

Haxmute KHOMNKY YCTaHOBUTb.

6. Eciv B mpouiecce yCTaHOBKM Bbl YKa3aan WAV NOAYUYUAN JEUCTBYIOLMI KAOUEBOW Gain 1 He
CHUManu Gnaxxok 3arpy3mTb 06HOBNEHUA BO BPEMA YCTaHOBKMW, OyzeT BbiMOAHEH npoLecc
OobHOBNEHNA BUPYCHbIX 6a3 M ApyrMx KOMMOHeHToB nporpammbl Dr.Web. O6HoBneHune
NpPOBOANTCA aBTOMATUYECKM U He TpebyeT AONOAHUTENbHbIX AeACTBUN.

7. [ns 3aBeplueHns npoLecca YCTaHOBKM BbIMOJHUTE Nepe3arpy3ky KOMMboTepa.

3.2. YpaneHue nav usmeHeHue nNporpamMmmbl

il*: Mocne ypanenns DrWeb Baw komnbrotep He OyAeT 3aliMlieH OT BMPYCOB W ApPYrux
: BPEeAOHOCHbIX MPOrpamm.

Py KOBOACTBO MNOJib30BaTeENSA
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3. YcraHOBKa, U3MeHeHue U yaaneHne nporpavMmbl

1. Ana ypaneHus wmanm mnaMeHeHus koHourypauum DrWeb nytem pobaBneHus n yaaneHus
OTAENbHbIX KOMMOHEHTOB, BbibepuTe (B 3aBMCMMOCTM OT OMNEePaLNOHHON CUCTEMBI):

OnepauynoHHaa [MocnepoBaTesbHOCTb AeACTBUIA

cucrtemMa

Windows XP

Windows Vista

Windows 7

Windows 8,
Windows 8.1,
Windows 10

MeHto «[Tyck»

Knaccmueckoe meHto
«|_|yCK»

MeHto «[yck»

Knaccnueckoe meHto
<<|_|yCK»

Myck — MaHenb
ynpassieHus

MaHenb ynpasneHus

Myck — MaHenb
ynpasaeHua —>
YcraHoBKa n
yAaznieHue nporpaMmm

Myck — Hacrpoiika
— MaHenb
ynpas/ieHus —>
YcTraHOBKa U
yAasnieHve nporpaMmm

Myck — MaHenb
ynpasieHus

Myck — Hacrpoiika
— MaHenb
ynpasjiieHua —
Mporpammbi u
KOMMOHEHTbI

Menkune/kpynHble
3Hauku: NMporpammbl
M KOMMOHEHTbI

Kateropus:
Mporpammbl —

YpaneHuve nporpamm

Menkne/KpynHble
3Hauku: Mporpammel
M KOMMOHEHTbI

KaTeropwms:
Mporpammbl —

YpaneHue nporpamm

Knaccnuecknii  Mporpammbl u
BUA KOMMOHEHTbI
AomaluHss Mporpammbi
cTpaHuLa N
Mporpammbi u
KOMMOHEHTbI

P\/ KOBOACTBO MNOJib30BaTeENSA
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3. YcraHOBKa, U3MeHeHue U yaaneHne nporpavMmbl

2. B oTkpbiBLIEMCA cnuncke BbibepuTe CTPOKY C Ha3BaHWeMm nporpammbl. [lanee ana yganeHus

nporpamMMbl MOJIHOCTbIO HAaXXMWTE KHOMKY YAanuTb 1 nepengute K wary 6. A Ana n3MeHeHus
KoHurypauum Dr.Web, nytem gobaBneHna n yganeHns oTAaenbHbIX KOMMNOHEHTOB, HaXMUTe
kHonky Mi3meHuTb, Npu 3TOM OTKpoeTca OKHO MacTepa yAaneHna/u3meHeHns KOMMOHEHTOB
nporpammbil.

% Dr.Web Anti-virus for Windows o] =

% DrWEB Pycckui

W

YaaneHve nnv usmeHeHue KOMMNOHEHTOB Nporpammel Dr\Web
Anti-virus for Windows

—o— VI3MeHWTL KOMNOHEeHTLI

—_— ensm e
[u] MameHnTh
-0—

k]
m

O BoccTaHoBUTE Nporpammy

m

-@l- YaanuTe nporpammy

o
m

© =[loktop Beb=, 1992-2016

3. Ecim HeobxoAMMO BOCCTAHOBWUTb aHTMBMPYCHYHO 3alluTy Ha BalleM KOMMbiTepe, B

OTKPbIBLUEMCS OKHe BbibepuTe nyHKT BocctaHoBUTBL Nnporpammy.

4. Ana w3meHeHua koHdurypaumm Dr.Web Bbibepute nyHkT W3MeHWTb KOMMOHEHTbI. B

OTKPbIBLUEMCA OKHe yCTaHOBUTe GaXKy HanpoTUB KOMMOHEHTOB, KOTOPble XOTUTe f06aBUTb,
M cHUMUTE GnaXKy HanpoTUB yaandemblx KOMMOHeHToB. OnpefennsB KOHOUrypaumio,
HaXxMuTe KHoMKy MpuMeHnTb.

;_"l*: Mpu ypaneHWn Kakux-Amb6o kKomnoHeHTOoB Dr.Web oTtkpoetcas okHO OTkAroueHue
Camo3aLuTbl, B KOTOPOM HEOBXOAMMO BBECTU M300paXKeHHbIV KOZ MOATBEPXAEHMWS, nocne
Yero HaxkaTb KHOMKY YCTaHOBUTD.

YT10bbI yAannTb BCe yCTaHOBJIEHHbIE KOMMOHEHTBI, BbibepuTe NyHKT YA4annTb nporpaMmmy.

B okHe CoxpaHsemble napamMmeTpbl YyCTaHOBUTE AaXKyM HanNpoTMB TOro, 4TO chnepyet
COXpaHUTb nocne yaaneHua nporpammbl. CoxpaHeHHble O6bekTbl M HaCTPOWKM MOryT
MCNoab30BaTbCs MPOrpamMMOolM MpPW MOBTOPHOMW YycTaHOBKe. 1o ymMonyaHuto BbiGpaHbl Bce
onuun — Kapantun, Hactpouiku Dr.Web Anti-virus for Windows 1 3awuuaembie konum
¢aiinoB. Haxxmunte KHOMKY YCTaHOBUTD.

Py KOBOACTBO MNOJib30BaTeENSA
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3. YcraHOBKa, U3MeHeHue U yaaneHne nporpavMmbl

7. B cnepytowiem okHe ans noaTrBepxaeHua yaaneHus DrWeb BBeauTe M306pa>keHHbI KOZ,
nocae Yero HaXXmMuTe KHOMKY Yaanutb nporpammy.

8. VI3MeHeHuMs BCTYnAT B CWAy NocCie nepesarpysky KomnbtoTepa. [lpouecc nepesarpysku
MOXHO OT/NIOXWUTb, HaxaB kHonky Mo3xke. Haxmute kHonky Mepesarpy3suTtb ceuac zans
HeMeZ/IeHHOro 3aBepLUeHus Npoueaypbl YAaNeHUs WA N3MEHEHUs COCTaBa KOMMOHEHTOB
Dr.Web.

Py KOBOACTBO MNOJib30BaTeENSA
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4. lnueHsnpoBaHue

4. JinyeHsupoBaHue

Ana pabotel DrWeb B TeueHve npoAomKuMTENbHOrO BpeMeHu Tpebyetca AWLEeH3UA.
MNpunobpeTeHre ANLEH3NUM BO3MOXHO BMeCTe C MPOAYKTOM, a TakXke Ha canTe KOMMaHuu
«floktop Beb» ©n y napTHEpoB. JIMLEH3NA NO3BONSAET MOJIHOLEHHO WCMONb30BaTb BCE
BO3MOXHOCTM MPOAyKTa Ha MPOTAXEHUW BCEro cpoka AenctsudA. JlnueHsua peryanpyet npasa
noab3oBaTeNs, yCTaHOBNEHHble B COOTBETCTBUW C MOb30BATENbCKUM AOrOBOPOM.

KniroueBon Ppain

MNpaBa nonb3oBaTens Ha ncnosb3oaHue Dr.Web xpaHATca B cneunansHoM daiine, Ha3biBaeMOM
kaodegeiM ¢hatiiom. MNpu nonyyeHnn kntovesoro darina B NpoLecce yCTaHOBKM AN B KOMMIEKTe
AncTpnbyTnBa NPOAyKTa yCTaHOBKa KNHOUEBOro daria Npon3BOAMTCA aBTOMaTUYECKMN N HUKaKNX
[AOMONHUTENBHBIX AEUCTBUIN He Tpebyer.

Knrouesol ¢palin nmeet paclumpeHune .key 1 coaepXXnT, B YaCTHOCTK, CIEAYIOLLYHO MHDOpPMaLMIO:

® MepedyeHb KOMMOHEHTOB, KOTOPbIE pa3peLeEHO NCNOJIb30BaTh AaHHOMY MOb30BATENHO;
® Nepnoy, B TeHeHne KOToporo paspeweHo NCnojsibsoBaHMe aHTUBUMPYCa,
® Haam4yume nin oTcyTciemne TEXHNUYECKON noAAEeP>XXKN;

e Apyrve orpaHuvyeHus (B 4YaCTHOCTW, KO/JIMYECTBO KOMMbHOTEPOB, Ha KOTOPbIX paspelleHo
MCNoNb30BaTb aHTUBMPYC).

il:‘ Mpyn paboTe nmporpammbl KAHOYEBOW Gain MO YMOAYAHWIO JOJIKEH HaXOAUTbCA B Marke
—3 yctaHoBku Dr.Web. Mporpamma perynsapHo npoBepseT Hainuve 1 KOPPEKTHOCTb KIHOYEBOro
danna. Bo nsbexkaHne nopum kato4a, He MOANPULIMPYINTE KNtoUeBOn dali.

Mpwn OTCYTCTBMM AENCTBUTENBHOTO KAHOUYEBOTO daia akTMBHOCTb BCex KOMMoHeHToB Dr.Web
610KMpyeTcs.

Knrouesoli ¢patin DrWeb saBnsetca AeWCTBUTENbHBIM MPU  OAHOBPEMEHHOM  BbINOJHEHUN
CNesyoLNX YCIOBUM:

e CPOK AeWCTBUSA JIMLEH3NMU HE UCTEK;
e LIe/IOCTHOCTb KJIKOUa He HapyLueHa.
Mpw HapyLleHN Nt06Oro K3 YCIOBUIA KtoYesol ¢palil CTAaHOBUTCA HEAENCTBUTENbHBIM, MPY 3TOM

Dr.Web nepecraer ob6e3BpexuBaTb BpeAOHOCHble MNPOrpaMMbl W MNPOMyCKaeT MOYTOBblE
coobuieHns 6e3 NpoBepKu.

Ecan npu ycraHoske Dr.Web Bbl He monyunan karoyegol ¢gatin v He yKasaau nyTb K HeMy, TO B
3TOM C/lyyae MCMONb3yeTCs BPEMEHHbIN kiroyesol ¢alin. Takon kiroyesol ¢alin obecneumaet
MONHYH PYHKLMOHAIbHOCTb KOMMOHEHTOB nporpammbl Dr.Web. OaHako B meHro SplDer Agent
ByaeT oTcyTcTBOBaTH NYHKT O6HOBAEHME. O6HOBNEHMA He ByayT 3arpyXaTbca A0 Tex nop, noka

Py KOBOACTBO MNOJib30BaTeENSA
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Bbl He aKTUBMpyeTe JMLEH3N0 nbo ¢ NOMOLb0 MeHezaxepa JMLEH3NM He yKaxeTe NyTb K
AEVCTBUTENIBHOMY KNHOUEBOMY daly.

PeKOMeHAyeTCﬂ COXpPaHATb k/to4esoll ¢GU/7 A0 ncreyeHma Ccpoka AGVICTBMFI JINUEH3NN.

4.1. Cnocobbl aKTMBaLUMN

AKTVBMPOBaTb NINLEH3MIO Bbl MOXETE OAHMM U3 CEAYIOLNX CNOCOHOB:

e C MomMoubto MacTtepa pervcrpaumv B NpoLecce yCTaHOBKM v l060W APYyro MOMEHT;

e MOJYUMB KNOUEBOW Galin BO Bpemsa PerncrpaLyn AvueHsnmn Ha oduumanbHoM caite «1okTop
Beb»;

e ykaszaB MyTb K WMENLEMYCS Yy Bac JAeWCTBUTENbHOMY KiaoueBoMy daliny B npoLlecce
yCTaHOBKM 60 B Mactepe permcrpaumm.

NMoBTOpHana akTUBaUuA

MNoBTOpHaa akTMBaLMA AMLEH3UN MOXKET NoTpeboBaThCA B CAy4vae yTpaTbl KNtoueBoro dawna.

;_"l*: B cnyyae MOBTOPHOW aKTUBALMM ANLEH3NN BbISAETCA TOT XKE KAHOUYEBOW daisi, KOTOPbIU Bbia
BblZaH paHee, Npw YCNOBUM, YTO CPOK €ro AeNCTBUS HE UCTEK.

Mpw nepeyctaHOBKe MPOAYKTa WM B C/lyyae, KOrAa JIMLEH3MS NPefOCTaBaseT NpaBo YCTaHOBKU
npoAyKTa Ha HeCKOIbKO KOMMbIOTEPOB, MOBTOPHAs akTUBALMA CEPUMHOIO HoMepa He TpebyeTcs.
Bbl MOXeTe MCcrnob30BaTh KIOUYEBOW halisl, NONYUYEHHbIV NP NEPBO perncTpaLmm.

KonnyectBo 3anpocoB Ha Moay4veHve katoyeBoro darina orpaHMyYeHo — perncTpaumns ¢ O4HUM U
TeM Xe CepuiHbIM HOMepoM JornyckaeTca He 6Gonee 25 pa3s. Ecam 370 4nMCiO MpeBbILEHO,
KatoueBon  pavn He  byaer  BbicnaH. B 3Tom  cnyyae  obpatutech B
cny>xby TexHnyeckou noagepxku (B 3anpoce cnegyet noApobHO onucaTb CUTyauuto, ykasaTb
MmepcoHanbHble AaHHble, BBEAEHHbIE MPW PerncTtpauun, n cepuriHbii Homep). Knroueson dawn
ByaeT BbiC1aH BaM Cy>K001 TeXHUYECKOW NOAAEP>KKM MO 3NEKTPOHHOW nouTe.

4.2. NMpopaneHve nnuyeHsnn

B HekoTOpbIx cayyasx, Hanpumep, MpU OKOHYaHWM CpoKa [AEeNCTBUA AWULEH3UW Uan npu
M3MEHEHMW XapaKTEPUCTUK 3aliuLiaeMOn cucTeMbl uan TpeboBaHWn K ee He30MacHOCTM, Bbl
MO>eTe NPUHATb pelleHne O NPUobpeTeHnn HOBOW MW paclUMPeHHOW anLueH3nn Ha Dr.Web. B
TakoM cC/iyyae BaM noTpebyercsa 3ameHUTb Tekylmn katoyeson dann. Dr.Web nopaepxkvBaert
Ob6HOBNEHWE NULIEeH3MN Ha NeTy, Npu KOTOPOM He TpebyeTca nepeycraHasaveatb Dr.Web wan
npepbiBaTh ero pabory.

Py KOBOACTBO MNOJib30BaTeENSA
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3ameHa karoueBoro gansa

1. Ytobbl 3aMeHWUTb TeKyLUyt JIMLEH3WO, MCnonb3yite Macrtep peructpaumun. [Ans
npuobpeteHnss HOBOW WM NPOAJEHUA  TeKyleWh JMLEH3MW Bbl TakXe MOXeTe
BOCMO/1b30BaTbCA Ballel MEepPCOHaNbHOW CTPAHUYKOW Ha OPULMaNbHOM cCanTe KOMMaHuM
«[JlokTop Beb», koTOpas OTKpbIBaeTCA B OKHE WHTepHeT-bpay3epa MO yMOAYaHWIO Mpu
Bbibope nyHkTa Moia Dr.Web kak B MeHezxepe nvueH3nin, Tak n B meHo SplDer Agent 5.

2. Ecnvm Tekywmn knrouesor dainn HegenctsuteneH, Dr.\Web nepeknrountca Ha ncnonb3oBaHue
HOBOrO K/ItoUeBOro dainna.

4.3. MacTtep peructpauum

Mogynb ynpasneHus SplDer Agent nocne ctapta npoBepseT Haanume karovesoro dansa. Mpwu
€ro OTCYTCTBUM MOZYNb Npeanaraet noay4nTb KarouyeBon Garn vyepes ViHTepHer.

KnroueBon dalin MoXeT BbiTb NMONyUeH B NpoLiecce yCTaHOBKW. [s 3TOro Ha 5 iare yCcTaHOBKM
Bblbepute nyHKT Monyuntb AMLEH3MIO B npouecce YCTaHOBKW, Npu 3ToM Oyaer 3anylieHa
npoueaypa akTMBaLm AULLEH3UN.

Bbl Takxke MoXeTe NonyunTb KaroueBon dain, 3anyCcTuB npoueaypy akTMBaLMU ANLEH3UM NOC/e
YCTAHOBKW NpoaykTa. [lns 3TOro BOCMOAb3yNTeCh OAHOW M3 CAeAYHOLMX OMLUNA:

1. B meHio SpIDerAgentE Bbibepute nyHKT JInyeHsna. OtkpoeTca OkHO MeHeaxepa
JIILLEH3UIA.

2. Haxmute kHornky Kynutb nam aktmempoBaTtb HOBYIO anueH3uto. OTkpoetca okHO Mactepa
perncrpauum.

Ana  akTvBauuuM NMLEH3MM Bam NOTpebyeTca CepuiHbIN  HOMEpP, BbIAAHHbLIA BaM Npwu
npuobpetennn Dr.Web.

AKTUBaLUA NLEH3UN

;_"l*: Monb3zoBatenam Windows XP ans  aktmBauuu  NULEH3UMU HeobxoAMMO  yKazaTb
LEeNCTBUTENbHBIN KAtoYeBOW dain, a He cepuiHbIi HoMep. Ecan kntoueBoro danna Het, HO
€CTb CEepUINHbIA HOMEP, ero HEOBXOANMO aKTUBMPOBATb Ha caTe KOMMNaHUKN «/JokTop Beb».

Ecam y Bac nmeetca cepuinHbIA HOMEpP ANA aKTUBALMKU NNLIEH3UN, YKaX1Te ero B nose BBOAa U
HaXXMuTe KHOMKY AKTUBUpPOBaTb. Tak>Ke Bbl MOXeTe yKa3aTb AeNCTBUTENbHbIN KNtOUeBOW danin,
€C/IN Bbl y>Ke aKTVBUPOBANN NNLIEH3NIO.

o |-|pl/l BBOAE Cepl/IVIHOI'O HOMepa And  aktmBauunm  NUNLEH3NU OTKpPOETCA OKHO
BBOJa PErMCTPaLlNOHHbIX AdHHbIX.

| .
Ay Echm Bbl yxe aABasaucb nonb3oBaTtenem Dr.Web, To Bbl cMoxeTe npoaivTb AelcTBue
npuobpeTeHHON nuvLeH3un Ha 150 AoMOAHWUTENbHbIX AHeRn. [ns 3Toro nepes BBOAOM

Py KOBOACTBO MNOJib30BaTeENSA
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PErncTpaLmMoHHbIX JaHHbIX OTKPOETCH OKHO, B KOTOPOM HeOoBXOAMMO yKaszaTb CEPUIHbIV
HOMep NMB0 NyTb K KAtoUeBOMY danny npeabiayLiert pernctpasmm.

HoBasa nuueH3na

UTobbI MPMOBPECTN HOBYHD NULLEH3WIO, MPOAIUTL WAW PacUMpUTb TeKYLLYH JULEH3U0 CO
CKMAKOW B OHNaWH-MarasunHe komnaHum «/loktop Beb», Haxxmute kHonky Kynute.

BBopa perncrpauoHHbIX AaHHbIX

Ana perncrpauuv AvMLEH3MN BBEAWTE MepCOHasbHble CBeAeHus (MMs, damMuaunto, BbibepuTte B
pacKpbIBatOLLEMCS CMINCKE CTPaHy W BBEAWTE aApec 3NeKTPOHHOW nouThl). Bce nepeuncneHHbie
NoAs ABASHOTCA 0653aTeNbHBIMUN A5 3aMONHEHUS.

Haxxmute kHonky Aanee.

Pe3synbrat akTMBauum

Ecam akTvMBaLms 3aKOHUMNACh YCMELLUHO, TO BbIBOAUTCA COOTBETCTBYIOLWEee coobueHme. HaxmuTe
kHonky FoToBoO, UTO6LI NEepenTn K OBHOBAEHMIO BUPYCHBIX 6a3 1 aApyrux ¢annos nakerta. JaHHas
npoueaypa, Kak NpaBmao, He TpebyeT BMeLLaTeNbCTBa NO/b30BaTeNS.

Echm akTvBauma 3aBeplwmnace HeyAayHo, BbIBOAWUTCA coobuieHne o6 owwmbke. [MpoBepbTe
noAktoueHune k cetn VIHTepHeTt, imbo HaxmuTe kHonky MoBTOpUTL Ans UcCnpaBaeHNs HEBEPHO
BBEJEHHbIX AaHHbIX.

Py KOBOACTBO MNOJib30BaTeENSA
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5. Hauano pa6otbi

Mocne yctaHoBkK nporpammbl Dr.Web B o6nacte yBegomnenuii Windows gobasasetcs 3Hauok
mogayna ynpasneHus SplDer Agent .

il:“ Ecan SpIDer Agent He 3anyLueH, B MeHto Myck packpowite rpynny Dr.Web 1 Bbibepute nyHKT
SplDer Agent.

3Hauok SplDer Agent oTpaxkaeT TekyLlee coctosiHue Dr.Web:

o ® — Bce KOMMOHEHTBI, HEOBXOAVMbBIE ANf 3aLyMThI KOMMbIOTEPA, 3aMyliieHbl 1 paboTatoT
NpaBUAbHO;

Hal
e " — camo3awmTta DrWeb nan xota 6bl 0OANH U3 KOMMOHEHTOB OTK/IFOUYEHbI, UTO ocnabnaser
3alMUTy aHTUBMpPYCa U KOMMbrOTepa. Bkatounte camMo3alymTy Mam OTKAKOYEHHbIN KOMMOHEHT;

o T — OXMAaeTCA 3anyck KOMMOHEHTOB NOCAE CTapTa OMEPALMOHHON CUCTEMBI, AOXKANTECH
3anycka KOMMOHEHTOB MporpamMmbl; Anbo B Mpouecce 3amycka OfHOro M3  K/IHUYeBbIX
komnoHeHToB Dr.Web Bo3HWKna owwmnbka, KOMMNbIOTEP HAaXOAMTCA MOJ YrpO30M 3apadKeHus.
MpoBepbTe HaAnuMe AeNCTBUTEILHOTO KAYeBOro danna n npu HeobxoaMMOCTN yCTaHOBUTE
ero.

Takxe, B COOTBETCTBUM C HacTpovikamu, Hag 3Hadkom SplDer Agentﬁ MOTyT MOABAATLCA
pa3NnyHble NOACKa3KN-yBEJOMIEHUA.

Ona poctyna Kk meHto SplDer Agent wenkHuTe no 3Hauky SplDer Agentﬁ B obnactu
yBegomaeHuni Windows.

| [octyn K HacTpolikaM W KOMMOHEHTaM 3allinTbl, @ TakXe OTKIHOUEHME KOMMOHEHTOB
BO3MOXXHbI TOJIbKO NMpW paboTe C NpaBaMun agMUHKUCTPATOpPA.

B mento SpIDer Agent & COCpesoTOYEHbl OCHOBHbIE CPeACTBa ynpaBaeHnsa 1 Hactpounkun Dr.Web.

Moii Dr.Web. OTtkpbiBaeT Bally NepcoHaibHYH CTpaHuLYy Ha cainTe KomnaHum «/loktop Beb». Ha
JAHHOW CTpaHuLe Bbl CMOXETe MOAyunTb MHGOPMALMIO O Ballen AnueH3nn (CPOK AenCTBuS,
CEePUNHBIN HOMeEP), MPOA/IUTbL CPOK ee AeNCTBUSA, 3aZaTb BOMPOC Cayxbe noasep>Xkn n MHoroe

apyroe.

Nnuensna. OTkpbiBaeT MeHeaxxep NNLEH3NN.

MHcTpymeHTbl. OTKPbIBAET MEHI0, MpeAoCTaBistoLLee AOCTYM:

e K MeHeaxxepy KapaHTUHa;

e K pasgeny [loaaepxka.

KomMmnoHeHThI 3alymThbl. EbICprIVI A0CTYyNn K CMNUCKY KOMIMOHEHTOB 3aliunTbl, B KOTOPOM Bbl
Mo>XeTe BKAHYNTb N BbIKNHOYNTb KaM(Abllz M3 KOMMNOHEHTOB.

Py KOBOACTBO MNOJib30BaTeENSA
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O6HoBneHune. Hoopmaums 06 akTyanbHOCTU KOMMOHEHTOB WAM BUPYCHbIX 6a3. 3anyckaet
OBHOBNEHME.

CkaHep. bbICTpbIV AOCTYN K 3amnycky pasHbiX TUMOB NPOBEPKMU.

Pe>xnm pabotbl @ Nossonser nepekaryYaTbCs MeXJy PeXXMMOM MOJ/b30BaTesId U PeXUMOM
agMuHuctpatopa. Mo ymonuanuto Dr.Web 3anyckaetca B OrpaHMYEHHOM pexunme — pexnmme
nonb30oBaTeNs, B KOTOPOM HeAOCTYMHbl HacTporky v HacTpouku KOoMMOHEeHTOB 3awmnTtbl. Ana
NnepekNtoYeHNa B APYro pexuM, Haxmute Ha 3amok. [Mpu BkatoueHHom UAC onepauymoHHas
cucTemMa BbIJACT 3anMpoC Ha MOBbIWEHWe MpaB. TakXke ANA M3MEHeHMA pexuma notpebyetca
BBECTW Mapo/ib, eCAn B pasgene HacTpoiky Bbl BKAHOUMAW ONUUIO 3aljuuiath naposiem
HacTpowiku Dr.Web.

Cratucruka o, OTkpblBaeT OKHO, cofep>Kaluee cBefeHMA O paboTe KOMMOHEHTOB B TeyeHue
TeKyllero ceaHca (KOMYECTBO MPOBEPEHHbIX, 3aPaXXEHHbIX W MOAO3PUTE/bHBIX OOBLEKTOB,
NpeAnpuHATbIE AeACTBUA U Ap.).

Hacrpoiikn {:D:} OTKpbIBaeT OKHO C JOCTYMOM K OCHOBHbIM HACTPOWMKaM, HaCTpoMKam
KOMMOHEHTOB 3aLLUTbl N UCKIOYEHUAM.

I Ana poctyna K HacTpoikam KOMMOHEHTOB U ANA nepexoga k oHsnalriH-cepeucy Moii Dr.Web
HeobxoAMMO BBECTU MapoJib, €CIN B pasgene HacTpoviky Bbl BKIKOUMAN OMUMIO 3aliuuiaTth
naposaem Hactpoviku Dr.Web.

Ecnav Bbl 3abbuiv naponb K HacTpovkam  npoAykta,  obpatutecb B
CNYXKOY TEXHUYECKOW MOAAEPXKKM.

CnpaBka @ OTkpblBaeT crpasky.

5.1. NpoBepka aHTBUpYCa

Bbl mMoxeTe npoBepuTb pPaboTOCMOCOBHOCTb aHTUMBMPYCHbIX MPOrpaMM, OBHapPY>KMBAOLLMX
BMPYCbl MO WX CUrHaTypaMm, C ucrnosb3oBaHnem TectoBoro ¢arvna EICAR (European Institute for
Computer Anti-Virus Research).

MHornumn paspaboTumkamm aHTUBMPYCOB MPUHATO A/1A 3TOW LIeNN UCMOAb30BaTb OAHY U Ty Xe
CTaHAapTHytO nporpammy test.com. 3ta nporpamma 6biia cneumnanbHO paspaboTtaHa Aaa TOro,
yTobbl MONb30OBaTENb, HE MOABepras CBOW KOMMbIOTEP OMACHOCTM, MOF MOCMOTPETb, Kak
YCTaHOB/IEHHbIN aHTMBUPYC OyaeT curHanmsmpoBaTb 06 ob6HapyxeHun Bupyca. [Mporpamma
test.com He saBndetcas cama no cebe BpPeAOHOCHOW, HO crneunanbHO obpabaTbiBaeTcA
6ONBbWNHCTBOM  @aHTMBUPYCHbIX MNporpamMm kak Bupyc. Dr.Web Ha3biBaeT 3TOT «BUMpyC»
cnepyrownm obpasom: EICAR Test File (Not a Virus!).[llpumepHO Tak ero Ha3sblBatoT U
ApYyrue aHTUBMPYCHbIe MPOrpaMmbl.

Py KOBOACTBO MNOJib30BaTeENSA
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Mporpamma test.com npeactaBaser cobon 68-6anTHbii COM-dann, B pesynbTate UCNOJHEHUS

KOTOPOro Ha KOHCOJIb BbIBOAUTCA TEKCTOBOE coo6ummme: EICAR-STANDARD-ANTIVIRUS-
TEST-FILE!

®alin test.com COCTOMT TONbKO M3 TEKCTOBbLIX CMMBOJIOB, KOTOpPble GOPMUPYOT CAeAyHoLLYyHO
CTPOKY:

X50!P%$@AP[4\PZX54 (P")7CC) 7} SEICAR-STANDARD-ANTIVIRUS-TEST-FILE! SH+H*
Ecnv Bbl co3gaauTe dann, cogepXkawimi NPUBEAEHHYHO Bbille CTPOKY, U COXpaHUTe ero nog

MMeHeM test.com, TO B pe3yabTaTe MONYYWUTCA NMporpaMma, Kotopas v byseT onucaHHbIM Bbille
«BUPYCOM>.

;_"l*: Mpwn pabote B onTvmMasbHOM pexkrmve SplDer Guard He npepbiBaeT 3amnyck TectoBoro dansa

EICAR 1 He onpesenser fAaHHytO OMnepaLuio Kak OnacHyto, Tak KakK JAaHHbIA dann He

npeACTaBAfeT yrposbl Ana KoMmnbtoTepa. OfHaKO NMpW KOMWPOBAHUM WMAW CO34aHUN TaKoro

danna Ha komnbroTepe SplDer Guard aBToMaTnyeckn obpabatbiBaeT dan Kak BPeAOHOCHYHO
nporpammy v no ymoa4yaHuio nepemMeLlaet ero B KapaHTuH.

Py KOBOACTBO MNOJib30BaTeENSA
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6. UHCTpYyMEHTBI

6.1. MeHea>xep NLEH3UN

B 3TOM OKHe Bbl MOXeTe NPOCMOTPETb MH(I)OpMaLI,MI-O o060 Bcex JINLUEH3NAX DF.WEb, XpaHALWnXca
Ha BalleM KOMMNbHOTEPE, a TakKXKe M3MEHNTb TEKYLLYH NNUEH3NIO, MPOANNTL €€ NN KYNMNTb HOBYHO
N akKTUBMPOBATb ANA NCMONb30BaHUA.

11 HCTPYMEHTbI Texkywan nuueHsna

. 119598549 v | @
MeHenxep avueHsnA

Tun AuueHamm: -

MeHemxep kapaHTWHa

CepWiiHbIA HoMep: JOQL-FUgGT-xwsx_wxxx
Bnageneu: Olga

Moaaepxka [aTa akTHUBaLWK: 13.03.2015 11:29
JaTta OKOHYaHKWA: 14.03.2016 11:29
Ocranoce: 173 aHer

I(yn HWTE WKW aKTMEWMPOEaTE HOBYHD TMLEH3INKD

| MpoanuTe TEKYLLYHD TNLEHZNID ‘

Moi Dr.Web

NueHzroHHoE cornaleHWe

Ytobbl MpocMoTpeTb MHOOPMALMIO O JIMLLEH3UW, KOTOPas Ha JaHHbIM MOMEHT He SBAfeTCs
Tekyllien, BbibepuTe ee B BbiNagatolieM Crnucke. B pexume agMuHUCTpaTopa KHOMKa

no3BOAAET yAaAuTb MPOCMaTPMBAEMYHO JIMLIEH3MIO, a @ - HasHauuTb ee Tekywen. Obpatute
BHWMaHWe, UTO NOCNEAHIOH AEVCTBYIOLLYHO NNLLEH3MIO0 YAAANTb Heb3A.

ﬂpm Ha>aTnn KHOMKW Kynwrb Wan akKTuBuMpoBaTb HOBYHO JIMLLEH3UKO MPpOrpamMma OTKPOET
OKHO Mactepa peruncrpaumu, KOTOprI7I NoACKa>XeT BaM ,D,afleeIZLLIMe AEVICTBMH.

Mpwv HaxkaTum kHoMky MpoAAUTb TeKYLLYIO IMLLeH3UIO MPOrpaMMa OTKPOET CTPaHULLy Ha canTe
KoMnaHum «/loktop Beb», Ha koTopyto ByAyT NepeaaHbl NapaMeTpbl UCMONb3YEMOW JINLEH3NN.

JdonosHuntenbHo

Ccbinka Mow Dr.Web oTkpbiBaeT Bally MepcoHalbHYHO CTPaHWULY Ha canTe KomnaHum «/loktop
Beb». Ha paHHOW CTpaHuLie Bbl CMOXeTe NOosyyYnTb MHGOPMAaLMIO O Ballen AuLeH3nn (CPok
AEVCTBUA, CEPUNHBIN HOMep W T.J4.), NMPOAAUTb CPOK ee AeWCTBMA, 3ajaTb BOMPOC cayxbe
NOAAEPXXKN M MHOTOe Apyroe.

PYKOBO,U,CTBO nosib3oBatens
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Ccbinka JIMLEH3MOHHOE cornaleHue OTKPbIBaeT TeKCT COr/alleHUs Ha canTe KOMMaHuu
«[lokTop Beb».

6.2. MeHep)Kep KapaHTUHa
MeHe,q>Kep KapaHTUHa 0To6pa>KaeT AaHHbIE O COAEP>XKMMOM KapaHTWHa, KOTOprIz CNYy>XNT ANnA

n3onauMmM GannoB, NOAO3PUTENbHBIX Ha HalNuMe BPEfOHOCHbIX 0O6beKTOB. Takke B KapaHTUH
nomeLLaroTCs pesepBHble konuu darnos, obpaboTaHHbIx Dr.Web.

IHCTpYMEHTI

MeHezoxep kapaHTUHa

©O®®

MeHemxep avueHsniA

B eicar.com
E 10374dcs-..
E emn4zogee..

B eicar.com

B sykuSxnlexe...

El bb87gkol.exe..

E] 763820d4-5...

EICAR Test File (...
Java.Downloader...
Trojan.InstallMon...

EICAR Test File (...

Trojan.Zadved.8

Trojan.InstallMon...

Java.Siggen.45

15:21 11.01.2014

19:32 04.09.2015

17:11 02.10.2014

19:32 04.09.2015

17:11 02.10.2014

17:34 02.10.2014

19:32 04.09.2015

MeHemxep KapaHTMHa ObbexTsl Yrpoza fata pobaeneH... MyTs
Moaaepxka B totalemd.exe Trojan.PWS.Sigg..  00:08 20.01.2015  Citotalemd\total...
Bl 170b7c17-5.. JavasSiggen45s 19:32 04.09.2015  C\Users\o.usma...

Chusersho.usman...
ChUsers\o.usma...

Chusers\o.usman...
C\Program Files ...
Chusers\o.usman...

Chusersho.usman...

ChUsers\o.usma...

< |

B HaCTpOVIKaX MeHep,>Kepa KapaHThHa Bbl MOXeTe BK/IHOUYWTb OMNUMKO, KOTOpada onpeaender
pexnm  mn3onaunn  3apa>KeHHbIX O6'beKTOB, O6Hapy>KeHHbIX Ha CbEMHbIX HOCUTENAX. an
BKJIFOYEHUN 3TOW onunn I'IOAO6HbIe Yrpo3bl NMOMELLAOTCA B MNanky Ha TOM Xe HOoCuTene U He
LIJI/I(I)pyI-OTCFI. I'Ip|/| 3TOM nManka KapaHTMHa CO34aeTCA TOJIbKO B TOM Chay4dae, €C/in BO3MOXHa
3anncb Ha HocuTenb. VIcnonab3oBaHme OTAENbHbIX ManoK N OTKa3 oOT IJJI/Iq)pOBaHI/Iﬂ Ha CbEMHbIX
HOCUTENIAX NO3BOJIAET NPeaoTBPaTTb BOSMOXHYH NMOTEPHD AaHHbIX.

[ns goctyna K 3ToMy OKHy B nogmMeHro MIHcTpymeHTbl MeHto SplDer Agentﬁ BblbepuTe MyHKT
MeHep>xep KapaHTUHa.

B ueHTpanbHOM yacTn okHa oTobpaxkaeTcs Tabsvua ¢ MHPOPMaLMen O COCTOAHUM KapaHTMHA,
BKJIFOYAtOLLLAA ClesytoLLme Nons:
e O6BEKTbI — CMNCOK MMEH 06BEKTOB, HAXOAALLMXCA B KApaHTUHE;

e Yrposa — knaccuoukaums BPefOHOCHOW MporpaMmbl, onpegensemasi nporpammont Dr.Web
NPV aBTOMaTUYECKOM MepemMeLLeHny 06bekTa B KapaHTWH;

e [lata po6aBneHmsa — 1aTa, KOrga 06bEKT OblN NepemMeLLeH B KapaHTUH;

PYKOBO,U,CTBO nosib3oBatens
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6. IHCTpyMeHTbI

e MyTb — MNOAHBIA MyTb, MO KOTOPOMY HaxoAnICa OO6BEKT A0 MepeMeLLeHNs B KaPaHTUH.

fl’: B okHe MeHezxepa kapaHTMHa ¢aiabl MOryT BUAETb TO/NbKO Te MOJb30BaTENN, KOTOPble
MUMERT K HUM AocTyn. YTo6bl 0TO6PasuTb CKPbITble O6BEKTbI, HEOOXOAMMO MMETb MpaBa
AfMUHUCTpaTopa.

B KOHTEKCTHOM MeHIO 06beKTOB AOCTYMHbI cegyroune KHOMKKY ynpasiaeHnaA:

e BoccraHOBUTb — NepeMecTuTb Gait Nog 3afaHHbIM UMEHEM B HY>KHYHO narky;

fl’: Wcnonb3ynte gaHHyto OYHKLMIO TOJAbKO B TOM C/yyae, eCiM Bbl YBEPEHbl, YTO OOBEKT
6e3ornaceH.

¢ MpoBepunTb — NOBTOPHO NPOBEPUTHL OOBEKT, MEPEMELLEHHBIN B KAPaHTUH;

e Yaanutb — yganntb Gann 13 kapaHTMHa U U3 CUCTEMBI.

21N AEVICTBVIH AOCTYMHbI TakK>XXe B KOHTEKCTOM MEHK MPU Ha>XXaTunn npaBon KHOMKOW MbILLM Ha
OAUNH NN HECKOJIbKO Bbl6paHHbIX 06BbEKTOB.

Ans Toro ytobbl yAanuTb BCe OBBEKTbI U3 KApaHTUHA, HAaXMUTE KHOMKY @ M B BbiMajaroLiem
Crvcke BbIbepuTe NyHKT YAanuTb BCE.

6.3. MNoppepxka

DTOT pasgen coaepXuTt UHGOpMaLMO O BepcMM MpPOAYKTa, COCTaBe KOMMOHEHTOB W AaTte
nocneaHero o6HOBAEHUS, @ TakXKe MoJe3Hble CCbIIKK, KOTOPblE MOTYT MOMOYb BaM OTBETUTb Ha
BOMPOCh! UAN UCMPaBUTb HEMOMAAKW, BO3HMKLLME B NpoLiecce paboTbl Dr.Web.

VIHCTPYMEHTG O nporpamme
AnTuenpyc Dr.Web
MeHempxkep nuLEeH3MIA Bepcua: 11.0

MocnegHee obHoeneHwe: 23.09.2015 15:12 (+03:00)

MeHemxep KapaHT1Ha

MoapobHee
Moanepxka
Momols B peweHnn I'IpOﬁIIEM

[MpK BOZHWKHOBEHWIW CnoxHOCTeR B paboTe ¢ npoaykTamik DriWeb pekomengyem
BaM HECKONbKO WHCTPYMEHTOR:

Moid Dr.Web
®opym Dr.Web

OTUeT ANA TEXHWYECKON NOALepMKM

PYKOBO,U,CTBO nosib3oBatens
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6. IHCTpyMeHTbI

Bocrnonb3yntecb OAHUM U3 CReAyOWMX WHCTPYMEHTOB B TOM CAy4vae, eCaM y BaC BO3HWKIM
BOMPOCHI.

Moii Dr.Web. OTtkpbiBaeT Bally NepcoHaibHYH CTpaHuWLYy Ha caiTe KomnaHum «/loktop Beb». Ha
JAHHOW CTpaHuLe Bbl CMOXETe MOAyunTb MHGOPMALMIO O Ballen AnueH3nn (CPOK AencTBuS,
CEePUNHBIN HOMEP), MPOA/IUTL CPOK ee AeNCTBUSA, 3aZaTb BOMPOC Cayxbe noaaep>XKu n MHoroe

apyroe.

®opym Dr.Web. OtkpbiBaet popym Dr.Web no agpecy http://forum.drweb.com.

OTueT ANA TEXHUUECKOW mnoAAepXKU. 3anyckaeT MacTep, KOTOPbI MO3BOUT  BaM
Co3/aTb OTYET, COAEPKALLMI BaXHYH MHOOPMaLMIO O CUCTEME U paboTe KOMMbIOTEpPA.

Ecnv nocne 3toro Bam He yaanocb pewuTtb npobnaemy, Bbl MOXeTe 3amnonHWUTb Beb-dpopmy
Bonpoca http://support.drweb.com.

Hantn 6amxaviee K BaM npeactaBuTenbCTBO «/okTop Beb» 1 BCO KOHTaKTHYHO MHPOPMaLMIO,
HeobxoaMMmyto NoAb30BaTeNto, Bbl MoxeTe no aapecy
http://company.drweb.com/contacts/moscow.

6.3.1. CospaaHue otueTa

Mpu obpaweHnn B cy>Kby TeXHUYECKOW MNOAAEP>XKKW KomnaHum «[dokTop Beb» Bbl MoxeTe
chopmmpoBaTb OTYET O Ballein onepaLoHHON cucteme 1 pabote Dr.Web.

Otuert b6yaeT coxpaHeH B Buae apxuBa B nanke Doctor Web, pacnonoxeHHom B nanke npodunsa
rnosb3osatens %USERPROFILE%.

Uto6bI CDOPMMPOBATL OTHET, HAXKMUTE COOTBETCTBYHOLLYHO KHOMKY. B oTueT ByaeT BkAtOUaThCA:

1. TexHuuyeckasi MHPOpMaLWs 06 onepaLMOHHOW CUCTEME:

e 06LLMe CBeseHMA O KOMMbIOTEPE;
e 3anyLeHHbIX NpoLeccax;

e 3an1aHNPOBaHHbIX 3aJaHNAX;

e cnyxbax, gpariBepax;

e HGpay3epe No yMon4aHuLo;

® YCTaHOBJIEHHbIX MPUIOXEHUSAX;

e MOIUTMKAX OrPaHNYEHNI;

e danne HOSTS;

e 0 cepepax DNS;

e 3aMncn CUCTEMHOTrO XYypHaia cobbiTni;
e repeyeHb CUCTEMHbIX KaTaaoros;
e BETBMW peecTpa;

e npoBargepbl Winsock;

Py KOBOACTBO MNOJib30BaTeENSA
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6. IHCTpyMeHTbI

e CeTeBble COeANHEHNS;
e OoT4eThbl oTnagumnka Dr.Watson;
® VIHAEKC NPOU3BOANTENbHOCTW.

2. NHdopmaumsa 06 AHTMBUPYCHBIX pelleHunsax Dr.Web.
3. VIHpopmaums o noakaroyaembix mogynsax Dr.Web:

e Dr.Web ans IBM Lotus Domino;
e Dr.Web ans Kerio MailServer;
e Dr.Web ans Kerio WinRoute.

NHdopmaums o pabote AHTMBUPYCHbIX NpoaykToB Dr.Web Haxogutca B XXypHane cobbiTui
onepaunoHHoun cuctembl Windows, B pa3gene XKypHanbl npunoXxeHuin n cnyx6 — Doctor
Web.

COBAaHMe oT4yeTa 3 KOMaHAHOﬁ CTPOKKM

Yto6bI CHDOPMMpPOBATL OTHET, BOCMONb3YyNTECH CAeAyHOLEe KOMaHAO0M:

/auto
Hanpumep: dwsysinfo.exe /auto

Otuert b6yaeT coxpaHeH B Buae apxuBa B nanke Doctor Web, pacnonoxeHHoM B nanke npopuns
nosb3osatens %USERPROFILE%.

Tak>ke Bbl MOXETE UCMO/b30BaTb KOMaHAY:
/auto/report: [<nosHeIl nyme kK apxusy>]

rae:

e <NOJIHbIU Nymb K apxusy> — NyTb K daiiny oTyeTa.

Hanpumep: dwsysinfo.exe /auto /report:C:\report.zip

Py KOBOACTBO MNOJib30BaTeENSA
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7. ObHOBNEHME

7. ObHOBNEHUE

Ana obHapy>keHVs BPeAOHOCHbIX 06bEKTOB aHTUBMPYCbl KOMMNaHUW «/JokTop Beb» ncnonbsytor
cneumnanbHble BUpycHble 6a3bl DrWeb, B koTopbix cogepxutca mHbopmauma o060 Bcex
M3BECTHbIX BPEAOHOCHbIX MporpaMmmax. PerynspHoe o6HOBAeHWe no3BO/AET OOHapy>XuBaTb
paHee Hen3BeCTHble BMPYChl, 610KMPOBaTh X PaCNpPOCTPaHeHMe, a B paje ClyvaeB — N31eynBaTb
paHee Heu3neunmble 3apaXKeHHble Gpanbl.

Bpems OT BpemMeHM COBEpLUEHCTBYHOTCA aHTUBUPYCHbIE airopuTMbl, peaan3oBaHHble B BUAE
ncnonHaemblx GariaoB M NporpaMMHbix  6ubavotek. bnarogaps onbiTy  akcnayatauuu
anTmeupycos Dr.Web wcnpaeasatotca obHapyXeHHble B nporpamMmmax owwubky, obHoBaseTcs
CnpaBoOYHasa cUCTEMa M JOKYMEHTaL M.

Ana nopsepXaHWa akTyaNbHOCTM BUPYCHbIX 6a3 WM NPOrpamMMHbIX aaropuTMOB KOMMaHWen
«[lokTop Beb» peanusoBaHa cucTeMa pacnpocTpaHeHWs O6HOBAEHWI uepe3 ceTb VIHTepHerT.
O6HoBNEHMEe NO3BOASET BaM B TEYEHWE CPOKa AeVCTBUA NNLLEH3MN 3arpy>aTb U yCTaHaBAUBATb
AOMOJIHEHMA K BUPYCHbIM 6a3aM 1 06HOBNEHHbIE MpOorpaMMHble MOAYN.

3anyck o6HOBeHUS

Mpwu obHoBneHMM Dr.Web 3arpy3ut Bce o6HOBAEHHbIe daiibl, COOTBETCTBYHOLLME BalLen BEPCUM
Dr.Web, a Takxe HoByto Bepcuto Dr.Web B ciiyuae ee Bbixoja.

|\ Ana obHosneHus DrWeb Heobxoanmo umeTb goctyn Kk cetn WHTepHeT, nnbo k 3epkany
OBHOBNEHWNIA (NOKaNbHOM UM CETEBOW Marke), IMbo K AHTUBUPYCHOW CeTW, B KOTOPOR XOTA
6bl Ha OAHOM M3 KOMMbIOTEPOB HACTPOEHO 3epKano OOHOBJIEHWA.

Hactpoika  HeobxoAWMbIX  MapameTpoB  Mnpou3BoaMTCA B pa3gene  O6HoOBneHue
OcHoBHbIx HacTpoek Dr.Web.

3anyck o6HOBIEHUsA C NOMOLLbIO MoAy A yrnpaBaeHus SplDer Agent

B wmeHwo SplDer Agent@ BblbepuTe nyHKT O6HOBAeHue. OTkpoeTcs WHPopMauuns 06
aKTyalbHOCTU BUPYCHbIX 6a3 M KOMMOHEHTOB, a TakXxe JaTa nociesHero obHoBaeHuA. YTobbI
3anycTUTb NpoLLecC 06HOBAEHNSA, HAXXMUTE KHONKY O6HOBUTD.

3anyck 06HOBNI€HUA N3 KOMaHAHOW CTPOKM

Mepenante B nanky YycraHoBkn DrWeb (%PROGRAMFILES%\Common  Files\Doctor
Web\Updater) un 3anyctute drwupsrv.exe. CnvcoKk napaMeTpoB Bbl MOXeTe HauTu B
[MpunoxeHun A.

Py KOBOACTBO MNOJib30BaTeENSA
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ABTOMaTUUECKNW 3anycK o6HOBIeHNA

Mpu aBTOMaTUYECKOM 3arnycke O6HOB/IEHME MPOBOANUTCA B GOHOBOM pexXrMe, Npu 3TOM OTYETbI
3anucbiBatoTcs B pann dwupdater.log B nanke %allusersprofile%\Doctor Web\Logs\.

;_"l*: Mpy O0BHOBNEHUN UCMONHSAEMbIX daliioB, ApanBepoOB M BMBANOTEK MOXET moTpeboBaTbcA
mepesarpyska KomnbtoTepa. B 3Tom cayvae 6Oyser nokasaHO — COOTBETCTBYHOLLEE
npeaynpexaeHue.

Py KOBOACTBO MNOJib30BaTeENSA
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8. CkaHep Dr.Web

8. CkaHep Dr.Web

CkaHep Dr.Web pana Windows npegHasHayeH AN aHTMBMPYCHOW MpPOBEPKM 3arpy3ouHbIX
CeKTOpPOB, MaMATK, a TakXke Kak OTAeNbHbix GalnoB, Tak U OOLEKTOB B COCTaBE CAOXHbIX
CTPYKTYP (@pX1Bbl, KOHTEMHEPbI, 31EKTPOHHbIE MUCbMa C BAOXEHMAMN). [poBepka NPON3BOANTCA
C WCMNO/Ab30BaHWEM BCeX METOA0B 0bHapyxeHus yrpo3. Mo ymonuaHuro CkaHep Dr.Web
NPOV3BOANT aHTMBUPYCHYHO MPOBepPKY Bcex GaiNoB C MCMONb30BaHMEM Kak BUPYCHbIX 6a3, Tak v
3BPUCTUYECKOrO aHanv3aTopa (anroputMa, MO3BOAAIOWEro ¢  6GO/bLIOA  BEPOATHOCTHHO
06Hapy>XnBaTb HeM3BeCTHble MPOrpaMme BUPYCbl Ha OCHOBE OBLUMX MPUHLMMOB MX CO3A4aHMA).
WcnonHsemble  ¢dainbl, ynakoBaHHble CrneuManbHbIMM  YNakoBLLMKAMKW, MNpU  MNpoBepKe
pacnakoBbIBatoTcs. MpoBepsatoTcs daiinbl B apxvMBax BCEX OCHOBHbIX PacrNpOCTPaHEHHbIX TUMOB
(ACE, ALZIP, AR, ARJ, BGA, 7-ZIP, BZIP2, CAB, GZIP, DZ, HA, HKI, LHA, RAR, TAR, ZIP v ap.),
dannosbix koHTenHepax (1C, CHM, MSI, RTF, ISO, CPIO, DEB, RPM u ap.), a Takxe ¢ainnbl B
COCTaBe MWCeM B MOYTOBbIX fLMKAX MOYTOBbLIX MporpamMm (bopmat nucem  JOJXKEH
cooTBeTcTBOBaTh RFC822).

B cnyuae obHapyxxeHus BpegoHocHoro obbekta CkaHep Dr.Web Tonbko npeaynpexzaeT Bac 06
yrpose. OTueT O pe3ysnbTaTax NPOBEPKM NPUBOAUTCA B Tabsavue, rae Bbl MOXeTe BblbpaTb
Heobxoanmoe aencTBue ana 06paboTkm 0bHapy>KeHHOro BPeAOHOCHOTO UAN MOAO3PUTENBHOTO
obbekTa. Bbl MoXeTe Kak MPUMEHUTb AENCTBMA MO YMONYaHUIO KO BCEM OOGHapy>XeHHbIM
yrpo3sam, Tak 1 BbibpaTb He06X0AMMbIN MeToA 06paboTkn ANs OTAENbHbIX OOBEKTOB.

[lencTBMSA NO yMONYaHUIO ABAAIOTCA OMTUMAaNbHbIMU ANA OONbLUMHCTBA MPUYMEHEHWN, HO MNpwu
HEeobXOANMOCTU Bbl MOXETE U3MEHUTb UX B OKHE HAaCTPOVKM MapaMeTpoB paboTbl KOMMOHEHTA
CkaHep Dr.Web. Ecan peictBue gna otaenbHoro obbekta Bbl MOXeTe BblbpaTb MO OKOHYaHWUM
npoBepky, TO obLme HaCTPOMKN MO 06e3BPEXMBAHMIO KOHKPETHbIX TUMOB Yrpo3 Heobxoanmo
3aflaBaTb 0 Hayasna NPOBEPKW.

8.1. 3anycK n peXXxmMmbl NPOBEPKMU

3anyck CkaHepa Dr.Web

;_"l*: Mpu paboTe noz ynpaBieHWeM onepaunoHHbix cuctem Windows Vista 1 6osee no3gHux

: CkaHep Dr.Web pekomeHayeTca 3amyckaTb C MpaBaMy agMUHUCTpaTopa. B npoTvBHOM
cnyyae Te danabl M Nanky, K KOTOPbIM HEMPUBUIETMPOBAHHbIV MONb30BaTeNb He WMeeT
40CTyna (B TOM UMCIe U CUCTEMHbIE Nanku), He ByayT NPOBepPeHbI.

1. B mento SplDer Agentﬁ Bbibepute NyHKT CkaHep. OTKpoeTca MeHK ObICTporo goctyna K
3anycKy pa3HbIX TUMOB NPOBEPKMU.

2. Bbibepute nyHkT Bbl6OpouHasn, uTOObI NMPOBEPUTL TONLKO YyKa3aHHble BaMW OOBEKTHI.
OtkpoeTtca rnaBHoe okHo CkaHepa Dr.Web.

3. Bbibepute nyHkTbl Bbictpasa wan MonHasa, uTOObLI 3anycTUTb COOTBETCTBYHOLME TUMbI
MPOBEPOK.

Py KOBOACTBO MNOJib30BaTeENSA
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UTtobbl 3anyctute CkaHep C HacTpoWKamu MO YMOAYaHWUIO ANA MPOBEPKM KOHKpeTHoro darina
NN KaTanora, Bbibepute B KOHTEKCTHOM MEHO 3Hauka darna uam katanora (Ha Pabouem ctone
nnmn B NMpoBogHuKe onepauynoHHor cuctembl Windows) nyHkT Mposeputb Dr.Web.

ﬁ Cranep Dr.Web El
¥ DrWEB

Pexxum npoeepku

O% BricTpan
Mpoeepka kpuTudeckux obnacreid Windows

ll—'j [MonHan

I'IpoEeplca BCEX anﬁJ'ICIEI Ha NOTMHeCKWX AWMCKaX M CMEeHHBIX HOCUTENAX

= BuibopouHas
O= [Mpoeepka oTAenbHEX 0bBeKTOR
© =fokTop Bebs, 1992-2016 @

Hacrpoiika CkaHepa Dr.Web

Bbl MoOxeTe HacTpouTb napameTpbl paboTbl, a Takxke peakuum CkaHepa DrWeb Ha
obHapy>eHHble yrpo3bl B pa3gene Hacrpoiiku — KomnoHeHTb! 3awutbl — CKaHep.

OnucaHne peXXxMMoB NpoBepKu

BbicTpas npoBepka

B faHHOM pexxrme nNpoBepAroTCA:

® 3arpy3oyHble CeKTopa BCeX JUCKOB;
e ornepaTtvBHasa NaMATb;

e KOpHeBas narka 3arpy3o4yHoro Amcka;
e cucteMHas nanka Windows;

e nanka Mow [JokymeHTbI;

e BpEMEHHble palinbl;

® TOUKM BOCCTAHOBJIEHUS CUCTEMBbI;

® Ha/nuve pyTKUTOB (€C/IM MPOLLECC MPOBEPKM 3aMyLLLEeH OT UMEHWU agMUHUCTPaTOpa).

Py KOBOACTBO MNOJib30BaTeENSA
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i | ': ApXVBbI U NMOYTOBbIE halibl B 3TOM PEXMME HE NMPOBEPAHOTCA.

MonHaa npoBepka

B AaHHOM pexvMe MpoOM3BOAUTCA MOJHasA MpPOBepKa OMepaTMBHOM MaMATM U BCEX XXECTKMX
AVCKOB (BKAKOYAA 3arpy304YHble CEKTOPbl), @ TakXe OCyLeCTBAAETCA MpoOBepka Ha Haanuue
PYTKUTOB.

Bbi6opouHas npoBepka

Mpwn BbibOpe faHHOro pexvma B okHe CkaHepa Dr.Web 3agatotca obbekTbl A8 NPOBEPKM:
nrobble dannbl M nanku, a Takke Takne oObEKTbl, Kak ornepaTvBHas MNamATb, 3arpy304YHble
cekTopbl U T.M. [lna Hayana npoBepky BbIOpaHHbIX OOBLEKTOB Haxmute kHoMky Hauatb

P

npoBepKy. YTo6bl 406aBUTh 06BEKTbI B CMINCOK, HAKMWUTE KHOMKY /.

Mpouecc npoBepku

MNMocne Havana MpoOBepKM CTAHOBATCA AOCTYMHbIMW KHOMku Maysa v Cron. Ha nrobom atane
NPOBEPKM Bbl MOXETE cAeNiaTh cnejytoLlee:

e yTOObI MPMOCTAHOBUTL MPOBEPKY, HaxkmuTe KkHomKy FMaysa. YTobbl NPoAOXKUTE MPOBEPKY
nocsie naysbl, HaXXMuTe KHornky Bo3o6HOBUTb.

e YTOObI MOJIHOCTLHO OCTAHOBUTb NPOBEPKY, HAXMUTE KHOMKY Cron.

i | ': KHnonka Maysa HegocTynHa BO BpeMs NPOBEPKMU OMEPaTUBHON NaMsATV 1 MPOLLECCOB.

8.2. fleicTBMA Nnpu o6Hapy>keHnn yrpos

Mo okoH4aHun nposepkn CkaHep Dr.Web anwb nHpopmunpyet 06 obHapy>KeHHbIX yrpo3ax K
npeasnaraeT NMpPMMeEHUTb K HUM Hambonee onTUManbHble AENCTBMA MO 0be3BpexuBaHuio. Bbl
MoxeTe o06e3BpeanTb BCe OOHapyXeHHble Yyrpo3bl OAHOBpeMeHHO. [lna 3Toro nocne
3aBepLlUeHNs MpoBepkM Haxmute kHonky O6e3Bpegutb, 1 CkaHep Dr.Web npumenut
ONTMMabHble AENCTBUSA MO YMONYAHWIO ANs BCeX OOHaPY>KEeHHbIX Yrpos.

il:‘ Mo HaxaTuto kHomku O6e3BpeauTb JelCTBUSA MPUMEHAIOTC K obbekTtaM B Tabauue. Mo

: YMOJIUAHUIO MOC/Ie OKOHYaHWs MpoBepkn obe3BpexuBaroTcs Bce 06bekTbl. [pu
HeobXOAMMOCTN Bbl MOXETe BPY4YHYH BblOpaTb KOHKpPETHble OOBbeKTbl Wau rpynnbl. [as
BblbOpa rpynnbl 06bEKTOB MOXHO BOCMOJb30BaThcsl knaBuwamu CTRL u SHIFT. JeincTtBus
A5 06e3BpeXMBaHUNSA Yrpo3 AOCTYMHbl B KOHTEKCTHOM MEHIO MPW HaXaTuu MNPaBoOn KHOMKOWM
MbILUW Ha OAWH UAN HECKObKO BblOpPaHHbIX 06bEKTOB.

Py KOBOACTBO MNOJib30BaTeENSA
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Bbi6bop pelicTBUA

1. B none [AencrBme B BbiNajatolemM Cnuncke Bbibepute HeobxoamMmMoe AencTBUeE ANA KaXKaoro

8. CkaHep Dr.Web

obbekTa (no ymonuanuro CkaHep Dr.Web npeagsnaraet ontumanbHoe 3HaYeHue).

2. Haxmute kHomky O6esBpepntb. CkaHep Dr.Web o6e3Bpeant BCe BblibpaHHble Yrpo3bl
OZ\HOBPEMEHHO.

CyLLeCTBYHOT C/ieflytoLLIMe OrPaHNYEHMS:

® JjleyeHne nogo3puTesibHbIX 06bEKTOB HEBO3MOXKHO;

e NepemelleHne Win yaaneHne obbekToB, He ABastowmnxca Gannamum (HanpvmMep, 3arpy3ouHbix

CeKTOpOB), HEBO3MOXHO,

e HEBO3MOXHbI /t0Oble AelCTBUA AN OTAE/NbHbIX GailioB BHYTPU apXMBOB, WHCTaNNALMOHHbBIX
NnakeToOB WM B COCTaBe MUCEM — JENCTBME B TakUX CAy4vasx MPUMEHSAETCA TO/NbKO KO BCeMy

06BEKTY LENNKOM.

MoapobHbIM oTHeT 0 paboTe MporpamMmbl coxpaHaeTcsa B pann xypHana dwscanner.log, KoTopblii

HaxoanTca B nanke %USERPROFILE%\Doctor Web.

HasBaHune
cronbua

Ob6bekT

¥Yrposa

[Jevicteune

MyTtb

A

OnuncaHue

B 3ToM cTOnbue yKazaHO HaMMEHOBaHWe 3apPakeHHOro WAW MOAO3PUTENIbLHOrO
obbekTa (MMa daina — ecan 3apaxeH dain, Boot sector B cnyyae 3apaxxeHHOro
3arpy3ouHoro cektopa, Master Boot Record B cinyyae 3apaxeHHoro MBR
XKEeCTKOro Am1cka).

B 3Tom cTONbLE yKa3zaHO HavMeHOBaHWe BUpYyca WUAM MoauduKaumm Bupyca Mo
BHYTpeHHel knaccudukaumm «Joktop Beb» (Moandukaumer M3BecTHOro Bupyca
Ha3blBaeTCA KOJ, MOJyYeHHbI TakUM M3MEeHeHWEeM W3BEeCTHOro BUpYCa, YTO Mpu
3TOM OH OMO3HAeTCA CKaHePOM, HO aArOpPUTMbl IEYEHUA UCXOAHOTO BMpYCa K HEMY
HenpuMeHUMbI). [ns nojo3puTenbHbIX OOBLEKTOB YyKa3biBaeTcd, 4UTO O0ObekT
«BO3MOXHO, WHOULMPOBaH» W YyKa3blBaeTCA TWUM BO3MOXHOrO BUpyca Mo
KnaccmpukaLMm 3BpUCTUHECKOTO aHanm3aTtopa.

HaxxmuTe Ha CTpenouky Ha 3TOl KHOMKe, YToObl 3aZaTb AelCTBME A5 BblIOpaHHOM
yrpo3ebl (no ymonyaHuro CkaHep Dr.Web npegnaraet ontumanbHoOe 3HaueHue).

Bbl  moxeTe NPUMEeHNTb YyKa3aHHO€ Ha KHOrKe AQVICTBME OTAEeNbHO, 6e3
Hel7|TpafII/I33Ll,I/II/I OCTaNbHbIX Yrpo3. ,U,J'IFI 3TOro HaXXMuUTE 3Ty KHOTMKY.

B 3TOM cTON6LE YKa3aH MOAHBIV NyTb K COOTBETCTBYOLEMY daiiny.

Ecam B Hactporikax CkaHepa Dr.Web Bbl Bbibpann nyHkt O6e3BpeanTb 06Hapy>KeHHble
yrposbl ansa Hactporiku Mocne 3aBeplieHUA NpoBepKU, TO 0be3BpexmBaHue yrpos byaet
Npov3BeAeHO aBTOMaTUYeCKM.

Py KOBOACTBO MNOJib30BaTeENSA
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8. CkaHep Dr.Web

8.3. 3anyck CkaHepa ¢ napamMeTpaMn KOMaHAHOMW CTPOKU

Bbl MoxeTe 3anyckatb CkaHep Dr.Web B pexxvme KOMaHAHOW CTpOKW. Takoh cnocob no3sosser
3alaTb HACTPOWMKM TEKYLLLero ceaHca NPoOBEPKM 1 NMepeyeHb NpoBepsaeMblX OOBEKTOB B KayecTBe
napamMeTpoB Bbi30Ba. VIMEHHO B TakOM peXume BO3MOXEH aBTOMaTu4veckui Bbi3oB CkaHepa
MO pacnmcaHunio.

3anyck CkaHepa U3 KOMaHAHOW CTPOKM

Utobbl 3anyctutb CkaHep C  AOMOJHWUTENbHBIMW  MapameTpamn  KOMaHAHOMW  CTPOKMW,
BOCMO/b3YMUTECh CIEAYIOLLIEN KOMaHAOW:

[<nyme_k_npoepamme>]dwscanner [<kar04u>] [<0b6bekmebl>]

rae:

e <0b6beKkmbl> — CNNCOK 0OBEKTOB ANA NPOBEPKK;

e <K/IIOYU> — MapaMeTpbl KOMaHAHOW CTPOKW, KOTOpble 3ajaroT HacTpounku pabotbl CkaHepa.
Mpwn KX OTCYTCTBMM MpOBEpPKa BbIMONHAETCA C paHee COXPaHEeHHbIMW HacTporkamu (Mam
HacTpoMKaMu Mo YMONYaHULIO, €CIN OHU He OblIN U3MEHEHDI).

Cnncok O6BEKTOB A/ MPOBEPKM MOXKET ObiTb MyCT WM COAEPXaTb HECKOJbKO 3/1eMEHTOB,
pa3geneHHblx npobenamu. Hanbonee pacnpoCTpaHEHHbIMW ABAAIOTCA CAejytolime BapuaHTbl
MpoBepKMU:

e /FAST — NpOV3BECTM BbICTPYHO MPOBEPKY CUCTEMBI.

e /FULL — nNpOW3BEeCTVM MOJHYI MPOBEPKY BCEX >XXECTKMX AMCKOB U CBEMHbIX HOCUTenen
(BKJIFOUasA 3arpy304Hble CEKTOPbI).

e /LITE — NPOU3BECTM CTAPTOBYH NMPOBEPKY CUCTEMbI, NP KOTOPOI MPOBEPAIOTCA OnepaTUBHas
namsTb, 3arpy3oYHble CEKTOpPbl BCEX AWCKOB, a TakXXe MPOBECTVM MPOBEPKY Ha Haanuume
PYTKUTOB.

MapameTpbl — KAHOUM KOMAHAHOM CTPOKW, KOTOpble 3ajatoT HACTPOWKM mnporpammbl. [Mpu mx
OTCYTCTBUM NPOBEPKA BbIMOJIHAETCS C paHee COXPAaHEHHbIMN HAacTPOMKaMm (MAN HAaCcTPOMKaMm No
YMONYAHWIO, eCAn Bbl HE MeHAAN nX). Kntoum HaumHatoTcs ¢ CMMBOAA «/» W, KaK W OCTajbHble
napameTpbl KOMaHAHOW CTPOKM, pa3zAenstoTcs npobenamu.

8.4. KoHcOoNbHbBIN cKaHep

B coctaB nporpammbl Dr.Web BxoanT KOHCO/bHBIN CKaHep, KOTOPbIA MO3BOASET MPOBOAUTH
NPOBEPKY B pPeXvMe KOMaHAHOW CTPOKM, a TakxXe npeaoctaBaseT 6o/blive BO3MOXHOCTU
HaCTPOWKMW.

":I:* ®alinbl, NoJO3pUTENbHbIE Ha HalMuMe BPEAOHOCHbIX OOBEKTOB, KOHCO/MBHBIN CKaHep
nometyaet B KapaHTuH.

Py KOBOACTBO MNOJib30BaTeENSA
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8. CkaHep Dr.Web

3anyck KoHconbHOro ckaHepa

UTto6bI 3anycTUTh KOHCONBHbIN CKaHep, BOCMO/Ib3YUTECh CNEAYHOLLEN KOMAHAOM:
[<nyme_k_npoepamme>]dwscancl [<kmo4du>] [<obbekmel>]

rae:

e <00beKkmbI> — CMUCOK OOBEKTOB A9 MPOBEPKY;

e <KJ/HOYU> — CMMCOK MapaMeTpoB KOMaHAHOW CTPOKW, KOTOpble 3aAar0T HaCTPOMKM paboTbl
KoHcosibHOro ckaHepa.

Kntou HaumHaeTcs C cMMBO/IA «/», HECKO/NbKO Kjtouel pasgenstotca npobenamu. Cnvcok
06bEeKTOB MPOBEPKM MOXET ObITb MYCT WM COAepKaTb HECKOIbKO 3/IEMEHTOB, pPa3fAeNeHHbIX
npobenamu.

Cnuncok kntoven KoHCONbHOroO ckaHepa coaepkuTcs B [punoxkeHunm A.

MNMocne BbinonHeHA KOHCONbHbIM CKaHep BO3BPALLAET OAMH U3 CNefyHoLLMX KOAOB:

0 — npoBepka ycnewHo 3aBepLUeHa, MHOMLMPOBaHHbIE OOBEKTbI He HalAEHbI;
1 — npoBepka ycneLwHo 3aBepLueHa, HangeHbl MHOULMPOBaHHbIE 06bEKTbI;

10 - yka3aHbl HeKOppeKTHbIe KAHuUK;

11 — knroyeBoOn Garin He HalaeH b0 He noaaep>kmBaeT KOHCO/IbHBIN CKaHep;
12 — He 3anyweH Scanning Engine;

255 — npoBepka npepBaHa nojib3oBaTenem.

8.5. 3anyck npoBepku No pacnmMcaHuIo

Mpu yctaHoBke DrWeb B craHgapTHom [MnaHuposwmke 3agaHuii Windows aBTomMaTUueckm
co3jaeTcs 3aZaHne Ha NPOBeAEHNE aHTUBMPYCHOM NPOBEPKM (OHO MO YMOAYAHUIO BbIKIHOUYEHO).

[Ana npocmoTtpa napameTpoB 3agaHusa oTkpounte MaHenb ynpaBieHUsA (paclUMpeHHbIV BUA) —
ApMmuHucTpupoBaHue — MNaHMPOBLLMK 3a4aHNMNA.

B cnuncke 3agaHnii BbibepuTe 3ajaHne Ha aHTMBUPYCHYHO MPOBePKY. Bbl MoXeTe akTvBMpOBaTh
3a/jaHue, a TakKe HaCTpOUTbL BpeMs 3arnycka NpOBepPKM 1 3a4aTb HEOHXOAMMble MapaMeTpbl.

B HWXHen yacTn okHa Ha Bknagke O6uwiMe ykasbiBatoTca obLive CBeAeHUA O 3ajaHuK, a Takxe
napameTpbl 6e3omacHocTn. Ha Bknagkax Tpurrepbl v YcnoBusA — pas/iyHble YCIOBUA, MpwU
KOTOpPbIX OCYLLeCcTBAAeTCA 3anyck 3agaHus. [IpocMoTpeTb NCTOPUIO COBLITUIN MOXHO Ha BKAajKe
XypHan.

Bbl Takxke MoXeTe co3zaBaTb COBCTBEHHbIE 3a/jaHMSA Ha aHTMBUPYCHYHO NpoBepkKy. MoapobHee o
paboTe C CUCTEMHbIM pacnvcaHWeM CM. CMPaBOYHYO CUCTEMY U AOKYMEHTaLMUIO OrnepaLMoOHHON
cuctembl Windows.

Py KOBOACTBO MNOJib30BaTeENSA
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8. CkaHep Dr.Web

Echm B coctaB ycCTaHOBJ/IEHHbIX KOMMOHEHTOB BXOAWT bpaHamaysp, TO nocie ycTaHOBKM
nporpammbl Dr.Web v nepBov nepesarpy3ku ciyxba CUCTEMHOrO pacnucaHus Oyaet
3ab710kMpoBaHa bpaHgmayapom. KomnoHeHT = Ha3HaueHHble  3apaHuA oyaet
bYHKLMOHNPOBATb TONbKO NMOC/NE MOBTOPHOW Mepe3arpysku, T. K. HEOOXoAMMOe NPaBUIO yxe
6yseT co34aHO K 3TOMY MOMEHTY.

Py KOBOACTBO MNOJib30BaTeENSA
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9. Hactpoiikm

9. Hactpoukn

[na poctyna K HacTpokaMm oTkpouTte meHr SplDer Agentﬁ n 3anyctute Hacrtpoiku {E‘} B
pexvme agMrHUcTpaTopa.

3awmra naposiem

UT0bbI OrpaHnyMTb JOCTYyN K HacTpovkam DrWeb Ha Bawem komnbroTepe BK/AKOUMTE OMLMIO
3awmuwatb naposiem Hacrpoiikm Dr.Web. B oTtkpbiBliemMcs okHe 3ajalnite naposb, KOTOpPbIV
OyaeT 3anpawwvBatbca npu obpalieHnn K HacTpoirkam DrWeb, noatBepavTe ero BBOA U
HaxxmuTe kHonky OK.

;_"l*: Ecnav Bbl 3abbuiv naponb K HacTpovkam  NpoAykta,  obpatutecb B
: CNYXXOY TEXHUYECKOWN MOAAEPXKKM.

YnpassieHue HacTpoikaMu

YT06bI BOCCTAHOBWUTL HAaCTPOMKM MO YMOAYAHWIO, B BbiNajatolleM crimcke BblbepuTe MyHKT
C6bpocnTb HaCTPOUKM.

Ecan Bbl y>xe HacTpouam paboTy aHTMBMPYCa Ha APYroM KOMMbIOTEPE U XOTWUTE UCMOJ/b30BaTh Te
e HacTpoWKW, B BbiNagaroLLiem crnvcke Boibepute nyHKT Mmnopr.

Ecav Bbl XOTUTE NCNONBb30BaTb CBOW HACTPOWKM Ha APYT1X KOMMbIOTEPaX, B BbiNajatoLiem crimcke
BbibepuTe MyHKT JKCMOPT, a 3aTeM BOCMO/b3yWTeCb aHalOTMYHOW BKNAAKOW Ha ApPYrom
KOMMblOTepe.

Py KOBOACTBO MNOJib30BaTeENSA
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10. OcHOBHbIe HaCTPONKMU

10. OcHOBHbIe HaCTPOMNKM

YT0bbI MONYUMTL AOCTYM K OCHOBHbIM HacTporikam Dr.Web, oTkpownte meHto SplDer Agentﬁ

3anyctumTe HaCTpOVIKVI . B pexnme agAMnHUCTpaTopa 1 Bbl6epI/ITe pasaen OcCHOBHBbIeE.

fl’: [Ana poctyna Kk OCHOBHbIM HacTpoivikam Dr.Web 3anpaluvsaetca naposb, eciv B pasgene
Hactpoliku Bbl ycTaHOBUAN $AaxKoK 3awmiiaTh napoaem Hactpoviku Dr.Web.

EAVHBIV LEeHTp ynpaB/ieHMa HacTpovkaMu MO3BOAAeT 3ajaTb obwume napameTpbl paboTbl
aHTUBMPYCHOrO KOMIIeKca.

10.1. YBeagomneHus

YBEAOMIIGHVISI, KOTOpbleé BbiIBOAATCA Ha 3KpPaH

Bkntoumte COOTBETCTBYHOLLYHO OMUMIO, 4YTOObI MoOJyyaTb MOACKa3KW-yBeAOMAEHVUS B BuUAe
BCM/IbIBAOLLLEro OKHa Haj 3Haukom SplDer Agent & 5 o6nacTu yBegomaeHmin Windows.

(®© OcHoBHble SkpaH
MokazwlBaTe YESAOMASHMA Ha 3KpaHe
YBEenomneHwa ‘:) Bicn.
OBHoENEHKe
[MouTa

CeTb
Brickinate YEEAOMAEHWA HA INEKTPOHHYHD NOYTY

CamozalmTa
- D ona

Dr.Web Cloud Appec He zagaH  MzmenuTs

[MapameTpbl yBeAOMIEHWA. ..

AHTMBMPYCHaA CETh

llononHuWTenbHo

Q)

PYKOBO,U,CTBO nosib3oBatens
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10. OcHOBHbIe HaCTPONKMU

YBegomsieHUA Mo nourte

YTobbI nosay4yatb yBejOMAEHUA O COBbITMAX MO NOoYTe, BbIMNOAHUTE cnegywouimne AeﬁCTBMﬂZ

1.
2.

Bkntounte onuuro Bbicbinatb yBeAOMJIEHUA Ha I/IEKTPOHHYHO NouTy.

B nosBmBLIEMCA OKHe BBeguTE agpec 3ﬂeKTpOHHOVI MOYThbl, Ha KOTOprVI Bbl XOTUTE NOAay4aTb
yBeaOMAeHUA. Vicnonb3oBaHme 3TOro ajpeca HeO6XOAl/IMO 6yp,eT noaATBEPANTb Ha LWare 7.

Haxxmnte Oanee.
YKaxuTe faHHble YYeTHOM 3anuncK, C KOTOPOW ByayT OTNPaBAATLCA YBEAOMIEHMS.

e ECnm cnncok NouTOBbIX CEPBEPOB COAEPXKUT HEOBXOAUMBIA cepBep, BbibepuTe ero, a 3aTeM
YKaXKute OTMH 1 Napo/ib OT Ballein YYETHON 3anucu.

e EC/IM CnnCOK NOYTOBBIX CEPBEPOB HE COAEPXXUT HEOOXOANMBIN cepBep, Bbibepute Ykasatb
BPYUHYIO V1 B OTKPbIBLUEMCA OKHE 3arno/iHuTe HeobxoAMble MoNs.

Hacrpoiika OnucaHue

Cepsep SMTP YKaxute agpec MOYTOBOrO cCepBepa, KOTOPbIN AOJXKEH MCMONb30BaTh
Dr.Web ans oTnpaBku NOYTOBbIX OMOBELLEHWIA.

Mopt YKaxute nopT NMOYTOBOro cepBepa, K KOTOPOMY AOJKEH MOAKAHOUATHCA
Dr.Web ans oTnpaBku NOYTOBbIX OMOBELLEHWIA.

JNorvH YKaXuTe Mms yUeTHOWN 3anmcy A5 NMOAKAHOUEHNUSs K MOUTOBOMY CEpBepY.
Maponb YKaxute Maposib YUYETHOW 3anucy AN MOAK/IHOUEHMS K MOUTOBOMY
cepBepy.

Vcnonb3osatb SSL/TLS YcTaHoBUTE 3TOT GAIaXOK, eC/IM XOTUTE, UTOObI NPK Nepegade coobLLeHN
ncrnonbsosanock SSL/TLS wndposaHume.

NTLM-ayTeHTUdMKaLma  YctaHoBWTe  3TOT  (AaXoK, €eCciM  XoTuTe, 4Tobbl  aBTOpM3aLMA
npowussoguaack no npotokony NTLM.

Haxmute OTnpaBuTb TecToBoe coobLyeHne, ecin XoTuTe NPOBEPUTb, YTO y4eTHas 3amnuchb
ykasaHa BepHo. CooblieHne npuaeT Ha TOT agpec, C KOTOPOro JOKHbI OTMPaBAATbCA
yBeAOM/IeHMA (HAaCTPOEHHbIV Ha Lare 4).

Haxxmnte Oanee.

BBeante KOZ MOATBEPXAEHMWS, KOTOPbIA MPUAET Ha 31eKTPOHHbIA ajpec, yKasaHHbIA Ans
NoslyYeHns yBeAOMIEHUA Ha ware 2. Ecam kog He npuaet B TedeHne 10 MUHYT, HaxmuTe
KHOMKy OTnpaBUTb KOA NOBTOPHO. ECn Bbl He BBeAEeTe KOJ MOATBEPXAEHWS, YBEAOMAEHUS
Ha 3TOT ajpec OTNPaBAATLCA He ByayT.

Y10bbl M3MEHUTb aApec 3NEeKTPOHHOW MOYTbl U Apyrve napameTpbl, Haxmute U3meHuTb 1
NoBTOPWTE BCE AeNCTBUA, HauMHaA C Lwara 2.

Haxxmute kHonky MapameTpbl yBeAOMJIEHNWA 1 YCTaHOBUTE HY>XXHblE TWMbI yBeAOMAEHUN. 10
YMOAYAHUIO BCE TUMbI YBEAOMIEHWI, OTNPaBAAEeMble Ha MOYUTY, OTKAHOYEHbI.

Py KOBOACTBO MNOJib30BaTeENSA
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10. OcHOBHbIe HaCTPONKMU

MapameTtpbl yBegoMaeHUA

1. Haxwmwute kHonky MapameTpbl yBeAOMIEHUNA.

2. BbibepuTe yBeAOM/IEHMSA, KOTOPble Bbl XOTUTE MOJAy4YaTb, W YCTAaHOBWUTE COOTBETCTBYHOLLME
bnaxkn. YtTobbl 0TOBpaxkaTb 3KPaHHbIE YBEAOMIEHNS, YyCTaHOBUTE GNaxoK B CTONOLEe IKpaH.

YT0bbI noay4yatb onoBeLweHA No NoYTe, yCTaHaBﬂMBaVITe c|>na>|<0|< B CTOJ'I6LI,e Moura.

Tun yBeagomsieHnA

ObHapy>keHa
yrposa

KpntnuHble
yBeAoMAEHNsA

Ba>kHble
yBeLOMIEeHA

Mano3HauunTenbHbl
e yBeJOMNeHuA

JlnueHsuma

OnuncaHue

YcraHoBUTE GaaXKky BHYTPU 3TOW rpynnbl, YUToObl NoAyYaTh YBEAOMAEHUS 06
yrpo3sax, obHapyeHHbIx SpIDer Guard. CHUMUTe daaxkn, UToObl He NoayyaTb
NoA06HbIX YBEAOMAEHWIA.

Mo YMOYaHNIO yBEAOMIEHNA BKNHOYEHDI.

YctaHoBUTE daaxkkn BHYTPU 3TOW Tpynnbl, 4YToObl MoayvaTb KPUTUUHbIE
YBEOM/IEHNA O CeAYIOLWNX COBLITUAX;

e OOHapy>KeHbl COeNHEHNS, OXMAatoL e oTBeTa bpaHamayapa.

CHUMUTE CI)J'Ia)KKI/I, yTObbI He nojayyatb nepevyncieHHble yBeAOMIEHUA. Mo
YMONYaHNIO YyBEeAOMNEHNA BKNHOYEHDI.

YctaHoBuTe CI)J'Ia)KKI/I BHYTPU aTOMN rpynnel, yTOObI noJiydatb Ba>XHble
yBeAOMAEHNA O C/ieAyHoWnX CoBbITUAX:

e MonbiTka  JocTyma K  3awuwaemMomy  0bbekTy  3abnokmpoBaHa
MpeBEHTUBHOM 3aLLUTON;

e 336/10KMPOBaHa MOMbITKa U3MEHEHNS CUCTEMHbIX 4aTbl U BPEMEHV;
e [lOCTYMHa HOBas BepCus NpoayKTa;

e BUpPYCHble 6a3bl ycTapenu.

CHUMUTE CI)J'Ia)KKI/I, yTObbI He nojay4yatb nepevyncieHHble yBeAOMIEHUA. Mo
YMONYaHNIO YyBEeAOMNEHNA BKNKOYEHDbI.

YctaHoBMTe  Gnaxku  BHYTpWM  3TOW  rpynnbl,  4TOoBbI  Mosy4yaTb
MaNo3HauYnUTeNbHble YBEAOMIEHNA O CeAyHOLLMX CODbITUAX:

e ycrnewHoe 06HOBNEHNE;
e OlINBKa OBHOBNEHUS;.

CHUMUTE CI)J'Ia)KKI/I, yTObbI He nojayyatb nepevyncieHHble yBeAOMJIEHUA. Mo
yMON4YaHWIO yBeAOMIEHNA BbIKNHOYEHbI.

YcraHoBUTE Gaxkkn BHYTPWU 3TOW Tpynmbl, YTOObI MosyyaTb YBEAOMJEHUS O
CnefyroLLIMX COBbITUAX:

e CPOK AeNCTBUA Ballel JULEH3NN 3aKaHUMBAETCS;
e [IeMCTBYHOLLLAN JINLLEH3UA HE HalAeHa;

e TekyLlas NnLeH3us 3abaoknpoBaHa.

Py KOBOACTBO MNOJib30BaTeENSA
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3. Mpn HeobxoaMMOCTN 3ajaliTe AOMOAHUTENbHblE MapaMeTpbl OTOOPaXKeHUs 3KPaHHbIX
OMOBELLEHWI:

dnaxkok OnucaHune

He rnokasbiBaTb YCTaHOBWUTE 3TOT ¢na>|<0|<, yTobbl He nojay4yatb yBeAOMJIEHNA TNPU pa60Te C
yBeaOMAeHuA B TMPUNOXKEHNAMN B MONHO3IKPAHHOM peXnme (I'IpOCMOTp q)I/IJ'IbMOB, Fpaq)I/IKI/I n
NOJIHO3KPaHHOM T. A)

pexvme

CHUMWTE 3TOT PAaxKOoK, YTOObI NONyYaTb YBEJOMIEHUS BCErja.
Otobpaxatb YcTaHoOBWTe 3TOT GAaxokK, UTobbl yBegoMaeHMs OT bpaHamayspa oTobpaxkanmch
yBeOMAEeHNA Ha oTgenbHOM paboyem cTone BO BpeMa paboTbl  MPUAOXEHUA B
BpaHaMayspa Ha MOAHO3KPaHHOM pexxume (Urpbl, BUAEO).
OTAENbHOM
3KpaHe B CHUMUTE 3TOT Paxok, YToObl yBeAOMIEHUS BbIBOAMAMCL Ha TOM e paboyem
NOAHO3KPaHHOM  CTOJIE, Ha KOTOPOM 3anyLeHO NPUAOXKeHNe B MOJIHO3KPAHHOM pexuMe.
pexvme

4. Ecan Bbl Bbl6paﬂl/l O4HO NN HECKO/ZIbKO MOYTOBbIX yBeAOMﬂeHMVI, HaCTpOP’ITe OTnpaBKy MoOYThbl
C Ballero komnbroTepa.

il'f yBeAOMJ'IeHVIFI O HEKOTOPbIX CcobbITUAX He BXOAAT B MNepedvncieHHble rpynnbl 1 BCerja
: MOKa3blBakOTCA MO/Ib30BaTENHO:

e yCTaHOBKA MPMOPUTETHLIX OBHOBNEHWNIA, A/ KOTOPbIX TPebyeTca nepesarpyska;

nepesarpyska A/s 3aBeplueHns 06e3BpexrBaHna yrpos;

nepesarpyska AaA BK1HOYEHUSA/BbIKAHOUEHMSA rMNnepBn3opPa;

e 3aMpoc Ha pa3speLleHue npoLieccy MogndukaLm obbekTa.

10.2. O6bHOBNEHUE

B saHHOM pa3gene Bbl MOXeTe HaCTPOUTb MapameTpbl 0b6HOBAeHMsA MnporpaMmbl Dr.Web. Bbl
MOXeTe yKa3aTb WCTOYHMK OOHOBAEHWM, KakMe KOMMOHEHTbl HeobxoaMMO OBHOBAATS,
NepUOANYHOCTb, C KOTOPOM OyayT MPOUCXOAUTb OOHOBAEHMSA, @ TakXe HaCTPOWUTb MPOKCU-
cepBep 1 3epkaso OOHOBAEHUN.

Py KOBOACTBO MNOJib30BaTeENSA
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10. OcHOBHbIe HaCTPONKMU

(® OcHoBHble O6HOBNeHMe

MeproandHoCTE OBHOBAEHKWIA
YEenoMAeHna

30 MuHYT (pekomeHayeTca) ¥

ObHoBNEHME
McTouHuk oBHoBARHKMEA

Cete Cepeepbl koMmnaHum «JokTop BeG» (pexomeHgyeTca) MameHnTs

Camozawmta

DrWeb Cloud

AHTMBMpYCHanA ceTb

JlononHUTENBHO

® [lononHWTeNsHBIE HACTROMKK

OcHOBHblIe HacTPOUKM 06HOB/IEHUSA

MepuoanuHoCcTb O6HOBNEHUW. 3ajaliTe HEOOXOAUMYH MEPUOAUMYHOCTb, C KOTOpOW byaert
NPOWN3BOANTLCA MPOBEPKA Ha Hannume obHoBAEHUI. [10 yMONYaHWIO YCTaHOBIEHO ONTMMa/lbHOE
3HayeHne (30 MMWHYT), KOTOpOe MO3BO/IAET MoAAep>XuBaTbh WHOOpMauuto o6 yrposax B
aKTyalbHOM COCTOSHUM.

NcTtouHuk ob6HOBAeHUI. [ns Toro utobbl BbIOpaTh MCTOUHUK OOHOBAEHUMN, HAXXMUTE KHOMKY
MN3meHnTb. B OTKpbIBLLIEMCA OKHE YKaXuTe yA06HbIN A8 BaC UCTOYHNK OOHOBAEHWIA:

e CepBepbl komnaHun «floktop Be6» (pekomeHpyertcs). IOTOT MWCTOYHWK YyKasaH Mo
YMOJIYaHWIO.

¢ JlokanbHas Uan ceTeBas namnka — 06HOB/IEHME U3 IOKaNbHOW UM CETEBOW Nanku, B KOTOPYHO
CKOMMpOBaHbl OOHOBAEHMA. YKaxuTe MyTb K nanke (A4N8 3TOro HaxmuTe kHonky O630p u
BblGEpUTE HYXXHbIV KaTainor, AW BBeAWUTE MyTb BPYUHYID), @ TakXe WMSA MoJb3oBaTeNs U
naponb, ecav TpebyeTtcs.

e AHTMBMpPYCHasA ceTb — OOHOBJ/IEHWE Yepe3 JIOKaJbHYH CeTb C KOMMbHOTEPA, Ha KOTOPOM
ycTaHoB/eH NpogykT Dr.Web un cozgaHo 3epkano 06HOBAEHWN.

Echm Bbl xOTUTe 3arpyaTb OOHOB/EHWs MO 6e30macHOMY MPOTOKOJY, BKJHOUUTE OMLUKO
Ncnonb3oBatb HTTPS-coeanHeHue.

PYKOBO,U,CTBO nosib3oBatens
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10. OcHOBHbIe HaCTPONKMU

AO"OHHMTEﬂbele HaCTpOD’lKVl
O6HoBAAEeMble KOMMOHEHTbI. Bbl MoXeTe Bbl6paTb OAVH U3 BAPMaHTOB 3arpys3ku OBHOBNEHWNIA:

e Bce (pekomeHpayeTca), Npy KOTOPOM 3arpyxarotca OBHOBMEHMA KakK ANnA BUPYCHbIX 6a3
Dr.Web, Tak n a9 aHTMBMPYCHOTO AApa v APYrnx NporpaMMHbIX KomnoHeHTos Dr.Web;

e Tonbko 6a3bl, NpV KOTOPOM 3arpykaroTcs TONbKO OBHOBAEHWUA BUPYCHbIX 6a3 Dr.Web u
aHTUBMPYCHOTO AApa; APYr1ne KOMNoHeHTbl Dr.\Web He obHoBAAIOTCA.

Co3paHue 3epkana o6HOBAEHUMI

YTo6bI BaLll KOMMbBIOTEP MOIN UCMONb30BaTb Kak MCTOYHMK OOHOBAEHUI Apyrve KOMMbrOTEepPbI B
NOKanbHOW CeTW, Ha KOTOpbIX ycTaHoBieH npoaykt Dr.Web, pa3sepHute [ononHuTenbHble
HaCTPOMKM 1 BKIHOUMTE COOTBETCTBYHOLLYIO onuumio. Haxkmute U3MeHuTb, 4ToObl yKazatb NyTb K
narnke, B KOTOpyto ByayT KONMpoBaTbCs 06HOBAEHUA. ECn Ball KOMMNbOTEP BXOAWT B HECKObKO
nozceTeu, Bbl MOXeTe yKa3aTb afpec, KOTopbIv ByaeT AOCTyNeH TONbKO A/ OAHOW U3 MOACeTeNn.
Takxke Bbl MOXeTe yKasaTb MOPT, Ha KoTopom cepBep HTTP 6yaeT npuvHMMaTh 3anpocbl Ha
coesnHeHue.

10.3. Cetb

Mcnonb3oBaHMe npokcu-cepeepa

MNpyn HeobXxOAMMOCTM Bbl MOXeTe BKAOYUTb WCMNO/Nb30BaHWE MPOKCM-CepBepa W 3ajaTb
HaCTPOMKMN NOAKNOUYEHNA K HeMy. HaxxmuTe M3MeHUTb, UTObbI 3a4aTh HAaCTPOMKMN NOAKAHOYEHUA
K MpOKCK-cepBepy:

Hacrpoiika OnucaHue

Appec YKaxuTe agpec npokcu-cepsepa.

Mopt YKaxkute nopT NpokKcu-cepeepa.

Monb3oBarens YKaxunte UMs yYeTHOW 3anncu AN NOAKNHOUEHWS K MPOKCU-CepPBepY.

Maponb YKaxunte naposib yUYeTHOW 3amnucy, UCMOoAb3yeMON A/is MOAKAHOUEHUS K MPOKCU-
cepsepy.

Tvn aBTOpU3aumn  BbibepuTe TMN aBTOPM3aLUK, TPebyeMblll A4N8 NOAKIOYEHNA K MPOKCU-CepBepY.

Py KOBOACTBO MNOJib30BaTeENSA
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® OcHOoBHble

YEenoMAeHna
ObHoBNEHME

Cemb

Camozawmra
DrWeb Cloud
AHTHMBMpPYCHaA CeTb

JlononHUTENBHO

©)

[Npokcu-cepsep
Mcnons20BaTh NPOKCKM-CepBED

3 o

He zagaHo  VamenwTs

beszonacHble coeanHeHnA

MpoeepATs 2aWNMGPOBAHHEIA TPAdKUK

3 Omcn.

B cnyuae owmbkn NpoBepKK ZaLUMLLIEHHBIX coeanHeHniA (SSL) ycraHoBmTe

ceptudukaT «lokTop Beb= BpydHyHo.

SKCNOPTUPOEATh...

10. OcHOBHbIe HaCTPONKMU

be3onacHble coegnHeHUA

YTtobbl Dr.Web npoBepsan AaHHble, NnepejaBaemMble Mo KpunTorpapuyecknm npotokonam SSL, TLS
nnn STARTTLS, skatounte onuuto MpoBepaTb 3awmeppoBaHHbIA Tpaduk. SplDer Mail byzert
npoBepATb JaHHble, nepegasaembie no npotokonam POP3S, SMTPS, IMAPS. Ecan knuneHr,
KOTOpbI MonyyaeT U nepejaeT TakuMe JaHHble, He obpallaeTca K XpaHWAuULly cepTUdMKaToB
cnctembl Windows, 1o Heobxoammo byaeT skcmopTupoBaTb cepTudMKaT KomnaHum «/loktop

Beb».

Ana skcnopta ceptudumkata komnaHum «/loktop Beb» HaxmuTe KHOMKY dKcnopTupoBaTb U
coxpaHuTe ceptndukaT B yA0OHYO ANA BaC nanky.

PyKOBO,CI,CTBO nosib3oBatens

48



A
N
<a

\@

7
3
,

10. OcHOBHbIe HaCTPONKMU

10.4. Camo3awura

B faHHOM pasgene Bbl MOXETe HacTpPOWTb MapamMeTpbl 3aluTbl caMor nporpammsl Dr.Web ot
HEeCaHKLMOHVPOBAHHOTO BO3AEWNCTBUSA, HanpuMep, aHTU-aHTUBUPYCHbIX MPOrpamMM, a TakxXke OT
CNy4yaHOTO MOBPEXAEHWS.

@ OCHOBHbIe Camo3zawmrta
BrntounTs camozaluunTy (pekomeHayeTcH)
YBenomneHwa
. @ s

OBHOBNEHKWE
3anpewats 3MyAAUMKD AeACTEWHA NOALZ0EATENA

Cetb @ B

CamozalmTa =
BrarounTts NoaaepxKy annapatHoW BMPTYanM3alliK, el annapatHele

oCcoBEHHOCTW BalLero KOMMOBHITEDRE W OnepalunoHHaa CMcTemMa NosEonArT
WCNONB20OBATE 3TY ONUWHD

Dr.Web Cloud
AHTHEMDYCHAA CeTb 3 O

llononHuWTenbHo
[ata v Bpems

BEI'IF)ELLI,ETI: HMIMEHEHWE AaTkl W EpeMeH CUCTeMB!

3 Omna.

Q)

Camo3awumrta

Hactpoika BxkatounTb camosawiuty (peKomeHAyeTcsl) Mo3BOAAeT 3aWwutute alibl ©
npoueccol nporpammel Dr.Web oT HecaHkuUMoHMpoBaHHOro goctyna. OTkao4aTh caMo3aluTy He
pPeKOMeHAyeTcs.

i’|E B cnyuae BO3HMKHOBEHMs MPO6GAEM MpPU MCMO/b30BaHUWM MporpaMMm gedbparmeHTauuy,
PeKOMeHAyeTCsi BPEMEHHO OTKIHUNUTL MOAY b CAMO3aLLUTBI.

ﬂ'flﬂ TOro 4TOb6bI nponsBectn BO3BpPaT K TOYKE BOCCTAHOBJ/IEHUA CUCTEMDbI, HeO6XOAl/IMO
OTKNKOYUTb MOAYJIb CaMO3aLlUThblI.

Hactpoika 3anpewiatb 3My/nsauuio AEeUCTBUIM MNOJIb30BaTeNs MO3BONAET MNpPeAOoTBPaTUTH
n3mMeHeHna B HacTponkax Dr.Web, npousBognmbie aBTOMatn3npoBaHHO. B Tom uuncne byaet
3anpeLLleHo UMCMOMHEHVE CKPWUMTOB, 3Myavpylowmx paboty nonb3osatens ¢ DrWeb wu
3anyLeHHbIX caMVMM MoJib30BaTesieM (Hanpumep, CKPUMNTOB A/A U3MeHeHus HacTpoek Dr.Web,
yAaneHna NMMUEH3UN 1 APYrux AeUCTBUIA, HanpaBaeHHbIX Ha n3meHeHne paboTel Dr.Web).

PYKOBO,U,CTBO nosib3oBatens
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10. OcHOBHbIe HaCTPONKMU

Hactpolika Ucnonb3oBaTh annapaTHyr BUPTyaau3aLuio Mo3BOJSET MCMO/b30BaTh 6osbLie
BO3MOXHOCTEN KOMMbOTEPA A8 OBHAPYXXEHUS 1 JleUeHWs yrpo3, a Takxke ANs yCuneHus
camo3awwuTbl Dr.Web. [lns BkatoueHUs 310 onumm noTpebyeTcs nepesarpyska KOMMbOTepa.

il:‘ AnnapaTHas BUpTyanu3aLms paboTaeT ToNbKO B TOM C/lyyae, eC/iv annapaTHble 0CO6EeHHOCTH

Ballero  KOMMbOTepa W  OMepauMoHHas  cUcTeMa  MOAAEP>KMBAOT  anmnapaTtHyto
BMPTyanun3aLmio.

BkatoueHne 31Ol onunnm MOXET Bbl3BaTb KOHq)fII/IKT COBMECTMMOCTM CO CTOPOHHMM
nporpaMMHbIM obecnevyeHvem.

Mpy BO3HWKHOBEHUW MPOHAEM OTKAHOUMUTE 3TY OMLMIO.

ﬂ'flﬂ 32-p33pﬂ,ﬂ,HbIX onepaunoHHbIX CUCTEM arnapartHaa BUPTyann3auna He nojaep>XmMBaeTca.

Aata v Bpemsa

Hactpoika 3anpewjatb M3MeHeHMWe AaTbl U BPeMEHW CUCTEMbl MO3BOAAET 3abaoKMpoBaThb
pyYyHOe N aBTOMaTU4yeckoe M3MeHeHWe CUCTEMHbIX JaTbl M BPEMEHMW, a Tak)ke 4acoBOro nosca.
JTO OorpaHuYeHne yCTaHaBAMBAETCA 1A BCEX MOJib30BaTesient cucteMbl. Bol MoxeTe HacTpouTtb

noJyyYeHne yBeJOMIEHNA B TOM C/lyyae, eCcin OCyLecTBAANACh NOMbITKa U3MEHUTb CUCTEMHOe
BpeMS.

10.5. Dr.Web Cloud

B saHHOM pa3gene Bbl MOXeTe MOAKAUUTLCA K 061auHbIM cepBucaM koMnaHuu «/loktop Beb»
M NporpamMme yayulleHusa KkayectBa pabotel npoaykToB Dr.Web.

Py KOBOACTBO MNOJib30BaTeENSA
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10. OcHOBHbIe HaCTPONKMU

(® OcHoBHble DrWeb Cloud

O6n3YHBIA CEPEMC NOZBONRET AHTHEMPYCHOR 3aLLMTE MCNONE20BaTE CEEXYH

YeenomneHuna WHGopMauma ob yrpo2ax KoTopas oBHOBNASTCA Ha cepeepax KoMnaHuK «JokTop
Beb» E pexwne peansHoro epemedn. MNpW 3TOM Ebl NOMOraeTe COEEPLUEHCTEOEATE

OBHoEneHWe 23LUKTY, HanNpaenaa KoMmnaHuy efloktop Beb» ceeaeHwa o paBoTe aHTMBKUpPYCE. ITK
CEEAEHWMA MOZEONAKDT Y2HAEATE DONbLUE O BOZMOXHbBIX YTPO23X M BEOEPEMA

Cetb YCTPaHATE WX,

CamosawuTa MoayueHHan o1 Bac MHGOPMAaUMA HUKOrAa He ByAeT MCNOAL20BaTLECA ANA Balweld
WABHTNDWKALMKM WAKW ANA CEAZA C BAMM.

DrWeb Cloud

‘ @ B

AHTHMBMpPYCHaA CeTb

JlononHUTENBHO

® Monntvka kKoHdwaeHUMansHocoTH «JokTop Beb»

O6nauHble cepBUCHI

DrWeb Cloud no3BonseT aHTUBMPYCHOW 3allMTe WCMOAb30BaTb CBeXYyr MHbopMauuto 06
yrpo3ax, 06HOB/sieMytO Ha cepBepax KomnaHun «loktop Beb» B pexxmme peasbHOro BpemMeHu.

B 3aBucMmMoCTM  OT  HacTpoek obHOBieHMs WHOpMmauma o6  yrposax, WCnosiblymas
KOMMOHeHTaMu Ballel aHTUBMPYCHOW 3allUWTbl, MOXeT ycTapeBaTb. VIcmonb3oBaHne ob6aauHbIxX
CepBMCOB MO3BOJIAET rapaHTMPOBAHHO OrPajnTb NONb30BaTesIeN Ballero KOMMboTepa OT CanToB
C HeXxenaTe/IbHbIM COAEPXMMBIM, a TakKe OT MHOMLMPOBaHHbIX GaiaoB.

Mporpamma ynyywenuna kayecrsa N0

Mpu yyacTun B nporpamme Ha cepsepa KomnaHwuu «J/lokTop Beb» OyayT aBTOMaTnuecku
OTNpaBAATbCA 0be3MyeHHble cBejeHna 0 paboTe nporpammel Dr.Web Ha Bawwem komnbroTepe, B
YaCcTHOCTW, CBeAeHWMA O CO3jaHHbIX Bamu npasunax bpaHamayspa Dr.Web. [MonyueHHas
nHdopmauma He ByaeT NCNOb30BaTLCA A1 AEHTUPUKALMM NONb30BaTENA UM CBA3N C HUM.

HaxxmuTe Ha ccbinky Monntuka koHpunaeHumanbHocTu «lokTop Be6>», UuTo6bI 03HAKOMUTLCA C
NONINTUKOWN KOHOUAEHLMANBHOCTM Ha odULManbHOM cariTe KoMnaHum «[Joktop Beb».

PYKOBO,U,CTBO nosib3oBatens
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10. OcHOBHbIe HaCTPONKMU

10.6. AHTUBUpYCHaA ceTb

@ OCHOBHble AHTUBUPYCHaA CEThb
Bl MOXETe pazpelunTe YAaNeHHoe ynpaeneHne npogyktom DriWeb Ha Bawem
YeenomneHuna KOMMBHTERE € APYTUX KOMMEKITEROE B NOKANEHON CETH, Ha KOTOPLIX Takxe
ycTaHoeneH npoaykt DrWeb. C yaaneHHoro KoMNekOTEPE CTAHET BOZMOXHO
OBHoBNEHKE NpoCcMaTpMBaTE CTATMETUKY, BKAKIYATE M OTKAKOYATE MOAYAK, @ TAKKE MIMEHATE WX
HACTPOWKK.

Cemb
PazpelwmnTs yaaneHHoe ynpasneHue

Camozawmta n Brn.

DrWeb Cloud
[lnA yaaneHHoro ynpaeaeHUA aHTMBUPYCOM Ha AaHHOM KOMMbKOTEpe BBeANTE
AHTHMBMpPYCHaA CeTb YKE2AHHBIA KOA NPW NOAKAFUEHKMW K Hemy. Bul moxete B ntoBoi MomMeHT
M3MEHMWTE 3TOT KOZ.

JlononHUTENBHO

N1gYrKOI

©)

Bbl mMoxeTe paspewuntb goctyn K AHtuBMpycy Dr.Web Ha cBoem komnbtoTepe. [Ans 3Toro
BKAtOUMTe onuuto Paspewntb yaaneHHoe ynpaBieHMe W 3ajaniTe napo/b, KOTOPbIN
Heobxoanmo byseT BBECTU A/1A YAANEHHOrO yNpaBAeHWs BallUM aHTUBMPYCOM.

f|E Echm  Bbl ucnonbsyete katod  ans  DrWeb  Security Space, Bbl MoXeTe ckauaTb
: COOTBETCTBYHOLLYIO JAOKYMEHTaLMIO Ha calTe KomnaHuuu http://download.drweb.com/doc,
UTO6bI 03HAKOMUTLCS C PabOTON KOMMOHEHTa AHTUBUPYCHas CETb.

MNonb3oBaTento aHTUBMPYCA, KOTOPbIN MOAYUYUT yaaneHHbln poctyn Kk AHTuBMpycy Dr.Web Ha
BalLEM KOMMbOTEPE, OyAyT AOCTYMHbI CeAYrOLLNE MYHKTbI:

e O nporpamme

o JlnueHsua

e Mow Dr.Web

e CnpaBka

o V/IHCTpYMEHTHI
e OB6HOBAEHME

e Hacrtporiku

YpaaneHHoe ynpaBieHne no3BoaseT NpocMaTpmBaTth CTaTUCTMKY, BKAKOYATb U OTKAOYATh MOAY/M,
a TaKxKe M3MeHATb UX HacTporku. KomnoHeHTbl KapaHTuH n CkaHep HefoCTynHbl. HacTpoviku n
ctatuctvka bpaHgmayapa Dr.Web Ttakke HefoCTyrnHbl, OAHAKO YAaNe€HHO MOXHO BKAKOUUTbL UK
OTKJFOUNUTb 3TOT KOMMOHEHT.

PYKOBO,U,CTBO nosib3oBatens
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10. OcHOBHbIe HaCTPONKMU

10.7. AononHUTEeNbHO

B AAHHOM pasjesie 3a4at0TCA A3blK HACTPOEK, NapaMeTpbl XypHasia 1 KapaHTMHa.

Bbl MoXeTe BbibpaTh M3 BbiMajatoLLero cnmcka A3blk nporpaMmmbl. CNMCOK A3bIKOB MOMOAHAETCA
aBTOMaTNYeCKN U COAEPXXUT BCE JOCTYMHble Ha TeKyLlui MOMEHT JoKanam3aummn rpaduyeckoro
nHTepderica Dr.Web.

@ OCHOBHbIe JononHutensHo
Azbik
YEenoMAeHna
| Russian (Pycckwid) v
ObHoBNEHME
HKypHan

Cemb
MoabzoBaTenbcKkMe HACTPOWKKM  VzmeHuTs
Camozawmra

KapaHTuH
DrWeb Cloud

I'IpH OﬁHapy)KE'HHH Yyrpos Ha CMeHHOM HOCWTENE CO3AABaTh KaPaHTUH Ha TOM Xe
AHTMBMpYCHaA ceTb HocuTene

3 Oma

YcTpoWcTBa

[lononHuWTeNbHO

©)

Hacrpowukn XypHana

s ynpaBaeHUs HaCcTPOMKaMu XypHana HaxkMUTE COOTBETCTBYHOLLYHO KHOMKY M3meHUTb.

fIE Mo ymonuaHuro dalinbl XypHana MMEKT OrpaHWYeHHbI pa3mep, pasHbli 10 MB (an4
: kommnoHeHTa SplDer Guard - 100 MB). MNpu npeBbIEHNN MaKCMManbHOrO pasMepa dain
XypHana ypesaerca Ao:

e 33ZaHHOrO pa3mepa, eciv WHbOPMaLMs, 3anucaHHas 3a Ceccuto, He MpeBbIlLaeT
pa3peLUeHHbIn pa3mMep;

e pa3mepa Tekylleh ceccuu, ecan MHbOPMaLMs, 3anuWcaHHas 3a CeCccuto, MpeBbILLAeT
pazpeLUueHHbIn pa3mMep.

PYKOBO,U,CTBO nosib3oBatens
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Mo YMOA4YaHUKO ANnAa BCEX KOMMOHEHTOB MpPOrpamMmbl Dr.Web XKYpHan BefeTca B CTaHAAPTHOM

10. OcHOBHbIe HaCTPONKMU

pexumMe, GUKCMPYIOLLEM CeayoLLyt MHPOpMaLuo:

KomnoHeHT

SpIDer Guard

SpIDer Mail

CkaHep

bpaHamayap

ObHoBNEHME
Dr.Web

Cnyxba
Dr.Web

Nudopmaunsa

MpoBegeHve 0BHOBAEHMI, 3amyck M oOcTaHOBKa cTopoxa SplDer Guard, BupycHble
CobbITVS, AaHHble O MnpoBepsemMbix daiinax, MMeHax YMakoBLUMKOB W COAEP>KMMOM
NpoBepsieMbIX COCTaBHbIX OOBLEKTOB (apx1MBoOB, GaWNOB 3AEKTPOHHOW MOYTbl WK
baninoBbIX KOHTEMHEPOB).

PekoMeHZyeTC WCMOAb30BaTh 3TOT PEXMM /s ornpejeneHns O6beKToB, KOTopble
ctopox SpIDer Guard npoepsieT Havbonee yacto. [pn HEOHBXOAMMOCTU Bbl MOXETE
[06aBUTL Takme O6beKTbl B CMMCOK WCKIKOYEHWNA, YTO MOXET CHU3UTb Harpysky Ha
KOMMbLOTEP.

MpoBeaeHe OOHOBIEHWN, 3amMyck M OCTaHOBKa Mo4yToBOro crtopoxa SplDer Mail,
BMPYCHble COObITUSA, MapameTpbl MepexBaTa COEAMHEHW, a TakkKe JaHHble O
npoBepsiemMbIxX hainax, MMeHax yrnakoBLLVKOB 1N COAEPKMMOM MPOBEPSEMbIX apPXMBOB.

PekOMeHZyeTC MCMOAb30BaTb 3TOT PEXWUM ANA MPOBEPKM HaCcTpoek nepexsata
COefMHEHWI C NMOYTOBLIMY CepBeEpPaMM.

B zaHHOM pexume B XypHase OUKCUMPYHOTCA Takue cobbITUS, Kak MNpoBeAeHve
0bHOB/IeHMN, 3anyck KU octaHoBka CkaHepa Dr.Web, o6Hapy>KeHHble yrpo3bl, a Takxe
JaHHble 06 MMeHax ynakoBLUMKOB M COAEP>KMMOM MPOBepPseMbIX apXVBOB.

B craHzapTHOM pexume bpaHamaysp He BegeT dann xypHana. [pu BKAHOYEHUU
pexunma BefeHWA MOAPOOHOro >XypHana cObMparoTCAd fJaHHble O CeTeBbIX MNakeTax
(pcap-norn).

Cnncok 06HOBAEHHbIX darnoB nporpammbl DrWeb wn  cratycbl ux  3arpysku,
nHPopmauma o paboTe BCMOMOraTenbHbIX CKPUMTOB, JaTa W Bpems MpOBeAeHWs
obHOB/eHUs, MHbOPMaLMsa O nepesanycke KOMMOHEHTOB nporpaMmbl Dr.Web nocne
obHOBAEHNA.

NHdopmauma o komnoHeHTax DrWeb, uv3meHeHMe HacTpoeKk KOMMOHEHTOB,
BKIFOUYEHME U  BbIKIOUYEHMEe KOMMOHEHTOB, COObITUA MPEBEHTUBHOW  3alyunThbl,
NOAKNFOUEHME K aHTUBUPYCHOM CeTU.

Co3paHue gaMnoB NaMATU

Hactpoiika Co3paBaTb Aamnbl NamMATM Npu owwMbKax NpoOBepKU MO3BOAAET COXPaHATb
nosfesHytro uHbopmaumo 0O paboTe HeKoTOopbIX KOMMoHeHTOoB DrWeb, uto nossoaut
cneumanuctaMm komnaHwm «Jloktop Beb» B pganbHerwem npoBectn 6onee NOAHbIA aHann3
npobnembl U NPesnoXuUTb ee pelleHne. PekoMeHAyeTCcA BKAHOYATb JAaHHYHO HACTPOWKY Mo
npocbbe COTPYAHUKOB TeXHWYECKOM noaaepXkun «JokTop Beb» wav npu BO3HMKHOBEHWUM
owmnbok npoBepkn dannoB uam obesBpexmnBaHua yrpos. [Jamn namat COXpaHAeTCcs B BUAE
danna ¢ pacwmperHnem .dmp B nanke %PROGRAMFILES%\Common Files\Doctor Web\Scanning

Engine\.

Py KOBOACTBO MNOJib30BaTeENSA
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10. OcHOBHbIe HaCTPONKMU

BkatoueHue noapobHbIX XKypHasioB

;_"l*_s. Mpwn BegeHWUM NOAPOBHOrO XypHana GUKCMPYETCS MaKCVManbHOE KOMYeCTBO MHGOopMaLmm
0 paboTte KomnoHeHToB Dr.Web. 310 npmBesE&T K OTKAHOUEHMIO OFpaHUYEHUs Ha pasMep
$annoB XypHaia 1 CHU3NT NPOU3BOANTENIbHOCTL paboTbl Dr.Web 1 onepaunoHHON cnctemsl.
Vicnonb3oBaTb 3TOT pexuM cneayer TONbKO MpW BO3HWKHOBEHMM npobnem B pabote
KOMMOHEHTOB UK MO NPOCbbe TEXHNUYECKON NOAAEPXKKN KOMMNaHMK «/JokTop Beb».

1. YTob6bl BKAOUUTL PEXMM BeAEeHWA MNOoAPOOBHOro >XypHana ANs OAHOTO W3 KOMMOHEHTOB
nporpammbl Dr.Web, ycTaHOBUTE COOTBETCTBYHOLLMIA hNaXKOK.

2. Mo ymonuyaHuno NoapobHbIN XXypHan BeAeTcA A0 MEepBOW Mepe3arpysky OnepaLvioHHOWN
cuctembl. Ecam Heobxoanmo 3adukcMpoBaTb NoBeAeHWe KOMMOHEHTa B Mepuos A0 U nocne
nepesarpysku, yctaHoBute oénaxok [MpogomkaTtb BecT noApob6HbIA >XypHan nocne
nepesarpy3ku (Mcnosib3yuTe TOJIbKO MO 3anpocy TeXHUYECKOW MOoAAEePXKKU KOMMaHWUMU
«JlokTop Be6»).

3. CoxpaHute n3MeHeHus.

Hactpoikn KapaHtuHa

Bbl MOXeTe BK/IOUMTbL OMLMIO, KOTOPas onpejenser pexunM M30NALUN 3apaxkeHHbIX 06bekToB,
ObHapy>XeHHbIX Ha CbeMHbIX HocuTensx. [lpy BKAOYEHWMM 3TOM ONUMU MNOAOBHbIE Yrpo3bl
NMoMeLLatoTCca B Manky Ha TOM e HocuTene n He wwudpyrotca. MNpy 3TOM nanka KapaHTUHa
CO34aeTcA TO/MbKO B TOM CAyyae, €CIM BO3MOXHa 3anucb Ha HocuTesb. Vcnonb3oBaHue
OTAENbHbIX ManoK M 0TKa3 OT LWMPPOBAHNA Ha CbeMHbIX HOCUTENAX MO3BOAAET NpeAoTBPaTUTbL
BO3MOXHYIO MOTEPIO AaHHbIX. ECIM onuma BbikatoueHa, 0bHapy>XeHHas yrpo3a nepemMeLyaerca B
KapaHTWH Ha N0KaJlbHOM JMCKe.

Py KOBOACTBO MNOJib30BaTeENSA
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11. UcknroueHuna

11.1. ®aninbl U NankKu

B 3TOM pa3sgene 3ajaetcs CNMCOK MNamok W ¢aiioB, KOTOPblE WCKAKUAKTC U3 MPOBEPKU
komnoHeHTamu SplDer Guard n CkaHep. B Takom kauecTtBe MOryT BbICTyrnaTb Nanku KapaHTuHa
aHTMBMpYyca, paboume namnky HEKOTOPbIX MPOrpaMM, BpeMeHHble darnbl (daliabl NoAKauKmM)
nT. n.

Mo ymMonuaHuto cnucok nyct. JlobaBbTe K WCKNHOYEHWAM KOHKPeTHble nanku v pannbl uam
MCNOMb3ynTe Macky, 4TODObI 3anMpeTuTb MPOBEpPKYy OnpeAeseHHOW rpynnbl ¢annos. Kaxabln
A06aBafgeMbIN 06BEKT MOXHO UCKIHOUNTL U3 NPOBEPKMN Kak 060MX KOMMOHEHTOB, TakK U KaXoro
B OTAE/IbHOCT.

@ II CKJIFOYEeHMd Bul MoxeTe MCKNHUNTE M2 NPOBEPKM onpedencHHble dainsl 1 nanku.
Dannsl M Nankm
Of6bekt SpIDer Guard CraHep

[MpwnoxeHwua

Crwvcok nyct

®dopmMupoBaHMe CMUCKa UCKIIOUEHN

1. YT106bl f06aBUTL Nanky wan Gann K CIUCKY MCKAKOUYEHWUA, BbINMOJHUTE OAHO U3 CAeAYHOLLMX
AEeNCTBUN:

e yTOb6bI yKa3aTb KOHKPETHbIA CyLlecTByHOWNA Gan MAM Manky, HaXKMWUTe KHOMKY @ B
OTKPbIBLLEMCA OKHe HaxXmuTe KHoMnky O630p 1 Bbibepute nanky nav Gaiin B CTaHAAPTHOM
OKHe OTKpbITUA parna. Bel MoXeTe BPyUYHYHO BBECTV MOJHbIM MyTb K paiiy nam narnke B
none BBOAa, a Takxke OTpeJaKTUpPOBaTb 3anMucb B Moje BBOAa nepes AobasreHveM ee B
CMNCoK;

PYKOBO,U,CTBO nosib3oBatens
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11. NcknroueHnsa

e YTOObI UCKNHOUNTL M3 NPOBEPKM Gain C onpeseneHHbIM UMEHEM, BBeAUTE UMs dalina,
BKJIFOYas paclumpeHune, B Noae BBOAA. YKa3biBaTb NyTb K daliay npu 3ToM He TpebyeTcs;

e yTO6bI WUCKNHOUUTL W3 MPOBepkn alnbl WM MNanku OMpeAeNeHHOro BUAA, BBeAUTe
onpesenaroLLyro X Macky B Noje BBOAA.

B OKHe HaCcTpPOWMKW YyKaxuTe, Kakume KOMMOHEHTbl He JAOMXKHbI MPOBOAUTbL MPOBEPKY
BblibpaHHOro danna.

Haxxmute kHonky OK. BeibpaHHbIV darin nam nanka nosBUTCA B CrIMCKeE.
[Ana Toro utobbl OTPeAaKkTMPOBaTh WCKAKOUYEHWE, BbibepuTe HYXHbIN 3€MEHT B CUCKe U
HaxkmuTe ',

Mpun HeobxoammocTn noeTopute warn 1 n 2 ana gobaBneHns apyrvx Ganios MAM Manok.
YTobbl yaanmTb ¢ann MAM nanky w3 Cnucka WUCKNOYEHWKW, BbibepuTe COOTBETCTBYHOLLMM

3/IEMEHT B CVCKE M HAaXKMWTE KHOMKy ",

Macka 3ajaeT O6|J.l,yFO 4yacTb UMEHN 0ObEeKTa, npu 3TOM:

CUMBOJ «*» 3aMeHseT N0y, BO3MOXHO MYyCTY, MOCAe40BaTENbHOCTb CUMBOJIOB;
CMMBOJ «?» 3aMeHsieT 1060, HO TONBKO OAVH CUMBOI;

OCTa/ibHblE€ CMMBOJIbl MaCKM HNYErTro HEe 3aMEHAKOT N O3HA4YakoT, YTO Ha 3TOM MeCTe B UMEHU
A0JI>KeH HaxoanTbCA MMEHHO 3TOT CMMBOJI.

Mpumepbl 3aaHNA UCKAOUYEHWNIA:

file.txt — ucknrouaetr n3 nposepkn Bce dannbl ¢ MMeHem file 1 pacwmpeHvem .txt Bo Bcex
narnkax.

C:\folder\file.txt — ncknrouaet 13 nposepku darin file.txt B nanke C:\folder.

file* — wucknroyaetr n3 npoBepky BCe dalabl C NHOObIMW  paclUMPEHUAMKN, UMS KOTOPbIX
HaumHaertca c file, BOo Bcex nankax.

file.* - nckntouaet ns nposepkn Bce dannbl ¢ UmeHeM file n nrOBbLIM pacluimpeHnemMm BO Bcex
narnkax.

file — nckntouaet M3 npoBepkm Bce Parinbl ¢ MMeHeM file 6e3 paclumpeHma Bo BCex nankax.
C\folder nan C:\folder\** — ncknrouaet 13 nposepku Bce nognanku u ¢arnsl B nanke C:\folder.

C:\folder\* — nckntouaetr 13 nposepkmn Bce ¢dannbl B nanke C\folder n Bcex nognankax Ha
Nt0BOM ypOBHE BNOXKEHHOCTU.

C:\folder\*.txt — nckntouaet 13 nposepkn dannbl *.txt B nanke C:\folder. B nognankax ¢awnnbl
*txt 6yayT npoBepATbCA.

C:\folder\*\*.txt — ncknrouaet ns nposepkn Gariabl *.txt TONbKO B Mognankax NepBOro ypoBHS
BnoxeHHoctu nanku C:\folder.

C\folder\**\*.txt — wuckntouaer M3 nposepkn Ganabl *txt B nognankax N060ro ypoBHS
BnoxeHHoctn nanku C:\folder. B camoii nanke C:\folder darinbl *.txt 6yayT npoBepsATbCS.

Py KOBOACTBO MNOJib30BaTeENSA
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11. NcknroueHnsa

Pa6boTta c o6beKkTamMmu B cnmcke

Mpw HaxkaTUW KHOMKM @ AOCTYMHbI CNesyroLine AencTBUs:
e DKCMOPT — 3Ta ONuWs MO3BOASIET COXPaHUTb CO3JaHHbIA CMMCOK WCKIKOYEHUR, UTOObI
MCNONb30BaTh €ro Ha APYromM KOMMbIOTEPE, Ha KOTOPOM ycTaHoB/eH Dr.Web.

e mnopT — 37a onuus No3BOASIET UCMO/Ib30BaTh CMIMCOK WMCKIKOUYEHMWIA, CO34aHHbIA Ha APYroMm
KOMMbOTEPE.

e OuncTuTb BCe — 3Ta onuna No3BoNAET yAanTb BCE 06bEKTbI U3 CNUCKA UCKIHOUEHNIA.

11.2. MNMpunoxxeHuns

B aTOM pa3gene 3agaetca CnnMcok NporpamMm 1 NpoLEeccoB, KOTOPble NCKIOYAOTCA U3 NPOBEPKU
komnoHeHTamu SplDer Guard, SpIDer Mail.

Mo YMOJYaHUKO CNCOK MycT.

A Bbl MOXETE MCKNHOUNTE M2 NPOBEPKW ONPeAeneHHbIe MporpamMmMel M Npolleccsl. 310,
© VcknoueHns posepkn onpes porp pou
BOSMOXHO, YEEIMYMT CKOPOCTE NPOEEPKK, HO Be30MacHOCTE KOMMLKITERa MOXET
BbITe NOA YIPO30MA.

Mainel M NankM
OO

Mpwnoxexwus
Ofsekt SplDer Guard SplDer Mail

Crncok mycr

®dopmupoBaHMe CNUCKa UCKIFOUEeHNI
1. YT1obbl f06aBMTL MPOrpaMmMy MM NMPOLLECC K CMNUCKY UCKIOYEHUN, HaXMuTe ® BbinonHuTe
OAHO U3 CeAyrOLNX AeNCTBUN:

e B OTKPbIBLUEMCA OKHe HaxmuTe KHoMky O630p v Bbibepute nNpuaoxeHne B CTaHAAPTHOM
OKHe OTKpbITUA dalina. Bbl MoXeTe BPYyUHYO BBECTW MOJHLIN MyTb K NMPWIOXEHUIO B MoAe
BBOAA;

PYKOBO,U,CTBO nosib3oBatens
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11. NcknroueHnsa

UTOBbI UCKNHOUUTL MPUNOXKEHME U3 NMPOBEPKWN, BBEAUTE €r0 MsA B MoJie BBOAA. YKa3blBaTb
MOJIHBIV NYTb K MPUNOXEHMIO NMPU 3TOM He TpebyeTcs (HanpumMep: example . exe);

4TOBbl  UCKNOUUTL U3 NPOBEPKM
onpeAensoLLytO VX Macky B NMoJjie BBOAA;

npuaoxXxeHna onpeageneHHoOro Buvaa, BBejguTe

Bbl MOXeTe WCKIUYUTb W3 MPOBEPKM MPUIOXKEHME MO WMMEHW MNEepeMeHHOW, ecau B
HaCTPOMKax CUCTEMHbIX NMEPEMEHHbIX 3aaHO UMS W 3HaUeHNe 3TOW NepeMeHHOMN.

59

B OkHe HacTpoOMKM yKaxuTte, Kakme KOMMOHEHTbl He JOJKHbl MPOBOAWUTL MPOBEPKY
BblOpaHHOro npuaoxeHusa. [11a o6beKToB, NCKAKOYaeMbIX U3 MPOBEPKM KOMMNOHeHTOM SplDer

Mail, ykaxkute AONONHUTENIbHbIE YCNOBUS.

Mapametp

HesaBucumo ot
Hannums
undposon
noanucu
NPUIOXKEHUNS

Mpw Hannumm
LeNCTBUTENIbHOWN
undposol
nognucu
NpUAOXeHNs

Jlroboin Tpadmk

3awmndpoBaHHbIii
Tpaduk

Mo BCEM IP-
afpecam "
nopTam

Mo yka3aHHbIM IP-
agpecam 7z
noprtam

3afaHve agpecos
1 NoOpTOB

OnuncaHue

Bblbepute 3Ty HaCTPOWMKY, €Cin MPUIOXEHUE AOMXKHO ObiTb WUCKAKOUYEHO M3
NPOBEPKM BHE 3aBUCMMOCTU OT Ha/NNUMUA Yy Hero AelCTBUTENbHOM LubpoBOW
noanucu.

BbibepuTe 3Ty HaCTPOWKY, €Cin MPUAOXKEHWE JOKHO OblTb UCKIOYEHO U3
NPOBEePKM TOABKO MPU  HanMuymm AeWCTBUTENbHOW LMPPOBOWA  MOAMUCH
npuaoxeHuns. B nNpoTMBHOM cayyae npwaoxXeHue OyaeT MpPOBepPeHO
KOMMOHEeHTamM.

BbibepuTe 3Ty HacTPOKy, UTOObI UCKAOUUTL 13 MPOBEPKMN W 3aLUNPPOBaHHbIN,
1 He3aWwndPOBaHHBbIN TpadUK NPUNOXKEHNS.

BbibepuTe 3Ty HacTpomKy, u4TODBbl WCKMOUWUTE M3 MPOBEPKN  TOJIBKO
3aWndpPOoBaHHbIN TpadUK NPUNOXKEHNS.
BbibepuTe 3Ty HacTpoKky, UTOObI WCKMOUWUTE W3  MNPOBEPKN Tpaduk,

nepesaBaemMblii ¢ Nt0bbIX IP-agpecos 1 NopToB.

BbibepuTe 3Ty HacTporiky, uTobbl YyKkasaTb IP-agpeca wav noptel A4
NCKJIFOYEHUNA 13 NMPOBEPKM NepesaHHOro ¢ HUX Tpaduka. Tpaduk, nepesaHHbIv
C ocTanbHbIX IP-agpecoB wan MopToB, ByAeT MpOBepeH (ecan He WCKAoYeH
APYrMMUN HacTpoKamu).

[N TOHKOM HACTPOWKM UCKAOYEHUI UCMONb3YITE CefytoLive peKoMeHAaunu:
e yTOObl NCKNHOUUTL M3 MPOBEPKN ONpPeAeseHHbI JOMEH MO OnpeseneHHOMY
nopTy, yKaxkute, Hanpumep, site.com:80;

e ANA  WCKIIOYEHWA W13 TNpoBepku Tpaduka MO HeCcTaHAapPTHOMY MOpTy
(Hanpwmep, 1111) HeobxoanMO yKazaTb: *:1111;

e [N WCKIIOYEHMA W3 MpoBepkn Tpaduka OT AOMeHa Mo arobomy nopty
yKaxuTe: site: *

3. Haxmute kHonky OK. BbibpaHHOe npuaoXxeHne NOSBUTCA B CNINCKE.

Py KOBOACTBO MNOJib30BaTeENSA
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Mpn HeobXx0ANMMOCTN MOBTOPUTE AENCTBUA AN A0OaBAEHNA APYTUX MPOrpamMm.

5. ,D,IIFI TOro ‘_-ITO6bI oTpefakTnpoBaTb UCKIHOYEHUE, Bbl6epl/ITe Hy)KHbI[/JI 3/IEMEHT B CNUCKe U

HaXxmuTte
YTO6bI yAaNMTL MPUNOXKEHWE N3 CMUCKA UCKIOUEHWIA, BbIGEpUTE COOTBETCTBYHOLLWA 3NEMEHT

B CIMCKe M HakmuTe .

Macka 3azaeT 06LLyt0 YacTb UMEHWN 06BEKTa, MPU STOM:

® CMBOJ «*» 3aMeHsAeT fII-O6yI-O, BO3MOXHO NyCTYyHO, NOCNef0BaTENBHOCTb CMMBOJIOB;

® CYMBOJ «?» 3aMeHsieT Nt060M, HO TOIbKO OAWH CUMBOJ;
MpuMepsbl 3afaHNsA UCKIFOUEHWIA:

e C:\Program Files\folder\example.exe - WCKNOYAET W3 MPOBEPKN MPUNOKEHME

example.exe B nanke C:\Program Files\folder.

C:\Program Files\folder\*.exe — UCK/JIOYaAET U3 MPOBEPKN NpuaoxeHna B nanke C:
\Program Files\folder. B nognankax npunoxeHus 6yayT npoBepaTbCA.

C:\Program Files\*\*.exe — UCKNOYAET 13 NPOBEPKN MPUIOXKEHUA TONLKO B rnognankax
nepBOro ypoBHs BAoXeHHOCTM nanku C:\Program Files.

C:\Program Files\**\*.exe — WCK/JHOYAET M3 TMPOBEPKU MPWIOXKEHNA B MOAMarnkax
noboro ypoBHA BnoxeHHoctn nanku C:\Program Files. B camon nanke C:\Program Files
npuaoXxeHna ByayT NPoBepPATLCA.

C:\Program Files\folder\exam*.exe — UCKAHOYAET U3 MPOBEPKM /tOObIE MPUNOXKEHNS,
B nanke C:\Program Files\folder, HazBaHus kOTOpbIX HauMHatoTCA ¢ "exam". B nognankax 3tu
npuaoXeHna ByayT NPoBepPATLCA.

example.exe — WCKIOYAET W3 TMNPOBEPKM BCe MNPWIOXKEHUA C UMeHeM example w
pacluMpeHnem .exe BO BCeX narnkax.

example* — WCKNHOYaAeT W3 MNPOBEPKMN MNPUIOXKEHNS noboro TMMNa, MMeHa KOTOpPbIX
Ha4YMHAKOTCA C example, BO BCeEX Nnarnkax.

example.* — WCK/JOYAET M3 MPOBEPKU BCE MPUAOXEHUA C MMeHeM example u ntobbim
pacliMpeHneM BO BCEX Marnkax.

$EXAMPLE PATH%\example.exe — WCKAOYAET M3 MPOBEPKU MPUNOXKEHNE MO UMEHMU
CUCTEMHON MepeMeHHOW. VIMA CcUCTEMHOM NepeMeHHOM U eé 3HauyeHMe MOXHO 3ajaTb B
HacTpoMKax OnepaLYoOHHON CUCTEMBI.

Ans onepaunoHHon cuctembl Windows 7 u Bbiwe: MaHenb ynpaBneHusa — Cucrtema —
AononHuTtenbHble NapamMeTpbl cuctembl — flononHutenbsHo — lMepemeHHble cpeabl —>
CucremHble nepemMeHHble.

Nms nepemeHHon B npumepe: EXAMPLE PATH.

3HaueHVe nepeMeHHOM B Npumepe: C: \Program Files\folder.

Py KOBOACTBO MNOJib30BaTeENSA
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11. NcknroueHnsa

1 ¥ Mpoueccsl. 3T,

Vickntouaemble MpUaoXeHMa gtk

Maiinel 1 Nar

| ‘ 0O6zop...

[MpwnoxeHws

] WeknounTts nz npoeepku komnodertom SplDer Guard SpIDer Mail

] WeknounTs vz npoeepku komnodeHTom SplDer Mail

HezaBuciMo oT HanW4WMA LMGPOBOA NOANMCK MPUAGKEHWA
NMoboi Tpadmk

Mo ecem IP-agpecam 1 noptam

0K ‘ ‘ OTMEHWTE

Pa6boTta c o6beKkTamMmu B cnmcke

I'Ipm Ha>XaTnn KHOMKW @ AOCTYyMHbI cegyroune AGD’ICTBVIH:

e DKCMOPT — 3Ta OMuWA MO3BOASET COXPaHUTb CO3JaHHbIA CMUCOK WCKAKOYEHWIN, YTOObI
MCNONb30BaTb €ro Ha APYrom KOMMbrOTEpeE, Ha KOTOPOM ycTaHoBaeH Dr.Web.

e mnopT — 37a onuus No3BOASIET UCMO/Ib30BaATh CMIMCOK MCKIKOUYEHWIA, CO34aHHbIA Ha APYroMm
KOMMbOTEPE.

e OumncTuTb BCe — 3Ta onumna No3BONAET yAa/INTb BCE 06bEKTbI U3 CNUCKA UCKIHOUYEHNIA.

PykoBoacTBO nosnb3oBaTtens
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12. KoMnoHeHTbI 3aWUTbI

12. KOMNOHEeHTbI 3aWKnTbI

12.1. SpIDer Guard

SplDer Guard — 3TO aHTUBMPYCHbINA CTOPOX, KOTOPbIA MOCTOSHHO HaXOAWUTCA B OMEpaTVBHOM
NamMATK, OCYLLEeCTBAAA NPOBePKy GannoB 1 NamaTL Ha NeTy, a Takke 0bHapy>XuBas NposBAEHUA
BUPYCHOW aKTUBHOCTM.

Mpu HacTpoMkax MO YMONYAHUIO CTOPOX Ha /IeTy MPOBEPSAeT Ha >KEeCTKOM JUCKe — TOJbKO
co3gaBaemMble UAN U3MeHsieMble dalisibl, Ha CbeMHbIX HOCUTENAX — BCe OTKpbiBaeMble daibl.
Kpome TOro, CTopoxk MOCTOSAHHO OTCAEXWMBAET AEWCTBUA 3anyLLEeHHbIX NPOLECCOB, XapakTepHble
ONA BUMPYCOB, M MNpwu KX ObOHapy>XeHWn 6aokmpyeT 3TM npoueccbl. [lpyn  obHapyxeHUn
3apaXkeHHblx 0b6bekTOoB cTOpoX SpIDer Guard npuMeHseT K HUM  JeWCTBUSA  COMacHO
yCTaHOB/IEHHbIM HaCTPOMKaM.

®ainbl BHYTPU apXxMBOB M MOYTOBbIE ALLUMKM He npoBepaAtoTca. Ecam kakon-anbo dann B apxvee
WAV MNOYTOBOM BAOXEHUN MHPULMPOBAH, TO BPEAOHOCHbI 06bekT byaeT obHapyXXeH CTOpoXeMm
npyv wu3BneyeHun darina A0 MOABAEHUA BO3MOXHOCTM 3apaXKeHWa KommnbroTepa. [Jna
npesoTBpaLleHns  MPOHWKHOBEHWA  Ha  BalWl  KOMMbOTEp  BPEAOHOCHbIX  Ob6beKTOoB,
pacrnpocTpaHAeMbiX MOCPEACTBOM 31EKTPOHHOW MOYTbI, MCMO/b3YIMTe MOYTOBbIM CTOPOX SpIDer
Mail.

Mpwn obHapy>xeHUN 3apaxkeHHbIX 06bekToB cTopox SplDer Guard mMpuvMeHseT K HUM felcTBMA
COrNacHO YCTaHOBJ/IEHHbIM HacTporikaM. COOTBETCTBYHOLMM M3MEHEHNEM HACTPOeK Bbl MOXXeTe
M3MEHWTb aBTOMaTUYECKYHO peaKLMio CTOPOXKa Ha BUPYCHble COBbITUA.

Mo ymonuanuo SplDer Guard 3anyckaeTcs aBTOMaTMUeckM MpPU  KaxXAOW  3arpyske
OonepaLyoOHHOW CUCTeMbl, MPU 3TOM 3anyleHHbId cTopox SplDer Guard He MoxeT 6biTb
BbIFPY>XEH B TEYEHMe TeKyLLLero ceaHca paboTbl onepaLviOHHON CUCTEMBI.

12.1.1. Hactpoiuika SpIDer Guard

I Ansa poctyna k Hactporkam ctopoxka SplDer Guard 3anpaluMBaetcs naposib, €CAn B pasgene
HacTpoikn Bbl BKAHOUMAM ONUMIO 3alwmiaTtb Nnaposiem HacTpoviku Dr.Web.

HacTpolikn nporpamMmbl MO YMOAYAHWIO ABAAKOTCA  OMNTUManbHbIMW - AnA  OONbLUMHCTBA
MPVYIMEHEHNI, X He CefyeT U3MeHATb 6e3 HeobxoAMMOCTH.

Py KOBOACTBO MNOJib30BaTeENSA
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12. KoMnoHeHTbI 3aWunThbl

@ KOMMOHeHTbI Onuum nposepkm
‘Ba LLIII"Jl—I—l::'| I'Ipoaepﬂrb 0B6BLEKTbl Ha ChEMHBIX HOCUTENAX
@ B
SplDer Guard
EJ"IOKHpOEETb dBTO2anNyCcK CO CMEHHBIX HOCUTENER
CkaHep
Henctena

bpanamaysp

WMHbmumpoeaHHeie

lMpeBeHTUBHAA 3alUKTa | NeunTs, NepeMellaTs B KaPaHTWH HeMznednmsle (DeKoMeHayeTcr) ¥ |

n Oo0ZPpUTENEHBIE

| MepemMelaTs B KapaHTUH (pekomeHayeTcR) v |

JonoAHUTeAEHEIE HACTPOWKK

Onuun npoBepku

SpIDer Guard no ymonyaHuto npoBepsieT 06BbEKTbl HAa CbEMHbIX HOCUTEeNsxX AaHHbix (CD/DVD-
avcky, dnew-namatm M T.A4.), a Takke 6n0oKMpyeT aBTOMATUUECKMI 3amyck WX aKTMBHOrO
cogepxumoro. Mcnonb3oBaHme 3TUX HaCTpOek MoMoraer NpefoTBPaTUTb 3apaXKeHwe Ballero
KOMMbIOTEPa Yepe3 CbeMHble HOCUTENN.

i’|E B cnyyae BO3HMKHOBEHWS Mpo6G/ieM MpW YCTaHOBKE MporpaMM, obpaliarolimxca K danny
autorun.inf, pekomeHayeTcs BpeMeHHO OTK/I4YMTb onuuio BrokupoBaTbh aBTO3amnycK co
CMEHHbIX HOCUTeNIen.

DeicTBuns

B aTom pa3zene 3asaetcs peakuus ctopoxa SplDer Guard Ha obHapyeHWe 3apa>KeHHbIX Uan
NOAO3PUTENbHbIX HaNNoB 1 BPEAOHOCHBIX MPOrpamm.

PeakL1s 3aaeTca OTAENbHO ANS KaXK40M KaTeropum 06bEKTOB:
e NHpuumpoBaHHbIe - 06BEKTDI, 3aPaXKeHHbIE U3BECTHLIM U (NMPEeANONOXUTENIbHO) N31IeUNMbIM
BUPYCOM;

e Mopo3putenbHbie - 06BEKTbI, MPEAMNONOXUTENBHO 3apaXkKeHHble BUPYCOM WUAN CoAepKallme
BPEAOHOCHbIN 06bEKT;

® pasiMyHble MOTEHUMANbHO OMacCHblE 06bekTbl. YTOObI Pa3BepHyTb Be€Cb CMMCOK O6'b€KTOB,
Ha>XMUTe CCblNKY AOHOI‘IHMTe.ﬂbeIe HaCTpOI‘/’IKVI.

PYKOBO,U,CTBO nosib3oBatens
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12. KoMnoHeHTbI 3aWUTbI

Bol MoxeTe M3MeHUTb peakumto ctopoxa SplDer Guard Ha obHapykeHue KaXkaoro Tuna
06BbekTOB B OTAenbHOCTUM. COCTaB AOCTYMHbIX peakuumid Mpy 3TOM 3aBUCUT OT TUMNa BMPYCHOrO
cobbITmA.

Mo ymonuaHuto ctopox SplDer Guard nbiTaeTca BbleUMTb Galsibl, 3apaXkKeHHble U3BECTHbIM U
MOTEHLUMaAbHO M3/1e4MMbIM BUPYCOM, OCTa/ibHble Hanbonee onacHble 06bEKTb — MepemMeLlaeT B
KapaHTuH. [MporpamMmbl-lIyTKK, MpOrpamMmbl B3OMa W HebnaroHajexHble O6BeKTbl MO
yMonuaHuto urHopupyrotca. Peakuun ctopoxa SplDer Guard aHanorvuHbl COOTBETCTBYHOLLUM
peakuunam CkaHepa Dr.Web.

CyLLeCTBYHOT ClesyHoLine AeNCTBUS, MPUMEHSEMbIE K OBHaPY>KEHHbIM 06 beKTaM:

AeiicTBue OnucaHue

JNleunTs, BocctaHOBUTL cocTOsiHME Ob6bekTa A0 3apaxkeHus. Ecav BUpYC Heusneuum mam
nepemMeLlatb B MOMbITKA NeYeHNs He Bblia YCneLwHon, To 06bekT byAeT nepemMeLleH B KapaHTUH.
KapaHTWH

HeunsneunMble [laHHOe zeicTBME BO3MOXHO TOJIbKO A5l OOBEKTOB, 3apaXKeHHbIX W3BECTHbIM

N3/€eUMMbIM BMPYCOM, 3@ WCKIHOUEHMEM TPOAHCKMX MPOrpamMM U 3apakeHHbIX
dalinoB BHYTPU COCTaBHbIX OOBEKTOB.

JleunTs, yA4anATb BoccTaHOBUTL COCTOAHME 0OOBbEKTa 40 3apaXeHwus. Ecan BUPYC Hemsnedynmm unnn
Hensne4dynmble nornbITKa fieueHns He bbina yCI'IeLLIHOI‘/II, TO 0ObeKT 6yAET yaaneH.

[laHHOe zeicTBME BO3MOXHO TOJIbKO A5l OOBEKTOB, 3apaXKeHHbIX W3BECTHbIM
N3NeYNMbIM BUPYCOM, 3@ WCKIOYEHMEM TPOAHCKMX MPOrpamMM M 3apa’KeHHbIX
dalinoB BHYTPU COCTaBHbIX OOBEKTOB.
Ypanatb Yaanute 06beKT.
[ns 3arpy304UHbIX CEKTOPOB HUKaKWX AeACTBUA MPOUN3BOAUTLCA He OyZeT.
Mepemelyatb MepemecTnTb 06BEKT B CrieumanbHyto nanky KapaHtuHa.
B KapaHTUH

[na 3arpy304UHbIX CEKTOPOB HUKaKMX AENCTBUI NPOM3BOAUTLCA He ByaeT.

WrHopupoBsaTb Mponyctnte 06bekT 6e3 BbIMOAHEHWA Kakux-NMbo AeWCTBU UM He BbIBOAUTb
OMOBELLEHMS.

,ﬂ,aHHOE AEI‘/‘ICTBI/IG BO3MO>XHO TOJIbKO ANnA BPeAOHOCHbIX MpOrpamMm: pekiamMmHble

nporpamMmMsl, NporpaMmMbl A403BOHA, NPOrpamMmbl-WYTKW, NMOTEHUWMA/IbHO OMacHbIe
nporpamMmMel 1 NporpamMmmMbl B3JiOMa.

I Cropox SpIDer Guard He npoBepsieT COCTaBHble OOBEKTbI (apXMBbl, Gaisibl 31EKTPOHHOM
nouTbl WK GakNoBble KOHTEMHEPDI), MO3TOMY HUKAKME AeACTBUS HaZ HUMU U BXOAALLMMMU
B MX COCTaB daliamMmm He MPOU3BOAATCS.

Pe3epBHble konum 0bpaboTaHHbIX 06 LEKTOB COXPaHAOTCA B KapaHTuHeE.

Py KOBOACTBO MNOJib30BaTeENSA

64



A
)
-\ﬂ

™~
«%» 12. KOMNoOHeHTbI 3aWuThbl

-
.

Pe>xnm npoBepku

B sgaHHOWM rpynne HacTpoek 3ajaeTtcs, Npu Kakmx AenNcTBUAX C 06bekTOM JOKHa NPOM3BOAUTHLCA
ero nposepka cropoxem SplDer Guard.

Hacrpoiika OnucaHue
OnTManbHbIN Vicnonb3yeTca no ymo4aHuto.
(pexomeHayeTcs)

B naHHOM pexxrme npoBepka NPOU3BOANUTCS TONLKO B CAEAYHOLLMX CyYasX:

e NA 06BEKTOB Ha XECTKNX ANCKax — npwu 3anycke nam co3gaHunm CI)aI;I.ﬂOB, a TakKoxe
nonbITKe 3anncn B cywiecTeyrouimne ¢a|7|nb| NN 3arpy3oYHble CEKTOpPaA,;

e NA 06BbEKTOB Ha CbEMHbIX HOCUTENAX — npu noboMm o6pa|.|.|,eH|/||/| K q>a|7|naM nnn
3arpy3o4HbIM CeKTopam (l—ITEHI/Ie, 3anunchb, BaI'IyCK).

MapaHouganbHbll B saHHOM pexkmme npu atobom obpalleHnn (co3gaHue, UyTeHue, 3anunch, 3anyck)
NpoV3BOANTCA MpoBepka Bcex daliioB M 3arpy304HbIX CEKTOPOB Ha >KECTKUX U
CeTEBbIX AMCKAX, @ TAK)Ke CbeMHbIX HOCUTESISX.

,c_"l*: Mpn pabote B ontumanbHoM pexume SplDer Guard He npepbiBaeT 3anyck

: TectoBoro darvina EICAR v He onpeaensieT AaHHYH onepauuio Kak OMacHyro, Tak Kak AaHHbIN
bann He npeacTaBAseT yrpo3bl A8 KomnbroTepa. OAgHaKo NMpu KOMMPOBaHWUN UAN CO3A4aHMM
Takoro ¢anna Ha komnbtotepe SplDer Guard aBTOMatTMyeckn obpabatbiBaeT danin Kak
BPEAOHOCHYH NMPOrpaMMy v Mo yMOAYaHUIo nepemMeLlaet ero B KapaHTuH.

Pexxum ONTUMaNbHbIA PEKOMEHAYETC UCMOJ/Ib30BaTb MOCAE MPOBEPKYM BCEX >XECTKUX AUCKOB
npu nomowmn CkaHepa Dr.Web. Mpu 3toM ByaeT MCKAOUYEHO NMPOHUKHOBEHME Ha KOMMbHOTEP
HOBbIX BUPYCOB WV APYTrMX BPEJOHOCHbIX MPOrpaMm Yepes CbeMHble HOCUTENN, HO MPW 3TOM He
byseT MpOBOANTLCA MOBTOPHOW MPOBEPKM y>Ke MPOBEPEHHbIX, YNCTbIX, OO EKTOB.

YcTaHoBKa pexnma I'IapaHoup,aanblﬁ obecneymBaeT MaKCUMasbHbIN YPOBEHb 3alnTbl, HO
3Ha4YNTENBHO yBEe/INYMBAET HarpyskKy Ha KOMMbHOTEP.

B ntobom M3 pexmumoB npoBepka OOBLEKTOB Ha CeTeBbIX AMCKAaX WAW CbEMHbIX HOCUTENAX
NPOW3BOAMNTCA TONBKO MPW BKJIOYEHUU COOTBETCTBYHOLLMX OMUMIA B rpynne HacTpoek Onuuwn
npoBepKu.

,t_"|§ HekoTopble cbeMHble HOCUTeNM (B YACTHOCTW, MOOW/bHbIE XKeCTKMe AUCKN C UHTephencom

: USB) MoOryT npeacTaBasTbCA B CUCTEME KaK >KecTkme aucku. [o3ToMy Takme ycTponcTBa

cnefyeT  MCMo/b30oBaTb C  OCOOOM OCTOPOXKHOCTbKO M MPOBEPATb Ha BUPYCbl  Mpw
MOAKNOUYEHNN K KOMMbIOTEPY € NoMoLbto CkaHepa Dr.Web.

daiinbl BHYTPWU apXMBOB W MNOYTOBbIE ALLUKKA MO YMOJIYaHUKO HE MNPOBEpPArOTCA. Otkas ot
NpPOBEpPKN apxXxmBOB U 3116KTpOHHOI7I NOo4YTbl B YC/10BUAX NMOCTOSIHHOMN pa6OTbI CTOpPOXa SpIDer
Guard He BeAeT K NPOHUKHOBEHWHO BUPYCOB Ha KOMMbHOTEP, a NNLLb OTK/1aAblIBAET MOMEHT UX
06Hapy>|<eH|/|ﬂ. I'IpM PacnakoBKe 3apa>XeHHOro apxmBa WU OTKPbITUN 3apa>XeHHOro nmcbMa

Py KOBOACTBO MNOJib30BaTeENSA
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12. KoMnoHeHTbI 3aWUTbI

onepauuoHHas cMcTemMa MPOU3BOAUT MOMbITKY 3amvcaTb MHOULMPOBaHHbLIN OOBEKT Ha AWCK,
npw atom ctopoxk SplDer Guard HemM1HyeMO 0H6Hapy>XMBaeT BPeAOHOCHbI OOBEKT.

AOI’IOHHVITEﬂbeIe BO3MO>XKHOCTUA

DTa rpynna HacTpoek MNO3BO/AeT 3aAaTb MapamMeTpbl MPOBEPKM Ha NeTy, KoTopble 6yayT
NPUMEHATLCA BHE 3aBUCMMOCTU OT BblOpaHHOro pexuma pabotbl ctopoxa SplDer Guard. Bbl
MO>XKeTe BKAHOUUNTD!

® /ICMOJIb30BaHMNE 3BPUCTUYECKOrO aHann3aTopa;

e MPOBEPKY 3arpy>KaemMblix NPOrpaMm 1 Moy newn;

e NPOBEPKY YCTaHOBOYHbIX GaiNoB;

e npoBepKy GpannoB Ha CETEBbIX AMCKAX (HE peKOMeHAYeTCA);

e MPOBEPKY KOMMbIOTEPA Ha HaMune PYTKUTOB (PEKOMeEHAyeTCs).

SBpUCTUUECKUIA aHaNN3

Mo ymonuanuto SplDer Guard npoBoAWT NPOBEpPKY, UCMONb3Ys IBPUCTUYECKNIA aHaamn3aTop. Ecam
onuus OTKAKYEHa, NpoBepKa NPOBOAUTCA TONbKO MO CUTHATypam M3BECTHbIX BUPYCOB.

®doHoBas npoBepka Ha 3apa)keHne

Bxoaswwmii B coctaB Dr.Web AHTMpYTKUT no3BosiseT B GOHOBOM peXUME MPOBOAUTL NMPOBEPKY
BalLel onepaLMoOHHON CUCTEMbI Ha HaanuyMe CNOXHbIX YrPOo3 U MpU HEOHXOAMMOCTU NMPOBOAUT
NleyeHve akTUBHOrO 3apaxeHus. Mo ymMonuaHuio 3Ta onums BKIOYEHA.

Ecam onuma BkatoueHa, AHTMpyTknT Dr.Web noctosHHO Haxogutca B namatn. B omamume ot
nposepkn ¢annoB Ha seTy, npoBoaumon ctopoxem SplDer Guard, nouck pyTKMTOB
npowusBoautca B cucteMHoM BIOS komnbroTepa m Takux Kputmnyeckmx obnactax Windows, kak
0b6beKkTbl aBTO3arpysku, 3anyLleHHble MPOoLEecCbl U MOAyAW, onepaTtvBHas namatb, MBR/VBR
AVICKOB U Ap.

OfHUM U3 KNHOYeBbIX KpuTepueB pabotbl AHTUpPyTKMTa DrWeb saBnsetcs 6epexHoe
notpebneHve pecypcoB OMepaLMoOHHOW CUCTEMbI (MPOLLECCOPHOTO BpPEMEHM, CBOOOAHOM
onepaTUBHOWM MaMATV U T. 4.), @ TakXXe y4eT MOLLHOCTM annapaTHoro obecneyeHus.

Mpu obHapyxeHun yrpo3 AHTMpPYTKMT Dr.Web onosewaetr Bac 06 yrpose wn HeWTpannsyet
onacHble BO34eNCTBUS.

il'j I'Ipvl npoBeaeHUNN q)OHOBOI‘/’I NPOBEPKN Ha Haanyme pPyTKUTOB K3 MPOBEPKU UCKAHOYAHOTCA
: q)al‘/’lflbl M nankun, 3agaHHble Ha COOTBETCTBYHOLLEN BKIAAKE.

®oHoBas NpoBepkKa Ha PyTKUTbI BKAKOYEHA MO YMOAYAHMIO.

Py KOBOACTBO MNOJib30BaTeENSA
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12. KoMnoHeHTbI 3aWUTbI

;_"l*: BbikntoueHme SplDer Guard He BansieT Ha GOHOBYHO MPOBePKY. Ecan HacTpowka BK/IFOYEH],
: $OoHOBasA NpoBepka OCYLLECTBAAETCA HE3aBUCMMO OT TOrO, BKIKOYEH MM BbikaroyeH SplDer
Guard.

12.2. SpIDer Mail

MoutoBbIi cTopox SplDer Mail nepexsatbiBaeT ob6palyeHUs A0ObIX MOYTOBLIX KANEHTOB
KOMMblOTEpa K MOYTOBbIM cepBepaM no npotokosam POP3/SMTP/IMAP4/NNTP (nog IMAP4
nmeetrcs B Buay IMAPv4revl), obHapyXuBaeT U 060e3BpeXMBaeT MOYTOBblIE BUPYCbl A0
MONlyYEHUA MUCEM MOYTOBbLIM KJAMEHTOM C CepBepa WAW A0 OTNPaBkKM MUCbMa Ha MOYTOBLIN
cepsep.

SpIDer Mail noaaep>unBaeT npoBepKy 3awndpoBaHHOrO NOYTOBOro Tpaduka.

Hactporikn nporpamMMbl MO  YMOAYaHUIO ABAAKOTCA OMNTUMaibHbIMW A HauYMHAIOLWLEro
nonp3oBaTens, obecneuymBas MaKCMMajbHbI  YPOBEHb  3alUTbl  MPU  HaMMEHbLUEM
BMeLLaTeNbCTBe nosib3oBaTena. [pu 3ToM, ogHako, HaoKMpyeTca paj BO3MOXHOCTEN MOYTOBbIX
nporpamm (HanpvMep, Hanpae/ieHVe NMCbMa Mo MHOTUM ajpecaM MOXeT ObITb BOCMPUHATO Kak
paccblika, MONYYEeHHbIW CnaM He pacno3HaeTcs), a Takxke YyTpauMBaeTCcs BO3MOXHOCTb
MNoNyYeHUAa MONe3HOM MHPOpMaUMM M3 aBTOMaTUYECKM  YHWUUTOXEHHbIX nuceMm (M3
He3apaXKeHHOW TeKCTOBOW 4acTu). bonee onbiTHblE MO/L30BaTENN MOTYT U3MEHUTb MapamMeTpsbl
MPOBEpPKM NOYUTbI N HACTPOWKM peakLMn NporpamMmmbl Ha cobbITUA.

MpuHUMN paboTbl NOUTOBOrO CTOPOXKa

AHTUBMPYCHBIN NOYTOBBIA CTOPOX MOJIyYaeT BCe BXOAALLME NMUCbMa BMECTO MOYTOBOrO KANEHTA
M noaBepraer MX aHTUBMPYCHOW MNpPOBepKe C MakKCMMaabHOMW CTeneHbto noapobHoctw. [Mpwu
OTCYTCTBMM BUPYCOB MW MOA03PUTENbHbIX 0ObEKTOB NMMCbMa NepeaaroTca NOYTOBOW NporpaMme
«Mpo3payHbiM» 0bpa3om — Tak, Kak ecam Obl OHM MOCTYMWUAN HEMOCPEACTBEHHO C CepBepa.
AHaNorMyHO NPOBEPAOTCA UCXOAALLME NUCbMa A0 OTNPAaBKW Ha cepBep.

Peakuuns nporpammbl Ha MHOULUMPOBaHHbIE W MOAO3PUTE/bHbIE BXOAALLME MUCbMA, a TakXe
MMCbMa, He npolleAlne NpoBepky (Hampumep, C YPe3MepPHO CJAOXHOW CTPYKTypoOW), Mo
yMONYaHWUio cnegytolian (06 n3smeHeHnn 3Tux HacTpoek cM. nogpasgen Hacrpovikm SpIDer Mail):

e 13 3apaXeHHbIX MUCEM YyAanAaeTcid BPeAOHOCHas WHPopMauums (3TO AeNCTBME Ha3blBaeTcA
NeyeHneM NM1cbma), 3aTem OHM A0CTaBAAOTCA 0ObIYHBIM 0H6pa3oMm;

e NMMCbMa C MNOAO3PUTENbHBIMU OOBEKTaMU MepemMeLlatoTcs B BUAE OTAeNbHbIX GainoB B
KapaHT1H, NOYTOBOW Nporpamme nocbinaetca coobleHne o6 3Tom (3TO AeNcTBME Ha3biBaeTca
nepemMeLlieHnemM nnceMa). NepemelyeHHole nuceMa yganatotca ¢ POP3- nan IMAP4-cepsepa;

e He3apaXkeHHble NMuUcbMa W MUCbMA, He Mpollejlue NPOBePKM, nepesatoTcs 6e3 U3MeHeHWin
(nponyckaroTcs).

VIHpnumpoBaHHbIE WAN MNOAO3PUTENIbHBIE UCXOAALLME MUCbMa He MepeaaroTca Ha cepsep,
nonb3oBaTeNb ornoBeLlaeTcs 06 oTkase OTNPaBUTb MUCbMO (Kak MpaBW/IO, MOYTOBaA NporpaMmMa
NPV 3TOM €ro CoOXpaHurT).

Py KOBOACTBO MNOJib30BaTeENSA
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CkaHep Dr.Web Ttakxe MoxeT o06HapyXuBaTb BMPYCbl B MOYTOBbLIX ALMKAX HEKOTOPbIX
dopmaToB, ogHako noyToBbIn cTopoxk SplDer Mail nmeet nepeg CkaHepom paj NpevMyLLecTs:

e fafeko He BCe ¢dopmaTbl MOYTOBBLIX ALIMKOB MOMYAAPHLIX MPOrpaMm MOAAepP>XKMBatOTCA
CkaHepoM; HanpoTu1B, MPU NCMNONb30BaHNM NOYTOBOrO CTOPOXa 3apaXeHHble MMCbMa Aaxe He
nonajaroT B MOYTOBbIE ALLMKY;

oCKaHep npoeepdaeTr no4yToBble AWWMKKW, HO TOJIbKO MO 3anpocy noJsb3oBatena uanm no
pacnncaHno, a He B MOMEHT NOJydeHuMA nouyTbl, npuyemMm J[aHHOE AGIZCTBI/IE ABNAETCA
l-Ipe3BbI‘-Ial‘/J‘IHO pecypcoeMKmnM 1 3aHNMaeT 3HauYnTeENbHOE BPEMA.

Takvm 06pa3om, NpU HaCTPOMKax BCEX KOMMOHEHTOB MO YMOJIYaHUIO NOYTOBbLIN CTOPOX SplDer
Mail nepBbiM Ob6HapyXuBaeT W He AOMyCKaeT Ha KOMMbKOTEP BUPYCbl M MOAO3PUTENbHbIE
06beKTbl, PacMpOCTPaHAIOLWMECS MO 3/eKTPOHHOW nouTe. Ero pabota sBnseTcs BecbMa
3KOHOMMWYHOWM C TOUKM 3PEHUA pacxofa BblUMCAUTE/IbHBIX PECYpPCOB; OCTajlbHbleé KOMMOHEHTbI
MOTYT HE UCMOJIb30BaTLCA AJ/15 NPOBEPKN MOUYTOBbIX GaRNoB.

12.2.1. Hactpouka SpIDer Mail

Utobbl SpIDer Mail npoBepsn faHHble, nNepesaBaemMble MO KpunTorpaduyeckMMm MPOTOKONaM,
BKAtOUMTe onuuto MpoBepaTb 3awimdppoBaHHbIA Tpaduk B pasgene CeTb.

I [ns poctyna K HacTpoWkam noutoBoro ctopoxa SpIDer Mail 3anpalwinBaeTcs napob, ecan B
pa3zene Hactporikv Bbl BKAOYMAK ONLMIO 3almusath naposieMm Hactpoiiku Dr.Web.

HacTpolrikn nporpamMmbl MO YMOAYAHWIO ABAAKOTCA  OMTMManbHbIMW - ANA  OONbLUMHCTBA
MPVYIMEHEHWNIN, X He CefyeT U3MeHATb 6e3 HeobxoaAMMOCTH.

(® KoMmmnoHeHTb! [leiicreus
3d |_|_|||"1Tb| WMHdWUMpoBaHHble

| NeuwnTs, NepemMelaTs B KapaHTUH HenzaedrMble (DEKOMEHAYETCA) ¥ |

SplDer Guard
I'Io,n,ospmenhHue

SplDer Mail | MepemMelaTs B KapaHTUH (pekomeHayeTcR) v |

CkaHep

bpanamaysp

an'EE'HTHEHE!FI 3allliTa

JonoAHUTeAEHEIE HACTPOWKK

PYKOBO,U,CTBO nosib3oBatens
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DeicTBuns

Mo ymonyaHuWo noutoBbIN cTopoX SplDer Mail nbiTaeTcs BbIIEUUTb MUCbMA, 3apakKeHHble
M3BECTHbIM 1 MOTEHLMANbHO M3N1eUNMbIM BUPYCOM. Henzneummblie U Nojo3puTeNbHble NMMCbMa, a
TaKXXe peknamMHble MporpamMmbl U MporpamMmMbl 403BOHa nepemelarotcs B KapaHtvH. OcTanbHble
NMCbMa NepesaroTcs MNOYTOBLIM CTOPOXeM 6e3 M3MeHeHWI (MponycKaroTcs).

Peakunn noutoBoro ctopoxa SplDer Mail aHanornyHbl COOTBETCTBYOWMM peakumsam CkaHepa
Dr.Web.

Bbl MoXeTe npegnucate noutoBomy ctopoxxy SplDer Mail crneayrowime peakumnm:

AeiicTBue OnucaHue

JNleunTs, BocctaHOBUTL COCTOsIHME MMUCbMa A0 3apaxkeHus. Ecim Bupyc Heumsneumm wam
nepemMeLlatb B MOMbITKA NeYeHNs He Bblia YCneLwHon, To 06bekT byAeT nepemMeLleH B KapaHTUH.
KapaHTWH

HeusneunmMble [laHHoe felcTBME BO3MOXHO TONABbKO ANsl MHOULMPOBAHHBIX NMUCEM, 3apaXKeHHbIX

M3BECTHBIM W3N€YMMBIM BUPYCOM, 3a WCKIOYEHUEM TPOAHCKUX MpOorpamm,
KoTopble npu O6OHapyXXeHWn yaanatotca. JleyeHve dainoB B apxmBax
HEeBO3MOXHO BHE 3aBMCMMOCTM OT TuMa BMpyca.

JleunTs, yA4anATb BocctaHOBUTE COCTOAHME NUCbMa 40 3apa>keHud. Ecam BUPYyC Heusneynm unnu

HeusneunmMble nomnbITKa fie4eHns He bblaa yCreLwHom, To 06bekT OyAeT yaaneH.

Yaanatb Ypanute nucbMo. B 3ToM ciyyae 3neKTpOHHOE MUCbMO He NepechiiaeTcs agpecary,
BMeCTO 3TOro Mo4YTOBOW MporpaMmMe nepejaerci cooblieHMe O COBepLUEHHON
onepauum.

Mepemeluatsb MepemecTnTb NMUCbMO B CrieynanbHyto nanky KapaHtuHa. B atom caydae nucbmo

B KapaHTWH He nepecblnaeTca agpecaTy, BMECTO 3TOro MOYTOBOW MporpaMme nepesaeTcs

COObLLEHNE O COBEPLLEHHON onepaLum.

VlFHOpI/IpOBaTb I'Iepep,aTb NMUCbMO 6e3 BbIMOMHEHUS KaKuX-11Mb0o AEI‘/‘ICTBI/II‘/‘I Had HAM.

B cnyuyae obHapy>keHUs BpeaoHOCHbIX 06BbEeKTOB B nouTte tobas M3 yKazaHHbIX HAaCTPoOeK, KpoMe
aevictena UrHopupoBaTtb, NpUBOAUT K OTKa3y B nepejaye nucbma.

Bbl MOXeTe yBeNMuMTb HAZEXHOCTb aHTUBMPYCHOW 3allMTbl MO CPABHEHWUIO C YPOBHEM,
npeAyCcMOTPEHHbIM MO YMOAYaHuIo, Bbibpas B cnucke HenpoBepeHHbie nyHKT MNMepemeliatsh B
KapaHTUH. Qai/ibl C NnepemMeLLeHHbIMY MMCbMaMn B 3TOM Clydae PEKOMEHAYETCA B NMOCNEACTBME
nposepsaTb CkaHepom Dr.Web.

| 3almnTy OT MOAO3PUTENbHbIX MUCEM MOXHO OTK/KOYaTb TOJIbKO B TOM C/lydae, Korga Ball
KOMMbIOTEP AOMONHUTENBHO 3aLUMLLEH NMOCTOAHHO 3arpy>KeHHbIM cTopoxeM SpIDer Guard.

Py KOBOACTBO MNOJib30BaTeENSA
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12. KoMnoHeHTbI 3aWUTbI

[evictBua Hag NnucbMamMm

B faHHOM rpynne HaCTpoOeK yKa3blBalOTCA JAOMOJHWUTE/bHble AENCTBUSA Haj NeKTPOHHbIMU
nncbmMamu, obpaboTaHHbIMKM NOUTOBbLIM cTOpoem SpIDer Mail.

Hacrpoiika OnucaHune

[obasnatb 3aronoBok 'X-Antivirus' YcTtaHOB/IeHa MO yMOAYaHWHO.

K COOBLEHNAM
Mpw MCNOAb30BaHNW JaHHOW HAaCTPOWMKM B 3arosloBOK BCEX MUCEM,
obpaboTaHHbIXx NouToBbIM cTopoxeM SplDer Mail, sobaBnsercs
nHdopMaL s O NPOBEPKE 3/JIEKTPOHHOIO COOBLLEHNA U Bepcum
DrWeb. Bbl He mMoxeTe wu3MeHUTb dopmaTt fobaBaseMoro

3arosioBka.
Ypanatb mMoanduLMpoBaHHble [lpyM MCNONb30BaHUM JAHHOW HACTPOVKM BXOAAWME TMUCbMA,
nMcbMa Ha cepBepe yAaseHHble NN NepeMELLEHHbIE B KAPAHTUH MOUTOBbLIM CTOPOXXEM

SplDer Mail, yaanatoTcs ¢ MOYTOBOro cepBepa He3aBUCMMO OT
HacTpoeK NMOYTOBOM MPOrpamMmbi.

OnTMu3auusa NpoBepKn

Bbl MOXXeTe 3aaTb yC/I0BME, MPU BbINOJHEHNN KOTOPOTO CI0XHOYCTPOEHHbIE NMUCbMa, NpoBepKa
KOTOPbIX SBASETCA UPE3MEpPHO TPYAOEMKOW, MNPU3HAKOTCA HenpoBepeHHbiMW. [na  3Toro
BKOUMTE onumio Talim-ayT NpoBepKU NMUCbMa ¥ 33jaliTe MakCMMasbHOe BpeMms, B TeyeHue
KOTOPOro nucbMo npoBepseTcs. [10 ncreyeHnn ykasaHHOro BpeMeHW MoYToBbIN CTOpox SplDer
Mail npekpaTtut NnpoBepky nucbMa. Mo ymonyaHuio 3agaHo 3HadeHne 250 cekyHa,

NMpoBepka apxmBoB

Bkatoumnte onuuio MpoBepAatb apxmuBbl, 4Tobbl SplDer Mail nposepsan coaep>xunmoe apxmBos,
nepesaBaeMbix MO 3NeKTPOHHOM nouTte. MNpu 3ToM ByayT AOCTYMHbI CleAytoLne HaCTPONKM:

¢ MakcMmanbHbI pasmep ¢aiinia Npu pacnakoBke. Ecin pacnakoBaHHbIA apXvB MpeBbICUT
yKa3aHHbIA pa3mep, TO no4ToBbIn cTopox SpIDer Mail He byaeT pacnakoBbiBaTb U MPOBEPATb
ero. o ymonyaHuo 3agaHo 3HaveHme 30720 KB;

e MakcMmanbHbIn KO3(PPULMEHT oKaTua apxmba. Ecin koadduumeHT okatna npesbilwaeTt
yKasaHHbIW, To nouToBbI cTopox SplDer Mail He 6yseT pacnakoBbiBaTh U NpoBepATb ero. Mo
YMOJYaHMIO 3a4aHo 3HaveHue 0;

e MakcMManbHbIA YpOBeHb B/IO)XKEHHOCTU B apXuB. ECv ypoBeHb BIOXXEHHOCTW MpeBbiLllaeT
3aZlaHHOe 3Ha4YeHwue, To NoYToBbIN cTopox SpIDer Mail npoBepuT apxmB TOABKO A0 yKa3aHHOro
ypoBHs. [10 ymOn4aHuMIo 3a4aH0O 3HaueHne 64.

Ana  BKAOYEHWA  OAHOrO  WMAM  HECKONbKWX MapamMeTpoB  OMTUMMU3ALUWM  yCTaHOBMUTE
COOTBETCTBYIOLLME PANKKN.

Py KOBOACTBO MNOJib30BaTeENSA
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{ I ': OrpaHquva ANA NapaMeTpa OTCYTCTBYHOT, €Cn 3a4aHO 3HadYeHne 0.

AOHOH HUTeJ/ibHbleé BO3MOXXHOCTU

JTa rpynna HaCTpoeK 3ajaeT AONOJIHUTENIbHbIE NMapaMeTpPbl NPOBEPKN 3ﬂeKTp0HHOI7I NOoYTbl:

e 1CMONb30BaHNE 3BPUCTMYECKOrO aHanmsa — B JAaHHOM  peXuMe  WCMOAb3YTCA
creuvabHble MexaHV3Mbl, MO3BONAIOLIME BbIABUTb B 3/1€KTPOHHOW MOYTE MOAO3PUTE/bHbIE
06beKkTbl, C OOAbLION BEPOATHOCTLIO 3apaXXeHHble ellle HEeW3BEeCTHbIMW Bupycamn. YTobbl
OTKNHOUNTb 3IBPUCTUYECKMI aHanuM3aTop, cHumute ¢naxok McnonbsoBaTb 3BPUCTUHECKUNA
aHanus (pekomeHAayeTca);

e MpoBepKa NHCTANNIALNOHHBIX NakKeToB. JTa HaCTpOVIKa Nno YMOJIYaHMNHKO BbIKNKOYEHa.

12.3. CkaHep

,;_"|': [Ans poctyna kK HacTpoiikam CkaHepa 3amnpaluvBaeTcs napoJjb, eCin B pasgene Hactpoviku
- Bbl BK/IHOYMIM OMLMIO 3alimILaTh naposiem HacTpoliku Dr.Web.

HacTpolikn nporpamMmbl MO YMOAYAHWIO ABAAKOTCA  OMTUManbHbIMW  ANA  OONbLUMHCTBA
MPVYIMEHEHWNI, X He CefyeT U3MeHATb 6e3 HeobxoAMMOCTH.

@ KOMMOHeHTbI Onuum nposepkm

3d I—'—LHTbl MpepbleaTe NPOEEPKY NPW MEPEX0AE HA MWTAHWE OT aKKYMYAATOPA
O omn

SplDer Guard
Wenone208aTh 3BYKOBLIE OMNOEELLEHKA

SDIDEF Mail D OTrn

Ckanep Wenons20BaHWe PecypCoE KOMMLKITERa

bpaHamaysp | OnTMMansHoe (peKoMeHayeTCA) v

[MpeseHTMBEHaA 3aLUMTa o
Henctena

WMHbWUMpOBaHHEIE

| NeywnTe, NepenellaTs B KapaHTHH HenzneurMble (peKOMEHAYETCA) ¥ |

n Oo0ZPpUTENEHBIE

| MepemMelaTs B KapaHTUH (pekomeHayeTcR) v |

JononHUTEAEHEIE HACTROMKK

PYKOBO,U,CTBO nosib3oBatens
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12. KoMnoHeHTbI 3aWUTbI

Onuuu npoBepku
B 31O rpynne gocTynHbl 06wwme napameTpbl paboTtbl CkaHepa Dr.Web:

e MpepbiBaTh NPOBEpPKY MpU Nepexoae Ha NUTaHUe OT aKKyMyasTopa. Bkitounte 3ty onuuto,
ytobbl MpU nepexose Ha NWTaHWe OT akKymyasTopa npoBepka Obina npepsaHa. [lo
YMOIYaHUIO ONLMS OTK/HOYEHA.

¢ /icnonb3oBaTb 3BYyKOBble onoBeweHuA. Bkaroumte 31y onuuto, utobel CkaHep Dr.Web
COMpPOBOXAan Kaxzaoe cobbiTe 3BYKOBbIM CUrHaNOM. [1o yMOAYaHWIO ONLMA OTKIOYEHa.

e Vcnonb3oBaHne pecypcoB KOMMbiOTepa. JTa OMUMA YCTaHaB/JMBAET OrpaHuWYeHVe Ha
MCNoNb30OBaHWe pecypcoB KomnbtoTepa CkaHepom Dr.Web. [Mo ymonuaHuto 3azaHo
ONTVMasIbHOE 3HaYeHue.

AencTBuns

B 3tom pa3gene 3ajaetca peakuyma CkaHepa Ha OOHapyXeHMe 3apaXeHHbIX Wan
NnoAo3puTeNbHbIX GaiIoB 1 BPEJOHOCHBIX NPOrpaMm.

Peakuwns 3asaeTca OTAENBHO AR KaXKAO0W KaTeropun o6bekToB:

¢ MHdpuumpoBaHHble - 06beKTbl, 3apaXKeHHble M3BECTHbIM U (MPeANON0XKUTENBHO) U31EYNMbIM
BUPYCOM;

¢ Mopo3putenbHble - 06LEKTLI, NPEANONOXUTENBHO 3apaXkeHHble BUPYCOM WAN cozepiKaline
BPEAOHOCHbIN 0OBEKT;

® pPasnnyHble NOTEHLUMANBbHO ONacCHbIe 0b6beKTblI.

Bol mMoxeTe u3MeHUTb peakumto CkaHepa Ha oOOHapyxeHMe KaxAoro Tuna ob6bekToB B
oTaenbHocTM. CocTaB AOCTYMHbIX peakLuii Npu 3TOM 3aBUCKT OT TuMa yrposbl.

Mo ymonuaHuto CkaHep MbiTaeTcs BblieUMTb Gaiibl, 3apaXkKeHHble M3BECTHbIM W MOTEHLMaNbHO
M3N1€4YNMbIM BUMPYCOM, OCTa/lbHble Hanbonee onacHble 06bekTbl — NepemellaeT B KapaHTyH.

CyLiecTBytOT CneayroLume AerCTBUA, MprYMeHsaeMble K ObHapy>KeHHbIM obbekTaM:

AeiicTBne OnucaHue

NleunTsb, BocctaHOBUTL cOCTOsIHME Ob6bekTa A0 3apaxeHus. Ecam Bupyc Hemsneunum unau
nepemeLaTb B MOMbITKa IeYeHNs He Bbina yCneLwHon, To 06BbeKT ByAeT nepeMeLleH B KapaHTUH.
KapaHTWH

HeusneunmMble [laHHOe JeicTBME BO3MOXHO TO/bKO AN OOBEKTOB, 3apaXKeHHbIX W3BECTHbIM

M3N€YNMBIM BUPYCOM, 3a WCK/IHOUEHWEM TPOSHCKMX MPOrpaMM U 3apakKeHHbIX
$annoB BHYTPY COCTaBHbIX OOBEKTOB.

Neuntb,  ypanatb BoccTtaHOBWTL coCTOsHME OObekTa A0 3apaxkeHus. Ecav Bupyc Hewsneumm wau
Heunsneunmble MonbITKa IeYeHns He Bbina YCNeLwwHoW, TO 0OBbEKT ByAeT yaaseH.

Py KOBOACTBO MNOJib30BaTeENSA
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12. KoMnoHeHTbI 3aWUTbI

AeiicTBne OnucaHue

[JaHHoe [eicTBME BO3MOXHO TOJIbKO ANl OOBEKTOB, 3aPa>KEHHbIX W3BECTHbIM
M3N€YNMBIM BUPYCOM, 3a WCK/IHOUYEHWEM TPOSHCKMX MPOrpaMM U 3apakKeHHbIX
$annoB BHYTPY COCTaBHbIX OOBEKTOB.

Yaanatb Yaanutb o6beKT.
[ns 3arpy30UHbIX CEKTOPOB HUKaKUX AEVCTBUN NPON3BOANTLCS He ByaerT.

Mepemeluatb MepemecTnTb 06BEKT B CrieLmanbHyHo nanky KapaHTvHa.
B KapaHTWH
[ns 3arpy30UHbIX CEKTOPOB HUKaKUX AEVCTBUN NPON3BOANTLCS He ByaerT.

VirHopupoBaTb Mponyctnte 06bekT 6e3 BbIMOAHEHUS KaKUX-1MO0 AEeVUCTBUA W He BbIBOAUTb
OMOBELLEHMS.

[JaHHoe feNcTBMe BO3MOXHO TOJbKO ANsl BPEAOHOCHbIX MPOrpamMm: pekiamHble
nporpamMmmbl, NporpamMmbl JO3BOHa, MPOrpaMMbl-LIyTKM, MOTEHLMAIbHO OMacHble
nporpamMmbl 1 MPOrpamMmMbl B3siOMa.

;_"l*_s. Mpn obHapy>XeHUN BUPYCOB WAN MOA03PUTENLHONO KOZa BHYTPWU COCTaBHbIX OOBLEKTOB
JEVCTBMA MO OTHOLUEHWIO K Yrpo3aM BHYTPU TakUX OOBLEKTOB BbIMOJIHAOTCA Haj BCEM
06BbEKTOM, a He TONbKO Haj, 3apaXKeHHOW ero YacTblo.

AOI’IOHHVITEﬂbeIe BO3MO>XKHOCTUA

Bbl MOXeTe OTK/NHOUNTL MPOBEPKY UCTAMNALMOHHBIX NaKeToB, apXMBOB W MOYTOBbIX dainnos.. o
YMOJ/IYaHWNIO NPOBepKa 3TUX 06bEKTOB BKAFOYEHA.

Bbl Takoke moxeTte HaCTPOUTb NoBeageEHNE CKaHepa nocne OKOH4YaHUA NPoOBEPKU:

1. He npumeHsaTb aeiicTBue. CkaHep BbIBEAET Tab/MLy CO CMUCKOM OBHaPY>KEHHbIX Yrpo3.

2. O6be3BpeauTb o6Hapy>)eHHble yrposbl. CkaHep aBTOMAaTM4YeCKM MPUMEHUT JAENCTBUA K
06Hapy>XeHHbIM yrpo3am.

3. O6e3BpeanTb O6Hapy>XeHHble Yrposbl U  BbIK/IIOUATL KomnbioTep. CkaHep
aBTOMaTUYeCKN MPUVMEHUT AeNCTBUA K OBHapy>XeHHbIM yrpo3am W Mocae 3TOro BbIKNHOUUT
KOMMbIOTEp.

12.4. bpangmaysp Dr.Web

bpaHnamaysp Dr.Web npegHasHayeH A 3aLMThI BaLlero KOMMblOTEPa oT
HeCaHKLMOHNPOBAHHOIO AOCTyMa M3BHE U NpPefoTBPalleHna yTeuku BaXKHbIX JaHHbIX MO CeTW.
STOT KOMMOHEHT MO3BOJIAET BaM KOHTPO/JIMPOBaTh MOAKAOUEHME U nepejady AaHHbIX MO CeTu
NHTepHeT n 6a0KkMpoBaTh NOAO3PUTENbHbIE COEMHEHNA HA YPOBHE MaKeTOB U MPUNOXEHWMN.

Py KOBOACTBO MNOJib30BaTeENSA
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12. KoMnoHeHTbI 3aWUTbI

BpaHAMay3p npesocTaBAseT BaM CleAytolmne npenMyLLLecTsa:

KOHTPO/b 1 PUAbTPALMA BCErO BXOAALLLErO U UCXoaaLLero Tpapuka;
KOHTPO/Ib NOAKNHOUEHWSA Ha YPOBHE MPUNOXEHWI;

PunbTPaLMA NakeToB Ha CETEBOM YPOBHE;

6bICTpOE NepekatoUeHve Mexay Habopamu npaswun;

pervucTpaumns cCobbITUN.

12.4.1. O6byueHne bpangmayspa

Mocne yctaHoBKM BpaHaMayapa HekOTOpoe Bpems B nMpoLecce Balleid paboTbl 3a KOMMbIOTEPOM
npoun3BoaunTca obyyeHne nporpammsl. [py 06HaPY>KEHUN MOMbITKA CO CTOPOHbI OMepPaLMOHHON
CUCTEMbI WM MONb30BATENbCKUX MPUIOXKEHUA MOAKAOUMTLCA K ceTv BpaHamaysp nposepserT,
3afjaHbl IV ANS 3TUX Nporpamm npasuia GUAbTPaLMKY, W, eCau MpaBuaa OTCYTCTBYHOT, BbIBOAUT
COOTBETCTBYHOLLLEE MpesynpexXAeHue:

;_"l*: Mpu paboTe nog orpaHM4YeHHoOW yyeTHoW 3anucbto (Foctb) bpaHamaysp Dr.Web He Bbigaet

. MoJb30BaTeNtO MPEeAYNpPexXAeHnss O MombiTkax AocTyna K cetu. [MpegynpexaeHvs 6yayt
BblZaBaTbCsA MOJ, YYETHOWN 3aMuCbio C MpaBaMu agMUHUCTPATOPa, EC/IN Takas Ceccus akTVBHa
OfHOBPEMEHHO C FOCTEBOWA.

MpaBuna pgna npunoXkeHnmn

1. Mpn obHapy>XeHUN NOMbITKN MOAKIOYEHUA K CETU CO CTOPOHbI NMPWUIOXKEHWS, 03HAKOMbTECh
CO cnegytoent HopmaLmen:

Mone
MpunoxeHne
MyTb K
NPUIOXKEHNIO

LUndposas
noAnunchb

Appec
Mopt

Hanpasnenue

OnucaHune

HanmeHoBaHmne nporpamMmmsl. yAOCTOBeprECb, UTO MYTb K HEMY, yKa3aHHbII\/II B rnoJse
nyTb K MPUN0XXeHUKo, COOTBETCTBYET NPaBUIbHOMY PaCroONIOXKEHWNHO NMporpamMmabl.

MOAHBIA NyTb K UCMOAHAEMOMY baitny NPUIOXKEHUS 1 ero UMs.

Linpposas noAnmCb MPUNOXKEHNS.

MpoTOKO/ M aZpec XocTa, K KOTOPOMY COBEPLUAETCs MOMbITKa NOAKIOYUEHMS.
MopT, N0 KOTOPOMY COBEPLLAETCA MOMbITKA MNOAKIOYUEHMS.

HanpaBﬂeHme coeanHeHNnA.

Py KOBOACTBO MNOJib30BaTeENSA
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2. MpumunTe pelleHne O TMOAXOAAWEN ANA  AaHHOrO Cayyas onepauum  u Bblbepute
COOTBETCTBYHOLLEE AENCTBUE B HUXHEW YACTU OKHa:

e UTObbl OAHOKPATHO HJIOKMPOBATL AaHHOE MOAKAOYEHWE, BbibepuTe aenctBne 3anpeTvuTb
OAHOKpPAaTHO;

e UTOObl OAHOKPATHO MO3BOAUTbL MPUIOXEHUIO AaHHOE MOAK/IOUEHME, BbibepuTe AencTBune
Pa3pewunTb 04HOKpPaTHO;

e UTOObI NepenTn K popme co3gaHua npaBuna dunbTpaunn, Boibepute genctene Cospartb
npaBunao. OTKPOeTCcA OKHO, B KOTOPOM Bbl MoXeTe Anbo BbiOpaTb NpeaycraHOBAEHHOe
npaBuao, MMHO BPYUHYHO CO34aTb MPaBUAO AN MPUIOXKEHWNN.

3. Haxmute kHonky OK. BbpaHamaysp BbIMOJHUT YKa3aHHYHO BamMu oOnepauuto, U OKHO
onoBeLleHnsa byaeT 3aKpbITO.

{ | "_L Ana co3gaHva npaBua HeObXoAMMbI MpaBa agMUHKUCTPaTOpPA.

B cnyuasx, korga nporpamma, OCyLLECTBAAKOWAA MOMbITKY MOAK/JAHOUEHNA, YXe W3BeCTHa
bpaHamayspy (TO ecTb Ana Hee 3ajaHbl Npasuna ¢GuAbTPaLUWUKM), HO 3anycKaetca ApPYrum
HeM3BEeCTHbIM  MPWIOXeHWeM  (POAuTeNbCKMM  npoueccoM),  bpaHgmaysp  BbiBOAUT
COOTBETCTBYIOLLEE NpesyrnpexaeHne.

I'IpaBMna ANA poauTesibCKuUX npoueccos

1. MNpw obHapy>KeHWW MOMbITKA MOAKAHOUYEHNA K CETU CO CTOPOHbI MPUIOXKEHMS, 3aMyLLEHHOTO
Hen3BeCcTHOM Aana  bpaHamMayspa nporpaMmon, O3HakoMbTeCb C WHPoOpmMauven 06
ncnonHsemom darine poamTeNbCKON NPOrpaMmmbl.

2. Korpga Bbl nMpuMeTe pelleHve O MOAXOAALEN AN JAHHOTO C/y4yas onepauuu, BbIMOJHUTE
OZAHO W3 CNeAYOLWNIA JeNCTBUN:

e UTObObl OAHOKPATHO G/JIOKMPOBATb MOAKAHOUYEHME MPUNOXKEHUA K CETW, HAXKMUTE KHOMKY
3anpeTuTts;

e UTOObl OAHOKPATHO MO3BOAUTb MPUIOXKEHUIO MOAKAHOUNTBCA K CETW, HaXMUTE KHOMKY
PaspewuTsb;

e yTOOBbI cO034aTb NpPaBWAO, HaXMUTe CO3AaTb npaBuio N B OTKPbIBLUEMCA OKHE 3a,u,a17|Te
HeO6XOAV]MbIe HaCTPOWKM AN POAUTENLCKOrO NpoLIecca.

3. Haxmute «kHonky OK. BbpaHamaysp BbINOAHWUT yKa3aHHYO BaMW OMepauuto, U OKHO
onoseLleHnsa byaeT 3aKpbITO.

TakxKe BO3MOXHa CUTyaLus, Mpu KOTOPOW HEW3BECTHOE MNPWUIOXEHME 3anyCcKaeTcs ApYrum
HEW3BECTHbIM MPUIOXEHWEM, B TakOM Clyyae B MNpeaynpexaeHun OyaeT BbiBeAeHa
COOTBETCTBYIOLAn MHPOopMauua 1 npu Beibope Co3aaTbh NpaBUIO OTKPOETCS OKHO, B KOTOPOM
Bbl MOXETe HaCTPOUTb MpaBuaa Kak A/1d NPUAOXKEHWN, TakK U AN POAUTENbCKUX MPOLLECCOB.

Py KOBOACTBO MNOJib30BaTeENSA
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12. KoMnoHeHTbI 3aWunThbl

12.4.2. Hactpoiika BpaHgmayspa

| Ans poctyna Kk HacTporikam BpaHamayspa 3anpallvBaeTcs Mapofb, ecau B paszene
Hactporiku Bbl BkAtOUMAM onuuio 3awmiarth naposem Hactpoiiku Dr.Web.

@ KOMMOHEHTHI Pexxum paboTsl
:)dUJ'MTH | VIHTEpaKTUEHBIA pexirM v
SplDer Guard PazpelaTs NOKaNbHbIE CORAMHEHWUA
@ B

SplDer Mail
M2mMeHnTs 4OCTYN K CETH AAR NPHUAOKEHWA

CkaHep Aocry AR np

MzmennTs NapameTpesl paboTel 4R W2EECTHLIX CETel

bpanamay3p

anEEHTMEHaH 3allTa

[Ana Hayana paboTbl ¢ BpaHAaMay3pom HeobxoanMO:

e BbIbpaTbh pexxum paboTbl MporpaMmsi;

® HACTPOUTb CMNCOK aBTOPU3OBaAHHbIX I'IpMJ'IO)KEHI/IlZ;

® HaCTPOWUTb NapamMeTpbl AN N3BECTHbIX CETEN.

Mo ymonuaHuto bpaHamaysp aBTOMaTUYeCKN CO34aeT NpaBuia AN N3BECTHbIX MPUAOXEHUN. BHe
3aBMCUMOCTU OT pexxrMa paboTbl MPON3BOANTCA PErucTpaLmsa CobbITUA.

HaCTpOIZKM nporpaMmmMmbl N0 YMOJIYaHUKO  ABAAKOTCA  ONTMMaJibHbIMW  ANA OO/bLLIMHCTBA
HpMMEHeHMIZ, X He cieayeTt USMEHATb 6e3 HEO6XO,D,I/IMOCTI/I.

Hactpoika Paspewatb Jioka/ibHble COEAWHEHUA TO03BO/MAET BCEM  MPUIOXKEHUAM
6ecnpenaATCTBEHHO yCTaHaBAMBaTb COEAMHEHWA Ha BaweM KommnbtoTepe. K Takum
MNOAKIOUYEHNAM MpaBuaa NpPUMeHATbCA He OyayT. CHuMWTe 3TOT (Aaxok, YTOObl MPUMEHATb
npaeuna GuUAbLTPaLUM BHE 3aBUCMMOCTU OT TOTO, MPOUCXOAUT I COEAUHEHMEe MO CeTV UAN B
pamKax Ballero KommnbroTepa.

PYKOBO,U,CTBO nosib3oBatens
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Bbi6op pe>xxmma paboTbl

BbibepuTte OANH 13 CeAYOLLNX PEXUMOB PaboThbl:

° Pa3pe|.ua'rb HensBecCcTHblie coeAuHeHUA — pPeXunm, Tnpu KOTopoM BCEM HEU3BECTHbIM
NPUAOXEHNAM NPesoCTaBAAeTCA 4OCTYN K CeTEBbIM pecypcam;

e Co3paBaTtb NpaBuaa A1 U3BECTHbIX NMPUIOXKEHMA aBTOMATUUECKU — PEXMM, NPU KOTOPOM
npaBuaa AN W3BECTHbIX MPUAOXEHUN [06aBAAKOTCA aBTOMaTM4Yeckn (MCMoab3yeTca Mo
YMONYaHUIO);

¢ IHTepaKTUBHbINA PeXXuUM — pexxnm 0byyeHns, Npu KOTOPOM MO/b30BaTENtO MPeOCTaBAAETCS
MOJIHbIV KOHTPOb Haj peakuuen bpaHamayapa;

e broknpoBaTb Hen3BeCTHble COEAMHEHUA — pPeXVM, MpU KOTOPOM BCE HeU3BeCTHble
NOAK/NOYeHNA aBToMaTtuueckn 6Hnokupyrotca. K3BecTHble coeanHeHna obpabatbiBatoTcs
BpaHamayspoM cornacHo 3azaHHbIM rpasuaamM GuabTpaLumn.

Pa3peu.|a'rb HensBecTHble coeagnHeHunA

B 3TOoM pexume poctyn K ceTeBbIM pecypcaM, Bkawouyas VIHTepHeT, npepocTaBaseTcs BCEM
HEeN3BECTHbIM MPUNOXKEHMUAM, A8 KOTOPbIX HE 3ajaHbl NpaBuaa Guabtpaumm. MNpu obHapy>XeHnK
NONbITKN NOAKNtOUEeHNA bpaHaMay3p He BbIBOAUT HUKAKMX COOBLLEHMI.

CO3AaBaTb npaBuja AnAa N3BeCTHbIX anIJlO)I(eHVIFI aBTOMaTU4yYeCckKun

o707 pexnm ncnonbsyeTcd no yMmoa4d4aHuio.

B 3TOM pexxume npaBuia ANs U3BECTHLIX MPUNOXKEHWI L06aBAAIOTCA aBTOMATUUECKW. s apyrux
NpunoXeHU bpaHaMaysp npefocTaBiseT BaM BO3MOXHOCTb BPYUHYH 3anpeliatb Wau
pa3peLlaTb HEM3BECTHOE COEAMHEHNE, a TakxKe CO3aBaTh A1si HEro MpaBusIo.

Mpyn 06HapPY>XEHUN MOMbITKA CO CTOPOHbI OMEPALMOHHOM CUCTEMbI WMAWM MOJIb30BATENLCKOIO
MPUAOXKEHNUA MOAY4YUTb AOCTYN K CeTeBbiM pecypcam bpaHamaysp npoBepseT, 3ajaHbl v Ans
3TUX nporpamMmm npasBuna ounbtpauun. Ecav  npaBuna  OTCYTCTBYHOT, TO  BbIBOAWUTCH
COOTBETCTBYIOLLEE MpesynpeXxaeHne, rae BaM npegnaraetcs BblbpaTb AnMH6O BpemMeHHoe
pelleHne, IMbo co3aaTb NPaBMIO, MO KOTOPOMY B AasibHENLLEM NOAOOHbIE NOAKAOUEHUs ByayT
obpabaTtbiBaTbCA.

MHTepaKTUBHbIN peXXum

B aTomM pexume BaM npeAoCTaBAAETCA MOJIHbIA KOHTPO/b Haj peakuunen bpaHamayspa Ha
obHapy>XeHne Hen3BEeCTHOTrO MOAK/AOYEHUS, M TakuM 06pa3oM Mpom3BOAUTCA ObyudeHune
nporpamMmbl B npoLiecce Ballert paboTbl 3@ KOMMbIOTEPOM.

Mpyn 06Hapy>KeHUN MOMbITKA CO CTOPOHbI OMEPALMOHHOM CUCTEMbI WMAW MOJIb30BATENLCKOrO
NPWAOXKEHNA MOAYy4YUTb AOCTYN K CeTeBbIM pecypcam bpaHamayap nposepseT, 3ajaHbl v Ans
3TUX nporpamMm npasuna ¢uabTpaumm. Ecam  npaBuna  OTCYTCTBYHOT, TO  BbIBOAMTCH
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12. KoMnoHeHTbI 3aWUTbI

COOTBETCTBYlOLLEE MpeaynpexaeHne, rae BaM npegnaraeTcs BblbpaTb AnMbo BpemMeHHoe
pelleHne, amMbo co3aaTtb NPaBMaO, MO KOTOPOMY B AajbHellleM NoAobHble NOAKA0YeHMA ByayT
obpabatbiBaTbCS.

Bnokn poBaTb HeM3BeCTHbleé coeanHeHUuA

B 3TOM pexuvme BCe Heu3BeCTHble MOAKIHOYEHUA K CeTeBbIM pecypcaM, BkAtouasa VIHTepHerT,
aBTOMaTU4eckn BAOKMpPYHOTCA.

Mpyn 06Hapy>KEHWUN MOMbITKW CO CTOPOHbI OMEPaLMOHHOM CUCTEMbI WMAW MOJb30BaTENLCKOrO
NPWAOXKEHNA MOAYy4YUTb AOCTYN K CeTeBbIM pecypcam bpaHamayap npoBepseT, 3ajaHbl v Ans
3TUX Mporpamm npaswna eunbtpaumn. Ecav npaesuna duabTpaumm oTcyTcTBYHOT, TO BpaHamayasp
aBTOMaTU4yeckn H6a0KMpyeT JOCTyn K CETM U He BbIBOAMT HUKakmx coobluieHwni. Ecam npasuna
bunbTpaLnmn Ans JaHHOTO NOAKNFOUEHWSA 3a/jaHbl, TO BbINONHAOTCA YKa3aHHble B HUX AENCTBUS.

I'Iapameprl AaAnAa anﬂO)I(EHMVI
f | ': [ns Kaxkaor nporpamMMbl MOXeT 6bITb He 6oaee ogHOro Habopa npasua GuabTpaLUn.

OunbTpaums Ha YpPOBHE TMPWUAOXEHUI MO3BOASET KOHTPOJMPOBATb JOCTYM KOHKPETHbIX
nporpaMM M MPOLECCOB K CETEeBbIM pecypcaM, a TakXe paspewnTb WM 3anpeTuTb 3TUM
MNPUIOXEHUAM  3amyck ApPYyrux npoueccoB. Bbl MoxeTe 3agaBaTb npaBuia Kak Ans
NOJIb30BATENbCKUX, TaK U AN CUCTEMHbIX MPUNOXKEHWIA.

;_"l*: Ecnv dann npunoxeHus, Ans KOToporo 6bl10 CO34aHO MpPaBWaO, U3MeHWACA (Hampumep,
: 6bINO  YCTaHOBNEHO OOHOB/EHME), TO bpaHaMaysp nNpesioXuT NOATBEPAUTb, UTO
NPUAOXKEHNE MOXET 0bpallaTbCs K CETEBbIM pecypcaMm.

B maHHOM pasgene Bbl MoxeTe dopmmUpoBaTb Habopbl NpaBua GUabTPaLMK, CO3A4aBas HOBbIE,
pefakTupys CyLlecTBYIOLLME WV yAanAs HeHyXHble npaBwia. [puioxeHve OAHO3HAYHO
NAEHTUOULIMPYETCA NMOAHBIM NMyTEM K UCMoaHAeMoMy dainy. [lns ykasaHus sapa onepaumoHHON
cuctembl  Microsoft Windows (npouecc system, Ans KOTOPOro HeT COOTBETCTBYHOLLETO
ncnonHsemoro darina) NCNoab3yeTcs UM SYSTEM.

;_"l*_s. Echv Bbl co3gann 6nokvpylollee npaBuIO AN MpoLecca WM YCTaHOBWAW  PEXUM

BnokvpoBaTb HeW3BECTHbIE COEAUHEHMS, a MOTOM OTKAHOUMAM BJIOKMpYOLLEe MPaBuaO UK

M3MEHWUN pexunM paboTbl, 610kMpoBka OyaeT fAencTBOBaTb AO MOBTOPHOW MOMbITKA
YCTaHOBUTb COEAVMHEHWNE, NHULMMPOBAHHON CaMUM MPOLIECCOM.

ﬂ,/’lﬂ I'IleJ'IO)KeHVIVI, KOTOpble YyXe YydaneHbl C Ballero KOMMNbHOTEpPa, MNpaBWia He YAanAroTCA
aBTOMaTn4eckun. Bel moxeTte YAannTb TakKne npasumna, Bbl6paB MYHKT Ypanntb HeuncnoJsJibdyemblie
npaBuia B KOHTEKCTHOM MEHHKO CnncKa.
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12. KoMnoHeHTbI 3aWUTbI

MNMpaBwuna gna npunoxxeHni

B okHe HoBbiii Habop npaBun ana npunoxkenusa (v PepakTupoBaHue Habopa npaBun
ANA) Bbl MOXETE HAaCTPOUTb AOCTYN MPUIOXKEHUS K CETEBbIM pecypcam, a Takxke 3anpeTuTb Wim
pa3peLmnTb 3anycK APYruxX NPUIOXKEHWUN.

[Ana poctyna Kk 3TOMy OKHy B HacTpoiikax bpaHamayspa HaxmuTe M3MeHUTbL AoCTyn K ceTh Ans
NPUAOXKEHWNI 1 HaxmuTe KHoMKy "/ nan BeIbepute NPUAOXKEHMe U HaxMuTe KHOMKy '/,

Mpu pabote bpaHamMayspa B pexxume 0byuyeHus, Bbl MOXETE NHULMMPOBATb CO34aHMe npaBuaa
HemnocpesCTBEHHO M3 OKHa OMOBELLEHWNS O MOMbITKE HECAHKLIMOHMPOBaHHOIO NOAKAOYEHMS.

3anyck ApYyrnx npuioXKeHun

Utobbl paspewmntb UWAX  3anpeTuTb MPUIOXKEHUIO 3anyckaTb Apyrve MnpuoXeHus, B
BbIMajatoLeM Ccnuncke BbibepuTe 3anyck ceTeBbIX NPUIOXKEHWU

e Paspeluatb, UTOObI pa3peLlnTb MPUIOXKEHNIO 3aMyckaTb MNPOLLecChl;

¢ 3anpewatb, YTOObI 3aMPETUTb MPUNOXKEHMIO 3aMnyCcKaTb NPOLECCHI;

e He 3apaHo. B 3TOoM cnyyae Ha 31O npwuaoxeHne OyayT pacnpoCTpaHATbLCA HACTPOWMKM
BblOpaHHOro pexuma pabotel bpaHamayapa.

AocTyn K ceTeBbIM pecypcam
1. BbibepuTe pexxmm AocTyna K CeTeBbIM pecypcam:

¢ Paspeluatb Bce — BCE COEANHEHNA MPUIOXKEHNA ByayT pa3peLueHbl;
¢ bnokupoBaTth Bce — BCe COeAMHEHWNA MPUIOXKEHNA 3anpeLleHbl;

e He 3apaHo. B 3TOM ciyyae Ha 3TO npwioxeHue OyayT pacnpoCTpaHATbCS HACTPOWMKM
BbIGpaHHOro pexxviMa pabotbl bpaHamayapa.

e MNonb3oBaTenbckuii — B 3TOM pexrme Bbl MOXETE cOo34aTb Habop MpaBus, paspeLlaroLmnx
VAW 3anpeLLaroLLnX Te€ UAN NHbIe COeANHEHNN MPUNOKEHUS.

2. Ecan 6bin BbibpaH lMonb3oBaTenbCKUM PeXMM AOCTyna K CETEBbIM pecypcam, TO Huxe
oTobpasntca Tabavua ¢ nHdopmaumer o Habope NpaBma ANA AAHHOTO MPUIOXKEHMS.

Mapametp OnucaHune
BkatoueHo CocTtosiHMe npaBuAa.
[Jenctune YKa3blBaeT Ha fAeNcTBue, BbiNosHsemoe bpaHzmMays3poM mpv MomnbiTke

nporpamMmmMbl NOAKIHOYNTBCA K CETU MHTepHETZ

° BIIOKVIPOBaTb nakeTbl — 6J'IOKVIpOBaTb NonNbITKY NOAK/FOYEHNA;

e Paspeluatb nmakeTbl — pa3peLLnTb NMOAK/IOYEHNE.

Vma npasuna HasBaHwue npasua.
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Mapametp

Tun coeanHeHns

OnucaHne

12. KoMnoHeHTbI 3aWUTbI

OnuncaHue

HanpaBneHune coeanHeHus:
e BxopsAwee - NpaBUAO  MPUMEHSIETCA, eCIM  COefUHeHVe
WHULMNPYETCSH U3 CETU K MPOrpaMMe Ha Ballem KOMMbHTEpPE;

e Ncxopsawee — nMpaBUIO  MPUMEHSETCS, €CIU  COeAUHEHWe
MHULMMPYETCA MPOrpaMMOoN Ha Ballem KOMMbHOTEPE;

e Jltoboe — npaBu/IO NPUMEHSETCA BHE 3aBUCYMOCTU OT Harnpas/eHus
COefMHeHNs.

[Monb3oBaTenbCckoe onmcaHne npasuna.

3. Npn HeobxoAMMOCTN OTpefaKTUPyWTe MNpefyCTaHOBAEHHbI WAN CO3jalnTe HOBbIN Habop
npaBun 419 NPUNOXKEHWA.

4. Ecnm Bbl Bblbpany co3zaHve HOBOTO WAW pPejakTMpOBaHME CYLLEeCTBYHLLEro MpaBua,
HaCTpoViTe ero napameTpbl B OTO6Pa3MBLLEMCS OKHE.

5. Mo okOoH4YaHWW peaakTMpoBaHMA Habopa npaBua Haxmute kHonky OK ana coxpaHeHwus
BHECEHHbIX U3MEHEHWIN 1AW KHOMKY OTMEHUTb 418 0TKa3a OT U3MEHEHWNA.

Hacrpoiika napameTpoB npaBuaa

MpaBuna GuabTpauMn pPeryanmpyroT CeTeBOe B3aVMOAENCTBME MporpaMMbl C KOHKPETHbIMU

XOCTaMW CeTn.

Co3paHue npaBuna

3aganTe cnegyrolne napameTpbl npasuna:

Mapametp
O6uee

Vima npasuna
Onucaxne

[Jevicteune

CocTosiHMe

Tvn coeanHeHns

OnuncaHue

Vima co3gaBaeMoro/pefaktnpyemMoro npasmina.
KpaTtkoe onucaHve npasuna.

YKa3biBaeT Ha ,ﬂ,el?lCTBI/Ie, BblINMONHAEMOE EpaH,a,MayapOM npun nonbiTke
nporpamMmMbl NOAKIHOYNTBCA K CETU MHTepHETZ

° BIIOKVIPOBaTb nakeTbl — 6J'IOKVIpOBaTb NonNbITKY NOAK/FOYEHNA;

o Paspeluatb nakeTbl — paspeLlnTb NOAKIOYUEHNME.
CocrosiHMe npaBuna:

e BruiloueHo — NpaBuIO NPUMEHsEeTCs;

e OTKJIFOUEHO — MPaBWIO BPEMEHHO HE NMPUMEHSETCS.

HanpaBneHme CoOeanHeHNnA:

Py KOBOACTBO MNOJib30BaTeENSA
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Mapametp

BepneHwne xypHana

HacTtpoiikn npaBuna

MpoTtokon

JlokanbHbIV agpec/YaaneH
HbI agpec

JlokanbHbIN NOPT/YAaneHH
bl NOPT

12. KoMnoHeHTbI 3aWUTbI

OnucaHue

° BXOAHI.I.I,ee — MpaBuo NPUMEHAETCA, eC/in COeANHEHNE UHNLNNPYEeTCA
M3 CeTn K nporpaMmmMme Ha BalleM KOMIMbHOTEPE;

¢ Ucxopdiee — npaBuio NPUMEHAETCA, €CAN COeAMHEHNE MHULUMPYETCA
nporpaMMoi Ha BalleM KOMMbHOTEPE;

e /liloboe — MpaBuIO MPUMEHSETC BHE 3aBMCMMOCTU OT Harpas/ieHus
CoeANHEHNs.

Pe>xxnm BeseHWA XypHana:

e BkaroueHo - pernctnpoBaTtb CO6bITI/IF|;

e OTKJIFOUEHO — He COXPaHATb MHPOPMaLMIO O NpaBue.

MpPOTOKOAbI  CETEBOTO W  TPAHCMOPTHOrO  YPOBHS, MO  KOTOPbIM
OCYLLeCTBASETCA MOAKNOUEHME.

MoaAep>KMBarOTCA CaefyroLe NPOTOKOIbl CETEBOTO YPOBHS:

o IPv4;
e IPV6;

e IP all — npoTtokon IP ntoboi Bepcum.

MoaAep>KMBatOTCA CaefyroLme NPOTOKOJIbl TPAHCMOPTHOMO YPOBHS:

TCP;

e UDP;

e TCP & UDP — npotokon TCP nan UDP;

e RAW.

IP-agpec yaaneHHOro xocTa, y4acTBYHLLEro B NoAkatoueHun. Bel moxete
yKa3blBaTb Kak KOHKpPeTHbIN azpec (PaBeH), Tak 1 avana3oH agpecos (B
Avana3soHe), a TakXke Macky KOHKpeTHoW noacetn (Macka) mav macku

BCEX MOACETEW, B KOTOPbIX Ball KOMMbIHOTEP WMEET CeTeBOM ajpec
(MY_NETWORK).

YTo6bl 3a4aTb NPaBMIO ANS BCEX XOCTOB, BbibepuTe BapunaHT JIto6o.
MopT, MO KOTOPOMY OCYLLEeCTBAAETCA MogkatoveHne. Bbl  Moxere
yKa3blBaTb Kak KOHKpPeTHbI nopT (PaBeH), Tak u amana3oH noptosB (B

Auana3soHe).

YTo6bl 3a4aTb NPaBMAO ANS BCEX MOPTOB, Bbibepute BapuaHT Jlro60oiA.

Py KOBOACTBO MNOJib30BaTeENSA
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MapameTpbl gna ceTen

Ha6op npaBun ana vutepdeiica

1. Ytob6bl 3agaTb Habop npaBun GuAbTPaLMM NAKeTOB, NMepeAaroLnXCca Yepe3 OrnpeseseHHbIN
nHTepdelc, B OkHe HacTpoek bpaHamayspa Haxmute U3meHuTb napameTtpbl pabotbl ans
M3BECTHbIX CeTeun.

2. Hangute B crnvcke WHTepecyowWwmnin BaC MHTEPPENC 1 conoctaBbTe eMy COOTBETCTBYHOLLUIA
Habop npasw. Ecav noaxoaawmi Habop npaBua OTCYTCTBYET B CMNCKe, CO34auTe ero.

[lns Toro uTo6bl yBUAETb BCE AOCTYMHble WHTEPdENichl, HaxmuTe kHOMKy -7 u Bbibepute
MokasaTtb Bce. B OTKpbIBLIEMCA OKHE Bbl MOXeTe yKa3aTb, Kakime UHTepdenchbl A0MKHbI BCeraa
oTobpaxaTtbca B Tabauue. AKTVMBHble UWHTepdencol O6yayT oTobpaxaTtbca B Tabauue
aBTOMaTUYeCKM.

PunbTp NakeToB

OunbTpaums Ha YPOBHE MaKeToOB MO3BOJSAET KOHTPOAMPOBATb AOCTYN K CETU BHE 3aBUCMMOCTU OT
nporpamMmmM, MHULMMPYHOLLMX NogkatoueHmne. MpaBuna NpvMeHsoTCA KO BCEM CETEBbIM MakeTam
onpeseneHHOro Tuna, KOTopble MepesaroTcs uepe3 OAWH U3 CETEBbIX WHTEPENCOB BalLEro
KOMMbIOTEpa.

[aHHbii BMA duabTpauum npefocTaBaseT Bam ObLWMe MexaHW3Mbl KOHTPOAA, B OTAMYME OT
dunbTpa NPUIOXKEHUN.

BpaHaMayap noctaBaseTcsa Co caeayowmMm npeaycTaHoOBAEHHbIMW Habopamuy Npasuma:

e Default Rule — npaBuna, onucbiBatowme Hanbonee yacto BCTpeyarolmecs KoHdurypauum
ceTM W pacnpocTpaHeHHble aTakyM (MCMOo/b3yeTca MO YMOAYAHWKO AN BCEX HOBbIX

nHTEPdENCcoB);

e Allow All — Bce nakeTbl NponyckaroTCcs;

¢ Block All — Bce nakeTbl 610knpyroTCA.

Ana yaobcTBa MCNoib3oBaHMA 1 ObICTPOrO MepPEKNOYEHN MeXay pexXrMamn GuabTpauun Bbl
Mo>KeTe 3aaTb JOMNONHWTENbHbIE HabOoPbI NpaBuI.

Ha6op npaBun agna uHrepdeiica

Yrtobbl 3asaTb NapameTpbl paboTbl NakeTHOro GuabTPa, B OKHe HacTpoek bpaHamMayspa Haxmute
M3mennTh napametpbl paboTbl ANA M3BECTHbIX ceTel, BbibepuTe ceTeBOW MHTepdeirc u

HaXXMuUTe KHOMKy /. Ha 3Ton cTpaHuLe Bbl MOXeTE:
y L

e dopmupoBaTb Habopbl MpaBun GuUAbTpaLMKM, CO3jaBas HOBble, PeAakTUpya CyLLecTByrOLLMe
NN yAanas HeHy>XKHble NpaBua;

e 33/aTb JOMOJHUTE/IbHbIE MapamMeTPbl PUAbTPALUN.

Py KOBOACTBO MNOJib30BaTeENSA
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®opmupoBaHue Habopa npaBun

Ans dopmmpoBaHus Habopa NpaBu BbINOJHUTE O4HO U3 CEAYHOLLMIA AENCTBUIN:

5

e 4TObbI CO3AaTh HAabOP NPaBUA A8 CETEBOrO UHTepdelica, HaxmuTe 2,

e uTOObI OTPEAAKTUPOBATh CYLIECTBYHOWMIA HAbop NpaBus, BblbepuTe ero B Cncke 1 Haxmure

L)
A
-y

e yTO6bI A06ABMTL KOMMUIO CyLLECTBYIOLEro Habopa nNpasBu, HaxXmute . Konua pobasnsetca
nog BbibpaHHbIM Habopowm;

e YTO6bI yaNUTh BbIGPaHHLIN Habop Npasun, Haxmute ',

ﬂ,ononerean ble HaCTpOFI KN

UTobbl 3asaTb AOMONHUTENbHbIE HACTPOMKM GuUabTpauMn nakeToB, B oOkHe HacTpoiiku
nakeTHoro ¢punabTpa ycTaHOBUTE CieaytoLme baaxkku:

dnaxkok OnuncaHue

Bkatountb YctaHoBUTE 3TOT GAaxok, UTOObl yunTbiBaTh MpU GuabTpaLmm coctosHue TCP-
AVHAaMUYeCKyro CoefVHeHMA 1 MponyckaTb TO/NbKO Te MakeTbl, COAEPXMMOEe KOTOPbIX
dunbTpaymio COOTBETCTBYET TeKylleMy COCTOAHMO. B Takom cayyae Bce  makeThl,
nakeTos nepesaBaemble B paMKaxX COeAMHEHWNSs, HO He COOTBETCTBYHOLLME cneumdukaLmm

npoTokosa, BAOKMPYHOTCA. ITOT MeXaHWU3M MO3BOJAET Jydlle 3aluTUTb Ball
kKomnbtoTep oT DoS-atak (0Tka3z B 06CAYXMBaHWM), CKaHUMPOBaHWS PECypCoB,
BHEAPEHWA JaHHbIX U APYrMX 3J0HAMEPEHHbIX OnepaLuii.

Takoke pekomMeHAyeTcAa YyCTaHaBAMBaTb 3TOT GaXOK NPV MCMO/Ib30BaHUM
MPOTOKO/IOB CO CAOXHbIMU anroputMamm nepegauu gaHHbix (FTP, SIP v 1. n.).

CHUMUTE 3TOT PaxokK, YTobbl GuabTpoBaTh NakeTbl 6e3 yyeta TCP-coeAnHEHWA.

ObpabaTbiBaTh YctaHoBUTE 3TOT GAaXKOK, YTOObl KOPPEKTHO 0bpabaTbiBaTh nepesavy 60/bLINX
dparMeHTUpOBaHHbl 0OBEMOB  AaHHbIX. Pasmep MakcumanbHoro naketa (MTU - Maximum
e IP nakerbl Transmission Unit) Ana pa3sHbIx ceTeil MOXeET BapbMpOBaTLCHA, NO3TOMY YacTb IP-

MakeToB NMpu nepesave MOXeT ObiTb pa3buTa Ha HeCKoNbko ¢parmeHToB. [pwu
NCMO/Ib30BaHWUW J@HHON ONUMKN KO BCeM dparMeHTapHbIM naketam npuMeHseTcs
OAHO U TO e JAelCTBUe, MNpesyCMOTPeHHOe MpaBuaaMu GuabTpauum Ans
ron0BHOro (MepBoro) nakera.

CHUMUTE 3TOT ¢na>|<0|<, yTObbI O6pa6aTbIBaTb BCe rnakeTbl MO OTAENbHOCTW.

Ha6op npaBua ¢punbTpauum nakeTos

B okHe PepakTupoBaHue Habopa npaBua oTobpaxkaeTcs CnMcok npaswa GUabTPaLLMK NakeToB,
BXOAALMX B KOHKPETHbI Habop. Bbl mMoxeTe dopmmpoBaTb CMUCOK, J06aBAAA HOBble UK
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penakTnpya cywectsyrowmne npasuna CI)VI.I'IpraLI,l/Il/I, a TakK>XXe M3MeHAA nopAaaoK MX BbINOJIHEHUA.
I'Ipanma NPUMEHAKTCA NoCNef0BaTENbHO, COM/IaCHO O4YepeaHOCT B CMUCKE.

ﬂ'flf-l KaXkAo0ro rnpasuja B Crcke NpeaoctaBadeTca ciejgyrolan KpaTkas MHCI)OpMaLI,VIFII

Mapametp
BrusitoueHo

[Jevicteune

Vima npasuia

HanpasneHuve

BeseHune
XXypHana

OnuncaHne

Onucanwne
CoctosiHve npasuna.

YKa3blBaeT Ha felicTBMe, BbinosHsemoe bpaHaMayspom npu obpaboTke nakera:

e BnokupoBaTb nakeTbl — 610KMPOBaTH MaKET;

e Paspeluatb naketbl — nepeAatb naker.

Vima npasuna.

HanpaBﬂeHme coeanHeHNnA:

o € _ NnpaBunNO NPUMEHAETCA, eC/IN NaKeT NMPUHUMaETCA N3 CETH;

o — NpPaBunAO NPUMEHAETCA, €C/IN NaKeT OTNPaBAAETCA C Ballero KoMnbroTepPa;

=
e
o — NpPaBunaO NPUMEHAETCA BHE 3aBUCMMOCTM OT HalpaBaeHnA COegqnHEeHNA.

PexXxum peructpauuv cobbiTiA. YkasbiBaeT Ha TO, Kakas MHPopmauus fomkKHa ObiTb
3aHeceHa B XXypHan:

e To/IbKO 3aro/IOBKU — 3aHOCUTb B KYypPHan TO/IbKO 3aroJIoBK1 nakeTos,
e Becb naker — 3aHOCUTbL B >KypHaa nakeTbl LEeJIMKOM;

e OTKJIIOUEHO — He COXPaHATb MHbOPMaLMIO O nakeTe.

KpaTKoe onncaHne npasuna.

PepakTtupoBaHue Habopa npaBun

1. Ecam Ha cTpaHuue HacTpoku nakeTHoro ¢uabTpa Bbl Bbibpann co3gaHve wan
peaakTnpoBaHue Habopa NpaBus, B OTKPbIBLUEMCA OKHe 3aJailTe Ha3BaHue Habopa npasu.

2. Co3gavite npaBuaa GuAbTPaLIMM, UCMONb3YA CAeAytoLme Onumn:

o,

e UTO6bI 106aBMTb HOBOE MPABUIO, HAXKMUTE ) MNpaBuno pobaBnseTcs B Hayano Crmcka;

iy

e YTOObI OoTpefakTnpoBaTb Bbl6paHHoe npaBunno, HaXKMUTe I'\Z_-f'l,'

e yTO6bI AO0BaBMTL KOMUIO BbIBPAHHOIO MpaBKaa, HaXXMUTE KHOMKY . Konua pobasnsetcs
nepes BbIOpaHHbIM NPaBUIOM;

fm

e uTO6bI YAANUTL BbIBPAHHOE MPABUO, HaXMKTE -/,

3. Ecim BbI Bbl6paf|l/1 co34aHMe HOBOro wman pegaktnpoBaHme CylwecTByrOLLEro npasnna,
HaCTPOWTE ero napameTpsbil.

4, V|CI'IOIIb3yVITe CTpenoykn cnpaea OT CNUCKa, yTOOBI onpeaenntb nNopAaoK BbIMOJIHEHNA
npasun. I'Ipanma BbINOJNHAKOTCA NoCcnefoBaTe/IbHO, COrNaCcHO Oo4YepesHOCTUN B CMNUCKE.

Py KOBOACTBO MNOJib30BaTeENSA
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5. Mo oKOHYaHMW peAaKkTMPOBaHMA Cnncka Haxmute KHonky OK ana coxpaHeHWs BHECEHHbIX

12. KoMnoHeHTbI 3aWUTbI

N3MEHEHUI UK KHOMKY OTmMeHnTb ANnAa OTKa3a OT N3MEHEHWUI.

;_"l*: Te nakeTbl, AN KOTOPbIX HET NMPaBuA B Habope, aBToMaTnyeckn 6aokmpytoTcs. VcknroueHus
COCTaBAAOT Te MaKeTbl, KOTOPbIe pa3peLlaroTcs npaBuiaMn B Puabtpe npuaoXKeHuUn.

Co3paHve npaBun punbTpaumumn

D o6aBneHne nnu pepakTtnpoBaHue npasuna GpunbTpauumn

1. B okHe peaakTMpoBaHUA Habopa MpaBuA ANA MakKeTHOTro GUAbTPa HaXmuTe KHOMKY

kHonky /. OTkpoeTcs OKHO CO3AaHMsA UM PeaaKTUPOBaHMS NMpaBMAa NakeTHOM GUALTPaLMM.

2. 3apaviTe cneayrolme napameTpbl NpaBua:

Mapametp
Vma npasuna
OnwucaHune

[JelictBue

Hanpasnenue

BeseHue xypHana

Kputepuii

OnuncaHune
Vima co3gaBaeMoro/pefaktnpyemMoro npasmna.
KpaTtkoe onucaHve npasuna.

Yka3blBaeT Ha AieiicTBME, BbiNOAHAeMOe bpaHamayapom npu obpaboTke naketa:

e BnokupoBaTb nakeTbl — 610kMPOBaTH NaKeT;

e Paspewatb nakertbl — nepezatb nakert.
HanpaBneHune coeanHeHus:

° BXOA’II.I.I,ee — NPaBUNO NMPUMEHAETCA, €C/IN NaKeT MPUHUMaeETCAa N3 CETU;

e Ucxopsauee — nNpaBuio NpUMEHSETCs, ecay NakeT OTMNPaBAseTcs C Ballero
KOMMbOTEpPa;

e Jlloboe - npaBuNO TMPUMEHSETCS BHE 3aBUCMMOCTM OT Hamnpas/eHus
COefMHeHNs.

Pexxkum pernctpaumm cobbiTmid. YkasbiBaeT Ha TO, Kakas MHPopMauma AoKHa
6bITb 3aHECeHa B XypHa:

e Becb nakert — 3aHOCUTL B KypHan nakeTbl LeJIMKOM;
e To/IbKO 3arosIoBKM — 3aHOCUTb B KYpPHaa TOJIbKO 3aroJIoBKM NMakeTos,;

e OTK/IIOUEHO — He COXPaHATb MHDOPMaLIMIO O MakeTe.

Kputepuin ¢unbTpaummn. Hanpumep, TPaHCMOPTHbLIA WAM CETEBOW MPOTOKOJ.
YT06bl 006aBMTL KpuTepuii GUAbTPaLUK, BbiGEPUTE HYXHbLIN KpUTEPUA B
BbINAJAlOLWEM CrMCKe U HaxXMWUTe KHOMKy /. Bbl MoxeTe Ao6aBuTb ntoboe
HeobxoAMMOe KONNYEeCTBO KpuTepueB. [N HEKOTOPbIX 3aroJI0BKOB AOCTYMHbI

AOMOJIHNTENbHbIE KPUTEPUN CI)I/IJ'IpraLI,I/II/I.

Py KOBOACTBO MNOJib30BaTeENSA
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12. KoMnoHeHTbI 3aWUTbI

3. llo OKOHYaHun pefakTnpoBaHnAa Ha>XXMUTE KHOMKY OK 4na  CoXpaHeHnA BHECEHHbIX
N3MEHEHUI NN KHOMKY OTMeHnTb AnAa OTKa3a oT N3MEHEHUNA.

;_"l*_s. Echv Bbl He pfo6aBUTE HWM OAHOrO KpUTEpPUs GUABTPaLMK, TO JaHHOe npaBwio OyaeT
: pa3peLlatb UM 61oKMpoBaTh BCe MaKeTbl (B 3aBMCMMOCTM OT HacTporiku B nose [eiAcTBue).

Ecnv B paHHOM npaBunie BHyTpu 3arosoBka IPv4 ans napameTtpoB JlokanbHbid IP-apgpec 1
YpanenHbin IP-agpec yka3saTb 3HaueHue Jlrobow, npasuno cpabotaer ans aoboro naketa,
cogepxxawiero 3aronosok IPv4 wn otnpaBneHHoro ¢ ¢u3nMyeckoro agpeca NOKaabHOro
KOMMbtoTepa.

12.5. Dr.Web ana Outlook

OcHoBHble PYHKLUN KOMMOHEHTa
MNoaxnroyaembii Mogynb Dr.Web ans Outlook BeinonHseT chegytowme GyHKUUN:

® aHTMBUPYCHasA NPOBepPKa BAOXEHHbIX GaNoB BXOAALLMX MOYTOBbIX COOOLLEHNN;
e MpoBepKa NoyTbl, MOCTynaroLLen nNo 3awmndpoBaHHOMY coeanHeHunto SSL;
e OB6Hapy>XeHne 1 HenTpanusaLmsa BPeLOHOCHOrO NPOorpaMMHoOro obecrneyeHums;

e CMOJ/Ib30BaHNe 3BPUCTUYECKOTO aHaaM3aTopa ANs AOMOJHUTENbHOM 3alMUTbl OT HEU3BECTHbIX
BMPYCOB.

12.5.1. Hactpoiika Dr.Web ansa Outlook

Hactporika napameTpoB M MNPOCMOTP CTaTUCTMKM paboTbl NpOrpammbl OCYLLECTBAAETCA B
nouytoBoM npunoxerHun Microsoft Outlook B passene CepBuc — MapameTpbl — BkAagka
AntuBnpyc Dr.Web (an1a Microsoft Outlook 2010 B pa3szene ®awin — MMapameTpbl —
Hapcrponkmn Heobxoammo Bbibpate Dr.Web pna Outlook »n Haxate kHorky MapameTpbl
HaACTPOMKN).

il:“ Bknagka AHTBMpYC Dr.Web B HacTpoiikax npunoxerus Microsoft Outlook goctynHa Toabko
: NPV HaNM4YMKM y Nob30BaTeNA NPaB, MO3BONAIOLNX U3MEHATb JaHHbIE HAaCTPOMKW.

Ha Bknagke AHTMBMpYc Dr.Web otobpaxaercs  Tekywjee  cOCTOAHME  3alUUThI
(BKNtOYEHa/BbIKNtOYEeHa). Kpome Toro, oHa npeAocTaBaseT AOCTYN K CAeAytolwnM QyHKLMAM
nporpammei:

¢ J)KypHas — N03BO/IAET HACTPOWUTb PErmcTpaL o cobbITUN MpOorpaMmmel;

e [1lpoBepKa BJIOXEHWUV — NMO3BOJAET HAaCTPOUTb NMPOBEPKY 3/IEKTPOHHOW MOYTHI U OnpeaenTb
AenCcTBMA NporpaMmsbl A 0OHapYy>KEHHbIX BPEJOHOCHbIX OO BEKTOB;

e CTaTnCTMKa — NOKa3bIBAET AaHHble 06 06bekTax, MPOBEPEHHbIX 1 06pPaboTaHHbIX MPOrpaMMON.

Py KOBOACTBO MNOJib30BaTeENSA
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12. KoMnoHeHTbI 3aWUTbI

12.5.2. O6Hapy>xeHue yrpos

DrWeb gna Outlook ncnonbsyet pasivuHble MeTOAbl OOHaPY>KeHUA BUPYCOB U APYTUX Yrpos
6esonacHoctn  komnbtoTepa. K HalWAeHHbIM  BPeAOHOCHbIM ObbekTaM  MPUMEHAHOTCA
onpegensemble Nosb3oBaTeNeM JeUCTBUA: NeyeHne NHPULIMPOBaHHbIX OOBEKTOB, YAaleHVe Uan
nepemelleHne B KapaHTUH AN UX U3019LMKN 1 6e30MacHOro XxpaHeHus.

BpeaoHOCHble 06beKTbI

Dr.Web ans Outlook obHapyxuBaeT cregytouie BpeLOHOCHbIE OOBEKTDI:

* NHPUUMPOBaHHbIE OOBLEKTDI;

darinbi-60MbbI K apxmBbI-60MObbI;

peksaMHble NPOorpammbl;

e MporpaMMbl B310Ma;

e NporpaMMbl 403BOH3;

® MPOrpaMMbl-LLyTKY;

e MOTeHLMaNbHO OnacHble MPorpammbl;
e LUMWOHCKME NpOorpamMmbl;

e TPOSIHCKME NMPOrpaMmbi;

® KOMMbHOTEPHbIE YEePBU N BMPYCbI.

DencrBua

Dr.Web ana Outlook no3Bonser 3agaTb peakuuto NporpaMmbl Ha OBHapy>XeHWe 3apakeHHbIX
WA  NOAO3PUTENbHBIX GaloB W BPEAOHOCHbIX MNPOrpaMM MNpW  MPOBEPKE  BAOXEHWUN
3/IEKTPOHHOM MOMTbI.

Utobbl HacTpOWTb MPOBEPKY BAOXEHWA W  OMpefennTb AeNcTBMS NporpamMMmbl  ANA
OBHapy>eHHbIX BPEAOHOCHbIX O6bLEKTOB, B MOYTOBOM npuaoxeHun Microsoft Outlook B
paszene CepBuc — MapameTtpbl — Bkaagka AHTUBMpYC Dr.Web (gn1s Microsoft Outlook 2010 B
pa3zene ®aun — Mapamerpbl — HapcTpouikn Heobxoammo Bbibpate Dr.Web gna Outlook u
HaxkaTb KHOMKy MapameTpbl HaaCTPOMKM) HaxXmMuTe KHOMKy NMpoBepka B/AO)KeHUA.

il'f OkHO I'IpOBepKa BJIO)KEHUM AOCTYNMHO TOABbKO MpwW Haandmn y nosb3oBaTesia rpaB
: aAMUHNCTPAaTOpPa CUCTEMBbI.

Ana OC Windows Vista n ctapLue npu Haxatnm kKHonkn MpoBepKa B0XKEHWIA:

e npu BkAtoyeHHoM UAC: agmuHuctpaTopy 6OyaeT BblfaH 3anpoc Ha MOATBEpPXKAeHWe
[LEeNCTBUIM NporpamMmmbl, Nosib3oBaTento 6e3 agMUHUCTPaTMBHBIX NpaB byaeT BblgaH 3anpoc
Ha BBOJ, YUETHbIX JaHHbIX afMUHNCTPATOPa CUCTEMBI;

e npu BbikatoyeHHOM UAC: aZgMWHUCTPATOP CMOXET M3MEHATb HacTpPOWKM MpOorpammbl,
MoJ/ib30BaTe/lb HEe CMOXET MONYUUTb JOCTYN K U3MEHEHWIO HAaCTPOEK.

Py KOBOACTBO MNOJib30BaTeENSA
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12. KoMnoHeHTbI 3aWUTbI

B okHe I'IpOBepKa BJIOXKEHUIN Bbl MOXeTe 3a4aTb AeﬁCTBV]FI nporpaMmmbl ANnA pPasanyHbIX
KaTeFOpMVI npoBepAeEMbIX 0b6beKkToB, a Takxe 4nda Cnydad, Korgda npu npoeBepke BO3HUKANU
oLn6KN. KpOMe TOrO, Bbl MOXeETe BKJIKOUYNTb UIN BbIKNHOYNTb MPOBEPKY apXMBOB.

Ana 3apaHnA pelcTBMU Hap OGHapY)XeHHbIMU BpPEAOHOCHbBIMU oOb6bekTamu cayxart
cnepyrowime HaCTPOMKM:

BbiNagarowmin cnnucok MHeuUuMpoBaHHble 33/aeT peakuuto Ha ObHapyXeHue O6BEKTOB,
3apaXKeHHbIX M3BECTHBIMUN U (MPEAMNONOXNUTENBHO) U3NEYNMbBIMUN BUPYCaMK;

BbiNaZaroWwmin  cnnucok HeBbleueHHble 33JaeT peakuutio Ha O6HapyXeHWe O6BEKTOB,
3apaXKeHHbIX WM3BECTHbIM HEW3NEUMMbIM BUPYCOM, a TakKe KOrAa npeanpuHsaTas nomnbiTka
M3/IeYEHNS He MPUHeCna ycrnexa;

BbiNagatowmin cnmcok Mopo3putenbHble 3ajaeT peakuMto Ha OOHapyXeHWe O6BEKTOB,
MPEeANONIOXMNTENBHO 3apaXKeHHbIX BUPYCOM (CpabaTbiBaHMeE 3BPUCTUYECKOTO aHaM3aTopa);

pa3zen BpepoHocHble nporpamMmbl 33jaeT peakuuto Ha oObHapyxeHue CesyroLero
HexxenatenbHoro MO:

o pekNaMHble NPOorpamMmbl,

o NporpamMMmbl A4O3BOHA,

o NPOrpamMMbl-LUYyTKK,

o AporpamMMbl B310Ma,

8 MOTEeHUMaNbHO OMacCHbIE;

BbiMagatownin cnmcok Mpwm owmbke npoBepkn NO3BONSET HACTPOUTL AENCTBMA NMPOrpamMmbl B
cNny4yae, eCv NMpoBepKa BAOXEHMA HEeBO3MOXHa, HarmpuMmep, ecin OHO npejcTaBaseT cobow
MOBPEXAEHHbIN NN 3aLUULLEHHBIV Napoaem dawns;

dnaxok MMpoBepATb apxuBbl (peKOMeHAyeTcA) MO3BOASET BKAOUUTL WAW OTKAHOUUTb
NPOBepPKy BIOXEHHbIX $ainnoB, NpeAcTaBAfOLWNX COOOM apXxvBbl. YCTaHOBUTE 3TOT (aaxkok
AN BKIOYEHWS MPOBEPKU, CHUMUTE — ANl OTKJIHOUEHUS.

Cocras AOCTYMHbIX peaKLI,VIVI 3aBUCUT OT TMNa BUPYCHOTro CobbITUSA.

MpeaycmoTpeHbl cneayowme AelcTBUA Hag o6Hapy>KeHHbIMU 06beKTamMu:

Bbineuntb (feicTBME JOCTYNMHO TONBKO ANA MHOULMPOBaHHbLIX OOBEKTOB) — O3HAyaeT, yTo
nporpaMma npeanpuMeT NOMbITKY BblN€UYNTb MHOULMPOBAHHbIA OOBEKT;

Kak pans HeBblleUEHHbIX (LeACTBUE AOCTYMHO TONbKO AN UMHOULMPOBAHHbLIX OOHLEKTOB) —
O3HauaerT, YTo K UHPULMPOBAHHOMY BJIOXKEHMIO ByZeT NPUMEHEHO AeWCTBUe, BbiIOpaHHOe A/
HEBbIJIeUEHHbIX OOBEKTOB;

Ypanntb — 03HauaerT, uTo 06bekT ByaeT yaaneH;
MepemecTUTb B KAPaHTUH — O3HAYaeT, UTo 06BbEKT ByAeT N30MpoBaH B Nanke KapaHTuHa;

MponycTntb — 03HauaeT, UTo 06BLEKT ByaeT NponyLueH 6e3 N3MeHeHUN.

Py KOBOACTBO MNOJib30BaTeENSA
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12. KoMnoHeHTbI 3aWUTbI

12.5.3. Perncrtpaumnsa cobbitni

Dr.Web ana Outlook pernctpupyet owmbkm n nponcxoaaiyme cobbiTna B CIEAYHOLMNX XYPHanax
perncrpauuu:

e XYypHan perncrpaumnmn cobbiTmii onepaumoHHon cuctemsl (Event Log);

e TEKCTOBbIV XYPHaNA OTAaAKMN.

J)XypHan onepauMoOHHOU CUCTEMDbI

B

XypHan perucrpaumm onepaumoHHon cuctembl (Event Log) 3aHocutca  cnegytroulas

nHdopmayms:

COO6LLI,€HMFI O 3anycke 1 OCTaHOBKE NMporpamMmmbl;

napameTpbl katoueBoro danna: feCTBUTENbHOCTb UAN HEAEWNCTBUTENbHOCTb JULLEH3UN, CPOK
AEeNCTBMA AnNLeH3MM (MHbOopMauma 3aHOCUTCA MpW 3amnycke MNporpamMMbl, B npouecce ee
paboTbl 1 Npu 3ameHe kato4ueBoro Ganna);

napameTpbl MOAy/iei MPOrpamMmbl: CKaHepa, A4pa, BUPYCHbIX 6a3 (MHbopMaLma 3aHOCUTCS NMpu
3anycke nporpamMmbl U NPy 06HOBAEHWUW MOAYNEN);

COObLLEHME O HEAENCTBUTENILHOCTU NINLLEH3UKN: OTCYTCTBME KAHOUEBOro daina, OTCyTCTBUE B
KNHOUYEeBOM Galne paspelleHVs Ha WCMO/b30BaHWE MOAy/NeNn MpOorpaMMbl, JMLEH3MSA
3ab610KMpPOBaHa, HapyLlleHWe LeNoCTHOCTM Kao4yeBoro daina (MHpopmMaums 3aHOCKUTCS Npu
3anycke nporpaMmbl 1 B npoLiecce ee paboTbl);

coobLLeHNs 06 06HapYy>KeHNN BUPYCOB;

yBELOMEHMA O 3aBepLUEHUM CPOKa AEUCTBUSA NnLeH3nn (MHpopMaums 3aHocuTca 3a 30, 15, 7,
3,2 11 aeHb O OKOHYaHMA CPOKaA).

Yr1o6b1 NPOCMOTpETb XXypHa/ perncrpauumn cobbitnii onepaLuoHHON CUCTEMbI:

1.
2.

Otkpovite NMaHenb ynpaBaeHUs onepaLvoOHHON CUCTEMBI.
Bbibepute pasgen AgmmnHuctpupoBaHue — MpocmoTtp CobbiTUMA.

B neBon uactn okHa MpocmoTp CobbiTui BbibepuTe NyHKT Mpunoxxkenune. OTKPoOeETCH CNNCOK
COObITUI,  3aperucTpUpoBaHHbIX B >XXypHane MoJb30BaTeNbCKMMU  MPUNOXKEHUAMMN.
NcTounmkom coobuieHnn Dr.Web ans Outlook sensetcs npunoxxenne Dr.Web gnsa Outlook.

TeKCTOBbIV YXKypHa/ OT/1agKu

B TEKCTOBBIV XXypHan OTNajKN 3aHOCKTCA CaegytoLias MHbopmauums:

COObLLEeHNS O AeNCTBUTENBHOCTU UV HEAENCTBUTENbHOCTU INLLEH3UV;
coobueHns 06 obHapy>KeHW BUPYCOB;

coobLeHns 06 owmnbKax 3anmucn nam yteHns Gannos, owmnbkax aHanm3a apxmMBoB Uan Gpainnos,
3alUMLLEHHbIX Naponewm;

Py KOBOACTBO MNOJib30BaTeENSA
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12. KoMnoHeHTbI 3aWUTbI

e nMapameTpbl MOAy/IeV MPOrpaMMbl: CKaHepa, A4pa, BUPYCHbIX 6a3;
e coobLeHMA 06 3KCTPEHHbIX OCTAHOBKAaX AApa NporpaMmbi;

e yBeJOMJIEHNS O 3aBepPLUEHNM CpoKa AeNCcTBUA anueH3mn (MHopMauuma 3aHocuTcs 3a 30, 15, 7,
3,2 11 aeHb O OKOHYaHMA CPOKaA).

Hacrpoiika perucrpaunm cobbitnn
1. Ha Bknagke AHTuUBMpyc Dr.Web Haxmute kHonky XXypHan. OTKpoeTcsi OKHO HacTpoek
>KypHana.

2. [lna MakcMManbHOM AeTanv3aumy perncTpupyembix COBbITUI ycTaHoBUTE dnaxok Bectum
noApo6HbIN XXypHan. [0 yMOAYaHWIO COBLITUS PETUCTPUPYHOTCS B OObIYHOM pexxumme.

,e_"l*_s. BeseHne nogpobHOro TEKCTOBOTO >KypHana Mporpammbl  MPUBOAUT K CHUXKEHWUIO

ObICTPOAENCTBUSA CUCTEMBI, MO3TOMY PEKOMEHAYETCS BK/IOUYaTh MakCUManbHYHO PerncrpaLmnio

COObLITUA TONIBKO B C/lyyae BO3HWKHOBEHWS OWMOOK paboTbl mpunoxeHus Dr.Web ans
Outlook.

3. Haxmute kHonky OK ana coxpaHeHna nsmeHeHun.

il'j OkHO )KypHan AOCTYNMHO TOJIbKO MpPW Haan4ymnny y noab3oBaTesia MnpaB agMUHUCTPATOPA
CNCTEMBI.

Ana onepaumoHHom cuctembl Windows Vista n cTaplue npu Haxkatin kHonku XKypHann:

e npu BkAtoyeHHoM UAC: agmuHuctpaTopy 6OyaeT BblfaH 3anpoc Ha MOATBEpPXKAeHWe
[LEeNCTBUI NporpamMmmbl, Nosib3oBaTento 6e3 agMUHUCTPaTMBHBIX NpaB byaeT BblgaH 3anpoc
Ha BBOJ, YYETHbIX JaHHbIX aJMUHNCTPATOPa CUCTEMBI;

e npu BbikatoyeHHOM UAC: agMWHUCTPATOP CMOXET M3MEHATb HacTpPOWKM Mporpammbl,
NoJ/ib30BaTe/lb HEe CMOXET MONYUUTb JOCTYN K U3MEHEHWIO HAaCTPOEK.

MpocmoTp >xypHana cobbiTnii

[na npocMoTpa TEeKCTOBOro >KypHasia cobblTuiA mporpaMmMmbl HaxmuTe kHorky [lokasaTb B
nanke. OTKPOETCA Narnka, B KOTOPOM XPaHUTCA XypHan.

12.5.4. Cratuctnka npoBepku

B noutoBom npunoxeHun Microsoft Outlook B pa3gene CepBuc — Mapamerpbl — Bk/Jajka
AntnBupyc Dr.Web (ans Microsoft Outlook 2010 B pasgene ®awn — [Mapamerpbl —
Hapcrpoitikn Heobxoanmo Bbibpate Dr.Web pgna Outlook v Haxatb kHonky MapameTpbl
HaACTPOMKN) COAEPXMUTCA CcTaTucTMyeckas WHPopmauma o6 obuiem KonmyectBe OOBHEKTOB,
NpoBepeHHbIX N 06paboTaHHbIX MPOrpaMmMon.

O6beKTbl pa3fenstoTcs Ha ClesytoLme KaTeropum:

e MpoBepeHo — 06LLee KONMYECTBO MPOBEPEHHbIX MUCEM;

o VlHq)MU,MpOBaHHbIX — KONM4ecTBO nmncem, cogepxatimne sBnpychol;

Py KOBOACTBO MNOJib30BaTeENSA
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° nOAOBPVITeIIbeIX — KOan4yectBO nunucem, nNpeanonoXmtenbHO 3apa>XeHHbIX BUPYCOM
(cpa6aTb|BaH|/|e 3BPUCTNYHECKOTO aHanmsaTopa);

o Bbls1eueHo — KOANMYecTBO O6'b€KTOB, yCnewHOo BblNe4YeHHbIX nporpaMM0|7|;

e HenpoBepeHHbIX — KO/JMYeCTBO OOBLEKTOB, MPOBepKa KOTOPbIX HEBO3MOXHAa WAW Npu
npoBepKe BO3HUKAW OWNOKY;

o Yucrbix — KOANYECTBO MUCEM, HE cojepXawmx BpeaoHOCHbIX 06BbEKTOB.
3atem YKa3blBaeTCA KOJIMYeCTBO O6'beKTOB, K KOTOPbIM Obin NPMMEHEHDI Ael;’lCTBMFIZ

¢ MepemeLteHo — KONMYECTBO 06BEKTOB, NepemeLLeHHbIX B KapaHTuH;

e YaaneHo — KONMYecTBO O6BEKTOB, YAaNEeHHbIX N3 CUCTEMBI;

¢ MponyuweHo — KoMYecTBO 06BHEKTOB, MPOMYyLLEHHbIX 6€3 N3MEeHEeHW;

¢ Cnam-nmucem — KOIMYECTBO NUCEM, PACMO3HAHHbIX KaK Cram.

Mo ymonuaHuto cTatucTnka coxpaHsietca B ¢daiine drwebforoutlook.stat, koTopbili HaxoauTCs B

nanke %USERPROFILE%\Doctor Web.

| CratcTuyeckas MHPOpMaLMa HakamnaMBaeTCa B pamkax ofHon ceccun. Mocne nepesarpysku
KoMMbtoTepa, v npw pectapte AHTuBupyc Dr.Web ana Windows, ctatnctnka o6Hynsercs.

12.6. NpeBeHTUBHaA 3awWmMTa

B paHHOM pasgene Bbl MOXeTe HacTpouTb peakuuto Dr.Web Ha penctBus CTOPOHHMX
MPWAOXKEHWI, KOTOPblE MOTYT MPMBECTU K 3apa>keHMI0 Ballero KOMMboTepa, U BbibpaTb ypOBEHb
3alUTbl OT 3KCMIONTOB.

(® KoMmmnoHeHTb! PexcuM paboTl
3aLUmTh

OnTMManeHsIA (pekKomeHayeTcs) v

SplDer Guard MzmeHnTs napameTpsl BAOKMPOEKM NOAOZPUTELHLIX AeACTEUA

SpIDer Mail HMzmeHnTs napaMeTpbl A0CTYNa ANA NPMA0XEHWA

CkaHep
3alMTa OT 3KCMI0WTOB

bpanamaysp
EJ'IOKIr‘IpOEIETh WMCNOAHEHWE HEAETOPWI0BaHHOMND KoAa W

anE:EHTI."IEIHaﬂ 3allMTa
31a OnuMA NOZEONAET 6J'IOKVIp0EIETh EpelOHOCHBIE obbekTh, KOTOpBIE MCNOABIYHIT

yAazeumocti B Adobe Reader, Internet Explorer, Firefox n apyrux useectHbix
MpPOrpanMa.

PYKOBO,U,CTBO nosib3oBatens
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12. KoMnoHeHTbI 3aWUTbI

Mpw 3TOM Bbl MOXeTe 3ajaTb OTAE/NbHbIN PEXUM 3aliWTbl ANA KOHKPETHbIX MPUIOXEHWUA U
06LMI pexXnM, HaCTPOMKN KOTOPOTro ByAyT NPUMEHATLCA KO BCEM OCTa/lbHbIM MpoLeccam.

Ana 3apaHna obLiero pexrviMa NpeBeHTUBHOW 3aLUuThl, BbibepuTe ero B cnuncke Pexxum pab6otbl
AN Haxkmute Ha onuunio UsmeHUTb NnapameTpbl 6/10KMPOBKU NOAO3PUTE/IbHBIX AEUCTBUNA. B
nocneAHem cnyvae OTKPOETCA OKHO, rAe Bbl CMOXeTe NoApobHee 03HAKOMMUTLCA C HaCcTPONKamum
ANA KaXAOrO M3 PeXVMOB WM U3MEHWTb WX. Bce M3meHeHMAa B HacTpoWKax COXpaHATCA B
MNonb3oBaTeNbckoM pexkmme paboTbl. B 3TOM OKHe Bbl TakXKe MOXeTe Co3AaTb HOBbIA MPOPUb
A9 COXPAHEHWNA HY>KHbIX HAaCTPOeK.

Co3paHue HoBoro npogpunsa

5

1. Haxmure kHonky "2/,
2. B oTKpbiBLIEMCSA OKHE YKaXuTe Ha3BaHWe A1d HOBOTo Npoduns.

3. MNpocmoTpuUTe HACTPOMKM 3alnThbl, 3aZaHHble MO YMOJYaHUIO U, MPU HeobXoAMMOCTH,
oTpesakTUpymTe ux.

Ana 3agaHna HacTpoek MNPeBEHTVBHOM 3alUWTbl AN KOHKPETHbIX MPWIOXKEHWA, Haxmute Ha
onuuio UsmeHnTb NapameTpbl A4OCTyna AN NPUIOXKEHUN. B OTKpbIBLLEMCA OKHE Bbl MOXeTe
A06aBUTL HOBOE MPaBWIO ANA MPUIOXKEHWUA, OTPeAaKTUPOBAaTb YXKe CO3JaHHOe MpPaBUao UK
YAANNTb HEHY>KHOE.

AobaBneHue npaBuna

1. Haxwmure kHonky "2/,

2. B OTKpbIBLIEMCS OKHE HaXmuTe KHonky O630p 1 ykaxuTe NyTb K MCMoaHseMomy dainy
MPUIOXKEHM.

3. MpocmMoTpuTe HaCTPOMKMU 3aluTbl, 3afaHHble MO YMONYaAHWUIO W, MPU HEOoHXOAMMOCTH,
oTpefakTupywmTe ux.

YTO6bI OTPEAAKTMPOBATH yXKe CO3aHHOE MPaBWO, BbibepuTe ero U3 Crncka 1 HaXMUTe KHOMKY
(#)

YToBbl YAQNNTb YKe CO3AaHHOE NPaBWO, BbIGEpPUTE €ro 13 CIINCKa U HaxXMUTe KHOMKY o/,

MoapobHee ¢ HacTporKaMun KaxAoro 13 pexkumoB paboTbl Bbl MOXETe 03HaKOMUTLCA HUXE B
pasgene YpoBeHb NPeBEHTVMBHOM 3aLLUThbl.

YpoBeHb NPeBEeHTUBHOM 3alUTbI

B pexvme paboTbl OnTMMaAbHbIA, YCTaHOBAEHHOM Mo ymonyaHuto, Dr.Web 3anpeluaer
aBTOMaTU4eCKOe W3MEHeHMe CUCTeMHbIX OOBbeKTOB, MOAUPMKALMA KOTOPbIX OAHO3HAYHO
CBUAETENbCTBYHOT O MOMbITKE BPEJOHOCHOTO BO3AENCTBMA Ha OMepauMOHHYyto cuctemy. Takxke
3anpeLLaeTcs HU3KOYPOBHEBBIA AOCTYN K ANCKY U Moandukauma danna HOSTS.

Py KOBOACTBO MNOJib30BaTeENSA
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12. KoMnoHeHTbI 3aWUTbI

CPEAHMﬁ YPOBEHb 3alWNTbl MOXHO YCTaHOBWUTb MNpwU NOBbILUEHHON OMaCcHOCTH 3apaxeHus. B
LAHHOM peXunmMme AONOJIHUTENbHO 3anpellaeTca 4OCTyn K TeM KPUTUYECKUM obbekTam, KOTOpble
MOTYT NOTEHUMAaNbHO NUCMONb30BaTbCA BPeAOHOCHbIMK NMporpamMmmMmamMmu.

il'f B AAaHHOM peXxume 3alnTbl BO3MO>KHbI KOHq)fII/IKTbI COBMECTMMOCTM CO CTOPOHHMM
nporpaMMHbIM o6ecnequ|/|eM, MCNoJib3yHLWUM 3alliulliaeMble BETKU peecTpa.

MapaHoupanbHbIA YpOBEHb 3aLUUTHI HEOBXOAMM AN MONHOFO KOHTPOJA 3a AOCTYNOM K
KpuTnyecknm obbektam Windows. B gaHHOM ciyyae Bam Takxke ByAeT AOCTyNeH UHTePaKTUBHBbIN
KOHTPOJIb 3a 3arpy3koi ApaliBepOB U aBTOMATUYECKUM 3amMyCcKOM NMPOrpamMm.

B pexuvme paboTbl Monb3oBaTenbCcKM Bbl MOXETe BblOpaTbh YPOBHM 3aLUWUTbl ANS KaXAOro
0b6bekTa Mo CBOEMY YCMOTPEHWIO.

3awmwaembii  OnucaHue

06beKT

LlenoctHocTb [laHHas HacTpoWka MO3BOJISET OTC/IEXMBATb MPOLECCH], KOTOpPble BHEAPSAHOTCS B
3anyLeHHbIX 3anyLeHHbIe MPUIOXEHUS, UTO ABASETCA Yrpo30i 6e3onacHoCTU KoMmbtoTepa. He
NPUIOXKEHNI OTC/IEXXMBAETCA NOBEAEHWNE TEX NMPOLLECCOB, KOTOPbIe A0HaB/EHbI B VICKIH0UeHu s,
LlenoctHocTb [laHHas HacTpoika MO3BOJISET OTC/IEXMBATb MPOLLECChl, KOTOPble MOAUDULMPYHOT
¢darinos nosib3oBaTeNbCkne daitibl MO U3BECTHOMY anropuUTMy, CBUAETEIbCTBYIOLWEMY O TOM,

nosb3oBaTeNien  4YTOo TakMe MpPOLecchl SABAAOTCA Yrpo3on 6He3onacHOCTM KOMmMbioTepa. He
OTCNIEXMBAETCS MOBEAEHME TEX NMPOLLECCOB, KOTOpble f06aBNeHb! B VckatoueHus.

HOSTS dain ®ann HOSTS wmcnonb3yeTcs onepaLMoHHON CUCTEMOW ANS YNPOLWEeHUs AocTyna K
cet ViHTepHeT. MIameHeHusa 3toro danna Moryt ObiTb pesynbtatoM paboTbl BUpyca
WAV ApYron BpeAOHOCHOW NporpamMmMbl.

HuskoypoBHeBbl  [laHHas HacTpoWka MO3BO/IAET 3anpeLlatb MPUAOXKEHNAM 3aMucCb Ha XXEeCTKUA ANCK
M JOCTYN K ANCKY MOCEKTOPHO, He obpallasch K GansoBon cnucteme.

3arpyska [aHHaa HacTpoika MNO3BONSET 3anpelwaTb MPUIOXKEHWAM 3arpy3ky HOBbIX WK
LpaviBepoB Hen3BEeCTHbIX ApaBepoB.

Kputnueckme Mpoure HacTpOMKM MO3BOAAKT 3aliMLLaTh OT MoaMdUKaLMM BETKN peecTpa (Kak B
obnactu cmcTeMHoM npodune, Tak 1 B Npoduasx BCEX NOJb30BaTeseNn).

Windows

[Joctyn k Image File Execution Options:
o Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options
[Joctyn k User Drivers:

e Software\Microsoft\Windows NT\CurrentVersion\Drivers32

e Software\Microsoft\Windows NT\CurrentVersion\Userinstallable.drivers

MapameTpbl 060104k Winlogon:

Py KOBOACTBO MNOJib30BaTeENSA
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06beKT

12. KoMnoHeHTbI 3aWUTbI

OnucaHue

o Software\Microsoft\Windows NT\CurrentVersion\Winlogon, Userinit, Shell, UIHost,
System, Taskman, GinaDLL

HoTtundukatopsl Winlogon:
o Software\Microsoft\Windows NT\CurrentVersion\Winlogon\Notify
ABTo3anyck ob6osoukn Windows:

e Software\Microsoft\Windows NT\CurrentVersion\Windows, Applnit_DLLs,
LoadAppInit_DLLs, Load, Run, IconServiceLib

Accoumaumm NCnonHsemblx Garinos:

e Software\Classes\.exe, .pif, .com, .bat, .cmd, .scr, .Ink (knroum)

o Software\Classes\exefile, piffile, comfile, batfile, cdfile, scrfile, Inkfile (kntouw)
MonuTtnkn orpaHnyeHuns 3anycka nporpamm (SRP):

o Software\Policies\Microsoft\Windows\Safer

Mnarunel Internet Explorer (BHO):

e Software\Microsoft\Windows\CurrentVersion\Explorer\Browser Helper Objects
ABTO3anyck Nporpamm:

e Software\Microsoft\Windows\CurrentVersion\Run

Software\Microsoft\Windows\CurrentVersion\RunOnce

Software\Microsoft\Windows\CurrentVersion\RunOnceEx

Software\Microsoft\Windows\CurrentVersion\RunOnce\Setup

Software\Microsoft\Windows\CurrentVersion\RunOnceEx\Setup

Software\Microsoft\Windows\CurrentVersion\RunServices

Software\Microsoft\Windows\CurrentVersion\RunServicesOnce

ABTO3anycK MNOANTUK:
e Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run
KoHdurypaums 6e3onacHoro pexuvma:

e SYSTEM\ControlSetXXX\Control\SafeBoot\Minimal
e SYSTEM\ControlSetXXX\Control\SafeBoot\Network

MapameTpbl Session Manager:
o System\ControlSetXXX\Control\Session Manager\SubSystems, Windows
CncteMHble cnyx6bl:

e System\CurrentControlXXX\Services

Py KOBOACTBO MNOJib30BaTeENSA
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12. KoMnoHeHTbI 3aWUTbI

Ecnm npu yctaHoBKe BaXkHbIX OBHOBIeHWI OT Microsoft uanm npu yctaHoBke u pabote
nporpamMm (B TOM 4mciae nporpamm gedparmMeHTaumm) BO3HWUKAKOT MPobaembl, BPEMEHHO
OTKHOUUTE NMPEBEHTUBHYHO 3aLLUTY.

A

Bbl MOXeTe HacTpPOUTL BbIBOZ YBEAOMIEHWNA O AENCTBUAX NPEBEHTUBHOW 3aLLWTbI Ha 3KPaH U
OTNPaBKy 3TVX YBEAOMJIEHWIA Ha NEKTPOHHYH MOUTY.

3awmTa oT 3KCN/IONTOB

JTa onuwmA no3BoaseT 6J10KMpoBaTb BPeAOHOCHbIE OOBEKTbI, KOTOPbIE NCMOb3YHOT YA3BMMOCTY B
NONyAAPHbIX NPUAOXKeHNAX. B cooTBeTCTBYOWEM BbINaAatoLLeM CNMCKe Bbibepute NoaxoaaLmnin
YPOBEHb 3aLMTbl OT IKCMIONTOB.

YpoBeHb 3aluThl

OnucaHune

BnoknpoBsatb MonbiTka BPe4OHOCHOrO 06beKTa UCMOo/Ib30BaTh YA3BMMOCTY B NMPOrPaMMHOM
NCMONHEHNe obecrnieyeHUn  Ans  MOAYYEeHMs  JOCTyna K  KPUTMYeckMM  obsacTam
HeaBTOPM30BaHHOIO  OMepaLMOHHOM cucTeMbl ByeT aBToMaTUYeckn 3abaokmpoBaHa.

Koza

VHTepaKTVBHbIN Mpv nonbiTke BPEAOHOCHOTO OObeKTa WCMoNb30BaTh  YA3BUMOCTM B

pexmm nporpaMMHOM ObecrneYyeHun Aas  MOJYyYEeHUs JOCTyna K KPUTMYECKUM
obnactaMm onepaynoHHoM cuctembl, DrWeb BbiBegeT cooTBeTcTBYyHOLLEE
coobuieHmne. O3HakoMbTeCh C MHbOPMaLMen 1 BbiIbepute Hy>KHOe LelCTBUE.

Pa3pewatb MonbiTka BPeAOHOCHOrO 06beKTa UCMO/Ib30BaTh YA3BMMOCTY B NMPOrPaMMHOM

NCMONHEHNe obecrnieyeHUn  Ans  MOAYYEeHMs  JOCTyna K KPUTMYeckMM  obiactam

HeaBTOPWU30BaHHOTO  OMepaLMOHHON cucTeMbl ByAeT aBTOMaTUYECKU pa3peLleHa.

Koza

Py KOBOACTBO MNOJib30BaTeENSA
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13. Cratuctuka

13. Cratucrtuka

YTobbl NMpOCMOTPETL CBeAeHMA O paboTe KOMMOHEHTOB, OTKpoWTe MeHto SplDer Agent@ n

nepenante B pasgen CraTucrmka ﬂ" Ha ctpaHvue CraTMcTMka JOCTYMHbl OTYeTbl AN
cneayroLwmx rpynm:

® Yrposbl

e OBbHOBNEHME

Ans 3anuceri rpynn Yrpo3sbl 1 O6HOBIEHMe JOCTYreH NogpobHbI oTyeT. [ 3anvcein oTueTa
BO3MOXHO NpUMeHeHne GUIbTPOB.

CeTeBasi aKTUBHOCTb
Ecnn yctaHoBneH bpaHamayasp Dr.Web, Bam goctyneH oTyeT No ceTeBOM akKTUBHOCTM.

Bbl MoXeTe yBMAETb AaHHble MO aKTVBHbLIM MPWUAOXKEHNAM, XYPHaNy MPUNOXEHWI, >XypHany
nakeTHoro ¢punbtpa. 119 3T0ro BbibepuTe Hy>XKHbIM OOBEKT B BbiNagatolweM Crmcke.

ﬂ'ﬂﬂ Ka>A0ro akTMBHOIO NMPUAOXKEHNA B OTUETE 0T06pa>|<aeTcs1:

e HanpaBJieHWe nepegavn JaHHbIX;

NpoTOKON PaboThl;

NOKaNbHbIA aapec;

yAaNEHHbIN agpec;

pa3mep OTNPaB/JIEHHOrO NakeTa AaHHbIX;

e pasMep NoJlyYeHHOro nakeTta AaHHbIX.
B >XypHane npuioxXeHui Bbl yBUANTE:

® BpEMA Ha4dana pa6OTbI NPUAOXKEHNSA;

® /IMA NPUNOXKEHNA;

MMA NpaBmaa 06paboTKM NPUNOXKEHWS;

HanpaBieHne nepegayvn JaHHbIX;

JecTBUE;

LeneBon agpec.

B >ypHane nakeTHoro punbTpa oTobpaxkatoTcs CaesytoLline AaHHbIe:

Bpems Hayana 06paboTkm nakeTa AaHHbIX;
e HanpaB/ieHVe nepesayv nakeTta AaHHbIX;

e 1MA npaBuaa obpaboTky;

NHTEPPENC;

cogep>XnMmMoe naketa.

Py KOBOACTBO MNOJib30BaTeENSA
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P

C nomoLLbo KHOMKM "/ Bbl MOXeTe 3KCMOPTMPOBATh 3aMncK XYPHANOB UAN OUNCTUTL XXYPHabI
OT 3anucen.

Moapo6HbIN oTueT

UYtobbl MpocMoTpeTb MOAPOGHbLIN OTUeT O cobbiTAx paboTtbl DrWeb, BbibepuTe HyxHOe

cobbIThE 1 HaXXMWTe KHOMKY /. [TOBTOpPHOe HaXKaTune 3TON KHOMKN CKPOeT NoApobHble AaHHble
0 cobbITUN.

./.-.\.
|

C nomouwbto kHOMKM ) Bbl MOXETe yAanuTb, CKOMMPOBATb, 3KCMOPTMPOBATb OTAE/bHbIE
COObITVA NN BECb OTHET LIIMKOM, a TakXKe OUYNCTUTb OTYeT.

[nsa otbopa cobbITUIN MOXHO BOCMO/b30BaTbCA PUALTPAMMU.

®OunbTpbl

YTobbI NOCMOTPETb B CMWCKE TONbKO Te CObbITVA, KOTOPble COOTBETCTBYHOT OMpeAeNeHHbIM
napameTpam, BOCMO/b3ynTecb GuabTpamMu. [na BCex OTYETOB WMMEOTCA MpeAyCTaHOBJ/EHHbIe
duUNbTPLI, KOTOPbIE AOCTYMHbI B BbiNajatoLLeM Cricke BBEPXY CTPaHWULbl KaXKA0W rpynmbl.

Bbl MoxeTe co3gaBaTb cobCcTBeHHble GUALTPLI CO6BLITUMA. YTO6bI CO3AaTb HOBbIM GUIBLTP,

P

HaXxmuTe KHomky X/ 1 BbibepuTe NyHKT Co3paTh B BbiNaZarolweM crincke. B oTKpbIBLLIEMCS OKHe
yKaxute Heobxoaumble Kputepumn dunbtpauun. ObpaTtute BHUMaHWe, YTo B nose KommnoHeHT
Bbl MOXETe 3aaTb Cpa3y HECKOJIbKO KOMMOHEHTOB.

CobbITMA MOXHO OTGUABTPOBaTb MO KoAaMm. [na 3toro ykaxute mx B none Kop (Hanpumep:
100-103, -102, 403) B COOTBETCTBUM CO CNEAYHOLLUMU NPaBUAaMN:

e KOAbI HY>XHO yKa3blBaTb Yepes 3anaTyo;
® MOXHO YyKa3bIBaTb Anana3oH kogos (Hanpumep, 100-103);

® CMUMBOA «-» Mnepes KOgOM UCKTHYaeT ero n3 anmanasoHa.

Takum obpasom, 3annck Buaa «100-103,-102, 403» O3Ha4yaeT, YTO HeOHXOAMMO NoKa3aTb BCe
cobbITnA ¢ «100» no «103». HO NCKNKUNTL U3 dunbTpa Kog «-102» n nokasatb cobbiTne «403».

CO3,£I,aHHbIe NMoJsib30BaTe/ieM q)I/I}'IprbI MO>XHO U3MEHUTb AW YAaNUTb.

Py KOBOACTBO MNOJib30BaTeENSA
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MpunoxxeHuns

NMpunoxxeHue A. lononHuTeNbHbIE NapaMeTpPbl KOMaHAHOW

CTPOKM

Kntoum KOMaHAHOW CTPOKM WCMO/b3YHOTCA AN 3afaHWA MapameTpoB MporpamMmam, KoTopble
MOTyT 6bITb 3anyLLeHbl MyTeM OTKPbITUA Ha BbINMOJHEHWE UCMONHAEMOrO dalina. 3TO OTHOCUTCA K
CkaHepy Dr.Web, KoHconbHOMy ckaHepy 1 kK Moaynto aBToMatnyeckoro obHosaeHus. [pn 3Tom
KNKOYM MOTYT 3aZaBaTb MapameTpbl, OTCYTCTByHOLIME B KOHOUrypaumoHHoM daine, a ana Tex
napameTpoB, KOTOPble B HEM 3aZiaHbl, UMetoT 60o/iee BbICOKNIN MPUOPUTET.

Kntoum HaumHatoTcs C cumBOfa «/» W, Kak W OCTajbHble MapaMeTpbl KOMaHAHOW CTPOKMW,
pasgenarotcsa npobenamu.

Kntoum nepeyncieHbl B aflq)aBMTHOM nopagke.

Mapametpbl ana CkaHepa n KoHconbHOro ckaHepa

/AA — aBTOMaTUYeCKU NPUMEHATb AeNCTBUA K 06HapyXeHHbIM yrpo3am. (Tonbko ans CkaHepa).
/AC — NPOBEPATb MHCTANNALMOHHbBIE NakeTbl. [10 yMOAYaHWIO ONLMS BKAOYEHa.

/AFS — WCNoAb30oBaTb MPSAMOW Clew MpW YKasaHUW BJIOXKEHHOCTM BHYTpu apxua. [lo
YMOJIYaHUO OMLMA OTKAHOUEHa.

/AR — MPOBEePATb apxMBbl. [10 yMOAUYAHUIO OMLMA BKAKOYEHA.

/ARC : <K03¢hbuyueHm_cxamusa> — MakCMMabHbIN ypOBEHb CkaTua. Ecam ckaHep onpeaenser,
yto KO3QPUUMEHT CKaTUA apxuMBa MNpPEBbIWAET YyKa3aHHbIW, pacnakoBka W MNpoBepka He
npowussoauTca. No ymonyaHuto — 6e3 orpaHnYeHui.

/ARL : <ypOB8eHb_B8/I0)KeHHOCMU> — MaKCMMaJlbHbli YPOBEHb BJIOXKEHHOCTU MPOBEPAEMOrO
apxuBa. [1o ymonuaHuto — 6e3 orpaHuYeHnin.

/ARS:<pa3mep> — MaKCMMaJbHbIi pa3Mep MPOBEPsieMOro apxvea, B kunobawtax. [lo
YyMOJYaHNIO — 6€3 orpaHUYeHn.

/ART: <pa3mep> — MOPOr MPOBEPKWU YPOBHA CXKaTus (MUHMMaNbHbIA pa3mMep daina BHYTpU
apxuBa, HauuMHas C KOTOporo OyaeT MNpPoM3BOAUTLCA NpoBepka KoddduumeHTa okatus), B
knnobawntax. Mo ymonyaHuto — 6e3 orpaHnYeHnin.

/ARX: <pa3zmep> — MaKCMMaJbHbI pa3Mep NpoBepsaeMbix OOBLEKTOB B apxvBax, B kuiobaunTax.
Mo ymonuaHuto — 6e3 orpaHnyYeHuI.

/BI - BbIBECTU MHOOPMALMIO O BUPYCHbIX Ha3ax. o ymonuaHmo onuus BKAKOYEHaA.

Py KOBOACTBO MNOJib30BaTeENSA
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Mpwunoxxenus

/CUSTOM — 3anyctutb CkaHep Ha CTpaHuLe BbIOOpo4YHOM npoBepkwn. Ecav mpu aToMm 3asaHbl
[AOMONHUTENBHbIE MapaMeTpbl (HanpuMep, 06beKTbl A8 NPOBEPKM nan napameTpsl /TM, /TB), To
byzeT 3anyLieHa BbIbOpoYHas npoBepka ykasaHHbIXx 06bekToB. (Tonbko ana CkaHepa).

/CL - ncnonb3oBaTb obaauHbln cepsmc Dr.Web. Mo ymonuyanuto onumsa BkatoueHa. (Tonbko ans
KoHconbHoro CkaHepa).

/DCT - He oTobpaxaTb pacyeTHOe BpeMsa nposepku. (Toabko ana KoHnconbHoro CkaHepa).
/DR — PeKypCMBHO MPOBepPATb Manku (MpoBepATb nognanku). [1o ymonyaHuto onumna BKAKOYEHa.
/E : <K0/IU4ecmaeo_nomokos> — rpoBecT/ MPOBEpPKY B yKa3aHHOE KOJNNYECTBO NMOTOKOB.

/FAST — npowu3BecT ObICTPYO MPOBEPKY CUCTeMbl. ECIM nMpu 3TOM 3agaHbl JOMONHUTENbHbIE
napameTpbl (Hanpumep, o6bekTbl Ana NpoBepkn wuanm napametpbl /TM, /TB), To ykasaHHble
0bbekTbl TakKe byayT npoBepeHsbl. (Tonbko ana CkaHepa).

/FL: <umA_galtna> — NpoBepATb NyTH, yKa3aHHble B darine.

/EM: <Mmacka> — nposepATb darabl No Macke. 1o yMONYaHUIO MpOBepKe MOABEpPraloTca BcCe
dannbl.

/FR: <pe2ysisipHoe_sbipaxeHue> — npoBepaTb alabl N0 pPeryaspHoMy BblpaxeHuto. [lo
YMOJIYaHUIO MPOBEpPKe NOoABEPratoTcs BCe Gpanbl.

/FULL - NpOW3BECTM MOJHYIO NMPOBEPKY BCEX XXECTKUX JNCKOB M CbEMHBIX HOCUTENEN (BKIto4as
3arpy3ouHble cekTopbl). Eciv npu 3TOoM 3agaHbl JOMOAHUTENbHbIE MapaMeTpbl (Hanpumep,
06BbeKTbl AN NpoBepkn nam napametpbl /TM, /TB), To ByaeT npou3BeaeHa HbICTpas NpoBepka u
npoBepka ykasaHHbIx 06bekToB. (Tonbko ana CkaHepa).

/FX:<mMacka> — He npoBepATb dainbl, cooTBeTcTBytoW e Macke. (Tonbko ans KoHconbHoOro
CkaHepa).

/GO — pexxum paboTbl CkaHepa, Npu KOTOPOM BOMPOCHI, MOApa3yMeBatoLe oxXmaaHme oTeeTa
OT NoAb30BaTeNs, MPOMNYCKakOTCA; peweHns, TpebytoLmne Bbibopa, NPUHMMAKOTCA aBTOMaTUYEeCKU.
DTOT pexuM MOJEe3HO MCMO/b30BaTh AJs1 aBTOMATUYeCKOM NpoBepku Garaos, Hanpumep, npu
€XeLHEBHOW NN eXeHeeNbHOW NpOoBepKe XeCTkoro Ancka. B komaHaHOW cTpoke HeobxoamMmo
yKasaTb 06bekT ans npoBepku. Bmecte ¢ napametpom /GO TakXke MOXHO MWCMO/b30BaTh
napametpsl /LITE, /FAST, /FULL. B 3TOM pexxume npu nepexoge Ha paboTy oT baTtapen npoBepka
npekpaLLaeTcs.

/JH van /? — BbIBECTU Ha 3KpaH KpaTKyto cnpaBky o pabote ¢ nporpammout. (Tosbko ans
KoHconbHoro CkaHepa).

/HA — NPOW3BOAWUTb 3BPUCTUYECKMI aHann3 GaiioB M MOWUCK B HUX HEU3BECTHbIX yrpo3. o
YMOJIYaHUIO OMLMS BK/IOYEHA.

Py KOBOACTBO MNOJib30BaTeENSA
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/KEY : <ksro4esol_ghalin> — ykasaTb NyTb K katoueBomy dawnny. [Mapametp Heobxogum B TOM
cnyyae, ecau KAoYeBOM dalnin HaxoAMTCA He B TOW >Ke narnke, Yto W ckaHep. Mo ymonyaHuto
ncnonbsyetca drweb32.key nav apyroun noaxoaawmm ns nankn C:\Program Files\DrWeb\.

/LITE - NPOW3BECTW CTapTOBYIO MPOBEPKY CUCTEMbI, MPU KOTOPOWN NPOBEPAOTCA onepaTvBHas
MamAaTb W 3arpy30uYHble CeKTOpbl BCEX AMCKOB, a TakXe MpOBeCcTM MPOBEpPKYy Ha Hanuuyue
pyTKMTOB. (Tonbko Ansa CkaHepa).

/LN - npoBepsTb dalibl, Ha KOTOPbIE YKa3biBarOT APAbIKKL. 10 yMOAYAHMIO OMNLUMS OTK/IOYEHA.
/LS — NpoBepsTb NoJ y4yeTHoM 3anucbio LocalSystem. Mo ymonuaHmto onuus oTkaroueHa.
/MA - NpoBEpPSATb NOYTOBbIE Paibl. 10 yMONUaHMIO ONUUSA BKAKOUEHA.

/MC : <4YUC/I0_NONLIMOK> — YCTAaHOBUTb MaKCMMaJbHOE YMCNO MOMbITOK BblieunTb dann. Mo
YyMOYaHNIO — 6€3 orpaHNYeHn.

/NB — He co3jaBaTb pe3epBHble KOMWUW BblIEYEHHbIX/YAan€HHbIX ¢dannos. o ymonuaHuto
OnuMA OTKIIOYEHa.

/NI[:X] - ypOBeHb UCMOJb30BaHWNA PeCypCcoB CUCTEMbI, B MpoLeHTax. Onpesenser KOIMYeCTBO
NamAaTU MCNONb3yeMOW ANS NMPOBEPKMN N CUCTEMHBIA MPUOPUTET NPOBEPKN. o ymMonyaHuto — 6e3
OrpaHnYeHni.

/NOREBOOT - OTMeHSeT nepesarpysky 1 BblkitoyeHne nocae nposepku. (Tonbko ana CkaHepa).
/NT - nposepaTb NTFS-notoku. [1o ymos4aHUto onumsa BKAOYEHA.

/OK — BbIBOAUTb MOJIHbIA  CMNCOK npoBepAaemMbIX 06beKTOB, conpoBo>XXjad He3apa>eHHble
nometkon Ok. o YMOJYaHUKO OonunAa OTKAKOYEHaA.

/P:<npuopumem> — NPUOPUTET 3anyLEeHHON 3ajayn NPOBepkM B obLien ouvepeamn 3azad Ha
npoBepky:

0 — HU3LWINA.

L — Hu3KuN.

N — 06bIUYHbIN. [PUOPUTET MO YMONYAHMIO.

H — BbICOKMA.

M — MakKcuManbHbIN.

/PAL: <ypoB8eHb_B/I0XXeHHOCMU> — MaKCUMaJlbHblA  YPOBEHb  BJOXEHHOCTM  YMaKOBLUNKOB

ncnonHaemoro daina. Ecim ypoBeHb BNOXEHHOCTW MpeBbllLaeT yKasaHHbIN, nposepka byaeTt
NPOU3BOANTLCA TONBKO A0 YKa3aHHOTrO YPOBHSA BAOXeHHOCTU. [To ymonyvaHuto — 1000.

/QL — BbIBECTW CMMCOK BCeX GaiioB, NOMELEHHbIX B KapaHTUH Ha Bcex auckax. (Tonbko ans
KoHconbHoro CkaHepa).

Py KOBOACTBO MNOJib30BaTeENSA
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/QL : <UMSA_/102u4eck020_0ucka> — BbIBECTM CMMUCOK BCeX (aioB, MOMELEHHbIX B KapaHTUH Ha
yKazaHHOM norudeckoM auncke. (Tonbko ans KoHconbHoro CkaHepa).
/QNA — BbIBOAWUTb MYTW B ABOMWHbIX KaBblYKaXx.

JOR[:[d][:p]] — yBanmTb dannbl C YyKa3aHHOro JAucka <d> (UMsA_so2u4ecko2o_0ucka),
HaxoZdAllMe B KapaHTUHe fonblue <p> (koauvecmeo) gHew. Ecam <d> n <p> He ykasaHbl, TO
6yayT yAaneHbl Bce hannibl, HAXOAALLMECA B KaPaHTUHE, CO BCEX IOrMYeCKmnxX AMckoB. (ToNbKO Ans
KoHconbHoro CkaHepa).

/QUIT - 3akpbiTb CkaHep nocae MpoBepku (BHE 3aBMCMMOCTW OT TOro, OblAN M NPUMEHEHbI
AencTBusA K 0BbHapy>keHHbIM yrpo3am). (Toabko ans CkaHepa).

/RA: <umA ¢altina> — ponucatb oT4eT 0 paboTe NporpaMmebl B ykasaHHbIn dana. [1o ymonyaHmio
— 3anucb B Gann XypHana He MPOU3BOANTCA.

/REP - npoBepPATb NO CUMBOJIbHbIM CCbIZIKaM. Mo YMOJI4HaHUKO onuna OTKKO4YeHa.
/RK - NpoOBEpPKa Ha Hann4vme pyTKnNToB. Mo YMOJIHaHUKO OonunA OTKJAKOYEHaA.

/RP: <uMA ¢alinag> — 3anuncaTb OT4YeT 0 paboTe Nporpammbl B yKasaHHbIM dainn. 1o ymonyaHuto
— 3anucb B Gaiin XXypHana He MPOU3BOAMUTCS.

/RPC:<cek>— TaWhM-ayT coeamHeHua c Scanning Engine, B cekyHaax. o ymonyaHwuio —
30 cekyHga. (Tonbko ansa KoHconbHoro CkaHepa).

/RPCD — WCMOAb30BaTb AuHamuuyeckuii wuaeHtuoukatop RPC. (Tosbko ansa  KoHCoMbHOro
CkaHepa).

/RPCE - unCnonb3oBaTb AuvHamuyeckui ueneson agpec RPC. (Tonbko pna KoHCONbHOro
CkaHepa).

/RPCE : <yesiegoli_adpec> — WCNOAb30BaTb YyKasaHHblM UeneBon agpec RPC. (Tonbko ans
KoHconbHoro CkaHepa).

/RPCH: <UMSA_XoCma> — WUCMNO/b30BaTb yKa3aHHoe uma xocta ana BbizoBoB RPC. (Tonbko and
KoHconbHoro CkaHepa).

/RPCP: <NpomMoKo/1> — WUCMO/Nb30BaTh YyKasaHHbI npotokon RPC. BO3MOXHO ucnosnb3oBaHue
npotokonos: Ipc, np, tcp. (Tonbko ana KoHconbHoro CkaHepa).

/SCC — BbIBOAUTb COAEPXMMOE COCTaBHbIX 06bEKTOB. [10 yMONYaHMIO ONUMA OTKAKOYEHa.
/SCN — BbIBOAWUTb Ha3BaHWE MHCTaANALMOHHOrO naketa. 1o ymonyaHmio onums OTKAOYeHa.

/SLS — BbIBOAMUTb JIOTX Ha 3KpaH. 1o ymonyaHuto onuma BkaroveHa. (Tonbko ana KoHconbHOro
CkaHepa).

/SPN — BbIBOAWTb Ha3BaHWe ynakoBLMKa. Mo YMOJIHaHUKO onuna OTKAKO4YEeHa.

Py KOBOACTBO MNOJib30BaTeENSA
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/SPS - oTobpaxaTb npouecc npoBeAeHWs NpoBepkn. Mo ymMonvaHWo onuusa BKAKOYEHa.
(Tonbko ana KoHconbHoro CkaHepa).

/SST — BbIBOAWTb BpeMs NpoBepkmn obbekTa. 10 yMOsIYaHNIO ONUMA OTKIOYEHa.

/ST — 3anyck CkaHepa B ¢oHOBOM pexume. Ecam He 3agaH napametp /GO, To rpaduryeckuin
pexuM oTobpaxkaeTca TOAbKO Mpu ObHapyXeHun yrpos. B 3tom pexwume npu nepexoge Ha
paboTy oT HaTapeun NpoBepka NpekpaLlaeTcs.

/TB — BbINOJIHATb MPOBEPKY 3arpy304HbIX CEKTOPOB M /1aBHbIX 3arpy304Hbix cektopos (MBR)
XKEeCTKOro Amcka.

/TM — BbINONHATL MOWCK Yrpo3 B OMEpPaTMBHOM MamsaTM (BKAKOYas CUCTEMHYH o06s1acTb
Windows).

/TR — MPOBEPATb CUCTEMHbIE TOUKN BOCCTAHOBIEHUS.
/W:<cek> — MaKCMManbHOE BpPeMs NPOBepPKM, B cekyHaax. [1o ymonyaHuto — 6e3 orpaHuyeHuni.
/WCL - BbIBOA, coBMecTuMbIn ¢ drwebwcl. (Tonbko ana KoHconbHoro CkaHepa).

/X:S[:R] — MO OKOHYaHMM TMpPOBEPKM MepeBecTM MallMHy B YKa3aHHbIA  PexXuMm:
BbIK/IFOUYEeHWe/nepe3arpy3ka/ KAy LWwmnin pexxnmM/CraLmnii pexxmm.

3asaHne AencTBUiA ¢ pasanyHbiMm obbektamu (C — BbieunTtb, Q — NnepeMecTuTb B KapaHTuH, D —
yaanutb, I- wrHopupoBsats, R- wuHPopmuposats. [eictBue R BO3MOXHO TO/NBKO AN1A
KoHconbHOro CkaHepa. Mo ymonuvaHuo ana Bcex — MHbOOpPMUpPOBaTb (TakXe TOJbKO AN
KoHconbHoro CkaHepa)):

e /AAD: <Qelicmeue> — JeACTBUA A4 peKaaMHbIX NporpaMm (Bo3MoxkHble gencteua: DQIR)

e /AAR:<Oelicmgue> — [EUCTBMA C WHOULMPOBAHHBIMW apXxmBaMu (BO3MOXHblE JAEeNCTBUA:
DQIR)

e /ACN:<QOelicmsue> — [eNCTBUA C  WHOUUMPOBAHHLIMW  UHCTANNALMOHHBIMK  MakeTaMu
(Bo3moxkHble gericteus: DQIR)

e /ADL: <Oelicmaue> — AeNCTBMA C NpOrpaMmMamm 403BOHa (BO3MOXHble aencTBus: DQIR)
e /AHT: <delicmeue> — Je/CTBUA C NporpaMMamu B3noma (Bo3MoxxHble gernctena: DQIR)
e /AIC:<Oelicmaue> — LeNCTBUA C HEU3NEUNUMbIMU Parinamm (BO3MOXHble fencTBusA: DQR)

e /AIN:<Oelicmgue> — [ENCTBUA C WHPUUMPOBaHHbIMKM ainamm (BO3MOXHbIE JAEeNCTBUA:
CDQR)

e /AJK: <Oelicmeue> — JeCTBUA C NpOrpaMMamun-LIyTkamm (Bo3moxkHble gencteus: DQIR)

e /AML: <Qelicmeue> — AEUCTBUA C WMHOULMPOBAHHLIMW NOYTOBbIMU dainamu (BO3MOXHbIE
pevicteus: QIR)

e /ARW: <Odelicmaue> — feACTBMA C NOTEHLMANBHO OnacHbIMK darinamm (BO3MOXHble AeUCTBUS:
DQIR)

e /ASU: <Oelicmsue> — AeNCTBUA C NOA03PUTENBHBIMU Palinamu (BO3MOXHble gencTeus: DQIR)
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HekoTopble koYUM MOryT WMeTb MOAMOUKATOPbLI, C MOMOLLBIHO KOTOPbIX PEXUM  SIBHO
BKJIOUAETCA B0 oTKAtOYaeTcs. Hanpumep:

/AC —peXnM SBHO OTKNHOUAETCH,
/AC, /AC+ —pexXuM SBHO BK/IHOYAETCA.

Takaa BO3MOXHOCTb MOXET ObITb MOJe3Ha B Ciayvae, €CIM PEXUM BKIHOUEH/OTKAHOUEH Mo
YMOYaHUIO MAN MO BbIMONHEHHbIM paHee yCTaHOBKaM B KOHUrypaumoHHoMm ¢anne. Cnncok
KNtOYen, JOoMNyCKaoLWMUX NpYMeHeHe MOANGUKaTOPOB:

/AC, /AFS, /AR, /BI, /DR, /HA, /LN, /LS, /MA, /NB, /NT, /OK, /QNA, /RE
p, /scc, /scN, /sLs, /SPN, /sps, /ssT, /TB, /TM, /TR, /WCL.

Ana xntova /FL MoaMdUKATOp «—» O3HA4YaeT: NMPOBEPUTb MyTWU, NEePEeUYNCIEHHbIE B YKa3aHHOM
davine, n yganutb 310T dain.

[Ons knouen /ARC, /ARL, /ARS, /ART, /ARX, /NI[:X], /PAL, /RPC, /W 3HauyeHue
napameTpa «0» 03Ha4aeT, YTo NapamMeTp UCMOab3yeTcs 6e3 orpaHNUYeHN.

Mpumep ncnonb3oBaHWs kKatoyen npu 3anycke KoHconbHOro ckaHepa:
[ <nyme_k_npocpamme>]dwscancl /AR- /AIN:C /AIC:Q C:\

npoBepuTb BCe daisibl, 3a UCKAHOYEHMEM apxuBoB, Ha aucke C, MHOUUMpPOBaHHbIe Ganbl
Neyuntb, Heusneynmmblie MNOMECTUTb B KapaHTWH. [na aHanormyHoro 3anycka CkaHepa ans
Windows Heobxoammo BMmecTo dwscancl HabpaTb MMaA kKomaHabl dwscanner.

Py KOBOACTBO MNOJib30BaTeENSA
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MapameTtpsbl gna Mogyna obHoBAeHUSA

O6wwue napameTpbi:

Mapametp
-h [ --help ]

-v [ --verbosity ] arg

-d [ --data-dir ] arg

--log-dir arg

OnucaHune
BbIBECTM Ha 3KpaH KpaTKyto crpaBky O paboTe ¢ NporpamMmorn.

YpoBeHb  AeTanuM3aumu  OTyeTa:  error  (CTaHZapTHbIi),  info
(pacwmpeHHsbIin), debug (0TragouHBbIR).

Kartanor, B KOTOPOM pa3MeLLeHbl pEI'IOBI/ITOpI/II‘/II n HaCTpOI‘/IIKI/I.

KaTtanor, B KOTOpOM ByaeT coxpaHeH OTuer.

--log-file arg (=dwupdater.log) ms ¢aiina oTueTa.

-r [ --repo-dir] arg

Katanor penosutopus, (no ymonuanuro <data_dir>/repo).

-t [ --trace] BxtounTb TpaccMpoBsky.

-c [ --command ] arg (=update) BbinonHsemass  KoMaHza:  getversions -  MoOAyuMTb  Bepcuy,
getcomponents — noayuntb KOMMOHEHTHI, init — WHWLUMaAM3aLms,
update — o6HoBneHue, uninstall — yzanuTb, exec — BbINOAHUTD,

-z [ --zone] arg

keyupdate — o6HOBUTb Katoy, download — ckauaTb.

Cnuncok 30H, KOTOpbIA OyAeT MCMoAb30BaTbCs BMECTO 3afaHHbIX B
KOHUrypaLroHHoM arine.

MapameTtpbl KOMaHAbI UHULMann3auum (init):

Mapametp
-s [ --version ] arg
-p [ --product ] arg

-a[--path]arg

-n [ --component ] arg
-u [ --user]arg

-k [ --password ] arg

OnucaHune

Howmep Bepcun.

Ha3saHune npoaykTa.

Myts, Mo KoTopomy OyAeT ycCTaHOBAEH MNPOAYKT. IDTOT KaTanor 6yger
MCNoab30BaTbCA MO  YMOJYaAHWIO B KayecTBe KaTainora Ans  BCex
KOMMOHEHTOB, BK/IOYEHHbIX B MPOAyKT. Moaynb o6bHoBneHWA bygeT
NpoBepATb HaAnumne KntoUeBoro dakisa MMeHHO B 3TOM KaTanore.

MIMs KOMMOHeHTa 1 KaTafor ycTaHOBKM B popmate <name>, <install path>.

ViMs nonb3oBaTtens npokcn-cepsepa.

Maponb nonb3oBaTens NpoKcu-cepsepa.

Py KOBOACTBO MNOJib30BaTeENSA
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-e [ --exclude ] arg

Mpwunoxxenus

Onucanne
Mpokcu-cepBep ans 0bHoBAEHMA B dopmMaTe <adpec>: <nopm>.

VIMs KOMMOHEHTa, KOTOPbIA ByAET NCKAFOUEH 13 NMPOAYKTa MPU YCTaHOBKE.

MapameTpbl komaHabl 06HOBAeHNA (update):

Mapametp

-p [ --product ] arg

-n [ --component ] arg

-x [ --selfrestart ] arg
(=yes)
--geo-update

--type arg (=normal)

-g [ --proxy ] arg

-u [ --user] arg

-k [ --password ] arg
--param arg

-I [ --progress-to-console

]

OnucaHue

HasBaHve npogykta. Eciv HasBaHve ykasaHo, TO 6yaeT npousBeneHo
O06HOB/IEHNE TOILKO 3TOrO NMpoaykTa. Ecam NpoAyKT He ykasaH 1 He yKasaHbl
KOHKPETHbIE ~ KOMMOHEHTbI, OyAeT Mpou3BeseHO OOHOBNEHWE — BCeX
NpoAyKkToB. ECcin ykasaHbl KOMMOHEHThbI, OyAeT npou3BeseHO OBHOBAEHME
yKa3aHHbIX KOMMOHEHTOB.

MNepeyeHb  KOMMOHEHTOB,  KOTOpble  HeobxoaMMO  OBHOBUTL A0
onpezeneHHon MmogndukaLmn.
dopmart: <name>, <target revision>.

Mepesanyck nocne O6GHOBAEHUs MoZy/ns O6HoB/eHMs. [lo ymMonYaHuo
3HaueHune yes. Ecam ykaszaHO 3HauyeHWe no, TO BbIBOAWUTCS MpeaynpexaeHne
0 HeobXxoAMMOCTM Nnepesanycka.

Monyunts cnncok IP-appecos update.drweb.com nepes o6HoBAEHMEM.

MoxkeT 6bITb OAHVM 13 CIeAYHOLLUX:

e reset-all - npuHyauTENbHOE OBHOB/IEHME BCEX KOMMOHEHTOB;
e reset-failed — cOpocnTb BCe M3MEHEHMSA A5 MOBPEXAEHHbBIX KOMMOHEHTOB;

e normal-failed - nonbiTaTbcd  OBHOBUTL  KOMMOHEHTbI,  BKJHOYas
noBpeXAeHHble, 0 nociesHer 1Mbo A0 yKa3aHHOW Bepcuy;

e update-revision — 06HOBNTb KOMMOHEHTbI B Mpesenax TekyLLel peBn3nm;
e normal — 06HOBUTbL BCE KOMMOHEHTHI.

Mpokcu-cepBep ans o6bHoBAEHMA B dopmMaTe <adpec>: <nopm>.
Vms nonb3oBaTens npokcu-cepsepa.
Maponb Noab3oBaTens NpoKcu-cepsepa.

MepesaTb AONONHUTENbHbIE MAapaMeTPbl B CKPUMT.
dopmaTt: <uMs>: <3Ha4YeHue>.

BbiBecTr Ha KOHCOMb MHOOPMaLMIO O 3arpy3Ke 1 BbINOJHEHUW CKPUNTa.
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MapameTpbl KOMaHAbI NOJlyYeHNA KOMMOHEHTOB (getcomponents):
Mapametp OnucaHue
-s [ --version ] arg Homep Bepcun.
-p [ --product ] arg YKaxunte MMsA NpogykTa, 4Tobbl yBUAETb, KakMe KOMMOHEHTbl OH BKJIOYaET.

Ecam npogykT He ykasaH, byayT BbiBefjeHbl BCE KOMMOHEHTbI 3TON BEPCUN.

MapameTpbl KOMaHAbI NOyYeHUA U3sMeHeHUU (getrevisions):

Mapametp OnucaHue
-s [ --version ] arg Homep Bepcun.
-n [ --component ] arg ImMa KoMnoHeHTa.

MapameTpbl komaHab! yaaneHus (uninstall):

Mapametp OnucaHue
-n [ --component ] arg VIMsi KOMMOHEHTa, KOTOPbIA HEOBXOAMMO YAANNTD.

-| [ --progress-to-console BbiBecT MHGOPMaL MO O BEINOAHEHWNN KOMaH/bl Ha KOHCOJb.

]

--param arg MepesaTb AONONHUTENbHbIE MAapaMeTPbl B CKPUMT.
dopmaTt: <uMA>: <3Ha4YeHue>.

-e [ --add-to-exclude ] KoMnoHeHTbI, KoTopble ByAyT yaaneHbl N UX OBHOBAEHME MPOU3BOAUNTLCA HE
byzer.

MapameTpbl kKOMaHAbI aBTOMaTU4Yeckoro o6HoBneHus kiatoua (keyupdate):

Mapametp OnucaHue

-m[--md5]arg KoHTponbHas cymma md5 craporo karoueBoro daiina.

-0 [ --output ] arg Vims darina.

-b [ --backup ] Pe3epBHOe KOMMpPOBaHMe CTaporo KJArYeBoro Garina, eCM OH CyLLecTByeT.
-g [ --proxy ] arg Mpokcn-cepeep Ans obHOBAeHWA B popmaTte <adpec>: <nopm>.

-u [ --user] arg Vima nonb3oBaTtensa npokcm-cepeepa.
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Mapametp OnucaHue
-k [ --password ] arg [Maponb nonb3oBaTens Npokcu-cepeepa.

-| [ --progress-to-console BbiBecTM Ha KOHCOAb MHPOPMaLMIO O 3arpy3ke kKaroueBoro darna.

]

MapameTtpbl koMmaHAbl ckaumBaHusa (download):

Mapametp OnucaHue
--zones arg ®ann, cosep>kallmii CNCOK 30H.
--key-dir arg KaTanor, B KOTOPOM HaxoAuTCA KatoueBon dai.

-I [ --progress-to-console BbiBecT MHGOPMaL MO O BEINOAHEHWNN KOMaH/bl Ha KOHCOJb.

]

-g [ --proxy ] arg Mpokcn-cepeep Ans obHOBAeHWA B popmaTte <adpec>: <nopm>.
-u [ --user]arg Vima nonb3oBaTtensa Nnpokcu-cepeepa.

-k [ --password ] arg [Maponb nonb3oBaTens Npokcu-cepeepa.

-s [ --version ] arg Vims Bepcun

-p [ --product ] arg Ha3BaHwue npoaykTa, KOTOPbIA HEOBXOAMMO CKayaTb.

Koabl BO3BpaTa

BO3MOXHble 3HaueHMs Koaa BO3BpaTa 1 COOTBETCTBYHOLLNE UM cobbITUS caegyrowime:

Kog, CobbiTne

BO3Bparta

0 BupycoB nan noso3peHuii Ha BUpYCbl He OBHapy>KeHo.

1 O6Hapy>KeHbl N3BECTHbIE BUPYCHI.

2 O6Hapy>eHbl MOANDNKALIMN U3BECTHbIX BUPYCOB.

4 O6Hapy>KeHbl NOAO3PUTENbHbIE Ha BUPYC OOBEKTDI.

8 B apxvBe, KOHTEMHepe UV NOYTOBOM fALLMKe OOHapY>KEHbI U3BECTHbIE BUPYCHI.

16 B apxmBe, KOHTelHepe WAN MOYTOBOM fiLMKe OBHapy>XeHbl MOANDUKALIMA N3BECTHBIX
BVPYCOB.
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Kog, CobbiTne
BO3BpaTa
32 B apxviBe, KOHTeliHepe WV MOYTOBOM flUMKe OBHapy>KeHbl MOAO3pUTENbHbIE Ha BUPYC
06BEKTHI.
64 YcneLwHo BbIMNONHEHO IeYeHme XOTs Obl OLHOrO 3apa’keHHOro BUPYCcoOM obbekTa.
128 BbinonHeHO yaaneHne/nepenMeHoBaHe/nepemMeLleHme xoTa 6ol OAHOTO 3apaXKeHHOro
danna.

Pe3ynbTupytolWwmin Kog BoO3BpaTa, GOPMUPYEMBIA MO 3aBEPLUEHUIO MPOBEPKM, PaBEH CyMMe
KOAOB Tex COObITUW, KOTOpble MPOM3OLWAN BO BPEeMA MNPOBEPKM (M €ro cnaraemble MOryT
OZHO3HAYHO ObITb NO HEMY BOCCTAHOBJIEHDI).

Hanpwumep, koa Bo3Bpata 9 = 1 + 8 03HauaeT, UTo BO Bpems NpoBepkM OOHapy>KeHbl N3BECTHbIE
BMPYCbl (BUPYC), B TOM umncie B apxvBe; obe3BpexuBaHne He MPOBOAUAOCH, BONbLUe HUKAKMX
«BUPYCHbIX» COBBLITNI He BblNo.
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MNMpunoxxeHue b. Yrpo3bl n cnocobbl nx obesspexmBaHus

C pa3BuTMEM KOMMbIOTEPHbIX TEXHONOTMI U CETEBbIX PeLLeHur, Bce bosbliee pacnpocTpaHeHne
MONy4atoT pas3/IMyHble BPeAOHOCHbIe MPOrpamMMbl, HampaBJeHHble Ha TO, YTOObI Tak MAN MHa4e
HaHeCcTM BpeA Mo/ab3oBaTeNaMm. VIX pasBuTMe HauvanoCb elle B 3MOXy 3apoXAeHus
BbIUNCANTENBHOW TEXHWKW, W MapannenbHO Pa3BUBaANCb CPeACTBa 3aliuTbl OT HWUX. TeM He
MeHee, /10 CUX NMOpP He CyLLeCTBYeT eMHOW KnaccndurKaLmm BCeX BO3MOXHbIX YrpO3, YTO CBA3aHO,
B MepByl0 ouepedb, C HeMpeAckasyeMblM XapakTepoOM WX pPasBUTUA W MOCTOAHHBIM
COBEPLUEHCTBOBAHMEM NPUMEHAEMbIX TEXHOOTUNA.

BpesoHOCHbIE MpOrpaMMbl  MOTYT PacnpOCTPaHATLCA uyepe3 VIHTEepHET, /IoKanbHYH CeTb,
NEKTPOHHYIO MOYTY W CbeMHble HocuTenn wHdopmauun. HekoTopble paccumTaHbl Ha
HEOCTOPOXHOCTb M HEOMbITHOCTb MOJ/Ib30BaTeN U MOFYT AeNCTBOBaTb MONHOCTHHO aBTOHOMHO,
Apyrue ABAAKOTCA /Wb WHCTPYMEHTaMK Moj YNpaBAeHVWEM KOMIMbIOTEPHbIX B3/IOMLLMKOB WU
CNOCOBHbI HAHECTU Bpes Aaxke HaleXKHO 3allMLLEeHHbIM CUCTEMaM.

B AaHHOW rnaBe npeAcTaB/ieHbl ONUCAHNA BCEX OCHOBHBIX U Hanbosiee pacnpoCTpaHeHHbIX TUMOB
BPEAOHOCHbIX NPOrpamMM, Ha 60pbOy C KOTOPLIMU B NEPBYHO OUepeab 1 HanpaB/eHbl pa3paboTku
«/lokTop Beb».

Knaccudpukauumsa yrpos

Mog TEPMUHOM «yrpo3a» B AaHHOM Knaccudukaumu cnegyeT NMoHWMaTh Aoboe nporpammHoe
CPeacTBO, KOCBEHHO WM HamnpsMmyr CrnocobHoe HaHecT yulepb KOMMbrOTEPY, CETH,
nHboOpMaLMM AN MpaBam Mosib3oBaTens (To eCTb BPEAOHOCHble W Mpoune HexxenaTebHble
nporpammbl). B 6onee LWIMPOKOM CMbICIe TEPMMH «yrpo3a» MOXET O3HayaTb by
NOTEHLMaAbHYO OMacHOCTb ANA KOMMbIOTEPA UAKN CETU (TO eCcTb ee YA3BMMOCTb, KOTOpas MOXeT
6bITb MCNONb30BaHa A/ NMPOBEAEHMS XaKepCKumx aTak).

Bce TMnbl NnporpaMM, onuvcaHHble HUXe, NMOTeHLUMaNbHO 0b6aajatoT CMOCOBHOCTLIO MOABEPTHYTH
OMacHOCTU JaHHble MOAb30BaTeNs WM WX KOHPUAEHLMANbHOCTb. [Tporpammel, KOTOpble He
CKPbIBAOT CBOErO MPUCYTCTBUA B CUCTEME (HanpumMep, HEKOTOPble MPOrpammbl ANA PaCCbIAKK
cnama v aHaamsatopbl Tpaduka), 06bIYHO HE NPUHATO NPUYMCAATL K KOMMbHOTEPHBIM Yrpo3am,
XOTA NPV onpejeneHHbIX 06CTOATENbCTBAX OHU MOTYT HAaHEeCTV Bpes, NOb30BaTeNto.

B npoaykTax n JOKyMeHTaLmn KoMnaHumn «loktop Beb» yrposbl MpUHATO pa3gensTb Ha ABa TUna
B COOTBETCTBUW C YPOBHEM OMACHOCTM:

e 3HauuTeNbHble Yrpo3bl — KjlacCMyeckue KOMMbHOTEPHbIE Yrpo3bl, KOTOpble camu Mo cebe
CMOCOOHbI  BbIMONHATE pPa3/inyHble AeCTPYKTUBHblE W He3aKOHHble AeNCTBUA B cucTemMe
(yaaneHve v Kpaxa BaXHOW MHPopmauuu, HapyleHve paboTbl cetv u T.A.). ITOT TvM
KOMMbIOTEPHBIX ~ YrpO3  COCTOMT M3 MNpPOrpamMM, KOTOpble TPaAWLMOHHO  Ha3blBatoT
BPEAOHOCHBLIMU (BUPYChI, YEPBU M TPOSIHCKME NPOTrPaMMbl);

¢ He3HauuTeJibHble Yyrpo3sbl — KOMMNbHOTEPHbIE YrPO3bl, KOTOPbIE CHNTAOTCA MEHEE OMNnaCHbIMU
no CpPaBHEHUKO CO 3HaA4YUTENbHbIMW Yyrpo3ammn, HO MOTYyT ObITb MCMOJ/Ib30BaHbI TPETbUMU
ndamMmn  ana  coBepleHna BPEJOHOCHbIX AeﬁCTBMVI. Momumo 3T1Oro, camo npumcyTcreme
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He3HaUMTeNIbHbIX YTPO3 B CUCTEME ABAETCA HECOMHEHHbIM CBUAETENIbCTBOM HU3KOFO YPOBHS
ee 3awmuieHHoctn. Cneumanuctel B obnactm MHOpMaUMOHHOM 6He3omacHOCTM MHOrAa
Ha3bIBalOT 3TOT TWIM KOMMbIOTEPHBIX YrpoO3 «CepbiM» MNPOrpaMMHbIM ObecneyeHvem Wuam
NOTEHLMANbHO HexXenaTeNbHbIMU nporpaMmamu. K He3HauuTenbHbIM Yrpo3aM OTHOCATCA
pekaamMHble NMporpamMMbl, MPOrpaMmMbl A03BOHA, NMPOrPaMMbI-LLYTKYM, MOTEHLMANbHO OMacHble
nporpamMmmbl U NPorpamMmMbl B3JiOMa.

3HauuTeNbHble yrpos3bi

KomnbroTepHble BUPYChbI

[aHHbIN TUN KOMMbIOTEPHBIX YrPO3 XapakTepu3yeTcad CMOCOOHOCTbIO BHeAPATb CBOW KOA B
WCMONHAGMBIN KOJA APYrMx nporpamm. Takoe BHeApeHWe Ha3biBaeTca UH@uyuposaHuem. B
OONbLIMHCTBE CNyYaeB WHOUUMPOBaAHHBLIM dain caM CTaHOBUTCA HOCWUTeNeM BWpyca, a
BHeJPEHHbIN KOA He 06f3aTelbHO MOJIHOCTbIO COOTBETCTBYET OpwurMHany. bonblwasa uvacTb
BMPYCOB CO3AaeTcs ANA NOBPEXAEHNA AN YHUUTOXEHNS AaHHBIX.

B komnaHum «[lokTop Beb» BUpYCHI AenAT No Tuny $annos, KOTOpble OHU UHPULMPYHOT:

e (paninoBble BUPYCbl MHOULMPYIOT daliabl onepaLyoHHON cucteMbl (OBbIYHO, UCMONHAEMblE
dannbl 1 AnHamun4yeckne GMbANOTEKM) M aKTUBM3MPYHOTCA Npu obpalleHnn K 3apaXeHHOMY
banny;

® MaKpo-BUPYCbl UHOUUMPYIOT  dainbl  JOKYMEHTOB,  WCMOJb3yeMble  MPUIOXKEHUAMU
Microsoft® Office nan apyrummn nporpaMmmamy, AOMycKaloWMMU Haivume MakKpOKOMaHZ,
HamucaHHbIX, 4alle Bcero Ha sa3bike Visual Basic. MakpokoMaHZAbl — 3TO BCTPOEHHblE
nporpaMmmbl (Makpochl), HanNMcaHHblIe Ha MONHOLIEHHOM fA3blke MPOrpaMMMPOBAHNSA, KOTOPble
MOTYT 3anyckaTbCA Mpu OnpeAeneHHbIX ycioBuax (Hanpumep, B Microsoft® Word makpocsl
MOTYT 3anycKaTbCs NPU OTKPbITUM, 3aKPbITUM UAN COXPAHEHUWN JOKYMEHTA);

* CKPUNT-BUPYCbl MULYTCA Ha A3blkax CLeHapveB (CKpUNTOB) U B OOAbLWIMHCTBE ClyyaeB
3apaxatoT apyrve dannbl  cueHapuweB (Hanpumep, cay>kebHble anabl  onepaunoHHOM
cncteMbl). OHM MOTYT MHOUUMPOBaTb Takxke Apyrve Tunbl $annoB, KOTOpble MOAAEPXKMNBAIOT
NCNONHEHWe CLieHapueB, MOb3yACh YA3BMMbIMU CLEEHaPUAMN B BED-MPUNOXKEHUAX;

¢ 3arpysouHble BMPYCbI 3apaatoT 3arpy304Hble CeKTopa AMCKOB M Pa3fAesioB, a TakKe rMaBHble
3arpy3oyHble CekTopa >XecTKMX AWCKoB. OHW 3aHUMatOT OYeHb Maso NaMATM K OCTaroTCA
FOTOBbIMW K BbIMOJHEHNIO CBOMX QYHKLIMI A0 Tex Mop, Noka He byseT nponsBeAeHa BbIrpys3ka,
nepesarpyska uav 3aBepLueHne paboTbl cMCTeMbI.

BonblwMHCTBO BMpycoB 0bnasaeT onpeAeneHHbIMA  3alUTHBIMUM  MexaHW3MaMu  MpoTvB
obHapy>xeHns. MeTogbl 3awuTbl OT OOHaAPY>XEHWA MOCTOAHHO YAyYLLAKTCA, MO3TOMY AJf
aHTMBUPYCHbIX MporpaMM pa3pabaTbiBatOTCA HOBble CMOCOObI MPeoAONEHNs 3TOW 3aLUUTHI.
Brpycbl MOXHO pasgennTb MO MPUHLMMY 3auUTbl OT O6Hapy>XeHNs:

¢ wn¢poBaHHbIe BUPYChI LWINPPYIOT CBOM KOA MPW KaXkAO0M HOBOM 3apaKe€HWK, UTO 3aTpyAHAeT
ero obHapyxeHve B Qaine, NamMATU WK 3arpy304HOM cekTope. Kaxabl 3K3eMnasp Takoro
BMPYCa COAEP>XMUT TONbKO KOPOTKMA 0bwmn dparmMeHT (MpoLeaypy pacundpoBky), KOTOPbIN
MO>HO BblbpaTb B KayecTBe CUrHaTypbl;
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¢ noaMMmop¢Hbie BUPYCbl 1CMONb3YHOT MOMUMO LWMGPOBaHNA KOAA CreunanbHyo nNpoLueaypy
pacwmnPpoBKY, M3MEHAIOLLYIO caMy cebs B KaXkJOM HOBOM 3K3eMM/fpe BUpYyca, YTO BeAeT K
OTCYTCTBMIO Y Takoro Bmpyca 6anToBbIX CUTHATYP.

Bupychbl Takxke MOXHO knaccdumumMpoBaTb MO A3bIKY, HA KOTOPOM OHW HamnmncaHbl (60NbLNHCTBO
MULLYTCA Ha accembnepe, BbICOKOYPOBHEBbIX A3blkax MPOrpaMMMpPOBaHUSA, A3blkax CLeHapueB U
T.4.) M MO NMOopaXkaeMbIM OMepPaLOHHbIM CUCTEMaM.

KomnbloTepHble uepBu

B nocnesHee Bpemsi BpeAOHOCHble MPOrpamMMbl TUMa «KOMMbIOTEPHbIA YepBb» CTaau ropasgo
6onee pacnpocTpaHeHbl, YeM BUPYCbl M MPOYMNE BPeJOHOCHbIE NporpaMMbl. Kak 1 BUpyChbl, Takne
nporpamMmbl CnocobHbl Co34aBaTb CBOW KOMUW. YepBb MPOHMKAET Ha KOMMbIOTEP M3 CETU (Yalle
BCEro Kak BJIOXXEeHMe B COOOLLEeHNAX 31eKTPOHHOW MOYTbI) U paccblaeT CBOU PyHKLMOHAbHbIE
KOMWW Ha Apyrve KomnbtoTepsbl. [nd Hauana pacnpocTpaHeHns YepBM MOTYT MCMOAb30BaTb Kak
AEeVCTBMA MOAb30BaTeNs, Tak M aBTOMATUYECKMI pexunm Bbibopa 1 aTakn KoMnbroTepa.

UepBu He 06s3aTENbHO LLEIMKOM COCTOST M3 OAHOrO daiina (Tena yepss). Y MHOTUX YepBen ecTb
TaK Ha3biBaemMas WHGQEKLUMOHHas 4acTb (WeAn-kog), KoTopas 3arpy>kaetcs B OMepaTVBHYH
NamMaTb KOMMbIOTEPA U «AOrPy>aeT» MO CeTU HEMOCPEeACTBEHHO CaMO Tesll0 YepBs B BUAE
ncnonHsemoro ¢arna. oka B cucTeMe HET Tena 4epBs, OT HEro MOXHO W36aBUTbCH
nepesarpysKkor KoMmnbroTepa (Npu KOTOPON NPONCXOAUT COpOC onepaTBHOW NamsATy). Ecim e B
CMCTeMe OKa3blBAETCA TeNO YepBs, TO CMPaBUTLCS C HUM MOXET TOJIbKO aHTUBUPYC.

3a cyeT MHTEHCMBHOIO PacnpoCTpaHeHWsa YepBUu CNOCOOHbI BbIBECTU U3 CTPOA LieNble CeTH, Aaxe
€C/I OHW He HeCyT HMKaKOW NONEe3HOW Harpy3kun (He HAHOCAT MPAMOK Bpes, CUCTEME).

B komnaHum «JlokTop Beb» uepBei aensat no cnocoby (cpeae) pacnpocTpaHeHms:

e ceTeBble UEpPBU PACMPOCTPAHAOTCA MOCPEACTBOM Pa3/IMYHbIX CETEBLIX MPOTOKONOB W
NpPoOTOKONOB 0bMeHa parinamy;

® NMOUTOBbIE UEPBU PACNPOCTPAHAKTCA MOCPEACTBOM MOYTOBbIX NMpoTokosos (POP3, SMTP wu
T.4.).

TposaHckue nporpamMmmbl

OTOT TMN BPEAOHOCHbIX MPOrpaMM He CnocobeH K camopenavkauuu. TposHCKMe Nporpammbl
NPOV3BOAAT Kakme-1Mbo BpeAOHOCHble JeWCTBUA (NOBpeXAeHWe W yAaneHWe AaHHbIX,
nepecbiika KOHPUAEHUManbHOW  WHboOpMaumm U1 T.4.), AMbo  AenatoT  BO3MOXHbIM
HecaHKLMOHWPOBAHHOE WCMOAb30BaHNE KOMMbIOTEpa 3/10YMbILUIEHHUKOM, Hanpumep, Ans
HaHeceHWsa Bpesa TPeTbUM MLLaM.

3TV nporpammbl 0b6nafatoT  CXOXMMK € BUPYCOM MacKMPOBOYHLIMW W  BPEAOHOCHBLIMYU
byHKUMAMM 1 Aaxe MOryT ObiTb MOAy/NEM BUpPYCa, HO, Kak MpPaBuaO, TPOAHCKME MPOrpamMmel
PacnpoCTPaHATCA Kak OTAeNbHble WCnonHAeMble anbl (BblkNagblBatoTcaA Ha dannosble
cepBepa, 3anucbiBalOTCA Ha HOCUTenn MHGOPMaLUM UAN MEepechbiNatoTCa B BMAE BAOXEHWA B
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COO6LLI,eHl/IF|X 3.I'IeKTpOHHOVI nouThbl), KOTOpble 3anyCKakoTCA nmbo camuMm nonb3oBaTenem, Mbo
onpegeneHHbIM NpoueccoM CUCTEMbI.

Huxe npuBeseH CNMCOK HEKOTOPbIX TUMOB TPOAHCKUX MPOrpamMM, KOTOpble B KOMMaHWUU
«/lokTop Beb» BblAeNAoT B OTAE/bHbIE KNACChl:

e 63KA0pPbI — 3TO TPOAHCKME NMPOrpPaMMbl, KOTOPblE MO3BOAAIOT MOJyYaTb MPUBMUAETMPOBAHHbIV
AOCTYN K cucteMe B 06x0g CyLeCTBYHOLLLEro MexaHu3Ma npejocTaBieHnsa AOCTyna 1 3aLiuThbl.
Bakaopbl He MHGMLIMPYIOT Gaisibl, OHM NPOMNMCBIBAIOT cebs B peecTpe, MOANDULMPYSA KIOUM;

e aponnepbl — 3T0 dalNbl-HOCUTENN, KOTOPble COJAep>XaT B CBOEM Tefe BPEefOHOCHble
nporpamMmbl. [pyn 3anycke aponnepa OH KOMMPYeT Ha AUCK MOJb30BaTens BPELOHOCHbIE
dalnbl, He onoBeLLas Noib3oBaTeNs, U 3anyckaeT ux;

e KNaBMaTypHble NnepexBaTuuKu (Kensorrepbl) MCNoO/b3yrOTCA A1a cbopa AaHHbIX, KOTopble
noab3oBaTe/lib BBOAUT NpuM NOMOLWWN KaaBuaTypbl. I_I,enwo TaKnX AeﬁCTBMﬂ ABNIAETCA Kpa>Ka
NNYHOW MHbOPMaUuUn (Hanpumep, CeTeBbIX NMapoaen, NOrMHOB, HOMepPOoB HaHKOBCKMX KapT u
T.4.);

* KJIMKepbl MepeonpeaensaroT CCbIIKA MPW HaXaTun Ha HUX U Takum obpa3omM nepeHanpasasaroT
rnoJsib3oBaTesier Ha onpeaeneHHble (BO3MO>KHO, BpeAOHOCHbIe) canTbl. OBbIUHO MOJ/Ib30OBaTENb
nepeHanpaB/ifeTca C Lebl0 YBENNYEeHUs peknamHoro Tpaduka BebH-canToB wanm Ans
opraHu3aunmn pacnpeaeneHHblx atak otkasa B obcnyxmbaHum (DoS-atak);

¢ MPOKCU-TPOAHBbI MPEeAOCTaBAAOT 3/10YMbILUNEHHUKY aHOHUMHbIA BbIXOA B ceTb VIHTepHet
Yyepes KOMMbIOTEP XepTBbI;

® PYTKWTbI MpejHa3HayeHbl ANA MepexBaTa CUCTEMHbIX QYHKLMI OMepaLOHHOW CUCTeMbl C
LlefIbl0 COKPbITUA CBOEro MpuUCyTCcTBUA B cucTeme. Kpome TOro, pyTkUT MOXeT MackupoBaTb
npoueccbl  ApyrMx MporpamM, pasJvyHble KAK4YM peectpa, nanky, ¢anabl.  Pytkut
pacnpocTpaHaeTca Kak caMoCToATeslbHas NporpaMMa Wamn Kak AOMOSIHUTE/bHbIA KOMMOHEHT B
CoCTaBe ApYyro BPeAOHOCHOM nporpamMmebl. 10 NpuHUMNY cBoen paboTbl PYTKWUTbI YCNOBHO
pa3fensaloT Ha ABe rpynnbl: PyTKWUTbl, paboTatolime B pexume Mosab3oBaTens (nepexsat
dyHKUMIN BrnbanoTek monb3oBaTenbckoro pexuma) (User Mode Rootkits (UMR)), n pyTkuTsl,
paboTarowme B pexume agpa (nepexsaT QYHKUMIA Ha YpPOBHE CUCTEMHOro fApa, 4TO
3HaUMTENbHO YCNOXHAET 0bHapy>xeHue n obesspexmBaHue) (Kernel Mode Rootkits (KMR)).

Kpome nepeuncneHHbix Bbille, TPOAHCKME NPOrpaMMbl MOTYT BbINOAHATL U APYrve BPefOHOCHbIe
AEVCTBMA, HanpuMep, W3MeHATb CTapTOBYH CTpaHuuy B Beb-6paysepe wav  yaandatb
onpegeneHHble pannbl. OfHAKO Takne AeNCTBUA MOTYT BbIMOAHATLCA U yrpo3amMu Apyrux TUMoB
(Hanpumep, BUPYyCaMu 1 YepBAMN).

He3HauuTesibHbIe Yrposbl

Mporpammbl B3a1oMa

MporpamMmMbl B3710Ma CO3zaHbl C LeAbid MOMOYb B3/0OMLLMKY. Hambonee pacnpocTpaHeHHbIM
BUAOM MOAO6HbIX MPOrpaMM SIBASKOTCA CKaHepbl MOPTOB, KOTOPble MO3BOAT 06Hapy>XMBaTb
YA3BUMOCTM B MeXCETeBbIX 3KpaHax (panepsonax, bpaHAamayspax) M APYrux KOMMOHEHTaX,
obecneumBatownx 6e3onacHOCTb KoMMbtoTepa. Kpome xakepoB, TakKMMU UHCTPYMEHTaMu MoryT
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Mofb30BaTbCA  aAMWHUCTPATOPbl AN MPOBEPKM HAAEXHOCTU CBOUX ceTer. WHoraa K
nporpaMmamM B3/I0Ma OTHOCAT MPOrpamMMbl, UCMOJb3yHOLNE METOAbl COLMANbHOW MHXEHepUn
(31EMEHTbI COLIMIOTEXHUKMN).

PeknamHbie nporpammbli

Yawie Bcero nog 3TMM TEPMWHOM MOHUMAKOT MPOTrPaMMHbIA KOA, BCTPOEHHbIN B pasvyHOe
BecnnatHoe nporpamMMHoe obecreyeHve, MpPU  WUCMONb30BaHUM KOTOPOrO MOJb30BaTENIO
NPVHYAWTENBHO  MOKa3blBaeTca peknama. Ho  uvHorga Takol  KOZ  MOXET  CKPbITHO
PacnpoCTPaHATLCA MOCPEACTBOM APYrMX BPEAOHOCHBIX MPOrpaMM 1 AeMOHCTPMPOBaTh pekiamy,
Hanpumep B Beb-bpaysepax. 3ayacTyto peksaMHble Mporpammbl paboTatoT Ha OCHOBAHUU
AaHHbIX, COBPaHHbIX LWMMOHCKUMY NPOrpamMmmMamu.

MporpamMmmbi-WwyTKU

OTO TN BPeAOHOCHbIX MPOrpamMM, KOTOPbIE, KakK 1 pek/JiaMHble MPOrpaMMbl, HE HAHOCAT NMPAMOro
BpeAa cucTeme. Yalle BCEro OHM reHepUPYT COODLEHNA O HeCyLecTBYHOLWMUX ownbkax u
YyrpoXaroT AenCcTBMAMM, KOTOpble MOFyT MPUBECTM K MOBPEXAEHMIO AaHHbIX. VIX OCHOBHOW
byHKUWeW aBnseTca 3anyrvBaHvne nosb3osaTens, MO0 HaBA3UMBOE ero pasjpaxeHue.

Mporpammbl f03BOHa

JTO cneumanbHble KOMMbIOTEPHbIE MPOrPaMMbl, WUCMOb3yHOWME AOCTyNn K ceTn WHTepHeT ¢
pa3peLleHns NOAb30BaTeNs A/ TOro, YTOObI MoNacTb Ha onpeseneHHble canTbl. O6bIUHO UMELDT
NOAMMCaHHBIN cepTUdMKAT N YBEAOMAAOT O BCEX CBOUX AENCTBUAX.

nOTEHU,I/IaﬂbHO ornacHble nporpamMmbl

3TV NporpaMMbl He CO3jaBa/UCb AN HaHECeHWS Bpeaa, HO B CUJIy CBOMX OCOBEHHOCTeil MoryT
NpeaACTaBAATb yrpo3y Ana 6e3onacHoOCTU cuctembl. K Takum nporpaMmamM OTHOCATCA He TOJbKO
Te, KOTOpble MOryT C/ly4YyallHO MOBPEAWUTb WAWN YAanuTb JaHHble, HO W Te, KOTOpble MOryT
MCMO/Ib30BaTbCA XakepamMn Win ApYyruMu nporpammMamu Ans HaHeceHua Bpega cucteme. K
MoTeHUMabHO OMacHbIM MporpaMMamM MOXHO OTHECTU pas/iMyHble MporpamMmbl yAaieHHOro
obLeHna 1 agMUHUCTprpoBaHus, FTP-cepeepa v T.A.

NMopao3purtenbHblie 06bEKTDI

K nogo3putenbHbiM 06bekTaM OTHOCATCS Nt0bOble MOTeHUMaNbHble Yrpo3bl, O6HapPY>KeHHbIe Npwu
MOMOLLM 3BPUCTMYECKOTO aHanu3a. Takme oObekTbl MOryT SBAATbCA NtOObIM - TUMOM
KOMMbHOTEPHbIX YrPO3 (BO3MOXHO, axe HEU3BECTHbIM ANs CNeLnaancToB no MHGOpPMaLMoOHHON
6e3omacHOCTM), @ MOryT OKa3aTbCA He3omacHbIMW B C/lyyae JNIOXHOro cpabatbiBaHus. Daiinbl,
cozep>alime Mnofo3puTeNbHble OOBEKTHl, PEKOMEHAYeTCs MoMeLlaTb B KapaHTMH, a Takxke
OTNpaB/ATb Ha aHaAn3 cneLmanncTam aHTMBMPYCHOW nabopaTopmum KoMmnaHum «JJokTop Beb».
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AevctBna ana obesBpexmBaHusa yrpos

CyLiectByeT MHOXECTBO Pas3MYHbIX MeTOA0B 60pbbbl C KOMMbIOTEPHbIMM Yyrpo3amu. [ns
HaZe>XHOWM 3aWnTbl KOMMbIOTEPOB U CeTeill NpoaykTbl «/oktop Beb» obbeauHsAOT B cebe 3Tn
MeTOAbl MpU MNOMOLM TMOKMX HACTPOeK W KOMIJIEKCHOro noaxoja K obecrneveHuto
6e3onacHOCTM. OCHOBHbIMM AEUCTBUAMWU  Ans  06e3BpeXmBaHus BPEAOHOCHBIX MPOrpaMm
ABNAOTCS:

1. JleueHune — feiicTBME, MPUMEHsEMOe K BMpycaM, YepBsam U TposiHam. OHO mogpasymeBaeT
yAaNeHne BPefOHOCHOTO KOoJa M3 3apakeHHbIX dainoB Mbo yaaneHne oyHKLMOHaIbHbIX
KOMWA  BPEJOHOCHbIX MpPOrpamMM, a Takxke, MO  BO3MOXHOCTM, BOCCTaHOBJ/IEHUE
paboTOCNOCOBHOCTM NMOPaXKEHHbIX OOBEKTOB (T. €. BO3BpPALLEeHNe CTPYKTYpbl N GYHKLIMOHaNa
MporpaMmMbl K COCTOSIHWIO, KOTOpoe 6biio A0 3apaxkeHws). [aneko He Bce BpPeAOHOCHble
nporpaMmmMbl  MOTryT ObiTb  BblJ€YeHbl, OAHAKO WMEHHO nNpoaykTbl «/lokTop Beb»
NPeAoCTaBAAlOT camMble 3PPEKTVBHbIE aNrOPUTMbl JIEYEHWUS W BOCCTaHOBAEHWs (Halnos,
MOABEPTLUMXCS 3aPaXKEHNIO.

2. MepemeleHne B KapaHTUH — JeNCTBME, NMPU KOTOPOM BPEAOHOCHbIN O6BEKT NOMeLLaeTca B
cneuvanbHyo narnky, rae U30AMpyeTca OT OCTallbHOW cucTeMbl. [laHHoe felcTBME ABAAETCA
NPeAnOYTUTENbHBIM MPU HEBO3MOXHOCTW JIeYeHMUsa, a Takxke AN BCeX MOAO3PUTENbHbIX
obbekToB. Konmun Takux ¢painos >enatenbHO nepecbiiaTb ANA aHaAM3a B aHTUBMPYCHYHO
naboparoputo «JJoktop Beb».

3. YaaneHue - >3pdekTMBHOE AelcTBME aAns 60pbbbl C KOMMbHOTEPHbIMKU yrpo3amn. OHO
NPUMEHUMO Ana ntboro Tvna BPeAOHOCHbIX 0bbekToB. CneayeT OTMETUTb, UYTO WHOrAa
yAaneHve 6yAeT NpYMeHeHO K HeKoTopbiM dainam, Ans KOTopbix Hbl10 BbIOpaHO fneveHue.
DTO NPOUCXOAUT B C/y4ae, KOraa Becb Gains LLeIMKOM COCTOUT U3 BPEAOHOCHOTO KoJa U He
COAEPKUT HUKAKOW nonesHon nHdopmaumn. Tak, HanprumMep, NoA evYeHnemM KOMMbOTEPHOTO
yepBA NOAPA3yMEBAETCA yAaNeHNe BCeX ero GyHKLMOHaNbHbIX KOMUNA.

4. BNOKMPOBKA, MepeMMeHOBaHMe — 3TO TakXe ~JeNCTBMSA, MNO3BOAAIOLWME 0Oe3BpeauTb
BPEAOHOCHbIE MpPOrpaMmsbl, NPV KOTOPbIX, OAHako, B (alNoBOM CUCTEME OCTarOTCA MX
MOJIHOLIEHHbIE KOMUW. B nepBoM ciiyyae 610KMpyrOTCS Nt06ble MOMbITKM 06paLLeHns OT U K
BPeAOHOCHOMY 06bekTy. Bo BTopoMm ciyuae, pacwumpermve darina U3MeHSeTcs, YTo Jenaet ero
HepaboTOCNOCOOHbIM.
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Mpunoxxenne B. MpuHUUNBI UMEeHOBaHUA Yrpos

Mpu o6HapyXeHWM BUPYCHOrO KoAa KOMMOHeHTbl DrWeb coobuwaroT nonbsosatento
cpeactBaMu  MHTepderica M 3aHOCAT B dann OTyeTa MMA BUpYyCa, MNPUCBOEHHOE eMy
cneumanuctammn  «Jloktop Beb». OTWM MMeHa CTPOATCA MO OMpeAeNeHHbIM MpUHUMNaM W
OTpaXkatoT KOHCTPYKLIMIO BUPYCa, KAacCbl yA3BUMbIX 06BbEKTOB, cpesy pacnpoctpaHeHus (OC wn
NpuUKAaZHble MakeTbl) U pAjg APYrUX OCOBEHHOCTeN. 3HaHWe 3TUX MPUHLMMAOB MOXET ObiTb
MONE€3HO A4 BbIABAEHUA MPOrPaMMHbIX W OPraHM3auMOHHbIX YA3BMMOCTEN 3alMLLAEMOWN
cncteMsbl. Huxke faetcs KpaTKoe M3/105KeHNe NPUHLMNOB UMEHOBaHWS BUPYCOB; bonee noaHas m
MOCTOSIHHO obHoBAEMAas Bepcua onmncaHus AOCTyrMHa no aapecy
http://vms.drweb.com/classification/.

JTa KﬂaCCVIq)VIKaLJ,I/IFI B pAaje cnhydyaeB YyC/OBHa, MOCKOJIbKY KOHKPETHbIE BUAbI BMPYCOB MOTYT
O6ﬂaAaTb O4AHOBPEMEHHO HECKOJIbKUMW MnpuBegeHHbIMU NMPU3HaKaMn. KpOMe TOro, OHa He
MOXXeT CYNTaTbCA MCHepﬂblBaPOU.LeVI, MOCKO/IbKY MOCTOAHHO MOABAAKOTCA HOBblE BUAblI BUPYCOB U,
COOTBETCTBEHHO, NAET pa60Ta no YyTOYHEHUIO K.I'IaCCl/Iq)l/IKaLI,MVI.

NonHoe nmA BMpyca COCTOUT U3 HECKONbKUX JNEMEHTOB, pasfefieHHbIX Toukamu. [pu 3Tom
HEKOTOpble 3/1eMeHTbI, CTOALLME B Hayane NOAHOro UMeHU (Npedukcbl) 1 B KOHLe (cyddunkcnb),
ABNAIOTCA TUMOBBLIMW B COOTBETCTBUM C MPUHATOM KnaccudukaLmen.

OcHoBHbIe Npe¢pUKCbI

Mpedunkcbl onepaLMoOHHON CUCTEMBbI

Huxecneayrowme npedurkcbl MPUMEHAOTCA ANS  Ha3biBaHWA  BUPYCOB, WHOULIMPYHOLLINX
ncnonHsemble Gannbl onpeaeneHHbix naatopm (OC):

e Win — 16-pa3paaHble nporpammbl OC Windows 3.1;

e Win95 — 32-pa3psgHble nporpammbl OC Windows 95, OC Windows 98, OC Windows Me;

e WinNT — 32-pa3psagHble nporpammbl OC Windows NT, OC Windows 2000, OC Windows XP, OC
Windows Vista;

e Win32 — 32-pa3pagHble nporpammbl pasanyHbix cpeg OC Windows 95, OC Windows 98, OC
Windows Me n OC Windows NT, OC Windows 2000, OC Windows XP, OC Windows Vista;

e Win32.NET — nporpammbl B OC Microsoft .NET Framework;
e 0S2 — nporpammbl OC OS/2;

e Unix — nporpammbl pasnnyHbix UNIX-cuctem;

e Linux —nporpammbl OC Linux;

e FreeBSD — nporpammbl OC FreeBSD;

e Sun0s — nporpammbl OC SunOS (Solaris);

e Symbian — nporpaMmmbl OC Symbian OS (MobuabHas OC).
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3amMeTuM, YTO HeKOoTOpble BMPYCbl MOFYT 3apaxkaTb MpOrpaMMbl OJHOW CUCTEMBbI, XOTA CaMu
AEVCTBYOT B APYTrOW.

Bupycsbl, nopaxkatowue ¢pavinbl MS Office

lpynna npedpunkcoB BUpPYycoB, nopaxarwmx obbektol MS Office (ykasaH fA3blk MakpOCOB,
nopa>kaemblX JaHHbIM TUMOM BUPYCOB):

e WM — Word Basic (MS Word 6.0-7.0);

xM — VBA3 (MS Excel 5.0-7.0);

w97M — VBAS (MS Word 8.0), VBA6 (MS Word 9.0);
x97M — VBAS (MS Excel 8.0), VBA6 (MS Excel 9.0);
A97M — 6a3bl gaHHbIX MS Access'97/2000;

PP97M — pannbi-npeseHtauyumn MS PowerPoint;

097M — VBAS5 (MS Office'97), VBA6 (MS Office’2000), Bupyc 3apaxaeT ¢dainbl 6onee yem
oaHoro koMmnoHeHTa MS Office.

Mpedukcbl A3bika pa3paboTkn

lpynna npedukcoB HLL MNpUMEHAETCa A9 WMEHOBaHMA BUPYCOB, HamNMCaHHbIX Ha A3blKax
NporpaMMmnpoBaHuNs BbICOKOTrO ypoBHS, Takumx kak C, C++, Pascal, Basic n gpyrue. icnonb3ytoTcs
mMoambdurKaTopsbl, ykasbiBaroLLme Ha 6a30BbIA aNropntM GYHKLNOHUPOBAHWS, B YaCTHOCTU:

e HLLW — Yepsy;

e HLLM — NOYTOBbIE YEPBY;

HLLO — BUpYyChbl, Nepe3anmncbiBatoLle Ko rnporpamMmmbl XXepTBbl;

HLLP — BUPYCbI-NapasuThbl;

HLLC — BUPYCbI-CMYTHUKMN.
K rpynne npedunkcos A3bika pa3paboTky MOXHO TakxKe OTHECTU:

e Java — BUPYCbl ANS CPeAbl BUPTyalbHOW MaluunHBbI Java.

TposiHCkMe nporpammbl

Trojan — obllee Ha3BaHWe ANA Pa3/IMUHbIX TPOSHCKUX MporpamMm (TposiHUeB). Bo MHormx
cnyyasx npedpuKcbl STOM rpynmnbl UCMO/b3YHOTCS COBMECTHO C npedukcom Trojan.
e PWS — TPOSIHEL, BOPYHOLLMIA Napoau;

e Backdoor — TposiHel, ¢ RAT-dyHkumen (Remote Administration Tool — ytuauta yaaneHHoro
aAMUHUCTPUPOBAHNA);

e IRC — TpPOsiHeL, NCMOAb3YOWMIN Ana cBoero GyHKLMOoHMpoBaHua cpeay Internet Relayed Chat
channels;
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DownLoader — TPOSIHEL, CKPbITHO OT MOJIb30BaTe/IA 3arpy>karoLmii pa3inyHble BPeAOHOCHbIe
dannbl n3 ViHTepHeTa;

MulDrop — TpOsHeU, CKPbITHO OT MOJ1b30BaTeNA 3arpy>|<a+ou.|,m7| pa3nnyHble BUPYChI,
cojep>Kauimecd HenocpeACTBEHHO B €ro TeJig;

Proxy — TPOSAHEL, MO3BOAAIOLLMI 3/10yMbILLUNEHHUKY paboTaTb B VIHTepHeTe aHOHMMHO Yepes
MOpa>keHHbIN KOMMbIOTEP;

StartPage (CMHOHMM: Seeker) — TPOSHEL, HECAHKLMOHWPOBAHHO MOAMEHSOWNA ajpec
CTpaHWLbI, YKa3aHHOW bpay3epy B KauecTBe JOMalLLHeN (CTapTOBOM);

Click — TpOsAHeL, OpraHM3ylLWMI nepeHanpasaeHe Noab30oBaTENbCKMX 3anpocoB bpaysepy
Ha onpeaeneHHbIN CanT (Man canTbl);

KeyLogger — TPOAHEL-LUMMNOH,; OTC/IEXXMBAET M 3aNUCbIBAET HaXXaTuUA KNaBuLL Ha KiaBUaType,;
MOXET nepnoagnyeckn nepecbliatb C06paHHbIe AaHHbI€ 3N10YMbILWLWNEHHNKY;

AVKill — ocTaHaBAMBaeT paboTy nporpamMM aHTVBUPYCHOM 3aluTbl, CETEBblE 3KPaHbl U T. M.
TaK>XXe MOXeT yAanATb 3T NPorpamMmMbl C ANCKa;

KillFiles, KillDisk, DiskEraser — yAansitoT HEKOTOPOE MHOXEeCTBO ¢alrnoB (dannbl B
onpeaeneHHbIX katanorax, darabl No Macke, Bce Ganbl Ha AUCKe U T. M.);

DelWin — yAanaer Heobxoaumele ana paboTbl onepaunoHHon cuctembl (Windows) panbi;

FormatC — ¢popmatumpyet anck C: (CMHOHMM: FormatAll — ¢opmaTUpyeT HECKONbKO AN BCe
AVCKN);

Kil1MBR — NOPTUT WAN CTUPAET COAEP>XKMMOE FNaBHOrO 3arpy304Horo cektopa (MBR);

Kil1CMOS — nopTuT nam ctmpaet cogepxurmoe CMOS.

CpeacTBO NCNO/Ib30BaHNA YA3SBUMOCTEN

Exploit — CPeACTBO, MCMOJb3yHolLee W3BECTHblE YSA3BMMOCTU HEKOTOPOW OMnepalyOHHOM
CUCTEMbI UAN MPUNOXEHUA ANA BHEAPEHUS B CUCTEMY BPEAOHOCHOrO KOJAa, BuUpyca Wau
BbIMOJIHEHNA KaKMX-AMHO HeCaHKLIMOHUPOBAHHbIX AENCTBUN.

CpeactBa Ana ceTeBbIX aTak

Nuke — cpeacTBa A/ CeTeBblX aTak Ha HEKOTOpble N3BECTHblE YA3BUMOCTU OMnepaLMOHHbIX
CNCTEM C LLENIBHO BbI3BaThb aBapvu7|Hoe 3aBepLlieHune pa6OTbI aTaKyeMoﬁ CNCTEMDI;

DDoS — MpOrpaMMa-areHT Ans MpOBEeAeHWs pacrpefeneHHbIX CeTeBbiX aTak TuMa «OTKa3 B
obcnyxusaHum» (Distributed Denial Of Service);

FDOS (cumHOHWUM: Flooder) — Flooder Denial Of Service — nporpammbl gns pasHOro poja
BPEAOHOCHbIX AelcTBMI B CeT, Tak WM MHaye UCMO/b3yHoLMe UAe aTakvM TMNa «OTKas B
obcnyxkmBaHUmM»; B otanume ot DDoS, rae npotmB OAHOW LleNn OLAHOBPEMEHHO UCMOb3yeTcs
MHOXECTBO areHToB, paboTarolmx Ha pa3Hbix komnbtoTepax, FDOS-nporpamma paboTaeT Kak
OTZAe/IbHas, «CaMOAOCTaTOUHas» nporpamMma.
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CkpunT-BUpycChbl

npeq)MKCbl BUPYCOB, HanMCaHHbIX Ha pPa3/InYHbIX A3blKax CLEHapneB:

VBS — Visual Basic Script;

JS — Java Script;

e Wiscript — Visual Basic Script n/van Java Script;
Perl — Perl;

PHP — PHP;

BAT — A3blk KOMaHAHOro nHtepnpetatopa OC MS-DOS.

BpeaoHocHble NporpaMmmbl
MpedurKcbl 06bEKTOB, ABNAOLLMXCA HE BUPYCaMU, @ UHbIMU BPEeAOHOCHBIMY NPOorpaMMamu:

e Adware — pekaamMHasa nporpamma;

e Dialer - nporpamMmMa [O3BOHa (nepeHanpasBaAlOlWlas 3BOHOK MoOJeMa Ha 3apaHee
3anporpaMMMpPOBaHHbIN MAaTHbI HOMEP VAW MAATHbIN pecypc);

Joke — Nporpamma-LuyTKa;

e Program — MNOTEHLMaNLHO OnacHas nporpamma (riskware);

Tool — NporpaMma-mHCTpYyMeHT B3soMa (hacktool).

PasHoe

Mpedukc generic MCNOAb3yeTCA NOCae APYyroro npepukca, 0603HayatoLLero cpesy nam MeTos
pa3paboTku, Ans 0603HaUEHNA TUMUYHOTO NPEACTaBUTENs 3TOrO TUMa BUPYCOB. Takon BUPYC He
obnasaeT HMKaKMMW XapaKTePHbIMW Mpu3HakaMy (Kak TeKCTOBble CTPOKM, CreLunanbHble
3 deKTbl U T. A.), KOTOPbIE NO3BONAN Bbl MPUCBOUTL EMY Kakoe-TO 0COBeHHOe Ha3BaHwe.

PaHee A1 MMEHOBaAHWA MPOCTENLLMX OE3/MKUX BUPYCOB MCMO/b30Bancs npepukc Silly ¢
pa3IMyYHbIMU MoandMKaTOpamMu.

CydPpukcbl

CydduKcbl MCNONb3yrOTCA 418 UMEHOBAHUS HEKOTOPbIX CreLMbnUeckmx BUPYCHbIX 06 bEKTOB:

® generator — 0b6beKT ABNAETCH He BUPYCOM, a BUPYCHbIM reHepaTtopom;

e based — BMpPYC pa3paboTaH C MOMOLLbI YKa3aHHOrO BMPYCHOrO reHepaTopa Wiu MnyTem
BWAOW3MEHEHWs yKa3aHHOro BMpyca. B o6oux cnyyasx MMeHa 3TOro Tvna SBASHOTCS POAOBbIMM
1 MOryT 0603HauaTb COTHU M UHOTAA Aaxke ThiCAYM BUPYCOB;

e dropper — YyKa3blBaeT, UTO OOBLEKT SABNSETCA HE BMPYCOM, a WMHCTaNNATOPOM YKa3aHHOro
BUpYcCa.
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