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000 «AlokTop Be6»

KomnaHus «[loktop Beb6» — poccuiickmin pazpaboTumk cpeacTB MHGOPMaLMOHHOM
6e3onacHocTL.

KomnaHus «loktop Beb» npeanaraet 3pdekTMBHbIE aHTUBUPYCHbIE M aHTUCMAM-PeLLeHMs Kak
AN TOCYAAaPCTBEHHbBIX OPraHn3aumnin n KpYmnHbIX KOMMAHWI, Tak U A1 YaCTHbIX
rnoJib3oBaTenen.

AHTUBUMPYCHbIe peleHns cemenctBa Dr.\Web pa3spabatbiBatotca ¢ 1992 roga v HeM3MeHHO
AEMOHCTPUPYIOT MPEBOCXOAHbIE pe3ybTaThl AeTeKTMPOBaHWA BPeAOHOCHbIX MPOrpamm,
COOTBETCTBYHOT MUPOBBLIM CTaHAapTaM 6e30mnacHOCTy.

CepTMCI)I/IKaTbI M Harpajbl, a Takxe O6LLII/IpHa$| reorpac])l/lﬂ nosb3oBaTenen CBNAETENBCTBYHOT 06
NCKNHOYNTEJIBHOM JOBEPUK K MPOAYKTaM KOMMaHUN.

Mbi 651arogapHbl nosib3oBaTeNAiM 3a NOAAEPIKKY pewueHni cemeiictea Dr.Web!
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1. BBegeHue

HacToswee pykoBOACTBO COAEPXUT NogpobHOe onmcaHne yCcTaHOBKM MpoaykTa AHTUBUPYC
DrWeb ansa cepsepos Windows, a Takke pekoMeHAaL MM No ero UCnoib30BaHWIO U PeLUEHNIO
TUNWYHbBIX NPO6.aEM, CBA3AHHbIX C BUPYCHBIMW yrpo3amMn. B ocHOBHOM paccmatpuBatoTca
CTaHAapPTHblE peXrMbl paboTbl KOMNOHEHTOB NporpaMmbl Dr\Web (c HacTporkamun no
YMOJYaHU10).

B MpurnoxeHnsax coaepxmtca obuwaa cnpaBoyHas MHPopMaLms, a Takke AONONHUTENbHblE
napameTpbl 419 HaCTPOKKM nporpammbl DrWeb.

1.1. Ncnonb3yemble 0603HaueHUs U COKpaLLeHUs

YcnoBHble 0603HaueHus

B AAaHHOM PYKOBOACTBE MCMNOAb3YHOTCA Ciedyroume yCAOBHbIE 0603HaueHus:

O603HaueHue KommeHTapuii
' I'Ipe,qynpe>|<p,eH|/|e O BO3MOXHbIX OLLNBOUHbIX CUTyaLmAax, a Takxke Ba>XXHbIX
VAR MOMEHTax, Ha KoTopble cieayeT 06paTutb 0coboe BHUMaHMe.

AHmusupycHas cems  HOBbIN TEPMUH WM aKLEHT Ha TEPMUHE B ONMCaHMAX.
<IP-address> Mons ans 3aMeHbl GYHKLMOHAIbHBIX Ha3BaHUIA GaKTUUYECKUMU 3HaUEHUSMMU.

CoxpaHuUTb Ha3BaHwWs 3KpaHHbIX KHOMOK, OKOH, MYHKTOB MEH U APYriX 3N1€MEHTOB
MpOrpamMMHOro MHTEpdeica.

CTRL O603HaueHNs K1aBULL K1aBMUaTypbl.
C:\Windows\ HanmeHoBaHuwa dainnoB v kaTanoros, GparMeHTbl NPOrpamMMHOro Koza.
[punoxexve A MepeKkpecTHble CCbINKM Ha r1aBbl JOKYMEHTa WAN TMNEPCChINKA Ha BHELLHME
pecypcsbl.
CokpaweHusn

B TekcTe pykoBoAcCTBa ByayT ynoTpebaaTbcsa 6e3 paclumbpoBkM ciesyrolme coKpalleHuns:

e DrWeb — AntnBupyc Dr.Web ana cepsepos Windows;
e FTP — (ot aHra. File Transfer Protocol) npoTtokon nepesauv ¢pannos;

e HTTP — (ot aHrn. Hypertext Transfer Protocol) npoTtokon nepegaun runeprekcra;

PyKOBOACTBO aZMUHWCTpaToOpa
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IMAP — (ot aHra. Internet Message Access Protocol) npotokon npuknagHoro ypoBHa Ans
[OCTyrna K 31eKTPOHHOW NouTe;

IMAPS — (oT aHra. Internet Message Access Protocol Secure) 3alumieHHbIA MIPOTOKO
NPUKNaAHOrO YPOBHA AN AOCTyrNa K 31eKTPOHHOW NouTe;

MTU — (ot aHrn. Maximum Transmission Unit) MmakcvManbHbI pa3mep noaesHoro 6aoka
JAAHHbIX;

NNTP — (ot aHrn. Network News Transfer Protocol) ceteBol npoTtokon nepesayv HOBOCTeW;

POP3 — (ot aHra. Post Office Protocol Version 3) npoTtokon NoutoBOro oTAeneHus, Bepcus 3;

POP3S — (ot aHra. Post Office Protocol Version 3 Secure) 3almiLeHHbIN NPOTOKOA
MOUTOBOrO OTAE/NIeHUS, Bepcua 3;

SIP — (o1 aHra. Session Initiation Protocol) npoTokon ycTtaHOBAEHUA ceaHca;

SMTPS — (ot aHra. Simple Mail Transfer Protocol Secure) npocToi 3aLmiLeHHbIN NPOTOKO
nepeAaun nouThbl;

SSL — (ot aHra. Secure Sockets Layer) ypoBeHb 3aLMLLEHHbIX COKETOB;

TCP — (o1 aHra. Transmission Control Protocol) npoTokon ynpasneHus nepesgader;
TLS — (ot aHra. Transport Layer Security) npoTOKoA 3ayTbl TPAHCMOPTHOTO YPOBHS;
UAC — (ot aHra. User Account Control) KOHTpOAb y4YeTHbIX 3anncer nNosb3oBaTenen;

UNC — (ot aHrna. Uniform Naming Convention) yHuouumnpoBaHHoe corialleHune o
Ha3BaHUAX;

URL — (o1 aHra. Uniform Resource Locator) yHnduumpoBaHHbI 10KaTOp pecypca;
OC — onepaunoHHasa cucTema;

MO — nporpammHoe obecrneyeHue.

PyKOBOACTBO aZMUHWCTpaToOpa
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2. O npoaykre

AHtnupyc DrWeb ansa cepeepos Windows npegHasHaueH A1 3alUTbl CUCTEMHOM NaMATy,
XKECTKMX ANCKOB M CbEMHbIX HOCUTENE KOMMbIOTEPOB, paboTatowmx nog ynpasaeHnem OC
cemenictBa Windows, oT yrpo3 atoboro tmna: BUpycoB, PyTKUTOB, TPOAHCKUX MPOrpamMm,
LUNMOHCKOTO 1 pekiaMHoro MO, xakepckux yTUANT U APYruX BPeAOHOCHbIX 06EKTOB 13
NHOObIX BHELIHUX NUCTOYHWKOB.

AHTnBMpyc DrWeb ansa cepsepos Windows cocToMT 13 HECKONbKUX MOAyNEN, OTBEYAIOLLMX 3a
Pa3IMYHYO GYHKLMOHANbHOCTb. AHTUBUPYCHOE AAPO M BUPYCHbIE 6a3bl ABAAOTCA OOLLMMM
AN BCEX KOMMOHEHTOB M Pa3/IvyHbIX NAaTGopM.

KOMMNOHEeHTbI NpoaykTa MOCTOAHHO OOHOBAAKOTCA, @ BUPYCHble 6a3bl peryaspHo
AOMONHAKOTCA HOBBIMUW CUTHaTypaMu yrpos. [NoctosHHOe obHoBAeHNEe obecneunBaeT
aKTya/lbHbl YPOBEHb 3aLMTbl YCTPOMCTB NOJb30BaTeNEN, a TakKe MCMO/b3YEMbIX MU
NPUAOXEHUN N AaHHbIX. N8 JONOAHUTENIbHOW 3alUMTbl OT HEU3BECTHOTO BPEAOHOCHOTO
nporpaMMHOro obecrneyeHnsa NCNoOb3yHTCA METOAbI 3BPUCTUYECKOTO aHaAn3a,
peann3oBaHHble B aHTUBUPYCHOM fjpe.

AHTtmBuMpyc Dr.Web ans cepsepoB Windows cnocobeH obHapyxmBaTtb 1 yaanatb C
KOMMNbIOTEPA pa3/INyHbie HeXenaTebHble NPOrpaMMbl: pekiiaMHble MPOrpamMmbl,
nporpaMmmbl 4O3BOHA, MPOrpPamMMbl-LIYTKW, MOTEHLMANBHO ONACHble MPOrpamMmbl,
nporpamMmbl B3noMa. [Ins obHapy>KeHWsA Takux NporpamMmM 1 CoOBepLUeHMs AeNCTBUI Hak
cozepkawmmMmn nx parinamm NnpUMeHsATCA CTaHAAPTHbIE CPeACTBA aHTUBMPYCHbIX
komnoHeHTOB Dr.Web.

NHdpopmaymio o Bepcnm npoaykTa, CoCTaBe KOMMOHEHTOB, JaTe NocaeAHero 06HOBAEHNS Bbl
Mo>eTe HanTh Ha cTpaHuLe Moaaepikka B pa3gene O nporpamvme.

2.1. KoMmnoHeHTbI 3aluUTbl U MOAY/IN YNpaB/aeHNA

AnTnBmpyc DrWeb ans cepsepos Windows BkitoyaeT B cOCTaB cieytoLiyie KOMMOHEHThI
3alUMTbl U MOAYAN YNPaBAEHNA:

KomnoHeHT/mMoOAynb OnucaHue

SplDer Guard KOMMOHEeHT, KOTOpbI MOCTOSHHO HaXOAWTCA B OMepaTUBHOM NamsTy.
OcyuiecTBAsieT NpoBepky co3gaBaemblix GannoB 1 3anyckaeMbiX NMPOLECCOoB, a
Takke 0OHapy>XMBaEeT NPOABAEHUS BUPYCHOM aKTUBHOCTMW.

MNoBeseHyeckui aHanvz  KOMMOHEHT, KOHTPOAUPYHOLWMIA JOCTYN NMPUIOXEHUM K KPUTUUECKU BaXKHbIM
obbekTaM cucTeMbl M obecrneunBatoLL i LIENOCTHOCTb 3amMyLLeHHbIX
NP UAOXKEHNIA.

3alunTa 0T 3KCNNoKTOB  KOMMOHEHT, 610KNPYHOLL WA BPEAOHOCHbIE 06BEKTbI, KOTOPbIE NCMO/Ib3YHOT
YA3BUMOCTUN B MPUNOXKEHMNAX.

PyKOBOACTBO aZMUHWCTpaToOpa
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KomnoHeHT/MOAyNb OnuncaHue

3auimrta ot KomnoHeHT, obecneunBatoLnii 3aLLnTy OT BUPYCOB-LIVPPOBabLLUKOB.

BbIMOraTenen

CkaHep CkaHep c rpadmyeckum nHTepdencom, KoTopblli 3anyckaeTcs no 3anpocy
noNb30BaTeNs UK MO PaCAUCAHNIO U MPOU3BOAUT aHTUBMPYCHYHO MPOBEPKY
KOMMbrOTEpa.

KoHcosbHbIN ckaHep Bepcua CkaHepa ¢ UHTepdeiicoM KOMaHAHON CTPOKM.

Dr.Web

Moaynb o6HoBAEHMS Mo3BosseT 3aperncTpupoBaHHbIM NOAb30BaTeNAM NOoNyvaTb O6HOBAEHUS
BUPYCHbIX 6a3 u apyrux ¢arinos Dr.Web, a Taioke nponsBoAmnT vx
aBTOMAaTUYECKYHO YCTaHOBKY.

SplDer Agent Mogaynb, C MOMOLLIbHO KOTOPOTO OCYLLECTBAAETCA HaCTpOWiKa U ynpas/eHve

paboTo KOMMOHEHTOB MPOAYKTA.

2.2. Metopabl 06Hapy>keHnA yrpos

Bce aHTMBMPYCHble NPOAyKTbl, pa3paboTaHHble kKomnaHuen «/loktop Beb», npumeHsatoT
uenbii Habop MeToA0B OH6HaPY>KEHWA YrPO3, YTO NO3BONSET NPOBEPATb NOAO3PUTENbHbIE
06BbeKTbl MakCMMabHO TLWATENbHO.

CurHatypHbIi aHanus

JTOT MeToA OBHapyXeHUA NpUMeHseTcs B NepByto ovepesb. OH OCHOBaH Ha Noucke B
COAEPXXMMOM aHaNM3NPyeMoro o6bekTa CUrHaTyp y>Ke U3BECTHbIX yrpo3. CUrHaTyponm
Ha3blBaeTCA HeNpepbIBHasA KOHEeYHan NoC/ief0BaTeIbHOCTb 6anT, HeobxoaMmas u
AOCTaTouHasa ANf OAHO3HAUHOW UAEHTUPMKALMK yrpo3bl. [pK 3TOM cpaBHEHME COAEPXKMMOTO
nccnegyemoro obbekTa ¢ CUrHaTypamMum NpoOmn3BOANTCA HE HAaNPSAMYHO, @ MO UX KOHTPOJIbHbBIM
CYMMaM, YTO MO3BOSET 3HAUNTENIbHO CHMU3UTb pa3Mep 3annceil B BUPYCHbIX 6a3ax, COXpaHuB
npwv 3TOM OAHO3HAYHOCTb COOTBETCTBMA W, CleoBaTeIbHO, KOPPEKTHOCTb OBHapYXKeHWS
Yyrpo3 v neyeHns MHPMLMPOBaHHbIX 06BEKTOB. 3anuncK B BUPYCHbIX 6asax Dr.Web
coCTaBNeHbl TakuM 06pa3oM, Uto 6rarogapsa OLHOM U TOM Xe 3anmucu MOXXHO OBHapyXmBaTb
Liesible KNacchbl UAN CeMENCTBa Yrpos.

Origins Tracing

70 yHMKanbHasa TexHonorma Dr.\Web, kotopas no3BonsieT onpesennTb HOBble UK
MOANDULIMPOBaHHbIE YTPO3bl, NCMOJIb3YHOLLME YXKe N3BECTHbIE N OMUCAHHbIE B BUPYCHbIX
6a3ax MexaHW3Mbl 3apaxkeHna UAn BpesoHOCHOe nosegeHre. OHa BbIMOHAETCA MO
OKOHYaHWUW CUTHATYPHOrO aHaau3a 1 obecneuymBaeT 3aLlLnUTy NOAb30BaTeNEMN, MCMO/b3YHOLLUX
aHTMBUpPYCHble pelweHua Dr.Web, ot Takux yrpos, kak TposiHCKas nporpaMma-BbiMoraTesib
Trojan.Encoder.18 (Takke n3BecTHas NoA Ha3BaHMeM «gpcode»). Kpome TOro, Mcnonb3oBaHme

PyKOBOACTBO aZMUHWCTpaToOpa
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TexHonorum Origins Tracing N03BOASIET 3HAUNTENBHO CHU3UTb KOJNMYECTBO NIOXKHbIX
cpabaTblBaHW 3BPUCTUYECKOTO aHanm3aTopa. K Ha3BaHUAM yrpos, obHapy>KeHHbIX Npu
nomouwwm Origins Tracing, gob6asasercs NocTdmkc .Origin.

3Myll$| uma ncnojiHeHnA

MeTog, 3MyAsaLMn UCMONHEHMS MPOrPaMMHOrO KOAa MCMOJb3yeTcs A1 O6HapyXXeH s
NOMMOPGHbBIX U LWMGPOBAHHbIX BUPYCOB, KOTAa NCMOb30BaHNE MOWUCKA MO KOHTPObHbIM
CYMMaM CUTHATyp HEMPVYMEHUMO WN 3HAUNTESIBHO YCIOKHEHO U3-38 HEBO3MOXXHOCTM
MOCTPOEHMA HAAEXHbBIX CUTHATYp. MeToA COCTOUT B MMUTALMN UCNONIHEHUS aHaAN3NPYEMOTro
KoAa npw MOMOLLM dMy/19mMopa — NPOTrPaMMHON MOJE/IM NMPOLLeCCcopa N Cpesbl UCMOTHEHNS
nporpamm. IMynATOp ONepupyeT C 3alLMLLEHHON 061aCTbio NamMaTn (bygpepom smyasayuu).
Mpw 3TOM MHCTPYKLMM HE NepesaroTcs Ha LLeHTpabHbIV NPOLLECCOp A/f peasbHOro
ncnosHenuns. Ecam kog, obpabatbiBaeMbliii SMYAATOPOM, MHOULIMPOBAH, TO Pe3yNbTaTOM ero
3IMYNALUM CTaHET BOCCTAHOB/IEHNE UCXOAHOTO BPEAOHOCHOIO KoAa, AOCTYMHOTO AJis
CUIHATYpHOroO aHanun3a.

IBpPUCTUUECKUIA aHaNn3

PaboTa 3BpMCTMYECKOrO aHaan3aTopa OCHOBbIBAETCA Ha Habope 38pucmuk (NPesnoNoXeHNN,
CTaTUCTUYECKas 3HAYMMOCTb KOTOPbIX MOATBEPKAEHA OMbITHLIM MYTEM) O XapakTepHbIX
npu3Hakax BPeAOHOCHOro 1, Ha060poT, He3onacHoOro ncnoaHsemoro koga. Kaxapli npusHak
KOoAa MeeT ornpeeseHHbI Bec (T. €. YNCN0, NOKa3bIBatOLLLEe BaXKHOCTb U JOCTOBEPHOCTb
3TOro npwu3Haka). Bec MoxeT 6bITb Kak MOAOXNTENBHBIM, €CIN MPU3HAK YKa3biBaeT Ha
Ha/JMune BPejOHOCHOTO MOBEAEHNS KOAA, Tak U OTPULLATENbHBIM, €CIN NMPU3HaK He
CBOWMCTBEHEH KOMMbIOTEPHBIM yrpo3am. Ha ocHoBaHWMM CyMMapHOro Beca,
XapaKTepu3yHoLLEero cogep>xnmoe obbekTa, IBPUCTUYECKUI aHaAM3aTop BblUMCAAET
BEPOATHOCTb COAEP>KaHUA B HEM HEU3BECTHOTO BPEAOHOCHOrO 0bbekTa. Ecam ata
BEPOATHOCTb MPEBbILLAET HEKOTOPOE MOPOroBOE 3HaUeHWE, TO BblAAETCA 3aK/NHOUEHME O TOM,
YTO aHaNN3MPYEMbIi OOBEKT ABNAETCA BPEAOHOCHBIM.

DBPUCTUYECKMIA aHanM3aToOp Takxke Ucrnosb3yeT TexHonoruto FLY-CODE — yHuBepcabHbI
aNropuTM pacrnakoBku GaninoB. ITOT MEXaHW3M NO3BOAET CTPOUTb 3BPUCTUYECKNE
NpPeAnoNOXeHMA O HaNNYMN BPeAOHOCHbIX 0O6beKTOB B 06BbeKTax, CKaTblX MporpamMmmMamm
yrnakoBKkuM (ynakoBLUMKaMK), MPUYEM He TOIbKO M3BECTHbIMW pa3paboTunkamM NpoaykTa
Dr.Web, HO 1 HOBbIMU, paHee He nccaesoBaHHbIMU NporpaMmmamu. MNpu Nnpoeepke
yrnakoBaHHbIX 06EKTOB TakKe MCMOb3YyeTCA TEXHONOTUA aHaM3a Ux CTPYKTYPHOW SHTPOMUN,
KOTOpas no3sosiseT 0bHapy>XunBaTb Yrpo3bl MO OCOBEHHOCTAM PaCNONOXKEHMA YYaCTKOB UX
KoZa. ITa TeXHONOrns NO3BOAsSET Ha OCHOBE OAHOM 3aNncK BUPYCHOM 6a3bl Mpon3BeCTH
obHapyxeHne Habopa pa3NnNUHbIX Yrpo3, yNnakoBaHHbIX OA4NHAKOBbIM NOANMOPOHBIM
YyNaKOBLUNKOM.

MoCKONbKY 3BPUCTUYECKNIA aHANM3ATOpP ABASETCA CUCTEMOMN NPOBEPKN TMMNOTE3 B YCNOBUAX
HeonpeAeseHHOCTN, TO OH MOXET JOMyckaTb OWNOKM Kak NepBoro (MPonyck HeM3BeCTHbIX
yrpos), Tak u BTOPOro poaa (npusHaHue 6e3onacHom nporpaMmbl BpegoHOoCcHon). Moatomy

PyKOBOACTBO aZMUHWCTpaToOpa
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ob6beKkTaM, OTMEUYEHHbIM IBPUCTNYECKMM aHaNM3aTOpPOM KaK «BPEeAOHOCHbIE», MPUCBaBaeTCA
CTaTyC «NOA03PUTEJIbHbIE>.

MoBepeHueckuit aHanns

MeToapbl NOBeAeHYECKOro aHavM3a NO3BOAAIOT aHaAN3MPOBaTb NOC/eL0BaTENbHOCTD
AEeNCTBMIA BCEX MPOLLECCOB B cucTeMe. MNpu 06Hapy>XeHUn NpU3HaKOB MOBeAEeHUs
BPEAOHOCHOW NpOorpamMmmMbl AeNCTBUA MPUAOXKEHNUS BNOKMPYOTCS.

Dr.Web Process Heuristic

TexHosorna noeegeHveckoro aHanmsa Dr.Web Process Heuristic 3awjuiiaeT oT HoBenwmx,
Hanbosee onacHbIX BPELOHOCHbIX MPOrpamMmm, KOTopble CNoCobHbI n3bexaTb 0bHapy>XXeHUs
TPAaAVLMOHHBIMU CUTHATYPHbBIMU 1 3BPUCTUYECKUMUN MEXaHU3MaMMU.

Dr.Web Process Heuristic aHannsunpyet noBejeHmne Kaxkaou 3anyLeHHOW NporpaMmbl,
CBEPAACh C NOCTOAHHO O6HOBAAEMbIM 06auHbIM cepBucom Dr.Web, n Ha ocHoBe
aKTyaNbHbIX 3HaHWI O TOM, Kak BeayT ceba BpeZlOHOCHbIE MPOrpaMMbl, eNaeT BbIBOJ O ee
OMNacHOCTW, MOCAe Yero NPUHMMAaKTCA HeobxoaMMble Mepbl MO HenTpaansauum yrpossl. K
Ha3BaHMAM yrpo3, obHapyxeHHbIx Npu nomowwm DrWeb Process Heuristic, sgobaBnsetca
npedukc DPH.

ﬂ'aHHaﬂ TEXHONOINA 3aLlLNTbl JaHHbBIX MO3BOAAET CBECTU K MUHUMYMY NMOTEPK OT AGD’ICTBMVI
HEN3BECTHOIO BMUPYyCa Npn MUHNMalbHOM I'IOTpE6II€HVII/I pecypcoB 38LLI,VILLI,3€MOVI CNCTEMBbI.

Dr.Web Process Heuristic KOHTpospyeT Ato6ble NOMNbITKN N3MEHEHUSA CUCTEMDI:

e pacno3HaeT NPOoLLeCcChl BPeAOHOCHbIX MPOrpamMM, U3MEHSAIOLLMX HeXeNnaTelbHbIM 06pa3om
nosib3oBaTesbckune darabl (HanpumMmep, NONbITKN WNdPOBaHMA CO CTOPOHbI TPOAHCKMX
NporpamMM-wnNpPOBabLLMKOB), B TOM YMC/IE PACMOJIOXKEHHbIE B KaTaaorax, 4OCTYMHbIX MO
cetu;

e MPENATCTBYET NOMbITKAM BPEAOHOCHbIX MPOrpamMM BHEAPUTLCA B MPOLLECChl APYTUX
NPUNOXEHUN;

e 3alMLlaeT OT MoAMdUKaLMN BPeAOHOCHBIMU MPOorpaMmMamMu KpUTUYECKMX y4aCTKOB
CUCTEMBI;

® BbIABJAET N NpPEKpPallaeT BPeJOHOCHbIE, MOAO03PUTE/IbHbIE NN HEHAAEXHbIE CLUEHAPUN U
npouecchol;

e 610KMpPYyET BO3MOXHOCTb M3MEHEHUA BPeAOHOCHbIMW NMPOrpaMMaMm 3arpy30uUHblxX
obnacrteu gncka € Lenbro HEBO3MOXXHOCTM 3anycka (Hanpumep, 6yTKMTOB) Ha KOMMbIOTEPE;

e NpezoTBpalLaeT oTkItOUeHMe Bbe3onacHoro pexxnma Windows, 610KMpys M3MeHeHUs
peecTpa;

e He NO3BO/ISET BPeAOHOCHbBIM MporpaMMam M3MeHUTb NpaBuia 3amnycka NporpaMmm;

® MpecekaeT 3arpy3skn HOBbIX NN HEN3BECTHbIX p,pa|7|BepOB 6e3 BeAOMa MNoJib30BaTeNA,

PyKOBOACTBO aZMUHWCTpaToOpa

12



A7

-
¢

g
),
A

O npoaykTe

° 6110K|/|pyeT dBTO3aMyCK BPEAOHOCHbIX MPOrpaMm, a Takxxe onpeaeaeHHbIX I'IpVIﬂO)KGHI/IVI,
HanpmMmep aHTU-aHTUBUPYCOB, HE aBadA UM 3apPernctpnpoBaTbCA B peecTpe 44
nocnegyrowero 3anycka,

e GN0KMpPYeT BETKN peecTpa, KOTOpble OTBEYatoT 3a ApalBepbl BUPTyasbHbIX YCTPOMCTB, UTO
Aenaet HeBO3MOXXHOW YCTaHOBKY TPOSHCKMX MPOrpaMm noj BUAOM HOBOFO BUPTYalbHOrO
YCTPOWCTBa;

® He NO3BO/IAET BPeAOHOCHOMY NPOrpaMMHOMY obecneyeHmo HapyLnTe HOPMasbHYHO
paboTy cncTeMHbIX Cnyxb.

Dr.Web Process Dumper

KomMnnekcHbI aHannsaTop ynakoBaHHbIX yrpo3 Dr.Web Process Dumper 3HaumtenbHo
MOBbILIAET YPOBEHb AETEKTUPOBAHNA AKOObI «HOBBIX YrPO3» — U3BECTHbIX BUPYCHOW Ha3e
Dr.Web, HO cKpbITbIX MO HOBbIMW YNaKOBLUMKaMW, @ TakKe UCKItOYaeT He0bX0AMMOCTb
pobaBneHns B 6a3bl BCe HOBbIX U HOBbIX 3anuncent 06 yrpo3ax. CoxpaHeHne KOMMakTHOCTH
BMpPYCHbIX 6a3 Dr.Web, B cBOtO ouepesp, He TpebyeT MOCTOAHHOIO YBEINYEHUA CUCTEMHbIX
TpeboBaHM 1 obecrneunBaeT TPAAMLMOHHO Mabli pa3mep OHHOBAEHUA NPU HEM3MEHHO
BbICOKOM KauyecTBe AeTeKTMPOBaHUA U neveHuns. K HazBaHWAM yrpo3, 06Hapy>KeHHbIX Npu
nomolum Dr.Web Process Dumper, gobasnsercs npedumkc DPD.

Dr.Web ShellGuard

TexHonorunsa Dr.Web ShellGuard 3awpmiiaet koMnboTep OT 3KCN/10UMO8 — BPEAOHOCHbIX
06BEKTOB, NbITAKOLLMXCA MCMOAb30BaTh YI3BUMOCTUN C LLeNIbko NONAYYEHUA KOHTPOAS Haj
aTakyeMbIMW MPUAOXKEHUAMMN UAN OMepaLOHHON cucTeMon B Lieanom. K HazBaHMAM yrpos,
obHapyxeHHbIx npu nomowwm Dr.Web ShellGuard, gobaBnsetcs npedukc
DPH:Trojan.Exploit.

Dr.Web ShellGuard 3awwmuiaeT pacnpocTtpaHeHHble NPUAOXEHNS, YCTaHAaBANBaEMble Ha
KOomnMbtoTepbl Nog ynpasaeHnem Windows:

e NHTepHeT-6pay3epsbl (Internet Explorer, Mozilla Firefox, Google Chrome un ap.);
e npunoxeHunsa MS Office;

® CNCTEMHDbIE MPUTOXKEHNA,;

NPUAOXEHNA, NCNOoAb3ytoLme java-, flash- n pdf-texHonorup;

e MeananpourpbiBaTenu.

AHann3npys noTeHUMansbHO onacHble AeNCTBUA, CUCTEMA 3alumnTbl Biarogaps TEXHONOTMK
Dr.Web ShellGuard onupaetcs He ToAbkO Ha NPONMCaHHbIe NPaBMIa, XPaHALLMEC Ha
KOMMbIOTEPE, HO M Ha 3HaHus obnauHoro cepsuca Dr.Web, B koTopom cobupatotcs:

e faHHble 06 anropuTMax Nporpamm ¢ BPeAOHOCHbIMU HaMePEHUAMU;

e MHbOPMaLMA O 3aBEJOMO UNCTbIX darinax;

e nHGopmMaLMa O CKOMNPOMETUPOBAHHbIX LLUGPOBbIX MOANMCAX N3BECTHbIX pa3paboTumkoB
nporpaMMHoOro obecrneyeHus;

° MHq)OpMaLLVIﬂ o LU/ICI)pOBbIX noanncax pekKiaMHbIX N MOTEHUMANbHO OMaCHbIX NporpamMmm,;

PyKOBOACTBO aZMUHWCTpaToOpa
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° I/IHq)OpMaLI,VIﬂ O HeXenaTesibHbIX AN14 NocelweHnA ca17|Tax,'

® A/ITOPUTMbI 3aLLNTbI TEX NN NHBIX I'IpVIJ'IO)KGHIAlZ.

3awumTa OT MHXXEKTOB

UHxekm — cnocob BHeApeHUs BPeAOHOCHOTO KOZa B 3anyLLeHHble Ha YCTPOMCTBE MPOLLECChI.

Dr.Web nocTtosiHHO oTCnexXuBaeT NOBEAEHME BCEX MPOLLECCOB B CUCTEME M NMpesoTBpaLLaeT
NOMNbITKN BHEAPEHUSA, eCIN NOCUUTAET UX BPeAOHOCHbIMU. K Ha3BaHMAM yrpos,
OB6Hapy>XeHHbIX MPY NOMOLLM 3aLnTbl OT MHXEKTOB, JobaBAfeTCA Npedukc
DPH:Trojan.Inject.

Dr.Web npoBepseT cnegyrome xapaktepucTMKu NPUAOXKeEHUs, KOTOPOe 3anyCcTnao NpoLecc:

® ABNAETCA I NPUNOXKEHNE HOBbIM;

® KaK OHO rnonajno B CUCTEMY,

e rae npuao>KeHne pacrnosioXXeHO,

® KaK OHO Ha3blBaeTCA,

® BXOAUT I NPUJIOKEHWNE B CMUNCOK AOBEPEHHDIX;

® eCTb /IN Y HEro JencTBUTEeNbHaA LMdpoBas NOANUCH OT JOBEPEHHOrO LieHTpa
cepTuduKaynm;

® BXOAWT I OHO B YEPHbIN NAN BENbIA CMMCOK MPUNOXKEHWNI, KOTOPbIE HAXOAATCA Ha
obnauHom cepsuce Dr.Web.

Dr.Web oTcnexwmnBaeT coCTosiHME 3anyLLEHHOro NpoLiecca: NpoBepPseT, CO34aroTCa
yAaZieHHble MOTOKM B MPOCTPaAHCTBE NPOLECca, BHEAPSETCA I MOCTOPOHHUI KOA B aKTUBHbIN
npovuecc.

AHTUBMPYC KOHTPOAMPYET N3MEHEHMA, KOTOPble BHOCAT MPUIOXKEHMSA, 3anpeLlaet U3MeHATb
CUCTEMHbIe 1 NpuBMAerMpoBaHHble npouecchl. OtaensHo Dr.Web cneaut 3a tem, utobbl
BPELOHOCHbIN KOZ HEe MOT MOANGULMPOBaTL NaMATb MONYAAPHbIX 6pay3epoBs, HanpuMep
KOorfa Bbl COBeplUaeTe MOKYNK1N B MHTEPHETE UAW JenaeTe NepeBoabl B OHaNH-baHKax.

3awuTa oT BbiMoOrateneu

3awyuma om gsiMo2amesieli — OAVH N3 KOMMOHEHTOB [1peBEHTMBHOW 3aLLUMThI,
obecneuvBaroLLmMii 3aWmTy GanoB Nosb3oBaTeNen oT TPOAHLUEB-LUMPPOBaNbLUNKOB. [JaHHble
BPeAOHOCHbIE MPOrpaMmbl, Monagas Ha KOMMbIOTEP NOAb30BaTens, 6A1OKMPYHOT AOCTYN K
JaHHbIM NyTeM WNdPOBaHUSA, NOC/E Yero BbIMOratoT AeHbrn 3a pacmndposky. K Ha3BaHUAM
yrpos, obHapy>XeHHbIX NPy MOMOLLM 3aLnTbl OT BbIMOraTteneu, sobasnserca npedumkc
DPH:Trojan.Encoder.

KomMnoHeHT aHann3npyeT noBeseHne Nog03pUTENbHOTO NpoLiecca, obpallas BHUMaHMe B
YaCTHOCTW Ha NOUCK GanNoB, YTEHNE N NMOMBITKA UX MOAMDUKALUN.

PyKOBOACTBO aZMUHWCTpaToOpa

14



A7

-
¢

g
),
A

O npoaykTe

Takke NpoBepArOTCA CnesyroLlme XxapakTepuCTUKN MPUNOXKEHNS:

® ABNAETCA I NPUNOXKEHNE HOBbIM;

® KaK OHO nmonaso B CUCTEMY;

e rae npuaoxXxeHume pacnono>XXeHo,

® KaK OHO Ha3blBa€eTCA;

® ABNAETCA I NPUNOXKEHNE JOBEPEHHDBIM;

® eCTb /IN Y HETO AeCTBUTENbHAsA LMdpoBas NOANNCH OT JOBEPEHHOrO LIeHTpa
cepTudukaymnm;

e BXOAWT I OHO B YEPHbIN NAW BeNbIA CMMCOK MPUNOXEHWI, XPaHALLMICA Ha 0b61auHOM
cepsuce Dr.Web.

Tarke npoBepsaeTca xapakrep moandukaumm danna. Npu obHapy>keHM NPU3HaKoB
noBeAeHWNs BPELOHOCHOMW NporpaMmbl AeNCTBUS MPUNOXKEHUA BNOKMPYHOTCA 1
npesoTBpaLLatOTCA NOMNbITKN MoAndMKaLmMn dannos.

MeTOA MalUUHHOro 06y|~IEHI/I$I

MpumeHseTcs Ans Noucka n HeMTpanm3aLmm BPeLOHOCHbIX 06bEKTOB, KOTOPLIX eLle HeT B
BMPYCHbIX 6a3ax. [penmyLLecTBO 3TOro MeToAa 3ak1to4vaeTcs B pacno3HaBaHmm
BPEAOHOCHOTO KoZa 6e3 NCMONIHEHNS, TOIbKO Ha OCHOBE €ro XapaKTepuUcCTymK.

Ob6Hapy»eHue yrpo3 CTpomTCA Ha knaccmdukaLmm BpefOHOCHbIX 0O bEKTOB COrnacHoO
onpeseneHHbIM npusHakam. C MOMOLLBH TEXHONOTMM MALUMHHOTO 06yYeHNs, OCHOBaHHOM
Ha MeTo/e OMOPHbIX BEKTOPOB, MPOUCXOAUT KnaccupukaLma 1 3annco B 6asy pparmeHToB
KOZa CLEeHapHbIX A3bIKOB. 3aTeM NpoBepseMble 06beKTbl aHAaNN3NPYHOTCA HAa OCHOBE
COOTBETCTBMA NPU3HAKaM BPeAOHOCHOro Koga. TeXHONOrMA MaMHHOro obyyeHuns
aBTOMaTM3uMpyeT O6HOBAEHME CNNCKA JaHHbIX MPU3HAKOB 1 MOMOJIHEHME BUPYCHbIX 6a3.
Brarogapsa nogkitoueHuto Kk ob6nauHomy cepBumcy obpaboTtka 60/bLLMX 06 BEMOB AaHHbIX
nponcxoauT BbicTpee, @ NOCTOAHHOE 0byyeHne cncteMbl obecrneunBaeT MPEBEHTUBHYHO
3aWmMTy OT HOBEWLLMX Yrpo3. [pn 3TOM TEXHONOTNA MOXKET PYHKLNOHUPOBaTb U He3
NOCTOAHHOro obpateHma K obnaky.

MeToz MalUMHHOIO 06YUYEeHUS CyLLECTBEHHO 3KOHOMMUT PECYPChl ONEPALIMOHHON CUCTEMBI, TaK
Kak He TpebyeT NCMONHEHNS KOAA ANA BbISBAEHUS Yrpo3, a AMHAMUYECKOe MalUMHHOe
0b6yueHMne KnaccnudrkaTopa MOXKeET OCYLLECTBAATLCA U 6e3 NOCTOSHHOTO O6HOB/IEHUS
BMPYCHbIX 6a3, KOTOPOE NUCMOb3YyeTCs MPU CUTHATYPHOM aHaan3e.

O6nauHble TeXHO/I0rMM Oo6Hapy>XeHus yrpos

ObnauHble meTOAbl OOHapPY>XeHMA NO3BONAOT MPOBEPUTL NH060N 06BeKT (dainn,
NPUAOXeHNe, paclumpeHue ansa 6paysepa 1 T. n.) no xew-cymme. OHa npeacTaBaseT cobow
YHUKaNbHY MocneoBaTeNbHOCTb NP 1 BykB 3asaHHON AnnHbI. [Tpn aHann3e no xew-
cyMMe 06beKTbl MPOBEPAIOTCA MO CyLLEeCTBYHOLLe Ha3e 1 3aTeM KraccudULMpPYOTCA Ha

PyKOBOACTBO aZMUHWCTpaToOpa
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KaTeropuu: U1CTble, NOAO3PUTENBHbIE, BPEAOHOCHbIE U T. 4. K Ha3BaHMAM yrpos,
06Hapy>XeHHbIX Npy noMoLm ObnauHbIX TeXHONOTUI, AobaBaseTcs npedukc CLOUD.

MopobHaa TeXHONOrNSA ONTUMU3NPYET BPEMSA NPOBEPKM GariNoB U 3KOHOMUT pecypchbl
ycTpoiicTBa. brarogapsa ToMy, UTo aHanM3MpPyeTCs He caM OOBEKT, @ ero YH1KanbHas XeLw-
CYyMMa, peLleHne BbIHOCUTCA NPaKTUUYeckn MOMeHTabHO. [py OTCYTCTBUMN MOAKIOUEHNSA K
cepBepam Dr.Web ¢alinbl npoBepsatoTca nokanbHO, a obnayHas npoBepka BO30HHOBAAETCS
NpwW BOCCTaHOBAEHUM CBA3WN.

Takvm obpa3om, obnayHbIn cepBuC KoMNaHuu «Jloktop Beb» cobupaet nHdopmaymto ot
MHOTOUYNC/IEHHbIX MONb30BaTeNe U onepaTMBHO OOHOBASET JaHHble O paHee HeM3BEeCTHbIX
yrposax, Tem camblM noBbiwasn 3GHeKTMBHOCTb 3aLLUMTbl YCTPOMCTB.

PyKOBOACTBO aZMUHWCTpaToOpa
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2.3. CuctremHble TpeboBaHnA

Vcnonb3oBaHume nporpammbl Dr.Web Bo3MOXHO Ha KOMMbIOTEPE, YAOBAETBOPAOLLEM
cneayownm TpeboBaHMAM:

Mapametp
Mpoueccop

OnepaupoHHas cuctema

CeobogHas onepaTtuBHas
namsTb

Pa3pelueHue 3kpaHa

Mopaep>kka BUPTyanbHbIX
1 obnauHbIX cpes

Tpe6oBaHue
C noasep kKON cucTeMbl KOMaHZ, 1686

[na 32-pa3pagHbix onepaupoHHbIX CUCTEM:

e Windows Server 2003 ¢ naketom o6HoBAeHW SP1;

e Windows Server 2008 c naketom o6HoBAeHWI SP2 nnn 6onee No3gHNMMN.
[na 64-pa3pasHbix OnepaumoHHbIX CUCTEM:

e Windows Server 2008 c naketom o6HoBAeHWI SP2 nnmn 6onee No3gHNMY;

e Windows Server 2008 R2 ¢ naketom obHoBAeHUI SPT nan 6onee
nos3aHnmu;

e Windows Server 2012;
e Windows Server 2012 R2;
e Windows Server 2016;
e Windows Server 2019;
e Windows Server 2022

512 Mb v 6onblie

PekomeHpyetca He MmeHee 1024x768

HOAAep)KI/IBaETCFI q)yHKU'I/IOHI/IpOBaHI/Ie nporpamMmsbl B ciegyrolwnx cpegax:

e VVMware;

Hyper-V;
e Xen;
e KVM

| Mockonbky kKomnaHus Microsoft npekpatina noaseps>kky anroputma xewmposaHus SHA-1,

A nepez yctaHoBKOW nporpammbl AHTBUpYC Dr.Web ans cepsepos Windows Ha Windows
Server 2008 nnn Windows Server 2008 R2 Heobxoaumo ybeanTbcs, YTo cuctemMa
noaAepxveaeT anroputm xewnposanma SHA-256. [1na 3Toro ycraHosuTe BCe
pekomMeHgyeMble 06HoBAeHMA 13 LleHTpa o6HoBAeHus Windows. Mogpo6Hyto
MHGOPMaLMIO O HEOBXOAMMBIX NakeTax OOHOBAEHUI Bbl MOXeTe HalTV Ha 0duLMaNbHOM

calite koMnaHun «/1okTop Be6» o

il‘: AntvBMpyc Dr.Web ans cepsepos Windows Bepcum 12.0 COBMECTMM TONBKO C MaarnHamu
: Dr.Web Bepcumn 12.0.

PyKOBOACTBO aZMUHWCTpaToOpa
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Ana obecneyeHuns npaBuabHoOW paboTbl Dr.Web f0aXHbI BbITb OTKPbITHI CAeAytoLmMe NOpPThI:

HasHaueHue HanpaBneHue Homepa noprtos

[ns obHOBNEHUA (eCAW BKIHOUEHA OMNUMSA  UCXOAALLLWA 443
0bHOB/IeHMs MO https)

Ans obHoBNEeHUs NCXOAA LW U 80

[na oTNpaBKu NOYTOBLIX YBEAOMAEHU 25 nnn 465 (nmbo B 3aBUCUMOCTU OT
HaCTPOEK NMOYTOBbIX YBEAOMIEHWI)

[Ans coefvHeHVs ¢ 06N1aUHbIM CEPBUCOM  UCXOASA LM 443 (TCP),
Dr.Web Cloud 2075 (B ToM uncne ans UDP),
3010 (TCP),
3020 (TCP),
3030 (TCP),
3040 (TCP)

2.4. NMpoBepka aHTUBMpYCa

MpoBepka c nomowbio Ppavina EICAR

Bbl MOXeTe NpoBepuTb paboTOCMOCOOBHOCTb aHTUBMPYCHBIX MPOrpaMmM, 0OHapPYXXMBaOLLMX
BMPYCbl MO UX CUTHaTypaMm, ¢ ucnosnb3oBaHneM TectoBoro dainna EICAR (European Institute for
Computer Anti-Virus Research).

MHornmu paspabotumkaMu aHTUBMPYCOB MPUHATO ANA 3TOM LeNN NCMNOAb30BaTb OAHY U Ty
Xe CTaHZAapTHYIO NporpaMmy test . com. 3Ta nporpamma bbina cneunanbHo paspaboTtaHa
ANs TOro, YTobbl NOAb30BaTEb, HE MOABEPras CBON KOMMbOTEP OMAacHOCTU, MOT MOCMOTPETb,
Kak yCTaHOBAEHHbIN aHTMBUPYC ByaeT cMrHanm3mpoBaTtb 06 obHapyeHUn BMpyca.
MporpaMma test.com He ABaseTCA cama No cebe BPeLOHOCHON, HO CneLunanbHO
obpabaTbiBaeTCcAd 6ONLLINMHCTBOM aHTMBUPYCHbIX NporpamMmm kak Bupyc. Dr\Web Ha3biBaeT 70T
«BUPYC» cneayowym obpasom: EICAR Test File (Not a Virus!).[lpumepHo Tak ero
Ha3bIBatOT U ApYyrne aHTUBMPYCHbIE MPOrpaMMbl.

Mporpamma test.com npeactaBaseT cobon 68-6antHoii COM-dann, B pesynbTaTe

MCNONHEHWMA KOTOPOIro Ha KOHCOJIb BbIBOAUTCA TEKCTOBOE coo6u.|,eH|/|e: ETICAR-STANDARD-
ANTIVIRUS-TEST-FILE!

®aiin test.com COCTOUT TOIbKO M3 TEKCTOBbLIX CUMBOJIOB, KOTOPble GOPMUPYIOT CEAYHOLLYHO
CTPOKY:

X50!PSQ@AP[4\PZX54 (P")7CC)7}SEICAR-STANDARD-ANTIVIRUS-TEST-FILE! SH+H*

PyKOBOACTBO aZMUHWCTpaToOpa
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Ecau Bbl co3gaanTe daiin, cogep kallmin NpUBEAEHHYHO BbiLLe CTPOKY, U COXPaHUTE ero noj
MMEeHeM test.com, TO B pe3yibTaTe NONyUYMTCa Nporpamma, kotopas u 6yaet onncaHHbIM
«BUPYCOM».

A Mpw paboTe B ontvmansHoM pexkume SplDer Guard He npepbiBaeT 3anyck TecToBoro daina

: EICAR v He onpegenseT faHHyt0 OnepaLyio Kak OnacHyto, Tak Kak JaHHbIN Gain He
npeAcTaBAseT yrpo3bl Ans KoMmnbtoTepa. OAHaKO NPV KOMMPOBAHWN WY CO34aHWN Takoro
danna Ha komnbtoTepe SplDer Guard aBTomaTuueckn obpabaTbiBaeT daiin Kak
BPEAOHOCHYO MpOrpaMmMy 1 Mo yMoauaHuo nepemeltaeT ero B KapaHTuH.

MpoBepka c nomowpbro Ppanna CloudCar

Ana nposepkun paboTbl 06nauHoro cepeuca Dr.Web Cloud ncnonb3yiTte TectoBbiv dann
CloudCar, co3paHHbIN opraHum3aumein AMTSO (Anti-Malware Testing Standards Organization).
ITOT darin cneymanbHO Co3aaH AN NpoBepky paboTbl 06NaUHbIX CEPBUCOB aHTUBUPYCOB U
He ABNAEeTCA BPeAOHOCHbIM.

MpoBepka pa6borbl Dr.Web Cloud

1. Yb6eantech, UTo y BacC BKIHOUEHO MCNOAb30BaHWe obnauHoro cepsuca Dr.Web Cloud.

2. 3arpy3uTte TectoBbIN dann no agpecy http://kettle.dev.drweb.com/public/cloudcar.exe (EXE,
7 KB).

3. Ecam y Bac yctaHoBAeH 1 BkAtOUeH KOMMNoOHeHT SplDer Guard, npu nonagaHuu ganna Ha
KOMMNbIOTEP OH aBTOMaTUyeckn byaeT nepemMelleH B KapaHTUH. Ecam komnoHeHT SplDer
Guard He yCTaHOB/IEH UM OTK/IFOUEH, MPOCKaHMPYWNTe 3arpy>eHHbi dann. Jns aToro
BbI30BUTE KOHTEKCTHOE MEHHO HaXkaTeM MPaBoOM KHOMKM MbIWW MO UMeHN paina u
BbIbepute NyHkT MpoBeputb c Dr.Web.

4. TpoBepbTe, UTO TECTOBLIN Panin obpaboTtaH DrWeb kak CLOUD: AMTSO.Test.Virus.
Mpedwkc CLOUD B Ha3BaHWM yrpo3bl byaeT CBUAETEIbCTBOBaTbL O KOPPEKTHOW paboTe
Dr.Web Cloud.

PyKOBOACTBO aZMUHWCTpaToOpa
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3. YcTaHOBKA, U3SMEHEeHne U yAaneHue nporpavMmbl

Mepea Havanom yctaHoBkM AHTMBMPYC Dr\Web ana cepsepos Windows 03HakoMbTeCh C
cUCTEMHbIMU TpeboBaHUAMK. Takke peKOMEHAYETCA BbINMOAHUTL Ceytole AeNCTBUS:

e YCTaHOBWTb BCE KPUTUUECKME OBHOBAEHMS, BbINYyLLEHHbIE KOMMNaHMen Microsoft ansa Bawer
BEpCUM onepaLmoHHON cucteMbl (noapobHee 06 obHoseHun OC Windows Server ); ecam
noAjep>kka onepaLyoOHHON CUCTEMbI MPOU3BOAMTENIEM NPeKpaLLeHa, PEKOMEHAyeTCs
nepenT Ha bosiee COBPEMEHHYH BEPCUIO ONMepaLMOHHOM CUCTEMBI;

e NPOBEPUTb MPU MOMOLLY CUCTEMHBIX CPEACTB GalioByrO CUCTEMY U YCTPAHUTb
obHapy>KeHHble NPobaeMbl;

® yAannTb C KOMMbIOTEPA APYrne aHTUBMPYCHbIE MPOrpaMMbl ANA NpesoTBpaLLeHNs
BO3MO>HOMW HECOBMECTUMOCTU NX KOMMOHEHTOB C KOMMNOHeHTamMun Dr.Web;

e HaunHaa ¢ Windows Server 2016 otkntountb 3awmtHnk Windows BpyYHyto, MCMONb3yA
rpynmnoBble MNONUNTUKN;

® 3aKPbITb aKTVBHbIE MPUNOXKEHUNA.

I YctaHoBka Dr.Web AOJIDKHa BbIMNMOJIHATLCA MOJib30BaTeNeéM C NpaBaMy aAMUHUCTPATOPa
AAHHOTO KOMMbHOTEPA.

Dr.Web HecoBMeCTUM C ApYrMU aHTUBMPYCHBIMM NMPOrpaMMamu (B TOM YUCIEe C APYrMM
BEPCUAMU aHTUBMPYCHbIX Nporpamm Dr.Web). YcTaHOBKa HECKO/IbKMX aHTUBMPYCHBIX
NPOAYKTOB Ha OAMH KOMTMbHOTEP MOXKET MPUBECTU K CUCTEMHBIM OLLMOKaM U NoTepe BaKHbIX
JaHHbIX. ECM Ha KoMMbloTEpE YXKe YCTaHOBJ/IEH APYroi aHTMBUPYC, TO ero Heob6XoAMMO
YANUTb, UCMOJb3Ys YCTAaHOBOUHBIA balin uam cTaHgapTHble CpescTBa OnepaLMoHHOM
CUCTEMBI.

YctaHoBka Dr.Web Bo3mO>XHa B OAHOM M3 CaefyroLLmX PeXNMOB:

® B pexnMe KOMaHAHOW CTPOKY;

e B pexxmMe mactepa yCTaHOBKM.

3.1. YcraHOBKa nporpamMmmbl

ilt YcraHoBka Dr.Web AOJ1>KHa BbINONHATLCA MNOJib30BaTe/ieM C NpaBaMn agMUHNCTPaTOpPa
AAHHOTO KOMMbrOTEPA.

YcTaHOBKa B peXXmumMme mMactepa yCTaHOBKU

CnepyiTe ykazaHWAM Nporpammbl ycTaHOBKW. Ha ntobom wware Ao Hauana KonMpoBaHWA
dannoB Ha KOMMbIOTEP Bbl MOXETE BbIMOAHUTL CleAytoLLee:

e UTOObI BEPHYTHCA K NpeapblAyLLeMY Lary NporpaMmmbl YCTaHOBKM, HaxkmmnTe KHonky Hasag,

PyKOBOACTBO aZMUHWCTpaToOpa
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e UTOObI rlepe|7|T|/| Ha CJ'IQ,LI,yI-OLLI,I/IVI war nporpaMmmbl, HaXXMUTE KHOTMKY Aanee,‘

e 4TO6bI NPEpPBaTb YCTAaHOBKY, HAXXMWUTE KHOMKY OTMEeHUTb.

YT106bI yCTAaHOBUTH NpOrpamMmy

1. Ecnun Ha Ballem KOMMbrOTEPE YXKe YCTaHOBAEH APYron aHTUBMUPYC, MacTep yCTaHOBKM
npeaynpeanT BaCc O HECOBMECTMMOCTM NporpaMmbl Dr.Web v MHbIX aHTUBUPYCHbIX

PeLUeHN N NPEeNIOXNT yAaNNTb UX.

if MNepes HayasOM YCTaHOBKM NPOBEPSETCA akTyalbHOCTb YCTaHOBOUHOrO dalina. B ciyuae
eC/n cyllecTByeT 6o/iee HOBbIN YCTaHOBOUHbIN dalin, BaM ByAeT NPeaioxXeHo ero ckavatb.

2. Ha nepBoOM Liare ycTaHOBKM Bbl MOXeTe NOAKNHOUMTLCA K 061auHbiM cepucam DrWeb,
KOTOPble MO3BONAT OCYLLECTBAATL MPOBEPKY AAHHbIX, NCMO/b3yA Hanbonee CBeXyHo
MHPopmaumto 06 yrposax, kotopas 06HOBAAETCSA Ha cepBepax KomnaHum «loktop Be6» B

pexnme peasibHOro BpeMeHu. OI'ILI,VIFI BbIK/IKOYEHA MO YMOJIHaHWUHO.

5 DrWeb Anti-virus for Windows Servers

Servers 12.0

KOMNBHITERA OT PA3MYHBIX YTRO3 13 NroBbix BHEWHME MCTOUYHWKOE.

Haxmman ,ﬂEJ'IEE', Ebl MPpUHKMMaeTe YCNOEWA JIMUEHEMOHHOMD COrNaLWEHKA.

A xouy NnogknrodWTeECA K 0BAadHeIM cepeuncam DrWeb Cloud

Hanee

—|EIF3EIF.-1E_F3I:|I YCTaHOEKHK NoanTrka KOH@WAEHUWANBHOCTA |__l/-,|

Bnharogapum Bac 3a Bbibop Dr.Web Anti-virus for Windows

Dr.\Web Anti-virus for Windows Servers ofiecnedyneaeT MHOMOYpPOBHEEYHD 2aLLWTY BALLEro

— >

Pycckmid w

PucyHok 1. Mactep ycraHOBKU

3. Ecav Bbl XOTUTE NPOM3BECTM YCTAHOBKY C MapamMeTpaMm Nno yMOAUYaHWUIo, NepenanTe K
nyHKTy 4. YTO6bI BEIGPATh YCTaHaB/AMBaEMblE€ KOMMOHEHTbI, yKa3aTb MNyTb YCTAHOBKM U
HeKoTopble AOMNOJIHUTEbHbIE NAapaMeTpbl, HaxmuTe ccbinky MapameTpbl ycTaHOBKM.

PyKOBOACTBO aZMUHWCTpaToOpa
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= Dr.Web Anti-virus for Windows Servers — pod

MapameTpbl yCTaHOBKMU

KomMnoHeHThI I'I},m: YCTaHOEBKH ﬂ,DI’IDﬂHHTEﬂbeIE OnuMK

KomnoHeHTh Pazmep

SplDer Guard

3EILLI,I.‘1TEI KOMNBHITERS B PEXWMME DeanbHOro BREeMeHK

1.38 MB

PucyHok 2. MNapameTpbl ycTaHOBKU

,ﬂ,aHHaﬂ onuua npejgHa3dHa4deHa 4714 OMbITHbIX nosib3oBaTenemn.

e Ha nepBon Bknajke Bbl MOXeTe N3MEHUTb COCTaB YCTaHaB/MBAEMbIX KOMMOHEHTOB.
YcTaHOBUTE GiaXkKKM HaMpoTMB TeX KOMMOHEHTOB, KOTOPbIE Bbl XOTUTE YCTAHOBUTL Ha
Ball KOMMbHOTEP.

e Ha BTOpOW BKNajKke Bbl MOXeTe M3MEHUTb MyTb YCTaHOBKW. 10 yMOAYaHWUIO 3TO Nanka
DrWeb, pacnosoXeHHas B nanke Program Files Ha cucteMHoOM ancke. [na
N3MEHEHMA NYTU YCTAHOBKN HaXXMuTe KHOMKy O630p 1 yka>kute HeOBXOANUMBbIN NyTb.

e Ha TpeTbel BkaZke OKHa Bbl MOXeTe yCTaHOBMUTb daaxkok 3arpy3utb o6HoBNeHUA BO
BpeMs YCTaHOBKM, YTOObl B MpoLLecce YCTaHOBKM OblNN 3arpy>KeHbl akTyalbHble
BMPYCHble 6a3bl 1 Apyrne Moaynn aHTMBupyca. Bbl MoxeTe ycTaHOBUTb daxok
Bx/1rouutb noaaepiKKy COBMECTMMOCTU CO CPeACcTBaMM UTEHUS € 3KpaHa, YTobbl
MCNoJb30BaTb MPOrpamMmMbl 3KpaHHOro foctyna, Takme kak JAWS n NVDA, ans
03BYy4YMBaHWA 31eMeHTOB MHTepderica Dr.Web. 3ta dyHKumMa genaeT nHTepdeic
nporpaMMbl AOCTYMHbIM /18 IFOAEeN C OrPaHNYeHHbIMU BO3MOXHOCTAMMU.

YT06bI COXPaHUTb U3MEHeHUS, HaxkmuTe KHonky OK. YTobbl BbIATY 13 OKHa, He coxpaHAs
N3MEHEHWI, HaXKMUTE KHOMKY OTMEeHUTb.

4. HaxmuTte KHOMKY ﬂ,anee. O6paTVITe BHNMaHUWE, YUTO TEM CaMbIM Bbl MPUHNMaeTe yCJI0OBUA

JNUEH3NOHHOTIO CornalieHnA.

5. B okHe MacTep perucrpauum Heo6xoaMMo BbIbpaTb OAHY U3 CeAYHOLLMX ONLUNIAL

PyKOBOACTBO aZMUHWCTpaToOpa
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e eC/IN Y BacC eCTb KNHOUYeBON daisl U OH HaXOAUTCS Ha XXECTKOM ANCKE U CbEMHOM
HocuTene, Bbibepunte YKasaTb NyThb K AeMCTBYIOWeMY KatoueBomy ¢anny. Haxmute
kHonKy O630p 1 BbibepurTe HY>XXHbIW KntoueBou dain B OTKpbIBLUEMCS OKHe. [TogpobHee

Bbl MOXeTe NPOYNTaTb B NHCTPYKUNN AKTI/IBaQ,I/IFI npy NOMOLLN KJIFOYEBOTO @al‘/'ma;

e /15 MPOJOJIKEHNS yCTaHOBKMN 6e3 kitoueBoro ¢darina Bbibepute Moayuutb avueHsuio
nosaHee. B 3TOM ciyyae HM OAMH KOMMOHEHT Nporpammbl He 6yaeT paboTaTb 40 Tex
nop, Noka Bbl He YKaXkeTe AeNCTBUTENbHbIN KNHOUeBOMW dai.

= Dr.Web Anti-virus for Windows Servers — pod

Pycckmid w

MacTtep pernctpaumm

[nA ucnone2oBaHKA Bcex BozmoxHocTeild DriWeb Anti-virus for Windows Servers tpefyetca
NALEHZKA,

® MonyunTe TWMUEHZWD NOZ4HEE

¥KkazaTe NyTe K AeACTEYHILLEMY KIHIYeEOMY dainy

OB6zop...

Hazan Hanee

PucyHok 3. Macrep perucrpauumn

Haxxmute kHonky fanee.

6. Ecan HeobxoanMo 3agaTb NapaMeTpbl MPOKCU-CepBepa, ycTaHoBUTe daaxok 3apathb IP-
aApec U NopT NpPoKcn-cepsepa BPYUHyro. HaxxmunTe KHOMKy YcTaHOBUTbD.

7. Ecam B npoLecce yCTaHOBKM Bbl YKa3aiv AeNCTBYIOWNIA KitoueBOW dalin u He CHUMann
dnaxkok 3arpysnTb 06HOB/IEHUA BO BPeMA YCTaHOBKM, OyseT BbIMONHEH NpoLecc
06HOBNEHWSA BUPYCHbIX 6a3 1 ApYyrMx KOMNoHeHTOB nporpammbl Dr.Web. O6HoBaeHne
NPOBOANTCSA aBTOMATMYECKN N He TpebyeT AONONHUTENbHbIX AENCTBUN.

8. UTtobbl 3aBEpLINTL YCTaHOBKY, Nepe3arpy3nTe KOMMbLOTEP.

PyKOBOACTBO aZMUHWCTpaToOpa
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YcTaHOBKa B peXXume KOMaHAHOWN CTPOKMU

[ns 3anycka yctaHoBku Dr.\Web B poHOBOM pexvme BBeanTe B KOMaHAHOW CTPOKE UM$
ncnonHsemoro ¢anna c HeobxoAMMbIMU NapaMeTpamu:

Mapametp

lang

reboot

silent

blockEmulateUserActions

allowUiAccessibility

importSettings

enableDebuglLogs

3HaueHune

A3bIK NpoAykTa. 3HaueHVe NnapameTpa — Koj A3bika B dopmarte ISO
639-1, Hanpumep, /lang ru.

ABTOMaTWUeckas nepesarpyska KOMMblOTepPa NOCae 3aBepLLEeHUs
yCTaHOBKM. MOXeT NpUHMUMaTb 3HaueHWe yes WK no.

YctaHoBKa B q)OHOBOM pexunme. Mo>xeT NPUHNMAaTb 3Ha4YeHNEe yes Win
no.

Bxntouenue onuun 3anpeu.|,a'rb SMmynauuro AeﬁCTBVIﬁ noJsib3oBarensa
BO BpeMA YyCTaHOBKW. MoxeTt NPUHUMAaTb 3Ha4YeHNe yes WIin no.

BxnroueHve onunm COBMECTMOCTM CO CpeacTBaMU YTEHUA C 3KpaHa.
Mo>xxeT NPUHMMaTb 3Ha4YeHNe yes Win no.

MimMnopT HacTpoek 13 daiina (MakcuManbHbli pasmep daina —
20 MB). Heobxoaunmo ykasaTtb nyTb K Gainy.

BeseHvie xypHana otnagkn. MoxeT NpuHMMaTh 3HaYeHWe yes Win no.
XKypHan Begetcs ana komnoHeHToB SplDer Guard, SplDer Mail, SpIDer
Gate n CkaHep, Mogyns ob6HoBaeHul n cnyx6bl Dr.Web. BegeHue
XypHana oTKItouaeTca npu nepesarpyske KOMnbloTepa nocne
3aBepPLUEHMS YCTaHOBKM.

Hanpumep, npun 3anycke cneayroleii KoMmaHAabl 6yaeT npoBeseHa yctaHoBKka Dr.Web B
bOHOBOM pexxmMe 1 NpoBeseHa nepesarpyska nocae ycraHOBKW:

drweb-12.0-av-win-server.exe /silent yes /reboot yes

Owmnbka cny>x6bi BFE npu yctaHoBke nporpammbl Dr.Web

Ana PyHKUMOHMPOBaAHMA HEKOTOPbIX KOMNOHEHTOB Nporpammbl Dr.Web Heobxoanmo
Haanume 3anyLeHHoW cny>6bl 6a3oBoro moayns dunbtpaunn (BFE). B cnyvae ecniv gaHHas
cny>xxba oTCyTCTBYeT Uan nospexaeHa, yctaHoska Dr.Web 6yaet HeBo3moxkHa. [ToBpexaeHue
nnn otcytctBme cnyx6bl BFE MoxeT yka3biBaTb Ha HasMume yrpo3 6€30nacHOCTM Ballero

KOMTMbHOTEpPAa.

PyKOBOACTBO aZMUHWCTpaToOpa
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Ecnv nonbiTka ycraHoBKM nporpammbl Dr.Web 3aBeplumnnack ¢ owumnbkon cnyx6bi BFE,
BbINOJIHUTE C/ieAyioLLne AeUCTBUA:

1. MpockaHupyriTe cUCTeMy Npy NOMOLLM Nedallert yTuauTel Curelt! ot komnaHum «oktop
Beb». CkauaTb YTUAUTY Bbl MOXETE Ha CauTe:

https://free.drweb.com/download +cureit+free/.

2. BpyuHyto 3anyctute nam nepesanyctute cayx6y BFE. Ecim 3anyctutb cnyxby BFE He

yAanocb nau cnyxba oTCyTCTBYET B CNmcke, 0bpaTuTech B CyXOY TEXHUYECKOW NOAAEPXKKM
koMnaHuu Microsoft .

3. 3anyctute Mactep yctaHoBku DrWeb 1 npounssesmnTe ycTaHOBKY COFNacHO LUTaTHOM
npoleaype, NpuBeAeHHON BbILLE.

Ecav npobaema He ycTpaHeHa, 0bpatntech B CY>KOY TEXHNUYECKOM MOAAEP>KKMA KOMMAHUK
«[lokTop Beb».

3.2. U3meHeHMe KOMMOHEHTOB NMporpamMmbil

N3meHeHVe KOMNOHEHTOB NPOrpaMMbl OCyLLeCTBARETCA Yepe3 MacTep yaaneHns/m3ameHeHus
KOMMOHEHTOB. Bbl MOXeTe OTKpbITb MacTep yaaneHnsa/M3mMeHeHNs KOMMOHEHTOB BYM#
cnocobamu:

e NPW HaNNUMK YCTAHOBOYHOTO darina 3anycTuTe ero;

e n3 [MaHenn ynpasneHnsa Windows:

1. Mepengnte B pasgen MaHenn ynpasneHns Windows, MOCBALLEHHbIN YCTaHOBKE U
yAaneHnro Nporpamm.

2. B cnuncke yctaHoBReHHbIX nporpaMm Bblibepute ctpoky Dr.Web Anti-virus for
Windows Servers.

3. Haxmute kHonky NM3meHuUTb.

PyKOBOACTBO aZMUHWCTpaToOpa
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YT06bI yAaAUTb WIn AOﬁaBVITb KOMMNOHEHTbI

1. B okHe MaCTepa yﬂ,afleHI/Iﬂ/l/BMeHeHMﬂ KOMMOHEHTOB HaXXmunte M3amMeHUTb KOMMNOHEHTbI:

B DrWeb Anti-virus for Windows Servers — pod
Pycckmid w

YaaneHvne nan nameHeHMe KOMNOHEHTOB NporpaMmmbl
Dr.Web Anti-virus for Windows Servers

-o— WaMeHUTb KOMMNOHEHTHI

-0— W2meHnTe KOMNOHEHTH aHTHMEWPYCHOW 2awmnTel Dr.\Web B cooTeeTCTEMK €
BaLUMMI NOTReBHOCTAMMN,

ID BoccTaHOBUTE Nporpammy

BoccTaHoBMTE aHTMEMpYCHYD 2awuty DriWeb Ha Bawem koMmnsoTepe.

]ﬂ[ Yaanute nporpammy

¥Yaanute aHTMEMpyCcHYO 2awmTy DriWeb c eawero komneroTepa.

PucyHok 4. Macrtep yaaneHnsa/mameHeHNsA KOMMOHEHTOB

2. B oTkpbiBLIEMCS OKHE ycTaHOBMTE GAaXKN HaNPOTMB KOMMOHEHTOB, KOTOPbIe XOTUTE
A06aBNTb, NMB6O CHUMUTE BNAXKKN HANPOTUB YAaNAEMbIX KOMMOHEHTOB.

3. Haxmute MNpumeHUTb.

4. B oTkpbiBLIEMCA OkHe OTkaroueHue Camo3aluTbl BBEAMTE N300pa>KEHHbIN KOZA
NOATBEPXAEHMSA.

5. Haxxmute kHonky MpumMeHUTb.

B okHe MacTepa yaaneHus/M3mMeHeHNs1 KOMMOHEHTOB NPOrpamMMbl Takxke AOCTYMHbI
cnepyroLime onuun:

e BocctaHOBUTB Nporpammy, eC/ivi HEOBXOAMMO BOCCTAHOBUTb aHTUBUPYCHYHO 3aLLMTy Ha
BalleM KoMmbtoTepe. ITa GyHKUMA NPUMEHAETCA B TOM C/lyyae, KorAa HekoTopble 13
KOMMOHeHTOB nporpamMmmbl Dr.\Web 6binn noBpexaeHsi.

° YAaIIVITb nporpamMmmy, yTOObI VAdJINTb BCE YCTAHOBJ/IEHHbIE KOMIMOHEHTbI.

PyKOBOACTBO aZMUHWCTpaToOpa
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3.3. YaaneHue u nepeycraHoBKa NnporpamMmbl

Ypanenne Dr.Web

i'i Mocne yaaneHus Dr.Web Baw komnbroTep He 6yAeT 3alUuLLEeH OT BUPYCOB 1 APYrux
BPELOHOCHBIX MPOrpamMMm.

Mpv HaAnYMK ycTaHOBOYHOTO dalina Bbl MOXeETe MponycTutb warn 1-3. 3anyctute
YCTaHOBOUYHbIA daiin 1 nepengute K wary 4.

Ans yaanenns AHtnempyc Dr.\Web ans cepepoB Windows 3anycTtnte KOMMNOHEHT yaaneHns
nporpamm onepaunoHHon cuctembl Windows.

1. B oTKpbIBLIEMCA CANCKe BblbepuTe CTPOKY C Ha3BaHWEM NMPOrpamMMbl.
2. Haxxmute KHONKy Yaanurb.

3. B okHe CoxpaHAaeMble NapamMeTpbl ycTaHOBUTE G1aXKKN HANPOTUB TOTO, YTO ciesyeT
COXPaHWTb Noc/ie yaaneHusa nporpammbl. CoxpaHeHHble 06BbeKTbl M HACTPOWKN MOTYT
MCMONb30BaTLCA MPOrpaMMon Npu NOBTOPHOW ycTaHoBKe. [10 ymonyaHumo BbibpaHbl BCe
onuun — KapaHntuH 1 Hacrpoiiku Dr.Web Anti-virus for Windows Servers. Haxxmute
kHonky Manee.

4. OtkpoeTcs okHO OTknroueHne CamosalmTbl, B KOTOPOM HEOHXOAMMO BBECTU
n306paxkeHHbIN KOJ NOATBEPXKAEHMSA, MOC/E YEro HaxaTb KHOMKY YAanuTb nporpamMmmy.

5. Vi3ameHeHMa BCTynAT B CMAy NOC/ae nepesarpyskn kKoMmnbrotepa. [Npouecc nepesarpysku
MOXHO OT/IOXMUTb, HaXkaB KHoMKy Mepe3arpy3utb nosxe. Haxxmute
kHonky Mepe3arpy3uTb ceivac 419 HEMeANEHHOrO 3aBepLUeHMA NPOoLEeaypbl yaaneHns
NNV M3MeHeHNda cocTaBa KomnoHeHToB Dr.Web.

MepeycraHoBka Dr.Web

1. 3arpysuTe akTyanbHbI AUCTPUOYTUB NpOrpaMmMbl C 0bOULIMANBHOIO cailTa KOMOaHUU
«[lokTop Beb» . [lna 3T0ro HE06XOAMMO BBECTU AENCTBUTEbHbIV CEPUIHbIV HOMEp B

COOTBETCTBYHOLLEE NOeE.
2. Ypanute npoAyKT, Kak ONNCaHO BblLLIe.
MNepe3arpy3nte KOMMbLOTEP.

4. 3aHOBO yCTaHOBUTE NPOrpammy, UCMONb3YS 3arpy>XeHHbIN AnCcTpmnbyTne (drweb-12.0-
av-win-server.exe). Ha 3Tane ycTaHOBKM yKaXuTe NyTb K K1toYeBOMY dany.

5. lNepe3arpy3sunte KOMNbIOTEP.

PyKOBOACTBO aZMUHWCTpaToOpa
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4. lnueHsupoBaHue

MpaBa noab3oBaTtens Ha ncnonb3oBaHne DrWeb perynnpytotcs avueHsven, npnobpeTeHHOM

Ha canTe KOMMNaHUK «,ﬂ,OKTOp Beb» naun Yy napTHEpOB. ﬂI/ILI,EH3I/IFI Mo3BONAET NMOJIHOLUEHHO

MCNOoNb30BaTh BCE€ BO3MOXHOCTM NPOAYyKTa Ha NPOTAXEHUN BCETrO CPOKa rCl,el\/’ICTBI/IS:I. ﬂI/IU'eH3I/IFI

peryavpyeT npasa Nosb3oBaTeNs, YCTaHOBAEHHbIE B COOTBETCTBUMN C JINLIEH3NOHHbIM
cornawenvieM &, ycnoBus KOTOPOro no/ib3oBaTesib MPUHUMAaET BO BpeMsl YCTaHOBKM
nporpammsi.

Ka>kzaon nvueH3mnmn conocTaBaeH YHUKaNbHbI cepuliHblli HOMep, a Ha I0KaJlbHOM KOMMbroTepe

Nnoab30BaTeNs C IMLEH3MEN CBA3bIBAETCA CneLnanbHbli Gann, peryampyrowmi paboty
Dr.Web B cooTBeTCTBUM C MapamMeTpaMu ANLEH3UN. ITOT dalin Ha3biBAETCA NNLLEH3NOHHBIM
KkatodegeiM gpatiziom. NoapobHee o kntoueBOM panne cm. B pasgene Karoyesou danin.

Cnocobbl aKTMBaLUU INLEH3NN
AKTMBMPOBaTb KOMMEPYECKYHO NLLEH3NIO Bbl MOXeTe OAHMM W3 CleaytoLmx CnocoboB:
e BO BpeMs YCTaHOBKM MPoayKTa Npu nomMmoly Mactepa peructpauuuy;

e B 11060 MOMeEHT paboTbl NpoaykTa Npu Nomowm MeHeaxkepa NNLLEH3UI;

e Ha odumuUmManbHOM caiTe koMnaHum «Joktop Beb» no agpecy

https://products.drweb.com/reqister/.

AKTnBaLMsA AnLeH3Un B MacTepe pernctpaimm BO3MOXHa TOAbKO NPW MOMOLLM KJHOUYEBOTO
danna. AKTnBaumsa anueHsnm B MeHeaxepe INMLEH3NIN BO3MOXHA NPy MOMOLLM CEPUAHOTO
HOMepa uUan kntoueBoro danna.

MoapobHee 06 akTMBaLMM ANLEH3MK CM. B pa3genax AKTMBaLLASA NPU NOMOLLN CEPUNHOrO
HOMepa 1 AKTMBAUMS NPU NOMOLLIM KAHOYeBOro danna.

Ecnn y Bac octanncb BONPOCHI MO JMLLEH3UPOBaHMIO, O3HaKOMbTECh CO CNUCKOM Havbosiee
yacTbix BONPOcoB ' Ha caiite koMnaHum «Joktop Beb».

JKpaH NpPUBETCTBUA

Ecnm B npouecce yCTaHOBKW Bbl HE YKa3aan AeNCTBYOLWMI KNKOUYeBOW daii, Npu NepBom
3anycke nporpammbl Dr\Web otobpa>kaeTtcs skpaH NnpuBeTCTBUA.

C NMOMOLLBbHO 3KPpaHa NPUBETCTBUA Bbl MOXKeETE!

e NpunobpecTn ANLEH3NIO Ha cailTe KOMNaHuK «[JokTop Beb», HaxaB KHoNKy Kynuts;

® aKTVMBMPOBATb ANLEH3MIO MPU MOMOLLUM CEPUNHOrO HOMepa Uan KaroueBoro dainna, Haxas
KHOMKY AKTUBMpPOBaTb.

3KpaH NPUBETCTBUA NMOKa3blBa€TCA TONbKO OAUNH pa3 nocdsie YCTaHOBKM NporpamMmmMbl.

PyKOBOACTBO aZMUHWCTpaToOpa
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Bo3mokHble BOMPOCbI

Kak a mory nepeHecTu IML,€H3UIO Ha ApPYroi Komnbiotep?

Bbl MOXeTe nepeHecTn Bally KOMMepPUECKYH JNLEH3UIO Ha APYron KOMMNbIOTEP NPU MOMOLLM
kntoueBoro ganna uam cepunHOro Homepa.

UTo6bI NepeHeCcT! INLLEH3MIO Ha APYro KOMMNbloTep

e NPV NOMOLLYN CEPUIHOTO HOMepa:

1. CkonupyiTe cepuiHbIN HOMEpP C KOMMbIOTEPA, C KOTOPOTO Bbl XOTUTE MEpPEHEeCTM
JIVILLEH3WIO.

2. Ypannte DrWeb c komnbtoTepa, C KOTOPOTro Bbl XOTUTE NEPEHECTU NNLEH3NIO, NN
aKTUBUPYNTE APYryOo INLEH3MIO Ha 3TOM KOMMbIOTEPE.

3. AKTMBMPYWTE TEKYLLYHO TNLEH3MIO Ha KOMMbIOTEPE, Ha KOTOPbIA Bbl XOTUTE MEPEHECTU
nnueHsuto. [lns 3Toro Bocnosb3lyntecb MeHeakepom anueH3ni Bo BpemMsa paboThbl
npogaykta (cm. AKTMBaUMa Npu NOMOLUM CEPUMHOIO HOMepa).

e MpV NOMOLLM KIrOYeBOro dawnna:

1. CkonupyuTe KIOUeBOWN Palin C KOMMbOTEPA, C KOTOPOrO Bbl XOTUTE NMEPEHECTU
nvueHsnto. Mo ymonvaHuio kitoyeBor Ganin XxpaHUTCA B nanke yctaHosku DrWeb un
nMeeT paclumpeHmne . key.

2. Ypanute Dr.Web ¢ komnbtoTepa, C KOTOPOro Bbl XOTUTE NEPEHECTU NNLLEH3MIO, UK
aKTUBMPYWATE APYTYHO INLEH3UIO Ha 3TOM KOMTIbIOTEpE.

3. AKTUBMPYWATE TEKYLLYHO JINLIEH3MIO Ha KOMMbIOTEPE, Ha KOTOPbIV Bbl XOTUTE MEepPeHECTM

AnueH3nto. [lns 3Toro Bocnosb3yritecb MacTepom pernmcrtpawmm BO Bpems yCTaHOBKM
npogaykta nan MeHeaxepoM ANLLEH3NI B Ntoboe Bpems paboTbl npogykTa (CM.

AKT1BaLUMA NPy NOMOLIN KAHOYeBOro danna).

Al 3a6bIn perncTpaymoHHbI email. Kak A mory ero BocctaHOBUTBH?

Ecau Bbl 3a6b1AK agpec SNeKTPOHHOM NOYTbI, KOTOPbIV Bbl yKa3biBaav BO BPeMs perncrpauum,
BaM HeobxoaMMo obpaTnTbCs B CNYXOY TEXHNUECKOW NoAAepXXKN KoMNaHun «[Joktop Beb»

no agpecy https://support.drweb.com.

Ecnv Bbl caenaeTe 3anpoc ¢ agpeca, OTIMYaKOLLEroCs OT TOro, Ha KOTOPLIM 3aperncTpupoBaHa
BaLLA NNLLEH3MA, CNELNANNCT TEXHNYECKOM NOAAEPIXKKM MOXKET MOMNPOCUTL NPeaoCTaBUThb
$OTO- UM CKaH-KOMUIO NNLLEH3NOHHOrO cepTudmKaTa, Yek 06 onaaTe ANLEH3UN, MUCbMO
WHTEPHET-MarasunHa 1 gpyrve noAtsep>XaatoLime JOKyMEHTbI.

PyKOBOACTBO aZMUHWCTpaToOpa
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Kak 1 Mmory uameHuTb permcrpatMoHHbin email?

Ecnv Bam HEOHXOAMMO U3MEHUTL aApec 31eKTPOHHOW MOYTbl, KOTOPbIN Bbl YKa3blBasv Mpwu
pervcrpaymm, BOCNoib3yriTech CreLmanbHbiM CEPBUCOM 3aMeHbl 31IEKTPOHHOW MOYTbI MO

aapecy https://products.drweb.com/register/change_email.

Mouemy B MoeM NpoayKTe OTCYTCTBYET YacTb KOMMOHEHTOB?

e [1pn ycTaHOBKE NPOAYKTa 6bIIV YCTaHOB/EHbI HE BCE BXOAALLME B NLEH3NIO
KOMMOHEHTHI.

Y106bI BKAOUNTD HeaocTarouine KOMMNOHEeHTbI

1. Mepengnte B paszgen MaHenn ynpasneHns Windows, NoCBALLEHHbIN yCTaHOBKE U
yAaNneHUIo Nporpamm.

2. B cnucke YCTaHOBJIEHHbIX MpOorpamMmm Bbl6epMTe CTPOKY C Ha3BaHMeM MporpamMmmbl.

3. Haxmute kHonky M3meHUTb, Npun 3TOM OTKpoeTcs OKHO MacTepa yaaneHua/m3mMeHeHns
KOMMOHEHTOB MPOrpammbil.

4. Bbibepute onuunto U3MeHUTb KOMMOHEHTbI.

Bb|6ep|/|Te M3 CnNncka KOMMNOHEHTOB T€ KOMMOHEHTbI, KOTOPbIE€ Bbl XOTUTE BKAHOUYNTD, U
Ha>XMUTE KHOTKY an/IMEHVITb.

JInbo 3anycTnTe yCcTaHOBOYHbIM Pann drweb-12.0-av-win-server.exe U B
OTKPbIBLLUEMCS OKHE BblbepuTe onuunto M3ameHUTb KOMNOHeHTLI. [epenaunTe K wary 5.

4.1. AKTMBaLMA TULLEH3NN

YT06bI MCNONb30BaTh BCE q)yHKLI,VIVI M KOMMNOHEHTbI NPOrpamMmebl, HeO6XOAI/IMO akKTMBMpoOBaTb
JINUEH3UNHO. AKTI/IBaLI,VIFI JINLEH3NN BO3MO>XHa npn noMoLn:

® CEPUNHOrO HOMEPa,
e KtouYeBOro dawnna.

PyKOBOACTBO aZMUHWCTpaToOpa
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W Llentp Bezonacroctn > VHcTpymenTl > Menegkep anLeHzni - O X
« MeHeaxep NULLEHZWIA & 0 L
Q AI(THBaLI,HH NULUEH3UKN
BeeamTe cepWAHBIA HOMED MNK YKaXKTe AeACTEYOLWMA KIoueBoi Gaiin. @
| CepuilHbIA HoMep ‘ ‘ Knioueeoii daiin

PucyHok 5. AKTBaLuma nvueHsumn

Monb3oBatenn Windows Server 2003 MoryT akTuBUPOBaTh JIULLEH3NIO TONBKO MPU MOMOLLN
kntoueBoro daina.

| Ecaw BbI yxe ABasanch nosb3osaTenem Dr.Web, To Bbl cMoXeTe NpOANUTL AelCTBUE
Npuo6peTeHHO N NNLEH3M.

AxktuBauusa amueHsnm Ha Windows Server 2003

Monb3osatenn Windows Server 2003 MoryT akTMBMPOBaTb IMLEH3MNIO TONBKO MPU MOMOLLM
kntoueBoro danna. Ecav knroueBoro daina HeT, HO eCTb CEPUNHBIN HOMEpP, ero HeobxoAnMOo
3aperncTpupoBaTh Ha caite komnaHum «/loktop Beb» 7. Mocne 3aBeplueHma npoLecca
pernctpaumnm Bam 6yzeT npefocTaBieHa CCblka AN CKauMBaHWUA KatouyeBoro danna.
Ncnonb3yurTe 3TOT kKAtoueBon dann Ana akTMBaLMmn AMLEH3UN BO BPeMA YCTAHOBKM UM B
noboe Bpems paboTbl NpoaykTa Nnpy nomMoLm Mactepa perncrpaumm, KOTOpbld BXOAUT B
coctaB MeHepkepa NMLEH3NN:

1. B MeHto Dr.\Web ¥ sri6epute nyHkT Jiuensua. OtkpoeTca okHo MeHegkepa
ANUEH3MA. HaxkmumTe KHOoNKy AKTUBMPOBaTb.

2. B oTKpbIBLIEMCS OKHE HaxkmMuTe KHOMKy O630p, UTo6bl yKasaTb NyTb K KNHOUEBOMY
danny.
3. Haxmute kHonky OK, uTo6bl 3aKpbITb OKHO U BEPHYTbCA K MeHezaxXepy NLEH3NI.

PyKOBOACTBO aZMUHWCTpaToOpa
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NMoBTOpHasa akTBauus

MoBTOpHas akTMBALMA MNLEH3MN MOXET NoTpeboBaThCs B C/lydae yTpaThbl K1roUeBoro dawna.

if B cnyyae NoBTOpHOM akTMBaLMM NULIEH3WW BbIZAETCS TOT Xe KitoueBol daiin, KoTopbiii 6bi
BblZ@aH paHee, NPy YCAOBUM, UTO CPOK ero AeNCTBUS He UCTEK.

Mpwn nepeyctaHOBKe NPOAYKTa UAN €CAN TNLEH3USA NPesOCTaBAsSEeT NPaBoO YCTaHOBKM
NPOAYKTa Ha HECKOJ/IbKO KOMMbIOTEPOB, MOBTOPHAas akTMBaLUs CEPUMHOIrO HOMepa He
TpebyeTcs.

MoNyunTb MNMLEH3NOHHBINV KNtoueBO Gain Yepes MeHezxep NNLEH3NIA MOXHO
OrpaHMYeHHOE KOIMYeCTBO pa3. ECan 3TO uMc/I0 NpeBbILEHO, TO KIOUeBOM daiin MOXKHO
MONyYnTb, NOATBEPANB PErNCTPALIMIO CBOErO CEPUIHOIO HOMepa Ha canTe

https://products.drweb.com/register/. KnroueBown daiin 6yaeT BblC1aH Ha ajpec 31eKTPOHHOM

MOYTbl, KOTOPbI BbIN YKa3aH NPW NepBO perncTpaumm.

4.1.1. AKTMBaUuA NpM NOMOLLU CEPUNHOro Homepa

Ecamn y Bac ecTb cepuiiHbIA HOMeEP, Bbl MOXKETE:

® aKTMBMPOBATb ANLEH3MIO B Nt0b0e Bpema paboTbl NpoaykTa npu nomowm MeHeaxepa
NVILEH3WNIA
1. B MeHto Dr.Web ¥ sri6epute nyHkT Jiuensua. OtkpoeTca okHo MeHegkepa

ANUEH3MA. HaxkmumTe KHONKy AKTUBMPOBaTb.

2. Otkpoetca okHO AKTMBaUUM AnLeH3nn. Haxxmunte kHonky CepuiiHbIv HOMmep.

PyKOBOACTBO aZMUHWCTpaToOpa
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WF Llentp Besonacnoctn » WHcrpymenTen > Menegwxep nuuenzuii — O X

« MeHeaxep NULEH3WA {§} Q’ JA

Q AKTHBaU,HH JNLUEH3NWN

BeeauTe cepuiHBIA HOMED WAKM YKaXWTE AERCTEYIOLLWA KIKUEEOR daiin. @

CepuiHbIi HoMep Knrouepoit daiin
PucyHok 6. [locTyn K OKHy BBOZia CEpUMHOro Homepa
3. B HOBOM OKHe BBEAUNTE Cele‘;lell‘/’l HOMEpP N Ha>XKMUTe AKTVIBMPOBaTb.
— O X

WF LlenTp BesonacHoctn > WHcTpymenTen > Menegxep nuuyenzmii

« MeHeaxxep NULLEH2NI

2 Axktus
BBeauTte cepuitHbii Homep

BeeauTe cepuiiy
BeeawTe cepuiiHbIN HOMED:
CepuiiHbIii K

YTo Takoe cepuiiHeIi HoMep? @

OTMEHUTL @

PucyHok 7. AKTUBaLLMA NPy NOMOLL M CEpUIMHOro Homepa

4. OtkpoeTcs cTpaHMua canTa kKomnaHum «/Joktop Beb», Ha KOTOPOWN HY>XHO BBECTW CBOU
perncTpaunoHHble gaHHble. Cresynte MHCTPYKUMAM Ha canTe ANs 3aBepLUeHuns

perncrpayunm.

PyKOBOACTBO aZMUHWCTpaToOpa
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| Mpu ANUTENBHOM OXWAAHUM OKHO aKTMBaLMM aBTOMAaTUYECKN 3aKPOETCS C BbIBEAEHUEM
cooblleHns 06 olwmnbke.

He 3akpblBaliTe OKHO akTMBaLWM 40 3aBEPLUEHUS PErUCTPaLM CEPUMNHOTO HOMeEpa.
Ecnn no kakon-1mbo npuumHe OKHO OblI0 3aKPbITO, NLIEH3MIO MOXHO OyaeT

AKTMBMPOBATb TOJIbKO C NMOMOLLBbH KNHOYEBOrO q;a|7u1a.

5. Ha yka3aHHbIli BaMU 31eKTPOHHbIN agapec byaeT oTnpasBaeHa CCblika A/f perncTpaumnm
cepuinHoro Homepa. lNMepergnTe No Hen, YTOObI 3aBEPLUNTL aKTUBALMIO TNLEH3NN.

6. MNpu ycnewHoOW akTMBaL MM B OKHe NPOorpamMmMbl NOSBUTCA NogpobHas nHGopmaumsa o
anueHsnn. Haxmumte kHonky OK, uto6bl 3akpbiTb OKHO 1 BEPHYTbCA K MeHeaxepy
NLEH3UN.

Ecam aktmBauma anueH3nm 3aBepLlunaacb HeyAauHo, BbIBOAUTCA coobleHre 06 owmnbke.
MpoBepbTe NOAKNOUEHME K UHTEPHETY U HaXXMuUTe KHonky MoBTOpUTD.

e 3aperncTpupoBaTh CEPUIiHbIN HOMEP Ha caiite koMmnaHun «/oktop Be6» & v nonyunTts
KntoueBou $aisl, C MOMOLLBI KOTOPOrO Bbl CMOXETE aKTUPOBaTh JNLEH3UIO.

4.1.2. AKTUBaLMa Npyu NOMoOLLM KarouveBoro ¢ganna

Ecnn y Bac ecTb knroueBou daiin, Bbl MOXeTe akKTUBMPOBATb JINLLEH3UIO:

e BO BpemsA yCTaHOBKM MpoAykTa npu nomolm Mactepa perncrpaymnm:

1. 3anyctuTe ycTaHOBKY NpoaykTa. Ha 5 Liare yctaHOBKM BblbepuTe NyHKT YKasaTb NyTb K
AeUcTByloW emMy katouesomy pauny. Haxxmute Aanee.

PyKOBOACTBO aZMUHWCTpaToOpa
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B Dr.Web Anti-virus for Windows Servers

MacTtep pernctpaumm

NHUEeH3KA.

nDJ'I}F'-IHTI: NMUEHIMHKD NO34Hee

® | YiazaTe NyTe K AeACTEYHOLLEMY KAKIUEEOMY dainy

C\Program Files\DrWeb\antivirus.key

Bragenew;

Hata aktmeaumi:  2022-12-01 (14:51) UTC

Hata okondanwa: 2023-12-03 (14:51) UTC

Twun AMULEHZMK: AnTtuempyc Dr\Web ana cepeepoe Windows

Hazap JNanees

[nA ucnone2oBaHKA Bcex BozmoxHocTeild DriWeb Anti-virus for Windows Servers tpefyetca

Pycckmid w

OB6zop...

PucyHok 8. YcraHoBka. Macrep perucrpauuv

2. MNpoponxnTe ycTaHOBKY NPOAYKTa, Caeaya MHCTPYKUnAM Mactepa yCTaHOBKM.

e B Ntob6oe Bpems paboTbl Npogykta npu noMoLm MeHezaxepa AMLEeH3NN:

1. B meHto Dr.Web & BbIbepunTe NyHKT JIugeHsua. OtkpoeTtca okHO MeHeaxepa

flMLI,eH3I/II7I. Haxxmute KHOMKY AKTVIBMPOBaTb.

2. Otkpoetca okHO AKTMBaUMK anueH3nn. Haxxmute kHonky Knrouesoun pawnn.

PyKOBOACTBO aZMUHWCTpaToOpa
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R LlenTp BezonacHocTy > WHcTpymenTel > MeHempkep nuueHzwii

« MeHeaxep NMLEH3MIA

2 AKTMBaLMA NULLEH3UM

BeeawTe cepWidHBIN HOMED MAW YKaXWTe AeACTEVIOWMWA Kikoveeor dalin, @

‘ CepWidHbIH HOMep Knroueeoii daiin

& & L

PucyHok 9. [locTyn K OKHy BBOAa KatoueBoro ¢aina

3. B OTKpbIBLUEMCA OKHE HaxXMuTe KHOMKy O630p, UTo6bl ykasaTb NyTb K KNHOUEBOMY

danny.

T LenTp BesonacHocTu » MHcTpymente > Menegpkep nuuensuii

« MeHeaxep NMUEH3HIA

g

KnroueBoi dainn

YiaxuTe nyTe K gefcTEyOWeMy Kiodesomy dainy

Y10 Takoe KNKYeEon dann? @

MpogykT:
CepuiiHbIA HoMep:
Bnagenewu:

[ata akTMeaumm;
[ata okoHYaHWA:
Ocranocs:

OTMEHNTE

PucyHok 10. AKTuBaLuAa npy NoMoLLu KiroueBoro ¢gamnna

4. HaxmuTte kHonky OK, utobbl 3aKpbITb OKHO U BEPHYTLCA K MeHeaykepy NNLIeH3NN.

PyKOBOACTBO aZMUHWCTpaToOpa
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4.2. MpopaneHne nnueH3NMn

Bbl MOXeTe MpoAinTb TEKYLLYH JVLIEH3MIO C MOMOLLBIO MacTepa npoa/ieHnin Ha calite
KoMmnaHumn «/1oktop Beb» .

UT06b1 NPOANUTL TEKYLLYIO INLLEH3UIO NPy Nomol MeHemkepa nLeH3ui

1. OTkpoiite MeHio DrWeb % n Boi6epute nyHKT JMLeHsua.

2. B okHe MeHeaxepa anueH3ni Haxmumte kHonky Kynurbe. OTkpoeTcs cTpaHuua canta
komnaHun «[Joktop Beb», Ha KOTOpOW Bbl MOXeTe OPOPMUTb NPOAJIEHME AENCTBUSA
NVILEH3UW.

Dr.Web nopaep>xrnBaet o6HOBAEHWE Ha NIETY, MPU KOTOPOM He TpebyeTcs nepeycraHaBanBaTb
Dr.Web nan npepbiBath ero paboty. Yto6bl 06HOBUTL NMLLEH3MIO Ha Ucnoab3oBaHne Dr.Web,
BaM HeOOXOAMMO aKTUBMPOBATb HOBYHO INLLEH3UIO.

| Mpy ANUTENBHOM OXWAAHUM OKHO aKTMBaLMM aBTOMATUUYECKN 3aKPOETCS C BbiBEAEHMEM
cooblleHrs 06 olmnbke.

He 3aKprBaI‘/JITe OKHO aKTnBauun A0 3aBepLUEeHNA NpoaneHnA. Ecav no kakon-nmbo npunynHe
OKHO 6bI10 3aKpbITO, JIMUEH3NHO MO>HO 6y,qu aKTMBMPOBATb TOJIbKO C MOMOLbHO

kntoyeBoro dainna.

Ecav npoaseHne anueH3nm 3aBepLUNIOCh HeYAauHO, BbIBOAMTCA cOOobLeHMe 06 owmnbke.
MpoBepbTe NOAKNOUEHME K MHTEPHETY U HaXXMuTe KHonky MoBTopUTh.

UT06b1 aKTUBMPOBaTb JINLLEH3UIO

1. OTKpoiiTe OkHO MeHezaxepa NMLEH3MiA, BbiGpaB NyHKT JineHsus B MeHto Dr.Web .
Haxxmute kHOMky AKTUBUMpPOBAaTb.

2. B oTkpbiBLIEMCS OKHE HaxxMmuTe KHoMKy CepuiHbin Homep vav KnroueBon ¢ainin. Beegute
CEePUHBIM HOMEpP UAN yKaXkuTe NyTb K kaoueBoMy danny. lNonb3oBatenn
Windows Server 2003 moryT akiMB1MpoBaTth ANLLEH3NIO TONBKO MPY MOMOLLM KIHOUYEBOTO
danna.

MNoapo6HbIe MHCTPYKLMKW NO aKTUBALMWN TNLLEH3UN AOCTYMHbI B pa3jenax AKTMBaLUns npu
NOMOLLN CEPUNHOIO HoOMepa U AKTUBALIMA NPU NOMOLLN KAHOYEBOro danna.

Ecan CpOK AeVICTBMﬂ JINLUEH3NN, KOTOPYHO Bbl XOTUTE NPOANNTDb, 3aKOHYNNCA, Dr.Web HauHeT
Mcnonb3oBaTb HOBYH JIMLEH3NHO.

Ecnn cpok aencTBUS ANLEH3MK, KOTOPYHO Bbl XOTUTE MPOAINTD, ELLe HE 3aKOHYMACA, TO
KOJIMYECTBO OCTaBLUMXCS AHeN ByaeT aBTOMaTnyeckn fob6aBaeHO K HOBOW anLeH3uu. MNpu
3TOM CTapas AnueH3nsa byaet 3ab6a10KMpoBaHa, U BaM NPUAET COOTBETCTBYHOLLEE YBEAOMIEHNE
Ha aZpec 3N1eKTPOHHOW NOYTbI, KOTOPLIV Bbl YKa3blBaan Npu peructpaumn. PekomeHayetcs

TakKKe y4aiiTh CTaPYH JULLEH3SWUO MNP MOMOLUM MeHep,>Kepa J'IVILI,eH3I/II\/’I.

PyKOBOACTBO aZMUHWCTpaToOpa
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JInueHsmpoBaHue

Ecav y Bac octanncb BONpockl MO NPOANEHUIO NLLEH3MMN, O3HAKOMbTECh CO CMUCKOM
Hanbonee uactbix Bonpocos & Ha caiite koMnaHuy «Joktop Be6».

Bo3mokHble BOMPOCbI

Mocne npoaneHnAa AULLEH3UN A NOJIYyUYU/I MTUCbMO, UTO MOM KtoueBoW ¢aiin byaer
3abnokupoBaH uepes 30 gHen.

Ecnn cpok aencTBus ANMLEH3MM, KOTOPYHO Bbl MPOAJIUAMN, ELLE HE 3aKOHUNACS, TO KOIMYECTBO
OCTaBLUMXCA AHEN aBTOMaTUYeCKM J06aBASeTCA K HOBOW AnLeH3uun. MNpu 3TOM AnLEeH3uns, Ha
OCHOBE KOTOpPOW bbIN0 caenaHo npoanerHune, 6iokmpyetca. Mpn ncnonb3oBaHUM
3a6/10kMPOBaHHOM ANLEH3UM KOMNOHeHTbl Dr.\Web He paboTtatot, n He npoucxoanTt
obHoBNEHNME.

PekoMeHayeTCa yaannTb CTapyro NMLEH3UIO 13 npogykTa. [ina storo:

1. B pexxume agmuHuctpatopa B MeHio Dr.Web # sribepute nyHkT inuensua. OtkpoeTcs
OKHO MeHegyepa NNLEH3NN.

2. Haxxmute kHonky MoapobHee, npu 3Tom oTkpoeTca okHO CBefeHUA O ANLEH3NN.

3. B BbimagatoLem cnuncke BbibepuTe NMLIEH3NIO, HA OCHOBE KOTOPOW Bbl10 caenaHo

npogneHune, 1 HaXXKMMUTe KHOMKY .

4.3. KnroueBou pann

MpaBa nonb3oBaTtens Ha ncnonbzoaHve DrWeb xpaHaTcs B cneymanbHom daline,
Ha3blBaeMOM k/1ro4esbiM gatiiom. Mpu nonyyeHnn KitoueBoro darina B KoMnaekre
ANCTPMOYTMBa NPOAyKTa YCTaHOBKa K/ItoUeBOro darina Npon3BoAMTCS aBTOMATUYECKU U
HUKaKNX JOMONHUTENbHbIX AEACTBUI He TpebyerT.

KntoueBon daiin nmeet paclumpeHmne . key U COAEPXMUT CeaytoLLyto MHOOPMaLUIO:

® NepeyeHb KOMMOHEHTOB, KOTOPbIE pa3peweHOo NCnob30BaTb JaHHOMY MOJIb30BaTEHO;
® NMepunos, B TeHeHe KOTOPOro pa3peweHo NCnoJib30BaHUE aHTUBUPYCa,
® Haanuyme nanm oTcyTcTtemne TEXHNYECKOWN noanePXKK;

e pyrve orpaHuyeHms (B YaCTHOCTU, KONNYECTBO KOMMbHOTEPOB, HAa KOTOPbIX pa3peLleHo
MCNOAb30BaTb aHTUBUPYC).

| Mpw paboTe Nporpammbl K1HOUYEBOM Gaii No YMONUYAHWIO AOMXKEH HAXOAWUTHCA B Marke
yctaHoBkn Dr.Web. MporpamMmMa perynsipHo NpoBepseT Hauumne U KOPPEKTHOCTb
KntoueBoro daina. Bo nsbexaHve nopum knroUa He MoAMGULMPYITEe KItoUeBOW dai.

Mpw OTCYTCTBUM AENCTBUTENILHOTO KAHOUEBOTrO daiina akTMBHOCTb BCeX KOMMoHeHToB Dr.Web
6n0KkMpyeTcs.

PyKOBOACTBO aZMUHWCTpaToOpa
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NuueHsupoBaHne

KntoueBown dpann Dr.Web sBnsetcs aercTBUTENbHBIM NPY O4HOBPEMEHHOM BbIMOJIHEH WM
CNeAyroLLmMX YCOBWIA:

® CPOK AGVICTBMH JNUEH3NN HE NCTEK;

® LI€/IOCTHOCTb K/IKOYa HE HapyLlleHa.

Mpw HapyweHun 106Oro 13 yCIoBUiA kKntoueBor Gaina CTaHOBUTCA HEAEUNCTBUTENbHbBIM, MPU
3ToM Dr.Web nepectaet o6e3BpexnBaTh BpeOHOCHbIE MPOrpamMMbl U MPOMYyCcKaeT MOYTOBbIe
coobueHns 6e3 NpoBepKu.

PekomeHAyeTCs COXpaHATb KNtoueBou Gana JO NCTeUEeHUsA CpoKa AeUCTBUA TULEH3NUN.

PyKOBOACTBO aZMUHWCTpaToOpa

39



)
_l"i

A
$

MeHio nporpaMmmbl

5. MeHro nporpamMmmbli

MNocne yctaHoBkM nporpammbl Dr.Web B o6nactb yBegomneHmin Windows gobaensetcs
3Hauok ¥, KOTOpbI TakKe OTPaXKaeT COCTOAHVE NPOrpaMmMbl. YTobbl OTKPbITE MeHto Dr.Web,
HaXkMuTe 3HauoK W, Ecm nporpamma He 3anyuleHa, B MeHto Myck packporite rpynny Dr.Web
1 BbibepuTe NyHKT LleHTp 6e30nacHoCTM.

B meHto Dr.\Web % Bbi MmoxeTe yBUAETb CTaTyC 3aLMThl, @ TakKe NOoJYyUnTb AOCTYN K
OCHOBHbIM CPeACTBaM ynpaBAeHNsA 1 HaCTPOWKam NporpamMmbi.

| [ns poctyna K napamMeTpam KOMMOHEHTOB M A/ nepexosa K oHnavH-cepsucy Moti Dr.Web
: Heob6X0AMMO BBECTU NapoJib, €CAN B HACTPOWKAX Bbl BKAKOUMAN ONUMIO 3alyuuiatb
HacTpoiikn Dr.Web naponem.

Ecnv Bbl 3a6bIM Napoab K HaCcTpOlikaM NpoAyKTa, obpaTtutecs B
CNYXKOY TEXHUYECKOW MO AAE PXKKM .

Mow Dr.Web A

@ KomneroTep He 2alumiieH

—uu- LleHTp BezonacHocTK

@ NueHzng ocTancce 517 aHed

) Obkoenenne

@ Moanepxka

CamozalmTa ® ]

PucyHok 11. MeHio nporpammbli

MyHKTbI MEHIO NporpamMmbl

Mo Dr.Web. OtkpbiBaeT Bally NepCcoHabHYHO CTPaHMLY Ha caTe kKomnaHum «/loktop Beb».
Ha sgaHHOW cTpaHuLe Bbl CMOXeTe NosyunTb MHGOPMaLunto 06 MMELOLLMXCA NNLEH3NAX (CPOK
AEeNCTBUA, CEPUMHBIA HOMEP), NPOANNTL CPOK AENCTBMA NNLIEH3NK, 3aAaTb BONPOC cayxbe
TEXHUYECKOW NOAAEPXKKM N MHOTOE Apyroe.

Cratyc 3awWuTbl KOMNblOTEpa. [1py Bcex paboTaroLmx KOMMOHEHTax NporpamMmsl
oTobpaxaetcs ctaTyc Komnblotep 3awmweH. Mpu oTKAHOUYEHUN OJHOTO UAN HECKONbKUX
KOMMOHEHTOB 3aLLMTbl CTaTyC MeHseTcs Ha KomnbroTep He 3aLyuLLeH.

PyKOBOACTBO aZMUHWCTpaToOpa
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LieHTp 6e3onacHocTu. OTKpbIBAET OKHO C OCTYNOM K OCHOBHbIM HacTpOWKaMm, napameTpam
KOMMOHEHTOB 3aLUMTbl M NCKNHOUEHUAM.

NuueHsua. IHGopmaumsa o KomyecTBe AHen, OCTaBLUMXCS 4O OKOHYaHWUS AeUCTBUSA
nnueHsunm. OTkpbiBaeT MeHezxkep NLEH3UN.

O6HoBneHue. lHPopmaLma 06 akTyabHOCTU BUPYCHbIX 6a3 1 BpeMeHW Noc/iesHero
obHoBNEHUNSA. 3anyckaeT 06HOBAEHME KOMMOHEHTOB NPOrpamMMbl U BUPYCHbIX 6a3.

Mopaepxxka. OTKpbIBaeT OKHO MOAAEPXKKMN.

CaM03au.|,wra (noaBnsaeTca npn oTKIKOYEHNN CaMO3aLU,VITbI). C NOMOLLBHO NMepeknryaTesia Bbl
MO>KeTe CHOBa BKJIFOUYNTb CaMO3aLLI,I/ITy.

KHonka Jlenta yseaomnenuii & OtkpbiBaeT OkHO JleHTa yBEJOMEHNIA.

Bo3mo>KHble COCTOAHUA nporpamMmbl

3Hauok Dr.Web oTpaxkaeT TekyLlee cCOCTOAHWE NPOrpaMmbi:

3Hauok Dr.Web

L

T

OnucaHue

Bce KOMMNOHeHTHI, HeO6XOAI/IMbIe ANA 3allnTbl KOMMNbHOTEPA, 3anyLleHbl U pa6OTa}OT
npaBuabHO.

Camos3aluta uam xoTs 6bl O4MH U3 KOMMOHEHTOB OTK/IKOUYeHbl MO0 BUPYCHbIe Ha3bl
ycTapenv, 4to ocnabaseT 3almTy aHTMBMpPYCa U KOMMbroTepa. Britounte
Camo3aLuTy UAn OTKAHOYEHHBIA KOMMOHEHT.

O>xmgaeTcs 3amyck KOMMOHEHTOB MOC/Ae CTapTa OMepaLyOHHON CUCTEMbI, AOXANUTECH
3anycka KOMMOHEHTOB NMporpaMmMbl; 1M60 B MPOLECCce 3anycka OAHOMO M3 KHYeBbIX
koMnoHeHToB Dr.Web Bo3HMKNa OLWMbKa, KOMMbIOTEP HAXOAMUTCSA MOZ YrpO30M
3apaxeHus. [poBepbTe HaWune AeNCTBUTENILHOMO KIOUYeBOro Gaina v npu
HeOHXOAMMOCTIN YCTaHOBWTE €ro.

B AaHHbIi MOMeHT CkaHep MPOBOAUT MPOBEPKY.

PyKOBOACTBO aZMUHWCTpaToOpa
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6. LleHTp 6e€30nacHoCTN

OkHo LleHTp 6e30nacHOCTU MpeAoCTaBAsEeT JOCTYN KO BCEM KOMMOHEHTaM, MHCTPYMEHTaM,
CTaTUCTMKE M HacTpoMKaM Nporpammsl.

Yr1o6bI Nepentn Kk okHy LleHTp 6e3onacHocTm

1. OTkpoiite MeHio DrWeb .

2. BbibepuTte nyHkT LheHTp 6e30nacHoCcTL.

YT106b1 NepeiiTn K okHy LleHTp 6e30nacHocTu us meHto Myck

1. B meHro Myck packponTe rpynny Dr.Web.

2. Haxmute LieHTp 6e30nacHOCTM.

W Lentp BesonacHocTn - O X

LleHTp 6e3onacHoctn  Cratuctuka & & 4

@ Dr.Web: KomnbtoTep 3awimuieH

daiinbl 1 ceTb MNpeBeHTUBHaA zawuTa

T
g Mpoeepka GalnoBOR cUCTEMEI M 2aLUKMTa KoHTpoAL aKTMEHOCTH CTOPOHHMK
OT CETEBLIX YTPOo3 MPUAOXKEHKHA

YcTpoiictBa 1 IMYHBIE AaHHBIE WHcTpymeHThI
@ [lloctyn K ycTpoicTeam, 2awwmTa gainos A MeHeaxep kapaHTWHa W ApyTie
1 Nanok WHCTPYMEHTLI YTIPAEAEHWA
oo Meknrouernus
on WcknkoueHna M2 MpoEePKK KOMMOHEHTAMM
3aLLMTEI
f @
[BH Haxmure, 4Tobel 33npetuTe MSMEHEHNA WL

PucyHok 12. OkHo LieHTp 6e3onacHocTH

Fpynnbl HacTpoek
I3 0CHOBHOTO OKHa NpPefoCTaBAAETCA AOCTYN K CAEAYHOLWNM rpynnamM HacTpoek:

e OcHoBHas Bki1aaka LieHTp 6e30nacHOCTU — 0CTYN KO BCEM KOMMOHEHTaM 3aLLnTbl 1
NHCTPYMEHTaM:

o Qansibl U CeTh;

o rlpeBeHTI/IBHaf-I 3allNTa,

PyKOBOACTBO aZMUHWCTpaToOpa
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LLeHTp 6e30macHocTn

o yCTpOVICTBa N JINYHbIE JAHHDbIE,;

o IHCTPYMEHThL;
o IckAoYeHus;

e Birnagka CTatncIvika — CTaTUCTUKA MO OCHOBHbBIM COBbITMAM paboTbl MporpaMmbl;
e Kronka & s BEPXHEeWN YacTn OKHa — JOCTYyN K HacTponkam Nporpammbl;

e KHonka Q B BerHem 4acCTh OKHa — A0CTYNn K OKHY I'Io,qp,ep)KKa, rae Bbl MOXeTe C06paTb

oTyeT Ana CayKObl TEXHUYECKON NOAAEPXKKA U MPOCMOTPETb MHGOPMaL MO0 O BEPCUN
npoAykTa 1 Agate nocneaHero 06HOBAEHUA KOMMOHEHTOB U BUPYCHbIX 6a3;

e KHomka £\ B BepxHeit yacTv okHa — AOCTYN K OKHy JeHTa yBe,oMAEHUiA, re Bbl MOXeTe
MOCMOTpPETb BaXHble YyBeAOMAEHMA O COBbITMAX paboTbl MporpaMmbl.

Pe>xum agammnHucrparopa

,ﬂflﬂ ynpaBneHna BCEMU rpynnamMmm HaCcTpoek HeO6XOAI/IMO NePEKNYNTDb DrWeb B PEXNM
[l o
aAMUHWNCTPaToPa, HaXaB Ha 3aMOK B HNXKHEW YaCTU OKHa. Korp,a Dr.Web pa60TaeT B
[l
pexnMme agMMHNCTpaTopa, 3aMOK «OTKPbIT» .

B ntobom pexunme ecTb NOAHBIN AOCTYN K rpynne Hactpoek MHCTpymeHTbl. Takke, He
nepekntoyas DrWeb B pexum agmuHucTpatopa, Bbl MOXeTe BK/IHOUMTL HOO0M 13
KOMMOHEHTOB 3aLu1Tbl U 3anycTnTb CkaHep. BbikatoueHe KOMMOHEHTOB 3alUnThbl, yrpaBieHune
napameTpamMmm KOMMOHEHTOB U U3MEHEHWE HaCTPOeK NPOrpaMMbl BO3MOXHbI TOJIbKO B
pexumMe agMUHUCTpaTopa.

CraTycbl 3al4UTbI

B BerHeI?l YacCTh OKHa 0To6pa>|<aeTc;| CTaTyC 3allMLLEeHHOCTN CNCTEMDbI.

e KomnbloTep 3awmueH — BCe KOMMOHEHTbI BKAKOUEHbI 1 paboTatot, Camo3alumTa
BK/IHOUEHa, MLeH3MsA aencteyeT. OTobpaXkaeTcs 3eNeHbIM LBETOM.

e KomnbloTep He 3awWwmi,eH — O0TobpakaeTcs, eCv Kakon-a1mbo 1n3 KOMMOHEHTOB 3aLUMThI
oTktoueH. OTobpakaeTcs KpacHbIM LiBETOM. [AnTKa OTK/IFOUEHHOrO KOMMOHEHTa Takxke
BblZe/IeHa KPaCHbIM.

¢ JIneH3muA ucTekaeT — HauMHaeT oTobpaXkaTbCs 3a 7 AHEN 40 OKOHUYAHWUA AeNCTBUA
nnueHsnn. OTobpaxkaeTcs XenTbiM LBeToM. s NpoANeHNs TNLEH3NM HEOHXOAMMO

nepenTtn B MeHeaxep AnLLEH3NN.

PyKOBOACTBO aZMUHWCTpaToOpa
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O6HoBNeHUe 6a3 1 NporpaMMHbIX Moaynei

7. O6HOBNeHMe 6a3 N NpOorpaMMHbIX MOoAYynen

Ansa obHapy>xeHnA BpeAOHOCHbIX 06BbekToB NpoaykTel Dr.Web ncnonb3yrot BupycHble 6a3bl, B
KOTOPbIX COAEPXMTCA MHPOPMaLMa 060 BCeX N3BECTHbIX BPEJOHOCHbIX MporpaMmax.
PerynapHoe obHoOBAeHMe MO3BOAsAET OOHapy>XMBaTb paHee Hen3BeCTHbIE BUPYCHI,
610kMpoBaTh NX PacNpPOCTPaHEHWE, a B pAje CNyvaeB N3/eurBaTb paHee Hensneunmble
3apakeHHble ¢pannbl. BupycHble 6a3bl cuMTatoTCA ycTapeBWUMM MO UCTeYeHUn 24 4acoB ¢
MOMEeHTa NOCNeHEero ycnewHoro obHosnaeHnaA. NNoMnMmMo BUPYCHbIX 6a3 06HOBAAIOTCA Takxke
nporpaMmMHbie moayan Dr.Web v cnpaska npogykTa.

Ans obHoBneHua Dr.Web HeobxoaMMO MMeTb AOCTYN K MHTEPHETY Anbo K 3epkany
O6HOB/IEHWNI (NO0KANbHOM MW CETEBOW Narnke), MO0 K aHTUBMPYCHOW CETH, B KOTOPOM XOTS
6bl Ha OAHOM M3 KOMMbIOTEPOB HACTPOEHO 3epkaso 06HOBAEHMI. HacTpoiika NCTOYHMKa
OBGHOBIEHUI N APYTMX NapaMeTpPOB NPON3BOANTCS B rpynne HacTpoek O6bwue —
O6HoBeHue. [TogpobHas MHCTPYKLMA MO HacTPOlike NapamMeTpoB O6HOBAEHUS NPOrpaMmbl

Dr.Web goctynHa B pa3gene Hactpovikv o6HoBAEHWA.

MpoBepka akTyaNbHOCTU O6HOB/IEHN

Y106bl NPOBEPUTH aKTyaNbHOCTb BUPYCHbLIX 6a3 U KOMMOHEHTOB, OTKpOITe MeHto Dr.Web W#.
B cnyuae akTyanbHOCTM OGHOBAEHWUI B MeHIO NYHKT O6HOBAEHUue OyaeT Bbife/ieH 3e1eHbIM
LBETOM:

Mow Dr.Web A

@ KomneroTep 2awwuuleH

-
o LleHTp BezonacHocTk

@ NueHzna ocTancce 517 aHed

) ObHoenenne
@ Mopnepxka

PucyHok 13. Mentio Dr.Web
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Mpn HeobXoAMMOCTY OOHOBAEHMS B MEHIO NoABUTCA NYHKT Tpebyetrca o6HOBAEHMe,
BblZE/I€HHbIV KPAaCHbIM LBETOM:
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Mo Dr.Web A

@ KomneroTep 3awmuleH

Y-
S=5i LleHTp BezonacHocTK

@‘ HPINERERE ocTancce 516 aHei

{_-) Tpebyetch oBHoBABHKWE
@ Moanepxka

PucyHok 14. Heob6xoamnmocTb o6HOBNEHUA

3anyck npouecca o6HOB/IeHUS

Mpwn o6HoBNeHMK Dr.Web 3arpy3nt Bce o6HOBAEHHbIe Galifibl, COOTBETCTBYHOLLME BaLLeM
Bepcum Dr.Web, a Taioke HoByro Bepcuto Dr.\Web npu ee Haanumn.

| Mpy 06HOBEHUN UCMIONAHAEMbIX BaliNoB, ApaBepoB 1 6MBANOTEK MOXET NOTPeboBaThCs

A; nepesarpyska KoMrbtoTepa. B aTom ciyuae 6yzeT nokasaHO COOTBETCTBYOLLEE
npeaynpexaeHue. Bol MoxeTe 3aaaTh Ntoboe yao6HOe BpeMs nepesarpysku Anbo BbibpaTth
Bpems cneaytoLero HarnoMvHaHus.

UT06b1 3anycTUTL 06HOBAEHUA U3 MeHIo Dr.Web %

1. Otkpoiite MeHto DrWeb ® 1 Bri6epute nyHkT O6HOBAEHMe. B 3aBUCMOCTY OT
aKTya/lbHOCTU BMPYCHbIX 633 1 KOMMOHEHTOB LiBETOBAaA UHANKALMSA 3TOrO NMyHKTa MOXET
BapbWpOBaThCA.

2. Otkpoetca nHpopmaLma o6 akTyasbHOCTM OBGHOBNIEHWI, a TakKe AaTa NOCNeAHero
obHoBNeHNA. HaxkmuTe KHONKy OBHOBUTB, UTOObI 3aMyCTUTL NMPOLLECC OBOHOBNEHUS.

UT06b1 3anycTUTL O6HOB/IEHUA U3 KOMaHAHOW CTPOKMN
1. Mepengunte B nanky yctaHoBkn Dr.Web ($PROGRAMFILES%\Common Files\Doctor
Web\Updater).

2. 3anyctuTe drwupsrv.exe. CNMCOK NapamMeTpoB 3aMnycka Bbl MOXeTe HalTu B
NpunoxeHwnu A.

PyKOBOACTBO aZMUHWCTpaToOpa
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OTuetbl M XXYPHaN CTaTUCTUKHU

Yr1o6bI NOCMOTpPETb UCTOPUIO 06HOBNEHUIA BO BK1agke CTaTUCTUKa

1. OTKpoiiTe MeHto Dr.Web .

2. Bbibepute nyHkT LheHTp 6e30nacHoCTM.
3. MNepenanTe BO Bknaaky CraTucruka.

4. Haxmute nantky Moapo6bHbIii oTuer.

OtueTbl 06HOBIEHUNS TakXKe 3anncbiBatoTCs B pan dwupdater.log B Nanke %
allusersprofile%$\Doctor Web\Logs\.

Kak HacTpouTb o6HOBIeHMe 6a3 U KOMMNOHEHTOB 6e3 AocTyna K UHTepHeTy?

Ecnn komnbroTep NOAKIIOYEH K JIOKaIbHOWN CEeTU, Bbl MOXeTe HacTpoUTb ObHOBAEHME
BMPYCHbIX 633 1 KOMMOHEHTOB C 3epKasia OOGHOBNEHWI, CO3JaHHOTO Ha APYroM KOMMblOTEPE
C ycTaHOB/eHHbIM NpoayktoM Dr.Web (Security Space, AHTMBMpYC ana Windows nau
AHTtnBumpyc ana cepsepos Windows). Komnbtotep, Ha KOTOPOM CO34aHO 3epKaso
06HOBIEHNI, AOMKEH ObITb MOAKNFOUEH K MHTepHeTy. Bepcuna npogykta AoKHa coBnajath.

NoapobHee 0 TOM, Kak HACTPOUTL 3epPKao OOHOBAEHUN

Bbl MOXeTe HacTpouTb 06HOBAEHME C 3epkasa O6HOBAEHUW ABYyMA cnocobamu:

Yr106bI HacTpOUTH NOsIlyYeHne 06HOBIEHUI NPU NOAKIHOUEHNUN K aHTUBMPYCHOMW CETU

1. Pa3spelwuTe yaaneHHoe ynpasaeHune npogyktom Dr.Web B pa3gene HacTtpoek
AHTUBUPYCHaA CeTb.

PyKOBOACTBO aZMUHWCTpaToOpa
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% Llentp BezonackocTn > HacTpoiikn > AHTUENpPYCHAA CETh - O X

< Hasap AHTUBUMpPYCHaA ceTb

Bl mMoxeTe paspelunTs yAaneHHoe ynpaenedue npoaykton DrWeb Ha sawem
388 Obuwme KOMMBHITEPE € APYTUX KOMMEKITEPOE NOKANBHOA CETW, Ha KOTOPLIX TAKKE YCTAHOBMEH!
npoaykTel Dr\Web. C yaaneHHoro KoMnsKTepa CTEHET BOZMOXHO NMPOCMATPUEATE

CTATUCTUKY, BKAKOYATE W OTKAKOYATE KOMOOHEHTR], 8 TAKKe MIMEHATE WX HBCTpOﬁKH.
[l Yeegomnexwn

PazpewuTs yaaneHHoe ynpaeneHue

10 ObHoBAEHME @D B«

s CeTh [lnA yaaneHHoro ynpaeneHus aHTMEMPYCOM Ha AaHHOM KOMMLHITEPE MCNOAbL2YHTE
YKazaHHBIM kKod. Bel moxeTe B NHoBOKW MOMEHT M3MEHWTE 3TOT KO,

@ Camosawmta

& DrWeb Cloud

AHTMBUMpYCHaRA ceTh

Q) Ckanep

i
[B Haxmute, 4Tobbl 3aNpeTuTs MIMEHEHNA @

PucyHok 15. BkiroueHue ypaneHHoro aocryna

2. Mepenante B okHo Hactpoiiku — O6HOBEeHMe.

3. B nyHkTe UcTOUHUK 06HOBAEHUIA HaxkMuTe U3MeHUTb 1 B BbiNajaroLemM cnmcke
BbibepnTe AHTUBUPYCHasA CeTb.

T Lentp BesonacHocTn » Hactpoiikn > OBHOBNEHNE - O X
x
MNecTouHuk o6HOBAEHWIA
a5z OBwue _ _
YiaxuTe yaoBHEIR ANR EAC NCTOUHMK 0BHOBNEH WA
- Cepeepbl koMmnaHuu «JokTop Beb» (pekomeHayetca v
T s | peep «lloktop Beb» (p AyeTca)
Cepeepsl komMnaHum «JokTop Beb» (pekomeHayeTcn)
I NokansHaA MaW ceTeean narka

AHTMEMPYCHARA CeTh

& CeTb
@ CamosawmTa
<y DrWeb Cloud

LI AuTnempycHas
®

Q CkaHep

PucyHok 16. Bbi6bop ncrouHmka o6HoBeHUM

PyKOBOACTBO aZMUHWCTpaToOpa
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O6HoBNeHUe 6a3 1 NporpaMMHbIX Moaynei

4. BblbepuTe HEOH6XOANMBIV KOMMbBIOTEP, C KOTOPOro 6yaeT Npon3BOANTLCA OOHOBAEHME
BUPYCHbIX 633 1 KOMMOHEHTOB MPOrpamMmbl.

5. Haxxmunte OK.

UTo6bI HACTPOUTHL NoNyyYeHVe 06HOBIEHUI U3 I0Ka/IbHOW WM ceTeBOW Nnanku

1. Mepengnte B okHo HacTpoiiku — O6HOBAEHME.

2. B nyHkte UcTouHMK 06HOBIeHUI HaxxMnTe UI3MeHUTb 1 B BbiNajatoLlemM Crmcke
BbibepuTe JlokasibHAA WK ceTeBas nanka.

ooo
ooo

Obuwmne

YeeaoMAeHWA

CeTb

Camo3awmTta

DrWeb Cloud

AHTHMBMpYCHAS

% Lentp GezonacHoctw > Hactpolikn > O6HoENEHNE

MNcTouHuKk o6HOBAEHWA

YramuTe yaoBHLIA ANA BAC MCTOYHWK 0DHOBAEHWA

Cepeepbl koMmnaHuu «JokTop Beb» (pekomeHayerca)

CKaHep

Cepeepsl KomnaHum «JokTop Beb» (pekomeHayeTca)
NokansHan nav ceTeean nanka

AHTUEMPYCHAR CET

OTMEHWTL

PucyHok 17. Bbibop ncrouHmka o6HoBeHUA

3. B ctpoke MyTb K 3epKany 06HOBIEHUI yKaXKMTe Nanky, cogep>kaLuyto danabl CO34aHHOTO
3epkana obHoBAeHWI. [Ina 3TOro HaxmuTe KHoMnKy O630p 1 BbibepunTe HY>XXHYHO Nanky nuam
BBEAMTE NyTb BPY4YHyto B dopmate UNC.

4. Mpun HeobxoanMocTh ykaxuTe JloruH v Maponb K nanke, K KOTOPOW OCYLLECTBAAETCS
noakatoueHue. JIoruH — 370 MM$ MOb30BaTeNs YUETHOM 3aMNCKU Ha KOMMbIOTEPE, rAe
NexuT ceTeBas nanka. JTorvH Ao/keH BKAOYaTb Ha3BaHMe KOMMbIOTEPA B JIOKabHOW CETH
M NOJHbBIA NyTb K Nanke. Maposb — 3T0 Napo/ib 3TOM YYETHOWN 3anncu.

5. HaxmunTte OK.

PyKOBOACTBO aZMUHWCTpaToOpa
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JNlenTta yBepomneHni

8. JleHTa yBepomaeHUA

B 3TOM OKkHe cobpaHbl BaxkHble YyBEAOMAEHMA O CObbITUAX paboTbl NpOrpamMmbl.
YBefoMeHMA B 3TOM pa3jene Ay6anpytoT HEKOTOPbIe U3 BCMbIBAOLLMX Ha IKpaHe
yBEeZAOMIEHNI.

UTo6bI NnepenTh K NeHTe yBeagomieHnn us MeHro nporpammabl

1. Otkpoiite MeHto DrWeb .

2. Haxmute kronky . Hag 3Haukom & oto6paskaetcs KoAMUECTBO COXPaHEHHbIX
yBeZAOMIEHUN.

3. OTKpoeTCca OKHO C yBEAOMJEHUAMMN O COBBLITUAX.

UTo6bI NnepenTn K NeHTe yBegomieHnn us LieHTpa 6e3onacHocTu

1. Otkpoiite MeHto DrWeb ®# 1 Bbi6epute nyHkT LieHTp 6e30nacHocTy.
2. B BepxHeW yacTv OKHa NporpaMmMbl HaxmuTe Q.

3. OTKpoeTca OKHO C yBEAOMIEHUAMMN O COBBbITUAX.

¥ Uentp GezonacHocTy > YeeqomneHNA —

€« Hazan &

L\ Nenta yBeaomnenuii

® BupycHile Bazbl ycTapenwu
Bez0nacHOCTE KOMMBKTEPA MOXET BbITe MO YrpoZ0iA.
MocneaHee cbHoeneHne: 28.04.2020 10:08

20.05.2020 0:47

A
[Bl Haxmute, ytobel 3anpeTuTs MIMEHEHMA

o P

~

-
(=)

PucyHok 18. OKHO N1eHTbl yBeAOMJIeHUN

PyKOBOACTBO aZMUHWCTpaToOpa
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JNlenTta yBepomneHni

Cpok xpaHeHUs yBeAOMJIeHUIA

Cpok XxpaHeHUs yBeOMAEHNI cocTaBAaseT ABe Hegenn. MNpun ycTtpaHeHUn npobaem
YBELOMJIEHNS O HUX TakkKe yAanstoTcs.

Twvnbl yBegoMneHNN

@ ® @ Kputuueckne ysegomnenuns

e [lencTBytOLas AULEH3MS He HalgeHa.

JlvueHsuna
e Tekywias MueH3Vs 3a610kMpoBaHa.
Yrpossi e O6HapyxeHa yrposa.
e Tpebyetcs nepesarpyska 419 06e3BPEXMBAHMA Yrpo3.
e BupycHble 6a3bl ycTapenu.
3anper goctyna K e YCTPOWCTBO 3a6/10KMPOBAHO B COOTBETCTBMM C HACTPOMKAMMU.
obbekTaM v
yCTpolcTBaM

Ba)xHble yBeaoMAEeHUA

ﬂVILI,eH3VIF| o CpOK AEI7ICTBI/I$| JIMLUEH3UN UCTeKaeT.

e Tekylias MUeH3Us 3a610KMpOBaHa.

O6HoBneHue e TpebyeTcsa nepesarpyska, YToObl OOHOBAEHWSI BCTYNWIN B CUANY.

@ ManoBa)xHblie I/IH¢OpMaU.VIOHHbIe yBeaomMieHunA

HoBas Bepcus e [locTynHa HoBas Bepcus MpoAyKTa.

HacTpoikn orobpaxxeHns

Hactpolikn oTobpaxkeHns yBeAOMAEHNI B NeHTe AyOAMPYHOT HaCTPOMKM BCMbIBAFOLLMX
yBeZOMAEeHWI. ECn Bbl XOTUTE M3MEHWUTb HAaCTPOMKMN OTOBPaXKeHNSs Tak, YTOObI
onpeaesneHHble YBEJOMAEHNS He 0TObpaXxkaanch B NeHTe, B okHe MapameTpbl yBegoMAeHUA
HEOBXOAMMO CHATb GaxkoK B CTON6LEe DKpaH HanpoTUB HEOHXOAMMOro NyHKTa (CM. pasaen

Hactpolikvu yBejoMAeHWIA).

PyKOBOACTBO aZMUHWCTpaToOpa
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9. HacTpoviku nporpaMmmbi

Y106bI nepeﬁTM K "3MEeHeHUMI0 HaCcTpoekK nporpamMmmbli

1. OTkpoiite MeHio Dr\Web % 1 Bbi6epute nyHkT LieHTp 6e3onacHocTy.

2. Y6eautecs, uto DrWeb paboTaer B pexxuve agMUHUCTPATOPa (3aMOK B HUXKHEMN YacTy
NporpamMMbl «OTKPbIT» ). B npoTvBHOM cnyuyae HaXXmMuTe Ha 3aMOK .
B BepXxHeln yacTn okHa NporpamMmMbl HaXXMUTE &,

4. OTKpOeTCs OKHO C HAaCTPOMKamMu NPOrpaMmbl.

il‘j Ecaun B 0611MX HaCTpoiiKax Bbl ycTaHOBMAM $aaxxok 3awminatb HacTpoiiku Dr.Web
naposem, Ana JOCTyrna K OCHOBHbIM HacTpolikaM Dr.Web 3anpaluviBaetca napob.

B aTtom pasaene:

e O6LLMe — 3alMTa HaCTPOEK NapoaeM, BbIGOP A3bika MPOrpamMmMebl, BbIOOp LBeTa TEMbI
nHTepdenca, a Takke UMMNOPT U IKCMOPT HACTPOEK.

e YBEJOMJIEHWA — HACTPOMKa BbIBOJA YBEAOMIEHMIA Ha 3KPaH UM NOJYyYEHNE UX MO nouTe.

e ObHOB/NIEHNE — M3MEHEHWNE NCTOYHMKA UAN NEPUOANYHOCTU OOHOBAEHNI N CO3aaHMe
3epkana o6HOBNEHWNN.

e CeTb — HaCTpoOWKa UCMOIb30BaHMA NPOKCM-CepBepa.
e Camo3alllMTa — HaCTpOMKa JONONHUTENbHbBIX MapamMeTpoB 6e30MacHOCTM.
e DrWeb Cloud — HacTpoWka goctyna k o61auHbIM cepBucam koMmnaHum «loktop Beb».

e AHTMBMPYCHaA CeTb — HaCTpoOWKa yaaneHHoro goctyna k Dr.Web, yctaHoBneHHOMY Ha
BalLeM KOMMbHoTepe.

e [lapameTpbl npoBepkn hannoB — HaCTpoMKa NapaMmeTpoB paboTel CkaHepa.

9.1. O6wme HaCTpPOMNKM
K o6lwmm HacTporikaM OTHOCATCA CaeayroLume:

e 3alI/Ta HACTPOEK NPOrpaMMbl NapOaeM;
e BbIOOp LiBETa TEMbl MHTEPdelica;
e BbI6OP A3bIKa NPOrPaMMBbL;

e ynpaBieHne HaCTpOMKaMuM NporpamMmbl (MMMOPT, SKCMOPT, BOCCTAHOBJIEHWE HAaCTPOEK NO
YMOJIYaHW10);

e HACTPOWKM BeAeHUA XypHana paboThl;
e HaCTPOWKM KapaHTUHA;
® HACTPOMKM aBTOMAaTUYECKOrO yaaneHNd 3anucen CTaTUCTUKN.

PyKOBOACTBO aZMUHWCTpaToOpa
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Hactpoiiku nporpammbi

YT106bI OTKPLITH 061 Me HaCTPOUKN

1. OTkpoiite MeHto DrWeb % 1 Bbi6epute nyHkT LieHTp 6e3onacHocTy.

2. Y6eauntech, uto DrWeb paboTaeT B pexxvme agmmHucTpatopa (3aMOK B HUXKHEN YacTu
(il il
NPOrpamMMbl «OTKPbIT» ). B npoTMBHOM C/lyyae HaxXMuUTe Ha 3aMOK .

B BepxHeW yacTv okHa NporpamMmMbl HaXXMuUTe &,

4. OTKpPOETCS OKHO C OCHOBHbIMW HacTpOKamMu NporpaMmbl. B n1eBol yactn okHa BbibepuTe
nyHKT O6me.

¥ Lentp Besonacrocn > Hactpoiikmn > OByne - O X

< Haszap O6wume

3awmate HacTpoiky DrWeb naponem

| 883 O6wwme QI omn.

1 Ysepomaenus

Tema uHTepdelica
) ObHoeaeHMe

CrcTemHan W
stz CeTh Azwik
Pyccruid v

@ CamoszawmTa
¥npaBneHwe HacTpolikamm

& DrWeb Cloud Bbl MOXeTe coXpaHUTbL HaCTPORKK NPOAYKTa Ha XeCTKMIA AWCK, MMMOPTUPOBATE MX MAK
BOCCTAHOBWUTL HACTPOAKM MO YMOAYAHMID.

Q) Ckanep

A
[B Haxmute, utofbl 3anpeTuTs MIMEHEHKA JononHuTensHble HACTPORKK @

PucyHok 19. O6uimne HacTpomku

9.1.1. 3awmTa HacTpoek nporpaMmmMbl Naposem

Bbl MOXeTe orpaHnunTb JOCTYyN K HacTpoikam Dr.Web Ha Bawem koMnbroTepe Npu NomMoLm
napons. [laponb He orpaHMYeH Mo AlMHe KU MOXeT BKAroUaTh B ceba Ntobyto KoMOUHaLMIo
6yKB, UMP ¥ cneymanbHbiX CUMBOOB. [ns 6onee HaZeXHOW 3aLUTbl UCMONb3YINTe Napob,
cocroawmit 3 10 nam 6onee pasnnyHbIX 3HaKOB. MNaposib ByaeT 3anpalumBaTbCa KaXablv pas
npw obpatyeHnn K HacTpokam Dr.Web.

Yrob6bl 3apaTh Naposib

1. B okHe nameHeHnsa obLmMx HaCTpoeK BKAKOUMTE onumio 3awmuartb Hactpoikmn Dr.Web
naposiem npv NoMoLLKM COOTBETCTBYHOLLEero nepekntovatens @D,

PyKOBOACTBO aZMUHWCTpaToOpa
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Hactpoiiku nporpammbi

< Hasag

| g2 Obwme

[l Yeegomnexwn

1) ObHoBAEHME

g CeTb

@ Camosawmta

& DrWeb Cloud

) AHTMBMpYCHaRA ceTh

Q) Ckanep

W Llewtp Bezonacroctn > Hactpoiikn > Obyne — O X

Obwume

3awwulats Hactpoiku DrWeb naponem

O oma

Tema wHTepdeica

CucremHan v
Azbik
Pycckuid v

Y¥npaBneHwe HacTpolkKamm

Bul moxeTe COXPaHUTE HBCTpOﬁKIr'I NpoAyKETa Ha WKECTKMA ANCK, MMOOPTUROBATE WX MAK
BOCCTAHOEWTE HaCTpOﬁKH no YMOAYAHHD.

WNamennts v

[B Haxmute, 4Tobbl 3aNpeTuTs MIMEHEHNA JononHuTensHbIE HACTPORKK @

PucyHok 20. 3awurta HacTpoeK naposem

2. B oTKpbIBLIEMCS OKHE 3ajalTe Napoab U NOATBEPAUTE €0 BBOA,

3. HaxmuTte kHonky OK.

if Ecnu Bbl 326611 Napo/ib K HACTPOMKaM NPOAyKTa, HEOHXOAMMO MepeyCcTaHOBUTb
nporpammy Dr.Web 6e3 coxpaHeHWs TeKyLLMX HaCTPOEK.

9.1.2. Bbibop uBeTa Tembl UHTepdenca

Mpn HEOBXOAMMOCTUN Bbl MOXETE U3MEHUTb LiBET TEMbl MHTEPderca nporpaMmbl. [ns 3Toro B
BbiNagatoem cnucke Tema uHTepgeiica BbibepuTe O4HY 13 ONLNIA:

e CBetnas, YTOObl NCMONBL30BaTb CBET/IOE OCI)OpMJ'IeHI/Ie nporpamMmmsbl.

e TemHasn, yto6bI NCNOABL30BaTb TeMHOE OPOPMIEHME MPOrpaMmbl.

e CcTteMHasn, UTo6bI MCNOABL30BATL LBET MHTEPdENiCa, COOTBETCTBYHOLWMI TeMe, BbIOpaHHON B
ornepauyoHHOM cucTeMe. 3Ta onuus BoibpaHa NoO YMOAYAHUIO.

PyKOBOACTBO aZMUHWCTpaToOpa
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Hactpoiiku nporpammbi

W Llewtp Bezonacroctn > Hactpoiikn > Obyne — O X

< Hasag

| s oouwe Qb onn

[l Yeegomnexwn

1) ObHoBAEHME

g CeTb

@ Camosawmta

& DrWeb Cloud

) AHTMBMpYCHaRA ceTh

Q) Ckanep

Obwume

3awwulats Hactpoiku DrWeb naponem

Tema wHTepdeica
CucremHan v
Ceetnan
TemHan
CucremHan

YTIpaBITEANE HaCTPOVRAMY

Bul moxeTe COXPaHUTE HBCTpOﬁKIr'I NpoAyKETa Ha WKECTKMA ANCK, MMOOPTUROBATE WX MAK
BOCCTAHOEWTE HaCTpOﬁKH no YMOAYAHHD.

WNamennts v

[B Haxmute, 4Tobbl 3aNpeTuTs MIMEHEHNA JononHuTensHbIE HACTPORKK @

PucyHok 21. Bbibop uBeTa TeMmbl MHTepdeiica

:‘I'i TemHaa TeMa JOCTyMHa TOIbKO Ha KOMMbrOTEpPax C onepaumoHHon cuctemon Windows
: Server 2019 (HaunHas c Bepcumn 1809) n 6onee no3aHux. Hactpoiiku Beibopa LiBeTa Tembl
UHTepderica cKpbITbl A1 60oslee paHHUX BePCUin onepaLnoHHONM CUCTEMBI.

[ns KoppekTHOro oTobpakeHns TeMHOW TeMbl MHTepdelica TpebyeTcs ycTaHOBIEHHOE
obHoBneHve KB5011503 nnm 6onee nosgHee.

PyKOBOACTBO aZMUHWCTpaToOpa
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9.1.3. Bbibop s3bika nporpamMmbl

Mpu HeOHXOAMMOCTM Bbl MOXKETE MEPEKIOUNTL A3bIK MHTepdeica nporpaMmbl. CNMCok

A3bIKOB MOMOJIHAETCA aBTOMa

TUYECKN N COAEPXKUT BCE AOCTYMHbIE Ha TeKyLLI|I/II7I MOMEHT

nokanusauunu rpadpuueckoro nHtepderica Dr\Web. [ina atoro B Bbinagatowem cnvcke A3bIk

BbIbepunTe HEOBXOAMMBIN 3b

IK.

F LlenTp BezonacHocTn » Hactpoiikn > OBLne

< Haszap

| g8 Obuwme

1 YseaomneHus

) ObHoBaeHME

O6wune
3awmate Hactpoiikym DriWeb naponem

O oma

Tema uHTepdeica

s CeTb

CucremHan v
Azbik
Pycckmia v

@ Camo3zalWmnTa
& DrWeb Cloud
LI AuTneMpycHas ceTb

Q. Ckanep

¥npaBneHue HacTpolikammu

Bul moxeTe COXpaHUTE HECTpOﬁKH NPpoAyKTa Ha HKECTKWIA ANCK, WMNORTHUROBATE WX MAK
BOCCTAHOEWUTE HECTpDﬁKI-‘I no YMOAYaHWH,

Mzmennte v

HaxaaunTe, 4To6bl 33NPETUTE M3MEHEHNA JonoaHuTensHble HacTPORKK @

PucyHok 22. Bbi6op si3bika NporpamMmmbl

PyKOBOACTBO aZMUHWCTpaToOpa

55



Ty
),
A

A
<
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9.1.4. YnpaBneHune HacTtpokammu Dr.Web

Ans ynpaBneHns HacTponkaMu BbibepuTe OAHO U3 CNEAYHOLLMX 3HAUEH W B BbiMaatoLLeM
CMMCKe rpynnbl HACTPOEeK YnpaBseHUe HacTPOUKaMM:

F LlenTp BezonacHocTn » Hactpoiikn > OBLne - O X
O6wune -
< Haszap

3awmwate HacTpoiky DriWeb naponem

O oma

@ YeenoMAEHNA Tema uHTepdeica

CucremHan v
) ObHoBaeHME
Azblk
s Cets Pycckmia v
@ Camo3awwmTa ¥YnpaBneHwe HacTpolkamm
Bbl MOXETe COXPaHUTE HACTPORKK NPOAYKTA HA XKECTKUIA ANCK, MMNORTUROBATE MX WAK
&y DrWeb Cloud BOCCTAHOBWTE HACTPOMKKM MO YMOAYAHWKD,
Wamennte v
LI AuTneMpycHas ceTb
WMmnopT...
3KCNopT...
Q. Ckanep
BoccTaHoBUTE Hacrpoﬁrcu no YyMOAYaHWH -
% Harraure ytnfe .'-ln:ﬂFITMTL. LerasHedag I(r"I—I_I— Qoo nuATe e HL e I—l;lf_lr"ﬁle(M @

PucyHok 23. YnpaBaeHue HacTpoiikamm

e BoccraHoBUTH HaCTpOﬁKVI no ymMmoJil4aHuio, YTOObI C6pOCI/ITb NMOoNb30BaTeE/IbCKNE HaCTpOVIKM
A0 HaCTpOoeK No yMON4YaHUIO.

° VlMl'IOpT, €CNn Bbl YK€ HACTPOWUIN pa60Ty dHTMBMPYCa Ha APYroM KOMMbHOTEPE N XOTUTE
MCMNOJIb30BaThb Te Xe HaCTpOI\/’IKI/I.

e DKCMOPT, EC/IV Bbl XOTWTE MCMOJIb30BaTb CBOM HACTPOMKMN Ha APYrMX KOMMblOTEPAX. 3aTem
BOCMO/b3yNTeCh GYHKLMEN MMMOPTa HACTPOEK Ha APYroM KOMMbLOTEpe.

9.1.5. BegeHune xxypHana pa6borbi Dr.Web

Bbl MOXeTe BKIHOUMTb BeAeHne NoAPOBHOro XypHana o paboTe OAHOTO UAN HECKONbKUX
KOMMOHEHTOB uan cepsucos Dr.Web.

YT106bl M3MEHUTb HAaCTPOMKUN BeAeHUA XXypHana

1. HaxkmuTe ccbinky [,0NONHUTE/IbHbIE HACTPOUKW.

2. B pasgene Hactpoek XKypHan Haxxmute KHonky M3meHUTb.

PyKOBOACTBO aZMUHWCTpaToOpa
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W Llewtp Bezonacroctn > Hactpoiikn > Obyne — O X

Obuwmne
< Hasag .

3awmuate HacTpoikym Dr\Web naponem

D ok
| g2 Obwme

[l Yeegomnexwn _
Tenma uHTepdeica

C ~

1) ObHoBAEHME HCTEMHaER

Azbix

CeTh

& Pycckmia v
@ Camosaumra YnpaBneHwWe HacTpoWKaMu

Bbl MOXeTe COXPaHMTL HACTROMKK NPOLYKTa HA XECTKMIA AUCK, MMMORTUROEATE MX WK
& DrWeb Cloud BOCCTAHOBWUTE HACTPOMKMW MO YMOAYaHMNIO.
) AHTMBMpYCHaRA ceTh

XKypHan
Q Ckanep HacTtpoiikm no ymonyanuio  VzmeHnTs

A
[B Haxmute, 4Tobbl 3aNpeTuTs MIMEHEHNA CKpbITE AONOAHMTENBHBLIE HACTROMKM @

PucyHok 24. O6wme HacTpouku. XXypHan

OTKpOETCH OKHO HACTPOeK BeAeHNs NoAPOBHOro XypHana:

F Lentp Besonacrocn > Hactpoiikm > OByne — O X

BecTn noapo6HbIA XXypHan

BrifepuTe KOMNOHEHTE WA CiyxBkl, ANA KOTOPLX GyAeT EKIKUEHD BEIEHME
noApoBHoro XxypHana.

) SplDer Agent
L1 Yeenomn

SplDer Guard CraHep
~ ObBHoeneHwe DriWeb
ObHoBNE
Cnyxba Dr.Web
sin CeTo Brrouaiite eeaeHme NnogpobHOro XypHana ToAbKO NPY HeoBXoAWMOCTI, MOCKOABKY
pazmep Gakina XypHana HeorpaHMUeH M MOXET 4OCTMIaTe BONbLUMX PazMEepPOE. WX WK
@) Camozaul
ONONHUTENbHO
DrWeb @ A
CozA3EaTh AaMMLI MAMATA NPW OLWKWGKaX NPOBEPKK
LI Axtmemp
Q. CkaHep

OK ‘ ‘ OTMEHWTE @

PucyHok 25. Hactpoiiku BepeHus >xypHana pa6ortbl

3. Bbibepute KOMMNOHEHTbI, MOAY/V UAN CNY>KObI ANA KOTOPbIX ByAeT BKIOUEHO BejeHMe
noapobHoro xypHana. o ymonyaHuto ana scex komnoHeHtoB Dr.Web >xypHan Begetca B
CTaHAAPTHOM pexxnMe, GUKCUPYOLLEM CleayHoLLyHo MHPOPMaLuIO:

PyKOBOACTBO aZMUHWCTpaToOpa
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KomnoHeHT

SpiDer Agent

SplDer Guard

CkaHep

O6HoBAeHVe
Dr.Web

Cnyxba
Dr.Web

Hactpoiiku nporpammbi

Nudopmauuns

MNpoBegeHve obHoBAEHNI, 3anyck U ocTaHoBKa SplDer Agent, BUpYycCHble cObBbITUS,
coefMHEHNe C aHTUBUPYCHOM CeTbHO, NNLEH3UOHHbIE CODBITUA, COCTOAHME PaboTbl
komnoHeHToB Dr.Web, ynpaBneHve HacTporikamu (MMMOPT, 3KCMOPT), yBeAOMAEHNS
06 owwnbKax, yBeJOMIEHUA O nepesarpyske CUCTEMbI.

PekomMeHayeTcA NCMOb30BaTh 3TOT PEXMM /1A MOAYYeHVs AeTasbHON MHOpPMa LMK
06 1CTOYHMKax oWKnHOK B paboTe NporpamMmbl.

MNpoBeseHne 0OHOBAEHWI, 3amnycK 1 ocTaHoBKka SplDer Guard, BUpYCHble cobbITA,
AaHHble 0 NpoBepaeMbIX Painax, MMeHax ynakoBLLMKOB M COAEPXMMOM
npoBepsAeMbIX COCTaBHbIX 06BEKTOB (apXxMBOB, GaioB 3NEKTPOHHOW NOYUTbl UK
dalinoBbIX KOHTEHEPOB).

PekoMeHayeTcs MCMo/Ib30BaTh 3TOT PEXUM A5 ONpeseneHns 06beKToB, KOTOpble
MoHuUTOp darinoBoi cuctembl SplDer Guard npoBepsieT Hanbosiee YacTo. lMpu
Heob6xoanMocTn fobaBbTe Takne 06BEKTbl B CMMCOK UCKIOYEHWNI, YTO MOXET CHU3UTb
HarpysKky Ha KOmrbtoTep.

O6HoBNEHWEe BEPCUIA CKAHUPYIOLLMX MOZynel 1 MHpopmaLmmn O BUPYCHbIX 6a3ax,
3anyck 1 octaHoBka CkaHepa, 06Hapy>XeHHble yrpo3bl, a Takxke JaHHble 06 MMeHax
YMaKOBLLMKOB W COAEP>KVMOM MPOBEPAEMbIX apXMBOB.

Cnncok obHoBeHHbIX dainos Dr.Web u ctaTycbl nx 3arpysku, nibopmauyms o
paboTe BCMomoraTenbHbIX CKPUMTOB, JaTa U Bpema NpoBeAeHns o6bHoBAEHUS,
MHPopMaLma o nepesanycke komnoHeHToB Dr.Web nocne o6HoBaeHus.

Nhdpopmauma o komnoHeHTax Dr.Web, nsmeHeHve HacTpoek KOMMOHEHTOB,
BIJIFOYEHME U BbIK/NHOYEHVE KOMMOHEHTOB, COOLITUA MPEBEHTUBHOM 3aLLUThl,
NOAKNFOYEHME K aHTUBUPYCHOM ceTu.

Co3aaHue gamMnoB NaMATH

HaCTpOI‘;I Ka COBAaBaTb AaMnbl NaMATU NpU owmnbkax NPOBEePKU NO3BONAET COXPaHATb
noJsie3Hyto MHpopmaumnto o paboTte HEKOTOPbIX KOMMOHeHToB Dr.Web, uto gact BO3MOXHOCTb
cneunanncCrtaM KOMnaHuUm «,ﬂ,OKTOp Beb» B p,aane|7|UJeM npoBecTn foJiee NOAHbIV aHann3
npobiembl N NPeANoXnTb ee pelleHne. PekomeHayeTcs BKIOYaTh AaHHYH HACTPOMKY NO
npocbbe COTPYAHMNKOB TEXHUUECKOW MOAAEPXKKM KOMMaHuK «[lokTop Beb» nam npu
BO3HWKHOBEHUW OLIMHOK NPOBEPKN PalriNoB nam obesBpexmBaHmns yrpos. Jamn namatu
coxpaHseTcs B BUAe daina ¢ paclumpeHmem . dmp B nanke $PROGRAMFILES%\Common
Files\Doctor Web\Scanning Engine\.

BknroueHune noapobHbIX )KypHanoB

il E Mpu BKAOUEHWN NMOAPOBHBIX XypPHaNoB GDUKCMPYETCS MaKCUMasibHOE KOJNMUYECTBO
nHbopMaLmm o paboTe KoMnoHeHToB Dr.Web. 3To npvBeAeT K OTKIHOUEHWIO OTpaHNYeHus
Ha pa3mep GalnoB XypHana 1 CHU3UT NMPOU3BOAUTENLHOCTL paboTel Dr.Web n
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onepaLyoHHON cucTeMbl. Icnonb3oBaTh 3TOT PEXMM CaeAyeT TONIbKO MPU BO3HUKHOBEHWN
npobnem B paboTte KOMMNOHEHTOB UAWN MO NMPOCbbe CNy>KObl TEXHUUYECKO N MOAAEPIXKKM
KoMnaHun «JJoktop Beb».

1. YT06bI BKNHOUNTBL PEXMM BeAeHMA NOAPODOHOro XypHana Ans OAHOTO U3 KOMMOHEHTOB
Dr.Web, yctaHOBMUTE COOTBETCTBYHOLLMIA PNA>KOK.

2. Mo ymonyaHunto NoApobHbIN XypHan BeAeTCA A0 NepBOMN nepesarpyskn onepalyoHHON
cuctemsl. Ecamn Heobxoanmo 3adurkcnpoBaTb NOBeAEHNE KOMMOHEHTa B NEPUOZ AO U
nocne nepesarpysku, yctaHoBute ¢pnaxok NMpoaonkarb BeCTU NOAPO6HDbIN XXypHan
nocsie nepesarpysku (MCNosib3yMnTe TOIbKO MO 3anpocy cNyXK6bl TexHNnUecKom
noaAep>Kkn KomnaHum «Jloktop Be6»).

3. CoxpaHuTe nameHeHus, Haxxas kHonky OK.

il': Mo ymosnuaHuo daisibl XXypHana UMErT OFpaHUYeHHbIN pa3mep, pasHbin 10 Mb (ans
: komnoHeHTa SplDer Guard — 100 MB). MNpw NpeBbILEHNM MaKCUManbHOTO pa3mepa dainn
XypHana ypesaeTcs jo:

e 33/laHHOTO pa3mepa, ecau MHGopMaLWA, 3an1McaHHan 3a CECCUIO, He MpeBbIlaeT
pa3peLUeHHbIn pa3mep;

e pa3mepa TekyLLel ceccum, eciv MHGopMaLms, 3anmcaHHas 3a Ceccuo, MpeBblilaeT
paspeLleHHbIi pa3mep.

9.1.6. HacTpoukn kapaHTUHa

YT06bI Upe3MepHO He 3arpy>aTb AMCK, Bbl MOXeTe 3aZaTb HAaCTPOMKM XpaHEeHNA 0H6bEKTOB B
KapaHTMHe, Takne Kak BpemMa XpaHeHMs 06beKTOB 1 cO34aHuMe Nanku KapaHTMHa Ha CbEMHOM
HocuTene.

UT06bI U3MEHUTb HaCTPOWUKM XPaHEeHUs 06Hapy>KeHHbIX yrpo3

1. B okHe n3meHeHnsa 06X HaCTPOEK HAaXXMUTE CCbIIKY JLOMO/IHUTENIbHbIE HAaCTPOWKM.

2. B pa3zgene HacTpoek KapaHTUH BKIHOUMTE MAM OTKNHOUMTE HEODHXOAMMYIO OMLMIO MPK
nomouwm nepexkntovatens @D,
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W Llewtp Bezonacroctn > Hactpoiikn > Obyne — O X

KapanTtun

< Hasag

Cozaaeats KaaHTHMH Ha CeeMHOM HOCHMTENe MpPKr OﬁHEp}OKE‘HHV‘I Ha HeM yrio3

omn D o
zzz Obwwe
YAANATE M2 KAPAHTMHA OBBEKTEI, KOTOPLIE XPaHATCA A0MslUe 0B0zHaUEHHOro Neproaa

[l Yeegomnexwn D  orkn.

YaanaTe oBLeKTEl M3 KAPaHTMHA
1) ObHoBAEHME

g Cemb CraTncruka

Dr.Web xpaHuT cratucTury o paBoTe koMnoHeHToe. CTapele 3anMoy YAanAKTeR, YTobsl He
LOMYCTUTE YPE3MEPHOrD WCNONB20BAHUA ANCKOBOTO NPOCTPAaHCTES. Bbl Takke MoxeTe
HACTPOWTH WX AETOMATUUECKOR YAaNeHNe.

@ Camosawmta

& DrWeb Cloud

y,ﬂ,aJ'IHTh 2anKcK CTaTUCTHUKK

O o

YaanaTe 2anuci cTaTucTMiKI

) AHTMBMpYCHaRA ceTh

Q) Ckanep

w
A
[B Haxmute, 4Tobbl 3aNpeTuTs MIMEHEHNA CKpbITE AONOAHMTENBHBLIE HACTROMKM @

PucyHok 26. HacTpoiiku KapaHTUHa

3. Mpw BKAOUEHMW aBTOMATUYECKOTO YAaNeHUs1 O6bEKTOB U3 KapaHTUHA B BbiMaatoLLem
MeHto BbibepuTe Bpemsa. O6bekTbl, XpaHsaLLMecs Jo/blue yKa3aHHOro cpoka, byayT
yAANATHCA.

COBAaHVIe KapaHTUHaA Ha CbeéMHOM HocCcuTesie

Onuua Co3pgaBaTb KapaHTMH Ha CbeMHOM HocuTesie Npyu o6Hapy>keHUn Ha Hem yrpos
No3BO/IAET NPU 0OHaPY>KEHUM YrpO3bl HA CbEMHOM HOCUTese Co34aBaTb Nanky KapaHTUHa Ha
TOM e HOocuTeNe 1 MoMeLlaTb B 3Ty Nanky yrpo3bl 6e3 npegsaputenbHoro wmdposaHma. Ha
CbEMHOM HOCUTeNe narnka KapaHTMHa CO3/aeTcs, TObKO eCAN BO3MOXHA 3anncb Ha
HOCUTeNb. VIcmonb30oBaHMe OTAE/IbHbIX ManoK 1 0TKa3 OT LWMPPOBaHMA Ha CbEMHbIX
HOCUTENAX NO3BOAAET NPEAOTBPATUTb BO3MOXHYH NOTEPHO AAHHbIX.

Ecan onuna OTKNKOYEHa, O6Hapy)KeHHbIe Ha Cb€MHbIX HOCUTENAX YrPO3bl MOMELWAHOTCA B
KapaHTUH Ha N0KaJlbHOM ANCKeE.

ABTOMaTMueckoe yAaneHume 06bexkToB M3 KapaHTUHa

UTobbl N36€eXxaTb ype3MepPHOro ncnojib3oBaHNA MeCTa Ha ANCKE, BKITHOYNTE aBTOMaTU4eCKOoe
ydaneHne 061BbeKTOB 13 KapaHTUHa.

PyKOBOACTBO aZMUHWCTpaToOpa
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9.1.7. ABTOMaTMUeCKOe yaasieHne 3anucem CTaTuCTuKm

Mo YMONYaHWIO DrWeb XPaHUT ONTUMaibHOE KONn4ecTBO 3anmncen CTaTUCTUKK, YTOObI
n3bexaTtb ype3MepPHOro ncnoJsib3oBaHNA MeCTa Ha AUNCKE. B AOMNONHEHME K 3TOMY Bbl MOXETE
BKJTKOYNTb aBTOMaTU4YeECKOE yaanieHne 3ar|1/|ce17|, XpaHALWMNXCA AO0/IbLIE YKa3aHHOTO CpoOKa.

Y106bI BKIHOUNTb UIN OTK/IIOUUTb aBTOMAaTUUECcKoe yAaneHue 3anucen CTaTUCTUKKU

1. B oKHe n3meHeHusn O6LLI,I/1X HAaCTPOEK HaXXMUNTE CCbIJIKY AOHOI’IHMTeanbIe HaCTpOﬁKM.

2. B pasgene HacTpoek CTaTUCTUKA BK/IOUNTE MW OTKIOUMTE aBTOYAANeHMe 3anncen
CTaTUCTMKM Npu NoMoLum nepektovatens @D.

LlenTp BescnacHocTn > Hactpoiikn > O6wme - ] >
P p

Kapantun

¢ Hasap

COSAEEIET!:- KapaHTWH Ha CbeMHOM HOCWUTENE MPK OﬁHEpy)l(EHHH Ha HEM YTpo2

aoo = O  omka
sz Obume
Y,El,aJ"IﬂTb W2 KapaHTKhHa OG'I:EKTI:I, KOTOPRBIE XpaHATCA A0AbLIe oB03HaYeHHOro nepwoaa

[l YeegomneHuna O omxn.
Yaanate obbeKTsl M2 KapaHTUHA

1) ObHoBNEHME

g CeTb CraTncTuKa

DrWeb xpaHwT cratncruky o paboTe KoMnoHeHToe, CTapele 2anncy YaanATcA, YyTobel He
© Camosawwmra LOMYCTUTE YPE3MEpHOro NCNoAk30BaHMA AMCKOEOrO NPOCTPAHCTES. Bl Takxe MoxeTe
HACTROWTE WX GETOMATUYECKOE YAANeHWe,

& Dr.Web Cloud

Y,qaﬂﬂTb 2aNKMCK CTaTUCTHUEK

O oma

Y,qaﬂﬂTb 2anKc CTaTUCTHMKK

I AHTMBMpYCHas ceTb

Q. Ckanep

I'l_l'l
[H Haxmure, 4TobEI 33NPETUTE MSMEHEHNA CKpeiTe AONCAHWTENBHBIE HACTROWKK @

PucyHok 27. HacTpoiiku cTaTUCTUKM

3. MNpu BKAHOUYEHUWN aBTOYAANEHNSA 3aMMCEN CTaTUCTUKN B BbiNajatoWweM MeHHO BbibepuTe
BpeMs. 3anmcu, XpaHsaLimecs Aoblle yKa3aHHOro Cpoka, byayT yaanatbcs.

9.2. HacTtpoiku yBegomneHumn

Bbl MOXeTe HaCcTPOUTbL NMapameTpbl MONYyYEHMS YBEAOMAEHUI O KPUTUYHbBIX U BaXKHbIX
cobbITMAX paboTbl Dr.Web.

B 3TOM pasgene:

e Hactponka napameTpoB yBeOMAEHU
e Hacrtpoiika BbiBOJA yBEJOMIEHNIN Ha KPaH

PyKOBOACTBO aZMUHWCTpaToOpa
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° HaCTpOI\/JIKa OTNpPaBKA yBeAOMﬂeHMl\/’I no noyre

Mpun HeOHXOAMMOCTM HaCTPONTE NapamMeTpPbl MONYUYEHNA YBEAOMAEHUA O KPUTUYUHBIX U
Ba>KHbIX CO6bITUAX paboTbl Dr.Web.

YT106bI OTKPbITb HACTPOWUKMN YBEAOMJIEHUI

1. Otkpoiite MeHo DrWeb ®# 1 Bbi6epute nyHKT LieHTp 6e30nacHocTy.

2. Y6eauntech, uto DrWeb paboTaet B pexxvme agmmHucTpatopa (3aMoK B HUXKHEN YacTu
(il il
NporpaMMbl «OTKPbIT» ). B npoTnBHOM CayYae HaxXMUTe Ha 3aMOK .

B BerHeVI 4acCTn OKHa NporpaMmMbl HaXXMuTe {E’}

4. OTKpOeTCs OKHO C OCHOBHbIMM HacTpPONKaMun NporpamMmmsbl. B 1eBor yactn okHa Bblibepute
NYHKT YBEeAOM/IEHUA.

T Lentp Besonackoctn » Hactpoiikin > Yeeaomnenua - O X

€ Hasap YBegomneHua

HECI'pOﬁTE napamMeTpesl ONOEELLEHWA O BEaXHBIX COBBITHMAX

§83 O6wme
MapameTpel yEEAOMACHWA...

| M Ysepomaenus
SKpaH

1) ObHoBAEHME MokazbleaTs YEEAOMABHMA HA 3KpaHe
@D s

s CeTb
Moura

@ Camo3zalWmnTa BriceinaTe YEEAOMAEHWA Ha 3NEKTPOHHYHD MOYTY
O ona

& Dr.Web Cloud
LI AuTneMpycHas ceTb

Q. Ckanep

|
[ Haxmure, ytofbl 3aNpeTuTs MIMEHEHNA @

PucyHok 28. Hactpoiiku yBegomaeHunm

YT106bI HACTPOUTHL NapameTpbl yBeAOM/IEHUI

1. HaxxmuTe kHonky MapameTpbl yBeaOMAEHUNA.
2. BbibepuTte yBegoOMIEeHNA, KOTOPbIE Bbl XOTUTE MONYyYaTh.

e YT06bI YyBEZAOMIEH NS OTOHPaXKaNnCh Ha IKpPaHe, yCTaHOBUTE COOTBETCTBYHOLMIA Gaxkok
B CTONI6L€e DKpaH.

e YT0bbI MONYYaTb OMOBELLEHWSA MO MOYTE, YCTAaHOBUTE COOTBETCTBYHOLLMIA (GNaXKOK B
ctonbue Moura.

Ecnav Bbl He xOoTUTE nony4atb yBeJOMJIEHNA O CO6bITI/II/I, CHUMunTE q)na>|<|<|/|.
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ObHapyxeHa yrposa

KputnuHblie

yBeAOMAEHUA

Ba>kHble yBeAOMIEHUA

Mano3HaunTenbHble
yBeAOMAeHUA

JlnueHsunsa

Hactpoiiku nporpammbl | 63

Onucanve

YBegomneHns o6 yrposax, o6HapyxeHHbix SplDer Guard.
Mo ymMoAYaHUIO YBEAOMAEHUS BK/IHOYEHbI.

KpuTnuHble yBeAOMIEHMS O CNEAYHOLLUX COObITUAX:

Mo ymMoa4aHUIO YBEJOMAEHNS BKIHOYEHDI.

Ba>kHble yBEAOMEHNA O ChelyroLnX cobbITuAX:

BupycHble 6a3bl yctapenu.
e YCTpONCTBO 3a610KMPOBAHO.
° 3a6J'IOKVIpOBaHa NOonMbITKa M3MEHEHNA CUCTEMHDbIX AaTbl U BPEMEHW.

e [locTyn K 3awmiaeMomy 06bekTy 3ab10knupoBaH MNoBeseHUYeCKMM
aHav3oM.

e JlocTyn K 3awmwaeMomMy 06bekTy 3a610KMPOBAH 3aLLUTOM OT
3KCMJIOUTOB.

e JlocTyn K 3awmwaeMomMy 06bekTy 3a610KMPOBAH 3aLLUTOM OT
BbIMOTaTeNIeN.

e VIHpopMaLwis 06 0GHOBAEHMAX M MNOAAEPKKE NPOAYKTa.

Mo YMOJHYaHVKO yBEAOMAEHNA BK/IHOYEHbI.

Mano3HauntenbHble yBEAOMIEHNA O ChedyroLnx cobbITUAX:

e YcnelwHoe o6bHOBAEHME.
e Owmnbka o6HOBAEHMA.
e [lpoueccy 3anpeLeHo U3MEHEHMe COAEPKMMOTO ManKu.

Mo YMOYaHVKO YyBEAOMAEHWMA BbIKNHOYEHbI, KOOME yBEAOMJIEHNA O
3anpeweHnn npoueccy UsSMeHeHna Ccoaep>XXMMOoro nanku.

YBeAOMNEHNS O CeAyHoLUX COBbITUAX:

o CpoK AeNCTBMA NNLIEH3MN UCTEKAET.
o [lencTByrOLWan ANLEH3MA He HalAeHa.

o Tekywas anueH3ns 3abiokMpoBaHa.

3. I'Ipm HeO6XOAVIMOCTI/I 3a,u,a|71Te AOMNONHWUTEIbHbIE NMapaMeTpPbl 0T06pa>|<eH|/|;| 3KPaHHbIX

OMOBELEHWNI:
dnaxkok OnucaHue
He nokasbiBaTb yBegOMAEHNA B OTob6paxkeHne yBeLOMAEHUI NPK paboTe C NPUIOXKEHNAMN B

MOJHO3KPaHHOM pexumMe

MOJIHO3KPaHHOM pexxume (MPoCcMOTp GWIbMOB, rpadukn u T. 4.).

CHuMUTE 3TOT dAaxoK, YToObl MoayYaTh YBEAOMIEHUS BCEraa.

PyKOBOACTBO aZMUHWCTpaToOpa
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4. Ecav Bbl Bbl6paf|l/l O4HO AN HECKOJIbKO MOYTOBbIX yBeAOMﬂeHMVI, HaCTpOI‘/’ITe
OTNPaBKY MOYThl C Ballero KOMnbrOTEpPAa.

I YBep,omneva O HEKOTOPbIX COBbITUAX He BXO4AT B NepeyncaeHHble rpynnbl U BCeErja
NMOKa3bIBAkOTCA MNMO/Ib30BATE/NHO!

® yCTaHOBKa MPUOPUTETHbIX OOHOB/IEHWI, AN KOTOPbIX TpebyeTca nepesarpyska;
e nepesarpyska A5 3aBepLUeHVs 06e3BpexXmBaHNA Yrpos;

e aBTOMaTWYecKas mepesarpyska;

e 3aMpocC Ha pa3peLleHne npoLeccy MoandukaLmm obbekTa;

e ycrelHoe NOAKIOYEHME K YaaNeHHOMY KOMMbIoTEPY B AHTUBMPYCHOW ceTy;

® MOAK/IHYEHa HOBAA KnaBuMaTypa.

yBeAOMHEHI/IiI, KOTOpPbI€ BbIBOAATCA HA 3KpPaH

B OokHe HacTpoek yBeZOM/IEHNI BKIKOUMTE COOTBETCTBYHOLLYHO OMLMIO, YTOObI MO/yYaTh
yBeJOMJIEHWs B BUZE BCM/bIBAOLLErO OKHa Haj 3HaykoM Dr.Web W g 06nacTu yBeAOMIEeH UM
Windows.

YBegomMneHuna no nourte

Yr1o6bI NONyuaTh yBeAOMIEHUA O COBLITUAX NO NouTe
1. B OKHe HacTpoek yBeOMJIEHUI BK/IOUMTE ONUuto BbicblnaTh yBegoMaeHUsA Ha
3/1eKTPOHHYIO NOouTY.

2. B nosBMBLIEMCA OKHe BBeAUTE aApec 31eKTPOHHOM MOYTbI, Ha KOTOPbIW Bbl XOTUTE
nonyyaTb yBegomMaeHuns. Vicnonb3oBaHume 310ro agpeca Heobxoanmo byaet noaATBEPANTD
Ha Lare 7.

PyKOBOACTBO aZMUHWCTpaToOpa
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¥ Llentp Bezonacroctn > Hactpoiikn > Yeeaomnenna

OBbHOBAEHWE

CeTb

Camo3zawmTta

Dr.Web Cloud

AHTHMBMPYCHAA

CKaHep

Ajpec 3/1eKTPOHHOW NOouYTbl

_ YKaxuTe aapec 2neKTPOHHON NoYTLl, Ha KOTOPLIA BLl XOTUTE MNOAYYaTs
Obuwwe YBENOMAEHWA

[PE HammnTe, 4TobEl 3aNpETHTD MSMEHEHIA

®

PucyHok 29. YkazaHue aapeca A1 NOUTOBbIX YBeAOMI€HUA

3. Haxmwute Oanee.

4. B OTKpbIBLIEMCA OKHE YKaXknTe AaHHble YY4eTHOWN 3anncu, ¢ KOTOpOoK ByayT OTNpaBAATLCS
yBEJOMIEHUS.

e EC/IM CNMCOK NOUTOBLIX CEPBEPOB COAEPXKMT HEOOXOANMbIN cepBep, BbibepuTe ero, a
3aTeM yKaXkuTe JIOTMH 1 Napob OT BalLei YyY4eTHOW 3anncu.

e EC/IM CNMCOK NOUTOBLIX CEPBEPOB HE COAEPXKUT HEOBXOANMOTO cepBepa, Bbibepute
Yka3zaTb BPYUHYIO /1 B OTKPbIBLUEMCS OKHE 3aMoNHUTE HEODOXOAUMblE NOAS:

Hacrpoliika

Cepep SMTP

MopT

JlorvH

Maposb

Mcnonb3osatb SSL/TLS

NTLM-ayTeHTndrKauma

OnucaHue

Ykaxvte agpec noutoBOro cepeepa, KOTOpPbI JOKeH
ncnonb3osatb Dr.Web ans oTnpaBky NOUTOBbLIX ONOBELLEHWIA.

YKakute nopT NOUTOBOTO CepBepa, K KOTOPOMY AOJIKEH
noakntouatbca Dr.Web gn1s oTnpaBky NOYTOBbLIX OMNOBELLEHWIA.

YKaxxute UMs YUeTHOW 3anncy 4/ NOAKNHOUYEHUS K MOUTOBOMY
cepeepy.

YKaxuTe napoJib y4eTHOWM 3anucu Ais NOAKIHOUEHUs K MOUTOBOMY
cepBepy.

YctaHoBMTe 3TOT Baxok, UTo6bl NpK Nepesaye cOObLLEHWN
ncnosb3oBanocb SSL/TLS wundposaHue.

YcTaHoBMTe 3TOT PAaxoK, UTO6bl aBTOpU3aLya NPOU3BOAMAACE MO
npoTokoay NTLM.

PyKOBOACTBO aZMUHWCTpaToOpa
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5. HaxmuTte ccbinky OTnpaBUTbL TECTOBOE cO06LeHne, YTOObI MPOBEPUTb, UTO YUeTHas
3anuncb ykasaHa BepHo. CooblLeHVe NpuaeT Ha TOT agpec, C KOTOPOro AONXKHbI
OTNpPaBAATLCA YBEAOMAEHNA (HACTPOEHHbIM Ha Lware 4).

6. Haxmute Oanee.

7. BBeanTte koA NOATBEPXKAEHUSA, KOTOPbIA NPUAET Ha 3EKTPOHHbIN ajpec, yka3aHHbIV A/s
nony4YeHns yBeJoMIeHUM Ha Ware 2. Ecam ko He npuaeT B TedeHre 10 MUHYT, HaxxMunTe
KHOMKy OTnpaBuUTb KOA NOBTOPHO. EC/1n Bbl He BBeeTe KO NOATBEPXKAEHUS,
yBeOMJIEHVA Ha 3TOT agpec OTNPaBAATbCA He byayT.

YTOObI M3MEHUTL aApec 31eKTPOHHOW MOYTbI U Apyrne napaMeTpbl, B OKHE HacTpoeK
yBEJOMAEHWI (CM. PUCYHOK HacTpolikn yBegomieHUiA) HaxMute M3MeHUTb 1 NoBTOpUTE BCE
AEeNCTBUSA, HaUMHas C Wwara 2.

9.3. Hactpoiikm o6HOBNeHuUS

Hactpovite nepnog nonyyeHns o6HOBAEHNIN N UCTOYHUK OOHOBAEHWI A1 BUPYCHbIX 6a3 n
KOMMOHEHTOB. TakXe Bbl MOXeTe CO34aTb 3epKaso O6HOBNAEHUI ANS MONYyYeHUs OOHOBAEHWN
Ha ApYyrom KOMMbloTepe.

Bbl MOXeTe HacTpouTb cneaytoLime napameTpbl o6HoBAeHMs Dr.Web:

® NepUOANYHOCTb OOHOBAEHUN;
® VICTOYHUK OBHOBAEHWUN;

e OOHOB/ASEMbIE KOMAOHEHThI;

e 3epkaso OOHOBNEHUNA.

YT106bI OTKPLITb HACTPOUKM O6HOBIEHNA

1. OTkpoiite MeHio DrWeb % 1 Boi6epuTe nyHkT LieHTp 6e3onacHocTy.

2. Y6eputech, uto Dr.Web paboTtaeT B pexxume agMuHmUcTpaTopa (3amMOK B HUXKHEN YacTu
({7l
NporpamMmMbl «OTKPbIT» ‘L) B npotnBHOM ciyyae HaxxmuTe Ha 3amok LH.

B BerHeVI 4acCT OKHa nporpamMmmbl HaXXMuUTe @

4. OTKpOeTCs OKHO C OCHOBHbIMM HAacTpPONKaMun NporpamMmmMmsbl. B 1eBor yactn okHa Bbibepute
nyHKT O6HOBNEHMe.
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¥ Llewtp Bezonacrocn > Hactpoiikn > OBHoBNEHNE - O X

< Haszag O6HoBAEeHue

Monyuats oBHoBAEHKA
oo

g2z Obwwe kaxasie 30 muHyYT (pekomenayeTten) v

) Yeeaomnenws Mcroununk obHoBASHWIA

~ - Cepeepkl komnaHum «JokTop Beb» (pekomeHnayerca) MzmeHnTE
| 1) Ob6HOBAEHME

s CeTh

@ Camosawmta
& DrWeb Cloud
) AHTMBMpYCHaRA ceTh

Q) Ckanep

A
[B Haxmute, 4Tobbl 3aNpeTuTs MIMEHEHNA JononHuTensHbIE HACTPORKK @

PucyHok 30. HacTtpoiiku o6HOBeHnsA

MNepuogunuHocTb 06HOBAEHUM

Mo ymon4aHuto ycTaHOBAEHO onTUManbHoe 3HauveHne (30 MUHYT), KOTopoe No3BoaseT
noagepxuBatb MHGOpPMaLMto 06 yrpo3ax B akTyalbHOM COCTOAHUMW. YTOObI M3MEHUTb
NepruoANYHOCTb OBHOBIEHNI, BbibepuTe HEOHXOAMMOE 3HaUYeHNe B BbiNajatoLLEM MEHHO.

ABTOMaTUYeCckoe O6HOB/IEHNE NPOBOANTCA B GOHOBOM pexxmMe. Bbl Takke MoxeTe BbibpaTh
13 BbiNaAatoLLEero Crnmncka 3HaveHne BpyuHyro. B 3Tom ciyyae Bam Heobxoarmo byzet
BPYYHVHO 3anyckatb obHoBneHme Dr.Web.

Hactpoiika ncrouHnka obHoBaeHNI

Mo yMOnYaHUIO B KauecTBe NCTOYHMKa OOHOBAEHMS YKa3aHO 3HaueHVe CepBepbl KOMMaHUU
«[lokTop Be6>» (pekomeHayetcs).

Yr106b1 HacTpOUTb YA06HBIN ANA BaC UCTOYHMK O6HOB/IEHUIA

1. B okHe HacTponkun obHoBAEHMA (CM. pUCYHOK HacTponkn o6HOoBNEeHWSA) B pa3aene
McTouHuk o6HOBAEHUI HaxxmunTe cCbinky M3ameHuTb. OTKpoeTCs OKHO HacTpPOMKu
NCTOYHMKa OBHOBAEHWN.
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aoa

Obuwmne

YeeaoMneHWA

CeTb

Camo3zawmTta

Dr.Web Cloud

AHTHMBMpYCHA

CKaHep

¥ Llewtp Bezonacrocn > Hactpoiikn > OBHoBNEHNE

WNcTouHMK oBHOBAEHUIA

YraxmTe yaobHeIR ANA BAC UCTOYHMK 0OHOBAEHMA

Cepeepbl koMnaHuK «lokTop Beb» (pekomeHayeTca)

| Micnonezoeate HTTPS-coeaMHEHME, KOTAA 3TO EO3MOXHO

OTMeHNTB

PucyHok 31. Hactpoiika ncrounmka o6HoBsieHUA

2. BbibepuTte yaobHbIV ANf BaC MCTOYHMK OBHOBAEHWI 13 BbiNajatoLwero cnucka.

e CepBepbl koMmnaHum «Jlokrop Be6» (pekomeHayetcsa). O6HoBNeHWE byaeT
NPOUCXOAUTL C CepBEPOB KOMMNaHuK «JJoktop Beb» uepes nHtepHert. Ecam Bbl xoTnTe
3arpy>atb 06HOBAeHMA NO 6e30MacHOMY MPOTOKOJY MPW TaKOW BO3MOXXHOCTH,
BkatounTe onunto UcnonbzoBatb HTTPS-coeguHeHmne, Korga 3To BO3MOMXKHO.

¢ JlokanbHasa unu ceteBasn nanka. ObHoBaeHMe ByaeT MPONCXOANTb U3 IOKaSIbHOW UK
CeTeBOW Nanku, B KOTOPYH CKOMMPOBaHbl OOGHOBAEHMSA. YKaXnTe NyTb K Nanke (Haxas
kHonky O630p nan BBeas Nyt Bpy4uHyto B popmate UNC), a Takoke MMs nonb3oBaTens u
naposb, eCAN 3TO HEOH6XOANMO.

e AHTUBMpYCHaA ceTb. OOHOB/IeHMe ByAeT NPONCXOANTL Yepes IOKabHYH CeTb C
KOMMbOTEPA, HAa KOTOPOM ycTaHoBAEeH NpoaykT DrWeb n co3gaHo 3epkano
obHOBNEHWNI. BbibepunTe KOMMbIOTEP, KOTOPBIN BYAET MCMO/b30BaTbCA B KAaUECTBE
NCTOYHWKa OBHOBNEHWN.

3. Haxmute OK, utobbl COXpaHUTb U3MEHEHMS.

il‘-h. Ecnn Ha komnbroTepe yxe yctaHoBaeH npoaykt Dr.Web Bepcumn 12.0, He gonyckaeTcs B
KauecTBe UCTOYHMKa OHHOBNEHUI yKa3blBaTb KOMMNbIOTEP C bonee paHHel Bepcueit
npoJayKTa, MOCKOAbKY 3TO MPUBEAET K KpUTUYECKUM oLinbkam B paboTe cucteMbl.
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[ ononHuTenbHble HACTPOUKMN

Ana nepexoga K AONONHUTENbHbBIM HacTpokaM B okHe O6HOBAeHMe
(cM. prcyHok HacTpoiku 0BHOBAEHMA) HAaXMUTE CCbiIKy JLONMONHUTENbHbIE HAaCTPOKN.

HaC'rpoﬁ Ka 06HOB/AEeMbIX KOMMOHEHTOB

Bbl MOXeTe BbIGpaTh OAMH U3 CNEAYHOLLIMX BAPUAHTOB 3arpy3kn 06HOBAEHWNN KOMMOHEHTOB
Dr.Web:

e Bce (pekomeHayeTca), Npy KOTOPOM 3arpy>atoTcsi 06HOBAEHUS Kak BUPYCHbIX 6a3 Dr.Web,
Tak M aHTUBMPYCHOTO AApa 1 APYrnx NporpaMMHbIx KOMNoHeHToB Dr.Web;

¢ Tonbko BMUpYcHbIe 6a3bl, NPy KOTOPOM 3arpy>KaroTcs TOIbKO OOHOBAEHUS BUPYCHbIX H6a3
Dr.Web v aHTMBUpYCcHOrO aapa; apyrme komnoHeHTsl Dr.Web He obHoBAsArOTCS.

Co3spaHue 3epkana o6HOBNEHUMN

3epkasno 0bHos1eHUl — 3TO Nanka, B KOTOPYH KONMpYrTCcs 06HOBAEeHMA. 3epKanio
OBHOBNEHNI MOXET ObITb MCMOIb30BAHO KaK UCTOYHUK 0bHoBAeHUn Dr.\Web ans
KOMMbOTEPOB B IOKa/IbHOW CETU, KOTOPbIe HE MOAKNHOUYEHbI K UHTEPHETY.

Y106bI HaCTPOUTb Balll KOMNbIOTEP B KauecTBe 3epKaJia o6HOBNEHUI

1. B okHe HacTpoWkun 0bHOBAEHMA (CM. pUCYHOK HacTpoikn 06HOBAEHMSA) HAaXXMUTE CChINKY
[ ononHuTeNbHbIEe HACTPOWKM 1 BKIHOUMTE MCMO/b30BaHMe 3epkana O6HOBAEHWI NpK
nomoww nepekntoyatens @lD. OTKPOETCA OKHO HACTPOWKM 3epkasa OOHOBAEHUN.

PyKOBOACTBO aZMUHWCTpaToOpa
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¥ Llewtp Bezonacrocn > Hactpoiikn > OBHoBNEHNE - O X

0Ay4aTs 0BHOBAEHWA

EEER LTIV -

3epkano obHoBneHWA
1 YsegomaeHuA
MyTb K 2epkrany 0BHOENEHWIA

|

Adpec Mopt
0.0.0.0 :| 8080

(g} Camo3zawmTa

Dr.Web Cloud . -
@  [orem e sorors

Ch AHTHBMPYCHAR CETlmmmy W B

() CkaHen MameHnTh...
&) "

PucyHok 32. HacTpoiika 3epkana o6HoBneHUIA

2. Haxmute O630p 1 BbiOepuTe Nanky, B KOTOPYHO OyAyT KONMPOBaTbCA OOHOBAEHMS.
PekomeHayeTcsa BbIbpaTh MyCcTyto Nanky Wan co3gaTb HOBYHO Manky. Ecam ykasaHa HenycTas
narnka, Bce ee cogep>xunmoe byaeT yaaneHo. Takke Bbl MOXeTe yKa3aTb MyTb K Nanke
Bpy4uHyro B popmate UNC.

3. Ecam Baw koMnbrOTEP BXOAUT B HECKObKO MOACETEN, Bbl MOXKETE yKa3aTb aApec, KOTOPbI
OyAeT AOCTyneH TObKO AN OAHOW U3 NoAceTen. Taikoke Bbl MOXeTe yka3aTb MOpT, Ha
koTopom HTTP-cepBep 6yaeT npuHMMaTh 3anNpoChkl Ha COeANHEHME.

e B none Appec ykasbiBaetca uma xocta nau IP-agpec B popmartax IPv4 naum IPv6.
e B none Mopr yka3biBaetca n1060M cBO6OAHBIN NOPT.

4. Haxxmunte OK, uTo6bl COXpaHUTb M3MEHEHMUS.

MNepnoanyHOCTb 3arpy3kn 0OHOBAEHWI Ha 3epkano ByaeT coBnagaTb C BbIOpaHHbIM
3HaueHVeM Bbinagatolero meHto Monyuatb o6HOBAEHUA.

9.4. Cetb
Bbl MOXeTe HacTpouTb NapamMeTpbl COeAMHEHNA C MPOKCU-CEPBEPOM.
B 3Tom pasgene:

° HaCTpOI‘/JIKa coeHeHNA C NPOKCK-CEPBEPOM

YT106bl OTKPbITH HACTPOWUKMU CETU

1. Otkpoiite MeHto Dr.Web ® 1 sribepute nyHkT LieHTp 6e30nacHocTy.
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2. Y6eautech, uto Dr.Web paboTaeT B pexxuime agMuHnUCcTpaTopa (3aMOK B HUXKHEW YacTu
(7l

nporpamMmMbl «OTKPbIT» ‘L) B NPOTNBHOM C/yYae Ha>KMUTE Ha 3aMOK (5.
B BerHeVI 4aCT OKHa nporpamMmmbl HaXXMuUTe {g’}

4. OTKpOeTCs OKHO C OCHOBHbIMW HACTpPOMKaMu NporpaMmMel. B neBori yact okHa BblbepuTe
NyHKT CeTb.

% Uentp GezonacHoctn > Hactpoiikn > Cete - O X
¢ Hasag Cetb
HacTpoliTe coefMHEHWE C NPOKCW-CEPEEDOM W MPOBEPKY 2aWMdpoBaHHoro Tpaduka
888 O6wme
Mpokcu-cepeep
1 YeegomneHun Vlcnonsz0eaTe NpOKCK-cepEEpD
O o
1) OBHOENEHME
@) Camosawmta
& Dr.Web Cloud
L AHTMBMpYCHaRA ceTb
Q. Ckanep
HaxmuTe, 4ToBB! 3aNpeTUTE USMEHEHIA @

PucyHok 33. MogkntoueHne K NpoKcu-cepeepy

Mcnonb3oBaHMe npokcn-cepsepa

Bbl MOXeTe BK/IHOUNTL PEXMM MCNOb30BaHUA MPOKCU-CepBEPaA U 3a4aTb HAaCTPONKM
NOAKNFOUEHWNS K HeMy. [Ina 3Toro:

1. Bratounte onunto McnonbsoBaTb NpoKcU-cepBep npu nomMoLm nepekntovatens @D,

2. Haxmute ccbinky M3MeHUTb, UTo6bl 3a4aTb HAaCTPOMKN MOAKIOUYEHUS K MPOKCU-CepBepY:

Hacrpoiika OnucaHue

Aapec YKkaxxnte agpec npokcu-cepsepa.

MopT YKa>kute nopT Npokcu-cepsepa.

JNloruH YKaxute UMs yYeTHOM 3amnncu AN NOAKIOUEHUS K MPOKCU-CEPBEPY.

Maponb Ykaxkte naposib YY4eTHOM 3anncy, UCNoNb3yeMOn AN NMOAKAOYUEHWA K NMPOKCK-
cepsepy.
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Hacrpoiika OnucaHue

Tvn aBTOpW3auym  BbibepuTe TvN aBTOpU3aLWK, TPEBYEMBIV /18 MOAKIFOUEHNUS K MPOKCU-CEPBEPY.

9.5. Camo3awura

Bbl MOXeTe HacTpouTb NapameTpbl 3almTbl camoro Dr.Web oT HecaHKUMOHMPOBaAHHOTO
BO3/eNCTBMA, Hanpumep OT MPOorpamMmmM, BpeJOHOCHOE AelCTBNE KOTOPbIX HanpaBaeHo Ha
aHTUBMPYCHbIE MPOrpaMMbl, @ TakKe OT Cy4aliHOrO NMOBPEXAEHMS.

B sTom pasaene:

e BrioyeHmne n oTKaAOYEHUE CaMO3allNThbI
° 3ar|peT M3IMEHEHWA AaTbl U BPEMEHW CUCTEMDbI

Yro6bI NnepenTu K HacTpoiikam Camo3aLyuThl

1. Otkpoiite meHto Dr.Web ® 1 sri6epute nyHkT LieHTp 6e30nacHocTy.

2. YbepuTtecnb, uto Dr.Web paboTaeT B pexxumMe agMmuHucTpatopa (3aMOK B HUXKHER Yactu
(7l

nporpamMMbl «OTKPbIT» 'h) B npoTtvBHOM cnyyae HaxxmuTe Ha 3amok [H.
B BepxHel yacTn okHa NporpamMMbl HaXMUTE &,

4. OTKpOeTCs OKHO C OCHOBHbIMW HACTPOMKaMu NporpaMmMebl. B neBoi yact okHa BbibepuTe
nyHkT Camo3awura.

% Llentp BesonacHoctn > Hactpoiikn > Camozawyura - O X

¢ Hazap Camo3aluTta

BratounTte CamozawmTy (pekonMeHLyeTcn)

T @D 5o
3anpeLLaTs 3IMyAAUKWK AeHCTEMIA NONL20BATENA
[l YeegomneHuna PeL yRAUAO A
O o
1) ObHoBaeHWe BrAKUMTE NoLAepxKy COBMECTUMOCTI CO CRELCTEAMM YTEHMA C 3KPaHa
O  omxa
& CeTb
[ata v epems
CamosalmTta 3anpeLlaTe M3MEHeHMe AaThl U EPEMEHI CUCTEMBI
D o
& DrWeb Cloud
I AHTMBMpYCHas ceTb
Q. Ckanep
1} |
[H Haxmure, 4TobEI 33NPETUTE MSMEHEHNA @

PucyHok 34. NMapametpbi 3awutbl Dr.Web
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Hactpovku Camo3sawmrsbl

Hactpolika Bkatountbs Camo3awury (peKoMmeHAyeTca) No3BoaseT 3almuTuTe Gakinbl 1
npoueccol Dr\Web oT HecaHkunoHMpoBaHHOTO goctyna. Camo3allumTa BKIKOYEHa No
ymonudaHuto. Otknrouatb Camo3alumTy He peKOMeHAyeTCs.

.z_fl": B cnyuae BO3HWKHOBEHWS Mpo6aeM Npu UCNOb30BaHUM MPOrpaMM gedparMeHTaLmm
peKkoMeHZAyeTcs BPEMEHHO OTKAOUNTb MOAY b CaMO3aLLuTbl.

YT06bI NPOM3BECTM BO3BPAT K TOUKE BOCCTAHOB/IEHMSI CUCTEMBI, HEOBXOAUMO OTKAHOUNTD
Mogaynb CaMo3aLuuThbl.

Hactpolika 3anpewiaTtb 3Mynsauuio AeUCTBUI NOIb30BaTeNA NoO3BO/AET NPefOTBPATUTb
M3MeHeHMns B HacTporkax Dr.Web, nponsBoarMble CTOPOHHMMM NPOrpaMMHbIMU
cpeactBaMu. B Tom uncne byaet 3anpeLeHo NCNONHEHME CKPUMNTOB, SMYANPYHOLWKX paboTy
KnaBuaTypbl 1 MbllK B okHax Dr\Web (Hanpumep, ckpunToB A9 MU3MEHEeHMA HacTpoekK
Dr.Web, yaaneHus nmueHsnm n gpyrux AencTBui, HanpaBaeHHbIX Ha M3MeHeHMe paboTbl
Dr.Web).

HacTpoiika BkarounTb noaaep)KKy COBMeCTMMOCTM CO CPeACTBaMM UTEHUA C IKpaHa
NO3BOASAET UCNONb30BaTh MPOrpamMMbl SKPaHHOro AocTyna, Takme kak JAWS n NVDA, ana
03BYy4YMBaHWA 31eMeHTOB MHTepderica Dr.Web. 3ta ¢dyHKkLMA genaeT nHTepdenc nporpaMmmel
AOCTYMHbIM A8 NOAEN C OTPaHUYEHHBIMU BO3MOXHOCTAMMU.

Aata n Bpems

HekoTopble BpeJOHOCHbIE MPOrpaMMbl HAMEPEHHO U3MEHAIOT CUCTEMHbIE AaTy U BpeMs. B
3TOM c/yyae 0H6HOBIEHMA BUPYCHbBIX 6a3 aHTUBUPYCHOM MPOrpaMmMbl He MPOUCXOANT NO
YCTaHOBJIEHHOMY PaCNUCaHUIO, INLLEH3NA MOXKET ONpPeAenaTbCa Kak MPOCPOYeHHas, 1
KOMMOHEHTbI 3aWuTbl OYAyT OTKIHOUEHbI.

HaCTpOI‘/’I Ka 3anpeu.|,a1'b n3mMmeHeHue AaTbl U BpeMeHU CUCTeMbl NMO3BOJIAET 3a610kn poBaTb

py4yHOE N aBTOMaTU4YECKOE N3MEHEHNE CUCTEMHbLIX AaTbl M BPEMEHMW, a TaKXKe YaCOBOTIoO nodca.

10 orpaHmnyeHne yctaHaBiMBaeTCAa ANA BCEX nosb3oBaTenen cucteMol. Bbl MoxeTe
HAaCTPOUTb NoJy4YeHue yBeAOMﬂeHI/II‘;I B TOM Cay4ae, eCin OCyLlWecCTB/iA/1aCb NOMbITKa N3MEHUTbL
CNCTEMHOE BpeMA.

9.6. Dr.Web Cloud

Bbl MOXeTe noakntounMTbCA K 061auHOMY cepBucy kKomnaHum «JJoktop Beb» n nporpamme
yAyulleHuma KkavecTBa pabotbl npoayktoB Dr.Web. ObnauHbin cepBuc cobunpaeT nHpopmMaLmio
O NMOC/NIeHUX Yyrpo3ax Ha CTaHUMAX Nosb3oBaTenen, baarogapa Yemy NocTOAHHO
06HOBAIOTCA BUPYCHbIe 6a3bl 1 3GDEKTUBHO YCTPaHAROTCA HOBeWLWme yrpo3bl. Kpome Toro,
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obpaboTka AaHHbIX Ha 061a4YHOM CepBMCE MPOUCXOAUT BbICTPee, YEM IOKANbHO Ha
KOMMbrOTEPE MOJIb30BATENS.

B 3Tom pasaene:

e O6ayHbIl CePBUC
e [1lporpamma ynyyueHuns kayecrsa [10

Y106b1 BKAOUUTL Uaun otkarountb Dr.Web Cloud

1. OTkpoiite MeHto DrWeb % 1 Bbi6epute nyHkT LieHTp 6e3onacHocTy.

2. Y6eauntech, uto DrWeb paboTaeT B pexxvme agmmHucTpatopa (3aMOK B HUXKHEN YacTu
(il il
NPOrpamMMbl «OTKPbIT» ). B npoTMBHOM C/lyyae HaxXMuUTe Ha 3aMOK .

B BepxHen yacTv okHa NporpamMmMbl HaXXMuUTe &,

4. OTKpPOETCS OKHO C OCHOBHbIMW HacTpOKamMun NporpaMmbl. B n1eBor yactn okHa BbibepuTe
nyHkT Dr.Web Cloud.

5. Bxatoumte nam otkroumte DrWeb Cloud npu nomowm nepekntovatens @lD.

EHT] E3OMNACHOCTH > acTponkK > Lr.Wel ou -
Lerp & Hactpoiikn > Dr.Web Cloud O X

< Hazag Dr.Web Cloud

Bl MoxeTe NOAKAKYNTECA K 00Aa4HBIM CcepBMcan. 3TO MOZBCANT KOMMOHeHTam Balled
888 Obwme AHTUMBMPYCHOM 23LUMTEI OCYLUECTENATE NPOBEPKY AaHHLIX MCNOAL3YA HaWOonee CEEXYH

nHbopmaunio ob yrpozax, KoTopana oBHOBAAETCA Ha cepeepax komnaHuu «flokTop Bebs B

pexune peankHoro BpemeHi. MpKn 3TomM Ha cepBephbl KOMMNaHWK ByAyT aETOMAaTUYeCKn
'@' YeeaomneHua OTMPABNATECA CEeAeHKnA o paboTe DrWeb Ha Bawem komneroTepe.

MonyueHHas nHbOPMaUWA HWKOTAa He ByAeT MCNoAL30BATECA ANA BalLel MAeHTUDMKALWKA
WA ANA CBAZK C BamMM.

O oma

1) ObHoBAEHME

s CeTh

MNoAnTuka KoHOUAEHUMANEHOCTH <flokTop Bebs F
@ Camosawmta

| & DrWeb Cloud

) AHTMBMpYCHaRA ceTh

Q) Ckanep

i
[B Haxmute, 4Tobbl 3aNpeTuTs MIMEHEHNA @

PucyHok 35. NMoaxkntouenue k Dr.Web Cloud

O6nauHbIN cepBUC

Dr.Web Cloud no3BosnsieT aHTUBMPYCHOM 3aLuMTe UCNOAb30BaTh CBEXYH MHOpPMaLmo 06
yrposax, o6HoBAfieMyt0o Ha cepBepax komnaHun «/loktop Beb» B pexxmme peanbHoro
BpeMeHMU.
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B 3aBMCMMOCTM OT HacTpoek 06HOBAEHUS MHPOPMaLWMa 06 yrpo3ax, Ncnoab3lyemas

KOMMOHEHTaMW BaLleil aHTUBMPYCHOW 3aLUMTbl, MOXET ycTapeBaTb. Vicnonb3oBaHue
06/1a4HbIX CEPBMCOB NO3BOJIAET rapaHTUPOBAHHO OrpasnTb NOJb30OBaTeNEN BaLLero
KOMMbtoTepPa OT MHOULIMPOBaHHbIX GpainNoB.

Mporpamma ynyuweHua kavecrsa NO

Mpwn yyacTmn B nporpammMe Ha cepBepa koMnaHum «Joktop Beb» 6yayT aBTomaTnyecku
OTNpaBaATbLCA 0be3nueHHble cBeaeHNs 0 paboTte Dr.\Web Ha Ballem komnbtoTepe.
MNonyyeHHas MHPOpPMaLMa He ByaeT NCNONb30BaTbCA AN UAEHTUOMKALMM MOb30BaTeNA NN
CBA3M C HUM.

HaxxmuTe Ha ccbinky Monautmuka koHpuraeHumanbHocTh «Jlokrop Be6», utob6bl 03HaKOMUTLCA
C MONMUTUKOM KOHOUAEHUMANbHOCTU Ha odULIMANLHOM caiiTe koMnaHun «/okTop Be6» [,

9.7. YaaneHHbin poctyn K Dr.Web

Bbl MOXeTe pa3pewnTb yaaseHHOe ynpasaeHve BallnMM aHTUBMPYCOM C APYrMX KOMMbOTEPOB
NOKaNbHOM CETV MPW MOMOLLUM KOMMNOHEHTa AHTMBUPYCHAasA CeTb. BxoxaeHne B cocTaB
aHTUBMPYCHOW CETV MO3BONAET YAaIeHHO KOHTPOANPOBaTb COCTOAHNE aHTUBMPYCHOW
3aWmThl (MpOCMaTpmMBaTh CTaTUCTMKY, BKIKOUATh W OTKIOYaTh KOMMNOHeHTbl Dr.\Web, nameHaTb
MX HaCTPOWKMN), a TakKe MoNyyYaTb OBHOBAEHNA Yepes NoKaAbHYHO ceTb. YTOObl MCNOAb30BaTh
KOMMbIOTEP KaK NCTOYHUK OOHOBAEHUI AN1F APYTUNX KOMMbIOTEPOB aHTMBUPYCHOW CeTU, Ha
KOTOpbIX ycTaHOBAEH NpoaykT DrWeb, Ha HeM Hy>XHO HacTpouTb 3epkano 06HOBAEHUN.

YT1o6bI pa3pewwnTb UK 3aNpeTUTb yAasieHHoe ynpaBaeHue npogykrom Dr.Web

1. Otkpoiite MeHto DrWeb ® 1 Bui6epute nyHkT LieHTp 6e30nacHocTy.

2. Y6eauntecb, uto DrWeb paboTaeT B pexxvme agmmHucrpatopa (3aMOK B HUXKHEN YacTu
(il il
NporpaMmMbl «OTKPbIT» ). B npoTnBHOM Cayuae HaxXmMuTe Ha 3aMOK .

B BepxHen yacTv okHa NporpamMmMbl HaXXMuUTe &,

4. OTKpOEeTCA OKHO C OCHOBHbIMW HacTpoOMKaMu NporpamMmmel. B neBomn yact okHa Bbibepute
NyHKT AHTUBMPYCHaA CeTb.

5. Pa3pewunTe nam 3anpetnte yaaneHHoe ynpasaeHue npogyktom DrWeb npu nomowm
nepektoyatens @D.

PyKOBOACTBO aZMUHWCTpaToOpa
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% Llentp BezonackocTn > HacTpoiikn > AHTUENpPYCHAA CETh - O X

< Hasap AHTMBWpYCHaA ceTb

Bl mMoxeTe paspelunTs yAaneHHoe ynpaenedue npoaykton DrWeb Ha sawem
388 Obuwme KOMMBHITEPE € APYTUX KOMMEKITEPOE NOKANBHOA CETW, Ha KOTOPLIX TAKKE YCTAHOBMEH!
npoaykTel Dr\Web. C yaaneHHoro KoMnsKTEPa CTAHET EOZMOXHO NMPOCMATPUEATE

CTATUCTUKY, BKAKOYATE W OTKAKOYATE KOMOOHEHTR], 8 TAKKe MIMEHATE WX HBCI'pOﬁKH.
[l Yeegomnexwn

PazpewuTs yaaneHHoe ynpaeneHue

1) ObHoBAEHME ‘) Bxa.

s CeTh [lnA yaaneHHoro ynpaeneHus aHTMEMPYCOM Ha AaHHOM KOMMLHITEPE MCNOAbL2YHTE
YKazaHHBIM kKod. Bel moxeTe B NHoBOKW MOMEHT M3MEHWTE 3TOT KO,

@ Camosawmta

& DrWeb Cloud

| L AHTMBMpYCHaRA ceTh

Q) Ckanep

i '|
[B Haxmute, 4Tobbl 3aNpeTuTs MIMEHEHNA @

PucyHok 36. BritoueHue yaaneHHOro ynpaB/ieHUss aHTUBUPYCOM

Ansa ypaneHHoro ynpaeneHua Dr\Web Ha Bawem komnbrloTepe HEO6X0AMMO ByAeT BBOANUTD
Kog. Bbl MOXeTe ncnonb3oBaTth KOA, KOTOPbI aBTOMaTUUYECKN FeHepUpyeTCs Mpu BKAOYEHUN
onuun, NaN 3a4atb CBOW.

YpaneHHoe ynpaBaeHve No3BoaseT NpocMaTpmBaTb CTaTUCTUKY, BKAKOYATb U OTKIKOUATb
MOAYAN, a TakkKe N3MeHSATb UX HacTpolkn. KomnoHeHTbl KapaHTuH, CkaHep, 3alwmTa oT
noTepu AaHHbIX U AHTUBMPYCHAA CeTb HEAOCTYMHbI.

9.8. NMapameTpbl npoBepku Ppainos

Bbl MOXeTe 3aaTb HAaCTPOMKMN PaboTbl CKaHepa, a Takke U3MEeHUTb AeCTBUSA NO YMONYaHWIO
npu 0BbHapy>KeHNM BPeLOHOCHbIX 06beKTOB. HacTporku NporpamMmbl MO YMONYaHUIO
ABAAKOTCA ONTUMaNbHbIMU A/ BONBLUNMHCTBA MPUMEHEHUN, UX HE CneayeT U3MeHsTb 6e3
HEeobXoAMMOCTHU.

Yr1o6bl NepenT K NapamMmeTpamM NpoBepku Ppaiinos

1. Otkpoiite MeHto Dr.Web ® 1 sribepute nyHkT LieHTp 6e30nacHocTy.

2. Y6eantecsh, uto Dr.Web pabotaet B pexxvme agMmuHmncTparopa (3amok B HUXXHEen Yactn
NporpamMmMbl «OTKPbIT» ‘h) B npotnBHOM Ciiyyae HaxkxmuTe Ha 3amMOK
B BepxHen yacTv OkHa NporpamMmMbl HaXXMuTe 1)

4. OTKpOeTCs OKHO C OCHOBHbIMM HacTpPONKaMun NporpamMmmMsbl. B 1eBor yactn okHa BblibepuTte
nyHKT CkaHep.

PyKOBOACTBO aZMUHWCTpaToOpa
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W Llewtp Bezonacroctn > Hactpoiikn > Ckanep — O X

< Hasap MNapameTpbl NpoBepKX

MNpyocTaHaENMEATE MPOBEPKY NPKM NMUTAHWK OT AKKYMYyAATOPa

5 Obume D o
Mcnonszoeate 2EYKOEbLIE OMOEELLEHWA

OIS o

Mcnons20BaHMe pecypCoE KOMMEKTERa

[l Yeegomnexwn

1) ObHoBAEHME

OnTumansHoe (pekomeHayeTcn) v

s CeTh

JencrBus

@ Camosawmta
VHdWuUMpoBaHHEIE

NeunTts, nepenMeLllaTs B KapaHTWH HelznedrmMble [pEKOMEH,ﬂ.yETCH] hd

& DrWeb Cloud

Mogoz PUTEABHBIE

) AHTMBMpYCHaRA ceTh

[MNepemellaTs B KapaHTUH (pekoMeHayeTca) v

A
[B Haxmute, 4Tobbl 3aNpeTuTs MIMEHEHNA JononHuTensHbIE HACTPORKK @

PucyHok 37. Hactpoiika CkaHepa

MapameTpbl NnpoBepKu
B aTon rpynne goctynHbl obwme napametpbl pabotbl CkaHepa Dr.Web:

e MpuocraHaBAMBaTb NPOBEPKY MPU NUTaHWM OT aKKyMyaaTopa. BiitounTe 3Ty onuumio,
yTO6bI MPY NEpPexose Ha NUTaHKe OT akkyMyasTopa NpoBepka Hbina NnpuoctaHosaeHa. Mo
YMOJYAHMIO ONUMSA OTKIHOYEHA.

¢ icnonb3oBaTb 3ByKOBbIe OMoOBeLLeHus. Bkntounte 31y onyuto, utobel CkaHep Dr.Web
conpoBoXaan obHapyxeHne 1 o6e3BpexMBaHNE KaXXa0W Yrpo3bl 3BYKOBbIM curHaaom. o
YMOJIYaHUIO OMuMA OTKIKOYEHa.

¢ Vicnonb3oBaHune pecypcoB KOMMbIOTEpa. OTa ONuua ycTaHaBAMBaAET OrpaHnyeHme Ha
ncnosnb3oBaHue pecypcos koMnbtotepa CkaHepom Dr.Web. Mo ymonuaHuto 3agaHo
onTMMaabHOE 3HauyeHue.

DewncrBus

B 3TOM rpynne HacTpoek 3agaeTca peakums CkaHepa Ha obHapyxeHMe 3apaXKeHHbIX UK
NoAo3puUTeNbHbIX GariNoB N BPeAOHOCHBIX MPOrpamMM.

Peakuns 3ajaeTca OTAENbHO ANS KaXKA0M KaTeropum 06bekToB:

¢ NHpuumpoBaHHbIe — 06BbEKTbI, 3apaXKeHHble N3BECTHbIM U (MPEeANOJIOXUTENBHO)
N3N1eUYMbIM BUPYCOM;

PyKOBOACTBO aZMUHWCTpaToOpa

77



A7

-
¢

g
),
A

Hactpoiiku nporpammbi

¢ Mopo3purenbHble — 06BEKTHI, MPEANONOXNUTENBHO 3apaXkeHHble BUPYCOM MK
cozep>kallume BpeZOHOCHbIN 06BbeKT;

® pa3nnyHblEe NOTEHLUMANbHO OMacCHble 06BbEKTHI.

Mo ymonuaHuto CkaHep MNbiTaeTcs BblAeYnNTb Galifbl, 3apa>keHHble M3BECTHbIM U
NOTeHLMaNbHO N3/1IeUMMbIM BUPYCOM, OCTa/ibHble Hanbonee onacHble 06 beKTbl —
nepemewaet B KapaHTuH. Bbl MoxeTe nameHunTtb peakumto CkaHepa Ha 0bHapyxeHue
Ka>kZ,oro Tmna o6bekToB B 0TAeNbHOCTU. COCTaB AOCTYMHbIX PeakLumin Npy 3TOM 3aBUCUT OT
TMNa yrpo3bl. [lencTBus, yCTaHOBNEHHbIE MO YMONYAHWIO, IBAAKOTCA ONTUMAaibHbIMU U
OTMeYeHbl Kak peKoMeHayeMble.

CyLLecTBYHOT CnesytoLme AercTBUS, NpUMeHAeMble K OBHapy>XeHHbIM 06BbekTaM:

AeiicrBne
JNleuuntn,
nepemMeLyatb B

KapaHTUH
Hev3neyrmble

JNleunts, yaanate
Heu3eynmble

Ypanutb

MNMepemeluatb

B KapaHTWH

VirHopupoBaTb

OnucaHue

BocctaHoBUTL cocTOsiHME 06bekTa A0 3apaxeHus. Ecan Bupyc Hemsneumm mam
nonbITka NeyeHns He Gblna yCneLwHoW, TO 06bekT 6yAeT nepemelleH B KapaHTUH.

[laHHOe ZeicTBME BO3MOXHO TOJIbKO A/ O6BEKTOB, 3apaskeHHbIX U3BECTHBIM
M31eUMMbIM BUPYCOM, 3@ UCKIHOUYEHMEM TPOSHCKUX MPOTPaMM W 3apakeHHbIX
balnoB BHYTPY COCTaBHbIX 06bEKTOB (apXMBOB, GaNoB 3NEKTPOHHOW NOUTbI UK
banoBbIX KOHTEMHEPOB).

BocctaHOBUTL cOCTOSIHME 06BbeKTa A0 3apaxkeHusa. Ecan BUpYyC Hemsneunm mim
nonbITka NeyeHna He Hblna ycrneLwwHom, To 06bekT byaeT yaaneH.

[laHHOe ZeicTBME BO3MOXHO TOJIbKO A1 OO BEKTOB, 3apaskEHHbIX U3BECTHBIM
U3NEYMMbBIM BMPYCOM, 3@ UCKTFOUEHUEM TPOSHCKMX MPOTPaMM U 3apakeHHbIX

balnoB BHYTPY COCTaBHbIX 06BEKTOB (apXMBOB, GaliNoB 3NEKTPOHHOW NOYUThI UK
banoBbIX KOHTEMHEPOB).

Ypanutb 06beKT.

[ns 3arpy304HbIX CEKTOPOB HUKaKKMX AEWCTBUA NMPOU3BOAUTLCSA He ByaerT.
MepemecTutb 06BEKT B CrieLpanbHyro nanky KapaHTiHa.

[ns 3arpy304HbIX CEKTOPOB HUKAKMX AEWCTBUA NMPOU3BOAUTLCS He ByaerT.

ﬂpOI'IyCTI/ITb 06BbeKkT 6€3 BbINOAHEHWS KaKMX-T1MBO AEVICTBMVI M He BbIBOAUTb
onoBeLleHna.

[laHHOe AeiCTBME BO3MOXHO TO/IbKO /1 BPEAOHOCHbIX MPOrpamMm: pekiamHble
nporpammbl, MPOrpamMmMbl JO3BOHa, NPOrpamMMmbl-LLYTKKY, MOTEHLMANBHO OMnacHble
nporpammel 1 NPOrpamMmebl B3oMa.

Mpv 06Hapy>KeHW BUPYCOB WK NMOAO3PUTENIbHOTO KOAa BHYTPU COCTaBHbIX 06 BbEKTOB
(apxnBoB, GainoB 3NEKTPOHHON NOYUTbl UK BaliNOBbIX KOHTEMHEPOB) AENCTBUA MO

OTHOLLEHUIO K YrpO3aM BHYTPU TaKuUX 06beKTOB BbIMOHAOTCS Haj BCEM O6'b6KTOM, a He
TOJIbKO Haj 3apa>|<eHHO|?1 €ro 4actbho.

PyKOBOACTBO aZMUHWCTpaToOpa
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AOHOI’IHVITEIIbeIe BO3MOXXHOCTUA
Ana nepexoga K AONONHUTENbHbBIM HacTpoikaM B okHe MapameTpbl npoBepkn

(cM. prcyHoK HacTpoiku ckaHepa) HaxkmuTe CCbiiky [LonosHUTeNbHbIe HAacTPOKW.

Bbl MOXeTe OTKAHOUNTb NnpoBepPKY MHCTaJIALNOHHDBIX MakKeToB, apXMBOB 1 MOYTOBbIX ¢alzﬂOB.
Mo YMONYaHWIO NPOBEpPKa 3TUX 06BEKTOB BK/IHOUEHA.

Bbl Takoke MoxeTe HacTpouTb noBegeHne CkaHepa NOCAe OKOHYaHWA MPOBEPKU:

e He npumeHaTb aenctBue. CkaHep BbiBeAeT TabanLy CO CMMCKOM OBHapY>XeHHbIX yrpo3.

e O6e3BpeauTb 06HapYy>KeHHble Yrpo3bl. CkaHep aBTOMAaTUUECKM MPUMEHUT JENCTBUS K
O6HapYy>XeHHbIM yrpo3am.

e O6e3BpeauTb 06HapYy>)KeHHbIe Yrpo3bl U BbIK/IIOUYUTb KOMNbloTep. CkaHep aBTOMaTUYECKM
NPUMEHNT AENCTBUA K OBHApPY>KEHHbIM Yrpo3aM 1 NOC/e 3TOrO BbIKIHOUMT KOMMbHOTEP.

PyKOBOACTBO aZMUHWCTpaToOpa
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10. ®annbl U ceTb

[laHHas rpynna HacTpoek NpejocTaBAseT AOCTYN K NapamMeTpaM OCHOBHbIX KOMMOHEHTOB
3awmTbl 1 kK CkaHepy.

Yr1o6bI Nepentu B rpynny HacTpoek Paitnbl U ceTb

1. OTkpoiite MeHio Dr\Web % 1 Bbi6epute nyHkT LieHTp 6e3onacHocTy.

2. B oTKpbIBLIEMCS OKHE HaxXMuTe NanTky Pannbl u ceThb.

W Lentp 6esonacroctn > Qaiinl n cets - O X

€ LleHTp 6ezonacHocTy & O 4

Ed daiinbl v cetb

SplDer Guard CkaHep
Mpoeepka GalnoBoOH cuCTEMEI ‘) Q Mpoeepka KOMMOBIOTEPA Ha BAPYCH K
E PEaNLHOM EPEMEHM ApYyrve EpeacHOCHEIE MPOrpamMMel

A
[B Haxmure, ytefel 2anperuTs MIMEHEHNA

\

—
(=)

PucyHok 38. OkHo ®aunbl n ceTb

BxknroueHue n oTk/tOuUeHME KOMMNOHEHTOB 3aliUTbl

Bkarounte nan otkarounte HeO6XO,£I|I/IMbII7I KOMMNOHEHT NP NOMOLUKM NepeknroYvaTena .

Y106bI I'IEPEﬁTM K napamMmeTpamMm KOMMNOHEHTOB

1. Y6eautech, uto Dr.Web paboTaeT B pexxume aaMuHnCTpaTopa (3aMOoK B HUXKHEN YacTu
N A
NPOrpamMMbl «OTKPbIT» ). B npoTMBHOM C/lyyae HaxXMuUTe Ha 3aMOK .

2. HaxxmuTe namtky HEOH6X0AMMOro KOMMOHEHTa.

PyKOBOACTBO aZMUHWCTpaToOpa
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B aTom pasaene:

e MoHuTtop dannoBoi cuctembl SplDer Guard — KOMMNOHEHT, NpoBepsatoWMIA hasibl BO

BPeMA MX OTKPbITUA, 3aMycka Uau U3MEHEHMS, a TakKe 3anyckaeMble MPOoLEeCChl B pexnme
peanbHOro BPpeEMEHMU.

e CkaHep — KOMMOHEHT, NPOBEPAOLLMI 06BEKTLI MO 3aMpPoCcy UK MO pacnmncaHmio.

il'f UYTto6bl omktouUmMs Kakoi-1mbo 13 komnoHeHToB, Dr.Web gonxeH paboTtats B pexume

11
agMNHUCTpaTopa. ﬂ,ﬂﬂ 3TOro0 Ha>XMUTE Ha 3aMOK B HWDKHEW YaCTW OKHa nporpamMmbl.

10.1. MNocTrosaHHana 3awmTa ¢an10BOU CUCTEMbI

MoHuTOop darnoson cuctembl SplDer Guard 3awmilaeT KOMMNbIOTEP B PEXMME peasbHOro
BpeMeHu 1 npesoTBpallaeT ero 3apaxeHue. SplDer Guard 3anyckaeTca npu 3arpyske
ornepauyoHHOM CMCTeMbl U MpoBepseT dansibl BO BpeMa UX OTKPbITUA, 3anycka Uam
N3MEHEHWS, a TakoKe OTCIeXNBAET JeNCTBMSA 3aMyLLEHHbIX MPOLLECCOB.

YT106bI BKIFOUMTb WK OTKJIFOUUTb MOHUTOP ¢aiioBoI cUCTEMbI

1. OTkpoiite MeHio DrWeb % 1 Boi6epuTe nyHkT LieHTp 6e3onacHocTy.

2. B oTKpbIBLIEMCS OKHE HaxXMuTe NanTky Pannbl u ceThb.

3. Brsitoumte nam otkarounte MoHmuTop dannoomn cuctemol SplDer Guard npy nomotum
nepekntoyatens @D,

W Lentp 6esonacroctn > Qaiine n cets

¢ LleHTp 6ezonacHocTy & & 4

Ed daiinbl v cets

SplDer Guard CkaHep

Mpoeepka GalnoEol cucTEMBI l‘) Q Mpoeepka KOMMLIOTEPA HA BAPYCH U
E PeafNsHOM EPEMEHHK ApyTve EpesoHOCHBIE MPOrpamisl

A
[BH Haxmure, 4Tobel 3anpetuTe M3MEHEHNA

\

A

—
(=)

.

PucyHok 39. BkaroueHune/otitouenume SplDer Guard
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B aTom pasaene:

e OcobeHHocTn paboTthl SplDer Guard

e [IpoBepKa CbeMHbIX HOCUTENEN

o [lelicTBMA, NpyMeHAeMble K 0O6Hapy>XeHHbIM Yrpo3am
e Bribop pexunma npoepkn MoHnTOpoMm SplDer Guard
e JlononHuTeNbHblE HACTPOWKM

CM™. Takke:

e VlckntoyeHume gpaﬁmos N NanokK 13 NPpoBepPKK
e VlcknroyeHume I'Ipl/lflO)KEHVIVI N3 MPOBEPKN

Oco6eHHocTU pabotbl SplDer Guard

Mpwn HacTpownkax No ymonudaHuto SplDer Guard Ha neTy NnpoBepseT Ha XEeCTKOM AMNCKe TONbKO
co3ZaBaemble AN n3MeHaemble Gaisibl, Ha CbeMHbIX HOCUTENAX — BCe OTKpbIBaeMble dalibl.
Kpome Toro, SplDer Guard noCTOAHHO OTCAEXMBAET AeUCTBMA 3anyLLeHHbIX MPOL,EeCCOoB,
XapaKTepHble AN BUPYCOB, M MPU NX 0BHapy>XeHnn 6aoknpyeT 3T1 NpoLecchl.

| KomnoHeHT SplDer Guard He npoBepseT daiibl BHyTPU apXMBOB, apXMBOB 3/1IEKTPOHHOM

A; nouThbl 1 GannoBbIx KOHTENHEPOB. Ecv kakon-11Mbo dain B apxvBe MAM MOUYTOBOM
BJIOXKEHUN MHOULMPOBAH, TO yrpo3a byaeT obHapyxeHa nNpu n3BaedYeHun daina Ao
NoABAEHNA BO3MOXHOCTM 3apa>keHns KOMMboTepa.

Mo ymonuaHuto SplDer Guard 3anyckaeTcs aBToMaTM4YeCKM NPU KaXKA0W 3arpyske
onepauoHHOM CUCTEMbI, MPW 3TOM 3anyLLEHHbIN MOHUTOP darinoBoi cuctembl SplDer Guard
He MOXET ObITb BbITPYXXEH B TEUEHUE TEKYLLLEro ceaHca paboTbl ONepaLMOHHON CUCTEMBI.

Bo3moxkHa HecoBMecTumocTb nporpammbl Dr.Web ¢ MS Exchange Server. B cayuae
BO3HMKHOBEHMS Npobaem gobaBbTe H6a3bl AaHHbIX U XypHaa TpaHlakumi MS Exchange
Server B cnncok vckitoyenun SplDer Guard.

MapameTpbl MOHUTOpa PainnoBou cucremol SplDer Guard

Mpwn o6Hapy>keHUN 3apaxkeHHbIx 06bekToB SplDer Guard NpUMeHseT K HUM AeCTBUS
COrNacHo yCcTaHOB/IEHHbIM NapameTpam. HacTporiku NporpaMmbl MO YMOYaHUIO ABASAOTCS
ONTUMaNbHbIMU AN BONBLUMHCTBA CyYaeB, UX He cleyeT U3MeHATb 6e3 HeobXoAMMOCTH.

Yr1o6bl NepenTn K NapameTpam KommnoHeHTa SplDer Guard

1. Y6eautech, uto Dr.Web paboTaeT B pexume agMuHNUCTPaTOpa (3aMOK B HUXKHEN YacTu
(il il
NpPOrpamMMbl «OTKPbIT» ). B npoTMBHOM C/lyyae HaXXMUTe Ha 3aMOK .

PyKOBOACTBO aZMUHWCTpaToOpa
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2. Haxwmute nantky SplDer Guard. OTkpoeTcs OKHO MapaMeTpOB KOMMOHEHTa.

% Lentp GezonacHoctn > Qaiine u cets > SplDer Guard - O X

< Qainbl K CeTb {§} ‘5} L
&= SplDer Guard

MpoBepka CMCTEME! B PEANEHOM EPEMEHM.

MapameTpbl npoBepKn

npOEIE‘pHTh 06bEKTLI HA ChEMHbLIX HOCUTENAX

@D B

BAOKMPOBATE GETOZAMYCK CO ChEMHbLIX HOCUTENEH
@D b«

HeiictBua

MHduumrpoEaHHsle

Neuwnts, nepemMelllaTs B KapaHTUH HeW3nednmble (peKOMEH,ﬂ.yETCH) hd

nU,ﬂ,D3pHTEJ'II:|HbIE'

MepemellaTs B KapaHTUH (pekomMeHayeTcs) A4

T
[B Haxmure, utobel 3anpetuts nameHeHna JononHUTENEHEIE HACTROWKK @

PucyHok 40. NapameTpbl MoHUTOpa ¢aiiIoBOU CUCTEMbI

MpoBepka cbeMHbIX HOCUTenen

SplDer Guard no ymonyaHuto nposepseT Gaisibl Ha CbeMHbIX HOCUTENAX MHOPMaLUK
(CD/DVD-aunckax, dnel-Hakonutensax u T. 4.) Npu CO34aHnm, UTEHUN, USMEHEHUN 1 3anycke
3TMX $pannoB, a TakKe 6A0KMpPYET aBTOMATUUECKUIN 3aMyCK UX aKTUBHOTO COAEPXMUMOTro. ITOT
MeTOZ NoMoraeT NpejoTBpaTMTb 3apaXKkeHne BaLllero KOMnboTepa Yepes CbeMHble HOCUTENN,
Tak kak SplDer Guard B pexu1mMe peasbHOro BpeMeHu OTcaexmBaeT obpalleHns K GarinoBol
cucrteme n 610KMpPyeT MCMONHEHWE BPELOHOCHOTO KOAa.

| HekoTopble cbeMHble HOCUTENW (B YaCTHOCTM, MOBUAbHbIE XXECTKME ANCKN C MHTepbeicoM

A; USB) mMoryT npescTaBAsTbCA B CMCTEME KaK >ecTkue Ancku. B atom cnyuae B obnactu
yBegomMaeHuin Windows He oTobpakaeTcs 3Ha4oK «be3onacHoe M3BeYeHWe YCTPOWCTB U
anckoB». MNpw uteHnn darina c Takoro aucka SplDer Guard He ocyLecTBASET NPOBEPKY,
€C/n He BbibpaH NapaHouaanbHbIA PeXIM, MO3TOMY Takve AUCKN PeKoMeHAyeTCs
NpoBepsTb Ha BUPYChI MPY NMOAKIHOUYEHUN K KOMMbOTEPY € NomolLblo CkaHepa Dr.Web.

Bbl MOXeTe BK/IHOUNTb UAK OTKIOUNTL onuun MpoBepAaTb 06beKTbl HA CbeMHbIX HOCUTENAX
1 bnokMpoBaTb aBTO3anyCcK CO CbeMHbIX HOCcUTenel Npu nomMmoLm nepekntovatens @D B
rpynne Hactpoek MapameTpbl NnpoBepKu.

PyKOBOACTBO aZMUHWCTpaToOpa
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il'f B cnyyae BO3HUKHOBEHWA Npo6em Npu ycTaHOBKe MporpamM, obpatliatoumxcs K daiiny

autorun.inf, BpEMEHHO OTKIOUWTE onuuto BiokMpoBaTh aBTO3anycK CO CbeMHbIX
HOCUTeNEeNn.

JeicTBUA, NpnMeHseMble K 06Hapy>)XKeHHbIM yrpo3am

B aToM rpynne HacTpoek Bbl MOXeTe HacTPOUTb AencTBuA, kotopble Dr.Web gomxeH

NPUMEHATb K Yyrpo3aM B Cyvae obHapy>XeHUs UX MOHUTOPOM darnoBor cuctemMbl SplDer
Guard.

¥ Lentp Besonacroctn > Maiink u cets > SplDer Guard

— m} b
< Qalinbl U ceTb {g} ‘53’ Q
&= SplDer Guard
[MpoBepka CUCTEMEI B PEANEHOM EPEMEHM.
HeiictBusa -

WHdWuWpoBaHHLe

fleumnTs, NepeMeLLaTs B KapPaHTHH HEMZNeUMMble (DEKOMEHAYETCR) v
NeunTs, NepeMellaTs B KaPaHTWH HEMaNeUnMele (PeKoMeHayeTcR)
NeunTs, yAaNATE HEWZNEUMMEIE

MepemellaTs B KapaHTHH

Yaanate
TIEpEMENETE B KA aHTHH [PEROMER IYETTR] ad

Mporpamme! 4o02B0Ha

MepemelLaTe B KaRaHTUH (pekoMeHayeTCr) v

MporpamMbl-WyTKIA

WA e e P ce—

A
[BH Haxmure, 4Tobel 3anpetuTe M3MEHEHNA

CKFJI:I_I: AONONHWUTENEHBIE HaprﬁKM @

PucyHok 41. HacTpoiika geicTBuiA, NpUMeHAeMbIX K yrpo3am

[lencTBns 3a4at0TCA OTAENbHO ANA KaXKAOTro TMMa BPeAOHOCHbIX N MOAO3PUTENbHbIX
06bekToB. COCTaB AOCTYMHbIX AENCTBUI NPU 3TOM 3aBUCUT OT TUMa 06beKTOB. o yMonuaHuIo

yCTaHOB/IEHbI PEKOMEHAYEMbIE JENCTBUA /1 KaXKA0ro Tuna o6bekToB. Pe3epBHble konum
06paboTaHHbIX 06BEKTOB COXpaHALOTCA B KapaHTuHe.

Bo3mMoO>KHble AencTBuUA

K yrpo3am mMoryT 6biTb MpUMEHEHbI cnesytoLime AercTBUA:

AeiicrBne OnucaHue

JNleunts,

BocctaHOBUTL cOCTOSIHME 06BbeKTa A0 3apaxkeHusa. Ecan BUpYyC Hemsneunm mim
nepemeLyatb B

nonbiTka NeyeHns He Gblna ycrneLwHoW, To 06BbekT 6yAeT nepemelleH B KapaHTUH.

PyKOBOACTBO aZMUHWCTpaToOpa
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AeiicTBMe

KapaHTVH
Heunsne4vynmble

NleunTtb, yaanatb

Hemnsneymmble

Ypanate

MNMepemeluatb

B KapaHTWH

VrHopupoBaTb

®daiinbl U ceTb

OnucaHue

[JlaHHoe fleicTBME BO3MOXKHO TOJIbKO AJ/18 O6BEKTOB, 3apaskEHHbIX U3BECTHBIM
M3NEYNMbIM BMPYCOM, 3@ UCKTKOUEHNEM TPOAHCKMX MPOTPaMM 1 3apaskeHHbIX
balinoB BHYTPU COCTaBHbIX 06BEKTOB (apXMBOB, HaliNoB 3AEKTPOHHOW MOYTLI UK
baiinoBbIX KOHTEMHEPOB).

BocctaHOBUWTL cOCTOsIHME 0b6BbEKTa A0 3apakeHus. Ecav BUpPYC Heusneunum muam
nonbITka NeyeHns He Hblna yCrnewHoW, To 06beKT byAeT yaaneH.

[JlaHHoe AeiiCTBME BO3MOXHO TONIbKO AN 06bEKTOB, 3apaXkeHHbIX U3BECTHbIM
M31eUYMMbIM BUPYCOM, 3@ UCKIIOYEHMEM TPOAHCKUX MPOTPaMM 1 3apadkeHHbIX
danoB BHYTPY COCTaBHbIX 06BEKTOB (apXMBOB, paliNoB 3NEKTPOHHOW NOYUTbI UK
bannoBbIX KOHTEUHEPOB).

Ypanutb 06bexT.

[lna 3arpy304HbIX CEKTOPOB HUKAKUX A€ACTBUI MPOU3BOAUTLCS He Byaer.
MepemecTuTb 06BEKT B CrieUmanbHyto nanky KapaHtvHa.

N5l 3arpy30UHbIX CEKTOPOB HWKaKUX AEWCTBUIA MPOU3BOAUTLCA He ByzeT.

MponycTnTb 06bekT 6€3 BbIMONHEHNUSs KaKUX-NMOO AeNCTBUMA U HEe BbIBOAUTb
onoBeLleHus.

[laHHOe AeiCTBME BO3MOXKHO TO/IbKO A/18 BPEAOHOCHbIX MPOrpamMm: pekaamHbIX
nporpamm, NporpamMm J03BOHa, NPOrpPaMM-LLYTOK, MOTEHLMANBHO ONacHbIX
nporpamMm v Nporpamm B3snoma.

Pe>xum npoBepkun komnoHeHtom SplDer Guard

,ﬂﬂﬂ AOCTyrMa K3TOMY 1 ciefyrouemMy pa3aesiaM Ha>XKMUTe CCbIIKY AO"OIIHVITeIIbeIe

HaCTPOMKM.

B 3TOM rpynne HacTpoek Bbl MOXeTe BbIbpaTh pexunm nposepku danos MoHuTopom SplDer

Guard.

Pe>xum

OnucaHue

OnTMManbHbIN, NCNONb3YeTCs MO B gaHHOM pexkMme npoBepka NPOU3BOAUTCSA TObKO B CAeAYHOLLMX

YyMOJTUaHWIO

cnyyasnx:

e /11 06BEKTOB Ha XeCTKWX AMUCcKax — MpwW 3amycke Win Co3aaHum
balinoB, a Takxke NOMbITKe 3aMNUCcK B CyLLeCTBYytoLWMe dalinbl uin
3arpy3ouHble CekTopa;

e /11 06BEKTOB Ha CbeMHbIX HOCUTENsIX — MPW T06OM 06 paLLeHum
K dbarinam wiv 3arpy30uHbIM CeKTopam (UTEHWK, 3amnmcK, 3anycke).

PyKOBOACTBO aZMUHWCTpaToOpa
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Pe>xnm OnucaHue

PekoMeHgayeTca Mcnoab30BaTh MOC/Ae NPOBEPKMA BCEX XKECTKMX AMNCKOB
npu nomoun CkaHepa Dr.Web. B 3Tom cnyyae 6yzeT nckntoyeHa
BO3MOXHOCTb MPOHWUKHOBEHMA Ha KOMMbOTEP HOBbIX BUPYCOB WM
APYTX BPEAOHOCHbLIX MPOrpaMmM vepes CbeMHble HOCUTEW, HO Npwu
3TOM He 6yAeT NPOBOAUTLCA NMOBTOPHOM MPOBEPKM YKe
NPOBEPEHHbIX, YNACTbIX, 0O BEKTOB.

MapaHouaanbHbIl B saHHOM pexxme mpu Ar060oM obpalleHnm (Co3aHnm, YTeHuy,
3anucy, 3anycke) NPOM3BOAWTCS NMpoBepka Bcex $haiinos u
3arpy30U4HbIX CEKTOPOB Ha XECTKUX W CETEBbIX AMCKaX, a Takxke
Ha CbeMHbIX HOCUTENSX.

[JaHHbIn pexkvum obecneymBaeT MakCUMasibHbI YPOBEHb 3aLLUTbI, HO
3HauUUTEe/IbHO YBENNUMBAET Harpy3Ky Ha KOMMbrOTEP.

AOHOHHMTEI’IbeIe BO3MOXXHOCTU

B 3TOM rpynne HacTpoek Bbl MOXeTe 3ajaTb NapamMeTpbl MPOBEPKN Ha NeTy, KOTOpble ByayT
NPVUMEHATHCA BHE 3aBUCUMOCTU OT BblIOpaHHOTO pexnma paboTel MOHUTOpPa dhanoBowm
cuctembl SplDer Guard. Bbl MOXeTe BKIHOUMTD:

® 1ICMO/b30BaHVe 3BPUCTMYECKOrO aHainM3aTopa;

e MPOBEPKY 3arpy>kaemMblx NporpamMm 1 Moaynen;

e MPOBEPKY YCTAHOBOYHbIX GpaiioB;

e npoBepky GanNoB Ha CeTEBbIX ANCKaX (He peKOMeHAyeTCs);

* NPOBEPKY KOMMbIOTEPA Ha HaNnume PyTKUTOB (PEKOMEHAYETCH);

e NpoBepkKy ckpunToB, BbinoaHaemblx Windows Script Host n Power Shell (ana Windows
Server 2016 n 6onee No3gHWX).

dBpPUCTUUECKMNIA aHaNN3

Mo ymonuaHwuto SplDer Guard npoBoANT NpOBepPKyY, MCMONb3YS IBPUCTUYECKUI aHaAAU3aTOp.
Ecim onuma oTkiroueHa, nposepka NPOBOAUTCA TONIbKO MO CUTHATypaM U3BECTHbIX BUPYCOB.

®doHoBas NpoBepKa Ha 3apa)keHue

Bxoaawmmn B coctaB Dr.Web AHTUpPYTKMUT no3BoasieT B QOHOBOM pexunmMe NpoBOANTb
NpOBepPKy Ballel onepaLMoOHHON CUCTEMbI Ha Ha/IMYMe CNOXKHbIX YrPO3 1 Npu
HeobXoANMOCTN NPOBOAUT eYeHNE aKTUBHOTO 3apaKeHNs.

Mpwn BKIOUEHWM AaHHOMW HacTpoWkn AHTUPYTKMT Dr.Web 6yaeT nocToSsHHO HaxoAUTbCA B
namatn. B otanumne ot nposepkn Gannos Ha seTy, NpoBOAMMOMN KoMnoHeHToMm SplDer Guard,
NMOUCK PYTKUTOB NPON3BOAMTCA B cMcTeMHOM BIOS komnbroTepa 1 TakMx KpUTUUECKNX

PyKOBOACTBO aZMUHWCTpaToOpa
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obnactax Windows, kak 06BbeKTbl aBTO3arpy3ku, 3anyLeHHble MPOoLecchl U MOAYAN,
onepatuBHasa namate, MBR/VBR anckos v ap.

OgHVM n3 KtoYeBbIX KpuTepmnes paboTel AHTUPYTKMTa Dr.Web aBnsetcs 6epexHoe
notpebieHne pecypcoB onepaumoHHOW cUCTeMbl (MPOLLECCOPHOro BpeMeHU, CBOBOAHOM
onepaTMBHOW NaMATA U T. 4.), @ TakKe y4eT MOLLHOCTM annapaTHOro obecneyeHums.

Mpwn ob6Hapy>xeHUn yrpo3 AHTUPYTKMT Dr.Web onoBelaeT Bac 06 yrpose n HelTpanunsyet
ornacHble BO3AelnCcTBuS.

| Mpw npoBeaeHW GOHOBOM NPOBEPKM Ha HaANUME PYTKUTOB M3 MPOBEPKMN UCKIHOUAFOTCA
dalinbl 1 nanky, 3ajaHHble Ha COOTBETCTBYIOLLEN BKIAJKE.

®oHoBas NpoBepKa Ha PYTKUTbI BKIKOUYEHA MO YMONYaHWIO.

10.2. NpoBepka komMnbroTEpa

AHTUBMpPYCHas NpoBepka KOMMblOTepa OCyLLecTBAseTCA KOMMoHeHToM CkaHep. CkaHep
npoBepsieT 3arpy304Hble CEKTOPA, NaMATb, @ Takxke oTaebHble Gaiibl U 06beKTbI B COCTaBe
CNOXKHbIX CTPYKTYP (apXUBbI, KOHTEMHEPbI, INEKTPOHHbIE MUCbMa C BAOXeHUsAMH). NMpoBepka
MPOWU3BOANTCA C UCMOJIb30OBaHMEM BCEX METOA0B 06HAPY>KEHUA YrPO3.

Mpu obHapy>eHnn BpesOHOCHOTO o6bekTa CkaHep TONIbKO NpeaynpexaaeT Bac 06 yrpose.
OtueT 0 pe3ynbTaTax NPOBEPKM NPUBOAUTCA B TabauLe, rae Bbl MOXeTe Bblbpathb
HeobxoanMoe elicTBre Ans 06paboTkm 06HapPY>KEHHOro BPeJOHOCHOTO NN
NoAO3pUTENbHOro 06bekTa. Bbl MOXeTe MPUMEHUTb AECTBUA MO YMOAYAHUIO KO BCEM
0obHapy>XeHHbIM yrpo3am uau BbibpaTb HEOOXOAMMbIA MeToh 06paboTkM ANa OTAENbHbIX
06DBEKTOB.

[lencTBMA MO YMONYaHUIO ABAAKOTCA ONTUMaNbHbIMW B HONbLLUMHCTBE C/lyYaeB, HO Npwu
HeobXOANMOCTIN Bbl MOXETE M3MEHUTb UX B OKHE HACTPOWKN NapameTpoB paboTbl
komnoHeHTa CkaHep. Ecan geictBue ana otaensHoro obbekta Bbl MOXeTe BblbpaTh NO
OKOHYaHWUM NPOBEPKM, TO 0OLLME HACTPONKN MO 06Ee3BPEXMBAHNIO KOHKPETHBIX TUMOB Yrpo3
HeobxoanMMo 3ajaBaTb 4O Hayvana NPOBEPKM.

CM. Takxke:

e [lapameTpbl npoBepkun dannos
e 3anyck 1 pexxMMbl NPOBEPKM
o Obe3BpexvBaHne 0b6Hapy>KeHHbIX Yrpo3
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10.2.1. 3anycK n pe>XXxumMbl NPOBEpPKN

Yr1o6b1 3anycTUTh NpoBepKy ¢ainios

®daiinbl U ceTb

| Mpun paboTe nog ynpassieHeM onepaumoHHbix cuctem Windows Server 2008 1 6onee
: no3aHux CkaHep pekomeHAyeTcs 3anyckaTb C NpaBaMu agMUHUCTPaTopa. B mpoTvBHOM
cnydyae Te dalinbl U Nanky, K KOTOPbIM MoJib3oBaTeNb 6e3 NpaB agMUHUCTPaTOpPa He UMeeT

JocTyna (B TOM UMC/Ee U CUCTeMHbIe Marnku), He 6yayT NPOBepeHbl.

1. OTkpoiite MeHio Dr\Web % 1 Boi6epuTe nyHkT LieHTp 6e30nacHocTy.

2. B oTkpbiBLIEMCS OKHE HaxXMuTe Nantky Pannbl u ceTb, 3atem — nanTky CkaHep.

ilf TakKke Bbl MOXeTe 3anycTuTb NpoBepKy dannos, packpbiB B MeHto Myck rpynny Dr.Web n

Bbibpas nyHKT CkaHep Dr.Web.

3. Bblbepunte HEOOXOANMBIV PEXMM NPOBEPKMU:

¢ NyHKT BbicTpas, uToObl NPOBEPUTL TONLKO KpUTMUeckune obnactn Windows;

® MYHKT MonHas, yTOObI npoBepUTb BCE c|>a|7u1b| Ha N10TM4YeCKnX gnckax n Cb€MHbIX

HOCUTENAX;

¢ NyHKT Bbl6opouHas, UutTo6bl NPOBEPUTL TONBKO YKa3aHHble BaMu 06bekTbl. OTkpoeTcs

OKHO Bblbopa darnos ana nposepku CkaHepom.

3 Cranep DrWeb

Q_ CkaHep

BribepuTe pexuM NPOEEPKA

O% BbicTpas

Mpoeepka kpuTMuecknx obaacreid Windows

T} MonHasn
I'Ipoaep»(a BCex anﬁJ'ICIEI Ha NOrYyecKny AUCKax W CheMHbBIX HOCHUTenAX
gf BbibopoyHan

Mpoeepka oTAeNEHBX 0BBEKTOR

BelGepute AefCTEME NOCE 23BEPLUEHWA TEKYLLER NPOEEPKM

(&)

PucyHok 42. Bbibop pe>xnma npoBepKu
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Taioke Bbl MOXeTe BblbpaTh AeNCTBME NOC/Ee TEKYLLEro NpoLecca CkaHMPOBaHWSA, HaXaBs
COOTBETCTBYHOLLYHO CChIJIKY B HUXHEW YacTh OKHA. ITO AeNCTBUE He 3aBUCUT OT
BbIOpaHHOro B Hactporikax CkaHepa 1 He BAMSET Ha 0bLLmMe HaCTPOWKM.

4. HauHeTcs npouecc npoBepku. YTobbl NpMOCTaHOBUTL NPOBEPKY, HaxkmmnTe KHonky Maysa,
YTOObI MONHOCTHO OCTAHOBUTL MPOBEPKY, HaXMUTe KHonKy Cron.

i I : KHonka Maysa HegocTynHa BO BpeMs MPOBEPKU OMNepaTvBHOM NaMsATU U MPOLIECCOB.

Mo okoHuaHWK npoBepkn CkaHep MHGOPMUMpPYeT Bac 06 OBHaPY>KEHHbIX Yyrpo3ax U
npeanaraet nx obe3BpeanTsb.

UTo6bI NPOBEPUTL KOHKPETHDbIN (paiin nan nanky

1. BbI30BUTE KOHTEKCTHOE MEHHO HaXKaTMeM MPaBO KHOMKM MblIWK MO MMeHU daina nau
nanku (Ha paboyem cTose MaM B NPOBOAHMKE onepaLmoHHon cuctembl Windows).

2. BbibepuTte nyHkT MpoBeputb ¢ Dr.Web. [MpoBepka 6yaeT BbIMOHEHA COrNacHoO
HaCTponKam Mo YMOHaHUIO.

OnuncaHmne peXxMmmMmoB NMpPoBepKn

Pe>xum nposepku OnucaHue

BbicTpas B gaHHOM pexxvme nposepsAroTCa:

3arpy3ou4Hble CeKTOpPbl BCEX JUCKOB;
ornepaTuBHas NamaATb;

KOpHeBan narka 3arpy3o4yHoro Aucka;
cnctemHas nanka Windows;

nanka «Mowu JOKyMEeHTbI»;
BPEMeHHble painbl;

TOYKM BOCCTAHOBJIEHMA CUCTEMDI

Ha/inume PyTKUTOB (€C/IM MPOLIECC MPOBEPKM 3anyLLeH OT UMEHU
aAMUHUCTPaTopa).

f | "_~ ApXxuBbl 1 NOYTOBbIE Pai/ibl B 3TOM pexumMe He MPOBepPAOTCS.

Monnas B AAHHOM peXxunme nponsBoAMUTCA NMOSIHAA NPOBEPKa OI'IepaTI/IBHOI\/’I namMaTn n
BCeX XEeCTKMX ANCKOB (Bkntouas 3arpysoydHblie CEKTOpr), a TakKxke
ocyLlwectBadaeTCa NpoBEPKa Ha Han4yne pyTkUToB.

Bbi6bopouHas B zaHHOM pexxume MoryT 6biTb MpoBepeHbl N06ble Galibl U Nanky, a Takke
Takve 06BbeKTbl, KaK onepaTBHas NMamsTb, 3arpy304UHble CEKTOPbI U T. N. YTo6bI

PyKOBOACTBO aZMUHWCTpaToOpa

89



Ty
),
A

A
$

®daiinbl U ceTb

Pe>xum nposepku OnucaHune

A06aBI/ITb 06BbEKTbI B CMNCOK NPOBEPKW, HAXKMUTE KHOTIKY @

10.2.2. O6e3BpexxnBaHne o6Hapy>XeHHbIX Yyrpo3

Mo okoHYaHWK npoBepku CkaHep MHGOpMUpyeT Bac 06 0O6HapY>XEHHbIX Yrpo3ax U
npeanaraet nx obe3BpeamnTb.

| Ecnm B HacTpolikax CkaHepa Dr.Web Bbi Boibpanu nyHkT O6e3BpeantTb o6Hapy>KeHHble

A yrpo3sbl Wi O6e3BpeanTb 06Hapy>KeHHbIe YIpo3bl U BbIK/IHOUNTb KOMIbIOTEP A5
HacTtpolikv Mocne 3aBeplieHMA NpoBepku, TO 0be3BpexmBaHmne yrpo3 byaeT npounsseseHo
aBTOMaTUYECKW.

%7 BribopouHan NpoBepKa 3aBEpLUEHE

« CkaHep

I'IpcBepl(a 3aBepueHa
MpoeepeHo obswekToE: 2636 OBHapy=eHo yrpoz: 1 OBezepexeHo yrpoz: 0

HacroATensHo pekomeHgyem HeMeaneHHo 00e3BpeanTs ECE YTPO3kL.
Cranep DrWeb npvmeHnT 4eACTEWMA COMNECHO HACTRORKAM.

——

ObbekT Yrpoza OelictEme MyTe

b Apxues! 1 MepemectnTh A

-a)

PucyHok 43. Bbibop aeiAcTBUA NO OKOHYAHUWN NPOBEPKU

Tabavua c pesynbTataMum NPOBEPKM COAEPXKNT CNEAYHOLLYH MHPOPMaLIMIO:

Cronbey, OnucaHue

Ob6bexT B 3ToM cTon6Ue ykazaHO HavMeHOBaHMe 3apa>ke€HHOro WK NOAO3PUTENLHOTO
obbekTa (MMa darna — ecnn 3apaxeH dann, Boot sector B cnyuae 3apakeHHOro
3arpy3soyHoro cektopa, Master Boot Record B ciyyae 3apaxeHHoro MBR >xectkoro

Ancka).
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Cronbey, OnucaHue

Yrposa B 3ToM cTon6Ue ykazaHO HanMeHOBaHWe BMpYyca WAM MoAMbUKa UMM BUpYCa MO
BHYTPeHHel knaccudurkaumm komnaHum «loktop Be6». s nofo3putenbHbIX
06bEeKTOB yKa3blBaeTCs, UTO 00 bEKT «BO3MOXXHO, MHOMLMPOBaH» 1 yKa3blBaeTca TUM
BO3MOXHOTO BMpYCa MO KnaccupurkaLpm 3BpUCTMUECKOro aHaamsaTtopa.

[Jewncteure B 3ToM cTON6Ue yKa3zaHo AeNcTBME /18 HaMAEHHOW Yrpo3bl COTIacHO HaCTPONKaM
CkaHepa. C MOMOLLbIO BbIMaatoLero Cnmncka Bbl MOXeTe 3ajaTb AeiCTBME ANs
BbIGPaHHOW Yrpo3bi.

Myt B 3TOM cTON6LE YKa3aH NOAHLIA NyTb K COOTBETCTBYOLLEMY daiiny.

O6e3BpeXxuBaHMne Bcex yrpos B Tabauue

Ana Kaxxaomn yrpo3bl yka3aHo AenCTBUeE CornacHo HacTporikam CkaHepa. YTobbl obe3BpeanTb
BCe Yyrpo3bl, NPUMeHsAA yKa3aHHble B TabsvLie AelCTBMA, HaXXMuTe kHonky O6e3BpeanTb.

YT10o6bI NI3MEHUTb YKa3aHHOe B Tabauue AelicTBUe ANA Yrpo3bl

1. BbibepuTe 06BEKT MK rpynny 06beKTOB.
2. B ctonbue [encTBue B BbiNajarollem Crvcke Bbibepute Heobxoanmoe aencrame.

3. HaxwmuTte kHonky O6e3Bpeautnb. [1pn 31o0M CkaHep HauHeT 06e3BpexXMBaHNE BCEX YTPO3,
yKa3aHHbIX B Tabanue.

O6e3BpexxuBaHue Bbl6paHHbIX Yyrpo3
Bbl Takoke moxeTe O6€3BpeAMTb Bbl6paHHbIe Yrpo3bl OTAE/IbHO. ,ﬂ,ﬂf—l 3TOro:

1. BbibepuTe 06BEKT, HECKO/IbKO 06BEKTOB (yAep>kmBasa HaxaTtoun knasuwy CTRL) nawn rpynny
061BeKToB.

2. OTKpOWTe KOHTEKCTHOE MEHIO HaXkaTeM NpPaBoWn KHOMKM MbilWn 1 BbibepuTe
Heobxoanmoe genctBme. CkaHep HauHeT obe3BpexmnBaHne TONbKO BbIGPaHHOM yrpo3bl

(yrpos).

OrpaHnueHus npu o6e3BpexMBaHUM yrpos

CyLLI,eCTByI-OT cnegyrouine orpaHNYeHMA:

® Jle4yeHne NoJg03PpUTENbHDbIX 06BEKTOB HEBO3MOXHO;

e nepeMelleHre NN yaaneHne obbekToB, He ABAAIOWMXCA dainamum (Hanpumep,
3arpy304HbIX CEKTOPOB), HEBO3MOXHO;

o Ntobble AeNCTBMA ANS OTAENbHbIX GaliloB BHYTPU apXMBOB, YCTAHOBOYHbIX MaKeTOB UV B
CoCTaBe NMNCeEM HEBO3MOXHbl — AeNCTBME B TaKUX CyYasx NPUMeEHAETCA TONbKO KO BCEMY
06BbeKTY LieIMKOM.
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OtueT 0 pabote CkaHepa

MoapOoObHbIA OTYET 0 paboTe KOMMOHEHTa coxpaHsaeTcs B Gpaln XypHana dwscanner. 1og,
KOTOpPbIV HaXoAWUTCA B Nanke $USERPROFILE%\Doctor Web.

10.2.3. JlononHNTeNbHbIE BO3MOXKHOCTU

B aTom pa3zene cogepxunTca MHGOpMaumnsa O JOMOJHUTENbHbBIX BO3MOXHOCTAX paboThbl
CkaHepa:

e 3anyck CkaHepa c napaMeTpaMu KOMaHAHOW CTPOKU
o KOHCONbHbIW CKaHep
e 3anyck NPOBEPKN N0 PacNNCaHUIO

3anyck CkaHepa ¢ napameTpamMu KOMaHAHOW CTPOKU

Bbl MoxeTe 3anyckaTb CkaHep B pexxrvMe KOMaHAHOW CTPoku. Takoi cnocob no3sossert
3a4aTb JONONHUTENbHbIE HACTPOMKMN TEKYLLErO CeaHca NPOBEPKM U NepeyeHb NPOBePsSEMbIX
06bEKTOB B KayecTBe NapameTpoB 3anycka. VIMeHHO B TakoM pexume BO3MOXKEH
aBTOMaTuyeckunin 3anyck CkaHepa no pacnmncaHuto.

CVHTaKCUC KOMaHAbl 3anycka CneayroLnii:
[ <nyme_K_npozpamme>] dwscanner [<Kk/a4u>] [<obbekmel> ]

Knroyu — napameTpbl KOMaHAHOW CTPOKW, KOTOPbIe 3aAatoT HaCTPOWMKKN Nporpammsl. Ecam
OHW OTCYTCTBYHOT, MPOBEpPKa BbIMONHAETCA C paHee COXPaHEeHHbIMU HacTponkaMu (Mau
HaCTpOMKaMM NO YMONYaHWIO, ECAN Bbl HE MEHAAN MX). KNtounm HaunmHaroTca ¢ cMMBOAa «/» W,
Kak 1 OCTa/bHble MapameTpbl KOMaHAHOW CTPOKW, pa3gensatotca npobenamu.

Cnncok 06BbEeKTOB MPOBEPKM MOXKET BbITh MYCT UAN COAepPXKaTb HECKObKO 31€MEHTOB,
pa3geneHHbIx npobenamu. Ecam nyte K 06beKTaM MPOBEPKM He yKa3aH, MonCK
ocylLecTBAseTCs B nanke yctaHoBku Dr.Web.

l'|E:1Ll.l,e yI'IOTpe6ﬂﬂI-OTCﬂ cneagyrowime BapraHTbl YKa3aHUA 0b6bekToB npoBEPKU:

e /FAST — nponseectn 6bICprI-O NnpoBepPKY CNCTEMBI.

e /FULL — NPOW3BECTM [IOJIHVIO MPOBEPKY BCEX XECTKUX ANCKOB U CbEMHbIX HOCUTENIEN
(BK/ItOYas 3arpy30uUHbie CEKTOPbI).

e /LITE — NPOU3BECTV CTAapTOBYHO NMPOBEPKY CUCTEMbI, MPU KOTOPOI MPOBepstoTCs
onepatMBHas NaMATb U 3arpy304UHbIe CEKTOPbI BCEX ANCKOB, @ TakXXe NPOBECTM NPOBEPKY Ha
Hannume pyTKUTOB.

PyKOBOACTBO aZMUHWCTpaToOpa
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KoHcobHBbIN cKaHep

B coctaB komnoHeHTOB Dr.Web Taicke BxoanT KOHCONbHbBIV CKaHep, KOTOPbIA NO3BOASET
NPOBOANTb MPOBEPKY B peXMMe KOMaHAHOW CTPOKM, a Takxke npejocrasaset 6oablune
BO3MOXHOCTN HAaCTPOWKM.

:’ I ‘ KoHconbHbIN CKaHep nomMellaeT nojo3putesibHbie 06BbEKTHI B KapaHTl/lH.

Y106kl 3anycTMTh KOHCONBHBIN CKaHep, BOCMOAb3YWUTeCh CAeaytoLLe KOMaHAOoM:

[ <nyme_k_npoepamme>]dwscancl [<kaoyu>] | <0bbekmeol> ]

Kntou HaunHaeTcs ¢ CMMBOJIA «/», HECKONbKO KroUel pa3genstotcs npobenamu. Cnncok
06BbEKTOB MPOBEPKM MOXET BbITb MYCT AN COAEPXKaTb HECKObKO NEMEHTOB, Pa3Ae/ieHHbIX
npobenamu.

Cnuncok kntoven KOHCONbHOro ckaHepa coaepkmnTca B [punoxenunm A.

Koabl Bo3Bpara:

0 — npoBepka ycnewHo 3aBepLueHa, MHOULMPOBaHHbIE 06BEKTbI HE HalAeHbI
1 — npoBepka ycneLwHo 3aBepLUeHa, HahAeHbl MHOULIMPOBaHHbIE O6BEKTbI

10 — yKa3aHbl HEKOPPEKTHbIE KUK

11 — knroyeBon danin He HavgeH Mbo He Nnoaaep>xmnBaeT KOHCONbHbIV CKaHep
12 — He 3anyuweH Scanning Engine

255 — npoBepka npepBaHa NoJib3oBaTenemM

3anyck npoBepku B MnaHnmposwmke 3agaHnin Windows

Mpwn yctaHoBke Dr.Web B ctaHzapTHOM MnaHuposwuke 3agaHnii Windows aBToMaTMyeckm
CO3/aeTca 3ajiaHne Ha NPOBeZeHMe aHTUBUPYCHOM MPOBEPKM (OHO MO YMONYaHUIO
BbIKJIFOUEHO).

[ns npocmoTpa NnapaMeTpoB 3asaHunsa oTkporTe MaHenb ynpaBaeHua (pacluvpeHHbI BUA)
— ApMUHUCTpUpoBaHue — MaaHnpoBLL MK 3a4aHNN.

B cnucke 3apaHnin BbibepuTe 3ajaHne Ha aHTUBUPYCHYHO NpoBepky. Bbl MoxeTe
aKTMBMPOBAaTb 3aZ,aHNe, a Takke HaCTPOUTb BPeEMSA 3amnycka NPOBepKM 1 3aaTb HEObXoaMMble
napameTpbl.

B HM>XKHeW yacTu OkHa Ha Bki1agke O6uime ykasbiBatoTCa obLwme CcBeJeHNa O 3afaHunK, a Takke
napametpbl 6e3onacHocTu. Ha Bknagkax Tpurrepbl 1 YcnoBUA — pas/ivuHble YCI0BUA, MPU
KOTOPbIX OCYLLeCTBAAETCA 3anycK 3ajaHnsa. [IpocMoTpeTb NCTOPUIO COBLITUI MOXHO Ha
Bknagke XXypHan.

PyKOBOACTBO aZMUHWCTpaToOpa
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Bbl Takoke MOXeTe co3jaBaTh COOCTBEHHbIE 3a/jaHNA Ha aHTUBUPYCHYHO MPOBEPKY.
MoapobHee 0 paboTe C CUCTEMHbBIM PacrnMCaHNEM CM. CMPABOYHYH CUCTEMY U
AOKYMeHTaLmMio onepaunoHHor cuctembl Windows.
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11. NpeBeHTUBHaA 3awMTa

B saHHOW rpynne HacTpoek Bbl MOXeTe HacTpouTb peakumto Dr\Web Ha fecTBUS CTOPOHHMX
NPUOXEHNIN, KOTOPbIE MOTYT NPMBECTM K 3apa>KeHWIO Ballero KoMnbtoTepa, 1 BoibpaTtb
YPOBEHb 3aLLMTbl OT 3KCMIOUTOB.

Y106bI NepeniTn B rpynny HacTpoek MpeBeHTMBHaA 3awuTa

1. Otkpoiite MeHto Dr.Web ® 1 sri6epute nyHkT LieHTp 6e30nacHocTy.

2. B OTKpbIBLLEMCA OKHE Ha>XMUTE MJINTKY HPEBEHTMBHaﬂ 3aluTa.

% LlenTp GezonacHocTn > MpeseHTMEHAA 3aLLIMTa - O X
€ LleHTp BesonacHocTH & O 4
anBEHTHBHaH 3alinTa
3awmTa OT BbIMOraTenei MNoBeaeH4eckuid aHannz
3awwTa ¢ainoe oT WrdpoeaHMAa l‘) bBaokupoeka NnogozpuTensHOM ‘)
AKTWEHOCTK MPUACKEHHA
roy  SALUNTA OT 3KCNNOWTOB
1w
1A Baokvpoeka Nporpamm, KoTopeie l‘)
MCMOALIYHIT YASEMMOCTM
MPUAOXEHW A
T
HaxmnTe, 4Tobbl 3anpeTTe M3MEHEHNA @

PucyHok 44. OkHo lNpeBeHTMBHaA 3awuTa

BkaroueHue n oTkIrOUeHME KOMMNOHEHTOB 3aluTbl

Biirounte nam oTkntoumte HEOHX0AMMbIM KOMMOHEHT NPY NoMoLm nepekntovatens @D,

Y106bI NEepeTn K NapameTpam KOMMOHEHTOB

1. Y6epmntech, uto Dr.Web paboTaet B pexxume agmmHmcTpaTopa (3aMok B HUXXHEeRN yactu

nporpamMmMbl «OTKPbIT» ‘L) B NPOTNBHOM C/yYae Ha>KMUTE Ha 3aMOK E

2. Haxkxmute namTtky Heob6XxoAMMOro KOMMOHeHTa.
B sTom pasaene:

e 3alunTa OT BbIMOraTesieil — napameTpbl 3anpeTa wWndposaHus ¢ainoB Nosb3oBaTeseNn.

PyKOBOACTBO aZMUHWCTpaToOpa
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e [loBeseHYeCKMI aHain3 — napaMeTpbl 3anpeTa 4OCTyna NPUIOXKEHUM K CUCTEMHbIM
obbekTaMm.

e 3alllMTa OT 3KCAJONTOB — napamMeTpbl 3anpeTa NCNoJ1Ib30BaHUA yFI3BI/IMOCTeI7I B
NMPUNOXKEHNAX.

ilj Y1066l omkao4UMe Kakor-nnbo 13 koMmnoHeHtos, Dr.Web gonxeH paboTats B pexvime
- agMuHUcTpatopa. [ns atoro Haxmute Ha 3amok LBl B HUKHel YacT okHa nporpamMmsi.

11.1. 3awmTa OT BbiMOrarTesien

KomnoHeHT 3awmTa OT BbiMOratenen No3BoAseT OTC/IeXMBaTb MPOLECChl, KOTOPbIe MbITakoTCA
3awmdpoBaTtb Noab3oBaTenbckme dhaniibl MO N3BECTHOMY airOPUTMY, CBUAETENbCTBYHOLLEMY O
TOM, UTO Takve NpoLecchbl ABNAIOTCA Yrpo3oi 6e3onacHocT koMnbtotepa. K Takum
npoLeccam OTHOCATCA MPOAHYbI-WUPHPo8aIbUUKU. JaHHbIEe BPEJOHOCHbIE MPOrpamMMbl,
nonajas Ha KOMMbIOTeP No/b30BaTens, 6J10KMPYOT AOCTYN K AaHHbIM, MOC/Ie Yero BbIMOratoT
AeHbru 3a pacwmdpoky. OHU ABASIOTCA OAHMMM U3 CaMbIX PacnpOCTPaHEHHbIX
BPELOHOCHbIX MPOrpamMM 1 eXXerofHO NPUHOCAT 6oabLUMe YObITKN Kak KOMMNaHUAM, TakK U
06bIYHbIM Noab3oBaTeNsiM. OCHOBHOWM MyTb 3apaXkeHNs — MOYTOBbIE PaCChIIKK, COAepXKalLme
BPELOHOCHbIN dalnin AN CCbiIKY Ha BUPYC.

Mo cTaTucTMke KOMNaHmn «[loktop Beb» paclwmndpoBka NoBpexaeHHbIX TPOSHLUEM dainioB
BO3MO>Ha Tonbko B 10 % cnyyaeB, noaTomy Hanbonee 3dpPpekTBHbIN MeTos 60pbbbl —
npeAoTBPaTUTL 3apaxkeHure. B nocnesHee BpeMa Yncno nosib3oBartenen, nocTpasaBLumnx oT
AAHHOTO TUMNa BUPYCOB, CHUXXaeTcA. TeM He MeHee, KONMYeCTBO 3arpocCcoB B CyXOy

TEXHWYECKOW NoaAep Kk kKoMnanmu «[loktop Beb» Ha pacwmdpoky gaHHbIx gocturaet 1000
B MecAL,

UT06bI BKJOUMTb WIN OTK/IHOUNTb KOMMOHEHT 3au.|,vn'a OT BbiMoOrartenen

1. OTkpoiite MeHio DrWeb % 1 Bbi6epute nyHkT LieHTp 6e3onacHocTy.
2. B oTkpbiBLIEMCA OKHE HaXXMuTe NanTky NpeBeHTUBHaA 3awmTa.

3. BwitounTe nam oTkAKOUNTE KOMMOHEHT 3alluMTa OT BbIMOraTene npy NomMoLm
nepekntoyatens @D,

PyKOBOACTBO aZMUHWCTpaToOpa
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¥ Llentp Bezonacroctn > MpeseHTHEHAA 3aLLMTa - O X

€ LleHTp 6ezonacHocTH & 0 L

MpeBeHTMBHaA 3aWKTa

3awmra oT BbiIMOraTenei MNoBeaeH4YeckUiA aHann3

Jawwta dainoe oT WKdpoEaHMA BaokWpoEKa NOAOZPUTENEHOR
iy

dKTMEHOCTKH I'IpMIIO)KeHMﬁ

3awmTa oT 3KCNAoOWTOB

1Qw

1:9‘.0 Brokupoeka nporpamm, kotopsie (D
VCMOABZYHIT YAZEMMOCTH
NPUADKEHNA

i
[B Haxmute, ytobsl 3anpeTuTs MIMEHEHMA @

PucyHok 45. BkitoueHne/oTiIloOUeHMe KOMMOHeHTa 3aliuTa oT BbiMoraresien

B sTom pasaene:

e Hacrpoika peakummn Ha NONbITKWN NPUNOXKEHWNI 3aindpoBaTte danbl
e /lckntoyeHund U3 NpoBepKu

Peakuusa Dr.Web Ha nonbiTku npuno)keHuin sawmepposatb ¢pann

Y106bI HaCTpoOuUTb NapamMmeTpbl KOMMNOHEHTa 3au.|,vrra OT BblMoOrartenen

1. Y6eautech, uto Dr.Web paboTaeT B pexume aaMuHnUCTpaTopa (3aMOK B HUXKHEN YacTu
(il il
NporpaMmMbl «OTKPbIT» ). B npoTnBHOM Cayuae HaxXmMuTe Ha 3aMOK .

2. Haxxmute navtky 3awmura ot Bbimorartesnei. OTKpoeTcs OKHO NMapaMeTpOB KOMIMOHEHTa.

3. B BbinagatoweM MeHto BbibepuTe AencTBMe, KOTOpoe byaeT MPUMeHATLCA AN BCeX
MPUNOXKEHNNA.

PyKOBOACTBO aZMUHWCTpaToOpa
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€ anBEHTHBHaﬂ 3dllnTa

brokuposaTte
BrokuMpoeaTs
Crnpawweats

Pazpewats

¥ LlenTp GezonacrocTn > MpegenTEHaA 3aL4MTa > 33LUMTa OT BEIMOTaTENEH

3aluTa OT BbIMOraTenei

Hactpoiite peakuuto DrWeb Ha nonemky npuaoxeHunii 2awmdpoeats dakns nonszoeatenel. OBpaTWTe EBHUMAaHKUE, YTO 3TK
H3CTPOMKK HE PACNPOCTPAHAKITCA HA NMPUNOXKEHWA, YKAZaHHEIE HUXKE.

MpunoxeHne Mpaewuno

MyTe

- O X

T\

A
[B Haxmute, ytobsl 3anpeTuTs MIMEHEHMA

Crnuncok nycT

PucyHok 46. Bbi6op peakunm Dr.Web

e Paspelwiatb — BceM NpuaoxeHUsM byaeT paspelleHo mognbuumpoBaTtb Gannbl

nonb3oBaTend.

e bnokupoBatb — BceM npunoxeHuam byaeT 3anpeLleHo wrdpoBaTb daliibl Noab3oBaTeNs.
OTOT pexuM yCTaHOBAEH MO yMONYaHuto. Mpun nonbiTke NpUaoXeHWs 3awmdposaTtb Gpaibl
nonb3oBaTtens bygeT Noka3aHo yBeAOMIEHUE:

297 Dr\WEB

nonb3oBaTtenei

® PID:
Mpouecc:

Mpoueccy 3anpeweHo M3MeHeHWe daiinoe

o460

Chlsers\Admin\AppD.. A\MyLittleEncoder.exe

PucyHok 47. Mpumep yBefoOMIeHUA O 3anpeTe usmeHeHusa ¢pairioB nosb3oBaTens

e CnpawmBaTb — Npuv NonbITKe NPUIOXKEHWA 3alumMdpoBaTb Galin nonb3osatens byaet
noka3blBaTbCA YBEAOMAEHWNE, e Bbl CMOXETE 3aMnpeTnTb MPUIOXKEHMIO 3TO AENCTBUE UK

MPOUIrHOPUPOBATbL €ro:

PyKOBOACTBO aZMUHWCTpaToOpa
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%7 Dr\WEB

Mpouecc neiTaeTcs M3MeHWUTL Gaibl NOAL30OBATENEN

PID: 7984
Mpouecc:  Ch\UserssAdmin\AppD..\MyLittleEncoder.exe

HMcnpaents

PucyHok 48. NMpumep yBegoMaeHUsA O NONbITKE U3MeHeHus ¢aiiioB Nosb3oBaTens

o Ecam Bbl HaXkmeTe KHOMKY I/Icnpanrrb, npouecc 6yp,eT 3a6J'IOKI/IpOBaH M 3aHECEH B
KapaHTUH. ,£I,a>|<e npn BOCCTAaHOBJIEHUN NPUNOXKEHUNA N3 KapPaHTUHA OHO HE CMOXKeET ObITb
3anyweHo A0 nepesarpyskmn KoMnbroTepa.

o Ecan Bbl 3aKpOeTe OKHO YBEAOMJIEHUS, MPUNOXKEHME He byaeT 06e3BpeXeHO.

MonyueHue yBegomneHni

Bbl MmoXeTe HAaCTPOWUTb BbIBOA yBG,D,OMJ'IGHI/IVI o rCI,eI\/’ICTBI/IS:IX KOMMNOHEHTa 3au_|,v|Ta oT
BbIMOraTesen Ha 3KpaH 1 OoTnpaBky 3TUX yBeAOMerHI/ll;i Ha 31IEKTPOHHYHKO NMO4Ty.

CM. Takxke:

e YBejgomaeHwus

Cnucok I1pVIJ10)KGHVII7I, NCKJ/TFIOUEHHbIX U3 NMPOBEPKU

Bbl Mo>eTe chopMmnpoBaTh CMUCOK MPUIOXKEHWIA, KOTOPblE BYAYT NCKIHOYEHbI U3 MPOBEPOK
KOMMOHEHTOM 3alumTa oT BbiMoratesnen. Ana paboTbl c 06bekTaMun B CNMCKe AOCTYMHbI
ciefytole 3N1eMeHTbl yrpaBaeHus:

e KHonka @—Ao6asneHme NPUNOXKEHNA B NCKNKOYEHUE N3 MPOBEPKN.

e KHonka —yp,aneHme NMPUNNOXKEHNA U3 CMKCKa NCKNHOUEHWNI.

PyKOBOACTBO aZMUHWCTpaToOpa
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¥ LlenTp GezonacrocTn > MpegenTEHaA 3aL4MTa > 33LUMTa OT BEIMOTaTENEH - O X

(—anBEHTHBHaﬂ 3dllnTa {5} 6} lclv

3aluTa OT BbIMOraTenei

Hactpoiite peakuuto DrWeb Ha nonemky npuaoxeHunii 2awmdpoeats dakns nonszoeatenel. OBpaTWTe EBHUMAaHKUE, YTO 3TK
H3CTPOMKK HE PACNPOCTPAHAKITCA HA NMPUNOXKEHWA, YKAZaHHEIE HUXKE.

brokuposate v

Yiaxute NPUACHKEHWA, ANA KOTOPBIX ﬁyﬂqy'l' 2dfaHbl OTAENBHBIE NPABMAA.

®

MpunoxeHne Mpaewuno MyTe

Crnuncok nycT

i
[B Haxmute, ytobsl 3anpeTuTs MIMEHEHMA @

PucyHok 49. UcknroueHuns us npoBepku 3alUToi OoT BbiIMoraTesen

UT06b1 062BUTL NPUNOIKEHNE B CMUCOK

1. HaxmuTe KHOI'IKy® N B OTKPbIBLUEMCS OKHe BblbepuTe HeobxoaMMOoe NPUNOXKEHNE.
2. Haxmute OK.

UT00bI 3alMTUTb CBOW AaHHbI€ OT HECAHKLMOHNPOBAHHbIX I/I3M€H€HVII7I, Bbl MO>XKeTe Takoke

AO6aBI/ITb gpa|7mb| B CMNCOK 3allinlIIeHHbIX.

11.2. NoBeaeHuUeckn aHanms3

KomnoHeHT [MoBeaeHYeCKMI aHaM3 MNO3BOASET HAacTpouTb peakunto DrWeb Ha gerictBus
CTOPOHHUX MPUIOXKEHWI, HE ABAAIOWMNXCA JOBEPEHHBIMW, KOTOPbIE MOTYT MPUBECTY K
3apa>keHuto Ballero KOMMnbkoTepa, HanpumMep Ha NonbITkM MoanduumposaTb darin HOSTS
AN U3MEHUTb KPUTUYECKN BaXKHble CUCTEMHble BETKN peecTpa. [1pn BKIKOYEHNM KOMMOHEHTa
MNoBeaeHYeCKNn aHann3 NporpaMmMa 3anpeLlaeT aBTOMaTnyeckoe N3MeHeHNe CUCTEMHBbIX
061beKTOB, MOAMPUKaALMA KOTOPbIX OAHO3HAUYHO CBUAETENbCTBYET O MOMbITKE BPEAOHOCHOTO
BO3/eNCTBMA Ha OnepaLMoHHYto cncTemy. [oBeseHYeCcknid aHaam3 3aLmiLaeT cuctemy ot
paHee HeM3BECTHbIX BPEAOHOCHbIX MPOrpamMm, KOTopble CNOCObHbI n3bexaTb 0bHapyXeHuMs
TPAAVLMOHHBIMU CUTHATYPHbBIMU 1 3BPUCTUYECKMMUM MexaHn3Mamu. [na onpeseneHus
BPEeAOHOCHOCTUN NMPUAOXEHNIN NCMONb3YHOTCA Hanbosiee akTyanbHble JaHHble 061ayHOro
cepsuca Dr.Web.

PyKOBOACTBO aZMUHWCTpaToOpa
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Y106bI BKIHOUNTb U OTK/IIOUNTb KOMMOHEHT nOBEAeHl-IECKVIVI aHaAuns

1. OTkpoiite MeHto DrWeb % 1 Bbi6epute nyHkT LieHTp 6e3onacHocTy.
2. B oTkpbiBlIEMCA OKHE HaXxMuTe NanTky NpeBeHTUBHaA 3awmTa.

3. Bkntounte uam oTkAOUMTE KOMMOHEHT [ToBeseHYeCKNI A aHaans3 Npy NoMoLLm
nepekntoyatens @D.

T Lentp BezonacHocTn = MpeseHTUEHAA 3aLLMTa - O X
€ UeHTp BGe3onacHoCTU {g} 6} '&

MpeBeHTMBHaA 3aWwmnTa

3almTa OT BbIMOraTenen MoBeaeHYyeckuii aHanua

3awwmTa dainoe oT WdpoeaHua brokwmpoBKa NoA0ZpUTENEHOMR
Friy?

AKTHMEHOCTI I'IpMJ'IO)KeHMﬁ

3alKTa OT 3KCNIOUTOB

1Qe
180 bnokvpoeka nporpamm, KoTopsle .‘)
MCMOABZYHIT YAZEMMOCTH

MPUACXKEHWA

A
HasxranTe, uTobel 33NPETUTE MIMEHEHNA @

PucyHok 50. BkatoueHue/oTknroueHmne komnoHeHTa MoBegeHueckuii aHanus
B aTtom pasaene:

o PexxnMmbl paboTbl KOMOOHEHTa
e Co3jaHune 1N n3MeHeHWe OTAeNbHbIX NPaBWUA AN NPUAOXKEHNN
e OnvcaHue 3almuiaeMblX 06beKTOB

MapameTtpbl NoBeaeHueckoro aHaaunsa

Hactpoiku nporpamMbl MO yMOAYAHWIO ABAAIOTCA ONTUMaAbHbIMWU B OONbLUMHCTBE CyYaes,
WX He cnesyeT U3MeHATb 6e3 HeoHXoANMOCTW.

Yr1o6bl NepenT K NapameTpamMm KomnoHeHTa MNoBeaeHuUeckuii aHann3

1. Y6eanutech, uto Dr.Web paboTaeT B pexume agMuHNUCTPaTOPa (3aMOK B HUXKHEN YacTu
(il il
NpOrpaMMbl «OTKPbIT» ). B npoTnBHOM CayYae HaxXMuUTe Ha 3aMOK .

2. Haxmure NJANTKY nOBeAqueCKMﬁ daHaus. OTKpOGTCﬂ OKHO MNMapamMeTpoB KOMMOHEHTAa.

PyKOBOACTBO aZMUHWCTpaToOpa
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% LlenTp BezonacHocn > MpesenTreHan 3aLMTa > [oBEAEHUECKII 3HANWE > YPOBEHE 2aLLTHI - O X

OnTumMansHeIR (pekomeHayeTcr) v @
~
Samaemsld o6bekT Pazpewats CrnpalmneaTs BnokuMpoeaTs
LlenocTHOCTE 2anyLLEHHBIX NPMAOXKEHKA ([ ]
®aiin HOSTS (]
HwzkoypoBHEELIH A0CTYN K AWMCKY ([ )
3arpyzka Apakeepos ([ ]
MapameTpsl 2anycka npuaoxerwi (IFEQ) ([ ]
_ [paieepbl MyATUMEAWAHEIX YCTRORCTE ([ ] =
: IE' HE)KMHTE\. yrobel 3ANPETHTE HIMEHEHNA @

(—anBEHTHBHaﬂ 3dllnTa {5} 6} lcl-

NMoBeaeHUeckUiA aHanuns

YpoBeHb zawmntbl  JocTyn npyunoxXeHuin

BrifepuTe ypoBeHE 2alLMTLI, KOTORPLIA onpeaenseT peakuunio DrWeb Ha obpaleHme NpUAOXKEHMA K 23LLMILAEMEIM
obbekTam. OBpaTUTe BHMMAEHKWE, UTO 3TW HACTPOWKK He PacnpoCcTPaHAKITCA Ha NPHUACKEHWUA, NapaMeTpsl KOTOPbIX
HACTPOEHB OTAEALHO.

PucyHok 51. MapameTtpbl MNoBegeHueckoro aHannsa

Bbl MOXeTe 3aaTb OTAE/bHbIN YPOBEHb 3aLUMTbI 4151 KOHKPETHbIX 06 bEKTOB 1 MPOLECCOB U
06NN ypoBEHb, HACTPOMKN KOTOPOTrO BYAYT MPUMEHATLCA KO BCEM OCTa/lbHbIM MpoLLeccaM.
Ans 3agaHns obLero ypoBHS 3aluMThl Ha Bknajke YPOBeHb 3aluThbl BbibepuTe
HeobXoANMbIV YPOBEHb M3 BblMaAatoWwero crmncka.

YpoBHM 3alUTbI

YpoBeHb 3aLUTbl OnucaHue
OnTUManbHbIN Mcnonb3yetca no ymonvanuto. Dr.Web 3anpelsaeTt aBTomatuyeckoe
(pekomeHayeTcA) M3MEHeHMNEe CUCTEMHBIX 06BEKTOB, MOANDUKALIMA KOTOPbIX OAHO3HAYHO

CBWAETEIbCTBYHOT O MOMbITKE BPEAOHOCHOTO BO3ENCTBMA Ha
onepaupoHHyto cucTemy. Takoke 3anpeLlaroTcs HU3KOYPOBHEBbIM JOCTYM K
ancky n mogudvkaums darna HOSTS npunosxxkeHusim, JeNCTBUA KOTOPbIX
OfHO3HAUHO OMpezenAtoTCs Kak MomnbiTka BPeAOHOCHOTO BO3AENCTBMS Ha
OMepaLyoHHYHO CUCTEMY.

il: EJ'IOKI/Ipy}OTCFI TONbKO ,D,el?lCTBI/IFI I'Ipl/l}'IO)KeHI/II\/’I, KOTOpbIe HE
ABNAKOTCA JOBEPEHHbIMWN.

Cpep,HMﬁ oToT YpOB€Hb 3alUTbl MOXXHO YCTaHOBUTb NpU MOBbILEHHOW OMacHOCTU

3apa>xkeHua. B AAHHOM peXunme JOMNMOJIHUTE/IbHO 3arnpellaeTca OCTyn K
TEM KPUTNYECKNM obbekTam, KOTOpble MOTYT NOTEHLMAIbHO
MCNonb30BaTbCA BPEAOHOCHbIMWU NMporpaMmmMamMn.

PyKOBOACTBO aZMUHWCTpaToOpa
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ypOBeHb 3alinTbl OnucaHue

B AaHHOM pexuMe 3aLimTbl BO3MOXHbI KOHIUKTI

& COBMECTUMOCTM CO CTOPOHHUM MPOrPaMMHbBIM
obecneyeHreM, UCMONb3YIOLLMM 3aLLLLaeMble BETKM
peectpa.

MapaHouaanbHbIii ITOT ypOBEHb 3aLLUTbl HEOOXOAUM AJIs MOJIHOFO KOHTPO/IS 3a AOCTYNOM K
Kputnueckum obbektam Windows. B faHHOM pexxvme BaM Takoke byzeT
[OCTyNeH MHTePaKTUBHbIA KOHTPOJb 3@ 3arpy3Kkoi ApaliBepos u
aBTOMAaTMUYECKUM 3amycKOM MPOrpamMm.

Monb3oBaTenbckuii B 3TOM pexume Bbl MOXeTe BblIbpaTh YPOBHM 3aLLKTbl AN KaXKAOTro
ob6beKTa No CBOEMy YCMOTPEHMIO.

Monb3oBaTenbckmii peXxxmm

Bce n3meHeHums B HacTponkax CoxpaHAroTca B [10b30BaTENBCKOM pexnmMe paboTbl. B 3Tom
OKHe Bbl Tak)ke MOXeTe CO3/aTb HOBbIM YPOBEHb 3aLUUTbl AN COXPAaHEHUSA HY>KHbIX HaCTPOeK.
Mpwn ntobbIX HaCTPOMKax KOMMOHEHTa 3alyMLlaemMble 06beKTbl ByAyT AOCTYMHbI ANA YTEHWA.

Bbl MoXeTe BbIbpaTh ofHY U3 peakumii Dr.Web Ha nonbiTkv npuaoxeHnn MoandrUnpoBaTb
3alMLLaeMble OOBbEKTbI:
e Paspelwatb — f0CTyn K 3alpmLiaeMomy o6bekTy byaeT pa3peLleH Ans BCEX MPUNOXKEHWN.

e CnpawmBaTtb — Npuv NOMbITKE NPUNOXKEHUA MOANDULMPOBATb 3alumMLLaeMblii 06BeKT byaeT
NnoKa3aHO yBeZOMJIeHMeE:

297 Dr\WEB

Pazpewwts npoueccy uameHutb dan HOSTS?

PID: 2776
Mpowecc:  Ch\Users\user\Desktop\HIPS_Hosts.exe

Pazpewarts EnokuWpoBate

PucyHok 52. Mpumep yBesoMaeHUA € 3aNpocoMm AOCTYNa K 3alyuiiaemomy o6bekty

e baokupoBaTb — Npu NOMbITKE MPUIOXKEHUA MOAMPULNPOBATL 3aLLMLLAEMbIA 0ObEKT
npuaoXeHuto byaeT oTkazaHo B gocTyne. [1pu 3Tom H6yaeT noka3aHO yBeAOMIEHME:

PyKOBOACTBO aZMUHWCTpaToOpa
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%7 Dr\WEB

Mpoueccy 3anpelleH HU3KOYPOBHEBLIA AOCTYN K AWCKY

® PID: 636
Mpowecc:  Ch\Users\us.\PpLowlevelDiskaccessTest.exe
Anck: \Device\HarddiskO\DROD

PucyHok 53. NMpumep yBegomaeHus o 3anpete AoCTyna K 3aLuuiaeMmomy o6bekry

Yr1o6bI CO3aaTh HOBbI YPOBEHb 3aLLUTbI

1. MpocMoTpuUTE HaCTPOIMKM 3aLLMThI, 3aZaHHbIE MO YMOJYaHWIO 1, MPY HEOBXOANUMOCTY,
OTpesaKkTUpynTe nx.

2. Haxmwute kHonky @
B oTKpbIBLUEMCA OKHE yKaXXnTe Ha3BaHue ANd HOBOro npoduns.
4. HaxmuTte OK.

YT106b1 yAaNUTb YpOBEHb 3aLlUTbI

1. W3 BbINagatoLLero cnucka BolbepuTte CO34aHHbIM YPOBEHb 3aLUMTbI, KOTOPbIA Bbl XOTUTE
yAanuTb.

2. Haxmute KHOMNKy . MpepycTaHOBAEHHbIE NPOPUAN YAANNTD HENb3A.

3. Haxwmute OK, utobbl NnoaTBEPAVTL YAaNEHME.

MonyueHne yBegomnenuni

Bbl MOXeTe HacTPOUTb BbIBOZ YBEAOMAEHUI O AEMUCTBMAX KOMMOHeHTa [NoBeaeHuecknin
aHaNM3 Ha 3KpaH M OTNPABKY 3TUX YBEAOMJIEHUIA Ha 31I€KTPOHHYH MOYTY.

CM. Takxke:

e YBeaomieHus

AocTtyn npunoxxeHnmn

Ytobbl 3a4aTb OTAENbHbIE MapaMeTpbl AOCTYNa 419 KOHKPETHbIX MPUAOXEHWI NeperanTe Ha
BKAaAKy JLocTyn npunoXKeHnn. 34ecb Bbl MOXeTe A06aBMTb HOBOE NPaBMaO And
NPUNOXEHNSA, OTPeAaKTUPOBaTb Y>XKe CO34aHHOe NPaBuaO AN YAaNNTb HEHYXXHOE.

PyKOBOACTBO aZMUHWCTpaToOpa
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% Llewtp Bezonacrocn > MpesenTienan 3awmTa > MoeeaeHueckuii aHanws > JocTyn Npunoxernii - O X

< anBEHTHBHaﬂ 2allnTa {E} 6} ﬁ
NMoBeaeHUeckUiA aHanuns

YpoBeHb zawmtbl  [ocTyn npunoxXeHui

3a34afTe NapamMeTpel AOCTYNA NPUACKEHUA K PaznMuHLIM 00kexTam, 2awmwaemsinv DriWeb, Ha npunoxenna, ana KoTopsix
HEe 234aHbl OTARNLHEIE NapaMeTpel, ByAET pacnpoCTRaHATECA BelBPaHHEIN YPOBEHE 2aLUMThI.

®

MpunoxeHne ™ MyTs
E notepad.exe Ch\Windows\notepad.exe
A
[B Haxmute, ytobsl 3anpeTuTs MIMEHEHMA @

PucyHok 54. NapameTpbl AocTyna Ass NPUIOXKEHUN
[ns paboTbl c 06BbeKTamMu B TabavLe AOCTYNHbI CAeAyroLmMe 31eMeHTbI YIpaBieHUA:

e KHonka @ — pobasneHve Habopa NpaBuA AN NPUNOXKEHMUSA.

e KHonka @ — pefakTMpoBaHMe CyLLLecTBYOLWMX HabopoB NpaBu.
e KHonka — yaaneHne Habopa npaBu.

B cton6ue £ (Tun npaBuia) MOXET OTOOpaXkaTbCs TPW TMNa NPaBU:

e @ — 3a3zaH0 npasuao PaspelwaTb Bce A/ BCEX 3aLLUMLLAEMbIX OOBEKTOB.
e © — 3az1aHbl pa3Hble NpaBuaa A5 3awmLLaeMblX OO bEKTOB.

e ©— 3ajaHO npaBunao BnOKMpOBaTb BCe 14 BCeX 3alimilaeMblX 06beKkToB.

UT106b1 062BUTL NPABUIO A8 NPUNOIKEHUA

1. HaxmuTte kHonky @

2. B oTKpbIBLIEMCS OKHE HaXXMUTe KHoMKy O630p 1 ykaxkuTe nyTb K UCMOAHAEMOMY daiiny
NPUIOXEHNA.

PyKOBOACTBO aZMUHWCTpaToOpa
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% Llewtp Bezonacrocn > MpesenTienan 3awmTa > MoeeaeHueckuii aHanws > JocTyn Npunoxernii - O

I'IpaBmm 4NAa NpuaoXKeHna

Yiamute npuvnoxeHne, AnA KOTOPROMo CO34aeTcA Haﬁop npaenn

~

Sawmulaemsl i obberT Pazpewats Crnpawwreats Brokupoeats

LlenocTHOCTE 2anyLLeHHBIX NPUADKEHWA [ )

®ain HOSTS [ ) L
HW2koypoBHEBLIR A0CTYN K AWCKY [ )

3arpyzka apareepoe L)

MapameTpel 2anycka npuacxeHni (IFEO) L)

T TSy - -

°

PucyHok 55. lo6aBneHne Habopa npaBua AN NPUIOKEHUA

3. MpocmoTpuUTe HACTPOMKM 3aLLMTbI, 3aJaHHbIE MO YMOJUYAHUIO U, PN HEOHBXOANMOCTH,
OTpeAaKkTMpynTe mx.

4. Haxmunte OK.

3awuwaemMmblie 06beKTbI

3awmw,aemMbi
ob6beKT

LlenoctHOCTb
3anyLLeHHbIX
NP UNOXKEHNN

®ann HOSTS

Hw3koypoBHeBbI
AOCTYN K ANCKY

3arpy3ka
ApaviBepoB

Kputnueckme
obnactm Windows

OnucaHue

[JaHHaa HacTpolka NMo3BO/IAET OTCAEXMBATb MPOLECChI, KOTOPble BHEAPAIOTCA B
3anyLeHHble MPUNOXEHWA, YTO ABAAETCA Yrpo30i 6e30nacHOCTM KOMMbIoTepa.

®arin HOSTS mncnosnb3yeTcs onepaumoHHON CUCTEMOM A8 YNPOLLLEHWa AOoCTyna K
MHTepHeTy. VI3MeHeHuns 3Toro daiina MoryT 6biTb pesysbTaToM paboTbl BUpYyca vin
Apyroi BpeZOHOCHOW NporpamMmbl.

[aHHas HacTpolika No3BosiseT 3anpeLyatb NPUAOXKEHMAM 3aM1UCh HA XXECTKUI AUCK
MOCEKTOPHO, He obpaLlanch K palinoBoN cucteme.

[JaHHan HacTpoVika No3BoAseT 3anpeLaTb NPWIOXKEHVAM 3arpy3ky HOBbIX WK
HeV3BeCTHbIX ApaliBEPOB.

Mpoure HacTPOMKM MO3BOIAIOT 3alLMLLaTh OT MOAUbUKaLMM BETKM peecTpa (Kak B
cMcTEMHOM Npodune, Tak 1 B Npodunsx Bcex nosib3oBaTenei).

[Joctyn k napameTpam 3anycka npunoxenui (IFEO):

PyKOBOACTBO aZMUHWCTpaToOpa

106



A7

-
¢

g
),
A

3awmaemMbi
061beKT

MpeBeHTUBHaA 3aWMTa

OnucaHue

e Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options
[JpariBepbl My1bTUMENAHBIX YCTPONCTB!

e Software\Microsoft\Windows NT\CurrentVersion\Drivers32

e Software\Microsoft\Windows NT\CurrentVersion\Userinstallable.drivers
MapameTpbl o60n0ukm Winlogon:

o Software\Microsoft\Windows NT\CurrentVersion\Winlogon, Userinit, Shell, UlHost,
System, Taskman, GinaDLL

HoTudwukaTtopsl Winlogon:
e Software\Microsoft\Windows NT\CurrentVersion\Winlogon\Notify
ABTo3anyck o6onouku Windows:

e Software\Microsoft\Windows NT\CurrentVersion\Windows, ApplInit_DLLs,
LoadApplnit_DLLs, Load, Run, IconServicelLib

Accoupaupmm UCronHaeMbix Gaiios:

o Software\Classes\.exe, .pif, .com, .bat, .cmd, .scr, .Ink (K1toum)

o Software\Classes\exefile, piffile, comfile, batfile, cmdfile, scrfile, Inkfile (knroun)
[MoanTukmn orpanHnyeHus 3anycka nporpamm (SRP):

o Software\Policies\Microsoft\Windows\Safer

Mnarunel Internet Explorer (BHO):

e Software\Microsoft\Windows\CurrentVersion\Explorer\Browser Helper Objects
ABTO3anycK nporpamm:

e Software\Microsoft\Windows\CurrentVersion\Run

e Software\Microsoft\Windows\CurrentVersion\RunOnce

e Software\Microsoft\Windows\CurrentVersion\RunOnceEx

e Software\Microsoft\Windows\CurrentVersion\RunOnce\Setup
¢ Software\Microsoft\Windows\CurrentVersion\RunOnceEx\Setup
o Software\Microsoft\Windows\CurrentVersion\RunServices

o Software\Microsoft\Windows\CurrentVersion\RunServicesOnce
ABTO3arycK NMOAUTUK:

o Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run
KoHpurypaums 6e3onacHoro pexknma:

e SYSTEM\ControlSetXXX\Contro\SafeBoot\Minimal
e SYSTEM\ControlSetXXX\Control\SafeBoot\Network

MapameTpbl MeHeakepa ceccuii:

PyKOBOACTBO aZMUHWCTpaToOpa
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3awmaemMbi OnucaHue
ob6beKT

o System\ControlSetXXX\Control\Session Manager\SubSystems, Windows
CuctemHble Cyxobbl:

o System\CurrentControlXXX\Services

| Ecav npu yctaHOBKe BaxkHbIX 06HOBAEHW 0T Microsoft uiv npu yctaHoBke v paboTe
nporpamm (B TOM 4ncie nNporpamm gedbparmeHTaLym) BO3HUKAOT Npo6ieMbl, BpeMeHHO
oTktoumTe MoBeseHYeckuin aHams.

11.3. 3awmTa OT 3KCN/IOUTOB

KomnoHeHT 3awmTa OT 3KCNIOMTOB NO3BOASAET 610KMPOBaTh BPeAOHOCHbIE OO BbEKTHI,
KOTOpble MCMO/b3YHT YA3BMMOCTM B MONYAAPHbIX NpUaoXeHuax. lNpun onpeaeneHnun
BPELOHOCHOCTM 0bbekTa MCNOAb3YHOTCA B TOM YMcCae JaHHble n3 obnauHoro cepsuca Dr.Web.

UT06bI BKAOUMTb WIN OTK/IHOUNTb KOMMOHEHT 3au.|,vrra OT 3KCNJIOATOB

1. Otkpoiite MeHto DrWeb ®# 1 Bbi6epute nyHkT LieHTp 6e30nacHocTy.
2. B oTkpbiBLIEMCA OKHE HaXXMuTe NanTky NpeBeHTUBHaA 3awmTa.

3. BkntounTte uam OTKAKOUMTE KOMIMOHEHT 3allmTa OT 3KCMIOUTOB NPY MOMOLLM
nepekntoyatens @D.

PyKOBOACTBO aZMUHWCTpaToOpa
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¥ Llentp Bezonacroctn > MpeseHTHEHAA 3aLLMTa - O X

€ LleHTp 6ezonacHocTH & 0 L

MpeBeHTMBHaA 3aWKTa

3awmra oT BbiIMOraTenei MNoBeaeH4YeckUiA aHann3

Jawwta dainoe oT WKdpoEaHMA BaokWpoEKa NOAOZPUTENEHOR
iy

dKTMEHOCTKH I'IpMIIO)KeHMﬁ

3awmTa oT 3KCNAoOWTOB

1Qw

180 Brokupoeka nporpamm, kotopsie (D
VCMOABZYHIT YAZEMMOCTH
NPUADKEHNA

i
[B Haxmute, ytobsl 3anpeTuTs MIMEHEHMA @

PucyHok 56. BkitoueHne/oTiuIloueHMe KOMMNOHeHTa 3alLuTa oT 3KCNJIONToB

Yro6bI NepenTH K NapaMmeTpam KOMMOHEHTa 3aLuTa OT IKCN/IONTOB

1. Y6eaunTech, uto Dr.Web paboTaeT B pexxvme agMrnHUCTpaTopa (3aMoK B HUXKHEN YacTu
({7l
NporpamMmMbl «OTKPbIT» ‘L) B npotnBHOM ciyyae HaxxmuTe Ha 3amok LH.

2. Haxmute NANTKY 3auJ,vrra OT 3KCMNJIOATOB. OTKpoeTCﬂ OKHO NMapaMeTpoB KOMMOHEHTAa.

B cooTBeTCTBYIOLEM BbiNaAatoLLEM CMINCKE B OKHE MNapaMeTpoB KOMMOHEHTa BbibepuTe
NOAXOAALLMNA YPOBEHb 3aLUMTbI OT 3KCMIONTOB.

PyKOBOACTBO aZMUHWCTpaToOpa
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¥ Llentp BezonacHocTn > MpeseHTEHaA 3aL4MTa > 33LUMTa OT 3KCNNOATOR - O X

(—anBEHTHBHaﬂ 3dllnTa {5} 6} JC‘I.

i3 3awuTa OT 3KCNNONTOB

BrokWpoEka EpeaoHOCHBX 0BBEKTOE, KOTOPEIE MCNOABZYHOT yAzEMMocTM B Adobe Reader, Internet Explorer, Firefox n gpyrux
M3BECTHLIX MporpamMmMax

EJ"IOKIf'IpOEIETb WCNOAHEHWE HEABETORWMI0OBAHHOTO Ko4a hd

EﬂOKHpOEIETb WCNOAHEHWE HEABTOPMI0BAHHOIO KOAd A NOAYUEHNA 1OCTYTE K

VIHTEPEKTMEHEIA pesm

PEBpeLLIETh WMCNOAHEHWE HEAETOPWIOBAHHOND KOAS

i
[B Haxmute, ytobsl 3anpeTuTs MIMEHEHMA @

PucyHok 57. Bbibop ypoBHSA 3aLuThl

YpoBHM 3alUTbI

YpoBeHb 3aLUTbl OnucaHue

BrokmpoBatb ncnosHeHve [lonbiTka BPeAOHOCHOTO 06beKTa UCMO/b30BaTh YA3BMMOCTM B
HEaBTOPMW30BaHHOMO KOJa MPOrpamMMHOM obecrneyeHur Ans NoayYeHns AOCTyrna K KpUTUUECKUM
obnacTaM onepauUVoHHOW cucTeMbl ByAeT aBToOMaTUyecky 3abaoknpoBaHa.

NHTepakT1BHBIV pexxvm Mpw nombITke BPejOHOCHOTO 06beKTa UCMoJb30BaTh YA3BMMOCTA B
nporpaMMHOM obecrneyeHnn Ans NoJyYeHns AOCTyrna K KPUTUYECKM
obnactam onepaLyoHHon cuctembl Dr.Web BbiBeseT cooTBeTCTBYOLLLEE
coobueHre. O3HaKoMbTECh C MHPOPMaLeEN 1 BbIGepUTe Hy>XHOe AeincTBue.

Pa3pemaTb NCNONHEHNE MonbiTka BPeAOHOCHOTO obbeKkTa UCMNoAb30BaTh yA3BMMOCTU B

HEABTOPM30BAHHOIO KO4da nMNporpaMMHOM obecneueHum ANa noayyvyeHua AoCTyna K KpUtnvecknm
0bnacTAM onepaLMoOHHON cUCTeMbl ByAeT aBTOMAaTUYeCKM pa3pelleHa.

MonyueHue yBegomneHni

Bbl MOXeTe HaCTPOUTL BbIBOJ YBEAOMAEHUIM O AENCTBUAX KOMMOHEHTa 3allmTa OT 3KCMNJIONTOB
Ha 3KpaH W OTNPaBKY 3TUX YBEAOM/IEHUIN Ha 31EKTPOHHYHO MOuTY.

CM. Takxke:

e YBejgomaeHwus

PyKOBOACTBO aZMUHWCTpaToOpa
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12. YcTpoucTBa M JIMUHbIE AaHHbIe

,ﬂ,aHHaFI rpynna HaCTpOeK NO3BOAAET HACTPOUTL 3alUNTY ANA Ba>KHbIX Manok, a Takxe
3a6}'IOKVIpOBaTb AOCTyn K onpegeneHHbIM KiacCaM U WMHaM yCTpOIZCTB.

UYT06bI NepeiTH B rpynmny HacTpoek YCTPOWCTBa U IMUHbIe AaHHble

1. OTkpoiite MeHio Dr\Web % 1 Bbi6epute nyHkT LieHTp 6e3onacHocTy.

2. B oTKpbIBLIEMCS OKHE HaXXMUTe NANTKY YCTPOMCTBA U JIMUHDbIE JaHHble.

T LlenTp BesonacHocTn > YcTpoRcTEa M MMHHBIE AaHHBIE - O X

€ LleHTp 6ezonacHocTy & O 4

@ YCTpOWCTBa W INUHbIE AaHHbIe

3awmTa OT NOTEPM AaHHBIX Ycrpoiictea

3awwTa GalnoE OT MIMEHEHWUA MK ﬂ Hactpolika npaewn AocTyna K yCTpoMCcTEaM
YAANEHWA EREA0OHOCHEIMI MPOTRaMMaMKn

A
[B Haxmure, ytefel 2anperuTs MIMEHEHNA

\

—
(=)

PucyHok 58. OkHO YcTpoucTBa 1 INUHbIE AaHHble

Yr1o6bl NepenTn K NapaMeTpaM KOMMOHEHTOB

1. Y6eanutech, uto Dr.Web paboTaeT B pexume agMuHNUCTPaTOPa (3aMOK B HUXKHEN YacTu
(il il
NpOrpaMMbl «OTKPbIT» ). B npoTnBHOM Caydae HaxXMuUTe Ha 3aMOK .

2. HaxmuTe nantky Heob6XoANMMOro KOMMNoOHeHTa.
B aTtom okHe:

° 3a¢|,v|Ta OT NOTEPU AAHHBIX — AOMNOJIHUTE/IbHAA 3allNTa ANA Ba>XKHbIX q)a|7|nos M Nanok.

e YCTpoicTBa — ynpasBaeHne 610KMPOBKOWN YCTPOUCTB.

PyKOBOACTBO aZMUHWCTpaToOpa
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YcTpoicTBa U INUHbIE JaHHble

12.1. 3awmra oT NnoTepun AaHHbIX

3awjuma om nomepu 0aHHbIx — GYHKLMSA, KOTOpas obecneuynBaeT 3awmTy COAEeP>XKUMOro
Ba>XHbIX ManokK OT U3MEHEHUI BPeAOHOCHbIM NPorpaMmMHbIM obecrneyeHnem. Bol MoxeTe
cBOHOZHO NpocmaTpmBaTh 1 A06aBaATb Galsibl B 3aLMLLEHHYIO Nanky, oAHaKo atobas
MoandukaLms GannoB B HEW UAKN yaaneHMe 3anpeLyeHbl. YTobbl pas3pelumnTb NPUaoXKEHUAM
AOCTYN K Nnarnke, MOXHO A06aBUTb HEOBXOAVMbIE MPUIOXKEHUSA B UCKTOYEH NS, TakKe Bbl
MOXeTe BOCCTAaHOBUTb PaHEe COXPaHEHHbIe KOMUM.

YT106bI NEepeiiT B OKHO 3aLuTa OT NOTepu AaHHbIX

1. OTkpoiite MeHio DrWeb % 1 Bbi6epute nyHkT LieHTp 6e3onacHocTy.
2. B oTKpbIBLIEMCS OKHE HaXXMUTe NANTKYy YCTPOMCTBA U JIMUHbIE JaHHbIe.

3. Y6eputech, uto Dr.Web paboTtaeT B pexxume agMuHmUcTpaTopa (3amMOK B HUXKHEN YacTu

({7l
NporpamMmMbl «OTKPbIT» ‘L) B npotnBHOM cyyae HaxxmuTe Ha 3amok LH.

4. HaxkmuTe nanTKy 3awuTa oT NoTepu AaHHbIX.

#F LlenTp GezonacHocTn > YcTpoicTEa M MMUHBIE AaHHbBIE - O X

€ LlenTp BezonacHocTu 8 O 4

< YcTpOWCTBa U INYHBIE AaHHblE

3awwTa oT NOTEPU AaHHBIX YcTpoiictBa

SawwmTa Gafnoe oT MIMEHEHWUA MK ﬂ Hactpolka npaenn AocTyna K ycTpoRcTEam
YAANEHWA EPEAOHOCHBIMM MPOTPaMmMani

\

-
(=)

T
HaxranTe, 4Tobbl 33aNPETUTE M3MEHEHNA

PucyHok 59. loctyn K OkHy 3alwiuTa oT noTepu iaHHbIX
B 3Tom pasaene:

e Oco6eHHOCTM PaboThl NPU HANNYNK COXPAHEHHbIX KONui GainioB

e YnpasneHue 3aliMuiaeMblMK nankamm
e /lcknroyeHuns

e BoccraHoBaeHME U viaieHne COXpPaHeHHbIX KOnui

PyKOBOACTBO aZMUHWCTpaToOpa
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YcTpoicTBa U INUHbIE JaHHble

Ocob6beHHOCTU paboTbl NPU HaJIMUUU COXPaHEHHbIX Konuni ¢painnos

HaunHasa c Bepcun 12.0 nporpaMma He No3BOASET COXPAHATL Konun Garinos. Bmecto
COXpaHEeHWs KOMWUIN Tenepb UCMOb3yeTcs onuma obaBaeHma Nanok B CMMCOK 3aLLMLLEHHbIX.

MockonbKy NpUHLMA paboTbl KOMMOHEHTa M3MEHWIICA, HEOHXOANMO HACTPOUTb 3aLUUTY
nanok 3aHoBo. Manku, Ana KOTOpbIX 6biNa BKAKOUYEHa 3alumMTa B NpeablAyLUnX BepCuax
nporpaMmmbl, KOMUPYHOTCA B CMNCOK 3aLUMLLEHHbIX Manok BHe 3aBUCUMOCTU OT HaAnuuns
COXPaHEHHbIX KONWK 3TUX Nanok. [py nepBom 3anycke NnporpamMmmMbl Nocae o6HOBAEHNUA A0
Bepcun 12.0 nosBaseTcs yBeAOMIEHNE O Nepexoe oT GYHKLMU COXPaHEHMA KOMUN GpannoB K
3amTe BbIGpaHHbIX Nanok:

% Dr\WEB

T 3awmra ot noTepm AaHHbIX

JawmTa ¢aﬁJ1CIE OT MIMEHEHWA WK YAaNEeHWA EREeLOHOCHBIMKW NDOrPRamMmManiA.

B nocnegrei eepovm DrWeb HeT aeTomaTtueckoro cozgaHna Konnin dainoe 1 nanok. Teneps Bel MOXETE
230N0KMPOBATE MEMEHEHWE COASPAMMOTo MarnKk ANA NPUAOXKEHKEA,

3ELLI,HLLI,EE'MI:-IE fIJEﬁJ'IbI W NankW, 4nA KOTOPEIX paHee COZNaBanvck KOMWK, YKaZaHbl HMXe, Ecnn ebl xoTHTE
EO200HOBMTE WX SAATY, 3E,ﬂ,EﬁT& HOEEI2 HELTpOﬁKIf‘I E pazgene 3au.w|Ta OT NOTERW AaHHBIX

Dalnbl KU Nankm

Cihtest
= CA\Windows\explorer.exe

Ch\System Volume Information

oK

PucyHok 60. YBegomneHne 06 usmeHeHuu npvHumna paborbl KOMNOHeHTa

TaMm >e yka3aH CMMCOK BCEX HaWAEHHbIX MNanok 1 ¢GanioB, ANa KOTOpbIX Oblna BKIOUEHA
3awmTa. Ecam nanka He moxeT bbITb JobaBneHa B 3alMLLEeHHbIe, OHa byaeT oTobpaXkaTbCs B
cnuncke co 3HaukoMm * . He moryT 6bITb 406aBAEHbI NOJ 3aLUUTY CUCTEMHbIE KaTanoru, a Takke
OTAeNbHble Ganbl.

Mo ymonyaHuIo 3awmTa Nanok, NepeHeceHHbIX B CMMCOK 3aLiMLLaeMblX U3 NMPeablayLLmnX
BepPCUIA, OTKNOUeHA. YTOObI BKAOUMTL 3aLUUTY, NepermTe B OKHO 3auiuTa OT NoTepu AaHHbIX
N OTMETbTE HY>Hble Nanku B cTon6ue BKAOUNTD 3aLLuUTy.

CoxpaHeHHble B NpeablayLmnx Bepcnax Konnm ¢pannoB A0CTYNHbI 415 BOCCTAHOBAEHUS.

PyKOBOACTBO aZMUHWCTpaToOpa
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YBepomneHuns

Mocne o6bHoBAEHMS NpoaykTa Ao Bepcun 12.0 nporpamma nHGoOpMMpyeT Noab3oBaTeNs O
M3MEHEeHWW NpuHLMMa paboTbl KOMMNOHEHTa 3aLiMTa OT NOTEPU AAHHbIX:

e Cpasy nocne nepesarpysku B cepeavHe 3KpaHa NokasbiBaeTcs yBejoMaeHne 06
M3MEeHEeHMM NpuHLMNa paboTbl KOMNoOHeHTa. CM. pucyHok 60.

e B JleHTe yBeAOMﬂeHMIZ 0T06pa>|<aeTc;| yBegomaeHne 06 n3meHeHnn MeTO/Ja 3alliNThbl Marnok.

UTO6bI NEPENTM K HOBBIM HacTPOMKaM 3aLUTbl Manok, HaxmuTe kHonky Hactpoutb
3awmty. [ocne nepexosa K HaCTPONKaM 3aLLUMLLIEHHbIX NAaNoK JaHHOe yBeJOMAeHNe
MCYE3HET U3 NIeHTbl YBEAOMIEHWN.

R LenTp GesonacHocTn > YeeqomneHna - O X

€ LleHTp 6ezonacHocTH o P

L\ Nenta yBegoMneHwii

HacTpoiiTe 3aluMTy HEeKOTOPLIX NanoK X

MeToa 3alKTel 0T NOTEPKW AaHHbLIX U3MeHWACA. HTobBkl BO306HOBWTE 3aLMTY Nanok, 4AA KOTOPLIX paHee CO34aBanvch
KOMWK, 2343ATe HOBbIE HACTPORKM.

HacTpouts 3awmty

10/9/2018 5:01 AM

=
[=a)
e

PucyHok 61. YBegomMmneHne B NeHTe yBeAOM/IEHUA

e [Tpy NepBOM OTKPbLITUM OKHa 3aLuUTa OT NOTEPU AAHHbIX NOABAAETCA YBEeJOMIEHNe CO
cnnckom darnoB 1 Nanok, KOTopble He MOryT H6bITb Ao06aBAEHbI B CMNCOK 3aLLMLLEHHbIX.

PyKOBOACTBO aZMUHWCTpaToOpa
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YcTpoicTBa U INUHbIE JaHHble

W LlenTp BesonacHocTi > YCTPORCTEE W MMYHBIE JaHHEIE > 33LLMTA OT NOTEPK JaHHBIX > 33LLMLLAEMEIE NANKW — O *
€ Yerg %
= Bo306HOBUTL 3aLLWUTY NanoK

3ELLI,HLLI.BEMbIE MNankW, AnA KOTOPbIX paHee CO34aBanvch KOMWK, BN ABETOMATHUMECKN

1 £0BaEfeHEl B CIMCOK 2almiuaensix nanok. MNpyu HeoBXoAMmMOoCT BKAKUNTE MX ZALLLATY.

] OaHako creaytolme nankl (Mo bains) He moryT BeiTe A00aEAEHE], NOCKOABKY DAOKWMPOBKA

n WEMEHEHWA WX COLEPMMMOro MOXET MPWBECTH K CEPhe3HbIM oLWWMBKAM. €
5

| Dafns 1M Nanku

*  C\Windows\explorer.exe

PldcyHOK 62. YBeAOMIIEHVIe npu nepBom nepexoage B OKHO 3au.|,vrra OT noTtepu AaHHbIX

3awmuaemMbie nNanku

Ans Kaxao nanky Bbl MOXETE HACTPOUTL NapaMeTpbl 4OCTyNa AN NPUNOXKEHUIA.
3awmiLeHHan nanka byaeT AoCTynHa 418 NPOCMOTPa U KoNnpoBaHusa. Takxke byaeT 4OCTYNHO
CO3/jaHMe HOBbIX 3/1IEMEHTOB B Narnke n Ux MoaMduKaLums npoLeccammu, Co34aBLINMM HOBbIe
3/1eMeHTbl, 4O TeX Mop, Noka 3T NpoLLecchl He 3aBepLleHsbl. [py obpalleHnn NPUNOKEHWNI K
nanke 6yAeT Noka3biBaTbCs YBEAOMJIEHNE O 3anpeTe AocTyna.

il‘-\ B cnyuae obHapy>xeHUs yrpo3bl AOCTYN K YAaNE€HUO 1 MoAVdUKaLmn dalinos B
3alUMLLLeHHbIX Mankax octaeTca Toabko y Dr.Web.

Mpu fob6aBAeHUM Nankn B CMUCOK 3alUMLLEHHbIX AEUCTBYET MPaBUAO MO YMOJYAHUIO —
3anpet Ha nrobble MoandUKaLMK 1 yaaneHne COAEPXKMMOro nankm BCEM MPUNOKEHUAM,
KpOMe MPUAOXKEHWNI U3 CnrcKa JoBepeHHbIX. CO CMUCKOM AOBEPEHHbIX MPUAOXEHUN MOXHO
03HaKOMMUTbCA Ha canTe https://products.drweb.com/services/data_protection/. Cnncok
BK/ItOYaeT Hanbonee NonynsipHble NPUAOKEHUS, TakMe Kak HEKOTOPbIE MPUIOXEHMA
Microsoft n Adobe. CucteMHble Npouecchl, TakMe Kak explorer . exe, He BXOAAT B CMUCOK
[OBEPEHHbIX, MOCKONbKY MOTYT 6bITb MCMO/b30BaHbl BPeAOHOCHbIMUW 0bbekTaMu A8 aTak Ha
cncTemy.

i | 2 He ponyckaetcs fobaBneHne cUCTEMHbIX MAanoK B CAMCOK 3aLLULLAaeMbIX, MOCKOJbKY 3TO
MOXET MPMBECTU K KPUTUYECKUM OLLMbKaM B paboTe cucTembl.

PyKOBOACTBO aZMUHWCTpaToOpa
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3alwuTa oT NoTEPU AaHHbIX PacnpOCTPaHAeTCcs TOIbKO Ha okaabHble (PacnoaoXeHHble
du3nueckm Ha Balem ycTpoiicTee) daiinbl 1 Nankv B pamkax TOW e ornepauMoHHOW
CUCTEeMBI, Ha KOTOPOW HacTpamBaeTcs 3almta. [py HaanumMmM Ha OAHOM KOMMbIOTEpE
HECKOJIbKMX OMepaLMOHHbIX CUCTEM 3aLLWUTy OT MOTEPM AaHHbIX HEOBXOAMMO HacTpauBaThb
OTAENbHO Ha KaXzon cucteMe. 3aluuTta CETEBbIX AUCKOB M Manok HeBO3MOXKHA.

W LlenTp BesonacHocTi > YCTPORCTEE W MMYHBIE JaHHEIE > 33LLMTA OT NOTEPK JaHHBIX > 33LLMLLAEMEIE NANKW — O *

(—ytTpDﬁCTBaHJ‘IH‘-IHbIE‘.ﬂ.aHHbIE {5} 6} Jc:.

T 3awwmra ot notepu aaHHbIX

3awmuaemMble Nanku COXpaHEHHbIE Konuun

JNobaesTe NankM nog 2ALLLATY, uTobw 2aNpeTiTe WZMEHEHWME WAKW YaaneHWe WX CoOA X UMaro. Bbl MOXEeTe NOAHOCTEID
SEﬁJ'IOKHpOEIETI: WMeHeEHWEe COASDAMMOro Nanky, caenate WCKAKYeHrne 408 A0BepeHHBIX annoerHﬁ Dr.Web wan YKa3aTb
HE‘OﬁXO,ﬂ.HMbIE‘ NPMAOKEHWA,

®

JawMuaeman nanka [loeepeHHsle NpUAOKEHWA Monb30BaTENbCKME MCKAKIYEHKMA BRAUYKTE 2aLKTy
ChUsers\Public\Documents o 1 npunoxeHne v
&s ChUsers\Public\Downloads o bez wokaroyeHMiA
I-'|
[B Haxmute, ytobsl 3anpeTuTs MIMEHEHMA @

PucyHok 63. 3awmuiaembie nanku

B Tabauue BbIBOAUTCA MHPOPMaALMA O:

* 3alMLAEMOM OOBEKTE;
e KOJINYECTBE UCK/IHOUYEHWI 13 0bLLEero NpaBsmna;

e CTaTycCe 3aluThbl.

Ana aktmBaummn GyHKUMM 3almTbl O6BbeKTa YCTaHOBMUTE Gaxkok B cTonbue Bkarountb 3awury
HanpoTMB HeobxoanMMoro obbekTa. [pu cHATUK daaxkka 3aLmTa C Nanky NOAHOCTbHO
CHMMaeTCs M nanka otobpaxkaetcs co 3Hakom &,

,ﬂ'J'IFI pa6OTbI c obbekTamu B Ta6n|/|u,e AOCTYMHbI Ciedyroumne sneMeHTbl yrpaB/leHNA:

e KHonka @ — fobaBsieHVe 06bekTa B CNMCOK 3aLLUMLEHHbIX;
e KHonka @ — pefaKkTMpoBaHMe 31eMEHTOB B TabaunLe;

e KHonka — yAaneHune obbekTa U3 cnmucka 3alnMLLEHHDbIX.

PyKOBOACTBO aZMUHWCTpaToOpa
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YcTpoicTBa U INUHbIE JaHHble

UT06b1 062BUTb NaNKy B CMUCOK 3allULLLaeMbIX

1. HaxxmuTte kHomnky @ B oTkpbiBLIEMCA OKHe BbibeprTe HEOBXOAMMbI 06BEKT, HaxaB
kHonky O630p.

2. I'Ipm H€O6XOAVIMOCTI/I BKJTHOUNTE UN BbIKNHOYMTE JOCTYN K Nanke 4OBEPEHHbBIM
NMPUIOXKEHUNAM. Mo YMOJYaHMIO Onuna BKAKOYEHa.

3. Bbl Takke MoOXeTe yKazaTb NPUIOXKEHWNS, KOTOPble BYAYT UMETb MOAHbIV AOCTYN K 06beKTy
BHE 3aBUCMMOCTU OT OBLLMX HACTPOEK.

W LlenTp BesonacHocTi > YCTPORCTEE W MMYHBIE JaHHEIE > 33LLMTA OT NOTEPK JaHHBIX > 33LLMLLAEMEIE NANKW — O *

X p

+
=
sl

[o6aBuTh 3almLLaemMyto nanky

ol

EJ'IOKHF)OEISTI: WEMEeHeHWe COAepXMMOoro Nankk 4na I'Ipr'IJ'IO)KEHIf'Iﬁ

4 WA

EE| v| PaspeluaTs M3MEHEHME COLEPXKMMOrQ Nankn A0EepeHHEIM npuaoxeruam DrWeb 7 gtk

-

WMcknroueHwms

YieawmTte NPWUACHEeHWA, KOTOPBIM E:y,u,er pazpelleHo MEMeHeHWe CogepXMoro Nanky

T T

Mpunoxexne

J S = I - ¥
T

OTMeEHUTE @

PucyHok 64. [lo6aBneHue 3awuwaeMon nankm

UcknroueHna

KonnyectBO NpUAOXKEHW, UMEIOLLMX MOAHBIN AOCTYN K 3alUMLLAEMON Nanke, ykazaHo Ha
rNaBHOM OkHe 3alnTbl OT MOTEPU AaHHbIX B cToN6Le Monb3oBaTenibckne UCKAIOUEHUS.

Y106bI AOGaBVITb npuaoxxeHve B UCK/J1roueHusA

1. B okHe 3aluTa OT NOTEPU AaHHbIX HaXMUTE @ 4yTO6bI 406ABMTL HOBYIO NanKy B CNMCOK
3alMLLAeMbIX.

2. B OTKpbIBLIEMCSA OKHE HaXXMuUTe @ Bbibepute npmunoxeHue, KOTopoe byaeT UMeTb
MOJIHbIA AOCTYN K 06bekTam B 3alUMLaeMon nanke.

3. HaxmuTte OK.

PyKOBOACTBO aZMUHWCTpaToOpa
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YcTpoicTBa U INUHbIE JaHHble

Y106b1 U3MEHUTb CMUCOK UCKIIOUEHUI ANA 3alaeMbiX nanok

1. BbibepuTe nanky U3 CNmcka n HaXxxMuTe @

2. B HWXKHEW YacT OTKPbIBLUErOCH OKHa B TabanLe yka3aHbl BCe MPUNOXKEHUS, KOTOPble
MMET MOJIHBIN AOCTYN K BblOpaHHOWM nanke.

e YTObObI AO6aBI/ITb HOBOE NPUNOXKEHNE, HaXXKMNTE @

e YTOObI YAanNTb MPUNOXKEHME N3 CNINCKA UCKIKOYEHWNI, HaXXMUNTe .
3. Haxmute OK.

CoxpaHeHHble Konuu

BKJ'IaAKa AOCTYyMHa, TOJIbKO €CNant OCTaJIMCb COXPaHEHHbIE B NMpeAblayLnX BEPCNAX NPOrpamMMbl
Konun q)a|7|nos. (DyHKLl,I/IFI NO3BONAET BOCCTAHOBUTb AW YAa/INTb COXPaHEHHbIE KOMUK, HO
COXpaHeHUne HOBbIX KOnuni HELOCTYMHO.

¥ Lentp GezonacHocTi > YCTPOICTER M IMYHEIE AaHHBIE > 3ELLMTE OT NOTEPH A3HHBIX > COXpaHEHHBIE KOMN - O X

(-YCTFIDﬁCTBaHJ‘IH‘-IHbIE.ﬂ.aHHbIE {5} 6} ‘clv

T 3awwmra o1 notepm aaHHbIX

3awmMwaemMble nanku COXP&HEHHbIE Konwnwn

Bel moxete YA3NUTeE AW BOCCTAHOBWTE CO24dHHEIE DaHee KOMKWK

[Nata cozgaHma OnucaHwe

9/21/2018 3:36:03 AM 1

9/20/2018 6:35:03 AM 1

i
[B Haxmure, urofel 3anpeTuTe M3MEHEHIA @

PucyHok 65. Cnncok coxpaHeHHbIX KONwii

YpaneHue co3gaHHbIX KONUIA

Bbl MOXKeTe yaannTb CyLLeCTBYOLME KOMUM, YTOObI OUNCTUTL MECTO Ha AMCKe (Ha camumx
dbarinax yaaneHve Konuin He otpasnTtcs). ns 3toro Bbibepute HEOHXOAMMYHO KOMUIO U

Ha>XMUTE KHOTMKY .

PyKOBOACTBO aZMUHWCTpaToOpa
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BoccraHoBnieHue ¢Paitnos

B cnyuae ecnm Bawwm daiinbl 66111 NOBPEXAEHDI, Bbl MOXETe BOCCTAHOBUTbL MX KOMWM 3a
onpeaeneHHyto aaty. s 3Toro:

1. BbibepuTe HeObXOAMMYHO KOMUIO (faTa COXPaHEHUs KONMUK ykasaHa B ctonbue cnesa) u
HaXXMUTe KHOMKY \/.

2. B oTKpbIBLIEMCS OKHE yKaxuTe NyTb K nanke, KyAa 6yayT BOCCTaHOBAEHbI Gainbl.

12.2. brokupoBKa yCTPOUCTB

B okHe YcTpoMcTBa Bbl MOXETE OrpaHNunNTb AOCTYN K OnpeseneHHbIM YCTPOUCTBaM MK
LWNHAM YCTPOWUCTB N HAaCTPOMUTb CMMCOK pa3peLleHHbIX YCTPONCTB.

f I : MapameTpbl AOCTyNa K YCTPOCTBaM NMPUMEHSIOTCA A1 BCEX yUeTHbIX 3anmcein Windows.

Yr1o6bI NEepenTH B OKHO YcTpoUcTBa

1. Otkpoiite MeHto Dr.Web ® 1 sribepute nyHkT LieHTp 6e30nacHocTy.

2. B OTKpbIBLLEMCA OKHE Ha>XMUTE MJNTKY YCTpOﬁCTBa N INYHbIE AaHHbIe.

3. Y6eautecsb, uto Dr.Web paboTaeT B pexxvme agmmHucTpatopa (3aMOK B HUXKHEWN YacTu
(il il
NporpaMmMbl «OTKPbIT» ). B npoTnBHOM Cayuae HaxXmuTe Ha 3aMOK .

4. Haxmute nanTky YcTpoucrBa.

PyKOBOACTBO aZMUHWCTpaToOpa
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YcTpoiicTBa M IMUHbIE AaHHbIe

¥ LlenTp BezonacHocTn > YcTpoRCTES U MUUHBIE AaHHBIE

€ LleHTp GezonacHoCTH

@ YcTpOWCTBa U INYHBIE AaHHblE

3awmTa OT NOTEPU AaHHBIX Ycrporictea

3aWmnTa Gainoe oT MZMEHEHWA WK ﬂ Hactpolika npaenn AocTyna K yCTPORCTEaM

YaaneHWA ERedOHOCHBIMA NPOroamMmMamia

A
[B Haxmute, ytobel 3anpeTuTs HIMEHEHMA

& & L

PucyHok 66. [loctyn K oKHy YcTpoucTBa
B sTom pasaene:

o OCHOBHbIe NnapaMeTpbl 6}'IOKI/IQOBKI/I
° EJ'IOKI/IQOBKa LUINH W KNaCCoB yCTQOD’ICTB
o CDopMmposaHme CnurcKa paspeleHHbIX yCTpOI\/JICTB

OcHOBHbIe NapameTpbl

Bbl MOXeTe BKIHOUNTD COOTBETCTBYHOLLME ONMLUNN, yToObbI:

e 6/10KMpOBaTh Nepegauy 3aZlaHnl Ha Nneyats;

e 610KMpOBaTh Nepeayy AaHHbIX MO NOKaNbHbIM CETAM U MHTEPHETY.

PyKOBOACTBO aZMUHWCTpaToOpa
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YcTpoicTBa U INUHbIE JaHHble

¥ LlenTp BezonacHocTn > YcTpoicTEa 1 MuuHBIE AaHHBIE > YCTpoicTEa - O X

(—ytTpDﬁCTBaHJ‘IH‘-IHbIE‘.ﬂ.aHHbIE {5} 6} Jc:.

8 Ycrpoiictea

Bol moxeTe 2anpeTuTb MAK paspellnTs A0CTYN K onpegeneHHbIM ycrpoﬁcrEaM, d TAKKe 2anpeTuTe Nepedady AaHHbIX NO CeTH.

BAoKWpOBaTE OTNPEEKY 23AaHWA Ha NPUHTER
3anpeluats Nepeaady AaHHLIX N0 CeTW (TOKaNEHLIM CETAM W MHTEPHETY)

OrpaHun4veHns

EJ'IOKHpOEIETh NONBZ0EATENAM KAACCHI yCI'pOﬁCI'EI W WWHBI

@D s

3ajaHbl NONBLIOBATENLCKWME OTPaHMYeHna  ViznveHnTs

Mpeaynpexaats of yorpoicTeax ¢ yazermoctso BadUSE, koTopeie onpeaenfroTcA Kak KNaEMaTypa
") Bra.

PazpelwleHHble ycTpoiicTBa

1 pa3pelsenHoe ycTporcteo  VzmeHnTs

i
[B Haxmute, ytobsl 3anpeTuTs MIMEHEHMA @

PucyHok 67. NapameTpbl 6/10KMPOBKW YCTPOUCTB

Mo YMONYaHWIO BCE OMLUMUN OTKNHOYEHDbI.

| Onuus bnokMpoBaTb CbeMHble HOCUTENN JOCTyMNHa TO/NbKO TeM NoJib30BaTeNaMm, y

A KOTOpbIX OHa Hblna BKIHOYEHA 4O OOHOBAEHMS KOMMOHEHTOB NpoaykTa oT 02.02.2022. Ecan
Bbl HE MOJIb30Ba/INCb 3TOW OMLMEN iKW yCTaHaBAMBaEeTe NPOAYKT BNEPBble, BOCMO/b3yNTeCh
onuveli broknpoBaTb Nob30BaTeNIAM K/1acCbl U LUMHbI YCTPOMUCTB, YTOObI 3anpeTuTb
JOCTYN K A@HHbIM Ha CbeMHbIX HOCUTENAX.

OrpaHuueHus

MapameTpbl 6/10KMPOBKMU YCTPOMCTB

®yHKUMA BNOKMPOBKMN YCTPOMCTB NO3BONAET Kak 3a610KMPOBaTh OAMH UAN HECKOBbKO
KNacCoB YCTPOMCTB Ha BCEX LUMHAX, Tak M 3abN10KMpPOBaTb BCE YCTPONCTBA, MOAKIHOUEHHbIE K
OAHOW WAV HECKONbKUM WKHaM. [oa kaaccamu ycmpolicme NOHUMaKOTCA YCTPOUCTBaA,
BbIMOJIHAOLLME OAMHaKOBble GYHKLMN (Hanpumep, ycTponcTea ansa neyatw). MNoa wuHamu —
NOACUCTEMbI Mepesayun JaHHbIX Mexay GyHKLMOHaNbHbIMW 610KaMu KOMMbLOTepa
(Hanpumep, wnHa USB).

UTo6bI 3a610KMpPOBaTh A40CTYN K BbIGPaHHbIM KJ1accamM YCTPOWUCTB U LUMHaAM

1. Bratounte onuuio baokupoBaTtb Nosib3oBaTe/IIM KJ1aCCbl U LWMHbI YCTPOUCTB Mpu
MOMOLLM COOTBETCTBYHOLLEro nepekntoyatens @D,

PyKOBOACTBO aZMUHWCTpaToOpa
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2. HaxxmuTte ccblniky U3MeHUTb.

3. B oTkpbIBLIEMCA OKHE Bbl MOXeTe BblbpaTb K1acChl YCTPOUCTB UM LIKHbL, AOCTYN K
KOTOPbIM XOTUTe 3ab10KMpOBaTh.

MpeaynpexxaeHne 06 ycrpoincrBax ¢ yasBumoctbio BadUSB

HekoTopble nHmunposaHHblie USB-ycTporicTBa MOryT OMO3HaBaTbCA KOMMbIOTEPOM Kak
knaBmatypa. Ytobbl nporpamma Dr.\Web nposepsna, 4eCTBUTENBHO M NOAKNHOUYEHHOE
YCTPOWCTBO ABAAETCA KNaBmaTypou, Bitounte onuuto MpeaynpeXkaatb 06 ycrpoiicTBax ¢
yasBumocTbio BadUSB, koTopblie onpegensatorca kak knaBuatypa. B stom cnyyae npwu
NOAKNFOUYEHNIN KNaBMaTypbl OTKPOETCA OKHO pa3b10KMpPOBKN. BaM HY>KHO HaXkaTb yKa3aHHble
KHOMKW Ha KiaBmnatype.

¥ MNoaknrouerine HoBoi KnaswaTypeil *

MNoaknoueHe HOBOW KnaBuaTyphbl

HekoTopeie nHGUUMpoeaHHse USB-ycTpoAcTEa MOTYT ONPeasnATECA KOMMEKITEPOM KaK KA3BMATYRa W NPeLCcTaENATE
ONacHOCTb AAA CUCTeMbl.

I'Io,n,mep,u,me, YTO Bbl ,ﬂ.EﬁCI'EHTEJ'IhHO NOAKAKMYWUAK KNaBUaTy Ry, ,ﬂJ’IH 3TOMD Ha NogKAoYaemMom yCI'pOﬁCI’EIE HaXMWUTe

KOM@HHSL{HK} KASBKL, YKAZaHHYHD Ha KapTUHKE. B APOTUEHOM CyuUae 3aKpoﬁTe 3TO OKHO W OTCOEdMHHTE ycrpoﬁcrso.

Ctrl Alt

=
(=)
e

TexHWUeckan WH@QOPMAaLIMA

PucyHok 68. OkHO pa36/10KMpPOBKM K/1aBMaTypbl

Mpwn HaxaTnn ccbinkn TexHnueckas MHPOpPMaLUA OTKPOETCA OKHO C MoAPOBHON
nHdopmaumen ob yctponcree.

Pa3pelueHHble ycTponcTBa

Ecnv Bbl orpaHnumnam focTyn K KakuM-anbo Knaccam yCTPOMCTB UAK LWMHAM, Bbl MOXeETe
OTAENbHO pa3peLwnTb JOCTYN K ONpeAeneHHbIM YyCTPOUCTBaM, 406aBMB UX B CMMCOK
pa3peLUeHHbIX YCTPOUCTB. TakKe B CMUCOK MOXHO 406aBUTb KOHKPETHOE YCTPOMCTBO, YTOObI
He NpoBepATb ero Ha Haanune BadUSB-ya3BumocTy.

PyKOBOACTBO aZMUHWCTpaToOpa
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YcTpoicTBa U INUHbIE JaHHble

Ans pobaBneHus yCTPOMCTB B CMMCOK Pa3peLleHHbIX B onuuy Pa3pelueHHble yCTpPOMCTBa
HaxkMnTe M3MeHUTb (CCbiika CTAaHOBUTCS akTUBHA, €CNN 3ajaHbl OrpaHnyeHns). B

OTKPbIBLUEMCA OKHE Bbl MOXeTe chOopMMPOBaThL CUCOK YCTPOUCTB, Ha KOTOpble He ByayT
pPacrnpoCTpaHATLCA OrpaHNYeHns JOCTyna.

12.2.1. bhrokmpoBKa WWH U K1acCcoB

UTo6bI NnepenTn B okHO Knacchbl 1 LUNHbI YCTPOICTB

1. OTkpoiite MeHio Dr\Web % 1 Boi6epuTe nyHkT LieHTp 6e30nacHocTy.
B OTKpbIBLIEMCSA OKHE HaXXMUTe NANTKY YCTPOMCTBA U INUHbIE JaHHbIe.

B oTKpbIBLIEMCSA OKHE HaXXMUTe NANTKY YCTPOMCTBa.

M W

B rpynne HacTpoek OrpaHunueHus BIHOUMTE onuuto baokupoBatb nonb3oBaTenam
KJ1aCCbl M LWMHbI YCTPOWUCTB Npu nomoLy nepekntoyatens @D,

u

Ha>xxmute ccbiiky U3mMeHuUTb.

6. B OTKpbIBLLIEMCS OKHE Bbl MOXeTe BblOpaTh LWMHbI UK KNacCbl YCTPOWUCTB, ZOCTYN K
KOTOPbIM XOTUTE 3a610KMPOBaTh.

OKHO cozep>XUT TabanLy ¢ MHGopmMaumen o 3abNOKMPOBaAHHbBIX LLMHAX W Klaccax YCTPOMCTB.
Mo ymonuaHwuto Tabanua nycras. B Hel 6yayT oTobpaXkaTbCa WMHbI U KAacCbl Npu
A06aBNEHNN X B CMUCOK 3a6N10KMpPOBaHHbIX. [1py 3TOM B CTPOKe C 3a610KMPOBaHHOW LUMHOM
oTobpa>katoTcs Bce 3ab610KMpPOBaHHbIE Ha Hel KnaccChbl YCTPOMUCTB.

¥ Lentp GezonacHocTi > YCTPOICTER M IMYHEIE AaHHBIE > Y CTpoiicTEa > Knacce! u WWHE yCTpocTE - O X

€ YcTpoiictea & O 4

Knaccbl 1 WWHBI YCTPOWCTB

Bel moxete EEﬁﬂoKHpOEETh AOCTYN K YKaZaHHEIM KnacCam ycrpoﬁcm W WHHamM MaK 336J’IOKH[}OEIETI: WKHHY NOAHOCTEHD. Lns
3TOrO ,ﬂ.DﬁaElhTE KAacCbl AW LWWHBI B CNMCOK.

®

brokvpyemele WUHE Brokvpyemele Knaccksl
Yerpoiictea USB 3abnokMpoeaHo 2 knacca >
Anantepe PCMCIA LwHa 2a6n0KMpPOBaHa NONHOCTEHY
A
[B Haxmute, ytobel 3anpeTuTs MIMEHEHMA ®

PucyHok 69. 3a610kMpoBaHHbIe WKWHbI U K/1acCbl

PyKOBOACTBO aZMUHWCTpaToOpa
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YcTpoicTBa U INUHbIE JaHHble

B ctonbue bnokmnpyembie knaccbl oTobpa>kaeTca KOM4YeCcTBO 3a610KMPOBAHHbBIX K1aCCOB Ha
COOTBETCTBYHOLLEN WKHe. Ecan Ha ofHON WnHe 3a610KMPOBaHO HECKObKO K1acCoB, OHM
oTobpaxkatoTca B BbiMajatoLeM Crmncke.

CepbIM LBETOM BblJe/eH Knacc, 3a6/10KMPOBaHHbI/ Ha BCEX LUMHAX.
Ana paboTbl c 06bekTamu B TabavLe AOCTYMHbI CAefyroLlme 3AeMeHTbl YpaBaeHnA:

e KHonMka @ — AO6aBﬂeHVIe ob6bekTa B CMUCOK 3a6ﬂOKVIpOBaHHbIX.

e KHoOMKa @ — pejakTMpoBaHMe HacTpoek 610KMPOBKN Anst BbiIbpaHHOro obbekTa B
Tabavue.

e KHonMka — yAaneHune Bbl6paHHOFO obbekTa U3 cnmcka Ba6ﬂOKVIpOBaHHbIX.

Bbl MOXeTe npocMoTpeTb NoApobHYH nHbopmMaumto 0 3ab610KMPOBAaHHOM LUNHE U
3a6/10KMPOBaHHbIX Ha HEW Knaccax YCTPONCTB. [ns 3Toro Bbibepute HEOHXOANMYHO CTPOKY Y

Ha>XMute @

BbnokupoBka LWWHbDbI

1. YTo6bl 3a610KMpPOBaTL WNHY MOJHOCTBLIO UM HEKOTOPbIE YCTPOWCTBA Ha ONpeaeNeHHOoM

LWLIMHE, HAXKMUNTE KHOMKY .

2. W13 BbinagatoLlero cnucka Bbibepmte 06bEKT, KOTOPbIN Bbl XOTUTE 3abnoknpoBaTh: LuHa.
Haxxmunte Aanee.

W LenTp 6esonacrocTn = YeTpoiicTsa u AMYHBIE AaHHbIE > YCTpoiicTea > Knaccsl Wb ycTpoiicTe - O X
x A
BaoknpoBaTh KNaccbl YCTPOWCTB U WMWHBI
BrifepwTe 06LeKT AnA BAOKMPOBKM
WwHa W
lanee ‘ ‘ OTMEHUTL @

PucyHok 70. Bbi6bop o6bekTa ansa 6/10KMpOBKU

3. Bbibepute TMN WuHbl. Haxxmute fanee.

PyKOBOACTBO aZMUHWCTpaToOpa
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YcTpoiicTBa M IMUHbIE AaHHbIe

R LlenTp GesonacHocTn > YoTpoiicTea u MUHBIE A3HHbIE > YCTpoiicTEa > Knaccsl 1 LWWHE ycTpoiicTe

Y

BaokmpoBaTh Kiacchl YCTPOWCTB U WKHBI

BriBepuTe 0BbekT ANA BAOKMPOEKU

BriBepuTe TN WIKHEI

Yerpoicrea USB

| Hazap | ‘ Nanee ‘ ‘ OTMEHUTE ‘

PucyHok 71. Bbibop TMna WWHbI

4. BblbepuTe TMN 6N1OKMPOBKM U HaxkmuTe Manee:

¢ MonHocTblo — GyayT 3a6N10KMPOBaAHbI BCE KNACChl YCTPONCTB Ha JaHHOW LUMHE;

e YacTMUHO — OTKPOETCA OKHO BblbOpa KNacCcoB YCTPONCTB A5l 6NOKMPOBKM Ha AAHHOW

LNHE.

% LlenTp 6esonacHocTn > YCTpoiicTea W AMYHBIE AaHHbIE > YCTpoiicTea > KAaccs! u Wb ycTpoiicTe

BaokupoBaTh Knacchl yCTPOACTB U WNHbI

HacTpoliki Hike NpUMeHAKITCA K WikHe YeTpolicTea USB
BribepwTe MeToa BNOKWPOEKK LWWMHEI

YactmuHo

| Hazan | ‘ Hanee ‘ ‘ OTMEHNTE

PucyHok 72. Bbibop meToaa 6/10KMPOBKMU LWMHbI

PyKOBOACTBO aZMUHWCTpaToOpa
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5. Ecau Bbl Bbibpann onuunto YacTUUHO, B OTKPLIBLLUEMCA OKHE OTMeTbTe paaxKkamu Te Knacchl
M3 Cnuncka, KoTopble Bbl XOTUTE 3abnoknpoBaTb. Haxkmute BaokupoBars.

W LenTp 6esonacrocTn = YeTpoiicTsa u AMYHBIE AaHHbIE > YCTpoiicTea > Knaccsl Wb ycTpoiicTe - O X

EJ"IOI(HPOBaTb Knacchl YCTPOﬁCTB M WKHbI
Knacew! ycTpoiicTe, koTopele GyayT 2a610KMPOBaHLI HA AaHHOR WKHe

Knacc []

USB-ycrpoicrea Windows CE

MpuHTeps! (PNP) v
MpuHTeps! (DOT4) v
MpuHTepsl (DOT4 PRINT)

DVD w CD-ROM aWckoeoabl

Jwckoebie ycTpoicTea

KnaemaTypsl
MyasTUMeaWAHBbIE VCTPOMCTEA v
| Hasan | ‘ Bnokupoeate ‘ | OTMEHWTL @

PucyHok 73. Bbi6op K/1accoB YyCTPOMUCTB Ha LUMHE

BnoknpoBka Knacca yCTponcTB

1. YTobHbI 3a6fIOKI/IpOBaTb OAVH NN HECKOJIbKO KnacCoB yCTpOIZCTB, Ha>XMUTE KHOTMKY @

2. V13 BbinagatoLero cnmncka Bolbepute 06bEKT, KOTOPbINA Bbl XOTUTE 3abaokmpoBaTs: Knacc.
Haxxmunte Aanee.

PyKOBOACTBO aZMUHWCTpaToOpa
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YcTpoiicTBa M IMUHbIE AaHHbIe

R LlenTp GesonacHocTn > YoTpoiicTea u MUHBIE A3HHbIE > YCTpoiicTEa > Knaccsl 1 LWWHE ycTpoiicTe

BﬂOKHpOBaTb Knacchbl yCTpOIT'ICTB M WKHHbI
BriBepuTe 0BbekT ANA BAOKMPOEKU
Knace

WnHa

Knacc

Nanee ‘ ‘ OTMEHUTE

PucyHok 74. Bbibop ob6bekTa gnsa 6/10kMpoBKU

3. OtmetbTe d1axkkaMum Te Knacchl U3 CMMCKa, KOTOPbIE Bbl XOTUTE 3abaoknposate. HaxxmuTte

Bnokuposarsb.

% LlenTp 6esonacHocTn > YCTpoiicTea W AMYHBIE AaHHbIE > YCTpoiicTea > KAaccs! u Wb ycTpoiicTe

BaokupoBaTh Knacchl yCTPOACTB U WNHbI

BriBepuTe 00LeKT ANA DAOKMPOBKM

Knacc ycrpoiicre, koTopeid Gyaet 2abnokmposaq

Knaccwl

USB-ycrpolictea Windows CE
MpwHTeps! (PMP)

MpwuHTeps (DOT4)
MpwuHTeps (DOT4 PRINT)
DVD w CD-ROM awckoeoabl

[wvckoBsle ycTpoAcTEa

PucyHok 75. Bbi6op k1accoB ycTpoucTB

PyKOBOACTBO aZMUHWCTpaToOpa
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YcTpoicTBa U INUHbIE JaHHble

i | E Mpu akTMBaLMM B1OKMPOBKM Y>Ke MOAKIHOYEHHOTO YCTPOICTBa TpebyeTcs IGO0 MOAKIHOUNTL
YCTPOICTBO 3aHOBO, NGO Mepesarpy3ntb KommbtoTep. bioknpoBka paboTaeT TONLKO ANs
YCTPOWCTB, NOAKIIOUEHHBIX MOCAE aKTUBALMN DYHKLIN.

Mpu 610knpoBke WrHbI USB knaBraTypa 1 Mbillb BHOCATCA B UCKIHOYEHMS.

MonyueHue yBegomneHni

Bbl MOXeTe HacTPOUTL BbIBOZ YBEAOMAEHUI O BNOKMPOBKE YCTPONCTB Ha 3KPaH 1 OTMpaBKy
3TUX YBEAOMAEHWNIN Ha SNEKTPOHHYIO MOYTY.

12.2.2. PaspeLueHHble yCTPOMUCTBA

Yr1o6bI NepeiiTu B okHO Pa3pelueHHble YCTPOMCTBa

1. OTkpoiite MeHio DrWeb % 1 Boi6epuTe nyHkT LieHTp 6e3onacHocTy.

2. B OTKpbIBLLEMCA OKHE HaXXMUTe MINTKY YCTPOACTBa U /INUHbIE JaHHble.
3. B OTKpbIBLLEMCS OKHE HaXXMuUTe NanTKy YcTpoiicTBa.

4. B rpynne HacTpoek Pa3pelueHHble YCTPOMUCTBA HaXXMUTE CCblKy M3MeHUTD.

OkHO Pa3pelueHHble YCTPOUCTBa COAEPXUT MHOpPMaLuto 060 Bcex yCTPOMCTBaX,
A06aBNEHHbIX B CMUCOK pa3peLLeHHbIx. OTa MHGopMaLms npeactasaeHa B Tabanye:

% LenTp 6esonacHocTn > YeTpoicTea M IMUHBIE A3HHbIE > YeTpoiicTea > PaspeluenHsle yeTpoiicTea - O X

€ YcrpolicTBa & O 4

Pa3spelleHHble yCTPOWUCTBa

YcTaHoeWTE npaenna gocryna Ana yCI'pCIﬁCI'EI. ,D,J'Iﬂ HEKOTOPLIX TMNOE yCI'pOﬁCI’EI noonep*eatoTCcA MHAWMEWAYanEHbBIE
HECI'pOﬁKP‘I ANA Kaxmoro NoAe20EaTenNA.

®

H YerpoicTea

o VBOX HARDDISK

A
[BH Haxmure, 4Tobel 33npetuTe MSMEHEHNA @

PucyHok 76. PaspelueHHble ycTpoucTBa

PyKOBOACTBO aZMUHWCTpaToOpa
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YcTpoicTBa U INUHbIE JaHHble

Ana paboTbl ¢ 06bekTamum B TabaunLe 4OCTYMHbI Cieaytolme SNeMeHTbl YIpaBaeHUA:

e KHonka @ — pobaBneHne Habopa NpaBu ANs YCTPOMNCTBA;

e KHonMka @ — pejakTnpoBaHue Habopa npaBua A8 YCTPOMCTBa;

e KHonka — yfaneHne Habopa nNpaBua Ans YCTPOMCTBA.

Bbl MOXeTe NpocMoTpeTb NoapobHyr nHdopmaymo ob yctporictse, L06aBNEHHOM B CMMCOK
pa3peLueHHbIX. [1a 3Toro Boibepute HEOOXOAMMYHO CTPOKY U HaXXMUTe @

B cton6ue ¥ (Tun npaBuna) oTo6pakaeTcs ABa TMNa NpaBwa:

e @ — 3agaHo npasuio Paspelwsatb Bce.

° — 3aj4aHo npasnno TonbKo uteHue.

Y106bI AOGaBMTb YCTPOFICTBO B CMUACOK pa3pelleHHbIX

1. Y6eantech, UtTo YCTPOWCTBO NMOAK/IHOUEHO K KOMMbIOTEPY.

2. Haxxmute kHoMKy @ B OTKpbIBLLEMCS OKHE HaXXmuTe KHOoMKy O630p 1 BbibepuTe HYXXHOE
YCTPONCTBO. Bocnonb3yntech GuabTPoOM, UTobbl B TabanLe oTobpasmamnch ToNbKO
NOAKIHOUEHHbIE UAN TONbKO OTK/IOUEHHbIE YCTpolicTBa. Haxxmute kHonky OK.

% Llentp BesonacHocTn > YeTpoicTsa W MYHBIE AaHHbIE > YeTpoiicTea > PaspewenHsie yeTpolicTea - O X

[lo6aBuTb ycTpOWCTBO

DUNLTP YCTPOWCTE

MoakArYeHHEIE YCTRORCTES w

Yerpoidctea CocToAHKe

v Print queues

Root Print Queue BraroueHo
Microsoft ¥XPS Document Writer BinroueHo [
Fax BraroueHo
Microsoft Print to PDF BraroueHo

Y7100k HACTRPOMTE NMPaEWAa ANA HECKOALKKX YCTROMCTE Cpazy, 2agaiTe Macky ANA MAEHTMOWKATOPOE 3TWX
YCTPOWCTE € MOMOLLBK) CMMEOAa *. Bel Takoke mMoxeTe BeIBpaTs OAHO W3 YCTPONCTE M MCMONL20BaTE €10
WAEHTUOWKATOR ANA CO3LAHWMA MAcKW.

°

F
_|EDK'NW'ITE\. HTOOET 3aNpETATE M3MERERTH

PucyHok 77. lo6aBsieHMe yCTPOUCTBa B CMUCOK pPa3peLleHHbIX
3. [ns yctponcts ¢ GpansioBOl CUCTEMON Bbl MOXETE HaCTPOUTb NpaBuaa Joctyna. s 3Toro
B cton6ue MpaBuno BoibepunTe OANH 13 pexxumoB: Paspelwatb Bce 1y TONbKO UTeHue.
Uto6bl ,O06aBUTL HOBOE MPABUIO A5l KOHKPETHOMO NONb30BaTENS, HAXMUTE @ YTo6bI
yAANNTb NPABUAO, HAXMUTE .

PyKOBOACTBO aZMUHWCTpaToOpa

129



Ty
),
A

A
<

YcTpoiicTBa M IMUHbIE AaHHbIe

% LlenTp GesonacHocTn > YCTpoicTea W IMUHBIE AaHHbIE > YCTpoiicTEa > PaspeluenHsle ycTpoiicTea

[ob6aBuTb yCTPOMCTBO

BuibpaHHoe yCTRoWCTED

VBOX HARDDISK
Monszo0BaTenE Mpaewnno
Bce Pazpewats Bce v
Pazpewats Bce
Toneko uTeHwWe
‘ OK ‘ | OTMEHHTE

n" ¥

TRMATE, STODE SaNPETATE M3MEREHAH

PucyHok 78. Bbi6op npaBuna Ans KOHKPETHOro Nnosib3oBaTens

4. YTo6bl COXpaHUTb M3MeHeHMs, HaxxMmuTe OK. YTo6bl BbINTU 13 OKHa, He COXpaHAA
M3MeHEeHWI, HaxkmunTe OTMeHUTb. Bbl BepHeTech K CMUCKY pa3peLLeHHbIX YCTPOMCTB.

PyKOBOACTBO aZMUHWCTpaToOpa
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13. UHCTpyMeEHTbI

B 3TOM OkHe nNpeaocTaBAfeTCs A4OCTYN K AOMONHUTENbHBIM UHCTPYMEHTaM yrnpaBaeHums
npogayktom Dr.Web.
Yr1o6bI Nnepentn B rpynny Hactpoek MHcTpymeHTbI

1. OTkpoiite MeHio Dr\Web % 1 Bbi6epute nyHkT LieHTp 6e3onacHocTy.

2. B oTkpbiBLIEMCA OKHE HaXMuUTe NANTKy UHCTpYMeHTbI.

W Lentp 6esonacrocTn > WHcTpymenTsl

€ LleHTp GezonacHocTH & O 0

A VHCcTpyMeHTh

% MeHeaep kKapaHTUHa AHTUBMpPYCHas ceTb

MpocMoTp K YyNpaEneHe oBHaPYREeHHbIMK _:l Ynpaenenwe npogykramu DrWeb Ha
YTPOZamMM APYTUX KOMMEKITEPAX CETH

MeHeaxep nuueHzun

VHdopmauwa o TeKyLLER AMLEHZMM,
MPOANEHME MK MOKYMKA HOBOR AMLEH3ZMM

30

A
[ Haxmure, ytefsl 2anperuTs MIMEHEHNA @

PucyHok 79. OkHo HCTpYMEHTbI
Ana nepexosa K HEOHXOAMMOMY NHCTPYMEHTY HaXXMUTE COOTBETCTBYHOLLYHO MANTKY.
B 3Tom pasaene:

e MeHezxep KapaHTUHa — CMUCOK N30MPOBAHHbIX GaliioB N BO3IMOXHOCTb UX
BOCCTaHOBJ/IEHUA.

o AHTMBMPYCHasA CeTb — YAANEHHbIN JoCTyn K npoaykTam Dr.Web, yctaHoBAeHHbIX Ha Apyrux
KOMMbtOTEPAX BHYTPU BalLen ceTu.

e MeHezaXep NNLLEeH3NN — I/IHq)OpMaLI,VIFl O IMUEH3NN, NoaydeHne HOBOW NUEH3NN.

PyKOBOACTBO aZMUHWCTpaToOpa
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13.1. MeHep)xep KapaHTUHa

WNHcTpymeHTbI

MeHezxep KapaHTMHa — MHCTPYMEHT, MO3BOAAIOLLMIA YNPaBASATb N30JUPOBAHHBIMY
davinamu. B kapaHTMHe cogep>kaTtca daiibl, B KOTOPbIX Oblan 06Hapy>XeHbl BpeAOHOCHbIEe
061bekTbl. Takke B KapaHTUH NOMELLAIOTCSA pe3epBHble Konuu ¢pannos, 06paboTaHHbIX
Dr.Web. MeHepxep kapaHTUHa NpefOCTaBAAET BO3MOXHOCTb YAaNeHUs, MepenpoBepkn 1

BOCCTAHOBJ/IEHWSA M30ANPOBaHHbIX GanoB.

Yro6b1 Nepentn B okHO MeHemKep KapaHTUHA

1. Otkpoiite MeHto Dr.Web ® 1 sri6epute nyHkT LieHTp 6e30nacHocTy.

2. B oTkpbIBLIEMCS OKHE HaxxmMuTte nantky MHCTpymeHTbl.

3. Haxmute nantky MeHegkep KapaHTUHa.

F LenTp BezonacHocTn > VIHCTpyMeHTl > MeHegep KapaHTUHE

€ VIHCTpYMEHTBI

4 MeHeaxep KapaHTUHa

WMHdopmauns o M20nMpoBaHHeIX Galinax M BOCCTAHOBABHWE PEe2epREHEIX KOMWA,

©

ObbekTsl Yrpoza Nata poBaeneHMA

- | NMyts

|:| cloudcar[1].exe CLOUD:AMTSO.Test Mirus 372472023 8:56 AM

A
[BH Haxmure, 4Tobel 33npetuTe MSMEHEHNA

CA\Users\user\AppDataiLoc...

PucyHok 80. O6beKTbl B KapaHTUHe

B ueHTpanbHOM YacT okHa oTobpaskaeTca Tabavua ¢ nHGopmaLmen o COCTOAHUM

KapaHTUHa, BKAKOYaoWana chegyrome nona:

e O6beKTbl — CMUCOK MMEH O6'beKTOB, HaXo4ALWMXCA B KAPAHTUHE,

e ¥rposa — kiaccudukaums BpejOHOCHOW nporpammsl, onpegensemas DrWeb npu

aBTOMaTn4eCKOM nepemMeLLeHnmn obbekTa B KapaHTUH,;

e [laTa pobaBneHns — AaTa, KOraa o6bEKT Obll NepeMeLLEH B KapaHTUH;

e MyTb — NO/HBIN NYTb, MO KOTOPOMY HaXOAWUNCA O6BEKT A0 NepeMeLLEeHNs B KAPaHTUH.

PyKOBOACTBO aZMUHWCTpaToOpa
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I B okHe MeHep,>Kepa KapaHT/Ha cba|7u1b| MOTYT BUAETb TONIbKO T€ NO/Nb30BaTe/In, KOTOPbIEe
MMEKT K HAM AO0CTyT. YT06bI OTO6paBVITb CKpbITble 06BbEKTHI, HeO6XOAI/IMO MMEeTb MNpaBa
agMNHUCTpaTopa.

Pe3epBHb|e Konunn, nepeMelleHHble B KapaHTUH, MO YMOJIYaHUKO He 0T06pa>|<a+0Tc;| B

Ta6J'IMLI,e. YT0b6bI BNAETb UX B CMNCKE O6'beKTOB, Ha>XMuTte KHOI'IKy@ 1 B BbllMadakoLiem
cnuncke Bbl6epI/ITe MYHKT MokasbiBaTh pe3epBHblIe KONMUA.

Paborta c o6bekTamn B KapaHTUHE

B pexxume aamMuHucTpaTopa A KaXkA0oro o6bekTa AOCTYMHbI CleaytoLye KHOMKN
ynpaBaeHus:

e KHorka @ (BocctaHOBUTb) — NepeMecTUTb OANH NN HECKOJIbKO BbIBpaHHbIX 06BbeKTOB B
HY>KHYHO Mnarky.

i‘f Ncnonb3yiite gaHHyto QYHKLMIO TOIbKO B TOM C/yyae, eCau Bbl yBepPeHbl, YTO 00bekT
6e3onaceH.

e KHOMkKa @ (MepenpoBepunTb) — MNOBTOPHO NPOBEPUTL OOBEKT, NepeMeLLeHHbIN B
KapaHTUH.

e KHOMka (Yaanutb) — yaanvTb OANH NN HECKONbKO BbiIOpPaHHbIX 06BEKTOB 13
KapaHTUHa U N3 CUCTEMBI.

DTV AeNCTBMA AOCTYMHbI Tak)Ke B KOHTEKCTHOM MEHIO MPU HaXkaTumM NPaBOM KHOMKOMW MbiLUIN
Ha OAWMH UM HECKOIbKO BbIGpaHHbIX 06 BbEKTOB.

Yto6bl yaanuTb cpa3y Bce 06BbEKTbI U3 KapaHTMHA, HaXXKMUTE KHOMKY @ " B BblMagatowem
cnucke BbibepuTe NyHKT YAanuTb Bce.

AononHntenbHoO

[na HaCTPOWKM ONUMIA XpaHEHMA N aBTOMATUYECKOrO yAaneHns 3anncen B KapaHTUHe
nepenanTe B HacTpokn MeHezxepa KapaHTUHa.

13.2. AHTUBMpPYCHaA ceTb

JTOT MHCTPYMEHT MO3BOJIAET yNpaBaaTb nporpammamu AHTuemnpyc Dr.Web ana Windows,
AHtneupyc DrWeb ans cepsepoB Windows 1 Dr.Web Security Space B pamkax ogHOM Bepcum
NpoAyKTa Ha APYrnx KOMMbOTepax B npesesnax OAHOM J0KaAbHON CeTw.

PyKOBOACTBO aZMUHWCTpaToOpa
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YT06b1 NEpeTM B OKHO AHTMBMpPYCHaA ceTb
1. Otkpoiite MeHto DrWeb ®# 1 Bbi6epute nyHkT LieHTp 6e30nacHocTy.
2. B oTkpbiBLIEMCA OKHE HaXMuUTe NANTKY UHCTpYMeHTbI.
3. Haxmute nantky AHTUBUPYCHaA CeTb.
W LlenTp BezonacHocn > VIHCTpymMeHTEl > AHTUBNPYCHAA CETE - O X
€ NHCTpYMEHTbI & O 4

Ch AHTUBUMpYCHas ceTb
B TEﬁJ'IHLLE‘ nepedrucnedbl 4OCTYNHBIE YAaneHHBIE KOMNBHOTEDDLI, Ha KOTOPbLIX YCTaHOBNEH DrWeb. Bul moxeTe MNpPoCMaTpUMEaTh

WHbopmaumko o DriWeb Ha BpIBpaHHOM KOMMBKITEPE, NOAKNKIUMTECA K HEMY WM YNPAEAATE HACTPOAKAMKM NPOLYKTA,
BKIOYATE M OTKAKYATh KOMMOHEeHTBI 2aLLUMTLI.

GD  Dpeskrop-rP75CL9 IP-agpec: 10.0.2.15 v

PucyHok 81. KomnbloTepbl aHTUBMPYCHOM ceTu

KomMnbtoTepbl B 1OKaibHOM ceT oTobpa>katoTca B CMUCKE TO/bKO B TOM C/lyYae, ecau B
YCTaHOBNEHHOM Ha Hux npoaykte Dr.Web pa3pelueHo yaaneHHoe ynpasaeHue. Bol moxeTe
pa3pewmnTb noakatoyeHme k DrWeb Ha Bawwem KkoMnbroTepe B OKHEe HaCTpoeK AHTUBNPYCHOWN
ceTu.

Ecnm HeobxoaMMbIN KOMMNbIOTEP He OTOHpaxkaeTca B ceTn, NnonpobyinTte 406aBUTb €ro

BPYYHYH0. [Inf 3TOro HaXXmMuTe KHOMKY @ n BeeauTe IP-agpec B dopmate IPv4 naum IPv6.

ilj Ecam Ha CTaHUMWN OTKNHOYEH KaKoM-1Mbo 13 KOMMOHEHTOB, NOABASETCS MHAVKaUMA B BUAE
BOCKNMLATE/IbHOTO 3HaKa.

PyKOBOACTBO aZMUHWCTpaToOpa
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MapameTpbl pa6oTbl AHTUBUPYCHOW CeTU

B xoze paboTbl aHTMBMPYCHON ceTn ncnonb3ytotcs multicast 1 UDP-3anpocel co
cneayoLVMn napaMeTpamu:

MapameTpbl ana multicast:

e |P-agpec: 239.194.75.48 nnwn ff08::28 ans IPv4 n IPv6 cooTBETCTBEHHO
e [lopT: 55566

e VIHTepsan onpoca: 2000 mc
Mapametpsl ana UDP-3anpoca:

e [lopT: 55566

e VIHTepsan onpoca: 2000 mc

UT06b1 NOAKNIOUNTLCA K YAAA/IEGHHOMY aHTUBUPYCY

1. BbibepuTe HY>HbI KOMMNbIOTEP M3 CNUCKa. B packpbiBLUuelics cTpoke oTobpa3mTcs
noapobHas nHopmMaumsa o cTaTyce KOMMOHEHTOB Ha CTaHLMM U O NOC/eAHEM
OBHOBAEHUWN.

2. Haxxmute kHonky MogkntounTtbes.

3. BBeguTe KOA, 3alaHHbIV B HAaCTPOMKaXxX yAaleHHOro aHTuBMpyca. B obnactv ysegomaeH W
Windows Ballero komnbtoTepa NOABUTCA 3HAUOK YAANEHHOTO aHTMBMPYCa W, a Takoke
6yzeT NokaszaHO yBejOMIeHMe 06 YCnewHOM NOAKIHUYEHUN.

il": Bbl MOXETE YCTaHOBUTb TO/IbKO OZHO COEAMHEHME C yaaneHHbIM npogyktom Dr.Web. Mpwn
Ha/IMUMM YCTaHOBJIEHHOTO COeAMHEHUs KHOTKa MoAKAoUMTbCA HeZOCTyMHa.

Bbl MOXeTe npocMaTpuBaTh CTaTUCTUKY, BKIKOYATb M OTK/IHOYaTb MOAY/IN, @ Takke U3MEHATb NX
napametpbl. AHTUBMpPYCHaA ceTb, KapaHTuH, CkaHep v 3awmTa OT NoTepu AaHHbIX
HeZOCTYMHbI.

Takke BaM focCTyneH nyHKT OTcoeanHUTBLCA, Npu BbiIbOpe KOTOPOro 3aBepLuaeTca
YyCTaHOBJIEHHOE COeAVMHEHWE C YAaNeHHbIM aHTUBUPYCOM.

13.3. MeHepyKep nnLeH3ni

STOT UHCTPYMEHT MO3BOIAET MPOCMOTPETb MHPOPMaLmMto 060 Bcex anLieHsnax DrWeb,
XPaHALWMXCA Ha BalleM KOMMbIOTEpPE, a Takoke N3MEHUTb TEeKYLLYHO NNLEH3UIO, MPOANUTL ee
NN KYNWUTb HOBYIO W aKTUBMPOBATb ANA NCMONb30BaHMUA.

PyKOBOACTBO aZMUHWCTpaToOpa

135



A7

-
¢

g
),
A

WNHcTpymeHTbI

UTo6bI Nnepenitn B okHo MeHepkep nuueH3uii us LieHTpa 6e3onacHocTn

1. Otkpoiite MeHto DrWeb ®# 1 Bbi6epute nyHkT LieHTp 6e30nacHocTy.
2. B oTkpbiBLIEMCA OKHE HaXMuUTe NANTKY UHCTpYMeHTbI.

3. Haxxmute nantky MeHegpKkep NULLEH3NMNA.

UT06b1 NepeiiTn B okHOo MeHemkep nuueH3nit 3 MeHro nporpammbi

1. OTKpoiiTe MeHo DrWeb .

2. Bbibepute nyHKT JINL,eH3UA.

W Lentp Bezonacroctn > Vncrpymentsl > Menegkep anueHsni - O X

€ VNHCTpYMEHTbI & O 0
Q MeHeaxep AULEH3UA

TEKyu.I.EIH JWUEH2NA

MpoaykT: Autvenpyc Dr.Web ana cepeepoe Windows
CepuiiHbIA Homep:  9E54-YSSB-**#*. =%
Ocranoce: 306 gHen

AKTMBMPOBEITb MAW KYyNUTeE HOBYH AUUEH3WMHD

[nA 2aumTsl KOMNBHITERE HYXHO I'IpHCIﬁpECI’H W aKTUEWPOBATE AULIEHZWHD, KyI'IHTE HOBYHY WAW NpOoAnNTE CEOKD Ha caiiTe no
KHOMKE Hi#e, Take Bl MOXETE AKTHMEWPOEBATE e KYNAeHHYH AMLEHIWMHD.

NuuensmonHoe cornalenme CF ®

PucyHok 82. MeHepxep nnueH3un

UT06bI NOCMOTPETH MOAPOOHYIO MHOOPMALMIO O TEKYLLEW NLIEH3UN, HAXKMUTE
kHonky Moapo6Hee.

UTo6bI NpocMoOTpeTb MHGOPMALLMIO O /INLLEH3UN, KOTOPasA Ha AAaHHbIA MOMEHT He
ABNAETCA TeKylen

1. HaxmuTe kHonky MogpobHee. OTkpoeTcs OkHO CBEAEHWI O MNLEH3UN.

2. B BbiMagatolem cnncke BbibepuTe NOAXOAALLYHO TULEH3MIO.

Ecam gelicTBMe ANLEH3UN pacnpoOCTPaHAeTCA Ha HECKObKO MPOAYKTOB, CMUCOK NPOAYKTOB
AOCTyrNeH B packpblBatoLLeMcs crincke no ccbinke Ewe.

PyKOBOACTBO aZMUHWCTpaToOpa
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| Ecnv akTMBMpoBaHO HECKOBbKO AEMCTBYHOLLMX JIULEH3UA OAHOBPEMEHHO, CPOK AEUCTBUA

A; KaXkzon nnueH3mm byaeT nctekaTb. YTo6bl 3TOr0 He NPOM3OLLNO, MPY aKTUBALMK HOBOW
JNINLEH3UN YKaXWUTE CepUiHble HOMepa NpeAblAyLLMX aKTUBUPOBAHHbIX AULEH3WA. Torga
CPOKWN AEVCTBUA JINLEH3NA CyMMUPYHOTCS.

UT06b1 yAANUTD NLLEH3UIO

1. Y6eautech, uto Dr.Web paboTaeT B pexume agMuHMUCTPaTOPa (3aMOK B HUXKHEN YacTu
| [l
nporpaMmbl «OTKPbIT» 'L). B NpoTMBHOM Cnyyae HaXXmuTe Ha 3aMOK .

2. Haxxmute kHonky Moapo6Hee. OTkpoeTcs okHO CBEAEHUI O INLEH3UN.

3. Bb|6ep|/|Te M3 BblNajatowero Crnmcka AnMueH3nto, KOTOPYHO Bbl XOTUTE YAaNUTb, N HAXKMUTE

KHOMKY . O6paTI/1Te BHUMaHWME, YTO NOC/IEeAHHOHO AeVICTByI-OLLI,y}-O JINLUEH3NKO YAaNNTb
Henb3qa.

Y106bI HA3HAUUTDL TeKywyro JInyeH3unro

1. Y6eantech, uto Dr.Web pabotaeT B pexxume agMuHncTpaTopa (3aMmok B HUXKHEW YacTu
nporpaMmbl «OTKPbIT» 'h) B NpoTMBHOM C/lydae HaXXMuUTe Ha 3aMOK

2. Haxxmute kHonky MoapobHee. OTkpoeTcs okHO CBeAEHMI O ANLEH3NN.

3. BbibepuTe 13 BbiNajatoWwero cnmcka JMLEH3nto, KOTOPYHO Bbl XOTUTE Ha3HaUNTb TEKYLLEN, U
Ha>XMWUTe KHOMKY

Mpwn HaxaTnn kHonkv Kynutb nporpamma oTKpoeT CTpaHuLy Ha caTe KomnaHuu «Jloktop
Beb6», rae Bbl MOXeTe KynuTb WAV NPOAAUTL JINLLEH3UIO.

e Ecnny Bac HeT akTMBMPOBAHHOW ANLLEH3UK, MPOrpaMMa OTKPOEeT CTPaHMLYy NOKYMKM
nueHsnn. Chegynte MHCTPYKLMAM Ha canTe, YTobbl NprMobpecTt HOBYO NLIEH3NIO U
aKTMBMpPOBAaTb €e.

e Ecnn y Bac y>ke ecTb akTMBUPOBAHHAasA JIMLIEH3MA, MPOrpaMMa OTKPOET CTPaHuULy NpoaneHms
JNLEH3UN, Ha KOTOpYLo ByayT nepeAaHbl NapameTpbl MCNOAb3yeMon nnueHsnmn. Cnegynte
WHCTPYKUMAM Ha caliTe, UTobbl MPUOBPECTU 1 aKTUBUPOBATb NPOAJIEHNE AeACTBUA
nnuensun. NoapobHee o Npog/ieHnn cM. B pasgene [1posneHne IMLIEH3NN.

I_lpl/l Ha>aTlnn KHOMKW AKTI/IBVIpOBaTb OTKPOETCA OKHO, B KOTOPOM Bbl MOXXeETE aKTMBMNPOBAaTb
HOBYHO JUUEH3WIO.

AononHurenbHo

Ccbinka /luLieH3noHHoe cornatenvie & oTKpbIBaeT TeKCT COralleHns Ha caiTe KOMMNaHuw
«[lokTop Beb».

PyKOBOACTBO aZMUHWCTpaToOpa
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14. UcknroueHuns

B saHHOW rpynne HacTpoek Bbl MOXETE HaCTPOUTb MCKIHOUYEHWNS N3 MPOBEPOK KOMMOHEHTaMK
SpIDer Guard n CkaHep.

UYT06b1 NepeiiTn B rpynny HacTpoek UckiroueHuns

1. OTkpoiite MeHio Dr\Web % 1 Bbi6epute nyHkT LieHTp 6e3onacHocTy.

2. B oTkpbiBLIEMCA OKHE HaXMuTe NanTky UcknroueHums.

W Lentp 6esonacrocTn > Mcknronerus

€ LleHTp GezonacHoCTH

B2 Uckntouerus

darnbl U NanKu

WcknroueHne yrkazaHHeIx dalinoe v nanok
Mz MPOEERKK

e o 0

Mpwnoxxenwna

WcknraueHne ykazaHHbIX NpUMAOKEeHKMi
W2 MPOEEPKK

\

—
(=)

[B Haxmure, 4ToBel 33anpeTuTe M3MEHEHNA

PucyHok 83. OkHo UcknroueHus

Yro6bI NepeiTu K NapameTpam UCK/IFOUEHUM

1. Y6eanutech, uto Dr.Web paboTaeT B pexume agMuHNUCTPaTOPa (3aMOK B HUXKHEN YacTu
(il il
NpOrpaMMbl «OTKPbIT» ). B npoTnBHOM Caydae HaxXMuUTe Ha 3aMOK .

2. HaxXmuTe nauTKy COOTBETCTBYHOLLEro pasjena.
B 3TOM pasgene:

e Daiinibl 1 Nankn — NUCKAOYEHWe onpeaeneHHbIX GaioB 1 Manok U3 NPoBepKu
komnoHeHTamu SplDer Guard n CkaHep.

e [IpnioxeHa — UCKIYEHME onpejeneHHbIX MPOLLeCCOB U3 NPOBEPKN KOMMNOHEHTaMM
SpIDer Guard.

PyKOBOACTBO aZMUHWCTpaToOpa
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14.1. ®anvnbl U Nnanku

UcknroueHnsa

Bbl MOXeTe 3agaTb cnncok GanioB 1 Nanok, KOToOpble NCKNHOYAOTCA U3 aHTUBUPYCHOM
npoBepKn cuctembl kKomnoHeHTamu SplDer Guard 1 CkaHep. B Takom KkayectBe moryT
BbICTyNaTb Nanku kKapaHTMHa aHTUBMpPYCa, paboune nankv HEKOTOPbIX MPOrpamMm,
BpeMeHHble dpannbl (Garinbl NogKaukm) 1 T. n. Bbl Takoke MOXeTe UCKNHOUMTL U3 MPOBEPKM

dalinbl, HaxoAALWMeECH BHYTPU apXMBOB.

UT06bI HACTPOUTDL CMUCOK UCKIFOUYaeMbIX ¢paiIoB M Nanok

1. Otkpoiite MeHto Dr.Web ® 1 sri6epute nyHkT LieHTp 6e30nacHocTy.
2. B oTkpbIBLIEMCS OKHe HaxmuTe nanTky MckaroueHus.

3. Haxmute nantky ®daiibl n nankm.

W LenTp BezonacHocTn > Wekntouerna > Daiins u nanku - O X
€ VcknoueHus {§} @ Q
B3 daiinel n nankn
Bl MoXeTe naikounTe onpegeneHHble daias v Nanky 12 NPOBePKM KOMMNOHEHTaMM 3aLLMThl.
OBsekT SplDer Guard CraHep
Crnuncok nycT
[BH Haxmure, 4Tobel 33npetuTe MSMEHEHNA ®

PucyHok 84. Cnucok uckitouaembix ¢paiioB n nanok

Mo ymonuaHuto cnncok nyct. lobaBbTe K MCKAOUEHMAM KOHKPETHbIE Mankn U Ganabl v
MCNONb3YyNTe Macku, YTOObI 3anNpeTUTb NPOBEPKY onpeseneHHON rpynnbl Ganno. Kaxabin
AobaBnseMbll 06 BEKT MOXHO UCKNHOUUTDL U3 MPOBEPKM Kak 060MX KOMMOHEHTOB, TakK U

Ka>X0ro B OTAEe/IbHOCTW.

PyKOBOACTBO aZMUHWCTpaToOpa
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UTo6bI f06aBUTL Paiiibl N NanNK1 B CNUCOK UCKJTFOUEHUI

UTtobbl f06aBUTL NanNKy WK Gana K CNUCKY UCKAFOUEHWI, BBINOJIHUTE OAHO U3 CAeAYHLWNX
AEeNCTBUN:

e UTOObI YKa3aTb KOHKPETHbIW CyLLECTBYHOLMI dalrin nan nanky, HaxKMUTe KHOMKy @ B
OTKPbIBLUEMCS OKHE HaXXMuTe KHorky O63op, Utobbl BbIbpaTh Nanky nan eai. Bol
MOXeTe BPYYHYIO BBECTM MOHbIA NyTb K Ganiny nan nanke B Noje BBOAA, a Takxe
oTpeAakTMpoBaTh 3aNncb B Mose BBOAA Nepes AobasneHneM ee B cnvcok. Hanpumep:

s C:\folder\file.txt — Ucknto4yaeT U3 NpoBepkn dann file.txt B nanke C:
\folder.

s C:\folder — MCKIKOYaAET U3 NPOBEPKN BCe NoAnanku n Ganabl B nanke C:
\folder.

e UTOObI NCKNHOUNTL M3 MPOBEPKN Palin C onpeseneHHbIM UMeHeM, BBeanTe nma dainna,
BK/IHOYan paclumpeHme, B Moae BBOAA. YKa3blBaTb NyTb K dariny npu 3ToM He TpebyeTcs.
Hanpumep:

o file.txt — MCKIOYaeT U3 NpoBepku Bce Gainibl C MMeHeM file M paclIMpPeHneM
. txt BO BCex Mmarkax.

o file — MCKIKOYAET N3 NPOBepPKM BCe danibl C MMeHeM file 6e3 paclumpeHns BoO
BCEX Marnkax.

® UTOObI UCKNHOUNTDL M3 MPOBEPKN Galabl AW Nanku onpeseneHHoro B1uAa, BBeanTe
OnpesensoLLyto UX Macky B MoJie BBOAA.

Macka 3aja€eT O6LLI,yI-O YaCTb UMEHN O6'beKTa, npwn 3TOM:

5 CUMBOJ «*» 3aMeHseT 0By, BO3MOXHO MYCTYHo, MOCAeA0BaTeNbHOCTb
CUMBOJIOB;

8 CUMBOA «?» 3aMeHsAeT N1t060N, HO TOIbKO OAWUH CUMBOJ;
Mpumepsi:
s orueT*.doc — Macka, 3ajatoLLas Bce fokyMmeHTbl Microsoft Word, Ha3BaHue

KOTOPbIX HAUMHaAETCA C NOACTPOKN «OTHET», HAaNnpumep, CI)aI7IJ'IbI oTyeT—
berpasb.doc, oruerl21209.doc UT. 4,

o * . exe — Macka, 3ajarowas Bce ncnosHaemble Gannbl ¢ pacwmpeHvem EXE,
Hanpumep, setup.exe, iTunes.exe NT. 4.,

5 photo???209.jpg — Macka, 3ajaroLias Bce Gpalinbl n3obpaxeHmnin popmaTta
JPG, Ha3BaHMe KOTOPbIX HaUMHAETCA C NOACTPOKM «photo» 1 3akaHuUMBaeTCA
noactpokor «09», Npn 3TOM Mexay AByMs 3TUMU NOACTPOKAaMU B Ha3BaHUU
danna CToUT POBHO YeTblipe MPOU3BOJIbHBIX CMMBOJIA, HanpuMep,
photol21209. jpg, photomamal09. jpg Win photo----09. jpg.

o file* — WUCKIKOYAET U3 NPOBEPKM BCe Palibl C NHOOBIMUN pacLUMPEHUAMU, UMS
KOTOPbIX HaUMHaeTcs ¢ file, BO BCeX Mankax.

o file.* — WUCKIIOYAET U3 NPOBEPKM BCe Palbl C UMeHeM file 1 NtO6bIM
paclwmpeHem BO BCex namnkax.

PyKOBOACTBO aZMUHWCTpaToOpa
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o

C:\folder\** — nckitouaeT U3 NPOBEPKM BCe NoANanku n dannbl B nanke C:
\folder. B nognankax ¢anabl 6yayT npoBepATbCA.

o

C:\folder\* — nckitoyaeT n3 nposepku Bce Ganabl B nanke C:\folder n
BCeX noAnankax Ha 1to6oM ypOoBHe BNOXEHHOCTW.

o

C:\folder\*.txt — ncknovaet N3 nposepkn danbl * . txt B nanke C:
\folder. B nognankax ¢annbl *.txt 6yayT npoBepaTbCA.

o

C:\folder\*\*.txt — UCKIOYAET N3 NPOBEPKM Palbl * . txt TONbKO B
noAanankax NepBOro ypoBHSA BJOXEHHOCTN nanku C:\folder.

o

C:\folder\**\*. txt — UCKIOYaET N3 NpoBepPKM dannbl * . txt B noAnankax
nroboro ypoBHA BAOXEHHOCTU Nanku C: \folder. B camon nanke C:\folder
darinbl * . txt ByayT npoBepATLCA.

2. B okHe gobaBneHunsa darina nam nanku ykaxxmTe, Kakme KOMMOHEHTbl He AOJ/IKHbI
NPOBOANTb NPOBEPKY BblIOpaHHOIro obbekTa.

3. Haxmute kHonky OK. BeibpaHHbI dain nam nanka nosBUTCA B CMUCKE.

4. Tpw HeobxoanMOCTM NoBTopUTe Waru 1-3 ana fobasneHus apyrux Ganaos uav nanox.

PaboTta c o6beKkTamMu B cnucke

,ﬂ'flﬂ pa6OTbI c obbekTamu B Ta6n|/|u,e AOCTYMHbI CeAyroumne sNeMeHTbl yrpaB/eHNA:

e KHonka @ — nobasneHne 0b6bekTa B CMUCOK NCKIFOUYEHWIA.
e KHOMNkKa @— pesakTMpoBaHue BbiIbpaHHOro ob6bekTa B CNUCKe NCKTHOUEHU.

e KHonka —y,u,aneHme Bbl6paHHOFO ob6BbeKTa U3 CNUCKa NCKIHOUEHNA.

3TN AelCTBMA JOCTYMHbI Takke B KOHTEKCTHOM MEHHO NP HaXkaTUn NpaBoOM KHOMKOW MbILLN
Ha OAWMH UAN HECKONbKO BblOpaHHbIX 06 BbEKTOB.

e [Tpy HaXkaTUM KHOMKM @AOCTyI‘IHbI cneayrolme fencTeums:

o JKCMOPT — 3Ta OMNLMSA NO3BONASET COXPaHUTb CO3A4aHHbIN CMUCOK UCKIHOYEHUIA, UTOOBI
MCMO/Ib30BaTh Er0 Ha APYroM KOMMbOTEPE, Ha KOTOPOM ycTaHoBaeH Dr.Web.

o MMnopt — 3Ta onuus No3Bo/IfSeT NCMOJb30BaTh CMMCOK MCKIHOUEHWUI, CO34aHHbIM Ha
APYroM KoMmbtoTepe.

o OuncTUTb BCe — 3Ta onuuda No3BOAAET yaaaNnTb BCE 06beKTbl U3 CNUCKA UCKIHOYUYEHN.

14.2. NMpunoxxeHna

Bbl MO>XeTe 3ajaTb CMMCOK MPOrpamMm 1 NpoLLeccoB, aKTUBHOCTb KOTOPbIX UCKIOYaEeTCs U3
npoBepkn GparinoebiM MoHNUTOpoM SplDer Guard. Nckntouarotcs 3 npoBepku 06beKTbI,
N3MeHsAeMble B pe3ysbTate paboTbl AaHHbIX MPUAOKEHWNI.

Y106bI HaCTpPOUTb CNUCOK UCK/TKOYaeMbIX ﬂpMﬂO)I(EHVIFI

1. OTkpoiite MeHio DrWeb % 1 Bbi6epute nyHkT LieHTp 6e3onacHocTy.

PyKOBOACTBO aZMUHWCTpaToOpa
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2. B OTKpbIBLLEMCA OKHE Ha>XMUTE MJINTKY UcknroueHns.

3. Haxmute nautky Mpunoxxkenuns.

T Lentp Besonackoctn > Weknrouerun > Mpunoxenus - O X

< VicknroueHus {§} 6} Q
MpunoxeHns

Brl MoxeTe MCKNKUNTE ONPeAeneHHEIE MPOrPaMME! M MPOLECCHE M2 MPOBEPKM KOMMOHEHTEMK 2allMThl. BozmoxHo, 310
YEENMUYKUT CKOPOCTE NMPOEEPKM, HO Be20MacHoCTE KOMMEKITeRa MOXET BbITs NoA Yrpo3oi.

® ©

Ob6sekt SplDer Guard

Cnwcok nyct

A
HasxranTe, uTobel 33NPETUTE MIMEHEHNA @

PucyHok 85. Cnucok uckirouaembixX NpUIodKeHUn

Mo yMOAYaHUIO CNCOK NYCT.

UTo6bI 406aBUTL NPUNOIKEHUSA B UCK/THOUEHUSA

1. YT06bI O6ABMTL NPOrpPamMMy UM NPOLLECC K CMIUCKY NCKTHOUEHUI, HaXkMUTe @
BbimosHNTE OAHO M3 CaeayroLMX AeNCTBUN:

e B OTKPbIBLUEMCA OKHE HaXXMuTe KHomnKy O630p, UTobbl BbIOpaTh NpuioxeHue. Bbl
MOXeTe BPYUHYO BBECTM MOJHbIA NYTb K MPUAOXEHMIO B NoJie BBOAA. Hanpumep:

C:\Program Files\folder\example.exe

e 4TO6bI NCKNKOUMTL MPUIOXKEHWE N3 MPOBEPKYM, BBEANUTE €ro UMS B MOJIe BBOJAA.
YKa3blBaTb NMOJIHbIA MYTb K MPUNOXEHWUIO MPK 3TOM He TpebyeTca. Hanpumep:

example.exe

e YTOObI NCKNHOUNTL U3 MPOBEPKN NMPUIOXKEHNSA ONpPeaesieHHOro Buaa, BBeanTe
OnpesenstoLLyto UX Macky B MoJjie BBOJA.

Macka 3azaeT 0bLLyr YacTb UMEHW 06BbEKTa, MPY 3TOM:

5 CMMBOJI «*» 3aMeHsEeT N6y, BO3MOXHO MYCTYHO, MOCN€A0BaATEIbHOCTb
CUMBOJIOB;

8 CUMBOJ «?» 3aMeHAeT N1t060N, HO TONIbKO OAVUH CUMBOJI;

PyKOBOACTBO aZMUHWCTpaToOpa
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UcknroueHnsa

MpuMepsbl 3a4aHNA UCKIOYEHWNIA:

o C:\Program Files\folder\*.exe — UCKNOYaET N3 NPOBEPKN NMPUIOXKEHNSA
B nanke C:\Program Files\folder.B nognankax npuaoxeHunsa 6yayt
NnpoBepATbCA.

o C:\Program Files\*\*.exe — NUCKNOYAET U3 NPOBEPKN NMPUNOXKEHNSA
TO/IbKO B NOZNankax NepBoro ypoBHA BAOXEHHOCTN nanku C: \Program Files.

o C:\Program Files\**\*.exe — UCKNOYAET N3 NPOBEPKU NMPUIOXEHNA B
noanankax s1t0b6oro ypoBHA BNAOXEHHOCTM Nanku C: \Program Files.B camon
nanke C:\Program Files NpuUaoXeHusa 6yayT NpoBepATbCA.

o C:\Program Files\folder\exam*.exe — UCKIKOYAET N3 NPOBEPKM NtOObIE
npuaoxXeHuA, B nanke C: \Program Files\folder, Ha3BaHuA KOTOPbIX
HauMHaOTCA ¢ exam. B mognankax 3t npuaoxeHus 6yayT NpoBepsATLCA.

B example.exe — UCKIHOYAET U3 NPOBEPKN BCE MPUNOXKEHUA C UMEHEM example
N pacllnpeHmnemM . exe BO BCEX Mankax.

o example* — UCKIHOYAET U3 NPOBEPKN NPUNOXKEHUSA NHOOOro TUNa, UMeHa
KOTOPbIX HAYMHAKOTCA C example, BO BCEX Mankax.

o example.* — NUCKIHOYAET U3 NPOBEPKN BCE MPUNOXKEHUA C UMEHEM example U
No6bIM pacLIMpeHnem BO BCEX Marnkax.

e Bbl MOXeTe UCKNOUYNTb U3 NPOBEPKN MPUNOXKEHNE MO MMEHU NepeMeHHON, ecan B
HaCTPOMKax CUCTEMHbIX MepPeMeHHbIX 3aaHO UMA N 3HAYEHWE 3TON NepeMEHHOMN.
Hanpumep:

$EXAMPLE PATH%\example.exe — UCKIOYAET U3 MPOBEPKN NMPUIOXKEHNE NO
NMEHWN CUCTEMHOWN NepeMeHHON. VIMA CUCTEMHOW NepeMEHHOM 1 ee 3HaUYeHne
MO>HO 3a/laTb B HaCTPOMKax OnepaLMoOHHON CUCTEMBbI.

[Ons onepaumoHHon cnctembl Windows Server 2008 v Bbiwe: MaHenb ynpaBaeHusa —
Cucrema — [lononHutenbHble NapaMeTpbl CUCTEMbI — [lOMNONAHUTENIBHO —>
MepemeHHble cpeabl —> CUCTEMHbIE NepeMeHHbIe.

ma nepemeHHOM B npumepe: EXAMPLE PATH.

3HayeHMe nepemeHHoN B NpuMepe: C: \Program Files\folder.

2. B okHe HacTpoliku ykaxuTe, uto SplDer Guard He go/XeH NPOBOANTL MPOBEPKY
BbIOPaHHOrO NPUIOXKEHNSA.

PyKOBOACTBO aZMUHWCTpaToOpa
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W Llewtp BezonackocTn > Woknrouerina > Mpunoxkenus - O X

€ McknroveHus

MpunoxeHuns

-

Dbl MOXETE WCKNKYUTE ONpeaeneHHbIe NPOrPaMMbl W NPOLECCH] M2 NPOBEPKKM KOMNOHEHTAMW 2alllMThI. BoamoxHo, 310
YEEAWYWT CKOPOCTE NPOEEDKA, HO Ge300acHOCTE KOMMOBKITEDE MOXET BbiTe MO/ YIPDOZ0M.

x
[o6aBuUTe NpunoxeHue

* || H O6zop... ‘

WMckniounts m2 npoeepki komnoreHTom SplDer Guard

OTMEHNTE @

PucyHok 86. [lo6aBneHre NpUI0)KEHNA B UCKIOUEHUA

3. Haxmute kHonky OK. BbibpaHHOe npuaoxeHne NoABUTCA B CINCKE.

4. Tpn HeobxoAMMOCTM MOBTOPUTE AeNCTBUA A1A AobaBaeHMA APYrnX MPOrpaMm.

Pa6bota c 06beKkTamMu B cnucke

,ﬂ'flﬂ pa6OTbI c obbekTamu B Ta6n|/|u,e AOCTYMHbI Cedyroumne sneMeHTbl yrpaB/leHNA:

KHonka @ — pobaBneHne obbekTa B CNMUCOK UCKITHOUEHWN.

KHonka @ — pejaKktnpoBaHune Bbl6paHHOFO obbekTa B CNUCKe NCKNHOUEHWNA.

KHonka — yAaneHune Bbl6paHHOFO 0b6BbeKTa N3 CNMUcka NCKIHOUYEHNA.

DTV feNCTBMA AOCTYMHbI TakKKe B KOHTEKCTHOM MEHIO MPW HaXaT NpaBoOn KHOMKOW MblLLM
Ha OAWMH MU HECKOIbKO BblOpaHHbIX 06 BEKTOB.

e [pw HaXkaTUK KHOMKM @AOCTyI‘IHbI cneayrolme 4encTBmS:

o DKCMOPT — 3Ta ONLMA MO3BONAET COXPAaHUTb CO3A4AaHHbIN CMUCOK NCKAKOYEHWNI, UTODBI
MCNONb30BaThb €ro Ha APYromM KOMMbrOTEPE, HAa KOTOPOM ycTaHoBeH Dr.Web.

s MMnopt — 3Ta onuus No3Bo/IfET UCMOJb30BaTh CMMCOK MCKIOUEHWUN, CO34aHHbIN Ha
APYroM KoMmbtoTepe.

o OunCTUTb BCe — 3Ta onuua no3BoAAET yaaanTb BCE 06beKTbl U3 CNUCKA UCKIHOUYEHN.

PyKOBOACTBO aZMUHWCTpaToOpa



17
),
N

CratucTKa paboTbl KOMMOHEHTOB

A
<

15. Cratuctnka paboTbl KOMNOHEHTOB

Y Bac ecTb BO3MOXHOCTb MPOCMATPUBATh CTAaTUCTUKY PabOTbl OCHOBHbIX KOMMOHEHTOB
Dr.Web.

YT106bI NEeperTy K NPOCMOTPY CTaTUCTUKU MO BaXKHbIM cO6bITUAM B paboTe KOMNOHEHTOB
3aLUThbI

1. Otkpoiite MeHto Dr.Web ® 1 sri6epute nyHkT LieHTp 6e30nacHocTy.

2. B oTkpbIBLIEMCS OKHe BbibepuTe BK1aaky CTaTUCTUKa.

3. OTKpoeTCcs OKHO NMPOCMOTPA CTaTUCTUKN, U3 KOTOPOTO AOCTYMHbI OTYETbI A5 CNeAyHOLLMX
rpynn:

e [1oapo6HbIN OTUeT
e Yrpos3sl

W Lentp BesonacHocTn - O X

LleHTp 6e3onacHoctn  Cratuctuka & & 4

MoapobHbIi oT4veT ¥rpozbi

Ot4et 0 cobuiTwAX B paboTe KOMMNOHEHTOE % CerogHa 30 aHei Bce Bpemsa
0 0 1

A _
7
HazrwnTe, uToGbl 33NPETUTE MIMEHEHNA \E)

PucyHok 87. Cratuctmka paborbl KOMMNOHEHTOB

4. BbibepuTe rpynny ans npocMoTpa OTYETOB.

MoppobHbiv oTueT

B 3TOM okHe cobupaeTtcs noapobHas nHopMaLms 060 BCeX COOBLITUAX 3@ BCE BPEMS
paboTbl.

PyKOBOACTBO aZMUHWCTpaToOpa
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CratucTKa paboTbl KOMMOHEHTOB

% LenTp SesonachocTn > CratncTuka > MogpoGHeii oTuer - a X
€« CratncTnKa & 0 L
MoapobHbIi oTueT
® ©
fara KomnounenT CobriTne -
3/24/2023 9:30 AM 2 Mogyns obHoeneH.. OBHOENEHWe 33BEpLIEHO
3/24/2023 8:56 AM = SplDer Guard OBHapy=eHa yrpoza
3/24/2023 8:56 AM B Bpanamayap CoeaWHEHKWE PazpeLleHo
3/24/2023 8:56 AM B Bpanamayap CoeaWHeHWe paspeLleHo
3/24,/2023 8:55 AM B Bpanamayap CoeaWHeHWe paspeLleHo
3/24/2023 8:55 AM B Bpanamayap CoeaMHEHME PaspeLleHo
3/24/2023 8:54 AM B Bpanamayap CoeanHeHWE pazpeLleHo
3/24/2023 8:54 AM B Bpanamayap CoeanHeHWE pazpeLleHo
M A AT DLAA AR [ T Y PN i - hd
[B Haxmute, ytobsl 3anpeTuTs MIMEHEHMA @

PucyHok 88. OkHo nogpo6Horo otuera

B oTueTe dukcmpytoTca caeyrolime CBeAEHMSA:

° ﬂ,a‘ra — AaTa 1 BpeMAa CO6bITVIﬂ}

o KOMMOHEHT — KOMMOHEHT UK MOAYy/b, K KOTOPOMY OTHOCUTCA CO6bITI/Ie,'

e Cob6bITe — KpaTKoe onvcaHune cobbITus.

Mo ymonuaHMio oToHpaxkatoTcs BCe COObITUS 3a BCe BPeMs.

[ns paboTbl c 06BbeKTamMu B TabaMLLe NCMONb3YHOTCA /1eMEHTbl YNpaBAEH NS @ @ @

ﬂ'ﬂﬂ 0T6opa CO6bITUI MOXHO BOCMNO/Ib30BaThCA AO0NOJIHATENBbHbBIMW QDVIIIpraMVI.

Yrpos3bl

B ocHOBHOM OKHe NpocMoTpa CTaTUCTUKM Ha NanTke Yrpo3sbl cobpaHa nHdopmMauns o

KOJ/in4yecTee yrpos 3a Onpeﬂ,eﬂeHHbIVI NMPOMEXYTOK BpeMEHN.

PyKOBOACTBO aZMUHWCTpaToOpa
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Mpw BbIGOpE 3TOM onuumn oTkpoeTcs okHO MoapPOo6HbIN oTueT C NpeayCcTaHOBAEHHbIMY
duabTPaMun No BCEM yrpo3am.

¥ Llewtp BezonacrocTn > Catuctuka > MoapoBHelii oTuer - O X

€« CratncTnKa & 0 L
MoapobHbIi oTueT

® ¥rposa sabnoknposana, O6wexT 3abnoknposan, DBrapyxeHa yrposa, 3abnokuposaHo MCNONHEHWE HEABTOPW30BA...

Hata KomnoweHnt CobkiThe

3/24/2023 8:56 AM = SplDer Guard OBHapyxeHa yrpoza

i
[B Haxmute, ytobsl 3anpeTuTs MIMEHEHMA @

PucyHok 89. OkHO cTaTUCTUKM NO yrpo3am

B oTueTe dukcMpytoTca cneayrolime CBeAEHMSA:

e lata — AaTa 1 BpeMs O6Hapy>XeHWUs yrpo3bl;
e KOMMOHEHT — KOMMOHEHT, 06HaPYXXMNBLLWI Yrpo3y;

e Cob6bITe — KpaTKoe onvcaHune cobbITus.

Mo ymonuaHMio oToHpaxkatoTcs BCe COObITUS 3a BCe BPeMs.

[ns paboTbl c 06BbeKTamu B TabaMLLe NCMONb3YHOTCA /1eMEHTbl YNpaBAEH NS @ @ @
Ans ot6opa cobbITUI MOXKHO BOCMOAb30BaThbCA AONONHUTENbHBIMU GUALTPAMMU.

PunbTpbl

YT06bl NOCMOTpPETb B CNUCKE TONBKO Te COObITUA, KOTOPble COOTBETCTBYHOT ONpeAeNeHHbIM
napameTpam, BOCNo/b3ynTecb GuabTpamu. s Bcex OTYETOB MMELDTCA NpesyCcTaHOB/IEHHbIe

dUNBTPbI, KOTOPbIE AOCTYMHbI MO HaXaTUHO @ Takoke Bbl MOXeTe CO3/aBaTb COHCTBEHHbIE
dUNbTPbI COOBLITUI.

PyKOBOACTBO aZMUHWCTpaToOpa
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KHonku ynpaBieHusa anemeHTamu B Tabanue:

° I"IpM Ha>XaTn KHOMKU @AOCTyI’IHbI caegyrouwime AeVICTBMﬂZ

o Beibop npeayctaHoBAEHHOrO GU/IbTPA 3@ YCTAHOBAEHHbIN NEPUOL BPEMEHU NN
dunnbTpa No cobbITMIO O6HOBAEHUS.

o CoxpaHeHue TekyLLero noab3oBaTenbCckoro GpuabTpa. Takke BO3IMOXHO yaaneHue yxe
CO3/,@aHHOTO MOJIb30BaTENLCKOTO GUILTPA.

o YaaneHune Bcex YCTaHOBAEHHbIX Ha AaHHbIA MOMEHT GUAbTPOB.

e [pu HaXkaTUK KHOMKM @AOCTyI‘IHbI cneayrolme fencTBmS:

s KonupoBaTtb BblgeneHHoe — M03BOJSEeT CKOMMPOBaTb BblAENEHHYH CTPOKY (CTPOKM) B
6ydep obmeHa.

o KCMOPTUPOBATh BbiAe/IeHHOe — MO3BO/IAET IKCMOPTUPOBATb BblJENEHHY CTPOKY
(cTpoKkK) B 3ajaHHyO Nanky B popmare .Csv.

o DKCNOPTUPOBAaTb BCe — MO3BOJIAET 3KCMOPTUPOBATh BCE CTPOKM TabauLbl B 3alaHHYHO
nanky B ¢opmarte .Csv.
o Yaanutb Bbife/ieHHOe — MO03BOSET yAaANTb BblJeNleHHOe cobbITMe (CobbITMA).

o Yp,anvn'b BCe — MO3BOJIAET yAaNUTb BCe cobbiTna 13 Ta6J'II/ILI,bI CTaTUCTUKWN.

e [pun HaxkaTUM KHOMKN @ oTobpakaeTcs noapobHas nHopmauma o cobbiTnn. JocTynHa
npw BbIbope Kakon-Nmbo cTpoku. [TOBTOPHOE HaXaTue 3TON KHOMKWN CKPOeT NoApOobHble
AaHHble 0 CObbITUM.

UT06bI 3aaTh NONb30BaTE/IbCKUI GUALTP

1. lns copTMPOBKM MO onpeaeneHHOMY NapaMeTpy HaXMUTe Ha 3aroloBOK HEOHX0ANMOro
cTtonbua:

e CoptnpoBka no gate. Bbl MoxeTe BbibpaTh OAMH N3 NpesyCcTaHOBAEHHbIX MEPUOLOB,
yKa3aHHbIX B IEBOM YaCTW OKHa, AW 3ajaTb CBOWN. YTOObI 3a4aTb HEOHXOANMBIV NEepros,
BbibepuTe B KaneHJape JaTy Hayana v AaTy OKOHYaHUA Nepunoja, iMbo ykaxkmte agaTbl B
ctpoke Mepunop,. Takke AOCTyNHa COPTUPOBKA MO AaTe NO BO3pPaACTaHWUIO Uan yObIBaHMIO.

PyKOBOACTBO aZMUHWCTpaToOpa
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€ CraTucTuKa

®

¥ Llewtp BezonacrocTn > Catuctuka > MoapoBHelii oTuer

MoapobHbIi oTueT

Bce BpemA

D . —

27 28

26 27 28 29 30 31

Hata KomnoweHnt CobkiTe
CopTupoBaTts: e @
Mepuoa; 02/14/2023 400PM o | — | 04/11/2023 5:00 PM
CeroaHa
Deppans 2023 Mapr 2023 Anpens 2023
7 AHeid HBr CpUr Mt C6&  BelWBr Cp Ur Mt C6 B Mu Br Cp Yt I
30 aHei 1 2 3 4 1 2 3 4
. 8§ 7 8 910N 56 7 8 9 10 11 23 456 7
i < 131415161718 121314151617 18 9 1011 12 13 14 >
YkazaHHeIi neprog 2002122232425 192021 2223 2425 16 17 18 19 20 21

23 24 25 26 27 28
30

PucyHok 90. CopTupoBka no aarte

@

e CopTnpoBKa MO KOMMOHEHTY. Bbl MOXeTe OTMETUTb Te KOMMOHEHTbI, MUHPOPMaLmsa OT
KoTopbIx byseT oTobpaxatbcs B oTHeTe, MO0 OTCOPTUPOBATL 3aMNCK MO BO3PaCTaHWUIO

NUan yobIBaHMIO.

e CopTnpoBKa No cobbITMIO. Bbl MOXeTe OTMETUTb COBbITMA A1 OTOHBpaXKeHUa B OTUeTe
NMbo oTCOpTMPOBATb 3aNMCK MO BO3PaACTaHUIO AU YObIBAHMIO.

2. Mocne Bbibopa NnapameTpoB GpuabTpaunm Haxmute NMpUmMeHUTb. BoibpaHHbIe 31eMeHTbI

6yayT oTobpaxkaTbca Haj Tabanuen.

3. Yto6bl COXpaHUTb GUALTP, HAXXMUTE @ n Bblbepnte CoxpaHUTb GUABLTP.

4. B OTKpbIBLUIEMCSA OKHE YKaXkuTe Ha3BaHWe HoBOro ¢punbtpa. Haxkmumte CoxpaHuUTb.

PyKOBOACTBO aZMUHWCTpaToOpa
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TexHnueckasa noagepkka

16. TexHnueckasa noaaeprkka

Mpn BO3HWKHOBEHWUWN NPO6AEM C YCTaHOBKOW MAN paboTon NPOAYKTOB KOMMaHUK, Npexae
yem obpaLlaTbCa 3a MOMOLLBIO B CAYXKOY TEXHNUYECKOW NoAAepP>KKN, MonpobyrTe HanuTh
pelleHVe cneayrolmmm cnocobamm:

e 03HAKOMbTECb C NOCAEAHNMUN BEPCUMAMU OMUCAHWI U PYKOBOACTB MO agpecy
https://download.drweb.com/doc/;

e NpouvnTalite paszen 4acto 3aZaBaeMbix BOMPOCOB MO aZpecy

https://support.drweb.com/show_faq/;
e nocetnte popyMbl kKoMnaHuu «okrop Beb» no agpecy https://forum.drweb.com/.

Ecnv nocne 31oro He yaanoch pewnTb Npobiemy, Bbl MOXeTe BOCNO/1b30BaTbCA OAHUM U3
cnesyoLlmx cnocoboB, UTobbl CBA3ATHCSA CO CNYXKOOM TEXHUUECKON NOAAEPXKKN KOMMAaHUN
«[JokTop Beb»:

e 3anosHUTe Be6-dGopMy B COOTBETCTBYIOLLEN Cekumu pasgena https://support.drweb.com/;

e No3BoHMUTe No TenedoHy B Mockse: +7 (495) 789-45-86 nan no becnnaTHOM TMHWMK AN1A BCeW
Poccun: 8-800-333-7932.

NHbopMaLmio 0 permoHanbHbIX NpeacTaBuTenbCcTBax n odprcax komnanmm «loktop Beb» Bbl
MoOXeTe HaluTV Ha opuLManbLHOM canTe No agpecy

https://company.drweb.com/contacts/offices/.

16.1. Momowb B peweHnn npobaem

Mpu obpalieHunn B cayx6y TEXHUUECKON NoAAePXKM KoMNaHuUW «JokTtop Be6» f Bam moxeT

noTpeboBaTbcAa cGopMmMpPOBaTL OTHET O Ballel onepaLnmoHHON cucteme n pabote Dr.Web.

Y106bI €o3AaTb OTUET Npu nomMoLlun Macrepa oT4yeToB

1. OTkpoiite MeHto DrWeb ® n Bbi6epute nyHkT Moaaepika.

2. B oTkpbiBLIEMCS OKHe HaxxMuTe kHonky MepeiiTtn kK MacTepy oTueToB.

Takke Bbl MOXeTe OTKPbITb 3TO OKHO, HaXkaB Ha KHonKyQ B NpaBOW BepxHen yacTu okHa
LleHTp 6e3onacHocTw.

PyKOBOACTBO aZMUHWCTpaToOpa
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TexHuueckas nogaeplkka

W Llentp BezonacrocTn > Mogaepskxa - O X

€« Hazap LI\
£} Moanepsxka

MpK BOZHWKHOBEHMMW CNOXHOCTER 06paTTecs B cayxBy TexHWYeckol NogaepxKy KoMnaHuy «JokTop Bebs, [nA sToro
COzAaiTe OTUET € MHGOPMALMEA O E3LLEH ONePaLUMOHHON CUCTEME 1 MPUKPENUTE €ro K 2anpocy.

Mepeitn k MacTepy oTueToB

@ o nporpaMmme

MpoaykT: AnTuenpyc DriWeb ans cepeepoe Windows
Bepcua: 12.0
ObHoeneHwme: 13.03.2023 17:45 (+03:00)

PucyHok 91. MNMopaaeprxka

3. B oTkpbiBLlIEMCA OKHe HaXXMuTe KHomnky Co3aaTb oTUerT.

F LenTp Bezonacroctn > Mogaepsxxa > Mactep oTuetos - O X

< Mopaepxka & O 4

MacTtep oTueToB

Macrep oTueToe cobepeT gaHHele AnA clyxbbl TEXHWYECKON NoagepxK KomMnaHun «JokTop Beb», Heobrxoanmele 4nA
pelenua eawel npobnemsl. OTuet ByaeT cogepxats HdopMmauwio of 0BopYACEaHUM, KOHDHUIYPaUMKM CUCTEMEI 1
YCTAHOBNEHHEIX MPOrPaMMaK Ha 3TOM KOMMbKITERE.

Co3path OTUYeT

MoanTuka konduaeHumansHocTy «floktop Bebs O @

PucyHok 92. Co3paHue oTueTa A/18 TEXHUUECKOMN NMOAAEPIKKU

4. HauHeTcAa co3aHume oTyeTa.
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COBAaHMe oT4yeTa npv noMmoLlu KOMaHAHOFI CTPOKM

YTo6b1 cPOpMMpPOBaTL OTHET, BOCMOJ/Ib3YNTECH CeAytoLen KOMaHAON:

/auto, Hanpumep: dwsysinfo.exe /auto

Takke Bbl MOXETe MCMOb30BaThb KOMaHay:

TexHuueckas nogaeplkka

/auto /report:[<nosHelli_nyme_k ¢paliny omuema>], HanpumMmep: dwsysinfo.exe /auto
/report:C:\report.zip

OtueT 6yneT coxpaHeH B BUAe apxvBa B nanke Doctor Web, pacnonoxeHHoM B nanke
npodunsa nonb3osatena %USERPROFILE%. Bbl MoXeTe noayunTb JOCTYN K apXuUBY, HaXkaB

KHOMKy OTKpPbITb NanKy rnocse 3aBepLUeHns Co34aHns apxmea.

MHdopmauma, koTtopas BK/IlOUAETCA B OTUET

B oTtueT BrAtOUaeTca cneayrowan MHGoOpMaLna:

1. TexHunyeckas nHopmaLma 06 onepaLMOHHON cucTemMe:

2. Nndopmauma o6 yctaHoBneHHOM npogykte Dr.Web:

e TVM 1 BEPCUSA YCTaHOBNEHHOro npoaykta Dr.\Web;

obLwme cBefeHMA O KOMMbIOTEPE,
nHbopMaLMa O 3anyLleHHbIX MpoLueccax,
nHbopmMaumMa 0 3anNaHNPOBAHHbIX 3aJaHUAX,
nHdopmaumsa o cayxbax, gpariBepax,
nHdopmMauma o bpayzepe NoO yMOAUYaHUIO,
nHbopmauma 06 ycTaHOBAEHHbBIX MPUIOXKEHMUAX,
nHbOpMaLMa O NMOANTUKAX OTPaHNYEHNN,
nHPopmauma o pavine HOSTS,

nHpopmauma o cepsepax DNS,

3aMmncn CUCTEMHOTO XYypPHana cobbITni;
nepeyeHb CUCTEMHbIX KaTaJoOroB;

BETBW peecTpa;

nposangepbl Winsock;

ceTeBble COEANHEHNS;

oT4yeTbl oTnaaumka Dr. Watson;

NHAEKC MPOU3BOANTENBHOCTA.

° I/IHq)OpMaLl,VIFI O COCTaBe YCTAaHOBNAEHHbIX KOMMOHEHTOB; CBEAEHWNA O MOAYNAX Dr.Web,'

e HaCTPOWKM 1 NapameTpbl KOHOUrypaumnm npogykra Dr.Web;

PyKOBOACTBO aZMUHWCTpaToOpa
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TexHuueckas nogaeplkka

° I/IHq)OpMaLI,VIH O TNUEH3NN;

e XXypHanbl pabotbl Dr.Web.

NHdopmauma o pabote Dr.Web HaxoanTtcs B XXypHane cobbiTvin onepaunmoHHON CUCTEMBI
Windows, B pa3gene XXypHanbl npunoxxeHuni n cny>6 — Doctor Web.

16.2. O nporpamme

BEnok O nporpamme cofep>XnT MHGOPMaLMIO O:

e BEPCUW NPOAYKTa;

® faTe M BpeEMEHU nociegHero obHOBNEHUA.

NHpopmMaLmo 0 BEpCMM YCTaHOBIEHHbIX KOMMOHEHTOB 1 aTe 06HOBIEHUS BUPYCHbIX 6a3 Bbl
Mo>eTe HanTu B okHe O nporpamme Dr.Web.

UT06b1 NEpenTH K 3TOMY OKHY

1. OTKpOVTE OCHOBHOE MEHHO W BbibepuTe nyHKT Moapepikka.

2. B oTkpbIBWEMCA OKHe HaxxmuTe kHornky Moapo6Hee.

Takke Bbl MOXeTe OTKPbITb 3TO OKHO, HaXaB Ha KHonKy@ B NpaBOl BEPXHEW YaCTU OKHa
LleHTp 6e3onacHocTw.

¥ Uentp GezonacHoctn > Mogaepxka — O X

€ Hazaa {5} ‘} ﬂ-
@ MNoapepxka

MpK BOZHWKHOBEHMW CNOXHOCTER 0BpaTTeck B cnyxBy TEXHWYECKOW NOAASPKKY KOMNaHWY «JokTop Beb». [nA sToro
cozdaiTe oTUYET ¢ MHGOPMAUKWEA O E3LUEN OMNepPaUnoHHON CUCTEME 1 MPWKPENKUTE €ro K 2anpocy.

| Mepeity k MacTepy oTueToB

@ o nporpaMmme

MpoaykT: AnTuenpyc Dri\Web ans cepeepoe Windows
Bepcwma: 12.0
ObHoeneHwe: 13.03.2023 17:45 (+03:00)

MoapoGHee

PucyHok 93. floctyn k okHy O nporpamme Dr.Web

PyKOBOACTBO aZMUHWCTpaToOpa
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MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

17. Npuno>xkeHne A. lononHnTe/IbHbIe NapaMeTpPbl KOMaHA4HOW

CTPOKM

MNapameTpbl KOMAHAHOW CTPOKM MCNOAb3YHOTCA ANS 3a/jaHNA NapaMeTpoB NporpaMmmanm,
KOTOpble MOTYT ObITb 3anyLleHbl MyTEM OTKPbITUA Ha BbIMOJAHEHWE MCMOHAeMOoro darna. 1o
oTHocuTcs K CkaHepy Dr.Web, KoHconbHOMY ckaHepy 1 kK Moaynro aBTOMaTnyeckoro

OoBbHOBNEHUA.

Kntoun HaumHatoTca ¢ cuMBOIa «/» W, Kak U OCTalbHble NapaMeTpbl KOMaHAHOW CTPOKM,

Pa3fenaroTca npo6enaM|/|.

17.1. Napametpbl an

Knrou

/AR

/AC

/BAFS

/AR

/ARC : <K03hhuyueHm_cxamusi>
/ARL : <ypo8eHb_8J/10XKeHHoCmu >
/ARS : <pasmep>

/BRT : <pasmep>

/ARX: <pasmep>

/BI

A CkaHepa n KoHconbHoro CkaHepa

OnucaHue

ABTOMaTUUECKM MPUMEHSATb AEUCTBUA K OOHapY>KeHHbIM yrpo3am.
(Tonbko ans CkaHepa).

ﬂpOBepﬂTb MHCTaNNAUNOHHbIE MaKeTbl. Mo YyMOYaHMKO OonuuA
BK/IKOY€EHa.

Mcnonb3oBatb ﬂpﬂMOI7I cnew npu ykasaHMmM BAOXKEHHOCTU BHYTPU
apxuea. Mo YMOYaHUKO OnumA OTKNHOYEHA.

[MpoBepATb apxmBbl. [10 yMONUYAHUIO OMNUMA BKIKOYEHA.

MakciManbHbI ypoBeHb cxkaTus. Eciv ckaHep onpezensieT, uto
KO3QOULMEHT CKaTWs apXmBa MPeBbILLAET YKa3aHHbIW, pacnakoBka U1
npoBepka He Npoun3BoAMTCcA. Mo yMoaUaHWio — 6e3 orpaHuUeHuit.

MakcrManbHbIN YpOBeHb BJIOXEHHOCTM NpoBepsemMoro apxuea. o
yMOUaHWO — 6e3 orpaHuyeHui.

MakcvMasibHbIN pa3Mep NMPOBEPSEMOTro apxuBa, B kinobaitax. Mo
YMOJIYaHWo — 6€e3 orpaHuyeHun.

Mopor npoBepky ypOBHA CKaTua (MUHUMabHBIN pa3mep daina
BHYTPM apXvBa, HauMHas C KOTOporo 6yaeT NPOU3BOAUTLCA
npoeepka koadpduumeHTa cxkatus), B kunobartax. Mo ymonuaHmo —
6e3 orpaHnyeHu.

MakcvMaibHbIY pa3Mep NpoBepseMbix O6bEKTOB B apXuBax, B
kunobartax. o ymonyaHuo — 6e3 orpaHUYeHuN.

BbiBecTv nHbGOpMaLmio o BUPYCHbIX 6a3ax. Mo ymMoauaHwo onuys
BKJIFOUEHA.

PyKOBOACTBO aZMUHWCTpaToOpa
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Knrou

/CUSTOM

/CL

/DCT

/DR

/E : <K0/1U4ecmeo_nomokos >

/EFAST

/FL: <umMms_cpaina>

/EM: <mMmacka>

/ FR: <pezy/ispHOe_8blpaxkeHue>

/FULL

/FX: <macka>

/GO

MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

OnucaHue

3anyctutb CkaHep Ha CTpaHwuLe BbIGOPOYHON NpoBepku. Ecam npu
3TOM 3a/jaHbl JOMNONHUTE/IbHbIE NapamMeTpbl (HanpumMep, 06 beKTbI
A8 MPOBepKu UAn napameTpsl /TM, /TB), TO 6yaeT 3anyLleHa
BbIOOPOUYHas NpoBepka yka3aHHbIX 06bekToB. (TONbKO ANis
CkaHepa).

Vcnosb3oBaTte ob6auHbiin cepsuc Dr.Web. Mo ymonyaHuo onuus
BkAtoyeHa. (Toabko ana KoHconbHoro CkaHepa).

He otobpaxaTb pacueTHoe Bpems npoeepku. (TosbKo Ans
KoHconbHoro CkaHepa).

PekypcrBHO npoBepATb nanku (NpoBepATb nognanku). Mo
YMONYaHWIO OMNUMA BKIKOYEHA.

I'lposecwl NPoOBEpPKY B YKa3aHHOE KOJINYECTBO MNMOTOKOB.

Mpow3BecTn HbICTPYO NPOBepKy cucteMbl. Ecam npu 3TomM 3agaHsbl
[OMOJIHUTENIbHBIE MapaMeTpbl (HanpuMep, 06BbEKTbI AN MPOBEPKM
iy napameTpbl /TV, /TB), TO yKa3aHHble 06beKTbl Takke OyayT
nposepeHsbl. (Tonbko ansa CkaHepa).

MpoBepATb NyTH, yKasaHHble B paline.

MposepAaTb ¢ainbl No macke. Mo ymonuaHuo npoeepke
nogBepraroTcs Bce dainbl.

MpoBepsTb dalinbl MO peryaspHOMy BbipaXeHuto. Mo ymonuaHuo
npoBepke nojsepratoTcs Bce dannbl.

[Mpouv3BecTV NOAHYHO NPOBEPKY BCEX XKECTKMX AUCKOB N CbEMHbIX
HocuTesen (BKItOYan 3arpy3ouHble cektopbl). Ecam npu atom
3a/,aHbl AOMNONHWTEIbHbIE NapamMeTpbl (HanpyMep, 06beKTbl ANs
npoBepKku Uan napameTpsl /TM, /TB), TOo byAeT Npon3BeseHa
6bICTpas NPoBepKa 1 NPOBeEpPKa yka3aHHbIX 06bekToB. (TOAbKO A/s
CkaHepa).

He npoBepaTb dannbl, cootBeTcTBYrOLW e Macke. (TOAbKO Ans
KoHconbHoro CkaHepa).

Pe>xxum paboTbl CkaHepa, Npu KOTOPOM BOMPOCH,
nojpasymeBatoLive oXnaaHne oTBeTa OT NoJib30BaTesis,
npornyckatoTcs; peLleHus, TpebytoLire BbiIbopa, MPUHMMaKOTCS
aBTOMaTUYeCKW. ITOT PEXMM MOJIE3HO UCMOJ/1b30BaTh AJis
aBTOMaTUYeCcKoW NpoBepkun $GalinoBs, HanpuMep, Npu exesHeBHOM
UK exeHeaebHON NPOBepKe XeCTKOro Aucka. B komaHaHoM
CTpoke HeobxoAMMO yka3aTb 06BbeKT Ana nposepkun. Bmecte ¢
napameTpom /GO Takxke MOXHO UCMO/b30BaTh

napameTtpbl /LITE, /FAST, /FULL. B 3TOM pexuvme npu nepexoje
Ha paboTy oT 6aTapen npoBepKa NpekpaLyaeTcs.

PyKOBOACTBO aZMUHWCTpaToOpa

155



A7

-
¢

g
),
A

Knrou

/H namu /7

/HA

/KEY : <kro4yesoli_¢paiin>

/LITE

/LN

/LS

/MA

/MC : <4UC10_NON6IMOK >

/NB
/NI[:X]
/NOREBOOT
/NT

/OK

/P : <npuopumem>

MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

OnucaHue

BbIBECTU Ha 3KpaH KpaTKyto cripaBky o paboTe ¢ nporpamMmor.
(Tonbko ans KoHconbHoro CkaHepa).

Mpowv3BOANTL 3BPUCTUUECKUIA aHaNM3 GaiiIoB M MOUCK B HUX
HeM3BEeCTHbIX Yrpo3. Mo yMoAYaHWIo onums BJOYEHa.

Ykazatb nyTb K k1toueBomy dainy. MNapaMeTp HEOOXOAVM B TOM
cnyyae, eCv KIto4eBOM daiin HaXOANTCA He B TOW Xe Marke, YTo U
ckaHep. Mo yMmonyaHUto ncnonb3yeTca drweb32 . key WK Apyron
noAxoAsLWnA 13 nankn C: \Program Files\DrWeb\.

Mpowr3BeCcTM CTapTOBY NMPOBEPKY CUCTEMBI, MPU KOTOPOM
NMpOBepPAOTCA onepaTMBHAA MaMATb W 3arpy30YHble CEeKTOPbI BCEX
[MCKOB, a Takoke MPOBECTN MPOBEPKY Ha Haanuve pyTkuToB. (ToNbkO
ansa CkaHepa).

MpoBepsTb dalinbl, Ha KOTOPbIE YKa3biBatOT sApbIkL. 1o
YMOJTUaHWIKO OMUMs OTK/IHOYEHa.

MpoBepaTb Nog yueTHoM 3anucbto LocalSystem. Mo ymonyarHuo
onuya oTKIrOYeHa.

MpoBepsTb NouToBble Gaiibl. [0 yMOAYaHMIO OMNUMS BKIFOUEHA.

YCTaHOBUTb MaKCMMasibHOe UYMCIO MOMbITOK BblieunTs daiin. Mo
yMOYaHWo — 6e3 orpaHuyeHuin.

He co3paBaTtb pe3epBHble KOMUM BblieYeHHbIX/yAaneHHbIX Gainos.
Mo ymonyaHWio onums OTKNFOYeHa.

YpOoBeHb MUCMOJIb30BaHWs PeCypCcoB CUCTEMBI, B MPOLEHTax.
OnpegensieT KOANYECTBO NaMATK, UCMOb3YEMON A/is MPOBEPKN U
CUCTEMHBIN NpuopuTeT Nposepku. Mo ymoavaHuo — 6es
OrpaHnNYeHun.

OTmMeHseT nepesarpysky 1 BblkItOUeHWe nocae npoeepku. (Tonbko
ans CkaHepa).

MpoBepats NTFS-notoku. Mo ymonyaHuo onuma BKAKOYEHa.

BbIBOAUTL MOJIHBIV CMINCOK MPOBepPsieMbIx 06BbEKTOB, CONPOBOXAas
He3apa>keHHble NomeTkou Ok. 1o yMOYaHWMIO OnuMa OTKAtOYeHa.

MpuopuTeT 3anyLweHHOM 3aja4n NPOBEPKM B 06LLLelN ouepesm
3ajlay Ha NpoBepKy:

0 — HU3LW KA.
T, — HU3KWNA.
N — 06bIUHbIV. [propUTET MO YMONYAHMIO.

H — BbICOKUN.

PyKOBOACTBO aZMUHWCTpaToOpa

156



A7

-
¢

g
),
A

Knrou

/PAL : <yposeHb_8/10keHHOCMU >

/QL

/ QL : <UMS_/102U4ecko20_0ucka >

/ONA

/OR[:[d] [:p]]

/QUIT

/RA: <ums galina>

/REP

/RK

/RP: <ums ¢alina>

/RPC: <ceKk>

/RPCD

/RPCE

/RPCE : <yenesol_adpec>

MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

OnucaHue
M — MaKCUMabHbIN.

MaKcvMaibHbIN YPOBEHb BJIOXEHHOCTU YNakoBLLMKOB
ncnonHsemoro danna. Ecam ypoBeHb BAOXEHHOCTU NpPeBbILLIAET
yKa3saHHbIV, MpoBepka 6yaeT Npomn3BOAUTLCA TONbKO 0 YKa3aHHOroO
YPOBHA BAOXeHHOCTW. Mo ymonuanuo — 1000.

BbiBecTu cnncok Bcex $Gannos, MOMELLLEHHbIX B KapaHTUH Ha BCeX
avckax. (Tonbko ana KoHconbHoro CkaHepa).

BbiBecTn cnmcok Bcex ¢alinos, MOMeLLEHHbIX B KAPaHTWH Ha
yKa3aHHOM siornuyeckoM aucke. (Tonbko ans KoHconbHoro
CkaHepa).

BbIBOAWTL MyTW B BOMHbIX KaBbluKaXx.

Yaanutb daisbl C ykazaHHOrO Ancka <d> (MMSi_NOrM4eckoro_awmcka),
HaxoZslme B KapaHTUHe JoJblle <p> (KOJMYeCTBO) AHen. Ecim
<d> 1 <p> He yKa3aHbl, To 6yayT yaaneHbl Bce Gainbl,
HaxoAALLMecs B KapaHTWHe, CO BCeX NOTMYecKux AnckoB. (ToNbko
ans KoHconbHoro CkaHepa).

3akpbiTb CkaHep nocne NpoBepPKM (BHE 3aBMCMMOCTU OT TOTO, BbIN
2N NPUMEHEHbI AeNCTBUA K 0H6Hapy>KeHHbIM yrpo3am). (Tonbko Ans
CkaHepa).

[JonucaTb oTyeT 0 paboTe Nnporpammebl B ykasaHHbIl daiin. o
YMOJIHaHWIO 3annch B daiin XXypHana He npousBoautca (npwu
3anycke CkaHepa 13 KOMaHZAHOM CTPOKW).

I'IposepﬂTb Mo CUMBOJIbHbIM CCbhlIKam. 1o yMOAYaHVKO onunA
OTKNHOYEHa.

MpoBepka Ha Hannuve pyTKUTOB. 10 YMONYaHWIO ONUMA OTK/IOYEHa.

3anucaTb oTyeT 0 paboTe NporpaMmsbl B ykasaHHbI daiin. Mo
YMOJIYaHWIO 3anu1cb B Gaiin XypHasia He Npou3BOAUTCA (Mpw
3anycke CkaHepa 13 KOMaHAHOW CTPOKW).

TalM-ayT COeAMHEHNS CO CKaHMPYOLWMM aapoM Scanning Engine, B
cekyHaax. Mo ymonuanuro — 30 cekyHg,. (Tonbko ans KOHCoONbHOro
CkaHepa).

Vcnonb3osate anHamuueckuin ngeHtndukatop RPC. (Tonbko ans
KoHconbHoro CkaHepa).

Vicnosb3oBaTth AgnHamuueckuii Lenesoit agpec RPC. (Tosbko ans
KoHconbHoro CkaHepa).

Vicnonb3oBaTb ykasaHHbIV LeneBoi agpec RPC. (Tonbko ans
KoHconbHoro CkaHepa).

PyKOBOACTBO aZMUHWCTpaToOpa
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Knrou

/RPCH : <ums_xocma>

/RPCP : <npomokos>

/sCC

/SCN

/SLS

/SPN

/SPS

/SST

/ST

/TB

/TM

/TR

/W:<cek>

/WCL

/X:S[:R]

MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

OnucaHue

Vcnonb3oBaTb ykazaHHOe nMa xocTta and BbizoBoB RPC. (Tosnbko
ana KoHconbHoro CkaHepa).

Vcnonb3oBatb ykazaHHbI npoTokos RPC. Bo3moxHO
MCNo/ab30BaHMe NPOToKoNOoB: Ipc, np, tcp. (Tonbko ans
KoHconbHoro CkaHepa).

BbIBOAVITb coepP>XXMMoe COCTaBHbIX obbekToB. o YMOYaHUIO
onuuAa OTKAKOYEHa.

BbIBOAMTb Ha3BaHWEe NHCTaANAUMOHHOTO MakeTa. Mo YMOANYaHNIO
onuuAa OoTKAKYeHa.

BbiBOAUTL NOTM Ha 3KpaH. 1o yMOa4aHMo onumsa BKIKOYeHa.
(Tonbko ans KoHconbHoro CkaHepa).

BbIBOAVITb Ha3BaHWe ynakoBLVKa. Mo YMOANYaHNIO onunA
OTKNHOYEHa.

OTtobpaxaTb npoLecc npoBejeHns Nposepku. Mo ymoavaHuo
onuma BrkatoueHa. (Tosbko ana KoHcosnbHoro CkaHepa).

BeiBOAUTL BpeMs npoBepku 06bekTa. Mo ymMonuaHuo onums
OTKNtOYEHa.

3anyck CkaHepa B GoHOBOM pexume. Ecim He 3asaH

napameTp /GO, TO rpaduryeckmin pexmm oTobparkaeTca TONbKO Mpu
obHapy>xeHUn yrpos. B aTom pexxume npu nepexoge Ha paboty oT
6aTtapeun npoBepka npekpatyaeTcs.

BbINo/IHATE NPOBEPKY 3arpy304HbIX CEKTOPOB U M1aBHbIX
3arpy30u4HbIx cektopos (MBR) >ectkoro amcka.

BbINONHATb MOWCK YrpoO3 B ONepaTMBHON NamMsATh (BKItOYas
cucteMHyro obnacte Windows).

npOBepﬂTb CUCTEMHbIE TOUKM BOCCTAaHOBJIEHUA.

MakcumManbHOe Bpems MPOBEPKY, B cekyHaax. [1o ymMonyaHuo —
6e3 orpaHNYeHuI.

BbiBoA, coBMecTUMbIN ¢ drwebwcel. (Tonbko ang KoHconbHOro
CkaHepa).

Mo oKOHYaHUM NMPOBEPKUN MEPEBECTU MALLUUHY B YKa3aHHbIA PEXUM:
BbIK/tOUEHVEe/Nepe3arpyska/>KayLL i pexXM/Crswuin pexxmm.

PyKOBOACTBO aZMUHWCTpaToOpa
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MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

3asiaHre AeNCTBUI C pa3NnUHbIMK 06bekTaMm (C — BbIIEUNTb, Q — NEPEMECTUTbL B KapaHTUH,
D — yAanuTb, I — UFHOPUPOBATb, R — MHPOpPMUpoBaTh. [leNcTBne R BO3MOXHO TONbKO A4
KoHconbHoro CkaHepa. o ymonyaHuio ana Bcex — MHPOPMMpoBaTh (Takke TObKO ANd
KoHconbHoro CkaHepa)):

AeiicTBue

/AAD:
<delicmsue>

/AAR:
<delicmsue>

/ACN:
<delicmsue>

/ADL:
<delicmsue>

/AES:
<Odelicmsue>

/AHT:
<delicmsue>

/AIC:
<delicmsue>

/AIN:
<delicmsue>

/AJK:
<Odelicmsue>

/AML:
<delicmsue>

/ARW :
<delicmsue>

/ASU:
<delicmsue>

OnucaHue

,CI,EI\/’ICTBVIFI ANA peKNaMHbIX NpOorpamMm (BO3MOXHbIE AEVICTBMHI DQIR)

AeNCTBYA C MHOULMPOBAHHBIMU apXMBamu (BO3MOXHbIE AeicTBYA: DQIR)

AGIZCTBVIFI C I/IHCI)I/ILI.I/IpOBaHHbIMI/I MHCTaNNAUMNOHHbIMW NMaKeTaMun (BO3MO)KHbIe AGIZCTBI/IHZ

DQIR)

,CI,EI\/’ICTBVIFI C nporpamMmMamMm A03BOHa (BO3MOXHbIE AEVICTBMHI DQIR)

AelzCTBMﬂ C yA3BMMbIMW NMporpaMmMmamm (BO3MOXKHbIE AeﬁCTBMﬂI IR)

[eVicTBUA C NporpaMMamu B3ioMa (BO3MOXKHble AencTBmA: DQIR)

LeVcTBUS € HemseummbiMU Gainamu (BO3IMOXKHbIe AeNCTBKA: DOR)

AeVCTBUS C MHOULMPOBAHHLIMK dannamMu (BO3MOXKHbIE AeNCTBUA: CDOR)

[eNCTBYA C NpOorpamMMamMu-LIyTKamMm (BO3MOXHbIE AeicTBMA: DOIR)

AeVcTBUA C MHOULMPOBAHHBIMW MOYTOBbLIMU Galinamm (BO3MOXHble AelcTBUA: QIR)

[eVCTBUS C NMOTEHLMANbHO OMnacHbIMU dainamm (BO3MOXKHbIe AencTBMA: DOIR)

AEUCTBMA C NOAO03PUTENIbHBIMU halinaMu (BO3MOXKHbIE AeCTBUA: DOIR)

HekoTopble katoun MOryT MMeTb MOANGUKaTOPbI, C MOMOLLIbHO KOTOPbIX PEXMM fBHO
BK/ItOYaeTca mMbo oTkntovaetca. Hanpumep:

/AC-

/AC, /AC+

pexXnmMm ABHO OTKAKOYaeTCA

pexnm ABHO BKAKOYaeTCA

PyKOBOACTBO aZMUHWCTpaToOpa
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Takasi BO3MOXHOCTb MOXeT ObITb MoJIe3HA B C/IyYae, eC/IV PEXUM BKIOUEH/OTK/IHOUEH MO
yMonyaHuo. CNUCOK KIKOYEN, JONYCKaKOLWMX MPUMEHEHWE MOANPUKATOPOB:

/AC, /AFS, /AR, /BI, /DR, /HA, /LN, /LS, /MA, /NB, /NT, /OK, /ONA,
/REP, /Scc, /scN, /sLs, /SPN, /SPs, /ssT, /TB, /TM, /TR, /WCL.

Ana kntova /FL MOAMPMKATOP «—» O3HAYaEeT: MPOBEPUTb NMYTU, NEPEUYNCNEHHbIE B yKa3aHHOM
davine, n ysanutb 3T0T dan.

[na kntouelt /ARC, /ARL, /ARS, /ART, /ARX, /NI[:X], /PAL, /RPC, /W
3Ha4yeHune napamMeTpa «0» O3Ha4aeT, YToO NapamMeTp UCNonb3yeTca 6e3 OI'p&HI/I‘-IGHVIVI.

Mpumep ncnosb3oBaHuWs Kitouer npu 3anycke KoHconbHOro ckaHepa:

[<nyme_k_npoepamme>]dwscancl /AR- /AIN:C /AIC:Q C:\

npoBepuTb Bce daibl, 3a UCKIHOYEHMEM apXMBOB, Ha aucke C, MHONLMpoBaHHbIe Ganbl
NeyunTb, Hen3aneunmMble NOMeCTUTb B KapaHTuH. [lna aHanornuHoro 3anycka CkaHepa ans
Windows HeobxoamMmo BMecTo dwscancl HabpaTb UMSA KOMaHAbl dwscanner.

PyKOBOACTBO aZMUHWCTpaToOpa
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17.2. NMapametpbl gna Moayna o6HoBAeHUA

06w 1e napameTpbl:

Mapametp
-h [ --help ]

-v [ --verbosity ] arg

-d [ --data-dir ] arg
--log-dir arg

-r [ --repo-dir ] arg
-t [ --trace ]

-c [ --command ] arg
(=update)

-z [ --zone ] arg

OnucaHue
BbiBecTv Ha 3kpaH KpaTkyto crpaBky o paboTe ¢ nporpamMmol.

YpoBeHb AeTanmsaumm xypHana: error (CTaHAaPTHbIN), info
(pacwmpeHHbIl), debug (OTAaZ0YHBIN).

Manka, B KOTOPOW pa3mMeLleHbl PENO3UTOPUIA U HACTPOMKM.

Manka, B KOTOPOW ByAeT COXpaHeH XypHa.

Manka peno3utopwus, (Mo ymonuaHuo <data_dir>/repo).

Bratountb TpaccnpoBky.

BbimnonHaeman KOMaHga: getversions — MOAYYUTb BEPCUN,
getcomponents — MONYYNTb KOMMOHEHTbI, update — 0b6HOBNEHNE,
uninstall — yAanutb, exec — BbINOJHUTb, keyupdate — OBHOBUTH

KN4, download — ckayaTb.

Cnncok 30H, KOTOPbIV ByAeT UCMONb30BaTLCA BMECTO 3aJaHHbIX B
KOHPUrypaLmoHHoM daiine.

MapameTpbl KOMaHAbI 06HOBAeHUA (update):

Mapametp

-p [ --product ] arg

-n [ --component ] arg

-x [ --selfrestart ] arg (=yes)

--geo-update

--type arg (=normal)

OnucaHue

HasBaHwve npogaykta. Eciv Ha3BaHWe ykasaHo, TO 6yAeT NPOn3BeseHO
06HOBJIEHMEe TO/IbKO 3TOro NpoaykTa. Ecam npoaykT He ykasaH 1 He
yKa3aHbl KOHKPETHble KOMMOHEHTHI, 6yAeT NPOu3BeseHO O6HOB/IEHME BCEX
npoAykToB. ECv ykasaHbl KOMMOHeHTbI, 6yAeT npousseseHo 06HOBIEHWE
yKa3aHHbIX KOMMOHEHTOB.

MepeyeHb KOMMOHEHTOB, KOTOPble HEOH6XOANMMO OHHOBUTL A0
onpezeneHHon MogndrKaLmm.

®opmart: <name> , <target revision>.

Mepe3anyck nocne obHoBAeHWs Mogyns o6HoBAEHMs. o yMOAYaHWUO
3HaueHve yes. Ecnm ykazaHo 3HayeHve no, TO BbIBOAWTCA
npegynpexaeHve o HeobXoAMMOCTN Nepe3sarnycka.

Monyuntb cnncok IP-agpecoB update.drweb.com nepes 0OHOBAEHVEM.

Mo>eT 6biTb OAHUM W3 CIEAYHO L WX

PyKOBOACTBO aZMUHWCTpaToOpa
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Mapametp OnucaHue

e reset-all — NpuHyaUTENBHOE OOHOBNEHWE BCEX KOMMOHEHTOB;

e reset-failed — cHpOCUTb BCE M3MEHEHUS /151 MOBPEXAEHHbIX
KOMMOHEHTOB;

e normal-failed — nonbiTaTbCA OOHOBUTbL KOMMOHEHTbI, BKJIFOYas
MOBPEXAEHHbIE, O NOCAesHeln NMBO A0 yKazaHHON BepCuy;

e update-revision — OHBHOBUTb KOMMOHEHTbI B Mpejenax TekyLien
peBv3uY;

e normal — OH6HOBUTb BCE KOMMOHEHTBI.

-g [ --proxy ] arg Mpoxkcu-cepBep ana 06HOBAEHWA B dopmMaTe <adpec>: <nopm>.
-u [ --user ] arg Vimsa nonb3oBatens npokcu-cepsepa.

-k [ --password ] arg Maponb nonb3oBaTens NPoKcK-cepBepa.

--param arg MepesaTb AOMONHUTENbHbIE MAPaMETPbl B CKPUMT.

dopmat: <umAa>: <3HayeHue>.

-I [ --progress-to-console ]  BbiBeCTv Ha KOHCONb MHGOPMALMIO O 3arpy3ke W BbIMOJHEHUN CKPUMTa.

MapameTpbl KOMaHAbI NOJIyYeHU KOMMOHEHTOB (getcomponents):

Mapametp OnucaHue
-s [ --version ] arg Homep Bepcun.
-p [ --product ] arg Ykaxkute uMsa npogykTa, 4tobbl yBUAETb, Kakne KOMMOHEHTbI OH BKIFOYaEeT.

Ecnn npoaykT He ykasaH, 6yAyT BbiBeAeHbl BCE KOMMOHEHTbI 3TOW BepCun.

MapameTpbl KOMaHAbI NOJy4YeHUA usMeHeHun (getrevisions):

Mapametp OnwucaHue
-s [ --version ] arg Homep Bepcum.
-n [ --component ] arg Vima KomMnoHeHTa.

MapameTpbl kKOMaHAbI yaaneHus (uninstall):

Mapametp OnucaHue

-n [ --component ] arg MIMA KOMMOHeHTa, KOTOPbIi HEO6XOANMO YAANUTD.

PyKOBOACTBO aZMUHWCTpaToOpa
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Mapametp
-I [ --progress-to-console ]

--param arg

-e [ --add-to-exclude ]

MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

OnucaHue
BbiBecT MHGOPMaLMIO O BbIMOJHEHWUN KOMaHAbl Ha KOHCOb.

MepesaTb AOMONHUTENbHbIE MAPaMETPbl B CKPUMT.
dopmat: <umAa>: <3HayeHue>.

KomnoHeHTbl, KoTopble BYAYT yaaneHbl U UX 06HOBAEHUE NPOU3BOAUTLCS
He byzer.

MapameTtpbl kKOMaHAbI aBTOMaTUUeckoro o6HoBaeHus katoua (keyupdate):

Mapametp
-m [ --md5 ] arg
-0 [ --output ] arg

-b [ --backup ]

-g [ --proxy] arg
-u [ --user ] arg
-k [ --password ] arg

-| [ --progress-to-console ]

OnucaHue
KoHTposibHas cymma md5 ctaporo katoueBoro daiina.
Nms dainna.

Pe3epBHOEe KOMMPOBaHWe CTaporo KAoueBoro daiina, ecav oH
CyLLecTByerT.

Mpokcu-cepBep AN 06HOBAEHNS B dopMaTe <adpec>: <nopm>.
ms nonb3oBaTtens Npokcu-cepeepa.
Maponb NMoab3oBaTens NPOKCK-cepBepa.

BblBECTM Ha KOHCOJIb MHOPMaLMIO O 3arpyske KatoueBoro daiina.

MapameTpbl KOMaHAbl ckaunBaHua (download):

Mapametp

--zones arg

--key-dir arg

-I [ --progress-to-console ]
-g [ --proxy ] arg

-u [ --user ] arg

-k [ --password ] arg

-s [ --version ] arg

-p [ --product ] arg

OnucaHue

®aiin, cosepkallmii CrINCOK 30H.

Manka, B KOTOPOW HaxoAuUTCA Kito4eBon dain.

BbiBecTt MHGOPMaLMIO O BbIMOJHEHWUN KOMaHAbl Ha KOHCOb.
Mpoxkcu-cepBep A1 0OHOBAEHMs B dopmMaTe <adpec>: <nopm>.
Vimsa nonb3oBatenis npokcu-cepsepa.

Maposnb Nonb3oBaTens NPokKcu-cepeepa.

Vima Bepcun.

Ha3BaHue npogykTa, KOTOPbIA HEOHXOAMMO CKauaTb.

PyKOBOACTBO aZMUHWCTpaToOpa
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17.3. Koabl Bo3Bpara

Bo3MOXHbIe 3HaueHus KOJa BO3BpaTa N COOTBETCTBYHOLLNE UM CcobbITUSA cnegyrowine:

Kop, Bo3Bparta

0

16

32

64

128

CobbiTHe

B1pycoB Mnn Nof03peHNI Ha BUPYCbl He 06Hapy>KeHO.

O6Hapy>KeHbl M3BECTHbIE BMPYCHI.
O6Hapy>keHbl MOAVPYVKALMN N3BECTHBIX BUPYCOB.

ObHapy>xeHbl NOAO3pUTENbHbIE HA BUPYC 0OBbEKTDI.

B apxuBe, KOHTEVHEPE NN MOUYTOBOM ALLKKE OBHaPY>KEHbI U3BECTHbIE BMPYCHI.

B apxuee, KOHTEVIHepe Wi NOYTOBOM fALLMKE 06Hapy>|<eHb| MO,CI,VIq)VIKaLI,VIVI M3BECTHbIX

BMPYCOB.

B apxuee, KOHTel‘aHepe Wi NOYTOBOM fALLNMKe O6Hapy>KeHbI noao3putesibHble Ha BUPYC

0BbeKTbI.

YcneLwHo BbIMOJIHEHO JleyeHVie XOTA Bbl OAHOTO 3apakeHHOTo BUPYCOM obbekTa.

BbinosHeHo y,a,aneHVle/nepeVlmeHoBaHme/nepelvleu.l,eHme XOTA Obl OAHOTO 3apa>eHHOoro

davina.

Pe3ynbTupytowmin Koz Bo3BpaTa, GopMUpyemMblii MO 3aBepLIEHMIO MPOBEPKN, PaBEH CyMMe
KOZOB TeX COObITUI, KOTOPbIE MPOM3OLLIN BO BPEMSA NPOBEPKM (MU €ro cnaraemble MOryT
OAHO3HAYHO 6bITb MO HEMY BOCCTAHOB/EHDI).

Hanpumep, kog Bo3BpaTa 9 = 1 + 8 03HavaeT, UTo BO BpeMs NPoBepKN 0BHapy>KeHbI
N3BECTHbIE BUPYChI (BUPYC), B TOM UMCAE B apxunBe; obe3BpexnBaHne He MPOBOANIOCH;
6onbLIe HMKaKNX BUPYCHbBIX COBbITUIA He Bblno.

PyKOBOACTBO aZMUHWCTpaToOpa
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18. Mpuno>keHne b. Yrposbl n cnocobbl nx o6esBperxnBaHunA

C pa3BuTUEM KOMMbIOTEPHbBIX TEXHONOTMIA N CETEBbIX peLleHnn Bce Hosbliee
pacrnpocTpaHeHne Noay4aroT pasNMyHble BPeLOHOCHbIE MPOrpamMMbl, HarnpaB/ieHHble Ha TO,
yTO6bI TaK NN MHAYe HAHECTUN Bpes Nosib3oBaTenaM. Vix pa3Bmtne Hauyanoch elle B 3noxy
3apOXAEHNA BblUMCANTENbHOW TEXHUKW, N NapaaieNlbHO pa3BMBaINCh CPEACTBA 3aLlUUTbl OT
HUX. TeM He MeHee, O CUX NOpP He CYLEeCTBYET eANHOM KnaccudurKaLmm BCeX BO3IMOXKHbIX
Yrpos, 4To CBA3aHO, B MEPBYHO oYepelb, C Henpeacka3yeMblM XapakTepoM UX Pa3BUTUSA U
NOCTOAHHbLIM COBEPLLUEHCTBOBAHMEM MPUMEHSAEMbIX TEXHOOTUIA.

BpesoHOCHbIe MporpamMMbl MOTYT PacipOCTPaHATLCA Yepes UHTEPHET, I0KaNbHYH CeTb,
3/IEKTPOHHYHO NMOYUTY U CbEMHbIE HOCUTENN MHDOPMaLMK. HekoTopble paccumTaHbl Ha
HEOCTOPOXHOCTb N HEOMbITHOCTb MOb30BATENA U MOTYT AEACTBOBATb MOJHOCTHHO
aBTOHOMHO, ApYyrve ABAAFOTCA NLWb UHCTPYMEHTaMU NOA ynpaBaeHMeM KOMMbOTEPHbIX
B3/IOMLUMKOB U CMOCOOHbI HAaHECTN Bpes Aaxe HaZeXHO 3alMLLEHHBIM CUCTEMAM.

B saHHOW rnaBe npeacTaBieHbl ONMCaHNA BCEX OCHOBHbIX M Hanbonee pacnpocTpaHeHHbIX
TUMOB BPEAOHOCHbIX NPOrpaMm, Ha 60pbOY C KOTOPbIMU B MEPBYHO OYepesb U HanpaBs/eHbl
pa3paboTtkun komnaHmn «[Joktop Beb».

18.1. Buabl KOMNbIOTEPHbIX Yrpos3

MNoa TepMUHOM «yepo3a» B AaHHOM Kiaccudurkaumm cresyeT NnoHMMaTh toboe nporpaMMmHoe
CPeACTBO, KOCBEHHO WM HaMNpPAMYH COCOBHOE HaHecTH yllepb KOMMbIOTEpY, CETH,
MHbOpPMaLMK AN NpaBaM MONb30BaTeNsA (TO eCTb BPEAOHOCHbIE U MPOUNE HEXENATe/IbHbIe
nporpammel). B 6onee WMPOKOM CMbIC/Ie TEPMUH «YrpO3a» MOXKET 03HauaTh /10Oy
NOTEHLMaNbHY OMacHOCTb ANS KOMMbOTEPA UK CETU (TO ECTb ee Y3BUMOCTb, KOTOpas
MOXEeT 6bITb NCNOJIb30BaHa A/ MPOBEAEHNS XaKePCKMX aTak).

Bce Tvnbl NnporpaMm, onucaHHble HUXKE, MOTEHLMANbHO 061a4at0T CNOCOBHOCTLIO
NOZABEPrHYTb OMACHOCTM AaHHble NOJAb30BaTENS UAN UX KOHOUAEHLMANBHOCTL. [porpammel,
KOTOpble He CKpbIBatOT CBOEro NPUCYTCTBUA B CMCTEMe (Hanpumep, HEKOTOPbIE MPOrpaMmbl
A/19 PacCblIKM Cnama UM aHanmsaTopbl Tpaduka), 06bIUHO He MPUHATO NPUUMCAATD K
KOMMbIOTEPHBIM Yrpo3am, XOTs Npu OnpeAeseHHbIX 0BCTOATENbCTBAX OHWN TakxkKe MOTyT
HaHeCT! Bpes NoJib30BaTeNto.

KomnbrotepHble BUPYCbI

[aHHBIA TN KOMMBIOTEPHbIX YIPO3 XapaKTepm3yeTcs CNOCOOHOCTbIO BHEAPSATh CBOWN KOA B
NCMONHAEMBIN KO APYrUX Nporpamm. Takoe BHeApeHWe Ha3biBaeTca UHguUyuposaHuem. B
60/1bLUINHCTBE CNyYaeB NHPMLIMPOBaAHHbBIN dalin camM CTaHOBUTCSA HOCUTEIEM BUpYCa, a
BHEAPEHHbIV KOJ He 0653aTe/IbHO MONHOCTLHO COOTBETCTBYET OpUrnMHany. bonbluas yacTtb
BMPYCOB CO3JaeTcs AN NOBPEXAEHMA AN YHUUTOXEHUA JaHHbIX.

PyKOBOACTBO aZMUHWCTpaToOpa

165



A7

-
¢

g
),
A

Mpuno>xeHue b. Yrposbl n cnocobbl ux o6e3BpexuBaHUA

B komnaHuu «[loktop Beb» BMpycbl Aenat no tuny Gpannos, KOTOPble OHU MHOULIMPYIOT:

e Qalinossle 8Upycobl NHOULMPYHOT Gainbl ornepaLMoOHHOM cucTeMbl (06bIYHO MCMONHSAEMble
bannbl n AMHaMunyeckme 6GUBANOTEKM) N aKTUBU3NPYIOTCA NPW o6 paLLeHnm K
NHOULMPOBaHHOMY danny.

e Makpo-gupycel VTHOULMPYIOT JOKYMEHTbI, KOTOPble NCMONb3YHT MPOrpaMMBbl U3 NnakeTa
Microsoft Office ( apyrne nporpaMmbl, KOTOPble UCMONb3YOT MakpOChl, HaNNCaHHbIE,
Hanpumep, Ha a3bike Visual Basic). Makpocsl — 3TO BCTPOEHHbIe MPOrpamMMbl, HalMMcaHHbIe
Ha MOJIHOLEHHOM A3bIKe NPOrpamMMUpPOBaHUNA, KOTOPblE MOTYT 3amnyckaTbca Npu
onpezeneHHbIx ycnosuax (Hanpumep, B Microsoft Word makpocbkl MOryT 3anyckaTbca npu
OTKPbITUW, 3aKPbITUM UAN COXPAHEHUU AOKYMEHTA).

o Ckpunm-supycbl NNLLYTCA Ha A3blKax CLleHapueB (CKPUNTOB) 1 B HONbLUNHCTBE Clyvaes
MHOUUMPYHOT Apyre dannbl cueHapues (Hanpumep, ciyxxebHble dpalinbl onepaLyioHHOM
cncteMbl). OHM MOTyT MHGMLMPOBaTL TakKe Apyrne Tunbl Gannos, KOTOpbie NOAAEPKMBALOT
MCMONHEeHWNe CLeHapreB, NONb3YACh YA3BUMbIMU CLEeHapUAMU B BEO-MPUITOXKEHNAX.

e 3azpy304Hbie 8UPYCbI MHOULMPYIOT 3arpy304UHble CeKTopa ANCKOB U pa3fenos, a Takxke
rNaBHblE 3arpy30YHble CEKTOPA XECTKMX ANCKOB. OHN 3aHUMAOT OYeHb Masio NaMaTh U
OCTatOTCA FOTOBLIMU K BbIMOJHEHWUIO CBOMX GYHKLMIA J0 TeX MOp, Noka He byaeT
npou3BeZeHa BbIrpy3ka, mepesarpyska nuim 3aBepLieHune paboTbl CMCTEMBI.

BonbLIMHCTBO BMPYCOB 06/1aaeT onpeAeNeHHbIMM 3aLLUTHBIMU MeXaHM3MaMmn NpoTUB
obHapy>xeHus. MeTozbl 3aLUMTbl OT 06HaPYXXEHNA NOCTOSHHO YAyYLLAOTCA, MO3TOMY ANs
aHTVBUPYCHbIX NPOrpaMm pa3pabaTtbiBatoTCsi HOBblE CMOCO6bI MPEOAONEHNS STOM 3aLUMThI.
Brpycbl MOXHO pa3genvTb MO NPUHLMMY 3aLuTbl OT OBHapPY>KEHUA:

e [llugpposaHHble supycbl LUINPPYHOT CBOWN KO NPU KaXi0M HOBOM MHOULMPOBAHUM, UTO
3aTpyAHAEeT ero obHapy>xeHne B daiie, NaMATU UK 3arpy304YHOM cekTope. Kaxkapii
3K3eMMNAsApP TaKoro BMpYyCa COAEPXKUT TONbKO KOPOTKUI 0bLWwmin dparMeHT (Mpoueaypy
pacwmndpPoBKM), KOTOPbIA MOXHO BbIOpaTh B KauecTBe CUTHATYpPbI.

e [TonumopghHbie 8UpyCebl NCMONb3YHOT MOMUMO WNPPOBaHMsA KoAa CreLnanbHyo NpoLesypy
paclndpOoBKM, N3MEHSAOLLYHO caMy Cebs B KaX0M HOBOM 3K3eMMJsipe BUPYCa, UYTO BeJEeT K
OTCYTCTBMIO Y TAKOTO BUPYCa HaWTOBbIX CUTHATYP.

e Cmesic-s8upycel (BUPYCbI-HEBUANMKM) NPeANPUHMMALOT CreLnanbHble AeNCTBUa Ans
MaCKUPOBKWN CBOEN AeATeNbHOCTU C LieJIbH0 COKPbITUA CBOErO MPUCYTCTBUS B
MHOULMPOBaHHbIX 06bekTax. Takor BUPYC CHUMAET XapakTepUCTUkmM obbekTa nepes ero
MHOULMpPOBaHMEM, a 3aTeM MepesaeT CTapble JaHHble NPKW 3anpoce onepaunoHHOM
CUCTEMBI UV NPOrPaMMbl, ULLYLLIEA N3MEHEHHbIE dalinbl.

BVIpbeI TakKoke MO>XXHO K.ﬂaCCI/Iq)VILI,VIpOBaTb no A3blKYy, Ha KOTOPOM OHW HanucaHbl
(6OJ'IbLLII/IHCTBO NNWYTCA Ha A3blKe acceM6nepa, HO MMEKOTCA TakKXe N BUPYCbl, HaNNCaHHbIE Ha
BbICOKOYPOBHEBbIX A3blKaX NMPOrpaMMmnMpoOBaHNnA, A3blKaX CLLeHapMeEB U T. 4.) nno
MHCI)I/ILI,I/IpyEMbIM MMK onepatMoHHbIM CUCTEMAM.

PyKOBOACTBO aZMUHWCTpaToOpa
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KomnbloTepHbie uepBu

B nocneaHee BpeMs BpesOHOCHbIE MPOrpaMMbl TUMNa «KOMMbIOTEPHbIA YepBb» CTanu
ropasgo 6osiee pacnpocTpaHeHbl, YeM BUPYCbl 1 MPoYMe BpesOHOCHbIE NporpaMmbl. Kak v
BMPYChbI, Takne NporpamMmMbl CMOCO6HbI co34aBaTb CBOM KOMWUK, HO MPW 3TOM OHU He
NHOULMPYHOT Apyrne o6bekTbl. YepBb NPOHMKaeT Ha KOMMbOTEP U3 CeTH (Yalle BCero kak
BJIOXKEHME B COODLLEHMAX 3NEKTPOHHOW NOYTbI UM Yepe3 MHTEPHET) N paccCbiliaeT CBOU
OYHKUMOHaNbHbIE KOMWU Ha Apyrue KoMMbtoTepbl. [Ina Havana pacnpocTpaHeHUs YyepBu
MOTYT MCNOb30BaTh KaK AeVCTBUA NOb30BaTeNs, Tak U aBTOMAaTUUYECKNIA PeXXMM Bblbopa U
aTaku KomnbroTepa.

YepBu He 06A3aTe/IbHO LIEIMKOM COCTOAT U3 0aHOro darina (tena yepss). Y MHOrMX YepBen
eCTb TakK Ha3blBaeMasa NMHPEKLMOHHaA YacTb (Lenn-Koa), KoTopas 3arpyxaercs B
ornepaTMBHYHO NaMATb KOMMbIOTEPA U «AOrpy>KaeT» Mo CeTU HenoCPeACTBEHHO CaMO Teno
yepBsa B BUAE UcnonHaemoro darina. lNoka B cucteme HeT Tesla YepBs, OT HErO MOXHO
n36aBUTbCA Nepe3arpy3kon KoOMMbtoTepa (Mpu KOTOPON NPOUCXOAMNT COPOC onepaTMBHOM
namaTtn). Ecam xe B cncteMe okasbiBaeTCca TeNo YepBs, TO CNPaBUTLCA C HUM MOXET TOJIbKO
aHTMBMPYC.

3a cYeT MHTEHCMBHOTO PacNpPOCTPaHEeHMA YepBU CNOCOOHBI BbIBECTU U3 CTPOA Liesble CeTH,
Aa>Xe ec/I OHW He HeCyT HMKakoW MONe3HOW Harpy3ku (He HaHOCAT NPAMOW Bpes cUcTeMe).

B komnaHuu «[Joktop Beb» uepBei fenat no cnocoby (cpese) pacnpocTpaHeHus:

e Cemessle Yepgu pacnpoOCTPaHAOTCA NOCPEACTBOM Pa3NNYHbIX CETEBbIX MPOTOKONO0B U
NpOTOKO/I0B 06bMeHa dannamu.

e [Toumossle Yepgu PacnpPoCTPaHAOTCA NOCPEeACTBOM NOYTOBbIX NpoTokonos (POP3, SMTP n
T.A.).

e Ham-uepsu pacnpoCcTpaHAKTCA, UCMOJb3ya NOMNYAAPHbIE MPOrpamMmbl AN NepecblIKu
MFHOBEHHbIX coobuieHnn (ICQ, IM, IRCn . a.).

TposiHcKkue nporpaMmmbl

ITOT TN BPEeAOHOCHbIX MPOrpaMM He cnocobeH kK camopenamnkaummn. TposHckMe nporpamMmmbl
NOAMEHSIOT Kakyto-Mbo M3 YacTo 3anyckaemblX MPOrPaMm U BbIMOAHAOT ee GyHKLUMMK (MAn
UMUTUPYIOT UCMONHEHWE 3TUX QYHKLIMIA), OfJHOBPEMEHHO NPON3BOAA KakMe-1mbo
BPEAOHOCHbIE AeACTBUA (NOBPEXAEHWE N yaaneHne JaHHblX, Mepecblka KOHOUAEHLMaNbHOW
MHPoOpMaL MM 1 T. 4.), NM60 Aenas BO3IMOXHbIM HEeCaHKLMOHNPOBaHHOE NCMONb30BaHNe
KOMMbHOTEPA 3/10yMbILLIEHHUKOM, HanpuMep, A8 HaHeCeHUs Bpea TPeTbUM AnLaM.

3TM nporpamMmbl 061a4ak0T CXOXUMU C BUPYCOM MaCKMPOBOUYHBIMU U BPEAOHOCHBIMMU
bYHKUMAMY 1 faxke MOTyT OblTb MOZYNEM BMPYCa, HO, Kak MPaBUa0, TPOAHCKME NPOrpaMmbl
PacnpoCTPaHAIOTCA Kak OTAeNbHbIE CMOoNHAeMble daiinbl (BbiknajblBatoTcA Ha GarinoBble
cepBepa, 3annCbiBatOTCA Ha HOCUTENN MHPOPMAaLMKN UK NEPEChINAtOTCA B BUAE BIOXEHUN B
COOBLEHNAX INEKTPOHHOM MOYTbI), KOTOPbIE 3anyckatoTca IMbo caMuMm noab3oBaTteneMm, Mbo
onpeaeneHHbIM NPOLECCOM CUCTEMBbI.
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KnaccnoumumpoBaTb TPOAHCKME MPOrpaMMbl O4YEeHb HEMPOCTO, BO-MePBbIX, MOTOMY UTO OHMU
3a4acTyro pacrnpocCTpaHATCA BUPYyCaMu U YePBAMMW, BO-BTOPbIX, BPEAOHOCHbIE AENCTBUS,
KOTOpPble MOTYT BbINOAHATL APYrue TUMbl Yrpo3, MPUHATO NPUMNCLIBATL TONbLKO TPOAHCKUM
nporpaMmmam. Huxe npvBeseH CNNCOK HEKOTOPbIX TUMOB TPOSHCKUX MPOrpaMm, KOTopble B
koMnaHuu «loktop Beb» BblAenstoT B OTAENbHbIE KNACChI:

e b5k00pbl — 3TO TPOAHCKME NPOrpaMMbl, KOTOPbIE MO3BONAOT NOAYYaTb
NPVBUAETMPOBaHHBIM JOCTYN K CUCTEME B 06X0J CyLLeCTBYHOLLLEro MexaHn3mMa
npeaocTaBAeHNA AOCTyNa v 3awmTbl. bakaopbl He MHGMLMPYHOT Gaibl; OHM NPONUCbIBAtOT
cebsa B peectpe, MOANOULINPYS KAHOUN.

e Pymkumel NnpefHa3HayeHbl 414 nepexsBaTta CUCTEMHbIX YHKLMI OnepaunoHHOM CUCTEMBI C
Le/Ibio COKPbITUA CBOEro NPUCYTCTBUA B cucTemMe. KpomMe TOro, pyTkUT MOXEeT MackMpoBaTb
npouecchbl Apyrnx NporpamMmmM, pasinyHble KNKUM peectpa, nanku, danbl. PyTkuT
pacnpoCTpaHAeTca Kak caMoCToATeNbHAsA NPOrpaMma Uan Kak JONOAHNTENbHbIN
KOMMOHEHT B COCTaBe APYrov BpejoHOCHOMW nNporpaMmbl. 1o npuHumny ceoen paboTsl
PYTKUTbI YCIOBHO Pa3jenatoT Ha ABe rpynmnbl: PyTKMTbI, paboTatoLme B pexmme
nosnb3oBaTens (nepexsaT GyHKLMM BUBANOTEK NoAb30BaTeNbCKOrO pexuma) (User Mode
Rootkits — UMR), n pyTkuTbl, paboTatowme B pexxmme aapa (nepexeaT GyHKLUMA Ha YpOBHE
CUCTEMHOTO AZPa, YTO 3HAUNTENIbHO YCNOXHAET 0bHapyxXeHne n obesspexnsaHune) (Kernel
Mode Rootkits — KMR).

e KnasuamypHsie nepexaamyuku (Kelis02eepel) NCNOAb3YHTCA Ans cbopa AaHHbIX, KOTOPbIe
no/sb30BaTe/lb BBOAUT MPW MOMOLLM KnaBmnaTtypsbl. Lienbto Takmx 4encTBMA ABASETCA KpaXa
NNYHOU MHDOPMaLnUK (HanpuMep, CeTeBbIX Mapoien, TIOTMHOB, HOMepPOB BaHKOBCKMX KapT
nT. A).

e Knukepol nepeonpeaensatoT CCbIIKM MPU HaXXaTUW Ha HUX U TakKnM ob6pa3om
nepeHanpasBAAtOT NONb30BaTENEN Ha OonpeseneHHble (BO3MOXHO, BPEJOHOCHbIE) CalTbl.
O6bIYHO NoNb30BaTE/b NEpPeHanpPaBAseTCA C LeNbio YBENMYEHUA pPeKNaMHOro Tpaduka
Be6-CcalTOB MM 419 OpraHu3aumm pacnpejeneHHblx atak oTkasza B obcnyxunsaHmm (DDoS-
aTak).

° npOKCU—mpOﬂHbI npeasocTaBaArOT 3/I0YMbILWNEHHUKY aHOHMMHbIV BbIXO/J B UHTEPHET Yepes
KOMMNbHOTEP XEPTBbI.

Kpome nepeuncneHHbIx Bbille, TPOSSHCKME MPOrpamMMbl MOTYT BbIMONHATb U Apyrue
BPeAOHOCHbIE JeNCTBMA, HanNprMep, N3MeHATb CTapTOBYHO CTpaHuLUy B Beb6-bpay3sepe nam
yAanaTe onpegeneHHble daninbl. OgHaKo TakmMe AeNCTBUS MOTYT BbIMOJHATHCA U yrpo3amMu
APYTUX TUMOB (Hanpumep, BUpycaMu 1 4YepBaMu).

Mporpammbl B3/10Ma

MporpamMbl B310Ma CO34aHbl C LieNbo MOMOYb B310MLMKY. Hanbonee pacnpocTpaHeHHbIM
BMAOM NMOAOOGHbBIX MPOrpaMm SIBAAKOTCSA CKaHepPbl MOPTOB, KOTOPbIE MO3BOASHOT
06Hapy>X1BaTb YA3BUMOCTU B MEXCETEBbIX 3KpaHax (bariepBonax, bpaHaMayspax) 1 Apyrux
KOMMOHeHTax, obecneunBaroLLmx 6e3onacHOCTb KoMnbtoTepa. Kpome xakepoB, Takumm
WNHCTPYMEHTaMW MOTYT NOJb30BaTbCA aAMUHUCTPATOPbI 418 MPOBEPKN HAAEXHOCTU CBOMNX
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ceTten. IHorga kK nporpammMam B3loMa OTHOCAT NPOrpaMmbl, UCMOAb3YHOLLME METOAbI
couManbHOW NHXEHEPUN (31E€MEHTbI COLIMOTEXHUKMN).

PexnamHble nporpamMmmbl

Yale Bcero nog 3TMM TEPMUHOM MOHUMAKOT MPOrPaMMHbIA KOJ, BCTPOEHHbIV B pa3/iMyHOe
6ecniatHoe NporpaMMHoe obecneyeHmre, NPy NCNOJIb30BaHNM KOTOPOTO MOJb30BaTeO
NPUHYAMTENIbHO NOKa3biBaeTCs peknama. Ho MHoraa Takor Koz MOXET CKPbITHO
pPacnpoCTPaHATbCA MOCPEACTBOM APYrMX BPEeAOHOCHbIX MPOrpaMmM 1 AeMOHCTPUPOBATb
peknamy, Hanpumep B Beb6-6paysepax. 3auacTyto pekiamHble NporpaMmMbl paboTaroT Ha
OCHOBaHMM AaHHbIX, COBPaHHbIX LWMNMOHCKMMM NpOrpamMmmMamu.

MporpamMmmbi-wWwyTKN

OTO TN BPEAOHOCHbIX MPOrpaMm, KOTOpble, Kak ¥ peknaMHble NPorpaMMbl, HE HAHOCAT
NpsAMOro Bpesa cvcteMe. Yallie BCEro OHW FrEHEPUPYHOT COOBLLEHNS O HECYLLECTBYHOLLMX
oLINBKaX M YrpoXKatoT AENCTBUAMMU, KOTOPbIE MOTYT MPUBECTU K MOBPEXAEHWNIO AaHHbIX. VX
OCHOBHOW GyHKUMeW ABASETCA 3anyrMBaHue noab3oBaTtess, iMbo HaBA3UMBOE ero
pasgpaxeHue.

Mporpammbl A03BOHa

JTO cneumanbHble KOMMbIOTEPHbIE MPOrpaMMsbl, pa3paboTaHHble 414 CKAaHWPOBAHWUSA HEKOEro
Anana3oHa TesiedoHHbIX HOMEPOB A1 HAaXOXAEHNSA Takoro, Ha KOTOPbIA OTBETUT MoeM. B
faNbHeNLWeM 3/10YMbILUNEHHUKN NCMONb3YIOT HaJeHHble HOMepa A5 HaKpyYMBaHUSA onaThbl
3a TenedoH UAK 4NA He3aMeTHOTO NOAK/IOYEHNA NOb30BaTeNs Yepe3 MOJEM K
AOPOroCTOAWMM NAaTHbIM TenedOHHbIM Cy>KbaMm.

MoTteHuMazibHO onacHble NMPOorpamMmbl

™1 NporpamMMbl He CO3AaBannCh ANA HaHECEHMA Bpeaa, HO B CUJY CBOMX OCOBeHHOCTew
MOTYT NPeACTaBaATb Yrpo3y Ana 6e3onacHocTu cuctembl. K Takmm nporpaMmam OTHOCATCA He
TONbKO T€, KOTOPbIE MOTYT CIy4YaiHO NMOBPEAUTb AW YAANUTb AaHHbIe, HO U Te, KOTOPble MOTyT
MCNONb30BaTbCA XakepaMun Uan ApyrumMmu nporpaMmamMu Ansa HaHeceHua speja cucteme. K
NOTeHUMaAbHO OMacHbIM MNPOrpamMmmMam MOXHO OTHECTU pasJ/inyHble MPOrpamMmbl yaaieHHOro
obweHns 1 agMuHucTpupoBaHusa, FTP-cepBepbl U T. 4.

nOAOBPMTeﬂbeIe 06BbeKTbl

K nogo3putenbHbiM 06bekTaM OTHOCATCS Nt0Oble NOTEHLMaNbHbIE YrPO3bl, OOHapPY>XEHHbIe
NPV MOMOLLY 3BPUCTUYECKOTO aHan3a. Takve 06bekTbl MOTYT ABAATLCSA JHOObIM TUMOM
KOMMbOTEPHBIX YTPO3 (BO3MOXHO, Aaxe HEN3BECTHbIM A/ CNEeLManncToB no
nHOPMaLIMOHHON 6e30NacHOCTM), @ MOTYT OKa3aTbCs He30MacHbIMU B ClyYae JIOXKHOTo
cpabaTbiBaHMA. Palinbl, cogepxaliye NoAo3puTenbHble 06beKTbl, PEKOMEHyeTCs NnomMeLlaTb
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B KapaHTWH, a Takke OTNPaBAATb Ha aHaAW3 CneumnannctaM aHTMBUPYCHOW nabopatopun
KomnaHmn «/loktop Beb».

18.2. AencTtBua pna ob6e3Bpe)knuBaHnA yrpos

CyLiecTByeT MHOXECTBO Pa3/iMUHbIX MeTOA0B 60pbObl C KOMMBIOTEPHbLIMYK Yrpo3amu. ns
HaAe>XXHOW 3alUMTbl KOMMNbHOTEPOB U CETEN MPOAYKTbI KOMMaHUK «/lokTop Be6» 06beanHsoT B
cebe 3T MeTOAbl MPU MOMOLLY TMOKMX HAaCTPOEK N KOMMJIEKCHOTO NOAXoAa K obecneyeHunto
6e3onacHocT. OCHOBHbIMU AEUCTBUAMU ANs 06e3BpeXMBaHNSA BPEAOHOCHbLIX MPorpamMm
ABNAOTCA:

1.

NeueHue — feinicTBME, NPUMEHAEMOE K BUPYCaM, YepBsiMm 1 TpositHaM. OHO nogpa3ymeBaeT
yAaneHne BPeJOHOCHOrO KoAa 13 3apakeHHbIX GainnoB mbo yaaneHne GyHKLMOHaNbHbIX
KOMWI BPEAOHOCHbIX MPOrpamMm, a Takxke, Mo BO3MOXHOCTU, BOCCTAHOBNEHME
paboTocnocobHOCTN MOpaxKeHHbIX O6BEKTOB (T. €. BO3BPaLLEeHWe CTPYKTYpPbl U
dyHKLMOHaNa NporpaMmbl K COCTOSIHUEO, KOTOPOe ObIN0 A0 3apa>keHuns).

MepemeleHre B KapaHTUH — JeCTBUE, NPY KOTOPOM BPEAOHOCHbI 06BbeKT
nomMeLLaeTcs B creuunanbHyro nanky, rae U3oaMpyeTcs OT OCTasbHOWM cucteMsl. JaHHoe
AencTBMNE ABAAETCA NPEeANOYUTUTEIbHBIM NMPU HEBO3MOXHOCTU JIeYeHUS, a TakKe 411 BCeX
nofo3puTenbHbIX 06bekToB. Konuu Takmnx dpannos xenatenbHO nepecbinatb Aas aHanv3a B
aHTUBUPYCHYIO nabopatopuio «[Joktop Beb».

. YpaneHnune — 3ddektnBHOe genictBre ansa 60pbbbl ¢ KOMMAbIOTEPHBIMY Yrpo3aMmu. OHO

NPUMEHUMO Ans NH6Oro TMna BpeAoHOCHbIX 06bekToB. CieayeT OTMETUTb, UTO MHOTAA
yaaneHune byaet npMMeHeHO K HeKOTOpbIM darnam, aia KOTopbix 6b110 BbIOpaHO feyeHme.
OTO NPOUCXOANT B CNyyae, KOrZa BeCb Galin LeIMKOM COCTOUT 13 BPeAOHOCHOTO KoJa U He
COZEP>XKUT HUKaKOWN Nosie3HON nHbopMaLmmn. Tak, Hanpumep, Mo eYeHnem
KOMMbIOTEPHOrO YepBs NoApa3yMeBaeTcs yAaneHne Bcex ero GyHKLUMOHaNbHbIX KOMUMA.

BnokupoBka — 3T0 Takxke AelCTBMe, NO3BO/IAIOWEee 06e3BpeAnTb BPELOHOCHbIE
nporpamMmsl, NPy KOTOPOM, OZHaKO, B GpainioBOM CUCTEME OCTAKOTCA UX MONHOLLEHHbIEe
Konuu. baokmpyrotcs Atobble NOMNbITKM O6paLleHns OT U K BpeAOHOCHOMY O6BbekKTy.
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19. Mpunoxxenue B. MpuUHLUMNbI NMEeHOBaHUA Yrpo3

Mpw 0bHapy>XeHnn BUPYCHOro Koga kKomnoHeHTbl Dr.Web coobuwatoT noab3oBatento
cpeacTBaMu nHTepdenca n 3aHOCAT B dai oTyeTa MMS BUpYCa, MPUCBOEHHOE eMy
cneymanmctaMun komnaHum «JJoktop Beb». 3t nMeHa CTpoaTCca No onpeseneHHbIM
NpUHLUMNaM 1 OTpaXkakoT KOHCTPYKLMIO BUPYCa, KNacchl YA3BMMbIX OObEKTOB, Cpeay
pacnpoctpaHeHunsa (OC n npuknagHble nakeTbl) U paj APYrux ocobeHHOCTen. 3HaHne 3TUX
NPUHLUWMOB MOXET ObITb MONIE3HO A1 BbISIBJEHMA MPOrPaMMHbIX M OPraHnN3aLnOHHbIX
YA3BMMOCTEN 3alpLiaeMor cucteMbl. Huxe gaetcs kpatkoe U3NoXeHne NPUHLUNOB
MMEHOBaHWNA BUPYCOB; bonee NoaHas U NOCTOSHHO OOHOBAEMas BepCMa OnmcaHuna

AOCTynHa no aapecy https://vms.drweb.com/classification/.

JTa kKnaccndmkauma B psaje cyyaeB YCNOBHA, MOCKO/IbKY KOHKPETHbIE BUAbl BUPYCOB MOTYT
ob6sasaTb OJHOBPEMEHHO HECKO/IbKMMMW MPUBEAEHHbIMU Mpu3Hakamu. Kpome Toro, oHa He
MOXET CUMTaTbCs MCUEPMbIBAOLWEN, MOCKO/bKY MOCTOAHHO NOSABASAIOTCA HOBblE BUAbI
BMPYCOB U, COOTBETCTBEHHO, MAET paboTa Mo YTOUHEHMIO KnaccnudukaLlmm.

MonHoe nma Bnpyca COCTOUT U3 HECKOJIbKNX 31eMEHTOB, pa3je/ieHHbIX ToukaMu. [1pm 3Tom
HeKOTopble 3N1eMeHTbl, CToALME B Hayane NOHOrO MMeHU (NMpedurKcbl) U B KOHLLE
(cyddukcbl), ABAAKOTCA TUMOBbLIMW B COOTBETCTBUM C MPUHATOM Knaccudukaumen.

OcHoBHble npedUKChbI

Mpedukcbl onepauMoHHON CMCTEeMBbI

Hwuxecnegyrowme npedurkcbl MPUMEHAOTCA ANA Ha3biBaHMA BUPYCOB, MHOULMPYIOLLNX
ncnonHsemole darnbl onpegeneHHbix naatdopm (OC):

e Win — 16-pa3pagHbie nporpammbl OC Windows 3.1;

e Win95 — 32-pa3psaaHblie nporpammbl OC Windows 95/98/Me;

e WinNT — 32-pa3pasHble n 64-paspsagHble nporpammbl OC Windows
NT/2000/XP/Vista/7/8/8.1/10;

e Win32 — 32-pa3psagHble nporpammbl pasamuHbix cpeg OC Windows 95/98/Me n OC
Windows NT/2000/XP/Vista/7/8/8.1/10;

e Win64 — 64-pa3psasaHblie nporpammbl OC Windows XP/Vista/7/8/8.1/10/11;
e Win32.NET — nporpammbl B OC Microsoft .NET Framework;

e 0S2 — nporpammbl OC OS/2;

e Unix — nporpammebl pasanuHbix UNIX-cucrem;

e Linux — nporpammsbl OC Linux;

e FreeBSD — nporpammbl OC FreeBSD;

e Sun0S — nporpaMmmbl OC SunOS (Solaris);
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e Symbian — nporpammbl OC Symbian OS (MmobunbHas OC).

3amMeTuM, UTO HEKOTOpPbIE BUPYChl MOTYT 3apaXkaTb NPOrpaMmMbl OAHOM CUCTEMBI, XOTSH CaMu

AEVCTBYIOT B PYroOW.

Bupychbl, nopax<atowme ¢aiinbi MS Office

Mpynna npedurkcos Bnpycos, nopaxarowwmx obbektel MS Office (yka3aH A3bIk MakpOCOB,

nopa>aeMbIX 4aHHbIM TUTTOM BVIpyCOB)I

e WM — Word Basic (MS Word 6.0-7.0);

e XM — VBA3 (MS Excel 5.0-7.0);

e W97M — VBA5 (MS Word 8.0), VBA6 (MS Word 9.0);
e Xx97M — VBAS5 (MS Excel 8.0), VBA6 (MS Excel 9.0);
e A97M — 6a3bl gaHHbIX MS Access'97/2000;

e PPO7M — dannbl-npeseHTaunm MS PowerPoint;

e 097M — VBAS (MS Office'97), VBA6 (MS Office'2000), Bupyc 3apaxaet dpaninbl bonee yem

oAHoro komnoHeHTa MS Office.

Mpedukcobl a3bika paspaboTku

lpynna npedukcos HLL NpUMeHAeTca N9 UMEHOBaHMA BUPYCOB, HaNMCaHHbIX Ha A3blKaxX
nNporpaMMmnpPOBaHNS BbICOKOTO YPOBHS, Takux kak C, C++, Pascal, Basic n gpyrue.
Ncnonb3ytotca MmoandukaTopsbl, ykasbiBatowme Ha 6a30Bbii anroputM GyHKLMOHNPOBAHWSA, B

YaCTHOCTW:

e HLLW — yepBu;
e HILLLM — NMOYTOBbIE yepsBu;
e HLLO — BUPYChbI, Nepe3arnmncbliBakolwne Koh MporpaMmbl XepTBbl;

e HLLP — BMPYCbl-NapasuTbl;

HLLC — BUPYCbI-CAYTHUKW.
K rpynne npedunkcos s3bika pa3paboTkn MOXHO TakKe OTHEeCTH:

e Java — BMPYCbl ANA Cpefbl BUPTYyaabHOM MalUMHbI Java.

TposHckme nporpamMmmbl

Trojan — obLlee Ha3BaHWe ANA Pa3NNYHbIX TPOAHCKMX NporpaMm (TposHLeBs). Bo MHoOrmx
cnyyaax npedurKCbl 3TOW rPynmbl NCMONb3YOTCA COBMECTHO C npedukcom Trojan.

e PWWS — TPOSIHELL, BOPYHOLLMIA Naponu;

e Backdoor — TposiHel, ¢ RAT-pyHkumen (Remote Administration Tool — yTnanta

yAANEHHOro aAMUHNCTPUPOBAHNA);
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TRC — TpOsiHeL, MCMOJIb3YHOLMI ANs CBOEro GyHKLMOHMpPOBaHUA cpedy Internet Relayed
Chat channels;

DownLoader — TPOsiHeL, CKPbITHO OT MNO/b30BaTeNsA 3arpy>KaroLnii pa3anyHble
BPEAOHOCHbIE daliNbl U3 UHTEPHETA;

MulDrop — TPOsiHEL, CKPbITHO OT MOJIb30BaTeNA 3arpy>KatoLLmMii pa3nnyHble BUPYCHI,
coAep>Kallmecs HenmoCpPeACTBEHHO B ero Tene;

Proxy — TPOAHeL, NO3BONAOWMI 3/10yMbILUNEHHUKY paboTaTb B MUHTEpPHETE aHOHUMHO
yepes Nopa>keHHbI KOMMbIOTEP;

StartPage (CMHOHUM: Seeker) — TPOsiHEL, HECAHKLUMOHNPOBAHHO NOAMEHAOLLNIA aapec
CTPaHULLbI, yKazaHHOW Bpay3epy B KayecTBe JOMaLUHEeN (CTapTOBOM);

Click — TpOsAHeL, OpraHM3yrLWMin NepeHanpasBaeHe NoAb30BaTebCKUX 3aMpoCcoB
6pay3epy Ha onpeaeneHHbI CanT (MK CanTbl);

KeyLogger — TPOAHEL-LUMNNOH; OTC/IEXXMBAET N 3aMNNCbIBAE€T Ha>aTna Kl1aBULL Ha
KlnaBuaTtype;, MOXeT nepnogmyeckm nepecblnatb C06paHHbIe AaHHbI€ 3N10yMbILUNEHHWKY;

AVKill — ocTaHaBAMBaeT paboTy NporpaMmM aHTUBMPYCHOW 3aLUuThl, CETEBbIE SKPaHbl U
T. M.; TAKOKE MOXKET yAansTb 3T NPOrpaMmMbl C ANCKa;

KillFiles, KillDisk, DiskEraser — yAansfitoT HEKOTOPOE MHOXeCTBO darnnos (dbannbl
B onpejeneHHbIX Katanorax, Garabl Mo Macke, Bce Gparinbl Ha AUCKE U T. M.);

DelWin — yaanseTt Heobxoanmble ans paboTbl onepauynoHHon cuctembl (Windows) dannbl;

FormatC — popmatumpyeT gnck C: (C(MHOHMM: FormatAll — dopMaTnUpyeT HECKONbKO UK
BCE ANCKWN);

Kil1MBR — MOPTUT UAN CTUPAET COAEPXMMOe r1aBHOro 3arpy3oyHoro cektopa (MBR);

Ki11CMOS — nopTuT uam ctupaet cogepxxmmoe CMOS.

CpeacTBO MCNO/b30BaHUA YA3BUMOCTEN

Exploit — CPeACTBO, UCMOJIb3YHOLEE N3BECTHbIE YA3BMMOCTN HEKOTOPOWN OnepaLMoOHHON
CUCTEMBI UV MPUNOXKEHUSA AN BHEAPEHUSA B CUCTEMY BPEAOHOCHOTO KOZa, BUpYyca uau
BbIMOJIHEHNS KaKUX-TMBO HECAHKLMOHUPOBAHHbIX A€ACTBUNA.

Cpep,CTBa ANA CeTeBbIX aTakK

Nuke — cpeacTBa A5l CETEBbLIX aTaK Ha HEKOTOPbIE N3BECTHbIE YA3BMMOCTWN OmnepaLMOHHbIX
CNCTEM C LLEJIbHO BbI3BaATb aBapMVlHoe 3aBepLlieHune pa6OTbI aTaKyeM0|7| CNCTEMDI,

DDoS — nporpaMmMa-areHT Ans NpoBeAeHMA pacnpeseieHHbIX CeTeBbIX aTak TUMa «OTKa3 B
obcnyxumBaHum» (Distributed Denial Of Service);

FDOS (cuHoHuM: Flooder) — Flooder Denial Of Service — nporpaMmbl 4ns pa3Horo poaa
BPEAOHOCHbIX AercTBUN B CeTn, Tak MAN MHaYe MCMONb3YHOLLME e aTaky TUMa «OoTkas B
obcnyxxmBaHum»; B otamume ot DDoS, rae npotne o4HOW Lenn 04HOBPEMEHHO
MCNONb3yeTCA MHOXECTBO areHToB, paboTaroLmx Ha pa3Hbix koMnbroTepax, FDOS-
nporpaMmma paboTaeT kak OTAeNbHas, «CaMOA0CTaTOYHaA» NporpamMma.
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Mpuno>xenune B. MpuHLMNBI NMEeHOBaHUA Yrpos

CkpunT-BUPYCHbI
ﬂpe(l)l/lKCbI BUPYCOB, HAaNMMCaHHbIX Ha Pa3/IMYHbIX A3blKaX CUEHAPUEB!:

e VBS — Visual Basic Script;

JS — Java Script;

e Wscript — Visual Basic Script u/vau Java Script;

Perl — Perl;
PHP — PHP;

BAT — A3bIk KOMaHAHOro nHTepnpetatopa OC MS-DOS.

BpepoHocHble nporpamMmmbl

MNpedurkcbl 06BEKTOB, ABAAOLIMXCA HE BUPYCAMU, @ UHBIMW BPEAOHOCHBIMUW NPOrpaMmMamMu:

Adware — pek/jaMHas nporpamMmma;

Dialer — nporpamma J03BOHa (NepeHanpasastoLLas 3BOHOK MOZeMa Ha 3apaHee
3anporpaMMUpPOBaHHbIV NAaTHbIA HOMeP WAN NAATHbIN pecypc);

Joke — nporpamMmma-LuyTKa;

e Program— MOTEHLMaANbLHO ONacHas nporpamma (riskware);

Tool — nporpamMmMa-mHCTpyMeHT B3soma (hacktool).

Pa3Hoe

Mpedukc generic ncnonbyetcs nocne gpyroro npedukca, obosHavatoLero cpesy nam
MeToJ pa3paboTku, AN 0603HaYEHNA TUMMYHOTO MPeACTaBUTENA 3TOTO TUMa BUPYCOB. Takow
BMPYC He 061aZaeT HUKaKMMU XapakTepHbIMUW NMPU3Hakamu (Kak TEKCTOBbIE CTPOKY,
cneymnanbHbie 3PeKTbl U T. 4.), KOTOpble MO3BOANAM 6bl MPUCBOUTL EMY KaKoe-TO 0CObeHHoe
Ha3BaHue.

PaHee ans UMeHOBaHMA NPOCTENLLNX HE3MKMX BUPYCOB MCMOb30BaNcs npedukc Silly ¢
pPa3NNyYHbIMU MOANPMKaTOPaMK.

CydPpukcbl

qu)q)l/IKCbl MCMNONBb3YHOTCA ANIA MMEHOBaHNA HEKOTOPbIX CI'IeLI,VIq)VI‘-IeCKVIX BUPYCHbBIX 061BbEKTOB:

e generator — OHBEKT ABNAETCA HE BUPYCOM, @ BUPYCHbIM FrEHepaTopoMm;

¢ based — BMpYC pa3paboTaH C MOMOLLbIO YKa3aHHOTO BUPYCHOrO reHepaTopa uan nytem
BUAOV3MEHEHWNS yKa3aHHOro BMpyca. B obomx cayyasx MMmeHa 3Toro Tvna sBastoTCA
POAOBBLIMMN 1 MOTYT 0603HaYaTb COTHU U MHOTAA Aa>e TbICSYN BUPYCOB;

e dropper — yKa3blBaeT, YTO OBBEKT ABAAETCA He BUPYCOM, @ MHCTaNNATOPOM yKa3aHHOro
BUpYCa.
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MpunoxxeHune . OCHOBHble TEPMUHbI U NMOHATUSA

20. NMpunoxxeHne . OCHOBHbIE TEPMUHbI U MOHATUA

A

AHMUBUPYCHAA CemMb — COBOKYMHOCTb KOMMbIOTEPOB, Ha KOTOPbIX YCTAHOBAEHbI MPOAYKTbI
Dr.Web (AHTMBMpYyc Dr.Web ana Windows, AHTuBupyc Dr\Web ans cepsepos Windows u
Dr.Web Security Space) n koTopble NOAK/IOYEHbI K OAHOW N0KaNbHOW CETH.

a

ZlosepeHHsle npunoxeHus — NPUNOXEHWS, MOAMMUCU KOTOPbIX J06aBieHbl B CMMCOK
AoBepeHHbix B drwbase.db. K soBepeHHbIM NpuaoxeHnamM otTHocuTca nonyaspHoe MO,
Takoe kak Google Chrome, Firefox, npunoxenuna Microsoft.

3

3epkasno obHos1eHUl — Nnarka, B KOTOPYH KONMpyroTcst 06HOBNeHMA. 3epkano OOHOBNEHWI
MOXeT 6bITb NCMOb30BaHO Kak UCTOYHMK 06HOBAeHNI Dr.Web ans komnbtoTepos B
NOKaNbHOW CETH, KOTOPble He MOAKNOUEHbI K MHTEPHETY.

K

Knaccel ycmpolicme — yCTpOWMCTBA, BbIMOAHAIOLWME OANHAKOBbIE PYHKLMM (Hanpumep,
yCTPOWCTBaA ANA nevaTw).

M

Modugukayus supyca — KOA, MONYYEHHbIA TaKUM M3MEHEHWEM U3BECTHOTO BUPYCa, YTO Npw
3TOM OH OMO3HaeTCcs CKaHepPOM, HO aJIrOPUTMbl IeUYEHMSA UCXOAHOIO BMpPYCa K HEMY
HenpUMeHUMBbI.

P

Pexxum aomuHucmpamopa — pexxum Dr.\Web, B koTopoM npesocTaBaseTcs JOCTYN KO BCEM
napameTpamM KOMMOHEHTOB 3alyTbl M HacTpokaM nporpammsl. ns nepexosa B pexxum

[l
AAMUNHNCTPAaTOpPa HeO6XOAVIMO Ha>XaTb Ha 3aMOK .

PyKOBOACTBO aZMUHWCTpaToOpa

175



g
),
A

@

MpunoxxeHune . OCHOBHble TEPMUHbI U NMOHATUSA

C

CueHamypa (8upycHas 3anuce) — HernpepbIBHasA KOHeYHas NoC/ieA0BaTENbHOCTL HalT,
HeobxoanMas 1 OCTaTOYHAA ANS OAHO3HAYHOW NAEHTUdMKALMN YrPO3bl.

X

Xew-cyMMa — yHVKanbHbIN naeHTndbukatop dania, NnpeacTaBAfrOWMIA cOHOM
nocnefoBaTeNbHOCTb LGP 1 ByKB 3asaHHON ANMUHbI. Icnonib3yeTca Ans NpoBepKu
LLeSIOCTHOCTU JaHHbIX.

L

LUuHbl ycmpolicme — NoACUCTEMbI NMepesaun faHHbIX MexXay GYHKLUMOHaNbHbIMK B10KaMu
KoMnbtoTepa (Hanpumep, wuHa USB).

C]

Sspucmuka — NpeAnoNoXeHMe, CTaTUCTMYECcKas 3HaUMMOCTb KOTOPOro NOATBEPXAeHA
OMbITHBIM MYyTEM.

Skcnnolim — nporpamma, GparMeHT Koja Uan NociesoBaTeNbHOCTb KOMaHA, NCMOb3yLoLne

yS3BUMOCTM B MPOrpaMMHOM obecrneyeHnmn 1 NpUMeHseMble 418 NPOBEeAEeHNS aTaku Ha
cncTemy.

dnekmpoHHas yugpposas noonuce (L) — peKBU3INT 3NEKTPOHHOTO LOKYMEHTa,
npeAHa3HaYeHHbIN ANS 3aLLMTbl JAaHHOTO 3IeKTPOHHOrO JOKYMEHTa OT MOAAENKMN.
MOJlyYeHHbIN B pe3y/bTaTe KpUnTorpapuueckoro npeobpasoBaHuns nHGopmaLmm c
MCNOb30BaHNEM 3aKPbITOrO KJOUYa 3N1EKTPOHHON LMGPOBOM MOAMNCK N MO3BOAAOLLNM
naeHTMONLMpPOBaTh BNaZesbla cepTudmkaTa Karoua NoANMUCK, a Takke YCTaHOBUTb
OTCYTCTBUE UCKaXXeHUS MHPOPMaLMN B I1€KTPOHHOM JOKYMEHTe.

Smynayus — nMmuTaums paboTbl OAHON CUCTEMbI CPeACTBaMU Apyroin 6e3 notepwu

bYHKLMOHaNbHbBIX BO3MOXHOCTEN U UCKaXXeHWN pe3yabTaTOB NOCPEACTBOM NUCMONb30BaHNSA

cneunanbHbIX NPOrpaMmMHbIX CPEACTB.
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