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1. BBeaeHune

1. BBegeHue

06ecrneynBaeT MHOrOYpPOBHEBYHO
3alLUUTY CUCTEMHOW MaMSITU, KECTKMUX ANCKOB U CMEHHbLIX HOCUTENEN OT
MPOHUKHOBEHWUI  BUPYCOB,  PYTKWTOB,  TPOSIHCKMX  MpOrpamM,
LUNMOHCKOrO U peknamHoro MO, Xakepckux YTWIUT W pasfvyHbIX
BPEAOHOCHbIX O6BEKTOB M3 1H06bLIX BHELHUX UCTOYHMKOB.

BakHON 0COBEHHOCTHIO MpPOrpaMMbl ABNseTcs
MofyflbHasi — apxXuTeKTypa. ucnonb3yer
nporpamMMHoe Si4po U BUpPYCHble 6a3bl, 0blwme Ans BCEX KOMMOHEHTOB
W pasnuuHbiX cped. B HacTosiee BpeMsi Hapsiady C Nporpammoii

NoCTaBNAOTCA BepcMn aHTuBupyca ans IBM®
0S/2®, Novell® NetWare®, Macintosh®, Microsoft Windows
Mobile®, Andorid®, Symbian®, a Takke psiga CACTEM CeMeiiCTBa
Unix® (Hanpumep, Linux®, FreeBSD® u Solaris®).

ucnonb3yet yaobHylo u  3dbdEKTUBHYIO
npoueaypy OGHOBNEHUS BUPYCHbIX 6a3 M Bepcuii NPOrpamMMHOro
obecneyeHuns yepes NHTepHeT.

crnocobeH TaKke OBHapyXuBaTb M yaansiTb C
KOMMbIOTEPA Pa3NINYHbIE HEXeNaTeslbHble MporpaMMbl  (peknaMHble
NporpamMmMbl, NMporpamMmMbl [03BOHA, MPOrpamMMbl-LUYTKK, NMOTEHUMANBHO
onacHble MporpaMMbl, NporpamMMbl  B3/fioMa). [N o6Hapy>xeHust
HeXenaTeslbHblX MporpaMM W AEWCTBUIA HaA COAepXaluMu  UX
dainamM NpPUMEHAOTC  CTAaHAAPTHbIE  CPEACTBA  aHTUBMPYCHbIX
KOMMOHEHTOB

MOXET BK/YaTb B cebs cneaywoume
KOMMOHEHTHI:

o — aHTUBMPYCHBIN cKaHep C rpaduyeckmm
MHTepceiicoM, KOTOPLIV 3anycKkaeTcs Mo 3arnpocy Mosb30BaTens
WM MO pacrnucaHuio M MpOBOAUT aHTUBMPYCHYIO NPOBEPKY
komnbtoTepa. CyllecTByeT Takxe Bepcus MporpamMmbl  C
MHTEphENCOM KOMaHAHON CTpoku (

)i

. —  @HTUBWPYCHbI  CTOPOX, KOTOPbIN

MOCTOSIHHO HaxoAWTCS B OMEPaTMBHOW MaMsiTW, OCYLLECTBSS
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1. BBeaeHune

npoBepky HainoB M NamMsTV «Ha NeTy», a Takxke o6HapyXxuBas
MPOSIBNEHNS BUPYCHOM aKTUBHOCTY;

— MOYTOBbIN AHTUBUPYCHBIA CTOPOX, KOTOPBbIii
nepexsaTbiBaeT obpalleHnss NobblX MOYTOBbIX  KIIMEHTOB,
paboTalolmMx Ha KOMMbIOTEPE, K MOYTOBbIM CepBepaM Mo
npotokonam POP3/SMTP/IMAP4/NNTP (noa IMAP4 umeetcs B
Buay IMAPv4revl), obHapyxumBaeT n obe3BpexmBaeT No4YTOBblE
BUPYCbl A0 MOJIyYEHUS MUCEM MOYTOBLIM KIMEHTOM C CepBepa
WnK [0 OTNPaBKM NUCbMa Ha NMOYTOBbIN CEpBEp;

— MOAK/IOYAEMbI MOfy/b, KOTOPbIN
npoBepsieT noyToBble AWMkM Microsoft Outlook Ha Bupychl;

— KOMIOHEHT, KOTOpbIii
MO3BOJISIET  3aperMCTPUPOBaHHLIM  MONb30BATENSAM  MONy4YaTb
06HOBNEHNs! BUPYCHBIX 6a3 v apyrux daiinos , @ TaKxke
NPOM3BOAUT UX aBTOMATUUECKYIO YCTaHOBKY;

— MOAyNb YMNpaBfieHNs, C MOMOLLbIO KOTOPOro
OCYLLECTB/SETCS 3aMycK M HAaCcTPOMKa KOMMOHEHTOB NpOrpaMMbl
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1. BBeaeHune

1.1. O yeM 3Ta AOKYMEHTaLuA

HacTosllee pyKOBOACTBO COAEPXWT HEOBXOAMMbIE CBEAEHWA MO
ycTaHoBKe 1 3(hEKTUBHOMY MCMONb30BaHMIO NMPOrPaMMbl

MoapobHoe onucaHMe BCEX 3MEMEHTOB rpacdMyeckoro WHTepdelica
COAEPXMUTCS B CNpaBOYHOW CUCTEMe, AOCTYMHOM Ans 3anycka u3
Nto60oro KOMMoOHEHTa NPOrpaMMbl.

Hacrosiee pyKkoBOACTBO COAEPXMT MoApobHOe onucaHue npouecca

YCTaHOBKM, @ TaKkKe HauyanbHble pekoMeHAaauMum no  ero

MCNOMb30BaHUIO  ANs  pelleHns Havbonee TWUNWUYHBIX NpoBeM,

CBSI3aHHbIX C BMPYCHbIMW Yrpo3amu. B OCHOBHOM paccMaTpuBaloTCA

Havnbonee cCTaHAapTHble peXxuMbl pPaboTbl KOMMOHEHTOB MpOrpaMMbl
(HacTpOViKM NO YMONYaHMIO).

B MpunoxxeHnsax coaepxuTca I'IO,D,pO6HaFI cnpaBoO4Has VIHd)OpMaLI,MFI no
HaCTpOVIKe nporpaMmmsbl , NpeAHa3Ha4YeHHaa Ans
OMbITHLIX MONb30BaTENEMN.

B CBSA3M C MOCTOSIHHLIM Pa3BUTUEM MHTEpdENC NpPorpamMMbl MOXET
He coBMagaTb C MNpPEACTaBNeHHbIMW B [JaHHOM  [OKYMeHTe
n3o06paxeHusamun. Bcerga akTyanbHYyK ClpaBOYHyl0 MHbOpMaLUmio
Bbl MOXETE HalTW No agpecy

10
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1. BBegeHue

1.2. Ucnonb3yembie 0603HaUYEHUA U

COKpaLlyeHus

B faHHOM pyKOBOACTBE WCMONb3YIOTCA 0603HaLIeHMﬂ, npuBEAEHHbLIE B

Tabnuue 1.

Tabnuua 1. 0603HaueHus

MonyxupHoe HauepTaHue

3eneHoe U NoNyXXupHoe
HayepTaHue

3eneHoe n

NoAYEPKHYTOE
HavyepTaHue

MOHOUMPUHHEY WPUdT

Kypcus

3ATJIABHBIE BYKBbI

3Hak natoc («+»)

BocknmuaTenbHbliA 3HaK

HazsaHus 3M1EMEHTOB rpacbu1yeckoro
uHTepdeiica ¥ npuMepbl BBOAA, KOTOPbIN
HEeobX0AMMO BbIMOMHUTL B TOYHOCTM TakK,
KaK OH MpVBEAEH B CripaBKe.

HanmeHoBaHus npoayktoB <«[lokTop Beb>»
WIN MX KOMMOHEHTOB.

CCblINIKM Ha CTpaHWLbl CNIpaBKu U BEG-CalTh.

MpuMepbl Koda, BBOAA MANS  KOMAaHAHOWM
CTpokM U uHbOpMauMu,  BbIBOAUMOI
Mo/1b30BATENO MPUIOKEHNUEM.

TepMUHbI " 3aMeLlatoLLmi TEKCT
(npuBOANTCS BMECTO MHMOPMALMK, KOTOPYIO
HeobxoAMMO BBECTM MOJb30BaTeNio). B
Cnyyae NMpUMEepPOB BBOAA KOMAHAHON CTPOKMU
KypcvB yKasblBaeT Ha 3HAYEeHMs
MapamMeTpoB.

Ha3BaHus knaBuw KnaBuaTypel.

YKka3blBaeT Ha OAHOBPEMEHHOCTb HaXaTus
KNaBuW KnaBuaTypbl. Hampumep, 3anucb
ALT+F1 o06o3HayaeT, 4yTO HeobxoanMo
HaxaTb knasuwy F1, yaepxuBas HaxaToi
Kknasuwy ALT.

BakHoe 3ameyaHue unu npeaynpexaeHne o
NoTEHUMANbHO OMacHbIX WKW  4YpeBaTbIX
owmnbkamm cUTyaumsix.

11
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1. BBegeHne | 12

1.3. CucreMHble TpeboBaHus

MNepen ycTaHoBkol nporpamMmbl AHTuBMpyc Dr.Web cneayer:

A ® YOanUTb C KOMMbIOTEPA [PYrMe aHTUBUPYCHbIE MPOrpaMMbl
AN NpefoTBpalleHnst BO3MOXHOW HECOBMECTMMOCTU  UX
pe3vAEHTHbIX KOMMOHEHTOB C pe3vaeHTHbIMU
KOMMoHeHTamun Dr.Web;

e B Cnyyae yctaHoBkv bBpanamayspa, ypanutb  C
KOMMblOTEPA ApYyrue MeXceTeBbIe IKPaHbI;

e YCTaHOBUTb BCe PEKOMEHAYEMbIE npoussoamTenem
OI'IepaLlVIOHHOl‘;I CUCTEMbI KpUTHYECKMe 06HOBNEHUS.

Ncnonb3oBaHne nporpammbl Autueupyc Dr.Web BO3MOXHO Ha
KOMMbIOTEPE, YAOBNETBOPAIOLWEM CriefyowmM TpeboBaHnaM:

OnepaunoHHass  [ns 32-pa3psiAaHbIX ONepauyOHHbIX CUCTEM:
cncrema

e Windows® XP c nmaketoM o6HOBneHun SP2 wnu
SP3;

o Windows Vista®;

e Microsoft® Windows® 7;

e Microsoft® Windows® 8.

[ns 64-pa3psaHbIX ONepauyoHHbIX CUCTEM:

e Windows Vista®;

e Microsoft® Windows® 7;

e Microsoft® Windows® 8.

Bo3MoxHO, noTpebyeTtca 3arpy3uTtb C caita Microsoft u
YCTaHOBWUTbL OOHOBMIEHUSI psid@ CUCTEMHbIX KOMMOHEHTOB.
AutuBupyc Dr.Web coobwmTt BaM, npu HeobXoanMMocCTy,
X HanmeHoBaHus 1 URL.

Mecto Ha 330 MB ansi pa3MeLleHnsl KOMMNOHEHTOB NPOAYKTa.

XXECTKOM AunCKe .
®daiinbl, CO3A4aBaeMble B XOAE YCTAHOBKM, MOTPe6yoT

AOMOJSIHUTENNbHOIo MeCTa.

Mpoueccop MonHas nopaepxka cMcTeMbl KOMaHA, i686.
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CsobopHas
onepaTuBHas
namsiTb

PaspelueHne

[poyee

512 MB n 6onblue.

PekomeHayeMoe paspelueHne akpaHa He MeHee 800x600.

MoakntoyeHne Kk cetm WHTepHeT pansg  06HOBEHUS
BMPYCHbIX 6a3 M KOMMOHEHTOB MPOrpaMMbl AHTUBUPYC
Dr.Web.
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1. BBeaeHune

1.4. JinyeHsnpoBaHue

MNpaBa nonb30BaTeNns Ha WUCMNOSb30BaHWE
perynupyloTcs mpyv MOMOWM cneuvansbHoro (aiina, HasblBaeMoro
Krto4yesbiM ¢halifiom.

Ons paboTbl nporpammbl BaM Heobxoaumo
" KIro4eBo daiin.

[ONONHUTENbHYIO MHGOPMaLUMIO O CPoKax W TUMaxX SMLEH3UPOBaHMS
MOXHO HaWTW Ha ocduUMaNbHOM caiTe no aapecy

1.4.1. KnroueBou daiin

KntoueBoii dain uMeeT pacumpeHve .key U CoLepXUT, B YacTHOCTH,
cnegytoLlyto uHdopMaLmio:

e repeyeHb KOMMOHEHTOB, KOTOpblE pa3peLleHo WCMob30BaTb
AaHHOMY MOJb30BaTEN!IO;

e nepvos, B TEYEHUE KOTOPOrO PaspelleHo  WCMOJib30BaHMe
aHTUBUPYCa;

e [pyrue orpaHuyeHus (B YacTHOCTM, KOJIMYECTBO KOMIMbIOTEPOB,
Ha KOTOPbIX Pa3peLLeHO UCMOb30BaTb aHTUBUPYC).

CyLiecTByeT Tpy TUNa KOYEBbIX (alinos:

o JIUYEH3UOHHBbIU Kioyesol ¢halis, KOTOpbIM npuobpeTaeTcs
BMECTe C MporpamMoMn W MO3BONSET Kak
Nnonb30BaTbCAd MPOAYKTOM, TaK W Mony4yaTb TEXHUYECKYIO
NoAAEpPKKY. MapameTpbl 3Toro K/IO4EBOr0 aiina,
perynupylowme npaesa  MoOMb30BaTeNs, YCTaHOBMEHbl B
COOTBETCTBUM C MONb30BaTENbCKUM JOroBOpPOM. B Takoi aiin
TakXke 3aHOCMTCA WHGOpMauus O nosb3oBaTesnie U MnpoaasLe
npoayKTa;

o 0eMOHCMPAaUUOHHBIU KiTloyeeol c¢halisl, KOTOPbIA WUCMONb3yeTcs
ANs O3HAKOMNIEHUSt C NPOAYKTOM. Takou Kko4veBoi ann
obecneuvBaet NOMHYO (pyHKLUMOHANbHOCTb OCHOBHbIX

14
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KOMIMOHEHTOB, HO MMEET OrpaHUYeHHbI Cpok aencteus — 30
AHel (NpY NonyYeHUn AEMOHCTPALMOHHOIO Ktoya Nno akumm —
3 mecsua);

[leMOHCTPaLMOHHLIV KoY BbIZAETCS HA OAHY M Ty XXe MaluuHy He
yale yem 1 pas B 4 mMecsua. Mpy nosyyeHun KodeBoro daina no
aKuMn — TOMbKO pas B rop.

AL

o @PeMeHHbIl Kioyeeol ¢balisi, KOTOPbIA WCMONb3YETCA B TOM
C/lyyae, ec/im Npy YCTAHOBKE Bbl HE YKa3blBaeTe JIMLEH3VOHHBIN
WM AEMOHCTPALIMOHHBIN KtouyeBoi dain. Takol KoyeBo
aiin obecneumBaeT MosHYO (PYHKLMOHANBHOCTb KOMIMOHEHTOB
nporpaMmbil , OOHAaKO OBHOBNEHWsI He
6yayT 3arpyxaTtbCs A0 TeX MOop, MOKa Bbl HE YCTaHOBWUTE
NULEH3VOHHBIA WM IEMOHCTPALIMOHHBIN  KOYEBOM  halt.
Takxe B 6yayT oTCyTCTBOBaTb NyHKTH MOW
Dr.Web n O6HoBneHue.

KnioueBoit  chain aBnseTca  OelicmeumenbHbIM — MPU
OZJHOBPEMEHHOM BbIMOHEHUW CNEAYOLMX YCTOBUIA:

e CpPOK AEWCTBUS JINLIEH3UM HE UCTEK;
e K/IIOY pacnpoCTPaHAETCA Ha BCE WCMOSb3yeMble MporpaMmMoin
Moaynu;
e LIENIOCTHOCTb K/lloUa He HapylueHa.
Mpy HapylleHun noboro M3 YCnoBuiA KIoYeBoW alil CTaHOBUTCS

HedelicmeumeribHbIM, TPU 3TOM nepecraet
obHapyxuBaTb 1 06e3BpeXmMBaTh BPEAOHOCHbIE MPOrpaMMbl.

1.4.2. NonyuyeHue knroueBoro cgaina

KntoueBoit chaiin noctaBnsietcs B Buze daina ¢ paclumpeHueM .key
unu B BuAe ZIP-apxuBa, coaepxaliero 1ot dain.

Bbl MOXeETe MoMyuuTb KIIHOUEBOM JIMLEH3WOHHBIM (ail ofHUM 13
CneayoLmx croco6os:

e B npouecce Ha oduumanbHoM caiiTte

e B npouecce ’

15
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1. BBegeHue

e BMECTE C AUCTPUEYTUBOM MPOAYKTA, ECIIN NIMUEH3VUOHHBIN haiin
6blN BKIIOYEH B KOMIMJIEKT MOCTaBKU;

e Ha OTAENbHOM HOCUTENE.

KntoueBble ainbl, NOMyYeEHHbIE win B
KOMMnekTe  AUCTpUGYTMBA,  YCTaHaBNIMBAlOTCS  aBTOMATUYECKM.
KntoueBble haiinbl, MONyYeHHble ApYyrMM MyTeM, Heo6XoAMMO

MonyyeHue karoueBoro ¢aisia B npoLecce perucrpaumm
Ha cauTe

Peructpaumss Ha caiiTe M 3arpy3ka kodyeBoro  aiina

i ! , OCywecTensieTcs no cetvt MHTepHet. Mepen HauanioM ycTaHoBKy
y6eauTech, UYTO Ball KOMMbIOTEP MMEET AENCTBYIOLIEE UHTEPHET-
COeAMHEHVE.

[ns nonyyeHus NMLEH3MOHHOTrO KitoyeBoro aina Heobxoamm
PErucTpaLMOHHbIN CEpUNHBI HOMep npoaykTa. Bo BpeMsi AaHHOM
npoueaypbl NosyyYeHe AEMOHCTPALUMOHHOMO daiina HEBO3MOXHO.

1. 3alauTe Ha caiiT, aapec KOTOpPOro ykasaH B PerncTpaunMoHHOM
KapTouKe, NpuiaraeMon K NpoaykTy.

2. 3anonHuTte opMy CO CBEAEHMSIMU O MOKynaTene.

3. BBeauTte perncTpauMOHHbIN CepUiiHbLIN HOMep (HaxoAWTCs Ha
perucTpaLmoHHON KapTouke).

4. CchopMUpOBaHHbLIM  KMoYeBOM  aiin  BbICBITAETCA MO
3NEKTPOHHOI noyTe B BUAe ZIP-apxvBa, coaepallero ain ¢
pacwupeHneM .key. Takxke Bbl MOXeTe 3arpy3vTb apxuB CO
CTpaHuUbl perncrpaumu.

5. Mocne nony4yeHus knoueBoro aiina ero Ha
BaLLeM KOMMbloTepe.
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MonyuyeHune karoueBoro cpaisia B npouecce yCTaHOBKH
nporpammbl AHTUBMpPYC Dr.Web

Peructpaumss Ha caiiTe U 3arpy3ka kodeBoro  aiina

i ! i, OCYLIECTBIISIETCH MO CeTU WHTepHeT. Mepen HayanoM yCTaHoBKM
y6eauTech, YTO Ball KOMMbIOTEP MMEET AENCTBYIOLIEE UHTEPHET-
coeaMHeHvie. Bo BpeMsi AaHHOW NpoLesypbl BO3MOXHO MOyyeHne
[lEMOHCTpaLMOHHOro daiina.

1. 3anyctute YCTaHOBKY npoaykra (c™m. pasgen
).
2. Ha ware KmoueBoii daitn Dr.Web Bbibepute Monyuntb
daiin B npouecce ycTaHOBKM.

3. BbinonHUTE oCTanbHble LWarn yCTaHOBKM B OBbIMHOM pexuMe.
Ha 3aBeplialowlen CTagum yCTaHOBKM 3amycTUTCS!
nonyyeHus kno4veBoro daina. Mo 3aBeplieHnn npoueayphbl
aBTOMaTM4eCKN 3arpysut U yCTaHOBUT
KJTHOYEBO NIULIEH3NOHHBIN halin.

PekoMeHAYETCS COXPaHATb JIMLEH3WOHHBIA  KNoveBoi  daiin [0
UCTEYEHMS CPOKa ero AeicTeus. MNpu nepeycTaHoBKe MPOAyKTa W B
Clydae YCTaHOBKM HA HECKOMIbKO  KOMMbIOTEPOB  MOBTOPHAst
perucTpaums cepuiiHoro Homepa He Tpebyetca. Bbl  Moxerte
MCMoNb30BaTh  K/oYeBOM  aiin,  MONydeHHbId Npu  MepBOW
perucTpaumm.

[leMOHCTPAUMOHHbIV K04 MOXET MCMO/b30BaThCst TO/IbKO Ha TOM
i = % KOMMblOTEPE, HAa KOTOPOM Bbl MPOXOAMSIN PErUCTPALIMIO.
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MoBTOpHan perncrTpaums

MoBTOpHasi perucTpaumsi MOXeT MoTpeboBaThCs B Clyyae yTpaThbl
KntoueBoro calina. Mpy NOBTOPHOW perncTpaumm Heo6xoAMMO yKasaTb
TE )X NepcoHanbHble [aHHble, KOTOpble Bbl BBENM MpU MNEPBOM
pervcTpaumu. [onycKaeTcs UCronb30BaTh APYrov afpec 3/1eKTPOHHON
MoyTbl — B TakOM C/lyyae KIloUeBOM chaiin 6yaeT BbIC/IaH Mo HOBOMY
appecy.

B cnyyae wcnonb3oBaHUs AEMOHCTPALMOHHOrO KJoYa BbIAAETCS
A ® 4 TOT Xe KtoyeBoM ais, KOTopbIi 6bi1 BblAaH paHee.

KonmyecTBo 3anpocoB Ha Mosty4eHue KtouyeBoro aina orpaHuYeHo —
pEerucTpaumst C OAHUM M TEM XKe CEPUIMHLIM HOMEPOM [OMYCKaeTCs He
6onee 25 pas. Ecnm 3To uncno npesbilleHo, KoUeBol daiin He byaeT
BbIC/1aH. B 3TOM cnyyae obpaTnTech B

(B 3anpoce cnepgyer noapobHO onucaTb
CUTyauMlo, yKasaTb MepcoHasibHble AaHHble, BBEAEHHbIE MpU
pErucTpaumm, U CepuiHbIA HoMep). KnoueBoit dain 6yaeT BbiCNaH
BaM CNy)X6oM TEXHUYECKON NOAAEPXKKWN MO SNEKTPOHHO NoyTe.

1.4.3. NpoaneHne nuueH3un

B HekoTOpbIX Cnyyasix, HanpuMep, Mpy OKOHYAHWKM CpPOKa AeWCTBMS
NALEH3UN UK NPU U3MEHEHUM XaPAKTEPUCTUK 3alUMLLAEMON CUCTEMbI
unn TpeboBaHWi K ee 6e30MacHOCTM, Bbl MOXKETE NMPUHATL PeLLeHnE O
NpUOBPETEHNUM HOBOW WM PacCIUMPEHHON NMLEH3MM HA

B TakoM cnydae BaM MOTpebYeTC 3aMEHUTb  yxke
CYLLECTBYIOLUMIA M 3apermcTpMpoBaHHbIN B CUCTEME JINLIEH3UOHHBIN
KNoYeBoi hai. noAaepPXXMBAET OBHOBIIEHUE
NMLEH3UN «HA NETY», NpKU KOTOPOM He TpebyeTcsl nepeycTaHaBIMBaTh
aHTVBMPYC MW NPepLIBaTh ero paboTy.

18
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3ameHa KiroueBoro cgaina

1. YT0bbI npoAuTbL NNLEH3MIO, ucrnonb3ynTe
. Ans  npuobpeTeHuss HOBOM Wi

MPOANIEHUS  TEKyWen JIMUEH3UM Bbl  TAKKE  MOXETE
BOCTOJIb30BaThCA  Balleil MEPCOHANIbHOM  CTPaHWYKOM  Ha

oduuManbHOM calTe KOMMaHum , koTopasi
OTKPbLIBAETCS B OKHE WHTEPHET-Opay3epa Mo yMOMYaHuio npu
Bbl6bope nyHkTa Moit Dr.Web kak B ,
TaKk U B

2. Ecnu Tekywmii kntodeBoi daiin HeaencTBUTENEH,
MepEeKUUTCA Ha UCNOMb30BaHUE HOBOIO KJTHOYEBOrO
daina.
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1.5. Metoabl o6HapyxeHusn

Bce aHTMBUMpYCHI OAHOBPEMEHHO WCNOJIb3YKOT HECKO/IbKO
MEeToA0B O6HaPY)KEHVIFI BPEAOHOCHbIX 06'bEKTOB, 4YTO NO3BONAET
MaKCMManbHO TWaTe/IbHO NPOBEPUTbL NMOAO3PUTESIbHbIE q)ap’lﬂbl.

1.

B nepBylo ouyepeab MpUMeEHSIETCA cueHamypHbIl aHanns. OH
BbIMOJHSIETCS MyTEM aHanu3a Koga MoAo3pUTENbHLIX (alsioB
Ha npegMeT COOTBETCTBUS CUrHaTypaM M3BECTHbIX BUPYCOB
(cueHamypoti Ha3blBaeTcs HernpepbIBHas KOHeYHast
rocniefoBaTeNbHOCTL 6alT, HeobxoamMMasl U AocTaTouHas Asist
oMno3HaHus Bupyca). lNpn 3TOM CpaBHeHWe NpOBOAUTCSA MO
KOHTPOJIbHBbIM CYMMaM CUrHaTyp, YTO MO3BOSIET 3HAYUTENBHO
CHM3WUTb pa3Mep 3anucei B BUPYCHbIX 6asax AaHHbIX, COXPaHUB
npu 3TOM OAHO3HAYHOCTb COOTBETCTBUS M, ChefoBaTesnbHO,
KOPPEKTHOCTb OBHaPY>XEHUS U NTEYEHMSI 3apaXkeHHbIX (aiino..

COCTaBneHbl TakuM 06pasoM, 4To
6narogaps OAHOM 3anMUCK MOXHO OBHapy>XWBaTb LEsble
Knaccol yrpos.

Mocne 3aBeplleHWs CUrHaTypHOrO aHanusa npUMEHSsIETCA
YHUKanbHaga  TexHonoruns , KoTopas
Nno3BONISIET OMpefenuUTb HOBble WKW MOAUPUUMPOBAHHbIE
BMPYCbl, WCMOJb3YIOWME W3BECTHbIE MEXaHW3Mbl 3apaXkeHusl
daiinos. Tak, Hanpumep, 3Ta TEXHOMOMUS  3alUMLIAET
nonb30BaTeNen aHTUBMPYCHBIX peLUeHUi OT TaKux
BMPYCOB, KaK BWpYC-LIaHTaXucT Trojan.Encoder.18 (Takoke
M3BECTHbIM NoA HasBaHuWeM gpcode). Kpome TOro, WMMEHHO
BBEeAEHNe No3BOMISET  3HAYMTENbHO
CHU3WUTb KONMWUYECTBO NOXHbLIX CpPabaTbiBaHUI 3BPUCTUYECKOrO
aHanusartopa.
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3. PaboTta 3BpMCTUYECKOr0 aHann3aTopa OCHOBBLIBAETCS HA HEKMX
3HaHUAX (28pUCMUKax) O XapaKTEPHbIX NPU3HaKax BUPYCHOMO
1, HaobopoT, 6e3omacHoOro koaa. Kaxabli NpusHak MMeeT
onpefeneHHbli Bec (YMCNO, MOKA3bIBalOLWEE CEPbE3HOCTb U
[OCTOBEPHOCTb ~ JaHHOro  npu3Haka). Ha  ocHoBaHWM
CyMMapHOro BeCa, XapaKTepU3yIoLEero KaXKabld KOHKPETHbIN
(aiin, 3BPUCTMYECKMI aHaANM3aTOP BbIYUCISIET BEPOSTHOCTb
3apaxkeHust calina HEeMsBECTHbIM BMPYcOM. Kak u nobas
cUCTeMa MPOBEPKM FUMOTE3 B YCNOBUSX HEOMPeAereHHOCTH,
3BPUCTUYECKMIA aHaNIM3aToOpP MOXET [OMycKaTb OLWMOKM Kak
nepsoro (Nponyck HEU3BECTHbLIX BUPYCOB), Tak M BTOPOro poaa
(noxHas Tpesora).

Bo Bpems nto6oi M3 MpPOBEPOK KOMMOHEHTbI aHTUBMPYCOB
MCMOSb3YIOT CaMylo  CBEXYI0 WHGOpMaUMIO O BCEX W3BECTHbIX
BPEOHOCHbIX MporpamMMax. CUrHaTypbl BUMPYCOB, MHGOpMauus 06 ux
NpusHaKax 1 Moaensx noBeaeHUs OBHOBSIETCA CPa3y Xe, Kak TOSbKO
CreunanucTbl

0b6Hapy>X1BalOT HOBblE Yrpo3bl, MHOrAa — A0 HECKOSIbKMX pas B uac.
[axe ecnu HOBEWWWUI BUPYC NPOHMKAET Ha KOMMbIOTEP, MUHYS
pe3naeHTHbIE CPeAcTBa 3allMTbl, Nocse 06HOBNEHMSI BUPYCHBLIX 6a3 OH
6yaeT obHapy>XeH B CINCKE NMPOLIECCOB M HEMTPasIM30BaH.
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1.6. lNpoBepka aHTUBUpYCa

Bbl MOXeTe npoBepuTb paboTOCNOCOBHOCTL aHTUBMPYCHBIX NMPOrpamM,
0obHapy>XuBaloLWmMX BUPYCbl MO WX CUrHaTypaMm, C WCMoSib30BaHWEM
TectoBoro caina EICAR (European Institute for Computer Anti-Virus
Research).

MHOMMMKU  Pa3paboTuMKaMu aHTUBMPYCOB MPUHATO AN 3TOM Leu
UCMOMb30BaTh OAHY U Ty XXe CTaHAapTHYK0 mporpamMy test.com. 3Ta
nporpaMma 6bina cneumanbHo paspaboTaHa Ans TOro,  YTo6b
nonb3oBaTeNlb, He ToABepras CBOW KOMMbIOTEP OMACHOCTW, Mor
MOCMOTPETb, KaK YCTAaHOB/IEHHbIN aHTMBUPYC 6yAeT CUrHanM3MpoBaTb
06 0bHapyxeHuM Bupyca. MporpaMma test.com He SBNSiETCs cama no
cebe BpEeAOHOCHOW, HO CrieunanbHo 06pabaThiBaeTcs 60/bWNHCTBOM
aHTMBMPYCHBIX NPOrpamMM Kak BUpYC. Ha3blBaeT
3TOT «BUPYC» CrleayolmM obpa3oM: EICAR Test File (Not a
Virus!) . lNpMMepHO Tak €ro HasblBalOT M Apyrue aHTMBUPYCHbIE
nporpaMmbil.

MporpamMa test.com npeactaBnsieT cobolt 68-6aiiTHbI COM-daiin, B
pesynbTaTe UCMOSTHEHUSI KOTOPOrO Ha KOHCOSb BbIBOAUTCS TEKCTOBOE
coobueHne EICAR-STANDARD-ANTIVIRUS-TEST-FILE!

®daiin test.com COCTOMT TONbKO W3 TEKCTOBLIX CUMBOMOB, KOTOpblE
(hOPMMPYIOT CrieayHoLLyto CTPOKY:

X50!P%@AP[4\PZX54(P")7CC)7}$EICAR-STANDARD-ANTIVIRUS-TEST-FILE!$H+H*

Ecnu Bbl cozgaauTe daiin, coaepxalimii NPUBEAEHHYIO BhilE CTPOKY,
W COXpaHWTe ero rnoj MMeHeM test.com, TO B pesynbTaTe MoJsTyuYnTCs
nporpamma, Kotopast 1 6yAeT ONUCAHHbIM BbILLE <BUPYCOM>.

MNpn pabore B He
npepbiBaeT 3anyck TectoBoro caina EICAR v He onpegenset
[aHHYI0 OrnepauMio Kak OMacHyl, TaK Kak [aHHbli daiin He
npeAcTaBnseT yrpo3bl AN KoMnbtoTepa. OgHaKo Npu KONMpoBaHWUK
WM COo34aHuM Takoro daiina Ha KoMmbloTepe

aBTOMaTMyeckn obpabaTbiBaeT halifl kak BPeAOHOCHYHO NporpamMMy
1 MO YMOMYaHMWIO MepeMeLLaeT ero B
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Mepen ycTaHOBKOV MpOrpamMMbi HaCTOSITENbHO
pekoMeHayeTcs:

e YCTGHOBUTb BCE KPUTUYECKME OGHOBMIEHMS,  BbINYLIEHHbIE
KoMnaHuen Microsoft ans Baweir BepcuM  ONEPALMOHHOM
cucteMbl  (MX MOXKHO 3arpy3auTb M YCTAaHOBUTb C CaWTa
OGHOBMEHMIA  KOMMaHMM MO  aapecy

)i

e MpoBepuUTb MNpPU MOMOWM CUCTEMHBIX CpeacTs (aisioByto
CUCTEMY U YCTPaHWUTb OBHapY>XeHHbIE AedheKTbI;

® 3aKpbITb aKTUBHbIE MPUMIOXKEHUS.

Mepen yCcTaHOBKOW CriedyeT Takoke yAanuTb C KOMMbloTepa Apyrue
QHTVMBMPYCHblE  MpOrpamMMbl U MEXCETeBble  3KpaHbl  Ans

i = % npenoTBpalleHUsi BO3MOXHOM HECOBMECTUMOCTU WX Pe3UAEHTHbIX
KOMIMOHEHTOB.
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2.1. NepBas ycTaHOBKa

A [Ons ycraHosku Dr.Web HeobxoanMbl npaea AAMUHMCTpaTopa.

YctaHoBka nporpamMmMbl Autusupyc Dr.Web Bo3MoxHa B ntoboM u3
CNeayroLwmnx peXxxmumoB:

e B (DOHOBOM pexXuMe;
e B 0ObIYHOM pexume.

YcTaHOBKa C NapaMeTpaMn KOMaHAHO! CTPOKMH

[na  3anycka YycTaHOBKM nporpamMmbl  AHTuBupyc Dr.Web c
napaMeTpamy KOMaHAHOW CTPOKW, B KOM@H[HOW CTpPOKe BBeAWUTE UMSI
ucrnonHsiemoro caina ¢ HeobxoaMMbIMW MapameTpamMu (napameTpbl
BAMSAIOT Ha YCTAHOBKY B (DOHOBOM pexume, $3blk YCTaHOBKM,
nepesarpysky nocine  OKOHYaHMUA  YCTaHOBKM W YCTaHOBKY
BbpaHamayapa):

reboot ABTOMaTuueckasi nepesarpy3ka KOMMblOTEpa Mocse
3aBepLUEHUS YCTAHOBKMU.

installFirewall byaet yctaHoBneH Bpangmayap Dr.Web.

lang SA3bIK NpoaykTa. 3HayeHWe napameTpa — KoA sA3blka B
dopmate ISO 639-1.

silent YcraHoBKa B (POHOBOM pexumMe.

Hanpumep, npu 3anycke creayowen komaHabl 6yaeT npoBeAeHa
yCTaHOBKa mporpammbl AHTMBMpPYC Dr.Web B (OOHOBOM pexume u
nposefeHa nepesarpyska rocsie yCTaHOBKu:

C: \Documents and Settings\drweb-800-win.exe /
silent yes /reboot yes

24



A7 P
),

S
W,

@-» 2. YCTaHOBKa NporpaMmbl

YcTaHOBKa B 06bIYHOM pexxume

YTo6bl 3aMyCTUTb YCTAHOBKY B O6bIYHOM PEXMME, BOCMONb3YMTECH
OQHMM 13 CNEAYIOLLMX METOMOB:

e B C/lyyae MoCTaBKW YCTAHOBOYHOMO KOMIMJIEKTA B BUAE €AMHOro
ucnonHsiemoro aina 3anycTute Ha UCnonHeHue 3ToT dain;

e B C/ly4Yae MOCTaBKWM YCTAHOBOYHOIO KOMMJIEKTa Ha (MPMEHHOM
[AMCKe BCTaBbTe AMCK B npueod. Ecnv ans npveoga BKIOYeEH
peXxxuM aBTO3arnycka AvcKa, npouegypa YCTaHOBKM 3amyCTUTCA
aBToMaTuyeckn. Ecnm  pexum  aBTo3anycka  OTK/IKOYEH,
3anycTuTe Ha BbiNosiHeHWe daiin autorun.exe, pacnosioXKeHHbI
Ha ancke. OTKPOETCH OKHO, COAepXKallee MeHI0 aBTo3arycka.
Ha)xMuTe KHONKY YCTaHOBUTD.

Cneayite ykasaHusIM MporpaMMbl YCTaHOBKM. Ha niobom ware ao
Hayana KonmposaHus alifioB Ha KOMMbIOTEP Bbl MOXETE BbIMNOSHUTH
cnepyolee:
e yTOObl BEPHYTLCA K MpeablayLemy LWary NporpaMmbl YCTaHOBKM,
HaxxmuTe KHornky Hasap,;
e YTOObl MEperTM Ha CcneaywWmnii Wwar nporpaMMbl, HaxMmuTe
KHonky [Nanee;
e yTOObI NpepBaTb YCTAHOBKY, HAXXMUTE KHOMKY OTMeHa.

Mepen  HauanoM  YCTAHOBKM  MpOBEpSIETCS  aKTyasbHOCTb
i w, YCTAHOBOYHOTO daiina. B cnyyae, ecnu cywlecTtsyeT 6osee HOBbIN
YCTaHOBOYHbIN daiin, BaM 6yaeT NpeanoXeHo ero ckadatb.
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Mpoueaypa ycTtaHOBKMU:

1. Ecnu Ha BalleM KOMMbIOTEPE YXKE YCTAHOBMIEH APYroi aHTUMBMPYC, TO
nporpamMMa yCTaHOBKW MpeaynpeanT Bac 0 HECOBMECTUMOCTH
AHTMBMpyca Dr.Web u UHbIX aHTUBMUPYCHBIX PELLEHWI, U
NPEeANOXUT YAASIUTb UX.

2. O3HaKOMbTECb C JIMLEH3UOHHBLIM cornawleHmeM. [na npoaomKeHns
YCTaHOBKM ero Heo6XxoaAMMO MPUHSATD.

@ Dr.Web Anti-virus for Windows Ell 2 ‘
& DrWEB
Anti-vinzs

Brarogapum Bac 2a eelbop
Dr.Web Anti-virus for Windows 8.0

Dr\Web Anti-virus for Windows oGecnedmeast MHOMOyPOBHEEYHD 2ALLMTY CMCTEMHON NAMATH, JKECTKMX
ANCKOE W CMEHHBIX HOCWTENER 0T NPCHUKHOBEHUA BUPYCOB, PYTKUTOB, TROAHCKMX NPOMRamMM,

WNKCHCKere U peknamAore [0, xakepcknx yTUANT 1 PazanYHEX BEPEJCHOCHEIX OO BEKToE 13 NroBeix
BHELIHMX MCTOHHUKDE.

[nA NpoAcAXKEHNA YCTRHOBKW HEOBXOAMMGC NPUHATE NTMUEHIMOHHOE COTASLLEHUE U HAKATE KHOMKY

«[anees,

[# A npunumars yenosus SinueHsuonHoro cornatenns

000 «okTop Beb», 1992-2012
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3. Ha cnegytowem ware BaM 6yaeT npeanioXkeHO YCTaHOBUTL
bpanamayap Dr.Web.

@ Dr.Web Anti-virus for Windows e 2 3

W Drwes

bpanamayzp

Bpanguaysp DrWeb npeaHasHadenr ANA 33ULMTHI BALLETD KOMMEOTEPE 0T HECAHKLUMOHWPOEZHHOTD
ACCTYNE MIBHE W NPEACTERALLEHNA YTEUKW B3NHEIX A3HHBIX N0 CETH,

¥etanoeute Bpangmaysp DrWeb

Beixog
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4, [anee BaM O6yaeT npeasioXXeHO MOAKMOYUTBCS K MporpamMme
yAy4dLIEeHNs KayecTBa NporpaMMHOro obecrneyeHms.

"% Dr.Web Anti-virus for Windows =l @ &2
& DrWEB
Anti-vinzz
A/, '
Dr.Web Cloud
Bl MOMETE NPUHATE YYaCTUE B NPOrpamMue yNyULWEHNA kauecTea pabotel npogykTee DriWeb, Ceegenun
o paBoTe npoaykta Dr.\Web Ha Baluen KoMnsoTEpe ByayT BBTOMATUHECKW OTNPABNATBCA KOMMAHMK
«[loktop Bef=, [na 31oro nogkarounTece k <o0BnadHeims cepencan,
MoAyyYeHHan oT Bac MHGOPMELNA HE BYAET NCNONBIOBATECA ANA BALLER MASHTUDUKALIMM WM ANA CBAZM C
samn. [Nonutnka KCHqJHAEHLI'MEﬂtHEETH.
(@ A xouy nogknrounTECA K CEpBNCam (pekomengyeTca)
() A pewy nosaHee
000 «[oktop Befx, 1992-2013 Hazag Janee Benwog

5. Ha ware KnroueBoi dain Dr.Web nporpamMmma ycTaHOBKU
npeaynpeanT Bac 0 TOM, YTO ANs paboTbl NMPOrpaMMbl AHTUBUPYC
Dr.Web HeobxoauM Kto4YeBOM aln  (JIMLUEH3UOHHBLIM - Unn
JIEMOHCTPALIMOHHbIN). BbINOMHATE OAHO M3 CNeayoLmnX AENCTBUN:

e €CNIM Y Bac ecTb K/I4YeBOM (aiin M OH HaxoauTcs Ha
YKECTKOM [AMCKE UMM CMEHHOM HOCUTENE, HaXMUTE KHOMKY
0630p ¥ BbIbEpUTE KIHOYEBOW (haliNl B CTAHAAPTHOM OKHE
OTKpbITUSA haiina;

e €CNIM Yy Bac HET Ko4eBoro (aiina, HO Bbl FOTOBbI €ro
MOSyYnTb B MPOLIECCE YCTAHOBKM, Bbibepute Monyuntb
c¢aiin B npouecce yCTaHOBKM;

e Ans NpPOoACHKEHMS YCTaHOBKM C
BpPEMEHHbLIM KNOYeBbIM hanioM  BblbepuTe MonyuuTb
knoueBo ain nosgHee. O6HOBNEHUS He 6yayT
3arpy)aTtbCsl [0 TeX TMop, MoKa Bbl He YyKaxXeTe




2. YCTaHOBKa nporpamMmbl

NMLEH3UOHHBIW MM AEMOHCTPALIMOHHbIN KNtoUYeBon daitn.

HaxxmuTe kHonky [anee.

E DrWeb Anti-virus for Windows || B ER

Dryes

Perncrpauma

A ucnoAezceaHuA Bcex BosnoxkHocTel DriWeb Anti-virus for Windows 8.0 Tpedyerca knrouescil daiin,

() May4nTs Haiin B NPOLECCE YCTAHOBKM
() MaayunTs kntoueesi $ain nozgHes

@ Ykasate nyTe k geficTByOWENMY daiiny
Ci\Users\testlab'\ Desktop! 2012100511523 key

Bragenew: Testlab
Mata aktweaymn:  2012-09-28
Nata okoHuarna:  2013-08-30

Benog

'y Wcrnonb3yiite  TONbKO KNto4eBOM cann
BapuaHTa AutuBupyc Dr.Web. KntoueBoi cain
[IOJDKEH UMETb paclumMpeHme .key.
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6. OTKpOeTCs OKHO C cooblieHMeM O rOTOBHOCTM K YCTaHOBKe. Bbl
MOXeTe 3anyCTWTb MpOLEeCcC YCTaHOBKM C napaMeTpamu o
YMOJIYaHMIO, HaXaB KHOMKY YCTaHOBUTb.

[nsa Toro 4tobbl CaMOCTOSATENbHO Bbl6paTb YCTaHaB/IMBaEMbIE
KOMMOHEHTbI, YKa3aTb MNyTb YCTAaHOBKM U  HEKOTOpPbIE
AONONTHUTENbHbIE napaMeTpbl YCTaHOBKMU, HaXXMuUTe
MapameTpbl yCTaHOBKM. [laHHas onuusa npeaHasHayeHa AN
OMbITHLIX MONb30BaTENEN.

% Dr.Web Anti-virus for Windows =@ &= |
& DrWEB
Anti-vinzs

Cucrema rotosa K ycTanoske DrWeb Anti-virus for
Windows 8.0

Yeranoska OrWeb Anti-virus for Windows 8.0 Ha komneroTep ¢ gpyroi aHTuBMpycHOI nperpamoii
MOMET MPUEECTH K HENPEACKAZYEMEBIN MOCAEACTENARM (EKMDYEA OTKaS cucTembl 2awmTel). Ecan AP}’FUF‘
GHTHEMPYE YCTEHOBAEH, HEKMUTE KHONKY "Boixoa”, 4ToBbl NpEpeaTe YCTEHOBKY, YAAAMTE BHTMEMPYC U
zanoeo sanycture Macrep yoranoekn DrWeb Anti-virus for Windows 8.0,

ECAM BBl YEEPEHE!, UTC HA KOMNEKITEDE HE YCTAHOENEHD APYTHX BHTUENPYCOE, HEMMUTE KHOMKY
¥ CTaHOBNTE.

MapamMeTpel ycTaHoBKW




2. YCTaHOBKa nporpamMmbl

7. Ecnv Ha npeppblaylieM ware Bbl HaXKasn KHOMKY YCTaHOBWUTb, TO
nepenauTe K onvcaHuio lwara 10. B NpoTUBHOM cilydae OTKpOETCS
okHo MapameTpbl YCTAaHOBKM. Ha nepBoii BKMaKe Bbl MOXETE
M3MEHWTb COCTaB YCTaHaBNNBAEMbIX KOMMOHEHTOB.

% Dr.Web Anti-virus for Windows = EERIES
%Prm

MapamMeTpbl yCTaHOBKM

KomnoHeHThl I'Iy'rb YCTaHOBKW ,ﬂOI‘IO;"\HV‘ITE‘J‘IthIE‘ onuuMK

Cranep 4.6 MB
Mposepka koMnbroTEpa Ha supycel no TpeBosanuto

SplDer Guard 0.2 MB
3aLLMTa KOMMBIOTER B PESKMME PEANEHOTD BPEMEHN

SplDer Mail 8.9 MB
3aLLTa NoUTEl OT BUPYCOE

Moarnrouaemsli moayne ana Microsoft Outlook 26 MB
Mposepka noutossx awukes Microsoft Outlook Ha Bupycel n cnam

000 «JokTop B
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2. YCTaHOBKa nporpamMmbl

8. Ha cnepytoweli Bknaake npu HEO6XOAMMOCTM Bbl MOXETE U3MEHUTb
NyTb YCTaHOBKM.

@ Dr.Web Anti-virus for Windows |l B | E3

@prwes

[NapaMeTpbl yCTaHOBKM

KomMnoHeHTsl |-|yTI: Y CTAHOBKM JononHUTeNsHEIe ONUMK

¥KaKMTE NaNKy yCTaHoEKW:

Ci\Program Files\Dritieb
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2. YCTaHOBKa nporpamMmbl

9. Ecnu Ha ware 5 Bbl yka3anu AeNCTBYIOWMIA KoueBon aiin unu
Bblbpanu nyHkT MonyuuTb daiin B npouecce yCTaHOBKMU, TO Ha
nocneaHen BKIAAKE OKHA Bbl MOXETE YCTaHOBUTH  (PriaXok
3arpy3utb O6GHOBJIEHUSI BO BpeMsl YCTAaHOBKM, 4TOObl B
rnpoLecce YCTaHOBKM Bbifin 3arpyxeHbl akTyanbHble BUPYCHble 6a3bl
W Apyrve MOAynu aHTvBMpyca. Takke BaM OyzeT npeanoxeHo
HacTpOWTb  CO34aHWE  SPMLIKOB  ANs  3anycka  Nporpammbl
AHTHUBMpYC Dr.Web.

-f?,‘- Dr.Web Anti-virus for Windows EI [=laf| 22
#"DrWEB
Anti-vings
MNa PaMETPBI YCTaHOBKK
KomnoneHThI ﬂ?’T:\ YCTaHOBKW ,ﬂ'OI'IOﬂHVITE'fIthIE' anuuvK
[#] 3arpysute oBHOBEREHNA B0 BREMA yCTaHOBKN
[#] Cozazte apasik Ha paBouen cTone
[#] Cozaate apnsix s rpynne «lTycks
[ P—

Mocne Toro, Kak Bce HEOBXOAMMbBIE M3MEHEHUS GyayT BHECEHbI,
HaXXxMuUTe KHoMky OK.

10. Echm Ha ware 5 Bbl Bbibpanu Monyumtb daitn B npouecce
YCTAHOBKM, TO Ha C/efylolweM Lare nporpaMMa MomnbiTaeTcs
nonyynTb KIOYEBOM aln  uyepe3 WHTEPHET Mpu  MOMOLLM
npoLesypbl PEerucTpaumnm nosb3oBaTens.

11.Ecnu B npouecce YCTaHOBKM Bbl  yKasanu WM MOAYYMIu
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2. YCTaHOBKa nporpamMmbl

LeCTBYOIMIA KNtoueBor aiin M Ha ware 9 ycTaHoBMAM (naXxok
3arpy3sutb O6HOBNEHUSI BO BpeMsi YCTAaHOBKM, a Takke BO
BpeMsl YCTaHOBKM MO YyMONYaHwio, 6yaeT BbINOMAHEH MpoLecc
06HOBNEHMA BUPYCHbIX 633 M ApYrMX KOMMOHEHTOB MpOrpaMMmbl

. O6bHOBNEHWE MPOBOAMTCS aBTOMATUYECKU U
He TpebyeT AONOMHUTENbHBIX AEACTBUN.

Echv B COCTaB  yCTaHaB/IIMBAEMbIX  KOMMOHEHTOB  BXOAMT
, ONs 3aBeplUeHWsi MpoLecca YCTaHOBKM
BbIMNOJIHUTE Mepesarpysky KOMMboTepa.
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2. YCTaHOBKa nporpamMmbl

2.2. YpaneHue u usMeHeHue nporpamMmbl

1. 3anycTuTe nporpaMMy YCT@HOBKM MpW MOMOLM  YTUIUTBI
YCTaHOBKM W yAaneHus nporpaMM OnepauMoHHOW CUCTEMBI
Windows.

2. B OTKpbIBLIEMCS OKHE BbIGEPUTE pEXMM PaboTbl MpOrpamMMbl
YCTaHOBKM:

e YTO6bl M3MEHWUTbL COCTAB YCTaHABMBAEMbIX KOMMOHEHTOB,
Bbl6epVITe BapnaHT U3MeHUTb KOMIMOHEHTbI;

e YTOBbl BOCCTAHOBUTH AHTMBMPYCHYIO 3alUMTy Ha BalleM
KoMMbloTEpe,  BbibepuTe  BapuaHT BoCCTaHOBUTL
nporpammy;

e yTOBbl YyAANUTL BCE YCTAHOB/IEHHbIE  KOMMOHEHTHI,
BbiGEpUTE MYHKT YAAJAUTb NporpamMmy.

"% Dr.Web Anti-virus for Windows o] @ ]| =

Horwes
YLaneHue unm uaMeHeHWe KOMMNOKEHTOB NMPOrpaMMsl
Dr.Web Anti-virus for Windows

Bl /3veHTb KOMNOHEHTSI
H VI3MEHNTE KEMNGHEHTEI BHTMBMPYCHOI 3aWwmnTel DrWeb B COOTBETCTEMM € BALUKMK
noTpedHocTAMM,

BOCCTaHOBMTL NPOrpami
*
Boccranoents anTnenpycHyte sawmty Dr.\Web Ha sawwem komnerotepe.

Y AanaTh NporpamMy
¥AanuTe aHTMEMpYCHYH: 3aLmTy Dr.Web ¢ eawere koMneroTepa,

L

000 «[okTop Beb», 1992-2013

3. Ona ypaneHusa nporpammbl  AHTuBMpyc Dr.Web wnu
U3MeHeHUs cocTaBa KOMMOHEHTOB BBEAUTE KoAa
NOATBEPXAEHMUS, U30OPAXKEHHBIV B OTKPbIBLUEMCS OKHE.

4. Mpu HeobxoauMOCTM MO MNpocbbe nporpamMMbl MepesarpysuTe
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2. YCTaHOBKa nporpamMmbl

KOMMbIOTEP ANna  3aBepLUeHUd npoueaypbl  yaaneHua wunu
NU3MEHEHUA COCTaBa KOMMOHEHTOB.
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2. YCTaHOBKa nporpamMmbl

2.3. NMpoueaypa nosiydyeHUa KJH04YEeBoro
¢danna

Mpoueaypa  MONMydYeHUs  KIKOYEBOrO  (haina  3arnyckaercs

aBTOMaTMYECKN B NPOLIECCE YCTAHOBKU WU U3 MEHIO

nocfe 3aBEepLIEHWst YCTaHOBKM M MOMOraeT MOAKMOUNTBCA K
M 3aperncTpupoBaThb

NPOAYKT.

MonyuyeHue karoueBoro caina

1. Ha nepeoM luare BaM 6yaeT NpeanoXeHo BbibpaTb: MOMYYUTb
JIEMOHCTPALIMOHHBIN UM JIMLIEH3MOHHBIA  KloyeBor  daiin
(noapo6Ho o kntoyeBoM daiine cM. ).

Ecnv y Bac MMeeTcs perucTpauMoHHbIN  CEpUMHBIN  HOMEp,
BblAa@HHbIN BaM NpU MPUOBPETEHUM aHTMBMPYCa, BbibepuTe
BapuaHT JIMUEH3WOHHbI knwueBo aiin n BBeguTe
CepuiiHbIi  HoMmep. Ecnn Bbl ycTaHaBAMBaeTe MporpamMMy C

03HaKOMUTENbHBLIMM uensmu, BblbepuTe MYHKT
[leMOHCTPaUMOHHbIW knmoueBon ¢an 1 nepeignte K
wary 2.

Ecnu Bbl paHee yxXe SBAS/UCb MOMb30BaTENEM MPOrpaMMbl

, TO Bbl MOXeTe npoMMTb [AeNCTBUE
NpUOGPETEHHON NMLEH3UM Ha 150 AOMOMHUTENbHBLIX AHEW. [ns
3TOr0 YKaXXUTE CEPUHbLIA HOMEp NM60 NIMLEH3UOHHBIV KIIHOYEBOM
aiin npeabiaywen perucTpaumm.

Haxmute  kHonky [anee. OTKpoeTCcd  OKHO  BBOAA
PErncTpaLUmnOHHbIX AaHHbIX.
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2. YcTaHOBKa NporpaMmbl

lar 1

THn AALEHSMA

Ana paboTel npoaykTa Dr.Web HeoBxoaMM AMUEH3MOHHEIA KNioYesoil dain. Bel gomkHs!
3EPErMCTPMPOBATECA M MOAYATE MO0 MMLEHSMOHHBIA, M0 AEMOHCT PALMOHHEIR KIHeE0R dain
C CEpBEpa KOMNaHUK «flokTop Befis,

(@) J1eMOHCTPELMOHHEIR KMIoYeEoi dain

¥ EMOHCT dhaiinz itz sonep ve Tpelyetos, Bu omeTe
NOMYHTE GEMOHCT DELIROHREI KNio-es0i $ailn NOETOPHD TONEED NO WOT SSHIH ONPEASNEHHOND EPEMEHN,

() MIMUEH3MOHHEIR KNioyesoi dain, BeeanTe cepuiiHbIi HoMep:

YTO TaKoe KMoYeEoi daiin?
[ne HAXOAWTCA CEDMIAHBIA HOMED?

| tssaa [ ganee [N omeda |

2. B OKHe BBOAA NEpPCOHANbHbIX AaHHbIX, HeobxoauWMbIX Ans
nonyyeHus KodeBoro (aiina, 3anonHUTE BCe MOns W
HaXXxMuTe KHONKy Aanee.

P\/KOBO,ElCTBO nosib3oBaTtens



2. YcTaHOBKa NporpaMmbl

Lllar 2

Wrdoprawn o nonsIosaTens

PerncTpaumoHHoe MMg:

MEaHoB ]
Peruon:

Russia - &
Topog:

Mocksa ]
AfLpEC 3NEKTPOHHON MOYTEI

Ivanov@mail.ru °

MoANMCTLCA Ha PACCHINKY

DonnTHKE KOHDMAEHUMANEHOCTK «/lokTop Befix

| tssaa [ ganee [N Omeda |

3anyckaeTcs npoueaypa 3arpy3ku M YCTAHOBKM  KIHOUYEBOrO
daina. Ecnu nonyyenue KknoyeBoro daina 3aBepLunnioch
YCMELHO, BbIBOAWTCS  COOTBETCTBYIOLIEE  COOBLUEHVE U
YKa3blBAETCS CPOK AENCTBUS SIMLEH3UM. B MpPOTMBHOM Criyyae
BbIBOAMTCS coobuieHne o6 owwmnbke.

PyKOBO,ClCTBO nosib3oBaTtens
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3. NMpucrynas k pa6ore

3. Mpucrynasn k pabore

lNporpaMMa yCTaHOBKM TMO3BOMSET YCTAaHOBUTL HA KOMMbIOTEP
cneayoume KOMMNOHEHTDI aHTVIBMPYCHOl\;I 3allnThI:

. ana  Windows (c GUI-uHTepdeicom w
KOHCOJIbHYHO BEPCUIO);

e CTOPOX ;

e MOYTOBLIV CTOPOX ;

e MOAK/OYAEMbIN MOAY b ;

e MEXCETEBOW 3KpaH ;

MoZy/b ynpaBneHus

KOMMOHEHTbI aHTUBUPYCHOW 3alUuMThl MCMONb3YHOT 0blMe BUpYCHble
6a3bl M eauHble anroputMbl OBHapY>XEHWUs BUPYCOB B MPOBEPSIEMbIX
obbekTax. OpHako MeToauka Bblbopa O6bLEKTOB ANs  MPOBEPKM
CYLECTBEHHO pa3/IMyaeTcs, 4YTO MO3BOMSIET WCMO/b30BaTb 3TK
KOMMOHEHTBI ans opraHv3auum CyLLEeCTBEHHO pasHbiIX,
B3aMMOAOMOHSIOLUMX CTPATEruii 3alUmThl KOMMNbIOTEPA.

Tak, nposepsieT (N0 KOMaHAe Nonb3oBaTeNs MM
aBTOMATMYECKM, MO pacnucaHuio) onpeaeneHHble dainbl (Bce dainbl,
BblbpaHHble florMyeckMe AWCKW, Katanorn M T. A.). [pu 3TOM no
YMONUaHWIO MPOBEPSIETCS TakXKe OnepaTvBHasi NamsTb U Bce daiinbl
aBTo3anycka. Tak Kak BpeMsa 3anycka 3ajaHus Bblbupaetcs
nonb3oBaTeNIeM, MOXHO He OnacaTbCsl HEXBATKWM BblYUCIIUTENbHbBIX
pecypcoB ANs APYrux BaXKHbIX NMPOLECCOB.

CTopox MOCTOSIHHO HAXOAMTCS B MaMsiTU KOMMbOTEPa
W nepexBaTbiBaeT obpalieHnss K obbekTaM chalinoBol cuctembl. Mo
YMOMYaHWIO  MporpaMMa  MpoBEpsieT  Ha  HanuuMe  BUPYCOB
OTKpbiBaeMble haiifibl Ha CMEHHbIX HOCWUTENSX W 3anyckaemble,
CO34aBaEMble WM  U3MeHsieMble alnbl Ha HKECTKUX  AMCKaXx.
Bnarogaps MeHee AeTanu3MpoBaHHOMY CrOCO6Y MPOBEPKM MporpaMMa
MPaKTUYECKW HE CO3AAET MOMEX APYruM MpoLeccaM Ha KOMMboTEpE,
0[HaKO, 3TO OCYLIECTBMISIETCS 3@ CYET HE3HAUUTENBHOTO CHWDKEHUSI
HaAEXHOCTW 06Hapy>XeHWs1 BUPYCOB.
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3. NMpucrynas k pa6ore

[IOCTOMHCTBOM MpOrpamMMbl SIBASIETCS HEMPEPbIBHLIN, B TEUEHWE BCEro
BpeMeHU paboTbl KOMMbIOTEPA, KOHTPO/b BUMPYCHOWM cuTyauuun. Kpome
TOro, HEKOTOPbIE BMPYChl MOMYT 6bITb O6HapY)XeHbI TOMLKO CTOPOXEM
MO CreUMMUUHBIM ANS HUX AEWCTBUSAM.

MoYTOBLIN CTOPOX TaKKe MOCTOSHHO HAaxoAWuTCa B
namstu. [lporpamma nepexBaTbiBaeT BCe 0OpaLleHWs MOYTOBbLIX
K/IMEHTOB BaLlero KOMMbOTEPa K MOYTOBLIM CEpBEpaM Mo MPOTOKOIaM
POP3/SMTP/IMAP4/NNTP u npoBepsieT BXoasilylo (M WUCXOAALLYIO)
noyty Ao ee npuvemMa (MAM OTNpPaBKM) MOYTOBLIM  KIIUEHTOM.

OPUEHTMPOBaH Ha NPOBEPKY BCEro TeKyLUero noyYToBoro
Tpauka, NpoOXoAsLIero 4epe3 KOMMbIOTEp, B pesynbTaTte uYero
npoBepka MOYTOBbLIX SILUMKOB CTaHOBUTCS 6onee 3@eKTUBHON W
MEHee pecypcoeMKOW. B 4acTHOCTM, MOryT OTCNEXWBATLCS MOMbITKY
MacCCOBOW PACChIIKU MOYTOBbIMU YEPBSIMU CBOMX KOMUIA MO afpecHoii
KHUre Nonb30BaTessi C MOMOLLBI COBCTBEHHbLIX peanu3aLmii NoYTOBbLIX
K/IMEHTOB, KOTOpPble MOryT OblTb BCTPOEHbl B (DYHKLUMOHANBHOCTb
BMPYCOB. JTO TakXKe MO3BONSET OTKMOYUTL MPOBEPKY MOYTOBbLIX
¢aiinos B , YTO 3HAUMTENbHO CHWXXAET noTpebneHue
pecypcoB KOMMbIOTEpa.

MepcoHanbHbIA ~ MEXCETEBOW  3KpaH

npefHasHauyeH — Ans 3alMTbl  Balero  KomnbioTepa  OT
HeCaHKLUMOHUPOBAHHOIO AOCTYNa W3BHE W MPeAOTBPALLEHUS| YTEUKU
BaXHbIX [aHHbIX MO  CETW. no3BossieT  BaM
KOHTPONMPOBaTb MOAKIOYEHNE W nepefady AaHHbIX M0  CeTH
WMHTepHeT M 6NOKMPOBaTb NOAO3PUTENbHLIE COEAMHEHUS Ha YPOBHE
MaKeTOB U NPUOXEHWIA.

OpraHu3aumsa aHTUBUPYCHOM 3aLUUTbI

Ons  opraHuzauum 3dhEeKTUBHON aHTUBMPYCHOW 3aluMTbl  MOXHO
pEKOMEHZ0BATb CNEAYIOWYIO CXEMY WCMOMb30BaHUSI KOMMOHEHTOB

e MpU MomoLum NMpOM3BECTM MpPOBEPKY BCEM
(alinioBoM CMCTEMbl KOMMblOTEPA C MPEeAYCMOTPEHHbIMU MO
yMonyaHuio  (MakcuMMarbHbIMM)  HacTpokaMuM  Moapo6HOCTU
NpOBEpPKU;

e COXPaHWTb HaCTPOWKK Nno YMOJTYaHUIO;
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3. NMpucrynas k pa6ore

e OCYLLECTBNATb NOMHYK MPOBEPKY MOYTHI MpU nomowm SplDer
Mail;

e OnoknpoBaTb BCE HEU3BECTHble COEAMHEHUS C  MOMOLLbIO
BpaHamayspa Dr.Web;

e Mepuoauyecku, No Mmepe o6HOBNEHNS BMPYCHbIX 6a3, NMOBTOPSATb
MOJIHYI0 MPOBEPKY KOMMbloTepa (He pexke pa3a B Hedeno);

e B C/ly4ae BPeMeHHOro oTkodeHuns SpIDer Guard, ecnu B 3TOT
rnepnoa  KOMMbIOTEP MoAKIoYancs K cetn WHTepHeT wam
npousBoaMnack 3arpyska ainoB CO CMEHHOrO HOCUTENs,
MPOBECTM MOJIHYIO NMPOBEPKY HEMEAEHHO.

AHTUBMpYCHasi 3aliuTa MOXET ObiTb 3(PEeKTUBHON TOMLKO Mpu
/g, YCnOBMM CBOEBpEMEHHOro (>kenaTenbHO eXe4vacHoro) nosyyeHus
A= % oBHOBneHWit BupycHbIXx 6a3 M apyrux  caiinos Dr.Web (cM.
AsToMaTtunyeckoe obHoBNEHNME).

Mcnonb3oBaHne KOMMOHEHTOB nporpamMmbl  AHTuBupyc Dr.Web
noapobHee onncaHo B Cneaylowmx pasaenax.
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3.1. Moaynb ynpasnenus SpIDer Agent

Mocne ycTaHOBKM MpOrpammbi B o0bnactb
yBefoMnieHnit Windows 106aBnsieTcst 3HauoK &

Mp1 HaBeAEHMM Kypcopa MbilUM Ha 3HAYOK MOSIBASIETCS BCM/IbIBAIOLLASA
noAckaska C MHdopMaumen O 3anyleHHbIX KOMMOHEHTaX, a Takxe
[aTol nocneaHero 06HOBMIEHMS AHTUBMPYCA M KOSIMYECTBOM 3aniceit B
BUPYCHbIX 6asax. Takke, B COOTBETCTBMM C HACTpoWKaMmu, Hafg
3HAYKOM MOTYT MOSIBNATLCSA Pas/INYHblE MOACKA3KM-
YBEAOMEHHS.

C TrOMOLWbID KOHTEKCTHOMO MEHI0 3Hayka Moayns ynpasieHus
OCYLLUECTBAETCA 3anyCk u HaCTpOVIKa KOMMOHEHTOB NporpaMmmbl

O nporpamme
3aperncTpMpoBaTh MMUEHZNID
Maoii Dr.\Web

Cnpaska

ﬁ_j SplDer Guard 2
ﬁ*‘SpIDer Mail 2
@.EpaH,ﬂ,MEyap 2
iﬁ: OBHoBneHmne

@CKaHep

@ OrkntounTe Camosalnty
MHCTpyMEHTBI 3

Monb3oBEaTENBCKMA pEXNM

MyHKT O NporpaMMe OTKPbIBAET OKHO C MHdOpMauuel 0 Bepcusx
KOMIMOHEHTOB MpOrpaMMbl , @ TAKKE O BUPYCHbIX
6azax.

MyHKT 3aperucTpMpoBaTb JIMLIEH3UIO 3anycKaeT
perncTpaumm nosb3oBaTens Ans nosydeHust kouesoro daina ¢
cepBepa KoMMaHuu
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MyHkT Mo# Dr.Web oTkpbiBaeT Bally NepCOHanbHyl CTpaHWLy Ha
caiiTe KoMnaHuu . Ha paHHol cTpaHuue Bbl cMoXeTe
nonyuntb WHGOpMaUMIO O Balen nuueH3uu (CpoK  AelCTBuUs,
CEpUIHbIA HOMep), MpOANUTb CPOK ee AEWCTBUS, 3ajaTb BOMpOC
cnyx6e noaaep>XKN U MHOroe Apyroe.

MyHkT CnpaBKa OTKpbIBaeT (aitn cnpaBku MporpaMmbl

MyHkT O6HOBNEHMEe OTKPbIBAaeT OKHO , B
KOTOPOM Bbl MOXETE 3anycTuTb 06HOBMEHME.

MyHkTel SpIDer Guard, SpIDer Mail, BpaHamayap, O6HoBNeHNe
OTKPbIBAOT AOCTYM K HAcTpoikaM, CTaTUCTUKE W  YMpaBSieHUto
COOTBETCTBYHOLLUMX KOMIMOHEHTOB.

MNyHkT CKkaHep 3anyckaeT

MyHkT  OTKAOUMTL/BratounTb  CaMo3almUTy  NO3BOSSET
OTK/OUYNTL/BKIOUNTL 3aLmMTy DalinoB, BETOK peecTpa W 3anyLueHHbIX

npoteccos OT NOBPEXAEHWUIN U YAANEHUS.
OTKII0YeHne CamMo3aLLmThI BO3MOXHO TONbKO B
F'y . OTknoyaTb camo3almTy He
peKkoMeHayeTcs.

OTK/IIOUEeHne CaMO3alLLMUTbI:

1. B MeHwo Bblbepute MyHKT OTKIOUYUTDL
CaMo3alumry.

2. BeeauTe KO4 NOATBEPXAEHUS WMAWM  Maponb  AOCTyna K
HacTpoWnkam .

3. B MeHwo nNyHKT OTKNOuUMTL CaMmo3awuTty

3aMeHUTCA Ha NYHKT Bknrountb CaMo3alumTy.
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Ona Toro uTo6bI Npou3BeCTU OTKAT K TOYKE BOCCTAHOB/IEHUA
i ! 5 CUCTEMBI, HEOBXOAMMO OTKITHOUUTD MOoAyNb CaMO3allMnThl.

B cnyyae BO3HWKHOBEHMS NMPOGJIEM NpY MCMOb30BaHUM MPOrpaMMm
fedparMeHTaUMM peKOMEHAYETCS1 BPEMEHHO OTK/IIOUUTL MOAYIb
€aMo3alUmThI.

MyHKT MUHCTPYMEHTbI OTKPbIBAET MEHI0, NpefoCcTaBnsiolee AOCTYM:

° K (cm. paspen );
e K HacTpovkaM O6WMX MapaMeTpoB paboTbl  MpOrpaMMbl
(cm. ) 1 HacTpolikaMm
OTAENbHbIX KOMMOHEHTOB;
° K (c™m. );
e K CTaTUCTUKE KOMMOHEHTOB;
o K ,

e K CO34aHUIO OTYETa.

Mpy obpaleHnn B Ciyxby TEXHMYECKOW MOAAEPXKKM KOMMaHWu

Bbl MOXeTe ChOopMMpPOBaTb OTYET O Ballei
oMepauMoHHON cucTeMe M paboTe MporpamMbl . Ons
HaCTpOWKM  MApaMETPOB B  OTKPLIBLIEMCS OKHE  HaXMuUTe
MapameTtpbl otueTa. OTYeT OydeT COXpaHeH B BuAe apxuBa B
katanore Doctor Web, pacnonoxeHHoM B nanke npodwns
nonb3oBatens $USERPROFILES.

MyHKT ApMUHUCTpaTUBHbIN/MoNb30BaTEeNbCKUIA pexxum
no3BonseT nepexkno4aTbcs mexay NOMHOMYHKLUMOHANbHBIM
AAMUHUCTPaTUBHbIM pexxmMmom " OrpaHn4eHHbIM
Monb3oBaTenbCKUM pexxmMmom paboTbl C nporpaMMmon

. B Monb3oBaTenbCKOM pexuMme AelCTBYOT
CneayoLlme orpaHUYeHUs: HeoCTYMHbl HAacTPOMKM KOMMOHEHTOB U
(YHKUMM OTK/IOUEHUS BCEX KOMMOHEHTOB M camo3awmTbl. [ns
nepeknoyeHss B AGMUHUCTPATUBHDbIN PEXUM BaM Heob6XOAUMbI
npasa agMUHWUCTpaTopa.
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[aHHbli  NyHKT ~ OTOGpaXkaeTcsi  TOMbKO  MpU  OTCYTCTBUM
aAMUHUCTPATUBHBIX MpuBunernin. Hanpumep, npu pabote B cpeae
Windows XP B nonb3oBaTenbckoM pexwume, unun B cpege Windows
Vista wnmn  Microsoft Windows 7 npu BK/IOYEHHOW cucTeme
KOHTpOns yyeTHou 3anucu UAC. B MpOTMBHOM Cryyae [aHHbli
NYHKT HepocTyneH n Splder Agent cpasy npeaoctaBnsieT AoCTyn
KO BCEM (PyHKLMSAM.

3.2. OCHOBHbIE HAaCTPOMKH

Y

g,
[AS

HacTpoiiku AHTUBMPpYC Dr.Web HeOoCTYIMHbI B
NOSIb30BATENBLCKOM PEXMME.

EAVHBbIA UEHTp YnpaB/ieHUst HacTpoikaMu MO3BONSET 3aAaTb Kak
obwme napameTpbl paboTbl AHTMBMPYCHOrO KOMMAEeKca, TaK M
MHAMBUAYaSIbHbIE HACTPOMKM BCEX KOMMOHEHTOB AHTHEMpPYC Dr.Web
3a ucknoveHnem CranHepa.

O6wan HacTpoiika AHTUBMpYC Dr.Web

1. UWenkHuTe 3Hadok SplDer Agent & B 0611acTV YBEAOMIEHUM

2.

Windows.

B rpynne WHcTpyMeHTbl Bbibepute nyHKT HacTpoiku.
OTkpoeTca pasaen OCHOBHbIE 06LUero OKHa HacTpoek.
BHecuTe  HeobxoguMble  u3MeHeHus.  [na  nonyyeHus
MHGOPpMaLMM O HaCTPOMKaX, PacronOXeHHbIX B pasfene,
HaXXMUTE Ha ccbinky CnpaBka.
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3.2.1. Paspnen YBegoMneHus

B naHHOM pasfene Bbl MOXETe 3aaTb TUMbI I'IO,Cl,CKa3OK-YBe,CI,OMJ'IeHMl‘;I,
OoTNpaBAsgeEMbIX MO NOYTE U NOABNAKOWNXCA B BMAE BCMJ1bIBAlOLWErO

OKHa Haa 3HauykoMm SplDer AgentaI B 0651aCTM YyBeAOMIIEHUM
Windows.

& Hacrpoiikn B3]
(O 10-ESEl  SplDer Mail  SplDer Guard  Bpanamaysp
Ve ¥BEAOMNEHMA NO3BONAIOT BaM ONEPATHEHO Nony4aTh VIHd)ODP’IELM?O o BEHBIX CoBBITHAX B DESOTE
= YBepoMmnesua Dr.Web: Hanpumep, of oBHaPY#EeHHBIX Yrpo3ax Uk HeoBXoouMocTH ofHosneHkA.
OBHoenexne
WMenons308aTe YBEa0MNeHUA
AHTMBHPYCHaA
ceTe MapaMeTpil yBea0MAEHI
MpesexTuBHan [] BicoinaTs yBEAOMAEHIA HE SNEKTPOHHYIO NOUTY
3awura
MapameTpe MouTE: a-mail He 3apaH
DrWeb Cloud
Otuer
KapaHtiun
Mpokcu-cepaep
Aabik
Camo3aawuta
BoccraHoBneHue
Cnpaexa OK OTMEHNTE

HacTtpoiika yBegomneHumii

1. Y7066l BKNOUUTL PEXMM  HOTUDMKAUMM O  COBbLITUSX,
ycTaHoBuTe dnaxok Ucnonb3oBaTb yBEeAOMJIEHUS.

2. Haxmute kHonky MapameTtpbl yBegomneHui. OTKpoeTcs
OKHO CO CMMCKOM BO3MOXHbIX YBEAOMIIEHUIA.
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MapameTpel yBeAoMAEHKI

Tin ysenoMneHna SkpaH Mouta i

SplDer Guard
ObHapy#eHa yrposa
SplDer Gate

a
a

m

SabnoxkmMposaH

ObHapy#eHa yrposa
SpIDer Mail

OBHapy#eHa yrposa

ObHapyxeH cnam

OBHapy#eHa MaCCoBas PachUIKa NUCEM
PoaWTENbCKUIA KOHTPONSE

Janpewer aocTyn & URL

3abnokmMpoBaHa Nonermka obpalyeHia ...

Bpems paboTel B CETH MHTEPHET MCTEKND

oooo ooEa OO
oooo oooa OO

Bpema paboTel 33 KOMNBIOTEPOM MCTEKND

ANEREHTIARHAD 2311ATA

D He nokazeisaTe YEEAOMNEHWA B NONHOSKPEHHOM PEHWME

[] OTofipaaTs yeeacMNEHIts EPEHAMAYSPE B OTAENEHOM OKHE B NOMHOSKPaHH!

Help [ oK ] [ cancel |

3. BblbepuTe yBenoMneHWsi, KOTOpble Bbl XOTUTE MOJy4YaTb, M
YCTaHOBUTE COOTBETCTBYIOLME niaxku. YToBbl oTo6paxaTb
3KpaHHblEe YBELOMJIEHUS, YCTaHaBNMBalTe (naxok B cTonbue
3kpaH. YTobbl MosyyaTb  OMOBELWIEHMS MO MOYTE,
ycTaHaBnuBaliTe dnaxok B ctonbue MouTa.

4. Mpn HeobXoAMMOCTM 33[alTe AOMOSIHUTENbHbIE MNApPaMeTpbl
0TO6paXKeHUs 3KPaHHbIX OMOBELLEHWI:

He nokasbiBaTb YcTaHoBUTE 3TOT (haXoK, 4Tobbl He MmonyyaTb
YBE[OM/IEHVS B yBEIOM/IEHMS MpW paboTe C MpUIOKEHUAMU B
MOJSIHO3KPAHHOM MONIHO3KPaHHOM pexwume (NpocMoTp UIbMOB,
pexume rpacdvku 1 T.4.).

CHuMuTE  3TOT  naxok, uYTobbl MonyyaTb
yBEIOM/IEHMS BCeraa.
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5. Ecim Bbl  BbibpanM OAHO WAM  HECKONbKO  MOYTOBbIX
YBEOMJIEHWUI,  HacTpoiiTe C Bawero
KOMMbloTEpA.

6. o OKOHYaHWM PeAAKTMPOBAHWSI HACTPOEK HAXMUTE KHOMKY
OK [ansi COXpaHEHUS] BHECEHHbIX W3MEHEHW WM KHOMKY
OTMeHa /15 0TKasa OT HUX.

HacTpoiika nouToBbIX yBEAOMJIEHUI

1. Yto6bl BKIOUUTD PEXMM HOTUMUKALMM O COBLITUSIX MO MOYTE,
ybeantecb, 4to naxok Wcnonb3oBaTb yBeAOMJIEHUA
YCTaHOBNEH 1 B OkHe MapamMeTpbl yBeAoMJIEHUi BbiOpaHbI
HY>KHbIE TWIMbl OTOBELLEHWIA.

2. YcraHoBuTe (naxok BbiCcbilaTb YBeAOMJIEHMS Ha
3J/IEKTPOHHYIO MOMTY.

3. Haxmute kHonky MMapameTtpbl nouTtbl. OTKPOETCS OKHO
HaCTpOViKV NapaMeTpoB.

MapamMeTpel NouTsl @

Agpec

MouToBEIR cepeep MepT
: 25
Norux

Maponb

BesonacHocTe

|HET v|

MeToa ayTeHTUEMKELM

|06bHHb||71 napons - |

POBEPHUTE OTI'IDEBMTb TECTOEDE CDDSLU.EHME

H E|F' QK OTMEHUTE
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4. B okHe [MapaMeTpbl MOUTbl YKaXuTe CfeayioLLyto
nHdOpMaLmIo:

Anpec YKaxkuTe MoYTOBbIA aapec, Ha
KOTOpbIA Bbl XOTWUTE MOMyYaTh
onoBeLleHnst BbIOpaHHbIX TMMOB.

MouToBbIN CcepBep Ykaxute  agpec Nno4YTOBOrO
cepBepa,  KOTOpbIM  [OJSKEH
ucnonb3osatb AHTUBMpYC Dr.
Web pans oTnpaBkM MOYTOBbIX
OrMOBELLEHWN.

MopT Ykaxute nopt NoYTOBOrO
cepBepa, K KOTOPOMY AOSXEH
noaknoyatecs AuTuBupyc Dr.
Web pns oTnpaBkv MNOYTOBbLIX

OMOBELLEHWN.

JloruH YKaxute uMs Yy4yeTHOW 3anucu
ONS MOAK/OYEHNUS K MOYTOBOMY
cepBsepy.

Maponb Ykaxute naposb YYETHOM

3anMcM  Ans  MOAK/IOUEHUS K
MOYTOBOMY CEPBEPY.

Be3sonacHocTb Bbibepute napaMeTpbl
6e3onacHOCTV Npy NOAKITIIOYEHNM
K MOYTOBOMY CEpPBEPY.

Metop ayTeHTUdUKaLmm BbibepuTe MeTon
ayTeHTUdbMKauum,
UCMOsb3yeMbli Ans
MOAK/IIOYEHVSI K MOYTOBOMY
cepBepy.

5. Haxmute kHonky MpoBepuTb, 4TOObI OTMPaBUTL TECTOBOE
coobLleHMe Ha yKasaHHbIN aapec Yepes 3afaHHblii MOYTOBbIN
cepsep. Ecnv B TedeHne HEKOTOPOro BPEMEHU Bbl HE MONy4nTe
[aHHoe cooblueHMe, MpoBepbTE  HACTPOMKU  MOYTOBbIX
napaMeTpoB.

6. o OKOHYaHUM peAAKTMPOBAHWSI HACTPOEK HAXMMUTE KHOMKY

OK [nsi COXpaHeHMst BHECEHHbIX W3MEHEHUA WM KHOMKY
OTMeHa an1s 0TKasa OT HuX.

50



A7 P
)

S
W,

@-’ 3. Mpuctynas k pa6ote

BpeMeHHOoe OTKJIIDUEeHUEe yBeAOMJIEHUH

YTo6bl BpEMEHHO OTKJIIOUYWUTL OTMPABKY MOYTOBbLIX OMOBELLEHWUHN,
CHUMUTE (bNaXkoK BbICbIIaTb YBEAOMJIEHUS HA JIEKTPOHHYIO
noury.

YT06bl BPEMEHHO OTK/IOUYUTL YBEAOMIIEHUSI BCEX TUMOB, CHUMUTE
dnaxok Ucnonb3oBaTb YyBEAOMJIEHUS.
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3.2.2. Paspen O6HOBNeHue

B paHHOM pasgene Bbl MOXETE HACTPOWTbL MapaMeTpbl 0B6HOBMIEHMS
AHuTuBupyc Dr.Web. Bbl MoXeTe ykasaTb WCTOYHMK OBHOBMEHMIA,
Kakne KOMMOHEHTbl HeobxoanMo O6HOBNSTb, NEPUOAMYHOCTb, C
KOTOpo 6yayT npoucxoauTb OOHOBMEHMS, a TakKXKe HacTpoWUTb
3epKano 06HOBIEHUIA.

& Hacrpoiikn

QcHoBHele | Sl BEE E

YeegoMneHns
- OBHoBneHne

AHTMBUpYCHAA
ceTh

MpeEeHTMEHAA
3awnTa

Dr'Web Cloud
Oruer
KapaHtuH
MpokcH-cepaep
Haeik
Camozawura

BoccraHoeneHne

Cnpaska

SplDer Guard ~ Bpaxamayap

MeTauHmK ofHoBneHMi MHTepHeT (DexomeHayeTcR)

W3MEHUTL.

OBHOBNAEMSIE KOMMOHEHTEI
Bre (pexomeHAyeTCR) -

MepuoarIHOCTE 0GHOBNEHHIA

Seprano obHoBneHWi: He cosnaetca

HamenuTs,

O [Omene

UCTOUYHUK O6HOBNEHUM Bbl MOXeTe yka3aTb YAOGHbIM Ansi Bac

WCTOYHWUK OBHOBIEHNI.

O6HOBNSAIEMbIE KOMMOHEHTbI Bbl  MoxeTe BblbpaTb OAMH U3

BapWaHTOB 3arpy3ku 06HOBJEHWIA:
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3. NMpucrynas k pa6ore

MNMepuoaNYHOCTb 06HOBIEHUH

3epkasio 06HOBNIEHUI

MUcTouHuK o6HOBNEHUI

[ns Toro 4ytobbl BbIGPATb MCTOYHUK OBHOBNEHWI, HAXMUTE KHOMKY
N3MeHUTb. B OTKpLIBLIEMCS OKHE YKaXuTe yAaobHbIi Ans Bac

WUCTOYHWUK OBHOBNEHUIA:

e NHTepHeT (pexkoMeHAayeTcsl) — O0OHOBNEHME C CepBEpOB
OTOT WMCTOYHMK YyKasaH Mo

KOMMNaHun
yMOn4aHuto.

e JlokanbHass WM ceTeBas Mnanka -—
NOKaNbHOW WS CETEBOW nankuy, B KOTOPYKD CKOMMPOBAHbI
obHOBNEHUS. YKaxuTe nyTb K nanke (,U,J'Iﬂ 3TOro HaXXmute
KHOMKY O53op n Bbl6epVITe HY)KHbIVI KaTtanor, unu BeeanTe nyTb

a TakKkKe WUMA nonb3oBatend W naposb,

BpYUHY0),
Tpebyetcs.

«[lokTop Beb6>.

e Bce (pekomeHayetcs), npwu
KOTOPOM 3arpyxatorcs
0OHOB/IEHUS KaK Af1 BUPYCHbIX
6a3 Dr.Web, T1ak wn gans
QHTMBUPYCHOrO siapa W Apyrux
NporpamMmMHbIX KOMMOHEHTOB
AHTMBUpYcC Dr.Web;

e Tonbko 6asbl, Mpy KOTOPOM
3arpy>arorcst TOMbKO
06HOB/IEHUS BMpPYCHBIX 6a3 Dr.
Web # aHTMBMpYCHOro apa;

apyrve KOMTMOHEHTBI
AHTUBUpYC Dr.Web He
06HOBNISOTCA.

Bbl MOXeTe BblbpaTb MEPUOANYHOCTb, C
KOTOpO# 6ynet NpOV3BOANTLCS
NpoBepKa Ha Hanuuue 06HOBNEHWIA.

Bbl MOXeTe €03AaTb 3epkano
0BHOBNEHUI, KoTopoe cMoryT
MCNoMb30BaTb APYrue KOMMbIOTEPLl B
NoKasibHOM cetu, Ha KOTOPbIX
ycTaHoesneH npoaykT Dr.Web.

obHOBNEHME U3

ecnun
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o AHTUBMpYCHasi CETb — OOHOB/IEHME Yepe3 JIOKasbHYI0 CETh C
KOMMbIOTEPA, Ha KOTOPOM YCTAHOBMIEH MPOAYKT "
CO3/1aHO 3epKano 06HOBMEHWIA.

WcTouHuk oBHOBNEHNIA @

@ WHTepHeT (peroMeHAYETCA)

NokansHaA MKW CETEBaRA Nanka

AHTHBMPYCHaRA CETh

MpoBepHTE 3anycTuTb Npouect oBHoBNEHNA

Cnpaeka OK, ] | OTMEHMTE

Co3paHue 3epkasia 06HOBNIEHUI

YTo6bl Ball KOMMbIOTEP MOIMM  WCMONb30BaTb KaK  WCTOYHMK
OGHOBNEHUI [pYrMe KOMMbIOTEPLl B JIOKANbHOW CETW, Ha KOTOPbIX
YCTaHOB/IEH NPOAYKT , HOXMUTE KHOMKY MUI3MEHMUTb B MyHKTe
3epkano 06HOBJIEHWI U B OTKPLIBLIEMCS OKHe BbibepuTe Co3aaBaTh
3epkano OBHOBNEHWI. YKaxuTe MyTb K Manke, B KOTOpyl 6yayT
KOMMpoBaTbcs OBHOBMEHUs. EcnM  Baw  KOMMbIOTEP BXOAUT B
HECKOMbKO MOACETEN, Bbl MOXETe ykasaTb ajpec, KOoTopbli 6yaer
[OCTYNEH TOMbKO ANt OAHOW M3 noaceTel. Takke Bbl MOXKETE ykasaTb
nopT, Ha KoTopoM cepeep HTTP 6ydeT npuvHMMaTbL 3amnpockl Ha
coeaMHeHue.
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Cosaanne 3epkana oBHoBNEHW @I

MapaMeTpel 06HOBNEHWA B MPEAENaX NOKANEHOR CETH:
@ He cosnasaTh sepKano obHOBNEHWIA

() CospaBaTh 3epkano oBHoBNeHMi

MyTe

Anpec MopT

8080

Help Ok ] [ OTHMEHUTE
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3.2.3. Pazpgen AHTUBUpPYCHas CeTb

B faHHOM pasfene Bbl MOXETe paspeluTb YyAaneHHoe YnpasreHue
BalUMM QHTUBMPYCOM C APYrMX KOMIMbIOTEPOB /OKaSbHOM CETU Mpu
MOMOLUM KOMMOHEHTa AHTUBMPYCHas ceTh. BxoxaeHue B cocTas
AQHTUBMPYCHOWM CETVM MO3BOJMSIET CO34aBaTh Ha BalleM KOMMbLOTEpE
3epkana 0bHOBNEHWI, A TaKXKe yAaneHHO KOHTPOIMpOBaTb COCTOSIHWE
QHTMBMPYCHOM 3awmTbl (NpocMaTpuBaTb CTATUCTWKY, BKIOYaTb M
OTKJIOYaTb KOMMOHEHTHl AHTuBMpyc Dr.Web, a Takke U3MeHsATb MX
HaCTpoiiku).

[ns npenoTBpalleHnst HeCaHKLIMOHMPOBAHHOIO AOCTYrMa K HacTpovikaM
AntuBupyc Dr.Web Ha BaweM KoMnbloTepe HeobxoauMMO 3ajaTb
naponb ANs yaaneHHoro yrpaseHus.

& Hacrpoficn [

(0 LI:ESE  SplDer Mail  SplDer Guard ~ Bpanamaysp

yEeﬂUMneHWﬂ Bbl MOXETE PAsPEMTL YAANEHHOE YNPSBNEHME NPOAYKTOM Dr.Web Ha Bawen KOMNbIOTEPE €
APYTVX KOMMBIOTEPOS B NOKANLHOA CETH, Ha KOTOpGIX TarKe yCTarosneH mpoaykT Dr.Web, €
OBbHoanenne YAANEHHOr 0 KOMMNBIOTEPA CTaHET BOSMOPKHO NPOCMETPUBATE CTATUCTHKY, BKOHATE U
OTKAHOHETE MOAYM, & TAKKE M3MEHATD MX HEI._TDOI;“KM.
. AWTuBMpYCHaR
cets

MpeBeHTHEHAA
33U.||V|TE D PaspelwnTh YAaneHHoe ynpasneHme

Dr.Web Cloud CHMEHWTE Napons
Oruer

KapaHtuH

Mpokcu-cepeep

Halk

Camoaauyuta

BoccTaHoBneHue

Cnpaexa OK
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3.2.4. Pazpen lNpeBeHTUBHaA 3aWiMTa

B maHHOM paspgene Bbl MOXETE HAacTpouTb peakumio AHTuBMpyC Dr.
Web Ha feicTBUSt CTOPOHHUX NPUAOXKEHMUIA, KOTOPblE MOMYT NPUBECTU
K 3apaXeHuio Ballero KOMMbloTepa. Takke B JAaHHOM paspene
BK/IIOHaeTcsl (POHOBOE CKaHMpOBaHWE OMepPaLMOHHON CUCTEMbI Ha
3apaxeHue pyTKUTaMu (BpeaoHoCHbIMU nporpamMmamu,
npefHasHauYeHHbIMU ANl COKPbITUS U3MEHEHUI B  OMnepaLMOHHO
CUCTEME, TaKUX Kak paboTa onpeaeneHHbIX NpoLeccoB, MoanbuKaLms
KNroueit peectpa, nanok unv dainos).

& Hacrpoficn [

(0 LI:ESE  SplDer Mail  SplDer Guard ~ Bpanamaysp

YEeL0MNEHNA ¥poBeHb BNOKUPOBKK NOAO3DUTENEHEIX AEHCTBMI

Qbroanerne MHHAMANHEI (peKoMeHayeTca)
- 3aMPET HUEKOYPOBHESOMD NOCTYNA K AUCKY
AuTnenpycHan - 3anpeT AocTYNa K daliny HOSTS
cetb - 3aMPeT SETOMATHUECKOND M3MEHEHIR DCHOBHSIX KPUTUHECKIX
OBLEKTOB, KOTOPbIE MEMONS3YIOTCR BPEACHOCHEIMIA DOTP3MMaNIA
. Mpesertnenan

3auTa

Dr.Web Cloud

Oruer —
KapaHtuH

Mpokcu-cepaep LS RS

Habie DOHOBAA NPOBEPKA Ha HANMHME BPEACHOCHLIX NPOrPaMM, CKPLIBAOWNX CBOE NPUCYTCTBME B
CUCTEME, NO3BONAET 0BHAPYHMTE STH NPOrPaMMbI M, B CNY4ae HeoBxoAUMOCTI,
Camoaauyuta CBOEBPEMEHHOD BoUNEYMT KOMMLIOTED.

BoccraHoBneHne TPOBEPATE KOMMEIOTER HA HAMMUME PYTKMTOE (DEKOMEHAYETCA)

Cnpaexa OK

YpoBeHb NPpeBeHTUBHO 3alUmnThl

B pexxume paboTbl MMHMMabHbINA, YCTAHOB/IEHHOM MO YMOMYaHUIo,
Antueupyc Dr.Web 3anpewaer aBTOMaTU4yeckoe W3MEHeHue
CUCTEMHbIX ~ 0ObeKTOB,  MoaudMKaums  KOTOpbIX  OAHO3HAYHO
CBWAETENLCTBYET O TMOMbITKE BPEAOHOCHOrO  BO3AEWCTBUS  Ha
OonepaumoHHyl0 cucteMy. Takke 3anpellaeTcs  HU3KOYPOBHEBLIN
[OCTyn K gucky n mogmdmkaums cdanna HOSTS.
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Mpwn MOBLILIEHHOW OMACHOCTU 3adpaXeHua Bbl MOXETe NOAHATb
YpPOBEHb 3aluuTbl A0 Cpem-lero. B naHHOM pexuMe [0NOSHUTENbHO
3anpeLwaeTca AoCTtyn K TeéM KpUTUYECKUM 06'bEKTaM, KOTOpbIE MOryT
NnoTeHUMaIbHO UCNOJIb30BaTbCA BPEAOHOCHbLIMK NMporpaMMamMu.

B AQHHOM pexuMe 3aluTbl BO3MOXHbI KOHMIMKTLI COBMECTUMOCTM
A&, CO CTOPOHHAM MPOrPaMMHbIM OGECTIEYEHNEM, MCMOMb3YIOWNM
3alMLLAeMble BETKW peecTpa.

Mpy HEO6XOAMMOCTU MONHOFO KOHTPOSS 3a AOCTYNOM K KPUTUYECKUM
obbekTaMm Windows Bbl MOXeTe MOAHATb YpOBEHb 3alUWTbl [0
MapaHoupanbHOro. B AaHHOM criyyae BaM Takxke 6yaeT AOCTyneH
WHTEPAKTUBHBIN KOHTPOMb 3a 3arpy3koi ApaniBepoB, aBTOMaTUYECKUM
3arnyckoM nporpamm 1 paboTon CUCTEMHBIX CIYXO.

Monb30BaTeNIbCKUA PEXUM

[JaHHbIN PEXNM MO3BONAET rméko HaCTpoOuUTb peakuuio
Ha onpeaeneHHble ,D,EVICTBMFI, KOTOpble MOryT MNpuMBECTU K
3apaXX€Huto Ballero KoMnbroTepa.

Ecnu npu ycTaHoBKE BaXkHbIX OBHOBMEHWMI OT Microsoft unu npu
ycTaHoBke 1 pabote nporpaMm (B TOM u4ucne nporpamm
pedparmeHTaumn) BO3HMKAKOT npobnemsl, OTKIIOUMTE
COOTBETCTBYIOLLME OMNLUMM B 3TOW rpynne HacTpoekK.

®doHOBas NpoBepKa Ha 3apa)keHue

Bxoasiumii B coctas No3BONSET B
(bOHOBOM  pexuMe NpoBOAMTbL MPOBEPKY Balleil  OnepaLMoHHOM
CUCTEMbI Ha HanMuKe CNOXKHBIX Yrpo3 U Npy HEOBGXOAMMOCTM MPOBOANT
NeYeHNe aKTYBHOIO 3apaXkeHusl.

Mpu BKJIOYEHUM AAHHON HACTPOWKU 6yner
MOCTOSIHHO HaxoAWTbCA B MaMsATW. B oTnnume oT nposepku aiinos
«Ha NeTy», NPOBOAUMON CTOPOXEM , MOWUCK PYTKUTOB

NMPOV3BOAMTCS B TaKMX KpUTMUeckmx obnactax Windows, kak 06bekTbi
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aBTO3arpy3ky, 3arnyLieHHble Mpoueccsl M MoAaynu, onepaTusHas
namstb, MBR/VBR auckoB, cucteMHblii BIOS koMnbloTepa U ApyruX.

OAHUM U3 KJIOYEBBLIX KpUTEpPUEB pPaboTbl

ABNSIETCA 6epexxHoe MoTpebfieHne pecypcoB OnepaLMoHHON CUCTEMbI
(npoueccopHoro BpeMeHu, cBO60AHON onepaTMBHOM NaMaTh U T.4.), a
TaKKe YUYET MOLLHOCTM annapaTHoOro obecneyeHus.

Mpy oBHapy>KeHUM yrpos onoBeLlaeT Bac 06
Yrpo3e 1 HeWTpanmn3yeT ornacHble BO3AENCTBUS.

Mpu npoBeaeHnn (DOHOBOM MPOBEPKM Ha HanuuMe pyTKUTOB U3
{ &) TPOBEPKM UCKMOYAIOTCA (alislbl M Manky, 3aAaHHble Ha BKIAAKe
KOMIMOHEHTa

Utobbl  BKIOUMTL  (DOHOBYIO  MPOBEPKY, YCTaHOBUTE  (hIaXoK
MpoBepsaTb KOMMblOTEP Ha Hanuume PYTKMUTOB
(pexomeHpyeTcs).
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3.2.5. Pasgen Dr.Web Cloud

B paHHOM pasgene Bbl MOXETE MNOAKMOUMTBCS K MporpaMme
ynyylleHns kayecTsa paboTbl NpoaykToB Dr.Web.,

& Hacrpoiicn =[]
(oI ILITINCM  SpiDer Mail  SpiDer Guard — bpasamayap
YeegoMnenua Bl MOXETE NPUHATE Y4aCTUE B NPOrpamMme YNyuLIeHNA kayecTaa paboTel npogykios
Dr'Web. Ceegenns o pafote npogykra DrWeb va sawem komnewtepe GyayT
OBroaneHue aBTOMAaTHYECKA 0TNPaBNATLCA kKoMNaknn «foktop Bebs. [lnA aT0ro nogknounteck K

«0bnauHeIMe cepencam.
AHTUBMpYCHEA CeT

MonyuyexHan oT Bac MHpopMaLA He GygeT HCNoNL30BaTLCA ANA Baleil

MNpeEeHTMEHAA 3alLKTa
WAEHTHHHEALWY UKW ANA CEA3W C BAMK.

= DrWeb Cloud
@ H xouy NOLKNIOYNTECH K CEPBMCEM (peKoMeHayeTCA)
©) 5 pewwy nosgHes

Oruer
KapaHtun

Mpokcu-cepeep

Aauik
Camo3awyura
BoccraHoBneHue
lMonwutuka kondmaeHymaneHocTh «foktop Bebs

MporpamMmmMa yny4wieHus kadyecrsa MO

Mpu yyactum B nporpamMMe Ha cepBepa KoMnaHuu <«[Joktop Be6>»
6yayT aBTOMaTMUeCKM OTNPaBAsATbCA 06e3MYeHHblE CBEAEHWUS O
pabote AnTuBupyc Dr.Web Ha BaweM KOMMNblOTEpe, B 4YacTHOCTY,
CBeeHNs O CO3AdaHHbIX Bamu npaswnax bpanpmayspa Dr.Web.
MonyyeHHas  wHdopMauus He 6yaeT  MCNonb3oBaTbCa  ANs
NMAEHTUPUKaLMM NOb30BaTENS UK CBA3M C HUM.

HaxxmMute Ha ccoinky Monutuka KoHpUAEHUNANbHOCTU «[lOKTOp
Be6>, 4Tobbl 03HAKOMUTLCS C MOSIMTUKON KOHMMAEHUMANBbHOCTM Ha
ocdu1uManbHOM caiTe KoMnaHun «[loktop Be6>,

60
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3.2.6. Paspen OTuer

B paHHOM pa3sgene Bbl MOXETe HaCcTpoOUTb MapaMeTpbl BeaeHUs
(aiinoB 0TYETOB ANt KOMNOHEHTOB AHTUBUpPYC Dr.Web,

& Hacrpoiikn [
(0 LI:ESE  SplDer Mail  SplDer Guard ~ Bpanamaysp
YEeL0MNEHNA BecTi nogpobHsie 0TYETE (1aHHEA HACTPOKA COXPEHAETCR A0 NEPe3arpyskM)
SpIDer Guard
OBHoenenne Dse
SplDer Gate
AHTUBMPYCHAR ] SpiDer Mail
cete ["] Bparamay=p
MpeseHTHEHER [Clorosnerve
3awura [ €y Dr.Web
Dr.\eb Cloud LonNofHUTENEHD
- Otyer [] CospaBaTe AaMAL! NaMATM NpK olwKBiax NPOBEPKH (peKoMeHayeTcs)
[C]NponomkaTs secti noapoBble 0TYETH! NoCNe Nepesarpysio
KapaHtuH
Mpokcu-cepaep
Habl 3anycTUTE MacTep O0THETOB
Camozaupra OTKpbITL NENKy, cofepwkalyio Galine 0T4eTos
BoccraHoeneHue
Crpesa oK

Mo yMmonuaHuio Ans Bcex KOMMOoHeHToB AHTuBMpyc Dr.Web oTueThl
BEAYyTCA B CTaHAApPTHOM pexuMe, (UKCHUPYIOLEM  CheayoLyto
nHdOpMaLmio:

SpIDer Guard MpoBeaeHe 06HOBMEHUI, 3aMyCK U OCTAHOB CTOPOXa
SpIDer Guard, BuUpyCHble COb6bITUS, [HaHHble O
rpoBepsieMblX  aiinax, WMeHax YMaKOBLUMKOB W
COAEPXMMOM  MPOBEPSIEMbIX  COCTABHbIX  O6BEKTOB
(apxuBoB,  aWNOB  3MEKTPOHHOM  MOYTHI MM
(alinoBbIX KOHTENHEPOB).
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SpIDer Mail

bpaHamayap

Moaynb
o6HOBNIEHMSA

Cny»x6bl
Dr.Web

PekomeHayeTCcs WMCMOMb30BaTb 3TOT  PeXuM  Ans
onpeaeneHns 06bekToB, KOTOpble CTOpoX SpIDer
Guard npoBepsieT Hanbonee yacro. Mpun
HeobxoaMMOCTN Bbl MOXeETe A0DaBUTb TakMe 0ObeKTbI
B CMMCOK MCKIIOYEHUM, YTO MOXET CHU3WUTb Harpysky
Ha KOMMbtOTEp.

MpoBedeHWe  OOHOBMEHWI, 3amyck W OCTaHOB
noytoBoro cropoxa SplIDer Mail, BupycHble
COBbITUSI, MAapaMeTpbl NEPEXBATa COEANHEHUI, @ TakxkKe
[JaHHble 0  npoBepseMblx  dainax,  MMeHax
YMAKOBLUVKOB U COAEPXKMMOM MPOBEPSIEMbIX apXMBOB.

PekoMeHAyeTCs  WCMonb30BaTb 3TOT  PEXUM A
MPOBEPKM  HACTPOEK MepexsBaTa COEAMHEHWH C
MOYTOBLIMU CEPBEPAMMU.

B craHpapTHOM pexume Bpanamaysp He BefeT dainn
ortyeta. [pu  BKIOYEHUM  pexuMa  BedeHus
MoApPOBGHOro OTYeTa COBMPAlOTCS AaHHbIE O CETEBbIX
nakeTax (pcap-noru).

Crimcok 06HOBMEHHbIX halnos AHTueupyc Dr.Web u
CTaTycbl WX 3arpy3ku, uHdopmauus o paboTe
BCMOMOraTeNbHbIX ~ CKPUMTOB, Aata W Bpems
nposefeHns 06HOBNEHWS, nHdopmMaums o}
nepesanycke KOMMOHeHTOB AHTueupyc Dr.Web
nocne o6HOBNEHUS.

MHdopMaums o komnoHeHTax Dr.Web, u3meHeHune
HacTpOeK KOMIMOHEHTOB, BKJIOYEHWE W BbIK/IIOYEHNE
KOMMOHEHTOB,  COBbITUSI  MPEBEHTUBHOM  3aLUWTHI,
MOAK/IOYEHNE K aHTUBUPYCHOW CETU.
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MpocMoTp daitnos oTueToB

YTobbl MPOCMOTPETb OTYETHI, HAXMUTE Ha CChbIKY OTKPbITb NanKy,
coaepxkailyto ¢aiisibl OTHETOB.

BkJjitoueHne noapo6HbIX OTYETOB

Mpu BeaeHWU noapo6HbIX OTYETOB (UKCUPYETCS MaKCMMasbHOe
i ! . KONIMYECTBO MHGOpMaumm o paboTe KOMMNOHEHTOB
, UTO MOXET MPMBECTU K 3HAUNTENIbHOMY YBENMYEHMIO dhaiinos
OTYETOB M CHU3UTb MPOM3BOAMUTENBHOCTb PaboThl OMepaLMOHHON
CUCTeMbl. PekOMEHAYETCS1 UCMOMb30BaTh 3TOT PEXWUM TOMbKO MpU
BO3HMKHOBEHUM NpobneM B paboTe KOMMOHEHTOB MM MO Mpockbe
TEXHUYECKOW NOAAEPXKKN KOMMAHWUK

1. YTo6bl BKIOUMTL PEXMM BedeHUs MoApPOGHOro oTyeTa Ans
OAHOTO W3 KOMMOHEHTOB , YyCTaHoBWTe
COOTBETCTBYIOLMI (PNAXKOK.

2. Mo ymMonyaHWio NOApOGHLIM OTYET BeAeTcs A0 NEPBOM
nepesarpysku OMNepauMoHHOW cucTeMbl. Ecnm  Heobxoanmo
3amkcpoBaTh NoBeAEHME KOMMOHEHTa B MEPUOA A0 U Mocne
nepesarpysku, ycTaHoBuTe naxok [pogomKkaTb BecTH
noapo6Hbie OTYETbI NOC/E Nepe3arpysKu.

3. CoxpaHuTe U3MeHeHusl.

Mo yMmonyaHwio chaiinbl OTYETA MMEKT OrpaHUYeHHbI pasMep,
£ = 4 paBHbili 10 MB.

[lononHuTeNnbHble HACTPONKHU

HacTpoiika Co3gaBaTb AaMnbl NAaMATH NMpU OWMGKaX NPOBEPKU
(pexoMeHAyeTcs) MO3BOMSIET COXPaHSATb MaKCMMYM  MOJIE3HOM
MHDOPMaLIMM O MPUYMHAX HEKOPPEKTHON paboTbl KOMMOHEHTOB, YTO
No3BOSIMT CMEUMaNNCTaM KOMMaHuu B AaNbHENLIEM
npoBecTn 60niee MONHbIM aHanu3 MNpobnemMbl U MPEasioKUTL ee
peweHve. PekoMeHAyeTcs BKOYaTb AaHHYO  HacTPoOWKy Mpu
BO3HUKHOBEHMW OLINBOK B paboTe
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B naHHOM pasgene Bbl Takke MOXeTe cobpaTh [JaHHble O Ballen
ornepaLMoHHON cucTeMe U paboTe ans
obpalleHus B CNyxBy TEXHUYECKON NOAAEPXKKU KOMMaHUK

. [Ins 3TOro HaXKMuTe Ha ccbinky 3anycTuTb MacTep oTueToB.
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3.2.7. Pazpen KapaHTuH

B paHHOM pa3gene Bbl MOXETe HaCTpOUTb nNapaMeTpbl paboTbl
KaparntuHa Adtvempyc  Dr.Web, oueHWTb ero pasmep,

YOanuTb BCE N30/TMPOBAHHbIE d)aﬁﬂbl C KOHKPETHOro AnCKa.

a TaKxe

Katanor KapaHTtvHa co3gaeTca OTAefNlbHO Ha KaXAOM JIOrMYeckoM

v
AWCKe, rae 6binv 06HapYXXeHbl NoAo3puTeNbHLIE (alnbl.
& Hacrpoficn [
(0 LI:ESE  SplDer Mail  SplDer Guard ~ Bpanamaysp
Yaepomnexua AoCTYNHoIe AMcn PasmMep kapaHTuHa, MB
OBbHoanenne (=) 0,00
AHTUBHPYCHAR Ail 0,00
CeTb
MpeBeHTHEHAA
3awura
Dr.Web Cloud Marcci nan pasMepa BLIop: 0 AncKa:
Oruer 10% (pexomeHayeTeR) -
T — Bis) MOMETE DUMCTHTE KSPEHTUH H3 BiIBPaHHOM ANcKe BEs BOSMOXHOCTY BOCCT AHOBNEHIA
OUHCTUTE....
Mpokcu-cepaep
Hasik LononHATEREHD
B cnyuae 0BHAPYXEHIS YT P03 Ha CHEHHOM HOCUTENE CO3AABATS KAPAHTHH Ha STOM e
Camozaujnta HooaTene (pekoMeHAyeTCR)
BocctaHoEneHue
3anycTuTe MeHeaxkep KapaHTiHa

OrpaHuueHue pasMmepa KapaHTuHa

1. YTo6bl 3a4aTh MaKCMMasbHbIM pa3mep nanku KapautuHa Ha

2.

onpegeneHHOM A1CKe, BbibepuTe 3TOT ANCK B CNIUCKE.
B cnucke MaxkcuMmanbHOe MCNoOJsib30BaHMe

pa3mepa

BbIGPaHHOFO AUCKa Bbl6epVITe Heobxoaumoe OorpaHmn4yeHue.

MaKcuManbHO AONYCTUMbIN pasMep KapaHTuHa onpeaensieTcs
B MPOLIEHTHOM COOTHOLUEHMM OTHOCUTENBLHO O6LIEro pasmepa
ancka (Mpy HanMYMM HECKOMbKMX JIOTMYECKUX AMCKOB, AaHHbI
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pasMep OyAeT paccuyvMTaH OTAENbHO ANs KaXaoro AWCKa, Ha
KOTOpPOM pacrionaratoTcsl nanku ). Mpu BbIGOPE
3HayeHMss He orpaHuMuyeHo narnka MOXeT
3aHMMaTb BCE AOCTYMHOE AMCKOBOE NMPOCTPaHCTBO.

Ouncrtka KapaHTuHa

1. YTobbl ymanuTb BCce aiinibl, MOMELIEHHble B  KaTanor
Ha OMpeAeneHHOM AUCKe, BbIbepuTe 3TOT AMCK B
crvcke.

2. HaxmuTe KHOMKY YmanuTb U MOATBEPAMTE 3amnpoc Ha
yAaneHve.

B rpynne [lOMOSIHUTENBHO Bbl MOXETE 3afaTb PEXWUM U30SLMM
3apaXKeHHbIX 06bEKTOB, OBHApYXEHHbIX Ha CbEeMHbIX HocuTensx. Mo
YMOMYaHWIO NOAOBHbIE Yrpo3bl MOMELLAOTCS B KaTasor Ha TOM e
HocuTene u He wudpytoTcs. Mpu 3ToM nanka co3paeTcs
TOMbKO B TOM C/lyyae, €CIM BO3MOXHa 3anuCb Ha HOCUTENb.
Mcnonb3oBaHMe OTAENbHBLIX KaTanoroB M OTKa3s OT LUMcpOBaHUS Ha
CbEMHbIX HOCUTENSIX MO3BOJISIET NPEAOTBPaTUTL BO3MOXHYIKO MOTEPIO
DaHHbIX.
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3.2.8. Pazpen lNpokcu-cepsep

B oaHHOM pa3gene Bbl MOXETE HAaCTPOUTb MapaMeTpbl AOCTYNa K CETU

ana Moayns o6HoBNeHMS.

& Hacrpoiikn

(0/L1-BSEW  SplDer Mail

YEeL0MNEHNA
OBHoaneHne

AHTUBHPYCHAR
cets

MpeBeHTHEHAA
3aLyuTa

Dr.Web Cloud
Oruer
KapaHtuH

« [Npokcu-cepeep
Halk
Camoaauyuta

BoccTaHoBneHue

Cnpaexa

=

SplDer Guard ~ Bpangmayap

YKaMMTE 0AWH MK HECKONBKO NPOKCM-CEPSEPOB, ECNM Bbl MITIONb3YETE HX ANA NOAKMOYEHNR K CETH,

MapameTpel Npokoi-cepeepa LobaBuTh

5 [Gouems]

Mo yMonyaHWIO WUCMONbL3YETCA PEeXMM MpPsSAMOro noaKNoYeHus. [pu
HeobxoanMocTn Bbl MoXeTe [06aBUTbL HaCTpOl‘;IKVI NOAKNIOYEHNA K

OAHOMY MTN HECKOJIbKMM MPOKCU-CEpPBEPAM.

dopMupoBaHMe CNMCKa NPOKCU-CepBepoB

1. B OcHOBHLIX HacTporkax AHTuBMpyc Dr.Web Bbibepute

pa3gen Mpokcu-cepsep.

2. YTo6bl [06aBUTL HOBLI MNPOKCKU-CEPBEP, HAKMUTE KHOMKY

[o6aBuTb. OTKpoeTcs OKHO HaCTpOVIKM NOAKNOYEHNS.

67



T4
))
“ﬁ

M
3

3. NMpucrynas k pa6ore

TN aBTOPU3aLMK

MapameTpel npoKcn-cepeepa @
Appec: MopT:
MonbzoBaTens:
Mapons:
Log

Het

Cnpaexa

3. YKaXuTe HacTPOWKWN MOAKITHOUEHMS K NPOKCU-CEPBEPY:

Anpec
MopT

Monb3oBaTesnb

Maponb

Twvn aBTOpM3aLun

YKaXWTe aapec NpoKcu-cepeepa.
YKaXKuTe MopT NpoKcuU-cepeepa.

YKaxute WMsi yyeTHOW 3amucu Aans
MOAKIIIOYEHMS K NMPOKCU-CEPBEPY.

YKaXWTE Maposib Y4YeTHOW  3amucu,
UCMOMb3yEMON [N MOAK/IOYEHNS K
MpOKCK-CEPBEPY.

Bbibepute Tvn
Tpebyembin  ans
MpOKCU-CcepBepy.

aBTOpU3aLMK,
NOAKIOYEHNS K

4. Tpv HeoBXoAMMOCTM MOBTOpUTE Wark 2 U 3 Ans Ao6aBneHus
JPYrux MpOKCK-cepBepOoB. YToBbI OTPefaKTUPOBaTb HACTPONKK
NOAK/IOYEHNST K MPOKCU-CEpPBEpPY, BblGEpUTE €ro B CrMCKe U
HaXXMUTE KHOMKY U3MeHuTb. YT06bl yaanuTb NpoKCU-cepeep
M3 Crnucka, BblbGEpUTE €ro B CMUCKE M HAXMUTE KHOMKY

Yaanutb.

5. To OKOHYaHWM peaakTUPOBaHUSI CMMCKa Haxmute KHOMKy OK
ANS COXPaHEHWsl BHECEHHbIX U3MEHEHMI UK KHOMKY OTMeHa

ANns OTKa3a OT HUX.
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3.2.9. Paspen fA3bik

B paHHOM pa3gene Bbl MoOXeTe BblbpaTb $3blK MporpaMmbl. Cnmncok
A3bIKOB MOMOJTHAETCA aBTOMAaTUYeCKNU U COAEPXKUT BCE AOCTYMHble Ha
TEKYWMN  MOMEHT  JlIOKanM3aumMn  rpaduyeckoro  UHTepdeica
AnTuBMpyc Dr.Web.

& Hacrpoiikn

YBea0MAeHnA © English
OBHoBnenne 1 Chinese-Simplified (& 1# 9 37)
AHTUBHPYCHAR () German (Deutsch)
cete () French (Frangais)
aﬂrui:i:mmaa ) Japanese (H 3<58)
DrWeb Cloud @ Russian (Pycckuii)
Oruer
KapaHtuH
Mpokcu-cepaep

= Haulk
Camoaauinta
BoccraHoeneHue

Cnpaexa oK

69



T4
))
“ﬁ

M
<

3. NMpucrynas k pa6ore

3.2.10. Pazpen Camo3awmra

B naHHOM pasgene Bbl MOXETe HaCcTpOUTb NapaMeTpbl 3alUMThbl CaMOro
AuTtuBuMpyc Dr.Web 0T HeECaHKLUMOHWPOBAHHOrO BO3AEWNCTBUS,
HanpuMMep, aHTU-aHTMBUPYCHbIX MPOrpaMM, a TakXe OT ClyyalHoro
nospexaeHus.

& Hacrpoficn [
| (0 LI:ESE  SplDer Mail  SplDer Guard ~ Bpanamaysp
YEeL0MNEHNA BKJ’HO\-MTb CaMosawmTy

OBHoenenne

AHTUBHPYCHAR
cets

MpeBeHTHEHAA
3aLyuTa

Dr.Web Cloud

["] 3awmuaTs naponew HacTpoiiku Dr.Web

Oruer CMEHMTE Napass
KapaHtuH
Mpokcu-cepaep
Halk
- Camoaawuta

BoccTaHoBneHue

Cnpaexa OK

HacTpoiika BKIIOYMTb CAaMO3aLUMUTY MO3BO/ISET 3aWMUTUTL aiinbl 1
npoueccol AuTueMpyc Dr.Web OT HecaHKUMOHMPOBaHHOrO AOCTYmMa.
OTK/I0YATb CaMO3aLUMTY He pekoMeHOyeTCs.

Hactpoiika 3anpewjatb 3Mynsiuvio AEeWCTBUI NoJib30BaTens
NO3BOSISIET NPeaoTBpaTUTL Ntobble M3MeHeHns B pabote AHTUBUpPYC
Dr.Web, npou3BoguMMble aBTOMaTM3MpoBaHHO. B Tom uucne bypet
3anpeweHo  WCMONMHEHWe  CKPUMTOB,  3Mynupylowmx  paboTty
nonb3oBaTenst ¢ nporpammon AutuBupyc Dr.Web, 3anyLlieHHbIX
CaMUM M0J1b30BaTENEM.

HacTtpolika 3awMwatb naposieM HacTtpoku Dr.Web nossonser
YCTaHOBWTb Naposb A4S AOCTYNa K HacTpovikam AHTusmupyc Dr.Web
Ha BalWeM KoMmnbloTepe. 3apaiiTe  naposb, KOTOpbIM  6yaeT
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3anpalumBaTtbCa npu 06paIJ.I,EHMM K HaCTpOl\/'IKaM
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3.2.11. Pa3pnen BoccraHoBneHue

B naHHOM pasgene Bbl MOXETE BOCCTAHOBUTb HAaCTPOMKN AHTHMBUPYC

Dr.Web no

yMon4yaHuto, a TaKXKe  3KCnopTupoBaTb nnun
MUMNOPTUPOBATb UX.

& Hacrpoiikn

(0/L1-BSEW  SplDer Mail

YEeL0MNEHNA
OBHoaneHne

AHTUBHPYCHAR
ceTe

MpeBeHTHEHAA
3auyura

Dr.Web Cloud
Oruer
KapaHtuH
Mpokcu-cepaep
Halk
Camoaauinta

= BoccraHoBneHune

Cnpaexa

SplDer Guard ~ Bpangmayap

Bbl MOKETE COXPEHUTL HACTPORKW MPOAYKTA, SKCNOPTUPOBAE X H3 HECTHMA
ancK & Brae daina.

Ecnu y BaC yae eCTb PaHee CoxpaHeHHoIi $aiin HacTpoex, To el MoxeTe
MMMODTUPOBETE ST HACTPOMKIA M MPMMEHMTE WX K AGHHOMY MPOAYKTY.

B cnyyae 3aTpyAHeHM, BOSHUKLLMX NOCNE U3MEHEHMI HACTPOEK MPOAYKTA,
BOCCTAHOBMTE NEPAMET PG M0 YMONHEHHIO.

[ BOCCTAHOBHTE NAPEMETPLI N0 YMONMHEHI ...

OK

OTMEHNHTE
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3.3. MeHepxep NMUEeH3Un

MeHemrep nMueH3Mii B OOCTYNMHOM  Buae  oTobpaxaer
UHOPMaLIMIO, COAEPXKALLYIOCS B UMEIOLLMXCS Y Bac KMOUeBbIX dhaiinax
nporpammbl AuTueupyc Dr.Web.

Ons  poctyna K 3TOMy OkHy B rpynne  WMHCTpyMeHTbl

KOHTEKCTHOro MeHto SpIDer Agent ﬁ Bblbepute nNyHKT MeHemxep
JIMLIEH3UHA.

@ MeHepkep nuUeH3ni
Jnuyenana Ha npoaykt DrWeb

OBpaTUTE BHUMEHWE, Bbl MOXETE BNAAETH HECKONBKMMA MMLEHIMAMK Ha NpoaykT Dr.Web. B amaxke
.|| NMpeACTaBNEHE! BCE AOCTYMHBIE MALEHIWM,

Aal Texywan nuugHsms:

13524585 =
CEpMitHEIR HoMEp: B6HMS-EP37-736V-J3EL
Brnanenew: DRWEBHQ
[aTa aKTHEELYMN: 10/3/2011
[aTa OKOHYEHWA: 4/4/2012

Wma daiina nuueHsma:  C:\Program Files (x86)\Driwebno_gate_no_spam.key

KomnoHeHTe! Dr.Web, gocTynHele no nMueHsMM 13524536:

E SpIDer Mail CraHep @ SplDer Guard
&) SriDer Gate §2) OfiHosneHue @& spiver Guard ana cepeepoe
€& PoavTensci kanTpane & Anrncnan # Bparavaysp

[ Mony4HTE HOBYHD MMUEHZHID | hd ] [ OHnaiH-cepemc «Moii Dr.Webs ] [ YaanuTh TEKYLLYHD MMUEHZMD ]

==

MonyuyeHune kirouesoro caina

Onsa nonydenus koueBoro aina c cepsepa KOMMaHUM <«[loKTop
Be6» HaxmuTe KHOMKy [MMOSIyYMTb HOBYHO JIMLUEH3UKO U B
BbiNaJaloLLeM CrMCKe BbibepuTe uepes ceTb UHTepHeT. 3anyctuTcs
npoLeaypa NofyyYeHnst KntoveBoro daiina.
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[ns paboTbl NporpaMmmsl TpebyeTcs yCTaHOBUTL
B 3alLMLLAEMON CUCTEME KITHOHEBOW dalin.

YcTaHOBKa MOJIYYEHHOro KioveBoro daiina

1. Haxmute KkHoMKy TMMonyuuTb HOBYKO nuueH3uro. B
BbIMaZaloWeM Crncke BblibepuTe ykasaB nyTb K dainy Ha
AnCKe.

2. YkaxuTe nyTb [0 ko4eBoro avina. Ecnv Bbl nosyymnu
knoyeBoi caiin B Buae ZIP-apxvBa, pacnakoBbiBaTb €ro
Heobs3aTenbHo.

3. aBTOMATUYECKN HaYyHET MCrosb30BaTh
KnoyeBoii daiin.

Mpu nonyyeHun koueBoro daina wim B

KOMMEeKTe AMCTPMOYTMBA YCTaHOBKa KloUyeBoro daina nponssoanTcs
aBTOMaTUYECKUN 1 HUKAKUX AOMOMHUTENbHBIX AEWCTBUIA He TpebyeT.

Ona Toro 4yTtobbl yAanuTb K/OYEBOW (aiil U3 CUCKA, HaXMUTe
KHOMKY YAQNUTb TEeKyLUy NIMUEH3UI0. [ocneaHnit MCnonb3yeMmbiii
K04 He MOXET 6biTb yAasneH.

Mpv paboTe MporpaMMbl KOUeBO (aisl Mo yMOMYaHUIO AODKEH
HaxoauTbCsl B KaTasore  YCTaHOBKM.

perynsipHo MpPOBEPSIET HanMuMe W  KOPPEKTHOCTb  K/OUYEBOro
daiina. Bo wu3bexaHue nMopum KIo4a He  MoaubuumMpyinTe
Knto4eBoi darin.

Mpv  OTCYTCTBMM  [OEMCTBUTENbHOTO  K/IOYEBOTO  dhaiina
(MMUEH3MOHHOTO UM AEMOHCTPALIMOHHOTO)  aKTMBHOCTb  BCEX
KOMIMOHEHTOB  6/10KMpyeTcs.  UTOGbl MOMyuYUTb  AEACTBUTENbHbIN
KntoueBoil  chaidn,  BbibepuTe  MyHKT  3aperucrpupoBaThb

JINUEH3UI0 B KOHTEKCTHOM MEHIO 3Ha4Ka
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3.4. MeHepxep KapaHTuUHa

Menemwkep KapaHTtuHa oTobpaXaeT [aHHble O COAEPXXMMOM
KapantuHa Dr.Web, KOTOpbI1 CRyXuT Ans usonsumu ¢ainos,
NOAO3pUTENbHBIX Ha HanuMuuMe BpedoHOCHbIX 06bekToB. [lanku
KapaHTnHa co3paloTcs OTAE/bHO Ha KaXAoM NIOrnMyeckoM AucCKe, rae
6binv  06Hapy>xeHbl nopo3puTtenbHble daiinbl. Mpu  06HapyxeHuu
3apaXeHHbIX OObEKTOB Ha CbEMHOM HOCUTENe, eCnu 3anucb Ha
HocuTene BO3MOXHA, HA HeM co3paeTca narnka KapaHTMH U B Hee
NepeHOCUTCS 3apaXKeHHbBIN 06bEKT.

Ona poctyma K 3TOMy OKHy B rpynne  WMHCTpPYMEHTbI
KOHTEKCTHOro MeHto SpIDer Agent & Bblbepute nNyHKT MeHemxep

KapaHTuHa.

[ I—— =
[[] Obbekr ¥rposza « [ara gobaeneHns NMyte
Cnpagexa BoccraHoenTs BoCCTaHOBNT B ...

BB LeHTpanbHOM YacTu OkHa oTobpakaeTcs Tabnuua ¢ MHdopmMaumen
0 COCTOSIHUM KapaHTWHa, BKIlOYaloLLas creaytolme nons:
¢ O6BEKT — CNINCOK MMEH 06BEKTOB, HAXOAALMXCSA B KapaHTUHE;

e Yrpoza - Klaccudukaumss — BPEOOHOCHOM — MpOrpamMbl,
onpegensemass Autusupyc Dr.Web npu aBTOMaTU4eCKOM
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nepeMeLLeHnm obbekTa B KapaHTUH;
e Nlata pob6aBneHus — aata, Koraga o6bekT Obin NepeMelleH B
'

e MyTb — MOMHLIN MyTb, MO KOTOPOMY HAxXoAWICS OGBLEKT A0
NepeMeLLeHNs B KapaHTUH.

B okHe dainbl  MOryT BMAETb TONMbKO Te
Mosb30BaTeNM, KOTOPbIE UMEIOT K HAM [JOCTY.

YTo6bl  0TOGpasuTb  CKpbiTble  O6beKkTbl,  3amnycTuTe  MoA
AAMUHUCTPATVBHOW YYeTHOW 3anucbio nmbo dain  dwgrui.exe,
pacrofiOKeHHbIi B KaTafiore YCTaHOBKM, /M60  COBCTBEHHO

B OKkHe KapaHTMHa AOCTYNHbI Cneayowme KHOMKN ynpasBieHns:

e BOCCTaHOBUTb — nNepeMecTUTb all M3  KapaHTMHa U
BOCCTAHOBMTb MEPBOHAYa/IbHOE MECTOMOMOXKEHME ¢haiina Ha
KoMmnbloTepe (BOCCTAHOBWUTb halin nod TeM Xe WMEHEM U B
narky, B KOTOPOW OH HAaX0AW/CS 10 NEPEMELLEHNS B KapPaHTUH);

¢ BOCCTaHOBMTb B — NEepPeMECTUTb thain noa 3agaHHbIM MUMEHEM
B HY>XXHYI0 Narnky;

_ Mcronb3yiiTe faHHy0 yHKUMIO TOMbKO B TOM Cyyae, eciu
A ® % Bbl yBepeHbl, YTO 06BEKT 6e30MaceH.

o YaanuTtb — yaanuTb daiin M3 KapaHTHa U U3 CUCTEMBI.

[ns ogHOBpeMeHHOV paboTbl C HECKONbKUMMK (haiiiaMy yCTaHOBUTE
dnaxkn psaoM C  HasBaHMAMM O0OBLEKTOB, a 3aTeM Bblbepute
HeobxoaMMoe AelCTBHE.
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3.5. AHTUBMpPYCHas ceTb

KomnoHeHT He BXOAWT B COCTaB MpPOAYKTa
OpHako Bbl MOXeTe paspewuTb AOCTyn K
Ha CBOeM KoMMbtoTepe. [11s 3Toro B pasaene

AHTMBUpPYCHasa ceTb

yCcTaHoBUTe ¢naxok PaspewmTb yaaneHHOe ynpaBieHue W

3afaliTe Naposib, KOTOpPbI HEO6X0AUMO ByAET BBECTU AN YAANEHHOrO

yrnpasfieHVsa BalMM aHTUBUPYCOM.,

Ecnn Bbl ncnonb3yete KoY 414 , Bbl
£ ! 5 MOXETE CKayaTb COOTBETCTBYHOLWYHO [AOKYMEHTALMIO Ha canTte
KOMMNaHun , UTObbI 03HAKOMUTLCS C

paboToi KOMMNOHEHTa

Monb30BaTeNto aHTMBMPYCA, KOTOPbIA MOMYYMT YAaneHHbIM AOCTYN K
Ha BalleM KoMMbloTepe, 6yayT AOCTYMHbI
cneaytoLme NyHKTbI:

¢ O nporpamme

e Moii Dr.Web
CnpaBka

o NHCTpyMeHTbI
o OTkMOUNTL/BKrNOUMTE CaMo3awmnTy

Macrep oTueToB

YpaneHHoe ynpasneHuMe MOo3BONSieT NpocMaTpuBaTb  CTaTUCTUKY,
BK/IIOYATb U OTK/IKOYATb MOAY/M, @ TakKe WM3MEHSITb WMX HACTPOWKM.
KOMMOHEHTbI " HeoCTYNHbl. HacTpoiku u
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CTaTUCTUKa TaKXe HeAoCTynHbl, OAHaKOo
YAAN€HHO MOXHO BKIKOYUTb MU OTK/TKOYUTb 3TOT KOMMOHEHT.
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4. CkaHep Dr.Web

Mo ymonuyaHuio NPOU3BOAUT  AHTUBUPYCHYIO
NpoBepKy Bcex haitfioB C UCMOSIb30BAaHWEM Kak BUPYCHbIX 6a3, Tak M
3BPUCTUYECKOrO aHanmsatopa (anropuTMa, nosBosISIOLEro C 60/1bLLION
BEPOATHOCTbIO OBHapyXMBaTb HEM3BECTHble MpOrpamMMe BWPYCbl Ha
OCHOBE OOLWIMX MPUHUMMOB WX Co3faHus). WcnonHsiemble daitnbl,
yNaKoBaHHble  crieunanbHbiMM - YNakoBLUMKaMu, nNpu  MnpoBepke
pacrnakoBbIBaloTcs. MpoBepatoTcs aitfibl B apXmMBaX BCEX OCHOBHbIX
pacnipoctpaHeHHbix TMnos (ACE, ALZIP, AR, ARJ, BGA, 7-ZIP, BZIP2,
CAB, GZIP, DZ, HA, HKI, LHA, RAR, TAR, ZIP u ap.), ¢ainoBbix
KoHTelHepax (1C, CHM, MSI, RTF, ISO, CPIO, DEB, RPM u gp.), a
Tawke cainbl B COCTaBe MMCEM B MOYTOBLIX SLMKAX MOYTOBbIX
nporpamm (cpopmaT nucem Jo/mKeH cooTBeTcTBOBaTL RFC822).

B cnyyae obHapyeHusi BpeAOHOCHOrO o0bbekTa

TONbKO npeaynpexaaeTr Bac 06 yrpose. OT4eT O pesynbTaTax
NnpoBepku npusoauTCcs B Tabnuue, rae Bbl MOXeTe BbIbpaTb
HeobxoauMoe  pelictBuMe  And o06paboTkm 06Hapy>XeHHOro
BPEAOHOCHOMO MM  nofgo3puTenbHoro obbekta. Bbl MoxeTe Kak
NPUMEHUTb [OEUCTBMS MO YMOSYaHWMIO KO BCEM OGHApY>XEHHbIM
yrpo3aM, TaK W BblbpaTb HeobXoAuMbl MeToa 06paboTku Ans
OTAENbHbIX 0ObEKTOB.

[eicTBMS MO yMONYaHUIO SBASKOTCS ONTUManbHbIMKU ANst 60NbLIMHCTBA
NPUMEHEHWNI, HO NPU HEOBXOAMMOCTU Bbl MOXETE WM3MEHUTb UX B

napameTpoB paboTbl . Ecnn
[elicTBMe ans  OTAenbHOro o6bekTa Bbl MOXeTe BblbpaTb MO
OKOHYaHWK MPOBEPKM, TO ObLME HACTPOWKM MO 06E3BPEXUBAHMIO
KOHKpETHbIX TUMOB Yrpo3 HeobXxoaMMo 3aAaBaTh A0 Havana NpoBEPKM.
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Cranep DrWeb

Bribop npoeepkn

'e) Buictpas

Mpoeepka kpuTHHeckuy oBnacrei Windows, PEKOMEHLYETCA NPOB0ANTE KAXGAYH HEAEA.

MonHan
HEGEEEKE BCEX ¢lEﬁ,1-JE Ha NOTUHECKNX JUCKEX M CMEHHBIX HOCUTENAX.

| NepetawuTe coaa ANkl M NANKK WAK WENKHWTE A1A BEIBOPA.

1 BeibopouHas

4.1. NpoBepkKa KOMNblOTEpPa

CkaHep ycCTaHaBnMBaeTCs Kak o06bldHOe npunoxenHne Windows u
3anyckaeTcs Mo KOMaHae nonb3oBaTtens (Wav Mo pacnucaHuio, CM.
3anyck NpoBepKM N0 pacnucaHunio).

3anyck CkaHepa

. Pexomenpyerca 3sanyckate CkaHep OT WMEHM Mofib30BaTens,

'ﬂ obnapatoLlero npasamMu agMMHUCTpaTopa. B npoTuBHOM criydae Te

aiinbl M Nanku, K KOTOPbIM HEMPUBWIErMPOBaHHbIN MOb30BaTeNb

He uMmeeT foctyna (B TOM YMCNE U CUCTEMHbIE Manku), He 6yayT
MoABEpPrHyTbI NMPOBEpKE.

1. [Ons 3anycka CkaHepa WCMoNb3yWTe OAHO M3 Cleaytowwmx
CpencTs:
e 3Ha4yok CkaHepa Ha PabouyeM cTone;
e NMyHKT CKaHep KOHTEKCTHOr0 MeHK 3Hauka SplDer

Agent & B o6nacTu yBegomneHnit Windows;
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e MyHKT MeHio CkaHep Dr.Web B nanke Dr.Web nasHoro
meHto Windows (oTkpbiBaeTcst o kHonke Myck);

e CreuuanbHylo KoMaHay onepaunoHHou cuctembl Windows
(noapobHee cM. n. 3anyck CkaHepa Y3 KOMaHAHOW CTPOKK).

YTo6bl 3anycTuTb CraHep C HacTpoikaMu MO YMOMYaHuio Ans
NMpoBEpKN KOHKPETHOro (aina wnM KaTtanora, BOCMOMb3yihTech
OAHWUM U3 CNeAYIOLLMX CNOCO6OB:

e BblbepUTe B KOHTEKCTHOM MeHI0 3Hauka aitna wunm
katanora (Ha Pabouem crtone wnm B [lpoBoaHMKe
onepaumoHHoi cuctembl Windows) nyHkT MpoBepuTb
Dr.Web;

e [EPETANTE 3HAYOK d)aﬁna MNn Katasiora Ha 3Ha4oK uniun
OTKPbITOE rNaBHOe OKHO CraHepa.

2. MMocne 3anycka CkaHepa OTKPbIBAETCS €ro rfiaBHOEe OKHO.
Ecnv Bbl 3anyckaeTe CkaHep Ha npoBepky daina wm

KaTasiora, TO Mocne 3Toro HeEMeASIEHHO HaYMHAETCs MpoBepKa
3a/1aHHOro 06beKTa.

) Cxariep DrWeb = e e

BuiBOpouHan Npoeepka *

I(r\ Cranep Dr\Web BRINOAHAET NPOBEPKY KOMMEKTERA...

‘ Mayza | | Cron ‘

Bpema sanycka: 12:18:52  [lposepenHsie obbekTh: 41
QOCTanoch BREMEHI: OBHapYXKeHO yTpos: 0

OBbekT: c\windows\microsoft. net\framework64'w4.0.30319\eventlogmessages.dil

() Moxkasars gononHuTensHy MHGOPMALID

3. Ha Bbibop npenocTtaBnsieTcss TpU BO3MOXHBIX —PEXMMa
nposepku: bbicTpas, MonHas 1 Bbi6opouHas.

Bo BpeMs 6bicmpoli nposepku NPOBEPAIOTCS:
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e orepaTuBHas NamaTb;

e 3arpy304Hble CEKTOPbI BCEX AMNCKOB;

e 0ObEKTbI aBTO3aMyCKa;

e KOPHEBOW KaTasor 3arpy304Horo A1cka;

e KOpHEBOW kaTanor aucka yctaHosku Windows;

e cuUCTEMHbIN kaTanor Windows;

e nanka Mou [1oKyMeHTbl;

e BpEMEHHbIN KaTanor CUCTEMbI;

e BpEMeHHbIN KkaTanor nonb3oBaTens;

e Hanuyve pyTKWUTOB (€C/IM MpOLecC NMpPOBEpKM 3amyLleH oT
MMEHN aAMUHUCTpaTopa).

B pexume nonHOU  nposepku  NPOU3BOAUTCS  MOSHOE
CKaHWpOBaHWE OMEepaTUBHOW MaMsiTM M BCEX XXECTKUX AWCKOB
(BKNtOYAs 3arpy304Hble CEeKTOpbl), @ TakXXe OCYLeCTBASeTCs
npoBepKa Ha Hannune pyTKUTOB.

B pexume BbI6OPOYHON NpOBEPKM nonb3oBaTento
NpenoCTaB/seET BO3MOXHOCTb Bbl6MpaTh Ntobble halsibl U Nanku
A5 QHTMBMPYCHOW NMPOBEPKY.

Mpu 3anycke BbIGOPOYHOIO peEXMMa B OKHE

B Tabnuue 3aaatoTcst 06BbEKTHI ANs NPoBepKM: ntobble dainbl 1
nanky, a Takke Takume OObeKTbl, KaK onepaTuMBHas MamsThb,
00beKTbl aBTO3anycka, 3arpy3o4Hble CEeKTopbl M T.n.). Ans
Hayana npoBepkN BbIOPaHHbIX OOLEKTOB HAXKMUTE KHOMKY
3anyctutb npoBepky. B cnyvae nonHol wnu  6bicTpoin
npoBepku BbibupaTh 06beKTI He TpebyeTcs.
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Crarep DrWeb

_ Beibopounas npoeepka

[F] Ofwekts npoeepki

[7] (51 3arpysounsie cexTopi Beex anckos

[C] (51 oneparustan namats

[7] ) kopresoit katanor sarpysounoro aucka
[7] ) o6vexrn asTosanyexa

[7] 1 ccremibiii xatanor Windows

[71 2 Mon gorymerma

12 Bpemennsie daiinn

D EI TouKK BOCCTAHOBNEHMA CHCTEMBI

[ 5 pyrewma

MepeTawwTe ¢oAa Gaiinsl U NANKK AR NPOEEPKM WAN WEAKHUTE 408 EHE0DS.

1% HACTROMKM OCHOBHEX onLWt
NPOBERKA HEXMUTE TF Ha naHenn
MHCTPYMEHTOE,

3anycTuTe NPOBEPKY

5. Mocne Hauana nMpoBepKkM B MPaBOM 4YacTW OKHA CTAHOBSITCS
poctynHbiMu  kHonku MMaysa v Cron. Ha nwbom 3Tane
NPOBEPKM Bbl MOXETE cAenaTh crieayloLlee:

e yTOObI MPUMOCTAHOBUTL

MpOBEPKY,

HaXXMUTE  KHOMKY

Maysa. [na Toro 4To6bl BO306HOBUTL MPOBEPKY MOC/eE
nay3bl, HAXXMUTE KHOMKY Mpoao/mHKUTD;

e 4TO6HI
kHonky Cron.

MO/IHOCTBIO  OCTAHOBWTb  MPOBEPKY,

HaXXMuTe

KHonka Maysa HefocTymHa BO BPEMsi MPOBEPKW OMepaTBHOM

naMAaTn U NpoLeccos.
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4.2. NlencTBua npm o6Hapy>XxeHnum yrpos

Mo okoHuaHun npoeepku Crkanep Dr.Web nuwb uHbopmupyet 06
0BHapy>XeHHbIX yrpo3ax M npeanaraeT NpUMeHUTb K HUM Haubonee
onTUManbHble AeicTBUS No  obe3BpexuBaHuio. Bbl  MoxeTe
0be3BpeanTb BCe O6HapyXXeHHbIe Yrpo3bl OAHOBPEMEHHO. [ns 3Toro
nocne 3aBepLUeHUs NPOBEPKM HaxmuTe KHorky O6e3BpeguTb, U
CrkaHep Dr.Web npuMeHUT onTUMasbHble AENCTBUSI MO YMONMYAHUIO
[Ns BCex 0bHapy>KeHHbIX yrpo3.

ﬁ Crkanep Dr.Web EI

g Mpoeepka 2aeeplueHa o

I/ Ckanep Dr.Web oBHapyxua yrposbi.
PekoMeHgyem BaM HEMEANEHHE 0BE3BPENTL DBHApYKEHHBIE yrpo3bl. Ckanep DrWeb npumennT qefcTens

COFA3CHD HACTpoiKam.

¥rpos o6HapyxkeHo: 307
Yrpos ofesspexeHo: 0

Bpema nposepkn: 00:00:13

~ O6vexr Yrposa Neiiciame My
I eicar.rar Mrguumposanneliia...  Mepemectuts ~  Ch\Users\Anton\DesktophAccept..\eicar.rar [«]
b basebd.eml Muguymposannaa n..  Mepemectuts +  Ci\Users\Anton\Desktop\Acc...\basefd.em|
P17z Mn - MNepemectute ~  Ci\Users\Anton\Desktop\Acceptanc.\1.7z | _
P Mailbase Meduynpoeanan n..  Mepemectuts v ChUsers\Anton\Desktop\Accep..\Mailbase r
hacktoal.exe ToolHideApp MepemectuTs +  C\Users\Anton\Desktop\Ac...\hacktaol.exe
b messages.tbb Wn Mepemecture +  C\Users\Anton\DesktophA..\messages.tbb

) CKpHITE AONOAHMTEAEHYID MH OPMALMID

Mo HaxaTuio kHomkv O6e3BpeAuTb AENCTBUS MPUMEHSIIOTCS K
BblbpaHHbIM ObbekTaM B Tabnuue. [lo ymonyaHuio nocne
OKOHYaHMsi MpoBepkn [Ans obe3ppexuBaHWsl BblbpaHbl  Bce
06bekTbl. [pyv HeobxOoAMMOCTU Bbl MOXETE BPYYHYIO BbIOpPaTb

A KOHKPEeTHble 06beKkTbl WM rpynnbl  06bEKTOB, AN  KOTOPbIX
TpebyeTcs  MPUMEHWTb  AEWCTBMS MO HaXaTuio  KHOMKM
06e3BpeauTb. [ns 3TOr0  UCMOMb3yWTe GnaxkM psaoMm  C
Ha3BaHWsIMM OBbEKTOB WM BbiNaAalollee MeH B 3arosioBke
Tabnuubl.
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Bbibop aeiicTBus

1. B none [eicTBue B BbINAJAOWEM CNUCKe BblbepuTe
HeobxoanMoe AeNCTBME ANS Kaaoro obbekTa (No yMoiyaHuo
npeasnaraeT onTUMasbHOE 3HayeHue).

2. Haxmnte kHOomky O6e3BpeauTb.
06e3BpeaunT BCe BbibpaHHbIE Yrpo3bl OAHOBPEMEHHO.

MopospuTenbHble  alnbl,  MNepeMelleHHble B ,

i ! ., peKoMeHAyeTCs nepefaBaTb ANs  [anbHeiillero aHanvMsa B

, ucrnonb3ys

nyHkT OTnpaBuTtb ¢ain B nabopatopuio «[Joktop Be6» B
KOHTEKCTHOM MEHI0 .

CyLLECTBYIOT CMieAytOLLME OrpPaHNYEHUS:
o JleYeHue NoAo3pUTENbHbLIX 06bEKTOB HEBO3MOXHO;

e MEPEMELLEHNE WU yhaneHWe OB6bEKTOB, HE SIBASIOWMXCS
caiinamm (HanpuMep, 3arpy304HbIX CEKTOPOB), HEBO3MOXHO;

e niobble AENCTBMS AN OTAENbHbIX (haiifioB BHYTPU apXwBOB,
WHCTaNNSIUMOHHBIX NaKeTOB UM B COCTaBE MUCEM HEBO3MOXHbI
— [eNCTBME B TaKUX CNyyasix MPUMEHSIETCS TONIbKO KO BCEMY
06BEKTY LieIMKOM,

MoapobHbIi OTYET 0 paboTe NporpamMMbl COXpaHsAeTcs B Buae daina
otyeta  dwscanner.log, KOTOpbl ~ HaxoauMTCs B  KaTanore
%USERPROFILE%\Doctor Web.
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4.3. HactpoMka CkaHepa

U3MeHeHMe HacTpoeK NporpaMMmbl
1. Yrtobbl Bbi3BaTb HacTpoikmu , WeNKHUTEe Ha naHenu
MHCTPYMEHTOB MKOHKY HacTpoiiku g

OTKpOETCS OKHO HaCTpoeK, coAepiKalllee HECKOSbKO BK1aZloK.

2. BHecuTe Heo6XoaMMble M3MEHEHUS.

3. Ana 6onee noapobHOW MHMOPMaUMKM O  HACTpoMKax,
33/laBaeMbIX Ha KaXkaoM BKIaAKe, BOCMOMb3YMUTECH KHOMKOM
CnpaBka 0

4. Mo OKOHYaHWM PEeAaKTUPOBAHWUS HACTPOEK HaXMWUTE KHOMKY

OK pana coxpaHeHusi BHECEHHbIX U3MEHEHWIA UK KHOMKY
OTMeHa Ans 0TKasa OT HuX.
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Bknaaka OCHOBHble

Ha aToln BK/laaKke 3a[aloTCst OCHOBHbIE MapaMeTpbl paboThl CkaHepa
Dr.Web.

Hacrpoiikn Cranepa Dr.Web

" P s 7

QOCHOBHBIE Jedcrena Weknoyerns OTuer CEpoc HaCTpoeK

=) 3EYKDEOE CONPOEOXAEHNE COBBITHIA

= ABTOMATHHECKN NPUMEHATE AEHCTENA K yrpozam

= BLikNKI4aTh KOMNbIOTED NOCIE 3a62PLEHUA NPOBEPKM
[Z] NMpepeisate NpoEepky Npw Nepexoae Ha NUTaHNE OT AKKYMYAATOPE
[%) Mpu HeoBx0AMMO T OFPAHUUMEATE MCNOAL30E3HIE PECYPCOE KOMMEIOTEPE A0:

| 509 (pexomenayercs) ~ |

#y 3anyckaTe NPOLECC NPOBEPKM OT MMEHN 3AMUHHCTRATOPE

| o< | omee |

Bbl MOXeTe BK/IHOUMTb 3BYKOBOE COMPOBOXAEHWE COBLITUM, @ TaKxe
ykazaTb Ckanepy Dr.Web aBTOMaTWM4yecku MPUMEHATb AEWUCTBUS K
yrpo3aM U HacTpouTb B3anMOAENCTBME MPOrpaMMbl C OrnepaLMOHHOW
CcMCTEMOW.

PekoMeHayeTcs  3anyckaTb CkaHep OT WMEHW Mo/b30BaTens,
obnagatoLlero npaBamMu agMUHUCTpaTopa. B MpoTMBHOM ciyyae Te
alnbl M Nanku, K KOTOPbIM HEMPUBWUIErMPOBAHHbIN NOMb30BaTENb He
uMeeT poctyna (B TOM UUCNIE M CUCTEMHblE Manku), He 6yayT
NoABEPrHyTbl NpoBepke. NS 3Toro ycTaHoBuTe (hnaxkok 3amnyckaTb
npouecc NpoBepPKU 0T MMEHN aAMUHUCTpaTopa.
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HacTtpoiika o06e3Bpe)xMBaHMA yrpo3

1. TMepenaute B OKHE HAaCTPOeK Ha BKNaaky [leicTeus.

Hactpoiikn
el O WG ©
P —/ o
OCHOBHEIR Aeicrena Weknwouenna OTuer CBpoc HacTpoek
[
VH®WUMP OBaHHEI e |ﬂeuwrb (pekomenayeTca) ~ |
Hensnedumebie: | MNepemewaTe B KAPAHTHH (peKoMeHayeTCa) - |
MogospuTeneHee: | MepeMewath B KAPAHTHH [peKoMeHyeTea) S |
PeknamHele nporpammet: | MepeMeEWATE B KAPAHTKH [peKoMeHIyeTca) - |
MporpamMe 4o360Ha: | MNepemewaTe B KAPAHTHH (peKoMeHayeTCa) - |
MporpaMmbl-LWyTEu: | MNepeMelWaTe B KAPAHTHH (peKOMEHAyeTCA) - |
MoTeHunaneHo onacHele: | MepeMew|ath B KAPAHTHH [peKoMeHyeTea) A |
MporpaMuel B3noma: | MepeMewaTs B KAPAHTKHH [peKoMeHayeTca) - |
KoHTeiiHepbi: | MNepemewaTe B KAPAHTHH (peKoMeHayeTCa) - | E|
7. Copasea | Omeena |

2. Bbibepute B Bbinagatowem crnucke WHbUUMPOBaHHbIE
peakumto CkaHepa Ha O06HapyXeHne WHMULMPOBAHHOMO
obbekTa.

ﬁ OnTuManbHbIM SBNSETCS 3HaveHne J1eunTb.

3. BbibepuTe B BhiMagatoweM crincke Heusneuummble peakumio
CkaHepa Ha oO6HapyXeHWe Heusneuymmoro obbekTa. 3ITO
[EWCTBME aHaNOrMYHO PAcCMOTPEHHOMY B  Mpeablayllem
MyHKTE, C TOW pasHULE, YTO BapuaHT JIeunTb OTCYTCTBYET.

B 60MblUMHCTBE CNyYaeB OMTUMasbHbIM  SBASETCS  BapuaHT
NMepemewatsh B KApaHTUH.

4. Bbibepute B BbinagaioweM cnucke TMopgo3puTenbHbie
peakumio CkaHepa Ha 06HapyXeHVWe MOAO3PUTENBHOO
o6bekTa (NMOHOCTBIO @aHANMOTUYHO MPeabIAYLLEMY MYHKTY).

5. AHanormyHo  HacTpamBaeTcs  peakuuss CkaHepa  Ha
obHapyxeHne 06bEKTOB, coaepKaLmx peknamMHble
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nporpamMMbl,  MPOrpaMmMbl  [03BOHA,  NPOrPaMMbl-LLYTKK,
noTeHLManbHO onacHbIe NporpamMMbl U NpoOrpamMMbl B3/10Ma.
AHanorMyHo  HacTpauBaloTCs  aBTOMaTUYeckWe  AenCTBuUS
npn 0obHapy>XeHWW BUPYCOB MW MOAO3PUTENBHOMO
Koga B (alnoBblX apxvBax, MHCTANNSLMOHHLIX NakeTax WU
MOYTOBbIX  flUMKax.  [leMcTBMS MO OTHOLEHWIO K
BblLLIEyKa3aHHbIM 06beKTaM BbIMOMHAOTCA Haj BCeM O6BEKTOM,
@ He TONbKO Haj 3apaXXeHHOW ero yacTbio. Mo ymMonyaHuio BO
BCEX 3TUX CNyyasix MPeAyCMOTPEHO MH(POPMUPOBaHME,
[N ycnewHoro 3aBepLueHns Ie4eHNs HEKOTOPbIX 3apaXKeHHbIX
(vHdUUMpOBaHHbIX)  QainoB  TpebyeTcs  nepesarpyska
ornepaumoHHOM cucTeMbl. Bbl MoXeTe BbibpaTb OAMH U3
BapWaHTOB:

o lMepeszarpyxatb KOMNbIOTEP aBTOMaTUUYECKU. DTOT
PEXUM MOXET MNPUMBECTU K TMOTEPE HECOXPaHEHHBIX
[@HHbIX;

o Mpeanaratb nepesarpysky.
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Bknagka OTuer

Ha 3Toli Bknazgke Bbl MOXETE HACTPOUTL MapaMeTpbl BeaeHus daiina
oTueTa.

Hactpoiiku Ckanepa Dr.Web
r BOe S %
) ¢ = ©
OCHOBHBIE AeicTsns WekniyeHna OT4eT CBPOC HACTPOEK
3afaliiTe ypoBeHs AETAAMZALMM OTUETA
Marciumym
i CTaHaapTHLIA
» Bpema oBHOBNEHWIA
= Bpema ocTaHoBEKW W Zanycka CkaHepa DrWeb
= DBHaPY*EHHEIE OWWEKK W YTPOo3kl
=
MuHrMyM
2 crpama [ omers |

BONbIUMHCTBO NapaMeTpoB, 3aAaHHbIX MO YMONYaHWiO, cneayet
COXPaHWTb, OAHAKO MO Mepe HaKOMJEHUs OMnbiTa PpaboThbl C OTYETOM Bbl
MOXETE U3MEHUTb CTEMEHb AETANILHOCTY MPOTOKONMPOBAHUS COBbITUI
(B OTYeT Bcerga BKIOYAOTCS CBEAEHMS O 3apaKEHHbIX U
NoAO3pUTENbHBIX O6beKTax; CBEAEHWS O TMpOBEPKE YMaKOBaHHbIX
alinoB ¥ apxvMBOB M CBeAEHUS 06 YCMELWHON NPOBEPKE OCTaNbHbIX
(balinoB Mo yMonYaH1IO He BKITHOYALOTCS).
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4.4. 3anyck CkaHepa U3 KOMaHAHOM
CTPOKM

Bbl MOXeTe 3anyckaTb B PEXMME KOMaHHO
CTpoku. Takol crnocob No3BoNsET 3a4aTh HAaCTPOWKM TEKYLLErO CeaHca
NpoBEPKM U MepeyeHb MNpoBepsieMbiX O6LEKTOB B  KayecTse
NnapaMeTpoB Bbi30Ba. MMEHHO B TakOM pEXUME BO3MOXEH
aBTOMAaTUYECKMIA BbI3OB Mo pacnucaHuio.

3anyck CkaHepa U3 KOMaHAHOW CTPOKMU

YTtobbl 3anycTuTb C [OMOSHUTESIbHBIMU  MapaMeTpaMm
KOMaHAHOW CTPOKM, BOCMOJb3YWTECh CNIeAytoLeil KOMaHAoM:

[<nymb_k_npozpamme>]ldwscanner [<ob6bekmbi>] [<kmo4u>],
roe

e <06bEKMbI> — CMNCOK O6BEKTOB AJ18 NPOBEPKY;

e <K/MOYU> — 3TO NapaMeTpbl KOMaHAHOW CTPOKM, KOTOpble
3a/1al0T HacTpoWiku paboTsl . Mpw nx otcyTCcTBMK
npoBepka  BbIMONHAETCS C  paHee  COXPaHEHHbIMM
HacTpolikamMu (MM HaCTPOMKaMM MO YMOMYaHWIO, eCNN Bbl
He MeHSN 1X).

Crnncok 06bEKTOB ANS MPOBEPKM MOXET ObiTb MYCT WAM COAepXaTb
HECKO/IbKO ~ 3NMIEMEHTOB,  pa3AeneHHblXx npobenamu.  Haubonee
pacnpocTpaHeHHbIMU SBNSIOTCS Cleayolmne 06beKTbl MPOBEPKU:

e /LITE — NpOW3BECTU CTApTOBYIO MPOBEPKY CUCTEMbI, MpU
KOTOpOW NpOBEPAIOTCA OMepaTUBHAs MaMsiTb, 3arpy3ouHble
CEeKTOpbl BCEX AWCKOB M 06bekTbl aBTO3anycka, a Takxke
MPOBECTU NPOBEPKY Ha Ha/NuMe PyTKUTOB.

e /FAST — NpoV3BeCTU CUCTEMBI;

e /FULL — NpOW3BECTW MOJHYIO NPOBEPKY BCEX XKECTKUX AMCKOB
W CMEHHbIX HOoCUTENEN (BKOYas 3arpy304Hble CEKTOPI).
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4.5. KOHCOJIbHbIA CKaHep

Takke B COCTaB MNporpaMmMbl BXOAMT

, KOTOpbI MO3BONSIET NPOBOAUTL MPOBEPKY B
peXUMe KOMaHAHOW CTPOKM, a TaKke npeaocTaBnser 6Gonbline
BO3MOXXHOCTW HaCTpOWKK.

(DaVIJ'IbI, noao3puTeNibHble Ha Hanlnyne BpPeAOHOCHbIX 06bEKTOB,
s rnomMeLlaeT B

3anyck KoHcosibHOro ckaHepa

Ytobbl  3anycTutb ,  BOCMONb3yWhTeCh
cneaytoLLen KOMaHaoM:
[<nymb_k_npoepamme>]dwscancl [<kmoyu>][<0bbekmni>],

roe
e <06BLEKMbI> — CTIMCOK 06LEKTOB AN NPOBEPKMY;

e <K/MOYU> — CMMCOK MapaMeTpoB KOMAHAHOW CTPOKM,
KOTOpble 334aloT HACTPOMKM  paboThl

Cnuncok obbekToB Ans NMPOBEPKU MOXET 6bITb nycTt unn coaepXkatb
HECKOJIbKO 3JITEMEHTOB, pa3AeNeHHbIX I'IpOGEJ'IaMM.

Bce KIOUM KOMAHAHOW CTPOKM HauMHAETCs C CUMBOMA «/» MU
pasgensitotcs npobenamm. CnMCoK Ktoyei
COAEPXMUTCS B

MNocne BbINO/IHEHMSA BO3Bpalla€T OAUH U3
cneayouwmx Koaos:

0 — npoBepKa ycneLHo 3aBepLieHa, UHPULMPOBaHHbIE 06BbEKTLI He
HalAeHbl;

1 — npoBepka ycrnewHo 3aBeplieHa, HalaeHbl UHMOULMPOBaHHbIE
06BbEKTHI;

10 — yKa3aHbl HEKOPPEKTHbIE KIouK;
11 — koyeBoit alin He HalageH NM60 He noAAEPXMBAET

I
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12 — He 3anyLeH ;
255 — npoBepka npepBaHa nosib3oBaTesem.

4.6 3anycK npoBepKu! No pacrmcaHuio

Mpu ycTaHoBKe B CTaHAapTHOM MNaHMpOBLUMKE 33aaHWii
Windows aBTOMaTUueckM CO3AQETCs 3adaHMe Ha npoBefeHue
QHTUBMPYCHOW NPOBEPKK (OHO MO YMOMYAHMIO BbIK/THOUEHO).

Ons  3anycka TnaHMpoBlIMKA 33daHuii  oTkpoilTe [MaHenb
ynpaBneHus (pacluMpeHHbii Bua) — AQAMUMHUCTPUPOBaHWe —
MnaHupoBLUMK 3aAaHUNA.

B cnucke 3aaaHuii BbIGEpUTE 3ajaHue Ha aHTUBUPYCHYHO NPOBEpPKY. Bbi
MOXETe aKTUBMPOBATb 3aaHWE, a TaKXKe HACTPOUTb BpeMs 3arycka
NpoBepKU 1 3aaaTb HEOBXOAMMbIE MapaMeTpbl.

B HWXHEN 4YacTM OkHa Ha Bkiaake O6wWMe ykasbiBaloTcs oblime
CBedeHWs O 3afaHuM, a TaKKe napaMeTpbl 6e3sonacHocTu. Ha
BKnagkax Tpurrepbl ¥ YCNOBUS — pasfuyHble YCNOBWS, Npu
KOTOpPbIX OCYLLECTBMISIETCA 3amnyck 3afaHusi. [poCMOTPETb MCTOpMIO
COBbITUI MOXXHO Ha BKaake XKypHan.

Bbl TakXe MOXeTe co3AaBaTb COBCTBEHHbIE 3a/laHUS! HA aHTVBUPYCHYIO
npoBepky. MogpobHee o0 paboTe C CUCTEMHBbIM pPacrUCaHWEM CM.
CMpaBOYHYI0 CUCTEMY M [IOKYMEHTALMIO OMepPALMOHHON CUCTEMBI
Windows.

Ecnu B cocTaB ycTaHaBneHHbIX KOMMOHEHTOB BXOAUT ,
TO Mocne yCTaHOBKM ¥ nepBol nepesarpysku
cnyxba  cuctemHoro  pacnucaHus  6yaer  3abnokuposaHa
KomnoHeHT HasHaueHHble 3apaHusa 6Oyger
(DYHKUMOHMPOBaTb TONMbKO MOC/e MOBTOPHOW Mepesarpysku, T. K.
HeobxoanmMoe NpaBuno yxe byaeT co34aHO K 3TOMY MOMEHTY.

A

93



A7 P
“ﬂ

S
W,

v

5. SpIDer Guard

5. SpIDer Guard

— 3TO @QHTUBMPYCHbIN CTOPOX, KOTOPbIA MOCTOSIHHO
HaxoAMTCSl B OMEPaTMBHON MaMsiTW, OCYLLECTBSAS NPOBEPKY (haiinos u
NnamMsiTM «Ha NeTy», a Takke OBHapyXuBasi MpOSIBNEHWUS BUPYCHON
AKTMBHOCTM.

Mpy HacTpolkax MO YMONMYaHWIO CTOPOX «HAa NETy» NpOBepsieT Ha
KECTKOM [IMCKe — TONbKO CO3/aBaeMble UK MU3MeHsieMble dalinbl, Ha
CMEHHbIX HOCUTENSIX — BCE OTKPbIBaeMble aiinbl. KpoMe Toro, cTopox
MOCTOSHHO ~ OTCNEXMBAET  AeMCTBMSI  3anylUeHHbIX  MPOLECCOB,
XapaKTepHble Ans BUPYCOB, U Mpu UX OBHapyXeHun GnokupyeT 3Tu
npouecchl. Mpu 06HApYXeHUU 3apaxeHHbIX 06BbEKTOB CTOPOX

NMPUMEHSIET K HWM [OEWCTBUS COrMAcHO YCTaHOBJ/IEHHbBIM
HacTpoiikaM.

COOTBETCTBYIOIMM  M3MEHEHWEM HACTPOEK Bbl MoOXeTe 3afaTb
aBTOMaTUYECKYIO pPEeakuuio CTopoXa Ha BUPYCHblE
CobbITHSA. Bbl CMOXETE CneanTb 3a Hel C MOMOLLbIO OKHA CTaTUCTUKK 1
¢aitna oTueTa.

Mo ymonuaHuio 3aryckaeTcs aBTOMaTMYECKU nNpu
Ka)K[IOW 3arpy3ke OmnepaLMOHHON CUCTEMbI, MpWU 3TOM 3anyLLUeHHbIi
CTOpPOX He MOXeT OblTb BbIFPY)XEH B TedyeHue

TEKyLLero ceaHca paboTbl ONepaLMOHHON CUCTEMBI.
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5.1. Ynpasnenue SplDer Guard

OCHOBHblE CpeAcTBa HACTPOWKWM W yrpaBneHus cTopoxem SplDer
Guard HaxogdaTcs B noameHto SpIDer Guard, KOTOpoe OTKpbIBaeTcs

no wenyky Ha 3Hauyke SpIDer Agent@ B 061acTu yBeaOMSIEHU
Windows.

O nporpamme
3aperncTpUpoBaTh TMLEHINID
Maoii Dr.Web

Cnpaeka

] SpIDer Guard CratncTuka

&% SplDer Mail 3
@ Bparamaysp »
@OEHDEJ'IEHME OTknHouUUTE
CKaHep

Hactpoiiku

§5 OmenroumTs Camosaumty
MHcTpymenTsl 2

Mone3osatenscknil peskim

Mpu BbiGope NyHkTa CTAaTUCTUKA OTKPLIBAETCS OKHO, CoAepKalliee
cBefileHUsl 0 paboTe CTOpOoXa B TeYeHUe TeKyLLEro ceaHca (KoM4ecTso
MPOBEPEHHbIX,  3apaXXEHHbIX W MOAO3PUTENbHLIX  OGBLEKTOB,
NpeanpuHATLIE AENCTBUSA U a4p.).

Mpu BbIGOpEe NyHKTa MyHkTa HACTPOMKM OTKPLIBAaETCS OKHO HAacTpoek
cTopoxa (cM. Hacrpolika SplDer Guard).

MyHKT OTKNKOUMTL/BKNIOUNTD MO3BONSET BPEMEHHO OTK/IOYUTH
Wi 3aHoBO  3anyctutb SplDer Guard (AOCTYNHO  TOJMBKO
nonb3oBaTento, MMewleMy npasa  aAMUHUACTpaTopa  AAaHHOMo
KOMMbloTepa).
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Mpn  otkmoyveHun  SpIDer  Guard  3anpawmBaeTcs Ko
noaTeepxaeHns wunv napons (ecv B paspene Camosawurta
OcHoBHbIX HacTpoek AHTUBMpYC Dr.Web Bbl ycTaHOBMAM naxok
3awumwaTtb NnaposieM HacTpoiiku Dr.Web).

MyHkTbl HacTpoiiku, OTKAUYNTL/ BKIKOUUTD AOCTYMHbI TOSbKO B
AIMWHUCTPATUBHOM pexume.

BoccTaHoBWTL NapameTpbl paboTbl MporpamMMbl, UCMOSb3yeMble Mo
YMOMYaHuio, a TaKxKe 3KCrnopTuposaTb WM UMMOPTUPOBATb
HacTpoiiku  Bbl  MOXeTe B pasgene BoccraHoBneHue
OcHOBHbIX HacTpoek AHTUBUpYC Dr.Web.
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5.2. HacTtpoiika SpIDer Guard

OcHoBHble  MapameTpbl  paboTbl  CTOpoOXa
cocpefioToueHbl B pa3zenax okHa Hactpoiku SpIDer Guard.

N3MeHeHMe HacTpoeK CToporKa

1. UWenkHuTe 3Ha4oK & B obnactn YBEAOMIIEHNI
Windows u Bbibepute B noameHio SpIDer Guard nyHKT
HacTtpoiiku.

2. BHecuTe HeobxoaMMble U3MEHeHUs B pasaenax HacTpoek.

3. YTtobwl nonyynTb nHbopMaLmio 0 HacTpoiikax,

pacrnonoXeHHbIX B pasgene, HaXXMUTE Ha cCbinky CnpaBka.
4. Tlo OKOHYaHWM peaakTUPOBaHUS HAaCTPoOeK:
e YTOObl COXPaHUTb M3MEHEHNS, HAXXMUTE KHOMKY OK;

e UTOb6bl OTKA3aTbCs OT BHECEHHLIX M3MEHEHWI, HaXKMUTE
KHOMKy OTMeHa.

Pa3pen MNpoBepka

Mo YMONMYaHWIO YCTAHOB/IEH PEXMM NPOBEPKM OMNTUMANbHbIN:
MpoBepKa Ha >XECTKUX AUCKAX — TONbKO 3aryCKaeMblX, CO34ABAEMbIX
WM U3MEHSIEMbIX haiifioB, HA CMEHHbIX HOCUTENsSIX — BCeX
OTKpbIBaeMbIX ¢haiinos.

Mpu paboTe B ONTUMANbHOM pEXMME He
npepbiBaeT  3anyck MU He onpegenser
[aHHYI0 OrnepauMio Kak OMacHyl, TaK Kak [aHHbli daiin He
NpeacTaBnseT yrpo3bl Ans KoMnbioTepa. OAHAKo Npy KOMMpoBaHWM
WM CO3AaHuM Takoro (aina Ha KoMMbloTepe

aBTOMaTH4Yecku obpabaTbiBaeT (haiin Kak BPeAOHOCHYIO MporpamMMy
1 M0 YMO/UaHUIO NEPEMELLAET €ro B .

B pexume napaHOMAaanblﬁ npon3BoaUTCA MNPOBEPKaA BCEX
OTKPbIBAEMbIX, CO3AaBa€MbIX WU U3MEHAEMbIX (bal‘/'IJ'IOB Ha >XXeCTKUX
ANCKaX, CMEHHbIX HOCUTENAX U CETEBbLIX AUCKaAX.
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®naxok Ucnonb3oBaTbh 3BPUCTUUECKUIA aHANIN3 BKIIKOYAET PEXUM

3BPUCTUYECKOr0 aHanu3aTopa (PexuM MoucKa HEM3BECTHbIX BUPYCOB

Ha OCHOBaHWM aHanu3sa CTPyKTypbl daiina).

& Hacrpoficn [
OcHoBreie  SplDer Mail  JESlJEEEEIGM  Bpakamaysp

PexiM NPOBEPKK
= MNpoeepka _ .
(@ OnTuManeHeil (pexoMeHayeTcs)

Oeicrena () NapaHonaansHeli

WeknioueHus MNOnb30BaTS SEPUCTMECKII BHANKS (DEKOMEHAYETCH)

ﬂDnOﬂHMTEﬂbe\E BO3MOXKHOCTH

MposepsTe paBoTaroWKE NPArPaMME! M MOLYM

D MpOBEPATL MHCTANNALMOHHBIE NaKETb!

[] NposepsTs ofibexTbl 5 nokansHoi ceTw (He pexoMeHa yeTCs)
MpoBepsTsL 06LEKTEI Ha ChEMHBIX HOCUTENAX

[T BrokuposaTe asTasaNYCK Co CHMEHHBIX HoOTATENET

Cnpaexa OK

pynna HacTpoek [lonoJsiIHUTeNbHble BO3MOMHOCTU [03BONSET
3a4aTb NapaMeTpbl NPOBEPKM «Ha NeTy», KOTopble 6yayT NpUMEHATLCS
BHE 3aBMCMMOCTM OT Bbl6paHHOro pexuma paboTbl cTopoxa SplDer
Guard. Takxe Bbl MOXeTe 3anpeTuTb aBTOMATMYECKUN 3amnyck
AKTVMBHOrO COAEPXKMMOro BHELUHUX HocuTenen pAaHHbix (CD/DVD
AMCKOB, (dnew-namMaTi U T.4.), yCTaHoBuB dnaxok BrokupoBaTtb
aBTO3anyCKk CO CMEeHHbIX HocuTenei. lcnonb3oBaHue 3ToN
HaCTpOiik1 NMOMOraeT NPeAoTBPATUTL 3apaXKeHne Ballero KOMrblTepa
yepes BHELLHWE HOCUTENN.

B cnyyae BO3HMKHOBEHMS MpPOGMEM MPU YCTAHOBKE MpOrpamm,

fh!.'\ obpallatolmxcs K dainy autorun.inf, pekoMeHayeTcs BpEMEHHO
CHATb (naxxok BsIOKMpoBaTb aBTO3anyCK CO CMEHHbIX
HOCUTENEeun.

3aech Bbl MOXETE 33a4aTb NPOBEPKY:

e (alnoB 3anyckaeMblX MPOLECCOB BHE 3aBMCMMOCTUM OT MX
pacronoXeHus;
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e YCTaHOBOYHbIX (halnoB;
e (haliNoB Ha CETEBbIX ANCKAX;
o hallNIoB M 3arpy304HbIX CEKTOPOB Ha CbEMHbIX HOCUTENSAX.

HekoTopble BHewWwHWe HakonuTenu (B 4acTHOCTM, MOBUSIbHbIE

i '! L BMH4YecTepbl C WHTepdelicom USB) MoryT npeactaBnsteCs B
CUCTeMe Kak XKeCTkve Aucku. Mo3ToMy Takue yCTpOWCTBa creayet
MCMONb30BaTh C 0COBOM OCTOPOXXHOCTLIO, MPOBEPSiS Ha BUPYChI MpU
MOAK/MIOYEHNN K KOMMbIOTEPY C  MOMOLLbIO  @HTUBMPYCHOTO
CkaHepa.

OTka3 OT MpOBEPKV apXWMBOB B YC/OBUSIX MOCTOSIHHOM paboTbl
CTOpOXa He BefeT K MPOHUKHOBEHMIO BMPYCOB Ha KOMMbIOTEP, a
NMWb OTKNAAbIBAET MOMEHT WX O06HapyxeHus. [pu pacnakoBke
3apa)KeHHoro apxvBa (OTKPbITUM 3apaXKeHHoro nucbma) 6yaet
chenaHa mnombiTka 3anucatb MHAPUUMPOBAHHBIN O6BEKT Ha AMCK,
Npy 3TOM CTOPOX €ro HEMUHYEMO 0OHapYXMT.

HacTpoiika peicTBuii

B pasgene ﬂeﬁCTBMﬂ Bbl MOXETE HaCTpoOUTb aBTOMaTU4ECKUE
fenctaus CTOpOXKa C 3apaXX€HHbIMN obbekTamu.

CocTaB fOCTYMHbIX peaKuMﬁ 3aBUCUT OT TUNa BUPYCHOIo cobbIThs.

Peakuun Jleuutb, MNMepemewatb B KapaHTUH, UrHopuposaTb "
Yaanutb aHanornyHbl TakuMm e peakumsam CkaHepa. [elcTBust €
O6GHApYXXEHHbIMM  Yrpo3amMu  paccMOTpeHbl B M.  [lelicTBus rpu
obHapy>XeH1Un BUPYCOB.

M3MeHeHMe HacTpoeK CToporKa

1. B okHe Hacrtpoitku SpIDer Guard Bbibepute paszgen
OeiicTBus.
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5. SpIDer Guard

& Hacrpoficn [

OcHoBreie  SplDer Mail  JESlJEEEEIGM  Bpakamaysp

Mposepka WrdmunpoBaHHsle dains [HEHHTb {pexomeHayeTca) ']
* Heiictena Henzneuumsie dalinst [I‘Iapenau.\arb B KapaHTUH (pexomeHayeTca) v]

Weknouenin MogospuTensHoie Gafinsi | Mlepencars b kapanmi (pexonenayeres) =

Cnpaexa

Pexnanie nporpane: | Mlepeeuats & kapanTiw (pexorenayercs) v |

Mporpamel Ao3EoHA [I‘Iepenemam B K&paHTKH (pexomenayeTcs) ']

MporpaMMEI-UY THM [MFHODMDOEETb (pexoMerayerca) v]

Mporparmoi s3noma | MrvoprposaT (peronerayeTcs) -]

MoTEHLMaNEHO onacHsIe [Vlmop«poﬁam (pexomenayerca) ']

Bbibepute B BbiMagalowem cnucke WUHUMUMpoOBaHHbIe
06BbEKTHI peakumio nporpamMmbl Ha 0b6HapyxeHune
MHDMUMPOBaHHOrO  obbekTa. PekoMeHAyeTcs  YCTaHOBUTL
nencteue JleunTb.

Bbl6epVITe B BbiNagatowem crnucke Hensneunmblie 06beKTbI
peakuno  nporpamMmmbl  Ha 06HaPY)KeHMe Hensneynmoro
obbekTa. PexomeHayeTCa yCTaHOBUTb pencrene MepemewaTtb
B KApPpaHTUH.

Boibepte B Bbimagaowem cnvcke Mopo3puTenbHble
06beKTbl  peakuuo  Nporpammbl Ha  obHapyxeHue
noao3puTenbHOro  obbekta.  PekomeHAyeTcs  yCTaHOBWTb
neictene UrHopmpoBaTtb 1nv NMepeMelaTtb B KAPaHTUH.

BbibepuTe B BbiNagalomx cnnuckax PekiaMHblie NporpaMMbl
n MporpaMmmbl [O3BOHA peakUMO MPOrpaMMbl  Ha
obHapy>xeHWe nogo3putenbHoro obbekTa. PekomeHayeTcs
yCTaHOBWTb AeicTeue NMepeMewwiaTb B KAPaHTUH.
AHanorM4YHO  HacTpauBaeTCs  peakuMss  NporpamMMbl  Ha
obHapyXeHne 06BLEKTOB, COAEPXaLMX MPOrpaMMbl-LLYTKY,
NOTEeHUMaNbHO OnacHble NporpamMMbl M MPOrpaMMbl B3/IOMa.
PexoMeHayeTcs yCcTaHOBUTb AeiicTBue UrHopupoBaTh.

HaxxmuTe kHonky OK.
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5. SpIDer Guard

3apaHue UCKJTIOYEeHUH

B paspene WcCKnOUEHMs 330aeTca CNMCOK KaTanoroB M ¢haiinos,
UCKJTI0U@EMbIX U3 MPOBEPKM.

B none Cnucok uckaouaeMmbix nyte u ¢ainos npvBoaMTCS
CMUCOK KaTanoroB u (haiinioB, KOTOpblE HE MPOBEPSIOTCS CTOPOXEM

B TakoM KayecTBe MOryT BbICTynaTb KaTanorut
KapaHTWHa, pabouve KaTanory HEKOTOpbIX MPOrpamMM, BpeMEHHbIe
aiinbl (daiinbl nogkayku) u T. M.

Mo yMonuYaHuo CNMCoK MycT. Bbl MoxeTe 006aBUTL K WUCKITHOUYEHWSM
KOHKpETHble kaTanorv u ainbl MAM MCMonb30BaTb Macku, 4TOOb
3anpeTuTb NPOBEPKY OMNpeaeneHHoN rpynnbl chaiinos.

Bbl MOXXeTe hopMMpOBaTL CMINCOK UCKOYEHUI CrieytowmM o6pasoMm:

e yTO6bI YKa3aTb KOHKPETHbIV CYLLECTBYIOLMIA KaTanor unm dain,
Ha)XMUTe KHomnky O630p W BbibepuTe KaTanor wnau dain B
CTQHOAPTHOM OKHE OTKpbITUA aiina. Bbl MoXeTe Bpy4Hyto
BBECTW MOMHLIN NyTb K chally unam Katanory B none BBoAa, a
TaKke OTpedaKTMpoBaTb 3anncb B Mofe BBOAa nNepen
fobaBneHneM ee B CrINCOK;

® yTO6bl WCK/IIOUUTL M3 MPOBEPKM BCe (aiinbl WM KaTanorm c
onpeaeneHHLIM MMEHeM, BBeAMTE 3TO MMS B Mofe BBOAA.
YKasblBaTb MyTb K KaTanory unu dainy npu sTom He Tpebyercs;

e yTO6bl WCKMOUMTL W3 TNpoBEPKM alnbl  WAM  KaTanoru
onpeaeneHHoro BWUAd, BBeAMTE OMPedEensiollyld UX Macky B

nosne BBoAa. Macka 3adaeT 06Llylo YacTb MMeHn obbekTa. MMpu
3TOM:

e CUMBOM «*» 3aMeHsieT Jobylo, BO3MOXHO MyCTyio,
MOCNea0BaTeNbHOCTb CUMBOJIOB;

e CUMBON «?» 3aMeHseT J'|}060l\/'1, HO TOJIbKO OAWH CMMBON;

e OCTa/lbHblE€ CWUMBOJIbI MaCKM HWYEro HE 3aMEHAIT U
O3Ha4alT, YTO Ha AAHHOM MECTE B WUMEHU daaﬁna nnun
KaTtasiora A0JIKEH HaxoAUTbCA UMEHHO 3TOT CUMMBOJ.

Mpumep:

101



';4
“ﬂ

M
$

5. SpIDer Guard

e oTtyer*.doc — Macka, 3apatowas Bce AOKyMeHTbl Microsoft
Word, Ha3BaHMe KOTOpbIX HAYMHAETCA C MOACTPOKM
«0TYeT»,  Hanpumep, daiinbl  oTuyeT-beBpanb.doc,
otyet121209.doc u T.4.;

e *.exe — Macka, 3afalolas BCe WCMOSHSeMble dalnbl C
pacwupenneM EXE, HanpumMep, setup.exe, iTunes.exe u T.
A

e photo????09.jpg — Macka, 3agalowas Bce aiinbl
n3obpaxeHnt dopMata JPG, HasBaHME  KOTOPbIX
HauMHaeTca C noacTpokn «photo» KM 3akaHuMBaeTcs
noacTpokon «09», Npu 3TOM Mexay ABYMS 3TUMM
MOACTPOKaMM B HasBaHMM chalina CTOUT POBHO YeTbIpe
NMPOU3BOMbHBIX CMMBOJMA, Hanpumep, photo121209.jpg,
photomama09.jpg nnm photo----09.jpg.

KHonka [o6aButb no3sonsier AobaBuTb K CMNCKY WUCKKOYEHUE,
YKa3aHHOE B noJsie BeoAa.

KHonka YpmanuTtb no3BONAseT yAanutb W3 ChNucka Bbl6paHHoe
UCKJTIOYEHKE.
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6. SpIDer Mail

MoYTOBBIN CTOPOX nepexsaTbiBaeT obpalleHns niobbix
NOYTOBbIX K/IMEHTOB KOMMblOTEPA K MOYTOBLIM CepBepaMm o
npotokonam POP3/SMTP/IMAP4/NNTP (noa IMAP4 nmeeTcsa B BuAay
IMAPv4revl), obHapyxuBaeT 1 06e3BpeXMNBAET NOYTOBbIE BUPYChI A0
NOJSTyYEHUS MUCEM MOYTOBBLIM KSIMEHTOM C CepBepa WAW A0 OTNPaBKK
nMcbMa Ha NoYTOBLIN cepBep.

Mpn HacTpoikax Mo YMONYAHWUIO aBTOMaTU4ECKM
nepexeaTbiBaeT Bce 0bpalleHnst tobbiX MOYTOBbLIX MPOrpaMM Ballero
koMnbloTepa Kk POP3-cepeepam no nopty 110, k SMTP-cepeepaM no
25, k IMAP4-cepsepam no nopty 143 n k NNTP-cepsepam no nopty
119.

HacTpoiiku nporpamMMmbl Mo yMOYaHUIO SBASIOTCS ONTMMasbHBIMU ANs
HauMHatoLWero nonb3oBaTens, obecrneunBasi MaKCUMasbHbI YPOBEHb
3alUMTbl MPU HaMMEHbLUEM BMeLLATENbCTBE Mosib3oBaTens. Mpu aToM,
oAHako, 6roKMpYeTCS psiA  BO3MOXHOCTEM MOYTOBLIX MPOrpamMm
(HanpuMep, HanpaBneHWe MUCbMa MO MHOMMM afpecaM MOXET 6biTb
BOCMPUHSTO KaK pacchiiika, MOSydeHHbIl cnaM He pacrosHaertcs), a
Takke  YTpPauuMBaeTCs  BO3MOXHOCTb  MOSyYEHWs  TMONE3HOM
WMHpOpMaUMM M3 aBTOMAaTMYECKM  YHUUTOXEHHbIX nuceM (M3
He3apaXkeHHOW TeKCToBOW uacTu). Bonee onbiTHbE MoOMb30BaTENM
MOIYT M3MEHWUTb MapaMeTpbl NPOBEPKU MOYTHI U HACTPOWKM peakumm
NporpamMmMbl Ha COBbITHS.

B psime cnyyaeB aBTOMaTuueckumii nepexsat POP3-, SMTP-, IMAP4- u
NNTP-coeauHeHUit HEBO3MOXEH; B TakoM Cflyyae MporpaMma
npefocTaBnsieT  BO3MOXHOCTb rnepexeaT  COeAUHEHMI
BPY4HY!O.

MOCTOSIHHO HAXOAMTCS B  OMEPaTUBHON MNamaTu
KOMMbIOTEPE M MO YMONMUaHWIO  3arnyckaeTca npu  3arpyske
OMepaLMOHHOM CUCTEMbI aBTOMaTUUECKW. Bbl MOXETE Ha HekoTopoe
BpeMs paboTy MOYTOBOro CTOPOXa.
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MpuHUMN Ppa6oTbl MOYTOBOr0 CTOPOXKA

AHTVBMPYCHBI MOYTOBbLIA CTOPOX MOJIyYaeT BCe BXOASLUME MMCbMa
BMECTO MOYTOBOrO K/IMEHTA U NOABEPraeT UX aHTUBUPYCHOW MpoBepKe
C MaKCMMaslbHOM CTeneHblo MoapobHocTH. Mpy OTCYTCTBUM BUPYCOB
WM  NOAO3PUTENbHbIX OBBLEKTOB MWCbMA MNepeaaloTcsl MOoYTOBOM
nporpaMMe «npo3padHbiM» 06pa3oM — TaK, Kak ecnum 6bl  OHM
NOCTYNWAM HEMOCPEACTBEHHO C CepBepa. AHANOMMUYHO MPOBEPSIOTCS
ncxoasLumMe nucbMa Ao OTMNpaBKK Ha CepBep.

PeakumMss nporpaMMbl Ha WHGPUUMPOBAHHLIE W  MOAO3PUTENbHBIE
BXOASWME NUCbMAa, a TaKXe NWCbMa, He Mpolleslne NpPoBeEpPKY
(HanpuMep, C YPEe3MEPHO CNIOXHOW CTPYKTYpOM), MO YMONYaHUIO
cneaytowas (06  u3MeHeHMM  3TUX  HacTpoeK  CM. n.
):
e 13 3apaXEHHbIX MUCEM YAANsieTcs BpPeAoHOCHas MHdbopMauums
(neyenwue);

e MMUCbMa C NOAO3PUTENBbHLIMU 06bEKTaMKN NepeMeLLaloTCa B BUAE
OTAENbHbIX aliNIoB B KapaHTWH, TOYTOBOW MporpaMmme
nocblnaeTcs cooblueHne 06 3TomM;

e MNCbMa, HE npoweawne npoBeEPKY, NpPonyCcKaroTCA, KakK WU
HE3apaXXeHHbIE;

e BCE yAaNeHHbIe UK nepeMeLLeHHbIE NMCbMa ocTaloTcs Ha POP3-
nnn IMAP4-cepsepe.

MHbUUMpOBaHHbIE MM MOAO3pUTENbHbIE UCXOAsAWME MMCbMa  He
rnepefaloTcs Ha cepeep, Mofb3oBaTenb onoseljaeTcs 06 oTkase
OTNpaBuTb MMCbMO (Kak NpaBWfIo, NOYTOBas NporpamMMma npu 3ToM ero
COXPaHUT).

MpM  HanMuMM  Ha  KOMMbIOTEPE  HEW3BECTHOrO  BUpYCa,
PaCcMpOCTPaHSIIOLLErOC Yepes 3NEKTPOHHYIO MOYUTY, NPorpaMMa MOXET
onpeaensTe MPU3HAKM TUMNUYHOrO AN TaKMX BUPYCOB «MOBEAEHUS»
(MaccoBble paccbinku). Mo yMonyaHuio 3Ta BO3MOXHOCTb BK/OYEHa.

Takke MOXET OBHapyXuBaTb BUPYCbl B MOYTOBbLIX
SlMKax HEKOTOpbIX (DOPMaToB, OAHAKO MOYTOBBLIM CTOPOX
UMeeT nepen psiA NPEUMYLLECTB:

e fnaneko He Bce opMaTbl MOYTOBLIX SLIMKOB MOMYNAPHbIX
nporpaMM  MoAAep>XUBaOTCS ;  HanpoTue, npu
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MCNoNb30BaHUN MOYTOBOIo CTOPOXa 3apaXXeHHblE NUCbMa AaXe
HE nonaaatoT B NOYTOBbIE ALLUNKK,

o npoBepsieT MOYTOBbIE SALWMKM, HO TOMLKO MO 3anpocy
NoNb30BaTENs UK MO PacnuCaHUIo, @ HE B MOMEHT MOyYeHus
noyTbl, NPUYEM [OaHHOE [AENCTBME SABNSAETCA Ype3BblUYaliHO
PECYPCOEMKUM U 3aHMMAET 3HAUMTENbHOE BPEMS.

TakuM 06pa3oM, MpW HACTPOMKaxX BCEX KOMMOHEHTOB MO YMOMYaHWIO
MOYTOBbLIA  CTOPOX MEPBbIM OOHAPYXWBAET U He
JOMYyCKAaeT Ha KOMMbIOTEP BMPYCbl M MOAO3PUTENbHbLIE O6bLEKTHI,
pacnpoCTpaHSAIoLWMECS MO 3MEKTPOHHON nouTe. Ero paboTta sBnseTcs
BECbMa 3KOHOMMYHOM C TOYKM 3PEHUS Pacxoda BbIUYMCIUTENbHBIX
pECYpPCOB; OCTasibHble KOMMOHEHTbI MOTYT He WMCMonb30BaThCs ANS
NpOBEPKU MOUTOBbLIX (HalOoB.
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6.1. Ynpasnexnue SplDer Mail

OCHOBHblE CpeAcTBa HACTPOMKM WU YMpaBeHUst MOYTOBbIM CTOPOXKEM
SpIDer Mail Haxogatcs B noameHio SpIDer Mail, koTopoe

OTKPbIBAETCA MO LWEeNYyKy Ha 3Hayke SplDer Agent@ B obnactu
yBegnoMneHnin Windows.

O nporpamme
3aperucTpHpoBaTE JTMLEHINHD
Moii Dr.Web

Cnpaeka

ﬁSpIDerGuard 2

‘g SpIDer Mail CratucTuka
& bpanamaysp 3
§2 OBHoeneHne

Cranep OTENHO4UTE

Hactpoiiku

ﬁ, OrkntounTe CamozamTty
MHCTpyMeHTsI 3

Mone3oBaTENBCKWA peEsMm

Mpu BbiGOpe MyHKTa CTAaTUCTUKA OTKPLIBAETCA OKHO C MHOpMaLmel
0 paboTe MporpaMMbl B TEKyLIEM ceaHce (KOSMYECTBO MPOBEPEHHbIX,
3apaXKeHHbIX, MOA03PUTENbHbLIX O6LEKTOB 1 NPeaNnpUHATLIE AEUCTBUS).

Mpn Bblbope nyHKTa HACTPOWMKM OTKPLIBAETCS OKHO HacTpoek
NoYTOBOro CTopoXa (cM. Hactpoiika SplDer Mail).

MyHKT OTKNHOUNTL/BKJIIOUYNUTDL MO3BOMSIET BPEMEHHO OTK/IOYUTL
W 3aHOBO 3anycTuTb paboTy SpIDer Mail.
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s MyHKTbl HacTpoiiky, OTKNOUYUTL/ BKIHOUNTD JOCTYMHbI TOSIbKO
A B AIMVHUCTPaTUBHOM PEXMME.

BoccTaHoBuTb napameTpbl paboTbl MPOrpaMMbl, UCMONb3yeMble Mo
YMOSIYa@HMIO, @ TaKXKe 3KCMOopTMPOBaTb WM  MMMNOPTUPOBaTb
HacTpoiiku  Bbl  MOXeTe B  pa3gene BoccraHoBneHue
OcHoBHbIX HacTpoek AHTUBUpYC Dr.Web.

6.2. Hactpounka SpIDer Mail

OcHoBHble MapaMeTpbl paboTbl MOYTOBOro cropoxa SpIDer Mail
cocpenoTodeHbl B pasgenax okHa Hactpoitkm SpIDer Mail (cm.
HWwKe).  BONbWMHCTBO  HAcTPoeK MO YMOMYaHUI0  SIBASKOTCA
ONTUManbHbIMM B GOMBLWMHCTBE CryyaeB. Hwxke onucbiBaOTCS
napameTpbl, AN KOTOPbIX Yalle BCEero BO3HMKAeT HeobXxoaAMMOCTb B
HaCTpoiikaXx, OT/IMYHbIX OT 3aZlaHHbIX MO YMOJTYAHWIO.

& Hactpoiikw

OcHosHele [ESMIRVETI  SplDer Guard  Bpanamaysp

- NeiicTenA VHOWLMPOBEHHBIE MUChMa [ﬂau»m: (pexomMeHayeTcR) ']
DunsTp . HensneunmsIe nncema lﬂepeneu.\an: E KapaHTVH (pexomeHayeTcs) ']
NPHNOKEHNR

MoAOSPHTENEHSIE MHCEME [I‘\apenamam B KapaHTWH (peKomeHayeTCR) V]
HerpoBeperHsis NHCsMa [MrHopMpoBaTb ({peKoMeHayeTcs) v]
Mospemagrtoic nicsha |VirHopuposars (peonenayeTcs) -]
PexnamHble nporpamme! [I‘\apeMau.LaTb B KapaHTUH (DEKOMEHAYETCR) v]
Mparpammel A03E0Ha ll‘\apﬁnamam B KapaHTUH (DEKOMEHAYETCH) v]
MporpamMEI Wy TR ernnp«pcsam (pexomennyetca) v]
MporpaMMel B3NoMa [MrHODﬂDOBETb (peronerayeTca) ']
MoTeHLansHo onacHsbie [MrnopMDOBETb ({perxomerpyeTca) ']
Cnpaexa OK OTMEHNTE
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N3MeHeHMe HacTpoeK CTopoXa
1. UWenkHuTe 3Ha4oK & B obnactn YBEAOMIIEHNI
Windows wun Bblbepute B noameHio SpIDer Mail nyHkT
HacTtpoiiku.
2. BHecuTe HeobxoaMMble U3MEHEHMS B pa3aenaX HaCTpPOeK.
3. YTtobwbl nonyynTb nHbopMaLmio 0 HacTpoiikax,
pacrnonoXeHHbIX B pa3fene, HaXMuUTe Ha ccbinky CnpaBka.
4. Tlo OKOHYaHWW peaakTMPOBaHUS HAaCTPOeK:

e YTObbI COXpPaHUTb U3MEHEHUA, HAXXMUTE KHOMKY OK;

e UTOb6bl OTKA3aTbCs OT BHECEHHLIX M3MEHEHWI, HaXKMUTE
KHOMKy OTMeHa.

HacTpoiika geicTtBui Hap coobLweHnsaMu npu
06Hapy)>XeHnM yrposbl

Bbl MOXETE HAaCTpOWUTb peakLuio NporpaMMbl B pasaerne [leicTBus.

Peakums nporpaMMbl Afs KaXAOMO TWMa Yrposbl BbibupaeTcs B
BbIMAAAOWMX CrMCKax. PekoMeHayeTcs yCTaHOBUThL — Criedyolme
JeicTBua:

ans UHpuMuUmnpoBaHHbIX NUCEM — AelCTBYE JIeUnTb;

ans Heumsneuummbix coobuweHuin 1 Moao3puTenbHbIX —
neiicteue MepeMewiaTb B KAPaHTHUH;

ans HenpoBepeHHbIx 1 MoOBpeXXAEHHbIX NUCeM — [eiicTBUE
UrHopuposaTb;

ANS PEeKNaMHbIX MporpaMM M MporpaMM [03BOHa — AeicTBUE
MepeMelaTb B KApaHTUH;

AN NpOrpaMM-LIYTOK, MNporpaMM B3/lOMa@ M MOTEHUMAbHO
onacHbIx nporpamMm — aelictee UrHopupoBaTb.

3au.w|Ty OT NMOAO3PUTENBbHbBIX MUCEM MOXHO OTKIK4YaTb TONbKO B

s . TOM (Cnydae, Korga KOMMbKOTEP  AOMNOSHUTENBHO  3alumulieH

MOCTOSIHHO 3arpy>eHHbIM CTOPOXKEM

Bbl

MOXETE YBENYUTb HAOAEXHOCTb aHTMBMPYCHOVI 3auTbl  No

CPaBHEHWIO C YPOBHEM, MPeAYCMOTPEHHBLIM MO YMOYaHWo, BbIGpaB B
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cnncke HenpoBepeHHble nucbMa NYHKT MepemewaTtb
B KApPpaHTUH. daiinbl ¢ nepeMeLleHHbIMKU MUCbMaMn B 3TOM Cilydae
PEKOMEHAYETCA NPOBEPUTH

Takxke Bbl MOXETe MNepenT B PeXuM, B KOTOPOM YAANEHHblE WAn
nepeMeLLEHHbIE MPOrPaMMOI MUCbMA TakXKe HEMEANEHHO YAANsHTCS
Ha POP3/IMAP4-cepsepe. [ns 3Toro yctaHoBuTe dnar Yaanartb
moaudMUMpOoBaHHbIE NMUCbMa Ha cepBepe B AOMOSHUTENbHbIX
HacTpoiikax.

Onsa poctyna K AOMNOSHUTENbHBLIM HaCTpOl\/'IKaM MPOBEPKU HaXXMUTE
KHOMNKY [1O0MOMHUTENbHO.

gy e =

OcoberHocTh nposepki

| 3BpUCTUYECKIMIA BHANM3aTOP

7] KoHTpons sHpycHoii aKTUBHOCTH
MpoBepATE Gains! B apXHBaX
TPOBEPATE MHCTANNALMOHHEIE NaKETHI

JEACTEHA HAA MHCEMON
| BeTaska saronoska K-Antivirus' & coofiuenis
YaanaTs MoAMHUMPOBEHHLIE NACLME Ha CEpEepe

ONTUMM3ELIA MPOSEPKK
TaliMayT NPOBEPKH MNCLMa

Cnpaeka OTmernTs

B OTKpbiBLIEMCA AMAnNOrOBOM OKHE Bbl  MOXETE  HacTpouUTb
0COB6eHHOCTN  MpOBEpKM, AeicTBUS  Haj NMUCbMOM, a TaKXe
ONTMMN3ALNIO MPOBEPKU:

e TaiiMayT npoBepkM MNUCbMA - MaKCMManbHOE BpeMsi, B
TeYeHMe KOTOporo MucbMO nposepsieTca. [10  ucTeveHuu
YKa3aHHOro BpeMeHu NpoBepKa NUcbMa NpekpallaeTcs;

e MakcuMmanbHyo AnuHy caina npu pacnakoBke. Ecnu
nporpaMmMa onpezensieT, YTo Mnocse pacrnakoBKW apxvB byaeT
6onblle  yKasaHHOW  ANWHbI, MpPOBEPKA W pacrnakoBKa
Npou3BOAUTLCS He byaeT;
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e MakcuMmanbHbii k03(pUUMEHT OkaTua apxuBa. Eciu
nporpaMMma ornpeaensier, yto Ko3(hbUUMEHT OKaTUs apxXuBa
MPeBbIAET  YKa3aHHbIN, pacnakoBka " npoBepKa
MpoM3BOAMTLCS He ByayT;

¢ MakcuManbHblii YPOBEHb BJIOXXEHHOCTM B apxuB. Ecniu
YPOBEHb BMIOXKEHHOCTM B apXWMB MPEBbLIWAET YKa3aHHbIN,
npoBepka 6yAeT NPOU3BOANTLCA TONBKO A0 YKa3aHHOIO YPOBHS
BJIOXXEHHOCTM.

Pazaen ®unbTp NpUIOKEHUH

Mo yMonYaHuio MOYTOBLIM CTOpox SpIDer Mail aBTOMaTUYECKU
nepexsaTbiBaeT  MOYTOBbIM  TpadMK  BCEX  MOSb30BATENbCKUX
NPUNOXEHU Ha BalleM KoMmnbloTepe. B 3TOM pasgene 3apatoTcs
napaMeTpbl NepexsaTa CoeAMHEHUI C NMOYTOBLIMM CEPBEPAMU, @ TaKxke
CMUCOK  MPUNOXEHMI, NOYTOBbIM TpaduK KOTOpbIX He 6yaer
nepexsaTbiBaTbCAd W, COOTBETCTBEHHO, aHANU3UPOBaTbCA MOYTOBbLIM
CTOPOXKEM.

PyTam— =
Ochosrbie [ESDEIAVETM  SplDer Guard ~ Bpaxamaysp
LedcTemna MopTel POP3/SMTP/IMAP:
DunLTp
“n punoxeHnit
TPUNEIKEHMS, NCKIIOYEHHBIE 13 MPOBEPKA:
[lobaeuTs.
YaanuTe
[] NposepsTh sawndposaHHoi Tpadw (POP3S/SMTPS/IMAPS)
B cnyuae ownBiki NPOBEPKM 3AWMILEHHEIX CoeaMHenl (SSL) ycTanoBuTe cepTidmkaT «JokTop Befs
EpYHHYIO.

YTtobbl A06aBWTb (aiifl, Nanky WMAM Macky B CMKMCOK WCKIOYEHWUH,
YKaXUTe HeobxoauMoe WMMs B MNofie BBOAA W HaXMWUTE KHOMKY
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[o6aBuTb. YT06bI YKka3aTb KOHKPETHBIN CYLLECTBYIOWMIA KaTanor um
aiin, HaxxmuTe kHonky [lo6aBuTb U BbiIGepuTe kaTtanor unu daiin B
CTaHAApTHOM OKHe OTKpbITUsI ¢halina. KHonka YaanuTb nossonsier
yAanuTb U3 CNMCKa BbIbBpaHHOE UCKIOYEHWE.

YTo6bl M3MEHUTb HACTPOWKKN NepexBaTa COEANHEHMIN, HAXXMUTE KHOMKY
N3MeHunTDb.

Mo ymonuaHuio cnucok BkmovaeT Bce IP-agpeca (3apaHo npwu
MoMOLUM CUMBONa * ) U nitobble agpeca ¢ noptamMu 143 (cTaHAapTHbIIA
ans IMAP4-npotokona), 119 (ctaHaapTHbii ans NNTP-npoTokona),
110 (cTaHpapTHbIn anst POP3-npoTokona) u 25 (CTaHzapTHbIA Ans
SMTP-npoTokona).

f" HacTpoiika coegunennii SplDer Mail @
MopT SpIDer Mail Anpec cepeepa MopT cepeepa
I : : LobasuTe
MopT SpIDer Mail Anpec cepeepa MopT cepsepa JSAENNTE
Help [ OK, ] | OTHEHWTE |

[Ans Toro 4Tobbl yAaNUTb KakoW-nNM60 3MEeMEHT U3 Cnucka, BbibepuTe
€ro B CMUCKE W HAaXXMUTE KHOMKY YAANuUTb.

[ns Toro yTobbl 106aBUTL KaKoU-NMBO CepBEP WK rPyNy CEPBEPOB B
CMWCOK, BBeAWTe ero aapec (AOoMeHHoe mmsa wnn IP-agpec) B none
Appec cepBepa, a HOMep MopTa, K KOTOPOMY MPOUCXOAMT
obpauienne, B none NMopTt cepBepa, 1 HaxxMuTe KHOMNky Jlo6aBuUThb.
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Agpec localhost He nepexsaTbiBAeTCA MpU yKa3aHWM CMMBONA
r ! , *. [anHbili agpec npu HeobxoaMMOCTW cneayeT ykasbiBaTb B
CnucKke rnepexsaTta B IBHOM BUAE.

HacTpoiika nepexBaTa Bpy4HYyLO

1. B MoYTOBOr0 CTOpOXa Bblbepute
pazgen ®OuUAbTP NPWIOKEHUW, 3aTeM BblbepUTe pPy4YHOIi
peXXuMM rMepexeata M HaXMuTe COOTBETCTBYIOLWYK KHOMKY
U3MeHunTDb.

2. CocrtaBbTe cnmcok pecypcoB  (POP3/SMTP/IMAP4/NNTP-
cepBepoB), obpaleHuMss K  KOTOpbIM  Mpearnonaraercs
nepexsaTbiBaTh. MepeHyMepyiiTe ux 6€3 NponyckoB, Ha4YMHas C
umcna 7000. 3T HoMepa aanee 6yayT MMEHOBATLCA

3. [Ans kaxgoro n3 pecypcos Beeaute B nose Mopt SpIDer Mail
- , BblBpaHHbIN ANst MOYTOBOrO CepBepa, B
none Agpec cepBepa — OMeHHoOe uMsa cepeepa nmbo ero IP-
agpec, B none MNMopTt cepBepa — HOMep MOPTa, K KOTOPOMY
npoucxoauT obpalleHre, U HaxxMuTe KHOMNKY [lo06aBUTb.
MoBTOPUTE 3TV AEWCTBUS ANS KaXA0ro pecypca.

5. Haxmute kHornky OK.

B HacTpolikax Mo4YToBOro K/veHTa BMECTO agpeca u noprta POP3/

i ! SMTP/IMAP4/NNTP-cepsepa ykaxwuTe agpec localhost:
<nopm_SplDer_Mail>, rpe <nopm_SplDer_Mail> — nopr,
Ha3HaYeHHbIN COOTBETCTBYHIOLLEMY POP3/SMTP/IMAP4/NNTP-
cepBepy.

Bbe3onacHble coeanHeHus

Bbl MOXeTe BKIOYATL B MPOBEPKY AaHHble, nepejasBaeMble Mo
6e3onacHbiM  npotokonamM POP3S, SMTPS, IMAPS. [na 3Toro
yctaHoBuTe dnaxok TMMpoBepaTb 3awudpoBaHHbIi Tpaduk
(POP3S/SMTPS/IMAPS). Ecnu KIMEHT, KOTOpbIA TMOMyYyaeT U
nepefaeT Takme AaHHble, He obpallaeTcs K XpaHunuily ceptudunkaTos
cuctembl  Windows, TO Heobxoammo 6yaeT  3KCMoOpTMpOBaThb
ceptTudmKar.
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Ceptuduxar «jokTop Be6>»

Ecnn Bbl XOTUTE BK/IOUMTL B MPOBEPKY [aHHble, nepeaBaeMblie Mo
KpunTorpacuyeckomy npotokony SSL (Hanpumep, B Bbl
MOXeTe HACTpoUTb MapaMeTpbl MPOBEPKU [aHHbIX, MNepeaaBaeMblX
), To ana paboTbl HEKOTOPbIX
K/IMEHTOB, KOTOPbIE NEPeaaloT U MONy4YaloT TakMe AaHHbIE U NPU 3TOM
He obpalaloTcs K XpaHunuwy cepTuduKaToB CUCTEMBbI Windows,
MOXeT noTpeboBaTbCs CcepTudMKaT KOMMAHUM
HaxmMute KHOMKy 3JKCNOpTMpPOBaTb W COXpaHWUTe cepTUdUKaT B
YAO6HbBIN ANs BacC KaTasor.
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7. Dr.Web ansa Outlook

OCHOBHbl€ (PYHKLIUM KOMIMOHEHTA

MoakntoyaeMblt  Moayb BbIMOJIHAET
cnegytowme GyHKUmK:

e aHTMBMPYCHas MpPOBEPKA BSIOXKEHHbIX  halIOB  MOYTOBbLIX
COO0BLLEHWIA;

e MpoBepka MOYTbl, MOCTynawowen Mo  3awmdpoBaHHOMY
coeanHeHunto SSL;

e ODOHapy)XeHMe U HelTpanusaums BPEeAOHOCHOro MNpPOrpaMMHOro
obecneyeHus;

e 1CMNONb30BaHNe 3BPUCTUYECKOrO aHanusaTtopa ans
JIOTONTHUTENBHOW 3aLUMThI OT HEU3BECTHBIX BUPYCOB.

7.1. Hactpoitka Dr.Web gnsa Outlook

HacTpoiika napaMeTpoB M MPOCMOTP CTaTUCTMKM paboTbl MporpamMMmbl
OCYLLECTBNSIETC B MOYTOBOM npwuioxeHun Microsoft Outlook B
pa3gene CepBuc — lNapamerpbl — Bkiagka AHTMBuUpyc Dr.Web
(ansa Microsoft Outlook 2010 B pa3mene ®aiin — MapameTpbl —
HapacTtpoiiku HeobxoanMo BblibpaTe MOAY b n
Ha)xaTb KHOMKy MapamMeTpbl HAACTPOWUKM).

Bknagka AHTMBMpYC Dr.Web B HacTpolikax npunoxeHus
Al icri u il MHa TOMbKO MpWU HanMyMu y nonb3oBaTens
,!x Microsoft Outlook goc a TOMbKO a onb3oBaTe
npas, NO3BO/ISIOLUMX UBMEHSITb AaHHbIE HACTPOMKM.
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Mapamerper (% mesnl
HacTpoikn | HacTpoiika noYTel CooblweHue I Opdorpadua |
BE30NacHOCTD | LononHATEnsHO | AnTuempye Dr.Web
O fiwme
I:l - Axmierpyc Drweb aktieen [ '&')Kngan... ]
NpoBepka NOYTEI HA BUPYCE! M GMar
'f-!. ' MHPHUMPOBAHHEIE BENOXEHUA NMCEM NPEACTAENAKT Yrposy GES0NACHOCTH BalIErD
Y KOMBOTERS

’ '&' MNpoBepka BAOKEHME...

AHTHCIEM-PHAETP. ..

CrarucTuka
Mposepeno: ] YueTis: kil
ﬁ MHPHUHPOEEHHEIR: 0 MNeperew eHo: 0
T TMogospurentHbl: 0 Ypaneno: 0
BeineueHo: a MNponyw exo: a
HenpoBepeHHE:: 0 CRatd-ncem: 0
[ OK H OTmMeHa ] MPUMEHWTE

Ha Bknagke AHTuBMpyc Dr.Web otobpaxaeTtcs Tekyliee coctosiHue
3awmThl (BKIOYEHA/BbIKOYEHA). KpoMe TOoro, OHa npeaocTaBnsieT
JOCTYN K cneayowmM QyHKUMAM NporpaMMmbi:

e JKypHan — MO3BOMSIET HACTPOUTb PErUCTpaLMIo  COBbITUI
nporpamMMmbil;
o [lpoBEpKa BIOXEHUY — MO3BOMSET HACTPOMTb  MPOBEPKY

3NEKTPOHHOM MOYTbl U ONpeAenuUTb AEUCTBUS MPOrpaMmMbl Afst
06HApPYXEHHbIX BPeJOHOCHbLIX 06bEKTOB;

e CTatucTvka — NnokasblBaeT AaHHble 06 06beKTax, NPOBEPEHHbIX
1 06paboTaHHbIX NPOrpamMMON.
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7.2. O6Hapy)xeHue yrpos

UCMONb3YET pasfnyHble
BMPYCOB M Apyrux yrpo3 6e30macHOCTM koMnbtoTepa. K HalAeHHbIM

NPUMEHAIOTCA onpeaensemble
NnoJib30BaTeENIEM . Jle4yeHue MHd)VILl,MpOBaHHbIX 06'bEKTOB,
yoaneHme wnn nepemelleHne B ana unx wusondaumn un

6e30nacHOro xpaHeHus.

7.2.1. BpeaoHOCHbIe 06 beKTbl

obHapy>xuBaeT cneaylowme BpPeAOHOCHbIE

06beKTbI:

e MHOUUMPOBaHHbIE 0ObEKTDI;

o haliNnbl-60M6bI UNK apXMBLI-6OMObI;

e pekslaMHble NporpamMMmbl;

e MpOrpamMbl B3/10Ma;

e MpOrpaMMbl JO3BOHA;

e MPOrpaMMbl-LLYTKH;

e MOTEHUMaNbHO OnacHble NporpaMMmbl;

e LUNWOHCKME NpOrpaMMmbi;

e TPOSIHCKME MPOrpamMMbi;

e KOMMNbIOTEPHbIE YEPBU U BUPYChI.
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7.2.2. fleiAcTBUA

Mo3BOMAET 3aflaTb PeakuMio NporpaMMbl Ha
O6Hapy)XeHWe 3apaXKeHHbIX WM NOAO3PUTENbHLIX  haltnoB K
BPEAOHOCHBLIX MPOrpaMM Mpu MNPOBEPKE BJIOXKEHWUI  3NEKTPOHHOA
MoyTBl.

UTobbl HacTpoWTb NPOBEPKY BMOXEHUA W OMNpeaenuTb AENCTBUS
nporpammbl Ans 06Hapy>eHHbIX BPEAOHOCHbIX 06BEKTOB, B MOYTOBOM
npunoxeHun Microsoft Outlook B pasnene CepBuc — Mapamerpbl —
Bknagka AHTMBMpYC Dr.Web Haxmute «kHOnky [poBepka
BnoxeHu (ans Microsoft Outlook 2010 B pasgene ®an —
MapameTpbl — HapgcTpoiikn Heobxoanmo BblIGpaTb MOAy b

M HaXaTb KHOMKy MapaMeTpbl HAACTPOIKN).

Mpoeepka enoxeHni @
MMapameTprl NpoBepkM
‘S.I_.,_a HHPHUHpOBaHHBIE | BrineuuTs - |
Heetine4eHHee | [EpEMECTITE B KapaHTIH - |
MogospHrenLHEE | [EpEMECTITE B KapaHTIH - |

BpeaoHocHBE NporpamMmMel

PeknatiHble Nporpatdsds | [EpEMECTITE B KapaHTIH - |
MMpaorpatdkdsl A0SE0HA | [EpEMECTITE B KapaHTIH - |
M porpardtds-LWYTE K | [EpEMECTITE B KapaHTIH - |
Mporpatdtdel B3Aaa | [EpEMECTITE B KapaHTIH - |
MMoTEHLHANEHD ONacHEIE | [EpEMECTITE B KapaHTIH - |
Mpy owubxe npoBeprEH | MepeMECTITE B KapaHTHH - |

| MpoeepATE aprKesl [peroMeHIYeTCH]

[ Ok l | OTreHa MprEHUTE
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OkHo TpoBepka BJIOXKEHUI [OCTYMHO TOMbKO MpY Hanuuum y
Mno/b30BaTess NpaB aAMUHUCTPATOPa CUCTEMBI.

[ns OC Windows Vista v cTaplue npu HaxaTtum kHorkn MpoBepka
BJIOYKEHWIA:

e [lpn BrMtoyeHHoM UAC: agmuHuctpatopy 6yaer BbigaH
3anpoc  Ha MOATBEPXKAEHME  AEWCTBUI  MpOrpamMbl,
nonb3oBatento 6e3 aAMUHUCTPATVBHBLIX MpaB 6yaeT BbiaaH
3anpoc Ha BBOA YYETHbIX AaHHbIX aAMUMHUCTpaTopa
CUCTEMBI;

o [lpn BbikntoveHHOM UAC: agMUHUCTPATOP CMOXET U3MEHATb
HaCTPOMKM NporpamMMmbl, MOMb30BaTENb HE CMOXET MOMYYnTb
[OCTYN K U3MEHEHUIO HacTpOeK.

B okHe [MpoBepka BOXEHW Bbl MOXeTe 3afaTb AEWNCTBUSA
nporpaMMbl AN PasnnyHbIX KaTeropuii npoBepsieMblX O6bLEKTOB, a
Takxke ANa Cfydas, Koraa npu NpoBepKe BO3HWKAWM olMEkM. Kpome
TOrO, Bbl MOXETE BKOUUTb UK BbIK/THOUYUTL NPOBEPKY apXUBOB.

Ona  3apaHvs  pedcTBUM  Hag  OBHApY)XEHHbIMU  BPEAOHOCHBIMM
06beKTaMy CyXaT Cleaytolme HaCTPOVKK:

¢ Bbinagatowmii cnucok MHUUMPOBaHHbIE 33[aeT peakumio Ha
obHapyxeHne  06BEKTOB,  3apaXXEHHbIX  M3BECTHbIMU WU
(NpeanonoXuTenbHO) N3Ne4YUMbIMU BUPYCaMK;

e Bbinagalowmii cnucok HeBbizieUeHHble 33faeT peakumio Ha
obHapy>xeHne 06beKTOB, 3apaXKeHHbIX N3BECTHLIM HEN31EYNUMbIM
BMPYCOM, a TaKxKe Koraa NpeanpuHAaTas rnomnbITka U3NevYeHus He
npuHecna ycnexa.

¢ Bbinagatowmii cnvcok Mopo3puTenbHble 33JaeT peakumio Ha
obHapyxeHne 06beKTOB, NPEeAMnoNOXUTENIbHO — 3apaXKEHHbIX
BMpycoM (cpabaTbiBaHMeE 3BPUCTMYECKOrO aHann3aTopa).

e Pasgen BpepoHOCHblIe nporpaMMbl 33JaeT peakumilo Ha
obHapy>xxeHue cneaytowero HexxenatenobHoro MO:

e peK/aMHble MPOrpamMMmbl;
e Mporpammbl 403BOHa;

e MpOrpammbl LIYTKK;

e Mporpammbl B3/10Ma;
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e [OTEHUMANbHO OMacHbIE.

Buinagatowmit cnucok Mpu owmbke NpoBepKM MO3BOSSET
HacTpOUTb AEUCTBMS MporpaMMbl B C/lydae, €Cni MpoBepKa
B/IOXXEHUSI HEBO3MOXHA, HaMpuMep, €CiM OHO NpeacTaBnseT
Co60i1 NOBPEXAEHHBIN UMW 3aLlLMLLEHHBIV NaponeM daiin.

®nar MpoBepka apxMBOB MO3BOMAET BKIOUUTL WK
OTK/IOYNTb MPOBEPKY BMIOXEHHBLIX halfIoB, MPEACTaBASIOLMX
coboii apxuBbl. YCTaHOBUTE [aHHbii dnar ana BKIOYEHUs
MPOBEPKU, CHAMUTE - A1t OTKIIHOUEHNS.

Cocras OOCTYMHbIX peaKumZ 3aBUCUT OT TUNa BUPYCHOIo cobbIThs.

MpeaycMOTpeHbl  cneaylolme  AEUCTBUMS  Hag  OBHapy>eHHbIMU
obbekTamu:

7.3.

BblieunTb (JeiCTBUE AOCTYMHO TOSIbKO AN MHAUUMPOBAHHbLIX
00bEKTOB) — O3HA4aeT, YTO NporpamMMma MpearnpuMeT MomnbITKY
BbIIE€UNTb UHMOULIMPOBAHHBIV OGBLEKT;

Kak pns HeBbI1@YEeHHbIX (AeiCTBME AOCTYMHO TOMbKO ANs
WH(MUUMPOBaHHBIX ~ OOBEKTOB) —  O3HA4YaeT, 4YTo K
WHOULMPOBAHHOMY BJIOXKEHUIO GyAET NpUMEHEHO [AEeNCTBUE,
BblbpaHHOE A/151 HEBbIIEYEHHbIX OOBEKTOB;

Yaanutb — 03Ha4aeT, 4YTo 06beKT byaeT yaaneH;
MepeMecTUTb B KapaHTUMH — O3HayaeT, 4YTo 06bekT byaeT
M30MMPOBaH B KaTasnore ;

MponycTuTb — 03HavaeT, 4yTo 06bekT GyaeT nponyweH 6e3
U3MEHEHW.

Peruncrpaumsa co6biTum

PETUCTPUPYET OWMBKM W Npoucxoasiumue

CO6bITUS B CNIEAYIOLLMX XYPHANax perncTpaumm:

(Event
Log);
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7.3.1. )XypHan onepauMoHHOW CUCTEMDI

B »ypHan perucrpaumm cobbITuii onepaumoHHol cucteMsl (Event Log)
3aHOCUTCS cneaytoLas nHdbopMaums:

coobLeHuns o 3anycke 1 oCTaHOBKE NnporpaMmbl;

napameTpbl JIMLEH3NOHHOO K/1t04EBOr0 caitna:
AEWCTBUTENbHOCTb WM HEAEWCTBUTENBbHOCTb JIMLIEH3WK, CPOK
AeACTBUS  NMueH3uM  (MHdOpMaumMsi 3aHOCUTCS MpuW  3arnycke
nporpaMMbl, B npouecce ee paboTbl M Npu  3aMeHe
NMLIEH3MOHHOTIO K/oYeBoro ¢aina);

napaMeTpbl MoAysieit NporpaMMsbl: CkaHepa, Sapa, BUPYCHbIX 6a3
(HdopMaUMsa  3aHOCMTCS MpU  3anycke MporpamMMbl U Npu
06HOBNEHUM MOAYNEN);

cooblleHMe O HeaeWCTBUTENbHOCTU JIMUEH3UWU: OTCYTCTBUE
KntoyeBoro chaina, OTCyTCTBME B KIOYEBOM (haiine paspelueHus
Ha  WCMONb30BaHWE  MoAyfeld  MporpaMmMbl,  JIMLEH3US
3a6/10KMpOBaHa, HapylleHue LENOCTHOCTM KitoyeBoro aina
(HbopMaLMs 3aHOCUTCA MpY 3amycke NpPorpaMMel 1 B npouecce
ee paboTbl);

coobuyeHns 06 obHapyxeHnn BUpYCoB;

YBEAOMJIEHNS O 3aBEpLUEHMM CpoKa AeNCTBUS  JIMLEH3UU
(wHdopMauma 3aHocuTcs 3a 30, 15, 7, 3, 2 u 1 pgHel po
OKOHYaHUs CPoKa).

MpocmoTtp ypHana perucrpaummu CcobbITHHA
onepauMoHHON CUCTEMbI

1.
2.

3.

OTKpOVITe MaHenb ynpaBneHus OI'IepaLl,VIOHHOVI CUCTEMBbI.

Boibepute paspen ApMUHMCTpupoBaHue — [lpocmoTtp
CobbITHiA.

B neBoit yactn okHa MpocMoTp Co6biTHMI BbiGEpUTE MYHKT
MpunoxxeHue. OTtkpoeTtcs CMMCOK COBbITWIA,
3aperucTpuMpoBaHHbIX B XKypHane  Monb30BaTeNbCKUMU
NpuUnoXeHussMn.  CTOYHUKOM  COOBLLEHMIA

aBnserca npunoxeHve Dr.Web for Outlook.
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7.3.2. TeKCTOBbIi1 YXypHan OT/IaAKun

B TEKCTOBbIN XXypHan OTNaZKW 3aHOCUTCS creaytowas MHdopMaums:

e COOOLIEHNS O AENCTBUTENIbHOCTM WM HEAENCTBUTENbHOCTU
NULEH3NK;

e CcoobLeHNs 06 0bHapy>XeHUW BUPYCOB;

e CO06LIEHMSI 06 OlWMbBKax 3anucu UM YTeHus daiinos, ombkax
aHanusa apxvMBoB Unu $aiinoBs, 3aLIMLIEHHBIX NMAPONeM;

e MapaMeTpbl MOAYNEN NpOrpamMMbl: CKaHepa, s$4pa, BMPYCHbIX
6a3s;

e COODLLEHNST 06 IKCTPEHHbLIX OCTaHOBKaX siApa NporpaMMbl;

e YBEOOMJIEHUS O 3aBEPLUEHUM CpoKa [AeNCTBUS  NIMLEH3UU
(wHdbopMauma 3aHocuTcs 3a 30, 15, 7, 3, 2 u 1 pgHel po
OKOHYaHUs1 CpoKa).

BeneHvne TeKCTOBOro XypHana nporpamMmbl MPUBOAUT K CHUXKEHMIO
6bICTPOLEWCTBUSI  CUCTEMbI, MOSTOMY PEKOMEHAYETCS BK/OYATh
perucTpaumio cobbITUN TOMbKO B CllyYae BO3HWUKHOBEHMSI OLIMOOK
paboThl

HacTtpoiika perucrpaumm cobbiTuii

1. Ha Bknagke AHTMBMpYC Dr.Web HaxmuTe kHOmMky XXypHan.
OTKpOeTCs OKHO HacTpOeK XypHana.

2. BblbepuTte ypoBeHb pAeTanusaumm (oT 0 go 5) ans 3anucu
co6bITUI:

e ypoBeHb 0 O3HA4YaeT, u4TO perucTpauusi CcobbiTuii B
TEKCTOBOM >XypHaJsie OT/NafKu He BeAeTcs;

e YpOBEHb 5 COOTBETCTBYET MaKCMMasnbHOWM AeTanusauum
PErUCTPUPYEMBIX COBBITUIA.

Mo yMOMYaHWIo perucTpaums cobbITUi OTKIOYEHa.

3. 3afanTe MakcMManbHbI pa3Mep (B kunobaiitax) daiina
XypHana.

4. Haxmute kHorky OK ans coxpaHeHWUs U3MEHEHU.
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OkHO YKypHan [OCTynHO TOSbKO MPW HanMuuu y Mosb30BaTens
A ® %\ npaB aAMMHWUCTPATOPA CUCTEMbI.

MpocMmoTp >xypHana cobbiTui

[ns NpocMoTpa TEKCTOBOro XYypHana cobbITWii NpOrpaMMbl HaXMUTE
kHornky [FlokasaTb B nanke. OTKPOETCS KaTanor, B KOTOPOM
XPaHUTCS XXypHar.

7.4. CTaTUCTUKa NpPOBEpKHU

B noutoBoM npunoxeHun Microsoft Outlook B pa3pene CepBuc —
MapameTpbl — Bknagka AHTUBMpYC Dr.Web (ana Microsoft Outlook
2010 B pa3pnene ®ain — MapameTtpbl - HaacTpoiikn HeobxoaMMo
BblbpaTb  MoAysb M HaxaTb KHOMKY
MapameTpbl HaACTPOMKM) COOEPXMTCS cTaTuCTUYeckas
uHdopmaums o6 oblem KonuyectBe O6BLEKTOB, MPOBEPEHHBbIX U
06paboTaHHbIX NPOrpamMMON.

O6beKTbl pa3fensitoTca Ha cneaytolme KaTeropum:

o MpoBepeHo — obLee KONMYECTBO NPOBEPEHHbLIX NUCEM;

o UH(PUMUMPOBaAHHBIX — KOMMYECTBO MUCEM, CcoAepXKalume
BUPYCbI;

o Mopo3puTeNbHbIX — KOMMYECTBO MUCEM, MPEANONOXUTENBHO
3apaXKeHHbIX  BMpYcOM  (cpabaTbiBaHWe  3BPUCTMYECKOMO
aHanusaTopa);

e BbIneuyeHo — KONMYECTBO OOLEKTOB, YCMELWHO BblIEYEHHbIX
nporpaMmon;

o HenpoBepeHHbIX — KOIMYeCTBO 06bEKTOB, NMPOBEPKA KOTOPbIX
HEBO3MOXXHA MW NPU NPOBEPKE KOTOPbIX BO3HWKIIN OLUMOKM;

o YUcTbIX — KOMYECTBO MUCEM, HE COAEPXALLUMX BPEAOHOCHbLIX
06beKkTOoB.

3aTeM yKasblBaeTCa KO/MYeCTBO OOBLEKTOB, K KOTOPbIM  6bln
NPUMEHEHbI AeNCTBUS:
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o lMepeMeweHO — KONMNYECTBO 06bEKTOB, NeEpPEMELLUEHHbIX B
7

e YpaneHo — KONN4ecTBo 06'bEKTOB, yOaneHHbIX U3 CUCTEMbI,

o MponyweHo — KOAMYECTBO OBBLEKTOB, MPOMYyLUEHHbIX 6e3
N3MEHEHWI.

Mo YMOSYaHUIo CTaTuCTuKa CoXpaHsieTcs B daine
drwebforoutlook. stat, KOTOpbIM HaxoAMTCS B KaTanore
%USERPROFILE%\DoctorWeb (8 Windows 7, C:\Users\<ums
nonb3oeamessi>\DoctorWeb).

®ann cratuctukm  drwebforoutlook.stat Beaetcs oTaensHo Ans
A% % KaXaoro nonb3oBaTensd CUCTEMbI.
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8. bpanamayasp Dr.Web

npeaHasHa4yeH Aand 3aliuTbl  Ballero
KOMMblOTEPAa OT HECaHKUMOHMPOBaAHHOIo  AoCTyna N3BHE n
NpeaoTBpalleHnsa YTEYKU BaXHbIX AdHHbIX MO CETW. OTOT KOMMOHEHT
NO3BONSAET BaM KOHTPO/MPOBATb MOAKNOYEHME U nNeEpeaadvy AaHHbIX
no cetn MHTepHeT un 6J'IOKMp0BaTb noAO3pUTENbHbIE COEAUHEHUA Ha
YPOBHE NMaKeToB U I'IpVIJ'IO)KEHMl\/'i.

NpeAoCTaBNAET BaM cneayowme npenmyLllecTsea:

KOHTPOSIb M UNbTpauMsi BCEro BXOASILEro M WUCXOASLLEro
Tpaduka;

KOHTPOSIb MOAK/THOUYEHMSI HA YPOBHE MPUSOXEHUN;

(bnNbTpaumMsi NAKETOB Ha CETEBOM YPOBHE;

6bICTpOE NepekoyeHne Mexxay Habopamu npasun;
perucTpaumst cobbITui.
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8.1. O6yueHune bpanamayspa

Mocne ycTaHoBkM BpaHpmayspa HEKOTOpOe BpeMsi B npouecce
BaLueli paboTbl 3a KOMMbLIOTEPOM MPOM3BOAUTCS 0ByYeHME NPOrpaMMbI.
Mp1 0BHapY>XEHUM MOMbLITKN CO CTOPOHbI OMEPALMOHHON CUCTEMBI UK
NoMb30BaTENbCKUX NPUIOXEHUI NOAKMIOUUTLCS K ceTu Bpanamaysp
npoBepsieT, 3afaHbl S ANs 3TUX NporpamMM npasuna GuabTpaumu, u,
€CnMM  MpaBwia  OTCYTCTBYIOT,  BbIBOAMT  COOTBETCTBYlOLLEE
npeaynpexaeHve:

Y¥eegomnenne DrWeb bpangmayapa

D Local Security Authority Process

Dr.Web BpaHamaysp obHapy»#MA NonLITKY 40OCTYMa K CeTH

MpunoxeHne [ Local Security Authority Process
MyTb K NPHMAKEHMHD; Ci\windows\system32)sass.exe
LudpoBan noanmcs: & Microsoft Windows
¥ aaneHHsIi agpec: tep:f/10.0.0.230
MopT: 135 {epmap)
HanpasneHwe: WcxonAwee

Brmmatmne:

A
A= -(OTcyTcTEYeT CeTeEO0E NPABMN0 ANA NPMNOKEHAR

3anpeTHTE OAHOKPATHO PazpelmTs 0AHOKPATHO

s Mpu paboTe nog oOrpaHWuyeHHOM Yy4yeTHoM 3anucbio ([oCTb)

ﬂ BpaHaMay3p Dr.Web He BblgaeT nonb30BaTenio
NpenynpeXxaeHust o MormbITkax AoCTyna K cetu. MpeaynpexaeHus
6ynyT BblgaBaTbCs  MOA  YYETHOW  3amucblo € npaBamu
aAMMHUCTpaTOpa, €C/IM Takasl CEeCCUst aKTMBHAa OAHOBPEMEHHO C
roCTeBOM.
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O6paboTka cooblieHnit

1. Tpu 06Hapy>XeHWUW MOMbITKMA NOAKIOUYEHUS K CETU CO CTOPOHbI
NMPUNOXEHUS, 03HAKOMBTECH CO CelytoLLen MHdopMaLein:

MpunoxeHue HauMeHoBaHMe mporpamMMbl. YA0CTOBEPLTECH,

YTo MyTb K HEMY, YKasaHHbIM B none MyTb K
NPUIOXKEHUIO, COOTBETCTBYET MpPaBUIbHOMY
pacroNOXeHWIO MPOrpaMMbl.

MyTb K NpUAOXeHWo ToAHbIA ~ MyTb K UCMOnHsieMoMy  chaiiny

NPUNOXEHUA U ero nMs.

Lndposas nognuce  LindpoBas Moanmch NpUIoKeHMs.

LleneBoi appec [poTokon w© agpec XxocCra, K KOTOpPOMY

COBEPLUAETCA NMOnbITKa NOAKIHYEHUA.

MopT [lopT, NO KOTOPOMY COBEpLUAETCA MOMbITKa
NOAK/OYEHMS.
HanpaeneHue Twun coeanHeHus.

2. Tlpumute pelleHne o noaxoasien Ans  AaHHoro Cnydas
onepauunn u Bbl6epVITe COOTBETCTBYOLLEE [EeNCTBUE B HUXKHEN
4acCTu OKHa:

e YTO6bI OAHOKPATHO 6/10KMPOBaTb A@HHOE MOAK/IOYEHME,

Bbl6epVITe pencrene 33I'IpeTVITb OAHOKpPATHO,

yTOGbl OAHOKPATHO MO3BOMUTL MPWUIOXKEHWUIO AaHHOE
noakmnoyeHne,  Bblbepute  feictBue  PaspewmTb
OAHOKpPATHO;

yTo6bI NEpenTH K hopMe co3aaHusa npasuna hunbTpauum,
BblbepuTe pgelictBue Co3patb npaBuio. OTKpoeTcs
OKHO, B KOTOpPOM Bbl MoOxeTe Jnubo BbIbpaTh
npeaycTaHOBNEHHOE MpaBufio, /MO0 Bpy4yHyl0 CO34aTh
NpaBuno AN NpUIOXKEHWHN.
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@ Bpariamay=p Dr.Web
o
@ Internet Explorer
OBHaPYKEHS! MPOBRENSI MPH MOMBITKE CETEBOMD AOCTYNA
OTCyTCTBYeT COOTBETCTBYIOLE e ana ng ()
Bt MOXKETE PaspEILIATS, SAMPETHTE M 0COB5IM OBPASOM HACTPOMTE CETEBOH AOCTYN AMS MPUAGKEHMS. L5
sToro nufio BeifepuTe 0AHE M3 MPEAYCTEHOBNEHHLIX NPaBKA, MB0 Co3AaMTE CBOS NPABMNG AN NPUACKEHHS.
MpHnookerie (& Internet Explorer
TMyTh K NpMnOsKErI0: C:\Program Files (x86)\internet Explorer explore. exe
Linposas noamcs: & Migosoft Corporation
Anpec: tp:/f10.4.0.14
Mopr: 4545 (worldscores)
Hanpasnerme: Moxonawes
(@) MPUMERTE NPEAYCTSHOBNEHHOE NPABUNG
Paspel ceTemble N Ha nopT 4545 (worldscores) -
(©) CoznaTs csoe npasing
o

3. Haxmute kHomky OK. BpaHamaysp BbINOAHUT YKa3aHHYHO
BaMW OMnepaumio, 1 OKHO ornoBeLleHust byaeT 3akpbITo.

A [ins co3faHns NpaBu HeO6XOAMMbI NpaBa afMMHUCTPaTopa.

B cnyyasax, korga nporpamma,

ocyLlecTBAsoLLasn

nonbITKY

NOAK/IOYEHUs, YXe Uu3BecTHa Bpanpamayspy (To ecTb Ans Hee
3afaHbl NpaBuia hUNbTpaLUmumn), HO 3amnyckaeTcs ApPYrMM HEU3BECTHLIM
npunoxeHneMm (poauTenbCKMM npoueccoM), Bpanamaysp BbIBOAUT

COOTBETCTBYlOLUEE NPEAYNpPeXaeHHe:
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Y¥eepomnedne bpanamay3pa DrWeb
@ nslookup
BpaHamaysp Dr.\Web ofHapyun nonbITky A0CTYMa K ceTH
MpunoseHre 'gl‘ nslookup
My Tb K NPUNOKEHNI: C:\Windows\System32'nslookup.exe
Ludposan noanucs: & Microsoft Windows Verification PCA
¥ AaneHHkIi aapec: udp://10.0.0.235 (dc.i.drweb.ru)
MopT: 53 (domain)
HanpagneHue: Wcxoaswee
Brimanme:
5 -(CeTeB0e NPUNOKEHWE 3EMYLLEHD HEWSBECTHBIM MPOLIECCOM
[ 3ENPETUTh OAHOKPATHO ] | PE3peLMTh 0AHOKDATHO

MpaBuna ans poanTENbCKUX NMPOLIECCOB

1. Mpu obHapy>eHUM NOMbITKN NOAK/IIOHEHUS K CETU CO CTOPOHBI
NpUoXeHUs, 3aryLeHHOro HEM3BECTHOW Ans
nporpamMMom, 03HaKOMbTeCh C MHGopMaLmelnn 06 UCNONHSAEMOM
(aiine poauTenbCKOM NPOrpaMMbl.

2. Korga Bbl MpuMeTe pelleHWe O MoAXoAsWen Ans [AaHHOro
CnyYast onepauum, BbINOJTHATE OAHO M3 CeaytoLWni AeNCTBUIA:
e yTOBGbl  OOHOKPATHO  6/IOKMpOBaTb  MOAK/OYEHME
MPUIOXEHUS K CETU, HAXXMUTE KHOMKY 3anpeTuTb;
e YTOGbI OAHOKPATHO No3BOMUTb NPUNOXKEHUIO
NOAKIOUNTLCA K CETU, HAXMUTE KHOMKY Pa3peLwumnTsb;

e yTObbLI CO3zaTb npasuno, HaxmuTe Co3aaTh NPaBUIO U
B OTKPbIBLUEMCS OKHE 3aflaiTe HeobxoauMble
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@ Bpariamay=p Dr.Web
@
@ nslookup
OBHaPysKeHsI MPOBNENs! MM NOMITKE CETEBOrD AOCTYNE
Cetegoe n y I @)
EChM Bi1 HE YBEPEHbI B TOM, HTO MPMIOXERHIO HEOBXOAMMD SaMYCKATS CETEBHIE NPOLECTb], 3aMPETHTE Taryo
BO3MOMHOCTE ANA NPUACKEHUA
Orucarite PaspewmMTs  BrokWposaTh  MsmaTens  MyTe
B Windows Command Processar ® @ & Microsof... C:\Windows\System32\and.exe

3. BpaHpamayap BbIMOMHUT YKa3aHHY0 BaMU OMepauuio, U OKHO
onoBeLLeHNs ByAeT 3aKpbITO.

TaKke BO3MOXHA CUTyaLMs, NMpWU KOTOPOW HEU3BECTHOE MPUIOXEHUE
3anyckaeTcs APYrM HEM3BECTHbIM MPWUIOXKEHMEM, B TaKOM Clyyae B
npenynpexaeHun 6yfeT BbiBeAeHa COOTBETCTBYIOLLAsA MHbOpMaLMa U
npu BbiGope Co3gaTb NPaBMIIO OTKPOETCA OKHO, B KOTOPOM Bbl
MOXETE HaCTPOUTb MpaBuna U is NPUNOKEHNN, U 4118 DOAUTENLCKIX
MpPOLIECCOB:
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nslookup

OfiHapyeHel Npofinemsl MW NOMLITKE CETEBOr0 A0CTYNA

he

OTCyTCTBYET COOTBETCTRY ceTeBoe nf onA np @

Bl MOXKETE PASPEWNTE, SaNPETHTL Mk ocobsiM 06Pa30M HACTPOWTE CETEBOI AOCTYN ANS NpUNCKERNS, Ana
3Toro nubo BeiBEpUTE 0AHO M3 NPeAYCTaHOBNEHHEIX NPaBA, Nbo cosaaiTe CBOE NPABMI0 ANA NPUNGKEHWA.

(@) MPUMEHUTL NMPEAYCTEHDBNEHHOE MPABHNG

Pa3pelwmTs CETEBbIE MO, Ha nopT 53 (domain) hd

(©) Co3naTh cBoe Npasino

CeTeBoe NpU YULEHD CTHEIM NPOLECCOM

ECAM Bl HE YBEPEHBI B TOM, 4TO NDHNOHEHMID HEOBXONMMO 3aMYCKaTE CETESkIE
MPOLECCh], 33NPETUTE TAKYI0 BOSMOKHOCTE ANA NPUNCHKEHMS

OnucaHe Paspewnts  BnokupoBaTh  MspaTens NyTb

B8 Windows Command Processor (@) ® & Microsof... C:\Windows\System32\emd. exe
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8.2. YnpaBneHue bpaHaMmayspom

BpaHaMmaysp  YCTaHaBNMBAaeTCs  Kak  KOMMOHEHT  CETEBOrO
MOAK/IOYEHNST M 3aMycKaeTcs  aBTOMaTMYecku TMpu  3arpyske
onepaumoHHOW cucTeMbl. MNpyu HEOBXOAUMOCTU Bbl MOXKETE BPEMEHHO
Np1oCTaHoBUTL paboTy BpaHamayspa, NpPOCMOTPETb CTATUCTUKY
(OUNLTPaLMK U M3MEHWUTbL HACTPOMKM MPOrPaMMbl.

s Mocrne OTKPbLITUSI CECCMU MOA OrpaHUYEHHOM YYETHOM 3amnucbio
A (Toctb) Bpanpmaysp BblgaeT coobueHne o6 owubke poctyna.
lMpn 3TOM B MeHio SplDer Agent coctosiHme bBpanHpamayspa
oTobpaxaeTcs kak HeakTvBHoe. OfHako Bpanamaysp BKIOYEH U
paboTaeT B COOTBETCTBMM C HACTPOVKaMW MO YMOMYaHWIO WM C
HacTpoiikamu, 3aaHHbIMKU paHee B aAMUHUCTPATUBHOM pexume.

OCHOBHble CpefcTBa HacTpoWikv W ynpaBneHust BpaHpamayspom
cocpefoTodeHbl B rpynne BpaHaMayap KOHTEKCTHOro MeHo SpIDer
Agent:

O nporpamme
3aperucTpHpoBaTE JTMLEHINHD
Moii Dr.Web

Cnpaeka

@SpIDer Guard 2
E SplDer Mail 2

¢ Bpanamaysp 4 CratneTnka
§2 OBHosneHne

§5) Cranep

E OrkntounTe CamozamTty

Hactpoiiku

OTknrounTe

MHCTpyMeHTsI 3

Mone3oBaTENBCKWA peEsMm

pynna BpaHAaMay3p BKIOYAET cneayowme NyHKTbI:
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Cratuctvka OTKpblBaeT  OKHO,  coAepxaliee  cBedeHus 06
06paboTaHHbIx BpanamMayspom cobbITusX

Hactpoiiku [aHHbIM NYHKT HEAOCTYMEH B M0/1b30BaTE/IbCKOM PEXUME.

MpepocTaBnsieT AOCTYN K OCHOBHOWM YacTW HacTpauMBaeMblX
napametpos bpaHamayapa.

BoccraHoBuTb napametpbl paboTbl nporpamMmsl,
MCMosib3yeMble MO YMOMYaHUIO, @ TaKXe 3KCMOpTUPOBaTb
WM MMNOPTUPOBaTb HACTPOMKW Bbl MOXETe B pasjene
BoccraHoBneHmne OcCHOBHbIX HAacTpoek AHTMBMpYC Dr.
Web.

OTKMIOUNTL/ [aHHbI NYHKT HEAOCTYNEH B [N10J1b30BATE/IbCKOM PEXUME.

3anycTuTb
Mo3BoONSET BPEMEHHO OTK/IOYUTb WM 3aHOBO 3amyCTUTb

MEXCETEBOM SKpaH.

MNyHKT 3anycTuTb MOSBASETCS B MEHIO B TOM Cly4ae,
Korga pabota Bpanamayaspa 6bina NpMOCTaHOBNEHA.

BpeMeHHoOe oTKJIloueHne bpaHaMayapa

Bbl MOXXeTe BpEMEHHO OTK/I04YaTb MEeXCEeTEBOM SKpaH.

OTknoueHmne PyHkumMii BpaHgMmayspa

[aHHoe [EICTBME HEBO3MOXHO B [10/1b30BATELCKOM pexunmMe.

MpuberaiiTe K 3TON BO3MOXHOCTH C OCTOPOXHOCTbHO.

1. OTKpoTe KOHTEKCTHOE MeHI0 3Hauka SpIDer Agent ﬁ
2. B noameHio BpaHaMayap BbibepuTe MYHKT OTKAOUNTD.

Mpu  oTkntoyeHun  BpanHpgmayspa  3anpalvBaeTcs  Kog
noaTBepxaeHus unn naponb (ecnv B pasgene CamosawmTa
OcHOBHbIX HacTpoek AHTUBMpYC Dr.Web Bbl yCTaHOBUIM (PniaXkok
3awmwaTtb naponem Hactpoiiku Dr.Web).
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BoccraHoBneHue pyHkunii BpaHgmayapa

1. OTKpoWiTe KOHTEKCTHOE MEHIO 3HaYKa L3
2. B noameHio BpaHaMayap BbibepuTe MyHKT 3anyCTUTD.
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8.3. Hacrtpoika bpangmayaspa

HacTpoiiku BpaHamayspa HefoCTynHbl B [0/1b30BATENLCKOM

ﬂﬂ. pexume.

[Ans Hauana paboTbl ¢ BpanaMay3pomM HeobXxoaMMO:
e BLIOPaTL PEXMM PAaboTLl NPOrPaMMbI;
e HaCTpOMUTh CMVCOK aBTOPU30BAHHbIX MPUIOXKEHWI.

Mo ymonuaHuio Bpanpmaysp paboTaeT B pexuve obydeHus. Mpu
3TOM BHE 3aBMCUMOCTM OT pexmma paboTbl  MPOM3BOAMTCS
DErUCTPALINS COBBLITUN,

B cnyyae BO3HMKHOBEHWs npobnemM C obwwM AOCTYNoM K

H'ﬂ noaktodeHnto MHtepHeta (T.e. 6nokupyetcs goctyn B MIHTEpHET ¢
KOMIMbIOTEPOB, MOAK/IOYEHHBIX K Y3710BOMY), HacTpolTe Ha
Y3/10BOM KOMMbtoTEpE NpaBUo As NakeTHOro unbTpa,
paspelatoliee BCe NakeTbl W3 MOACETW, COMMlAaCHO BaLLMM
JIOKasbHbIM HACTpOiiKaM.

OCHOBHblE CpeAcTBa HACTPOMKM U YrpaBneHUs CeTeBbiM (USIbTPOM
bpanpmaysp Dr.Web cocpenotoyeHsl B rpynne bBpaHamaysp
KOHTEKCTHOro MeHio SpIDer Agent.

Hacrtpoiika ceteBoro ¢omnbTpa

1. OTKpo¥iTe KOHTEKCTHOE MEHI0 3Hauka SpIDer Agent 'ﬁ

2. B noameHio BpaHaMay3p BbibepuTe nNyHKT HacTpoiikm.
OTKpoeTcs Bknaaka bpanagMayap okHa HacTpoek AHTUBMPYC
Dr.Web, cogepxaluas cnegyioowme pasgens:

e pasgen [lpunoxeHvs, B KOTOPOM 3ajaloTcs napameTpbl
mnbTpaumMM Ha YPOBHE MPUTOXEHWIA;

e pasgen PoanTesnbekve rpoLecchl, B KOTOPOM 3a4atoTcs
npaBwfia 3anycka NMpPUIOXKEHUIA PasfMYHbIMU MPOLECCaMm
W APYTrUMN NMPUNOXEHUSAMN;

e pasgen Murepdelickl, B KOTOPOM 3afaloTCs MapaMeTpbl
(UNbTPaLMK Ha YPOBHE CETEBbLIX MaKETOB;
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e pasgen , B KOTOpPOM 33[aeTcs pexuM
paboTbl

3. BHecute HeobxoanMble N3MEHEHUA. Ona noJly4YeHuns
MHd)OpMaLl,VIVI (o] HaCTpOVIKaX, PaCrnonoXeHHbIX B pasgene,
HaXXMUTE Ha CCbINIKY CnpaBKa.

4. Tlo OKOHYaHWM PEAAKTUPOBAHWUS HACTPOEK HAXKMUTE KHOMKY
OK [ns COXpaHEHMSt BHECEHHbIX W3MEHEHWH WM  KHOMKY
OTMeHa A1 0TKa3a OT HuX.
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8.3.1. Pazpen NMpunoxxeHus

(DMJ'II:TpaLI,MFI Ha YpOBHE I'IpVIJ'IO)KeHMl\;I NO3BONAET KOHTPO/MPOBATb
[OOCTYIN KOHKPETHbIX NporpaMM M NpoLeccoB K CEeTEeBbIM pecypcaM. Bbl
MOXETE 3a[aBaTb NpaBWna KakK ANA MOoNb30BaTENbCKUX, TaK U ANs
CUCTEMHbIX I'IpVIJ'IO)KeHMl‘;I.

A

[Ons kaxpaoi nporpaMMbl MOXeT 6biTb He 6onee ogHoro Habopa
npasun hunbTpaumm.

& Hactpoiikn [
‘OcHoBHEIE Poautensckuil KOHTpONE SplDer Gate  SplDer Mail ~ SplDer Guard  [=IERLITEWET
. npl‘U'ImKEHVIH Tun npasuna OnucaHue Myt
Ponnenscie & Ocobbiit [ Local Security Authority ... C:\Windows\System32Ys. ..
npolscckl &5 Ocobbi Java(TM) Update Checker C:\Program Files (x86)\C...
. & OcoBeiit [ Host Process for Winda... C:\Windows\System32'sv...
Wrepgeiice &5 Ocobbi [ Host Process for Winda... C:\Windows\System32\ta...
MononkutensHo & OcoBeiit Jor.web Contral Service C:\Program Files (x86)\Pr...
&5 Ocobbi Jor.web Updater C:\Program Files (x86)\Dr...
& Paspewats sce B VKSaver tray proxy for ... C:\ProgramData\VKSaver...
\& OcoBbiit a Skype C:\Program Files (x86)\sk...
\e=) Ocobbi ) Bonjour Service C:\Program Files\Bonjour), ..
\& OcoBbiit [ services and Controller ... C:\Windows\System32'se. ..
&4 Paspewats soe @ Firefox C:\Program Files (x86)\M...
\& OcoBbiit T CucTemHini npouece SYSTEM
\e=) Ocobbi T Windows Start-Up Appli... C\Windows\System32wi...
WamermTe. .. KonuposaTs... Yaanute
Cnpaexa

B paHHOM pa3gene Bbl MoxeTe opMMpoBaTb Habopbl npaBun
GunbTpaumn, co3gaBas HOBble, peaakTUpys CyLIeCcTBylOWME WK
yoanss HeHYXHble npaswna. MpunoxeHune OAHO3HAYHO
MAEHTUDULUMPYETCS MOSHBIM MYTEM K MUCMosiHaeMoMy cany. [Ans
YKa3aHusi sapa onepaulmoHHoW cucteMsl Microsoft Windows (npouecc
system, Anis KOTOPOro HET COOTBETCTBYIOLIErO MCMOJSIHAEMOro daiina)
ncnonb3yetcs nmsa SYSTEM.

136



A7 P
“ﬁ

S
W,

v

8. bpaHamayap Dr.Web

Ecnu daiin npunoxeHus, Ansi KOToporo 6b10 CO3A4aHO MpaBwsio,
n3MeHuncs (Hanpumep, 6bin0  ycTaHoBneHO OOHOBNEHWE), TO

NpeanoXnT NOATBEPANTb, YTO MPUNOXKEHUE MOXET
obpallaTbcs K CETEBLIM pecypcam.

AL

dopMmupoBaHme Habopa npaBun

[na dopMupoBaHua Habopa npasu BbIMOMHUTE OAHO U3 CEAYIOLLIMIA
JeiACTBUI:

e yTO6bl CO3aaTb HAbOp MpaBwA s HOBON MPOrpamMMbl, HaXMUTE
kHonky Co3paThb;

e yTO6bl OTPEAaKTMPOBaTb  CYLIECTBYIOWMIA Habop npasun,
BbIGEPUTE €r0 B CMIUCKE M HAXMUTE KHOMKY U3MEHUTD;

e yTO6bI A06aBUTHL KOMMIO CYLLECTBYHOLEro Habopa npasun,
HaxxmuTe kHonky Konmposatb. Konusa pobasnsercs nop
Bbl6paHHbIM Habopom;

e yTO6bI YyaanuTb BCe MpaBuna Ans NporpaMmbl, BblbepuTe
COOTBETCTBYIOWMA Habop B CAMCKE W HaXMUTE KHOMKY
Yananuto.

Ecnn Bbl co3ganu 6nokupytollee npasuio Ans npouecca  Unu
yCcTaHoBUAM pexvMm BriokMpoBaTb Heu3BeCTHble COefiMHEHMUS
B pasjene , @ NOTOM OTKIIoUMAKN 6nokupyioLlee
npaBuIO0 WM U3MEHWNN pexum paboTbl, 6nokuposka 6yaet
[leCcTBOBaTb [0 MOBTOPHOM MOMbLITKM YCTaHOBUTL COEAMHEHUE,
VHWLMMPOBAHHOW CaMUM MPOLIECCOM.

MpaBuna gns NpuIOXKEHNH

B okHe Co3sgaHme HOBOro Habopa npaBun (v
PepaktupoBaHue Habopa npaBwui) oTObpaxaeTcs Tun npaBwia
ANS KOHKPETHOrO MpPUMIOXKEHUS MM Mpouecca, a Takke CrMCoK
npaBus, ecnv BblbpaH TvN npaeBuna OCo6bIi. Bbl MOXETe U3MEHSITb
TMN  npaBuna, ¢OpPMUMPOBaTb CMUCOK, [A00aBnsis  HOBble WK
penakTMpysl CyLecTBytolme npaBuia GUnbTpaumm, a Takke U3MeHss
NopsiAoK WX BbINOSIHEHMSI. MpaBuna NPUMEHSOTCS NMOCNeA0BaTENbHO,
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cornacHo o4epeaHoCTU B CNUCKE.

[na poctyna K 3TOMy OKHy B HacTpovkax BpaHpgmayaspa Bblibepute
pasgen MpunoxeHnsa 1 HaxmuTe kHorky Co3gaTb WM BbibepuTe
NPUNOXKEHNE U HAXMUTE KHOMKY U3MEHUTD.

Mpwn pa60Te B pexxknMe 0byyenus, Bbl MOXETE MHUUMMPOBATb Co3a4aHue
npaBuna HENOCpeACTBEHHO W3 OKHa OnoBeEWeHUda O NonbIiTke
HECaHKLUMOHNUPOBAHHOIO NOAKIOYEHUA.

-‘;‘,E PepakTupoeaHie Habopa npaenn gna SYSTEM =
YiamuTe Gain MM NpoLLece, ANA KOTOPOro CO3AAETCR CETEBOE NPaBMNo:
SYSTEM Ofisop... |*
BrifeprTe TMN NpaBKna:
[Omﬁblﬁ V]
BraroqeHo  deicTene WMA npasuna Tun coeguHena  Onie *
i PaspewaTs na...  SYSTEM: Allow incoming M3DS5... Bxogswee .I5L||ou\|J B
PaspewaTte na...  SYSTEM: Allow outgoing meds...  MWcoxogswees Allow
|71 DaznoimzTe ns SVETEM: Allmuar o bmminn Mot Mrvnnonas Allnas T
| T | 3
[ Coznate... ] [ W3MEHUTE. .. ] [ KonupoeaTe ] [ ¥aanuTe ]
Cnpagka [ oK | ’ OTMeHa ]

Ons kaxporo npaBWna B CNUCKe MNpeaoCcTaBsieTCs  creaytollas
KpaTkas uHcbopMaums:

BkntoyeHo CocTosiHWE npaswna.
[elictBue YKasblBaeT Ha NENCTBUE, BbINOJIHAEMOE
BpaHaMayspoM npu rnorbiTke nporpamMmsl

NOAKITIOYNTBLCA K CETU MHTepHeT:

o BriokupoBaTb nakKeTbl — 610KMPOBATL MOMbITKY
MOAKIOYEHMS;

o Paspewartb nakeTbl - paspewnTb
NOAKIOYEHNE.

Mms npasuna HaseaHune npasuna.
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Mapametp OnucaHue

Tun coeamHeHus YKa3bIBaeT Ha MHULMATOPaA NOAKIIOYEHUS:

o Bxopsduiee -— MpaBWIO MPUMEHSIETCS, €Cn
VHALUMMPYETCS  MOAK/IOYEHWE U3 CETU K
MporpamMMe Ha BalleM KOMMbOTEPE;

o Wcxopswee — npaBuIoO TMNpUMEHSIETCH, €Cn
NOAKIIOYEHNE UHULMKMPYET MporpamMMa Ha BalleM
KOMMbIOTEPE;

e JIlo6oe — npaBWIO  MPUMEHSIETCS  BHE
3aBACMMOCTM  OT  TOrO, KTO  SIBNSieTCs

MHULMATOPOM MOAKIHOYEHNS.

OnucaHune [Nonb30BaTenbckoe onucaHue rnpasuna.

PepaxkTupoBaHue npasun

1. B OTKpbIBWEMCS OKHE 3aAaiiTe MporpamMMy WM mpouecc, Ans
KOTOpbIX OyAeT npuMeHaTbCs Habop npasBwn. [Ans 3Toro
BbIMOJ/IHUTE OAHO U3 CIIEAYIOWMX AEACTBUM:

e uTO6bl 334aTb Habop MpaBWA ANs MNPOrpaMMbl, HaXMUTE
KHoMKy O630p U BbIbEpUTE  UCTONHSEMBIM  aitn
nporpaMMbi;

e uTOb6bl 3a4aTb Habop MpaBWn AN Npouecca, HaXMUTe
CTpenky Ha kHonke 0630p, BbibepuTe 3anyLieHHoe
NPUIIOIKEHUE N YKaXKNTE NPOoLecc;

2. BbibepuTe TVN NpaBuna:

e Paspewatb Bce — Bce COeAMHEHUS MPUNOXEHUs 6yayT
paspelLeHbl;

e 3anpewatb BCe — BCE COEAVMHEHWUS MPUIOXEHNS
3arpeLleHbl;

e OCo6blii — B 3TOM pexuMe Bbl MOXETE CO3AaTb Habop
NnpaBwui, paspeLLalolmnx UM 3anpelarwmx Te UK UHble
COEAMHEHUS MPUNOXEHMS.

3. Ecnu Bbl BbiGpanu Tun npaBuna OcobbIi, co3aaiTe Habop
npasun Anst NPUIOXEHUS UCMONb3yS CleayloLmMe Onuum:

e uyTO6bl A06aBWTL HOBOE MNPaBMIO, HAXMUTE KHOMKY
Co3patb. MpaBuno Ao6aBnsSeTCa B KOHEL, CUCKa;

e UTOb6bl OTPEAaKTMPOBaTb BbIGPAHHOE MPaBWMO, HAXKMUTE
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KHOMKYy U3MeHUTb;

e yTO6bl 106@BUTHL KOMUIO BbIOPaHHOrO MpaBw/a, HaXMWUTE
kHonky KonmmpoBaTtb. Konus pobaensieTcs nocne
BblOpaHHOro NpaBwna;

e yTO6bl YAANUTb BbIGpaHHOE MPaBMIO, HAXMUTE KHOMKY

Yananuto.
4, Ecnn Bbl Bblibpanu co3gaHWe HOBOrO WM peaakTupoBaHue
CyllecTsylowiero  npasuna, B

0TO6pasMBLIEMCS OKHE.

5. Tlo oKOHYaHWM pefakTUPOBaHWUA CMUCKA HaXMUTE KHOMKY OK
Ana  COXpaHEHUA BHECEHHbIX M3MEHEHUIA WU  Ha KHOMKY
OTMeHa A/151 0TKa3a OT U3MEHEHUIA.

HacrpoMka napameTpoB npaBuia

MpaBuna GUAbTPaUMKM  PEryMPYIOT  CETEBOE  B3aMMOAEWCTBUE
NporpamMMbl C KOHKPETHBIMI XOCTaMM CETW.

-.i Pegaktupoeanmne npaewna SYSTEM: Allow incoming MSDS connections @
Ofwee
MMA npasina: SYSTEM: Allow incoming MSDS connections
OnucaHne: Allow listening on tcpfudp: /f=:445. -

CocToAHue: AKTHEHOD — TN coeAMHEHKA: Bxogslee -
[eiicTeme: PaspewaTk nakeTel ¥ AypHaNMpOBaHHE: BIKoHEHD A

HacTpoiiki npasuna

NokansHe nopT

TP all - Nioboit PaBeH -
TCP & LDP - 445 microsoft-ds

Cnpaeka OK ] | OTheHa
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Co3paHue npasuia

1. 3apaiiTe cneayolme NapamMeTpbl NpaBuna:

O6bee

MMs npaBuna  MMs co3paBaeMoro/penakTMpyeMoro npasuia.

OnucaHne KpaTkoe onvcaHue npasuna.
CocTosiHne CocTosiHne npasuna:
e AKTMBHO — NPaBuWIO MPUMEHSIETCS;
e HeakTMBHO — npaBWIO BpPEMEHHO He
NpuMeHsieTcs.

Tun MNHuumnaTop noaknoyeHus:

UL e Bxopsiwiee — MnpaBuIO MNPUMEHSIETCS, €cnu
MHULMMPYETCS  MOAK/IOYEHWE U3  CEeTU K
nporpaMMe Ha BalleM KOMMbIOTEPE;

e Ucxopsiwee — npaBuio MPUMEHSETCS, €Cv
NMOAK/IIOYEHNE  MHULUMMPYET MporpaMMa Ha
BalLEM KOMMbIOTEPE;
e Jlioboe — nMpaBWIO MpPUMEHSETCS  BHe
3aBMCMMOCTM  OT  TOr0, KTO  sBAsSeTCH
MHMLMATOPOM MOAK/OHEHNS.
[elictBue YKkasblBaeT Ha [IeNCTBUE, BbINOJIHAEMOE

BpaHaMayspoM npu MOMbITKE ~ MPOrpamMMbl
MOAK/HUMTLCS K CETU MIHTEPHET:

e BrniokMpoBaTb MakeTbl — 6/10KMPOBaTh
MOMbITKY MOAK/OYEHMS;

e Paspewartb nakeTbl - paspewmnTb
NOAK/OYEHME.

Hacrpoiiku npaBuna

MpoTokon [pOTOKOMbI CETEBOrO W TPAHCMOPTHOIO YPOBHS, MO
KOTOPbIM OCYLLECTB/SETCA NOAK/IIOYEHNE.

MoaaepXXuBaloTCa  Cneaytolmne MpoToKOsbl CETEBOrO
YPOBHS:

. IPv4;
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Bxoaswmii/
Mcxoaswmi
aapec

Bxoasmin/
Vcxoaawmin
nopT

o IPV6;

o IP all - npotokon IP nto6oi Bepcum.
MoanepxmBatoTcs cnegyiowime MPOTOKOSbI
TPaHCMOPTHOrO YPOBHS:

e TCP;

e UDP;

e TCP & UDP - npotokon TCP nan UDP;
o RAW.

IP-agpec ymaneHHOro XxocTa, Y4YacTBYHOWEro B
MoOAKMtOYEHMN.  Bbl  MOXeTe  ykasblBaTb  Kak
KOHKpeTHbI agpec (PaBeH), Tak U AuanasoH agpecos
(B pMana3oHe), a Takke MacKy KOHKPETHOM MOACETU
(Macka) unM Macku BCEX MOACETEN, B KOTOPbIX Balu
KomnbtoTep nmeet ceteBon aapec (MY_NETWORK).

YTobbl 3aaaTb MpaBMIO ANSi BCEX XOCTOB, Bblbepute
BapuaHT J1to60M.

MopT, MO KOTOPOMY OCYLUECTBASIETCS MOAK/IOYEHNME.
Bbl MOXeTe yKasblBaTb KakK KOHKPETHbIM nopT (
PaBeH), Tak 1 agnanasoH noptos (B AnanasoHe).

YTtobbl 3apaTb MpaBWIO AN BCEX MOPTOB, BblbepuTe
BapuaHT J1to60M.

2. o OKOHYaHMM pEenaKTUPOBaHWUs HaxmuTe KHOMKy OK ans
COXPaHEHWsI BHECEHHBbIX U3MEHEHMI WKW Ha KHOMKY OTMeHa
A1 OTKasa OT U3MEHEHUI.
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8.3.2. Pazpen Poautenbckue npouecchbl

YTob6bI paspewnTb WIKU 3anpeTuUTb npoueccaM n NpPUNOXKEHNAM
3anyckaTb Apyrve TpunoxeHuus, B pasgene PopuTenbckue
npoueccsl 3ajante HeobxoanMeble N pasuna.
& Hacrpoficn [
‘OcHoBHEIE Poputenscimil kKoHTponb SplDer Gate  SplDer Mail ~ SplDer Guard  [SlERLIFEVEY]
I'Ipmnozkerw MpunoxkeH1e P.. B Myme
 Poaurenuciare = \"J‘ind.ujt\‘s Explorer o ) Cr\Windows\explorer exe
npoyecchl ] Userinit Logon Application @ T Cr\Windows\System32\us...
W . [ Task Scheduler Engine @ T Ci\Windows\System32\ta...
Hreprperice I Host Process for Windo. .. @ 1 Cr\Windows\System32isv...
[LonenkurensHo [ Windows Session Manager (@ C:\Windows\System321s...
Jor.web Contral Service @ » Ct\Program Files (x88)'0r...
E Java(TM™) Update Sched... @ 71 C:iVProgram Files (x88)\C...
I Run Once Wrapper @ T Cr\Windows\SysWOWe4\. ..
T services and Contraller ... @ v Ci\Windows\System32\se...
: CUCTEMHBIA NpoLece o ) SYSTEM
T windows Logon Applicat... @ T Ci\Windows\System32\wi...
T windows Start-Up Appli... @ (@ C\Wwindows\System32wi...

Co3anaHue npaBun Ans poauTesibCKUX NpoLeccoB

1. Bbibepute poaMTENbCKUIA NPOLIECC:

e YTO6bl 32aTb NPaBUMO ANS NPOrPaMMbl, HAXKMUTE KHOMKY
Co3paaTb U BbIGEpUTE UCMONHSAEMBI (halin nporpaMMbl;

e yTObbLI 33a4aTb npaBuno Ana npouecca, HaXXMUTE CTPENIKY

Ha kHornke Co3pgatb, Bbibepute 3anyuweHHoe
MPUNIOXKEHME 1 YKaxnTe npouecc.
2. YcTaHoBMTE HeobxoaMMOe AeiCTBUE:
e bnokupoBatb, 4TO6bl  3aNpeTUTb  NPUIIOXKEHUIO

3anycKkaTb nNpouecchl;

e PaspewwmnTb, YTO6bl paspellnTb MPUIOKEHWIO 3anycKaTb
npoLecchl.

Mo yMonyaHuio f06aBnseMbIVi pOAMTENLCKUIM Npouecc 610KMpyeTCs.
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Ecnv aitn poanTEeNnbCKOro MPUIOKEHUS!, ANt KOTOPOro 6biio

m CO34aHO MpaBWO, U3MeHWncs (Hanpumep, 6biNO  YCTAHOB/IEHO
obHoBfieHWE), TO BpaHaMaysp NpPeanoXuT MOATBEpANTb, YUTO
NpUIOXKEHUE MOXET 3anyckaTb ApYrue NpuIoXeHus.

8.3.3. Paspen NHTepeicnl

Ha cTpaHuue HacTpoek ceTeBbix MHTepdelicoB (HaCTpOMKKN ceTeBbIX
uHTepdencoB) Bbl MOXETE YKa3aTb, Kakoi Habop npaBun
GunbTpauMmn NpUMEHSTb AN MaKeTOB, Mepefalolnxcs  4epes
onpefeneHHbIi CeTeBOW MHTepdENAC.

& Hactpoiikn [

‘OcHoBHEIE Poautensckuil KOHTpONE SplDer Gate  SplDer Mail ~ SplDer Guard  [=IERLITEWET

npl‘U'ImKEHVIH CeTeBoi WHTep... AnanTep Mpasuno

. Realtek PCTe GBE Family
Poaurensckne Q Local Area... goniroller Default Rule

npoyeccl
* WMuTeptericel

[ ononHuTensbHO

[ MonHEIR CMcoK. ] [ HacTpoute... ]

Cnpaexa

Ha6op npasun ana nHutepdeiica

1. Y7066l 3apaTb Habop npaBun  GUAbTPaUMKM  NaKeTOB,
nepefatloLmMxcs Yepes oripeaeneHHblii MHTepdeiic, B OKHe
HacTpoek Bpanamayspa BbibepuTe pasnen UHTepdeichl.

2. Hanaute B CNUCKe WHTEPECYWMUA Bac WHTEpdec wu
COMOCTaBbTE €My COOTBETCTBYWOLMI Habop npaeun. Ecnu
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noAXoAsLLMNIA Ha6op npaBun OTCYTCTBYET B CINUCKE,
€ro.

3. YTO6bl COXpaHWUTb HACTPOWMKKM, HaXXMUTE KHOMKY OK.

Ons Toro 4Tobbl YBMAETb BCE AOCTYMHble WMHTEPGENCH], HaXMUTe
KHOMKy MOJIHBbIA CNNMCOK. B OTKPLIBLLEMCS OKHE Bbl MOXETE yKas3aTb,
Kakue uHTepdeiickl O0/MKHbI Bceraa oTobpaxkaTbCs B Tabnuue.
AKTUBHbIE  WHTepdeicbl  6yayT  oTobpaxatbcs B Tabnuue
aBTOMaTUYECKM.

Ons Toro ytobbl HacTpouTb MpaBuia AN MHTEPHENCOB, HaXMWUTE
KHOMNKy HacTpouTb.
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®OuUnbTp NaKeToB

®UNbTPaLMS Ha YPOBHE MaKeTOB MO3BOJISET KOHTPOMMPOBAaTh AOCTYN K
CETU BHE 3aBMCMMOCTM OT MPOrpamMM, MHULIMMPYIOWUX MOAKIIOYEHME.
MpaBuna MPUMEHAIOTCA KO BCEM CETEBLIM MAKETaM OMpefesieHHOoro
TUMA, KOTopble MepedaloTcsl Yepes oauH U3

BalLEro KoMMbloTepa.

[JaHHblii BMA UNbTpaUMM NPefoCcTaBnseT BaM o6lMEe MeXaHW3Mbl
KOHTPOSISi, B OTIMYME OT

NMOCTaBNSIETCS CO CNeayloWUMN NpeaycTaHOBIEHHBIMM
Habopamu npasw:

o Allow All — Bce nakeTbl NponycKatoTCs;
o Deny All — Bce nakeTbl 6110kMpytoTCS;

e Default Rule — npaBuna, onucbiBalowme Hambonee 4acto
BCTpevalowmecs KoHdurypaumm cetu M pacnpocTpaHeHHble
atakn (MCNonb3yeTcs MO  YMOMYaHWMI0O AN BCEX  HOBbIX

Ons ynobcTBa MCMonb3oBaHUS M BbICTPOrO MEpeKoYeHUs Mexay
pexuMamMun unbTpaLmMmn Bbl MOXKETE 33AaTb AOMNOSIHUTENbHbIE HABOPbI
npasun.

Ha6op npaBun gna nHrepdgeica

1. YT06bl 33aaTh NapaMeTphbl paboThl MakeTHOro hunbTpa, B OKHE

HacTpoek Bblbepute pasgen MakeTHbIA
unbTp.
2. Ha 3Toii CTpaHuLEe Bbl MOXETE:
. Habopbl npasun dunbTpauum, co3gasas

HOBble, pedaKTUpys  CyLecTBylOlME WM yaanss
HEHY>XHble NpaBuna;

[ AO0NOJTHUTENbHbIE NapaMETPbI d)VIJ'IpraLl,VIVI.
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iop H acTpoiiku NakeTHore dunsTpa EI @
Mo ymondaHue  Mma Cosaathb...
Allow All P —
Block Al -
o Default Rule [ Koposars |
WsmeHTb. ..

V| BRAOYNTE AMHEMAHECKYID PUNETPALMIO NAKETOS

V| ObpabaTeiBaTE hparMeHTMPOBaHHEIE IP-NaKeTsl

Crpasra

d®opMmupoBaHme Habopa npaBun

Ons dopMupoBaHus Habopa NpaBu BbINO/IHUTE OAHO U3 CEAYHOLWMIA
LENCTBUIA:
e yTO6bl CO3A4aTb Habop MpaBWi ANS HOBOW MpPOrpaMMbi,
HaxxmuTe KHonky Co3aaTb;
e yTOBbl OTPEAAKTMPOBATHL CYLIECTBYHOWMI Habop Mpasu,
BblbepuTE €ro B CMMCKE U HAXMUTE KHOMKY U3MeHnTD;
e YTO6bI 406ABUTHL KOMMIO CyLLECTBYHOLWEro Habopa npasun,
HaxxmuTe KHomnky KonupoBaTtb. Konus pgobaenserca noa
Bbl6paHHbIM Habopom;

e yTO6bl YAANUTb BbIGPaAHHbLI Habop NpPaBW, HaXMUTE
KHOMKY YaanuThb.
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[onosHUTENbHbIE HACTPOIKH

YTo6bl 3aAaTh 06LUME HAacTPOVKMU (pUNbTPaLIMKM NMaKETOB, HA CTpaHuLe

HacTtpoiikn nakeTHoOro puabTpa yCTaHOBUTE Crieaytolme pnaxku:

BrnounTb
AVHaMUYECKYIo
unbTpaumMio NakeTos

ObpabaTtbiBaTh
(bparMeHT1poBaHHble
IP naketbl

Ha6op npaBun

YcTaHoBUTE 3TOT (axoK, YTOObl y4nTbIBaTL Mpw
dunbTpaumm  coctosiHne  TCP-coeauHeHuns w
npornyckaTb TOMbKO Te MaKeTbl, COAEPXUMOE
KOTOPbIX COOTBETCTBYET TeKyLUeMy COCTOsiHWIO. B
TakoM C/lyyae BCe MaKkeTbl, NepeAaBaeMble B
paMKax COeAVHEHWs,, HO He COOTBETCTBYOLME
cneuncdukaumMm npotokona, 6M0KMpyOTCS. ITOT
MEXaHu3M MO03BOMSET Jydlle 3aluTuTb Ball
KomnbtoTep oT DoS-atak (0Tka3 B 06cnyxumBaHum),
CKaHVMpOBaHWS PeCcypcoB, BHeApPeHWs AaHHbIX W
[pYrux 3/10HaMepPeHHbIX onepauuii.

Takke pekoMeHAyeTcs YyCTaHaBnvBaTb  3TOT
(naxok nNpu WCMONb30BaHWM MPOTOKOMIOB  CO
CNOXHbIMW anropuTMamMu nepeaayv gaHHbix (FTP,
SIP 1 1.0.).

CHUMUTE 3TOT (naxok, YTObbl (UNLTPOBaTb
nakeTbl 6e3 yyeta TCP-coeaMHEHWIA.

YcraHoBuTe 3TOT NaXoK, 4TObbl KOPPEKTHO
obpabaTbiBaTb nepegadvy 6onbwmx  06bEMOB
[aHHbIX. Pa3mep makcumanbHoro nakera (MTU —
Maximum Transmission Unit) ans pasHbix ceTen
MOXXET BapbUpoBaTbCs, NO3TOMY YacTb IP-nmakeToB
npu nepeaaye MoxeT 6bITb pa3buTa Ha HECKONIbKO
¢parMeHTOB. lMpU UCMONL30BaHWM AAHHOW OMLMK
KO BCeM (PparMeHTapHbIM MaKeTaM MpUMEHSETCS
OQHO U TO Xe [elCTBUE, NpesycMOTPEHHOe
npasuiamy  dunbTpaumm  Ang rOI0BHOIO
(nepBoro) nakerta.

CHMMUTE 3TOT hnaxok, YTobbl 0bpabaTbiBaTb BCe
nakeTbl N0 OTAENbHOCTY.

B okHe PepakTupoBaHue Habopa npaBua oTO6paxaeTcs CrmMCoK
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npaBun GULTPaLMM NAKETOB, BXOASLIMX B KOHKPETHbIN Habop. Bbi
MoXeTe OpMMpPOBaTh CMMCOK, [06aBNssi HOBble WM peaakTUpys
CyLIECTBYIOLLME MpaBuia MUIbTPALMK, @ TaKXKe U3MEHSS NOPAdoK MX
BbIMOMIHEHMSA. [paBuUNa MPUMEHSIIOTCA MOC/IEA0BaTENbHO, COMacHoO
04YepeaHOCTY B CrIMCKE.

Bbl MOXeTe d)OpMMpOBaTb Ccnuncok, fob6aenas HoBble UK pPeEAaKTUPYA
CyliecTsyowine npasuna d)MJ'IpraLI,MM, a TaKXXe U3MEeHAA NopsaaoK UX
BbINosiHeHUs. [paBuna NpUMEHAIOTCA MNOoCeaoBaTesibHO, COrfacHo
o4yepeaHOCTU B CrUCKE.

-,:,; PegakTupoeanne Habopa npaewn = @

Default Rule

»

Brntoueno  [eiicTeme Wma npasuna
PaspelaTs NakeTel  EAPol @ Authenticate via EAPoL-802. 1x

PaspewaTb nakeTel PPPoE : Discovery Stage

m

PaspewaTtb nakeTel  PPPoE : Session Stage
Paspewats nakeTel  GRE @ Allow to establish VPM connections using GRE protot E]
Paspewats nakeTol  ICMPv4 : Ping other {Req)

EEEEEE

Pazpewats nakeTel  ICMPv4 : Ping other (Resp) -
< | 1 | +

[ Cozaate... ] [ WaMEHUTE. . ] [ KonvposaTe ] [ ¥aanuTe ]

Cnpaeka [ oK ][ OTMEHa ]

Ons kaxporo npaBWna B CNWCKe MpeaoCTaBsieTCs  creaytollas
KpaTkas uHcbopMaums:

BrntoueHo CocTosiHMe npasuna.

[OeicTtere YkasbiBaeT Ha LeNcTBue, BbIMOJHSIEMOE
bpanamayspom npu obpaboTke nakeTa:

¢ B/IOKMpPOBaTb NaKeTbl — 6/I0KUPOBATh MAKET;
e Paspeluatb NaKeTbl — NepeaaThb Maker.

Wma npasuna Mma npasuna.
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HanpasneHue OTnpaBuTesnb Naketa:

e “™ —  NpaBMNO  MpUMeEHsETCS,  ecu
NMPUHUMAETCS MaKeT U3 CETH;

o« = - npaBuio MPUMEHSAETCA, €CIn MNakeT
OTNpaBAAETCA C Ballero KoMnbloTepa,

e v — MpaBUJIO NMPUMEHAETCA BHE 3aBUCMMOCTU
OT TOro, KTO ABJIAETCA OTMPABUTENIEM MaKeTa.

XypHanupoBaHve Pexum peructpauum cobbiTvin. YkasbiBaeT Ha To,
Kakas nHdopMaLms AomKHa bbITb 3aHEeCEHa B OTHET:

e TONbKO 3aroJIOBKM — 3aHOCUTb B OTYET
TOJIbKO 3aro/10BKM MakKeToB;

e Becb naker — 3aHOCUTb B OTYET MAKETHI

LIe/IMKOM;
o BbIKJIIOYEHO — HE COXPaHATb MHMOpMaLMio O
nakere.
OnwucaHue KpaTkoe onuvcaHue npasuna.

PepakTupoBaHue Habopa npaBun

1. Ecnm Ha cTpaHuue HacTpoiiku nakeTHoro ¢punbTpa Bbl
Bblbpanu co3gaHve wnn pepakTMpoBaHue Habopa npasui, B
OTKPbIBLLEMCSI OKHE 3aAaliTe Ha3BaHWe Habopa npaswi.

2. CospaiiTe npaBuna GuAbTpauMKM, WCMONb3ys Ccneayiolme
onuuu:

e yTObbl [06aBUTL HOBOE MNPaBWIO, HAXMWUTE KHOMKY
Cozpartb. NpaBuno gobasnsercs B Ha4ano CNmcka;

e yTOObl OTpPEAaKTMPOBaTb Bbl6paHHOE MPaBMIO, HAXMUTE
KHOMKY A3MeHuUTD;

e yTObbl 406aBUTL KOMWIO BbIOPAHHOrO MpaBwWIa, HaXMUTE
kHornky KonmupoBatb. Konusi pobaenserca nepea
BbI6paHHbIM NpaBuoM;

e yTObblI YAanuTb BbibpaHHOE MNpaBWMO, HAXMUTE KHOMKY
Ypanutb.

3. Ecnu Bbl Bbibpanu CO34aHME HOBOTMO WAWM peaakTUpoBaHue
CYLLECTBYIOLLEro NpaBua, HACTPOUTE Ero NnapaMerphbl.
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4. Wcnonb3yiiTe CTPENoYKM cnpaBa OT CNMCKa, YTobbl onpeaenuTb
nopsiAoK  BbINONHEHWS npasun. [lpaBuna  BbIMNOHAOTCA
nocnefoBaTesibHO, COrNacHo 0YEPeSHOCTU B CNIUCKE.

5. T10 OKOHYaHWM peaaKkTUPOBAHUS CIMCKA HaxXMuTe KHonky OK
ONSl  COXPaHEHUS] BHECEHHBbIX W3MEHEHWA WM Ha KHOMKY
OTMeHa /11 0TKasa OT M3MEHEHWI.

' Te nakeTbl, AN KOTOPbIX HET MpaBu/ B Habope, aBTOMaTMYECKU
e 6noKunpytoTcs.  VCKMIOYEHMSI COCTaBASIOT Te MaKeTbl, KOTOpble
paspelLaoTcs npaBunamMm B
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Co3znaHue npasun punbTpaumumn

[Ao6aBneHune wnu peaakTupoBaHue npasuna
cpunbTpaumm

1. B okHe pegakTMpoBaHus Habopa npaBua AN NaKeTHOro
$unbTpa HaxxMuTe KHOMKy Co3paTb WM KHONKY USMEHUTDb.
OTKPOETCA OKHO CO34aHWs WM pedakTMpoBaHWs MpasBuna
NMakeTHoW punbTpaLmu.

~,:,; JloBasuTe NakeTHoe Npasnno @

Wma npasuna | gllle gy

OMWCEHWE  OnWCEHWE NpaBKna

JeficTemre: | PaspewaTh NakeTsl -

Cnpaska [ O ][ OtneHa

2. 3apaiiTe cnegyrolme napameTpbl Npaeuna:

Mma npasuna MMs co3paBaemMoro/peaakT1pyemMoro npaeumna.
Onucanune KpaTtkoe onvcaHue npasuna.
[eicTBue Yka3blBaeT Ha [elicTBue, BbIMOJIHSIEMOE
Bpanpamayspom npu obpabotke nakerta:
o BnokuMpoBaTb naketrbl — 6710KMpOBaTH
naker;

o Pa3spelwatb nakeTbl — nepeaaTtb NakerT.

HanpaeneHvie OTnpaBuTENb Nakera:

e Bxopsiuiee — npasusio NpYMEHSIETCS, eCn
MPUHUMAETCA MAKET U3 CETU;
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e WUcxopswee — MpaBuio MPUMEHSIETCS,
€C/IM MaKeT OTMpaBfsiETC C  Ballero
KOMMbIOTEPA;

e Jllo6oe - MpaBuIO MPUMEHSIETCA BHE
3aBMCMMOCTM OT TOro, KTO SIBMSIETCS
OTMpPaBUTE/NIEM MaKeTa.

XypHanupoBaHvue  PexuMm peructpaumu cobbiTuii. YKasblBaeT Ha To,
Kakas wuHQopMaums [ommxkHa ObiTb 3aHeceHa B
oTYeT:

e TosbKO 3arosIOBKM — 3aHOCUTb B OTYET
TOJIbKO 3aro/1I0BKM MakKeToB,

o Becb nMakeT — 3aHOCUTb B OTYET MAKETHI
LIeSIMKOM;

¢ BbIK/IlOYEHO - He COXpaHsATb
MHMOPMaLIMIO O MaKeTe.

Kputepuii KpuTepuii punbTpaumm. Hanpumep,
TPAHCMOPTHLIA WM CETEBOW MPOTOKOA. YTOBbI
[06aBUTb  KpuTepui  dunbTpaumn, Bbibepute
HY)XHbIA  KPUTEPUIA B BbINaJAloWeEM CMUCKE U
HaXmute KHOMKy Jlo6aBuTb. Bbl  MoXxeTe
fobaBuTb  noboe  HeobxoaMMOe  KOMMYECTBO
KpuUTEepueB. [N HEKOTOPbIX 3ar0fI0BKOB AOCTYMHbI
[OMONHUTENbHBIE KPUTEPUM DUNbTPALMN.

3. o OKOH4YaHWMM peaakTUpPOBaHUS HaxmuTe KHomky OK ans
COXPaHEHWs1 BHECEHHBIX M3MEHEHUI WM Ha KHOMKy OTMeHa
ANs 0TKa3a OT U3MEHEHWI.

Ecnu Bbl He [oGaBUTE HWM OZHOrO KpwuTepusi GunbTpauuu, TO
AaHHoe npasuno 6yaeT paspewatb UM 6/10KMPOBaTb BCE MaKeTbl
(B 3aBMCMMOCTM OT HacTpoiikv B rnone [lecTBue).

Hanpumep, npaBuno Ans naketHoro (wunbTpa, paspelualollee Bce
NaKeTbl U3 MOACETH, MOXET BbIrNAAETb C/IEAYIOLLUM 06pa3oM:
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- ; JoBaBuTe NaKeTHOE npasuno
WmMA npaeuna  Hosoe npasuno
OnMCaHWE  OMWcaHMe Npasuna
JOeficteme: |PaspewaTe nakeTol -
Hanpasnexue:
)’(YDHEJ‘IMDDEEHME: l@
KpuTepuit: [Eihernet SMAP v] I Nobasute
Ethernet P
TNokaneHeld MAC-aapec tJ
MY_COMPUTER -
YaaneHHei MAC-anpec
IPv4 i
NokansHei IP-agpec I:I
MY_COMPUTER =
YaaneHHeN IP-agpec
Macka - 192,168, 1.0,/255.255.255.0
Help [ 0K ] [ OTmeHa

Ecnn B paHHOM npaswne BHYTpu 3aronoBka IPv4 ansg napameTpoB
JNoxkanbHbiii IP-agpec v YaaneHHbili IP-agpec ykasaTtb 3HauyeHue
JTroboi, npaBuno cpaboTaeT Ans Ntoboro naketa, CoOAEpXKaLlero
3aronoBok IPv4 n oTnpaBneHHOro ¢ puanMyeckoro agpeca foKasbHOro
KOMMbtoTEpa.

8.3.4. Pa3zpen [1ONOJIHUTENIbHO

B aTOM pasgene Bbl MOXETE 334aTb PEXWUM paboTsl ,a
Takxe 0bLLMe HAaCTPOKu hUNbTpaLMM ANs BCEX NPUNOXKEHWIA.

PexxumM paboTbl 3adaeT peakuuio Ha ceTeBble
NOAK/IOUYEHNS HA YPOBHE MPUIOXKEHWI.
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& Hacrpoficn [
‘OcHoBHEIE Poputenscimil kKoHTponb SplDer Gate  SplDer Mail ~ SplDer Guard  [SlERLIFEVEY]

Mpunoxenun Pestm paboTsl BpaHamayspa Dr.Web

(@] PaspewaTs HEMSBECTHEIE COEAMHEHMS

Poaurenscine - P =

npoueccsl (@) Pestum ofiyqerma (C0308B3Ts NPABMNA ANA MIBECTHBIX NPMNOKEHIRA B5TOMATHHECKK)
- (7 MHTEPEKTWBHbIA PERMM

WHrepheiickl _

() BROKMPOBaTEL HEMSBECTHLIE COBAMHEHNSA

= [JononHuTensHo

Pa3peWaTE NOKANLHEIE COBAMHEHNS

Bbi60op pexxuma pab6oTbl

1. B okHe HacTtpoek bBpaunpgmayspa Bblbepute pasgen
[ ONONHUTENBHO.
2. BblbepuTte 0aMH K3 CneayloLwmx pexxuMoB paboTol:

e PaspewaTb HeM3BeCTHbIE COEANHEHMSI — DEXUM, MpU
KOTOPOM BCEM Hen3BeCTHbIM NPUIOXKEHNAM
NpefocTaBNseTCs AOCTYN K CETEBLIM pecypcam;

e Pexxum o6yuenns (cospaBatb npaBuwna pnna
M3BECTHbIX MPUWIOXKEHWUI aBTOMAaTU4YeCKU) -—
pexinm 0byyeHns, Npu KOTOPOM NpaBwna Anst U3BECTHbIX

NpUNOXEHNI pobasnstoTcs aBTOMaTM4eCKu
(ucnonb3yeTtcs No yMON4aHuio);
e WHTEepaKTUBHDbIA PexuM — pexunm 0byyeHns, npu

KOTOpOM  MOMb30BaTeN0  MNPeAoCTaBnseTcsa  MOoJHbIN
KOHTPONb Haa peakuueit Bpanamayspa;

e BfIOKMpOBaTb HENU3BECTHbIE COEAUHEHUS] — PEXUM,
npM  KOTOPOM  BCE  HEM3BECTHble  MOAK/IHOUEHUS
aBTOMAaTUYEeCKM 6NIOKMpYIOTCS.

3. HaxmuTe kHonky OK.
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Pexunm obyueHus

B 3TOM pexvMe npaBuna Ans W3BECTHLIX MPUMOXKEHWI A06aBNSIOTCS
aBTOMaTuyecku.  [Ans  Apyrux  MPUIOXeHUN

NMpenocTaBnseT BaM  BO3MOXHOCTb  BpYYHyl0  3anpewatb  Wiu
paspeluaTb HEM3BECTHOE COEAMHEHVE, a Takxe COo3JaBaTb AS Hero
npasuno.

Mpy 06HAPYXXEHWUM MOMbITKA CO CTOPOHbI OMEepPaLMOHHOW CUCTEMbI UMK
NoMb30BaTENIbCKOr0  MPWUMOXKEHUS MOMYYUMTb [OCTYN K CETEBbIM
pecypcam NpoBepsieT, 3afaHbl M ANS 3TUX MPOrpamm
npasuna ¢unbTpaumn. Ecnu npasuna OTCYTCTBYIOT, TO BbIBOAUTCS
COOTBETCTBYIOLLEE NpeaynpexaeHve, rae BaM npeaniaraeTca Bblbpatb
nmbo BpeMeHHoe pelleHue, nMbo co3daTb MpaBwuio, NO KOTOPOMY B
JanbHeliweM nofobHble noakntoueHust ByayT obpabaTbiBaThbCs.

31oT PEXNM UCNONB3YETCA MO YMONYaHUIO.

MHTEpaKTUBHbDI peXxuMm

B 3TOM pexuMme BaM MNpenoCTaBNAeTCA MOJHbIA  KOHTPOMb  Haf
peakuuei Ha  OBHapy)XeHMe  HEeU3BECTHOro
NOAK/IOYEHNS, U TaKUM 06pa3oM NpoM3BOAUTCS 06yUeHue NporpamMMmbl
B npoLecce Ballei paboTbl 3@ KOMIMbOTEPOM.

Mpy 06HAPYXXEHWUM MOMbITKA CO CTOPOHbI OMEepPaLMOHHOW CUCTEMbI UMK
NoMb30BaTENIbCKOr0  MPUMOXKEHUS MOMAYYMTb [JOCTYN K CETEBbIM
pecypcam NpoBepsieT, 3afaHbl N ANS 3TUX NPOrpamm
npasuna ¢unbTpaumn. Ecnu npasuna OTCYTCTBYIOT, TO BbIBOAUTCS
COOTBETCTBYIOLLEE NpeaynpexaeHve, rae BaM npeanaraeTca BblbpaTtb
nmbo BpeMeHHoe pelleHue, nMbBo co3daTb MpaBwuio, NO KOTOPOMY B
JanbHeliweM nofobHble noakntoueHust ByayT obpabaTbiBaThCs.

Pexxum GHOKMPOBKVI HEeU3BEeCTHbIX NOAK/IIOUYEHUI

B 3TOM pexxume Bce HeU3BECTHbIE MOAK/TIOUYEHUS K CETEBLIM pecypcam,
BK/toYas IHTepHeT, aBToMaTU4ecku 6J'IOKVIpy}0TCFI.

Mp1 06HapY>XEHUM MOMbLITKN CO CTOPOHbI OMEPALMOHHON CUCTEMBI UK
MONb30BaTENbCKOrO  MPUMIOXKEHWUST MOMYYUTb AOCTYN K  CETEBbIM
pecypcam npoBepsieT, 3aAaHbl M AN 3TUX NpOrpamm
npaeuna ¢unbTpaumu. Ecnv npasuna dunbTpaumyM OTCYTCTBYIOT, TO
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aBTOMaTMUeckM OnoKMpyeT [AOCTYn K CETU U He
BbIBOAUT HUKAKMX cooblieHnit. Ecnm npaBuna dunbTpaumm ans
[aHHOrO MOAK/OYEHUS 3aAaHbl, TO BbIMOSHAIOTCS YKasaHHble B HUX
JencTeus.

PeXxuM pa3pelueHus HeM3BeCTHbIX NOAK/IHOYEHUH

B 3TOM pexwume AOCTYn K CETEBbIM pecypcaM, Bkiouasi WHTepHeT,
NPeaoCTaBAETCS BCEM HEU3BECTHLIM MPUIOXKEHUSIM, AJ1S1 KOTOPbLIX He
3afjaHbl  npaBuna GunbTpaumu. Tpu  OBHApYXXEHUM  MOMbITKU
NoAKoYEHNs! HE BbIBOAWT HUKAKMX COOBLLEHNN.

[ononHuTenbHble HACTPONKHU

HacTpoiika Pa3peluaTb sioKasibHble COEAUHEHUS M03BOJISET BCEM
NPUIOXEHUSM  6eCpensTCTBEHHO YCTaHaBNMBaTb COEAMHEHUS Ha
BaleM KoMmnbtoTepe. K TakuM MOAKIOYEHUSIM MpaBUia NPUMEHSTHCS
He 6yayT. CHuUMMTE 3TOT NaXoK, 4TOBbl NPUMEHSTb NpaBuia
(UNbTpauMM BHe 3aBUCMMOCTM OT TOrO, MPOUCXOAMUT NI COeAMHEHME
Mo CETU WM B paMKax Ballero KoMnbioTepa.

8.4. Perncrpauus cobbitui

Bce cobbiTusi, obpaboTaHHbie
cneayoLmx XypHanax:

o , XpaHsilMM MHGDOPMaLMIO O MOMbITKax
NOAK/IOYEHNS K CETU CO CTOPOHbI MPUNOXKEHUI U NMPUMEHEHHBIX
npaeunax bunbTpauum;

o ,  XpaHawun  uHdopMaumio 06
06paboTaHHbIX nakeTax, MNPUMEHEHHbIX
npaBunax GunbTpauuMmM M UHTepdeiicax, yepes KOoTopble 3TU
MakeTbl 6biMM MepedaHbl. YpOBEHb AeTanvsauuy 3aBUCUT OT
HACTPOEK KOHKPETHbIX MPaBW/I NAKETHON (pUNbTpaLmu.

, PeructpupyioTcs B

B okHe AKTMBHbIE TMPWIOKEHUS TaKkKe  OTObpaXaeTcs
, NOAK/IOYEHHBIX K CETU B AAHHbIA MOMEHT.
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Ons pocTyna K >XypHanam OTKpoWTe 3Hauka

n B rpynne bpaHgMay3p Bbibepute MyHKT
CraTtucruka.
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8.4.1. AKTUBHbIE NPUJIOKEHUA

CrMCOK  aKTUMBHbIX  MPUIOXKEHUA  OTOBpaXkaeT MHdOpMaumio o
NPUIOXXEHUSX, MOAKITIOUYEHHBIX K CETU B AaHHbIA MOMEHT.

& Cramcvca (=)
PoauTenbcknii KOHTpons SplDer Gate  SplDer Mail ~ SplDer Guard  [QS=ELIE:T ]
=
AKTHBHbIE Wma Hanpagnerm1e MpoTokon  fokansHeili anpec YaanerHs
. NPHNOXKEHNA ] dwservice.exe: 1516
4 (@) firefox.exe: 2580
Hypran Vexopswes TCPv4 0.0.0.0:49260 1g-cache gt
NpHnoMEH QrRMEET NOAKMKOYEHNE TCPv4 127.0.0,1:49243
HypHan naketHoro Boasles TCPv4 127.0.0.1:43243 123
tunsTpa Wexonawes TCPv4 127.0.0.1:49244 1| o
b (@) TunesHelper.exe:920 1
3 jucheck.exe:2284
] Isass.exe:516
b ] mDONSResponder exe: 1458
T miranda32.exe:3360
] services.exe:476
b &) Skype exe:2808
b ] svchost.exe: 1032
] svchost.exe:368
] svchost.exe:3748
b ™ svchost.exe: 332 ~
< T 3
Cnpaexa

[na Kaxaoro MNpunoXeHus AOCTyrMHa crneaytowas uHdopMaums o6
AKTUBHbIX COEAMHEHUSIX:

Nms HasBaHue npunoxeHus.

HanpasneHue WNHWumMaTop NoaKNtoYeHns:

o Bxopsiuiee — MpaBuIo MPUMEHSIETCS, EC/U
WHULMMPYETCS MOAK/IOYEHME U3 CETU K
MporpaMMe Ha BalleM KOMMbIOTEpE;

¢ WUcxopsiee — npaBuio NpUMEHsIETCS, eCu
NOAK/IOYEHNE MHWULMMPYET TMporpaMMa Ha
BalleM KOMMbIOTEPE;

o Ompaer noaksroyeHue — NpunoXeHune
Ha Ball€M KOMMNbIOTEPE XAET NOAK/IHOYEHUSA
n3 cetu.
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[poTokon

JlokanbHbli agpec

YaaneHHbIn agpec

OtnpasneHo

MonyyeHo

MpOTOKO/I, MO KOTOPOMY OCYLLECTBIIETCA Mepeaaqa
[aHHbIX.

TMpOTOKON M aApec XocTa, C KOTOPOro COBEpLUAEeTCs
MOMbITKA NOAK/TIOYEHMS.

MpOTOKOM M aApec XocTa, K KOTOPOMY COBEpLLIAETCS
MOMbITKA MOAK/HYEHNS.

KonnuectBo 6aiT, OTMpPAaB/EHHbIX 4Yepe3 AaHHOoe
COeAMHEHVE.

KonmuyectBo 6aliT, MOMy4YEHHbIX 4Yepe3 [AaHHOoe
COeAVHEHVE.

B OKHe CTaTUCTUKM aKTUBHbIX MPUIOXKEHMUIA Bbl MOXETE 3aBEPLUUTb
AKTUBHBIW npouecc. [Ans 3Toro WeNKHUTE MPaBoil KHOMKOM MbIlWK MO
npoueccy B Tabnuue un BbibepuTe onumio 3aBepLUMTb NPoLecc.
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[nsa  TOoro uToBbl 3aBepWwWTb 06O  aKTUBHbIA  MpOLECC,
4 &) HeoOXOAMMbI NpaBa aAMUHUCTPATOPa. B MPOTMBHOM Criyyae MOXHO

3aBEPWNTb TOMbKO TE MpoLeCChbl, KOTOpble 3anyuweHbl OT UMEHU
nosib3oBatend.

Takke C MOMOLLbI0O KOHTEKCTHOrO MEHI0 Bbl MOXETe 3ab6i0KMpoBaTb
aKTMBHOE  COEAMHEHWE  WAM  pa3pelwnTb  3abnokMpoBaHHOE

(3abn0KMpOBaHHbIE COEAMHEHUSI OTMeYeHbl B Tabnuue KpacHbIM
LiIBETOM).
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8.4.2. XXypHan npunoxeHun

XypHan  MNpUIOXEHUH  XpaHUT  WHdOpMauMlo 0  MOmMbITKax
NOAK/IOYEHNST K CETM, COBEPLUEHHBIX YCTAHOBMEHHBIMKM Ha BalleM
KOMMbtOTEPE NporpaMMaMm.

& Cromacnca ==
PoauTenbcknii KOHTpons SplDer Gate  SplDer Mail ~ SplDer Guard  [QS=ELIE:T ]
AKTWEHLIE Bpema MprnoskeHne Wmanpasina HanpasneHue AeiicTsme Uenes...
NPUNOKEHAA
. Hypran

NPUROKEHNIT

HypHan nakeTHoro
tunsTpa

Coxparue. .. OuwcTiTe

Crpasre

Bpems [lata n BpeMs MoMbITKN NOAKNIOYEHNS.

Mpunoxexune MonHbIM MyTb K MCMOAHSAEMOMY haitly MpUIOXKEHNS,
COBEpLUABLUEr0 MOMbITKY MOAKIOYEHUS,, €ro uMms U
naeHtTndpukatop npouecca (PID).

VMg npaBuna Ha3BaHve npaBwia, COMMIACHO KOTOPOMY MOMbITKa
6blna obpaboTaHa.

Hanpasnexue MHuumaTop noaknoyeHns:

e Bxopsiiee — npaBuio MPUMEHSETCS, E€C/U
VHULMWPYETC  MOAKMIOYEHNE M3  CETU K
MporpaMMe Ha BalleM KOMMbIOTEpE;
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e Wcxopsiwee — npaBu/io MPUMEHSIETCH, €C/U
MOAK/IOYEHNE  MHMUMMPYET MporpamMMa Ha
BALLEM KOMIbIOTEPE;

e JlIlo6oe — nMpaBUNO MPUMEHSIETCA  BHE
3aBMCMMOCTM  OT  TOTO, KTO  SIBASIETCS
MHMLMATOPOM MOAKIIHOYEHMS.

PesynbTar YkasbiBaeT Ha [encTBrE, BbIMOJ/IHEHHOE
Bpanamayspom npu NonbITKe NOAKIIOYEHNS:

e 3abnokupoBaH — MOMbITKa MNOAKIOYEHUS
6blna 3abnoknpoBaHa;

¢ PaspeLueH — NoAKIoHEHNE 6bII0 Pa3peLLEeHo.

Llenesoi agpec lpoTokon, agpec yAaneHHoOro Xocrta W MopT, Mo
KOTOPbIM OCYLLECTBASNOCH MOAKITHOHEHNE.

Bbl MOXXETE COXpaHUTb VIHq)OpMaLl,VIIO B OTYETE NN OYUCTUTb XXypHa.
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CoxpaHeHue xypHana

UTobbl  COXpaHUTb  WMHMOPMALUMIO O  MOMbITKAX  MPUNOXEHWUN
NOAKNTIOYNTLCA K CETU, HAXXMUTE KHOMKY COXpaHMTb N YKaXXUTe nMa
daina.

OumcTKa XXypHana

YTo6bI yoanuTb U3 XXypHana yCTapeBsllylo MHd)OpMaLl,VI}O O nonbITKax
I'IpVIJ'IO)KEHMl‘/'I NOAKNIOYNTBLCA K CETU, HAXXMUTE KHOMKY OunCTUTH.
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8.4.3. XXypHan nakeTHoro ¢punbTpa

XypHan nakeTHoro unbTpa XpaHUT WHQOpMaLMio O nakertax,
nepefaHHbIX Yepe3 YCTaHOBMIEHHbIE HA BALUEM KOMMbIOTEPE CETEBble
MHTepdENCbl, ecniM Ans 3TUX MaKETOB YKasaH PeXWM perumcTpaumm
cobbiTuii TONbKO 3arosioBku v Becb makeTt. Eciv ana naketa
6bIn1 BblbpaH pexuM BbIKAKOUYEHO, MHDOPMALMS O HEM OTPaXkaTbCs
He byperT.

& Cromcrnea

PoauTenbcknii KOHTpons SplDer Gate  SplDer Mail ~ SplDer Guard  [QS=ELIE:T ]

AKTWEHLIE Bpena Hanpaenetne Wma npasnna Moaknuere CoaspkuMoe NaKeTa
NPpHNOXEeHNA

KypHan
NPUROKEHNIT

HypHan nakeTHoro
tunsTpa

Coxparue. .. OuwcTiTe

Crpasxa
Cronéen  Onmcamwe
Bpemst [ata v Bpems 06paboTky nakerTa.

HanpasneHue OTnpasuTeNb NakeTa:

o — naKeT 6biN NPUHSIT U3 CETH;

e =/ — nakeT 6bN1 OTMPaBNEH C BaLIEro
KOMMbiOTepa;

o #= _— naker, wuwgywmit M3 cetn, 6bin
3abn10KMpoBaH;

e =§ _ aKeT, OTMPaBNeHHbIi C BaLIEro

KOMMbtloTepa, bbln 3ab10KNPOBaH.
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VMg npaBuna HasBaHve npaBwfa, COrMacHO KOTOPOMY MakeT 6bin
obpaboTaH.

MoakntoueHne CeTeBoii MHTepdeic, 4yepe3 KoTopbli 6bll  nepefaH
naker.

Copepxumoe WMHdopMauma o coaepkuMoM naketa. [oapo6HOCTb

JeTanu3aunyM 3aBUCUT OT HacTpOeKk MpPaBWJT MaKETHOM
dunbTpaunm (napametp Pexxum otuera).

Bbl MOXeTe coxpaHuTb MHMDOPMaLMIO B OTHETE WM OUUCTUTDL XKYpHa.
CoxpaHeHue xypHana

Ytobbl coxpaHuTb MHdOpMauMl O naketax, 06paboTaHHbIX
Bpanpamayspom Dr.Web, HaxxmuTe KHOMKy COXpPaHUTb U yKaxuTe
ums daiina.

Ouucrka XypHasna

YTtobbl yAanuTb M3 XXypHana ycTapeBllylo MHGOpMaUuMio O MnakeTax,
06paboTaHHbIX BpanaMay3poM, HaKMUTE KHOMKY OUMCTUTD.
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9. ABTOMaTuuecKkoe o6HoBneHne

9. ABTOMaTMyYecKkoe obHoBneHue

Ons obHapy>XeHWsi BPeAOHOCHbIX OBLEKTOB aHTMBMPYChbl KOMMaHUM
UCMONb3YIOT CneumasnbHble

, B KOTOpPbIX COAEPXMTCS MH(opMauusi 060 BCEX W3BECTHbIX
BPEAOHOCHBIX MporpamMMax. Tak Kak Kaablii AeHb MOsBNSOTCSA HOBbIE
BUPYCHble  yrposbl, TO 3TM 6as3bl TpebyloT MEPUOANYECKOrO
06HoBNEHUS. Takoe OGHOBMEHWE MO3BONsSeT O6HapyXuBaTb paHee
HEM3BECTHbIE BMPYCh, BOKMPOBaTL MX PacrpoCTpaHeHWe, a B psae
CNy4YaeB — U3M1EYNBaTL paHee HeEU3NEUYMMbIE 3apaXeHHble dalinbl.

BpeMsi OT BpeMEHW COBEPLIEHCTBYIOTCS aHTMBMPYCHbIE anrOpUTMb,
peanu3oBaHHble B BMAE UCMOMHSAEMbIX halifioB M MpOrpaMMHbIX
61bnuoTek. brnarogapsi onbITy 3KChTyaTauum

UCMPaBnsloTc 06HapyXXeHHbIe B MporpamMMax owwmbKM, O6HOBNSETCS
cMcTEMa NMOMOLUM U OKYMEHTALMS.

[na nopaepXaHWsi aKTyanbHOCTUM BUPYCHbIX 6a3 U MPOrpaMMHbIX
anropuTMOB  KOMMaHWen peanu3oBaHa cuUCTeMa
pacnpocTpaHeHus O6HOBNEeHUM u4epe3 ceTb VHTepHer.

MO3BOJISIET BaM B TeUYeHME Cpoka AelCTBuUsI
NULEH3UN 3arpyXaTb M YCTaHaBAMBaTb [JOMOSIHEHUS K BUPYCHbBIM
6a3am 1 06HOBMEHHbIE NPOrpaMMHbIe MOAY/IN.

9.1. 3anyck o6HOoBNEeHuSA

[nsa 3anycka Bbl MOXETE UCMOJSIb30BaTb OAHO
13 cneayrowmx CpeacTs:

e B PEXWME KOMAaHAHOW CTPOKM BbI3BaTb MCMOHSAEMbIA haltn
drwupsrv.exe M3 KaTasora yCTaHOBKW MpOrpaMMbl
’

e MyHKT OGHOBNEHME KOHTEKCTHOMO MEHI0 3Hauka
& B obnacTu yBefoMneHnin Windows.

Mocne 3anycka NOAABUTCS AMANoroBOe OKHO, B
KOTOPOM OTO6paXxaeTcs UHopMaLua 06 aKTyanbHOCTU BUPYCHBIX 6a3
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M KOMMOHEHTOB, a Takke JaTa nocnegHero o6HOBMeHus. [pu
HeobX0AMMOCTM U3 3TOr0 OKHa Bbl MOXETE 3anycTuUTb OGHOBMEHME.
HacTpoutb HeobxoauMble MapaMeTpbl Bbl MOXETE B pasjene
O6HOBREeHne OCHOBHbIX HACTPOEK PaboTbl MPOrpaMMbi.

OTuéT 3anucsiBaeTcs B daiin dwupdater.log, kKOTOpbI HaxoaMTCs B
katanore %allusersprofile%\Application Data\Doctor Web\Logs\ (B
Windows 7 B kaTanore %allusersprofile%\Doctor Web\Logs\).

@- O6Hoenenune Dr.Web EI’E‘

OGHoeneHue Dr\Web

(5 O6HOENeHUe He TpebyeTcA
@ DrWeb ofHoBNART BUPYCHBEIE Ga3kl W KOMNOHEHTEl ABTOMAaTHYECKM.

MocnegHee ofHoeneHke: 04.06.2012 1515
Cnegywowee ofHoenenne: 04.06.2012 15:45 OfrosnTE

Movemy HeoOxoOWmMel peryNApHEIe 0GHOBNEHWAT

3anyck o6HoBNEeHnsA

MNpun  3anycke 06HoBNEHUS nporpaMMa  MNpoOBEPAET  Haln4yme
JIMLUEH3NOHHOIO  K/to4YEBOIro q)aﬁna B KaTanore ycTaHoBku. [lpu
OTCYTCTBUU KNOYEBOIo q)aﬁna 06HOBNIEHNE HEBO3MOXHO.

Mpy Hanuuum knkodeBoro daina nporpaMMa NpPoBEPSIET Ha cepBepax
KoMnaHun «[loktop Beb6>», He saBnseTcs M KkIo4YeBon daiin
3abn10KkMpoBaHHLIM (6n0okMpoBKa haiina NpPoM3BOAWUTCS B Clyyae ero
auckpeautaumu, T. €. BbiiBNeHuMs (PaKToB  ero  HEe3aKOHHOro
pacnpoctpaHeHus). B cnyyae  610KMpoBKM  OBHOBNEHWE  He
NPOM3BOAUTCS, KOMMOHEHTbI NporpamMmbl AHTUBMpYC Dr.Web moryT
6bITb  3a6110KMPOBaHbI; MONb30BAaTENO BbIAAETCS COOTBETCTBYIOLLEE
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coobLLeHMe.

B cnyyae 6n0okMpoBkM Balero koueBoro aina CBSXKWUTECH C
JWUNEPOM, Y KOTOPOro Bkl Nprobpeny

Mocne ycnewHol MpoBEPKM Kaw4eBoro daina  npoucxoauTt
obHoBneHMe. MporpamMmMa  aBTOMaTUYECKM  3arpyxaeTr  Bce
06HOBJIEHHbIE (haiinbl, COOTBETCTBYIOLIME BalUel BEPCUM MpPOrpaMMbl

, @ EC/IM YCNOBUSI Ballel NOAMUCKWU paspeLuatoT
3TO, 3arpy>XaroT HOBYIO Bepcuio (B C/lyyae ee BbIXoaa).

Mpyv OBHOBNEHUM WUCMONHSEMbIX halnoB U  6GMENMOTEK  MOXET
notpe6osaTbcs nepesarpyska KOMMbloTEpa. Monb3oBaTenb
usseLLaeTcs 06 3ToM nNpy NOMOLUM MHOPMALIMOHHOIO OKHa.

' , 7] Ha4YMHalT UCMONb30BaTb
4 ® 3 06HOBNEHHble 6a3bl aBTOMATUYECKM.

Mpu 3anycke MoAynst aBTOMATUYECKOrO OBGHOBMIEHMSI MO PacnMCaHMio
WM B pEXWME KOMAHAHOM CTPOKM MCMOMb3YIOTCA  MapamMeTpbi
KOMaHAHOW CTPOKM (CM. ).
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MpunoxxeHunn

MpunoxeHue A. lonoNHUTENbHbIE
napaMeTpbl KOMaHAHOMN CTPOKM

[JononHuTenbHble  napaMeTpbl  KOMaHAHOW  CTpokM  (kroyu)
UCMONb3YIOTC AN 3afjaHusl MapaMeTpoB MporpaMMaM, KoTopble
3anyCcKalTCs OTKPLITUEM Ha BbLIMOJIHEHWE WUCMONHAeMOro daiina. 3To
OTHOCUTCA K , n K

Knoum HaumHaloTCca C cMMBona «/» N, KakK U OCTallbHblE MapaMeETpbl
KOMaHAHOM CTPOKW, pa3aensatoTca npo6enaMM.

MapameTpbl NnepeyncneHsl B aJ'Id)aBVITHOM nopsaake.

MapameTtpbl ansa CkaHepa n KoHconbHOro
CKaHepa

e /AA — aBTOMaTUYECKV MPUMEHSITb AENCTBUSI K OBHAPY>KEHHBIM
yrpo3am. (Tonbko ans ).

e /AC — MNpOBEPSATb MHCTANNAUMOHHbIE MakeTbl. [0 yMonyaHuio
— OnuMs BKIOYEHa.

e /AFS — WCMOMb30BaTb MPsSIMOWM Crelw MNpyY  yKasaHwuu
B/IOXKEHHOCTM BHYTPM apxuBa. [0 yMonuaHuio — onuus
OTKJIHOYEHa.

e /AR — MpOBEpsiTb apxmBbl. [10 YMOMYaHMIO — ONLMS BKIIOYEHA.

e /ARC: <4ucno> — MaKCUMMallbHbl1 YypoBeHb OxaTus. Ecnu
CkaHep onpeaenseT, 4To Ko3UUMEHT OKaTUs apxuBa
MPeBLILIAET  yKasaHHbIA, pacrnakoBka W  NpoBepka  He
npom3BoanTcs. Mo yMonyaHuio — 6e3 orpaHUyeHu.

e /ARL: <Yucno> — MaKCUMajlbHbl1 YPOBEHb BJIOXXEHHOCTM
npoBepsieMoro apxuea. Mo yMonyaHuio — 6e3 orpaHUYeHuiA.
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/ARS: <yuc/io> — MaKCUMasbHbIi pa3Mep MNpPOBEPSIEMOro
apxvBa, B kunobaiitax. Mo yMonyaHuio — 6e3 orpaHUYEHUiA.
/ ART: <yucno> — TMOpPOr MpOBEepKM YpOBHSA oOkKatna (

MWUHWMasbHbIA  pa3Mep aina BHYTPU apxuBa, HauuHas C
KOoTOporo 6yaeT npou3BOAUTLCS MNpoBepka KoadduumeHTa
okaTus), B kunobaiitax. Mo yMonyaHuio — 6e3 orpaHUYeHuit.

/ BARX: <yuc/io> — MaKCMManbHbIi pasMep MpOBEPSIEMbIX
06beKTOB B apxuBax, B kunobaiTtax. Mo ymonuyaHuio — 6e3
OrpaHuUYeHUI.

/BI — BblBeCTM uHdbOpMaumio 0 BUPYCHbIX 6aszax. [lo
YMOSTHaHMIO — OMNUMS BKITIOYEHa.
/DR - PpeKypCcMBHO MpoBepsATb AupekTopun (NpoBepaTb

noaaupekTopum). Mo yMonyaHuio — onuus BKIKOYEHa.

/E: <yucrio> — NpoBECTV MPOBEPKY B YKa3aHHOE KOMMYECTBO
MOTOKOB.

/FAST — npou3BecTu cuctembl. (Tonbko
ansa ).

/FL: <umsi_ghbalina> — NpoBepsiTb MyTH, YKasaHHble B daiine.
/FM: <macka> — npoBepaTb (ainbl No Macke. Mo yMonyaHuto —
npoBepsitoTCs BCe daiinbl.

/FR: <peeyrisipHoe_ebipaxeHue> — TpoBepsTb daiinbl Mo
perynsipHoMy BbipaXKeHuto. [0 yMOMYaHWIo — NPOBEpSIOTCS BCE
aiinsbl.

/FX: <macka> — He npoBepsATb ¢halfibl, COOTBETCTBYOLME
macke. (Tonbko anst ).

/FULL — NpOM3BECTM NOJHYI0 NMPOBEPKY BCEX XKECTKMUX AUCKOB
M CMEHHbIX HocuTenel (BKIOYasi 3arpy304yHble CEKTOpbI).
(Tonbko ans ).

/H wnn /? — BbIBECTU Ha 3KPaH KPaTKylo CripaBKy o paboTe c
nporpammoii. (Tonbko ans ).

/HA — Npou3BOAUTL 3BPUCTUYECKMI aHanu3 alsioB 1 MOWCK B
HMX HEW3BECTHbIX BUPYCOB. [0 YMONYaHMIO — OMNLUMS BKITHOYEHa.
/KEY: <kmoyegol_¢halin> — ykasaTb MNyTb K K/IOYEBOMY
caiiny. MapameTp HeobxoaMM B TOM C/lyyae, €Civ KIOUEBOM
aiin HaxoauTcs He B TOW e AMPEKTOpUM, YTO U ckaHep. Mo
yMonuaHuio — ucnonb3yetcss  drweb32.key wnu  pgpyroit
noaxoaswmn knodyesort dain M3 aupekTopun  C:\Program
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Files\DrWeb\.

/LITE - mNpOM3BECTM CTapTOBYID MPOBEPKY CUCTEMbI, MNP
KOTOpO/ MpOBEPSIIOTCS  OMEpaTUBHAs MaMsATb, 3arpy304yHble
CEKTOpbl BCEX AWCKOB W OBBLEKTbl aBTO3anycka, a Takxke
MpoBECTM MNPOBEPKY Ha Hanuuue pyTkuToB. (Tonbko Ans

/LN — npoBepsTb (aiifbl, Ha KOTOpble YKa3blBaloT Ap/biku. Mo
YMONUYAHMIO — OMNUMS OTK/IIOYEHa.

/LS — npoBepsATb Mof YYeTHOM 3anucbio LocalSystem. Mo
YMOUY@HMIO — OMNUMS OTKITHOYEHa.

/MA — npoBepsATb NOYTOBblE dhainbl. Mo yMonYaHMio — onuus
BK/THOYEHa.

/MC: <yucno> — YCTaHOBUTb MaKCMMaslbHOE 4MCIO MOMbITOK
BblIeUNTb haisl. Mo yMonyaHuio — 6e3 orpaHUYeHni.

/NB — He co3daBaTb pE3EPBHbIE KOMWU  BblNeYeHHbIX/
yOaneHHbIx dainos. Mo yMouaHuio — onums OTKIoYeHa.
/NI[:X] - YpOBEHb MCMOJIb30BaHUS PECypCcOB CUCTEMbI, B
npoueHTax. OnpeaensieT KoJMYecTBO MaMATM  WCMOJb3YeMON

ANS NPOBEPKM U CUCTEMHBIN MPUOPUTET 3adaun nposepku. Mo
YMOMYaHMIo — 6e3 orpaHNUEHuI.

/NOREBOOT - OTMEHSIET nepe3arpy3Ky W BblK/lOYEHUe nocne

nposepku. (Tonbko ans ).

/NT - npoeepsATb NTFS-notoku. Mo ymonuyaHuo — onuus
BK/ItOYEHa.

/OK — BblBOAUTb MOJHBIA CMXCOK MpOBEPSIEMbIX O6BLEKTOB,

conpoBoXaas HesapaeHHble nomeTkor OK. Mo ymMonuaHuio —
onumMs OTK/IoYEH].

/ P: <npuopumem> — NPUOPUTET 3aryLLEeHHON 3aAa41 NPOBEPKU
B 06LLlel ouepean 3a1a4 Ha NPOBEPKY:

e 0 — HM3WWNA.

o L — HU3KUM.

e N — 06bl4HBbIiA. MPUOPUTET MO YMONYAHMIO.

e H — BbICOKUM.

e M — MaKcuMarsbHbIN.

/PAL: <4uC/io> — MaKCUMasibHbIA YPOBEHb  BIOXXEHHOCTM
YNaKoBLIMKOB  McronHsieMoro  daina.  Ecnm ypoBeHb
B/IOXKEHHOCTM  MpEBLIWAET  YKa3aHHbIM, npoBepka 6yaer
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NpOV3BOANTLCSA TOMBKO A0 YKA3aHHOrO YPOBHS BJIOXXEHHOCTM.
Mo ymonuanuio — 1000.

/RA: <ums ¢palina> — gonucaTtb oT4yeT 0 paboTe nporpammbl B
yKasaHHbIV cain. Mo yMonYaHWIo OTYET He Co3AaeTcs.
/RP: <ums ¢halina> — 3anncatb OT4YeT 0 paboTe NporpamMbl B
yKasaHHbIli caiin. Mo yMonyaHMIo OTYET He CO3AaEeTCs.
/RPC: <yucrio> — TaiiMayT coeauHeHust ¢ Scanning Engine, B

cekyHaax. Mo ymonuanuto — 30 cekyHa. (Tonbko Ans
).

/RPCD — WUCMONb30BaThb AMHaMuyeckui uaeHTtucukatop RPC.

(Tonbko ans ).

/RPCE — WCMoNb30BaTh AMHAaMMYecKuit LeneBoit aapec RPC.

(Tonbko ans ).

/RPCE: <yernieeoli_adpec> — WCMOMb30BaTb  YKa3aHHbIN

ueneson agpec RPC. (Tonbko ans ).

/RPCH: <umsi_xocma> — WCMONb30BaTb YKa3aHHOe MMs XOcTa

ans BbizoBoB RPC. (Tonbko ans ).

/RPCP: <1pomokos> — WCNOMb30BaTb YKa3aHHbIM MpPOTOKON
RPC. Bo3MOXHO wucnonb3oBaHWe npoTokonos: Ipc, np, tcp.
(Tonbko ans ).

/QL - BbIBECTU CMUCOK BceX (halinoB, MOMELIEHHbIX B
KapaHTUH Ha Bcex pauckax. (Tonbko Ans

).

/ QL: <umMms_noaudeckozo_Oucka> — BbIBECTM CMMCOK BCex
(alinoB, NMoOMeLUEHHbIX B KapaHTWH Ha YKa3aHHOM J10MMYeCcKOM
ancke. (Tonbko ans ).

/QNA — BbIBOAWTb MyTU B ABOMHbIX KaBblUKax.

/OR[:[dl[:p]] - ydanuTb daiinbl C yka3zaHHOro Aucka <d>
(ums_roaudyecko2o_0ucKka), Haxopslme B KapaHTUHe [ofblue
<p>(konuyecmeo) AHeW. Ecnn <d> n <p> He ykasaHbl, To 6yayT
yhaneHbl Bce alnbl, HaxoaslMecs B KapaHTWMHE, CO BCexX

nornyeckmx anckos. (Tonbko ans ).
/QUIT —  3aKpbiTb nocne npoeepkn (BHe
33aBMCMMOCTM OT TOro, 6biNM JIM MPUMEHEHbI AEUCTBUA K
obHapy»XeHHbIM yrpo3am). (Tonbko ans ).

/REP - NpoBepsATb MO CUMBOJIbHBLIM CCblsikaM. 1o yMonyaHuio
— Oonuusa OTKIOYEHa.
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/SCC — BbIBOAUTb COAEPXKMMOE COCTaBHbIX 06bekToB. [lo
YMOMYaHMWIO — OMNUMs OTKIIOYEHA.
/SCN — BblBOAUTb Ha3BaHWE MHCTaNNSALUMOHHOrO naketa. o
YMONYaHMIO — OMNUMS OTKIIIOYEHa.
/SILENTMODE - 3anyCTuTb NpPOBEpKy B (POHOBOM pexuMe.
Ecnv npu nposepke 6yayT o6HapyxeHbl Yrposbl, OTKpOEeTCs
OKHO CO CnWUCKOM Yrpo3. B npoTuBHOM
cnyyae OkHO He 6yaeT oTobpaxeHo. (Tonbko Ans ).
/SLS — BbIBOAUTb JIOTWM Ha 3KpaH. Mo ymonyaHuio — onuus
Bk/todeHa. (Tonbko ans ).
/SPN — BblBOAMTb Ha3BaHWe ynakoBlMKa. [0 ymonyaHuio —
onuus BK/OYEHa.
/SPS - oTobpaxaTb npouecc nposefeHus nposepkun. [lo
yMONUYaHuio — onuus BktoveHa. (Tonbko ans

).
/SST - BbIBOAWUTL BpeMsi nposepku daina. Mo ymonuanuio —
onuus OTK/IKOYEHa.
/TB — BbINOMHSATbL NPOBEPKY 3arpy304HbIX CEKTOPOB W MMaBHbIX
3arpy304Hbix cektopoB (MBR) »eCcTKoro avcka.
/TM — BbINOMAHATL MOUCK Yrpo3 B OMEPaTUBHOW MaMsTU
(BKkNtOYas cuctemHyto obnactb Windows).
/TR — NpOBEPSITb CUCTEMHbIE TOYKWU BOCCTAHOBNEHMSI.

/TS — BbINONHSATL MOWCK Yrpo3 B ainax aeTosanycka (no
nanke ABTO3arpyska, CUCTEMHbIM ini-haiinam, peecTpy
Windows).

/ W:<4ucro> — MaKcuManbHOe BpeMsi NPOBEPKU, B cekyHaax. Mo
yMOM4aHwuio — 6e3 orpaH1yeHwii.

/WCL — BblBO4, CoBMecTuMbIM C drwebwcl. (Tonbko Aans
).

/X:S[:R] — MO OKOHYaHWM MPOBEPKW MEPEBECTU MaLUMHY B

YKa3aHHbIN PEXUM: BbIK/TIOUEHME/ Nepe3arpy3Ka/>KayLLui

PEXUM/CMIALLMNIA PEXUM.

3aflaHne AeWCTBUIA C pasnnyHbiMM obbekTamu (C — BblIEUUTb, Q —
nepemMecTuTb B KapaHTWH, D — yganutb, [— wrHopupoBaTtb, R —
nHhopMMpoBaTb. [elicTBME R BO3MOXHO TOMbKO 4SSt

. Mo yMonyaHuto ans Bcex — UHPOPMUPOBATL (TAKXKE TOMBKO

DE
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/ AAD: <Oelicmeue> — [ENCTBUS AN PEKNaMHbIX Nporpamm
(BO3MOXHbIE  feNCTBUS: DQIR, no  yMmon4yaHutoo  —
MHMOPMMPOBaHUE)

/ AAR: <delicmeue> — [EUCTBAUA C  MHOUUMPOBAHHBIMU
apxuBamy (BO3MOXHble felcTBusi: DQIR, MO yMonYaHuio —
WH(OPMUPOBAHME)

/ACN: <Oelicmeue> — [eucTBus C  MHOUUMPOBAHHLIMU
WHCTaNNSIUMOHHBIMU NakeTamu (BO3MOXHblE AeicTBus: DQIR,
Mo yMON4YaHuio — MHOPMMPOBAHUE)

/ ADL: <delicmeue> — [EUCTBUA C MporpaMMaMu [A03BOHA
(Bo3MOXHble  AeictBus:  DQIR, no  yMmonyaHuoo  —
WMH(OPMUPOBAHME)

/ AHT: <Qelicmeue> — peUCTBAS C NporpaMMamy B3foMa
(BO3MOXHbIE  fENCTBUS: DQIR, no  yMmon4yaHutoo  —
MHMOPMMPOBaHUE)

/ AIC: <delicmeue> — AENCTBUS C HeusneummbiMu daiinamm
(BO3MOXHbIE  [AEWCTBUS: DQR, no  yMOnYyaHuio  —
WH(OPMUPOBAHME)

/AIN: <Oelicmeue> — [eucTBUS C  MHOUUMPOBAHHLIMU
daiinamm (Bo3MOXHble feicTBusi: CDQR, MO yMOMYaHuio —
MHMOPMMPOBaHUE)

/ AJK: <delicmeue> — [OEACTBMSI C MNpOrpaMMaMu-LIYyTKaMu
(Bo3MOXHble  AeicTBus:  DQIR, no  yMmonyaHuoo  —
nH(OpPMMpOBaHue)

/AML: <Oelicmeue> — [eUcTBAS C  MHOUUMPOBAHHLIMU
noyToBbIMM  hainamm  (BO3MOXHble aeicTBus: QIR, no
YMO4YaHMIo — UHPOPMUPOBAHWME)

/ ARW: <delicmeue> — [EiCTBMS C MOTEHUMANbHO OMacHbIMM
cdaiinamm (Bo3MOXHble AedcTBus: DQIR, MO yMoOfYaHuio —
WH(OPMUPOBAHME)

/ ASU: <delicmeue> — AEUCTBUA C NOAO3PUTENBHBIMU (aiinamm
(BO3MOXHbIE  feNCTBUS: DQIR, no  yMmon4yaHutoo  —
MHMOPMMPOBaHUE)

HekoTopble Koun MOryT UMETb MO,U,M(bVIKaTOpr, C NOMOLLbIO KOTOPbIX
PEXNM ABHO BKIHOYAETCA nnbo oTkoYaeTcs. Hanpumep:
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/AC—  pexXwuM IBHO OTK/IIOYaEeTCs,
/AC, /AC+  pEXUM SBHO BKJIHOUAETCS.

Takas BO3MOXHOCTb MOXeT ObITb Mone3Ha B Ciy4vae, ecniv pexum
BK/IIOYEH/OTK/MIOYEH MO YMONYAHUIO WU MO BbIMOMHEHHLIM paHee
yCTaHOBKaM B  KOHbUrypaunoHHoM caine. CnuMcok  KIoYew,
[onycKaloLWwmx npuMeHeHne moaudukatopos: /AR /AC /AFS /BI
/DR /HA /LN /LS /MA /NB /NT /OK /QNA /REP /SCC
/SCN /SPN /SLS /SPS /SST /TB /TM /TS /TR /WCL.

Onsa knoya /FL moaudukatop "-" O3HaA4vaeT: npoBepaTb MyTw,
repeyYncrieHHble B ykaszaHHOM daiine, v yaanutb 3ToT daiin.

Onsa knouen /ARC /ARL /ARS /ART /ARX /NI[:X] /PAL
/RPC /W, NPUHUMAIOLLMX B KQUYECTBE 3HAYEHWS MapaMeTpa <yucsio>,
"0" 03HaYaET, YTO NMapaMeTP UCNob3yeTcst 6e3 orpaHUYEHNI.

MpuUMep WCMOMb30BaHMS  KJIIOYEN Mpu  3anycke

[ <nyTb_k_nporpamme>] dwscancl /AR- /AIN:C /AIC:Q C:
\

NpoBEPUTL BCE d)aVIJ'IbI, 3a WCK/OYEHMEM apxmBOB, Ha Aucke C,
MH(bVILl,MpOBaHHbIe d)aVIJ'IbI Nle4ynTb, Heumsnedymmble TMNOMECTUTbL B
KapaHTWH. [na aHanorm4yHoro 3anycka

HeobxoanMo Ha6paTb MMS KOMaHAbl dwscanner.
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MapameTpbl ana Moaynsa o6HoBNEHUA

O6wme napameTpbl:

-h [ --help ]

-v [ --verbosity
larg

-d [ --data-dir ]

arg

--log-dir arg

--log-file arg
(=dwupdater.

log)

-r [ --repo-dir ]

arg

-t [ --trace ]

-c [ --command
1 arg (=update)

7
arg

[

--zone |

BblBECTM Ha 3KpaH KpaTkylo crpaBky o pabote c
NporpamMMon.

YpoBeHb AeTanusaumnm otyeTa: error (CTaHAapTHbIN ), info
(pacwupeHHbIi), debug (0TNaA0uHbIN).

Katanor, B KOTOpOM pa3MelleHbl PernosuTopuii 1
HaCTPOWKM.

KaTarnor, B KOTOPOM 6yZET COXPaHEH OTYET.

Umsi cbalina otyeta.

Katanor penosutopus, (no ymonyaHuto <data_dir>/
repo).

BK/OUNTb TPACCUPOBKY.

BbinonHsemasi komaHaa: getversions - nMonyynTb BEpPCUM,
getcomponents - MOAyYMTb  KOMMOHEHTbI, init -
MHMUManu3aums, update - o6HoBneHue, uninstall -
YAQNNUTb, EXEC - BbINONHUTL, keyupdate - 06HOBUTb KoY,
download - ckayaTb.

Crnmcok 30H, KOTOPbI ByAeT MCnonb30BaTbCsi BMECTO
3aflaHHbIX B KOHUrypaLumoHHoM daiine.

MapameTpbl kOMaHAbl HULManu3auum (init):

-s [ --version ] Homep Bepcum.

arg

-p [ --product ] Ha3sBaHwve npoaykTa.

arg
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-a [ --path ] arg

-n [ -
component ]
arg

-u [ --user ] arg
-k [ --password
larg

-g [ --proxy ]
arg

-e [ —-exclude ]
arg

MpunoxxeHns

MyTb, Mo koTopoMy OyaeT ycTaHOBMEH MPOAYKT. ITOT
katanor 6yaeT MCNonb30BaTbCa MO YMOMYaHWIO B
KayecTBe KaTasiora Ansi BCEX KOMMOHEHTOB, BKITOUEHHbIX
B NpoaykT. Mogynb 06HOBneHus 6yaer npoBepsiTb
Hanmuve koYeBoro anna MMeHHO B 3TOM KaTarore.

MMa KOMMOHEHTa M KaTanor YCTaHOBKM B dopmaTte
<name>, <install path>.

MMsa nonb3oBaTens npokcu-cepsepa.

Maposib Mosb30BaTeNs MPOKCU-CEPBEPA.

Mpokcun-cepBep ans obHoBneHus B dopmate <adpec>:
<nopm>.

/IMSi KOMMOHEHTa, KOTOPbI BYAET UCKMIOUEH M3 MPOAYKTA
Mpu YCTaHOBKE.

MapameTpbl kOMaHAbl 06HOBNEeHus (update):

-p [ --product ]
arg
-n [ -

component ]
arg

-x [ --selfrestart
] arg (=yes)

--geo-update

Ha3sBaHue npopykTa. Ecnu HasBaHue ykasaHo, TO 6yaer
npou3seneHo 0bHOBMIEHWE TOMbKO 3TOro NpoAykTa. Ecnu
MPOAYKT HE YKa3aH W He YKasaHbl KOHKPETHbIE
KOMMOHEHTbI, 6yaeT npou3BeAeHO O6HOBNEHME BCeX
npogyktoB. Ecnm  ykasaHbl  KOMMOHEHTbI,  6yaer
npou3seaeHo 06HOBNEHME YKa3aHHbIX KOMMOHEHTOB.

MepeyeHb KOMMOHEHTOB, KOTOpble HEO6X0ANMO O6HOBUTL
[0 onpeaeneHHol Moaudvkauun. dopmat: <name>
<target revision>.

Mepesanyck nocsie 06HOBNEHWSt Moaynst 06HOB/EHUs. Mo
YMOJYaHWIO 3HaueHWe yes . ECM yKa3aHo 3HaueHue no,
TO BbIBOAUTCS MpeayrnpexzaeHne o HeobXoAMMOCTH
nepesanycka.

Monyuntb cnuncok IP-agpecoB update.drweb.com nepen
06HOBNEHMEM.
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--type arg
(=normal)

-g [ --proxy ]
arg

-u [ --user ] arg

-k [ --password
larg

--param arg

-I [ --progress-
to-console ]

MpunoxxeHns

MoxxeT 6bITb OAHUM U3 CreayoLWwmX:

e reset-all — npuHyauTenbHoe 0O6HOBNEHME BCEX
KOMTMOHEHTOB;
o reset-failed — cbpocuTb BCe W3MEHeHUs Ans

NoBpPEXAEHHbIX KOMMOHEHTOB,

e normal-failed — nonbITaTbCsl 06HOBUTb
KOMMOHEHTbI,  BK/IlOYasi  MOBPEXAEHHble, [0
rocnegHen nmbo [0 yka3aHHOW BEpCUu;

e update-revision — O06HOBUTb KOMMOHEHTHl B
rpefenax TeKyLen pesnsum;

e normal — 06HOBUTb BCE KOMMOHEHTbI.

Mpokcu-cepeep Ans o6HoBreHUs B dopmaTe <adpec>:
<nopm>.

MMsa nonb3oBaTens npokcu-cepsepa.

lMaposib Nosb30BaTeNs MPOKCU-CEPBEPA.

MepefaTb AOMONHUTENbHbIE MapaMeTpbl B CKPUNT.
dopmart: <ums>: <3HayeHue>.

BblBECTM HA KOHCOMb WH(MOPMALUMIO O 3arpyske W
BbINOSIHEHUM CKpUMTa.

Ocob6ble napamMeTpbl KOMaHAbl UCNOJIHEHUSA (exec):

-s [ --script ]
arg

-f [ --func ] arg

-p [ --param ]
arg

-I [ --progress-
to-console ]

BbIMOMHWTb YKa3aHHbIN CKPUMT.

BbIMOMHWUTL (YHKLMIO CKPUMTA.

MepefaTb  AOMONHUTENIbHbIE MapaMeTpbl B CKPUNT.
dopmarT: <ums>: <3HayeHue>.

BblBECTM Ha KOHCOMb MHGOPMaUMIO O mporpecce
BbINOSIHEHUS CKPUMTA.
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MapameTpbl KOMaHpAbl nonyyYeHus KOMMOHEHTOB
(getcomponents):

-s [ --version ] Homep Bepcum.
arg

-p [ --product ] YkaxwuTe wuMa npoaykta, 4Tobbl YBWAETb, Kakue
arg KOMMOHEHTbI OH BK/toYaeT. Ecnu NpoAyKT He
yKasaH, byayT BblBeAeHbl BCE KOMMOHEHTbI 3TON BEPCUU.

MapameTpbl KOMaHAbI NONyYeHUs U3MeHeHMU (getrevisions):

-s [ --version ] Homep Bepcum.

arg
-n [ -- /M5 koMnoHeHTa.
component ]

arg

MapameTpbl kOMaHAbI yaaneHus (uninstall):

-n [ -~ VMs KOMMOHEHTA, KOTOpbI HEOBX0AMMO YAANUTb.
component ]
arg

-| [ --progress- BbiBecT MHGMOPMALMIO O BbIMOMHEHWM KOMaHAbl  Ha
to-console ] KOHCO/b.

--param arg MNepepaTb  AONONHWTENbHbIE MAPAMETPbl B CKPWIT.
®dopmaT: <ums>: <3HayeHue>.

-e [ --add-to- KoMnoHeHTbl, koTOpble 6yayT yaaneHbl U ux 0bHOBNeHue
exclude ] npou3BoAUTLCS He ByaerT.

180



MpunoxxeHns

MapameTpbl KOMaHAbl aBTOMaTU4YECKOro o6HOBNIEHNA KJIO4Ya

(keyupdate):

-m [ --md5 ]
arg
-0 [ --output ]
arg
-b [ --backup ]
-g [ --proxy ]
arg

-u [ --user ] arg

-k [ --password
larg

-| [ --progress-
to-console ]

KoHTponbHas cymma md5 cTaporo KoueBoro daiina.

Mms daiina.

PesepBHOE KOMWPOBaHME CTaporo KueBoro  daina,
€C/IN OH CyLLIECTBYET.

Mpokcu-cepeep Ans o6HoBreHUs B dopmaTe <adpec>:
<nopm>.

MMsa nonb3oBaTens npokcu-cepsepa.

lMaposb Nosb30BaTeNs MPOKCU-CEPBEPA.

BbiBecTu Ha KOHCO/b MH(OopMaLMIo o
3arpyske kio4eBoro daina.

MapameTpbl kOMaHAbl ckaunBaHuna (download):

--zones arg
--key-dir arg

-I [ --progress-
to-console ]

-g [ --proxy ]
arg

-u [ --user ] arg

-k [ --password
larg

daiin, coaepxalumit CrmcoK 30H.
KaTanor, B KOTOPOM HaxoAuTCsl KtoueBow daiin.

BbiBeCTM  MH(OPMALMIO O BbIMOSHEHUM  KOMaHZbl Ha
KOHCO/b.

Mpokcu-cepeep Ans o6HoBReHUs B dopmaTe <adpec>:
<nopm>.

MMsa nonb3oBaTens npokcu-cepsepa.

lMaposib Nosb30BaTeNs MPOKCU-CEPBEPA.

181



MpunoxxeHns

-s [ --version ] Wmsa Bepcum
arg

-p [ --product ] HasBaHwe npoaykTa, KOTOpbI HEO6XOANMO CKaYaTb.
arg
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Koabl Bo3BpaTa

Bo3MOXHble 3HaueHus Koga BO3BpaTa WM COOTBETCTBYHOLME UM
cobbiTnA cneaywowme:

0 OK, He ObHapyXeHO BWPYCOB WM MOAO3PEHUN Ha
BUPYChI

O6Hapy>eHbl U3BECTHbIE BUPYChI
O6Hapy>xeHbl MoAMMUKaLIMM U3BECTHBIX BUPYCOB

O6Hapy>keHbl NOA03pUTENbHbIE HA BUPYC O6BEKTbI

o A N =

B apxuBe, KOHTEMHEpe WIM MOYTOBOM  SLUMKE
06Hapy»eHbl U3BECTHbIE BUPYChI

16 B apxuBe, KOHTEMHepe WM MOYTOBOM  SLIMKE
06HapyeHbl MoANdMKaLIMM U3BECTHBIX BUPYCOB

32 B apxuBe, KOHTEMHepe WM MOYTOBOM  SLIMKE
06HapYXeHbl NOA03PUTENbHBIE Ha BUPYC 06BbEKTHI

64 YcnewHo BbIMOMHEHO JleYeHMe XOTs 6bl  OAHOro
3apaXXEHHOro BUPYCOM ObbeKTa

128 BbinonHeHo yaaneHue/nepenMeHoBaHve/nepemMeLleHne
XO0T$1 6bl OHOrO 3apaXkeHHoro daiina

Pe3ynbTupyloWwmMii ko BO3BpaTa, (OPMUPYEMBIA MO  3aBEPLLEHMIO
NMPOBEPKU, PaBEH CyMME KOZOB TeX CO6bITUI, KOTOPblE MPOM3OLLIN BO
BPEeMsl NMPOBEPKU (M €ro criaraeMble MOTyT OAHO3HAYHO 6biTb MO HEMY
BOCCTAHOBJIEHbI).

Hanpumep, koa Bo3Bpata 9 = 1 + 8 o03HauaeT, 4TO BO BpeMs
NpoOBEpPKM 0BHapyXXeHbl M3BECTHblE BUPYCbl (BUPYC), B TOM 4ucne B
apxuse; ob6e3BpexuBaHWe He MpoBOAWMNOCE;, 6onblue  HUKaKMX
«BUPYCHBbIX>» COBbITUI He BbiNo.
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MpunoxxeHue b. Yrpo3bl n cnocobbl nx
o6e3BpexxmBaHus

C pasBMTUEM KOMMbIOTEPHbLIX TEXHOMOMMIA U CETEBLIX PELUEHWIA, BCe
6onbliee pacnpocTpaHeHWE MOJSyYaloT pasfiMyHblE BPEAOHOCHbLIE
MporpamMMbl, HamnpaefeHHble Ha TO, YTO6bl Tak WM MHAYe HaHecTw
BpeA TMonb3oBaTeNsM. VX pasBUTME Hauyanocb ewe B 3MOXy
3apOXAEHUS BbIUUCIUTENBHON TEXHUKWU, U MapanienbHo pasBuBanuch
CpeacTBa 3alWTbl OT HUX. TeM He MeHee, 40 CWX MOp He CyLiecTByeT
€OMHON KnaccudbuKaumm BCeX BO3MOXHBIX Yrpo3, UYTO CBs3aHO, B
NepByl0 o4epeab, C HEMpeackasyeMbiM XapaKTepoM WX pasBUTUS U
MOCTOSIHHBIM COBEPLLEHCTBOBAHMEM MPUMEHSIEMbIX TEXHONOM.

BpenoHocHbIe nporpaMMbl MOryT pacrpocTpaHATbCA yepe3 VHTepHerT,
NOKAJ/IbHYIO  CE€Tb, 3NEKTPOHHYKD MNMOYTYy W CbEMHbIE HOCUTENU
MHd)OpMaLl,VIVI. HekoTopble paccuuTaHbl Ha HEOCTOPOXHOCTb MU
HEONbITHOCTb NoJib3oBaTeNna WU  MOryTt [eNcTBOBaTb  MOJIHOCTbIO
ABTOHOMHO, apyrue ABNAKOTCA b NHCTPYMEHTaMN noa
ynpaBneHNEM KOMMbIOTEPHbIX B3/IOMLLMKOB U CNocobHbI HaHeCTH Bpea
AaXe HaAeXHO 3allnleHHbIM CUCTEMaM.

B naHHOM rnaBe NpeAcTaBfeHbl ONMCaHUsS BCEX OCHOBHBIX U Hanbonee
pacnpocTpaHeHHbIX TUMOB BPEAOHOCHLIX MporpaMM, Ha 6opbby C
KOTOpbIMU B MEPBYIO O4Yepesb M HamnpaeneHbl pa3paboTku
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Knaccudpmkaumsa yrpos

KoMnbroTepHblie BUPYCbI

[NaBHOM OCOBEHHOCTbIO TaKMX MPOrpaMM SIBASIETCA CMOCOBHOCTb K
BHEPEHUIO CBOEro Kofa B MCMOSHSEMbIM KOA4 APYrMx Mporpamm.
Takoe BHeapeHVe HasbiBaeTCs MHMUUMpOBaHMEM (MM 3apaXXeHneMm).
B 60nblUMHCTBE C/ly4aeB WHMUUMPOBaHHbIA (ain caM CTaHOBWUTCS
HOCUTENEeM BMpYyca, NpUYeM BHeAPEHHas YacTb Koaa He obsizaTesibHO
6yneT coBragaTb C OpuruHanoM. [enctsus 60MblUMHCTBA BUMPYCOB
HanpaBneHbl Ha MOBPEXAEHWE WM YHUUTOXEHME AaHHbIX. Bupychl,
KOTOpble BHeapsoTCcst B daiinbl onepaumnoHHON cucteMbl (B OCHOBHOM,
ucnosiHsieMble ainbl U AMHaMUYeckMe BGUMBANOTEKMN), AKTUBMPYHOTCS
npyu 3arnycke MopaXKeHHOW MporpaMMbl M 3aTeM PacrpOCTPAHSIOTCS,
Ha3blBaloTCA halNoBbIMY.

HekoTopble BUpYCbl BHeapsloTcs He B aiinbl, a B 3arpy304Hble
3anncu AWUCKET, pasfenbl XeCcTKMX AnCkoB, a Takke MBR (Master Boot
Record) »xecTkmx AnckoB. Takne BUPYCbl Ha3blBAOTCA 3arpy304HbIMK,
3aHMMalOT HebosNblLOM 06beM NamMsATU M NPebbiBAlOT B COCTOSIHUM
rOTOBHOCTM K NPOAO/HKEHMIO BbIMNO/THEHUS CBOEN 3a4aumn A0 BbIrPy3KM,
rnepesarpy3ku Unm BbIKJIIOYEHNS KOMMbIOTEpa.

MakpoBupycbl — 3TO BMPYChbl, 3apaxawowme daiinbl [JOKYMEHTOB,
ucronb3lyemble  npunoxeHusmm  Microsoft  Office n  apyrumm
nporpamMMamu, [OMNyCKAOWMMN Hannyune MakpoKoMaHA (Yalle Bcero
Ha s3blke Visual Basic). MakpokoMaHAbl — 3TO BCTPOEHHbIE NPOrpaMMbl
(Makpocbl) Ha MNOMHOMYHKLUMOHANBHOM $3blKE MPOrpaMMMpOBaHUS.
Hanpumep, B Microsoft Word 3T Makpocbl MOryT aBTOMaTUYeCKU
3anyckaTtbCs MpU  OTKPbITUM NO6Oro AOKYMEHTa, €ro 3aKpbiTwu,
COXPaHEHWU U T.A.

Bupycbl, KkoTOpble CMOCO6HbI adKTUBU3MPOBATbCA U BbINONHATb
3aflaHHblE BUpYyconucaTeneMm AEI\/'ICTBVIFI, HanpuMmep, npu AO0CTUXEHUU
KOMMbIOTEPOM onpeaeneHHoro COCTOSAHUA Ha3bIBalOTCA
PE3NAEHTHbLIMU.

BONblUMHCTBO BUPYCOB 06MajaloT ToW WM WMHOW  3alwmToil  OT
o6HapyxeHus. Crnocobbl 3almuTbl MOCTOSIHHO COBEPLUEHCTBYIOTCS U
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BMECTE C HUMU pa3pa6aTb|Bar0Tc;| HOBblE TEXHOMOIMMN 60pb6b| C HUMNU.

Hanpumep, wudpoBaHHble BUPYChI WKGBPYIOT CBOM KOA MPU KaXKaoM
HOBOM 3apaXXeHUM [N 3aTpyAHeHUs ero obHapyxeHus B daline,
NamsiTM UM 3arpy304HOM CEeKTOpe. Kaxablii 3K3eMnsp Takoro BMpyca
COLEPXWUT  TOMbKO  KOPOTKMA  06wui  dparMeHT  (Npouenypy
paclumMpoBKK), KOTOPbI MOXHO BbIGPATh B KQYECTBE CUrHATYpbI.

CyLLeCTBYIOT Takxke MonuMopdHbIE BUPYChl, UCMOJb3yOWME MOMUMO
wndpoBaHUs  Koda  CMeuManbHyl0  Mpoueaypy — paclumcbpoBKy,
M3MEHSIIOLLYIO caMy cebsl B KaXXAOM HOBOM 3K3eMMsipe BUpYyCa, YTO
BEZET K OTCYTCTBMIO Y TaKoro Bupyca 6aiToBbIX cUrHaTyp.

Crenc Bupycbl (BMpYCbI-HEBUAMMKWM) - BWpYCHble MNpOrpaMMbl,
npeanpyHUMalomMe crneumnanbHble AeNCTBUS AN MackupoBKWU CBOEN
[EeSTENbHOCTU C LIENbI0 COKPbLITUS CBOEMO MPUCYTCTBUS B 3apaXKeHHbIX
o6bekTax. Takol BUPYC CHUMAET nepes 3apaKEHWEM XapaKTEPUCTUKU
WHGMUMPYEMON MpOrpamMMbl, @ 3aTeM MOACOBLIBAET CTapble AaHHble
nporpamme, WLLyLLel U3MEHeHHbIe calinbl.

Bupycbl Takxke MOXHO KJ'IaCCVICbMLl,VIpOBaTb MO A3blKY, HA KOTOPOM OHU
HanuncaHbl (6OJ'IbLLIMHCTBO NNWYTCA Ha acceM6nepe, BbICOKOYPOBHEBbIX
A3blKaxX MNpPOrpaMMnUpoBaHnA, CKPUMTOBbLIX A3blKax W T.,El,.) n no
nopaxaembiM onepaunoHHbIM CUCTEMAM.

KoMnbroTepHblie yepsu

B nocnenHee BpeMms, yepBM CTanu ropasao 6onee pacrpocTpaHeHbl,
yeM BUMpYCbl W MpoYMe BPeAoHOCHblE MporpaMmmbl. Kak v BUpYCHI,
Takue MnporpaMMbl CrocobHbl pasMHOXaTb CBOWM KOMWWM, HO OHM He
MOryT 3apaxaTb ApyrMe KOMIbIOTEpPHblE MporpaMMbl.  YepBb
MPOHMKAET Ha KOMMbIOTEP M3 CETU (Yalle BCEro KaK BIIOXEHWE B
COOBLLUEHMSX DMEKTPOHHOM MOYTHI WM Yepe3 CeTb WHTEpHET) U
paccbinaeT cBou (yHKUMOHANbHbIE KOMWKU B APYrUe KOMMbIOTEPHbIE
ceT. TllpMyeM AN Hayana pacnpoCTPaHEHUs YepBu  MOryT
UCMOMb30BaTh Kak AEMCTBUS MONb30BaTeNs, Tak U aBTOMaTMYeCKu
peXuM BblGopa M aTaku KOMIbloTepa.

YepBW He BCeraa LEIMKOM COCTOST M3 ofHoro daina (Tena yepss). Y
MHOIMMX YepBeil ecTb Tak HasblBaeMasi MH(MEKUMOHHast YacTb (wenn-
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Koa), KoTopas 3arpyxaerca B O3Y wu  «gorpyxaer» Mo Cetu
HenocpesCcTBEHHO camMo TeNo B BUAe ucnonHsemoro daiina. Moka B
CUCTEME HET TeNa YepBsi, OT HEro MOXHO M36aBUTLCS Mepe3arpysKkoin
KoMnbtoTepa (Npu koTopoW npoucxoanT cbpoc O3Y). Ecnu xe B
CUCTEME OKa3blBAETCA TeNo 4epBs, TO CrpaBUTLCA C HUM MOXET
TOJSIbKO @aHTMBUPYC.

33 CYET MHTEHCMBHOIO PacrpoCTPaHEHWs, YepBM CMOCOGHbLI BbIBECTU
U3 CTPOsi LiENble CETU, OAXE €C/IN OHU HE HECYT HUKaKoV MONe3HON
Harpysku (He HaHOCST NPSIMOI BpeA CUCTEME).

TposiHCKkue nporpamMmbl (TPOSSHCKUE KOHU, TPOSiHbI)

OTOT TUN BPEAOHOCHBLIX MPOrpaMM He CrocobeH K camopensiMkauuu.
TpOsiHbl MOAMEHSIOT KaKyto-Mbo M3 4acTo 3anyckaeMblX NporpamMm u
BbIMOMHAIOT ee  @yHKkuMn (MM UMUTUPYIOT  UCMOMHEHWE  3TUX
(yHKUMI), OAHOBPEMEHHO MPOU3BOAS Kakue-nMbo BpefoHOCHbIe
peictBus  (NOBpeXAEHWe W yhaneHWe  [aHHblX,  MNepechblika
KOHMAeHUManbHOM MHbopMaumMmM 1 T.4.), NMbo Aenasi BO3MOXHbLIM
HECaHKLUMOHMPOBaHHOE WCMOJb30BaHWE KOMMbIOTEpa APYrMM JIMLIOM,
HanpuMep ANs HAaHeCeHUs Bpeaa TPeTbeMy nuLly.

TposiHel, 06nafaeT CXOXWMU C  BMPYCOM MAackKMpOBOYHbIMK U
BPEAOHOCHBLIMU (DYHKLMAMMN U AaXKe MOXET 6biTb MOAYIEM BMpYCa, HO
B OCHOBHOM TPOSIHCKME MNpOrpaMMbl  PacrnpoCTpaHsAloTCs,  Kak
oTaenbHble UcronHseMble dainbl (Bblk/aabiBaoTca Ha daiin-cepeepa,
3aMuCbIBAIOTCA Ha HOCUTENM MHGOPMaLMK UK NepechiNaloTcs B BUaE
NPUNOXEHUIA K COOBLLUEHNSIM), KOTOpble 3amyckalTca Mbo caMum
rnosnb3oBarenieM, Mo onpeaeneHHbIM NPOLIECCOM CUCTEMBI.

PyTkut

OTO BpedoOHOCHasi NporpaMma, npefAHasHayeHHasl Ans nepexsaTa
CUCTEMHbIX (DYHKLUMIA OMEPALMOHHON CUCTEMbI C LESbIO COKPbLITUS
CBOEro MpuUCyTCTBMS B cucTeMe. KpoMme TOro, PyTKAT MOXET
MacKMpoBaTb MPOLECCH  ApYyrMX MporpaMM, pasfiMyHble  KIoum
peectpa, nanky, cainbl.  PyTKMT  pacrnpocTpaHsieTcs  Kak
CaMOCTOsiTe/IbHasi MPOrpaMMa WM Kak AOMONHUTENbHbIA KOMMOHEHT B
COCTaBe Apyrol BpedoOHOCHOW nporpaMMmbl. Mo cyTM — 3TO Habop
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YTUNUT, KOTOPblE B3/IOMWMK YCTaHaB/IMBAET B CUCTEMY, K KOTOpOVI
nony4yun I'IepBOHa‘-laJ'IbeIVI [AocTyn.

Mo npuHUMNy cBoeit paboTbl PYTKUTbI YCNIOBHO pasfensiioT Ha [Ase
rpynnel:  User Mode Rootkits (UMR) - paboTaiowme B pexume
nonb3oBatens (nepexsat dyHKUMIN 6UBNMOTEK MONBL30BATENLCKOIO
pexuma), n Kernel Mode Rootkits (KMR) - paboTtaiowme B pexume
aapa (nepexsaT YHKUMI Ha YpOBHE CUCTEMHOrO siApa, uTO
3HAYUTENBHO YCNOXHSET ero obHapyxeHue n obe3BpexuBaHue).

MporpamMmmbl B3/10Ma

K [aHHOMY TuMy BpeAOHOCHLIX MpOrpaMM OTHOCATCA pasfivyHble
MHCTPYMEHTbI, KOTOPbIMU 3/10YMbILLIEHHWKM MOMb3YOTCS ANs B3/I0Ma
KOMMbIOTEPOB W ceTell. Hanbonee pacnpocTpaHeHHBIMU Cpean Hux
ABMAIOTCS CKaHepbl MOPTOB, KOTOpble BbISBAAIOT YS3BMMOCTU B
cucTeMe 3aWmTbl KOMMbloTepa. MoMMMO  B3/1OMLUMKOB, MOAOGHBIMM
nporpaMMaMn  MONMb3YKTCA  AAMUMHWUCTPATOPbl AN KOHTpons
6e30MacHOCTM CBOMX ceTeil. WHoraa K nporpaMMaM  B3/0Ma
NPUYUCISIOT pa3niMYHoe pacnpocTpaHeHHoe [10, koTopoe MoXeT
MCMONb30BaTbC AN B3/1I0OMA, @ TaKXe HEeKOTOpble MporpaMMmbl,
ucnosb3ytowme Metofbl  couuanbHOM  MHXeHepun  (nonyyeHue
KOHdMAEHUMaNbHOM MHdOPMaUmMK y nosb3oBaTenen NyTeM BBEAEHUS
nx B 3abnyxxaeHue).

LLinnoHCKMe nNporpamMmbli

STOT TUN BPEAOHOCHLIX NPOrpamMM, NpeaHasHayeH ANsi CNEXEeHWUs 3a
CUCTEMON M OTCbINKON CoBpaHHON WHOPMAUMM TPETbei CTOPOHE -
co3faTento  WMAM  3aKasuMKy TaKoM nporpaMMbl.  3akasumkamu
LUMMOHCKUX NpOrpamMM MOryT ObiTb: PacrnpoCTpaHUTENN CraMa U
peKnaMbl, MapKETUHrOBble areHTCTBa, CKaM-areHTCTBA, MPECTyrHble
rpynnMpPOBKM, AEATENN NPOMBILLSIEHHOMO LUMMOHAXa.

TakuMe nporpamMMbl TaHO 3aKAuMBAOTCH Ha KOMMbLIOTEP BMECTe C
KakMM-nMbo nporpaMMHbIM — obecneyeHMemM WM MpyM  NPOCMOTpEe
onpeaeneHHbix HTML-CTpaHuy M BCM/bIBAKOWMX PEeKNaMHbIX OKOH Y
caMoycTaHaBnMBalTCs 6e3 MHhopMMpoBaHUS 06 3TOM Mosb3oBaTens.
MobouHble 3dhdekTbl OT MNPUCYTCTBUS  LUMMOHCKUX NPOrpaMM  Ha
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KOMMblOTEPE — HecTabwnbHasi pabota 6paysepa v 3ameaneHue
NPOU3BOAUTENBHOCTU CUCTEMbI.

PexksiaMHble nporpamMmbl

Yalle BCEro noa 3TUM TEPMMHOM MOHMMAIOT MPOrPaMMHBIA  KOf,
BCTPOEHHbIN B pa3nnyHoe 6ecnnaTHoe nporpamMMHoe oBecreveHue,
Mpyu  MCMONb30BaHUM  KOTOPOro  MOMb30BATENO  MPUHYAWUTENBHO
nokasblBaeTcs peknaMa. Ho MHoraa TakoM KOA4 MOXET CKPbITHO
pacnpocTpaHsaTbCA MOCPEACTBOM APYrUX BPELOHOCHbIX NpOrpaMM W
[OEMOHCTPUPOBATbL PEKNaMy, HanpuMep, B WHTepeHeT-Gpaysepax.
3ayacTylo peksiamMHble MporpaMMbl paboTaloT Ha OCHOBAHWM AaHHbIX,
COBPaHHBIX LMUOHCKUMI MPOrpamMMamu.

MporpaMMbI-LIYTKN

3TO TUN BPEAOHOCHbIX MPOrpaMM, KOTOPble, KaK M peKNamHble
MpOrpaMMbl, He HaHOCAT NPAMOro Bpeaa cucTeme. Yalle BCEro OHM
rEHEpPUPYIOT COOBLLEHMSI O HECYLLECTBYIOWMX OWMBKAX M YrpoxaioT
AENCTBUSMU, KOTOPbIE MOFYT MPUBECTU K MOBPEXAEHUIO AaHHbIX. WX
OCHOBHOW (hbyHKLMEN SBASIETCA 3anyruBaHue nosb30BaTensi, Nnéo
HaBSI3UMBOE €ro pasapaXxeHue.

MporpamMmmMmbl 4O3BOHa

OTO cneumanbHble KOMMbIOTEPHbIE MpOorpamMmbl, pa3paboTaHHble Ans
CKaHMpOBaHMSI HeKoero JauanasoHa TenedOoHHbIX HOMEepoB A
HaXOXAEHUS1 TaKOro, Ha KOTOpbIi OTBETUT MoAeM. B panbHelwweM
3/10YMbILLMIEHHWKW UCMOMNb3YIOT HalAEHHbIE HOMEpa ANst HaKpy4YMBaHUS
onnatbl 3a TenedoH XepTBe WM AN HE3aMETHOrO MOAK/IHYEHUS
nonb30BaTeNs Yepe3s MOAEM K AOPOrOCTOSILUMM MaTHbIM TenedOoHHbIM
cnyx6am.

Bce BblwenepeyuncnieHHble TUMbl NPOrpamMM CHUTAKOTCH BPeAOHOCHLIMY,
T.K. NMPeACTaBnAOT Yyrposy nmbo AaHHbIM nosib3oBatens, nmbo ero
npaBaM Ha KOHq)M,U,EHLI,MaJ'IbHOCTb VIHq)OpMaLI,MM. K BpefoHOCHbIM He
MNPUHATO NPUYNCNATL NporpaMmbl, HE CKpbiBatoWME CBOEr0 BHEAPEHUSA
B CUCTEMY, NporpaMmmbl ANA pacCbi/IKM CNaMa U aHanmn3aTopbl Tpaq)m(a,
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XOTA noTeHunanbHO n OHU MoryT npu onpeaeneHHbIX
ob6CcTOoATENBCTBAX HAHECTU Bpea NnoJsib30BaTenNto.

Cpean nporpaMMHbIX MPOAYKTOB TaKXKe BbIAENSETCS Lenbli Knacc
MOTEHUMANbHO OMacHbIX MpOrpaMM, KOTOpble He co3AaBanvcb Ans
HaHeceHWsi Bpeda, HO B CWIy CBOMX OCOBEHHOCTEN  MoryT
NpeacTaBnsTb yrposy Ans 6e30nacHOCTU CUCTeMbl. [puuyeM, 3To He
TOMbKO MpOrpamMMbl, KOTOpblE MOTYyT ClyYalHO MOBPEAUTL WM
yOanuTb AaHHble, HO U Te, KOTOPblE MOTYT UCMOJIb30BaTLCA Xakepamu
WM OpYrMMM NporpaMMaMu AJisl HaHeceHus Bpeda cucteme. K HUM
MOXHO OTHECTM pasfiMyHble MporpamMMbl yAaNeHHOro OBLEHNs U
aOMUHUCTPUPOBaHKs, FTP-cepeepa 1 T.4.

Humxe npuBegeHbl HEKOTOPbIE BUAbl XaKEPCKUX aTaK U
WHTEPHET-MOLUeHHN4YeCTBa:

o Amaku memodom rodbopa naposs — cneumasnbHas TPOosIHCKas
nporpamMMa BbIUYMC/SIET HEOBXOAWMbIA AN MPOHUKHOBEHUS B
CeTb Naposib MeToaoM noabopa Ha OCHOBaHMW 3afI0XKEHHOrO B
3Ty MporpaMMy cnoBapsi Mapofiei wnu reHepupysl ciydaiiHble
nocneaoBaTenbHOCTU CUMBOSIOB.

e DoS-amaku  (oTka3  obcnyxuBaHus) u  DDoS-amaku
(pacnpeneneHHblii 0TKas 06CNYXMBaHWUSA) — BUA CETEBLIX aTak,
rpaHMyalmii C Teppopu3MOM, 3aK/OYalOWMIACS B MOCHIIKE
OFPOMHOr0 4YMcna 3anpocoB C TpeboBaHWeM ycayrm Ha
aTakyemblii  cepBep. [pu  [OCTVDKEHUM  OMPEAENEHHOrO
KonunyecTBea 3anpocoB (orpaHuyeHHoro annapaTHbIMK
BO3MOXHOCTSIMM ~ CepBepa), CcepBep MepectaeT C  HUMM
CNpaBNsTbCsA, YTO NMPUBOAUT K OTKasy B obcnyxueaHun. DDoS-
atakn otamyaotcs oT DoS-atak TeM, 4TO OCyLIeCTBASIOTCS
cpasy ¢ 6onbLoro konuyecTsa IP-agpecos.

e [loymoesle 60M6bI — OANH U3 NPOCTENLLMX BUAOB CETEBLIX aTakK.
3M0YMBbILLIEHHUKOM MOCHIIAETCA Ha KOMMbIOTEP MOJS1b30BaTeNs
WX NOYTOBLIN CEPBEP KOMMaHWM OAHO OrpOMHOE COOBLUEHUE,
WM MHOXECTBO (AECATKM ThICSY) MOYTOBBLIX COOBLLEHWI, UTO
NpMBOAUT K BbIBOAY CWUCTEMbl U3 CTPOSA. B aHTUMBUPYCHbIX

npoAyKTax ONns MoYTOBbIX CEpBEpOB MNpeaycMOTpeH
CrneuuanbHblil MEXaHW3M 3alUMTbI OT TakUX aTak.
o CHugppcbuHz — BWO CETEBOM aTakW, TaKXKE Ha3blBaeTCA

"naccmBHoe npocnywwuBaHne cetn".  HecaHKUMOHMPOBaHHOE
NpoCnylwmMBaHne CEeTM M HabnoaeHue 3a AaHHbIMM, KOTOpoe
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NMpousBOASTCA NpPXM  MOMOWM CheUManbHOM  HEBPEAOHOCHOM
nporpaMMbl - MaKeTHOro cHugdepa, KOTOpbIA OCYLLECTBASIET
nepexsaT BCEX CETEBLIX MAKETOB [OMEHA, 3a KOTOpbIM MAET
HabnoaeHue.

e CnychuHz — BUA CETEBOWN aTaku, 3aKNoYaloLencs B NoslydyeHum
06MaHHbIM MyTeM AOCTyNa B CETb MOCPEACTBOM WMMUTALMU
coeauHeHms.

e QuuuHe (Phishing) — TEXHONOrMs WHTEPHET-MOLIEHHWUYECTB,
3aK/TI04AIOLASACS B KPaXe IMYHbIX KOHDUAEHUMANbHBIX AaHHbIX,
TakMX Kak MaponuM AOCTyrna, [AdaHHble  6aHKOBCKUX U
MAEHTUMUKALMOHHBIX KapT M T.4. [pyv noMowm cnamepckux
pacchblIOK MW MOYTOBLIX YepBEer MOTEeHUMaNbHbIM XepTBaM
paccbiNaloTca NOANIOXKHbIE MUCbMA, SKOBbl OT UMEHU neranbHbIX
OpraHu3auuii, B KOTOpbIX WX MPOCST 3alTW Ha MOAAENaHHbIN
MPeCcTynHUKaMu  UHTEPHET-CaUT  Takoro  Y4pexzaeHus U
noarsepantb  naponu, PIN-koabl ©  Apyrylo  NU4HYIO
nHbopMaLmio, B nocneacTsnn UCrosnb3yemyto
3/10YMbILUNEHHUKAMN AN KPaXXM [EeHEer CO CYeTa XXepTebl U B
APYruX NPecTynneHnsx.

e BuwuHz (Vishing) — TeXHONOrMsl MHTEPHET-MOLIEHHUYECTBA,
pa3HOBMAHOCTb  (PUILIMHIA, OT/IMYAKOLWAsCS  UCMONb30BaHWUEM
BMECTO 3/IeKTPOHHOM noyThl war diallers (aBToHabupaTenei) u
BO3MOXHOCTel MHTepHeT-TenedoHun (VoIP).

OeWicTtBusa ansa obe3Bpe)xxnBaHusa yrpos3

CylwlecTByeT  MHOXECTBO  pasfMyHbIX ~ MeToaoB  6opbbbl €
KOMMbIOTEPHLIMU Yrpo3amMu. [ns HaAEXHOW 3aliMTbl KOMMNbIOTEPOB M
ceTell NpoayKTbl 06beanHAIT B cebe 3TM MeToabl
npu TMOMOWM TMOKMX HACTPOEK W  KOMMAEKCHOrO rnoaxoda K
obecneyeHntio  6e3onacHoct.  OCHOBHbIMM  JEWACTBUSMW  ANd
06e3BpeXMBaHNS BPEOHOCHbIX NMPOrpaMM SIBNSHOTCS:
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JledeHue — [eUCTBME, MPUMEHSIEMOE K BMPYCaM, YEPBSIM W
TposiHaMm. OHO noapasyMeBaeT yaaseHvWe BPEeAOHOCHOro KoAa
M3 3apaXxeHHbIX alnoB nn6o yaaneHuwe GYHKUMOHANbHBIX
KOMMWiA BPEAOHOCHBIX MpOrpaMM, a Takxke, Mo BO3MOXHOCTH,
BOCCTAQHOB/IEHME PaboTOCMOCOBHOCTN MOPAXEHHBLIX 06LEKTOB
(T.e. BO3BpalleHNe CTPYKTypbl U (PyHKUMOHaNa nporpamMMbl K
COCTOSIHMIO, KOTOpoe 6bl10 A0 3apaxkeHus). [laneko He Bce
BPEAOHOCHbIE MPOrpaMMbl MOTYT ObiTb BblIEYEHbI, OAHAKO
MMEHHO MpPOAYKTHI NpeaoCTaBAsAOT CaMble
3cdeKTUBHbIE  anrOpUTMbl  JIEYEHWUS W BOCCTaHOBNEHUS
(baiinoB, NOABEPrLIMXCS 3aPAXKEHMIO.

lNepemeweHue 6 KapaHmMuH — [OEACTBUME, MPU  KOTOPOM
BPEOHOCHbIN 06BEKT NMOMELLAETCA B CreuManbHyto nanky, rae
M30MIMPYETC OT OCTaNbHOW CUCTeMbl. [laHHOe AeiicTBue
SBNISIETCA NPeAnoYTUTENBHBIM NPU HEBO3MOXHOCTM fIeYeHus, a
TaKke AN BCEX MOAO3PUTENIbHLIX OObEKTOB. Komuu Takux
(aiinoB xenartenbHO MepechifiaTb ANS aHanusa B

YoaneHue — 3bdekTMBHOE AeiicTBME AN 60pbbbl  C
KOMMbIOTEPHBIMM Yrpo3amu. OHO NMPUMEHWUMO ANis Noboro Tuna
BPEAOHOCHbIX 06bekToB. CrneayeT OTMETWTb, 4YTO WHOrAa
yaaneHve 6ydeT NpUMEHEHO K HEKOTOpbIM chainam, Ans
KOTOpPbIX 6bl/10 BbIGPAHO fieuyeHne. ITO NPOUCXOAUT B Cilydyae,
KorAa Becb (baiiil LESIMKOM COCTOMT M3 BPEAOHOCHOrO Koda U
HE COAEPXMUT HUKaAKOM rnonesHoi wuHdbopMauuu. Tak,
HanpuMmep, MoAd  JIEYEHWEM  KOMMbIOTEPHOTO  YepBsl
rofpa3yMeBaeTCsl yAaseHne BCeX ero  (yHKUMOHAbHbIX
KOTMiA.

Briokuposka, nepeuMeHoeaHue — 3T0 TaKxe [eicTsus,
nossonsolme 06e3BpeanTb BPEAOHOCHLIE MPOrpaMMbl, Npu
KOTOpbIX, OAHako, B (alNoBoOIi CUCTEME OCTalOTCA WX
MOJIHOLIEHHbIE KOMWUK. B nepBoM criydae 6nokupyroTcs Nobble
nonbITKK 06pallleHnss OT U K BpedoHOCHOMY 06bekTy. Bo
BTOPOM CJ/lyyae, paclumpeHue dalina U3MeHsieTcs, YTo aenaet
€ro HepaboToCNOCO6HbIM.
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Mpuno)xxeHnue B. NMNpuHUMNbI UMEHOBaHUSA
yrpos

Mpu 06HapY>KEHUN BUPYCHOTO KOAA KOMIMOHEHTHI coobLuatT
Nonb30BaTeNi0 CPeACTBaMM UHTepdelica M 3aHocaT B dain oTyeTa
UMs BMpYyca, NPUCBOEHHOE eMy CreLManvcTamMm .9

MMEHa CTPOSATCA MO OMpeaesneHHbIM  MpUHUMMNEaM U OTpaXkatoT
KOHCTPYKUMIO  BMpYCa, KacChbl  ysi3BUMbIX ~ OBbEKTOB,  cpeay
pacnpoctpaHennss (OC ¥ npuknagHble nakeTbl) W psg  APYrux
0CO6EHHOCTEN. 3HaHME 3TWX MPUHLMMNOB MOXET 6biTb MONe3Ho Ans
BbISIBIEHNSS  MPOrPaMMHbIX M OPraHU3aUMOHHbIX  YSI3BUMOCTEN
3aLUMLLIAEMON cUCTeMbI. Hke [aeTcs KpaTKoe U3MOXEHUE MPUHLMMOB
MMEHOBaHWA BUpYCOB; 6osee MoMHas M MOCTOSIHHO O6HOB/sieMas
BepcUsi OMMCaHWs AOCTynHa Mo aapecy

OTa knaccudukaums B paae ciyyaeB YCNOBHA, NMOCKOSIbKY KOHKPETHbIe
BMAbl BWpYCOB MOryT o0b6nagaTb OLHOBPEMEHHO  HECKONbKUMM
npuBeAeHHLIMM Npu3Hakamu. Kpome TOro, oHa He MOXET CyMTaTbCs
ncyeprbiBatoLLen, MOCKOMbKY MOCTOSIHHO MOSIBNSKOTCS HOBble BUAb
BMPYCOB W, COOTBETCTBEHHO, waeT paboTa MO  YTOYHEHMIO
Knaccudmkaumm.

MonHoe UMs BUpyCa COCTOMT U3 HECKOJSIbKUX /IEMEHTOB, pa3feneHHbIX
Toykamu. [pu 3TOM HeEKOTOpble 3MeMEHTLl, CTOSME B Hayane
nofHoro umeHu (npedukcbl) U B KoHUe (cyddukcbl), SBNSIOTCA
TUMNOBLIMK B COOTBETCTBUM C MPUHSTON Kaccuukaumeil.

OcHoBHbIe npeduUKCbl
Mpedunkcbl onepaLnoHHO CUCTEMbDI

Hwxecneaytowme npeduKcbl NPUMEHAIOTCS A9 Ha3blBaHWUS BUPYCOB,
WHOULMPYIOLMX  UCMONHSieMble  (aidnbl  onpeaeneHHbIX  nnatdopm
(0C):
e Win — 16-pa3psaaHble nporpaMmbl OC Windows 3.1;
e Win95 — 32-pa3psagHble nporpammbl OC Windows 95, OC
Windows 98, OC Windows Me;
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e WinNT - 32-paspsgHble nporpammbl OC Windows NT, OC
Windows 2000, OC Windows XP, OC Windows Vista;

e Win32 -— 32-paspsaHble MporpaMmbl pasnuyHblx cpeg OC
Windows 95, OC Windows 98, OC Windows Me n OC Windows
NT, OC Windows 2000, OC Windows XP, OC Windows Vista;

e Win32. NET — nporpamMmMbl B onepaumoHHoi cpege Microsoft .
NET Framework;

e 0S2 — nporpamMmbl OC 0S/2;

e Unix — nporpamMmbl pasnnyHbix UNIX-cucrem;

e Linux — nporpammbl OC Linux;

e FreeBSD — nporpammbl OC FreeBSD;

e Sun0OS — nporpammbl OC SunOS (Solaris);

e Symbian — nporpammbl OC Symbian OS (MobunbHas OC).

3aMeTMM, YTO HEKOTOpbIE BUPYChbl MOFYT 3apaXxaTb MPOrpaMMbl OAHOM
CUCTEMBI, XOTSl CaMu AEWACTBYIOT B ApYroM.

Bupycsbl, nopaxatowme dainbl MS Office

Mpynna npeduKcoB BMPYCOB, Mopaxawwmx ob6bekTel MS Office
(yKaszaH s13blk MaKpoCOB, MOPaXXaeMbIX AaHHbIM TUIMOM BUPYCOB):

e WM — Word Basic (MS Word 6.0-7.0);

e XM - VBA3 (MS Excel 5.0-7.0);

e WO7M - VBAS (MS Word 8.0), VBA6 (MS Word 9.0);
e X97M — VBA5 (MS Excel 8.0), VBA6 (MS Excel 9.0);
e A97M — 6a3bl aaHHbIX MS Access'97/2000;

e PP97M — chainbl-npeseHTaumm MS PowerPoint;

e 097M — VBA5 (MS Office'97), VBA6 (MS Office'2000), Bupyc
3apaxaeT dainbl 6onee yeM ogHoro KomnoHeHTa MS Office.

Mpedukcobl A3bika pa3paboTkun

lpynna npedukcoB HLL NpPUMEHSIETCS AN UMEHOBaHUS BUPYCOB,
HaMMCaHHbIX Ha S3blkaxX MPOrpaMMMPOBaHUS BbICOKOTO YPOBHS, TakKuX
kak C, C++, Pascal, Basic u gpyrue. Ucnonb3ytotcs MoamdmKaTopsl,
yKasbiBalolme Ha 6a30Bbli  anroput™M  (YHKUMOHUPOBAHWS, B
YaCTHOCTM:
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HLLW — YepBu;
e HLLM — NOYTOBbIE YEPBYU;

HLLO — BUpPYCbl, NEpE3anmMCbiBaOLLNE KOA NPOrpaMMbl XXEPTBbI,

HLLP — BMpYCbl-NapasuThbl;
HLLC — BUPYCbI-CMYTHUKMU.

K rpynne npeduKcoB A3blka pa3spaboTKu MOXHO TaKXKe OTHECTU:
e Java — BUpYChl ANs Cpeabl BUPTyanbHO MaluuHbl Java.

TpOSIHCKME KOHM

Trojan — obllee Ha3BaHME ANS Pas/MYHbIX TPOSIHCKUX KOHEN
(TposiHUeB). Bo  MHOrMx cnyyasix npedukcbl  3TOM  rpynmbl
MCMONb3YKOTCS COBMECTHO C npedmkcom Trojan.

e PWS — TPOSIHEL,, BOPYIOLLMIA NMaposiu;

e Backdoor — TposHey C  RAT-dyHkumeir (Remote
Administration Tool - yTunuTa yAaneHHoro
aAMUHUCTPUPOBaHUS);

e IRC - TposiHel, MCMONb3YHoLWMiA ans CBOEro
dyHKumoHuposaHus cpeay Internet Relayed Chat channels;

e DownLoader — TpOsiHEW, CKPbITHO OT Mofb30BaTens
3arpy>aroLmii pasnuyHble BpefoHOCHbIE (aiinbl U3 UHTepHeTa;

e MulDrop — TPOsiHewl, CKPbITHO OT MOJIb30BaTENS 3arpy>KatoLLuin
pasfNiMyHble BUPYCbl, COAEpXKallMecs HEMOCPEACTBEHHO B €ro
Tene;

e Proxy — TPOsiHEL,, NMO3BOMSOLUMIA 3M10YMbILLIEHHUKY aHOHUMHO
paboTaTb B IHTepHETe Yepes3 NnopaXeHHbIN KOMMbIOTEp;

e StartPage (CMHOHWM: Seeker) - TposiHeLl,
HECaHKLMOHMPOBAHHO  MOAMEHSIIOWMIA  afpec  CTpaHuubl,
yKa3aHHoW 6pay3epy B KauyecTBe JoMallHel (CTapToBoM);

e Click — TposHel, OpraHu3ylWwuii nepeHanpaBneHue
MONb30BaTENbCKUX 3aMpocoB bGpay3epy Ha ornpefeneHHbl canT
(vnw cainTel);

e KeyLogger — TPOSIHEL-LUMMOH; OTCIEXMBAET U 3anucbiBaeT
Ha)kaTusi KNaBWIL Ha KaBMaType; MOXET MEPUOANYECKU
nepecbinaTtb CobpaHHble AaHHbIE 3/T0YMBbILLNIEHHUKY;

e AVKill - ocTaHaBnuBaeT paboTy MporpaMM aHTUBWMPYCHOM
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3alUMTbI, CETEBbIE 3KPaHbl M T.M.; TaKXE MOXET yAansTb 3Tu
nporpaMmMmbl C AncKa;

KillFiles, KillDisk, DiskEraser - yganswor
HEKOTOpOEe MHOXECTBO alinoB (aiNbl B ONpeaeneHHbIX
KaTanorax, (aiinbl No Macke, Bce dalinbl Ha AMCKE U T. 1.);
DelWin — yaansieT HeobxoauMble Ansi paboTbl OnepaLMoHHON
cvctembl (Windows) daiinbl;

FormatC — ¢opmatunpyet auck C:

CMHOHMM: FormatAll — ¢opMaTUpYeT HECKONIbKO WM BCe
LVCKN;

KillMBR — MOPTUT WAM CTUMPaET COAEPXKMMOE T[NaBHOMO
3arpy3o4Horo cektopa (MBR);

Ki11CMOS — nopTUT unn ctupaet cogepxxmmoe CMOS.

CpeacTBo UCNOJb30BaHUS YA3BMMOCTEN

Exploit — cpeacTBo, wcCMonb3ylollee W3BECTHblE YA3BUMOCTY
HEKOTOPOM OMEpPaLMOHHON CUCTEMbI WM MPUNIOXKEHWUS  Ans
BHEAPEHMS B CUCTEMY BPEOOHOCHOrO Koja, BUpyca WM
BbIMO/IHEHMS KAKUX-/TM60 HECAHKLIMOHMPOBAHHbIX AEUCTBUA.

CpencrBa ANs ceTeBbiX aTak

Nuke — CpefcTBa A8 CETEBbIX aTak Ha HEKOTOPblE U3BECTHbIE
YA3BMMOCTM  OMEpaLMOHHbIX CUCTEM C  LENMbl0  Bbi3BaTb
aBapuiiHoe 3aBeplUeHre paboTbl aTakyeMON CUCTEMbI;

DDoS — nporpamMMa-areHT [ns MPOBEAEHMSt pacnpeaeneHHbIX

CeTeBbIX aTak Tuna "oTka3 B obcnyxuBaHun" (Distributed Denial
Of Service);

FDOS (cMHOHMM: Flooder) — Flooder Denial Of Service —
nporpaMMmbl A1l pa3HOro poAa BPeOHOCHbIX AencTBuiA B CeTu,
Tak WM MHave WCMonb3ylolMe Mael aTaku Tuna "OTkas B
o6cnyxuBaHun"; B otnnume ot DDOS, rae nNpoTuB OAHON Lienu
OZJHOBPEMEHHO UCMNOJIb3yeTCs MHOXECTBO areHToB, paboTatoLmx
Ha pasHbix KoMmnbiloTepax, FDOS-nporpamma paboTaer Kak
oTAenbHasg, "camogoctaTovHas" nporpaMma.

CKpUnT-BUpYChbI

rlpeq)MKCbl BUPYCOB, HAanNMCaHHbIX Ha pPa3/inyHbIX A3blKaX CLEHapUEB:
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e VBS — Visual Basic Script;

e JS — Java Script;

e Wscript — Visual Basic Script n/unu Java Script;

e Perl — Perl;

e PHP — PHP;

e BAT — 43blK KOMaHAHOro MHTepnpetaTtopa OC MS-DOS

BpenoHoCHbIe nporpaMMmbl

Mpedukcbl O06BLEKTOB, SABMSIOWMXCA HE BUPYCaMM, a WHbIMU
BPEAOHOCHBIMI MPOrpaMMaMu:

e Adware — pekiamHasi NporpaMma;

e Dialer — nporpaMMa [03BOHa (MepeHanpaBnsioLWas 3BOHOK
MOZEMa Ha 3apaHee 3anporpamMMMpPOBaHHbIA MNATHbIN HOMep
WK NNaTHbIN pecypc);

e Joke — nporpamMMa-LUyTKa;

e Program — NOTEeHUManbHO onacHas nporpamma (riskware);

e Tool — MporpaMMa-mHCTPyMeHT B3noma (hacktool).

Pa3Hoe

Mpedmkc generic wCNonb3yeTcs nocne Apyroro npedukca,
ob603Havatowero cpegy wamM Metopd paspaboTku, Ans 06o3HayeHus
TUMNWYHOTO MPEACTaBUTENst 3TOF0 TWMa BMPYCOB. TaKoW BUPYC He
0bnaflaeéT HUKaKMMM XapaKTepHbIMM Npu3Hakamy (Kak TeKCTOBble
CTPOKM, crieumanbHble 3deKkTsl M T. 4.), KOTOpble M03BONMAN Obl
NPUCBOUTb EMY Kakoe-TO 0COBeHHOe Ha3BaHMe.

PaHee Ana  WMMEHOBAHMA  MpOCTEMIIMX  6GE3MMKUX  BMPYCOB
1Cronb3oBancs npedukc Silly € pasIndHbIMKM MOAUGDUKATOPAMM.

Cydpdukcnl

Cyddukcel MCMOSIb3YOTCS ans MMEHOBaHMs HEKOTOpPbIX
cneunduyeckux BUPYCHbIX 06bEKTOB:

e generator — OObEKT SBMSETCA HE BUPYCOM, @ BWPYCHbLIM
reHepaTopom;
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e based — BMpYC pa3paboTaH C MOMOLLbIO YKa3aHHOrO BUPYCHOMO
reHepaTopa WK NyTeM BWAOU3MEHEHUS YKa3aHHOro Bupyca. B
060MX CNyYasx UMeHa 3TOro TUMa ABASIIOTCA POAOBLIMU U MOTYT
0603HauaTb COTHW M MHOMAA AaXe ThICAYN BUPYCOB;

e dropper — YKasblBaeT, UTO OBLEKT SABMAETCA HE BMPYCOM, a
WHCTaNNSTOPOM YKa3aHHOro Bupyca.
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MpunoxeHue I'. TexHnyeckasn
noaaepixka

CTpaHuua cnyx6bl TEXHUYECKOW MNOAAEPXKKM KOMMaHUM
HaxoauTCs Mo aapecy

Mp1 BO3HUKHOBEHMM NPOB/EM C YCTaHOBKOW WM paboToi NposyKToB
KOMMaHuM, npexae uYem obpawaTtbCcs 3a MOMOWb0 B OTAEN
TEXHUYECKON NOAAEPXKKM, HACTOSTENBHO PEKOMEHAYETCS Nonpo6oBaTh
HalTU pelleHne OAHUM U3 ClIEAYIOLLMX CNOCO6OB:
e 03HaKOMMUTLCS C NOCIEAHUMM BEPCUSIMI OMNMUCAHUIA U PYKOBOACTB
no agpecy
e MpoYNTaTb pasfen 4acTo 3aAaBaeMbIX BOMPOCOB MO aapecy

e MOMbITaTbCs HaUTU OTBET B Gase 3HaHWN no aapecy

e 1oceTuTb GopyMbl no aapecy

Ecnm nocne 3Toro BaM He yAanoch pelinTb NpobneMy, To Bbl MOXETE
3anonHUTL Be6-(hopMy BOMpoCa B COOTBETCTBYIOLLEN CEeKUMM pasaena

HaifTn 6nmxkaiiliee K BaM NpeaCcTaBUTENbCTBO 1 BCIO
KOHTaKTHYI0 MH(OPMALIMIO, HEOBXOAMMYIO MOMNb30BaTENO, Bbl MOXETE
no agpecy
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