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YcnoBHble 0603HaUEeHUA N COKPALLeHUA

YcnoBHble 0603HaUeHNA U COKpaLL,eHUA

B AaHHOM pPyKOBOACTBE UCMONb3YHOTCA cheayrouine yCioBHbIe 0603HaveHus:

O603HaueHne

o

AHMusupycHas
cemeo

<IP-address>

CoxpaHuTtb

CTRL

/home/user

[Mpunoxenve A

KommeHTapwii

Ba>kHoe 3ameyaHve nan ykasaHue.

MpeaynpexzaeHre 0 BO3MOXHbIX OLUMOOUHBIX CUTYaLMAX, a TakxKe BaxKHbIX
MOMeHTax, Ha KoTopble cieayeT obpaTnTe 0coboe BHUMaHMe.

HoBbin TEPMUH AN aKLLEHT Ha TepMKHE B ONCaHUAX.

Mons ANnAa 3aMeHbl CI)yHKLI,I/IOHaJ'IbeIX Ha3BaHuUI q)aKTI/ILIeCKI/IMI/I 3HavyeHnamn.

Ha3BaHWA 3KpaHHbIX KHOMOK, OKOH, MYHKTOB MEHIO U APYruX SN1eMeHTOB
nporpaMMHOro nHTepdeiica.

O603HaueHna kKnaBuLL KNaBMaTypbl.
HanmeHoBaHWs paiinoB 1 KaTanoros, GparMeHTbl MPOrpaMMHOro Koga.

MepeKpecTHble CCbIIKU Ha TNaBbl AOKYMEHTA UM TMNEePCCbIIKA Ha BHELLHWE
pecypcbl.

CUCTEMBI (B TEPMUHAE MW IMYIATOPE TEPMUHANA), B PyKOBOACTBE MpesBapstoTcs

@ KomaHabl, KoTopble TpebyeTcs BECTW C KNaBUaTypbl B KOMaHAHYH CTPOKY OMepaLMoOHHOM

CMMBOJIOM MPUTaLLEHNS KO BBOAY S UAW #, KOTOPbIM yKa3bIiBaeT, KakMe NoJHOMOYNS
noJsib30BaTeNsi HEOHXOAMMBI AN UCMONAHEHNS AaHHOW KoMaHabl. CTaHzapTHbIM aas UNIX-
cmcteM obpa3om noApasymMeBaeTCs, UTo:

S - ANA UCMOJIHEHUA KOMaHAbl 4OCTaTOYHO 06bIUHbIX NnpaB Noab30BaTesifA.

# - AN UCNONHEHUs KOMaHZbl TPebyroTcs npaBa cyrnepronb3oBaTens (06bI4HO — root).
[ns NoBbILWEHNA NpaB MOXHO MUCMOAb30BaTb KOMaHAb! su 1 sudo.

PyKOBOACTBO noJsib3oBarena
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BBeaeHue

BBepeHune

Brarogapvm Bac 3a nprnobpeteHne nporpammHoro npogykta Dr.Web ans Linux. OH no3soaut
BaM obecneunTb HaZEeXHYH 3aLUUTy BalLero KOMMbroTepa OT KOMMbIOTEPHbIX YIPO3 BCEX
BO3MOXHbIX TUMOB, MCMOJIb3ys Hanbonee COBPeMEHHbIe TEXHOIOrMN 0BHapY>KeHWA U
0be3BpexrBaHNA yrpos.

[laHHOe pyKOBOACTBO NpesiHa3HavyeHo A9 MOMOLLM MOJib30BaTeNsM KOMMbIOTEPOB,
paboTatoLmx Nog ynpaBaeHMemM onepaumnoHHbix cnctem cemerictea GNU/Linux (zanee B
AOKyMeHTe byseT ncnonb3oBaHo o6o3HayeHue Linux), B yctaHoBKe 1 ncnonb3oBaHun Dr.Web
Aana Linux Bepcun 11.0.

Ecan y Bac yxe yctaHoBneH Dr.Web gna Linux npeabigyLuen Bepcun, 1 Bbl XXenaete 06HOBUTb €ro
40 Bepcun 11.0, BbINOAHUTE Nepexoj Ha HOBYHO BepCUIO (CM. pa3gen [lepexos Ha HOBYHO

BEPCUIO).

PyKOBOACTBO noJsib3oBarena
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O npopaykre

O npoaykre

Dr.Web ans Linux co3aaH A5 3alimnTbl KOMMNbIOTEPOB, paboTarolwmx noa ynpasaeHnem OC
cemerictea GNU/Linux, OT BUPYCOB 1 BCEX MPOYNX BUAOB BPEAOHOCHOIO MPOrpamMMHOro
obecneyeHus, NnpesHa3HaYeHHbIX A8 Pa3ANYHbIX NAaTGOpPM.

OCHOBHble KOMMOHEHTbI MPOrpaMmbl (QHTUBUPYCHOE AAPO 1 BUPYCHble 6a3bl) ABAAIOTCA He
TONbKO KparHe 3PPeKTUBHbBIMUN 1 HeTpeboBaTebHbIMU K CUCTEMHBIM pecypcam, HO 1 KpOCC-
nnaTGOpPMeHHbIMK, UTO MO3BOASET CneLmanncTam komnaHmm «loktop Beb» cospaBatb
HaZeXHble aHTUBMPYCHble peLleHns, obecneunBatoLme 3almTy KOMMbIOTEPOB Y MOBUBHBIX
YCTPOWCTB, paboTatoLunx Noj ynpasieHnemM pacnpoCcTpaHeHHbIX ONepaLNoHHbIX CUCTEM, OT
yrpos, npeAHa3HauyeHHbIX ANA pa3nnyHbix naatdopm. B HacTosAwee Bpems, Hapaay ¢ Dr.Web ans
Linux, B komnanun «/loktop Beb» paspaboTaHbl Takxke aHTUBUPYCHbIE PeLLUeHns A
onepaumoHHbIx cuctem cemenctea UNIX (Takumx, kak FreeBSD v Solaris), IBM 0S/2, Novell
NetWare, macOS n Windows. Kpome Toro, pazpaboTtaHbl aHTUBUPYCHbIE PeLLeHNs,
obecneunBatoLLme 3aLLUTY MOBMABHBIX YCTPOMCTB, paboTatowmx noa ynpasneHvem OC Andorid,
Symbian, BlackBerry 1 Windows Mobile.

KomnoHeHTbl Dr.Web gns Linux nocTosiHHO 06HOBASKOTCS, a BUPYCHble 6a3bl Dr.Web perynspHo
[OMONHAOTCA HOBBIMUW CUTHATypamm yrpo3, Yto obecneunBaeT akTyalbHbl YPOBEHb
3aLLMLLLEHHOCTM KOMMbIOTEPa, MPOrpaMM W JaHHbIX Nonb3oBaTesnen. [ns AONOAHUTENbHOM
3alUNTbl OT HEM3BECTHOrO BPEAOHOCHOIO MPOrpaMMHOro obecneyvyeHmns NCnoNb3yHoTCA METOAbI
3BPUCTUYECKOrO aHaNn3a, peasn3oBaHHble B aHTVBUPYCHOM A4pe, a Takke obpalleHme K
cepsucy Dr.Web Cloud, cobupatowiemy csexyto nHdopmaLmio 06 akTyanbHbIX yrpo3ax u
CNocobHOMY OrpaAnTb MOb30BaTeNeN OT NMOCeLLEeHNA HeXxenaTebHbiX Be6-calToB, a Takxke
3aLUNTUTb OMepaLMOHHble CUCTEMbI OT MHOULIMPOBAHHbIX GalniioB.

OcHoBHble PyHKLUN

OcHoBHble ¢yHKUMKM npogykTa Dr.Web ans Linux:

1. Mowuck n o6esBperxnuBaHue yrpos. O6Hapy>x1BaroTCa 1 06e3BpexXmnBaroTca Kak
HenocpeACTBEHHO BPEAOHOCHbIE MPOrpamMMbl BCEX BO3MOXXHbIX TUMOB (Pa3NnyHble BUPYChI,
BK/FOYas BMPYChbl, MHOULMPYHOLLME MOYTOBbIE dali/bl 1 3arpy30UHble 3anncu AnCKOB,
TPOAHCKME MPOrpaMmbl, MOYTOBbIE YEPBM U T.M.), TaK 1 HEXeNaTeNbHble NPorpaMmsl
(peknamHble MporpaMmsl, MPOrpPamMMbl-LLYTKM, MPOrpPaMMbl aBTOMaTUYECKOro J03BOHaA).
MoapobHee o BMAax yrpo3 cM. [punoxeHne A. Buabl KOMObHOTEPHbIX YIPO3.

Ana obHapy>KeHna BPeAOHOCHbIX N HeXXenaTeslbHbIX MPOrpamMM MCMOAb3YHOTCA:

o CueHamypHsIl aHanus. MeToa NpoBepKYM, NO3BONAIOLLMIA OBHAPYXKUTb YXKe U3BECTHbIE
yrpo3bl, HGOPMALMA O KOTOPbIX COAEPXKMTCA B BUPYCHbIX Hazax.

e Jspucmudyeckuli aHasaus. Habop MeToA0B NMPOBEPKY, NO3BOAAIOLLMX OBHAPY>KMBATh Yrpo3bl,
KOTOpbIe eLLe HEN3BECTHbI.

e ObpaweHue k cepsucy Dr.Web Cloud, cobupatoemy cBeXyo MHPopMaumnto 06 akTyanbHbIX
yrpo3ax, paccbliaeMyro pasInYHbIMU aHTUBMPYCHbIMU NpoaykTamu Dr.Web.

PyKOBOACTBO noJsib3oBarena
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O npopaykre

ObpaTnTe BHUMaHMeE, UTO IBPUCTUYECKUIA aHAAN3aTOP MOXKET JIOXKHO pearmpoBaTtb Ha
nporpaMmHoe obecneyeHve, He ABAAKOLLErOCs BPeAOHOCHbIM. [103TOMYy 06beKTbl,
cozepxkaline obHapy>KeHHbIe UM Yrpo3bl, MOAYYatOT CrieuanbHbIv CTaTycC
«NoA03puUTENbHbIE». PekomMeHayeTcs nomeLlaTb Takne Gaisibl B KapaHTUH, a Takxke
nepezaBaTb Ha aHann3 B aHTUBMPYCHYIO nabopatoputo «[Joktop Beb». NMogpobHee 06
mMeTogax obe3spexmBaHna cMm. [punoxenune b. YcTpaHeHe KOMNbHOTePHbIX YIPO3.

MNpoBepka GpannoBOM CUCTEMbI MOXKET 3aMnycKaTbCA Kak BPYUHYHO, MO 3anpocy Noab3oBaTens,
Tak 1M aBTOMaTUYeCKn — B COOTBETCTBUM C 3aZjaHHbIM pacnumcaHunem. Mimeetcs BO3MOXHOCTb
KaK MONHOW NpoBepKkyM Bcex 06bekToB HanNoBON CUCTEMbI, LOCTYMHbIX MO/Nb30BATENIO, TaK U
BbIOOPOYHON NPOBEPKM TONBKO YKa3aHHbIX OOBbEKTOB (OTAEbHbIX KaTasoros nav ¢Gannos).
Kpome TOro, #0CTynHa BO3MOXHOCTb OTAE/bHOW NPOBEPKM 3arpy304HbIX 3anmncen TOMOB U
ncnonHaembix Gannos, U3 KOTOPbIX 3aMyLLeHbl MPOLECChI, aKTUBHbIE B CMCTEME B JaHHbIV
MOMeHT. B nocneaHeM cnyyvae npu o6Hapy>KEHUN Yrpo3bl BbIMOJHAETCA HE TONbKO
obe3BpexrBaHMe BPeJOHOCHOIrO NCNoAHAeMOro dalina, Ho 1 NPUHYAUTENbHOE 3aBepLueHne
paboTbl BCEX MPOLLECCOB, 3aMnyLLEeHHbIX U3 Hero.

[na onepaLmoHHbIX CUCTEM, MMELOLLMX cpedy rpaduryeckoro pabouero ctona, peasvsoBaHa
nHTerpauma GyHKLMIN nposepky $GaraoB Kak C MaHe bto 3a4ad, Tak 1 ¢ rpadpuyecknm
PannoBbiM MeHeAKepOM. B cnctemax, peanmsyrowmx MaHAaTHYO Mogenb AocTyna K darinamu
C HabOpPOM pa3nNUHbIX YPOBHEW AOCTYNa, CKaHNPOBaHWe $anaoB, HeAOCTYMHbIX Ha TEKYLLEM
YPOBHe 0CTyrna, MOXeT NPOM3BOANTLCA B CMeLMaibHOM peXnMe aBTOHOMHOW KOMUW.

Bce o6bekThbl C yrpo3amu, obHapy>KeHHble B $aiioBOWN CUCTEME, PETUCTPUPYIOTCS B
NMOCTOAHHO XPaHUMOM peecTpe yrpo3, 3a UCKNHOUYEHNEM TeX Yrpo3, KoTopble Obian
obHapy>KeHbl B peXKMe aBTOHOMHOW KOMUW.

YTuauta ynpaBaeHmns 3 KOMaHAHOW CTPOKM, BXOAALLANA B COCTaB NPOAYKTa, MO3BOASET Takxke
BbINOJ/IHATL MPOBEPKY Ha Ha/snume yrpo3 GannoBbIx CUCTEM YAaNeHHbIX Y3/10B CETH,
NPesoCTaBAAOWMX YAaNeHHbIA TEPMUHa/bHbIV 4OCTyn Yepe3 SSH.

@ Bbl MOXeTe ncnonb3oBath yaaneHHOe CKaHUMPOBaHWE TOIbKO ANA OBHapy>KeHUs

: BPEAOHOCHbIX AW NOAO3PUTENbHBIX GaiiNoB Ha YAaneHHOM y3ne. [ins ycTtpaHeHns
06Hapy>XeHHbIX Yrpo3 Ha yaleHHOM y3/ie He0H6XOAVMO BOCMOb30BaTbCA CPeACTBaMU
ynpaB/eHus, NpefoCTaBaAseMbIMU HEMOCPEACTBEHHO 3TUM y310M. Hanpumep, ans
POYTEPOB M MPOYMNX «YMHbIX» YCTPOWCTB Bbl MOXETE BOCMO/1b30BaTbCA MEXaHV3MOM
O0BHOBJIEHUSA MPOLUMBKY, @ ANs BBIYUCINTENbHBIX MALLUWH — BbINMOJAHUB MOAKIOYEHME K
HVM (B TOM YMCNe — B yAaNeHHOM TePMUHAIbHOM PeXxXMMe) U MPon3Bess
COOTBETCTBYIOLLME OMepaLn B UX GpailoBoi cucteme (yaaneHue nav nepemMeLleHme
$annoB 1 T.N.) UK 3anycTnB aHTMBMpPYCcHOe MO, ycTaHOBNIEHHOE Ha HUX.

MoHutopuHr obpawenun K ¢pamnam. Otcnexmatotca obpalleHms K Gannam € JaHHbIMUN U
NoMbITKX 3anycka UCNoaHAeMbIX GalrinoB. OTO NO3BOAAET 06HapyXXMBaTb M HEWTPaAN30BbIBaTb
BPeLOHOCHbIE MPOrpamMMbl HEMOCPEACTBEHHO NMPU NOMbITKAX MHGULMPOBAHMA UMK
KOMMbtoTepa.

MoOHUTOPUHT ceTeBbIX coeguHeHn. OTCNEXMBAOTCA MNOMbITKX ObpalleHus K cepBepam B
cetn NIHTepHeT (Beb-cepBepam, MOUTOBLIM cepBepam, GpainoBbiM cepBepam) Anst 610KMPOBKM
[0CTyna nonb3oBaTens kK Beb-caitaM, OTMEUEHHbIM KaK HexenaTeNbHble A/ NoCeLLeHus, a
TaKkXXe ANs NPeoTBPaLLEHNs NONYUYEHNUs U OTNPaBKN COOBLLEHWNIA SINEKTPOHHOW NOYTHI,
cofepKalmnx MHoUuMpoBaHHble Gainbl, HexxenatTenbHble CCbIIKU UAN KNAaCCUPULIMPOBAHHbIX

PyKOBO,D,CTBO noJsib3oBarena
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O npopaykre

Kak cnam. lpoBepka coobLeHMI SNeKTPOHHOM NOoYTbl 1 GainnoB, 3arpy>kaeMbix Mo CeTH, Ha
Haan4me B HUX BUPYCOB M APYTUX Yrpo3, NMPOM3BOANTCA «Ha NeTy». [lna onpeseneHns
HeXXeslaTesIbHbIX CCbIIOK MCMO/b3YOTCA Kak nocTaBasemas Bmecte ¢ Dr.\Web ang Linux
aBTOMaTn4yeckn obHoBasemasn 6aza faHHbIX, coAep>Kallan nepeveHb Beb-pecypcoB, pa3buTbix
Ha KaTeropuu, Tak 1 YyepHble 1 benble CNUCKY, BeAyLLMecs noab30BaTeeM BPYUHYHO.
[lononHutensHo NpoaykT obpatuaetca k cepsucy Dr.Web Cloud ana nposepku, He oTmeyeH
N1 Be6-calnT, K KOTOPOMY MbITaeTcs 06paTUTLCA NO/b30BaTeb, Kak BPEAOHOCHBIN, APYTMM
aHTUBMPYCHbIMW NpoaykTamu Dr.Web.

| B 3aBMCMMOCTM OT MOCTaBKM, aHTUCMAM-bMbMOTEKa MOXKET OTCYTCTBOBATb B COCTaBe
: npoaykTa. B 3ToM cnyyae npoBepka COOBLLEHMI INEKTPOHHOM NOYUThI Ha Hannumne
NPW3HaKoB Crama He NPOU3BOANTCS.

Ecnun kakne-nnbo coobLyeHmsa 3N1eKTPOHHOW NOYTbl HEMPaBUAbLHO Pacno3HaKTCS
aHTUCNamM-61bANOTEKON, PEKOMEHAYETCA MEPEChIaTh UX Ha CreLMabHbIe MOYTOBbIE
aZpeca Ans aHanv3a v NoBbILLEHUSA KayecTBa paboTbl cnam-puabTpa:

e MUCbMa, OLUMBOUYHO OYeHeHHble Kak cnam, OTNpaBAsNTe Ha agpec
vrnonspam@drweb.com;

e MUCbMa, OLUMBOYHO He onpedesieHHble KaK cnam, OTNpaBAsiiTe Ha agpec
vrspam@drweb.com.

Ka>kzoe cooblueHne, nogexallme aHanusy, CiesyeT npesBapuTenbHO COXpaHnUTb B dalin
(ncnonb3yrte popmart . eml). CoxpaHeHHble Galsibl MPUKPENNUTE K COOBLLLEHNIO,
OTMNpaBASEMOMY Ha TPebyeMbln Ciy>ebHbIN agpec.

Hape>xHas nsonauusa MHPMUUNPOBaHHBIX NN NOA03PUTENIbHbIX 06 bEKTOB B
cneumanbHOM XpaHWaVLLE — KapaHTMHe, YTOBbl OHWM He MOTM HaHecTu yulepba cucteme. MNpwu
nepemeLleHnn 06bEKTOB B KapaHTUH OHM crieynanbHbiM 06pa3om NepenMeHoBbIBarOTCS, U
MOTYT ObITb BOCCTaHOB/IEHbI B UCXOAHOE MECTO (B C/lyyae HeobXoANMMOCTM) TONbKO MO
KOMaHze no/ab3oBaTens.

. ABTOMaTMueckoe o6HOBNEHUE COLEPXXMMOro BUPYCHbIX 6a3 Dr.Web n aHTMBUpYCcHOro sapa

ANnA nojgaep>XXaHma BblICOKOIo YPOBHA HAAEXHOCTU 3alnThbl OT BPEAOHOCHbIX MPOrpamMmm.

. CH0op CTaTUCTUKM NPOBEPOK N BUPYCHbIX NHLUNAEHTOB; BeAeHMNe XypHana obHapy>XeHHbIX

yrpo3 (AOCTyneH TONbKO Yepes3 yTUAUTY YrpaBAeHUs U3 KOMaHAHOW CTPOKM).

. O6ecneueHue paboTbl NoA ynpaB/ieHWEM cepBepa LLeHTPa/In30BaHHOMW 3alMThbl (TaKOro,

kak Dr.Web Enterprise Server nunu B pamkax cepsuca Dr.Web AV-Desk) ana npumeHeHus Ha
3alMLLaeMOM KOMMbIOTEPE eAMHbIX MOANTUK 6€30MacHOCTH, MPUHATBIX B HEKOTOPOW CETY, B
COCTaB KOTOPOW OH BXOAMUT. OTO MOXET ObITb Kak CETb HEKOTOPOTrO MPeAnpuUATUA
(koprniopaTuBHas ceTb) Uau YactHaa cetb VPN, Tak 1 ceTb, OpraHM30BaHHas NpPoOBaniAepoM
Kaknx-11mbo ycayr, HanpumMep, AocTyna K ceTv VIHTepHer.

PyKOBO,D,CTBO noJsib3oBarena
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@ MockosbKy AN UCMOAb30BaHUA NHbOPMaLUK, XpaHsLeincs B obnauHom cepauce Dr.Web

: Cloud, HeobxoaMMO NepesaBaTh JaHHble 06 akTUBHOCTU NOJ/b30BaTeNs (Hanpumep,
nepesaBaTb Ha NMPOBEPKY aApeca NnoceLlaemslx UM Beb-caliToB), To obpatieHune k Dr.\Web
Cloud npowr3BoAMTCA TOLKO NMOCAE MNOJYUYEHUS COOTBETCTBYHOLLETO pa3peLLeHms
noab3oBatens. MNpu HeobxoanmocTy, ncnonszoearve Dr.Web Cloud MoxHO 3anpeTuTb B
Nr060Vi MOMEHT B HAaCTPOWKax Nporpammsi.

CTpykTypa nporpaMMHOro npoaykra

Dr.Web ans Linux cocTouTt ns cneayroLlimnx KOMMOHEHTOB:

KomnoHeHT OnucaHue

CkaHep KOMMOHEeHT, BbINOAHAOLWMI MO TpeboBaHWIO NOJb30BaTeNsA UAN MO
3aZlaHHOMY pacrnmncaHuo NpoBepky 06bEKTOB haiioBon cucteMbl (dalinbl,
KaTasoru 1 3arpy304Hble 3anmcn) Ha Haanume B HUX yrpo3. [Nonb3oBaTenb
MMeeT BO3MOXHOCTb 3amnyckaTb NPOBEPKY KakK 13 rpadryeckoro pexmma, Tak
N U3 KOMaHAHOW CTPOKMW.

MoHnutop daiinoBoi KomnoHeHT, paboTatoLuii B pe3anaeHTHOM pexnmMe 1 OTCAEXMBatOLLMI

cuctembl SpIDer Guard onepaumun ¢ painnamm (Takve Kak cosgaHune, OTKPbITUE, 3aKpbITUE U 3amyCcK
danna). Mocbinaer CkaHepy 3anpockl Ha MPOBEPKY COAEP>XKMMOTrO HOBbIX U
M3MeHMBLUNXCA GaliNoB, a Takxke UCNonHAeMbIx GalriioB B MOMEHT 3anycka
nporpamm. Pabotaet ¢ pannosoit cnuctemon OC yepes CUCTEMHBIN MeXaHW3M
fanotify nan yepes cneunansHbeli Mogynb aapa (LKM — Linux Kernel Module),
pa3paboTaHHbIV KoMMNaHuen «[lokTop Beb».

MoHuTOop ceTeBbIX KomnoHeHT, paboTatoLinii B pe3naeHTOM pexnme 1 oTCAeXMBatoLLMIA Bce
coepviHeHuii SpIDer CeTeBble COeANHEHMA.
Gate

e [MpoBepseT Hannume URL B 6a3ax kaTeropuin Beb6-pecypcoB v YepHbIX
cnunckax noJsib3oBaTens; 61oKMpyeT AocTyn K Beb-caiTaMm, eciv BegyLime K
HuM URL 3apernctpmpoBaHbl B UepHOM CINCKE NOJ/Ib30BaTeNs U
KaTeropmsax, OTMeYeHHbIX KaK HexxenaTtesbHble AN NOCeLeHNs.

e biokunpyeT oTnpaBky 1 NpUeM COOBLLLEHNIA SNEKTPOHHOM NOYTbI, CIU OHU
cofep>KaT BPeJOHOCHbIE 0B6BEKTbI UM HeXXenaTesibHble CCbIAKM.

e [locbinaet CkaHepy Ha NpoBepKy daisibl, 3arpy>kaemble 13 ceTh VIHTepHeT (c
CepBepoB, AOCTYM K KOTOPbIM 6bln pa3peLleH), 1 610KNPYeT 1x 3arpysky, B
C/lydae ec/iv OHW CoAep>KaT yrposbl.

[lonoNHUTEIbHO, NMPY HAaMUMK COOTBETCTBYHIOLLIErO paspeLleHms oT
no/sb30BaTens, NocbiiaeT 3anpawveaemsle M URL Ha npoBepky B cepBuIC
Dr.Web Cloud.

AHTUBUpYCHOe AApo  LleHTpanbHbIi KOMMOHEHT aHTUBUPYCHOM 3aLmTbl. Micnonb3dyetca CkaHepom
AN151 oMcKa W pacrno3HaBaHWs BYPYCOB 1 BPEAOHOCHbIX MPOrpamMm, a Takxke
aHanv3a NoAo3pUTENbHOTrO NOBEAEHNS.

PyKOBOACTBO noJsib3oBarena
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KomnoHeHT

BupycHbie 6a3bl

ba3a kateropwuii Be6-
pecypcos

KomnoHeHT
ob6HoOBNEeHUA

Fpadunuecknii
MHTep¢eic
ynpaBJ/ieHus

AreHT yBeoM€HUM

MeHegyxep nULLEeH3UA

O npopaykre

OnucaHue

ABTOMaTUYeck obHoBAsiemMas Ba3a JaHHbIX, cogepKawas nHdopmaumo 0b
N3BECTHbIX Yrpo3ax, U NCMOoJib3yemas aHTUBMPYCHbIM SAPOM AJis
pacrno3HaBaHWs U JIeUeHus yrpos.

ABTOMaTUYeck obHoBAsemMas Ba3a faHHbIX, coep>Kallas nepeveHb Beb-
pecypcoB, pa3buTbix Ha kaTeropuu, u ucnonbsyemas SplDer Gate ans
6710KMPOBaHNA AOCTyMNa K HeXenaTeNbHbIM CanTaM.

KoMnoHeHT, oTBeyatoLLMii 32 aBTOMATUYECKYHO 3arpy3Kky C CEpPBEpPOB
obHoBeHNN koMnaHun «/lokTop Beb» 06HOBAEHWUI A5 BUPYCHbIX a3,
AHTUBMPYCHOTO Aapa 1 6a3bl KaTeropuin Beb-pecypcoB (Kak aBTOMaTUYECKH,
MO pacnucaHuIo, Tak U HEMOCPEACTBEHHO MO KOMaHAe Mo/ib30oBaTens).

KoMMOHeHT, NpesoCcTaBAArOLLIMA OKOHHbIV rpaduyecknin nHTepdenc
ynpasneHus Dr.Web ans Linux. [o3BosiseT nosb3oBaTento B rpaduryeckom
pexunMe 3anyckatb NPoBepKy 06BbEKTOB GaisioBOM CUCTEMBI, YNPaBAATb
paboTon moHuTopoB SplDer Guard u SplDer Gate, npocmaTtpuBaTh
COZEP>KMMOE KapaHTWHaA, BbINOHATL 3anyck NoayYeHns OBHOBAEHWNN, a TakKe
HacTpavBaTb paboty Dr.Web gns Linux.

KomnoHeHT, paboTatowmin B doHoBOM pexxknme. OTobparkaeT BCr/ibiBatoLLme
YBEOMJIEHNS O BO3HMKAIOLLMX COBLITUAX N MHAMKATOP npuaoxeHns Dr.Web
ansa Linux B obnact yBefoOMAEHWI, 3aMyckaeT NPOBepPKM Mo pacnucaHuto. Mo
YMOJIYaHMIO 3amycKaeTcs MpW Havase ceaHca paboThbl Noab30BaTeNs B cpese
pabouero cTosa.

KoMnoHeHT, ynpolatoLmin paboTy ¢ IMLEH3NAMY B rpadryeckoM pexnMe.
Mo3BoAsAET aKTVBMPOBATL NNLLEH3NIO WM AEMOHCTPALMOHHBIA Nepuog,
MPOCMOTPETb flaHHble O TEKYLLEW JINLEH3NM, BLINOJHUTL €e NMPOAJIEHNME, a
TakXe YCTaHOBUTb U YAaANUTb JULLEH3NOHHbIV KAHOUYEBON dalin.

Kpome nepeuncneHHbix B Tabauue, B coctaB Dr.Web ans Linux BXxoaaT Takxke AONOAHUTENbHbIE
CepBUCHblE KOMMOHEHTbI, paboTaroLme B POHOBOM pexunme 1 He TpebytoLe BMellaTeIbcTBa

nonb30BaTeNA.

@ MoHuTop darnnosor cuctembl SplDer Guard MOXeT UCMoOb30BaThb ABa pexunuma paboTbl:

e FANOTIFY — paboTta yepe3s cuctemHbin mexaHnsm fanotify (nogaep>xmaeTcs He Bcemu
OC cemeinctea GNU/Linux).

e KM — paboTa C ncnosib30BaHMEM 3arpy>kaemoro moayns saapa Linux, paspabotaHHoro
KomnaHwen «/loktop Beb» (MoxeT 6bITb MCNoAb30BaH B toboin OC cemeiicTBa
GNU/Linux c aapom Bepcum 2.6.x 1 HOBee).

Mo ymonyaHuto MOHUTOP GakIoBON CUCTEMbI aBTOMATUYECKM BblOMpPaeT NOAXOAALLNN
pexunM paboTbl, UCXOAA N3 BO3IMOXHOCTEN OKpy>XeHus. B cnyyae ecamn SplDer Guard He
3anycKaetcs, BbIMOJAHUTE COOPKY 1 YCTaHOBKY 3arpy>kaeMoro Mozys sapa us3
MOCTaBAAEMbIX NCXOZAHbIX KOZAOB.

PyKOBO,D,CTBO noJsib3oBarena
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Katanorn kapaHTunHa

KapaHTvH Dr.Web gns Linux npegcraBaset coboin cuctemy katanoros, npeAHa3HauyeHHbIX A/
HaZe>XXHOW nsonauum Gannos, CoAep>KallmX BbiABJEHHbIE YIPO3bl, KOTOPbIE B AAHHbIN MOMEHT He
MOryT 6bITb 06e3BpexeHbl No KaknM-Nnbo npuumHam. Hanpumep, obHapy>keHHas yrpo3a MoxeT
6bITb HeM3neuMou, NOTOMy UTO elle HemssecTHa Dr.Web ana Linux (Hanpumep, oHa 6bina
obHapy>KeHa 3BPUCTMYECKMM aHaM3aTopoM, a B BUPYCHbIX 6a3ax ee curHaTypa, a
cnepoBaTeslbHO — M METO, IeHeHMs, OTCYTCTBYET), UAN MPW MOMbITKE ee JeYeHNa BO3HMKarT
ownbkn. Kpome Toro, parin MoxeT HbITb NepemellieH B KaPaHTUH HEMOCPEeACTBEHHO MO
XXenaHWIo Nonb30BaTess, B Clyvae eCin OH Bbibpas COOTBETCTBYHOLLEE AE/CTBME B CIMCKE
0obHapy>XKeHHbIX Yrpo3 Uan ykasan ero kak peakuuto CkaHepa nav MoHUTopa $GariioBov CUCTEMBI
SpIDer Guard Ha yrpo3bl onpegeneHHoro Tuna.

Koraa daiin, cogepxalymin yrposy, nepeMeLlaeTcs B KapaHTWH, OH creunanbHbIM 06pa3om
neperMeHOBbIBaeTCs, YTOObI NPeAOTBPaTUTb BO3MOXHOCTb €ro aeHTuduKaLumum
Nnoab30BaTENAMMN 1 NPOrpaMMamu, 1 3aTPYAHUTb JOCTYN K HEMY, MUHYA MHCTPYMEHTbI paboTsl C
KapaHTMHOM, peann3oBaHHble B Dr.Web ans Linux. Kpome Toro, npu nepemelteHnn gpanna B
KapaHTWH, Y Hero Bceraa copacbiBaeTcs OBUT UCNOAHEHWS ANA NPeAoTBPaLLEeHMS ero 3anycka.

KaTanoru kapaHTVMHa pa3MeLLatoTcs:

e g JoMawHeM Kamasoze nNoe308amesis (€CIN Ha JaHHOM KOMMbOTEPE UMEETCH HECKONbKO
YUYETHbIX 3anuncer pasHbiX NOAb30BaTeNEN, TO B JOMALUHEM KaTanore KaXaoro u3 aTux
nosib30BaTesNIe MOXeT ObITb CO3aH CBON COBCTBEHHbIN KaTasor KapaHTUHa).

® 8 KOpHE8OM Kamasoze Kaxdozo /102U4ecko20 MomMa, CMOHTUPOBAHHOTO B GaloBYO CUCTEMY
onepaLyoHHOM CUCTEMBI.

Katanorn kapaHtuHa Dr.Web ans Linux Bcerga nmeroT nmsa . com.drweb.quarantine u
Co34aroTCA N0 Mepe HeoHXOANMOCTH, B TOT MOMEHT, KOTAa K Kakon-mbo yrpo3e nprvMeHseTcs
nevicteue «[lepemMecmume 8 KapaHMuH» («M1301uposame»), T.e. 4O TeX MOP, NoKa yrpos He
obHapy>eHO, KaTaNorn kapaHTHa He co3aatoTca. [1pu 3TOM Bcerga co3gaeTca TOAbKO TOT
KaTanor KapaHTWHa, KOTOpbIA TpebyeTcs ana nsonaunm davna. Ana onpeseneHuns, B Kakow 13
KaTanoros TpebyeTcsa n3onmpoBatb Gara, NCnonb3yeTca nms Bnagenola danna. Ecav npu
ABVXXEHUMN K KOPHIO GalnioBOM cucTeMbl / OT KaTasora, cogepkallero dawnn, focTuraercs
AOMALUHWIA KaTanor BnagenbLa, Gann n3oanpyercs B KaTanor KapaHTMHa, HaxoAALWMIACA B HeM. B
NPOTUBHOM cny4yae dann byaeT N30AMpPoBaH B KaTasior KapaHTUHA, CO34aHHbIA B KOPHE TOMa,
cosep>kaliero dann (KopHeBOW KaTanor Toma Heobs3aTeNbHO COBMNaZeT C KopHeM dainnoBom
cuctemsbl). Takum obpasom, 106or MHPUUMPOBaHHbLIV dalsl, MOMeLLaeMbil B KapPaHTUH, Bceraa
OCTaeTcA Ha TOM TOMe, Ha KOTOPOM OH 6bin 06Hapy>eH. 3To obecrneyrBaeT KOPPEKTHYHO paboTy
KapaHTVHa NpW HalNYMK B CMCTEME CbEMHBIX HaKOMUTeen 1 APYrMx TOMOB, KOTOpPble MOTyT
MOHTMPOBATLCA B GPaNoBYO CUCTEMY OMEPaLMOHHON CUCTEMbI NEPUOANYECKN U B Pa3/ivyHble
TOYKMW.

Monb3oBaTesb MOXET YNPaBAATb COAEPXKMMbIM KapaHTUHA KaK B rpadryeckom pexxmme paboTsbl,
TakK U U3 KomaHAaHoW cTpoku. MNpun 3ToM Bcerga obpabaTtbiBaeTca KOHCONMMANPOBAHHbIV KapaHTWH,
06BbeAVHALWNIA B cebe BCe KaTanorn C M301MPOBaHHbIMW O6bEKTAMM, AOCTYMHbIE B AaHHbIN
MOMeHT. C TOUKM 3peHns NOAb30BaTeNsA, MPOCMATPUBAKOLLErO COAEPXKMMOEe

PyKOBOACTBO noJsib3oBarena
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KOHCONMMANPOBAHHOIO KapaHThHa, KaTtanor, pacnonararou.l,mﬁca B €ro gomMallHem KaTtaJsiore,
Ha3blBaeTcAa [1o/16308amMebCKUM KapaHTUHOM, a BCe OCTaJibHbl€ KaTaJlorn CYNTAKOTCA
CucmemHosiMm KapaHTUHOM.

I PaboTa ¢ KapaHTNHOM BO3MO>Ha fa>ke Torja, Korga OTCyTCTBYeT akTMBHaA JINLIEH3UA, HO
: B 3TOM C/lydae CTaHOBUTCA HEBO3MOXHbIM 1edeHne N30JIMPOBaHHbIX 06beKTOB.

NonHomouunsa ana pabotbi ¢ pannamm

Mpu ckaHMpPOBaHMM 0OBEKTOB (aliIoOBOM CUCTEMBI U HEUTpaam3auum yrpos Dr.Web ans Linux
(TOuHee, NOAb30OBaTENb, OT MMEHM KOTOPOrO OH 3anyLleH) AoMKeH obnazath ClefyroLmnmMum
NOJHOMOUUAMM:

[AeiicTtBue Tpebyembie nonHomoums

Bbi800 acex 06Hapy>keHHbIX be3 orpaHunyermii. CneumanbHbIX NOJTHOMOUNIA He TpebyeTcs.
yepo3

Bbigo0d codepxxumozo be3 orpaHunyermii. CneumanbHbIX NOJTHOMOUNIA He TpebyeTcs.
koHmeliHepa (apxusa,
noymosozo ¢atina u m.n.)

(OTobpaxkeHne TONbKO
3/1eMeHTOB, KOTOpble
cofepxkat oLWmnbKy nam

yrposy)

lNepemeuwjeHue 8 kapaHmMuH be3 orpaHunyeHuii. MNosb3oBaTeslb MOXET OTMPaBAATb B KapaHTWH BCe
MHOUUMPOBaHHbIE Baiibl, HE3aBUCMMO OT Ha/IMUKA Y HEero npae Ha
YTeHWe 1 3anncb ANA nepemMeLlaemoro panna.

YOaneHue yepo3 Monb3oBaTenb AOMKEH MMETb MPaBa Ha 3anuck B yaanaemblin Gari.

| Ecnv yrposa obHapy>keHa B daiine, Haxoaawemcs B
: KOHTenHepe (apxmB, MOYTOBOE COOBLLEHNE U T.M.),

BMECTO Y/a/€HUS BbIMOJIHAETCSA NepemMeLLeHre
KOHTeWHepa B KapaHTUH.

JleueHue ¢patinos be3 orpaHnueHuin. Nocne BbINOAHEHUS eYEHWSA OCTAETCS BblI€YEHHbIN
dalin ¢ UCXOAHBIMW NpaBaMu AOCTyNa W BAajeNbLEM.

| ®ainn MoXeT 6bITb YAaNeH, eV yaaneHne ABAseTCs
METOZLOM NleYeHNs1 O6HaPY>KEHHOW B HEM YrpO3bl.

PyKOBOACTBO noJsib3oBarena
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AeiAcTBue Tpebyembie nonHoMmouus

BoccmaroeneHue gatina u3 Monb3oBaTesb AOMKEH UMETH Pa3peLleHne Ha YTeHne
KapaHmuHa BOCCTaHaB/IMBaeMoro daina n MMeTb paspeLleHne BbIMOIHATL 3anunchb B
KaTanor BOCCTaHOBJ/IEHUS.

YOaneHue ¢atina u3 Monb3oBatesnb AOMXKEH MMETb Pa3peLleHne Ha 3anncb B UCXOAHbIN daiin,
KapaHmuHa KOTOpPbIN Hbl MepemMelLleH B KapaHTUH.

[ns BpemeHHoro nosbiweHns npas Dr.Web ans Linux, 3anyLeHHOro B rpadpryeckom pexrme,
Bbl MOXETE BOCMO/1Ib30BaTbCA COOTBETCTBYHOLLEN KHOMKOW, MMetoLencs Ha okHe Dr.Web ans
Linux (oHa gocTynHa n otobpaxkaeTca TO/bKO B TeX C1y4anX, KOrAa noBbllLeHWe NpaB MOXeT
noTpeboBaTbCA 419 YCNELIHOrO BbIMOJHEHNA HeKoTopou onepauwum). s 3anycka Dr.Web ansa
Linux B rpadryeckom pexxnme Wav yTuanTbl yNpaBaeHUa U3 KOMaHAHOW CTPOKM C NpaBamMu
Cynepnonb3oBaTens Bbl MOXETEe BOCMONb30BaTbCA KOMaHAOW CMeHbI MOAb30BaTENS SU UK
KOMaHZOW BbINOJIHEHWS OT UMEHM ApPYyroro nosb3osatens sudo.

| CkaHep He MoxeT paboTaTb ¢ hannamu, pasmep KOTopbix 6oablue 4 [6anT (Mpy NonbITke
: npoBepku Taknx Gannos byaeT BblAaBaTbCA OWMOKa «DPalisn cauwikom 6016wol»).

Pe>xnmbl 3a WnTbl

Dr.Web gns Linux moxeT paboTaTtb kak aBBTOHOMHO, Tak 1 B COCTaBe KOPNOPaTUBHOW UK
YaCTHOW aHMuBUpycHoU cemu, yNpaBAAeMOWn KakuM-1mbo cepgepom yeHmpaau3o8aHHoul
3awjumel. Takol pexunmM paboTbl HA3bIBAETCS PEXUMOM YeHMpanu308aHHoOU 3aujumel.
Wcnonb3oBaHume 3TOro pexunma He TpebyeT yCTaHOBKM AOMOAHUTENIBHOTO NPOrPaMMHOro
obecneueHus, nepeyctaHoBKN Uan yaanenuns Dr.Web ans Linux.

e B oduHouyHOM pexume (standalone mode) 3almiLaembii KOMMNbHOTEP HE BKIHOYEH B
aHTUBUPYCHYHO CETb U YNPaBAsSeTCs I0KaNbHO. B 3TOM pexxrMe KOHPUrypaLnNoHHbIR 1
JMLLEH3MOHHbIV KAoUeBOM daliibl HAXOAATCA Ha NoKaNbHbIX Anckax, a Dr.Web ans Linux
MONHOCTBIO YNPaBAseTCs C 3aliuaemMoro kKomnbtotepa. OBHOBNEHMSA BUPYCHbIX Ha3
NoJlyyaroTCs C CepBEPOB OOHOBAEHUI KOMMNaHUKN «/[lokTop Beb».

e B pexume yeHmpaausosaHHou 3awyumel (central protection mode) 3aWwMTon KOMMNbLOTEPA
yrnpaB/iseT cepBep LIeHTPaM30BaHHOM 3aLmTbl. B 3TOM pexxnme HekoTopble QyHKLMK 1
HacTpowkn Dr.Web ans Linux moryT 6biTb M3MeHeHbI an 3a610KMpPOBaHbl B COOTBETCTBUM C
obLLer (KopnopaTMBHOWM) CTpaTervein aHTUBUPYCHOW 3aLMTbl, MPUHATOW B aHTUBUPYCHOM CETU.
B 3TOM pexxnmMe Ha KOMMbrOTEPE UCMOb3YeTCA 0COObIV MMLEH3NOHHbIV KAtoueBor daii,
MOJlyYeHHbIN C BbIBpaHHOTrO cepBepa LieHTPasIM30BaHHOM 3aLnThl, K KOTOPOMY MOAK/IOYEH
Dr.Web ans Linux. JINLEH3MOHHBIN NAN AE€MOHCTPALMOHHbBIA KAtoueBOoW dain nonb3oBaTens,
€C/IV OH MMeEeTCA Ha JI0KalbHOM KOMIMbIOTEPE, He ncnonb3yetcsa. Ha cepsep
LeHTPaAn30BaHHOW 3alLWTbl OTCblIaeTca cTatnuctnka pabotel Dr.Web gna Linux, Bkaroyas
CTaTUCTUKY BUPYCHbIX MHLMAEHTOB. OBHOBAEHME BMPYCHbIX 6a3 Tak>Ke BbIMOJHAETCA C cepBepa
LEeHTPaM30BaHHOM 3aLUUTbI.

PyKOBOACTBO noJsib3oBarena
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e B mobunbHom pexume (mobile mode) Dr.Web ans Linux nonyyaet 06HOBNEHNA BUPYCHBIX 6a3 ¢
cepBepoB 0H6HOBNEHW KOMMNaHWUK «/JokTop Beb», HO MCNoNb3yeT NOKaNbHO XpaHsALLMeCcs
HaCTPOWKM 1 OCODbIN NNLEH3NOHHDBIV KNHoUYeBOW dali, MoNyyYeHHble OT cepBepa
LeHTPaNN30BaHHOW 3aLLUTbI.

B cnyuae pabotbl Dr.Web ans Linux nog ynpaBneHnem cepsepa LeHTPaAn30BaHHOW 3aLUnThl (B
TOM Uncae U B MOBUIBHOM pexxrmMe) 610KMPYHOTCA CaeayroLlme BO3MOXHOCTY:

1. BO3MOXXHOCTb yAaneHna NMMLEH3NOHHOrO Kao4eBoro danna B MeHegxepe MLIEH3NI.

2. BO3MO>XHOCTb 3anycka OOHOBNEHWI BPYUYHYHO U HacCTPOWKM NapaMeTpoB OOHOBAEHMS.

3. BO3MOXHOCTb HacTPOWKM NapameTpoB NPOoBepPKK 06beKTOB daroBon cmcteMbl CKaHEPOM.
Bo3MOXHOCTb HacTporikn MoHUTOpa dpannosou cuctemsl SplDer Guard, a Tak>ke ero BKAoOUeHUs

W BbIKNtOUeHUs Npu pabote Dr.Web ans Linux nog ynpasieHvem cepBepa LIeHTPaan3oBaHHON
3alUThl 3aBUCUT OT Pa3peLLeHIil, 3aZlaHHbIX Ha CepBepe.

| B pexwuMe LieHTpann3oBaHHON 3aLUWTbl HEAOCTYMHa NpoBepka GpaaoB Mo 3aJaHHOMY
: pacnycaHuio.

Ecnm Ha cepBepe LieHTpann3oBaHHOW 3aLUuThbl BKAKOUEH 3ampeT Ha 3amyck NpoBepku
bannoB nosnb3oBaTtesieM, TO CTPaHMWLA 3anycka CKaHVpoBaHUA K KHorka CkaHep Ha OKHe
Dr.Web ans Linux 6yayT HeAOCTyMHbI.

MpVHUMNBI LLeHTPa/IN30BaHHOMN 3alUThbI

PewweHuns komnaHum «JokTop Beb» no opraHmsauum LLeHTpaaM30BaHHOM aHTUBUPYCHOM 3aLuThl
MMET KINEHT-CEPBEPHYHO apXMUTEKTYPY (CM. UANKOCTPALNIO HUXKE).

KomnbroTepbl KOMNaHUM AN NOAb30BaTeNen nocTasLimka IT-ycayr 3awmwarotcsa oT yrpos
JI0KA/IbHbIMU GHMUBUPYCHbIMU KOMNOHeHmamu (B faHHom cnyyae — Dr.Web ana Linux), koTopble
obecrneumBaroT aHTVBUPYCHYHO 3alLMTy U MOAJLEPXXMBAIOT COeJMHEHNEe C CEpBEPOM
LleHTPaNN30BaHHON 3aLLUMnThI.

PyKOBOACTBO noJsib3oBarena
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Cepsep
LLleHTpaNn30BaHHOWM === (CeTb Ha ocHoBe TCP, NetBIOS
3almnThbl

J AgmuHncTpaTop
aHTUBUPYCHOW CeTn

o 3alMLLEHHbIN Mepesaya o6HOBAEHUI Yepes
NIOKaNbHbIN KOMMbIOTEP HTTP

====Jloctyn yepe3 HTTP/HTTPS

CepBep 06HOBAEHNMIA
KoMnaHun «JJoktop
Beb»

PucyHok 1. Jlornueckas CTpyKTypa aHTUBUPYCHOM CETM.

O6HoBeHME 1 KOHOUTYpaLMA IOKaNbHbIX KOMMOHEHTOB MPOM3BOANTCA Yepes cepsep
yeHmpasauszoeaHHoU 3auyumsl. Becb NOTOK KOMaHJ, AaHHbIX Y CTaTUCTUYECKON MHPOPMaLnK B
aHTVMBMPYCHOW CeTU TakXXe NPOXOAMNT Yepes cepBep LIeHTpaM30BaHHOM 3almTbl. O6bem
Tpadurka Mexzay 3aLMLLEHHbIMU KOMMbIOTEPaMM U CEPBEPOM LIEHTPaNIN30BaHHON 3aLLWTbI
MO>KeT ObITb BeCbMa 3Ha4MUTeNbHbIM, MO3TOMY NMpeayCcMaTpMBaeTCd BO3MOXHOCTb €ro CkaTus.
Ncnonb3oBaHuve WNPpoBaHNA Npu nepesaye JaHHbIX NO3BOAAET N3bexaTb pasraalleHus
LLleHHbIX CBeJeHWN 1 NOAMEHbl NPOrpaMMHOro obecneyeHus, 3arpy>kaemMoro Ha 3aluileHHble
KOMMbIOTEPbI.

Bce HeobxoaVMble OBHOBNEHMSA 3arpy>KatoTCa Ha CepBep LieHTPaAn30BaHHOW 3aLnThbl C
cepBepoB 06HOBAEHN KOMMaHWUK «/JokTop Beb».

N3MeHeHns B KOHOUrypaLmMm NOKabHbIX aHTUBUPYCHBIX KOMMOHEHTOB U NepeAada KOMaH/
OCYLLIECTB/IAETCS CEPBEPOM LIeHTPAIM30BaHHOW 3aLUMTbl MO YKa3aHUI0 agMUHUCTPATOPOB
aHTUBUPYCHON ceTW. ALMUHUCTPATOPbI YNPaBastoT KOHOUrypaLmen cepBepa LeHTPaaM30BaHHOM

PyKOBOACTBO noJsib3oBarena

18



N
< g O npoagykte | 19
\ds

3alUnTbl U1 GOPMUPOBAHNEM aHTUBUPYCHOW CETU (B YaCTHOCTW, MOATBEPXKAAOT MPaBOMEPHOCTb
NOAKNHOYEHWNA IOKANIbHOW CTaHLMM K CETH), a TakKe, NPy HeOBXOAMMOCTH, 3aat0T HaCTPONKM
PaboTbl KOHKPETHbIX JIOKaIbHbIX @aHTUBUPYCHBIX KOMMOHEHTOB.

JlokanbHble aHTVBUPYCHbIE KOMMOHEHTbI HECOBMECTUMbI C aHTUBUPYCHBIM
nporpamMmmHbIM obecrneyeHnem Kak Apyrux KOMMaHum, Tak ¥ aHTUBUPYCHbIMU pPeLIEHUAMM
Dr.Web, He noaaep>k1BatOLLMMIN PEXINM LIEHTPaAN30BaHHOW 3awuTbl (Hanpumep Dr.Web
ana Linux Bepcum 5.0). YctaHOBKa ABYX aHTUBUPYCHbIX MPOrpaMM Ha OZHOM KOMIMbIOTEPE
MOXKET MPMBECTUN K OTKa3y CUCTEMbI 1 MOTepe BaXHbIX JaHHbIX.

MoaknoueHne K aHTUBMPYCHOM ceTu
Dr.Web ans Linux Mo>xeT 6bITb MOAKAOUEH K aHTUBMPYCHOW CETU CIefytoWwnmm crnocobamm:

e Ha Bkiazke Pexum cTpaHuiibl Hactpoek okHa Dr.Web ans Linux.

e [1py NOMOLLM KOMaHAbl esconnect YTUAUTbI yNpaBAeHUs U3 KoMaHAHon ctpoku drweb-ctl.

OTk/IlOUeHne OT aHTUBUPYCHOW CeTn
Dr.Web ans Linux moxeT 6bITb OTK/IFOUEH OT aHTUBMPYCHOW CETU CAeayHoLWw MK cnocobamu:

e Ha Bkiagke Pexum cTpaHuLibl Hactpoek okHa Dr.Web ana Linux.

e MpKn NOMOLLM KOMaHAbl esdisconnect YTUAUTLI YNPaBAEHUS U3 KOMaHAHOW cTpoky drweb-
ctl.

MNMpoBepka paboTtocnocobHoCcTH

ImeeTcs cTaHAaPTHBIN TECT, NO3BO/AIOLMI NPOBEPUTL PaboTOCMOCOBHOCTb aHTUBUPYCHBbIX
NporpamMm, NCNob3YHOLWMX CUTHATYPHblE MeTOAbI OBHapy>KeHWs yrpo3. [ns 3Toro npuMeHseTca
cneumanbHbln Tect EICAR (European Institute for Computer Anti-Virus Research), pa3paboTaHHbIN
OAHOWMEHHOW OpraHu3aLmen. ITOT TecT pa3paboTaH Ana TOro, YTobbl NO/b30BaTENb, HE
nojBepras CBOW KOMMbOTEP OMNacHOCTX, MOT MOCMOTPETb, Kak YCTaHOB/IEHHbIN aHTUBMPYC ByaeT
curHanusmpoBaTtb 06 obHapy>keHun BUpyca.

Mporpamma, ncnonblyemas ans tecta E/ICAR, He sBnsieTcs BPeAOHOCHOW, HO cneumanbHO
onpegzensercs 60bLMHCTBOM aHTUBUMPYCHbIX MPOrpamMM Kak BUPYC. AHTUBUPYCHbIE NPOAYKTbI
Dr.Web Ha3sbiBatoT 310T «BUpyC» cneayrowmm obpasom: EICAR Test File (NOT a Virus!).
[MprMepHO Tak ero Ha3biBatoT N Apyrue aHTMBUPYCHble NporpamMmsl. Tectoeas nporpamma EICAR
npeAacTaBaseT coboin nocnesoBaTeIbHOCTL U3 68 6anT, obpasytoLyro Teno ncnoaHsemoro COM-
davna gns OC MS DOS/MS Windows, B pe3yabrate UCNOIHEHUS KOTOPOro Ha 3KpaH TepMuHana
WAN B SMYNATOP KOHCONMN BbIBOANTCA TEKCTOBOE COObLLeHMe:

EICAR-STANDARD-ANTIVIRUS-TEST-FILE!

PyKOBOACTBO noJsib3oBarena
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Teno TeCToBOW NPOrpamMmbl COCTOMT TOJIbKO U3 TEKCTOBbIX CUMBOJIOB, KOTOPble GOPMUPYHOT
CNefytoLLYHO CTPOKY:

X50!P$@AP[4\PZX54 (P") 7CC) 7} SEICAR-STANDARD-ANTIVIRUS-TEST-FILE!SH+H*

Ecav Bbl co3paaunte dain, cogepykallmin NpUBEAEHHYHO BbilLe CTPOKY, TO B pe3yabTaTe NoNyUYNUTCS
nporpamMma, kotopas 1 ByAeT OnMcaHHbIM «BUPYCOM>.

B cnyuae koppekTHOMN paboTbl Dr.Web ans Linux, 3ToT dann gosxeH obHapyXnBatbCs npu
npoBepke 06beKTOB HaNOBON CUCTEMbI NHOOBLIM AOCTYMHbLIM CNOCOHOM, C yBegOMAEHMEM 06
o6Hapy>xeHunn yrpo3bl EICAR Test File (NOT a Virus!).

MpvMep KOMaHAbl AN NPOBEPKM PaboToCNOCOBHOCTM NPOAyKTa NPY MOMOLLM TECTOBOM
nporpaMmmbl EICAR 13 KOMaHZAHOW CTPOKM:

$ tail /opt/drweb.com/share/doc/drweb-common/readme.eicar | grep X50 >
testfile && drweb-ctl scan testfile && rm testfile

[aHHaa komaHaa BbligenseT n3 danna /opt/drweb.com/share/doc/drweb-
common/readme.eicar (MOCTaBaAeTCA BMeCTe C MPOAYKTOM) CTPOKY, NPeACTaBAAOLLYIO cOBOM
Teno TectoBon nporpammel EICAR, 3anvceiBaeT ee B pann testfile B TeKyW M KaTanor,
BbIMOJIHAET NPOBEPKY MOAy4YeHHOro darina, nocae Yero yjanaeT Co3faHHbI dan.

[ns ycnewHoro npoBeseH s BbllleyKa3aHHOro Tecta Bbl 4OJXKHbI MMETb npasa 3anucy B
TekyLmnin katanor. Kpome Toro, ybeamtecs, UTo B HEM OTCYTCTBYET daiia C UMEHEM
testfile (Npy HEOBXOAMMOCTU U3MEHUTE NMS daiina B KOMaHAE).

B cnyuae ycnewHoro obHapysKeHns TeCTOBOro «BUpYyca» Ha 3KpaH OyAeT BblaHO cieaytoLiee
coobLeHue:

<nyme K mekywemy kamanoey>/testfile - infected with EICAR Test File (NOT a
Virus!)

Ecam npw nposepke byaeT nonyyeHo cooblyeHne o6 olwmnbke, obpaTnTech K ONmMcaHuno
M3BECTHbIX OLIMBOK.

@ Ecan B cucteme pabotaer MoHUTOP dainoBoit cuctemsl SpIDer Guard, npu

: 06Hapy>KeHUW yrpo3bl Gann MOXKeT BbITb TYT Xe yAaleH AN NepeMeLLEeH B KapaHTUH (B
3aBMCMMOCTM OT HacTPOek KOMMOHeHTa). B 3Tom ciyyae nocse coobuueHns o6
06Hapy>KeHUW yrpo3bl KOMaHAa rm coobLmnT 06 oTcyTcTBUM daiina. Ta cuTyaLums He
AB/IAETCA OLUMOKOM, a CUTHaNN3MpPYET O KOPPEKTHOW paboTe MoHMTOpA.

PyKOBO,D,CTBO noJsib3oBarena
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CucremHble Tpe6oBaHNA

CuctemHble TpeboBaHus

WNcnonb3oBaHme Dr.Web ans Linux BO3MOXHO Ha KOMMbIOTEPE, YAOBNETBOPSAIOLLEM CeAY LM

TpeboBaHMAM:

KomnoHeHT
Mramgopma
Mecmo Ha
>kecmkom oucke

OnepayuoHHas
cucmema

lpouee

Tpe6oBaHue

Mopaep>XnBaroTCs NPOLLECCOPbI C apXUTEKTYPON 1 cncTemor koManz Intel/AMD: 32-
ouT (IA-32, x86); 64-6uT (x86-64, x64, amd64).

He meHee 512 M6aiT cBO60OAHOrO AMCKOBOrO MPOCTPAHCTBa Ha TOME, Ha KOTOPOM
pa3meLyatotca katanoru Dr.\Web gns Linux.

Linux ans nnatdopm Intel x86/amd64 Ha ocHoBe sapa C Bepcreit He Hxke 2.6.37,
ncnonb3yrowas PAM n 6ubnnoteky glibc Bepcumn 2.13 n Bbiwe.

MepeyeHb NPOTECTUPOBaHHbIX AUCTPUOYTNBOB Linux nepeuncaeH Huxe.

@ B cnyuae ncnonb3loBaHus 64-6UTHOM BepCUM ONepaLMOHHOM

: CUCTeMbI, JOXKHA ObITb 06A3aTeNbHO BKIOUEHA NOoAAep>KKa
NCMOAHEHNS 32-OUTHbIX NPUAOXKEHWN (415 3TOrO, BO3MOXHO,
noTpebyroTcs ZOMNONHUTEbHbIE BUBANOTEKM, CM. HUXKE).

[na koppekTHON paboTbl koMnoHeHTa SplDer Gate sapo OC
JLOJIKHO BbITb COBPAHO CO BKIKOUEHNEM CNEAYHOLLMX OMLNIA;

o CONFIG_NETLINK_DIAG, CONFIG_INET_TCP_DIAG;

e CONFIG_NF_CONNTRACK_IPV4,
CONFIG_NF_CONNTRACK_IPVé,
CONFIG_NF_CONNTRACK_EVENTS;

o CONFIG_NETFILTER_NETLINK_QUEUE,
CONFIG_NETFILTER_NETLINK_QUEUE_CT,
CONFIG_NETFILTER_XT_MARK.

KoHKpeTHbIM Habop TpebyeMbix OMUMIA U3 YKa3aHHOTO NMepeyHs
MOXET 3aBUCETb OT Ucrnoabdyemoro anctpmbytnea OC GNU/Linux.

Hannune ceteBoro NoAKNHOUEHNA!

e [loakntoueHve K cetn VIHTepHeT Ana 3arpy3kn 0OHOBAEHWN), a TakxKe AnA
obpaeHusa k Dr.Web Cloud (npn Haanumm cOOTBETCTBYHOLLErO pa3peLLeHns oT
rnosb3oBaTtens).

e pw paboTe B pexkMme LLeHTPaIM30BaHHON 3aLLNThl JOCTaTOYHO TONbKO
NOAK/IHOUEHMS K UCMO/Ib3YEMOMY CepBepPY B paMKax IOKaNbHOW CeTU, JOCTYN B
VHTepHeT He TpebyeTcs.

PyKOBOACTBO noJsib3oBarena
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Dr.Web ans Linux HeCOBMECTUM C APYTMMU @aHTUBUPYCHBIMW NMporpaMMamMu. Tak Kak
yCTaHOBKa ABYX aHTUBMPYCOB Ha OfWH KOMMbIOTEP MOXET NPUBECTM K OwnbKam B
CcUCTEME 1 MoTepe BaxKHbIX AaHHbIX, nepes yctaHoBkor Dr.Web ans Linux cnegyet
yAaNUTb C KOMMbOTEPa APYyrve aHTUBUPYCHbIE MPOrpamMMmbl.

PaboToCcnocobHOCTb NPOrpaMMHOro NPoAyKTa NPOTECTMPOBAHA Ha CNeAYHOLWMX ANCTPUOBYTMBAX
Linux:

HasBaHue guctpubytmea Linux Bepcun Mnardopmbi
Astra Linux Special Edition (CMoneHck) 15 x86_64
CentOS 6.9, 74 x86, x86_64
Debian 7.11,8.10,9.3 x86_64
Fedora 27 x86, x86_64
Red Hat Enterprise Linux 74 x86_64

SUSE Linux Enterprise Server 11 SP4, 12 SP3 x86_64
Ubuntu 14.04, 16.04 x86_64

Mpouve anctpnbyTrBbl Linux, COOTBETCTBYIOLLME ONUCaHHbIM TPEBOBaHMAM, HE MPOXOANAM
TecTMpoBaHue Ha coBMecTUMOocCTb ¢ Dr.Web gna Linux, Ho moryT 6biTb coBMecTMBL. Mpu
BO3HMKHOBEHWUW NpobaemM C COBMECTUMOCTbIO C BalLUM ANCTPUOYTMBOM, 0bpaTuTech B
TeXHUYEeCKyro noaaep>Ky: https://support.drweb.com/request/.

TPEGYEMbIe AOMNMOJ/IHNTEJ/ibHbI€ KOMMNOHEHTbI U NMNaKeTbl

e insa OC CentOS, Debian, Fedora, Red Hat Enterprise Linux, Ubuntu Ha nnatdopme x86_64
TpebyeTcs nakeT NoAAEePXKKN NcnonHeHns 32-6uTHbix npunoxeHui (libc6-i386 nnn glibc.i686,
B 3aBucmmoctu ot OC).

e ins pabotbl Dr.Web ans Linux B rpadprueckom pexunme, a Takxke Aas 3anycka nporpamMm
YCTaHOBKM W yAaneHusa NpoaykTta ans rpapuueckoro pexxmma tpebyetca Hanmume rpapuyeckon
nogcunctembl X Window System v ntob6oro meHegykepa okoH. Kpome Toro, ans KOPpPeKTHOro
oTobpaxkeHus nHankatopa B rpapuyeckom okpyxeHmun Ubuntu Unity moxeT notpeboBatbca
Ha/snumne JONOAHUTENbHOM BubanoTekn (Mo ymonvaHuto Tpebyetcs bubamorteka
libappindicatorl).

e [lns paboTbl B rpadryeckoM pexxume nporpaMM yCTaHOBKU U yAaneHns NpoayKTa,
pacCUMTaHHbIX Ha PEXUM KOMaHAHOW CTPOKM, HEOBXOAMMO HaMumne B cucteme o6oro
3IMynsTopa TepMUHana (Hanpumep, xterm vau xvt).

e /11 NOBbILLEHWSA NPUBMAETUIA MPOrPaMM YCTaHOBKMW U yAaneHns HeobxoanMmMo Hanmumne tobom
n3 yTUANT noBblilweHns npas: su, sudo, gksu, gksudo, kdesu, kdesudo. [1ns koppekTHOW

PyKOBOACTBO noJsib3oBarena
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paboTbl NpoAyKTa TakxXe HeobXoAMMO, UTOBbI B CUCTEME MCMONb30BaICA MEXaHU3M
ayteHTndmkaymm PAM.

| Ana yanobHon pabotel ¢ Dr.Web ana Linux 13 KoMaHAHOW CTPOKM peKoMeHAyeTca
: BKJILOUNTb aBTOAOMONHEHNE KOMaHZ B UCMO/Ib3yeMO KOMaHAHOM 060104Ke, eC OHO
He BKAtOYEHO.

B cnyyae BO3HUKHOBEHMS NPo6/ieM € yCTaHOBKOW TpebyeMbix JOMONHUTENbHBIX MaKeToB
N KOMMOHEHTOB 06paTUTECH K CMPaBOYHbIM PYKOBOACTBAM MCMOJb3yEMOTO Bamu
AVNCTPMOYTMBa OnepaLMiOHHOW CUCTEMBI.

CoBMeCcTMMOCTb C KOMMNOHEHTaMMU onepauoHHbIX CcUCTeM

e MoHuTtop SplDer Guard no ymoa4aHuto Mcnosib3yeTt cucteMHblin mexaHnsm fanotify, a gns B

Tex OC, B koTopbIx MexaHun3Mm fanotify He peanv3oBaH M HeAOCTYNEH MO UHBIM NPUYMHAM —

cneumanbHbln 3aepyxkaemelli Modye a0pa (LKM-modysb), noctaBaseMblin B COGpaHHOM BUAE.
cocTaBe npoaykta nocrasaatorca LKM-moaynm Bcex cuctem GNU/Linux, yka3aHHbIX Bbilie. B
cnyyae HeobXoAMMOCTM Bbl MeeTe BO3MOXHOCTb cobpaTb MOAY/Ib fApPa CAMOCTOATENbHO U3
NOCTaBAfAEMbIX MCXOAHBIX KogoB ans ntobon OC, ncnonbsyrowen aapo GNU/Linux Bepcun
2.6.X 1 HOBee.

Pabota SplDer Guarduepes mogynb sapa GNU/Linux (LKM-mozynb) He noaaep>kvBaeTcs
ana OC, 3anyLeHHbIX B cpege runepsrsopa Xen. MonbiTka 3arpy3kn Moayns a4pa,
ncnonb3yemoro SplDer Guard, npu pabote OC B cpese Xen MOXeT NpuBecTu K
KpuTMYeckor owunbke aapa (T.H. owmnbka «Kernel panic»).

B

e MoHuTop SpIDer Gate moxeT KOHGAMKTOBATb C APYrMMY bpaHAMayspamu, yCTaHOBAEHHbIMU B

Bawen OC:

o KoHdaukT ¢ Shorewall n SuseFirewall2 (8 OC SUSE Linux Enterprise Server). B chyuae
KOH®AMKTA € 3TUMK BpaHaMayspamu HabatogaeTcs coobuieHre o6 owmnbke SplDer Gate ¢
Kogom x109. Cnocob ycTpaHeHusa KOHPAMKTa onucaH B pa3gene «OnucaHne N3BeCTHbIX
owmnboK».

o KoHpaukT ¢ FirewallD (8 OC Fedora, CentOS, Red Hat Enterprise Linux). B cnyyae
KOHPAMKTa € 3TUM bpaHamayapoM Habatogaetca coobuieHne o6 ownbke SplDer Gate ¢
kKosoM x102. Cnocob ycTpaHeHua KoH®ANKTa onucaH B pasgene «OnvcaHne N3BeCTHbIX
OLNBOK».

e B cnyuae ecnm B coctaB OC BkaroueH NetFilter Bepcumn maadwe 1.4.15, B pabote SplDer Gate
BO3MO>HO BO3HWKHOBEHWE C/iesytoLLen NpobaeMbl, CBA3aHHOM C BHYTPEHHEWN OWNOKOM B
peannsaumu NetFilter: npu BoikntoueHun SplDer Gate HapyLwaetcsa paboTa ceTw.
PekomeHayeTcs 06HoBUTL OC 0 Bepcun, Bkatovatowert NetFilter Bepcumn 1.4.15 nam HoBee.
PykoBOACTBO MO yCTPaHEHMIO yKa3aHHOW Npobiembl NpvBefeHO B pa3aene «OnuncaHune
N3BECTHbIX OLUINOOK».

e B witatHOM pexunme paboTbl MoHMTOpP SplDer Gate coBMecTM CO BCEMU MONb30BaTENBCKUMU
NPUAOXKEHNAMM, UCNONL3YIOLLNMW CeTb, BKAtOYaa Beb-6pay3epbl 1 MOYTOBbIE KANEHTbI. [nd

KOPPEeKTHOW NPOBEPKM 3aLUMLLEHHbIX COeAVHEHM HeobxoamnMo aobasuTb cepTndmkat Dr.Web

PyKOBOACTBO noJsib3oBarena
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A4 Linux K nepeyHto JOBEepeHHbIX CePTUPUKATOB TeX MPUIOXKEHMM, KOTOPbIE NCMOAb3YHOT
3alMLLEHHble COeMHeHNs (HanpumMep, Beb6-6pay3epoB 1 MOYTOBbIX KJIMEHTOB).

e [Tocne BHeceHna nsMeHeHni B paboty moHutopa SplDer Gate (BkatoueHne paHee
OTKJIOYEHHOTO MOHWUTOPA, U3MEHEHMNE pexXMMa NPOBEPKM 3aLLMLLLEHHbIX COeANHEHWI)
HeobXoAMMO nepe3anyckame NOYMo8ssble KAUueHMebl, ncnoab3yrowmne npotokon IMAP ans
NoayYeHNs COOBLLEHNIN 31EeKTPOHHOW MOYTLI C MOYTOBOrO CepBepa.

CoBMecTMMOCTb C nogcncremMamm 6e3onacHocTU

Mpw HacTpowikax no ymonydaHuto Dr.Web ans Linux He cOBMeCTUM C NOACUCTEMOW YayuULLIeHNs
6e3onacHocTn SELinux. Kpome Toro, no ymonuanuro Dr.Web gna Linux pabotaeT B pexxvime
orpaHnYeHHon PyHKLUMOoHanbHOCTH B cncteMax GNU/Linux, NCnosib3ytowmx MaHAaTHbIe MOZAENU
A0CTyna (HanpuMep, B CUCTeMax, OCHaLLEeHHbIX MoAcMcTemMon MaHaaTHoro goctyna PARSEC,
OCHOBAHHOW Ha NPMCBOEHWUW NOAb30BaTeENAM U GaiiNaM Pas3INYHbIX YPOBHEN NPUBUIETUN,
Ha3blBaeMbIX MaHAATHbIMW YPOBHAMMW).

B cnyuae HeobxogmmocTtn yctaHoBkM Dr.Web ans Linux B cuctembl ¢ SELinux, a Takxe B
CUCTEeMBbI, UCMOb3YHOLLIME MaHAaTHble MOAeW A0CTyNa, HeOH6XOAMMO BbIMOAHUTD
AOMOJTHUTENbHbIE HAaCTPOMKM NoacMcTeM 6€30MacHOCTU AN CHATUA OrPaHUYeHUI B
dyHKkumoHnposaHun Dr.Web gna Linux. NMoapobHee cM. B pa3gene Hactporika cucrem
6e3onacHoCTK.

PyKOBOACTBO noJsib3oBarena
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JlnueH3npoBaHune

MpaBa nonb3oBaTens Ha Ncnosib3oBaHue kKonum Dr.Web ans Linux noatsepxkaatoTcs u
perympyroTcs AnLeH3nen, MpuobpeTeHHOW Noab3oBaTenemM y komnanum «Joktop Beb» nam ee
napTHepoB. MNapameTpbl ANLEH3NK, PETYAMPYIOLLME NpPaBa NoJb30BaTessl, YCTaHOB/IEHbI B
COOTBETCTBUM C JINLIEH3NOHHbIM cornalleHveM (cMm. https://license.drweb.com/agreement/),
YC/0BUS KOTOPOrO NMPUHMMAKOTCA NOb30BaTENEM NPU YCTaHOBKE MPOrpPaMMHOro nNpoAykTa Ha
CBOW KOMMbtoTep. B anueH3nm dukcmpyetcs nHbopmaumsa o nonb3oBaTene u NpoAasLie, a Takxe
napameTpbl UCMONb30BaHNSA NPUOBPETEHHOW KOMUN NPOAYKTA, B YaCTHOCTU:

e [lepeyeHb KOMMOHEHTOB, KOTOPbIE pa3peLleHo NCMoJb30BaTb JaHHOMY MOJIb30BaTENIO.
e [lepvog, B TeUeHMe KOTOPOro pa3peLleHo ncnonb3oBaHve Dr.Web ans Linux.

e [Ipyrve orpaHnyeHns (B 4aCTHOCTW, KOANYECTBO KOMMbIOTEPOB, Ha KOTOPbIX pa3peLleHo
ncnoab3osatb NpuobpeteHHyto konuto Dr.Web ans Linux).

C uenbio 03HAaKOMIEHUS C MPOAYKTOM MMEETCsl BO3MOXHOCTb akTMBMPOBATb
deMoHCMpayuoHHsIlU nepuod. Ecnn ycnoBus akTMBaumm 4EMOHCTPALMOHHOIO Neproaa He
HapyLLeHbl, MOIb30BaTeNb MNOJyYaeT NPaBO Ha NOJHOLIEHHOE UCMOJIb30BaHNE YCTaHOBAEHHOM
konuu Dr.Web ans Linux B TeueHue Bcero 3toro nepuoga.

Kaxaol MueH3mm Ha Ucnoab3oBaHne NPorpaMMHbIX MPOAYKTOB KoMMaHumn «/loktop Be6»
COMOCTaB/IeH YHMKaNbHbIN CEPUAHBIA HOMEP, @ Ha 10KaJlbHOM KOMMbIOTEpe NoJib30oBaTeNs C
NNLEH3Men CBA3bIBAETCA CneLmanbHblin Gainn, peryanpyrowmmn paboty komnoHeHtos Dr.Web ans
Linux B cooTBETCTBMM C NapameTpamu anueH3nm. OH Ha3biBaeTCA JIUYEH3UOHHbIM KNHYEeBbIM
darnom. Mpwu akTMBaLMM AEMOHCTPALMOHHOIO Neproja TakKe aBToMaTnyeckv Gpopmunpyetcs
cneumanbHbIn KAoUeBOn dais, HasblBaeMblil 0eMOHCMPAayUOHHbIM.

B cnyuae oTcyTCTBMA Y NOAb30BaTENS AENCTBYHOLLEN TULEH3NN UAN aKTUBUPOBAHHOTO
AEMOHCTPaLMOHHOro neproaa (B TOM Yncie, eCam CPoK AeNCTBUA paHee NpuobpeTeHHoM
JNNLEH3MU NN AEMOHCTPALMOHHOIO Neproja UCTeK), aHTUBMPYCHbIE GYHKLIMN KOMMOHEHTOB
Dr.Web ans Linux 6nokupytotca. Kpome TOro, HeaocTyneH cepBmc NoayyYeHns 0OHOBAEHWI
BMpPYCHbIX 6a3 Dr.Web ¢ cepepoB o6HOBAeHMI KOMNaHWK «[JokTop Beb». OaHako nmeetcs
BO3MOXHOCTb akTuBMpoBaTtb Dr.Web ans Linux, nogkatoumB ero Kk cepBepy LIeHTPasM30BaHHOM
3aLUNTbI aHTUBKPYCHOW CETU NPEANPUATUA AN aHTUBUPYCHOWN CETU, OpraHn3oBaHHoOW HTepHeT-
npoBaigepom. B aTom cayyae ynpaBaeHne aHTUBUPYCHbIMU GYHKLMAMY 1 OOHOBAEHUAMM
KOMUW NPoAyKTa, yCTaHOBIEHHOW Ha KOMMbIOTEPE, BO3/1araeTca Ha cepBep LEeHTPaan3oBaHHOM
3almThl.

MpuobpeTeHne u perncTrpauma AMLEH3UN

Mpw NprobpeTeHnn TMLEH3NN KANEHT NOyYaeT BO3MOXHOCTb B TEYEHWE BCEro CpoKa ee
AencTBMA nonyyvatb O6HOBEHMA C cepBepOB OOHOBEHMI KOMNaHun «[JokTop Beb», a Takxe
noayyaTb CTaHAAPTHYH TEXHUYECKYHO NOoAAepP>KKY KoMMnaHuu «[lokTop Beb» 1 ee napTHepoB.

Mpurobpectn NtoboN aHTUBUPYCHBIN NpoaykT Dr.Web nan cepuiiHbii HOMep A8 HErO Bbl MOXeTe
Y Halux NapTHeEpPOB (CM. CMMCOK NapTHepPOB Mo agpecy https://partners.drweb.com/) nam yepes

PyKOBOACTBO noJsib3oBarena
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WHTepHeT-marasuH https://estore.drweb.com/. loNOAHUTENbHYO MHDOPMaLMIO O CPOKaxX U
TUMax JMLEH3MPOBaHMA MOXHO HalTK Ha opuLManbHOM canTe kKoMnaHun «JJoktop Beb»
https://www.drweb.com/.

Peructpauma avueH3nm NoATBEPXAAET, UYTO Bbl ABASAETECh MOJHOMPABHbLIM NOJAb30BaTeNEM
Dr.Web ans Linux n aktnBmpyet ero GpyHKLUK, BKAOYAsA GYHKLUN OOBHOBAEHWS BUPYCHbIX 6a3.
PekomeHayeTca BbINOAHATL PErMCTPALMIO N aKTUBALMIO INLEH3MM CPa3y NOC/ae YCTaHOBKM.
MNpuobpeTeHHas NMLEH3NA MOXKET ObITb akTVBUPOBaHa Nt0ObIM 13 YKa3aHHbIX HUXKEe CNocoboB:

e [py NoMoLLM MacTepa perucTpaLmy, BXOAALWEro B coctae MeHeaxepa NMLEH3NNA.

e HenocpepactBeHHO Ha canTe koMmnaHum «/loktop Beb» no agpecy
https://products.drweb.com/register/.

Mpw aKTMBaLUW UAN NPOANEHUN NLEH3UM HEOBXOAMMO yKa3aTb CEPUINHBIA HOMEpP. ITOT HOMeEpP
MO>ET MOCTaBAATLCA BMECTE C MPOAYKTOM WM MO 3NEKTPOHHOW NMoYTe, NMpw NMOKYMKe Uiu
NPOANEHUN INLEH3UM OHNANH.

| B cnyyae npogneHuns anueH3nm Tpebyetcs TakKe ykasaTb CEPUAHBIN HOMEP 1K
: NINLLEH3VOHHBIN KAtoUeBOW Gainn npeabiayLuen AMLEH3UN, B MPOTUBHOM Clyyae CPOK
LEeVCTBMS HOBOW NMLLeH3UN ByaeT cokpalleH Ha 150 aHen.

Ecnn nmeetcs KOMMNAEKT NNLEH3NI, BblAaHHbIX AN ucnoab3oBaHus Dr.Web ans Linux Ha
HEeCKONbKMX KOMMbHOTEPAX, TO NPU PerncTpaLmnm MMeeTcsl BO3MOXHOCTb yKasaTb, UTO
Dr.Web ans Linux 6yAeT ncnoab30BaTbCsl TOIbKO Ha OAHOM KOMMboTepe. B 3ToM cayyae
BCE IMLIEH3UN U3 KOMMIeKTa ByayT o6beaMHEHBI B OfHY, U CPOK ee AeNCTBUS byaeT
aBTOMATMYECKWN YBENYEH.

3anpoc AE€MOHCTPaUMOHHOIO nepmnoaa
Monb3oBaTenam npoAyKTOB Dr.Web AOCTYMNHO ABa TUMNa AEMOHCTPAaUMNOHHOIO nepmnogja:

e CpokoM Ha 3 mecAua.

e CpokoM Ha 1 mecsu,

YT06bI NONYUNTL AEMOHCTPALMOHHBIN NEPUOA CPOKOM Ha 3 MecALa, HeoHX0AMMO NPONTU
npoueaypy pernctpaumm Ha opuumanbHOM carite KoMnaHun «/Joktop Beb» 1 ykasaTb cBom
nepcoHabHble JaHHble. B 3TOM cnyyae Bbl MOAYyUMUTE MO 31EKTPOHHOWN MOYTE CEPUIMHBIA HOMEP
Ana akTmBaumm Bawen konum Dr.\Web ana Linux. leMOHCTpaLMOHHbIN Nepuoj CpokoM Ha 1
MecAL, MOXHO NOAYyYNTb HEMOCPEACTBEHHO B OKHE MacTepa perncrpauumn Meneaxepa
NNLEH3MI, He yKa3blBas NePCOHa/IbHbIX JaHHbIX.

OkHO MacTepa peructpaumn MeHezxepa MLEH3MI NOABASETCA Ha 3KpaHe Npv NepBoM 3anycke
Dr.Web ans Linux (kak npaBW/i0, OH aBTOMaTU4YeCku 3amnyckaeTcs cpasy nocae okoHYaHus
ycTaHoBKM). Takxe Bbl MOXeTe B 1060 MOMEHT 3anyCcTuTb NPOLLECC perncTpaLmMm nam 3anpoca
AEMOHCTPaLMOHHOro nepuoja 13 okHa MeHegykepa AuLeH3nm, Haxas kHornky MoayunTb
HOBYO JIMLLEH3UIO Ha CTpaHuLLe NPOCMOTPa HGOPMALIMM O TeKYLLEN NNLLEH3NN.

PyKOBOACTBO noJsib3oBarena

26


https://estore.drweb.com/
https://www.drweb.com/
https://products.drweb.com/register/

A7 7
2

-
&

JInyeHsmpoBaHue

| [ns akTMBaLMm NpY NOMOLLM CEPUMNHOrO HOMEpPA, a TakxKe A/ 3anpoca
: AEMOHCTPALMOHHOTO nepuosa TpebyeTcs NoAKAOUEHME K CeTU VIHTepHeT.

[eMOoHCTpauoHHbIA nepuog ncnonb3oBaHus Dr.Web ans Linux MoxeT 6b1Tb BbijaH
MOBTOPHO A/151 TOTO XK€ KOMMbIOTEPA TOJIbKO MO UCTEUEHNIN OMNPEAeNEHHOTo nepuosa
BPEMEHN.

B cnyuae akTMBaL MK NNLLEH3UN UM JEMOHCTPALMOHHOTO Neproa npu noMolum MeHeaxepa
NNLLEH3UIA, KNroueBon dain (MMLEH3UOHHbBINA UAN AEeMOHCTPALIMOHHBIN) byaeT chopMUpOBaH Ha
JIOKaNbHOM KOMIMbIOTEPE W YCTAaHOBJ/IEH B HaZ/eXallee Mecto aBToMaTuyecku. Mpw nonyyeHum
KntoyeBoro daiina no 31eKTPOHHON NouTe B pe3ybTaTe PerncTpauun Ha cate, Bam
HeobX0AMMO BbIMOJHUTL €70 YCTAHOBKY BPYYHYHO.

Mpwn OTCYTCTBMN BO3MOXHOCTM BOCMOJ/Ib30BaTbCA MacTePOM perucrTpaumm (Hanpumep, ns-3a
oTcyTCTBUA rpadmueckor ob6onoukmn OC), Bbl MOXKETE BOCMOIb30BATLCA KOMaHAOM YNpaBaeHus
NMueH3nen ytnuantol koMaHaHon ctpoku drweb-ctl, koTopas nosBonset aBTomaTMyeckm
MONYYNTb 4EMOHCTPALMOHHDBIA KNHOUYEBOW Gaii NAN NNLEH3NOHHBIV KaroueBow dann ans
CEepPUNHOro HoMepa 3aperncTpMpoOBaHHON NNLEH3NK (B TOM YKCae — U AN CEPUMHOrO HoMepa
AEMOHCTPALMOHHOIO NeproAa, NOJlyYEHHOTO Ha aZpec 3NEKTPOHHOW NouyTbl). OnvcaHne yTuanTbl
drweb-ctl npveeaeHo B PykoBogactee Monb3oBaTtens.

@ MonHasa Bepcus PykoBoacTBa nosb3oBatens Dr.Web ana Linux goctynHa:

e Ha calite komnaHuun «[loktop Be6» no agpecy https://download.drweb.com/doc/
(TpebyeTcs noakntoueHme K cetn ViHTepHer).

e B Buae sokymenTa PDF B kaTanore /opt/drweb.com/share/doc (cyddukc B
UMeHW daiina ykasblBaeT Ha A3blK PyKOBOACTBA).

MoBTOpHan perucrpauuns

MNoBTOpHaA perncrpaLma MoxeT NnoTpeboBaTbCA B Cyvae yTpaThbl MMLLEH3MOHHOIO KNHOUYEBOro
darina Npu HaAMuMM aKTUBHOW AnLLeH3MK. [Tpy NOBTOPHOW perncrpaumm HeobxoaMMo ykaszaTb Te
Xe NnepcoHasibHble AaHHble, KOTOPbIe Bbl BBENW NPWU MEPBOW PerncTpaumm JMueH3mm.
[onyckaeTca ncnonb3oBaTb APYrov agpec 31eKTPOHHOMW NOYTbl — B TaKOM Cy4Yae AMLEH3NOHHbIN
kntoyeBon daiin byaeT BbiCNaH MO HOBOMY ajpecy.

KosnnuectBo 3anpocoB Ha NONyyYeHMe NLLEH3MOHHOTO K/IoUeBOro garaa orpaHMyeHo —
perncTpaumns NMLEH3NN C OAHUM U TEM Xe CEPUNHBIM HOMEPOM JonyckaeTcs He bosiee 25 pas.
Ecnm 310 uncno npeBbIWEHO, MINLEH3VMOHHBIA KatoueBoW dainn He ByaeT BbichaH. B 3Tom cayuae
obpatuTtech B C1y>Kby TeXHNYECKOW Noafep>KKu (B 3anpoce cneayet nogpobHo onucaTtb
CUTyaLMto, YKa3aTb MNepCOHa/IbHblE AaHHble, BBEAEHHbIE MPU PErnmcTpaLmm, 1 CEPUNHBIA HOMEpP
nnueH3nm). JIMUEH3NOHHbIV KntoueBor dann byaeT BbiCIaH CNy>KOOM TEXHNYECKOW NOAAEPXKKM
MO 31eKTPOHHOW nouyTe.

PyKOBOACTBO noJsib3oBarena
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KnroueBoun ¢pauin

KntoueBow dain — 310 cnewumanbHbIn Gaiin, KOTOPbIN XPaHUTCSA Ha IOKaJbHOM KOMMbOTEPE U
COOTBETCTBYET NPUOBOPETEHHON NNLEH3NN UM aKTUBMPOBAHHOMY AE€MOHCTPALMOHHOMY
nepuoay Ans nporpammHoro npogykta Dr.\Web ana Linux. B kntoueBom daiine pukcupyrotcs
napameTpbl UCMOJIb30BaHNA MPOAYKTa B COOTBETCTBUM C MPUOBOPETEHHON NNLEH3NEN NN
aKTVBUPOBAHHbIM AEMOHCTPaLMOHHbBIM NePUOLOM.

KntoueBow dann nmeeT paclumpeHve . key v ABAAETCA A4eACTBUTENbHBIM MPY OAHOBPEMEHHOM
BbIMOJIHEHWW CIEAYHOLLMNX YCNOBUM:

e CpoK AeNCTBUA NNLIEH3MW UAN LEMOHCTPALMOHHOIO NepMoaa, KOTOPbIM OH COOTBETCTBYET, He
ncTek.

° Pa3peLueH|/|e, onpepenaemoe flVILI,GHBVIGVI NN aKTUBHbIM AEMOHCTPALMOHHbIM MEPUNOLOM,
pacnpocTpaHAeTCA Ha BCE UCMNOJIb3yEMbIE MOAYIN.

e LlenoctHocTb danna He HapyLueHa.

Mpwv HapyLweHM NH60ro 13 3TUX YCIOBUIN KAHOUYEBOW danin CTaHOBUTCA HEAEUCTBUTENbHBIM.

Mpwu pabote Dr.Web ans Linux kntoueBol daiin No yMoONYaHNIO AOMKEH HAaXOAUTHCA B
Katanore /etc/opt/drweb.com 1 Ha3biBaTbCa drweb32 . key.

KomnoHeHTbl Dr.Web ans Linux perynspHo NpoBepsAoT Haanumne 1 KOPPEKTHOCTb
kntoyeBoro darina. Ero cogep>kmmoe 3aLlmLLeHO OT PejakTMPOBaHNA NPY MOMOLLM
MeXaHW3Ma 3NEeKTPOHHOW LMPPOBOWM NOANMNCY, MOITOMY pefakTMpoBaHue aenaeT
KntoyeBon daiin HeAelcTBUTENbHBIM. He pekoMeHAyeTCa OTKpbIBaTb K/OUeBOM Gaiin B
TEKCTOBbIX pesakTopax BO n3bexaHvie Cly4aiHon NopyYn ero coAep>KMmoro.

Mpw OTCYTCTBUM AENCTBUTENBHOMO KAtoUYeBoro daiina (MMUEH3NOHHOro UK
JAEMOHCTPALIMOHHOTO), a TakXXe MO UCTeUYEHUW CPOKa ero AeUCTBUS, aHTUBMPYCHbIE
bYHKLMN BCEX KOMMOHEHTOB HJ0KMPYHOTCA A0 YCTaHOBKM AEACTBYHOLLErO KIHOUEBOro
dbarina.

PekomeHAyeTCs COXpaHATb MMEHOLLNACA NLLEH3MOHHbIN KAoYeBOW Gain A0 UCTEYEHMSA CPOKa
ero fencrteus. B sTom cnyyae npu nepeyctaHoOBKe NPOAYKTa AN NEPeHOCe ero Ha Apyrom
KOMMbIOTEp MOBTOPHasA PErncTpaLma CEpUMHOro HoMepa JMLLeH3MM He NoTpebyeTcs, U Bbl
CMOXETe MCMOb30BaTh NNLEH3VOHHBIN KOUYEBOW Galis, MONYyYEHHbIN NPY NEPBOM
MPOXOXAEHWM NpoLeaypbl PErncTpaLmm.

PyKOBO,D,CTBO noJsib3oBarena
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@ Mo 3neKTPOHHON nouTe KatoueBble Gaiibl Dr.Web ob6bluHO nepesatoTcs 3anakoBaHHbIMU

: B Zip-apxuBbl. ApXMB, COAepKaLLMii KAOUeBON Gain Ans akTMBaLUW NPOAYyKTa, 06bIUHO
NUMeeT UMA agent . zip (06paTUTE BHUMAaHME, UTO €CAN B MNCbME COAEPXKUTCH HECKO/IbKO
apPXMBOB, TO HY>XHO MCMOJIb30BaTb MUMEHHO apXxMB agent . zip). B MacTepe perncrpaumm
MOXHO YyKa3blBaTb MyTb HEMOCPEACTBEHHO K apXMBY, HE BbIMOJIHAS €ro npeABapuTeIbHOM
pacnakoBku. Takxe nepes ycTaHOBKOW katoueBoro daiina Bbl MOXeTe pacnakoBaTbh
apxuB NH06bIM YA06HbBIM A5 BaC CNOCOOOM U U3BJEYb U3 HEro KoUYeBOW daiin,
COXpaHWB ero B /It0OON AOCTYMHbIN KaTanaor (HanprvMep — B JOMALUHWIA KaTaaor A Ha
CbeMHbI HocuTenb USB flash).

YcraHoBKa kiroueBoro ¢gaina

B cnyuae ecam yxxe nmeetcs knroueBor daiin, COOTBETCTBYHOLLMIA AEUCTBYHOLEN INLEH3NN Ha
3TOT NPOAYKT (HanpumMep, oH Bbli NONyYeH OT NPOZaBL,A NO 3NEKTPOHHOM NoYyTe nocae
peructpauum nam Dr.Web ans Linux nepeHocuTCs Ha Apyroi KOMMbHOTEP), UMEETCS
BO3MOXHOCTb akTnBMpoBaTtb Dr.Web ans Linux, NpocTo ykaszaB nyTb K MMeROLLLeMYCs KIHOUEBOMY
dbanny. 3To0 MOXHO caenatb creayroL M obpasom:

e B MeHeaxepe avLIeH31I, Nepenss Ha NepBOM Luare Mactepa pernctpauum no cceiike Apyrmne
BMAbI aKTUBALMM 1 YKa3aB MyTb K MMEIOLLLEMYCA KNHOUEBOMY daliny nam cogepxkallemMy ero
Zip-apxuBy.

e BpyuHyto, a4 310r0:
1. PacnakywTe knroueBon daiin, ecav oH 6bla BamMu MONyYeH B apxumBe.

2. CkonupynTe ero B katanor /etc/opt/drweb.com 1, NPy HEOBXOANMOCTH,
nepevmMmeHymTe B drweb32 . key.

3. BbinonnHute KOMaHAy:

# drweb-ctl reload

ANA NPpUMEeHEHUNA BHECEHHDbIX N3MEHEHWI.

Bbl MOXKeTe Tak>Ke BOCMO/1b30BaTbCH KOMaHg,OPIi

# drweb-ctl cfset Root.KeyPath <nyme Kk kirouyegomy gadiny >

ObpaTtute BHYMaHMe, YTO B NOCNeAHEM Ciyyae KaroyeBow ¢ann He ByaeT CKonmpoBaH B
KaTanor /etc/opt/drweb.com, a OCTaHeTCA B CBOEM UCXOAHOM KaTanore.

Ecan kntoueBoli daiin He CKomMMpoBaH B KaTanor /etc/opt/drweb . com, MOAb30BaTENb
CaM HeceT OTBETCTBEHHOCTb 3@ ero COXPaHHOCTb. Takow Cnocob yCTaHOBKM K/IHOUEBOrO
dalina He pekoMeHAyeTCA 13-3a BO3MOXXHOCTW €ro C/ly4anHoro yganeHus (Hanpvmep,
€C/IN OH 6bl1 pa3MeLLieH B KaTasore, MOABEPratoLLeMca aBTOMATUYECKOK OUNCTKE
cnctemont). NMomHWTe, UTO B Ciydae yTpaThl Bbl MOXETE 3anpocuTb KatoueBon darin
NMOBTOPHO, HO KOJIMYECTBO 3arpoCoOB Ha ero rnoJjiy4eHne orpaHnyeHo.

PyKOBOACTBO noJsib3oBarena
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®dann HacTpoek NOAK/IHOUEHUS

®ain HacTpoek NOAKNHUEHUA NPeACcTaBAseT cObON cnelmanbHbI Gains, XpaHaLWwmi BHYTPU cebs
napameTpbl nogkaroyeHns Dr.Web ana Linux k cepBepy LleHTpaAn30BaHHOW 3aLuThbl. ITOT Gan
MO>KeT ObITb NpeaoCcTaBAeH aMUHUCTPATOPOM aHTUBMPYCHOWN ceTn nam NHTepHeT-
npoBanaepom (ecam oH obecneunBaeT NOAAEPIXKKY YCAYTU LIEeHTPaAN30BaHHOW aHTUBMPYCHOM
3aWMThbI).

Bbl MOXeTe ncnosb3oBaTb 3TOT Garn ana akTmeaumm Dr.Web ans Linux yepes nogkatoyeHuve ero
K cepBepy LeHTPaaN30BaHHOW 3aLuTbl (B 3TOM C/lyYae Bbl HE CMOXeTe ncnosb3oBaTte Dr.Web
Aana Linux B aBTOHOMHOM pexuMe, He NprobpeTa 4ONOAHUTENBHO IVLLEH3NIO).

AKTMBaLMA Yepe3 NOoAK/IFOUEHME K CepBepPY LieHTPa/IM30BaHHOM 3alLuUThl

B cnyuae ecam npoBangep MAM afMUHUCTPATOP CETU NPEeANPUATUS NPeAoCTaBuUA dalin HacTpoek
NOAKIHOUEHNS K CepBEpPY LeHTPaNM30BaHHON 3aLUuThbl, Bbl MOXeTe akTuBmposate Dr.Web ans
Linux, npocTo ykasaB nyTb K UMetowemMycs $haliay HacTpoeK NoAKAHUYEHNUA. ITO MOXHO caenatb
cnegyrowmm obpasom:

e B oKHe HacTpoek nporpammbl Ha Bkiazke Pexxum yctaHoBuTe daaxkok Bkaountb pexxum
LieHTpa/In30BaHHOM’ 3aWUThl, BbibepuTe B NOABUBLLEMCA OKHE MYHKT BbiNaAaroLLero cnmcka
3azpy3ume u3 ¢gpalina, ykaxxute nyTb K MMetowemMycs aiiay HacTpoek NOAKNOUYEHNA U
HaxxmuTe MoAKAOUNTD.

PyKOBOACTBO noJsib3oBarena
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YcraHoBka n ypaneHue Dr.Web pgns Linux

YcraHoBka u yaanenue Dr.Web ansa Linux

B 3TOM pasgene onucbiBatoTCA NPoLLeAypbl YCTAaHOBKM M yAaneHus NPOrpaMMHOro Komrnaekca
Dr.Web ans Linux Bepcun 11.0, a Takke npoLesypa NoayveHusa TekyLx 0OHOBAEHUI 1
npoueaypa nepexoja Ha HOBYH BEPCUIO, €CIN Ha BalleM KOMMbtoTepe yxke ycTtaHosieH Dr.Web
ana Linux npeablayuien Bepcmm.

Kpome 3T0ro, B 3TO0M paszene onvcaHa npoueaypa BblbOpOYHOM YCTaHOBKN U yaaNeH s
KOMMOHEHTOB NpoayKTa (Hanpumep, AN yCTpaHeHUs olwmboK, BO3HMKLUNX B NpoLecce
akcnayataumm Dr.Web ans Linux) n HacTpolika pacluvpeHHbIX NoAcMcTemM 6e30nacHoCTy (Takux,
kak SELinux), 4uto Mo>eT noTpeboBaTbCa NP yCTaHOBKE MW B NPOLLecce 3KCnayaTaumm
npoaykTa.

[Ana ocywecTBAeHNsA 3TUX onepauuii HeobXoAMMbI MpaBa Cyrneprnoab3oBaTens (Nonb3oBaTens
root). [lns nony4yeHus npas Cynepnosib3oBaTens Npu yCTaHOBKE U yaneHUn NpoayKTa
BOCMOJIb3yATECh KOMaHAOW CMeHbI MO/1Ib30BaTeNA SU AN KOMAHAOW BbIMOJHEHWS OT MEHM
Apyroro nonb3osatess sudo.

He eapaHmupyemcsa coemectumocts Dr.Web ans Linux ¢ aHTMBUPYCHBIMU NporpammMamu
APYrUx npounssoauTenen. Tak Kak yCTaHOBKa JjByX aHTUBMPYCOB Ha OAMH KOMMbHOTEP
MOXET MPUBECTU K owubkam 8 pabome onepayuoHHOU cucmemMs! U Nomepe 8aXKHbIX
0daHHelIx, nepen yctaHoBkor Dr.Web ans Linux HacmosmensHo pekomMeHOyemcs yaanuthb C
KOMMbIOTEPa aHTUBUPYCHbIE MPOrpaMMbl APYTrMX MPOU3BOANTENEN.

Ecan Ha Baluem KOMMbIOTEpe ke UMeemcs JpYyrovi aHTUBUPYCHbIV NpogykT Dr.Web,
YCTaHOBJIEHHBIN W3 YHMBEPCaNbHOrO naketa (. run), ¥ Bbl XesaeTe YCTaHOBUTb eLle OAuNH
aHTMBMPYCHbIN NpoaykT Dr.Web (Hanpumep, y Bac U3 yHVBepcanbHOro naketa
yctaHoBsieH npoaykT Dr.Web ana ¢arinosbix cepsepoB UNIX, v Bbl XOTuTe B JOMOAHEHWE
K HeMy ycTaHOBUTb NpoaykT Dr.Web ans Linux), Heobxoanmo npeaBapuTenbHO
ybeamnTbCs, UTO BEPCUSA y>Xe YCTaHOBJIEHHOro NPoAyKTa cosnadaem C Bepcueii Toro
NPOAYyKTa, KOTOPbIN Bbl MAaHVpPyeTe yCTaHOBUTb. ECiM Bepcusa NpogykTa, KOTOPbI Bbl
coburpaeTech YCTaHOBUTb, HOBEE, YeM BEPCUSA NPOAYKTa, KOTOPBIW Yy>Ke YCTaHOBAEH Ha
BalLeM KOMMbtoTepe, neped Ha4aioM YyCTaHOBKMN JOMONHWUTENbHOrO NPoAyKTa ciesyet
0OHOBUTB Y>Ke YCTaHOBNEHHBIN MPOAYKT A0 BEPCUM NMPOAYKTa, KOTOPbIV Bbl XOTUTE
YCTaHOBUTb JOMONHUTENBHO.

PyKOBOACTBO noJsib3oBarena
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YcraHoBka Dr.Web ans Linux

Bbl MmoxeTe yctaHoBUTb Dr.Web ans Linux ogHUM 13 ABYX CNOCO6OB:

1. 3arpysuB c canita kKOMnaHuKn «/JokTop Beb» ycTaHOBOUHBIN dalin, cogep KalLlinia
yHuBepcaibHbiv naket ana UNIX-cucrem, cHabXeHHbIV nporpaMMamm yCTaHOBKM B
rpadunyeckom pexnmMe 1 pexkrMMe KOMaHAHOW CTPOKM (Npw Havane yCcTaHOBKK byaeTt
3anyLyeHa ofHa U3 HUX, B 3aBUCUMOCTM OT BO3MOXKHOCTEN OKPY>XKeHUA).

2. BbinonHMB ycTaHOBKY NpOAyKTa B BUAE Habopa HaTVBHbIX MakeToB (A5 3TOro noTpebyetcs
MOAKNHOUNTBLCA K COOTBETCTBYHOLLLEMY PEMO3UTOPMIO NakeTOB KOMMaHun «/loktop Beb»).

@ Mocne yctaHoBkm Dr.Web ans Linux t06biM M3 yKa3aHHbIX B JaHHOM PYKOBOZCTBE

: cnocoboB, B Hauyasie paboTbl, BaM NOTPebyeTcs akTMBMPOBaTb JIMLEH3MIO AN YCTaHOBUTb
katoueBon dann. Kpome Toro, Bl MoxeTe nogkntoumte Dr.Web ans Linux k cepsepy
LLleHTpann3oBaHHOM 3awwuThl. [lo Tex Mop noka Bbl 3TOro He caenaete, PyHKYyuU
aHmusupycHol 3auumel 6y0ym omK/ar0YeHs!.

Ecnun B cucTteme 3anyLieH NOYTOBbIN KANEHT (Takol, kak Mozilla Thunderbird),
NCMO/b3YHOLNIA AN NONYYEHNS COOBLLEHNIN 31EKTPOHHOM NouTbl npoTokoa IMAP, ero
HeobXoAMMO nepe3anycTUTb MNOC/e 3aBepLUEHNs YCTaHOBKWN aHTUBMPYCa A5
obecneyeHns NPOBEPKM BXOAALLMX MUCEM.

MpoAyKT, yCTaHOBNEHHBIN NH0OLIM 13 PacCMOTPEHHbIX B 3TOM pasgene cnocoboB, Bbl MOXeTe
BMOCNEACTBMN YAaANTb UAN OOHOBUTL MPWU HAANYMUM NCMPaBAEHUIA A1 BXOAALLMX B HErO
KOMMOHEHTOB WM BbIXOAEe HOBOW Bepcuun nNpoaykTa. [Npn HeobXxoAMMOCTY BbIMOAHUTE TakxXe
HacTpoviky noacucrem besonacHoctu Linux gna KoppekTHOW paboTbl yCTaHOBAEHHOTO MPOAyKTa.
Mpw BO3HNKHOBEHMM NPobaeM ¢ PYHKLIMOHUPOBAHWNEM OTAE/IbHbIX KOMIMOHEHTOB Bbl MOXeTe
BbIMOJIHUTb VX BbIOOPOYHYIO YCTAHOBKY M YAaJleHVE, He YAaNAaa yCTaHOBAEHHbIN MPOAyKT
LLeIMKOM.

YcraHoBKa YHUBEPCaJZIbHOro nakeTta

MporpammHbI kKomnnekc Dr.Web asq Linux pacnpoctpaHseTcs B BUAe MHCTaNALMOHHOTO
danina c meHeM drweb-<8epcus>-av-1inux-<niamgopma> . run, rae <njiamgopma> —
CTPOKa, YKa3blBatoLas TMn naatGopMbl, AN KOTOPOW NpesHa3HayeH NPoayKT (x86 ana 32-
H6UTHbIX N1aTdopM M amd64 ana 64-buTHbIX Naathopm). Hanpumep:

drweb-11.0.7-av-linux—-amd64.run

O6paTnTe BHMMaHWE, UTO Jasee B JaHHOM pa3zenie pyKOBOACTBA MMs YCTaHOBOYHOTO dalina,
cooTBeTCTBYytOLLEee hOpMaTy, yKazaHHOMY Bbllle, YKa3blBaeTCA Kak <umsA_gpaltiaa> . run.

YT06bI YyCTaHOBUTL KOMMOHEHTbLI MPOrpaMmHoro komnaekca Dr.Web gna Linux:

1. 3arpy3uTte MHCTaNNALUMOHHBIV $arin ¢ odpuLMansbHOro canta komnaHmm «fJoktop Beb».

PyKOBOACTBO noJsib3oBarena
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2. CoxpaHuTe ero Ha XecCTK1UM ANCK KOMMbloTepa B 10601 yA06HbIN 1 AOCTYMHBIN KaTanor
(Hanpumep, /home/<username>, rae <username> — UMA TeKyLLEro noab3oBaTens).

3. MNepengunte B KaTanor ¢ COXpaHeHHbIM GaNNoM 1 pa3peLLmnTe ero UCNONHEHWE, HaNprMep,
KOMaHA0MW:

# chmod +x <ums_galina>.run
4. 3anyctute ero Ha UCMOJIHEHNE KOMaHZAOW:
# ./<ums_galina> . run

MAN BOCMONb3YWTECh CTaHAAPTHbIM GaioBbIM MeHeKepoM Baluel rpadpuryeckon 06oaouku
Kak 419 N3MeHeHMsA CBOWCTB dalina, Tak 1 ANA ero 3anycka.

CHayvana byseT npoBepeHa LieI0CTHOCTb apXu1Ba, 3aTeM Gainbl, cogep Kalimecs B apxmBe,
6yayT pacnakoBaHbl BO BPEMEHHbIW KaTasior U aBTOMaTUYeCcKkun 3anyCcTuTcs nporpamMmma
ycTaHoBKW. Ecnm 3anyck 6bin1 ocyLLecTBieH He C MpaBaMu Cyneprnosib3oBaTtens, To NporpamMmma
yCTaHOBKW aBTOMaTMYeCKn NOMbITaeTCA NOBbICUTb CBOM NPaBa, 3anpoCcuB Napob
(ucnonb3yetcsa sudo). Ecan nonbiTka NOBbILLEHUS NMPaB OKOHUMUTCA Heyauel, ycTaHOBKa byzaeTt
3aBepLueHa.

@ Ecam B vactm q)aVIHOBOVI CNCTEMBI, cop,epxau.l,eﬁ BpeMEHHbII‘/’I KaTtasor, He NMeeTCA

: AOCTAaTOYHOIo KoJm4ecTBea CBO6OAHOFO MeCTa ANA pacCrnakOBKU ,CI,I/ICTpI/I6yTI/IBa, npouecc
YCTaHOBKMN 6y,c|,eT 3aBepLlleH nocdjie Bbigayn COOTBETCTBYHOLLETO COO6LLI,EHI/I$L B 3TOM
cnydae cieayet NnoBTOpUTb pacrnakoBKY, KSMEHUB 3Ha4YeHne CUCTEMHOWN nepemeHHoﬁ
OKpy>XeHusa TMPDIR Takum o6pa30M, yTObbI OHa YKa3blBaJla Ha KaTanor, I/IMEI-OLLI,I/II‘/’I
AOCTaTOYHOE KOJIN4YeCcTBO CBO60,£I,HOFO MecTa. Tak>xke Bbl MOXETe BOCMO/1b30BaThCA
KJTFOYOM pacrakoBKU B yKa3aHHbII7I Katanaor —-target (cm. B pasaene BbI6OQOHHbIe
yCTaHOBKa W yAaJeHne KOMAOOHEHTOB).

B 3aBMCMMOCTM OT BO3MOXHOCTEM TEKYLLEro OKPY>KEHWUS, B KOTOPOM MPOU3BEAEH 3anycK
AMcTpunbyTrBa, 3aNyCTUTCA OfHa U3 NPOrpaMM YCTaHOBKW, BXOAALLMX B COCTaB AUCTPUOYTUBa:

e [lporpamma ycTaHOBKM A5t Tpadryeckoro pexxuma.

e [lporpaMmma yCTaHOBKM ANs pexxnMa KOMaHAHOW CTPOKMU.

Mpwn 3TOM NporpamMmMa yCTaHOBKM ANS pexXMMa KOMaHAHOW CTPOKW 3amnyCcTUTCS
aBTOMAaTMYeCKM, eCIM HEBO3MOXHO 3aMnyCTUTb MPOrpaMmy yCTaHOBKM ANs rpaduyeckoro
pexuma.

5. CneayiTe MHCTPYKLMSM NPOrpaMMbl YCTaHOBKM.

VimeeTcs BO3MOXHOCTb 3anycTtnTb NporpamMmmy yctaHOBKK B NOJIHOCTbHO aBTOMAaTUYECKOM
pexwnme, BbINOJIHMB KOMaHAY:

# ./<umMa_ damyna>.run -- --non-interactive
B aToM cnaydae nporpamMmmMa yCctaHOBKU 6yp,eT 3anyuleHa B MNONHOCTbHO aBTOMAaTU4YeCKOM pPeXNME,

6e3 nokasa MHTepdeica nosb3oBaTensa (BkaKOUas 4Manorm NnporpaMmMbl YCTaHOBKN AN peXMMa
KOMaHZJHOW CTPOKMW).

PyKOBOACTBO noJsib3oBarena
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Ob6paTnTe BHMMaHWE, YTO:

¢ VIicnonb3oBaHve 3TOW ONUUKM O3HaYaeT, YTO Bbl co2/1auiaemecs C yCnoBuAMM JIMLEH3MOHHOro
cornawerna Dr.Web. O3HakomMutbca ¢ TeKCTOM JINLLEH3MOHHOTO COrNalleHns Nocae yCTaHOBKM
npoayKTa Bbl MOXeTe, NpoynTaB dann /opt/drweb.com/share/doc/LICENSE.
Pacwumperwve darina ykasblBaeT A3blK, Ha KOTOPOM HamnmcaH TekcT JIMLeH3noHHOro
cornawenua. Pann LICENSE 6e3 pacluMpeHnsa XpaHuT TekcT JIMLEH3MOHHOrO CorlalleHns
Dr.Web Ha aHramickom s3bike. B cnyyae eciv Bbl He cozaacHel € ycnoBmamMm JIMLEH3NOHHOTO
cornalleHus, BaM cneayeT yaannTb NPOAYKT Nocne yCTaHOBKW.

° 3al'IyCK nporpamMmsbl yCTaHOBKW B MOJIHOCTbFO aBTOMAaTUYECKOM pexXnme Tpe6yeT Haan4yma npas
cynepnosib3oBaTenA. ﬂ'flﬂ NoBbILEHNA MpPaB Bbl MOXXETE MCMNOJIb30BAaTb KOMaH/Abl sU A sudo.

Ecav Baw anctpunbyTms Linux ocHalleH noacuctemolrt 6esonacHoctu SELinux, To
BO3MOXHO BO3HMKHOBEHWE CUTyaLuu, Korga paboTta mporpamMmmbl yCTaHOBKM byaeTt
npepBaHa nogcvcremoln 6e3onacHoCTW. B 3ToM ciyyae BaMm HeO6XOAMMO BPEMEHHO
nepesectu SELinux B paspewarowyuli (Permissive) pexxum, A8 Yero BbINOAHUTE KOMaHAY

# setenforce 0

Mocne 3TOro nepesanycrTute NPoOrpaMMy yCTaHOBKWU. Tak>ke B 3TOM C/lyyae Mo OKOHYaHWUM
npoLecca yCTaHOBKM HEOBXOAMMO BbIMOAHUTb HACTPOWKY MOAUTUK Be30nacHoCTH
SELinux a5 TOro, 4tobbl B AajsbHENLLIEM aHTUBMPYCHbIE KOMMOHEHTbI paboTanu
KOPPEKTHO.

Bce yCTaHOBOYHbIE c|)a17mu, M3BNE€YEHHbIE U3 apXnBa, 6yAyT aBTOMaTn4yeCkn yganeHbl no
OKOHYaHWMN YyCTaHOBKMW.

PekoMeHAyeTCs COXpaHWTb 3arpy>kKeHHbI Gailn <ums_galinag> . run, 13 KOTOPOro
: MPOV3BOANNACH YCTAHOBKA, 418 HY>K/J BO3MOXHOW MepeyCcTaHOBKM NPOAyKTa AN ero
KOMMOHEHTOB B noc/ieayrolem, 6e3 06HOBNEHNA BepCMM MPOAYKTa.

MNMocne 3aBepLUeHMs yYCTaHOBKMW, B rpaduyeckon obonouke paboyero cTtona, B MeH
Mpwvnoxkenuns, nossutca rpynna Dr.Web, cogepxxaluas gBa nyHKTa:

e Dr.Web ans Linux gna 3anycka Dr.Web ans Linux B rpaduyeckom pexume.

e Yaanutb komnoHeHTbl Dr.Web ans ero yaanenus.

3HaYoK MHAMKATOPaA COCTOAHMS nporpamMmMbl NOABUTCA B obnactn yBeaoOMNeHnA pa6oqero CToNa
aBTOMaTn4YeCKM nocae NOBTOPHOro Bxoda Nnoab3oBaTend B CUCTEMY.

@ Ana koppekTHOW paboTel Dr.Web ana Linux gononHutensHo Moxet noTpeboBaTbcs

: YCTaHOBWTb MaKeTbl, MepeyunciaeHHble B pasgene CucreMHble TpeboBaHus (Hanpumep,
61banoTEKY NOAAEPXKKN NCMONHEHNA 32-OUTHBIX MPUNOXKEHWA AN 64-6UTHON
nnatdopmbl, a Takxxe 6ubanoteky libappindicatorl ans koppekTHoro otobpaxkeHus
MHAVKaTOpa COCTOSHMUA MPOrpamMmMbl B 061aCTh yBeAOMIEHWI paboyero cTona).

PyKOBO,D,CTBO noJsib3oBarena
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YcraHOoBKa B rpadpuueckom pexxmme

Ecam nporpamma yctaHOBKM B Havane cBoer paboTbl OOHapPY>XXUT Hasvume Ha KOMMboTepe paja
npobsem, KOTOpble MOTYT B JaNbHENLLEM NPUBECTN K MOJHOM UAN YaCTUYHOWN
HepaboTocnocobHoctn Dr.Web ans Linux, Ha akpaHe NOABUTCA COOTBETCTBYHOLLLEE OKHO C
nepeuncneHnem obHapy>eHHbIx NpobaeM. Bbl MoXeTe NnpepBaTh YCTaHOBKY, Ha>KaB KHOMKY
Bbixog, uTobbl yCTpaHWTb BbifBAEHHbIe MpobaeMbl 4O Hayana yCcTaHOBKW. B 3ToM ciyyae, nocne
peLleHns BblBAEHHbIX Npobiem (yCcTaHOBKM TpebyeMbix LOMNONHUTENbHbIX B1bANOTEK,
BpeMeHHOoro otkaroyeHus SELinux v 1.4.), nporpammy yCTaHOBKWM NOTpebyeTcs 3anyctuTb
nMoBTOPHO. Ec/iv BbI He xOTUTe NpepbiBaTh ycTaHOBKY Dr.Web gna Linux, Haxkmute KHonky
MpoaomknTb. B 3TOM Cyyae nporpamma yCTaHOBKM MPOAOJIXKMUT CBOKO PaboTy M MOKaXkeT OKHO
MacTepa yctaHoBku. OfHako Bam NoTpebyeTcsa yCTpaHUTb BbiiBJEHHbIE NPOo6ieMbl MO34Hee, Mo
OKOHYaHWUW NpoLiecca yCTaHOBKW, UAN Npy 0bHapyxeHun ownbok B pabote Dr.Web ans Linux.

Mocne 3anycka NporpamMmbl YCTaHOBKM, paboTatoLeit B rpadpruueckoM pexnmMe, Ha skpaHe
NOSIBUTCA OKHO MacTepa yCTaHOBKM.

0 Dr.Web gns Linux

BnaropapuM Bac 3a Bbibop
Dr.Web gna Linux 11

Dr.Web gons Linux 11 obecne4ymsaeT MHOrOypOBHEBYHO
3aLlUUTY ONepaLnoHHOM CUCTEMBI, KECTKWUX OUCKOB W
CMEHHbIX HOCUTeNeRn 0T MPOHWKHOBEHWA BUPYCOB, TPOAHCKMNX
nporpamm, LWMNWOHCKOrD W peknaMHoro Mo, Xxakepckux
YTUAWMT 1 pa3nn4HblX BpefOoHOCHbIX 06 beKToB 13 Niobbix
BHELHWX MCTOYHUKOEB.

Haxumana kHonky ¥CTaHoBMTE, Bbl NMPUHKMMaeTe yC/I0BKS
NnyeHsvoHHoro cornawenws Dr.iwWeb

fl xo4y NOAKNOYNTECS K 0BnayHelim cepeucam Dr.Web Cloud

[ YcTaHoBWUTL l [ OTMEeHNTE ]

PucyHok 2. CtpaHuu,a NnpMBeTCTBUA MacTepa YCTaHOBKMN

[Ans yctaHoBkm Dr.Web gns Linux Ha cBoi KOMMbrOTEp HEOBXOANMO MOCeL0BaTENbHO
BbINMONHUTL C/IeAyHOLLME AeACTBUS:

1. O3HakoMmbTeCh C YyCNOBUAMM JINLEH3MOHHOIO CcornalleHns koMmnanum «Joktop Beb». Ansa
3TOro neperanTe No COOTBETCTBYHOLLEN CChIIKE Ha CTAPTOBOW CTPaHULEe MacTepa yCTaHOBKM.
MNocne 3TOro OTKpoeTCcsa CTpaHuLLa, MO3BOAAIOLLLAA O3HAKOMUTLCA C TEKCTOM JINLEH3MOHHOrO
COrnaleHnsa N ceeseHnaMn 06 aBTOPCKMX NpaBax Ha KOMMOHEHTbI, KOTopble byayT
yCTaHOBJ/IEHbI Ha Ball KOMMbIOTEP.

PyKOBO,D,CTBO noJsib3oBarena
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m DrWeb gnsa Linux

MNpaBoBble AOKYMEHTHI

- JIULIEH3MOHHOE COrNalleHKe Dr,WEbE‘ ABTOpCKME npaBa|

NUUEHEWOHHDE COFNSUEHHE

=08

HacToawse MuueHzwoHHoe cornawedue (panes - CornaweHWe) SaKNHHASTCA MeKOy

BAEMM, PUSUYSCKUM UMW KPMOMMECKWM NuuoM | panee - MNonesosaTens), W

000 «fQokTop BeG+ (panee - MpasooBnapaTens), ABNAKMWAMCA oBnapaTensmM
WCENRHUTENEHEX MMYWR2CTESHHEX NPEE HA WCNoNb2OBSHWE NPorpaddHoro ofecneqeHun
cemeitctea Dr.Web (panee - MO}, B KOTOpPOM BOZMOKHO WCNONL3OBaHWE pazpafoTok M
TEXHONOr Wit CTOPOHHUX NPOMZBOOMTENSR, NPaEE HA KOTOPLE NPEeOoC TAENEHH B
COOTBETCTEWW € 3EKOHOOATENLCTEOM Poccuiickoll P20epaudd W HOPMEMU MEKOYHESPOOHOr O
NpEEa, O HUKECNEnyHUEM:

1. ¥cnoeus HacToAwero COrNEWSHWR OTHOCATCA K MCNONE20BSHUK CONPOBOKOSSMOro
HacToAwsd CornawsHuew N0,

2. MNonb3oEaTens COMNEWASTCA € YCNOBMAMM HacToAwero COrNawsHMA B NOnHoM ofkeMe
€ MOMEHTE HavYana vcnonezoBaHWA N0 B cooTeeTcTEMM c n. 3 cT. 1286 MpakpaHckoro
Kopgekea Poccuilckol PepspauMu

MNevyaTb... [ OK ]

PucyHok 3. NMpocmoTp J/IMLLEH3NOHHOrO corlalleHuns

% Dr.Web gns Linux

MNpaBoBble JOKYMEHTHI

NuueH3snoHHoe cornawenne Dr.iWeb |§ABTOpcme ﬂpasa§|

Subpackage: drweb-hases -
Doctor Web, 1992-2016

A1l rights reserved.

See file "/opt/drweb.com/share/doc/LICENSE" for the license fext.

Subpackage: drweb-boost

Boost authors.

A1l rights reserved.

See file "/fopt/drweb.com/share/doc/drweb-boost/license.boost" for the license

text.

Subpackage: drweb-cloudd
Doctor Web, 1992-2016
A1l rights reserved.

MevaTs... [ OK l

PucyHok 4. NpocmoTp cBegeHuit 06 aBTOPCKMX NpaBax

Mpn HeOHXOANMMOCTH, eCNN B Ballen CUCTEME YCTaHOBJIEH N HAaCTPOEH MPUHTEP, Bbl MOXeTe
pacneyvaTaTb TeKCT JILLeH3MOHHOrO coralleHns 1 ceeseHns ob aBTopckux npasax. [as atoro
OTKPOWTE HY>KHYHO BKAAAKY Ha CTpaHuLe n HaxmuTe Mevars.

Y106bI 3aKpbITh CTPaHWULY O3HaKOMAEHUA C JINLLEH3VOHHbIM COrnalleHnemM 1 aBTOPCKMMMN
npasamu HaxxmuTe OK.

MNepes HayanoOM YCTaHOBKM Bbl MOXETEe COrlacuUTbCs C TeM, YTO nocae yctaHoBku Dr.Web ans
Linux aBTOMaTM4eckn nogkntoumtca k obnauHomy cepsucy Dr.Web Cloud. [nsa storo
yCTaHOBWUTE COOTBETCTBYHOLWMIN GNaXKOK (MO YMONYAHNIO OH YCTaHOBJ/IEH B MOMEHT 3anycka
mMacTepa yCcTaHoBkwW). Eciv Bbl He xoTuTe paspewats Dr.Web gna Linux ncnonb3osatb
ob6nauHbin cepeuc Dr.Web Cloud, cHumute otmeTtky dnaxka. B cryyae Heob6xoaMMocCTy, Bbl B
Nro6oN MOMEHT CMOXeTe pa3pewwnTb nan 3anpetnts Dr.Web gnd Linux ncnosb3osats cepBuc
Dr.Web Cloud B HacTpoiikax nporpammbl.

PyKOBOACTBO noJsib3oBarena
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3. [na Hayana yCTaHOBKW HaXXMWUTe KHOMKY YCTaHOBUTb. TeM CamMbiM Bbl OHOBPEMEHHO
noATBepXAaeTe, YTO NMPUHUMaeTe ycnoBua JINLEH3NOHHOrO CornalleHna KoMnaHumn «loktop
Beb». Ecnm Bbl pelunan otkasatbcs oT yctaHoBkM Dr.Web gna Linux Ha cBoi komnbroTep,
HaXXxMuTe KHOMKy OTMEHUTb AN18 OTKa3a OT yCTaHOBKM 1 3aBeplueHna paboTbl MacTepa
YyCTaHOBKM.

4. Tocne Hayana ycTaHOBKM OTKPOETCA CTpaHuULa MacTepa, CoAep>KaLlasn nHANKaTop,
MoKa3blBaOLWMA MPOrpecc npoLecca yCTaHOBKM. ECN Bbl XOTUTE 03HAKOMUTBLCSA C 3aMUCamu,
nonazaroLLMMm B XXypHas YCTaHOBKM B MPOLLEcce YCTaHOBKK, HaxxMuTe KHorKy Moapo6Hee.

g Dr.Web gnsa Linux

YcTaHoBKa

YcTarnaenmeaeTca drweb-dummy-11.0.1-1606161602linux...

I MonpobHee J

PucyHok 5. UnaukaTop npouecca ycTaHOBKMU

0 Dr.Web gns Linux

YcTaHoBKa

YcTanaenueaeTca drweb-dummy-11.0.1-1606161602linux...

l

HWTYHERNE TIdRET OITwWeED-LCU-LL. W, L- IOUSLIULIUILLNUL ., L3560 (327 ), 1,0 MLD ll
Monydyenwe nakeT drweb-boost-11.0.0-16022921891inux.1386 (10,/27), 1,7 Mi
Nonyderwe nakeT drweb-configd-11.0.1-16861414441inux.1386 (11/27}), 3,2
NonydyeHwe nakeT drweb-gui-11.0.1-16060214561inux.1386 (12/27), 13,8 MiB
NMonyyeHwe nakeT drweb-update-11.6.1-16851821001inux.i386 (13/27), 630,4 K
Monydenwe nakeT drweb-esagent-11.0.1-166851821801inux.1386 (14/27), 1,7
NMonyderwe nakeT drweb-firewall-11.0.1-16060215471inux.1386 (15/27), 559,5
Monydyenwe nakeT drweb-netcheck-11.0.1-16052714381inux.1386 (16/27), 609,5
NonydeHwe nakeT drweb-cloudd-11.0.1-16060219381inux.i386 (17/27), 1,2 M
Nonyderwe nakeT drweb-httpd-bin-11.8.1-1606688163511inux.1386 (18/27}, 1
NMonyyerwe nakeT drweb-bases-11.8.0-16033113481linux.noarch (19/27), 168,3
NMonydeHwe nakeT drweb-dws-11.0.0-16032920151linux.noarch (20/27), 259,5 Mi~|
7z ]

S

PucyHok 6. lMpocmoTp >XypHana ycTaHOBKM

5. MNocne ycnewHOro oKOHYaHWs npoLiecca KoNMpoBaHusa GannoB NPorpaMmMbl U BHECEHUS
HeobX0AMMbIX N3MEHEHWNI B CUCTEMHbIE HACTPOMKK, OTKpoeTcA GMHaNbHAs CTPaHMLa
MacTepa, oTobpaxkatoLLasn pe3ynbTaTt yCTaHOBKMW.

PyKOBOACTBO noJsib3oBarena
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m Dr.Web gnsa Linux

YcTaHOBKa yCnewHo 3aBeplieHa

-
.

| oK

PucyHok 7. Pe3ynbtatbl yCTaHOBKU

6. YTO6bI 3aKpPbITb OKHO MacTepa yctaHoBKK, HaxkmuTe OK. Ecan aaHHas onepauus
NoAAepP>KMBAETCA BO3MOXHOCTAMM OKPY>XXEHMSA, Ha GUHANBHOM Luare NosBUTCA CTpaHmLua ¢
npeasoxeHnem 3anyctute Dr.Web ans Linux B rpaduyeckom pexkume. [ns 3anycka
ycTaHoBuTe dnaxok 3anyctutb Dr.Web gns Linux ceriuac n HaxxmuTe OK.

% Dr.Web gns Linux

YcTaHOBKa yCNewHo 3aBeplUeHa

] 3anycTuTe Dr.Web gns Linux ceivac

oK |

PucyHok 8. MNMpeanoxxeHune 3anycka Dr.Web ansa Linux nocne okoH4YaHUsA yCTaHOBKM

Ecam yctaHoBKa 6blna npepBaHa M3-3a oWnOKK, GUHaNbHas CTpaHuLa MacTepa byaeT cogepxaTtb
COOTBETCTBYHOLLLEe coobLieHmne. B 3Tom cnyuae 3akponTe mMacTep yctaHoBkHW, HaxxaB OK. Mocne
3TOro yCTpaHuTe NpobaeMbI, BbI3BaBLUME OLUINOKY YCTaHOBKW, ¥ MOBTOPUTE YCTAaHOBKY 3aHOBO.

PyKOBOACTBO noJsib3oBarena
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YcTraHoBKa B pexxnve KOMaHAHOﬁ CTPOKMU

Mocne 3anycka NporpamMmbl YyCTaHOBKM, paboTatoLLen C pexkume KOMaHAHOM CTPOKM, Ha aKpaHe
MOSBUTCS TEKCT NPUIIALLIEHNs K YCTaHOBKE.

1. [na Hauana ycTaHOBKM OTBeTbTe Yes nam Y Ha 3anpoc «Bbl xoTuTe NpoAoKnTb?». YTobbI
oTKasaTbCA OT ycTaHOBKW, BBegnTe No nan N. B atom cayuae pabota nporpammbl yCTaHOBKM
byaeT 3aBepLUeHa.

Terminal

user@userm:~$ . /drweb-11.8.1-av-1linux-x86.run
Verifying archive integrity... All good.
Uncompressing Dr.Web for Linux workstations........... ... iiiiiiiiiinannnnn.

MoBLILEHHE MPHBHNET WA .

Using fusr/bin/sudo.

run_in_terminal '/fusr/bin/sudo’ -E "/tmp/selfgzl5711/setup.sh”
Dr.web for Linux workstations

3TOT CLUeHapuid NoMONET BaM yCTaHoBMTE Dr.Web mna Linux

Bu xoTuTe npoponsmTe? (YES/no) _

PucyHok 9. MNpurnaweHuve K yctraHoBKe

2. [lanee Bam Heo6XOAMMO O3HaKOMUTBLCA C TEKCTOM JINLLEH3MOHHOTO COrAalleHnsa KOMMaHum
«[lokTop Beb», koTopbili ByseT BbiBeAeH Ha 3KpaH. [lns nepenncrbiBaHns TeKcTa
JMLLEH3MOHHOTO COornalleHmsa noab3ymntecs knasuiwamm ENTER (nepennctoiBaHme TekcTa Ha
OAHY cTpouky BHM3) 1 NMPOBEJT (NnepennctbiBaHMe TeKCTa BHU3 Ha 3kpaH). ObpaTtute
BHVMMaHWe, YTO nepennctbiBaHme TekcTa JINLEeH3MOHHOro cornalleHns Hasaz (BBepx) He
npesycMoTpeHO.

PyKOBO,D,CTBO noJsib3oBarena

39



A
)
lﬂ

YcraHoBka u yaaneHue Dr.Web pns Linux | 40

JIMLEH3WOHHOE COTNalieHne
of ycnoeWAxX MCMONL30BaHWA nporpamdHoro ofecneyenus cemedcTea Dr.Web

AT
$3

HacTosuee NMueH3voHHOE cornawedwe (panee - CornaweHwe) 3aKMWYAETCA MeEMOy

BaMM, DH3MUECKMM WM KPUOMUECKMM NuuoM (ganee - Monb3o0BaTens), W

000 «OokTop Beb» (panee - MpaeocGnapaTens), AENAKWWMCA obnapaTenem
MCKIUNTENEHEX WMYLIECTEEHHLIX NPAE HA MCMONb30B3HWE NporpaMMHoro obecnedeHus
cemercTea Dr.Web (pmanee - M0), B KOTOpOM BO3MOMHO WCMONL30BaHWE pa3paboTok u
TEXHOMNOTMA CTOPOHHWX NPOM3BOOMTENEd, NPABa HAa KOTOPLIE MPENOCTABNEHH B
COOTEETCTEMM € 3aKOHOOATENLCTEOM POCCHACKON DEfepaunu W HOPMaMu MEXOYHapOLHOTO
Npaga, 0 HUKECNEenyouem:

1. YcnoeuAa HacToAwero CornaweHWA OTHOCATCA K WCMONB30BaHMK CONPOBOXKOAEMOro
HacToAwkM CornaweHweM M0.

2. Mone30BaTens COrnawaeTcA C YCNOBWAMW HAacToAWwero CornaweHWA B NOmHOM obLeme
€ MOMEHTa Hayana WCnonb3oBaHWA 0.

3. B cnyuae ecnu Monb30BaTtent He COrNaced XoTA Ob € OOHMM M3 MYHKTOB MNM
YCNOEMIA HacToAwero CornaweHus, Monb30BaTeNs HE WMEET MPas Ha WCNoNb3osaHue M0
W He [OMKEH YCTaH3ABNWEATk, KOMWPOBATk, 3anyckaTe nMBo WHeM oBpaszom
B33MMOfeicTEOBATE ¢ M0. Wcnons3oeaHWe M0 C HapylLeHWeM YCNOEMA HACTOAWEro

PucyHok 10. NMpocmoTp TeKcT JIML,EH3NOHHOrO CoraalleHus

3. Mocne npouteHmnsa JIMLEH3NOHHOrO CornalleHns sam byaet NpeanoXeHo NPUHATL ero
ycnosus. Beeaute Yes nav Y, ecivt Bbl npuHumMaete ycnosus, u No nan N, ecan Bbl He
COrNacHbl € ycnoBuamMM JIMLLEH3MOHHOTO cornatleHuns. B cnyyae otkasa oT NPUHATUA YCAOBUIA
JIvueH3noHHoro coraweHns pabota NnporpaMMbl yCTaHOBKM ByeT aBTOMaTMyeckn
3aBepLueHa.

YCTaHOBKM, OOHOBNEHMA, NOLOEPWKM M 3KCNAyaTauww Monb3oeatenew MO (B ToM umcne
npofnemsl COBMECTMMOCTH C APYrMMA NPOTPaMMHEMA MPOAYKTAMA, NPOrPaMMHLMM
nakeTamW, fpaiBepamd W Op.), npofinemsl, BOIHMKAWUWME W3-33 HEOOHO3HAYHOTO
TONKoBaHuA MMoNb30BaTeneM CONpOBOMTENLHOA [OKYMEHTAUWM, HEeCOOTBETCTBMA
pesynLTaToB WCNonb3oBaHuA M0 oxupaHusM Monb3oBaTens u 1. n.), MNpasocobnapgatens
OTBETCTBEHHOCTH He Hecet.

7. 33 BO3MOMHEIE HETATUBHHE NOCNefcTBMA moboro xapakTepa, B TOM uYncne (HO He
OrPaHWUYWBAACH) BLI3BAHHBE HECOBMECTMMOCTHN WM KOHGNMUKTamd M0 C OpyruMd
NPOrpaMMHLMM MPOOYKTaMA, YCTAHOBNEHHEMM Ha TOW ®e 3BM, HECOBMECTHMOCTHH MAM
KOHQMWKTaMU C annapaTHeM ycTpodcTsoM 3BM, MpaeoobnapaTent OTBETCTBEHHOCTH HE
HeceT.

8. MpWMEHMMEM NpPABOM K OTHoweHwsM MpasooBnapatens w MonNs30BaTENnA, BOSHUKIMWWM
M3 HacToswero Cornawedus, AENAeTCA npaso Poccuickoid Depepaumm. Bce cnopst w
PE3HOTNACKA, BOZHWKAWWME B CBA3M C PEanu3auWed YCNoBWMA HacToAwero COrnaweHus,
NOLNERAT DPACCMOTPEHWN B COOTEETCTEYHWMX CYOeOHHX WHCTAHUWAX MO MeCTy
HaxoKoeHuA Mpaeoobnapatens.

9. rlpEIBOOﬁJ'IEIIJ,EITE'l'Ih WMEeT MpaBE0 BHOCMThL W3MEHEHWA B HacToAwee CornaweHwe B
ofHOCTOpOHHEeM nopAfgke. HoeaRm pepakumA CornaweHwa BCTYNaeT B CANY B MOMEHT
YEEOOMNEHKWA Mone20BaTENA O BHECEHHM npaBDOﬁJ’IEHETEﬂE‘M W3MeHeHWA B COrnaweHwe.

Bel npuHWMaeTe ycnoeuA JIMUEH3WOHHOro cornawenuA? (yes/NO) yes_

PucyHok 11. MpuHatne ycnoBuii JIML,eH3MOHHOIO coralleHns

4. Tlocne NpUHATUA yCNOBUI JINLLEH3MOHHOTO COrnalleHns aBTomaTuyeckm byaer 3anyLieH
npoLecc yCTaHOBKM Ha KOMMbtoTep KOMNoHeHToB Dr.Web ans Linux. Mpw 3TOM Ha 3kpaH
6yzeT BbIBOAUTLCA MHDOPMALIMA O XOAe YCTaHOBKWN (>KypHan yCTaHOBKW), BKAtOUatoLwas B cebs
nepeyeHb yCTaHaB/AMBaEMbIX KOMMOHEHTOB.

PyKOBOACTBO noJsib3oBarena
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3arpy3Ka OaHHHX O PEno3WTOPHAX. ..
YTeHWe YCTAHOBMEHHHX MAKeTOB...
PaspelieHMe 33BMCUMOCTER MaKkeToB...

AT
$3

ByoyT ycTanoeneHs cnemywuwe 27 HOBbIX nakertos:

drweb-bases drweb-boost drweb-cloudd drweb-common drweb-configd drweb-dws drwe
b-esagent drweb-filecheck drweb-firewall drweb-gated drweb-gui drweb-httpd-bin d
rweb-httpd-linkchecker drweb-icu drweb-icu-data drweb-netcheck drweb-openssl drw
eb-protobuf drweb-qt drweb-se drweb-spider drweb-spider-kmod drweb-uninst drweb-
update drweb-workstations drweb-workstations-doc drweb-ziplib

27 HOBHX N3aKeTOE OAA YCTAHOEKM.

MonHeid pa3Mep 3arpy3kd: 521,4 MiB. ¥Yke k3wdpoeaHo: © B [ocne 3Tol onepaudw Gyme
T WCNONb30BAHO OONONHMTENLHO 694,9 MiB.

MpopnonxuTe? [y/n/? eseopuT Bce napameTpu] (y): v

Monyuenwe nakeT drweb-protobuf-11.8.1-16031019091inux.1386 (1/27), 1,1 MiB {
4,1 MiB nocne pacnakoBkW)

MonyuyeHwe nakeT drweb-common-11.0.1-16042220441inux.noarch (2/27), 127,7 KiB (17
9,8 KiB nocne pacnakoexu)

Monyuyenwe nakeT drweb-openssl-11.0.1-160508413321inux.1386 (3/27), 1,2 MiB [ 3
,1 MiB nocne pacnaxkoBkM)

Monyuenwe nakeT drweb-workstations-doc-11.0.0-16042614351inux.noarch (4/27), 20
,2 MiB ( 20,8 MiB nocne pacnaKkoBkW)

PucyHok 12. NMpoTokon ycTaHOBKN KOMMOHEHTOB

5. o okoH4YaHMKM NpoLecca yCTaHOBKM NporpamMMa yCTaHOBKW aBTOMaTUYeCKMN 3aBepLUNT CBOKO
paboty. B cnyyae BO3HUMKHOBEHUS OLWIMOKM Ha 3KpaH byAeT BbiBEAEHO COOTBETCTBYHOLLEE
coobLeHmne ¢ onvcaHnemM owmnbku, nocie yero paboTa NporpaMmbl yCTaHOBKM Takxke ByaeT

3aBepLUeHa.

Generating HTML doc index files...

(26/27) ¥craHoeka: drweb-spider-kmod-11.8.1-160862113461inux [............ rotoeol
Additional rpm output:

Reloading Dr.Web drweb-configd...

update-rc.d: warning: drweb-spider-kmod start runlevel arguments (2 3 4 5) do no
t match LSB Default-Start walues (3 5)

Adding system startup for /etc/init.d/drweb-spider-kmod ...
Jetc/rcd.d/K70drweb-spider-kmod -> ../init.d/drweb-spider-kmod
Jetc/rcl.d/K70drweb-spider-kmod .kflnlt.djdrweb spider-kmod
Jetc/rc6.d/K70drweb-spider-kmod ../init.d/drweb-spider-kmod
Jetc/rc2.d/530drweb-spider-kmod ../init.d/drweb-spider-kmod
Jetc/rc3.d/530drweb-spider-kmod ../init.d/drweb-spider-kmod
Jetc/red.d/s30drweb-spider-kmod ../init.d/drweb-spider-kmod
Jetc/res.d/s30drweb-spider-kmod -> .. /init.d/drweb-spider-kmod

Install Dr.wWeb kernel module if needed.
Notice: Your system supports fanotify; the kernel module is not required.

\'.r~'.:~'.:\'.:\'.rv

(27/27) YctaHoeka: drweb-workstations-11.0.1-16070516251inux [........ rotogol
Removing repository 'dir:///tmp/selfgz15711/repo/yum' [...roTosol

Penozutopui 'dir:///tmp/selfgz15711/repo/yum' ypanéx.

user@userm:~$ _

PucyHok 13. CoobuieHne 06 OKOHYaHUM YCTAaHOBKM

6. [Ans Hauyana paboTbl ¢ ycTaHOBAEHHbIM Dr.\Web ans Linux Bocnonb3ymteck t06biM yA06HbBIM
ANs Bac cnocobom 3anycka.

Ecam yctaHoBKka 6bina npepBaHa v3-3a OLWNOKHK, cieayeT ycTpaHuTb Npobaembl, Bbi3BaBLUNE
OLINBKY YCTaHOBKW, 1 MOBTOPUTb NPOLLECC YCTAaHOBKM 3aHOBO.

PyKOBOACTBO noJsib3oBarena



A7

-
&

A
)
-\ﬂ

YcraHoBka n ypaneHue Dr.Web pgns Linux

YcraHoBKa U3 peno3utopus

HaTuBHble nakeTbl npogykTa Dr.Web ansa Linux HaxoaaTtca B oduumanbHom penosutopun Dr.Web
https://repo.drweb.com. Mocne gobasneHusa penosutopms Dr.Web B cnncok penosntopues,
MCNO/Ib3yeMbIX MEHeA>KEPOM MakKeTOB Balleil ONepaLoOHHOW CUCTEMbI, Bbl CMOXeTe
yCTaHaB/MBaTb €ro B BUAE HATVBHbIX MaKeTOB A/ ONepaLnMoOHHOM CUCTeMbI TaK Xe, Kak 1 1robble
Apyrue nporpamMMbl U3 peno3nTopreB Balleln onepaLvioHHON cucTeMbl. Heobxoanmblie
3aBUCMMOCTU ByayT pa3peluaTbca aBTomaTnuyeckn. Kpome Toro, B 3ToM C/lyvae NoAep>KnBaeTcs
npoueaypa obHapyxeHua nakeTHbIM MeHekepom OC obHoBAeHMI Bcex KOMMOHeHTOB Dr.Web,
YCTaHOBNIEHHbIX U3 NOAKJOYEHHOro PeNO3UTOPUA N NPeasIoXKEeHNe YCTaHOBKM BCeX
0bHapy>KeHHbIX OBHOBNEHNA.

@ Ana poctyna k penosutoputo Dr.Web tpebyetcs nogxatoueHme k cetn VIHTepHeT.

Bce HuxenpuBeaeHHble KOMaHAb! A5 NMOAKAFOUYEHUA Peno3UTOPUER, UMMOPTUPOBAHMS
K/ItOUEN, YCTAHOBKM W yaNeHNA NaKeTOB JOJ/IKHbI ObiTb BbINMOAHEHbI C MpaBamMu
cyneprnonb3oBatens (mosb3osartens root). [lna nonyyeHs COOTBETCTBYHOLLMX NMpPaB
MCMNO/b3yNTE KOMaHAY CMeHbI MO/Ib30BaTENA SU WM KOMaHAY BbIMOJHEHUSA OT UMEHM
Apyroro nonb3osatens sudo.

Debian, Mint, Ubuntu (apt)

B cBsi3u ¢ Tem, uTo aHTUBMpPYCHOE aapo Dr.Web ans Linux ncnonbsyet 32-6UTHyHO
apxuTekTypy x86, B 64-6uTHbIX cucTemax Debian, Mint, Ubuntu (a14 naatdopmbl x86-64,
x64, amd64) MmoxeT NoTpeboBaTbCsA pPa3peLlnTb YCTaHOBKY MNakeToB Ans naatdopmsbl x86,
BbIMOJHVB KOMaHJYy:

# dpkg --add-architecture 1386

1. Penosutopuin ans 3tnx OC 3awmuieH umdposor nognuceto «Joktop Beb». ns goctyna K
Peno3nToOpmIo MMNOPTUPYNTE 1 A06aBbTE B XPaHUULLE MAaKETHOIO MeHeAXepa KAty LmdpoBou
NOAMNWNCK, BbIMOJHMB KOMaHAYy:

# apt-key adv --keyserver hkp://keyserver.ubuntu.com:80 --recv-keys 10100609

2. YTobbI MOAKOUYNTL peno3nTopun, AobaBbTe CAeAyHoLLYO CTPOKY B
dann /etc/apt/sources.list:

deb https://repo.drweb.com/drweb/debian 11.0 non-free

PyKOBOACTBO noJsib3oBarena
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| Bbl MOXKeTe BbIMONHWUTL MyHKTbI 1 11 2, 3arpy3unB 13 pernosntopms 1 yCTaHOBUB
: cneumanbHbli DEB-naker.
Ccbinika Ha 3arpysky nakeTa: https://repo.drweb.com/drweb-repoll.deb.

3. Ansa yctaHoBkn Dr.Web ans Linux n3 peno3vtopus BbINOJHUTE KOMaHAbI:

# apt-get update
# apt-get install drweb-workstations

YCTaHOBKa Tak>Xe MOXET OCYLLEeCTBAATLCA C MOMOLLbHO alibTEPHATUBHBIX MEHEAXKEPOB
(Hanpumep Synaptic nav aptitude). Kpome Toro, anbTepHaTUBHbIE MEHEAXKEPDI, TaKMNe KaK
aptitude, pekomeHayeTCcs NCNOAb30BaTh A/ Pa3peLleHns KOHPANKTa NakeToB, eC/IM OH
BO3HMWKHET.

ALT Linux, PCLinuxOS (apt-rpm)

1. YTo6bI NOAKNHOUNTL PEMO3NTOPUIA, JOBaBbTE CIEAYHOLLYHO CTPOKY B
dann /etc/apt/sources.list:

rpm https://repo.drweb.com/drweb/altlinux 11.0/<arch> drweb

rae <arch> — 0603HavyeHne NCNob3yeMOn apXUTEKTYPbl NMaKeTOB:
e 1ns 32-pa3papHon Bepcun: 1386
o [ln7 64-pa3papHon Bepcumn: x86 64

2. ins yctaHoBkn Dr.Web ana Linux n3 peno3utopus BbIMOAHWUTE KOMaHAbI:

# apt-get update
# apt-get install drweb-workstations

YcTaHOBKa Tak>Ke MOXET OCYLLEeCTBAATLCA C MOMOLLbHO a/lbTEPHATUBHBIX MEHEAXKEPOB
(Hanpumep Synaptic nam aptitude).

Mageia, OpenMandriva Lx (urpmi)

1. MoaknrounTe PENO3NTOPUIA C MOMOLLbIO KOMaHZbI:

# urpmi.addmedia drweb https://repo.drweb.com/drweb/mandriva/11.0/<arch>/

rae <arch> — o603HayeHme NCNob3yeMON apXUTEKTYPbl MaKeToB:
e [1na 32-pa3spagHoi Bepcun: 1386
o [l 64-pa3pagHomn Bepcmn: x86 64

PyKOBOACTBO noJsib3oBarena
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2. Ansa yctaHoBku Dr.Web ans Linux n3 peno3ntopus BbIMOAHUTE KOMaHAY:

# urpmi drweb-workstations

YcTaHOBKa TakKe MOXEeT OCYLLEeCTBAATLCA C MOMOLLbIO aNbTePHATUBHbIX MEHEXKEPOB
(Hanpumep rpmdrake).

Red Hat Enterprise Linux, Fedora, CentOS (yum, dnf)

1. lob6aBbTe dpann drweb . repo CO CEAYOWMM COAEPXKMMbIM B KaTanor /etc/yum. repos.d:

[drweb]

name=DrWeb - 11.0
baseurl=https://repo.drweb.com/drweb/el5/11.0/Sbasearch/
gpgcheck=1

enabled=1

gpgkey=https://repo.drweb.com/drweb/drweb. key

| Ecav nnaHupyetcs 3anvcath BbllleykazaHHOe coZep>knumoe B dalia npu NomMoLm
: KoMaHAbl Tvna echo ¢ nepeHanpasieHEM BbIBOAA, CUMBOJ $ CeAyeT 3KpPaHMpPOBaThb:
\S.

Bbl MO>eTe BbIMONHWUTL MYyHKT 1, 3arpy3nB 13 peno3nTopusa 1 yCTaHOBMB CreLnanbHbI
RPM-naker.
Ccblisika Ha 3arpysky naketa: https://repo.drweb.com/drweb-repoll.rom.

2. Ansa yctaHoBku Dr.Web ans Linux n3 peno3sntopus BbIMOJAHUTE KOMaHAY:
# yum install drweb-workstations

B OC Fedora, HaunHas c Bepcumn 22, peKOMeHAYETCA BMECTO MEHeAXKepa yum MCMoib30BaTh
meHeaxep dnf, Hanpuwmep:

# dnf install drweb-workstations

YcTaHOBKa Tak>Ke MOXEeT OCYLLEeCTBAATLCA C MOMOLLbIO aNbTEPHATUBHbBIX MEHEeAXEePOB
(Hanpumep PackageKit nan Yumex).

SUSE Linux (zypper)

1. YTo6bI NOAKNHOUNTL PEMO3UTOPUIA, 3aMYyCTUTE CAEAYIOLLYO KOMaHAY:

# zypper ar -t YUM 'https://repo.drweb.com/drweb/el5/11.0/$basearch/' drweb

PyKOBOACTBO noJsib3oBarena
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2. na yctaHoBku Dr.Web ans Linux 13 peno3ntopus BbIMOAHUTE KOMaHAbI:

# zypper refresh
# zypper install drweb-workstations

YcTaHOBKa Tak>Ke MOXEeT OCYLLEeCTBAATLCA C MOMOLLIO aNbTEPHATUBHbBIX MEHEeAXEePOB
(Hanpumep YaST).

PyKOBOACTBO noJsib3oBarena
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O6HoBneHne Dr.Web ana Linux

MpeaycMoTpeHO ABa pexinMa obHoBaeHus npogykta Dr.Web ans Linux:

1. [onyyeHve 06HOBAEHWIA NAKETOB Y KOMIMOHEHTOB, BbIMYLLEHHbIX B paMKax 3KCryaTtaumm
TeKyLLlel BEpCUM NpoaykTa (Kak NpaBuio, Takne 06HOBEHWS cofepyKaT UCrpaBeHs
OWNBOK N Mesikne ynyuleHns B GYHKLMOHMPOBAHNN KOMMOHEHTOB);

2. [lepexos Ha HOBYO BEPCUIO MPOAYKTA. ITOT CNOCO6 OOHOBAEHNS UCMO/L3YETCs, eCan
KoMnaHus «[JokTop Be6» BbiNyCTMAa HOBYH BEPCUIO UCMONb3YEMOrO BaMu NPOAYKTa,
OT/INYAIOLLYHOCH HOBBIMU BO3MOXHOCTSMM.

NonyueHue Tekywnx obHoBNAEHUN

Mocne ycTaHOBKM NpoAyKTa Nto6bIM 13 CNOCO60B, ONMCaHHbIX B COOTBETCTBYHOLLEM Pa3zesie,
NPOUCXOAMT aBTOMATUYECKOe NOAK/IHOUEHNE MEHEeKepa NakeToB K PEMNO3UTOPUIO NaKETOB
Dr.Web:

e Ecam yctaHOBKa Npomv3BoAMaack U3 YHMBEPCANbHOrO naketa (pana . run), a B CUCTEME
ncnonb3yrotca naketbl B dopmate DEB (Hanpumep, OC Debian, Mint, Ubuntu), ans paboTbi ¢
naketamu Dr.Web ncnonb3yetca otaenbHas Bepcus MeHeaXXepa NakeToB zypper,
aBTOMaTM4eCKn YyCTaHOBJ/IEHHAs B pamKax YCTaHOBKM MPOAYKTa.

Y106bI NONYUNTbL M YCTAHOBUTb OBHOBAEHHbIE NakeTbl Dr.Web 3Tm MmeHeaxepom, nepenamte
B KaTanor <opt_dir>/bin (ans GNU/Linux — /opt/drweb.com/bin), n BbINOAHUTE
cnesyrolme KOMaHAabl:

# ./zypper refresh
# ./zypper update

e Bo Bcex ocTanbHbIX Cyyasx UCMONb3yTe KOMaHAblI OBHOBIEHMS MAaKETHOTO MeHeaXKepa,
ncnonbsyemoro B Bawen OC, Hanpumep:

a

B Red Hat Enterprise Linux n CentOS vcnonb3yinte KOmaHay yum

o B Fedora ncnonb3yiite komaHay yum vav dnf

a

B SUSE Linux ncnonb3yinte KomaHay zypper
o B Mageia, OpenMandriva Lx ncnonb3ynte komaHzy urpmi

o B Alt Linux, PCLinuxOS, Debian, Mint, Ubuntu ncnonb3yinte komaHzgy apt-get.

Tak>xe Bbl MOXETE UCMO/b30BaTb W alibTePHATUBHbIE MEHEe)Kepbl NakeToB, pa3paboTaHHble Ans
BaLLlelr onepaLyoHHOM cucTemsbl. [1pn HeobxoaMMOCTM 0bpaTnUTeCh K CMPaBOYHOMY PYKOBOACTBY
MO MCMONb3yeMOMY BaMUN MeHeKepy NakeTos.

B cnyuae Bbinycka HOBOW BepCUM NPOAYKTA, MakeTbl, COAepXKaLume ero KOMMOHEHTbI,
nomeluaroTcs B pasgen penosutopua Dr.Web, cooTBeTCTBYOLWLMIA HOBOM Bepcumy NpoayKTa. B
3TOM cny4yae A1a OOHOBAEHNS HEOOXOAMMO NePEKNOUNTL MEHEAXEP NakeTOB Ha HOBbIN pa3aen
peno3utopusa Dr.Web (cm. [Tepexos Ha HOBYHO Bepcuio).

PyKOBOACTBO noJsib3oBarena
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Nepexop Ha HOBYIO BepcUIO

MpepBapuTesibHble 3aMeUaHus

Moanep>kmBaetcs npoueaypa obHOBAEHMA NpeablAyLL X Bepcuin npoaykTa go Bepcum 11.0.
MNepexoa Ha HoByto Bepcmto Dr.Web ans Linux cnesyet BbINONHATL TEM XKe CNOCObOM, Kakum 6bin
yctaHoBneHa Bepcua Dr.\Web ans Linux, noanexalias 06HOBAEHNIO:

e Ecnm Bepcus npoaykTa, nogsiexalias 06HOBAEHMIO, bblaa YCTaHOB/IEHA U3 PENO3UTOPUS, TO
nepexoj Ha HOBYH BEPCUIO CNeyeT BbIMOAHATL OBHOBIEHMEM M3 PEMO3UTOPUS.

e Ecnm Bepcums npoaykTa, nogsnexallias 06HOBEHMIO, Obiaa YCTaHOB/IEHA U3 YHUBEPCAIbHOTO
nakeTa, TO NMepexoj Ha HOBYH BEPCUIO CellyeT MPOU3BOANUTL YCTAHOBKOW YHMBEPCAIbHOTO
nakeTa, Coep>Kallero HOBYH BEPCUIO NPOAYKTa.

@ YT106bI YTOUHUTL CNOCOB6, KOTOPBLIM OblNa YCTaHOB/IEHA BEPCUA MPOAYKTA, MOoA/exallas

: 06HOB/IEHWNIO, MPOBEPbLTE MPUCYTCTBME B KaTanore ncnosHsemMblx ganos Dr.Web ans
Linux cueHapua nporpammel yaaneHna remove . sh. Ecav aToT dpainn npucytcreyer,
TekyLlaa Bepcus NpojykTa bbina yCTaHOBNEHa 13 YHMBEPCAJIbHOTO MakeTa, a B
MPOTVMBHOM C/ly4ae — 13 perno3nTopus.

B cnyuae ecam Bbl He MMeeTe BO3MOXHOCTY OBHOBUTb MPOAYKT TEM e CNocobOoM, KakuMm OH Bbin
yCTaHOB/IEH M3HaYaNbHO, BaM CaejyeT rnpeABapuUTebHO yAaluUTb TEKYLLYIO BEPCUIO NPOAYKTa, a
MOTOM BbIMOAHWTb YCTAaHOBKY HOBOW BEPCUM NPOAYKTa JOCTYMNHbIM A5 Bac cnocobom. Cnocobel
YCTaHOBKW W yAaneHuna npeabliayLumx sepcumn npogykta Dr.\Web ans Linux aHanornyHbl cnocobam
YCTaHOBKM W yAaNeHWs, pacCCMOTPEHHbIM B JaHHOM pyKoBoAcTBe and Bepcun 11.0. nq
AONOHUTENBHON MHGOPMaLuumn obpatutecs k PyKoBOACTBY MONb30BaTeNs YCTAHOBAEHHOW Y Bac
Bepcum Dr.Web gns Linux.

O6patnte BHUMaHMe, uto nepexos ¢ Dr.Web ans Linux Bepcum 6.0.2 1 MeHbLLE Ha
Bepcuto 11.0 BO3MOXKEH MOoJIbko NyTeM NPeABapUTENbHOIO YAaneHNs CTapon BEPCUM
NPoAyKTa C MOCAeayoLEeN YCTaHOBKOW npoaykTta Bepcun 11.0.

Ecan Bepcuna npogykTa, nognexatyas obHoBAeHWIO, paboTaeT Noj yrnpas/ieHem cepsepa
LLleHTPaNN30BaHHON 3aLLMTbl, TO Nepes HayaaoM O6HOBNEHNA PEKOMEHAYETCA COXPaHWUTb aapec
cepBepa LeHTPaan30BaHHOW 3aLLuThl, K KOTOPOMY MOAKAKOYEH NPOAYKT. Hanpumep, ana
NnoayyYeHns ajpeca cepBepa LieHTpasM30BaHHOM 3aLUKTbl, K KOTOpoMy nogkatoueH Dr.\Web gns
Linux c Bepcunen Hosee 6.0.2, Bbl MOXeTe BOCMO/1b30BaTbCA KOMaHAO0M:

S drweb-ctl appinfo

n3 I'IpVIcyTCTByFOLLI,eVI B BbIBOAE KOMaHAbl CTPOYKUN BUAA

ESAgent; <PID>; RUNNING 1; Connected <adpec>, on-line

PyKOBOACTBO noJsib3oBarena
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YcraHoBka n ypaneHue Dr.Web pgns Linux

COXpaHuTe YacTb <adpec> (MOXET BbIrNAAETb Kak CTpoKa Buaa tcp: // <IP-adpec>:<nopm>,
Hanpumep: tcp://10.20.30.40:1234). Kpome TOro, peKOMeHAyeTCs COXpaHuTb dain
ny6/IMYHOro KAtoYa cepBepa.

B cnyyae BO3HMKHOBEHMA 3aTPYAHEHWI C MOJYyYEeHWEeM NapaMeTPOB TeKyLLEero NoAKAOYEHMA
obpaTtutech K PykoBOACTBY aZiMUHNCTPaTOPa MO YCTaHOBNEHHOW BEPCUMN MPOAYKTa, a TakxKe K
aAMUHNCTPATOPY Ballen aHTUBMPYCHOW CETW.

O6HoBneHue c Bepcun 9.0 n HoBee

O6HoOB/IeHNe yCTaHOBKOW YHMBEpCa/JIbHOTrO NnakeTa

BeinonHute yctaHosky Dr.Web ans Linux Bepcum 11.0 n3 yHuBepcanbHoro naketa. B npouecce
yCTaHOBKMW, B C/ly4ae eC/iv 3TO Heobxoanmo, Bam ByaeT NpeAnoXKeHO aBTOMaTUYECKN YAainTb
MMeroLLMecs KOMMOHEHTbI CTapoyr BepCMM NPOAYKTa.

O6HoBNIEHME U3 peno3uTopus

Ans obHoBNeHMs TekyLien Bepcum Dr.Web gns Linux, ycTaHOBAEHHOW 13 peno3nTopus
KoMnaHum «/loktop Beb», B 3aBMCMMOCTU OT TWMa UCMOb3yeMbIX NakeToB, BaM HEOHXOAMMO
BbINONHUTL C/IeAyHOLLME AeNCTBUS:

e B cnyuae ncnonbszoBaHusa nakeros RPM (yum):

1. CmeHunTe ncnonb3lyemMblii PeNO3UTOPUIA (C Peno3nTOPUSA NaKeTOB TEKYLLIEN BepCUM Ha
peno3utopuii naketos Bepcumn 11.0).

@ Nmsa peno3utopus, xpaHaLero nakeTbl Bepcun 11.0, cM. B pasgene YcraHOBKa 13

: penosutopud. A yTouHeHns cnocoba CMeHbl peno3nTopueB obpatuntech K
CMpPaBOYHbIM PYKOBOACTBAM MCMOb3yeMOro BamMmu ANCTPUBYTMBa onepaLuoHHOM
CUCTEMBI.

2. YcTaHOBUTE HOBYIO BEPCUIO MPOAYKTa U3 PENO3UTOPUSA, BbINMOIHUB KOMaHAY:

# yum update

nnu, ecam ncnonbsyetca meHeaxep dnf (kak, Hanpumep, B OC Fedora Bepcun 22 1
crapue):

# dnf update

@ Ecam B npouiecce 06HOBNEHWA NaKeTOB BO3HMKHET OLIMOKA, TO BbINMOJHUTE YAaNEHME U

: nocaeAyHoLLyH YCTaHOBKY NpogykTa. MNpn HeobXoANMOCTM CM. pasaenbl YaaneHue
NpoAyKTa, YCTaHOBAEHHOIO U3 PEMO3UTOPUA U YCTaHOBKA M3 Peno3nTopus (MyHKTbI,
COOTBETCTBYHOLME Mcnosblyemor Bamn OC 1 MeHezXKepy nakeToB).

e B cnyuae ncnonbszoBaHusa nakeros DEB (apt-get):

PyKOBOACTBO noJsib3oBarena
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1. CmeHunTe ncnonb3lyemMbl PeNO3UTOPUIA (C Peno3nTOPUSA NaKeTOB TEKYLLLEN BepCUM Ha
peno3utopuii naketos Bepcumn 11.0).

2. O6bHOBUTE NaAKeThI NpPoOAyKTa, BbIMOJHUB KOMaHAbI:

# apt-get update
# apt-get dist-upgrade

@ Ob6patute BHUMaHMe, uto B OC Ubuntu 14.04 (64-6uTHas Bepcus) NpUMEHEHNE

: KoMaHabl apt-get dist-upgrade Ans 0OHOBNEHWUS ANCTPUDBYTMBA MOXKET 3aBEPLUMTLCA
Heypauel. B aTom cnyyae ncnonb3ynte MeHegxkep naketos aptitude (415 o6HoBAEHNMA
AVCTpMOBYTUBa UCnoab3yiTe KoOMaHay aptitude dist-upgrade).

MepeHoc knroueBoro ¢ana

Mpu ntobom cnocobe obHoBneHus Dr.Web ana Linux, Mmetowmiics y Bac IMLEH3MOHHBIN
KioueBon daia ByaeT aBTOMATUUECKM YCTAHOB/IEH B Haj/exallee MecTo /18 UCMONb30BaHMA
HOBOW Bepcuen NpoayKTa.

@ B cnyuae BO3HMKHOBEHWs NPO6eM C aBTOMATUUYECKOWN YCTaHOBKOW JINLLEH3VIOHHOTO

: KAtoueBoro daina, Bbl MOXETE BbIMOJHWUTb €ro yCTaHOBKY Bpy4Hyto. Dr.Web ans Linux,
HauuHas ¢ Bepcum 9.0, xpaHWUT KntoueBow dalin B katanore /etc/opt/drweb.com. B
clyyae yTpathbl AeMCTBYHOLLEro JIMLIEH3MOHHOTO KAtoUeBOro darina obpatutech B Ciy>by
TEXHWYECKON NOoAAEPXKKM KOMMNaHUK «/lokTop Beb».

FIOB'ropHoe noagxKysroyeHune K cepeepy LI,EHTpaHVIBOBaHHOD’I 3alinThbl

Ecav 310 BO3MOXHO, TO Nocne 06HOBeHMSA (eCN OBHOBAAEMBI NPOAYKT Bbl NOAKAOUEH K
cepBepy LieHTpaAn30BaHHOW 3alUMTbl) MOAKAOUYEeHNe ByeT BOCCTAaHOBAEHO aBTOMaTnyecku. B
Cnyyae ecav NOAKAOYEHME He BOCCTAaHOBMIOCh aBTOMATUYECKU, A1F NMOAKIOYEHWS
obHoBaeHHoW Bepcun Dr.Web ans Linux K aHTMBMPYCHOWN CeTU BOCMONb3YWTECh Nt06bIM 13
cneayrowmx cnocobamu (0bpatute BHMMaHWe, YTO BaM NPUAETCA yKasaTb NpesBapuUTeNbHO
COXpaHeHHble agpec 1 dann NybaMYHOro Karova cepBepa):

e YcTraHoBUTe Giaxkok Ha Bkaagke Pexxunm okHa Hactpoek Dr.\Web ans Linux.

e /lcnonb3yrite KOMaHAy

$ drweb-ctl esconnect <adpec> --Key <nyme Kk gpaliy nybauyHozo0 karo4a cepsepa>

B cnyyae BO3HMKHOBEHMA 3aTPyAHEHUI C NOAKAOUEHEeM 0bpaTUTeCh K aAMUHUCTPaTOPY Ballen
aHTUBUPYCHOU CeTW.

OcobeHHOCTU npouecca o6HOB/IEHUA

e [Tpn 06HOBAEHUN MpPOAYKTa 13 peno3nTopusa npu pabotatowem Dr.Web ansa Linux
obHOBNAEMOW BEPCUM, NOC/e 3aBepLUeHNA YCTaHOBKM NakeToB HOBOW Bepcumn Dr.Web ans

PyKOBOACTBO noJsib3oBarena
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Linux, npoueccel ctapon Bepcun Dr.Web ans Linux octaHyTca 3anyLleHHbIMU AO BbIXOAa
NOAb30BaTeNs U3 CUCTEMbI, B TOM Yncae — B 061aCTh yBeAOMAeHWI paboyero ctona (ecau Bbl
paboTtaeTe B rpadpryeckomM pexmnme) MoXeT ObITb JOCTYNEH 3Ha4YOK MHAMKATOPa CTapou
BEPCUM NPOAYyKTa.

e [Tpn o6HOBAeHUN Dr.Web ans Linux Hactponku SpIDer Gate moryT 6biTb COpOLLEHbI B
3HaYeHMA MO YMONHYAHWUIO.

e Ecan B cucteme 3anyLeH NnoytoBbin kKaneHT (Takor, kak Mozilla Thunderbird), ncnonbsyrowmia
ANA MONYUYEHUA COOBLLEHNI 31eKTPOHHON NoyuThl npoTokon IMAP, ero Heobxoanmo
nepesanycTutb NOoc/e 3aBepLueHns obHoBAEHMA ana obecneyeHns NPOBEePKM BXOAALLNX
nucem.

O6HoBneHue ¢ Bepcum 6.0.2 n 6onee paHHen

Mepexoa ¢ Dr.Web gna Linux Bepcun 6.0.2 n 6onee paHHen Ha Bepcuto 11.0 BO3MOXEH TO/IbKO
nyTem npeaBapuTeNbHOrO yAaneHusa CTapovi Bepcum NpoaykTa ¢ nocieayroLLernt ycTaHOBKOW
npogaykTa Bepcun 11.0. na nonyyeHna JONOAHUTENbHOW MHGOPMaLmn o cnocobax yaaneHus
CTapoW Bepcumn NpoaykTa obpaTutech k PyKOBOACTBY MO/Ib30BaTeNA yCTaHOBAEHHOW y Bac
Bepcum Dr.Web ana Linux.

MepeHoc knroueBoro ¢paina

VmetoLwmiics y BaC IMLEH3NOHHBIN KNtoYeBOW daiil CTaponl BEpCUM NpoaykTa He byaeTt
aBTOMaTUYeCKM YCTaHOB/EH ANA UCMO/b30BaHWNA HOBOW BEPCUEN, HO Bbl MOXETEe BbIMOJHUTb €ro
yCTaHoBKY Bpy4HY0. Dr.Web ans Linux Bepcum 6.0.2 1 paHee xpaHuUT katoueBon dain B
kaTanore /home/<user>/.drweb (kaTanor MeeT aTpmbyT «CKpbITbIN»). B cnyyae yTpatsl
AEVCTBYIOLLIErO IMLLEH3MOHHOTO Ko4eBOro gania obpatutech B CNy>Kby TexHnYeckon
noAsepXku komnaHum «Joktop Beb».

Dr.Web ans Linux Bepcun 11.0 He noasep>kmnBaeT kapaHTUH Dr.Web ans Linux Bepcui,
npeawectaytownx Bepcmm 9.0. MNMpu Hannumm B KapaHTMHE 3TOM BEPCUM NPOAYKTa
N30MPOBaHHbIX GarioB, Bbl MOXETE U3BNEYb X OTTYAa WM OKOHYaTENbHO YAaAUTb
Bpy4Hyto. Dr.Web ans Linux Bepcun 6.0.2 (1 paHee) NCno/ib3yeT B KayecTBe KapaHTUHA
cnefyroLLve KaTanoru:

e /var/drweb/infected — CUCTEMHbIV KapaHTWH;
e /home/<user>/.drweb/quarantine — KapaHTUH NOAb30BaTeNA (rAe <user> — UMA

nosb3oBaTens).

Ans ynpoueHuns 06paboTkm KapaHTUHa PEKOMEHAYETCS NMPOU3BECTU PEBU3NIO €r0
COAEPXXMMOrO HEMoCPeACTBEHHO 13 paHHen Bepcum Dr.Web ans Linux nepeg Hayanom
repexofa Ha HOBYHO BEPCUHO.

PyKOBOACTBO noJsib3oBarena
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Yaanenune Dr.Web pgna Linux

B 3aBMCMMOCTM OT cnocoba ycTaHOBKM, Bbl MoXeTe yaanuTb Dr.Web ans Linux ogHum 13 aByx
Cnocobos:

1. 3anyctnB nporpammy yaaneHus YH/BEPCAZIbHOIO MNMakeTa (ana Fpaq)VIHeCKOFO pexnma nan
pexnma KOMaHAHOVI CTPOKW, B 3aBUCUMOCTN OT BO3MOXXHOCTE Opr)KeHMFI).

2. Ypanvs nakeTbl NPOAYKTa, yCTAHOB/EHHbIE U3 Peno3nTopusa KomnaHum «JJoktop Beb»,
NCNONb3YyA CUCTEMHbIV MEHeAXKep NakeToB.

YAaI'IEHVIe YHUBEPCAJZIbHOrIo rnakeTta

Ynanenve npogykta Dr.Web ans Linux, ycTaHOBAEHHOro 13 yHVBEPCaIbHOIO NakeTa, MOXHO
BbINONHWUTL KaK Yepes MeH MPUIOXEHWUI OKpY>KeHUs rpaduryeckoro paboyero ctona, Tak 1 npu
MOMOLLM KOMaHZAHOMN CTPOKM.

O6paTtnte BHUMaHKe, UTO NporpamMmma yaaneHus yaanut He tonbko Dr.Web ans Linux, Ho
1 ece Opyaue npoaykTbl Dr.Web, ycTaHOBeHHbIe Ha BalleM KOMMbIOTEPE.

Ecan Ha Balwem komnbtoTepe, kpoMe Dr.Web ana Linux, yctaHOBAEHbI 1 Apyrie NpoAyKTbI
Dr.Web, ansa yaanenus Toneko Dr.Web gna Linux BMecTo 3anycka nporpammsi
aBTOMaTMYeCKOro yAaneHns BOCNOAb3ynTech NpoLesypoi BbIBOPOUYHON yCTaHOBKM 1
yAaneHna KOMMOHEHTOB.

YaaneHve npoayKra uepes MeHH NMPUIodKEeHU

[ns 3Toro Bbibepute B MeHo npunoxennin rpynny Dr.Web, B koTopoli BbiGepuTe NyHKT MEHHO
Yaanutb komnoHeHTbl Dr.Web. [lanee 6yset 3anylieHa nporpamMa yaaneHnsa ans
rpaduyeckoro pexuvma.

YpaneHuve npoayKra N3 KOMaHAHOW CTPOKM

3anyck nporpamMMbl yaaneHns oCyLwecTBAAETCA CLeHapueM remove . sh, pacnosioXeHHbIM B
kaTanore /opt/drweb.com/bin. Takum 0bpa3om, yTobbl 3anyCcTuUTb yaaneHne NnpoaykKTa,
HeobX0AMMO BbINONHUTL CEAYHOLLYIO KOMaHAY:

# /opt/drweb.com/bin/remove.sh

[Janee 3anycTnutcs nporpamma yaaneHus (MCnosib3yroLas rpaduyuecknin pexxum nam pexmnm
KOMaHZAHOW CTPOKW, B 3aBUCUMOCTN OT BO3MOXHOCTEN TEKYLLLErO OKPY>KEHUS).

PyKOBOACTBO noJsib3oBarena
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YT06bI HEMOCPEACTBEHHO 3aMyCTUTb MPOrpaMMy yAaneHus Ans pexkMMa KOMaHAHOM CTPOKMY,
MCMO/b3yWTe CNesyHoLLYHO KOMaHAY:

# /opt/drweb.com/bin/uninst.sh

Mpoueaypa yaanenus Dr.Web ans Linux paccMoTpeHa B COOTBETCTBYHOLLMX pa3jenax:

e YnaneHve B rpadbnyeckoM pexmme.

e YpaneHve B pexxmume KOMaHAZHOW CTPOKMU.

VimeeTcsi BO3MOXHOCTb 3anyCcTuTb NporpamMmy yganeHma B NOJHOCTbHO aBTOMaTU4Y€CKOM
pexnme, BbINOJIHAB KOMaHAY:

# /opt/drweb.com/bin/remove.sh --non-interactive

B aTOoM cnyyae nporpamma yaaneHus 6yaeT 3anyLeHa B MOJAHOCTbHO aBTOMATUYECKOM PeXMME,
6e3 nokasa nHTepdeica Noab3oBaTeNs (BKAKOYAs AVANory NporpaMmbl yaaneHus Ans pexmnma
KOMaHAHOW cTpokun). ObpaTnTe BHUMaHMe, UTO 3amnyck NPOrpaMmbl yaaneHus B NOJHOCTbHO
aBTOMaTUYeCKOM pexkxMmMe TpebyeT Haanumsa npae cynepnoab3oBatens. Jaa noBbileHMs NpaB Bbl
MO>XeTe UCMO/b30BaTb KOMaHAbl su 1 sudo.

YaaneHue B rpadpuueckom pexxmme

Mocne 3anycka Nporpammebl yaaneHus Ana rpapuyeckoro pexkrMma, Ha sKkpaHe NoABUTCA OKHO
mMacTepa yAaneHus.

DrWeb ansa Linux

Ynan eHne BCcex npop,yKTon
= Dr.Web

[ Yoanute H OTMEHNTE l

PucyHok 14. CtpaHuua NpUBETCTBUA MacTepa yaasleHus

1. Ana ypaneHua Dr.Web ans Linux HaxkmuTe KHOMKy YaannuTtb. YTobbl NnpekpaTtuTb paboTy
MacTepa yAaneHus u oTkasatbcs OT yaaneHma Dr.Web ans Linux, HaxxmuTte KHOMKY OTMeHUTb.

PyKOBOACTBO noJsib3oBarena
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¥ 0anawnTcA NakeTsl...

YcraHoBka n ypaneHue Dr.Web pgns Linux

2. TMocne Havana nNpouecca yaaneHnsa oTKPoeTCa CTpaHuLa MacTepa, oTpaxaroLwas Xog
npolecca yaaneHna n cogep>kallas COOTBETCTBYHOLLMI MHAMKATOP nporpecca. Ans
NPOCMOTpPa COOBLLEHNI XXypHana yaaneHna HaxmmTe kHonky Moapob6Hee.

* DrWeb gnsa Linux

. Mopapobree

PucyHok 15. UHankaTop npouecca yaaneHus

YnaneHune

¥ 0anawTcA NakeThl...

i DrWeb ansa Linux

Cleaning up / removing...
drweb-workstations-11.0.1-1606161602linux
drweb-gated-11.0.1-1605192330linux
drweb-zypper-11.0.1-1604191924linux
drweb-libzypp-11.0.1-1604191846linux
drweb-dws-11.0.0-1603292015linux
drweb-cloudd-11.0.1-1606021938linux
drweb-esagent-11.0.1-1605182100linux
drweb-gui-11.0.1-1606021456linux
drweb-netcheck-11.0.1-1605271438linux
drweb-spider-kmod-11.0.0-1603022030linux
drweb-spider-11.0.1-1605271552linux

PucyHok 16. NMpocmoTp >xypHana yaaneHus

3. TMocne ycnewHoro okoHYaHusa npouecca yaaneHus eannos Dr.Web ans Linux n BHeceHus
HeOobXOANMbIX MU3MEHEHWI B CUCTEMHbIE HAaCTPOWKM, OTKPOETCA PUHaNbHasA CTpaHWLA MacTepa
C coobLeHnem 06 ycrnewHoM yaaneHum.

PyKOBO,D,CTBO noJsib3oBarena
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DrWeb gnsa Linux

YnaneHve ycnewHo 3aBepLueHo

| oK

PucyHok 17. Pe3ynbtaTtbl paboTbl MacTepa yaaneHus

4. [1na 3aKkpbITMA OKHa MacTepa yaaneHus Haxmute OK.

YaaneHue B peXkume KOMaHAHON CTPOKMU

Mocne 3anycka NporpaMmmsbl yaaneHus, paboTatoLlen B pexkume KOMaHAHOW CTPOKM, Ha 3KpaHe
MOSBUTCS TEKCT NPUIALLIEHUS K YAANEHMHO.

1. Ana Hauana yaanenusa oteeTbTe Yes nam Y Ha 3anpoc «Bbl xoTute NpoAoKmTb?». YT00bI
oTKa3aTbCs OT yaaneHus Dr.Web ans Linux, BBegnte No nau N. B atom ciydae paboTa
nporpammbl yaaneHusa byaeT 3aBeplLueHa.

3T0T cueHapui yoanut BCE yCTaHOENEHHHE KOMNOHeHTH Dr.Web.

ECnM Bb KenaeTe WIMEHWTb Habop YCTAHOBNEHHHX KOMNOHEHTOE, WCNONB3YATE YTUAMTY /o
pt/drweb.com/bin/zypper.

Bu xoTuTe npoponsuTe? (yes,/NO)

PucyHok 18. NpurnaweHne K yaaneHunio

2. Mocne 3anycka yAaneHns OTMeUeHHbIX paHee NakeToB Ha 3KpaH 6yayT BblAaBaTbCs 3aMuncy,
bukcmpyemblie B XXypHan yAaneHns 1 oTpaxkaroLLme Xo npoLecca yaaneHus.

PyKOBO,D,CTBO noJsib3oBarena
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Generating

23:drweb-
24:drweb-
25:drweb-
26:drweb-
27 :drweb-
28:drweb-
29:drweb-
30:drweb-
31:drweb-
32:drweb-workstations-doc-11.0.0- 1604
33:gpg-pubkey- 18180689-4bcc7a79
root@userm:

YcraHoBka n ypaneHue Dr.Web pgns Linux

Terminal
Shutting down Dr.Web drweb-configd...

Removing any system startup links for /fetc/init.d/drweb-configd ...
Jetc/rcd.d/K70drweb-configd
Jetc/rcl.d/K70drweb-configd
Jetc/rc2.d/S30drweb-configd
Jetc/re3.d/s30drweb-configd
Jfetc/red.d/s30drweb-configd
Jetc/rc5.d/530drweb-configd
Jetc/rc6.d/K70drweb-configd
22:drweb-

configd-11.0.1- 1506141444 | A
HTML doc index files...

boost-11.0.0- 16022921091 inussssisismsiiiaiiiiiiiig
icu-11.0.1-1668310190891inux #4
icu-data-11.8.1-160310190914#4

1libs-11.0.1-16060215051inux#4
common-11.0.1-160422204411n#4
dummy-11.0.1-160616160211inu#

~# _

67%]

70%]
73%]
76%]
79%]
82%]
85%]
88%]
91%]
94%]
97%]
100%]

PucyHok 19. OkoHuaHue yaaneHus

3. o oKOH4YaHUK npouecca nporpaMmma yganeHna sapepimt CBOHO pa60Ty aBTOMaTn4eCcKun.

PyKOBOACTBO noJsib3oBarena
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YpaneHue npoayKTa, YCTaHOBJIEHHOTO U3 peno3uTopus

| Bce HuxxenpuBeseHHbIE KOMaHAb! ANs YAaNEHUs NakeTOB AOKHbI ObITb BbINMOJHEHbI C
npaBamu cyneprosib3oBatens. [1s 3Toro UCrnosb3ynTe KOMaHAy CMeHbl MOJb30BaTENS SU
NN KOMaHZY BbINMOJHEHWUSA OT UMEHW APYroro nosib3osatens sudo.

Debian, Mint, Ubuntu (apt)

[Ana ypaneHns KopHeBoro metanaketa npoaykta Dr.Web gna Linux BbinoaHWTe KOMaHAy:

# apt-get remove drweb-workstations

[Ans ypaneHns Bcex ycTaHOBAEHHbIX NakeToB Dr.Web BbinonHUTE KOMaHAy (B HEKOTOPBbIX
cmcTeMax cMMBon ' TpebyeTcs skpaHMpoBaTh: '\ *'):

# apt-get remove drweb*

ﬂ'ﬂﬂ dBTOMaTN4eCKoro yganeHuma n3 cucteMbl BCex bonee He NCNOJIb3yeMbIX MaKeTOB MOXXHO
AOMNOJIHUTENIbHO BOCMNOJ/Ib30BaTbCA KOMaHAOVI:

# apt-get autoremove

ObpatnTe BHMMaHWe Ha cieaytoLive 0COBEHHOCTM yaaneHuns ¢ UCnob3oBaHem apt-get:

1. NepBas KOMaHAa yAaNT TONbKO KOPHEBOW MeTanakeT drweb-workstations, a
OCTaNbHble NaKeTbl, KOTOPble MOI/IN ObITb aBTOMATUYECKMN YCTAHOBNEHbI MPU
yCTaHOBKe 3TOro naketa A/ YAOBNETBOPEHWNA €ro 3aBUCMMOCTEW, OCTaHYTCS B
cucTeme.

2. Brtopas komaHza yAanuT U3 cMcTeMbl BCE NaKeTbl, Ha3BaHWe KOTOPbIX Ha4YMHaeTcs Ha
"drweb" (CTaHAapTHOE HaVMeHOBaHWe A/ MaKeToB NMPOrpamMMHbIX NPOAYKTOB
Dr.Web). O6paTtute BH/MaHWe, YTO 3Ta KOMaHAa YAaAUT U3 CUCTEMbI BCE NMakeThbl C
TakVM MMeHeM, a He TO/IbKO nakeTbl npoaykTa Dr.Web ana Linux.

3. TpeTbA KOMaHAa yAaAUT U3 CUCTEMbI BCe MaKeTbl, KOTOPbIe BblIM aBTOMAaTUYeCKM
YCTaHOBJIEHbI ANA YAOBNETBOPEHMSA 3aBUCUMOCTEN APYTUX NMakeToB, HO bosee He
TpebyeMble (HanpvMep, BBUAY YAaNeHUa NCXOAHOro naketa). Obpatute BHUMaHMe,
YTO 3Ta KOMaHAa YAanuT U3 cuctembl Bce bosiee He Tpebyemble MakeTbl, @ He TObKO
naketbl npoaykTta Dr.Web ana Linux.

YpaaneHve naketoB NpoAyKTa TakxXe MOXEeT OCYyLLeCTBAATLCA C MOMOLLbIO a/bTePHATUBHBbIX
MeHezXepoB (Hanpumep, Synaptic nau aptitude).

ALT Linux, PCLinuxOS (apt-rpm)

Ynanenvne Dr.Web gna Linux B JaHHOM c/lyyae BbINOHAETCA Tak Xe, kak 1 B Debian, Ubuntu
(cm. BbILwe).

PyKOBOACTBO noJsib3oBarena
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YcraHoBka n ypaneHue Dr.Web pgns Linux

YpaneHvie nakeToB NPOAYKTa TakKe MOXET OCYLLLECTBAATLCS C MOMOLLbHO aflbTEPHATUBHbIX
MeHezaxepoB (Hanpumep, Synaptic nav aptitude).

Mageia, OpenMandriva Lx (urpme)

Ansa ypanenusa Dr.\Web ans Linux BbINOAHWTE KOMaHAY:

# urpme drweb-workstations

ﬂ'ﬂﬂ aBTOMaTN4eCKoro yganeHuma n3 CucteMbl BCex bonee He NCNOJIb3yeMbIX MaKeTOB MOXXHO
AOMNOJIHUTENIbHO BOCMNOJIb30BaTbCA KOMaHAOVI:

# urpme --auto-orphans drweb-workstations

ObpatnTe BHMMaHWe Ha cieaytoLie 0COBeHHOCTY yaaneHus C UCMOb30BaHMEM urpme:

1. NepBas KOMaHAa yAanNT TONbKO KOPHEBOW MeTanakeT drweb-workstations, a
OCTaNbHble MaKeTbl, KOTOPble MOI/IN ObITb aBTOMATUYECKMN YCTAHOBNEHbI MPU
yCTaHOBKe 3TOro naketa A/ YAOBNETBOPEHWNA €ro 3aBUCMMOCTEN, OCTaHYTCS B
cucTeme.

2. Btopas koMaHAa yAanuT 13 cMcTeMbl KOPHEBOWM MeTanakeT drweb-workstations, a
TakXe BCe MaKkeTbl, KOTOpble HblIM aBTOMATUYECKN YCTaHOBJ/IEHBI ANA YAOBAETBOPEHMS
3aBUCMMOCTEW ApPYrux nakeTos, HO bosiee He TpebyeMble (HanpyMep, BBUAY YAaneHus
ncxogHoro nakerta). ObpaTuTe BHUMaHMe, YTO 3Ta KOMaHAa YA3AUT U3 CUCTEMbI BCe
6onee He Tpebyemble MakeTbl, a He TOILKO NakeTbl NpoaykTa Dr.Web ans Linux.

YaaneHve naketoB NPOAYKTa TakXKe MOXET OCYLLECTBAATLCA C MOMOLLbIO a/lbTEPHATMBHbIX
MeHezxepoB (Hanpumep, rpmdrake).

Red Hat Enterprise Linux, Fedora, CentOS (yum, dnf)

[na ypaneHus Bcex yctaHoBAeHHbIX NakeToB Dr.Web BbinonHWTe KOMaHAy (B HEKOTOPbIX
cucTemax cumBon '+ TpebyeTca akpaHupoBaTth: '\ *'):

# yum remove drweb*

B OC Fedora, HaunHas c Bepcumn 22, peKOMeHAYETCA BMECTO MEHeAXKepa yum MCroab30BaTh
MeHezxep dnf, Hanpumep:

# dnf remove drweb*

PyKOBOACTBO noJsib3oBarena
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YcraHoBka n ypaneHue Dr.Web pgns Linux

O6paT|/|Te BHMUMaHWe Ha diegyrouine 0COHEHHOCTU yAaneHua C UCroJib3oBaHMEM yum

(dnf):

YKa3zaHHaa KomaHza yAaauT U3 CMCTeMbl BCe NaKeTbl, Ha3BaHMe KOTOPbIX Ha4YMHaeTcs Ha
"drweb" (cTaHAapPTHOE HaMMeHOBaHVe AN MakeToB MPOrpamMmHbIX NpoaykTos Dr.Web).
ObpatnTe BHMMaHMe, YTO 3Ta KOMaHAa YAaANUT U3 CUCTEMbI BCE MaKeTbl C TaKUM UMEHEM,
a He Tonbko MakeTbl npogykta Dr.Web ans Linux.

YaaneHvie nakeToB NPoAyKTa Tak>ke MOXET OCYLLLeCTBAATLCA C MOMOLLbIO afbTePHATUBHbIX
meHegxepoB (Hanpumep, PackageKit niv Yumex).

SUSE Linux (zypper)

Ansa ypanenusa Dr.\Web ans Linux BbINOAHWTE KOMaHAY:

# zypper remove drweb-workstations

[nsa ypaneHus Bcex yctaHoBAeHHbIX NakeToB Dr.Web BbinonHWTe KOMaHAy (B HEKOTOPbIX
cucTemax cumBoa '+ TpebyeTca akpaHupoBaTh: '\ *'):

# zypper remove drweb*

O6paT|/|Te BHMMaHWe Ha diejyrouimne 0COHEHHOCTU yAaneHua C UCrnoJib30BaHMEM Zzypper:

1. lNepBas KOMaHAa yAannT TONbKO KOPHEBOW MeTanakeT drweb-workstations, a
OCTa/IbHble NakeTbl, KOTOPble MOI/IV 6bITb aBTOMATUYECKN YCTaHOB/IEHbI MPU
yCTaHOBKE 3TOro naketa A1 YA0BNETBOPEHNA €ro 3aBUCMMOCTEN, OCTaHYTCA B
cucTeme.

2. Brtopas komaHza yAanuT U3 cMcTeMbl BCE NMaKeTbl, HA3BaHWeE KOTOPbIX Ha4YMHAETCsA Ha
"drweb" (CTaHAAPTHOE HaMMeHOBaHWe A1 NakeTOB MPOrpPaMMHbIX MPOAYKTOB
Dr.Web). O6patnte BHMMaHMWe, UTO 3Ta KOMaHZAa YAaaNT U3 CUCTEMbI BCE MaKeTbI C
TakMM MMEHeM, a He TOIbKO nakeTbl npoaykta Dr.Web ans Linux.

YpaneHve naketoB NPoAyKTa TakXke MOXET OCYLLLeCTBAATLCA C MOMOLLbIO a/lbTePHATUBHbIX
MeHeaxepos (Hanpumep, YaST).

PyKOBO,D,CTBO noJsib3oBarena
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AononHntenbHo

PacnonoxeHune ¢annos npoaykra

®annbl nporpammHoro komnaekca Dr.\Web ans Linux nocne yctaHOBKM pa3MeLLaroTca B
kaTanorax /opt, /etc n /var agepeBa GanNoBOM CUCTEMBI.

CTpyKTypa MUCrosib3yembix KaTaioros:

Kartanor Cogep)xumoe

/opt/drweb.com cnonHaemble ¢alinbl KOMMNOHEHTOB NPOAYKTa 1 OCHOBHbIe B1ubanoTeky,
HeobxoanMmble ans paboTbl Dr.Web ans Linux.

/etc/opt/drweb.com  dajinbl HaCTPOEK KOMMOHEHTOB (MO YMONUYAHMIO) U LLEH3NOHHBI
katoueBon daiin ans pabotel Dr.Web ans Linux B 04MHOUHOM pexxrme
(«Standalone mode»).

/var/opt/drweb.com  BupycHble 6a3bl, aHTUBUPYCHOE AAPO, @ TakKe BpeMeHHble Baiibl 1
AOMNONHUTENbHblE BUGIMOTEKN, HeobXxoANMble Ans paboTtel Dr.Web ans
Linux.

Bbi6opouHble ycTaHOBKa U yAasieHne KOMMOHEeHTOB

B cnyuae HeobxoAMMOCTH Bbl MOXETE BbINOIHUTL BbIDOPOUHYHD YCTAaHOBKY W yAaneHune
OTZAENbHbIX KOMMOHEHTOB MPOAYKTa, YCTaHOBWB WM YAANNB COOTBETCTBYHOLLME NAKEThI.
BbIOOPOUHYHO YCTAaHOBKY W yAaneHue ciesyeT NPOU3BOANTL TEM Xe CNOCOHOM, KaknM 6bin
YCTAHOBJIEH NMPOAYKT.

[lns nepeycTaHOBKM HEKOTOPOTrO KOMMOHEHTA Bbl MOXETE CHayasa yAaauTb ero, a NoTom
YCTaHOBUTb 3aHOBO.

1. YcTtaHOBKa U yaasieHMe KOMNOHEHTOB NMPOAYKTa,
YCTaHOBJIEHHOIO M3 peno3nTopus

Ecam Baww npoayKT 6bln yCTaHOBAEH U3 PENO3UTOPUS, ANS YCTAHOBKMN U YAaNeHUs OTAENbHOTO
KOMMOHEHTa BOCMOb3YNTECH COOTBETCTBYHOLLEN KOMaHAOM MeHeAXepa NakeToB,
ncrnonblyemoro B Bawen OC. Hanpumep:

1. Y706bI yaanmutb koMmnoHeHT SplDer Gate (nakeT drweb-gated) U3 cocTaBa NPOAYKTa,
yctaHoBneHHoro B OC CentOS, 1cnonb3ynte KOMaHAy:

# yum remove drweb-gated

PyKOBOACTBO noJsib3oBarena
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2. YT06bI f06aBMTL KOMMOHEHT SplDer Gate (nakeT drweb-gated) B COCTaB NPOAYKTA,
yctaHoBaeHHoro B OC Ubuntu Linux, ncnonb3yinte komaHay:

# apt-get install drweb-gated

B cBsi3n c Tem, uTto aHTUBMpPYCHOE aapo Dr.Web ans Linux ncnonbsyet 32-6UTHyHO
apxuTekTypy x86, B 64-6uTHbIX cuctemax Debian, Mint, Ubuntu (a14 nnatdopmbl x86-64,
Xx64, amd64) MmoxeT NoTpeboBaTbCsA pa3peLlnTb YCTaHOBKY MNakeToB Ans naatdopmsbl x86,
BbIMOJHVB KOMaHJYy:

# dpkg --add-architecture 1386

Mpn HeOHXOANMOCTN BOCNONb3YATECH CMPABKON MO MeHeAXepY MNakeToB, UCMOJIb3yeEMOMY B
Bawen OC.

2. YcTaHOBKa M yAazieHne KOMMOHEHTOB NMPOoAYKTa,
YyCTaHOBJIEHHOIO U3 YHUBEPCa/IbHOTro NnakeTa

Ecam npopykT 6bin yCTaHOBAEH U3 YHMBEPCaNbHOIO NakeTa, 1 Bbl XXeslaeTe AOMONHUTENbHO
YCTaHOBUTb WM NepeyCTaHOBUTbL NakeT HEKOTOPOro KOMMOHEeHTa, BaM NoHajobumTcs
YCTaHOBOUYHbIN dain (C pacluMpeHnem . run), U3 KOTOPOro Obin ycTaHOBAEH NpoayKT. B cryyae
€C/I1 Bbl He COXPaHWIN 3TOT daiis, 3arpysunTe ero ¢ cainta kKoMmnaHum «fJoktop Beb».

PacnakoBka MHcTannaumoHHoro ¢ganna

Mpw 3anycke run-gaiina Bbl MOXETE BOCMO/b30BATLCA CEAYHOWVMU NapaMeTpamMmmn KOMaHAHOM
CTPOKM:

--noexec — BMeCTO 3anycka npovecca yCTaHOBKM MPOCTO pacnakoBaTb YCTaHOBOYHblE dansibl
npogaykTa. Panabl 6yayT pacnakoBaHbl B KaTafaor, yKa3aHHbIN B CUCTEMHOW NepemMeHHoN TMPDIR
(06bIYHO 3TO KaTanor /tmp).

--keep — He yAanaTb yCTaHOBOYHbIe Galibl MPOAYKTa N >XXYpHaN yCTaHOBKMN MO OKOHYaHMM
YCTaHOBKMW.

—-—target <kamasoe> — pacnakoBaTb yCTAaHOBOYHbIE CI)aVI.I'IbI npoaykrta B yKa3aHHbIVI KaTtanaor
<kKkamarsnoe>.

C noaHbIM nepeyHemM napamMeTpoB KOMaHAHOl‘/JI CTPOKKN, KOTOPbIE MOTYT ObITb MCMONb30BaHbI Aand
NHCTaNNAUNOHHOIO q>a17ma, MO>XHO O3HaKOMWUTbLCA, BbIMOJIHMB KOMaHAY:

$ ./<umsa_galna>.run --help

PyKOBOACTBO noJsib3oBarena
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[ns BBIBOPOYHOW YCTaHOBKN KOMMOHEHTOB NPOAYKTa CesyeT 06paTUTbCsa K KaTanory,
cofep>kallemMy pacrnakoBaHHble YCTaHOBOUHbIe daiiabl MpoAykTa. Ecam 3TOT KaTanor oTCyTCTBYET,
BbINONHUTE KOMaHAY:

$ ./<ums_galna>.run --noexec --target <kamasnoe>

B pe3sysnbTaTe B KaTanore <kamasoe> NOSABUTCA BAOXEHHbIV KaTanor <ums_galiaa>,
cofep KalLii pacnakoBaHHble YCTaHOBOUHble dalibl MpoayKTa.

Bbi6opouHana ycTaHOBKa KOMIMOHEHTOB

YCTaHOBOUHbIV run-parin coaep>XMT NakeTbl BCEX KOMMOHEHTOB, U3 KOTOPbIX COCTOUT
nporpaMmHbIv komniekc Dr.Web ans Linux (B dopmate RPM), a Tak>ke BCnoMoraTesibHble
dannbl. Parinbl NaKeToOB KaXXA0ro KOMMOHEHTa UMEKOT BUA;

<UMSA_KOMNOHeHmMa> <eepcus> ~linux7< nﬂamg’JopMa >.rpm

rae <eepcus> — 3TO CTPOKa, BK/OYatoLas B cebs BepCcuio 1 AaTy BbiNycka naketa, a
<nsamgbopma> — CTpOKa, yKasblBarowwas Tmn naatGopMbl, AN KOTOPOU NpesHa3HayvyeH NpoayKT.
MImeHa Bcex nNakeToB, cogep>Kallivx KOMMOHEHTbI MporpaMMHoro komraekca Dr.Web ans Linux,
HaumHaroTca ¢ npedurkca «drweb».

[lna ycTaHOBKM NakeTOB B COCTAaB MHCTANNALMOHHOrO KOMMEKTa BKAHOUEH MeHezXep NakeToB.
[nsa BbIBOPOYHOW yCTaHOBKM CneAyeT NCMONb30BaTb CAYXeOHbIV cueHapui installpkg. sh.
[ns 3TOro Heo6Xx0ANMO NpesABapUTENbHO pacnakoBaTb COAEPXXMMOE NHCTANNALMOHHOrO nakeTa
B HEKOTOpbIV KaTaor.

[ns nonyyeHus npas cynepnosib3oBaTesis BOCMOb3yNTECh KOMaHAOW CMEeHbI
noJib30BaTeNs sU UM KOMaHAOW BbIMOJIHEHUS OT UMEHW APYyroro nosb3osatens sudo.

@ [nsa ycTaHOBKM MakeToB HEOBXOAMMbI MpaBa Cyrnepnosib3oBaTens (Moab3oBaTens root).

YTO6bI BLINOIHWTL YCTAHOBKY MakeTa KOMMOHEHTa, HeObXOAMMO NMepPenTn B KaTaor,
cofep>kallii pacnakoBaHHbI MHCTANNIALMOHHBIV KOMMAEKT, U BbIMOJIHUTL B KOHCON (MK B
3MYIATOPE KOHCOAN — TepMUHaie A4 rpadruyeckoro pexnma) KoMaHay:

# ./scripts/installpkg.sh <uwmsg_nakema>
Hanpumep:
# ./scripts/installpkg.sh drweb-gated

Ecnun Tpebyetca 3anycTnTh NporpamMmy yCTaHOBKM MPOrpaMMHOrO KOMIIEKCa LIeIMKOM, CiesyeTt
3anycTuUTb CLieHapuii aBTOMaTUYECKOW YCTaHOBKMW, BbIMOAHMB KOMaHAY:

$ ./install.sh

PyKOBOACTBO noJsib3oBarena
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Kponvle 3TOro, Bbl MOXKETE YCTAHOBUTb BCE MaKeTbl MPOAYKTa (B TOM uuncne, yTOObI YyCTaHOBWUTb
HegocTarouwme KOMMNOHEHTbI, WM KOMMNOHEHTHI, YAaneHHbIe No OUJI/I6Ke), 3anycCcTnB yCTaHOBKY
KOPHEBOIo MeTa-nakeTa npoaykra:

# ./scripts/installpkg.sh drweb-workstations

Bbi6bopouHoe yaaneHne KOMNOHEHTOB

[na BbIBOPOYHOro yaaneHnsa naketa HEKOTOPOro KOMMOHEHTA UCMO/b3yTe COOTBETCTBYHOLLYHO
KOMaHAy yAaneHns MeHeaxkepa nakeToB Balleln ornepaLyoHHON cucteMsl, ecimn B Bawen OC
ncnonbsyetca popmat naketos RPM:

¢ B Red Hat Enterprise Linux n CentOS ncrnonb3yinte kKOMaHAy yum remove <UMS_nakema>

¢ B Fedora ncnosnb3ynte kOMaHAy yum remove <uMs_nakema> Wan
dnf remove <uwms_nakemas>

e B SUSE Linux ncnonb3yite komaHay zypper remove <uMs_nakema>
¢ B Mageia, OpenMandriva Lx ncnonb3ynte KomMaHzy urpme <ums_nakema>

¢ B Alt Linux n PCLinuxOS ncnosb3yinte koMmaHay apt-get remove <ums_nakema>.

Hanpumep (o119 Red Hat Enterprise Linux):

# yum remove drweb-gated

Ecam Bawa OC ncnonbsyet nakeTtsl opmata DEB, gna BbibopouHoro yaanenusa cnegyet
BOCMNOJ/Ib30BaTbCA MEHEAXXEPOM MakeToB Zypper, aBTOMaTUYeCcKn yCTaHOBJIEHHbIM B paMKax
yCTaHOBKW NpoaykTa. [lna 3Toro nepenaute B katanor /opt/drweb.com/bin, N BbINOAHUTE
CeAytoLLYHO KOMaHZAy:

# ./zypper rm <umMms_nakema>
Hanpumep:
# ./zypper rm drweb-gated

Ecav TpebyeTcs 3anycTnTb Nporpammy yaaneHus nporpaMMHOro KOMMiekca LeNnKoMm, cieayet
3anyCTUTb CLIeHapUIA aBTOMATUUYECKOTO YAaNeHUs, BbINMOAHUB KOMaHAY:

# ./uninst.sh

ﬂ'flﬂ nepeycraHOBKM HEKOTOPOro KOMMNOHEHTa Bbl MOXXeETE CHa4ana yAaJnTb €ro, a notom
YCTaHOBWUTb, 3anyCTB BbI60pOHHyI-O NN NONHYHO YCTaHOBKY M3 UHCTaNJIALMOHHOTO KOMMIEKTa.

PyKOBOACTBO noJsib3oBarena
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Hacrponka cuctem 6e3onacHocTun

Hannume B coctaBe OC nogcuctembl obecnedeHns JonoaHuTensHor 6esonacHoct SELinux, a
Tak>XXe MCNOo/b30BaHMe CUCTEM MaHAATHOrO ynpaBaeHUs AOCTYNoOM (B OTANYME OT KAacCUYeCKOn
avckpeunoHHor mogenn UNIX), Takux kak PARSEC, npmuBoanT k npobaemam B
dyHKUMOoHMpoBaHun npogykta Dr.Web asq Linux npu HacTponkax no ymonyanuto. ns
obecneyeHuns KoppekTHON paboTbl Dr.Web ans Linux B 3TOM ciyyae HeOH6XOAMMO BHECTU
[AOMONHUTENbHBbIE N3MEHEHMA B HACTPOMKKN NoacucTemMbl 6esonacHoctu u/van Dr.Web ans Linux.

B 3TOM paszene paccMaTpurBaroTCA HaCTPOWKKM, obecrneymBaroLme KoppekTHyro paboty Dr.Web
A5 Linux B cnegyroLimx caydasx:

e Hactpoiika noantuk 6esonacHoct SELinux.

e HacTtpovika paspelueHuny ana cuctembl MaHgatHoro goctyna PARSEC (OC Astra Linux).

Hactpoiika paspelueHunin cuctembl MaHgaTHoro goctyna PARSEC ans Dr.Web ans Linux
MO3BOANT 0H6XOANTL KOMIMOHEHTaM aHTUBMPYCa OFPaHNYEHUs YCTaHOBAEHHbIX MOJANTUK
6e30MacHOCTM 1 NoayYaTh JOCTYN K dalinam pasHbIX YPOBHEN NPUBUIETUNA.

ObpaTtnTe BHUMaHMe, YTO Aaxke eCn Bbl HE HACTPOWUTE pa3peLLleHna CMCTEMbl MaHAATHOTO
poctyna PARSEC pna Dr.Web ana Linux, To Bbl BCe paBHO CMOXeTe 3anyckaTb NpoBepKy painios,
ncnonbsys rpaduyecknin uHtepdeinc Dr.Web ans Linux B pexxnme aBTOHOMHOW konuu. lns 3Toro
ncnonblymnte komaHay drweb-gui c napameTpom --Autonomous. Takxke Bbl MOXeTe 3anyckaTb
npoBepky $annoB HENOCPEeACTBEHHO U3 KOMaHAHOW CTPOKM. [lnf 3TOro UCNoab3ynTe KOMaHAy
drweb-ctl c 317m e napameTpom (--Autonomous). Mpun 3TOM ByaeT BO3MOXHa NpoBepKa
darinoB., Ans f4OCTyNa K KOTOPbIM HEOHXOANM YPOBEHb MPUBWUIETNIA HE BbiLLie YPOBHS, C KOTOPbIM
paboTaeT Noab30BaTeNb, 3aNyCTUBLLNIN CeaHC NPOBepPKU. [laHHbIV PeXunm UMeeT cegyrolme
ocobeHHOCTY:

e [lns 3anycka B pe>XxvmMme aBTOHOMHOW KOMun HeobXxoAMMO Haanuyme AeiCTBYIOLWEro KAt4YeBoro
darina, paboTa nog ynpasieHVEM CcepBepa LIEHTPaAU30BaHHOW 3aLnTbl He MOAJLEPXKNBAETCS
(MMeeTca BO3MOXHOCTb YCTaHOBUTL KNHOYeBOW dalin, IKCMOPTUPOBAaHHBIN C cepBepa
LileHTpasM30BaHHOM 3aLuThl). Mpu 3TOM, faxe ecan NPOoAYKT NOAKIIOYEH K cCepBepy
LileHTpasIM30BaHHOW 3aLLWTbl, aBTOHOMHaA KOMua He coobujaem cepBepy LeHTpasM30BaHHOM
3aWmnTbl 06 yrpo3ax, obHapy>XeHHbIX NP 3anycke B pexXunMe aBTOHOMHOW KOMUK.

e Bce BcnomoratenbHble KOMMOHEHTbI, 06CNyXMBatoLme paboTy aBTOHOMHOW Konwuu, byayT
3anyLleHbl OT UMEHM TekyLLero noab3osartens n 6yayt paboTatb CO cneumanbHO
chopMMpoBaHHbIM PainoM KOHUrypaLmm.

e Bce BpemeHHble darnbl n cokeTsl UNIX, ncnonbsyembie ana B3aMMoAencTBUA KOMMIOHEHTOB
mexay coboi, byayT co3aaBaTbCA TOILKO B KaTanore € yHUKaabHbIM UMEHEM, CO3AaHHbIM
3anyLyeHHOM aBTOHOMHOW KOMWK B KaTasore BpeMeHHbIX $alniioB (ykazaHHOM B CUCTEMHOW
nepemMeHHOW oKpy>keHus TMPDIR).

e ABTOHOMHO 3anyLyeHHasa Konusa rpaduyeckoro nHtepderica ynpaBneHuns He 3anyckaem
moHuTopsbl SpIDer Guard n SplDer Gate, paboTatoT Tonbko GyHKLUKM NpoBepku $hannos, n
yrnpaB/ieHWsa KapaHTUHOM, noaaep>xunBaemble CkaHepoM.

PyKOBOACTBO noJsib3oBarena
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e [lyTn K dparinam BMpPYCHbIX 6a3, aHTMBUPYCHOTO AApPa U UCNOAHAEMbIM paiiaM CEPBUCHbBIX
KOMMOHEHTOB 3afaHbl MO YMOAYaHWIO, 60 BepyTca 13 cneumanbHbIX NepemMeHHbIX
OKPY>XeHUS.

e Yucno OAHOBPEMEHHO pa60Tarou.|,1/|x aBTOHOMHbIX KOMWU He orpaHmn4yeHo.

e [Npu 3aBepLUeHNM PaboTbl aBTOHOMHO 3anyLLEeHHOW KOMUW Takxke 3aBepLuaeT paboTy u
KOMMEKT 06CyXXMBaKOLLMX €€ CEPBUCHBIX KOMMOHEHTOB.

Hacrpoiika noantuk 6esonacHoctu SELinux

Ecamn ncnonbsyemblin Bamu gnctpubytre Linux ocHaleH nogcuncremon 6esonacHoctu SELinux
(Security-Enhanced Linux — Linux ¢ yny4weHHoU 6e30nacHocmeto), TO As TOro, UTo6bI
cny>kebHble KOMMOHEHTbI MPOAYKTa (Takmne Kak ckaHupytoLee 84po) paboTanm KOPPeKTHO nocne
yCTaHOBKMN KOMMOHEHTOB NMPUIOXEHWS, BaM, BO3MOXHO, NOTpebyeTca BHECTN N3MEHeHWS B
noantukmn 6esonacHoctu, ncnonb3yemole SELinux.

1) NMpo6nembl Nnpu ycTaHOBKEe YHUBEPCa/JIbHOro nakera

Mpw BkaoueHHoM SELinux ycTaHOBKa NpoAyKTa B BUAE YHVBEPCAJIbHOrO nakeTa u3
yCTaHOBOYHOTrO daiina (. run) MOXeT OKOHUYUTLCA HeyAauen, Mockonbky byaeT 3abaokmpoBaHa
MonbITKa CO34aHns B CUCTEME CMeLnanbHOro NoJsib3oBaTens drweb, C NOHOMOUYMAMM KOTOPOTO
paboTtatoT moaynm Dr.Web ana Linux.

B cnyuae ecav nombiTka yCTaHOBKM NPOAYKTa U3 ycTaHOBOYHOTO darina (. run) 6bii1a NnpepsaHa
“3-3a HEBO3MOXHOCTW CO3aHNs Nosib3oBaTens drweb, npoBepbTe pexunm pabotbl SELinux, ans
yero BbINOAHUTE KOMaHAy getenforce. 3Ta KOMaHAa BbIBOAWT Ha 3KPaH TeKYLLUMA PeXIM
3aWunThI:

e Permissive — 3almuTa akTMBHa, HO MCMOJb3YETCS paspeLlaroLas cTpaTerns: 4eNcTems,
HapyLlatoLe NoAnTUKM 6e30MacHOCTY, He 3anpeLLatoTcs, a TObKO GUKCMPYHOTCA B XypHase
ayavuTa.

e Enforced — 3alimTa aKTVBHa, UCMONL3YETCA 3anpeLlatollas cTpaTeris: AeiCTBums, HapyLlatoLme
NOAUTMKM 6e30MacHOCTI, PETUCTPUPYHOTCA B XXypHane ayamTa n 610KUPYHOTCS.

e Disabled — SELinux ycTaHOB/IEH, HO HEAKTVBEH.

Ecam SELinux paboTaet B pexume Enforced, cnepyet BpeMeHHO (Ha Neproj yCTaHOBKM
npoayKTa) nepeBecTu ee B pexxum Permissive. [1ns 3TOro BbINOJHUTE KOMaHAY

# setenforce 0

KOTOpas BpeMeHHO (A0 nepBown nepesarpysku cuctemol) nepeseget SELinux B pexxnm
Permissive.

PyKOBOACTBO noJsib3oBarena
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@ Kakoli 66l pexknm 3aLuThbl Bbl HY YCTaHOBWAW NpW NomoLum koMaHabl setenforce, nocne
: nepesarpysku onepauoHHol cuctembl SELINUX BepHeTCA B peXKnMm 3aluThl, 3aaHHbIV B
ee HacTporikax (0bbl4HO darn HacTpoek SELinux HaxoanTcs B
KaTasnore /etc/selinux).

Mocne ycnewHom ycTaHOBKM MPOAYKTa U3 YCTaHOBOYHOIO daiina, Ho A0 ero 3anycka u
aKTMBaLWM BepHUTE pexxunM Enforced, ans yero BbINOAHWUTE KOMaHAY:

# setenforce 1

2) Mpobaembl GyHKLNOHNPOBAHUA NPOAYKTA

B HekoTOopbIx cayyasx npu pabotatowem SELinux otaenbHble BCoMoraTtesibHble KOMMOHEHTbI
Dr.Web ans Linux (Takune, kak drweb-se 1 drweb-filecheck, ncnonssyembie CkaHepom un SplDer
Guard) He cMOryT 3anycTUTbCS, BCIEACTBME YEro CkaHMpoBaHWe 06beKTOB M MOHUTOPUHT
balrinoBoOWn cMCTEMbI CTaHYT HEBO3MOXHbI. [TpM3HaKOM TOro, YTO 3TV BCIOMOraTe/bHble MOZAYAN
He MOryT ObITb 3anyLUeHbl, ABASETCA nosBaeHme coobueHnin 06 owmnbkax 119 n 120 Ha rnaBHOM
okHe Dr.Web ans Linux n B cuctemHom xxypHane syslog (06bl4HO pacnosoxeH B

KaTanore /var/log/).

| Owmnbkm 119 1 120 Tak>ke MOryT CUrHaAM3MpPOBaTb O TOM, UTO Bbl MbITaeTeCh 3aMyCTUTb
: Dr.Web ans Linux B 64-61THOM Bepcumn onepaLMoHHON CUCTEMbI MPU OTCYTCTBUM
6M6MOTEKM MOAAEPXKKN NCMONHEHNUA 32-BUTHBIX MPUNOXKEHUI (CM. pa3gen CUCTeEMHbIe

1peboBaHus).

B cnyuae cpabatbiBaHus cuctembl 6e3onacHocTv SELinux nHdopmaums 06 otkazax ¢pukcmpyercs
TakXXe B CUCTEMHOM XYypHase ayauTa. B obuiem cayyae, npm ncnonb3oBaHWM B CUCTEME LEMOHA
audit, >xxypHan ayanTa pacnonaraetca B pavine /var/log/audit/audit.log. B npoTnBHOM
cnyyae coobLueHns o 3anpeTe onepawlmm 3anncbiBatoTca B o6LWnin Gpann

XypHana /var/log/messages Wan /var/log/syslog.

Ecam ycTaHoBAEHO, YTO BCOMOratesibHble MOAYAN He GYHKLUOHMPYHOT 13-3a TOT0, UTO OHU
6nokmpytotca SELinux, Heo6Xxo0A1MMO CKOMMUANPOBATL ANS HUX CrielnanbHble MOANTUKN
6e30mnacHoOCTU.

B HekoTOpbIX ANCTpUbYTMBax Linux ykazaHHble HVXXe YyTUAWUTLI MOTYT ObITb MO
: YMOJIYaHUIO He YCTaHOBAEHbI. B 3TOM ciyyae Bam, BO3MOXHO, NoTpebyetcs
[OMONHUTENBHO YCTaHOBUTL COAepKallue UX nakeThbl.

PyKOBOACTBO noJsib3oBarena
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Co3paHue nonutuk 6esonacHoctu SELinux:

1. Co3panTte HOBbIV dai C NCXOAHBIM KOoZoM noanTukn SELinux (Parin ¢ paclumpeHmnem . te).
[aHHbI dann onpesenseT orpaHUYEeHNs, OTHOCALLMECA K OMUCbIBAEMOMY MOAYJIHO.
NcxopHbIn dann noamTmkm MoxeT 6biTb co3saH ABYMSA cnocobamu:

1) C nomouwbro yTnanTel audit2allow. 310 Hanbonee npocTon cnocob, MOCKONbKY AaHHasA
YyTUAUTa reHepupyeT paspeLlatoLme npasBmaa Ha OCHOBe COObLLLeHNA 06 oTkasze B fOCTyne
B darinax cucTeMHbIX XypHanoB. BO3MOXHO 3asaTb aBTOMaTUYECKNA MOUCK COOBLLEHNIA B
darinax XypHasoB nan ykasatb NyTb K Gainy XXypHana BPyYHYHO.

ObpaTnTe BHMUMaHMeE, YTO 3TOT CMOCOH MOXHO MCMO/Ib30BaTb TO/ILKO B TOM CAy4yae, Korga
B CUCTEMHOM >XYypHaJie ayamnTa y>Ke 3aperucTpmpoBaHbl UHUUAEHTbI HAPYLLUEHWUS MOAUTUK
6e3onacHocTn SELinux komnoHeHTamu Dr.Web gns Linux. B chyuae ecam 310 He TaKk,
cnenyetT Uan AOXKAATbCA TakKUX MHLMAEHTOB B npoLecce paboTbl npoaykta Dr.Web ans
Linux, unn co3gatb paspeluaroLme NoAUTUKKU NPUHYAUTENbHO, BOCMO/Ib30BaBLUNCH
ytunutoin policygentool (cm. Huxe).

| Y1unuta audit2allow HaxoauTcsa B nakeTe policycoreutils-python nam
: policycoreutils-devel (ans OC RedHat Enterprise Linux, CentOS, Fedora, B
3aBMCUMOCTU OT BEpPCUM) UK B NakeTe python-sepolgen (gn1a OC Debian, Ubuntu).

Mpumep ncnonbsosaHus audit2allow:

# grep drweb-se.real /var/log/audit/audit.log | audit2allow -M drweb-se

B saHHOM npumepe ytuanta audit2allow npounssoant nounck B ¢pane audit.log
coobLLeHnn 06 oTkase B gocTtyne ana moayns drweb-se.

B pe3sysnbtate paboTbl yTranTbl co3garotca ABa darina: UCXOAHbIA Gan MOANTUKN drweb-
se.te M roTOBbIN K YCTAHOBKE MOAY/b NOAUTUKN drweb-se . pp.

Ecam noaxoasaiumx MHUMAEHTOB B CUCTEMHOM XYypHase He OBHapyXXeHo, yTuaUTa BepHeT
coobleHne o6 owmnbke.

B 60/bLUNHCTBE ClyyaeB BaM He NOTpebyeTcs BHOCUTb M3MEHEHUs B Gaii NONUTUKM,
co3gaHHbIn yTuamnton audit2allow. Mo3ToMy pekoMeHAyeTca cpasy NepexoAnTb K MyHKTY 4
[N19 YCTAHOBKM MOJYYEeHHOro MOAY s NOUTUKM drweb-se . pp. ObpaTuTe BHUMaHWeE, YT
no ymonyanuto ytunmta audit2allow B kauecTtBe pesynbrata cBOen paboTbl BbIBOAUT Ha
3KpaH rotoBbIv Bbi3oB koMaHAbl semodule. CkonnpoBas ero B KOMaHAHYH CTPOKY U
BbIMOJIHMB, Bbl BbINONHUTE NMYHKT 4. MNepernte K NyHKTY 2, TONbKO €C/IY Bbl XOTUTE BHECTU
N3MEHeHMA B MONNTUKM, aBTOMATUYeCkn chopMmpoBaHHble Ana KoMnoHeHToB Dr.Web ans
Linux.

2) C nomolubto yTmamTbl policygentool. [1n1s 3Toro ykaxuTe B KauecTBe NapameTpoB UMs
MOZAy/s, paboTy C KOTOPbIM Bbl XOTUTE HACTPOUTb, U MOJHbIN MYTb K €10 UCMOAHAEMOMY

danny.
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| Obpatunte BHMMaHWe, YTo yTnanTa policygentool, BxoasLas B coctaB naketa selinux-
: policy ans OC RedHat Enterprise Linux 1 CentOS Linux, MmoxeT paboTtaTb
HekoppeKkTHO. B TakoMm ciyyae Bocnosb3yintech ytuautol audit2allow.

Mpumep co3gaHua noantuk npu nomowm policygentool:

e /1ns drweb-se:

# policygentool drweb-se /opt/drweb.com/bin/drweb-se.real

e 1ns drweb-filecheck:

# policygentool drweb-filecheck /opt/drweb.com/bin/drweb-filecheck.real

Bam 6yseT npeasoxeHo ykasaTb HECKOIbKO OBLLMX XapaKTePUCTUK AOMeHa, MOoC/ie Yero
419 KaXA0ro Mogyna 6yayT co3aaHbl TpU aitna, OnpesenatoLmnx NoauTmKYy:

<module_name>.te, <module_name>.fc n <module_name>.if

2. Tpu HeobXoAMMOCTU OTpeAaKTUPYWTE CreHepPUPOBaHHbIA NCXOAHBIN Gaii NOANTUKM
<module_name>.te, a 3aTem, ncnonbsysa ytuamty checkmodule, co3aainte 6uHapHoe
npeacraBieHue (dbann ¢ paclwimpeHnemM .mod) MCXOAHOTO dGaiia NoKaNbHOM MOANTUKM.

| O6paTtnte BHUMaHMeE, UTO ANS YCNELIHOW paboTbl 3TON KOMaHAbl B CUCTEME A0JIKEH ObITb
: yCTaHOBJ/IEH NakeT checkpolicy.

I'Ipwvlep MCNONb30BaHUA:

# checkmodule -M -m -o drweb-se.mod drweb-se.te

3. Co3pganTe ycTaHaBAMBaEMbI MOAYNb MNOAUTUKM (dain C paclUMpeHEM . pp) C MOMOLLbIO
ytuantbl semodule_package.

Mpuwmep:

# semodule_ package -o drweb-se.pp -m drweb-se.mod

4. [ina yCTaHOBKM CO3A4aHHOIO MOZAYAA MOAUTUKN BOCMOAb3YyMTeCh yTuanton semodule.
Mpuwmep:

# semodule -i drweb-se.pp

[ns nonyyeHus JONOAHUTENBHOW MHPOPMaLMK O NpUHLMNax paboTbl 1 HacTpokn SELinux
obpatutech K JOKYMEHTaL MM MO UCNO/Ib3yeMOMY BaMu AUCTprbyTuBy Linux.

Hacrtpowuka paspewennnn PARSEC (Astra Linux)
B cuctemax, ocHaweHHbIx nogcuctemon 6esonacHoctv PARSEC (cuctema ynpaBaeHus

MaHZaTHbIM AOCTYMOM) M3-3a Pa3HOCTN YPOBHEW NPUBUAETNIA, HEOOXOANMBIX ANA JOCTyNa K
dannam, SpIDer Guard B pexume paboTbl No ymondaHuto (AUTO) He MOXeT nepexBaTbiBaTb

PyKOBOACTBO noJsib3oBarena
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cobbITnA 0 gocTyne K darnam ¢ 6osee BbICOKMMU YPOBHAMMU MPUBUAETNIN, HEXXENN YPOBEHb
npvBuaernn, Ha kotopom 3anyuieH SplDer Guard. Kpome Toro, B ciyyae ecam nonb3oBatenb
paboTaeT Ha OT/IMYHOM OT Hy/if YPOBHE NpuBuaerni, rpadpudecknin nntepderic Dr.Web ans Linux
He MOXeT B3aumogerictBoBatb co SpIDer Guard n cepBMCHBIMU KOMMOHEHTaMN aHTUBUPYCa,
paboTatoWwnmMmM Ha APYrX YPOBHAX NMPUBWUAETNIA, B TOM YMCNE MOXET OTCYTCTBOBATb JOCTYM K
KOHCONNANPOBAHHOMY KapaHTVHY.

[na ocywecTBaeHNsa 3TUX onepauuii HeobxoAnMbI MpaBa Cyrnepnoab3oBaTens (Nonb3oBaTens
root). lna nonyyeHna npas Cyneprnoib3oBaTesid BOCMOAb3yNTeCb KOMaHAOW CMeHbI
Noab30BaTeNs SU UAN KOMaHAOW BbIMOAHEHWS OT UMEHW Apyroro nosab3osatens sudo.

Hacrtpowika SpIDer Guard ansa nepexBata cobbiTnii aoctyna Kk ¢ainsiam c
No6biM ypOoBHEM NpUBUIETUA

[nsa npepoctaBneHms pannosomy MoHuTopy SplDer Guard BO3MOXHOCTM OBHapy>XmnBaTb AOCTYN
K dannam, MMerLLMM NHo60oN ypoBeHb NPUBMUAETNA JOCTyNa, Heobxoammo nepesectn SplDer
Guard B pexum pabotbl LKM (byaeT ncnonb3oBaH cnelymanbHbl 3arpy>KaemMblil MOAy b A4pa
Linux, noctaBasembii coBmectHO ¢ Dr.Web ans Linux).

Ytobbl nepeBectn SplDer Guard B pexkum paboTbl LKM, BbINOAHUTE CEAYOLLYHO KOMaHAY:

# drweb-ctl cfset LinuxSpider.Mode LKM

[Ana nonyyeHns JOMNOAHUTENbHOW MHPOPMALMN UCMOAb3YNTE KOMaHAY:

$ man drweb-spider

HactpoWika aHTMBUpYCa A1 KOPPEKTHOrO 3anycka Ha /lo6om ypoBHe
npuBuaerum

UYto6bI BCe KOMMOHeHTbI aHTuBMpYca (CkaHep, MoHUTOpbI SpIDer Guard n SpIDer Gate,
rpaduyeckmii MHTEPdENC N yTuanTa yrnpaBieHrs U3 KOMaHAHOW CTPOKM) KOPPEKTHO
B3aMMOZENCTBOBaNN MeXAy COBOWN Mpum 1X 3anycke Ha pa3HbIX YPOBHAX MPUBUAETUNA,
HeobXxoAMMO BHECTM M3MEHEHWS B CLLEHapUWI 3arnycka AeMOoHa yrnpaB/ieHusa KoHburypawmen
Dr.Web ans Linux (drweb-configd) — cepBucHoro komnoHeHTa npoaykTta, obecrneyvBatoLLero
B3aMMOZENCTBME BCEX aHTUBUPYCHbIX KOMMOHEHTOB MeXay COHON.

[na 3T0ro BbINONHUTE CnegytoLuee:

1. CoBepwunTe BXOZA B CUCTEMY C MCMONb30BaHNEM HYNEBOTO YPOBHSA NPUBUAETUN.

2. B n1ro6oM TeKCTOBOM pesakTope oTkponTte dain cueHapus /etc/init.d/drweb-configd
(Heobx0AMMbI NpaBa Cyrneprnoab3oBaTens).

3. Hangute B 3TOM danne onpegenerne pyHKUMM start daemon (), B KOTOPOM 3aMeHUTe
CTPOKY

"SDAEMON" -d -p "S$PIDFILE" >/dev/null 2>g&l

PyKOBOACTBO noJsib3oBarena
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Ha CTPOKy

execaps -c 0x100 -- "$DAEMON" -d -p "SPIDFILE" >/dev/null 2>s&l

4. B HekoTopbIx OC (Hanpumep, Astra Linux SE 1.3) moxeT noTpeboBatbcs yka3aTb

AOMOJIHUTENBHO 3aBMCMMOCTb 3anycka KoMmnoHeHTa ot nogcucremsl PARSEC. B atom ciyyae
TakXke HeoHXoAMMO MoANPULMPOBaTL B 3TOM dailie CTPOKY:

# Required-Start: $local fs S$network

N3meHuTe faHHyo CTPOKy CieaytoLymM obpasom:

# Required-Start: $local fs S$network parsec

5. CoxpaHuTe dann 1 nepesarpysmTte CUCTEMY.

PyKOBOACTBO noJsib3oBarena
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Pa6orta c Dr.Web gna Linux

Pabota nonb3oBatens ¢ Dr.Web ans Linux MOXeT Npon3BoanTbCs Kak B rpadnyeckom pexrme,
MPY NOMOLLM KOMMOHEHTA, MPeAOCTaBAsAoLLIErO rpaduyeckuii MHTepdENC ynpaBaeHns, Tak n 13
KOMaHZAHOW CTPOKM (BKAtOUas paboTy Yepes aMynsTopbl TEpMUHaNa B rpaduyeckoro pexxnme).

[Ana 3anycka rpaduueckoro nHtepderica ynpasnexnsa Dr.Web ana Linux Heobxoaumo Bbibpath
nyHkT Dr.Web ans Linux B cuctemHom MeHto MpunodkeHuns, nam BbINOAHWUTb B KOMaHAHOM
CTPOKe OnepaumoHHOM CUCTEMbI KOMaHAy:

$ drweb-gui

Mocne 3TOroO, ecan okpy>xeHve rpapuyeckoro pabouero ctona AocTynHo, byaet 3anyLueH
rpadpuyeckn nHtepdeinc ynpasnennsa Dr.Web gna Linux. lna 3anycka nposepku npu ctapTte
rpaduryeckoro nHTepdeica nan Ana 3anycka ero B pexkmume aBTOHOMHOWN KOMUK, MOXHO
BOCMO/1b30BaTbCA BbI3OBOM AaHHOW KOMaH/bl C apryMmeHTamu.

YnpasneHue pabotoin Dr.Web ans Linux 13 KOMaHAHOM CTPOKM pacCMOTPEHO B pa3gese PaboTa
13 KOMaHAHOW CTPOKMU.

Ans rpaduryeckmx cpes paboyero ctona Takxke NoaAep>KMBaeTcs 3anyck nposepku ¢aiios m3
naHenn 3agay (takoun kak Unity Launcher 8 OC Ubuntu) 1 13 rpadurueckoro dpannosoro
MeHezxepa (takoro kak Nautilus). Kpome Toro, B 06nactv yBegomneHnin paboyero crona,
oTObpaXkaeTcs MHANKATOP COCTOAHMS, UCNOJb3yEMbIA A/1f NOKa3a BCMJIbIBAOLNX YBEAOMIEHWI
W AOCTyNa K KOHTEKCTHOMY MEHH MpuaoXxeHus. HankaTop oTobpakaeTcs areHTom
yBEAOM/IEHWUI, KOTOPbIN, KakK 1 Apyrve CepBUCHbIE KOMMOHEHTbI NMPUAOXEHUS, 3amnyckaeTcs
aBTOMaTUYeCckn 1 He TpebyeT pyUyHOro BMeLLATeIbCTBa B CBOKD paboTy. MNogpobHee cMm. B
pasgene VHTerpaums co cpenon paboyero crona.

Mocne ycraHoBku Dr.Web ansa Linux ntobbiM 13 yKa3aHHbIX B JaHHOM PyKOBOZACTBE
cnocoboB, B Havane paboTbl, BaM NoTpebyeTcs akTMBMPOBaTh NNLLEH3MIO, 1MHO
YCTaHOBWTb KNFOUEBOW Balisl, eC/IN OH Y Bac Y>Ke UMeeTcs, uan nogkntounts Dr.Web ana
Linux k cepBepy LieHTpann3oBaHHOW 3alwuTbl (cM. pa3gen JlvueH3vposaHue). o Tex nop,
moKa Bbl 3TOrO He cAenaeTe, PyHKYUuU aHmMueupycHou 3awjumsl 6y0ym omkJroYHeHsl.

O6patnte BHUMaHMe, YTO NOYTOBLIV NPOTOKo IMAP, KOTOPbIV B 6ONBLUMHCTBE CyYaeB
MCMONb3yEeTCA MOYTOBLIMUK KaneHTamu (Takmmu, kak Mozilla Thunderbird) ans
MOJlyYEHMS COODLLLEHNA 3NEKTPOHHOWN MOYThI C MOYTOBOTO CEPBEpPA, ABASETCA
ceaHcoBbIM. [103TOMY Mocne BHeCeHUS U3MeHeHUM B paboTy MoHuTopa SplDer Gate
(BKNFOYEHME paHee OTKNHOUYEHHOTO MOHUTOPA, U3MEHEHWe pexxriMa MPOoBepKU
3aLUULLEHHBIX COeAVHEHNN) HEOBXOANMMO 0653aTesIbHO Nepe3anyCTUTb MOYTOBbINA KJANEHT
Ans Toro, 4tobbl MoHMTOpP SpIDer Gate cMOr NPoOBEPATL BXOAALLME COOBOLLEHNS nocie
N3MEHEHMA pexnma CBOen paboThbl.

PyKOBOACTBO noJsib3oBarena
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Pa6oTa B rpadpmueckom pexxmme

3a paboty Dr.Web ans Linux B okpy>keHMn paboyero cTona OTBeYaeT ABa KOMMOHEHTa:

e AreHT YBEJOMIEHUA — KOMIMOHEHT, 3amnyckaemMbli aBTOMATUYECKN NPW Hayane ceaHca paboTbl
nosib30BaTeNA B OKPY>XeHn paboyero ctona. ToT KOMMOHEHT MOKa3blBaeT BCMJIbIBAOLLNE
yBEAOMAEHMA O COObITUAX B paboTe NpoAyKTa, a Takxke NpeAoCTaBASeT NHANKATOP COCTOAHMA
Dr.Web ans Linux B 061aCTV CUCTEMHBIX YBEAOMAEHUIA U OCHOBHOE MEHHO A5
B3aVMMOZENCTBMSA C NPOAYKTOM.

e [paduuecknin nHTepdernc — KOMMOHEHT, paboTaroLLnii B OKPY>KeHUN rpaduryeckoro pabouero
CTONa N NPeAOCTaBAAIOLWNA OKOHHbIM MHTepdENC ans ynpasaeHuns paboton Dr.Web ans Linux.

AreHT yBegOMIeHUN
AreHT yBegomneHunii Dr.Web ans Linux npegHa3sHayeH ans:

OtobpaxxeHuns nHavkaTopa coctoaHus Dr.Web ana Linux.

1.

2. YnpaBneHusa MOHUTOpamu 1 06HOBNEHWEM, 3anycka rpaduyeckoro nHTepdenca ynpasaeHus.
3. MNoka3a BCMJbIBAKOLMNX YBEAOMIEHUIN O COBBITUAX.
4.

3anycka NpoBepoK Mo 3aZ,aHHOMY pacnMCaHuIo.

paduueckuu nHrepdeinc ynpasneHums
Mpaduueckmn nHtepdeic ynpasneHnsa Dr.Web ana Linux no3sonseT pelwartb ciegytoLine 3ajaun:

1. MpocmoTtp coctoaHusa paboTel Dr.Web ans Linux, Bkitouas akTyasbHOCTb UMEROLLMXCA
BMPYCHbIX 6a3 1 Cpoka AeNCTBUA NNLIEH3UN.

2. 3anyck 1 octaHoBKa MoHuTOpa dannosou cuctemsl SpliDer Guard.

3. 3anyck 1 ocTaHOBKa MOHUTOPA CeTeBbIX coeanHeHnin SplDer Gate.

4. 3anyck npoeepku danios no TpeboBaHMIo, B TOM YNCAE:

e bbicmpasa npogepka CUCTEMHbIX GanNioB 1 Hanbosiee yA3BUMbIX CUCTEMHbIX OOBEKTOB.
e [lonHasa nposepka Bcex GaNioB CUCTEMBbI.

e Bbibopo4Has nposepka TONbKO yKa3aHHbIX GalioB 1 KaTasoros UM CneLmann3mpoBaHHbIX
06BEKTOB (3arpy304HbIX 3aMMUCEN AUCKOB, aKTUBHbIX MPOLLECCOB).

Bbibop daiinos ana npoBepKkmn BbINONHAETCA Kak YKa3daHWeM LieseBbIX KaTanoros nav ¢panios
nepej 3anmyckoM NpOBepPKM, Tak 1 1x nepetacknaHvem («drag and drop») MbiLbIO N3 OKHa
PannoBoro MeHezxepa Ha rnaBHYH CTpaHuULy (CM. HUXKe) UK Ha cTpaHuuy CkaHep OkHa
Dr.Web ans Linux.

5. O630p BCex yrpos, obHapyxeHHbIXx Dr.Web ans Linux BO BpemMs TekyLero ceaHca paboTbl B
rpadryeckom pexurme, BKIOUas 0630p HEUTPAM3OBaHHbIX U NMPOMYLLEHHbIX YTPO3, a Takxe
06beKTOB, NepeMeLLeHHbIX B KaPaHTUH.

6. O630p 06BLEKTOB, nepeMeLleHHbIX B KapPaHTUH, C BO3MO>XHOCTbHO X OKOHYaTe/IbHOTO
yaaneHna nan BOCCTaHOBJIEHUA.

PyKOBOACTBO noJsib3oBarena
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7. Hactpovika napameTpoB pabotbl komnoHeHToB Dr.Web ana Linux, Bkatouyas cnegyrowme
napameTpbl:

o [levictBua, kotopble CkaHepy 1 SpIDer Guard cnegyeT aBTOMaTMYeCckn NPUMeHATb K
obHapy>XeHHbIM yrpo3am (B 3aBUCUMOCTM OT UX TUMa).

e [lepeyeHb kaTanoroB 1 $GannoB, KOTOPblE HE JOMKHbBI NPoBepATbcA CKaHepoOM U He
AODKHBI KOHTPONNMPOBATLCA MOHUTOPOM dainosor cuctemsl SplDer Guard.

e YepHble 1 benblie cnmcky Beb6-CcavToOB U HEXeNaTeNbHbIX KaTeropui Beb-pecypcos,
ncnonblyemble MOHUTOPOM SplDer Gate, a Takke napameTpbl NPoBepky Gannos,
3arpy>eHHbIX U3 ceTn VIHTepHeT nan NosyYeHHbIX MO 3NEKTPOHHOW nouTe.

e PacnucaHuve nnaHoBbIx NPOBepoK $alnIoBOM CUCTEMbI, BKAKOYAA MePUOANYHOCTb U TUM
NpOV3BOAMMON NPOBEPKY, a TakKe nepeyeHb 06BEKTOB, NOANEXALLNX BbIOOPOYHOM
npoBepKe COrnacHo 3aZaHHOMY pacrnucaHuio.

e Pexxvm paboTbl (NOAKAOUEHME K CEPBEPY LEHTPAM3OBAHHOM 3aLUNTbI U OTKAOYEHWE OT
Hero).

e [lapameTpbl MOHUTOPWUHIa CETEBOW aKTMBHOCTW, BK/OYAsA aHaAn3 3alinppoBaHHOIo
Tpaduka.

e PazpelleHre Ha ncnosnb3osaHue cepsuca Dr.Web Cloud.

8. YnpaBneHue nvueH3namm (BbinonHAeTCA Yepes MeHeaxep NVLLEH3NI).

[Ana koppekTHOM paboTbl Dr.Web ans Linux Heobxoanmo, UTObbI NpesBapuTENbHO HbiIN
3anyLLUeHbl ero CEPBUCHbIE KOMMOHEHTbI, B MPOTVBHOM C/ly4ae OH 3aBEPLUMT CBOHO
paboTy HenmocpeACTBEHHO MOC/e 3aMycka, BblAaB COOTBETCTBYIOLLee NpeaynpexeHue. B
LUTaTHOM peXxuMe Bce HeObXOoAMMble CePBUCHbIE KOMMOHEHTbI 3aMycKaroTcs
aBTOMaTUYeCcKn 1 He TpebytoT BMeLLaTeNbCTBa MOJIb30BaTeNS.

PyKOBOACTBO noJsib3oBarena
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BHewHn BUA rpaduueckoro uHtepdenca ynpaBaeHus

Buga rnaBHOro okHa rpaguyeckoro nHtepderica ynpasneHuns Dr.Web gnsa Linux npeactaBneH Ha
PUCYHKE HUXe.

Dr.Web gnsa Linux

= [aees]
(7] ;ﬁa 5| splDer Guard BKIOYEH
fg‘v
N \ , ~
w SplDer Gate BK/HOYEH
MepeTawmre clofga Q CkaHep
dannsl LNK HaxkMuTe
nna ebibopa
w MNocnegHee obHoBneHWE 13:31 18/03/2015
(I |
'E} i JMueHsua 0CT3aNoch 324 AHA
?

PucyHok 20. F'pa¢dpuueckunii untepdeiic ynpasnedunsa Dr.Web ansa Linux

B neBoi yactn okHa pacnono>XxXeHa HaBUraulMoHHaA naHes b, KHOMKKN KOTOpOVI MO3BOJIAOT
BbIMO/IHUTb Csiegyroumne AGVICTBVIH.

KHonka

OnucaHune

1. MocTroAHHO AOCTYyMHbIE

]

OTKpbIBAET rNaBHYH CTPaHULYy, Ha KOTOPOWN MMEETCS BO3IMOXHOCTb:

e BkAtOUMTb MAKM BBIKIOUNTE MOHUTOP dalinoBoi cuctemsl SplDer Guard.
e BKAOUMTL MKW BBIK/IOUNTE MOHUTOP CeTEBbIX coefnHeHui SplDer Gate.

e 3anycTuTb NpoBepky 06bEKTOB PainoBoin cucteMsl (Galinos, 3arpy304HbIX 3anuncen) un
3anyLLeHHbIX MPOLLEeCccoB.

e MpoCMOTPETL COCTOSHNE aKTyalbHOCTU BUPYCHbIX 6a3 1 BbINMOJAHWUTL X OOHOBEHMWE MpK
HEeobXoANMOCTH.

e 3anyctnTb MeHeaxep NLEH3UA A8 NPOCMOTPa COCTOAHMA TEKYLLEN TNLEH3NN U
perncrpauum HoBOR, MPU HEOBXOAMMOCTMU.

OTKpbIBaeT CTpaHMLy paboTbl C KAPAHTUHOM, MO3BOAIOLLYHO MPOCMOTPEThL Gaibl,
NMOMeLLeHHble B KapaHTWH, a TakXKe BbIMOJHUTb WX YAaNeHNE AN BOCCTaHOBAEHNE U3
KapaHTVHa.

OTKpbIBaeT OKHO HacTponkin paboTel Dr.Web ans Linux, B yacTHOCTK:

e CkaHepa 06beKTOB (panNnoBON CUCTEMBI.
e MoHuTopa dalinosoin cuctembl SplDer Guard.

e MoHuTOpa ceTeBbIx coeanHeHnin SplDer Gate.

PyKOBOACTBO noJsib3oBarena
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OnucaHune

e 3anycka NpPoOBepOK Mo pacrnucaHuio.

Kpome Toro, 3aecb MOXeT ObITb HaCTpOeHa paboTa B peXXMMe LieHTPaan30BaHHOM 3aLLUThI.

MpepocraBaseT 4OCTYN K CNpaBOYHbIM MaTepuanam 1 BCromoraTesibHbIM pecypcam
KomnaHun «JokTop Beb»:

e /IHpopmauma o npoaykre.

PykoBOACTBO nosb3oBaTens.
®opym Dr.Web.

TexHunuyeckaa nogaepKKa.

MepcoHanbHbIN kKabuHeT nosb3oBatens Mowu Dr.Web.

Bce ccbinkm OTKPbIBAKOTCA B 6pay3epe, YyCTaHOBJIEHHOM B CUCTEME.

2. I'Ioslsnmou.mecn B 3aBUCMMOCTU OT yCI'IOBVIﬁ

OTKprBaET CTpaHuLUy CrnckKa 3afad npoBepPKU q)al;lflo& B KOTOPOM MMEHKOTCA
Heé3aBepLllueHHble (BbII'IOJ'IHﬂI-OLLI,I/IECﬂ) 3ajayn rnpoBepPKn.

Hpucymcmeyem Ha HG€U20L{UOHHO& nadesiu moJibko 8 cjiy4yae eciu xomsd 661 00Ha nposepka
8bIN0J/IHAEMCA.

OTKprBaET CTpaHULy CrncKa pe3ybTaTOB 3aKOHYEHHbIX MPOBEPOK. OKpaLLII/IBaETCﬂ B
3aBUCUMOCTW OT pe3yabTaTta:

1) 3eneHas — BCe NPOBEPKMN 3aKOHUMNANCH YCMELIHO, BCE HAaWAEHHbIE YrpO3bl, €V HaWAEHbI,
obe3BpexeHbI.

2) KpacHas — nmetoTcs Heobe3BpeXeHHbIe Yrpo3bl.

3) Xentas — kakas-AmMbo 13 NPOBEPOK 3aBepLUNIACh BCIEACTBUE OLUMOKN.

[Mpucymcmayem Ha Hagu2ayUOHHOU NAaHe/U MOJLKO 8 C/ly4Yae ec/iu 3anyckanace xoms bbl
00Ha nposepka.

OTKpbIBaeT CTpaHULYy MPOCMOTPa Yrpo3, obHapy>XeHHbIX Mpu npoBepke $GaliioB ckaHepoM
A MoHUTOopoM ¢arnosol cuctemsl SplDer Guard.

[Mpucymcmaeyem Ha HaguU2ayUOHHOU NAaHe/U MOJILKO 8 C/ly4Yae eciu UMeromcsi 06HapyxxeHHole
y2po3sl.

rlpl/lcyTCTByET Ha HaBI/IFaLI,I/IOHHOI‘/II naHeJin TONIbKO B C/lydae eCin OTKPbITa U aKTUBHa
CTpaHuLUa 3anyCcka CKaHNPOBaHUA.

Mpu nepexode Ha A6y Opy2yr0 CMPAHUYY 21a8HO20 OKHA, d MAkxe npu 3anycke
CKAHUPOBAHUS CMPAHUYa 3anycka ckaHupoeaHusi 6ydem asmomamuyecku 3akpeimd, a
KHONKA ybpaHa ¢ Hasu2ayuoHHOU naHesu.

MpwucyTcTBYeT Ha HaBUraLMOHHOW NaHes v TONbKO B Cy4Yae ecin OTKpbITa U akTUBHa
cTpaHuua ynpaeneHunsa SplDer Guard.

PyKOBOACTBO noJsib3oBarena
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KHonka  OnwucaHue

lpu nepexode Ha stobyro Opyayro CMpaHuULy e1asHo20 OKHA, cmpaHuya ynpasseHus SplDer
Guard 6ydem asmomamu4ecku 3akpbima, a KHONKa yopaHa ¢ HagueayuoHHoOU naHeu.

@ MpuUcyTCTBYET Ha HaBUraLMOHHOW MaHeNN TOIbKO B CIy4ae ecan OTKPbITa U akTUBHA
cTpaHuua ynpaeaeHns SplDer Gate.

Mpu nepexode Ha At06YHO Opy2yro CMPAHUYY 21a8HO20 OKHA, CMpaHuya ynpagaeHus SplDer
Gate 6ydem aemomamuyecku 3akpeimd, a KHONKA yopaHa ¢ Hagu2ayuoHHoU naHesu.

@ MpucyTCTBYET Ha HaBUraLMOHHOW MNaHeNn TOIbKO B C1y4ae ecan OTKPbITa U akTUBHA
CTpaHuua ynpasaeHnss O6HOBAEHUSMMU.

lpu nepexode Ha 06y Opy2yro CMPAHULY 21a8HO20 OKHA, CMpaHuyd ynpasieHus
06HoseHusaAMU 6ydem asmomamudyecku 3akpsima, a KHonka yopaHa ¢ HagueayuoHHoU
nadesu.

i MpucyTCTBYET Ha HaBUraLMOHHOW MaHeNN TOIbKO B ClyYae ecan OTKPbITa U akTUBHA
] cTpaHuua MeHegykepa NMLEH3NIA.

lpu nepexode Ha Oy Opy2yro CMPAHUYY 21a8HO20 0KHA, cmpaHuya MeHedxepa nuyeH3uli
6ydem asmomamudyecku 3dKpsima, a KHonka yoparHa ¢ HagueayuoHHoU naHesu.

FnaBHas CTpaHuUUa

Ha rnaBHOW cTpaHuue OkHa rpadumyeckoro nHtepdenica ynpasnenuns Dr.Web ans Linux
pacrnonoxeHa uenesas 061acTb («MULLEHB») ANA NMepeTackBaHna GannoB 1 KaTaaoros,
nognexatmx nposepke. OHa oTMeyeHa Haanvcbto MepeTawmuTe croga paibl LN HAXKMUTE
Ana Bblbopa. [py nepetacknBaHM 1 OTNycKaHUM $anioB 1 KaTasoros 13 okHa GpanioBoro
MeHea)Kepa Ha rnaBHyo cTpaHuLua okHa Dr.Web ans Linux 3anyckaeTcs nx BblbopoyHas
npoBepka (ecnn CkaHep y>Xe BbIMONHAET Kakyro-1Mbo NpoBepKy, TO 3ajaya NPOBEPKM
yKazaHHbIX GalnioB CTaBUTCA B 0Yepesp).

Takoke Ha rnaBHOW CTpaHULLe OKHa PacroNOXeHbl CaeaytoLme KHOMKM:

e SpIDer Guard — oTobpaxaeT TekyLee COCTOAHME, B KOTOPOM HaxoAUTCA MOHUTOP $hannoBown
cuctembl SpIDer Guard. Mpur HaXaTnmn OTKPbIBAET CTPaHULLY YNpPaB/ieHMs, Ha KOTOPOI MOXHO
3anycTuTb uam octaHoBuTb SplDer Guard, a Takxxe NPOCMOTPETb CTaTUCTUKY ero paboTsbl

e SpIDer Gate — oTo6pa>aeT TekyLyee COCTOSHNE, B KOTOPOM HaxOAWUTCS MOHUTOP CETEBbIX
coeavHeHnii SplDer Gate. MNpw HaxkaTUmM OTKPbIBAET CTPaHULLY YNpaBAeH s, Ha KOTOPOW MOXHO
3anycTuTb uam octaHoBuTb SplDer Gate, a Tak)Ke MPOCMOTPETb CTAaTUCTUKY ero paboTbl.

e CkaHep — NO3BO/ISIET OTKPbITb CTPAHWLLY 3arycka NpoBepkn $GaliioB, KaTasoroB u Apyrmx
06beKkTOB GanNoBON cMCTEMbI (HaNpUMep, 3arpy304UHble 3anuncK).

¢ MocnepHee o6HOBNEHME — OTOOPaAXKAET TeKyllee COCTOSHVE OBOHOBAEHWSA BUPYCHbIX 6a3. Mpw
HaXaTUW OTKPbIBaeT CTPaHWLLy yrpaBaeHns OOHOBNEHNEM, Ha KOTOPON MOXHO 3amnyCTuThb
npotiecc 0bHoBAeHMs MO TpeboBaHMIo.

PyKOBOACTBO noJsib3oBarena
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o JlnueH3na — otobpaxkaeT COCToAHME TeKyLLen AnLeH3nn. [py HaxxaTuy OTKpbIBaeT CTpaHuLy
MeHeaxkepa JIMLEH3MIA, HAa KOTOPOW MOXHO 03HaKOMUTbLCS C 6onee AeTanbHoW MHbOpMaLmen
O TeKyLL el IMLEH3MI, a TakKe BbINMOAHWUTL NpoLeAypy NPUOBpeTeHNs U perncTpaLm HoBOM
NNLEeH3MK, ecan 3To TpebyeTcs.

UHTerpaums co cpepoii pabouero crtona

Dr.Web ans Linux noaaep>vBaet yeTblipe cnocoba nHTerpauum ¢ rpaduyecknm oKpy>KeHnem
pabouero cTona:

e OTobpaxeHue B 061acTV yBEAOMAEHNA paboyero cTosa NUKTOrPaMMbl MPUIOXKEHNS,
UrparoLLen posib MHAMKATOPA COCTOSHUSA, MO3BOJIAOLLENO Bbl3BaTb KOHTEKCTHOE MEHHD
NPUIOXKEHUS;

e BbI30B KOHTEKCTHOIrO MEHIO C OCHOBHbIMUW KOMaHAamu NpoBepky GansoB Npu HaxaTum
NpaBOW KJaBULLM MbILIM Ha MUKTOrPaMMe NPUAOXKEHNA B MaHenu 3aay;

e 3anyck npoBepky $pannoB 1 KaTasoroB Npv NOMOLLN KOMaHbl KOHTEKCTHOTO MEHHO B
rpaduryeckom $ariIoBOM MeHeaXKepe;

e 3anyck npoBepkn GainioB 1 KaTasoroB Npu nepeTackmMBaHNN UX MbILLbIO Ha FNaBHYH CTPaHULLy
okHa Dr.Web gns Linux.

MHaukaTop npunoXkeHnsa B obnactn yBegomaeHui

MNocne BxoAa Nonb3oBaTens B cuctemMy, B obnact yBegomieHui paboyero ctona (ecam oHa
NOAAEP>KMBAETCA NCMONb3yeMON rpadryeckon Cpeson) areHT yBeJOMIEeHNA oTobpaxaeTt
WHANKATOP, MMEeRLLUIA BUA MUKTOrpaMMbl ¢ iorotmnomM Dr.Web ans Linux. iHgukaTtop
NCMONb3yeTCA ANA OTOOPaXKeHNA cTaTyca NPUNOXKEHMSA, @ TaKXKe AOCTyNa K KOHTEKCTHOMY MEHHO
Dr.Web ans Linux. Mpn Hannumm kaknx-nmbo npobaem B paboTe npoaykTa (Hanpumep, ycrapenu
BMPYCHble 6a3bl UM 3aKaHUYMBAETCA CPOK AENCTBUA NNLIEH3MM) B MHAMKATOPE NOBEPX N0OroTmna

Dr.Web ans Linux oTobpaaeTca cMMBOJI BOCKAWLIATENbHOTO 3HaKa: )
Kpome nHamKaTopa COCTOAHMA, areHT yBeJOMEeHWI Takxke oTobpaxaeT BCMJibiBaroLL e

yBeAoMIeHMs, MHOOPMUPYIOLLMX MNOIb30BaTeNs O BaXHbIX cObbITUAX B paboTe Dr.Web ans Linux,
TaKuX, Kak:

e O6Hapy>XeHa yrpo3sa (B ToM umcie — pe3ngeHTHbIMU MoHuTopamu SplDer Guard n SpIDer
Gate).

e 3aKkaHuuMBaeTcA CpoK AGVICTBMFI JINUEH3NIN.

Mpuv HaXaTUK KNaBULLIEN MbILIX Ha MUKTOrPaMMy MPUNOXKEHUA Ha 3KpaHe OTobpakaeTcs
KOHTeKcTHoe MeHto Dr.Web ans Linux.

PyKOBOACTBO noJsib3oBarena
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& OTKpbITE Dr'Web ana Linux

® orknounTh SplDer Gate

B ortkntoumts SpiDer Guard

PucyHok 21. KoHTekcTHOe MeHIo uHankatopa Dr.Web ansa Linux

Mpw BbIbOpe nyHKTa MeHto OTKpbITL Dr.Web ans Linux Ha skpaHe nossaseTca OKHO
rpapurueckoro nHtepdenca ynpasnenns Dr.Web ans Linux, T.e. nponcxoant ero 3anyck. Beibop
NyHKTOB MeH0 BkatounTtb SpIDer Gate/Otkntountb SpIDer Gate v Bkatountb SplDer
Guard/Otknrountb SplDer Guard no3BoAsET 3aNyCTUTb UM 3aBEPLUNTL PaboTy
CooTBeTCTBYIOLWEro MoHmTopa. ObpaTvTe BHMMaHWe, YTO ANS BbIKAOYEHMA paboTbl Nt060ro
MOHWTOPa BaM ByaeT HeOBXOAMMO MPOUTM ayTeHTUDUKALMIO, YKa3aB JIOTWUH 1 Napob
nonb3oBaTens, 0b6aajaoWwero agMMHNUCTPATMBHBIMW MpaBaMu (CM. YNpasaeHne npasamu
npuaoxenus). Beibop nyHkta O6HOBUTL NPUHYANTENBHO 3anycKaeT NpoLeypy NosyyYeHus
O6HOBAEHNA.

Ecav nHamkaTop ykasbiBaeT Ha Haanume npobaem B GyHKLMOHUpoBaHuM Dr.Web ans Linux, To B
MEHH NUKTOrpaMma COOTBETCTBYHOLLEro MyHKTa, BbiI3BaBLLEro npobaemMy, Takxxe cHabxaetcs

CMMBOJIOM BOCKNNLLATE/IbHOIO 3HaKa, Hanpmmep: .

Mpob6nembl B paboTte nHaMKaTopa NpUIOIKEeHUA

1. Ecan nHankaTtop oTobpaxkaeTca ¢ CMMBOJIOM KPUTUYECKOW OLLINOKN , a Bbinagatolee
MEHIO COAEPXKMT TOIbKO HeakTUBHbIN MYHKT 3anyck, 3To 03HayaeT, 4to Dr.Web ans Linux He
MOXKEeT 3aMnyCTUTbCA M3-3a TOrO, YTO HEKOTOPbIE CEPBUCHbIE KOMMOHEHTbI HeAOCTYMHbI. Ecan
3TO COCTOAHME NPOAOJIKAETCA AINTENbHOE BPeMs, TO MONpobyiTe YCTPaHUTL 3Ty OWNOKY
CaMOCTOATENbHO, WV 0BPaTUTECh B TEXHUYECKYHO MOAAEPXKKY.

2. Ecnv nocne Bxoga Nonb3oBaTens B CUCTEMY MHAMKATOP He oTobpa3suacsa B obnactu
yBefoMaeHu paboyero ctona, nonpobymTe yCTpaHuTb 3Ty OLIMOKY CaMOCTOATENbHO, UK
obpaTnTeCh B TEXHUYECKYIO MOAAEPXKKY.

l B HEKOTOPbIX OKPY>XXEHUAX pa6oqero CTOJ1a BHELLHWI BUA 1 noBegeHune nHAMKaTtopa
: MOTYT OT/In4aTbCA OT ONMNCAHHOIO, HarpMep, MOoryT He OTO6pa)KaTbCﬂ NUKTOrpamMmbl B
BbiMnajgaroLlieM MeHH.

KoHTekcTHOe MeHIo NMUKTOrpamMmbl naHen 3aaad

Ecam okpy>xeHne pabouero ctona nogaep>KvBaeT UCNOb30BaHKE MaHenn 3ajad, Hanpumep,
Takou kak Unity Launcher B OC Ubuntu, To npu 3anycke rpadumueckoro nHrepderica Dr.Web
Ana Linux, Ha NnaHenn 3aja4 NOABUTCA KHOMKA C MUKTOrPamMMOK NpuaoxeHus. na atoro
peKkoMeHAyeTCa 3anyckaTb NpuaoXeHne yepes Bbibop nyHkTa Dr.Web ans Linux B meHo
Mpuno>keHus. Haxxatne NpaBKoOW KNaBULLM MbILIW Ha KHOMKY C MUKTOrPaMMOM 3anyLLeHHOro
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MPUNOXKEHWUA OTKPOET Ha SKPaHe KOHTEKCTHOE MEHIO, MPUMEPHbIV BUJ KOTOPOTro NMokasaH Ha
pucyHke Huxke (meHto ana Unity Launcher 8 OC Ubuntu 12.04).

BbICTPaA NpoBepka

MonHaa npoBepka

BbibopoYHan NpoBepKa

Drweb ana Linux

MPHUKPENMTE K NaHenn

BoIATH

PucyHok 22. KoHTekcTtHoe meHio Dr.Web ans Linux B naHenwn 3apau

Bbibop nyHkTOB BbicTpas npoBepka, MonHas npoBepka 1 BbibopouHaa npoBepka No3BosfeT
3anyCcTUTb COOTBETCTBYHOLLYHO 3aJa4y NpoBepky (419 BbibopouHaa npoBepKa — OTKPbITh
CTpaHuLUy Bbibopa 06BbEKTOB, Noanexallmx nposepke). MyHkT meHto Dr.Web agns Linux
3anyckaeT rpadunyecknin nHTepdenc (ecam He 3anylueH), a NyHKT BbIMTK — 3aBepliaeT paboty
rpapuryeckoro nHtepdenca (ecav OH 3anyLeH B JaHHbIN MOMeHT). MNyHKT MeHto MpukpenuTb K
naHe/n No3BOASET 3aKPenuTb KHOMKY MPUIOXKEHWA Ha NaHeau 3agay Aia 6buicTporo gocryna K
3anycky rpaduyeckoro nHtepderica 1 OCHOBHbIX 3a4ay MNPOBEPKMU.

B cnydae eCan B ovepean 3agay UMeroTCA BblIMOJIHAEMbIE 3a4a4n MPOBEPKU q>a17m05017| CNCTEMBbI,
noBepXx KHOMKK C HMKTOFpaMMOVI NPUNOXKEeHNA B NaHENN 3ajau 0To6pa>|<aeTc;| NHAWKATOP
CYyMMapPHOTO BbIMONHEHNA aKTUBHbIX 3a4a4 NPOBEPKN.

l B PasNnNYHbIX OKPY>XEeHMNAX pa6oqero CTOJ1a BHELLHWI B4 rnMaHenn 3agady, KOHTEKCTHOIro
: MEHIO N noBeJeHUe NMyHKTOB MEHHKD, OT/INYHbIX OT BbICTpaﬂ nposBepka, MonHas
npoeepka v BbIGOquHaﬂ npoBepka, MOryT oTJindatbCA OT ONMNCAHHOTO.

Mpo6nembl B paboTe NUKTOrpaMmmMbl NaHenu 3agay

Ecam nukTorpamma 3anyuieHHoro rpaduryeckoro nHTepderica otobpaxaeTcs Ha NnaHeAu 3agau,
HO BbliNajatoLLiee MEHIO He COAEeP>XXUT MyHKTOB 3amnycka 3ajay NpoBepKy, monpobymnte
OCyLLEeCTBUTL 3anyck rpaduryeckoro npmnoxeHusa yepes Boibop nyHkta Dr.Web ans Linux meHto
MpunorkeHuns (BMecTo 3anycka yepes ncnoaHeHne komaHael drweb-gui B amynatope
TepMuHana nam Bbibopa nyHkTa OTKpbITh Dr.Web ans Linux B MeH0 MHAMKATOPa NpUIOXKEHNS
B 061aCTN yBEAOMIEHNN).

MpoBepka ¢ainioB n KaTasoroB Uepe3 KOHTEKCTHOE MeHIo painaIoBoOro
MeHep)Kepa

Dr.Web ans Linux no3BonseT BbINOAHATb NPOBepKy $annoB 1 KaTaloroB HEMOCPEACTBEHHO U3
OKHa o630pa dalsoB 1 KaTasoros rpaduyeckoro GarnoBoro MeHegxepa (takoro, kak Nautilus).

[nsa nposepkn $GarinoB 1 KaTanoroB HEOH6XOAMMO BbIAENNTL UX B OKHe GpanNioBOro MeHezXepa 1
HaXKaTb NPaByro KJaBULLY MbIlWW. B NoABMBLLIEMCA KOHTEKCTHOM MEHO BbI6paTh NyHKT OTKPbITH
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Pa6oTa ¢ Dr.Web ansa Linux

B APYyroi nporpamMmme, a fajee B NOABMBLUEMCS CMUCKE YCTaHOBIEHHbIX MPUAOXKEHUA HaNTK
Dr.Web pnsa Linux. Kak npaeuno, nocne nepsoro ncnons3oaHusa Dr.Web gna Linux B kauectse
NPUAOXKEHUA ANS OTKPbITUA GanNoB, 3Ta accoumauns byaet 3anoMHeHa GanNoBbIM MEHEAXKEPOM
M B fJafbHEeNLEeM B KOHTEKCTHOM MeH0 byaeT goctyneH nyHKT OTkpbiTh B Dr.Web ans Linux.

KOHTEKCTHOIoO MeHH AnA Bbl60pa NPUNOXKEHUA, TaKXe KakK A cnocob Bb|60pa
NPUNOXKEHNA N3 CMNKUCKa YCTAHOB/IEHHbLIX B CUCTEME, MOTYT OT/INYaTbCA OT ONMNCAHHOTO.

@ B paznunuHbix rpadpuryecknx pannoBbix MeHeKepax ykazaHHOe Ha3BaHMe MyHKTa

Mpo6aembl ¢ UCNO/Ib30BaHMEM KOHTEKCTHOIro MeHIo ¢paliIoBOro MeHegpKepa

HekoTopble rpadunueckne cpeabl ana OC GNU/Linux moryT aBToMaTnyeckm HaCTpouTb
accoumaunto dannos nam katanoros (no MIME-Tuny 31ux o6vekToB) ¢ Dr.Web ans Linux,
BblIOpaHHbIM B $GaliIoBOM MeHeAXepe A/ MPOBEPKMN NMPU MOMOLLM MYHKTA KOHTEKCTHOTO MEHHO
OTKpbITb B ApYyroi nporpamme. B 3Tom cnyyae B ganbHenwem ans Takux Gannos n kaTasoros
ZABOWHOW LLLeNYOK 1EBON KHOMKOM MbIlK ByaeT npuBoanTb K 3anycky Dr.Web gasa Linux. s
ncrnpaBaeHUA 3TOM CUTYyaLumn OTMEHUTE HAaCTPOEHHYHO accoumaunio mexay dannamm n Dr.Web
ana Linux.

MepetacknBaHue ¢pannoB U KaTasIoroB Ha OKHO rpadpuueckoro nHrepgenca
ynpaBaeHus

Dr.Web gns Linux no3sonseT BbINONHATL MPOBePKy $anioB 1 KaTanoros nytemM nepetackmBaHuna
MX KyPCOPOM MbILLM M3 OKHa 0630pa painios 1 KaTanoros rpadpryeckoro Gpaniosoro
MeHezpkepa Ha OKHO 3anyLLeHHOro rpaduyeckoro nHtepdeiica ynpasnernusa Dr.Web ana Linux.
Y106kl Havanacb Nposepka GanNoB 1 KaTaNoroB, NepeTaLleHHbIX MbILLbIO Ha OKHO NMPUAOXEHNS,
HeobxoAMMO, UTOBObI OKHO MHTepdelica Obl10 OTKPBLITO Ha [N1aBHOW CTPaHWULLE UK Ha CTpaHuLe
BblbOpa TMna npoBepku. Npr3HaKoM TOro, YTO Ha JaHHYHO CTPaHULYy OKHa MHTepdeica
ynpasneHusa Dr.Web ansa Linux MOXHO nepetackmBaTb $aliibl U KaTanorn Ana NpoBepKu, CAy>XuT
Ha/inumMe Ha CTpaHuLLe «MULLIEHW», cogepXKallen Hagnuce MepeTtawmTe cioaa ¢aiinbl uan
Ha)kKmMuTte anA Bbibopa.

3anyck v 3aBepLieHue pabortbl

3anyck rpa¢puueckoro uHtepoenca ynpasneHmna Dr.Web ansa Linux
[ns 3anycka rpapuyeckoro nHtepdeinca ynpasneHus Dr.Web ans Linux Heobxoanmo:
e BbibpaTb B cucteMHOM MeHo MpunoxkeHnsa nyHkT Dr.Web ansa Linux.

iz

e HaxxaTb NpaBoOM KHOMKOWN MbIWN Ha nHavkaTop Dr.Web ans Linux B o6a1actn yBegoMAeHNI
pabouero cTona n BbibpaTb B BbiMajatoweM MeHto nyHKT OTkpbiTh Dr.Web ana Linux.

PyKOBOACTBO noJsib3oBarena
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Pa6oTa ¢ Dr.Web ansa Linux

Bbl Tak>ke MoOXeTe 3anycTuTb rpapunueckmii nHTepdeic ynpasaeHunsa Dr.Web gns Linux 13
KOMaHZHOW CTPOKW. ITO BO3MOXHO TOJIbKO B TOM C/ly4ae, ecam rpaduryeckoe okpy>eHune
AOCTYNHO Npu paboTe ¢ KOMaHAHOW CTPOKOW, HanprMep — U3 OKHa aMyasTopa TepMuHana.

3aBepweHue pabotbl rpadpunueckoro nurepdeiica ynpasneius Dr.Web ans
Linux

[ns 3aBepeHmns paboTbl rpadpuueckoro MHTepderica ynpasneHus Dr.Web ans Linux
HeobXOANMO 3aKpPbITb €r0 OKHO, NCMONb3Ys CTAHAAPTHYH KHOMKY 3aKPbITUA, PACMONOXEHHYHO B
3aros0BKe OKHa.

@ O6paTtnte BHUMaHMe, YTO NpK 3aBepLueHUn paboTbl rpaduyeckoro nHTepderica Dr.Web

: Aansa Linux cepBMCHbIE KOMIMOHEHTbI, BK/IFOYas areHT yBeAOMIEHUA 1 MOHUTOpPLI SpIDer
Guard un SpIDer Gate (eciv OHM He BblIM OTK/OYEHbI NOJIb30BaTeNIEM) MPOAO/KAOT
CBOHO pabory.

B wratHOM pexunme sce HEO6XOAVIMbIe CepBUNCHbIE KOMIMNOHEHTbI HEe Tpe6y+0T
BMeLlaTeNnbCTBa Noab3oBaTtesid B CBOHO pa60Ty.

Mowuck n o6e3BpexxnBaHue yrpos

Mowck n obe3BpexmnBaHmne yrpos ocyuiecteaseTca kak CkaHepom (no TpeboBaHuMio Noab30BaTens

WAV NO 3aZaHHOMY pacnyvcaHuio), Tak 1 B npoLiecce paboTbl MOHUTOPOB $panioBON CUCTEMDI
SpIDer Guard v ceTeBbix coegnHeHunn SplDer Gate.

e BistoueHwne n BbikatoueHne SplDer Guard v SpIDer Gate ocyLuecTBASeTCA Kak U3 MEHHO B
obnactv yBeJOMNEHMI, Tak N Ha COOTBETCTBYHOLLMX CTPaHMLAX ynpaBaeHna nx paboton (cm.
MOHWTOPWHT $ariaoBON CUCTEMbI U MOHUTOPWHT CeTEBbIX COEANHEHWN).

e O630p TeKyLMX 3aga4y Ha nposepky CkaHepoM 06bEKTOB GarNoBON CUCTEMBI U yNpaB/ieHme
VMW OCYLLLECTB/IAETCA Ha CTPaHMULE yNpaB/eHNs CMUCKOM MPOBEPOK.

e Bce yrpo3sbl, o6HapyxeHHble CkaHeEPOM UM MOHUTOPOM dainosor cuctemsl SplDer Guard,
oTObpaxkatoTca B BUAE CMMCKa Ha CTpaHuULe NpocMoTpa 0bHapy >KEHHbIX Yrpo3.

e YnpaBneHue yrpo3amu, MOMELLEHHbIMWU B KapaHTWH, OCYLLLECTBSETCA Ha CTpaHuLe paboTbl ¢
KapaHTUHOM.
e Hactpovika peakumu Dr.Web ans Linux Ha oBHapy>KeHHble Yrpo3bl OCYLLECTBASETCA B OKHE

HacTpoek. Tam e UMeeTCs BO3MOXHOCTb BKIKOUUTb U HAaCTPOUTb pacnvcaHve Nepuogmyeckmx
MPOBEPOK, a Tak>Ke HAaCTPOUTL NPOBEPKY 3aMPOBaHHbIX COEANHEHWIA.

@ Ecan Dr.Web ana Linux pabotaet nog ynpaBieHveM cepBepa LeHTPaan30BaHHO

: 3alUMThl, Ha KOTOPOM BKJIFOUEH 3ampeT Ha 3anyck NpoBepkun dGalioB nosb3oBaTenem, To
ctpaHuLa CkaHep okHa Dr.Web ans Linux 6yaet HegocTtynHa. Kpome TOro, B 3TOM Ciyyae
areHT yBeAlOMAEHWI 1 rpaduvecknii MHTepdeinc ynpaBneHna He 6yayT 3anyckaTb
NPOBEPKM NO PacrnmcaHuio.

PyKOBOACTBO noJsib3oBarena
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Pa6oTa ¢ Dr.Web ansa Linux

NpoBepka 06bekTOB No TpeboBaHUIO

Tunbl BbINOJIHAEMbIX NPOBEPOK
Mo Tpe6OBaHMFO nonb3oBaTend CKaHep MOXET BbINOJIHATb C/iegyroLlmne Turbl NPOBEPOK:

e boicmpasa nposepka — NpoBepKa TONbKO XeCTKO onpeAeneHHoro Habopa KpUTU4eCcKmnx
CUCTEMHBIX OO6BEKTOB, MOABEPXKEHHbIX HaMBObLLEMY PUCKY (3arpy304UHble 3anmcu ANCKOB,
cucteMHble Galnibl 1 T.M.).

e [lonHasA nposepka — NpoBepKa BCeX OOBEKTOB NI0KaibHOW GailnsioBON CUCTEMBI, ZOCTYMHbIX
no/b30BaTesNto, OT MMeHM KOoToporo 3anyLueH Dr.\Web ans Linux.

e BeibopoyHasa nposepka — npoBepka 06bekToB HanNloBON CUCTEMbI, NN HEKOTOPbIX OOBHEKTOB
cneumnanbHOro TMna, HeMoCPeACTBEHHO YKa3aHHbIX NOb30BaTeNEM.

| Ecnn Dr.Web ans Linux paboTaet nog ynpas/jeHnem cepBepa LLeHTPaIM30BaHHON
° 3all1Tbl, Ha KOTOPOM BKJIFOUEH 3arpeT Ha 3anyck npoBepKku GalrioB noab3oBaTenem, To
3Ta cTpaHuua okHa Dr.Web ans Linux 6yaet HegocTymnHa.

Mpw npoBepke 06BEKTOB YBENNUMBAETCSA Harpyska Ha NMpPOLLeccop, YTo, B ciyyae
MCMONb30BaHNSA MOBUNbHbIX YCTPOMCTB, MOXKET NMPUBECTU K BbICTPON pa3psaske
akkymynstopa. No3ToMy Ha MOPTaTUBHbIX KOMTbHOTEPAX PEKOMEHAYETCS MPOBOANUTD
MPOBEPKY CUCTEMbI MPW MUTAHKMN OT CETU.

3anyck npoBepKu

3anycTuTb NpoLecc NpoBepkn 06beKTOB GaNoOBOM CUCTEMbI Bbl MOXETE, HaxaB KHomMKy CkaHep
Ha [J1aBHOV CTpaHMLLEe OKHa.

Mpw 3TOM OTKpOeTCA CTpaHuLLa Bbibopa Tvna npoBepkn. YTo6bl MHULMNPOBATL bbicmpyro v
[NonHyro NpoBepKy, cefyeT HaxkaTb COOTBETCTBYHOLLYH KHOMKY. [ocsie 3Toro nposepka
HaYyHeTCs aBTOMaTUYEeCKM.

PyKOBOACTBO noJsib3oBarena
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Pa6oTa ¢ Dr.Web ansa Linux

Dr.Web gnsa Linux

BbiCcTpasA NnpoBepKa
n _|'JC=3'E|'JKE KPHUTHYECKHX CUCTEMHBIX obbekToR

i = [lonuasa npoBepka
@ MpoBepKa BCeX AOCTYMHbIX $afN0B M KaTaNoros

MepeTawMTe Coaa Galnbl KA HaXMKUTE ONA Bb bopa

10

*? HaxMuTe Ha 3aMoK 4NA NoNY4eHWA Npas agMUHWCTpaTopa

PucyHok 23. CrpaHuua Bbi6opa TMna npoBepkun

MNMpoBepka 06bEKTOB BCerga BbinosHsAeTcs CKaHepOM € TEKYLLMMY NMpaBaMun MPUIOXKEHWS.
Ecav npunoxkeHune He obafaeT NoBbIEHHbIMY NMpaBamu, TO NPU NPoBepKe ByayT
nponyLeHbl Bce dalisibl U KaTanoru, HeJOCTYMNHbIE NOJb30BaTeNto, 3anycrmeLemy Dr.Web
ana Linux. Ytobbl 06ecneunts NpoBepKy Bcex Tpebyembix hannoB, BAagebLeM KOTOPbIX
Bbl He AB/SETECh, CNEAYEeT NepPes HayasioM NPOBEPKM MOBLICUTL MpPaBa NMPUIOXKEHWS,
€C/IN OHM He noBblIweHbl. CM. YnpaB/ieHne npaBamm NpUAOXKEHNS.

Ecan Tpebyetca BoibopoyHas nposepka ToNbKO TpebyeMbix panioB 1 KaTaaoros, TO 3TO MOXHO
caenatb NOOLIM 13 CNOCOBOB, YKazaHHbIX HUXE:

e MepeTtackmBaHue Kypcopom.

®annbl 1 KaTanory, Noasiexallme NpoBepke, MOXHO NepeTawmTb MbilbiO 13 OKHa $GannoBOro
MeHezXKepa Ha OTKPbITYHO CTpaHuLYy Bbibopa TMMa NpoBepPKU (B 30HY, OTMEYEHHYH HaAMUCbHO
MepeTawure croga ¢painbl MM HAOXKMUTE ANA Bblbopa). Takxke MOXHO nepeTaLLmTb UX Ha
r1aBHYHO CcTpaHunLly okHa Dr.Web ans Linux.

Mpwv HaBegeHUN NepemMeLlaeMbix GannoB U/Mam KaTanoros KYpCoOpPOM MbILN HA OKHO, Ha HEM
oTobpakaeTca MuULLEHb, cogepxkallas Hagnuce NMomectute gaiinbl cropa. na Hayvana
npoBepku BblIbpaHHbIX GaliIoB JOCTaTOYHO «BPOCUTb» UX Ha CTPaHMLLY, OTNYCTUB KHOMKY
MbILK. Mocne 3TOro NpoBepka Ha4YHeTCA aBTOMaTUYeCKM.

PyKOBO,D,CTBO noJsib3oBarena
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MomecTuTe daibl coja

PucyHok 24. MuweHb agna ¢painoB, noasexauimx nposepke
o ®opmupoBaHue cnucka 06bLeKTOB A/s BbIGOPOUHOW NPOBEpPKMU.

Ana popmmpoBaHMa cnmncka 06BbEKTOB A BbIBOPOYHOM NPOBEPKMN HEOOXOANMO LENKHYTb
MbILLbIO MO MULLEHW And Bbibopa Ppannos. B 3ToM cnyyae Ha skpaHe OTKpOeTCa CMCoK
06beKTOB 414 BIGOPOUYHOW MPOBEPKMN.

0 Dr.Web gns Linux

E Bbibopoy4Hana npoBepkKa

[-l BbibepWTe MAK NepeTalyuMTe Cloga 06beKTrl 4N1A NPOBEPKH.
[] [ 3arpysouHble 3annck BCEX ANCKOB

L [ [@ cucremHble ncnonHaemele dainel v bubanoTekn

@ [ [ Katanoru ¢ painamun nonbsosaTens

& [E 3anyuweHHsle npoueccbl
Q & [ /homejuser/Music

{3} sl = | MNposeputb |

«‘? & HaxmuTe Ha 3aMoK 1A NONYYEHWA Npas agMMHWCTPaTopa

PucyHok 25. Cnucok 06bekToB ANA BbIBOPOUHOW NPOBEpPKMU

B cnvcke Takxke MMeeTcs UeTbipe CrelmanbHbIX MyHKTa, 3ajatoLlime npeAonpeaeseHHble
rpynnbl 06BbEKTOB:

o 3azpy304Hbie 3anucu 8cex duckos. [pun BbIBOpe 3TOro NyHKTa aBTOMAaTUYeCKU BblgeNAoTCs
A1 MPOBEPKM BCE 3arpy304Hble 3amnmncu BCex AOCTYMHbIX B CUCTEME AUCKOB.

o CucmemHele ucnosiHAemsle gatiziel u bubuomeku. MNpu BbIGOpe 3TOro MyHKTa

aBTOMATUYeCkM BbIBMPAOTCA ANS NPOBEPKM BCE KaTalory, cogepiKalime CUCTEMHble
ncnonHsemole Gannbl (/bin, /sbin n T.4.).

o Kamanoau ¢ patinamu none3osames. [pv Bbibope 3TOro NyHKTa aBTOMaTNYeCcKn
BbIGMpatOTCA ANs NPOBEPKM KaTanoru, cogepkalive dainbl NoNb3oBaTeNs 1 TekyLlero

PyKOBO,D,CTBO noJsib3oBarena
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ceaHca paboTbl (JOMalHWK KaTanor /home/ <username>
(~), /tmp, /var/mail, /var/tmp).

o 3anyujeHHele npoyeccesl. [1py BbIBOpe 3TOro NyHKTa aBTOMaTUYeCcku NPOBEPArOTCA
ncnonHsemble Ganbl, N3 KOTOPbIX ObIAN 3anyLLeHbl MPOLLeCChl, aKTUBHbIE B CUCTEME B
AaHHBIA MOMeHT. [1pn 3TOM, ecamn B McnosHAeMoM darine obHapy>KMBaeTca yrpo3a, TO BCe
NpoLecchl, 3anyLieHHble 13 3Toro darina, NPUHYANTENBHO 3aBepLuatoTcs, a K danny
NPUMEHAIOTCA Mepbl MO HENTpPaan3aLmm yrpossbi.

Aob6aBneHne n ypaneHme o6beKTOB U3 cNUcKa BbIGOPOUHOW NpoBepKU

Mpun HeobxoANMMOCTI Bbl MOXeTe f06aBUTb B CMMCOK BbIBOPOYHOW NPOBEPKM COOCTBEHHbIE MYyTH
Ans nposepkn. [lna aToro nepetalumTe Tpebyemble 06BEKTbI MbILWbIO (MYTW, BegyLume K
yKasaHHbIM 06bekTaM, aBToMaTnyeckn byayT gobaBaeHbl B CMMCOK BbIGOPOYHOW NPOBEPKH), NN
HaX>XMUTe KHOMKY + , pacnoio>KeHHYH Noj CNMCKOM. B 3ToM ciyyae oTkpoeTca cTaHgapTHoe
OKHO Bblbopa dannos 1 katanoros. Beibepute Tpebyembin 06beKT (darn nav katanor) n
HaXXmMuTe KHOMKy OTKPbITb.

®alinbl 1 KaTaNory € YyCTaHOBJIEHHBIM aTPUBYTOM «CKPbITbIA» MO YMOJYAHUIO He
: oTobpaxkatoTca B okHe Bbibopa GparinoB 1 KaTasoros. YTobbl 0TOOPasnTh UX, HAXXMUTE

KHOMKY [#] Ha MaHesI UHCTPYMEHTOB OKHa Bbibopa dalioB 1 KaTasoros.

KHonka —, pacnonoxeHHasa nog CrncKoM, YAanseT nu3 Cnnucka Bce BblgeneHHble nyTu (NyTb
CYMTaeTCs BbiAENEeHHbIM, eCN BblAesieHa CTPOoKa Crncka, cogep>kalas nyTb). s BblgeneHns
6onee 04HOro NyTU UCNONb3YMTE BblAENEHNE 3IEMEHTOB CNUCKa C HaxkaTon knasuwwen SHIFT nan
CTRL. ObpatnTe BHMMaHWe, YTO HeNb3A YAAAUTb U3 CNMCKa NepBble YeTbipe NpeAonpeseneHHbIX
MyHKTa.

3anyck BbI6OpOUHOI NPOBEPKU U3 CNUCKA

UT06bI HauaTb BbIGOPOUHYHO NPOBEPKY, OTMETbTe diaxkkaMu B CUCKe BCe OOBEKTDI,
noasnexatime npoBepke, U Haxmute kKHonky MpoBepuTb. MNocie 3Toro 3anycTuTcs NpoBepka.

Mocne 3anycka co3gaHHas 3ajada NpPoOBEPKU MOMELLAETCS B OUepesb, KOTOPas COAEPXUT BCe
NpoBepKw, BbiNoHsABLINecs CKkaHepOM B TeKyLL,eM ceaHce paboThbl, Kak 3aBEPLUEHHbIE, TaK U
BbINMONHAOLLMECS B J@HHbIN MOMEHT W/IM eLlle TOJIbKO OXMAAHOLLIME CBOETO BbINOJHEHUS.
MpocMOoTp crvcka 3agay NPOBEPKM U yNpaB/eHVe UM OCYLLLECTBASETCA Ha CTPaHULEe NPOCMOTpa
Cruvcka 3a/iay NpoOBEpPKMy.

I'IpOBepKa 06BbeKkToB no pacnncaHuio

Dr.Web ans Linux MOXeT BbINOJHATL aBTOMaTUYECKMNIA 3anyCK Meprogmnyeckmx npoBepok
3a/jlaHHOro nepeyHs 06bLeKTOB $GarI0BOM CUCTEMbI MO YKa3aHHOMY PaCnUCaHWIO.

PyKOBOACTBO noJsib3oBarena
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Pa6oTa ¢ Dr.Web ansa Linux

| Ecnn Dr.Web ans Linux paboTaet nog ynpas/jeHnem cepBepa LLeHTPaIM30BaHHON
° 3all1Tbl, Ha KOTOPOM BKJIFOUEH 3arpeT Ha 3anyck NpoBepKku GalrioB noab3oBaTenem, To
3Ta BO3MOXHOCTb Dr.Web ans Linux 6yaet HegocTynHa.

Twunbl BbINOJIHAEGMbIX npoBepoK
Mo pacnnMcaHNo MO>XHO BbINOJIHATb Caedyrolne TUnbl NPOBEPOK!

e boicmpas nposepka — NpoBepKa TONbKO XeCTKO onpeaeneHHoro Habopa KpUTU4eCcKunx
CUCTEMHBIX O6BEKTOB, MOABEPXKEHHbIX HaNHOobLLEMY PUCKY (3arpy304UHble 3anmcu ANCKOB,
cucteMHble Ganibl 1 T.M.).

e [lonHasA nposepka — NpoBepKa BCeX OOBEKTOB NI0KaibHOW GalnsioBON CUCTEMBI, ZOCTYMHbIX
no/b30BaTesNto, OT MMeHM KOoToporo 3anyLueH Dr.\Web ans Linux.

e BeibopoyHasa nposepka — npoBepka 06bekToB HanNloBON CUCTEMbI, NN HEKOTOPbIX OO BEKTOB
cneumnanbHOro TUna, HeMoOCPeACTBEHHO YKa3aHHbIX NOlb30BaTeslEM.

3anyck npoBepkun

MNpoBepKwM 3anyckaroTca aBTOMaTUYeCKH, COrIacHO 3ajlaHHOMY pacnuncaHuio. 3anyck NpoBepKM
OCyLLeCTBAETCA:

1. CamuM rpadmyeckmm nHTepdencom, ecam OH 3anyLeH B MOMEHT Hayana NpoBepKu.

2. AreHTOM yBeAOMEHWNIA, eCI B MOMEHT Hayana npoBepku rpaduryeckmii nHtepdeic
HeAoCTyMeH.

Mpw Hayane NPoBEPKM MO pacnMCaHWo aBTOMAaTUYeCKM 3anyckaeTcs rpaduyecknii MHTepdenc
yrnpaB/ieHVs (eCAn OH eLle He 3anyLeH), Co34aHHas 3aZaya NpoBepPKM NMOMELLAETCA B OYepesb,
KOTOpas CoAepPXXUT BCe MPOBEPKM, BbiNOAHABWMNeCH CKkaHEPOM B TeKyLLLeM ceaHce paboTbl, Kak
3aBepLUEHHblE, TakK 1 BbIMOJHAOWMECS B AAHHbIN MOMEHT UM eLle TONbKO OXUAAtoLLIMe CBOero
BbINONHeHMA. [TpoCcMOTp cnuncka 3azay NPOBEPKU M ynpaBieHNe UM OCYLLECTBAAETCA Ha
CTpaHuWLEe NPOCMOTpPa CNMcka 3a4ay NPOBEPKY.

YnpaBneHue cnuckom nNpoBepokK

MepeyeHb co3jaHHbIX 1 BbinoaHALLWMXCA CkaHepOM 3agady MpoBepkn 06bekTOB GainnoBom
CUCTEMbI U UX pe3yNbTaToOB AOCTYMNeH Ha CneunanbHoW cTpaHuLe okHa Dr.Web ana Linux. Mpw
Hannumnm B ovepean CkaHepa xoTs H6bl O4HOW 33/,@4M, Ha HAaBMraLUMOHHOW NaHeaun OKHa
NOSABAAETCA CneLmanbHas KHOMKa, HaxaTune KOTOPOW OTKpbIBaeT CTpaHuLbl 0630pa crnucka 3agau
npoBepKu. B 3aBMCMMOCTM OT COCTOAHMNA 3aja4 NPOBEPKW, 3Ta KHOMKa MeeT CeAyroLLnA BUA;

B cnncke 3ajay UMeroTCA He3aBepLUeHHbIe NMPOBEPKN (I/ICI'IOJ'IbByeTCFI aHI/IMaLI,I/Iﬂ).

Bce NPOBEpPKN, MMerLLMeca B CN1ckKe, 3aBepLueHbl Nin OblIN OCTAHOB/EHDI noJsib3oBartesiem,
yrpo3 He Hal‘/lIAEHO, nan ece Hal?l,ﬂ,eHHbIe Yrpo3bl O6eBBpe>KeHbI.

PyKOBOACTBO noJsib3oBarena
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0 Bce npoBepku, nMetoLLMecs B CrCKe, 3aBePLLEHbI UK Obl OCTaHOB/IEHbI MOJIb30OBaTENEM,
NUMeroTCs Heobe3BPEXEHHbIE YTPO3bl.

Bce NPOBEpPKN, MMerLLMeca B CN1ckKe, 3aBepLueHbl Nin OblIN OCTAHOBJ/IEHBI MOJ/Ib30BATE/IEM.
Mmetrotca NpoBepPKK, 3aBepLUnBLLINECA U3-3a OoLNBKMN.

3aszaum B CNmncke ynopsagoUeHbl NO Mepe UX CO3AaHNA CBepXYy BHWU3 (OT CaMOM nocieAHen K
nepBown).

Dr.Web gnsa Linux

E ) WMHULMMpoBaHa user
., BbICTpan NpoBepKa 3anyLieHa... 14:58 18/03/2015
ﬁ Jusrflib/libgeoclue.s0.0.0.0
yrpos ObesBpexeHo MponyuieHo Beero
NE 0 0 9 511

| OcraHoBMTE | OT4YeT

MHUUMMPOBaHa User

2, KoHcoNbHaA npoBepKa - ownbka 14:58 18/03/2015

yrpos ObesBpexeHo MponyweHo Beero
0 0 0 346

| 2aKkpeite | OT4eT

WMHULMMpoBaHa user
= Monuas npoBepKa OCTaHOBNEHA 14:19 18/03/2015
yrpo3 ObesBpexeHo MponyueHo Beero
. N 5

Z s

98566

| 3akpbiTb | OTu4eT

PucyHok 26. CtpaHuL,a NpocMOTpa cnmucka NpoBepoK

[ns Kaxzaom 3agaum BbIBOAUTCA Ceaytolas MHbopMaums:

e TN NnpoBepKu.

e /IMsa nonb3oBaTtens, MHULMMPOBABLUErO NPOBEPKY (eC/V MMA NONb30BaTeNs HEN3BECTHO,
BbIBOAWUTCS €r0 CUCTEMHBbIV naeHTudukaTop — UID).

e [laTa cO34aHMA 3a4a4n U ee OKOHYaHWSA, eCaX OHa Y>Xe 3aBepLueHa.

e KonnuectBo o6Hapy>KEHHbIX Yrpo3, 06e3BpexXeHHbIX Yrpo3, MponyLLeHHbIX ¢aliioB 1 oblee
KOJIMYECTBO NMPOBEPEHHbIX 06 EKTOB.

CocrosiHue, B KOTOPOM HaxogauTcCa 3ajada, yKa3blBaeTCA Npu NOMOLLM Ll,BGTOBOI7I MEeTKW,
I'IpMCBOGHHOl‘/JI 3ajade B Crncke. |/|CI'IOJ'Ib3yFOTCF| chegyrouine LpeTta:

MpoBepKa eLle He 3aBeplueHa UM AOXNAAETCH CBOEN oUepesm.

PyKOBOACTBO noJsib3oBarena
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MNpoBepka 3aBepLUeHa UAN OCTaHOBJIEHA MOJb30BaTeNeM, YTPO3 He HalAEHO, NN BCe HaleHHble
yrpo3bl 06e3BpexeHbI.

I MNpoBepka OCTaHOB/EHA W3-3a BO3HUKLUEN OLLUNOKM.

I MNpoBepka 3aBepLUeHa WK OCTaHOBJIEHA MOJb30BaTeNEM, MMEHOTCS He0He3BpeEXEHHbIE YTPO3bI.

ObpaTtute BHMMaHMe, YTO B CNMcke OTOBpaXkaroTcs BCe NPOBEPKM, BbiNoaHAeMble CkaHEpPOM B
TekyLeM ceaHce paboTbl, a He TONbKO Te, KOTOpble BblNN HEMOCPEACTBEHHO VHULIMMPOBAHbI
nosib3oBatesniem B okHe Dr.Web ans Linux. 3To MoryT 6bITb MPOBEPKN CAeAYyHOLLNX
AOMONHUTENbHBIX TUMOB:

o KoHconbHas nposepka — NPOBepPKa, NHULIMMPOBaHHasA NoJib30BaTeNeM UAN Kakon-ambo Apyrom
BHeLLHeN NporpaMMon Yepes KOMaHAHYH CTPOKY.

e lleHmpanu308aHHas npogepka — NPOBepPKa, NHNLMMPOBAHHAA CEPBEPOM LIEHTPaIM30BaHHON
3aLUMTbI.

e [Ipogepka no pacnucaHuto — NPOBepKa, 3anyLeHHas aBTOMaTUYeCK/ B COOTBETCTBUN C
pacnucaHvieM, 3ajaHHbIM B HAaCTPOMKax MPUNOKEHUS.

Ha o6nacti onmcaHus 3ajayn MOXKET pacnojaratbCa ogHa M3 CeAYHOLLNX KHOMOK:

e OTMEHUTb — OTMEHWTb NPOBEPKY, AOXMUAAOLLYHOCA CBOeN ouvepean. [locTynHa, ecam 3azaqa
OXMAaeT BbiNosHeHUs. MNocne HaxaTus 3ajaua 3aBepliaetcs. VIHpopmauums o 3asaue ocTaetcs
B CMMCKe.

e OCTaHOBUTb — OCTAHOBUTb HayaTyto NPOBeEPKY 6€3 BO3MOXHOCTM ee BO3OOHOBAEHMS.
[locTynHa, ecam 3agaya BbinoaHaeTcs. [locne HaxaTua 3aZaya 3aBepLuaeTcs, a B Cnmncke
ocTaeTcs MHbOpMaLMs O 3azave, coaepkallias pe3ynbTaTthl MPOBEPKM, MOAYUEHHbIE K MOMEHTY
OCTaHOBKM.

¢ 3aKpbITb — 3aKPbITb NHPOPMaLMIO O 3aBEPLUEHHOM 3ajaye 1 yAanuTb ee U3 cnncka. [JoctynHa,
eC/n 3aj,ava 3aBepLueHa U He nmeeTca Heobe3BPeXKeHHbIX Yrpos.

e O6e3BpeauTb — BbINONHUTL 06e3BpexmnBaHme yrpos. ocTynHa, eciv 3agaya NpoBepPKM
3aBeplLUeHa 1 UMetoTca Heobe3BpeXXeHHbIe Yrpo3bl.

e Moppo6Hee — nepeinT K NPOCMOTPY Cnncka yrpo3s. loctynHa, ecim no pesyabratam
06e3BpexXMBaHMSA HEKOTOPbIE YrPO3bl OCTaANCh HEOHE3BPEXKEHHBIMM.

LLlenyok no ccbiike OTUET OTKPbIBAET Ha IKPaHe OKHO OTYETa, COAEPIKALLErO NOAPOOHYHO
MHPOPMALMIO O MPOBEPKe, BKAKOUAIOLLYHO B cebs kKak 06LLyto MHPOpMaLMIo O 3ajaue, Tak 1
nepeyeHb 06HaPY>KEHHbIX YrPO3, €C/IN OHU BbININ OBHaPY>KEHBI B XOA€ 3TON NPOBEPKM.

PyKOBOACTBO noJsib3oBarena
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© DrWeb gnsa Linux

| SKCNOPT... | | 3aKpbITh

PucyHok 27. [letanbHasa nHpopmaLmsa o nposepke

@ B dannoson cucteme UNIX-nogo6HbIX ONepaLMoOHHbIX CUCTEM, K KOTOPbIM OTHOCATCS U
OC GNU/Linux, MoryT BCTpeyaTbCsa crelmanbHble 06beKTbl, KOTOPbIE BbIFNAAAT Kak
balinbl, 1 UMErT MMS, HO MO CBOEN NPUPOAE He ABAAIOLLMECS dalrinamMu, CoAepKaLlUMM
JaHHble (HanpuMep, 3TO CUMBOIMYECKME CCbINKW, COKETbl, UMEHOBaHHbIE KaHasbl U
dalinbl yCTPOMCTB). B NpOTUBONOAOXHOCTE K 00bIYHbIM (pe2y/iIipHbIM) dalrinam Takmne
06BEKTbI HOCAT Ha3BaHWe cneyuasabHelix gatizios. CneunanbHble dannbl 8ce20a
nponyckatotca Dr.Web ans Linux npu npoBepke.

LLlesnyok no ccbinke ¢ Ha3BaHMEM OBHapY>KEHHOM yrpo3bl OTKPOET B YCTAHOB/IEHHOM B CUCTEME
Be6-6pay3epe cTpaHuLy ¢ MHopMaLmen 06 yrpose (MPOM3BOANTCA MNEPEXOA Ha CAlNT KOMMaHUK
«[lokTop Beb», TpebyeTca Hanmume noakaroyeHmsa K cetn ViHtepHer).

Ha>xmute KHONKY IKCMOPT, €CW Bbl XOTUTE COXPaHUTb OTHYET O MPOBepPKe B TEKCTOBbIA daii.
YT06bI 3aKPbITb OKHO MOAPOOHOWN MHOPMaLIMK O MPOBEPKE, HAXXMUTE KHOMKY 3aKpbITh.

K yrpo3am, obHapy>eHHbIM CkaHepom B npoLiecce Nto6oi NpoBepKy, 3anyLLLeHHOW Yepe3 OKHO
Dr.Web ans Linux (Bkitouas npoBepKy MO pacnmMcaHuio), MPUMEHAIOTCA AEVCTBUA NO UX
06e3BpeXXMBaHNIO B COOTBETCTBMMN C HACTPOMKaMM, yKazaHHbIMW Ha Bkiasake CkaHep.

| HacTtpownkn obe3BpexxnBaHms yrpo3s, 3ajaHHble Ha Bkaagke CKaHep, He NCMoJb3yHoTCA
: ana LleHmpanuzosaHHol v KoHco/bHOU NPOBEPOK.

O6LWwmI cnncok Bcex OBHapY>KeHHbIX Yrpo3 AOCTyMNeH Ha cTpanHuue [pocmoTpa 0b6Hapy>KEHHbIX
yrpos.

MoHuTOpUHr panaoBon CMCTEMbDI

®YHKLMA NOCTOAHHOTO KOHTPOAA Hag obbekTaMu GarioBON CUCTEMbI peannsyeTcs MOHUTOPOM
dannoson cuctemsl SplDer Guard.
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OkHo Dr.Web gns Linux no3sosset ynpaeaate paboton SplDer Guard, a UMeHHO:

e 3anyckaTb ¥ OCTaHaB/AVBaTb MOHUTOP GanNoBON CUCTEMBI.
e [lpocMaTtpmBaTh CTAaTUCTMKY PabOTbl KOMMOHEHTA U NepeYeHb 0BHapY>KEHHbIX Yrpo3.
e HactpauBaTb cnegyrolme napametpbl paboTbl MOHUTOPa GanNoBON CUCTEMBI:

o Peakumsa Ha obHapy>xeHue yrpos.

o epeyeHb UCKIHOYEHMI N3 MPOBEPKW.

YnpaBneHune paboroir MoHUTOpa ¢paniIoBON CUCTEMDbI

3anyck 1 octaHOBKa MOHUTOpa dannoson cuctembl SpIDer Guard, a Takxke NPOCMOTP CTAaTUCTUKM
ero paboTbl MPOV3BOAATCA CO CMeLnanbHOM CTpaHunLbl okHa Dr.Web gna Linux. Ytobel nepentn
Ha CTpaHuLy yrnpaBaeHUs MOHUTOPUHIOM, HaxkmuTe kHornkKy SpIDer Guard Ha rnasHov

CTpaHULLE.

DrWeb gnsa Linux

B
T
_ | SplDer Guard
a n T CO3[aBaeMble M U3MeHAEMbIe aiinbl, 6NOKMPYET 3anyck Bpe [OHOCHbIX
D CpepHaA ckopocTb nposepkw (dain/c) Yrpos ObesBpexeHo
6.13 0 0

| OTKMO4YMTE |

Egh HaxMwTe Ha 3aMoK 1A 0TKasa oT Npae agMWHWCTpaTopa

PucyHok 28. CrpaHuua ynpaBneHusa pabortou SpIDer Guard

Ha cTpaHuue ynpaBaeHns MOHUTOPUHIOM $GainioBON CUCTEMbI BbIBOAUTCA CleaytoLLas
nHdopmayms:

e CoctosiHMe MoHUTOpa darnosor cuctembl SplDer Guard (BKAHOUYEH MAN OTKIFKOUEH), @ TakXKe,
BO3MOXHO, CBeAeHMA O MPOM30LLIeALLEN B NpoLecce ero paboTbl owwmbke.
e CTaTUCTUKa MOHUTOPUHIa GanoBOMN CUCTEMBI:
o CpefHAA CKOPOCTb NpoBepkn $alrinos.

o KonnuectBo o6Hapy>KEHHbIX M 06e3BPEXEHHbIX Yrpo3.

YT0Obl BKIOUNTD MOHUTOPWUHT, €CI OH OTKJIKOYEH, Ha>XKMUNTE KHOTMKY Bxarountb. Y1o0bI
OTKNHOUYNTb MOHUTOPWHT, €C/IN OH BKJIKOYEH, Ha>XKMUTE KHOMKY OTKNIOUNTD.

PyKOBOACTBO noJsib3oBarena
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I ﬂ'ﬂﬂ BbIKTOYEHNA MOHUTOPWUHTa q>a|7|n030|7| CNCTEMBbI HeO6XO,£I,I/IMO, UYTObbI npuaoxeHue
: o6na,a,ano NOBbIWEHHBIMU TMPaBaMW. CM. YnpaBsieHVe npaBamu NpUAOXKEHUS.

BO3MOXHOCTb BKIHOUEHMSA 1 BbIKAOYEHUS MOHUTOpa darnoBoi cuctembl SplDer Guard
npw pabote Dr.Web ans Linux noa ynpaBneHveM cepBepa LeHTPaan30BaHHOM 3aLLUTbI
MOXET ObITb 3a6/10KMPOBaHa, €C/IN 3TO 3aMpeLLEHO CEPBEPOM.

CoctosHue SplDer Guard (BK/NHOUEH UAM OTKAHOUEH) UANKOCTPUPYETCH MHANKATOPOM:

[ ‘zeee | o o o
A MoHuTop dannosor cuctembl SpIDer Guard BKArOUEH 1 3aLyumLLaeT GannoByto CMCTEMY.

ﬂ MoHuTop dannoson cuctembl SpIDer Guard He 3awmiaet GariaoBy0 CUCTEMY, MOTOMY YTO
2 OTKJ/IFOYEH MOJIb30BATENEM UAW B CUY MPOU3OLLEALLIEN OLUNOKM.

[lns 3aKpbITUS CTPaHULbI yNpaBAeHNS MOHUTOPUHIOM GalioBOM CUCTEMbI JOCTaTOYHO MepemnTu
K Nt06OM APYyron CTpaHuLe Npy NOMOLLM KHOMOK HaBUraLLMOHHOW NaHen.

MNepeyeHb yrpos, obHapy>xeHHbIx SplDer Guard B TekyLiem ceaHce pabotbl Dr.Web ans Linux,
oTobpaxkaeTca Ha CTpaHuLEe NPOCMOTPa 0BHapyYXKEHHbIX YIPo3 (3Ta CTpaHMLa AOCTYMHa TONbKO B
TOM C/lyyae, eciv UMetoTca 0bHapy>KeHHbIe Yyrpo3bl).

Hactpowika pabotbl MOHUTOpa paiinoBON CUCTEMDI

Hactpoiika paboTbl MOHUTOpPa dannoBon cuctembl SplDer Guard Nnpov3BOAUTCA B OKHE
HacTpoek:

e Ha Bksiagke SplDer Guard — peakuymsa Ha O6Hapy>XeHHble Yyrpo3bl.

e Ha BK1aaKe UcknroueHns — ncknroueHne o6bekToB 13 Ha6J'IFOAeHVIF|.

Mpo6naembl B pabote SpIDer Guard

B cnyuae BO3HWKHOBEHMS OLWMOOK GyHKLMOHMpPOBaHMaA SplDer Guard, Ha CTpaHuUue ynpaBaeHus
oTobpaxkaeTtca coobLueHve 0 BO3HMKLIeN ownbke. g ycTpaHeHna owmnbky BOCMOAb3ynTeCh
OnuncaHMeM U3BECTHbIX OWNBOK, NpuBeaeHHbIM B [1puaoxeHunn I.

MOHI/ITOpI/IHr ceTeBbiX COEAI/IHEHI/II7I

®YHKLMA MOCTOAHHOTO KOHTPOJIA YCTAHOBNEHHbIX CETEBbLIX COEANHEHWNI peann3yeTcs
MoHuTOpoMm SpIDer Gate. OH Nno3BosAeT NpeAoTBpaLLaTh AOCTYN K CalTaM, BHECEHHbIM B YepPHble
CMWCKM NOJIb30BaTeNA, a Tak)Ke OTHOCALLMXCA K KAaTeropuam CaMToB, YKa3aHHbIX Kak
HeXxenatesibHble ana noceweHunsa. Kpome atoro, SplDer Gate BbinosHAET NpoBepky
OTNpPaBAAEMbIX M MPUHUMAEMBbIX COODBLLIEHWI 3NEKTPOHHOW MOYThI, a Takxe Gpainnos,
3arpy>kaemblx 13 VIHTepHeT, n 610KnpyeT nx B cnyvae obHapy>KeHWsA B HUX BUPYCOB U ApYTX

yrpos.

PyKOBOACTBO noJsib3oBarena
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OkHo Dr.Web gnsa Linux no3sonsiet ynpaeasate paboton SplDer Gate, a UMeHHO:

o 3aI'IyCKaTb N OCTaHaB/IMBaTb MOHUTOPUHTI CETEBbIX COGAMHGHMVI.

e [lpocMaTpmBaTh KONNMYECTBO NPOBEPEHHbIX M 3a610KMPOBaAHHbLIX OOBEKTOB M MOMbITOK AOCTYyrNa
K canTam.

e HacTtpavBaTb ciegytolme napametpbl paboTbl MOHUTOPUHIA CETEBbIX COEANHEHWIA:
o [lepeyeHb KaTeropuii CamToB, AOCTYN K KOTOPbIM 3anpeLlaeTcs.
o [lepcoHanbHble YepHble 1 benble CNUCKM CanTOB NOJIb30BaTeNs.

o [TapameTpbl NpoBepkn dalrinoB, 3arpy>kaembix U3 cetn VIHTepHeT nav nepesaBaemMbix No
3/1eKTPOHHOW MouTe.

YnpaBneHune paboTtoii MOHUTOpPa CeTeBbIX COeANHEHUN

3anyck n ocTaHOBKa MOHMUTOPa ceTeBblx coeanHeHunin SplDer Gate, a Takxke NPOCMOTP CTaTUCTUKM
ero paboTbl NPOU3BOAATCS CO CreumanbHoM cTpaHuLbl okHa Dr.Web ans Linux. YTo6bl nepeiitn
Ha CTpaHuLy ynpaBaeHUA MOHUTOPMHIOM CETEBbIX COEAMHEHUI, HaxXMUTe kKHoNKy SpIDer Gate
Ha r1aBHOW CTPaHULLE.

Dr.Web gns Linux

w SplDer Gate

1PYET CETEBLIE COEAMHEHHA M on DKMPYET Nepefa4vy BpEAOHOCHBIX

CpenHAA CKopocTe Npoeepku (aiin/c) NposepeHo 3abnoknposaHo
0.03 7 1
OTK/IHO4YMTh
() HaxMuTe Ha 3aMOK ANA NONy4eHWA NPaB aAMMHUCTpaTopa

PucyHok 29. CrpaHuua ynpasneHnsa paboroun SplDer Gate

Ha cTpaHuue ynpaBieHna MOHUTOPUHIOM CETEBbIX COeAMHEHWN BbIBOAUTCA CeaytoLLasn
nHPopmauuma:

e CocTosiHMe MOHUTOpPa ceTeBbIx coeanHeHu SplDer Gate (BKIHOUEH UM OTK/IKOYEH), @ TakKe,
BO3MOXHO, CBEAEHMS O MPOU30LLEALLEN B NpoLecce ero paboTsl olwmbke.

e Cratncrmka MOHUTOPWUHTa:

o CpeAHAA CKOPOCTb NPOBEPKN COODBLLEHWNIA INEKTPOHHOW NOYTbI 1 $painnoB, 3arpy>KaemMbix 13
NHTepHerT.

o KonmuyecTBo npoBepeHHbIX 06beKTOB (COOBLLLEHWNA 31eKTPOHHOW NoYTbl, Gannos,
3arpy>keHHbix 13 NHTepHer, a Takxke URL).

o Konnuectso 3ab610KMpOBaHHbIX 0BpaLLeHni K cariTaM U 06EKTOB, COAEP KALLUX YrPO3bl.

PyKOBOACTBO noJsib3oBarena
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YT0Obl BKIOUNTD MOHUTOPWUHT, €CI OH OTKJIKOYEH, Ha>XKMUNTE KHOTMKY Bxarountb. Y1o0bI
OTKNHOUYNTb MOHUTOPWHT, €C/IN OH BKJIKOYEH, Ha>XXKMNTE KHOMKY OTKNIOUNTD.

I ﬂ'flﬂ BbIK/IOYEHNA MOHUTOPWUHIa CETEBbIX COG,CI,I/IHeHI/II\/’I HeO6XO,£I,I/IMO, UTObbI npuioxeHue
: o6na,c|,ano NOBbIWEHHBIMU MNMPaBaMW. CM. YnpaBsieHVe npaBamu NpUAOXKEHUS.

BO3MOXHOCTb BKIHOUEHMSA 1 BbIKNOYEHNS MOHUTOPA CeTEBbIX coeamHeHn SplDer Gate
npw pabote Dr.Web ans Linux noa ynpaBneHveM cepBepa LeHTPaAn30BaHHOW 3aLLUTbI
MOXET ObITb 3a6/10KMPOBaHa, €C/IN 3TO 3aMpeLLEHO CEPBEPOM.

CocTosiHMe MOHMUTOpPa ceTeBbix coeanHeHn SplDer Gate (BK/OUEH UM OTKAHOYEH)
NANOCTPUPYETCA MHANKATOPOM:

) SpIDer Gate BKNHOUYEH M KOHTPOJIMPYET CETEBbIE COEANHEHMSA (MPUEM U Nepesaudy 3NEKTPOHHOM
- nouYTbl, @ Tak>Xe AOCTyn K ceTu VIHTepHeT).

) SpIDer Gate He KOHTPO/IMPYET CETEBbIE COEANHEHMS (JOCTYN K CalnTaM He OrpaHU4YMBaEeTCH,
ﬂ CO0bLEeHNS INEKTPOHHOM NOYTLI MPU UX MPUEMe 1 Nepesade, a TakKe 3arpy>xaemMble U3 cetu
balinbl He NPOBEPSIOTCA), MOTOMY UTO OTK/IHOUEH MOAb30BaTENEM WAN B CUNY NMPOU3OLLEALLEN
oLmnbKu.

@ Ecnv B cucTeme 3anylueH noutoBbln kaneHT (Takon, kak Mozilla Thunderbird),

: NCMONb3YHOLNIA ANS NOJYYEHNS COOBLLEHNIN SNEKTPOHHOW NoyTbl npotokon IMAP, ero
HeobXxoAMMO nepesanycTnTb Noc/ie BKAOUYeHUs MoHuTopa SplDer Gate ana obecneyeHus
NPOBEPKM BXOAALLMNX MUCEM.

[axe ecam npvem u nepesaya Ganios 1 COOBLLEHNIN 3NEKTPOHHON MNOYTbI He
KoHTpoaupytoTcs SpIDer Gate, yrpo3bl, cogep>Kalinecs B HUX, MOTYT O6biTb OOHapy>KeHbl
paboTaroLM MOHUTOPOM daiinoBoi cucteMbl SpIDer Guard B MOMEHT UX COXpaHeHUs
MOYTOBbLIM KJIMEHTOM B BUZE GannoB B NOKabHYO GaioByHO CUCTEMY.

[na 3aKpbITVA CTPaHWLbl yNPaBAeHNA MOHUTOPUHIOM CETEBbIX COeAMHEHWNIA A0CTaTOYHO
nepenTu K 060K APYror CTpaHunLe NPy NOMOLLM KHOMOK HaBUTaLMOHHOW NaHeu.

Hactpoiika paboTbl MOHUTOpPa ceTeBbIX COeAUHEHUN
HacTpoiika paboTbl MOHUTOpa ceTeBbIx coeanHeHnn SplDer Gate Npon3BOANTCS B OKHE
HacTpoek:

¢ Ha Bknazke SpIDer Gate — yka3saHune nepeyHsa 610KMpyeMbix KaTeropuii CanToB 1 peakLma Ha
obHapy>XeHHble yrpo3bl.

e Ha Bkaaake UcknroueHma — ynpaBaeHne 4epHbIMN U 6enbIMIN CMCKaMKW CalTOB, a Takxe
NCKAKOYEHNE N3 Ha6J'IFOAeHl/IF| CEeTEBOM aKTUBHOCTM I'IpVI.I'IO)KGHVIVI.

¢ Ha Bkaazgke CeTb — yrnpaB/ieHNe NPOBEPKOW 3alLMLLEHHbIX CETEBbIX CoeAnHeHn (SSL/TLS).

PyKOBOACTBO noJsib3oBarena
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Mpo6aembl B paboTe MOHUTOpPa ceTeBbIX COeAVUHEHUN

B cnyyae BO3HMKHOBEHMA oWNOBOK QYHKLIMOHMPOBAHNA MOHUTOPA CETEBbLIX COEANHEHWNI, Ha
CTpaHuLe ynpaBaeHns oTobpaxkaeTca cooblyeHne o BO3HMKLeN owmnbke. [ns ycTpaHeHns
OLLIMBKM BOCMOJIb3YNTECH OMMCAHMEM U3BECTHbIX OLIMOOK, MPMBEAEHHbIM B pa3zesne
MNpunoxeHue . OnncaHne N3BECTHbIX OLWNBOK.

NMpocmoTtp 06Hapy>XeHHbIX yrpos3

Cnuncok yrpo3s, obHapy>eHHbIx CkaHepoM 1 MOHUTOpOM ¢ainnoBoi cuctemsl SpIDer Guard Bo
BpeMsA TekylLlero ceaHca pabotsl Dr.Web anq Linux, oTobpaxkaeTcs Ha cneumnanbHON CTpaHuLe
OKHa, KOTopas JOCTyMNHa TOJIbKO B TOM C/y4yae, ecau 6bina obHapy>keHa xoTa Obl 04Ha yrpo3a.

B cnyuae ecam 66111 06Hapy>KeHbl Yrpo3bl, TO, UTOObI OTKPbITb CTPAHMLY CO CMIUCKOM Yrpos,

Ha>XMNTE KHOMKY Ha HaBVIraLI,VIOHHOI7I naHenwn.

X DrWeb pgnsa Linux

BEH  He o6esBpexeHo yrpos: 4

[-] PekomeHayeTca obe3BpeanTh BCe 3TW YTpo3ssl Obesspeants
MmaA Yrpoza JelcTene MyTe

o | 4 eicar.co... EICARTestFi... Jewsre = "hﬂmnjuserftstfeicar....|
: Neyntb I ——

@ » T eicar_c... WHPMUMPOE. .. Bfuserftst,f‘eicar...
» @ eicar_c... MHduumpos... B  YA3NWTb Juser/tst/eicar...
» & eicar_c... WHbUUMpPOB... B - fuser/tst/eicar...

MNogpobHee

10
?

HaxMuTe Ha 3aMoK 41A NONYYeHWA Npas agMUHMCTpaTopa

PucyHok 30. CrpaHuua o63opa yrpos

B cnuncke ana kaxxaon obHapy>KeHHOM yrpo3bl BbIBOAMTCA Caeayrolias nHGopmMaums:

Nmsa obbekTa, cogepkallero yrposy.

e /IMA yrpossbl, cogepkallencs B obbekTe (Mo knaccupmkaumm «Joktop Beb»).

[enctBue, KOTOpoe ByaeT MPMMeHeHO K OOBbeKTy AN HenTpanamnsaumm yrposbl (Mam yxe 6bi10
NPVMEHEHO, eC/IN yrpo3a HeWTpann3oBaHa).

MyTb K 06BEKTY PanNNOBON CUCTEMBI, B KOTOPOM 3Ta yrpo3a Hbina obHapy>KeHa.

Y>xe obe3Bpe>xeHHble yrpo3bl B CNMCKE MpeacTaBaeHbl B CMNCKE HeakTMBHbBIMUW CTPOKaMMU.

PyKOBOACTBO noJsib3oBarena
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O6e3BpeXxmMBaHue 06HapY>KEHHbIX Yrpo3

Ecnv B cnincke nmetoTcs Heobe3BpeXKeHHbIe Yrpo3bl, Ha CTpaHuLe, HEMOCPEACTBEHHO HaZ
CMWCKOM, JOCTyNHa KHOMKa O6e3BpeAUTb, MPU HaXaTUM Ha KOTOPYHO KO BCEM Yrpo3am,
npeAcTaBAeHHbIM B Crincke, ByayT NPUMeHEHb! AeNCTBUSA MO UX 06e3BpeXMBaHWIO, yKa3aHHbIe B
none Jeticmsue y kaxxgon Heobe3BpexxeHHOW yrpo3bl. Ecam yrposa obe3spexmBaeTcs ycreLHo,
ee CTpoka B TabavLe CTaHOBUTCA HeakTUBHOW. Ecam nonbiTka ob6e3BpexrBaHNA OKasbiBaeTcs
HeyAa4HOW, TO CTPOKa, cogepxkallan cBefeHns ob yrpose, OcTaeTca akTMBHOM, TEKCT B CTPOKe
OKpalluMBaeTCs B KpacHbIV LBeT, a B nose Jelicmeue BbIBOAUTCA MHPOPMaLMs 06 oLimbke.

Mo ymonuaHuIo B CNNCKe B KayecTBe AeNCTBU BbIOMPAKOTCA AeNCTBUSA, 3ajjaHHble B KauecTBe
peakuunin Ha yrpo3y B HaCTPOMKax KOMMOHEHTa, OBHapPY>KMBLLEro yrpo3y. [eicTBus, KoTopble No
YMOYaHWNIO BbIBMparoTca Ana yrpos, obHapy>xuBaemMbix CkaHepoOM 1 MOHUTOPOM ¢dalioBon
cnctemsbl SplDer Guard, MoryT ObITb M3MEHEHbI Ha COOTBETCTBYHOLLMX BKIaAKaX OKHa HaCTpOek.

Ecan TpebyeTcs NpMMeHUTb K yrpo3e AelCTBUE, OTIMYHOE OT NPeACTaBAEHHOTO B CMMCKe,
WwenkHMTe no nosto Jelicmeue B CTPOKe Yrpo3bl 1 BbibepuTe Tpebyemoe AencTue B
NOABMBLUEMCS KOHTEKCTHOM MEHHO.

Ecan yrpo3a obHapy>keHa B painie, HaxoaALWEMCA B KOHTEHepe (apXMB, MOYTOBOE
: COObLLEHME U T.M.), BMECTO YaNeHWUs BbIMOJHAETCA NepeMeLLeHne KOHTeNHepa B
KapaHTUH.

NmeeTca BO3MOXHOCTb BblAgeneHns Habopa yrpos B cnvcke. [1ns 3Toro Hy>XKHO BblAensaTb Ux
MBbILLbIO, yaep>kmBas Haxkaton knasuwy CTRL nan SHIFT:

e [Mpu yaep>xxaHun CTRL yrpo3bl 6yayT 406aBaaTbCA B CMUCOK BbIAENEHNSA MO OLHOMW.

o [Mpn yaepxaHum knasuwmn SHIFT yrpo3bl BblAeNAOTCA HEMPepbIBHbIM CANCKOM.

Mocne BbibOpa yrpos, Ans NPUMEHEHWA K HUM HEKOTOPOTO AeNCTBUA, HaXXMUTE NpaByro KHOMKY

MbILLM B 061aCTW cnncka v Bbibepute Tpebyemoe AencTBMe B MOABMBLUEMCSA BbIMajatoWwem
MeHto. [leicTBue, BbibpaHHOe B MeHto, ByaeT NprMeHeHO KO BCeM BblAe/IeHHbIM yrpo3am.

O6paTtnte BHUMaHMe, UTo:

e Ecnv yrposa 6bina obHapy>keHa B COCTaBHOM obbekTe (apxuB, cOObLLeHne
3/1eKTPOHHOM MOYTbI 1 T.M.), TO BbIBpaHHOE AENCTBME NMPUMEHSETCS HE KO BIOXKEHHOMY
NHOULIMPOBAHHOMY OBBEKTY, @ KO BCEMY KOHTEAHEPY LIENIVKOM.

° AEIZCTBMG Jledumb MOXET BbIThb npUMeHeHOo He KO BCEM TuUMaM yrpos.

B cnyyae HeObXOAMMOCTW, 418 YCMELHOIO NPUMEHEHNS AENCTBUIA K Yrpo3aM, NOBbICbTE
npaBa NPUIOXEHUS.

PyKOBOACTBO noJsib3oBarena
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MpocmoTtp nHpopmauumn 06 yrposax

[na nonyyeHus getanbHon nHGopMaumm o Ntoboin 06Hapy>XEHHOW Yrpo3e HaxXMuTe NpaByro
KHOMKY MbILIW B CTPOKe MHbOopMaLmm 06 yrpose v BbibepuTe B MOABMBLLEMCS KOHTEKCTHOM
MeHto NyHKT Moapo6Hee. Nocne 3TOro Ha akpaHe MNOABUTCA OKHO, coAepKalliee NoApPObHYHO
nHpopmauuto 0b yrpose n cogepxaliem ee obbekTe. Ecam Tpebyetca nonyumTtb Nogpob6HYHO
nHGOPMaLMIO CPa3y O HECKOJIbKMX Yrpo3ax, BblAENNTE B CMINCKE MbILLbIO, YAEP>KMBas HaXXaToM
knasuwy CTRL, nepes BbI30BOM KOHTEKCTHOIO MEHHO.

@ DrWeb gnsa Linux

| SKCNOPT... | | 3aKpbITh

PucyHok 31. Unpopmauma o6 yrpose

B 3TOM OKHe oTob6paxkaeTtcsa cneayrowias MHGoOpMaLms:

e VIms yrpo3bl (no knaccudukaumm «Joktop Beb»).
e Ha3BaHune komnoHeHTa Dr.Web gns Linux, obHapy>XusLuero yrposy.
e [lata 1 Bpems 0bHapy>XeHna yrpo3sbl.

e ViHdopmauus 06 obbekTe dalriIoBon cMCTEMBI, B KOTOPOM 3Ta yrpo3a bbiia 06HapyxXeHa: uMms,
nonb3oBaTe/b-BAajenel, obbekTa, jaTa MOCAeAHEro U3MEHEHMA 1 NyTb K 06bekTy B GannoBou
cucTeme.

e [locnegHee fencTBME, KOTOPOE NMPUMEHSANOCH K YIPO3€, U ero pesyabtat (eC/v B HaCTpOMKax
KOMMOHEeHTa, 06Hapy>XKMBLLErO Yrpo3y, 3aaH0 aBTOMAaTUYEeCKOE MPUMEHEHNE AENCTBUN,
Hanpumep, ana CkaHepa OHO MOXeT HbITb 3ajaHO Ha COOTBETCTBYHOLLEN BK/IaLKe OKHa
HacTpoeKk).

LLlenyok no ccbiike ¢ UMEHEM Yrpo3bl OTKPOET B YCTaHOBAEHHOM B cucTeme Beb-6pay3epe Beb-
CTPaHuLYy C onMcaHeM yrpo3bl (MPOUCXOAUT NEPEXO Ha CalT KoMnaHun «JJoktop Beb»,
TpebyeTca nogkntoveHme kK cetn VIHTepHer).

Haxxmute KHONKY IKCAOPT, €CW Bbl XOTUTE COXPaHUTb MHOOPMALIMIO, MOKa3aHHYO B OKHE, B
TEKCTOBbIV $ann (MO HaXXaTUH KHOMKM OTKPOETCS OKHO Bblibopa daina Ana cCoXpaHeHUs
nHdopmMaumm). Ytobbl 3aKpbITb OKHO NOAPO6HON MHGOPMaLMKn 06 yrpose 1 cogepkallem ee
061bekKTe, HaXXMUTe KHOMKY 3aKpbITh.
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YnpaBneHne KapaHTUHOM

Cnuncok 06bekToB, n3oanpoBaHHbix Dr.Web ans Linux B kapaHTUH, oTobpaxaeTtcs Ha

cneu,maanoﬁ CTpaHuLe. YTobbl ee OTKPbITb, HAXKMUTE KHOTMKY Ha HaBUTALIMOHHOW NaHenu.

Dr.Web gns Linux

E KapaHTHH

Dain HeAcTBue ¥rposa

@ 4 file3 OwubKa BOCCTAHOBNEHWNA & EICAR Test File (NOT a Virus!)
4 File2 OwubKa BOCCTAHOBNEHWNA & EICAR Test File (NOT a Virus!)
5 eicar.com  ¥OanuTb - EICAR Test File (NOT a Virus!)

e ——————— ] |
BOCCTAHOBWUTL

BOCCTAHOBMTL B...

Ynanuto
MNepenpoBepUThL
{3} MoppobHee
0 [5] HaxmuTe Ha 3aMOK 1A OTKa3a oT Npae ajMMHUCTPaTopa

PucyHok 32. CrpaHu1ua ynpaB/ieHUA KapaHTUHOM

Ecam kapaHTWH He NycT, B cnvcke ANs KaXAoW 06Hapy>XeHHOW yrpo3bl BbIBOAUTCA CAeaytoLas
nHPopmaLua:

e /IMA obbekTa, cogep kallero yrposy.

e [lelicTBME, KOTOPOE CesyeT NPUMEHNUTb K 06beKTYy B KapaHTUHE.

e /IMA yrposbl, cogepxkallencs B obbekTe (No knaccubumkaumm «Joktop Beb»).

MprvmeHeHMe AeACTBUIA K N30/IMPOBaHHbIM 06bekTam

[ns BbINONHEHNA KaKoro-mbo AencTBuA C M30JMPOBAHHBIM B KapaHTMH 06bekToM, cneayet
LeNKHYTb NPaBON KHOMKOW MbILWW B CTPOKe, coAepcallen nHdopmanmto ob obbekTe, 1 BbibpaTh
Tpebyemoe felcTBMe B MOABMBLUEMCSA KOHTEKCTHOM MeHto. Ecim Tpebyetca coBeplumnTb
HeKOTOpOe AeNCTBNE C HECKONbKUMU N30AMPOBaHHbIMU O6beKTaMK, UX CresyeT nepes Bbi30BOM
KOHTEKCTHOrO MEHHO BbIAE/NNTb B CMNCKE. BblAesieHne OCyLLLeCTBAAETCA MbILIbHO MPW HaXKaTown
knasuwe CTRL nan SHIFT:

e Mpu yaepxkanmm CTRL n3onnpoBaHHble 06beKTbI ByayT 406aBASTLCA B CMUCOK BbIAENEHMS MO
OZHOMY.

o [pu yaep>xanun knasuwm SHIFT nsonmpoBaHHble 06bEKTbI BbIAENAOTCA HEMPEPbIBHbIM
CMNCKOM.

B MeHIo fOCTYNHbI Chegytowme feicTBuUS:

¢ BoccTaHOBUTb — BOCCTAHOB/IEHME Bble/IEHHbIX OOBEKTOB B X UCXOAHbIE MeCTa B GpanoBOM
cncteme.

PyKOBOACTBO noJsib3oBarena
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e BocctaHOBUTb B — BOCCTaHOB/IEHME Bbl€NIEHHbIX 06bEKTOB B BbIOpaHHOE MecTo B GpaiioBoi
cucTeme (OTKPOEeTCA OKHO Bblbopa KaTanora A1 BOCCTaHOB/IEHMSA).

° Yp,anm'b - Heo6paT|/||v|oe YAaneHne BblAENEHHbIX 06BEKTOB.

¢ MepenpoBepuTb — BbINOJHUTL MOBTOPHYH MPOBEPKY BbiAeNEHHbIX OObEKTOB U UX U3NeYeHNe,
eC/In 3TO BO3MOXXHO.

B cnyuae ecav BbiIbpaHHOE AeMCTBME NPUMEHAETCA K BbiAeeHHOMY 06beKTy yCrneLlHo, ero
CTpOKa ncyesaeT 13 Tabauubl. B cnydae ecav nonbiTka OkasbiBaeTca HeyAauYHOM, CTPOKa,
cogepxkalas ceefieHns 06 N30AMPOBaHHOM 06beKTe, OCTAaeTCs aKTUBHOW, TEKCT B CTPOKeE
OKpalUMBaeTCA B KpacHbIW LiBeT, a B none Jelicmaue BbiBOAUTCA MHPOPMaL s 06 owmnbke.

@ [ns ycnewHoro npuMeHeHns AeUCTBUN K M30JNPOBaHHbIM 06bekTamM MOXXET
notpeboBaTbCs NOBbILEHWE NPaB NPUAOXKeEHV. Hanpyumep, NoBbILeHWe npaB
HeobxoAnMO, YTObbI MPUMEHATL AEUCTBUA K OOBbEKTaM, MOMELLEHHbIM B KapaHTWH
NI0BbIM 13 NONb30BaTeNEN.

NMpocmoTp nHpopmaumm 06 nsonnpoBaHHbIX 06beEKTaX

[Ansa nonyyeHuns getanbHoOM MHPopmaLmm O Tt0OOM M30IMPOBaHHOM 0bbekTe HeobXxoAMMO
Ha>kaTb MPaBYO KHOMKY MbILLK B CTPOKe nHopmaLmm 06 3Tom obbekTe 1 BbibpaTh B
MOABMBLUEMCA KOHTEKCTHOM MeHo NyHKT Moapo6Hee. [oc/ie 3TOro Ha a3kpaHe NOABUTCA OKHO,
coaep>kaliee nogpobHyto nHpopmaumto 06 obbekTte. Ecam Tpebyetca nonyumte NoapPO6HYHO
MHGOPMaLMIO CPa3y O HECKOJIbKMX M30AMPOBaHHbIX OObeKTax, Ux CesyeT nepes Bbi30BOM
KOHTEKCTHOTO MEHHO BbIAENNTb B CMIUCKE MbILLbIO, yAep>KmBas Haxaton knasuwy CTRL.

@ DrWeb gna Linux

| SKCMOPT... | | 3aKpbiTe

PucyHok 33. UHdpopmauma 06 nsonmposaHHom obbekre

B 3ToM okHe oTobpaxkaeTca cnegyroltas MHPopMaLms:

Nma yrposbl (no knaccndukaumm «oktop Beb»).

° ,£|,aTa N BpeEMA U30J19UNN obbekTa B KapaHTUH.

Tvn KapaHT1HA, B KOTOPbIA M30AMPOBaH 06bEKT.

HanmeHoBaHuMe u pe3yabTaTt NoCnegHero AeVICTBMﬂ, KOTOpOE NMPpUMEHANOCh K O6'beKTy.
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¢ VIHpopmaLmsa 06 n3onmpoBaHHOM obbekTe GanNoBOM CUCTEMBI: UMS, MOAb30BaTENb-BAAAENEL,
obbekTa, faTa NocNeAHero N3MeHeH s 1 NyTb K 06bekTy B GaliIoBOW CUCTEME.

LLlenyok no ccbiike € MMeHeM yrpo3bl OTKPOET B YCTaHOBJIEHHOM B cucTeMe Beb-bpay3epe Beb-
CTPaHWLYy C OnncaHneMm yrposbl (MPOMCXOANT NePexos Ha cauT KoMnaHun «/Joktop Beb»,
TpebyeTca NnogkntoueHne K cetn ViHTepHerT).

HaxxMuTe KHOMKY IKCNOPT, eC/i Bbl XOTUTE COXPaHUTb MHOOPMaLMIO, MOKa3aHHYH B OKHE, B
TeKCTOBbI darin (Mo HaXaTMo KHOMKM OTKPOEeTCA OKHO Bbibopa daiina Ana coxpaHeHus
nHpopmaumn). YTobbl 3aKpbITb OKHO NOAPOOHON MHPOPMaLMKM 06 yrpo3e n cogepkallemM ee
o6bekTe, HAXXMUTE KHOMKY 3aKpbIThb.

O6HOBNEHNEe aHTUBUPYCHOMW 3aLLUTbI

MNepuoanyeckoe obHOBEHME BUPYCHbIX 6a3, aHTUBMPYCHOTO Aapa 1 6a3 kaTteropuin Beb-
pecypcoB npoun3soantca KoMnoHeHTOM 0BHOBNEHUs aBTOMaTMyeckn. NpoCcMOTp COCTOAHUSA
OBHOBAEHWNIA M NPUHYAUTENbHbIV 3aMyck OOHOBAEHUA NO TPeboBaHMIO MPOU3BOAATCA CO
cneumanbHOW cTpaHuubl okHa Dr.Web ans Linux. YTobbl nepentn Ha CTpaHuuy ynpaBieHus
obHOBAEHMEM, HaxkmuTe kKHomMKy MocneaHee o6HOBAEGHMeE Ha [N1aBHOV CTPaHULLE.

DrWeb pna Linux

_ O6HoBNEHKE He
0 TpebyeTca

MocnegHee obHosnexne Cnepytoulee obHOBNEHME

22.05.17 18:19 22.05.17 18:49

o | OB6HoBUTE |

PucyHok 34. CtpaHuua ynpaBneHusa o6HoBAeHVeM

Ha CTpaHuLe ynpasaeHnA obHOBAEHMEM BbIBOAUTCA CieayroLlad MHCI)OpMaLI,VIFII

e AKTyanbHOCTb BMPYCHbIX 6a3, aHTUBMPYCHOTO Aapa v 6a3 kateropuii Beb6-pecypcos.

e VIHpopmaL s 0 nocaesHeM Npon3BeLeHHOM OOHOBAEHUN N BPEMS C/IeAyHOLLErO NiaHOBOrO
obHOoBAECHUA.

UT06bI BLINONIHUTL NPUHYANTENbHOE OBHOBEHME, HaXXMUTE KHOMKY O6HOBUTD. /115 3aKpbITUA
CTPaHWLbl ynpaBaeHns 06HOBAEHNEM AOCTaTOUYHO MepenT K Ntobon Apyrou cTpaHuue npu
MOMOLLM KHOMOK HaBUraLMOHHOW NaHenu.

PyKOBOACTBO noJsib3oBarena
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Ecnv Dr.Web gnis Linux paboTaeT B pexumMe LLeHTpaav30BaHHOM 3aLlinThl, 3Ta CTPaHMLa
: 6yaet 3aba0KkMpoBaHa.

Hacrpovika o6HOBAeHUIA

Hactpowika o6HoBneHui Dr.Web ans Linux nponsBoAnTCa Ha OKHE HacTPOEK, Ha BKIajKe
OcCHOBHBbIeE.

Mpo6nembl B pabote kKOMNoOHeHTa 06HOBEHUMA

B cnyyae BO3HMKHOBEHUA OLIMOOK GYHKLMOHNPOBaHMA KOMNOHeHTa OBHOBAEHWS, Ha CTpaHuLe
ynpasieHus 06HOBNEHNEM OTOBpaXKaeTcs COOBbLLEHME O BO3HMKLLEN ownbKe. [ns ycTpaHeHus
OLUINBKM BOCMONb3YNTECH OMMCAHNEM M3BECTHbIX OLLUMOOK, MPUBEAEHHbIM B [1puaoxxeHuu I

MeHea)>xep NLEeH3UN

MeHeg>xep MLEH3NIA MO3BOAAET MPOCMOTPETL B rpaduyeckom pexxnme MHPopmaLmo O
TeKyLLen MNLEeH3MM, KOTopas BblgaHa nosb3osatento Dr.Web ans Linux. [laHHble vLeH3uN,
BblAA@HHOW MO/Ib30BaTENtO, XPAHATCA B IMLLEH3VOHHOM Kto4eBOM danine, obecneymsaroLLem
paboty Dr.Web ans Linux Ha kOMNbloTepe Nonb3oBaTens. B cnyyae oTcyTcTBMA Ha KOMMbtOTEpe
JNMUEH3MOHHOTO WV AE@MOHCTPaLMOHHOTO KNHoUYeBOro daina Bce aHTUBUPYCHbIe GYHKLNN
Dr.Web ans Linux (npoBepka  MOHUTOPUHT 06BbEKTOB $ariioBOM CUCTEMbI, OBHOBAEHME
BMPYCHbIX 6a3) byayT 3a610KMpPOBaHbI.

3anyck MeHepykepa nuueH3uN

MeHezep N1LEeH3UIA MHTerpupoBaH B OkHO Dr.Web ans Linux. YTo6bl OTKPbITb CTPaHULY
MeHezxepa AMLEH3NIN, HaxXMUTe KHOMKY JIMLLeH3UA Ha [/1aBHOW CTPaHMLLE OKHa.

Ecnm Ha KOMNbrOTEpE Y>Ke YCTaHOBJIEH KOUEBOWN dalisl, CBA3aHHbIM C HEKOTOPOU JINLLEH3NEN Ha
ncnonb3osaHue Dr.Web ana Linux, BblJaHHOW NOAb30BATENO, UAN C aKTUBHbIM
AEMOHCTPALMOHHBIM NePUOAOM, TO Ha HayabHOM CTpaHuLe MeHeaxxepa ANLEH3NI
OoTObpaxkatoTCa AaHHble O INLEH3NK, TaKNe, Kak ee HOMep, UMA BajeNbLia, a TakxKe CpokK
LENCTBUSA, U3BIEYEHHbIE U3 KAHUEBOTO dalina.

BVI,CI| CTPaHULbl NPOCMOTPaA AaHHbIX O IMLEH3UN NPEACTAB/IEH Ha PUCYHKE HMXKeE.

PyKOBOACTBO noJsib3oBarena
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Dr.Web gnsa Linux

% "™ WHbOpMaLKUA 0 TMLEH3NK

a LA
Homep nuueHsuu: 0000

@ Bnapeneu; owner name

JaTa aKkTHUBaUMm: 10.02.2015
JlaTta oKoH4YaHWA: 12.02.2016
OcTanock gHewn: 331

| MoNy4nuTs HOBYH NULEH3WID... |

~ £ e

PucyHok 35. Nudopmauma o nmueHsnm
HaxaTvie Ha ciMBOA ** cripaBa OT HOMepa NNLIEH3WM NO3BOAAET YAANNTL KKOUEBOMN dait.

Bbl MOXeTe 3aKkpbITb MeHezXep NNLEH3MIR, Nepeias K NF06oM Apyroin cTpaHuLe npy NomMoLm
KHOMOK HaBUraLMOHHON MaHenw.

AKTUBaLUA NLEH3UN

[Ans Toro ytobbl NpY NoMoLM MeHeaxkepa NNLEH3NIN aKTUBMPOBATb JIMLIEH3MIO (B TOM Yncie —
NPMOBpPEeCcT HOBYHO NNLLEH3NIO UAN NPOAUTL TEKYLLYO) UAN LEMOHCTPALMOHHBIN Nepunos, 1
MOlyYnTb Ha KOMMbIOTEP COOTBETCTBYHOLLMI KAHOUEBON Palin, obecneumBatowmii paboty Dr.Web
Aans Linux, Haxxmute kHonky Moayuntb HOBYHO AMLLEeH3UIKO. [10C/Ie 3TOrO Ha 3KpaHe NosBUTCS
macTtep peructpaumum. ObpaTnTe BHUMaHWe, YTO MacTep perncTpaunm Takxxke otobpaxaercs
aBTOMaTM4ecku npu nepsom 3anycke Dr.Web ansa Linux nocne ero vHcrannayum.

Ha nepBom 3Tane akTMBauum HeobXoAMMO BbIGpaTh cnocob akTmBauuu. LocTynHo Tpu cnocoba:

1. AKTVBaLMS TMLEH3UN AN 4EMOHCTPALMOHHOIO Neproja no MMerLLLeMyCs CePUAHOMY
HOMepy.

2. [NonyyeHvie 4EMOHCTPALMOHHOIO Neproaa.

3. YcraHoBka knto4veBoro dainia, Nosy4YeHHOro paHee.

[Ans pervctpaunv cepuiHOro Homepa v Aas NoayYeHUs 4EMOHCTPALMOHHOrO neproja
: TpebyeTcs Hannume NoAKAOUYEHNs K ceT VIHTepHeT.

1. AKTUBaLMA INLEH3UUN WK AeMOHCTPaLLMOHHOro Nnepuoga Npyu NOMoLM cepuiiHoro
HoMmepa

,D,IIFI aKTMBauumn anueH3nm nan 4eMOHCTPpaULMOHHOIo nepnoda npn nOMOLWM MMerLEeroca y
Bac CepMVIHOFO HOMepPa, BBEANTE CMMBOJIbl MMEROLLEroCa y Bac CepMVIHOFO HOMeEpPpa B none
BBOJAA M HAXKMUTE KHOMKY AKTVIBMpOBaTb.

PyKOBO,D,CTBO noJsib3oBarena

100



A7

-
&

A
)
-\ﬂ

Pa6oTa ¢ Dr.Web ansa Linux

™ MacTep perMcTpauum

AKTHBaLUMA NHLLEH3NK

Lna aKTVBaLMK NMLEH3MK YKaXKMTE CEPHIAHBIA HOMED

[1111-1111-1111-1111 | | AkTueupoBats |

[ONC/HNTENbHbIE BO3MOXHOCTH
EC/Nny Bac HeT CEPHIAHOTO HO
MarasuHe KOMNaHuu «JokTop B

Bbl MOXETE F[J-I-1'1215§|JE"ITI-1 NMLEH3MIO B OHNEWH-

AKTWBMPOBAaTh NeMOHCTPALMOHHbINA NepUo Ha 30 AHe
MprobpecTv NMUEH3MHIO
Opyrue Buibl aKTMBALMK

| 3aKpbiTb |

PucyHok 36. Peructpauus npm noMmoLu cepmitHOro Homepa

| Ecnv y Bac HeT cepuIHOro HOMepa AN AEeACTBYHOLLErO KAtoueBoro danna, To Bbl MOXeTe
: NpUoBpPecT NNLEH3NIO B OH/IaH-MarasvHe komnaHum «/loktop Beb», nepenas no
ccblnke Mpuobpectn AnueH3nto.

O ponoNHWTENbHBIX CMocobax NprobpeTeHnsa AnLIeH3UM Ha NpoAykTbl Dr.Web cm. B
pa3gene JlvLeH3npoBaHue.

MNocne HaxaTua KHOMKN AKTUBMpOBaTb OyseT NPON3BEAEHO NOAKNOYEHNE K CEPBEPY
perncrtpauum kKomnaHmm «loktop Beb».

Ecan ykasaHHbIV BamMun cepuiiHbIi HOMep Obln MoyYeH Ha caTe kKomnaHun «/loktop Beb»
AN aKTUBALMMN JEMOHCTPALMOHHOTO Neproja CPOKOM Ha 3 MecaLa, TO AONONHUTENbHbIX
LaroB A/ akTvBaLmmn He notpebyeTcs.

Ecav ykasaHHbIV Ha NEPBOM LUare CEPUNHbIN HOMEpP BXOAWUT B KOMTIEKT U3 ABYX CEPUIHbIX
HOMEpPOB, TO Janee BaM HY>HO BblbpaTb, Ha KaKOM KOMYeCTBE KOMMbIOTEPOB Bbl
nnaHnpyeTe ncnosb3oBaTtb NPoAyKT. Ecam Bbl BbibepeTe BapraHT Ha gByX KomnbloTepax, TO
BTOPOW CEPUNHBIN HOMEP 13 3TOTO KOMIJIEKTa Bbl CMOXETe aKTMBMPOBaThb Ha eLle OA4HOM
KOMMbIOTEPE M NOJYUYNUTb BTOPOM NINLLEH3NOHHBIN KAroUeBOr darin. Mpu 3Tom ans obomnx
KOMMbIOTEPOB BblAaHHbIE NNLIEH3UN BYAYT AeNCTBUTENbHBI B TEYEHWE OANHAKOBOrO CPOKa
(Hanpumep, Ha roa). Ecam xe Bbl BbibepeTe BapnaHT Ha ogHOM KoMnbioTepe, TO BaM
Heobxoanmo byaeT yka3aTb BTOPOW CEPUMHBIA HOMEP 13 KOMMiekTa. B sanbHenwem Bbl yxe
He CMO>KeTe 3aperncTprpoBaTh 3TOT CEPUINHbBIA HOMEP Ha APYroM KOMMbroTepe (Takxke Kak U
MCNONb30BaTb Ha HEM KOMWIO INLLEH3MOHHOTO KNtoYeBOro daiina, Noay4YeHHOro Bamu B
pe3ynbTaTte akTMBaLn o6beAVHEHHOM IMLIEH3MK), HO ANA TeKyLLLero KOMnbkoTepa CpoK
AEeNCTBUA NLLeH3UN ByZeT yBesIMUeH BABOe (Hanpumep, A0 ABYX €T, €CAu AMLEH3NA bbina
BblaHa CPOKOM Ha rog,).

PyKOBO,D,CTBO noJsib3oBarena
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™ MacTep perucrpauum

AKTHBaLUMA NHLLEH3NK

KOMNBHTEPOE.

® Ha geyx KoMnblOTEPaX

() Ha oaHOM KoMnbloTEpe

Hasag ]|_ Hanee

nDMOﬁpETEHHbIﬁ BaMH KOMNNEKT CEpHﬁHbIX HOMEDOB NpeaHazHa4YeH anAa asyx

Ha KakoM KoNn4ecTBe KOMMBIOTEPOE Bbl XOTWUTE MCNOMBL30BaTh 3TH JIMUEH3IWK?

PucyHok 37. Bbi6op koniMuecTBa KOMNbIOTEPOB

Mocne Bbl60pa Koam4yectBa KOMMbHOTEPOB, ANA KOTOPOro MO>XKeT ObITb aKTMBnpoBaHa
NNLUEH3NA, HAXXMUTE KHOMKY ,Cl,anee, n, eCan Bbl Bbl6pafll/l BapuaHT Ha ogHom KomMnbloTepe,
YKa>XWNTe Ha NosIBMBLLENCS CTpaHuue Mactepa BTOpOVI CepMVIHbIVI HOMEpP U3 KOMMJEKTa, nocie

yero ele pas HaxxmuTe fanee.

™ MacTep pernmcrpayum

AKTHBaLUMA NHLEH3NH

2222-2222-2222-2222

BoHyc B 150 gHen.

APYroro KoMnNbKTEpa.

YKaxXuTe BTOPOM CEpPHAHBIA HOMEP M3 KOMNAEKTa

CpokK AercTBrA o6enx nuueH3niA By oyT CyMMUpPOBaHbI, W Bbl MOMYyYHTE

Bbl He CMOXeTe HCNONbL30BaTh BTODOE CEDI-"'IF'IHI:IIFI HOMeED ANA 2allWThl

| Hasapg | Manee ]

PucyHok 38. Yka3aHne BTOpOro cepumHOro Homepa us Komrnsekra

[Janee Bam byaeT npeanoxeHo noayunte 6oHyc B 150 gHen K CPOKy AeMCTBUA aKTUBMPYEMOW
AvueHsun. Ana atoro byaet HeobxoAMMO ykasaTb MHPOPMaLIMIO O NpesblayLien
npvobpeTeHHON BaMu INLIEH3MM, €CIM OHa Y Bac umeetca. Ecam Bbl xoTute nosyumnts 6OHYC,
TO BblbepuTe NyHKT YKa3aTb NpeAbIAYLLYIO JIMLLEH3UIO, 8 €C/IN Bbl HE XOTUTE NoJlyyaTb
H6OHyC, MW Bbl He MMeeTe NpeAblAyLLen AMLEH3UN, BbibepuTe NyHKT Y MeHSA HeT
npeabiAyLLei INLLEH3UK, NOC/e Yero HaxxmuTe [lanee.

PyKOBO,D,CTBO noJsib3oBarena
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™ MacTep perMcTpauum

+150 gHeH K Balel NHLLEeH3UH

-
.

ECNW Bbl YK NONb30BANMCE NMMUEH3IMOHHOM BEpCVWE NpoaykTa Drweb cpokom He
MeHee 6 MeCALes, TO BaM NPefoCcTaBnAeTcA BOHYC — NPOANEHWE CPOKa AeHCTEWA
HOBOW NMMUEH3MK Ha 150 gHen.

@® YykasaTk NpeabioyULYo NHLEHIWIO

() ¥ MeHA HeT NpeAbIAYLLER NMLEHI KN

Hazan ]|_ flanee |

PucyHok 39. MonyueHue 60oHyca

Ecan Ha nepBOM Luare Bbl yKa3anu cneuunanbHbli cepuliHelli HOMep npodsieHUs, TO, BMEeCTO
NpeANoXeHns noayyeHns 6oHyca Bam ByaeT NpessoXeHO yKazaTb NpesblayLLyto INLEH3NIO,
yTObbI He NoTepsATb 150 AHel 13 cpoka AeNCTBMSA aKTUBMPYEMOW nLLeH3MW. ECiv B 3TOM
cnyyae Bbl BbibepeTe NyHKT Y MeHA HeT npeablayliei INLEeH3nN, TO Bbl YMEHbLLNTE CPOK
JeicTBUS HOBOW NNLEeH3uM Ha 150 aHel.

™ MacTep perMcTpauum

MNMpopaneHue NULEH3NK

CepWiAHbIA HoMep 1111-1111-1111-1111 npeaHasHa4YeH AnA NnpoaneHna
JNMUEH3MKW. 3TO 3HAYMT, YTO ANA NPOJOIKEHUA PETMCTPALKMK BaM Heobxoaumo
NoATBEPAHTE, YTO Bbl Y3Ke NO/Ib30BaNINCh IMUEH3NOHHOW BEpPCMER NpoayKTa
DrWeb He meHee 6 mecAues.

® YkazaTb NpeabIAYULYIO NHLEH3NIO

() ¥ MeHA HeT NpeabIayLen TMULEH3 NN
A cornaceH coKpaTHTh CpOK AeMCTEMA HOBOKW JIMUESH3MK Ha 150 gHeil.

Hazan ]|_ flanee |

PucyHok 40. NMpoaneHne nnueHsum

Ecnv Bbl BbIOpanu NyHKT YKasaTbh NpeAbIAYLLYO IMLLEH3UIO, TO B NMOSIBMBLLEMCS OKHE BaM
cnepyeT ykaszaTb CEPUIHbIA HOMEpP NpeablAyLLEen NULLEH3UIN, UAW yKa3aTb NyTb K CBA3aHHOMY C
Hel karouyeBomy dainy.

PyKOBO,D,CTBO noJsib3oBarena
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™ MacTep perMcTpauum

YKaXuTe npeabiayLuyro JULEH3NI0

| CepwiHeId HOMep | @ |2222-2222-2222-2222

JvueH3mMa, yKasaHHaaA Ha AaHHom ware, Bynet 3abnokmpoBaHa.
He yKa3blBaliTe NMUEH3WI0, KOTOPYHO Bbl MNaHWPYeTe UCNOMNb30BaTh B
nanbHeRWeM.,

EC/M CpOK AeNCTBWA 3TOW JIMLEH3NW HE MEHEee 6 MECALIEB, Bbl NOJYYMTE
BoHYC — CpOK AEWCTEMA HOBOM NMLIEH3MK Oy 0eT YyBeNrdYeH Ha 150 OHe.

| Hasap | Hanee J

PucyHok 41. Yka3aHue npeabiayuiei IMLEH3UN

Ecav Bbl yKaxkeTe Ha 3TOM Luare JIMLEH3MI0, CPOK AeNCTBUA KOTOPOMU ellje He UCTeK, TO CPOK
AenCTBMA aKTUBMPYEMOW ANLLeH3MM ByaeT JOMOAHUTENbHO NPOAJEH N Ha OCTaTOK CPOKa
AEeNCTBUA CTapOon NNLLeH3UN. B cnyyae akTUBaL MM KOMMAEKTa U3 BYX CEPUNHBIX HOMEPOB,
nopagok o6paboTkn 6OHyca 3aBUCKT OT TOrO, KaKoW BapuaHT MCMOAb30BaHMA Hbl1 BbIbpaH Ha
npeablAyLLem Lare mactepa perncrpamu:

¢ Ha aByx komnbroTepax, U 3mo nepseili Komneromep. [Ans nonyyeHuns 6oHyca Ans
NepBOro KOMMbHOTEPA, Bbl JOJIXKHbI MCMOAb30BaTh HA AaHHOM LUare npeablayLLyro
JNNLEH3MIO, BbIZAHHYHO A1 3TOrO KOMMbIOTEPA, ECN OHA UMeeTcs. Bmopol cepuliHelli
HoMep U3 KoMNnJekma 30eck yKa3bl8ame Heslb3sl.

¢ Ha aByx komnbroTepax, u 3mo smopoli komnetomep. [Ans nonyyeHus 6oHyca Ans
BTOPOro KOMMbHOTEPA, Bbl JO/IXKHbI UCMO/b30BaTh Ha JaHHOM LUare npesblAyLyto
NNLEH3MIO, BbIZAHHYIO A1 3TOrO KOMMbIOTEPA, €CAN OHa umeeTcs. [epabili cepuliHbll
HoMep U3 KoMNnJekma 30eck yKas3bl8ame Heslb3sl.

e Ha ogHOM KOMnNblOTepe. B 3TOM C/iyyae He TONbKO yABanBaeTCA CPOK AENCTBUSA
aKTVBUPYEMOW IMLIEH3MK, HO K HEMY TakXe aBToMaTuyecky npnbasaseTcs 6GoHyC
(NepBbIV CEpUHBIN HOMepP AaeT BoHyC Ans BTOporo Homepa). Kpome 31oro, ecav Bbl Ha
AAHHOM Luare JOMNOJIHUTENbHO YKaXeTe MpeablayLLyto NNLEH3NIO, BbIAAHHYHO A/ 3TOTO
KOMMbIOTEPA, €CIN OHA UMEETCH, TO K YABOEHHOMY CPOKY AeUCTBUS aKTUBMPYEMOW
NNLEH3MM Tak>Ke NprbaBunTca BOHYC 1 OCTaTOK CpoKa AENCTBMA YKa3zaHHOW NNLEH3NN,
€C/IN OH MMeeTCA.

Ana ykasaHWA Ha NpeablayLLyHO IMLEH3MIO MOXHO BBECTU €e CePUMHBIA HOMEP B
COOTBETCTBYHOLLEE MOJIe AN yKa3aTb CBA3aHHbIN C HeW Kao4eBon Gani. Tun ykasaHus
nHbOpMaL KN O NpeablyLLeln IMLEH3MN BbIBUPaeTCa 13 BbiNajatoLLero Crmcka,
PacrnoOXXeHHOro C/ieBa OT NoJiA BBOAA. [11A yKasaHus K1o4eBOro dania Bbl MOXeTe:

e Beectun nyTb K HEMY HEMNOCPEACTBEHHO B CTPOKY BBOAA.

e Bocrnonb3oBaTbCs CTaHAAPTHBIM OKHOM Bblbopa ¢painios rpaduueckor 060104KK, HaxaB
KHonky O630p.

e MNepeTawmTb ero Mbllbi Ha CTPaHWLLY MacTepa U3 okHa $aiIoBOro MeHeaxXepa.

PyKOBO,D,CTBO noJsib3oBarena
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| BmecTo kntoueBoro darina Bbl MOXeTe yka3aTb Gpain zip-apxumBa, cogepkallero
: KntoueBon dalin, pacnakoBKW apxuBa Mpu 3TOM He TpebyeTcs.

,ﬂ,]’lﬂ NnpoAO/IKEHUNA aKTUBaLUMWN HaXXKMUTE KHOMKY p,anee.

Ha cnepytowiem ware TpebyeTcs ykasaTb KOPPEKTHYH PErMCTPaLMOHHYH MHGOPMALIMIO,
KOTOpas BKAHOUAET CNeytolme JaHHble:

e PerncrpaumoHHoe nms.
e PernoH (cTpaHa) HaxoxXAeHus, BbibMpaeTca 13 cnmcka.
o KoppeKkTHbIV agpec 3N1eKTPOHHOM MOYTbI.

Bce nons peFMCTpaLLMOHHOVI CI)OprI ABNAr0TCA oba3aTeIbHbIMU ANnA 3anoNHEHNA.
™ MacTep perMcTpauum
MocnegHwi war

AnA 3aBeplUeHA aKTUBaLUMK YKaXKWTe NaHHbIe BNagensla N1UeH3InK.

PervcrpauoHHOE MMA PervoH

User Name | PoccKA .

AZpec 3/1eKTPOHHON NOYThI

user@usermail.dom

| Hasap | loToBO J

PucyHok 42. PerncrpauuoHHas nipopmaumsa nosb3oBatens

Mocne 3anonHeHus Bcex noneit Gopmbl HaxKMUTe KHOMKY FOTOBO Ans NOAKAHOUEHWMS K
cepBepy ¥ NONyYeHUs IULLEH3MOHHOTO KatoueBoro daina. Mpu HeobXoANMOCTH Bbl CMOXKETE
nepeHecTV NOAYyYEHHbIV INLEH3NOHHbI KNtOUeBOW dailn Ha 1H060M KOMMbOTEP NpU
YCNIOBUMW, YTO Bbl MepecTaHeTe NCNOAb30BaTb €r0 Ha 3TOM KOMIMbIOTEpE.

2. I'Ionyuel-wle AE€MOHCTpPaLMNOHHOIo nepuoaa

Ecnam TpebyeTcs noayumnTb AEMOHCTPALMOHHbIV Nepuog ans pabotel Dr.Web ans Linux B
TeueHve 30 gHeN, NepenanTe Ha NepPBOM Luare akTMBaLLMM MO CCblike AKTUBMpPOBATh
AEMOHCTPaLMOHHbIN nepuoa Ha 30 gHel.

PyKOBO,D,CTBO noJsib3oBarena
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@ Mpwn noayyYeHNn 4EMOHCTPALMOHHOIO Nepurosa CPOKOM Ha 1 mecay, uepes MeHezxep

: JINLEH3UI BaM He TpebyeTcs yKasbiBaTb CBOU NEPCOHasbHble AaHHble. OAHaKo Bbl
MOXKeTe 3aperncTpmpoBaThCcs Ha oPuLLIManbHOM canTe KomnaHun «oktop Beb» n
MONYUNTb CEPUMHBIA HOMEP, MPEAOCTaBAAOLLMI AEMOHCTPALMOHHBIA NEPUOL CPOKOM Ha
3 mecaua.

[leMOHCTPaLMOHHbBIN Mepunos AN OLHOTO 1 TOFO Xe KOMMboTepa MOXeT ObITb BblaH
MOBTOPHO TOJIbKO MO UCTEYEHUWN OMpPeseNeHHOro nepunosa spemenn. NoapobHee cMm. B
pa3sgene JlnueH3vpoBaHue.

3. YcraHOBKa nmetouierocs karouesoro gaiina

Ecnm Bbl y>kKe meeTe AeNCTBYHOLLYHO INLLEH3UIO U CBSA3AHHbI C HEW KNtoYeBOM daiin
(BO3MOXHO, MOJTyY€HHbIN OT KOMNaHuK «/loktop Beb» nav ee napTHEpPOB MO 31EKTPOHHOM
noute), To Bbl MOXeTe akTuBMpoBaTtb Dr.Web ans Linux, ycTaHOBMB 3TOT kKatoueBou dana. Ans
3TOro Ha NepBOM Luare akTMBaLMW LWENKHUTE MO cCblake [ipyrue BUAbI aKTUBaL MK, Nocne
Yyero ykaxkxuTe B NMOABMBLUEMCS NMOJie BBOAA NyTb K MMEIOLLEMYCS Yy Bac kitoveBoMy dariny.

™ MacTep perucrpauum

AKTHBauuA nocpeacTsom danna

YKaXXKMTe MMeLWMACA KNioYesor dgann

/home/user/drweb32 key 0b3op |

YTo Takoe NWLEeH3MOHHBIA KioYeBoi Gann?

| Hasap || [lotoBO |

PucyHok 43. AKTMBaLA NocpeacTBOM KitoueBoro ¢gaina

Ansa ykasaHus karoueBoro darina Bbl MOXeTE:
e BBectu nyTb K HEMY HEMOCPEACTBEHHO B CTPOKY BBOAA.

e Bocnonb3oBatbcs cTaHAAPTHLIM OKHOM Bbibopa dalinoB rpaduryeckort 060104KKM, Haxas
KHonky O630p.

° nepeTaLLl,l/ITb €ro MbllbHO Ha CTpaHULUy MacTepa N3 OKHa c|>a17|nosoro MeHe>Kepa.

| BmecTo kntoyeBoro darina Bbl MOXeTe yka3aTb Gain zip-apxmBa, cogepkallero
: KntoueBon dali, pacnakoBKW apxvBa Mpu 3TOM He TpebyeTcs.

Mocne ykasaHua nyTn K knroueBomy ainy (Mam cogepxkalleMy ero apxmsy) HaXXMuTe KHOMKY
FoToBO An15 aBTOMaTMUECKOW yCTaHOBKM KtoveBoro danna. Knrouesown dann byget npu

PyKOBO,D,CTBO noJsib3oBarena
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HeobXoAMMOCTN pacnakoBaH MU CKOMMPOBaH B KaTanor cayxebHbix ¢parnos Dr.Web ana Linux.
MoakntoueHns K ceTn VIHTepHeT B aHHOM Cilyyae He Tpebyetca.

B cniyuae ycnewHoro 3aBepLieHmns npouecca aktmeaunm (1F06bIM M3 OMUCaHHbIX Bbille
CnocoboB) Ha 3kpaHe byaeT nokasaHa ¢urHabHas CTpaHuLLa MacTepa perncTpaLmm ¢
coobuieHreM 06 yCrneLwHoM akTMBaL M NTMLEH3UN AU AEMOHCTPALMOHHOIO nepuoga. Haxmute
kHorKy OK ans 3akpbITs MacTepa perucrTpaLmm 1 BO3BpaLLeHUs Ha [aBHYH CTpaHuLLy OKHa
Dr.Web gns Linux.

™ MacTep pernmcrpayum

AKTHBaLUMA NHLEH3NH

Bbl yCNelwHo akTUBMPOBaHW NULEH3WIO.

PucyHok 44. CoobuieHne 06 ycnewHoW akTuBaLmm

B cnyuae ecam Ha kakom-Mb0 M3 3TanoB perncrpaLin BO3HMKHET owwnbka, MOSBUTCA CTpaHuLa C
COOTBETCTBYHOLMM COOBLLEHMEM M KPaTKMM onmcaHneM owmnbku. Mprmep Takor CTpaHuLb
nokasaH Huxe.

™ MacTep pernmcrpayum

Perncrpayunsa

CepWiHbIA HOMEpP HEJONYCTUMbIA MNK He HalaeH.
Owmrbka 40:«

Hasag | MoBTOPHTL

PucyHok 45. CoobuieHne 06 owmbke

PyKOBOACTBO noJsib3oBarena
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Pa6oTa ¢ Dr.Web ansa Linux

B 3TOM c/iyyae Bbl MMeeTe BO3MOXHOCTb BEPHYTLCS Ha NPeAbIAYLLNIA Lar perncTpaunm, 4toobbl
BHECTW UCMpaBaeHns (Hanpumep, UCNPaBUTb CEPUNHBIA HOMEP UAW YKa3aTb MPaBUbHbIV MyTb K
danny). ns aToro Haxkxmute kHornky Hasagp,

B cnyuae ecam owmbka cBsizaHa ¢ BpeMEHHOW HeNnoaZKoW, HanpyuMep, BpeMeHHbIM cboem B
CeTu, TO Bbl MOXeTe MOoMbITaTbCA MOBTOPWUTb 3TOT LAr, HaxaB KHomnkKy MoBTopuTtb. B chyuae
HeobHX0AMMOCTIN Bbl MOXETE HaXkaTb KHOMKY 3aKpbITb, YTOObI MpepBaTh PErncTpaLmio 1 3aKpbiTh
MacTep pervcrpaumu. B aTom cayyae Bam npuaetcs nosgHee NoBTOPUTL NpoLeaypy
pernctpauum 3aHoBo. Ecam mactep permctpaimm He CMOXET YCTaHOBUTb COeANHEHNE C
cepBepoM perncrpaumm komnaHum «loktop Beb» ans npoBepkun BBELEHHOTO CEPUNHOTO
HOMepa, byAeT nokasaHa CTpaHuLa C COOTBETCTBYHOLLUM cOobLLeHneM 06 owwmnbke.

™ MacTep perucrpauum

Perncrpauusa

Y3en www.drweb.com He HalaeH
HeT cBA3KW C CEpBEPOM M OTCYTT
—| '1Z.|:€E’|.|;_E’ coedMHeHWe M NOBTOoOD

BYET COefVHEHWE C CETbIO MIHTEpHET.
ITE NOMbITKY

HacTpoiKK NpOKCH-CepBepa

| Hasag || [NoBTOPHTE ]|_ 3aKpbiTe |

PucyHok 46. Oumbka noaK/IloMeHUs K CepBepy peructpauum

Ecav owmnbka cBsA3aHa C TeM, UTO y BaC OTCYTCTBYET BO3MOXHOCTb MPSMOro MOAKAHOUEHUS K CETU
NHTepHET, HO BO3MOXHO YCTaHOBJ/IEHME COEAMHEHNS Yepe3 NPOKCU-CEPBEP, TO MEPEXOA MO
ccbiike HacTpoiikm npokcu-cepBepa OTKPbIBAET Ha 3KPaHe OKHO HACTPOEK UCMOJIb30BaHUSA
npoKkcn-cepeepa:

™ HacTpoiKM NnpoKcu-cepeepa

Alpec cepeepa Mopt

[ )

HMIMA Nonb30BaTeNA

Maponb

| OTMEHHTE | OK ‘

PucyHok 47. HacTpoWku npokcu-cepBepa

PyKOBO,D,CTBO noJsib3oBarena
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B faHHOM OKHe cneslyeT ykasaTb napamMeTpbl 4OCTYNa K MPOKCK-cepBepy 1 Haxatb KHonky OK.
[anee cnegyeT NOBTOPUTL MNOMbITKY NOAKAHOUEHNA K CEPBEPY pPerncTpaunm kKomnaHum «Jokrop
Be6», HaxxaB kHomky MoBTOpPUTD.

@ Mpwv akTMBaLMUN HOBOW ANLEH3NN N GOPMMPOBAHMM HOBOTO KIHOYEBOTO darina,

: npeaplayLwmm kKntoueBor darn, KoTopbli ncnosb3oBascs Dr.Web ans Linux,
aBTOMAaTMUECKM COXPaHSAETCs B BUAe Galina pe3epBHON KOMMK B
kaTtanore /etc/opt/drweb.com. B ciyyae HeO6XOAMMOCTM Bbl MOXKETE BEPHYTLCA K
€ro VCMoNb30BaHWIO, BbIMOJHUB NPOLEeAypYy YCTaHOBKM KNtoYeBoro daria.

YpaneHve nnueH3NOHHOro KaroueBoro gpaiina

B cnyuae HeobxoammocTu (HanpuMmep, Bbl pewwnam bonblue He ncnosib3osatb Dr.Web ans Linux
Ha 3TOM KOMMbOTEPE, a MEPEHECTU ero Ha APYro KOMMbIOTEP) MOXKHO YAaNNTb YCTaHOBAEHHbIN
Ha KOMMbIOTepe NNLEH3NOHHBIN KNtoueBon dain, ynpasaatowmii paboton Dr.Web ana Linux.
[ns 3TOro oTKpoOWTE CTpaHULy MHGOPMaLMM O INLEH3UM (HavanbHas cTpaHuua MeHegyxepa
NNLLEH3UI) U KIMKHUTE MbILLBIO MO CUMBOJY “* CripaBa OT HOMepa Tekyllei ANLEeH3MM.

Mocne 3T0ro BaM HeOOXOAMMO B MOABMBLUEMCA OKHE NOATBEPANUTL YAaNeHNE NNLLEH3VOHHOTO
KNtoueBoro dainna c JaHHOro KomnbtoTepa. Jaa atoro Haxxmute kHonky fAa. Ecan Bbl peluman

0TKasaTbCA OT yAaNeHWUA C JaHHOrO KOMMbIOTepa AMLIEH3UOHHOTO KAHoYeBOoro darina, Haxmure
kHorky Her.

™ DrWeb gnsa Linux

Mocne yaaneHna NWUEH3IUKA aHTMBMPYCHaA 3awwMTa Byaet
oTKMoYeHa!

Bbl JIEACTBATENBHO XOTUTE YAaNNTh TEKYLLIWIA TMLEH3INMOHHBIA
KNHYeBoi dhain?

— -

Ili‘l HaxMWuTe Ha 3aMoK 1A Nony4YeHWA Npas agMUHWUCTPaTopa

PucyHok 48. OKHO noaTBepXXAeHUsA YAaNeHUA IMLLeH3MOHHOro KatoueBoro gaina

@ Ans ypaneHns NLEeH3MOHHOrO KIrUeBOro daina npuaoXeHne AoaxHo obaasatb

: MOBbILIEHHbIMW MpaBamMun. ECIM B MOMEHT MOMbITKM YAaNeHWs NpaBa NPUIOXKEHUS He
noBbiLeHbl, kHorka fa 6yaeT HepocTynHa. MNpu HEOBXOAMMOCTM Bbl MOXETE MOBbICUTH
npasa NpPUIOXEHWS, U B Clydae YCMELHOro UX NOBbILLEHUS KHOMKa a cTaHeT
JLOCTYMHOM.

YaaneHvie ¢ KOMMbOTEPA JIMLEH3VOHHOTO K/IOUEBOro daiina He BAUSET Ha CPOK
[EeNCTBUS NnLEeH3UW. Ecnn cpok AeNCTBUSA NNLIEH3NM eLLle HE UCTEK, TO Bbl CMOXKETe
MOJlyYMTb HOBbIN KAtoUeBOW dann AN STOM INLEH3MNM Ha OCTaBLUMIACSA CPOK.

PyKOBOACTBO noJsib3oBarena
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Pa6oTa ¢ Dr.Web ansa Linux

MNocne yaaneHna NMMLEH3MOHHOIO KAtoYeBoro daina n 4o MOMeHTa akT1BaLn HOBOW NNLLEH3MN
WAN 4EMOHCTPALMOHHOIO Nepuoaa Bce aHTUBMpPYCHble dyHKUMM Dr.Web gna Linux (nposepka
dannos, 0bHOBNEHME BUPYCHbIX 6a3, aHTUBUPYCHOTO AApa 1 H6a3 KaTeropuin Beb-pecypcos,
MOHUTOPUHT dannoBon cnuctembl) HyayT 3ab1OKMPOBaHBI.

YHpaBneHMe npaBamMun NpuaoXXeHunA

HekoTtopble gencteua B okHe Dr.Web ans Linux MOXHO BbINOJIHWUTb TOIbKO B TOM C/lyyae, eciu
NPUAOXEHNE NMEET NOBbILLEHHbIE NpaBa (Npasa adMuHUCMpPamopa), COOTBETCTBYHOLLME NpaBam
CreumansHOro noJsib3oBartens cuctemMbl — Cynepnosibzoeamesia (Nonb3osatens root). B yactHocTy,
obnagaHns NOBbIWEHHBIMW NpPaBamu TPebyroT cregytolne GyHKLNN:

1. YnpaBneHvie o6bekTamu, MOMeLLEeHHbIMN B CUCTEMHBbIN KapaHTWH (T.e. B KaTalior KapaHTWHa,
He NpuHajaexalymi noab3osaTesto, 3anyctmewemy Dr.Web gna Linux).

2. [NpoBepka haraoB 1 KaTanoros, NPUHaANEXaLLMX APYTM NOb30BaTeNAM (B YaCTHOCTM —
Cyrnepnosib30Bareio).

Bblk/roueHvie MOHUTOpPa parinoBor cuctembl SplDer Guard.

4. BblkntouyeHvie MOHUTOpPa ceTeBbIxX coeanHeHnin SplDer Gate.

u

YaaneHne AMUeH3NoHHOro KArYeBoro dainna, NoAKIHYEHNE U OTKIKOYEHME OT CepBepa
LEeHTPaM30BaHHOM 3aLUUTbI.

| [Jaxe ecnn npunoxkeHne 66110 3anyLEeHO U3 YYETHOW 3ammcK Cyneprnosib3oBaTess
: (HanpuMep, € MCMO/Ib30BaHMEM KOMaHJ su nau sudo), oHO No ymonyaHuo He 6ydem
06/1aAaTb MNOBbILIEHHbIMW MpPaBamMy.

Ha Bcex ctpaHuuax okHa Dr.Web ans Linux, @yHKLMOHaNbHOCTb KOTOPbIX 3aBUCUT OT HaAN4ma y
MPUIOXEHNA NOBbILLIEHHbIX MPaB, PacrnoioXeHa cneLnanbHas KHomMka ¢ n3obpaxeHnem 3amka.
CocTosiHMe 3aMKa Noka3sbiBaeT, 06/1aAaeT v B AaHHbIA MOMeEHT okHO Dr.Web ans Linux
MOBbILLEHHbBIMUW NMPaBaMu:

MpwnoxeHne He obnaZaeT NOBbIWEHHbIMW NpaBamMn. HaxxaTne 3aMKka NpvBeseT K NMomnbITKe
= MOBBILLEHNSs NMPaB NMPWUIOXKEHNUSA 40 MpaB Cyrneprnosib3oBaTess.

5i:| MpaBa NpWIOXeHWs NMOBbLILLEHbI A0 NPaB Cyrnepro/b3oBaTtens. HaxaTtve 3amka npuBeeT K
| | MOHWXXEHMIO MPaB MPUIOXKEHWs, T.e. OTKa3a OT MpaB Cyrneprnosib3oBaTens 1 BO3BPaT K
NCXOAHbIM MpaBaM 06bIYHOrO MoJib30BaTenNs.

B clydae nonbITKX NOBbIWEHWA MpaB, MoC/ie HaXXaThA Ha V|3o6pa>|<eHV|e 3aMKa NoABAETCA OKHO
ayTeHTMCI)MKaLI,VIM NMnosb30BaTeNA.
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Pa6oTa ¢ Dr.Web ansa Linux

™ AyTeHTUdHKaUMA
BeBeguTe NOrMH M Napoib
agMHHMCTpPaTopa
MMA NnoNb3oBaTena

user

Maponb

| ¥ MNomowp | | OTMEHUTD | OK J

PucyHok 49. OkHo ayTeHTUUKaLUN

[na nonyyeHns NnpuaoxeHneM npae Cynepnoab3oBatens Tpebyerca NponTu ayTeHTUdmKaLumio,
yKasaB UMA (NOrvH) 1 naposab Nl06oro NoabL3oBaTeNs, BKAIOYEHHOrO B rpynny nosb3oBaTenen,
yKasaHHyto B HacTpowkax Dr.Web ans Linux kak 2pynna admuHUCmpamopos, v 10TVH u
napo/b Cyneprnoab3oBaTens (y4eTHas 3anuck root), n Haxatb kHonky OK. YTobbl oTkasaTtbcsa oT
MOBbILLEHWA MpaB, cieAyeT 3aKpbiTb OKHO, HaXKaB KHOMKY OTMeHuTb. HaxkaTne kHomkun CnpaBka
oTobpaxkaeT Ha OKHe KpaTKyto NMoAcKasKy no ayTeHTUdUKaL MK, Uan CKpbIBaeT ee.

@ Mo ymonuaHuto npu yctaHoBke Dr.Web ans Linux B kauectBe «rpynnbl

: aAMUHNCTPATOPOB» B HAaCTPOMKax aBTOMaTU4eckm GUKCUPYeTca MMA CUCTEMHOW rpynnbl
nosb3oBaTener, 061aatoLLmMx BO3MOXHOCTbIO MONyUYeHNA NpaB Cyneprnoab3oBaTens
(Hanpwumep, rpynna sudo). Eciv nmsa Takom CUCTEMHOW rpynbl ONPeAenvTb He yAanoch,
TO A/1A MOBbILLEHWA NPaB NPUIOXEHNA B OKHE ayTEHTUOMKALIMM MOXHO MCNOJb30BaTh
JNIOTVH 1 NapoJib cynepnosib3oBatens (root).

Mpy NOHMXEHMM NMPaB NPUIOXKEHUA 40 NpaB 0ObIYHOrO NO/b30BaTENA BBOAA MAPOA He
TpebyeTtca.

CnpaBouHble MaTepuanbl

l?

1% L o
[na poctyna K cnpaBoYHbIM MaTepuasam UCMONb3ynUTe KHOMKY Ha HaBUTALMOHHOWN
naHeny okHa Dr.Web gns Linux.

Mpw HaxkaTUW Ha 3Ty KHOMKY Ha 3KpaHe MOsBAAETCsA BbiMajatoLlee MEHHO, coaepyKallee
cneayrowme nyHKTbI:

e CnpaBka — OTKpbITWe KpaTkoro PykoBoactea nosb3osatens Dr.Web ans Linux.

e ®opym Dr.Web - otkpbiTve B 6paysepe cTpaHuLbl opyma nosib3oBaTenein MpoayKToB
koMnaHun «Jloktop Beb» (TpebyeTcs noakaroueHme K cetu VIHTepHeT).

o TexHnueckas noaaepiKKa — OTKpbITUe B bpay3epe CTpaHNULbl Cy>KObl TEXHUYECKOM
NOAAEP>XKKN KoMMaHun «/lokTop Beb» (TpebyeTtcs noakatoueHmne Kk cetn ViHTepHer).

PyKOBO,D,CTBO noJsib3oBarena
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Pa6oTa ¢ Dr.Web ansa Linux

e Mot Dr.Web — oTtkpbiTre B 6pay3epe nepcoHanbHOW CTPaHWLLbl MONb30BaTeN NPOAYKTOB
koMnaHun «JJoktop Beb» (TpebyeTcs noakaroueHme K cetu VIHTepHeT).

¢ O nporpamme — OTKpPbITVE OKHa C KpaTkou MHPopmaumen 06 Dr.Web ana Linux n ero sepcum.

Kpome Toro, korga Ha nrobon cTpaHuLe rnasHoro okHa Dr.Web gna Linux otobpaxkaetcs
coobLieHre 0 NpounsoLlesLlen owmnbke, Bbl MOXeTe LLLeKHYTb Mo ccbinke MoapobHee ans
nosnyyeHua 6onee nosnHou nHopmaumm 06 owmnbke 1 yKazaHWA MO PELUEHNIO BO3HUKLLEN
npobiembl.

Hacrpoiika paboTtbl

HacTpolika napameTpoB paboTbl NPUAOKEHUS, TakUX, KakK:

o rlepl/lOAl/I'-IHOCTb BbINOJHEHWNS OOHOBAEHWI.

e Peakuun Dr.Web ana Linux Ha obHapy>keHHble yrpo3bl Mpy NpoBepKax no TpeboBaHnio
CkaHepoMm u Npu obHapy>XeHUU UX MOHUTOPOM dannoBon cuctembl SplDer Guard.

MNepeyeHb 06bEKTOB, Uckatouyaembix CkaHepom u SplDer Guard 13 npoBepky.

o I'Iapanvleprl KOHTPOAA CETEBbIX COGAMHGHVIVI.

PacnucaHue nepuvoanyecknx npoBepok 06bekToB CkaHEPOM.

PeXunm 3almThl (ABTOHOMHbIN, LLeHTPaM30BaHHbIN).

Ncnonb3osaHume cepsuca Dr.Web Cloud.

BbINOIHAETCA B OKHe HacTpoek Dr.Web gna Linux.

ﬂ'ﬂﬂ AOCTYyMNa K OKHY HaCcTpoeK Ha>XMUTe KHOMKY Ha HaBUTALIMOHHOW MaHenu.

Ha okHe HaCTpoeK AOCTYMNHbI Ciegyroumne Bkaaakum:

e OCHOBHbIE — NO3BOSET HACTPOUTL UCMONb30BaHNE YBEAOMIEHWI, @ TakxKe NePUOANYHOCTb
aBTOMaTUYeCKNX OBHOBIEHUN.

e CkaHep — N0O3BOJISIET HACTPOUTb peakumto Dr.Web ans Linux Ha yrpo3sbl, 06HapyvBaemble
CkaHepoM B MpoLecce NpoBepKM Mo TPeboBaHWIO 1 MO pacnmcaHuio.

e SplDer Guard — no3BoAaseT HacTpouTb peakunro Dr.Web ansa Linux Ha yrpo3sb,
obHapy>xrBaemble MOHUTOPOM darnoBoin cuctembl SplDer Guard.

e SplDer Gate — No3BOASET HACTPOMTb MapaMeTPbl KOHTPOIA CETEBbIX COEAVHEHUI MOHUTOPOM
SplDer Gate.

o VIckato4eHVa — NO3BOJIAET HAaCTPOUTb CMNCOK OOBEKTOB, KOTOPbIE CefyeT NCKAoYaTb 13
npoBepku No TpeboBaHNIO 1 MO PacnNUCaHKIO, a TakKe U3 nepeyHs 06BbEKTOB, HabatogaeMbIx
SpIDer Guard n koHTpoanpyemsbix SpIDer Gate.

e [11aHVPOBLLVK — NO3BOASAET HACTPOUTb MEPUOANYECKIMI 3anyCK NPOBEPOK MO 3a4aHHOMY
pacnmcaHuio.

PyKOBOACTBO noJsib3oBarena
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Pa6oTa ¢ Dr.Web ansa Linux

e CeTb — MO3BOAAET BKAKOUUTL Uan oTKNoUnTb ana SplDer Gate pexxnm npoBepku 3aLMLeHHbIX
ceTeBbIX COeAMHEHN (OCHOBaHHbIX Ha SSL/TLS, Takmx kak HTTPS), coxpanutb B dainn
ceptndukat Dr.Web, ncnonbsyembivi ana nepexsarta 3allULLIEHHbIX CETEBbIX COEAVHEHUN.

e PeXxvm — no3BosifeT BblIbpaTh PeXKMM 3aLuKThl (QBTOHOMHBIW, LIEHTPaAN30BaHHbIN), B KOTOPOM
pabotaet Dr.Web ans Linux.

e Dr.Web Cloud — no3BosisieT pa3pelwmntb nam 3anpetuts Dr.Web ans Linux ncnosb3oBaTb cepBumC
Dr.Web Cloud.

l?

- v
Ans nonyyeHus cnpaBky HAaXKMUTE KHOMKY Ha COOTBETCTBYIOLLEN CTPaHMLLE OKHa
HaCTpOeK.

I Bce n3meHeHums, BHOCMMbIE B HaCTpOI;IKI/I, npeacrtaB/ieHHbIE Ha 3TUX BKAaAKax,
: NPUMEHAKTCA HEMeANIEHHO.

Ecnn Dr.Web ans Linux paboTaet B pexume LeHTpaan30BaHHOW 3aLlTbl, TO HEKOTOPbIE
HacTPOVKM MOTyT 6bITb 3a610KMPOBaHbl M HEAOCTYMHbI 4151 U3MEHEHUS.

OCHOBHbIe HaCTPOUKHN

Ha Bknagke OCHOBHbIe Bbl MOXeTe HaCTPOWUTb OCHOBHbIE MapaMeTpbl PaboTbl MPUIOXKEHWS.

HacTpoikk

cQ E @ B B e F

(O ILENNEN CkaHep  SplDer Guard SplDer Gate MWcknwodeHMA  MNaHApoBUWMK CeTbk  Pexum Drweb Cloud

[ |3sykoBOE conposoxaeHne cobbiTuin

@ [NoKa3blBaTk BCNJ/IBIBAOWMWE YBEAOMIIEHWA

OBHOBNATL BUpYCHBIE Ba3bl | KaxAable 30 MUHYT 3| | Mpokcu-cepsep... |

B cnyyae 36prﬂ,HeHl‘IFl, BOSHWKLWIKWX NOCNe N3MeHEHWA HaCTPOeK NPUNOXEeHWA, BOCCTAHOBWTE HaCTpOIjIKI"I no
YMONYaHWMKD.

| C6bpocuThb HacTpoitkn |

Egh HaxmuTe Ha 3aMOoK ONA 0TKasa oT npae agMWHACTPaTopa ?

PucyHok 50. Bknagka oCHOBHbIX HacTpoek

dnemMeHT ynpaB/ieHus AeiicTBue

®dnaxoxk YctaHoBKa 3TOro Gnaxkka npeanucoisaet Dr.Web ans Linux
3ByKOBOe COMpoOBOXAEeHNe NPOUrpbIBaTh 3BYKOBbIE YBEAOMAEHUA NPU BO3HUKHOBEHWM TakMX
cobbiTnii COBbITUN, Kak:

PyKOBOACTBO noJsib3oBarena
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dnemeHT ynpaB/ieHUs

dnaxkok
Moka3sbiBaTb BCN/IbiBalOLMe
yBeAoMIeHUs

Bbinagatowmin cnmcok
3arpy>xaTb 0o6HOB/IeHUSA

KHonka

Mpokcn-cepBep

KHonka
C6pocuTb HACTPOIKHU

Pa6oTa ¢ Dr.Web ansa Linux

JelictBue

e O6Hapy>eHa yrposa (kak CkaHepom Tak 1 SpIDer Guard)

e Owwnbka npoBepkn obbeKkTa

° VT

YctanoBka 3Toro ¢siaxka npeanucoiaeT Dr.Web ana Linux npu pabote
B pexume rpaduryeckoro paboyero crosa otobpaxatb Ha 3KpaHe
BCMJ/IbIBAtOLLME YBEJOMIEHMS MPU BO3HUKHOBEHWN TakuUX COBbITUN, Kak:
e O6Hapy>KeHa yrposa

e Owwmbka NnpoBepkm

° VT

Mo3BonseT BbIOpaTb NEPUOANYHOCTb aBTOMATUUECKOrO OBHOBAEHMS

BMPYCHbIX 6a3, 6a3 KkaTeropuii Beb6-pecypcoB 1 aHTUBUPYCHOTO A4pa
KomnoHeHTOM O6HOBANEHMS.

OTKpbIBAET OKHO HACTPOMKMN MCMOJIb30BaHWA NPOKCU-CcepBepa
KomnoHeHTOM O6HOB/IEHNSA ANS NOAYYEHNS OOHOBNEHNI
(Mcnosb30BaHKe NPOKCK-CepBeEPa MOXKET NMOHaJ0bUTLCSA B TOM C/lyyae
ecnn obpallieHre K BHELHVM CepBepam 3anpeLLeHo noamMTikamm
6e30MacHOCTU CeTu).

Mo3BonseT cOPOCUTb HACTPOMKM B 3HAUYEHWUS MO YMOJIYaHWHO.

[na ynpaBaeHusa napameTpamm nosyyYeHns o6HOBAEHWUI N cOpOca HAaCTPOEK B 3HaYeHUA
: Mo yMONYaHWIO HEOHXOAMMO, UTODbI NMPUNOXKEHWE 0614310 NMOBbLILLEHHBIMW MPaBaMU.
CM. YnpaB/ieHue npaBamu NpUAOXKEHUS.

HacTpoiikn npokcu-cepBepa, UCMOAb3yeMoro AN nojyyeHuss o6HoBAeHUM

B okHe HacTpouku ncnoab3oBaHWsa Npokcn-cepsepa KOMNoHeHTOM O6HOBAEHWA A/f NONYYeHWS
OBHOB/IEHWNI Bbl MOXETE HaCTPOUTb C/lefytoLne napaMmeTpsbl:

e /Icnonb3oBaTb WV HET NPOKCU-CepBep A1 NOyYeHUA OOHOBAEHWNN.

e Aapec npokcu-cepBepa, KOTOPbIV ClesyeT UCMOAb30BaTh A5 NOAyYeHUs OBHOBAEHNN.

e [lopT AN NOAKNOUYEHMA K MPOKCU-CEPBEPY.

e /IMfa nonb3oBatensa u napoab, NCMoNb3yeMble ANA ayTeHTMCI)MKaLI,VIM Ha NPOKCn-cepBepe.
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B WcnonbaoraTh NpokcH-capaep

Anpec cepeepa MopTt
192.168.0.1 2345

WMMA nonb3oBatens
user

MNaponb

[ )

| OTMeHa | [ oK J

PucyHok 51. Hactpoiiku npokcu-cepBepa

@ B kauecTBe agpeca MOXHO 1crnoab3oBath Kak IP-agpec, Tak 1 FQDN y3na, Ha KOTOpOM

: paboTtaeT npokcu-cepaep. AZpec 1 nopt TpebyeTcs ykasblBaTb 00A3aTeNbHO. [OCKObKY
06HOBNEHWE NPOU3BOANTCA MO NpoTokoay HTTP, Heo6XoAMMO UCMOAb30BaTb MPOKCH-
cepsep HTTP. Vims nonb3oBaTens u naposb 06s3atesibHO yKa3bliBaTb TOJIbKO B TOM
cnyyae, ecam npokcun-cepsep HTTP Tpebyet aBTOpM3aLmn.

YTobbI 3aKpbITb OKHO C NPpMEHEHNEM BCEX BHECEHHDbIX n3meHeHui, Haxxmute OK; ANA 3aKPbITUA
OKHa 6e3 COXpaHeHMA BHECEHHDbIX N3MEHEHUN HaxXMmuTe OTMEHUTb.

Hactpoiikn npoBepku ¢dpainnos

Ha Bknaske CkaHep Bbl MOXETE HACTPOUTL AencTBUSA, KoTopble Dr.Web ans Linux gonxeH
NPUMEHATL K Yrpo3aMm B cyyae obHapyxeHua nx CkaHepom B npouecce NpoBepkn Ganios no

TQe6OBaHI/II-O nosab3oBaTena Uin nNno pacnncaHuio.

PyKOBOACTBO noJsib3oBarena
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OcHOBHble (e ¢[1=sM SplDer Guard SplDer Gate  Mckmodenma  TMnanupoBwmk  CeTb  Pexum  Drweb Cloud

MH¢|I-I‘1 UWMpOBdHHbIE obbeKThI: |ﬂe'-IHTb; HEW3NEYUMBbIE — B KapaHTHH

-

MogosputenbHble 06bekTbl: | B KapaHTWH =

¥ Mpoyee

PekJlaMHble Nporpammel: | B kKapaHTMH =

MporpamMmel A03BOHa: | B KapaHTMH &

MNporpaMmel-WYTKK: | MITHOPMPOBaThL =

lMoTeHuWaneLHO onacHele: | WMrHopupoBaTke =

MporpaMmbl B3noma: | MIrHopupoBaTh =

& NpumMeHATs neACTBMA K yrpo3am aBTOMaTHHECKH

| AonoNHMTENbHO... |

ﬁ HaxMWTe Ha 3aMoK AN1A 0TKa3a oT Npae agMWHWUCTpaTopa ?

PucyHok 52. Bknaaka HacTpoek nposepku ¢annos CkaHepom

B BbiNagatoLmx cnmckax cnegyet BblibpaTth gencteue, kotopoe Dr.Web ans Linux gonxeH
NPYMEHUTb K 06beKTy B C/lydae OOHapY>KeHUs B HEM YrpO3bl ONpeAeseHHOro Tmna.

Ecan yrpo3a obHapy>keHa B painie, HaxoAALWEMCA B KOHTEHepe (apXMB, MOYTOBOE
: COObLLEHME U T.M.), BMECTO YAaNeHWUs BbIMOJHAETCA NepeMeLLeHNe KOHTeNHepa B
KapaHTUH.

YctaHoBka ¢naxka MpumeHATb AeCcTBUA K Yyrpo3aM aBTOMaTU4uecku npeanvcoiaet Dr.Web
Aana Linux npumeHATb ykasaHHOe AencTBre K 06beKTY, cogepkallemMy yrpo3y cpasy B MOMEHT ee
obHapy>xeHns CkaHepoM B Xxo4e NpoBepkn No TpeboBaHWIO UK NO pacnmcaHunio (Moab3oBaTenb
6yzeT NnponHGOPMMPOBaH O HEUTPaAM3aLUn yrposbl, a MHGopmauma ob Hen ByseT AOCTynHa B
cnvcke yrpos). B cayuae ecam dnaxok copolueH, yrpo3sa, obHapyxeHHasa CkaHepoM, byaeT
TO/NIbKO f06aBaeHa B CMMCOK OBHapPY>KEeHHbIX Yrpo3, B KOTOPOM MOb30BaTENO MPUAETCA
CaMOCTOSTEeNbHO BbIOpaTh, Kakoe AeNCTBME K HEW CiefyeT NPYMEHUTb.

Haxatne kHonkv JL,ono/HUTENIbHO OTKPbIBAET OKHO AOMOJHUTE/IbHbIX HACTPOEK NPOBEPKU
dannos.

Hactpowika nckatoueHuns hannos n katanoros n3 nposepku CkaHepoM NpPoM3BOAMTCA Ha
Bknagke NcknroueHums.

PyKOBOACTBO noJsib3oBarena
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| Peakummn Ha 0bHapy>XeHWe yrpos, BKAtoYas aBToMaTMyeckoe NpuMeHeHve AeicTBIM,
: 3agaHHble ana CkaHepa, He BAMAKOT Ha noBejeHne MoHuTopa SplDer Guard. Ero peakuuu
Ha yrpo3bl 3aJat0TCA Ha COOTBETCTBYIOLLEN CTPaHWLLE.

Ans n3meHeHus peakunmn CkaHepa Ha yrposbl 1 A8 AOCTyMNa K pacluMpPEHHbIM
HacTpolikam HeobxoAMMO, YTObbI MPUIOXKEHWe 061a4a10 MOBbILEHHbIMY NpaBamMu. CMm.
YnpaBieHune npaBamMmy NPUAOXKEHUS.

Bo3moxxHocTb HacTpolikn CkaHepa npu pabote Dr.Web gna Linux nog ynpaenaeHvem
cepBepa LeHTPa/IM30BaHHOW 3allnTbl MOXKET 6bITb 3a610KMPOBaHa, ecau 3TO 3anpeLleHo
cepBepoM.

[ ononHntenbHble HaCTPOKU NpoBepkn Ppaiizios

B oKkHe fONONHUTENIbHBIX HACTPOEK NMPOBEPKM Bbl MOXKETE HAaCTPOUTL CIeAyHOLLME NapaMeTpbl
paboTbl CkaHepa:

e BK/IHOUNTB 1 OTKNHOUNTL MPOBEPKY COAEPXKMMOTO KOHTENHEPOB:
o ApX1BOB.
o [TouToBbIX annoB.

e 3ajaTb OrpaHMyeHne Ha Bpemsa NpoBepKy ogHOro darna.

™ [LonoNHWTeNkbHbIe HaCTPOHKH

MpoBepATE COAEPXKHUMOE:
[ |ApxwBos (zip, rar v T.4.)
& noutossix daitnos (pst, tbb u T.4.)

[T OrpaHvunTs BpemA Nposepkn daitna go 60 ceK

| OTMeHa | oK |

PucyHok 53. lononHuTeNnbHble HACTPOMKN NpoBepKku Ppainios

| Ecan dpnaxku npoBepkun CoAep>XMMOro KOHTEMHEPOB He BK/IKOYEHbI, TO 3TO O3HAYaeT, YTo
: balnbi-KOHTeNHepbl Bce paBHO NpoBeparoTcd CkaHepoMm, HO 6e3 OTAeNbHOW NPOBEPKM
BJIOXKEHHbIX B HUX (aliaoB.

YTobbI 3aKpbITb OKHO C NPpMEHEHNEM BCEX BHECEHHDbIX n3meHeHui, Haxxmute OK; ANA 3aKpPbITUA
OKHa 6e3 COXpaHeHMA BHECEHHDbIX N3MEHEHUN HaxXMmuTe OTMEHUTb.

Hactpoiikn moHuTopuHra ¢ani1oBo CUCTEMDbI

Ha Bknagke SpIDer Guard Bbl MOXeTe HacTpoUTb AelcTBus, koTopble Dr.Web gns Linux gonkeH
MPVIMEHATb K yrpo3am B clyyae obHapy>XeHUsa nx MoHMTopoMm ¢darnoson cuctemsl SpIDer Guard.

PyKOBOACTBO noJsib3oBarena
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HacTpoWkn

5 Q [E

OCHOBHble  CkaHep [=iolllS ekl

MHpUUMpOBaHHbIE 06 bEeKTbI:

NMopgospurencHble obbeKThI:

PekJ/laMHbIe NPOrpamMbi:
MNporpaMmsbl JO3BOHA:
MporpamMmbl-LLYTKK:
MoTeHuWaneHO onacHble:

MporpaMmel B3N10Ma:

SpiDer Gate  McknoyeHMA

=

MNaHWUpOBLLMK

lﬂe‘lHTb; HEW3NEYUMBbIE — B KapaHTHH J

| B KapaHTMH

-

¥ Mpoyee

| B KapaHTMH

[B KapaHTUH

| MrHopupoBaTh

| MIrHopupoBaTh

| MIrHopupoBaTh

| AononHWTeNbHO... |

éﬁ HaxMWTe Ha 3aMoK AN1A 0TKa3a oT Npae agMWHWUCTpaTopa

Pa6oTa ¢ Dr.Web ansa Linux

L4

CeTb

-
Pexxum  DrWeb Cloud

PucyHok 54. Bknapgka HacTpoek MOHUTOpPUHra ¢aii/IoBoi CMCTeMbI

DTa BK/ajKa, BKAKOYAs OKHO AOMOJHUTE/IbHbBIX HAaCTPOEK, aHAaNOTMUYHa BKAaKe HaCTPOVKM
nposepku dannos (Bknagka CkaHep).

HacTpoiika ncknroueHuns ¢pannos 1 Katanoros n3 HabaroaeHus MoHntTopom SplDer Guard
Npou3BOANTCA Ha Bkaaske McknroueHus.

COO6LLI,eHVIe n T.I'I.), BMECTO yAa/ieHUA BbINOJIHAETCA NepemMeLleHmne KOHTEI‘/JIHepa B

@ Ecnun yrposa obHapy>keHa B daiine, HaxoAAWweMCs B KOHTeHepe (apXMB, MOYTOBOE

KapaHTWH.

Peakuun Ha obHapy>xeHue yrpo3s, 3ajaHHble ans MoHuTopa SplDer Guard, He BAMAIOT Ha
nosegeHne CkaHepa. Ero peakummn Ha yrpo3bl 3a4atoTCA Ha COOTBETCTBYIOLLEN CTPAHMLIE.

[Ana V3meHeHMsA HacTpoek MoHWUTOpa painnosoin cuctemsl SplDer Guard Heo6xoAMMO,
YTOOBI NPUNOXKEHME 061a4a10 NOBbLILLEHHbIMK NpaBaMu. CM. YnpaBaeHue npaBamu

NPUIOXKEHUA.

Bo3moxkHocTb HacTporiku SplDer Guard npu pabote Dr.Web ans Linux nog ynpasaeHvem
cepBepa LeHTPa/Iv30BaHHOW 3allKTbl MOXET ObITh 3a610KMPOBaHa, ECN 3TO 3aMpeLLEeHO

cepBepoM.

PyKOBOACTBO noJsib3oBarena

118



\J
ra

\@

7
-
>

4

Pa6oTa ¢ Dr.Web ansa Linux

Hacrpoﬁl(w MOHMTOPUHIa CeTeBbIX COEAI/IHEHI/Iﬁ

Ha Bknaake SpIDer Gate Bbl MOXeTe HaCTPOWTb NOANTUKM 6E€30MaCHOCTH, KOTOPbIE MOHUTOP
ceTeBbIx coegnHeHumn SplDer Gate 6yaeT ncnosb3oBaTh NPy NPOBEPKE OTMPaBAAEMON U
Moay4YaeMou 3NeKTPOHHOM NOYTbI, @ TakXKe Npu KOHTpoie obpalleHnii K VIHTepHer.

HacTpoiku

5 Q & * = -

MOHHTODHHF ceTeBOW aKTMBHOCTH:
& nposepatL Beb-Tpadmk
& Npoeepats exogawyo noyty
& Npoeepate ncxopawyo nouty
MapameTpbl MOHUTOPKUHIA:
& Bnokvposate URL, nobasneHHble no obpalieHnto npasoobnagarenn

& BnokupoBaTe HEpEKOMEHAYEMbIE CANTEI
¥ BNOKMPOBaTh ApPYr1e KaTEropuu canToB

d CalTbl ANA B3IPOCNbIX [] Teppopuam
| Hacunwe ] HeueHsypHas nekcuka

& Opyxmue [ Yarw

¥ A3apTHbIE Urpsl [] 2nekTpoHHan nouTa

&M HapkoTwkwu [l CoumaneHble ceTn

| MapameTpul nepesayn Gainos... |

ﬁ HaxMWTe Ha 3aMoK A/1A 0TKa3a oT Npas agMWHWUCTpaTopa ?

OCHOBHble CkaHep SplDer Guard BERIBEINEEISS MckaodeHWA  TNaHWpOBLIMK CeTe  Pexum  Drweb Cloud

PucyHok 55. Bkiiaaka HacTpoeK KOHTPO/IA A0CTyna K ceTu

YctaHaBAvBasa u C6paCbIBaﬂ nepeknryatenn B pasgene MOHMTOpVIHI' ceTeBO aKTUBHOCTM, Bbl

MOXeTe onpeaesinTb, Kakne TuMbl CEeTEeBOW aKTUBHOCTU KOHTpOAMPYyET MOHUTOP, €Can OH
BKJIFOYEH.

MNepekntouatenu B paszgene MapameTpbl MOHUTOPUHIA OMpPeAENArT, JOCTYN K Beb-canTam

KaKunx KaTeropuin 610KMpyeTcs (3T0 OTHOCUTCA HE TOJIbKO K MOMbITKaM AOCTyrNa K 3TUM cailTam
yepes b6pay3sep, HO 1 K H1OKMPOBKE COODBLLIEHNIN SNEKTPOHHOM NMOYTbI, COAEP>XKALLMX CChIIKMA Ha
Takve Beb-caliTbl). YCTaHaB/MBas WM CHMMas COOTBETCTBYHOLLME MEPEKNOYATENN, Bbl MOXETE

3anpeTuTb AN paspeLLnTb AOCTYN K Beb-cantam cnepyrowmx KaTeropum:

Kareropus OnucaHue
URL, dobasnieHHbIe no CanTbl, cogep>Kallyme MaTepuasbl, HapyLlakoLLMe 3aKOHOAaTeNbCTBO 06
obpaweHuro aBTOPCKMX NpaBax (Mo MHeHWIO NpaBoobaasaTens matepunanos,

PyKOBOACTBO noJsib3oBarena
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Kareropus

npasoobsnadamens
HepekomeHOyemele
calimel

Calimei 01 83p0OC/bIX
Hacunue

Opyxue

AzapmHele uepel

Hapkomuku

HeyeH3ypHas nekcuka
Yamer

Teppopusm
SnekmpoHHasa nouma

CoyuaneHele cemu

@

Pa6oTa ¢ Dr.Web ansa Linux

OnucaHue

pa3MeLLEHHbIX Ha caliTe ). DTO pas/inyHble «MUPaTCKMe» CalnTbl, KaTasoru
dannoBbIx cCbiNOK, GanioobMeHHble pecypchbl U T.M.

CaliTbl, cogepyKaLle COMHUTENbHOE COAEPXKNMOE, 3ano03PEHHbIE B
dVIINHTe, Kpaxke Napoaen 1 T.n.

CaWiTbl, cogepkallme Matepuasbl, NpesHa3HaueHHble TOIbKO /1A B3POC/bIX
(3poTnueckoro 1 nopHorpadbryeckoro xapakrepa)

CaWiTbl, cogepykallive onvcaHne 1 4EMOHCTPALMIO CLEH HAacUauUs (BKro4Yas
BOVHbI, CLLEHbI TEPPOPUCTUUECKUX aKTOB U T.M.)

CaiiTbl, NOCBSALLEHHbIE OMUCAHWIO U N3TOTOBAEHWIO OPY>XKWs U B3PbIBYATHIX
BEeLLEeCTB

CaliTbl, NOCBSALLEHHbIE a3apTHbIM UrpamM 1 Urpam Ha AeHbru, B T.4. OHJIANH-
Ka3nHO

Canitbl, NoCBALWEHHbIE HAPKOTNYECKMM BelecTBaM, B T.U. ONNCaHNKO UX
M3roToBaeHNA NN ONblTa X yI'IOTp66erHVIFI

CaliTbl, cogepyKallme HELLEH3YPHYH NEKCUKY
CawiTbl yaToB

CaliTbl, NOCBALLEHHbIE TEPPOPUIMY

CanTbl 6ecrnnaTHbIX MOYTOBbIX CAY>KO

CalnTbl coumnanbHbIX CceTeln

baza kaTteropuii Beb-pecypcoB nocrasasetcs B coctase Dr.Web ans Linux un
aBTOMaTMYeCkN OBHOBASETCA COBMECTHO C BUPYCHbIMU 6a3amu. [onb3oBatesb He nMeeT

BO3MOXHOCTN pefaKkTMpOBaTb COAepP>KMMOe ba3bl kKaTeropuii Beb-pecypcos.

OaVH 1 TOT Xe Beb-canT MOXeT BbITb OTHECEH Cpa3y K HECKONbKUM Pa3/iMyHbIM KaTeropusam.
MoHuTop ceTeBbix coeanHeHmi SplDer Gate 6yaeT 6aokmpoBaTb JOCTYN K BEO-CanTy, €Can OH
nonagaet xoTa Obl B O4HY U3 KaTeropuii, BKIKOUEHHbIX A1 3anpeTa goctyna. Llenyok no

HaaAnncum BJ'IOKVIPOBaTb Apyrue kateropumn CaWlTOB MO3BOJIET NOKa3aTb nepedyeHb AOCTYMNMHbIX
KaTeropvuZ B CKaTtoM man pacllimpeHHOM Bunae.

MNpwn HeobxoaMMOCTH 3ab10KMPOBaTb JOCTYN K HEKOTOPOMY Beb-canTy, He OTHOCALLEMYCA HU K
OZIHOW V3 yKa3aHHbIX KaTeropui, ero ciesyet BKAIOYUTb B NMOJIb30BaTENbCKNIN YEPHbIN CMNCOK.
Ecan HaoboporT, TpebyeTca NpUHYANTENIbHO pa3peLnTb JOCTYMN K HEKOTOPOMY CailTy, He CMOTPS
Ha TO, YTO OH OTHOCUTCA K KaKOM-IMbO0 M3 HeXenaTesbHbIX KaTeropui, ero caesyeT BKAHOUNTb B
nonb30BaTeNbCknn Benbivi cnncok. Kpome Toro, ecam Hy>KHO, Bbl MOXKeTe HaCTPOUTb CMNCOK
MPUNOXEHWI, UbW CETEBbIE COEJNHEHNA HE KOHTPOAUPYOTCA MOHUTOPOM SplDer Gate.

PyKOBO,D,CTBO noJsib3oBarena
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Hactpoika YepHbix 1 6enbix CNMCKoB Be6-CaTOB, a Tak>Ke MPUIOXKEHWI, UCKAOYaeMbIX 13
HabatozeHns moHuTopoM SplDer Gate, npounssoanTca Ha Bkaaske UckaroueHums.

CyliectByeT ocobas kaTeropus Be6-canTtoB — MICmMoYHUKU pacnpocmpaHeHus 8upycos.
: [ocTyn K caiTam 3TOW KaTeropuu 3anpeLLaercs B l0OOM C/iyyae, Jaxe ecin OHU
BK/IFOUEHbI B M0O/1b30BaTENbCKUI BeNbI CMUCOK.

YnpaBneHue napameTpamu npoBepku ¢paisioB

[Ans ynpaBneHus napametpamu, Kotopble MoHUTOp SplDer Gate 6yAeT NpUMEHATL NPW NPOBEpPKE
bainoB, 3arpy>keHHbIX U3 VIHTEPHET, Nau NnepesaBaemMbiX B COOOLLEHMAX 3NEKTPOHHOW MOYThI,
HaXxmuTe KHorKy MapameTpbl nepegaun ¢dpaiinos.

™ MapameTpbl nepenaym pannos

[ BRokWpoBaTk Nepeaady AaHHbIX NPY olWKMEKe NPOBEPKH

BnokupoBaTk Nepeaqy cneayolmx obbekTos:
& NopospwrentHele

B PeknamHble nporpaMmel

& Nporpammel go3eoHa

[ Nporpammei-wyTkn

[} Nporpammel B3noma

[] NoTeHumansHo onacHble

ONTUMU3aLUWA NPOBEPKK:

OrpaHW4KUTL BpEMA NpoBepku daina go | 30 -l c

| OTMEHUTL | OK J

PucyHok 56. OkHO ynpaB/ieHnA HacTpoMKkamMu npoBepkun ¢aiiios

B nosaBumBLUEMCA OKHe Bbl MOXeTe yKa3aTb, Kakve KaTeropmm BpeAoHOCHbIX OO beKTOB cesyeT
610KMpoBaTh NPM MOMbITKE UX Nepejayn (B TOM YMC/Ie — B BUAE BIOXEHNIN B COOOLLeHNS
3N1eKTPOHHOM NouYTbl). ECIM HEKOTOPbIN NepekatoyaTenb BKAOUEH, TO $alinbl, cogepxalime
Yrpo3y COOTBETCTBYHOLLEro Tuna, byayT oTBepratbCa Mpu NOMbITKE KX 3arpy3kn Ha KOMMbOTEP
WAV nepeaaydn NOCPeACTBOM 31eKTPOHHOW NouTkl. Ecin nepekntoyatens OTKAOUEH, TO dalbl,
cofep>Kalyme yrpo3sbl 3TOro Tmna, byAyT 3arpyxatbcs U3 VIHTepHET 1 nepejaBaTbCs NO
3NeKTPOHHOM noyte. KpomMe 3TOro Bbl MOXeTe TakXKe YCTaHOBUTb MaKCMMaibHbI UHTepBan
BPEMEHMW, OTBOANMBbIV Ha MPOBEPKY 3arpy>aemMbix ¢arinoBs (M COOBLLEHNA 31eKTPOHHOW MOYThI).
Ecan BkatoueH nepekntoyatesns biokmpoBaTh nepegavy AaHHbIX NpU olMbKe NpoBepKy, TO
dannbl MM coobLeHma 3NeKTPOHHOW NOYTbI, KOTOPbIE HE YAanoCb NPOBEPUTb M3-3a
BO3HWKHOBEHMA owmnbKK, ByayT 6aoknpoBaTtbCa Npu 3arpyske. g paspelleHns 3arpysku
HenpoBepeHHbIX GanIoB N COOBLLLEHNIA 31EKTPOHHOW MNOYTbI MepekaoYaTelb MOXHO OTKNHOUNTb

(He pekomeHayeTcq).

PyKOBOACTBO noJsib3oBarena
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@ Ecnu 3arpy>xaembli dalin nam nepesaBaeMoe COObLLEHME 3EKTPOHHOW NOYTbI He

: yAan0Cb NPOBEPUTL 13-3a TOFO, YTO UCTEK MHTEPBAJI BPEMEHW, OTBEAEHHbIV Ha ero
NpoBepPKY, TO TakoW dalin nam cooblieHre He 6yOym CUNTATbCs HEMPOBEPEHHBIMU U He
ByayT 6/10KMPOBaTLCA, Aaxe ecau nepekntoyaTens baokupoBatb nepegauy AaHHbIX
npu ownbKe NPOBEpPKN BK/HOYEH.

YTobbI 3aKpbITb OKHO C NPpMEHEHNEM BCEX BHECEHHDbIX n3meHeHui, Haxxmute OK; ANA 3aKPbITUA
OKHa 6e3 COXpaHeHMA BHECEHHDbIX N3MEHEHUN HaxXMmuTe OTMEHUTb.

[na 3MeHeHWA HacTpOoeK MOHWUTOpPa ceTeBbIX coeanHeHnn SplDer Gate Heob6xoaMMO,
: YTO6bI MPUNOXKEHVE 061aaN0 NOBbILEHHbIMK NpaBaMu. CM. YnpasaeHvie npasaMu
NPUAOXKEHNS.

HacTtpouka uckiroueHum
Ha BK1aake UcknroueHna AOCTYMHbI KHOMKW, NO3BOAAKOWNME HAaCTPOUTb ciejgyroumne
NCKNHOYeHWA:

e dalisibl U KaTasIorM — OTKPbIBAET OKHO NepeuncieHns nyten K obbektam GpannoBon CUCTEMB,
NCKAtoYaeMblx U3 NpoBepkn CkaHepoM U MOHUTOPOM dainnoBoi cuctemsl SpIDer Guard.

e Beb-caliTbl — OTKPbIBAET OKHO YMpaB/ieHWsA YepHbIMU 1 BeabiMu cnvckamu Beb-cantos, 4OCTyN
K KOTOpbIM ByzeT peryampoBaTtbCa He3aBMCMMO OT MOAUTUK BNOKMPOBKMW, 3aflaHHbIX 414
MOHMTOpa ceTeBbIx coegnHeHnin SplDer Gate.

° anIIO)KeHVIﬂ — OTKPbIBA€T OKHO MNepevymncieHuna NPUIOXXEHWNWN, CETEBbIE coeamHeHnAa KOTOpPbIX

He ByAyT KOHTPOANPOBATLCA MOHUTOPOM ceTeBbIX coeanHenn SplDer Gate.

HacTpoiku

. Q B v BN B e >

OcHOBHble CkaHep SplDer Gua rd SpiDer Gate BUCGIGEICTIEN MNaHApoBLMK CeTe  Pexum Drweb Cloud

BbibeprTe Gai/ibl M KaTanork, KoTopble AoNXHbl GbITb MCKHOYEHbI M3 NPOBEPKM

CkaHepom mnw SplDer Guard. SRR NI K ATAROM e, |

[JobaebTe Beb-caiThbl B YepHbIiA MK Benbii CNMcok, 4Tobbl yNpaBnATs AOCTYNOM K Beb-CaiThi
HWM HE33aBMCKMMO OT HacTpoek SplDer Gate. I )
BbiGepuTe NpUNOKEHWA, CETEBLIE COEAMHEHUA KOTOPLIX A0/XKHB! BbITh
| MpUNOXKEHWA. .. |
WCKNYeHbl U3 npoBepkn SplDer Gate.
[5 HaxmuTe Ha 3aMOK 4NA 0TKa3a oT Npas afgMMHUCTPaTopa ?

PucyHok 57. Bknagka HacTpOMKN UCKIFOUEHUIA

PyKOBOACTBO noJsib3oBarena

122



A
)
-\ﬂ

Ld
*‘%‘P Pa6ota c Dr.Web ans Linux | 123

-
.

| Ans pobaBneHus 1 yaaneHns o6bekToB U3 NepeyHs NCKIHUEHUA HEOBXOAMMO, YTOObI
npuaoxeHve obaasano NnosbieHHbIMK NpaBaMun. CM. YnpasaeHue npasamu

NPUIOXKEHUA.

UcknroueHne painnos n Katanoros

YnpasneHune nckntoueHvem Gannos 1 KaTaaoros 13 MPOBEPKM OCYyLLeCTBASETCA B OkHe Palsibl n
KaTanoru. /lna oTkpbITUA OKHa HaxkmuTe KHonKy dainbl U KaTanoru Ha Bknazke UckaroueHus.

B AaHHOM OKHe Bbl MOXeTe yKa3aTb NepeyveHb NyTen Kk 06bekTaM, KOTopble CiefyeT NCKYaTb
13 nposepku CkaHepoM no TpeboBaHMO NObL30BaTENA U/WAW NO PAaCNUCaHUIO, K OT
HabatoaeHna nx MoHMTopoMm ¢annoson cuctemsl SpIDer Guard.

™ dainel U KaTanoru

BbifepuTe tait/ibl M KaTanory, KoTopbIe MCKAKYaTCA M3 MPOBEPKM

MyTs SplDer Guard CkaHep
/proc
[sys M

 otmera || oK |

PucyHok 58. Hactpoiika ncknrouennii ¢paiinoB u katasoros

OaVH 1 TOT XXe 06beKT Bbl MOXeTe 406aBUTb B CMUCOK UCK/IKOUEHWI KaK A8 NPOBEPKU
CkaHepom (no 3anpocy u/uav no pacnmcaHuio), Tak n AN HabarAEHNS MOHUTOPOM $anoBOM
cuctemsbl SplDer Guard. OTmeTka, 418 Kakoro KOMMOHEHTa 06BbeKT 13 crnvcka fobaBieH B
NCKArOYEeHUs, n3obpakaetca GAaxKom B COOTBETCTBYHOLEM CTONbLe TabanLbl.

[Do6aBneHne n yaaneHve o6sbeKTOB U3 CMNCKOB UCKIIOUEHUN

e Y106bI 06aBUTL O6BEKT, MPUCYTCTBYIOLLNIA B CMWUCKE, B NEPeYeHb NCKIOHaeMbIX 06bekToB
pana CkaHepa wav ana SplDer Guard, Heo6Xx0AMMO YCTaHOBUTL COOTBETCTBYHOLLMNIA GNaXKOK B
cTpoke obbekTa. YTo6bl NCKOUNTL OO6BEKT, MPeACTaBAeHHbIV B CMUCKE, U3 NepeyHs 06bekToB
nckatovaembix 13 nposepkn CkaHepom mam SplDer Guard, Heobxoanmo cbpocuTb
COOTBETCTBYHOLLMI PNaxOK B CTPOKe obbekTa.

e YT106bI 106aBWTH B CMNCOK HOBbIN OOBEKT, CNefyeT HaXaTb KHOMKY  + , PaCrOJOXEHHYO NoJ,
CNMCKOM O6BEKTOB, 1 BbiOpaTb 06BEKT B NOSBMBLLEMCA OKHE Bblbopa KaTanoros 1 Gainios.
Kpome 3T10ro, Bbl MoXeTe f06aBUTb O6bEKTbI B 3TOT CMMUCOK, MEPEeTaLLMB UX MbILLbIO U3 OKHA
darnoBoro MeHeaxxepa.

PyKOBOACTBO noJsib3oBarena
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e YTO6bI yAannTb 06BEKT M3 CrnCKa, CeayeT BblAENTb €ro CTPOUKY B CIMCKE M HaXkaTb KHOMKY
— , PaCrnoNOXEeHHYO MOA CMINCKOM.

YTobbI 3aKpbITb OKHO C NPpMEHEHNEM BCEX BHECEHHDbIX n3meHeHui, Haxxmute OK; ANA 3aKPbITUA
OKHa 6e3 COXpaHeHMA BHECEHHDbIX N3MEHEHUN HaxXMmuTe OTMEHUTb.

UcknroueHne ceTeBbiX COeAUHEHUN NMPUIOXKEHUN

YnpaBieHne NCKIHYEHMEM CETEBbIX COEAVHEHWNA MPUNOXEHUI U3 HABNOAEHNA MOHUTOPOM
ceTeBbIX coeanHeHnn SplDer Gate ocywectBaseTcs B okHe MpunodkeHus. ns oTKpbITUA OKHa
Haxxmute KHornky MpunoxxeHnsa Ha Bknazke UcknroueHuns.

B faHHOM OKHe Bbl MOXETE yKa3aTb NepeyeHb NyTen K UCNOAHAEMbIM dainaM NPUNOXEHUH, YbK
ceTeBble COEAMHEHNA HE AOMKHbI KOHTPOIMPOBATLCA MOHUTOPOM CeTeBbIX coeanHeHnn SplDer
Gate.

™ MpunoxeHus

BblﬁEpHTe NPUNOXEHWA, CETEBBIE COENWMHEHMA KOTOPBIX MCKNHOYa0TCA U3 NpOBEPKKA

MNyTs K ncnonHAaeMomy daiiny

Jusr/bin/wget

| OTmeHa | OK J

PucyHok 59. Hactpoiika nckiroueHnii ceteBbiX COeAUHEHUA NPUIOXKEHU

AOGaBHEHMe n yagaiaeHume I1pVIJ'IO)KEHI/II7I M3 CNUCKA UCKIIOUYEHNN

e Y106bI O06ABUTL B CNMCOK HOBOE MPUIOXEHNE, CAefyeT HaxaTb KHOMKY  + , PaCMOA0XEHHYHO
noJ CNCKOM MPUIOXKEHWNI, 1 BbIOpaTb UCMOAHAEMbIA arn NPUAOXKEHNA B MOABUBLUEMCA
OkHe Bblbopa kaTanoros un ¢pannos. Kpome 3T0Oro, Bbl MOXeTe 06aBUTb MPUIOXKEHWA B 3TOT
CMWCOK, NepeTaLyMB UX NCMoNHAeMble Gaiibl MbILbIO U3 OKHa panoBOro MeHeaXepa.

e YT0bbI YA4ANNTb NPUNOXeHNE U3 CNCKa, CeAYET BblAENNTb €ro CTPOUKY B CMUCKE N HaXKaTb
KHOMKY '—, paCno/I0OXKeHHYHO noa CnNCKOM.

YTobbI 3aKpbITb OKHO C NpMEeHEHNEM BCEX BHECEHHDbIX n3meHeHui, Haxxmute OK; ANA 3aKpPbITUA
OKHa 6e3 COXpaHeHMA BHECEHHDbIX N3MEHEHUN HaxXMmuTe OTMEHUTb.

UepHbin n 6enbivi cnucku Be6-cautos

YHpaBneHme YepHbIMU U 6enbiMu cnruckamm Beb-canToB OCyLLecCTBAAETCA B OKHE yl'lpaBl'IEHMe
cnucKamwm. ,ﬂ,l’lﬂ OTKPbITUA OKHa HaXXMUTE KHOMKY Beb6-caiTbl Ha Bkiagke UcknroueHuns.

PyKOBOACTBO noJsib3oBarena
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B AaHHOM OKHe Bbl MOXETe yKa3aTb NepeyeHb Be6-CanToB, AOCTYN K KOTOPbIM ByaeT BCeraa
pa3peLueH, Wi HaobopOT, BCeraa 3anpeLleH MOHUTOPOM CEeTEBbIX coeanHeHwur SplDer Gate.

™ YnpaeneHWe CNMCKaMH

WMcnonbayite Benblii n YepHbIA cnvckw, YTobbl yKasaTe BeB-caiThl, 4OCTYN K
KOTOpbIM foMKeH BbiTe pa3peweH, unw HaobopoT, 3anpeueH. Dainsl,
33rpy>KaeMble C CANTOB, BHECEHLIX B BENbIA CNUCOK, BCE PABHO NPOBEPAITCA Ha
Hann4yue BUPYCOB W BPELOHOCHbIX MPorpamm.

Pa3pewmnTb 3anpeTuTb

Benbiv cnvcok YepHbIA CMMCOK

example.com example.net

| OTMeHa |[ oK J

PucyHok 60. OKHO ynpaB/aieHUs YepHbIM 1 6enbiM cnuckamm

CywiectByeT ocobas kateropus Beb6-caToB — MICMOYHUKU pacnpocmpaHeHUs eupycos.
: JocTyn K cantam 3TOW KaTeropum 3anpeLLaeTcs B Nt06OM cnyyae, faxke eciv OHU
BKJIFOUEHbI B MOJ/1b30BaTE/NbCKNN BeNbii CMUCOK.

[Ao6aBneHune n yaaneHve Beb6-caitoB us uepHoro u 6esnoro cnucka

e [Ina pobaBneHns Beb-carita B UepHblid namn 6esbiii CNMCOK BBEAUTE €ro AOMEH B NoJie BBOAA U
HaX>XMUTE COOTBETCTBYHOLLYHO KHOTKY:

o PaspewwnTb, YTOOLI 406aBUTL BBEAEHHBIN aapec B 6e/bil CrnCoK.
o 3anpeTuTb, UTOObLI J06aBUTL BBEAEHHBIN agpec B YepHbIli CAUNCOK.

e [lobaBieHVEe HEKOTOPOro AOMEHHOrO aZpeca B Hesblvi AN YEPHbIA CNNCOK pa3peLlaeT, uau,
COOTBETCTBEHHO, 3aMpeLLaeT JOCTyN KO BCEM Pecypcam, PacnoNoXeHHbIM Ha JaHHOM JOMEHe.

o ,D,IIFI yAaneHnmA Beb-canTa n3 6esoro nam YEPHOro Crnncka BblaeinTe ero B COOTBETCTBYHOLLEM
CNncKe N HaXXMUTe KHOMKY Ypanutb.

YT06bI 3aKpPbITb OKHO C NpMeHeHNEM BCEX BHECEHHDbIX n3mMeHeHun, Haxmute OK; AN4 3aKpbITUA
OKHa 6e3 COXpaHeHnAa BHECEHHbIX N3MeHeHUN HaxMmntTe OTMEHUTbD.

Hactpoiika npoBepku no pacnmcaHuio

Ha Bknaake nJ'IaHVIpOBI.I.I,VIK Bbl MOXETE BKJAKOUYNTb aBTOMATUUECKNI 3anycK npoBepokK no
pacnncaHnio, 3a4atb pacnmcaHMe 3anycka n Bbl6paTb TN NPOBEPKN.

PyKOBOACTBO noJsib3oBarena
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HacTpoikk
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OcHOBHble CkaHep SplDer Guard SplDer Gate Mckmodenna [PRUEELsGENETS CeTe  Pexum  Drweb Cloud

ﬂl
d

& BoinonHATb NpoBeEpKY NO pacnMcaHuio

Onw COder [Jcp Byr COnr [1c6e ®& B

Bpema 02:00 |

Tun nposepky | BolbopoyHaa nposepka : |

| MNposepatb 06bekTsI (3)... |

PucyHok 61. Bknagka HacTpoMKku pacnucaHus

[na BKNHOUEHNA aBTOMATMYECKOM NPOBEPKMN MO pacrnucaHuIo yCTaHOBUTE Gaaxkok BeinonHATb
npoBepKy no pacnucaHuto. B atom cayvae Dr.Web ana Linux cdopmumpyeT pacnvcaHune
NeproANYEeCcKOoro 3anycka NpoBepkun BbibpaHHOro T1na.

@ MpoBepku Mo 3aZaHHOMY pacrnmncaHuio byayT 3anyckaTbCs € yKazaHHON NePUOAMYHOCTbIO

: areHToOM yBeAOMEHWI, MO0 HENOCPEACTBEHHO rpadUUecknm nHTepdencom
yrnpaBJ/ieHWs, ECIN OH 3aMyLLleH B MOMEHT Hayasia npoBepku. MNpoBepkn No pacnucaHuno
He 3anyckatotcs, ecnv Dr.Web gns Linux paboTtaet nog ynpaBaeHvem cepeepa
LLeHTPa/N30BaHHOW 3aLUMThl, NN €CIN OTCYTCTBYET AEUCTBYHOLLASA JMLIEH3NS.

ﬂ,flﬂ NnpoBepoOK, 3anyckaeMblx No pacrnncaHnio, Kak 1 Aia NpoBepoOK Mo TpeboBaHMH,
AEIZCTByPOT HaCTpOI;IKI/I NPOBEPKW, 3afaHHbl€ Ha BK/1aJKe CKaHep.

HacTpoiika npoBepkn no pacnucaHuio
Bkntoums NPOBEPKY MO pacnncaHUKo, Bbl MOXeETE HAaCTPOUTb Chedyrollme napamMmeTpbl:

e Bbibpatb AHW Heaenn, B KOTOPble CaesyeT 3anyckaTb NPOBEPKY (BKIHOUMB COOTBETCTBYHOLLME
dnaxkn).

YcTaHOBUTb Bpems (Y4acbl U MUHYTbI) Hayana npoBepKM.

3agaTtb Tvn npoBepku (bbicmpas nposepka, NoaHas npogepka nnv BeibopoyHas nposepka).

Ecaun Bbl BbIOpanv TMN NpoBepkun BoibopoyHas nposepka, TO BaM TakXKe HY>KHO yKa3aTb
nepeyeHb 06BEKTOB, NOA/IEXALLMX NPOBepKe. s 3Toro HaxmuTe KHonky MpoBepATb
06beKTbI (B CKOHKax yKa3blBAeTCs KOAMUYECTBO 0H6BEKTOB, BbIOPaHHbIX AN MPOBEPKM MO
pacnucaHunio).

Mocne 3TOro Ha 3KpaHe OTKPOETCA OKHO BbibOpa 06beKTOB ANA BbIGOPOUYHOWN NPOBEPKM
06bEeKTOB MO pacnncaHnio, aHalorMYHOe OKHY Bbibopa 06bekToB A1 BIBOPOUHOM NPOBEPKHM
no TpeboBaHuMto. Bbl MOXeTe f06aBUTb 06bEKTbI B CMMCOK, KaK MCMOb3yA KHOMKY + , Tak 1
nepeTackvBas UX B CMUCOK MbILLIbIO U3 OKHa GainoBOro MeHezxepa.

PyKOBOACTBO noJsib3oBarena
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Ans OTKNOUEHMS aBTOMATUYECKOW NPOBEPKM 06BbEKTOB MO pacnmncaHmnto copocbTe praxok
BbINoNHATL NPoOBepKy no pacnucaHuto. COOTBETCTBYHOLLAsA 3a4aya A/ areHTa yBeAOM/IeHUN
ByAeT aBTOMaTUYeCKM yaaneHa.

Hactpolika 3awmTbl OT yrpos, nepegaBaeMbiX Yepes CeTb

Ha Bknaske CeTb Bbl MOXETE BK/IHOUNTbL A9 MOHUTOPA ceTeBbix coeanHeHuni SplDer Gate pexxum
npoBepku Tpadurka, NepesaBaeMoro Yepes 3alluiLeHHble CeTeBble COeANHEHWSA, UCMOb3YHoLLNe
NPOTOKOAbI Ha ocHoBe SSL n TLS.

HacTpoikm

5 Q B ¢ B B Bl

OcHoBHble CkaHep SplDer Guard SplDer Gate MckntodeHua  TMnaHuvposwmk LESEH Pexmm  Drweb Cloud

[} Mposepate Tpadmk, NnepeaasaeMblii Yepes 3aluMLIEHHbIE COeaUHEHNA SSL/TLS

[na KoppekTHON NpoBepKK TpaduKa, NepefaBaemMoro Yyepes

3alUMLLEHHbIE COBAMHEHWMA SSLSTLS, cepTudmKaT Drweb gonxeH BeiTe

£obaBneH B CNWCKK J0BEPEHHBIX CEPTMOHMKATOB NPHIOKEHWUHA, | CoxpaHuTb cepTudmkaT Drweb... |
MCNONbL3YIOWMX 3aLMLLIEHHBIE COBAWHEHWA (TaknX, Kak BeG-Bpay3ep u
NOYTOBLIA KNWEHT). MNoapobHee

ﬁ HaxMWTe Ha 3aMoK A/1A 0TKa3a oT Npas agMWHWUCTpaTopa ?

PucyHok 62. Bknaska HaCTpOMKM 3almTbl OT Yrpo3, nepeAaBaeMbIX Uepes ceTb

HaCTpOD’IKa NMPOBEepPKU 3allMLLEHHbIX CeTeBbIX COEAVIHEHVID’I

[nsa paspewwenns moHuTopy SplDer Gate npoBepsTb TpaduK, NepesaBaembli Yepes
3alMLLEeHHble ceTeBble COeANHEHNSA, UCMONb3YIOLLNE MPOTOKObI Ha ocHoBe SSL 1 TLS,
yctaHoBuTe dnaxkok NMpoBepAaTb Tpaduk, NepepgaBaeMblii Uepes 3aliMLLLEeHHbIe COeAUHEeHUA
SSL/TLS. YT06bl OTKAHOUMTb MPOBEPKY 3aLLULLEHHOTO TpadmKa, CHUMUTE GAa>KOK.

| [na ynpaBaeHus NpoBepKo 3aluLLeHHOro Tpapuka HeobXxoAMMO, YUTODbI MPUNOXKEHWE
: 0613310 NOBbILLEHHBIMW NpaBamu. CM. YnpasieHve npaBaMy NpUAOXKEHNS.

Ecnv B cucteme 3anylueH noytoBbl kaneHT (Takon, kak Mozilla Thunderbird), ero
HeobXxoAMMO nepesanycTnTb NOC/Ie BKAOUYEHUA pexnma MpoBepatb Tpaduk,
nepepgaBaemblii Uepe3s 3allviLLeHHble coeguHeHusa SSL/TLS.

[na obecneyeHus npaBuAbHOW paboTbl MexaHW3Ma NpPoBepkM Tpaduka, NnepesaBaeMoro yepes
3allMLLEeHHble ceTeBble COeANHEHWS, SKCNOPTUPYITe B alin cneumnanbHblin ceptudukat Dr.Web.
B AasbHenweM 3KCMOPTUPOBaHHbIN cepTUdUKaT HEOOXOAMMO BPYUHYHO 06aBUTbL B MEPEYHM
AOBEPEHHbIX CEPTUPUKATOB NMPUNOXKEHNI, NCMONb3YIOLLMX 3aLUULLEHHbIE cOeanHeHMs. B nepByto
oyepesb 310 Beb-bpay3epbl M NOYTOBbIE KAMEHTbI. ECn B NnepeyeHb AOBEPEHHbIX CepTUPMKaTOB
Be6-6pay3sepa He fobaBuTb cepTudukat Dr.Web, byaet HapyLleHa KOPPeKTHOCTb oToBpaxeHna
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AAaHHbIX, NOJlyYaeMbIX C CAUTOB, AOCTYN K KOTOPbIM OCYLLECTBASETCA NO He30nacHOMY MPOTOKONY
HTTPS (HanpvMep — calToB CUCTEM OHNaNH-baHKMHra, a TakKe Beb-nHTepdencoB NoUTOBbIX
cepsucos). Ecam ceptudukat Dr.Web He fo06aBuTbL B NepeyeHb JOBEPEHHbIX CEPTUDUKATOB
MOUTOBOTO K/MEHTa, ByeT HEBO3MOXXHOW aBTOPM3aLMa Ha MOYTOBbIX CEpPBEpPax, NCMOJIb3YHOLLMX
ANA Nepejaun noyTbl 3alMLleHHble NPOTOKOoAbI (Takue, kak SMTPS).

YTtobbI 3kCNOpTMpPOBaTh cepTudumkaT Dr.Web B dain, HaxkxmuTte kHonky CoxpaHuTb cepTudurkar
Dr.Web, a ganee B nosBumBLIEMCA OKHE COXPaHeHUa daina yKaxmte MecTo /18 ero COXpaHeHUs.
Mo ymonuaHuto Gpann nonyyaer umsa SpIDer Gate Trusted Root Certificate.pem,
KOTOPOE Bbl MOXETE U3MEHUTb NPN HEOBXOANMOCTU.

[anee coxpaHeHHbI dpann ceptudmkata Dr.Web cnepyet BpyuHyto 406aBAsTb B CIUCKM
[OBEPEHHbIX CepTUOMKATOB TEX MPUNOXKEHNI, B paboTe KOTOPbIX ByAyT 3aMeyeHbl HeNnoaaKm
NPV YCTaHOBNEHUW 3aLUULLEHHBIX COeAnHeHW. [lobaBneHne cepTudukata B CNUCOK A5
HEKOTOPOro NPUIOXKEHNA AOCTaTOYHO BbIMOAHUTL TONBKO OAUH pa3. B ganbHenwem, npu cbpoce
M NOBTOPHOW ycTaHOBKe dnaxkka MpoBepaTb Tpaduk, nepegaBaemMbiin Uepes 3alULLLEeHHbIe
coeanHeHna SSL/TLS Ha cTpaHuue HacTpoek CeTb BaM He NPUAETCA 3aHOBO COXPaHATb U
fobaBnatb ceptnudukat Dr.Web B cnncok goBepeHHbIX cepTUPMKATOB.

[Do6aBneHne ceptndpukara Dr.Web B cnuckn poBepeHHbIX cepTudmkaToB
NPUIOIKEHUN

Be6-6pay3ep Mozilla Firefox

1) Bbibepute nyHKT HacTpoWkm B r1aBHOM MeHIO, 3aTeM (Ha MOABMBLUENCA CTPaHWLLe HacTPOeK)
NyHKT JlononHWUTeNbHbIE, @ Ha OTKPbIBLUENCA CTpaHuLe — pa3gen CepTudukarbl.

2) Haxxmute MpocmoTtp cepTMdmKaTOB, B NOABMBLLEMCA OKHE BbibepuTe BKAaaKy LieHTpbl
ceptnudukauumn 1 Haxxmmute KHornky Mmnoptmposatb.

3) B nosBuBLUemcA OkHe Bbibopa darnoB ykaxute K danny ceptudukarta Dr.Web (no
YMOYaHWIO 3TO dann SpIDer Gate Trusted Root Certificate.pem) U HaXMUTE
OTKpbITb.

4) [anee, B NOSABUBLUEMCA OKHE, MPY NOMOLLM GNAXKKOB yKaxuTe TpebyemMyto cTeneHb AoBepus
K cepTnduKaTy. PekoMeHAyeTCs YCTaHOBUTL BCe TpW daiaxkka (4N naeHTndumkaLmm Beb-
CanToB, AN UAEHTUPUKALIMM NONb30BaTENEN INEKTPOHHOW MOYThI, A8 UAEHTUGUKaLMK
nporpaMmHoro obecneueHnus). Nocne atoro Haxmute OK.

5) B cnuncke pgoBepeHHbIX cepTudumkaTos noasutca pasgen DriVeb, copep>kanin B kauectse
cepTudukaTa fobaneHHbIn ceptudukart (SplDer Gate Trusted Root Certificate no ymonuaHuto).

6) 3akpowuTe OKHO MPOCMOTpa cnucka ceptudurkatos, Haxas OK, nocne yero 3akpowTe cTpaHuLy
HacTpoek bpay3epa (3akpbiB COOTBETCTBYHOLLYIO BKAaAKY Ha NaHenun Bkaajok bpaysepa).

MouTtosbin kaneHT Mozilla Thunderbird

1) Bbibepute nyHKT HacTpoWkm B r1aBHOM MEHIO, 3aTeM B NMOSBMBLUEMCA OKHE HacTpOeK
BblbepuTe pasgen JononHNUTeNbHbIE, @ Ha OTKPbIBLUENCA CTPaHWLLEe — BKAAAKY
Ceptudpukarbl.

PyKOBOACTBO noJsib3oBarena
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2) Haxmute MpocmoTp cepTMdMKaTOB, B NOABMBLLEMCA OKHE BbibepuTe BKAaaKy LieHTpbl
ceptndukauun n Haxmmte UMmnoprtuposartsb.

3) B nosBuBLUemcA OkHe Bbibopa darnoB ykaxute K danny ceptudukarta Dr.Web (no
YMOYaHWIO 3TO dann SpIDer Gate Trusted Root Certificate.pem) U HaXMUTE
OTKpbITb.

4) [anee, B NOSABUBLUEMCA OKHE, MPY NOMOLLM GNAXKKOB yKaxuTe TpebyemMyto cTeneHb AoBepus
K cepTnduKaTy. PekoMeHAyeTCs YCTaHOBUTL BCe TpW dpaaxkka (4N naeHTndumkaLmm Beb-
CanToB, AN AEHTUPUKALIMM NONb30BaTENEN INEKTPOHHOW MOYThI, ANA UAEHTUPUKaLMK
nporpaMmHoro obecneueHnus). Nocne atoro Haxmute OK.

5) B cnuncke poBepeHHbIX cepTudumkaTos noasutca pasgen DriVeb, copep>kalnin B kauectse
cepTudukaTa fobaneHHbIn ceptudukart (SplDer Gate Trusted Root Certificate no ymonuaHuto).

6) 3akpownTe OKHO MPOCMOTpa cnucka ceptudurkatos, Haxxas OK, nocne yero 3akpowite OKHO
HacTpoek NMOYTOBOrO K/JMEHTa, HaXaB 3aKpbITb.

7) Tepe3anycTTe MOYTOBbLIN KJIVEHT.

Hactpoiika pe>xuma 3awuTthbl

Ha Bknaake Pexxum Bbl MoxeTe nogkaounte Dr.\Web ans Linux k cepBepy LeHTpaan3oBaHHOM
3awWmThl (MepeBess ero B pexkvM LIeHTPaaM30BaHHOM 3aLLMTbl) UAW OTKAKOUMTLCA OT cepBepa
LEeHTpann30BaHHOM 3alWunThl (B 3TOM ciyyae Dr.Web ans Linux 6yaeT pabotate B O4MHOYHOM
pexunme).

HacTpoiku

5 Q EH ¢ B B ek

OcHOBHblIe  CKaHep SplDer Guard SpiDer Gate McknwodeHMA TMNaHMpoBUWMK CeTk BEEEAIE Drweb Cloud

PeXWM LeHTpanM3oBaH HOWM 33LLMThI NO3BONAET NOAKNHOYUTE Drweb ona Linux K KOpﬂOpaTMBHOljl aHTHBMpyCHOﬁ
CETH UMW AHTHEWPYCHOMY CEDBMCY Ballero nposalﬁ,qepa W Nony4aTk NapamMeTpbl 3aLUWTEI, COOTBETCTBYHOLLWE
NoNMTMKaM Be3onacHOCTH KOMMaHWMK1 UK pekoMeHayeMble I'IDOBEIIFI,[IEPOM.

[ BKAOUYMTL pEXMM LIEHTPaNM30BaHHON 3aLUMThI

ﬁ HaxMWTe Ha 3aMoK A/1A 0TKa3a oT Npas agMWHWUCTpaTopa ?

PucyHok 63. Bknaaka ynpaBneHus peXxumom paborbi

YT06bI NogKtounTe Dr.Web ang Linux Kk cepBepy LIeHTPann30BaHHON 3aLLMTbl MW OTKAHOUNTHCS
OT Hero, NCMOJb3yWTe COOTBETCTBYHOLLNIA HAAXKOK.
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| Ana nopknrouerns Dr.Web ana Linux k cepBepy LeHTpann30BaHHOW 3aLnThbl AN
: OTK/IFOUEHUA OT HEro HeO0bXOAMMO, UTOBbLI MPUIOXKEHWe 061aAan0 NOBbILLEHHbIMM
npaBamu. CM. YnpaB/ieHne npaBamMu NPUIOXeHUS.

nOAKﬂI'O‘-IEHVIe K cepBepy LI,EHTpaﬂMBOBaHHOﬁ 3allUuTbl

Mpw NoNbITKE NOAK/IOYEHNSA K CEPBEPY LIEHTPAAN30BAHHOW 3aLLMTbl HA 3KPaHe NOSBUTCS OKHO, B
KOTOpOM TpebyeTcs yka3aTb NapaMeTpbl MOAKAHOUEHNS K CEPBEPY.

™ MopknwuyeHne

| YKa3aTb BpyUHYHO s

Afpec cepeepa Mopt
2193
®ain nybMYHOro Knkoya cepeepa

| O63op... |

¥ AyTeHTMdHUKauMA (JoNoHUTENBHO)

MaoeHTUOMKaTop pabodei cTaHUuMKM
Mapone

[T MopKkNYUTECA KaK «<HOBMYOK?

| OrmeHa | | MofkMO4MTh

PucyHok 64. OKHO NOAK/IIOUEHNA K CepBepPY LLeHTPaIn30BaHHOMN 3alUThl

B BbinagatoLLleM CrnmcKe, pacrosoXXeHHOM B BEPXHel YacTu OKHa, BbibepuTe crnocob
NOAKIOYEHUs K cepBepy. JocTynHo Tpu cnocoba:

e 3azpy3ume u3 ¢gaiina.
e Ykasame epyyHyro.

e Onpedesnumes asmomamuyecku.

B cnyuae Bbibopa BapwmaHTa 3azpy3ume u3 ¢alisa OCTaTOYHO yKa3aTb B COOTBETCTBYHOLLEM MOe
OKHa NyTb K darny HaCTpoeK MNOAK/IOYEHNA K CepBepY, NPeoCcTaBNeHHOMY BaMm
aAMWHNCTPATOPOM aHTMBUpPYCHOW ceTw. MNpwu Bbibope BapuaHTa Ykazame apyyHyto cnepyet
yKaszaTb agpec 1 NopT 414 MNOAKIOUEHUA K CepBepy LeHTPaan3oBaHHOW 3aLwumTbl. Kpome TOro,
AN cnocoboB noakntoueHus Ykazame epyyHyro n Onpedesume asmomamuyecku Bbl MOXeTe
Tak>Ke ykasaTb NyTb K Gainy nybanyHoro karoya cepBepa, eCciv OH y Bac MMeeTcs (06bIYHO 3TOT
dann npegocTaBafeTCa afMUHNCTPATOPOM aHTUBUPYCHOW CETU UAN NPOBanAepPOM).

JlononHuntensHo, B pasgene AyteHTuduKaums, Bbl MOXeTe yKasaTb MAeHTUdmKaTop pabouei
CTaHLUMM W Napo/b ANs ayTeHTUPMKALMM Ha cepBepe, e OHN BaM U3BECTHbI. Ecin 3T nons
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3ano/IHeHbl, TO NOAKOYeHME K cepBepy ByaeT ycrnelHbIM TOAbKO NPW YKa3aHUy NpaBubHON
napbl naeHTuduKaTop/naponb. Ecam 3tm nons octaBUTb NYCTbIMY, TO NMOAKOYEHME K CEpBEPY
ByaeT ycrnelwHbIM TONbKO B C/ly4Yae ero ogobpeHuns Ha cepeepe (aBTOMaTUYeCKn nam
aAMWHUCTPATOPOM aHTMBUPYCHOM CEeTH, B 3aBUCUMOCTM OT HacTpOeK cepBepa).

Kpome Toro, Bbl MoxeTe ycTaHOBUTb daxkok MoaKAUMTLCA KaK «<HOBUUOK». Eciv onuus
«HOBMYOK» pa3pelLleHa Ha cepBepe, TO Noc/ie 0A06PEHNS MOAKNOUEHNS OH aBTOMATUYECKU
CreHepupyeT YHUKaNbHYH Napy naeHTudunKaTop/naponb, KoTopas B JasbHelLeM byaeTt
MCMONBb30BaThLCA A5 MOAKAHOUEHUS BalLero KOMMbloTepa K aToMy cepaepy. ObpaTnTe BHUMaHME,
YTO NPU MNOAKNHOUEHNM KakK «HOBUYOK», HOBas y4YeTHas 3anuch A1 Ballero komnbtoTepa byzet
creHepvpoBaHa CEPBEPOM LIEHTPaAN30BaHHOW 3alLnTbl axKe B TOM C/y4ae, eCv paHee OH yxe
MMenN YUYEeTHYHO 3anncb Ha 3TOM CepBepe.

| MapameTpbl MOAKNHOUEHWS CeAyeT 3a4aBaTh B CTPOTOM COOTBETCTBMUN C UHCTPYKLUAMM,
: NpesoCcTaBNEHHbIMU aAMUHUCTPATOPOM aHTUBUPYCHOW CETU WY NMPOBaNAEPOM.

[na noaknroueHms K cepBepy Nocie ykasaHWs BCEX MapaMeTpoB HaxkmuTe kHonky Moaknrountb
N AOXANTECh OKOHYaHWA npoLecca NoakatoueHus. YTobbl 3aKpbiTb OKHO 6€3 NOAKAKOUEHMUS K
cepBepy, HaxXMUTE KHOMNKY OTMEHUTb.

@ Mocne Toro, Kak Bbl nogkatouman Dr.Web ans Linux k cepBepy LEeHTpaan30BaHHOM

: 3almMTbl, OH byaeT paboTtaTb NOA ynpaBAeHVEM CepBepa 0 TeX Nop, NMoka Bbl €ro He
nepesezeTe B OANHOUYHbIN pexnm. MNoakntoueHne K cepBepy byaeT NMponcxoanTb
aBTOMAaTMUECKM KaX bl pa3 npu 3anycke onepalyMoHHOM cucteMsbl. [MoapobHee cm.
pa3gen Pexknmbl 3alumThl.

Ecnun Ha cepBepe LieHTpan30BaHHOW 3aLUMTbl BK/IHOYEH 3amnpeT Ha 3amyck NpoBepKu
dalinoB nosnb3oBaTesneM, TO CTpaHMLa 3anycka CkaHMpoBaHWs U KHomnka CKaHep Ha OKHe
Dr.Web ans Linux 6yayTt HegocTtynHbl. Kpome Toro, B 3ToM cnyyae CkaHep He byzaet
BbIMOJIHATL NPOBEPKY haliioB MO 3aZaHHOMY PacrmncaHuLo.

Hacrpoiika ucnonnsosannsa Dr.Web Cloud

Ha Bknagke Dr.Web Cloud Bbl MoxeTe paspewwmnTs nam 3anpetnts Dr.Web ana Linux
ncrnonb3osatb cepauc Dr.Web Cloud.

MNoaxntoueHme k Dr.Web Cloud nossonsietr Dr.Web ans Linux ncnonb3oBatb CBEXYHO
nHdopmMauuto 06 yrposax, 06HOBAsEMYHO Ha cepBepax KomnaHum «loktop Beb» B pexxmume
peasbHOro BpemMeHu. B 3aBMCMMOCTH OT HacTpoek obHOBIeHMs, MHGOPMaLua 06 yrposax,
Mcnosb3yemas KOMNOHEHTaMWU aHTUBMPYCHOW 3alLMTbl, MOXET ycTapeBaTb. icnonb3oBaHue
06/1a4HbIX CEPBUCOB NMO3BOJIAET rapPaHTMPOBAHO OrpPajnTb NoJIb30BaTe/Ie Ballero KoMnbroTepa
OT CalTOB C HeXeslaTesIbHbIM COAEPXUMbIM, @ TakxKe OT MHOULMPOBaHHbIX Gannos.

PyKOBOACTBO noJsib3oBarena
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HacTpoikm

B Q E w =) 3

OcHoBHble CkaHep SplDer Guard SplDer Gate MckntodeHMA  TMnaHMpoBwMK CeTe  Pexkmm [IRUTERa TG

Bbl MOXeTe NoAKNYUTLCA K 0bnavyHomy cepeucy Drweb Cloud. 3To no3BonWT KOMNOHEHTaM Balled
aHTWBWPYCHOW 3aLUWThI OCYLLECTBNATE NPOBEPKY AaHHbIX, NCNO/b3YA Hanbonee cBexXyro MHGOopMaLMio 0b
yrpo3sax, KoTopad obHOBNAETCA Ha cepBepax KoMnaHuK «JokTop Beb» B pexume peanbHoro BpemeHn. Mpu 3Tom
Ha cepBepbl KOMNaHWK By ayT aBTOMaTUYECKM OTNPaBNATLCA cBefleHna o paboTe Drweb ana Linux Ha Bawem
KOMMBIOTEDE.

Mony4yeHHanA oT Bac HHd]OpMa UMA He '6_V,£|,ET MCNONb30BaTbCA ANA Ballen M,U,eHTMd)HKEILLL‘IM WK 0NA CBA3K C BaMW.

& nogknwunteea k o6nayHeiM cepercam Dr.web Cloud (pekomenayetca)

é?] ! HaXMMTe Ha 3aMOK /1A 0TKa3a OT NpaB aJiMMHUCTPaTopa ?

PucyHok 65. Bknaaka ynpaBneHus ucnosnbsoBaiunem Dr.Web Cloud
UtobbI paspewwnTb nan HaoboporT, 3anpetnts Dr.Web ana Linux ncnonb3osats cepsuc Dr.Web

Cloud, ncnonb3yite COOTBETCTBYOLLMI DAAXKOK.

| [ns obpalteHns k cepsucy Dr.Web Cloud HeobxoanMo Hannume coesnHEHNE C CETbIO
: VHTepHer.

Ana paspelueHns nam 3anpelueHns Dr.Web ans Linux ncnonssosats cepsuc Dr.Web
Cloud HeobxoaMMO, UTOBBI NPUAOXKEHNe 061aAan0 NOBbILEHHbIMY NpaBamMu. CMm.
YnpasaeHue npaBaMu NPUIOXKEHUS.

AononHutenbHoO

AprymeHTbl KOMaHAHOMN CTPOKMU

[Ana 3anycka rpadurueckoro nHtepderica ynpasnerunsa Dr.Web gna Linux n3 komaHAHOW CTPOKM
onepaLyoHHON CUCTeMbl UCMOb3yeTcA CeAytoLas KoMaHaa:

$ drweb-gui [<nyme>[ <nyme> ...] | <napamempol>]

rae <nyme> — NyTb, NOAAexalmn nposepke. MoxeT 6bITb ykaszaH CMMCOK NyTewn, pa3geneHHbIX
npobenamu.

PyKOBOACTBO noJsib3oBarena
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KomaHaa fonyckaeT Tak>ke UCMO/b30BaHME CeAyoWwnxX napameTpoB (<napamempsl>):
e ——help (-h) — BbIBOA Ha 3KpaH KPaTKOWM CMPaBKM MO MMEKLLMMCA NapaMeTpam KOMaHAHOW
CTPOKM U 3aBepLUueHne paboTbl rpaduyeckoro nHtepderica ynpaBaeHus.

e ——version (-v) — BbIBOA Ha 3kpaH nHGopmaummn o Bepcunn rpadpuueckoro nHtepdeica
yrnpasieHus.

e ——Autonomous (-a) — 3anyctuTb rpapuyecknii MHTepderc ynpasneHuns Dr.Web ana Linux B
pexxMme aBTOHOMHOW KOMUU.

e ——FullScan — 3anycTuTb MNOJHYI NPOBEPKY Npu cTapTe rpadpuryeckoro nHtepderica
ynpasaenua Dr.Web ans Linux.

e ——ExpressScan — 3anycTutb H6bICTPYrO NPOBEPKY Mpu cTapTe rpaduyeckoro nHtepdeiica
ynpasneHusa Dr.Web ans Linux.

e ——CustomScan — 3anycTuTb BbIBOPOUHYHO NMPOBEPKY Mpu CTapTe rpaduyeckoro nHtepdeica
ynpasaernua Dr.Web ans Linux (OTKpbITb CTpaHuLy BbibOpa 06BbEKTOB, NOANEXALLMX
nposepke).

Mpumep:

$ drweb-gui /home/user/

[aHHas komaHaa 3anycTuT rpaduryecknin nHTepdenc ynpasnenuna Dr.Web ans Linux, nocne yero
CkaHep HauHeT npoBepATb dalibl N0 yKazaHHOMY MyTW (COOTBETCTBYHOLLLAA 3aAa4a NPOBEPKM
byaeT oTobpaxkaTbCa B COMCKE TeKYLLMX NPOBEPOK).

3anycKk aBTOHOMHOW KONuu
Dr.Web ans Linux noaaep>xunBaet paboTty B 0COBOM pexxnme — pexmme asmoHOMHOU Konuu.

Ecam 3anyctuts rpadunyecknin nHtepdenc ynpasaenna Dr.Web ans Linux B pexkvume aBTOHOMHOM
Konuu, To oH ByaeT paboTaTb C OTAE/bHBIM KOMMAEKTOM CEPBUCHbLIX KOMMOHEHTOB
(pabortatowmm B doHe demMoHOM ynpasaeHusa koHguzypayuel Dr.Web dna Linux (drweb-
configd), CkaHepoM 1 Ncnonb3yeMbIM M aHTUBUPYCHBIM SAPOM), 3anyLeHHbIM creLmanbHO
AN NOAAEP>KKM paboTOCNOCOBHOCTM 3aMyLLEeHHOro 3K3eMMasapa NporpamMmbl.

OcobeHHOCTM GYHKUMOHNPOBaHWS rpaduyeckoro nHTepderica ynpasneHus Dr.Web gns Linux B
pexnumMe aBTOHOMHOW KOMUK:

e [1na 3anycka rpapuyeckoro nHtepdenca ynpasnenna Dr.Web ans Linux B pexxume
aBTOHOMHOW KOMWK HeobXoAMMO Hannyme AeicTBytoLero kato4yesoro daina, paborta noa
yrpaBJ/ieHeM cepBepa LIeHTPaAM30BaHHON 3alLMTbl He MOAAepP>KMBaeTCs (MmeeTca
BO3MOXHOCTb YCTaHOBUTL KNHOUYEBOW daii, SKCMOPTUPOBAHHbIN C cepBepa LieHTPaan30BaHHOM
3awmThl). Mpwn 3TOM, Aaxke ecamn NPOAYKT NOAKNOYEH K CEpPBEPY LIeHTPaan30BaHHOM 3aLLuThl,
aBTOHOMHas Konua He coobwjaem cepBepy LIeHTPaan30BaHHOW 3aLuTbl 06 yrposax,
obHapy>KeHHbIX NPV 3anycke B peXunme aBTOHOMHOW KOMWK.

PyKOBOACTBO noJsib3oBarena
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Bce BcnomoraTtenbHble KOMMOHEHTbI, 06cnyxunBatoLwme paboty aBTOHOMHOW KOMUK
rpaduyeckoro nHtepdeica, byayT 3anyLeHbl OT MMEHW TekyLLiero noab3oBatens n byayTt
paboTtaTb CO cneumnasbHO CGOPMUPOBAHHBIM GannomM KOHPUrypaLmn.

Bce BpemeHHble darnbl 1 cokeTbl UNIX, ncnosnb3yembie s B3aMMOAENCTBMA KOMMOHEHTOB
mexay cobon, byayT co3aaBaTbCA TONbKO B KaTanore ¢ YHUKaAbHbIM MMEHEM, CO34aHHbIM
3anyLeHHOM aBTOHOMHOW KOMWKW B KaTanore BpeMeHHbIX GalrinoB (ykazaHHOM B CUCTEMHOWM
nepeMeHHOW OKpy>XeHnsa TMPDIR).

ABTOHOMHO 3anyLeHHas Konusa rpapuyeckoro nHTepderica ynpasaeHmsa He 3anyckaem
moHuTopsbl SpIDer Guard n SplDer Gate, paboTtatoT Tonbko GYHKUMKM NpoBepkn hannos, 1
ynpaB/ieHVa KapaHTMHOM, noaaepXvBaemMble CKaHepOM.

Myt K dannam BUPYCHbIX 6a3, aHTUBMPYCHOTO fApa 1 UCMOHAEMbIM dalinam CEPBUCHBIX
KOMMOHEHTOB 3aZlaHbl MO YMOAYaHWIO, 60 BepyTcs U3 CrneLmanbHbIX NepeMeHHbIX
OKPY>KEHMS.

Yncno ogHoBpeMeHHO paboTaroLLMX aBTOHOMHbIX KOMUK rpaduyeckoro nHtepderica
yrnpaB/ieHVsA He OrpaHNYeHo.

MNpw 3aBepLUeHnn paboTbl aBTOHOMHO 3anyLeHHOW Konun rpaduryeckoro nHtepdenca takxe
3aBepLuaeT paboTy 1 KOMMAEKT 0BCNYXXMNBAIOLMNX €€ CePBUCHbBIX KOMMOHEHTOB.

Pa6bota U3 KOMaHAHOMW CTPOKM

Dr.Web ans Linux no3BoasieT ocyLwecTBAATb yrpaBaeHne CBOer paboTon U3 KOMaHAHOW CTPOKM
onepaLyoHHOW CUCTEMBI, A1A Yero B ero COCTaB BXOAMUT cneunanbHas ytuanta drweb-ctl.

VimeeTcs BOSMOXHOCTb BbIMOAHATL 13 KOMaHAHOVI CTPOKKM cnegyroumne AeﬁCTBMﬂI

3anyck npoBepky GannoB, 3arpy304UHbIX 3anncen ANCKOB U UCMOHAEMbIX GaliioB aKTUBHbIX
MpOLLeCcCcoB.

3anyck npoBepkun GannoB Ha yAaNeHHbIX y31ax ceTh (CM. MpYMeYaHne HXe).
3anyck 06HOBAEHWNA BUPYCHBbIX 6a3.
MpocMOTp 1 n3MeHeHMe napameTpoB KoHdurypaumm Dr.Web ans Linux.

MpOoCMOTp COCTOAHUSA KOMMOHEHTOB NPOrPaMMHOro KOMIJIEKCa U CTaTUCTUKM OBHaPY>KEeHHbIX
yrpos.
MpoCMOTp KapaHTMHa 1 ynpaBaeHNe ero CoAep>XMMbIM.

HOAKIII-O‘-IGHVIG K cepBepy LI,eHTpaJ'Il/I3OBaHHOl7I 3alinNTbl U OTKNKOYEHWE OT HEro.

[Ana Toro, utobbl KOMaHAb! ynpasaeHna Dr.Web ans Linux, BBogvMble nonb3oBaTenemM, umenu
3pPeKT, AOMKHBI ObITb 3anyLeHbl CEPBUCHbIE KOMMOHeHTbl Dr.Web ana Linux (no ymonyanuto
OHW aBTOMaTUYeCKM 3aryCcKaroTCa Npu cTapTe onepaLvioOHHOW CUCTEMDBI).

@ ObpatnTe BHMMaHWe, YTO ANS BbIMOJHEHWS HEKOTOPbIX YMPaBASIOLLMX KOMaHZ

: TpebyroTcs MOAHOMOUNS Cyneprosib3oBaTens. [as noay4yeHns NoJHOMOYNIN
Cyrnepnosib30BaTess UCMO/b3yiTe KOMaHAYy CMeHbl MOJIb30BaTes SU UV KOMaHay
BbINMOJ/JIHEHWS OT UMEHW ApPYroro nosib3osatens sudo.
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Ytunuta drweb-ctl nopaepxvBaeT cTaHaapTHOE aBTOA0MONHEHME KOMaHZ ynpaeaeHus Dr.Web
Aans Linux, ecnm yHKUMS aBTOAOMNOIHEHMS BKAKOYEHA B UCMO/Ib3yeMON BaMU KOMaHAHOW
obosiouke. B cnyyae ecam koMaHgHas 060104ka He NOAAEP>KMBAET aBTOAOMONHEHWNE, Bbl
MO>XeTe HaCTPOUTb ee Npu HeobxoAMMOCTU. [1ns 3Toro obpaTnTech K CNpaBoOYHOMY PYKOBOACTBY
MO MCNONb3yeMOMY BaMU AUCTPUOYTMBY ONepaLnMoHHOM CUCTEMDbI.

| Mpw 3aBepLueHUn paboTbl yTUAMUTa BO3BPALLAET KOJ BbIXOAa B COOTBETCTBUM C
: cornawenvem ana POSIX-coBmecTnmbix cucteM: O (Hy/ib) — ecnv onepaumsa BbiMoJHEHa
YCMELLHO, U He HYNb — B MPOTMBHOM C/lyyae.

Obpatnte BHMMaHWe, YTO HEHYIEBOW KOZ BbIXOAa YTUIMTa BO3BPALLAET TONbKO B TOM
c/yyae, KOrAa npowv3oLuia BHYTPeHHAS ownbka (HanprmMep: yTuamTa He cMorna
NOAKNFOUNTLCA K HEKOTOPOMY KOMMOHEHTY, 3anpoLUeHHas onepaLmsa He MOXEeT 6bITb
BbIMOJIHEHa W T.M.). Ecm yTnnnta obHapy>kmnBaeT (1, BOSMOXHO) HenTpanumsyeTt
HeKOTOpPYH Yrpo3y, OHa BO3BpaLlaeT Kog Bbixoga 0, Tak Kak 3anpoLueHHas onepawms
(Takas Kak scan M T.M.) BbINMOJIHEHA ycrewHo. Ecan HeobxoanMMO yCTaHOBUTL MepeyeHb
OBHapy>KeHHbIX YrPO3 Y MPUMEHEHHbIX K HUM AENCTBUM, TO NpOoaHaan3npymnTe
Co0bLEeHNS, KOTOPbIE YTUANTA BbIBOAUT Ha KOHCOb.

YpaaneHHana npoBepkKa y3/10B

Dr.Web ans Linux no3BosaseT BbIMOJHUTL MPOBEPKY Ha Haauume yrpo3 Gpannos, HaXOAALWMXCA Ha
yAaneHHbIX y3nax ceTn. B kauecTse Takux y3/10B MOTYT BbICTynaTb He TONbKO NMONHOLEHHbIE
BbIUNCANTENbHBIE MaLMHBI (paboure CTaHLMK 1 cepBepbl), HO 1 poyTepsl, TB-npuctaBkn n
npouyne «yMHble» yCTPOMCTBa, 0bpasytoLLme Tak Ha3biBaeMbl «/IHTepHeT BeLlen». [na
BbIMOJIHEHWA YAaNeHHOW MPOBepPKN HeObX0AMMO, UTOBbI YAaNEeHHbIV Y3en NpesoCcTaBasa
BO3MOXHOCTb YJaNeHHOr0 TepMUHanbHOro aocTyna yepe3 SSH (Secure Shell). Kpome 3toro
Heobxoanmo 3HaTb IP-agpec nan JoMeHHOe NMA yAaneHHoro y3/1a, UMA U Napo/ib NOb30BaTenNs,
KOTOPbIV MOXEeT COBEPLUNTb YAaNEHHbIN JOCTYN K cncTeMe yepes SSH. YkasaHHbIN Noab3oBaTeNb
AO/KEH MMETb MpaBa AOCTyNa K MpoBepseMbIM daniam (Kak MUHUMYM — MPaBO Ha WX UTEeHWe).

[aHHas QyHKLUMA MOXeT HbITb NCMONb30BaHa TONAbKO ANA OOHapy>KeHUA BPeAOHOCHbIX NN
NoAO3pUTENbHbIX GPanoB Ha yYAaneHHOM Y3/e. YCTpaHeHue yrpo3 (TO eCTb U30A5LMA UX B
KapaHTUH, yAaneHre Uan neyYeHne BpesOHOCHbIX OOBEKTOB) CpeACcTBaMu YAaneHHOW NpoBepKy
HEBO3MOXHbI. N5 ycTpaHeHns 06Hapy>KeHHbIX yrpo3 Ha yAaNeHHOM y3ne HeobxoaMMOo
BOCMO/1b30BaTbCA CPEACTBAMM YNpPaBAeHWS, NPefOCTaBASEMbIMN HEMOCPEACTBEHHO 3TUM Y3/10M.
Hanpumep, ana poyTepoB 1 NPOYMX «YMHbIX» YCTPOWCTB MOXHO BOCMO/b30BaTbC MEXaHNU3MOM
OBHOBNEHNA NX MPOLUNBKM, @ A1 BbIUNCAUTENbHbIX MALLWH — BbIMOAHUB NOAKAOYEHWE K HUM (B
TOM UMCNe — B ylal€HHOM TEPMUHANbHOM PEXUME) 1 MPOM3BeAs COOTBETCTBYHOLLME OMNepaLnn B
nx dannoBon cucteMe (yaaneHue nav nepemMelleHne Gannos v T.M.) UAKN 3aNyCTUB aHTMBUPYCHOE
MO, yctaHOBAEHHOE Ha HUX.

YpaneHHas npoBepKa peannsyeTcs TONbKO Yepes yTUANTY yNpaBieHNs N3 KOMaHAHOMW CTPOKMU
drweb-ctl (ncnonb3yercs komaHAa remotescan).
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®dopmar Bbi3OBa

1. Dopmart BbI3OBa YTUIUTbI YNIpaB/IeHUA N3 KOMaHAHOW CTPOKM

YTunauta ynpasneHus paboton Dr.Web ans Linux nmeeT creayromnin popmart BbI30OBa:

$ drweb-ctl [<obwue onyuu> | <komaHoa> [<apaymeHm>] [<onyuu KOMaHObl>] ]

lne:

e <0bwWUe onyuu> — ONLMK, KOTOPbIE MOTYT BbITb MCMO/Ib30BAHbI NP 3anycke 6e3 ykasaHus
KOMaHZbl AN A Nt060N 13 KoMaHAbl. He saBastoTcs 0b6s3aTesibHbIMUM 415 3amycKa.

e <KOMaHOa> — KOMaHAa, KoTopasa Jo/kKHa 6bITb BeinonHeHa Dr.Web gna Linux (Hanpumep,
3anycTuTb NpoBepky $GanaoB, BbIBECTV COAEPXMMOe KapaHTMHa U T.M.).

e <apa2ymeHm> — apryMeHT KOMaHZbl. 3aBUCKT OT YKa3aHHOM KOMaHAbl. Y HEKOTOPbIX KOMaHA,
apryMeHTbl OTCYTCTBYHOT.

e <oNyuu KOMAaHdAel> — onuuy, yrnpaeaatowme paboTor ykazaHHON KOMaHAbl. 3aBUCUT OT
KOMaHZAbl. Y HEKOTOPbIX KOMaHZA OMLMK OTCYyTCTBYHOT.

2. O6wme onuynn

[ocTynHbl cnepyrouime obLme onumm:

Onuyunsa OnucaHue

-h, --help BbIBECTW Ha 3KpaH KpaTKyro 0bLLyH CrpaBKy 1 3aBepLunTh paboTy. [1a BbiBOAA
cnpaBku no 060N KoMaHAEe NCNOAb3YTE BbI3OB:

$ drweb-ctl <komaHOa> -h

-V, --version  BpigecTu Ha 3KpaH BEPCUIO MOAY/IA U 3aBepLUINTL paboTy

-d, --debug MpeAnuUCbIBaET BLIBOAWTL Ha 3KpaH paclUMpeHHble AnarHoCTUYeckie coobLieHNs
BO BpeMs BbINONHEHUs yKa3aHHOI KoMaHabl. He nMeeT cMbicia 6e3 ykasaHus
KOMaHabl. Micnonb3yiite BbI30B:

$ drweb-ctl <komaHda> -d

3. KomaHabl

KomaHgabl ynpasnernusa Dr.Web ansa Linux pa3geneHbl Ha cregyrolime rpynnbi:

e KomaHApb! aHTMBMPYCHOWN MPOBEPKMY.

e KomaHgbl ynpaBieHns 0OHOBAEHWEM M PaboTOW B peXXUME LLeHTPasIM30BaHHOM 3aLLUTbI.
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e KomaHabl ynpaBneHuns KoHburypaumen.
e KomaHgapb! ynpaBaeHuns yrpo3amm 1 KapaHTUHOM.

¢ VIHpOpMaLMOHHbIE KOMaHAbI.

3.1. KomaHabl aHTUBUPYCHOW NPOBEPKN

[ocTynHbl cregyrolne KOMaHAbl aHTUBUPYCHOW NpoBepky $GariioBON CUCTEMBI:

KomaHga OnucaHue

scan <nyme> HasHaueHue: NIHnummpoBaTh NnpoBepky CkaHepOM yKaszaHHOro darina
nnn KaTanora.

AprymeHTbI:
<nyme> — nyTb K $haliny v Katanory, KOTOpbI HY>XHO NPOBEPUTb.

Smom apeymeHm moxem 6bimb onywjeH 8 C/y4yae Uucnob308aHUs oNYuu
--stdin unu --stdin0. [1a npogepku nepeyHs ¢halinos, sblbupaemelx
no HeKomMopoMy yco8uro, pekoMeHOyemcs ucnosie3oeams ymuaumy find
(cm. MprMepbl UCNOb30BaHMS) U 0NYUK ——-stdin uau —-stdin0.

Onuyum:

-a [--Autonomous] — 3anyCcTUTb OTAE/bHYH KOMUIO aHTUBUPYCHOTO
aapa n CkaHepa /19 BbINOJHEHUA 3aZ@aHHOW NPOBEPKM, 3aBEPLLUMB UX
paboTy nocne okoH4YaHWs npoeepkn. ObpaTnTe BHMUMaHWe, YTO Yrpo3bl,
0b6Hapy>XeHHble MPY aBTOHOMHOM CKaHVUPOBaHWW, He ByayT fobaBneHbl B
06LLMIA CNMNCOK OBHaPY>KEHHBIX YTPO3, BbIBOAUMbBIV KOMaHAOM threats
(cM. HVXKe), TakKe O HMX He ByaeT coobLLeHO cepBepy LieHTpasn30BaHHOM
3aLWUThI, eCK NPOAYKT paboTaeT Mo ero ynpaeaeHnem.

—--stdin — NOAYYUTb CMINCOK NyTeW AN NPOBEPKU U3 CTaHAAPTHOTO
noTtoka BBoZa (stdin). Myt B cnucke f0KHbI 6bITb pa3zeneHbl CUMBOJIOM
HoBoI cTpoku ('\n').

--stdin0 — NOAYYUTb CMINCOK NyTeW AN NPOBEPKM U3 CTaHAAPTHOTO
noTtoka BBoJa (stdin). Myt B cnucke A0AKHbI ObiTb pPa3zeneHbl Hy1eBbIM
cumonom NUL ("\0").

@ Mpw NCcNoib30BaHMM ONUUA ——stdin W —-stdin0 NyTH

: B CMMCKE He AOJKHbI coAep>KaTh LLaboHOB.
MNpeAnoYTUTENBHOE UCMONb30BaHWE ONUUA ——stdin 1
--stdin0 — 0obpaboTka B KOMaHAe scan cnvcka nyten,
CHPOPMUPOBAHHOTO BHELLIHEW NPOrpaMMOoN, Hanpumep,
find (cm. [Npumepsbl ncnonb3oBaHms).

—-—Report <mun> —YyCTaHOBWTb TN OTYETa O NMPOBepKe.
Bo3Mo)KHble 3HaueHusn:

e BRIEF — KpaTKWi OTYeT.
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e DEBUG — NOAPOGHBIA OTYeT.
3HaueHue no ymonuvaHuio: BRIEF

--ScanTimeout <YuC/10> —YyCTaHOBWUTb TaliM-ayT Ha NPOBEPKY OAHOTrO
dalina B Mc.

3HaueHwue 0 yka3blBaeT, UTO BPeMS NMPOBEPKM He OrpaHnNYeHo.
3HaueHue no ymonuyanuio: 0

--PackerMaxLevel <4ucC/l0> —YyCTaHOBWUTb MaKCUMasbHbI YPOBEHb
BJIOXKEHHOCTU 0H6BbEKTOB npun NpoBepkKe 3arnakoBaHHbIX 06bEKTOB.

3HaueHwue 0 yKa3blBaeT, UTO BJIOXEHHbIe 06bekTbl HyayT NPOonyLLeHbI.
3HaueHue no ymonuyaHuio: 8

--ArchiveMaxLevel <YuC/l0> —YyCTaHOBUTb MaKCUMasbHbIN YPOBEHb
BJIOXKEHHOCTN O6BEKTOB MNPV NPOBEpPKe apxMBOB (zip, rar v T.M.).

3HaueHwue 0 yKa3blBaeT, UTO BJIOXEHHbIe 06bekTbl HyayT NPOMyLLeHbI.
3HaueHue no ymonuyaHuio: 8

--MailMaxLevel <YuC/l0> —YyCTaHOBUTb MaKCUMasbHbIN YPOBEHb
BJIOXKEHHOCTN 06BEKTOB MNPW NpoBepke NouToBbIX Gaiinos (pst, tbb v 1.M.).

3HaueHwue 0 yKa3blBaeT, UTO BJIOXKEHHbIe 06beKTbl HyayT NPonyLLeHbI.
3HaueHue no ymonuyaHuio: 8

--ContainerMaxLevel <YucC/i0> —YCTaHOBUTb MaKCUMaJbHbIN
YPOBEHb BJIOXKEHHOCTN 06BEKTOB MPU NPOBEPKE NPOUNX KOHTENHEPOB
(HTML v 1.n.).

3HaueHwue 0 yKa3blBaeT, UTO BJIOXKEHHbIe 06beKTbl HyayT NPonyLLeHbI.
3HaueHue no ymonuyaHuio: 8

--MaxCompressionRatio <cmeneHb> —YyCTaHOBUTb MaKCMMaibHYO
JAOMNYCTUMYHO CTEMEeHb CKaTus NpoBepseMblX 06bEKTOB.

[JlonmkHa 6bITb He MeHee 2.
3HauyeHue no ymonuanuio: 3000

--HeuristicAnalysis <On|Off> - ncnonb3oBaTb M 3BPUCTUYECKMIA
aHanv3 Npu nposepke.

3HaueHue no ymonuauuro: On

--OnKnownVirus <Odelicmeue> — AelCTBME, KOTOPOE CaesyeT
BbIMOJIHWUTL B C/lyYae ecin MeToAamMmn CUrHaTYpHOro aHasiu3a obHapy>eHa
M3BEeCTHaA yrposa.

Bo3amoikHble gencrBusa: REPORT, CURE, QUARANTINE, DELETE.
3HaueHue no ymonuaHuio: REPORT

--OnIncurable <delicmsue> — AeNCTBME, KOTOPOE CleyeT BbINOJHUTb
B C/lyyae ecnn nedervie (CURE) 06Hapy>XeHHOMN Yrpo3bl OKOHYMIOCh
HeyJauel Ui OHO HEBO3MOXHO.

Bo3amoikHble gencrBua: REPORT, QUARANTINE, DELETE.

3HaueHue no ymonuaHuio: REPORT

PyKOBOACTBO noJsib3oBarena
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--OnSuspicious <delicmeue> — felCTBUE, KOTOPOE CaesyeT
BbIMONHUTL B CJlyYae ecin 3BPUCTUUECKMIA aHaan3 06Hapy>XmT
NoA03PUTE/IbHBIA OOBEKT.

Bo3amoikHble gencrBua: REPORT, QUARANTINE, DELETE.
3HaueHue no ymonuaHuio: REPORT

--OnAdware <Odelicmeue> — AeiCTBME, KOTOPOEe CaesyeT BbIMOJHUTL B
cnyyae eciv obHapyeHa pekaamHas nporpaMma.

Bo3smoikHble gencrBusa: REPORT, QUARANTINE, DELETE.

3HaueHue no ymonuaHuio: REPORT
--OnDialers <Odelicmeue> — AeiCTBME, KOTOPOE CaesyeT BbIMOJHUTL B
cnyyae ecnv obHapy>keHa NporpaMmMa A03BOHa.

Bo3amoikHble gencrBusa: REPORT, QUARANTINE, DELETE.

3HaueHue no ymonuaHuio: REPORT
--OnJokes <Odelicmeue> — AeiCTBME, KOTOPOE CaesyeT BbIMOJHUTL B
cnyyae ecnv obHapy>keHa NporpaMmMa-LuyTKa.

Bo3amokHble gencrBusa: REPORT, QUARANTINE, DELETE.

3HaueHue no ymonuaHuio: REPORT

--OnRiskware <Odelicmeue> — AeiCTBME, KOTOPOE CaesyeT BbIMOJHUTL B
cnyyae ecnv obHapy>keHa NoTeHUManbHO onacHas nporpaMma.

Bo3amoikHble gencrBua: REPORT, QUARANTINE, DELETE.
3HaueHue no ymonuaHuio: REPORT

--OnHacktools <Qdelicmsue> — felCTBME, KOTOPOE ClesyeT BbINOJHUTb
B C/lyuae ecm obHapy>KeHa nporpamma B3/ioma.

Bo3amoikHble gencrBua: REPORT, QUARANTINE, DELETE.

3HaueHue no ymonuaHuio: REPORT

| Ecam yrposa obHapy>ceHa B daiine, HaxoasLWwemMcs B
: KOHTelHepe (apx1B, MOUYTOBOE COObLLEeHME U T.M.),

BMecTO yaanenvsa (DELETE) BbINOAHAETCA nepemeLleHne
KoHTeWHepa B KapaHTUH (QUARANTINE).

HasHaueHue: IH1ummpoBaTh NnpoBepky CKaHepPOM 3arpy304HOM 3anmcu
Ha yKasaHHbIX ANCKOBbIX YCTpOWCcTBax. [MpoBepstoTcs kak 3anuncu MBR, Tak
n 3anucm VBR.

AprymeHTbI:

<ycmpotlicmgo> — NyTb K 67104HOMY baiiny ANCKOBOrO YCTPOMNCTBA,
3arpy3ouyHas 3anucb Ha KOTOPOM MOANEXUT npoBepke. MoXeT ObITb
YyKa3aHO HeCKO/bKO AMCKOBBIX YCTPONCTB Uepes npoben. Obs3aTenbHbll
aprymeHT. Ecam BmecTo daina yctpoictea ykasaHo ALL, 6yayT npoBepeHbl
BCe 3arpy304Hble 3anmch Ha BCeX AOCTYMHbIX AUCKOBbIX YCTPONCTBAX.

PyKOBO,D,CTBO noJsib3oBarena
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Onuyum:

-a [--Autonomous] — 3anyCcTUTb OTAE/bHYH KOMUIO aHTUBUPYCHOTO
aapa n CkaHepa /19 BbINOJHEHUA 3aZ@aHHOW NPOBEPKM, 3aBEPLLUMB UX
paboTy nocne okoH4YaHWs npoeepkn. ObpaTnTe BHMMaHWUe, YTO Yrpo3bl,
06Hapy>XeHHble MPY aBTOHOMHOM CKaHMPOBaHWW, He ByayT fobaBieHbl B
06LLMIA CNMNCOK OBHaPY>KEHHBIX YTPO3, BbIBOAUMbBIA KOMaHAOW threats
(cM. HUXKe), Takke O HMX He ByaeT coobLLeHO cepBepy LieHTpasn30BaHHOM
3aLWUThI, eCK NPOAYKT paboTaeT Mo ero ynpaeaeHnem.

—--Report <mun> —yCTaHOBUTb TUM OTYeTa O MPOBEpPKE.
Bo3modkHble 3HaueHusA:
e BRIEF — KpaTKWi OTYeT.
e DEBUG — NOAPOGHBIA OTYeT.
3HaueHue no ymonuvaHuio: BRIEF

--ScanTimeout <YuC/i10> — YCTaHOBWUTb TalM-ayT Ha NPOBEPKY OAHOrO
dalina B Mc.

3HaueHwue 0 yka3blBaeT, UTO BPEMS NMPOBEPKN He OrpaHnNyYeHo.
3HaueHue no ymonuyaHuio: 0

--HeuristicAnalysis <On|Off> - ncnonb3oBaTb M 3BPUCTUYECKMIA
aHanv3 npu nposepke.

3HaueHue no ymonuanuro: On

--Cure <Yes|No> - TpebyeTtcs n genatb NOMbITKM eYeHuns
06HapY>XeHHbIX yrpos.

Ecnm ykazaHo No, TO NpPOM3BOAMTCS TONbKO MHPOPMUpOBaHMe 06
0bBHapy>KeHHOW yrpose.

3HaueHMe no ymMmonuyaHuio: No

--ShellTrace — BKJIHOUNUTb BbIBOZ AOMOJHUTENIbHOM OTAaL04YHOMN
nHdopMaLuMn Npu NPOBEPKE 3arpy304HON 3anmcu.

Ha3HaueHue: VIHnummnpoBaTb npoBepky CkaHepoM COAePXXMMOro
ncnonHaembix Gannos, cogep kalmx Koa NpoLLeccoB, 3anyLUeHHbIX B
cucteme. Mpy 06HapY>XeHUW yrpo3bl BbIMOJAHAETCA He TONbKO
obe3BpexxmBaHNe BPeAOHOCHOTO UcnoiHsgemMoro danna, Ho U
NPUHYANTENbHOE 3aBepLUeHne PaboTbl BCEX MPOLECCOB, 3anyLeHHbIX 13
Hero.

AprymeHTbI: HeT.

Onuyum:

-a [--Autonomous] —3anyCcTUTb OTAE/bHYH KOMUIO aHTUBUPYCHOTO
aapa n CkaHepa /19 BbINOJIHEHUA 3aZlaHHOW NPOBEPKM, 3aBEPLLUMB UX
paboTy nocne okoH4YaHWs npoeepkn. ObpaTnTe BHMMaHWUeE, YTO Yrpo3bl,
0b6Hapy>XeHHble MPX aBTOHOMHOM CKaHVUPOBaHWK, He ByayT fobaBNeHbl B
06LLMIA CNMNCOK OBHaPY>KEHHBIX YTPO3, BbIBOAUMbBIV KOMaHAOM threats
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(cM. HMXKe), TakXKe O HUX He ByaeT coobLLEeHO cepBepy LieHTPaaM30BaHHOM
3alMThI, eCN NPOAYKT paboTaeT Mo ero ynpaeaeHnem.
—--Report <mun> —yCTaHOBUTb TUM OTYeTa O MPOBEpPKE.
Bo3modkHble 3HaueHusA:
e BRIEF — KpaTKWi OTYeT.
e DEBUG — NOAPOGHBIA OTYeT.
3HaueHue no ymonuvaHuio: BRIEF

--ScanTimeout <YuC/10> — YCTaHOBWUTb TalM-ayT Ha NPOBEPKY OAHOrO
dalina B mc.

3HaueHwue 0 yka3blBaeT, UTO BPEMS NMPOBEPKM He OrpaHnNyYeHo.
3HaueHue no ymonuyaHuio: 0

--HeuristicAnalysis <Onl|Off> - ncnonb3oBaTb M 3BPUCTUYECKMIA
aHann3 Npu npoBepke.

3HaueHue no ymonuanuro: On

--PackerMaxLevel <4uc/i0> —YyCTaHOBWUTb MaKCUMasbHbI YPOBEHb
BJIOXKEHHOCTU 0H6BbEKTOB npu NpoBepkKe 3arnakoBaHHbIX 06bEKTOB.

3HaueHwue 0 yKa3blBaeT, UTO BJIOXEHHbIe 06bekTbl HyayT NPonyLLeHbI.
3HaueHue no ymonuyaHuio: 8

--OnKnownVirus <Odelicmeue> — AelCTBME, KOTOPOE CaesyeT
BbINOJIHWUTL B C/lyYae ecin MeToZamMmn CUrHaTypHOTro aHasiv3a obHapy>keHa
M3BEeCTHaA yrposa.

Bo3smoikHble gencrBusa: REPORT, CURE, QUARANTINE, DELETE.
3HaueHue no ymonuaHuio: REPORT

--OnIncurable <Qdelicmsue> — AeNCTBME, KOTOPOE CleAyeT BbINOJHUTb
B C/lyyae ecin nedeHvie (CURE) 06Hapy>KeHHOMN Yrpo3bl OKOHYMIOCh
Heyzauei Ui OHO HEBO3MOXHO.

Bo3amoikHble gencrBua: REPORT, QUARANTINE, DELETE.
3HaueHue no ymonuaHuio: REPORT

--OnSuspicious <Odelicmgue> — felCTBUE, KOTOPOE CaesyeT
BbIMOMHUTL B C/lyYae ecin 3BPUCTUUECKMIA aHaan3 06Hapy>XuT
NoA03PUTE/bHBIA OOBEKT.

Bo3amoikHble gencrBusa: REPORT, QUARANTINE, DELETE.
3HaueHue no ymonuaHuio: REPORT

--OnAdware <Oelicmeue> — AeiCTBME, KOTOPOEe CaesyeT BbIMOJHUTL B
cnyyae eciv obHapyeHa peknamHas nporpaMma.

Bo3smoikHble gencrBusa: REPORT, QUARANTINE, DELETE.
3HaueHue no ymonuaHuio: REPORT

--OnDialers <fAeWCTBUE> — AEWNCTBME, KOTOPOE CelyeT BbIMOJHUTL B
cnyyae eciv obHapy>keHa NporpaMmMa 403BOHa.

Bo3amoikHble gencrBua: REPORT, QUARANTINE, DELETE.
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3HaueHue no ymonuaHuio: REPORT

--OnJokes <Odelicmeue> — AeiCTBME, KOTOPOE CaesyeT BbIMOJHUTL B
cnyyae ecav obHapyeHa nporpammMa-LuyTka.

Bo3amoikHble gencrBusa: REPORT, QUARANTINE, DELETE.
3HaueHue no ymonuaHuio: REPORT

--OnRiskware <Odelicmeue> — AeiCTBME, KOTOPOE CaesyeT BbIMOJHUTL B
cnyyae ecnv obHapy>keHa NoTeHUManbHO onacHas nporpaMma.

Bo3amoikHble gencrBusa: REPORT, QUARANTINE, DELETE.
3HaueHue no ymonuaHuio: REPORT

--OnHacktools <Qdelicmsue> — felCTBME, KOTOPOE ClesyeT BbINOJHUTb
B C/lyyae ecim obHapy>KeHa nporpamMmma B3/ioma.

Bo3amoikHble gencrBusa: REPORT, QUARANTINE, DELETE.

3HaueHue no ymonuaHuio: REPORT

HasHaueHue: lHMLMMpoBaTh NPOBepPKY yKkasaHHOro daisia nan kataaora
Ha YKa3aHHOM yAaneHHOM Y3/, MOAKMOUMBLUNCE K HEMY Yepe3 SSH.

Ob6paTnTe BHUMaHMe, YTO Yrpo3bl, O6HapY>KeHHbIe NP
yAaNeHHOM CKaHWPOBaHUK, He ByAyT HEMTPaNn3oBaHsbl, a
TaKk>Ke OHU He ByayT AobaB/ieHbl B 06LLMIA CNMCOK
0bHapy>XeHHbIX Yrpo3, BbIBOAMMbIM KOMaHAOW threats
(cMm. Hmxe).

Bbl MO>XKeTe MCnoab30BaTh 3Ty KOMaHZAy TOJIbKO A/is
06Hapy>XeHWA BPeAOHOCHbIX AN MOA03PUTENbHbIX
dannoB Ha ysaneHHoOM y3ne. ins ycrpaHeHus
OBHapy>KeHHbIX Yrpo3 Ha yAaneHHOM y31e Heobxo4MMO
BOCMOJ1b30BaTbCA CPEACTBAMM yrpaB/eHns,
npeAoCTaBiAeMbIMN HEMOCPEACTBEHHO 3TVM Y3/10M.
Hanpwuwmep, ans poytepos, TB-npucTaBok n npo4mx
«YMHbIX» YCTPOWUCTB Bbl MOXETE BOCMO/1b30BaThbCA
MexaHW3MOM OBHOBNEHNA NPOLUNBKY, a ANS
BbIUYNCANTENbHbBIX MALUWH — BbINMOJHVB MOAKAOYEHME K
HWUM (B TOM Uncae — B yal€HHOM TEPMUHaIbHOM
pexunme) 1 Npov3Beas COOTBETCTBYIOLLME OnepaLum B
nx GannoBou cucteme (yaaneHve nav nepemMeLleHme
dannoB 1 T.N.) UAN 3aNyCTUB aHTMBUPYCHOe [0,
YCTaHOB/IEHHOE Ha HUX.

AprymeHTblI:

<ysen> —IP-agpec nam JOMeHHOE NMS y31a, K KOTOPOMY HEOHXOAMMO
NOAKNOUNTLCA A/1F MPOBEPKW.

<nyme> — nyTb K Gaify Uin KaTanory, KOTOPbIV HY>XHO MPOBEPUTB.
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Onuyum:
-1 [--Login] <UMS> —NOTWH (MMS NONb30BaTENs) A5 aBTOPM3aLMK
Ha yAaneHHOM y3ne yepe3 SSH.

Ecau umsa nosezosamenda He YKasaHo, 6y6em npou36e6eHa noneimka
NoOOKIYUMbCS KyaGHEHHOMy Y371y om umMeHuU noJie308ameJis,
3anycmusuieco KOMGHay.

-1 [--Identity] <nyme Kk ¢paliy> — baiin 3akpbITOro Kiro4a s
ayTeHTUdMKaLMM YKa3aHHOrO noJib3oBaTens yepes SSH.

-p [--Port] <4ucio> — HOMep MopTa Ha yAaNeHHOM y3ne Ans
noakatoveHns yepes SSH.

3HaueHue no ymonuaHuio: 22

--Password <Nnapo/ib> — napob ANf ayTEHTUPMKALIMMN YKa3aHHOTO
nonb3osaTens yepes SSH.

O6pamume sHUMaHue, 4mo napo/ie nepedaemcsi 8 OMKpbIMOM sude.
—--Report <mun> —yCTaHOBUTb TUM OTYeTa O MPOBEpPKE.

Bo3modkHble 3HaueHusA:

e BRIEF — KpaTKWi OTYeT.

e DEBUG — NOAPOGHBIA OTYeT.

3HaueHue no ymonuvaHuio: BRIEF

--ScanTimeout <YuUC/10> — YCTaHOBWUTb TalM-ayT Ha NPOBEPKY OAHOrO
dalina B Mc.

3HaueHwue 0 yka3blBaeT, UTO BPeMS NMPOBEPKM He OrpaHnNyYeHo.
3HaueHue no ymonuyaHuio: 0

--PackerMaxLevel <4ucC/i0> —YyCTaHOBWUTb MaKCUMasbHbI YPOBEHb
BJIOXKEHHOCTU 0H6BbEKTOB npun NpoBepkKe 3arnakoBaHHbIX 06bEKTOB.

3HaueHwue 0 yKa3blBaeT, UTO BJIOXKEHHbIe 06beKTbl HyayT NPOnyLLeHbI.
3HaueHue no ymonuyaHuio: 8

--ArchiveMaxLevel <YuC/l0> —YyCTaHOBUTb MaKCUMasbHbIN YPOBEHb
BJIOXKEHHOCTN O6BEKTOB MNPV NPOBEpPKe apxMBOB (zip, rar v T.M.).

3HaueHwue 0 yKa3blBaeT, UTO BJIOXEHHbIe 06bekTbl HyayT NPOMyLLeHbI.
3HaueHue no ymonuyaHuio: 8

--MailMaxLevel <yucio> — YyCTaHOBUTb MaKCUMa bHbI YPOBEHb

BJIOXKEHHOCTN O6BEKTOB MPW NpoBepke NouToBbIX Gaiinos (pst, tbb v T.M.).

3HaueHwue 0 yKa3blBaeT, UTO BJIOXKEHHbIe 06bekTbl HyayT NPonyLLeHbI.
3HaueHue no ymonuyaHuio: 8

--ContainerMaxLevel <4uC10> — YCTaHOBUTb MaKCMMabHbIN
YPOBEHb BJAOXEHHOCTN 06BEKTOB MPU NPOBEPKE MPOYNX KOHTENHEPOB
(HTML » 1.n.).

3HaueHwue 0 yKa3blBaeT, UTO BJIOXEHHbIe 06bekTbl HyayT NPOnyLLeHbI.
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OnucaHue

3HaueHue no ymonuyaHuio: 8

--MaxCompressionRatio <CmeneHb> —YyCTaHOBUTb MakKCMMaibHYO
JAOMNYCTUMYHO CTEMEeHb CKaTus NpoBepseMblX 06bEKTOB.

JlomkHa 6bITb He MeHee 2.
3HaueHue no ymonuasuio: 3000

--HeuristicAnalysis <Onl|Off> - ncnonb3oBaTb M 3BPUCTUYECKMIA
aHanv3 npu nposepke.

3HaueHue Mo yMo/l4aHuIo: On
HasHaueHwue: BbinosHWTL NPOBEpPKY NOUYTOBOrO COOBLLIEHNS,
coxpaHeHHoro B daiia, Ha Haanumne yrpos, NpM3HakoB crnama, nam
HeCoOTBETCTBMS Npasuiam 06paboTkm nnucem. B noTok BbiBoAa (stdout)
KOHCOM ByayT BO3BpaLLEeHbl pe3yabTaTbl MPOBEPKM MUCbMA, a TakXKe -

Kakoe fenctBue 6b110 Bbl MPUMEHEHO K JaHHOMY MUCbMY NMPU ero
npoBepke.

AprymeHTbI:

<nyme Kk galiny> — nyTb K panny coobLeHNa 31eKTPOHHOW NoYTbI,
KOTOPOE Hy>KHO NpoBepuTb. O6s3aTeNIbHbIA apryMeHT.

Onuyum:

—--Report <mun> —yCTaHOBUTb TUM OTYeTa O MPOBEpPKE.
Bo3modkHble 3HaueHusA:
e BRIEF — KpaTKWi OTYeT.
e DEBUG — NOAPOBHBIA OTYeT.
3HaueHue no ymonuvaHuio: BRIEF

-r [--Rules] <cnucok npasus> —yKasaTb Habop npasBuJ, KOTOpPbIe
cnepyeT NPUMEHNUTb K MMCbMY MPU ero nNpoBepke.

Ecnu npasuna He ykazaHsl, 6ydem ucnose3o0eaH Habop npasus,
npuMeHsieMbIx NO YMOYAHUIO.

-c [--Connect] <IP>:<port> —yKa3aTb CETEBOW COKET, KOTOPLIA byseT
MCNONb30BaH Kak agpec, C KOTOPOro MOAKAOUNACA OTNPaBUTENb
npoBepAaemMoro coobLeHus.

-e [--Helo] <umMmsa> —yKaszaTb NaeHTUHNKATOP KAMEHTa, OTNPaBMUBLLErO
coobuyeHue (IP-agpec nav FQDN y3na, kak gns SMTP-komaHabl
HELO/EHLO).

-f [--From] <email> —yKa3aTb afpec 3/1eKTPOHHOWN MOYTbI
oTtnpasuTena (kak a1 SMTP-komaHgel MAIL FROM).

Ecnu adpec He ykasaH, 6ydem ucnosb3osaH coomseemcmsyroujuli adpec
u3 nucema.

-t [--Rcpt] <email> —yKa3aTb agpec 3/1eKTPOHHOWN MOYTbI
nosyyatena (kak gna SMTP-komaHgbel RCPT TO).
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KomaHga OnucaHue

Ecnu adpec He ykasaH, 6ydem ucnosb3osaH coomeemcmsyroujuli adpec
u3 nuceMma.

I KpOMe KOMaHj, nepevyncieHHbIX B Ta6n|/|u,e Bbille, yTUANTA drweb-ctl nogiaep>Xmneaet
: A4OMOJIHNTENIbHbIE KOMaHAbl MPOBEPKNU. C 1x onncaHnem Bbl MOXXETe 03HAKOMUTbCS,
O6paTI/IBLIJI/ICb K AOKYMEHTaUM man 1 drweb-ctl.

3.2. KomaHabl ynpaBsiieHusa o6HoBnAeHneM u pabotoi B pexxume
L,eHTPaJIM30BaHHOMW 3aLLUTbI

[JocTynHbl cregyrowne KOMaHAb! ynpasaeHns obHoBeHEM 1 paboTon B pexnmMe
LleHTPaNN30BaHHON 3aLUMnThbI:

KomaHnpa OnucaHue

update HasHaueHume: IH1UmmpoBaTh NnpoLecc obHoBAeHMA KOMMOHEHTOM
06HOBNIEHNA BUPYCHBIX 6a3 1 aHTUBMPYCHOTO Ajpa C CepBepoB
06HOBNEHNI KOMNaHWUK «[lokTop Beb» nan npepsathb y>xke 3anyLleHHbIl
npoLecc 06HOBAEHUS.

KomaHOa He umeem s¢pgpekma, ecnu Dr.Web ons Linux pabomaem nod
ynpaesieHuem cepgepa yeHmpasau308aHHoU 3aujumei.

AprymeHTbl: Her.
onuun:
—--Stop — npepBaTh yxe UAyLWMIA NpoLLecc OOHOBEHNS.

esconnect HasHaueHume: Mogitounts Dr.Web ans Linux k ykasaHHOMY cepBepy
<cepeep>[:<nopm>] LileHTpanun3oBaHHOW 3awuTsl (Hanpumep, Dr.Web Enterprise Server).

O pexumax pabomer Dr.Web Ons Linux cm. 8 pasdene PexkvMbl 3aLLNTbI.

AprymeHTblI:
e <cepgep> —IP-agpec nav nms y3na B ceTu, Ha KOTOPOM pacnoJiaraeTcs
cepBep LieHTpanm3oBaHHOW 3awmnTbl. O6s3aTeNbHbIA apryMeHT.

e <nopm> — HOMep MopTa, NCMONb3YEMOro CEPBEPOM
LeHTPaAN30BaHHOM 3alUnTbl. HeobsA3aTeIbHbIM apryMeHT, yKa3blBaeTcs
TOJIbKO B C/lyyae, ecu CepBep LEHTPaNN30BaHHOW 3aLLUThl UCMONb3YET
HecTaHAaPTHbIV MOPT.

onuun:

--Key <nyme> — nyTb K daray nybamyHoro karoya cepeepa
LLleHTPaNN30BaHHOW 3aLuThl, K KOTOPOMY MPOU3BOANUTCS MOAKIOYEHNE.
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--Login <ID> —norvH (aeHTndukatop pabouelt ctaHLmm) ans
NOAKNOYEHNA K CepBepy LIeHTPaan30BaHHOM 3aLLnThbI.

--Password <Napo/b> — Napob ANS NOAKIOYEHUs K cepBepy
LEeHTPpaAn30BaHHOM 3aLLnThbl.

--Group <ID> —wnaeHTndMKaTOP rpynnsl Ha cepBepe, B KOTOPYHO
cnepyet MOMeCTUTb Pabouyto CTaHLMIO MPU MOAKAFOYEHUN.

--Rate <ID> —uvgeHTndunkatop TapudHON rpynmbl, KOTOPYH CaesyeTt
NPUMeEHNTb K paboueit CTaHLMK NPK ee BKIKOYEHUW B TPYNny Ha cepeepe
LLEeHTPaAn30BaHHOM 3aLnTbl (MOXET ObITb YKa3aHa TOJIbKO COBMECTHO C
onuuen --Group).

—--Compress <On|Off> — NpYHYANUTENBHO UHULIMMPOBATL CXKaTue
nepegaBaemblx AaHHbIx (On) uau 3anpetuts ero (Off). Ecam onumsa He
yKasaHa, UCNoNb30BaHMe CKaTua onpeaensetcs cepBepoM.

--Encrypt <On|Off> — NpyHYyAUTENBHO UHULMMPOBAaTL WKdpPOBaHNE
nepegaBaemblx AaHHbIX (On) uau 3anpetuts ero (Off). Ecam onumsa He
yKa3aHa, UCMoJ/ib30BaHve WNPPOBaHNSA ONpesenaeTcs CepBepOoM.

--Newbie — NOAKIOUNTBLCA KaK «<HOBUYOK» (MONYUNTb HOBYHO YUETHYHO
3anmcb Ha cepBepe).

| [ns BbINOAHEHWUSA 3TOW KOMaHAbl TpebyeTcs, UTOObI
: drweb-ctl 6bi1a 3anyLueHa oT MeHw

cynepnosb3oBatesns. [py HeobXoAMMOCTM UCMONb3YITE
KoMaHzbl su nan sudo.

HasHaueHue: OTkntounte Dr.Web ans Linux ot cepsepa
LEHTPa/M30BaHHOM 3alLMThl U NepeBecTu ero B 00UHOYHbIU (standalone)
pexunm paboTbl.

KomaHda He umeem cmbicaa, ecau Dr.Web 024 Linux Haxooumcs 8
o0duHo4YHoM (standalone) pexxume.

AprymeHTbI: HeT.

Onuywum: Hert.

| [ns BbINOAHEHWUA 3TOW KOMaHAbl TpebyeTcs, UTOObI
: drweb-ctl 6bin1a 3anyLeHa oT MeHwU

cynepnosib3oBatesns. [py HeobXoAMMOCTM UCMONb3YITE
KoMaHzbl su nan sudo.

PyKOBOACTBO noJsib3oBarena

146



T,
)
1

A\
£

Pa6oTa ¢ Dr.Web ansa Linux

3.3. KomaHabl ynpaBsieHuAa KOHpuUrypauymen

[oCTynHbI crepytroLe KOMaHAbl yrpaBaeHus KOHGUrypaLmen:

KomaHga

cfset
<cekyus> . <napamemp >
<3Ha4yeHue>

OnucaHune

HasHaueHwue: VI3mMeHWTb akTMBHOE 3HaUYeHWe yKa3aHHOro napameTpa
TeKyLLeh KOHPUTypaLuum.

O6pamume BHUMAHUe, 4MmO 3HAK paseHcCmedad He UCnoJib3yemcH.

AprymeHTblI:

o <cekyus> — NUMs CeKLUN KOHOUTypaLmnmoHHoro dalina, B KOTOPOW
HaXoAUTCA n3MeHseMbli NnapameTp. Obs3aTenbHbI apryMeHT.

e <napamemp> — UMs U3MeHseMoro napametpa. ObssatenbHbIn
aprymeHT.

e <3Ha4eHue> — 3HaUeHWe, KOTOPOE CNesyeT NPUCBOUTb U3MEHAEMOMY
napametpy. Obsa3aTenbHbIV aprymMeHT.

,ﬂ,flﬂ 3ajaHnA 3HaYeHWA napaMeTpoB BCErAa NCroJib3yeTca q)OpMaT
<cekyuda>.<napamemp > <3HadyeHue>.

OnucaHue koHgueypayuoHHoz2o ¢gatina docmynHo 8 dokyMeHmayuu man:
drweb.ini (5).

onuuu:

-a [--Add] — He 3aMeHSATb TEKyLLee 3HaYeHe napameTpa, a 4obaBuTb
yKa3aHHOE 3HaueHwue B CMNCOK 3HaueHWn napameTpa (4onyCcTMO TOIbKO
419 MapamMeTpoB, KOTOPbIE MOTYT UMETb CMINCOK 3HaueHwul). Takxke 3Ty
OnuuIo CeayeT NCMOAb30BaTh ANs J0OaBAEHWNS HOBbIX FPymMn
napameTpoB C TErOM.

-e [--Erase] — He 3aMeHATb TEKyLLee 3HaYeHe NapameTpa, a yAaauTb
yKa3saHHOEe 3HaueHwue 13 ero crnvcka (4onyCcTMMo TOJIbKO Asi MapaMeTpOB,
KOTOpbIe MMEIOT CMUCOK 3HAUYEHWN).

-r [--Reset] — cbpocuTb NapamMeTp B 3HAYEHME MO YMOAUAHMIO.
<3Ha4yeHuUe> B 3TOM C/Jy4Yae B KOMaHZE He yKa3blBaeTCs, a ec/n yKasaHo —
UrHOpUpYyeTCs.

Onumun He ABAAIOTCA 0bsA3aTeIbHbIMU. ECIM OHM He yKas3aHbl, TO Tekyllee
3HayeHne napamMeTpa (B TOM UMC/IE — CMUCOK 3HAYEHWNI) 3aMeHseTCs Ha
yKa3saHHOE 3HayeHue.

| N5 BbINONHEHWSA 3TOM KOMaHAbl TpebyeTcs, UYTobbI
: drweb-ctl 6b11a 3anyLeHa OT MeHN

cynepronb3oBatens. [py HeOBXOANMOCTU NCMOb3YIHTe
KoMaHAbl su uan sudo.

PyKOBOACTBO noJsib3oBarena

147



A7 7
2

-
&

KomaHga
cfshow

[ <cekyusa> [ . <napamemp >
1]

reload

Pa6oTa ¢ Dr.Web ansa Linux

OnucaHune

HasHaueHwue: BbiBecTr Ha 3KpaH napameTpbl TeKyLen KOHGUrypawumm
NPOrpamMMHOro KoMraekca.

[lna BbIBOAa NapamMeTpoB MO YMOJYaHMIO UCNOAb3yeTca GopmaT
<cekyua>.<napamemp> = <3HadeHue>. CeKLN N NapamMeTpbl He
YCTaHOB/IEHHbIX KOMMOHEHTOB MO YMOJYaHWUIO HE BbIBOAATCA.

AprymeHTbI:

o <Cekyus> — UMs CeKLMN KOHOUrypaLMoHHOro daina, napameTpsl
KOTOPOW HY>XHO BbIBECTV Ha 3KpaH. Heoba3aTenbHbIi aprymeHT. Ecim
He yKasaH, TO Ha 3KpaH BbIBOAATCA NMapameTpbl BCEX CEKLUI
KOH®UrypaLmMoHHOro daina.

e <napamemp> — UMs BbIBOAMMOrO nNapameTpa. HeobszaTenbHbiN
aprymeHT. Ecav He ykasaH, BbIBOAATCA BCe NapaMeTpbl yKa3aHHOM
ceKkuuwn, B MPOTUBHOM C/ly4ae BbIBOAWTCA TONbKO 3TOT napametp. Ecam
yKasaH 6e3 MeHW ceKLK, TO BbIBOAATCA BCE BXOXAEHUA 3TOro
napameTpa BO BCe CeKLUM KOHPUTypaLMOHHOro dainna.

Oonuyun:

—--Uncut — BbIBECTU Ha 3KpPaH BCE NMapamMeTpbl KOHq)I/IpraLI,I/II/I, a He
TO/NIbKO T€, KOTOPbI€ NCMNONb3YHTCA TEKYLLNM YCTAaHOBJIEHHbBIM Ha60pOM
KOMMOHEHTOB. B NPOTNBHOM CJ/lydae BbIBOAATCA TOJIbKO T€ NapamMeTpbl,
KOTOPble NCMNONB3YHTCA UMEHLWNMNCA KOMIMOHEeHTaMW.

--Changed — BbIBECTM TO/IbKO T€ NapaMeTpbl, 3HAYEHNA KOTOPbIX
OT/INYALOTCA OT 3HAUEHUI MO YMOYaHUHO.

—--Ini — BbIBECTW 3HaYeHUs NnapameTpoB B dopmarte INI-paina: cHauana
B OTAE/IbHOW CTPOKE BbIBOAUTCA UMS CeKLMK, 3aKNHOUEHHOE B KBaZpaTHble
CKOHKM, MOC/Ie Yero napameTpbl, NpUHagnexallme cekumm,
nepeuncnatoTca B BUAe Nap <napamemp> = <3HadyeHue> (MO OAHOMY B
CTpoKe).

—--Value — BbIBECTU TOJIbKO 3HAaYEHWe yKa3aHHOro napamerpa. B astom
Cydae apryMeHT <napamemp> obs3aTeneH.

HasHaueHwue: [Nepe3anycTntb cepBUCHblE KOMMNOHeHTbl Dr.Web ans Linux.
Mpw 3TOM 3aHOBO OTKPbIBAKOTCA XXYPHabl, NepeunTbiBaeTcs dann
KOHQUrypauum, 1 Npon3BOAMTCSA NOMbITKa Nepe3anyCcTutb aBapunHO
3aBepLUEeHHble KOMMOHEHTbI.

AprymeHTbI: Her.

Onyuun: Her.
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3.4. KomaHAabl ynpaBaeHUsa yrpo3aMm n KapaHTUHOM

ﬂ,OCTyI'IHbI cnefyrouime KoMaHAabl ynpaBaeHna yrpo3aMm n KapaHTUHOM:

KomaHpa OnucaHue

threats HasHaueHwue: BbinoHWTL yKka3aHHOe AeicTBre C OOHapy>KeHHbIMKU paHee
[ <Oelicmsue> <006bekM>]  yrpozamu no vx naeHTUGUKaTOpam. TVn AENCTBIS ONPesenaeTcs
yKa3aHHOW onuuein KOMaHzbl.

Ecnv pgelictBre He ykazaHO, TO BbIBECTU Ha 3KpaH MHPopMauunto 0b
OBHapy>KeHHbIX, HO He 06e3BpPEXEHHbIX yrpo3ax. s Kaxa0oM yrpo3bl
BbIBOAWTCS Chegytolias MHGopmMaLms:

e VlaeHTndMKaTOP, MPUCBOEHHbIN Yrpo3e (MopsAKOBbIN HOMEP).
e [ToNHbIA NyTb K UHPULMpPOBaHHOMY dainny.

e IHbopmaums 06 yrpose (MMs, TMM MO KnaccudukaLmm KOMnaHum
«[lokTop Beb»).

e lHbopmauus o dane: pasmep, Nonb3oBaTenb-BAajeneL, jaTa
nocneAHero N3MeHeHus.

e Victopus genctBuin ¢ nHGMLMPOBaHHbIM GainoM: 0bHapyKeHMe,
NPVIMEHSABLUMECS JENCTBUSA U T.N.

AprymeHTbI: Her.

Oonuun:

-f [--Follow] — BbINONHATb OXWUAAHWNE NOCTYNAEHNSA HOBbIX
coobLeHni 06 yrposax 1 BbIBOAUTbL MX CPasy, Kak TONbKO OHW ByayT
noctynatb (CTRL+C npepbiBaeT oxXujaHue).

Ecnu asma onyus ykaszaHa cosmecmHo ¢ 11060l u3 onyuli-deticmeud,
OHQ U2HOpUpYyemcs.

——-Cure <ChUCOK y2p03> — BbINMOJHWUTb MOMbITKY JIeYeHWs
nepeynciaeHHbIX yrpo3 (MaeHTMdmKaTopbl Yyrpo3 NepedymncastoTcs Yyepes
3anAaTyto).

—--Quarantine <CNUCOK y2p03> — BbINOJHUTb NMEPEMELLEHME B
KapaHTVH NepeyYncaeHHbiX yrpo3 (MageHTMdMKaTopbl Yrpo3 nepeymncnatoTcs
yepes 3anAaTyto).

--Delete <CNUCOK y2p03> — BbINONAHUTb YAaneHVe NepeyncieHHbIX
yrpo3 (MaeHTndurKaTopbl Yrpo3 NepeyumncaatoTca yepes 3anaryto).

—--Ignore <CNUCOK y2p03> — UTHOPVPOBAaTb NepeyncieHHble yrposbl
(MaeHTMdMKaATOPLI YTPO3 NEPEUNCAAIOTCA Yepes 3anAaTyto).

Ecnu TpebyeTtcs NpYMEHWTb AaHHYH KOMaHAY KO BCEM OBHaAPY>KEHHbIM
yrpo3am, BMECTO <Cnucok yepo3> ciepyeT ykasaTtb A11. Hanpumep,
KOMaHza:

$ drweb-ctl threats --Quarantine All
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OnucaHue
nepemMeLLaeT B KapaHTUH BCe OOHapy>KeHHble 06bEKTbI C yrpo3amMy.

HasHaueHwue: [pyMeHUTb AeNcTBME K yKazaHHOMY OOBbekTy,
HaxoAsLLEeMyCsi B KapaHTUHE.

Ecan peiicTBre He yka3aHO, TO BbIBECTU Ha 3KpaH nHdopmauuio ob
0b6beKTax, HaxoAALLMXCA B KapaHTUHE, C yKa3aHWeM X MAeHTUUKATOPOB
1 KpaTKoN MHPopmMaLmm 06 NCXOAHBIX Paiinax, nepemMeLLeHHbIX B
KapaHTWH. [1n18 KaXA0ro N30AMpoBaHHOrO 06bekTa BbIBOANUTCS
cnegyrowas nHopmMaums:

o VaeHTndMKaTOP, MPUCBOEHHbIV N30IMPOBAHHOMY 06BLEKTY B
KapaHTuHe.

e VlcxoaHbIl NyTb K Gaiiny, nepeMeLleHHOMY B KapaHTUH.

o [lata nepemelteHnsa darna B KapaHTUH.

e VIHbopmauwus o daiine: pa3mep, Nosb3oBaTe/b-BAajenel, daTta
nociaesHero U3MeHeHus.

e VlHpopmaumsa 06 yrpose (Mms, TUMN NO KnaccudrKaLmm KOMNaHUm
«[lokTop Beb»).

AprymeHTbI: HeT.

Onuyum:

-a [--Autonomous] — 3anycTuTb OTAeNbHYO kKonuto CkaHepa Ans
BbIMNOJIHEHWA 3aZlaHHOTO AEeNCTBUSA C KapaHTUHOM, 3aBepLUMB ee paboTy
nocae OKOHYaHWs AeNCTBuS.

Sma onyusa moxxem 66imb npuMeHeHa cosmecmHo ¢ roboll u3 onyud,
YKA3aHHbIX HUXE.

--Delete <o06bekm> — yAanuTb yKazaHHbIN 0OBEKT U3 KapaHTUHA.

Obpamume sHUMaHuUe, Ymo ydaseHue U3 KapaHMuUHa — Heobpamumas
onepayus.

—-—Cure <06bekm> — NOMbITaTbCsA BbINEYNUTb yKa3aHHbII‘/II 06beKT B
KapaHTunHe.

Obpamume sHUMaHue, Ymo, daxe ecu 0b6vekm 6bla1 ycnewHo
gbl/ieyeH, Mo OH 8Ce pagHO ocMaHemcs 8 kapaHmuHe. /115 usesnedeHus
o0bvekma u3 kKapaHMuHa cedyem 80cn0/16308aMmMbCsl KOMAHOOU
80CCMAHOB/IEHUS ——Restore.

--Restore <06bekm> — BOCCTAaHOBWUTb YKa3aHHbIA OOBbEKT 13
KapaHTMHa B MCXOAHOE MeCTo.

Obpamume gHUMaHue, YmMo 0151 8bINOJIHEHUs 5Moli KOMAaHObl Moxem
nompebosamscs, Umobel drweb-ctl 66110 3anyweHa om umeru
cynepno/ie308ameis. BoccmaHosume ¢alin us KapaHmMuHa MOXHO
daxke ec/iu OH UHULUPOBAH.

--TargetPath <nyme> — BOCCTAaHOBUTb 06beKT 13 KapaHTVHa B
YKa3aHHO€e MeCTO: Kak q)a|7|n C YyKa3zaHHbIM MMEHEM, eCIn <nymsb > — 3TO

PyKOBOACTBO noJsib3oBarena

150



A7

-
&

A
)
-\ﬂ

KomaHga

Pa6oTa ¢ Dr.Web ansa Linux

OnucaHue

NyTb K Gaiiny, Nan B yKaszaHHbIN KaTanor (eciv <nyme> — 3TO NyTb K
KaTanory).

Obpamume gHUMaHuUe, YMo oNYUs NPUMeHSemcsi MoJibko COBMECMHO
C KOMaHOoU B0OCCMAHOB/IeHUS ——Restore.

B kauectBe <0b6bekm> ncnonb3lyetcs naeHtTndrkatop obbekta B
KapaHTuHe. Ecnim TpebyeTca NpMMeHUTb AaHHYI0 KOMaHZAy KO BCeM
06BbeKTaM, HaXOAALLMMCS B KapaHTUHE, BMECTO <00bekm> cnesyet
ykasaTtb A11l. Hanpumep, KOMaHaa:

$ drweb-ctl quarantine --Restore All

BOCCTaHaB/IMBAET U3 KapaHTUHa BCe MMELMeca B HEM 06beKTbI.

Obpamume sHumaHue, 4mo 01 eapuaHMa —-Restore All
donosiHUMebHas onyusa ——TargetPath, eciu yka3aHa, 00IKHA
3adasame nyme kK kamasnoeay, a He K ¢paliny.

3.5. NnpopmaLumnoHHbIe KOMaHAbI

[ocTynHbl cnegytowne MHPOPMALMOHHbIE KOMaHAbI:

KomaHga

appinfo

OnuncaHue

HasHaueHue: BbiBecTr Ha 3kpaH MHGOPMaLLMIO O paboTaroLLMX MOAYAAX
Dr.Web ans Linux.

[ns Kaxxaoro Moayns BbIBOAMTCS ciesytolias MHGopMaLms:

e BHyTpeHHee nma.

e NaeHtnoukatop npouecca GNU/Linux (PID).

e CocToAHMe (3anyLleH, OCTaHOBEH W T.M.).

e Kop owmnbku, ecnm paboTta KOMMOHEHTa 3aBepLUeHa BCIeACTBME
owmnbKu.

e [lononHutenbHaa nHdopMauma (ONUMOHaNbHO).

[Ans gemoHa ynpasneHus koHourypaumeri (drweb-configd) B kauectse
[OMONHWTENbHOM HGOPMALMN BbIBOAATCA:

e [lepeueHb yCTaHOBNEHHbIX KOMMOHEHTOB — Installed.
e NepeyeHb KOMMOHEHTOB, 3aMyck KOTOPbIX AO/KEH ObITb 0becrneveH

AeMoHom — Should run.

AprymeHTbI: Her.

PyKOBOACTBO noJsib3oBarena
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baseinfo

certificate

license

Pa6oTa ¢ Dr.Web ansa Linux

OnucaHue

Onuyum:

-f [--Follow] — BbIMONHATb OXWAAHWE MOCTYMNIEHUA HOBbIX
Co0bLLEHNI 06 M3MEHEHMU COCTOAHMSA MOAYNEN N BbIBOAUTb MX Ha 3KpaH
cpasy, Kak ToNbko oHu 6yayT noctynatb (CTRL+C npepbiBaeT oxungaHue).

HasHaueHwue: BbiBecTv Ha 3KpaH MHPOPMaLMIO O TeKyLLen BepCcmm
aHTVMBMPYCHOTO ApPa U COCTOAHMM BUPYCHbIX 6a3.

BbiBOAMTCA Cnegytolas nHbopmMaLms:

e Bepcua aHTMBMpPYCHOrO Ajpa.

e [laTa 1 Bpems BbiMycka 1UCMoJIb3yeMbIX BUPYCHbIX 6a3.

e Yncno JOCTyrnHbIX BUPYCHBIX 3anuncei.

e MoMeHT nocnesHero ycnewHoro o6HoBAEHNA BUPYCHbIX 6a3 ©
aHTUBMPYCHOTO AApa.

e MOMeHT c/ieaytoLLero 3aniaHnpoBaHHOTO aBTOMAaTUYECKOrO
ob6HOBEHUA.

AprymeHTbI: HeT.
Onuywum: Hert.

Ha3HaueHue: BbiBecTr Ha 3KpaH cogep>XMmoe JoBepeHHOro ceptudumkara
Dr.Web, kotopbii ucnonbsyercs Dr.Web ans Linux gns gocryna K
3aLMLLIEHHBIM COEAMHEHUNAM C LIe/IbIO UX MPOBEPKM, EC/IN 3Ta NPOBEpPKa
BK/IHOUYEHa B HacTpolikax. [lna coxpaHeHus ceptudukata B darin
<cert_name> . pem Bbl MOXETe NCMOJIb30BaTb KOMaHAy:

$ drweb-ctl certificate > <cert. name>.pem

AprymeHTbI: HeT.
Onuywum: Hert.

HasHaueHwue: BbiBecTv Ha 3KpaH MHPOopMaLnto 06 akTUBHOW ANLEH3NN,
NONYUNTb JEMOHCTPALIMOHHYH JIMLLEH3MIO UM MOMYUNTb KIOUeBON daiin
AN y>Ke 3aperncTpupoBaHHOM ANLEH3NIN (HanpyMep — Ha calrTe
KOMMaHwun).

Ecnv He yka3aHa HM ofHa onuus, TO BbIBOAWUTCA caefyrowas nidopmaumsa
(ecnn ncnonb3yeTca MNLEH3UA A1 OAUHOYHOTO pexnma paboTbl):

e Howmep anueHsnun.

e [laTa 1 Bpems OKOHYaHUSA AeNCTBUS NLIEH3NN.

Ecan NCnoJsib3yeTca INLeH3nsd, BbljaHHasa cepBepom LI,EHTpaJ'II/I3OBaHHOI‘/II
3alnThbI (AJ’IFI pa6OTbI B pexume LI,EHTpaJ'II/I3OBaHHOI‘/II 3alwnThbl Wan B
MOBUIbHOM pexmme), BbIBOAUTCA COOTBETCTBYHOLLAA I/IHq)OpMaLI,I/Iﬂ.

AprymeHTbI: HeT.

PyKOBOACTBO noJsib3oBarena
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KomaHga OnucaHue

Onuyum:

—-—GetDemo — 3anpoCnTb AEMOHCTpaLI,I/IOHHbII‘/II K04 CPOKOM Ha Mecau, u
noay4yunTb €ro, B cJiydae eC/qi He HapyLlleHbl yC10BUA NMONayYeHNA
AEMOHCTPAUMOHHOIO nepunoaa.

--GetRegistered <cepuliHblli HOMep> — NOAYYUTb INLEHINOHHbIN
KAtoueBon darin Ans ykazaHHOTO CEPUMHOrO HOMepa, ec/iv He HapyLUEHbI
YCNOBUWS MOJyYeHUs1 HOBOTO KatoueBoro daiina (HanpvmMep, nporpaMma He
HaxOAMTCS B peXKMMe LLeHTPaan3oBaHHOW 3aluThl, KOr4a AnLeH3nei
ynpaB/sieT cepBep LieHTPasM30BaHHOM 3aLLMThbI).

Ecau cepuliHbili HOMep He A8/1iemcs cepuliHbIM HOMepoM
deMoOHCMpayuUoHHo20 nepuoda, Mo oH doskeH bbime npedsapumesibHO
3apeaucmpupogaH Ha calime KOMNAHUU.

MoppobHee o nvueH3npoBaHum npoaykto Dr.Web cm. B paszene
JlnueHsnposaHve.

| [ns perncrtpaumm cepuintHOro Homepa v Ans nojayyeHuns
: JAEMOHCTPaLIMOHHOTO nepuosa Tpebyetca Haanuve
NOAKIFOUEHUSA K CETU VIHTepHeT.

n pvuMepbl UCMOJIb30BaHUA

Mpumepsbl ncnonb3osaHna yTuanTel drweb-ctl:

1. MpoBepka o6bekTOB
1.1. NMpocTtbie KOMaHAbI MPOBEPKU
1. BbinonHWTL NpoBepKy KaTtasora /home € NapaMeTpaMu nNo yMOAYAHMIO:

$ drweb-ctl scan /home

2. BbINoAHWTL NPOBEpPKY CMMCKa MyTeN, MepeyuncaeHHblx B Gpaine daily scan (Mo ogHOMY NyTu
B CTPOKe dalina):

$ drweb-ctl scan --stdin < daily scan

3. BbINOnHUTL NpOBepKy 3arpy304HOM 3anmncu Ha ANCKOBOM YCTPOWCTBE Sda:

$ drweb-ctl bootscan /dev/sda

4. BbINONHWTb MNPOBEPKY 3anyLLEeHHbIX MPOLLECCOB:

$ drweb-ctl procscan

PyKOBOACTBO noJsib3oBarena
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1.2. NMpoBepka ¢aitnoB, oTO6pPaHHbIX NO KPUTEPUAM

B HMenpuBeseHHbIX NpuMepax Ans GopmMupoBaHus BeiIbopkn Gannos, Noasexallnx npoBepke,
ncnonbsyetcs pesynbtat pabotsbl yTuanThl find. MonyueHHbIN NepeyeHb dainoBa nepesaeTcs
komaHge drweb-ctl scan ¢ napametrpom --stdin nam --stdin0.

1. BbInonHUTL NPOBepPKY cnvcka Gpainnos, Bo3BpaLleHHbIx yTuanTol find, n pasgeneHHbix
cumosiom NUL ("\0"):

$ find -print0 | drweb-ctl scan --stdin0

2. MpoBepuTb BCe daiibl BCeX KaTaaoro, HauMHas ¢ KOPHEBOTO, HAXOAALLMXCS Ha OLHOM
pa3zene GpanaoBoOu CUCTEMBI:

$ find / -xdev -type f | drweb-ctl scan --stdin

3. MpoBepuTb BCe dariabl BCEX KaTaJoroB, HaUMHasA C KOPHEBOTO, KPOMe
davnoB /var/log/messages U /var/log/syslog:

$ find / -type f ! -path /var/log/messages ! -path /var/log/syslog |
drweb-ctl scan -stdin

4. TpoBepwWTb BO BCEX KaTajorax, HauymMHasa ¢ KOpHeBOro, Ganbl, NPUHaAnexallme
noab30BaTesto root:

$ find / -type f -user root | drweb-ctl scan --stdin

5. MpoBepuTb BO BCeX KaTasorax, HaunHas ¢ KOpHeBOro, Gansibl, NPUHaANeXaLLme
nonb3oBaTensim root n admin:

$ find / -type f \( -user root -o -user admin \) | drweb-ctl scan --stdin

6. MMpoBepuTb BO BCEX KaTanorax, HauMHasa C KOPHEBOro, Ganbl, NpUHajAexallne
nonb3oartenam c UID n3 ananazoHa 1000 — 1005:

$ find / -type f -uid +999 -uid -1006 | drweb-ctl scan --stdin

7. MpoBepuTb Gainbl BO BCeX KaTanorax, HaumHas ¢ KOPHEBOTO, HO HAaXOAALLUXCA He bosiee uem
Ha NATOM YPOBHE BJIOXXEHHOCTM OTHOCUTE/IbHO KOPHEBOTO KaTanora:

$ find / -maxdepth 5 -type f | drweb-ctl scan --stdin

8. MpoBepuTb daisibl B KOPHEBOM KaTanore, He 3aX0AA BO BNIOXKEHHbIE KaTanoru:

$ find / -maxdepth 1 -type f | drweb-ctl scan --stdin

9. npOBepl/ITb CI)aVIIIbI BO BCeX KaTajsorax, HadnHaa ¢ KOpHEBOTIO, Npn 3TOM C1ieg0BaTh Mo
BCTpevarnwmnmca CMMBOJINYECKNM CCbIIKaM:

$ find -L / -type f | drweb-ctl scan --stdin

PyKOBO,D,CTBO noJsib3oBarena
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10.MpoBepuTb darinbl BO BCex KaTasorax, HauMHasa ¢ KOPHEBOrO, MPW 3TOM He C/1Ie0BaTh Mo
BCTPeYaroLwMMca CMMBOANYECKUM CCbIIKaM:

$ find -P / -type f | drweb-ctl scan --stdin

11.MpoBepuTb BO BCEX KaTasorax, HaunmHas ¢ KOpHeBOro, Gansibl, CO3a4aHHble He no3xe, yem 01
masa 2017 roaa:

$ find / -type f -newermt 2017-05-01 | drweb-ctl scan --stdin

1.3. NMpoBepkKa A0NONAHUTE/IbHbIX 06bEKTOB

1. MpoBepka 06BEKTOB, PaCcNoOIOXEHHOM B KaTasore /tmp Ha yaaneHHoMm y3ne 192.168.0.1,
NOAK/IOUMBLLKCL K HeMy Yepe3 SSH kak nonb3osatenb user C Naponem passw.

$ drweb-ctl remotescan 192.168.0.1 /tmp --Login user --Password passw

2. MNpoBepka COOBbLLEHMSA INEKTPOHHOM NMOYTbI, COXPaHEHHOTO B dain email .eml, C
MCNoNb30BaHWEM Habopa NpaBua MO YMONYAHWIO:

S drweb-ctl checkmail email.eml

2. YnpaBneHue KoHPpurypauyuemn

1. BbiBecTu Ha akpaH MHGOPMaLMIO O TekyLLleM COCTaBe MPOrpaMMHOro KOMMaeKca, BKaroyas
MHOOPMaLMIO O 3anyLeHHbIX KOMMOHeHTaXx:

$ drweb-ctl appinfo

2. BbiBecTv Ha 3KpaH BCe napameTpbl U3 cekunn [Root] aKTUBHOW KOHOUTypaLmm:

S drweb-ctl cfshow Root

3. 3agaTtb 3HaueHue 'No' ans napameTpa Start B cekuymn [LinuxSpider] aKTUBHOW
KoHdUrypaumm (3To NnpuBeseT K 0cTaHOBKe paboTbl MoHMTOPa darnoBon cuctembl SplDer
Guard):

# drweb-ctl cfset LinuxSpider.Start No

O6paTtute BHMMaHWe Ha TO, YTO B laHHOM C/lyyae TpebyroTCA NOJTHOMOYMS
cynepnonb3oBatens. [Ipumep BbI30Ba 3TOW Xe KOMaHAbl C UCcnoab3oBaHvem sudo ans
BPEMEHHOTO MOBbILLIEHWA MOAHOMOYMM:

$ sudo drweb-ctl cfset LinuxSpider.Start No

4. BbIMOAHWTb NPUHYANUTENbHOE OOHOB/IEHVE aHTUBMPYCHBIX KOMMOHEHTOB NPOAYKTa:

$ drweb-ctl update

5. BbInoaHWUTbL Nnepesarpysky KoHOUrypaumm ans KOMNOHEHTOB YCTAHOBEHHOIO NPOrpamMMHOro
komnnekca Dr.Web:

PyKOBOACTBO noJsib3oBarena
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# drweb-ctl reload

ObpaTnTe BHMUMaHMeE Ha TO, YTO B JaHHOM Clyyae TpebyroTcA NOAHOMOYMA
cynepnosb3oBaTens. [prmep BbI30Ba 3TOM Xe KOMaHAbl € ncnosib3oBaHvem sudo ans
BPEMEHHOTO MOBbILLEHNA MOJTHOMOYNIA:

$ sudo drweb-ctl reload

6. MNoakntoUnTb NPOAYKT K CEPBEPY LLEHTPAIM30BaHHOW 3aLLUNThI, paboTatowemy Ha y3ne
192.168.0.1, npw ycnoBuM, UYTO OTKPbITbIM KIHOY CepBepa pacnosiaraeTcs B
danne /home/user/cskey.pub:

$ drweb-ctl esconnect 192.168.0.1 --Key /home/user/cskey.pub

7. OTKNOUMTb NPOAYKT OT CEpBEpPa LEHTPaIM30BaHHOM 3aLUUTHI:

# drweb-ctl esdisconnect

ObpaTnTe BHMUMaHMeE Ha TO, YTO B JaHHOM C/lyyae TpebyroTCcA NOAHOMOYMA
cynepnosb3oBaTens. [prmep BbI30Ba 3TOM Xe KOMaHAbl € ncnosib3oBaHvem sudo ans
BPEMEHHOTO MOBbILLEHNA MOJHOMOYNINA:

$ sudo drweb-ctl esdisconnect

3. YnpaBneHue yrposamu

1. BbiBeCTM Ha 3kpaH MHOPMaLMIO 06 OBHapPY>KEHHBIX Yrpo3ax:
$ drweb-ctl threats

2. MepemecTtutb BCe daibl, cogepkallne Heobe3BpeXKeHHbIe Yrpo3bl, B KAPaHTUH:
$ drweb-ctl threats --Quarantine All

3. BbIBECTM Ha 3KpaH cnmcoK $GainioB, NepeMeLLEHHbIX B KapPaHTWH:
$ drweb-ctl quarantine

4. BocctaHOBUTL BCe Palibl U3 KapaHTMHa:

$ drweb-ctl quarantine --Restore All

4. Mpumep paboTbl B pe)kxnme aBTOHOMHOW KONUU

1. MpoBepuTb dalinbl 1 06paboTaTh KaPaHTVH B PeXXMMe aBTOHOMHOM KOMWK:

$ drweb-ctl scan /home/user -a --OnKnownVirus=Quarantine
$ drweb-ctl quarantine -a --Delete All

MepBaa koMaHAa NpoBepuT daibl B KaTasore /home/user B peXWMe aBTOHOMHOW KOMUK,
1 dannbl, cogep kaline N3BecTHble BUPYChl, OyayT NomeLleHbl B KapaHTUH. Bropas komaHaa

PyKOBOACTBO noJsib3oBarena
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obpaboTaeT cosepKMMoe KapaHTUHA (Tak >Ke B peXXnMe aBTOHOMHOW KOMuK) U yAanuT Bce
cofepkalimecs B HeM 06beKTblI.
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NMpunoxxeHne A. Buabl KOMNbIOTEpPHbIX Yrpo3

Mo TEPMUHOM «yepo3a» B faHHOW kiaccudurkaLmm ciesyet noHMMaTh atoboe nporpammHoe
CPeACTBO, KOCBEHHO WM HaMpsMYHO CrOcobHOE HaHECTH yLepb KOMMbIOTEPY, CETH,
nHbOpPMaL MM UK NpaBaM Noab3oBaTeNs (TO eCTb BPeAOHOCHbIE U NMPOYMe HexXenaTebHble
nporpamMmbl). B 6osiee LULMPOKOM CMbIC/Ie TEPMUH «yrpo3a» MOXET 03HauaTb JI06YHO
NOTEHLMaAbHY OMacHOCTb A5 KOMMbOTEPA UM CETU (TO ECTb ee YA3BUMOCTb, KOTOPas MOXEeT
6bITb NCMONb30BaHa A1 NMPOBEAEHNS XaKepCKMX aTak).

Bce tmnbl nporpamMm, onncaHHble HNXXE, NOTEHLMAaIbHO o6nap,ar0T CMOCOBHOCTLIO noABepPrHyTb
OMNMacHOCTN AaHHble NOoNb30BaTeN A NN X KOHq)I/IAeHLI,VIaJ'IbHOCTb. I'IporpaMMb|, KOTOpble HE
CKPbIBAkOT CBOETO NMPUCYyTCTBNA B CUCTEME (Hanpwvlep, HEKOTOPbIE NMporpamMmmMbl Ana pacCblJikKn
cnaMa Man aHaam3aTopbl Tpaqwu(a), 06bIYHO He NPUHATO NPUYNCAATbL K KOMMNbHOTEPHbIM Yyrpo3am,
XOTA Npun onpeaeneHHbIX 0bCTOATENIbCTBAX OHM TakXKe MOTYT HaHeCT\ Bpe NoJib30BaTeNHO.

KomnbroTepHble BUPYChbI

JaHHbIN TN KOMMBIOTEPHbBIX YTPO3 XapakTepusyeTca CNOCOOHOCTbIO BHEAPATb CBOW KOZ B
MCNONHAGMBIN KO APYTUX NporpaMM. Takoe BHeApeHWe HasbiBaeTCa UHPUyuposaHuem. B
60NbLUMHCTBE CAyYaeB MHOULMPOBAHHbBIV dalian caM CTaHOBUTCA HOCUTENEM BMPYCa, a
BHeZPEeHHbIN KO He 0bsA3aTeIbHO NMOJHOCTbIO COOTBETCTBYET OpUrnHany. bonblias yactb
BMPYCOB CO3AaeTcs ANA NOBPEXAEHNA AN YHUUTOXEHNS AaHHBIX.

B komnaHuum «[lokTop Beb» BUpYCHI AenAT No TUny $annos, KOTOpble OHU UHPULMPYHOT:

e Qatinosele gUPYCbl UHOULIMPYHOT dalibl OnepaLoHHON cucteMbl (06bIYHO UCMONHAEMbIE
dannbl 1 AnHamn4yeckne 6MbANOTEKM) N aKTUBM3UPYHOTCA NPK obpalleHnn K
NHPULMpPOBaHHOMY dainy.

e Makpo-supycel VHOULIMPYHOT OKYMEHTbI, KOTOPbIe UCMOAbL3YHOT NPOorpaMMsbl U3 NakeTa
Microsoft® Office (1 gpyrve nporpammel, KOTOPbIE NCMONBL3YIOT MaKpPOChI, HaNMCaHHble,
Hanpumep, Ha a3bike Visual Basic). Makpocel — 3T0 BCTPOEHHbIE MPOrpamMMbl, HanMcaHHbIe Ha
MOJIHOLLEHHOM fA3blKe NPOrpaMmMmMpoBaHns, KOTOPbIE MOTYT 3amnycKaTbCa Npu onpeaeneHHbIX
ycnoBusx (Hanpumep, B Microsoft® Word Makpocbl MOryT 3anyckaTbCsi Mpu OTKPbITUN,
3aKpbITUM WX COXPAaHEHUN JOKYMEHTA).

o Ckpunm-supycsl NULLYTCA Ha A3blkaX CLleHapueB (CKPUNTOB) U B HONbLUMHCTBE CyYaeB
NHOMLMPYIOT Apyrve darinbl cLueHapues (Hanpumep, cay>kebHble dalibl onepaLnoHHOM
cncteMbl). OHM MOTYT MHOULMPOBATb Takxke Apyrne TUnbl Gannos, KOTOPbIE NOAAEPKMBAIOT
NCMNONHEHWe CLieHapueB, MOAb3YyACh YA3BMMbIMU CLEEHapUAMN B BED-MPUNOXKEHMSAX.

e 3azpy304Hbie 8UpPYCbl NHOULMPYIOT 3arpy304Hble CEKTOpa ANCKOB M Pa3zAenoB, a Takxe
rNaBHble 3arpy304Hble CEKTOPA XECTKMX ANCKOB. OHM 3aHMMatOT OYEHb MasIo NMaMATL U
OCTarOTCA rOTOBLIMY K BbINOJIHEHUIO CBOMX QYHKLMIA A0 TeX Nop, Noka He byaeT npoun3BeseHa
BbIrpy3Ka, nepesarpyska uamn 3aBepLueHne paboTbl CUCTEMBI.

PyKOBOACTBO noJsib3oBarena
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BonblinMHCTBO BMpYycoB 0bnasaeT onpeaeneHHbIMU 3aLUTHBIMU MeXaHW3MaMu NpPoTUB
obHapy>xeHna. MeTogbl 3alLmTbl OT OBHaPY>KEHMA MOCTOAHHO YNyYLLAOTCA, MO3TOMY AJIA
aHTMBUPYCHbIX NPOrpamMM pa3pabaTbiBatoTCA HOBble CMOCOObI MPEOAONEHMSA STON 3aLUThI.
Brpycbl MOXHO pasgennTb MO MPUHLMNY 3auUTbl OT O6Hapy>XeHNs:

o lllugpposaHHeie supycoel LUINGPYHOT CBOW KOA MPU KaXKZAOM HOBOM MHPULMPOBaAHUM, UTO
3aTpysHAeT ero obHapyxeHwue B darine, NaMATU UK 3arpy304HOM cekTope. Kaxabiv
3K3eMMnIAp TaKoro BUPYCa COAEPXKUT TOIbKO KOPOTKMI 06LWWmIi dparMeHT (Mpoueaypy
pacwmdpoBKM), KOTOPbIA MOXHO BblIbpaTh B Ka4ecTBe CUrHaTypbI.

o [TonumopgHsie supycol NCMONb3YHOT MOMUMO LWINGPOBaHNA KOAa CNeLmanbHy0 NpoLueaypy
pacWmnPpPOBKM, N3MEHSAIOLLYIO camy cebs B KaXKZIOM HOBOM 3K3eMMAsApe BUPYCa, YTO BeseT K
OTCYTCTBMIO Y TakOro Bmpyca 6anToBbIX CUTHATYP.

e Cmevic-supycsl (BUPYCbI-HEBUANMKMN) MPEANPUHUMAOT CreLnanbHble 4eUCTBUS A5
MaCKMPOBKM CBOEW AeATeNbHOCTU C LieNIbk0 COKPLITUSA CBOErO NPUCYTCTBUSA B MHOULMPOBAHHbIX
ob6bekTax. TakoW BUPYC CHUMAET XapaKTepucTMkn obbekTa nepes ero MHGULMPOBaHKEM, a
3aTeM nepezaeT cTapble JaHHble NPY 3anpoce onepaLoHHON CUCTEMbI UM NPOTrPaMMbl,
NLLYLLLEN U3MEHEHHble palinbl.

Bl/lpbeI TakK>XXe MOXHO KJ'IaCCl/ICI)l/ILI,l/lpOBaTb Nno A3blKY, Ha KOTOPOM OHW HamnncaHbl (6OJ'IbLLIl/IHCTBO
NMWYTCA Ha A3blKe acceM6nepa, HO MMEKOTCA TakKXe 1 BUPYCbl, HanCaHHbIE Ha
BbICOKOYPOBHEBbIX A3blKax NporpaMmmMunpoBaHunA, A3blKkaX CLeHapneB U T.A.) nno VIHCI)VILI,VIpyeMbIM
UMK onepaymnoHHbIM CUCTEMAM.

KomnbloTepHble uepBu

B nocnesHee Bpemsa BpeAOHOCHbIE MPOrpamMMbl TUMa «KOMMbIOTEPHbIA YepBb» CTanN ropasso
6osee pacnpocTpaHeHbl, Yem BMPYCbl U MpOYMe BPeAOHOCHbIE MporpaMmel. Kak 1 BMpYyChl, Takme
nporpamMmbl CNOCOBHbI CO3AaBaTb CBOW KOMUK, HO MPW 3TOM OHU He MHPULMPYIOT Apyrme
06bekTbl. YepBb MPOHMKAET Ha KOMMbIOTEP M3 CETU (Yalle BCero Kak BIOXeHMe B COOBLLeHNAX
3NeKTPOHHOM NOYTbI MK Yepes ceTb VIHTepHeT) 1 paccbinaeT CBOM GYHKLIMOHa/IbHbIE KOMUK Ha
Apyrne komnbtoTepsbl. [lna Hayana pacnpocTpaHeHVs YepBy MOTYT MCMOJIb30BaTh Kak AeNCTBUA
nonb3oBaTeNs, Tak N aBTOMaTUYECKUIA pexunM Bbibopa 1 ataki KOMMbroTepa.

YepBun He 0653aT€NBHO LIEIMKOM COCTOAT M3 OAHOro danna (Tena yepss). Y MHOTUX YepBeEN eCTb
Tak Ha3biBaeMas MHPEKLMOHHas YacTb (Lenn-koa), Kotopas 3arpy>aeTcs B OnepaTuBHyHo
namsATb KOMMbIOTEPA U «40TPY>KaeT» Mo CETU HEeNMOCPEeACTBEHHO CaMO TesI0 YepBA B BUAE
ncnonHsemoro daina. lMoka B cucteme HeT Tesla YepBs, OT HEr0 MOXHO M36aBUTbCS
nepe3arpy3kon KommnbtoTepa (Mpu KOTOPOW NPONCXoAUT COpOC onepaTuBHOW NamATn). Ecam xe B
cucTemMe OKasblBaeTCs TeNO YepBs, TO CMPABUTLCA C HUM MOXET TOJIbKO aHTUBMPYC.

3a cyeT MHTEHCUMBHOTO PAcNpOCTPaHEHUS YePBY CMOCOHBHBI BBIBECTU M3 CTPOS Liesible CeTU, Aaxe
€C/IN OHU He HECYT HUKaKOW NONEe3HON Harpy3ku (He HaHOCAT NPSAMOW Bpes, CUCTEME).

B komnaHum «[lokTop Beb» uepBei gensat no cnocoby (cpese) pacnpocTpaHeHms:

o Cemesblie Yyepsu PacnpOCTPAHAIOTCSA NMOCPEACTBOM PA3NINYHbIX CETEBLIX MPOTOKO/IOB U
NPOTOKO/I0B 06MeHa dannamm.

PyKOBOACTBO noJsib3oBarena
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e [Toumosslie Yepsu PacnpPOCTPaAHAIOTCA NOCPEACTBOM NOYTOBLIX NpoTokonos (POP3, SMTP u
T.A.).

e Yam-uepsu pacnpoCTpaHAIOTCA, UCMOAb3YA NONYAAPHbIE MPOrpPaMMbl A8 NePeChINKM
MrHOBeHHbIX coobuleHnin (ICQ, IM, IRC n 1.4.).

TposiHCkMe nporpaMmbl

TOT TMN BPeAOHOCHbIX MPOrpaMM He cnocobeH K camopenankaumm. TposHCKMe NporpaMmel
MOAMEHAOT KaKyto-1Mbo 13 YacTo 3anmyckaeMbiX MPOrpaMm v BbIMOJHAOT ee GyHKLMKN (Man
UMUTMPYHOT UCMOTHEHWE 3TUX GYHKLMI), OZHOBPEMEHHO NPOU3BOAA Kakne-1mbo BpeAoHOCHbIe
AencTBMA (MOBPEeXAEHMe 1 yaaneHne JaHHbIX, Nepecbiika KOHUAeHUnaabHOW MHPopmMaL M 1
T.4.), "Mb0 fenas BO3MOXHbIM HeCaHKLIMOHMPOBAHHOE NCMONb30BaHWe KOMMbIoTepa
310yMbILINEHHWKOM, HanpuMep, 419 HaHeCeHNsa BpeAa TPETbUM AnLam.

3Tn NnporpaMMbl 061a4at0T CXOXMMU C BUPYCOM MacKMPOBOYHBIMU 1 BPEAOHOCHbLIMM
byHKLMAMYM 1 faxke MOryT BbITb MOZyAeM BMpPYCa, HO, KaK MPaBuIo, TPOAHCKME NPOrpaMMbl
PacnpoCTPaHATCA Kak OTAeNbHble NCMOoNHAeMble dalibl (BbIKNaAbIBArOTCA Ha panNoBbIx
cepBepa, 3anuncbiBatOTCA Ha HOCUTEAW MHPOPMALIMM UV NMEePECINAtOTCA B BUAE BIOXEHWN B
COOBLLIEHMAX 31EKTPOHHOW MOYTbI), KOTOPbIE 3anycKaroTca MO0 camum noab3osatenem, mbo
onpeAeneHHbIM NPOLECCOM CUCTEMBI.

KnaccnouumpoBaTtb TPOSHCKME NPOrpaMMbl OYEHb HEMPOCTO, BO-MNEPBbIX, MOTOMY YTO OHU
3a4acTyto PacnpPOCTPAHAKTCA BUPYCaMn U YePBAMMU, BO-BTOPbIX, BPEAOHOCHbIE AEACTBUS,
KOTOPble MOTYT BbIMOJHATb APYr1e TUMbl YrPO3, MPUHATO NPUNUCLIBATb TONbKO TPOSHCKUM
nporpaMmmam. Huxxe npvBegeH CNUCOK HEKOTOPbIX TUMOB TPOAHCKMUX MPOrpamMM, KOTopble B
KomnaHun «/loktop Be6» BblfenstoT B OTAENbHbIE KNACChI:

e b3k0opbl — 3TO TPOSHCKME MPOrPamMMbl, KOTOPblE MO3BOAAIT NOAYyYaTb NPUBUAETNPOBAHHbIN
AOCTYN K cMCTeMe B 06XOZA CyLLECTBYHOLLErO MexaHv3Ma NpesoCcTaBieHuns 4OCTyna v 3aluThl.
Bakzopbl He nHOGUUMPYHOT dalibl; OHM NPONUCLIBatOT Cebs B peecTpe, MOANPULIMPYS KAHOUM.

e Pymkumel npeAHa3HayveHbl 414 nepexsaTa CUCTEMHBIX GYHKLMI OnepaLOHHON CUCTEMBI C
Lie/bio COKPbITUA CBOEro NPUCYTCTBUA B cucTeme. Kpome TOro, pyTKUT MOXET MacknpoBaTb
npoLecchbl Apyrnx NporpaMMm, pasanyHble KAKUM peecTtpa, nanku, anbl. PyTkuT
pacnpoCTpaHAeTCa Kak CaMOCToATeNbHasA NporpaMMa UanM Kak JOMOSHUTENbHbIA KOMMOHEHT B
coCTaBe ApYyron BpeAOHOCHOW NporpamMmel. [10 npuHUmny cBoen paboTbl pyTKUTbI YCIOBHO
pa3fenatoT Ha ABe rPynmnbl: PyTKMUTbI, paboTatoLme B pexkmMe noab3oBatens (nepexsat
dyHKLMI BrbanoTek nosb3oBaTenbCckoro pexuma) (User Mode Rootkits — UMR), v pyTKUTBI,
paboTatoLme B pexxume agpa (nepexsat GyHKLMIN Ha yPOBHE CUCTEMHOTO A4pa, YTO
3HaUNTENBbHO YCNOXHAET ObHapy>eHune 1 obesspexmBaHue) (Kernel Mode Rootkits — KMR).

e KnasuamypHsie nepexsamuyuku (keliio2zepbl) UCMONb3YHOTCA Ana cOopa AaHHbIX, KOTOpble
NoJ/ib30BaTe/lb BBOAUT MPW MOMOLLM KnaBmnaTypsbl. Llenbto Takmx 4encTBMA ABAAETCA Kpaxa
JNMYHOWN MHPOPMaLMK (HarnprMep, CETEBbLIX MapPOaer, TOMMHOB, HOMEPOB BaHKOBCKMX KapT U
T.4.).

o KﬂUKepbl nepeonpeaendaroT CCbIJIKKU NMPK HaXXaTh Ha HUX U TakKM o6pa30M nepeHanpasafaoT

nosib30BaTesNie Ha onpeaeneHHble (BO3MOXHO, BPeAOHOCHbIE) cavTbl. OBbIYHO Noab30BaTeNb
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nepeHanpaBaAeTCs C LeNbto YBENINUYEHUA PekIaMHOro Tpaduka Beb-cantos nam ans
opraHu3aunmn pacnpegeneHHblx atak otkasa B obcnyxmsaHum (DDoS-atak).

e [Ipokcu-mposHel NPefOCTaBAAOT 3/I0YMbILWIEHHMKY aHOHVUMHbIV BbIXOZ B CeTb VIHTepHeT
yepes KOMMbIOTEP XXepTBbI.

Kpome nepeuncieHHbix Bbille, TPOAHCKME NPOrpPaMMbl MOTYT BbIMOAHATL U APYrne BPefOHOCHbIE
AEeVCTBUA, HanpyMep, N3MeHATb CTapTOBYHO CTpaHuLy B Beb-6paysepe nan yaanatb
onpegeneHHble Gannbl. OgHaKo Takme AeNCTBUA MOTYT BbINOJHATLCA U yrpo3amMun Apyrux TUMOB
(Hanpumep, BUpycaMmu 1 YepBaMM).

Mporpammbl B31oMa

Mporpammbl B310OMa CO34aHbl C LieIbF0 MOMOYb B310MLWMKY. Hanbonee pacnpocTpaHeHHbIM
BMAOM NMOAO6HbBIX MPOrpamMmMm ABAAKOTCA CKaHepbl MOPTOB, KOTOPbIE NMO3BOAAKT OOHapyXMBaTb
YA3BUMOCTM B MEXCETEBbIX 3KpaHax (pariepBonax, bpaHaMayspax) U APYrnx KOMMOHEHTaX,
obecneunBaroLmnx 6e3onacHOCTb KoMMbroTepa. Kpome xakepoB, TaKMMN MHCTPYMEHTaMU MOTYT
No/Ib30BaTbCA aAMUHUCTPATOPbI AN NMPOBEPKU HAZEXHOCTN CBOMX ceTel. MIHoraa K
nporpaMmam B3/l0Ma OTHOCAT MPOrpaMMbl, UCMOb3YHOLME METOAbLI COLMANbHON UHXXEHEPUN
(31EMEHTbI COLIMIOTEXHUKMN).

PeknamHbie nporpaMmmbli

YaLue Bcero nog 3TMM TePMUHOM MOHMMAIOT MPOTrPaMMHBbIN KOA, BCTPOEHHbIV B Pa3inyHoe
6ecnnaTtHoe NporpaMMHoe obecrieyeHne, NP NCNoNb30BaHUM KOTOPOTO MOJIb30BaTENtO
NPVHYANTENBHO NMOKa3blBaeTca peknama. Ho nHoraa Takow Koz MOXeT CKPbITHO
PacnpoCTPaHATLCA NOCPEACTBOM APYruX BPEJOHOCHBIX MPOrpaMM U AeMOHCTPUPOBaTb pekaamy,
Hanpumep B Beb-b6pay3epax. 3a4acTyto peknamHble MporpaMMbl paboTatoT Ha OCHOBaHUK
AaHHbIX, COBPaHHbIX LWMMOHCKUMY NPOrpamMmmMamu.

MporpamMmmbi-WwyTKU

OTO TN BPeAOHOCHbIX MPOrpamm, KOTOpble, Kak U pekaamMHble MPOorpaMmsbl, He HaAHOCAT NPAMOTO
BpeAa cucteme. Yalle BCEro OHM reHepupytoT COOBLLEHNA O HECYLLLeCTBYHOLLMX owmnbKax v
YrpoXatoT JeNCTBUAMWN, KOTOPbIe MOTYT MPMBECTU K MOBPEXAEHNIO JaHHbIX. VX OCHOBHOM
byHKLUMeW aBnseTca 3anyrrBaHne nosb3osaTens, MO0 HaBA3UMBOE ero pasjpaxeHue.

Mporpammbl f03BOHa

JTO cneumanbHble KOMMbIOTEPHbIE MPOrpaMMmbl, pa3paboTaHHble A8 CKaHMPOBaHNA HEKOero
AnanasoHa TenedoHHbIX HOMEPOB AN HAXOXAEHWS TaKoro, Ha KOTOPbIN OTBETUT MozeMm. B
AaNbHeNLWeM 3/10YMbILLIEHHVKM NCMONb3YHOT HalAeHHble HOMepa A/ HaKpy4YMBaHWA onaathl 3a
TenedOoH Uan AN He3aMeTHOro NOAKNHOYEHMSA NOJb30BaTeNA Yepe3 MOAEM K AOPOroCTOALL MM
nAaTHbIM TeflePOHHBIM Cay>Kbam.

PyKOBOACTBO noJsib3oBarena
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nOTEHU,I/IaﬂbHO ornacHble nporpamMmbl

3TV NporpaMMbl He CO3aBanCh A1 HAHECEeHWS Bpeaa, HO B CUy CBOMX OCOBEHHOCTEeN MOryT
NpeaACcTaBAATb yrpo3y Ana 6esonacHocTu cmcteMbl. K Takum nporpammMam OTHOCATCA He TOJIbKO
Te, KOTOpble MOTYT Cly4YaiHO MOBPeAUTb UAN YAANUTb AaHHbIE, HO U Te, KOTOpble MOryT
MCMoJIb30BaTbCA XaKepamun Wiv Jpyrumm nporpammMamMu Aasa HaHeceHua spega cucreme. K
NoTeHLMabHO OMacHbIM MporpaMMamM MOXHO OTHECTU pasInyHble NporpamMMbl yaaneHHoro
obLeHna 1 agMUHUCTpUpoBaHus, FTP-cepeepsbl 1 T.A.

nOAOBPMTEHbeIe 061beKTbI

K nogo3putenbHbiM 06beKTaM OTHOCATCA JIt06ble MOTEHLMaNbHbIE YTPO3bl, OBHaPY>KEeHHbIe Npu
MOMOLLM 3BPUCTMYECKOTO aHanu3a. Takne 06beKTbl MOTyT ABAATLCA NHOOLIM TUMOB
KOMMbIOTEPHBIX YIPO3 (BO3MOXHO, Aaxe HEW3BECTHbIM A/t CNeLnanncToB no MHGOPMaLMOHHON
6e30MacHOCTM), a MOryT OKa3aTbCsA 6e30nacHbIMM B Clyyae JIOXKHOro cpabatbiBaHna. Palinbl,
coZiep>kalle noAo3puTesibHble 06BEKTbI, PEKOMEHAYeTCA NMoMeLLaTh B KaPaHTUH, a Takxe
OTNPaBAATb Ha aHa/n3 CreunanncTam aHTMBMpPYCHOM nabopatopumn «JokTop Beb».

PyKOBOACTBO noJsib3oBarena
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NMpunoxxeHune b. YcTpaHeHMe KOMMNbIOTEPHbIX Yrpo3

Bce aHTUBMPYCHbIE NPOAYKTHI, pa3paboTaHHble kKoMnaHuen Dr.Web, npumeHstoT Lenblin Habop
MeTOA0B OBHapy>XeHWs yrpo3, YTo NO3BOJISET NPOBEPSATL MOA03PUTE/bHbIE OOBEKTbI
MaKCVMMa/ibHO TLLATEe/IbHO.

MeTtoabl o6Hapy>keHuns yrpos

CurHaTypHbIA aHanu3

OTOT MeTog 0bHapy>XeHWA NPUMeHAeTcA B NepByto ovepeb. OH BbINOJHAETCA NyTeM NPOBepPKu
COZEP>KMMOrO aHaAN3MpyeMoro obbekTa Ha MPeAMeT HaMuns B HEM CUTHATYP y>Ke U3BECTHbIX
yrpo3. CuzHamypou Ha3blBaeTCs HernpepbiBHaA KOHeYHas NnocaesoBaTe/IbHOCTb 6anT,
Heobxoanmasa 1 JocTaTovHasa 414 OAHO3HAaYHON naeHTUdMKaumum yrpossl. [1py 3TomM cpaBHeHne
COAEPXXMMOro nccneayemoro obbekTa ¢ CUrHaTypamu NPOU3BOANUTCA He HaNPAMYHO, a MO X
KOHTPOJ/IbHbIM CyMMaMm, YTO MO3BOAET 3HAUNTEIbHO CHU3UTb pa3Mep 3anuncen B BUPYCHBbIX
6a3ax, cCoxpaHvB Mpu 3TOM OAHO3HAYHOCTb COOTBETCTBUA 1, C/IeflOBaTe/IbHO, KOPPEKTHOCTb
0bHapy>XeHna yrpo3 1 neyeHns MHPULUMPOBaHHbIX 06beKTOB. 3anncKn B BUPYCHbIX 6asax Dr.Web
cocTaB/ieHbl TakiMm obpa3om, 4To 6aarogapsa OAHOM 1 TOM e 3anncn MOXHO O0bHapy>K1BaThb
Lesble KNnaccbl WA CEMENCTBA Yrpos.

Origins Tracing™

370 yHuKanbHas TexHonorusa Dr.Web, koTopas no3sonseT onpeaenvtb HOBble UK
MOAMOULIMPOBaHHbIE YTPO3bl, UCMOJIb3YHOLLME Y>Ke U3BECTHbIE N OMMCaHHbIE B BUPYCHbIX Ha3ax
MexaHW3Mbl 3apaxKeHusa 1 HaHeceHna ywepba. OHa BbINONHAETCA NO OKOHYaHUWN CUTHATyPHOro
aHanm3a n obecneumBaeT 3aLUMUTy NOAb30BaTENEN, UCMOb3YHOLLMX aHTUBMPYCHbIE peLleHuns
Dr.Web ot Takunx yrpos, kak TposiHckas nporpammMa-ssiMoratens Trojan.Encoder.18 (takxe
n3BecTHaa nog HaseaHnem gpcode). Kpome TOro, ncnonbsoaHue texHonorum Origins Tracing™
NO3BOAAET 3HAUUTEIBHO CHU3UTb KONMYECTBO JIOXKHbIX CpabaTbiBaHMI 3BPUCTUYECKOTO
aHanmzatopa. K HazBaHMAM yrpos, obHapy>xeHHbIx Npy nomouwm Origins Tracing™, gobasnsercs
nocThuKe .Origin.

3Myl1$|Ll,Vlﬂ ncnosiHeHmnAa

MeTog, aMynfaLmMM NCMONHEHWUA MPOrPaMMHOrO KOAa UCMOAb3yeTca Ana ObHapyXeHWs
NONMMOPPHbIX 1 WNHPOBAHHbIX BUPYCOB, KOrAa UCMOb30BaHME NOUCKA MO KOHTPOJIbHbIM
CyMMaM CUTHaTyp HEMPUMEHMMO WM 3HAUUTEIbHO YCIOXHEHO 13-32 HEBO3MOXHOCTH
NMOCTPOEHMA HaZEXHbIX CUrHaTyp. MeTog COCTOUT B UMUTALUN UCMONHEHWA aHaU3MPYEMOro
KoZa Nnpuv NOMOLLM 3MY/19Mopa — NPOrpaMMHOM MOAENN MPOLLeccopa U Cpesbl MCNOAHEHWS
nporpaMmm. SMyaATOP ONepupyeT C 3alnLeHHON obaacTbro namatu (bydepom smynsaumm). MNpu
3TOM WHCTPYKLUMW He NepesaroTCs Ha LeHTpabHbIN NpoLLeccop AN peanbHOro MCNOSHEHWS.
Ecnv kop, obpabaTtbiBaeMblvi SMYASATOPOM, MHOULIMPOBAH, TO PE3YAbTaTOM €ro SMyAALUN CTaHeT
BOCCTaHOBJ/IEHWNE NCXOAHOrO BPEeLOHOCHOTO KOAa, AOCTYMHOrO AN CUrHaTypPHOro aHaaunsa.

PyKOBOACTBO noJsib3oBarena
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SBpUCTUYECKUIA aHanu3

PaboTa 3BPUCTNYHECKOTO aHanm3aTopa OCHOBbIBAETCA Ha Ha6ope 38pucmuk (npeAnonoerMﬁ,
cTratncTtnyeckas 3Ha4MMOCTb KOTOPbIX NOATBEPXAEHA OMbITHbIM I'IyTeM) O XapaKTepHbIX
npr3Hakax BpegoHOCHOro W, HaO60pOT, 6e30mnacHOro NCNoaHAEMOro KOA4a. Ka)KAbIVI NPM3HakK
KOoAa nMmeet Oﬂpe,ﬂ,eﬂeHHbIVI gec (T.e. UMC0, NOKa3blBakoLLEe BaXXHOCTb U LOCTOBEPHOCTb 3TOIO
npm3HaKa). Bec MoXeT 6bITb Kak MOAOXMUTENbHbBIM, €CN NPW3HaK YKa3bIBa€T Ha Haan4vme
BpPe4OHOCHOIo NoOBEAEHNA KOAA, TaK N OTpULaTENIbHbIM, €CaK NMPU3HaAK He CBOVCTBEHEH
KOMMbHOTEPHbLIM Yrpo3aM. Ha ocHoBaHuK CyMMapHOTo Beca, XxapakKTepusyrouwero cogep>xXmmoe
obbekTa, BBpI/ICTVILIeCKI/Il\/’I aHanm3aTop BblUYNCAAET BEPOATHOCTb COAEP>KaHNA B HEM HEN3BECTHOTO
BpegOHOCHOro obbekTa. Ecnm aTa BEPOATHOCTb MNMpeBbILLIaET HEKOTOPOE MOPOroBoe 3Ha4YeHME, TO
BblAaeTCA 3akKNtOo4YeHne O TOM, YTO aHaﬂMBMpyeMbIVI 0b6bekT ABnAeTCA BpPeLOHOCHbIM.

DBPUCTUYECKUI aHaNM3aTOP TakXKe ncnonb3yeT TexHonornto FLY-CODE™ — yHuBepcasbHbIN
aAropuTM pacnakoBku $panoB. ITOT MeXaHN3M NMO3BOAET CTPOUTb IBPUCTUYECKME
NPeAnONOXKEHNA O HaMYNN BPEJOHOCHBIX 06BEKTOB B 06bEKTaX, CKaTbIX NPOrpaMMamu
yMakoBKM (ynakoBLLMKaMu), MPUYEM He TONbKO M3BEeCTHbIMK pa3paboTumkam npoaykta Dr.Web,
HO 1 HOBbIMW, paHee He nccnefoBaHHbIMKU NporpaMmmamu. [Npr nposepke 3anakoBaHHbIX
06BEKTOB TakXXe MCMOb3yeTCsa TEXHONIOTNA aHaam3a X CTPYKTYPHOM SHTPOMUK, KOTopas
no3BosAeT 0bHapy>XmnBaTb Yrpo3bl NO OCOHEHHOCTAM PaCNOAOXEHNSA YYaCTKOB X KoAa. JTa
TEXHOJ/IOTMA MO3BOJ/IAET Ha OCHOBE OAHOW 3anncy BUPYCHOW Ha3bl Npon3BecTn obHapyeHne
Habopa pa3nnyYHbIX Yrpo3, 3anakoBaHHbIX OANHAKOBBLIM MOAMMOPPHbBIM YNaKOBLLMKOM.

MockoNbKY 3BPUCTUUECKUIA aHANN3aTOP ABASETCA CUCTEMOW MPOBEPKM TMNOTE3 B YCIOBUAX
HeonpeaeneHHOCTH, TO OH MOXKET AOMyCcKaTb OWNOKM Kak nepBoro (Mpomnyck HeM3BECTHbIX
yrpos), Tak 1 BTOporo poga (npu3HaHue 6e3onacHou NporpamMmmMbl BPeLOHOCHOW). Mo3Tomy
06bekTaM, OTMEUYEHHbIM 3BPUCTUYECKMM aHaIM3aTOPOM KaK «BPeLOHOCHbIE», MPUCBaNBAETCS
CTaTyC «NOAO3PUTENbHbIE>.

Bo Bpemsa 060K U3 NpoBepok BCce KOMMOHEHTbI aHTUBUPYCHbIX NpoaykToB Dr.Web ncnonb3sytot
camyto cBexyto nHopMaunto 060 BCex M3BECTHbIX BPeAOHOCHbIX Mporpammax. CurHaTypbl
yrpo3 n nipopmauma o6 nx nprsHakax n Mogenax nosegeHna 06HOBAAOTCA U 06aBAAOTCA B
BMPYCHble Ha3bl cpasy >e, Kak TOIbKO CMeLManncTsl aHTMBMPYCHOW nabopatopumn «[JokTop Beb»
0bHapy>X1BarOT HOBbIE YrPO3bl, MHOTAA — O HECKOIbKMX pa3 B Yac. [laxe ecan HoselLas
BPeAOHOCHaA MporpaMma npoHMKaeT Ha KOMMbIOTEP, MUHYA pe3naeHTHyto 3awmTy Dr.Web, To
OHa byzaeT obHapy>eHa B Crucke NpPoLeccoB U HeNTpasnm3oBaHa Nocae noayveHus
O06HOB/IEHHBIX BUPYCHbIX Ha3.

PyKOBOACTBO noJsib3oBarena
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DevictBua c yrposamu

B npoayktax Dr.Web peanvn3oBaHa BO3MOXHOCTb NMPUMEHATb ONpeeneHHble AeNCTBUA K
06Hapy>XeHHbIM 06bekTam Ans 06e3BpexmnBaHNA KOMMbIOTEPHbIX Yrpo3. [Tonb3oBaTeNb MOXeT
OCTaBWTb aBTOMATUYECKN NPUMEHSIEMbIE K ONpPeAeNeHHbIM TUnam yrpo3 AeucTBus, 3agaHHble no
YMONYaHMNIO, N3MEHWUTb UX UM BbIBMpPaTb HYy>KHOE AeNCTBMA AN KaXA0ro 06Hapy>XeHHOoro
obbekTa oTaenbHO. Huxke nprBeaeH CNUCOK AOCTYMHbIX AeNCTBUN:

e Ignore (MzHopuposame, ponycmume) — MNponycTuTb O6Hapy>XEHHYIO yrpo3y, He
NpeAnprvHMMasn HUKaKNX AeNCTBUR;

e Report (VIHgpopmuposame) — YBeAOMUTb O HaIMUMM YTPO3bl, HO HAYETO He AenaThb C
NHPULMPOBaAHHBIM 0O6bEKTOM;

e Cure (/leyums) — MNonbITaTbCA BblNEYUTb MHPULNPOBAHHbBIV OOBEKT, YAaANB U3 HEro
BPeAOHOCHOE COAEPXKMMOE, 1 OCTaBMUB B LIeSIOCTU nonesHoe cogepxmmoe. Obpatute
BHVMMaHWe, YTO 3TO AeNCTBME NPUMEHUMO He KO BCEM BUAAM yrpos;

¢ Quarantine (lTepemecmume 8 kapaHmuH, V13oauposame) — MNepeMecTnTb MHOULMPOBAHHbIN
06BEKT (eC/M OH fOMyCKaeT 3Ty onepaLmio) B CneumnanbHblA KaTanor KapaHTUHA C Liebio ero
nsonaumu;

e Delete (Yoanume) — be3Bo3BpaTHO yaannTb MHOMLMPOBAHHbIN OOBEKT.

| Ecnv yrposa obHapy>keHa B dainne, HaxoAALWEMCA B KOHTeNHepe (apx1B, MOYTOBOE
: COOOLLEHME U1 T.M.), BMECTO YAaNeHNs BbIMNOJHAETCS NepemelLeHne KOHTeHepa B
KapaHTWH.
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MpunoxxeHune B. TexHnueckasa nogaeprkka

Mpv BO3HMKHOBEHUN NPOHAEM C YCTaHOBKOW MAM paboTon NpoAyKTOB KOMMaHUK, NpexXae Yem
ob6palLaTbCa 3a MOMOLLbHO B C/IYXOY TEXHUYECKOW NOAAEP>KKM, MONPOBynTe HaUTK peLleHne
cnesyowmmMn cnocobamum:

® O3HAaKOMbTECh C MOCAEAHUMMN BEPCUAMM OMUCAHUI N PYKOBOACTB MO ajpecy
https://download.drweb.com/doc/;

e MpouMTanTe passen YacTto 3aZaBaeMblx BOMPOCOB Mo agpecy
https://support.drweb.com/show faqg/;

e nocetute GopymMbl KomnaHum «/loktop Beb» no agpecy https://forum.drweb.com/.

Ecav nocne 3toro He yaanoch pewwnTb Npobaemy, Bbl MOXeTe BOCMOb30BaTbCA OAHUM U3
CNesyroLLMX CNoCcoboB, YTOObI CBA3ATLCSA CO CYXKOON TEXHNYECKOW NOAAEPXKKM KOMMaHNUM
«[lokTop Beb»:

e 3anonHuTe Beb-Gopmy B COOTBETCTBYHOLLEN CeKUMN pa3aena https://support.drweb.com/;

e No3BOHUTE Mo TeslepoHy B Mockae: +7 (495) 789-45-86 nam no 6ecnnatHON NMHUM ANs BCER
Poccun: 8-800-333-7932.

MHdopmaLmio o permoHanbHbIX NpeAcTaBUTENbCTBAX U oducax KomnaHum «loktop Beb» Bbl
MOXeTe HalTW Ha odpuumanbHOM carTe no agpecy https://company.drweb.com/contacts/offices/.
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Mpuno>xeHnue I'. ONucaHue n3BecTHbIX OoWIN60OK

B AaHHOM pasjene npeacraBaeHbl:

e OnucaHve owmnboK, onpeaenaeMblx Mo KoAy OLNOKN.

e Onuncaxuve OUJI/I6OK, He nMerLKnx Koja, HO ornpeaendemMblX Mo CMMOTOMaM UX NPOABJEHWA.

Ecan onncaHune Bo3HUKLLEW Yy Bac OLIMOKM OTCYTCTBYET B AaHHOM pa3sgene,
: peKoMeHayeTcs 06paTUTLCS B TEXHUYECKYH MOAAEPXKKY, COOBLLMB KO OWNOKM 1 onncas
06CTOATENBCTBA €€ MOSABAEHUS.

PekomeHaaummn no naeHtnpmkaumm owmbok

° ,ﬂ,l’lﬂ YTOUYHEHNA MeCTa N NPUYNHbI BOSHVUKHOBEHUA OLWMOKM O3HAaKOMbTECH C COAEPXKNMbIM
>KYpPHasia nporpaMMHOro KomMmrjekca (no YMOI4aHUKO OH HaXo4anTcAa B

davine /var/log/syslogwnam /var/log/messages, B 3aBUCMMOCTU OT ncnonbsyemon OC).

e [lns obneruyeHns naeHTMdUKaLnmM oLLIMOKN PEKOMEHAYETCS HAaCTPOUTL BbIBOA XXypHana B
OTZAENbHBIN dalin N pa3peLLnTb BbIBOJ PacLUMPEHHON OTAaZ0uYHOM UHGopMaLumn. [ns sToro
BbIMOIHUTE CNeAyHoLLMe KOMaHAbI:

# drweb-ctl cfset Root.Log <nyme Kk ¢aliny XypHana>
# drweb-ctl cfset Root.DefaultLoglevel DEBUG

o ,ﬂ,flﬂ BO3BpaTa HAaCTpOeK BeAEHMA XKYPHaJa MO YMOAYAHUIO BbIMONHUTE Chedyrollne KOMaHAbl:

# drweb-ctl cfset Root.Log -r
# drweb-ctl cfset Root.DefaultLoglLevel -r

0I.IJI/I6KI/I, onpeaensaemMbliée Nno Koay

CoobuieHune 06 owmbke  Owubka c8sa3u ¢ MOHUMOPOM
Koa, owmnbkn x1

OnucaHune Ownbka cBA3M HEKOTOPOro KOMMOHEHTa C A6eMOHOM yrpaBaeHns
koHurypaumeir Dr.Web ConfigD.

YcTpaHeHue own6Ku:
1. TMepe3anycTute AeMOH yrnpaBaeHns KOHQUrypaLmen, BbINOJHUB KOMaHAy

# service drweb-configd restart

2. TlpoBepbTe, UTO B CMCTEME YCTaHOBEH, HACTPOEH N KOPPEKTHO GYHKLMOHUPYET MeXaHU3M
ayteHTudmKaymm PAM. Ecnm 370 He Tak, yCTaHOBUTE M HAacTPOWNTE ero (3a NoApOobHOCTAMM
obpatutech K pyKoBOACTBaM MO aMUHNCTPUPOBaHWIO Ballero anctpmbytnaa OC).

PyKOBOACTBO noJsib3oBarena
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3. Ecam nepesanyck feMOHa yrnpaBaeHuUs KOHPUrypaumein npu KOppekTHo HactpoeHHoM PAM He
nomMoraeT, nonpobyiTe cOPOCUTL HACTPOIMKN MPOrPaMMHOro KOMMleKkca B 3Ha4eHna no
YyMOJTYaHWIO.

[ns 3Toro ounctute cogepxxmmoe darina <etc dir>/drweb.ini (Npu 3TOM peKOMeHAyeTCs

BbINOJIHUTL COXPaHEHWe pe3epBHON Konumn daiina KOHPUrypaLum), Hanpumep, BbINMOAHVB KOMaHAbI:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ounctkn daitna KOHPUrypaLmm nepesanycTute A4eMOH ynpaBaeHna KoHpuUrypawmen.

4. Ecnm peMoH ynpaBaeHus KOHOUrypaumen 3anyctutb He yaaeTtcs, nonpobyliTe nepeycTtaHOBUTb
naket drweb-configd.

WHCTpyKUUKM No yCTaHOBKE M yAaNeHUIO NPOoAyKTa K ero KOMMOHEHTOB CM. B pa3jesiax YCTaHoBKa
Dr.Web ana Linux n YaaneHve Dr.\Web aas Linux.

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 ownbke  Onepayus yxxe 8binosHAeMcs
Kop, owmn6ku x2

OnucaHue Onepauys, 3anpoLLeHHas noJib30BaTeNeM, B aHHbIN MOMEHT yxKe
BbIMOJIHAETCS.

YcrpaHeHue ownbku:

1. MogoxauTe 3aBepLUEHMS BbINMOJHAOLLENCA OnepaLumn 1 Npyu He0bXoAMMOCTH MOBTOPUTE
Tpebyemoe AeiNcTBue Yepes HEKOTOPOE BPemsl.

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KO OLINOKMN.

CoobuieHne 06 owmnbke  Onepayus oxudaem 8bINONHEHUA
Kop, owimn6ku x3

OnucaHue Onepauys, 3anpoLLUeHHas noJib3oBaTeNeM, B aHHbIN MOMEHT OXMAaeT
BbIMOJ/IHEHNS (BO3MOXHO, MPOV3BOAUTCA YCTAaHOBEHNE CETEBOTO
COeZMHEHNs WV OCYLLEECTBAAETCA 3arpy3Ka U UHWLMann3aLms Kakoro-
NMBO KOMMOHEHTa NPOrpaMMHOro KoMraekca, TpebytroLas
NPOAOCIKNTENBHOTO BPEMEHN).

YcrpaHeHue ownbku:

1. MopaoxauTe Hayana BbINMOJHEHWsA OMepaLuun 1 Npu HeO6XOA4UMOCTN NOBTOPUTE Tpebyemoe
AelCTBNE Yepe3 HEKOTOPOE BPEMS.

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KO OLINOKMN.

CoobuieHne 06 ownbke  [IpepsaHo nosbzosamesem
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Koa, owmn6ku x4

OnucaHue BbinonHsBLeecs felicTBUE ObINO NPepBaHO Mosib3oBaTenemM (BO3MOXHO,
OHO BbIMOJIHANIOCh CIMLLKOM ZOArO).

YcrpaHeHue ownbku:

1. TMoBTopuTe Tpebyemoe AelCTBME Yepe3 HEKOTOPOE BPeMS.

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 owmnbke  Onepayus ommeHeHa
Koa, owmn6ku x5

OnucaHue BbinonHaBLLeeca aencTBre 66110 OTMEHEHO (BO3MOYXHO, OHO
BbIMO/IHANOCh CULLKOM AOTO0).

YcrpaHeHue ownbku:
1. TMoBTopuTe Tpebyemoe AelicTBME CHOBA.

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KO OLINOKMN.

CoobuieHune 06 owmnbke  CoeduHeHue IPC pasopsaHo
Kop, owmn6ku X6

OnucaHue IPC-coesumHeHVe C HeKOTOPbIM KOMMOHEHTOM MPOrpPamMMHOro KOMraekca
pa3opBaHoO (Ckopee BCero, KOMMOHEHT 3aBepLUMA CBOKO paboTy m3-3a
NPOCTOA MW BCIEACTBME KOMaHZbI MOAb30BaTeNS).

YcrpaHeHue ownbku:

1. Ecnv BbiNOAHABLUAsACA onepawus He Oblna 3aBeplueHa, TO MOBTOPUTE ee 3amnyck CHoBa. B npoTMBHOM
C/lyyae paspblB COEAMHEHWS He ABASETCA OLUMOKOMN.

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 ownbke  Hedonycmumeili pasmep coobujeHus IPC
Koa, owmn6ku x7

OnucaHue B npouecce obMeHa AaHHbIMU MeXAY KOMMOHEHTaMU NMoayYeHo
coobLLeHVe HeZOoMyCTUMOTO pa3mepa.

YcrpaHeHue ownbku:

1. I'Iepe3ar|yCT|/|Te I'IpOFpaMMHbII‘/II KOMMAEKC, BbINMOJIHNB KOMaHAy:
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# service drweb-configd restart

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 ownbke  Hedonycmumeili popmam coobujeHus IPC
Kopa, owimn6ku x8

OnucaHue B npouecce obMeHa AaHHbIMU MeXay KOMMOHEHTaMW NMoayYeHo
coobLeHre HegonycTMoro dopmarta.

YcrpaHeHue ownbku:

1. I'Iepe3ar|yCT|/|Te I'IpOFpaMMHbII‘/II KOMMAEKC, BbINOJIHNB KOMaHAy:

# service drweb-configd restart

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KO OLINOKMN.

CoobuweHue 06 owumbke He 2omos
Kop, owmn6ku %9

OnucaHune Tpebyemoe felicTBME HE MOXET ObITb BbINMOJHEHO, MOTOMY YTO

3aMpPOLLEHHbIN KOMMOHEHT W/IM YCTPOMCTBO eLLe He MHULMaAN3MPOBaHbI.

YcrpaHeHue ownbku:
1. TMoBTopuTe TpebyemMoe AeliCTBME Yepe3 HEKOTOPOE BPeMS.

Ecnvm yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 ownbke  KomnoHeHM He ycmaHoe/ieH
Kop, owmn6ku x10

OnucaHue HekoTopas ¢yHkumMsa nporpammHoro komnaekca Dr.Web ana Linux
HeZOCTYyMHa, NOCKONbKY peann3yroLLnii ee KOMMOHEHT He YCTaHOBEH.

YcrpaHeHue ownbku:

1. BbinoaHWTE OTAENBHYIO YCTaHOBKY WM MepeyCcTaHOBKY MakeTa, cogepykallero Tpebyembli
KOMMOHEHT:
e drweb-filecheck, ecam He ycTaHoBAeH CkaHep.
e drweb-spider, ecan He yctaHoBAeH SplDer Guard.
e drweb-gated, ecan He yctaHoBaeH SplDer Gate.

e drweb-update, ecam He ycTaHoBAeH KOMMNOHEHT 06HOBAEHUA.

PyKOBOACTBO noJsib3oBarena
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2. Ecav owmnbka NOBTOPUTCA, AN €C/IN Bbl HE MOXETe ONpeaesinTb, KaKoW KOMMOHEHT OTCYTCTBYET,
yaanute Dr.Web ana Linux LesIMKOM, nocsie 4ero yCtaHoBuTe ero noBTOPHO.

|/|HCprKLI,I/II/I Nno yCTaHOBKE N YAaneHNo NpoAyKTa 1 ero KOMMNOHEHTOB CM. B pa3jesax YcTaHOBKa

Dr.Web ana Linux n YaaneHve Dr.\Web aas Linux.

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuweHue 06 owmbke  HeoxudaHHoe coobujeHue IPC
Koa, owmn6ku x11

OnucaHune B npouecce o6MeHa AaHHbIMU MeXAy KOMMOHEHTaMU MOyUYeHO
HeZonycTumMoe coobLeHme.

YcrpaHeHue ownbku:

1. I'Iepe3ar|yCT|/|Te I'IpOFpaMMHbII‘/II KOMMAEKC, BbINOJIHNB KOMaHAy:

# service drweb-configd restart

Ecnvm yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 ownbke  HapyweHue npomokona IPC
Kop, owmn6ku x12

OnucaHue B npouecce o6MeHa AaHHbIMY MeXAY KOMMOHEHTaMW NMPOMU30LLI0
HapyLLUeHMe NPOTOKoa O6MeHa JaHHbIMU.

YcrpaHeHue ownbku:

1. I'Iepe3ar|yCT|/|Te I'IpOFpaMMHbII‘/II KOMMAEKC, BbINMOJIHNB KOMaHAy:

# service drweb-configd restart

Ecnvm yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuweHue 06 owmbke  HeussecmHoe cocmosiHue nodcucmemol

Kop, owmn6ku x13

OnucaHue OB6Hapy>eHO, UTO HeKoTopas NoACMCTEMa NPOrPaMMHOTO KOMMEKCa,
Tpebyemas A5 BbIMONHEHUA ONepaLvi, HaXOAUTCA B HEU3BECTHOM
COCTOSHUMN.

YcrpaHeHue ownbku:

1. TMoeTopuTe onepaumto.

2. Tpwv noBTOpPEHMM OWKbKIN Nepe3anycTuTe NPOrpaMMHbIi KOMMIEKC, BbIMOJHUB KOMaHAY:
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# service drweb-configd restart

nocne 4yero noBTopuTe onepaynto.

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COOBLLMB KOZ OLINOKMN.

CoobuieHne 06 ownbke  [lyme domkeH 6bime abconromHeiM
Kop, owmn6ku x20

OnucaHune TpebyeTtcs abCoNtOTHBIN (T.€. HAUMHAKOLLMINCA OT KOPHA GainnoBoM
cUcTEMbI) NMyTb K dalny nam KaTanory, a ykasaH OTHOCUTENbHbIN MyTb.

YcrpaHeHue ownbku:

1. W3menwnTe nyTb K dariny nam katanory Takum obpasom, 4tobel OH Hb1n abCOMOTHBIM, U MOBTOPUTE
onepaLuo.

Ecnm yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLNOKMN.

CoobuieHne 06 ownbke  HedocmamoyuHo namamu 019 3asepuieHusi onepayuu
Kop, owmn6ku x21

OnucaHue [ns BbINONHEHMSA TpebyemMon onepaunmn He XBaTaeT NamMaT (Hanpumep,
nonbITKa pacnakoBaTb CANLIKOM 6onbLion dann).

YcrpaHeHue ownbku:

1. MNonpobyiiTte yBennunTtb 06bem naMaT, AOCTYMHOW NpoLeccaM NPorpaMMHOro KOMrIeKca
(Hanpumep, U3MEHUB TMMUTBI MPU NOMOLLM KoMaHab! ulimit), nepesanyctnte NporpamMmmHbIl
KOMMAEKC 1 MOBTOPUTb OMnepaLuio.

Ecnvm yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuweHue 06 owmbke Owubka 8600a-861800a

Kop, owimn6ku x22

OnucaHue Mpown3owna owwnbka BBOAA/BbIBOAA (HaNpUMep, 4NCKOBOE YCTPOMCTBO
elle He MHULMAAN3MPOBaHO UK paszen dainoBon cuctembl bonee
HefoCTyMneH).

YcrpaHeHue ownbku:

1. TpoBepbTe JOCTYNHOCTb TPebyeMoro yCcTporcTBa BBOAA/BbIBOAA WM pa3sena GpainioBoi cUCTeMbI.

|_|pl/l HeO6XO,£I,I/IMOCTI/I BbINOJAHUTE €ro MOHTVPOBaHME N NOBTOPUTE Onepauunto.

Ecnm yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.
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CoobuieHne 06 owmnbke  Hem makozo ¢alina unu kamanoza
Kop, owmn6ku x23
OnucaHue YKazaHHbIN 06bekT GansoBor cnucteMbl (pain nan Katanor) OTCYTCTBYET,

BO3MOXHO, OH Obl/l yAaseH.

YcrpaHeHue ownbku:

1. MNpoBepbTe NPaBUALHOCTb YKazaHHOro NyTu. Mpn HEOBXOAMMOCTM UCMpaBbTe MyTb U MOBTOPUTE
onepaLuo.

Ecnvm yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 ownbke  Jocmyn 3anpeujéH
Kop, owmn6ku x24

OnucaHune HepocTtaTtouHo npas Ans AOCTyNa K yKazaHHOMY 06bekTy dhainoBown
cmcteMsl (barny nnum Kkatanory).

YcrpaHeHue ownbku:

1. I'IpOBepre NpPaBUAbHOCTb YKa3aHHOTo Nyt n Haan4vune HEO6XOAI/IMbIX npaB y KOMIMOHEHTa. I'Ip|/|
HEO6XOAI/IMOCTI/I A40CTyNna K O6'beKTy, N3MeHUTE NpaBa A4OCTyMNa K HeMY W/ MOBbICbTE MNMpaBa
KOMMOHEHTa 1 NMOBTOPUTE Onepauunto.

Ecnvm yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODBLLMB KOZ OLNOKMN.

CoobuweHue 06 owumbke He kamanoe
Kop, owmn6ku x25

OnucaHue Oxungancs nyTb K KaTanory, 0gHako yKa3aHHbIN 06bekT GpainnoBol
CUCTEMbI HE SIBAAETCS KaTajloroMm.

YcrpaHeHue ownbku:
1. TMpoBepbTe NPaBUALHOCTb YKa3aHHOIO NyTW. VicnpaBbTe NyTb 1 MOBTOPUTE ONepaLLUIo.

Ecnvm yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODBLLMB KOZ OLNOKMN.

CoobuieHne 06 ownbke  Palin daHHbIX NoBpPexOeH
Kop, owimn6ku x26
OnucaHue [JaHHble, K KOTOPbIM MPOU3BOANTCS ObBpaLLeHVe, MOBPEXAEHDI.

YcrpaHeHue ownbku:

1. TMoeTopuTe onepauuto.
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2. |_|pl/l NOBTOPEHUN ownbKm nepesanycrute I'IpOFpaMMHbII‘/II KOMMJIEKC, BbINOJHNB KOMaHAy

# service drweb-configd restart

nocne 4yero noBTopuTe onepaynto.

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 ownbke  Palin yxe cyujecmsyem
Kop, owmn6ku %27

OnucaHue Mpwv nonbiTke co3zatb dann H6bi10 0BHAPYXKEHO, YTO Palia C TakKnm
MMEHEM YXKe CyLLecTBYeT.

YcrpaHeHue ownbku:
1. TpoBepbTe NPaBUALHOCTb YKa3aHHOIO NyTW. VicnpaBbTe NyTb 1 MOBTOPUTE ONeEpaLLUIo.

Ecnvm yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuweHue 06 owmbke  Palizosas cucmema MoJsibko O0/11 YmeHUs
Kop, owmn6ku x28

OnucaHue Mpwv nonbiTke co34aTh WU U3MEHUTL 06BEKT aliIoBOWN CUCTEMBbI (KaTanor,
dann nam coket) 6bIN10 06HapYKEHO, UTO darinoBas cuctemMa JOCTyrNHa
TOJIbKO A5l UTEHMS.

YcrpaHeHue ownbku:

1. MNpoBepbTe NPaBUALHOCTb YKazaHHOro NyTu. icnpaBbTe NyTb Tak, YTOObI OH Bes Ha pa3zen
dannoBoi cucTemsbl, JOCTYMHbIN 418 3aMUCK, U MOBTOPUTE OnepaLuio.

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuweHue 06 owmbke  Owubka cemu
Kop, owimn6ku x29

OnucaHue Mpow3oLlwna ceTeBas owwmnbKa (BO3MOXHO, BHE3aMHO nepecTtasn OoTBeYaTtb
yAaNeHHbIA y3en UK He YAaeTca yCTaHOBUTbL TpebyeMoe coeanHeHme).

YcrpaHeHue ownbku:

1. I'IpOBepre AOCTYNMHOCTb CETU U MPaBWJIbHOCTb CETEBbLIX HACTPOEK. |_|pl/l HeO6XO,£I,I/IMOCTI/I ncnpaebTe
ceTeBble HaCTpOI‘/IIKI/I M NOBTOpPUTE onepauuto.

Ecnm yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.
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CoobuieHne 06 ownbke  He duckosoe ycmpolicmeo
Kop, owmn6ku %30
OnucaHue Mpown3BoamnTCA NonbITka 0bpaLLeHns K yCTPOMCTBY BBOAA/BbIBOAA,

KOTOpOE He ABAETCS ANCKOBbIM YCTPOWCTBOM.

YcrpaHeHue ownbku:

1. TpoBepbTe NPaBUALHOCTb YKa3aHHOIO UMEHW yCTpoWcTBa. VicnpaBbTe NyTh Tak, YTOObI OH Ben K
JAMCKOBOMY YCTPOWCTBY, Y MOBTOPUTE OMepaLumio.

Ecnvm yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 ownbke  HeoxudaHHsIl KoHey ¢atina
Kop, owmn6ku x31
OnucaHue Mpwy UTEHUN JaHHBIX HEOXMUAAHHO Bbl1 JOCTUTHYT KOHew, dalina.

YcrpaHeHue ownbku:

1. MNpoBepbTe NPaBUNLHOCTb YKazaHHOrO UMeHW ¢alina. Ecin HyxXHO, ncnpaBbTe MyTb Tak, YTOObI OH
Be/ K NMpaBuabHOMY daly, 1 MOBTOPUTE OnepaLyio.

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuweHue 06 owmbke  Daiis H6bI1 USMEHEH
Kop, owmn6ku x32
OnucaHune Mpw ckaHMpoBaHum daiina bbiN0 06HAPY>KEHO, UTO OH OblN N3MEHEH.

YcrpaHeHue ownbku:
1. ToBTopUTE ONEpaLMIO CKAHNPOBAHUS.

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 owmnbke  CneyuaneHelli galin

Kop, owmn6ku %33

OnucaHue Mpu goctyne K 06bekTy GariNoBON CUCTEMbI ObINIO OOHAPYXKEHO, UTO 3TO
He perynspHbIn Gain (T.e. 3TO KaTanor, COKET UAUN MHOW 06BbeKT dalrinoBoOw
CUCTEMBI).

YcrpaHeHue ownbku:

1. MNpoBepbTe NPaBUNLHOCTb YKazaHHOrO UMeHW ¢alina. Ecim HyxXHO, ncnpaBbTe MyTb Tak, YTOObI OH
B/ K perynsapHoMy painy, n noBTopute onepawmio.

PyKOBOACTBO noJsib3oBarena

175



A7

-
&

A
)
-\ﬂ

Mpwunoxxenus

Ecnm yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLNOKMN.

CoobuieHne 06 ownbke  Vms yxxe ucnosislyemcs
Kop, owmn6ku x34

OnucaHune Mpwv nonbiTke co3zatb 06BbEKT GariNoBOMN cUCTeMbI (KaTanor, dara nim
COKeT) 6bI10 06HAPYXKEHO, UTO OOBEKT C TaKUM MMEHEM YXKe CyLLIeCTBYET.

YcrpaHeHue ownbku:

1. I'IpOBepre NpPaBUIbHOCTb YKa3aHHOTO NyTw. |/|Cl'lpaBbTe nyTb N NOBTOPUTE Onepaynto.

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuweHue 06 owmbke  Xocm omk/itoyéH
Kop, owmn6ku %35
OnucaHune O6Hapy>eHo, YTO YAaNeHHbIV y3es HEAOCTYMNEH MO CEeTU.

YcrpaHeHue ownbku:

1. MNpoBepbTe AOCTYNHOCTb TPebyeMoro y3na ceTu. [pn HeobXxoAMMOCTM UCnpaBbTe ajpec y3na cetu u
NMoBTOPWTE OMnepaLuto.

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KO OLINOKMN.

CoobuieHne 06 ownbke  JocmueHym npedes UCno/6308aHUSA pecypca
Kop, owimn6ku %36
OnucaHue [OCTUrHYT Npesen NCNoab30BaHNA HEKOTOPOTo pecypca.

YcrpaHeHue ownbku:

1. TMpoBepbTe fOCTYNHOCTb TPpebyemoro pecypca. [pn HeobXoAMMOCTN YBEAUYLTE IMMUT Ha
1Cnosib30BaHVe pecypca 1 NOBTOpUTE onepaLio.

Ecnvm yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 ownbke  PasnuyHsie MoYkUu MOHMUPOBAHUS
Kop, owmn6ku %37
OnucaHue Mpown3BoAMTCA NOMbITKA BbIMOJHUTL BOCCTaHOBAEHME dalina, TpebytoLas

€ro rnepemeLleHne Mexay katasoramu GpaoBOn CUCTEMBI,
NPVHaANeXaLMM Pa3IYHbIM TOUKaM MOHTMPOBAHMUS.
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YcrpaHeHue ownbku:
1. BbibepuTe Apyroi NyTb A/ BOCCTAHOBAEHWS Gaiina U NMOBTOPUTE OnepaLuto.

Ecnvm yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOALEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 ownbke  Owubka pacnakosku

Kop, owmn6ku x38
OnucaHue He yaanocb pacnakoBaTb apxmB (BO3MOXHO, OH 3alUMLLEH NaposiemM Uan
NoBpeX/eH)

YcrpaHeHue ownbku:

1. Y6eawntechb uto daiin He NoBpexaeH. Ecv apxmB 3aluLLeH napoieM, CHUMUTE 3alluTy, yKasas
NpPaBWUbHbIA Napob, U MOBTOPUTE ONepaLuio.

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobueHne 06 owmnbke  BupycHas 6asa nospexdeHa
Kop, owmn6ku x40
OnucaHue O6Hapy>KeHo, YUTO NOBPEXAEHbI BUPYCHbIE Ba3bl.

YcrpaHeHue ownbku:

1. MNpoBepbTe NPaBUALHOCTb NMYTK K KaTasory BUPYCHbIX 6a3 1 Npu HeOBXOAMMOCTU UCNpaBbTe ero
(napameTp VirusBaseDir B cekuun [Root] ¢aitna koHpurypaumm).

,U,J'IFI NpPoCMOTpPa 1 ncnpasaeHna nNyTn BOCHOﬂb3yVITECb KOMaHAamwu yTUnanTbl ynpasaeHna uns
KOMaH,CI,HOI?I CTpOKU:

o ,U,J'IFI NPOCMOTpPa TeKyLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

S drweb-ctl cfshow Root.VirusBaseDir

e [lna yCTaHOBKW HOBOrO 3HauYeHWa napamMeTpa BBejuTe KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIl nyme>

e [1ns cbpoca 3HaYeHWs NapaMeTpa B 3HaY€HVe MO YMOYaHUIO BBEAUTE KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir -r

2. O6HoBMWTe BUPYCHble 6a3bl 1H0OLIM 13 yKa3aHHbIX HUXe CnocoboB:

e Haxmunte KHOMKY O6HOBUTDb Ha CTpaHuvLe ynpaBieHUsa OBHOB/IEHNSAMMN [IaBHOTO OKHa
NpUNO>XKeHNA.

e BbibepuTe NyHKT OBHOBUTbL B KOHTEKCTHOM MEHIO MHAMKATOPa NPWUAOXKeHUs B 06a1actu
yBeZlOMAeHN pabouero crtoa.

e BoinonHute KoOMaHAay:
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S drweb-ctl update

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 ownbke  He noddepxxusaemas sepcus supycHsix 6a3
Koa, owmn6ku x41

OnucaHune O6Hapy>KeHo, MMetoLLMecs BUPYCHble 6a3bl NpeHa3HayeHbl 418 CTapoM
BEPCUM NMPOrpaMMbl.

YcrpaHeHue ownbku:

1. MNpoBepbTe NPaBUALHOCTL NMYTH K KaTasory BUPYCHbIX 6a3 1 Npu HeOBXOAMMOCTU UCNpaBbTe ero
(napameTp VirusBaseDir B cekuun [Root] ¢aitna koHpurypaumm).

,U,J'IFI NpPoCMOTpPa 1 ncnpasaeHna nNyTn BOCHOﬂb3yVITECb KOMaHAamwu yTUAnTbl yrnpasaeHna uns
KOMaH,CI,HOI?I CTpOKU:

o ,U,J'IFI NPOCMOTpPa TeKyLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

$ drweb-ctl cfshow Root.VirusBaseDir
e [lna ycTaHOBKM HOBOIO 3Ha4YeHWA napameTpa BBeAUTE KOMaHAy:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIlU nyme>

e [lna cbpoca 3HaveHMA NapaMeTpa B 3HaYeHWe Mo YMONUYaHWIO BBeAUTE KOMaHAY:

# drweb-ctl cfset Root.VirusBaseDir -r

2. O6HoBMWTe BUPYCHble 6a3bl 1H0OLIM 13 yKa3aHHbIX HUXe CnoCcoboB:

e Haxmunte KHOMKY O6HOBUTDb Ha CTpaHuvLLe ynpaBieHUsa OBHOB/IEHNSAMMN [1aBHOTO OKHa
NpUNO>XKeHNA.

e BbibepuTe NyHKT OBHOBUTbL B KOHTEKCTHOM MEHIO MHAMKATOPa NPWUAOXKeHUs B 06a1actu
yBeZlOMAeHN pabouero crtoa.

e BoinonHute KOMaHAay:

S drweb-ctl update

Ecnvm yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 owmnbke  BupycHasa 6asa nycma
Kop, owmn6ku x42
OnucaHune O6Hapy>KeHo, UTO BUPYCHble Ba3bl MyCTbI.

YcrpaHeHue ownbku:
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1. MNpoBepbTe NPaBUALHOCTL NMYTH K KaTasory BUPYCHbIX 6a3 1 Npu HeOBXOAMMOCTU UCNpaBbTe ero
(napameTp VirusBaseDir B cekuun [Root] ¢aitna koHpurypaumm).

,U,J'IFI NpPoCMOTpPa 1 ncnpasaeHna nNyTn BOCHOﬂb3yVITECb KOMaHAamwu yTUAnTbl yrnpasaeHna uns
KOMaH,CI,HOI?I CTpOKU:

° ,U,J'IFI NPOCMOTpPa TeKyLero 3Ha4eHna napamMeTpa BBeANTE KOMaHAY:

$ drweb-ctl cfshow Root.VirusBaseDir
e [lna ycTaHOBKM HOBOTO 3Ha4YeHUA napameTpa BBeAUTE KOMaHAy:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIlU nyme>

e [lna cbpoca 3HaveHWA NapaMeTpa B 3HaYeHWe MO YMONUYaHWIO BBeAUTE KOMaHAY:

# drweb-ctl cfset Root.VirusBaseDir -r

2. O6HoBMWTe BUPYCHble 6a3bl 1F0OLIM 13 yKa3aHHbIX HUXe CnoCcoboB:

e Haxmunte KHOMKY O6HOBUTDb Ha CTpaHuvLe ynpaBieHUsa OBHOB/IEHNSAMMN [1aBHOTO OKHa
NpUNO>XKeHNA.

e BbibepuTe NyHKT OBHOBUTbL B KOHTEKCTHOM MEHIO MHAMKATOPa NPWUAOXKeHUs B 06a1actu
yBeZlOMAeHN pabouero crtoa.

e BoinonHute KOMaHAay:

S drweb-ctl update

Ecnvm yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuweHune 06 owmbke Ob6BLekm He Moxem bbimb 8bl/ieHeH
Kop, owmn6ku x43

OnucaHue MonbiTka MPUMEHUTb AeicTBre «J1eunTb» K HEM3eUMMOMY OObEKTY MpK
HelTpanm3aLmm yrposbi.

YcrpaHeHue ownbku:
1. BbibepuTe felcTBrE, JONMYCTUMOE A8 JaHHOTO 06bekTa U MOBTOPUTE OnepaLiuio.

Ecnvm yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 ownbke  He noddepxxusaemas KoMbUHayuUs 8upycHeix 6a3
Koa, owmn6ku x44
OnucaHue O6Hapy>XeHo, UTo MMetroLLMiACA Habop BMPYCHbIX 6a3 HECOBMECTUM.

YcrpaHeHue ownbku:
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1. MNpoBepbTe NPaBUALHOCTL NMYTH K KaTasory BUPYCHbIX 6a3 1 Npu HeOBXOAMMOCTU UCNpaBbTe ero
(napameTp VirusBaseDir B cekuun [Root] ¢aitna koHpurypaumm).

,U,J'IFI NpPoCMOTpPa 1 ncnpasaeHna nNyTn BOCHOﬂb3yVITECb KOMaHAamwu yTUAnTbl yrnpasaeHna uns
KOMaH,CI,HOI?I CTpOKU:

° ,U,J'IFI NPOCMOTpPa TeKyLero 3Ha4eHna napamMeTpa BBeANTE KOMaHAY:

S drweb-ctl cfshow Root.VirusBaseDir

e /1A yCTaHOBKW HOBOrO 3HauYeHWa napamMeTpa BBejuTe KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir <HO8bIlU nyme>

e [1ns cbpoca 3HaYeHWs NapaMeTpa B 3HaY€HVe MO YMOYaHUIO BBEAUTE KOMaHAY:
# drweb-ctl cfset Root.VirusBaseDir -r

2. O6HoBMWTe BUPYCHble 6a3bl 1F0OLIM 13 yKa3aHHbIX HUXe CnoCcoboB:

e Haxmunte KHOMKY O6HOBUTDb Ha CTpaHuvLe ynpaBieHUsa OBHOB/IEHNSAMMN [1aBHOTO OKHa
NpUNO>XKeHNA.

e BbibepuTe NyHKT OBHOBUTbL B KOHTEKCTHOM MEHIO MHAMKATOPa NPWUAOXKeHUs B 06a1actu
yBeZlOMAeHN pabouero crtoa.

e BoinonHute KOMaHAay:

S drweb-ctl update

Ecnvm yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 ownbke  JocmueHym npedesn nposepku
Koa, owmn6ku x45

OnucaHune Mpw ckaHMpoBaHWW 0b6BbEKTa NpPeBbILLIEHbl 3aZaHHble OrpaHNYeHns
(HanpuMep, Ha BENNUMHY pacnakoBaHHOro daina, Ha rnyburHy ypoBHel
BJIOXXEHHOCTU U T.MM.).

YcrpaHeHue ownbku:
1. VI3mMeHWTe orpaHunyeHus Ans CKaHUPOBaHUA 06beKTOB (B HacTPOLKax COOTBETCTBYHOLLENO
KOMMOHeHTa) J1t06bIM YA06HBIM BaM cnocobom:

o |/|C|'I0ﬂb3yﬂ CTpaHULYy HaCTPOEK 3TOTO KOMMOHEHTa Ha OKHE yrnpaBJ/ieHnA HacTporKamm
NnpuUAo>XKeHnA.

e [Mpun nomown komaHz drweb-ctl cf£show n drweb-ctl cfset.

2. Tocne n3MeHeHMs HacTpoek NOBTOPUTE OnepaLLmio.

Ecnm yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODBLLMB KOZ OLINOKMN.

CoobuieHne 06 ownbke  HegepHoie yyemHole OdHHbIE NOJIb308AMESIA
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Koa, owmn6ku x47
OnucaHue MonbiTka NPOWTA ayTEHTUPUKALMIO C HEBEPHBIMU YUYETHBIMU AaHHbIMU
noJib30BaTenN .

YcrpaHeHue ownbku:

1. nOBTOpI/ITe nonbITKY ayTEHTI/ICl)I/IKaLI,I/II/I, YKa3aB npaBuibHble YYE€THbIE AaHHbIE MO/1b30BaTeA,
mMerouliero HeO6XO,£I,I/IMbIe NMoJIHOMOUY KA.

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KO OLINOKMN.

CoobuieHne 06 ownbke [losb3osamesns He uMeem mpebyemobix Npas
Kop, owmn6ku x48

OnucaHue MonbIiTKa MPONTY aBTOPM3aLLMIO C YYETHBIMU JaHHbLIMU NMOJb30BaTeNs, HEe
nmetoLLero Tpebyembix npas.

YcrpaHeHue ownbku:

1. nOBTOpI/ITe nonbITKY ayTEHTI/ICl)I/IKaLI,I/II/I, YKa3aB npaBubHble YYE€THbIE AaHHbIE MO/1b30BaTeA,
mMeroulero HeO6XO,£I,I/IMbIe NMoJIHOMOUY KA.

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 ownbke  Hedonycmumeili mokeH docmyna
Kop, owmn6ku x49

OnucaHue KoMMoHeHT nporpamMmmMHOro Kommniaekca npesbsBua HEKOPPEKTHbIN TOKEH
aBTOpM3aLLMKM NP NOMbITKe MNOJyYeHNs AOCTyMna K onepauumu, TpebytoLuer
MOBbILLEHHbIE MpaBa.

YcrpaHeHue ownbku:

1. I'Ip0|7|p,|/|Te ayTEHTI/ICIDI/IKaLI,I/II-O, YKa3aB rnpaBubHble y4€THbI€ AaHHbI€ MNO/1Ib30BaTeA, UMeroLero
HEO6XOAI/IMbIe NOJIHOMOUYKA, N MOBTOPUTE Onepauunto.

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 ownbke  Hedonycmumell apeymeHm
Kop, owmn6ku %60

OnucaHue Mpw NonbITKe UCMONHWUTD HEKOTOPYH KOMaHZAy 6bln yka3zaH
HeLOoMyCTUMbIN apryMeHT.

YcrpaHeHue ownbku:

PyKOBOACTBO noJsib3oBarena

181



A7

-
&

A
)
-\ﬂ

Mpwunoxxenus

1. TMoBTopuTe Tpebyemoe AeliCTBME CHOBA, YKa3aB AOMYCTUMbIA apryMeHT.

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 ownbke  Hedonycmumas onepayus
Kop, owmn6ku x61
OnucaHue CoBeplueHa NnomnbITKa BbIMOJAHWUTb HEAOMYCTUMYH KOMaHAy.

YcrpaHeHue ownbku:
1. TMoBTopuTe Tpebyemoe AelCTBME CHOBA, YKa3aB JOMYCTUMYO KOMaHJy.

Ecnm yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 ownbke  Tpebyromcs NOHOMOYUS Cynepnosib3osamess
Kop, owmn6ku x62

OnucaHue Tpebyemoe felricTBre MOXKET HbITb BbIMOJHEHO TO/LKO MO/Ib30BaTENEM,
ob61afaroLWwmMM MNOJTHOMOUYMSMM Cyrneprosib3oBaTens.

YcrpaHeHue ownbku:

1. lMoBbicbTe CBOW MpaBa A0 Cyrnepnosib3oBaTesis 1 NOBTOpPUTE Tpebyemoe AencTBMe CHoBa. s
MOBbILLEHMA MpaB Bbl MOXETe BOCMO/1b30BaTbCsl KOMaHZamu su 1 sudo.

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 ownbke  He paspeuwieHo 8 pexxume yeHmMpaau3o8aHHoOU 3aujumsi
Kop, owmn6ku x63

OnucaHue Tpebyemoe felricTBre MOXKET HbITb BbIMOJHEHO TO/LKO Npu paboTe
NpPOrpaMMHOro KomMmnaekca B oguHouHom (standalone) pexxvme.

YcrpaHeHue ownbku:

1. I'IepeBep,l/lTe HpOFpaMMHbII?I KOMMJieKC B O,CI,I/IHOLIHbII\/’I pexnm n NnoBTOpUTE ONnepaynro CHOBa.
2. ,U,J'IFI nepesoja NpPoOrpaMMHOro Komnaekca B O,CI,I/IHOLIHbII\/’I pexunm:

e COpocbTe haxoK Bkaountb pexknm LeHTpa/in30BaHHOM 3allUTbl Ha CTPaHMLLE HAaCTpoek
Pexxum.

e lan BbinonHute KOMaHAay:

# drweb-ctl esdisconnect

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.
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Kopa, owunbku

OnucaHue

YcrpaHeHue ownbku:

Mpwunoxxenus

He noddepxusaemas OC

xX64

OnepauroHHas cucTema, yCTaHOBJ/IEHHAs Ha Y3/1e, He MOoAJEPXKMBaeTCs
NpPOrpaMMHbIM KOMIJIEKCOM.

1. YcrtaHoBuTE onepaynoHHYH CUCTEMY U3 CMNCKE, YKa3aHHOIO B CUCTEMHbIX TpeboBaHUAX.

Ecnv yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COOBLLMB KOZ OLINOKMN.

CoobuweHue 06 owmnbke
Kopa, owun6bku

OnucaHue

YcrpaHeHue ownbku:

@yHKYus He peasau3osaHa

X65

Mpon3BOAATCS MOMbITKM UCMONb30BaHMsA GYHKLIMIA HEKOTOPOTO
KOMMOHEHTa, KOTOPbIe HE Peasv30BaHbl B TEKYLLE BepCUU.

1. BbinonHWTEe cOpPOC HACTPOEK MPOrPaMMHOro KOMM/IeKca B 3HaYEHNs MO YMOAYaHWIO, OYMCTUB
cozepxunmoe dainna KOHPUrypaumm /etc/opt/drweb.com/drweb. ini. PekomeHayeTcs
BbINOJIHUTb MPEeABapUTENIbLHOE COXPaHeHVe pe3epBHO konuu daina. Hanprmep:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

2. TMocne ounctkn q)a|7|na KOHq)I/IpraLI,I/II/I nepesanycrute I'IpOFpaMMHbII‘/II KOMMJieKc, BbIMOJIHNB

KOMaHAy:

# service drweb-configd restart

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuweHue 06 owmnbke
Kopa, owun6bku

OnucaHue

YcrpaHeHue ownbku:

HeuzsecmHeili napamemp

X66

®alin KOHOUrypaLum CoAEPXKUT NapameTpbl, HEM3BECTHbIE UMW He
noAJep>KviBaemble B TEKYLLEN BEPCUM NMPOrPaMMHOro KoMraekca.

1. Otkpointe daiin /etc/opt/drweb.com/drweb.ini B 1t06OM TEKCTOBOM pefakTope, yaanute
CTPOKY, COAEep>Kallyro HeAOMNYCTUMbIV NapameTp, COXpaHuTe Gaiia 1 nepesanycTute NPorpaMMmHbIN
KOMIIEKC, BbIMONHMB KOMaHAY:

# service drweb-configd restart

PyKOBOACTBO noJsib3oBarena
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2. Ecan 310 He nomoxkeT, NonpobyiTe COPOCUTL HACTPOMKM MPOrPaMMHOrO KOMIJIeKca B 3HaUeHWs Mo
YMOJIUYaHWIO.

[ns 3Toro ounctute cogepxxmmoe daina /etc/opt/drweb.com/drweb.ini (Npu 3ToM
peKoOMeHAYeTCs BbIMOJAHUTL COXPaHEHWE pe3epBHOM Konuu daiina KoHPUrypauum), Hanpumep,
BbIMOJIHMB KOMaHAbI:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ouncTkn daitna KOHPUrypaLmm nepesanycrmte NPOrpaMMHblin KOMMIEKC.

Ecnm yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuweHue 06 owmbke  HeussecmHas cekyus
Kop, owmn6ku %67

OnucaHue ®ainn KOHPUrypaLmm COAEPXKNT CEKLIUN, HEU3BECTHbIE UAN He
nojAep>viBaeMble B TEKYLLLE BEPCUM MPOrpaMMHOro KoMriekca.

YcrpaHeHue ownbku:

1. Ortkpoite dann /etc/opt/drweb.com/drweb.ini B Nt06OM TEKCTOBOM pefakTope W yaanuTe
HEeN3BEeCTHYH CEKLMIO, MOC/e Yero coxpaHute dalin 1 nepesanyctute nporpamMmMHbliA KOMIIEKC,
BbIMOJIHMB KOMaHJy:

# service drweb-configd restart

2. Ecan 3To He nomoxker, nonpo6y|7|Te C6pOCI/ITb HaCTpOI‘/IIKI/I NnpPorpaMMHOro KomMrjiekca B 3Ha4eHusa no
YMOHYaHUIO.

[ns 3Toro ounctute cogepxxmmoe daina /etc/opt/drweb.com/drweb.ini (Npu 3TOM
peKoMeHAyeTCs BbIMOJAHUTL COXPaHEHWE pe3epBHOM Konuu daiina KoHPUrypauum), Hanpumep,
BbIMOJIHVMB KOMaHAbI:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ouncTkn daitna KOHPUrypaLmm nepesanycrmute NPOrpaMMHblin KOMMIEKC.

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY, COODLLMB KOZ OLNOKMN.

CoobuieHne 06 owmnbke  Hedonycmumoe 3HaYyeHuUe napamempa
Kop, owmn6ku x68

OnucaHue HekoTopbin napameTp B daiie KOHPUrypaLmum MMeeT HeZoMnyCTUMOoe AN1s
3TOro napameTpa 3HayeHwue.

YcrpaHeHue ownbku:

1. VI3ameHwWTe 3HaueHWe napameTpa NtobbIM YA0OHBIM /18 BaC CNocoboMm:
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° |/|C|'I0ﬂb3yﬂ CTpaHULYy HaCTPOEK 3TOTO KOMMOHEHTa Ha OKHE yrnpaBJ/ieHnA HacTporKamm
NpuUAo>XKeHNA.

e [Mpun nomown komaHz drweb-ctl cf£show n drweb-ctl cfset.

Ecav Bbl He 3HaeTe, Kakoe 3HauyeHue napamMeTpa A0nyCcTuMo, O6paTI/ITer K CrpaBKe no KOMMOHEHTY,
ncnosibsyrouiemy AaHHbII‘/II napamMeTp, niun MonbITanTech C6pOCI/ITb 3Ha4yeHune 3Toro napamMeTpa B
3Ha4yeHune nNo yMmoa4aHuto.

2. Takxke Bbl MOXeTe OTPesaKTUPOBaTb HEMOCPEACTBEHHO daiin
KOHUrypaumm /etc/opt/drweb.com/drweb.ini. [lna 3TOro oTkponTe ero B 1t060M TEKCTOBOM
pesfakTope, HalnguTe CTPOKY, CoAep>Kalllyto HefonycTMMOe 3HaYeHne napameTpa, 3ajante
JLONYCTUMOE 3HaYeHWe, CoOXpaHUTe Gai 1 nepesanycTute NPOrpaMMHbIN KOMMAEKC, BbIMOAHNB
KOMaHzay:

# service drweb-configd restart

3. Ecam npeabigyLyme warv He MoOMOruW, NonpobyiiTe cOPOCUTL HACTPOMKM NPOrPaMMHOIO KOMIJIEKCa
B 3HAYEHMA MO YMONYAHWIO.

[ns 3Toro ounctute cogepxxmmoe daina /etc/opt/drweb.com/drweb.ini (Npu 3TOM
peKoMeHAyeTCs BbIMOJAHUTL COXPaHEHWE pe3epBHOM Konuu daiina KoHPUrypauum), Hanpumep,
BbIMOJIHVMB KOMaHAbI:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ouncTkn daiina KOHPUrypaLmm nepesanycrmte NPOrpaMMHblin KOMMIEKC.

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 ownbke  Hedonycmumoe cocmosHue
Kop, owmn6ku x69

OnucaHue HekoTopbli KOMMOHEHT VI BECb MPOTrPaMMHBIA KOMMAEKC HaXoA4aTCs B
HeoMyCTUMOM COCTOSHUW A1 BbINOJIHEHUSA 3aMnpOLLEHHON onepaLuu.

YcrpaHeHue ownbku:

1. TMoBTopuTe TpebyemMoe AeliCTBME Yepe3 HEKOTOPOE BPeMS.

2. Tpwv noBTOpPEHMM OWKMBKMN Nepe3anycTuTe NPOrpaMMHbIi KOMMAEKC, BbIMOJHUB KOMaHAY:

# service drweb-configd restart

Ecnvm yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 owmnbke  PaspewieHo Mosibko 00HO 3Ha4YeHue

Kop, owmn6ku x70
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OnucaHune HekoTopbini napameTp B daiie KOHPUrypaLmm MMeeT CNUCOK 3HAYEHWI,
YTO HeZOMYCTMMO A8 3TOrO NapameTpa.

YcrpaHeHue ownbku:

1. VI3ameHwWTe 3HaueHne napameTpa NtobbIM YA0OHBIM /18 BaC CNocoboMm:

° |/|C|'I0ﬂb3yﬂ CTpaHULYy HaCTPOEK 3TOTO KOMMOHEHTa Ha OKHE yrnpaBJ/ieHnA HacTporKamm
NpUNO>XKeHNA.

e [Mpu nomown komaHz drweb-ctl cf£show n drweb-ctl cfset.

Ecav Bbl He 3HaeTe, Kakoe 3HauyeHue napamMeTpa A0onyCcTnuMo, O6paTI/ITer K CrpaBKe no KOMMOHEHTY,
ncnosibsyrouemy AaHHbII‘/II napamMeTp, niun MonbITanTech C6pOCI/ITb 3Ha4yeHune 3Toro napamMeTpa B
3Ha4yeHune nNo ymoa4aHuto.

2. Takxke Bbl MOXeTe OTPesaKTUPOBaTb HEMOCPEACTBEHHO daiin
KOHUrypauum /etc/opt/drweb.com/drweb.ini. [lna 3TOro oTkpomnTe ero B 1t060M TEKCTOBOM
pesfakTope, HalnguTe CTPOKY, CoAep>Kalllyto HefonycTMMOe 3HaYeHne napameTpa, 3ajante
JLOMNyCTUMOE 3HaYeHWe, CoOXpaHUTe Gai 1 nepesanycTute NPOrpaMMHbIN KOMMAEKC, BbIMOAHNB
KOMaHzay:

# service drweb-configd restart

3. Ecam npeabigyLyme warv He MOMOrMW, NONpobyiiTe COPOCUTL HACTPONKM NPOrPaMMHOIO KOMIJIEKCa
B 3HAYEHMA MO YMONYAHWIO.

[ns 3Toro ounctute cogepxxmmoe daina /etc/opt/drweb.com/drweb. ini (Npu 3TOM
peKoOMeHAYeTCs BbIMOJAHUTL COXPaHEHWE pe3epBHOM Konuu daiina KoHPUrypauum), Hanpumep,
BbIMOJIHVMB KOMaHAbI:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ouncTkn daitna KOHPUrypaLmm nepesanycrmute NPOrpaMMHblin KOMMIEKC.

Ecnvm yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLNOKMN.

CoobuieHne 06 ownbke  Hedonycmumoe umsa meza
Koa, owmn6ku x71

OnucaHue HekoTopas cekums B daine KoHOUrypaLumm, B UMa KOTOPOW BK/IHOUEH
YHUKaNbHbIN naeHTUdUKaTOP-Ter, UMeeT HeJ0MNYCTUMOE 3HaYeHne Tera.

YcrpaHeHue ownbku:

1. Ecam owmbka npoumsoLia npun ncnoJib30BaHNM KOMaHAbl
# drweb-ctl cfset <cekyuAa>.<napamemp> <Hoeoe 3Ha4eHue>

TO NOBTOPUTE COXpaHeHWe, 3ajaB ANA Tera 4oNnyCTMMOe 3HaYveHne.

2. Ecam cekums coxpaHeHa HemocpeacTBeHHO B daiin
KOHUrypaumm /etc/opt/drweb.com/drweb.ini, TO OTpeAakTupynTe ero. s 3Toro otkporite
€ero B t060M TEKCTOBOM peAaKTope, HalnAmnTe 3aros0BOK CeKLUM, CogepyKkallunii HeonycTuMoe
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3HauyeHwWe Tera, 3asaliTe A/iA Tera JONYCTUMOE 3HaYeHWe, COXpaHUTe Gain 1 nepesanycTmTe
NPOrpaMMHbI KOMIIEKC, BbINOJHUB KOMaHAY:

# service drweb-configd restart

3. Ecau BblwenpyrBeseHHble Warv He MoMOryT, NonpobyiTe cOpoCUTb HaCTPONKM NPOrPaMMHOTO
KOMMaeKca B 3HaYEHUA MO YMONYAHWIO.

[ns 3Toro ounctute cogepxxmmoe daina /etc/opt/drweb.com/drweb. ini (Npu 3TOM
peKoMeHAyeTCs BbIMOJAHUTL COXPaHEHWE pe3epBHOM Konuu daiina KoHPUrypauum), Hanpumep,
BbIMOJIHVMB KOMaHAbI:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ouncTkn daitna KOHPUrypaLmm nepesanycrmte NPOrpaMMHblin KOMMIEKC.

Ecnm yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KO OLNOKMN.

CoobuweHue 06 owmbke  3anuce He HalideHa
Kop, owmn6ku %80

OnucaHue Mpwn nonbiTke 06paTUTbCsA K MHGOPMALIMKN O HANAEHHOW yrpo3e 6bino
06HapyXeHo, UTo nHbOPMaLUs O HEN OTCYTCTBYET (BO3MOXHO, yrpo3a

y>e bblia obpaboTaHa ApPYrMM KOMMOHEHTOM NMPOrPamMMHOrO KOMIJIeKca).

YcrpaHeHue ownbku:
1. O6HOBUTE CNMCOK YrPO3 Yepe3 HEKOTOPOE BPeMs.

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KO OLINOKMN.

CoobuieHne 06 ownbke  3anuce obpabameisaemcs 8 OaHHbIU MOMeHM
Kop, owimn6ku x81

OnucaHue Mpw nonbiTke 06paTUTLCsA K MHPOPMALIMKN O HANAEHHOW yrpo3e 6bino
0BHapy>KeHo, UTO B JaHHbIN MOMEHT BpeMeHU OHa y>ke obpabaTbiBaeTcs
APYrvM KOMMOHEHTOM MPOrPaMMHOro KOMMekca.

YcrpaHeHue ownbku:
1. O6HOBUTE CNMCOK YrPO3 Yepe3 HEKOTOPOE BPeMS.

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 owmnbke  Dalin yxe HaxoouMcs 8 KApaHMUHe

Kop, owmn6ku x82
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OnucaHune Mpwv nonbiTke NepemMeLLeHns Garina c HaMAEHHOW YrpO30M B KapaHTWH
66110 0B6HAPY>KEHO, UTO OH Y>Ke B KapaHTUHE (CKOopee BCEro, yrpo3a yxe
6blna obpaboTaHa ApyrMM KOMMOHEHTOM MPOrPaMMHOro KOMMAEeKca).

YcrpaHeHue ownbku:

1. O6HOBUTE CNMNCOK YrPO3 Yepe3 HEKOTOPOE BPeMs.

Ecnm yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 ownbke  He ydasioce coxpaHume pe3epsHyro konuro neped obHosieHuem

Kop, owimn6ku x89

OnucaHune Mepes HauanoMm 3arpy3ky OOHOBEHWNI C cepBepa OOHOBAEHWI He
YAanocCb BbIMNOJHUTb COXPaHEHVE pe3epPBHOW KON OBHOBASIEMbIX
dannos.

YcrpaHeHue ownbku:

1. MNpoBepbTe NPaBUALHOCTb NMYTK K KaTanory, XpaHaLLEeMY pe3epBHbIe KOMUM 06HOBAAEMbIX GaiiioB u
npv HeOHXOAMMOCTH UCrpaBbTe ero (napameTp BackupDir B cekuun [Update] ¢aina
KOHOUrypauum.

,U,J'IFI NpPOoCMOTpPa 1 ncnpasaeHna Nyt Bbl MOXeETE BOCMNOJ/Ib30BaATbCA KOMaHAAMU YTUNTbI
ynpasJeHna n3 KOMaHAHOI‘/II CTPOKW.

o ,U,J'IFI NPOCMOTpPa TeKyLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

$ drweb-ctl cfshow Update.BackupDir
e [lna yCTaHOBKW HOBOrO 3HauYeHWa napamMeTpa BBejuTe KOMaHAy:
# drweb-ctl cfset Update.BackupDir <HO86Il nyme>

e [lna cbpoca 3HaveHMA NapaMeTpa B 3Ha4YeHWe Mo YMONUYaHWIO BBeAUTE KOMaHAY:

# drweb-ctl cfset Update.BackupDir -r

2. O6HoBMWTe BUPYCHble 6a3bl 1H0OLIM 13 yKa3aHHbIX HUXe CnocoboB:

e Haxmunte KHOMKY O6HOBUTDb Ha CTpaHuvLe ynpaBieHUsA OBHOB/IEHNSAMMN [IaBHOTO OKHa
NpUNO>XKeHNA.

e BbibepuTe NyHKT OBHOBUTbL B KOHTEKCTHOM MEHIO MHAMKATOPa NPWUIOXKeHUs B 06a1acTu
yBeZlOMAeHN pabouero crtoa.

e BoinonHute KoOMaHAay:

S drweb-ctl update
3. Ecav owmbka NoBTOPUTCS, MPOBEPbLTE, YTO NMOJIb30BaTe/ b, OT UMEHWN KOTOPOrO UCMOHAETCS

KomnoHeHT O6HOBJ'I€HI/IH, MMeeT MNMpaBa Ha 3anncb B Kataor, yKaBaHHbII\/II B NMapameTpe BackupDir.
Vims nonb3oBartens yKa3aHo B napameTpe RunAsUser. |_|pl/l HEO6XOAI/IMOCTI/I M3IMEeHUTE NMA
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Nno/ib30BaTeNs, M3MeHNB 3HaYeHre napamMmeTpa RunAsUser, WK NPeAOoCTaBbTe HEAOCTatOLME NMpaBa
B CBOMCTBAXx KaTtasiora.

4. Ecam owmnbka noBTOPUTCA, NOMNPOBYIiTe NepeycTaHOBUTL NakeT drweb-update.

WHCTpyKUUM No yCTaHOBKE M yAaNeHUIO NPOAYKTa 1 ero KOMMOHEHTOB CM. B pa3jesiax YCTaHoBKa
Dr.Web ana Linux n Yaanedve Dr.\Web aas Linux.

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 ownbke  Hedonycmumeili DRL-cpalin
Kop, owimn6ku %90

OnucaHue O6Hapy>XeHO, UTO HapyLleHa CTPyKTypa OAHOro 13 Gbannos CnMckoB
CcepBepoB OOHOBNEHUIN.

YcrpaHeHue ownbku:

1. MNpoBepbTe NPaBUALHOCTL NYTK K Paity Crncka cCepBepoB v NP HEOH6XOANMOCTU UCMPaBbTe ero
(napameTpsbl ¢ UMeHeM BuAa *DrlPath B cekuun [Update] daina koHdurypaumu. [1ns storo
BOCMO/b3YyWTeCh KOMaHAaMW YTUAWUTbI YNPaBieHUS U3 KOMaHAHOM CTPOKMW.

e [lna npocMoTpa TekyLlero 3Ha4eHWs napameTpa BBeAnTe KoMaHgy (< *DrlPath> Hy>HO 3aMeHUTb
Ha MM$S KOHKPEeTHOro napametpa. Eciv nma napameTpa HEM3BECTHO, MPOCMOTPUTE 3HaYeHMe BCeX
napameTpoB B CEKLMW, OMYCTUB YaCTb KOMaHAbI, 3aK/IFOUEHHYIO B KBajpaTHble CKOOKMN):

$ drweb-ctl cfshow Update[.<*DrlPath>]

e [lna yCTaHOBKM HOBOTO 3HaYeHUa napameTpa BBeguTe KomaHay (<*DrlPath> Hy>KHO 3aMeHUTb Ha
MMA KOHKPETHOro napameTpa):

# drweb-ctl cfset Update.<*DrlPath> <Hoselli nyme>

e [lna cbpoca 3HaveHMA NapamMeTpa B 3Ha4eHWe Mo YMONUYaHWIO BBeAUTe KOMaHay (< *DrlPath>
HY>XHO 3aMeHWTb Ha UMA KOHKPETHOro napameTpa):

# drweb-ctl cfset Update.<*DrlPath> -r

2. O6HoBMWTe BUPYCHble 6a3bl 1H0OLIM 13 yKa3aHHbIX HUXe CnoCcoboB:

e Haxmunte KHOMKY O6HOBUTDb Ha CTpaHuvLLe ynpaBieHUsA OBHOB/IEHNSAMMN [1aBHOTO OKHa
NpuUAo>XKeHNA.

e BbibepuTe NyHKT OBHOBUTbL B KOHTEKCTHOM MEHIO MHAMKATOPa NPWUAOXKeHUs B 06a1acTu
yBeZOMAeHN pabouero crtoa.

e BoinonHute KOMaHAay:

S drweb-ctl update

3. Ecav owmrbka NOBTOPUTCS, BbINMOAHUTE YCTAHOBKY WM NepeyCcTaHOBKY NakeToB drweb-bases U
drweb-dws, NOCAE Yero BbIMNOJAHUTE OOHOB/IEHME.

4. Ecnu npeabiaylive Aencteus He nomornn, yaanute Dr.Web ans Linux uenvkom, nocie yero
yCTaHOBWTE ero NoBTOPHO.
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WHCTpyKUUKM No yCTaHOBKE M yAaNeHUIO NPOAYyKTa K ero KOMMOHEHTOB CM. B pa3jesiax YCTaHoBKa
Dr.Web ana Linux n Yaanedve Dr.\Web aas Linux.

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuweHune 06 ownbke  Hedonycmumelli LST-¢balin
Kop, owmn6ku x91

OnucaHue O6Hapy>XeHo, UTO HapyLleHa CTpyKTypa dalina, cofepkallero nepeyeHb
06HOBAEMbIX BUPYCHbIX 6a3.

YcTpaHeHue own6Ku:

1. O6HoBUTE BMpPYCHble Ha3bl NHOObIM U3 YKa3aHHbIX HMXe CNocoboB:

e Haxmunte KHOMKY O6HOBUTDb Ha CTpaHuvLLe ynpaBieHUsa OBHOB/IEHNSAMMN [1aBHOTO OKHa
NpuUAo>XKeHnA.

e BbibepuTe NyHKT OBHOBUTbL B KOHTEKCTHOM MEHIO MHAMKATOPa NPWUAOXKeHUs B 061actu
yBeZlOMAeHN pabouero crtoa.

e BoinonHute KOMaHAy:

S drweb-ctl update

2. Ecam owmbka noBTOPUTCS, MOMNPOBYNTE NepeycTaHOBUTL NakeT drweb-update.

3. Ecnv npegplaylive aeiicteus He nomorau, yaanute Dr.Web ans Linux uennkom, nocne yero
yCTaHOBWTE ero NOBTOPHO.

WHCTpyKUUmM No yCTaHOBKE M yAaNeHUIO NPOoAyKTa K ero KOMMOHEHTOB CM. B pa3jesiax YCTaHoBKa
Dr.Web ana Linux n YaaneHve Dr.\Web aasa Linux.

Ecnv yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuweHune 06 owmnbke  Hedonycmumelil cxxameil ¢oadin
Kop, owmn6ku x92

OnucaHue O6Hapy>XeHo, UTO HapyLleHa CTPYKTypa 3arpy>xeHHoro daiina,
cofepxkallero ObHOBEHMS.

YcTpaHeHue own6Ku:

1. O6HoBUTE BMpPYCHble Ha3bl NHOObIM U3 YKa3aHHbIX HMXe CNocoboB:

e Haxmunte KHOMKY O6HOBUTDb Ha CTpaHuvLe ynpaBieHUsA OBHOB/IEHNSAMMN [IaBHOTO OKHa
NpUNO>XKeHNA.

e BbibepuTe NyHKT OBHOBUTbL B KOHTEKCTHOM MEHIO MHAMKATOPa NPWUAOXKeHUs B 06a1actu
yBeZlOMAeHN pabouero crtoa.

e BoinonHute KOMaHAy:

S drweb-ctl update
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Ecnm yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLNOKMN.

CoobuieHne 06 ownbke  Owubka aymeHmugukayuu Ha Npokcu-cepsepe
Kop, owmn6ku x93

OnucaHue He ynanocb NoAKNHOUMTLCS K cepBepaM OBHOBAEHWI Yepes NMPOKCK-
CcepBep, 3af,aHHbIN B HAaCTPOMKaX.

YcrpaHeHue ownbku:

1. MNpoBepbTe NPaBUNLHOCTL NapaMeTPOB MOAKAOUEHNS K MPOKCU-CepBepY (3aatoTca B NapaMeTpe ¢
MMeHeM Proxy B cekuun [Update] ¢aitna koHpurypaumm). Npu Heo6XOANMOCTU CMeHUTe
MCNOb3yeMbIi MPOKCU-CEPBEP MW OTKaXXMTECh OT UCMOJIb30BaHWA NPOKCU-cepBepa.

,U,J'IFI NpPoCMOTpPa 1 3a4aHnA NapaMeTpoB NOAKAHOYEHUNA nepe|7|p,|/|Te Ha CTpaHULy OCHOBHbIX
HaCTPOEK.
Tak>Kke Bbl MOXeTe BOCMO/1b30BaTbCs KOMaHAamMu yTUAnTbl ynpasaeHna U3 KOMaH,CI,HOI;I CTPOKW.

o ,U,J'IFI NPOCMOTpPa TeKyLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

S drweb-ctl cfshow Update.Proxy

e [lna yCTaHOBKW HOBOrO 3HauYeHWa napamMeTpa BBejuTe KOMaHAy:
# drweb-ctl cfset Update.Proxy <HO8ble hapamempeol>

e [1ns cbpoca 3HaYeHWs NapaMeTpa B 3HaY€HVe MO YMOYaHUIO BBEAUTE KOMaHAY:
# drweb-ctl cfset Update.Proxy -r

2. O6HoBMWTe BUPYCHble 6a3bl 1H0OLIM 13 yKa3aHHbIX HUXe CnoCcoboB:

e Haxmunte KHOMKY O6HOBUTDb Ha CTpaHuvLe ynpaBieHUsA OBHOB/IEHNSAMMN [IaBHOTO OKHa
NpUNO>XKeHNA.

e BbibepuTe NyHKT OBHOBUTbL B KOHTEKCTHOM MEHIO MHAMKATOPa NPWUAOXKeHUs B 06a1actu
yBeZOMAeHN pabouero crtona.

e BoinonHute KOMaHAay:

S drweb-ctl update

Ecnvm yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 ownbke  Hem docmynHeix cepsepos 0b6Hos/1eHULl
Kop, owmn6ku x94
OnucaHue He ynanocb NOAKNHOUMTLCS HU K OLHOMY U3 CepBEPOB OOHOBEHWIA.

YcrpaHeHue ownbku:

PyKOBOACTBO noJsib3oBarena
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1. I'IpOBepre AOCTYNMHOCTb CETU N NCNpPaBbTe MNMpPU HeO6XO,£I,I/IMOCTI/I ceTeBble HaCTpOI?IKI/I.

2. Ecnum pocTyn K ceTv BO3MOXEH TOJIbKO Uepes NPoKCU-CepBep, 3ajaiiTe NapaMeTpbl MOAKIHOUEHUS K
npoKcu-cepBepy (onpesenstoTcs B NapaMeTpe C UMeHeM Proxy B cekuun [Update] daiina
KoHUrypauwmm). Mpn HeobXOAMMOCTUN CMEHUTE UCMOJb3YeMbIA MPOKCU-CEPBEP UM OTKAXMUTECh OT
MCMOb30BaHWsA NMPOKCU-cepBepa.

,U,J'IFI NpPOoCMOTpPa 1 3a4aHnA NapaMeTpoB NOAKAHOYEHUNA nepe|7|p,|/|Te Ha CTpaHULy OCHOBHbIX
HaCTPOEK.
Tak>Kke Bbl MOXeTe BOCMO/1b30BaTbCs KOMaHAamMu yTUAnTbl ynpasaeHna U3 KOMaH,CI,HOI;I CTPOKW.

° ,U,J'IFI NPOCMOTpPa TeKyLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

$ drweb-ctl cfshow Update.Proxy
e [Ina yCTaHOBKW HOBOrO 3HayYeHWa napamMeTpa BBejuTe KOMaHAY:
# drweb-ctl cfset Update.Proxy <HO8ble hapamempeol>

e [lna cbpoca 3HaveHWA NapaMeTpa B 3HaYeHWe MO YMONUYaHWIO BBeAUTE KOMaHAY:

# drweb-ctl cfset Update.Proxy -r

3. Ecam napameTpbl ceTeBOro NOAKAOUEHWS (B TOM YMCae — UCMONb3YyeMOro MPoKCU-cepBepa)
npaBubHble, @ OLIMOKa MPOUCXOAMNT, ybeanTech B TOM, UTO Bbl MCMOJIb3yeTe JOCTYMHbIN CINCOK
cepBepoB 06HOBAEHMS. [TepeydeHb NCMOIb3yeMbIX CepBepOB OOHOBNEHMA yKa3biBaeTcs B
napameTpax Bua *DrlPath B cekuun [Update] daiina koHpurypaummn. Obpatute BHUMaHWe, YTO
ecnn napaMeTpbl BuAa *CustomDrlPath yKkasbiBatoT Ha CyLLEeCTBYIOLWMIA KOPPEKTHbIV dain cnmcka
CepBepOB, TO yKa3aHHble TaM cepBepbl ByAyT NCMONb30BaTLCA BMECTO CEPBEPOB CTaHAAPTHOM 30HbI
0bHOBNEHNA (3HaYeHMe, yKazaHHOe B COOTBETCTBYIOLLIEM NapameTpe *DrlPath, UrHopupyeTcs).

,U,J'IFI NpPOCMOTpPa 1 3a4aHnA NapaMeTpoB NOAKNHOYEHNA Bbl MOXETE BOCMNOJ/1b30BATbCA KOMaHAaMMU
YTUAUTBI yNpaBieHUA U3 KOMaHAHOI\/II CTPOKW.

[ns npocmoTpa TekyLlero 3HayeHUs napameTpa Beeaute KoMaHay (< *DrlPath> Hy>HO 3aMeHUTb Ha
MMs KOHKPETHOTro napameTpa. Ecam nmsa napamerpa HeEM3BECTHO, MPOCMOTPUTE 3HAYEHME BCEX
rnapameTpoB B CeKLMK, OMYCTMB YacTb KOMaHAbI, 3aK/JOUEHHYHO B KBaZpaTHble CKOOKM):

$ <%CTL_MODULES%> cfshow Update [.<*DrlPath>]

[na ycTaHOBKM HOBOTO 3HaueHWsA NapameTpa BBeauTe KoMaHay (< *DrlPath> Hy>XHO 3aMeHWTb Ha
MMA KOHKPETHOro napameTpa):

# <%CTL_MODULE$> cfset <$UPDATE_ SECTIONS%>.<*DrlPath> <Hosblli nyme>

[na cbpoca 3HaueHNa napameTpa B 3HaYeHMe Mo yMOAYaHWIO BBeAUTE KoMaHay (< *DrlPath>
HY>XHO 3aMeHWUTb Ha UMA KOHKPETHOro napameTpa):

# <$CTL_MODULE$> cfset <%UPDATE SECTION%>.<*DrlPath> -t

4. O6HoBUTe BUPYCHble Ha3bl NHOOLIM 13 YKa3aHHbIX HMXe CNocoboB:

e Haxmunte KHOMKY O6HOBUTDb Ha CTpaHuvLe ynpaBieHUsa OBHOB/IEHNSAMMN [1aBHOTO OKHa
NnpuUAo>XKeHnA.

PyKOBOACTBO noJsib3oBarena
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e BribepuTe NyHKT OBHOBUTbL B KOHTEKCTHOM MEHIO MHAMKATOPa NPWUAOXKeHUs B 06a1actu
yBeZOMAeHN pabouero crtona.

e BoinonHute KOMaHAy:

S drweb-ctl update

Ecnm yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHune 06 ownbke  Hedonycmumelili popmam karodesozo ghating
Kop, owmn6ku %95
OnucaHue HapyweH dopmat karoueBoro darina.

YcrpaHeHue ownbku:

1. MNpoBepbTe Hannuyme KaOYeBOro Gaiina 1 NPaBUALHOCTU NyTK K HeMmy. [TyTb K kntoueBomy darny
3afaeTca B NapameTpe KeyPath B cekuun [Root] daina koHdurypaumm.

,ﬂ,flﬂ NPOCMOTpPa napamMmeTpoB JNUEH3NN N 3a4aHNA MTYTU K KTHOYEBOMY c|>a|7u1y rlepe|7|,c|,|/|Te Ha
CTpaHuLy MeHep,>Kepa J'II/ILI,eHBI/II‘/II [JIaBHOIO OKHa NPUAO>XKeHWA.

Tak>Kke Bbl MOXeTe BOCMO/1b30BaTbCs KOMaHAamMu yTUAnTbl ynpasaeHna U3 KOMaH,CI,HOI?I CTPOKW.

o ,ﬂ,flﬂ NPOCMOTpPa TeKyLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

S drweb-ctl cfshow Root.KeyPath
e [1na yCTaHOBKW HOBOrO 3HauYeHWa napamMeTpa BBejuTe KOMaHAY:
# drweb-ctl cfset Root.KeyPath <nyme k cpaliny>

e [lna cbpoca 3HaveHMA NapaMeTpa B 3HaYeHWe MO YMONUYaHWIO BBeAUTE KOMaHAY:

# drweb-ctl cfset Root.KeyPath -r

2. Ecnmny Bac oTCcyTCTBYET KAOUEBOMW (aii, MW UCMO/b3yeMblid KIHoYeBOW dain noBpexaeH,
npuobpetute n yctaHosute ero. OnncaHve Kao4eBoro gaina, cnocobbl NprobpeTeHns u
YCTaHOBKWM OMMcaHbl B pasgene JInLeH3npoBaHme.

3. ,ﬂ,flﬂ YCTaHOBKW/ MMeERLLeroca y Bac Kno4eBoro q>a|7|na Bbl MO>XeTe BOCNOJIb30BaTbCA MeHeQ)KeQOM

JNLIEH3UN.

4. TMapameTpbl TEKYLLEN NNLEH3NM Bbl TaKXKe MOXETE NPOCMOTPETb B IMYHOM kabuHeTe Moia Dr.Web
no ccbiake https://support.drweb.com/get+cabinet+link/.

Ecnvm yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 owmnbke  Cpok delicmsus uyeH3uu ucmek
Kop, owmn6ku x96

OnucaHue Cpok AencTBMsA UMEIOLLENCS Y Bac NNLEH3UU NCTEK.

PyKOBOACTBO noJsib3oBarena
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YcTpaHeHue own6Ku:

1. MNprobpeTnTe HOBYHO NNLLEH3UIO 1 YCTaHOBWTE NMONYYeHHbIN katoueBon daiin. Cnocobbl
nprobpeTeHna NLLEH3UN 1 YCTaHOBKMN KNtOUeBOro daina onucaHsl B pasgene JlvueH3vpoBaHme.

2. ,U,J'IFI YCTaHOBKMN I'IpI/IO6peTEHHOFO K1Ho4eBoro c|>a|7u1a Bbl MO>XeTe BOCMNOJIb30BaTbCA MeHeg,)KeQOM

JNLIEH3UN.

3. MapameTpbl TekyLLel MLLEH3MN Bbl TaKXKE MOXETe NPOCMOTPETb B IMUHOM KabuHeTe Mo Dr.Web
no ccbiake https://support.drweb.com/get+cabinet+link/.

Ecnm yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuweHune 06 owmnbke  Vcmek malim-aym cemesoli onepayuu
Kop, owmn6ku x97
OnucahHne

YcTpaHeHue own6Ku:

1. I'IpOBepre AOCTYNMHOCTb CETU U MPaBWJIbHOCTb CETEBbLIX HACTPOEK. |_|pl/l HeO6XO,£I,I/IMOCTI/I ncnpaebTe
ceTeBble HaCTpOI‘/IIKI/I M NOBTOpPUTE onepauuto.

2. Ecav owmnbka BO3HMKAET npun nonyyvyeHunmn O6HOBJ'I€HI/II7I, TO AOMONHUTE/IbHO NPOBEPbLTE MNaPaMETPbI
MCrnoJib30BaHMA NPOKCU-CepBepa, Npu HeO6XO,£I,I/IMOCTI/I cMeHuTe MCHOﬂb3yEMbIVI NPOKCN-CeEPBEP
NN OTKa>XNTeCb OT €ro NCnoJib30BaHUA.

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuweHune 06 owmnbke  Hedonycmumas KOHMPOALHAS CyMMA
Kop, owmn6ku x98

OnucaHue O6Hapy>KeHO, UTO HapyLleHa KOHTPOJIbHas CyMMa 3arpy>keHHoro daina,
cofepykallero 0bHOBEHMS.

YcTpaHeHue own6Ku:
1. BbiNoaHWTE O6HOBAEHWE MOBTOPHO Yepe3 HEKOTOPOe BpeMs JIHoObIM U3 yKa3aHHbIX HUXKe
CnocoboB:

e Haxmunte KHOMKY O6HOBUTDb Ha CTpaHuvLLe ynpaBieHUsa OBHOB/IEHNSAMMN [1aBHOTO OKHa
NpuUAo>XKeHnA.

e BbibepuTe NyHKT OBHOBUTbL B KOHTEKCTHOM MEHIO MHAMKATOPa NPWUAOXKeHUs B 0b6a1actu
yBeZlOMAeHN pabouero croa.

e BoinonHute KOMaHAy:

S drweb-ctl update

Ecnvm yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

PyKOBOACTBO noJsib3oBarena
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CoobuieHne 06 ownbke  Hedonycmumelli OeMoHCMpayuoHHbIU karodesol ¢galin
Kop, owmn6ku x99
OnucaHue Vicnonb3yemblil A@MOHCTPALMOHHbIV KAHOUEBON Galrin HeAencTBUTENEH

(HanpuMep, OH Bbli NOAYYEH AN APYroro KOMMbroTepa).

YcrpaHeHue ownbku:

1. 3anpocuTe HOBbIN AEMOHCTPaLMOHHBIV Nepuos 414 AaHHOTO KOMMbIOTEPa, WK npuobpetute
HOBYIO INLIEH3MIO M YCTaHOBUTE MONYYEHHbIN KatoueBoit ¢arn. Cnocobbl NprobpeTeHns AnLeH3nN
M YCTaHOBKM K/ItOUEBOro daiina onvcaHbl B pasgene JInLeH3npoBaHue.

2. ,ﬂ,.l'lﬂ YCTaHOBKMN I'IpI/IO6peTEHHOFO K1Ho4eBoro c|>a|7u1a Bbl MO>XeTe BOCMOJIb30BaTbCA MeHeg,)KeQOM

JNLLEH3UN.

3. MapameTpbl TekyLLel IMLLEH3MN Bbl TaKXKE MOXETe NPOCMOTPETb B IMUHOM KabuHeTe Mow Dr.Web
no ccbiake https://support.drweb.com/get+cabinet+link/.

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 ownbke  JluyeH3uoHHsIl KaroYesol galin 3abiokuposaH
Kopa, owimn6ku x100

OnucaHue Vicnonb3lyemas Bamu nnLeH3ns bblia 3abaokmpoBaHa (BO3MOXHO,
HapyLUeHbl YCNOBUSA TNLLEH3VOHHOMO COralleHns Ha UCMoIb30BaHue
nporpamMmHoro npoaykta Dr.Web).

YcrpaHeHue ownbku:

1. MNprobpeTnTe HOBYHO NNLLEH3UIO 1 YCTaHOBWTE NMONYUYeHHbIN katoueBon daiin. Cnocobbl
nprobpeTeHna NLLEH3UN 1N YCTaHOBKMN KAtOUeBOro daina onucaHsl B pasgene JlvueH3vpoBaHme.

2. ,ﬂ,.l'lﬂ YCTaHOBKMN I'IpI/IO6peTEHHOFO K1Ho4eBoro c|>a|7u1a Bbl MO>XeTe BOCMNOJIb30BaTbCA MeHeg,)KeQOM

JNLIEH3UN.

3. MapameTpbl TekyLLel IMLLEH3MN Bbl TaKXKE MOXETe NPOCMOTPETb B IMUHOM KabuHeTe Mow Dr.Web
no ccbiake https://support.drweb.com/get+cabinet+link/.

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHD MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 ownbke  Hedonycmumas auyeH3sus

Kop, owimn6ku x101

OnucaHune Vicnosnb3yemas Bamun NMLEH3NS NpejHa3HaueHa Aas 4pYroro
NPOrPaMMHOrO MNPOAYKTa WU HE COAEPXKUT HEOOXOANMbIX paspeLleHnii

415 paboTbl KOMMOHEHTOB YCTAHOBJIEHHOTO Y BaC MPOAYKTa.

YcrpaHeHue ownbku:

PyKOBOACTBO noJsib3oBarena
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1. MNprobpeTnTe HOBYHO NNLLEH3UIO 1 YCTaHOBUTE NMONYUYEHHbIN kKatoueBon daiin. Cnocobsl
NprobpeTeHNa INLLEH3UN 1 YCTAHOBKMN KNtOUeBOro daina onucaHsl B pasgene JlvueH3vpoBaHme.

2. ,U,J'IFI YCTaHOBKMN I'IpI/IO6peT6HHOFO K1Ho4eBoro c|>a|7u1a Bbl MO>XeTe BOCMOJIb30BaTbCA MeHeg,)KeQOM

JNLIEH3UN.

3. MapameTpbl TekyLLel IMLLEH3MN Bbl TaKXKE MOXETe NPOCMOTPETb B IMUHOM KabuHeTe Mow Dr.Web
no ccbiake https://support.drweb.com/get+cabinet+link/.

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 ownbke  Hedonycmumas koHueypayus
Kop, owmn6ku x102

OnucaHue HekoTopbIi KOMMOHEHT NPOrPaMMHOIO KOMTIEKCA HE MOXeT
bYHKLMOHNPOBAaTh 13-3a HEMPaBUbHbIX HACTPOEK KOHUIypaLuuu.

YcrpaHeHue ownbku:

1. Ecav nmsa KOMMOHEHTa, Bbi3BaBLUErO OLIJI/I6Ky, HEN3BECTHO, NMonbITanTecb ero onpeaenTb,
O3HAaKOMUBLLUNCb C COAEPXKMMbBIM XXypHaJa.

2. Ecam owwmbka Bbi3aBaHa kommnoHeHTOM SplDer Guard, To ckopee Bcero 3aszaH cnocob paboTbl
KOMMOHEHTa, KOTOPbIA He NoAAepP>XNBaAETCA OnepaLMoHHON cMCTeMON. [poBepbTe YCTaHOBJ/IEHHbIN
pexxum paboTbl KOMMOHEHTa U NPU HEOBXOAMMOCTM UCMpPaBbTe ero, ykasas 3HaveHne AUTO
(napameTp Mode B cekuun [LinuxSpider] ¢aina koHduUrypawumm).

,U,J'IFI NpPoCMOTpPa 1 ncnpasiaeHna pexmma pa6OTbI Bbl MO>XeTe BOCMNOJIb30BaTbCA KOMaHAaAMM
YTUANTBI yNpaBieHUNA U3 KOMaHAHOI‘/II CTPOKW.

e [1na yCcTaHOBKW 3HayeHns AUTO BBeAMTE KOMaHAy
# drweb-ctl cfset LinuxSpider.Mode AUTO
e [1ns cbpoca 3HaYeHWs NapaMeTpa B 3HaY€HME MO YMOJYaHUIO BBEAUTE KOMaHAY

# drweb-ctl cfset LinuxSpider.Mode -r

Ecam owmbka NOBTOPUTCSH, BbINOJHUTE PYYHYHO COOPKY 1 YCTaHOBKY 3arpy>aemMoro Moayns sapa
Aana KoMmnoHeHTa SplDer Guard.

ObpaTtunTe BHUMaHWe, YTo paboTa komroHeHTa SplDer Guard u 3arpy>kaemoro
MOZYAs AApa rapaHTUPYeTCs TONbKO B TOM C/lydae, ecau ucrnonblyemas Bamm OC
BXOAMT B CMNUCOK MPOTECTUPOBaHHbIX ANCTPMOYTMBOB Linux (cM. pa3gen CucteMHble

TpeboBaHus).

3. Ecam owwmbka BbI3BaHa komrnoHeHToM SplDer Gate, To ckopee Bcero HabaroAaeTcs KOHGAUKT C
apyrum 6paHamayspom. Hanpumep, nssectHo, uto SplDer Gate kKoH®AMKTYEeT ¢ BpaHAMay3poM
FirewallD B OC Fedora, CentOS, Red Hat Enterprise Linux (npv kaxzom nepesanycke FirewallD
NOpTWT NpaBuaa MapLIpyTM3aLum Tpaduka, 3asaBaemsle SplDer Gate). Ins ycTpaHeHus owmnbkm
nepesarpysuTe NPOrpaMMHbIA KOMMIEKC, BbIMOJHUB KOMaHay

# service drweb-configd restart

PyKOBOACTBO noJsib3oBarena
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# drweb-ctl reload

@ ObpatnTe BHMMaHMe, YTO ecin He 3anpetuTb paboty FirewallD, ykasaHHas owwnbka

: SplDer Gate MoxeT NOBTOPATLCA Npu Kaxkaom nepesanycke FirewallD, B Tom uncne —
npu nepesanycke OC. Bbl MOXeTe ycTpaHUTb faHHYto olwmnbky, oTkatoums FirewallD
(obpatutech k pykoBoactay FirewallD B coctaBe pykoBogactsa no Batein OC).

4. Ecnv owwnbka Bbi3BaHa APYrvM KOMMOHEHTOM, TO MONpobyiTe cOpOCUTL HACTPOMKN KOMMOHEHTa B
3HaYeHWUA Mo YyMOAYaHWIO NH06bIM YA06HBIM ANA Bac CNocoboMm:

e [Mpun nomown komaHz drweb-ctl cf£show n drweb-ctl cfset.
o OTpesakTMpoBaB BPy4YHyr dain KOHGUIypaLuy, yaaave BCe NapaMeTpbl U3 CEKLMM KOMMOHEHTA.

5. Ecav npeablgyine warn He moMoraun, nonpobyiite cOpPOCUTL HAaCTPOWKM NPOrpaMMHOro Komraekca
B 3HAYEHMA MO YMONYAHWIO.

[ns 3Toro ounctute cogepxxmmoe daina /etc/opt/drweb.com/drweb.ini (Npu 3TOM
peKoMeHAyeTCs BbIMOJAHUTL COXPaHEHWE pe3epBHOM Konuu daiina KoHPUrypauum), Hanpumep,
BbIMOJIHVMB KOMaHAbI:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ouncTkn daiina KOHPUrypaLmm nepesanycrmte NPOrpaMMHbIi KOMMAEKC, BbIMOJHUB KOMaHAY

# service drweb-configd restart

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 ownbke  Hedonycmumelili ucnoaHaemsil gadin
Kop, owmn6ku x104

OnucaHue He 3anyckaeTcs HEKOTOPbI KOMMOHEHT NMPOrPaMMHOIO KOMIIEKC,
MOTOMY UTO HEMPaBWILHO yKa3aH MyTb K ero UCMosHAeMOMY daiiay nim
cogepxxvmoe dainna ncnopyeHo.

YcrpaHeHue ownbku:

1. Ecav nmMsa KOMMOHEHTa, Bbi3BaBLUErO OLIJI/I6Ky, HEN3BECTHO, nonbITanTecb ero onpeaenTb,
O3HAaKOMUBLLUNCb C COAEPXKMMbBIM XXypHaJa.

2. lpoBepbTe 3HaveHWe NYTW K UCMONHAEMOMY dally KOMMOHEHTa B KOHGUrypaLMm NnporpaMmmMHoOro
Komnaekca (napametp ExePath B ceKLMn KOMMNOHEHTa), BbIMOAHMB KOMaHAY (3aMeHuTe <cekyus
KOMNOHeHmMa> Ha Ha3BaHWe COOTBETCTBYIOLLeW cekuunm paina koHdurypawmm)

S drweb-ctl cfshow <cekyus kKOMNoHeHMa> .ExePath

3. TMonpobyite c6pOCKTL NYTb B 3HaUEHME MO YMOJYAHMIO, BbINMOAHVB KOMaHAY (3aMeHuTe <cekyus
KOMNOHeHmMa> Ha Ha3BaHWe COOTBETCTBYIOLLeW cekuum paina koHdurypawmm)

PyKOBOACTBO noJsib3oBarena
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# drweb-ctl cfset <cekyud KOMNoHeHmMa> .ExePath -r

4. Ecan npeabiayuine warm He nomMmornu, r|or|po6y|7|Te nepeyCcraHoOBNTb NakeT COOTBETCTBYHOLLETrO
KOMIOHEHTa.

e drweb-filecheck, ecn NOBpexXAeH UCNONHAEMbIN dalin KomnoHeHTa CkaHep.
e drweb-spider, ecan noBpexaeH ucnosHaemoln epaiin SplDer Guard.

e drweb-gated, ecm noBpexzaeH ncnonHaemslin daiin SplDer Gate.

e drweb-update, eCn NOBpPeEXAEH UCNONHAEMbIA daiin KoMnoHeHTa OBHOBAEHMS.

5. Ecam owmnbka NOBTOPUTCA, AN €C/IN Bbl HE MOXXETe ONpeaesinTb, NCNONHSAEMbIN c|>a|7u1 Kakoro
KOMMNOHEeHTa NoBpexXaeH, yaannte Dr.Web Aand Linux LesIMKOM, nocie 4Yero ycraHoBuTe ero
NMOBTOPHO.

WHCTpyKUUKM No yCTaHOBKE M yAaNeHUIO NPOAyKTa K ero KOMMOHEHTOB CM. B pa3jesiax YCTaHoBKa
Dr.Web ana Linux n YaaneHve Dr.\Web aas Linux.

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 owmnbke  A0po Virus-Finding Engine HedocmynHo
Kop, owmn6ku x105

OnucaHue OTcyTCTBYET MAKN HegocTyneH dain aHTMBUPYCHOro sapa Dr.Web Virus-
Finding Engine (Tpebyetcs ana noncka yrpos).

YcrpaHeHue ownbku:

1. TpoBepbTe NpaBUALHOCTL NyTH K dhaliny aHTUBMpYcHoro aapa drweb32.dll v npu HeobxoammocTu
ncnpaebTe ero (napametp CoreEnginePath B cekumm [Root] daina KoHGUrypaumm).

,ﬂ,flﬂ NpPOoCMOTpPa 1 ncnpasaeHna Nyt Bbl MOXeETE BOCMNOJ/Ib30BaATbCA KOMaHAaAMU YTUNNTbI
ynpasJeHna 13 KOMaHAHOI‘/II CTPOKW.

o ,ﬂ,flﬂ NPOCMOTpPa TeKyLlero 3Ha4eHna napamMmeTpa BBeANTE KOMaHA4y

S drweb-ctl cfshow Root.CoreEnginePath
e [lna ycTaHOBKM HOBOIO 3Ha4YeHWA napameTpa BBeAUTE KOMaHAy
# drweb-ctl cfset Root.CoreEnginePath <HO86Il nyme>

e [1ns cbpoca 3HaYeHWs NapaMeTpa B 3HaY€HVe MO YMOJYaHUIO BBEAUTE KOMaHAY

# drweb-ctl cfset Root.CoreEnginePath -r

2. O6HoBMWTe BUPYCHble 6a3bl 1H0OLIM 13 yKa3aHHbIX HUXe CnoCcoboB:

e Haxmunte KHOMKY O6HOBUTDb Ha CTpaHuvLe ynpaBieHUsa OBHOB/IEHNSAMMN [1aBHOTO OKHa
NpUNO>XKeHNA.

e BbibepuTe NyHKT OBHOBUTbL B KOHTEKCTHOM MEHIO MHAMKATOPa NPWUAOXKeHUs B 06a1actu
yBeZlOMAeHN pabouero crtona.

e BoinonHute KOMaHAy:
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S drweb-ctl update

3. Ecav nytb rlpaB|/|anb||7| M olnbKa MoOBTOPUTCA Nocie obHOBEHUA BUPYCHbIX 6a3, rnepeycraHoBuTe
nakeT drweb-bases.

4. Ecnun npeabiaylive Aencteus He nomornn, yaanute Dr.Web ans Linux uenvkom, nocie yero
yCTaHOBUWTE ero NoBTOPHO.

WHCTpyKUUM No yCTaHOBKE M yAaNeHUIO NPOoAyKTa K ero KOMMOHEHTOB CM. B pa3jesiax YCTaHoBKa
Dr.Web ana Linux n YaaneHve Dr.\Web aas Linux.

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 ownbke  BupycHeie 6a3el omcymcmayrom
Kop, owmn6ku x106
OnucaHune O6Hapy>KeHo, UTO BUPYCHbIe Ha3bl OTCYTCTBYHOT.

YcrpaHeHue ownbku:

1. MNpoBepbTe NPaBUALHOCTb NMYTH K KaTasory BUPYCHbIX 6a3 1 Npu HeOBXOAMMOCTU UCNpaBbTe ero
(napameTp VirusBaseDir B cekuun [Root] ¢aina koHdurypaumm).

,ﬂ,flﬂ NpPOoCMOTpPa 1 ncnpasaeHna Nyt Bbl MOXeETE BOCMNOJ/Ib30BATbCA KOMaHAAMU YTUNNTbI
ynpasJeHna 13 KOMaHAHOI‘/II CTPOKW.

o ,ﬂ,flﬂ NPOCMOTpPa TeKyLLero 3Ha4eHna napamMeTpa BBeANTE KOMaHA4y

$ drweb-ctl cfshow Root.VirusBaseDir
e [lna ycTaHOBKM HOBOIO 3Ha4YeHWA napameTpa BBeAUTE KOMaHAy
# drweb-ctl cfset Root.VirusBaseDir <HO8bIl nyme>

e [1ns cbpoca 3HauYeHWs NapaMeTpa B 3HaY€HVe MO YMOJYaHUIO BBEAUTE KOMaHAY

# drweb-ctl cfset Root.VirusBaseDir -r

2. O6HoBMWTe BUPYCHble 6a3bl 1H0OLIM 13 yKa3aHHbIX HUXe CnocoboB:

e Haxmunte KHOMKY O6HOBUTDb Ha CTpaHuvLLe ynpaBieHUsA OBHOB/IEHNSAMMN [1aBHOTO OKHa
NpUAo>XKeHNA.

e BbibepuTe NyHKT OBHOBUTbL B KOHTEKCTHOM MEHIO MHAMKATOPa NPWUAOXKeHUs B 06a1actu
yBeZOMAeHN pabouero crtona.

e BoinonHute KOMaHAy:

S drweb-ctl update

3. Ecav owmbka NOBTOPUTCS, BbINOAHUTE OTAENbHYHO YCTaHOBKY MM NepeycTaHOBKY nakeTa drweb-
bases, COAEPKaLLEro aHTUBUPYCHOE AAPO U BUPYCHble 6a3bl.

4. Ecnun npeablaylive Aencteus He nomornn, yaanute Dr.Web ans Linux uenvkom, nocie yero
yCTaHOBUWTE ero NoBTOPHO.
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WHCTpyKUUKM No yCTaHOBKE M yAaNeHUIO NPOAYyKTa K ero KOMMOHEHTOB CM. B pa3jesiax YCTaHoBKa
Dr.Web ana Linux n Yaanedvne Dr.\Web ana Linux.

Ecan yCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKKY, COO6LLI|I/IB KOoA OLLNBKMN.

CoobuweHune 06 ownbke  [Ipoyecc 3asepuieH no cueHaIy
Koa, owmnbkn x107

OnucaHue KomMmnoHeHT 3aBepwunia CcBOHO pa60Ty (BO3MO)KHO, M3-3a NPOCTOA Uiun
BCneacTtBne KOMaHAbl I'IOJ'Ib3OBaTeJ'IFI).

YcTpaHeHue own6Ku:
1. Ecav BbinosHABLUAsACS onepauys He bblna 3aBepLUeHa, TO NMOBTOPUTE ee 3amnyck CHOBa. B npoTvBHOM
c/lyyae 3aBeplueHre paboTbl He ABASETCS OLLUMOKON.

2. ECcnv KOMMNOHEHT MOCTOSIHHO 3aBepLuUaeT cBOtO paboTy, nonpobyinte cOPOCUTL HAaCTPONKM
KOMMOHEHTa B 3HaYE€HWs MO YMOJAYaHWIO NH0ObIM YA0OHBIM ANs BaC Cnocobom:

e [1pn nomowm komaHz drweb-ctl cfshow 1 drweb-ctl cfset.

o OTpesakTMpoBaB BpyuHYyto dailn KoHdUrypaumm (yaanvme Bce NapamMeTpbl U3 CeKL MM
KOMMOHEHTA).

3. Ecav 3o He nomorno, nonpobyinTe cOPOCUTL HACTPOMKM NPOrPamMMHOro KOMMJIeKca B 3HaUeHUs Mo
YMOJTYaHWIO.

[nsa aToro ounctute cogepxmnmoe panna /etc/opt/drweb.com/drweb.ini (Npu 3TOM
peKkoMeHAyeTCs BbIMONHWUTL COXPaHeHne pe3epBHOM Konun daina KoHPUrypaumm), Hanprmep,
BbIMOJIHNB KOMaHZbI:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ouncTkn daina KoHOUrypaLmm nepesanycTute NPOrpaMMHbIN KOMIMIEKC, BbINOJHUB
KOMaHay:

# service drweb-configd restart

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKKY, COO6LLI|I/IB KOoZ4 OLLNBKMN.

CoobuweHune 06 ownbke HenpedsudeHHoe 3asepuieHue npoyecca
Koa, owmnbkn x108
OnucaHue KOMMOHeHT HeoXnAaHHO 3aBepLUna CBOO paboTy BCieacTBue cHos.

YcTpaHeHue own6Ku:

1. MonpobyriTe NOBTOPUTbL BbIMOAHABLUYHOCS OnepaLuio.

2. ECnv KOMMOHEHT MOCTOSIHHO aBapuWIHO 3aBepLUAeT CBO pPaboTy, Monpobyinte cOPOCUTbL HACTPOMKM
KOMMOHEHTa B 3HaYEHWs MO YMOJIYaHWIO N0ObIM YA0OHBIM ANs BaC Cnocobom:
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e [Mpun nomown komaHz drweb-ctl cf£show n drweb-ctl cfset.

e OTpepakTMpoBaB BpyUHY daiin KOHGUrypauum (y4anme Bce napameTpbl U3 CEKLMM
KOMMOHEHTA).

3. Ecam aTto He nomorno, nonpo6y|7|Te C6pOCI/ITb HaCTpOI‘/IIKI/I nporpaMMHOro KomMrijiekca B 3Ha4eHusa no
YMOHYaHUHO.

[ns 3Toro ounctute cogepxxmmoe daina /etc/opt/drweb.com/drweb. ini (Npu 3TOM
peKoMeHAyeTCs BbIMOJAHUTL COXPaHEHWE pe3epBHOM Konuu daiina KoHPUrypauum), Hanpumep,
BbIMOJIHVMB KOMaHAbI:

# cp /etc/opt/drweb.com/drweb.ini /etc/opt/drweb.com/drweb.ini.save
# echo "" > /etc/opt/drweb.com/drweb.ini

Mocne ouncTkn daitna KOHPUrypaLmm nepesanycTute NPOrpaMMHbIi KOMMAEKC, BbINOJHUB
KOMaHzy:

# service drweb-configd restart

4. Ecnm owmnbka noBTOPUTCA Noce cOpoca HAaCTPOeK NPOrpamMMHOro KOMmaekca, nonpobyite
nepeyCcTaHOBWTb MakeT KOMMOHEHTa.

5. Ecnv npeablaylive ferictBus He nomorau, yaanaute Dr.Web ans Linux uenankom, nocne yero
yCTaHOBUWTE ero NoBTOPHO.

WHCTpyKUUKM No yCTaHOBKE M yAaNeHUIO NPOAYyKTa K ero KOMMOHEHTOB CM. B pa3jesiax YCTaHoBKa
Dr.Web ana Linux n Yaanedvne Dr.\Web ana Linux.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TeEXHNYECKYHO NOAAEPXKKY, COO6LLI|I/IB KOoZ4 OLLNBKMN.

CoobueHune 06 ownbke  Ob6HapyxxeHo Hecoemecmumoe 10
Koa, owmnbkn x109

OnucaHue KOMMOHeHT nporpaMMHOro KoMmnaekca He MoXeT GyHKLIMOHUPOBaTb,
MOCKO/IbKY OBHapy>KeHO NporpaMmmHoe obecrnevyeHune, NPensTcTByoLLe
€ro KOppeKTHoW paborTe.

YcTpaHeHue own6Ku:

1. Ecam owwmbka BbI3BaHa koMnoHeHTOM SplDer Gate, To0 ckopee Bcero npobsema B TOM, UTO B CUCTEME
NpUCyTCTBYET NporpammHoe obecneyeHre, bopmumpyrollee ans cmctemMHoro 6paHamayspa NetFilter
npaBuia, NPenaTcTBytoL e KOppekTHOW paboTe SplDer Gate. Hanpumep, 3710 MOXeT 6bITb
Shorewall nan SuseFirewall2 (8 OC SUSE Linux). OcHoBHas npuunHa koHpankTa SplDer Gate ¢
APYrVIMU MPUNOXKEHMAMMU, HACTPaMBaOLLMMK cUCTEMHbIV 6paHamayap NetFilter, B Tom, uto OHM
nepuoAMYEeCcKN BbIMOAHAOT NPOBEPKY LIeNOCTHOCTM 3a@aHHOW UMW CUCTEMbI MPaBuUa U
nepesanuncbiBatoT ee.

Hactpowite koH®ANKTYtOLWEe NporpaMmMHoe obecrneyeHre TakuM 06pa3oM, UToObl OHO He MeLlano
pabote SplDer Gate. Ecnv He yaaeTca HacTPpOUTb KOHGAMKTYHOLLLEE MPUNOXKEHME TakuM 0Bpa3om,
yTO6bI OHO He Mewwasno paboTe SplDer Gate, OTKAOUMTE 3TO NPUIOXKEHNE C 3aNPETOM ero 3anycka
npwn nocneaytowmx 3arpyskax OC. MpunoxeHne SuseFirewall2 (8 OC SUSE Linux) Mo>XHO
nonbITaTbCA HACTPOUTL CeAyroL MM 0bpa3om:

PyKOBOACTBO noJsib3oBarena

201



A
)
-\ﬂ

Mpwunoxxenus

AT
‘go

1) OtkpomnTe dpaiin koHpurypaumm SuseFirewall2 (no ymonuanuto ato
dann /etc/sysconfig/SuSEfirewall?).

2) Hawnpgute B darine 610K TekcTa:

Type: yesno

Install NOTRACK target for interface lo in the raw table. Doing so
speeds up packet processing on the loopback interface. This breaks

certain firewall setups that need to e.g. redirect outgoing
packets via custom rules on the local machine.

#
#
#
#
#
#
#
#

Defaults to "yes" if not set

FW_LO_NOTRACK=""

3) YcraHoBuTe 3HaueHVe napameTpa B "no'":

FW_LO_NOTRACK="no"

4) TMepezanycTnte SuseFirewall2, BbINOAHNB KOMaHAY:

# rcSuSEfirewall2 restart

ObpaTtnte BHUMaHWe, YTo eciv B HacTpolikax SuseFirewall2 napametp

FW_LO NOTRACK OTCYTCTBYET, TO A/l yCTPAHEHUA KOHPAVKTa HEO6XOANMO
OTKJIKOUUTB MPUJIOXKEHWE C 3arNpPeToM ero 3anycka npu nocaeayroLumx 3arpyskax OC
(HanpwMep, 310 Heobxoammo caenatb B OC SUSE Linux Enterprise Server 11).

5) Tlocne nameHeHnsa HaCTPOeK UAN OTKIKOUEHNSA KOHOAMKTYIOLLEro NPpUIOXeHMa nepesanycrure
SpIDer Gate (oTkntOUMTE, @ 3aTEM BKIHOUMTE €70 Ha COOTBETCTBYHOLLLEN CTPAHMLLE).

2. Ecnv owwbka BbI3BaHa APYrvM KOMMOHEHTOM, TO OTKIHOUYUTE UKW MePeHacTponTe KOHGIMKTYOLLee
nporpamMmmHoe obecrneyeHne Takum 06pasom, UTobbl OHO He Mewwano pabote Dr.Web ans Linux.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTca, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKKY, COO6LLI|I/IB KOoZ4 OLLNBKMN.

CoobuweHune 06 ownbke  Hedonycmumas 6ubnuomeka VadeRetro
Koa, owmnbkn x110

OnucaHune OTcyTCTBYET, HEAOCTYMNEH UK UCNOopYUeH dain aHTMCnam-6nbanoTtekn
VadeRetro (TpebyeTcs npu npoBepke 3NeKTPOHHOM NOYThI).

YcTpaHeHue own6Ku:

1. TpoBepbTe NPaBUALHOCTb NyTU K Gariny bubanotekn vaderetro.so 1 npu HeOBXOANMOCTM
ncnpasbTe ero (NnapameTp VaderetroLibPath B cekumm [Root] daisia KOHPUrypaumm).

[ns npocmoTpa 1 ucnpasieHns NyTy Bbl MOXeTe BOCMOJ/Ib30BaTbCs KOMaHAaMy yTUAUTBI
ynpaB/ieHVs U3 KOMaHAHOW CTPOKM.

e [lns npocMOTpa TekyLLero 3HauyeHWs napaMeTpa BBEAWTE KOMaHAy
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S drweb-ctl cfshow Root.VaderetroLibPath
e /1A yCTaHOBKW HOBOrO 3Ha4YeHusa napameTpa BBegnTe KOMaHAay
# drweb-ctl cfset Root.VaderetroLibPath <HO86Il nyme>

e [1ns cbpoca 3HaYeHWs NapaMeTpa B 3HaY€HVe MO YMOJYaHUIO BBEAUTE KOMaHAY

# drweb-ctl cfset Root.VaderetroLibPath -r

2. O6HoBMWTe BUPYCHble 6a3bl 1H0OLIM 13 yKa3aHHbIX HUXe CnoCcoboB:

e Haxmunte KHOMKY O6HOBUTDb Ha CTpaHuvLLe ynpaBieHUsa OBHOB/IEHNSAMMN [1aBHOTO OKHa
NpuUAo>XKeHnA.

e BbibepuTe NyHKT OBHOBUTbL B KOHTEKCTHOM MEHIO MHAMKATOPa NPWUAOXKeHUs B 06a1actu
yBeZOMAeHN pabouero crtona.

e BoinonHute KOMaHAy:

S drweb-ctl update

3. Ecam nyTb NpaBuabHBbIA 1 OWMOKa MOBTOPUTCA NoC/ie OBGHOBAEHUA BUPYCHbIX a3, nepeycTtaHoBUTE
naket drweb-maild.

4. Ecnu npeablaylive Aencteus He nomornn, yaanute Dr.Web ans Linux uenvkom, nocie vero
yCTaHOBUWTE ero NoBTOPHO.

WHCTpyKUUKM No yCTaHOBKE M yAaNeHUIO NPOAYyKTa U ero KOMMOHEHTOB CM. B pa3jesiax YCTaHoBKa
Dr.Web ana Linux n Yaanedvne Dr.\Web ana Linux.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKKY, COO6LLI,I/IB KOoZ4 OLLNBKMN.

CoobueHune 06 ownbke  baswl kamezopuli 8eb-pecypcos omcymcmayrom
Koa, owmnbkn x112
OnucaHue O6Hapy>eHo, 4To ba3bl kKaTeropuii Beb6-pecypcoB OTCYTCTBYHOT.

YcTpaHeHue own6Ku:

1. TpoBepbTe NPaBUALHOCTb NYTH K KaTasory H6asbl JaHHbIX KaTeropuin Beb6-pecypcoB 1 npu
HeobXxoAMMOCTHM UCnpaBbTe ero (napameTp DwsDir B cekuum [Root] danna koHdurypaumm).

e [lns npocMoTpa v UCMpaBAeHNs NMyTU Bbl MOXKETE BOCMO/1b30BaTbCs KOMaHAAMU YTUANTbI
ynpas/ieHVs U3 KOMaHAHOW CTPOKM.

[ns npocmoTpa TekyLLero 3HayeHns napamMeTpa BBegMTe KOMaHay

$ drweb-ctl cfshow Root.DwsDir
[na ycTaHOBKM HOBOrO 3HayeHMA napameTpa BBeAuTe KOMaHAay
# drweb-ctl cfset Root.DwsDir <HO8bIlU nyms>

[Ans cbpoca 3HaueHUs napameTpa B 3HaYEHME MO YMOJNUaHWIO BBEAUTE KOMaHAY
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# drweb-ctl cfset Root.DwsDir -r

2. O6HoBMWTe BUPYCHble 6a3bl 1H0OLIM 13 yKa3aHHbIX HUXe CnoCcoboB:

e Haxmunte KHOMKY O6HOBUTDb Ha CTpaHuvLLe ynpaBieHUsa OBHOB/IEHNSAMMN [1aBHOTO OKHa
NpuUAo>XKeHnA.

e BribepuTe NyHKT OBHOBUTbL B KOHTEKCTHOM MEHIO MHAMKATOPa NPWUAOXKeHUs B 06a1actu
yBeZOMAeHN pabouero crtona.

e BoinonHute KOMaHAy:

S drweb-ctl update

3. Ecam owmbka NOBTOPUTCS, BBIMOAHWUTE OTAENbHYHO YCTaHOBKY WM NMepeycTaHOBKY naketa drweb-
dws, cosep>caLiero 6asbl KaTeropuin Beb-pecypcos.

4. Ecnun npeablaylive AenctBus He nomornn, yaanute Dr.Web ans Linux uenvkom, nocie yero
yCTaHOBUWTE ero NoBTOPHO.

WHCTpyKUUKM No yCTaHOBKE M yAaNeHUIO NPOAYyKTa U ero KOMMOHEHTOB CM. B pa3jesiax YCTaHoBKa
Dr.Web ana Linux n Yaanedvne Dr.\Web ana Linux.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKKY, COO6LLI,I/IB KOoZ4 OLLNBKMN.

CoobuweHune 06 owmnbke  HedocmyneH mModyae siopa Linux 0aa SplDer Guard

Koa, owmnbkn x113
OnuncaHune SplDer Guard gnsa pabotbl TpebyeTtca Mogynb fapa Linux, koTopbil
OTCYTCTBYET.

YcTpaHeHue own6Ku:

1. TpoBepbTe yCTaHOBAEHHbIN PeXNM pPaboTbl KOMMOHEHTa U NPV HEOBXOAMMOCTM UCMPaBbTE €ro,
yKa3aB 3HaueHune AUTO (napameTp Mode B cekUun [LinuxSpider] daina KOHOUrypaumm).

[ns npocmoTpa 1 ncnpas/ieHns pexkMMa Bbl MOXKETE BOCMO/b30BaTbCsA KOMaHAaMM YTUANTI
yrnpas/ieHUs U3 KOMaHAHOW CTPOKM.

e /115 yCTaHOBKM 3HauYeHUs AUTO BBEANUTE KOMaHAy

# drweb-ctl cfset LinuxSpider.Mode AUTO

o [lns cbpoca 3HaueHWs napamMeTpa B 3HaUYEHME MO YMONUYaHWIO BBEAUTE KOMaHAY

# drweb-ctl cfset LinuxSpider.Mode -r

2. Ecnv owmbka NOBTOPUTCA, BbINMOJHUTE PYUHYHO COOPKY 1 YCTAaHOBKY 3arpy>aemoro Moayns sapa
Ans komnoHeHTa SplDer Guard.
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ObpaTtunTe BHUMaHWe, YTo paboTa komroHeHTa SplDer Guard v 3arpy>kaemoro
MOZYAs AApa rapaHTUPYeTCs TONbKO B TOM C/lydae, ecau ucrnonblyemas samm OC
BXOAMT B CMUCOK MPOTECTUPOBaHHbIX ANCTPMOYTMBOB Linux (cM. pa3gen CucteMHble

TpeboBaHus).

Ecnv yctpaHuTb owmbky He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLINOKMN.

CoobuieHne 06 owmnbke  Spl/Der Gate HedocmyneH

Koa, owmn6ku x117
OnucaHue OtcyTcTBYeT KOMMNOHEHT SplDer Gate (TpebyeTca Ans NPOBEPKM CETEBbIX
COeVIHEHN).

YcrpaHeHue ownbku:

1. MNpoBepbTe NpaBUALHOCTL NYTH K UcnosHaemomy daiiny drweb-gated v npu HeobxoanmocTn
ncnpaebTe ero (Nnapametp ExePath B cekuun [GateD] daina koHpuUrypawmm).

Bbl MOXKeTe BOCMOb30BaTHCA KOMaHAamMu yTUAnTbl ynpasaeHna U3 KOMaH,CI,HOI?I CTPOKW.

o ,U,J'IFI NPOCMOTpPa TeKyLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

S drweb-ctl cfshow GateD.ExePath
e [1nA yCTaHOBKM HOBOTO 3HauYeHWs napameTpa BBeAUTE KOMaHAy:
# drweb-ctl cfset GateD.ExePath <HO8bIl nyme>

e [lna cbpoca 3HaveHWA NapaMeTpa B 3HaYeHWe MO YMONUYaHWIO BBeAUTE KOMaHAY:

# drweb-ctl cfset GateD.ExePath -r

2. Tpw oTcyTcTBUM HacTpoek kommnoHeHTa SplDer Gate B KOHGUrypaLmm, nam ecam ownbka BO3HMKaeT
Npwv yKaszaHUM NpaBUIbLHOTO MyTW, YCTaHOBUTE UKW MepeyCcTaHoBUTe NakeT drweb-gated.

3. Ecnv npegplayline aeiicteusa He nomorau, yaanute Dr.Web ans Linux uennkom, nocne yero
yCTaHOBWTE ero NOBTOPHO.

WHCTpyKUUmM No yCTaHOBKE M yAaNeHUIO NPOoAyKTa K ero KOMMOHEHTOB CM. B pa3jesax YCTaHoBKa
Dr.Web ana Linux n Yaanedvne Dr.\Web ana Linux.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKKY, COO6LLI|I/IB KOoZ4 OLLNBKMN.

CoobueHune 06 owmbke  KomnoHeHm MailD HedocmyneH
Koa, owmnbkn x118

OnuncaHune OrtcytcTByeT kKomnoHeHT Dr.Web MailD (TpebyeTtca ans nposepku
3NEeKTPOHHOW MOYTbI).

PyKOBOACTBO noJsib3oBarena
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YcrpaHeHue ownbku:

1. MNpoBepbTe NPaBUALHOCTL NYTK K UcnoaHaemomy ¢ariny drweb-maild v npu Heobxoanmoctu
ncnpasbTe ero (Nnapametp ExePath B cekuun [MailD] daina koHbuUrypaumm).

Bbl MOXKeTe BOCMOb30BaTHCA KOMaHAamMu yTUanTbl ynpasaeHna U3 KOMaH,CI,HOI?I CTPOKW.

° ,U,J'IFI NPOCMOTpPa TeKyLero 3Ha4eHna napamMeTpa BBeANTE KOMaHAY:

S drweb-ctl cfshow MailD.ExePath
e [lns yCcTaHOBKM HOBOTO 3HaYeHWs NapameTpa BBEAWTE KOMaHAY:
# drweb-ctl cfset MailD.ExePath <HO8bIl nyme>

e [lna cbpoca 3HaveHWA NapaMeTpa B 3HaYeHWe MO YMONUYaHWIO BBeAUTE KOMaHAY:

# drweb-ctl cfset MailD.ExePath -r

2. Tpw oTcyTcTBUM HacTpoek kommnoHeHTa Dr.Web MailD B koHpurypaumm, nam ecam owmbka
BO3HMWKaET Npu yKasaHuUM NpasBuibHOIo NyTu, yCTaHOBUTE UAN NepeyCcTaHOBUTE nakeT drweb-
maild.

3. Ecnv npegplaylive aeiicteus He nomorau, yaanute Dr.Web ans Linux ueankom, nocne yero
yCTaHOBWTE ero NOBTOPHO.

WHCTpyKUUKM No yCTaHOBKE M yAaNeHUIO NPOAYyKTa K ero KOMMOHEHTOB CM. B pa3jesiax YCTaHoBKa
Dr.Web ana Linux n Yaanedvne Dr.\Web ana Linux.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKKY, COO6LLI|I/IB KOoZ4 OLLNBKMN.

CoobuieHune 06 owmbke  Scanning Engine HedocmyneH
Koa, owmnbkn x119

OnucaHue HeBo3MOXHO npoBepsTb daiibl, MOCKOAbKY OTCYTCTBYET WK He
3anyckaetcs kKoMmroHeHT ScanEngine (drweb-se), ncnonbsyembiii gns
NPOBEPKM HaMUMNS BPELOHOCHOTO COAEPXKMMOTO.
HeBo3MoxHa paboTta kommnoHeHToB: CkaHep, SpIDer Guard, SpIDer Gate
(4acTnyHO).

YcTpaHeHue own6Ku:

1. TpoBepbTe NPaBUALHOCTb NyTU K McnonHsemomy danny drweb-se 1 npu HeobxoaMMocTH
ncnpasbTe ero (Napametp ExePath B cekunn [ScanEngine] daiia KOHPUrypaumm).

Bbl MOXeTe BOCNOAb30BaTbLCA KOMaHAamMmu yTMnanTbl ynpasaeHnAa n3 KOMaHAHOVI CTPOKMWN.

e [ln5 NnpocMOTpa TeKyLLero 3HauyeHWs napaMeTpa BBEAWUTE KOMaHAY:

$ drweb-ctl cfshow ScanEngine.ExePath
e [Ina yCTaHOBKM HOBOrO 3HauyeHWa napamMeTpa BBeAuTe KOMaHAy:

# drweb-ctl cfset ScanEngine.ExePath <HO8bIU Nymb>
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e [lna cbpoca 3HaveHWA NapaMeTpa B 3HaYeHWe MO YMONUYaHWIO BBeAUTE KOMaHAY:

# drweb-ctl cfset ScanEngine.ExePath -r

2. B cayyae BOSHUKHOBEHUA ownbKm npwv yKasaHmn npasunibHOro nyTu:

e BoinonHute KOMaHAay

S drweb-ctl rawscan /

€C/1 B BbIBOJIE Ha 3KpaH NPUCYTCTBYET CTPOKa Error: No valid license provided, TO 3TO
O3HayaeT, YTO OTCYTCTBYET AeNCTBYIOWMIA KItOUeBOW Gaiin. 3aperncTtpupynTte NpoayKT 1 NoayynTe
nnueHsuto. Ecam anueHsma BamMu noaydeHa, To NpoBepbTe Haanune kaoyeBoro daria U ycTaHoBUTE
€ro npu HeoHXoANMOCTH.

e Ecan Bbl ncnonb3syete 64-6utHyto Bepcuto OC, ybeauntecs, UTo y Bac yCTaHOBAEHbI 61UGAMOTEKN
NoAAep>XKn 32-BUTHBIX NPUIOXEHWI (CM. pa3gen CrucTeMHble TpeboBaHWs), U yCTaHOBUTE UX B
cnyyae HeobXxoAMMOCTH.

[ns npoBepku Hannums 6UHBANOTEKM NOAAEPKKMN 32-OUTHBIX MPUAOXKEHNIN UCMOB3YINTE KOMaHAY:
$ dpkg -1 | grep <libname>

rae <libname> — nmsa 6nbanotekn (libc6-i386 naun glibc.i686, B 3aBMCMMOCTM OT BalLein CUCTEMDI).
Ecnm komaHza He BbiBEAET HMKAKOro pesynbTaTa, To 6ubanoTteky TpebyeTcs yCTaHOBUTb, UCMONb3ys
CUCTEMHBIN MeHeZXep MakeToB, MHaye yCTaHOBKW He TpebyeTcs 1 drweb-se He pgocTyneH no
APYTUM NPUYMHAM.

Mocne yctaHOBKM 6UBANOTEKM NOAAEPXKKMN 32-BUTHBIX NPUAOXKeHUA nepesanyctute Dr.Web ans
Linux, BbINOAHMB KOMaHAy

# service drweb-configd restart

e Ecam Bawa OC ncnonbsyet nogcucremy 6esonacHoctn SELinux, HacTpoite noantmky
6e3onacHocTn ans moayns drweb-se (cM. pasgen Hactporika noavtuk 6esonacHocty SELinux).

3. |_|pl/l OTCYTCTBMUN HAaCTPOEK KOMIMOHEHTa B KOHq)I/IpraLI,I/II/I, AN B Clydae eCin npegbigyuine warm He
MOMOTI AN, yCTAaHOBUTE UM MEPEYCTAaHOBUTE NaKeT drweb-se.

4. Ecnun npeabiaylive Aencteus He nomornn, yaanute Dr.Web ans Linux uenvkom, nocie vero
yCTaHOBUWTE ero NoBTOPHO.

WHCTpyKUUKM No yCTaHOBKE M yAaNeHUIO NPOAyKTa 1 ero KOMMOHEHTOB CM. B pa3jesiax YCTaHoBKa
Dr.Web ana Linux n Yaanedvne Dr.\Web ana Linux.

Ecan YyCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TeEXHNYECKYHO NOAAEPXKKY, COO6LLI|I/IB KOoZ4 OLLNBKMN.

CoobuieHne 06 owmbke  CkaHep HedocmyneH

Koa, owmnbkn x120

OnucaHue HeBO3MOXHO OCyLLecTBAATL NPOBePKy $arioB, MOCKOAbKY OTCYTCTBYET
mogynb drweb-filecheck, ncnonb3yemblii ansa nposepku Gpaitnos.

HeBo3moxkHa paboTta komnoHeHToB: CkaHep, SpIDer Guard.

YcTpaHeHue own6Ku:
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1. MNpoBepbTe NpaBUALHOCTL NYTH K UcnosHaemomy daiiny drweb-filecheck v npu HeobxognmocTu
ncnpaebTe ero (Nnapametp ExePath B cekuun [FileCheck] ¢aina koHburypaumm).

Bbl MOXKeTe BOCMOb30BaTHCA KOMaHAamMu yTUAnTbl ynpasaeHna U3 KOMaH,CI,HOI?I CTPOKW.

N5 NpocMoTpa TekyLLLero 3Ha4YeHus napaMeTpa BBEAWUTE KOMaHAY:
$ drweb-ctl cfshow FileCheck.ExePath

[N yCTaHOBKM HOBOTO 3HauYeHWs NapamMeTpa BBEAWUTE KOMaHAY:
# drweb-ctl cfset FileCheck.ExePath <HO8bIl nyme>

[ns cbpoca 3HaueHWa NapameTpa B 3HAUEHWE MO YMOJUAHUIO BBEANTE KOMaHAY:

# drweb-ctl cfset FileCheck.ExePath -r

2. B cnyyae BO3SHUKHOBEHUA ownbKm npwv yKasaHmn npasunibHOro nyTu:

e Ecam Bbl ncnonbsyete 64-6utHyto Bepcuto OC, ybeauntecs, UTo y Bac yCTaHOBAEHbI 61GAMOTEKN
NoAAepXKn 32-BUTHBIX MPUIOXeEHWI (CM. pa3gen CrucTeMHble TpeboBaHus), U yCTaHOBUTE UX B
cnyyae HeobXxoAMMOCTH.

[ns npoBepku Hannums 6UHBANOTEKM NOAAEPKKMN 32-OUTHBIX MPUAOXKEHWI UCMOb3YNTE KOMaHAY:
$ dpkg -1 | grep <libname>

rae <libname> — nmsa 6nbanotekn (libc6-i386 nnun glibc.i686, B 3aBMCMMOCTM OT BalLein CUCTEMDI).

Ecnm komaHza He BbiBEAET HMKAKOro pesynbTaTa, To 6ubanoTteky TpebyeTcs yCTaHOBUTb, MCMONb3ys

CUCTEMHBIN MeHeZXep MakeToB, MHaye ycTaHoBKW He TpebyeTcs 1 drweb-filecheck He gocTyneH no
APYTUM NPUYMHAM.

Mocne ycTaHOBKM 6UBANOTEKM NOAAEPXKKMN 32-BUTHBIX NPUAOXKeHUA nepesanyctute Dr.Web ans
Linux, BbINOJAHVB KOMaHAy:

# service drweb-configd restart

e Ecam Bawa OC ncnonbsyet nogcucremy 6esonacHoctn SELinux, HacTpoite noantmky
6e3onacHoctn ans moayns drweb-filecheck (cm. pasgen Hacrpoiika noantuk 6esonacHoctu
SELinux).

3. |_|pl/l OTCYTCTBMUN HAaCTPOEK KOMIMOHEHTa B KOHq)I/IpraLI,I/II/I, AN B Clydae eCn npegbigyuine warmn He
noMOraun, yCTaHOBUTE UM NepeyCcTtaHOBUTE MakeT drweb-filecheck.

4. Ecnu npeablaylive Aencteus He nomornn, yaanute Dr.Web ans Linux uenvkom, nocie yero
yCTaHOBWTE ero NoBTOPHO.

WHCTpyKUUKM No yCTaHOBKE M yAaNeHUIO NPOoAyKTa K ero KOMMOHEHTOB CM. B pa3jesiax YCTaHoBKa
Dr.Web ana Linux n Yaanedue Dr.\Web ana Linux.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TeEXHNYECKYHO NOAAEPXKKY, COO6LLI|I/IB KOoZ4 OLLNBKMN.

CoobuieHune 06 owmbke  ES Agent HedocmyneH

Koa, owmnbkn x121

PyKOBOACTBO noJsib3oBarena

208



A
)
-\ﬂ

¥ (A

-« -

‘e, Mpwunoxxenus
OnucaHue OtcyTcTByeT KOMNoHeHT Dr.Web ES Agent (TpebyeTcs ana noakntoueHms K

CepBepY LLeHTPaNN30BaHHOW 3aluThl).

YcrpaHeHue ownbku:

1. MNpoBepbTe NPaBUALHOCTL NYTH K UcnoaHaemomy dariny drweb-esagent 1 npu HeobxoanMocTu
ncnpaebTe ero (Napametp ExePath B cekuun [ESAgent] ¢aina koHdurypawumm).

Bbl MOXKeTe BOCMOb30BaTHCA KOMaHAamMu yTUanTbl ynpasaeHna U3 KOMaH,CI,HOI?I CTPOKW.

° ,U,J'IFI NPOCMOTpPa TeKyLLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

S drweb-ctl cfshow ESAgent.ExePath
e [lns yCTaHOBKM HOBOTO 3HaYeHWs NapameTpa BBEAWTE KOMaHAY:
# drweb-ctl cfset ESAgent.ExePath <HO8bIl nyme>

e [lna cbpoca 3HaveHWA NapaMeTpa B 3HaYeHWe MO YMONUYaHWIO BBeAUTE KOMaHAY:

# drweb-ctl cfset ESAgent.ExePath -r

2. Tpw OTCYTCTBMM HACTPOEK KOMMOHEHTa B KOHOUIypaLmmn, Uan eciv olwnbka BO3HMKaET npu
yKazaHUM NpaBUIbLHOrO NyTW, YCTaHOBUTE UM NepeyCcTaHOBMTe NakeT drweb-esagent.

3. Ecnv npegplayline aeiicteusa He nomorau, yaanute Dr.Web ans Linux uennkom, nocne yero
yCTaHOBWTE ero NOBTOPHO.

WHCTpyKUUmM No yCTaHOBKE M yAaNeHUIO NPOoAyKTa K ero KOMMOHEHTOB CM. B pa3jesax YCTaHoBKa
Dr.Web ana Linux n Yaanedvne Dr.\Web ana Linux.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TeEXHNYECKYHO NOAAEPXKKY, COO6LLI|I/IB KOoZ4 OLLNBKMN.

CoobuieHune 06 owmbke  KomnoHeHm Firewall ons Linux HedocmyneH
Koa, owmnbkn x122

OnucaHue HeBO3MO>XHO KOHTPONNPOBATh CETEBbIE COEANHEHMS, MOCKObKY
OTCYTCTBYET UM He MOXeT ObITb 3anyLleH BCNoMoraTe/bHbIN MOAy b
drweb-firewall, npegHasHaueHHbIV AN NepeHanpaBAeHNA COeLUHEHWIA.
HeBo3MoxHa paboTta komnoHeHToB: SpIDer Gate.

YcTpaHeHue own6Ku:

1. TMpoBepbTe NpaBUALHOCTL NYTH K McnoaHsemomy daininy drweb-firewall v npu HeobxoanmocTn
ncnpasbTe ero (NnapameTp ExePath B cekuun [LinuxFirewall] dainna KOHPUrypaumm).

Bbl MOXeTe BOCMOAb30BaTbLCA KOMaHAamMu yTUnnTbl ynpasaeHnAa U3 KOMaHAHOVI CTPOKMWN.

e /115 npocMOTpa TeKyLLero 3HauyeHWs napaMeTpa BBEAUTE KOMaHAY:

$ drweb-ctl cfshow LinuxFirewall.ExePath

e /115 yCTaHOBKM HOBOTO 3HaYeHUs MapaMeTpa BBeAUTE KOMaHAY:
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# drweb-ctl cfset LinuxFirewall.ExePath <H08bIU nyms>

e [lna cbpoca 3HaveHMA NapaMeTpa B 3HaYeHWe MO YMONUYaHWIO BBeAUTE KOMaHAY:

# drweb-ctl cfset LinuxFirewall.ExePath -r

2. Tpw oTcyTcTBUM HacTpoek kommnoHeHTa Dr.Web Firewall gnsa Linux B koHdurypaumm, nam ecam
olInbKa BO3HMKAET NPU yKazaHWUW NPaBUAbHOIO NyTuW, YCTaHOBWTE WM NepeycTaHoBUTE nakeT
drweb-firewall.

3. Ecnv npegplayine aeiicteus He nomorau, yaanute Dr.\Web ans Linux uennkom, nocne yero
yCTaHOBWTE ero NOBTOPHO.

WHCTpyKUUKM No yCTaHOBKE M yAaNeHUIO NPOAYyKTa K ero KOMMOHEHTOB CM. B pasjesiax YCTaHoBKa
Dr.Web ana Linux n Yaanedue Dr.\Web ana Linux.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKKY, COO6LLI,I/IB KOoZ4 OLLNBKMN.

CoobueHune 06 owmbke  Network Checker HedocmyneH
Koa, owmnbkn x123

OnucaHue HeBO3MOXHO KOHTPONNPOBATL CETEBbIE COEANHEHUS, MOCKONbKY
OTCYTCTBYET WM HE MOXeT BbITb 3anyLLEeH BCMNOMOraTe/IbHbIA MOAY b
drweb-netcheck, npegHasHaueHHbIN And npoBepkn $alinos,
3arpy>KeHHbIX MO CETU.

HeBo3mMoxHa paboTta komnoHeHToB: SpIDer Gate (4acTMyHO).

YcTpaHeHue own6Ku:

1. TNpoBepbTe NpaBUALHOCTL NyTU K ncnonHsemomy danny drweb-netcheck v npu HeobxoamrmocTn
ncnpasbTe ero (Napametp ExePath B cekuun [Netcheck] danna koHdurypaumm).

Bbl MOXeTe BOCMOAb30BaTbLCA KOMaHAamMu yTUanTbl ynpasaeHnAa n3 KOMaHAHOVI CTPOKMWN.

e [ln5 NnpocMOTpa TeKyLLero 3HauyeHWs napaMeTpa BBEAWUTE KOMaHAY:

$ drweb-ctl cfshow Netcheck.ExePath
e [Ina yCTaHOBKM HOBOrO 3HauyeHWa napamMeTpa BBeAuTe KOMaHAy:
# drweb-ctl cfset Netcheck.ExePath <Ho8bIl nyme>

e [lns cbpoca 3HaueHWs napaMeTpa B 3HaYEHWE MO YMONUYAHWIO BBEAUTE KOMaHAY:

# drweb-ctl cfset Netcheck.ExePath -r

2. Tlpwv OTCyTCTBUM HaCTPOeK KOMMOHEHTa B KOHOUrypaLmm, nam ecim owmrbka BO3HMKAET npu
yKasaHun NpaBWabHOrO MyTuW, YCTaHOBWTE WM NepeycTaHoBUTE NakeT drweb-netcheck.

3. Ecnv npegbiaylive genctesma He nomoran, yaanute Dr.Web ans Linux Lenvkom, nocsie yero
yCTaHOBMWTE ero NOBTOPHO.

WHCTpYKLMM No ycTaHOBKE 1 yAaNeHUIO NPOAYKTa U €ro KOMMOHEHTOB CM. B pa3zeniax YcraHoBKa
Dr.Web ana Linux n Yaanedve Dr.Web ana Linux.
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Ecnm yctpaHuTb owmbKy He yaacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY, COODLLMB KOZ OLNOKMN.

CoobuieHne 06 owmnbke  KomnoHeHm CloudD HedocmyneH
Kop, owmn6ku x124

OnucaHune OtcytctByeT kKomnoHeHT Dr.Web CloudD (Tpebyetcs ana obpalueHuns K
obnaky Dr.Web Cloud).

YcrpaHeHue ownbku:

1. MNpoBepbTe NpaBUALHOCTL NYTH K UcnosHaemomy daiiny drweb-cloudd v npy HeobxoanMocTH
ncnpasbTe ero (NnapameTtp ExePath B cekuun [CloudD] ¢aitna koHbUrypawmm).

Bbl MOXKeTe BOCMOb30BaTHCA KOMaHAamMu yTUAnTbl ynpasaeHna U3 KOMaH,CI,HOI?I CTPOKW.

o ,U,J'IFI NPOCMOTpPa TeKyLero 3Ha4eHna napamMeTpa BBEANTE KOMaHAY:

S drweb-ctl cfshow CloudD.ExePath
e [1nA yCTaHOBKM HOBOTO 3HauYeHWs napameTpa BBeAUTE KOMaHAy:
# drweb-ctl cfset CloudD.ExePath <HO8bIl nyme>

e [lna cbpoca 3HaveHWA NapaMeTpa B 3HaYeHWe MO YMONUYaHWIO BBeAUTE KOMaHAY:

# drweb-ctl cfset CloudD.ExePath -r

2. Tpw OTCYTCTBMM HACTPOEK KOMMOHEHTa B KOHOUIypaLmmn, Uan eciv ownbka BO3HMKaeT npu
yKazaHWUW NpaBUIbLHOIO NyTW, YCTaHOBUTE WK NepeyCcTaHoBUTe NakeT drweb-cloudd.

3. Ecnv npegplaylive aeiicteusa He nomorau, yaanute Dr.Web ans Linux uennkom, nocne yero
yCTaHOBWTE ero NOBTOPHO.

WHCTpyKUUKM No yCTaHOBKE M yAaNeHUIO NPOAyKTa K ero KOMMOHEHTOB CM. B pa3jesiax YCTaHoBKa
Dr.Web ana Linux n Yaanedvne Dr.\Web ana Linux.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TEXHNYECKYHO NOAAEPXKKY, COO6LLI|I/IB KOoZ4 OLLNBKMN.

CoobuweHune 06 ownbke  HenpedsudeHHas owubka

Koa, owmnbkn x125

OnucaHue Bo3Hukna HenpeasnaeHHasn owmnbka B pa60Te HEKOTOPOro KOMMoOHEeHTa.

YcTpaHeHue own6Ku:

1. MNonpobyiiTe Nepe3anycTUTb NPOrPaMMHbIA KOMMAEKC, BbIMOAHNB KOMaHAY:

# service drweb-configd restart

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TeEXHNYECKYHO NOAAEPXKKY, COO6LLI|I/IB KOoZ4 OLLNBKMN.
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Ownbkun, He NmeroLMe KOAOB
CuMnTOMBI Mocne ycrtaHoBku Moayns aapa SplDer Guard paboTta onepaLMOHHOM CUCTEMBbI
aBapuWiMHO 3aBepLuaeTca ¢ owmnbkon agpa «Kernel panic»
OnucaHune Pabota mogyns sapa SpIDer Guard HeBo3MOXHa B cpese ucnonHeHums aapa OC

(Hanpumep, OC paboTaeT B cpege runeperzopa Xen).

YcTpaHeHue own6Ku:

1. OtmeHwuTe 3arpy3ky moayns sapa SplDer Guard (Moaynb sgpa MeeT nMms drweb), J06aBUB B
3arpy3uuke grub ctpoky

drweb.blacklist=yes

B CTPOKY NapameTpoB 3arpy3ku aapa OC.

2. Tocne 3arpy3kn OC ypanmte Mogynb sfpa drweb . ko U3 KaTanora JOMNOAHUTENbHbIX MOAYEN
Aapa /lib/modules/ uname -r /extra

3. YcraHosuTe ans SplDer Guard pexum pabotsl AUTO, BbINOAHMB KOMaHAbI:

# drweb-ctl cfset LinuxSpider.Mode Auto
# drweb-ctl reload

4. Ecnmn ncnonb3yemas Bamum OC He nogzaep>kmBaet mexaHuam fanotify, nan ncnonbsosaHuve 3toro
pexvMa He no3sonseT ncrnoablosatb SplDer Guard a5 NONHOLLEHHOrO KOHTPOAA GainnoBoM
cncteMbl (akTyanbHo ans cuctem GNU/Linux ¢ MmaHAaTHbIMW MOAensMu 4ocTyna, Hanpumep — Astra
Linux), n, Takum obpasom, ncnosb3oBaHme pexnma LKM apnsetca ob6s3aTenbHbIM A5 KOHTPOAS
balro0BON CUCTEMBI, TO OTKaXMTECh OT UCMONb30BaHWA rMnepsrsopa Xen.

Ecan yCTpaHnTb OLIJI/I6Ky He yaacTca, O6paTI/ITer B TeEXHNYECKYHO NOAAEPXKKY.

CuMnTOMBDI lnaBHoe okHo Dr.Web ans Linux HeakTMBHO, nHAMKATOP B 061aCTy
yBeZlOMAeHNN paboyero cTona oTobpaxkaeTcs ¢ CUMBOJIOM KPUTUUECKOW
OLIM6KK, a BbiMajatoLlee MeHI0 MHAMKATOPa COAEPXKUT TOIbKO OAMNH
HeaKTMBHbIA NyHKT 3anycK

OnucaHue Dr.Web gns Linux He MOXeT 3anyCcTUTbCS, MOCKOJ/IbKY OCHOBHOM CEPBUCHbI
komnoHeHT drweb-configd HepocTyneH.

YcTpaHeHue own6Ku:
1. Mepe3zanyctute Dr.Web ans Linux, BbINOAHWB KOMaHAy:

# service drweb-configd restart

2. Ecnv 3Ta KOMaHAa BepHET OWnbKy 1an He JacT HUKaKoro apdekTa, BbINOJHUTE OTAENbHYHO
YCTaHOBKY WM NepeycTaHOBKy naketa drweb-configd.

3. O6paTuTe BHMMaHWe, UTO 3TO TakXKe MOXET 03HauyaTb, UTO B CUCTEME ANA ayTeHTUDUKaL MK
nosib3oBaTesiein He ncnosb3yetca PAM. Ecam 310 Tak, UTO YCTaHOBUTE W HAaCTPOWTE ero.
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4. Ecnu npeablaylive Aencteus He nomornn, yaanute Dr.Web ans Linux uenvkom, nocie vero
yCTaHOBUWTE ero NoBTOPHO.

WHCTpyKUUM No yCTaHOBKE M yAaNeHUIO NPOAYKTa U ero KOMMOHEHTOB CM. B pa3jesiax YCTaHoBKa
Dr.Web ana Linux n Yaanedvne Dr.\Web ana Linux.

Ecan YyCTpaHUTb OLIJI/I6Ky He yaacTcs, O6paTI/ITer B TeEXHNYECKYHO NOAAEPXKKY.

1. WuauvkaTtop B 0b6nactn yBefoMAeHUA paboyero ctona He oTobpaxkaeTca
nocsie BXoZa B CUCTEMY.

CumMmnToMBbI

2. TMonbiTKa BbINOJAHUTL KOMaHAY 3anycka rpaduyeckoro nHtepderica

$ drweb-gui

NPUBOAWT K 3anycky raBHoro okHa Dr.Web ans Linux.

OnucaHune Bo3moxHO, saHHas olwmnbka cBA3aHa C OTCYTCTBMEM B Ballei cucteme
AfononnHuTtensHon 6ubanotekm libappindicatorl.

YcTpaHeHue own6Ku:

1. TpoBepbTe HasMuMe B BalLeW CMCTEME NakeTa 1libappindicatorl, BbIMOAHUB KOMaHAY:
# dpkg -1 | grep libappindicatorl

2. Ecnam komaHpza He BbiBEAET HMKAKOro pesybTaTa, TO YCTaHOBWTE 3TOT MaKeT, UCnoab3ysa Arobown 13
NMEIOLLIMXCA B CUCTEME MeHeaxKep nakeToB. [1ocae 3TOro BbIMOJIHWTE NOBTOPHbIN BXOJ B CUCTEMY
(log in).

3. O6paTuTe BHMMaHWe, UTO 3TO TakXKe MOXET 03HauyaTb, UTO B CUCTEME ANA ayTeHTUDUKaL MK
nosib3oBaTesiein He ncnosb3yetca PAM. Ecam 310 Tak, UTO YCTaHOBUTE W HaCTPOWTE ero.

4. Ecav npeablaylime fecTBus He nomorau, yaaamte Dr.Web ans Linux uenankom, nocne yero
yCTaHOBMWTE ero NOBTOPHO.

WHCTpYKLMM No ycTaHOBKE 1 yAaNeHUI0 NPOAYKTa U ero KOMMOHEHTOB CM. B pa3zesiax YcraHoBka
Dr.Web ana Linux n Yaanedve Dr.\Web ana Linux.

Ecam ycTpaHnTb ownbky He yAacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY.

1. Mocne otkntoueHus SplDer Gate nepectatoT paboTaTh ceTeBble COEANHEHNS

CuMmnTOoMBI
(kak ncxoaalume, Tak, BO3MOXHO, ¥ BXxoadALme — no npotokonam SSH, FTP).
2. Mowuck B npaBunax NetFilter (iptables) c ncnonb3zoBaHvem KOMaHZAbI
# iptables-save | grep "comment --comment --comment"
BblJAET HEMYCTON pe3ybTaT.
OnucaHue [aHHas owmnbka cBA3aHa c HekoppekTHo paboTton NetFilter (iptables) Bepcuu

Mnagwe 1.4.15, 3akntoyatolwenics B TOM, YTO NpaBmaa C YHUKaAbHOW METKOM
(koMMeHTapueM) f,06aBAAOTCA HEKOPPEKTHO, BCaeacTeume yero SplDer Gate
npu 3aBepLUEHMM CBOE paboTbl HE MOXKET yAanuTb fobaBseHHbIe UM NpaBuaa
nepeHanpaBAeHNs CETEBbIX COEANHEHNN.
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YcrpaHeHue ownbku:

1. MosTopHo BkAtOUMTE SpIDer Gate, UTOGLI OH BbIMOAHAN MPOBEPKY.

2. Ecnm SplDer Gate TpebyeTcs 0CTaBUTb BbIK/IOUYEHHbIM, YAannTe HekoppekTHble npasuaa NetFilter
(iptables), BoinonHMB KOMaHAy:

# iptables-save | grep -v "comment --comment --comment" | iptables-
restore

Ob6paTnTe BHMMaHWMe, YTO BbI30B KOMaHZ iptables-save 1 iptables-restore Tpebyet Hannunsa npas
cynepnosb3oBatens. s nonyyeHns npae cyneprnonb3oBaTtess Bbl MOXETEe BOCMNO/b30BaThCA
komaHgamu su v sudo. Takke obpaTTe BHUMaHWe, YTO yKazaHHas KOMaHAa yAaaunT 13 nepeyHs
npaBua BCe NpaBuia C HEKOPPEKTHO J06aBNEHHbIM KOMMEHTapreM, HanpumMep, AobaBneHHble
APYTVIMU MPUAOXKEHUAMM, BbIMOJHAOLLMMUN KOPPEKTUPOBKY MapLUpyTU3aLIMn COEANHEHWA.

AononuntenbHaa Hpopmauma:
e [N npesoTBpaLLeHns BO3HUKHOBEHWS AaHHOM OLIMGKM B JaNbHENLLEM PEKOMEHAYETCs OOHOBUTb
onepawumoHHyto cuctemy (Mau, kak muHumym, NetFilter o Bepcun 1.4.15 naum HoBee).

e Kpome 3TOro Bbl MOXeTe BK/IOUNTL PYUYHON pexXmM nepeHanpaBaeHns coeamHeHnii ana SplDer Gate,
3afaBas Tpebyemble Npasuaa BPy4YHYtO Npu nomoLum ytuantel iptables (He pekomeHgyeTca).

e /lononHuTeNbHbIE CBEAEHMA CM. B OKYMeHTaumMm man: drweb-firewall (1), drweb-gated (1),
iptables (8).

Ecam ycTpaHuTb ownbky He yAacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY.

CUMNTOMBI [lBOMHOM Wenyok No 3Hayky Ppainna uam katanora B rpapuyeckom daiioBom
MeHezpkepe BMeCTO ero oTKpbITUA 3anyckaeT nposepky B Dr.Web ans Linux.

OnucaHue lpadurueckas obosoUKa BbIMOAHWIA aBTOMATUYECKYHD accolmaLmio Gparnos
HEKOTOPOro TWMa U/unmn katanoros ¢ feictBneM OTKpbITb B Dr.Web ans
Linux.

YcrpaHeHue ownbku:

1. OTtmeHuTe accoumaumio mexay darinamm jaHHoro Tmna u npunoxeHnem Dr.Web ans Linux.
HactpoeHHble accoumaumnm Grukcupyrotcs B Gaiie mimeapps.list nam defaults. list. Qainbl,
onpeaensoLLme oKaNbHble HACTPOKKN, N3MEHEHHbIe B Npoduie Noab30BaTeNs, XPaHATCA B
kaTtanore ~/.local/share/applications/ nam ~/.config/ (0BbIYHO 3TN KaTaNOrM UMEOT
aTpUBYT «CKPbITbIA»).

2. Otkpovite pailn mimeapps.list uam defaults.list B 1l0OOM TEKCTOBOM peaktope (obpaTute
BHUMaHWe, YTO ANs pefakTMpoBaHWs cucTeMHoro daiina accoumalmii Bam notpebyrotcs
NMOJIHOMOUMSA Cyneprnoab3oBaTens, NP HeOBXOANMOCTM NCMONb3YyHTe KOMaHAbl su nan sudo).

3. Haingute B daiine cekumto [Default Applications], a B Heil CTPOKM accoumaunin Buaga <MIME-
mun>=drweb-gui.desktop, Hanpunmep:

[Default Applications]
inode/directory=drweb-gui.desktop
text/plain=drweb-gui.desktop;gedit.desktop

4. Ecnm B npaBoli Yactu (Moc/ie paBeHCTBa) CTPOKM accoLmaumm KpoMe drweb-gui .desktop
Ccofep>aTcs TakXKe CCbIIKU Ha ApYyrue NpUAoXKeHWs, yaanaute 3 CTPOKU TObKO CCbINKY Ha
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npunoxeHne drweb-gui (drweb-gui .desktop). Ecam accoumaums cogep>kunt cCbiaky TONbKO Ha
npunoxeHune drweb-gui, yaanvTe cTpoky accolmauum NoSHOCTbEO.

5. CoxpaHuTe U3MeHeHHbI pan.
AononuntenbHaa Hpopmauma:

e [lns NpoBepKM TEKYLLMX acCoLMalLlMii Bbl MOXeTe BOCMO/Ib30BaTbeca yTuanTamm xdg-mime, xdg-open
n xdg-settings (BxoasT B coctaB naketa xdg-utils).

e CBesieHus 0 pabote yTmant xdg cM. B JOKyMeHTaLMM man: xdg-mime (1), xdg-open (1), xdg-
settings (1).

Ecam ycTpaHuTb ownbky He yAacTcs, obpaTuTech B TEXHUYECKYHO MOAAEPXKKY.
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Mpunoxxkenne Al. C6opka moayna agpa ana SpIDer Guard

Ecan onepaumoHHas cuctema He npegoctaBaset mexaHu3m fanotify, ncnonbsyemoii SplDer
Guard ans MOHUTOPUWHTa AeUCTBUIN C 06bekTamu GaNoBOMN CUCTEMbI, OH MOXET UCMOAb30BaTh
cnewumanbHbIN 3arpy>KaemMblii MOAy /b, paboTarowmii B npocTpaHcTee aapa (LKM-moaynb).

Mo ymonuaHuto B coctase SplDer Guard nocraBaseTca CKOMNUAMPOBAHHBIA MOAY b AApa ANS
OC, He npepocTtasnsrowmx cepauc fanotify. Takxxe coBmectHo co SpIDer Guard noctaBasetcs
apxuB B Gopmare tar.bz2, cogepXalinii NCXogHble Ganbl 3arpy>KaemMoro Moayna agpa, 4toobl
€ro MO>XHo 6b110 cobpaTb BPYUHYHO.

LKM-mogynb, ncnonbsyemsiin SplDer Guard, npeaHa3HaveH Ana paboTbl ¢ agpamu
: GNU/Linux Bepcuin 2.6.* n HoBee.

ApPXV1B C UCXOAHBIMW KOAAMM 3arpy>KaeMoro Moy aapa pacrnosaraercsa B Katanore OCHOBHbIX
dannos Dr.Web ans Linux (no ymonyaHuto — /opt/drweb. com), B NoAkaTtanore share/drweb-
spider-kmod/src, U UMeeT UMA Buaa drweb-spider-kmod-<gepcus>-<dama>.tar.bz2.
Takke B kaTasore drweb-spider-kmod UMeETCA CLLeHapuii NPOBEPKN check-kmod-
install.sh, 3anNyCTMB KOTOPbIA, Bbl MOAYyUYMTE MHPOPMALMIO, MOAAEPKMBAET M UCMOb3yeMast
BaMW onepaunoHHas CMCTeEMa NPesBapuUTeIbHO CKOMMUAMPOBAHHbIE BEPCUN MOAYNEN aapa, YXKe
BKJIFOUEHHbIE B COCTaB NMpoAyKTa. B cnyuae ecnm Her, Ha 3kpaH ByaeT BbiBeAeHa peKkoMeHaLms
BbIMONIHUTb PY4YHYHO CHOPKY.

Ecnm ykazaHHbIN kaTanor drweb-spider-kmod OTCYTCTBYET, yCTaHOBUTE NakeT drweb-
spider-kmod.

@ [nsa BbinonHeHmsa pydHon cbopku LKM-mMoayns 13 NcxofHbIX KOJ0B HEOOXOANMO

: ob1asaTb NpaBamu cynepnosab3oBatens. [id noayyeHus npae cynepnosib3oBaTtess npu
cbopke BOCMO/Ib3yNTeCh KOMaHAOW CMEHbI MOJIb30BaTesA SU UAN KOMaHAOW BbINMOJHEHNS
OT MMEHM Apyroro nosib3osatesis sudo.

MHcTpykuma no c6opke moaynsa saapa

1. PacnakyliTe apxuB C MICXOAHbIMU KOZaMK B 060N KaTtasnor. Hanprmep, koMaHgaa

# tar -xf drweb-spider-kmod-<gepcus>-<dama>.tar.bz?2

pacnakyeT apx1B HEMOCPEeACTBEHHO B KaTasior, COAep>KallMi caMm apxvB, CO34aB B HEM
nogkartanor ¢ umeHeM darna apxumea (obpaTuTe BHUMaHWeE, YTO 414 3aNnCh B KaTasior,
cofep>Kallnii apxme, HeobxoAMMbI NpaBa Cyneprnoab3oBaTens).

2. I'Iepeﬁp,MTe B CO3AaHHbI[/JI Katanor ¢ MCXo4HbIMU KOAaMU 1 BbINOJIHNTE KOMaHAY:

# make

B cnyyae Bo3HMKHOBEHMA ownbOK Ha 3Tane make cnefyet nx yCTPaHUTb (CM. HUXE) U
BbINOJIHUTb KOMMUAALMIO MOBTOPHO.
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3. TMocne ycnewHoOro okoHYaHuA 3Tana make BbIMOAHUTE CAeAytoLMe KOMaHAbI:

# make install
# depmod

4. Tocne ycnewHom cbopkn Moayns sapa n ero peructpaumm B CUCTEME, BbINMONHNUTE

AONoHUTENBHO HacTpowiky SplDer Guard, yka3aB eMy pexxvm paboTbl C MOAy/eM A4pPa,
BbINO/JIHNB KOMaHAy

# drweb-ctl cfset LinuxSpider.Mode LKM

Tak>xe gonyckaeTca yCTaHOBKa 3HayeHna AUTO BMeCTO 3HavyeHusa LKM. B atom cayuae SplDer
Guard byaet npo6oBaTb NCMNO/Ib30BaTb HE TOJILKO MOAY/b AA4PA, HO U CUCTEMHbBIA MEXaHW3M
fanotify. [lns nonyyeHns oNOAHUTENBHOM MHPOPMALIMM NCMONb3YIMTE 4OKYMEHTAL MO man:
drweb-spider(1l).

Bo3moikHblie owmnbku c6opkmn

Ha stane BbinoaHeHus c6opkn make MoryT BO3HMKaTb OLWINOKK. B cnyyae BO3HUKHOBEHMA
owmnbok NposepbTe CreaytoLLee:

e 1ns ycnewHown cbopkn Tpebyertcs Hannume Perl n komnunstopa GCC. Ecam OHM OTCYTCTBYHOT,

yCTaHOBUTE UX.

e B HekoTopbix OC MOXxeT noTpeboBaTbCA NpeABapuUTeNbHaA YCTaHOBKA Naketa kernel-devel.

e B HekoTopbix OC cbopka MOXET 3aBepLUNTLCA OLNMOKOW 1U3-3a HEeNPaBWIbHO ONpeAeneHHOro

NyTW K KaTanory NCXOAHbIX KOZOB Aapa. B aTom cnyyae ncnonbsyrite komaHay make c
napameTpom KDIR=<nyme K UCXOOHbIM kodam a0pa>. OBbIYHO OHM pa3MeLLatoTca B
KaTanore /usr/src/kernels/<8sepcus A0pa>.

l O6paT|/|Te BHMMaHWME, 4YTO BEPCUA A4Pa, BblAaBaeMad KOMaHAOI;I uname -r, MOXeT He
: coBnajatb C MMEHeEM KaTaslora <eepcusd ﬂ@pa>.
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