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BBepeHue

B HacTosiLen AoKyYMeHTaLUMM NPeACTaBeEHO ONUCAHME CNEAYIOLWNX NPOrPaMMHbIX KOMIMIEKCOB:
o ans Linux;
. ons FreeBSD;
o ans Solaris x86.

MockonbKy Mexay 3TUMM MNpOrpaMMHbIMKM - KOMMekCcaMn  ans  pasHbix  UNIX-cucteM HemHoro
MPVHUMMNMANbHLIX Pas3nyui, B AanbHEWLeM B AOKYMEHTauuu pedyb 6yaeT uaTv, B OCHOBHOM, 06
obwem cnyyae (nanee —

), @ oTAnumnam 6yayT NocBsLEHbl OTAEbHbIE [1aBbl.

PykOBOACTBO aapecoBaHO /vy, OTBEYaloleMy 3a aHTUBUPYCHYI0 6e30MacHOCTb M HACTPOMKY CeTel,
Ha3blBAaeEMOMY B AaHHOM pykoBoacTse "AAMUHUCTPaTOpoM".

Llenb 3awmThl daitnoBbix cepBepoB B UNIX-cucTeMax 3ak/oyaeTcs B MOMCKE U 06Ee3BpeXMUBaHNUM
BMPYCOB M NPOYMNX BPEAOHOCHBIX MporpamMM. bonbWNHCTBO BMpYCcoB He crnieumdunyHbl ans UNIX-cucTem,
HO u4epe3 JoKanbHble CETM PacrnpocTpaHaioTcd 0bblyHble Windows-BUpyCbl, B TOM 4ucne u
Makposupychl ans Word, Excel n apyriux npunoxeHui.

MpoBepKa OCYLLECTBNAETCS B MOMEHT BbINOJIHEHWSI CEPBEPOM 3anpoca pabouyeit cTaHuuM Ha ¢ainoByto
onepaumio (T.e. Npu 3anucy (ainoB Ha CepBep WK NpY OTKPbITUM (haliIoB Ha CeEpBEpE).

MporpamMMHbIf  KOMMEKC COCTOUT M3 CreaytoLmx
KOMMOHEHTOB:
o KOHCONbHbIW CKaHep CNYXXWUT Onsi 06HApY>XeHUS U NeYeHusl BUPYCOB Ha

JTOKaSIbHOM MallnUHE, B TOM YUCNE U B KaTanorax obuero AoCTyna,;

e Pe3naeHTHbIi KOMMOHEHT UCMONb3yeTC B KayecTBe MoAK/IHoYaeMoro
BHELLHEro aHTUBUPYCHOTrO hUbTPa;

e Pe3uAeHTHbIi KOMMOHEHT UCMONb3yeTcs Ans 3anycka W nepesanycka

npounx Moaynemu B HY>XKHOM MOpPSAKE;
e Pe3ngeHTHblii KOMMOHEHT MCNoNb3yeTCst ANs YNpaBfieHusi KOHUrypaumein
Mozaynei , cbopa CTaTUCTUYECKON WHGOPMaLUMM U MHTErpauum c
( )i
' Mo yMonuyaHuio B COCTaB peLUeHus] BKITHOYEH , NMpeAHa3HaYeHHbIN ANs UHTerpaumm
. C Bepcun 6.0. ECn Bbl XOTUTE MHTErpMpOBaTh Ball MPOAYKT C BEPCUM
10.0, noTpebyeTcs BbLINOMAHUTL YCTAHOBKY OOHOBNEHWUS Ans N nNpou3BecTn

[OMNOHUTENBHYIO HacTpoiiKy. MoapobHee cM. B pasaene

e AHTMBMpPYCHOE SIAPO N Habop NOCTOSIHHO O6GHOBNASIEMBIX BUPYCHBIX 6a3
JaHHbIX;

e KOMNOHEHT , BbIMOSIHEHHbLIN B BMAE perl-ckpunTa, MCMNonb3yeTcs Ans
aBTOMATMYECKOro 06HOBNEHNS BUPYCHbIX 6a3 AaHHBbIX;

o KoMnoHeHT MCrONb3yeTcs Kak MOHMTOP (aiinoBbIX onepaumii ans
¢ainoBoro cepeepa Samba. OH peanv3oBaH Kak MOAKMOYAEMbIA Moaynb ans uHtepdeiica VFS
(Virtual File System) B Samba. OgHOBpeEMEHHO OH SIBNISETCS KIIMEHTOM ;

Be6-uHTepceiic ynpasneHus -
MOAY/b, UHTEMPUPYIOLLMIACS B CUCTEMHbIN KOMNOHeHT Webmin 1 ncnonb3syemelit Ans ynpaBneHus
N HacTpOMNKK yepe3 Beb6-uHTepdeic ¢ nboro
6pay3epa.

7
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CTpyKTypa KOMMNOHEHTOB n306pakeHa Ha PUCYHKE HUXE:
KnueHT ApMHUHWCTRATOP
Samba Dr.Weh Console Webmin
Dr.Web Samba Dr.Web .
VFS SplDer ™ Daemon | Quaranting
Dr.Web Dr.Web
Dr.Web Bases —» Engine > Qonae
Dr.Web Dr.Web
Dr.Web Updater Agent Monitor

Dr.Web anspaiinossix cepeepos UNIX |

Dr.Web

BCO Dr.Web ESS

Puc. 1. Ctpyktypa komnoHeHToB Dr.Web ans c¢ainosbix ceppepoB UNIX

B HacTosleM pykoBoacTBe 6ydeT pacCMOTPEH MPOLIECC HACTPOWMKM U MCMOJIb30BaHMSl MPOrpaMMHOro
KoMnnekca , @ IMEHHO:

o O6LLasa xapakTepucTmka nNpoayKTa.

¢ YCTaHOBKa NporpaMMHOro KoMrsekca

¢ 3anycK NporpaMMHOrO KOMMeKca

¢ Mcnonb3oBaHue Moaynst 06HOBNEHUS

¢ Mcnonb3oBaHne Moayns

¢ Mcnonb3oBaHMe KOHCOMbHOro CKkaHepa

¢ Mcnonb3oBaHWe aHTUBUPYCHOro Moayns

¢ Mcnonb3oBaHne Moayns

¢ Mcnonb3oBaHue Moayns

¢ Paborta c Be6-uHTepdeicom

B 3aknoyeHnM pyKoBOACTBa NpuBefAeHa WHDOPMALUMA AN KOHTAKTOB CO CNYXX60M TEeXHUUYECKOW
NOAAEPXKKMN.

HeobxoanMo 0TMETUTL, YTO MPOAYKTI HaxoaaTCs B MOCTOSIHHOM pa3BuTun. OBHOBNEHMS
6a3 AaHHbLIX M3BECTHbIX BMPYCOB BbLIXOAAT €XEeAHEBHO (Kak MpaBWIO, HECKONMbKO pa3 B AEHb).
Meprognyeckn noSBAAIOTCA HOBblE BEPCUM OTAENbHbIX KOMMOHEHTOB. M3MeHeHMs B npoayKTax
KacaloTCs KaK COBEPLUEHCTBOBAHMSI MPUEMOB AMArHOCTMKM M 60pbbbl C BMpyCaMu, Tak U CPeacTB
nHTerpaumMm ¢ apyrumm npunoxeHnamm UNIX-cuctem. Kpome TOro, MoCTOSIHHO paclMpseTcs Kpyr
MPUIOXEHWUN, CNOCOBHLIX paboTaTb COBMECTHO C MpoAyKTaMu . MoaToMy He umckoYeHo,
YTO HeKOTOpble JEeTasM HaCTPOVMKM M MCMOSIb30BaHUS TEKyllen Bepcum 6yayT oTamuyaTbCs OT
OMMWCaHHbIX B HACTOSILLIEM PYKOBOZACTBE.
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Ncnonb3yembie 0603HaUE€HUS U COKPaLLeHUs

B 1laHHOM pYKOBO/ICTBE WUCMOMb3YHOTCA ClefyoLIME YCIIOBHbIE 0603HAYEHNS:

Mony)xupHoe HauepTaHue HasBaHus 3neMeHTOB rpacuyeckoro MWHTepdeica M MpuMepbl BBOAA,
KOTOpbIi HEO6X0AMMO BbIMOMHUTL B TOYHOCTM TaK, Kak OH TMpVBEAEH B
PYKOBOACTBE.

3eneHoe U NonyxupHoe HanmeHoBaHusa npoayktos [lokTop Beb nnm nx KOMNOHEHTOB.

HayepTaHue

3eneHoe u NoavYEpPKHYTOE CChIfIKM Ha CTpaHULbl PYKOBOACTBA U BEG-CalThI.

HayepTaHue

MOHOWMPUHHE WPUGT MpuMepbl Koaa, BBOAA AN KOMaHAHOW CTPOKM U MHGOpMaLMK, BbIBOAUMOW

NOJIb30BATENO NPUNOXEHUNEM.

Kypcue TepMuHbI 1 3aMelLatoLwmii TEKCT (MPUBOANTCS BMECTO MHMOPMALIMK, KOTOPYIO
HEOHX0AMMO BBECTM MOJb30BaTENID). B cliyyae npuMepoB BBOAA KOMAHAHOM
CTPOKW KypPCUB YKa3blBAET Ha 3HAUEHMS MapaMeTpoB.

3AITIABHBIE BYKBbI Ha3BaHus K1aBuLL KnaBMaTypbl.

3Hak nntoca (+) YKa3blBaeT Ha OAHOBPEMEHHOCTb HaXaTus KaBWULL KiaBuaTypbl. Hanpumep,
3anmcb ALT+F1 o0603HavaeT, 4TO HeobxoaMMO HaxaTb knasuwy F1,
YAEPXXMBas HaXaTon knasuily ALT.

BocknuuaTenbHbIM 3HaK Ba)xHoe 3aMeyaHvie wnv npegynpexaeHue O MOTEeHUManbHO OMaCHbIX UMK
YpeBaTbIX oLwmbkamm CUTyaLmsx.

Takxe AN yKa3aHUs KaTanoros, B KOTOPble YCTaHaB/IMBAOTCA KOMMOHEHTbLI MPOrPaMMHOro KoMriekca,
WMCMNOMb3YIOTCA YCIIOBHblE 0603HauYeHns $bin dir, $etc_dir U $var_ dir. B 3aBucumoctun ot OC 3Tv
0603HayeHVs yKasbIBalOT Ha CreayloLLme KaTanoru:

ana Linux n Solaris:

$bin_dir = /opt/drweb/
$etc_dir = /etc/drweb/
$var dir = /var/drweb/

ana FreeBSD:

$bin dir = /usr/local/drweb/
$etc_dir = /usr/local/etc/drweb/
$var dir = /var/drweb/

B noKyMeHTe MCnonb3ytoTes cneaytowme TEPMIUHBI U COKPALLEHNS:

ASCII American Standard Code for Information Interchange — aMepuKaHcKasi CTaHZapTHas
KOAMPOBOYHas Tabnuua Assi NevaTHbIX CYMBOJIOB M HEKOTOPbIX CrielmasbHbIX KOLOB

CIDR Classless Inter-Domain Routing — MeToa IP-agpecauuu, MO3BOASIOWMIA TMOKO yrNpaBnsTh
NMPOCTPaHCTBOM IP-aZipecoB, He UCMOJb3ys XXECTKME PaMKM K/TaCCOBOM aZipecaLmm

DEB PaclumpeHne UMEH aiinoB «BMHApPHbIX» MAKETOB [ANS PACNpPOCTPAHEHWUSI U YCTAHOBKU
nporpamMHoro obecneveHuss B OC npoekta Debian n apyrux, mcnonb3ylowmx cUCTEMY
ynpaeneHus naketamn dpkg

DNS Domain Name System — KoMMblOTEpHasi pacnpenenéHHas cuctemMa Ans MonyyeHus
MH(OPMaLIMKM O AOMEHaxX

HTML HyperText Markup Language — sA3blk pasMeTKM MMMNEPTEKCTa, CTaHAAPTHBIN A3bIK Pa3METKU
Web-agokymeHTOB

IP Internet Protocol — MapLUpyTM3MpPYEMbI MEXCETEBOM MPOTOKOST CETEBOrO  YPOBHS
cemeiictBa TCP/IP
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IPv4 MpoTtokon IP, Bepcus 4
IPv6 MpoTtokon IP, Bepcus 6
IPC Inter-Process Communication — Habop cnocoboB obMeHa AaHHBIMM MEXAYy MHOXXECTBOM

MOTOKOB B O/HOM M/ Bosee npoLeccax, 3anylleHHbIX Ha OAHOM MK Bonee KOMMbioTepax,
CBSI3aHHbIX MEXAy COBOoW CETbIO

MD5 Message Digest 5 — 128-GUTHbI anroputT™M XelMpPOBaHUS, NpeAHa3HAYeHHbI Ans
CO3[@aHNS  «OTMEYATKOB» WM  JAalKECTOB COOOLEHUS MPOM3BONbHOM  ANMHBI 1
riocneaytoLlen NPoBEPKU X MOAIMHHOCTM

PID Process IDentifier — yHUKanbHbIM WAaeHTUdMKATOP, NpucBamMBaeMbli OC 3Kk3eMnnspy
npoLecca npu ero 3anycke

POSIX Portable Operating System Interface for Unix — Habop cTaHAapToOB, OnpeaensitoLmx
nHTEpdENCbl B3aUMOAENCTBUSI MEX/Y ONMEPaLMOHHON CUCTEMON U NMPUKIAAHON NPOrpaMMoN,
CO3[aHHbIN Ansi 0becrneyeHns COBMECTUMOCTM pasnnyHbiX UNIX-Noao6HbIX onepaLyoHHbIX
CUCTEM Y NEPEHOCMMOCTM NMPUKIAAHBIX MPOrpaMM Ha YPOBHE MCXOAHOMO KoAa

RFC Request for Comments — [OOKYMEHT M3 CepuM MPOHYMEPOBAHHbIX WH(OPMALMOHHbIX
[OKYMeHTOB VHTepHeTa, coaepXKalumx TeXHUYeCKMe cneumdukaummn n ctaHaapThl, WMPOKO
NpYMEHsIEMble BO BCEMUPHOM CETH

RPM @opMaT NakeToB PacnpOCTPaHEHUS MPOrpaMMHOro obecrneyeHns U Has3BaHWe MeHemKepa
yrnpaBneHust M1

SSL Secure Socket Layers — Tak e Kak UM TLS — KkpunTorpaduyeckuii MpoTOKOJI,
obecneyvBatoLme 3alMLEHHYIO Nepefady AaHHbIX MeXAy y31aMu B ceTn MHTepHeT

TCP Transmission Control Protocol — oaMH M3 OCHOBHbLIX CETEBbIX MPOTOKOSIOB MHTEpHETa,
npeaHasHayeHHbIN NS YyNpaBeHns nepeaadelt AaHHbIX B CETAX U noaceTax TCP/IP

TLS Transport Layer Security —  KpunTorpaduyeckuii  MpOTOKOJ,  O6ecnevnBaloLLmi
3alUMILEHHYID Nepedadvy [AaHHblX Mexay y3namm B cetm  WHTepHeT. lMcnonb3lyeT
ACMMMETPUYHYIO0 KpunTorpaduto ans obMmeHa KaovaMu, CUMMETPUYHOE LUM@POBaHNE Ans
KOH(MAEHUMANBHOCTM M KOZbl @yTEHTUYHOCTY A/t COXPAHEHUS LIENIOCTHOCTM COOBLLEHWIA

URL Uniform Resource Locator — eanMHoo6pasHbiii NIokaTop (OnpeaenuTenb MECTOHAXOXAEHWS)
pecypca. CTaHAapTVU3MPOBaHHbIM cnocob 3anmcu agpeca pecypca B ceTu IHTepHeT

uuiD Unique User IDdentifier — yHUKanbHbIM naeHTUdMUKaTOp Nonb30BaTens

XML eXtensible Markup Language — pacluMpsieMblii $3blK PasMETKM, TEKCTOBbIN dopmMar,

NMpeaHasHaueHHbIN AN XpaHeHUst CTPYKTYpUPOBaHHbLIX AaHHbIX, 06MeHa WHbopMaumei
MeX/y MporpamMMaMi, a Takxke ANs CO3AaHWsi Ha ero OcHoBe 6osiee CreLmanu3MpoBaHHbIX
A3bIKOB Pa3MeTKM

0oC OnepaumoHHasi CUCTEMa — KOMIMJIEKC YynpaBasioowmx u obpabaTbiBalowmx nporpamM,
npeAHasHaYeHHbIX NS YMpaBlieHUsl YCTPOWCTBaMK, BbIYMCIWUTENbHBIMA  MPOLIECCaMMU,
3(EKTUBHOIO pacnpeaeneHnss BblYMCIIUTENbHBIX PECYPCOB MEXAY BbIYUCAUTENbHBIMU
MpOLIECCaMm 1 OpraHn3aLmMn HaAEXHbIX BbIYUCTIEHWIA

B pa3sgene onucaHusi paboTbl kOMMNoOHeHTa Kouconb Dr.Web pna dainoebix cepsepos UNIX
NCMOMb3YIOTCS Crieaytowme TEPMUHbI U COKPaLLEHNS

CGI Common Gateway Interface — cTaHAapT uHTepdelica, UCTONb3YEMOrO A/ CBA3M BHELLHEN
nporpamMMbl ¢ Beb-cepBepom

JSON JavaScript Object Notation — TekcToBbIi opMaT 0bMeHa AaHHbIMM, OCHOBAHHbLIA Ha
JavaScript
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CucreMHble TpeboBaHus

KOMMOHEHTbI MPOrpaMMHOro KOMIekca COBMECTUMBI:
e C AaucTpubyTuBamMu Linux, y#oBneTBOpsiOWMM TpeboBaHUSM, NpPUBEAEHHBIM B pasgene

'

e c FreeBSD Bepcum 6.x n Bbiwe gns nnatdopmbl Intel x86 n amd64;
¢ c Solaris Bepcumn 10 ana nnatdopmbl Intel x86 n amdé4.

Vicnonb3yemasi nnatdopmMa AoskHa obecneuvBaTth MOSHYO MOAAEPXKKY CUCTEMbI KOMaHA mnpoueccopa
&= apxuTekTypbl X86 B 32-6UTHOM M 64-6UTHOM pexmumax. Ha 64-6uTHbIX cucTeMax 06a3aTenbHO AOMKHA
ObITb BK/IIOYEHA NOAAEPXKKA BbINOMHEHUS 32-6UTHbBIX MPUMOXEHUM.

MpoaykThl, paboTalolmne noa yrnpaBneHneM onepaumnoHHoW cucteMbl FreeBSD 6.x, He MOryT 6biTb
K cepsepy Bepcum 10.

Mpumep:

Ans noaaepxkun 32-6UTHbIX NPUIIOXEHUIA B cMcTeMax Ha ocHoBe Debian/Ubuntu Linux noHagobutca
YyCTaHOBUTb 6MbnMOTeKy libc6-i386, a Ans cucteM Ha ocHoBe ALT Linux — 6ubnmnorteky i586-
glibc-core.

[ns ycnewHow v ctabunbHol paboThbl TpebyloTcs:

e YCTaHOB/EHHbIA W 3aMyLUEHHBbIV U AHTUBMPYCHOE SApO
Bepcun He Hmxe 6.0.2.

e YCTQHOB/EHHbIN U HAaCTPOEHHBIN cepBep daiinoBol cnyx6ul Samba Bepcun He Huxe 3.0.
e Moaynb 06HOBNEHUS TpebyeT ycTaHoBNEeHHbIN Perl 5.8.0 u Bbile.

C TOYKM 3peHVst annapaTHoro obecrieyeHus TpeboBaHWsS MPOrPaMMHOIO KOMIJIEKCaA

COBMaalT C TpebOBaHUAMU KOHCOMBbHOrO (TEKCTOBOMO) pEXMMa
OMepaLMOHHOW CUCTEMbI, A7 KOTOPOM OH NMpefHasHayveH. [nsa ycTtaHoBku TpebyeTcsa okono 150 Méant
JMCKOBOro NpOCTpaHcTBa. [ns yCTaHOBKM Beb-uHTepdelica AonoNnHUTeNbHO Tpebyetca 50 M6aiT
JNCKOBOr0 MPOCTPaHCTBa.

[Ona paboTbl rpacmyeckoro MHCTanNsATopa Tpebyetcsa X
Window System. [1ns paboTbl yCTaHOBOYHOIO CKpUMNTa B rpaduueckoM pexuMme Heobxoammo, 4Tobbl
B CMCTeMe Oblf1 YCTAaHOB/IEH 3MYNSATOP TEPMMHANA xterm UM xvt.

Takke B cMcteme A0/MKHbI 6bITb YCTaHOBJIEHbI C/iIEAYIOWNE NMAKETblI U YTUIIUTDIL.
e base64
® unzip
® crond

[ns KoppekTHOM paboThl B OMEPALIMOHHOW CUCTEME
FreeBSD cTapiue BOCbMOW BEpCMU HEOBXOAMMO Hannumne 6ubIMoTeKN compat7x.

B 3aBMCMMOCTYM OT 3afay, pewwaemMbiX NPOrpaMMHbIM KOMIIEKCOM
, W pabouyeii Harpysku, K annapaTHOMy 06eCrneyeHWU0 KOMMbIoTepa MOryT MpeabsBsTHCS
AOMOJTHUTENbHbIE TPe6oBaHMS.

' Moxxanyicra, obpaTnTe BHUMaHWE, YTO KOMMOHEHT , BXOASILUMI B COCTaB

A, , Mo yMonuyaHuio cobpaH ans Samba 6e3 noaaepxku
onuunm CLUSTER SUPPORT. B cnyyae ecnu wucnonbdyemass Bamu Samba paboTtaeTr ¢ onumen
CLUSTER_SUPPORT, NP1 CKaHWPOBaH1M (aiiioB MOTyT BO3HMKATb OLUMOKM.

Ecnu Bbl ucnonb3yete Samba c onuueli CLUSTER SUPPORT, TO Bbl MOXKETE MOC/E YCTaHOBKU
BbIMNOSIHUTL MpoLEeaypy YCTaHOBKM
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M3 ncxodHbix kopoB (MogpobHee cM. Hwke, B pasgene YcrtaHOBKA v ypaneHue Dr.Web ans
c¢ainoBbix cepsepoB UNIX), Bpy4YHyl0 CKOHMMWIypUpOBaB MX Ha COOTBETCTBME WCMOJIb3YEMOW
Samba, Bknto4as noaaepxKy onumnm CLUSTER SUPPORT.

YTo6bl NpOBEPUTL, MCMoMb3yeTe M Bbl Samba ¢ onumelt CLUSTER _SUPPORT, BbINOSHUTE KOMaHAY:

smbd -b | grep CLUSTER_SUPPORT

CoBMeCcTMMOCTb C AUCTpMbYTMBaMM Linux

MporpamMMHbI koMnnekc Dr.Web pgna daiinosbix cepeepos UNIX noaaepxusBaeT AUCTPUOYTUBDI
Linux x86 1 x86-64.

TpeboaHus k Bepcun agpa OC n 6ubnunoteke glibc 3aBMCAT OT TMNa yCTaHOBOYHOMO NakeTa:

e YHuBepcanbHbi naket ans UNIX-cuctem (Linux x86):

o Bepcusa aapa 2.4.x, sepcns glibe 2.2 (He pekomeHayeTcs) 1 Boille,
o nubo Bepcust aapa 2.6.x, Bepcus glibe 2.3 n Bbiwe;

e YHuBepcasbHblIi nakeT ans UNIX-cuctem (Linux x86-64):

o Bepcus appa 2.6.x, pekomeHaosaHa Bepcus glibe 2.3 v Bbiwe;
e MNaketbl RPM (rpm-apt, urpmi, yum, zypper):

o Bepcus apgpa 2.6.18 v Bolwe, Bepcusa glibe 2.5 v Bbiwe;
e [MakeTbl DEB (apt):

o Bepcus apgpa 2.6.26 v Bolwe, Bepcus glibe 2.7 v Bbiwe;

PaboTocnocobHOCTE KOMM/IEKCA NPOTECTMPOBAHA Ha Ceaylowmnx aAncTpmbyTneax:

ALT Linux 4.0-5.0

CMnT 6.0 CMnT 6.0
Arch Linux = BCe
ASPLinux 12.0 - 14.0 =
Debian 3.1-6.0 4.0-6.0
Fedora = 14.0
Gentoo BCE
Mandriva Linux ctapuwe 2009, CS4 2010.x
Mandrake 10.x 10.x
openSUSE 10.3-11.0 10.3-11.0
PCLinux 2010 2010
RedHat Enterprise Linux (RHEL) 4.0-6.0 5.0-6.0
Suse Linux Enterprise Server 9.0-11.0 10.0-11.0
Ubuntu 7.04 - 11.04 7.04 - 11.04

CoBmecTMmocTb ¢ OC MCBC

ANCTprBYTMB COBMECTUM CO CeaytoWMMU BEPCUSIMUA OnepaumnoHHol cucteMbl MCBC:
e MCBC 3.0 80001-12 (u3m. 0, 1, 2, 3);

12
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e MCBC 3.0 80001-14 (u3m. 0, 1, 2);
e MCBC 3.0 80001-08;

e MCBC 3.0 80001-16;

e MCBC 3.0 ®CT32K.

Mpoure ANCTpUBYTMBLI LINUX, KOTOpble COOTBETCTBYIOT MPUBEAEHHLIM Bbille TPEGOBaHMAM, TOXE
NOAAEPXXMBAKOTCA, HO He BblIM NPOTECTUPOBAHbI. pU BO3HUMKHOBEHUM NPOGIEM C COBMECTUMOCTbBIO C
BalUMM AUCTPUBYTMBOM, 06paTUTECh B TEXHUYECKYIO NMOAAEPKKY:

PacnonoxxeHue painnos npoayKra

Mo yMonyaHuio yCTaHaB/MBAETCA B KaTanorn $bin dir,
%etc _dir M $var dir. B 3Tux kaTanorax CO3Aaetcs CTpyKTypa NoAKaTanoros, He 3aBucaLas ot
OC:

%bin dir/ - WcnonHsaemble MOAY/M NPOrpaMMHOrO KOMMEKca U MOAYNb OBHOBNEHUS KOMMOHEHTOB
(perl-ckpunT update.pl).

%$bin dir/doc/ - [JOKyMeHTaums no npoaykTy. Bca AOoKyMeHTauusi npeacTasieHa B BUAE TEKCTOBbLIX

(ainnoB 1 NpUCYTCTBYET B ABYX BapMaHTax — aHIrNOSA3bIYHOM U PYCCKOSA3bIYHOM (B KOAMPOBKAX KOI8-R

n UTF-8).

$bin dir/doc/samba/ - [OKyMeHTauusa 418 MOAyNs , CKpunT Aans

ABTOMATUYECKOro CO3A4aHns U OBHOBNEHUS CUMBOJSIMYECKMX CCbITOK update-links.sh M obpasey

TaKoro ckpuvnTa.

$bin dir/lib/ - Pa3nuuHble cnyxebHble 6ubnnoTekn, N BCmomoraTenbHble (ainbl, HeobxoanMble

Anst paboTbl KOMMNOHEHTOB MPOrPaMMHOIoO KOMMJEKCa, HanpuMmep:

» ru_scanner.dwl — (pain A3bIKOBbIX PeCypcoB MOAYSIS

$bin dir/web/ - Mopynb Beb-uHTepdeiica ans
nogkntodeHns kK Webmin.
%etc dir/ - KOH(MrypaumoHHble @aiinbl NMpOrpaMMHOrO KOMM/EKCa, a Takke enable-(aiinbl,

yrpaBAsioLwme 3anyckoM KOMMOHEHTOB, PaboTatoLmnX B peXmMe ,D,eMOHOB*.
%etc _dir/agent/ - [JononHWTENbHblE KOHPUIrypaLMOHHbIE hainbl MOayNs
%etc _dir/monitor/ - [lONONHUTENbHbIE KOHMUIypaLMOHHbIE dainbl Moayns
$var dir/bases/ - BupycHble 6a3bl (paiinbl * . vdb).

$var dir/infected/ - Katanor ANS MEPEMELLEHNSI B HErO 3apaXXeHHbIX ¢halinios,
€C/IM Takas peakuusi Ha OOHapY)XEHME 3apaXXeHHbIX WM MoAO3PUTENbHBLIX (aiinoB 3ajaHa B
HaCTpOMKax KOMIMOHEHTOB NPOrpaMMHOI0 KOMrieKca.

$var dir/lib/ - AHTMBMpPYCHOE SiAPO B BUAE MOArpy>aemoit 6ubnnotekm (drweb32.d1l).

* v
)Pacnonox(eHme enable-(hannoB 3aBUCMT OT crnocoba YCTaHOBKM

= YCTaHOBKa Npu NOMoLM YHUBEpPCcasibHOro nakera ans UNIX:
®dalinbl pacnonaraloTcs B KaTanore $etc dir U Ha3bIBAOTCS
drwebd.enable,
drweb-monitor.enable.

= YCTaHOBKa M3 HaTuBHbiIX DEB-nakeToB:

®daiinbl pacrnonaraloTcs B kaTanore /etc/defaults M Ha3blBalOTCS
drwebd,
drweb-monitor.

13
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YcTaHoBKa 13 HaTuBHbIX RPM-nakeToB:

dainbl pacnonaratoTca B kaTanore /etc/sysconfig U Ha3blBalOTCA
drwebd.enable,
drweb-monitor.enable.

KoHdurypaumoHHbie ¢aisibl

06wmnin popmaTt KOH(UrypaunmoHHbix panios

HacTpoiika 60/bLUMHCTBA KOMMOHEHTOB MPOrpaMMHOr0  KOMrieKca

NpOV3BOAUTCS C NMOMOLLbI0 KOHMUIYpaLMOHHbIX dainoB. KoHdurypaumnoHHbie daiinbl

SBNAIOTCS TEKCTOBLIMM (haliiamMu, YTO NMO3BONSIET PefakTMPOBATh WX JIO6bIM TEKCTOBLIM PEAAKTOPOM).

O6wwit popmaT aina KoHbUrypaumu:

—-——- HauaJo dawnmyja ---

[Mma cexuum 1]
[lapameTpl = 3HaueHuel, ..., 3HaueHuekK

[lapameTpN = 3HaueHuel, ..., 3HaueHuekK

[Mma cexumm X]
[lapameTrpl = 3HaueHuel, ..., 3HaueHuekK

—-—— KOHel OGauna —---

daiinbl kKoHdUrypauumn GopMUpYIOTCS MO CleayoLWEMY NPUHLIMMY:

CumBonbl ";" nnm "#" B CTpokax KOH(UrypaumoHHoro daiina 0603Ha4aloT Havyano KOMMEHTapus
— BECb TEKCT, MAYLMIA B CTPOKE 3a 3TUMM CMMBOSIAMM, NMPOMYCKAETCS MOAYNSMU
MpyY YTEHUM NapaMeTPOB M3 KOHDUIrypaLMOHHoro daiina.

Conepxumoe aina pa3bmBaeTcs Ha NOCNEAOBATENbHOCTb MMEHOBAHHBLIX CEKUMA. Bo3MoXHbIE
MMEHa CEeKUMM XECTKO 3afaHbl U He MOoryT 6biTb MPOM3BOMbHLIMU. WMsi cekumn 3apaeTcs B
KBagpaTHbIX CKOBKax.

Kaxkaas cekums coaepXuT rpynmny napamMeTpoB KOHbUrypaLumm, 06beaMHEHHbIX MO CMbICHY.
B oaHol cTpoke dhalina 3agaeTcst 3HauyeHVe TONbKO OAHOMO napameTpa.

OcHoBHOV (opMaT 3aflaHus 3HadyeHusi napameTpa (Npobenbl, OKpyXalolWwme cMMBON '=', ecnu
BCTPEYAIOTCS, UTHOPUPYIOTCS):

<JMsa napametTpa> = <3HaueHue>

Bo3MOXHbIE MMEHa NapaMETPOB XKECTKO 3a/laHbl U HE MOTYT 6biTb NMPOU3BOJIbHBLIMM.
Bce MMeHa cekuuii U NapamMeTpoB B daiine perncTpoHe3aBUCUMbI.
MopsiAoK CnefoBaHMs CEKLMIA B dhalifie M NapaMeTpoB BHYTPU CEKLIMIA HE MMEET 3HaUYeHUs.

3HauyeHUss MapaMeTpoB B KOHMMUrypaumoHHOM daiine MoryT 6biTb 3aK/O4YeHbl B KaBblukn (U
AOJDKHbI 6bITb 3aK/THOUEHbI B KaBblYKM B TOM C/lyuae, eC/in coaepaTt npoberbl).

HekoTopble napaMeTpbl MOYT UMETb HECKONbKO 3HAYEHWUIA, B 3TOM C/lyYae 3HauyeHusl napameTpa
pa3fensoTCs 3ansToi, WM 3HayYeHMe MapaMeTpa 3afaeTcs HECKOSIbKO pas B pasHbiX CTPOKax
KOHdUrypaumoHHoro cdaina. MNpu nepeuncneHnn 3HayeHuin napaMeTpa Yepes 3ansTyio nNpobensbl
MEeXay 3HauYeHMEM M 3aMsiToM, ecnin BCTPeYaloTcs, UrHopupytotcs. Ecnm npoben siBNsieTcs YacTbio
3Ha4eHMs], BCE 3HaUYEeHMe HEODXOAMMO 3aK/IOUNTD B KaBbIYKMY.
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g, BO3MOXHOCTb MPUCBOEHMS NapaMeTpy HecKosbko 3HAYEHWI B [AHHOM [OKYMEHTe YyKa3sblBaeTcs

L% s gBHO. Ecnu ans HeKkOTOpOro napaMeTpa B [aHHOM [OKYMEHTE WM B KOMMEHTapusix B aiine
KOH(MUIypauum SIBHO HEe yKasaHO, YTO €My MOXHO MPUCBOUTb HECKOJSIbKO 3HAuYeHuid, TO MapaMeTp
MOXET 06/1aAaTh TO/IbKO OAAHUM 3HaYEHMEM,

MpuMep 3agaHna NapaMeTpa, MMEKLEero HeCKOJIbKO 3Ha4YeHMuit:
1) MepeuncneHne HECKONbKUX 3HAUYEHUI Yepes 3anaTylo:

Parameter = Valuel, Value2,"Value 3"

2) 3aaHune Tex XKe 3HAYEHWUI NapaMeTpa B pa3HbIX CTPOKaxX KOHMUrypaLumnoHHoro daina:

Parameter = Value2
Parameter = Valuel
Parameter = "Value 3"

Ecnu kakoi-nmbo napameTp He 3aAaH (OTCYTCTBYET) B KOH(UIypaLUMOHHOM chaline, 3TO He 03HAYaeT, YTo

4% y naHHOrO MapaMeTpa HeT 3HauyeHusl. B Takux cnydasx 3HaueHue mnapaMeTpa CYMTAeTCsl 3aAaHHbIM Mo
yMonYaHuto. JIMlb HEKOTOpble MapaMeTpbl ABASIOTCS Heobs3aTeNbHbIMU WKW HE UMEIOT 3HAYeHuin Mo
YMOMT4aHUIO, O YEM, KaK MpPaBusIo, YNIOMUHAETCS OTAESbHO.

I'IpaBuna OonucCaHunsa napaMeTpoB, NpUHATbIE B AaHHOM [IOKYMEHTe
B naHHOM pyKOBOACTBE KaXkAblii MApaMeTp ONUCLIBAETCA CNeayoLWnM 06pasoMm:
NuallapaMeTpa = Onucanue napametpa.
{Tun napameTpa | BO3MOXHBE 3HAUEHMUI } .
{MOXeT M NMEeTb HECKOJIbKO 3HAYEHWUN}.
{Ocobble 3amMmevaHuns}
{BaxxHble 3amMmeyaHuns}

3HayeHve No YMOTYaHUIO:
NmsillapaMeTpa = {3HadeHUe | OTCYTCTBYeET}

OnucaHve napaMeTpoB M CEKUMI KOH(MUIrypauMoHHbIX (alfloB AaHO B MOPSAKE WX CleAoBaHust B
darine KoHdMrypaumm, CO34aBaEMOM MpW  YCTAHOBKE MPOrPAMMHOIO KOMMJ/eKca

MNone Tun napameTpa MOXET MPUHUMATL CNeayOLWNE 3HAYEHNS:

e uycnoBoe BHauveHMe (numerical wvalue) — 3HaAY€HWE MApPaAMETPa SBJIAETCA LENbIM
HeoTpuuaTeNlbHbIM YMNCITOM.
e BpeMsa (time) — 3HaueHMe NAapaMeTpa 3a4aeTcCa B €AMHULAX U3MEPEHUS BPEMEHMN. 3Ha4yeHune

COCTOMT M3 LIENOr0 4KCra, Mocie KOTOPOro MOXET uaTv 6ykBa, onpedensiiouas Bua eavHuL,
N3MEepEHMSI BPEMEHU (s — CEKYHAbI, m — MUHYTbI, h — Yachl, PErUcTp BYKB He yunTbiBaeTcs). Eciun
B 3HAYeHMW napaMeTpa 6yKBbl HET, TO CYATAETCS], UTO BPEMS 3a1aHO B CEKYHAAX.

MpumMepsbl: 30s, 15m

®* pasmep (size) — 3HauyeHWe MapaMeTpa 3afaeTcs B eanHMUax uaMepeHust obbema MamsTy
(AMCKOBOM MK ONEepPaTUBHON). 3HAYEHME COCTOMT M3 LIENIOro YMCna, Nocie KOTOPOro MOXET UATH
6yKkBa, onpeaensiolas Bua eanHuL, namepenns obbema namsatn (o — 6aiTbl, k — KMNobanTbl, m —
MerabaiTbl, g — rurabaiTbl, peructp 6ykB He yumnTbiBaeTcs). Ecnm B 3HaYeHuMn napameTpa 6yKkBbl
HET, TO CYNTAETCH, YTO pa3Mep 3afaH B HaiTax.

MpumMmepsbl: 20b, 15k
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®* nmpaea (permissons) - 3HayeHMe napaMeTpa 3a4aéTCd  Tpex3HayHbIM  YMUCIOoM,

0603HayatoLWmMM NpaBa AoCTyna k daiinam B dopmaTe, npuHaToM B UNIX-cucTemax.
Kaxxpoe npaBo siBnsieTcst KoMbMHaumel (cymmoit) Tpex 6a3oBbIX Npa.:

o lMpaBo uteHus (r) obo3HayvaeTcs uncsom 4;
o lMpaBo 3anucu (w) 0603HaYaEeTCs YMUCIOM 2;
o lMpaBo ncnonHeHuns (x) obosHavaeTcs Yncnom 1.

Mpy 3TOM nepBas uudpa uncna 3a4aeT npasa And Brnagenbua daina, BTopas — Ang rpynnbl
BnaflenbUeB daina, a TPeTbs — AN BCEX OCTallbHbIX, HE ABNSAIOWMUXCA HW BragefblaMu, Hu
UNleHaMn COOTBETCTBYHOLLEN MPYNMb.

MpuMepbl: 755, 644

noruueckunn (Yes/No) — Norunyeckui TN, 3Ha4€HNa KOTOPOro npeacraBAlOTCA CTPOKaMu
"Yes" M "NO“.
nyre kx odaminy/xaranory (path to file/directory) — CTpOKa, 3agarolas

pacrnosnoxeHue daiina unu katanora B dannoson cucreme. NMomHute, yto B OC cemelicTBa Linux/
UNIX uMeHa ¢aiinoB 1 KaTanoroB perucrpo3aBucuMbl. ECin ykasaHo, YTo 3HaYeHneM napameTpa
MOXeT OblTb mMacka, TO B KayeCTBe 3HAYeHMI MapamMeTpa MOXHO WCMonb30BaTb (hailsioBble
Macku, coaepxkalume cneayowme cneumanbHble CUMBOSbI:

o ? — 3aMellaeT Nnoboin oanH CUMBOJT;
o * — 3aMeLyaet nobyto (B TOM uncie NycTyo) NocneaoBaTelbHOCTb CUMBOSIOB.

MpumMep: "?.e*" — Macka, NOA KOTOPYIO NoanadatoT daisibl, UMSt KOTOPbIX COCTOMT U3 Nto60ro
OIHOrO CMMBONA, a paclupeHne nboN ANUHBLI, U HauyMHaeTcs C 6ykBbl 'e' (x.exe, g.e,
f.enable N T.M.).

mericTeme (action) — CTpOKa, coAepXKallasi HaMMEHOBaHWE AEMCTBMWI, COBEPLUAEMbIX HaA
06beKTaMu, BbI3BaBLUMMM KaKyto-TM60 peakumio KOMMOHEHTOB NMPOrpaMMHOIO KOMMeKca

. B HekoTopbIXx cryyasx Ans napaMeTpa MOXHO 3agaTb OAHO
OCHOBHOE [AEWCTBME M [0 TPEX AOMOHUTENbHbLIX. TWM MapaMeTpa B 3TOM C/lyyae HasblBaeTcs
cmmcok gesicTBmii  (actions list). OCHOBHOE AENCTBME B 3TOM cnydvyae Bceraa AO/MKHO
6biTb MepBbIM B cnncke. [nsi pasHbiX MapaMeTpoB Habop AOMYCTUMbIX AEWCTBUN MOXET
pasnMyaTtbCd, U B 3TOM C/lyyae OH YKas3blBAETCS OTAENbHO A/ KaXAaoro napamertpa. O6wui
nepeYeHb AENCTBUIA, KOTOPbIE MOMYT MUCMOJb30BATLCS, CM.

e agpec (address) — CTpOKa, COAepXallaa aApec COKETa KOMIMOHEHTa

WU BHELLHEro MOAY/IA UMW MPOrpaMMbl.
NmeeT hopMaT TUI : AIPEC. JONYyCTUMbI CNeayoLwme TUnbl:

o inet — wucnonb3yoTcsa TCP-cokeTbl, AIPEC MMeeT dopMaT NMOPTERMUMA Y3JIA. VIMI Y3JIA
MOXeT 6bITb Kak NpsiMbiM IP-agpecoM, Tak 1 JOMEHHbIM UMEHEM Y311a.

Mpumep:
Address = inet:3003@localhost

o local — WMCNOMb3YHOTCA NokanbHble UNIX-COKeTbI, B 3TOM Ciydae afpec ABNAseTcs nyteM K
¢anny cokera.

Mpumep:
Address = local:%var dir/.daemon
o pid — peanbHbIli agpec npouecca A0/MKEH 6biTb NpoYnTaH m3 ero PID danna. Takon Tmn

aipecCa AOCTyneH Nuillb B HEKOTOPbIX ciy4dadax U nNpu BO3MOXHOCTU €ro UCnonb30BaHnA B
OnMncCaHnn NapaMeTpa 3TO YKa3bIBaeTCA ABHO.

e TekcT (text value), cTpokxa (string) — 3HayeHME MapaMeTpa 3a[AETCA B BuAe

TEKCTOBOW CTPOKW, TEKCT B CTPOKE MOXET ObiTb 3aKio4eH B KaBblukM (eCnM B CTPOKE €eCTb
npo6enbl, TO KaBblUKN 06a3aTeNbHbI).

e ypoBeHR nogpo6buocTum (log level) — CTPOKa, YKa3blBarowas

BbIBOAQ MHMOPMaLMM B HEKOTOPbIN XXYpPHan unu B cinyxo6y syslog.
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e BOoBMOXHIEe BHauveHmss (value) — MaApPaMETP MMEET TWUM, HE OMUCaHHbI B NpeablayLInX
MYHKTaX [OAHHOrMO Cnucka. B 3TOM cCriydae nepeuncnseTcs CMCOK paspelleHHbIX Ans Hero

3HAYeHUN.

MoBepeHue Moaynei NPy HEKOPPEKTHO 3aAaHHbIX (paiinax kKoHpUrypaunm

e Ecniv 3HaueHune kakoro-nubo napameTpa 3a4aHO HEKOPPEKTHO,
BbIBOAWT cooblieHne 06 ownbke 1 3aBepLIaeT CBo paboTy.

e ECiM npu 3arpyske Kakoro-nmbo KOHGUrypaLMOHHOrO daina B HEM OBHApyXuBaloTCs
HEM3BECTHble MapaMeTpbl, paboTa NporpaMMbl NPOAOHKAETCS B HOPMASIbHOM PeXuMe, HO B daiin
XKypHana BbiBOAWUTCS COOTBETCTBYlOLLEE NpeaynpexaeHue.

BepeHue xxypHanos (510roBs)

Bce KOMMOHEHTbI MPOrpaMMHOrO KOMIJieKca BeayT
XypHanbl (noru) cBoei paboTbl. [Ns KaXXOoro KOMMOHEHTA MMEETCS BO3MOXHOCTb ykasaTb Crocob
BEAEHMS XypHana (CaMocToATeNbHAs 3annch CobbITUI B (hal UM UCMOSb30BaHNE CUCTEMHOM CyX6bi
XypHanupoBaHus syslog).

YpoBeHb MOAPOBHOCTVM BEAEHUS >KypHana paboTbl KOMMOHEHTa MOXET 6blTb KaK O4YEHb BbICOKUM
(HanpuMep, ecnu 3aAaHo 3HaueHMe Debug AN OTNAAOYHLIX LIENeil), Tak M OTCYTCTBOBaTb BOBCE
(HanpuMep, ecnun 3aaHo 3HaveHne Quiet, Koraa bain XypHana He Beaetcs).

[ns 3apaHvs YpoBHS NOAPOBHOCTU MUCMOMb3yeTcs NapaMeTp C MMEHEM LogLevel. TakXe HEKOTOPbIE
MOAYNIM MOTYT WMMETb AOMNOJSIHUTENbHbIE MApPaMeTpbl, PErynMpyolMe YPOBHM MOAPOBHOCTM BbIBOAA
HEKOTOpPbIX COOBLLEHNN B XypHan (HanpuMmep, BbiBOA CooblleHMit noacutembl IPC, TaM, rae oHa
UCMOSb3YETCA, PErYUPYETCS NAapaMeTpoM IPCLevel) .

Ecnu B HacTpoiikax MoAysnsi OTCYTCTBYIOT MapaMeTp KOHWUrypauuu LogLevel, TO 3TO O3HAYaeT, Ans
L% Hero perynMpoBaHWE YPOBHSI MOAPOBHOCTM B XKypHa/l HEBO3MOXHO. [0 yMOMYaHMO B 3TOM Cllydyae
UCMOMb3YETCS YPOBEHb XXYPHANMPOBAHWSI, MPYMEPHO PaBHbIN Debug.

Ucnonb3yeMblie ypOBHM NOAPOOGHOCTH BeAeHMs XypHaia

3HayeHns napaMeTpoB, OTBEYAKWMX 3@ YPOBEHb MOAPOOHOCTM BedeHusl >XypHana paboTbl
KOMMOHEHTOB B 06LEM Cry4ae MOryT 3aJaBaTbCa M3 cneaylowero Habopa (ynopsiaoyveH OT MeHee K
6onee NnogpobHbIM):

o Quiet — YpoBeHb "TUwKMHA". 3anncb cobbITUIA B XYpHan He BeAeTCs.
o Error — YpoBeHb "Owmnbkn". GUKCMpPYHOTCS 3anMCu TOIbKO 06 KpUTUYECKNX OwnbKax.
o Alert — YpoBeHb "TpeBora". ®MKCHpyoTca 3anmncu 06 owmnbkax u BaXKHbIX NpeaynpexaeHnsx.

o Warning — YpoBeHb "lMpegynpexaenns”. OukcnpytotTcs 3anmcn 06 owmbkax, BaXKHbIX M 0BbIYHbIX
npeaynpexaeHusx.

o Info — YpoBeHb "MHbOpMaUMOHHbIA". BeaeTca 3anmcb cooblieHmin 06 owmnbkax, npeaynpexaeHnax
N MHDOPMALIMOHHbBIX COOBLLEHUIA.

o Notice — YpoBeHb "YBemgoMuTenbHbI". To Xe, 4To U "MHGOpMaUMOHHBIA", HO Aob6aBnsloTCA
3anuncu yBeaoM/IEHUN.

o Debug — YpoBeHb "OTnafgouHbii", To e, YTo M "YBeaoMuTenbHbIM", HO A06aBAsOTCA 3anucu
OTNaA0YHONM MHGOPMaLIM.

o Verbose — YpoBeHb "Moapo6HbIN", BeAeTcs 3anucb B XYpHan BCEX BO3MOXHbIX COODLIEHWMM
(pexuMm He pekoMeHayeTcs u3-3a 6onblioro obbema MHdOpMauuW, BbIBOAUMOM B XypHan, 4To
TOPMO3UT Kak paboTy NpUIoXeHusi, Tak W Cayxby >ypHanupoBaHusi syslog onepauvoHHoM
CUCTEMbI, €CIIN OHA UCMONb3YETCS).
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BBepeHue

[ns kaxporo Moayns Habop [AOMYyCTUMBIX YpPOBHEMN
NnoApOBHOCTM MOXKET Pas/MYaThCs, O YEM YKa3aHO B ONMCaHWMM COOTBETCTBYIOLLMX MapaMeTpoB

Ucnonb3oBaHue cnyx6bbl )xypHanuposaHus syslog

Mpn wcnonb3oBaHWM AN BeAeHus CNyXObl XXypHanvMpoBaHusi Syslog KpoMe yka3aHusi YpOBHS
NoApOBHOCTU BEAEHWS XXYPHana YKasblBaeTCs Takke METKA-MCTOYHMK COOBLUEHMIA, KOTOpasi MOXET
6bITb WCMOMb30BaHa Cryx6oi syslog ans BHYTPeHHEN MaplUpyTU3aUMM COOBLIEHMI MO pasHbIM
haunam xypHanoB. 3TM MpaBuia MaplpyTu3auuyM HacTpauBaloTCd B COBCTBEHHOM (paitne
KOHUrypaumm gemoHa cnyx6bl syslog (06bl4HO /etc/syslogd.conf).

MeTka, npucBauBaemasi coOOLWEeHUsM ansa cnyx6bl syslog, ykasbiBaeTcad B KOHMUIypaumMOHHbIX
avinax B napameTpe SyslogFacility.
[onyckaeTcs MCnonb3oBaHMeE Crieayowmnx MeToK:

o Daemon — OT MMEHWU PE3MAEHTHOIO CUCTEMHOIO cepBumca (AEMOHA);

o LocalO0, ..., Local7 — OT MMEHM NOKa/bHOro NoJIb30BaTENbCKOro NPUIoXeHUs (3ape3epBUpoOBaHO
8 HomepoB 0-7);

o Kern — OT UMEHU siapa CUCTEMBI;

o User — OT UMEHW NONb30BaTENLCKOro NpoLecca;

o Mail — OT UMEHM MOYTOBOM CUCTEMDI.

Moxanyicra, obpaTuTe BHUMaHWE, YTO NMpu ucronb3oBaHuKn syslog B daiine koHdUrypaumm MOXeT
[OMNOSIHUTENBHO MPUCYTCTBOBaTL MapaMeTp MNOAPOOHOCTM BeAEHWUS JXypHasa, WCMoSb3yeMblid Ans
cuctembl syslog. DTOT napamMeTp MMeeT Ha3BaHWe SyslogPriority M MOXET NMpUHMMaTb Te Xe
3HAYeHMWs, YTO M OCHOBHOM MapaMeTp YPOBHsSI MoApobHOCTM (LogLevel) . B cnyyae ecnu BbiBOA B
syslog He wcnonb3yeTcs, 3TOT napaMeTp, TaKke Kak W SyslogFacility, uWrHopupyetcs. B

NMPOTMBHOM C/lyyae Ans BbiBoAa B syslog Bbi6MpaeTcs HavMeHee noapobHbIM M3 ABYX YKa3aHHbIX
YPOBHEMN.

NMpumep:

MycTb y HekoToporo Moayns LogLevel = Debug, a SyslogPriority = Error. Torga, eciv B
KauyecTBe XypHasa Aans 3anucen cobbiTuin 3TOro Moayns BbibpaHa cnyxba syslog, dakTtuueckn byaer
BECTUCb 3annCb Ha YpOBHE MNOoApobHOCTM Error (6yayT uKCMpoBaTbCS TONBKO COO6LIEHNs 06
owmnbkax, a oTnagoyHas nHdopmaumsa syslog 6yaeTt nrHopmpoBaTbCs).

[eicTBUA C 3apa)keHHbIMU U NOAO3PUTE/IbHbIMU 06 bEKTaMU

B HacTpolikax 3a4aloTcs [ENCTBUS, KOTOPbIE MOAY/K,
BXOAALUME B €ro COCTaB, AO/DKHbI COBeplUaTh C 06bEKTaMW, KOTOpble MO pe3y/nbTaTaM MpPOBEPKM
Npu3HaHbl BPEIOHOCHbIMM, OMACHBIMU MMM NOAO3PUTESbHBIMU.

Ana pasHbix NapaMeTpoB Habop AOMYCTUMbIX AEUCTBUI MOXET pas3fiMyaTbCs, MO3TOMY ANS KaXAoro
napaMeTpa Bceraa ykasblBaeTcsl nepeyeHb AeNCTBUIN, KOTOpble MOTyT 6biTb B HEM MCMOJIb30BaHbI.

Mpu HacTpoiike NapaMeTPOB NPeAyCMOTPEHO MCMOMb30BAHUE CNEAYIOLIMX AENCTBUNA:

[locTynHble aeicTeus ans
o Move  — MepeMecTuTb (ain B kaTanor ;
o Delete — yOanUTb 3apaXXeHHbIN haiin;
o Rename — MepeNMeHOBaTb Gaiis;
o Ignore — MPONyCTUTb Gain;
0 Report — TOMbKO BbIBECTM MHOPMALIMIO B OTYET.
o Cure  — TMOMbITATbCS BblNIEUNTb 3aPAXKEHHbIN 06BEKT.
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HoctynHble gelicteusa ans Dr.Web Samba VFS SpIDer:

o Pass — paspewwnTb AOCTYN K dainy;
o Rename — nepenMeHoBaTb (aln 1 3aNpeTuTb K HEMY [I0CTY;
o Discard — yoanuTtb dain;

0 Quarantine — MepeMecTuUTb dain katanor KapaHTuHa v 3anpeTuTb K HEMY JOCTYn;

o Reject — 3anpeTuTb AOCTYN K dainy.

A

ViIMeHa [OencTBMMA ANs yKasaHUs B MapaMeTpax He 4yBCTBUTESbHbI K peructpy (Hanpumep, 3HauyeHusi
Report U report 0603HaYalOT OAHO M TO Xe AENCTBUE).

19



T4
)]
“ﬂ

M
$

YcTtaHoBka u yaaneHue Dr.Web ansa ¢aitnosbix cepsepoB UNIX

YcTtaHoBKa v yaaneHue Dr.Web ana ¢annoBbix cepsepoB
UNIX

Hwmwxe onucbiBaeTca npoueaypa YCTaHOBKKM, OOHOBMEHMS W yAaneHusl MNporpaMMHOro KOMMJeKca

M3 yHuBepcanoHoro naketa gna UNIX-cuctem. [ns
OCYLLECTBMIEHNS 3TUX Onepaumii HeobxoanMbl NpaBa cyneprnonb3oBaTtens (root). IX MOXHO NOMyuYnThb,
BBeAS KOMaHAy su WM YKa3aB npe@ukc sudo.

Ecnun paHee B cucteMe npoayKT 6b11 YCTAHOBEH M3 MAKETOB APYruxX TUMOB (Hanpumep, rpm- unn deb-
MakeToB), TO XenaTenbHO y6eanTbCs, YTO BCE 3TV NaKeTbl yAaneHsbl.

YHuBepcanbHbli nakeT ans UNIX-cucteM nocTtaBnsieTcs B ¢dopmate EPM ang mcnonb3oBaHus C
MeHemkepoM naketoB EPM (ESP Package Manager). OTaenbHble cueHapum ans YCTaHOBKM U yaaneHust
KOMMOHEHTOB, @ TakKXe CTaHAapTHble rpaduyeckme WHCTaNNAToOpbl U AEUHCTaNNSTOpbl, BXOAsLME B
COCTaB NAKeTOB TAKOro Tuna, OTHOCATCH UCKOUUTENBHO K caMoMy EPM-nakeTy, a He K yrnakoBaHHOMY
B HEro NporpaMMHOMY KOMIMJIEKCY B LESIOM, U He K OTAE/bHbIM €ro Moy nsM.

CoOTBETCTBEHHO, YCTaHOBKa, OGHOBMIEHWE W ydaneHue
MOTyYT 6bITb OCYLLECTB/EHbI C MOMOLLbIO:

o rpad)wquKMx MHCTANNATOpa U AEUHCTANNATOPA,
® KOHCOJIbHbIX UHCTaNNATOPOB N AEUHCTANNIATOPOB.

Mpun ycTaHOBKe noaaepXuBaeTcst paboTa C 3aBUCUMMOCTSMU, T.€. €C/IM ANsl YCTaHOBKW Kakoro-nnéo u3
KOMMOHEHTOB MPOrpaMMHOIO0 KOMMJEKCA [O/MKEH OblTb NpeaBapuUTENbHO YCTAHOBEH ApYro
KOMMOHEHT (HanpuMep, ANs YCTAaHOBKW KOMMOHEHTa drweb-daemon NpeaBapuUTENbHO AOMKHbI ObiTbh
YCTaHOB/IEHbl KOMMOHEHTbl drweb-common W drweb-bases), TO OH OyaeT yCTaHOBAEH
aBTOMAaTMYECKM.

1 Moxanyicra, obpaTnTe BHUMaHWE, YTO KOMMOHEHT , BXOASILUMI B COCTaB

A, , Mo yMonuyaHuio cobpaH ans Samba 6e3 noaaepxku
onuunm CLUSTER SUPPORT. B cnyyae ecnm wucnonbdyemass Bamu Samba paboTtaeTr ¢ onumen
CLUSTER_SUPPORT, MpW CKaHWPOBaH1M (aiiioB MOTyT BO3HMKaTb OLUMOKM,

Ecnu Bbl ucnonb3yeTe Samba ¢ onuueli CLUSTER SUPPORT, TO Bbl MOXKETE MOC/E YCTaHOBKU
BbIMNOSIHUTL MpoLeaypy YCTaHOBKM

, BPYYHYIO CKOH(UIypMpOBaB UX Ha COOTBETCTBME MCMOMb3yeMoii Samba, Bkitouas
MOAAEPXKY ONUMWU CLUSTER_SUPPORT.

YT06bl NpOBEPUTL, MCMoNb3yeTe M Bbl Samba ¢ onunelt CLUSTER _SUPPORT, BbINOMHUTE KOMaHAY:

smbd -b | grep CLUSTER_SUPPORT

HeobxoaMMo OTMETUTb, YTO €CIM Bbl YCTaHAB/IMBAETE MNPOrPaMMHbIN  KOMMIEKC
Ha KOMMbIOTEp, Kyda paHee M3 aHaNormyHoOro yHmeepcasnbHoro EPM-
nakeTa 6bl/1 YCTaHOB/EH KaKoW-MG0 Apyroi npoayKT
, TO NPU Ka>XAOM MCMONb30BaHWMM rpachmyeckoro AemHcTannsaTopa saM 6yaeT npeanoxeHo
yoanuTb abCcontoTHO BCE MOAYNM , BK/IlOYas YCTaHOB/IEHHblE paHee B COCTaBe ApYrux
NpOAYKTOB.

KpaliHe BHMMaTENbHO MOAXOAMTE K YAQANIEHUIO KOMMOHEHTOB, YTOObI MO OWMOKE He YAANUTb Te U3 HUX,
4= KoTOpble Bbl NSIAHUPYETE UCMOMIb30BaTh B Aa/IbHENLLIEM,
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YcTtaHoBka u yaaneHue Dr.Web ansa ¢aitnosbix cepsepoB UNIX

YcTaHOBKa yHMBepcanbHoro nakera ansa UNIX cucrem

OncTpubyTB  MpOrpaMMHOr0  KOMMseKca
pacnpocTpaHAETCAa B BUAE CaMOpPaCnakoBbIBalOLWEroCd apXmBa
drweb-file-servers [HoMep Bepcum]~[HaszsBanue OC].run.

B obLieM cnyyae B apxvBe COAEPXKATCA Creaytowme nakeTbl:

drweb-common: MNaKeT COAEPXUT OCHOBHOM KOH(UrypauMoHHbIA dain drweb32.ini,
6MbnMoTeKM, [MOOKYMEHTALMIO W CTPYKTypy KaTanoroB. B npouecce yCTaHOBKM [aHHOMO
KOMMOHEHTa 6yayT co3faHbl NoMb30BaTeNb drweb W rpynna drweb;

drweb-bases: NaKeT COAEPXUT AHTMBUPYCHOE AP0 N BMPYCHble 6a3bl. [ns
YCTaQHOBKM TpebyeT nakeT drweb-common;

drweb-1ibs: NAKET COAEPXKUT 6M6ﬂMOTeKM, obLwme ansg Bcex KOMMOHEHTOB npoaykTa,

drweb-epm6.0.2-1ibs: MNakeT coaepXuT 6ubnuotekn ans rpadpumyeckmx "
. Ansa ycraHoBku TpebyeT nakeT drweb-1ibs;

drweb-epm6.0.2-uninst: NaKeT COAEPXMUT aisbl . Onsa

YCTQHOBKM TpebyeT NakeT drweb-epm6.0.2-11ibs;

drweb-boost147: NAKeT COAEPXUT BMBANOTEKKN, MCNOMb3YHOLUMECS "
COBMeCTHO. [Ins yctaHoBKKM TpebyeT nakeT drweb-1ibs;

drweb-updater: MakeT COAEPXMT MOAYSIb OBHOBNEHMS AHTUBMPYCHOMO S4pa n

BMPYCHbIX 6a3 . Onsa ycraHoBkn TpebyeT nakeTbl drweb-common U drweb-

libs;,

drweb-agent: NakeT COAEPXUT UCNOSHSEMbIE halisbl N OOKYMEHTaLUMIO K HEMy.

[nsa ycraHoBku TpebyeT nakeTbl drweb-boost147 U drweb-common;

drweb-agent-es: NaKeT COAEPXUT dannbl Ans  paboThbl B pexumMe

LiEHTpanM30BaHHOM 3allWUTbl C CEPBEPOM Bepcun 6. [ns ycTaHoBkM TpebyeT
NakKeTbl drweb-agent, drweb-updater m drweb-scanner,
drweb-agent10: MNAKET COAEPXWUT MCMOMHsIEMble ¢alfbl M AOKYMEHTaumio OBHOBIEHHOM
BEPCUM (npegHa3HayeH ans paboTbl C cepBepoMm Bepcum 10).
drweb-agentl10-es: NaKeT COAEPXMT cainbl Ans paboTbl OBGHOBMEHHOW BEpCUM

C cepBepomM Bepcumn 10 B peXXmMMe LeHTPasIM30BaHHON 3aLWUUThI.
drweb-monitor: NaKeT COAEPXUT UCNOMHSIEMbIE haltsibl N OOKYMEHTaLMIO K
HeMmy. [1na ycTtaHoBKM TpebyeT nakeTbl drweb-boost147, drweb-agent U drweb-common;

drweb-daemon: NakeT COAEPXUT MCMOSHsSEMbIe daiinbl N [NOKYMEHTaLMI0 K
HeMy. [Ins ycTaHOBKWM TPebyeT nakeThbl drweb-bases U drweb-1ibs;

drweb-scanner: MNaKeT COAEPXWUT MCNOSHSAEMble halsibl KOHCOSIbHOrO CKaHepa

W OOKYMEHTauuio K Hemy. [lnst yCTaHOBKM TpebyeT nakeTbl drweb-bases M drweb-
libs;
drweb-samba-web: MaKeT COAEPXUT Beb-UHTEpDENC

!
drweb-file-servers-doc: NAKET COAEPXKUT AOKYMEHTALMIO K

’
drweb-smbspider: NaKeT COAEPXXMT CKOMMMUIMPOBaHHbIE BUONNOTEKN AN Pa3/INYHBIX BEPCU
cepsepoB Samba. [1ns ycraHoBku TpebyeT nakeT drweb-1ibs;

drweb-smbspider-src: NAKeT COAEPXMT WUCXOAHbIE KOAbl, YTOObLI MONb30BaTENb CaM CMOr
cobpaTb HeobxoauMble BUBNNOTEKM C YYETOM OCOBEHHOCTEN apXUTEKTYPbl CBOE CUCTEMbI W/Unn
Aans ceoeli Bepcun Samba.

B Bepcuun gns 64-6UTHBIX CUCTEM B apXuB BKJIIOYEHDbI ABa MakeTa: drweb-1libs U drweb-1ibs32, B
KOTOPbIX COAEPXAaTCA 6ubnunotekn ans 64-6UTHBIX N 32-BUTHBIX KOMMNOHEHTOB COOTBETCTBEHHO.
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[N aBTOMaTUYECKON YCTAHOBKM KOMMOHEHTOB MPOrpaMMHOIO KOMIJIEKCa
paspeLInTe UCMONTHEHUE apX1Ba, HanpuMep, KOMaHOOW:

# chmod +x drweb-file-servers [Homep Bepcrm]~[Hazpanme OC].run

M 3aTeM 3anyCTuTe ero Ha UCrnoJiHeHne KOMaHAoM:

# ./drweb—file—servers_[Homep Bepcu] ~ [HazBaume OC].run

WU BOCMO/b3YMTECh CTAHAAPTHLIM (alIoBbIM MEHEMKEPOM Ballei rpaduyeckort 060/104KM Kak ans
M3MEHEHMS CBOMCTB halina, TaK 1 AN ero 3anycka.

ﬂpM 3TOM 6yueT CO3haH KaTtanor drweb-file-servers [HOoMep Bepcum]~[HasBanme OC] C
HabopoM halinoB BHYTPU, M aBTOMATUYECKW 3amnyCTUTCS . Ecnm 3anyck 6bin
OCYLLUECTB/IEH He C npaBaMu aAMWMHUCTPATOPA, TO MHCTanNAATOp CaM MOMbITaeTCs MONYyYUTb HYXHblEe
npasa.

Ecnn  3anyctutb rpad)wquKMﬁ WMHCTaNNATop HE yAaanoCb, TO aBTOMATUYECKUM  3anyCTUTCA

Ecnn HeobxoaMMo TONMbKO pacrnakoBaTh apxuB, HE 3amyckas nMpyv 3TOM rpaduyeckuin UHCTannsaTop,
cneayeT BOCMOJIb30BaTbCA MAapaMeTPOM KOMaHAHOM CTPOKW —-noexec:

# ./drweb—file—servers_[Homep Bepcum] ~ [HazBaume OC].run —--noexec

[nsa npofomKeHUa YyCTaHOBKU C NOMOLLbIO rpanquCKoro MHCTaNNATopa 3anyCcTtuTe ero KOMaHZoM:

# drweb-file-servers [noMep Bepcum]~[HaseBanme OC]/install.sh

[ns yCcTaHOBKU C UCMONb30BaHMEM KOHCOJIbHOrO MHCTanNATopa r|0Tpe6yeTcs:| BbIMO/IHNTb KOMaHAY:

# drweb-file-servers [HomMep Bepcum]~[HaszBaHue OC]/setup.sh

MNpun ycTaHoBKe No6bIM M3 OMMCaHHBIX HUXe Cnocobos nponcxoanT cneaytoulee:

e B Katanor %etc dir/software/conf/ 3aluCbiBAlOTCA  OPUrMHaNbl  AUCTPUBYTUBHBIX
KOHUIypaUNOHHbIX dannos C Ha3BaHUSIMK B ¢dopmMaTte
[uMma_ xoHdurypaumoHHoro odamnmnal .N,;

o KOH(bMpraLIMOHHbIe (bal\;U'IbI YCTaHaB/IMBAKOTCA B COOTBETCTBYHOLWMNE KAaTanorn CUCTEMbI,

e YCTaHaBNMBAIOTC OCTajbHble dainbl, nNpuyeM ecnn dan C TakMM MMEHEM YXE WMEeEeTCs
(HanpuMep, ocTancsl NOCNEe HEAKKYpPaTHOro yAaneHUs NMakeToB ApPYrux TWUMOB), TO Ha €ro MecTo
3annCbIBAETC HOBbIN halin, a KOmusi CTaporo COXPaHseTcs Kak [mms datnal .O. Ecim B
KaTasnore yxxe umeetcs dain c TakuMm uMeHeM ([umsa_daiinal .0), TO OH ByAeT yaaneH, a HOBbIN
(baln 6yaeT 3anmncaH Ha ero MecTo;

e ECnn B COOTBETCTBYIOLEM OKHE rpadmyueckoro MHCTannsaTopa ycrtaHosneH ¢gnar Run interactive
postinstall script, To nocne yctaHoOBKM KOMMOHEHTOB 6yAET 3aMYLLEH MHCTANISLMOHHBINA CKPUMNT
AN1S1 HACTPOMKM 6a30BOM (hYHKLIMOHANBHOCTU

e 3aMyCKAaeTcsa CKpUNT update-links.sh, KOTOPbIA MpoBepsieT, Kkakas Bepcuss Samba
yCTaHOBJIEHA B CUCTEME, U B KaTasore /usr/lib/samba/vfs/ CO3AAET CUMBOJSIMYECKYHO CCbIIKY
Ha 6ubnuoTeky B kaTanore $bin dir/lib/, HyXHyIO ANS 3TOW KOHKpeTHOM Bepcuy Samba.
Ecom B ogMH n TOT e kartanor 6binn ycTaHOBNeHbl ABe pa3HblX Bepcun Samba, TO
CUMBO/IMYECKasH CCbifika ByaeT co3aaHa TOSIbKO ANs OAHOM U3 HKX. Ecnm pasHble Bepcun Samba
YCTaHOB/IEHbl B pasHble KaTanoru, TO Afs KaXAoM M3 HUX OydeT co3gaHa COOTBETCTBYHOLAS
CUMBO/IMYECKasl CCbinka. py 3TOM B OTYET 6yAyT BbiIBEAEHbI CReaylolMe CTPOKM ANS KaXaow
yCTaHOBNEeHHOW Bepcun Samba:

22



A7 P
),

S
W,

@‘r YcraHoBKa u yaaneHue Dr.Web ans cdaiinosbix cepsepos UNIX

Mpumep ans OC Linux:

Update links for /usr/sbin/smbd

create symlink /opt/drweb/lib/libsmb spider.so.3.X.X --> /usr/lib/samba/
vEs/smb_spider.so

Please, update your config /etc/samba/smb.conf

' Moxanyiicta, obpaTWTe BHUMaHMe, 4YTO €CM Bal AMCTPUGYTVB Linux OCHalleH NoACUCTEMON

&= 6e3onacHocT SELinux, TO BO3MOXHO BO3HWKHOBEHWE CUTyauuu, korga paborta vHcTtannsatopa 6yaet
npepBaHa NoACUCTEMON 6e30MacHOCTU. B 3TOM cnydae BaM Heo6xoauMO BpeMeHHo nepesecTu SELinux
B pa3peLlalolyin (Permissive) PeXWM, ANS YETO BbINOJHUTE KOMaHAy

# setenforce 0
N nepesanycTuTe UHCTanAaTop.

Takke B 3TOM (C/lyyae BaM MO  OKOHYaHMM  YCTAHOBKM  HYXHO  6yAeT  BbIMOJHUTb
HACTPOVKy nonutvk 6esonacHoctv  SELinUX ang  Toro, uTtobbl B  [aNbHEMIIEM aHTUBUPYCHbIE
KOMTMOHEHTbI paboTann KOPPEKTHO.

Mocne ycnewHoro 3aBepLieHMsl YCTAHOBKWM run-chaiin u KaTanor drweb-file-servers [HOMep
Bepcumn] ~ [Hazeaume OC] MOXHO yAaUTb.

Monb3oBaTenbCkn nHTEephenc rpadmuueckoro MHCTaNNATopa

1. TMpwu 3anycke rpadMyeckoro MHCTaNNAToOpa KOMaHAOoM:

# drweb-file-servers [HoMep Bepcym]~[Haseanme OC]/install.sh

OTKPbIBAETCA OKHO MpOrpaMmmbl YCTaAHOBKMW.

Welcome

This program allows you to install the following software:

+ Dr.Web Agent, 6.0.0.3
+ Dr.Web Bases, 6.0.0.3
* Boost, third party C++ libraries needed for Dr.Web, 6.0.0.2
* Dr.Web Common Files, 6.0.1.2
* Dr.Web Antivirus Daemon, 6.0.1.3
+ Dr.Web EPM - Library for X11 epm gui, 6.0.0.1
« Dr.Web EPM - Dr.Web uninstaller, 6.0.0.1
* Dr.Web file servers documentation, 6.0.0.2 —
+ Essential third party libraries needed for Dr.\WWeb on x86
X systems, 6.0.0.5
_:; + Dr.Web Monitor, 6.0.0.3
Dr.Web SMBSpider Web Interface, 6.0.0.2

Dr.WEB"® 4 [ Next p H Cancel l

Puc. 2. OKHO Hayana yCTaHOBKM NporpaMmbl
HaBuraums ocywecrenserca ¢ nomouwbio kHonok Back v Next. YcTtaHOBKy MOXHO mpepBaTth B
noboli MOMeHT, Haxxas kHorky Cancel.

2. B cneaytowem okHe Install Type Bbl MoXeTe Bbi6paTb TMMN ycTaHOBKM: 6a30Bbiii Dr.Web for
File Servers co BceMy KOMMOHEHTAMM MO YMOJTYAHUIO WU MONb30BATENIbCKUA.
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YcTtaHoBka u yaaneHue Dr.Web ansa ¢aitnosbix cepsepoB UNIX

Welcome
Install Type

select Software

Confirm
License
Installing
Finish

X
r

Dr.WEB*®

Ecnu Bbl Bbibpanu

Select the installation type:

@ Dr.Web for File Servers
_)Custom Configuration

| 4Back | | Next p | | cancel

Puc. 3. Tyn ycTaHOBKM

nyHkT Custom Configuration, 1o cneaywowmm oTkpoeTcs okHO Select

Software, B KOTOPOM Bbl CMOXETE YKa3aTb HeobxoaMMble BaM KOMMOHEHTHI.

Welcome

Install Type
Select Software
Confirm

License
Installing
Finish

b
>

Dr.WEB®

Select the software you want to install:

Available Software:

Dr.Web Agent v6.0.0.3 (new)

Dr.Web Bases v6.0.0.3 (new)

Boost, third party C++ libraries needed for Dr.web v6.0.0.2 (new) 2
Dr.web Common Files v6.0.1.2 (new)

Dr.Web Antivirus Daemon v6.0.1.3 (new)
4

Dr.Web EPM - Library for X11 epm gui v6.0.0.1 (new)

Dr.Web EPM - Dr.Web uninstaller v6.0.0.1 (new)

Dr.Web file servers documentation v6.0.0.2 (new) ] (=
7

Selectall |

]

[ 4 Back l [ Next p H Cancel l

[ Select none l

Puc. 4. OkHO BbiI6Oopa KOMNOHEHTOB A1 YCTAaHOBKM

. Ecnm ans yctaHoBKM BbIGpaHHOrO BaMy KOMMOHEHTa JO/MKEH ObITb NpeABapUTeSIbHO YCTaHOBEH

A% npyroit KOMMOHEHT, TO COOTBETCTBYIOLLAS 3aBUCUMOCTb ByAEeT OTMeYeHa aBTOMaTUYeCKu. TakuMm

obpasoM, ecnm Bbl ycTaHoBuTe nar Hanpotus Dr.Web Antivirus Daemon, 10 dnaru
aBTOMaTU4eCKM NosiBATCS HanpoTue nyHkToB Dr.Web Bases n Dr.Web Common Files.

Haxatne Ha kHonky Select all Bbibeper BCe KOMMOHEHTHI, Ha)xaTue Ha KHornky Select none
CHMMET BCE YCTaHOB/EHHbIE hraXKu.

B okHe Confirm Bbl yBUanUTE BCE Bbl6paHHbIe BaMN KOMIMOHEHTbI U CMOXXETE MNMPUHATb
OKOHYaTE/IbHOE pELUEHNE.
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Welcome

Install Type Confirm your software selections below:

Select Software | gelected Software:

Confirm Dr.Web Agent v6.0.0.3 (new)
i Dr.Web Bases v6.0.0.3 (new)
License Boost, third party C++ libraries needed for Dr.Web v6.0.0.2 (new) |
Installing Dr.Web Common Files v6.0.1.2 (new) Z
Finish Dr.Web Antivirus Daemon v6.0.1.3 (new)
) Dr.Web EPM - Library for X11 epm gui v6.0.0.1 (new)
Dr.Web EPM - Dr.wWeb uninstaller v6.0.0.1 {new)
x Dr.Web file servers documentation v6.0.0.2 (new)
Lt Essential third party libraries needed for Dr.Web on x86 systems v6.0.
f Dy WAinh Manitac wls 0 0 2 Tnooaed a
[<] 7 ]
Dr.WEB® | 4Back | [ Nexty || cancel |

Puc. 5. OKHO noATBepXAEHUS YCTaHOBKU KOMIMOHEHTOB

4. O3HaKOMbTECH C TEKCTOM JIMLeH3MoHHOro [loroBopa n NOATBEPAMTE CBOE COrNacue C HUM,
yTO6bI MPOAOCKMTL yCTaHoBKY. C nomoLbio MeHo Select language Bbl MoXxeTe BbIbpaTb S3biK
(PYCCKMI UNN @HITIMIMCKWIA), HA KOTOPOM BYAET U3NOXEH TeKCT JInLeHsmnoHHoro [lorosopa.

Welcome License Agreement
Install Type Select language: | Russian [2]
Select Software NALEHSWOHHOE COMNAWEHWE OF YCNOBWAX WCMONE20EAHWA NPOrPAMMHOMD OBECMEHEHIR
. Dr.WebiR) u
Confirm
. HECTOEI.LLEE nMLLEHEMOHHDE CcornaweHue TaKNHYaETCA Mexny EEMHI l‘lMEMHECKMM
LICEI'ISE Wnu WpWoMdeckud nuuou, W 000 "fokTop BeG" {panes no TEKCTY -
"MpascobnanaTens"), AENARUWMMCA OBNEOATENSM WHTESNNEKTYSMNEHBIX WMYWED TESHHEIX
||1“tr|||i|1(j NpsE HE WCNONBIOBEHME NPOrpaMMHoro ofecnedeHus cemeictea Dr.oWeb(R) (panes
no TekcTy - "MporpaMuios ofecneqenne" wnw "MO"), B KOTOPOM BO3MOKHO
Finish McnonkzoEaHUe paspaboTok M TEXHONOrMW OpYrUX NpOMSE0AMTENSd, NpaEa Ha
KOTOpeE NMPpefocTaBNEHE B COOTEETCTEMM € FAKOHOOATENECTEOM PDCCM“CKD“
fegepauMH W HOPMEMW MEKOYHISPOOHOr O NPaBEE, O HUWKECNEOyHIEM:
X 1. Bce yonoBWA HaCToAWSro JIMLEHIMOHHOrO COFNEWEHWA OTHOCATCA K
k wcnonezoeaHuk MNporpauuioro ofecneyeHns, KoTopoe ABNAeTCR obbexToM [
Accept and install
@ Cancel installation
® i =
Dr.WEB 4 Back l | Next » | [ Cancel l

Puc. 6. OKHO 03HaKOMJIEHUSI C JIMLIEH3UOHHbIM COrlalleHueMm

5. B cneayowem okHe Installing BbiBogMTCS OTYET O NpoLECCe YCTaHOBKM B pEXMME peanbHOro
BPEMEHM.



YcTtaHoBka u yaaneHue Dr.Web ansa ¢aitnosbix cepsepoB UNIX

Welcome
Install Type Installing Dr.Web Bases v6.0.0.3... ]
Select Software - — -
. Running post-install commands...
Confirm Installation of drweb-agent is complete.
License ##4¥ Dr.Web Bases #+++
Installing Copyright Doctor Web, Litd.

By using this parameter you automatically confirm and accept the Soi
Finish Backing up old versions of files to be installed...

Creating installation directories...

Installing software...

7
Y"-‘ Updating file permissions...
- Running post-install commands...
7 ]
Dr.WEB® < Bac T S

Puc. 7. OKHO YCTaHOBKM KOMMNOHEHTOB NMpPOorpaMmbi

OAHOBpPEMEHHO AaHHbIM OTYET KOMMPYeTCsl B ain install.log, PacrofiOXKEHHbIM B KaTanore
drweb-file-servers [Homep Bepcum]~[Haseaumue OC]. Ecnn yctaHosneH ¢nar Run
interactive postinstall script, T0 nocne ycraHoBku KkoMnoHeHTOB 6yaeT 3anylieH
WHCTANNSAUMOHHBIN  CKPUNT ANl HacTporku 6a3oBoit  yHKUMOHanbHoctn Dr.Web pansa
c¢painoBbix cepsepoB UNIX.

This installation script will help you to configure Drlleb for File Servers

Do you want to continue? (YES/no) yes

yes

Do you want to install Dr.lleb license key file? (YES/no) yes
yes

Enter path to the Dr.Web license key file or 'O to skipy O

Updating Runfpplist in Aetc/drweb/monitor,conf |

fetoddrueb/monitor,conf is up-to-date, it is not necessary to modify it,
Do you want your smb,conf to be patched now? (YES/no) yes

YES

Samba daemon not found!

Please enter the path to your Samba daemon executable (smbd)
{enter 0, 0 or Quit to cancel): [l

Puc. 8. UHTEpaKTUBHbI YCTAaHOBOUHbIA CKPUNT

CKpuNT NpeanoXuT yka3aTb MyTb K JIMLEH3MOHHOMY KJtouyeBoMy aily, yCTaHOBWUTbL MOPSIAOK
paboTbl MOAKMNOYAEMbIX MOAynel, BblbpaTb W3 CMKMCKa CETEBble AMCKM ANS 3aluuTbl UX C
nomowbto Dr.Web pna davnoebix cepsepos UNIX M aBTOMaTtMYeCKM MNOAKMOHUUTD
HeobxoamMble ans pabotbl cepsucekl (Dr.\Web Daemon, Dr.Web Agent, Dr.Web Monitor).
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YcTtaHoBka u yaaneHue Dr.Web ansa ¢aitnosbix cepsepoB UNIX

6. B nocneaHem okHe Finish copgepXutcs HanoMWHaHWe 0 HEOBXOAMMOCTU AaNbHENLLEN HACTPONKHN
CUCTEMbI Nepea TEM, KaK OHa CMOXET MOJHOLEHHO paboTaTth. Haxas Ha kHorky Close, Bbl
3aKpOETE OKHO MPOrpaMMbl YCTAaHOBKM KOMIMOHEHTOB.

Welcome
Install Type Postinstall |nformat|0f1: S : : :
Please note, that during initial installation only software itself is
Select Software installed. None of the components are started after setup or after
Confirm reboot. The installed solution can be launched and successfully used
only after registration and proper configuration of the components.
License For more details on setup process refer to corresponding chapters of
Installing Administrator Manual.
Finish
%
=
-

Dr.WEB?® q b

Puc. 9. OkKHO 3aBepLUEeHUA YCTaHOBKM NMPOrpamMmbl

Ucnonb3oBaHUe KOHCOJIbHOIO MHCTa/IIATOPA

KOHCOSbHBIN MHCTANNATOp 3anyCKAETCA aBTOMATUYECKM B TOM CJlydae€, €C/it HE yAasoCb 3anyCTUTb
FpaCbW-IeCKMl\;i uHcTannaTtop. Ecnu KOHCOJIbHBbIM WHCTanNNATop He 66N 3anyuweH aBTOMaTUYECKU (KaK
npaBuno, 3To NponcxoanT NMpu HEBO3MOXXHOCTU MOBbLICUTb npaBa), TO MOXHO I'IOI'IpO60BaTb 3anyCtuTb

€ro C MNpVBMMEMUAMM MOMb30BaTeNsl root, BbLIMNOSHMB KOMaHAy (Ans MNOMYYEHUS NpaB root
BOCMO/b3YMTECh KOMaHAON su UK sudo):

# drweb-file-servers [nomep Bepcum]~[HassBanme OC]/setup.sh

OTKpoeTCa AnanoroBoe OKHO KOHCOIbHOrO MHCTannsATopa.

P

user@hostname: ~

Main Mpaeka Bua Mouck TepMWMHan Cnpaska

This installation script will help you install DrWeb for File Servers

Do you want to continue? (YES/no)

Echn Bbl xoTuTe ycTaHoBuTb Dr.Web ana daiinosbix cepsepos UNIX, ykaxwute Y unm Yes B
CTpoke BBOAa (3HA4YeHMS PEerncTpoHe3aBMCMMBI) M HaxmuTe knasmwy ENTER. B npoTtvBHOM cnydae
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Beeamute N nnm No.

3aTeM BaM 6yaeT npeanoXeHo Bbi6paTh TUM YCTAHOBKM. YKaXKWTe HOMEP COOTBETCTBYIOLLEro NyHKTa B

MeHI0 1 HaxkmuTe ENTER.

P

@aitn lNpaeka

1
2

YcTtaHoBka u yaaneHue Dr.Web ansa ¢aitnosbix cepsepoB UNIX

user@hostname: ~

Bua Mowuck TepMWHan Cnpaska
Select the installation type:

Dr.Web for File Servers
Custom Configuration

Choose one configuration to install [1]

Ecnm Bbl Bbibpanu nyHkT Custom Configuration, To Ha cnegytowem stane Bam byaeT npeasoxeHo
yKa3aTb HeobxoanMble KOMMOHEHThI 4151 YCTAHOBKW. YKaXXnTe HOMep COOTBETCTBYIOLLEr0 KOMMOHEHTa B

MeH0 1 Haxkmute ENTER.

-

user@hostname: ~

®ann MpaBka Bwg Mouck TepmuHan CnpaBka
Select the software you want to install: -

[

6.0.8.5

— e e e ey e ey e e

To select

n

et et e et e et [T) e et e e et b e e

a

1 Dr.Web Agent v6.8.0.3 (new)
Dr.Web Bases v6.0.8.3 (new)
Boost, third party C++ libraries needed for Dr.Web v6.8.8.2 (new)
Dr.web Common Files v6.0.1.2 (new)

Dr.web EPM - Library for X11 epm gui v6.0.8.1 (new)
Dr.Web EPM - Dr.Web uninstaller v6.0.0.1 (new)
Dr.Wweb file servers documentation v6.0.8.2 (new)

2
3
4
5 Dr.Web Antivirus Daemon v6.6.1.3 (new)
b
7
8
9

Essential third party libraries needed for Dr.Web on x86 systems v

W)

16 Dr
11 Dr
12 Dr
13 Dr
14 Dr
15 Dr

.Web Monitor v6.8.0.3 (new)

.Web SMBSpider Web Interface v6.0.08.2 (new)
.Web Antivirus Scanner v6.0.1.3 (new)

.Web Samba VFS Spider - sources v6.0.0.2 (new)
.Web Samba VFS Spider v6.8.8.2 (new)

.Web Updater v6.8.0.4 (new)

package you want to install or deselect some previously
selected package - enter the corresponding package number and press Enter.

You may enter A or All to select all the packages, and N or None to deselect all

of them.

Enter I or Install to install selected packages.
Enter @, Q or Quit to quit the dialog.
All values are case insensitive.

Select:

Ha cnepytowiem sTane BaM 6yaeT NpeasioXkeHO 03HAKOMUTBLCSA C TEKCTOM JIniLieH3MoHHoro [lorosopa.

[nsi NpoNuCTbIBaHMS TEKCTa AOroBopa HaxxuManTe knasuwy MPOBEJT.
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P

user@hostname: ~

Main Mpaeka Bua Mouck TepMWMHan Cnpaska
Dr.Web(R) SOFTWARE USAGE LICENSE AGREEMENT -

The present License agreement is concluded between you (either a legal
entity or home user) and Doctor Web ("the right holder"), that
possesses intellectual property rights with regard to usage of Dr.wWeb(R)
software ("software") including usage of technologies and software

from other vendors where corresponding rights are acgquired under law of
the Russian Federation and International Law, as follows:

1. All terms and conditions provided herein regulate usage of the
software which is an object of the intellectual property rights of the
right holder. If you do not agree with at least one term or condition
stipulated herein, do not use the software. Violation of the terms of
the present License agreement is considered an unauthorized use of the
software and entails civil, administrative and criminal responsibility.

2. If you are a legal owner of the Software's copy, you receive the

--More--(24%)

[nsi NnpoaomKeHNs YCTaHOBKM Bbl AOMKHBI ByaeTe NpuHATL JIMueH3noHHbIA [lorosop, ykas3as Y um
Yes B cTpoke BBoga 1 HaxxaB ENTER. B npoTuBHOM Cnydae ycTaHoBKa 6yaeT npekpalieHa. Mocne Toro,
Kak Bbl npuMeTe JIMueH3noHHbIA [orosop, OyaeT 3anyweH npouecc ycTaHoBkuM. OT4YeT 0
pe3ynbTaTax MpOXOXAEHMS KaXKAoro M3 3TanoB npouecca 6yaeT BbiBOAUTLCA HA KOHCOSb B pexume
peanbHOro BpeMeHMu.

P

user@hostname: ~

®aitn MNpaska Bua Mowck TepMWHan Cnpaska
Creating installation directories...
Installing software...

Updating file permissions...

Running post-install commands...
Installation of drweb-libs is complete.

Backing up old versions of files to be installed...
Creating installation directories...

Installing software...

Updating file permissions...

Installation of drweb-boostl44 is complete.

Backing up old versions of files to be installed...
Creating installation directories...

Installing software...

Checking configuration files...

Updating file permissions...

Running post-install commands...

Installation of drweb-agent is complete.

Copyright Doctor Web, Ltd.

Mocne yCTaHOBKM KOMMOHEHTOB OyAeT 3anylleH WMHCTaSSUMOHHBIN CKPUMT AN HacTpoviku 6a30BOM
dyHKkumoHanbHocTn Dr.Web pgns cdainoebix cepsepos UNIX. CKpUNT NpeanoXuT ykasaTb NyTb K
NMLEH3MOHHOMY K/toYeBOMY (halinly U aBTOMaTUYECKM MOAKIIIOYUTL HeobxoanMble Asis paboTbl CEpBUCHI
(Dr.Web Daemon, Dr.Web Agent, Dr.Web Monitor). JononHutensHo Bam 6yger npeanoxeHo
yKa3aTb CETEBblE ANCKM ANS 3almMTbl MX € noMoubto Dr.Web ans daiinosbix cepeepos UNIX,

YaaneHue yHuBepcanbHoro nakera ansa UNIX cuctem

[nsa ynaneHus ¢ nomMoLbio rpadryeckoro AeMHCTanaaTopa, 3anyCcTtuTe ero KOMaHZoM:

# %bin dir/remove.sh

Ecnu 3anyck 6bl1 OCyLIECTBNEH He C NpaBaMuM aAMMHWUCTPATOPA, TO AEUHCTANNATOP CaM MOMbITAeTCs
MOMYYUTb HyXKHblE MpaBa.

Ecnn  3anyctutb Fpaq)MHeCKMVI OEVUHCTANNATOp HE YyAaanoCb, TO aBTOMATUYECKU 3anyCTUTCA
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MHTEPAKTMUBHbIN KOHCOJbHbIN AEUHCTANISATOP.

MNMocne pewHCTanNsuMM MNpoAyKTa MOXHO yaanuTb cpeactBamm OC nonb3oBaTens drweb WM rpynny
drweb.

Mpv yaaneHun nobbiM U3 BbiLEONMCaHHbIX CMOCOH60B MPONCXOAMT CrieaytoLee:
e U3 KaTanora $etc_dir/software/conf/ yoanawoTca BCE ANCTPpUBYTMBHbIE
KOHUIrypaLmoHHble dalinbl;

e €C/in pa6oqwe KOHCI)MpraLIMOHHbIe Cbaﬁﬂbl He 6blnn M3MeHeHbI NnoNb30BATENEM, TO OHU TOXE
YAanaTCcA. Ecnm Nnosb30BaTeslb BHOCUI B HWUX WU3MEHEHUA, OHU OCTaloTCA B
HENPUKOCHOBEHHOCTH,

e yAANATCA OCTasbHble daiifbl, MPUUYEM EC/IN NpKU YCTAHOBKE 6bifla Co3AaHa KOmnus Kakoro-néo
cTaporo ¢aiina B BUAe [mmsa_oaiinal . O, TO 3TOT (haiin BOCCTaHaBMBAETCS B NMPEXHEM BUAE;

® JINLUEH3NOHHbIE K/HOYEBbIE d)aﬁflbl 7 d)aﬁflbl OTYHETOB pPa3/IN4HbIX KOMMNOHEHTOB MPOrpaMMHOro
KOMIJ1eKCa B COOTBETCTBYIOLLMX KaTalorax CoOXpaHsAaTCA.

e 3aMyCKaeTcd CKPUNT update-links.sh C MapaMETpOM --remove, KOTOPbIN yaansier
CUMBOJIMYECKYIO CCbINIKY /usr/1lib/samba/vis/smb spider.so.

npl/l HaIM4NN HECKOJIbKMX CUMBOIMYHECKUX CCbIJTIOK A1 pa3HbIX Bepcvu7| Samba, 6y[l.yT YAaneHbl BCe
A= cobinky. Tpy 3TOM B XypHan 6yayT BbiBeAeHbl CTPOKM:
Remove link /usr/lib/samba/vfs/smb_spider.so
Please, update your config /etc/samba/smb.conf

O6paTtute BHUMaHue, YTo nocne yaanenus Dr.Web pna daiinosbix cepeepos UNIX HeobGxoaumo B
KOHUrypaumMoHHOM dhanne smb.conf U3 COOTBETCTBYIOLUMX CEKUUN AN KaXOoro M3 3almiiaembixX
pasgensieMblX pecypcoB yaanuTb CTPOKY:

vfs objects = smb_spider

Monb3oBaTenbckuit UHTEpenc rpadrMueckoro AeMHcTannATopa

1. Mpu 3anycke rpaduyeckoro AEMHCTANNATOpPa KOMaHOOM:

# %bin dir/remove.sh

OTKPbIBAETCA OKHO NporpamMmbl yaaneHna KOMNOHEHTOB.

Welcome
This program allows you to remove the following software:
* Dr.Web Agent, 6.0.0.3
« Dr.Web Bases, 6.0.0.3
* Boost, third party C++ libraries needed for
Dr.Web, 6.0.0.2
« Dr.wWeb Common Files, 6.0.1.2
« Dr.Web Antivirus Daemon, 6.0.1.3
* Dr.web EPM - Library for X11 epm gui, 6.0.0.1
+ Dr.Web EPM - Dr.wWeb uninstaller, 6.0.0.1
% « Dr.Web file servers documentation, 6.0.0.2
,:: * Essential third party libraries needed for Dr.Web
on x86 systems, 6.0.0.5
Dr.WEB?® 4 Next » ] [ Cancel l

Puc. 10. OkHO Hayana yaasieH1Ms NporpaMmbl
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HaBurauus ocyllecTBnsieTcss ¢ nomollbto kHonok Back n Next. BbiiiTv M3 nporpaMMbl MOXHO B
noboli MOMeHT, HaxxaB kHorky Cancel.

2. B cneayiouwem okHe Select Software Bbl MOXeTe BblOpaTb KOMMOHEHTbI, KOTOpbIE XOTUTE
yaanuTb. ®naru Ans COOTBETCTBYIOLLMX 3aBUCMMOCTEN ByayT NpoCTaB/ieHbl aBTOMaTUYECKM.

B cnyyae, ecnu paHee Ha 3ToM KoMmbloTepe U3 EPM-nakeTa 6bli1 YCTAHOBNEH Kakon-nnbo apyrou
npoaykt Dr.Web, To B CMCOK KOMMOHEHTOB ANs yAaneHns BOWAyT U ero Moaynu Toxe. MNostomy
HeobxoaMMo O6bITb KpailHe BHUMATENbHbIM NpU BbibOpe, UTOGbI CMy4YallHO He yAanuTb Te
KOMIMOHEHTbI, KOTOPbIE MAaHUPYETCS UCMONb30BaTh B AaNIbHENLLEM.

Welcome
select Software Select the software to remove:
Installed Software:
Dr.web Agent v6.0.0.3
Dr.Web Bases v6.0.0.3
Boost, third party C++ libraries needed for Dr.Web v6.0.
Dr.Web Common Files v6.0.1.2
Dr.Web Antivirus Daemon v6.0.1.3
Dr.Web EPM - Library for X11 epm gui v6.0.0.1
ninstaller ve.0.0
W
-«
|SE'ECta"H Select none ]
Dr.WEB?® [ 4 Back l [ Next » ] [ Cancel l

Puc. 11. OkHO BbiI6Opa KOMMNOHEHTOB AJ1A yAaNeHus

Haxas Ha kHonky Select all, Bbl cMoxeTe OTMETUTbL Cpa3ly BCe KOMMOHEHTbl. HaxaTne Ha
kHornky Select none yganut Bce npocTtaBfieHHble dnaru.

3. B cnepyioweMm OkHe Confirm Bbl yBnauTe BCE Bbl6paHHbIe BaMW KOMIMOHEHTbI N CMOXETE
NPUHATb OKOHYATENIbHOE pELLEHNE 06 nx yOaneHun.

Welcome
select Software Confirm software selected for removal:
Confirm Software to Remove:

Dr.Web Agent v6.0.0.3
Dr.Web Bases v6.0.0.3

Boost, third party C++ libraries needed for Dr.Web v6.0.0.2
Dr.Web Commeon Files v6.0.1.2

Dr.Web Antivirus Daemon v6.0.1.3

Dr.Web EPM - Library for X11 epm gui v6.0.0.1

Dr.Web EPM - Dr.Web uninstaller v6.0.0.1
Dr.Web file servers documentation v6.0.0.2

\
<

Dr.WEB® 4Back || Next » || cancel |

Puc. 12. OkHO noaTBep)XXAeHUs yaasieHUs KOMNOHEHTOB

4.B nocnegHeM okHe Removal BbiBOAMTCA OTYeT O npouecce ypaaneHma KOMMNOHEHTOB
NPOrpaMMHOro KOMMJiIEKCa B peEXUME peasibHOro BpEMEHU.
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Welcome
Removal Complete
Select Software
Conflrn:l Running post-remove commands...
Removing Please remove entry about smb_spider in "vfs objects’ from
Removal of drweb-smbspider is complete.
w4 Dr.Web Updater #+++
Copyright Doctor Web, Ltd.
Removing/restoring installed files...
Checking configuration files...
‘3 Removing empty installation directories... O
-« Removal of drweb-updater is complete.
s ]
Dr.WEB® 4 Back || Next »

Puc. 13. OKHO yfasieHnsi KOMINOHEHTOB NMPorpaMmbl

5. Haxkas Ha kHonky Close, Bbl 3aKpoeTe OKHO MporpamMMbl yaaneHUss KOMMOHEHTOB.
MUcnonb3oBaHMe KOHCOJIbHOIO ACNHCTAJINIATOPA

KOHCO/MbHbIN AENHCTANNATOpP 3anyckaeTcsl aBTOMATUYECKM B TOM Cllydae, ecnv He yaanoch 3anycTuTb
rpacmyeckunii AEMHCTaNIATop.

OTKpoeTca AnanoroBoe OKHO KOHCOSIbHOro AeMHCTanNAaTopa.

-

user@hostname: ~

@ann Mpaska Bwg Mouvck TepmuHan Cnpaska

This script will help you remove Dr.Web packages

Do you wish to continue? (YES/no)

Bam 6yneT npeanoxeHo BbIGpaTb M3 CNMCKa KOMMOHEHTOB Te, KOTOpble Bbl XXENaeTe yaanuTb
(cnepyviTe MHCTPYKUMAM Ha 3KPaHe).
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user@hostname: ~

@ain MNpaeka Bwua [MMowck TepmuHan Cnpaska
Select the software you want to remove: -

[

————————

6.0.8.5)

——————

To select

1

2
3
4
5
6
1
8
9

et e e e e e e e

]
]
]
]
]
]

Dr.Web Agent (6.0.8.3)

Dr.wWeb Bases (6.0.0.3)

Boost, third party C++ libraries needed for Dr.Web (6.8.8.2)
Dr.web Common Files (6.0.1.2)

Dr.Web Antivirus Daemon (6.8.1.3)

Dr.Web EPM - Library for X11 epm gui (6.0.8.1)

Dr.Web EPM - Dr.Web uninstaller (6.0.8.1)

Dr.Web file servers documentation (6.0.0.2)

Essential third party libraries needed for Dr.wWeb on x86 systems (

10 Dr.web Monitor (6.0.8.3)

11 Dr.Web SMBSpider Web Interface (6.0.8.2)

12 Dr.Web Antivirus Scanner (6.0.1.3)

13 Dr.Web Samba VFS Spider (6.8.8.2)

14 Dr.Web Samba VFS Spider - sources (6.8.8.2)
15 Dr.Web Updater (6.0.8.4)

a package you want to remove or deselect some previously
selected package - enter the corresponding package number and press Enter.

You may enter A or All to select all the packages, and N or None to deselect all

of them.

Enter R or Remove to remove selected packages.
Enter @, 0 or Quit to quit the dialog.
All values are case insensitive.

Select:

[lns 3anycka npoueaypbl yAaneHUst KOMMOHEHTOB Bbl A0/HKHbI ByAeTe NoATBEpPAUTL CAENaHHbIN BbIGOP,
yka3aB Y nim Yes B CTpoKe BBOAa (3Ha4YeHUs1 permcTpoHe3aBMCnMbl) M Haxkas knasuwy ENTER.

P

@aitn lNpaeka

user@hostname: ~

Bua [louck TepMuHan CnpaBka

A list of packages marked for removal: -
drweb-agent
drweb-bases
drweb-boost144
drweb-common
drweb-daemon
drweb-epm6.8.8-1ibs
drweb-epm6.8.8-uninst
drweb-file-servers-doc
drweb-1ibs
drweb-monitor
drweb-samba-web
drweb-scanner
drweb-smbspider
drweb-smbspider-src
drweb-updater
Are you sure you want to remove the selected packages? (YES/no)

OTYeT 0 pe3yfbTaTax NPOXOXAEHUSI KaXA0ro M3 3TanoB MpoLecca yaaneHUst KOMNOHEHTOB BbIBOAMTCS
Ha KOHCOJIb B peXuMe peasibHoro BPEMEHW.

O6HoBNeHue yHuBepcanbHoro nakera ans UNIX cucrem

O6HoBneHne couvetaeT B cebe npoueccbl YCTaHOBKM W yaaneHus. [ns obHOBMEHWS NMpOrpaMMHOro
komnnekca Dr.Web pnns cavnoebix cepeepos UNIX HeobxoaAMMO MNOMYyUMTb CBEXYIO BEPCUIO
NPOAYKTa, yAaUTh NpeablayLyto BEPCUIO U YCTaHOBUTL HOBYIO.

Mpv 06HOBNEHUM M3MEHEHHbIE MONb30BATENEM KOH(MUIypaLMOHHbIe haltsibl, IMUEH3NOHHBIE KOYEBbIE
dainbl M daiinbl OTYETOB pPasMYHbIX KOMMOHEHTOB MPOrpaMMHOrO KOMIJIEKCA COXPAHSIIOTCS B
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COOTBETCTBYOWMKX KaTasorax.

YcTaHOBKA U3 HaTUBHbIX NaKeToOB

Bbl MoxeTe yctaHoBuTb Dr.Web pnsa danoebix cepsepos UNIX M3 HaTMBHbIX MAKETOB ANs
pacnpocTpaHeHHbIX auctpnbytreos Linux unn FreeBSD.

MakeTbl HaxoasATca B odwuumanbHoM peno3utopum Dr.Web htip://officeshield.drweb.com/drweb/.
Mocne noaKo4YeHMs PENO3UTOPUA K MEHEMKEPY MNAKETOB Balliell CUCTEMbI, Bbl MOXETE YCTaHABNNBATb
nakeTbl Kkak byl Apyryio nporpaMMmy w3 penosuTtopus. Heobxoammble 3aBucnMoctv 6yayT
pa3pelleHbl aBTOMATUYECKM.

/g, [ocne yctaHoBkM MakeToB Yepe3 PEMNO3UTOPUIA MOCT-UHCTA/UISILMOHHBIA CKPUMT A/1 aBTOMaTUYeCKoM
i, YCT@HOBKM JIMLIEH3MOHHOIO KJTHOUEBOro daiina He byaet 3anylueH. Knioyesol daiin HeobXoaMMo BpyYHYIo
CKOMMpOBaTb B KaTanor $bin dir.

Mocne o6HOBNEHUS 4Yepe3 peno3uTopuii Bce cepsuckl Dr.Web HeobxoauMoO nepesanycTuTb, YTOObI
0OHOBNIEHNS BCTYMUIN B CUITY.

Hwxke npuBeaeHbl WHCTPYKUMM ANS NOAKAYeHus penosuTtopus Dr.Web K noaaep)XvmBaeMbiM
MeHemKepaM nakeToB M ycTaHoBku Dr.Web pans canoebix cepsepor UNIX ¢ nOMOLbIO KOHCONN.

4y, Bce HwxenpuBeaeHHble KOMaHAbl ANS  MOAK/IOYEHWS PENoO3UTOPUEB, WMMOPTUPOBAHMS  KIIOUEN,
Al=%  yCTAHOBKM W yAaneHusi NakeToB A0MKHbI BbITb BLINMOMHEHbI C MPaBaM1 afMUHUCTPaTopa (root), Ans Yero
cneayeT BOCMo/b30BaThCst KOMaHAaMu sudo UK su.

Debian, Ubuntu (apt)

1. YcTaHOBKa:

Penosutopuin ansi Debian 3awmileH ¢ NOMOLIbIO MexaHu3Ma UMdpoBoOr noanucu. Ans KOpPEKTHOM
paboTbl HY>XHO MMMOPTMUPOBATb KJTHOY LMGPOBOI NOANUCU KOMAHAOM

wget -O - http://officeshield.drweb.com/drweb/drweb.key | apt-key add -

nnn

curl http://officeshield.drweb.com/drweb/drweb.key | apt-key add -

YTobbl NOAKIIOUYUTL PENO3UTOPUA, 106aBbTE CNEeAYIOLLYIO0 CTPOKY B daln /etc/apt/sources.list :

deb http://officeshield.drweb.com/drweb/debian stable non-free

[Ons yctanoBkn Dr.Web ansa daiinosbix cepeepos UNIX BbINOMHUTE KOMaHAbI:
apt-get update
apt-get install drweb-file-servers

2. YpaneHue:

[Onsa yoanenns Dr.Web pnsa dannoebix cepsepos UNIX BbINOMHUTE KOMaHAY:

apt-get remove drweb-file-servers

[ns yaaneHus Bcex yCTaHOBNEHHbIX naketoB Dr.Web BbinonHuTe KoMaHay (B HEKOTOPbLIX CUCTEMax
cumBon '+' TpebyeTcs akpaHupoBaTb: '\ *'):

apt-get remove drweb*
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[na aBTOMaTUYeCKOro yaaneHns nu3s CUCTeMbl BCeEX 6onee He MCNOJIb3yEMbIX MAKETOB MOXXHO
BOCMO/b30BaTbCSA KOMaHAOM:

apt-get autoremove

O6paTuTe BHUMaHWe Ha creaytoLme 0Co6eHHOCTU yaaneHus C UCMosb30BaHUEM apt-get:

-

1. I'IepBbu7| BapyaHT KOMaHAbl yAanuUT TOJSIbKO MNakKeT drweb-file-servers, a OCTallbHble€ MNAKEThI,
KOTOpble MOr/in 6bITb @aBTOMaTUYECKN YCTAHOBIEHbI MPW YCTAHOBKE 3TOrO MakeTa AN YAOBIETBOPEHUS
€ero BaBVICVIMOCTef/'I, OCTaHyTCA B CUCTEME.

2. BTopoli BapuaHT KOMaHAbl YAANUT M3 CUCTEMbl BCE MaKeTbl, Ha3BaHME KOTOPbIX HAYMHAETCs Ha
"drweb" (CTaHAApTHOE HaMMEHOBaHWE ANS MAKeTOB MporpaMmMHbix npoayktoB Dr.Web). O6patute
BHMMaHue, YTO 3Ta KOMaHAa YAAnuT M3 CUCTEMbl BCE MAKeTbl C TaKMM UMEHEM, a He TOJSIbKO MakeThl
npoaykta Dr.Web pnsa ¢daiinoBbix cepsepoB UNIX.

3. TpeTih BapuaHT KOMaHAbl YAQIUT U3 CUCTEMbl BCE MAKETbl, KOTOpble 6blM  ABTOMATUYECKM
YCTaHOB/EHbl AN1S1 Y[OBETBOPEHWS! 3aBUCMMOCTEN APYrvX MakeToB, HO 6onee He Tpebyemble
(HanpuMep, BBUAY YAaNEHWs UCXOAHOro naketa). ObpaTuTe BHUMaHWe, YTO 3Ta KOMaHAa yaanuT u3
cucTeMbl Bce 6onee He TpebyeMble MakeTbl, @ HE TONbKO NakeTbl NpoaykTa Dr.Web ansa caiinosbix
cepBepoB UNIX.

YCTaHOBK@ M YyAaneHWe TMaKeToB TaKKe MOryT OCYLECTBAATbCS C MOMOLWbBIO  anbTePHATUBHBIX
MeHemKepoB (HanpuMmep, Synaptic WM aptitude). KpoMe TOro, afnbTepHaTVBHble MeHemXepbl,
Takve Kak aptitude, peKOMeHAYeTCs UCMOMb30BaTh AN paspelleHnst KOHMIMKTA NaKeToB, eC/IN OH
BO3HMKHET.

ALT Linux, PCLinuxOS (apt-rpm)
1. YcraHoBKa:

YTobbl NOAKIIOUYUTL PENO3UTOPUIA, 106aBbTE CleAyIOLLYI0 CTPOKY B aln /etc/apt/sources.list:

Onsa 32-pa3psagHoi Bepcum:

rpm http://officeshield.drweb.com/drweb/altlinux stable/i386 drweb

Ansa 64-pa3psagHoi Bepcum:

rpm http://officeshield.drweb.com/drweb/altlinux stable/x86 64 drweb

[Ons ycranoBkn Dr.Web ans daiinosbix cepeepos UNIX BbINOMHUTE KOMaHAbI:
apt-get update

apt-get install drweb-file-servers

2. YpaneHwme:

YpaneHnne Dr.Web pna cannosbix cepeepos UNIX B AaHHOM Cy4yae BbIMOSHSETCS TaK Xe, KakK U
B Debian, Ubuntu (cMm. Bbiwe).

YCTaHOBKa W yaaneHVe MakeToB TaKXKe MOryT OCYLLECTBAATLCS C MOMOLWBI0  aNlbTEPHATMBHBIX
MeHemkepoB (HanpuMmep, Synaptic WM aptitude).

Mandriva (urpmi)
1. YcTraHoBKa:

3arpy3ute ko4 LUucdpoBOA MoAnNUCK penosuTopust ¢ aapeca: http://officeshield.drweb.com/drweb/
drweb.key n coxpaHuTe Ha AUCK. UMNOPTUPYWNTE KIOY C MOMOLLbIO KOMaH bl

rpm --import <myTb K KJIOYYy PENO3UTOPUSI>
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OTkpoitte daiin

http://officeshield.drweb.com/drweb/drweb-i386.urpmi-media

nnn

http://officeshield.drweb.com/drweb/drweb-x86_64.urpmi-media

1 BaM ByAeT NPeaoXeHo NOAKIYUTL PENO3UTOPUIA.

Bbl Takxke MOXeTe NOAKIYUTL PEMO3UTOPUIA Yepes KOMAHAHYHO CTPOKY C MOMOLLbIO KOMaHAbI:

urpmi.addmedia drweb http://officeshield.drweb.com/drweb/mandriva/stable/1386/

nnn

urpmi .addmedia drweb http://officeshield.drweb.com/drweb/mandriva/stable/x86 64/

[Ong yctanoBkn Dr.Web ansa daiinosbix cepeepos UNIX BbINOMHUTE KOMaHAbI:

urpmi.update drweb
urpmi drweb-file-servers

2. YaaneHue:

[Onsa yoanenunsa Dr.Web pnsa davnoebix cepsepos UNIX BbINOMHUTE KOMaHAY:

urpme drweb-file-servers

[ns aBTOMaTUYeCKoro yaaneHns nu3s cuctemol Bcex bonee He MCNOJIb3YyEMbIX MAaKETOB MOXXHO
BOCTO/1Ib30BaTbCS KOMaHOM:

urpme --auto-orphans drweb-file-servers

A O6paTMTe BHUMaHUE Ha cneayoume ocobeHHocTH yaaneHua C UCnonb30BaHUEM urpme:

1. I'IepBbuZ BapuaHT KOMaHAbl yAanUT TOJSIbKO MNAKET drweb-file-servers, a OCTallbHbl€ MNAKEThI,
KOTOpPbIE MO 6bITb @aBTOMaTUYECKU YCTaHOBNIEHbI MPW YCTAHOBKE 3TOr0 NakeTa Ansa yaoBNETBOPEHUA
€ero BaBMCMMOCTeP’I, OCTaHYTCs B CUCTEME.

2. BTopoin BapuaHT KOMaHAabl yAanuT M3 CUCTEMbl MAKET drweb-file-servers, a TAKXKE BCE MAKETHI,
KOTOpble OblM aBTOMATUYECKN YCTAHOBEHBI ANS YAOBNETBOPEHNS 3aBUCUMOCTEN APYrUX MAKETOB, HO
6onee He Tpebyemble (HanpuMep, BBUAY YAANEHUS UCXOAHOro naketa). ObpaTute BHMMaHWe, YTO 3Ta
KOMaHAa ydanuT M3 cucTeMbl Bce 6onee He Tpebyemble MaKeTbl, @ HE TOMIbKO MakeTbl MpoAyKTa
Dr.Web ans ¢dainosbix cepsepoB UNIX.

YCTaHOBKa W yAaneHWe MaKeTOoB TakXKe MOryT OCYLLECTBAATLCS C MOMOWbBIO  aNlbTEPHATMBHBIX
MeHemkepoB (HanpuMmep, rpmdrake).

Red Hat Enterprise Linux, Fedora, CentOS (yum)
1. YcTaHoBKa:

[obaBbTe aitn co cneayoLnm CoaepXNMbIM B KaTanor /etc/yum. repos.d:

Ansa 32-pa3psgHon BEpCUm:

[drweb]

name=DrWeb - stable
baseurl=http://officeshield.drweb.com/drweb/el5/stable/1386/
gpgcheck=1

enabled=1

gpgkey=http://officeshield.drweb.com/drweb/drweb.key
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Ang 64-pa3pagHoi Bepcum:

[drweb]

name=DrWeb - stable
baseurl=http://officeshield.drweb.com/drweb/el5/stable/x86 64/
gpgcheck=1

enabled=1

gpgkey=http://officeshield.drweb.com/drweb/drweb.key

[Ons yctaHoBku Dr.Web ana daiinoebix cepeepos UNIX BbIMOMHUTE KOMaHAY:

yum install drweb-file-servers

2. YpaneHwme:

Onsa yoanenns Dr.Web pnsa cdavnoebix cepsepos UNIX BbINOMHUTE KOMaHAY:

yum remove drweb-file-servers

[Ans yoaneHus Bcex YCTaHOBMEHHLIX nakeToB Dr.Web BbINONHWTE KOMaHAy (B HEKOTOPbIX cMCTEMax
cumBon '+' TpebyeTcs akpaHupoBaTb: '\ *'):

yum remove drweb*

f ! \ O6paTMTe BHUMaHUE Ha cneayoume ocobeHHocTH yaaneHua C Ucnoib3oBaHUEM yum:

1. I'IepBbM BapyaHT KOMaHAbl yAaNUT TOJSIbKO MNAKET drweb-file-servers, a OCTallbHbl€ MNAKEThI,
KOTOpbIE MO 6bITb @aBTOMaTUYECKU YCTaHOBNIEHbI MNMPW YCTAHOBKE 3TOr0 NakeTa Ansa yaoBNETBOPEHUA
€ero 3aBMCMMOCTeVI, OCTaHYTCs B CUCTEME.

2.BTopolt BapuaHT KOMaHAbl YAANUT M3 CUCTEMbl BCE MaKeTbl, Ha3BaHUE KOTOPbIX HAYMHAEeTCs Ha
"drweb" (CTaHAQpTHOE HaMMeHOBaHWe AN MaKeToB nporpamMMHblx npoayktos Dr.Web). Ob6patute
BHMMaHWE, YTO 3Ta KOMaHAa YAANUT U3 CUCTEMbl BCE MakeTbl C TakMM UMEHEM, @ He TOMbKO MaKeTbl
npoaykta Dr.Web ans cdaiinosbix cepsepoB UNIX.

YCTaHOBKa M YyAaneHWe MaKeTOB TakKXkKe MOXET OCYLECTBASTbCA C MOMOLUbK  aNlbTEPHATMBHBIX
MeHempkepoB (HanpuMmep, PackageKit Man Yumex).

SUSE Linux (Zypper)
1. YcraHoOBKa:

YTo6bl NOAKIOUNTE PENO3UTOPUIA, 3anyCTUTE CNEAYIOLLYIO KOMaHAy:

zypper ar -t YUM http://officeshield.drweb.com/drweb/el5/stable/i386/ drweb

nnn
zypper ar -t YUM http://officeshield.drweb.com/drweb/el5/stable/x86 64/ drweb

[Ong ycranoBkn Dr.Web ans daiinosbix cepeepos UNIX BbIMOMHUTE KOMaHAbI:

zypper refresh
zypper install drweb-file-servers

2. YpaneHwme:

Onsa yoanenns Dr.Web pna cdavnoebix cepsepos UNIX BbINOMHUTE KOMaHAY:

zypper remove drweb-file-servers
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[ns yoaneHus BCeX YCTaHOBMEHHLIX MaKeToOB BbINOMHMTE KOMaHAy (B HEKOTOPbIX CUCTEMaX
cumBon '+' TpebyeTcs akpaHupoBaTb: '\ *'):

zypper remove drweb*

' ObpaTnTe BHUMaHWE Ha cneaytoLime 0COBeHHOCTU YaaNEHNs C UCTMOMb30BAHUEM zypper:

b 3 .

£ 1 NepBblit BapuaHT KOMaHAbl YAANUT TOMbKO MakeT drweb-file-servers, @ OCTasbHble MaKeTbl,
KOTOpble MOr/M 6bITb aBTOMATUYECKM YCTAHOB/EHbI MPU YCTAHOBKE 3TOr0 NakeTa ANs yAOBIETBOPEHNS
€ro 3aBVCMMOCTEN, OCTaHYTCA B CUCTEME.

2. BTOpoil BapuaHT KOMaHAbl YOQNUT M3 CUCTEMbl BCE MaKeTbl, Ha3BaHWE KOTOPbIX HAYMHAETCS Ha

"drweb" (CTaHAApPTHOE HAVMMEHOBaHWE AN MAKETOB MPOrpaMMHbIX MPOAYKTOB ). Obpatute
BHMMaHMe, YTO 3Ta KOMaHAa yAanuT U3 CUCTEMbl BCE MAKETbl C TAaKUM MMEHEM, @ He TOJIbKO MaKeTbl
npoaykTa

YCTaHOBKa M YyAaneHWe MaKeTOB TakXkKe MOXET OCYLIECTBASATbCA C MOMOLUbI  anbTePHATUBHBIX
MeHempkepoB (HanpuMmep, YaST).

FreeBSD
YcTraHoBKa:

3arpy3uTte apxvB drweb-file-servers current-current~freebsd all.tar.gz C

, pacnakyihTe B OTAeNbHbLIM KaTanor W BbINOMAHUTE
KOMaHay make install Ans c6OpKM U yCTAHOBKM . Mpu
YCTAHOBKe B FreeBSD Bepcun 6.1 Tpebyetca ykasaTb
NyTb K KaTanory /usr/ports/Mk C NOMOLLbIO NMapaMeTpa KOMaHAHOM CTpokM -I . B 3ToM kaTanore
pacnonaraeTca AepeBo NOpTOoB.

Npumep:

tar -xzvf drweb-file-servers current-current~freebsd all.tar.gz
make install -I /usr/ports/Mk/

YcraHoBka Dr.Web Samba VFS SpIDer n3 ncxoaHbix koaos

B cnyyae HEO6XOAMMOCTM CyLLECTBYET BO3MOXHOCTb COBpaTh u3
MCXOAHbIX KOMOB, BXOAALWMX B COCTaB MNakeTa drweb-smbspider-src. [s 3TOr0 BaM TaKxe
MOHAZ06ATCA WCXOAHbIE KOAbl MCMOMb3yeMOW BaMu Bepcum cepBepa Samba, KoTopble MOXHO
3arpy3uThb C caiTa Samba . org (

Ons c6opku M3 UCXOAHbIX KOAOB HEOBXOAMMO:
e YCTaHOBUTb MakKeT C UCXOAHbIMU KOJaMU drweb-smbspider-src KOMaHZOM:
# drweb-file-servers [version number]~[Hassanme OC]/drweb-smbspider-

src.install.

Mocne aToro B KaTanore /usr/src/ nossutcs tarball-apxvme drweb-smbspider-[version
number] .src.tar.gz.
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! Mapametp KOMaHAHOM CTPOKM now MO3BONIAET YCTAHOBUTb KOMIMOHEHT, n36exaB A0MONHUTENbHbIX

MaHVII'IYJ'IFILl,VIl)’I No NOATBEPXAEHUIO [ENCTBUI Ha KaXaoM M3 3Tanos ycTtaHoBku. [pu 3TOM cneagyet

y4ecTb, UYTO WCMOMb3ys 3TOT MapaMeTp, Bbl aBTOMATUYECKW cornawaetecb C JIMLEH3MOHHbIM
cornaleHvemM n npuHMMaeTe ero.

TekcTbl JINLEH3MOHHOrO COr/IalleHMs Ha aHrMINCKOM U PYCCKOM A3blKaxX BXOAAT B KOMMJIEKT
NOCTaBKK: (bal\/'U'IbI LICENSE U LICENSE. ru COOTBETCTBEHHO.

e [epeliTn B KaTanor /usr/src/ U pacnakoBaTb apx1B KOMaHAOW:

# tar -xzvf drweb-smbspider-[version number].src.tar.gz

* [NepeiiTh B NOSIBUBLUMICS KaTanor drweb-smbspider-[version number].src W BbINOMAHUTb
KOMaHAay:

# ./configure -with-samba-source=<kaTanor cC_ MCXOOHEMM KoOamy Samba>

/. [N ycnewHoro BbIMOSHEHMS 3TOW KOMaHAbl B CUACTEME [OMKHbl OblTb  YCTaHOB/EHbI
ﬁ MaKponpoLeccop m4, Habop KOMMUASITOPOB GCC M YTUANTA make .

B OC Solaris cneayet ncrnonb3oeatb Bepcuto m4 oT GNU (gmd) v KOMNUASTOp gee Bepcum 4.%,

Mpu komnunaumm Dr.Web Samba VFS SpIDer ans pabotel ¢ Samba Bepcun 4 cnepyer
MCMONb30BaTb MyTb <xaTaJloT C_MCXOOHHMM KoJaMmu Samba>/source3.

® 3aBepwuTb cbopky Dr.Web Samba VFS SpIDer n yCTaHOBUTb €ro KOMaH4aMu:

# make
# make install
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3anyck Dr.Web ansa ¢ainnoBbix cepsepoB UNIX

B pmaHHOM pasgene onucaHa npoueaypa 3anycka B
onepaumoHHbIX cuctemax Linux, Solaris n FreeBSD.

OC Linux u Solaris

[ns 3anycka koMniekca HeobxoanMmo:
1. 3aperncrtpupoBaTb NPOAYKT.

2. CKonmpoBaTb WM MEPEMECTUTb MOJTYYEHHBIN MOC/E PErMcTpauuM JIMLEH3MOHHbIN  KIOYEBOW

daiin ¢ paclumMpeHreM .key B KaTasor C WCMOSIHSAEMbIMM ¢haliiaMM NPOrpaMMHOrO KoMrieKkca

(no ymonyanuio sbin dir ans UNIX cucrem). Nms

K/lo4eBoro ¢alisia MOXXeT BapbMpOBATbCS B 3aBUCMMOCTM OT KOMMJIEKTa MOCTaBku (noapobHee
CM. B rnaBe ):

e Ecnu 6bi1 NPUOBPETEH KaK CaMOCTOSITESbHbIN
NpoAyKT, KntouyeBoW ai npoaykTa MMeeT HasBaHWe drweb32.key. B TakoM cryyae Bbl
MOXeTe CKOMMpoBaTb AaHHbIN (ain B KaTanor $bin dir, HE U3MEHSISt ero UMEHU;

e B cnyyae npuobpeTeHus B COCTaBe
NPOrpaMMHOr0 KOMriekca , apxuB coaepxuT 2 daiina:
KntoyeBon Gain ans cepeBepa LEHTPasIM30BaHHOW 3alUThI
(enterprise.key) U Kno4eBorn dain npoaykta (agent.key). MNepenmMenyiite agent.key
Kak drweb32 . key W CKONMUPYWTE €ro B kaTanor sbin dir.

Ecnv Bbl XOTUTE WCMOMb30BaTh KIOYEBOM halin, pPaCNONOXEHHbIM B KakoM-IM60 Apyrom
kaTanore, nMM6o MMelOWMIN aApyroe uMs (HanpuMep, agent.key), TO NyTb K HEMY AO/MKEH ObITb
3afaH B HacTpoMlKax KOH(UrypaumoHHOro cdaina drweb32.ini 3HaYeHWEM MapaMeTpa Key.
Mpu paboTe B pexmMe Standalone anbTEPHATUBHbBIN MyThb K KUY AOSKEH ObITb Takke 3adaH
B HaCTpoikax KOoHdUrypaumoHHoro gaina agent.conf B 3Ha4YeHMU MapaMeTpa
LicenseFile.

3. HacTpouTb NporpaMMHbIii KOMMIEKC, BHECS BCE HEOGXOAMMbIE M3MEHEHMSI B KOH(UIYPaLMOHHbIE
dainbl.  Na  HaCTpOWKM  KOMMOHEHTOB 06paTWTeCb K  COOTBETCTBYIOWMM  pasaeniaM

AOKYMEHTaLuu.

4. Bpy4Hyl0 UCMPaBUTb enable-dain drwebd, NPUCBONB NEPEMEHHOW ENABLE 3HaueHue 1. 3T0
Mo3BOSIUT  3aMyCTUTb . Ecnm 3anyckatb HE HYXHO
(ncnonb3yeTca , 3aMyLUEHHbI Ha APYroM KOMMbIOTEPE B SIOKANbHOM CETU), TO

ana nepeMeHHoﬁ ENABLE HY>XHO OCTaBUTb MPUCBOEHHOE MO YMOMYaHUIO 3Ha4YEHNE 0.

5. Bpy4YHyl0 uCnpaBuUTb enable-ann , TIDUCBOVMB TMEPEMEHHON ENABLE
3HayeHue 1. ITO MO3BOSIUT 3aNyCTUTb
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PacrnionoxeHwe enable-d)aﬁnos MOXET MeHSTbCA B 3aBMCMMOCTM OT Crnocoba yCTaHOBKM

= YCTaHoBKka Npv NoMoLY YHUBEpCcasbHOro nakera ans UNIX:
®aiinbl pacnonaraloTcs B kaTanore $etc_dir WM Ha3bIBalOTCS

drwebd.enable,
drweb-monitor.enable.

= YCTaHOBKa M3 HaTuBHbiIX DEB-nakeTos:

dannsbl pacnonaraloTcda B KaTanore %etc_dir/defaults M Ha3bIBalOTCA
drwebd,
drweb-monitor.

= YCTaHOBKa M3 HaTUBHbIX RPM-nakeToB:

®daiinbl pacnonaraloTcs B KaTanore $etc_dir/sysconfig U Ha3bIBaAlOTCS
drwebd.enable,
drweb-monitor.enable.

6. 3anycTnTb MHUUMANU3ALMOHHbIE CKPUNTLI AN n nmbo mn3
KOHCOJ1U, nmbo  BOCMOMb30BaBLUMCH BCTPOEHHbIMW  MPOrpaMMHbIMKU  CpeacTBaMu BaLLel
Ol'lepaLIMOHHOﬁ cuctembl. [locne 3Toro CaM aBTOMaTU4YE€CKM 3anyCTtuT

OCTa/ibHbl€ KOMMOHEHTbI MPOrpaMMHOro KoMmnieKca.

B cnyyae yCTaHOBKMU U3 HaTUBHbIX NaKeTOB B Solaris:

B npouecce ycTtaHOBKM cucTeMa  ynpaBiieHus
cepBucaMmn SMF npou3BoAUT MOMbITKY 3anycka KOMMOHEHTa . B cnyyae ecnu

HEe MOXET OBHapYXWUTb JIMLEH3UOHHbIA KntouyeBol aiin (Hanpumep npu
nepBoii YCTAHOBKE KOMIJIEKCa ), OH 3aBepLLAET CBOIO

paboTty n nepeBoantcs SMF B cocTtosiHue maintenance.

Y106bI 3aNyCTUTD , Heobxoanmo cbpocnTb cocTosiHue maintenance:
e Beeaute KoMaHay
# sves -p <FMRI>

roe FMRI -  yHMKanbHbI UAEHTUUKATOP YNpaBiSEMOro pecypca, B [JAaHHOM Clyyae -
KOMMOHEHTa

. anHYEMTeJ'IbHO 3aBepumnTe npoueccbl U3 Crnncka, BbIBOAALLEroca npn MCNoOJIHUMKM KOMaHAbl
svcs -p.

# pkill -9 <PID>

roe PID - HoMep npoliecca, NPeACTaB/IEHHOrO B CMUCKE BbILLE.
e [epe3anyctute KOMaH0M
# svcadm clear <FMRI>

Mpn ycTaHoBKe M3 HaTUBHbIX MakeToB B Solaris,
3anycK KOMMsiekca npomsBoanTCsl C MOMOLLbIO CUCTEMbI ynpasneHns cepsmucamm SMF:

# svcadm enable <drweb-monitor>
# svcadm enable <drweb-daemon>

[ns ocTaHOBKM cepBuCa BBeAMUTE:

# svcadm disable <uasBaHue cepBuca>

41
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g, Moaynb drwebd MOXeT GbiTb 3anylleH B ABYX PeXUMAX:
&EZ 1| CraHpapTHbIN 3amyck NOCPeACTBOM CKpUMTa init
2. C nomoLubio

Mpu paboTe BO BTOPOM peXMMe HEOBXO0AMMO YCTaHOBUTbL 3HAUYEHWE NapaMeTpa ENABLE B enable-
(haline paBHbIM HynIO.

OC FreeBSD

[nsa 3anycka KoMnnekca HeobxoamMMo:
1. 3aperncrtpupoBaTb NPOAYKT.

2. CkonMpoBaTb WKW NEPEMECTUTb MOJSIyYEHHbI MOCNEe PErncTpaunm JIMLEH3MOHHBIA KIHOUYEBOM

alin ¢ paclumpeHneM .key B KaTaslor C WUCMOSHSEMbIMU (haiinaMmyM NPOrpaMMHONO KOMIJIEKCa

(no ymonyanuio $bin dir ans UNIX-cuctem). VMg

KJIl04EBOro ¢halifia MOXET BapbMpOBaTbCS B 3aBMCMMOCTM OT KOMMEKTa MocTaBku (noapobHee
CM. B rnaee ):

e Ecrin 6b11 MPUOBPETEH KaK CaMOCTOSITENbHbIN
NpoAYKT, KJIoUeBON (ain NpoayKTa MMEeeT HasBaHue drweb32.key. B TakoM cnydyae Bbl
MOXXETe CKONMPOBaTb AaHHbIN (aiin B kKaTanor $bin dir, He U3MEHSS ero UMeHu;

e B cyyae npuobpeteHus B COCTaBe
NporpaMMHOro KoMrekca , ApXvB coaepxuT 2 daiina:
K/IloYEBOW halin ans cepBepa LIEHTPanvM30BaHHOW 3alLuTh
(enterprise.key) W KNOYEBON haiin NpoayKTa
(agent .key). MNepenmMenyinTe agent.key Kak drweb32.key U CKONUPYITE €ro B KaTanor %
bin dir.

Ecnv Bbl XOTUTE WCMOMb30BaTh KIHOYEBOM halii, PaACMONOXEHHbIN B KakoM-IM60 [Apyrom
KaTanore, 6o MMeloLWMii apyroe MMsi (HanpuMep, agent.key), TO MNyTb K HEMY AO/MKEH ObiTb
3adaH B HacTpoWikax KOHWrypaumoHHoro daina drweb32.ini 3HayeHMeM napameTpa Key.
Mpu paboTe B pexuMe Standalone a/lbTEPHATMBHBINA MyTb K KUY AO/MKEH BbITb TaKKe 3afaH
B HACTpOiKax KoHdUrypaumoHHoro daina agent.conf B 3HaYeHUW MapaMeTpa
LicenseFile.

3. HacTpouTb NpOrpaMMHbI KOMMEKC, BHECS BCE HEOBXOAMUMbIE UBMEHEHWS B KOHMUIYpaLMOHHbIE
daiinbl. N HACTPOMKM  KOMMOHEHTOB 06paTuTeCh K  COOTBETCTBYIOWIMM  pasdenaM
JAOKYMEHTALINN.

4. Bpy4Hyto ncnpaBuTb dain /etc/rc.conf, 406aBUB B HErO CrieAyHoLLME CTPOKMK:

e drweb monitor enable="YES" — [Ofa NOAy4EHNA BO3MOXHOCTW 3arycka
e drwebd enable="YES" — 414 NO/YYEHNA BO3MOXHOCTW 3amnyCKa . Ecnmn
3anyckaTb He HY>XHO (Mcnosb3yeTcs , 3aMyLLEHHbIA Ha

APYroM KOMMbIOTEPE B JIOKA/IbHOM CETM), TO YKa3aHHYI CTPOKY MOXHO MpOCTO He
nobaBnsATb B rc.conf.

5. 3anycTuTb MHUUMANU3auUMOHHbIE CKPUNTLI AN n nmbo mn3
KOHCOJ1U, mbo  BOCMOMb30BaBLUMCH BCTPOEHHbIMW  MPOrpaMMHbIMKU  CpeacTBaMu BaLLel
Ol'lepaLIMOHHOﬁ cuctembl. [locne 3Toro CaM aBTOMaTU4YECKM 3anyCTtuT

OCTa/ibHbl€ KOMMOHEHTbI MPOrpaMMHOro KoMmnieKca.

Kaxapblii U3 KOMMOHEHTOB MOXXHO 3arnyckaTb M OTAE/bHO, HO MpY 3TOM MoAy b AOJDKEH
6biTb 3anylleH caMbiM MEepPBbIM, Tak KakK 4Yepe3 Hero OocCTasibHble KOMMOHEHTbI MOMyYalT CBOM
HaCTPOMKM.
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Hacrpouka nonutuk 6esonacHoctu SELinux

Echn wucnonb3yemblit BamMu  AUCTpubyTMB Linux ocHalleH noacuctemoit 6e3onacHoctu SELinux
(Security-Enhanced Linux — Linux c ynyJweHHON 6e30MacHOCTbIO), TO A/ TOro, 4YTObbI
AHTUBUPYCHbIE KOMIMOHEHThI ( n

) paboTanu KOpPPEKTHO TMOCNe YCTAHOBKM KOMMOHEHTOB MPUIOXEHNS, BaM
notpebyeTcs BHECTU U3MEHEHUS B MONUTMKM 6€30NacHOCTM, ncnosb3yemble SELinux.

Kpome Toro, mpu BkatoveHHoOM SELinux ycTaHoBKa npogykTta u3 (.run)
MOXKET OKOHYMTbCS Heyaauyel, MoCcKosibky 6yaeT 3abriokMpoBaHa MOMbITKA CO3A4aHWs MOMb30BaTeNs
drweb, OT MMEHM KOTOporo paboTatT moaynu

MNepen HayanoMm yCTaHOBKM peKOMEH/YETCS NPOBEPUTL PEXUM pa60TbI SELiI‘IUX, ONAa 3TOro BbIMNOJIHUTE
KOMaHAy getenforce. OTa KOMaHAa BbIBOAMT Ha 3KpaH TEKLLMI PEXUM 3alUUTDI:

e Permissive — 3allUTa aKTMBHA, HO WCMOMb3YETCS paspeliatollas crpaTerus: AeicTeus,
HapyLwatoLwme noaMTnKn 6e30nacHOCTM, He 3anpeLlaroTcs, a TObKO (DUKCUPYIOTCS B XXypHane
ayauTa.

e Enforced — 3alUMTa aKTUBHa, UCMOMb3YETCA 3anpeLlatollas crpaTerus: AencTBuUs, HapyLlaoLme
NoAnTMKM 6e30NacHOCTN, PErMCTPUPYIOTCSA B XXypHane ayauta u 61oKnpytoTcs.

e Disabled — SELinux yCTaHOB/EH, HO HEAKTUBEH.

Ecnu SELinux paboTaeT B pexuMe Enforced, CneayeT BPEMEHHO (Ha Nepuoa YCTAHOBKM NMPOAYKTa U
nocneayoLLlen HaCTPOVKN MOUTUK 6E30MacHOCTU) NEpPeEBECTU €€ B PEXMUM Permissive. NS 3TOro
BbINO/IHUTE KOMaHly setenforce 0, KOTOpas BpPeEMeHHO ([0 MEPBOM Mepe3arpy3kn CUCTEMb)
nepeseaeT SELINUX B pexuM Permissive. YT06bl BEPHYTb CUCTEMY B PEXWM Enforced, cneayeT

BbIMO/IHNTb KOMaHAY
setenforce 1.

ObpatTe BHUMaHWE, 4TO, Kakoh Obl PEXWM 3aWMTbl Bbl HE YCTAHOBWAM MPW MOMOLLM KOMaHAbI
setenforce, Mocse Mepe3arpysku onepaumoHHon cuctembl SELINUX BEPHETCS B PEXUM 3aLUUTHI,
3afaHHbIM B ee HacTpoikax (obbluHO ainn Hactpoek SELinux HaxoauTcsd B KaTanore /etc/
selinux).

B oblueM cnyyae, npu WUCMONb30BaHWM B CUCTEME [JeMoHa audit, aiin XypHana ayauTa
pacnonaraetcss B /var/log/audit/audit.log. B NpOTMBHOM cfnyyae cOOOLIEHMSI O 3anpeTe
ornepauun 3anucbiBalOTCS B 06LLMIA hain XypHana /var/log/messages.

Yto6bl Npu paboTatowem SELINUX aHTUBMPYCHbIE KOMMOHEHTbI MOMN yCnewHo (YHKUMOHUPOBATb,
HeobXxoaMMO  CKOMMUMPOBATb  CrneuuasnbHble MOAUTMKM  6€e30MacHOCTM  Cpa3y Mocne  YCTaHOBKM
MPOrpaMMHOrO0 MpOAYKTa, MO 3aBeplleHMM paboTbl WMHCTANNATOPA WM YCTAHOBLUMKA HATMBHbIX
MaKeToB.

Moxanyincra, 06paTuTe BHUMaHMWE, YTO B HEKOTOPbIX AUCTPUBYTMBaX Linux ykasaHHbIE HUXXE YTUIUTDI
MOryT 6biTb MO YMONMYaHUIO HE YCTAHOBNEHbl. B 3TOM c/iydyae BaM BO3MOXHO MNOTpebyeTtcs
JIONOJIHUTENBHO YCTAHOBUTb COAEPIKALLUME MX MAKETHI.

YT106bI CO3A4aTb HEO6XOANMbDIE NOJIUTUKN:

1. Co3gaiiTe HoBbI daiin € ucxogHbiM koaoM nonutukn SELinux (.te dain). OaHHbin  dann
onpeaensieT orpaHWYeHusi, OTHOCSLUMECS K OnucbiBaeMoMy Moaynto. McxoaHblid dain nonamMTuku
MOXET 6bITb CO3AaH ABYMS COcobaMu:

1) C noMoWbIO YTUAUTbI audit2allow. ITO Haubonee npocToi cnocob. [daHHas yTunuta
reHepupyeT paspeluatolime npaBuia Ha OCHOBE cooblleHui 06 oTkase B AOCTyne B (ainax
CUCTEMHBIX XXYpHanoB. BO3MOXHO 33/1aTb aBTOMATUYECKMA MOUCK cooblieHuid B dainax
XKYPHANOB UMK yKasaTb NMyTb K (hainy XypHana Bpy4HyIo.
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YTnnuta audit2allow  HaxoAuMTCd B MakeTe policycoreutils-python WK
&% policycoreutils-devel (ans OC RedHat Enterprise Linux, CentOS, Fedora, B
3aBUCMMOCTM OT BEPCUN) UMK B MaKeTe python-sepolgen (ansa OC Debian, Ubuntu).

nEMMEE MUCNOJiIb30BaHUSA:
# audit2allow -M drweb -i /var/log/audit/audit.log

W1
# cat /var/log/audit/audit.log | audit2allow -M drweb

B maHHOM npuMmepe yTunuMTa audit2allow MPOM3BOAUT MOMCK COO6LIEHWM 06 OTkase B
pgocTyne B daine audit.log.

# audit2allow -a -M drweb

B gaHHOM npuMepe yTunnTa audit2allow ULIET cOObLIEHMS 06 OTKase B AocTyne B dainax
XYpHasnoB aBTOMaTUYECKM.

B oboux cnyyasx B pesynbtate paboTbl YTUAWUTbI CO3daloTcs ABa daina: mcxoaHbln dann
NONUTUKU drweb . te M rOTOBbIV K YCTAHOBKE MOAY/b MOMUTUKM drweb . pp.

B 60/bLIMHCTBE C/ly4aeB BaM He MoOTpebyeTcs BHOCUTb M3MEHEHUSI B CO3AAHHbIN YTUIMTOM
daiin nonutukn. Mo3ToMy peKkoMeHAyeTCsl cpasy MnepexoamuTb K ANl YCTQHOBKM
MONyYEHHOrOo MoAyns MNONMUTUKU drweb.pp. O6paTUTe BHWMAaHWE, YTO MO YMONYaAHMIO
yTUNMTa audit2allow B KauyecTBe pesy/ibTaTa CBoel paboTbl BbIBOAWT Ha 3KPaH rOTOBbIM
BblI30OB KOMaHAbl semodule. CKOMMPOBAaB €ro B KOMAHAHYI CTPOKY W BbIMOJSIHWB, Bbl
BbIMOSIHUTE Meperiante K TOMIbKO €C/IN Bbl XOTUTE BHECTU M3MEHEHUS B
NONUTUKKN, aBTOMATMYECKU CHOPMUPOBAHHBIE AJ1S1 KOMMOHEHTOB

2) C noMoLWbIO YTUANTDI policygentool. [118 3TOro yKaXute B KayeCTBe NapaMeTpoB UMS
Moaynsi, paboTy C KOTOPbIM Bbl XOTUTE HACTPOWTb, M MOJHbIA MyTb K €ro WUCMOSHAEMOMY
danny.

ObpaTuTe BHMMaHWe, YTO yTUINTa policygentool, BXOAsLIAas B COCTaB MakeTa selinux-—
&2 policy ans OC RedHat Enterprise Linux 1 CentOS Linux, MOXeT paboTaTh HEKOPPEKTHO.
B TakoM cnydae BOCMosib3yWTeCh YTUAUTON audit2allow.

Mpumep cozpaaHna NoaMTUK Npu nomowm policygentool:
o Ana moayns

# policygentool drweb-scanner /opt/drweb/drweb.real

o [na cKaHWpyloLLero AeMoHa
# policygentool drweb-daemon /opt/drweb/drwebd.real
Bam 6YE.GT NPEAIOXEHO YKasaTb HECKOJIbKO 06LLMX XapaKTepUCTUK AOMEHAa, nocne 4ero And
Ka)xgoro Mozyns 6yayT co3aaHbl Tpu daina, onpeaensiowmx NoanTuKy:
[module name].te, [module name].fc W [module name] .if.
2. Mpn  HeobxoAMMOCTM  OTPedaKTUPYMTE  CreHEepUpOBaHHbIM  UCXOAHbIM Al NOAUTUKK

[module name].te, a 3aTeM, WUCNONbL3YS YTUINTY checkmodule, co3paiite 6uHapHoe
npeactasneHune (.mod dain) ucxogHoro daiina nokanbHON NOUTUKMU.
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O6paTnTe BHUMaHWe, YTo A/15 YCNeLHOM paboTbl 3TON KOMaHAbl B cMCTEME A0/MKEH BbiTb YCTaHOBEH
£ ® % nakeT checkpolicy.

MpuMep ucnonb3oBaHUSA:
# checkmodule -M -m -o drweb.mod drweb.te

3. Cospainte yCTaHaBnMBaeMbli  Moay/lb NOAUTUKM  (.pp  Gain) C  MOMOWbBIO  YTUIUTHI
semodule_package.

Mpumep:
# semodule package -o drweb.pp -m drweb.mod

4. [Ins yCTAHOBKW CO3A@HHOIO MOAYNS MOMMUTUKM BOCMONb3YyWTECh YTUTNTON semodule.

Mpumep:
# semodule -i drweb.pp

Mocne nepesarpy3ky onepaumoHHON cucTeMbl noAacucTeMa 6e3onacHoct SELInux 6yaeT HacTpoeHa
[NS1 KOPPEKTHOMN paboThbl

Ons nonyyeHust AOMOSMHUTENIbHOM WMHGOpMauMnM O NpuHUMNax paboTbl M HacTpoiku SELinux
obpaTuTeCh K AOKYMEHTaUMM MO UCMOb3yeMOMY Bamn anctpnbytmsy Linux.

45
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Perncrpauus npogykra

Perncrpauusa npoaykra

MpaBa Ha WCMOSb30BaHWE MPOrpaMMHOr0 KOMIJieKkca
PErynvMpyoTcs npy MoMoLM CreunanbHoro darna, HasblBaeMoro KodeBbiM (ainoM. B kioueBoM
(haiine conepxuTcs, B YaCTHOCTH, creaytolas nHhopMaums:

e MepeyeHb KOMMOHEHTOB, KOTOPbIE Pa3peLLeHO MCMOo/b30BaTb AaHHOMY MOJb30BATENIO;
e MEp1oA, B TEYEHNE KOTOPOro pa3peLleHo UCMONb30BaHNE NPOAyKTa;
e [Ipyrue orpaHuyeHuns (Hanpumep, no YMciy 3alluiiaeMbiX paboumx CTaHUuiA).

KntoueBol (baﬁﬂ MMEeEeT pacnpeHne key W Mpu pa60Te KOMMMEKCa N0 YMOJTHaHUIO [AO0/MKEH
HaxoauTbCd B OAHOM KaTanore ¢ UCNoIHAEMbIMU d)al\;lflaMM npoAaykKTa.

KnioueBol chaiin 3alulieH OT peaakTUpPOBaHWsS MNpW MOMOLWUM MEXaHM3Ma 3/IEKTPOHHOW MOAMUCH.
PepakTpoBaHue daiina AenaeT ero HeaelCTBUTENbHbIM. [03TOMy He CneflyeT OTKpbIBaThb KJTHOUEBOW
(haltn B TEKCTOBBIX peaakTopax BO U3bexaHWe ero crryuaiHom nopumn.

KoMMepueckue nonb3oBatenu, npuobpeTatolme y
ABTOPU30BAHHbIX MOCTABLUMKOB MNPOAYKTa, MOMYYaloT JIMLEH3WOHHBIN KtodeBoW daiin. lMapameTpbl
3TOro K/HOYEBOro ¢haina, perynupylolne npaea Mosb30BaTesNsl, YCTaHOBMEHbI B COOTBETCTBUM C
JMLIEH3MOHHbBIM OroBOPOM. B Takoli daiin Takke 3aHOCUTCA MHDOPMaLMS O Nosb30BaTene 1 NpoaaBLe
npoaykTa.

[Ansa uenen 03HaKOM/IEHUS C MPOrPaMMHbLIM KOMIMIEKCOM

MOXET ObITb MOSYYEH AEMOHCTPALMOHHLIN KtoueBoW chain. Takue kodeBble dainbl obecneynBatoT
MOJHYI (DYHKUMOHANBbHOCTb OCHOBHbIX KOMMOHEHTOB KOMMJ/EKCa, HO WMMEKT OrpaHUMYeHHbI CpOK
AEVCTBMS M He NpeanonaratoT OKasaHus NMoaAepXKKX Nob30BaTENHO.

KnioueBble (bal\;U'IbI NOCTaBJIAOTCA NONIb30BATENIO:

e B BMAE K/oyeBoro daina ans paboueit CTaHUMM drweb32.key unvM B Buge ZIP-apxuBa,
coAepykallero 3ToT dain, B ciydyae npnobpeTteHus B
KayecTse OTAeNbHOro Npoaykra.

e B BMAE Zzip-apxuBa, COAEpXKallero kao4veBoi daiin ans cepsepa
(enterprise.key) W kmo4yeBon dann ana pabouer ctaHuMM (agent.key) B Clydae
npuobpeTteHuns B COCTaBe€ NMpOrpaMMHOrO KOMMJekca

KntoueBoli daiin MOXeT 6bITb NMosydeH Nosib30BaTENEM:

e 0 3/IEKTPOHHON nouTe B Buae ZIP-apxuBa, coepxallero cdann ¢ paclmpeHneM key (06bIYHO
rnocrne perucrpauum Ha Beb-caiTe, cM. HWXe). HeobxoamMmo u3Bnedyb aiin Mpyv MOMOLLU
apxuBaTopa AaHHOro gopmaTta M CKONMpoBaTb/NepeMecTUTb ero B KaTasor C WUCNOSHSEeMbIMU
altnamn  NporpaMMHOrO  KOMMJIEKca (no
yMonyaHuio $bin_ dir ang UNIX cucrem);

e B COCTaBe AUCTpUBYTUBA NPOAYKTa;

e Ha OTAENbLHOM HOocuTene B Buae (baina C pacliMpeHneM key. B 3ToM criyyae ero Heo6xoamMMo
CKOMMPOBaTb B BbllLEYKa3aHHbI KaTtasor.

JINLIEH3WOHHDIN KTtoYeBOM (halil BbICBINIAETCSA MOMb30BATENSAM MO 3NEKTPOHHON MOYTE, KaK MpaBuso,
nocne perucTpauMmM Ha crieumanbHoM Be6-caiiTe (agpec caliTa  perucrpaumm ykasaH B
PErMCTPaLIMOHHOW KapTO4Ke, MpuaraeMoit K npoaykTty). Ans nonyyeHus JIMUEH3MOHHOMO KIIHOUYEeBOro
aitna HeobxoaAMMO 3aTW HA YKA3aHHbIA CalT, 3anofiHUTL DOPMY CO CBEAEHMSIMM O MOKyraTene u
BBECTM B COOTBETCTBYIOLIEE MONME PErnCTPaLUMOHHbLIA  CepuiHbLIN  HoMep  (HaxoauTcs  Ha
PErMCTPaLMOHHOWM KapTouke). ITO npoueaypa aKTMBauuM JULEH3WW, B pe3ynbTaTe KOTOpoW Ans
JIaHHOIO CEpUNHOro HOMepa CO3AAaeTCs IMLEH3UOHHBIN Kto4YeBol daiin. 3aTeM 3ToT daiin BbiChbiaeTcs
Ha YKa3aHHbIV NpU perncTpaummn aapec 3NeKTPOHHOW MOYTbI.

PekoMeHayeTCa COXpaHATb JIMLEH3NOHHbBIN  KJTIOYEBOM d)aﬁn OO0 UCTEYEHUA CpPOKa €ro [LeNcTBUS ©

46



T4
)]
“ﬂ

M
$

Perncrpauus npogykra

UCMONb30BaTb €ro Mpu MNEpPeyCTaHOBKE WM BOCCTAHOB/IEHWM MpoOrpaMMbl. B criyyae yTparthl
JMLIEH3MOHHOIO KJTIOYEBOro daiina MOXHO WCMOob30BaTh Ty XXEe MpoLeaypy, YTo M Mpu aKTMBaLuu
NMLIEH3MW: MOBTOPHO BBECTM PErMCTPaLMOHHbIA CEPUMHBLIA HOMEP M afIPpEC MEKTPOHHOM MOYTHI — U
po6OT BbILLNIET COOTBETCTBYIOLLIMI YKa3aHHOMY CEPUMHOMY HOMEPY KIIloYeBOI ai.

Pernctpaums ¢ ogHMM 1 TEM XKE PErncTpauLmMoHHbIM CEPUIMHBIM HOMEPOM AOMYCKaeTcs He 6onee 25 pas.
Mpn HEO6XOAMMOCTM BOCCTAHOBUTb YTEPSIHHBIN JIMLIEH3UOHHbIN KtoueBow dain nocne 25 perucrpauuii
cneayeT pasMecTWUTb 3arnpoc Ha BOCCTaHOBSIEHME KtoyeBoro daiina no agpecy B UHTepHeTe

, YKkasaTb [aHHble, BBEAEHHblE MpW PErucTpauuv, aapec 3NeKTPOHHOM
nouytel M nogpobHo onucaTb cuTyaumio. 3anpoc 6yaeT pacCMOTpPeH cneuuanuctamu  Ciyxbsl
TEXHUYECKON MOAAEPXKWU. B crlyyae MOSOXMTENbHOMO pelleHus KtodeBon dain 6yaet nmbo BbigaH
yepe3 aBTOMATM3MPOBAHHYID CUCTEMY MOAAEPXKKM MoSib3oBaTeneil, 6o BbiCTaH MO 3NEKTPOHHOM
nouTe.

MyTb K K4y A0S COOTBETCTBYIOLWIErO KOMMOHEHTA [IO/DKEH ObiTb 3a4aH B HacTpoWkax
KOHUrypaumoHHoro daiina drweb32 . ini 3Ha4YeHWEM NapaMeTpa Key.

Mpumep:
Key = %bin dir/drweb32.key

Ecnu kntoyeBor Gaitn, ykasaHHbIM B NapaMeTpe Key, HE yAaeTcs npountaTtbh (HEBEPHbIV MyTb, HET
npaB), MCTEK CpPOK AENCTBUSA, hain 3abnoKMpoBaH WM HEAEWCTBUTENEH, TO COOTBETCTBYIOLLUIA
KOMMOHEHT 3aBEPLLUT CBOIO paboTy.

ECM [0 UCTeueHus cpoka [eNCTBUSI KIIOYeBOro dalifa oCTanocb MeHee [BYX Heaenb,

npeaynpeauT 06 3TOM Npu 3armycke. B TaKOW CUTYyaLMu MOXET M3BeLLaTh
nonb3oBartena no 3J'IeKTpOHHOl7I fnoyre. COO6L|J,eHV|F| oTNpaBnAlTCA ANa KaXXaoro yCTaHOBJIEHHOIO
KNIOYeBOro (haiina Npy Kax/aoM 3amycke, nepesanycke UaM nepesarpyske , eCv [0
NCTEUEHNs CpoKa AEWCTBUS JINLIEH3MOHHOIO KIT0YEBOro (alina ocTanock MeHee fByX Heaenb. YTo6bl
BOCMOSIb30BaTbCA 3TOM BO3MOXXHOCTbIO, Cneayetr HacCTpouTb nNapaMeTp MailCommand B CeKUUU
[Daemon] daina drweb32.ini.

Ecnun TpebyeTca pacnonoxutb KnouyeBol ¢aiin B KaTanore, OT/IMYHOM OT CTaHAapTHOro, TO creayet
TaKXXe yKasaTb €ro HOBOE pacrionoXeHne B MapameTpe LicenseFile CekUMM [StandaloneMode]
KOH(UrypaLmoHHOro daina KOMMNoHeHTa (cM. pa3gen ).
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Moaysnb o6HoBneHus Dr.Web Updater

[ns aBTOMaTU3aLUMM MONMYYEHNUS U YCTAHOBKU OBHOBMIEHUIA BMPYCHbIX 6a3 UCrosb3yeTcs
MoAyNb OBHOBJIEHUS . Moaynb 06HOBNEHUS MpeacTaBnseT co6oi HanMCaHHbIN Ha
Perl ckpunT update.pl ¥ HaxoaUTCA B KaTasiore, COAEPXALUEM MCNOMHSEMbIE (alnbl NPOrpaMMHOr0
KOMIJIeKca

Moaynb 06HoBNEHMS TpebyeT Hannuuns yctaHosneHHoro Perl 5.8.0 n Bbiwe.

Hactpoiikn moayns obHoBfEeHMsI XpaHATCA B B CEKUMW [Updater] FNaBHOro
KOHMUMIrypaumMoHHoro danna (drweb32.ini NO YMOMYaHWUIO), KOTOPbIN HAaxoAMTCa B KaTanore

%etc _dir. [Nng MCNonb3oBaHUS ApPYyroro KOHMUrypauumoHHOro danna nonaHbii NyTb K Hemy
HeobxoAMMO yKa3aTb NMapaMeTPOM KOMaHAHOM CTPOKM MpK 3anycKke CKpUMTa 06HOBNEHMUSI.

[lns 3anycka ckpunTa 06HOBMIEHNS UCMONb3YMTE KOMaHAY:

$ %bin dir/update.pl [mapameTps]

MNepeyeHb NapaMeTpoB, KOTOPbIE MOXHO UCMOML30BaTh, CM. B pasaene

B wraTHOM pexume 06HOBEHUS BBIMOMHAKOTCS aBTOMATUYECKU, C NpaBaMn NOIb30BaTENSA drweb.

He cnemyer 3amnyckatb OGHOB/EHME C MpaBaMu Cyrneprionb3oBaTtens root, T.K. B 3TOM C/lydae Bce
Mocreaytolme MnomnbITKU aBTOMaTUYECKOro OBHOBMEHUS GyAyT 3aBepLlaThCs OLIMOKOW M3-33 MOMbITOK
[oCTyna K aiifiaM, KOTopble B pesynbTaTte MpeablayLiero 06HOBNEHNS CMEHWM CBOEro BnajenbLa Ha
Cynepnosnb3oBaTens root .

O6HOBNEHMe aHTUBMPYCa U BUPYCHbIX 6a3

KOMMOHEHTbLI MporpaMMHOro KoMrsekca HY>XXAaloTCA B
perynapHom obHoBneHnn 6a3 aaHHbIX BUPYCOB.

BupycHble 6a3bl COCTOSIT M3 HECKONbKUX halioB C
pacwmpeHneM vdb. Ha cepsepax ( ) 3K
alinbl MOryT XpaHWTbCS Takxke B lzma-apxuax. Mpu MOSIBEHMM HOBLIX BMPYCOB BbIMyCKAOTCS!
HebosblUNE, pa3MepoM B OJMH WM HECKOSbKO KWnobanT, daiinbl (4ononHeHus), KoTopble coaepaT
¢parmMeHThbl 633, onuckIBaloOLWME 3T BUPYCHI.

[lononHeHns ABNSIOTCS eanHbIMU ANs BCEX NOAAEPKMBAEMbIX NAATHOPM U AenaTcs Ha ABa BMAA:
e exxegHeBHble "ropsune” obHoBneHns (drwtoday . vdb);

e eXeHefleNbHble perynspHole O06HOBNEHMS (drwXXXYY.vdb), rAe XXX — HOMEp Bepcuu
aHTMBMpYCa, @ YY — MNOPSAKOBbIN HOMEP OBHOBJMIEHWUS, HAYMHas C HoMepa 00 (Hanpumep, dain
NepBoro perynsapHoro obHoBneHus ans sepcun 6.0.1 uMeHyeTcs drw60100 . vdb).

"Topsiune" O6HOBNEHUS BbIMYCKAOTCA E€XEAHEBHO WM HECKOSIbKO pa3 B [E€Hb NS OnepaTvBHOW
peakLUMn Ha HOBble BUPYCHbIE Yrpo3bl. OCOBEHHOCTb YCTaHOBKM "ropsumx” AOMOMHEHUI CBsi3aHa C TEM,
YTO B MPOMEXYTKE MEXAY BbIXOAOM PErynsipHbIX (HYMepoBaHHbIX) AOMOSIHEHMI daiin drwtoday.vdb
MOMOJIHSAETCS HOBLIMU 3amnnCsMM, T.€. ero HeobxoaMMO yCTaHaBMBaTb BMECTO MMEBLUErocsl paHee. B
MOMEHT BbIXOZa O4YEpPEeAHOro PerysspHoOro A0MoSIHEHMS BCE 3anMcu U3 3Toro daiina nepenucuiBaioTcs B
perynsipHoe AOMO/IHEHUE, @ CaM OH ounlaeTcs (BbinyckaeTcs dain drwtoday.vdb, HE coaepXKalLui
HM OZIHOM 3anucy 6a3bl AAHHBIX).

CnepoBaTenbHO, Npu obHoBneHnn 6a3 BPY4YHYIO HeobxoaMMo YCTaHaBnMBaTb BCE OTCYTCTBYHOLLUE Y
NnoNnb30BaTeNsA PeEryndpHbie AONOJIHEHUA, NOCNE 4YeEro nepeEnncbiBaTb d)af/’m "ropﬂqero" AOMNONTHEHUA
BMECTO MMEBLLEroCAa paHee.
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UYTo6bl NOAKIOYMTL AOMNOSIHEHNE K OCHOBHbIM BUPYCHbLIM 6a3aM, COOTBETCTBYIOLLMI haiin AOKEH ObIiTb
MOMELLeH B KaTasor NPOrpaMMHOr0 KOMMJeKca (no
YMONYaHWio B $var dir/bases/) WM MHOW KaTanor, onpeaeneHHbin B KOHMUrypaumoHHoM daine.

CurHaTypbl, no3Bonsowme 0bHapyXuBaTb M MNpefoTBpallaTb pacrnpoCcTpaHeEHME BMPYCONOAO6HbIX
BPEAOHOCHbLIX NporpamMM (peknaMHblX, NporpaMM A03BOHA, NPOrpaMM B3/0Ma M T.M.), NOCTaBASOTCA B
BUAE ABYX OTAE/bHbIX BUPYCHbIX 633 C aHANIOMMYHOW CTPYKTYPON — drwrisky.vdb U drwnasty.vdb.
K 3TMM 6a3aM Takxe MOCTaBASAIOTCS perynsipHble 0OHOBMEHUSI dwrXXYYY.vdb U dwnXXYYY.vdb, a
Takxke "ropaume"” 0bHOBNEHNS dwrtoday.vdb U dwntoday.vdb.

Mepvoanyeckn (B YACTHOCTW, B CBSA3M C MOSIB/IEHWEM PAAMKANbHO HOBbIX BMPYCHBLIX M aHTUBUPYCHbIX
TEXHO/OMI) BbINYCKAOTCA HOBbIE BEPCMM MAKETa C OBHOBNEHHLIMW ANrOPUTMaMK, 3aN0XEHHLIMU B
AHTMBMpYCHOE AP0 . OOHOBpPEMEHHO C 3TMM CBOASTCS BOEAMHO BCE paHee
BbIMyLUEHHbIE AOMONHEHUA 6a3, U HOBas BEepCcUS MNAKeTa KOMIJIEKTYETCS HOBEWLWMUMU BUPYCHbIMU
6a3amMu, COAEPXKALLUMMM OMMCAHWS BCEX M3BECTHBIX HAa MOMEHT ee BbiXxoAa BMpYcOB. Kak npasuio, npu
NMEPEXOJE Ha HOBYID BEpPCUI0 MaKeTa COXPAHSETCS MPEEMCTBEHHOCTb opmaTa 6as3, T.e. HOBble
BUPYCHble 6a3bl MOryT ObiTb MOAKIIOYEHbI K CTApoMy AHTUBMPYCHOMY sapy. OfHako npu 3TOM He
rapaHTUpyeTca OBHapyXeHWe WM M3MIeYEHME HOBbIX BUPYcOB, ANna 60pbbbl C  KOTOPbIMU
noTpeboBanncb 0BHOBMEHHbIE aNrOPUTMbl AHTUBUPYCHOIO AApPa.

Mpn perynspHOM MONlyYEHUM [AOMOSMIHEHUIA BUpYCHble 6a3bl NakeTa NpUOBpeTaeT CreayioLlyto
CTPYKTYpY:

e drwebase.vdb - OCHOBHasi 6a3a, Nofy4yaemMasi BMECTE C HOBOW BepCUEN NaKeTa;

e drwXXXYY.vdb - eXeHefesbHble perynspHble AOMOSIHEHUS BUPYCHBIX 6a3;

e drwtoday.vdb - "ropsuue" JONOSHEHWS;

e drwnasty.vdb - OCHOBHasi 6a3a BpeAOHOCHbIX MporpaMM, MoslyYyaeMasi BMEcTe C HOBOW
BepcHelt NakeTa;

e dwnXXXYY.vdb - eXeHeaenbHble perynspHble AononHeHns 6a3bl BpeAOHOCHbIX MPOrpaMm;
e dwntoday.vdb - "ropsume" gononHeHus 6asbl BpeAOHOCHLIX MpOrpamm;

e drwrisky.vdb - OCHOBHasi 6a3a MOTEHUMANbHO OMACHLIX MPOrpaMM, NojyvyaeMas BMeCTe C
HOBOW Bepcuei nakeTa;

e dwrXxXXYY.vdb - €XeHeaesbHble perynspHble AonofHeHUs 6asbl NMOTEHUMANbHO OMACHbIX
nporpamm;
e dwrtoday.vdb - "ropsume" gonosnHeHus 6a3bl NOTEHUMANBHO OMACHBIX MPOrpaMMm.

BupycHble 6a3bl  MoOryT 6bITb aBTOMaTMyeckMn O6HOBMEHbI, WCMOMAb3yss MoAy/lb OBHOBNEHMS

KOMMOHEHTOB (%bin _dir/update.pl).
Mocne YCTaHOBKU aBTOMaTU4eckn co3aaéTtcs d)aﬁﬂ
pacnvcaHua cron (/etc/cron.d/drweb-update) pANa 3anycka kaxable 30

MUHYT. 3TO 06eCneUnBaeT perynspHoe O6HOBMIEHNE Y HAUMYULLYIO 3aLUMTY.

Hacrpoika cron

Ans Linux: npu ycTaHOBKE KOMMOHEHTOB MPOrpaMMHOIO KOMMJEKca B KaTanore /etc/cron.d/
6yneT co3aaH Nosb30BaTeNbCKMI halin pacnvcaHus Ans HAacTPOMKM B3aMMOAENCTBUS Cron C

B co3naBaeMoM 3agaHuv ansi crond UCronb3yeTcs Hanbosee pacrnpoCTPaHEHHBIN CUHTaKCUC vixie cron.
L% Ecnv B BallEN CUCTEME WCMONb3YETCA ApYrol AEMOH cron, Hanpumep dcron, HeobXoaAMMO BPY4HYHO
CO34aTb 3afjaHne AN aBTOMaTUYECKOro 3anycka Moayns o6HoBNeHus

Ans FreeBSD u Solaris: Heo6xoanMo Bpy4Hyt0 HaCTpouTb cron Ansi paboTbl C
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Hanpumep, npu pabote ¢ FreeBSD MOXHO f06aBUTb B crontab MOMb30BaTeNs drweb CleaytoLwwyo
CTPOKY:

*/30 * * * * /usr/local/drweb/update.pl

Mpu paboTe c Solaris MOXHO MCMONb30BaTh ClEAYIOLLIMIA HABOP KOMaHA:

# crontab -e drweb
# 0,30 * * * * /opt/drweb/update.pl

O6paTtute BHMMaHWe, YTO MO YMOMYaHWIO AEMOH cron 6yaeT 3anyckaTb Moaysib C
nepunoanyHocTbio pa3 B 30 MuHYT (B 0 1 30 MUHYT KaXkaoro 4aca). 9TO MOXET Bbi3blBaTb MOBbILEHHYHO
Harpysky Ha cepsepa U NpuBOAUTb K 3afepXkke 06HOBNeHMs. YTobbl M3b6exaTb

noao6Hol CUTyauun, peKoMeHayeTcd U3MEHUTb MOMEHTbI 3adlyCKa, 3aAdHHblE€ MO YMOJIHaHUIO, Ha
NPOU3BOJIbHbIE.

MapameTpbl KOMaHAHON CTPOKM
MapaMeTp --help WUCMOMb3YETCA ANS BbIBOAA KPATKOWM CMPaBKM O K/OYax Nporpammsi.

Ana ucnonb3oBaHUa ApYroro KOHMUrypaumoHHoro avina, NonHbIM NyTb K HEMY HeObX0AMMO yKasaTb
napaMeTpoM KOMaHAHOM CTPOKM --ini. EcnM uMs  KOHMrypaumoHHoro aina He 3aaaHo,
NCNONb3yeTca etc dir/drweb32.ini.

Mpumep:
$ /opt/drweb/update.pl --ini=/path/to/conf file

MapameTp KOMaHAHoM CTPOKMN —--what MO3BOJSIAET BPEMEHHO NEPEONPEAENINTb 3HAYEHME MaApaMETpa
Section npu 3anycke ™Moaynss o0O6HOBNeHMs. 3HayeHWe napameTpa 6yaer [leACTBOBaTb A0
cnenytoLwero 3anycka CKkpunTa. Bo3MOXHbIE 3HAUYeHUs: scanner WK daemon.

Mpumep:
$ /opt/drweb/update.pl --what=Scanner

YT06bI MPOCMOTPETb CMUCOK BCEX KOMIMOHEHTOB MNpPOAYKTa, AOCTYMHbIX ANA 06HOB)'IeHMﬂ, HY>XXHO
YKa3aTb NapaMeTp --components.

Mpumep:
$ /opt/drweb/update.pl --components

B kauecTtBe napameTpa KOMaHZHOM CTPOKM TaKXXe MOXET 6bITb YKa3aH --not-need-reload.
BO3MOXHbI Tpy BapuaHTa ero Ucronb3oBaHus:

e Ecnu paHHbI NnapaMeTp He 3aAaH, TO Mo 3aBepLUeHMU paboTbl CKpUnTa 0OHOBMEHUS update . pl
6yayT nepesarpyaTbCsl BCe AEMOHBI ( A1 NPOrpPaMMHOr0 KOMIJieKca
), BN KOTOpbIX B npouecce OBbHOBNEeHUs 6bln M3MeHeH/
yaaneH/pobasneH xoTsa 66l 0ANH KOMMOHEHT;

e Ecnu ykasaTb napaMeTp --not-need-reload, HE 3a@B 3HAaYEHUS, TO MO 3aBEPLUEHNM PaboTbI
Moay”nsi 06HOBMEHUS update . pl HM OAMH U3 IEMOHOB MNepe3arpyXartbcs He byaeT;

e Ecnv npu 3apaHmm napametpa --not-need-reload B KQ4eCTBe €ro 3HayeHusl ObliM yKasaHbl
Ha3BaHUs1 AEMOHOB (4Yepe3 3ansTyto, 6e3 npobenos, perncTp He BaXKeH), TO COOTBETCTBYHOLLME
[EMOHbI Mepe3arpyartbcs He 6yayT, a BCe ocTasibHble — 6yayT Npu HanM4Mm 0BHOBNEHWM.
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Mpumep:
$ /opt/drweb/update.pl --not-need-reload=drwebd
BnoknpoBaHue 06HOBNEHUA ANt KOMINIOHEHTOB
Bbl MOXeTe 3a6)'IOKMp0BaTb 06HOBNEHUSA ana onpeaeneHHbIX KOMMNOHEHTOB
YTobbl MOMY4YNTb CMUCOK [AOCTYMHBLIX KOMMOHEHTOB, 3anycTuTe C MapaMeTpoM
KOMaHJHOMN CTPOKU —-components

Mpumep:
# ./update.pl --components

Available Components:

agent
drweb (frozen)
icapd (frozen)

vaderetro 1lib

Ecnm 06HOBREHWS [Ansi KOMMOHeHTa 3abioKMpOBaHbl, TaKoW KOMMOHEHT 6ydeT OTMeYeH Kak
3aMOpOXeHHbIN (frozen). 3aMOPOXXEHHbIE KOMMOHEHTbI He 6yayT OBHOBASTHCA MpU 3anycke

BbnokupoBaHue 06HOBNEHUIN

YTobbl 3a6n0kMpoBaTb O6HOBAEHMSA ANS OnpefeneHHbIX KOMNOHEHTOB, 3anycTuTe C
napamMeTpoM KOMaHHoM CTPOKN —--freeze=<components>, rge <components> — CMUCOK WUMEH
KOMMOHEHTOB, pa3AeNeHHbIX 3anATbIMU.

Mpumep:

# ./update.pl --freeze=drweb
Updates for component 'drweb' are frozen.
Run command './updater --unfreeze=drweb' to start updates again.

Pa36nokupoBaHue 06HOBIEHNI

YT06bI BHOBb pPa3peLlnTb 0BHOBNEHUS ANs 3aMOpPOXEHHbIX KOMMNOHEHTOB, 3anyCcTtuTe
C NapaMeTpoM KOMaHAHOM CTPOKU --unfreeze=<components>, Fe <components> — CIUCOK UMEH
KOMIMOHEHTOB, pa3AeneHHbIX 3anAaTbiMN.

MpumMmep:

# ./update.pl --unfreeze=drweb
Updates for component 'drweb' are no longer frozen.

1 O6paTVITe BHUMaAHME, YTO pa3MOpa>XmBaHMe KOMMNOHEHTa CaMO MO cebe He NPUBEAOET K €ro 06HOBEHMIO.

BoccTtaHOBJ/1IeHME KOMMOHEHTOB

Mpu 06HOBNEHNN KOMIMOHEHTOB
COXpPaHAET B pa60qu KaTanore MX pe3epBHble KOMUMW. DTO MO3BONSET BEPHYTb KOMMOHEHT K
npeabiayweMy CoCToaHuo B Ciiydae Kakmx-nmbo np06neM c 0bHOBNEHNMEM.

YT06bl BOCCTAHOBUTbL KOMMOHEHT K NpeablayLieMy COCTOSHMIO, CleayeT 3anycTuTb C
napamMeTpoM KOMaHaHoM CTPOKN —--restore=<components>, rge <components> — 3TO CMNUCOK
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MMEH KOMIMOHEHTOB, pa3AeNiEHHbIX 3anATbIMU.

Mpumep:
# ./update.pl --restore=drweb

Restoring backup for component 'drweb'...
Updates for component 'drweb' are frozen.
Run command './updater --unfreeze=drweb' to start updates again.

Backup for component 'drweb' has been restored!
Dr.Web (R) restore details:

Following files has been restored:
/var/drweb/bases/drwtoday.vdb
/var/drweb/bases/dwntoday.vdb
/var/drweb/bases/dwrtoday.vdb
/var/drweb/bases/timestamp
/var/drweb/updates/timestamp

Py [pn BOCCTAaHOBNEHUN KOMMOHEHT 6y,qu dBTOMaTM4eCKMU 3aMOPOXKEH. YTo6bl BO306HOBUTL OBHOBNEHMS
L= 119 BOCCTAHOBJIEHHOIO KOMMNOHEHTA, €ro Heobxoanmo Pa3MOpPO3nTb.

HacTrpouku

Hactpoiiku Moaynsi o6HoBneHuss komnoHeHToB Dr.Web Updater xpaHsiTca B CeKUMM [Updater]

KOHMUrypaumoHHoro caiina nporpamMmbl (Mo YMOMYaHUIO drweb32.ini), KOTOPbIA pa3MeLlaeTcs B
KaTanore setc _dir.

YCTpoicTBO  KOHMMIrypaumoHHoro caiia W KpaTKoe oOnucaHve MpaBwi  3ajaHus MapaMeTpoB
KOHpUrypaumm npueeaeHsl B pasaene KoHdurypauyoHHble halsbl,

Cekumsna [Updater]

UpdatePluginsOnly = 3HayeHMe Yes MpeanuchbiBaeT MOAYMI0  He  MPOW3BOAWTD
{;mornueckmit} obHoBneHne Dr.Web Daemon u Dr.Web Scanner, a
OrPaHNYNTBCA TOMBKO OBHOBNEHMEM MOAKTOYaEMbIX MOy Ne.

3HayeHve No YMOJTYaHUIO:
UpdatePluginsOnly = No

Section = YKkasblBaeT, W3 KakoW CeKuuu KOHMhUrypaumoHHoOro daiina
{Daemon | Scanner} Dr.Web Updater 6epET HacTpoWiKM, Tak1e KaK MyTb K K/THOYEBOMY
aiiny, nyTb K BUPYCHbIM 6a3aM U T.M.

Bo3MOXXHble 3HAYeHMs MapaMeTpa: Scanner WIN Daemon.

3HayeHne napaMeTpa BO3MOXHO BPEMEHHO MepeonpeaenvTb Mnpu
3anycke moayns OBHOBNIEHUSI C MOMOLLbIO napameTpa KOMaHAHOM
CTPOKM --what. VI3MeHeHHOe Takum o6pa30M 3Ha4yeHune
napaMmeTpa 6Y£I,ET [leNcTBOBaTh A0 cneayrowero 3anycka cKkpunra.

3Ha4yeHue no YMOJTYaHUIO:
Section = Daemon

ProgramPath = MyTb K WCNoSHseMOMYy alifly KOMMOHEHTa, KOTOpbI Oyaer
{nyTe x Odairy} 06HOBNATLCS.

Tpebyetca mMoaynto obHOBNEHWS Ana MnonyveHus nHdopmaunm o
BEPCUM KOMIMOHEHTA.

3HayeHve No YMOJTYaHUIO:
ProgramPath = %bin dir/drwebd
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SignedReader = MyTb K baiiny NporpaMMbl YTEHWSI MOAMMCAHHBIX (haiinoB.

{nyTs k Odaiiy}
3Ha4yeHue no YMOJTYaHUIO:

SignedReader = %bin dir/read signed

LzmaDecoderPath = MyTb K KaTanory, B KOTOPOM pacrofiaraetcs yTUAWTa lzma,
{myTs x xarTajory} “cronb3yeMas Asi pacrakoBbIBaHMS |zma-apXMBOB.

3HayeHue No yMOIYaHuIO:
LzmaDecoderPath = %$bin dir/

LockFile = MyTb K daliny, npegHasHaYeHHOMY Ans MPeAoTBpaLLEHMS
{nyTe x danmy} COBMECTHOrO MCMOJIb30BaHUS HEKOTOPbIX (halloB Ha BpeMsi WX
06paboTkn Moaynem o6HOBEHNS.

3HayeHue Mo yMOIYaHuIo:
LockFile = %var dir/run/update.lock

CronSummary = 3HayeHne Yes MNpeanucbiBaeT MOAYII0 O6HOBNEHWS BblAaBaTb
{normuecku} OTYeT ceccuy 06HOBNEHNS Ha CTaH,CI,apTHbIVI BbIBOA (stdout) .

ﬂ,aHHbIVI PEXNM  UCNOJIb3YETCA ANA  NOCbIIKKU YBEAOMJ'IEHVIVI
aAAMUHUCTPATOPY Mo SHEKTpOHHOl‘/'I no4yte npu 3anycke moayns
06HOBNEHNS AEMOHOM Cron.

3HayeHve No YMOJTYaHUIO:
CronSummary = Yes

DrlFile = MyTb K cneunanbHoMy daliny, coaepX<allemMy CrUCOK CEepBEPOB
{nyTe x OQalmy} obHoBneHuss BCO Dr.Web.

Moaynb 06HOBneHUs1 BblbMpaeT cepBepa OOHOBNEHUS M3 3TOro
CrucKa cyyaiHbiM 06pasoM.

MoapobHee 06 anropuTMe Bbibopa cepBepa A5 O6HOBMEHMS CM. B
pa3aene Mpoueaypa obHoBneHUS

[JaHHbin  dain noanucaH KomnaHuen <«[oktop Be6», He
NOANEXWT pedaKkTVPOBaHMIO TONb3oBaTeNieM W 06HOBNSAETCS
ABTOMaTUYECKM.

3HayeHue Mo yMOIYaHuIO:
DrlFile = %var dir/bases/update.drl

CustomDrlFile = MyTb K ainy, cogepxallemMy anbTEPHATMBHBIN CMUCOK CEPBEPOB
{nyTe x dainy} obHoBneHuss BCO Dr.Web.

Moaynb 0b6HOBNEHNA BbIGMPEET cepeepa 06HOBNEHNS U3 3TOro
Crnuncka CJ'IyLIal\/'IHbIM o6pa30M.

MoapobHee 06 anroputMe Bbibopa cepBepa Anst 06HOBNEHMS CM. B
pasgene MNpoueaypa 06HoBNAEHMS

[JaHHbi  chain  noanucaH KomnaHuen <«[foktop Beb6», He
NnoanNeXWUT PeaaKTUPOBaHUIO MOJSIb30BaTeNleM U OBGHOBNSIETCS
aABTOMaTUYECKM.

3HayeHwe No YMOJIYaHUIO:
CustomDrlFile = $var dir/bases/custom.drl

FallbackToDrl = PaspelueHre ncnonb3oBaTh Gaiin DrlFile B TOM CJly4Yae, €ciu
{;ornueckmit} HEe YAanocb MOAK/YUTLCA HU K OAHOMY U3 CEPBEPOB, 3afjaHHbIX B
(aiine CustomDrlFile.

B cnyyae ecny 3HayeHue MapaMeTpa No, ¢aiin DrlFile He
UCMosb3yeTcs.

B cnyyae ecnu  daiin  CustomDrlFile He CyLLECTBYET,
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DrlDir =
{nyTe k kKaTajory}

Timeout =
{umcyoBoe BHaueHue}

Tries =
{umcygoBoe BHaueHue}

ProxyServer =
{IP-ampec | mMmsa xocTa}

ProxyLogin =
{TexcT}

ProxyPassword =
{TexcT}

LogFileName =
{syslog | nyTb k oammy}

SyslogFacility =
{mMeTka syslog}

LogLevel =
{ypoBeHbr nompobHOCTHK}

Moaynb o6HoBnexnns Dr.Web Updater

obpalleHue K daiiny DrlFile NPOM3BOAMTCS BHE 3aBUCMMOCTY OT
3HaYeHUs NnapameTpa FallbackToDrl.

MoapobHee 06 anropuTMe Bbibopa cepBepa A/ O6HOBMIEHMS CM. B
pasaene [poueaypa obHoBneHUs

3HaYeHME MO YMOTYAHUIO:
FallbackToDrl = Yes

MyTb K KaTanory, coaepxallemy noAnucaHHble «[oktop Be6»
drl-chaiinbl co cnvckamu cepBepoB 06HoBMeHUs BCO Dr.Web ans
KaX[10ro 13 NoaK/Ito4aeMbIX MOAYEN.

3HayeHue Mo yMOIYaHuIO:
DrlDir = %var dir/drl/

MakcuManbHoe BpeMsi OXWAaHUS ANs 3arpy3ku OBGHOBNEHWUN C
BCO Dr.Web B cekyHaax.

3Ha4yeHue no YMOJT4YaHUIO:
Timeout = 90

KonnyectBo  MOMbITOK ~ YCTAHOBKM  COEAMHEHUS  MOAYNeM
obHoBneHns Dr.Web Updater c cepsepamm BCO Dr.Web

3Ha4yeHue no YMOJTYaHUIO:
Tries = 3

Nmsa nnu IP-agpec ncnonb3yemMoro npoKcu-cepsepa.

Ecnv 3pecb ykasaHO MycTo 3HAuyeHWe, MPOKCU-CEpBEp He
UCMOsb3yeTCsl.

3HayeHue No YMOIYaHUIo:
ProxyServer =

MMs nonb3oBaTens nNpokcu-cepBepa (ecnu cepBep Tpebyet
ayTeHTUdMKaumm).

3HayeHue No YMOIYaHUIo:
ProxyLogin =

Maponb nonb3oBaTensi MPOKCU-cepBepa (ecnn cepBep Tpebyet
ayTeHTUdMKaumm).

3HayeHune No YMOIYaHUIo:
ProxyPassword =

Ums daiina xypHana unmM syslog, €CM XypHan 6yAeT BecTUChb
CpeacTBaMm CUCTEMHOTO cepBuca syslog

3HayeHne No YMOIYaHUIO:
LogFileName = syslog

MeTKa 3anucy Npy MCMosb30BaHUM CUCTEMHOTO cepBiica syslog

3HayeHune No YMOIYaHUIo:

SyslogFacility = Daemon

YDOBEHb NMoApo6HOCTY BEAEHWUS XKypHana.

[lonyckaeTcs UCnosib30BaHUe CEAYOLLUX YPOBHEN:
e Quiet

® Error
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AgentConfPath =
{nyTe x danuay}

ExpiredTimeLimit =
{umcyoBoe sBHaueHue}

ESLockfile =
{nyTe x danuay}

NMpoueaypa obHoOBNEHUSNA

Moaynb o6HoBnexnns Dr.Web Updater

® Warning
® Info
® Debug

® Verbose

3HaYeHME MO YMOTYAHUIO:

LogLevel = Info

MyTb K KOHGUrypaLUMoHHOMY chaitny

3HayeHre No YMOJTYaHUIO:

AgentConfPath = %var dir/agent.conf

KonunyectBo AHEN A0 UCTEYEHUsI CPoKa AENCTBUSI NULEH3UM, B
TeYeHMe KOTOpbIX byner mbiTaTbCsl OO6HOBUTH
JMLIEH3UOHHBIN KTHoYeBoM taiin.

3HayeHre No YMOJTYaHUIO:

ExpiredTimeLimit = 14

MyTb K 6nokupytoLwemy dainy.

Ecnm gaHHbIM dhain CylwecTByeT, TO
MCMoMb30BaTb pacnucaHusl cron Ansi 06HOBNEHUS.

nepecrtaeT

3HayeHre No YMOJTYaHUIO:

ESLockfile = %var dir/run/es updater.lock

O6HOBIEHME MPOUCXOANT CIEAYIOLMM 06PA30M:

1. Moaynb obHoBNEHMS

ynTaeT KOHMUIypauUMOoHHbIA dain (Mo yMonyaHuio —

drweb32.ini, UK TOT, KOTOPbIN YKa3aH Mpu NMOMOLLM apryMeHTa KOMaHAHOM CTPOKM —-ini) .

2. U3 KoHdmrypaumoHHoro darina Ucrnonb3yloTcsl NapaMeTpbl, HAaXOASAWMECS B CEKUMM [Updater]

(onncaHne napaMeTpoB CM.
UpdatePath 1 PidFile.

3. BblOMpaeT cepBep

), @ Takke napaMmeTpbl EnginePath,

06HOBNEHNS MPOUCXOAUT CeayioLIMM 0Bpa3oMm:

e [pou3BoanTCs UTeHMe (alinoB CO CNMCKaMM CEPBEPOB, YKa3aHHbIX B NapaMeTpax DrlFile

M CustomDrlFile KOHMUIrypaUMoHHOro daiina;

e Ecnu oba cdaiina oTcyTCTBYIOT, TO O6HOBNIEHNE HE NMPOUCXOANT;

e Ecim  cywectByet

TOJIbKO

oaMH u3 dannoB (ykasaHHblli B

YKa3aHHOro B NapaMeTpe FallbackToDrl ;

e Ecnu cyuwectByioT oba aina, To B NepBylo odyepedb MPOBEPAIOTCS cepBepa M3 daiing,

YKa3aHHOro B CustomDrlFile;

e ECnn He nonyumnocb NOAKMOUMTBCS HU K OOHOMY W3 CepBEpOB, 3afaHHbiX B daiine,
W 3HadyeHuMe napameTpa FallbackToDrl=Yes, TO
B npoTuBHOM cny4yae

YKa3aHHOM B CustomDrlFile,
npoBepsaloTCA cepBepa U3 aina, ykasaHHOro B DrlFile.
0BHOBNEHNE HE MPONUCXoaunT.

4. Mpoun3BoaAaTCcs MOMbITKM MOAKMIOYEHNST K Cy4yallHO BbIGUMpaeMbIM CcepBepaM U3  Crucka,

cozepxkallerocs B caine, Ao Tex Mop, NMoka MonbiTKa MOAKIYEHUS] K CEPBEPY HE OKAXKETCS
OXMWZAeT OTBET OT Bbi6paHHOro cepBepa B

ycnewHon (Mpu noakItoYeHUm

TeuyeHne neproaa BPEMEHU, YKa3aHHOro B NapaMeTpe Timeout) .

5. Moagynb 3anpalunBaeT C cepsepa

, K KOTOpPOMY yaanocCb NOAKNIHYUTBLCA, CMUCOK

VirusBase,

[Ns Nony4YeHuss o6HOBNEeHMI. Bbibop cepBepa

DrlFile wu
CustomDrlFile), TO NCNOJIb3yEeTCA CYLI.I,eCTBYIOLLI,Mﬁ, BHE 3aBUCMMOCTM OT 3Ha4€EHUA,
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06HOBJ1eHMl\;1, a 3aTeM |Zma-apXMBbI COOTBETCTBYHOLUNX 6as3. B Cny4yae OTCYyTCTBUA NocneaHunx
6a3bl ckauyuBaloTCca B Bunae de-(baﬁHOB. ﬂ,)'lﬂ pacnakoBbIiBaHUA |Zma-apXMBOB NCNOJIb3YETCA
yTunuTa lzma, NyTb K KOTOpOM (TOYHEe, K KaTasory, B KOTOPOM OHa pacroflaraeTcs) 3aJaeTcst
3Ha4YeHUEM MapaMeTpa LzmaDecoderPath.

6. O6HOBNEHMS packiagblBalOTCA MO  KaTasoraM, Kak OMNuWcaHO B  pasaene
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Dr.Web Agent

KOMMOHeHT NpeacTaBfieH MofyneM drweb-agent. 3TO MOCTOSIHHO 3arpy)XeHHbIN
MOAYNb, KOTOPbIA YMNpaBAseT HacTpoWkaMuM MoAaynel NporpaMMHOrO  KOMMJeKca
, OnpenensieT nonuTuky paboTbl KOMMJEKCA B 3aBUCMMOCTU OT
YCTQHOBNIEHHOW J/IMLEH3NUM W COBUpaEeT CTaTUCTUKY BWPYCHbIX MHUMAEHTOB. DTa CTATUCTWKA, B
3aBMCMMOCTM OT peXxuMa paboTbl , OTCbINIAETCS C 3a/laHHOWN NEPUOAMYHOCTBLIO NGO Ha
Ny6/INYHBINA CepBEp CTAaTUCTUKU KOMMaHUK , TM60 Ha cepBep LIEHTPaNN30BaHHOW 3aLLUMThI,
noA YrnpaBneHWeM KOTOporo paboTaeT Korma npovcxoauT 3amnyck KOMMOHEHTOB
, WIN NpoucxoauT U3MEHEHME HACTPOEK,
LUNET KOMMOHEHTaM HEOBXOIMMbIE HACTPOVKY.

ObpaTute BHMMaHWE, YTO MOAY/b drweb-agent B peXuMe LEHTPaNM30BaHHOM 3almTbl (enterprise
4% mode) npeaHasHayeH AN paboTbl TONMBKO C Bepcun 6. Ecnmn Bbl xoTuTe obecneunTb
MOAK/IOYEHNE K CEPBEPY LIEHTPaNM30BaHHON 3alLWThl Bepcun 10, BaM cneayeT yCTaHOBUTb
M HacTpOUTb HOBYIO BEPCMIO areHTa, peann3oBaHHylo B BuAe MoAyss drweb-agentl0. O6 ycTaHOBKe U
HacTpolike Bepcun drweb-agent10 CM. B pa3aene

B xope pabotbl MOXET B3aMMOAENCTBOBaTb C APYrMMM MOAYNSIMA NPOrpaMMHOro
KOMMJIeKca, 0BMEHMBAsACh C HUMK Pa3nNYHbIMU YPABNSIOWMUMU CUTHANIaMK.

MockoNbKy BCE KOMMOHEHTHI (kpome )
MoSy4aloT CBOM KOHMUIypaLUMOHHbIE AaHHbIE Yepe3 MoAy/b drweb-agent, OH JO/HKEH 3amnycKaTbCs
nepes ApyrmMmMnM KOMMOHEHTaMM, HEMOCPEACTBEHHO Nocre

Moxanyicra, obpaTuTe BHMMaHWE, UTO €CM B KOHMWUIrypauMOHHOM daiine KOMMOHEHTa YKa3aHo
HECKONbKO MapaMeTpoB C OAHUM MMEHeM, TO nx obbeanHsieT yepes 3ansaTyio. lNpu
3af@aHnM 3HaYeHWU NapaMeTPOB B KOH(UIYPALUMOHHBIX haliniax MOXHO MCNOMb30BaTb 06paTHbLIN ChaL
"\". B aTOM cnyyvae 06BbeANHNUT B OfHY CTPOKY BCe CTPOKW, pa3faeNnéHHble C MOMOLLbIO
obpaTtHoro cnawa. Obpatute BHMMaHwWe, YTO WMCNONb30BaHWe npobena nocne CMMBOMA Crdla He
[lornycKaeTcs.

PexxumMbl paboThbl

Mpn HeO6X0AMMOCTM NPOAYKTHI KOMMAHMK MOryT 6bITb NOAKMOYEHB! K KOPNOPaTUBHOM
WM YacCTHOW , YNPpaBNsieMoi KOMMJIEKCOM
(nanee ). Pabota B pexuMe LUEHTPann30BaHHOW 3alUTbl He TpebyeT YCTaHOBKM
[OMOSTHATENBHOMO MPOrpaMMHOro obecneyeHust Un yaaneHus

[ins obecneyeHns 3ToN BO3MOXHOCTH, MOXXET paboTaTh B OHOM M3 ABYX PEXMMOB:

e OavHouHOoM (standalone mode) pexuMe, Koraa 3alUMILAEMbIN KOMMbIOTEP HE BK/IHOYEH B

N yNpaBAsieTCs NIokanbHO. B 3TOM pexnMe KOH(MPUIypaLMOHHbIE U KITHOYEBbIE

alinbl HaxoAsTCA Ha NoOKanbHbIX AUCKaX, a MOMHOCTbIO yrpaBnsieTca C

3awmMLaemMoro komnbtotepa. CTaTUCTUKa BUPYCHBIX MHUMAEHTOB OTChIIAETCS Ha cepBep CTAaTUCTUKK
KOMMNaHnu

¢ Pexxume LEeHTpanv3oBaHHON 3awmMThl (enterprise mode), koraa 3allMTON KOMMbOTEPa YrpaBisieT
CepBep LEHTPann30BaHHOW 3aluTbl. B 3TOM pexnMe HeKoTopble (YHKUMM M HaCTPOMKK

MOryT 6blTb M3MEHEHbI UM 3ab/TOKMPOBaHbLI B COOTBETCTBUU C

oblert (kopnopaTMBHOW) CTpaTerverd aHTMBMPYCHOM 3aluTbl. B 3TOM pexuMe WCrnonb3yeTcs

NMUEH3VNOHHBIN  KNoYeBOM hain  C  cepBepa  LEHTpPanM30BaHHOM 3awWuTbl. [lepcoHasbHbIN

NMUEH3VNOHHBIN  KTIOYEBON halin Ha floKanbHOM KOMMbIOTEPE He ucnonb3yetcs. CraTucTuka
BMPYCHbIX MHUMAEHTOB OTCHIIAETCS Ha YNPaBASIOLWMI CepBEP LEHTPaNN30BaHHOW 3aLLMTbI.
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' ObpaTnTe BHMMaHWe, YTO MOAy/lb drweb-agent B peXWMe LIEHTpa/M30BaHHON 3awwuTbl (enterprise
npeaHasHadeH ans Tbl TOJIbK Bepcun 6. ECnu Bbl XOTUT! nevnTb
&= mode eflHa3Ha4ye b0 0NbKO C epcun 6. Ec oTuTe obecne
MOAK/IOYEHNE K CEpBEPY LIEHTPANIM30BAHHOW 3aLUWThI Bepcun 10, BaM creayeT yCTaHOBUTb

M HacTpOUTb HOBYIO BEPCUIO areHTa, peann3oBaHHyilo B BUAE Moayssl drweb-agentl10. O6 ycTaHOBKe U
HacTpolike Bepcun drweb-agent10 CM. B pa3aene

Y106b1 MICNONb30BaTh peXxmm Ll,eHTpaJ'IM3OBaHHOi7I 3alliMUTbl.

1. CBSXXUTECb C CUCTEMHbLIM aAMWMHWUCTPATOPOM BaleN CeTW, YTOObl MOAYUNTb (Pain C OTKPbITHIM
KJTOYOM M MapaMeTpbl COEANHEHNS C CEPBEPOM LIEHTPASIM30BaHHOM 3aLUMTHI.
2. B KOHdMrypaumoHHoMm daiine (Mo ymonuaHuio %$etc dir/agent.conf)
YCTaHOBUTE 3HAYEHMS CriefyroWwmnx napaMeTpoB B CeKUMM [EnterpriseMode] :
e YKaxuTe nyTb K cainy C OTKPbITbIM K/IHOYOM, MOSIYYEHHOMY OT agMWMHWUCTpaTopa CeTW, B
napameTpe PublicKeyFile (06bl4HO %var dir/drwcsd.pub). 3TOT ain copepxuT
OTKPbITbIMA KJIHOY, UCMOMb3YEMbIA ANs 3aWMdPOBaHHOIO COEAMHEHUS C CEPBEPOM

(nanee - ). Ecnu Bbl — agMUHUCTpAToOp CETU, TO BbI
MOXETe HalTW 3TOT haiN B COOTBETCTBYIOLLEM KaTanore Ha
e Ykaxute IP-agpec nnun ums ysna B NapameTpe ServerHost.
e YKaXxuTe HoMep nopTa ANns CBA3N C napameTpe ServerPort.

3. YT06bl BKIHOUYMTb PEXMM LIEHTPASIM30BAHHOM 3aLUMTbI, YCTAHOBUTE Yes B KaUYeCTBE 3HAUeHUs!
napaMeTpa UseEnterpriseMode.

B pexume UEHTpanM30BaHHOM 3alUMTbl HEKOTOpble (YHKUMM W HaCTPOMKM

MOTyT 6bITb M3MEHEHbl MM 3a6/I0KMPOBaHbI B COOTBETCTBUM C
oblelt (koprnopaTUBHON) CTpaTerMeil aHTUBMPYCHOW 3aliuTbl. B 3TOM pexume MCronb3yercs
JIMLEH3WOHHbIN  KtoYeBOW ailm C cepBepa LEHTPanM30BaHHOW 3aluThl. [epcoHanbHbIN
JIMLIEH3UOHHbIN KNtoueBoi daii Ha SIoKasibHOM KOMMbIOTEPE HE UCTMOJb3YETCS.

y. Ana pabotsi B pPeXUME LEeHTPan130BaHHON 3alMTbl JOSDKEH BbiTb YCTaHOBNEH
£®% nakeT drweb-agent-es.

YTobbI MOSIHOCTbIO  MOAAEPXKUBAN  PEXMM
LIeHTpanM30BaHHOM  3aLUMTHI, TaKKe [JO/MKEH paboTaTb B  pexume
LieHTpanM30BaHHOM 3aWwmTbl. 15 noapobHocTel obpaTuTech K pasaeny

Y106bI NICNONb30BaTbh OAMHO4YHLIN (standalone) pexum

1. Y6eautecb, YTO BCe MapaMeTpbl B CEKUMM [StandaloneMode] KOH(UrypaumoHHOro daina
(Mo ymonyaHuio, $etc dir/agent.conf) YCTaHOBMEHbl KOPPEKTHO.
2. YctaHoBUTE No B KayeCTBe 3HayeHWsi napamMeTpa UseEnterpriseMode ceKuuu
[EnterpriseMode] KOHMUIrypauUMoHHOro daiina

Mpy BKJIIOYEHUM 3TOrO PEXMMA BCE HACTPOWKM
6yayT pas36roKMpoBaHbl U Bbl BHOBb MOMy4YMTEe AOCTYN KO BCEM (DYHKUMSM WM HACTPOVKaM

[na paboTbl B OAWMHOYHOM peXunmMe HeobxoanM
A= NeiCTBYIOWMA  NMLEH3MOHHBLIM KoY.  KntoyeBble  haliibl,  MOMy4YeHHble C  cepBepa
LIeHTpanM30BaHHOM 3alLUMTbI, HE MOrYT 6bITb UCMOJSIb30BaHbI B 3TOM peXUME.

CoBMecTHoe wucnonb3oBaHue Dr.Web pns d¢annoBbix cepsepoB UNIX u
AnTnBMpyca Dr.Web ans Linux B pe)xmMe LLeHTpPasiIm30BaHHOMN 3aLyUTbl

Beuay ocobeHHOCTEN peanvsaumu, OAHOBPEMEHHOE WCMOMb30BaHWE B PEXWME LEHTPanM30BaHHOM

3aluUThI " ,
YCTQHOB/IEHHbLIX Ha OAHOM KOMMbIOTEPE, HEBO3MOXHO. [1/11 BKIOYEHUSI PEXMMA LIEHTPASIM30BaHHOM
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3awmTbl Dr.Web pnsa cdainosbix cepeepos UNIX Heobxoanmo nepeBect Autusupyc Dr.Web
ana Linux B peXuMM aBTOHOMHOW paboTbl, NOCNE YEro yaanuTb WKW NepeMeCTUTb B APYrol KaTanor
dannbl setc_dir/agent/drweb-cc.amc U $etc_dir/agent/drweb-spider.amc.

PekoMeHayeTCsl COXpaHUTb 3TU (aiinbl B KauyecTBe pe3epBHOM KOMWW B KaTanore, OT/IMYHOM OT %
etc_dir/agent, €Cnu B AasbHeMLWeEM Bbl NiaHupyeTe nepesectn Autuempyc Dr.Web ans Linux B
PEXWM LIeHTpasM30BaHHOM 3aliMThbl. B TakoM cryyae, OTK/IIOUNTE PEXUM LIEHTPaNn30BaHHON 3aluuThl
Dr.Web pnsa daiinoebix cepsepos UNIX, konupyhTe pesepBHble KONMM annoB drweb-cc.amc
W drweb-spider.amc B KaTanor $etc_dir/agent/ W cnegymute UHCTPYKUMAM, NPEACTaBNEHHbIM B
pykoBoACTBe nonb3osaTtens AHtusupyca Dr.Web ans Linux.

MapameTpbl KOMaHAHOW CTPOKM

Onsa 3anycka Dr.Web Agent ncnonb3yeTcs cregytowasi KoMaHga:

drweb-agent [napameTpr]

Dr.Web Agent gonyckaeT ucnonb3oBaHue Ceayowmx napamMeTpos:

-h --help

Onucanve: BbiBoA Ha 3KpaH KPaTKOM CrpaBKW MO UMEKLLMMCS MapaMeTpaM KOMaHAHOW CTPOKM U 3aBepLueHue
paboTbl Moayns

-V --version

Onvcanue: BbiBoA Ha 3KpaH MHGopMaLmm o Tekyllen Bepcumn Dr.Web Agent u 3aBeplieHne paboTbl Moy s

-u -—update-all

OnucaHue: 3anyck npolecca 06HOBNeHNa Ansi Bcex kKoMnoHeHToB Dr.Web ans dainosbix cepsepos UNIX

=it --update-failed

OnucaHue: 3anyck npouecca 06HOBMEHMS AN TeX KOMNOHeHTOB Dr.Web ans cdhainosbix cepsepos UNIX,
KOTOpbIE He yAanocb 06HOBUTb B LUTAaTHOM PeXuMeE

=C —-—-check-only

OnucaHve: lMpoBepka KOPPEKTHOCTU KoHdburypauum mogyns Dr.Web Agent. [aHHbIi mapameTp KOMaHAHOW
CTPOKU He MOXET 6bITb UCMOIb30BAH MpY HaMUMK B CUCTEME YXKe 3aryLUeHHOro 3k3emnnsapa Dr.Web Agent

=@ --conf <nyTb K obanny>

OnvcaHue: Mcnonb3oBaHUE NPy 3aMycke YKa3aHHOro KOHMUrypaLroHHoro daiina

-d —-—droppwd

Onucanune: C6poCcUTb perMcTpaLMoHHy0 MH@opMaumnio (MM Nonb3oBaTeNsl M Naponb), ucnonsyemyto Dr.\Web
Agent ans poctyna k Dr.Web Enterprise Server. Mpu cneagylolweii nonbiTke coeauMHeHns ¢ Dr.Web
Enterprise Server byaeT 3anyLleH NpoLecc perucTpaummy HoBoM CTaHLMK

-p --newpwd

Onucanve: CMeHa WMMEHM MOMb30BaTeNsl M Maposisi Ha WCMOSb3YEMOM CEpBEPE LEHTPasIM30BaHHOM 3alUuThI
Dr.Web Enterprise Server

=8 -—-socket <nyTb K odanny>

OnucaHve: Mcnonb3oBaHe KOMMOHEHTOM A/ KOMMYHUKALMK C YNpaBisieMbiMU MOAY/ISIMU COKETA, YKa3aHHOro
B apryMeHTe
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-P --pid-file <nyTb K obanny>

OnucaHue: Ucnonb3oBaHue B kavecTse PID-daina Dr.Web Agent daiina, ykasaHHOro B apryMeHTe

-e -—-export-config <uMsa NOPUIIOXEHMUT>

OnvcaHune: SKCMOpT KOHMUrypaLmm NpunodXeHus, MMs KOTOPOro yKa3aHo B aprymeHTe, Ha Dr.Web Enterprise
Server. B kayecTBe apryMeHTa C/iefyeT WCMosib30BaTb MMS MPUIOXKEHWS, YKa3aHHOE B 3arofioBKe CeKLuum
Application " <yMs npustoxeHUa>" COOTBETCTBYHOLLErO amc-aiina (cm. pasgen
B3aumozeicTBme ¢ KOMNoHEHTaMV NPOrpaMMHOro KoMrsekca). JJaHHbI napaMeTp KOMaHAHON CTPOKWU HE MOXET
6bITb MCNONb30BaH NPU HaNW4YMKM B CUCTEME YXKe 3anylleHHoro ak3emnnspa Dr.Web Agent. Takke OH He
MOXeT 6bITb MCNOMb30BaH ANS KCNopTa KOH@Urypaumm Autusmupyca Dr.Web ans Linux

KoHdpurypaumoHHbin pann

HacTtpolikn komnoHeHTa Dr.Web Agent 3aaatoTcs 0TAENbHbIM KOHMUIYPaLMOHHBIM haiiioM
%$etc_dir/agent.conf.

O6LMe NpUHLUMNBI YCTPOWCTBa KOHMUIYPaALUMOHHBIX (haiioB kKoMMoHeHToB Dr.Web pns daiinioebix
cepsepos UNIX n KpaTKoe OnucaHue npaBw/l 3adaHusl napaMeTpoB KOHUIypauuu npuBedeHbl B
pasgene KoHdurypalyorHsie-thaiinb.

Cekuus [Logging]

B cekumn [Logging] cobpaHbl NapaMeTpbl, YNpaBnsiolwme BeAeHNEM XypHanoB paboTbl KOMNOHEHTa
Dr.Web Agent nporpaMmmHoro komnnekca Dr.Web ans cdainosbix cepeepos UNIX:
Cekums [Logging]

Level = YpoBeHb NoApo6HOCTY COXPaHEHUS! B XXYpHan paboTbl KOMMOHEHTa
{ypoBenr nompoBHOCTM} 06LLUMX COBBLITUN.

[lonyckaeTcs UCnosib30BaHUe CEAYIOLLUX YPOBHEN:
e Quiet

® Error

® Alert

® Info

® Debug

3HaYeHME MO YMOTYaHUIO:
Level = Info

IPCLevel = YpoBeHb NoAPOBHOCTY COXPAHEHMS B XXYPHAN paboTbl KOMIMOHEHTa
{ypoBenr nompoBHoCTM} cobbITuin noacuctemsl IPC.

[lonyckaeTcsa UCnosib30BaHME CNIEAYIOLLMX YPOBHEN:
e Quiet

® Error

® Alert

® Info

® Debug

3HAYEHME MO YMOTYAHUIO:
IPCLevel = Error

SyslogFacility = MeTKa 3an1cyl Mpy UCMoMb30BaHUM CUCTEMHOTO cepBiica syslog
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FileName =
{syslog | nyTb k oamniy}

Cekuus [Agent]

Dr.Web Agent

3HaYeHME Mo YMOTYaHUIO:
SyslogFacility = Daemon

UMs daiina xXypHana WM syslog, €CNM HYXXHO WCMOJb30BaTh
cUCTeMHbIN cepauc syslog

3HaYeHME MO YMOTYaAHUIO:
FileName = syslog

B cekumn [Agent] cobpaHbl OCHOBHbIE HAaCTPOMKM KOMMOHeHTa Dr.Web Agent:

MetaConfigDir =
{nyTe K kaTajory}

UseMonitor =
{Jmornueckwuit}

MonitorAddress =
{ampec}

MonitorResponseTime =
{uncnoBoe 3BHaueHUue}

PidFile =
{nyTe x danuay}

Cekums [Agent]

PacrnonoxeHue daiinos Meta-koHburypauum Dr.Web Agent.

B dalnax MeTa-KoHGUrypaumm OnMCLIBAIOTCS  OCOBEHHOCTM
B3aumozencteus Dr.Web Agent c [gpyrumMu  MoaynsiMu
mporpaMMHoro  komriekca. CopepxaHue  dailfioB  MeTa-
KOH(Urypauum 3agaetcs paspabotunkamm «loxtop Beb6>» n He
TpebyeT peaakTMpoBaHus.

3HayeHue Mo yMOIYaHuIo:
MetaConfigDir = %etc _dir/agent/

3HayeHne Yes AaHHOro mapameTtpa, ykasbiBaeT Dr.Web Agent,
YTO B COCTaBe MPOrpaMMHOr0 KoMmfekca ucnonbsyercs Dr.Web
Monitor.

3HayeHue no YMOJTYaHUIO:
UseMonitor = Yes

CokeT, yepe3 koTopbli Dr.Web Agent B3aMMOAENCTBYET C
Dr.Web Monitor (3HayeHve napaMeTpa AO/DKHO COBMagaTb CO
3HayeHWeM napaMeTpa Address KOHMUrypauuoHHoro daiina
Dr.Web Monitor).

3HayeHue Mo yMOIYaHuIo:
MonitorAddress = local:%var dir/ipc/.monitor

MakcumanbHoe BpeMmsi oTknnka Dr.\Web Monitor B cekyHaax.

Echm B TeyeHne 3TOro BpeMeHM oT Dr.Web Monitor He
MOCTyMNaeT peakuuu, TO MpeArnonaraeTcs, Yto OH He 3anylieH, U
Dr.Web Agent O©6onblle He npeanpuHUMAaeT  MOMbITOK
B3ammopencTeung ¢ Dr.Web Monitor.

3HaYeHME MO YMOTYaHUIO:
MonitorResponseTime = 5

MyTb K calny, B KOTOpbIA 3anucbiBaeTcs PID ucrnonHsemoro
Moayns drweb-agent MpU 3arnycke.

3Ha4yeHne No YMOYaHMIO:
PidFile = %var dir/run/drweb-agent.pid
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Cekumsn [Server]

B a3ToM cekuuu pacrnonaraloTcs napaMeTpbl, ynpasnsiowme B3aumogencteuem Dr.Web Agent c
ApYrMMKM MOAyNsaMM NporpaMMHoro komnnekca Dr.Web ans dainosbix cepeepos UNIX:

Cekumsa [server]
Address = CokeT, uyepe3 koTopbli Dr.Web Agent B3aMMoaencTByeT C
{ampec} ApYyruMu MoZaynsiMn NporpaMMHOro KOMIMJIeKCa.

[JloNycKaeTcsl  HEeCKONbKO — COKETOB,  MEPEYUCTIEHHBIX  Yepes
3anaTylo.

3HayeHne No YMOIYaHUIO:

Address = local:%var dir/ipc/.agent,
inet:4040@127.0.0.1

Threads = KonnyectBo 0AHOBPEMEHHBIX MOTOKOB drweb—agent.

{uncnoBoe 3BHaueHUue}
I'IapaMeTp ynpaBnsaeT MaKCuUMaJibHbIM KO/TMYECTBOM

O[IHOBPEMEHHBIX MOAK/IOYEHNUI K MOAynsM, nepeaatolmm Dr.Web
Agent BMPYCHYIO CTaTUCTMKY. DTOT MapaMeTp He MOXET ObiTb
M3MEHEH NpW Nepesarnycke Mo curHany SIGHUP.

Ecnu ykasaHo 3HayeHue 0, KOIMYECTBO OAHOBPEMEHHLIX MOTOKOB
He orpaHM4YmMBaEeTCcs (He peKoMeHAYeTCs).

3HayeHue no YMOJTYaHUIKO:
Threads = 2

Timeout = MakcumanbHoe BpeMsi (B CeKyHAaX) YCTaHOBMEHUS COEAVHEHUS
{unciosoe 3HaueHwue} mexay Dr.Web Agent n apyrMMu KOMMOHEHTaMM MporpamMMHOro
KoMneKca.

Ecnn ykaszaHo 3HaueHue 0, BpeMsA YCTaHOBJIEHUA COEAMHEHUA HE
OrpaHn4nBaeTCA.

3Ha4yeHue no YMOJTYaHUIO:
Timeout = 15

Cekuus [EnterpriseMode]

B 3Toli cekuMM pacnonoXeHbl MapaMeTpbl, ynpasnswowme paboton Dr.Web Agent B pexume

Enterprise:
Cexkums [EnterpriseMode]
UseEnterpriseMode = Mpu 3Ha4yeHun Yes aaHHoro napametpa Dr.Web Agent pabotaet
{mormueckmii } B pexume Enterprise, npu 3HayeHum No — B pexuMe
Standalone.
3HayeHue No yMOIYaHuIO:
UseEnterpriseMode = No
ComputerName = HasBaHwue 3Toro kKoMnbloTepa B AHTUBUPYCHOM CETH.
{TexcT}
3HayeHue No yMOIYaHuIO:
ComputerName =
VirusbaseDir = MyTb K KaTanory BUpycHbIX 6a3.

{nyTe k kaTasory}
3Ha4yeHue No YMOAYaHuIo:

VirusbaseDir = $var dir/bases
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PublicKeyFile =
{nyTs k Odaiiy}

ServerHost
{IP-anpec}

ServerPort =
{uncnoBoe 3BHaueHUue}

CryptTraffic =
{Yes | Possible | No}

CompressTraffic =
{Yes | Possible | No}

CacheDir =
{nyTe k kaTasory}

Cekuusna [StandaloneMode]

Dr.Web Agent

MyTe K dainy OTKpLITOro kaw4a Ana pgoctyna k Dr.Web
Enterprise Server.

3HaYeHME MO YMOTYaHUIO:
PublicKeyFile = %bin dir/drwcsd.pub

IP-agpec Dr.Web Enterprise Server.

3HayeHue no YMOJTYaHUIO:
ServerHost = 127.0.0.1

Homep nopta goctyna k Dr.Web Enterprise Server.

3HayeHue no YMOJT4YaHUIO:
ServerPort = 2193

LLndpoBaHne Tpadwuka, nepegaBaemoro Mexay Dr.Web
Enterprise Server n Dr.Web Agent:

e Yes — 06513aTeNbHO WN@poBaTh
e Possible — €Cnm BO3MOXHO
e No — He wudpoBaTb

3HayeHue No YMOIYaHUIo:
CryptTraffic = possible

Cxatne Tpaduka, nepegaBaemoro mexay Dr.Web Enterprise
Server n Dr.Web Agent:

e Yes — 0653aTeNbHO COKNUMaTb
e Possible — eCnn BO3MOXHO
e No — HE OKMMaTb

3HayeHmne NO YMOIYaHUIO:
CompressTraffic = possible

MyTb K KaTasory, B KOTOPOM XpaHATCA CyebHble dalinbl:
KOH(UrypaLMoHHble halibl KOMMOHEHTOB W (haliibl, coaepallume
MHhOPMALMIO O MpaBax KaXkAoro W3 MPWIOXKEHWUW, Ha Cry4al,
ecnm Dr.Web Enterprise Server no Kakow-mMbo npuunHe
OKa)eTCsl HeaoCTyneH, halnbl C PerncTpaLMoHHoOM MHdopMaLmen
Ha Dr.Web Enterprise Server u 1.n.

3HaYeHME MO YMOTYaAHUIO:
CacheDir = %var dir/agent

Hactpoiikn Dr.Web Agent ansi 0AMHOYHOro pexxuMa paboTsbl.

StatisticsServer =
{TekcT}

Statisticpdatereriod =

{uncnoBoe 3BHaueHUue}

Cekumsa [StandaloneMode]

URL cepBepa BUPYCHOMN CTaTUCTUKM.

Ecnm URL cepBepa He ykas3aH, TO Ccratuctuka He 6yaer
OTMpaBNsATHCS.

3Ha4yeHne No YMOJTYaHMIO:
StatisticsServer = stat.drweb.com:80/update

Mepron 06HOBNEHWSI CTAaTUCTUYECKON MHGOPMALIMK B MUHYTaX.

He MoXeT 6biTb MeHbLLE 5.
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StatisticsProxy =
{IP-anmpec | mMsa xocTa}

StatisticsProxyAuth =
{TexcT}

UUID =
{TexcT}

LicenseFile =
{cnucok nyTey K oanmam}

Cekuus [Update]

B 3Toii cekumm cobpaHsbl

napameTpbl,

Dr.Web Agent

3HayeHre No YMOJTYaHUIO:
StatisticsUpdatePeriod = 10

IP-agpec nnm MMs xocTa NpoKCU-cepBepa A1 BUPYCHO
CTaTUCTUKM.

O6paTu1Te BHAMaHMME, YTO EC/IM 3HAYEHWE NapaMeTpa He 3aAaHo,
CMO/b3YETCS 3HAUEHNE NEPEMEHHON OKPYXXEHUS http proxy.

Mpumep:
StatisticsProxy = localhost:3128

3HayeHre No YMOJTYaHUIO:
StatisticsProxy =

Ctpoka ayTeHTUdMKauMM (<mMsa noJs30BaTesN s> : <IapoJib>)
[ANs 4OCTyrna K NpOKCU-CepBepy.

Mpumep:
StatisticsProxyAuth = test:testpwd

3HayeHre No YMOJTYaHUIO:
StatisticsProxyAuth

JINYHBIN MAEHTUhUKATOP MOMb30BATENS Ha CEpBEpe CTaTUCTUKK
http://stat.drweb.com/.

[laHHbI MapaMeTp sBAsieTcs 06s3aTenbHbIM - ANd  nepeaayn
CTaTUCTUKN — COOTBETCTBEHHO, €C/IM Bbl XKESlaeTe MOAKIUUTD
3Ty BO3MOXHOCTb, Bbl J[O/KHbl YKasaTb B €ro 3Ha4eHuu
MepCoHasbHbI UUID (B KaYeCTBE KOTOPOro 06bIYHO MCTIONb3YETCS
md5-CcyMMa NTMLEH3MOHHOIO K/OYEBOro daina).

3HayeHue No YMOIYaHUIo:
UUID =

PacnonoxeHue koYeBbX haiifioB MporpamMMHOro0  KOMmeKca
Dr.Web ans daiinoBbix cepsepoB UNIX (/IMLEH3NOHHBIX MK
AEMOHCTPALIMOHHBIX).

[yTu B cnucke pasgensioTcs 3anaTou

3HayeHue No yMOIYaHuIO:
LicenseFile = %$bin dir/drweb32.key

Server (nogpobHee cM. B PyKOBOACTBE aAMUHWUCTpaTOpa aHTUBMUpYycHol cetn Dr.Web ESS):

CacheDir =
{nyTe k kaTasory}

Timeout =
{uncnoBoe 3BHaueHUue}

Cekums [Update]
Katanor, B kotopoMm Dr.Web Agent BpeMEHHO COXpaHSIET
3arpy)XeHHble (aiinbl 0BHOBNEHWIA.

3HayeHue No yMOIYaHuIO:
CacheDir = %var dir/updates/cache

MakcumanbHoe BpeMs obpabotkm Dr.Web Agent nony4eHHbIX
06HOBNEHUI B CEKYHAAX.

Ecnu ykasaHo 3HadeHue 0, BpeMst 06paboTku HEe OrpaHMU1BAETCS.

OTHOCALMECS K npoueccy OBHOBMEHMSI KOMMOHEHTOB
nporpamMmHoro komnnekca Dr.Web pnsa cannosbix cepsepos UNIX vepe3 Dr.Web Enterprise

64


http://stat.drweb.com/

T4
)]
“ﬂ

M
$

Dr.Web Agent

3Ha4YeHnE no YMOJT4YaHUIO:
Timeout = 120

RootDir = lMyTb K KOPHEBOMY KaTasory.
{nyTe k kaTajory}

3Ha4yeHue No YMOAYaHUIo:
RootDir = /

3anyck

O6paTVITe BHMMaHME, 4YTO B Mnpouecce pa6OTbI YCTAHOBOYHOIo CKpunTa npu Bbl60pe COOTBeTCTBy}OU.I,eIZ
BO3MO>XXHOCTU B Ananore Bce CeEpBUCHI, BKTKO4Yas , 6y,ClYT 3anyLweHbl aBTOMaTUYECKN.

B npoLecce 3anycka Mpy YCTAHOBKax Mo YMOMYaHWUIO OCYLLECTBASAIOTCA CheayloLmne
JencTeng:

[JanbHenwunit npouecc 3arpy3ku

Ecnn

Ecnn

NpOV3BOANTCS MOMUCK U 3arpy3ka KOHMUIrypaLUMOHHOro daiina; ecnv dain He HalaeH, To 3arpyska
npekpallaeTcs;

ecnu B daitne KoHGUrypauuy 3aaaHbl NapaMeTpbl CEKUMKU [EnterpriseMode] (M NpOrpaMMHbIiA

KOMMeKC paboTaeT B CoCTaBe
), 3anyckaercs B pexxume Enterprise. B npoTvBHOM cniyyae, ecniu B aine
HacTpOeK 3afaHbl MapaMeTpbl CekumnM [Standalonel], 3anyckaeTcs B
OAMHOYHOM pexume. Ecnmn napameTpbl ceKumMn [Standalone] TaKXKe He 3ajaHbl, TO 3arpyska
npeKkpaLlaeTcs;

CO3/aeTCa COKET NS B3aMMOAEUCTBUSA C APYrMMU MOAYNSIMM NPOrPaMMHOrO KoMnekca. B cnyyae
TCP-coeavHeHUs NOAKITIOYEHNUIN MOXET BblTb HECKONBbKO (3arpyska MpOAC/HKAETCS, €CiU yAanoch
co3gatb XOTs 6bl 0gHO M3 HMX). Ecnm mcnonb3ayetcs UNIX-cokeT, TO OH MOXeT 6biTb co3gaH
TOMbKO TOrAa, Korda KaTasior, coAepyKalluii ero, AOCTYMNeH Ha 3anucb M YTEHME NoMb30BaTeNto, C
YbMMK NpaBamMu paboTaeT Moay/b drweb-agent. ECIM HU OOMH COKET HE MOXET ObITb CO3AaH,
3arpyska npeKpaLLaeTcs.

3aBUCUT OT TOro, B KaKOM peEXNUME OH pa60TaeT.

paboTtaeT B pexxume Enterprise:
NpON3BOANTCS COeAUHEHne C , UCNomnb3yeMblM B
. Ecnn npy nepBoM noakntoYeHun cepBep HeaocTyneH, nnbo He yZanocb
aBTOPM30BaTbLCH, 3aBepluaeT cBol paboty. Ecnm paHee yxe

paboTan C AaHHbIM CEpPBEPOM, HO B AaHHbIi MOMEHT OH HeaocTyneH (Hampumep, B Cy4yae
npobnem c coegnHeHNEM), NCMONb3yeT pe3epBHblE KOMUKU KOHMUIYPaLMOHHbIX
(aiinoB, MONyYEeHHbIX OT CepBepa BO BPEMSi Mpeablayliero MoakIoyYeHus. [aHHble aisbl
3awndpoBaHbl U He npegHa3HayeHbl A1 NpaBKM nofib3oBaTeneM. [onbiTka WM3MEHUTb WX
BPYYHYIO NPUBEAET K MX HepaboTocnocobHoCTy;

€CNN COEAMHEHME YCMELIHO YCTAHOBMEHO, MPOUCXOAUT MOMYUYEHWUE SIMLEH3NOHHBLIX KOYel K
HACTPOEK KOMIMOHEHTOB MPOrpaMMHOr0 KOMMEKCa C cepBepa LIEHTPanM30BaHHOM 3awuTsl. Mocne

3aBepLUEHMS 3TOV onepaumnm roToB K pabore.

paboTtaeT B pexxume Standalone:
3arpyxatorcs ainbl KOMMOHEHTOB MpPOrpaMMHOro kommnnekca (.amc). B
(halnax MeTa-KOHMUrypaLmMm OMMCbIBAlOTCS OCOBEHHOCTM B3aMMOAENCTBUS C
KOMMOHeHTaMWU.  PacrionoxeHue ¢aiinoB MeTa-koHpUrypauum 6epetcs M3  napaMeTpa
MetaConfigDir CeKUMM HACTpoek [Agent] daina koHdUrypauum . MNocne

3aBEpPLUEHNA aTOoN onepaunn roToB K pa60Te.
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B3anmopgencTBme C KOMNOHEHTaMM NPOrpaMMHOI0 KOMIJIeKca

B3anMopeiicTBMe C KOMMNOHEHTAMM MPOrpPaMMHOMO KOMIJIEKCA OCYLLECTBASIETCS C MOMOLbIO (painioB
MeTa-koHdurypaumm (.amc). B aTux annax onmcbiBaeTcs KOHGUMypaunsi KOMMOHEHTOB M MapaMeTpbl,
3HaYeHNs1 KOTOPbIX BblAAET KOMMOHEHTaM. ITK alnbl pacnonaraloTcs B KaTasore,
onpegensieMoM napamMeTpoM MetaConfDir (MO YMONYaHUIO — %$etc dir/agent). Kak npasuno, B
OfHOM chaiine ykasblBaeTCs ONMCcaHMe KOH(UIypauum 1 NapaMeTpoB OAHOMO KOMMOHEHTa, a uMsa daina
COBMaAaeT C MMEHEM KOMMOHEHTa

OnucaHne Kaxaoro KOMMOHEHTa COAEPXKUTCS B CEKUMM Application "mms xommonenTta". B KoHUe
CeKummn 06513aTeNIbHO A0/MKHO 6bITb MOCTABNEHO EndApplication. B ONMCAHUM KOMMOHEHTA AOMKHbI
MPUCYTCTBOBaTb CrieAyoLLmMe NapaMeTpbi:

e id: nAeHTMUdUKATOP KOMMNOHEHTA HA UCMOJIb3yeMOM ;
e ConfFile: NMyTb K KOH(OUIypaLMOHHOMY halifly KOMMOHEHTa;

e Components: OMMCaHMe KOMMOHEHTOB. B kOHUe onucaHusi cTaButcs EndComponents. [Nns
Kakgoro M3 KOMMOHEHTOB YKa3blBalOTCH: €ro HasBaHWE W 4yepe3 npoben — CnMUCOK CeKUuiA
KOHdUrypaumMoHHoro daiina M napaMeTpoB B HUX, KOTOpble TPebyloTCs KOMMOHEHTY Ansi
HopManbHOW paboTbl. CeKUMM M NapaMeTpbl NEPEUNCIAIOTCS Yepes 3ansTylo.

[lnsi onucaHusi napaMeTpoB HEOHX0AMMO yKa3blBaTb MOMHbINA NYTb K HUM (HanpuMep,
/Quarantine/DBISettings), a ANS ONWCaHUA CEKUMA AOCTAaTOYHO YKa3aHWs MMEHM CeKLMM
(HanpuMmep, General).

CumBon obpaTtHoro cnawa "\" ncnonb3yercs Ans sSKpaHMPOBaHWS NeEpPeBOAOB CTPOKM.

Ecnn KOMMOHEHTY HYXHbl BCE HACTPOWMKM M3 KOHUrypaumoHHoro daiina, A0CTaTOYHO yKas3aTb
BMECTO MEPEYHS CEKLMIA U/MK napaMeTpoB nyTb "/ *".

Mpumep amc-c¢anna Dr.Web Samba VFS SpIDer gng Linux:

Application "Dr.Web (R) SMB SPIDER"

ID 110
ConfFile "/etc/drweb/smb_spider.conf"
Components
smb_ spider DaemonCommunication, Scanning, Actions, Logging
EndComponents
EndApplication

UHTerpauuns c Dr.Web Enterprise Security Suite

Bo3MOXHbI criegylowiMe cuTyaumn, B KOTOPbIX Tpe6yeTCﬂ MHTErpnupoBaTb nporpaMMan& KOMMNNeKC

o noa ynpasneHueM

e MepBOHayanbHash YCTaHOBKAa M HACTpoMka B yXxe
paboTatoLLel noA ynpasneHveM ;

e BCTpamBaHue pabotatowero UNIX-cepBepa C yCTaHOBMEHHBIM W HACTPOEHHbIM MPOrpaMMHbIM
KOMIMIEKCOM B noa
yrnpaBneHuem

Ona Toro, uTOOBI mMor pabotatb B CoCTaBe
noA ynpasneHveMm , He06X0AMMO HaCTPOUTb KOMMOHEHTHI
n ans pabotbl B pexvme Enterprise n 3apeructpupoBaTb KOMMAEKC Ha

cepBepe LEHTPan130BaHHOM 3aLLUThI
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B cooTBETCTBMM C MONUTUKOW MOAK/IIOYEHWUS HOBbIX CTaHUMK (noapobHee cM. PykoBOACTBO
aAMUHUCTpaTopa AHTUMBUPYCHOM CETU ), NOAKMOYUTb
K MOXXHO ABYMSI CNocobamu:

e CO3[aB YYETHYIO 3aMnnCb Ha CEpBEPE aBTOMATUYECKMK;
e CO3[aB YYETHYIO 3aMnnCb Ha CEPBEPE BPYUHYIO.

Hacrpoiika KOMNOHEHTOB Ans paboTbl B pexxume Enterprise

Mocne ycTaHOBKM Ans 3anycka B pexxume Enterprise HeobXoAMMO BPYYHYIO BHECTU W3MEHEHMSI B
NoKanbHble KOHMUIYpaLMOHHbIE thalibi "

Ans Dr.Web Agent

B cekummn [EnterpriseMode] KOH(pUrypaUMOHHOrO daiina %etc dir/agent.conf
YCTaHOBUTE CIEAYIOLME 3HAYEHNS NapaMeTpOoB:

e UseEnterpriseMode = Yes;

e PublicKeyFile = %var dir/drwcsd.pub (OTKPbITbIA KoY WMdPOBaHWS ANs AOCTYNa K

. AIMWHMCTPATOP AOSHKEH CaMOCTOSITENIbHO B3STb AaHHbIM daiin u3

COOTBETCTBYIOLLEro Karasnora N pasMecTUTb ero no YykasaHHOMY
nyt);

e ServerHost

IP-appec unun nms xocta ;
nopT (2193 mo ymon4aHuio).

e ServerPort

Onsa Dr.Web Monitor

B cekumMn [Monitor] KOH(UrypauMoHHoro daiina
YyCTaHOBUTE Criegylolime 3Ha4eHnsl napaMeTpoB:

%etc _dir/monitor.conf
e UseEnterpriseMode = Yes.

ABTOMaTHUECKOe co3jaHMe YYETHOM 3anucm

MNpn aBTOMaTUYECKOM CO34aHNN yquHOﬁ 3anncu:

e Mpu NepBOM 3anycke B pexume Enterprise 3anpalwvBaeT pPerncTpauMoHHbIe
AaHHble (MaeHTUMhMKATOP CTaHLUMM U Naposb) Y ;

e €C/IM  Ha yCTaHOBMEH pexuM "PyyHOe noaTBepXaeHue
aoctyna" (pexuM no yMon4yaHuioo, cM. PykoBOACTBO aaMMHUCTpaTopa AHTUBMPYCHOM CETU
), TO aAMWHUCTPATOPY B TEYEHME OAHOM MUHYTbI C MOMEHTA 3amnpoca HeobxoaMMo

MOATBEPANTL PErMCTPaLMIO HOBOW CTaHUMKM 4epe3 Beb-uHTepdeiic

4

e MOCNE NepBOro nNOAKNOYEHUA 3anncbiBaeT Xaul VI,U,eHTVICbVIKaTOpa CTaHumm u
napons nonb3oBatens B aln C Ha3BaHWeM pwd. /[aHHbIN aitn co3naétca B KaTanore,
3aaHHOM 3HaYyeHWeM napameTpa CacheDir CeKUMK [EnterpriseMode] (MO yMONYaHUIO
$var_dir/agent/);

* B JalbHENlIeM AaHHble M3 3Toro aina MCnonb3yloTcs ANS MOAK/IYEHUS MPOrpaMMHOMO
KOMIieKkca K 7

e yaaneHue daina c naponeMm npuBefeT K MOBTOPHOMY 3anpoCcy PerncTPaLUMOHHBLIX AaHHbIX Y
npv cnegytowem 3anycke

Co3paHMe y4YeTHOM 3anncu Ha cepBepe BPYUYHYHO

[ins co3aaHusl YYETHOW 3anNnck Ha CEpBEPE BPYUHYIO:

o Co3paliTe y4yeTHyl0 3anucb Ha CepBepe C yKasaHWeM uaeHTudMKaTopa CTaHuMM W naponst (CM.
PyKOBOACTBO @IMMHMCTPATOpa AHTMBUPYCHOWN CETU );
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e 3anyctute C MapaMeTpoM KOMaHAHOM CTPOKW --newpwd (WM -p) U BBeAUTe
naeHTMdunKaTop M naponb. X3W MAeHTUGUKATOpa CTaHUMM W Naponst nonb3oBaTens
3anuceiBaeTcs B ¢ain ¢ HasBaHMeM pwd. [aHHbld aiin co3paétcs B KaTanore, MNyTb K
KOTOPOMY 33faeTcs 3HayeHMeM napameTpa CacheDir CeKUMM [EnterpriseMode] (no
yMON4YaHuio $var dir/agent/);

* B pganbHeMWweM fAaHHble M3 3Toro aina MCronb3ylTcs Ans NOAKTOYEHUS
K ’

e YpnaneHue daiina c naponem npuBeeT K Heo6XoAMMOCTM MOBTOPUTbL MpoLeaypy perucrpaumnm
npv cnegytowem 3anycke

3apaHue KOH(pUrypaumm KOMNoHeHToB Yepes LleHTp YnpaBneHus Dr.Web

Uepes Beb-MHTEpdEiC MOXHO YNpaB/isiTb HACTPOWNKOWN KOHUIrypaumm
KOMMOHEHTOB n
( , BXoasaLlero B 6a30Bbli1 NakeT ).
B nocraBky BKJIIOYEHbI CTaHAAPTHbIE KOH(UIypauMoHHble daiiibl KOMMOHEHTOB

" anst ocHoBHbIXx UNIX-nnatdgopm: Linux,
FreeBSD un Solaris. COOTBETCTBEHHO, MPU HACTPOMKE KOMMOHEHTOB 3aAaHWe 3HAYEHWU MapaMeTpoB
npovcxoauT B 3TUX (ainax yepes Beb-uHTepdENC . 3aTeM Kaxabli
pa3 npu 3anycke Kakoro-nmbo u3 KOMMOHEHTOB 3anpawvBaeT W MosydaeT

KOH(Urypaumio OT cepBepa LIeHTPa/IM30BaHHOMN 3alLuTbl

AKCNOPT CyLlecTByloLel KOHpUrypaumm Ha cepeep

Mpn nomowwm , pabotaiowero B pexume Enterprise, BO3MOXHO aBTOMaTU4eCKU
3KCMOPTMPOBaTb KOHMUIypaumio KOMIMOHEHTOB Ha . Ana aToro
HeobXxoAMMO 3KCMOPTUPOBaTb KOHMUIypauuio napaMeTpoM KOMaHAHOM CTPOKM --export-config
(WK -e) ¢ ykasaHWeM Ha3BaHWs KOMMOHeHTa (DAEMON, SMB SPIDER).

Mpumep:
# %bin dir/drweb-agent --export-config SMB SPIDER

3anyckK KOMIviekca

Y106bI 3anyCTuTb KOMMNJieKC:

e 3anyctute Ha NoOKaNbHOWN CTaHLMN:
[Onsa Linux u Solaris:

# /etc/init.d/drweb-monitor start
Ons FreeBSD:

# /usr/local/etc/rc.d/00.drweb-monitor.sh start
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MuTerpaumns c Dr.Web ESS Bepcuu 10
B coctaB npoaykTa Bepcun 6.0.2 BXOAUT ABE Bepcun
KOMMOHeHTa :
o , MPEACTaBNEHHbIM MoayneM drweb-agent, B enterprise mode moxer
B3a/MOAENCTBOBATb TO/IbKO C CEPBEPOM Bepcum 6.
o , NPeacTaBneHHbIN MoayneM drweb-agentl0, B enterprise mode moxer
B3aMMOAENCTBOBATb TO/IbKO C CEPBEPOM Bepcun 10.
Ytobbl NepenTV Ha MCMOJSb30BaHME cepBepa LIEHTPAIM30BaHHOM 3allUUThI Bepcun 10,
cneayet, NoMMMO HaCTPOMKM , BBINONHWUTb PS4 AOMOMHUTENbHBIX HACTPOEK.

MpoaykThbl, paboTalolmne noa ynpaBneHWeM onepaumoHHol cucteMbl FreeBSD 6.x, He MOryT 6biTb
A= % NOAKMKYEHbl K cepBepy Bepcun 10.

HacTpoika nporpaMMHOro npoaykra ans nogkitouyeHus k Dr.Web ESS Bepcum 10

Tak Kak Bepcun 10 He noaaepXXMBaEeT yrnpaBfieHue KOMMOHEHTaMu "
, B [OMOJSIHEHME K danny KoHpurypaumm %etc dir/agent.conf,
Moaynb  drweb-agentl0  WCMONb3yeT  ABa  AOMOSMHWTENbHBIX  halna  KOHGUrypaumm:
es monitor.conf U es daemon.conf, PacrosiOXXeHHbIX B TOM Xe KaTasore. 3Tu alnbl xpaHaT
nMapaMeTpbl KOHMdUrypaumum Moaynen " , koTopble 6yayT
MCMONb30BaTbCA areHTOM [t HACTPOMKKU paboTbl 3TUX Moay/en B pexnme enterprise mode.

B kaxpon cTpoke aina yKasbiBaeTCS 3HAuYeHMe HEKOTOpOoro mnapaMeTpa KoHdurypaumm
COOTBETCTBYHOLLEro Moayns B popMaTte <section>/<parameter> <value>, Fge <section> — UMs
CeKUMM U3 KOH(PUrypaUMoHHOro (aifla KOMMOHEHTA, <parameter> — UMS NapamMeTpa, a <value> —
3a/laBaeMOeE 3Ha4yeHne napaMeTpa.

Mpumep (Pain es monitor.conf, 3apaloLwMii ans  pabotbl
B pexxuMe enterprise mode):

Monitor/RunAppList DAEMON

B sTol cTpoke 3agaeTcsl 3HauyeHWe napaMeTpa RunAppList, HaxoAslLLerocs B [Monitor]

danna koHdburypaumm . JaHHoe 3HayeHMe napameTpa 6yaeT MCNonb30BaHO, KOraa

MporpaMMHbI KoMniekc 6yaeT 3anyuleH B pexume enterprise mode. B 3ToM cnyyae
3anyCTUT TOSIbKO KOMMOHEHT

Mpumep (dann es daemon.conf, 3ajaloWmn ans  paboTl
B pexxume enterprise mode):

Daemon/MaxCompressionRatio 500

B aTol CTPOKE 3a[a€eTCs 3HAYeHMe NnapaMeTpa MaxCompressionRatio, HaxoAslerocs B
[Daemon] aina KoHbUrypaumm [aHHoe 3HaueHnMe napameTpa 6yaer
MCMONb30BaHO, KOrAa NMporpaMMHbIN KoMMnekc 6yaeT 3anylleH B pexume enterprise mode. B 3ToM

cny4yae 6yaeT ncnonb3oBatk 500 B KayecTBe NOpPOroBoro 3HaveHuss koaduumeHTa

oKkaTwms.

[na noaknoveHns NPorpaMMHOro NpoaykTa K cepsepy

LieHTPa/IM30BaHHOMN 3alLUWThI Bepcun 10 cnepyer:

1. OTKpbIT agent.mmc (MCNonb3yeTcs ans
B3aMMOAENCTBUS C ) U 3aMeHUTb YKa3aHHOe B HeM MMsi BUHapHoro daiina drweb-

agent Ha drweb-agentlO0.
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2.B daine es monitor.conf YykasaTb Tpebyemble ANng 3anycka KOMMOHEHTbI, 3ajaB CTPOKY
Monitor/RunAppList. COCTaB 3anyckaeMblX KOMMOHEHTOB [O/MKEH CoBnajaTb COCTABOM
KOMMOHEHTOB, 3amnyCKaeMblX MporpaMMHbIM  KoMrnnekcom B pexume standalone (ykasaH
HeMocpeaCTBEHHO B MapaMeTpe RunAppList, HaxoAsLWeErocs B CEKUMM [Monitor] daina
KOHpUrypaumm ). B cnyyae ecnu pomkHO 6bITb 3anyweHo 6onee oaHoOro
KOMIMOHEHTa, OHM YKa3bIBalOTCA Yepes 3anaTyto, MpMYeM UCMosb3oBaHMe NpobenosB He AoMnycKaeTcs.
Hanpumep:

Monitor/RunAppList DAEMON

B kauyecTBe MMeH KOMIMOHEHTOB YKa3blBalOTCS MMEHA, 3aAaHHble B CEeKUMM Application mmc-
cainos.

3. Mpun HeobxoAMMOCTY M3MEHUTb B (ainie es daemon.conf 3HAaYEHUS NapameTpoB, KoTopble ByayT
NCMNONb30BaHbI B pexnmMe enterprise mode.

4. Ecnn paHee ucnonb3oBancs pexum standalone, cnegyet nepeknounTb n
B pexuM enterprise mode, 32/1aB COOTBETCTBYIOLLME HACTPOVKKN B (hainax KoHbMrypaumm
3TVX MOAYJIEN, KaK MOKa3aHo B pasaesne

5. Mepe3anyctuTb MOAY/b , BbIMOJIHMB KOMaHAy:

# service drweb-monitor restart

Pa6oTta ¢ BUpyCHOM CTaTUCTUKOM

Mpy paboTe NporpaMMHOIO KOMMeKca C NOAKJTHOYEHHBIM
aHTMBMPYCHBIM MOAY/IEM MOXET MPOM3BOAUTLCS CO0p CBEAEHWIN O BUPYCHBIX COBBITHSIX.

CobpaHHas MHdopMaums nepefaeTcs Ha CepBep CTaTUCTUKK ( ),
nMbo Ha cepBep LIEHTPann30BaHHOW 3aLLUUThI , ecnm

pabotaeTr B pexume Enterprise. ObpaTtute BHUMaHWe, YTO €C/IM Ha KOMMbKOTEPE OAHOBPEMEHHO
YCTQHOBJIEHO HECKOJIbKO aHTMBUPYCHbIX MPOAYKTOB , paboTatolmx noa ynpaBneHNeM

, TO OH 6YD,eT C06MpaTb N OTNPaBnATb CTAaTUCTUKY NO KaXXAoMy U3 pa60Ta+ou.u4x NpoAYyKTOB.

Ansa coeamHeHns C CEpPBEpOM CTATUCTUKM HeobXoauM MAEHTUbUKATOP
nonb3oBaTenss — UUID. Mo yMOMYaHUIO B KayecTBe UUID WMCMOMb3yeTcs md5-X3W OT K/IHYEBOro
darina. Takke Bbl MOXETE MONMYYUTb MEPCOHANbHLIM UUID, 06paTUBLUMCL B CNyX6y noaAepKKM.
Takol UUID yKa3bliBaeTcs B aine KoHdurypauum (napameTp UUID B CceKuuu
[StandaloneMode]).

' CTaTUCTUKa COBMpaeTCcs TONbKO A TeX Moaynen , KOTOpbIE MOMy4aloT HAaCTPOVKK OT
P BN . MHdopmauma o TOM, Kak HacTpoUTb MOSlyYEHUE HacTpoeKk OT , NpuBedeHa B
OMMUCaHUK KaXKAoro Moayns.

Mo appecy MOXHO O3HaKOMWUTbCS Kak C pe3synbTatamm 06paboTku
CTAaTUCTUYECKUX AaHHBIX MO BalleMy cepBepy, Tak U C 0606LLEHHON CTaTUCTUYECKON MHopMaLUmel no
BCEM cepBepaM, O06CNy>XMBaeMblM aHTMBUPYCHBIMM MpPOAYKTaMm anga OC UNIX numbo
NPOrpaMMHbIM ~ KOMM/IEKCOM C MOAK/OYEHHbIM

aHTMBMPYCHBIM MOAY/EM.

B cnyyae ecnu paboTa BeAETCA B PEXMME LEHTPaNM30BaHHOW 3allWTbl, CO CTaTUCTUKOW MOXHO
03HAaKOMUTBLCS TaKXKe W Ha CreumnansHoW CcTpaHuLe . OflHaKo 1 B 3TOM
cnyyae BCA CTATUCTMKA, COBpaHHas CEepBEPOM LIEHTPA/IM30BAHHOM 3alUuThbl

, TAKXKE NepeaaeTcs UM Ha CEpPBEP CTaTUCTUKM B 0606LIEeHHOM BUAE ANst BCEM

PesynbTaTbl 06paboTkm cogepkaT cBegeHMss O Haubonee yacto obHapyxuBaeMmbix Bupycax (ans
0606LEeHHON CTaTUCTMKMN TOMbKO B BMAE MPOLEHTa OT 06LIei CyMMbl, a AN UHAMBUAYaSbHOM — U B
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BUAE KONYECTBA 06HaPY)KeHHbIX BMPYCOB) 3a OI'Ipe,CleJ'IeHHbIl‘;I nepuoa.

CBeneHusi MOryT MNpeacTtaBnaTbcs kak B dopmate HTML, Tak v B Buae ¢daina ¢ XML-pasMeTKoi.
MocnegHuin BapuaHT 0COBbeHHO yaobeH, ecnu npeanoniaraeTcs Nydb/nKaums MONyYeHHbIX AAHHbIX Ha
BebG-caiiTe, MOCKOSIbKY TMO3BONSIET MpeABApUTENBHO Mpeobpa3oBaTh AaHHble B COOTBETCTBUM C
[IN3aAHOM CaliTa M KOHLEMNUMEN NpeacTaBieHnst MHGOPMALIMKN Ha HEM.

Ans nonyyeHnss 0606LUEHHON CTaTUCTMKM MO BCEM OOCNTYXXMBAEMbIM cepBepaM OTKpohTe B Beb-
bpay3epe crTpaHuuy http://stat.drweb.com/. Ha cTpaHuMue npeacTtaBneH CNMCOK OBHAPYXXEHHbIX
BMPYCOB Ha 06cny>xxmBaeMbix cepBepax (B nopsiake ybbiBaHMS 4YacTOTbl BCTPEYAEMOCTUN) C YKa3aHWEM
[NS KaXKAOr0 U3 HUX KOMMYecTBa 06HapY)XeHMI B MPOLEHTHOW chopMe. BHeLHWIM BUA CTpaHULbl MOXKET
pa3niMyaThbCs B 3aBUCMMOCTM OT UCMOb3yeMoro Beb-6paysepa.

' Dr.WEB®

AHTMBMPYC

I Pewenna = Kynute v Ckavate - Mudopmauywa it Mapreépw - Nopgepska = Qopym o O komnavuw )

CtatucTuka obHapy¥eHWA BUpYCOB

[aTa navana: 29 [=| Aug [+ ] 2012 [+, 00:00 ] Nouta ()
[ata okonuanna: | 30 [w] Aug [w] 2012 [w] 19:00[w]  oainu @ {W}Dr WEB®
|

Ton: 50 JanpocuTe e iewmh coem

29.08.2012 00:00 - 30.08.2012 19:00

1 | SCRIPT Virus 1.54% I ' ' ' '
0.93%

2 | Trojan.Fraudster. 255
) W SCRIPT.Virus

3 | Irojan.Fraudster. 325 0.52% B Trojan.Fraudster 256
W Trojan.Fraudster. 329

4 | Trojan.Mayachok.1 0.72% B Trojen Mayachok.1
M Tool.5 k.3

5 | Win32.HLLW Shadow 0.66% el Skymen

=4 Advirara Mawrnurara A8 n &nos

Puc. 14. BupycHas ctaTUCTMKa

Bbl MOXeTe U3MEHWTb NapaMeTpbl 3anpoca v NoBTOPUTbL €ro:
e YCTaHOBWTE Mepekouatenb B nonoxeHne Moura nnv ®ainbl Ans NonyyYeHUs CTaTUCTUKK MO
BUpYCaM, HAaWAEHHbIM B MOYTOBbIX COOBLLEHMAX UK dalinax.

e B packpbiBalolmxcs crnnckax faTa Hauvana v flaTa OKOHYAHMS YCTaHOBUTE BpeMs U AaTy
Hayasna ¥ OKOHYaHWsI Nepuoza, 3a KOTOpbIl TpebyeTcs CTaTUCTUKA.

e Beeante B none Top KoOnM4ecTBO CTpok B Tabnuue (6yayT npeactaBneHbl TOMbKO Hambonee
4acCTo BCTPeYaoLmecs BUpychl).

e HaXxmMuTe Ha KHOMKY 3anpocuThb.

®ain c 0606LleHHOM cTaTUCTMKOW B hopMaTe XML HaxoamTcs no aapecy http://info.drweb.com/export/

xml/top/.
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MpuMep Takoro daina NpMBeaeH HUXE:

<drwebvirustop period="24" top="5"
vdbaseurl="http://info.drweb.com/virus description/"
updatedutc="2009-06-09 09:32:02">
<item>
<vname>Win32.HLLM.Netsky</vname>
<dwv1id>62083</dwv1lid>
<place>1</place>
<percents>34.201062139103</percents>
</item>
<item>
<vname>Win32.HLLM.MyDoom</vname>
<dwv1id>9353</dwvlid>
<place>2</place>
<percents>25.1303270912579</percents>
</item>
<item>
<vname>Win32.HLLM.Beagle</vname>
<dwv1id>26997</dwv1lid>
<place>3</place>
<percents>13.4593034783378</percents>
</item>
<item>
<vname>Trojan.Botnetlog. 9</vname>
<dwv1id>438003</dwvlid>
<place>4</place>
<percents>7.86446592583328</percents>
</item>
<item>
<vname>Trojan.DownLoad.36339</vname>
<dwv1id>435637</dwvlid>
<place>5</place>
<percents>7.31494163115527</percents>
</item>
</drwebvirustop>

B naHHOM chaiine Mcronb3yoTcs cleaytolmne aTpubyThl:

period - MpPOAOMKUTENBHOCTb BpeMeHu cbopa CTaTUCTMKK (B Yacax);

top - KOMMYeCTBO NpeacTaBneHHbIX B Tabnvue Hanbonee 4acTo BCTPEYAoLMXCS BUPYCOB;
updatedutc - BpeMms NocneaHero 06HOBNEHUS CTaTUCTUKN;

vname - HaMMEHOBaHWe BUpYCa;

place - MeCTO B CTAaTUCTUKE,

percents - MPOLEHT OT 06LLEro Yicia oBHApYXEHUN.

Monb3oBaTtesib He MOXEeT 3afaTb NpoAoJKUTENBHOCTb NEpPUOAa c6opa CTaTUCTUKN N pa3Mep BbI60pKVI.

[ns nony4YeHus NepcoHanbHOW CTaTUCTUKMU OTKPOWTE CTpaHuLy ,
roe <uuID> — 310 md5-xaw ko4eBoro daina nonb3osatens. CTpaHMLA NEPCOHANbHOW CTaTUCTUKM
nMeeT (opmaT, aHanornyHbIiM GopmaTy CTpaHuLbl 0606LIEHHON CTAaTUCTUKKM, 3@ MCK/IIOYEHUEM TOrO,
YTO AN NMEPCOHANbHON CTaTUCTMKM YKa3blBAETCSH TakKXKe KOMMUECTBO OBHapYXXEHHbIX BMPYCOB, a He
TOMbKO MPOLIEHT OT OBLLIEro KonMyecTBa.

®daln ¢ nepcoHanbHON cTaTUCTUKOM B chopMaTe XML HaxoamTcs no aapecy

, TAe <UUID> — 370 md5-Xaw Knto4eBoro aina nonb3oBaTens.
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Hwxe NpMBOANTCA COKPaLLEHHbIV NPUMEP Takoro danna:

<drwebvirustop period="24" top="2" user="<UUID>"
lastdata="2005-04-12 07:00:00+04">
<item>
<caught>69</caught>
<percents>24.1258741258741</percents>
<place>1</place>
<vname>Win32.HLLM.Netsky.35328</vname>
</item>
<item>
<caught>57</caught>
<percents>19.9300699300699</percents>
<place>2</place>
<vname>Win32.HLLM.MyDoom.54464</vname>
</item>
</drwebvirustop>

B naHHOM chaiine Mcronb3yoTcs cleaytolmne aTpubyThl:
e period - MNPOAOHKUTENBHOCTb BpeMeHn cbopa cTaTuCTMkmM (B Yacax);
e top - KOMMYECTBO NPEeACTaBfIEHHbIX B Tabamue Hanbonee 4acTo BCTPEYaloLWMXCs BUPYCOB;
e user - WaeHTUdMKATOP NONb30BaTENS;
e lastdata - BpeMsl MOC/EAHErO NOyYEHNS AaHHbIX OT NOMb30BaTeNs;
e vname - HaAMMEHOBaAHUE BUPYCa,
e place - MECTO B CTAaTUCTUKE,
e caught - KOJIMYECTBO OBHAPYXXEHWUIN IAHHOIO BUPYCa;
e percents - MPOLEHT OT OBLIEr0 Yncna 06HapyXeHUN.

Kak 1 B criyyae 3anpoca 0606LLIEeHHOM CTaTUCTUKK, NMOSb30BaTESIb HE MOXKET 3a4aTb MPOAO/IKUTENBHOCTb
i= % nepuoaa cbopa CTaTUCTUKN M pa3Mep BblIOOPKM.
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Dr.Web Monitor

KOMMOHeHT npeacraBneH MoayneM drweb-monitor W MpeAHasHauyeH [ans
MOBBILIEHNS] OTKA30yCTOMUYMBOCTM BCEro MpOrpaMMHOrO  KOMIJiekca

OH ocyLecTBAseT 3amnyck BCEX MoAynel, Mnoarpyxas npu HeobXoauMOCTM MX
JIONOSIHUTENbHbIE KOMMOHEHTLI. EC/IM 3anycTUTh Kakoi-nMbo Moaynb He yAanoch,
MOBTOPSIET MOMbITKY. KONMYECTBO MOMbITOK W BPEMSI MEXAY HWMM OMNpeAensitoTC HacTPOKaMu
KOMTOHEHTa.

Mocne TOro, Kak BCce MoAynM Obinn  3arpyXeHbl, OCYLLECTB/ISIET  MOCTOSIHHbIN
KOHTPONb WX paboThl. MOXET O0OMEHMBATbCA C 3TUMM MOAYNSMM  Pa3MYHbIMK
yrnpaBnsiowWmMMM curHanamm. B cnyvae cbos kakoro-nmbo mMoayns MM OZHOro M3 ero KOMMOHEHTOB

nepesanyckaeT ero. MakcMManbHOe KOMMYEeCTBO MOMbITOK Mepesarnycka M Bpems
MeXay HMMM TakxKe OnpeaensitoTcs HacTpoMKaMu . Mpn BO3HMKHOBEHWUM HEMONAAOK B
paboTte kakoro-nnbo moayns OOHMM M3 JOCTYMHbIX €My crnocoboB onoselwaeTr 06
3TOM aAMMHUCTpaTopa.

MOXET B3aMMOAENCTBOBATb C KOMMOHEHTOM ’ 0bMeHMBasACb C HUM
ynpasnarowmMmmn CurHanamn.

Pe>xumMbl paboThbl

Mpy HeO6X0AMMOCTU NPOAYKTHI KOMMaHWK MOTyT 6bITb NMOAKJTIHOUYEHbI K KOPNOpPaTUBHOW
WM YacCTHOW , YNpaBNsIieMOW KOMMJIEKCOM . Pabota B pexume
LIEHTPANN30BaHHON 3aliMTbl He TpebyeT YCTaHOBKM AOMOSHUTEIbHOO MPOrpaMMHOro obecrneyeHus
WNn yaanexust

[ins obecneyeHns 3ToN BO3MOXHOCTH, MOXET paboTaTh B OAHOM U3 ABYX PEXMMOB:

e OavHouHOM (standalone mode) pexume, Korda 3alUMILAEMbIN KOMMbIOTEP HE BK/IOYEH B
M ynpaBnsieTcs JfiokasnbHO. B 3TOM pexuMme KOH(UrypauuoHHble |
K/toueBble aiiibl HAXOAATCS Ha JTIOKAJIbHbIX AMCKAX, NOMHOCTbLIO yrpaBnsieTcs
C 3alMLLAeMOro KOMMbIOTepa, a Bce HeobxoamMble Moay M 3anycKalTCs B COOTBETCTBUM
C JIoKanbHbIMW HacTpolikaMu

e Pexxume UeHTpanv3oBaHHOM 3awmThl (enterprise mode), korga 3aliMTON KOMMbOTEPA
ynpaBnsieT cepBep LEHTPasIM30BaHHOM 3alUUThbI . B atom pexume
HeKoTopble (YHKUMM U HACTPOMKM MOryT 6bITb
M3MEHeHbl MM 3abfokMpoBaHbl B COOTBETCTBMM C 0b6Llen (KOpNopaTMBHOM) cTpaTeruneit
AHTUBMPYCHOM 3almMTbl. B 3TOM pexuMe WCNONb3yeTcs JSIMLEH3WOHHBLIA KoYeBON aiin,
Moslydyaemblii  OT CepBepa LEHTPasM30BaHHOM  3alUMThbI
MepcoHanbHbIA NMLEH3MOHHBIM KNOYEBOW (halin Ha JIOKaSIbHOM KOMMbIOTEPE HE UCMOSb3YETCS.

Y106b1 NICNONB30BaTb pexxmm Ll,eHTpaJ'IM3OBaHH0i7I 3alliMuThbl

1. CBSXMTECb C CUCTEMHbIM @IMMHMUCTPATOPOM BaLIEN CETU YTOGbI MOMYUYUTb Al C OTKPbITbIM
KJTHOUYOM VM MapaMeTpbl COEIMHEHNS C CEPBEPOM LIEHTPANIM30BaHHOM 3aLUMTHI.

2. B KoHdburypaumoHHoM daitne (Mo ymonuyaHuio $etc dir/monitor.conf)
YCTQHOBUTE Yes B KAYECTBE 3HAYEHMA NAapaMeTpa UseEnterpriseMode.

B pexume LEHTpanM30BaHHOW 3alUMTbl HEKOTOPble (YHKUMM WM HACTPOMKM

MOMyT 6blTb M3MEHEHbI WM 3abIOKMPOBaHbl B COOTBETCTBMU C
oblwelt (koprnopaTUBHON) cTpaTermeil aHTUBMPYCHOM 3alWTbl. B 3TOM peXxume MCMonb3yetcst
JIMUEH3NOHHBIN  KNtoYeBOW aiin C cepBepa LEHTpann30BaHHOW 3aluTbl. [lepcoHasbHbIN
JIMUEH3NOHHbIN KSto4eBoi ain Ha NokanbHOM KOMMbIOTEPE HE UCMOSb3YETCS.
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Ytobbl Dr.Web pns daiinosbix cepsepos  UNIX MOMHOCTbIO  MOAAEPXKMBAN  PEXUM
LeHTpanu3oBaHHOW 3awumTbl, Dr.Web Agent Takke aomkeH paboTaTb B pexuMe LIEHTPanvM30BaHHOM
3awwmThbl. [ins nogpobHocTel obpaTtutech k pasaeny Pexuvmsl pabotsl Dr.Web Agent.

Y106bI NICNONb30BaTbh OAMHO4YHLIN (standalone) pexum

1. Y6eputecb, uto BCe HeobxoauMble MOAYNM, YKasaHHble B NnapaMeTpe RunAppList B CeKUMU
[Monitor] KOHUrypaumoHHoro danna Dr.Web Monitor (no ymonuyaHuio %etc dir/
monitor.conf), YCTAHOBNEHbI U HACTPOEHbI KOPPEKTHO.

2. YcTaHoBUTE No B KayecTBe 3Ha4YeHWs NapaMeTpa UseEnterpriseMode CeKUMM [Monitor]
KOHdUrypaumoHHoro daiina Dr.Web Monitor.

Mpy BKIOYEHWMU 3TOrO pexmMa Bce HacTpoviknm Dr.Web pns daiinosbix cepsepos UNIX

6yayT pasbnoknpoBaHbl, M Bbl BHOBb MOSy4yMTE AOCTYN KO BCEM (YHKUMSIM M HacTpoOMKam
Dr.Web gnsa c¢aiinosbix cepsepos UNIX.

. Ans paboTbl B oaMHOYHOM pexume Dr.Web pns dainosbix cepsepos UNIX Heobxoanm
ﬂ. AEVCTBYIOLMI NMLEH3MOHHBIN Koy, KntoueBble chalinbl, MOMyYeHHble OT CepBepa LEHTpann3oBaHHO
3awmTel Dr.Web Enterprise Server, He MOryT 6bITb MCMOb30BaHbI B 3TOM pPEXMME.

MapameTpbl KOMaHAHOU CTPOKM

[Ona 3anycka Dr.Web Monitor ncnonb3yeTca cnegyrowas KoMaHaa:

drweb-monitor [napameTpsl]

Dr.Web Monitor gonyckaeT ucrnosib3oBaHue cneaywmx napaMmeTpos:

=1l --help

OnucaHve: BbiBog Ha 3KpaH KpaTKOWM CMpaBKM MO MMEIOLLMMCS MapaMeTpaM KOMaHAHOW CTPOKM M 3aBepLueHue
paboTbl MOayns

-V --version

OnucaHwe: BbiBoA Ha 3KpaH MHbopMaLmm o Tekyluei Bepcun Dr.Web Monitor 1 3aBepLueHve paboTbl MOZY/S

-u -—update

OnucaHue: 3anyck npoLecca 06HOBNEHNS Anst Bcex KoMNoHeHToB Dr.Web ans dainoesix cepeepos UNIX

=C —-check-only

OnucaHve: lMpoBepka KOPPEKTHOCTU KOoHbUrypaumm mogyns Dr.Web Monitor. [JaHHbI napamMeTp KoMaHAHOW
CTPOKW He MOXET 6bITb UCMOMIb30BAH MpY Ha/IMUMK B CUCTEME Y)Ke 3aryLUeHHOro 3k3emnnsapa Dr.Web Monitor

-A --check-all <nyTb k danmy>

OnucaHue: MNMpoBepka KOPPEKTHOCTU KOHdUrypaumnm Bcex koMmoHeHToB Dr.Web pnsa daiinoebix cepeepos
UNIX

=¢ —-—-conf <nyTb K odanny>

Onucanwue: Mcnonb3oBaHune npu 3anycke ykazaHHOro KOH(bVIpraLI,MOHHOFO d)aﬁna

=iF —--run <UMS TPUIIOXEHUA> [, <UMS TMPUIIOKEHUST>, . . . |
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OnucaHue: 3amnyck YKasaHHbIX MPUIOXEHUW. B KauyecTBe apryMeHTOB C/lelyeT MCMo/b30BaTb MMEHa
MPUNOXXEHWUNM, YKa3aHHbIX B 3arofIoBKE CEKLMW Application "<mums mnpumoxenms>" COOTBETCTBYIOLIErO
mmc-panna (cM. pasgen B3auMoJencTBUE C KOMMOHEHTAMU MPOrpaMMHOro KoMriekca). [aHHbI  napameTp

KOMaHAHOM CTPOKM HE MOXET 6biTb MCMOMb30BaH MpY HaMYMM B CUCTEME YXXE 3aMyLUEHHOro 3K3eMmnnispa
Dr.Web Monitor

MpuMep ucnosibL30BaHUA:
drweb-monitor -r AGENT

KoHdpurypaumoHHbin pann

HacTtpoiikn koMnoHeHTa Dr.Web Monitor 3a4al0Tcs oTAeNbHbIM KOHMPUIYpaUMOHHBIM haliniom
%$etc_dir/monitor.conf.

YCTPOWCTBO  KOHMPUIypaUMOHHOro aina M KpaTKoe OnuWcaHWe MpaBun 33JaHus MapamMeTpoB KOHMUrypaLmm
npuBeaeHsl B pasaene KoHdurypauyoHHsle hansi,

Cekuus [Logging]

B cekumn [Logging] cobpaHbl NapaMeTpbl, YNPaBnsiolwme BeAeHNEM XypHanoB paboTbl KOMNOHEHTa
Dr.Web Monitor nporpaMmMHoro komnnekca Dr.Web pns daiinoesix cepsepos UNIX:

Cekums [Logging]

Level = YpoBeHb NoApo6HOCTY COXPaHEHUS! B XXYpHan paboTbl KOMMOHEHTa
{ypoBenr nompoBHOCTM} 06LLUMX COBBLITUN.

[lonyckaeTcs UCnosib30BaHUe CEAYIOLLUX YPOBHEN:
e Quiet

® Error

® Alert

® Info

® Debug

3HaYeHME MO YMOTYaAHUIO:
Level = Info

IPCLevel = YpoBeHb NoAPobHOCTY COXPAHEHMS B XXYPHaN paboTbl KOMIMOHEHTa
{ypoBenr nompoBHocTM} cobbITuin noacuctemsl IPC.

[lonyckaeTcsa UCnosib30BaHWE CNIEAYIOLLMX YPOBHEN:
e Quiet

® Error

® Alert

® Info

® Debug

3HaYeHME MO YMOTYAHUIO:
IPCLevel = Error

SyslogFacility = MeTKa 3anucy Npy MCMosb30BaHWM CUCTEMHOrO cepBiica syslog

{mMeTka syslog}
3HaYeHME MO YMOTYaHUIO:

SyslogFacility = Daemon
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FileName =
{syslog | nyTb k oamiy}

Cekuusa [Monitor]

Dr.Web Monitor

UMs daiina xXypHana WM syslog, €CNM HYXXHO WCMOJb30BaTh
CUCTEMHBIN cepauc syslog

3HaYeHME MO YMOTYaHUIO:
FileName = syslog

B cekummn [Monitor] cobpaHbl OCHOBHbIE HACTPOMKN KOMMOHEHTa Dr.Web Monitor:

RunForeground =
{Jmormueckmn}

User =
{TexcT}

Group =
{TexcT}

PidFileDir =
{nyTs k KaTajory}

ChDir =
{nyTe k kaTasory}

MetaConfigDir =
{nyTe k kKaTajory}

Address =
{ampec}

Cekumsa [Monitor]

3HayeHne Yes 3anpewaer Dr.Web Monitor nepexogutb B
peXWUM AEMOHA, T.e. CTaHOBUTbCA (DOHOBLIM MpoLeccom 6e3
ynpaBnsioLLEro TEpMUHANA.

OTa BO3MOXHOCTb MOXET ObiTb MCMOMb30BaHa HEKOTOPLIMU
CcpeacTBamMu MoHUTOpuHra (Hanpumep, daemontools).

3HayeHmne NO YMOIYaHUIO:
RunForeground = No

MMa nonb3oBaTens, C mpaBaMu KOTOPOro 3amyckaetcsa Dr.Web
Monitor.

3Ha4yeHue no YMOJT4YaHUIKO:
User = drweb

VIMsi Monb30BaTENbCKOW FPyMMbl, C MPaBaMU KOTOPOW 3aryCcKaeTcs
Dr.Web Monitor.

3HayeHne NO YMOIYaHUIO:
Group = drweb

WMsa kaTanora, cogepxxaliero aiin, B KOTOPbI Mpu 3amycke
Dr.Web Monitor 3anucbiBaeTcs MHGOpMaLmns 06
naeHTudunKaTope ero npouecca (PID).

3HayeHue Mo yMoIYaHuIo:
PidFileDir = %var dir/run/

CMeHa aKTMBHOro Katasora npu 3anycke Dr.Web Monitor.

Ecnu 3HaueHve napaMeTpa 3afaHo, To mpu 3anycke Dr.Web
Monitor AenaeT aKTUBHbIM KaTasior, YKasaHHbIi B 3HAYEHWUM
3TOro napameTpa. Ecnu 3HaueHue napamMeTpa He 3afaHo, TOo
CMEHbI aKTVBHOIO KaTasiora He MPOUCXOAWT.

3HaYeHME MO YMOTYaHUIO:
ChDir = /

MyTb K KaTanory c dannamv MeTa-KoHbUrypaLlmu.

B aTux chaiinax 3apatotca napameTpbl pabotel Dr.Web Monitor ¢
MOAY/ISIMU MPOrpaMMHOro komnekca. CogepxxaHue ainoB MeTa-
KOH(pUrypauum  3agaetcd  pa3paboTyuMkamMu  MpOrpamMMHOro
npoayKTa u He TpebyeT peaakTMpoBaHus.

3HayeHue Mo yMoIYaHuIo:
MetaConfigDir = %etc_dir/monitor/

CokeT, uepe3 KoTopblt Dr.Web Monitor B3anMMOAENCTBYET C
APYrMMK MOZY/ISIMU aHTUBMPYCa.
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Timeout =
{uncnoBoe 3BHaueHUue}

TmpFileFmt =
{TexcT}

RunApplList =
{TexcT}

UseEnterpriseMode =
{Jmormueckmn}

RecoveryTimeList =
{CIMCOK UMCJIOBHIX BHAUEHUIN }

InjectCmd =
{TexcT}

AgentAddress =
{ampec}

Dr.Web Monitor

3HayeHWe No YMOJTYaHUIO:

Address = local:%var dir/ipc/.monitor

MakcvManbHoe BpeMs YCTaHOBMEHUS coeanHenns mexay Dr.Web
Monitor » gpyrumMm KOMMOHEHTaMW MPOrpaMMHOIO KOMMJeKca B
CeKyHAax.

3HayeHmne NO YMOIYaHUIO:

Timeout = 5

LLIa6bnoH uMeHn BpeMeHHbIX daiinoB Dr.Web Monitor.

Gopmat lwabnoHa: OyTb K _daniy . XXXXXX, rpe X -
npou3BOsibHbLIM  cumBon  (BykBa wnuM  uudpa) B MMeHax
CO3/1aBaeMbIX BPEMEHHbIX (DalsIOB.

3HayeHwe No YMOJIYaHUIO:

TmpFileFmt = %var dir/msgs/tmp/monitor.XXXXXX

Cncok mMoaynen, 3anyckaemblx Dr.Web Monitor.
Ha3BaHus Mogyneii OTAeNsTCS ApYr OT Apyra 3ansTbiMu.

ObpaTuTe BHUMaHWE, YTO MpY YAANEHWM Kakoro-nMbo moayns u3
CUCTEMbI €ro Ha3BaHMe He yAansaeTcd U3 Cnucka RunApplist
ABTOMaTMYECKMN U OO/MKHO 6bITb yAaneHo Bpy4Hyto. B NpoTUBHOM
cnydyae Dr.Web Monitor He CMOXeT 3anyCcTUTbCi CaM MU
3arnyCTUTb OCTaslbHble KOMMOHEHTbI.

3HayeHWe No YMOJIHaHUIO:
RunApplList = AGENT

Mpv 3HAYEHWM Yes [AaAHHOrO MapaMeTpa CNMCOK Moaynew,
3anyckaembix Dr.Web Monitor, 6eperca He wu3 napameTpa
RunAppList, a oT moayns Dr.Web Agent.

3HayeHre No YMOJTYaHUIO:
UseEnterpriseMode = No

BpeMeHHble  MpOMEeXyTKM Mexay MonbiTkaMu  nepesanycka
"3aBUCLIMX" NPUMOXKEHUI B CEKYHAAX.

[N napaMeTpa MOXHO 3aAaTb HECKOJIbKO 3HAYEHUI, NMepeuncive
UX Yyepes 3anATylo. lMepBasi MoOMbITKa Mepesarpysku MpUNoXKeHUs
MPOM3BOAMTCS Yepe3 BpeMsl, YKa3aHHOE MEPBbIM 3HAYEHWEM
mapamMeTpa, BTopasi — Yepes BpeMsl, YKa3aHHOE BTOPbIM U T.A.

3HaYeHME MO YMOTYAHUIO:
RecoveryTimeList = 0, 30,60

KomaHza anst OTCbIIKM OTYETOB.

ObpaTuTe BHMMaHWe, YTO ANS OTNPaBKM COOBLUEHWUI Ha afpec,
OT/IMYHBIN OT root@localhost, Hago B KOMaHAE YKas3aTb
[ENCTBUTENbHLIV aapec.

3HaYeHME MO YMOTYaAHUIO:
InjectCmd = "/usr/sbin/sendmail -t"

CokeT, uepe3 koTopbii Dr.Web Monitor B3auMopencTByeT C
Dr.Web Agent (3HaueHve napamMeTpa [AO/HKHO COBMaZaTb CO
3HayeHWeM napaMeTpa Address KOH@WrypauuoHHoro aina
Dr.Web Agent).

3HayeHne No YMOIYaHUIO:
AgentAddress = local:%var dir/ipc/.agent
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AgentResponseTime = MakcuMManbHoe BpeMsi OTKAMKa MoAyns B
{uncisgoBoe 3HaueHue} CeKyHaax

Ecnn B TeUYeHMe 3TOro BpeEMeHW OT MOAy/st He MOCTYMaeT OTBETA,
TO repesarnycKkaeT ero.

Ecnn YKa3aHO 3Ha4yeHne 0, BPEMSA OTK/TIMKA HE OrpaHN4YnUBaAETCA.

3HayeHue No YMOJIHaHUIO:
AgentResponseTime = 5

3anyck

B npouecce 3anycka (Npu ycTaHOBKax Mo YMOMTYaHWIO) OCYLLECTBASAIOTCA creaytolime
JencTeng:

[n§a ycnewHoro 3anycka

NpOV3BOANTCS MOMUCK U 3arpy3ka KOHMUrypaUMOHHOro daiina; ecnv ¢ain He HalaeH, To 3arpyska
npekpallaeTcs;

NepPexXoauT B PEXUM AEMOHA, NMO3TOMY COO6LIEHNUS O AanbHENWMX NpobneMax
He MoryT 6bITb BbIBEZIEHbI HA TEPMUHAN U BbIBOASATCS TONBbKO B (haiin ypHana;

CO3/1A€TCs COKET A1 B3aUMOAENCTBUS C AAPYrYMU MOAYNISIMWA MPOTPAMMHOIO KOMI/IEKCA

. B cnyyae ucnonb3oBaHus TCP-coeaMHEHMI, MOAKIOUYEHMI
MOXeT ObITb HECKOSIbKO (3arpy3ka MpOAO/MHKUTCS, €C/IN yAanocb Co3aaTb XOTS 6bl 0AHO U3 HKX).
Ecnm ucnonbayetcst UNIX-COKET, TO OH MOXET ObITb CO34aH TONbKO TOrAa, Koraa coaepXalluui ero
KaTasior AOCTyMNeH Ha 3anucb M YTeHMe MNob30BaTesNto, C YbMMKU NpUBUIErNSMUM paboTaeT Moay/b
drweb-monitor. ECIM HM OAWH COKET He MOXeT 6blTb CO3/aH, 3arpy3ka npekpallaercs;

co3zgaetcs PID-caiin, B KOTOPOM XpaHUTCs uHdopMaums 06 naeHTubukaTope npolecca
. Ecnu cozpatb PID-haiin He yaanoch, To 3arpy3ka npekpallaeTcs;

MOAy/b drweb-monitor 3anyckaeT OCTasibHble MOAYM NMPOrPaMMHOr0 KOMMJeKca
. Ecnn kakoii-nnmbo 13 mMoaynen He 3arpyxaercs,

MbITaeTcsl 3anyCTUTb ero NMoBTOPHO. Ecnm Bce MOMbITKM 3arpysuTb MoAysb
OKOHYMSIUCb  Heyaauel, BbIFPY)X@eT BCE YXKe 3arpy)XXeHHble Moy u
3aBepLiaeT cBolo paboty. 060 Bcex npobnemMax C 3anyckoM MoAyfieil MporpaMMHOro KOMMekca

COO6LLAET OIHUM U3 AOCTYMHBLIX €My CrnocoboB (3anucbio B aln xypHana,
COO6LLEHMEM 3/IEKTPOHHOMN MOYTHI, 3aMyCKOM NPOM3BOJIbHOM NMporpaMmbl). Cnocobbl ONOBELLEHMS,
ncnonb3yemble Ans pasHbiX Moaynen, 3afatoTcs B daine
(.mmc).

B aBTOMAaTU4YECKOM pPEXNME!

nmbo B enable-chaiine NMepeMeHHon ENABLE [JO/MKHO 6blTb MPUCBOEHO

3Ha4yeHue 1 (ansa Linux u Solaris);

nmbo cTpoka drweb monitor enable="YES" AomkHa 6biTb AobaBneHa B dain /etc/
rc.conf (ans FreeBSD).
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B npouecce paboTbl YCTAHOBOYHOIO CKpWMTa Mpu BblGOpe COOTBETCTBYIOLLEN BO3MOXHOCTM B AuManore
L% BCe CepBUCHI, BKHOYAs , ByayT 3anyLueHbl aBTOMaTUYECKM.

PacrnonoxeHune enable-thaiifioB 3aBUCUT OT Crocoba yCTaHOBKU

= YCTaHOBKa Npv NOMOLM YHUBEpcasnbHOro nakera ans UNIX:
®annbl pacnonaratoTca B Katanore $etc_dir U Ha3blBalOTCA
drwebd.enable,
drweb-monitor.enable.

= YCTaHOBKa 13 HaTuBHbIX DEB-nakeToB:
dainbl pacnonaratoTcs B kaTanore /etc/defaults W Ha3blBalOTCA
drwebd,
drweb-monitor.

= YCTaHOBKa 13 HaTuBHbIX RPM-nakeToB:
dalnbl pacnonaratoTcs B kaTanore /etc/sysconfig U Ha3blBalOTCS
drwebd.enable,
drweb-monitor.enable.

B3auMopgencTBue C KOMMNOHEHTAaMM NMPOrpaMMHOIro KOMIJIeKca

B3anMopeiicTBMe C KOMMNOHEHTAMM MPOrPaMMHOMO KOMIJIEKCA OCYLLECTBASIETCS C MOMOLbIO (bainoB
MeTa-koHdurypaumm (.mmc). 3TM ainbl BKIOYEHbI B MakKeTbl TEX MPOAYKTOB, KOMMOHEHTbI KOTOPbIX
MoryT pabotaTb noa ynpasneHuem , W pacnonaraioTcs B KaTasiore, onpeaensiemom
napamMeTpoM MetaConfDir (MO yMONYaHWUIO — %etc dir/monitor). B aTux daiinax onuceiBaeTcs
COCTaB KOMMOHEHTOB, PacrofioXeHne GuHapHbIX (alioB, NopsaaoK MX 3amnycka M napaMeTpbl 3anycka.
Kak npaBufio, B 04HOM (painie yka3blBaeTCs OnMCaHMe OAHOro KOMMOHEHTA, a UMsl haina coBnadaeT C
MMEHEM KOMIMOHEHTA

OnuncaHve Kaxaoro KOMMNOHEHTa COAEPXUTCSA B CEKUMN Application "mma xomnoHenta". B KOHUe
CceKumMmn 06s13aTeNlbHO AOHKHO ObITb MOCTaBNEHO EndApplication.

B onmcaHnm KOMNOHEHTa AOMKHbI MPUCYTCTBOBATL C/ieaytoLlume napameTpbl:
e FullName: MOSIHOE MMS MPUSTOXEHNS;
e Path: NyTb K 6BMHapHbLIM haiinam;
e Depends: MMEHa KOMIMOHEHTOB, KOTOPbIE AOMKHbI 3anyckaTbCsd A0 3arnycka OnMuCbiIBaeMOro
KOMMOHEHTa. Hanpumep, KOMMOHEHT AGENT JAOSHKEH 3arnyckaTbCs A0 KOMMOHEHTa DAEMON,

nosToMy B mmc-aine ans napameTp Depends MMEET 3HayeHUe "AGENT".
Ecnn nogobHble 3aBUCMMOCTH OTCYTCTBYHOT, TO NMapaMeTp MOXET 6biTb MPONyLLEH;

e Components: CMNCOK 6MHaprIX d)aﬁnoa KOMMOHEHTOB, 3alyCKa€MbIX NMpu CTapTeE MPUTOXKEHUS.
KOMMOHEHTbI 3anyckaloTcd B TOM MOpAAKe, B KOTOPOM nepedncneHbl. [ng Kaxaoro w3
KOMIMNOHEHTOB Y4Yepe3 npo6en YKa3blBalOTCA:

o ApryMeHTbl KOMaHAHOW CTpOKM, repedaBaeMble Moy npu  3anycke (MoryT 6biTb
3aK/10YEHbI B KaBbIUKK);

o MakcumanbHoe BpeMsl B cekyHAax, 0TBOAMMOE Ha 3amnyck KoMnoHeHTa (StartTimeout);
o MakcnManbHoe BpeMs B CeKyHAax Anas octaHoBku (StopTimeout);
o Twun onoBelleHns 1 Npaea Ans 3anycka.

Tvn onoBeleHNs yKa3blBaeT, KyAa BbICbUIATb COObGLIEHMS O CH60AX KOMMOHeHTa. OH MOXeT
MpUHUMaTb 3HayeHusi MAIL (OCYLIECTBNSIETCS OTCblJIKA OMOBELEHM MO Mo4vte) U LOG
(wHdopMauust 0 cbosix TONBbKO 3anUCkIBAETCS B XXYpHar).

lNpaBa Ang 3anycka ykasbiBaloT rpynny W nonb3oBaTtens, ¢ YbMMW MpaBamMu 6y.qu 3anycKaTbCA
KOMMOHEHT.
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Mpumep mmc-daitna gna

Application "DAEMON"

FullName "Dr.Web (R) Daemon"
Path "/opt/drweb/"
Depends "AGENT"

Components

# name args MaxStartTime MaxStopTime NotifyType User:Group

drwebd "-a=local:/var/drweb/ipc/.agent --foreground=yes" 30 10 MAIL drweb:drweb
EndComponents
EndApplication
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KoHconbHbIW ckaHep Dr.Web Scanner

KOHCOSbHBIN CKaHep CNy>Xut angd O6HapymEHMﬂ N neyeHmnda BuUpycoB Ha NoKanbHOM
MaLmMHe. KOHCObHbIN CKaHep NpeacraB/iEH UCNOTHAEMbIM MOAYNIEM drweb .

NpoBepSIET yKa3aHHble NMpu 3anycke ¢ainbl M 3arpy304Hble 3anucK YKasaHHbIX
JIMCKOB. NS aHTUBUPYCHOWM NMPOBEPKN U NEeYeHus ncrnonb3yeT AHTMBMPYCHOE AP0
N BUPYCHble 6a3bl, HO HE WCMONb3yeT PE3NAEHTHbIN MoAy/lb
(paboTa Npomn3BOAMTCS HE3ABUCMMO OT HErO).

3anyck

3anyck OCYLLIECTBIISAETCA KOMaHAOM:
$ %bin dir/drweb

B ToM cnyyae, ecnm katanor %bin dir BHECEH B MEPEMEHHYIO OKPYXEeHUsl KOMaHAHOW 060mouKky
PATH, 3aNyCK OCYLLECTBNISETCS M3 NPOM3BOJIbHOrO KaTanora. CneayeT yyecTb, YTO NOC/IEAHWUI BapuaHT
HE PEKOMEHAYETCS M3 CoobpaXkeHmit 6€30MacHOCTM, PAaBHO Kak U CO3aHWE CUMBOJSIMYECKON CCbUTIKM Ha
ncnonHsieMbin daiinn drweb B KakoM-nMb0 M3 KaTanoroB Tuna /bin/, /usr/bin/ U T.A4.

MOXET 6bITb 3anyLLieH Kak C NpaBaMy aAMUMHUCTPATOpPa, Tak U C NpaBaMun 06bIYHOMO
nonb3oBaTensl. PasymeeTcs, B MOCNeAHEM Crlydae NpoBepka 6yAeT BbIMOMHATLCA TOMbKO B TeX
KaTasiorax, K KOTOpbIM M0JIb30BaTe/lb MMEET JOCTYN Ha UTEHWE, a JIeYEHME 3apaXXeHHbIX hainoB 6yaer
NPOM3BOAUTLCS TOMbKO B KaTasiorax, B KOTOPbIX OH MMEET MpaBo Ha 3anucb (06bIMHO 3TO AOMALLHWMIA
KaTasior nonb3oBaTensi, $HOME). CyLeCcTBYIOT U Apyrie OrpaHuyeHmnsi Npy 3anycke B
MO/b30BATENIbCKOM PEXKME, HanpuMep, Ha NepeMeLLeHne 1 NepenMeHOBaHNe 3apaXXeHHbIX (aiinos.

Mocne 3anycka Ha 3KpaH BbIBOAMTCA 3acTaBKa C Ha3BaHWEM MpOrpaMMbl U ee
LleneBo niaThopMbl, HOMEPOM BEPCUW U aToii e BbiNyCKa, KOHTAKTHBIMKU KOOPAUHATAMM.

[lanee BbIBOAMTCA COO6LLEHME O PErMCTPALMOHHBIX AaHHBLIX MOSb30BATENS U 3arpy3ke BUPYCHbIX 6a3
, BKJIIOUas Mx OBHOBMEHUS, €C/IN OHW 6bINN YCTaHOB/EHDI:

Dr.Web (R) Cxanep zmna Linux v6.0.1 (19 dempasna 2010)

Copyright (c) Urops Haumyor, 1992-2010

"IlokTop Beb", Mockea, Poccuiickasa denepalms.

Texmnonmepxka: http://support.drweb.com/

OTmesn mpomax: http://buy.drweb.com/

Bepcus obojoukm: 6.0.1.10060 <API:2.2>

AHTMBMpPYCHOe sarpo: 6.0.1.9170 <API:2.2>

3arpyska /var/drweb/bases/drwtoday.vdb - Ok, BupycHex 3ammcen: 1533
Barpyska /var/drweb/bases/drw60012.vdb - Ok, BupycHumx 3amnucer: 3511
Sarpyska /var/drweb/bases/drw60000.vdb - Ok, BupycHHX 3amucert: 1194
Barpyska /var/drweb/bases/dwn60001.vdb - Ok, BupycHbxX 3anuceit: 840
Zarpyska /var/drweb/bases/drwebase.vdb - 0Ok, BupyCHuX 3amnmucen: 78674
3arpyska /var/drweb/bases/drwrisky.vdb - Ok, BupycHex 3ammcen: 1271
3arpyska /var/drweb/bases/drwnasty.vdb - Ok, BupycHex 3ammucen: 4867
BupycHux sBanucen: 538681

KimoueBom dann: /opt/drweb/drweb32.key

HoMmep JMLEH3MOHHOTO KJIUa: XXXXXXXXXX

JaTa akTUMBaALUM JIMLEH3MOHHOTO KJOUa: XXXX-XX-XX

IaTa MCTeueHUs NeMCTBUS JIMLIEH3MOHHOTO KJUa: XXXX-XX-XX

Mocne 3Toro BO3BPaALLAETCS NpUrNaleHne KOMaHAHOW 060T0UKM.

Mpy 3anycke C MapaMeTpaMu MO YMOMYAHUIO He OCYLUECTB/SETCS JieYeHue
3apaXxeHHbIX (ainoB. He npeaycMOTpPeHbl TakKe AEWCTBUS B OTHOLUEHUM HEU3NeunMmbix (aiinos K
noaospuTenbHbiX dainoB. Bce 3T peicTBus TpebyloT YyKasaHWsl [OMOSIHUTENbHBIX MapaMeTpoB
KOMaHAHOM cTpoku (napaMeTpoB AEWUCTBUS).

82



A7 P
“ﬂ

S
W,

v

KoHconbHbIN ckaHep Dr.Web Scanner

Habopbl MapaMeTpoB AEMCTBMS MOTYT Pas3/iMyaTbCsl B KaXAOM KOHKPETHOM Cilyyae, OAHAKO 06blYHO
NpeacTaBnsoTCA LenecoobpasHbiMM creaytolme:

e cu - JileYeHue 3apakeHHbIX (alioB U CUCTEMHBIX 0bnacTtel, 6e3 yaaneHus, nepemMelleHns Unm
NepeMMEHOBaHNS 3apaXkeHHbIX thalinoB.;

e icd - yganeHwe Heusneuymmblx (aiinos;
e spr - NEpeMMeHOBaHWe NoA03pUTENbHbIX halinoB.
e spm - MepeMeLleHne NoA03PUTENbHbIX (aiinos;

3anyck C NapaMeTpOM JIeYEHMSI cu O3HAYAET, YTO MporpaMMa NpeanpuUMeT MOMbITKY
BOCCTQHOBUTb COCTOSIHME 3apaKeHHOro 06bekTa. DTO BO3MOXHO TONbKO TOrda, Koraa ob6Hapy»XeH
W3BECTHbI BMPYC, MPUYEM HEOBXOAMMbIE MHCTPYKLMM MO M3/IEYEHMIO MMEIOTCS B BUPYCHbIX 6a3ax,
OAHAaKO M B 3TUX C/yyasix MOMbITKA W3NEYEHUS MOXET He OblTb YCMewHoW, HanpuMmep, eciu
3apaXxeHHbI halin y)Ke CepbE3HO NOBPEXAEH.

Ecnv npu npoBepke apxvMBOB B MX COCTaBe ObliM OBHapyXXeHbl 3apakeHHble alsbl, NeYyeHne
NnocnegHuxX, Kak W yaaneHue, TNepeMelleHMe WM MepeMMeHoBaHue, He npousBoauTcs. [ns
YHUUTOXEHMUS BUPYCOB B TakMX OO6bEeKTax apxuBbl [AO/MKHbI 6biTb BPYYHYD pacnakoBaHbi
COOTBETCTBYIOLMMM MPOrPaMMHbIMM CPEeACTBaMM, KENaTeNlbHO, B OTAENbHbIA KaTanor, KOTOpbi M
6YyAeT yKasaH Kak apryMeHT npy NoBTOPHOM 3anycke

Mpu 3anycke ¢ NapaMeTPOM yaaneHns icd MporpaMMa YHUUTOXWUT 3apaKeHHbl caiin Ha aucke. 3ToT
napamMeTp LenecoobpaseH ans Hensneummblx (He06pPaTUMO NMOBPEXAEHHbIX BUPYCOM) daiios.

MapaMeTp MepevMeHOBaHWS spr Bbi3blBAET 3aMeHy paclWMpPeHWs WMMeHW daina Ha Hekoe
YCT@HOBJ/IEHHOE (MO YMOMYaHMI0 «* . #7??2», T.e. NEPBbI CUMBOJSI PaCLLUMPEHMS] 3aMEHSIETCS CMMBOJIOM
«#»). ITOT napaMeTp LenecoobpasHo NpuMeHaTb ans dainnos apyrux OC (Hanpumep, DOS/Windows),
BbISIBIEHHbIX MPU  3BPUCTMYECKOM aHanM3e Kak noao3putenbHble. [lepemMeHoBaHWe caenaet
HEBO3MOXHbIM C/ly4YaHbI 3aMyCK MCMOSHSIEMbIX MOZYNel B 3TUX CUCTEMaX, 3arpysky AOKYMEHTOB
Word vnnn Excel 6e3 ganbHerilein npoBepkyu U TakuM 06pasoM NpeaoTBpaTUT 3apaXKeHNe BO3MOXKHbIM
BMPYCOM U AasibHelliee ero pacnpocTpaHeHue.

MapamMeTp nepeMelleHnss spm MEPEMECTUT 3apaXKeHHbI (MM MOAO3pUTENbHBIN)  dann B
npeAHasHayeHHbI Ans 3Toro KaTasnor (mo ymonyaHuio $var dir/infected/). loka
OH MMEET YMCTO TEOpeTMYEeCKoe 3HadeHune: ans dainos apyrnx OC nepeMelleHne He UMEET CMbICNa,
T.K OHU He MoryT HaHecTu Bpeaa UNIX-cucteMme, nepeMelleHne e noao3puTenbHbIX (aiios camomn
UNIX-cucrembl MOXKET Bbi3BaTb OLWMOKKN B paboTe C1CTEMbI, BMIOTb A0 MOSHOrO ee 0TKasa.

B pe3synbTtaTte dhopma 3anycka [NSi NOBCEIHEBHOIO WCMOMb30BaHNUA MNpeacTaBnsieTcs
cnepyoulei:

$ drweb <noyTrs> -cu -icd -spm -ar -ha -fl- -ml -sd

Takas KoMaHAaa MoXeT 6blTb COXpaHEHa B BWAE TEKCTOBOIO ¢aﬁna,|«ﬂopuﬁ 3aT€EM C MOMOLLbIO
KOMaH/Abl:

# chmod a+x [mMa dartinal
MOXET B6biTb OhOpPMEH KakK CLiEHapui KOMaHAHOW OBOMOYKM UM CEPUSi CLIEHApUEB ANA PasfNyHbIX
CUTYaLIUN.

MapamMeTpbl KOMAHAHOW CTPOKMU

O6wwit popMaT 3anycka NPorpamMMbl CleayoLLNiA:

$ %bin dir/drweb <nyTe> [mapaMeTpsl KOMaHIHOM CTPOKM]

rae <myTs> — NyTb WM NYTU K NPOBEPSIEMbIM KaTasioraM UM Macka npoBepsieMblx daiinos. Eciv nyTb
3afaH C npedukcoM: disk://<nyTs k datny ycTporcrsa> ((alsbl YCTPOWCTB pasMeLLaloTCs B
KaTanore /dev), TO OyAeT MPOBEPEH 3arpy304HblIi CEKTOP COOTBETCTBYIOLIErO YCTPOWCTBA U Mpw
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HeobxoamMMocCTH NMpon3BeEAEHO €ro Jie4eHne. HYTb MOXET ObITb npeaBapeH Heobs3aTeNlbHbIM K/THOUYOM
path.

3anyLieHHblii 63 NnapaMeTpoB, TONbKO C YKa3aHUEM NMyTU B KAYeCcTBE apryMeHTa, KOHCO/bHbI CKaHep
Dr.Web Scanner OCyLECTBNSET NPOBEPKY YKa3aHHOro KaTasora, MCnonb3ys Habop MapaMeTpoB Mo
yMonuaHuio (CM. Hxe). B cneaytoliem npumepe nNpoBepsieTcs AOMALLHUIA KaTanor Nosb30BaTenNs:

$ %bin dir/drweb ~

Mo OKOHYaHWM NPOBEPKM, B C/lyyae OGHAPYXXEHWUSI 3aPaXKEHHbIX WM MOA03PUTENbHLIX (Halinos,
Dr.Web Scanner BbIBOAUT MHGOPMaLIMIO 060 BCeX Takux daiinax B Creaylowem BUae:

/path/file unoéuumposan [Bupycom] UMSI BUPYCA

MNocne BbIBOAA MHCI)OpMaLIMVI O 3apaXeHHbIX W NOAO3PUTENbHbIX d)aﬁnax, €CNN  TakoBble 6bln
06Hapy>|<eHb|, Dr.Web Scanner BblAaeT OTYET NPUMEPHO Crieaytowero snaa:

Oruer mysa "/opt/drweb/tmp":

[IpoBEPEHO : 34/32 VlcueneHo : 0
NubuuyposaHo : 5/5 YnaneHo : 0

Mommbmkaumn : 0/0 [lepeumeHoBaHo: 0
NomozpuTesbHex: 0/0 lepememerno : 0

Bpemsa npomepku: 00:00:02 CxopocTb : 5233 KB/s

Unucna, pasaeneHHble cMMBOoSIOM "/", O3HaudaloT: nepBoe — obluee KoNMyecTBo alinos, BTOpoe —
Konun4yecTso alifioB B apxmBax.

Ans Toro, 4Tob6bI MOMb30BaTe/lb MMEN BO3MOXHOCTL MPOBEPWUTL PabOTOCNOCOOHOCTL aHTUBMpPYCa, B
COCTaB AMCTPUOYTMBA NpoAyKTa BXOAWT CreUMasnbHbli TECTOBbIM (aln readme.eicar.rus. C
MOMOLLbIO TEKCTOBOrO pefakTopa M3 Hero JIerko W3rotoBuTb MpOrpaMMy eicar.com (CM. YKa3aHus
BHYTpW camoro cdaiina), kotopas BeaeT cebst NofobHO BMUPYCY, Bbi3bliBasi COOBLLUEHNE BUaA:

%$bin dir/doc/eicar.com mupuumposan Eicar Test File (Not a Virus!)

oT0T d)aﬁn He SBNSETCS BUPYCOM M UCMOJb3YETCA UCKIIOUMTENBHO NS TecTupoBaHus. C 3TON Uenbto
BCE COBPEMEHHbIE aHTUBUPYCHbIE NMPOrpaMmMbl BKIKOHAOT VIHd)OpMaLWHO O HEM B CBOU BUPYCHbIE 6a3bl.

Dr.Web Scanner MoxeT 6blTb HACTPOEH C MOMOLUbO MHOFOYMC/IIEHHBIX MapaMeTpPoB KOMaHAHOM
ctpokn. B cootBetrctBum ¢ cornaweHusimn UNIX-cuctem, npameTpbl AO/MKHbI ObITb OTAENEHbI OT
YKa3aHHOro NyTs A5 NpoBepKku Npobenon u HaumHaTtbes ¢ aeduca ("-"). MonHbIA CIMCOK napaMeTpoB
KOMaHAHOM CTPOKM ANsi KOHCOMIbHOrO ckaHepa Dr.Web Scanner MOXHO MOMy4UTb, 3anycTuB
nporpamMMy drweb C napamMeTpamu -2, —-h UM —--help.

OcCHOBHbIE NMapaMeTpbl KOHCOSIbHOrO CkaHepa Dr.Web Scanner MOXHO CrpynnupoBaTb C/eAyloLmM
ob6pazom:

MNapaMeTpbl 061aCTU NPOBEPKY;
[apaMeTpbl AMArHOCTUKMU;
MapaMeTpbl AEUCTBUM;
MapamMeTpbl nHTEPDENCA.

MapaMeTpbl 0651aCTU NpOBEPKUN

3TV NapaMeTpbl YKa3blBalOT, rae cieayeT NpoBOAUTbL NMPOBEPKY HA BUPYCh:

-path [=] {nyTb} 3apaet nyT¥ Ans CKaHMpoBaHUA.

(]

B ogHOM napaMeTpe MOXET ObiTb 3a4aHO HECKOsbKo myTen. CuMMBON '=' MOXHO
OMyCTUTb, B 3TOM C/lyyae MyTb AN CKAHUPOBaHWSI OTAENSETCA OT Kiloua npobenom.
MOXXHO HECKOJIbKO pa3 yKasaTb K/IoY path C pa3HbIMM NyTAMM, B 3TOM C/lyyae OHM 6yaT
06beAMHEHbI B OAMH CMMCOK. KpoMe Toro, myTW MOXHO 3aAaBaTb, HE WCMOJb3ys Ko
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-Q[+] {damm}

-sd

-fl

-mask

path.

Ecnu B napameTpax 3anycka nyTb 3aaH C Npedukcom:

disk://<myme K ¢aAly yorpaoTEs>,

To 6yAeT MpoBEPEeH 3arpy304Hbiii cekTop (MBR) COOTBETCTBYIOLLIENO YCTPOWCTBA U MpU
Heob6Xx0AMMOCTN MPON3BEAEHO Ero JIeYeHMeE.

®daiin ycTpoicTBa — 3TO CheuuanbHbi dall, pacronioXeHHbIM B KaTanore annos
YCTPOWCTB /dev M UMEKWMIA UMS Buaa sdX uim hdX, rae X — naTuHckas 6ykea (a, b,
c, ...). Hanpumep: hda, sda.

TakMM 06pa3oM, 4TO6bI MPOBEPUTL, HAMPUMEP, 3arpy30UHYl0 3annchb AWCKa sda,
CreyeT yKasaTb nyThb:
disk:///cev/sda

3afaeT NpoBepKy 06bLEKTOB, MEPEUUCIEHHBIX B Yka3aHHOM daiine. CuMBon «+>» (Noc)
NpeanucbiBaeT He yaanstb ain co CMUMCKOM O6bEKTOB MO OKOHYaHWUM MPOBEPKU. ITOT
alin MOXET cozepxaTb NyTU K NMEpUOAMYECcKM MPOBEPSIEMbIM KaTasioraM MM NpocTo
cnucok haioB, NOANEXaLUUX PerynsipHON NpoBEpKe.

YKa3blBaeT, YTO CNMNCOK O6BEKTOB AN CKaHMPOBAHWUS CredyeT cYMTaTh U3 CTaHAApTHOMO
MOTOKa BBOAA stdin.

3a4aeT peKypCMBHBIN MOUCK 1 MPOBEPKY (DalfioB BO BIOXEHHbBIX KaTanorax.

YKa3blBaeT cnefoBaTb CUMBOSIMYECKUM CCbIIKAM Kak ans (bal\;U'IOB, TaK U Ans Katasoros.
Ccbinku, npueoasdLine K «3aunKiinBaHuio>», rHOPUPYHOTCA.

MrHopvpoBaTb Macku UMeH ¢halino..

MapamMmeTpbl AMarHOCTUKMU

3TV MapaMeTpbl OMNpeaensitoT, Kakue TWMbl O6BHEKTOB M KakMM 06pasoM AO/MKHbI MPOBEPSATHCS Ha

BUPYCbI:

-al

—ex

-ar[dim|r] [n]

-en[dm|r] [n]

YKa3bIBaeT, YTO MO 3afaHHbIM MyTAM HEOOXOAMMO MPOBEPAThb BCe (alibl BHE 3aBUCMMOCTM
OT VX pacLUMpeHnsi U BHyTpeHHero dopmarta.

STOT MapaMeTp NPOTUBONMOJIOXEH MO AEUCTBUIO MapaMeTpy —ex.

YKasblBaeT, YTO MO 3aAaHHbIM MyTsIM HEObXOAMMO MPOBEPSITb TONbKO haibl 3aAaHHOrO
Tuna (pa3pelleHus). Pa3spelueHnsi ykasbiBaloTCs B KOHGWrypauuoHHoM daine (3apaercs
napametpoM -ini) B nepemerHoli FileTypes.

o yMonyaHuio OCyLLECTBNSETCA NPOBEpPKa (baﬁnos CO cneayrwmMmn pacliMpeHnAMIN:

EXE, COM, DLL, SYS, VD, OvV?, BAT, BIN, DRV, PRG, BOO, SCR, CMD,
386, FON, DO?, XL?, WIZ, RTF, CL*, HT*, VB*, JS*, INF, PP?, OBJ,
LIB, PIF, HLP, MD?, INI, MBR, IMG, CSC, CPL, MBP, SH, SHB, SHS,
SHT*, CHM, REG, XML, PRC, ASP, LSP, MSO, OBD, THE*, NWS, SWE, MPP,
OoCX, VS*, DVB, CPY, BMP, RPM, ISO, DEB, AR?, ZIP, R??, GZ, Z, TGZ,
TAR, TAZ, CAB, LHA, LZH, BZ2, MSG, EML, 7%, CPIO.

STOT NapaMeTp NPOTUBOMOJIOXKEH MO AEMCTBUIO NMapaMeTpy —al.

3afaeT npoBepKky dannos B apxuBax (ARJ, CAB, GZIP, RAR, TAR, ZIP u ap.). MNoa apxuBamu
B [@HHOM CJly4ae MOHMMAIOTCS HE TOJIbKO COBCTBEHHO apXxvBbl (HampuMep, BUAQ *.tar),
HO 1 X OkaTble popMbl (Hanpumep, okaTtble TAR—apxmBbl Buaa *.tar.bz2 un *.tbz).

Ecnv napameTp ykasaH 6e€3 A0MOMHUTENbHBIX MOAUMUKATOPOB d, m WM r, TO B Clyyae
06HapY)XeHWs1 apx1Ba C BPEAOHOCHLIMU WM MOAO3PUTENbHBIMI (hainamuy, nponsBoaUTCS
TOJIbKO MH(OPMMPOBaHME MOJSIb30BaTENS.

Ecnv nmapamMeTp [AOMONHAETCs MOAUMUMKATOpOM d, m WM T,
COOTBETCTBYIOLLME AEUCTBUS ANS YCTPAHEHUSI 06HAPY)KEHHOM Yrpo3bi.
3afaeT npoBepky dainos B koHTelHepax (HTML, RTF, PowerPoint).

Ecnn napametp ykasaH 6e3 A0MOHUTENBHbIX MO,Cl,VId)MKaTOpOB d, m WK r, TO B C/y4vae
o6Hapy>|<eHm1 KOHTel‘;IHepa C BpPE€AOHOCHbIMM UMM NOAO3PUTESIbHbIMU 06'bEKTaMM,

TO TMPUMEHAIOTCA
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MpOM3BOAUTCS TOMBKO MH(OPMUPOBaHUE NOJIb30BaTENS.
Ecnm napameTrp [AoMOnHSIETCS MOAMMUKATOPOM d, m WM r, TO NPUMEHSIOTCS
COOTBETCTBYIOLUME AENUCTBUS AJ1St YCTPAHEHWS! 06HapY>KEHHOMN Yrpo3bi.

-ml[d|m|r] [n] 3apaeT npoBepky aliIoB NOYTOBbLIX NMPOrPaMM.

Ecnu napameTp ykasaH 6e3 LOMONMHUTENbHbIX MOAMMMKATOPOB d, m WAM r, TO B C/lyyae
obHapy»eHus daiina ¢ BpeAOHOCHLIMU UK NOAO3PUTENbHBIMU 3NIEMEHTAMM, NPOU3BOAUTCS
TOMbKO MH(OPMUPOBAHME MOJb30BATENS.

Ecnv napameTp AoMofiHseTcs MoaudUKaTopoM d, m WAM r, TO MNpUMEHSIOTCS
COOTBETCTBYIOLLUME AENCTBUS A1t YCTPAHEHWSI 06HAPY>KEHHON Yrpo3bi.

—upn MpoBepka UCronHsAeMbIX (aiinoB, ynakoBaHHbIX LZEXE, DIET, PKLITE, EXEPACK 6e3 BbiBoZa
UMEH YTWAWUT YNakoBKu (B NPOTMBHOM Clly4Yae MMS YTUAUTbI-yNaKoBLuMKa 6yaeT BblBOANMTLCS
Ha 3KpaH).

-ha 3afaeT UCnonb30BaHNE 3BPUCTUYECKOr0 aHam3a Ans novucka HeEU3BECTHbIX Yrpo3.

[N HEKOTOPbIX MapaMeTPOB AOCTYMHbI TakXKe CleaytoLme AoMOHUTENbHbIE MOAUDUKATOPbI:
e d — MCMO/Mb30BaTh yaaneHne obbekTa Ans YCTPaHEHUS Yrposbl;
e m — WCMOJIb30BaTh NepeMelleHne obbekTa B KapaHTUH ANs YCTPaHEHUS Yrposbl;
e r — WCMOMb30BaTb MEPEMMEHOBAHME O6bEKTa ANS YCTpaHEeHWsi Yrpo3bl (MepBblii CUMBON paCLUMPEHVS
3aMEHSIETCS Ha CUMBON «#>);
e n — HE yKasblBaTb B OTYETE TUMbl apXMBATOPOB, KOHTENHEPOB, MOYTOBbIX (haIOB UMM YNAKOBLUMKOB.
Mp1 06HapY>XEHUWM BPELOHOCHBIX 3/IEMEHTOB B COCTABHbIX 06beKTax (apXvBax, KOHTEMHEPaX, YNakoBaHHbIX WK

MoYTOBbIX (halnax), yKasaHHOE AENCTBME MPUMEHSIETCS KO BCEMY COCTABHOMY OOBEKTY LIEMIMKOM, @ HE TOMIbKO K
BPELOHOCHOMY 3/IEMEHTY.

MapameTpbl geicTBunA

3TV napaMeTpbl OnNpeaenstoT, KakMe AeNCTBUS AO/MKHbI ObiTb BbIMOSIHEHbI B OTHOLIEHUM 3apaXXEHHbIX
(Mnn Nnogo3puTenbHbIX) 06BEKTOB:

-cu[d|m]|r] 3a/1aeT AencTBUE ANt MHOULMPOBaHHbIX haloB 1 3arpy304HbIX CEKTOPOB AMCKOB.

Ecnv napametp ykasaH 6€3 AOMOSHUTENbHbIX MOAWMdUKATOPOB, TO NMPOV3BOAUTCS JieYeHne

M3NEeUYNMbIX OOLEKTOB W YyAANeHWE HeWsneuumbix hainoB (ecnu [pyroe He 3aaaHo

MapaMeTpoM -ic). [onosHUTENbHbIE MOAUMMKATOPbI MO3BOMAIOT 3af4aTb WHOE AEUCTBUE

B3aMEH JIeYeHUsl, HO OHO MPUMEHSIETCS TOMbKO ANS MHMULMPOBaHHbIX (aiinos. [encTare

A1 HEV3NeUYnMbIX (haiinoB B TakoM Clyyae A0/MKHO 6biTb 3aaHO MapaMeTpoM -ic.
—ic[d|m|r] 3afaeT AeNCTBUE ANst HeU3neummbix halinos.

Ecnu napameTp ykasaH 6e3 LOMONMHUTENbHbIX MOAM(UKATOPOB, TO MPOU3BOAWUTCS TOSBKO
MHdOpMUpPOBaHUKM 06 yrpose.

-spl[d|m|r] 3a/1aeT AeNCTBME ANs NMOA03PUTENbHBIX (haiinoB.

Ecnv napameTp ykasaH 6e3 A0MOMHUTENbHBIX MOAMdUKATOPOB, TO MPOM3BOAUTCS TOSBKO
MH(OPMUpPOBaHUK 06 yrpose.

-adw([d|m|r[i] 3apaer gencTBue Ansa (aiinos, coaepXKallmx pekiaMHble MporpaMMbl.

Ecnu napameTp ykasaH 6e3 LOMONHUTENbHbIX MOAM(MKATOPOB, TO MPOU3BOAWUTCS TOSBKO
MHdOpMUpOBaHUK 06 yrpose.

-dls[d|m|r|i] 3apaer AeicTeue Ans (aiinoB, COAEPXALLMX NPOrpaMMbl 403BOHA.

Ecnv napameTp ykasaH 6e€3 A0MOMHUTENbHBIX MOAMdUKATOPOB, TO MPOU3BOAUTCS TOSBKO
MH(OpMUpOBaHUK 06 yrpose.

-Jjok[d|m|r[i] 3apaeT geicTBUe Ans (aiinos, coaepXKalumx NPorpamMMbl-LLIyTKU.

Ecnu napameTp ykasaH 6e3 LOMONHUTENbHbIX MOAM(UKATOPOB, TO MPOU3BOAWUTCS TOJBKO
MHdOpMUpPOBaHUK 06 yrpose.

-rsk[d|m|r|i] 3apaer gencteue Ans $ainos, COAEPXKALLMX MOTEHLMANIBHO OMaCcHbIE MPOrPaMMbl.

Ecnv napameTp ykasaH 6e3 A0MOMHUTENbHBIX MOAMdUKATOPOB, TO MPOU3BOAUTCS TOSBKO
MH(OpMUpPOBaHUK 06 yrpose.



T4
))
“ﬁ

M
$

KoHconbHbIN ckaHep Dr.Web Scanner

-hek[d|m|r|i] 3apaer geicTere Ans $ainos, COAEPXKALLMX NPOrpaMMbl, UCMOMb3yeEMbIE A/l B3/IOMa.
Ecnv napameTp ykasaH 6€3 [AOMOSIHUTENbHBIX MOAUMMKATOPOB, TO MPOV3BOAWTCS TOJSIbKO
MH(OPMUpPOBaHUK 06 yrpose.
[JlononHuTenbHbIe MOANMUKATOPbI 3aat0T AENCTBME, HEOBXOANMOE AJist YCTPaHEHWs Yrpo3bl:
e d - ymaneHuve daina;
o m — nepemelleHne daiina B KapaHTuH;
e r — MepenmMeHoBaHmWe daina (NepBbii CUMBO PACLUMPEHUS 3aMEHSIETCSA Ha CUMBOJT «#>);

e i — UrHOpMpOBaHWe (AOCTYMHO TOJSIbKO A/ HE3HAYUTENbHBIX YrpO3, HanpuMep, pekiaMHbIX NporpamMM); Mpu
MCMOJIb30BaHNM 3TOro MoauduKaTopa O06BLEKT MponyckaeTcs 6e3 Kakux-nMbo AeUCTBUM U OMOBELLIEHUE
coobueHne 06 yrpo3e He BbIBOAUTCS.

an 06HaDY)KEHVIVI BPEAOHOCHbIX 2/IEMEHTOB B COCTaBHbIX 0bbeKkTax (apXMBaX, KOHTeVIHean, YNaKoOBaHHbIX MITA
MOYTOBbIX (baﬁnax), YKa3aHHOoe ,qeﬁcmme NMPUMEHAETCA KO BCEMY COCTaBHOMY O6’bEKTy LeNnNKOM, a He TOJIbKO K
BPEAOHOCHOMY 3/1EMEHTY.

MapameTpbl HTepdenca

OTM napaMeTpbl OnpeaensitoT yCIoBMS BblBOAA pe3ysibTaToB paboTbl KOHCObHOMO ckaHepa Dr.Web
Scanner:

g NS 3afaeT BbIBOA MH(OPMaLMM O BEPCUMM MPOAYKTa U BEPCMW aHTUBMPYCHOMO Sapa W

--version 3aBepLueHne paboTbl KOHCOMBHOIO ckaHepa Dr.Web Scanner.

— 3apjaet BbIBOA MHMOPMaUMM O NMLEH3MN U ee BragenbLe (TONbKO B KOAMPOBKE
UTF8).

-g° 3a/1a€eT MaKEeTHbIN PeXmM paboTbl KOHCOMBHOrO ckaHepa Dr.Web Scanner. Bce

BOMpPOChI,  MOApasyMeBalolMe  OXWAAHWE OTBETa  OT  MOSb30BaTens,
MpOMyCKAIOTCSA; pelleHus, Tpebylolume Bblbopa, MPUHUMAKOTCS aBTOMAaTUYECKM.
DTOT pEexXuM MOMEe3HO MCMo/b30BaTh ANS aBTOMATUYECKONW MpoBepku (aiinos,
HanpvMep, Npy eXxeaHEBHON UK eXXEeHeAeNbHON NPOBEPKE XXECTKOro AMCKa.

Sl MepeknoYaeT BbiBOA MHGMOPMALMM HA CTAaHAAPTHbIV BbIBOA (stdout).

°q OTKIOYaET BbIBOA MHAOPMaLMK Ha 3KPaH.

ks 3ajaeT BbIBOA MOJSIHOrO ChMCKa CKaHMPyeMblX OBBLEKTOB, COMPOBOXAAs
6e30mnacHble 06bekTbl moMeTkol OK.

-log =[+]

BkntoyaeT mpoTokonMpoBaHMe paboTbl KOHCOMBHOrO ckaHepa Dr.Web Scanner
B YyKasaHHOM chaine. Mpyu oTCyTCTBUMM MMeHM chaiiia OTYET 3anucbiBaTbCA Ha
6yneT. CuMBON «+>» (NJOC) MPEANnUCLIBAET HE MepesanuchiBaTb daiin oTyeTa, a
[06aBnsATb HOBYHO MH(OPMaLMIO.

{nyTs k Odaiiy}

“ini = {nyTe k QalNY} 33n3eT CMONb30BaHME YKA3AHHOTO KOHMUIYPALMOHHOTO daitna.

Mo yMONMYaHWIO KOHCOMbHBLIM ckaHep Dr.Web Scanner ucnonbsyet
KOH(UrypaLUMoHHbIM hain drweb32.ini (3TOT ai COBMECTHO WMCMOMb3yeTcs
koMnoHeHTamn Dr.Web Daemon, Dr.Web Scanner n Dr.Web Updaer).
KOMMOHEHT MCnonb3yeT napameTpbl, PacrosiOXeHHble B CEKUMW [Scanner] .
MNepeyeHb MapamMeTpoB, 3aJaBaeMblX B CEKUMM U WUX HA3HAYEHVE aHanoruyHsbl
napameTpamM, yKa3aHHbIM B CekLM [Daemon] .

-lng = {nyTe x Qaly} 33j3eT Mcronb3oBaHME YKAa3aHHOMO afbTEPHATUBHOTO SI3bIKOBOrO haitna. Mo
YMOMYaHMIO UCMOSb3YETCsl aHMUACKMIA A3bIK.

—2 = leEpec Aresms) 3anycTuTb KOHCO/bHbIN ckaHep Dr.Web Scanner B pexuMe LeHTpain30BaHHOM

3alWMThl MOA ynpaBneHneM BbibpaHHoro Dr.Web Agent.

—nd OTK/IOYAET  UCMOMb30BaHWE  KOHMUrypauMoHHOro daiina Aans  HacTpOWKM

KOHCO/bHOrO ckaHepa Dr.Web Scanner. HacTpolika CkaHWpOBaHWsi B AaHHOM
cnyyae 6ydeT OcyWecTBASTbCA TOMbKO C MCMNOMb30BaHWEM MApaMETPOB U3
KOMaHAHOW CTPOKW.
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-ns 3anpelLaeT BO3MOXHOCTb MPEPLIBAHWS MPOBEPKU, B TOM YWCIE MPU MOMYYEHUM

CUrHana oCTaHOBKM npouecca (SIGINT) .

==ernely=laey Mpw 3anycke oT 6yaeT MoslyydeH TONbKO K/oUeBoM haiin.

HekoTopble 13 NapaMeTpoB OTMEHSIIOT COOTBETCTBYIOLLEE UM AENCTBUE, ECIM OKAHUYMBAIOTCS CUMBOJIOM
MUHyca (6e3 npobena). K HUM OTHOCATCA cneaylowme napaMeTpbl:

-ar -cu -ha -ic -fl -ml -ok -sd -sp

Hanpwumep, npu 3anycke KOHCONbHOroO CKaHepa KOMaHZoW BMAa:

$ drweb <nyrs> -ha-

npoBepka 6yaeT Npov3BoAUTbCS 6€3 MCMONb30BaHWSI IBPUCTUYECKOr0 aHasnn3a, KOTOPbIM 06blYHO MO
YMOJTYaHMIO BKJTHOYEH.

Ana napamMeTpoB -cu, -ic W -sp <«OTpuUaTeNbHas» GOpPMa OTMEHSIET BbIMOJHEHWE JOObIX
[ECTBUM, YKa3aHHbIX B WX OMWCAaHUM. DTO 03HAYaeT, 4YTO MHMOPMaUMsi O 3apPaXKEHHbIX W
NoAo3pUTENbHbIX 06bEKTaX 6yaAeT (UKCMPOBATLCA B OTYETE, HO HUKAKUX AEUCTBUI MOA YCTPAHEHMIO
NpeacTaBiseMblX UMM Yrpo3 NpeanpuHUMaTbLCa He Byaer.

[lna napaMeTpoB -al M -ex «OTpuUaTeNbHas» (opMa He NpeaycMOTpeHa, OAHAKO 3aZlaHue OfHOro U3
HUX OTMEHSIET AENCTBUE ApYroro.

Ecnu He npousBoauMnucb AEMCTBMSI MO NMEpeHacTpoike MporpamMmMbl, TO MO yMonYaHuio (To ecTb 6e3
OTAENbHOrO YKa3aHusi NapamMeTpoB) 3aryckaeTcsl C MapaMeTpaMu:

-ar -ha -fl- -ml -sd -al -ok

3TOT Habop napaMeTpoB MO YMOSYaHMIO (BKIOYAOLWMIA MPOBEPKY apXMBOB W YMakoBaHHbIX (ainos,
(alinoB NOYTOBLIX MPOrpaMM, PEKYPCUMBHBIA MOUCK, 3BPUCTUMYECKUI aHanu3 M T.4.) AOCTATOYHO
LenecoobpaseH Ans Uenen AMarHoCTUKM M MOXKET UCMOSb30BaThCsl B GOSbLUMHCTBE TUMMYHBIX CIyYaeB.
Ecnn kakoi-nmbo M3 napaMeTpoB MO YMOSYAHMIO HE HYXXEH B KOHKPETHOW CUTyauuu, ero MOXXHO
OTK/IOUNTL, yKa3aB MOC/Ie HEro MMHYC, Kak 3TO Obl0 MoKasaHO BbllE Ha MpuMepe napaMeTpa -ha
(ucnonb3oBaHWe 3BPUCTMHECKOrO aHan3a).

Cneagyet pob6aBWTb, YTO OTK/IIOYEHME MPOBEPKM APXMBMPOBAHHbLIX M YMakoBaHHbIX halisioB pe3ko
CHWKAeT YypOBEeHb  aHTWBMPYCHOM  3aluTbl, T.K. WMEHHO B BWAe apxvMBOB  (4acTo
CaMopacnakoBbIBAOLMXCS) PaACNpOCTpaHAoTCs halifioBble BUPYCbl B BMAE MOYTOBbIX BJIOXKEHMWA.
[OKyMeHTbl MpUKNagHbIX MPOrpaMM, MOTEHUMANIbHO MOABEPXKEHHbIE 3apaXKEHWUIO MaKpOBMPYCaMu
(Word, Excel n ap.), Takxke 06blMHO MEPECHIIAOTCA MO 3MEKTPOHHON MOYTE B apXMBMPOBAHHOM W
yMaKkoBaHHOM BUAE.

Mpy 3anycke C MapaMeTpaMu MO YMOYaAHUIO He OCYLUECTB/SETCA JieYeHue
3apaXxeHHbIX (ainoB. He npeaycMOTPeHbl TakXKe AEWCTBUS B OTHOLUEHUM HEU3NieunmMmbix (aiinos K
noaospuTenbHbiX dainoB. Bce 3T peicTBus TpebyloT yKasaHWsl [OMOSIHUTENbHBIX MapaMeTpoB
KOMaHAHOM CTPOKU — NMapaMeTpoB AENCTBUSI.

HacTpoiku

MOXHO MCMOSb30BaTb C HacTpolKaMu MO YMOMYaHWUIO, HO 3HauWUTenbHO yaobHee

HacTpPOUTb €ro Ans COOTBETCTBUS KOHKPETHLIM TPeBOBaHUSM M YCMOBMSIM 3KCMnyaTaumun. HacTpoiku
XpaHATCa B KOHGUrypauuMoHHoM daiine nporpamMmbl (MO YMOMYaHWUIO

drweb32.ini), KOTOpbIN pa3MeLlaeTca B KaTasnore

%etc _dir. [Nnd MCNonb3oBaHUS ApPYyroro KOHMMrypauumoHHoro danna nonaHbii NyTb K Hemy

HeobxoAMMO yKa3aTb NapaMeTPoOM KOMaHAHOWM CTPOKM MpU 3anycKke , Hanpumep:

$ %bin dir/drweb -ini=%bin dir/etc/drweb.ini
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KOH(pUrypaumm npueeaeHsl B pasaene KoHdurypauyoHHble haisbl,

EnginePath =
{nyTe x danuay}

VirusBase =
{cnucok Macoxk darinos}

UpdatePath =
{nyTe k kaTasory}

TempPath =
{nyTe k kaTasory}

LngFileName =
{nyTe x danuay}

Key =
{nyTe k KJOUeBOMYy baniy }

OutputMode =
{Terminal | Quiet}

HeuristicAnalysis =
{Jmormueckmn}

Cekums [Scanner]
PacronoxeHne Moayns drweb32.dll (AHTMBMpYCHOE £/pO
Dr.Web Engine).

OTOT napaMeTp TakXe WCMOoMb3yeTcs MoAyNleM O6HOBNEHNS
Dr.Web Updater.

3HayeHne NO YMOJIYaHUIO:
EnginePath = %bin dir/lib/drweb32.d1l1l

Macku ana noaknoYaeMbiX BUPYCHbIX 6a3.

OTOT napaMeTp TakXe WCMonb3yeTcs MoayneM O6HOBNEHNS
Dr.Web Updater. [JonyCTMMO NepevnciieHne HECKOSIbKMX MacoK
yepes 3anaTylo.

Mo yMOMYaHWIO BUpYCHble 6a3bl  XpaHATCS
paclumpeHuneM . vdb

B annax c

3HayeHue Mo yMoIYaHuIO:
VirusBase = $var dir/bases/*.vdb

DTOT napaMeTp WCMonb3yeTcs Moaynem obHoBneHust Dr.Web
Updater n gomkeH 6bITb 3aaaH 0653aTesnbHO.

3HayeHue Mo yMoIYaHuIo:
UpdatePath = $var dir/updates/

OTOT KaTanor Wcnonb3yercs AHTUBUPYCHbIM siapom Dr.Web
Engine ansa co3aaHns BpeMEHHbIX halinos.

Mpy HopManbHON paboTe KaTanor MNPaKTUYECKN HE UCTIOJb3YeTCs,
OH HY>XKEH AJ1 pacnakoBKM HEKOTOPbIX BUAOB apXVMBOB, UM Korda
B CUCTEME HE XBaTaeT MaMsiTu.

3HayeHve No YMOJTYaHUIO:
TempPath = /tmp/

PacnonoxeHune calina s3blKoBbIX pecypcoB. [0  yMonyaHuio
ainbl S3bIKOBbIX PECYPCOB UMEIOT PaclUMpEHVe . dwl

3HayeHue Mo yMOIYaHuIO:
LngFileName = %bin dir/lib/ru scanner.dwl

PacnonoxeHne  knoyeBoro  daina  (IMLUEH3NOHHOO UK
AEMOHCTPaLMOHHOrO). o yMonuyaHuio koyeBor aiin umeet
paclumpeHue . key

3HayeHue Mo YMOIYaHuIO:
Key = %bin dir/drweb32.key

Pe>xuM BbIBOAA MHOPMaLMM MpU 3anycke:
e Terminal — BbIBOA Ha KOHCOSb,
e Quiet — OTMEHSET BbIBOA.

3HayeHre No YMOJTYaHUIO:
OutputMode = Terminal

BrntoueHne/oTkIIIoHEHNE 1CMO/b30BaHNS IBPUCTUYECKOTO
aHanusa.
IBPUCTMYECKMI  aHann3 [enaeT BO3MOXHbIM  OBHapyXeHue

89
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HEM3BECTHbIX BMPYCOB MO ampuOpHbIM  CoOBpaxkeHusM 06
YCTPOMCTBE BUPYCHOTO Koga. OCOBEHHOCTBIO 3TOro TWMa Mowucka
BUPYCOB SIB/IIETCSI  BEPOSTHOCTHBLIN  XapakTep O6HApY>XeHUs
3apaXXeHUsi, YTO TMO3BOMSIET FOBOPUTb HE O 3apaXKeHHbIX, a O
MOAO3pUTENbHBIX 06bekTax. [lpy OTKIKOYEHUM 3TOr0 pexuma
OCYLLECTBNSIETCS TOMBbKO MOWCK M3BECTHbIX BMPYCOB MO BUPYCHbIM
6a3am «JljokTop Beb6>.

Llenbiii  knacc mporpaMM BBMAY WCMOMb30BaHUS CXOAHOMO C
BMpYCaMM KoZa MOXET BbI3blBaTb JIOXHblE CpabaTblBaHWS
3BpUCTMYECKOr0 aHanu3a. KpoMe TOro, AaHHbI PEXUM MOXET
HE3HAUUTENbHO  YBENWMYUTb  BPEMS  MpoBepkU.  [aHHble
obcTosTeNnbCTBa MOryT 6biThb [OBOAAMM B MOMb3Y OTKIOYEHMS
UCMONb30BaHUS  IBPUCTMYECKOr0 aHanusa. Bmecte ¢ Tew,
BK/IOYEHME 3STOr0 TUMa aHanusa YBEIWYMBAET HAAEXHOCTb
aHTVBMPYCHOW 3aLUMTBI.

Bce daiinbl, 06Hapy)>XeHHble METOIOM 3BPUCTMYECKOrO aHanun3a,
Nyyllle BCEro OTNpaBuTb paspaboTuvkaM uvepe3 canT hittp://
vms.drweb.com/sendvirus/.

OTnpaBky NMoAo3puUTenbHbIX (alIoB PEKOMEHAYETCS NMPOU3BOAUTb
crneayowmM obpa3oM: 3anakoBaTb (aiil B apxvB C MAposieM,
naponb coobwmTb B Tenle nucbMa, MNpU 3TOM XenaTesibHO
npunoxuTb otyeT Dr.Web Scanner.

3HayeHmne NO YMOIYaHUIO:
HeuristicAnalysis = Yes

ScanPriority = MpuoputeT paboTbl Dr.Web Scanner.

{umcygoBoe BHaueHue}
3HayeHue napaMeTpa AOJ/NKHO 6bITb B Anana3oHe OT BbICLIEero

3HayeHuns (-20) Ao Huswero (19 ans Linux, 20 Ans octanbHbIX
00).

3HayeHue No YMOIYaHUIo:
ScanPriority = 0

FilesTypes = Cnucok TuMoB halnioB, KoTopble OyAyT NpOBEPATbCA Npu
{cnucox pacuvpenwuit Qansos} CKaHMPOBaHMM MO TuMy, T.e. KOrAa MapaMeTp ScanFiles (CM.

HWKE) MMEET 3HadeHne By Type.
[onyckarTcsl CMMBOSILI Macky '*' n '2'.

3HayeHwe No YMOJIYaHUIO:

FilesTypes = EXE, COM, SYS, OV?, BAT, BIN, DRV,
PRG, BOO, SCR, CMD, VXD, 386, DLL, FON, DO?, XL?
, WIZ, RTF, CL*, HT*, VB*, JS*, INF, AR?, ZIP,
rR??, PP?, OBJ, LIB, HLP, MD?, INI, MBR, IMG,
csc, CpL, MBP, SHS, SHB, PIF, SO, CHM, REG, XML,
PRC, ASP, LSP, MSO, OBD, THE*, NWS, SWF, BMP,
MPP, OCX, DVB, CPY, MSG, EML

FilesTypesWarnings = BblBOAMTb NW MpeaynpexaeH1e o dainax HeM3BECTHbIX TUMOB.

{Jmornueckwuit}
3HaYeHME MO YMOTYAHUIO:

FilesTypesWarnings = Yes

ScanFiles = [loNoNHUTENbHOE  OrpaHuyeHMe Ha  daiinbl, noanexaline
{All | ByType} MPOBEpPKE.

Mpyv 3adaHMM 3HAYeHUs ByType YYWUTLIBAIOTCA pPaCLUMPEHMS
(alinoB, 3HAYeHMs KOTOPbIX 3afaHbl UM MO YMOMYaHWUIO, UK B
napametpe (Napametpax) FilesTypes. B MpoTMBHOM cCiydyae
NpoBepsOTCSA BCE daiinbl.

BHyTpM nouToBbIX halNioB Bceraa AENCTBYET pexuM All.
3HayeHne ByType MOXKET 6biTb MCMOMb30BAHO TOMBKO B pexuMme


http://vms.drweb.com/sendvirus/
http://vms.drweb.com/sendvirus/

A7 P
“ﬁ

S
W,

v

KoHconbHbIN ckaHep Dr.Web Scanner

JIOKaJIbHOro CKaHMpoBaHMA.

3Ha4yeHue no YMOJTYaHUIO:
ScanFiles = All

ScanSubDirectories = [poBepka coAeP>XXMMOro B/IOXKEHHbLIX MOAKaTaIoroBs.

{Jmornueckwuit}
3Ha4yeHue no YMOJTYaHUIO:

ScanSubDirectories = Yes

CheckArchives = MpoBepka haiinos, coaepXKalumnxcsi B apxvsax.

(mOETE R | MoapepxuBatoTcs apxuBbl copmatoB zIP (WinZip, InfoZIP wu
Ap.), RAR, ARJ, TAR, GZIP, CAB U Ap.

3HayeHue no YMOJT4YaHUIO:
CheckArchives = Yes

CheckEMailFiles = MpoBepka talnoB B No4ToBbIX (e-mail) dpopmaTax.

{Jornueckwuit}
3HayeHue no YMOJT4YaHUIO:

CheckEMailFiles = Yes

ExcludePaths = Macku ans Tex (ainos, KOTOPbIE HE A0/KHBI MPOBEPATHCS.

{cnucok nyTen (Macok) }
3HaYeHME MO YMOTYAHUIO:

ExcludePaths = /proc, /sys,/dev

FollowLinks = CnepfoBaHMe CUMBOJIMYECKMM CCbIJIKaM MpY CKaHUPOBaHWMN.

{Jornueckwuit}
3HaYeHME MO YMOTYAHUIO:

FollowLinks = No

RenameFilesTo = Macka ans nepenMeHoBaHus daiinos, ecny cpaboTano
{macka} Rename.

3Ha4yeHue no YMOJTYaHUIKO:
RenameFilesTo = #?°?

MoveFilesTo = MyTb K KaTanory

{nyTe k kaTasory}
3HaYeHME MO YMOTYAHUIO:

MoveFilesTo = %var dir/infected/

ErebleDeletefrchiveiction =  { JIOTUYECKMiA } PaspelueHre NpUMEHEHUS AENCTBUS Delete AN COCTABHbIX
06BbEKTOB (apXMBOB, MOYTOBLIX ALWMKOB, nuceM, HTML-cTpaHul m
MPOYMX KOHTENHEPOB), €C/IM OHU COAEPXKAT 3apaXKEHHbIE OOBHEKTHI.

Ba)kHO MOHMMaTb, YTO MpY HANYMKU AAHHOrO pa3pelleHust 6yaet
yOoaneH BeCb COCTaBHOM OOBLEKT LEMMKOM, @ He TOJIbKO
coepKallnincs B HEM BPEOHOCHbIN 3/1EMEHT.

3Ha4yeHue No YMOAYaHuIo:
EnableDeleteArchiveAction = No

InfectedFiles = 3ajaer peakuuto  Ha 06HapymeHme ¢aﬁna, 3apaXeHHoro
{memicTBME } M3BECTHbIM BUPYCOM.
napameTpa:
Report, Cure, Delete, Move, Rename, Ignore.
YpaneHue n nepemelleHue, 3agaHHoOe B CBS3U C o6HapymeHmeM

3apaXeHHbIX OOLEKTOB B apxuBax W APYyrMX KOHTelHepax,
MPUMEHSIETCS K COOTBETCTBYHOLLEMY KOHTEHEPY LIEIMKOM.
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KoHconbHbIN ckaHep Dr.Web Scanner

3HayeHue no YMOIYaHUIO:
InfectedFiles = Report

[anee ykasaHbl NapaMeTpbl, aHaNorMyHble napamMeTpy InfectedFiles U 3aJalowme peakLmio NporpaMMbl Ha
O6HaDY)KeHVIe TEX UM UHbIX OObEKTOB. ﬂ,ﬂﬂ HUX NpeayCMOTpPEHbI Te XXE€ BO3MOXHbIE 3Ha4YeHUA, 4YTO N ANd
napamMeTpa InfectedFiles, KpOMe 3Ha4e€HUA Cure:

SuspiciousFiles = [leficTBME, KOTOPOE HY)XXHO BbIMOMHATL B Ciyyae, ecnu daiin
{meiicTBUE } 3apaXXeH HEeW3BECTHbIM BUPYCOM WM MpeAcTaBnsieT coboin
MoTeHLManbHyto yrposy (ecnv cpaboTtan 3BpucTUYECKuit aHaans).

JonycTyMble 3HaYeHWsl NapaMeTpa:

Report, Delete, Move, Rename, Ignore.

3HayeHve No YMOJTYaHUIO:
SuspiciousFiles = Report

IncurableFiles = [leficTBME, KOTOPOE HY)XXHO BbIMOMHATL B  C/yyae, €ecu
{mevicTBue } 3apaXxeHHbI alil He MOXET 6biTb BblleYeH (MapamMeTp UMeeT
CMbIC/, TONIbKO €C/iN InfectedFiles = Cure)

[JonycTuMble 3Ha4YeHWs NMapaMeTpa:

Report, Delete, Move, Rename, Ignore.

3HayeHme No YMOIYaHUIO:
IncurableFiles = Report

ActionAdware = [leficTBME, KOTOPOE HY)XXHO BbIMOMHATL B Ciydyae, ecnu daiin
{mericTBuMeE } COAEPXXUT MporpaMMy Ans rnokasa pekiambl (adware).

JonycTyMble 3HaYeHWsl NapaMeTpa:

Report, Delete, Move, Rename, Ignore.

3HaYeHME MO YMOTYaAHUIO:
ActionAdware = Report

ActionDialers = [leficTBMe, KOTOPOE HYXHO BbINOMHATL B Ciyyae, ecnu daiin
{mericTBuE } COAEPXWT MporpaMMy aBTOMaTMYECKOro 03BOHa.

[lonycTuMble 3Ha4Y€eHVs NMapaMeTpa:

Report, Delete, Move, Rename, Ignore.

3HayeHne No YMOIYaHUIO:
ActionDialers = Report

ActionJokes = [eficTBMe, KOTOpPOE HYXXHO BbIMOAHUTL B Crydvae, eciu daiin
{meticTBME } COOEPXWUT MPOrpaMMy-lUyTKy, KOTOpas MOXET MyraTb Wau
pasapakaTb Mosib30BaTenNs.

JonycTyMble 3HaYeHWsi NapaMeTpa:

Report, Delete, Move, Rename, Ignore.

3HaYeHME MO YMOTYaHUIO:
ActionJdokes = Report

ActionRiskware = [eficTBMe, KOTOpPOE HYXXHO BbIMNOAHUTL B Crydyae, eciu caiin

{mericTBue } COLEPXUT MOTEHLMANbHO OMacHylo MporpamMMy, KoTopasi MOXET
OblTb  UCMOMb30BaHA He TOMbKO €e BfafenbUeM, Ho W
3710y MblLLUNIEHHVKAMM.

[lonycTuMble 3Ha4Y€eHVs NMapaMeTpa:

Report, Delete, Move, Rename, Ignore.

3HaYeHME MO YMOTYaHUIO:
ActionRiskware = Report
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ActionHacktools =
{memicrBUE}

ActionInfectedMail =

{mevicTBUE }

ActionInfectedArchive = {melicTBUE}

ActionInfectedContainer = {mencTBUE }

KoHconbHbIN ckaHep Dr.Web Scanner

[eficTBMe, KOTOpPOE HYXXHO BbIMOAHUTL B Crydvae, eciu daiin
COEPXWUT MpOrpaMMy, KOTOpasi WCMOMb3yeTca AnAs  B3/oMa
KOMMbOTEPOB.

JonycTuMble 3HaYeHWsl NapaMeTpa:

Report, Delete, Move, Rename, Ignore.

3Ha4yeHne No YMOJTYaHMIO:
ActionHacktools = Report

LleﬁCTsme, KOTOPOE HY>XHO BbIMOJIHWTL B Cily4ae, €C/in no4vYToBoE
CO06LLEHME UMK NMOYTOBBIN AWK coaepxar 33pa)KEHHbIl‘/'1 06beKT.

[lonycTuMble 3Ha4Y€eHVs NMapaMeTpa:

Report, Delete, Move, Rename, Ignore.

3Ha4yeHme No YMOTYaHMIO:
ActionInfectedMail = Report

[lecTBMEe, KOTOPOE HYXXHO BbIMOJIHATL B Clly4Yae, ecnv apxus (ZIP,
TAR, RAR ¥ [p.) COAEPXXUT 3apaXKeHHbI daiin.

JonycTyMble 3HaYeHWsl NapaMeTpa:

Report, Delete, Move, Rename, Ignore.

3HaYeHME MO YMOTYaAHUIO:
ActionInfectedArchive = Report

[leficTBME, KOTOPOE HYXHO BbINOMHUTL B Ciyyae, ecnu daiin
koHTeiiHep (OLE, HTML, PowerPoint u pap.) coaepxut
3apakeHHbI 06BEKT.

[JonycTuMble 3Ha4YeHVs NMapaMeTpa:

Report, Delete, Move, Rename, Ignore.

3HayeHme No YMOIYaHMIO:
ActionInfectedContainer = Report

MapaMeTpbl perncTpaummn cobbITUiA:

LogFileName =
{syslog | nyTe k ¢anmuy}

SyslogFacility =
{mMeTka syslog}

SyslogPriority
{ypoBeHb nmOmpoBOHOCTM }

Umsa caina xypHana WM syslog, €C/IM HYXHO MCMOJSib30BaTb
CUCTEMHBIN cepauc syslog.

3HaYeHME MO YMOTYaAHUIO:
LogFileName = syslog

MeTka 3anucy Npy UCMosb30BaHUK CUCTEMHOrO cepBuca syslog.

3HayeHve No YMOJTYaHUIO:
SyslogFacility = Daemon

YpoBeHb noApobHOCTM BeAeHUs >XypHana npu  UCMNoSb30BaHWK
CUCTEMHOro cepsuca syslog.

[lonyckaeTcsa UCnosib30BaHWE CNIEAYIOLLMX YPOBHEN:
e Error

® Alert

® Warning

® Info

® Notice

3HayeHre No YMOJTYaHUIO:
SyslogPriority = Info
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LimitLog =
{Jornueckwuit}

MaxLogSize =
{umcioroe 3HaueHwUe}

LogScanned =
{Jmornueckwuit}

LogPacked =
{Jmornueckwuit}

LogArchived =
{Jmornueckwuit}

LogTime =
{Jornueckwuit}

LogStatistics =
{Jmormueckmn}

RecodeNonprintable = {JjormMueckuy}

RecodeMode =
{Replace | QuotedPrintable}

KoHconbHbIN ckaHep Dr.Web Scanner

OrpaHuyeHve pa3mepa dainia XypHanaa, eciu He MCMoJb3yeTcst
syslog.

OrpaHuueHve pa3mepa (aiina oTyeTa peanusyercs CheayoLmm
obpasoM: npu 3anycke Dr.Web Scanner npoBepsieT pa3mep
aiina >xypHana, U eciM OH MPEBbILWAET 3HAYeHWe, 3aAaHHOe B
napamMeTpe MaxLogSize, (aiin >ypHana CTUpaeTcs U BeaeHue
XXypHana HauyMHaeTcs C Hyns.

3HayeHue No YMOIYaHUIo:
LimitLog = No

MakcuMarnbHbI pasmep daina xypHana B KuiobaiTax, ecim He
ucnonb3syetcs syslog v LimitLog = Yes.

Ecnun ykasaHo 3HayeHue 0, pasMep daiina xypHana nNpoBepsTbCS
He 6yaerT.

3HayeHne NO YMOIYaHUIO:
MaxLogSize = 512

BbiBOA B >XypHan vHdopMaumm 060 BCex NpoBepSiEMbIX 06bekTax,
HEe3aBMCMMO OT TOro, 06HaPY>KEHbI BUPYChI WUMN HET.

3HayeHne No YMOIYaHUIO:
LogScanned = Yes

BblBOA4 B )KypHan AOMOMHUTENbHOW MHbopMauuy o dainax,
ynakoBaHHbIX yTunutamu DIET, PKLITE v ap.

3HayeHue No YMOIYaHUIo:
LogPacked = Yes

BbiBOA B >KypHan AOMOMHUTENbHO HdOopMaLmMM 06 apx1MBaTopax.

3HayeHue No YMOIYaHUIo:
LogArchived = Yes

BbiBOA B >KypHan BPpEMEHW KaXaoW 3amnucy.
MapaMeTp UrHOpMpYeTCs, ecnu Ucnonb3yetcs syslog

3HayeHue No YMOJIYaHUIO:
LogTime = Yes

3anucb B XYypHan CYMMapHOVI CTaTUCTUKMN  3afaHua  4And
CKaHMpoBaHuA.

3HayeHre No YMOJTYaHUIO:
LogStatistics = Yes

MepekoaMpoBKka MpyY  BbIBOAE B >KypHan CUMBOJIOB, HE
ABNAIOLWMXCA  OTOBPaXaeMbIMU /I AAHHOrO TepMuHana (cM.
creayioLve ABa napaMmeTpa).

3HayeHwe No YMOJIYaHUIO:

RecodeNonprintable = Yes

[lpy  RecodeNonprintable = Yes  33a€T  MeToA
nepekoanpoBKn HEOTO6pa)KEEMbIX CUMBOJIOB.

MNpn RecodeMode = Replace BCE TakMe CMMBOJIbl 3aMEHSIHOTCS
Ha 3Ha4yeHve napaMeTpa RecodeChar (CM. HUXE).

[lpy RecodeMode = QuotedPrintable MPOU3BOAUTCS
nepekoaMpoBKa HeoTobpaxaeMbix CMMBOMIOB B dopmaT Quoted
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RecodeChar =
{"?" | "_" | .. }

KoHconbHbIN ckaHep Dr.Web Scanner

Printable.

3HayeHWe No YMOJIYaHUIO:

RecodeMode = QuotedPrintable

MpM RecodeMode = Replace 3a4a€T CUMBOJ, Ha KOTOPbIN
6yayT 3aMeHeHbl BCe HEOTOBPaXKaeMble CUMBOJIbI.

3HayeHue No YMOIYaHUIo:

RecodeChar = "?"

CJ'IEAYPOLLI,I/IE napaMeTpbl MOryT 6bITb MCMONB30BaHbI Ans YMEHbLUEHNA BPEMEHU NMPOBEPKN apXMUBOB 3a CHET
OTKa3a OT NMPOBEPKN HEKOTOPbIX 06bEKTOB B dpXuBe.

MaxCaompressionRatio = {umncjoBoe
3HaUYeHue }

CampressionCheckThreshold = {uuciosBoe
3HaUeHMe }

MaxFileSizeToExtract = {uUmMCJIOBOE
3HaAUYeHue }

MaxArchivelevel = {uucioBoe
3HaueHMe }

MaximmMemoryAllocationSize = {u4McJOBOE
3HaAUYeHue }

MakcuManbHbI KO3 MUUMEHT C©KaTusl, T.e. OTHOLUEHUE [/WHbI
dalina B pacnakoBaHHOM BuAe K AvHe aiina B 3anakoBaHHOM
Buae (BHyTpM apxuBa).

Ecnv KOa(pULIMEHT NpEBbIWAET AaHHOE 3HayeHuwe, daiin He
6yneT nsBneyeH n, COOTBETCTBEHHO, He ByaeT mposepeH. M1cbMo
C TakuM (haiinoM BOCMPUHMMAETCA MPOrpaMMON Kak 'moymosas
bomba".

MapaMeTp MOXET MpUHMMAaTb TOMbKO HaTypasibHble 3HaueHus.
Ecnn ykasaHo 3HadeHnne 0, mpoBepka KoadhdULMEHTa OKaTus
NpoBOAMTLCA He ByaeT.

3HayeHwe No YMOJIYaHUIO:

MaxCompressionRatio = 5000

MuHUManbHbIA pa3mep dalina BHyTpu apxuBa (B kunobaiiTax),
HauMHas C KoToporo ©OydeT  MpoM3BOAWMTBLCS  MpOBEpKa
KoadduumeHTa o©xatua (ecnM 3TO NpeanucaHo  napameTpoM
MaxCompressionRatio).

3HayeHve No YMOJTYaHUIO:
CompressionCheckThreshold = 1024

MakcuManbHbIi  pa3Mep ¢ainia, M3BNEKAeMOro W3 apxuea, B
KunobamnTax.

Ecnu pa3Mep calina BHYTPW apx1Ba MpeBbILLAET 3TO 3HaYeHUe, OH
6yneT nporylieH. MUcbMO € TakuM aiinoM BOCMPUHMMAETCS
nporpaMMoli Kak "moumosasi 6omba".

3HaYeHME MO YMOTYAHUIO:
MaxFileSizeToExtract = 500000

MaKcuMarbHbI  YPOBEHb BNOXEHHOCTU apXWMBOB (KOrAa apxwB
BJIOXXEH B apXMB, KOTOPbI TOXE BMOXEH B apxXuB U T.A4.).

lMpy NpeBbILLEHNN 3TOFO YPOBHS apxmB byaeT nponylueH (He 6yaet
npoBepeH). [lucbMo cC  TakuMm  halinoM  BOCTPUHUMAETCS
nporpamMMoi kak 'moumoeas 6om6a".

Ecnu ykasaHo 3HaueHue 0, ypoBeHb BMOXEHHOCTU MPOBEPSIEMbIX
apXvBOB MPOBEPSATLCA He ByaeT.

3HaYeHME MO YMOTYAHUIO:
MaxArchivelevel = 8

MakcuManbHbIi pa3Mep MaMsiTu B MerabaiTtax, BblAenseMon
Dr.Web Scanner npu CKaHMpoBaHUM 0AHOTO dalina.

Ecnn yctaHoBneHo 3HayeHve 0, pa3mep BbIAENSIEMON NaMsTU He
OorpaHu4eH.

95



T4
))
“ﬁ

M
$

ScannerScanTimeout =
{uncnoBoe 3BHaueHUue}

MaxBasesObsolescencePeriod = {uncijioBoe
3HaUeHMe }

ControlAgent =
{ampec}

OnlyKey =
{Jmormueckmn}

Koabl Bo3BpaTa

Mo okoHYaHuu pabotel Dr.Web Scanner Bo03BpallaeT Koa BO3BpaTa,

KoHconbHbIN ckaHep Dr.Web Scanner

3HaYeHME Mo YMOTYaHUIO:
MaximumMemoryAllocationSize = 0

MakcuManbHoe BpeMsi CKaHMpPOBaHUS oAHoro danna (B cekyHaax).

Ecnu ycTaHOBNEHO 3HayeHWe 0, BPeMsl CKaHWPOBAHWSI OAHOMO
alina He orpaHUYeHo.

3HayeHre No YMOJTYaHUIO:
ScannerScanTimeout = 0

MakcuManbHbIi  Mepuos  BpeMeHuM (B 4acax) C  MOMEHTa
nocnegHero 06HOBNMEHMS,, B TeYEHME KOTOPOro BUpYCHble 6a3bl
cumTatoTcs "cBeXxmnmn",

Mo wucTeyeHnn 3TOro BPEMEHM B  KOHCOMM  BbIBOAUTCS
yBEOMJIEHNE O TOM, YTO 6asbl yctapenu. Ecnm ycTtaHOBREHO
3HayeHune 0, "cBeXecTb" BMPYCHbIX 6a3 He NpoBepSIETCS.

3HayeHue no YMOJT4YaHUIO:
MaxBasesObsolescencePeriod = 24

Anpec coketa Dr.Web Agent.

Mpumep:
ControlAgent = inet:4040@127.0.0.1,1local:/var/
drweb/ipc/.agent

Dr.Web Scanner nonyyaer or Dr.Web Agent kiou u
KOH(UrypaLUMoHHbIM  chaiin  (eciv B KayecTBe  3HAYeHus
napaMeTpa OnlyKey 3a4aHo No).

3HayeHue Mo yMOIYaHuIO:
ControlAgent = local:%var dir/ipc/.agent

Mozknto4YeHNe BO3MOXHOCTM 3anpocuTb TOJMbKO KitoueBow cain
oT Dr.Web Agent, He 3anpawmBas KoH@wurypaumto. Mpu 3TOM
6yaeT UCNonb30BaTbCS JIOKasbHbIA KOHMUIYPALMOHHBIN dai.

Ecnm ykasaH apgpec coketa Dr.Web Agent un 3HayeHue
napameTpa OnlyKey YCTaHOB/EHO B No, Dr.Web Agent 6yger
OTNpaBNATbCA CTaTUCTMka pabotel Dr.Web Scanner (mocne
CKaHMpOBaHus Kaxaoro cdanna Dr.Web Scanner 6yaer
oTnpaensaTe MHbopMaumio Dr.Web Agent).

3HaYeHME MO YMOTYaAHUIO:
OnlyKey = No

onpeaennTb, C KakKMM pe3ynbTaTOM 3aBEPLUEHO CKaHMPOBAHUE.

Ko Bo3BpaTa Bcerga obpasyercss kak KOM6buHaums (CyMma) KOAOB, COMOCTaB/IEHHbIX OMpeAeneHHbIM
CO6LITMSIM B MpoLEeCcce CKaHMPOBaHMS. BO3MOXHblE 3HaYeHUsI KOLOB U COOTBETCTBYIOLLUME UM COBLITUS

cneaytowpe:

1 O6Hapy>eHbl U3BECTHbIE BUPYChI

2 O6Hapy>xeHbl MOAMGDUKALIMM U3BECTHBLIX BUPYCOB

4 O6Hapy>keHbl MOA03PUTENbHBIE HA BUPYC 06BHEKTHI

no KOTOpPOMY MOXHO
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KoHconbHbIN ckaHep Dr.Web Scanner

8 B apxu1Be, KOHTENHEPE UMM MOYTOBOM SLLMKE 0BHAPY)KEHbI U3BECTHBIE BUPYChI

16 B apxwuBe, KOHTEWHEpe UM MOYTOBOM ALMKE 06HAPYXKEHbI MOANMDUKALIMM U3BECTHBLIX BUPYCOB
32 B apxu1Be, KOHTEMHEPE UMM MOYTOBOM fALLMKE 06HAPY>KEHbI MOAO3PUTENbHBIE Ha BUPYC 06LEKTbI
64 YCnelHo BbINOHEHO NIeYeHMe XOTS 6bl OHOMO 3apaXKEHHOrO BUPYCOM 06bEKTA

128 BbINosiHEHO yaaneHue/nepeMmeHoBaHve/nepemellieHne Xots 6bl OIHOrO 3apaXKeHHoro daiina

Pe3ynbTupylowmin koa Bo3BpaTta, OpMUPYeEMbI MO 3aBEPLUEHNIO NMPOBEPKWU, PaBeH CyMMe KOAOB Tex
CobbITUIA, KOTOpble NMPOM3OLWWAN BO BpeMsi NMpoBepku (M ero craraeMble MOryT OAHO3HAYHO ObiTb MO
HeMy BOCCTaHOBMeHbl). Hanmpumep, koa Bo3spata 9 = 1 + 8 03HauaeT, UTO BO BpeMsS MPOBEPKM
obHapy>XeHbl U3BECTHbIE BMPYChl (BUPYC), B TOM UYNCME B apxuBe; 06e3BpexunBaHNe He NpOBOAWUIIOCh;
60sbLUEe HUKAKNX «BUPYCHbBIX» COBbITUIA He 6bino.

Ecnn B mpouecce CKaHMpOBaHMS HU OQHOMO M3 YKa3aHHbIX MHUMAEHTOB He 6bino, Dr.Web Scanner
Bo3Bpaluaet 0.

/.. OaHa u3 wm3BecTHbIX ocobeHHocTell noseaeHuss Dr.Web Scanner cocToMT B TOM, 4YTO B Clyyae
h OTCYTCTBUS WHUMAEHTOB MpW CKaHWPOBAHMM OH MOXET BepHyTb koa 128. Bo3spaT 3TOro koga
paBHOCWNeH Bo3BpaTy koga 0.
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AHTUBMpPYCHbII Moaynb Dr.Web Daemon

AHTUBMPYCHbIK Moaynb Dr.Web Daemon

Dr.Web Daemon — OCHOBHOW KOMMOHEHT 6e3onacHocTM. OH npeacTaBnsieT coboil MOCTOSIHHO
3arpyXeHHbii (pe3vaeHTHbIN) aHTUBMPYCHbIM MOAy/Nb drwebd, KOTOPbLIM MO3BONSET MO 3anpocy OT
[PYrux KOMMOHEHTOB KOMMeKca NpoBepsiTb (ainbl Ha AMCKE WKW AaHHble, nepefaHHble eMy uyepes
COKeT. 3anpocbl Ha aHTMBUPYCHYIO MPOBEPKY OCYLLECTBASIOTCA MO CrneuuanbHOMY MPOTOKONYy yepes
UNIX- nnn TCP-cokeTbl. Dr.Web Daemon ncnons3yeT To xe AHTUBUpPYcHoe sapo Dr.Web Engine un
BUpPYCHble 6a3bl, 4uto U Dr.Web Scanner, n cnocobeH o6HapyxuBaTb W NeuuTb BCE BUPYChI,
n3BecTHble AHTUBUPYCHOMY aapy Dr. Engine.

Dr.Web Daemon Bcerga roToB K BbIMOSIHEHWNIO CBOMX (DYHKUMIA U UMEET MOHSTHbIA M AOCTYMHbIN
NPOTOKON ANS 3aMnpoCOB CKAHWMPOBaHWS, YTO AenaeT ero MnoAxXOAsLWMM KOMMOHEHTOM ANs CO3AaHust
aHTUBUpYCHOro dunbTpa ans  dainoBbix cepBepoB. [lporpaMMHbI  KoMmnnekc Dr.Web pnsa
thavnoebix cepeepoe UNIX sBnseTcsa roToBbiM peweHneM no uHterpauum Dr.Web Daemon ¢
¢annosbiMm cepeepamMn Samba Bepcuyn 3.0 unu BhILLE.

/g, ObpatTute BHMMaHve, yTo Dr.Web Daemon He MOXET MpPOBEPsTb COAEPXKMMOE 3allMbpPOBAHHbIX
A (altnoB, MOCKOMbKY AN aHanM3a MX COAEPXMMOro Tpebyetcs 3HaHue napons. MosToMy Takue daiinbi
nponyckatoTcst 6e3 npoBepky, a Dr.Web Daemon Bo3BpallaeT creuuanbHblii Ko OTBETA BbI3BaBLUEMY

€ro K/IMEHTCKOMY MPUSIOXKEHMIO.

MapameTpbl KOMaHAHOW CTPOKM

[nsa 3anycka Dr.Web Daemon UCNoMb3yeTcs CNeaylowas KomaHaa:

drwebd [napameTpr]

Dr.Web Daemon aornyckaeT UCnonb30BaHWe cneayowmx napaMeTpos:

=ln, =% -help, --help

OnucaHve: BbiBog Ha 3KpaH KpaTKOWM CMpaBKM MO MMEIOLLMMCS MapaMeTpaM KOMaHAHOW CTPOKM M 3aBepLueHue
paboTbl MOayns

-a <agpec ATeHTa>

Onucanue: 3anyck Dr.Web Daemon B pexume LeHTpanbHOM 3alUMThl Noa yrnpasieHneM ykasaHHoro Dr.Web
Agent

-ini <nyTb K odanny>

OnucaHve: Mcnonb3oBaHWe ykasaHHOro KoHMUrypaumoHHoro daiina

--foreground <yes|no>

OnvcaHue: 3agaHve pexuma pabotbl Dr.Web Daemon npu 3anycke. Ecnu BblbpaHO 3HayeHue yes, TO
Dr.Web Daemon 6yaer pabotaTb kak NpuopuTeTHas 3agada. pu 3HaveHun no Dr.Web Daemon 6yaet
paboTtaTb B (DOHOBOM pexunme

—--check-only <mapaMeTpsl KOMaHIOHOM CTPOKM IJIS NPOBEPKM>

OnucaHve: MpoBepka NpaBuAbHOCTY KoHbUrypaumm Dr.Web Daemon npu 3anycke. Ecnv ykasaHbl kakue-in6o
mapamMeTpbl KOMaHAHOM CTPOKM, TO MPaBWIbHOCTb 33[4aBaeMblX C WX MOMOLLUbIO 3HAYeHWN Takxke OyaeT
npoBepeHa

--only-key
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AHTUBMpPYCHbII Moaynb Dr.Web Daemon

929

KpaTtkuii PaclumpeHHbIA

AprymeHTbl
BapuaHT BapuaHT pry
OnucaHue: an 3anycke nonyynT OT TOJIbKO J'IVILLEHBVIOHHbIIZ KJ'I}Ol-IeBOIZ
aiin
3anyck
B npouecce 3arpy3ku BbIMOSHSAOTCS Crieaylolime AencTBus:

1. Monck v 3arpyska KOHdUrypaumoHHoro carna. Ecnn koHdurypaumoHHbii dailn He HalaeH,
3arpyska npekpalaetcs. MyTb K KOHDUrypaumoHHOMY aitily MOXET 6biTb
3aflaH Mpu 3anycke napaMeTpoM KOMaHAHOW CTPOKWM —ini: {myTs/x/drweb32.ini}, MHaye Gyaet
MCNONb30BaHO 3HayeHWe %etc dir/drweb32.ini, 3aAaHHOe MO ymonyanwio. [pu  3arpyske
MpOBEPSIETCS AOMYCTUMOCTb HEKOTOPbIX MapaMeTpoB W, eC/N 3HaYeHWe MapaMeTpa HeaonycTUMO,
6epeTcs 3HauYeHUe Mo YMOJIYaHMIo;

2. Cospmaetca aiin otyeta. Katanor c caitfioM oTyeTa [0/KeH OblTb AOCTYMeH Ha 3anuch
nonb3oBaTento, C MpaBaMn KoOToporo paboTaeT . Katanor /var/log/,
MCNosb3yeMbIit MO YMOMYaHWIO, HEAOCTYNEH MNOMb30BaTeNsM Ha 3anucb. [103TOMy, ecnu 33[aHo
3HayeHune napaMeTpa User, HEOOXOAMMO TaKXe YKasaTb MyTb K a/lbTEPHAaTUBHOMMY KaTanory ans
XpaHeHuMs1 OTYETOB B 3HaUeHWM NapaMeTpa LogFileName;

3. MNpou3BoanTCs 3arpyska ka4eBoro daina no nyTu, YKasaHHOMY B KOHMMIypauMoHHOM daline.

Ecnu kntoueBoit aitn He HaldeH, 3arpyska npeKkpallaeTcs;

4. Ecnv 3agaH napameTp User, NbITAaeTCH M3MEHWUTbL CBOW MpaBa;

5. MNpounssoanTcs 3arpy3ka aHTUMBMPYCHOro saapa (baiin drweb32.d1l). Ecim
AHTUBMpYCHOE SApPO HE HalaeHo (OWWBKM B KOHMUIypauMOHHOM daiine) unm MoBpeXaeHo,
3arpyska npeKkpaLlaeTcs;

6. 3arpyxatoTcs BupycHble 6asbl. [loMCK BUMpYCHbIX 633 OCYLIECTBASIETCS MO 3aldHHbIM B
KOH(UrypaLMoHHOM aine nyTaM, NopsAoK 3arpy3ku BUPYCHbIX 6a3 He pernaMeHTMpoBaH. Ecnu
BUPYCHble 6a3bl NOBPEXAEHbI UMM OTCYTCTBYIOT, 3arpy3Kka npoaoskaeTcs;

7. OTK/TIOYAETCS OT TEPMMHANA, NO3TOMY COOBLUEHNS O AaNbHENLMNX NpobneMax He
MOTyT 6bITb BbIBEEHbI HA TEPMMHAN W BbIBOAATCS TOMbKO B (haiin oTyeTa;

8. CospaeTcs COKeT, B C/lyyae ucnonb3oBaHus TCP-COKETOB, BO3MOXHO, He oauH. Ecnn kakoin-nn6o
TCP-cokeT co3faTb He yAanocb, 3arpyska npogomkaetca. B cnydae
ncnonb3oBaHus UNIX-cokeTa cneayeT ybeauTbCsi, YTO KaTanor, COAepKaliuii ero, AOCTyrneH Ha
3aMMcb W YTEeHWe nMonb30BaTento, C YbMMM MpaBamu paboTaeT . Ans
rnosib3oBaTesiei, C NpaBaMn KOTOpPbLIX 6yayT paboTaTb MHTErpaLMOHHbIE MOAYNM, KaTanor AOSHKeH
6bITb OOCTYNeH Ha BbINOMHEHME, a caM caln CoKeTa — Ha 3anuMcb M JTeHue. KaTtanor no
yMonyaHuo (/var/run/) HeAOCTYNEH MOMb30BATENSIM Ha 3anucb M BbiNOSIHEHWe. [o3ToMy, ecnu
33aHO 3HayeHWe napamMeTpa User, HeobxoAMMO TaKXe yKas3aTb NyTb K aJbTEPHATUBHOMY
KaTanory Ans COKETOB B 3HayeHWW napameTpa Socket. Ecnm UNIX-cokeT co3gaTb He yaanocs,
3arpyska npekpallaeTcs;

9. NMocne 3toro co3gaetcs PID-aiin, B KOTOPOM XpaHUTCA MWHbopMaumst o6 uaeHTudukaTope
npouecca M O TPaHCNOPTHbIX agpecax, MO0 KOTOpbIM AOCTYMeH
. Katanor c PID-dhaiinoM Takxe A0/MKEH ObiTb AOCTYMNEH Ha 3anucb MoJsib30BaTeNo, C
npaBamMm Kotoporo pabotaer . Acnonb3yemblii Mo yMONYaHWUIO KaTanor /var/
run/ HEAOCTYNeH MOofb30BaTeNsM Ha 3anucb W BbiMOMHeHWe. Mo3ToMy, ecnn 3agaHo 3HauveHue
napameTpa User, HEOBXOANMO TaKXe YKas3aTb MyTb K afibTEpHaTUBHOMY KaTanory ans PID-daina
B 3HayeHUM napameTpa PidFile. Ecnn cospath PID-thaiin He ypaanoch, 3arpyska
npekpaLlaeTcs.
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AHTUBMpPYCHbII Moaynb Dr.Web Daemon

MpoBepka paborocnocobHocTn Dr.Web Daemon
Ecim B xope 3arpyskm He BO3HMUKJIO npo6neM,

coKeTbl. [N 3TOro UCNosnb3yeTcs KoMaHaa:

$ netstat -a

B cnyyae TCP-cokeToOB:

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State

tcp 0 0 localhost:3000 *:* LISTEN

B cnyyae UNIX-COKeTOB:

Active UNIX domain sockets (servers and established)

Proto RefCnt Flags Type State I-Node Path

unix 0 [ ACC ] STREAM LISTENING 1127 $var_dir/.daemon

Ecnn co3gaHHble COKeTbl HE MOSIBUIUCL B CAMCKE, 3HAUYUT, NMEIOTCS I'Ip061'leMbI 3arpysKku.

[na npoBepkn paboTocnocobHOCTK MOXXHO WCMNONb30BaTb
drwebdc, 3anycTuB €ro Ans MojyyeHus ciyxebHou WHdbopMaumMn o

. Ecnu 3anyctuTb drwebdc, OH BblAACT CMMCOK BCEX MOAAEPXKMBAEMbIX NapaMeTpoB.

B cnyyae TCP-cokera:
$ drwebdec -nHOSTNAME -pPORTNUM -sv -sb

B cnyyae UNIX-cokera:
S drwebdec -uSOCKETFILE -sv -sb

Ha koHconu nosiButcs uHgopMaums, NoaobHas creayoLlei:

- Version: DrWeb Daemon 6.00

- Loaded bases:

Base /var/drweb/bases/drwtoday.vdb
contains 5 records.

Base /var/drweb/bases/drw60003.vdb
contains 409 records.

Base /var/drweb/bases/drw60002.vdb
contains 543 records.

Base /var/drweb/bases/drwebase.vdb
contains 51982 records.

Base /var/drweb/bases/drw60001.vdb
contains 364 records.

Total 53303 virus-finding records.

Ecnu aToro He Npou3oLLsIo, CNeayeT NPOBECTU PaCLUMPEHHYIO AMArHOCTUKY:

B cnyyae TCP-cokerta:
$ drwebdc -nHOSTNAME -pPORTNUM -sv -sb -v

rotoB Kk pabote. [ns NpoBepKM
KOPPEKTHOCTM 3arpy3Kku MOXXHO Y3HaTb, CO3AaHbl M HEOBXOAMMbIE ANS €ro paboTbl
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AHTUBMpPYCHbII Moaynb Dr.Web Daemon

B cnyuyae UNIX-cokeTa:

$ drwebdc -uSOCKETFILE -sv -sb -v

bonee I'IO,CI,p06HbIl\;1 BbIBOA MOXXET MNPOACHUTb CUTYaLUUIO:

dwlib: fd: connect() failed - Connection refused
dwlib: tcp: connecting to 127.0.0.1:3300 - failed
dwlib: cannot create connection with a DrWeb daemon
ERROR: cannot retrieve daemon version

Error -12

MpoBepuTb paboTOCNOCO6HOCTL MOXHO C MOMOLLbKD MPOrpaMMbl eicar.com,
rMony4yaeMon W3 BXOASAWEro B AUCTPUOYTMB ¢halina readme.eicar.rus C MOMOUIbIO J1I060r0
TEKCTOBOro peaakTopa (CM. yKasaHusi 06 3TOM BHYTpu camoro daiina).

Ons TCP-cokeTa:

$ drwebdc -n<MMA VY3JIA> -p<HOMEP I[IOPTA> eicar.com

Ana UNIX-cokera:

$ drwebdc -u<®AWMJI COKETA> eicar.com

Pe3ynbTaToM KOMaHAbl AOMKHO 6bITb coobLueHume:

Results: daemon return code 0x20
(known virus is found)

Ecnmn ero He nosiBunocb, NpoeepbTe B haiine oTyeTa Hanmume 3anucn o NpoBepke
aToro cdavina. Ecnm daiin Tak 1 He 6bial NPOBEPEH, NPOBEANTE PACLUMPEHHYIO ANArHOCTUKY (CM. BbILLE).

Ecnu nposepka ¢aitna npoluna ycnewHo, HaxoauTca B paboyeM COCTOSAHUM.

ObpaTnTe BHUMaHWE, 4TO HEe MOXEeT CkaHupoBaTb ainbl pasmepoM 6Gonblue 2
478 ryrabant. Takve daiinbl He 6yayT OTNPaBAATLCS Ha CKaHMPOBaHWE KJIMEHTaMM

I'Ip|/| CKaHMpPOBaHN apxmnBoB 6onbLumnx pa3MepoB MOryTt BO3HUKATb OUJI/I6KI/I, CBA3dHHblE C UCTedyeHneMm
BPEMEHU OXUAaHUA. I'Ip|/| BO3HWKHOBEHMM TaKMUX OLLUMOBOK YBENNYbTE 3HAYEHNA, YKa3aHHbIE B
FileTimeout U SocketTimeout

Pe)>xuMbl NnpoBepKu

MMeeT ABa OCHOBHbIX peXnMa MpoBepKu:
e MpoBepKa (pparMeHTa AaHHbIX, NOTY4EHHOro n3 coketa (yAaNeHHOe CKAaHUMPOBaHMue);
e npoBepka daiina Ha ancke (JIokasibHOe CKaHUPOBaHMe).

Mpn ncnonb3oBaHUM NEPBOro peXxXnMa nosly4aeT AaHHble A1 NPOBEPKU M3 COKeTa
— (baKTUYECKM, 3TO HEKOTOPbIN (hparMeHT AaHHbIX. [aHHbIA hparMeHT MOXET 6blTb MOMMEHOBAHHbLIM

WM HET, YTO OTPA3UTCA WUCKIOYMTENBHO Ha (opMe 3anucu B XXypHane . Mpumep
paboThi B 3TOM peXuMe NpUBEAEH B NpedblayLleM MyHKTe: KIMEHT YnTaeT daiin u
OTCbINAeT ero AN NPOBEpKMU. MOXET MpOBEPSATL 0601

(bparMeHT AaHHbIX, He 06si3aTeNbHO dhaiin.

Bonee addhekTMBEH pexuM, B KOTOPOM npoBepsieT ykasaHHbIA dain Ha aucke —
NOKaNbHOE CKaHMpoBaHue. KnueHT coobluaeT nMwb NyTb K daiiny, a He nepenaet
Becb dain. MyTb K npoBepsieMoMy ainly 3aAaeTCs OTHOCUTENbHO (T.K. KMEHTHI
MOTYT HaxoAMTbCA Ha [ApyrMx MalwmHax W T.4.). IToT pexuMm obecneumBaeT  60nbluyto
NpOU3BOANTENBHOCTb W YNPOLLAET co3aaHne paboumx CXeM C nedeHneMm (Hanpumep, Ha ainnoBbix
cepsepax).
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AHTUBMpPYCHbII Moaynb Dr.Web Daemon

Pe)xuM NIOKaNbHOrO CKaHMpoBaHWa TpebyeT 6onee TWATENbHOMW HACTPOMKM MpaB, T.K.
npoBepsaeMblii ain AomkeH 6biTb JOCTYNEH Ha YTEHWE, @ B Cly4yae MoyToBbiX aiIoB U
MCMonb30BaHNA Cure W Delete — HEO6XOANMBI U MpaBa Ha 3anuchb.

B KOPPEKTHO HACTPOEHHOW cucTeMe

' B GOMbLUMHCTBE Cly4aeB He TpebyeTcs npas
A= agMuHUCTpaTopa (Cyneprnonb3oBaTenst root).

Mpn HeobXoAMMOCTU, MMS MOJSIb30BaTENS, OT MMEHM KOTOPOro [AO/MKEH paboTaTb

I

3a4aeTcs npy NoMoLLM User B HacCTpoMkax . Kpome Toro0,
Bbl MOXETE HacTpouUTb MOMb30BaTeNs W rpynny, UCnosb3yemble Ans  3arycka  Moayns,
mmc-hais y KOMMNOHEHTa , €C/IM OH WCTOoSb3YyeTCs

ANs yrpaBneHusi paboTol KOMMNOHEHTOB

O6pabaTtbiBaeMble CUrHasbl

MOXET MPUHMMaTb M 06pabaTbiBaTh CleaytoWwme CMrHasbi:

e SIGHUP — nepesarpy3ka KOHbUrypaumoHHoro daina;
e SIGTERM — KOPPEKTHOE 3aBepLUeHNEe paboTbl ;
e SIGKILL — MpUHYAUTENbHOE 3aBeplueHne paboTbl (B cnyyae npobnem);

e SIGUSR1 — MHULMMPYET COXPaHEHWE B XypHan

06paTMe BHMMaHWE, 4YTO CUrHaN SIGUSR1 [AO/MKEH MNOCbIaTbCA TOMbKO POAUTENLCKOMY MpOoLECCY,
MOCKOJIbKY AJ11 AOYMEPHUX MPOLIECCOB SIGUSR1 NMPUBEAET K 3aBEPLUEHUIO MpoLiecca.

XXypHan pa6oTbl U CTaTUCTUKA Ny/1a NPOLECCOB

XXypHan pa6oTbli

MocKonbKy ABNAETCA PE3VAEHTHONM NPOrpaMMon, MHdopMaums o ero pabote MOXeT
6bITb MOSyYEHA TONMbKO M3 XypHana (nora). XXypHan coaepXuT noapobHOCTM 06paboTkM Kaxkaoro
3anpoca Ha CKaHWpOBaHWE, MOJSTlyYEHHOro . ms dalna xypHana ykasbiBaeTcs B
3HAYeHMMN NapaMeTpa KOHMUIrypaLUMOHHOro daina LogFileName.

MOXET BbIBOAWTb AaHHble 06 06paboTke 3anmpocoB Ha CKaHMPOBaHME B pasHble
aiinbl, B 3aBMCMMOCTM OT KIMEHTa, KOTOPbIM BbiCNan 3amnpoc. B napameTpe ClientsLogs
KOHMUrypaumMoHHoro cakifia MOXHO YKasaTb OTAe/bHble Galfbl XypHana (MM HasHauuTb Ciyxoey
XypHanupoBaHus syslog) ans Kaaoro M3 KIMEHTCKUX MPUIOXKEHWM (Hanpumep,

).

BHe 3aBMCMMOCTM OT napaMeTpa ClientsLogs, €C/IM KJIMEHTCKOE MPUIOXKEHME 6bII0 Pacro3HaHo
, Pe3ynbTaTbl CKaHWPOBaHWA 6yayT OTMeYeHbl CreuuanbHbIM NpedukcoM npu
BbIBOAE B (baiin »xypHana. BoamMoxHbI crieaytoLlme npedukcs:

o <web>— ;

e <smb_spider>-— ;

e <mail>-— ;

e <drwebdc> — KOHCO/bHbIA KINEHT '
e <kerio>-— ;

e <lotus>-—
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AHTUBMpPYCHbII Moaynb Dr.Web Daemon

B onepauuoHHoli cucteme FreeBSD BbiBOJ Ha KOHCOMb MOXET ObITb nepexsaveH

L= cucteMHol cnyxboii syslog 1 BbiBesieH B aiin oT4eTa NOCMMBOJbHO. ITa NpobrieMa NposiBNSIETCS, ecnn
B KOH(dUrypaumoHHoM aine cnyxbbl syslog syslog.conf YCTAaHOBNEH YpPOBEHb MOAPOOHOCTM
XKYpPHaNuMpoBaHns *.info.

CraTucrtuka nyJsia npoLeccos

CTaTucTUKa TEKYLLEro COCTOSIHUSA Myfia MPOLIECCOB, KOTOPLIM UCMONb3yeTcs Ans 06paboTkyM 3anpocoB
Ha CKaAHMPOBAHWE, MOXET ObiTb BbiBeAeHa B ain XypHana Mo MOMyYEeHUO MOAYNIEM

CUrHana SIGUSR1 (curHan p[o/mKeH MocbinaTtbCs TOMbKO pPOAUTENBCKOMY  MpoLeccy,
MOCKONbKY A9 [OOYEepHMX MPOLECCOB MOJlyYeHue curHasa SIGUSR1 MpuBeAeT K 3aBepLleHuto
npouecca). HakonneHmeMm CTaTUCTMKM MO Myfy MNPOLECCOB YNpaBsieT COOTBETCTBYHOLWEE 3HAYEHUe
stat (yes WM no) B napaMeTpe ProcessesPool. CTaTUCTMKa He CyMMUpyeTcs. B Kaxkaom cnydae
BbIBOOAUTCA COCTOAHME nyna, HaKoMJieHHoe MexXAay AByMA nocneaoBatebHbiIMU  COXPaHEHUAMU
CTaTUCTUKN.

MpuMep BbIBOAA 3aMNMCK CO CTAaTUCTMKOM MyJa NpOLIECCOB:

Fri Oct 15 19:47:51 2010 processes pool statistics: min = 1 max = 1024 (auto)
freetime = 121 busy max = 1024 avg = 50.756950 requests for new process = 94
(0.084305 num/sec) creating fails = 0 max processing time = 40000 ms; avg = 118646
ms curr = 0 busy = 0

roe.

e min — MMHUMA/bLHOE KONMYECTBO NPOLIECCOB B MNY/E;

e max — MaKCUMasibHOE KOMYECTBO NPOLIECCOB B Nyne;

e (auto) — BbIBOAMTCS, €C/IN OrPaHUYEHUS Nyia NPOLIECCOB OMNPEAENsoTCA aBTOMaTUYECKH;
e freetime — MaKcMManbHoe BpeMs 6e3AeicTBuS npolecca B nyse;

e busy max — MaKCMMal/lbHOE KOSIMYECTBO OAHOBPEMEHHO 3aHATbIX MPOLIECCOB, avg — CpeaHee
KONMM4eCcTBO OAHOBPEMEHHO 3aHATLIX MPOLECCOB,

e requests for new process — KOJIMYECTBO 3aMNpoCoOB Ha co3aaHne AOMOSHNTESNIbHbLIX NPOLIECCOB
(B ckobkax NpMBOAMTCS YacTOTa 3anpocoB B CEKYHAY);

e creating fails — KONMMYECTBO HEYAAYHbIX MOMbITOK CO3A4aHMsl npouecca (06bIMHO, MO NpUYMHE
HEXBATKM CUCTEMHbIX PECYPCOB);

e max processing time — MakcMMasnbHoe BpeMsi 06paboTKmn 0QHOro 3anpoca B MUISIMCEKYHAAX;
e avg — cpegHee BpeMs 06paboTkM 04HOro 3anpoca B MUTIMCEKYHAAX;

e curr — TeKyllee obLiee KOIMYECTBO NPOLECCOB B Nyne;

e busy — TEKyLLEe KOMMYECTBO 3aHATbIX MPOLECCOoB.

HacTtpouku

MOXXHO 3anycTuTb C HacTpoViKaMm Mo YMOMYaHWIo, HO NpeanoYTUTENbHEE HAaCTPOUTb
€ro B COOTBETCTBUM C TpeboBaHMSMM W YCIOBUAM 3KCrlyaTaumu. KoHduMrypaumoHHbid - daiin
drweb32.ini u4MTaeTcH M3 Katanora $etc_dir. [N “Cnosnb3oBaHWa ApYyroro

KOH(UrypauMoHHOro aiina MnosHbli MyTb K HeMy Heo6X0AMMO YyKa3aTb MapaMeTpoM KOMaHAHOW
CTPOKM Mpu 3anycke

YCTPOMCTBO KOH(WUrypauMoHHOro aina u KpaTKoe OnucaHWe MpaBui  3adaHus  MapaMeTpoB
KOHUrypaumv npuBeaeHbl B pasaene

Cekuumsi [Daemon]
EnginePath = Pacnonoxenne wmoayns drweb32.dll (AHTMBMPYCHOE SAPO
{nyTs x danmy} )-

70T NnapaMeTp TaKXe WCNOoNIb3yETCA MOAYJIEM 06HOBNEHUS
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VirusBase =
{cnucok Macoxk darinos}

UpdatePath =
{nyTe k kaTasory}

TempPath =
{nyTe k kKaTajory}

Key =
{cnucok nyTey K oanmam}

OutputMode =
{Terminal | Quiet}

RunForeground =
{Jornueckwuit}

AHTUBMpPYCHbII Moaynb Dr.Web Daemon

3HaYeHME Mo YMOTYaHUIO:

EnginePath = %bin dir/lib/drweb32.d1l1l

Macku Ans NoAKIHOYAEMbIX BUPYCHbIX 6a3.

OTOT napaMeTp TakXe WCMonb3yeTcs MoayneM O6HOBNEHNS
Dr.Web Updater. [JonyCTMMO NepevnciieHne HECKOSIbKMX MacoK
yepes 3anaTylo.

Mo yMoOMuaHWiO BUpycHble 6a3bl  XpaHATca B dainax ¢
paclumpeHuneM . vdb

3HayeHne No YMOIYaHUIO:

VirusBase = %var dir/bases/*.vdb

KaTanor xpaHeHusi 06HOBNEHWI.

OTOT MapaMeTp wucnonb3yetcs Moaynem obHoBnenuns Dr.Web
Updater n gomkeH 6biTb 3aaaH 0693aTeNbHO.

3HaYeHMeE Mo YMOTYaHUIO:

UpdatePath = %var dir/updates/

3TOT KaTtanor wucnosb3yercs AHTMBUPYCHbIM sapom  Dr.Web
Engine ans cosaaHuns BpeMeHHbIX daiinos.

Mpn HopManbHoOW paboTe KaTanor NpakTUYECKU HE MUCTIONb3YETCs,
OH HY)XXEH AN PacrakoBKM HEKOTOPbIX BUAOB apXMBOB MM KOraa
B CMCTEME HE XBaTaeT MaMATU.

3HayeHue No YMOIYaHUIo:

TempPath = %var dir/spool/

PacnonoxeHune KtoueBbIX GaiinoB. Mo YMOMYAHMIO KIHOYEBOW
baiin MeeT paclunpeHue . key

KntoueBoii chaiin MoXeT 6biTb pa3nuyHbiM ang Dr.Web Daemon
n ana Dr.Web Scanner. COOTBETCTBEHHO, MpU HEOBXOAMMOCTH
HY>XHO M3MEHWTb HaCTPOMKM AaHHOMO NapaMeTpa.

MapaMeTp MOXET 3afaBaTbCsl HECKO/bKO pa3, YKasblBas
HECKOJIbKO JIMLIEH3UOHHBIX KtoUeBbIX (haiiioB. B TakoM ciyuyae
Dr.Web Daemon MblTaeTCA 06bEANHNTB rnpaea,
NpeaoCcTaBsieMble pasinUHbIMU JINLEH3NUSAMU.

3HayeHue No YMOIYaHUIo:

Key = %bin dir/drweb32.key

Pexxum BbiBOAa MHDOPMaLMK Npu 3anycKe:
e Terminal — BbIBOJ HA KOHCO/b,
e Quiet — OTMEHSAET BbIBOA.

3HayeHune No YMOIYaHUIo:
OutputMode = Terminal

3HayeHne Yes 3anpewaer Dr.Web Daemon nepexoauTb B
peXuM [eMOHa, T.e. CTaHOBMTbCA (DOHOBbIM mpoueccom 6e3
yrpaBnsoLWwero TepMmHana.

STa BO3MOXHOCTb MOXeT ObiTb MCMONb30BaHAa HEKOTOPLIMU
cpeacTBamMu MoHuUTOpuWHra (Hanpumep, Dr.Web Monitor).

3HayeHue No YMOIYaHUIo:
RunForeground = No
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User =
{cTpoxa}

PidFile =
{nyTs k Odaiy}

BusyFile =
{nyTp x danmy}

ProcessesPool =

{HacTpoOMKM mnyJja OPOLIECCOB}

AHTUBMpPYCHbII Moaynb Dr.Web Daemon

Monb3oBatenb, C NpaBamMu kKoToporo pabotaet Dr.Web Daemon.

PexomMeHayeTca 3aBeCcTM B CUCTEME CreLMasibHOro rnosib3oBaTtens
drweb, KOTOpbIM 6yaeT ucnonb3oBatbcs Dr.Web Daemon u
HeKOoTopbIMM  (unbTpamMn. Mcnonb3oBath Dr.Web Daemon ¢
npaBaMn root HEXenaTesibHO, XOTHA TaKOe peLUeHNe 3HAYUTENTbHO
npoLle HacTpansaeTcs.

3HayeHne 3TOro napamMeTpa He M3MEHSETCS BO BpeMsi Mpoueaypsbl
nepeynTbiBaHMA KOHUrypaummn «Ha nety» (0bpaboTku curHana
SIGHUP).

3HaYeHME MO YMOTYaHUIO:

User = drweb

WMs caiina, B KOTopbiM npu 3anycke Dr.Web Daemon
3anucbiBaeTcsa MHGopMaumnss 06 naeHTUdUKaTope ero npolecca
(pid), a Takke cokeT (ecnn mnapamMeTp Socket 3agaeTr
ncrnonb3oBaHve UNIX-cokera) unm HoMep nopta (ecnu napamerp
Socket 3aaaeT ncrnonb3oBaHne TCP-cokeTta).

Ecnv 3apaHo 6onee ogHoro napamMeTpa Socket, B JaHHOM daiine
6yneT npvcyTCTBOBaTb MHMOPMaLMs 060 BCeX 3aAaHHbIX COKeTax
(no ogHOMy B CTpOKE).

3HaYeHME Mo YMOTYaHUIO:
PidFile = S%var dir/run/drwebd.pid

[JaHHbIN ain curHanmsmpyet o 3aHatoctu Dr.Web Daemon: oH
Co3JaeTca  ckaHupytowen "konvei" Dr.Web Daemon npu
MOSlyYEHNMM KOMaHAbl W  YHWUYTOXAETCA Mocie  nepesayu
pe3ynbTaTta ee BbIMO/HEHWSI.

2m

Mms daiina, cosgaBaemoro kaxxaoi "konuei" Dr.Web Daemon,
JononHsaeTca Toukor u ASCII-npeacTaBneHnem pid (Hanpumep, /
var/run/drwebd.bsy.123456).

3HayeHue Mo yMOIYaHuIO:
BusyFile = %var dir/run/drwebd.bsy

HacTpoiku AMHaMUYECKOro Mysia NPOLECCOB.

[epBblM onpeaenserTcs KoIMYecTso NpoLeccoB B nyne:

e auto — KOJINYECTBO MPOLIECCOB OMNpeAenAeTCcd aBTOMaTU4ECKN
B 3aBUCMMOCTU OT 3arpy3kun CUCTEMbI;

e N — LUefioe HeoTpuuaTenbHoe u4ucno. Kak MUHUMYM N
npoueccos B nyne 6y4E|,YT adKTUBHbI, @ HOBbIE MNPOLECChHI 6y4E|,YT
CO3aaBaTbCA Mo Mepe HapobHocTY;

e N-M — Ue/ble MOMOXWUTENbLHOE 3HAueHus, M M>=N. Kak
MUHMMYM N MpOLECCOB B nyne 6yayT aKTVBHbI, @ HOBble
npoueccel 6yayT co34aBaTbCsl MO Mepe HaaobHOCTW, MoKa
UMCIIO MPOLIECCOB HE AOCTUIHET 3HAUYEHUS M.

[anee onpenensoTcs AOMNOHUTENbHbIE MApaMeTpbl:

e timeout = {BpemMsa B cexyHzmax} — €C/IN MNPOLECC He
CTaHOBMTCA aKTMBHbIM B TEYEHMe 3adaHHOro nepuoja
BpPEMEHM, NPOLIECC 3aKpbIBAETCS. STOT MapaMeTp He BMSET Ha
nepBble N NpoLIeccoB (OXMAALLIMX 3anpocoB 6ECKOHEYHO).

e stat = {yes|no} — cobupaTb N1 CTAaTUCTMKY MO MpoLeccam
B nyne. B cnyyae ecnu 3TOT napaMeTp paBeH yes, Npu
Nosly4YeHUn CUCTEMHOrO curHana SIGUSR1 Dr.Web Daemon
COXpaHUT TeKyLLyo HAKOMJ/IEHHYIO CTaTUCTUKY B
aiin skypHana. B MpOTMBHOM Crlyyae Y4YeT U COXpaHEeHue
CTaTUCTUKM HE NPOU3BOAUTCS.
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OnlyKey =
{Jmormueckmn}

ControlAgent =
{ampec}

MailCommand =
{cTpoxka}

NotifyPeriod =
{umcioroe 3HaueHwUe}

NotifyFile =
{nyTs k Odaiiy}

AHTUBMpPYCHbII Moaynb Dr.Web Daemon

e stop_timeout = ({Bpema B cexyHmax} — BpeMs
0XXnaaHnUsa OCTaHOBKU pa60Ta|omero npotecca.

3HaYeHME Mo YMOTYaHUIO:

ProcessesPool = auto, timeout = 120, stat = no,
stop_timeout = 1

MozktoYeHne BO3MOXHOCTM 3anpocuTb TOJMbKO KitoueBow cain
or Dr.Web Agent, He 3anpawmBas KoH@urypaumto. Mpu 3TOM
6yaeT UCNonb30BaTbCS JIOKasbHbIA KOHMUIYPALMOHHBIN dalin.

Ecnm ykasaH apgpec coketa Dr.Web Agent un 3HauyeHue
napameTpa OnlyKey YCTaHOBNEHO B No, To Dr.Web Agent
6yner oTnpaBnsATbCA CTaTuCTMka pabotel Dr.Web Daemon
(MHdopMaumsas b6yper otnpaenatecs Dr.Web Agent nocne
CKaHMpOBaHUA Kaxaoro daiina).

3HayeHune No YMOIYaHUIo:
OnlyKey = No

Anpec coketa Dr.Web Agent.

Mpumep:
ControlAgent = inet:4040@127.0.0.1,1local:/var/
drweb/ipc/.agent

Dr.Web Daemon nonyyaeT yepes 310T cokeT oT Dr.Web Agent
NNLEH3NOHHbIN KoY (M KOHGUrypaUWoHHbIA - daidn, ecnv B
KayecTBe 3HayeHusA napameTpa OnlyKey 3a4aHo No. Kpome Toro,
B 3TOM C/lyyae 4yepe3 3T10T cokeT Dr.Web Daemon otnpasenser
Dr.Web Agent cTtaTucTvKy NpoBepku (aiinos).

3HayeHue Mo yMOIYaHuIO:
ControlAgent = local:%var dir/ipc/.agent

Komanga shell, Bbi3biBaemas Dr.Web Daemon u moaynem
obHoBneHnss Dr.Web Updater ans OTCbINKM  YBEAOM/IEHUM
nosib30BaTesNto (aAMUHUCTPATOPY) MO 3NIEKTPOHHON MoYTe.

Dr.Web Daemon WCMonb3yeT 3TOT MeXaHU3M Mpu KaxaoMm
3anycke (Mepesanycke, nepesarpyske), eciv A0 UCTEYEHUSI CpPoKa
JAencTBua  kaoyeBoro aiina (oAHOro M3 KIOYEBLIX (haliNIoB)
OCTalocb  MeHee AHEN, YeM YyKasaHo B  MapaMeTpe
NotifyPeriod.

Moaynb o6HoBneHus Dr.Web Updater wucnonb3yer 3T0T
MEXaHM3M AN  PacCbliKM  MOMb30BATENSIM  MHAOPMALIMOHHBIX
MaTepuanoB, MOArOTOB/IEHHbLIX KoMnaHuel [loktop Be6, B TOM
yucne Mo BOMPOCaM, CBSA3aHHLIM C  O6HOBNEHUSMU  (ainos
nporpammbl.

3HaYeHME MO YMOTYaAHUIO:

MailCommand = "/usr/sbin/sendmail -i -bm -f
drweb -- root"

3HauyeHne AaHHOro MapaMeTpa OMpeaAensieT, 3a CKOMbKO AHEW A0
OKOHYAHMSI CpoKa AENCcTBUA KoYeBOro aiia pacchiiarTcs
YBEOOMJIEHNSI O HEO6XOAMMOCTU NMPOANEHNS TULIEH3NN.

Ecnv ykasaHo 3HaueHue 0, YBEAOMJIEHUS PaCChIIAlOTCA Cpasy
MoC/e OKOHYaHWUs AEUCTBUS KIToua.

3HayeHue No YMOIYaHUIo:
NotifyPeriod = 14

MyTb K ainy C METKOW BPEMEHM MOCMEAHEr0 YBEAOMJIEHUS O
NPOASIEHUN NIULIEH3UM.
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3HayeHWe No YMOJTYaHUIO:

NotifyFile = %var dir/.notify

NotifyType = PerynsapHoCTb  OTMpaBfieHWsl  YBEAOMMEHUS O  MPOAJSIEHUU
{Ever | Everyday | Once} JINLEH3UA:

e Once — YBeAOMJ/IEHNE MOCHINAETCS EANHOXAbI.

e Everyday — YBEAOM/IEHUE MOCHINIAETCS KaXAbli [IE€Hb.

e Ever — YBEAOMJ/IEHWE MOCHINAETCA MPU KAXKAON Mepesarpyske
Dr.Web Daemon unun obHoBneHnn 6as.

3HayeHue No YMOIYaHUIo:
NotifyType = Ever

FileTimeout = MakcuManbHoe paspeLleHHOe BpeMsi MpOBEPKM oaHoro daiina B
{uncnoBoe 3BHaueHUue} CEKyHAaX.

Ecnm  ykasaHo 3HadyeHue 0, Bpemsi npoBepku aina He
OrpaHNYMBaETCS.

3Ha4yeHue no YMOJTYaHUIO:
FileTimeout = 30

StopOnFirstInfected = MpekpalleHne NpoBepKM MMCbMa MOcC/e NepBOro 0bHapy>XEHHOro
{mormueckmnii } BUpYyca.

YCTaHOBKA 3HAYeHWs1 Yes MOXET PE3KO COKPATWUTb Harpysky Ha
MOYTOBbIN CEPBEP M BPEMS MPOBEPKM MUCEM.

3HayeHue No YMOIYaHUIo:
StopOnFirstInfected = No

ScanPriority = MpuopuTeT ckaHupytowmx npoueccos Dr.Web Daemon.

{uncnoBoe 3BHaueHUue}
3HayeHune napaMeTpa AOJIKHO 6bITb B Anana3oHe OT BbICLLEro

3HauveHunst (-20) Ao Huawero (19 ana Linux, 20 Ang ocTasbHbIX
00C).

3HayeHve No YMOJTYaHUIO:
ScanPriority = 0O

FilesTypes = Tunbl daiinos, KoTopble 6yaAyT MpPOBEPSITLCS MPY CKAHUPOBAHWUM
{cnmcok pacumpennit Qansos} no Tumy, T.e. KOrda napaMeTp ScanFiles (CM. HWXe) MMeeT
3HayeHue ByType.

[JonyckarTca cuMBOSIbI Macky 'x' n 2",

3HayeHue No YMOIYaHUIo:

FilesTypes = EXE, COM, SYS, OV?, BAT, BIN, DRV,
PRG, BOO, SCR, CMD, VXD, 386, DLL, FON, DO?, XL?
, WIZ, RTF, CL*, HT*, VB*, JS*, INF, AR?, ZIP,
rR??, PP?, OBJ, LIB, HLP, MD?, INI, MBR, IMG,
csc, CpL, MBP, SHS, SHB, PIF, SO, CHM, REG, XML,
PRC, ASP, LSP, MSO, OBD, THE*, NWS, SWF, BMP,
MPP, OCX, DVB, CPY, MSG, EML

FilesTypesWarnings = MpenynpexaeHve o dainax HeU3BeCTHbIX TUMOB.

{Jornueckwuit}
3HaYeHME MO YMOTYAHUIO:

FilesTypesWarnings = Yes

ScanFiles = [loNoNHUTENbHOE  OrpaHuyeHMe Ha  daiinbl, noanexatine
{All | ByType} MPOBEpPKE.

Mpn 3agaHuM 3HavyeHUss ByType YUUTbIBAOTCA pacLUMpPeHnUst
Cbal7|J'IOB, 3Ha4Y€Hns KOTOPbIX 3adaHbl UK NO YMOMYaHUIO, WU B
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CheckArchives =
{Jmormueckmn}

CheckEMailFiles =
{Jornueckwuit}

ExcludePaths =
{cnucok nyTen (Macok) }

FollowLinks =
{Jornueckwuit}

RenameFilesTo =
{macka}

MoveFilesTo =
{nyTe k kaTasory}

BackupFilesTo =
{nyTs k KaTajory}

LogFileName =
{syslog | nyTe k o¢anmuy}

SyslogFacility
{mMeTka syslog}

SyslogPriority =
{ypoBeHb nmOImpoBOHOCTM }

AHTUBMpPYCHbII Moaynb Dr.Web Daemon

napameTpe (napameTpax) FilesTypes.

BHYTpM nouToBbIX (DalifoB Bcerga AENUCTBYET pexuM  All.
3HauyeHne ByType MOXET BbiTb MCMOIb30BAHO TONIbKO B peXuMe
JI0KaJIbHOr0 CKAHUPOBAHMSA.

3HayeHne No YMOIYaHUIO:

ScanFiles = All

MpoBepka thalnoB, COAEPXKALLMXCA B apXmBax.

Moppepxusatotcs apxuBbl dopmaTtoB zZIP (WinZip, InfoZIP u
Ap.), RAR, ARJ, TAR, GZIP, CAB U Ap.

3HayeHue No YMOIYaHUIo:

CheckArchives = Yes

MpoBepka talnoB B No4ToBbIX (e-mail) dpopmaTax.

3HayeHne No YMOIYaHUIO:

CheckEMailFiles = Yes

Macku ans Tex (ainos, KOTOPbIE HE A0MKHBI MPOBEPATHCS.

3HayeHmne NO YMOIYaHUIO:

ExcludePaths = /proc, /sys,/dev

CnepfoBaHMe CMMBOIMYECKMM CCbIJIKaM MpY CKaHUPOBaHWMN.

3HaYeHME MO YMOTYAHUIO:
FollowLinks = No

Macka ans nepemmeHoBaHus ¢aﬁnos,ecnm Cpa60TaﬂO
Rename.

3Ha4yeHue no YMOJTYaHUIKO:
RenameFilesTo = #?°?

MyTb K KaTanory

3HayeHue Mo yMOIYaHuIO:
MoveFilesTo = %var dir/infected/

KaTanor Ans coXpaHeHust 3apaxeHHbIX haiinoB, KoTopble 6binu
Bbl/IEYEHbI.

3HayeHue Mo yMOIYaHuIO:
BackupFilesTo = %var dir/infected/

MapaMeTpbl perncTpaumm cobbITUiA:

UMs daiina xypHana wam syslog, €ClIM HYXHO WCMOSb30BaTb
CUCTEMHBbIN cepBuc syslog.

3HaYeHME MO YMOTYaHUIO:
LogFileName = syslog

npu NCnonb3oBaHUM CUCTEMHOIO CcepBUCa syslog.

3HayeHre No YMOJTYaHUIO:
SyslogFacility = Daemon

BEEHUS dKypHasia Mpyv WCMOSb30BaHMM
cucTeMHoro cepsica syslog.
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LimitLog =
{Jmornueckwuit}

MaxLogSize =
{uncnoBoe 3BHaueHUue}

LogScanned =

{Jmornueckwuit}

LogPacked =
{Jmornueckwuit}

LogArchived =
{Jornueckwuit}

LogTime =
{Jornueckwuit}

LogProcessInfo =
{Jmormueckmn}

AHTUBMpPYCHbII Moaynb Dr.Web Daemon

[lonycKaeTcsa UCnosib30BaHWE CNIEAYIOLLMX YPOBHEN:
e Error

® Alert

® Warning

® Info

® Notice

3HayeHre No YMOJTYaHUIO:
SyslogPriority = Info

OrpaHuyeHre pasmepa aiina xypHana.
MrHopupyeTcs npu UCrosib30BaHNM CUCTEMHOTO cepBica syslog.

OrpaHuyeHre pasMmepa alina >xypHana peanvsyercs creayolmnm
06pa3oM: Mpu 3amycke WAM MoslydeHun curHana Hup Dr.Web
Daemon npoBepsieT pasMep aina >XypHana, U eciuM OH
MPEBbLILIAET 3HAYeHWEe, 3afaHHOE B MapaMeTpe MaxLogSize,
dainn xypHana CTUPAETCA U BEAEHWE dXypHasia HauMHaeTcs C
Hy/IS.

3HayeHue No YMOIYaHUIo:
LimitLog = No

MakcuManbHbIv pa3Mep daina XypHana B KunobanTax.

MMeeT cMbICN TONbKO ecnu He NCNONb3YETCA syslog M LimitLog
= Yes.

Ecnun ykasaHo 3HavyeHue 0, pasMep daiina xypHana npoBepsTbCS
He 6yaerT.

3HayeHue No YMOIYaHUIo:
MaxLogSize = 512

BbiBoa B haiin ypHana uHdbopMauuM 060 BCEX MPOBEPSIEMBbIX
06bekTax, HE3aBMCMMO OT TOr0, 06HaPY>KEHbI BUPYChI UMW HET.

3HayeHue No YMOIYaHUIo:
LogScanned = Yes

BoiBog B aiil KypHana AOMONHUTENbHOW MHdOpMaumMn o
baiinax, ynakoBaHHbIX yTunutamm DIET, PKLITE v ap.

3HayeHune No YMOIYaHUIo:
LogPacked = Yes

BbiBon B ain KypHana [OMOSHUTENbHOW WHbopMaumum 06
apxvBaTopax.

3HayeHue No YMOIYaHUIo:

LogArchived = Yes

BbiBOA B chaiin )ypHana BpEMEHU KaXaok 3anmcu.

MMapaMeTp He MMEEeT CMbIC/la MPU WCMONb30BaHUM CUCTEMHOMO
cepsuca syslog

3HayeHue No YMOJIYaHUIO:

LogTime = Yes

BbiBoA B (haiin xypHana nepen KaXkaol 3anucbio AaHHbIX 0 pid
CKaHupytoLlero npowecca v agpece dunbTpa (MMEHM XocTa Wau
IP-agpece), ¢ KOTOPOro MHMLMMPOBaHa NpPoBepKa.
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RecodeNonprintable =
{Jornueckwuit}

RecodeMode =
{Replace | QuotedPrintable}

RecodeChar =
{"?" | "_" | .. }

Socket =
{cnoucox anmpecos}

SocketTimeout =
{uncnoBoe 3BHaueHUue}

AHTUBMpPYCHbII Moaynb Dr.Web Daemon

3HayeHre No YMOJTYaHUIO:
LogProcessInfo = Yes

MepekoanpoBka Mpu BbiBOAE B (ain KypHana CUMMBOJIOB, He
ABNAOLWNXCA 0T06pa)KaeMbIMVI ana AaHHOro TeEpMUHana (CM.
cnepyiowme ABa napameTpa).

3HayeHmne NO YMOIYaHUIO:

RecodeNonprintable = Yes

l[lpy RecodeNonprintable = Yes  3afjlaeT  MeToA
MepeKoANPOBKN HEOTOBPAXKaeMbIX CUMBOSIOB.

[lpn RecodeMode = Replace BCE TakWe CUMMBOJSIbl 3aMEHSAIOTCSH
Ha 3HayeHue napamMeTpa RecodeChar (CM. HUXE).

lpn RecodeMode = QuotedPrintable MNPOU3BOAUTCS
nepekoaMpoBKa HeoTobpaXkaeMblx CMMBOMOB B (opmaTt Quoted
Printable.

3HaYeHME MO YMOTYAHUIO:
RecodeMode = QuotedPrintable

MpM RecodeMode = Replace 3a4a€T CUMBOJ, Ha KOTOPbIN
6yayT 3aMeHeHbl BCe HEOTOBPaXKaeMble CUMBOJIbI.

3HaYeHME MO YMOTYAHUIO:
RecodeChar = "?"

OnncaHue CoKeTa, KOTOpbiM 6yAEeT WCMOoNb30BaH ANs CBSA3W C
Dr.Web Daemon.

Mpumep:
Socket = inet:3000@127.0.0.1,local:%var dir/
.daemon

Tarke MOXXHO aipec KaXxoro U3 COKETOB yKa3blBaTb B OTAEIbHOM

napametpe B dopmaTe IIOPT [mHTepderichr] | AW
[mocTyn]. CooTtBeTctBeHHO, Aans TCP-coketa: [IOPT -
[JECATUYHBI  HOMEp MopTa, WHTepdencbl - CNUCOK MMEH

nHTepdelicoB unu IP-agpecoB, Ha KoTopbix Dr.Web Daemon
6yZeT NpMHMMaTb 3anpochl.

Mpumep:
Socket = 3000 127.0.0.1, 192.168.0.100

Ons UNIX-coketa: ®AWNI - uMms coketa, OOCTYn - BOCbMEpUYHOoe
3Ha4YeHue Npas A0CTYNa K HEMY.

Mpumep:

Socket = %$var dir/.daemon 0660
KonnuectBo 3HauyeHuii B cnncke Socket He orpaHuyeHo, Dr.Web
Daemon 6yaet paboTaTtb CO BCEMU U3 OMUCAHHbIX COKETOB.

Ytobbl Dr.Web Daemon npvHUMan 3anpocbl 4epe3 Bce
AOCTYyMHble  WMHTepdelchl, ANnd napaMeTpa creayeT 3afaTb
3HayeHue 3000 0.0.0.0.

3HayeHue Mo yMOIYaHuIO:
Socket = %$var dir/run/.daemon

Bpemsa B cekyHAax, OTBeAEHHOe [Ans MpueMa/nepeaayn Bcex
AaHHbIX 4epe3 CcokeT (BpeMsi CKaHMpoBaHus cailna He
YUYMTbIBAETCA).

Ecnu ykasaHo 3HaueHue 0, BpeMs He 6yAeT orpaHuyeHo.
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3Ha4yeHue no YMOJTYaHUIO:
SocketTimeout = 10

Creaylowme napaMeTpbl MOryT 6biThb WUCMOMb30BaHbl AN YMEHbLIEHWUS BPEMEHW MPOBEPKM apxmBoB (3a cuyeT
0TKa3a OT MPOBEPKM HEKOTOPbIX O6BLEKTOB B apxuBe). ECiM 06beKT MoAmnaaaeT noj OrpaHuueHus, Co3AaHHble
3TUMM MapaMeTpaMu, TO K HEMY MPUMEHSIETCS [eiicTBUe ArchiveRestriction, KOTOpoe 3afaHo B chalinax

KOHMUrypaumm pasnmnyHbIx huibTpoB.

MaxCompressionRatio = {umucisosoe
3HaUeHMe }

CampressionCheckThreshold = {uuciosoe
3HaUeHMe }

MaxFileSizeToExtract = {unciioBOE
3HaueHMe }

MaxArchivelevel =
{umcioroe 3HaueHwUe}

ClientsLogs =
{cnucox cTpoxk}

MakcvManbHbI KO3hMUUMEHT C©KaTwsl, T.e. OTHOLUEHME [ASWHbI
aiina B pacnakoBaHHOM BuAe K A/vHe daiina B 3anakoBaHHOM
Buae (BHYTpY apx1Ba).

Ecnv koapUUMEHT MpeBbILAeT AaHHOE 3HayeHwe, cain He
6YyZET M3BMEYEH U, COOTBETCTBEHHO, HE BYAET NPOBEPEH.

MapaMeTp MOXET NMPUHMMATb TOJIbKO HaTypasibHble 3HAUYEHUSI U He
MOXXET ObITb MeHbLLE 2.

3HayeHne No YMOIYaHUIO:
MaxCompressionRatio = 5000

MWHMManbHbIM pa3Mep ailna BHYTpU apxMBa B KuiobauTax,
HauMHasi C KOToporo ©OyaeT  MpouM3BOAWUTBLCA  MpOBEpKa
KoapduumeHta okatuss (ecnm 3TO NpeanuMcaHo MapaMeTpoM
MaxCompressionRatio). [lofkeH 6bITb yka3aH pa3mep 6onbLue
0.

3HayeHue No YMOIYaHUIo:
CompressionCheckThreshold = 1024

MakcuManbHbIi pasMep daina B kunobantax, M3BNEKAEMOro U3
apxwBa.

Ecnu pasmep chaiina BHyTpY apxvBa MPEBLILIAET 3TO 3HAYEHWE, OH
6yaeT nponyLieH.

3Ha4yeHue no YMOJTYaHUIO:
MaxFileSizeToExtract = 40960

MaKcuMasbHbI  YPOBEHb BNOXEHHOCTU apXvMBOB (KOrda apxwB
BJIOXKEH B @apXMB, KOTOPbI TOXE BMOXEH B apxuB U T.A4.).

Mpv NpeBbILWEHMM 3TOr0 YPOBHS apXxuB byaeT nponylieH (He 6yaet
NMPOBEPEH).

3HaYeHME MO YMOTYAHUIO:
MaxArchivelevel = 8

MapameTp pasaeneHuns $hannos xypHana.

Ecnv npu obpaweHnn k Dr.Web Daemon KIMEHT nepeaaer B
pacCLUMpEHHbIX OMuMsIX CBOW WAeHTUdMKaTop, dain XXypHana
K/IMEHTa 3aMEHSIETCS Ha TOT, KOTOpbIM YyKasaH B MapaMeTpe
ClientsLogs. OnucaHus fOroB pasgensioTcs 3ansdTbiMU uau
npobenamu.

B cnyyae 3ajaHus B napameTtpe 6osblue WecTy daiinoB XxypHana
CTPOKa KOHUIypaLMOHHOO dhaiina cYMTaeTC HEBEPHOM.

dannbl oOTYETA KIIMEHTOB 3a4al0TCA B BUAae:
ClientsLogs=<umMsa kaueHTal>:<nyTb k oanny>, <umsa
KJIMEeHTaz2>:<nyTb K obanuy>.

MMA KnMeHTa MOXET bbITb O4HUM M3 cneayrLwnx:

e web — Dr.Web ICAPD;
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MaxBasesObsolescencePeriod = {u4ncCJIOBOE
3HaUYeHue }

MessagePatternFileName = {IyTb K
baniy }

MailTo =
{ampec 2JIEKTPOHHOM IIOYTH }

AHTUBMpPYCHbII Moaynb Dr.Web Daemon

e smb spider — Dr.Web Samba SpIDer;

e mail — Dr.Web MailD;

e drwebdc — KOHCOMbHbIN KNNEHT [lemona Dr.Web;
e kerio — Dr.Web gns vnHtepHeT-uuit030B Kerio;
e lotus — Dr.Web gns IBM Lotus Domino.
Mpumep:

drwebdc: /var/drweb/log/drwebdc. log,

smb:syslog,
mail:/var/drweb/log/drwebmail.log

3HayeHue No YMOIYaHUIo:
ClientsLogs =

MakcuManbHbIi  Mepuos  BpeMeHM (B 4acax) C  MOMeHTa
nocnegHero 06HOBMEHMS,, B TeYEHME KOTOPOro BUMpYCHble 6a3bl
cumntatoTcs "ceexxumn'.

Mo WCTeYeHWM 3TOr0 BPEMEHM, B KOHCOMM  BbIBOAWUTCS
YBELOMJIEHWE O TOM, YTO 6a3bl yCTapesnu.

Ecnu ycTaHoBneHo 3HayeHue 0, To akTyanbHOCTb BUPYCHbIX 6a3 He
npoBepsieTcs.

3HayeHve No YMOJTYaHUIO:
MaxBasesObsolescencePeriod = 24

Myt Kk danny wabnoHa cooblleHnss 06 WCTeYEHUM Cpoka
LENCTBUS NULIEH3UN.

Mo3BONSIET MOML30BATENIO OMPEAENUTL COOBLLIEHNE 06 UCTEUEHMUM
CpOKa [ECTBUS NLEH3WUN B YAOBHOM AN Hero Buae. B wabnoHe
COO6LLEHMS MOTYT BbITb MCMOJIb30BaHbl CEAYIOLME MEPEMEHHbIE,
BMECTO KOTOpbIX 6yAyT aBTOMaTUYECKU MOACTAB/EHbI CleaytoLme
3HaYeHUs:

e SEXPIRATIONDAYS — KOJIMYECTBO AHEN A0 UCTEYEHUS CpoOKa
NNLUEH3UN,

SKEYFILENAME — MyTb K JIMLEH3MOHHOMY KJ/IIOUEBOMY
danny;

e SKEYNUMBER — HOMED JIULIEH3MK;

e SKEYACTIVATES — [aTa aKTVUBALMMW JINLEH3UK;

e SKEYEXPIRES — [aTa 3aBepLUeHUss Cpoka AencTens
NINLEH3UN.

Ecnv  nmonb30BaTenbckuii  WabnoH OTCYTCTBYET, MCMOMb3YEeTCs
COO6LLEHME MO YMONMYAHUIO Ha aHITIUIACKOM SA3bIKE.

3HayeHue No YMOIYaHUIo:

MessagePatternFileName = %etc dir/templates/
drwebd/msg. tmpl

MoYTOBbLIM aApec aAMUHWUCTPATOpPA AS OTMPaBKM COODLLEHM 06
UCTEYEHNN CpOKa [AEMCTBMSI JIMLEH3MM, YCTapeBaHWUM BUPYCHbIX
6a3 un np.

3HaYeHME MO YMOTYAHUIO:
MailTo =
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Moaynb nHterpauum c dannosbiM cepBepoM Samba

WNHTerpaumsa cepBuca pe3VAEHTHOW aHTUBMPYCHON NPOBEPKW, OCYLLECTBNAEMON KOMMOHEHTOM
, C cepBepoM dannoBoi cnyx6sl Samba ocylecTBnseTca yepes crneumanbHblii KOMMOHEHT
, 33/la4a KOTOPOro COCTOUT B TOM, YTOBbl OTNPABAATb Ha aHTUBUPYCHYIO

MpOBEPKY Mofyso aiinbl, K KOTOPbIM 06PALLAIOTCA KJIMEHTbI (halsIOBON CITYXObl
Samba.

TpeboBaHus

[Ans viHTerpaumu dannosol cnyx6bl Samba ¢ cepBMCOM aHTUBUPYCHOW 3aLLUThI HeobxoanmMo

Hann4yune cnegyowmnx KOMnoHEHTOB:

e YCTaHOB/EHHbIA N HACTPOEHHBIN cepBep dalinoBoi cnyx6bl Samba Bepcun He Huxe 3.0 (3.0.x —
3.5.x).

e YCTaHOB/EHHbIV W 3anyLLEHHbIV n AHTUBMPYCHOE S4pO0 BEpPCUU
6.0.2;
o NoaknioyaeMsblii Moay/b , COBpaHHbIA C NOAAEPKKOMN TEX XKE OMUWNA,

KOTOpble ucnonb3lyet Samba.

e [1n9 Mcnonb3oBaHus (Beb-uHTEpPdENC) HEOBXOAMMO Hanuume B CUCTEME
YCTaHOBJ/IEHHOro KoMnoHeHTa Webmin.

' MMEET OrpaHUYeHHYI0 noaaepxky daiinosoro cepeepa Samba Bepcum 4:
A% noanepXXMBAETCS TONMbKO s3£s M He MOAAEPKMBAETCS ntvEs.

NMoaxntouenmne moayns Dr.Web Samba VFS SpIDer

K koHdwurypaumoHHoMmy caiiny Samba (/etc/samba/smb.conf MO YMOMYaHWUIO) Heo6X0AMMO
no6aBuTL pasgen, npuMep KOTOPOro MpYBEAEH HWXKE, M OTpedaKTMpOBaTb €ro B COOTBETCTBUM C
MCMOMb3yEeMbIMU MYTAMU.

[drweb audit]

comment = Dr.Web protected directory

path = /xaranor/xoTopsri/HYXHO/ 3aIMATUTE /

vis objects = smb spider

smb_spider: config = <OyTe K KOHQUI'YPALMOHHOMY OGallily WM aIpecC COKeTa
AreHTa>

writeable = yes

browseable = yes

guest ok = yes

public = yes

Mocne 3Toro HeobxoaMMo nepesanycTuTb dainoBbili cepeep Samba.

Ecnu Bbl XOTWTE, UTOBbI ANd KaXAOro 3aliMLIaeMoro pasaensieMoro pecypca MOXHoO 6bl1o 3aaaBaTb
cBoW (hain HacTpoek, N06aBbTe CTPOKY C MYTEM K KOHMUIypaLMOHHOMY daliny

smb_spider: config = %etc dir/smp spider.conf

B CEKLMIO A1St KaXK[Oro U3 pecypcoB.
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MOXET TaKXe Mosy4yaTb HeO6XOAMMbIE HACTPOMKM OT Moayns
. Ana noakniouyeHUsl 3TON BO3MOXHOCTU B KOHMUIYpaLMOHHOM daine smb.conf 3aMeHuUTe
CTPOKY C MyTeM K KOH(UrypaumoHHoMy daiiny smb spider.conf ANS KaX4Oro 3aliMLIAaeMoro
pecypca Ha CreyiolLyio:

smb spider: config = <ampec cokera Dr.Web Agent>

Mpumep:
UNIX cokeT (Mcnonb3yertcs 3anyLleHHbIN Ha NIoKanbHOWM MalLMHE):

smb_spider: config = local:%var dir/ipc/.agent

TCP-cokeT (Mcnonb3yeTtcst 3anyLeHHbIN Ha yAaNeHHON MalMHE B CETH):
smb_spider: config = inet:4040@127.0.0.1

Ob6patnTe BHMMaHWe, 4TO €C/IM Bbl yKaXeTe agpec B smb_spider: config, TO
Takke byaer nocelnatb CTaTUCTUKY . Ansi KoppekTHoM

paboTbl PyHKUMM cbopa M OTCBINIKM CTaTUCTUKM COOTBETCTBYIOLWAS CTPOKa C agpecoMm

JO/MKHA BbITb A0BaB/IEHa B KaXAYIO M3 CEKUMIN 1S KaXaoro U3 pasaenisieMbiX pecypcoB.

3anyck

MoHuTOP aKTUBU3MPYETCS, KOrAa Kakon-HMEyab U3 KIIMEHTOB MbITAeTCs
OTKpbITb pecypc obluero Aoctyna Ha cepsepe. [py ero MHUUManuM3aumumM nNpousBoaATCa cneayolme
JencTeng:

e MpoBepsieTcs Bepcusi MHTepdeica n cepeepa Samba;

. ynTaeT dain koHdpUrypauum
($etc dir/smb spider.conf MO YMONYaHWIO);

. OTCNeXMBAET halsioBble onepaumn, NPOU3BOAMMbIE KITMEHTAMM.

Ha nepBoM M BTOpPOM 3Tanax BbIBOAMT WMH(OPMALMIO B CUCTEMHBbIN
xypHan syslog. Mo yMonyaHuiO WUCMOMb3yTCS Chefylowme 3HauYeHUs MapaMeTpoB YNpPaBNSOLMX
paboTol CMCTEMHOrO cepBuca syslogd:

SyslogFacility = Daemon
SyslogPriority = Info

B3aMMO,CI,el\;1CTBYIOLI.Me 3JIEMEHTbI PEKOMEHAYETCA 3aNyCKaTb B TAKOM MOpPAAKE:
* 7

[nsa obecneyeHns onTMManbHOW NPOM3BOAUTENLHOCTY PEKOMEHAYETCS 06paTUTb 0c060e BHUMaHWE Ha
HACTPOViKy MpaB A0CTyna K pecypcam.

' Ecnn 3anyLleH C npaBaMu, KOTopble He obecneunBaloT eMy AOCTYMn Ha uTeHue (ans

4= nowucka BUMPYCOB) W Ha 3anuch (ANa yaaneHus, nedeHus u T.4.) K dainam Ha pasaensieMoM pecypce, OH
no ymMonuyaHuto 6yaet paboTaTb B peXXMMe HEMoKasIbHOro CKaHMPOBaHMS U NOJTyYaTb HYXXHble eMy aisbl
yepes COKET. ITO 3HAUMTENIbHO CHU3UT CKOPOCTb paboThl.

He MOXEeT CKaHMpoBaTb alinbl pasMepoM 6onblue 2 rurabaiiT, nosToMy
He 6yZeT OTNPaBsTh Takue alifibl Ha CKaHWPOBaHKE.
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Hacrpounku

MOXXHO 3anycTuTb C HACTpOiiKaMm MO YMOMHYaHUIO, HO /yYlle HAaCTPOUTb
€ro Ans COOTBETCTBMSI HEOOGXOAUMbIM TPEGOBAHUAM M YC/IOBMAM 3KCMTyaTauuu. KOHMbUrypaLUMoHHbIN
¢dalin smb spider.conf MO YMONYaHWUIO YUTAETCS U3 AMPEKTOPUM Setc dir. [Ns UCNOMb30BaHUs
APYroro KOHMUrypaunoHHoro daiina nonHbii NyTh K HEMY HEOBXOAMMO YKa3aTb B KOH(MOMIYpaLMOHHOM
daiine smb.conf, 4o6aBMB TyaAa CrEAyOLLYO CTPOKY:

smb_spider: config = /my/new/path/smb spider.conf

YCTPOWCTBO KOHUIrypaLMOHHOro daina U KpaTKoe OMnvcaHue ero napaMeTpoB MpuBeAEHbI B pasgene

Cekumsi [DaemonCommunications]

Address = {cnmcokx ampecos} Crimcok aZipecoB COKETOB A1 CBA3U C
Azpeca B CrvcKe pa3fensoTcs 3ansiTbiMu.

3HaYeHME MO YMOTYAHUIO:
Address = pid:%var dir/run/drwebd.pid

Cache = {joruueckwmii} Xpauute nn B namsitu IP-agpec y3na, Ha KOTOpoM paboTtaer

Ecnu ycTaHoBneHo B No, To IP-agpec y3na 6yaer 3anpalumBaThCs
KaXkabli pa3 Mpy BO3HWKHOBEHUM HEOBXOAMMOCTU MPOBEPUTL TOT
Unn MHOM aiinl Ha BUPYChl. DTOT MapaMeTp UCMOJb3YETCS TOMbKO
B C/lyyae, Koraa CBs3b C OCYLLECTBSETCS
yepes TCP-cokeTbl (CM. NpeablayLLMii NapamMeTp).

3Ha4yeHue no YMOJT4YaHUIO:
Cache = Yes

Timeout = {umcrioroe 3HaueHUe)} BpeMsa B cekyHAaX, OTBEAEHHOE A/l CKaHWPOBaHWUSI OAHOro
aiina.

Ecnu 3HauyeHue 3Toro napametpa paBHO 0, BpeMsi CKaHMPOBaHWS
HE OrpaH1yeHo.

3HaYeHME MO YMOITYAHUIO:
Timeout = 120

UseTcpNodelay = {jormueckwmiz} BO3MOXXHOCTb MCMOJIb30BaTh OMUMIO TCP NODELAY A1l HAaCTPOUKU
paboTbl TCP-cokeTa, MO KOTOPOMY OCYLLECTBASIETCS CBS3b C

STOT MapaMeTp WCMonb3yeTcss TONMbKO B Clydae KaKux-inbo
Npo6eM C YCTOMUYMBOCTBIO CETEBOTO COEAMHEHMS.

3HayeHue No YMOIYaHUIo:
UseTcpNodelay = No

Cekumsl [Scanning]

HeuristicAnalysis = {Off | On} BkntoueHne/oTkIoUeHNE NCnonb3oBaHUA 3BpMCTMLIECKOI'O
daHasin3a.

IBPUCTMYECKMI  aHann3 [enaeT BO3MOXHbIM  OBHapyXeHue
HEM3BECTHbIX BMPYCOB MO anpUOPHbIM  COOBPaXXeHUSAM 06
YCTPOWCTBE BMPYCHOro Kofa. OCOBEeHHOCTbIO 3TOr0 TWMA Moucka
BUPYCOB SIBMIIETCS  BEPOSITHOCTHBIA  XapakTep 06Hapy»XeHus
3apa)KeHWsi, YTO MO3BOJISIET MOBOPUTb HE O 3aPAXEHHbIX, A O
MOAO3PUTENbHLIX 06bekTax. [lpy OTK/YEHWM 3TOTO PeEXMMA
OCYLLIECTB/IAETCS TOMIbKO MOUCK WM3BECTHBLIX BUPYCOB MO BUPYCHbLIM
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6asam «/lokTop Be6>»

LleanVI KnacC nporpamMMm BBMAY WCNOJSIb30BaHMA CXOAHOro cC
BUPyCaMMU KOAa MOXET BbI3blBaTb JIOXHbIE Cpa6aTbIBaHVI$I
3BPMCTM'-IeCKOI'O aHanunsa. Kpome TOro, [aHHbIN PEXNM MOXET
HE3HA4YUTENBbHO YBENNYUTDL BpeMA NpPOBEPKNU. [aHHble
obcToATenbCTBa MoryT 6bITb AOBOAAMM B NoJib3y OTK/THOYEHUSA
3BpMCTM'-IeCKOI'O aHanunsa. BMecte c TeM, BKJIHOYEHME 3TOr0 TuMa
aHan3a yBeIMYMBAET HAaAEXHOCTb aHTMBMPYCHOl\;I 3allnThl.

Bce aiinbl, 0BHapy>XeHHble IBPUCTMYECKUM aHanm3oM, nydlie
BCErO  OTMpaBWUTb  pa3paboTumkaM  4yepes cant  hiip://
vms.drweb.com/sendvirus/.

OTnpaBky MoAo3puUTeNbHbIX (alIoB PEKOMEHAYETCS NMPOU3BOAUTb
crnepyowmM obpa3oM: 3anakoBaTb (aiil B apxuB C MaposieM,
naponb coobwuTb B Tene nucbMa, MNpU 3TOM XenaTesibHO
npunoxutb ot4eT Dr.Web Daemon vunv Dr.Web Scanner

3HayeHue No YMOIYaHUIo:
HeuristicAnalysis = On

StripPath = {umcnoBoe 3HaueHUe} MNo3Bonger yaanuTb 3ajaHHOE KOMMYECTBO CErMEHTOB M3 Hadana
nyTn Ana CKaHUpoBaHUA.

Ecnv 3amaHo 3HadeHve 0, TO MCMOMb3yeTcss MOMHbIM MyThb. Mpw
3HayeHun, paBHOM 1, M3 MyTM ybupaeTcs cerMeHT 4O MepBOro
pasgenutenst nytu — cumBona "/" (cnew) — BkAUKUTENLHO. [pun
3Ha4yeHun, paBHOM 2, U3 MyTU ybupaeTcs CerMeHT A0 BTOPOro
pasgenvTens Nyt BKIOYUTENBHO.

Mpumep:

[onycTtuM, B Ka4ecTBe NyTu ANs CKaHMPOBaHWS 3aAaH
path = /mexmit/nyrs/x/file.ext

Torpaa npu stripPath = 1 MyTb NPUMET CNEAYHOLINIA BUA:
path = mexmit/nyrs/x/file.ext

MNpu stripPath = 2 MyTb MPUMET BUA:

path = nyrs/x/file.ext.

3HaYeHME MO YMOTYaAHUIO:
StripPath = 0

PrefixPath = {nyTe x kaTasory} 3a/1aeT CEerMeHT NyTH, KOTOPbIM A06aBnseTcs K Havany nyTu Ans
CKaHWpOBaHUsi, MOCe TOro Kak 3TOT nyTb Obin  obpaboTaH
MapamMeTpoM StripPath.

3HayeHMe [aHHOTrO MapaMeTpa He [O/MKHO  OKaHYMBaTbCA
cumBonioM /" (cnew). Heobxoaumblii paspenutens nyTu 6yaet
A06aBneH NporpaMMoli aBTOMaTUYECKH.

Mpumep:

ﬂOI‘IYCTVIM, B KayecTBe nyTu Ansg CKaHMpoBaHWUA 3a4aH

path = /mexmit/nyrs/x/file.ext

OH 6bin o6paboTtaH napameTtpom StripPath co 3HaueHneM 2 un
NPpUHAN BUA:

path = nyrs/x/file.ext

Toraa nocne ABTOMATUYECKOM NOACTAHOBKM pasaenutend nyTtu
"/" n 06paboTKM NApaMeTPOM PrefixPath = /coscem/mpyroi,
NyTb NPUMET CNEAYIOLWNI BUA:

path = /coecem/mpyron/nyTs/k/file.ext

3HaYeHME MO YMOTYAHUIO:
PrefixPath =
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MaxFileSizeToScan =
{uncnoBoe 3BHaueHue}

ScanMode =
{onWrite | onRead | onAccess}

RewriteDataBase = {noruueckwi}

BlockedCacheSize =

{umcygoBoe BHaueHue}

AllowedCacheSize =
{umcygoBoe BHaueHue}

Mopaynb nHTerpauum c daiinosbiMm cepsepom Samba

YCTaHaBNMBAET MaKcMMasibHbIM pasMep daiina ansg cKaH1poBaHus
B KunobawTax.

Mpw 3HauyeHun 0 ckaHMpoBaTbCsa ByayT daiinbl Noboro pasMepa.

3HayeHue no YMOJT4YaHUIO:
MaxFileSizeToScan = 0

Bo3MOXHbI cneaytolme 3HayeHus AaHHOro napameTpa:

e onAccess — (alnibl 6yayT CKaHMPOBATbCA MpW  MOMbITKE
OTKPbITUS WM 3amycKa M Npy 3aKpbITUK (MOCNe CO3AaHWs UK
N3MEHEHUS).

e onRead — (ainbl ByayT CKaHMPOBATLCS TONMBKO MPU MOMbITKE
OTKPLITUS UM 3anycka. JTOT PEeXWM MO3BOMSIET YBEMUYUTH
CKOPOCTb  paboTbl  CUACTEMbI, HO  CHWXAeT  YpPOBEHb
AQHTUBMPYCHOW  3aluMTbl, MOCKO/bKY ainbl  He  6yayT
MpOBEPSITCS MPU KOMWPOBaHUM Ha cepBep. XOTS 3apaXeHHble
daiinbl  He  MoryT  6biTb  3armylleHbl  yAaNeHHbIMM
rMosib30BaTeNsSIMU B 3TOM pexuMe, Takue daiinbl MOryT 6biTb
3anyLeHbl NOMb30BaTENSIMU C JIOKaNbHBIM AOCTYNOM K 0Ll
anpektopum (T.e. B 06xoA cepeepa Samba).

e onWrite — (alnbl 6yayT CKaHMPOBAaTbCS TOSIbKO Mpw
3aKpbITUKN, MOCME CO3A4aHWS WU M3MEHEHUs. DTOT PEeXuM
MO3BOJISET elle 60sbLLe YBENMYUTL CKOPOCTb PaboTbl CUCTEMBI,
HO CYLLECTBEHHO CHMXKAET YPOBEHb 3alLMTbI, MOCKOJIbKY halibl
6yayT 3anyckaTbCs 6e3 mpoBepku. [onb3oBaTesb, UMEHLLNI
JIOKaNbHBLIM  AOCTYn K obllei aupekTopun (T.e. B 06Xx0A
cepeepa Samba), MOXET CKOMMPOBATb Tyda 3aPaXXEHHbIN
aiin, KoTopbli MOXeT 6blTb  BMOCNEACTBUM  3amMyLUeH
YAANEHHbIMU NOSIb30BaTENSAMM.

3HayeHue No YMOIYaHUIo:

ScanMode = onAccess

Mpy 3HayeHUM Yes AAHHOrO MapameTpa 6a3bl 3ab610KMPOBAHHbIX
(MHOUUMPOBaHHBLIX) U paspelleHHbIX  (4ncTbix)  dalnos
nepe3anucbiBaloTcs, Kak TONMbKO K AMPEeKTopuu obluero AocTyna
06paLlaeTcs HOBbIV MOSIb30BaATESb.

3HayeHwe No YMOJIYaHUIO:

RewriteDataBase = Yes

YcTaHaBnvBaeT pasmep 6a3bl
(MHWLMPOBaHHbIX) dalinoB B H6alTax.

3a610KMPOBAHHbIX

Mpu 3HayeHUM napameTpa paBHOM 0, 6asa 3ab61OKMPOBAHHbIX
baiinoB He co3paetcs.

Mpn 3HAYeHWM, OTIMYHOM OT Hyns, B 6a3y 3anucbiBatoTca md5
XELU-CyMMbl COAepXMMOro ainos, yxe npoBepeHHbiX Dr.Web
Daemon, 1 NpU3HaHHbIX MHMULMPOBaHHLIMK. Mpy Nnocneayowmx
MOMbITKAX OTKPbITUS 3TUX (ainoB nx md5 XeLl-CyMMbl CBEPSIHOTCS
C XpaHawWwmMmucs B 6ase, U B ciydyae coBnaaeHus dain npusHaeTcs
MHUUMPOBaHHLIM 6€3 OTCbIIKM €ero Ha npoBepky Dr.Web
Daemon.

3HayeHue No YMOJIYaHUIO:

BlockedCacheSize = 4096

YcTaHaBnvBaeT pa3Mep 6a3bl paspelleHHbIX (YMCTbIX) dalifioB B
HaiTax.

IMpy 3Ha4yeHWK napameTpa, paBHOM 0, 6a3a paspelleHHbIX (aiiioB
He cosgaetca. [py 3HayeHuu, OTIMYHOM OT Hyns, B 6asy
3anucbiBaloTcs md5 Xell-CyMMbl YK€ MPOBEPEHHBLIX [IeMOHOM U
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MPU3HaHHbLIX YMCTbIMM DaiioB. [Mpy MOC/eayoWmX MOmMbITKAX
OTKPbITMS 3TUX aiinoB ux md5 Xel-CyMMbl CBEpSIOTCS C
XpaHswWmMMncs B 6ase, U B C/lydae COBMafeHus thalin npusHaeTcs
uncTbiM 6e3 OTChIIKM ero Ha npoBepky Dr.Web Daemon.

3Ha4yeHue no YMOJT4YaHUIO:
AllowedCacheSize = 4096

LocalScan = {joruueckwui} Pexxum nokanbHOro ckaHuMpoBaHus, koraa Dr.Web Daemon
nepeaaeTcs TONbKO MyTb K (haiiny Asisi MpoBEPKY.

Mpn Localscan = ves Dr.Web Daemon 6yaer ckaHupoBaTb
ainbl B ToKasbHOM peXuMe.

3HaYeHME MO YMOTYAHUIO:
LocalScan = yes

Dr.Web Samba VFS SpIDer MOXeT CaMOCTOATENbHO COBepLUaTh AEWUCTBUS C (haiinamm B Cnydae,
korga Dr.Web Daemon no Kakon-nnbo npuymMHe He XBaTW/O NpaB, MMB0 eCciv UCMOMb3YETCH PEXUM
HeoKanbHOro CKaHMpPOBaHMS.

Cekums [Actions]
LicenseLimit = {meitcTeue)} [lelicTBre, coBepllaeMoe C daiinamu, Npu MNpoBepKe KOTOPbIX

npou3oLsia owmbka NMUeHsun (HanpuMep, Korga CpoK AeNCTBUS
JIMLEH3UM UCTEK).

[JonycTuMble 3Ha4YeHUs napameTpa:
pass, reject.

3HayeHne No YMOIYaHUIO:
Licenselimit = reject

Infected = {meitcTsue)} [elictBye npu obHapyeHun daiina, 3apaXeHHOro W3BECTHbIM
BUPYCOM.

[JonycTuMble 3Ha4yeHUs napameTpa:

cure, rename, discard, quarantine, reject.

3HaYeHME MO YMOTYaAHUIO:
Infected = quarantine

Suspicious = {meticTsue} [elictBye  npu  OBHapy>XeHWU  Mopo3puTensHoro  aiina
(BO3MOXXHO, 3apa)XEHHOr0 HEWU3BECTHLIM BUPYCOM).

[JonycTMble 3HaUYeHWs mapameTpa:

pass, rename, discard, quarantine, reject.

3HayeHve No YMOJTYaHUIO:
Suspicious = quarantine

Incurable = {meticTBue} [enctere npu obHapyxeHuM aiina, KOTOpbI 3apaXeH M He
MOXET ObITb BblIEYEH.

[JonycTMble 3HauYeHWs mapameTpa:

rename, discard, quarantine, reject.

3HaYeHME MO YMOTYaHUIO:
Incurable = quarantine

Adware = {gmericTBue} [elicTBrne Mpu OBHapy)XeHUM MporpaMMbl ANs MOKasa peknaMbl
(adware).

[JonycTMble 3HaUYeHWs mapameTpa:

pass, rename, discard, quarantine, reject.
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Dialers = {gpemcrTsBue}

Jokes = {mewicTBUE}

Riskware = {gmericrBue}

Hacktools = {nmenicrBue}

Archives = {pmericTBUE}

SkipObject = {gemcTBUE}

Mopaynb nHTerpauum c daiinosbiMm cepsepom Samba

3HayeHue no YMOIYaHUIO:
Adware = quarantine

[eiictere npu  0BHApY>KEHWM MPOrpaMMbl  aBTOMATMUYECKOro
[03BOHa.

JonycTuMble 3Ha4yeHns napameTpa:

pass, rename, discard, quarantine, reject.

3Ha4yeHme No YMOTYaHMIO:
Dialers = quarantine

[leliCTBME MpU OBHAPY>KEHUM MPOrpaMMbl-LUYTKU, KOTOpPasi MOXET
nyraTb WU pa3apaxkaTtb Mosib30BaTenNs.

JonycTuMble 3Ha4yeHns napameTpa:

pass, rename, discard, quarantine, reject.

3Ha4yeHne No YMOTYaHMIO:
Jokes = quarantine

[le/iCTBME NpY 0BHAPY>XEHUM MOTEHLIMANBHO OMaCHOW MPorpamMMmbl,
KOTOpasi MOXET 6biTb MCMOJIb30BaHa HE TOMIbKO €€ BRafesibLeM,
HO 1 3/10yMbILLIEHHUKAMU.

[JonycTuMble 3Ha4yeHUs napameTpa:

pass, rename, discard, quarantine, reject.

3HayeHme No YMOIYaHUIO:
Riskware = quarantine

[leicTBre Mpu 06HApPY>XEHUU MPOrpaMMbl, KOTOpasi UCMOJb3yeTcs
ANS B3/IOMA KOMMbIOTEPOB.

JonycTuMble 3Ha4yeHns napameTpa:

pass, rename, discard, quarantine, reject.

3HayeHme No YMOIYaHUIO:
Hacktools = quarantine

[eicTBre npu 0bHapy)XeHUN apxvBa, COAEPXKALLEro 3apa)KeHHble
aiinsbl.

JonycTuMble 3Ha4yeHns napameTpa:

rename, discard, quarantine, reject.

[ns Toro 4tobbl MONYYMTb BO3MOXHOCTb YAANsTb 3T apXWBbI,
Heobxoanmo YKa3aTb 3Ha4yeHune Yes ansa napameTpa

EnableDeleteArchiveAction B [JlaBHOM KOHd)MpraLl,VIOHHOM
aiine drweb32.ini.

3HaYeHME MO YMOTYaHUIO:
Archives = quarantine

[elicTere, coBepluiaeMoe C aiinamu, KOTOpble He MOryT 6biTb
nposepeHbl Dr.Web Daemon (3awWwullieHHble naponeM uau
UCMOpYEHHbIE  apXWBbl,  CUMMBOJIMYECKME  CCblKW,  aiinbl
HecTaHAapTHbIX OPMaTOB U T.1.).
[lonycTvMble 3Ha4YeHVs NapameTpa:

pass, reject.

3HayeHue No YMOIYaHUIo:
SkipObject = pass
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ArchiveRestriction = {zericTsue} [lecTBre, COBEpLIaEMOe C apxuBaMW, KOTOPblE He MOryT ObiTb
npoBepeHbl Dr.Web Daemon no npu4MHE MPEBbILLEHUS
3HaYeHWn psga  napamMeTpoB  (CTeMeHM ©kaTus, pasMepa
3anakoBaHHbIX O6BEKTOB, CTEMeHW BIOXEHHOCTM), 3aAaHHbIX B
NIaBHOM KOH(UrypaLMoHHOM aline.

JonycTuMble 3Ha4yeHns napameTpa:
pass, reject.

3HaYeHME MO YMOTYaHUIO:
ArchiveRestriction = pass

ScanningErrors = {meitcTsue)} [elictBre, coBepliaeMoe ¢ ainamu, BbibiBalowmmmn y Dr.Web
Daemon owubK1 B MpoLEecce NpoBepku. Hamnpumep, HexBaTka
NaMsTW WIW HEAOCTATOK NpaB Ans paboThbl.

JonycTuMble 3Ha4yeHns napameTpa:
pass, reject.

3HayeHne NO YMOJIYaHUIO:
ScanningErrors = reject

ProcessingErrors = {gnencrBue} [lenctBrue, coBepllaeMoe C ailnamu, npy MPOBEPKE KOTOPbIX

npousoLusia owmnbka obpabotku (Hanpumep, Dr.Web Samba VFS
SpIDer 6bln1 HEMpaBWIbHO HACTpoeH, NMbo WCTEKNO BpeMs
oXxuaaHus oteeta ot Dr.Web Daemon).

ﬂ,OI‘IYCTMMbIe 3Ha4YeHNA NnapaMeTpa:

pass, reject.

3HayeHme No YMOIYaHUIO:

ProcessingErrors = reject

ShellScriptForBlodedFile = MyTb K CKpWUMTy KOMaHAHOW 060/I0YKM, KOTOpbIM  GyaeT
{nyre x danmy} 3anyckaTbCcsi Npy 6I0KMPOBKE halina.

Dr.Web Samba VFS SpIDer nepefnaer CKpunTy cneayrlowme
napaMeTpbl:

e FileName — UMS 3apaXXeHHOro daina;

e UserName — WM$Sl, MO4 KOTOPbIM BOWeN B CUCTEMY

nonb3oBaTeNlb,  MbiTAOWMIACS  MOAYYUMTb  JOCTYN K
3abnok1MpoBaHHOMY chaiiny;

e UserHost — Yy3e/l, C KOTOpOro 3awen B CUCTeMY
nosib3oBaTesb, MblTaloLWMiics nofyyMTb  JOCTyn K
3a6/10KMPOBAHHOMY chaitny;

e DaemonReport — OTYET Dr.Web Daemon.
Mpumep Takoro ckpunta (ain smb_script.sh) pacrosioXeH B

KaTtanore
$bin_dir/doc/samba/

3HayeHune No YMOIYaHUIo:
ShellScriptForBlockedFile =

Quarantine = {nyTr k KaTajory} MyTb K KaTanory KapaxnrtuHa.

3HayeHue No YMOIYaHUIo:

Quarantine = %var dir/infected/
QuarantineFilesMode = [paBa goctyna K daiinam, HaxoasaiwmmMcsa B KapauTtuHe,

{npaBa nmoctymna}
3HaYeHME MO YMOTYAHUIO:

QuarantineFilesMode = 0660

Cekumsa [Logging]
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LogFileName =
{syslog | nyTb k oamiy}

Level = {ypoBeHb nOmpoBHOCTM}

SyslogFacility = {mMeTka syslog}

SyslogPriority = {ypoBeHb
nompoBHOCTM }

Mopaynb nHTerpauum c daiinosbiMm cepsepom Samba

UMs daiina xypHana WM syslog, €CNM HYXHO WCMOJb30BaTh
CUCTeMHBbIN cepBuc syslog.

3HaYeHME MO YMOTYaHUIO:
LogFileName = syslog

YDOBEHb NMoApobHOCTY BEAEHUS XXypHana.

[lonyckaeTcs UCnosib30BaHUe CEAYIOLLUX YPOBHEN:
e Quiet

® Errors

® Alerts

® Info

® Debug

® Verbose

3Ha4yeHue no YMOJTYaHUIO:
Level = Info

MeTka 3anucy Npy UCMosb30BaHUK CUCTEMHOrO cepBuca syslog.

3HayeHve No YMOJTYaHUIO:
SyslogFacility = Daemon

YpoBeHbL NoAPOBHOCTY BEAEHUS! XYpHana CUCTEMHbIM CEpPBUCOM
syslog.

[lonycKaeTcsa UCnosib30BaHWE CNIEAYIOLLMX YPOBHEN:
e Alert

® Info

® Notice

® Debug

3HayeHwe No YMOJIYaHUIO:

SyslogPriority = Info
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Dr.Web koHconb gnsa ¢pannosbix cepsepoB UNIX

Hactpoiika nporpaMMHOro KoMmnekca MOXeT O6bITb
ocyllecTsieHa 4epe3 Beb-uHTepdeic . OH
peanv3oBaH B BUAE AOMOSHEHUS K uHTepdelricy Webmin (noapobHas mnHdopMaums o6 nHTepdelice
Webmin goctynHa Ha odvumanbHOM caiTe NpousBoaMTeNs:

Ons ycnewHo paboTtbl Beb-uHTepdelica
Heobxoammo, 4Tobbl B cucteMe 6bin ycTaHoBNeHbl cregyowme mogynu Perl:
e XML: : Parser — MOAY/b 415 Npeobpa3oBaHns JOKyMeHTOB B dhopMmaTe XML;
e XML: : XPath — Habop Moaynein ans npeobpasoBaHUst MHCTPyKUMI Xpath;
e CGI — moaynb gns pabotel ¢ Common Gateway Interface;
e Cwd — MOAyNb ANsl ONpeaeneHunst Tekyllenh paboueil AMPEKTOpUN Kakoro-nMbo npolecca;

e Data: :Dumper — MOAYJIb AN 3aNUCU NPOU3BOJIbHbIX CTPYKTYP AaHHbLIX B MaMATb N YTEHUSA UX
13 NaMAaTH;

e Text::Iconv — MOy/lb AN8 YNpaBneHns GyHKUMEN Npeobpa3oBaHNa KOAMPOBKK iconv () ;

e perl-devel (MM libperl-dev, B 3aBMCMMOCTM OT AUCTpubyTmBa) — nakeT Aans cbopku
Text::Iconv,

e JSON — Moay”nb anst npeobpasoBaHmns AaHHbIX B hopmaTte JSON (JavaScript Object Notation).
e Encode::CN - MOAy/b Ansi paboTbl C KUTANCKOW KOANPOBKOM.

e Encode: :HanExtra - MOZAy/lb C AONONHUTENbHLIM HAOOPOM KMTANCKUX KOAMPOBOK.

e Switch - MoAy/nb ANS UCMOJb30BaHNS KOHCTPYKUMI switch-case.

Hepocrawowme Moaynu pekoMeHAyeTCs YCTaHaBnvMBaTh U3 KOMaHAHoM CTpokWN. [na ycCTaHOBKM
TpebytoTca npaBa root. MIMeHa Moaynen MOryT pasnnyaTbCs, OAHAKO, Kak MpaBuIIo, OHWM coaepXaTcs
B MakKeTaX perl-Convert-BinHex, perl-IO0-stringy, perl-MIME-tools, perl-XML-Parser,
perl-XML-XPath. [1Nd YCTaHOBKM B rpm CUCTEMax peKoOMeHayeTcs BbI6MpaTb noarch. rpm NAKETHI.

Mpw 3anycke B pa3Hbix 6pay3epax U NMpu UCMoNb30BaHUM pasHbiX Bepcuit Webmin Bo BHEILHEM BuAe
Be6-uHTepdeica MoryT HabnoaaTbCs OT/INYUS OT NPUBEAEHHbBIX CKPUHLLOTOB.

BBuay ocobeHHocTM peanusaumn Webmin, wuHTepdelic He MOXET OblTb KOpPPEKTHO
i= % oTobpaxeH B 6pay3epe Internet Explorer 7. B cnyyae BO3HWKHOBEHMSI MpobneM C oTobpaxkeHuem
CTpaHuu, nonpobyiTe Bocronb3oBaThcs Internet Explorer 8 unnm 9 (M 6onee no3gHUMK BepCUsSiMU),
WK UCMONb30BaTb Apyroi bpaysep.

YcTaHOBKa

[ns Havana pabotbl € HeobxoauMo:
e ycTaHoBMTb Webmin;
e MOAKIKYUTE MOAYIb K Webmin
(pacrnonoxeH B ANPEKTOPUN sbin dir/web/).

MoaknodeHne ™Moaynel, a TaKKe HacTpolka [AOMOSHUTENbHbLIX MapaMeTpoB camoro Webmin
OCYLLECTBAETCS Yepe3 ero Beb-nHTepdeiic.
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Login: 2222
& yWebmin

Hactpofks Webmin
) CHMEHWTE AZEIK W Tery
L Cnyeriel
@ Un-used Modules
Search;

T System Information
S Refresh Modules

@ =

System hostname

Operating system
Webmin version

Time on system
Kernel and CPU
System uptime

CPU load averages

Real memory
Virtual memory

Local disk space

HEAEENY

Debian Linux 5.0

1.450

hon Mar 16 16:37-52 2009
Linux 2.6.26-1-686 on 686

) webmin

45 days, 4 hours, 20 minutes

020 (1 min) 0.27 (& ming) 0.46 (15 mins)

1.97 GB total, 744.39 MB used
|
253 GB total, 138.93 MB used

226,73 GB total, 211.69 GB used
e

Puc. 15. FrnaBHas ctpaHvua Webmin

YcTaHoBKa AOMOSHUTENbHBIX MOoAyel npoucxoamT B pasaene Hacrpoiika Webmin cekuym Webmin

OCHOBHOro MeHt, B nogpasaene Mogynn Webmin.

Lagin: 2222
& webmin

Hacrpofka Yebmin
G ALK K TEMY

D Capsbu
B Uneysed Modules @

Hactpofika monyna

i3 Systemn Information

5 Refresh Modules

Beiitn
BHeLwrl aup

Mnasuge Mews

A

Cnucax KaTaropi

&

AHOHAMHES LOCTYR

-

Advanced Opliens

Festart Yabrmin
Subrait OF Inforrnation

Fefresh Modules

Ynpaenekie gocTynamM no |2

Hactpoiika Webmin

&

Mopr W agpec

<

Mn,qynu Wahmin

Obfuoenenne Wabmin

]

=1Ts]
hEng

hodule Tiles

(]

B
5
2

=

Fil ng

Debugging Leg File

Webmin 1.450

P

Hypran

7

s

GHEpELI'MDHHSﬁ CHCTEMA W
NEPEMEHHENS OED YRR

St

<

Ayrentadinkauma

&

Tawe WWebmin

Mebile Device Ogtions

Wudpozasme SSL

AN

Mpokew-cepeep

-

Farerapuu Mg pne

@

Mpoeepra coemar

&

Blocked Hosts and Users

Eﬁ

AETOpMIAUMA no ceprdiEaTam

Start at boot ime | & N © Hpr Change 1his option to control whether Webrnin is started a1 boot time or not, T is not cumently staded at boot
and Yes 15 chosen, 3 new init scopt will be created,
Click this bulton to re-start the Webmin server process. This may be nacessary if you have recantly upgraded Perl.

Clicking this button will send information about your opersting systern and Per version 1o the Webmin developers.
Thiz data will be stactly anonymous, and will grovade iformation aboul which opeiating systems to best focus the
devzlogment of Webmin an.

Ra-check all Webmin modulas for installed semvers, and update thoze that appear in the Un-uzed modulzs’
calenony

Puc. 16. Hactpoiika Webmin

YTo6bl YCTAHOBUTb HYXXHbIN MOAYNb, B OTKpPbIBLIEMCS OkHe Mogynm Webmin HaxxmuTe kHomnky O630p
HanpoTue CTpokn U3 nokanbHoro ¢ganna. OTKpoeTcs oTAeNbHOE OKHO Hpay3epa Ans HaBuraumm no
cnucky aiinoB M KaTasoroB BalIEN CUCTEMbI, B KOTOPOM Bbl CMOXETE Bbl6paTb COOTBETCTBYHOLLMIA

YCTAHOBOYHbIN NaKeT (%bin dir/web/drweb-samba-web.wbm.gz N0 YMONYaHUIO).
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Login: zzz2 - .
2 webmin iz royna Mogynu Webmin

Hactpofka Webmin
CrasHuy 30 0 Teny Install | Clone  Delete | Esxport

3] Gyt oy Webrmin mosko 40G380ATe M NOCAE yeTAKOE:E. UDEMHO MO0 NOCTASNATCA B BMAE DATN0E C PACLUIRPEHNEN . uhim, KEHAB M3 KITOPRIR
:| Ur-uzed Modulas MOMET GOALIEATE OAMH any Donee Moyned, Kpose TOro, Bem 370 NOALEEEMBAETCA BALEE CHETEMOR, MOQYIM MOrYT Seb YETAR0DNEHL 12 (annos
n-used Modula

RPM.
Search:

% System aformation

Install f o
S Refiesh Modules netatom & Ha noxansoro daiina [ |
@ g © Ha sarpykennoro dafina [ Osa0p.

T Cltp wnn hitp URL

I
C Standard module from |

wowned wehmin.com

' Third party module from | __]
HrHOpUpOBATL N YETAHOBKE JBENCHHOGTE N3 & Har
MO1yNA
Grant access (0 ' Pazpewnte SOCTYN TONEKD ANA CREAYHLMK NOAEI0ESTENE  FPYAN;
|zzzz
o PaspeuseTe S0CTYN K MOAYIK ECEM NONES0ERTENAM Webmin
Yeranoeus roayne | ¥ Buibop datina., - MozillalFircioR =1o]x|
Karanor f =
& Bepuyreca ¢ wactpoiie Yebmin . S lag 0 bytes 8/ den/2000  20:57
£ cmware 1024 bytes  21/Awn/E008  11:16
. Uszer 2185 B 26/ Ans/ 2009 g0:0¢ ||
2] tin 3kB 16/Hap/2008  11:56
2] boet 1024 bytes  13/Map/2008  15:01
] o 1024 bytes 11/ Aus/2000 12115
[0 dev 1 LE 16/Hap/2008  08:00
] =te 7 kB 16/ Map/ 2009 15:22
] hone 4 kB 13/ Hap/ 2009 18:06 =l
Lok |
It

Puc. 17. flo6aBneHue moaynein Webmin

Mocne oAHOMO KAMKa NEBOM KHOMKOM MbllUM Ha KakKoM-nnbo 3neMeHT cnucka B CTPOKE BBOAA
NPONUCbIBAETCA NYTb K 3TOMY 3JIEMEHTY.

MNMocne NOBTOPHOro Knka NIEBOM KHOMKOW MbIIWM Ha MKOHKY WNn Ha3BaHWE KaTalora, nocneaHnn
OTKpPbIBAeTCA.

MOBTOPHbIM K/IMKOM JIEBOM KHOMKOW MbIlIM Ha MKOHKY WM Ha3BaHWe alna Bbl BblbUpaeTe
COOTBETCTBYIOLWMIA MOAyNb Ans ycTaHoBkM B Webmin. CooTBeTCTBEHHO, OKHO Bblbopa ¢aina
3aKpbIBAETCA, a NyTb K 3TOMy (baiiny nosBnsetcs B nosne U3 nokanbHoro ¢gaina. Takxke Bbl MOXETE
HakaTb KHOMKy OK nocre Toro, Kak Bbl6op HyXHoro daina 6yaeT caenaH.

BbibpaB HeobxoauMbllt daiin, HaXXMUTE KHOMKY YCTAHOBUTb MOAYAb. [0 3aBepLUEHNN YCTaHOBKU B
cekumn CnyrK6bl OCHOBHOMO MEHIO MOSIBUTCS CCbifika Ha HOBbI pasgen Dr.Web koHconb ans
¢aiinosbix cepsepoB Unix.
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Login: 2222 (i
& yyehrmin ‘M e e e e o
Capi 8 Wepmin
Dr.Web woHcone ana ukTepHer-
winiazng Unix
D Wab koncones ana dafnoesx System hostname
cepeepoe Unix 0 i Debian Linus 5.0
Uneused Madules pera .mg 5y5.13m ehian Linux 5.
= ) Webmin version 1.450
earch
Time on system Mon Mar 16 16:49;11 2002
& System Infarrmation Kernel 'and‘CPU Linux 2.5.26-1-688 on @86
2 Refresh Modules System uptime 45 days, ai hours, 31 n_*lmutes .
@ Biiiist CPU load averages 247 (1 min) 3.08 (5 mins) 1.73 (15 ming)
Real memory 1.97 GB tnal, 735.58 ME used
Virtual memary 2.53 GB total, 136.93 ME used
Local disk space 226,73 GE total, 211.76 GB used

Puc. 18. HoBblit NYHKT MeHI0 "Dr.Web koHconb ansa ¢ainoBbix cepsepoB Unix"

Kpome TOro, ans Webmin Bepcun 1.680 wnu crtapwe, TpebyeTcs Takke pAobaButb B aiin
48 KoHdurypaumn Webmin (kak npaBuno, 3To dain /etc/webmin/config) CNeayOLWyO CTPOYKY:
no content security policy=1

Hactpoika

Hactpoutb s3blk Be6-uHTEpdeiica Webmin 1
MOXHO B pa3gene CMeHUTb A3blk U TeMy cekumn Webmin ocHOBHOMO MeHio.

Lagiry:

& vyabmnin
Hacrpofka ¥ebrnin
[CeniTs A3k it TeRy]

CMEHWUTE A3LIK W TeMY

FTOT MOAFAE MOHET Deife MENONEZ0EAK LNA KIMEHOHNA A2LIK, HA KOTOPOM OTODPKATER MOQYAN, TEMa, KOTOPRAA KOHTROAMPYET BHELWHAR B3 YYebrim i«
Napans MCNOAESFEMEsT ANA PETMOTREUMN, TONLKD 404 eawell yyetHol sanuck Yebmin.

3 Crysbu
Soarch + Astik untepdeiica Webmin € TroBasesesi a3ui (English)
parch: & nepeonanshei sebop . | Fussian KO (FIU_SL) |
i System Infarnation Teua nurepdpeiica Webmin & Tapfansian Tema (Blue Framed Thame
L Refresh Modules s Mepeouansien Bwbop - [ CTapas vema Webmin =
@ puim MNapone yuetHod 2anucs Wahmin & Ho popagan
' YeTaHoBMTL B .. |ee

COXPAHHTE M3MEHEHHA

Puc. 19. CMeHa sa3blKka U TeMbI

Ecnn Bbl XoTUTE, YTOBbI 6bITM pycnduLMpoBaHbl 0ba Beb-MHTepdeica, TO B MeHI0 pasaena "f3bik
nHTepdeiica Webmin -> MNMepcoHanbHbIA BbI6OP.." HeoOX0aNMO BblbpaTb NyHKT Russian KOI8
(RU_SU) unn Russian CP1251 (RU_RU). Ecim Bbl Bbibepete Russian UTF-8 (RU.UTF-8), T0
pycuduumpoBaH 6yaeT Tonbko Be6-UHTepdeic

Ha Tol e cTpaHuMUue MOXHO MoMeHsTb odopMmneHue Beb-uHTepdeiica Webmin (B MeHo pasgena
Tema uHTepceiica Webmin -> lNepcoHanbHblii BbI6GOP..) M YCTaHOBMTb HOBbIM Naponb Ans
[ocCTyna Kk cucteMe (B MeHto pasaena Maponb yueTtHoit 3anucu Webmin -> YcTaHOBUTD B..).

Ons Toro, utobbl M3MEHeHWs 6blM MpUMEHeHbl K MHTepdeiicy Webmin, nocne HaxaTusi KHOMKU
CoxpaHNTb U3MEHEHMUA HeoHX0AMMO O6HOBUTL CTPaHULY.

BasoBble HacTpolku Moayns MOXHO HaWTy,

HaXxaB B LIAMNKe CTpaHuubl Beb-uHTepdeica. Ha OTKpbIBLWIEWCS CTpaHUUE Bbl CMOXETE YKa3aTb
nyTb K KOHGWUrypaumoHHoMy danny smb spider.conf, KOAMYeCTBO (aWnoB Ha CTpaHuue
N pexuM paboTsbl
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Hactpoiika nHtepceiica

MyTe K KoHUrypaLuoHHoMY (anmy MyTh K KOHMIYDAUKOHHOMY hainy
|fetcrdrwebismb_spider.conf |
KonuvecTEo hainoB Ha CTPaHMLie KapaHTUHa Konwdectao diainoe na cTpanuue kapanTiHa
(20 |
PeXUM LeHTPanM3oBaHHON 3alUMThI Momy4ate HacTpoikn oT AreHta Dr.Web
[Her +

| Cooperum | Grienim |

Puc. 20. Hacrpoiika mogyns

Monb3oBaTenbckni nHTepcgenc

‘g, [Mpv HaBuraumm BHyTpY pasgena Dr.Web koncons ansa daiinoebix cepsepos UNIX HEBO3MOXHO

ﬂ. MeperTn Ha MpeablaylLylo CTpaHuUy mpy MOMOLWM CTaHAapTHOW dyHKumK Gpaysepa Hasag. Ecnu Bbl

Ha)xmeTe KHonKy Hasap vnv COOTBETCTBYIOLLYIO KOMOMHAUMIO KaBuLl, Bbl MOMaAeTe K npeablayemy
pasfeny rnaBHOro MeHio.

Bepcus mogyns DrWeb Samba VFS: 6.0.2
Bepcua uHTepdeinca Drweb: 6.0.2

[# Kapautns {£} Koudurypaums L
I e e I
Apnpeca pnAa cBa3W ¢ [leMOHOM Cnncok anpecos COKETOB ANA cBR3N C Jemonom DriWeb.

nogpobHee

|pid:/var/drwebjrun/drwebd.pid |

KewwnposaHue agpeca fleMoHa Mo3eonseT XpaHUTE B NamaTk IP-anpec xocTa, Ha koTopom paboTaeT JemoH.

|ﬂa v

Bpeuﬁ OXUOaHWA BpemMs, 0TBE AEHHOE ONA CKaHWPOBAHWA ooHoro gaina.

nogpobHee

nogpobHee

[120

Mcnone3oBatek TCP NODELAY Bo3mMoMHOCTE MCNONb30BaTe onunio TCP_ NODELAY ona HacTpoitky paboTe TCP-cokeTa,
- Mo KOTOPOMY OCYILECTEBNSETCHA CBA3b € JleMoHom.

| HeT + nogpobHee

peapoiorp | Corperars |

Puc. 21. Dr.Web koHconb ansa daiinoBbix cepsepos UNIX

CnpaBa OT 3aronoBka MoAayns Bbl HavaeTe uMHdbopMaumio O Tekyulel Bepcun Dr.Web Samba VFS
SpIDer n Beb-nHTepdeica «/dokTop Beb».

Moa 3aronoBKOM MoAyfst pacnonoxeHbl ase cekumn: KapaHTuH n KoHdwurypauums. Mo ymonyaHuio
npu BXOA4e B pasfen OTKpbiBaeTcs Bkiagka CoeanHeHne ¢ AeMOHOM cekumn KoHdurypaums.

HyXHble 3HayeHWs napaMeTpoB Ha KaXxaol BKagke MoryT 6bITb Bbl6paHbI M3 pacKpbiBatloWKNXCA
cnunckoB B0 3adaHbl BPY4YHYIO B COOTBETCTBYHOLUMX NONAX BBOAQ. I'Io,qpoGHoe OnnucCaHne Kaxxaoro
napaMeTpa Bbl HaigeTe B MHTepaKTMBHOVI cnpaBKe Mno CCblJIKE nonpoGHee.
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KoHdurypauus

Bbl MoXeTe Bbi6MpaTb HyXXHble 3HAYEHUSI NMapaMeTPOB U3 PaCKpbIBAOLMXCS CMWUCKOB NM60 3aaaBaTb
3TW 3HAYEHMs BPYYHYIO B COOTBETCTBYHOLUMX MOJISIX BBOAA.

Mocne Toro, Kak Bbl U3MEHWUAM 3HAYEHNE KAKOro-NMbo napaMeTpa, Bbl MOXETE OAHUM LLEMYKOM MbILLM
MO COOTBETCTBYIOLWIEN MKOHKE pPSAOM C NapaMeTpoM HeEMEeASIEHHO OTMEHUTb W3MEHEHWE UK
BOCCTAHOBUTb HACTPOMKM MO YyMon4YaHuio. [llocnefHssi onepauusi AOCTyrnHa BCerda, Aaxke mnocne
COXpaHeHUs! U3MEHEHWI.

. Ecnm Dr.Web ans dainoebix cepeepoe UNIX UCMONb3YETCS B PEXMUME LEHTPANbHOW 3alUUTHI,
A aAMVMHUCTPaTOP CepBepa LieHTpasbHOM 3aluTbl MOXET 3ab/I0KMPOBaTb HACTPOVKW. B TakoM cryyae Bbl
He CMOXETEe U3MEeHSTb HacTpoiikn Dr.Web pgnsa dainosbix cepeepos UNIX,

Ansa Toro, YTo6bLI MPOCMOTPETL BCE CAENAHHbIE M3MEHEHMS!, UCNONb3yiTe KHoMKy MpeanpocMoTp. Ha
NOSIBUBLUENCSA CTpaHMLE Bbl MOXETE BblIOpaTb T€ M3MEHEHMUsI, KOTOPbIE XeNlaeTe COXpaHUTb, OTMETUB
COOTBETCTBYIOLYIO s4eliky. ECnu Bbl XOTWTE BHECTWM [OMOSHUTENbHbIE W3MEHEHUs,, Bbl MOXETE
BEPHYTbCS K NpeablayLlel CTpaHuue, HaXxxaB Ha KHorky MpoAao/mHKMTbL peaakTMpoBaHMe.

Bepcua moayna DrWeb Samba VFS: 6.0.2
Bepcwa niTepdgeica DrWeb: 6.0.2

KoHdmrypauua

Mapametp Crapoe 3HaueHue Hoeoe 3Hauenne CoxpaHuTe
Cache yes no

Timeout 120 110
BlockedCacheSize 4096 8192
Dialers quarantine discard
Jokes quarantine pass
SkipObject pass reject
SendMotifyToUser off on
SendMotifyToAdmin off on

OTMEHNTE HIMEHERHMA MpogoAAMTE PESAKTHDOBA HHE m

EEQEQEQ @Y

Puc. 22. CrpaHuua npeanpocMoTpa

Korga Bbl HaxkvMaeTe Ha kHornky CoxpaHuTb, nosiBnsieTcss yBefgoMneHne KoHdpwurypaums
coXpaHeHa. LLienkHuTEe No HeMy MbILIKOM, YTO6bl BEPHYTbCS K CTPaHMLIE HAaCTPOEK.

Koxdpurypayua coxpaHeHa

Puc. 23. YBegoMneHme o COXpaHeHuu

/s V3MeHeHus Bo Bknaakax CkaHupoBaHue 1 [leicTBUA GyayT npyMeHeHbl TOMKO MOCTe nepesarnycka
A cepeepa Samba 1M OTKPLITUM HOBOW MOMb30BATENBCKOW CECCUM.
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[# Kapautun -I:[- Koxdurypaumus

Appeca gna CBA3M C JeMOHOM

|pid:/var/drwebjrun/drwebd.pid |

KewwnposaHue agpeca fleMoHa
fa «

Bpema oxupaHna

[120

WcnonezosaTte TCP_NODELAY

Het «

Bepcus mogyns DrWeb Samba VFS: 6.0.2
Bepcua uHTepdeinca Drweb: 6.0.2

CNWCoK 80pECOE COKETOE ANA CERA3K ¢ JemoHom DriWeb.
nogpobHee

Mo3BONAET XPaHWTE B NaMATH [P-afpec xocTa, Ha koTopoM paBoTaeT demoH.
nogpobHee

BpemMs, 0TBE AEHHOE ONA CKaHWPOBAHWA ooHoro gaina.
nogpobHee

Bo3mMoMHOCTE MCNONb30BaTe onunio TCP_ NODELAY ona HacTpoitky paboTe TCP-cokeTa,
Mo KOTOPOMY OCYILECTEBNSETCHA CBA3b € JleMoHom.
nogpobHee

Puc. 24. CoegnHeHue C A€MOHOM

Ha paHHOW Bknagke Bbl MOXETe HACTpouTb NapaMeTpbl paboTbl C aHTUBUPYCHLIM KOMIOHEHTOM
Dr.Web Daemon (Hanpumep, ykasaTb agpec coketa Dr.Web Daemon,

oXnaaTb N NPUHNMATb COEANHEHNA, U MaKCMMaAJIbHOE BpeEMA AN CKaHUPOBaHUA OAHOro (bai/'lna).

Bknagka "CkaHupoBaHue"

Ha paHHOW BKaKke Bbl MOXETE MOAKIOUYUTbL 3BpMCTM‘-IECKMﬁ dHa/iIn3aTop, YyKa3aTb, B KakKOM
pexume 6yp,eT OCYLLECTBNATLCA aHTUBUPYCHAA NMPOBEPKA, 3aAaTb OrpaHUY€HUA Ha pa3MeEp Cbal‘/lll'la ansa

CKaHMPOBaHuA, HAaCTPOUTb NYTU K NMPOBEPAEMbIM KaTasioraM.

Ha KOTOpPOM OH 6yaeT
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Bepcua mogyna DrWeb Samba VFS: 6.0.2
Bepcna nHTepdeica Drweb: 6.0.2

£} KoHdurypaumna
e —

3BPHUCTHYECKWA aHanu3

@ ©

OBpesaTb NYTb CKAaHWPOBaHWUA

| | &
NpedMKc NyTH CKaHWPOBaHNA

MakcuManbHbiil pazMep daina pna ck

o |

PeXxuM CKaHMpoBaHWA

onAccess v

MNepesanuckiBaTh Basbl faHHBIX
Oa =
PasMep Gasbl naHHbIX 3abnokMpoBaHHbIX dainos

[4096 |

Pasmep basbl paHHbIX pa é x chail

P

[4096 |

PeXxXuM NoKaneHOro CKaHWpoBaHMA

Na ~

BrNiueHUE UCNONE30BAHWA 3BPUCTUHECKOMD 3HANNM33TOPE.

MN03BONRET YAANUTE 33 4aHHOE KONWYECTEO CErMEHTOE U3 Hauana NyTh 4na

CKEHNPOBaHNA.

nogpofiHee

nogpofiHee

3a0aeT CerMeHT MyTu, KoTopEIR fOBABNRETCA K HAYANY NYTW ANA CKAaHWPOBaHWA.

YcTaHasnMBaeT MaKCMManbHLId pasmep aina 4NA CKaHWpOBaHWA.

Buifop pesnMa CKEHMPOBAHKWA.

NepesanucwBadue Gasnl 3a6 P {HbBIX U Pa EHHBIX (paiinoe.

YcTaHasnueaeT pa3Mep Gaswl faHHeX 336N0KMpoBaHHLIX hainoe.

YcTanasnmeaeT paiMep Gaswl pa3pewéHHeX dhaiinos.

¥CTaHaBNWBaET PEMUM NOKANBHOT0 CKAHWPOBAHNA.

MpeanpocMoTp

nogpofiHee

nogpofiHee

nogpofHee

nogpofiHee

nogpofiHee

nogpofiHee

nogpofHee

Puc. 25. CkaHupoBaHue

‘ . /i3MeHeHWsi BO BKnaakax CkaHupoBaHue 1 [leicTBus GyayT npuvMeHeHbl TOMbKO MOCAe nepesarnycka

cepBepa Samba vnu OTKPbITUM HOBOW MOMb30BATENBCKON CECCUMN.
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Bepcua mogyns DrWweb Samba VFS: 6.0.2
Bepcwa nHTeppenca DrWeb: 6.0.2

Z KapaHTHH «l:} KoHdwmrypaumna

I I N N

JiMueH3IWoHHBbIE OrpaHWYeHnA LleiicTBME, COBEpPLLAEMOE C (hafnami, KOTOPHIE HEBD3MOXHO NPOBEPUTE W3-33
MMLEH3WOOHEIX OF PAHNYEHUR.

BnokupoBats ¥ noppo6Hee

Sapax(enﬂuﬁ :baﬁn 3apaeT peakuw Ha obHapyxeHue daina, 3apameHHOro M3BECTHLIM BADYCOM.
nogpofHee
B KapaHTUH ~
nonoapmenbﬂui 1)ai'"| 3anaeT peakun Ha ofHapyMeHWe Noao3pUTENbHOrO dhaina.
nogpofGHee
B KapaHTuH v
HewnszneuyMMeld :baﬁn 3anaeT peakul Ha obHapyxeHne aina, KOTOPHA 33paxeH U HEe MOXET BbTh
BLUNEHEH.

B KBpaHTUH = nogpofiHee

MporpaMMa gna B3noMa 3a03ET PEAKUMIO HB 0GHEPYMEHWE NPOTDEMMbl, KOTOPER NCNONBLIYETCR A/A BIN0ME
KOMMEIOTEPOE.
B KapaHTUH v THRLIIEs
Apxus 3a4aeT peakuW Ha 0GHapYXEHWE 3pXNER, COAEPMELUEro 3apaxeHHme dafnel.
nogpofHee

B KGpaHTUH ~

MockinaTe YEeAOMNEHNA NONb3OBATEN O Mo3B0NAET YBE AOMNATE NONL30EATENEA 0 HAALEHOM B 33NpalWNBaEMOM thaine BUpyCce.

nogpofiHee
HeT =
MoceinaTe yEeL0MAEHWA afMUHUCTPaToOpy Mo3BOARET YBE AOMNATE AODMAHWCTRATORE 0 COBBLITMAX, BOSHUKA WMWY B0 BREMA
CKEHUPDBAHUA.
HeT + nogpofiHee
Anpe{ afAMHHHCTpaTopa IP-afpec KoMNsoTEPa AOMWUHNCTRETOPA.
[127.001 |
KoMaHp‘HHﬁ djaﬁn MyTb kK KOMaHOHOMY hainy, KoTopLIA GYOET 3aNyCkaTeCs Npw OnoKnpoBaHun Gaina.
nogpobHee
| | o650
I1yT|= K OMpPpeKTOpPMM KapaHTHHa MyTb K AMPEKTOPUN KaPaHTHHa.
[var/drwebjinfected | ICLER
Mpasa pocTtyna k chainaM B KapaHTHHe Mpasa AOCTYNa K haitnam, HaXoOAWKMMCA B KapaHTUHE.

Y1enwe 3anucs BeinonHeHwe

Bnaneney [ &

[ suip
Fpynna & = O [ saip
Mpoune [ O O [ sticky bit

Moegmpociorp | Corgsnms

Puc. 26. feiictBus

Ha 3Tol BKIaAKe OCYLIECTBNSETCS HACTPOMKa AEWCTBUM, MPUMEHSIEMbIX @HTUBUPYCHLIM MOAYSIEM K
pa3NMYHbIM OBHapPYXXEHHbIM yrpo3aM M K (alnaMm, Bbi3BaBLIMM OLIMGKM CKAHWMPOBaHMS. 30€eCb Bbl
TaKKe MOXETE yKa3aTb NyTb K KaTanory KapauTvHa v npaBa AoCTyna K NepPEMELLEHHbIM B KapaHTuH
dannam.

) MN3mMeHeHns BO Bknaakax CKal-mposaHue n ﬂeﬁCTBMﬂ 6y.qu NPUMEHEHbI TOJIbKO Nocne nepesanycka
m cepeepa Samba vnn OTKpPbITUN HOBOW M0J1b30BaTE/IbCKOMN CECCUN.
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Bepcua mogyna DrWeb Samba VFS: 6.0.2
Bepcua nHTepdeica Dreb: 6.0.2
£} Koudurypaums L
I I e e
YDOIEHL nonpoﬁuo:Tu YpoBeHs NoapoGHOCT BEOeHUA (haina oTYeTa.
Info v
THN 3anucen 5y5|og Twn 3anNWCcK NPK MCNONL30BAHWA CUCTEMHOMD CepBnca syslogd.
Daemon w
MNMpuoputert syslog MpropWTET 3aNMCK NPY MCNONB30BAHNKM CUCTEMHOTO Cepenca syslogd.
Info =

Puc. 27. NpoTtokonupoBaHne

Ha paHHOM Bkiagke Bbl MOXETEe HACTpOWTb MOPSAOK BefeHusi OT4eToB O pabote Dr.Web pns
cpannoBbix cepsepoB UNIX.

KapaHTuH

Ecnu ans napameTpoB M3 BKIaaku [leMCTBUSA YKa3aHO 3HauyeHWe quarantine, COOTBETCTBYOLLME
3a6/10KMpOBaHHbIE 06bEKTHI MoMelatoTcss B KapauTuH. Moao3putenbHble ainbl NOMewaTcs B
KapaHTMH UEMKOM, a MMeHa WX CO3AaloTCs MO creuranbHbiM MpaBunaM. Ha rnaBHOM CTpaHuue
cekunnm KapaHTMH NpeacTaBneH CrMCOK CCbINIOK Ha 3TW (aiinbl, MO KOTOPbIM MX MOXHO 3arpysuTb,
YTO6bl 03HAKOMUTLCS C COAEPXKUMBIM.

Bepcus moayna DrWeb Samba Vi
Bepcuna uHTepdeica Drie

[* KapauTuu

‘©aiinbl KapaHTHHA OBtoBHTL .' T‘ YnanuTh

] File

Pasmep DaTa i
15.01.2010
20:50
15.01.2010
20:50
15.01.2010
20:50
15.01.2010
20:50
22.03.2008
14:05
open_me.xls 67 kB gg?_?; 2006
20.03.2008
20:14

crack.exe 3 kB

cmd32.#xe 7kB

config.EXE 110 kB

cisvs.exe 10.5 kB

report2.xls 47.5 kB

report.xls 67 kB

17

Puc. 28. KapaHTuH

UTobbl yaanuTb Kakon-nubo dainn u3 katanora KapaHTuHA, HYXXHO OTMETUTb €ro M HaXaTb KHOMKY
Ynanutb.

Pa6ota B Enterprise-pexume

Ona Havana pa6OTbI Konconu B pexume ueHTpaﬂMBOBaHHOVI 3allnThl, HeobxoanMMo npon3BecTu
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HaCTpOWKy , OMNCaHHYIO B . Mocne BHeceHWUs HeO6XOAUMBIX

U3MEHEHMI OTKpOWUTE 6a30BblE HACTPOMKM , HaXaB KHOMKY E B BEPXHEM MEHIO HaBuraLmu

web-uHTepdenca. B oTKpbIBLUEMCHA OKHE HACTPOEK yCTaHOoBUTE Ila B KAayecCTBe 3Ha4YeHus napameTpa
PexyM LEeHTPaJIM30BaHHOM BalMTH .

napaMeTpPeXMM LEeHTPaJIn30BaHHOM samMTHrMomeTanHMMaTb23HaquMﬂ

e Her — B JAHHOM pEXMNME paboTaeT C /IOKaNIbHbIMU KOHMDUIYpaUMOHHbIMK aitnammn n
He WMeeT AoCTyrna K KOHMMrypaumu, nosyyaemon oT
M3MeHeHns KOHbUrypauum, BHECEHHble B AaHHOM pexume, BCTYNSAT B CUY TOMbKO
nocne nepesoja B PEXUM Standalone.
® la - nony4aeT KOHMUrypauMoHHbIE AaHHbIE M3 COKeTa . B cnyuae,
ecnM npu 3TOM pabotaeT B Standalone pexume, 6yaeT BbIBEAEHO

npeaynpexaeHne smnaa.
OumbKa T[OJIydeHMs HacCTpoekK: He ymnaéTcs YCTAaHOBUTHL COeIOuMHeHMe C ATeHTOM
Dr.Web.

Mpy BO3HMKHOBEHWM MPOGMEM MOAKIOYEHUS] K CEepBEpY , BO3MOXHbI
cneaytolme BapuaHTbl NOBeAEHMS :

e ECiv npu nepBoM noakNOYEHUU (T.e. B Cny4yae€, €Cn Bbl paHEE HE pa60TanM C AdHHbIM

CepBepoM) CepBep HEAOCTYNEH, NMMB0 aBTopMU3aLMs NPOLLIA HeyAauHo, 3aBepLmT
CBOIO paboTy. B 3TOM Cnyyae npoBepbTE HACTPOMKM M MOMpobyiTe nepesanyCTuTb
7

e Ecnu paHee Bbl yXke NOAKMOYANNUCE K CEPBEPY LIEHTPaNn30BaHHON 3aLiMThl, HO B AaHHbIA MOMEHT
OH HegocTyneH (HanpuMep, B Ciydae npobnem C coeaMHeEHMEM), ncnonb3yer
pe3epBHbIE KOMUM KOHUIYPaUMOHHBIX (aitnoB, NoslyYeHHbIX OT CeEpBepa BO BpeMs NpeablayLuero
noakstoYeHns. [JaHHble daisbl 3awmndpoBaHbl U He NpeaHasHaYeHbl Ans NMPaBKU NOJSib30BaTeNEM.
MonbITKa M3MEHUTb MX BPYYHYIO MPUBEAET K MX HEPABOTOCMOCOBHOCTH.

Hacrpouka npaB gocryna

Mpu paboTe B pexuMe Enterprise, aAMUHUCTPATOP MOXET
YacTUYHO NMB0 MOMHOCTLIO 3a6/10KMPOBaTb BO3MOXXHOCTb HACTPOMKMU MO/b30BaTENEM KOMMOHEHTOB
, YCTQHOB/NEHHbIX Ha paboyei CTaHuum.

YTobbI YCTaQHOBUTb MpaBa No/b30BaTENA pa60qe1‘/'1 CTaHuuu:

e Bongute B . ObpatTe BHMMaHWe, YTO AN peaaKTUPOBaHUS
HacTpoek aHTMBUpYycHoro MO Ha pabouyeil CTaHUMW, @ TaKKe peaaKTUPOBaHWs MpaB
AOCTYra K HAaCTpolKaM, aAMUHUCTpATOp AOKEH 0bnaaaTh

e BblbepuTe NyHKT AHTMBMPYCHAs CeTb [NIaBHOrO MEHIO, B OTKPbIBLUEMCS OKHE B MepapX1yecKoM
CMMCKE HaXMWTE Ha Ha3BaHWE CTaHUMWU. B OTKPbIBLIEMCS YNPaBNsIOWEM MeHIO (NaHenb CreBa)
Bbi6epuTe NyHKT MpaBa. OTKPOETCA OKHO HACTPOMKM MpaB.
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©'Dr.WEB

Contrel Center

.
& ApmmancTpuposanne

= AHTHBHDYCHAR CETh

W Hacrpoinn Ui Conan €O Nomonge

AHTHBHMPYCHaA ceThb > aacae904-0df7-4fcc-beb2-7dc9ff664254 | hostname > lNpaBa

. O
¥ Obume ‘aacae904-0df7-4fcc-beb2-7dc9ff664254 | hostname. 3aganbl NepcoHANbHBIE HACT POHKN.
+ Tpadmrn Linux
» CeoiicTea

* YCTaHOBNEHHBIE KOMMOKEHT bl
¥ Tabanub

+ CBoHBIE OQaHHBIE

- Hudexiym

* Qumbrm

* CraTwcTHKa

+ 3anyck/3aBepuwesne

* Bnpycobi

= Cocroanne

= 3apanus

(S ooume

Sanyck Dr.Web Scanner ans Linux
[ Wzmenerme koHdurypawm Dr.Web Scanner ana Linux

3anyck SpIDer Guard ana Linux
7] Vsmenerue kondwrypaw SplDer Guard ana Linux
[[] Ocratoska SplDer Guard Ans Linux

Wenons3esaHue LeHTpa Ynpaenequa Dr.Web MailD ana Linux
Wananesosarme LieHTpa Ynpasnerua Dr.Web Icap Daemon ans Linux
Wcnons3osaHue LieHTpa Ynpasnexua Dr.\Web Samba SpIDer ana Linux

+» CymmapHan cTaTHCTHKA
* Bupychbie basm
+ Bce CETEBLIE HHCTANNALINK
¥ Hondmrypaumn
~ Npasa
= Pacnncanme
« MouToBbIE aApeca
« Orpannyexna obHoBneHni
* Dr.Web for IBM Lotus Domino
+ Dr.Web MailD ans Linux
» Dr.Web Daemon gns Linux
* Dr.Web Cxanep gna Linux
» SpIDer Guard gna Linux
+ Dr.Web Icap Daemon ans Linux
* Dr.Web NSS Daemon
» Dr.Web Samba SpIDer gna Linux
+ Monntop komnonentToe Dr.Web ana Unix

Puc. 29. OKHO HACTpPOWKM NpaB NnoJsib3oBaTensa pabouei ctaHUUKN

e B nyHkte KOMNOHeHTbI BblibepuTe KOMMOHEHTbl, KOTOpble 6yayT AOCTYMHbI AN W3MEHEeHUs
nonb3oBaTento pabouert cTaHuuu. Hanpumep, uTO6bI paspelnTb WM3MEHeHWe KOoHbUrypaumm
Dr.Web pnna dainosbix cepsepos UNIX nonb3oBaTenieM paboyei cTaHUMM, YCTaHOBUTE
¢naxok UcnonbsoBaHme LleHTpa YnpaBneHums Dr.Web Samba SpIDer pns Linux u
HaxxmMuTe CoOXpaHUTb.

e YTOObl OTKMIOYMTL BO3MOXHOCTb W3MEHeHWUs KoHdurypauum Dr.Web pns daiinosbix
cepsepoB UNIX nonb3oBaTenieM paboyen craHuuu, cHumute dnaxok Wcnonb3oBaHue
LlenTpa Ynpasnenuss Dr.Web Samba SpIDer pans Linux u HaxmuTe KHOMKy COXpaHMUTb.
Mpu aToM B okHe KoHconu nonb3oBatenst paboyen craHummn 6yaeT BbiIBEAEHO COOTBETCTBYHOLLEE
npeaynpexzaeHue, a kHonku MpeanpocMoTp 1 CoxpaHUTb H6MOKMPYIOTCS.
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Bepcus mogyna DrWeb Samba VFS: 6.0.2

Bepcus uHTepdeica DrWeb: 6.0.2

[# KapauTui {3} KoHdurypauus

Ly HacTpo#AKK QOCTYNHL! TONLKO 4718 NPOCMOTPA. ‘

I e e e

Anpe:a ONnA CBA3K ¢ leMOHOM CnWcok afpecoB COKETOR ANA CBA3N ¢ [leMmoHoM Driweb.

nogpofHee

|pid:/var/drwebjrun/drwebd.pid |

KewwupoeaHwe agpeca [leMmoHa Mo3eonseT XxpaHWTe B NamaTW IP-agpec xocTa, Ha KoTopom paboTaeT flemoH.

nogpobHee
(Ba v
BpeMa oXuaaHna BpeMms, 0TEEAEHHOE ANA CKaHMPOBaHWA 0aHOro thaiina.

nogpobHee
[121 | &
WMcnone3oBaTk TCP NODELAY BosmomHoCTE wCcnons3oBaTe onyuo TCP_NODELAY nns HacTpoitkn paboTs TCP-cokeTa,

no KOTOPOMY DCYWECTBNRETCA CBAL C eMoHoM.
nogpoGHee
|Her = | p

Tpegnpogaorp | —Torsi—]

Puc. 30. 3anper Ha U3MeHeHUe KOH(PUrypaumm nonb3oBaTenieM paboueil cTaHUUH

Hacrpoiika koHdurypauum pabouen craHumm

Mpn co3gaHMM HOBOM paboyer CTaHUMKM 3MEMEHTbI ee KOH(UrypauuuM 3auMCTBYIOTCS OT O[HOM W3
rpynn, B KOTOPYIO OHa BXOAMT. Takas rpynna HasbiBaeTCsl nepauyHol. Npy U3MeHeHUsX B HaCTPOMKax
NEPBUYHOW TPYNMbl 3TU U3MEHEHUS| HAC/IEAYHOTCS BXOAALWMMU B TPynny CTAHUMAMM, 3@ UCKIOYEHUEM
CNyyaeB, Korga CTaHumMaM 6blin 3aiaHbl NepCcoHasibHble HaCTPOVKKM. Mpy CO3AaHMM CTaHLUMM Bbl MOXETE
yKa3aTb, Kakas 13 rpynn 6yaeT cumMTaTbCs NepBuYHON. Mo ymMonyaHuio 3To rpynna Everyone.

B ycnoBusx BROXEHHbIX Fpynn, ecnM Ans CTaHUMM He 3ajaHbl  MepcoHanbHble  HACTPOMKM,
HacnefoBaHMe 3N1eMEHTOB KOH(UrypaLummn OCyLLEeCTBNSIETCS B COOTBETCTBUM CO CTPYKTYPON BIOXEHHBIX
rpynn. MOWCK OCYLLEeCTBNSIETCS BBEPX MO MEepapXM4eckoMy AepeBy, HauuHas C MEepBUYHOW rpynmbl
CTaHUMK, ee poaUTENbCKOM rpynnbl U Aanee A0 KOPHEBOrO 3neMeHTa AepeBa. Ecnv npu aToM He 6binn
0bOHapy>XeHbl MepcoHanbHble HACTPOMKM, TO HACIEAYKTCS 3/IEMEHTbl  KOHMMrypauuu  rpynnbl
Everyone.

Npumep:
CTpyKTypa nepapxm4eckoro cnucka npeactaBnsieT coboi AepeBo CneayroLlero Bnaa:

AHTH BHMPYCHaA CETh
Everyone
Graupl
GraupZ
|—Gr|:| up3
Groupd
Stationl

'pynna Group4 AABNSETCH HepBMHHOVI ANg CTaHuMM Stationl. [pn 3TOM NpU Hacnego0BaHUN HACTPOEK

CTaHuMeVI Stationl 6y,qu OCYLLECTB/IATLCA MOUCK HACTPOEK B CeAylLEM nopsaake: Stationl ->
Group4 -> Group3 -> Group2 -> Groupl -> Everyone.

M3MeHeHWe KOHGUIrypaumm, yHacneaoBaHHOM OT NEPBMYHON rpynrbl, BO3MOXHO ABYMsI cnocobamu:

e Yepes wuHTepdenc Llentpa VYnpasneuuss Dr.Web. [Ons 3toro B uHTepdeiice LleHtpa
Ynpaenenuns Dr.Web BbibepnTe NyHKT AHTUBUPYCHAsA CETb MaBHOMO MEHIO, B OTKpbIBLUEMCS
OKHE B MEPapXMYECKOM CMUCKE HAaXMUTE Ha Ha3BaHWe CTaHuuMW. B OTKpPbIBLIEMCS YMpaBsioLEM
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MeHI0 (NaHenb cneBa) BbiGEpUTE KOMMOHEHT, KOTOPbIA XOTUTE HAacTpouTb. O6paTUTe BHUMAHUE,
yTo ANA penaKTUpOBaHWs HACTPOEK, Bbl [AO/MKHbI 06M1afaTb COOTBETCTBYOLIMMU MPaBaMU.
MpoLecc HAaCTPOMKKM aHanornyeH HacTporike nocpeacTBoM KoHconv. Nocne U3MeHeHUsl HacTpoek
HaxMuTe COXPaHUTb, YTOObI COXPaHUTb U3MEHEHUS.

5'Dr.\WEB

Control Center

. b =
& AfMHHHCT pPHPOBaHRE r! AHTHEApYCHaR CETh n\" HacTpoiikn Eﬁ Cenzn

AHTMBHMpYCHanA ceTb > aacae904-0df7-4fcc-beb2-7dcoff664254 | hostname > Dr.Web Samba SpIDer ons Linux

EEIFFIY

v Ofume ‘aacae904-0di7-4fcc-beb2-7dcofi664254 | hostname. 3aganbl NEPCOHANBHBIE HACT PO,

* Tpadmkn CranupoBanwe Kapantun BaawmopeiicTene ¢ Dr.Web Daemon MpoTokonnposanne
= CeoiicTea

Pexnamtas nporparia [ipp—— - "
* YCTaHOBAEHHBIE KOMMOHEHT b

* 3anyWeHHbie KOMNOHEHT bl MporpamMa Aoss0Ha B rxapaHTHH

¥ Tabnuub MporpaMMa-wyTka B rapanTin
= Ceopmbie qanubie
e — TOTEHUMANEHD OMECHES MPOTPEHMA | B kapaHTHH

» Oumbrn MporpaMMa ANA B3NoMa B kapaHTuH
» CTaTncTHka -

3apameHHbIA hain B kapaHTun
» 3anyck/3aBepumeHne
+ Bupycu MNoaospuTensHEi dain B kapaHTHH

= CocTosHme Heuzneurmeni daiin B kapaHTuH
* 3apannA

TMUEHIMOHHBIE OTPEHMHEHNA BnoknpoBaTe
+ CymMmmMapnas CTaTHCTHKA

» Bupycubie Basbl Apxvs B rxapaHTHH

* Bee CeTeBbIE HHCTanAALHH MponyweHHeIi dain Ar+opupoBaTs

v Koudmrypaumua
e OrpaH-EHIA MPOSEPKH SPXME0E | LIrnopHRoBATE
+ Pacnmcanne OwnbKa CKEHMPOBIHWA BnokupoBaTh

+ MouToBbie anpeca

K0 K [N R R € K C R RN CR R EN R EN

b B B B N N B S B B A B
+ 9 4 4+ 4 4 4+ 4+ 14 4+ 4+ 4 4

Oumbka obpaboTin BnokupoBaTs
» Orpanmdenns obHoBNSHHE

 Dr.Web for IBM Lotus Domino Komarari daiin
» Dr.Web MailD gna Linux

» Dr.Web Daemon ana Linux

» Dr.Web Ckanep gna Linux

» SplDer Guard gna Linux

» Dr.Web Icap Daemon gna Linux

= Dr.Web NSS Daemon

 Dr.Web Samba SpIDer gna Linux

» MounTop koMnowenTos Dr.Web gna Unix

Puc. 31. Hactpoiika Dr.Web Samba SpIDer gns Linux yepes uHrepcgeic LieHtpa
YnpasneHnus Dr.Web

e [py COOTBETCTBYIOLUMX HACTPOMKax NpaB AOCTyna napameTpbl MOryT 6biTb nepeonpeaeneHbl C
nomoubto KoHconu. MNpouecc HacTpoMKM aHanorndeH pabote B pexcive Standalone. B cnyyae
HeaocTaTka MpaB Yy rMonb3oBaTens pabouyen craHumu, KoHcosib npefocTaBuT AOCTYM K
HaCTpOiKaM B PEXMUME «TONMbKO AN YTEHUS».

Tunbl yYeTHbIX 3anucem AAMUHUCTPATOpPOB

YyeTHble 3anucK aaMUHUCTPATOPOB aHTVIBVI[.')YCHOl‘/'I CeTN OenaTcs Ha 4 rpynnbl:

o AGMUHUCMpPamopbl C MOMHbIMU fpagamMu UMEKT UCKUYUTENbHbIE NpaBa Ha ynpasneHne Dr.Web
Enterprise Server u AHTMBMpPYCHOW ceTbio B UenoM. OHM MOryT mnpocMaTpuBaTb U
pedakTMpoBaTb  KOHMWrypaumio  AHTUMBMPYCHOM  CeTM, a TaKkKe (C034aBaTb  HOBble
AAMUHUCTPATMBHbIE Y4YeTHble 3anucu. AOMUHUCTPATOP C TaKMMU MpaBaMU TaKXe WMEET MOJHble
npaBa Ha ynpaBfieHMe aHTMBMPYCHbIM MO Ha paboueit cTaHumW. Mpy 3TOM OH MOXET OrPaHUYUTb,
BMJIOTb 4O MOJSIHOrO 3anpeTa, BMELATENbCTBO MOMb30BaTeNsl paboyeit CTaHUMM B yNpaBfieHue
aHTUBMpYCHbIM T10.

AOMUHUCMPamop € NonAHbIMU ripagamu MOXET npocMaTpuBaTb U PEAAKTUPOBATb CMUMCOK MMEKOLLNXCA
AAMUHUCTPATUBHbIX YHETHbIX 3anuncen.

o AdMuHUCMpamopsl ¢ npasamu "mosnbko Orns YmeHus"” MOTyT TONbKO MpPOCMATpuBaTb HacCTPOMKU
AHTUBMPYCHOI CETH B LIEJIOM N OTAENbHBIX €€ 3/1IEMEHTOB, HO HE MEHSITb MUX.

o AdmuHucmpamopsbl epyn ¢ NOAHbIMU fpasamMu UMEIOT AOCTYM KO BCEM CUCTEMHbLIM rpynnaM n K Tem
NOMb30BATENBbCKUM TpynnaM, ynpaBJ/IEHUE KOTOPbIMWU ANA HUX paspeLlleHo (BKJ'IIO‘-Iaﬂ BJ'IO)KeHHbIe).
B0o3MOXHO co3aHue AaHHbIX YYeTHbIX 3anuncelt ToMbKO ANsi MOJSb30BaTENbCKUX rpynn (no,qpoGHee
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CM. PYKOBOACTBO a[IMMHMCTPATOpa ).
[na Takoro aIMMHUCTPATopa B MepapxvMyeckoM JepeBe 6yayT oTobpaxaTbCs TONbKO Te rpynmbl, K
KOTOPbIM OH MMEET AOCTYT.

AAMUHUCTPATOPLI MPYNMN HE MOrYT MPOCMaTpUBaTh CMMCOK MMEIOLIMXCA aAMUHUCTPATUBHBIX YYETHBIX
3anuceu.

o AOMUHUCMpPamopkl 2pynn ¢ npasamu "mosibko 0518 YmeHus" MOryT 0bnagaTb Kak MosiHbIMKM NpaBaMu
[N peAakTMpOoBaHMS AOCTYMHbIX UM FPynn, Tak U NpaBaMu "TONbKO ANs uTeHus".

o AdMuHUCmpamopsbl Mo ymonyaHuto. locne yCTaHoBKM aBTOMAaTUYECKM
Co34aeTcs yyeTHas 3anvcb admin - aAMUHUCTPATOP C NOMHLIMU NPaBaMMK.

TakuM 0bpa3oM, AGMUHUCMPamopkl C NOSHLIMU rpasamu MOryT:
e Co3aaBaTh HOBbIE U YAANSATb UMEIOLLMECS YUYETHbIE 3aMMCK aAMUHUCTPATOPOB.
e PefaKkTMpoBaTb HAaCTPOWMKM BCEX aAMUHUCTPATOPOB

AOMUHUCTPATOPLI MPYNn U adMuHUCMpamopkl ¢ npasamu "mosbko 07151 YmeHuUsT" MOryT:
e PeflakTpoBaTb YaCTb HACTPOEK TOJIbKO CBOEM YYETHOM 3armcy.
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KOHTaKTbI

KOHTaKTbI

MporpaMMHBIA  KOMMNIEKC HaxoamMTCa B MOCTOSHHOM
pa3BuUTUM. Hanbonee cBexyto MHGOPMAaLIMIO O ero 06HOBMIEHUAX, A TaKXKe HOBOCTM MOXHO MOJTYUYUTb Ha
caunTe:

OTtaen npogax:

TexHunyeckas noaaepKka:

B nucbMe HeobX0AMMO NMPEAOCTaBUTb CEAYIOLLYIO AOMOSHUTENbHYIO MHDOPMALMIO, KOTOpasi MOMOXET
nydlle pa3obpaTthCs B CUTYaLMK:

e M0OJIHOE Ha3BaHue 1 Bepcuio anctpubytmnea UNIX-cncremsl;

e BEPCUMN KOMMOHEHTOB NMPOrpaMMHOro KOMMeKca

e KOHMUrypauMoHHble daisibl KOMMOHEHTOB;

e (haliibl XXypHana KOMMNOHEHTOB M OTYETHI U CTAaTUCTUKY, €C/TN UMEKOTCS.
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MpunoxeHue. Monb3oBaTesIbCKUE JIMLIEH3UN

NMpunoxxeHue. NMonb3oBaTesNbCKUE JIMLLEH3UU

I'IporpaMMHblﬁ KOMMNNeKC OOCTYNEH KaK B
KayeCcTtBe OTAENIbHOroO npoAayKta, TaKk M B COCTaBe€ YHMBEPCA/IbHONoO U 3KOHOMWUYHOIO KOMIMJIEKTOB.
COoOTBETCTBEHHO pa3nnyaloTcs 1 BapuaHThl JIMLIEH3UN.

Bce nuueH3un moryT 6biTb NpuobpeTeHbl Ha onpeaeneHHble CPoKK, HanpuMep, Ha 1, 2 niun 3 roga, a
TaKKe pasnMuyaTbCs Mo KOAMYECTBY 3alUMILAEMbIX haliioBbiX cepBepoB. KOHKPETHbIE NpeasioXeHus no
CpoKaM, a Tarke Mo ApYrMM KOJIMYECTBEHHbLIM BO3MOXHOCTAM W OFpaHUYeHUsIM MOryT BapbuUpOBaTbCH

[NS1 OTAENbHbIX PErvoHasIbHbIX MAPTHEPOB KOMMAHMK , @ Takke Moryt 6biTb B
6yaylleM MepecMOTPeHbl  KOMMaHuewn . Ans  yTOYHEHMS Bcex BOMpPOCOB
JIMLIEH3UPOBaHNSA cnesyeT ob6pallaThCd K KOHKPETHOMY MApTHEPY KOMMaHUu
KOHTaKTHble [JaHHblE KOO0 M3 HUX MOXHO HaWTU Ha CalTe KOMMaHWu (

).
Mpy NOKYMKE NMULIEH3MU KIMEHT NOJyYaeT BO3MOXHOCTb B TeYEHME BCEro CPoKa ee AENCTBUS MoNydaTb
0BHOBNEHNSI C CEPBEPOB ( ), a Takxe

nony4yaTtb CTaHAAPTHYIO TEXHUYECKYIO NOAAEPXKKY KOMMNAaHUN U €€ NapTHEPOB.

3awmTa painnoBbIX cepBepoB

MporpaMMHbI  KOMIMIEKC JIMLEH3MPYETC MO  KO/MYeCTBYy halfioBbIX CepBepoB. MuHMManbHas
NMueH3ns — Ha 1 dalinoBsbin cepsep.

KOMMNOHEHTbI KOMMNeKkca npoaos/mkarT pa60TaTb ewe 24 yaca nocne 3aBeplueHUs Cpoka AENCTBUSI
JIMUEH3NN.

CTpaHuua NpoayKTa HaxoauTcs Mo aapecy:
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