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«[okTop Be6» npepnaraetr 3hMEKTMBHLIE AHTMBUPYCHLIE W aHTUCTMAM-PELLIEHUS KaK AJist
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YcnoBHble 0603HaUYeHUs1 U COKpaLLeHust

YcnoBHble 0603Ha4YeHUs U COKpalleHUs

B pykoBOACTBE MCMOL3YIOTCA Crieaytowme yCnoBHble 0603HaueHus:

Mony>xXupHbIA HasBaHWs1 KHOMOK M ApYruMX 3/1EMEHTOB MOJ/Ib30BaTENIbCKOr0 MHTEpdeENca, a Tak
e [aHHble, KOTopble BaM HEO6XOAMMO BBECTM UMEHHO Tak, KaKk OHU MpUBEAEeHbI
B PYKOBOACTBE.

3esieHbli NoNyKUpHbIA  Ha3BaHMsa NpoAyKTOB KOMNaHun «[JokTop Be6> 1 X KOMNOHEHTOB.
3eneHoe noaYepkmsadne  CcblUIKM Ha pasaenbl JOKyMeHTa U Be6-canThl.

Kypcue TeKCT, 3aMeLLalolLmMiA MHhOPMaLMIo, KOTOPYID BaM HY>XHO BBECTU. B mpumepax
BBOZ@ KOMaH/ TaKOe BblAE/IEHNE YKa3blBAa€T Ha Y4YacTKWM KOMaHAbl, KOTOPbIE BaM
He06X0AMMO 3aMEHUTb aKTyaslbHbIM 3HAYEHUEM.

TaK XXe MOryT BblAeNATbCA TEPMUHBI.
MPOMUCHLIE BYKBbI HasBaHuMsa KnaBWLL KNaBUaTypbl.

CumBon «ntoc» (4) YKasblBaeT Ha OAHOBPEMEHHOE HaXXaThe HeCKOJIbKMX Knasul. Hanpumep, 3anmncb
ALT+F1 o6o03Ha4yaeT, 4yTO HeobxoauMo HaxaTb knasuwy F1, yaepxusas
HaxxaTol knasuuy ALT.

ﬁ BaxKHble 3aMeyYaHus W yKasaHWS.

B pyKOBOACTBE MCMONb3YIOTCS CleayoLMe COKpaLLeHus:

e OC — onepauvoHHas cucTema;

e O — nporpamMMHoe obecneveHue;

e AD — Active Directory;

e CPU — Central Processing Unit (ueHTpanbHOe NpoLECCOPHOE YCTPOWCTBO);

¢ RAM — Random Access Memory (onepaTvBHas namsTtb);

e GUI — Graphical User Interface (rpacdudeckuit MHTEpdEIC Nonb3oBaTens);

e HTML — Hypertext Mark-up Language (s13blk rMnepTeKCTOBON Pa3MeTKM);

e HTTP — Hypertext Transfer Protocol (mpoTokon nepeaayv rmneprekcra);

e HTTPS — Hypertext Transfer Protocol Secure (pacwwupenne HTTP, nogaepxusatowiee wnudpoBaHue);
e TCP — Transmission Control Protocol;

e SMTP — Simple Mail Transfer Protocol (npocToit NpoTOKON NEPECHISIKM MOYTbI);

e SP1, SP2, etc. — Service Packs (cnyxebHble nakeTbl 0bHoBNeHMs gns OC Windows).

7



T4
)
.‘ﬁ

s,
<

BBeneHue

BBepeHue

Bnarogapum Bac 3a npuobpeTeHne (nanee - ).
[JaHHbI  QHTMBMPYCHbIA MNPOAYKT MCMONb3yeT Haubonee nepeaoBble TEXHOMOMMM W NPeaoCTaBiseT
HAEXHYI0 3alUWUTy KOMMbIOTEPOB W  MH(MOPMAUMM  BHYTPU KOPMOPaTMBHOW CETU OT  Yrpos,
pacnpoCTpaHseMbIX NMOCPEACTBOM 31EKTPOHHON NOYTHI.

HacTosiee pykoBOACTBO MpM3BaHO MOMOYb AAMWMHUCTPATOPaM KOPMOPaTWMBHbLIX CETEW YCTaHOBUTb WU
HaCTpoUTb . PykoBoacTBO coaepxut uHdopMaumio 060 BCEX OCHOBHbIX OCOBEHHOCTSX
MCMOMb30BaHMSl JAHHOMO MPOrpaMMHOIO ObecrneyeHus, a TakkKe KOHTaKTHY WHGOpMaumio Ciyxo6bl
TEXHNYECKON MOAAEPXKKM.

HasHaueHue Dr.Web

— 3TO aHTUBUPYCHOE MPpUNOXEHWE, CO3AaHHOE C Ueblo 3alUTUTb KOPMOPAaTUBHYKOD MOYTOBYHO
CUCTEMY OT BUPYCOB W CMaMa. OHO HaAeXHO WHTEerpupyeTcs B CUCTEMY M MpOBEpPSieT BCE MuCbMa U

B/IOXKEHMS, MoCTynaloume cepBepy Ans 06paboTku. Bce coobLIEHWS MpOBEpAOTCA A0 TOro, Kak OHM
nepeaaloTcs KIIMEHTY.

MOXET BbINONHATL cneaywwme dDYHKLlVIVI:

e CKaHMpOBaHWE BCEX BXOAALMX N UCXoAALWLNX COO6IJ.I,EHVIVI B pea/ibHOM BpEMEHMH,

e (unbTpaums 1 610KMpOBKa CMaMa, a Takke co3gaHne 6enbixX U YepHbIX CIUCKOB afpecos;
e M3015UMS MHDMUMPOBAHHBIX U MOAO3PUTENBbHBLIX O6BLEKTOB B KApaHTUHE;

o (PUNbTPaUMS SNEKTPOHHBIX MUCEM MO Pa3/IMYHBIM KpUTEPUAM;

e pacnpeaeneHune nosb3oBaTesien Nno rpynnaM Ans ynpoLeHns aaMUHUCTPUPOBaHMS;

e OTMNpaBka yBe.qOMneHMm 0 BUPYCHbIX COBBLITUSIX B XKYPHA/ COBbLITUI ONEPaLMOHHON CUCTEMbI U BEAEHWE
BHYTpeHHel 6a3bl COBbITUI ;

e COOp CTAaTUCTUKY;

e MOAAEPXKA €AMHbIX HACTPOEK MPUIIOXKEHUS Ha pacnpeaeneHHoi CUCTEME MOYTOBLIX CEPBEPOB, B TOM
uncne, 06beIMHEHHbIX B KNacTep;

e aBTOMartuyeckoe obHOBNEHME BUPYCHbIX 6a3 1 KOMNOHEHTOB nporpamMmbl.

Ans ynpouweHusi paboTbl C MPUIOXEHMEM ObiiM peann3oBaHbl MOMHOCTBIO AaBTOMATUYECKMI 3amyck (npu
3arMycKe CUCTEMbI) U YAOOHbIM MeXxaHW3M O6HOBNEHUI MocpeacTBOM Ao6aBneHUst 3aaHns Ha OBHOBNEHME B
pacnucaHue MnaHunposlumka 3agad Windows.

UCMONb3yeT BUPYCHble 6asbl, KOTOPblE MOCTOSIHHO MOMOJHAKOTCA HOBbIMM  3aMUCSIMKU,  UTO
obecneynBaeT BbICOKWIA YpOBEHb 3alMThbl M CBOEBPEMEHHOE pearMpoBaHWe Ha MOSIBNIEHWE HOBbLIX Yrpos.
Takke B NporpaMMe peann3oBaH 3BPUCTUYECKUI aHanu3aTop ANnA AOMOMHUTENbHOW 3alUMThl OT HEWU3BECTHbIX
BUPYCOB.

MpunoxeHne  @yHKUMOHMPYET Ha  nnatdopme ( ),
noafepXuvBatolert LEeHTpanu30BaHHOE YMpaBleHUe HacTpPOMKaMM MPUIOXKEHUS U €ero KOMMOHEHTOB C
BO3MOXHOCTbIO YZAaNeHHOro aAMUMHUCTPUPOBaHMS Yepe3 6pay3ep no 3awmweHHoMy npoTokony HTTPS.
Mnatcdopma MMeeT BCTPOEHHLIN Beb-cepsep C ayTeHTudUKaumen
KNMeHTa, 4To obecneuymBaeT AOCTYN K  YNPaBAEHWK  MPUIOXKEHWEM  TOMbKO  aBTOPM30BaHHbLIM
aAMWHUCTPATOpaM.

B pamkax nnaropMbl UHTepdeiicbl B3aUMOAEWCTBUS W YNpaBfeHWs KOMMOHEHTaMU MNPUIOXKEHMUS
peanunsoBaHbl MOCPEACTBOM BHYTPEHHMX CNyXe6HbIX MPOTOKONOB, paboTalowmx nosepx TCP. YNOMsiHyTble
cnyxebHble MPOTOKOSbI MO3BOASIOT  YMNPABASOWEMY CEPBUCY BbIMONHSATL  €r0 OCHOBHYIO
3aQa4y: NpeaoCTaBNsATb KOMMOHEHTaM MPWIOXKEHUA KaHan CBA3XM C Yynpasnawollein 6asoi AaHHbIX "
6a30ii COBLITUI NPUNOXKEHUS , HaxoAslmMXCcs B Nanke yCTAHOBKU MPUIOXKEHUSI U peann30BaHHbIX
BCTpaMBaeMoOW pensiuMoHHou 6a3oi SQLite.

B3auMozeincTBME KOMMOHEHTOB NpUNoOXeHua ¢ I'IJ'IE!Td)OpMOVI OCyLWLeECTBNAKTCA Cneayrwmm



T4
)
.‘ﬁ

s,
<

BBeneHue

o6pasom:

1. KOMMOHeHT npunoxeHus npu 3anycke (ecim KOMMOHEHT SIBNSETCS CEepBMCOM) wnu 3arpyske (ecim
KOMIOHEHT ABNsSieTcs GUBNMOTEKON) NOAKIIOYAIOTCS K CEPBUCY nocpeacTBoM cnyxebHoro
npotokona nosepx TCP.

2. perucTpupyeT noakItoYeHne NpuIoXeHns n co3gaeT B base CTPYKTYPY AaHHbIX,
OTBEeYaLLNX NOAKMNOYUBLLEMYCSH KOMMOHEHTY MPUNOXEHNS.

3. KOHTPONMPYET paboTy KOMMOHEHTA MPUIOXEHUs!, OTCNexmBas coctosiHe TCP-ceccum m
06MeH cnyxebHbIMU COOBLLEHNSIMM C KOMMOHEHTOM MPUIOXKEHUS.

4. B cnydyae U3MEHEHUSI COCTOSIHUS KOMMOHEHTa MPUIIOXKEHUS U3MEHSIET MepeMeHHble B
6aze , OTpaxaroLme COCTOSIHME NPUIOXKEHUS.

Cepsuchl , YCTaHOBNEHHbIE Ha pa3HbiX cepBepax, MoryT 6biTb 06beAnHEeHbl aAMUHUCTPAaToOpPoOM B

eNHOe nepapxudeckoe Aepeso A5 NOAAEPX KU pensvkaumMm napameTpos 6asbl C Shared

BCeX KOMMOHEHTOB-NOAMUCYUKOB . PeI'IJ'IVIKaLl,VIFI npon3BoaAnUTCA OT T[JlaBHOrMo CepBepa Ha

NoAYMHEHHBbIM (CM. paspen ), TakuM 06pasoM, YynpaBleHWMe HaCcTpoVikaMu Aepesa

CEpBEPOB BO3MOXHO C KOPHEBOIO XOCTa.

NMpoBepsieMblie 06bEKTDbI

NPOV3BOAUT MPOBEPKY BXOASLLMX MOYTOBbLIX COOBLLEHUA B peanbHOM BpeMeHu. [lpoBepke
NnoaBepraloTcs CIeAyoLINe 3NIEMEHTbI SNEKTPOHHBIX MUCEM:

e Teso NUCbMa;
o B/IOXeHMs (BKItoYas danbl B apxmMBax M ynakoBaHHble chaiinbl);
¢ B/IOXXeHHble OLE-06beKThl.

CKaHupyeT Bce 06BbeKkTbl A0 TOro, KakK OHW NepeaatoTcs KIMeHTY ans 06paboTku.
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JinueH3npoBaHue

MNpaBa nonb3oBaTesnsd Ha WCMNONb30BaHMe pPErynnpyroTca npu noMowmn cneunanbHOoro qoaﬁna,
Ha3bIBAEMOTO JSIUYEH3UOHHbIM KIto4esbiM ¢halisiom.

JINLLEH3MOHHbIN KToYeBoun pann

KntoueBoii chaiin MMeeT paclumpeHue .key 1 coaep)Xut, B YaCTHOCTH, CrieayioLLyto MHdopMaLmio:

e CpOK ,CI,GVICTBVIH NIMUEH3UN,

e repeyeHb KOMMOHEHTOB, pa3peLLeHHbIX K UCMOb30BaHMIO (HanpuMep, KOMMOHEHT JOCTyneH
TONbKO B BEPCUMN «AHTUBUPYC + AHTUCMAM»);

e [pyrve orpaHuyeHust (B YaCTHOCTM, KOIMYECTBO HOﬂbBOBaTeﬂeVI, 3aLUMLLAEMBIX MPUTOXKEHNEM).

Kntouesoit chain sensetcs delicmeumeribHbiM NPU OAHOBPEMEHHOM BbIMOSIHEHUW CIEAYIOLLMX YCTIOBWIA:

e CPOK [EMCTBUS JINLEH3UM HE UCTEK;
e K/IOY PacnpoCTpaHsAETCs Ha BCE UCMOMb3yeMble MPOrpamMMoi Moaynu;
e LIE/IOCTHOCTb K/t04a He HapyLleHa.

Mpy HapyweHun No6Oro M3 YCIOBWIA KIHOYEBOWM chalin CTaHOBUTCA HedelicmeumesibHbIM, TPU 3TOM

nepecTaeT obHapy>XvBaTb BPeAOHOCHbIE MPOrpamMMbl. MAKT HApYLIEHWSI KOPPEKTHOCTU KITIOUYEBOMO
aiina 3anucbiBaeTCs B XKypHan perucTpauum cobbiTuii ONepaLMoHHON CUCTEMbI, @ Taloke B TEKCTOBBLIN
XKYpHan perucrpaumm cobbiTUi NporpaMMbl.

KntoueBoii hain nmeeT opmaT, 3alMLIEHHBIN OT peaakTMpoBaHus. PefakTuposaHue daiina genaet
€ro HefencTBUTENbHbIM. MO3TOMY He creflyeT OTKpbIBaTh K/to4eBoW alin B TEKCTOBbLIX peAakTopax
BO M36eXXaHue ero ciyyaiHon nopuu.

-

MonyueHue knrouesoro ganna

Bbl MOXXETE MOAYYUTH JIMLEH3VMOHHBIV KINOYEBON (haiin 0aHUM K3 CeayoLwMX CriocoboB:

o B Buae ZIP-apx1Ba Mo 371EeKTPOHHON MOYTE;

e BMECTE C ANCTPMOYTVBOM MpPOAYKTa, €C/IM JIMLEH3VNOHHBIA (balin 6bin BKIOYEH B COCTaB AMCTpUOYTMBA
Mpv ero KoMMneKTaumm;

e Ha OTAENbHOM HocuTeNe B Buae paiina C paclumpeHveM .key.

[ Ecnv Ha koMmnbloTepe yCTaHOBMEH , MpU yCTaHOBKe MOXHO BbI6GpaTh
BapuaHT Moy4YeHust Ko4eBoro dalina c cepeepa LEHTPaNU30BaHHOM 3alUMThI.

KntoueBoi chain HeobxoayvMo MNpUOBpecTM A0 YCTaHOBKM , T.K. Ans yCTaHOBKM noTpebyeTtcs
yKasaTb MyTb K BalleMy Ko4YeBoMy daiiny.

MonyueHue kitoueBoro gaivia no 3/1IeKTPOHHON nouTe

1. 3alauTe Ha CaiiT, aapec KOTOPOro yka3aH B PErYCTPALMOHHON KapTOUKe, NpuiaraeMoii K NpoayKTy.
2. 3anonnHute hopMy CO CBeAEHMSMM O MOKynaTene.
3. BeauTe perMcTpaumMoHHbIN CEPUIHBIA HOMEP (HAaXOAMTCS Ha PEMMCTPALMOHHOW KapTOUKe).

10
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4. KntoyeBoli dhaiin 6yaeT BbiCNaH Mo yka3aHHOMY BaMu aApecy 3NMeKTPOHHONM MoyThl B Buae ZIP-apxvBa,
coaepxatiero daiin ¢ paclumpeHueM .key.
5. Vi3BnekuTe kntoueBoi ain Ha KOMMbIOTEP, Ha KOTOPLIN Bbl MIAHUPYETE YCTAaHOBUTb

[ns 03HAaKOMNEHWUS C MPOrPaMMON MOXHO MONYYUTb OeMOHCMpauUoHHbIU Krroyesol c¢hadn. Takown
KntoyeBon haiin obecneurBaeT MOSHYI0 YHKUMOHANIbHOCTb OCHOBHbBIX @HTMBMPYCHBIX KOMMOHEHTOB, HO
WUMEET OrpaHWYEHHbI CPOK [AEWCTBUS M He MpearofiaraeT oOKasaHue TEXHWYECKOW MOAAEpPXKU
nosib30BaTento.

Ona  nonyyeHWss AEMOHCTPALUMOHHOIO  kodeBoro daina (Mo  3MeKTpoHHOW  nouTe)  cneayet
3aperncTpupoBaThCs Ha Be6-caiiTe

YT06bI KynWTb JIMLEH3MOHHBIW KtoueBoW alin, CBSXXUTECh C BnvKanWmMM NapTHEPOM B
BalUEM pervoHe nMbo BOCMONb3YMWTECH YCyraMn MHTEPHET-Mara3nHa Ha calite KoMnaHwWm No agpecy

JononHuTensHyto MHhOPMaLMIO 0 NMLEH3MPOBAHUM U KITOUEBbIX aiinax MOXHO HaliTv Ha oduvumanbHOM
caiiTe KoMMaHum no agpecy

O6HOBNEHMue NILIEH3UN

B HEKOTOpbIX C/lyyasix, HampuMmep, NpYM OKOHYAHWM CPOKa AEWCTBUS JIMLUEH3UM WM MPU  M3MEHEHWUW
XapaKTEPUCTUK 3aLLMLLIAEMON CUCTEMbI UM TPEBOBAHMIA K ee 6e30MacHOCTH, Bbl MOXXETE MPUHSATL PeLleHre
O NpUOGPETEHUN HOBOW WM PaCLUMPEHHOW SIMLEH3MM Ha . B TakoM cnyuyae BaM noTpebyeTcs
3aMEHUTb YXKE CyLLECTBYIOWMIA U 3apErUCTPUPOBAHHLIN B CUCTEME JMLEH3MOHHLIM KItoueBon daiin.
MpunoxeHne noaaepXKMBaeT OGHOBMIEHWE JIMUEH3UM <«HA JETy», MpU KOTOPOM €ero He TpebyeTcs
nepeycTaHaB/MBaThb WM MPepbIBaTb ero paboTy.

3ameHa katoueBoro dgaina

1. YT06bl 06HOBUTL NMLEH3MIO, A06aBbTE HOBbIN KTIOUEBOW halis B ManKe YCTaHOBKM MPOrpaMMbl.
2. lMepesanyctute ciyxoby .
3. aBTOMATMYECKN NEPEKTIIOUYNTCS Ha MCMOSIb30BaHWE HOBOIO K/tOYEBOrO chaiina.

[lonosHMUTENBbHYIO MHCOPMaLMIO O CPOKaX M TUMaX SMUEH3UPOBAHMUS MOXXHO HalUTK Ha oduLMasnibHOM cainTe
KOMMaHWm Mo agpecy
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AHTMBMpPYCHOE CKaHMpOBaHMe M NpoBepka Ha cnam ansa Microsoft Exchange Server

AHTMBUPYCHOE CKaHMpPOBaHME U NpoBepKa Ha cnam ans
Microsoft Exchange Server

Dr.Web ans Bepcwit Exchange Server 2003/2007/2010 noaaepxwuBaeT vHtepderic VSAPI (NporpaMMHbIi
UHTEpdENC NPUIOXEHUIA BUPYCHOTO CKaHMPOBaHWsl, pa3paboTaHHbIi Microsoft ans cepsepos Exchange).

Kpome Toro, nporpamma noaaepXXvBaeT cepeepHble posiv ansg Bepcuit Exchange Server 2007/2010/2013
SP1/2016 v MoxeT 6bITb YCTaHOBMEHA Ha CepBepax C PasHbIMU POSISIMU.

B nporpaMMe Takke peann3oBaHa Noaaep)KKa TPaHCMOPTHLIX areHToB (@HTMBUPYCHBIX ar€HTOB M areHToB
aHTucnama) ansa Bepcuii Exchange Server 2007/2010/2013/2016.

Bepcus Mi- | locTynHble MOAY/AN aHTUMBUPYCHOIO | loCTynHble MOAY/IM MPOBEPKX HA cnaM U
crosoft Ex- | ckaHupoBaHusa u wibTpaLum noutbl | GWibTpaLus NOYThbI
change Server
2003 DrWebVSAPI.dIl (Backend) DrWebSink.dll (IIS)
DRWTransportAgent.dll (Hub, Edge)
2007 DRWTransportAgent.dll (Hub, Edge)

DrWebVSAPLdIl (Mailbox)

DRWTransportAgent.dll (Hub, Edge)
2010 DRWTransportAgent.dll (Hub, Edge)
DrWebVSAPI.dIl (Mailbox)

2013 DRWTransportAgent.dil (Frontend, DRWTransportAgent.dll (Frontend, Backend)
Backend)
2013 SP1 DRWTransportAgent.dll (Edge, MailBox) DRWTransportAgent.dll (Edge, MailBox, CAS)
2016 DRWTransportAgent.dll (Edge, MaiBox) = DRWTransportAgent.dll (Edge, MailBox)
NMopnep)xka VSAPI

AHTUBMpYCHblE pelieHus ans cepeBepoB Exchange, pabotatowme Ha ocHoBe VSAPI, nposepsiloT BCe
noyToBble coobLieHns, MOCTymaloWme Ha cepeep, AO OTNPaBKuM KAMEHTy. [NpoBepka OCyLlecTBAseTCs B
Tpex pexumax:

e ynpexpatolleM (proactive);
¢ 1o 3anpocy (on-demand);
¢ (doHosom (background).

Ecnu agpec otnpaBuTens nuUcbMa MpUCYTCTBYET B CMIMCKE 3HAYeHUd nepemMeHHon TrustedEmails, nmMcbMo
Cpasy BbIBOAUTCA U3 LMKNA NPOBEPKU Ha BMPYChl U MPU3HAETCA UMCTbIM.

Ynpexaaroulee CKaHMpoBaHWe

Bce anekTpoHHble cooblueHuns, nocTynaioowue Ha cepeep Exchange, nomewaiorca B obwyio ovepedb Ha
MpOBEPKY aHTVMBMPYCHbIM MpuioxeHueM. Coo6LIEHMSIM B OYepean MPUCBAMBAETCS OAMHAKOBLIA HU3KMIA
npvioputeT. ECM NpropUTET COOBLLEHUI HE MEHSIETCS, TO MPOBEPKA OCYLLECTBASETCS MO MpuHUMNY «first
in, first out» (FIFO), To ecTb B NopsiAKe NOCTYM/IEHUS COOBLLEHMIA.

CkaHvpoBaHue no 3anpocy

Ecnu npuopuTeT Kakoro-inbo Coo6LLEHVSI MOBLIWAETCS, YTO MPOWUCXOAMT MpWM E€ro 3arnpoce MoYTOBbIM
K/TMEHTOM, TO MPOBEPKa 3TOro cooblleHnst 6yaeT BbIMOIHEHa AOCPOYHO, MOCKOJbKY ouepedb Ha MPOBEPKY
06CNy>XMBAETCA HECKOTbKMMM MOTOKaMU. M3HauaibHO HU3KMIA MPUOPUTET BHOBb MOCTYMAOLLMX COOBLLEHNI
rapaHTUpYyeT, YTO UX NPOBeEpPKa He ByaeT MelaTh NMPOBEPKE COOBLUEHMIA C BbICOKAM MPUOPUTETOM.

Mpouecchl yNpexaalolero CKaHMPOBaHWA M CKaHMPOBaHWS MO 3anpocy 06ecneynBaloT MpPOBEPKY BCEX
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AHTMBMPYCHOE CKaHMpOBaHMe U NpoBepKa Ha cnaM ans Microsoft Exchange Server

nmceMm, npoxoasmnx 4epes cepeep. an 3TOM CMCTEMa NPUOPUTETOB MNO3BOMAET ONTUMU3NPOBATL HArpy3Ky
Ha CepBeEpP U BpPEMA OXnNAaHUA COOBLLEHNS KINEHTOM.

doHOBOE CKaHUpPOBaHMKe

B pexunme (bOHOBOFO CKaHMpOBaHMA Npon3BOAUTCA TMpPOBEpPKa C006Ll.leHMI7I, YX€ HaxoaAawuxca B
XpaHuuuie, 4To no3eBosideT 06HaPY)KVIBaTb BUPYChbI, Nonaswine B XpaHuiuwe A0 YCTaHOBKU , da
TaKKeE paHee HEU3BECTHbIE BUPYCbI B C006Ll.leHM$|X, NPOBEPEHHbIX A0 nocneaHero obHOBNEHUS BUPYCHbIX
6a3. [laHHbIl peXuM CKaHMPOBaHWUS 3anyckaeTcs aaMUMHUCTpaTopoM Exchange ¢ nomolybio Habopa kovei
peecTpa u ynpaenseTcs ¢ noMowbio 3agayun Doctor Web For Exchange Start Background Scanning
Task B nnaHvpoBLmke 3aaay Windows. Mo yMonyaHuio AaHHas 3aAada 3anyckaeTcst kaxabii aeHb B 0:00.

Bonee noapobHylo MHGOPMaLMIO O HAcTpoMKaxX aHTUBUPYCHOMO CKAHMpOBaHWs Ha ocHoBe VSAPI cM. B
NPUIOXEHUN

Mpn coBMECTHOM Mcnonb3oBaHMM VSAPI 1 TpaHCNOPTHbLIX areHTOB Ha OAHOM cepBepe HeobxoauMo
OTK/IOYUTL MPOBEPKY MUCXOASWMX coobuweHmMn c nomowpbto VSAPI npu uxX MOCTYnieHun B
TPaHCMNOPTHYIO CUCTEMY M3 MOYTOBOr0 XpaHunuwa. OTKIOUYUTb TaKylo MPOBEPKY MOXHO, YCTaHOBWB
3HaueHne 0 ans napameTpa TransportExclusion B pasgene peectpa HKEY LOCAL MACHINE

\SYSTEM\CurrentControlSet\Services\MSExchangeIS\VirusScan.

Bonee noapobHyt0 MHGOPMaLMIO O HACTPOMKAX aHTUBMPYCHOrO CKaHMpOBaHUS Ha ocHoBe VSAPI cM. B
NPUIOXXeHUN

CepsBepHbie ponu

Exchange Server 2007/2010/2013 SP1/2016 moOxeT 6biTb YCTAHOB/EH B HECKONbKUX KOHMUrypaumsix,
ornpeaensowmx pexumsl paboTel cepsepa U NoaaepXvBaemyld MM (YHKUMOHANbHOCTL. s 3Toro npu
pa3BepTbiBaHMM 3a4al0TCS ponM cepBepa B opraHmsaumm Exchange.

Exchange Server 2007/2010 1 2013 SP1 no3BonsieT co3aaTh MSATb pOSieit cepBepa: cepBep MOYTOBbIX
awukoB (Mailbox), cepBep knueHTckoro goctyna (CAS), TpaHCMOpTHbIN cepBep-KoHUeHTpaTop (Hub),
cepBep eauHoW cucTeMbl obMeHa coobuleHusimm (Unified Messaging) M morpaHWuYHbIA TPaHCMOPTHbIN
cepsep (Edge). Exchange Server 2016 no3BonsieT co3fgaTb ABE pOSM: CepBep MOYTOBLIX SILMKOB W
MorpaHUYHbIA TPaHCMOPTHbLIN cepBep.

MprBeaeHHbIE HUXKE PonW CepBeEpPa NOAAEPXKMBAIOT NPOBEPKY Ha BUPYChI U CraM:

e CepBep nouToBbIx AwmkoB (Mailbox) — peanusyeT ocHoBHble Cy>x6bl, B YaCTHOCTW, A/ XPaHEHUSs
JAHHBIX WM MOAAEPXKM KIMEHTCKMX MamnoK, W MO3BONSIET MpPOBepsiTb COOGLEHMS Ha BWPYCbl 4Yepes
nHtepdeic VSAPI;

o TpaHCNOPTHbI cepBep-koHUeHTpaTop (Hub) — pacnpepenser coobLleHVst BHYTPU OpraHu3aumy,
Mo3BONSIET MPUMEHSTb ANS  COOOLEHWI NoAuTMKM 6e30MacHOCTY, OCYLLECTBASTL  aHTUBMPYCHYHO
NpoBepKy 1 dunbTpaumio cnama;

o MorpaHwiHbI TPaHCNOPTHbLIN cepBep (Edge) — naHHas ponb NpucBavMBaeTCs aBTOHOMHOMY CepBepy,
HaxoasLWeMycsi B AEMUIMTapU30BaHHOW 30HE WM HE UCMOMb3YIOLWEMY BHYTPEHHME PECYPCbl OpraHM3aumn
(3a WCKIIOYEHMEM OOHOCTOPOHHEN CUHXpOHM3aumen c Active Directory gns permcrpauum ToMonorvu
CepBEpPOB TPAHCMOPTHbLIX KOHLEHTPaTOpPOB), YTO MO3BONSET AAHHOMY CEpBepy BbLICTYyNaTb B KadecTBe
SMTP-wnto3a 1 ocywecTenATb dunbTpaumio cnama u BUpPYCOB.

MOXET OblTb YCTaHOBSIEH Ha cepBep, AN KOTOpOro 3ajaHa fobas w3 3TUX ponen M ux
KOMBVHauun.

B Microsoft Exchange Server 2013 KOHUENUMSI CEPBEPHbIX PONEN Y)Ke He WUCMOMb3YeTCs U OCYLLeCTBEH
BO3BpaT K apxutekType Frontend-Backend, nostomy npoBepka Ha BWpycbl M CrnaM Bcerga bOyaet
OCYLLeCTBNATbCA Ha ypoBHe SMTP-TpaHcnopTa.
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AHTMBMPYCHOE CKaHMpOBaHMe U NpoBepKa Ha cnaM ans Microsoft Exchange Server

TpPaHCNOPTHbIE areHTbl

KoHuenumus opranusaumm Microsoft Exchange 2007/2010/2013/2016 vcnonb3yeT WM3MEHEHHYHO CTPYKTYpY
SMTP-cobbiThiA. TMOTOK COOBLEHNA Ha pasHbiX 3Tanax SMTP-TpaHCNopTMpPoBKM 06pabaTbiBaeTcs
TPAHCMNOPTHLIMM areHTaMun pasHoi HYHKLMOHAIbHOCTW.

Mpy NOCTYMNNEHNM COOBLLEHMSI HA CEPBEP, OHO NMEepeHanpaBiAeTCs Yepe3 TPaHCMOPTHY0 ceTb SMTP, npu
3TOM Ha Kaxpaoe SMTP-cobbiTe MOXeT 6biTb 3aperUcTpUpOBaHO HECKONbKO TPAHCMOPTHbLIX AreHToB,
KOTOpbIE MONYYaloT AOCTYN K COOBLLEHMIO B COOTBETCTBUU C UX MPUOPUTETATMU U MOMYT NPOU3BOAUTL HafA
HUM OnpeaeneHHble AeUCTBUS. KaXkabli areHT BbIMOSHAET CBOK MPOBEPKY, MOCie 4ero cooblieHve
nepeaaeTcs creaylolleMy areHTy. TakuMm o6pasoM, TPaHCMOpTHblE areHThbl MO3BOMAKOT pearMpoBaTh Ha
COBbITUS, CBA3AHHBIE C MOMYYEHUEM NUCbMA U €ro AanbHENLIUM NepeaBUKEHNEM MO CETU.

CyWwecTBYET [Ba pa3/IMYHbIX TUMa TPaHCNOPTHBIX areHTOoB:

e SMTP Receive Agent — nNo3BonsieT pearMpoBaTb Ha COBbITVS, BO3HMKAIOWME NPU NOYyYEeHUU NCbMa
no SMTP;

e Routing Agent — No3BoNSeT pearvpoBaTh Ha CO6bLITUS, BO3HMKAOLLME NMPU POYTUHIE MKCbMa.

Exchange Server 2007/2010/2013/2016 no3sonsieT 3agaBaTb MNPUOPUTET areHTaM TpaHCiopTa U TeMm
CaMblM YMpPaB/siTb O4YEPEeaHOCTbIO MPUMEHEHUs areHToB K coobleHnsaM. TakuM 06pa3oM, nopsaoK
CNEeA0BaHMSl areHTOB OMNpedensieTcsl He TOMbKO MOC/EA0BATENIbHOCTbIO COBbITUIA, K KOTOPbIM OHU
OTHOCSITCS1, HO W 3aZ@aHHbIM NPYOPUTETOM B paMKax 0aHOro SMTP-cobbITusS.

TPaHCMOPTHbIE areHThbl MO3BOMAKT MHTErpUpoBaTh B npouecc 06paboTKuM 3MNEKTPOHHON MOYThLl, B
YacTHOCTU, 415 NPOBEPKM COOBLIEHWUI HA BUPYChI U CMaM.

Mpn Mcnonb30BaHUM TPaAHCMOPTHBLIX areHTOoB npoBepsieT Ha BUPYCbl M CMaM TONbKO MUCbMAa,
npvHMMaeMble cepBepoM Mo NpoTokony SMTP (Npu Hanuuuu MUUEH3UU «AHTUBUPYC + AHTUCNAM»).

TpaHCNopTHbIE areHTbl aHTUCNamMa

TpaHCNOpTHbIE areHTbl aHTuCnaMa pearvpyloT Ha SMTP-cobeite OnEndOfData, cootseTcTBYIOWEE
OKOHYaHMIO Npouecca Nosly4eHusl CepBepoM COAEPXKMMOro NUcbMa.

McbMO Ccpasy BbIBOAUTCS 13 MPOBEPKW Ha CNaM M MPU3HAETCS YNCTbIM, ECNU:
e [IOMEH aJpeca OTMpaBUTENs NMUCbMa NPUCYTCTBYET B CMIUCKE 3HAYEHMIA NepeMeHHON ;
e aApec OTMNpPaBMUTENS MPUCYTCTBYET B CMIMCKE 3HAYEHWI NepeMeHHON

B oTmume ot 6enoro cnmcka , KOTOpbIiA (pOPMUPYET MOSUTUKY MPUMEHEHUS WCKITIOYEHUIA C
Y4ETOM aJpecoB OTrpaBUTeNel 1 nonydatenen (B YaCTHOCTM, €C/IM OTNPaBUTENb M MOMyYaTeslb HaXOAATCS
B OAHOM [IOMEHE W afpec OTNpaBMTENS HaxoauTcs B 6E/IOM CMNCKE, TO MUCbMO BCE PaBHO MOXET 6biTbh
MPV3HAHO CMaMoM), NEpPEMEHHbIE n 6€3yCNOBHO UCK/IOYAOT MUCbMO
13 NpOBEPKY Ha crnam. MoaTomy npuberaTb k 406aBNEHUIO JOMEHOB M aApeCOB B CMMUCOK 3HAYEHWUI AaHHbIX
NMepeMEHHbIX PEKOMEH/IYETCS TOJIbKO B C/Tydae KpalHen HeobxoamMMoCTH, a B OOLLLEM Ciydae MCMosb30BaTh

Ecnv gomMeH wnu agpec oTnpaBuTensl He OTHOCUTCS K [OBEPEHHbIM, MUCbMO MOMelaeTcs B 06wy
ouepeab Ha nNpoBepKy. B pesynbTate npoBepkW, €CiM MMCbMO MPU3HAHO CMaMOM, OHO MOXET ObITb
yOaneHo, 3ab/1o0KMpoBaHO, NEPeHanpPaBIEHO Ha APYroi MOYTOBbLIN ALWMK, NoMeYeHo, kak Junk e-mail, nim B
TeMy coobuienns gobasneH npedukc. Bce 3Tn cobbiTus (MKCMpYOTCS B pasaene

nB cepsepa.

Ecnm nucbMo ypansieTcs kak cnaM uam 6roKMpyeTcsl KaK HecoOTBETCTBYylollee npaBuiaM dbunbTpaumy,
TPAHCNOPTHBIV areHT IMbo pa3pbiBaeT coeanHeHne ¢ KMeHToM, nnbo dopmupyeT oTBeT RejectMessage
cnepytowero cogepxxanns: Dr.Web AntiSpam Agent: Message was rejected as spam. BbibpaTb,
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Kakoe WMEHHO AencTBue 6yAeT BbIMOMHATLCS, MOXHO MpWU MOMOLLM . B
Nto6boM crlyyae NMCbMO He AOXOAUT A0 MoslydaTenei.

Ecnn nncbMo nepeHanpaBnseTcs Ha ApYrol MOYTOBbLIM ALMK WM nomedvaeTtcs, kak Junk e-mail, Kk ero
3arosioBKy Ao6aBnsieTCsl A0MOSNHUTENbHBIN CNy)KebHbIM 3aronoBok X-header.

[nsa nepeHanpasnseMoro nucbMa aobaensetcs 3aronosok X-DrWeb-RedirectTo, B 3HaueHWn KOTOpOro
yka3blBaeTCsd aApec HOBOrO nofydaTens. DTOT 3arofioBOK MpefHasHayeH Ans  aHTUMBUPYCHOrO
TPAHCMNOPTHOIO areHTa, KOTOpbI MOC/e MNPOBEPKM MUCbMa Ha BUPYCbl M MPU3HAB €ro YMCTbIM, YaaNseT BeCb
CMNCOK UCXOAHbLIX MOosydaTeneil coobLEeHNs, 3aMEHVB VX HA aApec, YKasaHHbli B 3arosioBke. [pu 3ToM
nMcbMO He ByaeT nonyyYeHo MCxoAHbIMM afpecaTamu. MucbMo ByaeT AOCTaBAEHO UCXOAHBIM MOMyvaTensm,
€C/M OHO nomeyeHo kak Junk e-mail. B 3ToM cnydae B coobuwenve pobasnsercs 3aronoBok X-MS-Ex-
change-Organization-SCL, B 3HayeHMM KOTOPOrO YKa3bIBAE€TCA MWHAEKC HeaoBepus MUCbMy. ITOT
3aro/fi0BOK MOHMMAIOT MOYTOBblE KMeHTbl Microsoft, a Taikoke caMm no4ToBbIM cepBep Microsoft Exchange
Server. Ecnv 3HauyeHne uHaekca 6osblie 4, HO MeHblle 7, MOYTOBbIE KIIMEHTbI MOSb30BaTeNeN CMOryT
nepemeLlaTb Takoe coobuienne B nanky Junk (ecim OHM MPaBMAbHO HAaCTPOEHbI). BaXkHO OTMETUTb, 4TO
€C/IM 3HaYEeHNe MHAEKCA NPEBLIWAET 7, NMUCbMO MOXET 6biTb OTKIIOHEHO TPaHCMOPTHOW CUCTEMOW CaMoro
cepsepa Microsoft Exchange Server.

[obaBneHne npedukca B TeMy nMCbMa, MNPU3HAHHOrO CMaMoOM, HUKaK He BAMSIET Ha ero A0CTaBKy.
MonyyaTtenu MoryT caMm HaCTpOUTb NpaBuia 06paboTkn NMceM C TakmM NpedurKCoM Ans CBOEro no4YToBoro
KIMEHTa.

AHTUBMUpPYCHbIE TPAHCNOPTHDbIE areHTbl

AHTMBMpYCHble areHTbl pearuMpyloT Ha SMTP-cobbiTve OnSubmittedMessage, cooTBeTCTBYIOLLEE
MoCTaHOBKE B oYepedb 06paboTky TPaHCMOPTHOM cUCTEMON cepBepa. HUKakve WUCKIIOYEHMs Anist NUCEM U3
06paboTKM 3TUM areHTOM He NpeayCMOTPEHbI.

Ecnn agpec otnpasuTens nucbMa NpPUCYTCTBYET B CrINCKE 3HaYeHU I'IGDEMEHHOﬁ , NMNCbMO
Cpa3y BbIBOAUTCA U3 LUUKNA NMPOBEPKU Ha BUPYCbl U CNaM U NMPU3HAETCA YNUCTbIM.

LIMKn NpoBEPKVM aHTMBMPYCHOMO areHTa MoApasyMeBaeT MOoC/efoBaTeNlbHY0 MPOBEPKY Ha BUPYChl Tena
nMMcbMa UM BCEX €ro BJIOXKEHUIA. VHMUMpOBAHHOE MUCbMO MOXET 6biTb YyAaneHo, 3ab/oKMpOBaHO WK

nepeMelLeHo B (ana noao3puTenbHLIX OBBLEKTOB TakKe MpeayCMOTPEHA BO3MOXHOCTb
MponycTUTb WX, HE MPUMEHSII K HUM HUKaKUX OeWCTBUM). Bce 3TM cobbiTvsi DuKCUpYloTCS B pasaene
B cepsepa.

Ecniv  gna vHPUUMPOBaHHLIX  OOBLEKTOB  HACTPOEHO ydaneHve, nocrie obHapyXeHns nepsoro
WHGULMPOBAHHOIO O6beKTa LMK CKaHWMPOBAHWSI BJIOXKEHWIA MPEPLIBAETCS, U B TPAHCTMOPTHYIO CUCTEMY
cepBepa nocbiiaeTca cobbiTme Ha yganenue nmcbMa. Cobbitus yganeHus UKCUpYIOTCS B pasgene
nB cepBepa, HO HW OTMpPaBUTENN, HU
nosyyaTen He yBedOMNSIOTCA 06 yAaneHun nucbMa. 3TO Haubonee ObICTpbIM CMOCOD peakumMn Ha
WHdeKUMM, oaHako, 6oniee 6e30MacHbIM CNOCco6oM 06paboTKM C TOUKM 3PEHNUS BO3MOXKHOM MOTEPU AaHHbIX
ABNISIETCS MNEPEMELLEHME 3apaXKEHHbIX OOLEKTOB B Kpome TOro, ecnm Ha cepsepe
noaaepxxueaetca npotokon EWS (Exchange Web Services), cywectsyeT BO3MOXXHOCTb C MOMOLLbIO
wnm HaCTpOUTb OTMPaBKy YBEAOMJIEHMIA
Ha onpeaenieHHbIV NMOYTOBLIV aApec A1 KaXKAoro Ciydas yaasieHnst MHPUUMPOBAHHBIX MUCEM.

Ecnu BnoxeHue 6nokupyeTcs, Kak HeCOOTBETCTBYIOLee npasunaM dunbTpaunm, U Ans MHPULMPOBAHHBIX
06bEKTOB HACTPOEHO nepeMelleHne B , BCE& WHDUUMPOBAHHbIE WM 3abfoKMpOBaHHbIE
B/IOXEHNS B UCXOAHOM COOGLLEHMM 3aMEHSIOTCS BJIOKEHHBIMM TEKCTOBLIMM (haltiamMu, OMMChIBAOLL UMK
NPUUMHY YAaneHust BNoXeHus. lanee, B O4MLLEHHOM NMUCbME NPOBEPSETCS Hannuue 3aronoska X-DrWeb-
RedirectTo, NoCTaBfEHHONO TPAHCMOPTHLIM areHTOM aHTMCrNaMa, U eC/M TakoM 3arofIoBOK He HaWifeH,
NMCbMO [JOCTaBnseTcs nofnyyatenaMm. Ecam ke nmuMcbMo A0/MKHO ObiTb  NepeHanpaBneHo, KaXaomy
nony4yaTento NMcbMa oTnpaBnseTcs ysegomneHne SmtpResponce cneayiowero cogepxanus: «Dr.Web
AntiVirus Agent: Message was redirected as spam.». [lpu 3TOM, NMCbMO 6€3 MHMOULMPOBAHHBIX
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B/IOXKEHUI OTNPAB/SIETCS MO aApecy, ykazaHHOMY B 3HauYeHuu 3aronoBka X-DrWeb-RedirectTo.

MpuvuHuunbl paboTbl Dr.Web

Bce aHTVBMpPYCHbIE peLueHust cofepxaT cleaylolmne OCHOBHbIE KOMMOHEHTLI, obecnedyvBatoLme
3alLMTY BCEX OMEpaLMOHHbIX CUCTEM U naTdopM: aHTvBUpycHoe sapo drweb32.dll v daiinbl BUpYCHbIX
6a3 (c pacwwvpenvem .vdb), B KOTOpPbIX XpaHATCS W perynspHO O6HOBASIOTCA BMPYCHblE 3anucw,
cofepXalyme pasnnyHyio MHOOpPMaLmio 0 BUPYCaX M MHbIX BPEAOHOCHbIX KOZAX.

AHTVBMPYCHOE W aHTUCMaM-peLLIEHME WHTErpupyeT TEXHOJIOTUN B npouecc 06paboTkn u
XpaHeHWs NoYTbl Ha cepBepax Exchange.

MpoayKT uMeeT yaOGHbIM rpaduyeckuint uHTepdeiic Mnonb3oBaTeNs A YNpaBieHUs HacTpoVKamu
CKaHMPOBAHMS 1 OTC/IEXMBAHMSA Pe3ybTaToB NPOBEPKM COOBLLEHUI Ha cepBepe.

3Tanbl NPOBEPKMX Ha BUPYCbl U CrlaM

Mocne nosnydYeHust yBEAOMIEHMS O MPUXOAE COOBLLEHUS Ha CEpBEP MOCTYMMBLUIEE COOBLLEHME MPOXOAUT
yepes cneayroLiMe 3Tanbl MPOBEPKY:

1. NMpwmeHeHve npaswi pwibTpaumm (HaCTpanBaloTCa B pa3gene ).

A. TMpasuna aHTMaMCTpmbyummn (OrpaHMYeHne CrMCKOB Pacchbiiikv). MOXHO 3adaTh nNpaswuna, 3ajatolne
MaKCMMasibHOE 4WCTI0 adpecoB MosydaTtenieid cooblieHnst (MM COOBLLEHUS C BAOXEHUSIMM) U
MPUMEHsIIOLLMECS K adpecaTaM-oTrnpaBuTeNsM. [Nis 3TUX OTNpaBuTENEN [ONyCKaeTcs OTnpaBka

TOJIbKO TEX COO6LL|,€HVII>1, B KOTOpPbIX 4YMCNO ajpecoB nonyaneneVl HE nNpeBbILAET YKa3aHHOIo

MaKCMMaJ1bHOIo 3Ha4eHu4.

B. MpaBuna ¢unbTpaumm BROXKEHHbIX (ainoB. MOXHO 3aAaTb MpaBUNa YAANEHWSt BJIOKEHHBIX

(ainoB: No paclumMpeHnio, No Macke MMeHM daina, No MakcvMManbHOMy pasMepy danna.

an YCNoBUK BbIMNOJIHEHUA OAHOIMO U3 3a[aHHbIX NpaBun coobLeHne (VIJ'II/I B}'IO)KEHVIe) yAanaeTca un 06
JTOM onoBewaeTca aAMMHUCTPATOp WM ApyrMe  3auHTEPECOBAHHbLIE  ULUA (ﬂpl/l Hann4ymm

COOTBETCTBYIOLMX HAacTpoeK B pasjaene ). B cnyyae ypaneHusi BnoxeHHoro daiina K

MUCbMYy TMPUKPEMN/ISIETC TEKCTOBLIM haln ¢ cooblieHveM 06 yaaneHum npunoxenus. LlabnoH
coobLleHns 06 yaaneHun BROXeHUS UM uMsi aiina Takoro cooblieHWsi 3afaloTcsl Taloke B pasgene

2. MpoBepka Ha cnaM (BbINOSHAETCSA TONbKO B Cy4ae JIMLEH3MN «AHTUBUPYC + AHTMCMaM» U TOMbKO
ANS MMCEM NPUHUMAEMBIX CEPBEPOM MO NpoToKony SMTP, HacTpanBaeTcs B pa3aene ).

B nepByto ouepesib aHaNM3UPYOTCA aipeca rnostydaTenei 1 oTNpaBuTENEeN Ha NPUHAANIEXHOCTb YEPHBIM
N 6enbiM CnMckaM, KOTOpble 3afaloTCs B pasgene . 3ateM aHtucnam-dbunbTp Vade Retro
NPOBEPSIET TEKCT COOOLLEHNS M BblAAET 3aK/OYEHME, HAa OCHOBE KOTOPOro OnpeaensieTcss CTeneHb
BEPOSATHOCTM TOro, YTO AaHHOoe cooblueHne aBnsieTcs cnamoM. Ecnmn nucbMo siBnsieTcs crnamoM, 1o 06
3TOM OMOBELLAETCH aAMUHUCTPATOP WM [Apyrne 3auHTEepecoBaHHble fvua, MponucaHHble B
COOTBETCTBYIOLIMX HACTPOMKax pasaena , W K TNUCbMy TMPUMEHSIETCA [ENCTBUE,
YCTQHOB/IEHHOE a[IMVHUCTPATOPOM /18 IaHHOW KaTeropum cnama B paszene

3. MNpoBepka Ha BUPYCbI (HacTpanBaeTcs B pasgene ).

CoobLieHusi, yCrelHo npoLueawe npeapiaylivMe stanbl NpoBepku (MU MponyLLeHHbIE B COOTBETCTBUM
C HaCTPOVKaMK1 MPUSIOXKEHMS ), NepedaloTcs Aanee AN NPOBEPKU HA Ha/IMuMe BPeaoHOCHOrO
kopga. Ecnn obbekT (BNoXeHWe WM Teno nucbMa) COAEPXKWT BPEdOHOCHbIM KO, aHTUBMPYC
NPeanpUHMMAET MOMbITKY BblleYMTb O06bEKT. ECIM B HACTpOMKax BK/IOYEHO  WCMO/b30BaHWUE
3BPUCTMYECKOrO aHanM3aTopa, CTAHOBUTCS BO3MOXHBIM —OMpefeneHne O6bEKTOB,  CoaepKallux
MOAVGULMPOBAHHBIN MM HEV3BECTHbIN BPEAOHOCHBINM KO, TakuM 06bEKTaM MpUCBAMBAETCS KaTeropyus
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AHTMBMPYCHOE CKaHMpOBaHMe U NpoBepKa Ha cnaM ans Microsoft Exchange Server

Mopo3puresnbHblie.

Mo pesynbTaTaM CKaHWPOBaHWs O6beKTaM MPUCBAMBAIOTCS OMpPeAeNneHHble CTaTycbl (Hanpumep,

HeBbinneueHHble, Mopo3purenbHblie, MoBpexkAeHHble, BblsleyeHHble), M Ha OCHOBE TaKoro

3aK/0YEHMS BbIMOJHAIOTCS AabHEWWNe AECTBMS HAA 3TUMM 06bekTaMu. K McbMaM C 3apaXKeHHbIMM
06beKTaMV MPUKPENNSETCS TEKCTOBbIM aln € cooblieHneM 06 OBHapy)XEHHOW WHGEKUMM U
BbIMO/IHEHHBIMU HAZ 3TUMM 06BEKTAMMN AENCTBUSIMI MPOTPaMMbl.

BbifieyeHHble UM He3apaXkeHHble O06beKTbl MepefaloTcs CepBepy C COOTBETCTBYIOLLEN MOMETKOM.

HeBblnleueHHble, NOBpPEeXAEHHbIE U MOA03pUTENbHbIE 06BeKTHI npoxoaaTt 06pa60TKy B COOTBETCTBMU C

HaCTpoMKaMK, YKa3aHHbIMM B pa3aene

AIMWHMCTPATOP MOXET MOMydaTb OMOBELLEHMS O BCEX TUMAX BMPYCHbIX COGLITUI MpY  HaIMuUK
COOTBETCTBYIOLLMX HACTPOEK B pasaene

KapaHTuH

[N HeBbINIEYEHHbIX, MOBPEXAEHHLIX W MOAO3PUTENbHLIX OOBLEKTOB MOXHO YCTAaHOBUTH AeWCTBUE
MomecTurb B KapaHTUH. O6bEKTbl YKa3aHHOro TuMna MoMeLLatoTcsl B CNyxebHyto 6a3y, BbIMOMHSOLW YO
(YHKUMM KapaHTMHA, T.€. OMIOKMPYIOWYI0 BO3MOXHOCTb BbIMOMHEHUS KOAa 3TUX OOBEKTOB Nt0ObIMK
npunoXxeHnsaMn B cucteme. Monyuntb MHbOpMaumio 06 obbekTax, HaxoAAWMXCS B KapaHTUMHE, MOXHO B
pasgene

MOHMTOPUHI BUPYCHbIX COBbLITHIA

Ans  npenocTaBfeHus aAMVMHWCTPATOpPy, a Takke ApYrMM 3auHTEepecoBaHHbIM  MOSb30BaTeNsIM
CTPYKTYpPUPOBaHHOW MHGOPMALMM O COBbLITUSX, OTC/IEXMUBAEMBIX , aAMVHUCTPATOpPy HeobXxoanMo
HaCTPOWUTb CUCTEMY OMOBELLLEHMS O COBbLITUAX, KOTOpPas BKIIOUAET B Ce6s CieaytoLme BO3MOXHOCTH:

. . Bo3MOXHO 3aHeceHue B XXypHan cobbITWA 3anncelt 0 MpuMxode Ha CepBep MUCEM C
obbekTamM, KOTOpble OblM  BblIEYEHbl, HE BblIeYeHbl, OT(WILTPOBAHbI WM  OnpeaeneHbl  Kak
MoBpeXAeHHblE UK crnam (ycTaHaBNMBaeTCs Ha Bblbop). MpoCMOTp 3TUX COBbLITUI OCYLLECTBASIETCS C
nomoLLbto ctaHgapTHoi yTunutel Windows MpocmoTp Co6biTwid -> Mpunoxkenne (Event Viewer ->
Application);

. . TMpepoctaBnsieTcs BO3MOXHOCTb  O3HAaKOMWUTbCS C  MHGOpPMauMeil O  KOJM4ecTBe
NpoBepeHHbIX 06BEKTOB C MOMEHTa YCTaHOBKU , B0 C MOMEHTa OYUCTKN AaHHbIX CTaTUCTUKN;
o . BoamoxkeH npocmMoTp cnmcka nvuceM, 06paboTaHHbIX , B KOTOPbIX OBHapY>XeHbl BUPYChI

Wn cnaM, a TaKke OT(bW'IprOBaHHbIX nnceM.
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AHTMBMpPYCHOE CKaHMpOBaHMe M NpoBepka Ha cnam ansa Microsoft Exchange Server

Cnyx6b1 Dr.Web

Paboty obecrneurBaloT CEMb OCHOBHbIX CyX6 (CepBMCOB):

Cnyx6el

— COAEPXUT 1APO aHTUBMPYCHOMN CUCTEMBI

— MNOAAEPXMBAET pacnpefesneHHyl0 CUCTEMY YNpaB/ieHWs KOMMOHEHTAMU MPUIOXKeEHUs,
peanu3ysi OCHOBHOM (PYHKUMOHAN MO KOHTPOMO pPaboToCnocOOHOCTM OTAENbHbIX Moaynel W nx
(yHKUMOHanNbHYO amarHoctuky. CepBuC nogaepkmBaeT 6a3y [AaHHbIX  HACTpPOeK  KOMIMOHEHTOB
npunoXxexus, 6asy cobbITUIN M OTCNEXMBAET CTaTUCTMKY paboynx NapaMeTpoB KOMMOHEHTOB.

— COAEPXUT BCTPOEHHbIN Beb-cepBep, NpeaoCTaBsoW A BO3MOXHOCTb
3anycka aAMUHUCTPATUBHbBIX KOHCOMEW NpUIoXeHUs B Gpay3epe.
— nogrotaBnmeaeT 06beKTbl, MepexBadeHHble GUIbTpPamm
NpUIOXeHus,, K Mpoueccy aHTMBMPYCHOTO CKaHMpoBaHWs, a Takke obpabaTbiBaeT MOMyYeHHbIe
pe3ynbTaThl.
— MHCTaHUMpyeT B cebe BCe 3anmpalumBaeMble B npouecce paboTbl
BCMoOMoraTesibHble KOMMOHEHTbI MPUIOXKEHUS.
— NnoAnepXXunBaeT aCMHXPOHHYIO o4epeab 3aMpoCoB Ha BbIMOSHEHME
3a4aHuUN NPUNOXEHWMS, AOMYCKAOLLMX OTIOXKEHHOE BbIMOJSIHEHNE.

— KOHTPONMPYET paboTy NMpWIoXKeHUI, paboTatowunx Ha nnatdopme CMS, n oTBeYaEeT 3a

nepe3anyck OCHOBHbIX CITy>6.

" 3anycKaloTca cpasy rocsie YCTaHOBKU

!
npunoxeHusi. OcTaNbHble CAyXKObl 3amnyckaloTCcsl MO Mepe BO3HWMKHOBEHMSI HEOBXOAMMOCTM B UX
UCMOb30BaHMM.

Mpu nepesanycke CNyK6 BPYUHYd BaXXHO CO6MOAATb MPaBWMbHbLIA MOPSAAOK OCTAHOBKU CyX6

r ! b " M3-3a YCTaHOBMEHHbIX 3aBUCMMOCTEN MeXAy HUMU: HeobXxoaumo
CHayana OCTaHOBUTb CNyX6y , a rnocne Hee . MNocne Toro kak obe
cnyx6bl 6yayT oCTaHOBNEHbl, AOCTATOYHO 3anMyCTUTb CRyx6y , 4epe3 HekoTopoe

BpEMA NpUNoXeHUe B LUENOM NMPpUAET B pa6oqee COCTOsSAHME aBTOMATUYECKN.
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YcraHoBKa U yaaneHue

YcTaHOBKa U yaaneHue

Dr.Web noctaBnsieTca B BMAE Nanku, MOMELLEHHOW B ZIP-apxvMB M coaepyalleil yCTaHOBOYHble haiinbl
drweb-10.0.2-av-exchange-windows-x64.exe n drweb-10.0.2-av-exchange-windows-x86.exe.

M3BnekuTe daiin yCTaHOBKM Ha JloKanbHbIM AUCK KOMMbIOTEPA, Ha KOTOpPOM ycTaHoBneH Microsoft Exchange

Server.

Ona yctaHoBkM U ygpaneHuss Dr.Web nonb3oBaTtens AomkeH obnagatb npaBaMu  JIOKaNbHOMO
aAMWHMCTpaTopa Ha TOM KOMMblOTepe, rae ycTaHosneH Microsoft Exchange Server, a Takxe BXOAUTb
B rpynny Domain Users.

Ecnn  Bbl ucnonb3yete komnoHeHT Windows Terminal Services, ans ycrtaHoBku Dr.Web
peKoOMeHAyeTCsl BOCMOJIb30BaTbCs CTaHAApTHOM yTunutol Windows YcraHoBka WM ypaaneHue
nporpamm.

CucreMHble TpeboBaHus

B naHHOM pa3spgene npeacTaBiieHbl CUCTEMHble TpeboBaHWUs, HeobXoauMbIE ANS NMPaBWMIbHOM YCTAHOBKU U
paboTbl Dr.Web.

AnnapaTtHble Tpe6oBaHus

CPU

RAM

[nsa Microsoft Exchange Server 2003:
e [Mpoueccop Pentium 133 MI'y (pekoMeHayeTcs 733 MIu)
[Ona Microsoft Exchange Server 2007/2010/2013/2016:

o Intel c apxuTekTypon x64 1 noaaepxkon TexHonmoruu Intel
64;

e AMD c noaaep ko nnatgopmbl AMD64.

[Ons Microsoft Exchange Server 2003:
e 512 M6aiiT 1 6onblie

[nsa Microsoft Exchange Server 2007/2010:
e 2 [6anT 1 6onblie

[Onsa Microsoft Exchange Server 2013/2016:
e 416 1 6onble

[nsa Microsoft Exchange Server 2003/2007/2010:
e 512 M6aiT

CBob60AHOE NPOCTPAHCTBO Ha AMCKe

[nsa Microsoft Exchange Server 2013/2016:
e 176

MoHuTOp VGA-COBMECTUMBIA MOHUTOP
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YcTaHOBKa M yaaneHne | 20

Tpe6oBanua k OC n nporpaMMHOMY obecneyeHno

32-paspsiaHbie OC
[na Microsoft Exchange Server 2003:

e Microsoft® Windows Server® 2003x86 C yCTaHOBNEHHbIM
SP1 wnnu BbilLe.

64-pa3psigHbie OC

[nsa Microsoft Exchange Server 2007/2010:
oc e Microsoft® Windows Server® 2008 x64;

e Microsoft® Windows Server® 2008 R2.

[Onsa Microsoft Exchange Server 2013/2016:

e Microsoft® Windows Server® 2008 R2;

e Microsoft® Windows Server® 2012;

e Microsoft® Windows Server® 2012 R2 (tonbko ans Mi-
crosoft Exchange Server 2013 ¢ ycTtaHoBneHHbIM SP1 unu
BbILLE).

[nsa Microsoft Exchange Server 2003:
e NTFS unu FAT32.

[nsa Microsoft Exchange Server 2007/2010/2013/2016:
e NTFS.
e Microsoft® Exchange Server 2003;

e Microsoft® Exchange Server 2007 x64 C YyCTaHOB/EHHbIM
SP1;

e Microsoft® Exchange Server 2010 x64;
Bepcusi Microsoft Exchange Server e Microsoft® Exchange Server 2013;

e Microsoft® Exchange Server 2013 c ycTaHoBneHHbM SP1
(mononHuTenbHo TpebyeTtcsa ycTtaHoBka Cumulative Update 5
unu 3anyck ckpunta Exchange2013-KB2938053-Fixit);

e Microsoft® Exchange Server 2016.

®daiinoBas cuctema

CoBMEecTMMOCTDb

Mepea ycTaHoBkoii Dr.Web HeobxoauMo 06paTuTb BHUMaHME Ha Cleaylowylo WHGOPMaUMio o
COBMECTUMOCTM MPOrpaMMmbl:

1. Dr.Web nnsa Microsoft Exchange Server epcun 10.0.2 coBMeCcTUM Tonbko ¢ npoayktamMu Dr.Web
Bepcumn 9 m 10.

2. Dr.Web pns Microsoft Exchange Server He COBMECTUM C APYIMMW aHTUBUPYCHBIMW NMpOrpaMMaMu.
YCTaHOBKA HECKOMbKUX @aHTUBMPYCHbIX NMPOAYKTOB HA OAMH KOMMbIOTEP MOXET MPUBECTU K CUCTEMHbBIM
owwmbkaM M MoTepe BaXHbIX AaHHbIX. ECM Ha KOMMblOTEpE yXKe YCTAHOB/IEHA kakas-nvbo Bepcus
aHTuBMpyca Dr.Web unu apyroit aHTMBMpYC, TO ero HeobXoaMMO yaanuTb, UCMONb3ysl YCTaHOBOYHbIN
ain unmn cTaHaapTHbIE CpeaACcTBa onepauMoHHON cucteMbl (cM. YaaneHve Dr.\Web).

. [ins koppekTHOM paboTbl cepepa Microsoft Exchange npw Bkitlo4eHHOM KOoMMoHeHTe SpIDer Guard
ﬁ pekoMeHAyeTCs WUCKNoUYUTb 13 npoBepkn SplIDer Guard nankv v npouecchl Microsoft Exchange
Server (CNUCOK peKOMEHAYEMbIX UCK/TIOYEHUA MOXHO HalNTW B AokyMeHTauun Microsoft).
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YcraHOoBKa U yaaneHuve

YcraHoBKa Dr.Web

Mepen yCcTaHOBKOI HAaCTOATENbHO peKoOMeHAyeTca:

e YCTQHOBUTb BCE KpUTUYECKME OBHOBNEHMS, BbIMyLLEHHbIE KOMMaHuel Microsoft ans OC, koTopas
MCNONb3yeTcs Ha KOoMMbloTepe (OHM AOCTYMHbI Ha caTe OBHOBMEHWM MO aapecy
)i
e MpoBepuTb (alnoByld CUCTEMY MpW MOMOLLM CTaHAAPTHbIX CPEeACTB U WUCMPaBUTb OBHAapyXXeHHble
oLwmnbKu;

e 3aBepLINTb PaboTy BCEX MPUNOXKEHMIA.

Ecnu Bbl ncnonbayete Microsoft Exchange Server 2013 ¢ ycTaHOBNEHHbIM MakeToM o6HoBneHuin SP1,
4 &4 HO He ycraHaenuBanu Cumulative Update 5, pekomeHzyeTcsi nepes YCTaHOBKOW MpoOrpammbl
3anyctutb ckpunt Exchange2013-KB2938053-Fixit, AoCcTynHbI Ha caliTe KoMnaHuu Microsoft no
CCblTIKe , BO wu3bexaHne owvboOK npu perucTpaunu
TPaHCMOPTHbIX areHTOB BO BPeMS YCTAHOBKM.

Y106bI YcTaHOBUTL Dr.Web:

1. 3anyctuTe ycTaHOBOUYHbIN daiin nporpammbl drweb-10.0.2-av-exchange-windows-x64.exe, eciv
Bbl ucnonb3yeTte Microsoft Exchange Server 2007/2010/2013/2016 nnn drweb-10.0.2-av-exchange-
windows-x86.exe ans 6onee paHHMX Bepcuit cepeepa Exchange. Otkpoetcs okHo Macrepa
YCTaHOBKM.

2. Ona nNpoAo/MmKEHVs YCTaHOBKM HEOOX0AMMO MpouMTaTe M MpUHSATE  YCI0BUSt  JIMLEH3MOHHOMO
cornawenunsi, BblbpaB MyHKT S NMPpMHMMAlO YCJIOBMS JIMLLEH3MOHHOIMO cornaweHuws. Haxmure
Danee.

3. OcraHoBute cnyxby Microsoft Exchange Transport (npu mncnonb3oBaHun Microsoft Exchange Server
2007/2010/2013/2016). Ons 3TOro uWenkHUTE MO CCbiike OTKPbITb CNUCOK CEpPBUCOB, Jasee
L ENKHUTE NPaBOl KHOMKOM MbILUM MO Ha3BaHMIO CyX6bl B CrMcke M BbibepuTe OcTaHOBUTL. Mocne
OCTaHOBKM Cy>xbbl HaxxMuTe [lanee.

OctaHoBka cnyx6bl Microsoft Exchange Transport Bpy4dHyt CBfi3aHa C HEO6XOAMMOCTbIO
A= 1 u3bexarb HapylLleHUs LenoCTHOCTU YCTaHOBKM Ha cepBepe, paboTalolleM Moz Harpy3Kom.

B HekoTOpbIX cCnyyasx ocTaHoBka cnyxb6bl Microsoft Exchange Transport MoXeT 3aHATb
npoAo/HKUTENbHOE Bpems!

3. BblbepuTe BapuaHT NMLEH3MPOBAHMS. Bbl MOXETe 3apervcTpupoBaTh JIMLEH3WIO MOC/E YCTAHOBKM,
yKkasaTb MyTb K AEMCTBYIOLWEMY KIOUYEBOMYy (baiily UM MCMONb30BaTh KioyeBoW ailn c cepsepa
LleHTPa/IM30BaHHOM 3aLLMTbl, EC/IM HA KOMMbIOTEPE YCTAHOB/EH . HaxmuTte fanee.

' [ns KOPPEKTHOW paboTbl NPUIOXEHUS HEOBXOAMMO YKas3aTb MyTb K JIMLEH3MOHHOMY K/IHOUEBOMY
is s danny drweb32.key wnu, ecnu Bawa nuMUEH3Ms nNpeAHasHadeHa Ansi paboTbl B pexume
LieHTpan130BaHHOW 3aWwmThl, K daiiny agent.key.

[ns permcTpaumm nMUeH3nnM Nocne yCTaHOBKM MW Mpu ee [OCTaTO4YHO NMOMECTUTb
LAENCTBYIOWMIA NTMLIEH3MOHHBIM KNto4eBoK (ain B Manky yCTaHOBKM MPOrpaMMbl U NepesanycTuTb
cnyx 6y Dr.Web for MSP Scanning Service.
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YcraHOoBKa U yaaneHuve

Mepen HayanoM YCTAHOBKU LUEMKHUTE MO CChbiike fMapaMeTpbl YCTAHOBKM, 4TOObl HaCTpPOWUTb
cneayroune napamMeTpbl YCTaHOBKU:

e YCTAHOBUTb TPAHCMOPTHbIE areHTbl - MO3BOJSISET YCTAaHOBUTb TPaHCMOPTHble areHTbl (Mo
YMOJTYQHUIO AaHHbIA napaMeTp BbibpaH). Ans Microsoft Exchange Server 2007/2010/2013/2016
BK/IIOYEHNE [OaHHOW oOnuuMu MpuBEAET K perucTpaumm 6ubnuotekn DRWTransportAgent.dll u
pa3peLleHnIo NMOCTaBISEMbIX BUBNMOTEKON TPAHCMOPTHBLIX areHToB (QHTUBMPYCHOMO WM aHTUCMaMa) B
cnyx6e Microsoft Exchange Transport. [ins Microsoft Exchange Server 6onee paHHUX Bepcuil BbIGOP
[l@aHHOM onuuu npuBefET K peructpaumm 6mbnmnotekn DrWebSink.dll v nogkntoyeHuto areHTa
aHTMcnama B Microsoft Internet Information Services (IIS).

e YcraHoButb Moaynb VSAPI - no3sonsieT ycrtaHoBuTb Moaynb DrWebVSAPLdIl ans mpoepku
MocpeacTBOM  MHTepdeiica aHTMBUPYCHOrO CKaHMpoBaHust VSAPI  (gaHHbl  vHTepdeic He
noanepxvsaetcs Microsoft Exchange Server 2013), npepoctaBnsieMoro cepBucoM Microsoft Ex-
change Information Store. Ecnu aaHHbIM napameTp Bbl6paH, Bbl MOXETe AOMOSHUTENbHO HAaCTPOUTb
PEXUM MPOBEPKU: BKIOYUTb CKAaHMPOBAHME WCXOASIWMX COOBLLEHWI, ynpexaatoulee u (oHoBoe
CKaHUpOBaHVe.

Kpome TOro, Bbl MOXETe BK/IHUMTb MOHUTOPUHI Mpouecca YCTaHOBKM M perucTpaummn TPaHCMOPTHbIX
areHToB, YCTaHOBMB (hniaxkok KOHTponmMpoBaTh NpoLeCC NOAKJIIOYEHUA TPAHCNOPTHbIX areHToB.
B npouecce yCTaHOBKM perncTpaums TPaHCMOPTHbIX areHToB Aans Microsoft Exchange Server
2007/2010/2013/2016 B cucteme SMTP-TpaHcnopta 6ygeT npou3BefdeHa mnocpeacTtsoM Exchange
PowerShell. B atom cnydae koHconb PowerShell He 3akpoeTcs aBTOMatU4yecku, W Ans 3aBepLUeHUs
YCTAHOBKM NOTPebyeTcs py4HOM BBOA KOMaHAbl ex it ANsl ee 3aKpbiTus.

Haxxmute OK

Bo wusbexaHne oumboKk nNpu perncTpaumm TPaHCMOPTHbIX areHTOB BO BpPEMSl YCTaHOBKMU

d ! L, pekoMeHayeTcs ybeauTbesi, 4TO Ha cepsepe Microsoft Exchange Server yctaHosneH ckpunTt Re-
moteExchange.psl (no ymonuaHuio, Haxoautca B nanke C:\Program Files\Microsoft\Exchange
Server\V14\bin\ ana Microsoft Exchange Server 2010 n B nanke C:\Program Files\Microsoft\Ex-
change Server\V15\bin\ ana Microsoft Exchange Server 2013).

Mp1 NMOBTOPHOMN YCTAHOBKE MPUIOXEHUS BaM ByAeT NpeanioXeHO MCMosb30BaTb COXPAHEHHbIE Meped
€ro yaaneHeM HacTpoiku (ecnm 6biia BbibpaHa COOTBETCTBYIOLWAS onums). Bbl MOXeTe MCrosib30BaThb
COXpaHeHHYI0 KOHMDUIypaumilo UM yaanuTb €e U HacTpouTb paboTy MpUIOXKEeHUs 3aHOBO Mocne ero
ycTaHoBKku. Haxxmute [lanee.

HauHeTcs ycTaHoBKa Ha Ball koMnbtoTep. Mo yMonyaHuio dainbl NporpamMmbl NMOMELLAOTCS B
nankn %Program Files%\DrWeb for Exchange un %Program Files%\Common Files\Doctor Web.
XypHanbl peructpaunm cobbITUiA U BCMIOMOraTelbHbIE KOMMOHEHTLI MPUIOXKEHNST MOMELLLAOTCSl B Manky
%Program Data%\Doctor Web.

Ecnm Bbl ycTaHoBWnM naxok KOHTponuvpoBaTh npouecCc MNOAK/AIOYEHU TPaHCNOPTHBLIX
areHToB NpW HacTpolke MapaMeTpOB YCTaHOBKM, BaM MOTPebyeTcs 3aBEPLIMTb MOHUTOPWHI Mocne
TOro, KaK TPaHCMOPTHbIE areHTbl ByayT ycTaHOBMEHbI M noaktoyeHbl. Coobuwenns «Dr.Web AntiVirus
Agent enabled» n «Dr.Web AntiSpam Agent enabled» B koHconn PowerShell yka3sbiBaloT Ha
yCrelwHoe MOoAKIoYeHe areHToB NpunoxeHust k cnyxbe Microsoft Exchange Transport. B koHconm
PowerShell BBegnte kKoMaHay exit.

o 3aBepLueHMn YCTaHOBKN HaXXMUTe KHOMKy FoToBO.

B cnyyae yctaHoBku u3 daina drweb-10.0.2-av-exchange-windows-x86.exe Bam 6yaeT
d ! ., NpeanoXxeHo nepesarpysuntb cepsep. Mpu yctaHoBke u3 daiina drweb-10.0.2-av-exchange-
windows-x64.exe nepesarpy3ka He TpebyeTcsa: cnyxba Microsoft Exchange Transport 6yaeTt
3anyLieHa aBTOMaTMYeckn, 1 nocne ee 3anycka cepsep npuaeTt B paboyee cocTosiHne. OaHako,
€C/M Ha cepBepe 3anyLleHbl cnyXx6bl noaaepxkn npotokonos POP3 u IMAP4, nepesarpyska Mi-
crosoft Exchange Transport Mo)eT pasopBaTb WX COeAMHEHME C TPaHCMOPTHOM CUCTEMOWN
cepBepa. B 3TOM cnyyae pgoxauTecb OKOHYaTenbHOro 3anycka cnyx6bbl Microsoft Exchange
Transport 1 cny>x6 yCcTaHOBNEHHOIO MPUIOXEHUS, MOC/E Yero nepesanycTuTe cnyx6bl Microsoft
Exchange POP3 nnu Microsoft Exchange IMAP4 BpyuHyto (MK XXe nepesarpy3viTe cepeep).
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YcraHOoBKa U yaaneHuve

YT106b1 NepeycraHoBurb Dr.Web:

1. Ypanute

2.
3.

®ain HacTpoek npunoxeHuss cmsdb He ypanseTcs aBTOMaTMYECKM MpU  yAaneHuu

d ! s, npunoxeHus. TakuM obpa3oM, BCe MOSb30BaTeSIbCKUE HACTPOVKM COXPaHSAITCS M MOryT 6biTb
MCMONb30BaHbl NMPU MOBTOPHOW ycTaHoBKe. OAHAKO MpPW YCTAHOBKE HOBOM BEPCUM MPUSIOXEHUS
MOXEeT 0Ka3aTbCsl, YTO Habop HacTpoek 6a30BOM KOH@UIypaUmUu pacLMpUIcs UM uaMeHuncs. B
pe3ynbTaTte UCMOSIb30BaHUE COXPaHEHHOro (aiifia CTaHOBUTCS HEBO3MOXHbIM, MOCKOJIbKY MOXET
MpUBECTM K c609M B paboTe MpUNoXeHus.

Ecnn Bbl XOTUTE WCMOMb30BaTb COXPAHEHHbLIE HACTPOMKM MpPUIOXKeHus, obpatutecb B
KOMMaHuu A8 YTOYHEHUSI COBMECTUMOCTU HAcTpoeK
nnatdopmbi pasHbiX Bepcuit npunoxenus. Ecnv B 6onee nosmHen Bepcuu
NOSIBU/INCL HOBble MapaMeTpbl, B 06LWEM Clydyae AOCTaTOYHO [06aBWTb B CyLIECTBYHOLYO 6asy
HaCTpOEeK HeJOCTalolMe NEPEMEHHBIE, MPABUMbHO YKa3aB UX TUM U 3HAYEHUS MO YMOHAHWIO.

Ypanute Bpy4Hyto daiinsl cmsdb n cmstracedb 13 nanku %ProgramFiles%\DrWeb for Exchange.
BbinonHwWTE ycTaHOBKY , CNefys ONUCaHHbIM Bbllle UHCTPYKLMUSM.

Ypanenue Dr.Web

Y106b1 yanurb Dr.Web:

1.

3anycTute ycTaHOBOYHbIM dhain nporpammbl drweb-10.0.2-av-exchange-windows-x64.exe uiu
drweb-10.0.2-av-exchange-windows-x86.exe B 3aBMCMMOCTU OT UCMO/b3yeMol Bepcum Microsoft
Exchange Server. OTKpoeTcs OkHO MacTepa yCTaHOBKMW.

Bbl TaKxe MOXeTe BOCMO/b30BaTLCS CTaHAApTHOW yTunuto Windows YcraHoBKa U yaaneHue
A= % nporpamm, JOCTyrnHON Yyepes MaHenb ynpaBneHus.

OcraHoBuTe cnyx6y Microsoft Exchange Transport (npu ucnonb3oBaHum Microsoft Exchange Server
2007/2010/2013/2016). Ons 3TOro WeENKHATE MO CCbike OTKPbITb CNMCOK CEPBUCOB, AasEe LENIKHUTE
NMpaBo KHOMKOW MbILLIM MO HA3BaHMIO CYXX6bl B CrMCKe U Bblibepute OCTaHOBUTDb. OC/ie OCTaHOBKU
cnyx6bl Haxxmute [lanee.

Ecnu Bbl XOTUTE COXpaHUTb TeKYLLIME HACTPOMKM Nporpammbl AN UX AaSibHEWLIEro WCMONb30BaHMs,
HanpuMep, Nocne NepeycTaHoBKM MPOrpaMMbl, ycTaHoBUTE (riakok COXpaHUTb HacTpoiiku. Haxkmure
KHOMKY Yaanurb.

B xoae yoaneHus npunoxenust 6yayT Takke yaaneHbl TPAHCMOPTHble areHTbl Ans Microsoft Exchange
Server 2007/2010/2013/2016 B cucteMe SMTP-TpaHCcnopTa. YaaneHue TPaHCMNOPTHbIX areHToB
ocywiectsnsieTcsa nocpeactsom Exchange PowerShell. MoaTBepanTe yaaneHue TpaHCMOPTHBIX areHToB,
HabpaB Yes (nnm Y) B koHconn Exchange PowerShell. Mo 3aBeplieHnn yganewus BBeguTe KOMaHay
ex1it, 4Tobbl 3aKpbITb KOHCOSb.

[Ans 3aBeplleHVst yaaneHus nNpunoXxeHns HeobxoauMo nepesarpy3uTb KOMMbloTep. HaXMmuTe KHOMKy
Mepe3arpy3urb ceityac unm kHonky Mo3xce.
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Be6-koHCONb AAMUHUCTpaTOpa

Be6-koHCONb AAMUHUCTPaATOpa

Pa6oTa Dr.Web MoxeT 6bITb HacTpoeHa ¢ noMollpo Beb-koHconu AgMmuHucTpatopa (cM. PucyHok 1).

3anyck koHconu Be6-koHconu AAMMHUCTpaTopa

[ins KOppeKkTHOW paboTbl Beb-koHconnM AAMUHUCTpaTopa HeObX0AMMO MCMOMb30BaTh CleayoLlme
6pay3epbi:

e Internet Explorer 11 nnu Bbliwe;
e Chrome.

Kpome TOro, aAnsi KOppekTHoM paboThl Beb-koHconu ApmuHucrpartopa B 6paysepe Internet Ex-
plorer TpebyeTcs paspeumTb MCNONb30BaHME TexHonormu AJAX, OTK/IOUMB PEXUM YCUIEHHOM
6e30MacHOCTM AN aAMUHUCTPATOPOB:

e B OC Windows Server 2003: B pa3gene MaHenb ynpaBneHus -> YCTaHOBKa M yaasieHue
nporpamMm -> YcraHoBka koMnoHeHToB Windows cHumute dnaxok Internet Explorer En-
chanced Security Configuration n HaxMuTe kHONKy [lanee. 3aTeM HaxXMuUTe KHonky FoTOBO.

e B OC Windows Server 2008: zanyctute [ucneruep cepsepa u Bblbepute nyHkT Hacrpourtb
KOHpUrypaumo ycwieHHoW 6e3onacHoctu Internet Explorer, nocne 4ero Bbibepute
COOTBETCTBYIOLLYIO OMUMIO B pa3genie AAMUMHUCTPATOPbI.

e B OC Windows Server 2012: 3anyctuTe [ucneTyep cepBepoB, Nepenaute Ha BKIaaky
JlokanbHbIA cepBep 1 BbibepuTe NyHKT KoHduUrypauua ycuneHHoi 6e3onacHoctu Internet
Explorer, nocne 4yero BolbepnTe COOTBETCTBYHOLLYIO OMNUMIO B pasaene AfMUHUCTPaTOpbI.

Ans 3anycka Be6-koHconm AaMUHUCTpaTOpa OTKPOTE B Gpay3epe cneaytolyio CTpaHuLy:

https://<Exchange Server address>:2080/exchange,

rae <Exchange Server address> — 3710 IP-agpec cepsepa Exchange.

Ona  poctyna K CTpaHuue BebB-KOHCONM HeobX0AMMO BBECTM [aHHble YYeTHOM  3anucu
aAMuHUcTpatopa. [Jo6aBuTb, U3MEHUTb UNN YAANUTb YYETHbIE 3annucu agMUHUCTPATOPOB MOXHO C
NOMOLLbIO AAMUHUCTPATUBHON Koconu CMS.

Mpu nepBoM 3anycke Be6-KOHCONM MCMOMb3yMTE [daHHble YYETHOM 3anucy Mo YMOJSYaHWUIO: UMSI
nonb3oBatens root v napons drweb.

Ecnn He yaaeTcs OTKpbiTh Beb-KOoHCOoNM AAMMHUCTPATOPAa Ha YyOaNeHHOM KOMMbloTepe,
ybeauTecs, 4To ana 6paHamayspa Windows cosnaHbl HE06X0AUMbIE paspeLatoLlme npasuna.
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@ Bepcun
% KapanTon
@ JlomoTHHTE TEHBIE HACTPOHKH
PucyHok 1. Be6-koHCONb AgMUHUCTpPaTOpa
WHTepdeiic

Be6-KOHCOMb COCTOWT M3 ABYX YacTel:

1. [epeBo BEH-KOHCOMN, UCTIONb3YEMOE 1S HaBMraLMK No pa3fenaM HaCTPOeK MporpaMMsl.

2. O6nacTb cBeAeHuiA, B KOTOPO OTOBPaXatoTCsl HAaCTPOMKM BbIBPAHHOMO B AaHHbLIA MOMEHT pasgena v B
KOTOPOW UX MOXXHO U3MEHSITH.

B BepxHeit YacTv 061acT CBEAEHWUI HAaXOAUTCS OMUMSI CMEHbI A3blka Beb6-KoHconn AaMUHUCTpaTopa.
Bbl MOXeTe BbIOpaTb PYCCKMM WM aHIMACKWA SI3blK. Kpome Toro, crmpaea OT onuuy Bbibopa si3blka
HaxoAUTCS OMuMs BbI30Ba CMPaBKy MO BEG-KOHCOMM.

AAMMHUCTPMPOBaHWe

MpeaycMOTpeHbI CieaytoLne YPOBHM A0CTYyNa K Be6-KoHCconm AgMUHUCTpaTopa:
e C BO3MOXHOCTbIO M3MEHEHMS HACTPOEK;
e 6€3 BO3MOXHOCTW U3MEHEHUS HACTPOEK.

YCTaHOBUTb YPOBEHb AOCTYMa MOXHO Npy L06aBNEHY HOBOW YYETHOMN 3anncy agMUHUCTpaTopa.

Fpynnbl u npocpunn

[ns  ynpoleHus opraHvMsaumMy aHTMBUPYCHOM 3almTbl cpeabl Exchange B Dr.Web peanusoBaHa
BO3MOXHOCTb CO34aHWSI TPyMn KIMEHTOB W TMPUCBOEHUS UM  OMPeAeNieHHbIX npodunein. Mpodbunb
npeacTaBnseT coboit Habop HacTparBaeMbIX NApaMeTpoB 06paboTKM COOBLLIEHMI, OT KOTOPLIX 3aBUCUT TO,
KaK UMEHHO 6yaeT OCyLeCcTBNSATbCS 3almuTa cpeabl Exchange. HacTpoiiku npocuns HaxoasTcsa B pasdene
AepeBa Be6-koHconm Mpodwin, KOTOPbIN pasaenieH Ha criedytoline noapasaenbl:

e CKaHMpOBaHV/E — B OAHHOM pa3fesfie Bbl MOXETe HacTpOWTb PaboTy Ballero OCHOBHOMO KOMMOHEHTA
06HapY>XEHMs BUPYCOB;

e AHTMCN2M — B AAQHHOM pasgefie Bbl MOXETE HacTpouTb paboTy AHTucnama (HacTPOVKM B [AaHHOM
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pasgene AOCTYMHbI TONbKO MPU HANMYUM BEPCUN «AHTUBMPYC + AHTUCMaM», T.e. B TOM Clyyae, ecim y
BaC eCTb COOTBETCTBYIOLLMIA KtoueBon dann (cMm. );

U — B A@aHHOM pa3gesie Bbl MOXeTe Co34aTh Npasuna ans hunbTpaLmm 31eKTPOHHbLIX NUCEM.

Jio6oi nNpodunb MOXHO HA3HAYMTL rPynne KIMEHTOB. DTWU rpynnbl OPMUPYIOTCA B pasaene Aepesa
koHconv Fpynnbl.

Co3paHue n HacTpoWka npocdunen

B npouecce ycTaHOBKM aBTOMAaTUYECKM CO3AaeT CTaHAAPTHbIV npoduns Default, koTopbilt HeNb3s
HW yAanuTb, HX MepeuMeHoBaTb. DTOT Mpoduab OyAeT NpUMEHSITbCS KO BCEM MMCbMaM, Moka Bbl He
co3gaauTe Apyroi npocunb M He Ha3HAuYWMTE ero onpeaesieHHON rpynne KIeHToB. Mpy Cco3aaHMM HOBOIO
npoduns ero napameTpbl MPUHAMAIOT TEKYLLME 3HAYEHWS] HACTPOEK CTaHAAPTHOro Npoduns.

[ns ynpaBneHus CyllecTBYOLMMM NPOGUISMA U CO3AAHWUS HOBLIX Meperaute K 06nactu CBeaeHui
pasgena Mpodwmnu, Buibpas nyHkTt TMpocdwmnn B aepese (cm.

).

Coagate npodne | MepenmeHoBaTe Npodune | ¥aanute npogmne |

Profile2 + -

Profilel + - 1\
N %

Default + -

PucyHok 2. Pasgen NMpodwin

[na kaxporo npodwns B CNMCKe COAEPXUTCA Taroke MHDOpMauMsi O €ro HacTpoWkax, a
npocunsa onpeaensieTcs B 3aBMCMMOCTU OT ero nofoXKeHus B Tabnuue.

YT06bI CO3AaTb HOBbIW NPOPWIb:

1. HaxxmuTe kHonky Co3paaTb Npodwib, PacrofioXXEHHYIO Haz CrIMCKOM CYLLECTBYIOLLMX Npodunei.

JInbo, Ans cosmaHust HOBOro NPOGUNS LWENKHUTE NPaBo KHOMKOW Ha nyHkTe Mpodmnm B aepese
4= KoHconu u BbibepuTe Co3aaTh NPOMWIb B NMOSBUBLEMCA KOHTEKCTHOM MEHIO.

2. B OTKpbIBIUEMCS OKHE BBeaUTe MMsi Npoduns. HoBbli Npodunb MOSBUTCA B AepeBe KOHCOMM Mof
nyHkToM Mpodmnn. Ecnv npoduib € TakuM e UMEHEM YXKe CyLLeCTBYET, Npoduib Co34aH He byaer.

Y106b1 IBMEHUTb MMS Npodunia:

e BbI6EpUTE HYXXHbIN Npodub B CrIMCKE, PacriofioXeHHOM B 06nacTu cBeaeHwin pasgena Mpodpunu, u
HaxxmMuTe KHornky MNepenmeHoBaTb Nnpocwib;

Yro6bl yaanurb npocpwib:

e BblbEpUTE €ro B CMKNCKE, pacrofioXeHHOM B obnactu ceeaeHunin pasgena Mpodwin, 1 HaKMUTE KHOMKY
Yapanurb npopwib.

JIn6o, yTo6bl yaanuTh UAM NeperMeHoBaTb NPotusb, LWEKHUTE NPaBoil KHOMKOM Ha UMEHU 3TOrO
4= npoduns B aepeBe KOHCONMWU U BbIGEPUTE COOTBETCTBYIOLUMI MYHKT B MOSIBUBLEMCS KOHTEKCTHOM
MEHIO.
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Mo yMON4YaHWio HaCTPOWKM CO3AaHHOMO Npoduns ByayT TakMMM Xe, Kak HaCTPOWKM CTaHAAPTHOrO Npoduns.

Y106bI KBMEHUTbL HACTPOWKK Npocuns:

e BbibepuTe UMS Npocuns B AepeBe BEG-KOHCOMM U NepenauTe K XXenaeMomy pasaeny: CkaHuposaHue,
AHTucnam unu OuabTpaums.

MpuoputeT npocduns

Y kaxporo npoduns ecTb OnpeaeneHHbi ypoBEeHb MPUOPUTETA, Ha3HauaeMbli aAMMHWCTPATOpoM. B
C/lydae eCiM KIMEHT COCTOWUT B HECKOSIbKMX Tpyrnax, KOTOPbIM Ha3HayeHbl pasHble npocdunu, npu
06paboTke cOObLLEHNI, NMOMyYaeMbIX UM OTNPaBSIEMbIX 3TUM KIIMEHTOM, ByAET UCMOb30BaH Npodub C
Hanb0/bLLIMM YPOBHEM NPUOPUTETA.

MpuoputeT npoduns m3MeHsieTcs B 06/1aCTU  cBedeHwid  pasgena  fMpodwnm  nepemelleHvem
CyLLECTBYIOLWUX Npoduneit BBEPX WM BHU3 MO CMIUCKY. [Ns MNEpeMeLLeHns CyLecTByoWwmx npodunei
ucronb3ymnrte kHonkn ‘P u Y cnpasa ot crmncka. YeMm Bbile NPodWIb PacrioNoXeH B CrMCKE, TEM Bbille
YPOBEHb €ro NpuopuUTETa.

. CraHpapTHbil npodunb Bceraa 06Ma4aeT CaMbiM HU3KUM YPOBHEM MPUOPUTETA, U €ro Hesb3s
ﬁ NepeMecTUTb BbilE HUXKHEIN CTPOKMU B CNIUCKE Npoduneil.

CkaHupoBaHue

Mpouecc CkaHMpPOBaHWsSi HAacTpaMBaeTCs B pasjene HacTpoek CKaHMpoBaHue. /3MeHeHVe napaMeTpoB B
3TOM pas3dene BIMSET Ha TUMbl MPOBEPSIEMbIX OOBLEKTOB, @ CleAoBaTeNbHO, HA YPOBEHb HAZEXHOCTM
QHTUBMpPYCHOW 3awinTbl. C ApYroi CTOPOHbI, YBEIMUEHWE YMC/ia TUMOB OGBLEKTOB AN MPOBEPKU MOXET
MPUBECTU K CHKEHUIO MPOM3BOAMTENILHOCTM CepBepa.

Y106bI HACTPOUTb NApaMeTpPbl CKAHUPOBAHMA:

1. Bblbepute nyHKT CKaHMpPOBAHMWE [/ HACTpauBaeMoro npoduns B Aepese Be6-koHCONM. OTKpoeTcs
06/1aCTb CBEAEHWIA ANt HACTPOMKM CKaHMPOBaHWA (CM. PucyHok 3).

L)
el ®
*5;Dr.WEB
Aans Microsoft Exchange Server
¥ § EXCH2013
v [E] Npodwan ¥ BRIROTHTS 3BPHCTHYECKHI AHATH3ATOD Bpeus oxuganns (¢) (1200
v [£5 Profile 1

¥ TIpoBepate (aiiis B apxHBaX ¥ PaccMaTpHBATE apXHEBEL C IIAPOIEM KaK IOBPeA/eHHEIE
porepare Gaizes P A e
@ Armicnam ¥ TTpoBepare KoHTefiHepH
7 OunsTpaumua B
7 CAQHOCHEIC IIPOTpaMMEBL
» [£ Default P PorPs
» [ roynnu ) TloTeHma TS HO ONacHELE NPOTpaMAEL Pexctavmste nporpanist
o YeepomneHna
_ [ TIporpaser gozeoHa [ TIporpaser-myTeE
[ Cratucuxa POTPAEL A porp ¥
) Cobuman [ Tlporpassaz: 221002

% Kapartuk

& JIoNONHUTENbHbIE i — deficTena

@ Bepcva
115 sapaskesHbIc 06BeKTOB 7114 M0 R03pHTE THHELX 05BEKTOB

Mepemewats B kapaHTuH ¥ Mepewewars & kapaHtus ¥

—Mapasterpsr & ait1on
Cydppusc s dafina [ infected txt

Maxpoc: | Wua npunokerma v BeraButs

%FEFF%EDataType% ¥FileNameX was infected with a virus and has been %Scanaction% by

Cogepaanoe daia weDat 2 I t : "
%applicationName®. Eewl ine%¥Newl ine%Viruses : ¥lewlinek%virusess

CoxpannTe.

PucyHok 3. Pasaen HacTpoek CKaHMpOBaHUA
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2. To yMOMYaHUIO BKIOYEHbI 3BPUCTUHECKUI aHanM3aTop, NpoBepka (ainos B NpUKPEnIeHHbIX apxvMBax u
npoBepka KOHTENMHepoB. ITO obecneumBaeT 6onee HaAEXHYK 3aliuTy, HO MPUBOAUT K HEKOTOPOMY
YMEHbLUEHWIO TMPOU3BOAUTENBHOCTM CepBepa. YToObl OTKMOUNTL 3TU PEXUMbI, CHUMUTE DNaXKKu
Bkatountb 3BpUCTWMECKMA aHanwsaTtop, MpoBepsaTb caitnbl B apxuBax v [poBepsaTtb
KOHTeHepbI B BEpXHel YacTu 061acTv cBefeHwin pasaena CkaHMpoBaHue.

OTK/IIOYATh 3BPUCTUYECKUM aHanM3aTop M NpoBepky daiinoB B MPUKPENIEHHbIX apxuBax He
pPEKOMEHAYETCSl, TaK Kak 3TO MpuBEAET K CYWECTBEHHOMY CHUMXEHWUIO YPOBHSI HaAEXHOCTU
aHTUBMPYCHOM 3alUMTbI.

-

Psagom ¢ aTuMm bnaxxkamy HaxoamuTcs nose BBOAA ANS BPEMEHM OXMAAHWS Ha CKaHMPOBaHWE OAHOro
aina. Ecnm npu npoBepke aiina BpeMs oXuaaHus MCTekno, dain cunTtaeTcs noBpexaeHHbIM. o
yMon4yaHuio 3agaHo 1200000 mc. Mpu Heo6x0aAMMOCTM Bbl MOXETE U3MEHUTb 3TO 3HAYEHME.

dnaxok PaCCManMBaTb apxuBbl C MapoJieM KaK noBpe)XAeHHble OorpeaendeT, 6yneT nn
nporpaMmMma UrHopupoBaTb TakKuUe apxmBbl WU MNPUMEHATbL K HUM ﬂeﬁCTBMﬂ, 3a/ldHHblE AN 3apaXX€HHbIX
06beKTOB. TUMbI 06'beKTOB, KOTOpbIE 6y,qu paccMaTpmBaTbCA KaK NOBpPEXAEHHbIE, MOXHO YKa3aTb MpuU
nomMoLuun

3. B rpynne HacTpoek BpeaOHOCHble NPOrpaMMbl Bbl MOXETE YKa3aTb TWMbl BPEAOHOCHbLIX OGBLEKTOB,
KOTOpble CrieayeT UckaTb B MMCbMax. [t 3TOrO YCTaHOBUTE COOTBETCTBYIOLME haxKu. K BbIGpaHHbIM
nporpaMmam 6yaeT NpUMEHATLCS AEUCTBUE, YCTAHOB/IEHHOE A/Sl 3apaXKEHHbIX O6bEKTOB.

4. B rpynne HacTpoek [leMCTBMA YKaXXUTE XKEefaeMble AEWCTBUS NS 3aPaXXEHHbIX U MOAO3PUTESbHBIX
06BEKTOB, WCMOMb3Yys COOTBETCTBYIOLLME BbiMagatowme Cnucku. Bbl mMoxeTe BbibpaTb 0OAHO w3
cneayloLLuxX AeACTBUIA:

e MepemelwaTb B kapaHTUH. Teno NucbMa OyaeT MpoMyLLeHO, @ BIOXEHHbIM halin OTrnpaBfieH B
KapaHTuH (CM. ).

o Yaanwurb. O6bekT 6yaeT yoaneH.

e MponycTurb. McbMo 6yaeT NponyLeHo M HanpaBneHo nosydatento (AeCTBME AOCTYNHO TOJSbKO
NS NOA03pUTENbHBIX O6BLEKTOB).

e ApXMBMpPOBaTb. 3apa)X€HHbIM BMIOXEHHbIN (ain byaeT nepevmeHoBaH B inf*.tmp, rge * -
MpPOU3BO/bHLIM Habop CMMBONIOB, M 3amakoBaH B zip-apxuB. [pu 3ToM konusa panna 6Gyaet
nepeMelleHa B KapaHTWH. [Maponb ANns AaHHOro apxuBa, a TakKe MaKCMMasibHbI AOMyCTUMbINA
pa3Mep apxuBupyemoro aina, MOXHO yka3aTb B pa3gene

1 Mo yMonuaHuio Ans BCeX TUMNOB 06beKTOB BbibpaHo AeicTere MepeMeliaTb B KApaHTUH.

5. B rpynne Hactpoek MapaMeTpbl BJIOXKEHHbIX (PAWIOB Bbl MOXETE M3MEHWUTb CYPHUKC MMEHM
(aiina, KOTOpbIi MpUnaraeTcs K NUCbMy Mocsie TOro, Kak MporpaMMa COBEPLIMT Haf HUM BbibpaHHoe
Aevicteue. B none Copep)xumoe aina MOXKHO M3MEHUTb COAEPXKMMOE MPUKPENSIEHHOrO TEKCTOBOMO
taiina. Mpu pefakTMpoBaHUM TEKCTA Bbl MOXETE WCMO/b30BaTb MAKpoCchl. [ns Ao6aBneHus Makpoca
Bbl6epuTE ero B crivicke Makpoc 1 HaXMUTe KHOMKY BCTaBuUTb.

6. Haxmute KHOMKY CDXpaHVITb, KOoraa 3aKOH4YUTE USMEHATDL HaCTpOVIKM napaMeTpoB CKaHMPOBAHUA.

AHTUCNaAM

Mepea HayaoM MPOBEPKU COOBLLEHUSI HA CMaM aHaNM3MpYIOTCsl agpeca nosydaTeneid U oTrnpaBuUTENen Ha
MPUHALIEXHOCTb K YepHbiM U 6efbiM CnuckaM, KOTopble 3afaloTcs B pasgene AHTMCMAM. 3aTeM
OCYLLECTBNSIETCS MPOBEPKA TEKCTa COOBLLEHMS NMPY MOMOLL M KOMMOHEHTA

aHaNM3NPYeT COAEP>KMMOE SNEKTPOHHbBIX COOBLLEHUIN U AENAET 3aK/IIOYEHNE O TOM, SIBNSAIOTCA
NI OHM CMaMOM, Ha OCHOBE MO/CYETa Pa3/INYHbIX NMapaMeTpPoOB, XapaKTepHbIX A8 crama. B 3aBucuMocTy oT
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pe3ynbTaToB aHanM3a, KaXAoMy MUCbMy MPKUCBAMBAETCs Lienloe ymncno (score ). Yem 6onblue 3TO 4uciio,
TeM 60siblie BEPOSITHOCTb TOrO, YTO MWUCbMO SIBSIETCS CMaMOM. VBMEHsITb MOPOroBOE 3HayeHve Ans
onpeaenexys NpUHALIEXHOCTU MUCbMA K CriaMy MOXHO MpW MOMOLLM ALMUHNCTPATUEHOM KoHconm CMS.

! MnuceMa ¢ NoXHbIMM cpabaTtbiBaHUsMKM AHTUCHIaAMa cneayeT nepechbinatb Ha agpec vinon-

spam@drweb.com, a nucbMa ¢ NPOMyLLEHHBIM CNaMOM — Ha aapec Vispam@drweb.com.

PaboTa AHTHCriaMa HacTpauBaeTCs B pasgene HacTpoek AHTMcmAM. OH AOCTyMNeH TOMbKO AN Bepcuu
«AHTMBMPYC + AHTWcnam». Ecnu Baw kntoyeBol aiin NoAAEpXMBAET MUCMOSb30BaHME KOMIMOHEHTA
AuTMCnaM, TO GUIbTpauMs crama Ao/MKHa ObiTb BKIOYEHA MO yMonMYaHuio (T.e. AO/MKEH 6biTb
yCTaHOBNEH (iaxxok BKJIIOUMTb aHTUCNIAM B BEPXHEN YacTu 06/1acTU CBeAeHWii pasaena AHTUCNAM).

Ecnn HacTpoiiku B pasgenie AHTUCMAM HEeAOCTYMHbl, TO CKOpPEE BCEro Bal@ JIMLEH3Ws He
A NnoAAEepPXXMBAET KOMMOHEHT AHTucraMm (CM. JIMLIEH3MOHHbIV ktoueBon daiin).

YT06bl MPOBEPUTL, MOAAEPXKMBAETCS JIM KOMMOHEHT AHTMCNAaM Ballel NMUEH3MEN, OTKpOMTe Ball

kntoyesoi daiin (dain drweb32.key, pacnonoxeHHobli B nanke %ProgramFiles%\DrWeb for Ex-

change\) B TEKCTOBOM pedaKkTope M HaauTe B HEM 3HayeHuwe napameTpa SpamFilter. Ecau

SpamFilter=Yes, TO 3TO O3HayaeT, 4YTO BalWa JIMLUEH3US NOAAEPXMBAET MCMOb30BaHNE

KOMMOHeHTa AHTHCNAaM, ecin SpamFilter=No, KOMNOHEHT AHTUCINaM He NoaaepXUBaeTcs.

Jlloboe peaakTMpoBaHMe K/IOYEBOro (haina fAefnaeT ero HedeWlcTBuTeNbHbiM! [O3TOMYy He
COXpaHATe KIoUeBoi thaitfl Npu 3aKpbITUM TEKCTOBOrO peAakTopa.

Y106bI HacTpoutb paboty AHTHUCNaMa:

1. Bbibepute nyHkT AHTMCMAM A1 HacTpamBaemoro npodwuns B AepeBe Beb-koHcomm. OTKpoeTcs
obnactb cBeieHWn pa3aena AHTUCNaMm (cM. PucyHok 4).

S
& Dr.WEB®
s d L 2
AansMicrosoft Exchange Server 2
¥ & EXCH2013
e ¥ Bremownrs, anmnenan
v [E]Mpodunu
v [E5 profile 1 Tpedure & Tene SPAMT Aapec 2aexTpornof mowTEL
£ Cranmposarive
oo
S ounsrpauma .
» B Default Hefictane | [lo6asnaTs npedmkc 8 Temy
» [E Fpyanel
& yeenonnenia [~ Boauosmo cnan
(i CratucTuxa
) Cobmnn Hefictene | lobasnate npedpuke B TeMy
) Kapartne
@ [lononkuTenkkiie HacTpOfikA —Ma1oBeposTHo. TTo cras
@ Bepcus
Jenctane [[lobasnats npeduxc a Teuy

— Beabii i weprsi ek

¥ BxuoumTe

Azpec snexTpormof HoTTE:

Besrit cmrcox

—
[obasrms | IobasvTs

spam@mail.com A *@trusted_domain.com <
friend@mail. com

Yaanus Ypanwe |

Vunopr Srcnopt
Goxparuts

PucyHok 4. Pasaen HacTtpoek AHTUCNaMa

2. Ytobbl OTKNOUMTL AHTUCMAM, CHUMUTE (Naxok Bknrouurb aHTucnaM. [pyu 3TOM BCE HACTPONKu
MapaMeTpoB KOMMOHEHTa AHTUCNaM CTaHyT HefoCTyMHbl. YTo6bl BkMOUMTL WbTPaumMio cnama,
ycTaHoBuTe (praXKok BKIIOUUTb aHTUCTIAM.

3. B none MNMpedukc B TeMe Bbl MOXETE M3MEHWUTb NpedmKec, AobaBNsSieMblil B TeMy MMCbMa, KOTOpOe
NPU3HAHO cramoM. Mo yMon4YaHUIO YCTAHOB/EH NpeduKe *** SPAM ***,

4. B none Agpec 2/IeKTPOHHOM MOYTbI Bbl MOXETE 3a4aTb aApec 3/IEKTPOHHOM MOYTbl, HA KOTOPbIN
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6y,qu nepeHanpas/ieHbl NMCbMa, ABNAOLLKneCd CriaMoM.

5. B nonsix Huke Bbl MOXETE 3aAaTb AEWUCTBUS NpOrpamMMbl N0 OTHOLLEHWUIO K COOBLLEHNAM B 3aBUCMMOCTM
OT CTeneHn BEPOATHOCTM WX MpUHAgNeXHocTn K cnamy (TouHo cnaMm, Bo3MOXHO cnawm,
ManoBeposTHO, YUTO cnaM). [lns 3Toro BblibepuTe Xenaemble [ENCTBMA M3 BbiMaAAoLLMNX CrIMCKOB
[N KaXkaon KaTeropuu:

HAo6aBnartb npedwmkc B TeMy. K TemMe nncbMa 6yaeT aobaBneH npeduKC, yKasaHHbIM B nosne
Mpedwukc B TeME;

MponycTurb. MucbMo ByaeT NponyLeHo 1 AOCTaBEHO NOyYaTento;

MepeMelwlaTb B NanKy HeXesiaTesibHOM nouTbl. [ns coobuieHns nobaBnsieTcst CyKebHbli
3aronosok X-MS-Exchange-Organization-SCL, B 3HaueHMM KOTOPOrO YKa3biBAETCH WHAEKC
HefoBepust K nMucbMy. Ecnn 3HaveHve nHpekca 6onble 4, HO MeHblue 7, MOYTOBble KIWEHTbI, ANS
KOTOPbIX YCTaHOBJIEHbI HEOBXOAMMbIE HACTPOMKM, CMOryT MepeMellaTb Takoe COoblieHWe B narky
HEXenaTeNbHOM MoYThl.

MepeHanpaBnaTb. [McbMo GyaeT nepeHanpaBfeHO MO afpecy, YykasaHHOMy B none Appec
3J/1eKTPOHHOM NOYThI;

BnokupoBaTb. Mepeaaya nicbMa 6yaeT 3ab610kMpoBaHa.

6. B pasgene Benbli U YepHbIM CAUCKU Bbl MOXXETE HAaCTPOWUTb MCTO/Ib30BaHME CMUCKOB AOBEPEHHbIX U
HEHAAEXHbIX aPECOB:

yCTaHOBUTE (hflaXKOK BKHOUMTb, UTOGbI BK/IHOUMTL MCMOMb30BaHWE CMMCKOB. Bbl MoxeTe A06aBWTb
aapeca, KOTOpbIM Bbl AoBepsieTe, B 6enblii CNUcok. MiCbMa C AaHHbIX aApecoB He 6yayT MpOXOAUTb
MpoBepKy Ha cnaM. Ecnu Bbl Jo6aBUTe aapec B YepHbli CMIKCOK, TO BCEM MMCbMaM C 3TOrO afpeca
6yaeT npuceBamBaThbcs ctaTyc TOUHO cnam;

yTobbl A06aBWUTL aapec, BBeauTe ero B nosie AApec 3/1eKTPOHHOM MOYTbI, 3aTEM HaXmuTe
kHonky [lo6aBurb B 6enbiii cnucok v [lo6aBUTb B 4YepHblii CNMCOK A1 f106aBneHus B
HY>KHBbI CMINCOK;

yTObbI yoanuTtb aapec U3 Crncka, BbIGEpVITe €ro B HY)>XHOM CIMUCKE M HaXXMUTE KHOMKY Yaanurb 3
6enoro cnucka wiv Yganurb 3 YepHOoro cnucka,

C MOMOLLbIO KHOMOK IKCMOPT 1 MMNOPT coXpaHWTe CMUCKM B CreuvasbHbI daiii ¢ pacluMpeHneM
st vnm 3arpysute mx m3 daina. Bbl MoXeTe co3gaBaTb M PeAAKTMPOBaTb CMUCKA BPYYHYIO C
MOMOLLbIO TEKCTOBOrO pejakTopa, Hanpwumep, BnokHoTa. B gaHHOM cnyyae 3MeKTpOHHble aapeca
JOJDKHbI YKa3bIBaTbCsl C MPedUKcoM «+> (ans nobaBneHus agpeca B 6eblit CNCOK) uim «=>» (ans
fobaBneHnst azipeca B YepHbid cnncok), Hanpumep +trusted_address@mail.com u -distrus-
ted_address@mail.com, a cam TekcToBbIlt haiin AO/MKEH BbITb COXpaHeH C pacluMpeHueM .Ist B
dopmate Unicode.

Bbl MOXeTe WMCnosib30BaTh MOACTAHOBOYHBIA CUMBOJT  «*>» BMECTO 4acTu ajpeca (HaanMep,

A% & 3anucb Buaa *@domain.org o3HayaeT BCe agpeca B AoMeHe domain.org).

B HekoTOpbIX cryyasx AobaeneHue AOMeHa B 6enblii CUCOK Bbille YKasaHHbIM CMOCOHBOM MOXET He
cpaboTaTb. YTObbI UCKIIOYMUTL TakoM [OMEH M3 MPOBEPKM Ha craM, HeobxoanMo A06aBUTb €ro B
CMUCOK 3HaYeHUI NepeMeHHon

7. HaxmuTe kHonKy COXpaHMUTb, KOrla 3aKOHYMTE U3MEHSITb HAaCTPOVKM

dunbTpaums

MNO3BOJIAET WUCMONb30BaTb CrneuuanbHylO CUCTEMY d)VIJ'IpraLI,VIVI ONna CHMKEHUA Harpy3skun Ha

MoYToBbIM cepBep. Hampumep, B ciiydae cnam-aTaky, JIMWHWE NWCbMa BbLIBOASTCS M3 TPAHCMOPTHOM
CUCTEMBbI CepBepa [0 Hayana WX NPOBEPKM Ha CrhaM WM BUpYycbl. Ans addekTMBHOW paboTbl GunbTpoB
HeobxoaMMOo 3afaTb OMTUMasbHbIA Habop npaBun GUAbTpaUMKM, He COAepPXXallMii MPOTUBOPEUMBBLIX U
JMLLHUX NpaBwI.

lMepen BbINONHEHWEM CbVIﬂpraLl,VIVI onpeapendaeTca ; K KOTOpOVI NPUHAANEXUT OTNPaBUTENb NUCbMa.

Ecnu

OTNpaBuUTENb MPUHAANEXMUT K OAHOM W3 CO3AaHHLIX Pynn, K HeMy 6yayT nNpUMeHeHbl npasuna
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b unbTpaunm, 3agaHHble B COOTBETCTBYIOLWEN rpynnbl. Ecnu oTnpaBuTeNb NMCbMa He MPUHAANEXUT
HM K OIHOM W3 rpynn, Ans nucbMa 6yayT npuMeHeHsbl HacTpoiku npoduns Default. Takum o6pasom, ecnm
HeobxoAMMO, YTO6bI NPaBuIo HUNLTPALMM NMPUMEHSIOCH KO BCEM NMUCbMaM OT OTMPaBUTENEN, HE BXOASLMX B
rpynnel, Co3aaiTe ero HacTpolikax GuibTpaumn cTaHaapTHoro npoduns Default.

Ecnv npodunb OTNpaBUTENSI HE COAEPXKMUT KakKUX-M6O OrpaHWYeHuid, M NUCbMO MNPOXOAUT Aarblle,
onpezensieTcs Npodunb, KOTOPLIM cleayeT NPUMEHSTbL ANS ero AanbHelwein o6paboTkv B 3aBUCMMOCTM OT
aapecoB nonyyatenei. Kaxablii agpec 13 cnucka nony4yartenei 6yaeT COOTHECEH CO CBOel rpynnoi (6yab To
rpynna AD unM CNUCOK aApecoB), W ANs KaXAOW M3 HUX 6yaeT onpeaeneH COOTBETCTBYHOLMIA
HacTpoek. [nsa npuMmeHeHus dwunbTpaumn 6yaeT BbibpaH npodwunb ¢ HanbonbUMM . Takum
obpasoM, ecnn HeobxoaMMo, YTO6bl onpefenieHHble OrpaHUYEeHUs PacnpoCTPaHSIUCh Ha CO3AaHHYH rpynny
nonyyatenen, TO He co3gaBanTe npasuna (uabTpauuuM ANs Hee B CTaHAapTHoM npodwune Default, a
cospaniTe ANna 3TOW rpynnbl OTAENbHbIN Npodunb.

1. Ecnm HeobxoaMMo co3maTb CneuuanbHbie rpynnbl  Mosydvatenei, AN KOTOpbiX He 6yayT

£ eNcTBOBaTb HUKAaKMe OrpaHMYeHNs, He co3faBaiTe HUKaKMX NpaBui GUbLTPaUMK B CTaHAapTHOM

npocdune Default, nockonbky nucbMo, 0ThUNLTPOBAHHOE B COOTBETCTBUM C NpasuiaMu npoduns
oTnpasuTens, 6yaeT UCKNOYEHO U3 AanbHelllei 06paboTky No NpodunaM nonydareneil.

B nepsytlo ouepeab Kaxaoe NUMcbMo o6pabaTbiBaeTcs . Ha paHHoM 3Tane

NpUMEHSAIOTCA npaBuna GUALTPaUMM K MUCbMY Kak K LenoMy o6bekTy. ®unbTpauus ocCylecTBaseTcs Mo
KOMIMYECTBY OTMpaBuTeNen, nonyyatenen, TeMe, YACTY BIOXEHWIA U T.4. MMocne BbINOMHEHWUS (BUNbTpaLMK
OCyLLECTBNSAETCA Aa/ibHENLAA NPOBepKa HEOTMUNLTPOBAHHLIX MUCEM Ha cnam (CM. ).

BTOpbIM TpaHCMOPTHLIM areHTOM Ha MNyTUM nUCbMa SBRASeTCs . Ha paHHOM 3Tane
NPUMEHSIIOTCA MNpaBuia GUILTPaUMM K MUCbMY Kak K Habopy ¢ainos, npyv 3TOM TENO MNWCbMa CaMo
paccMaTpuBaeTcs Kak daiin. PunbTpaumus ocylecTBnseTcs no pasMepy dainos, UX UMEeHaM, pacLMpeHUsIM U
T.4. Mocne BbINOSHEHMST DUbTPaLMM OCYLLECTBASETCS AanbHeNWas NpoBepka HEOThUILTPOBaHHbIX MUCEM Ha
BMpYChbI (CM. )R
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M5 Exchange Transport
OnEndOfData

<]

AZEHM GHMUCTIaMa

OnSubmittedMessage

STMP, MAPI E

AHMuUsUpycHeIl azeHm

STMP

OnpegensHue npoduna 4nA duAbTpaLMm @UALTPALMA No Npoduo

OTNPRaEWUTENA

©UALTPALMA NO NpoHUNKD OTNRaEMTENA

OTNRaeMTenA

PUALTRPaLMA No MpumeHAeTCA

e -~ npoduno OeAcTBME M3 CNIMCHa
NoayJYaTens JeicTere Hapg,
OnpeaeneHye daitnom e pazgene
npoduna 4na MpumeHAeTcA DdunLTpaLmA
brALTPaLMM feiicTene n3 \/ %
noayyaTena cnucka [ledcteue
Ha MNpoeepka Ha
A P P MpyumeHAeTCA
coobuweHuem e BMpYChI .
OeHCTEME, 330aHHOe
paznene
B pazaene
DUALTPALMA No OUNLTPaLMA pasne
npodgun ~ w b 4 CraHMpOBaHWe
noyyaTens
A 4 MpoponseHue
MpumeHAeTCA oA
" 0BpaboTkM
OEHCTEME,
N1CBMa B
MNposepka Ha 3afaHHOE B .
TpaHCNOpPTHOK
e pasAsne ’ cncreire
b 4
et AHTHCTaM
b

Cxema 1. ®wibTpaumus NUCEM B TPAHCMOPTHOM CUCTEME

®unbTpauus Tpaduka HacTpanBaeTCs B pasgene HacTpoek npodunsg dunbTpaums (CM.

dbunbTpoB onpeaensieTcs HabopoM npasui, KOTOpble MOXeET A06aBnATb aAMMHUCTPATOP.

ycnosua ans d)VIﬂpraLI,MM MO OCHOBHbIM CBOMCTBaM COOBLUEHNI U UX BMOXEHWUIA.

). Pabota

MNpasuna 3agatoT
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ans Microsoft Exchange Server E
¥ § EXCH2013
¥ Bxmounts duTsTpanmo
¥ [E& Npodwnu drzeTpam
¥ [E= Profile 1 [~ PrIsTpEl
?CKBHMDOEEHHG T —— T
AHTUCTAM
S S o POPRENY
= a
el Rule 2 ( 1S( ( %sTransProtocolName% == SMTP ) ) AND IS( ( %NumberofRecipients% == 200 ..
» [£5] Default
¥ [& rpynne
& Group 1
%4 YaepomneHna
CTaTncTvka
| Cobbrmna
& Kaparun
? AonoNHUTeNkHEIe HACTPOAKA [obasuts | Wamennte | Yaanute
@ Bepous
r— [TapaMeTpsl BIOX: tafi1on
JleficTeHe Hal COOOIMIERHEM | YnanuTs v | Ipeduxc B Teme “*FILTERED**
JeficTere Hax dafton Ypanuts v | Cvodrke uvern dafta | filtered txt
Makpoc: | Mun npuneetus v BeTaBuTts
KFEFF%XDataType® %FileNameX was filtered and now is ¥ScanActienX.
Cogepamvoe daiita
P
Copaum |

PucyHok 5. Paspen HacTpoikku pwibTpaum

YT106bI HACTpOUTb DWIbTPALIMIO COOBLLEHWIA:

1

2.

. Brmounte cdunbTpaunio, ycTaHoBMB (hriakok BkOUMTb hwibTpaumio B BepxHel yactu obnactv
cBefeHuii pasaena GunbTpaums. Mpy 5TOM, HACTPOMKW B AaHHOM pasdesnie CTaHyT AOCTYMHbIMU.

BrntounTe MCroNib30BaHUE OAHOTO MM HECKONIbKUX (DUIIbTPOB M3 CMCKa, YCTAHOBMB COOTBETCTBYIOLLME
naxkkn. Ecnm B crincke elle HeT UIbTPOB, Bbl MOXKETE UX CO3aaThb.

B pasgene MapameTpbl BAOX EHHbIX (pailnoB HAcTponTe AENCTBUS ANS MOYTOBbLIX COOBLLEHMIA C
BJIOXKEHUSIMM.

[ns coobLieHnit Bbl MOXeTe BbibpaTb OAHO M3 CeaytoL X AEACTBUIA:

o Yaanurb — yaanutb coobuieHue;

e [lo6aBnATb NpedurKkc B TeMY — NPonycTUTL cooblieHne, Ao6aBvB B ero TeMy npeduKc, 3aaHHbIN
B nosne MNMpedukc B Teme.

[l BNOXKEHHbIX (haiinoB AOCTYMHbI CrieaytolmMe AeUCTBUs:

o MepemelaTb B KAPaHTUH — NepeMeLLaThb BIIOXKEHHbIV haliN B KapaHTUH;

e YAanurb — yaanuTb BIIOXEHHbIN daiin.

B none MpedmKc B TeMe Bbl MOXETE M3MEHUTb MpecuKe, A06aBAseMbIi B TeMy OTUIbTPOBAHHOIMO
nuMcbMa. Mo yMonYaHuio yCTaHoBNeH npedukc ***FILTERED* **,

B none Cyddmkc mmenmn daina Bbl MOXETE MpU HEOBXOAMMOCTU M3MEHUTb CYdDUKC, KOTOPbIN
Ao6aBnsSeTCa K MMEHW TeKCTOBOro chaina, NpUKPENnsSieMoro K OT(WIbTPoBaHHOMY MucbMy. [lo
yMOM4aHuio yka3aHo 3HauyeHue _ filtered.txt.

B none CopgeprxumMoe paitna Bbl MOXETE U3MEHUTb TEKCT, COAEPXKALLUICS B MpUKpennseMom cdarine.
lMpn pefakTMpOBaHUM TEKCTa Bbl MOXETE MCMOMb30BaTb MaKpoChl U3 BbiMaAatolero cnicka Makpoc.
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Y106b1 CO3aaTh NnpaBwio hwibTpaymm:

1. Haxmute kHonky Jlo6aBurb nopg cnmckoM npaBwui. OTkpoeTcs okHo MpaBwio cdwnbTpaumm (cm.
PYCYHOK 6), B KOTOPOM Bbl MOXETE 3aAaTb UMSI MpaBuia U ero ycroBusl.

a B0 FMNbBTPRAL I
Hasgamie oy rule

YV IOOoBNEeTEOPATE:

® Beem venopmam ) Jrobomy M3 yemoBmit ,D,L‘.IEE[EI-HTI:| WMameruts | YaanuTs

L)

% OtmeHa

PucyHok 6. Hactpoiika npaBwia (pwibTpauum

2. Bol MoxeTe f[06aBUTb OOHO WM HECKOMbKO YCMOBWM cbunbTpaumMmM M BbiGpaTb OAHOBPEMEHHOE
BbINO/IHEHWE BCEX YCMNOBUIA WM BBIMOSHEHWE NIO6Or0 M3 HWMX. YTO6bI A0GABUTL HOBOE YCIOBME,
Ha)kMUTe KHOMKy Jlo6aBUTb. B OTKpLIBLUEMCS OKHE Bbl MOXETE BbIOpaTb TWUM YC/OBWSI, YKa3aTb
3Ha4YeHMe M TWUM COOTBETCTBUSI YC/OBMSI 3aJaHHOMY 3HayeHuto. Turbl YC/IOBUIA, COOTBETCTBUA WU
BO3MOXXHbIE 3HAYEHWSI NMPUBEAEHDBI B TabMLE HUXKE:

[ Tun yenosws | Tun coorsercrams [ 3navenve |

Tvn gaHHbIX PaBHO dann
He paBHO CoobuieHne
UCTOYHMK A aHHbIX PaBHo YKa3blBaeTCa BPY4YHYO
He paBHO
BkntovaeT

He BknovaeT
CooTBeTCTBYET
He cooTBeTcTBYET
Appecar gaHHbIX PaBHO YKa3blBaeTCsl BPYUHYHO
He paBHO
BkritouaeTt
He BknoyaeT
CooTBeTcTBYET

He COOTBETCTBYET

MpoTokon PaBHO SMTP
He paBHO MAPI
Yucno nonyuarenei PaBHO YKa3blBaeTCsl BPYUHYHO
He paBHO
Bonblue
He 6onbLe

MeHbLe



Be6-KOHCONIb Al MMHUCTpaTOpa | 35

Tun ycnosus Tun cooTsercram 3navenme |

He meHbLLe
Wmsa ¢daina PaBHO YKa3blBaeTCS BPYUHYHO
He paBHO
BkntovaeT
He BkntoyaeTt
CooTBeTcTBYET
He cooTBeTcTBYET
Pasmep caitna PaBHO YKasblBaeTCsi Bpy4Hyto (B HaliTax)
He paBHO
Bonblue
He 60nbLe
MeHbLe
He MeHbLLe
Tema coobuieHus PaBHO YKa3blBaETCA BPYYHYIO
He paBHO
BkritouaeTt
He BknoyaeT
CooTBeTcTBYET
He cooTBeTcTBYET
EcTtb BnoxxeHue PaBHO Jloxb

He paBHO MNpaeaa

o Ecnu ana kakoro-nnmbo v3 ycnoeuii UCTOUHMK AaHHbIX, Agpecat AaHHbIX, WUMa daitna u
ﬁ Tema coobuieHus BoibpaH TN cooTeeTcTBMS Brirouaer, He Britoyaer, CooTBETCTBYET UK
He cooTBercrByeT, Mpu YyKasaHWu 3HAYEHUSA Bbl MOXETE WCMoJsb30BaTb MOACTAHOBOYHbIE
CUMBOMBI «*» U «?» BMecTo nboW nocnefoBaTeNlbHOCTVM CUMBOJSIOB WM OAHOFO  J1060ro
CMMBOJIa COOTBETCTBEHHO.

3. Ytobwl yAanutb Win USMEHUTbL OAHO U3 YCJ'IOBVII\;I, BblAE/INTE €ro B CMNMCKE N HAXXMUTE KHOMKY YAanwurb
nnv VBM@HUTb COOTBETCTBEHHO.

Mpumep npaBuna pwibTpaumm

Ana dunbTpaumn ¢alinos, pasMep KOTOpbiX npeBbiwaeT 20000 6aiT, MOXHO WCMONb30BaTb MpaBWIO
(cM. PucyHok 7), cocTosilee B OAHOBPEMEHHOM BbINO/IHEHWUM CNEAYIOLLMX YCIOBUI:

Tun cooTsercram 3navenve |

Twvn gaHHbIX PaBHO dann

Pa3mep caina BonbLue 20000



T4
))
1ﬂ

e
£

Be6-koHcoNb ARMMHUCTpaATOpa

d BHNO NMBTo4L

Hazeanue Large files

VioeneTEOpaTE:
® Beem vemopmam O Jlrobomy 1z yemoenit  [loGasute | WMamenute | ¥ganute
IS{ { %DataType% ==1)) -

IS( { %FileSize% > 20000 ) )

% Otmena

PucyHok 7. NMpumep npasmwia wibTpaumm

YT06bl KBMEHUTb WIM YAA/IUTb CYLLECTBYIOLLEE NPaBWI10 (DwibTpaLm:

Onsa nuameHeHus unm yAaneHusa npasuna BblaenmTte €ro B Crncke d)VIﬂprOB N Ha>XMUTE KHOMKY VBMeHuUTb
wnn Yaanurb noa CriiCKoM q)VIJ'IbTDOB.

Haxxmnte kHOMKy COXpaHUTb, KOrAa 3aKOHUYNTE M3MEHSTb HAaCTPOMKu mbTpaumm.

. MockonbKy B HEKOTOPbIX — CAyyasx nNpuMeHeHue  duAbTpauuuM  MOXET  MOBAMATb  Ha
ﬁ paboToCnoCO6HOCTL MOYTOBOM CUCTEMbI, PEKOMEHAYETCS BbINOMHUTbL CreAylolume AeNCTBIS :

e [106aBUTb B UCKIlOYEHUS B nepeMeHHyto TrustedEmails. YueTHble 3anucy ansi CUCTEMHBIX ALLMKOB
xpaHaTcs B Active Directory, a ux HasBaHMsa cogepat B Hadane TekcT «HealthMailbox».

e He co3aaBaTb (UILTPOB C YC/IOBUEM yAaneHus Hebosblmx Mo pasMepam daiinos (MeHee 1000
6aiT), 4TO6bl MOA TakWe YCNOBUS He nonajany yBeAaoMieHus. MHave MOXeT Mpou3oiTU Tak
Ha3blBaeMOe «3aLMKIMBaHME», KOrAa YBEAOMIIEHUE NOBTOPHO NOANaAaeT nog AencTene bunbTpa.

YnpaBneHue rpynnamMm KJIMEHTOB

Mo ymonuaHuio Dr.Web npuMeHsIieT napaMeTpbl CTAaHAAPTHOrO Mpocuns Ans BCEX KIMEHTOB. Ecnm Bbl
Xenaete MNPUMEHWTb  MapameTpbl  Apyroro npodwns AN  onpefenieHHblX  KIMeHToB  (cM.
Cozpanme n HacTporka npoduniein), BaM HEO6XoANMO 06beANHUTL STUX KIIMEHTOB B rPYNMy U NPUCBOUTL €
co3faHHbIi Npodub. Takum 06pa3oM, Bbl MOXKETE Pa3AeniuTb BCEX KIMEHTOB Ha rpynnbl, ANs KaXAOW U3
KOTOpbIX 6yayT YCTaHOBNEHbI OTAE/bHbIE NAapaMeTpPbl 3aLLUTHI.

Mpu cospaHuM Tpynn v HasHavyeHun MM npodunein HeobxoAMMO yUYUTbIBaTb, YTO K MOJIb30BATENSIM

ﬂ rpynn Tuna Security B Active Directory Bcerga npuMeHsieTcs CTaHAapTHbIM npodunb. Takum
obpasoM, 4TO6bl 06bEAMHUTH MONb30BaTeNel [JOMeHa B rpynnbl Afs HasHa4YeHUs UM  Apyrux
npodwuneln HacTpoek, Heo6xoAMMO CHayana co3aaTh AN HUX JOMOMHUTENbHbIE BblAe/IeHHble rPYNMbl
¢ Tunom Distribution B HacTpoiikax Active Directory.

Co3pgaHue HOBOM rpynnbli

Ans ynpaBneHusi CyLecTBYIOWMMA TPyNNaMu U CO34aHUsi HOBbIX OTKpOWTe 06nacTb CBefdeHWi pasaena
pynnbl. [ns 3Toro Bbibepute nyHKT Fpynnbl B AepeBe Beb6-wkoHconu Apmuuuctpatopa (M.
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Cosgate rpynny | MMepewmedoBate rpynny | Yoanute rpynny

Group 2 Cnucok agpecoB 3nekTposHoR . Profile 1
Group 1 Crucok agpecoe snekTporHol . Default

PucyHok 8. Pazaen pynnbl

Y106bI CO3AATHL HOBYIO Fpynny:

1. B obnactn ceBeaeHuit paspena Fpynnbl HaxmutTe KkHOMKy Co3pgaTb rpynmny, pacrofioXXEeHHY Haf
CMUCKOM CYLLECTBYHOLMX TPynm.

JIn6o WwenkHUTe NpaBoli KHOMKOW Ha NyHkTe FPynmnbl B AepeBe KOHCONM U HaxmuTe Co3paThb
A= rpynny B NOsIBUBLLEMCSI KOHTEKCTHOM MEHIO.

2. B OTKpbIBLUEMCSI OKHE BBeAMTE WMMSI Fpynnbl. HoBas rpymnna nosiBUTCA B AepeBe KOHCONM Mo MyHKTOM
Fpynnbl. Eciv rpynna ¢ TakvMM e UMEHEM YXKe CYLLECTBYET, HOBas rpynna co3faHa He 6yaeT.

Y106b1 IBMEHWUTH UMSI TPYNIMbI:

o BblbEpUTE HY)XXHYIO Tpynnmy B Chncke B 06/1acTu cBeaeHui pasgena Fpynmbl M HAXMUTE KHOMKY
MepeuvmeHoBaThb rpynny.

Y106b1 YRanurb rpynny:

o BblbepuTe ee B CNncKke B 06nacTv cBeaeHui pasaena Mpynnbl u HAXXMUTE KHOMKY YAanuTb rpynny.

Jnbo, uTobbI yaanuTb WM MeperMeHoBaTb rPynmny, WeNKHUTe MpaBoWd KHOMKOW Ha WMMEHW 3TOW
A= rpynnbl B JepeBe KOHCO/N U BblIbepuTe COOTBETCTBYIOLWMI MYHKT B NOSIBUBLLEMCS KOHTEKCTHOM MEHIO.

YT06bl OTKPbITb HACTPOWUKM FPYMbI:
e YyTObbl OTKPbITb 06/1aCTb CBEAEHWI C HACTPOVKaMK rpynMbl, BbIbEpUTE €e UMsi B iepeBe BE6-KOHCONN.

Bbl MoXeTe MW3MEHWTb TakuMe MapaMeTpbl, Kak TWN pynnbl M Ha3HA4YeHHbIi el npoduib (CM.

).

Korga Bbl 3aKOHUMTE cO3AaHMe U (POPMMPOBAHNE HEOBXOAMMBIX BaM Ipynr, HAXKMUTE KHOMKY COXPaHUTb.

HacT poiiku n popMmmpoBaHme rpynn

B obnactu cBeaeHWMi, OTKpbIBatOLLENCS NPy LENYKe Mo rpynne B AepeBe Be6-koHconm (CM. ), Bbl
MOXETE M3MEHWUTb HaCTPOVKM BbIOpaHHOW Pynrbl, B TOM YKUCTIE OnpeaenuTb crnocob ee (popMMpoBaHUs:
nyTeM 3aaHus Cnucka NMoYTOBbIX aApecoB unM nyTeM Bblibopa m3 cnvcka rpynn AD. Bbl MOXxeTe BblbpaTb
TWN rpynMbl B BbiNagatowem crnncke Tvn.
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5 DrWEB®

° ansa Microsoft Exchange Server

¥ @ EXCH2013
v [&] Npodwan Tam | Crucok agpecos 3nekTpoxHol nouts ¥ |  Daement | Aapec 3nexTponHolt nouTsl ¥ | Dobasuts | Ynanute |
¥ [£5] Profile 1
40 Cranmposanme -
@ AnTucnam
? DunsTpauma
» [i=| Default
v [&] Fpynne:
& Group 1
el Yeegomnenna -
[iH cratucTixa
| Cobemus TIpodue Profile 1 v |

7| Kapautuk
@ [dononHKUTeNbHEIE HacTPORKK CoxpaHuTe
@ Bepons

PucyHok 9. HacTpoiiku rpynnbl

Y106b1 CchopMMPOBaTb CMUCOK NOUTOBbIX afpPeCcoB:

1. B BbinagatoLem cnvcke Tun Boibepute 3HaveHne CNUCOK afpecoB 3/1eKTPOHHOM NOYThI.
2. YTtobbl 006aBWUTL MOYTOBLIA aApec B CMMCOK, Haxkmute kHomky [lo6aBwurb. B OTKpbIBLUEMCS OKHe
BBEAMTE aApec 3NEKTPOHHOMN MOYTbl U HaXXMUTE KHOMKY OK.

3. YT0bbl ymanuTb agpec M3 Cnucka, BbIAENWTE €ero W HaXmuTe KHOMKy YAaanurb, Mocie 4ero
noaTeepauTe yaaneHvwe BbiIbpaHHOro agpeca.

4. Bbl  MOXeTe uMCronb3oBaTb MOJACTAHOBOYHbIE CUMBOJIbI  <«*» U «?» BMecTo Jilo6oM
ﬂ nocneaoBaTeIbHOCTU CMMBOJIOB UM OHOro N1t060ro CMMBOJIa BBOAMMOIO TEKCTa COOTBETCTBEHHO.

Y106b1 CchopMupoBaTh cnnucok rpynn AD:

1. B Bbinagatowem cnmcke Tvn Bbibepute 3HaveHne Cnncok rpynn AD.

2. Y7066l fOGaBMTL rpynny B CMMCOK, HaXXMuTe KHOMKy Jlo6aBurb. B OTKpbiBLUEMCS OKHE BbibepuTe
rpynmny un Haxkmmte KHonky Ok.

Mpn pob6aeneHun rpynnsl AD ybeanTtech, 4To Bbl Aob6aBnsieTe rpynny pacnpeaenenus (Distribu-
ﬂ tion), a He rpynny 6e3onacHocTu (Security), B MPOTUBHOM C/lydae Bbl HE CMOXETE HasHau4uTb el
npodunsb, OTIMYHBIN OT CTaHAAPTHOrO.

3. YT06bl yaanuUTL Tpynny W3 ChKUCKa, BbIAENMTE €€ W HAXMUTE KHOMKY YAanurb, nocie 4Yero
NOATBEPAUTE yAaneHue BbiGpaHHON rpynmbl.

®opmupoBaHue cnucka rpynn AD BO3MOXHO TOJIbKO B TOM Cllydae, eCin cepBep BK/IOYEH B [OMEH.

ﬂ B npoTtuBHOM cnyvae HeobxoaMMO BKIOUUTL cepBep B AOMeH, nubo ykasaTb MMS M Naposb
nonb30BaTensi, KOTopbil MMeeT aoctyn Kk AD, B kayecTBe 3HadyeHuit napameTposB /DrWebADAc-
cessor_1.0/Application Settings/ADAccUserName 1 /DrWebADAccessor_1.0/Application
Settings/ADAccPassword COOTBETCTBEHHO B A[AMMHUCTpPaTUMBHOW KoHconu CMS. Tlo
YMOJTYaHUMIO 3HAaYEHNS 3TUX NapamMeTpoB — NycCTble.

B Bbinapatouiem crivcke Mpodunb BuibepuTe NPodusib, KOTOPLIN Bbl XOTUTE Ha3HAYUTL AQHHON rpynne.

Mocrne Toro, kak Bbl 3aKOHUMTE M3MEHSITb HACTPOMKM BbIGPaHHOM rpynbl, HAXKMUTE KHOMKY COXPaHUTD.
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YBeaomneHms

YBEAOMNEHMSI 3aHOCATCS B )KYDHA/ ONepalVOHHOM CACTEMEL M UCMOMb3YOTCS ANS  UHGOPMMPOBaHUS
aAMVMHUCTpaTopa M MOMb30BaTeNeil CeTM O pPasnMyHbiX COBbLITMSIX, CBSi3aHHbIX C paboToit Dr.Web
(HanpuMep, CBAA3aHHbIX C 0BHapy>XeHWeM MHDUUMPOBaHHLIX 06BLEKTOB, Crama, punbTpauvel CoOobLLEHMIA U
T.4.).

YT10o6bl HACTPOUTb YBEA,OMJIEHMS:

1. Bblbepute NyHKT YBegoMeHus B aepeBe Be6-koHconm. OTKpoeTcs 0611acTb CBeAEHWI ANst HACTPOWKM
yBefomneHni (cMm. PricyHok 10).

¥'Dr.WEB

ans Microsoft Exchange Server

¥ i@ EXCH2013
¥ [&] Npodunm Tum yeenoMmmenma: |OT¢|HJ‘IthDEIEHHbIE coofLwernA El

> =] Profile2
» =/ Profilel I BromrouniTe

¥ =) Default — OThHIETpOBaHHEIE COODMEHMA
4 CKaHwpoBaHue

@ AHTMcnam

¥ @unsTpauma Marpoc: | Mma npunaxerna E| Beraente

¥ [& rpynnel

& Group2 $ApplicationName$ has filtered %DataType%. The %DataType% is
@;Groupl Teger |Row 35cankctiont.3NewlineiMessage subject:

igessag?&ﬂ:ject%%ljlewLine%S?nt fforr.:

\ ataSourceiiNewlinetRecipients:
CTaTMCTMKa fDataDestinationt¥NewlinetProtocol: $TransProtocolNamed
(% CoOblTHA
@ dononHWTeNbHEBIE Hao
& Bepons

CoxpaHuTe

PucyHok 10. Pasgen HacTpoiiku yBeoMJ1eHWH

2. Bcnucke Tun yBegomMaeHusi Bbibepute TWM CObbITUIA ANst OTMNPaBKW YBEAOMIIEHUIA:

e OTrchunbTpoBaHHbIE COO6LLEHMA — /151 OTMNPaBKW YBEAOMMEHUI O hUnbTpaLmm cOObLLEHNIA.

o OTchunbTpoBaHHbIe haitnibl — 15 OTNPaBKW YBEAOMNEHUI O PUNbTPaLIMN BIOXKEHMIA.

e CnamM — 15 OTNpaBky yBEAOMEHUI O CMaMe;
3apaxeHHble — /15 OTNPaBKN yBeAOMNEHUI 06 06HapY>KEHHbIX BUPYCHbIX Yrpo3ax;

o O6HOBNEHMe — [19 OTNPaBKV YBEAOMEHMWIA C MH(OpMaLWel 0 nocneaHeM 06HOBNEHWN;

e Ycrapeswme 6a3bl — 4715 OTNPaBKW YBEAOMIIEHUN O HEO6XOAMMOCTU OBHOBUTL BUPYCHbIE 6a3bl.
3. YTO6bl BKIOYUTL OTNPaBKY YBEAOMIIEHUIM BbIGPAHHOMO TUMA, YCTaHOBUTE (h1iaXkoK BKIOUMTb.

4. B pa3gene HaCTpoeK HWXe Bbl MOXETe W3MEHWUTb wabnoH yBEAOMNEHUA Bbl6paHHOFO TUNa B none
TekcT. [py pegakTMpoBaHMM TEKCTa Bbl MOXKETE WUCMOS1b30BaTb MakpoChI.

5. HaxmwuTe kHonky COXpaHMTb, KOra 3aKOHYMTE U3MEHSITb HACTPOMKN YBEAOMIIEHWIA.

MpocMOTpP CTaTUCTUKH

Pazgen CraTtmcTuka Mno3BOSISIET MPOCMOTPETL 06LIME MM CpeaHUE KONMMYECTBEHHbIE AaHHble O paboTe
Dr.Web 3a onpeneneHHbIi nepuoa BpeMeHn (cM. PrcyHok 11).
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Y106bl HACTPOUTb OTOGPAXK EHME CTAaTUCTUKM:

1. B BepxHeit yactn pasgena CraTucTuka BbibepuTe nepuoa, UHGopMaLKMs 3a KOTOpbIN Bac MHTEPECYET,
B Bbinagatoulem crnncke Mepuog cTaTuCTUKK. Bbl MOXXeTe BbiIbpaTh OAHO U3 CleaytoLMX 3HaUEHNI:

3a Bce BpeMs — /15 NPOCMOTpa CTaTUCTUKM 3@ BCe BpeMsl C MOMeHTa 3anycka Dr.Web;

e 3a geHb — 415 NPOCMOTpa CTAaTUCTMKM 3a nocsieaHne cyTkv pabotel Dr.Web;

3a yac — g nNpocMoTpa CTaTUCTUKK 3a NOCNeaHuiA Yac pabotol Dr.Web;

e 3a MMHYTY — A/ NPOCMOTpPa CTaTUCTVKM 3a MOCNEAHIO MUHYTY paboTel Dr.Web;

2. BBbinagatowem cnmcke Tun CTaTUCTUKK BblﬁepMTe TUM CTaTUCTUYECKOM MHq)opMaLl,VIVI. B 3aBucumocTyn
oT BbI6paHHOI'O nepunoaa CTaTUCTUKM Bbl MOXETE HACTPOUTb TMPOCMOTP 06LKNX KONMMYECTBEHHBIX
n0|<a3aTenel‘/‘|, CpeaHnxX 3a BeCb YKa3aHHbIVI nepuoa, a TaKkKe MUHUMalbHbIX W MaKCUMaJlbHbIX
rokasaTesnein B TeuyeHue YKa3aHHOIro nepuoaa.

Tunbl nHcpopMaLm

B 3aBucmumoctn oT BbI6paHHbIX HaCTpOoEK OTO6pa)KeHVI$| pazgen CraTuCcTMKa MOXET coaepxaTb
cneayowmne nogpasaenol:

e Harpy3ka. B jaHHOM nogpasaene Bbl MOXETE 03HaKOMUTLCA C MHdbopMauuein 06 oblieM pasmepe
npoBepeHHbIX 0ObEeKTOB, @ Takke O CpeAHeM, MMHMMAJbHOM W MaKCMManbHOM pa3Mepe O6bLeKToB,
MpOBEPEHHbIX 3a BbIOpaHHbIN Nepuoa.

e PesynbraTbl nNpoBepKuW. [laHHbli noapasfen CcoaepXkuT WHdopMaumio 06 obleM  konuyecTse
npoBepeHHbIX 06bEKTOB, @ Takke O KonmvecTBe 06paboTaHHbIX OOBLEKTOB PasnMuyHbIX TUMOB (B TOM
yncne, oTPUNbTPOBaHHbIX, CNIAM-MUCEM, MOAO3PUTENbHBIX U T.4.).

o [leiicTBMA Hal NpPOBepeHHbIMWU. [JaHHblii MoApasaesl COAEpXKWUT CTaTUCTUYECKYIO MHGOpMauMio o
[ENCTBUSIX, KOTOPblE 6blM NMpuMeHeHbl Dr.Web k 06Hapy»X€HHbIM BPeAOHOCHBIM 06BEKTaM.

e Tnbl yrpo3s. B pgaHHOM nogpasgene coaepXutcs wHdoOpMaumMss O pas3nnuHbIX TWUMAX  Yrpos,
06HapyxeHHbIx Dr.Web 3a BblbpaHHbIN Nep1oa BpeMeHMU.

OOBEKTOR HANEYMMELE VIATSHHEM

N
5:DrWEB
ans Microsoft Exchange Server
M ?%(I:'I'li?tl:m Tleprron cTammcniEn | 3a sce BpemA E Tun cratneTHEn | Beero E Ouuctute | OBHOBUTE
> [a5] Profile2
> [i=| Profilel
¥ [i=| Default
4 CranvpoeaHve
© Anrucnan Iposepennsn obnexTon 2756
F dunbTpauma
v B rpynne uctex 0dbeKTOB 2753
& Groupz OrdunsTpoEaHHERR 00BEKTOR 0
&, Groupt
4l Yaenomnerus Crian-rcsia 1
SapaxeHHBIX 00BEKTOR 2
% CoBbiTns
© MononkuTensHuie Hac Tlono3pHTeNsHBIX 00BEKTOR 0
@ Bepeun Haneunmerx obnexToR 0
0
0

Toepesnenneix obbexToR

Tlepememero obBeKTOR 2

Vnaneno o0LekTOB 0
TlporymeHHEIx 00BeKTOR 2753
Hobaenennit npedurca B TeMy MHcEMa 1
3abnoxpoBaHHEIX 00BEKTOR 0

Joeepaemsrx 00nexTOR 0

PucyHok 11. Pazgen ctaTuCTukm
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YTobbl OBHOBWUTL WM OUUCTUTBL CTAaTUCTUYECKYD WHMOPMaUMIo, HaXMUTe KHOMKy O6HOBUTHL WK
OUNCTUTb COOTBETCTBEHHO.

MpocMoTp cnucka cobbiTnin

Pazgen CobbITHA NO3BOJISIET NMPOCMOTPETL BCE COBLITHSA, CBSI3aHHble ¢ paboTol Dr.Web (cM. PucyHok 12).

oy
5 Dr.WEB®

Ans Microsoft Exchange Server

y ?%n;i;t;;;w lara nauata \UJIUQIZUIS | [23:59:59 | Mlata oxonuanns ‘0?10912015 | [23:59:59 | Ofwosume || Bkcnopr
¥ [£5] Default B B
g(;:i::::’?a»me DuasIp: | Nata/Bpems v | Macxka: I | MpumeniTs |
F ounsTpauns
[E rpynne T e = = ot | 1 | liparoxan™ 2, | Tipod
&l Yeenornekua 07.09.2015 15:00:09 eicar.com administrator@e... Administrator@e... EICAR Test File (.. Archivated MAPL Default
CTaTUCTUKa 07.09.2015 15:00:10 eicar.rar administrator@e... Administrator@e... EICAR Test File (.. Archivated MAPL Default
07.09.2015 15 curable administrator@e... Administrator@e... HLLP.Setart.199.. Archivated MAPT Default
@ KapaHTuh 07.09.2015 15 a.txt administrator@e... Administrator@e._. Prebably MACRO... Archivated MAPL Default
@ [lononHUTENLKBIE HACTPOliKK 07.09.2015 15: eicar.com administrator@e.. Administrator@e.. EICAR Test File (.. Archivated MAPL Default
@ Bepcys 07.09.2015 15 eicar.rar administrator@e... Administrator@e.. EICAR Test File (.. Archivated MAPL Default
07.09.2015 15:02:39 curable administrator@e... Administrator@e... HLLP.Setart.199.. Archivated MAPI Default
07.09.2015 15:02:43 a.txt administrator@e... Administrator@e... Probably MACRO.... Archivated MAPL Default
07.09.2015 15:02:55 eicar.com administrator@e... Administrator@e... EICAR Test File (.. Archivated MAPL Default
07.09.2015 15:02:55 eicar.rar administrator@e... Administrator@e... EICAR Test File (.. Archivated MAPL Default
07.09.2015 15:02:58 curable administrator@e . Administrator@e.. HLLP.Setart.199.. Archivated MAPT Default
07.09.2015 15:03:03 a.txt administrator@e... Administrator@e._. Prebably MACRO... Archivated MAPL Default
07.09.2015 15:03:19 eicar.com administrator@e.. Administrator@e.. EICAR Test File (.. Archivated MAPL Default
07.09.2015 15:03:20 eicar.rar administrator@e... Administrator@e... EICAR Test File (.. Archivated MAPL Default
07.00.2015 15:03:20 curable administrator@e... Administrator@e... HLLP.Setart.199.. Archivated MAPT Default
07.09.2015 15:03:25 a.txt administrator@e... Administrator@e... Probably MACRO.... Archivated MAPL Default
07.09.2015 15:03:37 eicar.com administrator@e.. Administrator@e.. EICAR Test File (.. Archivated MAPIL Default
07.09.2015 15:03:39 eicar.rar administrator@e... Administrator@e.. EICAR Test File (.. Archivated MAPL Default
07.09.2015 15:03:41 curable administrator@e . Administrator@e.. HLLP.Setart.199.. Archivated MAPT Default
07.09.2015 15:03:44 a.txt administrator@e... Administrator@e._. Prebably MACRO... Archivated MAPL Default
07.09.2015 15:04:11 eicar.com administrator@e... Administrator@e... EICAR Test File (.. Archivated MAPL Default
07.09.2015 15:04:14 eicar.rar administrator@e... Administrator@e... EICAR Test File (.. Archivated MAPL Default
07.00.2015 15:04:16 curable administrator@e... Administrator@e... HLLP.Setart.199.. Archivated MAPT Default
07.09.2015 15:04:18 a.txt administrator@e._. Administrator@e.. Probably MACRO... Archivated MAPL Default
07.09.2015 15:04:31 eicar.com administrator@e.. Administrator@e.. EICAR Test File (.. Archivated MAPL Default
07.09.2015 15:04:31 eicar.rar administrator@e... Administrator@e.. EICAR Test File (.. Archivated MAPL Default
07.09.2015 15:04:34  curable administrator@e... Administrator@e... HLLP.Setart.199.. Archivated MAPI Default
07.09.2015 15:04:39 a.txt administrator@e... Administrator@e... Probably MACRO.... Archivated MAPL Default
07.09.2015 15:04:59 eicar.com administrator@e... Administrator@e... EICAR Test File (.. Archivated MAPL Default
07.09.2015 15:04:59 eicar.rar administrator@e... Administrator@e... EICAR Test File (.. Archivated MAPL Default
07.09.2015 15:05:01 curable administrator@e . Administrator@e.. HLLP.Setart.199.. Archivated MAPT Default
4

PucyHok 12. Pasaen co6biTuid
Macpopmaumsa o cobbiTusax

[ns kaxxgoro cobbITvsl B CnMcke O0TobpakaeTcs cneaytowast nHdhopmMaums:

e [aTa v BpeMs CobbITus;

e Ha3BaHWe 0bbeKTa, C KOTOPbIM CBSA3aHO CObbITHE;

e 3/IEKTPOHHbIE aApeca OTNPaBUTENS U MOJydaTesiel NMcbMa, COAEPXKaBLLEro UHULMPOBAHHBIN 06bEKT;
e TWM Yrpo3bl;

o [ECTBME, KOTOPOE 6bINI0 NMPUMEHEHO K Yrpo3e;

e MPOTOKOJ1, MO KOTOPOMY 6bI/10 NepefaHo MUCbMO;

e Ha3BaHWe NpUMeHEeHHOro Npoduns.

Bbl MOXeTe 3aaTb NapaMeTpbl 0TOBPaXeHNst MHCOPMaLMM B CrIUCKE COBbLITMIA:

1.  LlenkHuTe NpaBoOi KHOMKOW MbIUM MO 3arofIOBKY CMMCKa M BbloepuUTe B KOHTEKCTHOM MEHIO MYHKT
Bbi6paTb cTON6LbI.

2.  BblbepuTte TUMbl MHGOPMaLMK, KOTOPbIE Bbl XOTUTE BKIOYMTL B MPOCMOTP.
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[eicTBmA Haa CMUCKOM CO6bITHIA

1. Bbl MOXETe HaCTpOUTb MPOCMOTP COBLITUIN 33 OMpeAeneHHbI Nepuoa BpeMeHu. [ns 3Toro ykaxure
JaTy 1 BpEMS Hayasia U OKOHYAHUS MHTEPECYIOLLLEro UHTEPBA/A U HAaXMUTE KHOMKy O6GHOBUTD.

2. [na ypobcTBa novcka WM MpPOCMOTPa OMPeAEeneHHOro Tunma CoBbiTUM Bbl MOXETE MCMOMb30BaThb
unbTpbl. Boibepute TMN UNbTPa B BbiMaAatoWeM cnucke @WIbTP M BBEAUTE 3HAYEHWE NMapaMeTpa
unbTpaumm B none Macka, nocsie Yero HaXKMUTE KHomnky NMpuMeHuTb.

e Bbl MOXeTe WCnosib30BaTb MOACTAHOBOYHbIE CUMBOJIBI  «*» U «?» BMecTo JitoboMn
A nocnefoBaTenlbHOCTM  CMMBOJIOB MM OfAHOro  noboro  CMMBOS@  BBOAMMONO  TeKCTa
COOTBETCTBEHHO.

3. Bbl MOXeTe COXpaHWTb CMMCOK COBbITMIA B BMAE TEKCTOBOro caina. [ns 3Toro HaXMUTe KHOMKY
JKCNopT. B OTKpbIBLWIEMCS OKHE Bbibepute ¢opMaT daina ans COXpaHEHWUS! U HakMuTe KHomky OK.
Cnincok cobbITui MOXET BbITb COXpaHeH B Buae HTML-gokymeHTa unm B dbopmate TSV (Tab Separated
Values).

4. [Ona Toro 4tobbl OTCOPTMPOBaTbL 3amMMCUM B CMMCKE MO TOMY WM MHOMY KPUTEPUIO, HaXMWUTE Ha
COOTBETCTBYHOLL A 3ar0SIOBOK KOJTIOHKM.

5. [ns obHoBMEHWsI cnucka COBLITWIA HaXkMuTe KHOMKY O6HOBUTb. CrMCOK CO6bITUIN OBHOBSIETCS NpU
KakaoM 3anycke Konconu ApgmuHuctpatopa u nepexoge B pasgen Cobbitusa. O6HOBNEHME MOXET
3aHATb HekoTopoe BpeMms. Ecnv Bbl XOTUTE OTMEHWUTb XO4 O6HOBMEHWs, HanpuMep, Npu OLWWBOYHO
yKasaHHbIX NapamMeTpax GpunbTpaumm, HAXKMUTE KHOMNKY OTMeHa.

KapaHTuH

KapaHtuH Dr.Web cnyxut ans nsonsumm nogo3putesibHbIX 06bekToB, 06Hapy>KeHHbIX Npy NpoBepKe
ceTeBoro Tpadwvka.

B pazgene KapaHTuH BE6-KOHCONM BbIBOAWUTCA MHAOPMaLMS O TEKYLLEM COCTOSIHUM KapaHTuHa. Kpome
TOro, Ans NPOCMOTPa ¥ peAaKTUPOBaHWUS COAEPXKMMOro KapaHTUHA Bbl MOXETE MCMO/b30BaTh MeHemmwep
KapaHTWHa.

YnpasneHue KapaHTUHOM C NOMOLL bIO Be6-KOHCOoMN

[nsa npocMoTpa cnucka OBLEKTOB B kapaHTUMHe BbibepuTe MyHKT KapaHTMH B fepeBe Be6-KOHCOMM.
OTKpoeTCs 06N1acTb CBEAEHMIA KapaHTUHA (CM. PucyHok 13).

S
o Dr.WEB |
. Aans Microsoft Exchange Server i 2
¥ @ EXCH2013 . } ) ] —
v [E Mpodunm Haranawana: 01012014 [ [23:59:50 Jara oxomanma: (34/01/2014  |[ 23:59:59 OBHoaHTE
» [&5) Profile2
» [E=] Profile1 $rme1p: [ara/Bpema E Macka: [pUMEHUTE
¥ [&=| Default

4 Crarvposarne P 'Hazsamwe v | Mcro . | Nomyuarens —
© Anvenan 30.01.2014 13:5.. eicarcom a.zurov@test.ru  Admin@test.ru  EICAR Test File (.. 68 SMTP
F ouneTpauma
¥ [& Mpynnel
& Group2
& Groupl
4l YBegomnenms
CTaTUCTMKE
(h#| CoBbiTiA
£ Kapautud
@ JononHuTeNbHbie HacT
@ Bepans

PucyHok 13. Cnucok 06bEeKTOB B KapaHTUHe
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MpocmoTtp vHdopMmaum 06 06bekTax B KapaHTUHE

Ans kaxxgoro obbekTa B cnvcke otobpaxaeTcs cneaytowas nHdopMaums:

[aTa 1 BpeMsi NMepPeMELLEHNS B KapaHTUH;
UMsl MHMLMPOBaHHOrO dhaiina;

afipeca 3NMEKTPOHHONM MOYThl OTMNPaBUTENS W MonydaTenel NUcbMa, COAepXKaBLUEro MHGUUMPOBAHHBIN
06beKT;

Ha3BaHWe Yrpo3bl;
pasmep daina (B baiTax);
NPOTOKOJ1, MO KOTOPOMY 6bII0 NepeAaHo NUCbMO.

Bbl MOXXETE 3a4aTb NapaMeTpbl 0TObpaXxxeHus MHopMaLMM B CNIUCKE KapaHTWHA:

1.

2.

LLlenkHMTe npaBoOi KHOMKOM MbILWWM MO 3arofioBKy CrMcka W BblGepUTE B KOHTEKCTHOM MEHIO MyHKT
Bbi6paTb cTONn6LbI.

Bbi6epuTe TUnbl MHOPMaLWK, KOTOPbIE Bbl XOTUTE BKIIIOUYMTL B MPOCMOTP.

Mpyn NpoCMOTpE Cnmcka O6BLEKTOB B KAPaHTVHE AOCTYMHbI CleytoLL e OMnumK:

3.

[Ansi npocMOTpa 06bLEKTOB, NEpeMELLEHHbIX B KAPAHTUH B TeUEHWE OMNpeaeneHHOro Neproaa BPEMEHM,
yKaXkute AaThbl M BPeMs Hayana M OKOHYaHWSI MHTEPECYIOLLEro BaC MHTEpPBANa W HAXMUTE KHOMKY
O6HOBMTD.

[ns ynobcTBa noucka v NpocMoTpa MHbopMauun 06 06beKTax B KapaHTVMHE Bbl MOXKETE WCMO/b30BaTh
unbTpbl. BoibepuTe TMN UnbTpa B BbiNadaloweM cnvcke GWIbTP W BBEAUTE 3HAYeHWe napameTpa
dunbTpauumn B none Macka, nocne Yero HaxxmuTe KHorky MpuMeHuTb.

Bbl MOXeTe WCMoJb30BaTb MOACTAHOBOYHbIE CUMBOJMIbI «*>» U  «?» BMecTo Jio6oMu
4 = 5 rnocnegoBaTeslbHOCTM  CMMBOMIOB  WAWM  OAHOro  stloboro  cuMBOM@  BBOAMMOrO  TeKCTa
COOTBETCTBEHHO.

YT10o6bl OTCOPTMPOBATL 3aMMCU B CMIMCKE MO TOMY WM MHOMY KPUTEPUIO, HAaXKMUTE Ha COOTBETCTBYHOLLMM
3arosioBOK KOSTOHKM.

Ans OoBHOBNEHUs crmMcka COBLITUM HaXXKMUTE KHOMKy OGHOBUTb. CrMCOK OOLEKTOB B KapaHTMHE
06HOBNSETCA MPU KaXkKAOM 3arycke W nepexoge B pasgen KapaHTuH.
O6HOBMEHWE MOXET 3aHSTb HEKOTOPOE BpeMsl. ECI Bbl XOTUTE OTMEHWUTb X0 OBHOBJ/IEHWS, HAaNPUMEP,
NPy OWKMBOYHO YKa3aHHbIX MapaMeTpax MuUIbTpaumum, HaXXMUTe KHOMKY OTMeHa.

[AeiicTBMA Hag 06beKTaMM B KapaHTUHE

1.

2.

YUTobbl yaanuTb OOBLEKT M3 CMMCKA, LWENKHWTE MpaBoOW KHOMKOW MbllM MO 06bekTy M Bblbepute
YRanutb B KOHTEKCTHOM MeHI0 (Ansi BbIGOpa HECKONbKUX OOLEKTOB yAEepXXMBAWTE HaXKaToM KNaBWLLY
SHIFT nnn CTRL Ha knaBuaType).

YTo6bl BOCCTAHOBWUTb OGBLEKT, LWEMKHUTE MpaBOii KHOMKOM MbiwKM MO OB6bEKTY W  Bblbepute
BOCCTaHOBMTb B KOHTEKCTHOM MEHIO. 3aTEM yKaXuTe NyTb /1 BOCCTAaHOB/EHUs daina.

MeHep)kep KapaHTUHa

Ons 3anycka (cm. ) BOoCnonb3ynTech ccbiikolt Kapantud Dr.Web
(Dr.Web Quarantine) Ha Pabouem cTone.
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Danne MmA ¥rposa MyTe
EICAR. Test File (NOT a Virus!) (nhdwimposad supycom) | C:\Users'yoot\Desktop\gicar_com. zip
Moura
Beb-ctpaHuugl

MNpoyee

06EBUTE BoccTaHoBnTs | - MNepeckaHnpoBaTh YaanuTb
pe po
ol gicar_com.zip Bpews cozazsuR: 06.04.2010 15:41
Bnapgsney: BUILTIN\AamuHucTpaTopsl Epemn mogwdmkaumm: 06,04,2010 15:41
Mepemeweno: NT AUTHORITY\SYSTEM Bpemn gocTyna: 06.04.2010 135:41
Pazmep: 184 Gant Mosewiero & kapaiTia: 06.04.2010 15:41
c notokamu: 184 BaiT Hpanute: Geccpouno
Yrpozs: EICAR Test File (NOT a Virus!) Mpnacsekie: cianep

PucyHok 14. NTnaBHOe OKHO yTwiuTbl Quarantine.

B LieHTpanbHOM YacTy okHa oTobpaxkaeTca Tabnmua 06BEKTOB C MHGOPMaLWEN O COCTOSIHAN KapaHTuHa. Mo
yMonyaHunio otobpaxkaloTcs cneayrowme cronbupi:

e MS — CNCOK MMEH OOBEKTOB, HAXOAALLMXCS B KAPAHTUHE;
e Yrposa - kiaccudvkaums BpeAOHOCHOM MporpaMmbl, onpepensieMass Dr.Web npu aBTOMaTU4eCKoM

nepeMeLleHnn obbekTa B KapaHTyH;

e NMytb - MOJIHbIN NyTb, NO KOTOPOMY HAaXOAWCS OBLEKT A0 NepeMeLleHnst B KapaHTUH.

B HWXKHEM 4YacTM OKHa KapaHTVHa oTobpakaeTcs noapobHasi MHGMOpPMauMsi O BblAENEHHbIX O6beKTax
KapaHTWHa. Bbl MOXeTe BKIHOYMTb OTOBpaXxeHWe CTONBLOB C noapobHon WHdopMaupeln o6 obbekTe,
QHANMOTMYHOM aHHBLIM B HUXKHEW YacTu OKHa.

Y106bI HaCTpOUTb OTOGpPaXKE€HME CTON6LOB:

1.

2.

YTobbl 3a4aTb MapaMeTpbl OTOBpaXkeHWst MHGOpMauMM B Tabnuue KapaHTWHA, LWEKHATE MpaBoii
KHOTKOW MbILLK NO 3arofioBKy Tabnuubl M BbIGEPUTE B KOHTEKCTHOM MEHIO MyHKT HaCTPOUTb KOJTOHKM.

Bbibepute TuMbl MHDOPMaLMKM, KOTOpbIE Bbl XOTUTE BKIOYUTL B Tabnuuy o6bekToB. YT06bl MCKNOUNTL
cronbubl 13 Tabnuubl 06BLEKTOB, CHUMMTE (NIAXXKM HAMPOTUB COOTBETCTBYIOWMX MYHKTOB. YTO6bI
[06aBUTL/UCKMIOYMTL BCE TUMbl MHMOPMaUMM HaXXMuTe KHOMKy OTMeTurb BCe/CHATb OTMETKM
COOTBETCTBEHHO.

[ns M3MeHeHWs nopsiaka cnefoBaHKst CTONBUOB B Tabnuvue BblbepuTe COOTBETCTBYIOLWMIA CTOMGEL, B
CMMCKE M HAXXMUTE Ha OAHY U3 CNeayHoLLMX KHOMOK:

e BBepx — Ans nepeMelleHus ctonbua 6namke K Hadyany Tabnuubl (BBEpX MO CMMCKY B HACTPOMKax u
neBee B Tabnuue 06bEKTOB);

e BHB — 0115 nepeMelleHns cTonbua 6amke K KOHUY Tabnuubl (BHM3 MO CMMCKY B HacTpoOWKax W
npaeee B Tabnuue 06beKTOB).

[na cOXpaHeHWs1 M3MEHEHWI B HaCTPOMKax HaXXMuTe kHornky OK, ans 3aKpbiTust OkHa 6e3 coxpaHeHus
M3MEHEHWUIN — KHOMKY OTMEHUTb.
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BokoBasi maHesb cneBa CyXuT Ansg dunbTpaumn o6beKTOB KapaHTWHa, KOTopble ByayT oTobpakeHbl. Mpu
HaXkaTMM Ha COOTBETCTBYIOLLMIA MYHKT, B LEHTPA/IbHOM YacTu OkHa OyayT MokasaHbl BCe OBLEKTb
KapaHTWMHa WM TOJbKO 3aAaHHbIE TPynMbl 06BEKTOB: (aiinbl, NOYTOBblE 06LEKTLI, BEG-CTPaHNLLI UM BCE
OCTasnbHble 06LEKTHI, HE MOMNaZatoLKne B AaHHbIE KaTEropuy.

B OkHe KapaHTWMHa MoNb30BaTeNM MOryT BUAETb TOMbKO Te alsibl, K KOTOPbIM WMMEKT MpaBa
JocTyna.

-

YT0o6bl 0TO6Pa3NTb CKPbIThle 06BEKTBI, 3anycTuTe daili KapaHTUHa dwgrui .exe, PacrnofioXeHHbIN
B Marnke yCTaHOBKW, C aAMUHWUCTPATMBHLIMU NpaBaMu.

YnpaBJsieHMe KapaHT UHOM

[AeiicTBMA Hag 06beKTaMM B KapaHTUHe

B okHe kapaHTMHa AOCTYMHbI CIEAYIOLNE KHOMKWN YNPABIEHS:

e flo6aBuTb — f06aBUTL (haiin B KapaHTMH. B OTKpbIBLIEMCS H6pay3epe Mo ¢halnoBoi cucteMe BbibepuTe
HY>XHbIN aiin;

e BOCCTaHOBMTb — NMePeMecTUTb haii/l U3 KapaHTVHA M BOCCTAHOBWUTb MEPBOHAYasibHOE MECTOMOJIOXKEHME
anna. MyTb Ans BoCcCTaHOBMEHMS daiina yKasaH B KoJsIoHke MyTb Ha . Ecnn nyTb He ykasaH,
nosnb3oBaTeso byaeT NpeasioXXeHo BbibpaTb Nanky A1 BOCCTAHOBNEHUS dhalna;

1. Vicnonb3ayiiTe gaHHYO MYHKLMIO TONBKO €CW Bbl YBEPEHbBI, YTO 06BLEKT He3onaceH.

B BbiNagatoweM MeHIO AOCTyneH BapnaHT BoccTaHOBUTb B — NepeMecTuTh aiin noa 3aaHHbIM UMEHEM
B MankKy, yka3aHHyo Mosib30BaTeNEM.

o MepeckaHMpPOBaTb — CKaHMPOBaTb (aliN U3 KapaHTWHA NMOBTOPHO. ECM Npy MOBTOPHOM CKaHWMPOBaHWUK
baina obHapyXUTCS, YTO OH He SIBMISIETCS 3apaXXEHHbIM, KapaHTWUH MPeANoXWUT BOCCTAHOBUTbL AAHHbIN
ann;

e Yaanurb — yaanutb dain u3 kapaHTMHa U U3 CUCTEMBI.

YTt0o6bl NPUMEHUTL OEWCTBME K HECKOSIbKMM O6bEeKTaM OAHOBPEMEHHO, BbIGEPUTE MX B OKHE KapaHTMHA,
yoepxuBasi knaevwm SHIFT wmnm CTRL, 3aTeM LUESIKHUTE MpaBOM KHOMKOW MbllM Ha Jto6oi CTpoke
Tabnvubl U B BbiMadatoLLEM MEHIO BbIbepUTE HEOOX0AMMOE AeWCTBME.

KpoMe Toro, B KOHTEKCTHOM MeHIo B Tabnuue aoctynHa onuus OrnpaBurb ¢pawi(bl) B nabopatopwo
«JlokTop Be6> ans oTnpaBku ¢aiinos B Ha NpoBEpKY.

Hactpoika CBOMCTB KapaHTMHa

YTo6bl HacTpouTb CBOiCTBa KapaHTuHa:

1. HaxmuTe Ha KHOMKY - HacTpOWMKM B OKHE KapaHTUHa.
2. OtkpoeTcs okHo CBOMCTBA KapaHTHMHA, B KOTOPOM Bbl MOXKETE U3MEHSATb CMIEAyloLLMe NapaMeTpbl:

e B paszernie 3apaThb pa3Mep KapaHTUHA Bbl MOXeTe ynpaBnsTe 06bEMOM AWCKOBOIO MPOCTPAHCTBA,
3aHMMAEMOro NankoW KapaHTUHA B MPOLIEHTHOM COOTHOLIEHUM OTHOCUTENBHO ObLLEero pasMepa AmcKa
(NpY HanMUUM HECKONbKWMX JIOMMYECKUX AMCKOB, AaHHbIA pa3Mep 6yaeT paccuuTaH OTAenbHO Ans
KaXXZOro AMCKa, Ha KOTOPOM pacrosfiaraloTcs Manky KapaHTuHa). 3HadeHve 100% o3HayaeT CHATue
OrpaHWUYeHuUii AN MakCcMMasbHOrO pa3Mepa Manky KapaHTWHa.
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e B pasgene Bua Bbibepute onumio NMoka3biBaTbh pe3epBHbIe KONMM, 4TOObl 0TObpasuTb B Tabnuue
06bLEKTOB pe3epBHble KOMuM (haiinoB, HAXOAAWMXCS B KapaHTWHE. Pe3epBHbIE KOMWWM CO34At0TCs
ABTOMATMYECKU MNpY MepeMeLleHnn hainoB B kapaHTUH. [axke npy xpaHeHun hainioB B KapaHTUHE
6eCcCpoYHO, UX pe3epBHbIE KOMUM COXPaHSOTCS BPEMEHHO.

3. TMo OKOHYaHMM peaaKTUPOBaHMS HACTPOEK HaXXxMmTe KHOMKY OK ANl COXpaHEHMS! BHECEHHbIX M3MEHEHMIA
nnn KHonky OTMeHa 4151 0Tkasa OT HuX.

LononHuTenbHblie HACTPOUKM

Pasnen lononHUTe IbHble HAaCTPOMKM MO3BOJISIET HACTPOUTL CMMCOK UCKITIOYEHWI 1 NapameTpbl
apxvBaummn 3apaxeHHbIx dannos (cm. PucyHok 15).

S
Pl ®
-5:DrWEB
Ana Microsoft Exchange Server 2
¥ @ adminpc
¥ [ npodna
» 5] Profilel
» B Default Anlpeca 371 MOYTEL He TIPOBEAEMEIE HA BHPYCH H CIIaM
¥ [ rpynne: [LoBasits || Yaanum
& Groupt
d Veeaonnerna -
[l craructuka
%) Cobuimis
# Kapanmun
@ Bepcua
TloueHEL He IpOBepEeMsle HA CITaM
[obasute | Yaanute
contoso.com -
Anpeca 1. MOYTEL He TIPOBEPAEMEIE HA CIIaM
[ofasute | Yaanute
CoxpaHnTe
~~ HacTpoWKM apXMBalMK 3apamenHbix ¢ 0
MarcHMATEHELE pasmep daitna (MB): [5 | Mapoms: [drweb | CoXpaHnTs

PucyHok 15. [lonosiHuTe1bHble HaCTPOMKU

UcknioueHun

McbMa OT AOBEPEHHBIX OTMPABUTENIEN MOXHO WCKIIOYMTL M3 MPOBEPKM Ha CMaM W BUPYCbl, A06aBUB UX
agpeca Wiv IOMeHbl B COOTBETCTBYIOLLMX MOAsX pasaena UcknroueHma. Kpome Toro, Bbl MOXETE 3a4aTh

CMNCOK MUCKITIOUEHMUIA MPU MOMOLLM AIMUHMCTPATUBHON KoHconm CMS.

HacTtpoiikmn apxuBaumm 3apa)k eHHbIX ¢aitnos

[JaHHble HacTpoVikM pacnpocTpaHsitoTcs Ha ZIP-apxuBbl, B KOTOPble YMAaKOBLIBAOTCS 3apaXEHHblE U
noao3putenbHble dainbl, ecnin B pasaene CrkaHep Ans o6paboTku Takux dainoB 6b110 BbiIGpaHo AeicTBUE
ApxmMBUpOBaTb. B COOTBETCTBYIOLMX MONSIX MOXHO YKa3aTb MaKCMMasbHbIA pa3Mep daiina, KoTopbii

MOXET 6bITb ynakoBaH B apXvB, U Napo/b A4 apXuBa.
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O6HoBNEeHne BUPYCHbIX 6a3

[ns obHapy>xeHns1 BpeOHOCHbIX 06bekToB UCMoNb3YyeT cneumarnbHble BUPYCHble 6a3bl, B KOTOPbIX
COAEPXUTCS  MHOpMaLMS 060 BCEX M3BECTHbIX BPeAOHOCHBbIX MnporpaMMax. Tak Kak KaXXabl AeHb
NnoABNAKTCA HOBblE BPEAOHOCHbIE MPOrpaMmmbl, TO 3TU 6a3bl TDEGYIOT nepmoanyeckoro obHoBNeHus. Ons
3TOro B NpUNOXeHnUn peannsoBaHa CUCTEMaA 06HOBNEHUS BUPYCHbIX 6a3 yepe3 MHTepHeT. B TeueHue cpoka
LENCTBUS TMLEH3UM Moaynb 06HOBNEHUS perynsapHo CKkauMBaeT M YCTaHaBAMBAET MHMOPMALMIO O HOBbIX
BUpyCax 1 BPEAOHOCHbIX MporpaMMmax, a Takxke 06HOBNEHMS.

VHbopMaumst 0 Bepcum NPUIOXKEHWSI, TMLEH3MK, BUPYCHbIX 6a3ax, a Takke 0 AaTe, BPEMEHU U pe3ynbTaTe
nocneaHero o6HOBMEHUS MPOrpaMMbl HAaxoaMTCS B 0611acTh cBeaeHwin Be6-koHconM Bepcms. Bol MoxeTe
3anycTutb O6HOBMEHWE BUPYCHbIX 6a3, LWenKHYB MO cCbiike 3anycTurb B pa3gesne 3apaHwe Ha
ob6HoBeHue.

MapameTpbl 06HOBNEHUSI MOXHO U3MEHUTL B chaiine

Bo Bpemsi ycTaHOBKM CO3AQ€eTCA 3adaHve Mo OBHOBMEHMIO BUPYCHbIX 6a3, B KOTOPOM 3adaH
ONTUManbHbI MHTEPBAN 3anpoca OBHOBMEHWI C CepBEpOB OBGHOBMEHWIA . Bbl MoxeTe
OTPeOaKTMpoBaTb AaHHOE pacn1caHue npy NOMOLLM NAAHUPOBLLMKA 3aaaHuin Windows:

1. OTKpoWiTe NNaHUPOBLLMK 3aaHWi.

2. B KoHTeKkCTHOM MeHto 3aaaHus Doctor Web for Exchange Update Task Bbibepute nyHKT CBOCTBaA.

3. B gnanorosom okHe Doctor Web for Exchange Update Task BbibepuTte Bknagky Tpurrepbl (unm
PacnucaHue, ecnvM Ha BaweM KoMmbloTepe yctaHoBrneHa OC Windows Server 2003) v u3MeHuTe
nepvioa obHoBneHus. Mo yMonyaHuio, 06HOBNEHNE BUPYCHBIX 6a3 NporpaMMbl BbIMOHAETCH eXeAHEBHO
kaxkaple 30 MUHYT.

4. Haxmute kHorky OK.
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AgMUHUCTpaTUMBHaA KOHconb CMS

AaMuHMCTpaTUMBHaA koHcosib CMS noaaep)xumBaeTcs otaenbHbiM cepsucom Dr.Web CMS Web Console,

KOTOpbIiA, B CBOIO o4epesb, KOHTPOMpyeTcs ynpasnsoowmm cepeucom Dr.Web CMS.

Dr.Web CMS Web Console Noakno4aeTca K ynpaensioleMy CepBUCy No afMUHUCTPATUBHOMY NPOTOKONY.

3anyck ARMUHUCTpaTHBHOI kKOHCconu CMS

Ans 3anycka AaMUHUCTpaTMBHOM koHconu CMS (cM. PucyHok 16) oTkpoiWTe B 6paysepe creaytoLlyto

CTpaHuuy:

https://<Exchange Server address>:2080/admin,

rae <Exchange Server address> — 3710 IP-anpec cepsepa Exchange.

[nsa poctyna K CTpaHuue A[MMHUCTPaTUMBHOW koHconm CMS HeobxoauMMO BBECTM [aHHble

YYeTHOM  3anucu

agMuHucTpatopa. [obaeuTb, W3MEHWTb WAWM  yAanuTb

yyeTHble

3anmcu

AAMUHUCTPATOPOB MOXHO C MOMOLLBIO aIMUHUCTPATMBHOM Beb-koHconu Dr.Web CMS Web Console.

Mpv nepBoM 3anycke A[MUHUCTpPaTUBHOM KOHCONM CMS UCMOSb3yTe AaHHbIE YYETHOW 3arucu Mo
yMONlYaHUIO: UMs Mnonb3oBatens root, napons drweb.

Hosts & Groups

s

¥ @ 127.0.0.1:2056
¥ [ CMS_1.0
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|| Application Statistics

B8 Application Status

| Security

|- | Settings

|- Shared

Dr.Web CMS Web Console_1.0
1 Application Statistics

1 Application Status

[E5 58M

] Settings

Dr.Wweb SSM_1.0
DrWwebADAccessor_1.0
DrwebAgentStub_1.0
DrwebComponentsHost_1.0
DrWwebRequestsQueus_1.0
DrWwebScanSrv_1.0
DrwebsinkModule_1.0
DrwebVSAPIModule_1.0
ExchangeWebConsole_1.0
1 Application Localization
1 Application Statistics

1 Application Status

] Settings

Variables

| Name " Type =iValue _________________________~ Alinbutes =]
Active Boolean True System

Crash Boolean False System

HomeDir String C:/Program Files/Drweb for Exchange/ System

InstanceName String CMS System

LogicCrash Boolean False System

ModuleName String drwems.exe System

ModulePath String C:/Program Files/Drweb for Exchange/drwem . System

PID uInt32 8044 System

StartedOn Time Thu Jan 30 13:44:04 2014 System

Version String 1.0.0.0 System

VersionBuild uInt32 0 System

VersionMajor uInt32 1 System

VersionMinor uInt3z2 1] System

VersionRevision UInt32 a System

WarkDir String C:/Program Files/Drweb for Exchange/ System

1q 3332 | DRWComponentsHostImpl.cpp (53) | Entering impl:: CORW ComponentsHostImpl:: Activate Component A
19 2072 | DRWScanServiceObj.cpp (109) | Exiting InternalProceedData

1g 2072 | DRWScanAgentImpl.cpp (141) | Exiting DRWCSMSP:: CDRWScanAgentImpl::ProceedData |E|
1g 2072 | DRWScanAgentImpl.cpp (242) | Exiting DRWCSMSP:: CDRWScanAgentImpl: :MakeAction

1g 972 | AgentStubImpl.cpp (32) | Exiting CAgentStubImpl::OnEndOfData

1g 2072 | DRWScanAgentImpl.cpp (900) | Exiting DRWCSMSP: : CDRWScanAgentImpl::SpmAction

1g 972 | ge\drwebagentstub\Utils.h {(64) | Exiting utils::stream_reader::~stream_reader

1g 2072 | DRWScanAgentImpl.cpp (900) | Entering DRWCSMSP:: CDRWScanAgentImpl: : SpmAction

19 972 | ge\drwebagentstub\Utils.h (64) | Entering utils::stream_reader::~stream_reader

19 2072 | DRWScanAgentImpl.cpp (342) | Entering DRWCSMSP:: CDRWScanAgentImpl: :MakeAction

g 972 | AgentContext.cpp (327) | Exiting AgentContext::proceed_spam_scan_results

g 2072 | DRWScanAgentImpl.cpp (231) | Exiting DRWCSMSP:: CDRWScanAgentImpl::MakeScan

1q 972 | AgentContext.cpp (327) | Entering AgentContext::proceed_spam_scan_results

1q 2072 | DRWScanAgentImpl.cpp (604) | Exiting DRWCSMSP:: CDRWScanAgentImpl::CheckForSpm

1q 2072 | DRWScanAgentImpl.cpp (604) | Entering DRWCSMSP: : CDRWScanAgentImpl: :CheckForSpm

] v

2072 | DRWScanAgentImpl.cpp (528) | Exiting DRWCSMSP:: CDRWScanAgentImpl::CheckForFlt
n

PucyHok 16. AAMMHUCTpaTUBHaA KOHconb CMS
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WHTepdeiic
COCTOMT U3 TPEX YacTel:

1. [epeBo X0CTOB W rpynn

B oepeBe 0T0BpaXkaroTCs XOCThl, K KOTOPLIM BbIMNOSIHEHO MOAKIOYEHME. MpU LenYKke Mo rpynne B OKHe
MEPEMEHHbIX BbIBOAMTCS CMWCOK MEPEMEHHbIX. [pW Lienyke MpaBoOi KHOMKOW MbllM MO  rpynne
OTKPbIBAETCS! KOHTEKCTHOE MEHIO, B KOTOPOM [OCTYMHbI CleaytoLme hyHKUMK:

e CO3aHve rpynnbl;

e repevMeHOBaHWe rpynmbl;

e yaaneHve rpynnbl;

e CO3/aHWE NEPEMEHHOM.

Mpn wenuyke NpaBol KHOMKOM MbILWKM MO ajpecy XOCTa OTKPbIBAETCS KOHTEKCTHOE MEeHI, B KOTOPOM
[OCTYMHbI cneaytoine hyHKUMK:

¢ Add host. [106aBnTb B AepeBO NOAKIIOHEHME K HOBOMY XOCTY;

o Remove host. Yganutb nogkntodeHme K xocTy U3 AepeBa;

o Create group. Co3aaTtb HOBYIO rpynmny;

o Create variable. Co3gaTb HOBYIO NepeMeHHyto;

¢ View traces. OtobpaxaTtb B peXWUMe peasibHOro BpeMEHY;

o Debug traces. BkiounTb TpacCMpoBKy OTIaAKu;

¢ Load traces. 3arpyxxaTtb oT¢MUNbTPOBaHHbIE 3a npoweawimne nepuoael;
o Edit trace filter. V3ameHnTb NapameTpel COO6LLEHMIA TPAaCCUPOBKM.

2. Cnncok nepeMeHHbIX

B okHe nepeMeHHbIX 0TObpaXaeTcs CrMCOK MEepPEMEHHbIX B Bbl6paHHOI71 rpynne, a Takke UuxX Tumbl,
aTpubyTbl M 3HayeHus. ECin 37O He 3anpelieHo aTpubytamu, TO Mpu LWen4vke Mo Moo MOXHO
OTpefaKTMpoBaTb BBEAEHHOE B HEM 3HayeHue. [pu wenyke npaBoﬁ KHOMKOW MbILIK O I'IepeMEHHOﬁ
OTKPbIBAETCS KOHTEKCTHOE MEHIO, B KOTOPOM AOCTYMHbI cneaytouime hyHKUmK:

e CO34aTb NEPeEMeHHyI0 (OTKPLIBAET OKHO CO3MAaHWsi NMEPEMEHHOMN);

e yAanuTb NepemMeHHyto (ec/n No3BoNSIOT aTpubyThl);

e COPOCUTb CTAaTUCTMYECKYIO NMEPEMEHHYIO (€CNTNM NEPEMEHHAs UMeeT aTpmbyT Statistics).
3. OKHO COO0bLLEHMIA TPaCCUPOBKU

B paHHOM OkHe OTObpaxkaloTcsl CoobLieHMsl TPacCMpOBKK, coaepalimve WHgopMauuio o ,
pErncTpupyeMbix

[Ans oTo6paxkeHns COOBLLEHNIN TPACCMPOBKY B PEXMME peasibHOro BpeMeHW yCTaHoBuTe driaxkok View
traces B KOHTEKCTHOM MEHIO, pacKpbiBalOLLEMCS MPK LENYKe MPaBoii KHOMKOW MbILK MO aapecy XocTa.

Kaxxgoe cooblLieHVe MeeT creaytoLime nons:

e BpeMs cobbITuS;

® 1MS XOCTQ;

o UMS NMPUNOXKEHMS;

e YPOBEHb AeTaM3aLmmn perncTpaumm cobbITui;

e TeKCT coobLieHuns.

YTobbl OTMNLTPOBaTL COOBLLEHMS, BEIBOAUMBIE B OKHE TpaccupoBkM, BbibepuTe nyHKT Edit trace fil-
ter KOHTEKCTHOIO MeHI0, PacKpbIBAKOLLEroCs Mpu LieYKke MPaBoi KHOMKOW MblM MO agpecy XocTa. B
OTKPbIBLUEMCS OKHE YKa)KuTe napameTpbl punbTpauum:

¢ Log level. XKYypHana cobbITuif;

¢ Instances. VCTOYHMKM COBLITUI;
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¢ Contents. TekcT, Bxoaawuii B coobleHune (B none Text);
¢ NonContents. TekcT, He BxoasaLuii B cooblieHune (B none Text).

[Ons ynaneHms coobLieHNs, BbINOMHUTE komaHay Clear KOHTEKCTHOrO MEHIO, pacKpbliBatoLlerocs npu
LLESTYKE npaBoﬁ KHONMKOW MbILUM MO COOBLLEHMIO.

N3MeHeHue napons agMUHUCTpaATopa

IMpy NepBOM 3arycke unm BX0Z B
CUCTEMY OCYLLIECTBNSIETCA C MOMOLLbIO MpPeAyCTaHOBMEHHOW Y4YETHOM 3anucy root c naponem drweb.
[Jlanee HacToSTENbHO PEKOMEHAYETCA M3MEHUTL NApOsb AN AAHHON YUETHON 3arucy.

VBMeHeHre Napons yueTHOM 3anMcu agMUHUCTpaTopa

1. B pepeBe xocToB 1 rpynn BbibepuTe rpynny CMS_1.0 -> Security -> Users -> root.

2. B cnucke nepeMeHHbIX rpynnbl root ABaXabl WenkHUTe Mo 3HadeHnto Value nepemeHHoii Password.
OtkpoeTcsa okHo Change password variable value.

3. BeeawuTe HOBbIV Naposib B nose Password, a Take B none Confirm password ans noarsepxaeHus
COENaHHbIX U3MEHEHWIA.

[Oo6aBneHne HOBbIX aAMUHUCTPATOPOB

Bbl MoxeTe [06aBUTb HEOBXOAMMOE KONMMYECTBO YYETHLIX 3anuMcel aaMUHUCTpaTopa, MOMMMO
npeayCcTaHOB/IEHHOW 3anucK root.

[o6aBneHne yuyeTHOM 3aNucu agMUHUCTPaTOpa

1. B pepeBe xocToB 1 rpynn Bbibepute rpynny CMS_1.0 -> Security -> Users.

2. LlenkHuTe no rpynne Users, 4Tobbl OTKPbITb KOHTEKCTHOE MEHI0. B KOHTEKCTHOM MEHIO BbIGEPUTE MYHKT
Create group.

3. Otkpoetcsi okHo Enter new group name, B KOTOPOM Heo6x0AMMO BBECTU WMMS aAMUHUCTpaTopa B
none Group name. [lanee Haxmute kHonky OK

4. [ns HacTpOMKW Naponsi agMUHUCTPATOpa LUENKHMTE MO COOTBETCTBYIOWEN rpynne B AepeBe XOCTOB U
rpynn. Bui6epute nyHkT Create variable B koHTeKCTHOM MeHIo.

5. Otkpoetcsa okHo Add new variable. Beegute nms nepemerHoin Password u Boibepute Password B
kadecTee ee Tuna. B none Value seeanTe naponb agMuHucTpatopa. [danee Haxmute kHonky Append.

6. [ns HacTpoWKM YpOBHS [OCTYMa LUENIKHUTE MO COOTBETCTBYIOWEN rpynne B AEpeEBe XOCTOB M Trpynnm.
Buibepute nyHkT Create variable B koHTEKCTHOM MeHIo.

7. Otkpoetcs okHo Add new variable. Beegute ums nepemeHnHoit UserLevel u BbiGepute UInt32 B
KauecTBe ee Tuna. B kauecTBe 3HaUYeHUsI NEPEMEHHON YCTAHOBUTE:

0 - NOJ/HbIV AOCTYN KO BCEM HACTPOViKaM ;
1 - pgoctyn Kk 6€3 BO3MOXHOCTV U3MEHEHUS HACTPOEK.

Ecnn 3HauyeHve nepemeHHol UserLevel He 3aaaHo, agMuHWCTpaTopy OyaeT npeaocTaBrieH
, MOJIHbIA AOCTYN K HAaCTpoWiKaM

Co3pnaHue Kiacrepos

NO3BO/NISIET OPraHN30BaTb HEOrPaHUUEHHOE MO BIOKEHHOCTM AEPEBO
COEIMHEHHbIX B KNacTep XOCTOB. B opraHM3oBaHHOM KknacTepe o6oe M3MEeHEHMEe MEepeEMEHHON C
aTpubytom Shared npuBoOANT K aHANOMMUYHOMY U3MEHEHWIO NMEPEMEHHBIX HAa BCEX MOAYMHEHHbIX XOCTaX.
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OpraHMsaumsa Knacrepa

Ha nogunHeHHOM (BBOAMMOM B KIlacTep) XOCTe BbINOSIHUTE CreAyolne AeUCTBUS:

1. Cozpaiite rpynny /CMS_1.0/Security/Users/host. [aHHas rpynna 6yaeT o603Ha4yaTb YYETHYHO
3anucb MoSb30BaTesNs, MoA KOTOPOW rOMIOBHOM XOCT 6yAeT WMMETb BO3MOXHOCTb TPaHC/MPOBaTb
nepeMeHHble ¢ aTpubyTom Shared Ha flokasnbHbIV cepBep.

2. B rpynne host aBTomMaTuueckn byget cosgaHa nepemeHHasi Password Tuna Password, coaepxalias
naponb Ans NOAKIYEHUS K YYETHOM 3anucu. o yMonuyaHuio ycTaHaBnvBaeTcs napons drweb. U3
coobparkeHuii 6e30MacHOCTY AaHHbIV NApoib PEKOMEHAYETCS

Ha ynpaBnstoileM (rofloBHOM) XOCTE BbIMOSHATE CeayloLl e AencTBus:

1. CospaiTe rpynny C npousBO/bHbIM MMeHeM no nyt fCMS_1.0/Shared/. [danHas rpynna 6yaer
0603HayaTb NMOAYMHEHHbBIN XOCT.

2. B rpynne xocta aBTOMaTuyecku cosgaetcs nepemerHHas Address Tuna String, cogepxkawas nycryro
CTpoKy. B KkauecTBe 3HaueHMst AaHHOM nepeMeHHoN YykasbiBaeTcs IP-agpec MS-noakioueHus
NOAYMHEHHOMO XOCTa B BMae </P-adpec>:<llopm>, Hanpumep, 192.168.1.1:2056.

3. B rpynne xocta Takke aBTOMaTM4eckM co3gaeTcs nepemMeHHas Password Tuna Password,
cogepxallasi Maposib Ans MoaklodeHuss K ydeTHon 3ammncu host Ha nopumHeHHom xocte. [Mo
YMONMYaHUIO YycCTaHaBnueaeTcs naponb drweb. V3 coobpaXeHuit 6e30MacHOCTM AaHHbI  Naposb
PEKOMEHAYETCS CMEHUTb. ECnM maponib 1S BCEX XOCTOB OAMHAaKOBbIM, TO nepeMeHHyio Password
MOXHO co3gatb B rpynne Shared. Torga oHa 6yaeT wCnonb30BaTbCs MO YMOMYAHMIO ANSt BCEX
COEAVHEHWIA.

4. [epeMeHHble, onpeaenstowme NoAKIIOYEHNE K NOAYMHEHHOMY XOCTY, HE MOTYT UMeTb aTpubyT Shared,
COOTBETCTBEHHO, HACTPOMKWM COEAMHEHMSI HE MOTYT TPaHC/IMPOBATbCS Ha MOAYMHEHHbIE XOCTbl. [pu
MOMbITKE WM3MEHEHWs] aTpUEYTOB MEPEMEHHLIX HACTPOEK COeaMHeHM OyfeT BblidaHo cooblieHue o
3anpeTe JOcTyna.

B nmanke Shared aBTOoMaTuMyecku co3gaeTcs nepemenHas Enabled Tuna Boolean. 3Ta nepemeHHas
BK/OYAET U BbIKNOYaeT yHKUMOHanN knactepa. Ecnv ans gaHHOM nepeMeHol YCTAHOBMEHO 3HaueHue
True, BCe OnMCaHHbIE COEAVHEHMSI CTAHOBSTCS akTuBHbl, False — Bce coeauHeHust paspbiBaloTcs. Mo
YMOJTYaHUIO NMEepPeMeHHast CO3AaeTcs Co 3HaueHneM True.

Mpu co3aaHum rpynnbl xocTa B nanke Shared B Hell aBToMaTUYeckM co3aaeTca nepemeHHasi Enabled tuna
Boolean co 3HauyeHvMeM no ymonuaHuio False. DTa nepemMeHHas BK/IOYAET WM BbIKMOYAET KOHKPETHOe
coeavHeHue.

M3meHeHMe agpeca (3HaueHusi nepemenHol Address) npuBoaMT K NEPENOAKIIOYEHWNIO AKTUBHOIO
COEAVMHEHMS| Ha HOBLIM agpec. VI3MeHeHWe Mapons He NMPUBOAWUT K MEPENOAKIOUYEHUI0 CoeanHeHus. Ans
nepenoaktoyeHns CoOeaMHEHNsT C HOBbIM MaposieM HeobXxoaMMO BbIKMIOYMTL M BKIIOYUTb COEAMHEHME C
noMmoLLblo nepemeHHoii Enabled.

Mpy NpaBunbHOM CO3daHuM nogkmtoyeHuss CMS aBTOMaTUYECKM YCTaHOBUT COeAUHEHWE C MOAYMHEHHbIM
XOCTOM W MPOTPAHC/IMPYET Ha HEero Bce nepemenHble ¢ atpubytom Shared. Ecnv Ha yaaneHHOM xocTe yxe
€CTb MepeMeHHass C TakMM MMEHeM, HO Yy Hee atpubyt He Shared, To Takas nepemeHHas 6yaper
npourHopuposaHa ¢ koaoM Bo3spaTa MB_RC_SKIPPED.

CnMcoK NoAYMHEHHBIX XOCTOB MOXXHO CO3AaTb Ha J1loboM YpOBHe AepeBa.
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Mpu BKIYEHHOM 6paHaMayspe Windows ansa KOppekTHOM paboThl KnacTepa HeobXoauMMo
paspeumtb 06MeH AaHHbIMK MO NpoTokoay TCP Mexay ynpaBnsiowmM M MNOAYMHEHHBIM XOCTaMMU.
[Ona atoro TpebyeTcs co3aatb cneaytowme npaeunaa 6paHamayspa Windows:

e BXOAsLlEE MpPaBWMIO ANd CBSA3M YMPaBNSIoWEro cepsuca FONOBHOFO XOCTa C
NOAYMHEHHBLIM XOCTOM Mo nNpoTokosny TCP 1 nobomy nopTy;

e UCXoAsllee NpaBwWIO ANS CBA3W YNpaBAstoWero cepsuca rofIOBHOr0O XoCTa C
NoAYMHEHHbBIM XOCTOM Mo npoTokony TCP n nopty 2056;

e BXOAsllee MpaBuiI0 ANs CBA3M MOAYMHEHHOrO XOCTa C YMNpaBnsioWMM CEPBUCOM
rosI0OBHOro xocta no npotokony TCP u nopty 2056;

e UCXOAslee MpaBuio ANf CBA3M MOAYMHEHHOrO XOCTa C YMPaBMsIoWMM CEPBUCOM
ros10BHOMO Mo npotokony TCP v no6omy nopTy.

YnpaBsieHne HaCTPOiKaMu CKaHMpoBaHua u dbunbTpaum gnsa rpynn AD

MepemMeHHble ¢ aTpubytom Shared npocduneit n rpynn, SBASIOWMXCS CNMCKaMM MOYTOBbLIX aApecoB, a
TaKke camn Takve npodwnm u rpynnbl CBO60AHO TPAHCAMPYIOTCA Mexay 6azamm C ynpasnsioLlero
CcepBepa Ha MOAYMHEHHBIM, TaK Kak OHW He 3aBucAT oT Active Directory. Ecam ynpasnsiowuin u
MOAYMHEHHBIN NOYTOBLIN CEPBEPbI MOAKIHOYEHBI K 0AHOMY cepBepy rnobanbHoro katanora GC (Global Cata-
log) Active Directory, npu co3gaHum rpynnsl AD B Ha yrpaBnsoLem
CepBepe, ee HaCTPOViKM Takoke ByayT nepedaHbl Ha NOAYMHEHHBIN. OaHAKo, ecnim 06beanHIEMbIE B KnacTep
no4YToBblE cepBepbl He uMeloT obwero rnobanbHOrO KaTasora, MoOpsAoK co3gaHus rpynn AD ¢ obwmm
yrpaB/IEHNEM HAaCTPOMKaMmn BydeT OTIMYaTbCs:

1. Ha noauvHeHHOM cepBepe B KOHCOMM YyrpaBneHus Active Directory cosgaiTe HOByKO rpynny
pacnpegenenus (Distribution).

2. C nomMowbio pobaBbTe CO34aHHYO Trpynmy B CNMCOK pynn
NPUIOXKEHUS.
3. B HauauTe 3Ty rpynny B BeTke HacTpoek DrWebScanSrv_1.0 -

> Application Settings ->Groups -> <ums zpynnei>. Ana nepeMeHHoli Itemlist, koTopas 3agaeT
naeHtTudukatop GUID cozaaHHoM rpynnbl AD, noMeHsiiiTe 3HauyeHre aTtpubyta ¢ Shared Ha Default.

4. B koHconm ynpaBnenusi Active Directory ynpaBnsiloWlero cepBepa CO34alTe HOBYIO  Ipynny
pacnpeaenenus (Distribution) ¢ TeM xxe UMeHeM, 4TO 1 Ha NOAYMHEHHOM CeEpBepe.

5. C nomouybio pob6aBbTe CO3AaHHYIO TPynmy B CMMCOK  pymnn
yNpaBnsoWEro cepBepa, ykasas A/1sl HEE TO XeE MMs..

6. pynnbl 6yayT conoctaBneHbl MO UMeHM (HeCMOTpst Ha pa3Hble maeHTudukatopbl GUID n pasHble
Habopbl Nonb3oBaTenei), M AanbHeWllee HasHauyeHue npodunein U Bcex HaCTPOeK CKaHWMPOBaHUS U
punbTpaumMm MoXeT OCYLLECTBAATHCSA C MOMOLLbIO ynpasnsioLwero
cepsepa u bygeT TpaHCIMpoBaTbCs cpa3y Ha oba cepsepa.

HacTtpoika yBegomneHm o6 yaaseHmm nucem ¢ NnOMOLLbIO
Exchange Web Services

B cnyyae paboTbl B pexuMe C yAaNeHWEM MUCEM NpU aHTMBMPYCHOM MpoBepke wnn unbTpaumm

NonyyaTento He NMOCTYNaeT HUKaKUX AaHHbIX O MUCbME, KPOME COOTBETCTBYHOLLEN
3anMcu B XKypHanax cobblTuii cepeepa. [ns Takoro pexvma paboTbl MOXXHO [AOMOSIHUTENBHO HacTpOUTb
oTnpaBky 4Yepe3 npotokonn EWS (Exchange Web Services) noYtoBbIX YBEAOMNEHWUI HAa afpec, 3aAaHHbIN
napameTpom OWSNotificationEmail. [JaHHble yBegomneHus cogepkaT MHbopMaumio 06 OTnpaBuTensix,
CNucke mnosyyaTeneit M TeMaxX YAaneHHbIX MWCEM, HO B HWUX OTCYTCTBYIOT AaHHble O Tefe MUCeEM U
BNIOXXEHMSIX.

EWS (Exchange Web Services) pasmelyaetcs Ha cepBepax, MMEKLMNX Client Access (CAS), u
BbICTYNaeT NOCPEeAHMKOM MEXAY KIMEHTCKUMM 3arnpocaMun U BHYTPEHHEN CTPYKTYpoi cepeepa Exchange.
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HacTpoitka yBeaomneHuii 06 yaaneHun nuceMm c nomolybio Exchange Web Services ocywiectBnsieTcst B
BeTke HacTpoek DrWebAgentStub_1.0 -> Application Settings
nyTem 3agaHunsa creayowmx nepemMeHHbIX:

e OWSUrl. 3apaeT cepsep, Ha KOTOpoM pacrnonoxxeH EWS. Mo yMonyaHuio yCTaHOBNEHO 3HadeHue local-
host, Ho B obweM cnyyae B kKayecTBe 3HayeHWs AAHHOMO MapaMeTpa MOXeT 6biTb ykasaH IP-agpec
ntoboro gpyroro cepsepa ¢ EWS.

¢ OWSAdministrator, OWSPassword, OWSDomain. 3aaatoT napamMeTpbl goctyna (MMs nonb3oBaTens
C nNpaBamu goctyna kK EWS, ero naponb 1 MMsi JOMeHa) K NMOYTOBOMY SILLUKY, 3a4aBaeMOMy NapaMeTpoM
OWSOutgoingEmail.

o OWSNotificationEmail. 2neKTpoHHbIV agpec, Ha KOTOpbLIN ByayT NpUXoanTb yBeaoMSIeHUs 06 yaaneHuu
nmcem.

e OWSOutgoingEmail. 3neKTpoHHbIl agpec, OT MUMEHM KOTOporo 6yayT NpuxoauTb YyBedoMSieHus 06
yOoaneHum nucem.

3ajaHHble HACTPOVKM MepeaaloTcsl aHTUBUPYCHOMY areHTy OWH pas Mpu 3anycke Ciyx6bl TpaHcnopTa, U
OTrMpaBKa yBeAOM/IEHUI C NMoMoLlbio EWS He BktouaeTcs, ecnm xoTsl 6bl 0AHa M3 HACcTpoek ByaeT nycTomn
CTPOKOM.

Mpy KaXXAOM yaaneHnu nucbMa aHTMBMPYCHBIM TPaHCMOPTHBLIM areHT 6yaeT MblTaTbCsH  YCTaHOBUTb
coeanHeHue C cepBepoM, 3adaHHbIM napameTpoM OWSUrl. B cnydae, ecnvM coeauHeHWe YCTaHOBUTb He
yOanoch, B XypHane cobbiTuin onepaumoHHol cuctembl (Event Log) dukcupyeTcss npeaynpexaeHve 444 c
YKa3aHWeM MpuUUMHbl HEBO3MOXXHOCTW OTMPABKU YBEAOMIIEHUS.

[leACTBUA areHTa aHTUCNaMa Npu yaaseHum win 610KkMpoBke
nMcbMa

Ecnv nucbMo ypansietcss Kak cnam wnm 6noKvpyeTcsl Kak HeCcOOTBETCTBYloLee MnpaBwiaM duibTpauuy,
MOXET Nnbo pa3opBaTb COeAVMHEHME C KIMEHTOM, nnbo cdopmMmpoBaThb
otBeT RejectMessage.

YT06bl ONpeaennTb, kakoe AekcTBue GyaeT BbIMOMHATLCS NPY yaaneHnn uin 6/10KMPOBKe NucbMa:
1. B pepeBe xocToB 1 rpynn Bblbepute rpynny AgentStub->Application Settings.
2. B none Value yctaHoBWTe 3HaueHVe ans nepeMeHHoii Disconnect:

e false. Ortnpasutens nonyuut B oTBeT RejectMessage cneayowero cogepxanusi: Dr.Web
AntiSpam Agent: Message was rejected as spam. [laHHoe AeiCTBME BbIMNOMHSAETCS MO
YMOJTUYAHUIO.

o true. SMTP-coeamHeHve C KNMEHTOM ByaeT pa3opBaHo.

N3MeHeHue peé>XXuMa JIMLEH3NpPOoBaHUA

M3meHeHne cnocoba JIMUEH3MPOBaHNs HeobxoaMMo npu nepexope K pabote B
wm npum U3 3TOro pexxmma.

Ansi VBMeHeHus pe)Xx Ma JINL€eH3MPOBaHus
1. B pepeBe xocToB v rpynn Beibepute rpynny DriWebScanSrv_1.0->Application Settings.
2. B none Value ycTaHoBuUTE 3HauyeHWe ansa nepemeHHoii LicenseMode:
0 - ansa pabotbl HeobxoaMmo (no ymonyaHmio);
1 - ans paboTl UCronb3yeTcsl Ko4YeBol dain ¢ cepBepa LieHTPaIM30BaHHOM 3alLnTbl.
3. TMocne nepeknioveHns pexxuMa nepesanycrure criyxby
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Bbi60op TMNOB NOBpeXAeHHbIX 06bEKTOB

B HekoTOpbIX Cry4yasix BROXEHWUS MOryT pacCMaTpuBaTbCs Kak rmogpexxoeHHble. Takme 00bekTbl He MOryT
ObITb MPOBEpPEHbI Ha BUPYCbI. [1Ns NOBpeXAeHHbIX 0OBLEKTOB MPUMEHSOTCA Te Xe AENCTBUS, YTO U Ans
. UTto6bI onpepenntb, KakMe o0bekTsl ByayT paccMaTpuBaTbCS Kak NOBPEXAEHHbIE,

BbINOMHUTE CregyoLlne 4encTBus:

1. B gepeBe xocToB 1 rpynn Bbibepute rpynny DrWebScanSrv_1.0->Application Settings-> Profiles -
> %Profile name%o -> Scanner.

2. BbibepuTe nepemeHHyto, KOTOpasi COOTBETCTBYET TUMy O6BbEKTOB:
ScannerTreatPswrdArchivesAsBad. ApxvBbl C maponem.
ScannerTreatIncompleteArchivesAsBad. HenonHele apxuBbl.
ScannerTreatPackedArchivesAsBad. Apx1Bbl, NPy 3anakoBKe KOTOPbIX MPOM30LLsa OwKnbKa.
ScannerTreatRestrictedArchivesAsBad. ApxvBbl, OCTYN K KOTOPbIM OrPaHNYEH.
ScannerTreatDeepArchivesAsBad. ApxuBbl ¢ 60/bLWINM YPOBHEM BNIOXXEHHOCTV.Scanner-
TreatBigArchivesAsBad. ApxvBbl cnimwkoM 60nbLoOro pasmepa.

3. [ns BbibpaHHOM NepeMeHHoM B nosie Value ycTaHOBUTE 3HauyeHue:

true. O6vekTbl 3TOr0 TMNa OyayT paccMaTpMBaTbCS Kak MOBPEXAEHHble, K HMM 6yaeT MpuUMeEHeHO
[encTBue, BbIBpaHHOE NS 3apa)KeHHbIX 06LEKTOB B pa3aene

false. O6bekTbl 3TOrO TMNA ByAYT paccMaTpmBaTbCS Kak YMCTble 1 6yayT NponyL eHbl.

OnpepeneHue NpuMHaa/eXHoOCTU NUCbMa K cnamMy

KOMNOHeHT NpucBamBaeT KaXxaAoMy MUCbMY Liesioe Yncno (score ). [JaHHas BenuynHa no3sonseT

onpeaenvTb, ABASETCA I NPOBEpPSEMOE NUCbMO CMAaMOM.

YTt06bl U3MEHUTL MOPOrOBbIE 3HAUYEHUS )11 ONPEAENEHNS NMPUHAASIEXHOCTM NUCbMA K TOM UM UHOW rpynne

(TouHo cnam, Bo3MO)xHO cnaM Wi MasioBeposAITHO, YUTO CnaM), BbINOSHATE CleaytoL e AeNCTBUS:

1. B pepeBe xoctoB 1 rpynn Bbibepute rpynny DriWebScanSrv_1.0->Application Settings-> Profiles -
> %oProfile name% -> Antispam.

2. YcTaHOBUTE 3HAYeHUs ANS CNeaylowmnx nepeMeHHbIX:

[ns KoppekTHOW paboTbl He pPeKOMEHAYETCA M3MEHSTb 3HAaYEHUS MO YMOMYaHWUIO ANns
nepemeHHbix AntispamDefaultScoreMin 1 AntispamExactlyScoreMax.

o AntispamDefaultScoreMin. HanMeHbLLee 3HaUeHne BeNNYMHbI Score , KOTOpoe onpeaenset
NPVHAANEXHOCTb NMCbMa K rpyrnne ManoBeposiTHO, UTO CraM. 3HayeHue rno ymondaHuo: 1.

o AntispamDefaultScoreMax. Hanbonbluee 3Ha4eHne BENMUMHBI SCore , KOTOPOE onpeaensieT
NPVHAANEXHOCTb NMUCbMa K rpynne MasoBeposATHO, 4TO cnaM. 3HayeHune no ymonyaHuo: 199.

o AntispamProbablyScoreMin. HanMeHbLLee 3HaUeHne BeNNYMHbI Score , KOTOpoe onpeaenset
NPVHAANEXHOCTb NUCbMa K rpynne Bo3MoxHO cnaM. 3HauveHue rno ymondaHuo: 200.

e AntispamProbablyScoreMax. Hanbonbluee 3HaueHe BENNUNHBI SCore , KOTOPOE onpeaenseT
NPVHAANEXHOCTb NUCbMa K rpyrnne Bo3MoOXHO cnaM. 3HayeHne rno ymondaHuo: 4999.

o AntispamExactlyScoreMin. HavmeHblLee 3Ha4veHne BeNnMUMHbI Score , KOTopoe onpeaensieT
NPVHAANEXHOCTb NUCbMa K rpynne TOYHO cnaM. 3HadyeHne rno ymondanuo: 5000.

o AntispamExactlyScoreMax. Hanbonbluee 3HaueHe BENNUNHBI SCore , KOTOpOE onpeaensieT
NPVHAANEXHOCTb NUCbMa K rpynne TOUHO cnaM. 3HayeHue no ymonvaHumo: 2147483647.

UcknroueHre nuceM 13 npoBepKu

MicbMa OT AOBEPEHHBIX OTTNIPaBUTENEH MOXHO UCKMIOYUTL M3 NPOBEPKM Ha CMam M BUPYCbI, YKa3aB K1X
agpeca WM OMEHbI B COOTBETCTBYIOLLUX NEPEMEHHbIX.

1. B pepeBe xoctoB 1 rpynn Bblbepute rpynny DriWebAgentStub_1.0->Application Settings.

2. YCTaHOBUTE 3Ha4YeHUs A1 CEAYIOLLMX NEPEMEHHbIX:
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3HaYeHNs MepeMeHHbIX YCTaHaBNMBalOTCA 4epe3 «;» 6e3 npobena. lMpumep: examplel@-
L= mail.com;example2@mail.com.

CnmncoK MCK/IOYEHUI MOXHO TaKXKe HacTpouTb B pasgene

o TrustedDomains. Cn1cok JoMeHOB, koTopble ByayT NCKTIOYEHbI M3 MPOBEPKM Ha craM. B HasBaHwue
[OMeHa [O/MKHa BXOAWTb TOMbKO YacTb afpeca 3MeKTPOHHOW NoYThl, Yka3aHHas nocne 3Haka @.
Mpumep: domain.org; mail.com;drweb.com.

o SpamTrustedEmails. Cnvcok aapecoB 31eKTPOHHOW MOYTbI, KOTOpble 6yAYT UCKMOYEHbI U3 MPOBEPKX Ha
cnam.

o TrustedEmails. Crincok aipecoB 3/1EKTPOHHOM MOYTbl, KOTOpblE ByAyT UCKTHOUEHbI U3 NMPOBEPKM Ha CnaM U
BMPYCbl. 9TU Xe aapeca HeobxoamMo nponucaTth B nepemeHHoi TrustedEmails 13 rpynnsl DriWe-
bVSAPIModule_1.0->Application Settings.

®unbTpaumna aitioB B apxmBe Mo UX pacLUMPEHUaM

Ecnmn BaM HeobxoaMMOo OTCNeXMBaTh apxuBbl, cogepxallme dainbl ¢ onpeaeneHHbLIMU pacLUMpPeHUsMU, U
MpUMEHsITb K 3TWM apxuBaM [ENCTBWS, YCTAHOBJIEHHbIE 1St , Bbl MOXeTe
MCnonb30BaTb nepemMeHHyto SuspiciousTypesInsideContainer:

1. B pepeBe xocToB v rpynn Beibepute rpynny DriWebScanSrv_1.0->Application Settings.
2. YcTaHOBMTE B KauecTBe 3HaueHus ans nepemeHHol SuspiciousTypesInsideContainer paclunpenus
dannos B cneaywollem popmaTte: exe; vbs; scr

B nepByto ouepeab apxvB 6yAeT NPOBEPEH HA HanMuMe 3apakeHHbIX ¢ainoB. Eciv oHu 6yayT HaiaeHbl, K
apxvBy 6y#eT npuWMEHEHO [eiCTBME, BblbpaHHOE [ANs 3apaXXEHHbIX OOLEKTOB, MHaye apxue 6yaeT
NpoBepeH Ha Hannume (ainioB C yka3aHHbIMK pacluMpeHusMu. Ecnu ByaeTt obHapyeH xoTs 6bl oauH daiin
C TAKUM paclUMpeHVeM, K apxvBy OyaeT NpPUMEHEHO AENCTBME, YCTAHOBNEHHOE ANs MOAO3PUTESbHBIX
06beKTOB.
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Perucrpauma cobbiTum

PErUCTPUPYET OLIMOKM M NPOUCXOASLLME COBLITUS B CIEAYIOLLMX XKYPHANaX pPervcTpaumm:

e )XYpHasne perucTpaumm cobbiTuin onepaunoHHoi cuctemsl (Event Log);
e TEKCTOBOM >XYpHasie perncTpaumm cobbITUiM MporpaMMbl YCTaHOBKM;
e XXypHan cobblTuin CMS.

MHdopMaumsi 06 O0OHOBMEHMSIX 3aHOCUTCS B OTAENbHbIA  TEeKCTOBbIM XypHan dwupdater.log,
PacrosiIOXKEHHbIN B nanke %alluserprofile%\AppData\Doctor Web\Logs\ (cm. rnaBy

).

YXypHan onepaluoOHHOW CUCTEMDI

B »ypHan peructpaumu onepaunoHHom cucteMsl (Event Log) 3aHocuTcs cneayolias HbopMaums:

e CO0bLLEHNS O 3aMyCKe U OCTAHOBKE NPOrpaMMbl;

e MapaMeTpbl IMLIEH3MOHHOMO KTHOYEBOro daina: AeNCTBUTENBHOCTb UMM HEIEUCTBUTENBHOCT JIULIEH3NUK,
CPOK AENCTBUS NTULIEH3WK;

e MapaMeTpbl MOAY/EeN MporpamMMbl: CKkaHepa, S4pa, BUPYCHbIX 6a3 (MHbOopMaums 3aHOCKTCS MpU 3anycke
NporpamMMmbl U Npy 0B6HOBMIEHWM MOaYNEN);

e COOOLLEHNE O HEAENCTBUTENBHOCTM NIULEH3MM: OTCYTCTBME KItOYEBOro haiina, OTCYTCTBME B KIOYEBOM
(baiine paspeleHnsi Ha UCMONb30BaHWE MOAY/EN MporpamMMbl, JIMLEH3NS 3ab/OKMpOBaHa, HapylleHve
LIe/IOCTHOCTM KtoueBoro daina (MHgopMaumss 3aHOCUTCS NpU 3amMycke NporpamMMbl M B ripoLecce ee
paboTbl);

e YBEAOM/IEHMS O 3aBEPLUEHNN CPOKa AEWUCTBUS NMUEH3MM (MHopMaumst 3aHocutest 3a 30, 15,7, 3,2 n 1
[IHEWN 10 OKOHYaHWS CPoKa);

e MHdopMaLms 06 06HapY>KEHHBIX BPEAOHOCHBIX 06BEKTAX M cname (CM. pasaen ).

CobbiTus 3anucbIBalOTCA B XXypHasnbl Mpwioxenne 1 Doctor Web.

MpocMOTp XypHana perucTpalm onepaLoHHO CUICTEMDbI

1. YT10b6bI MPOCMOTPETHL >XYPHan PperucTpaummM cobblTU ONepaumMoHHOW CuUCTeMbl, OTKpouTe [laHenb
yrnpaB/fieHusi ONepaUMOHHON CUCTEMbI.

2. BbibepuTe ARMMHUCTPUMPOBaHKe, a 3aTeM BblbepuTe MpocMoTp Co6bITHIA.

3. B neBoit yactu okHa MpocmoTp CobbiTwi Bhibepute Mpunoxxenne (M Doctor Web). OTkpoetcs
CMMCOK COBLITWIA, 3apErncCTPMPOBAHHDBIX B XXYPHAJE MOJIb30BaTESbCKAMU MPUIIOXKEHUAMU. UICTOYHUKaMK
coobLEeHMIA ABMSAKOTCA NPUIOXKEHMNS , ,

MepeHanpaBneHwe cobbiTuii Dr.Web

Ytobbl NepeHanpaBuTb CO6bITUSA B OMNpeAeNiEHHbIN XYypHaN CobbITUI OnepaLnoHHON CUCTEMBI:

1. B BblbepuTe rpynny DrWebScanSrv_1.0->Application Settings.

2. B kauvectBe 3HaueHus nepemeHHo/ EventLog 3apjaiite uMs KypHana, B KOTOpbIM  GyayT
nepeHanpaBnsTbCsl COObITHS , Hanpumep, Doctor Web.

' Ecnn nepemenHass EventLog OTCyTCTBYeT WM e€e 3HayeHue He 33AaHo, CcobbiTus
3anuCbIBalOTCS B XypHan MpwunojkeHue.

3. TMepesanyctute cnyxby .
4. Ypanute ucTouHmk cobbituii  Dr.Web for Exchange Server 13 pasgena peectpa
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HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\services\eventlog\ap-
plication.

5. TMepe3arpy3uTte onepauyoHHy0 CUCTEMY.

TeKCTOBbIN YKYpHan NporpaMmMbl YCTAaHOBKM

dainbl perucTpaumm cobbiTvin ycTaHoBkM setup-starter.log u exchange-setup.log MoryT 6biTb
HavaeHbl MO nepeMeHHoN okpyxeHus %ProgramData% (Npy ee Bbi30Be B KOHCONWM 3arycka Mporpamm
Myck -> BeinonHurb) B nanke %ProgramData%)\Doctor Web\Logs.

XXypHan co6biTui CMS

Cnmncok cobbITin coxpaHsieTcs ynpaBnsiowmnm cepsucom Dr.\Web CMS B oTaenbHyto 6asy AaHHbIX cim-
stracedb, HaxopsawyCca B nanke ycTaHoBKM npwunoxeHuns %Program Files%\DrWeb for Exchange.
YnpaBnsiloWwmUn  CEPBUC  PEMNCTPUPYET  pasfiMyHble  Tunbl  COBbITU M MO3BONSIET  BbIGpaTb
CTeneHb AeTanmsauni Ans KaXkaoro npuioXeHus-noanmcinkos cnyxoel Dr.Web CMS,

IMpy Heo6XoAMMOCTH, Bbl MOXETE vaanuTh 6asy AaHHbIX cmstracedb.

Cnncok cobblThi 0TOBPaXKaeTCsl B OKHE COOBLLLEHWI TPACCUPOBKN ALMUHUCTDATUBHON KoHcom CMS.

Tunbl perncrpupyembix cobbiTui

YnpaBnsitoWuin cepBrc BEAET PErMCTPaLMIO COBbITUI MPUTOXXEHUIA C Pa3/IMYHON CTEMNEHbIO AETanM3aLUMm:

M Tunbl COO6LEHWI C Pa3/IMYHO CTENEHDbIO A ETanu3alum

Audit CoobLieHns 3TOro YpOBHS 3anuCbIBAIOTCS CaMWM YMNPaBAsioWMM CEPBUCOM W
OMUCHIBAIOT CO6LITUS, BO3HMKAOLWME NPY AEUCTBUSIX aAMUHUCTPATOpa, HanpuMmep
M3MEHEeHMe 3Ha4YeHUN NepeMeHHbIX.

Incident CobbiTMss  6€30MacHOCTW,  PEerncTpupyeMble  BHELWHWMW  MPUIOXKEHUSMY,
HanpuMmep obHapyXXeHue BUPYCOB.

Fatal CobbITus, NpuBoAsLUME K NoTepe paboTocnoco6HOCTM NPUNOXKEHUS.

Error Oumbkn, mnocne KOTOPbIX BO3MOXHO HOpManbHoe  (YHKUMOHWPOBaHUE
NPUIOXEHUS.

Warning CoobleHns o cobbiTuax, kKoTopble TPebYOT BHUMaHUS agMUHUCTpaTOopa.

Information MNHbopMaLmoHHble coobLUeHNS.

Debug OTnago4vHble cOobLIEeHUS.

Cnrcok cobbITUIA COXPAHSIETCS YMNPaBIIsOLLMM CEPBUCOM B OTAE/bHYIO 6a3y AaHHbIX.

YnpaBnsitowuin cepBrnc MMEET BO3MOXXHOCTb OTOBPaXKEHUS PEMMCTPUPYEMbIX COBLITUI B pEXMME peasibHOro
BPEMEHM,  (GUIbTPAUMM  MPOMCXOASLWMX  COBbITUA MO pa3MYHBIM  MapaMeTpaM,  BbIrPy3ku
3aperMcTpUpOBaHHbIX COBLITUIA 3a MpoLLeALLME Nepuoabl C hubTpaumMen Mo pasndHbIM NapaMeTpam.
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CteneHb geTtanusaumm

C noMolL b0 M3MeHeHNss 3HadyeHus nepemeHHol Loglevel (UInt32) B rpynne Settings, o6o3Havatoliein
CTeneHb AeTanv3auun pervcTpaumm cobbITUM MPUMOXKEHMS,, MOXHO BbIGpaTb OMTMMAsbHbIM YPOBEHb
feTanusauum:

|Snavenwe | Crenews peramusauwn

3anucbIBaloTCsl TONIbKO CO0bLLIeHNs ypoBHelt Error, Fatal, Incident, Audit.
Ko BceM npeabiaywmM ypoBHaM fobasnsitoTcs cooblieHuns yposHa Warning.

Ko BceM npeabiayLM ypoBHSM 106aBNSOTCA COOBLIEHNUS YpoBHA Information.

W N = O

Ko BceM npeabigywmm ypoBHsaM aobaensitotcs coobuieHns yposHs Debug.

Mo yMONMuaHWIO Yy BCEX MPWUIOXKEHWA-NOANNCUMKOB Cnyxbbl Dr.Web CMS ycTaHaBNMBAETCS YPOBEHb
AeTanu3aumm XypHana cobbiTuii, paBHbi 2. Mpu Bbibope onuvn Debug Traces B KOHTEKCTHOM MeHIO,
OTKPbIBAIOLLEMCS  MPU  LENYKE MNpaBOA  KHOMKM  MbllM MO  KOPHEBOMY  3fIEMEHTY  [AepeBa
AQMUHUCTPATUBHON KoHcoNM CMS, ypoBeHb AeTanM3auMn CTaHET paBHbIM 3 [N BCEX MPUIOXEHUI-
noanucunkoB. OOHAKO BK/IIOYEHME [AHHOM OMUMKM CKa3blBAaeTCS Ha Harpyske M MpOM3BOAWUTENIbHOCTU
CUCTEMbI, MO3TOMY MO BO3MOXHOCTW M36eranTe OQHOBPEMEHHOMO BKITIOUYEHMS YPOBHA 3 Cpasy ANl BCex
moaynei. Ecnvm BaM yganocb nokanu3oBaTh NPo6sieMy KOHKPETHOrO NMPUIOXKEHMS-MOANMUCUMKA, Bbl MOXKETE
W3MEHUTb YPOBEHb AeTanM3aummn TObKO A/ 3TOro NpUNoXeHus.

. Mpu n3aveHeHnn ypoBHa AeTann3aumn cobbiTuid Ha paBHbIi 3 B AL MUHKUCTPaTMBHOM KoHcoin CMS,
f.!‘\ OTKpbITO B 6pay3epe Internet Explorer, n nocnegyowem BKIOYEHMM OMUMU MPOCMOTPaA COBLITUI B
pexume peanbHoro BpeMmeHn View Traces HeobxoaAMMO KOHTpONMpoBaTb 06beM namsATH,
BblaeNsieMon Ansi npouecca iexplorer.exe, COOTBETCTBYIOWErO OKHY KOHCONM. B TakoM pexwume
NpoCcMOTpa Yepes HEKOTOPOE BPeMs AaHHbIN MPOLECC MOXET 3aHSTb BCIO AOCTYMHYI MaMsiTb, YTO
npueegeT K notepe paboTocnoco6HOCTU CUCTEMBI.

YpnaneHue 6a3bl AaaHHbIX cmstracedb

Mpn HeobXx0AMMOCTM Bbl MOXETe yAanuTb 6a3y AaHHbIX cmstracedb, HaxoAswWylOCa B Manke yCTaHOBKU
npunoxxeHus %Program Files%\DrWeb for Exchange:

1. MNepen ypnanexHnem 6asbl JaHHbIX PEKOMEHAYETCS CHSATb Harpy3Ky C cepBepa OAHUM U3 CeadyroLmX
Crnoco6oB:

e OCTaHOBUTE CNyxby TpaHCMopTa, B KOTOPYK YCTAHOBMIEHbl TPAHCMOPTHbIE areHTbl, U Cayxby Mi-
crosoft Exchange Information Store, ecnm yctaHosneH moaynb VSAPI;

e €C/IN MO KakMM-MB0 MpuyMHaM OCTaHOBKA CepBepa He [OMYCKAETCsl, OTKIOUMTE TPaHCMOPTHbIE
areHTbl M nepe3anycTuTe cnyx6y TpaHcrnopTa. Ecnm ke ycraHoBneH moaynb VSAPI, yctaHoBuTe
3HauveHne 0 ana napametpa Enabled, ykazaHHoe B pasaene peectpa [HKEY LOCAL MACHINE
\SYSTEM\CurrentControlSet\Services\MSExchangeIS\VirusScan], n
nepesanycTtute cnyx6y Microsoft Exchange Information Store.

2. 3anyctute KOMaHAHYK KOHCOMb (cmd) OT UMEHN aagMUHUCTpATOpa.
3. OctaHoBuTe Ciy>X6bl NPUNOXKEHUS B YKa3aHHOM MOPSIAKeE:
net stop "Dr.Web SSM"

net stop "Dr.Web for MSP Scanning Service"
net stop "Dr.Web for MSP Components Host"
net stop "Dr.Web for MSP Requests Queue"
net stop "Dr.Web CMS Web Console"

net stop "Dr.Web CMS"
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. Ypoanute daiin cmstracedb, Haxoaawmiics B nanke yCTaHOBKM npunoxeHus %Program Files%\DrWeb
for Exchange.

. 3anyctute cnyx6bl NPUNOKEHNS B YKa3aHHOM nopsake:
net start "Dr.Web CMS"
NPOAODKEHNS)

net start "Dr.Web SSM"

(HeobxoaMMO AOXKAATbCS  3anycka [AaHHOW Cnyx6bl  Ans

Mocne 3anycka Cry6el

ybeamTecb, YTo C ee MOMOLLbI0 6biNM 3anyleHbl OCTasnbHbIe
CNY>X6bl NPUNOXKEHUS.
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[ns nposepku paﬁoTOCI'IOCOGHOCTM NPUNOoXeHna BbINONHUTE Cneayowne TeECTbI:

e MPOBEPKY NPaBWIbHOCTM YCTAHOBKW @aHTUBMPYCHOTO MPUIOXEHWS;
e MPOBEPKY MOAYst OBHOBIIEHUS;
e MPOBEPKY CNOCOBHOCTY 06HapPY>KMBaTb BUPYChI 1 CMaM.

NMpoBepka YCTaHOBKU

[OIMKEH 6bITb YCTaHOBJIEH B Cneayowne nanku:

e C:\Program Files\DrWeb for Exchange;
¢ C:\Documents and Settings\All Users\Application Data\Doctor Web.

Kpome Toro, npu pabote ¢ Microsoft Exchange 2003 JO/HKEeH 6bITb Takke ycTaHoBneH B nanky C:
\Program Files\Common Files\Doctor Web, npu pabote c Microsoft Exchange sepcun 2007/2010 — B nanku C:
\Program Files(x86)\DrWeb for Exchange n C:\Program Files(x86)\Common Files\Doctor Web.

Y6eanTechb, YTO 3T Narnky Co3AaHbl M CoAepXXaT daiinbl NporpamMMmbl.

Mocne 3Toro OTKpoilTe cTaHaapTHyto ytunuty Windows Mpocmotp Co6bithii (Event Viewer) wu
ybeanTech, 4YTo He bbino 3aUKCMPOBaHO OWMOOK, CBSA3AHHLIX C

Y6eantech, UTO 3anyLleHbl CIEAYIOLLME SIOKa/IbHbIE CEPBUCHI:

e Dr.Web Scanning Engine (DrWebEngine);
e Dr.Web CMS;

e Dr.Web SSM;

e Dr.Web CMS Web Console;

e Dr.Web for MSP Scanning Service;

e Dr.Web for MSP Component Host;

e Dr.Web for MSP Requests Queue.

Kpome Toro, ecnu YCTQHOBJ/IEH KOPPEKTHO, Bbl MOXETE YBMAETb B pe3ynbTaTe BbIMOHEHUS
KOMaHabl get-transportagent B koHconm Exchange PowerShell cnepytowme areHTbi:

e Dr.Web AntiSpam Agent;
e Dr.Web AntiVirus Agent.

NMpoBepka Moaysisi o6HOBIEHMS

Moaynb obHoBneHuss drwupsrv.exe aBTOMaTU4YeCKM 3aryCcKaeTcsl NMocne yCTaHOBKM . OH 3arpyxaeTt
nocneaHve sepcun aHTmempycHoro aapa drweb32.dll v sgpa vrcpp.dll, a Taoke obHOBNSIET
BUPYCHble H6a3bl.

YT106b1 Y6EAUTLCA, YTO O6HOB/IEHME NPOLWIO YCMNELHO:

1. B 3aBMCMMOCTV OT BEPCWM OMEPaLIMOHHOM CUCTEMBI BbINosHUTE koMaHay Tasks, UTo6bl OTKPbITH Marnky
C:\WINDOWS\Tasks nnu otkpoiite MaaHupoBLumk 3agaHmi Windows.

2. lpoBepbTe HanMuve 3afaHus B OTKpbIBLIENCA nanke (Ans NpaBWIbHO OTpaboTaBLUEro
3aAaHuns kog Bo3BpaTa B cTosbue MocneaHwid peaynbtaT Ao/mkeH 6biTb 0x0).

3. Otkponte ain xypHana cobbiTuii Moaynsi obHoBneHus %A llUsersProfile%)\Application Data
\Doctor Web\Logs \dwupdater.log n ybeantecb, 4T0 B HEM He 3aPUKCMPOBaHO OLIMOOK.
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MpoBepka AeTeKTUPOBaHUA BUPYCOB

[ns npoBepkn KOHPUrypaumm u  CnocobHOCTM obHapyXvBaTb BMPYCbl PEKOMEHAyeTCs
ncnonb3oBaTb TecToBbll ckpunT EICAR (European Institute for Computer Antivirus Research). TekcToBblIi
daitn, copgepxawmin Tonbko TecToBbIi ckpunT EICAR, He £BNseTCs BUPYCOM, He CrocobeH K
CaMOpen/IMKaLnm 1 He NpeacTaBnseT onacHOCTW, OAHAKO ONpeaensieTCcs aHTUBMPYCHBIMU NporpaMMamMmn Kak
BMpYC. Bbl MOXeTe 3arpy3uTb TecToBbl (aiin u3 pasgena Download Anti-Malware Testfile Be6-caiita
EICAR no agpecy Wnu co3aaTb ero CaMoCTOATENbHO.

Yro6bl co3aaTh TecTOBbIN (haitn EICAR:

e OTKpoWTE BNOKHOT M CKOMUPYITE B HEMO CNEAYHOLLYIO CTPOKY:
X50!P$QRAP [4\PZX54 (P") 7CC) 7} $EICAR-STANDARD-ANTIVIRUS-TEST-FILE! SH+H*

CoxpaHute ain c pacumpeHveM .com (Bbl MOXETE WCMOMb30BaTh N060e UMsA, Hanpumep, eicar.com),
MPUKPENUTE €ro K 3M1eKTPOHHOMY MWUCbMY WM OTNpaBbTe Ha Nto6oW TecToBbIi agpec. MoflydeHHoe Ha 3TOT
agpec nucbMO [O/MKHO coAepxaTb TekcToBbl dan ¢ cydbdukcom _infected.txt u cneayowmm
cofiepXaHuem:

VHOMUMPOBAHHEY BUpPycoM oary eicar.com Ow ynasieH Dr.Web nns Exchange. Hwus
Bupyca: EICAR Test File (NOT a Virus!).

MomuMo 3TOrO, OTNpaBuUT yBeaoOMIeHNE C TakKMM XXe TEKCTOM Ha agpecC aAMUHUCTPATopa, YKa3aHHbIVI
BO BpeEMSA YCTaHOBKMU.

Hu B kOeM cryyae He WCMob3ynTe HacToslmMe BUPYCbl ANS NPOBEpKM paboTocnocobHOCTH
A= % aHTMBMPYCHbIX Nporpamm!

MpoBepka AeTeKTUPOBaHUA cnaMa

KoMnoHeHT [OCTYMNEH TOMbKO B BEpPCUU «AHTUBMPYC + AHTWUCNaM», T.e. B TOM CJ/lyyae,
A=\ ecnuy Bac ecTb COOTBETCTBYHOWMIA KtoueBon daiin (cM. ).
[nsi NpoBepKn CrocobHOCTN KOMMOHEHTA obHapyk1BaTb CnaM peKOMeHAyeTCs MCMOo/b30BaTb

MUCbMO CO CreumanbHON TECTOBOW CTPOKOIA.

Yt0o6bl CO3AaTb TECTOBOE MUCbMO:

o CKOMNMpY¥iTe CneayioLLyto CTPOKY B TEMO HOBOIO 3/1IEKTPOHHOIO MiCbMa:
Premium offer for everyone.
http://koug44.doctornidsfg.ru/?=85602

TecToBoe MUCbMO HE AOIHKHO COAEpPXKaTb HUKAKUX BIOXEHWUI, NOAMUCEN UK APYrov MHbOpMaumu,
i = KpoMe TeCTOBOW CTPOKM.

OTnpaBbTe NUCbMO MO NPOTOKOy SMTP Ha Mto6oi TecToBbIN agpec. OTKpoliTe cTaHAapTHYO yTuanty Win-
dows MpocmoTp cobbiTuii -> Mpuioxxkenne (Event Viewer -> Application) v Hariaute coobueHne o
TOM, 4YTO 0bHapyxun cnam.


http://www.eicar.org/
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MpunoxxeHne A. HacTporkn aHTUBMPYCHOIN0 CKAaHMPOBaHUA
Microsoft Exchange Server

HacTpoiiku aHTMBUPYCHOrO CKaHWpOBaHMS HAa ocHoBe VSAPI OCYLIECTBASOTCS C MOMOLIb0 Habopa Kiouyen
peecTpa v MOryT 6biTb pa3aeneHbl Ha cneayowme TUnbl:

e 00LLMe HACTPOMKY;
e HaCTpoViku 6a3bl AaHHbIX;
e CKaHWpoBaHWe TpaHcrnopTa SMTP.

' MpuBeAEHHbIE HMXE HACTPOMKM aHTMBMPYCHOMO CKaHUPOBaHWS AOCTYynHbl Ans Microsoft Exchange
i w .  Server 2003, 2007 n 2010.

O6LKre HaCTpPoKKN

O6LLMe HACTPOMKM UCMONB3YIOTCS MO YMOTUYAHMIO )1 BCEX MOYTOBbIX XPaHWWLL, Ha cepBepe.
CkaHupoBaHue npm gocryne

Kntou peectpa:

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\MSExchangeIS
\VirusScan]

"Enabled"=dword:00000001

[laHHas HacTpolka obecneuvBaeT BKIOUYEHWE aHTVBMPYCHOM MPOBEPKU A/ BCEX MOYTOBLIX XPaHWIMLL.
CkaHupoBaHwve 6yaeT OCyLLEeCTBAATLCS BCAKWIA pa3 npy 06palleHnn KIMEHTA K MUCbMY.

doHOBOE CKaHMpOBaHWe

Kniou peectpa:

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\MSExchangeIS
\VirusScan]

"BackgroundScanning"=dword: 00000001
[aHHasi HacTpoika OTBeYaeT 3a BK/IYEeHMEe (OHOBOrO CkaHWMpoBaHusl. MOHOBOE CKaHMpPOBaHME
noapasyMeBaeT Co3flaHne OTAeNbHOro notoka (thread), B KOTOPOM MPOUCXOAUT CKaHUMPOBAHME BCEX MUCEM

AN OAHHOrO MOYTOBOro XpaHwnuvwa. BwioueHve CI)OHOBOFO CKaHMpOBaHWA MOXET OTpULAaTENbHO
CKa3aTbCA Ha Npon3BoaAnUTENIbHOCTU NMOYTOBOIoO CepBepa.

Ynpexpaarowee CKaHMpoBaHue

Knioy peectpa:

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\MSExchangeIS
\VirusScan]

"ProactiveScanning"=dword: 00000001

[JlaHHas HacTpolika BKIIOYAET ynpeXaatolee CKaHMPOBaHWe. B 3TOM cnyyae NpoMCXoaMT MpoBepKa BCEX
MMceM cpasy Mocfie TOro, Kak OHM MOMafjaloT B JaHHOE MOYTOBOE XpaHunuwe. lMpu 3ToM nucbMa C
HEM3MEHEHHbIMU LUTaMMaMm BpeMenn (TimeStamp), npowealwmre ynpexxaalolee CKaHUPOBaHWE, He
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MpOBEPSIOTCSA MOBTOPHO MPW MOCTYM/IEHWM 3aMpoca NcbMa OT KIIUEHTa.
OTKNIOYEeHKe NPOBEPKU UCXOASLLMX COOBLLEeHUI

Kntou peectpa:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\MSExchangeIS\VirusScan
"TransportExclusion"=reg dword:00000000

JlaHHas HacTpoMKa MO3BOJISIET OTKIIOUUThL/BKMIOUMTL (MpU Bblibope 3HayeHnss 1 uan 0 COOTBETCTBEHHO)

NPOBEPKY Ha Haanynme BPEAOHOCHbLIX MNporpaMMm UCXoasawunx Co06LLEeHWI npu ux nocTtynneHnn B
TPaHCMOPTHYIO CUCTEMY M3 MOYTOBOro XpaHunuuia. Mo yMonyYaHUIo Takas NpoBepKa BKIOYeHa.

OrpaHwieHne Yncsia NOTOKOB ANsl MHTepdeiica aHTUBUPYCHOIO CKaHMPOBaHMsA

Yncno noTokoB Ans MHTepdeiica aHTMBUPYCHOMO ckaHupoBaHusl VSAPI 2.6 onpeaensieTcs rno yMondyaHuio
HacTpoiikamn Exchange Server, ogHako, €ro MOXHO OTperyiMpoBaTb BpYYHylO MyTEM CO34aHWS
nepemMeHHol ScanningThreads B yka3aHHOM HKe pa3fene peecTpa.

Kntou peectpa:

HKEY LOCAL MACHINE\System\CurrentControlSet\Services\MSExchangeIS\VirusScan
"ScanningThreads"=reg dword

ﬂ,aHHblﬁ napaMeTp OonpeaendaeT MakCuMmalsibHOE YWUC/I0 TMOTOKOB, CO3AaBa€EMbIX AN1d CKaHMPOBAHUA.
N3MeHeHne AaHHOro napaMeTpa B/IMAET Ha CKaHMPOBAHWE MpK AOCTYyNeE U ynpeXxaarouwee CKaHUpoBaHUE,
HO HE BJIUAET Ha (bOHOBoe CKaHMpoBaHME, A9 KOTOPOro BCerda WCNOJSIb3yeTCA OAMH MNOTOK Ha 6a3y
AaHHbIX.

Mo YMONMYaHUIO 3Ha4YeHNE ﬂaHHOVI HGDEMEHHOﬁ CUMTAETCA paBHbIM 2 *<konuyecmeo rnpoueccopos> + 1.

HacTpoiiku 6a3bl AaHHbIX

C NoMOLLbI0 HACTPOEK AQHHOrO TUMa MOXHO 3aAaTb MapaMeTpbl CKAHMPOBaHWUS AN KaXKAOW MOYTOBOM
6a3bl JaHHbIX, MMEIOLENCS HA NMOYTOBOM cepBepe. HacTpoiiku 3anmchbiBaloTC B peecTp Mo cieaytolemy

nyTu:

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\MSExchangeIS\<Server-
Name>\<ID Base>],

roe <Server-Name> — UMS cepBepa, <ID Base> — UaeHTUdUKATOP NOYTOBON 6asbl, Hanpumep, Priv-
ate-ae39732e-fb7£-426d-98a0-298£3£f014c77

MapameTpbl:

e "VirusScanEnabled"=dword:00000001 — BK/IHOYEHME QAHTUBUPYCHOIO CKaHUPOBAHUA ASia
yKa3aHHoW 6a3bl IaHHbIX;

e "VirusScanBackgroundScanning"=dword:00000001 — BKIOYeHME (POHOBOro CKaHMPOBAHMS
[Ns1 YKa3aHHOM 6a3bl AQHHbIX;

e "VirusScanProactiveScanning"=dword:00000001 - BK/IIOYEHME ynpexaatoLwero
CKaHMpoBaHua Anga YKa3aHHOl‘;1 6a3bl AaHHbIX.
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CkaHupoBaHue TpaHcrnopta SMTP

! y HacTpolikn cKkaHMPOBaHWUS TpPaHCMOpPTa AOCTYMHbI TONIbKO Anst cepBepa Exchange 2003.

Kntoy peectpa:

[HKEY LOCAL MACHINE\Software\Microsoft\Exchange\TransportAVAPI\]

"Enabled"=dword:00000001

TpaHCNopTHOE CKaHWPOBAHME MO YMOSTYAHWUIO BbIK/TIOYEHO. Bbl MOXETEe BKIOUWUTL €ro Ha Moc/ieaHeM Lware

nporpammel. B pe3ynbTate nepeBoe aHTMBMPYCHOE CKaHMPOBaHWE MUcbMa ByaeT BbIMOMHEHO Ha
SMTP-cobbiTe OnSubmission NocTaHOBKU B odepeb 06paboTky COOBLLEHUI, T.€. Ha YPOBHE TpaHCMopTa.
MoBTOpPHOE CKaHWMpoBaHMe ByaeT MPOM3BEAEHO Y)XE Ha YpoBHe XpaHunuiia uHgopmaumm Exchange npwm
3anpoce NUCbMa KIMEHTOM.
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NMpuno)xxeHue b. PyyHasa perncrpauma TpaHCNOPTHbIX areHToB

B HekoTOpbIX Cnyyasix, Hanpumep, Npyv BO3HWMKHOBEHUM OWMOOK B MpoLEeCcce perncTpaumm TPaHCMOPTHbIX
areHTOB BO BpPeEMSl YCTAHOBKM , BaM MOXeT MOHagobuTbCs BbIMOMHUTL X PErUCTPALMIO BPYYHYILO.
[ins 3TOro BbINOMHUTE CneaytoLme KoMaHabl B KoHconm Exchange Management Shell:

Install-TransportAgent -Name "Dr.Web AntiSpam Agent" -TransportAgentFactory
"DRWTransportAgent.AntiSpamAgentFactory" —-AssemblyPath "C:\Program Files
\DrWeb for Exchange\DRWTransportAgent.dll"

Install-TransportAgent -Name "Dr.Web AntiVirus Agent" -TransportAgentFactory
"DRWTransportAgent.AntiVirusAgentFactory" -AssemblyPath "C:\Program Files
\DrWeb for Exchange\DRWTransportAgent.dll"

Enable-TransportAgent "Dr.Web AntiSpam Agent"

Enable-TransportAgent "Dr.Web AntiVirus Agent"

41 [pu KONMPOBaHWM AaHHbLIX KOMaHA M3 PyKOBOACTBA 0643aTesbHO yAanuTe NepeHoChl CTPOK.

YT06bl OTMEHUTL PErUCTPALMIO TPAHCMOPTHBLIX areHTOB, BbIMOMHUTE CrieaylolMe KoMaHabl B KOHconm Ex-
change Management Shell:

Uninstall-TransportAgent "Dr.Web AntiSpam Agent"

Uninstall-TransportAgent "Dr.Web AntiVirus Agent"
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NMpunoxxeHue B. OTknroueHne Dr.Web ot noutoBOro cepsepa
BPY4HYIO

lNpy BO3HMKHOBEHWUM COOEB MpY YCTAHOBKE MM BO BPEMSI MCMOJIb30BaHMS Bbl MOXETe OTK/IOUUTb
€ro OT MoYTOBOro cepeepa. [ns 3TOro BbIMOSHUTE Crieaylowme AeUCTBUS :

e Ecrin YCTaHOBJ/1IEHbI TPAHCMOPTHbLIE AreHTbl:

y ! . TpaHcrnopTHble areHTbl AOCTYNHbI Anst Microsoft Exchange Sever 2007, 2010, 2013 n 2016.

1. B koHconn Exchange Management Shell BbinonHute komaHgy Get-Transportagent (ecim
areHTbl 6blM AOMOMHWUTENBHO YCTaHOB/EHbI B TPAHCMOPTHblE Cyx6bl, B napameTpe —Trans-—
portService HEOBXOANMO YTOUYHUTL CYXKOY). MoapobHYy0 MHOPMaLUMIO O AAHHOW KOMaHae CM.
Mo CCbISIKe:

2. B koHconu Exchange Management Shell 6yaeT BbiBeAeH CNMCOK areHTOB, 3aperMcTpuUpoOBaHHbIX B
yKasaHHOMN cnykbe TpaHcrnopTa. Hanaute cpeamn HUX Te, YTO OTHOCATCS K (T.e. comepxat
npecukc Dr.Web B UMeHW), 1 AN KaXXAOro M3 HWMX CKOMMPYMTE Ha3BaHWe B koMaHAy Disable-—
TransportAgent <ums aeeHma> (Npy HEOBXOAMMOCTH, YKaXXMUTE AOMOMHUTENBHO NapameTp —
TransportService). MoapobHyto MHDOPMaUMIO O AAHHOM KOMAHAE CM. MO CCblIKE:

3. TMepesanyctute cnyxby TpaHcnopta Microsoft Exchange Transport (a Takke Microsoft Exchange
Frontend Transport, ecnn Tpebyetcs). TpaHCNOpTHble areHTbl 6yayT OTKMOYEHbI OT ChyXx6
TpaHcnopTa.

4. ToBTOPHO BbIMOMHUTE KOMaHAy Get-Transportagent W ybeauTecb, YTO YKasaHHbIE areHTbl
nonyunnu ctaTyc Disable.

TakuM 06pasoM, NpUNoXKeH1e 6yaeT OTKII0UYEHO OT TPaHCMOPTHOMO KOHBENepa.

e Ecnu yctaHoBneH moaynb VSAPL:

41 Moaynb VSAPI poctynen ans Microsoft Exchange Sever 2003, 2007 v 2010.

1. MposepbTe 3HayeHue napameTpa Enabled, yKa3aHHoe B pa3gene peecTtpa
[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\MSEx-
changeIS\VirusScan]: ecm "Enabled"=dword:00000001, Heobxoanmmo o6HynuTL ero: "En-
abled"=dword:00000000. Ecnun Takoro pa3aena peectpa HET, WIN B HEM YXXe YCTaHOBJIEHO HyNEBOE
3HaYeHue Ans yKa3aHHOro napameTpa, Moaynb VSAPI yxxe BbIKIOYEH.

2. Mepesanyctute cnyxby Microsoft Exchange Information Store. Moagynb aHTMBUPYCHOrO
CKaHMPOBaHMS ByaeT OTKOUYEH OT YKa3aHHOW CNyX6bl.

Tenepb NPUIOXKEHME OTKITIOYEHO OT MEHEDKepa MOYTOBbIX XPaHWINLL,.
e Ecnm yctaHoBneH mogynb DrWebSink:

y ! . Mopgynb DrWebSink goctyneH ans Microsoft Exchange Sever 2003.

4 1

1. 3anyctuTe KOMaHAHYI0 KOHCO/b (cmd) OT MMEHM aAMMHUCTPATOpa W BbIMOSHATE CREAyHoLLyo
KOMaHay:

regsvr32 /u "C:\Program Files\DrWeb for Exchange\DrWebSink.dl1l"
2. Mepe3sanyctute Microsoft Internet Information Services (IIS).
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Mpunoxxenune I'. Yaanenne Dr.Web BpyuHylO

Mpn BO3HMKHOBEHUM C60EB B paboTe MOYTOBOrO CepBepa Bbl MOXETE yAa/MTb BPyYHyto. [ns
3TOr0 BbINOMHUTE Criefytolime AeNCTBUS:

1.

OT NOYTOBOIo CepBEpPA.

2. YpanuTe peructpaumio TPaHCMOPTHbIX areHTOB, BbIMOMHMB Creaylowme KoMaHabl B KoHconn Exchange
Management Shell:

Uninstall-TransportAgent "Dr.Web AntiSpam Agent"

Uninstall-TransportAgent "Dr.Web AntiVirus Agent"

3. 3anyctute KOMaHAHY KOHCOMb (cmd) OT MMEHU agMUHUCTPATOopa.
4. OctaHoBuTe CNyX6bl MPUIOXKEHNS B YKa3aHHOM nopsake:

net stop "Dr.Web SSM"

net stop "Dr.Web for MSP Scanning Service"

net stop "Dr.Web for MSP Components Host"

net stop "Dr.Web for MSP Requests Queue"

net stop "Dr.Web CMS Web Console"

net stop "Dr.Web CMS"
6. Ypanute cnyx6bl NpunoXxeHns:

sc delete "Dr.Web SSM"

sc delete "Dr.Web for MSP Scanning Service"

sc delete "Dr.Web for MSP Components Host"

sc delete "Dr.Web for MSP Requests Queue"

sc delete "Dr.Web CMS Web Console"

sc delete "Dr.Web CMS"

Ona ypaneHus cnyx6bl notpebyetca ytunuta drw_remover.exe,

A= xoTopyto Bbl MoXeTe nonyuunTb, obpaTmBUMCb B

7. YpanuTe cnepytolimne nanku:
rd /S /Q "C:\Program Files\DrWeb for Exchange"

rd

/S /Q

"C:\Documents and Settings\All Users\Application Data
\Doctor Web"

rd /S /Q "C:\Program Files\Common Files\Doctor Web"


https://support.drweb.ru/support_wizard/?lng=ru
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Mpunoxxenue A. Nnarcgpopma CMS

CMS (Central Management System) npeactaBnseT coboit KpoccrnnaThOpMEHHYIO pacnpeaesieHHyto
CUCTEMY YMpaBneHUs MpUIoXeHUsaMK (34ecb U aanee Mo MpUIOXKEHUMEM MOHMMAeTCs Nobo Moaysb-
MoANMCYMK [NIAaBHOrO YnpaBnsitolwero cepsuca). LIEHTPOM cuCTeMbl SIBNSIETCS  YNPaBAsIlOWMIA  CEPBUC
Dr.Web CMS. [laHHbI cepBUC peannsyeT OCHOBHbIE (PYHKLMN CUCTEMbI MO KOHTPOSO (hYHKLIMOHMPOBaHMS
MPUIOXEHUI, @ TakKe yrpaBieHNe NPUIOXKEHUSIMM, HACTPOKaMW NPUOXEHUIA 1 perucTpaumein CobbITUIA.

B3auMopeiicTBre MexAay NPUNOXKEHMSMU MPOUCXOAMT MOCpeacTBOM npoTokona TCP. BsaumopelicTBue
NPUMOXEHUIA C YNPaB/sItOLL MM CEPBUCOM MOXET MPOUCXOANTL ABYMS Cocobamu:

e KOHTPO/IMPYEMOE MPWIIOXKEHWNE B3aUMOAEMCTBYET C YMPaBNSIOWMM CEPBMCOM MOCPEACTBOM MPOTOKONa
MB (Management Base);

e ynpaBnstowme (agMMHUCTPATOPCKME) NPWUIOXKEHMS B3aMMOLEMCTBYIOT C YNpaBAsOWMM  CEPBUCOM
nocpeacTsoM npotokona MS (Management System).

Cepsuc Dr.Web CMS ucnonb3yeT AN XpaHEHUS AaHHbIX O MPUIOXKEHUSX BCTPOEHHYIO ApPEBOBUAHYIO
6a3y AaHHbIX.

Bba3a gaHHbIX

basa aaHHbIX ynpaBnsiowero cepsuca Dr.Web CMS npeactaBnsieT coboil AepeBo, COCTosLEee U3 rpynn U
nepeMeHHbIX. [NepeMeHHble MoryT 6bITb pa3HblX TUMOB (AAHHBIX) M UMETb pasHble aTpubyTbl.

Tunbl JaHHLIX MEpeMEHHbIX, NoAAepXMBaeMble ynpasnsaoowmM cepsmucom Dr.Web CMS:

Int32 32-pa3psigHoe Lenoe Co 3HakKoM
UInt32 32-paspsigHoe Lenoe 6e3 3Haka

Int64 64-paspsigHoe Lenoe CO 3HaKoM
UInt64 64-paspsigHoe Lenoe 6e3 3Haka

Float 32-pa3psigHoe BeLEeCTBEHHOE YMCII0
Double 64-paspsigHOe BeleCTBEHHOE YnC0
String CTpoka HeorpaHM4eHHOW ANWHbI
Boolean Jlornyeckoe 3HauyeHue (true unum false)
Time [ata n Bpems

Binary BrHapHble AaHHble HEOrpaHUYEHHOW ANWHBbI
Password TuWN AaHHbIX ANs XpaHeHUs naponemn

ATpu16YTbI MEpeMeHHbIX MOTYT 6biTb CleayoLLUMU:

ATpuoyT

Default O6bl4Hass nepeMeHHast

Shared PacnpepeneHHas nepeMeHHas
Statistics Cratuctnyeckas nepeMeHHas
System CucTeMHas nepeMeHHas

Hidden CKkpbITas CUCTEMHasi NepeMeHHas

Readonly MepeMeHHasi, KOTOPYHO HEMb3s U3MEHSATb.
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[nsa KoHTpons mpunoxenns ¢ nomowbio CMS npoucxoanT perncrpaumns ero MmeHn n Bepcvn B 6ase
ynpasnstouwero cepsuca. Cepsuc Dr.Web CMS npucsavBaeT NpUNOXEHUIO YHUKASIbHOE UM, COCTosLLee
M3 MMEHM NpUNoXeHuss u Bepcuun. Mocne 3Toro cepBuc co3daeT B 6ase AaHHbIX TPymnny C WMMEHEM
3aperMcTpUpoOBaHHOIO MPUIOXKEHWS. Mo YMOMYaHMIO B 3TOWM TPynne CO34AlOTCs CyXebHble Moarpynmbl C
umeHamn Application Status n Settings. Bo Bpemsi paboTbl NpUIOXXEHUS YNPABSIIOWNIA CEPBUC BeaeT
c60p CTAaTUCTMKM MO MPOTOKOMaM B3aumogeincTeus. CTaTucTuka Befetca B rpynne Application Statist-
ics/Connections, B ee noarpynnax MB 1 MS BefeTcs CTaTUCTMKA B3auUMOAEWCTBUS MO MPOTOKOMAM.
Mcrnonb3yst faHHble CTaTUCTUKKU, MOXXHO OLEHWUTb CTEMEHb HArpy3KM Ha 3TU CEPBUCHI U MPUSIOXKEHMS.

F'pynna Application Status

[aHHas rpynna coaepXXUT MHGMOPMaLMIO O 3apPEervCTPUMPOBAHHOM MPWUIOXKEHUM B BUAE 3HAUYEHUN

NEPEMEHHBIX Pa3/IMYHbIX TUMOB:

NMepemeHHas (B ckobkax ykasaH .

Active (Boolean)
Crash (Boolean)

HomeDir (String)
InstanceName (String)

LogicCrash (Boolean)

ModuleName (String)

ModulePath (String)

PID (UInt32)

StartedOn (Time)
StoppedOn (Time)
Version (String)
VersionBuild (UInt32)
VersionMajor (UInt32)
VersionMinor (UInt32)
VersionRevision (UInt32)
WorkDir (String)

F'pynna Settings

O603HayaeT, 3anyleHo N ceryac npunoxeHue. 3HaveHue true
03HAYaeT, YTO NMPUNOXKEHME 3aMyLIEHO.

0603Ha4aeT, KOPPEKTHO /M 6bII0O OCTAHOBMEHO MPUIOXEHME.
3HaueHue true 03HaYaeT, YTO 3aBEpLLMSIOCh HEKOPPEKTHO.

KaTtanor npunoxxeHus B aifioBol cucteme
MMs, nos KOTOpoe NpUIoXeHWE 3asBUI0 MPU perncTpaumm

COCTOSIHME NOTWMKU MPUNIOXKEHUSA. 3HayeHue true o3Ha4yaeT, uTo
NpuUIoXeHne paboTaeT HEKOPPEKTHO.

MMs  ucnonHsemoro aina npwunoxeHus. B cnyyae  ecnwu
NPUNOXEHUEM-NOANUCYMKOM  siBNsieTcss  6ubnuoteka *.dl, 71O
nepeMeHHasl yKkasblBaeT Ha UMS MHCTAHLMPOBABLLEIO €€ npoLecca.

MyTb K MCnonHgeMoMy daiiny NpunoXxxeHns B ainnoBoin cucteme
Homep npouecca NpuioXXeHus B ornepaLMoHHoON cuctemMe

Bpemsa nocnegHero 3anycka npuioXeHus

Bpemsi mocneaHelt 0CTaHOBKM MPUIOXEHUS

Bepcus npunoxexus

Homep cbopku npunoxxeHns

OCHOBHOI HOMEp BEPCUM NPUOXEHUS

BTopoi HoMep Bepcuu MpunoxeHus

Homep peBu3vn NpunoXxeHus

Pabouwuii kaTanor npunoxeHus B dainoBoi cucteme

[aHHas rpynna coaepXuT 6a30Bble HACTPOVKM 3aperucCTPUPOBAHHOIO MPUNOXKEHMS.
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CraTucruka

CuctemMa MO3BOMAT BECTM MHTEPBasIbHYl0 CTAaTUCTMKY NpWUioXeHuid. CO CTOPOHbI MPUIOXKEHWUA €eCTb
BO3MOXHOCTb CO3[j@aHMsi CTaTUCTUYECKMX MEPEMEHHBIX, KOTOPblE MOryT BECTM YYET MPOMCXOAsLIMX B
MPWIOXKEHUM COBbITUA W CO34aBaTb COBOKYMHOCTb CTATUCTMUYECKUX [aHHbIX Yepe3 OnpeaesieHHble
WHTEpBasibl BPEMEHM B 3aBUCMMOCTU OT HAaCTPOEK CTAaTUCTUYECKOW NEPEMEHHOM.

B 6a3e gaHHbIX ynpaBnsioLero cepeuca Takne nepemeHHble mMMmeloT aTpubyT Statistics.
MepemMeHHble C TakuM aTpubyTOM SIBNSIOTCS BPEMEHHBIMM, OHWM HE COXPaHSAIOTC B MOCTOSIHHYKO 6asy
[aHHbIX M CYLLECTBYIOT TO/MIbKO NOKa paboTaeT ynpasnstowmii cepauc. Mocne nepesarnycka cepBuca Takue
nepeMeHHble TepsoTCs.

AAaMUHUCTpUpOBaHUe

YnpasneHue CUCTEMOM NpoM3BOAUTCA MO MPOTOKOSY aAMMHUCTPUPOBaHMSA. [poTokon  no3sonser
NPON3BONIbHO M3MEHSITb  3HAYeHUst MEPEMEHHbIX, BbINOMHATL  COHpOC HaKOM/IEHHON  CTATUCTUKU
CTaTUCTUYECKUX MEPEMEHHBIX, OTCNIEXMBATb TPACCMPOBKY B peasibHOM BpeMeHW C NMPUMEHEHNEM (PUSIbTPOB
N BbIFPY>XaTb HaKoMIeHHble CoobLLeHNs 3a NpoLwble nepuoabl C q)MﬂpraLlMGVI.

VBMeHeHwe 3HauYeHW NnepeMeHHbIX

M3MeHeHMe 3HayeHW MEepPeMEHHbIX MPOMCXOAUT CUHXPOHHO. Bce 3apervcTpupoBaHHbIE MPUSIOXKEHMS
Mosy4yatoT YBEAOM/IEHUSI 06 M3MEHEHWUM 3HAUYEHUI MEPEMEHHLIX M MOMYT pPaspellnTb WM 3anpeTuTb MX
u3MeHeHwve. Mpn M3MEHEHUM NEPEMEHHOMN UCTIONb3YIOLLME ee NMPUIIOXKEHMSI rapaHTUPOBaHHO MOJyYaloT ee
aKTyaslbHOe 3HayeHue.

C6pocC CTaTUCTHKKN

MpOTOKON aAMUHUCTPUPOBAHUS MO3BOMAET CHpacbiBaTb HAKOIMJIEHHYIO MO HACTPOMKE MepeMeHHOW
CTAaTUCTUKYy. 3TO MPMBOAMT K TOMY, UTO HAKOM/IEHWE CTAaTUCTUKX MO [AaHHOW HAcCTPOWKE HaudMHaeT
MPOVCXOAUTb C HySIS.

OrpaHmueHust npu paboTe C nepeMeHHbIMU

npl/l pa60Te C NepeMEHHbIMU BBOAATCA Cneayrolne orpaHnyeHns:

e nepemeHHble c aTpubytom Hidden cywecTByloT B 6a3e, HO HeAOCTYMHbl A1 MPOCMOTpa W
pefakTupoBaHusi. OHM CO34at0TCA CaMMM YTPaBASIOLWL UM CEPBMCOM NS CNY)KEBHOro MCMoNb30BaHUS;

e MepeMeHHble ¢ aTpubyToM System co3aaloTcs ynpaBnsioW MM CEPBMCOM A1 OTOBpaXKeHUs Cny>xebHoi
WHGOpMaLUMK, NpeaHasHauYeHHON A1 aAMMHUCTPATOpa. DTW NEPEMEHHbIE HE MOryT BblTb M3MEHEHbI UK
yAaneHsbl;

e nepemMeHHble c aTpubytom Statistics cosgaloTca npunoxkeHuem. OTW nNepemMeHHble He MoryT 6biTb
N3MEHEHbI;

e nepeMeHHble ¢ aTpubyTom Readonly co3patoTcs npunoxeHneM ans MHOOPMMPOBAHMS aaMUHUCTPATOpPa,
OHM He MOryT 6bITb U3MEHEHBI;

e nepemeHHble ¢ atpubytom Default aBnsioTCa 0BbIYHBIMM MEPEMEHHBIMM, K HUM MPUMEHUMbl Nobble
JeNCTBUS;

e nepemMeHHble ¢ atpubytom Shared aBnsAOTCS pacnpefeneHHbIMU MepeMEHHBIMU. 3HAueHus] Takux
NepeMeHHbIX U3MEHSIIOTCS CUHXPOHHO MO BCEW pacrnpeaeneHHoN CUCTEME;

e MepeMeHHble, KOTOopble He MOryT 6bITb U3MEHEHDBI, TalkoKe He MOryT 6biTb M yaaneHsl. OaHako rpynnbl C
TaKUMWU MepeMeHHbIMU AOCTYNHbI AN yAANleHUs BMeCTe C 3TUMW NepPeMEHHbIMW, €CU MPUNoXEHME,
CBsI3aHHOE C 3TOWM MPYNMoi, He 3anyLLeHo.
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be3sonacHOCTb

[na poctyna kK cucteme TpebyeTcs BBECTM MMSI MONb30BaTeNs M Maposib. Mo yMOMYaHUIO B CUCTEME
CYLLECTBYET Mo/b30BaTeNb root ¢ naponem drweb, KOTOPLIM NOCNE YCTAHOBKM CUCTEMbI HACTOSITENBbHO
pEKOMEeHIyeTCs . Kpome Toro, Bbl MoXeTe HOBbIX MO/Ib30BaTENEMN.

Monb3oBaTenn n UX NApoN XpaHATCS B rpynne ynpasnsioLwero cepsuca, B noarpynne Security -> Users,
T.e. no nytn /CMS_1.0/Security/Users. IMeHeM nonb3oBaTtens SBASETCS MMS rpynmbl. MNaposib XpaHWUTCS B
nepemeHHoi Password.

MoaknroueHne K cepeepam

Mo3BOSIAET MOAKMNOYaTbCA K APYrMM CepBepaM, Ha KOTOpbIX
yHKuMoHMpyeT CMS. [ns noakIioYeHNs BbINONHUTE cheayoline AeNCTBuS:

1. LenkHuTe npaBoi KHOMKOM MbILLK MO 3HAYKY XOCTa B AepeBe KOHconu 1 Bbibepute nyHKT Add host.
2. B oTKpbIBLUEMCS OKHE BBEAUTE afpec XOCTa, K KOTOPOMY MPOM3BOAUTCS MOAKIoYeHne, 1 Haxxmute OK.

3. BeeauTe nMs nonb3oBaTens v Naposb ANs NOAKIOYEHMS K BbI6paHHOMy xocTy. [Mpy BBOAE KOPPEKTHbIX
JaHHbIX 6yaeT npov3BeaeHO NOAKMOYEHME, U B AePEBE KOHCO/M 6y.qu 0T06pa)KEH HOBBbII XOCT.

OnncaHHbIM Bbillie CMOCOH60M MOXHO MOAKIHOYATHCS C HEOrPAHWYEHHOMY KOMMYECTBY MalUMH WM yNpaB/isiTb
UMK, HacTpoVKM KaXAoro MOAK/IOYEHNS COXPAHSAOTCS B OTAENbHOW rpynne B

no nytn /Dr.Web CMS Web Console_1.0/Application Settings/Hosts. Kaxabiii
[06aBNEHHbIV XOCT NPeACTaBeH B BMAE IPynnbl C UMEHEM B BUAE aApeca MoAKIoUYeHUst K Ao6aBneHHOMY
XOCTY, BHYTPM TaKOW rpyrnbl CO3A4al0TC TPU NEPEMEHHbIE:

e Address cogepxut agpec noaKMoYeHust K XOCTy;
e Login coaepXxuT nMs nonb3oBaTtens;
e Password cogepxut naposnb 475 NOAKIIOYEHMS K XOCTY.

B cnyyae u3MeHeHWs JaHHbIX ayTEHTUDUKALMM Ha NMOAKTIOYAEMOM XOCTE AOCTYM HA 3TOT XOCT MOXET ObiTh
3anpelleH. B aToM cnyvae TpebyeTcs KOPPEKTMPOBKA HACTPOEK MOAKIIOYEHMS
K 3TOMY XOCTY.

an nocneayrwmx 3anyckax AdBTOMaTU4YECKM NOAKMHYAETCA K
f[o6aBneHHbIM xocTaM. [nsi yoaneHust fob6aBNeHHOro XocTa cCreayeT yaanuTb Tpyrny C HacTponkamu
NMOAKNOYEHUA K OaHHOMY XOCTYy W3 Ipymnnbl HaCTPOeK no nymm /
Dr.Web CMS Web Console_1.0/Application Settings/Hosts.
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MpunoxxeHue E. Cnyxx6a Dr.Web SSM

Cnyx6a Dr.Web SSM (Dr.Web Start/Stop Manager) KOHTpONMpyeT paboTy MPUIOXKEHUN,
paboTatowwmx Ha nnatdopme CMS, BbINONHSS cneayowmne yHKUmm:

noaaep>xaHue pabotocnocobHocTn cepsuca Dr.Web CMS B aBTOMaTUYECKOM peXuMe;

aBTOMATMYECKMIA  3aMyCcK  3aperucTpupoBaHHbIX  (MMEWWX  Fpynny  nepeMeHHblx SSM B
ALMUHUCTPATUBHON kKoHconu CMS) cnyx6oli NpUnoXXeHui B ciydae c6oeB B UX paboTe;

opcMpoBaHHbI 3anyck NPUIOXKEHWIN AaXke B ClyYae UX KOPPEKTHON OCTaHOBKY;
3anyck NpunoXeHui ¢ nomoulbto Windows Service Manager;

3anycK CEpBUCOB B BUAE MPWUIIOXKEHUIA, Peann3oBaHHbIX C Ucrnonb3oBaHeM CService ns CommonCom-
ponents;

3anycK CeEpBUCOB C NOMOLLbKO Ha3Ha4eHHbIX CKPUMNTOB,
OCTaHOBKa U 3anycK I'IpMJ'IO)KEHMﬁ B Py4HOM peXunMe no KoMaHAeE nosb30BaTeni.

MapamMeTpbl KOHTPONSA NPUIOXeHUs cyx6oin Dr.Web SSM onpenensoTcs rpynnoi nepeMeHHbix SSM B
AQMUHUCTpaTUBHOM KoHCoM CMS, Mpynna SSM MoxeT coaepxaTb Cnefytolme nepeMeHHble:

MepemeHHas (B ckob6kax ykasaH .

Enabled (Boolean) 0603HayaeT, 3anyLeHo 1M BKIOYEHNE/BbIKNOYEHNE SSM-KOHTPONS.
Run (Boolean) Mo3BonseT 3anyCTUTb/OCTaHOBUTb MPUNOXEHNE
KeepAlive (Int32) O603HayaeT TMN NoAAepPXKaHUS aKTUBHOCTU NMPUIOXKEHMUS:

e 0 — NnpunoXxeHue OTKIOYEHO;
e 1 — NpuUNoXXeHne BKIIOYEHO;
e 2 — chopcupoBaHHOE, T.e. MpuoXeHue byaeT BKIOYEHO AaXe B
cnyyae ero KOppeKkTHOM OCTAHOBKM.
StartType (Int32) O603HavaeT cnocob 3anycka NpUNOXKEHNS :
e 0 — kak cepBuc Windows;
e 1 — kak npunoxeHune CService;
e 2 — 3aMycK C NMOMOLLBIO CKpUnTa.

StartScript (String) CopepXXuUT CKpUNT AN 3anycKa NpunoXeHus
StopScript (String) Coaep>XXuUT CKpUNT Ans OCTAaHOBKM MPUIOXEHUS
Restart (Boolean) BbInonHseT nepesanyck NpuioXeHus

O603Ha4YaeT BpeMs OXMAAHUS peakumu MpunoxeHus (B CekyHAax).

Ulzems (UInt32) Mo ymMon4yaHuio yCTaHOBEHO 3HayeHne 10 cek.

O6o3HayaeT wumMa cepuca B Windows Service Manager. [lo
ServiceName (String) YMOMYaHUIO UCMOJb3yeTcsl 3HadyeHne nepemeHHon "/Application
Status/InstanceName".

B pasgene HacTpoek camoii cnyx6bl Dr.Web SSM mMoryT coaepXaTbCsl CleflytlolMe nepeMeHHbIe:

KeepAlivePeriod (UInt32) — Bpems nposepku cepBuca (B CekyHzax). [0 yMOMYaHWiO YCTaHOBIEHO
3HayeHune 60 cekyHa.

RestartCMSPause (UInt32) — Bpemsi 3agepxku nepep nepesanyckom CMS (B cekyHaax). [lo
YMO/TYaHUIO YCTaHOB/EHO 3HaueHue 5 cekyHA.
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NMpunoxeHune XK. TexHnuyeckas noaaepxKka

Mp1 BO3HWMKHOBEHUM NPOBIEM C YCTAHOBKOM MK paboTol NPOAYKTOB KOMMaHWW, npexae Yem obpallaTbCs
3a MOMOLLbIO B OTAEN TEXHUYECKON MOAAEPXKKWN, PEKOMEHAYETCS MornpoboBaTh HAWTW peLleHWe OAHUM U3
cnepyroLmMx crnocobos:

e 03HAKOMWUTLCS C NOCNEAHVMMIN BEPCUSAMIU ONUCAHWI M PYKOBOACTB MO apecy

e MpoYUTaTb pa3aen 4YacTo 3aaBaeMbIX BOMPOCOB MO aapecy ;
e MoCceTUTb HopyM no aapecy

Ecnu nocne 3Toro BaM He yaanoch pelnTtb npobneMy, TO Bbl MOXKETE 3anofHUTL Be6-chopMy Bonpoca B
COOTBETCTBYIOLLEN CEKUMM pa3fena

HaiTn 6nukalilee K BaM NpeAacTaBUTENbCTBO M BCIO KOHTAKTHYlO WHGOpMaLWio,
HeobXxoauMyto NMosIb30BaATESIO, Bbl MOXKETE MO aapecy
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Mpuno)xeHue 3. HacTpoka napaMeTpoB 06HOBNIEHUSA

[ns HacTpolkn OOHOBNEHWS BUPYCHbIX 6a3 M KoMrnoHeHToB Dr.Web poctyneH daiin drwupsrv.bat.
JaHHblA balin HaxoauTcs B Manke C YCTaHOBNEHHbIM Dr.Web. KomaHgbl, nponucaHHble B dhaiine,
BbINOSHAOTCS Npw 3anycke 3agaHus Doctor Web for Exchange Update Task B nnaHVpoBLLMKe 3a4aHWi

Windows.

YT0o6bI YCTAHOBUTbL HAaCTPOWMKMN OBHOBMIEHUS, YKaXXUTe HeobXxoaMMble NapaMeTphl Ans koMang - ¢ update u

- ¢ postupdate.

MapameTpbl KOMaHAbI - ¢ update

KomaHga - ¢ update BbinonHseT 0bHOBNEHME BMPYCHBIX 633 1 KOMMoHeHTOB Dr.Web.

napaverp ________lomcane

--type arg

--disable-postupdate

--verbosity arg

--interactive

--param args

-n [ --component ] arg

-g [ —-proxy ] agr
-u [ --user ] agr

-k [ --password ] arg

Twun obHOBNEHUSN:

e update-revision - 06HOBMEHWE KOMMOHEHTOB B Mpejenax Tekyllei
peBu3nu.

Mocneaytolee 06HOBNEHME BhINOMHATLCS He byaeT. PaboTa Moayns
06HOBNEHMS ByAeT 3aBeplieHa Mocsie BbiMOSHEHWUS 06HOBNEHMS.

YpoBeHb geTanusaunn XXypHana:
e Error - CTaHAapTHbIN;

e info - pacLMpeHHbIif;

e debug - oTnagoUHBbIN.

Ecnn napameTp YykasaH, Mpu  BbINOMHEHWM HEKOTOPbIX KOMaHA 6yaet
3a4eicTBOBaHO bobllee KOSIMYECTBO peCypCoB.

[ononHuUTeNbHbIE MapaMeTpbl, NepeAaBaeMble Ans CKpunTa.
dopmaT: <MMA>=<3HayeHue>.

Mo ymMon4yaHuio yCTaHOBEHO 3HaveHune "plugin=exchange".

MepeyeHb KOMMOHEHTOB, KOTOpble HE06X0ANMO OBHOBUTb:

e updater - dain drwupsrv.exe;

e antispam - daiin vrcpp.dll;

e scan-engine - daiinbl dwengine.exe, ccsdk.dll, dwsewsc.exe, dwinctl.dll,
dwarkdaemon.exe, arkdb.bin, dwqrui.exe, dwarkapi.dll;

e av-engine - BUpycHble 6asbl (dainbl ¢ pacumperunem *.vdb);

e exchange-plugin-setup - daiin exchange-setup.exe.

OOHOBPEMEHHO MOXHO OOHOBMATb  HECKOSIbKO — 3/IEMEHTOB,
Hanpumep:

-n av-engine updater

Mpokcu-cepBep Ans 06HOBMEHUs B popMaTe <aapec>: <mopT>.
MMsi nonb3oBaTens NpoKcU-cepeepa.

Maposb NoJMb30BaTENs MPOKCU-CEPBEPA.

Mpumep koMaHAabl - ¢ update ans 06HOBNEHMS BMPYCHbIX 633 Yepe3 npokcu-cepsep:

-c update --type=update-revision --disable-postupdate --verbosity=debug
--interactive --param="plugin=exchange" -n av-engine
—-—-proxy=192.168.134.128:808 --user=gwerty --password=gwerty
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MapameTpbl KOMaHAbI - ¢ postupdate

KomaHga - ¢ postupdate BbinonHseT nocneayouiee 06HOBIEHME BMPYCHBbIX 6a3 1 KOMMOHeHTOB Dr.Web.

napawerp — lonmcawpe

YpoBeHb AeTanu3aunn XXypHana:

. e Error - CTaHAAPTHbIN;

--verbosity arg )
e info - pacWpeHHbIN;
e debug - oTnagoUHBbIN.

--interactive Ecnu napamMeTp YyKasaH, MpW  BbINOJIHEHUM HEKOTOPbIX KOMaHa 6yget
33[1eMCTBOBaHO 60/ibllee KOMMYECTBO PeCcypCoB.

--param arg [ononHuTenbHble NapaMeTpbl, NepegaBaeMble AN CKpunTa.
(DOpMaT: <UMA>=<3Ha4YeHUE>.

Mo ymon4yaHuio yCTaHOBMEHO 3HayeHue "plugin=exchange".
Mpumep koMaHabl - ¢ postupdate:

-Cc postupdate --verbosity=debug --interactive --param="plugin=exchange"
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MpunoxxeHne U. Pa6oTa B peXxxuMe LeHTPaZIM30BaHHOMW 3alUMTbl

MOXeT (YHKUMOHMPOBAaTb B CETU, KOHTPONUPYEMOM .
OpraHusaumsi LUeHTPa/IM30BaHHOM aHTMBUPYCHOW 3alUMTbl MO3BOMSIET aBTOMAaTWM3VMPOBaTb U YNPOCTUTb
HacTpoiky W ynpaeneHue WHGOPMaLMOHHOW 6€30MacHOCTbIO KOMMbIOTEPOB, O06bEAMHEHHbLIX B E€AMHYIO
NOMMYECKYI0 CTPYKTYpY (Hanpumep, KOMMbOTEPbI OHOW KOMMaHUWU, PacrofoXXeHHble Kak BHYTPU NOKaNbHOW
ceTu, Tak U BHe ee). 3allyMiLaeMble KOMMbIOTEPLI 06bEANHAIOTCSA B €ANHYI0 aHTUBUDYCHYI0  ceTb, 6€30MacHOCTb
KOTOPOW KOHTPOJIUDYETCA W YMNpPaBRsieTCd aAMUHUCTPATOpaMM C LeHTpanbHoro cepeepa (

). Moakno4YeHne K CUCTEMaM LEHTPaNM30BaHHOW 3alMThl MO3BOMSIET MOJYYUTh
rapaHTMPOBAHHO BbICOKMI YPOBEHb 3alUMTbl KOMMbLIOTEPA MPU MUHUMAJIBHBIX YCUIUSIX CO CTOPOHBbI KOHEYUHbIX
Nnonb30BaTesnen.

B3aumop eincT Bue KOMMNOHEHT OB aHT UBMPYCHOM CETH

PelleHnnsi koMnaHum Mo OpraHvM3auuM LEHTPaSIM30BaHHOM aHTUBUPYCHOM 3alluTbl UMEKT
KJIMEHT-CEPBEPHYIO apXUTEKTYpy (CM. ).

KoMMbloTEpPb KOMMAHWKM UMK NONb30BaTeel NocTaslka IT-ycyr 3aluLlaTcs oT Yyrpo3 6e30MacHoCTH 1
crama JioKasnbHbIMU aHMUBUPYCHbIMU KoMoHeHmamu (KNMEHTaMM; B OaHHOM clyyae — ),
KOTOpble 06eCreunBaloT aHTUBMPYCHYHO 3aLUTY M YMPOLLAIOT COeAMHEHME C CEPBEPOM LIEHTPAIM30BaHHOM
3alUThI.

O6HoB/EHNE M KOH(UIypaLUms NTIOKasibHbIX KOMIOHEHTOB MPOM3BOAMTCS Yepe3 ueHmparsbHbil cepeep. Becb
MOTOK KOMaHA, AaHHbIX M CTaTUCTUYECKOW MHOpPMauMM B aHTMBUPYCHOM CETU TakKe MpoXoauT yepes
CepBep LEHTpanv3oBaHHOM 3awuTbl. O6beM Tpaduka Mexay 3allMILEHHbIMM KOMMblOTEPaMU WU
AHTMBMPYCHBbIM CEPBEPOM MOXKET BbITb BECbMa 3HAUMTESbHBIM, MOSTOMY MPeayCMaTPUBAETCS BO3MOXXHOCTb
ero okaTusi. Mcnonb3oBaHue WKpoBaHMS NpU Nepeaayve AaHHbIX MO3BOMSET M3bexaTb pasrnalleHust
LIeHHbIX CBEAEHUI M NOAMEHbBI MPOrpaMMHOIo 06ecreyeHus], 3arpy)kaeMoro Ha 3aLlMLLEHHbIE KOMIMbIOTEPbI.
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— CepBep LieHTpanM3oBaHHOMN CeTb Ha ocHoBe TCP, NetBIOS
3aLWmThl
[ ""_,-ll AoMUHUCTPATOP aHTuBMpycHon [octyn yepes HTTP/HTTPS
cetu
[ a ' 3alUmLLEHHbIN NoKanbHbIN Mepenaya o6HoBneHun yepes HTTP
KomnbloTep

— CepBep 0OHOBREHMI KOMNaHUn
- «[okTop Be6>»

PucyHok 17. Jlormueckas CTPyKTYypa aHTUBUPYCHOM ceTu

Bce HeobxoauMble OGHOBMEHMS 3arpyaloTCA Ha CepBEp LEHTpanv30BaHHOW 3alluThl C CepBepoB
obHoBneHu Dr.Web.

M3MeHeHVst B KOHMIypaLmm NoKasibHbIX @aHTUBMPYCHBIX KOMMOHEHTOB M Nepeaaya KoMaH/ OCyLLeCTBSETCS
aHTVBMPYCHbIM CEpPBEPOM MO YKA3aHWIO adMUHUCMPamopos aHmugupycHol cemu. AOMWHUCTPATOPbI
YNpaBNsoOT KOHUNypaLmMen LeHTPabHOrO cepeepa M hopMUPOBAHMEM @HTUBMPYCHOWM CETM (B YACTHOCTH,
NOATBEPXXAAIOT NPAaBOMEPHOCTb MOAKMIOYEHMUS NIOKANIbHOW CTaHUMKM K CETM), @ TakKe Mpu HEOBXOAMMOCTM
3aal0T HACTPOMNKM PaboTbl KOHKPETHBIX SIOKASIbHBIX @HTUBMPYCHBIX KOMMOHEHTOB.

Pa6ora Dr.Web B pe>xuMe LLeHT pasinu30BaHHOM 3aLUMUT bl

Ana pa6oTtbl Dr.Web B pexxuMe LeHTpann3oBaHHOW 3alUMTbl HEO6X0AUMO, YTO6bLI B ONEepaUnoHHON cucTeme
6bl11 YCTAHOBMEH U KoppekTHO paboTtan Dr.Web Agent sepcun 10.
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! Bepcun 10.0.2 HecoBMeCTUM C Bepcun 6.
Ecnu 6blN1 YCTaHOBMEH MOC/E YCTAHOBKM , BbINOJTHUTE cneayollee:
1. B nnaHupoBlwke 3agaHuit Windows oTkntoumTe 3apady Doctor Web for Exchange Update
Task.
2. B U3MEHUTE PEeXMM NNLEH3MPOBaHUS: BbIbEPUTE BapuaHT

ncnonb3oBaHMAa JNUUEH3NN C CEpBEpa LLEHTpaﬂMBOBaHHOVI 3alnThI (CM.

).

[Janee 3anyctute OGHOBMEHWE W3 KOHCO/IM Ha CEepBepe LIeHTPa/IM30BaHHOW 3almMThl U y6eanTecs,
YTO OBGHOBNEHME MPOLWIO YCMELLHO.

JinueHsnpoBaHue

B pexuMme UEHTpanvM30BaHHOW 3alLWTbl MWCMOMb3YETCS JIMLEH3WMOHHLIN  KtoueBor  daiin ,
3aperucTpupoBaHHbIA ANs AaHHOM CTaHUMM B aHTMBMPYCHOM ceTW. EcnM Ha 3Tane ycTaHOBKM 6bin

C cepBepa LEeHTpanvM30oBaHHOW 3aliuTbl, TO Npu 3anycke Mi-
crosoft Exchange Server ¢ yCTaHOBMIEHHbBIM 6yneT npeanpuHsaTa MOMbITKa MCMOSb30BaTh
JMUEH3NOHHBLIA KU AN A@HHOM CTaHUMM B aHTUMBMPYCHOM ceTW. Ecnu Koy HeaencTBuTteneH, To
aHTVMBMPYCHasi MpoBepka Npov3BoAMTbCA He byaeT. Ecnn mpu yctaHoBke 6bin BbibpaH ApyroM BapuvaHT

NONYyYEHUs! TMLIEH3UM, HEOBXOAUMO U3MEHUTb PEXUM NTULIEH3UPOBAHMS MNP NMOMOLLU (1).
O6HOBNEeHne
O6HOBNEHWE BUPYCHbIX 6a3 M aHTMBUPYCHOrO SiApa OCYLLECTBASIETCA W3 Peno3unTopus

. JT0 NO3BOJSAET OTK/OUUTb CTaHAAPTHbIM MoAy/b O6HOBNEHMS ,
3amnyckaeMbllii Mo pacrnucaHuio. B 3ToM cnydae OBHOBNEHWE KOMMOHEHTOB OYAET BLIMOMHATLCA COMACHO
pacnucaHuio 1 U3 ero peno3uTopus.

AeicTBma nocne yaanenua Dr.Web Agent

Ecnn 6bI11 yaaneH, anst AanbHeiLein KoppekTHol paboTbl BbIMOJIHUTE Crieaytoline
JenfcTBus:
1. B nnaHvpoBLiuke 3aaanmin Windows nobaBbTe 3aaaHne Ha 06HOBNEHME . Ang 3To0ro:

1) OTkpoiiTe NnaHMpoBLLMK 3aaaHuii Windows.
2) CospaiTte 3aaady ¢ HaumeHoBaHeM Doctor Web for Exchange Update Task.

3) Ha Bknagke O6wme MacTepa CO34aHUS 3afayn YCTAHOBUTE Mepekovatess BbIMONHATL AN
Bcex nosib3oBaTtesiei ¥ (hnaxok BbINONAHUTL C HauBbICLLMMM NpaBaMu. B cncke Hactpourb
Aans Bblbepute BapuaHT Windows Server™ 2003, Windows® XP nnn Windows® 2000.

4) Ha Bknagke Tpurepbl YCTAaHOBUTE BPEMEHHOW MHTEPBA BbIMO/HEHWS 3aauu.

5) Ha Bknagke [lecTBuA co3palite AeicTBre 3amyck MporpaMMbl 1 BbibepuTe nporpaMMy <nyTb
AO nanku yctaHoBku Dr.Web> \drwupsrv.bat.

6) CHMMMTE BCe YCTaHOBJ/IEHHbIE MO YMOMYaHUO IaXXKn Ha BKNaake YCNoBus.

2. . HeobxoanMo BbIGpaTb BapMaHT NMLEH3MPOBAHWS NMYTEM MOMYYEHNS

kntoyeBoro ¢aiina (0).
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