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6e3onacHocTL.
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COOTBETCTBYHOT MUPOBBLIM CTaHAapTaM 6e30mnacHOCTy.

CepTMCI)I/IKaTbI M Harpajbl, a Takxe O6LLII/IpHa$| reorpac])l/lﬂ nosb3oBaTenen CBNAETENBCTBYHOT 06
NCKNHOYNTEJIBHOM JOBEPUK K MPOAYKTaM KOMMaHUN.

Mbi 651arogapHbl nosib3oBaTeNAiM 3a NOAAEPIKKY pewueHni cemeiictea Dr.Web!
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FnaBa 1: BBegeHune

FnaBa 1: BBeaeHune

1.1. HazHaueHne AOoKymMeHTa

B sokymMeHTaumm agMuHUCTpaTopa aHTuBmnpycHou cetn Dr.\Web Enterprise Security Suite
npuBeAeHbl CBeAEHMS, ONNCHIBAOLLME KaK 0bLmMe NPUHLMNLI, TaK U AeTaau peanvsaumm
KOMMJIEKCHOW aHTUBUPYCHOW 3aLUMTbl KOMMbIOTEPOB KOMMaHMUM ¢ nomoLbto Dr.Web
Enterprise Security Suite.

[lokyMeHTauma aAMUHNCTPATOPa aHTUBUPYCHOM CETU COCTOUT U3 CIEAYHOLMX OCHOBHbIX
vacren:

1. PykoBOACTBO NO yCTaHOBKe

ByaeT none3Ho pykoBoaMTENtO OpraHmM3aLnm, NPUHUMAKOLWEMY peLleHne o NpuobpeteHnu
N yCTaHOBKE CMCTeMbl KOMMIEKCHOW aHTUBUPYCHOW 3aLUnThI.

B pyKoBOoACTBE MO YCTaHOBKE OMNMUCaH npouecc co3jaHunA aHTI/IBI/IpyCHOIz CeTN N YyCTaHOBKA
€e OCHOBHbIX KOMMOHEHTOB.

2. PykoBopacTBO agMUHUCTpaTOpa

AzpecoBaHO aOMUHUCMpPAMOopy aHMUBUPYCHOU cemu — COTPYAHWKY OpraHm3aumnm,
KOTOPOMY NMOPYYEHO PYKOBOACTBO aHTUBUPYCHOW 3aLUMTON KOMMbIOTEPOB (CTaHLUNI U
CepBEPOB) 3TON CETU.

AAMWHUCTPATOP aHTUBUPYCHOM CeTU A0/KeH 0b61asaTb MOJHOMOUYMAMMU CUCTEMHOIO
agMUHUCTPaTOpa Uan COTPYAHUYATL C aAMUHUCTPATOPOM NOKaNbHOW ceTh, ObiTb
KOMMETEHTHbIM B BOMPOCAax CTpaTermm aHTMBMPYCHOW 3aLpThl U AeTaNbHO 3HaTb
aHTUBMpPYCHble nakeTbl Dr.Web ana Bcex ncnonb3yembix B CeTV ONepaLivioOHHbIX CUCTEM.

3. MpwunoxxeHus

Copep>kaT TeEXHUYeCKyto MHGOPMaLIMIO, ONMUCbIBAOLLYHO NapamMeTpbl HAaCTPONKK
KOMMOHEHTOB AHTMBMPYCA, a TakKe CUHTAaKCUC U 3HAUEHUSA UHCTPYKLMIA, UCMONb3YEMbIX
npu pabote ¢ HUMWN.

| Mexxay nepeuncieHHbIMY Bbille AOKYMEHTaMy NPUCYTCTBYHOT NMepeKpecTHble cCbiku. Mpu

& 3arpyske 4OKYMEHTOB Ha JI0KaJibHbI KOMMbIOTEP, NepeKpecTHble CCbiIKU ByayT
bYHKUMOHMPOBATL TOLKO B TOM ClyYae, ec/iv JOKYMEHTbl Pacno/ioXeHbl B OZAHOM KaTanore
M MetOT M3HauasibHble Ha3BaHWsl.

PyKkoBOACTBO aAMAHUCT paTopa
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FnaBa 1: BBegeHune

Takke NoCTaBAAOTCA cnegyrouie pykoBoactea:

1. NHCTpyKuMA no pa3BepTbiBaHUIO aHTUBUPYCHOW CceTH

Cozep>XunT KpaTKyto MHOPMALMIO MO YCTaHOBKE 1 NepBOHaYaNbHOM HAaCTpolike
KOMMOHEHTOB aHTUBMPYCHOM ceTW. 3a NoapobHoM MHPopMaLmeln obpallantech K
AOKYMEHTaLMM agMUHUCTpaTopa.

2. PykoBopcTBa no ynpas/IeHUIO CTaHLMAMM

Copep>xaT MHGOPMaLMIO O LEHTPAIM30BAHHOW HACTPOKE KOMMOHEHTOB aHTUBUPYCHOTO
MO cTaHUWRi, oCyLecTBASEMOW aAMUHUCTPATOPOM aHTUBUPYCHON ceTn Yepes LleHTp
ynpasaeHua 6e3onacHocTbio Dr.Web.

3. PyKOBOACTBa noJsib3oBaTtensa

Copep><at MHbOPMaLMIO O HAacTPOlike aHTUBUPYCHOTO pelleHns Dr.Web, ocyuectBasemon
HenmoCpeACTBEHHO Ha 3alMLLAEMbIX CTAHLMAX.

4. PykoBoactBo no Web API

Conep>xnT TexHnyeckyro nHdopmaumto no nHterpaumm DrWeb Enterprise Security Suite co
CTOPOHHMM NporpaMMHbIM obecneyeHnem nocpeactsom Web API.

5. PykoBopactBO no cTpykType 6a3bl gaHHbix CepBepa Dr.Web

Cozep>knT onucaHne BHYTpeHHen cTpykTypbl 6a3bl JaHHbIX CepBepa Dr.Web 1 npumepos
ee NCMo/b30BaHums.

Bce nepeuncieHHble pyKOBOACTBA MOCTAaBAAOTCA B TOM UMC/e B cocTaBe npoaykta Dr.Web
Enterprise Security Suite # MOryT 6bITb OTKpPbITbI Yepe3 LieHTp ynpaBaeHmns 6€30nacHOCTbHO
Dr.Web.

Mepes npouTeHVEeM AOKYMEHTOB Y6eanTeCh, YTO 3TO MOCAeAHAN BEPCUA COOTBETCTBYHOLLMX
PYKOBOACTB /19 Ballelr Bepcum npoaykTa. PykoBoacTBa MOCTOAHHO OOHOBAAIOTCS,
NOCNEeAHION UX BEPCUIO MOXHO HaT1 Ha oduLmManbHOM Beb-calite koMnaHumn «/Jjoktop Beb»

no agpecy https://download.drweb.com/doc/.

1.2. YcnoBHble 0603HaueHUA U COKpaLL,EeHnA

YcnoBHble 0603HaueHus

B AAHHOM PYKOBOACTBE MCNOAb3YHOTCA Ciedyroume yCAOBHbIE 0603HaueHus:

O603HaueHune KommeHTapwuii

@ BaxkHoe 3ameuaHue Uan ykasaHue.

PyKkoBOACTBO aAMAHUCT paTopa
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FnaBa 1: BBegeHune

O603HaueHue KommeHTapuii
I I'Ipe,qyrlpe>|<p,eH|/|e O BO3MOXHbIX OLLNBOUHbIX CUTYyaLMAX, a TakXke Ba>KHbIX
: MOMEeHTax, Ha KoTopble cieayeT 06paTutb 0coboe BHUMaHMe.

AHmueupycHas cemo  HOBbIN TEPMUH WAM aKLEHT Ha TEPMUHE B OMUCaHMAX.
<IP-address> Mons ans 3aMeHbl GYHKLMOHAbHBIX Ha3BaHUIA GaKTUUYECKMMU 3HaUEHUSMMU.

CoxpaHuUTb Ha3BaHus 3KpaHHbIX KHOMOK, OKOH, MyHKTOB MEHIO 1 APYTuUX 3/IeMEHTOB
NporpaMMHOro MHTEpdeiica.

CTRL O603HaueHNs K1aBuLL K1aBUaTypbl.
C:\Windows\ HanmeHoBaHua ¢ainnoB 1 kaTanoros, pparMeHTbl MPOrPaMMHOroO KOAa.
[punoxerve A MepekpecTHble CCbIIKM Ha 1aBbl JOKYMEHTa AN TMNEePCCbUIKA Ha BHELLHMNE
pecypcbi.
CokpaweHusn

B TekcTe pykOBOACTBa MOTyT ynoTpebasTbca 6e3 paclumdpoBKu Creayrolme CoKpalleHms:

e B/l CYB/l — baza [laHHbIX, Cuctema YnpasneHua bazamu [JaHHbix,

e BCO Dr.Web — BcemupHas Cucrema O6HoBnaeHni Dr.Web,

e /IBC — JlokanbHaga BbluncamntenbHasa Cetb,

e OC — OnepaunoHHasa Cucrema,

e [10 — lNporpammHoe ObecneveHune,

e ACL — cnuckm koHTpons goctyna (Access Control List),

e CDN — ceTb pgoctaBku koHTeHTa (Content Delivery Network),

e DFS — pacnpegeneHHas dannosas cuctema (Distributed File System),

e DNS — cucrema gomeHHbIx MeH (Domain Name System),

e FQDN — nonHocTbto onpegeneHHoe nmsa gomeHa (Fully Qualified Domain Name),

e GUI — rpaduueckunin nonblosBatenbcknin nHTepderic (Graphical User Interface), GUI-Bepcusa
nporpaMmbl — Bepcua, Ucnonb3yroulasa cpeacrsa GUI,

e MIB — 6a3a ynpasnstowern nHpopmaunmn (Management Information Base),
e MTU — MakcMManbHbIN pa3Mep noaesHoro 61oka gaHHbix (Maximum Transmission Unit),

e NAP — Network Access Protection,

TTL — Bpemsa xun3Hu naketa (Time To Live),

UDS — aomeHHbIn cokeT UNIX (UNIX Domain Socket).

PyKkoBOACTBO aAMAHUCT paTopa
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2.1. O npoaykre

Dr.Web Enterprise Security Suite npegHa3HauyeH Ans opraHM3aunmn eanHON N HageXHOM
KOMMAEKCHOW aHTUBUPYCHOW 3alUMTbl KaK BHYTPEHHEN CeTM KOMMaHUW, BKIoYas MOBUIbHbIe
YCTPOWCTBA, TakK U JOMAaLUHUX KOMMbIOTEPOB COTPYAHUKOB.

COBOKYMHOCTb KOMMbHOTEPOB Y MOBUABHbIX YCTPOMWCTB, Ha KOTOPbIX YCTaHOBJ/EHbI
B3ammMogencTeytowme komnoHeHTsl Dr\Web Enterprise Security Suite, npeactaBaset coboin
€VIHYH0 aHTUBUPYCHYHO CETb.

x
o

Cepsep Dr.Web ====HTTP/HTTPS

LleHTp ynpaeneHus 6e30nacHOCTbIO
Dr.Web

CeTb Ha ocHoBe TCP/IP

Mo6unbHbI LeHTp yrnpaBaeHus Dr.Web Mepenaya o6HoBeHM yepe3s HTTP/HTTPS

0 = g

3awuuLaemMasn ctaHums E BCO Dr.Web

PucyHok 1-1. Jlornueckas CcTpyKTypa aHTUBMPYCHOW CETU

AHTnBMpYycHaa ceTb Dr.Web Enterprise Security Suite nmeet apxutekTypy k1ueHm-cepsgep. Ee
KOMMOHEHTbI YCTaHaBAMBAKOTCA Ha CTaHLMK. B JaHHOM KOHTeKCTe TepMUH "cTaHumns"

PyKkoBOACTBO aAMAHUCT paTopa
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FnaBa 2: Dr.Web Enterprise Security Suite

0603HauaeT 3alumLaeMoe YCTPOMCTBO B @aHTUBUPYCHOM CeTU, Ha KOTOPOM YCTaHOBJIEHbI
AreHT Dr.Web 1 aHTUBMPYCHbIA NakeT 1 KOTOPOe BbICTyNnaeT B KaYecTBe KANEHTA U
B3anmogencteyet ¢ Cepsepom Dr.Web. B posu ctaHLMM MOTyYT BbICTYNaTh KOMMbIOTEPHDI,
BMPTyaZbHble 1 MOBUbHBIE YCTPONCTBA NONb30BaTENEN N aAMUHNCTPATOPOB, @ Takxke
KOMMbOTEpPbI, BbiNoaHAOWMe dyHKumn cepsepos JIBC.

KoMnoHeHTbl aHTUBMPYCHOM ceT 0bMeHnBatoTca MHGopMaLmMen, UCMoIb3ys CeTEBbIE
npotokoabl TCP/IP. AHTUBMpYCcHOe 0O Ha 3awmiiaemMble CTaHLUUM MOXHO YCTaHOBUTL (U1
BNOCNeACTBUM YNPaBAATb UM) Kak vepes JIBC, Tak 1 uepes MHTepHeT.

CepBep LEHTpa/IM30BaHHOMN 3aLLUTDI

CepBep UeHTpaansoBaHHOM 3alwmThl (janee — Cepsep Dr.Web) yctaHaBanBaeTtcs Ha
OZHOM M3 KOMMbIOTEPOB aHTUBUPYCHOM CETU, MPW 3TOM YCTaHOBKA BO3MOXHa Ha J1t060M
KOMMbOTEPE, @ He TONbKO Ha KOMMbloTepe, BbiMOAHAOLWEM GyHKUnn cepaepa JIBC.
OcHOBHble TpeboBaHUs K 3TOMY KOMMbOTepy NprBeseHbl B PyKoOBOACTBe MO yCTaHOBKE,
n. CucteMHble TpeboBaHuUA.

KpoccnnatpopMeHHOCTb CEPBEPHOrO NPOrpaMMHOro obecneyeHuns No3BoseT
ncnonb3oBatb B kayectBe CepBepa Dr.Web komnbloTep nog ynpaBaeHveM CiesyroLmx
onepaLMoOHHbIX CUCTEM:

e OC Windows,
e OC cemenctBa UNIX (Linux, FreeBSD).

Cepsep Dr.Web xpaHuT AncTpnbyTBbI aHTUBMPYCHbIX NakeToB AN pa3anyHbix OC
3alMLLaeMbIX KOMMbHOTEPOB, OOHOBAEHWNS BUPYCHbIX 6a3 M aHTUBUPYCHbIX NaKeTOB,
NNLLEH3VOHHbIE KUY Y HAaCTPONKN aHTUBUPYCHbIX MaKeTOB 3alUMLaeMblX KOMMbOTEPOB.
Cepeep Dr.Web nonyuyaet 06HOB/NEHWA KOMMOHEHTOB @aHTUBUPYCHOM 3aLLMTbl U BUPYCHbIX
6a3 uepes nHTepHeT ¢ cepepoB BcemunpHon Cuctembl OBHOBNEHMA N OCYyLLECTBASET
pacrnpocTpaHeHne o6HOBEHMI Ha 3alLMLLaeMble CTaHLUN.

Bo3MOXHO co3saHne nepapxmyeckon cTpyktypbl Heckonbknx Cepsepos Dr.Web,
0bcny>XMBatOLLMX 3alLMLLaEeMble CTaHLMN aHTUBUPYCHOW CETH.

CepBep Dr.Web nogaep>xvBaeT GyHKLMIO pe3epBHOIO KOMUPOBAHMUA KPUTUYECKUX AaHHbIX
(6a3bl AaHHbIX, KOHOUTYPALMOHHbIX GainoB 1 Ap.).

Cepep Dr.Web BegeT eanHbIN >XXypHan cObbITUA aHTUBUPYCHOW CETU.

EanHan 6a3a gaHHbIX

EanHana 6a3a gaHHbIx noakntovaetca kK Cepsepy Dr.Web v xpaHuT ctatuctnyeckme gaHHble
Mo COBbITUAM aHTUBUPYCHOW CeTH, HacTponkmn camoro Cepeepa Dr.Web, napametpbl
3alMLL@EMbIX CTaHLMA U @HTUBUPYCHBIX KOMMOHEHTOB, YCTaHABANBAEMbIX Ha
3alMLLaeMble CTaHLUMK.

Bo3MOXHO ncnosnb3oBaHue cnegyrowmx TMnoB 6asbl JaHHbIX:

BcTrpoeHHas 6a3a gaHHbIX. [1pesocTaBaseTca 6a3a gaHHbix SQLite3, BcTpoeHHasn
HenocpeacTBeHHO B CepBep Dr.Web.

PyKkoBOACTBO aAMAHUCT paTopa
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BHelwHAA 6a3a AgaHHbIX. [1pes0oCTaBAAOTCA BCTPOEHHbIE ApaliBepa ANS NOAKNHOUEH WS
cnepyoLmMx 6a3 fJaHHbIX:

e MySQL,
e Oracle,
e PostgreSQL (Bkirouasa Postgres Pro),

e ODBC-apaviBep ans noakaroueHms apyrux 6a3 gaHHblx, Takmx kak Microsoft SQL
Server/Microsoft SQL Server Express.

Bbl MOXeTe ncnosb3oBath 06y 6a3y AaHHbIX, COOTBETCTBYHOLLYHO BalUWMM MOTPEBHOCTAM,
TakMM Kak: BO3MOXHOCTb 06CNYy>KMBaHMA aHTUBUPYCHOW CETUM COOTBETCTBYHOLLErO pa3mepa,
0cobeHHOCTN 06cnykmBaHus MO 6a3bl JaHHbIX, BO3MOXHOCTU aAMUHUCTPUPOBAH WS,
npeaocTaBaseMble caMoin 6a30M AaHHbIX, @ TakXKe NPUHATbIE K UCMOb30BaHWIO Ha BalleMm
npeanpuaTMN TpebOBaHUA 1N CTaHAAPTHI.

LleHTp ynpaB/ieHUA LLeHTPa/In30BaHHOW 3aLLNTOU

LleHTp ynpaBneHns LeHTpaaM30BaHHOM 3aLlmTon (sanee — LleHTp ynpaBaeHus
6e3onacHocTbio Dr.Web) yctaHaBanBaeTtcs aBTomatnueckn Bmecte ¢ Cepsepom Dr.Web un
npegoctaBaseT Beb-nHTepderc ana yaaneHHoro ynpaeaeHuns Cepsepom Dr.Web u
aHTUBMPYCHOM CeTbIo NyTeM peaakTmpoBaHua HacTpoek Cepeepa Dr.Web, a Taicke
HaCTpOeK 3alMLLiaeMblX KOMMbHOTEPOB, XxpaHawmxcs Ha Cepepe DrWeb n Ha
3alMLLIaeMbIX KOMMbIOTEPaX.

LieHTp ynpaBaeHnsa MoOXeT BbITb OTKPbIT Ha 1F06OM KOMMbIOTEPE, MMEIOLLEM CETEBOW
poctyn k Cepsepy Dr.Web. Bo3amo>xxHo ncnonb3oBaHue LieHTpa ynpaBaeHusa nog,
ynpaBaeHVeM npaktnyeckn atoboin onepaLMoOHHON CUCTEMbI, C MONHODYHKLNOHANbHbBIM
MCNoAb30BaHNEM B CaeayroLmx Beb-6paysepax:

e Windows Internet Explorer,
e Microsoft Edge,
e Mozilla Firefox,
e Google Chrome,
e AHpekc.bpaysep.
Cnncok BO3MOXHbIX BApMaHTOB MCMO/b30BaHMA NpuBeseH B PykoBoAcTBe Mo yCTaHOBKe,

n. CuctemHble TpeboBaHuUs.
LleHTp ynpaBieHna NnpefoCTaBAAET CAeAytoLme BO3SMOXHOCTHU:

e Y106CTBO yCTaHOBKM AHTMBMPYCA Ha 3alMLaemMble CTaHLUK, B TOM YACAE: YAaNeHHas
yCTaHOBKa Ha CTaHUMKN C NpeABapuTeNbHbIM 0630pOM CeTU ANs NouncKa
KOMMbHOTEPOB; CO3JaHNe AUCTPUOYTUBOB C YHUKAbHbIMU MAEHTUdMKATOPAMU U
napameTpamu nogkntouyeHuns K Cepepy LLeHTPaan30BaHHOM 3aWmTbl AN YNPOLLEH W
npouecca ycTaHOBKM AHTUBMpPYCa aAMUHNCTPATOPOM MAN BO3MOXKHOCTM YCTaHOBKM
AHTMBMPYCa NONb30BaTENSAMWN Ha CTAHLMAX CAMOCTOATENBHO.

e YnpolleHHOe ynpaBaeHne paboummm CTaHUMAMMU aHTUBMPYCHOM CETU 3a cyeT
MCNONb30BaHUA MexaHM3Ma rpynn (MoApobHy MHOPMaLUIo CM. B pa3aene [naBa

7: KomnnekcHoe ynpaeieHve paboynmm cTaHUMAMMN).

PyKkoBOACTBO aAMAHUCT paTopa
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e BO3MOXHOCTb LIeHTPaNM30BaHHOrO yrpaBAeHMs aHTUBUPYCHBbIMUW NMakeTaMu CTaHL WK,
B TOM UYMCNE: YAaNeHNe KaK OTAeNbHbIX KOMMOHEHTOB, Tak U AHTUBMpPYCa B LLeIOM Ha
ctaHumax nog OC Windows; HacTpoiika napamMeTpoB paboTbl KOMMNOHEHTOB
aHTUBMPYCHbIX MNaKeTOB; 3aJaHNe NpaB Ha HaCTPOWKY W ynpaBaeHe aHTUBUPYCHbIMU
nakeTamu 3amiiaeMbiX KOMMNbIHOTEPOB A/ NOJIb30BaTE/NEN AaHHbIX KOMMbIOTEPOB

(noapobHyto MHPopMaLMto cM. B pa3gene [naBa 8: YnpasneHune paboummu
CTaHUMAMN).

e LleHTpann3soBaHHOe yrnpaB/ieHNe aHTUBUPYCHOM NPOBEPKOM CTaHL I, B TOM YMCe:
YZAANEHHbIN 3aMyck aHTUBMPYCHOW MPOBEPKM KaK Mo 3aJaHHOMY pacnmcaHmio, Tak 1
No NPAMOMY 3anpocy agMuHUCTpaTopa m3 LleHTpa ynpaBaeHus; LeHTpaaM3oBaHHas
HacTpoWka NapaMeTpoOB aHTUBUPYCHON NPOBepPKH, NepesaBaemMblx Ha paboune
CTaHLMW ANA NOCAeAyHOLLEro 3anycka 1okaJibHOW MPOBEPKN C AaHHbIMY

napameTpamu (NogpobHy NHGOPMaLMIO CM. B paszene AHTMBUPYCHAsA NpoBepKa
paboumrx cTaHUNI).

e [TonyyeHme CTaTUCTUUECKON MHOOPMALMYM O COCTOSTHUN 3aLUMLLL@eMblX CTaHLUN,
BMPYCHOM CTaTUCTUKM, COCTOSHUWN YCTaHOBAEHHOTO aHTUBMpPYCcHoro MO, coctosHuK
3anyLeHHbIX aHTUBUPYCHbIX KOMMOHEHTOB, a TakKe Cnucka annapaTHo-
NporpamMMHOro obecrneyeHuns 3aWwmLLaeMon cTaHLmmK (MoAPOBHYH MHDOPMaLMIO CM.

B pa3gene [1poCMOTp CTaTUCTUKX N0 paboyeit CTaHLNW).

e [M6Kas cuctema agMUHUCTpUpoBaHus CepBepa LEeHTPaIM30BaHHOW 3aLUUThI U
aHTMBUPYCHOW CETU 3a CYET BO3MOXHOCTW pa3rpaHNyeHns npas A8 Pa3fNYHbIX
AAMWHUNCTPATOPOB, a Takxke BO3MOXHOCTb MOAKAHOUEHNA aAMUHUCTPATOPOB Yepes
BHELWHMe cucTeMbl aBTopu3aumm Takne kak Active Directory, LDAP, RADIUS, PAM

(moapobHyto MHbopMaLumto cM. B pa3gene [1aBa 6: AAMUHUCTPATOPbI aHTUBUPYCHON
cetn).

e YnpaBieHVe NNLEH3NPOBaHNEM aHTUBUPYCHOM 3aLUMTbl CTAaHLMIA C Pa3BETBIEHHOM
CUCTEMOW Ha3HauYeHWs NNLEH3NIA ANA CTaHLMIA, TPYNN CTaHLUMIA, a Takoke nepesayn
NNLEH3UIA MeXay Heckonbkumu CepBepamu LIeHTPaAN30BaHHOM 3aLUMTbl NPy
MHOrocepBepHOMN KOHGUrypaL M aHTUBUPYCHOM ceTn (MOAPOOHYH MHPOPMALIMIO CM.

B pa3gene MeHepxep nvLeH3NN).

e O6LWMpPHbIA Habop HacTpoek Ana 3ajaHns koHpurypaumnm Cepeepa Dr.Web n
OTAENbHbIX €r0 KOMMOHEHTOB, B TOM YMC/IE: 3aZ,aHNe pacnucaHunsa Ans 06Cny>XnBaHUS;
NOAKIFOYEHME NONb30BaTENbCKMX NPOLEeAyp; rTmMbKas HacTpolika CUCTEMBbI
O0BOHOBNEHWNA BCEX KOMMOHEHTOB aHTMBMpPYcHOW ceTn ¢ BCO 1 ganbHenwero
pacnpocTpaHeHns 06HOBEHM HA CTaHLMK; HACTPOMKA CUCTEM OMOBELLEHNS
aAMWHUKCTPaTOpa O COBbITUAX aHTUBUPYCHOW CETU C Pa3NNYHbIMK MeToZaMu
AOCTaBKM COOBLLEHMIA; HAaCTPOMKa MeXCepBEPHbIX CBA3EM AN KOHOUTypauum
MHOroCcepBepPHOWN aHTUBUPYCHOM ceTn (MOoAPOBHY MHDOPMaLUIO CM. B pasjene

[naBa 10: Hactpouka Cepepa Dr.Web).

Moapo6bHas MHPOPMaLMsA MO BO3MOXKHOCTAM YCTaHOBKM aHTUBMPYCHOW 3alluTbl Ha paboune
CTaHuuM NpuBeseHa B PyKoBoOACTBE NO yCTaHOBKe.

Yactbro LleHTpa ynpaBneHus 6e3onacHocTbio ABaseTcs Beb-cepBep, KOTOPbLIN
yCTaHaBaMBaeTca aBToMatnyeckn BMmecte ¢ Cepsepom Dr.Web. OcHoBHOM 3asauen Beb-

PyKkoBOACTBO aAMAHUCT paTopa
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CepBepPa ABNAETCA obecneyeHune pa6OTbI CO CTpaHMUaMKn LLEHTpa ynpaBnaeHna m
KINEHTCKMMW CceTeBbIMUN COEAMHEHNAMMN.

Mo6unbHbIV LEeHTP ynpaBaeHUsa LieHTpPa/In30BaHHOW 3aluTomn

B kauyecTBe OTAE/NbHOrO KOMMOHEHTa AN MOBUAbHbIX YCTPOMCTB NOZA ynpasaeHnem iOS u
Android npegocraBnseTtcs MobunbHbIN LeHTp ynpaBaeHns. OCHOBHble TpeboBaHUSA K
ycTponctBaMm Ans paboTsl C AaHHBIM NPUAOXeHVEeM NpuseseHbl B PykoBogcTee no

ycTaHoBKe, N. CucTeMHble TpeboBaHMS.

Mo6unbHbIV LLeHTp ynpaBaeHus coeamHsetcs ¢ Cepsepom Dr.Web no 3awmdppoBaHHOMY
NPOTOKO/Y U Npu paboTe NCNONb3yeT yYeTHble JaHHble aAMUHUCTPATOPa aHTUBUPYCHOM
cetn. MobuAbHbIW LLEeHTP ynpaBaeHUs Noaaep>KmBaeT 6a30BbIi Habop GyHkUMIM LleHTpa
yrnpaB/ieHA:

1.

YnpaBneHve aHTUBUPYCHbIMUW KOMMOHEHTaMU, YCTAHOBIEHHbIMM Ha CTaHLMAX
aHTVMBUPYCHOW CeTu:

® 3anyck 6bICTPOro UM MONHOrO CKAHUPOBAHWNA A/A BblOPaHHbIX CTAaHUMIW UK ANA
BCEX CTaHLMW BbIOpaHHbIX rpynm;

e HacTpovika peakumm CkaHepa Dr.Web Ha obHapyxeHne BpefOHOCHbIX 0O bEKTOB;

e NpocMoTp 1 ynpasneHve dainamu 13 KapaHtvHa Ha BbIOpaHHON CTaHLUMKU MAK Ha
BCEX CTaHLMAX BbIOpaHHOM rpynmbl.

OtobpakeHne CTaTUCTUKU O COCTOSIHUW aHTUBUPYCHOW CETU:

® KOJIMYECTBO CTaHLMN, 3apernctpupoBaHHbix Ha Cepeepe Dr.Web, n nx TekyLmm ctatyc
(B cetTu/He B ceTn);

e CTAaTUCTUKA 3apa>keHMI 3aLMLLAEMbIX CTaHLWN.

. yl'lpaBﬂeHI/Ie CTaHUMAMWU 1 TpynnaMu:

® MPOCMOTP HaCTPOEK;

NPOCMOTP M yrpaB/ieHe COCTaBOM KOMMOHEHTOB aHTUBMPYCHOTO MakeTa;

e yJaseHuve CTaHUUW 1 rpynn;

e OTMpaBka COOBLLEHNI MPON3BOIBHOrO COAepP>XaHWA Ha CTaHLUNK;

e nepesarpyska ctaHumin nog ynpasneHnem OC Windows;

e fobaBneHme CTaHLUMI U Fpynn B CMUCOK M3bpaHHOro Ans 6biCTporo fAocTyna.

MpocMOoTp 1 ynpaBieHme COOBLWEHNAMM O BaXKHbIX COObITUAX B @aHTUBUPYCHOWN CeTn
NoCpeACTBOM MHTePaKTUBHbIX Push-yBegomneHn:

e oTObOpaxkeHWe Bcex yBegomMaeHun Ha Cepsepe Dr.Web;

3ajjlaHune peakuu Ha cobbITUA yBEJOMAEHUN;

NMOWCK yBeZJIOMIEHWI MO 3aZlaHHbIM NapameTpam GuabTPa;

yAaneHue yseJOMAEHWNI;

® NCKNHOUEHMe NoTepy YBeAOMIEHWI B pe3yibTaTe aBTOMATUYECKOTO yAaNeHUs.

. YNpaBneHvne HOBbIMU CTaHLMAMM, OXMAaoWMMKN nogrodeHusa k Cepepy Dr.Web:

PyKkoBOACTBO aAMAHUCT paTopa
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e noAareBep>XaeHne A0CTyrna;
® OTK/IOHEHUNE CTaHLI,I/IIZ.

6. YnpaBieHue CTaHUUAMM, Ha KOTOPbIX 0OHOBAEHMEe aHTUBMpPYcHOoro MO 3aBepLumaoch ¢
owmnbkamm:

e oTObpaxkeHne cOOMHbIX CTaHLUNI;

e OOHOBNEHME KOMMOHEHTOB Ha COOMHbIX CTAHLUSX.
7. YnpasneHue peno3utopuem Cepsepa Dr.Web:

® MPOCMOTP COCTOAHNA MPOAYKTOB B Peno3nTopuy;

e 3anyck o6HOBAEHUS peno3nTopums U3 BcemmpHou cuctembl o6HoBAeHUI Dr.Web.
8. MNowck cTaHLMI 1 Tpynn B aHTUBUPYCHOW CETU MO MMeHW, agpecy nau ID.

CkauaTtb Dr.Web Mobile Control Center Bbl MO>XeTe 13 LleHTpa ynpaBieHus nam HanpamMyro
B MarasunHax npunoxenuin App Store n Google Play.

3awmTa CTaHUNU ceTn

Ha 3awuiaembix KOMMNblOTEPax U MOBUIBbHbBIX YCTPONCTBAX CETU OCYLLECTBAAETCA
yCTaHOBKa ynpasastowero moayns (AreHta Dr\Web) v aHTMBUpYycHOro naketa ans
COOTBETCTBYHOLLEW OMepaLMOHHON CUCTEMBI.

KpoccnaatpopmeHHOCTb NporpaMMHOro obecneyeHms No3BoOAsSET OCYLLECTBAATb
aHTUBMPYCHYH 3aLUMTY KOMMbHOTEPOB U MOBU/IbHBIX YCTPONCTB NOJ yNpaBAeHUEM
CNesyroLLMX ONepaLMOHHbIX CUCTEM:

e OC Windows,

e OC cemenctea UNIX,
e macOs,

e OC Android.

B kauecTBe 3apLL@aeMbIX CTaHLMA MOTYT BbICTyMNaTb Kak NOJb30BaTeNbCKME KOMMbIOTEPSI,
Tak 1 cepBepsbl JIBC. MNopaepxunBaetcs aHTMBUPYCHas 3aLlMTa NOYTOBOM cuctembl Microsoft
Outlook.

Ynpasnstowmii Moaynb PeryasipHo o6HOBASET aHTUBUPYCHbIE KOMMOHEHTbI U BUPYCHblE
6a3bl, ckaunasa nx ¢ Cepsepa Dr.Web, a Taioke otnpasnset Ha Cepsep Dr.Web
MHOOPMaLMIO O BUPYCHbIX COOBITUAX Ha 3aLUMLLIaEMOM KOMIMbIOTEpE.

B cnyuae HegoctynHoct CepBepa Dr.Web Bo3MOXHO 06HOBNEHME BUPYCHbIX 6a3
3alMLLaeMbIX CTaHLMA HEMOCPEACTBEHHO Yepe3 MHTepHeT 13 BcemunpHon Cuctembl
ObHoBneHMA.

B 3aBMCMMOCTM OT ONepaunoHHOW CUCTEMbI CTaHLMIN NPEfOCTaBAATCS COOTBETCTBYOLME
bYHKUMM 3aLLMTbl, NPUBELEHHbIE Janee.

PyKkoBOACTBO aAMAHUCT paTopa
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Cranuyumu nog OC Windows

AHmusupycHasa nposepka

CkaHMpoOBaHWe KOMMbLOTEPa MO 3aMpocy NOAb30BaTENS, @ TakKe COrNacHO
pacnucaHuto. Taikoke Nojaep>KMBaeTCs BO3MOXHOCTb 3amnycka yAasleHHOW
aHTUBUPYCHOW NPOBEPKM CTaHLMA 13 LleHTpa ynpaBaeHus, B TOM YMCIe Ha Haanumne
PYTKNTOB.

@atinossili MOHUMOP

MocTosiHHas npoBepka GalriIoBOM CUCTEMbI B PEXMME peanbHOro BpemeHu. Nposepka
BCEX 3aMyCKaeMbliX NMPOLLECCOB, a TakXke co34aBaeMbliX GanioB Ha XECTKUX ANCKaX U
OTKpbIBaeMbIx GaitIoB Ha CMEHHbIX HOCUTENSAX.

lMoumossiti MOHUMOp

MpoBepka BCel BXOAALLEN N NCXOAALLEN MOYTbl MPU MCMOb30BaHUN NMOYTOBbIX
KJVEHTOB.

Takxke BO3MOXHO UCNONb30BaHWe cnam-euabTpa (Mpun ycaoBUK, YTo NNLLEH3UA
NO3BOAET NCMONb30BaHMe Takou GyHKLMN).

Beb-moHUMOp

MpoBepka Bcex obpalleHuit k Beb-caritam no npotokony HTTP. Hentpannsaums yrpo3
B HTTP-Tpaduke (Hanpumep, B oTNpaBAseMblX AN NoayyYaeMblx Gainnax), a Takke
OorpaHuyeHne JocTyna K NoA03pUTEIbHbIM UAN HEKOPPEKTHBIM pecypcam.

OdgpucHsIli KOHMPOIb

YnpasneHve AOCTYNOM K IOKaNbHbIM W CETEBbIM pecypcam, B YaCTHOCTW, KOHTPOb
Aoctyna K Beb-cantam. NNo3BonseT KOHTPOANPOBATb LIEJIOCTHOCTb BaXHbIX GanNoB OT
CNYYaHOTO U3MEHEHMA NN 3apaXKeHMa BUPYCaMU 1 3anpeLtaeT cay>almm AoCTyn K
HexXenaTenbHoOWn NHPopmaLumn.

bpaHomay3p

3aLmTa KOMMNbIOTEPOB OT HECAHKLIMOHUPOBAHHOTO JOCTyMNa U3BHE U NpejoTBpaLLeHne
YTEUKM BaXKHbIX AaHHbIX B UHTEpPHET. KOHTPOIb MOAKNOUYEHWNA U Nepeaaun AaHHbIX MO
NHTEPHETY N 610KMpPOBKa NOAO3PUTENBHBIX COEAMHEHWI Ha YPOBHE MakeToB U
NPUNOXEHNNA.

KaparmuH
N3onaumnsa BpeAOHOCHbBIX M NOAO3PUTENbHBIX OOBEKTOB B CreLMasbHOM KaTasore.
Camosawjuma

3awmTa dannoB 1 katanoros Dr.Web Enterprise Security Suite ot
HEeCaHKLMOHWPOBAHHOTO UAN HEBOIBHOTO YAANeHUs AN MOAUPUKaLUN
nonb3oBaTeneM, a Takxe BpegoHocHbIM MO. Mpu BKAKOYEHHON caMo3allymTe AOCTyn K

PyKkoBOACTBO aAMAHUCT paTopa
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davinam u katanoram Dr.Web Enterprise Security Suite pa3spelueH TonbKO Ans
npoueccos Dr.Web.

HpeeeHmueHaﬂ 3awuma

MpeaoTBpalleHne NoTeHUManbHbIX yrpo3 6esonacHocTv. KOHTpoab focTyna K
KPUTUYECKMM 0bBbeKTaM OMnepaLMOHHON CUCTEMbI, KOHTPOb 3a 3arpy3kol ApanBepos.,
aBTOMATMUYECKMM 3aMyCcKOM NpPorpaMm 1 paboToin CUCTEMHBbIX CyX6, a Takke
OTC/IEXMBaHME 3anyLLEeHHbIX MPOLLECCOB 1 UX BNOKMPOBKA B Clyuae 06Hapy>KeHUS
BUPYCHOW aKTUBHOCTM.

KoHmpoae npunoxeruti

OcyLuecTBigeT MOHUTOPUHT aKTMBHOCTM BCEX MPOLLECCOB Ha CTaHumaAx. [o3BonseT
aAMUHUCTPATOPY aHTUBUPYCHOM CETU PeryimpoBaTh, Kakue NpuaoXeHna paspeLlaTb, a
Kakme — 3anpeLuaTtb 3anyckaTb Ha 3allMLLIaeMblX CTaHLMAX.

CraHuum nog OC cemeiictea UNIX

AHmMusuUpycHas nposepka

CkaHupytoLee A4p0. BbinoaHAET aHTUBUPYCHYHO NPOBEPKY AaHHbIX (COAEPXUMOTro
dalninoB, 3arpy304HbIX 3anmMcer ANCKOBbIX YCTPOMCTB, MHbIX AaHHbIX, MOJYYEHHbIX OT
Aapyrux komnoHeHToB Dr\Web ans UNIX). OpraHu3yeT ouepesb NnpoBepku. BeimoaHsert
NeyeHune Tex yrpos, AN KOTOpbIX JaHHOEe AeNCTBUE MPUMEHUMO.

AHmUBUpyCHGﬂ npoeepka, ynpasjieHue kapaHmuHom

KoMnoHeHT npoBepkn 06bEKTOB $aiioBOM CUCTEMbI U MEHEAXKEP KapaHTUHa.
MpuHUMaeT oT gpyrux komnoHeHToB Dr.Web ana UNIX 3agaHus Ha npoBepky ¢paiinos.
O6xo0anT KaTanorn GarNoBOM CUCTEMbI COTNACHO 3aaHuio, NepesaeTt Garbl Ha
NpPOBePKy CKaHUpytowemMy aapy. BoinoaHseT yaaneHne nHOMUNPOBaHHbIX Gainnos,
nepemMeLleHne UX B KAPaHTUH 1 BOCCTAaHOB/IEHME N3 KapaHTMHa, ynpaBaseT kataioramu
KapaHTMHa. OpraHun3yeT 1 COAEePXNUT B aKTyaJlbHOM COCTOSIHUW KeLl, XPaH LM
nHdOopMaLMIo O paHee NPOBEPEHHbIX dalrinax 1 peectp obHapy>XeHHbIX Yrpos.

Ncnonb3yetcs BceMn KOMMNOHEHTaMu, MPOBEPSAOLWLMMUN 06 beKTbl GaliIOBON CUCTEMBI,
Takumu kak SplDer Guard (gnsa Linux, SMB, NSS).
lposepka seb-mpaghuka

ICAP-cepBep, BbIMOJHAOLWMIA aHann3 3anpocoB 1 Tpadrka, MPOXOAsALLErO Yepes
npokcu-cepsepbl HTTP. MNpeaoTtBpaluaeT nepegady MHOULMPOBaHHbIX GafoB 1 AOCTYN
K y371aM CeTu, BHECEHHbIM Kak B HeXeslaTe/ibHble KaTeropum Beb-pecypcos, Tak 1 B
YyepHble CNUCkK, opMunpyemble CUCTEMHbBIM agMUHNCTPATOPOM.

@atinoseiti MoHUMop o5 cucmem GNU/Linux

MoHuTop pannosBom cmctemsl Linux. Pabotaet B YOHOBOM pexume 1 oTcaexunsaeT
onepaumu ¢ parnnamu (Takme Kak cosgaHune, OTKpbITME, 3aKpbITUe 1 3anyck daina) B
dannoBbix cuctemax GNU/Linux. [Mocbinaet KOMNoHeHTY npoBepkn ¢hanioB 3anpochkl Ha

PyKkoBOACTBO aAMAHUCT paTopa
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NpoBepKy COAEPKUMOTO HOBBIX M U3MEHUBLUNXCA GalnoB, a Takke UCMONHAEMbIX
dalinoB B MOMEHT 3amnycka nporpamm.

@atinossili MOHUMOP 0115 kKamasno2oe Samba

MoHWTOp pa3gensieMbix katanoros Samba. PaboTaeT B POHOBOM pexmme u
oTCcaexunBaeT onepaunm GanaoBon cucteMbl (Takme Kak co3gaHue, OTKPbITUE U
3aKpbiTve daina, a TakKe onepaunm YTEHUA U 3aNnCK) B KaTasorax, OTBEAEHHbIX ANS
darinoBbIx xpaHuaunw, SMB-cepeepa Samba. OTnpaBiseT KOMMOHEHTY NPOBEPKMU
darinoB cosep>XMMoe HOBbIX N M3MEHUBLUMXCA GaliioB Ha MPOBEPKY.

@atinoseiti MoHUmMop NSS

MoHunTop TomoB NSS (Novell Storage Services). PaboTtaet B doHOBOM pexume n
oTCnexmBaeT onepaumm GarnoBoOn cMCTeMbl (Takme Kak co3AaHune, OTKpbITME U
3aKkpbiTVe dalina, a Takke onepaumm 3anucu) Ha Tomax NSS, CMOHTUPOBaHHbIX B
yKasaHHy Touky dpannoBon cncteMbl. OTNpaBaseT COAePXKMMOE HOBbIX U
M3MEHMBLUMXCA $ainoB Ha MPOBEPKY KOMMOHEHTY NpoBepkun Gannos.

lposepka cemegbix coeduHeHUU

KomnoHeHT npoBepku ceteBoro Tpadumka n URL. MNpesHaszHaueH ana NnpoBepKn AaHHbIX,
3arpy>kaembiX Ha J10KaJbHbIM Y3en U3 CeTV 1 NepesaBaemMbliX C HErO BO BHELLHIO CEeTb,
Ha Haanuve yrpos 1 NpeaoTBpaLLEeHNs COeANHEHNA C y31aMU CETU, BHECEHHBIMU Kak B
HeXenaTeNbHble KaTeropnun Beb-pecypcoB., Tak U B YepHble cnucku, GopmumpyemMble
CUCTEMHbBIM aAMUHUCTPATOPOM.

lMoumossili MOHUMOP

KomMnoHeHT npoBepkM NOYTOBbIX COOOLLEHNA. AHaNN3MpPyeT COODLLEHNA MOYTOBBIX
NPOTOKON0B, pa3bunpaeTt coobLeHNA SNEKTPOHHOW NOYTbI U MOArOTaBAMBAET UX K
npoBepke Ha Hannume yrpo3. Moxet paboTaTb B ABYX pexXmmMax:

1. ®unbTp ana noutoBbIX cepBepoB (Sendmail, Postfix n 1. n.), nogkntoyaemblii yepes
nHtepoenc Milter, Spamd nam Rspamd.

2. Mpo3payHblii NpokcK NouToBbIX NpoTokonos (SMTP, POP3, IMAP). B 3ToM pexume
ncnonbsyert SplDer Gate.

CraHuumu nog macOS

AHMusuUpycHas nposepka

CkaHMpoOBaHWe KOMMbOTEPa MO 3aMpocy NOAb30BaTENS, @ TakKe COrNacHO
pacnuncaHuto. Takxke Noaaep>KMBaeTcsl BO3MOXHOCTb 3anycka yAasieHHOM
aHTUBMPYCHOM NPOBEPKM CTaHUMIN 13 LieHTpa ynpaBneHus.

®adinossiti MOHUMOP

MNMocTossHHasA NpoBepka GaiNoBOM CUCTEMbI B pexXunMe peanbHoOro Bpemenn. NMpoeepka
BCEX 3aMnycKaeMbIX MPOLLECCOB, a Takke co3aBaeMblx GaIoB Ha XXECTKUX ANCKAX U
OTKpbIBaeMbIX GaliloB Ha CMEHHbIX HOCUTENSX.

PyKkoBOACTBO aAMAHUCT paTopa
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Beb-moHUMop

MpoBepka Bcex obpalleHuit k Beb-caritam no npotokony HTTP. Hentpannsaumsa yrpo3
B HTTP-Tpadmke (Hanpumep, B oTNpaBaseMblX AN NoayyYaeMblx Gannax), a Takke
610KMpPOBKa AOCTyNa K NOA03PUTENBHBIM UAN HEKOPPEKTHBIM pecypcam.

KapaHmuH

|/|3OJ'IFILI,I/IF| BPEAOHOCHbBIX N MOA403PUTE/IbHbIX 061beKTOB B cneynaibHOM KaTanore.

Mo6unbHbie ycTpoiicrBa nog OC Android

AHMuUBUpYcHasi nposepka

CkaHMpoBaHMe MOBMABHOIO YCTPOKCTBA MO 3anNpocCy NOAb30BaTeNs, @ TakKe COrNacHo
pacnvcaHuto. Taikoke NoaaepXXmMBaeTCs BO3MOXHOCTb 3amnycka yAajeHHOM
aHTMBMPYCHOW NPOBEPKM CTaHLMI U3 LleHTpa ynpaBaeHus.

@atinossili MOHUMOP

MocToAHHasA npoBepka GanioBOWN CUCTEMbI B PEXMME peanbHOro BpeMeHM!.
CkaHmpoBaHue Bcex GpaioB NPM NOMbITKE UX COXPAHEHUA B NaMATM MOBUAbHOTO
yCTpOncTBa.

®@unemp 380Hko8 u SMS

dunbtpayma SMS-coobLeHnin 1 TenedoHHbIX 3BOHKOB MO3BOASET 610KMPOBaATh
HeXenaTeNbHble COOOLLEHNA U 3BOHKW, HAaNpUMep, peklaMHble PacChbl/kK, a Takxke
3BOHKM 1 COOBLLEHNSA C HEM3BECTHBIX HOMEPOB.

AHmusop

O6Hapy>xeHne MeCTOMONOXEHMA UK onepaTnBHan 610kMpoBKka GYHKLNN MOBUABHOTO
yCTPOMCTBaA B C/ly4ae ero yrepu uam Kpaxu.

OzpaHuyeHue docmyna K uHmepHem-pecypcam

URL-dunbTp no3BoaseT orpagnTb Noab3oBatens MObMAbLHOIO YCTPONCTBA OT
HeXenaTeNbHbIX NHTEPHET-PeCcypCoB.

bpa+Homay3p

3awmTa MObUABHOrO YCTPOMCTBA OT HECAaHKLMOHMPOBAHHOIO AOCTYMa N3BHE U
npefoTBPaLLeHMe yTeUKN BaXHbIX AaHHbIX NO ceTh. KOHTPOAb MOAKAHOYEHMA U
nepeauyv AaHHbIX MO MHTEPHeTy 1 610KMPOBKa MOAO3PUTENbHBIX COEANHEHNI Ha
YPOBHE NMakeToB W MPUAOXKEHUN.

lMomouwb 8 peweHuu npo6/7eM 6ezonacHocmu

,£I,|/|arHocw||<a N aHann3 6e3onacHOCT MOBUNbLHOTO yCTpOIZCTBa nycTtpaHeHne
BbiABJI€HHbIX npo6ne|v| n yFI3BI/IMOCT€I7I.

PyKkoBOACTBO aAMAHUCT paTopa
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KoHmposs 3anycka npunoxeHuti

3anpet 3anycka Ha MOBMNLHOM YCTPOMCTBE TeX NPUNOXEHWUN, KOTOPbIE HE BK/IHOUEHbI B
CMMNCOK pa3peLleHHbIX aAMUHNCTPATOPOM.

O6ecneueHue CBA3U MeXAY KOMMOHEHTaMM aHTUBUPYCHON ceTH

Ans obecneyeHnsa ctabunbHOM 1 6e€30MacHON CBA3N MeXAy KOMMOHEHTaMW aHTUBUPYCHOW
CeTV NPesoCTaBAAIOTCA CAeAytoLLMe BO3SMOXHOCTH:

Mpokcu-cepBep Dr.Web

Mpokcm-cepBep MOXET OMNLMOHaNbHO BKIKOUYATHCA B COCTaB aHTUBMPYCHOM CETU.
OcHoBHas 3agayva Mpokcn-cepeepa — obecneuyeHune cs3m Cepepa DrWeb n
3alWMLLIaeMbIX CTaHLMA B Clyvae HEBO3MOXXHOCTM OpraHu3aumnm npaMoro Aoctyna.

Mpokcn-cepBep NO3BOIAET NCMNO/b30BaTh KOO KOMMbIOTEP, BXOAALLMI B COCTaB
aHTUBUPYCHOW CETW, B CIEAYHOWMNX Lensx:

e B KauecTBe LieHTpa peTpaHCaAAaLMN OOHOBAEHNI AN CHUXKEHWA CETEBOW Harpysku Ha
Cepsep Dr.Web n coegnHenmne mexay Cepsepom Dr.Web n MNMpokcn-cepepowm, a
TalkoKe ANS COKpaLLeHVa BpeMeHM NoayvyeHns obHOBAEHMI 3alumLaeMbiMm
CTaHUMAMM 3@ CYET NCMONb30BaHNA GYHKLNN KELUMPOBAHUA.

e B kayecTBe LleHTpa NepecbiIkKN BUPYCHbIX COObITUI OT 3aLUMLAEMbIX CTAHLMIA Ha
CepBep Dr.Web, uto Takke CHMXaET CETEBYIO Harpy3sky 1 No3BosaseT obecneunTb
paboTy, HanpuMep, B CIyyasx, Koraa rpynna CTaHLUMin HaxoanTCsa B CETEBOM CerMeHTe,
M30AMPOBAHHOM OT CErMeHTa, B KOTopoM pacnonoxeH Cepsep Dr.Web.

Oxarue Tpadpumka

ﬂpeAOCTaBﬂFII-OTCFI cneuranbHble anroOPUTMbl CKaTUA NpK nepefadve JaHHbIX MeXay
KOMMNOHEHTaMW aHTI/IBI/lpyCHOl‘/JI cetu, uto obecrneuymBaeT MUHUMabHbIA CETEBOW

Tpadpuk.
WndposaHue Tpadpuka
MNpepocTaBisaeTca BO3MOXHOCTb WMPPOBaHMA NpK nepesaye JaHHbIX MeXay

KOMMOHEHTaMM aHTUBUPYCHOWN ceTh, YTo obecrneunBaeT JOMONHUTENbHbBIA YPOBEHb
3aLUMThI.

AO"OJ’I HNTeJZibHbié BOSMOXHOCTM
NAP Validator

NAP Validator noctaBnsercsa B BUAe AOMNONHUTENBHOIO KOMMOHEHTa 1 No3BOsET
ncnonb3oBatb TexHonoruto Microsoft Network Access Protection (NAP) ans npoBepku
pabotocrnocobHoctn MO 3awmiaemMbix cTaHumi. Nonyyaemas 6e30nacHOCTb
AOCTUTAETCA 3a CYET BbIMOJAHEHMA TpeboBaHUI, NpeabABASEMbIX K paboToCnocobHOCTH
CTaHUMN ceTu.

PyKkoBOACTBO aAMAHUCT paTopa
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3arpy3umk penosutopus

3arpy3umnk penosutopus Dr.Web nocraBnsetcs B BuAe AOMONHUTENBHOW YTUAUTBI U
No3BOJIAET OCYLLEeCTBAATb 3arpy3ky npoayktos Dr.Web Enterprise Security Suite n3
BcemunpHon Cuctembl O6HOBNEHMIA. 3arpy3unK Peno3nTopms MOXeT UCMOb30BaTbCA
AnAa 3arpy3ku obHoBieHu npoaykTtoB Dr.Web Enterprise Security Suite n ans
pa3mMelleHns obHoBneHu Ha CepBepe Dr.Web, He NoaKk/It0UEHHOM K MHTEPHETY.

CkaHupyrowun cepsep Dr.Web

CkaHupyrowmin cepeep Dr.Web nocraensetcs B Buge otae/IbHOro KOMMOHEHTA,
npeaHa3HayeHHoOro ans paboTbl B BUPTYanbHbIX OKpy>KeHuax. CkaHUpYOLWniA cepBep
yCTaHaBAMBaeTCA Ha OTAE/NIbHOW BMPTyaslbHOW MallnHe 1 06Cny>KMBaeT 3anpochl Ha
aHTUBUPYCHOE CKaHWPOBaHWe, MOCTyNatoLLMe OT APYrUX BUPTYaabHbIX MaLUUH.

2.2. KomnaekT noctaBKu

AvcrpubyTtus Dr.Web Enterprise Security Suite noctaBnserca B 3aBucmmoctu ot
onepauvoHHON cucTeMbl BbibpaHHoro CepBepa Dr.Web:
1. Ona OC cemenictea UNIX:
e drweb-13.00.0-<cbopka>-esuite-server-<gepcus OC>.tar.gz.run
AnctpnbyTtne Cepepa Dr.Web.
e drweb-reploader-<0C>-<pa3psadHocme >
KoHconbHas Bepcus 3arpysuvka penosutopus DrWeb.
2. Ona OC Windows:
e drweb-esuite-server-13.00.0-<cbopka>-<gepcusa_ OC>.exe
AwnctpnbyTtne Cepeepa Dr.Web.
e drweb-13.00.0-<cbopka>-esuite-agent-full-windows.exe
MonHbI nHctannatop AreHta DrWeb.
e drweb-reploader-windows—-<paspaOHOCMb > .exe
KoHconbHasa Bepcua 3arpysunka penosutopusa Dr.Web.
e drweb-reploader-gui-windows-<pa3paoHocme > .exe

padurueckas Bepcma 3arpysunka penosmtopua Dr.Web.

B coctaB guctrpubyrtusa Cepsepa Dr.Web BxoaaT cneayrouine KOMNOHEHTbI:

MO Cepsepa Dr.Web ans cootBeTcTBYHOLLEN ONEPALMOHHOM CUCTEMBI;

faHHble 6e3onacHocTn Cepeepa Dr.Web;

MO UeHTpa ynpaBneHuns 6esonacHocTbio Dr.Web;

MO AreHta Dr.Web v aHTMBMpYyCHbI NakeT ana ctaHumi nog OC Windows;

e Mogaynb obHoBneHua AreHTa DrWeb ana Windows;

PyKkoBOACTBO aAMAHUCT paTopa
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e AHTucnam Dr.Web gns Windows;

e BUPYCHble 6a3bl, 6a3bl BCTPOEHHbIX GUALTPOB aHTUBUPYCHbIX KOMAOHEHTOB U AHTUCNaMa
Dr.Web ana Windows;

e JOKyMeHTauus;

e HOBOCTM KOMMNaHuu «Jloktop Beb».

KpOMe caMoro AVICTpVI6yTI/IBa MOCTaBJIAKOTCA TakKXKe cep|/||7|Hb|e HOMepa, nodjie perncrpaumnm
KOTOPbIX Bbl MNOAy4YnNTE ¢aﬁﬂbl C INUEH3NOHHbIMW KNKOYaMn.

Mocne ycraHoBku CepBepa Dr.Web BbI Taioke cMoXKeTe 3arpy3vTb B Peno3uTopuii ¢
cepBepoB BCO cneayrowme KopnopatmsHbie npoaykrbl Dr.Web:

e [1poayKTbl ANA yCTaHOBKM Ha 3awwmwaemble ctaHumm nog OC UNIX (Bkarouas cepsepsbl JIBC),
Android, macQS;
CkaHupytowmi cepsep Dr.Web;

DrWeb gna IBM Lotus Domino;

Dr.Web ansa Microsoft Exchange Server;

Mpokcun-cepeep Dr.Web;

e [MonHbIV MHcTannaTop AreHta Dr.Web ana Windows;

AreHT Dr.Web ans Active Directory;

e YTnanta ana moandukaumm cxemol Active Directory;

e YTanta ana nameHeHusa atpnbytos y o6bekToB Active Directory;
e NAP Validator.

| MNMoapobHas nHbopmaums o pabote c penosutopuem Cepsepa Dr.Web npuseseHa B
: PykoBoacTBe agMUHUCTPATOPpa, B pa3jene Ynpaeserve penosuroprem Cepeepa Dr.Web.

PyKkoBOACTBO aAMAHUCT paTopa

24



A7

-
¢

g
),
A

naBa 3: JiuueHsmpoBaHue

Fnaea 3: J/iuyeHsnpoBaHue

Ansa pabotbl aHTMBMPYCHOTO peweHna Dr.Web Enterprise Security Suite TpebyeTtca anueH3ns.

CocTaB 1 CTOMMOCTb ANLIEH3MM Ha ucnonb3oBaHne Dr.Web Enterprise Security Suite 3aBucat
OT KO/IMYeCTBa 3alUMLLaeMbIX CTaHLMIA, BKIOYas cepBepbl, BXoasaLwme B coctaB cet Dr.Web
Enterprise Security Suite kak 3awmiiaemMble CTaHLMN.

| 31y nHGOpMaumo HeobxoaMMO 0bs13aTeNlbHO COObLWaTh NPOAABLY JMLEH3UN MPU MOKYMKe
peweHuns Dr.Web Enterprise Security Suite. Konnuectso ncnonb3syemoix Cepsepos Dr.Web
He BAUAET Ha yBesMYeHre CTOMMOCTU JULIEH3UN.

JInueH3noHHbIN KatoueBon ¢ann

MNpaBa Ha ncnosnb3oBaHne Dr.Web Enterprise Security Suite peryavpyrotcs npn nomoLm
NNLLEH3VNOHHbIX KNHOUeBbIX GaniNoB.

| dopmaT ANLEH3MOHHOTO KIHUYEBOro daina 3aluieH oT peaakTMpoBaHWs Npu NOMOLLM

A MexaHW3Ma SNeKTPOHHOW noanuck. PegaktpoBaHue daiina genaeT ero HeAenCcTBUTEbHbBIM.
Y106kl M36€eXaTh CyYalHOM NMOPUM NIMLEH3MOHHOTO KIOYEeBOrO dalina, He cieayet
MoANDULMPOBaTL U/WAN COXPaHATb €ro Nnocae NPOCMOTpa B TEKCTOBOM pefakTope.

JIvueH3MOoHHbIe KNtoUeBble Galiibl MOCTaBAAOTCA B BUAE Zip-apXunBa, COAEPKaLLEero OAnH Uau
HEeCKOJ/IbKO KAtoUeBbIX GaiNoB A/ 3alumLLaeMblX CTaHL M.

Monb3oBaTeNb MOXKET NMOJIYUUTb JINLLEH3NOHHbIE K/1loueBble ¢paiisibl OgHUM U3
cnepyroumnx cnocobos:

e JINLLEH3NOHHbIN KNtoueBOM dain BXOAUT B KOMMNAEKT aHTMBUpYyca Dr.Web Enterprise Security
Suite Nnpu Nokynke, ecan oH 6bla BKAKOYEH B COCTAB AMCTPUOYTMBa NpoAyKTa Npu ero
komnaektaumn. OgHako, kak NpaBuIo, MOCTABAAOTCA TONbKO CepUiiHble HOMepa.

¢ JINLLEH3NOHHbIN KNtoueBOM Gal BbiCblIAeTCA MONb30BaTENAM MO 3NEKTPOHHOWN NouTe
nocsne perncrpaumm cepumHoro Homepa Ha Beb-cante komnaHun «loktop Beb» no agpecy
https://products.drweb.com/register/v4/, ecnn nHOW afpec He yka3aH B PerncTpaLoOHHOM
KapTouke, MpuaaraemMomn K NpoAyKTy. 3aMTe Ha yKa3aHHbIM CaiT, 3anosHuTe Gopmy co
CBeAEHMAMMW O NoKynaTtene v BBeAUTE B yKazaHHOE MoJie PermcTpaLMOHHbIN CEPUNHBIN
HOMep (HaxoAMTCA Ha PerucTpaLMoHHON KapTouke). ApXuB C kntoueBbiMUK darinamm byaet
BbIC/IaH MO yKa3aHHOMY BaMW aApecy 3/IeKTPOHHOM MouThl. Bbl Takke cMoXeTe 3arpy3uTb
KntoyeBble dalinbl HEMOCPEACTBEHHO C YKa3aHHOro canTa.

e JINLLEH3NOHHbIN KNtOUeBOM Gala MOXKET NOCTAaBAATLCA HAa OTAENbHOM HOCUTENe.

PekomMeHAyeTCs COXPaHATb NMNLLEH3MOHHbIN KIHOUYeBOW Galin O UCTeUeHUs CPOKa ero
AEeVCTBUS N UCMOb30BaTh €r0 NPU NepeycTaHOBKe UM BOCCTAaHOBAEHUN KOMMOHEHTOB
nporpammsl. B cayyae ytpatbl IMLLEH3MOHHOIO KNtOUYeBOro daina Bbl MOXeTe NOBTOPUTL

PyKkoBOACTBO aAMAHUCT paTopa
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npoLeaypy pernctpaunm Ha ykasaHHOM cainTe U CHOBa NMOAYUUTb JNLEH3NOHHbIA KNHOYEBOM
danin. Mpn 3ToM HEOHXOANMO yKa3blBaTb TOT e PErncTPaLMOHHbIA CEPUMHBIA HOMEpP U Te
Xe CBefeHNs 0 nokynaTesie, YtTo U NpU NEPBO PErncTpaLmm; MOXeT NU3MEHUTLCA TO/IbKO
ajpec 31eKTPOHHOW MoYTbl. B 3TOM ciyyae MLEH3MOHHBIN kK1toueBon daiin byaeTt BbiCaaH Mo
HOBOMY ajpecy.

Ana o3HaKOMAeHUA ¢ AHTUBMPYCOM MOXHO UCMOb30BaTh AEMOHCTPaLMOHHbIE KIOYEBbIE
daninbl. Takune katoueBble Ganibl obecneumBatoT NOAHYH PYHKLMOHAAbHOCTb OCHOBHbIX
aHTUBMPYCHbIX KOMMOHEHTOB, HO UMEIOT OFrPaHUYEHHbIN CPOK AeUCTBUA. 1A TOro ytobsl
NONyYNTb AE€MOHCTPALIMOHHbIE KNtoueBble dalibl, CiesyeT 3anoNHUTL Gopmy,

pacrnosioXXeHHYyto Ha cTpaHuue https://download.drweb.com/demoreq/biz/. Baw 3anpoc 6yaet

pPacCMOTPEH B MHAMBMAYaNbHOM NoOpsAKe. B cnyyae NoNoXUTENBHOTO peLleHns apxmB C
JMUEH3MOHHbBIMW KNtoUueBbIMU daiamu byaeT BbiCAaH MO ykazaHHOMY BaMu ajpecy
3/1eKTPOHHOM MOYTbI.

| Vcnosb3oBaHWe ANLEH3MOHHbIX KNHOYEBLIX GaliioB B MpoLEecce YCTaHOBKM NPOrpamMMbl
& onucbiBaeTcs B PykoBogcTBe no ycraHoBKe, M. YcraHoBka Cepsepa Dr.Web.

Mcnonb3oBaHWe NNLIEH3MOHHBIX KAFOUEBbIX GainoB ANs y>ke pa3BepHYTON aHTUBUPYCHOMN
ceTv onucbiBaeTca B N. MeHepkep NMLIEH3WIA.

3.1. Oco6eHHOCTN NNLLeH3UPOBaHNA

1. Cepsep Dr.Web He nnueH3unpyeTcs.

XpaHWACs B InLEH3MOHHOM Kitoye CepBepa Dr.Web, Tenepb xpanutcs B
KoHbUrypaupoHHoM darine Cepsepa Dr.Web (HauvHas ¢ Bepcun 10).

@ UUID CepBepa Dr.Web, koTopbii B npeablayiinx Bepcuax Dr.Web Enterprise Security Suite

e [lpu yctaHoBke HoBoro CepBepa Dr.Web reHepupyetcsa Hoebii UUID.

e [py obHoBeHUN CepBepa Dr.Web c 6osiee paHHux Bepcuin UUID aBTOoMaTMyecku
6epeTcs U3 KOHOUrypaLmoHHoro daina npeablAyliiein Bepcumn 1 3anmcbiBaeTcs B
KOHUrypaLmoHHbI Gpain yctaHaBavBaemoro Cepsepa Dr.Web.

B cnyuae ob6HoBneHus knactepa Cepsepos Dr.Web nnueH3noHHbIN kntou nonyyaeT Cepeep
Dr.Web, oTBeTcTBEHHbIN 38 06HOBAEHWE 6a3bl AaHHbIX. Ans octanbHbix Cepepos Dr.Web
Heob6x0AUMO A06aBNATL NMLIEH3UOHHBIE KTHOUM BPYUHYHO.

2. JIVLLeH3NOHHbIE KIHOUM aKTyalbHbl TONIbKO A/ 3allMLIaeMblX CTaHUMA. HazHaueHne
NNLLEH3UI BO3MOXHO KaK AN OTAENbHbIX CTaHLUWUI, Tak U A8 TPYNN CTaHLMRA: B 3TOM
C/lyyae IMLEH3VOHHBIN KoY AeACTBUTENEH A/1S BCEX CTAaHLMI, KOTOPbIE HacNeaytoT ero ot
AAHHOM rpynnbl. YTo6bl 3a4aTb kKNtoueBOM Gana OAHOBPEMEHHO ANS BCEX CTaHLMNM
aHTUBUPYCHOM CETU, A/ KOTOPbIX HE 3a/aHbl MepPCOHabHble HACTPOMKM TIMLEH3NOHHOTO
KNtOYa, Ha3HaubTe NINLLEH3VMOHHbIN KatoY ans rpynnbl Everyone.

3. JInueH3noHHbIW kKntoueBou da MOXeT 3ajaBaTbca npu yctaHoBke Cepsepa Dr.Web (cm.
PykoBoAcTBO NoO ycTaHOBKe, M. YcraHoBka Cepsepa Dr.Web).

PyKkoBOACTBO aAMAHUCT paTopa
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OpHako, CepBep Dr.Web Takoke MoxeT 6bITb ycTaHOBAEH 6€3 NNLEH3UOHHOTIO K/IHOYa.
JInueH3ns moxeT 6bITb f06aBNeHa NO34Hee Kak I0KaibHO, Tak 1 NOaAy4YeHa Yepes
MEXCEpPBEPHYHO CBA3b.

MocpeACTBOM MeXCepBEPHOM CBA3M BO3MOXHAa nepesaya onumoHaabHOro Koanyectea
NNLEH3WIA U3 KOYEN, XpaHaLWwmxcs Ha gaHHom Cepsepe Dr.Web, coceaHemy Cepaepy
Dr.Web Ha onpegeneHHbI NPOMEXYTOK BPEMEHW.

BO3MOXHO MCNONb30BaHNE HECKONbKMX Pa3/IMUHbIX IMLEH3UIA, HANPUMEp, C Pa3NYHbIM
CPOKOM AENCTBUA WU Pa3NNUYHbIM HaBOPOM aHTUBMPYCHbIX KOMMOHEHTOB A
3alMaeMblX CTaHUMA. Kaxkabli MMLEH3NOHHbIN KAHOY MOXeT ObiTb Ha3HauYeH Ans
HEeCKO/IbKMX 06BEKTOB NLEH3MPOBAHMUA (TPynn U CTaHUWI) O4HOBPEMEHHO. Ins OAHOrO
obbekTa NMLLEH3MPOBAHMA MOXET ObITb Ha3HaUEHO HECKOIbKO INLEH3NOHHbIX KJIHOUen
OAHOBPEMEHHO.

Mpy Ha3HaUYeHNU HECKONbKNX KNKOUYEN Ha OANH 0H6BbeKT 0bpaTTe BHMMaHMe Ha
cnepyrowme ocobeHHOCTH:

a) Ecam cnucok paspelleHHbIX aHTUBUPYCHbIX KOMMOHEHTOB Y HECKONbKNX KItOYelr OAHOro
ob6bekTa pa3anyaeTcs, CNUCOK pa3peLleHHbIX A8 CTaHLUUI KOMMOHEHTOB byaeT
onpeaenseTca nepeceyeHemM MHOXeCTB KOMMOHEHTOB B Ktovax. Hanpumep, eciv ans
rpynnbl CTaHLUMIN Ha3HaUEeHbl KU C NOAAEPXKKOM AHTMCNAMa 1 KoY 6e3 noasep>KKu
AHTMCNaMa, TO ANS CTaHLMI ycTaHoBKa AHTUCNama byzeT 3anpelyeHa.

b) Hactpoliku anueH3npoBaHns Ans o6bekTa pacCUnThbIBAOTCA UCXOAS U3 BCEX
Ha3HaueHHbIX AN 3TOro obbekTa kKatouen. Ecam cpok AencTBUS ANLEH3NOHHbIX KIHYel
0ob6bekTa pas3INUaeTcs, TO NO UCTEUYEHUN KNKOYA C MUHUMAJIbHBIM CPOKOM AeNCTBMA BaM
HeoHXOANMMO 3aMeHUTb U YAANUTb UCTEKLUMIA KNHOY BPYYHYHD. ECIM MCTeKWniA Kntou
HakJazblBas OrpaHNYEeHNs Ha YCTaHOBKY aHTUBUPYCHbIX KOMMOHEHTOB, HEO6X0AMMO
NPOM3BECTN KOPPEKTUPOBKY HACTPOEK O6beKTa IMLEH3NPOBAHNS B pa3jene
YcTraHaB/iMBaeMble KOMMOHEHTbI.

¢) KonnuectBo nnueH3nin y obbekTa paccumTbiBaeTCs U3 CYMMbl IMLLEH3UA BCEX KIHOYEMN,
Ha3HaYeHHbIX ANS JaHHOro o0bbekTa. Takke cieAyeT yuUnTbiBaTb BO3MOXHOCTb
nepejaun TMLEH3NN NO MexcepBepHOW cBs3n coceagHemy Cepaepy Dr.Web (cm. n. 4). B
3TOM C/lyyae 13 06LLero KoM4yecTa NNLLEH3NIN BbIUMTAKOTCSA INLEH3UM, NepeaaHHble
cocegHemy Cepsepy Dr.Web.

@ YnpaBneHue ANLEH3NOHHBIMU KItOUaMKW OCyLLecTBAsSeTC vepe3 MeHeakep NULIEH3UA.

Mpwv 3agaHnM TMLEH3MOHHOTO Ktoua B MeHeaxepe NNLEeH3U Bca MHGOpMaLWs O AaHHON
NNLEH3UM COXpaHAeTcs B 6ase AaHHbIX.

27

3.2. PacnpocrpaHeHue N1NLEeH3MU NO MeXXCepBepHbIM CBA3AM

B aHTMBMpYyCcHOW ceTn ¢ HeckonbknMu Cepeepamu Dr.Web Bo3moxHa nepegava
OMNuUMOHaNbHOrO KoMyecTBa anueH3nn mexay Cepsepamu DrWeb Ha onpeseneHHbIN
NPOMEXYTOK BpEMEHW.
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fi [ns BO3MOXHOCTV nepegaum anueHsmii mexxay Cepsepamu Dr.Web HacTtpotite

MeXXcepBepHble CBA3M Kak OnmncaHo B pasgese Hactpoiika ceazer mexay Cepeepamu
Dr.Web.

PacnpOCTpaHeHme J'IMLI,eH3V|I7I BO3MOXHO As1a caejyrolwnx BapnaHToB CBA3EN:

e [naBHbI CepBep Dr.Web Bbigaet ivueH3nn, nogunHeHHbln Cepeep Dr.Web — npuHumaer,
COrNacHoO HacTpoinkaMm CBA3M ANA PAaCNPOCTPAHEHUSA ANLEH3NN (M3MEHEHUIO He Moasiexar).

e [lepesaya nmueH3nn mexay paBHonpasHbiMu Cepeepamu Dr.Web. B aTom ciyyae y
CepBepa Dr.Web, koTopbIi BblgaeT NMMLEH3UN, B HACTPOWKax CBA3WN B pa3gene JIueHsum
B[OMKeH 6bITh ycTaHOBeH dnar OrnpaBaaTh, a y Cepepa Dr.Web, kotopbivi nosnyvaet
nueHsun — ¢nar NMpuHnmarto.

UTo6bI HacTpoutb CepBep Dr.Web, koTopblii 6yaeT BblagaBaTh AULLEH3UN

1. Otkpowuite LleHTp ynpaBneHus Cepsepa Dr.Web aHTMBMpycHON ceTn, KOTOpbIn byaeT
BblZaBaTb AnLeH3um cocegHnm Cepeepam Dr.Web.

2. B rnaBHOM meHto LleHTpa ynpaBieHusa BoibepuTte NyHKT AAMUHUCTPUPOBaHMe, B
ynpasaatollemM MeHto Bbibepute nyHKT MeHemkep AMLEeH3NNA.

3. Job6aBbTe NNLLEH3VMOHHbIN KIOY KaK ONMMcaHo B pa3jene MeHeaxep NMLLEH3UIA, €CAN KN
ele He 6bin gobaBneH paHee. KOMYECTBO NNLLEH3UI B KJIHOUE AOKHO COOTBETCTBOBATb
obuemy KonmuyecTBy 06cny>KmMBaeMbix CTaHLUMIA Kak AaHHbIM CepBepom Dr.Web, Tak n
Bcemn Cepsepamu Dr.Web, koTopble 6yayT noayyaTtb AMLLEH3UN U3 3TOFO KrOYa.

B obuwem cnyuae MOXeT 6bITb 4OCTaTOYHO OAHOTO NNLEH3UOHHOIO K/IHOYa, INLEH3UN U3
KoToporo 6yayT pacnpesgeneHbl Mmexay Bcemu Cepsepamu DrWeb.

4. TMocunTtanTte, CKONbKO ANLEH3MI U3 JaHHOrO K/IO4Ya Bbl MOXeTe nepeAatb COCEAHUM
Cepsepam Dr.Web. Mpun noacuete yuntbiBarite, uto ¢ cocegHmnx Cepsepos Dr.Web Takke
MO>eT BbITb NepesaHa YacTb amueH3nn apyrum Cepsepam Dr.Web. B 3tom ciyyae
nepegauye n3 kntova rnasHoro Cepeepa Dr.Web noanexut cyMmmapHoe KoanuectBo
JNNLEH3MIA, KOTOPOE NAaHMpPyeTCa PacnpoCcTpaHUTb Janee no uenouke. Takke yutute, 4to
rnaBHbli Cepeep Dr.Web He cmoxeT BOCN0/1b30BaThbCA pacnpoCTPaHEeHHbIMU ANLEH3NAMM
A0 OKOHYaHWUA CPOKa pacnpocCTpaHeHUs 3TUX IMLEH3MI N UX BO3BPALLEHMA.

5. Hactpowute pacnpocTtpaHeHue anueH3nm Ha coceaHune Cepeepbl Dr.\Web un3
NNLEH3MOHHOrO K/Ito4a Kak onncaHo B pasgene MeHepxep NNLIEH3UN.

B HacTpownke [laTa OKOHUAHUA JINLEH3UM 33aliTe OKOHYATENbHbIN CPOK AENCTBUA
nepegaun amueH3nn. Cpok nepesaum MoxeT HbiTb Kak MeHbLLE CpoKa AeUCTBMA CaMOM
NVLEH3MW, TaK U paBeH el. [0 ncTteyeHMn ykazaHHOTO CpoKa BCe MLeH3nn byayT
oTO3BaHbI ¢ cocegHero Cepsepa Dr.Web v BepHyTCcs B cMcok CBOOOAHbIX INLEH3UN
MCXOAHOTO INLLEH3MOHHOTO Katoya. [Tpy HeobXxoAMMOCTN Bbl CMOXKETE OTPEeAaKTUPOBaTb
3TOT CPOK B Nt06ON MOMEHT Kak OMMCaHO B paszene MeHeaxep AULLEH3INN.

6. Mpn HEOHXOANMOCTN N3MEHUTE HACTPOWKN PacNpPOCTPaHeHNs AuLeH3ni. [lna atoro
nepengunte B paszen Konpurypauusa Cepsepa Dr.Web.

PyKkoBOACTBO aAMAHUCT paTopa
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7. Ha Bknagke JIuueH3um 3a4aliTe cieaytolme HacTpomnkm, oTHocsawumeca k Cepepy Dr.Web,
BblJatOLLEMY INLLEH3UN:

¢ Mepuoa aBTOMaTUUECKOTrO NPOA/IEHUA BblAaBaeMbIX JIMLLEH3UA — Mepro BPEMEHN,
Ha KOTOPbIW BbIAAOTCA NMLLEH3MN U3 KNtoYa Ha gaHHOM Cepsepe Dr.Web. MNocne
OKOHYaHWS 3TOro Nepruoaa OCyLLEeCTBAAETCA aBTOMATUUYECKoe NPoA/ieHMe BblAaHHbIX
NNLLEH3UWI Ha TOT Xe caMblil nepuog. ABTOMaTU4eckoe npoaneHue byaet
OCYLLECTBAATLCSA A0 TEX MOP, NOKa ANNTCA CPOK PacnpoCTPaHeHNUs ANLEH3NI, 3aJaHHbIN
B MeHekepe nvueH3nin Ha ware 5.
[laHHbIN MexaHn3M obecrneunBaeT BO3BpaLLeHNe NnLLeH3MI Ha rnaBHblin Cepeep Dr.Web
B TOM C/iyyae, ecam nogumHeHHbli Cepep Dr.Web 6yaeT oTkitoueH 1 He CMOXeT
BEPHYTb BblZaHHbIE NNLIEH3UW.

e Mepurog CMHXPOHU3ALLMN INLLEH3UN — NEPUOANYHOCTb CUHXPOHM3aLUN MHOPMaL MK
O BblgaBaeMbIx AnLeH3nax mexay Cepsepamu Dr.Web. CuHxpoHu3aumns amueH3unm
NO3BOJNT ONPEAENNTb, YTO KONIMYECTBO NNLEH3UIA, BbIJAaHHbIX r1aBHbiM CepBepom
Dr.Web v nonyuyeHHbIx nogunHeHHbIM CepBepom Dr.Web, coBnagaert. laHHbIn
MexaHW3M NO3BOJIAET BbIABUTb COOM 1 Clydan noanora npu nepegayde ANLEH3NN.

¢ Mepuopg co3gaHna oTueTa — NEPUOANYHOCTb, C KOTOPOU ByayT co34aBaTbCA OTYETbI Ha
CepBepe Dr.Web 06 ncnonb3yembix UM AMLEH3NOHHbBIX Karoyax. Ecam oTuet 06
MCNONb30BaHUM NNLEH3UIN co3aaeTcs nogunHeHHbIM CepBepom Dr.Web, To cpa3y nocne
CO3/.aHM1A OCYLLEeCTBASETCA OTNPaBKa 3TOro oTyeTa Ha rnaBHbli Cepeep Dr.Web.
Co3paHHble OTYETbl ZONOAHUTEbHO OTNPaBAAIOTCA MPU KaXKAOM MOAKAHOYEHMN (B T.u.
nepe3sarpyske) Cepsepa Dr.Web, a Takke npu nameHeHUN KONMYECTBa BblJaBaeMblX
nnueHsuni Ha rnaBHoM Cepeepe Dr.Web. HacTtpoika 3agaetca Ha rnaBHom CepBepe
Dr.Web, HO ncnonb3yetca Takke 1 nogumHeHHbiM Cepsepom Dr.Web npu otnpaske
OTYeTOB.

¢ Mepuop noacueTa aKTUBHbIX CTAHU U — Nepuros, B TeUeHMe KOToporo byaet
NOACYUUTBIBATHCSA KONNYECTBO aKTUBHbIX CTaHLUMUIW A1 CO34aHNA oTyeTa 06
MCNONb30BaHUM ANLEH3UI. 3HaYeHWe 0 NpeAnnCbIBaeT yunTbiBaTb B OTUETE BCE CTAHLMW,
BHE 3aBMCUMMOCTM OT CTaTyca UX akTMBHOCTU. HacTpowka 3agaeTca Ha rnaBHom CepBepe
Dr.Web, HO ncnonb3yetcs Takke 1 nogunHeHHbiM CepBepom Dr.Web npu otnpaske
OTYeTOB.

8. CoxpaHuTe BHeceHHble N3MeHeHUs n nepesarpysute Cepeep Dr.Web.

UYTt06b1 HacTpoutb Cepep Dr.Web, koTtopbiii 6yaeT nonyuyatb nMLeH3UN

1. Otkpowte LleHTp ynpaBneHus Cepsepa Dr.Web aHTUBMpYycHOW ceTn, KOTopbIl byaeT
noay4yaTb AnUEeH3nKn ot cocegHero Cepsepa Dr.Web.

2. Mpn HEOHXOANMOCTN N3MEHUTE HACTPOWKN PacnpoCTpaHeHNs AuLeH3ni. [Ina atoro
nepengunte B paszen Konpurypauua Cepsepa Dr.Web.

3. Ha Bknagke JluueHsum 3agarite MHTepBan Ansa npeaBapuTeibHOro NpoaJsieHns
noslydaembliX JIML,EH3UA — NPOMEXYTOK BPEMEHWN A0 OKOHYaHWUA Nepuosa
aBTOMAaTLUeCKOro NPoA/ieHUsA NNLEH3UIA, NONyYeHHbIX OT coceaHero Cepsepa Dr.Web,
HaunHas ¢ KoToporo AaHHbl Cepep Dr.Web 3anpalwmnBaet npeaBaputensHoe
aBTOMaTUYeCckoe NPoA/IeHME 3TUX INLLEH3NNA.

PyKkoBOACTBO aAMAHUCT paTopa
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Ncnonb3oBaHWe AaHHOW HaCTPOWKM 3aBUCUT OT TMMNa NOAKNHOYEH WA, BbIBpaHHOTO B
HacTpolike MapameTpbl coeamHeHUA Npu KOHOUrypaLmn ceasn mexay Cepsepamu

Dr.Web (cm. pa3gen Hactpovika ceazen mexay Cepeepamu Dr.Web):

e [1na NnepnoamMyeckoro Tmna NoAKNOUEHNS: €CIV MEPUOA MEPENOAKIHOUYEH A, 3aaHHbIN B
HacTpolike cBs3u, bosblue yem Mepuog aBTOMaTUUECKOrO NPOAJEHUA BblAaBaeMbIX
nuUeH3un, 3agaHHbIY Ha CepBepe Dr.Web, BbigaBLieM nvLeH3MK, TO aBTOMaTUYeCckoe
NpoA/seHne 3TUX INLEH3UN ByAeT MHULMMPOBAHO paHblue, YyeM ncteyeT Mepuog,
aBTOMAaTUUECKOro NPoA/JIeHUs BblAaBaeMbIX JIMLLEH3UNA.

e /119 NOCTOSAHHOTO NMOAKIFOYEHMA: JaHHasA HaCTPOMKa He NCNONb3YeTCs.

4. CoxpaHuTe BHeceHHble nsmeHeHunsa n nepesarpysunte Cepsep Dr.Web.

3.3. ABTOMaTnueckoe o6HOB/IeHMe NULLeH3UN
Nvuensns ans Dr.Web Enterprise Security Suite MoxeT 6bITb aBTOMaTUUeCKM OBHOBEHA.

ABTOMaTMyeckoe OOHOBNEHVE NNLEH3UN NOAPa3yMEBAET CleAytoLme acnekTbl:
e [1pn OKOHYaHWW CPOKa AENCTBUA NNLEH3MOHHOTO KAHOYa OH MOXeT ObITb aBTOMATUYECKU
3aMeHeH NporpamMMoin Ha 3apaHee NPUOBpPeTEHHbIN ANLEH3NOHHbIN KJIHOY.

e ABTOMaTMUeckoe OBHOB/IEHME BbIMONHAETCSA A1 KOHKPETHOIO JIMLLEH3MOHHOTO KatoYa, ANs
KOTOPOro NMoKymnaaochb NPoA/ieHUe.

e JINLLEH3VOHHbIN KNOY AN aBTOMAaTM4YeCKOro o6HOBAEHMA pacnoaaraeTcs Ha cepBepax
KoMnaHuu «loktop Beb» 0 OKOHYaHWA CBOEro CpoOKa AEUCTBUS.

Mpoueaypa aBToMaTnueckoro o6HoBaAEeHUA NNLEH3UN
Mpoueaypa aBTOMaTMUeCKOro O6HOBIEHUS IMLIEH3MIA 3aMyCKAaeTCs B CeAYHOLLMX CayYasX:

e [Tpn HaXxkaTMM aAMUHNCTPATOPOM KHOMKM y MpoBepuTb HaAMuMe O6HOBIEHUIA U
3aMEeHUTb JINLLEH3UOHHbIE K/IF0UM Ha NaHenn 3agay B MeHekepe nvieH3nn LieHTpa
yrnpaB/ieHus.

e [Mpwn BbINONHEHWUN 3aZaHNs O6HOBIEHMe peno3uTopusa 13 pacnvcanuns Cepsepa Dr.Web.
Mpwv 3TOM AosKeH 6bITb ycTaHOB/IEH dnar O6GHOBAATL IML,EH3MOHHDbIE KoM B
HacTpoMKax 3ajaHus.

@ ABTOMaTUyeckoe 06HOB/IEHVE NNLIEH3VOHHOTO KIKOYa 3aryckaeTcs TONbKO B TOM Cayvae,
Korga obHoBasiemMas avLeH3na npuHagnexvt atomy Cepepy Dr.Web: nsHauanbHo
fobaBneHa BPYYHYHO MM MOJyYeHa yepes aBToMatnyeckoe o6HoBeHVe. [na nvueH3uy,
nonyuyeHHbIx ¢ coceaHmx CepepoB Dr.Web uepes mexcepBepHble CBs3u, NpoLeaypa
aBTOMaTUYeCKOro OOHOBEHMA He 3arycKaeTcs.

npouep,ypa aBTOMAaTUUecKoro o6HoB/1IeHUsA nuueusuﬁ coAepXXuUT cieayrouime 3tTanbl:

1. TpoBepka HaANuUMA NNLLEH3MOHHOrO KItoYa Ha cepBepax komnaHum «/loktop Be6» (BCO).

PyKkoBOACTBO aAMAHUCT paTopa
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2. 3arpy3ska anueH3noHHoro kntoya ¢ BCO Ha Cepep Dr.Web c nocneayrowmm gobasneHmrem
Kntoua B 6a3y faHHbIX U MeHeaXep NMLEH3NNA.

3. PacnpocTtpaHeHVe HOBOrO IMLEH3NOHHOTIO KAtoUa Ha 06BbeKTbl MpeablAyLero Katua.

B 3aBucnumoctu ot PE3YyNbTAaTOB BbIMOJIHEHNA Ka>A0ro U3 3TanoB npoueaypa MOXET LWWTAaTHO
3aBepwnTbCA Ha N06OM 13 HUX.

Bo3mMOXKHbI ceaymouimne pesysibtatbl BbiNOJIHEHUA aBTOMaTU4YeCKoro obHOBNEHUA:

1. JluyeH3uoHHbIl K1Y 015 aemomamuyeckozo obHoeeHUss omcymcmeyem Ha BCO.
Hukakunx AencTBuin NnponsBeseHo He byzerT.

2. JluyeH3UoHHbIU KoY 019 asmomamu4yecko2o obHoeaeHuss docmyneH Ha BCO. Cocmas
JIUYeH3UpyeMbix KOMNOHEHMO8 y meKyuwe2o U Ho8o20 k/royeli omsuyaemcs (8 HOBOM K/H04e
Hem Kakux-/1ubo KOMNOHeHMOo8, KOmopble ecmos 8 mekywiem) u/uau y Ho8020 JIUYeH3UOHHO20
K/104a MeHbWe IUuyeH3ul, 4em y mekyuje2o IUYeH3UOHHO20 K/1Hud.

HoBas nnueH3ma ckaumBaeTca ¢ cepBepoB KomnaHum «/loktop Be6», sobasnsetcs B
MeHeaxep nvueH3nn n 6a3y gaHHbix Cepeepa Dr.Web, Ho He pacnpocTpaHseTcs Ha
06BbeKTbI IMLLEH3MPOBaHMA. B Takon cUTyauMm ANLLEH3MOHHbBIN KAOY HEOH6X0ANMO
pacrnpoCcTpaHnUTb BPYUHYHO.

AaMuHUCTpaToOpy OTNpaBaseTcs onoselleHre JINLLEeH3UOHHbBIN KoY He MoXKeT 6bITb
aBTOMaTMueckn obHoBAeH. KOHKpeTHas NpUUnHa, MO KOTOPOW KJItOY HEe MOXKET ObiTb
aBTOMaTUYeCkN pacnpocTpaHeH, byaeT npuBejeHa B ONOBELLEHUN.

3. /JluyeH3auoHHsIl k104 018 asmomamuyeckoz2o obHoeseHus docmyneH Ha BCO. Cocmas

JUYeH3UpyemMbix KOMNOHEHMO8 Y meKyuje2o U Ho8020 /UL eH3UOHHbIX K/1ro4Yel coenadaem uau
8 HOBOM KJItOYe /UL eH3Upo8aHo 6o/ibuie KOMNOHEHMOo8, YeM 8 meKyweM, 8K1t4as ece
KOMNOHeHMbl meKyujezo K/r4a; Koau4ecmeao UyeH3ull y Ho8020 JIULYeH3UOHHO20 K/H4a
bosbLe unu pasHo Koaudecmsy auyeH3ull y mekyujezo Uy eH3UOHHO20 K/oua.

HoBasa snueH3ns ckaumBaeTcs ¢ cepBepoB KomnaHum «fJoktop Beb», gobasnsercs B
MeHegxxep nvueH3nin n 6a3y gaHHbix Cepepa Dr.Web v pacnpoctpaHaeTca Ha Bce
06BbeKTbl IMLEH3MPOBaHMA, Ha KOTOpble Bblna pacnpocTpaHeHa NpeablayLas AMLeH3ns,
BItOYas cocegHune Cepsepbl Dr.Web.

Crapas anueH3uns byaet aBToMaTUYeCKM yaaneHa, Koraa oHa He H6yZeT MCNoNb30BaTbCA HU
OAHUM nojumHeHHbIM CepBepom Dr.Web. Taknum obpasom, ecam B MOMEHT
aBTOMaTnyeckoro obHoBaeHMa NogunHeHHbIn Cepeep Dr.Web 6bin oTkrOUEH, CTapas
NNLEH3MA ByAeT XpaHUTbCA 40 TEX NMOP, NOKa 3TOT NojumHeHHbIn Cepep Dr.Web He
MNOAKNHOUNTCS.

Crapas anueH3nsa byaeT xpaHUTbCA, MOKa ee He yAanAT BPYUHYHO B CNefyroLmMX Cayyasx:

e Ecan Ha nogumHeHHbIM CepBep Dr.Web HeBO3MOXHO pacnpocTpaHnTb NNLIEH3MIO,
NONYYeHHYH Npu aBToMaTnyeckom obHoBneHun (Cepsep Dr.Web oTkitoueH
HaBceraa).

e Ecan Ha nogunHeHHom CepBepe Dr.Web ncnonb3yetcs Bepcus npoTokona, He
nogaep>xvBatolias GyHKLMOHAN aBTOMATUYECKUX OOHOBAEHWIA. [Tpy 3TOM NIMLIEH3MM
6yayT nepesaHbl Ha NogunHeHHbI Cepep Dr.Web, Ho He ByayT pacnpocTpaHeHsbl.

PyKkoBOACTBO aAMAHUCT paTopa
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AZMUHWCTpaTOpy OTNpaBsseTcs onoselyeHne JINLLeH3UOHHBIN KJ1I0U aBTOMaTUUYeCKU
ob6HoBAeH. OnoselueHne 06 obHoBAeHUN ByaeT oTnpaBaeHo ¢ kaxzgoro Cepeepa Dr.Web,
Ha KOTOpbI ByAeT pacnpocTpaHeHa HOBas JIMLIEH3MS.

| Bce onoBelleHus, oTnpaBasemMble agMUHUCTPATOPY, HaCTpamnBatoTCA B pasgesie
AaMmuHucTprnpoBaHue — KoHdurypauusa onoseleHWNA.

Mocne OTMPaBKN KaXa0ro m3 onoseu.l,eHwZ BbINONIHAETCA NOAb30BaTE/IbCKAA MpoLeaypa
ABTOMaTUueckoe o6HOBJIeHMEe JIMUEH3NOHHOro KJ/ilo4va.

O6HOBNEHUE NNLLEeH3UWN BPYUYHYHIO

Ecnv Bbl Nnprobpenv AMLEH3MOHHbIV KoY AN aBTOMaTUYeCckoro o6HOBIEHUS BaLLero
TekyLlero kitova, To gobaBneHne HOBOro Kitoya B MeHezxepe NMLEH3UIN BPYYHYHO He
TpebyeTca. B 3aBMCMMOCTM OT cMTyaumnn (BapuaHT 2 B NpoLieAype Bbille) MOXeT
notpeboBaTbCA TONLKO PyYHOE pacrnpocTpaHeHne Ha 06 beKTbl NINLIEH3NPOBaHMA.

OAHaKO, eCcan 40 BbIMOJIHEHUA NPOLEAYPLI aBTOMATUYECKOTrO obHoBNEHUS J'IVII=I,6H3I/II\/'I Bbl

caMocToaTeNbHO f0baBuAn yepe3 MeHegyKep IMLLEH3MI HOBbIW KTHOY, NOANEXaLUWiA
aBTOMaTM4YeCcKoMy OBHOB/IEHWIO MO BapuaHTy 3 (CM. NpoLeAypy BbILLE), TO MPWU BbIMOJHEHUM
3afaHmAa byjeT OCyLLeCcTBAATLCA TONbKO PacnpocTpaHeHe HOBOrO ANLEH3MOHHOTO KtoYa.
Mpn 3TOM BO3MOXHbI C/ieaytoLlpme BapuaHThbl:

a) HoBbIV MNLEH3NOHHBIW KN4 HblN BPYYHYHO pacnpoCcTpaHeH Ha BCe 06BbeKTbl, Ha KOTOpble
6bIn pacnpocTpaHeH npeapiaywmii (obHoBAseMbIN) KoY. B Takom cayvae, npwu
BbINMOJHEHWW 3alaHNA Ha OOHOBNEHNE HUKAKMX U3MEHEHNIN He ByaeT BHECEHO.

b) HoBbIN NMLLEH3NOHHBIN KNHOY Obl1 BPYYHYHO pacnpoCTpaHeH He Ha Bce 06beKTbl, Ha
KOTOpble Hbla pacnpocTpaHeH Npeablaywnin (06HOBASEMBIN) KoY. B TakoM ciyyae, npwu
BbIMOJIHEHNW 3aZaHNA Ha OBHOBIEHNE HOBbIW KtOY ByAeT pacnpocTpaHeH Ha Bce
ocTaBLUMecA 06beKTbl NpeAbIAYLLEro KAtoYa, KOTOPbIe eLle He NOoAYyYnAN OBHOBAEHME.

Ecnun HOBbIV INLLEH3VOHHBIN KNHOY Bbl JOMONHUTENBHO PACNPOCTPaHEH BPYYHYHO Ha
06beKTbI, KOTOPbIX He BbII0 B CMUCKE NPeablAyLLero Kao4a, To Nocae BbiMOAHEHWA
3aZlaHns HOBbIW K/IHOY OCTAHETCA PacrnpOCTPaHEH Takxke U Ha 3TN 06bekTbl. [pr 3TOM
BO3MOXHbI C/1efytoLLe BapuaHThbl:

e KonnuectBa nnLeH3MM XxBaTaeT Ha BCe 0OBbEKTbI IMLLEH3MPOBAHMA: Ha Te, KOTopble H6biin
y NpeablAyLero Kak4a, M Ha Ha3HauYeHHble HOBOMY KIHOUY BPYYHYHO. Takaa cutyaums
BO3MOXHa, B YaCTHOCTW, €CIN HOBbIW KIHOU COAEPXNT HobLuee KONMYECTBO ANLIEH3NI. B
TakoM ciyyae, Npu BbIMOJHEHUN 3aZaHMS HA OOHOBNEHME HMKaKUX U3MEHEHWI He byaeT
BHECEHO.

e Konnuectsa nnLeH3nM He xBaTaeT A4/ pacnpoCTpaHeHUs Ha BCe 06BbeKTbI
NLEH3MPOBAHNS, KOTOPbIE BbINV Y NPeablAyLEro Kiko4a, MOTOMY UTO ANLEH3UM BbiK
Ha3HaueHbl BPYy4YHYLO Ha Apyrne ob6bekTbl. [N 06bEKTOB, KOTOPbIM HE XBaTWUIO
NNLeH3nK, obHOBNEHME He MPOM30NAET, OAHAKO NpeabIAyLLNA KoY BCe paBHO byaeT
yAaneH, n o6bekTbl ocTaHyTCcA 6e3 anueHsnu. Npn noaBaeHNM CBOOOAHBIX NNLIEH3UI BCe

PyKkoBOACTBO aAMAHUCT paTopa

32



A7 L4
i\

-
.

naBa 3: JiuueHsmpoBaHue

O6beKTbI, KOTOPbIM HE XBAaTU10 J'II/ILI,GH3VIVI, nony4yat HOBbIM J'II/ILI,QH3VIOHHbII7I KJ1HOM4. npl/l
3TOM AGVICTBVIFI 3aBUNCAT OT TNa JIMLUEH3NPYEMDbIX 061BEKTOB:

o ECAW IMLEH3UI M3 HOBOTO KIKOUa He XBaTU/IO CTaHUMAM gaHHoro Cepsepa Dr.Web, 1o
npoBepkKa AOCTYMHbIX NNLIEH3UI ByaeT OCyLecTBAATLCA MPU KaXKA0W NONbITKe
nogkatoueHunsa ctaHumm k Cepsepy Dr.Web. Ecnv B MOMEHT NOAKAKOUEHWA CTaHLUN
byzneT obHapyeHa 0cBOb6OAMBLUAACA N1LLEH3MA, OHa bByAeT npesocTaB/ieHa 3Ton
CTaHUuW.

o Ecnm nnueH3ni U3 HOBOTO KItOYa He XBaTWO ANf BblAaun cocegHum Cepeepam
Dr.Web, To npoBepka fOCTYNHbIX MNLEH3MIA ByaeT OCyLLEeCTBAATLCA aBTOMATUYECKN
NPUMeEPHO pa3 B MUHYTY. Mpun noaBaeHNN CBOHOOAHBIX TNLLEH3WNIA, OHM BYAyT OTAaHbI
coceaHum CepBepam Dr.Web.

JInueH3nOoHHbIN KNroueBon dpann

Ob6patute BHMMaHWe Ha cesyroLme 0COBeHHOCTU INMLEH3NOHHbIX KNHOUeBbIX GaintsioB npu
aBTOMaTU4YeCKOM OHHOBAEHUN:

e [Npwv BbINONHEHUN aBTOMATUYECKOrO OBHOBAEHMA HOBas NLEH3MA CKaUMBAETCA C
cepBepoB komnaHun «[loktop Beb», uHPpopMaLmsa 0 Hel coxpaHseTcs B 6a3e gaHHbIX
CepBepa Dr.Web v otobpa>kaetcs B MeHegxepe nMueH3nmn. JINLEH3MOHHbIN KIKUYEBOMU
danin npu 3TOM He co3zaeTcs.

e YT06bI NONYYUNTD NNLIEH3NOHHbBIA KAHOUYEBOW daiin, BOCMONb3YNTECh ONUMei
AaMuHUcTpUpoBaHue — MeHemKkep MLLeH3UIA — DKCNopTMpOoBaTh KtouU. Takke
NNLEH3NOHHbBIA KNtoYeBOM danin MOXKET BbITb MOAYYEH MPU BbIMOJHEHNM
nonb3oBaTebCKOM NpoLeaypbl ABToMaTuueckoe o6HOBJIEHME IMLLE@H3MOHHOrO K/ItoYa.

e [pu yaaneHun nnueHsnm nHbopmaumns o Hel yaansetcs u3 MeHegxepa MLEH3NN U U3
6a3bl gaHHbIX CepBepa Dr.Web, ogHako nMLEH3MOHHBIN KIHOUeBOW dalin ocTaeTcs B
kaTanore Cepsepa Dr.Web.
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4.1. Co3paHne aHTUBUPYCHOMW CETU

Kpa'rKaﬂ WHCTPYKLMA MO pa3BepTbiBaHUIO aHTMBMPYCHOFI ceTun:

1. CocTaBbTe NaaH CTPYKTYpPbl aHTUBUPYCHOW CETU, BKIOUMTE B HErO BCe 3aluulliaeMble
KOMMbHOTEpPbI, BUPTyalbHble MaLUMHbl 1 MOBWIbHbIE YCTPOMCTBA.

Bbibepute kOMMbOTEP, KOTOPLIA ByAeT BbINOAHATL GyHKUMK CepBepa Dr.Web. B coctas
aHTUBUPYCHOW CeTU MOXET BXOAUTb Heckosibko CepBepoB Dr.Web. OcobeHHOCTU Takow

kKOHbUrypaLumm onncanbl B n. OcobeHHoCTN cetn ¢ HeckonbknmMu Cepepamun DrWeb.

| CepBep Dr.Web Mo>xHO ycTaHOBUTL Ha NFO6OM KOMMbIOTEPE, @ HE TOJIbKO Ha KOMMbIOTEPE,
‘ BbINOAHAOLWEeM PyHKLmmn cepeepa JIBC. OcHoBHble TpebOBaHUSA K 3TOMY KOMMbIOTEPY
npvBeaeHsl B PykoBoacTBe no ycraHoBKe, n. CucTeMHble TpeboBaHus.

Ha Bce 3awmwaemble ctaHuuK, BkAtouas cepsepsbl JIBC, ycTaHaBavBaeTca ofHa U Ta Xe
BepcuA Arenta Dr.Web. Otanume cocrasaseTt cnnmcok yCTaHaBJIMBAa€MbIX aHTUBUPYCHbIX
KOMMOHEHTOB, onpeaensemblin HactTporikamu Ha Cepsepe Dr.Web.

[Ans yctaHoBku CepBepa Dr.Web n AreHta Dr.Web TtpebyeTtca ogHOKpaTHbIN goCTyn
(dn3nyecknin AN C NCMONb30BaHMEM CPEACTB YAalEHHOTO ynpaBieHWs 1 3anycka
nporpamm) K COOTBETCTBYHOLMM CTaHUMAM. Bce ganbHeluve AeNcTBMA BbIMOJHAROTCA C
pabouero mecta agMMHNCTPATOPa aHTUBMPYCHOWM CeTU (B TOM YMC/Ie, BO3MOXHO, U3BHE
NokanbHOW cetn) n He TpebyroT goctyna k Cepepam Dr.Web nan ctaHumam.

Mpy NNaHMPOBaHUM aHTUBMPYCHOW CETU PEKOMEHAYETCS Takke CPOPMUPOBAThL NepeyeHb
VL, KOTOPble AO/IKHBI UMeTb AOCTYN K LIeHTpy ynpaBaeHna No CBOUM AOMKHOCTHbIM
0643aHHOCTAM, M MOArOTOBUTb MepeyYeHb POaen CO CMUCKOM PYHKLIMOHANbHbIX
0653aHHOCTEN, 3aKPENNEHHbIX 3@ KaXXA0W pobto. [N KaXaou poamn Heobxoanmo co3aath
aZAMUHUCTPATUBHYIO rpynny. Accoymanma KOHKPETHbIX aAMUHUCTPATOPOB C POASIMU
OCYLLeCTBASETCA MyTEM pa3MeLLEHNS UX YYETHbIX 3anncer B agMUHUCTPATUBHbBIX Fpynnax.
Mpy HeOHXOAMMOCTN aAMUHUCTPATUBHbIE FPYNMbl (PONN) MOXHO MepapXmnyecku
rpynnMpoBaTb B MHOTOYPOBHEBYH CUCTEMY C BO3MOXHOCTbIO MHANBUAYabHOW
HACTPONKN aAMUHUCTPATUBHbIX MPaB A0CTyNa A8 KaXAO0ro YPOBHS.

[Jna koppekTHo paboTbl AreHta Dr.Web Ha cepBepHoii OC Windows, HaunHas ¢ Windows
Server 2016, HeOH6X0AMMO BpPYYHYO OTKIOUMTL 3awuTHUK Windows, ncnosib3ys rpyrnnosble
NONTVIKW.

MNoapobHOe onuncaHve nopsajka ynpaBaeHUs ajMUHUCTPATUBHbIMM FpynnamMm 1 npaBamm
AOCTyNa npuBeaeHo B [1aBa 6: AAMUHNCTPATOPbl aHTUBUPYCHOW CETU.
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. CornacHo COCTaBNEHHOMY IMJiaHy onpeaenTte, Kakme npoayKrbl ANA KakKnX onepautmoHHbIX

cuctem noTpebyeTcs YyCTaHOBUTbL Ha COOTBETCTBYHOLLME Y3bl ceTu. [logpobHas
nHbopmMaumna No NpesocTaBAseMbIM NPoAyKTaM NpueejeHa B pasgene Komnaekr

NOCTaBKW.

Bce Tpebyemble npoaykTbl MOTyT H6bITb MPUOBpPETEHBI B BUAE KOPOOOUHOTO peLleHns
Dr.Web Enterprise Security Suite nnm ckavaHbl Ha Be6-canTe komnaHum «JJoktop Beb»
https://download.drweb.com/.

@ AreHtbl Dr.Web ans ctaHumin nog OC Android, OC Linux, macOS Taioke MOryT 6bITb

‘ YCTaHOBJIEHbI U3 NaKeTOB AN aBTOHOMHbIX MPOAYKTOB U B Aa/ibHENLEeM MOAKIOYEHb! K
CepBepy Dr.Web. OnncaHue HacTpoek AreHToB Dr.Web nprBeseHO B COOTBETCTBYHOLLIUX
PykoBopcTBax nosib3oBaTtens.

. YctaHoBUTe OCHOBHOW ancTpnbyTe Cepsepa Dr.Web Ha BbibpaHHbIN KOMNbIOTEP UK

KomMnbroTepbl. ONnncaHne yctTaHOBKN NpuBeseHO B PyKkoBoACTBe NO yCTaHOBKE, M.
YcraHoska CepBepa Dr.Web.

Bmecte c Cepeepom Dr.Web ycraHaBanBaetcs LieHTp ynpaBaeHus 6esonacHocTtbto Dr.Web.

Mo ymonuaHuto Cepep Dr.Web 3anyckaetca aBTomaTnyecku nocne yctaHOBKWU 1 nocne
KaXk4oWn nepesarpysku onepaumoHHOW CUCTEMBbI.

Mpu Heobxo0AMMOCTIN ycTaHOBUTE N HacTpownTe Mpokcn-cepsep. OnncaHne NpuBeseHoO B
PykoBopacTBe no ycraHoBKe, . YcraHoBka [1pokcu-cepeepa Dr.Web.

Ecnv aHTMBMpPYCHas ceTb COCTOMT M3 BUPTYasibHbIX MaLLVH, PEKOMEHAYEeTCA UCMOb30BaTh
CkaHunpytowmin cepsep. OnncaHue npoueayp yCTaHOBKW M HAaCTPOMKN NPUBEAEHO B

PykoBopacTBe no ycraHoBKe, n. YcraHoBka CkaHupytoulero cepeepa Dr.Web.

. Ana Hactpovikn CepBepa Dr.Web n aHtuBmnpycHoro MO Ha cTaHumax HeobxoanmMo

noakntounTbca k Cepeepy Dr.Web npu nomowm LeHTpa ynpaBneHuns 6e3onacHOCTbIO
Dr.Web.

LleHTp ynpaBaeHWst MOXeT 6biTb OTKPbIT Ha IO6OM KOMMbIOTEPE, @ He TOJIbKO Ha TOM, Ha
koTopoMm yctaHoBneH Cepsep Dr.Web. [loctaTouHO CBA3M MO CETU C KOMMbIOTEPOM, Ha
koTopom yctaHossieH Cepsep Dr.Web.

LleHTp ynpaBaeHuns AoCTyrneH no agpecy:
http://<Adpec_Cepsepa_Dr.Web>:9080
nam

https://<Adpec_Cepsepa Dr.Web>:9081

rae B kavectBe <Adpec_Cepsepa_Dr.Web> ykaxuTe |IP-agpec nav goMeHHoe nmsa
KOMMblOTepa, Ha kKoTopoM yctaHoBaeH Cepeep Dr.Web.

B AnmanoroBom okHe 3anpoca Ha aBTOpM3aLMIo BBEAUTE PETUCTPALMOHHBIE AaHHbIe
agMuHUcTpaTopa. JaHHble agMUHUCTPaTOpPa C MOAHbLIMUY NPaBamMu NO YMONYAHUIO:

e IMa — admin.

e [laponeb:
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o ana OC Windows — naposib, KoTopbi 6611 3agaH npu yctaHoBke Cepsepa Dr.Web.

o ana OC cemenctea UNIX — naposib, KOTOpbIM 6bl1 aBTOMaTUYECKM CO34aH B NpoLiecce
yctaHoBku CepBepa Dr.Web (cMm. Takke PyKOBOACTBO NO yCTaHOBKe, M. YCTaHOBKA

Cepeepa Dr.Web ana OC cemerictea UNIX).
Mpwu ycnewHom noakntoueHmnn k Cepeepy Dr.Web oTkpoeTcs rnaBHoe okHo LleHTpa

ynpasaeHus (noapobHoe onuncaHme cMm. B N. LleHTp ynpasieHuns 6esonacHocTtbto Dr.Web).

Ecnn Bbl yctaHOBMAN CKaHUPYOLWMIA CEPBEP, TO YKaXKMTe ero agpec B HaCTpPOMKax CTaHL Ui
(nogpobHoe onucaHue cM. B PykoBogcTBe agMuUHUCTpaTopa, N. [loakioyeHne CTaHLmi K

CkaHuWpytouleMy cepeepy).
MpownsseanTe HayanbHyo HacTpoiky Cepepa Dr.Web (nogpobHoe onncaHme HacTpoek
npueeaeHo B [naee 10: Hactpovika Cepeepa Dr.Web):

a. B pasgene MeHepxep nniieHsnin fobaBbTe OANH UM HECKONBKO JIMLLEH3NOHHbIX
KNHOYEN U pacrnpoCTpaHMTe UX HAa COOTBETCTBYHOLLME FPYMMbl, B YACTHOCTU Ha rpynmny
Everyone. LLlar o6s3aTteneH, ecan npu yctaHoske Cepeepa Dr.Web He 6bin 3asaH
JNMILLEH3NOHHbIV KHOY.

b. B pasgene O6uaﬂ KOHQ)MprauMﬂ penosnTopuAi 3ap,a|7|Te, Kakne KOMMOHEHTDI

aHTUBMpPYCHOW ceTn ByayT obHoBAATbCA ¢ BCO Dr.Web. Ecam aHTMBMpYycHas ceTb byaeT
BK/tOYUaTh 3alumaemble ctaHumm nog OC Android, OC Linux, macOS, Heob6xoanmo
3arpy3nTb KopnopatmnsHblie npoaykrbl Dr.Web.

B pa3gene CocrosHue penosutopua npounsseante OOHOBIEHME NPOAYKTOB B
penosuntopun Cepeepa Dr.Web. O6HOBNeHNE MOXET 3aHATb NPOAOIXKUTENBHOE BPEMS.
[loXxanTecb OKOHYaHWA NpoLiecca OOHOBAEGHWSA NPeXae YeM NPOAOIXKNTL AaNbHENLLYHO
HaCTPOMWKy.

| Mpwu yctaHoBke Cepeepa Dr.Web Bepcun 13 o6HoBNeHUA NpoaykToB peno3utopus basbl
‘ Dr.Web ansa Android, Arent Dr.Web ana UNIX » Mpokcu-cepsep Dr.Web o
yMon4aHuio 3arpyxatotcs ¢ BCO Toa1bKO Mpu 3anpoce 3TX NPOAYKTOB CO CTaHLMNA.

I'Iop,po6Hee CM. 1. AeTaanaﬂ KOHQQMpral;LMH penosnTopua.

Ecan Baw Cepsep Dr.Web He nok/itoUeH K MHTEPHETY, U OOHOBAEHMS 3arpy>KatoTcs
BpyuHyto ¢ gpyroro Cepsepa Dr.Web nnn yepes 3arpysuvk penosutopus, To nepes teM Kak
yCTaHaBAMBaTb WM OOHOBASATL MPOAYKTbI, A5l KOTOPbIX B HACTPOMKAxX PENO3UTOPUst
BK/ItOYeHa onuvs O6GHOBAATL TO/ILKO No TpeboBaHMIo, He06X0AMMO NpesBapuUTeIbHO
3arpy3uTb 3TV NPOAYKTbl B PEMO3UTOPUIN BPYYHYHO.

c. Ha ctpaHnue AamuHuctpupoBaHue — Cepsep Dr.Web npveeseHa nHdopmauums o
Bepcum Cepsepa Dr.Web. MNpu Haanumm HoBou Bepcmn, obHoBuTe CepBep Dr.Web kak
onucaHo B n. O6HoesieHve CepBepa DrWeb 1 BocctaHOBAEHME U3 Pe3ePBHON KONUU.

d. Mpn HeobxoaMMOCTN HacTporTe HacTpoika ceTeBbIX COeAUHEHUIN ANA N3MEHEHUNS
CeTeBbIX HAaCTPOEK MO YMOAYAHUIO, UCMO/Ib3YEMbIX A/ B3aUMOAENCTBUA BCEX
KOMMOHEHTOB aHTUBMPYCHOW CETH.

e. NMpn HeobxoaMMOCTN HaCcTpoKrTe cNUCcoK agMuHuctpatopos Cepepa Dr.Web. Takoke
AOCTyNHa BHELWHAA ayTeHTUdrKauma agMnHucTpaTopos. NogpobHee cm. B [naBe 6:

AAMI/IHI/ICTQaTOQbI aHTI/IBI/IpyCHOI\/’I CEeTN.
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f. Mepep Hauanom akcnayaTaumm aHTMBMpycHoro MO pekoMeHayeTcs U3MeHUTb
HaCTPOWKy KaTanora pe3epBHOro KONMMPOBaHMA KPUTUUHBIX AaHHbIX CepBepa Dr.Web
(cM. n. Hactpouka pacnucanma Cepeepa Dr.Web). [laHHbIA KaTanor »xenaTenabHo
pa3MecTUTb Ha APYroM NOKalbHOM AMCKe, YUTOObl YMEHbLINTL BEPOSATHOCTb
oaHoBpemeHHou notepun dannos MO Cepsepa Dr.Web v pesepBHoOM konuu.

8. 3apaliTe HacTpoVkM M KOHOUrypauuto aHTMBupycHoro MO ana ctaHumn (nogpobHoe
onucaHme HaACTPOMKKM Fpynn 1 CTaHUMI NnpuBeaeHo B [1aBe 7 1 [nage 8):

a. I'lp|/| HEO6XO,£I,I/IMOCTI/I CO3,D,al\/’ITe NOoNb30BaTENbCKUE TPYMbl CT&HLI,I/IVI.

b. 3agaite HacTpoviku rpynnbl Everyone n co3gaHHbix Mosb30oBaTeNbCKUX rpynmn. B
4aCTHOCTW, HaCcTPOWTe pa3zen ycTaHaBMBaeMbIX KOMMOHEHTOB.

9. YcraHosute 0O ArenTa Dr.Web Ha ctaHumn.

B pa3zgene UHcTannaumoHHble dalinbl 03HaKOMbTECh CO CMTMCKOM MPeAoCcTaBaAsieMblX
davinoB ans yctaHoBku AreHta Dr.\Web. Boibepute noaxoaawmii ans Bac BapuaHT
YCTaHOBKM, NCXOAA N3 ONepaLnoHHON CUCTEMbI CTaHLMMW, BO3MOXHOCTUN YAaeHHON
YyCTaHOBKMW, BapunaHTa 3ajaHua Hactpoek Cepepa Dr.Web npwu yctaHoBke AreHTa Dr.Web u
T.N. Hanpuwmep:

e Ecnn nonb3oBaTenu yctaHaBAMBakOT aHTUBMPYC CAMOCTOATE/IbHO, BOCMONb3yMUTeCh
nepCcoHaNbHbIMW NWHCTANNALNOHHBIMW NakeTamMu, KOTopble co3gatoTca yepes LieHTp
yrnpaB/ieHUsa OTAENbHO ANS KaXA0W CTaHUMK. [JaHHbIV TN NaKeTOB Takke BO3MOXHO
OTNPaBuUTb NONb30BaTENAM Ha INEKTPOHHYH MOUTY HenocpeacTBeHHO u3 LleHTpa
ynpasneHus. [Mocne yctaHOBKM nogkitoueHune ctaHumnii kK Cepsepy Dr.Web
OCyLLeCTBAAETCA aBTOMaTUYeCKN.

e Ecin He06X0AMMO YCTaHOBUTb aHTUBMPYC Ha HECKOIbKO CTaHLMIA U3 OLHOM
NoJIb30BaTENbCKOWN FPYMMbl, MOXETE BOCMO/b30BaTHCA TPYNMOBbIM MHCTAANALNOHHBIM
nakeToM, KOTOpbIli co3aaeTcs Yepes LieHTp ynpaBaeHus B e4AMHCTBEHHOM 3K3eMnaspe
AN1A HECKONIbKMX CTaHLUMIN onpeseneHHon rpynmnbi.

e [N yAaneHHOM yCTaHOBKM MO CETU Ha CTaHLUMIO UV OJHOBPEMEHHO Ha HECKOJIbKO
ctaHumni nog ynpasneHnem OC Windows nan OS Linux BOCnonb3ynTech CETEBLIM
NHCTaNNATOPOM. YCTaHOBKa ocyLlectBaseTcs yepes LieHTp ynpaBaeHus.

e Taioke BO3MOXHa yZafeHHas YCTaHOBKa MO CETU Ha CTaHLMIO NN HECKONbKO CTaHLMI
OAHOBPEMEHHO C UCNOAb30BaHueM cnyxbbl Active Directory. lns 3T1oro ncnonb3yercs
nHctannatop AreHta Dr.\Web ans cetent c Active Directory, noctaBnasiembli B KOMMAEKTE
anctpnbytmea Dr.Web Enterprise Security Suite, HO oTaenbHO OT MHcTannsTopa Cepeepa
Dr.Web.

e EC/IM HEOBXOANMO YMEHbLINTL Harpy3Ky Ha kaHan cBasm Mexay Cepsepom Dr.Web n
CTaHUMAMM B NpoLiecce yCTaHOBKMU, MOXeTe BOCM0Ab30BaTbCA MOAHbIM UHCTAaNNATOPOM,
KOTOpbIN OcyLlecTBASeT ycTaHOBKY AreHTa DrWeb 1 KoMnoHeHTOB 3aLwuThbl
eIMHOBPEMEHHO.

e YctaHoBka Ha ctaHuum nog OC Android n macOS MOXeT BbIMOJHATLCA IOKAJIbHO MO
06LWKMM nNpaBuaam. Takke yXe yCTaHOBIEHHbI aBTOHOMHbIN NPOAYKT MOXET
noaxntovatbcsa k Cepepy Dr.\Web Ha ocHOBe cOOTBETCTBYHOLLEN KOHOUTYpaL UK.
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| [ns koppektHoi paboTsl AreHta Dr.Web Ha cepsepHoii OC Windows, HauvHas ¢ Windows
Server 2016, HEO6XOAMMO BPYUHYHO OTKIOUUTL 3aLutHuK Windows, ncnosib3ys rpynnosble
NMONNTYIKW.

10.Cpa3sy nocne yctaHOBKM Ha koMnbroTepbl AreHTbl Dr.Web aBToMaTuuecku ycTaHaBAnBatoT
coegnHeHune c Cepeepom Dr.Web. ABTopun3auma aHTUBMPYCHbIX CTaHUMA Ha CepBepe
Dr.Web npouncxogmnT B COOTBETCTBUM C BbIGpaHHOM BaMu MOAUTMKOM (cM. . [loanturka

NOAKNOYEHWA CTaHLMN):

a. Mpu ycTaHOBKe U3 MHCTa/NSALMOHHbIX MNAKETOB, @ TakKe MPWU HaCcTpolike
aBTOMaTMueckoro noateepxaeHua Ha Cepsepe Dr.Web ctaHumn aBTOMaTUYECKM
NoJlyyatoT perncTpaLmio npu nepsomM nogkitoueHunn Kk Cepsepy Dr.Web, un
AOMNONHUTENBHOE NMOATBEPXKAEHME He TpebyeTcs.

b. Mpw ycTaHOBKe N3 MHCTaNNATOPOB N HAaCTPOMKE PYYHOTO NOATBEPXKAEHMA AOCTyNa
aAMUHNCTPATOPYy HEOHXOANMO BPYUHYHO MOATBEPANTL HOBbIE CTAHLMW A8 UX
peructpaumm Ha Cepsepe Dr.Web. [Tpun 3TOM HOBble CTaHUMW HE MOAK/IOYAOTCA
aBTOMaTuuecku, a nomellatotrcs Cepsepom Dr.Web B rpynny HOBUUKOB.

11.Mocne nogxntoueHuns k Cepeepy Dr.Web n nonyueHunsa HacTpoek, Ha CTaHLUMIO
yCTaHaB/MBaETCA COOTBETCTBYHOLMIA HaBOP KOMMOHEHTOB aHTUBMPYCHOTO MakeTa,
3a/laHHbIA B HaCTPOMKax MePBUYHOW Fpynmbl CTaHLUNN.

[ns 3aBeplueHNs YCTaHOBKM KOMMOHEHTOB paboyeli cTaHLmM noTpebyeTcs nepesarpyska
KOMMbtoTepa.

12.HacTtpownka cTtaHumi n aHTMBMpYcHoro NO BO3MOXHa Takke nocae ycTaHoBKM (nogpobHoe
onuncaHue npueeaeHo B [niase 8).

4.2. HacTtpoika ceTeBbiX COeNHEHUN

O6wue cBeaeHun

K CepBepy Dr.Web nogknrouatotca cnesyrowime KIMEHTbI:

e AreHTtbl Dr.Web.

e ViHctannatopbl AreHToB Dr.Web.
e CocesHue Cepsepbl Dr.Web.

e [Mpokcn-cepsepbl Dr.Web.

CoesvHeHMe Bcerga ycTaHaB/MBAETCA MO UHULMATUBE KINEHTa.
Bo3MOXHbI cregytoLime cxeMbl NOAKIOYeHUs kKnneHToB kK Cepeepy Dr.Web:

1. MNocpeACTBOM OPAMbBIX COEAUHEHWNA.

JaHHbIV NOAXOA MMEET MHOIO MPenMYyLLEeCTB, HO He BCerja OAHO3HAUHO NpeanoyTUTeNEH
(Takke ecTb cMTyaumm, Koraa Takor NoAxXos He CiesyeT UCMONb30BaTh).
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2. Mpwu ncnonbszoBaHum Cnyxbbl 0b6HapyxeHna Cepeepa Dr.Web.
Mo ymonuyaHuto (ecam SBHO He 3aZ,aHO MHOE) KIMEHTbI UCMOJIb3YHT MMEHHO 3Ty Ciyxoby.
[aHHbIV noaxop cnesyeT MCNOAb30BaTh, €CNM HEObX0AMMa NepeHacTporika BCEN CUCTEMDI,

B YacTHOCTW, ecn TpebyeTca nepeHectn Cepeep Dr.Web Ha gpyron komnbtotep nam
nomMeHaATb IP-agpec MaLwmHbl, Ha kKoTopoi yctaHoBaeH Cepeep Dr.Web.

3. Yepes npotokon SRV.
[daHHbIN noaxopn no3sosAeT nckatb Cepep Dr.Web no nmeHu komnbtotepa n/mam cayxoei

Cepsepa Dr.Web Ha ocHoBe SRV-3anucen Ha DNS-cepsepe.

Mpwn KOHPUrypaumn aHTMBUpPYCcHON ceTn Dr.Web Enterprise Security Suite Ha ncnonb3oBaHue
npambix coegnHeHun Cnyxba obHapyxxeHua Cepsepa Dr.Web moxeT 6bI1Tb oTKk/ItOUeHa. s
3TOro B onucaHum TpaHcnoptos (AaMuHUcTpupoBaHue — KoHpurypauma Cepsepa Dr.Web
— Bknagka Cerb — Bknagka TpaHcnopt) nose Multicast-rpynna ciesyet octaBuTb NycCTbiMm.

Hacrpoi/'l Ka ceTeBOoro sKpaHa

[lns BO3MOXHOCTN B3aUMOZENCTBUA KOMMOHEHTOB aHTUBMPYCHOW CETU HEOHXOANMO, UTOObI
BCE MCMOJ/Ib3yeMble MU NOPTbI U MHTEPPENChbl HbINM OTKPbITbI Ha BCEX KOMMbIOTEPAX,
BXOZALUMX B aHTUBUPYCHYHO CETb.

Mpw yctaHoBke Cepepa Dr.Web nHctannatop aBTomaTnyecku gobasaseT nopTbl 1
nHtepdencol Cepepa Dr.Web B nckntouenmsa ceteBoro skpaHa OC Windows.

Ecnm Ha kOMMblOTEpe MCMONb3yeTCcA CEeTEBOWN 3KPaH, MOMUMO BCTPOEHHOrO CETEBOro 3KpaHa
OC Windows, agMUHKCTpaTOp aHTUBMPYCHOW CETU JOIKEH MPOU3BECTM COOTBETCTBYOLME
HaCTPOMKM BPYUHYHO.

4.2.1. NMpamble coeanHeHNS

Hacrpoiika CepBepa Dr.Web

B HacTpownkax Cepsepa Dr.Web gonxHoO 6biTb yka3aHo, Kakon agpec (CM. ZOKYMEHT

MpunoxxeHna, [Ipunoxenve [ Cneundurkalms ceTeBoro agpeca) He0bxoaAnMMo

"npocaywmBate” ana npuemMa Bxoaawmx TCP-coegnHeHnn.

[aHHbI napameTp 3ajaeTca B HacTporkax Cepsepa Dr.Web AgmuHuctpupoBaHue —
KoH¢urypaumua Cepsepa Dr.Web — sknagka Cetb — Bkiagka TpaHcnopT — nose Aapec.

Mo ymonuaHuto anqa "npocnywmearHuns” Cepsepom Dr.Web yctaHaBavBaroTcs:

e Aapec: nycToe 3HauYeHe — NUCNONb30BaTb 8Ce cemegble UHMepgelicol ANA LAHHOW MalUNHbI,

Ha koTopou yctaHoBeH Cepep Dr.Web.

e Mopt: 2193 — ncnonb3osBaTb NOPT 2193.

PyKkoBOACTBO aAMAHUCT paTopa
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@ MopT 2193 3apeructpmpoBaH 3a Dr.Web Enterprise Management Service B IANA.

Ana koppekTHOW paboTbl Bcelr cuctembl Dr.Web Enterprise Security Suite goctatouHo, UTOObI
Cepsep Dr.Web "cnywan" xots 66l ognH TCP-nopT, KOTOPbIN AOMXEH ObiTb N3BECTEH BCEM
KNINEHTaM.

Hactpoiika AreHnta Dr.Web

Mpwn yctaHoBke AreHTa Dr.Web agpec CepBepa Dr.Web (IP-agpec nan DNS-ums komnbroTepa,
Ha koTopoM 3anyueH Cepsep Dr.Web) moxeT 6bITb AIBHO yKa3aH B MapameTpax yCTaHOBKM:

drwinst /server <Adpec_Cepsepa Dr.Web>

Mpwn yctaHoBKke AreHTa Dr.Web pekomeHpayeTca ncnonbsosatb nms Cepsepa Dr.Web,
npeABapuTENbHO 3aperncTpupoBaHHoe B cy>6e DNS. 3To ynpocTUT NpoLLecc HacTpPorKM
aHTMBUPYCHOW CeTu, CBA3aHHbIN C NpoLeaypon nepeyctaHoBkn Cepsepa Dr.Web Ha apyrown
KOMMbtoTep.

Mo ymonyaHuto KomaHga drwinst, 3anylieHHas 6e3 napameTpos, byaeT ckaHMpPOBaTh CeTb
Ha Hannume CepsepoB Dr.Web v nonbitaetcs yctaHoBuTb AreHT Dr.Web ¢ nepsoro
HanaeHHoro CepBepa Dr.Web B cetn (pexxum Multicasting c ncnonb3oBaHnem Cnyx6Oebl

obHapyxeHunsa Cepeepa DrWeb).

Taknm obpasom, agpec Cepsepa Dr.Web ctaHoBuTCa n3BecteH AreHty Dr.Web npwu yctaHoBke.

B panbHenwem agpec Cepepa Dr.Web moxeT 6bITb MU3MEHEH BPYUHYHO B HacTpoOMKkax AreHTa
Dr.Web.

4.2.2. Chy>x6a obHapy>xeHnsa CepBepa Dr.Web

Mpwn jaHHOW cxeme MOAKNHOYEHUS KINEHTY 3apaHee He n3BecteH agpec Cepsepa Dr.Web.
Mepes KaXA0M yCTaHOBKOM coeAnHeHUs ocyectBaseTtca nomck Cepesepa Dr.Web B ceTtn. [ns
3TOrO KAMEHT NOCbINIaeT B CETb LIMPOKOBELLATeNbHbIN 3aMpoc 1 oxunaaet oteeT oT CepBepa
Dr.Web c ykazaHunem ero agpeca. lNocne nonyyeHuns OT3blBa KIMEHT yCTaHaBANBaET
coeanHeHmne ¢ Cepsepom Dr.Web.

[ns 3Toro Cepeep Dr.Web gonxeH npociywiusame cetb Ha NOA06HbIE 3aNpPOChI.

BO3MOXHO HECKO/IbKO BapMaHTOB HAaCTPOMKM NOJOOHOM cxeMbl. BaxkHO, uTobbl MeToa noucka
Cepsepa Dr.Web, 3agaHHbIV A8 KNMEHTOB, 6bi1 COrNacoBaH C HaCTPOMNKaMu OTBETHOM YacTu
Cepsepa Dr.Web.

B Dr.Web Enterprise Security Suite no ymonuaHuto ncnonbsyetca pexxum Multicast over UDP:

1. CepBep Dr.Web peruncrtpupyetcs B MyabT1kacT-rpynne c aZpecom, 3ajaHHbIiM B
HacTpowkax Cepepa Dr.Web.

PyKkoBOACTBO aAMAHUCT paTopa
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2. AreHTbl Dr.Web, npu nouncke Cepsepa Dr.Web, nocbinatot B ceTb My/bTUKaCT-3aMpockl Ha
rpynnoBou agpec, 3ajjaHHbl B . 1.

Mo ymonuaHuto ana npocnywmsaHua Cepsepom Dr.Web yctaHaBavBaetca agpec
udp/231.0.0.1:2193 (aHaNOTMYHO MPAMbIM COEAUHEHUNAM).

[aHHbIN NapameTp 3ajaeTcsa B HacTporikax LieHTpa ynpaBnaeHus: AGMUHUCTPUPOBaHMe —
KoHdwurypauns Cepsepa Dr.Web — Cerb — TpaHncnopt — TCP/IP. [Nyctoe 3HaueHwue
npeAnuCbiBaeT UCMONb30BaTbh aZpec N0 YMONYAHUIO, YKa3aHHbI BbiLUe.

4.2.3. Ucnonb3oBaHune npotokona SRV

Knnentbl nog OC Windows noasep>XvBatoT KIMEHTCKUIA ceTeBOW npoTokon SRV (onucaHume

dopmaTa npuseseHo B gokymeHTe Mpunoxxenunsa, [1punoxenve [ Cneundukaums ceteBoro
azpeca).

Bo3mo>kHocTb 06paweHus kK Cepsepy Dr.Web uepe3 SRV-3anucu peanusyerca
cnepyrouwum obpasom:

1. Mpw yctaHoBke CepBepa Dr.Web HacTpanBaetca perncrpaumua B gomeHe Active Directory,
WNHCTaNIATOP BHOCUT cooTBeTcTBYtoLyto SRV-3anuncb Ha DNS-cepsep.

| SRV-3anuce BHocutca Ha DNS-cepsep B cootBeTctBum ¢ RFC2782 (cm.
: https://datatracker.ietf.org/doc/html/rfc2782).

2. Mpwu 3anpoce nogxntoueHmns k Cepeepy Dr.Web nonb3oBatenb 3agaet obpalleHvie vepes
MPOTOKON STV.

Hanpumep, 3anyck nHctannatopa AreHta Dr.Web:

e C ABHbIM YKa3aHWeM MMEHW cepBuca myservice:
drwinst /server "srv/myservice"
e 6e3 ykazaHusa nmeHun cepauca. MNpu 3Tom HByaeT ocywecTBaaTbCa Nomck B SRV-3anuncax
MMEHM MO YMONYaHUIO — drwCs:
drwinst /server "srv/"
3. KnveHT npo3payHo And nonb3oBaTtens Ncnonb3yet yHkumMoHan npotokona SRV ans
obpaweHus k Cepepy Dr.Web.

| Ecnv npm obpaweHnm Cepsep Dr.Web He yka3aH ABHO, MO YMOAYaHWIO B KayecTBe UMEHM
cepBuca NCNoab3lyeTca drwcs.

PyKkoBOACTBO aAMAHUCT paTopa
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4.3. ObecneueHne 6e3onacHOro coeguHeHun

4.3.1. WundpoBaHne u cxatmne Tpadpuka

Pexxum WwndpoBaHns NCNosb3yeTcs ans obecneveHms 6€30NacHOCTU AaHHbIX, NepesaBaeMblx
no Hebe3onacHOMY KaHany, U NO3BOAAET n3bexaTb BO3MOXHOIO pasrialleHns LeHHbIX
CBEAEHWN N NOAMEHbI MPOrPaMMHOro obecrneyeHuns, 3arpy>KaeMoro Ha 3allmilaemMble
cTaHUuW.

AHTMBUpPYCHasa ceTb Dr.Web Enterprise Security Suite ncnonb3syet cnegyroume
KpunTorpaduyeckmne cpeacTsa:

e DekTpoHHaa undposas noanuce (FOCT P 34.10-2001).

e AcummeTtpuuHoe wiudposaHme (VKO GOST R 34.10-2001 — RFC 4357).

e CummeTpunyHoe wndposaHme (FTOCT 28147-89).

o Kpunrorpadpuueckan xew-¢pyHkuma (FTOCT P 34.11-94).

AHTMBUpPYCcHas ceTb Dr.Web Enterprise Security Suite no3sonseT 3awmndpoBatb Tpaduk mexay
Cepsepom Dr.Web n knmeHTamu, K KOTOPbIM OTHOCATCA:

e AreHTbl Dr.Web.

e NIHcTannatopbl AreHTtoB Dr.Web.

e CocesHue Cepsepbl Dr.Web.

e [Mpokcn-cepsepbl Dr.Web.

Beuay TOro, uto Tpaduk mexgy KOMNoHeHTaMu, B ocobeHHocTn mexay Cepsepamun Dr.Web,
MO>eT ObITb BECbMa 3HAaUNTE/IbHbIM, aHTUBUPYCHAasA CeTb MO3BOASAET YCTAHOBUTbL CKaTue 3TOro

Tpaq)vn(a. HaCTpOI\/’IKa NONNTUKN OKaTUA N COBMECTUMOCTb TaKUX HAaCTpPOEK Ha Pa3HbIX
KAINeHTaxX aHaaorn4Hbl HaCTpOVIKaM Aand LLIVIq)pOBaHVIH.

NMonntnka cornacoBaHunA HacTpoek

MoanTnkKa NCNosb3oBaHUS WMGPOBAHMUA N CKATUSA HACTPaMBAETCA OTAENbHO Ha KaXkioM 13
KOMMOHEHTOB aHTUBUPYCHOW CETU, MPU 3TOM HACTPOMKM OCTasIbHbIX KOMMOHEHTOB A0/XKHbI
6bITb cornacoBaHbl ¢ Hactporikamu Cepsepa Dr.Web.

Mpwn cornacoBaHUn HacTpoek WwndposaHus n cxatns Ha Cepeepe DrWeb u kiveHTe cneayet
MMeTb BBUAY, UTO Psj COUETaHUN HACTPOEK ABAAETCA HEAOMYCTUMbBIM, U UX BbIBOP NpUBEZEeT K
HEBO3MOXHOCTUN YCTaHOBKM coeanHeHuns mexay Cepsepom Dr.Web u kaneHToM.

B 1absvue 4-1 npuBeAeHbl CBeAEHUSA O TOM, MPU KaknMx HaCTPOMKax CoeanHEHNE MeXay
Cepsepom Dr.Web n knveHTOM 6yaeT 3awimdpoBaHHbIM/CKaTbIM (+), MPU KaKUX — He
3alWNdpPoBaHHbIM/HE CKaTbIM (=), 1 O TOM, Kakne CoYeTaHua ABAAKOTCA HeJONYCTUMbIMMU
(Owunbka).

PyKkoBOACTBO aAMAHUCT paTopa
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Ta6bauua 4-1. CoBMecTUMOCTb HacTPOeK NOJUTUK WK pPoBaHUA N OKaTUA

Hacrpoiiku CepBepa Dr.Web

Hactpoiiku knmneHTa Aa Bo3smorxHo Her
[Ja + + Owwbka
Bo3moxxHo + + -
HeT Owwbka - -

| WNcnonb3oBaHve wndpoBaHus Tpaduka co3gaeTt 3aMeTHYH BbIUNCAUTENbHYHO Harpysky Ha

& KOMMbIOTEPbI C MPOU3BOAUTENIBHOCTLIO, 6AU3KON K MUHUMA/IbHO AOMYCTUMOM ANs
YCTAHOBJIEHHbIX Ha HWX KOMMOHEHTOB. B Tex cnyuyanx, koraa wundposaHve Tpapuka He
TpebyeTcs ana obecneveHns JOMONHUTENbHON 6€30MaCHOCTH, MOXHO OTKa3aTbCsA OT 3TOro
pexvima.

[na oTkntoueHus pexxuma wudbpoBaHusa ciesyeTt nociesoBaTenbHo nepekitodats Cepaep
Dr.Web 1 komnoHeHTbl cHavana B pexxvum Bo3amModKHO, He fonyckas co3aaHns
HeCOBMECTMMbIX Map KIVEHT-cepBep.

Vicnonb3oBaHume cxxatus yMeéHbllaeT Tpa¢VIK, HO 3Ha4UTENIbHO yBEINYMBAET r|0Tpe6J1eH|/|e
onepaTMBHOM NaMATU U BbIUNCIUTENIbHYHO Harpy3ky Ha KOMMbOTepbl, B 60/bLUEN CTeNeHN,
Yem WnppoBaHMe.

MoaknroueHue uepes Mpokcu-cepsep Dr.Web

Mpwn noakntoueHnn knmeHToB Kk Cepepy Dr.Web uepes lNMpokcn-cepsep Dr.Web Heobxoanmo
YyUnTbIBaTb HACTPOMKM LMGPOBAHMA N CKATMA Ha BCEX TPeX KOMMOHeHTax. [pu aToMm:

e Hactpowkn Cepepa Dr.Web un lMpokcn-cepBepa (34ecb UrpaeT poab KINEHTA) AOMXKHbI
COrnacoBbIBaThCA Mo 1abnuie 4-1.

e Hactpowkn knveHTa u MNMpokcn-cepeepa (3zeck urpaet ponb Cepsepa Dr.Web) gonxHbl
corniacoBbiBaThCA No 1abauue 4-1.

BO3MO>XHOCTb YCTaHOBKM coeanHeHns Yepes MNpokcn-cepaep 3aBMcKT oT Bepcuin CepBepa
Dr.Web v k1veHTa, noaaep>XnBatoLLmx onpeseneHHble TEXHONOMNN WNhPOoBaHMS:

e Ecnn Cepsep Dr.Web n knneHT nogaep>xuarot TLS-wmndpoBaHme, ncnonb3yemMoe B Bepcum
13.0, TO AOCTAaTOYHO BbINMONHEHWA BbILLIEONMCAHHbIX YCIOBUN AN YCTAaHOBEHMUA
paboTaroLLero coeaMHeHuM.

e Ecan oanH 13 KOMMNOHEHTOB He noaaep>xxuBaeT TLS-wndposaHue: Ha Cepeepe Dr.Web
n/van KnmeHTe yctaHoBaeHa Bepcua 10 u 6onee paHHAA ¢ wudposaHmem no MOCT, To
BbIMOJIHAETCA AONONAHUTENbHAA NpoBepKa No 1abanlie 4-2.
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Ta6bauua 4-2. CoBMeCTMMOCTb HaCTPOeK NOUTUK LN POBaHUA U OKaTUA NpU
ucnonb3oBaHumn Mpokcn-cepBepa

Hacrpoiiku
coefMHeHUA C
KJINEHTOM

Hwnuero

OCxartue

Hacrpoiiku coeguHeHuns c Cepsepom Dr.Web

WundposaHue

Bce

Huyero

CxaTne

LndposaHre

Bce

OBbIUHbBIN PeXUM

Mpo3payHbIii pexxvm

Owwnbka

Hwuuero Cxatune Wn¢ppoeaHue Bce
OB6bIYHbIV pexnm O6bIYHbIN pexm Ownbka Owwnbka
OB6bIYHBIV PEXUM OO6bIYHBIV PeXUM Owwnbka Owmnbka

Owwbka Ownbka Mpo3paibin Owwbka

pexum

Owwnbka Owwnbka Ownbka Mpo3patiibi

pexnm

YcnoBHble 0603HaueHus

Hacrpoiiku coeguHeHunii ¢ Cepsepom Dr.Web u c kineHtom

Hun cxaTve, H1 WndpoBaHMe He Noasep kvBaeTCa.

Moanep>kMBaeTCA TOIbKO CXKaTue.

Mopaep>kvnBaeTcs TONbKO WudpoBaHume.

Moanep>kMBaeTCca U cxaTtve, U WudpoBaHue.
Pe3synbrar coegunHeHus

YcTaHoOBAEHHOEe coeavHeHVe noapasymeBaeT paboTy B 06bIUHOM pexume — C
06paboTKON KOMaHA 1 KELLMPOBaHUEM.

YcTaHOB/NIEHHOE COoeAVHeHWe NoApa3yMeBaeT paboTy B NPO3payHOM pexumMe
— 6e3 06paboTkm kKoOMaHA 1 6e3 kelmnpoBaHusa. Bepcua npoTtokona
WwndpoBaHNs BbIBUPaeTcs MUHMMAasIbHAsA: €CIN OAMH U3 KOMMOHEHTOB
(Cepsep Dr.Web wnu Arent Dr.Web) sepcum 13, a apyroii Bepcum 10, T0
yCTaHaBAMBaeTcs WindpoBaHue, ncnoabsyemoe B Bepcum 10.

CoepvHeHve lMpokcu-cepeepa ¢ Cepsepom Dr.Web un ¢ knmeHtom byzet
pa3opBsaHo.

Taknm obpazom, ecam Cepsep Dr.Web n AreHt Dr.Web pasHbix Bepcui: oamH Bepcum 13, a
apyrov — Bepcum 10 1 6onee paHHen, TO A/A YCTaHOBEHHbIX COeAMHEeHM Yepes [pokcu-
cepBep NPUMEHAKTCS CedyroLLMe OrpaHNnUYEeHNs:

e KelwmpoBaHue gaHHbIX Ha MpokcK-cepBepe BO3MOXHO TO/IbKO B TOM C/lyyae, ecan oba
coeanHeHns — n c Cepsepom Dr.Web 1 ¢ kKIMeHTOM ycTaHOB/IEHbI 6€3 UCNOAb30BaHUs

WwndpoBaHus.

PyKkoBOACTBO aAMAHUCT paTopa
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° LUM(I)pOBaHVIe 6yp,eT MCNoJib30BaTbCA, TOZIbKO €C/1N oba coegnHeHna —nm c CepBepOM
Dr.Web, N C KIMEHTOM YCTaHOBJIEHbI C NCMOJIb3OBaHNEM mmd)pOBava M C OANHaKOBbIMHA
napamMeTpamMmm CKatunA (,D,ﬂﬂ obounx COGAI/IHGHVIVI €CTb COKaTune nan ansa obonx — HeT).

Hactpoiikmn wmdppoBaHua u cxxatua Ha Cepsepe Dr.Web

UTo6bl 3aaaTb HacTpokM OkaTua u wndpposaHua Cepeepa Dr.Web

1. BbibepuTe NyHKT AAMUHUCTPUPOBaHME B 1aBHOM MeHIo LleHTpa ynpasaeHus.

2. B oTkpbiBLIEMCS OKHe BblbepuTe NyHKT ynpasasatowero meHto Kongurypaunsa Cepsepa
Dr.Web.

3. Ha Bknagke Cetb — TpaHcnopT BbibepuTe B Bbinagatowmx cnuckax Wngpposanve v
CxaTume OfMH 13 BapUaHTOB:

e [la — wudpoBaHue (Mamn cxatne) Tpaduka co BCeMu kameHTaMm obsasatenbHO
(ycTaHaB/aMBaeTCa No yMOJYaHWUIO And WndpoBaHud, ecan npu yctaHoske Cepsepa
Dr.Web He 6bi10 3aaH0 apyroe).

e Bo3moxxHO — wndpoBaHume (Mam cxatune) byaeT BbINOAHATLCA Ans Tpadurka C Temu uns
KNMEHTOB, HACTPOWMKMN KOTOPbIX 3TOTO He 3arnpeLLatoT.

e Her — wundpposaHue (nnm cxatne) He nojaepxusaeTtca (ycTaHaBAIMBaeTCA No

YMONYaHWIO Aa oKatud, ecam npuv yctaHoske Cepsepa Dr.Web He 6bi10 3agaHo apyroe).

ili Mpw HacTpolike WndpoBaHMa 1 ckaTua Ha ctopoHe Cepeepa Dr.Web obpaTtute BHUMaHWe
Ha 0COH6EHHOCTU KIVEHTOB, KOTOPbIE MIaHUPYeTCA Nogkatouath K gaHHoMy CepBepy
Dr.Web. He Bce knneHTbl noasaep>xuBatoT WndpoBaHue 1 cxatnsa Tpaduika.

Hactpoikn wmdpposaHua u cxxkatma Ha Mpokcu-cepsepe Dr.Web

UT06bI LLeHTpaIM30BaHO 3aAaThb HacTpoiiku wndpoBaHusa n ckatus ana MNpokcn-cepsepa

| Ecnn MNpoken-cepeep He nogiitoyeH k Cepeepy Dr.Web ana yaaneHHoro ynpasaeHus
HacTpoWnkamu, HacTpoWTe MNOAKIOYEHNEe Kak onuncaHo B PykoBoacTBe no ycraHOBKe, M.

NoaxntoyeHue Mpokcn-cepeepa Dr.Web k Cepepy Dr.Web.

1. Otkpowte LleHTp ynpaBneHus ana Cepsepa Dr.Web, koTopbIin sBASETCS ynpaBAsOWMM Ans
MNpokcn-cepsepa.

2. Bbibepute nyHKT AHTUBUPYCHaAA CeTb B I1aBHOM MeHto LleHTpa ynpaBneHus, B
OTKPbIBLLEMCS OKHE B MepapXxnyeckoM CrncKe HaXXMuTe Ha Ha3BaHue [1pokcn-cepsepa,
HaCTPOMKM KOTOPOro Bbl XOTUTE OTPeAaKTMPOBaTb UM €ro MePBUYHOW Fpynnbl, eCAn
HacTpoukun [pokcm-cepBepa HacneayroTca.

3. B oTkpbIBLIEMCSA ynpaBAstoLLEM MeHto BbibepuTe nyHKT Mpokcun-cepsep Dr.Web.
OTKpoeTcs pa3zen HacTpoek.

PyKkoBOACTBO aAMAHUCT paTopa
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Mepenante Ha Bknaaky MpocnywmBaHue.

B pa3gene MNapameTpbl coegnHeHUA € KAMEHTaMW, B Bbinajatrowmx cnmckax LWngpposaHne
n COxkarme BbibepuTe pexxmm WnPpoBaHMa N OKaTMa Tpaduka 41a KaHa0B MexXay
Mpokcn-cepBepom n obcayxmBaeMbiMu kKaneHTamu: AreHtamun Dr\Web v nHctannatopamu
ArentoB Dr.Web.

B pasgene Mapametpbl coeanHenus ¢ Cepsepamum Dr.Web 3agaetca cnncok Cepsepos
Dr.Web, Ha koTopble byaeT nepeHanpaBaaTbca Tpaduk. BoibepuTe B cnncke Hy>KHbIM
Cepsep Dr.Web u Haxxmute KHOMKy # Ha naHeu WHCTPYMEHTOB AaHHOrO paszena, u4tobbl
OTpeAakTMpoBaTb NapaMeTpbl coeAnHeHns ¢ BbibpaHHbiM CepBepom Dr.Web. B
OTKPbIBLUEMCS OKHe, B BbiNagatowmx cnuckax LWndpposanmne 1 Oxatme Boibeprte pexxnm
WndpoBaHNA 1 CkaTusa Tpaduka Ans KaHana mexay MNpokcm-cepBepom 1 BbIbpaHHbIM
CepBepom Dr.Web.

,ﬂ,l'lﬂ COXpaHeHUA 3a4aHHbIX HACTPOEK HaXXMUTE KHOMKY COXpaHVITb.

UTo6bI NOKaNBLHO 3aAaTh HACTPOIKU WK poBaHUA N okaTtua ansa MNpokcu-cepBepa

1.

@ Ecnn Mpoken-cepBep noaxntoyeH k ynpasastowemy Cepepy Dr.Web ana yaaneHHown

‘ HacTpoVikK, TO KOHbUrypaLwoHHbIA dalin Mpokcn-cepepa byaeT nepesanncaH B
COOTBETCTBUM C HacTponkamu, npuweawnmm ¢ Cepeepa Dr.Web. B takom cnyyae
Heob6xo0AMMO 3aZaBaTb HacTpoliku yaaneHHo ¢ Cepepa Dr.Web wau oTkntountb HacTpOWKY,
paspeLlatoLLyo NpHUMaTh KoHdurypaumto ¢ 3toro Cepsepa Dr.Web.

OnucaHune koHbUrypaumoHHoro daina drwcsd-proxy.conf NPUBEAEHO B AOKYMEHTE

MpunoxxeHuns, E4. KonburypaumorHbivi dann Mpokcn-cepeepa Dr.Web.

Ha komnbroTepe, Ha KOTOPOM ycTaHoBAEH [poKcK-cepBep, OTKPOMTE KOHPUIYPaALNOHHbIN
davn drwcsd-proxy.conf.

OTpesakTnpynTe HaCTPOMKM, OTBEYatoLMe 3a CKaTne 1 WndpoBaHne Aid COeANHEHUN C
knueHtamm un ¢ Cepsepamum Dr.Web.

MNMepesanyctuTe lNMpokcn-cepsep:
e 1ns OC Windows:

o Ecam Mpoken-cepsep 3anyueH kak cepsmuc OC Windows, nepesanyck cepsuca
OCYLLeCTBASETCA WTAaTHbIMW CPeACTBAMM CUCTEMBI.

o Ecam Npokcn-cepsep 3anyLleH B KOHCONU, Anda nepesanycka Haxmute CTRL+BREAK.
e [1na OC cemerictBa UNIX:

o OTnpasbTe curHan SIGHUP geMoHy lNpokcn-cepsepa.

o BbIMONHWTE CneaytoLLyro KOMaHay:

Ana OC Linux:

/etc/init.d/dwcp proxy restart

Ons OC FreeBSD:

PyKkoBOACTBO aAMAHUCT paTopa



A7

-
¢

g
),
A

FnaBa 4: Hauano pa6otbi

/usr/local/etc/rc.d/dwcp proxy restart

Hactpoiikn wmdppoBaHmna u ©kaTtna Ha CTaHLMUAX

UTo6bI LLeHTpa/IN30BaHO 3ajaTb HaCTPOUKM LLNPPOBAHUA U OKaTUA CTaHL U

1. BbibepuTe NyHKT AHTUBMPYCHaA ceTb B I1aBHOM MeHto LleHTpa ynpasieHus, B
OTKPbIBLUEMCA OKHE B MepapXmyeckoM Crmcke HaXKMuTe Ha Ha3BaHWe CTaHuun Uau
rpynmneoi.

2. B oTkpbIBLIEMCS yNpaBAstOLLIEM MeHIO BbibepuTe nyHKT MapamMeTpbl NnogkatoueHus.

3. Ha Bknagke O6wme, B BbinagatoLmx cnnckax Pexxum oxartua v Pexxum wngpoBaHus
BbibepuTe OAMH 13 BapUaHTOB:

e la — wudposaHue (nan cxaTme) Tpadmka c Cepsepom Dr.Web oba3aTtenbHo.

e Bo3modxHO — wndppoBaHme (Mam cxatue) byseT BbINONHATLCA AN Tpaduka ¢ Cepepom
Dr.Web, ecnn HacTpovikn Cepsepa Dr.Web 310ro He 3anpeator.

e Her — wndpoBaHue (nam oxatne) He NoAAepPXKMBaAETCA.
4. Haxmunte CoxpaHUTb.

N3meHeHMs BCTYNAT B CMAY, Kak TOJIbKO HAaCTPOMKM ByayT nepesaHbl Ha cTaHuuun. Ecan
CTaHLMM Ha MOMEHT U3MEHEHWS HAaCTPOEK OTKIFOUEHbI, U3MEHEeHMs ByayT nepesaHbl, Kak
TONIbKO CTaHUuKM nogkitoyatcs kK Cepsepy Dr.Web.

AreHt Dr.Web ana Windows
Hactpoviku wndpoBaHmns 1 okatma MoryT 6biTb 3agaHbl Npun yctaHoBke AreHta Dr.Web:

e [Npn ANCTaHLMOHHOW ycTaHOBKe 13 LieHTpa ynpaBieHUs pexum WwndpoBaHus 1 cxaTus
3a/laeTcs HEMOCPEeACTBEHHO B HACTPOMKax pasjena YcraHoBKa Mo ceTw.

e [pn nokanbHOM ycTaHOBKe rpaduyecknii MHCTAANATOP He NpeAOoCTaBAfET BO3MOXHOCTb
N3MEHATb PEXMM WNPPOBaAHMA U CKaTUA, OAHAKO JaHHble HAaCTPOWKN MOTYT 6bITb 3aAaHbl
NPY NOMOLLM KNHOYEen KOMaHAHOW CTPOKM Mpw 3anycke MHCTannaTopa (CM. 4OKYMEHT

MpunoxxeHuns, X1. CeTeBOV MHCTaNNATOD).

MNocne yctaHoBkM AreHTa Dr.Web BO3MOXHOCTb N0Ka/bHO M3MEHATb HAaCTPOWKM
WnPpPOoOBaHMA N COKATUA Ha CTaHUMK He NpeaocTaBafeTca. [10 yMOnUYaHUIO YCTaHOBAEH PeXUM
Bo3MO>KHO (ecnu B MpoLiecce yCTaHOBKM He 6biJ1o 3aaHO Apyroe 3HayeHue), T. e.
MCNONb30BaHWe WNHPOBAHUSA M CKaTUS 3aBUCUT OT HaCcTpoek co cTopoHbl Cepepa Dr.Web.
OgzHako, HacTpoWrkn Ha ctopoHe AreHTa Dr.Web moryT 6b1Tb n3meHeHbl Yepes LieHTp
yrpasieHus (CM. BblilLe).

PyKkoBOACTBO aAMAHUCT paTopa
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AntuBupyc Dr.Web ansa Android

AHtnBmpyc Dr.Web ana Android He noaaep>xvmBaeT HU WNdpPOBaHME, HU CKaTue.
MoaxntoueHne byseT HEBO3MOXHO, eCNKM 3a/aHO 3HaveHne fa ana wndpoBaHusa n/mam
okaTusa Ha ctopoHe Cepsepa Dr.Web vnau MNMpokcn-cepsepa (B cryvae coeanHeHns yepes
MNMpokcn-cepsep).

AntuBupyc Dr.Web ans Linux

Mpw ycTaHOBKE aHTUBMPYCa NU3MEHEHWE pexnMa WNPOBaHNA N CKaTUA He
npesocTtaBasetca. 1o ymonuaHuio ycTaHOB/IEH pexum Bo3modkHo.

Mocne ycTaHOBKM aHTUBMPYCa BO3MOXHOCTb JIOKa/IbHO M3MEHSTb HAaCTPOMKM WNGPOBAHUS U
CKaTUA Ha CTaHUWM NpeAoCTaBAAEeTCA TO/bKO B KOHCO/IbHOM pexume. OnvcaHue
KOHCONbHOTO pexnma paboTbl U COOTBETCTBYHOLLMX KAHOUE KOMaHAHOW CTPOKM MPUBEAEHO B
PykoBoacTtBe nonb3oBartens Dr.Web ans Linux.

Takke HaCTPOMKN Ha CTOPOHE CTaHLUM MOTYT BbITb M3MeHeHbI Yepe3 LieHTp ynpaBieHus (cwm.
BblLLIE).

AntuBupyc Dr.Web ana macOS

BO3MOXHOCTb OKaNIbHO U3MEHATb HAaCTPOWKM LUMDPOBAHMA N CKaTUA Ha CTaHLMN He
npegocTaBnsetcs. o ymMonyaHUto ycTaHOB/EH pexkuM Bo3MOdKHO, T. e. cnonb3oBaHue
WNPPOBaHUA U CKaTUA 3aBUCUT OT HAaCTPoeK co cTopoHbl Cepeepa Dr.Web.

HacTpoWikm Ha CTOpOHe CTaHLUMKN MOTYT 6bITb M3MeHeHbl Yepe3 LleHTp ynpaBieHus (cMm.
BbiLLIE).

4.3.2. UHCcTpyMeHTbl gna obecneueHnsa 6esonacHoro coeguHeHus

Mpw yctaHoBke CepBepa Dr.Web co3gatotcs cnesyrolime HCTPYMeHTbI, obecneunBatoLLme
6e3onacHoe coemHeHne Mexay KOMMNOHEHTaMU aHTUBMPYCHOWM CETH:

1. 3akpbiTbiVi KAtOU WKnppoBaHua CepBepa Dr.Web drwcsd.pri.
XpaHutcs Ha CepBepe Dr.Web 1 He nepegaeTtcs ApyriMM KOMMOHEHTAM aHTUBUPYCHOW
cetu.

I'Ipm yTepe 3aKpbITOro KAKO4Ya CoegnHeHne MexXXay KOMMNOHEeHTaMu aHTMBMpyCHOI‘/’I cetn
HeO6XOAVIMO BOCCTaHaBAMBaTb BPYYHYHO (co3paBaTtb BCe KU U CepTVICIDVIKaTbI, a Takoke
pacnpocTpaHATb MX Ha BCE€ KOMMOHEHTbI cetn).

3aKpbITbI KNKOY NCMONb3YETCS B CAEAYIOLMX CyYasX:

a) Co30aHue omkpeimeix K/ro4el U cepmugukamos.

PyKkoBOACTBO aAMAHUCT paTopa
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OTKpbITbIV KAtOY WNdPOBaHNA 1 cepTUdMKAT CO34aOTCA aBTOMATUUECKN U3 3aKPbITOTrO
kntoua B npouiecce yctaHoBku Cepepa Dr.Web. 3akpbITbil KNtO4Y NpU 3TOM MOXET ObITb
KaK CO3/laH HOBbIW, TaK U UCMOJ/Ib30BaH CyLLECTBYIOWMI (HanpuMep, OT NpeablayLien
yctaHoBku Cepsepa Dr.Web). Taioke knroum windpoBaHma n ceptudurkaTtsl MOTyT 6biTb
co3zaHbl B 1t060e BpeMs Npm MOMOLLM CEPBEPHON YTUANTbI drwsign (CM. AOKYMEHT

MpunoxxeHuns, 37.1. Y1uavta reHepaunmn LMOPOBbIX KNHOYEN U CePTUDUKATOB).

NHdpopmayma 06 oTKpbITbIX KAtOUax 1 cepTudurkaTax npuBeseHa Janee.
b) Aymenmudgbukayusa Cepsepa Dr.Web.

AyteHTndukauma Cepsepa Dr.Web yaaneHHbIMU KIMEHTAMW OCYLLECTBASETCA Ha
OCHOBE 3/1eKTPOHHOWN UNGPOBOM NOANNCK (OAHOKPATHO B paMKax KaXKAoro
CoeINHEeHNA).

Cepsep Dr.Web ocyuectBnset undpoByto NoANMCh COOOLEHNS 3aKPbITbIM KNHOYOM 1
oTnpaBAfeT coobLleHMe Ha CTOPOHY KineHTa. KnmeHT npoBepseT Noanmch
NONyYeHHOro cooblleHns npu noMoLm ceptudukara.

¢) Pacwugposka daHHbIX.

Mpw wndposaHnm Tpadurka mexay Cepsepom Dr.Web n kimeHtamun pacwmdpoka
AaHHbIX, OTNPaBIEHHbIX KIMEHTOM, ocyllectBaseTca Ha Cepepe Dr.Web npu nomoum
3aKpbITOro KJIroua.

OTKpbITbINA Katou WwudpoBaHna Cepsepa Dr.Web * . pub.

[octyneH BceM KOMMNOHEHTaM aHTUBUPYCHOWN ceTu. OTKPbITbIN KtOY BCErAa MOXeT ObiTb
CreHepmMpoBaH M3 3aKpbITOro KtoYa (CM. Bbllie). [pun KaXaon reHepaLmn n3 o4HOTO U
TOrO >e 3aKPbITOro Kato4a MoyvyaeTcs OAWH U TOT XK€ OTKPbITbIA KoY.

HaumHas ¢ 11 Bepcun Cepepa Dr.Web oTKpbITbIN K1OY MCNONb3YeTCS A/1A CBA3N C
KNMeHTamMu npeablaylumx sepcuin. OctanbHOW GyHKLMOHAN NepeHeceH Ha cepTnudukar,
KOTOPbIN, B TOM UMC/Ie, COAEPXKUNT B cebe OTKPbITbIA KNHOY WNGPOBAHNS.

Ceptudukar Cepsepa Dr.Web drwcsd-certificate.pem.

[locTyneH BceM KOMMOHEHTaM aHTUBUPYCHOM ceTn. CepTudunKaT cogepxuT B cebe
OTKPbITbIV KoY WndpoBaHma. CepTudurkat MOXeT HbiTb CreHepPUpPOBaH U3 3aKpPbITOro
Ktoua (cM. Bblwe). [Mpw Kaxao0M reHepauumn n3 oAHOrO 1 TOTO Xe 3aKpbITOro Katoya
nosyyaeTcs HOBbIA cepTuduKart.

KnneHrTsl, nogxntoueHHble K Cepepy Dr.Web, npneasaHbl K KOHKpeTHOMY cepTudumKaTy,
NoO3TOMY Npu yTepe cepTudunKata Ha KIMeHTe ero BO3MOXHO BOCCTAHOBUTb TOJIbKO B TOM
C/lyyae, eCu TOT XKe CaMblii cepTuduKaT NCNOAb3YeTCA KakKUM-IM60 APYrMM KOMMOHEHTOM
CeTu: B TaKOM C/lyyae cepTdurkaT MOXHO CKONMMpoBaTb Ha kaneHTa ¢ Cepsepa Dr.Web nan
APYroro KnaveHTa.

CepTtdurKaT UCNONb3YETCA B CNEAYIOLUMX CNyYasX:

a) Aymenmugbukayus Cepsepa Dr.Web.

PyKkoBOACTBO aAMAHUCT paTopa
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AyteHTndukauma Cepsepa Dr.Web yaaneHHbIMY KIMEHTaMWN OCYLLECTBAAETCA Ha
OCHOBE 3/1eKTPOHHOW UNMGPOBOM NOANNCK (OAHOKPATHO B paMKax KaXkAoro
coeiHeHNA).

Cepsep Dr.Web ocyuwectBnset undpoByro NnoanmMcb COOOLEHNS 3aKPbITbIM KIHOUOM Y
OoTnpaBAAeT CoOObLLEHMEe Ha CTOPOHY KnneHTa. KnmeHT npoBepaeT noaAnunch
NoAy4YeHHOro coobLleHma Npy nomMoLLm ceptudurkaTta (B YHaCTHOCTU, OTKPbITOrO KIOYa,
yKka3zaHHoOro B ceptuéukaTte). B npegpiaywmnx sepcusx Cepsepa Dr.Web ansa storo
MCNONb30BaICA OTKPbITbIA KNHOY HEMOCPEACTBEHHO.

[Ans 3TOro HeobXo0AMMO HaMuMe Ha KINEHTE OAHOMO UM HECKOIbKNX JOBEPEHHbIX
ceptndmkatoB oT CepBepoB Dr.Web, K KOTOPbIM MOXeT NOAKNHOUATLCA KINEHT.

b) 3awugpposka daHHbIX.

Mpwn wndpoBaHmn Tpaduka mexay Cepsepom DrWeb n kimeHTamu 3awmdposka
AAHHbIX OCYLLECTBAAETCA KNMEHTOM NPW MOMOLLM OTKPLITOrO KJIKYa.

¢) Peanusayus TLS-ceccuu mexdy Cepsepom Dr.Web u ydaneHHsIMU kK1ueHmamu.
d) AymeHnmugbukayus Npokcu-cepsepa.

AyTeHTndukauma Mpokcn-cepsepos Dr.Web yaaneHHbIMY KAneHTamMun ocyLlecTBaAfeTCA
Ha OCHOBE 3NeKTPOHHOW LdpOoBON NoanncK (OAHOKPATHO B pamMKax KaXzaoro
coeANHEHNS).

Mpokcn-cepBep NOANUCHIBAET CBOU cepTUdUKaTbl 3aKPbITbIM KIHOUYOM U cepTUDUKATOM
Cepsepa Dr.Web. KnneHTt, koTopbin foBepsieT ceptudukaty Cepepa Dr.Web,
aBTOMaTMyeckn byaeT aoBepaTb cepTudmKaTam, KOTOPblE UM MNOAMMCAHbI.

3akpbITbiV K104 Be6-cepBepa.

XpaHutca Ha CepBepe Dr.Web 1 He nepegaeTtcs ApyrMM KOMMOHEHTAM aHTUBUPYCHOW
cetn. NMoapobHOCTM NCNONb30BaHNA MPUBEAEHbI Janee.

Ceptudukar Beb-cepBepa.

[octyneH BceM KOMMNOHEeHTaM aHTUBUPYCHOW CeTW.

Vicnonb3yetca ans peannsauymm TLS-ceccnm mexay Beb-cepsepom n 6paysepom (no
HTTPS).

Mpwu yctaHoBke CepBepa Dr.Web Ha ocHOBe 3akpbITOro katoya Beb-cepBepa reHepupyetcs
CaMOMoOANMUCcaHHbI cepTuduMKaT, KOTOPbIA He ByaeT NpuHAT Beb6-bpay3epamu, MOCKO/IbKY
He 6bi BbiNyLLeH 06LLEeN3BEeCTHbIM LLEeHTPOM cepTUdUKaLmu.

Ytobbl 3awmuieHHoe coegmHeHne (HTTPS) 66110 4OCTYNHO, HEOHXOAMMO BbINOAHUTL OAHO
N3 CnepyroLLmX AeUCTBUN:

e 1o6aBUTb CAaMOMNOAMNUCAHHbBIA CepTUPUKAT B LJOBEPEHHbIE, TMOO B UCKNHOUEHUS N5
BCEX CTaHLUMI 1 Beb6-bpay3epoB, Ha KOTOPbIX OTKpbIBaeTcs LleHTp ynpasaeHus.

e MonyunTb cepTndurKaT, NOANMCAHHBIN OBLEN3BECTHBIM LLEHTPOM cepTuduKaLmn.

PyKkoBOACTBO aAMAHUCT paTopa
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4.3.3. MNoaknroueHue knameHtoB Kk Cepeepy Dr.Web

[ns Bo3amoxxHOCTU nogkitoueHns k Cepepy Dr.Web Ha cTopoHe knveHTa fonxeH
npucytcTBoBath cepTndunkat Cepsepa Dr.Web BHe 3aBucumMocTn oT TOro, byaet am Tpadmk
mexgay Cepsepom Dr.Web u knneHTtom wmndposatbes.

K Cepsepy Dr.Web MoryT nogiitouatbca cnegyrowme KaneHTb:

e AreHntbl Dr.Web.

[ns pabotbl AreHToB Dr.Web B LeHTpaiM3oBaHHOM pexxume ¢ nogkatoyeHmnem k Cepeepy
Dr.Web Heobx0a1MMO Hannume Ha CTaHLMWN OAHOTO UAN HECKObKUX JOBEPEHHbIX
ceptudmkatos ot CepBepoB Dr.Web, k koTopbiM MoxeT nogxitovateca AreHT Dr.Web.

CepTtndukaT, UCNONb30BaHHbIN NPWU YCTAHOBKE, a Takoke cepTMdUKaThl, MONYyYeHHble Yepes
LeHTpann3oBaHHble HacTpoikun ¢ Cepeepa Dr.Web, xpaHaTcs B peecTpe, HO camu darinbl
cepTMOUKaTOB HE NCMOb3YHOTCA.

®ann cepTndukata B AMHCTBEHHOM 3K3eMMaspe MOXeT 6bITb o6aBAeH NPy NOMOLLM
KNHOYa KOMaHAHOW CTPOKM B KaTasior yctaHoBkM AreHTa Dr.Web (Ho He B peectp) 1 B 06wwmi
CMUCOK UCMONb3YyeMbIX cepTudurKaToB. Takon cepTndukat byaeT NCNoAb30BaTbCA, B TOM
uncne, 4na BO3IMOXHOCTU nogkntoveHuns Kk Cepsepy Dr.Web Ha cayvan owmbkn B
LLleHTpann30BaHHbIX HAaCTPOWMKaXx.

Mpwu oTcyTCTBMN CcepTUdUKaTa AN NPU HeAeNCTBUTeIbHOM cepTudunkate AreHT Dr.Web He
cmoxeT nogiitounTbcs K Cepeepy Dr.Web, HO nposonxunt dyHKLMOHUpPOBaHMeE U
0bHOBNEHNE B MOOUALHOM pexrMe, eCiv OH pa3peLleH ANS JaHHOM CTaHLMN.

e NHctannatopbl AreHtoB Dr.Web.

Mpwn yctaHoBke AreHTa Dr.Web Ha ctaHunmn BmecTe ¢ BbibpaHHbIM GanaoM MHCTaANALUN
AOMKeH npucytctBoBaTth cepTtudukat Cepsepa Dr.Web.

Mpw 3anycke MHCTaNNALMOHHOIO NakeTa, co3gaHHoro B LleHTpe ynpaeneHus, ceptudukar
BXOAMT B COCTaB MHCTANNALMOHHOIO NakeTa, U JOMONHUTENbHOE YKa3aHue dalina
ceptudmkaTta He Tpebyetcsa.

Mocne yctaHoBku AreHta Dr.Web gaHHble cepTudukaTa 3aHOCATCA B peecTp, caM daiin
cepTudmkaTta B JaNbHeNLIEM HE UCMOb3YETCS.

Mpwn oTcyTCTBMN cepTUdMKaTa AN HELENCTBUTENBHOM CepTudMKaTe NHCTANNATOP He
cMoxKeT ycTaHoBUTb AreHT Dr.Web (oTHOCUTCS KO BCEM TMNaM MHCTaANALMOHHbIX Gannos
AreHTa Dr.Web).

e CocepHue CepBepbi Dr.Web.

Mpw HacTpoiike coeanHeHnsa Mexay cocegHnmn Cepsepamu Dr.Web Bepcun 11 1 nosgHee
HeobxoAMMO Ha KaxxaoM 13 HacTpanBaeMbix CepepoB Dr.Web ykasatb ceptudukat
Cepsepa Dr.Web, ¢ koTopbIM ycTaHaBAMBaeTcA CBA3b (CM. M. HacTtpolika cBA3zen mexay

Cepeepamu Dr.Web).
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Mpw OTCYTCTBMMN XOTS Hbl OAHOTO CepTUDMKATa UM ero HeLeNCTBUTENIBHOCTU YCTaHOBKA
MeXCepBepHOW CBA3WN ByaeT HeBO3MOXHa.

¢ Mpoxcn-cepsepbl Dr.Web.

Ana noakntoueHunsa Mpokcn-cepeepa k Cepsepy Dr.Web ¢ BO3MOXHOCTbIO yaaneHHOro
KOHUrypupoBaHus vepes LieHTp ynpaBaeHna HeobxoanMmMo Hananume ceptudunkaTa Ha
CTaHUMKM ¢ yctaHoBAeHHbIM [Tpokcn-cepsepom. [pun 3ToM lNMpokcn-cepsep Takke CMOXeT
noaAep>XxusaTb LWUMPPOBaHME.

Mpwu otcyTcTBUM cepTudmKaTa Npokcm-cepBep NPOAOIXKUT CBOE PYHKLUNOHMPOBaHWE,
OAHaKO yAaneHHoe ynpaBaeHue, a Takke LWMPpoBaHMe 1 KeLUMPOBaHWe ByayT HeAOCTYMHbI.

| B cnyyae wtatHoro o6HOBAEHWS BCEN aHTUBUPYCHOM CETU C MpeablayLleri Bepcum, KoTopas
MCMOIb30BafNa OTKPbIThblE KIHOUW, HAa HOBYIO BEPCUIO, KOTOpPas UCMOb3yeT cepTudmkaThl,
HVIKaKuX AOMOJHUTE/IbHBIX AEUCTBUIA He TpebyeTcs.

YctaHoBka AreHta Dr.Web, noctaBnsiemoro c Cepsepom Dr.Web 11 Bepcum, ¢
nogkatoveHnem k Cepsepy Dr.Web 10 Bepcumn wim HaobopoT He pekoMeHayeTcs.

4.4. Nnuterpayuna Dr.Web Enterprise Security Suite c Active
Directory

Ecnv B 3awwmiiaemMon nokanbHOWM ceTn ncnonbiyetcs cayxba Active Directory, Bbl MoxeTe
HaCcTpouTb MHTerpaumo komnoHeHToB Dr.Web Enterprise Security Suite c gaHHoOW cayx60oWu.

l Bce npuBeAeHHbIE Jasiee METOAbl ABAAKOTCA HE3AaBUCMbIMU APYT OT Apyra U MOTYyT
MCNOb30BaTbCA KakK Mo OTAE/IbHOCTW, TaK U B COBOKYMNMHOCTW.

NHTerpauma Dr.Web Enterprise Security Suite ¢ Active Directory ocylecTBnseTca Ha OCHOBe
cneAyoLmx MeTOA0B:

1. Pernctpauus Cepsepa Dr.Web B someHe Active Directory ana obpawieHus k CepBepy
Dr.Web no nporokony SRV

Mpu yctaHoBke CepBepa Dr.Web npegoctaBnsietcs BO3MOXHOCTb 3aperncTpupoBaTtb
CepBep Dr.Web B someHe Active Directory cpeactBamu yctaHoBLmKa. B npouecce

pernctpauunmn Ha DNS-cepBepe co3gaeTtcsa SRV-3anuck, cootBeTcTBytowas Cepeepy Dr.Web.

B sanbHenwem BO3MOXHO obpalleHne knmeHToB k Cepepy Dr.Web uepes agaHHyto SRV-
3anuceo.

MNMoapobHee cMm. PykoBoacTBO No ycraHoBKe, YcraHoBka Cepsepa DrWeb ans OC
Windows 1 Acnosnb3oBaHure npoTokona SRV.

PyKkoBOACTBO aAMAHUCT paTopa
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CUMHXpPOHM3aLMA CTPYKTYPbl aHTUBMPYCHOM ceTu ¢ agomeHom Active Directory

Bo3mMo>kHa HacTporika aBTOMaTUYEeCKON CUHXPOHM3aLUnmM CTPYKTYPbl aHTUBUPYCHOM CETU CO
cTaHumamu B gomeHe Active Directory. Mpu 3Tom koHTenHepbl Active Directory,
coAep>Kallme KOMMbOTEPbl, CTAHOBATCA rpynnamMun aHTUBMPYCHOW CETU, B KOTOPbIe
nomeLlaroTca paboune cTaHUMK.

[ns 3TOro npesocrasnsetca 3agaHne CunxpoHunsauusa c Active Directory B pacnucaHum
Cepsepa Dr.Web. [laHHOe 3asaHne aiMUHUCTPATOP AOKEH CO3/aTb CAMOCTOATENIbHO MPU
nomouwm MnaHnposwmka 3agaHui Cepsepa Dr.Web.

MNMoppobHee cm. Hactpoiika pacnucaHua Cepsepa Dr\Web.

AyTteHTndukaumna nonb3oBareneii Active Directory Ha CepBepe Dr.Web B kauecTtBe
aAMWHUCTPaTOpPOB

MpesocTaBaseTcd BO3MOXHOCTb ayTeHTUdUKaunn Ha Cepepe Dr.Web nonb3osatenen
nog yyeTHbIMK 3anucamm Active Directory ans ynpaBneHus aHTUBMPYCHOW ceTbto. s
3TOro HeobHXOAMMO NCMOb30BaTh OAMH W3 CIeAyHOLLMX METOA0B:

e LDAP/AD-ayteHTMdMKauma. JoctynHa ana CepepoB Dr.Web Ha Bcex nogaep>xvBaembIx
OC. Hactpowika goctyna k Cepeepy Dr.Web gna nonb3osatenen no cooTBeTCTBYHOLLUM
atpnbytam Active Directory ocyuwiectensetcs yepes LleHTp ynpasaeHus.
HenocpeacTBeHHbIN AOCTYN K KOHTPOAEPY AOMeHa 1 ocHactke Active Directory He
TpebyeTcs — AOMONHUTENbHAA HACTpPOMKa co cTopoHbl Active Directory He
OCyLLeCTBAAETCA.

e Microsoft Active Directory. JoctynHa Tonbko ana CepsepoB Dr.Web Ha OC Windows,
BXOAALLMX B LLeNeBON AOMeH. HacTpolika nosb3oBaTenein n rpynn nosb3oBaTtenen,
nmetowwmx goctyn k Cepsepy Dr.Web, ocyuiectBnsetca B ocHacTke Active Directory
HenocpeACTBeHHO. TpebyeTcs NepBMUUYHAA HACTPOMKA C MOMOLLbIO AOMNOJHUTENbHbIX
yTnanT. Maketbl drweb-13.00.0-<cbopka>-esuite-modify-ad-schema-
<gepcuAa_OC>.exe n drweb-13.00.0-<cbopka>-esuite-aduac-<gepcus OC>.msi
poctynHbl B peno3untopun Cepeepa Dr.Web B KopnopatusHbix npogykrax Dr.Web.

Bbibop meToaa 3aBUCUT OT onepaumoHHon cuctembl Cepeepa Dr.\Web n cnocoba
HaCTPOMKM pa3peLLEHHbIX NOb30BaTENEN.

MNoapobHee cMm. AyTeHTUdMKALMA aAMUHNCTPATOPOB.

4. YpaneHHas ycraHoBKa AreHToB Dr.Web Ha craHuum B gomeHe Active Directory

Bo3moxxHa agncraHumMoHHas yctaHoBka AreHTa Dr\Web Ha ctaHunm B fomeHe Active
Directory. [lna 3Toro Heob6xoaMMO:

a) lNpownssect agMNUHNCTPATUBHYH YCTAHOBKY Ha Lie/IeBOM pa3zensieMoM pecypce rnpu
noMoLLUM crieumanbHoro yctaHoBwmka AreHTta Dr.Web ana Active Directory. Maket
drweb-13.00.0-<cbopka>-esuite-agent-activedirectory.msi AOCTyneH B
peno3utopun Cepsepa Dr.Web B KopnopaTmnBHbix npoaykrax Dr.Web.

b) HactpownTb cooTBeTcTBYtOWME NoAMTMKIN Active Directory ans aBTomatnueckoi
YCTaHOBKM MakeTa Ha CTaHLUWW B JOMEHE.

PyKkoBOACTBO aAMAHUCT paTopa
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MNMoppobHee cm. PykoBoacTBO No ycTaHoBKe, YcTraHoBka AreHTta Dr.Web ¢
ncnoab3oBaHunem cayx6bel Active Directory.

Mowmck craHumn pomeHa Active Directory

MpeaocTaBaseTca BOSMOXHOCTb MOMUCKa cTaHum goMeHa Active Directory uepes CkaHep
cetn. MNpn 3TOM BO3MOXHO onpeaennts Haanumne AreHta DrWeb Ha HalZeHHbIX CTaHLMUAX
M NpW ero oTCyTCTBUN ANCTAHLUMOHHO ycTaHOBUTL AreHT Dr.\Web uepe3s LleHTp ynpaBaeHus.

JaHHbIV NOAXOA AN ANCTAHLMOHHOM ycTaHOBKM AreHToB Dr.Web MoxeT ncnosnb3oBatbes
HapaAy C aBTOMATNUeCKOM YCTAaHOBKOW NMakeToOB C MOMoOLLbto noanTuk Active Directory,
onuvcaHHou B n. 4.

MNMoppobHee cm. CkaHep ceTu.

Mowuck nonb3oBatenen aomeHa Active Directory

MpeaocTaBaseTcs BO3MOXHOCTb MoWcka nosb3oBaTener gomeHa Active Directory ans
CO3J@aHNA NX NepCcoHabHbIX Npodunen n 6onee TOHKOW HacTporikn OPUCHOro KOHTPONA U
KoHTpons npuaoxeHui.

MoapobHee cMm. PykoBoacTBO No ynpaBaeHuto craHumamm ana Windows.

PyKkoBOACTBO aAMAHUCT paTopa
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5.1. CepBep Dr.Web

AHTUBMPYCHaA ceTb, NOCTPOeHHaa Ha ocHoBe Dr.Web Enterprise Security Suite gonxHa nmetb
B CBOeM cocTaBe xoTa 6bl oamH Cepsep Dr.Web.

@ [N NoBbIlWeHWs HaZeXHOCTU M NPOAYKTUBHOCTN aHTMBMPYCHOM CeTH, a Takxke ANs
pacnpegeneHuns Harpysku, Dr.Web Enterprise Security Suite no3sonset co3gatb
aHTVBUMPYCHYHO ceTb C Heckoabkumu Cepsepamu Dr.Web. B takom cnyyae, cepsepHoe MO
yCTaHaBAMBAETCA Ha HECKO/IbKO KOMMbHOTEPOB OAHOBPEMEHHO.

Cepeep Dr.Web — cnyx6a, noctoaHHO Haxoaswasncs B onepatneHon namatu. MO Cepeepa
Dr.Web paspaboTtaHo ans pasanuHbix OC (noaHbIn cnucok noaaepxxmaemMbix OC cM. B rnase

CucremHble TpeboBaHms).

OcHoBHble PYHKLUUN

CepBep Dr.Web peanunsyer cnepyrouwme pyHkLmmn:

® HUManm3auma yCTaHOBKM aHTUBUPYCHBIX MaKeTOB Ha Bbl6paHHbIVI KOMNbHOTEP NN
rpynny KOMnbroTE€POB,

e 3aMpoC HOMepa BEPCUMM aHTUBMPYCHOTO MakeTa, a Takxke AaT CO34aHusA U HOMEPOB BEpPCUin
BMPYCHbIX 633 Ha KaXA0M 3alUMLLAEMOM KOMMbIOTEPE,

e OOHOBNEHWNE COAEPXKMMOTO KaTasora LLeHTpaan3oBaHHOMW YCTaHOBKM U KaTasiora
OBHOBAEHUH,

e O6HOBNEHME BUPYCHbIX 6a3 1 NCNOoNHAEMbIX c|>a|7u10|3 AHTUBUPYCHbIX MaKeTOB, a TakKxXe
MCNoJiHAeMbIX q>a|7|nos KOMMNMOHEHTOB aHTI/IBI/IpyCHOI\/'I CeTN Ha 3allnliaeMbliX KOMMNbHOTEPAX.

C6op nHPpopmMaL MM O COCTOSSHUN AaHTUBUPYCHOU CeTH

Cepeep Dr.Web obecneunBaet cbop 1 npoTokonmpoBaHue nHpopmaumm o pabote
aHTUBMPYCHBIX MakeToOB, NepesaBaeMoi eMy nocpeactsom MO Ha 3aLmLLaeMbIX
komnbtotepax (AreHTamu Dr.Web, nogpobHee cMm. H1xe). [poToKOAMpPOBaHME NPOU3BOANTCSA
B 06LeM XypHane cobbiTvin, peann3oBaHHOM B BuAe 6a3bl JaHHbIX. B ceTn HebonbLworo
pa3mMepa (He 6onee 200-300 KOMMbIOTEPOB) ANS BeAEHWUS OOLLErO XYpHana cCObbITUN MOXKET
MCNO/Ib30BaTLCA BCTPOEHHasn 6a3a AaHHbIX. Jns obcnyxmBaHnsa 6onbwnx ceTeln
PEKOMEHAYeTCH MCMO/Ib30BaTh BHELLUHIOK 6a3y AaHHbIX.

ili WNcnonb3oBaHuve BcTpoeHHol bl gonyctumo npw nogknroyeHunn k Cepeepy Dr.Web He
60nee 200-300 ctaHumin. Ecnin no3BosifeT annapatHas KOHQUrypaums KomnbtoTepa, Ha

PyKkoBOACTBO aAMAHUCT paTopa
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KoTopoM yctaHoBneH CepBep Dr.Web, 1 Harpy3ka o npo4nm 3asavam, BbIMOJHIEMbIM Ha
JaHHOM KOMMbtOTEpE, BO3MOXHO noakntoueHne Ao 1000 ctaHuumi.

B NnPoOTMBHOM CJiydae HeO6XO,£I,I/1MO Mcnonb3oBaTb BHELWHKOHO B,D,

Mpw ncnonb3oBaHun BHewwHen b/ n nogkntoueHnm k Cepsepy Dr.Web 6onee 10000 ctaHuymm
PEKOMEHAYETCS BbINOJAHEHNE CeAYHLLUX MUHMMAIbHBIX TPeHOBaHWIA:

e npoLeccop ¢ Yactoton 30w,
e onepaTuBHas namate — oT 4 I'b ans Cepsepa Dr.Web, ot 8 Tb — asia cepBepa b/,

e OC cemenctea UNIX.

C6o0py 1 NPOTOKO/IMPOBaHNIO B 06LLEeM YKypHane co6bITUIA MOANEXUT ceayrow,as
mHdpopmauma:
e MHPOPMALMSA O BEPCUM aHTUBMPYCHBIX MakeTOB Ha 3alUMLLAEMbIX KOMMbOTEPAX,

e BpemsA 1 AaTa YCTaHOBKM M 06HOBNeHUs aHTUBMpPYcHoro MO paboyen cTaHUMK C yKa3aHMeM
Bepcum IO,

e BpeMs U JaTa O6HOBAEHMA BUPYCHbIX 6a3 C ykazaHWEM MX BEPCUI,

e nHpopmaumsa o Bepcum OC, yCTaHOBNEHHOW Ha 3allMLiaeMbiX KOMMbOTEPaX, TUMe
npoueccopa, pacnoioXXeHUN cUcTeMHbIx katanoros OCu T. n.,

e KOHOUTYpaLMS N pexXnMbl PaboTbl aHTUBUPYCHbIX MaKeToB,

e MHGOPMaLMA O BUPYCHbIX COOLITUAX, B TOM UMC/ie Ha3BaHWEe OBHaPY>XeHHOro
KOMMbIOTEPHOTO BUPYCA, AaTa OBHapy>XeHUs, NpeanpuHATbIe AeNCTBUSA, pe3y/ibTaT ieyeHuns
nT.n.

Cepsep Dr.Web onoBelaet agMnHUCTpaTOpa aHTUBUPYCHOWN CETUM O BO3HUKHOBEHUM
COb6bITUI, CBA3AHHbIX C PabOTON aHTUBUPYCHOW CETM MO 3NEKTPOHHOW NOoYTE UK C
MCNONb30BaHNEM CTaHZAPTHbIX LMPOKOBELLATEeIbHbIX CPeACTB OMepaLMOHHbIX CUCTEM
Windows. HacTpoika cobbITvin, Bbi3blBatOLLMX HanpaBieHNe COOOLEHMA, N MPOYMX
napamMeTpoB OMOBELLEHMNS ONMcaHa B M. HacTpolika ONoBeLLEeHUNA.

Beb-cepBep

Beb6-cepep ABnsetca yacTtbto LleHTpa ynpaBaeHuna 6e3onacHoctbto Dr.Web v BoinosHsaeT
cnesyrolme OCHOBHbIE QYHKLNN:

e ayTeHTUPMKaLMA 1 aBTOpU3aLMa agMUHNCTPaTopoB B LieHTpe ynpaBieHus;
e aBTOMaTU3auma paboTbl cTpaHuy LieHTpa ynpaBaeHus;
e NoAjep>Kka AMHaMUYECKU reHeprpyembIx cTpaHuL, LleHTpa ynpaBaeHus;

e nojaep>kka 3awmuleHHbix HTTPS-coeanHeHniA ¢ KaneHTamu.

PyKkoBOACTBO aAMAHUCT paTopa
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5.1.1. YnpaBneHne Cepsepom Dr.Web nog OC Windows

UnTtepdeinc n ynpasneHne Cepsepom Dr.Web

Ynpasnenue Cepsepom Dr.Web, kak npaBuno, ocyliectsaseTcs npu nomowm LleHTpa
yrnpaB/ieHVs, KOTOPbIV CAY>XUT BHELWHMM nHTepdencom ansa Cepsepa Dr.Web.

DNneMeHTbl, MO3BOAAIOLLME OCYLLECTBAATL HACTPOMKY 1 6a3oBoe ynpaBaeHne CepBepoM
Dr.Web, pa3smewatotcs B rnaBHoe meHto OC Windows Mporpammbl, B katanor Dr.Web Server
B npouecce yctaHoBke CepBepa Dr.Web:

e Katanor YnpaBaeHue cepBepoM COLEPXNUT Cefytolme KOMaHAbl:

o [leTanbHbIi )XXypHan — yCTaHOBUTb ypoBeHb Bce ans aetannsaunm xypHana paborbl
CepBepa Dr.Web.

o 3anyctutb — 3anyctuTb cepsuc Cepepa Dr.Web.

s OCTaHOBUTb — OCTaHOBUTL cepBuc Cepeepa Dr.Web.

o Mepe3arpy3nTb peno3utopuini — nepeuntatb penosmtopuin Cepsepa Dr.Web c ancka.
o Mepesarpy3nTb WabsoHbl — nepeunTaTh Wa6AOHBI OMNOBELEHWI afMUHNCTPATOpPA.
o Mepe3sanycTutb — nepesanyctnTb cepsuc Cepepa Dr.Web.

o MpoBepuTb 6a3y AaHHbIX — 3aMyCTUTb MPOBEPKY BCTPOEHHOW 6a3bl AaHHbIX.

o CTaHAapPTHbIN XypHan — yCTaHOBUTbL ypoBeHb UHpopmauma ana aetanmsaymm
XypHana pabotbl Cepepa Dr.Web.

| Mocne BbINOMHEHNA KOMaHZ, [leTanbHbIA XXypHan 1 CTaHAapTHbIA YXypHan Heo6XoAMMO
nepe3sanyctutb Cepsep Dr.Web ans npvmeHeHus n3MeHeHWA. [lns 3TOro BbINOJHUTE
KomaHay MNMepesanycTuThb.

| PaclumpeHHble HaCTPOVKM BeAEHNS XXypHana JOCTYrHbl B pa3gene Xypran LleHTpa
YnpasneHus.

CooTBeTCTBYyHOLLME KOMaHAbl MoApobHee onuncaHbl B JokyMeHTe Mpunoxkenus, XK3. Cepeep
Dr.Web.

e MNyHKT Be6-nHreppenic — ans oTkpbiTUA LleHTpa ynpaBaeHns n nogkntoueHuns k Cepeepy
Dr.Web, yctaHOBN€eHHOMY Ha JaHHOM KoMmnMbtoTepe (no agpecy http://localhost:9080).

e [lyHKT loKyMeHTaumua — 415 OTKPbITUA JOKYMeHTauuMn agMmnuHucTpatopa B opmate HTML.

Karanor Cepsepa Dr.Web nmeet cneayiouiyto cTpykrypy:

KaTanor yctTaHOBKM MO YMOAYaHUIO (MOXET ObITb M3MEHEH MPU YCTAHOBKE): C: \Program
Files\DrWeb Server

e bin — ncnonHsemole dparnbl Cepepa Dr.Web.

PyKkoBOACTBO aAMAHUCT paTopa
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e ds-modules — pacnakoOBaHHble CKPUMTOBbIE MOAYN.

® etc — OCHOBHble KOHOUTYpaLMOHHbIe GaiNibl KOMMNOHEHTOB aHTUBMPYCHON CETH.

e fonts — wpundtbl gna PDF-gokymeHTOB.

® var — KaTanor COAEP>XKNT NoAKaTasiorn:

o

backup — pe3epBHblIe KONUK B,EL N APYrnX KPUTUYHBIX AaHHbIX.

extensions — CKpWUMTbl NOJIb30BaTE/IbCKUX Npoueayp, npeiHadHa4yeHHble ANA
dBTOMaTM3aLU NN BbIMONHEHWA ONpeAe/IEHHbIX 3ap,aH|/||7|.

file-cache — ®annoBbIN KeLl.

installers-cache — Kel A5 XPaHEHUA NePCOHaNbHbIX U FPYNNOBbIX
MHCTaNNALUMOHHBIX NakeToB AreHTa Dr.Web npu co3gaHum ctaHumii B LleHTpe
ynpasneHua. Co3gaetca Npu CO34aHMN MHCTANNALNOHHBIX NakeToB.

plugins — BpeMeHHble 06BbEKTbI MOAKIOHAEMbIX MOAYNEN.
objects — kew o6bekTOB LieHTpa ynpaBaeHus.

reports — BPEMEHHbIN KaTanor ANs reHepaunm n xpaHeHus otyeTto. Co3gaeTcs npu
HeobXxoAMMOCTW.

repository — KaTanor perno3MTopus, B KOTOPbI MOMELLAIOTCA akTyalbHble
06HOB/IEHNA BUPYCHbIX 6a3, pannoB aHTUBMPYCHbIX MakeTOB Y KOMMOHEHTOB
aHTUBMPYCHOM ceTn. KaTanor cofep>kuT nogkaTtanoru ana oTaeNbHbIX GYHKLUMOHANbHbIX
komnoHeHTOB 0O, a BHYTpM HUX — nogkaTanorun ansa otaenbHbix OC. KaTtanor foaxeH
6bITb AOCTYNEH AN8 3aNMCK NONb30BaTENHD, OT UMEHM KOTOPOro 3anyckaetca Cepeep
Dr.Web (kak npaBuno, nonb3oBatenb LocalSystem).

sessions — ceccum LleHTpa ynpasneHus.
tmp — BPeMeHHble paibl.

twin-cache — pacnakoBaHHble BUPYCHble 6a3bl Ana 06paTHOM COBMECTUMOCTM C
npeaplaywmmm Bepcnamm AreHtoB Dr.Web. Takoke MoxeT cogep>xatb agpyrve
pacnakoBaHHble daisibl U3 peno3nTopusa, Hanpumep, nHctaanatop AreHta Dr.Web.

upload — AMpeKTopua ANs 3arpy3kn BpeMeHHbIX GainioB, KOTOpble 3a4atoTcs Yepes
LleHTp ynpaBneHunsa. Co3gaeTtcs npu 3arpyske ¢pannos 60abLIOro obbvema.

e vifs — 3anakKoBaHHbIe€ CKPUNTOBbIE MOAY/N U A3bIKOBbIE MAKETHI.

e webmin — 371eMeHTbl LleHTpa ynpaBneHus.

e websockets — ckpunThl 414 paboTbl ¢ Be6-cokeTaMu.

KaTtanor ans pesepBHOro KOnMpoBaHMa (MOXET OblTb U3MEHEH NpW yaaneHnn):
<duck_ycmaHosku>:\Drweb Backup.

@ Cogep>unmoe katasiora o6HoBNeHUI \var\repository 3arpyxaeTtcs c cepepa

: o6HoBeHM Mo npoTokoay HTTP\HTTPS aBTomMaTtuyecku, no yctaHoBieHHoMY ans CepBepa
Dr.Web pacnucaHwto, Takke aMUHUCTPATOP aHTUBMPYCHOW CETU MOXKET BPYUHYHO MOMelLaTh
06HOB/IEHVA B 3TV KaTanorw.

PyKkoBOACTBO aAMAHUCT paTopa
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FnaBa 5: KoMnoHeHTbI aHTUBUPYCHO ceTU U UX UHTepdeiic

OcHOBHble KOHPUrypaunoHHble Ppanbl

dain

agent.key (MMA MOXeT
OT/NINYATLCA)

certificate.pem

database.conf

download.conf

drwcsd.conf (uMma
MOXKeT OT/N Vl‘-laTbCﬂ)

drwcsd.conf.distr

drwcsd.pri

enterprise.key (Mm4a
MOXKeT 0T/ VlHaTbCFI)

frontdoor.conf

http-alerter-
certs.pem
private-key.pem
yvalocator.apikey
webmin.conf

auth-ads.conf

auth-ldap.conf

auth-ldap-
rfcd4515.conf

OnucaHue Kartanor no
ymMonuaHuto

JNINLEH3NOHHBIN Kntou Arerta Dr.Web

cepTndwmkat ana SSL

WwabaoH HaCTpoek 6a3bl AaHHbBIX C NapamMeTpaMun no
YMONYaHNIO

ceTeBble HaCTPONKM Ana GopMUpOBaHMA
WHCTa /I LUMOHHBIX nakeToB AreHta Dr.Web

KOHPUrypauvoHHbii ainn Cepeepa Dr.Web

WwabnoH koHbUrypaumoHHoro danna Cepsepa
Dr.Web ¢ napameTpamu no ymonudaHuo

3aKpbITbIV KAFOY WNPOBaHMA

NnUeH3VOoHHBIM kntou CepBepa Dr.Web. CoxpaHseTtcs
B TOM C/ly4ae, eciv NpUCyTCTBOBaa nocae
O6HOBJIEHVSA C MpeaplayLx Bepcuin. Mpwu ycTaHoBKe

HoBoro Cepsepa Dr.Web 13.0 otcytctBYyeT .

KOHQUIypaLUVOHHbIV Gain Ana yTUAUTbI
AMCTaHUMOHHOM amarHoctukn Cepeepa Dr.Web

ceptnduKaTtbl Ans BepudUKaLm XxocTa apple-
notify.drweb.com npu oTnpaske push-
yBeZOM/IEHUI

3aKpbITbIl KNtoY RSA
APl-kntou ans pacwmpermns Yandex.Locator
KOHbUrypaumoHHbii daiin LleHtpa ynpasaeHus

KOHOUrypaLumoHHbIM Galin BHeLLHelM aBTopu3aumm
aaMuHUCTpaTopoB Yepes Active Directory

KOHbUrypaLumoHHbIM Galin BHELLHeN aBTopu3aumm
aAMUHUCTpaTOopoB Yepes LDAP

KOHOUrypaLumoHHbIM Galin BHeLLHeN aBTopu3aumm
aZAMuHUCTpaTopoB Yepe3 LDAP no ynpolyeHHom
cxeme

PyKkoBOACTBO aAMAHUCT paTopa
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FnaBa 5: KoMnoHeHTbI aHTUBUPYCHO ceTU U UX UHTepdeiic

dann OnucaHue KaTtanor no
yMO/14aHuUIo

auth-radius.conf KOHOUrypaLuyoHHbIM Galin BHeLLHeN aBTopur3aumm
agMUHUCTpaTopoB yepe3 RADIUS

database.sqglite BCTpoeHHas b/l var

*.pub OTKPbITbIN KNtOY WHUdpoBaHms pasgen
AAMWHUCTPUPOBAHN
e — Knroun

wndppoBaHua B
LleHTpe ynpaBaeHus

3anyck n 3aBeplieHue paborbl Cepsepa Dr.Web

Mo ymonuaHuto Cepep Dr.Web 3anyckaeTcs aBTomatnyecku nocae yCTaHOBKM W nocne
KaXXZoW nepesarpysku onepaLvoHHOW CUCTEMBI.

Taioke Bbl MOXeETe 3anyCTuTb, Nepe3anycTuTb an 3aBepwmnTb paboTty Cepepa Dr.Web ogHum
13 cnegyromx cnocobos:

e O6WwMin cnyyai:

o [py NOMOLLM COOTBETCTBYIOLLEN KOMaHAbI, PacnonoxeHHou B MeHo Myck —
Mporpammbl — Dr.Web Server.

o [py NOMOLLM CPeACTB ynpaBaeHusa caykbamm B pasgene AAMUHUCTPUpPOBaHMe Ha
MaHenu ynpaBnenua OC Windows.

e 3aBeplueHMe paboTbl U Nepe3sanyck Yyepes LieHTp ynpaBaeHus:

o B pazgene AGMUHUCTPUpPOBaHME: Nepe3anyck Npu NoMoOLLM KHOMKMN C] 3aBeplueHune
paboTbl NPV MOMOLLY KHOMKM @

e [1py NOMOLWM KOHCONbHbIX KOMaHJ, BbIMOAHEHHbIX U3 NoAkaTanora bin katanora
yctaHoBkn CepBepa Dr.Web (taioke cM. gokymeHT Mpunoxxenums, XX3. Cepeep Dr.Web):

s drwcsd start — 3anyck Cepsepa Dr.Web.
o drwcsd restart — NoAHbIN Nepe3anyck cnyx6el Cepeepa Dr.Web.

s drwcsd stop — HOpMasbHOe 3aBeplueHne paboTel CepBepa Dr.Web.

l ObpaTute BHMMaHVe, 4tobbl Cepep Dr.Web cuutan nepemMeHHble OKpy>KeHWs, He0BXoANMO
‘ BbINOJIHATL Mepe3anyck cepBuca NPW MOMOLLM CPeACTB yNpaBAeHWa cayx6amu nam npu
NMOMOLL N KOHCONIbHOM KOMaHAbI.

PyKkoBOACTBO aAMAHUCT paTopa
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5.1.2. YnpaBneHne CepBepom Dr.Web nog OC cemeinctBa UNIX

UnTtepdeinc n ynpasneHne Cepsepom Dr.Web

Cepsep Dr.Web He nmeet BcTpoeHHOro nHtepdeinca. YnpasneHune Cepsepom Dr.Web, kak
npaBuWO, OCYLLEeCTBAAETCA NPV NoMowwm LleHTpa ynpaBaeHns, KOTOPbIN CIYXXUT BHELWHWM
nHtepdencom ana Cepsepa Dr.Web.

Kartanor ycraHoBku Cepepa Dr.Web umeet cneayiolyto cTpykTypy:

/opt/drwes/ ana OC Linux n /usr/local/drwcs ana OC FreeBSD:

e bin — ncnonHaemole dannbl Cepepa Dr.Web.

e doc — QalNbl NMLLEH3VOHHbIX COTalLleHUN.

e ds-modules — pacnakOBaHHble CKPUMTOBbIE MOAYNN.

e fonts — wpudthl gna PDF-gokymeHTOB.

e 1ib — Habop 6nbanoTtek ana pabotel Cepepa Dr.Web.

e vfs — 3anakoBaHHble CKPUMNTOBbIE MOAYAN N A3bIKOBbIE MaKeTbl.
e webmin — 3neMeHTbl LleHTpa ynpaBaeHus.

e websockets — ckpunTbl 418 paboTbl ¢ BebcokeTamm.
/var/opt/drwecs/ ana OC Linux n /var/drwcs ana OC FreeBSD:

e backup — pe3epBHble konuu Bl n Apyrux KPUTUYUHbIX AaHHbIX.
e coredump — gamnbl nageHunn Cepsepa Dr.Web. Co3gaeTcs npu nosBaAeHWUM JaMMOB.
® ctc — OCHOBHble KOHPUTIypaLNOHHbIe Galribl KOMMOHEHTOB aHTUBMPYCHOW CETH.

e extensions — CKpuMnTbl NOJIb30BaTE/IbCKUX NMpoueayp, npegHadHa4yeHHble 414
aBTOMaTM3aLUNN BbIMONHEHMA ONpeae/IEHHbIX 3ap,aH|/||7|.

e installers-cache — KelW A9 XpPaHEHWA NepPCoOHaAbHbIX U FPYNMNOBbIX
MHCTaNNALMOHHBIX NakeToB AreHTa Dr\Web npwu co3gaHum ctaHumii B LleHTpe
ynpasneHua. Co3gaetcs Npu CO34aHUN NHCTANNALNOHHBIX NaKeToB.

e file-cache — $annoBbIN KeLl.

e 1log — dannbl xypHana Cepsepa Dr.Web.

e plugins — BpeMeHHble 06bEKTbI MOAKIOYAEMbIX MOAYNEN.
e objects — kel 06bekTOB LleHTpa ynpasaeHus.

e reports — BPEMEHHbIV KaTanor Ana reHepaumm n xpaHeHms otyetos. Co3zaeTca npu
HEeobXoAMMOCTH.

e repository — KaTtanor obHOBNEHMI, B KOTOPbIA MOMELLAOTCA akTyalbHble
06HOBNEHUNS BUPYCHbIX 6a3, GaIoB aHTUBUPYCHbIX MAaKeTOB U KOMMOHEHTOB
aHTUBUPYCHOW ceTn. KaTanor cogep>XXuT nogkaTanorn Ans oTAeNbHbIX QYHKLUNOHANbHbIX
koMrnoHeHTOB 10, a BHYTpU HUX — nogkatanoru ana otaensHoix OC. Katanor gosxeH

PyKkoBOACTBO aAMAHUCT paTopa
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FnaBa 5: KoMnoHeHTbI aHTUBUPYCHO ceTU U UX UHTepdeiic

6bITb AOCTYNEH A/1A 3aNNCK NOb30BATENO, OT UMEHW KoToporo 3anyckaetca Cepsep
Dr.Web (kak npaBuio, nonb3oBatenb drwcs).

e run — ID npouecca Cepsepa Dr.Web.

e sessions — ceccuun LeHTpa ynpasieHus.

e tmp — BpeMeHHble dalinbl.

e twin-cache — pacnakoBaHHble BUPYCHble 6a3bl AN 06paTHOM COBMECTUMOCTM C
npeablaywmmm Bepcnamm AreHtoB Dr.Web. Takoke moxeT cogepxxaTb apyrue
pacrnakoBaHHble Galiibl U3 peno3nTopus, Hanpumep, MHctaanatTop AreHta Dr.Web.

e upload — AVpPEKTOPUA A5 3arpy3kn BpeMeHHbIX GpaiNoB, KOTOpbIe 3a4atoTCs yepes
LleHTp ynpaBneHuns. Co3gaetca npwu 3arpyske ¢pannos 60/bLworo obbema.

/etc/opt/drweb.com/ ana OC Linux n /usr/local/etc/drweb.com ans OC FreeBSD:

e software/drweb-esuite.remove — ckpunt gna yaaneHma Cepsepa Dr.Web.

® BO3MOXXHbl AOMOJIHNTE/IbHbIE q)aIZJ'IbI N Katanoru.

/usr/local/etc/rc.d/ ana OC FreeBSD:

e drwcsd — CKPUNT ANs 3anycka 1 3aBeplleHuns paboTbl Cepeepa Dr.Web.

/var/tmp/drwcs — pe3epBHaa konua nocne yaaneHma Cepsepa Dr.Web.

OcHoBHble KOHPUTypaLOHHbIe ¢dannbl

danin

agent.key (MMsa
MOXKeT 0T/ VlHaTbCFI)

certificate.pem

common.conf

database.conf

download.conf

drwcsd.conf (Ums
MOXET OT/INYaTLCA)

drwcsd.conf.distr

drwcsd.pri

OnucaHue Katanor no ymonuanuio

JIILLEH3VOHHBIN KoY AreHta Dr.Web

ceptndukat gna SSL

KOHPUrypaLumoHHbI darin (ansa Hekotopbix OC
cemeictBa UNIX)

wabnoH HaCTpoek 6a3bl AaHHbIX C NapamMeTpaMun

e ana OC Linux:
no yMO/YaHUO

/var/opt/drwcs/etc

ceTeBble HaCTPOWKY Ans GOPMUPOBaHUs * ans OC FreeBSD:

var/drwcs/etc
VHCTaNNALUMOHHbIX MakeToB AreHta Dr.Web / / /

KOHUrypaLumoHHbii daiin Cepeepa Dr.Web
WwabaoH koHbUrypaumoHHoro danna Cepsepa
Dr.Web ¢ napameTpamu no ymoadaHuo

3aKpbIThIV KAtOY LW POBaHUS

PyKkoBOACTBO aAMAHUCT paTopa
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®dain

enterprise.key
(nma moxket
oTAnYaThCA)

frontdoor.conf

http-alerter-
certs.pem

private-key.pem

yalocator.apikey

webmin.conf

auth-ldap.conf

auth-ldap-
rfc4515.conf

auth-pam.conf

auth-radius.conf

database.sglite

*.pub

FnaBa 5: KoMnoHeHTbI aHTUBUPYCHO ceTU U UX UHTepdeiic

OnucaHue Karanor no yMOJ14aHUio

NMLEH3VOHHBIN kKntou CepBepa Dr.Web.
CoxpaHsieTcs B TOM Cyyae, eCn NPUCYTCTBOBAN
nocsne o6HOBAEHMSA C Npeablayux Bepcuid. Mpu
yctaHoBke HoBoro Cepsepa Dr.Web 13.0
oTcyTcTBYeT

KOHOUIypaLmOHHbIV dalin ais yTUanTbl
AMCTaHUMOHHOM amarHoctukn Cepeepa Dr.Web

ceptiduKaThl A5 BepudUKaLm XocTa apple-
notify.drweb.com npu oTnpaske push-
yBeZOM/IEHMI

3aKpbITbI KNto4 RSA
API-kntou ans pacwmpenms Yandex.Locator
KOHPUrypaLmoHHbIi darin LleHTpa ynpasaeHus

KOHPUrypaLmoHHbIA dalin BHeLLHel aBTopm3aLmum
agMuHUCTpaTopoB yepes LDAP

KOHOUIypaLmOHHbIV dalin BHeLLHeW aBTopm3aLmn
aaMuHUCTpaTopoB Yepes LDAP no ynpoLyeHHon
cxeme

KOHPUrypaLmOoHHbI Galin BHeLLHel aBTopm3aLmm
aAMUHUCTpaTOpOB Yepe3 PAM

KOHOUIypaLmOHHbIV dalin BHeLLHeW aBTopm3aLmm
aAMUHUCTpaTopoB Yepe3 RADIUS

e ansa OC Linux:
/var/opt/drwcs

o ana OC FreeBSD:
/var/drwcs

BCTpoeHHaa b/l

OTKPbITbIV KO WNdpPOBaHWMA pasgen
AAMUHUCTpUpPOBaHue —
Kntoun wmndpposanus B

LleHTpe ynpasaeHus

63

3anyck n 3aBeplieHue pabortbl CepBepa Dr.Web

Mo ymonuaHuto Cepsep Dr.Web 3anyckaeTcs aBToMaTMueCckm Noc/ie yCTaHOBKM U nocae
Ka>kZloW mepe3arpysku onepaunoHHON CUCTEMBI.
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Takoke Bbl MOXeTe 3anyCcTuTb, Mepe3anycTntb AN 3aBeplumnTb paboty Cepepa Dr.Web ogHum
N3 CneayroLmx cnocobos:

e 3aBeplueHune paboTbl U Nepesanyck yepes LieHTp ynpaBaeHus:

o B pa3gene AAMUHUCTPUPOBaHME: Nepe3anyck Npu NOMOLLM KHOMKM C} 3aBeplueHue
paboTbl NPV MOMOLLY KHOMKM @

e [Tpy NOMOLLM COOTBETCTBYHOLLEN KOHCONbHOW KOMaHJbl (Takoke CM. 4oKyMeHT MpuaoxkeHus,
X3. Cepeep Dr.Web):
o 3anyck:

= nns OC FreeBSD:
# /usr/local/etc/rc.d/drwcsd start

= ans OC Linux:
# /etc/init.d/drwcsd start

o [Nepe3anyck:

= nna OC FreeBSD:
# /usr/local/etc/rc.d/drwcsd restart

= ana OC Linux:
# /etc/init.d/drwcsd restart

o 3aBeplueHue paboTbi:

= nna OC FreeBSD:
# /usr/local/etc/rc.d/drwcsd stop

= ina OC Linux:
# /etc/init.d/drwcsd stop

| O6patnte BHUMaHue, utobbl CepBep Dr.Web cuutan nepemeHHble OKpy>KeHUs, HE06X0A1MMO
BbINOJIHATL Mepe3anyck cepsuca Nnpuv NOMOLLY KOHCOIbHOM KOMaHZb.

5.2. 3awumta paboumx ctaHUUA

I ,CI,eTaanoe OonncaHune HaCTpoeK aHTUBUPYCHbIX KOMMOHEHTOB, 3ajaBaeMbIX Yepes LLeHTp
° ynpaBaeHwusa, NpBeLeHO B PyKOBOACTBaX aAMUWHUCTPaTOopa Mo ynpaBaeHNKO CTaHUMAMN
ana COOTBETCTByIOU.LEﬁ OI'IepaLl,VIOHHOI;I CUCTEMBbI.

3aLmiaembli KOMMbIOTEP C YCTaHOBIEHHBIM @HTUBMPYCHBIM MakeToM, B COOTBETCTBUM C €10
bYHKLUMSMY B @HTUBMPYCHOM CeTU, UMeHyeTcs paboyeli cmaHyueli aHTUBUPYCHOM CeTW.
Heo6x04MMO MOMHUWTL, YTO MO CBOUM QYHKLMAM B JIOKaJIbHOM CETW TakoW KOMMbIOTEP
MOXKeT 6bITb Kak pabouelt CTaHUMen A MOBWAbHBIM YCTPOCTBOM, Tak U CEPBEPOM
NIOKaNbHOW ceTu.

3awwmTta paboumx CTaHLMIN OCYLLECTBASETCA aHTUBMPYCHbIMUK NakeTammn Dr.Web,
pa3paboTaHHbIMM A5 COOTBETCTBYHOLLMX OMepaLMiOHHbIX CUCTEM.

PyKkoBOACTBO aAMAHUCT paTopa
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AHTMBMPYCHbIE NaKeTbl YCTAaHABAMBAKOTCA Ha 3aluMLLaeMblX CTAaHLUMAX U MOAKNHOYAROTCA K
Cepsepy Dr.Web. Kaxaas cTaHLUMA BXOAWT B COCTaB OAHOW AN HECKOIbKUX TPy,
3apernctTpmpoBaHHbix Ha 3ToMm CepBepe Dr.Web (nogpobHee cm. n. CucTeMHbIE 1
nonb3oBatenbckie rpynnel). lepesava nHbopmauum mexay ctaHumen n Cepsepom DrWeb
OCYLLEeCTBASETCA MO NPOTOKOY, UCMOb3yeMOoMYy B iokanbHOU ceTu (TCP/IP Bepcun 4 nan 6).

YcraHoOBKa

AHTUBUPYCHbIA NaKeT MOXET ObITb YCTAHOB/IEH Ha Pabouyto CTaHLMIO OAHUM U3 CeAyroLUmMX
cnocobos:

1. JlokanbHO. JlokanbHas ycTaHOBKa OCYLLECTBASETCA Ha KOMMbOTEPE UAN MOBUABHOM
YCTPOWCTBE NOJIb30BaTENS HEMOCPEACTBEHHO. MOXeT NpPoM3BOAMTCS Kak
aAMUHUCTPATOPOM, TaK U NOJb30BaTENEM.

2. YpaneHHo. YaaneHHaa ycTaHOBKa ocyllectBasetca B LleHTpe ynpasneHusa yepes JIBC.
Mpon3BoAMTCA aAMUHUCTPATOPOM aHTUBUPYCHOW ceTu. [Mpn 3TOM BMeLLaTenbCTBO
nosb3oBaTtensa He TpebyeTcs.

l MoapobHoe onuncaHve Npouesyp YCTaHOBKM aHTMBUPYCHBIX MAaKeTOB Ha paboune CTaHLmum
: npveBegeHo B PykoBoacTBe Mo ycTaHOBKeE.

YnpaBneHue

Mpun nopaep>xke ceasn ¢ Cepeepom Dr.Web agmuHncTpatopy A0CTynHbI Ciegytolume
byHKUMN, peannsyemMble aHTUBUPYCHBIM MakeTOM Ha CTaHLUMN:

e LleHTpann3zoBaHHasa HacTpoiika AHTUBMPYCa Ha pabounx cTaHLMAX Npyu noMolum LieHTpa
yrnpaBaeHuns.

I'Ip|/| 3TOM aAMUHUCTPATOP MOXKET KaK 3anpPeTUTb, TaK N OCTaBUTb BO3MOXHOCTb
MONb30BaTENIFO CaMOCTOATE/IbBHO U3MEHATD HaCTpOVIKM AHTI/IBVIpyca Ha CTaHUWW.

e Hactpoiika pacnucaHus aHTUBUPYCHbIX MPOBEPOK U APYrnX 3aaHWM, BbIMONHAEMbIX Ha
CTaHLMN.

° I'Ionyt-leHme CTaTUCTUKN CKaHWNPOBaHWNA U I'IpO‘-IGI7I VIHCI)OpMaLI,l/II/I o pa60Te dHTUBUPYCHbIX
KOMMOHEHTOB N O COCTOAHUWN CTaHLUNW.

e 3anycKk M OCTaHOBKa aHTMBMPYCHOrO CKAHWPOBAHUA U T. M.

O6HoBNeHue

Cepsep Dr.Web 3arpy>xaet 06HOBNEHMA 1 pacnpoCTpaHAEeT UX Ha MOAKNOUYEHHbIE K HEMY
cTaHuun. Taknm 06pa3oM aBTOMaTUUECKUN YCTaHaBAMBAETCA, MOAAEPKNBAETCA U
perynampyeTcs onTMManbHas cTpaTervs 3awuTbl OT Yrpo3 He3aBMCMMO OT YPOBHS
kBasvdurKaL MM Nosb3oBaTenel paboumnx cTaHLmN.

PyKkoBOACTBO aAMAHUCT paTopa
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FnaBa 5: KoMnoHeHTbI aHTUBUPYCHO ceTU U UX UHTepdeiic

B cnyyae BpeMeHHOro oTkioueHusa paboyert CTaHLMK OT aHTUBUPYCHOM ceTh, AHTUBMPYC Ha
CTaHLUMM UCMOb3yeT N0KaNbHYH KOMUIO HAaCTPOEK, aHTUBUPYCHas 3allmTa Ha pabouen
CTaHLMWN COXPaHAET CBOO PYHKLMOHANbHOCTb (B TeUeHMe CpOoKa, HE NPEBbILIAOLLErO CPOK
AEeVCTBMA NONb30BaTENbCKOW NMLLEH3MK), HO 06HOBeHMe MO He npou3BoanTcs. Ecam ana
CTaHUMK pa3peleHo GyHKUMOHUpPOoBaHUe B MobuibHOM pexxume, Mpn NoTepe CBA3N C
Cepsepom Dr.Web 6yzaet goctynHO 06HOBAEHWE BUPYCHbIX 6a3 HEMocpeacTBEHHO C
cepsepos BCO.

MpuHUMN paboTbl CTaHUMA B MOHBUABHOM pexume onuncaH B N. O6HoeneHne Aredtos Dr\Web
B MOBUABHOM pexunme.

5.3. LleHTp ynpaBneHuna 6esonacHoctbio Dr.Web

[ns ynpaBneHNA aHTUBMPYCHOM CETbIO B LLEeNIOM (BK/IHOYas M3MEHEHMe ee COCTaBa U
CTPYKTYypbl), BCEMW ee KOMMOHEHTaMK, a Takke ana HacTporiku Cepeepa Dr.Web cayxut
LleHTp ynpaBaeHunsa 6e3onacHocTtbto Dr.Web.

ili [Ans koppekTHoi paboTel LleHTpa ynpaBaeHus nog Be6-6payzepom Windows Internet

: Explorer Heo6xoavmo B HacTpovikax Be6-6pay3sepa gobasuts agpec LieHtpa ynpaeneHnvs B
JoBepeHHyto 30Hy: CepBuc — CBolicTBa o6o3peBartens — besonacHoctb — HapexHble
y3.bl.

[nsa koppekTHoI paboThl LleHTpa ynpaeaerus nos Beb-6payszepom Chrome Heobxoaumo B
HacTpoWikax Beb6-6pay3epa BKIHOUUTL cookies.

MoaxntoueHne k Cepsepy Dr.Web

Ha ntobom komnbroTepe, nmetoem ceteBoi aoctyn k Cepsepy Dr.Web, LleHTp ynpaBneHuns
AOCTyNeH No agpecy:

http://<Adpec_Cepsepa Dr.Web>:9080

nam
https://<Adpec_Cepsepa Dr.Web>:9081
rae B kavectBe <Adpec_Cepsepa_Dr.Web > ykaxunTe IP-agpec nav soMeHHOe MMsA KOMMbloTepa,

Ha koTopoM yctaHoBneH Cepsep Dr.Web.

| Homepa nopToB ans coeavHeHus no http v aAns 3awmeHHoro coegmHeHus no https
pa3nunuHbl: 9080 1 9081, cOOTBETCTBEHHO.
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FnaBa 5: KoMnoHeHTbI aHTUBUPYCHO ceTU U UX UHTepdeiic

B ananoroBom okHe 3anpoca Ha aBTOpM3aLuto BBEAUTE PETMCTPALIMOHHbIE JaHHbIe
aAMuHucTpaTopa. JaHHble agMUHUCTPaTOPa C MOJIHBIMUY NMpaBaMmn NO YMOYaHUIO:
e ViIma — admin.
e [lapone:
s ana OC Windows — naposib, KoTopbili 6bia 3agaH npu yctaHoBke Cepeepa Dr.Web.

s ana OC cemenctea UNIX — naposib, KOTOpbI Obl1 aBTOMaTUYeCKM CO34aH B npoLecce
yctaHoBku Cepsepa Dr.Web (cm. Takke PykoBoacTBO no yctaHOBKe, YcraHoBka Cepeepa
DrWeb ana OC cemenctesa UNIX).

@ 3a6bITbIl naposb MOXHO BOCCTaHOBUTb, CM. BoccraHoBseHve napoaa aAMMHUCTpaTopa.

Mpw 3arpy3ke no HTTPS (3awwmiieHHOe coeanHeHne C ncnosb3oBaHmeMm SSL), 6paysep
3anpocuT NoATBepXaeHne cepTudukaTta, ncnonbsyemoro Cepsepom Dr.Web. MNpu 3Tom
3anpocC NOATBEPXKAEHMA MOXKET CONPOBOXAATLCA BblpaXKeHMEM HeJoBepus K cepTnudukaTty n
nHbopmaumen o NoJo3peHnAX Ha ero ownboYHOCTb. [laHHaa nHbopmauma BbigaeTca
NnoJIb30BaTeNt0, MOCKONbKY cepTuduKaT HensBecTeH 6pay3zepy. [lna BO3MOXHOCTU 3arpy3Kku
LieHTpa ynpaBneHusa cneayeT NpuHATL NpeanaraemMbi ceptudumkart. VIHaue 3arpy3ka 6ygeTt
HEeBO3MOXHa.

@ B HekoTopbIx Bepcusax bpaysepos., Hanpvmep, B FireFox 3 nan 6onee nosaHer Bepcum npu

‘ 3arpy3ke no HTTPS 6yaet nonyuyeHa owwmnbka, 1 LieHTp ynpaBneHus He ByaeT 3arpy>ceH. B
TakoM C/lydae Ha cTpaHuLle 06 owunbke cresyeT Bbib6paTth NyHKT [l06aBUTb CaAT B CMMCOK
MCKIrOUeHUI (Mo coobLieHreM 06 owunbke). MNMocne atoro 6yaeT paspeLueH 4OCTyn K
LieHTpy ynpaBaeHus.

Nntepdeiic LieHTpa ynpaBneHna 6esonacHoctbio Dr.Web

OkHo LleHTpa ynpaBaeHuns (cm. puc. 5-1) AeAnTcsa Ha 3a20/1080K 2/1BHO20 MeHI0 U paboyyro
obnacme.

FnaBHoe MeHio

B rnaBHOM MeHIO LI,eHTpa ynpaBneHna JOCTYNHbI:

® pasjen AAMI/IHMCTF_)I/IQOBaHI/Ie,

e pasgen AHntusupycHasa CeTb,
e [laHenb nowncka

® IMA YYETHOW 3anncn agMMUHNCTPATOpPa, MO KOTOPOW Hbis1 OcyLlecTBAeH BXxog B LieHTp
ynpasneHus. Takoke MOXeT HbITb JOCTYNMHO MEHIO MeXCePBEPHbIX CBA3EN,
e pa3gen Cobbitua

e pa3gen Hactpouiku,
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FnaBa 5: KoMnoHeHTbI aHTUBUPYCHO ceTU U UX UHTepdeiic

e pa3gen [lomoulp,
e KHoMka Bbixopa, Ans 3aBeplueHUa TekyLlero ceaHca paboTbl ¢ LleHTpom ynpaBaeHus.

Pa6bouas obnactb

Pabouyas obs1acme oTBeYaeT 3a OCHOBHOM QyHKLUMOHan LleHTpa ynpaBneHus. OHa cocTouT 13
ABYX UV TpexX naHenew, B 3aBUCMMOCTM OT OCYLLECTBASEeMbIX AeACTBUIA. Mpn 3TOM
peannsyeTcs BAOXEHHOCTb GyHKLMOHaNa NaHeneln cneBa-Hanpaso:

e Vrpapadrollee MeHIO BCerja pacrnosIOXEHO B NeBoOM yacTu OKHa,

e B 3aBMCMMOCTU OT MYHKTa, BbIGPAHHOrO B ynpaBAstoLLeM MeHH, 0TObpaXkaeTcs oAHa Uan
ABe JONONHNTENbHbIE MaHenn. B nocneaHem ciyyae, B MpaBOM YacTy BbIBOAATCA CBOMCTBA
WAV HaCTPOWMKN 31eMEHTOB LIeHTPaslbHOW NaHeun.

A3bIK MHTepdelca 3aaeTcs OTAENbHO A/A KaXKAO0W YYeTHOM 3anuncu agMuHmucTpaTopa (cm. n.
Co3zaHue v yaneHne aiMUHNCTPATUBHBIX 3aNUCEN W rpynn).

& Dr.WEB AQMMHHCTPHPOBaHWE | AHTHBMPYCHAR Ce Ms6pannoe admin 4 () @ Beoop

Maxens noucka CobbImna Momolis
Ay cers (Davens novea | 4
HacTtpoiikm

v BuiGpannbie o6 beKT wl. 4. #. 3. al. Q. 9], 4. & ' Cooiicroa rpynne: Everyone
(7] Everyone Manens XGFTunYHE i &® 280 T il 0Buge
MHCTPYMEHTOB

¥ Obume Ban cete MpesTidmkaTop”™ 20e27d73-d21d-b211-a788-85419c46f0=6
* Ipadmm (11 Everyone

* WaenTwpukaTopel besonachocTn HasBaHne® Everyone

* KOMNOHEHTbI SaUMTEI
* Kapantun Pognrensckas rpynna HeT poavTensckoii rpynms! v
* OBopynoBaHue n llpﬂrpuaililhl Omucanme Al stations
* OBHapy>HeHHbIe YCTpoiicTBa
* Cecom nonbsosatenei
© HeaKTWBHblE CTaHLMH
* CeoiicTBa
¥ CraTucTuka
* ¥rpossl

* QumbGin Beero cranumii [
* CBOfHbIE AAHKBIE anaBnﬂlOLl.l,ee Nepenynan rpynna gna L]
* CTaTHCTHKA CKaHWpoBaHna MEeHK Cranuwii B ceTH a

* 3amyck/. ,..
0 o Pacnonosenie HeT ofibeKToB AR 0ToBPEKEHIA Ha KapTe

Caepenis o cranumax

* Cocrosnne
Kondhmi HA

« 3apanms ibHrypaLy

* 3abnokupoBanHble yCTpoicTBa Be TpaBa. 330aHs! NEPCOHANSHEIE HACTPOMKM.

* NpogyrTe:

O [ T 1 55 INaHUPOBIK 33 Ak, 33/5Hb! NEPCOHANBHSIE HACTPOIKY.

© Coburvns NPeBeHTMBNON 3auT bi B e JIMUEHSHOHHBIE KNIOUM. 3373Hs! NEPCOHANEHBIE HACTPOKM,

* Mncrannaum Arentos

© JlewncTannaumm AreHTos el Orp i. 32nasl nepc HaCTPOMKH.
¥ Kongmrypauma oG VCTaHABNHBAEMLIE KOMNOHEHT bl. 33AaHs5 NEPCOHANEHEIE HACTPOMKH,

* Mpasa

* MNnannpoBUK 33 aHNH § Ji NapameTpsl nog) . 3aaaHe! NepC HACTpOIikH.

* Orpanmuenns obrosnennit Wind

* YCTaHaBNHWBAEMbIE KOMNOHEHT bl

O Ts1r e ToE I ;p ¢  Arent Dr.Web. 3anansi nepconansheie HacTpoiiio.

4 Windows
© Arest Dr.Web

Uacrora ofkoenenin | 15¢ || KUGLIiN

@ #llokTop Bebs, 14:20 22-01-2021 {UTC +3:00} | Epenn muncnxenna ckpunta 00.459 ¢, spewn obpaboricn LN 00.218 ¢

PucyHok 5-1. OkHo LleHTpa ynpaBneHusa 6e3onacHoctbio Dr.Web. Haxxmute Ha anemeHTbI
B 3e/IeHOW paMKe, YTo6bl NepenTy K COOTBETCTBYIOLLEMY pa3aeny

Ynpasansiouiee MeHI0

[lna npocmoTpa 1 pegakTMpoBaHma MHPOPMaLMM CAYXXUT yNpaBAsIoLLEe MEHHO,
PacnooXeHHOe B 1€BOWN YacTW OKHa.
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YnpaBnstowee MeH0 MOXeT ObITb cBepHYTO. [1pn 3TOM HyayT 0OTOHpaxkaTbCs TONbKO
Ha3BaHWA pa3zenoB MeHH. [pn HaBeLeHWM Kypcopa MbILIW Ha COOTBETCTBYIOLLMIA pa3zen,
oTObpa>katoTCA MyHKTbl MEHHO, AOCTYMHbIe B JAHHOM pa3jene.

[ns ynpaBneHnsa oTobpa>keHNnem ynpaBastoLLEro MEHHO Cy>XaT MKOHKM B MPaBOM BEPXHEM
yray:
# OTKpenuTb MeHI — CHATb 3aKpensieHne N oTobpaxkaTb MEHIO B CBEPHYTOM BUJE.

-+ 3aKpenuTb MEeHI0 — 3aKPEenunTb Pa3BepPHYTOe NMONOXEHNE MEHHO.

MeHio Mme>xcepBepHbIX CBAi3el

NHdopmauma no opraHvzaumm MHOrocepBepHOW aHTUBMPYCHOW CETU 1N HaCTpoKe
: MeXcepBepHbIX CBA3eN npueeeHa B pasgene OcobeHHOCTU CeT ¢ HeCKOIbKUMM

CepBepamu Dr.Web.

Mpwn HaanuMm mexxcepBepHbIX cBazel ¢ apyrummn Cepsepamu Dr\Web gobaenstorcs
cnegyrome GyHKUMM AN PErUCTPALMOHHOTO MMEHN aAMUHNCTPATOPa B I1aBHOM MEHHO:
e PAgom c MMeHeM agMUHUMCTpaTopa BbiBOAMTCA UMs Tekylero Cepsepa Dr.Web.

e [1pyn HaXkaTUM Ha UMA aAMUHUCTPATOPa OTKPbIBAETCA BbiNaJaroLLUMA CMUCOK CO CBA3aHHbIMMU
Cepepamu Dr.Web. Eciv gia cBA3M He 3aaHO MMS, MPUBOANTCA ee naeHTnbukartop.

I'Ipm Ha>aThn Ha CBA3b BO3MOXHbIl ABa BapWaHTa AGVICTBMIZZ

s Otkpoertcsa LleHTp ynpaBneHus ceazaHHoro Cepeepa Dr.Web, ecan npu HacTpoiike cBA3m
6bis1 ykasaH IP-agpec LleHTpa ynpaBaeHus.
[lencTBME aHANOTMYHO KHOTKE ¥ — B8 Ha nanenn MHCTPYMEHTOB Npun paboTe co
CBA3AMM.

o Ecnm agpec LleHTpa ynpaBneHus coceaHero Cepsepa Dr.\Web He 3agaH ans gaHHON
CBA3K, OTKPOETCA pa3fen HacTporKu CBaA3en Ans 3ajaHuns IP-agpeca.

5.3.1. AAMnHNCcTpUpoBaHue

BbibepuTe NnyHKT AAMUHUCTPUPOBaHME B r1aBHOM MeHto LleHTpa ynpaBieHus.

YHpaBnmou.q,ee MeHro

Ana npocMoTpa 1 pesakTMpoBaHns MHGOPMaLMK B OTKPbIBLUEMCS OKHE CTYXKUT
ynpasastoLlee MeHH0, PacnoIOKEHHOE B JIEBOW YaCTu OKHa.

PyKkoBOACTBO aAMAHUCT paTopa
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anaBnmom,ee MEHIO COAEepPXXUT cieayrouine NyHKTbI:

1.

2.

AAMUHUCTPUPOBaHUe

e CepBep Dr.Web — oTkpbiBaeT naHesb, C MTOMOLLIO KOTOPOW Bbl MOXeTe MPOCMOTPETb
OCHOBHYO nHpopmauuto o Cepeepe Dr.Web, a Takke nepesanyctmts ero npn NoMoLLm
kHonku & nan 3aBepLmnTb paboTy NpyM MOMOLLM KHOMKK @, PacnoNOXeHHbIX B MPaBOW
BEPXHEWN YacTn naHenun. Taikke, Npu Haanumm 3arpy>keHHbix obHoBaeHnn Cepsepa
Dr.Web, 13 gaHHoro paszena poctyneH paszgen O6HosneHus Cepeepa Dr.Web co
cnuckom Bepcnin Cepeepa Dr.Web ana obHoBAeHMA 1 pe3epBHOro KONMpoBaHua. YTobbl
BOCCTaHOBUTb LienocTtHocTb Cepepa Dr.Web v BepHyTbCA K COCTOAHUIO TEKYLLEN
peBun3nM HaXmunTe KHonky BoccraHoButb CepBep.

e Knrouu wmnepoBaHua — no3BOASET IKCNOPTUPOBATL (COXPaHUTL IOKaZIbHO) OTKPbITbI
M 3aKPbITbIA KAOUM LWIMPPOBaHUA, a Takke cepTuukat Cepsepa Dr.Web.

JInueHsun

e MeHeaxep NNLIEH3NIA — NO3BOAAET ynpaBaAatb TMUEH3NOHHBIMU KAHOYEBbIMUA c|)a|7maM|/1.

e OTueT 06 NCNONb30BAHUM NULEH3UI — COAEPXNUT MHPOPMaL MO 06 NCNOAb30BaHNM
NNLEH3MIA, B TOM uncae Ha cocegHmnx Cepeepax Dr.Web.

XypHanbl

e XKypHan B peanbHOM BpeMeHU — NMO3BOASET MPOCMOTPETb CMUCOK COOBLITUN ©
N3MEHEHUI, CBA3aHHbIX ¢ paboTon Cepepa Dr.Web, BbIBOANMBIX B peafibHOM BpeMeHU
(Cpa3y B MOMEHT MNOSABAEHUS COOBITURA).

e JKypHas ayanTta — NO3BOASET NPOCMOTPETH CMUCOK COOLITUIA Y UIMEHEHWN,
OCYLLECTBAEHHbIX MPW NOMOLLM yrpaBastoLmx noacuctem Dr.Web Enterprise Security
Suite.

¢ )XKypHan BbINOJIHEHUA 3afaHNN — COZLEPXXNUT CMNCOK Ha3HAaYeHHbIX 3aJaHWI Ha
Cepsepe Dr.Web ¢ nomeTkon 0 BbINONAHEHUW YU KOMMEHTaPUAMMU.

e XXypHan Cepeepa Dr.Web — cosep>XnT CMUCOK XypHaN0B COObITUIA, CBA3AHHbIX C
paboton Cepsepa Dr.Web.

e )KypHan 06HOBNEHUI PENO3UTOPUS — COAEPXKUT CNNCOK obHoBAeHWUI ¢ BCO,
BIJIHOYAOLWMI NOAPOBHYHO MHbOPMaLMo 06 OBHOBAEHHbIX PEBU3UAX NPOAYKTOB.

o XXypHan coobLIeHNI — COAEPXXNUT BCE TEKCTOBbIE COOBLLEHNS, KOTOPbIE OblN
OTNpaB/ieHbl aAMUHNCTPATOPOM Ha CTaHLUMM aHTUBUPYCHOW CETU.

¢ XXypHan aBapuiiHO 3aBepLUEHHbIX COeAVNHEHUIN — COAEPXUT BCE CyYan aBapUINHbIX
pa3pbiBoB coeanHeHn Cepeepa Dr.Web ¢ kimeHTaMu: CTaHUMAMUK, UHCTANANATOPAMMU
AreHTtoB Dr.Web, cocegHnmmn Cepsepamum Dr.Web, MNMpokcn-cepsepamu.
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Kondwurypauums

e ALMWUHNCTPATOPbl — OTKPbIBAET NaHesb YpaBAeHMA YYETHbIMW 3anmncaMum
aAMMHUCTPATOPOB aHTUBUPYCHOM CETW.

o AyTeHTMOVKaLNA — OTKPbIBAET NaHeb YNpaBAeHUsA ayTeHTMdMKaLmen
aAMUHUCTpaTopOB B LleHTpe ynpaBaeHus.

o KoHdurypauna Cepsepa DrWeb — oTkpbiBaeT naHenb OCHOBHbIX HacTpoek CepBepa
Dr.Web.

e YpaneHHbln goctyn K Cepeepy Dr.\Web — cosep>XuT HaCTPOUKM A5 NOAKIOUEH NS
YTUAUTBI ANCTAaHLMOHHOM anarHoctukn Cepsepa Dr.Web.

o KoHdurypauma SNMP-arenTta Dr.\Web — oTkpbiBaeT naHe/ib HaCTPOWMKM NapamMeTpoB

nogkntoueHnsa k SNMP-arenty Dr.Web.

e [NnaHuposlivk 3asaHnii Cepepa Dr.Web — oTkpbiBaeT NaHesib HACTPOWKM pacnmcaHus
3asaHunm Cepsepa Dr.Web.

e KoHdurypaums Beb-cepeepa — OTKPbIBAET MaHeNb OCHOBHbIX HacTpoek Beb-cepsepa.

e [lonb3oBarenbckue npoueaypbl — OTKPbIBAET NMNaHEb HACTPOEK MOJIb30BATE/IbCKUX
npoueayp.

OnoBeleHns

e OnogelleHnd Be6-KOHCONM — NO3BOASET NPOCMaTpPMBaTh U YNPaBaAaTb ONOBELEHNAMY
agMUHUCTPaTOpa, NoNyYeHHbIMU MeTog0M Beb koHconb.

° HeOTI'IpaBﬂeHHbIe OrnoBelleHA — NO3BONAET OTCNEXMBATb N YNPaBAATb
onoBeweHnAMN aAMUHUCTPATOPA, KOTOPbIE HE YAan0Cb OTNPaBNTb COTNaCcHO

HacTpoikam paszena KoHdurypaums onoBelyeHUA.

e KoHdurypauma onoselleHnin — No3BOAAET OCYLLECTBAATb HACTPONKY ONOBELLEHW
aAMUHUCTPaTOpa O COBbITUAX B aHTUBUPYCHON CeTu.

e [11a6/10HbI COOHLIEHNI — CMNCOK WabIOHOB NPON3BO/IbHbIX TEKCTOBbIX COOBLLEHWN,
OTNpaBASeMbIX aAMUHNCTPATOPOM Ha CTaHLUMW aHTUBUPYCHOW CeTU.

Penosuropui

e CocToAaHME PENnO3nTOpPUsS — NO3BONAET MPOBEPUTL COCTOAHME PENO3UTOPUSA: AaTy
nocnegHero o6HOBAEHNS KOMMOHEHTOB PENO3UTOPMA N NX COCTOAHME. A Takke
npounssectn obHoBneHne penosuTtopus ¢ BCO.

e OTn0oXeHHble 06HOBIEHNA — COAEPXXUT CMUCOK NPOAYKTOB, ANA KOTOPbIX OblN
BPEMEHHO 3anpeLyeHbl 06HOBNEHNA NPOAYKTOB B pa3gene JeranbHaa KOHPUrypauusa
penosutopwus.

° O6maﬂ KOHQ)MprauMH PENO3UTOPKA — OTKPbIBAE€T OKHO HAaCTPOEK NOAKIHYEHNA K BCO

1N OOHOB/IEHUS peno3nTopmna anAa sBCex NpoAyKTOB.

° ,Q,eTaanaﬂ KOHQ)MprauMﬂ PENO3NTOPUA — NO3BOJAET HAaCTPOUTb KOHq)VII'ypaLI,VIFO

peB|/|3|/||7| ANA KaXKA0ro npoaykrta peno3nTtopma B OTAENbHOCTA.
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e CofepXxnmoe penosnTopus — NO3BOAAET NPOCMaTPMBaTh U YNPaBAATb TEKYLLUM
COZEP>XKMMbIM PENO3MTOPUA Ha YPOBHE KaTasioroB U GpanaoB peno3nTopus.

¢ /3BecTHble xewu yrpo3 — no3Bo/ISieT NPOM3BOANTb MOUCK MO BroNNeTEHAM C
W3BECTHLIMY XellaMu yrpo3. 19 noucka no nonsm TabanLbl Xellei HaxkMuTe KHomky Y.
Pazgen AoCTyneH, TONbKO eCv INLEH3MPOBAHO MCMO/Ib30BaHWE BroneTeHeN N3BECTHbIX
xewer yrpo3s. Hanavumne anueH3nm npuBoanTcs B MHGOPMaLMmM NO ANLEHINOHHOMY
KNHOUY, KOTOPYH MOXHO NPOCMOTPETh B pasgene MeHeaxep auLeH3ni, napaMmeTp
PaspelueHHble cnUcku 6ronneTeHei xewemn (JOCTaTOUYHO ANLEH3MM XOTs Obl B O4HOM 13
NINLLEH3VOHHbIX KtoYer, ncnosb3lyemMbix Cepsepom Dr.Web).

YcraHOBKMU

e CkaHep ceTy — MO3BOASET 3a/jaBaTb CMMCOK CETEWN M MPOBOANTb Kak CKaHMpPOBaHMe
ceTelr Ha HanMuMe YCTaHOBIEHHOIO aHTUBUPYCHOrO NPOrpaMMHOro obecrneyeHus,
onpejensia COCTOAHMeE 3alUMTbl KOMMbOTEPOB, Tak U YCTAHOBKY MOCAEAHErO.

¢ YcTaHOBKa MO ceT — No3BOAsSET ynpocTutb yctaHoBky 1O AreHta Dr.Web Ha
KOHKpeTHble paboune ctaHUMK (cM. PyKOBOACTBO MO YCTaHOBKE, M. YCTaHOBKa AreHTa
Dr.Web c ncnonb3zoeanuem LlenTtpa ynpaneHuna 6e3onacHoctbio DrWeb).

KoHTposb npunoxxeHnu

e [loBepeHHble NPUNOXKEHUA — CIUCKU MPUNOXKEHWI, 3aMyCK KOTOPbIX BCErja paspeLueH
Ha CTaHLMAX C YCTAHOB/IEHHbIM KOMMOHEHTOM KoHTpoab npuaoxeHui (Bbibop

pa3peLleHHbIX CMNCKOB OCYLLeCTBAAETCA B HACTPOMKax Npoduas, Ha3Ha4YeHHOro Ha
CTaHLNK).

e CNpaBOYHUK MNPUNOXKEHUN — CAMUCOK BCEX npvmo>|<eH|/||7|, YCTaHOBJIEHHbIX Ha CTaHUMAX.

AOI’IOIIHVITGII bHbl€ BO3MOXXHOCTU

e YnpasieHuve 62301 AaHHbIX — NO3BOISET OCYLLECTBASATL HEMOCPEACTBEHHOE
obcnyxmBaHne 6a3bl JaHHbIX, C KOTopol paboTaet Cepsep Dr.Web.

e Cratuctuka Cepeepa DrWeb — coaepuT ctatuctuky paboTtsl gaHHoro Cepsepa Dr.Web.

e SQL-KOHCONb — NPeAOCTaBAAET BO3MOXHOCTb BbINONHATL SQL-3anpochkl k 6a3e faHHbIX,
ncnonblyemon Cepsepom Dr.Web.

¢ Lua-KoHcoNb — npesocTaBaseT BO3MOXHOCTb MCMOAHATL Lua-ckpunTbl, Kak HabpaHHbIe
HernocpeACTBEHHO B KOHCON, TaK U 3arpy>XeHHble n3 danna.

| AZMUHNCTPATOP C AOCTYNOM K Lua-KOHCOM noayyaeT 4oCTyn KO BCel daiioBOM cucteme B
npegenax katanora Cepsepa Dr.Web 1 HekoTOpbIM CUCTEMHBIM KOMaHAaM Ha KOMMbtoTEpe
C ycTaHoBJieHHbIM CepBepom Dr.Web.

YT106bI 3anpeTnTtb JOCTyn K Lua-koHconn, oTkAtounTe npaso AOHOI’IHVITeIIbeIe

BO3MOXKHOCTU A/1A4 COOTBETCTBYHOLLEro aAMUHNCTpPaTOpPa (cm. n. MWHWUCTPATOPbI U

AAMUHUCTPATUBHbIE TPYMIbl).

PyKkoBOACTBO aAMAHUCT paTopa
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e PesepBHble KONMK — MO3BO/IAET NPOCMATPMBATL N COXPaHATbL COAEPXKMMOE Pe3epPBHbIX
KOMWN KpUTUYHbIX AaHHbIX CepBepa Dr.Web.

e YTUAUTbL — OTKPbIBAET pasaen A/ 3arpy3ku AONOAHUTENbHbIX YTUANT AN paboTsl €
Dr.Web Enterprise Security Suite.

5.3.2. AHTUBMpYCHaA ceTb

Bbibepute nyHKT AHTUBUPYCHaAA CceTb B r1aBHOM MeHto LieHTpa ynpaBaeHus.

Ynpasasiouiee MeHI0

[na npocmoTpa 1 pegakTMpoBaHma MHGOPMaLMM B OTKPbIBLLUEMCSA OKHE CAYXXUNT
ynpasAastoLlee MeHto, pacnoioKeHHOe B I€BOW YaCTU OKHa.

anaBnmou.l,ee MEHIO COAEePXXUT cieayroline NyHKTbI:

1. Obwme

e [padukm

e NaeHtndukatopbl 6e30nacHOCTH
e KOMMNOHEHTbI 3aLINTHI

e KapaHTuH

e Ob6opyaoBaHMe 1 NpOrpamMmebl
e O6Hapy>)keHHble yCTpoiicTBa

e Ceccuun nosb3oBaTteneu
¢ HeakTuBHbIe cTaHLUMN

e CBoliCTBa

e [lpaBuna uneHcTBa B rpynne (Npv Bblbope Noab30BaTeNbCKON rpynnbl)

e [Ipokcn-cepsep Dr.Web (npw Beibope lMNpokcn-cepeepoB nan nx rpynnol)
2. CTatnctuka

3. KoHopwurypaumna

e [Ipokcn-cepsep Dr.Web (npwu Bbibope MNMpokcn-cepsepa nav rpynnsl Proxies u ee
noArpymnn)

e [1paBa
e [1N1aHNPOBLINK 3aaHWI

e YcTaHaBAMBaEMble KOMOOHEHTbI

° I'IapaMeTpu noaKnr4YeHMA

e OrpaHnyeHus 06HOBAEHWNI

e AreHt Dr.Web ansa UNIX — no3BosifeT HacTponTb NePUOANYHOCTb OTNPaBKK
CTaTUCTMKM NO OBHapy>XXeHHbIM yrpo3am ana ctaHumi nog OC cemerictea UNIX.

PyKkoBOACTBO aAMAHUCT paTopa
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e CNNCOK aHTMBUPYCHbIX KOMMOHEHTOB A8 ONepaLMOHHON CUCTeMbl BbIDPaHHOWN CTaHLMK
WM NO CNMCKaM OMepaunoHHbIX CUCTEM NpU Bbibope rpynmnbi.

,Cl,eTaanoe onncaHme HaCTpoeK aHTUBUNPYCHbIX KOMMOHEHTOB, 3ajaBaeMbIX Yepe3 LLeHTp
° yrnpaBaeHua, npnBeeHo B PyKOBOACTBaX aAMUWHUCTPaTOopa MNno ynpaBaeHNKO CTaHUMAMN
Aana COOTBeTCTByiOLLI,eVI OI'IepaLI,VIOHHOI\/’I CUCTeMbI.

Mepapxmnuecknin cnmcok aHTUBUPYCHOM CeTH

B LeHTpanbHOM YaCT OKHa PACMOIOXKEH MepapXMUeckmnii CNMCOK aHTUBUPYCHOW CeTu.
Nepapxnyeckmin CnMcok aHTUBUPYCHOM CceT oTobpakaeT 4PEBOBUAHYHO CTPYKTYPY 3IEMEHTOB
aHTMBUPYCHOW CEeTU. Y3N1aMu JaHHOW CTPYKTYPbl ABASAOTCA [PYNMbL U BXOAALLME B HUX

CTaHLLWW.

Bbl MmOXKeTe BbINONHATD cieapyouime AeﬁCTBVIﬂ Haj 3/1eMeHTaMN CNUCKa:

e HaXXMUWTe NIeBOV KHOMKOM MbILUM Ha Ha3BaHWe rpynmbl UAW CTaHLUWN A8 OTOBpaXKeHUs
yNpaBAsOLLEro MeHHO (B 1€BOM YaCcT OKHa) COOTBETCTBYHOLLETO 3/1IeMeHTa U KpaTKOM
CBOJKM MO CTaHLMW Ha MaHeNn CBOMCTB (B NPaBOM YacTh OKHa);

e HaXXMMWTe NIeBOV KHOMKOM MbILLM Ha 3HAUOK rPynmbl, YTOObl OTOH6PA3UTL MW CKPbITH
COZEePXKMMOE rpynnbl;

® HaXXMUNTe IeBOWN KHOMKOW MbILIM Ha 3HAYOK CTaHLUUW ANA Nepexoja B pa3jen CBOMCTB 3TOM
CTaHUMN.

[ns BbIbOpa HECKONbKVX CTaHLMIA U TPYMn nepapxmMUeckoro Cimncka Cnosb3ynTe BblaeneHune
‘ MbILW b0 ApK HaxkaTbIx knasuwax CTRL wan SHIFT.

BM[]| 3Ha4Ka 3/1eMeHTa CNMcKa 3aBUCUT OT TUMA UAK COCTOAHMSA 3TOro aeMeHTa (CM. Ta6n|/||=gy
5-1).

Tabauua 5-1. 3HaukuM 31eMeHTOB MepapXMUYecKoro cnucka

3Hauok OnwucaHue
F'pynnbl. OCHOBHbIE 3HaUKKN

] Mpynnbl, Bceraa otobpaxkaeMble B MepapxmyeckoM Crmcke.

C

Ipynnbl He 6yayT 0ToBpaxaTbCs B MePapXMYECKOM CrI1CKe ec:
e ana rpynn 6610 NpUMeHeHo aelicteve [ HacTpouTs BUAUMOCTL rpynnbl — [ %
CKpbIBaTh, €C/IN NYCTas 1 B AaHHbIA MOMEHT rpynnbl He CoAepskaT CTaHLN,

e ANA rpynn 610 NpuMereHo Aelicteve [ Hactpontb BMAMMOCTL rpynnbl — [ CkpbiBaTth

o i -
" B AaHHbIMN MOMEHT B pa3sjesie . HaCTPOVIKVI Buaa AepeBa CHAT q)llal' MNMoka3biBaTb
CKpbiTble rpynnbl.

PyKkoBOACTBO aAMAHUCT paTopa
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OnucaHue

3Hauok npasun 4YineHcTBa 0T06pa>|<aeTc9| pAAOM CO OCHOBHbIM 3HAYKOM MOJIb30BaTENbCKMNX
rpynn, ana KOTopbIX yCTaHOBAEHbI NMpaBWla aBTOMAaTUYECKOTrO pa3mMelleHnsa CTaHLI,VIVI B rpynne.

LE -
[na otobpaxeHus 3Hauka BbibepuTe Ha NMaHean MHCTPyMeHTOB L.z HacTpoliku Bupa gepeBa
— [Moka3biBaTb 3HAUOK npaBua YsieHCTBa.

Pa6bouue ctaHuun. OCHOBHbIE 3HAUKU
JocTynHas pabouas CTaHUMSA C YCTaHOB/IEHHbIM aHTUBMPYCHBbIM [TO.
JocTynHas pabouas cTaHUMs C yCTaHOB/EHHbIM aHTUBMPYCHbIM [MO. Cepbe3HOCTb COCTOAHMA
cTaHum CpegHan. s onpeaeneHns 4eUCTBUA, HEOBXOAMMBIX CO CTOPOHbI aAMUHMUCTPATOpPa,

YTOUHWUTE CUTYaLMIO Ha AaHHOW CTaHumn B pasgene CocTosHve.

im o
[ns oTobpaxkeHns 3HauKka BbIbepuUTe Ha MaHeNN MHCTPYMeHTOB .= HacTpoiiku Buga aepeBa
— lNMoka3biBaTb Cepbe3HOCTb COCTOAHUA CTaHLI,Mﬁ.

[JocTtynHas paboyas CTaHUMA C YCTaHOBAEHHbIM aHTUBMPYCHbIM MO, Cepbe3HOCTb COCTOSHMA
ctaHummM MakcumanbHasa unv Beicokas. [ins onpegeneHvs AeicTBUA, HEOBXO0AMMbIX CO

CTOPOHbI aAMUHUCTPATOPa, YTOUHUTE CUTYaLMIO Ha AaHHOW CTaHumn B pa3gene CocrosHue.

im o
[ns oTobpaxkeHns 3HauKa BbibepuTe Ha MaHeNn MHCTPYMeHTOB .= HacTpoiiku Buga aepeBa
— lNMoka3biBaTb Cepbe3HOCTb COCTOAHUA CTaHLI,Mﬁ.

CTaHUMA HefoCTyrMHa.
AHTBMpYCcHOE MO Ha CTaHUMK feNHCTaAIMPOBaHO.
CocTosiHVe CTaHUmKM Npuy yaaneHHon yctaHoBke AreHta Dr.Web no cetw. CtaHums HaxoawTcs B
[AaHHOM COCTOSIHMM C MOMEHTa yAauHon yctaHoBKkM AreHta Dr.Web Ha ctaHuum 20 MOMEHTa
nepBOro noakatoyeHus ctaHumm k Cepeepy Dr.Web.

Mpokcn-cepBepbl. OCHOBHbIE 3HAUKU

Mpokcn-cepBep, He NOAKIOYEHHbIN K BaweMy Cepsepy Dr.Web.

Mpokcn-cepsep nogkatoueH K Bawemy Cepsepy Dr.Web, HO 3asaHHble A5 HEroO HaCTPOMKM He
NCNosb3yer.

Mpokcu-cepBep nozkatoyeH k Balwemy Cepsepy Dr.Web u ucnosnb3syet 3agaHHble ans Hero
HaCTPOMKW.

CkaHupyowue cepsepbl. OCHOBHbIE 3HaUKM
JoctynHbin CkaHUPYHOLLLUIA cepBep.
[JocTtynHbin Ckanvpyrownii cepaep. Cepbe3HocTb cocTosHus CpeaHasn. [ns onpeaeneHus

[eNCTBUN, HeOBXOAVMBIX CO CTOPOHbI aMUHUCTPATOPA, YTOUHUTE CUTYaLMO Ha JaHHOM
CkaHupytolem cepBepe B pasgene CoctosHve.

PyKkoBOACTBO aAMAHUCT paTopa
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OnucaHue

(8= <
[na otobpaxkeHns 3Hauka BbibepuTe Ha NaHean MHCTPyMeHTOB .o HacTpoWiku Bupa gepeBa
— lNoka3biBaTb cepbe3HOCTb COCTOAHUA CTaHLUN.

[JoctynHbin Ckanvpytownii cepeep. Cepbe3HocTb cocToAHMa MakcumanbHas unn Boelcokas.
[ns onpesenenHvs [eicTBUA, HEOBXOAMUMBIX CO CTOPOHbI aAMUHUCTPATOPA, YTOYHUTE CUTYaLMIO

Ha AaHHoM CkaHupyrolem cepBepe B pasgesne CocTosHve.

(8= <
[na otobpaxkeHns 3Hauka BbibepuTe Ha NaHeAn MHCTPyMeHTOB .o HacTpoliku Bupa gepeBa
— lNoka3biBaTb cepbe3HOCTb COCTOAHUA CTaHLUN.

CkaHVpYOLLNIA cepBep HeJOCTYMEH.

JononHutenbHble 3HAYKN AN rpynn, ctaHumii, NMpokcu-cepBepoB 1 CkaHUPYIOLWUX cepBepoB

2O

3HayoK MepCcoHasbHbIX HAaCTPOEK OTOBPaXKaeTcs Ha OCHOBHBIX 3HAaYKax CTaHLMIA, rpynn,
Mpokcn-cepBepoB 1 CKaHUPYHOLLMX CEPBEPOB, A8 KOTOPLIX 3ajaHbl MepcoHabHble
HaCTPOMKN.

= o
[Ana oTobpaxkeHna 3Hauka BbibepuTe Ha NaHenn MHCTpymeHTOB & HacTpoiiku Buga aepeBa
— lMoka3sbiBaTb 3HAaUOK NEPCOHa/IbHbIX HAaCTPOEK.

Hanpumep, eciv nepcoHasibHble HAaCTPOMKM 3aaHbl A/ paboyelt CTaHUMK C YCTaHOBAEHHbIM
aHTMBMPYCHbIM MO, HaxoAsLLeNcs B aHHbI MOMEHT B CETW, TO €€ 3HaUOK OYAeT BbIrNaAeTb
cnepyrowum obpasom: - 3

Moautnkn

MonvTtnka nan BEPCMA NONUTUKN C HaCTpOVIKaMM AHTUBUPYCHbIX KOMMNOHEHTOB CT3HL|,I/II7I.

[ns oTobpaxkeHns 3HauKka BblbepuTe Ha MaHesn UHCTPYMEHTOB HacTpoikun Buaa aepeBa —
Moka3biBaTh 3HAUOK MOJUTUKN.

Mpodpunn
Mpodunb Ans XpaHeHWst HacTpoek KOMMOHeHTa KOHTPOb NPUIOXKEHW, aKTUBHDBIN PEXXUM.
Mpodunb aAns xpaHeHWs HacTpoek KoMNoHeHTa KOHTPONb MPUAOXKEHWI, TECTOBbIA PEXNM.
OTKNOUEHHBIA NPObUAbL ANS XPAaHEHWS HACTPOEK KOMMOHeHTa KOHTPOb MPUAOKEHWIA.

Mpodunb Ans xpaHeHWst HacTpoek KoMnoHeHTa KOHTPOb NMPUAOXKeHWUI, Af KOTOPOro 3ajaHa
rpynna foBepeHHbIX MPUIOXEHWIA, OTCyTCTBYrOLWas B peno3sutopumn Cepeepa Dr.Web.

76
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MaHenb MHCTpyMmeHTOB

Manenb UHCTPYMEHTOB NepPapXnuyecKoro Cnmcka CoaepXXuT cieayrouime 3/1eMeHTbI:

7 O6uime — no3BosAeT yNpasaaTh O6LWYMMM NapaMeTpaMm nepapxmyeckoro cnmcka.
BbibepunTe COOTBETCTBYHOLLMI MYHKT B BblMajatolweM Cruncke:

X Yaanutb BbibpaHHble 06BbeKTbl — yannTb 06BbEKTbI Mepapxmyeckoro cnuncka. ns
3TOro BbibepuTe B CNMcKe 06BEKT AN HECKOIbKO OOBEKTOB 1 HaXMUTe Yaanutb
Bbl6paHHble 06beKTbI.

&=
# Ypanutb npaBuna YieHCTBa — yAanauTb NpaBuia 418 aBTOMATMUYEeCKOro BKIKOYEH WS
CTaHLUMIM B rpynnbl.

YcTaHOBUTD 3Ty rpynny NepBUYHON — YCTaHOBWUTb BbIGPaHHYHO B Mepapxmyeckom
CMNCKe rpynny B KayecTBe MepBUYHOM AN BCEX BXOAALMX B HEe CTaHLMN.

13 HasHaunTb NePBUUHYIO FPYMMNy ANA CTAHLMA — HAa3HAYNUTb ANA BblAENEHHbIX B
nepapxmyeckoM Crmcke CTaHUMIM NepBUYHYO rpynny. Mpun 3Tom, ecam B nepapxmyeckom
CNUCKe BblJeNeHa rpynna, To AN BCeX BXOAALLMX B Hee CTaHUM byaeT Ha3HaveHa
BbiOpaHHas nepBuyHasa rpynna.

¥ 06LeanHUTL CTaHUMY — 06 BeANHATL CTAHLMMN NOJ eANHON YUETHOMN 3aMnChio B
nepapxmueckoM cnmcke. MoxeT UCMNOoAb30BaTbCA B C/lyuae, KOrAa OZHa U Ta e CTaHUuS
6blna 3aperncTprmpoBaHa Nnoj pasHbIMMU YYeTHbIMU 3aMUCAMMU.

e Yaanutb nepcoHanbHble HaCTPOMKN — YAaNTb NEPCOHaAbHble HAaCTPOWKM
BbiIBpaHHOro B cnuncke obbekTa. B 3ToM cnyvae HacTponikm ByayT yHacneaoBaHbl OT
nepBUYHOW rpynnbl. ECn B nepapxmnyeckom cnmncke BbligeneHa rpynna, TO HacTPonku
OyayT TakKe yaaneHbl y BCeX BXOAALMX B Hee CTaHLMN.

B Ornpasuth cooblieHe CTaHUMsM — OTRPaBUTbL MONb30BATENSIM COOBLLEHNME
MPOW3BONILHOTO COZAEP>KaHMWs.

3 C6pocuTb Naposib — yaanTb NOAb30BaTENbCKNI NAPOJb A8 AOCTYyMNa K HaCcTpoMKam
aHTUBUPYCHbIX KOMMOHEHTOB Ha BblOpaHHbIX CTaHLMax. Onumnsa 4OCTyrnHa TONbKO ANs
ctaHumm nog OC Windows.

Mepe3arpy3utb cTaHLMIO — YAaNeHHO 3anyCTUTb NPOLLECC Nepesarpysku cTaHL K.
TpebyeTcs nn nepesarpyska CTaHLUKN, HanpuMep, B CBA3N C 0OHOBAEHNEM/U3MEHEHNEM
aHTVMBUPYCHbIX KOMMOHEHTOB Bbl MOXeTe YTOUHUTb B pa3gene CocTodHmne AN 3TOM
CTaHuMN.

5 AevHcrannnpoBatb AreHT Dr.Web — yaannts AreHt Dr.\Web n aHtuBmnpycHoe MO ¢
BbIOPAHHOW CTaHLMW UAWN TPYNMbI CTAHUMWNA.

@ YcraHoBuTb AreHt Dr.Web — OTKpbITb CkaHep cetn Ans yctaHoBku AreHta Dr.\Web Ha
BblGpaHHble CTaHUMW. JaHHBIN NYHKT aKTUBEH TO/IbKO Mpu BbibOpe HOBbIX
NOATBEPXKAEHHbIX CTAHLUMUIN UAM CTaHLUMIW C AeNHCTaNAnpoBaHHbIM AreHTom Dr.Web.

B Boccranosurs yAasieHHble CTaHLMW — BOCCTAaHOBWUTb PaHee yAaneHHble CTaHLUN.
[JlaHHbIV NYHKT aKTUBEH TONbKO Npu Bbibope cTaHumi 13 noarpynnel Deleted B rpynne

Status.

PyKkoBOACTBO aAMAHUCT paTopa
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Pasocnatb WHCTaANALINOHHbIE Qbal\/’lflbl — pa3odiaTtb VIHCTE:]ﬂﬂHLI,VIOHHbIVI CI)aVIﬂbI Aana

BbIOpPaHHbIX B CNMCKE CTaHLMIA Ha aZpeca 31eKTPOHHOW NouThbl, 3aZaBaemMble B HaCTpoMKax
AAHHOro pasgena.

E% OTMeHUTL HazHaYeHe npoduna obbektam — yaanntb Npoduab U3 cnucka npodunen,

Ha3HaJeHHbIX BblIOpaHHbIM 06BbekTaMm. [yHKT akTMBeH Npu Bbibope 06beKTOB, A5 KOTOPbIX
Ha3HayeH Npodunb (oTobpaxkaroTca B AepeBe Kak BNOXKEHHbIe 06BbeKTbl AN AaHHOro
npoduna).

(» Co3/aTb OTYET ANS TEXHUYECKON NOAAEPXKKN — cOBpaTh OTUET TEXHUYECKOM
NOALEPXKKN, COAEPXKALUMN CUCTEMHYIO MHDOPMALMIO A1A CTAHLUM WA TPYNNbl CTaHLUNA.

=+ [ o6aBuUTb 06BbEKT ceTU — CO34aTb HOBbIV 3/IEMEHT aHTUBMPYCHOM ceTu. [ 3Toro
BblGepurTe COOTBETCTBYHOLLUMIA MYHKT B BbINaAarOLLEM CMIUCKE:

= Co3aartb CTaHLUMIO — CO3/aTb HOBYHIO CTaHUMIO (CM. PyKoBOACTBO NO yCTaHOBKe, M.
YctaHoBka AreHTta DrWeb npuv nomMouin nepcoHanbHOro MHCTaANALMOHHOIO NakKeTa).

(4 Co3path rpynny — co3jaTb HOBYHO FPynny CTaHLMNA.
ke Co3zaTtb CBA3b — CO3A4aTh CBA3b ¢ cocegHnM Cepsepom Dr.Web.
& Co3paTh NOANTMKY — CO34aTb HOBYHO MOANTUKY ANSA 3aZaHWA HAaCTPOEK CTaHLMN.

=% Cospatb MNpokcn-cepBep — co34aTb HOBYHO YYETHYHO 3aMNChb A8 NOAKNOYEHNS
Mpokcn-cepeepa (cM. PykoBoacTBO no ycraHoBKe, N. Co3saHne y4eTHOW 3anuncu [poken-
cepBepa DrWeb).

I:J:'l-"" CO3AaTb I'IQOQ)VIIIb — CO34aTb HOBbIN I'IpOd)I/IJ'Ib ANA XpaHEeHUNA HAaCTpPpOeK aHTUBUNPYCHbIX
KOMIMOHEHTOB CT8HLI,I/II7I.

i AaHHble n KoHUrypaums:

& CoxpaHuTb AaHHble B CSV-¢daiin — 3anuncatb obLiMe AaHHbIe O BbIOPaHHbIX CTaHLMAX
aHTUBUPYCHOW ceTu B painn popmaTta CSV.

& CoxpaHutb aaHHble B HTML-¢gaiin — 3anuncatb obume saHHble O BblOpaHHbIX
CTaHUMAX aHTMBUPYCHOM ceTu B dann dopmata HTML.

& CoxpaHutb aaHHble B XML-¢aiin — 3anuvcatb obLye gaHHble 0 BbIOpaHHbIX CTaHLMAX
aHTUBMpPYCHOM ceTn B pann dopmata XML.

& CoxpaHutb aaHHble B PDF-¢daiin — 3anuncatb obuime gaHHble O BbIGPaHHbIX CTaHLMUAX
aHTUBUPYCHOW ceTu B painn popmaTta PDF.

| Mpu BbIGOpE NMepeyUncNeHHbIX Bbille ONUMIA U3 pa3zena JaHHble U KOHUrypauums 6yzeT
3KCMOPTMPOBaHa MHOOPMALMS TONLKO O BbIOPaHHbIX CTaHLWAX U CTAHLUMAX, BXOAALLWX B
BblGpaHHbIe rpymnmbl.

Ky SKcnopTupoBaTb KOHPUrypauuo — coxpaHntb B Gan KOHOUrypaLmro BbiIbpaHHOTO
obbekTa aHTUBMPYCHOM ceTw. A gaHHOW onumn ByaeT npeanoxeHo BbibpaTtb
coxpaHsaeMble pa3zenbl KOHPUrypaLumm.

¥ MmnopTupoBatb KOHPUrypawuuo — 3arpy3ntb 13 dalina KoHGUrypaumto BbIbpaHHOro
obbekTa aHTUBMPYCHOM ceTu. [na faHHOW onumn byaeT NnpeanoxeHo BbibpaTth dain, ns

PyKkoBOACTBO aAMAHUCT paTopa
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KOTOpOro byaeT 3arpy>keHa KOHOUrypaumsa, a Takke 3arpy>xaemblie pasgensbi
KOHUrypaumu.

Ll SKCNopTUPOBAaTb CTAaTUCTUKY — COXPaHUTb B Gain CTaTUCTUKY paboTbl aHTUBUPYCHBIX
KOMMOHEHTOB N5 BblOpaHHbIX 0O bEKTOB aHTUBUPYCHOW ceTu. [lns gaHHOW onuun 6yaeTt
npeanoXeHo BblbpaTb COXpaHAeMble pa3zesbl CTaTUCTUKN U popmaT 3KCnopTa.

€ PacnpocTtpaHuTtb KOHGUrypawumo — pacnpocTpaHuTb KOHOUTIypaLmnto BolIbpaHHOTo
obbekTa Ha Apyrve ob6beKTbl aHTUBUPYCHON ceTu. [lna saHHOM onuum ByaeT NpesanoXeHo
BbibpaTh 06beEKTHI, Ha KOTOpble ByaeT pacnpocTpaHeHa KOHPUIypauus, a Takke
pacnpocTpaHAeMble pa3aesbl KOHUrypauum.

<& Haznauutb NOJITUKY — Ha3HauYNTb BbIOPaHHYIO MOAUTUKY FPYMNMe UAn OTAeNbHbIM
cTaHumam. [lns saHHOM onuum ByaeT npeasioxXeHo BblbpaTb 06beKTbl, KOTOPbIM MOXET
6bITb Ha3HaueHa BbIOpaHHasA NOANTUKA.

B HazHaunTb npoduab — HazHauMTb NPOdUb C HaCTPOMKaMu, BbIbpaHHbIN B epeBe
aHTVMBUPYCHOW CeTU, Ha 06 BEKTLI: CTaHL MK, MOJIb30BaTENEN U FPpynnbl. s AaHHOW Onuum
ByaeT NpeanoxeHo BblbpaTh 06beKTbI, Ha KOTOpble ByAeT HazHaueH NPodub.

1 HacTpouTb BUAMMOCTDb rpynnbl. [103BOASET M3MEHATb NapamMeTpbl OTOBpaXKeHUs rpynmn.
,ﬂ,ﬂﬂ 3TOlIo Bbl6epI/ITe rpynny B nepapxmyeckom cnncke u yKa>KVITe B BbilMagaroweM cnmcke
OAVH V3 CNeflytoLUMX BapMaHTOB (MpW 3TOM ByaeT M3MEHATbCA 3HaUOK rpynmbl, CM. Tabanuy 5-
1):

[ CkpbIBaTb — O3HAYaAET, UTO OTOBPAXKEHME FPYMMbl B Mepapxmueckom crnucke byaet
BCersa OTK/IHOYEHO.

[¥] CKpbIBaTb, €C/IM NyCcTas — O3HAUAEeT, YUTO OTOHPAXKEHME TPYMMbl B MEPAPXMUECKOM
cnucke ByaeT OTK/IHOUEHO, eC/iv 3Ta rpynna nycras (He COAePXUT CTaHLMI).

(3 Moka3bIBaTb — O3HauaeT, yTo rpyrnmna Bcerga byaet oTob6paxaTtbCs B MEPapXMUecKoM
cnucke.

@ YnpaBeneHve KOMNOHEHTaMM — MO3BOJIAET YPaBAATb aHTUBUPYCHBIMU KOMMOHEHTaMV
Ha pabouunx ctaHumax. s 3Toro Bbibepute B BbiNafatoLLEM CIUCKE OANH U3 CNEAYHOLLNX
BapPWaHTOB:

® BoccranoBUTH c6OliHbIE KOMMOHEHTBI — NPWUHYAMUTEIbHO BOCCTAHOBUTb COCTOSIHME
KOMMOHEHTOB, paboTatoLLmx ¢ ownbKon. BocctaHaBaMBaeTcs Ta peBm3mnsa NPoAyKTa,
KOTopas B aHHbI/i MOMEHT YCTaHOBNEHA Ha CTaHLUMN.

al I'IpepBaTb 3anyuleHHble KOMMOOHEHTbl — OCTaHOBUTb pa60Ty BCEX 3anyLEeHHbIX Ha
CTaHUMWN aHTUBUNPYCHBIX KOMMOHEHTOB. OcTtaHaBAMBaTbL pa60Ty W 3anyckatb aHTUBUPYCHbIE

KOMMOHEHTbI NO OTAE/NIbHOCTW Bbl MOXETE B pa3jene KOMMOOHEeHThI 3alNThI.

Q CKaHI/IpOBaTb — MO3BOJIAET NPOBECTN CKaHNPOBaHMeE CTaHUMN B OAHOM U3 PEXNMOB,
Bbl6|/|paeMbIX B BblMajakoLllemM Crnuncke:

=4 BbicTpoe ckaHupoBaHue. B faHHOM pexume npu nomowm CkaHepa Dr.Web
NPON3BOANTCA CKAaHMPOBAHME CefyHOLLMX O6BEKTOB:

e OnepatnBHaA NaMAThb,
® 3arpy3ouYHble CEKTOPbI BCEX ANCKOB,

e 0b6BbeKTbl aBTO3anycka,

PyKkoBOACTBO aAMAHUCT paTopa
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KOpHeBOIZ KaTanor 3arpyso4yHoro gumcka,

KOpHeBOW kaTanor gucka yctaHoBku OC Windows,

cncteMHbin kaTtasor OC Windows,

nanka Mom JIOKYMEHTEL,
° BpEMeHHbIVI KaTaaor CUCTeMbl,
° BpeMeHHbII‘/’I KaTanor nojb3oBaTtend.

B\ Nonrnoe CKaHupoBaHue. B JaHHOM peXrMe NPoV3BOAUTCA MONHOE CKAHUPOBaHMeE BCeX
XKECTKMX AMNCKOB Y CMEHHbIX HOoCcUTenel (BKItoUas 3arpy304Hble CEKTOPbI) MPY MOMOLLM
CkaHepa Dr.Web.

Ea BbibopouHoe ckaHupoBaHue. [JaHHbI peXXMM NpeAocTaBAseT BO3MOXHOCTb BbibpaTb
ntobble nanku n Ganbl AN NocaeayoLero ckaHmpoBaHus npu nomoum CkaHepa Dr.Web.

"] HenopaTBepikaeHHble CTaHLUM — MO3BOAET YNPaBAATb CMUCKOM HOBMYKOB — CTaHLUN,
pernctpaumsa KoTopbix He NoATBepXaeHa (MogpobHee cM. pa3gen [loantunka noAkKNOYeHNS
CTaHUMI). laHHBIN NYHKT aKTMBEH TO/IbKO Npw Bbibope ctaHumin n3 nogrpynnesl Newbies B
rpynne Status. MNpu noaTeep>xxaeHnn pernctpaumm Ha Cepeepe Dr.Web craHumwn 6yayt
aBTOMaTMyeckun yaaneHbl U3 npeaycraHoBaeHHon noarpynnesl Newbies. [1na ynpasneHus
pernctpauuven ctaHUmMi BoibepuTe B BbiNajatoLLeM CMCKe OAVH U3 CefyHoLmMX BapUaHTOB:

) Paspewntb AocTyn BbI6pPaHHbLIM CTaHLMAM U Ha3HAaUUTb NEPBUYUHYIO rpynny —
noaTBEpPANTL AocTyn cTaHuum k Cepeepy Dr.Web v 3agath Ans Hee nepBUYHYHO rpynny 13
NPeANOXEHHOrO Ccnucka.

OTMeHUTb AeicTBMe, 3alaHHOE AJiSl BbINOJIHEHUSA NMPU NOAKIHOUEHNUN — OTMEHUTb
AEeNCTBME Haj HEMOATBEPXKAEHHOW CTaHLMEN, KOTOPOe BbINO paHee Ha3HAYeHO AN
BbINMOJHEHNSA B MOMEHT, KOrja cTaHuma nogiitoumtca k Cepepy Dr.Web.

'® Orkazatb B AOCTyrne BblGpPaHHbIM CTaHLUAM — 3anpeTuTb AOCTyn cTaHuumn k Cepeepy
Dr.Web.

Z ¥ NapameTpbl 610KMPOBKN. [103BO/ISET U3MEHATL NAapaMeTpbl ZOMycka paboumx CTaHLMi
k Cepsepy Dr.Web. B BbinagatoLiem cnvcke Bbibepute napamerp:

Mepuvop 6n0KMpPOBKU — 3ajaTb AMana3oH AaT, B TeYeHNe KOTOPOro cTaHuma He byaeT
ponyckatbcs kK Cepsepy Dr.Web.

"E HacTpoiikun Buaa aepeBa — 13MeHUTb BHELLHWI BUZ AepeBa aHTUBMPYCHOM ceTu. [ns
BKJIFOYEHWSA NapaMeTpa YCTaHOBMUTE COOTBETCTBYHOLLME daary B BbiMajatoLLemM MeHHo:

e A1 rpynn:

o YneHcTBO BO BCex rpynmnax — Ayb6anpoBaTb oTobpaxkeHme CTaHLMK B CIUCKE, eCau
OHa BXOAUT B HECKOIbKO rpyrnn OA4HOBPEMEHHO (TO/IbKO A/1A Fpynn, UAYLLMX NOZ,
3HaukoM 6enom nankv — cMm. 1abauuy 5-1). Ecam dnar yctaHoBaeH, 6yayT nokasaHbl
BCE BXOXZAEHMNA cTaHumWn. Ecan cHAT — cTtaHuma Byaet otobpakeHa B cnincke
eANHOXAbI.

o Moka3biBaTb CKPbITbIe rPynnbl — oTOOpaXkaTb BCe rpynnbl, BXOAALLME B
aHTUBMPYCHYIO ceTb. [1pu cHATUKM gaHHOro dnara nyctble rpynnbl (He cogepkalume
CTaHUMM) BYAYT CKPbITbl. ITO MOXET ObITb YA0OHO AN UCKAKOUEHMA U3ANLLHEN
nHbopmaumnm, Hanpumep, NP HaaMuMM 6ONbLIOrO KONMYECTBA MYCTbIX FPYM.
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o Moka3biBaTb TOJ/ILKO FPyNbl C akKTMBUPOBaHHbIMM CTaHLMAMM — OTOOpaxaTtb
TO/IbKO FPYMMbl CO CTAaHLUMAMM, KOTOPble XOTb pa3 noakntodannce kK Cepsepy Dr.Web.

e ansa knneHtoB Cepeepa Dr.Web (ctaHuwmin, Mpokcn-cepeepoB n coceaHmx CepeepoB
Dr.Web):

o Moka3sbiBaTb MAEHTUPUKATOPbI KJIMEHTOB — OTOOpaXxaTb YHUKaNbHblE
naeHTnounkaTopsl knmeHtos Cepsepa Dr.Web.

o [Moka3sbiBaTb Ha3BaHUA KINMEHTOB — OTObpaXxaTb Ha3BaHWA KineHToB CepBepa
Dr.Web npwu Hannunn.

| Henb3s oTkarounTh OTO6pa)KEHVIe I/Ip,eHTMCbMKaTOpOB N Ha3BaHWN KNVEHTOB OAHOBPEMEHHO.
O,CI,VIH M3 napamMmeTpoB Moka3biBaTh MAEHTVIqJVIKaTOPbI knueHToB 1 Moka3sbiBaTb
Ha3BaHUA KJIMEHTOB BcCerja 6y,D,ET BbI6paH.

o MNMoka3biBaTb agpeca KIMEeHTOB — oTobpaxaTb IP-agpeca kineHtoB Cepeepa Dr.Web.

o Moka3biBaTb cepBepbl CTaHLUU — OTObOpaxkaTb MeHa nan IP-agpeca CepeepoB
Dr.Web, K KOTOpOM MOAKAtOUEHbI CTaHUMU. AKTYyaNbHO AN CTaHLMN, BXOAALLMX B
knactep Cepsepos Dr.Web.

o Moka3biBaTb 3HAUOK NMOJINTUKUN — OTO6pa>KaTb 3HAYOK NOANTUKN PALAOM CO 3HAaYKOM
CTaHUWMW, Ha KOTOPYHO Ha3Ha4yeHa NoJnTKKa.

o MNMoka3biBaTb CEPbe3HOCTb COCTOAHMUA CTaHLUMI — OoTOoOpaXkaTb Cepbe3HOCTb CTaTyca
[19 aKTUBHbIX CTaHUWI. [Tpn 3TOM f06aBUTCA LiBETOBasA rpasjaumnsa Ans CTaHUWA B
3aBMCMMOCTM OT mx cTaTyca (cm. Tabauuy 5-1). Ecam onyma oTkaroueHa, To Ans
CTaHUMW CO CTaTycaMu, KOTOPbIM COOTBETCTBYHOT 3Haukn B n B, 6yaet oTobpaxartbcs
obwmii 3Hayok H.

o Moka3biBaThb 3a6710KMPOBaHHbIE CTAHLMMU — OTOBpPaXKkaTb CTaHLMK, JOCTYN KOTOPbIX
k CepBepy Dr.Web 3abnokupoBaH.

® 14 BCEX I/IEMEHTOB!

o Moka3sbiBaTb 3HaUOK NEPCOHa/IbHbIX HAacTPoeK — oTobpaxkaTb Mapkep,
0603HavatoLWMIi HaNnumMe NepCoHaNbHbIX HACTPOEK, Ha 3HaUKax rpymnmn n KIMEHTOB
Cepsepa Dr.Web: ctaHumi, MNMpokcn-cepBepos n cocegHnx Cepsepor Dr.Web.

o MNMoka3biBaTb onucaHua — oTobpaxkaTb onucaHus rpynn u kiveHToB CepBepa
Dr.Web: ctaHuwnn, NMpokcn-cepeepos n coceaHnx Cepsepor Dr.Web (onuncaHus
3a/lat0TCA B CBONCTBAX 3/1eMeHTa).

o MNMoka3biBaTb KO/IMYECTBO KJIMEHTOB — OTO6paxaTb KosmyecTBO kneHTos Cepsepa
Dr.Web: ctaHumi, MNMpokcn-cepepos n coceaHux Cepeepos Dr.Web ana Bcex rpynn
aHTUBMPYCHOW CETH, B KOTOPbIE 3T KINEHTbI BXOAAT.

o Moka3sbiBaTb 3HAUOK NPaBU YIEHCTBa — OTODOpaXxaTb MapKep Ha 3Haukax CTaHLUMWI,
KOTopble 6blan 4o6aBeHbl B rpynny aBTOMAaTUYeCKM COMIaCcHO NpaBuiam Y1eHCTBa, a
TakKe Ha 3HauyKax rpynr, B KOTOpble CTaHUMKM 6bian go6aBaeHbl aBTOMaTUUECKN.

il HacTpoiku copTUPOBKU K/IMEHTOB — M3MEHWTbL NapaMeTp, N0 KOTOPOMY OCYLLeCTBAAETCA
COPTMPOBKA, N NOPAJ0K cOpTUPOBKM KnneHToB Cepeepa Dr.Web: ctaHumi, Mpokcm-cepsepos
n cocegHux Cepepos Dr.Web B gepeBe aHTUBMpPYCHOW ceTu.

PyKkoBOACTBO aAMAHUCT paTopa
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e [1na BbibOpa napameTpa, No KOTOpoMy ByaeT MPOM3BOANTLCA COPTUPOBKA, YCTAHOBUTE
OAVH 13 cneayromnx daaros (AonyckaeTca BblI6Op TONbKO OAHOrO NapameTpa):

o peHTPUKaTOp — COPTMPOBATb MO YHUKANbHBIM NAeHTUbNKaTopam KINEHTOB.
o HasBaHuMe — copTnpoBaTh NO MMEHaM KJIMEHTOB.

o Agpec — coOpTMpOBaTh MO CETEBLIM ajpecam KIMEHTOB. Te KIMEHTOB, Y KOTOPbIX HET
CeTeBOro azpeca, byayT BbIBOAWTLCA B MPOU3BObHOM Mopske 6€3 COPTUPOBKM.

o [laTa co3gaHus — COPTUPOBATL MO AaTe CO3JaHWA YUETHOWN 3anncK KAMeHTa Ha
CepBepe Dr.Web.

o [lata nocsegHero NoAKAOUYEHNA — COPTMPOBaTb MO JaTe Noc/ieAHero
noakntoueHuns Kk Cepsepy Dr.Web.

e [Ins BbIbOpa NnopsAska COPTUPOBKMN YCTaHOBUTE OANH U3 Ceaytowmx ¢dnaros:
o CopTMpoBaTb N0 BO3pacTaHUIO.

o CopTMpoBaThb No y6biBaHuUIO.

.03 - >
@ Pasgenbl i.z Hactponkn Buaa aepesa v il HacTpoWku copTUPOBKU KNNEHTOB
: B3a1MO3aBUCUMbI:

e Ecnu Bbl BbIbUpaeTe napameTp COPTUPOBKA B pa3gene fib Hacrpoiiku coptnposku
=)
KJIMEHTOB, OTOOpa>keHne 3TOro napamMeTpa aBTOMaTUYECKM BKIHOYAETCs B pa3jene io
HacTpoiiku Buga aepeBa, eciv OHO 6bIIO OTKIFOYEHO.
B -
e Ecnn B paszene iz HacTpoiiku Buga gepeBa Bbl OTKIHOUaeTe 0TObpakeHne napameTpa,

Bbl6paHHOFO 4nAa COPTUPOBKU B pa3jesie THL Hacrpoﬁl(w COPTUPOBKU KJIMEHTOB, TO
COPTMPOBKa MO 3TOMY NMapaMeTpy aBTOMaTUYECKN NepekrnYaeTCcd Ha COPTUPOBKY MNo
Ha3BaHWIO KnveHTa. Ecam 0To6pa>|<eHV|e Ha3BaHWI KIVEHTOB npwn 3TOM OTKJIFOYEHO, TO
COPTMPOBKa nepeknryaeTca Ha VI,CI,eHTVIq)VIKaTOp KAneHTa (Ha3BaHue 1 VI,CI,eHTVIq)VIKaTOp
OAHOBPEMEHHO HE MOTYT 6bITb OTKHOYEHBI).

MaHenb cBOMCTB

MaHenb CBOMCTB CNYXKUT /18 OTOBPaKeHUs CBOMCTB M HacTpoek paboumnx CTaHUMiA 1 rpynmn.

UYT0o6bI OTO6pa3nTb NaHe/Ib CBOACTB

1. B nepapxmyeckomMm Cnmcke Ha>KMnTe Ha Ha3BaHMe CTaHLUUW NN TPYMMbl.

2. B npaBow yactn okHa LleHTpa ynpaBaeHns OTKpOeTCa NaHenb CO CBOMCTBaMU BblOpaHHOM
rpynnel nam pabouyen ctaHumm. NoapobHoe onncaHne JaHHbIX HACTPOEK NPUBEAEHO B M.
PesaktnpoBaHue rpynn 1 CBOWCTBA CTaHLUWN.

Mpw BbIBOpEe B MepapXmMUeckom Crincke myHkTa AHTUBUPYCHas CeTb Ha MaHe/ v CBOWCTB
: 6yseT oTobpaxkaTbCs CBOAHAsS MHPOPMaLMsA O rpynnax 1 CTaHUMsX aHTVBUPYCHOW CeTw, a
Taloke O KOJIMYECTBE AOCTYMHbIX JTULEH3WIA.

PyKkoBOACTBO aAMAHUCT paTopa
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5.3.3. U3bpaHHOe

LleHTp ynpaBaeHnsa NO3BONAET COXPaHATb 3akNaZku Ha CTpaHULbl MHTepdenca B Cncke
n3bpaHHOro ana yao6bcTea agMUHUCTPMpPOBaHMA. Hanpumep, ans 6bICTporo nepexosa B
Hanbonee yacTo nocellaemMble CTpaHULbl LleHTpa ynpaBaeHus.

YnpaBneHue cnnckom usbpaHHoOro

1. B rnaBHOM MmeHto LieHTpa ynpaBneHusa BbibepuTe nyHkT U3bpaHHoe.

2. OtkpoeTtca cnucok ctpanul, LeHTpa ynpasaenuns, gobaBaeHHbIX B 3aKaaKu.
3. Haxmute PegaktupoBatb.

4. Yepes cnucok cTpaHuL, M36paHHOro Bbl MOXeETe:

e OTKPbITb CTPAHMLLY, BXOASLLYIO B CMIMCOK N3BpaHHOro. [1ns 3TOro HaXXMuTe Ha 3aKknagKy,
COOTBETCTBYHOLLYHO 3TOM CTPaHULEe B CMUCKe M36paHHOrO.

e MNoMeHATb NOPALOK COPTUPOBKM 3aKNaAoK. /i 3TOro HaXXKMUTE Ha 3HAUYOK ~ C/ieBa OT
3aKn1ajkv U NepemMecTuTe 3akiajKy BbILle UK HUXKE.

e YaanuTtb 3aknagky M3 cnucka nsbpaHHoro. [ns 3Toro BbibepuTe 3akiagky, KOTOpYHo
XOTUTE YAAANUTb, AN BCe 3aKknaakn. Haxmute YaanuTb, 3ateM COXpaHUTb.

DobaBneHne 3aknagku B nsbpaHHoe

1. MeperignTe Ha cTpaHuuy LleHTpa ynpaBaeHus, KOTOpYH Bbl XOTUTE A06aBUTbL B M36paHHOe.

2. PH,D'OM C HasBaHMeEM CTpaHWMUbl Haj ynpaBaarOWMM MEHKO HaXXMUTE 3Ha4OK ']-.':T

3. OtkpoeTtcs okHOo [Llo6baBneHue 3aknagkun. B none Uma asTtomatmueckn gobasnsercs
Ha3BaHWe CTpaHuLbl B popmaTte <[lyHKm 2/1a8H020 MeH0> > <[lyHKm ynpas/sarou,e2o
MeHr>. [pn HeOBXOANMOCTU Bbl MOXETE M3MEHUTb Ha3BaHME 3aKIaAKu.

4. [loCTynHbl Cnepyrolime AenNCTBUS:

e YTO6bI COXpPaHUTbL CTPAHULY B CNUCKe M3BpaHHOro, HaxmuTe ,06aBUTb. 3HAUOK PSAAOM
C Ha3BaHMEM CTPaHWLbl U3MEHUTCA Ha .

e YTObbI 3aKpbITb OKHO 6e3 M3MeHEHWN cnuncka I/I36paHHbIX CTpaHuL, HaXKMUTE OTMEHMUTD.

PepakTnpoBaHue n ygasneHue 3akiaakv us nsbpaHHoro

1. Mepenante Ha cTpaHumuy LleHTpa ynpaBaeHus, KOTOPYHO Bbl XOTUTE OTpeAakTMpoBaTb Uan
yAanuTb n3 n3bpaHHoro.

2. PAAOM C Ha3BaHMEM CTPaHULIbl Haj YNPaBAAOWMM MEHIO HaXXMMUTe 3HAaUOK I .
3. Otkpoetca okHO PegakTupoBaHue 3aknaaku. [loCTynHbl Caesytolime AeNCTBUSA:

e YTO6bI OTpesakTMpoBaTh 3aKiaaKy, U3MeHUTe ee Ha3BaHue B nose Mma. Haxmure
O6HOBUTDb A1 NPVMEHEHUSA U3MEHEHNN.

PyKkoBOACTBO aAMAHUCT paTopa
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e YTObBI Y4annTb CTPaHULY N3 CMUCKa VI36paHHOFO, Ha>XMuTte yAalWlTb. 3HauoK pagom C
Ha3BaHWEM CTPaHUUblI N3MEHUTCA Ha 'ff

5.3.4. NaHenb Noucka

,ﬂ,flﬂ obneryeHns nomncka HY>XHOTO 3/1IeEMEHTa CNY>XXUT naHesib nouckd, paCcnonoXeHHada Ha
HpaBOIZ rpaHunue rnaBHOro MeHH LI,eHTpa ynpaBaeHuA. [MaHenb no3Bonser npon3BoanTb
NONCK KaK rpynn, Tak n oT4e/ibHbIX CTaHLI,I/II\/’I B COOTBETCTBUUN C YKa3aHHbIMU NMapaMeTpamMu.

Ana noncka craHUUIA MM TPYyNN CTaHLUNA:

1. B BbINagatoLlem cnucke naHean nouncka BbibepuTe KpUTEPUIA Noncka:

e CTaHUMA — 15 NOMCKa CTaHLMIM MO Ha3BaHUO,

OpraHusauua — A5 Nnoucka noJib30BaTesIbCKUX FPYNM, KOTOPble NPeaCcTaBAsaOT
opraHm3aumio,

e ID cTaHUMM — /18 NOMUCKa CTaHLMI MO YHUKaNbHbIM UAEHTUdMKATOPaM,
e ID rpynnbl — A/ MOUCKa rpynn o YHUKalbHbIM UAeHTUDUKaTOPaM,

¢ ID nonb3oBatensa — AN Noncka CTaHLUMA NO YHUKaNAbHbIM MAEHTUDMKATOPaM
rnoJsib3oBaTenen,

e ma nonb3oBaTtena — Ans nNoncka CTaHUMA MO UMEHW NOJb30BaTeNA Ha CTaHLUMWK,
¢ IP-apapec — ana novcka ctaHumin no IP-agpecy,
e MAC-agpec — as14 novcka ctaHumin no MAC-aapecy,

° OGOPYAOBaHVIe—/J,}'IFI MonckKa CTaHLI,I/IIZ NO HAa3BaHWKO annapaTHOro O6eCI'IeLIeHVIFI,
YCTaHOBJIEHHOTIO Ha CTaHUWMW, WK €ro NPOon3BOAUNTENA,

e Mporpamma — 15 Nouvcka CTaHLUMn MO Ha3BaHWIO NPOrpaMMHoOro obecneveHus,
YCTaHOBJIEHHOIO Ha CTaHLMW.

e KoHurypauma — ans novcka CTaHUMiM No onpeseneHHbIM 3HaYeHUAM napamMeTpoB
aHTUBMPYCHbIX KOMMOHEHTOB, YCTAaHOBJ/IEHHbIX Ha CTaHumsax. [pn Boibope gaHHOro
KpUTEpMA OTKPOETCA MaHeb MOUCKa CO CIeAyOLMMM HACTPONKaMK:

o KOMNoHeHT — B BbiNajatoLLlem Cnuncke BbibepuTe HazBaHMe aHTUBUPYCHOTO
KOMMOHEHTA, B HAaCTPOMKax KOTOPOro ByaeT oCyLecTBAATLCA NoUcK. [na obaerueHums
BbiGOpa KOMMOHEHTa 13 CNMCKa MOXeTe UCMOoJIb30BaTh MOUCK: HAUHUTE BBOANUTb
Ha3BaHWe B NOJiIe KOMMOHEHTA, CUCTEMA aBTOMATUYECKN NPEAIOXNT BapUAHTI,
coaep>kalume BBeAeHHbIE CUMBObI.

o MapameTp — B BbiNajatoLLleM Cnuncke Bbibepute Ha3BaHWe NapameTpa, No
3HaYeHNAM KOTOPOro AOCTyrneH nounck. NMounck no napameTpam co CN0XKHOM
CTPYKTYPOW JOMYCTUMBbIX 3HAYEHUI HEJOCTYMEH.

o 3HaueHue — 3ajaiTe 3HauUeHne napameTpa, BbIbpaHHOro Bbile. B 3aBUCMMOCTM OT
AONYCTUMbIX 3HaUEHWI KOHKPETHOrO NapameTpa, NpesocTaBaseTca NMbo
BblMaZatoLLMIA CMIMCOK C AOMYCTUMbIMU 3HAUYEHUAMMU, NMOO Mone BBOAA ANS 3a4aHUs
3HauyeHMs Nosb30BaTeNeM C KnaBuaTypbl.

ﬂ,flﬂ Ha4asla NoncCKa CTaHLI,I/IIZ no rnapamMmeTpamMm KOMMOHEHTOB Ha>XMNTE KHOTMKY Mownck.

PyKkoBOACTBO aAMAHUCT paTopa

84



g
),
A

@

FnaBa 5: KoMnoHeHTbI aHTUBUPYCHO ceTU U UX UHTepdeiic

. Ansa Bcex kputepmes nomcka kpome KoHndurypaums (cm. Bbille) BBeAMTE CTPOKY, B

COOTBETCTBUMU C KOTOPOU ByAeT NPOoM3BOAUTLCA NOUCK. [Py 3TOM BO3MOXHO 3aZaHue:
e KOHKPETHOW CTPOKM A/ MONHOro COBMaAeHWs C NapaMeTpoM Nouncka,
® MacCKV MUCKOMOW CTPOKM: JOMNYCKaeTCsd CUMBOA *.

Haxxmute knasuwy ENTER ana Hauvana noucka. OTkpoeTca paclumpeHHan naHeab noncka u
epeBO aHTUBUPYCHOW CeTu.

B nepeBe aHTMBUPYCHON CeTU OTOBpaXkatoTCs BCe HalAEHHbIE 31eMeHTbl B COOTBETCTBUM C
napameTpamMu noucka, Npu 3ToM:

® €C/IN OCYLLECTBAANCSA MOUCK CTaHLUK, TO ByayT BbIBEAEHbI BXOXAEHMA CTaHLWM BO BCe
rpynnbl,

e €C/N B pe3y/ibTaTe MNOMcKa He HaWZeH HU OANH 31eMeHT, byaeT oTobpaskeH nycTou
nepapxmyeckmii CNMcok ¢ coobueHrem Huuero He HaligeHo.

5.3.5. CobbiTus

[ns onoBeLLeHNs agMUHUCTPATOPa O COBLITUAX, TPEDYIOLLMX BHUMAHWS, CNYXXUT pa3gen,
oTObpa>kaemMblil B F1aBHOM MEHH 3HaUKOM A cobbitus.

3Ha4yoK MOXeT HaXoAnTbCA B C/IEAYHOLLUNX COCTOAHUAX:

E — HET HOBbIX OI'IOBGLLI,GHVII7I 0 CObObITUAX B CETU.

ﬂ — €CTb HOBbl€ ONoBELWEHNA O MaJIO3HAaUYNTENIbHbIX cobbITUAX.

. — €CTb HOBbl€ ONnoBeLlEHNA O Ba>XXHbIX CcoObITUSAX, Tpe6y+ou_|,|/|x BMeLlaTe/IbCTBa
agMNHUNCTPaTOopa.

Ans cnncka cobbITUIA BO3MOXHbI Cefytolime AeCTBUS:

1.

Mpw HaXKaTn Ha 3HaYOK OTKPbIBAETCA BbINMaAatowmMin CMNCOK COBBITUIA aHTUBMPYCHOW CETH.

I'Ipm 3TOM 3Ha4oOK aBTOMaATUYECKMN MEHAETCA Ha E

Mpw HaxkaTM Ha CTPOKY OMOBELLEHMS O COObITUM OCYLLECTBAAETCS NEPEXOs B pasjen
LleHTpa ynpaBieHwus, OTBEYatOLLMI 3@ COOTBETCTBYHOLLMIA GYHKLMOHA.

KopeLuok KaXaoro onoseLleHns B crvcke cObbITU NOMeYaeTcs LBETOM,
COOTBETCTBYHOLLMM Ba>XXKHOCTN COObITMA (aHAaNOrMYHO 3HauKy). [pn nepexose B pasgen,
OTBEYarOLLMI 32 PYHKLMOHAN ONOBELLEHWS, ONOBELLEHWE CYMTAETCA MPOUMTAHHbBIMU, U
KOpeLoK MeHAEeT LIBET Ha CepPbIN.

Ta6aunua 5-2. CNMcok BO3MOXKHbIX ONOBELL,eHUI 0 cObbITUAX B aHTUBUPYCHOMN ceTu

Co6biTne BaxxHoctb  Paspen LieHTpa OnucaHue

ynpasJsieHnsA
OnoBeleHus o Masio3HauMT AHTMBUpYCHaA ceTb K Cepepy Dr.Web nogxntounnmncb
HOBMYUKaXx eNbHoe HOBblE CTaHLMW N OXuAatoT

noATBepP>KAeHne foCcTyna ot
agMUHUCTpaTopa. BosmoxHo B
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CobbiTHe

HenpouutaHHble
HOBOCTM

Hosble onoseuwieHuns

Kputnueckue
onoBeLLeHns

AocTynHbl 06HOBNEHUS
CepBepa

KoHdurypauus
CepBepa 6bina
m3MeHeHa. Tpebyetca
nepe3sanyck CepBepa.

KoHdurypauusa Be6-
cepBepa 6bina
u3meHeHa. TpebyeTtcs
nepesanyck CepBepa.

5.3.6. HacTpounknu

Ba)xHOCTb

MaJIO3Ha4nUT
€JibHOéEe

MaJIo3Ha4nUT
eNlbHOe

Ba>XXHOE€

Ba>XHOe

Ba>kHOE€E

Ba>XHOe

FnaBa 5: KoMnoHeHTbI aHTUBUPYCHO ceTU U UX UHTepdeiic

Pa3zpen LeHTpa
ynpaBsieHuA

OTKkpbIBaeTCa rpynna
Newbies B nepese
aHTVBUPYCHOM ceTun

E] Moapepikka —
HoBoctn

ApmuHucTpnposaHue —
OnoBeleHus Be6-
KOHCO/IN

AaMUHUCTPUpPOBaHUue —
CepBep Dr.Web

ApMUHUCTpUpOBaHue —
KoHndurypauma Cepsepa
Dr.Web

ApmuHucTpnposaHue —
KoHdurypaumsa Be6-
cepBepa

OnucaHue

cnydvae, ecan B KOHQQI/IpraQI/II/I

CepBepa Dr.Web ycrtaHoBNE€HO
3HaueHve MoaTBepXxaaTh AocTyn

BPYUHYIO /15 HACTPOUKN Pexxum
perucrpaumm HOBUUKOB.

[loCTynHbI HENMpPOYMTaHHblE HOBOCTU
KomnaHun «/loktop Beb».

JlocTynHbl HOBblE OMOBELLEHUs!
aAMUHUCTPATOpa, MOJTyUYeHHble
MeToZ0M Be6-KOHCOb.

O6HoBneHune Cepsepa Dr.Web
6b1/10 3arpy>eHo B Pemno3nTopuii 1
JOCTYMHO ANS YCTaHOBKMW.

Hactpolikv KoHdUrypaLumoHHOro
danina Cepsepa Dr.Web 6bian
n3mMeHeHbl nocne 3anycka Cepsepa
Dr.Web. TpebyeTca nepesarpy3ska
CepBepa Dr.Web ans npuHatus
HOBbIX HaCTPOEK.

Hactpolikv KoHdUrypaLumoHHOro
daiina Beb-cepBepa ObiM
n3MeHeHbl nocne 3anycka Cepsepa
Dr.Web. TpebyeTcs nepesarpyska
CepBepa Dr.Web ans npuHatus
HOBbIX HacTpoOeK.

[na nepexoga B pasgen HacTpoek LleHTpa ynpaBaeHns HaxmuTte B r1aBHOM MEHHO KHonKyEl

Hacrpoiiku.

@

Bce HacTpolikn AaHHOTo pasgena 6yayT AeWCTBUTENbHBI TONbKO A5 TEKYLLLEN YUETHON
3anucu agMuHUcTpaTopa.

YHpaBnmou.l,ee MEHH, paCnoNOXeHHOE B NeBou Yactm OKHa, COAepPXUT cnegyrowne

2/1IEMEHTbI:

e Mos yyeTHad 3anuch.

e NHTepdenc.

PyKkoBOACTBO aAMAHUCT paTopa
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FnaBa 5: KoMnoHeHTbI aHTUBUPYCHO ceTU U UX UHTepdeiic

e [loanucka.

Mos yueTHasa 3anucb

Mpn NOMoLLM AaHHOTO pasjena OCyLecTBAAETCA ynpaBaeHne TekyLlwen Y4eTHON 3anmcbio
aAMUHUCTPaTOpa aHTUBMPYCHOM ceTh (CM. Takke N. AAMUHUCTPATOPbL U aAMUHUCTPATUBHbLE

rpynnbi).

O6wue

@ 3HaueHus NMoaen, OTMEUEHHbIX 3HAaKOM *, JONIXKHbI BbITb 0653aTeNIbHO 3a4aHbl.

Mpu Heo6xoAMMOCTHM OTpeAaKTUPYIITE C/leAytollL e NapaMeTpbl:

¢ PeructpauuoHHoe nmMma* agMnHNUCTpaTopa — NOTVH An8 AocTyna K LleHTpy ynpaBneHus.
e ®VIO agmmHMcTpaTopa.
e Aapec 3/1IeKTPOHHOM NOUTbI, MPVBA3aHHbIN K yYETHOMW 3anunciu.

¢ fA3bIK MHTepdeiica, NCNONb3yeMbll JaHHBIM aAMUHUCTPATOPOM.

COXpaHeHUs HacTpoek agMuUHMUCTpaTopa. MNpw 3ToM ByAyT aBTOMaTUYECKN YCTaHOBAEHbI
dnarv B pasgene AGMUHUCTpUpoBaHue — O6uias KOHGUrypauma penosutopus —
CepBep Dr.Web — fl3biku LleHTpa ynpaBneHus 6e3onacHoctbio Dr.Web 1
AaMuHucTpupoBaHue — O6waa koHpuUrypaums penosutopus — Cepsep Dr.Web —
JokymeHTauma.

@ TekcTbl MHTepdelica Ana BbIGPaHHOro A3bika 6yAyT 06HOBAATLCA aBTOMAaTUYECKN nocne

e ®dopmar aarbl, MCMOAb3YEMbIV AaHHbIM aAMUHUCTPATOPOM NMPY PesakTUPOBaHUM
HacTpoek, coaepxkalimx Agatbl. locTynHbl cneayowpme dbopmaTbl:

o eBPOMNencknn: DD-MM-YYYY HH:MM:SS
o aMepUKaHCKMA: MM/DD/YYYY HH:MM:SS

e YacoBoii nosc — sata 1 BpeMs cobbITUil B MHTepdelice byayT oTobpaxkaTbcs C y4eToMm
BbIGpaHHOro YacoBoro nosca.

e OnucaHue yyeTHOM 3anuncu.

° ,D'J'Iﬂ CMEHbI Napona Ha>XXMunTe KHOI'IKy/9 N3meHuTb naposib Ha NaHean MHCTPYMEHTOB.

Cnep,ytou.me napamMmeTpbl 4OCTYIMHbI TOJIbKO AJ1A UTEHUA:

° I,ﬂ,aTbI CO34aHunA yquHOVI 3anncm n nocaegHero NsSMeHeHna ee napamMeTpos.

e MNMocnepHunin agpec — otobpaxkaeT ceTeBOW ajpec NOCNeHero NOAKIOYEHNS NOA AaHHON
YYETHOW 3aMnuncbHo.

PyKkoBOACTBO aAMAHUCT paTopa
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FnaBa 5: KoMnoHeHTbI aHTUBUPYCHO ceTU U UX UHTepdeiic

MNMpaBa

OnwucaHue npaeB agMUHNCTPATOPOB N UX PeJaKTUPOBaHUNE MPUBELEHO B pa3jene
PeAaKTI/IpOBaHVIe AAMUNHUNCTPATUBHBIX 3anucen u rpynn.

Mocne nameHeHus napamMeTpoB HaXXMUTE KHOTKY COXpaHVITb.

NHtepdenic

Hactpoiikmu Bupga pepeBa

MapameTpbl AaHHOTO NOApas/jesa No3BONAT U3MEHATb BHELIHWUIA BUJA CMUCKA U @aHANOTUYHbI
HaCTPOVikaM, Pacro/IOKEHHbIM Ha NaHeNN MHCTPYMEHTOB NyHKTa ..o HacTpoiiku Buga aepesa
B pa3zesie rnaBHOro MeHto AHTUBMPYCHaA CeTb:

e AN1A TPYNN:

o YneHCcTBO BO BCEX rpynnax — Ay61poBaTb 0TOOpaxKeHue CTaHLMK B CNUCKE, eCN OHa
BXOAMUT B HECKO/IbKO rpynn OAHOBPEMEHHO (TONIbKO AN FPYMM, UAYLLUMX NOJ 3HaUYKOM
6enon nankv — cM. 1ab61. 5-1). Ecam dnar yctaHoBneH, 6yayT Nnoka3aHbl BCe BXOXAEHMA
cTaHUMW. Ecim cHAT — cTaHuma 6yaeT oTobpaxkeHa B CNUCKe eANHOXAbI.

o MNMoKa3biBaTb CKPbITbIe rPynMnbl — OTOOpaXaTb BCE rPynmbl, BXOAALLMNE B aHTUBUPYCHYHO
ceTb. [pu cHATUM faHHOTO daara NycTble rpynnbl (He cogep>kalume cTaHumm) byayT
CKPbITbl. 3TO MOXeT 6bITb YA0OHO A1 UCKNOYEHUSA U3NULWIHEN MHDOPMaLUKM, Hanpumep,
NpW HaMuMM BONBLLIOTO KONMYECTBA MYCTbIX FPYMM.

e ana kimeHToB Cepeepa Dr.Web (ctaHuuni, Mpokcn-cepBepoB u cocegHmx CepBepoBs
Dr.Web):

o Moka3sbiBaTb MAEHTUPMUKATOPbI KIMEHTOB — OTOOpaXxaTb YHUKaNbHble
naeHTnounkaTopsl knmeHtos Cepsepa Dr.Web.

o Moka3biBaTb Ha3BaHUA KINEHTOB — OTOOpaxkaTb Ha3BaHusa KiveHToB Cepsepa Dr.Web.

l Henb3a oTkatounTh 0T06pa>|<eH|/|e IA,CI,eHTI/Iq)I/IKaTOpOB N Ha3BaHWN KINEHTOB OAHOBPEMEHHO.
° OAI/IH M3 napamMmeTpoB Moka3sbiBaTb MAeHTVIqJMKaTOpr KAneHToB 1 MNMoka3sbiBaTb
Ha3BaHUA KJINEHTOB BCeraa 6yAET Bbl6paH.

o MNMoka3biBaTb agpeca KIMeHToB — oTobpaxaTb IP-agpeca kineHtos Cepeepa Dr.Web.

o MNMoka3biBaTb cepBepbl CTaHUUI — oTobpaxkaTb MMeHa uau IP-agpeca CepeepoB
Dr.Web, K KOTOPOM MOAK/IOYEHBI CTaHLUMW. AKTYaNbHO AN CTaHUWIN, BXOAALLMX B KiacTep
Cepsepos Dr.Web.

o Moka3biBaTb CEPbE3HOCTb COCTOAHUA CTaHL MW — OTOoHpaXkaTb CEPbE3HOCTb CTaTyca ANs
aKTUBHbIX cTaHUWK. [pu 3ToM gobaBuMTCA LBETOBaA rpagauma Ans CTaHUMA B
3aBUCUMOCTM OT MX CTaTyca (cM. 1aba. 5-1). Ecam onums oTkiroyeHa, TO AN CTaHUMK CO
cTaTycamu, KOTOpbIM COOTBETCTBYHOT 3Hauku 2 1 B, 6yaet otobpakaTtbcs 0b6WmiA 3HaUOK

PyKkoBOACTBO aAMAHUCT paTopa
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FnaBa 5: KoMnoHeHTbI aHTUBUPYCHO ceTU U UX UHTepdeiic

® 1A BCEX 2INNIEMEHTOB!

o

Moka3biBaTbh 3HaUOK NEPCOHa/IbHbIX HAacCTPoeK — oTobpaxaTb Mapkep, 0603HavatoLWwmii
Ha/MumMe NepcoHabHbIX HACTPOEK, Ha 3Haukax rpynn n kaneHtoB Cepeepa Dr.Web:
ctaHuunu, Npokcu-cepeepoB u coceaHunx Cepsepos Dr.Web.

Moka3biBaTb onucaHua — oTobpakatb onncaHus rpynn n kaveHToB Cepeepa Dr.Web:
ctaHuunu, MNpokcn-cepBepoB u coceaHnx Cepsepos Dr.Web (onucaHus 3agatotca B
CBOWCTBAx 3/1eMeHTa).

Moka3biBaTb KOJIMUYECTBO KIMEHTOB — OTOoOpaxkaTb KonnyecTBo kineHTos CepBepa
Dr.Web: ctaHuui, Mpokcn-cepeepoBs n cocegHunx Cepsepos Dr.Web ans Bcex rpynn
aHTUBUPYCHOM CETW, B KOTOPbIE 3TV KIUEHTbI BXOAAT.

MokasbiBaTh 3HAUOK npaBun UYjieHcTBa — OTO6pa>KaTb MapKep Ha 3HaukKax CTaHuMVI,
KOTOpPbIE Bblnu AO6aBJ'IeHbI B rpynny aBtToMatn4yeCkn CoriaCHoO npasuiam YaeHCTBa, a
TakKXe Ha 3Ha4ykKax rpynr, B KOTOpble CTaHUNN Oblnun ,D,O6aBIIeHbI aBTOMaTn4yeckn.

HacTpoiiku copTMpPOBKN KJINEHTOB

HacTpoWikn saHHOro nogpaszena no3Bo/isAtOT U3MEHATb MapamMeTp, Mo KOTOPOMY
OCYLLIeCTB/ISIETCA COPTUPOBKA, M MOPAJA0K COPTUPOBKM knneHToB Cepeepa Dr.Web: ctaHuui,
Mpokcn-cepeepoB un coceaHmx CepepoB Dr.Web B gepeBe aHTUBMPYCHOW ceTH, u
aHaNOrMUHbI HACTPOVIKaM, PaCrONOXKEHHbBIM Ha MaHeNn MHCTPYMeHTOB nyHkTa T4 Hactpoiiku
COPTUPOBKM KJIMEHTOB B Pa3je/ie r1aBHOro MeHto AHTUBUPYCHasA CeTb:

e [lns BbIGOpa NapameTpa, Mo KOTOPOMY ByaeT MPOU3BOANTLCA COPTUPOBKA, YCTAHOBMUTE
OAVH M3 cneaytowmx dnaros (fonyckaetca BbIGOP TONbKO OAHOrO NapameTpa):

o

NaeHTuduKaTop — copTMpoBaTh MO YHUKaNbHbIM UAEHTUPMKATOPAM KANEHTOB.
HasBaHue — copTMpoBaTh NO MMEHaM KINEHTOB.

Appec — copTMPOBATh MO CETEBbIM aApecam KANEHTOB. Te KIMEHTOB, Y KOTOPbIX HET
ceTeBOro agpeca, 6yayT BbIBOAUTLCS B MPOU3BOJIbHOM Mopsjke 6€3 COPTUPOBKM.

[ata co3paHmna — copTMpoBaTth NO AaTe CO34aHNA YYeTHOM 3anncu KaneHTa Ha Cepeepe
Dr.Web.

[ata nocnepHero noak/tOUEHNs — COPTUPOBATbL MO AaTe NOCNEAHEro NOAKIOUEHNS K
Cepsepy Dr.Web.

e [Ins BbIGOpaA Nopsjka COPTUPOBKN YCTAaHOBUTE OAMH U3 CesyroLmx daaros:

o

o

CopTupoBaTb No BO3pacTaHUIO.

CopTtupoBartb no y6biBaHUIO.

PyKkoBOACTBO aAMAHUCT paTopa
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FnaBa 5: KoMnoHeHTbI aHTUBUPYCHO ceTU U UX UHTepdeiic

BpemeHHOW uHTepBan

B saHHOM noapa3szene 3a4aroTCs HACTPOWMKM BPEMEHHOIO MHTEPBANa, B Npeaenax KOoToporo
oTObpaXkatoTcs cTaTUCTUYeckme gaHHble (CM. N. [1pOCMOTP CTAaTUCTUKL N0 Paboyeit CTaHLLW):

e B BbiMajgakowem crimcke I/IHTepBan Mo YMOJ/IYaHUIO A1 NPOCMOTpPA CTaTUCTUKU 3aJ4aE€TCA
BpeMeHHOIZ MHTEPBAI, KOTOprIZ 6y,£|,€T YCTaHOBJIEH MO YMOJIHaHUIO AnA BCEX pa3ienoB
CTaTUCTNYECKUX AaHHDbIX.

Mpy NepBOM OTKPbITUM CTPaHULbI CTaTUCTMKa ByaeT oTobpaxkaTbCs 3a AaHHbI BpeMeHHOW
nHTepBan. Npn HeOHXOANMOCTN MOXKHO U3MEHUTb BPEMEHHOMW MHTEPBA
HernocpeaCcTBEHHO B CAMUX pa3fesnax CTaTUCTUKM.

e [Insa TOro uto6bl B pasgesnax CTaTUCTUKN COXPAHANCA NOCAEAHUIM 3aaHHbIV AN HUX
WHTepBan, yctaHoBMTe dpnar CoxpaHATb NOC/IeAHUIA MHTEepBa/l NPOCMOTpPa CTaTUCTUKM.

Ecnv dnar yctaHOBAEH, TO NPY MEPBOM OTKPBITUM CTPaHULLbl OTObpaXkaeTcs CTaTUCTMKa 3a
nocneAHnI nepuos, KoTopbl 6bin BbibpaH B Be6-H6paysepe.

Ecnv dnar cHAT, TO Npy NepBOM OTKPbITUM CTPaHWULbl OTODpakaeTca CcTaTUCTMKa 3a Nepuog,
3a/laHHbIN B cnucke MIHTepBan No ymosiuaHuIo A1 MPOCMOTPa CTaTUCTUKM.

ABTopusauus

B Bbinagarollem cnvcke Jonyctumbiii nepuog 6e3geiictBus Boibepute nepmos BpemMeHu, no
NCcTeYEHNM KOTOpPOro ceccma paboTel ¢ LileHTpom ynpasaeHus B Beb6-bpaysepe
aBTOMAaTMYeCcKM npepbiBaeTcs.

Skcnopt B PDF

B saHHOM noapa3szene 3a4aroTCAa HAaCTPOWKM TeKCTa NMpPK IKCMOopTe CTaTUCTUYECKUX JaHHbIX B
dopmat PDF:

e B Boinagatowem cnucke LpudT oTueToB Bbl MOXKETE BbIOpaTh LPUPT TEKCTA,
MCNOAb3yeMbIN NpW 3KCNopTe oT4eToB B dopmat PDF.

e B nose Pasamep wpudTa oTuetoB 3asaeTca pa3Mep wpmnprTa OCHOBHOrO TeKCTa
CcTaTMCTMYecknx Tabanu, ncnonb3yemMblivi Mpu akcnopTe otyeToB B dopmat PDF.

OTtueTbl

B saHHOM noapa3szene 3a4ar0TCsl HACTPOWKM OTOBPaXKEHMS CTaTUCTUYECKUX JaHHbIX B
pa3gene Otuetsbl LleHTpa ynpaBaeHus:

e B none Konnuecreo CTPOK Ha CTPaHULLe 3a4aeTCA MaKCMMaJibHOE KOJIMYECTBO CTPOK Ha
O,CI,HOVI CTpaHuMUe oTyeTa Npn NOCTPaHNYHOM 0To6pa>|<eH|/||/| CTaTUCTUKWN.

e YctaHosute ¢nar MokasbiBaTb rpadpumkm, utobbl oTObpaxkat rpadnyeckme JaHHbIe Ha
CTpaHuuax ctaTucTnyecknx otyetos. Ecam dnar cHAT, oTobpakeHne rpaduyecknx JaHHbIX
OTKNKOYaeTCA.

PyKkoBOACTBO aAMAHUCT paTopa
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Mopanucka

B saHHOM noapa3szesie HaCcTpaMBaeTCs NOAMNMCKA Ha HOBOCTU KOMMaHuKM «/Jloktop Beb».

YctaHoBuTe dnar ABTOMaTnueckas NoAnNMcKa Ha HOBbIe pa3genbl /1 aBTOMaTUUYeCKoro
A06aBNeHNS HOBbIX Pa3aenoB Ha cTpaHuue HoBoctu B LleHTpe ynpaBaeHus.

5.3.7. Momowpb

[ns nonyyeHms nomowm B npouecce pabotbl ¢ Dr.Web Enterprise Security Suite HaxxmunTe B
rNaBHOM MEHHO KHOI'IKyE] Momouwb. OTKpoeTCA KOHTEKCTHOE MEHIO, CoAepKalliee
cnesyroLime NyHKTbI:

o =5 lokyMeHTaLMA — OTKPbITb pa3jen AOKyMeHTaunm agMnHMUCTpaTopa, COOTBETCTBYHOLLMI
pa3geny LleHTpa ynpaBaeHus, B KOTOPOM Bbl HAXOAMTECh B laHHbI MOMEHT. Ecan ans
TekyLlero pa3gena LleHTpa ynpaBaeHusa HeT COOTBETCTBYHOLLErO pa3jena B AOKyMeHTauuu,
NyHKT == [loKyMmeHTauma He byaeT oTobpaxkaTbCA B KOHTEKCTHOM MEHHO 3HauKa kid.

° Moapep)xka — oTkpbITh pa3gen Moapepikka LleHTpa ynpasBaeHms (CM. HUXe).

Moppepixka
Pa3zgen Mopaepikka COAepPXUT CAesyroLlme SNeMeHThbI:

1. Ccblnkn Ha BCMoMoOraTte/ibHble pecypchbl
e ®opym — nepenTn Ha bopym kKomnaHmm «[loktop Beb».
e HoBocTn — nepenTn Ha CTpaHuLy HOBOCTeN KOMNaHuu «Jloktop Beb».

e O6paTuTbCA B CYXK6Y TeXHNUECKON NOAAEPIKKN — MepenTn Ha CTPaHWULY TEXHUYECKOM
noaaepxkn «lokrop Beb».

e Mpucnatb nogo3puTenbHbIN Ppaitn — oTKPbITb GOPMY AN OTNPaBKM BUPYCa B
nabopatoputo «Joktop Beb».

e Bukuneaunsa «Jlokrop Be6» — nepentn Ha cTpaHuuy 6a3bl 3HaHWW, NOCBALLEHHOM
npoayktam koMmnaHum «loktop Beb».

e CoobwnTb 0 N0XKHOM cpabaTbiBaHMM B OPUCHOM KOHTpOsie — OTKPbITb GOPMY A/14
OTNpPaBKN COOBLLIEHNSA O TOXKHOM cpabaTbiBaHUM UAN NPOMNYCKe BPEeAHbIX CCbINOK B
mogyne OPUCHOro KOHTPOJIA.

2. Paspen MokymeHtauma. Kaxapii jokymeHT goctyneH B dopmate HTML, a Takke PDF —
Npw yCAoBMM YTO ANA BbIBpaHHOrO A3blika MHTepdeica LieHTpa ynpaBaeHusa ycTaHoOBAEH
COOTBETCTBYHOLMIA dAar, a Takke AaHO yKa3aHne 06HOBATb AOKYMeHTauuto B dopmaTe
PDF, B pa3gene Obuwana koHpurypauusa penosutopusa — Cepsep Dr.Web -
JokymeHTauuma. Ytobbl OTKpbITb JOKYMeHT B dopmaTte HTML, HaxkmuTe Ha Ha3BaHue
HY>XHOro pykoBogcTa. OTKpbITb TOT Xe JOKyMeHT B popmaTte PDF MOXHO, HaxxaB MKOHKY

B KosloHke CkauaTtb. 11 yao6cTBa JOKyMeEHTaLmMa pa3buTa Ha HECKObKO NOAPa3AeNoB:
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A
$

¢ YcraHoBKa n ncnosb3soBaHue Dr.Web Enterprise Security Suite (gokymeHTauuns
agMUHUCTpaTOopa)

PykoBoacTBa B JaHHOM nojpasjene JatoT BCeCTOPOHHee npeAcTaBaeHre O TOM, Kak
ycTpoeH cepsuc Dr.Web Enterprise Security Suite. I3 crpynnnpoBaHHbIX 34eCb
MaTepuanoB MOXHO y3HaTb NOPAAOK Pa3BepPTbIBaHUA U HACTPOMKN KOMMAEKCHOM
aHTUBMPYCHOM 3aLnTbl 1 OCOBEHHOCTN B3aVMOAENCTBUA ee KOMMOHEHTOB CO
CTOPOHHMMM MPOrpaMmmMamu, a Takke 03HaKOMUTbCA C MOCAEAHNMUN N3MEHEHVAMMN B
yCTaHOBJ/IeHHOW y Bac Bepcuum Dr.Web Enterprise Security Suite.

¢ YnpaBneHue paboummu craHumavm nog sawmron Dr.Web Enterprise Security Suite
(AokymeHTauua agMUHUCTpPaTOpa)

[JlaHHble pyKOBOACTBa coep>kaT MHPOPMaLMIO O HAaCTPOWNKE N LeHTPaAN30BaHHOM
yrnpaB/ieHUW pPa3anNyHbIMU NPoAykKTamu KomnaHum «JJoktop Beb», korga oHun BXOAAT B
coctaB aHTUBUpYcHoW ceTn Dr.\Web Enterprise Security Suite.

° AOKYMeHTaU.VIiI noJsib3oBaTtesia

B 3tnx maTepuanax coaepxmtca nogpobHas nHGopMaLma no yCTaHOBKE U HAcTpoOliKe
pPa3NYHbIX NPOAYKTOB KoMMNaHun «loktop Beb», a Takke pekoMmeHzaLmm no
MCNOIb30BAHUIO U PELUeHUIO TUMUYHbIX NPOBAEM, BO3HNKAFOLLMX Y NOAb30BaTeNEN.

| Mpw ckaumBaHUM AOKyMeHTaLum Yepe3s MobunbHbIl LeHTp ynpaBaeHus Dr.Web Ha
‘ ycTpovicte nog ynpasieHnem OC Android JoKyMeHT aBTOMaTUUECKM COXPaHAETCs B narky
3arpysku.

Ecan Cepeep Dr.Web pabotaet no npotokosny HTTPS ¢ camonoanvcaHHbiM cepTndumkaTom,
nepes, ckauvBaHVeM JOKYMEHTaLWKU Ha YCTPOMCTBO nog ynpasieHvem OC Android
ybeautecb, uto 310T cepTndukat CepBepa Dr.Web yctaHOBNEH Ha Ballem yCTpOWCTBE.

5.4. KomnoHeHTb! LleHTpa ynpaBneHus 6esonacHoctbio Dr.Web

5.4.1. CkaHep ceTn

dyHkuumn CkaHepa cetn
e CkaHMpoOBaHWe CeTu C Lenbto 0bHapy>XeHUs pabounx CTaHLUMiA.
e OnpegeneHne Hannums AreHta Dr.Web Ha ctaHumsx.

e YcraHoBka AreHTa Dr.Web Ha ob6Hapy>XeHHble CTaHLMW NO yKa3aHWo agMUHNCTPaTopa.
YcraHoBka AreHta Dr.Web noapo6Ho onvcaHa B PykoBoacTBe No ycTaHOBKe, M. YCTaHOBKa

Arenta DrWeb c ncnonb3oaxuem LleHTpa ynpasneHmnsa 6e3onacHoctbio DrWeb.

MpuHunn pabotbl CkaHepa ceTu

CkaHep ceTu NoAAeP>KMBAET CAeaytoLme PexXMMbl NOMCKa:

PyKkoBOACTBO aAMAHUCT paTopa
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Mownck B Active Directory.
Mownck no NetBIOS.
Mownck no ICMP.

Mownck no TCP.

JononHNTeNbHbIA pexnM: onpegeneHme Haanuma AreHta Dr.\Web.

anIHLI,MH p,eﬁcrsuﬁ, €CJ/in BCe peXkKMbl BK/TIKOYEHbI:

1.

MepBble TpX pexxnMa 3anyckaroTcs napannenbHo. NMoBTOPHbIA ONPOC yXKe ONPOLIEHHbIX
CTaHUWIA He oCyLlecTBAAETCA.

Mocne okoH4YaHMs noucka no ICMP, BkatouaeTcss nouck no TCP ans He OTBETUBLLMX
agpecos. Ecan nouvck no ICMP oTkaroueH, cpasy BkatoyaeTca nouck no TCP napannensHo ¢
nepBbIMU ABYMA PEXUMaAMMU.

| Mowuck no ICMP ocylectBaseTcs Ha OCHOBE Pacchbliky Ping-3anpocoB, KOTOpPble MOTyT
: 610KMPOBaTLCA 13-3a CETEBLIX MOUTUK (B YaCTHOCTW, U3-3a HaCTpPoeK 6paHaMayapa).

Hanpumep:

Ecnim B OC Windows (Vista 1 no3gHee) B HacTpolikax ceT bbina 3azaHa ObuiepaocTynHas
cetb, T0 OC 6yzseT 610kMpOBaTh BCE ping-3amnpochl.

[na ctaHuMi, OBHapy>XXeHHbIX B pe3y/ibTaTe MOUCKa MO NePBbIM YETbIPEM pexXnMam,
3anyckaeTca onpoc ¢ Lenbto obHapyxxeHna AreHtos Dr.Web.

| CkaHep ceTn cnocobeH onpeaennts Haamume Ha ctaHumm AreHta Dr.Web Ttonbko Bepcum
4.44 v no3sHee, HO He cnocobeH B3anmogencTBoBaTb ¢ AreHTamu Dr.Web 6onee paHHMX
BEPCUI.

YCTaHOB/IEHHbIV Ha 3almiaemoit ctaHumm AreHT Dr\Web ocyuecteastotr o6paboTky
COOTBETCTBYHOLWMX 3anpocoB CkaHepa CceTu, MOCTynatoLmMX Ha onpeaeneHHbin nopT. 1o
YMOAYaHMIO ncnob3yeTtca nopT udp/2193. COOTBETCTBEHHO, 3TOT XK€ MOPT MO YMOAYAHWIO
npegnaraetca onpawwusaTtb 1 B CkaHepe ceTn. CkaHep ceTu JenaeT BbIBOJ O HaNNUMmM Nan
oTcytcTBMM AreHTa Dr.Web Ha cTaHUMM ncxoas 13 BO3MOXHOCTM 06MeHa nHbopmaumei
(3anpoc-oTBeT) Yepes BbllLeyKa3aHHbIA NOPT.

ili Ecnv Ha cTaHumm ycTaHOB/IEH 3anpeT (HanpumMep, nocpeactBoM darepBosia) npuema
nakeToB Ha udp/2193, To AreHT Dr.Web He Mo>eT 6biTb 06HapyXeH, a, ciefoBaTesbHO, C
TOukM 3peHuns CkaHepa ceTw, cuntaetcs, uto AreHt Dr.Web Ha cTaHUmM He yCTaHOBAEH.

PyKkoBOACTBO aAMAHUCT paTopa
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3anyck CkaHepa ceTun

Y106bI npoBecTn CKaHNpoBaHUe ceTn

1. Otkpouite okHO CkaHepa ceTu. [lns 3Toro Bbibepute NyHKT AAMUHUCTPUPOBaHUE B
rnaBHOM MeHHo LleHTpa ynpaBaeHus, B OTKPbIBLUEMCS OKHE BblbepuTe MyHKT
ynpasaatowero MmeHto CkaHnep Cetn. Otkpoetcsa okHo CkaHepa ceTu.

2. YcraHosute ¢nar Bkarountb nouck no ICMP, utobbl OCyLLECTBAATL MOUCK CTaHLMIN Yepes
npotokon ICMP B npeaenax 3agaHHbIX IP-agpecos.

3. YcraHosute ¢pnar Bkarountb nouck no TCP, utob6bl ocyLecTBaATb MOUCK CTaHLUUI Yepes
npotokon TCP B npeaenax 3agaHHbIx [P-agpecos.

3ajainTe HaCTPOMKN ANS JAHHOTO pexuMa:

¢ bbicTpoe ckaHMpoBaHue. B pexxiMe BbICTPOro ckaHMPOBaHMA CETU OCYLLECTBASAETCS
OMNpOC TO/IbKO OCHOBHbIX MOPTOB Ha cTaHumax: 445, 139, 22, 80.

¢ PaclumpeHHoe ckaHMpoBaHMe. B pexxMe pacluMpeHHOro CkaHMpoBaHUA CeTK
OCyLLEeCTBASETCA NPOBEpPKa MHOXeCTBA YacToO MCMOAb3yeMbIX MOPTOB. [TopThl
CKaHWpPYrOTCA B CTPOro ykaszaHHOM nopagke: 445, 139, 135, 1025, 1027, 3389, 22, 80, 443,
25,21,7,19,53, 110, 115, 123, 220, 464, 465, 515, 873, 990, 993, 995, 1194, 1433, 1434,
2049, 3306, 3690, 4899, 5222, 5269, 5432, 6000, 6001, 6002, 6003, 6004, 6005, 6006, 6007,
6446, 9101, 9102, 9103, 10050, 10051, 8080, 8081, 98, 2193, 8090, 8091, 24554, 60177,
60179.

e Appeca IPv4 — cnucok agpecos IPv4:
o OAMHOYHbIe agpeca: 10.4.0.10
o AnanasoH vepes gedunc: 172.16.0.1-172.16.0.123
o AManasoH C UCNonb3oBaHWem npedukca cetn: 192.168.0.0/24

u.n un

Mpwn 3aaHMM HECKONbKUX aApecoB UCcnonb3ynTe “;" nam “," B KauecTee pasgenvrtens.
e Appeca IPv6 — cnucok agpecos IPv6:

o OAMHOYHbIEe agpeca: £e80::9109:1808:8e44:735b%3

o AnanasoH yepes gepuc: [FC00::0001]-[FCO0: : ££f£f]

o AManasoH C UCNonb3oBaHWem npedukca cetn: [::££££:10.0.0.11/7

u.n un

I'Ip|/| 3ajaHNN HECKONBbKMNX aApeCcoB I/ICI'IO.I'Ib3yI\/'ITe ; Wan -, B KavecTBe pasgenntend.

4. YcraHoBuTe dnar Birountb nonck no NetBIOS, uto6bl ocyLecTBAATb MOVCK CTaHL MM
yepes npotokon NetBIOS.

3azaliTe HaCTPOUKK A5 JAHHOTO peXxunma:

e JlomMmeHbl — CMNCOK JOMEHOB, B KOTOPbIX ByAeT OCyLLeCTBAATLCA MOUCK CTaHLMIA. B
KauecTBe pasfennTens A/is HeCKONbKUX JOMEHOB UCMOb3YNTe 3anaTyto.

e YctaHoBuTe dnar PaclumpeHHoe ckaHMpOBaHUe, UTOObI OCYLLECTBAATL pacCLUMPEHHOE
CKaHMpPOBaHWe C NCNONb30BaHNeM MHPOPMaLMK OT obo3peBaTenen cetu.

PyKkoBOACTBO aAMAHUCT paTopa
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5. YcraHosuTe dnar Bknrountb nonck B Active Directory, uto6bl ocyLectBaaTb Nonck
cTaHumi B sfomeHe Active Directory.

| [ns nowvcka ctaHumii B soMeHe Active Directory npu nomoun CkaHepa cet Heo6xoaMmo,
yTo6bI BEH-H6paysep, B KOTOPOM OTKPbIT LleHTp ynpaBaeHus, bbin 3anyLieH oT UMeHU
JOMEHHOTO NMob30BaTesA C MpaBaMu Ha NMOWCK 06bekToB B AoMeHe Active Directory.

Mowuck cTaHuui B foMeHe Active Directory ocyLuecTBaseTcs ToNbKO MO 3alueHHOMY
npoTtokosy ldaps.

3azaliTe HaCTPOWUKM ANS AAHHOTO peXxunma:

o KoHtponnep Active Directory — koHTpoanep Active Directory, Hanpumep,
dc.example.com.

¢ PerncrpauuoHHoe MMsA — pernucTpaLmMoHHoe nms nosb3osaTtens Active Directory.

e Maponb — naposb nonb3oBatens Active Directory.

@ [nsa Cepeepos Dr.Web nog OC Windows HacTpolikv noucka B Active Directory sBastoTcs

‘ Heob6A3aTeNbHbIMU. B kauecTBe perncTpaLoHHbIX JaHHbIX MO YMOJYaHUIO UCMOJb3YOTCA
JaHHble nosib3oBaTesd, OT MMeHW KoToporo 3anyLieH npouecc CepBepa Dr.Web (kak
npasuno LocalSystem).

[Ana Cepsepos Dr.Web nog OC cemeiictBa UNIX HacTpoiku A0nkHbI 6biTb 06593aTenbHO
3ajaHbl.

e B BblMadatowem Crimcke 3au.|,wra coeagnHeHunA Bbl6epI/ITe T™Mn LLIVIq)pOBaHHOFO obmMeHa
AAaHHbIMW!

o STARTTLS — nepekntoyeHune Ha 3alinLLeHHOe CoeANHEHNE OCYyLLLeCTBAAETCA Yepes
KoMaHay STARTTLS. [1o yMOAYaHWIO Ana COeanHeHna npesycMaTpmBaeTcs
ncrnonb3oBaHue 25 noprTa.

a SSL/TLS — OTKpbITb OTAENbHOE 3almLeHHoe WwindpoBaHHOe coeanHeHure. [1o
YMOJIHaHUIO ANA COeANHEHNA NpedycMaTpuBaeTca ncnosib3osaHune 465 nopra.

o Het — He ncnosb3oBatb wmndposaHne. ObMeH gaHHbIMY ByAeT NPOUCXOANTb NO
He3aLWnLEeHHOMY COeANHEHUIO.

6. B paszene O6wme napameTpbl 3aaiTe HACTPOWMKN, UCMONb3YyeMble BCEMU peXMMamMu
novcka:

° Ta|7|M-ay1' (ceK.) — MakcMManbHoe BpeMA OXKnAaHMNA OTBETa OT CTaHUWWN B CEKYHAAX.

¢ KonnuectBo ob6palleHnii K 04HOM CTaHLUU — MakCMMabHOe KOINYEeCTBO obpalleHui
K OAHOW CTaHLMWN B OXMAAHUMN OTBETA.

e Konnuecrso OAHOBpPEeMEeHHbIX 06pau1,e|-w||7| — MaKCMMabHOE KOJNYECTBO CTaHLl,Mi/JI, K
KOTOpPbIM OCyLLeCTBAAETCA OAHOBPEMEHHOE o6pau_\eH|/|e.

e YctaHoBUTe dnar Moka3biBaTb Ha3BaHUA CTaHLMK, UTOObI 419 HaWAEHHbIX CTaHLNM
oTobpaxkanca He Tonbko ux IP-agpec, HO n fomeHHoe umsa. Ecan ctaHums He
3apernctpupoBaHa Ha DNS-cepBepe, To byzeT BbiBOANTCA TONbKO ee IP-agpec.

PyKkoBOACTBO aAMAHUCT paTopa
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e YctaHoBUTe dnar Onpeaenatb Haanume AreHTa, UTo6bl OnNpeaenaTb Haanune
YCTAaHOBJ/IEHHOTO Ha cTaHuun AreHta Dr\Web. Ecam onuums otkntoueHa, ansa Bcex
HaWZeHHbIX CTaHUMIM 6yaeT oTobpaxkaTbCa CTaTyC, UYTO COCTOAHME aHTUBMPYCcHoro MO Ha
CTaHLNM HEN3BECTHO.

Ecnn onunAa OI'IpeAel'lilTb Hasnume AreHTa OTK/IHOUEHA, AnAa BCEX HaVIAeHHbIX CTaHLI,I/II?I 6yp,eT
° OTO6pa)KaTbCﬂ CTaTycC f, T. €. COCTOAHME aHTBNPYCHOTO MO Ha CTaHUMN HEU3BECTHO.

e MopTt — HoMep nopTa npotokona UDP no kotopomy cnesyet obpalateca K AreHTam
Dr.Web npwu nouncke. Inana3zoH 3HayeHun 1-65535. Mo ymonyaHuo ncnonb3lyerca nopT
2193.

7. Haxxmute kHonky CkaHnpoBaTb. [1oc/ie 3TOro HauHeTCa CKaHMpPOBaHUe ceTu.

8. B npouecce ckaHMpPOBaHMA CETM B OKHO ByaeT 3arpy>aTbCs CMUCOK KOMMbOTEPOB C
yKaszaHveM Hannums Ha Hux AreHta Dr.Web.

Pa3BepHWTe 31eMeHTbI KaTanora, COOTBETCTBYrOLME paboumm rpynnam (aomeHam). Bece
3/IeMeHTbl KaTanora, COOTBETCTBYHOLLME paboyumMm rpynnamM v OTAENbHbIM CTaHLMAM
NOMEeUYarTCA Pa3IMUHBIMUM 3HAUKaMM, 3HaYEeHMe KOTOPbIX MPUBEAEHO HUXKE:

3HauoK OnucaHue
Pa6ouwue rpynnbi

A Pabouwve rpynnbl, cogepkallme B Yicae NPOYMX KOMMbIOTEPHI, HA KOTOPbIE MOXHO
ycTaHoBWTb aHTMBUPYC Dr.Web Enterprise Security Suite.

@ OctanbHble rpynnbl, BKAKOYaoWme KOMnNbOTEPDLI C YCTaHOBAEHHBIM aHTUBVPYCHbBIM MO nan
HEeAOCTYyrMHblE NO CETU.

Pa6bouue ctaHuumn
C AKTVBHas CTaHUMA C YyCTaHOBJEHHbIM aHTMBMPYCHbIM [10.

] AKTVBHas CTaHUMA C HEMOATBEP XKAEHHbIM CTaTyCOM aHTMBMpYCHOro MO: Ha KomMnbroTepe
HeT aHTMBMpYcHoro MO, anbo Hannume MO He NpoBepsANOCh.

JneMeHTbl KaTasora, cooTBeTCTBYyOWMNE CTaHLMAM CO 3Ha4YKaMu E, MO>XHO AOMONHUTENIbHO
pa3BePHYTb N O3HAKOMUTLCA C COCTaBOM YCTaHOBJIEHHbIX KOMMOHEHTOB.

5.5. Cxema B3aumMopaencTBus KOMMNOHEHTOB aHTUBUPYCHOM ceTun
Ha pucyHke 5-2 npeactaBieHa obulas cxema pparmeHTa aHTUBMPYCHOM CETH.

[llaHHasa cxema oTobpaxkaeT aHTUBUPYCHYHO CETb, B COCTaB KOTOPOWN BXOAUT TONbKO OAUH
Cepsep Dr.Web. B kpynHbIx kKOMOaHMAX NpeAnOYTUTENBHO pPa3BOpaYnBaTb aHTUBUPYCHYHO
ceTb ¢ Heckonbknmm Cepeepamu Dr.Web ana pacnpeseneHns Harpysku Mexay HUMU.

B saHHOM nNpuMepe aHTUBUPYCHasA CeTb pa3BepHyTa B npegenax ogHow JIBC, ogHako ans
ycTaHOBKW 1 pabotbl Dr.Web Enterprise Security Suite n aHTUBUPYCHbIX NaKeTOB HaxoXAeHue

PyKkoBOACTBO aAMAHUCT paTopa
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KOMMbIOTEPOB B Npegenax kakor-nn6o JIBC Heobs3aTenbHO, OCTaTOYHO JOCTyMNa B
NHTepHerT.

2 — (&

Cepeep Dr.Web === HTTP/HTTPS

LleHTp ynpaBneHus 6e30nacHOCTbIO

& & o
|

CeTb Ha ocHoBe TCP/IP
Dr.Web
o . He3awwWLLeHHbIN NOKabHbIRA
3alUULLEHHDBIV IOKabHBIV KOMMbIOTEP
KOMMbrOTEP

PucyHok 5-2. CTpykTypa aHTUBUPYCHOW ceTu

Mpu 3anycke CepBepa Dr.Web BbinonHsaeTca cnegytowas nociefoBaTe/IbHOCTb AeACTBUNA:

1. 3arpy3ka ¢annos Cepsepa Dr.Web n3 katanora bin.
2. 3arpy3ska MnaHuposwuka 3agaHni Cepeepa Dr.Web.

3. 3arpyska kaTanora LeHTpasM30BaHHOW YCTaHOBKM W KaTasora o6HoBeHMS,
WHULMANM3ALMA CUCTEMbI CUTHaIbHOTO MHGOPMUPOBaAHMA (CUCTEMbI ONMOBELLEHWI).

4. Mposepka yenoctHoctn b/l Cepeepa Dr.Web.

5. BbinosHeHwue 3agaHunii NaaHnposLlmka 3agaHmin Cepsepa Dr.Web.

6. OxunpaHune nHdpopmaumm ot AreHtoB Dr.Web v komaHg ot LleHTpOB ynpaBaeHus.
Becb MOTOK KOMaHJ, AaHHbIX U CTaTUCTUYECKOW MHDOPMaLMK B 065a3aTeNbHOM NopAAKe

npoxoaunt yepe3 Cepsep Dr.Web. LleHTp ynpaBneHus Takke obMeHnBaeTcs MHGopmaumen
Tonbko ¢ Cepepom Dr.Web; nameHeHuns B koHpurypaumm paboyein ctaHUMK 1 Nepesaya

PyKkoBOACTBO aAMAHUCT paTopa
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komaHg AreHTty Dr\Web ocywectensetcs Cepsepom Dr.Web Ha ocHoBe koMaHg LleHTpa
yrnpaB/ieHus.

Taknm obpa3oM, nornyeckas CTpyktypa dparmeHTa aHTUBMPYCHOM CETU UMEET BUJ,
NpeACTaBAEHHbIN Ha pUcyHke 5-3.

a Cepsep Dr.Web ==== HTTP/HTTPS
m LleHTp ynpaBieHus 6e30nacHOCTbHO ———— Cets Ha ocHOBE TCP/IP
3 Dr.Web
3aLMLLeHHbI 10KaNbHBIV KOMMbIOTEP — :_T__Fr)s;'ﬁ_?_?;;(mos“e“”ﬁ Hepes
E BCO Dr.Web

PucyHok 5-3. Jlornueckas cTpykTypa aHTUBMPYCHOW CeTU

Mexay Cepsepom Dr.Web 1 pabourmu cTaHUmMAMM (CNAOLIHAA TOHKAsA IMHUA Ha PUCYHKe 5-
3) nepegatoTcs:

e 3anpocobl AreHTa Dr.Web Ha nonyyeHve LeHTpaM30BaHHOrO pacnmncaHmsa v
LEeHTPaNM30BaHHOEe pacnuncaHne AaHHOW pabouen cTaHLuuK,

e HacTporikm AreHTa Dr.Web v aHTMBMpYyCcHOrO nakeTa,

PyKkoBOACTBO aAMAHUCT paTopa
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e 3aMnpochl Ha oyepeHble 3aZaHns, Noj/exallme BblMONHEHWNIO (CKaHMPOBaHME,
0OHOBNEHME BMPYCHbIX 6a3 1 T. 1N.),

e Gainnbl aHTUBMPYCHbIX NAaKeTOB — MPW MONYYeHU AreHTOM 3aZlaHunA Ha UX YCTaHOBKY,
e o6HoBeHMA MO 1 BUPYCHbIX 6a3 — NpW BbIMOAHEHMM 3aAaHNA Ha O6GHOBAEHME,
e coobueHuns AreHta Dr.Web o koHdurypaunm pabouen ctaHLmn,

e cTaTCTMKa paboTbl AreHTa Dr.Web 1 aHTUBMPYCHBIX NakeTOB /1A BKIOYEHMA B
LLleHTpasM30BaHHbIN XypHa,

o COO6LLI,€HI/IFI O BUPYCHbIX cobbITUAX 1 Apyrux noanexatinx C])VIKcaLI,MI/I cobbITUSAX.

O6bem Tpaduka mexay pabourmu ctaHumamm n Cepsepom Dr.Web, B 3aBucMmocTu ot
HacTpoek paboumx CTaHUUIN 1 UX KOJIMYECTBA, MOXET ObiTb BECbMa 3HauMTe/IbHbIM. [To3TOMY
aHTMBUpYcHas ceTb Dr.Web Enterprise Security Suite npegycmaTprBaeT BO3MOXHOCTb
koMnpeccun Tpadurka. OnvcaHve NCnoab3oBaHMsA 3TOro GakyNbTaTUBHOTO pexumMa CM. B M.

LUMQQQOBaHVIe n oKatme TpagpMKa.

Tpaduk mexay Cepepom Dr.Web 1 pabouein ctaHLmen MOXHO 3alwmndpoBaTb. ITO
no3soAneT n3bexartb pasrnaweHna cBeeHW, nepejaBaemMblX MO ONUCbIBAEMOMY KaHasny, a
Taioke nogmerbl MO, 3arpy>kaemoro Ha paboumne ctaHuMK. 10 yMONYaHMIO 3Ta BO3MOXHOCTb
BKItoYeHa. OnvcaHne Ncnonb3oBaHMA 3TOro pexunma cMm. B n. LndposaHue n cxatve

TpaQVI Ka.

Ot Beb-cepBepa ob6HoBneHMN k Cepepy Dr.Web (cnnowHas Tonctasa AMHUA Ha pUCyHKe 5-3)
nepeaaroTcs, C UCNonb3oBaHMem npotokona HTTP, dalinbl, HeobxoanMble AfA penanKaLmm
LeHTpan30BaHHbIX KaTaNoroB yCTaHOBKM N OOHOBIEHUS, 1 cyxebHasa nHGopmMaLuma o xoje
3Toro npoduecca. LlenoctHocte nepesaBaemoint uHpopmauum (parinos MO Dr.Web Enterprise
Security Suite 1 aHTUBMPYCHBIX NakeToB) obecneunBaeTCs NCNOAb30BaHMEM MeXaHM3Ma
KOHTPOJ/IbHbIX CyMM: MOBPEXAEHHbIN NPWU Nepecblake Ui NogMeHeHHbIN dalin He byaeT
npuHaT Cepepom Dr.Web.

Mexay Cepsepom Dr.Web 1 LleHTpoM ynpaBaeHns (MyHKTMPHaA IMHNA Ha pucyHke 5-3)
nepegatotca ceefeHns o KoHpurypaumn Cepeepa Dr.Web (Bkitouasa nHdopmavmio o
TOMONOTMK CETU) N HACTPOMKM paboumx cTaHUUI. OTa MHPOpPMaLMa BU3yaan3npyeTcs B
LileHTpe ynpaBaeHua, 1, B Ciyyae U3MeHeHUs noJsib3osaTesieM (a4MUHUCTPATOPOM
aHTUBMPYCHOW CeTn) Kaknx-1mbo HacTpoek, MHGOPMaLMA O BHECEHHbIX M3MEHEHUAX
nepepaetcs Ha Cepep Dr.Web.

YcTaHOBNeHMe coeanHeHus LleHTpa ynpaBneHus ¢ BbibpaHHbiM Cepepom Dr.Web
NPOW3BOANTCA TONbKO NOC/AE ayTEHTUPUKALMM afMUHUCTPATOPa aHTUBMPYCHOW CeTH
nocpeAcTBOM BBOJA €ro perucTpaumoHHOro MMeHn n napons Ha gaHHom Cepsepe Dr.Web.

PyKkoBOACTBO aAMAHUCT paTopa
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FnaBa 6: AAMMHUCTPaATOPbl aHTUBMPYCHOMN CeTn

PekomeHayeTcs Ha3zHayaTb aAMUHUCTPATOPOM aHTUBUPYCHOW CETU HaZeXHOro,
KBaAMOULMPOBaHHOIO PaboTHMKA, UMEHOLLLEro OMnbIT aAMUHNCTPUPOBAHMSA JIOKAaIbHON CETU 1
KOMMETeHTHOro B BOMPOCax aHTUBUPYCHOW 3aLUmThl. TaKOW COTPYAHUK AONXKEH UMETb
MOJIHbIN AOCTYN K KaTanoram yctaHoBku Cepepa Dr.Web. B 3aBucMMoCT OT noanTukm
6€e30nacHOCTM B OpraHn3aLmnm 1 KagpoBor CUTyaLmn, agMUHUCTPATOP aHTUBUPYCHON ceTu
NMBO AONXKEH NoyYaTb MONHOMOUMA agMUHUCTPaTOPa NoKaabHOW ceTn, iMbo paboTaTth B
TECHOM KOHTaKTe C TakKuM JINLLOM.

| ALMUHNCTPaTOPY aHTUBUPYCHOW CETU ANS TEKYLLErO yrpaB/eHVs aHTMBUPYCHOM CETbIO He
: TpebyroTCA aAMUHUCTPATMBHBIE MOJHOMOYMA Ha KOMMbOTEPAX, BKIKOUEHHbBIX B 3Ty

aHTVBUPYCHytO ceTb. OfHaKo yAaneHHas ycTaHOBKa v genHcTannsaumvs MO AreHta BO3MoXHa
TOJIbKO B JIOKaJbHOW CETU 1 TpebyeT MOJIHOMOUMIA aAMUHUCTPaTOpa B 3TOM CETH, @ OTaakka
Cepeepa Dr.Web — nosHoro goctyna k kaTasory ero yctaHOBKMW.

Mpw NNaHMPOBaHWM aHTUBUPYCHOM CETU PEeKOMEHAYeTCs Takke CPOPMUPOBaTh NepeyeHb
JINL, KOTOPbIE AO/IKHbI UMeTb A0CTyn K LieHTpy ynpaBaeHus No CBOVM JOXKHOCTHbIM
0653aHHOCTAM, ¥ MOATOTOBUTL NepeyeHb POsiel CO CMUCKOM GYHKLMOHANbHbIX
06A3aHHOCTEN, 3aKPEeNnIeHHbIX 3a KaXXAa0M ponbio. Jna Kaxaon poam HeobxoanMMo co3sath

aAMVHWCTPATUBHYIO rpynny. ACCOLMaLNA KOHKPETHbIX aAMUHUCTPATOPOB C POASMMU
OCYyLLEeCTBASETCA NyTEM pa3MeLLeHNs UX yYeTHbIX 3anuncer B aAMUHNCTPATUBHBIX Fpynnax.

Mpu HeOHXOAMMOCTM aAMUHNCTPATUBHbIE TPYMMbI (POAN) MOXHO NepapXnYecku
rpynnupoBaTb B MHOFOYPOBHEBYH CUCTEMY C BO3MOXHOCTbHO MHAMBUAYaNbHON HACTPOMKM

dAMUHWCTPATUBHBIX MPaB AOCTYMad ANA Ka>XKA0ro ypoBHA.

6.1. AyteHTdMKaumna aMNHNUCTPaTOPOB

AyTeHTdMKaLMa agMUHUCTPaTopa AnA nogkatoueHunn K Cepsepy Dr.Web BosmodkHa
cnepyrowumm cnocobamm:
e C xpaHeHMeM JaHHbix 06 agmuHuctpaTopax B b/l Cepepa Dr.Web.

e C nomouwpto HacTpoek LDAP/AD, no3sonsatowmx nogkntoveHme k cepsepam LDAP n Active
Directory.

e C ncnonsbsosaHmem RADIUS-npoTokona.

e C ucnonb3oBaHnem PAM (tonbko nog OC cemerictea UNIX).

Mpwn o6HoBNeHUN CepBepa Dr.Web c npeabliayLien Bepcun Takke MOTyT H6biTb AOCTYMHbI
cneyroLime TMnbl ayTeHTUdnKaumum (ecim oHn Hblan BKAOYEHBI B MPeAblayLlein Bepcum):

Mocne oTKNOUEHUS AaHHbIX TUMOB ayTeHTUbUKaLMM MX pa3zenbl OYAyT NCKIHOYeHb! 13
HacTpoek LleHTpa ynpaBaeHws.

PyKkoBOACTBO aAMAHUCT paTopa
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Mpw nepBuruHoi yctaHoBKe CepBepa Dr.Web faHHble pa3genbl He NpejoCTaBAAOTCS.

e C nomouwpto Active Directory (B Bepcusix Cepsepa Dr.Web ana OC Windows).

e C ncnonb3osaHmem LDAP-npoTokona.

Metoabl ayTeHTUPMKaLLMM NCNO/Ib3YIOTCA MOC/IEA0BaTE/IbHO COM/IaCcHO C/1eAy oL UM
npyHLMNam:

1. MepBoW Bcerga ocyLwecTBASETCA NOMNbITKa ayTeHTUGUKaLMM agMUHUCTpaTopa 13 b/
Cepsepa Dr.Web.

2. MNopsAAOK NCNONb30BAHUSA METOA0B ayTeHTUUKALUN Yepe3 BHELLHWNE CUCTEMbI 3aBUCUT OT
nopsaka ux cnefoBaHUs B HacTpoKKax, 3aZiaBaeMbix B LieHTpe ynpaBaeHus.

3. MeTOAbI ayTeHTI/I(I)I/IKaLl,VIVI yepe3 BHeWHne cMcteMbl No yMOAYaHUHKO OTKJHOYEHbI.

Y106bI NI3MEHUTb nopAaAoK NcnoJib3oBaHnNA mMeTtoa0B aYTEHTVIq)VIKaU.VIVI

1. BbibepuTe NyHKT AAMUHUCTPUPOBaHME B 1aBHOM MeHIo LleHTpa ynpasaeHus.
2. B ynpanstowem MeHo Bbibepute pasgen AyTeHTudunkauma.

3. B oTKpbIBLIEMCS OKHE NMpPeACTaBAeH CMUCOK TUMOB ayTeHTUOUKaLMKM B TOM NMOpsAKe, B
KOTOPOM OHW NUCnonb3ytoTca. [na nsmeHeHnsa nopajka chefoBaHuUs nepetawute MeToAbl
ayTeHTUOUKaLMKN B CMMCKE N pa3MeCcTUTe MX B TaKOM NoOpsAAKe, B KAKOM HeobxoaMmo
NPOBOANTbL ayTeHTUDUKaLMIO.

4. [Ana npuHATUA n3MmeHeHnn nepesarpysute Cepsep Dr.Web.
ilf PeFVICTpaLI,VIOHHOE nMAa agMUHNCTPpaTOpPa A0JIDKHO ObITb YHWKa/1bHbIM.
|_|0,£I,KI1I-0LIeHI/Ie AAMNHUCTPATOPOB Yepe3 BHELWHNE CUCTEMDI ayTeHTI/Iq)I/IKaLI,MVI 6y,£|,eT

HeBO3MOXHO, eciv Ha CepBepe Dr.Web yxe cyliectByeT aMUHUCTPATOP C TakMM e
perncTtpayioHHbIM UMEHEM.

Mpw Ka>KAoM COXpaHeHUN M3MeHeHWn pa3gena AyTeHTUdUKauma aBToMaTMYeCKN
COXpaHsAeTca pe3epBHas KONWs Npeabliaylleit Bepcum KoHGUrypaumoHHoro darina ¢
napamMeTpamu ayTeHTMdrKaLumm agMUHUCTPaTOPOB. XpaHeHuto noanexat 10 nocnesHux
KOMui.

Pe3epBHble KOMUM pacrofiaratoTcs B TOM e KaTasJore, Yto 1 cam KOHOUrypaLMoHHbIV daiin,
M Ha3bIBalOTCA B COOTBETCTBUM CO C/IEAYHOLLM GOpPMaTOM:

<ums_cpalina> <epems_co3oaHus>

rae <ums_gpaling> 3aBUCUT OT CUCTEMBbI ayTeHTUOUKALUK: auth-ads.conf, auth-

ldap.conf, auth-radius.conf, auth-pam.conf.

Bbl MOXKeTe MCMO/Ib30BaTh CO3AaHHblE Pe3epPBHble KOMUKM, B YaCTHOCTY, A1l BOCCTAHOBJIEHUs!
KOHdUrypaLmoHHoro daiina B ciyyae, ecin nHtepdeiic LleHTpa ynpaBaeHys HefoCTyneH.

PyKkoBOACTBO aAMAHUCT paTopa
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6.1.1. AyrteHtudpukaumusa agmmHuctparopos u3 b/l Cepsepa Dr.Web

MeTtog, ayTeHTUdUMKaLMN C XpaHEHWEM AaHHbIX 06 agmuHuctpatopax B b/l Cepsepa Dr.Web
NCNONb3YeTCAa NO YMOJYaHWIO.

YT106bI OTKPbITb pa3aen ynpasJieHNaA agMUHUCTPAaTUBHbIMU YYE€THbIMMU 3anMNcaMmn

1. BbibepuTe NyHKT ABMUHUCTPUPOBaHME B [1aBHOM MeHIo LleHTpa ynpasieHus.

2. B ynpaBastolem MeHto BbibepuTe pasaen AaMmuHucTpaTopbl. OTKPOETCS CMUCOK BCEX
aaMuHuctpaTopos Cepsepa Dr.Web.

MoapobHee cM. N. AAMUHUCTPATOPbI U aAMUHUCTPATUBHbIE TPYAMbL.

6.1.2. AyteHTudmnkauymsa ¢ ucnonnsosaiuem LDAP/AD

Yr106b1 BKAOUMTBL ayTeHTUUKaLmio yepes LDAP/AD

1. BoibepuTe NyHKT ABMUHUCTPUPOBaHME B M1aBHOM MeHto LleHTpa ynpaBaeHus.

2. B ynpasnstowem MeHo Bbibepute pasgen AyTteHTudunkauma.

3. B oTkpbiBWEMCS OKHe 3arauTe B pa3gen LDAP/AD-ayTeHTudMKauma.

4. YcraHosuTe ¢pnar Ucnonbsosatb LDAP/AD-ayTeHTUdMKaumio.

5. Haxxmute kHonky CoxpaHUTb.

6. [na npuHATMA n3MeHeHn nepesarpy3unte Cepeep Dr.Web.

Hactpolika ayTeHTUdMKaLmm c ncnosbloBaHneM LDAP-npoTokona BO3MOXHa Ha Ntobom
LDAP-cepBepe. Takxe € NCMO/Ib30BaHMEM 3TOrO MexaHM3Ma MOXHO HacTpouTb Cepsep

Dr.Web nog OC cemenctea UNIX gns ayteHTudukaumm B Active Directory Ha JOMEHHOM
KOHTpoOAnepe.

Ans yaobcTBa nonb3oBaTtens B pasjene npefocTaBiseTcs BO3MOXHOCTb MepektoyeH s
MeXzay YNpOLLEHHbIM WAV pacLUMPeHHbIM BapyuaHTaMmn HacTpoeK ayTeHTudnkaumm yepes
LDAP/AD.

| Hactpovikvn LDAP/AD-ayTeHTUGMKALMMN COXPaHALOTCA B Gaine KoHpurypaumm auth-ldap-
: rfc4515.conf.

Takke NpefoCTaBAAOTCA KOHOUIypaLWOHHbIe Galiibl C TUMOBLIMU HaCTpOMKaMu: auth-
ldap-rfc4515-check-group.conf, auth-ldap-rfc4515-check-group-
novar.conf, auth-ldap-rfc4515-simple-login.conf.

OnuncaHne 0CHOBHbIX Xm|-anI/I6yTOB ayTeHTI/IqJI/IKaLJ'I/II/I npuBeaeHO B JOKYMEHTE

MpwvnodxeHuns, B3. AyteHtnbukaumsa npu ncnoassdosanum LDAP/AD.

PyKkoBOACTBO aAMAHUCT paTopa
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FnaBa 6: AAMMHUCTPATOPbI aHTUBUPYCHOW CeTU

6.1.3. AyteHtudpmkaumsa c ucnonnsosaHuem RADIUS

[ns vncnonb3oBaHMA npoTtokona ayteHTudukaumnm RADIUS HeobxoanmMo pa3BepHyTb cepBep,
peanunsyroLLmMii 3TOT NpoTokos, Hanpumep, freeradius (nogpobHOCTU CM. Ha

https://freeradius.org/).

Mepeps HauyanoM HacTpolikm ayTeHTUdUKaumm yepes RADIUS y6eauntecs, uto ChoBapb
dictionary.drweb, pacnosoxeHHbi B kaTanore etc Cepepa Dr.Web, ckonnpoBsaH B
kaTanor /usr/share/freeradius.ChoBapb xpaHut Habop atpmbytos RADIUS koMmnaHum
«[loktop Beb» (VSA — Vendor-Specific Attributes).

C nomoLLb KOMAHAHOM CTPOKM Ha3HaubTe NpaBa AocTyna K danny dictionary.drweb B
kaTanore /usr/share/freeradius. [Ipumep KOMaHAbl BbIFNAAUT Caeaytolmm obpa3om:

chmod 644 /usr/share/freeradius/dictionary.drweb

B koHey dpanna /etc/raddb/dictionary fobaBbTe CneayroLLytO CTPOKY:

SINCLUDE/usr/share/freeradius/dictionary.drweb

B Hauano ¢alina /etc/raddb pobaBbTe cnegyrolime CTPOKK:

<PerucrpaumoHHoe mMa> Cleartext-Password := "<mapojb>"

DriWeb-ES-Adm-Flag = 1

MNocne BbIMOJHEHMA 3TUX AENCTBUIN BKIOUMTE ayTeHTUdMKaLMIO C ncnonb3oBaHnem RADIUS
yepes LleHTp ynpaBaeHus.

UTo6bI BiTOUNTL ayTeHTUPUMKaumio uepes RADIUS

BbibepuTe nyHKT AAMUHMCTPUPOBaHME B rN1aBHOM MeHto LieHTpa ynpasaeHums.
B ynpasnsatowem MeHto Bbibepute pasgen AyreHTudpukaumsa.

B oTkpbiBWEMCA OkHe 3ananTe B pa3sen RADIUS-ayTeHTuduMKaLma.
Ycranosute ¢pnar Ucnonbsosatb RADIUS-ayTeHTUdMKaumio.

Ha>xxmute kHonky CoXpaHUTb.

S A

Ansa npuHATMA n3meHeHnn nepesarpysmte Cepsep Dr.Web.

B LleHTpe ynpaBaeHna HacTpanBatoTca caegyrowme napameTpol paboTel ¢ cepsepom RADIUS:

e Cepsep, MNMopr, Maponb — napameTpsbl nogkaroyeHns k cepsepy RADIUS: IP-agpec/DNS-
nMAa, HoMep NopTa, Naposb (CekpeT) COOTBETCTBEHHO.

e Tam-ayT — Bpema oxungaHua oteeTa oT cepBepa RADIUS B cekyHaax.

¢ KonnuecTtBo NOBTOPHbIX NOMNBITOK — KOJNYECTBO NMOBTOPHbIX MOMbITOK COEANHEHWNSA C
cepsepomM RADIUS.

PyKkoBOACTBO aAMAHUCT paTopa
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Takke Ana HaCTPOWKM AONONAHUTENbHBIX MapameTpoB RADIUS MoxeT ncnosnb3oBatbes

KOHOUTypaLMOoHHbIA $aiin auth-radius.conf, pacnoNoXeHHbIl B kaTanore etc Cepsepa.

NomMnmMo napamMeTpoB, HacTpanBaemblx Yepes LieHTp ynpaBaeHus, yepes
KOHPUTrypaLMOHHbIV danin Bbl MOXeTe 3ajaTb 3HaueHne naeHtnonkatopa NAS. JaHHbIN
naeHtndumkatop cornacHo RFC 2865 moxeT 6biTb MCcMoAb30BaH BMecTO IP-agpeca/DNS-
NMEHW B KauecTBe naeHTudukatopa KameHTa npu nogkatoveHnu kK cepsepy RADIUS. B
KOHUrypaLMoHHOM daline XpaHUTCA B CefyHoLLEM BUAE:

<!-- NAS identifier, optional, default - hostname -->
<nas-id value="drwcs"/>

6.1.4. AyteHTudmnkauymsa ¢ ucnosabsosaHnem PAM

UT06b1 BKNOUMTBL ayTeHTUdUKaL Mo yepe3 PAM

1. BbibepuTe NyHKT AAMMUHUCTPUPOBaHME B 1aBHOM MeHIo LleHTpa ynpasaeHus.
B ynpaBnsatowem meHto BbibepuTte pasgen AyTeHTuguKaums.

B oTkpbiBLIEMCA OKHe 3anauTe B passen PAM-ayTeHTUdunKauma.

YcraHosuTe ¢pnar Ucnonbsosatb PAM-ayTeHTUduUKaLMto.

Haxxmute kHonky CoxpaHUTb.

o A W

Ansa npnHATMA n3meHeHnn nepesarpysmte Cepsep Dr.Web.

AyteHTndunkauma Ha ocHoBe PAM nog OC cemerictBa UNIX ocyuiecTBaseTcs NnocpescTBOM
NOAKAOUYAEMbIX MOAYNEN ayTEHTUUKALNN.

[ns HacTporkn napameTpoB PAM-ayTeHTUGUKALUM Bbl MOXETE MCNOAb30BaTh C/ieytoLme
cnocobbi:

e Hactponkn meTtoga ayteHTUdMKauumn Yepes LleHTp ynpaBieHus: B pasgene
AamuHuctpupoBaHue — AyteHtudpukauma — PAM-ayteHTudpmkauyms.

o KOHPUrypaunoHHbin darn auth-pam. xml, pacnosioXXeHHbIN B kaTtanore etc CepBepa
Dr.Web. NMpumep koHPUrypaymoHHoro danna:

<!-- Enable this authorization module -->
<enabled value="no" />
<!-- This authorization module number in the stack -->
<order value="50" />
<!-- PAM service name>'" -->
<service name="drwcs" />
<!-- PAM data to be queried: PAM stack must return INT zero/non-zero —->
<admin-flag mandatory="no" name="DrWeb Esuite Admin" />

PyKkoBOACTBO aAMAHUCT paTopa
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OnucaHne napameTpoB PAM-ayTeHTU¢dMKaL MK, HacTpanBaembix Ha ctopoHe Dr.Web
Enterprise Security Suite

AnemeHT LleHTpa
ynpaBseHus

Onar
Ncnonb3zoBatb
PAM-
ayTeHTUdUKaLMIO

Vcnonb3yiite
nepemackueaHue

NMone Ha3BaHue
cnyXK6bI

®nar
YnpaBnsowui
dnar obasareneH

Mone Ha3BaHue
yrnpaBAsioLLero
¢nara

SnemeHTbl daiina auth-pam.xml

Ter

<enabled>

<order>

<service>

<admin-
flag>

<admin-
flag>

ATtpnbyr [Jonyctumbie
3HayeHuA

value yes | no

value
LeN0YNCIEHHO
€ 3HaueHwue,
cornacoBaHHoe
CO 3HaYeHVAMM
Apyrux
MeToZ0B

name

mandatory yes | no

name

OnucaHue

®nar, onpezenstownii, 6yset am
ncrnonb3oBaTtbcsa metos PAM-
ayTeHTUdbmKaumn.

MopsakoBbIi Homep PAM-
ayTeHTMdMKaLmM NPy UCNOb30BaHUN
HEeCKONIbKNX METOZOB ayTeHTUdMKa LMW,

Vims cepBuca, koTopoe byzet
MCMONb30BaHO Ans co3gaHus PAM-
KOHTekcTa. PAM MoOXeT cumtaTtb NOJINTUKM
ANS JaHHOTO cepBuIca

n3 /etc/pam.d/<ums cepsuca> win

3 /etc/pam.conf, ecin pann He
CylLLecTByerT.

Ecan napameTp He 3ajaH (HeT Tera
<service> B KOHPUrypaLMOHHOM
dbaline), To N0 YMOUAHMIO UCMONb3YeTCs
Mma drwcs.

MapameTp, onpeaenstoWwui, aBaseTcs au
ob6d3aTesibHbIM ynpaBastoLWMiA Gaar ans
naeHTMdMKaLMM NoAb30BaTeNs Kak
ajMuHMCTpaTopa.

Mo ymonuaHuo — yes.

Kntou-ctpoka, no kotopoii y PAM-
Mogaynen 6yaeT npountaH dnar.

Mo ymonuaHuo —
DrWeb Esuite Admin

Mpwn HacTpoiike paboTbl Mogynen PAM-ayTeHTUbMKALMM, UCNONb3YNTE NapaMeTpsbl,
3asaBaeMble Ha ctopoHe Dr.Web Enterprise Security Suite, B TOM uncne yuntbiBainTe 3Ha4eHuUs,
npuceanBaeMble MO YMONUYaHMIO, Aaxe eCN NapameTp He Obin 3a4aH.

PyKkoBOACTBO aAMAHUCT paTopa
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6.1.5. AyteHtudpunkaumsa c ucnonbsosaHuem Active Directory

Mepes BKAOUEHMEM ayTeHTUdUKALMKM C ncnonb3oBaHnem Active Directory ybeautech, uto
& yyeTHas 3anucb, A8 KOTOPOW Bbl XOTUTE BKAKOUUTb ayTeHTUdUKALMIO, HE BXOAMT B rpynmny
3awmueHHble nonb3oBatenu. MNockoabky Cepep Dr.Web sBasietcs cny>x60M, nonbiTka
ayTEHTUOUKALMN YUETHOW 3anucy, BXOAALLE B rpynny 3aljMULeHHble NoJib3oBaTesu,
3aBepLlumnTCs owmnbkol. MoapobHyto MHbopMaLmo o rpynne 6e3onacHOCT 3allmiLeHHble
MoJIb30BaTENN Bbl MOXeTe HalTh Ha obuliManbHOM caiite komnaHum Microsoft.

UTo6bI BiUTIOUMTL ayTeHTUdUKaLmio yepes Active Directory

BbibepuTte nyHKT AAMUHMCTPUPOBaHMeE B rN1aBHOM MeHto LieHTpa ynpaBaeHums.
B ynpaBnsatowem meHto BbibepuTte pasgen AyTeHTUgUKaLms.
B oTkpbiBLWIEMCA OkHe 3ananTe B pa3sen Microsoft Active Directory.

YctaHoBuTe dpnar Mcnonb3oBatb ayteHTudukauuro Microsoft Active Directory.

vk W=

Ha>xxmute kHonky CoXpaHUTb.

6. [na npuHATMA n3MeHeHu nepesarpysunte Cepsep Dr.Web.

Mpwn ayTeHTUOUKaLMK agMUHNCTpaTopoBs 13 Active Directory B LleHTpe ynpaBaeHus
HacTpamMBaeTCs TONbKO pa3peLleHmne NCNoab30BaHUsA JaHHOTO MeToZa ayTeHTUdGUKaLMK.

PepakTnpoBaHue CBOMCTB agMUHMCTpaTopoB Active Directory ocyluecTBaAseTcs BPyUHYHO Ha
cepsepe Active Directory.

| Mpwn aBTOMaTMYECKOM CO34aHUM aZMUHUCTPATOPa NPW BKIHOYEHHOW ayTeHTUPUKALMM C
‘ nomolbto Active Directory yueTHas 3anucb aZgMUHUCTPaTOpa aBTOMaTUYeCKM Ha3HavaeTca B
rpynny Newbies n TpebyeT pyyHOro nepeHasHauyeHvs B Tpebyemyto rpynmny.

BO3MO>XHO aBTOMaTUUYECKM NEPEHECTU YUETHYHO 3anucb agMUHUCTpaTopa m3 rpynnsl Newbies
B 3aJlaHHyI0 B 3aBUCVMMOCTU OT UieHcTBa B rpynnax Active Directory mocpeactsom

MoJIb30BaTeNbCKOM NpoLeAypbl, cM. 4okyMeHT Mpuno>kenus, H1. AiMUHUCTPATODbI.

UTobbI OTpepakTMpoBaTh agMuHUcTpaTtopoB Active Directory

| CneayroLine onepaumm Heobxoa1MMo BbINOAHATL Ha [K, rae npucyTcTByeT ocHacTka AN1s
: agMuHucTprpoBaHnua Active Directory.

1. [Ins BO3MOXHOCTN pesakTMpPOBaHNA NapaMeTpoB agMUHUCTPATOPOB HEOBXOAMMO
BbIMO/JIHUTL CNeAyroLLMe onepaunn:

a) [na moandukaumm cxembl Active Directory 3anyctute ytuamty drweb-13.00.0-
<cbopka>-esuite-modify-ad-schema-<gepcus OC>.exe (BXOAUT B ANCTPUOYTUB
Cepsepa Dr.Web).

Moaundukauma cxembl Active Directory MO>XeT 3aHATb HeKOTOpoe Bpems. B

PyKkoBOACTBO aAMAHUCT paTopa
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3aBMCMMOCTM OT KOHOUTypaLMm Ballero AOMeHa, AN CUHXPOHM3ALUMM U MPUMEHEH NS
MOANDULMPOBAHHOW CXeMbl MOXeT noTpeboBaTbca A0 5 MUHYT 1 6onee.

Ecnv paHee 6bina npowsBeseHa Moandukaums cxembl Active Directory ¢ ucnosib3oBaHvem
‘ AaHHOM yTunuTbl oT 6 Bepcumn Cepsepa Dr.Web, HeT Heo6X0AMMOCT NOBTOPHO BbIMOAHATL
MOANDUKALMIO C UCMOJIb30BaHMEM yTunuTbl oT 13 Bepcum Cepeepa Dr.Web.

b) Ana peructpaymnm ocHactkn Active Directory Schema (Cxema Active Directory)
BbIMOJHUTE C aAMUHUCTPATUBHBIMWU MOJHOMOUYNAMU KOMAHJAY regsvr32
schmmgmt .d11, nocne yero 3anyctmte mmc W gobaBbTe ocHacTky Active Directory
Schema.

c) Vicnonb3ys gobaBneHHyto ocHacTky Active Directory Schema, po6aBbTe Kk knaccy User u
(ecnn HeobxoaMMO) K Knaccy Group BcriomoraTenbHbi knacc DrWebEnterpriseUser v
pononHuTensbHbl atpnbyt DriWebAdmin.

| Ecnv npumeHeHne MoandMUMPOBaHHOM CXeMbl eLLE He 3aBEePLUNIOCh, Knacc
DrWebEnterpriseUser Mo>eT 6biTb He HaigeH. B TakoM ciyyae nogoxante HeEKOTOpoe
BPeMSs 1 MOBTOPUTE MOMbITKY COFNacHO M. €).

d) C agMUHUCTPATMBHBIMW NOAHOMOUYNAMM 3anycTute Gann drweb-13.00.0-<cbopka>-
esuite-aduac-<gepcusa OC>.msi (BxoauT B anctpubytns Dr.Web Enterprise Security
Suite 13.0) n AOXANTECH OKOHYAHWNA YCTaHOBKM.

2. Tpadunyecknin nHTepdelic Ana pesakTMpoBaHus aTpubyToB AOCTYNEH Ha NaHeau
ynpasneHus Active Directory Users and Computers — B pa3gene Users — B okHe
pejakTMpoBaHMsA CBONCTB BbibpaHHOro nonb3oBatens Administrator Properties — Ha
Bknagke Dr.Web Authentication.

3. [nA pesaktmpoBaHuUs JOCTYMNeH Cieytowmi napameTp (3HaveHne atpmbyta MoXeT 6bITb
yes, no uav not set):

User is administrator — yka3biBaeT Ha TO, UTO NOb30BaTENb — MOJHOMPABHbIN
aAMUHUNCTpaTOp.

AnroputMbl NpuHLWNa paboTbl 1 pasbopa aTpnbyToB Npu ayTeHTUdMKaLWK NPUBEAEHbI B

: AokymenTe Mpunodxxenns, b1. Aytentuburkauma npun ncnonb3oeanun Active Directory.

Ans panbHeunwewn paboTbl € yueTHOM 3anucbio Active Directory Heo6xoAMMO aBTOPU30BaTHCH
B LleHTpe ynpaBneHua Cepeepa Dr.Web nog yueTHbIMU faHHbIMW Nosb3oBaTena us Active
Directory, koTopomy paHee 6bis1 yCTaHOB/IEH cooTBeTCTBYOWMI atpnbyt Dr.Web
Authentication. lNocne 3toro yuetHas 3anuncb nosb3osaTtens noaBuTca B katanore Newbies B
pa3sene AAMUHUCTpUpPOBaHUe — AAMUHUCTPaTOPDL.

PyKkoBOACTBO aAMAHUCT paTopa
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6.1.6. AyteHTUdMKaumsa c ucnosabsosaHuem LDAP

ili [laHHbIli pa3zen AOCTyMeH /s HACTPOUKM Yepes LLeHTp ynpaBaeHus ToabKO npu
: obHoBneHun Cepeepa Dr.Web c npegpbiayLieli Bepcun. Mocie oTKIHOUYEHMS aHHOTO Tuna

ayTeHTUOMKaLMM ee pasgen ByAeT UCKNOUEH U3 HacTpoek LieHTpa ynpaBaeHus.

Mpw nepBuYHon yctaHoBke Cepeepa Dr.Web saHHbIA pa3sgen HeZoCTyneH.

UT06bI1 BKIIOUUTL ayTeHTUdMKaumio uepes LDAP

1. BbibepuTe NyHKT AAMUHUCTPUPOBaHME B 1aBHOM MeHIo LleHTpa ynpasaeHus.
B ynpasnsatowem meHto BbibepuTte pasgen AyTeHTuguKaumsa.
B oTkpbIiBLIEMCA OKHe 3ananTe B pa3sesn LDAP-ayTeHTUdMKaLms.

YcraHosuTe ¢nar Ucnonbsosatb LDAP-ayTeHTUDMKaLMIO.

vk W

Haxxmute kHonky CoxpaHUTb.

6. [na npuHATMA n3MeHeHun nepesarpysunte Cepsep Dr.Web.

HacTtpolika ayTeHTMdMKaLmm c ncnosbloBaHneM LDAP-npoTokoana BO3MOXHa Ha Ntobom
LDAP-cepBepe. Takxe € NCMO/Ib30BaHMEM 3TOrO MexaHM3Ma MOXHO HacTpouTb Cepeep

Dr.Web nog OC cemernictBa UNIX gns ayteHTudmkaumm B Active Directory Ha JOMeHHOM
KOHTpONEpE.

| Hactporiku LDAP-ayTeHTUdMKaLmM coxpaHatoTcs B daine koHburypaumm auth-
ldap.conf.

OnucaHne OCHOBHbIX Xml-aTpnbyTOB ayTeHTUdMKaLMM NPUBEAEHO B AOKYMEHTe

Mpwvnodxenuns, 652. AyteHtnbukauma npu ncnoasb3dosaxum LDAP.

B otmume ot Active Directory, MexaHM3M MOXHO HacTpouTb Ha ntobyto cxemy LDAP. Mo
YMOJIYaHUWIO OCYLLIEeCTBAAETCA MOMbITKa MCNoAb30oBaHMA aTpmbytoB Dr.Web Enterprise Security
Suite, kak oHM onpegeneHbl ana Active Directory.

Mpouecc ayteHTnpukauum LDAP cBogutca K cnepyouiemy:

1. Aapec LDAP-cepBepa 3agaetca yepes LleHTp ynpaBaeHnsa nam B KOHGUrypaumoHHOM xml-
danne.

2. [lns 3aj@aHHOrO MMEHW NO/Ib30BaTENA BbIMOJHAOTCA CeytoLme AeNCTBUA:

e OcywectBnaetca TpaHcnauma nmerHn B DN (Distinguished Name) ¢ ncnonbsoBaHunem
DOS-noao6bHbIX Macok (C ncnonb3oBaHMeM CMMBOAA *), eCAn NpaBuia 3ajaHbl.

e OcyuwiectBiseTcs TpaHCaAumnsa uMmeHn B DN ¢ ncnosib3oBaHWEM PerynspHbIX BblpaXkeHW,
ecav npaBuna 3ajaHbl.

e VIcnonb3yeTca NoAb30BaTeNbCKUIA CKPUNT TpaHCAAaLUMKU nmeH B DN, eciv OoH 3asaH B
HaCTPOWKax.

PyKkoBOACTBO aAMAHUCT paTopa

108



17
),
N

A
$

FnaBa 6: AAMMHUCTPATOPbI aHTUBUPYCHOW CeTU

e Ecan He noagowio HXU O4HO M3 nMpaBna npeo6pa3OBaH|/|ﬂ, 3afaHHOE NMA NCMOJIb3YyeTCA
KaK eCTb.

@ dopmart 3ajaHva MMeHW MoAb30BaTeNs HUKaK He onpejenseTca u He GUKCMpyeTca — OH

‘ MOXKeT 6bITb TaKUM, KaK 3TO MPUHATO B AaHHOW OpraHu3aumy, T. €. NPUHYAWTEIbHas
Moaundukaums cxembl LDAP He Tpebyetca. MNpeobpa3oBaHue Mo AaHHYHO CXemy
OCyLLeCTBAAETCA C UCMO/b30BaHMeM npasBua TpaHcaaumm umeH B LDAP DN.

3. Mocne TpaHcnaumm, kak n B cayyae c Active Directory, ¢ noMmolubto noayyeHHoro DN v
BBEAEHHOrO Mapos OCyLeCTBAAETCA NOMbITKa Perncrpaumm 4aHHOro Nosb3oBaTensa Ha
ykaszaHHoMm LDAP-cepsepe.

4. 3atem, Tak Xxe kak n B Active Directory, umtatotca atpnbytel LDAP-06bekTa ans
nonyveHHoro DN. ATpnOyTbl 1 X BO3MO>XHbIE 3HaUeHMs MOTYT HbITb NepeonpeseneHbl B
KOHdUrypaLmoHHOM daline.

5. Ecnun octanncb HeonpeaeneHHble 3HaveHna aTpMbyToB agMMHKCTPaTOpPa, TO B Cyyae
3a/laHuA HacnefoBaHMA (B KOHOUIypaLuMoOHHOM daline), MOUCK HY>XHbIX aTpMbyTOB Mo
rpynnam, B KOTOpble BXOANT NONb30BaTeNb, BEAETCA TakXKe, KaK B Clyyae C
ncnonb3zoBaHmem Active Directory.

6.2. AAMUHNCTpPaATOPbI U AAMUHUCTPATUBHbDbIE FPYNNbl

Y106bI OTKpPbITb pa3aen ynpasJieHNaA agMUHUCTPAaTUBHbIMU YYE€THbIMMU 3anMnNcaMmn

1. BbibepuTe NyHKT AABMUHUCTPUPOBaHME B 1aBHOM MeHIO LleHTpa ynpaBieHus.

2. B ynpaBastolem MeHto BbibepuTe pasaen AaMmuHucTpaTtopbl. OTKPOETCS CMMUCOK BCEX
aaMuHuctpaTopos Cepsepa Dr.Web.

| Pa3zgen AAMMHUCTpATOPBI JOCTYMEH BCEM agMUHUCTpaTopam LieHTpa ynpaeaeHus. OgHako

& MoJIHOE Mepapxmyeckoe AepeBo aAMUHUCTPATOPOB AOCTYMHO TONbKO aZMUHMUCTPaTOpaM 13
rpynnsl Administrators, a5 koTopbIx pa3pelueHo npaso MpocmoTp cBoiicTB 1
KOoH$Urypaumm rpynn agMUHUCTPATOPOB. /115 0CTabHbIX aAMUHUCTPATOPOB B
nepapxmyeckom gepese byseT oTobpaxkaTbCs TONbKO COBCTBEHHAs rpynna 1 ee NoArpynrbl
C BXOASALLMMUN B HUX YUYETHBIMU 3aMUCAMMU.

Ha naHenn nHctpymeHTOB pasgena AAMUHUCTPATOPbI AOCTYMHbI Clefytowme Onumm:

g Co3paTtb yYeTHYIO 3aNuncb

3 Co3patb rpynny

X Yianuts BblOpaHHble 06 BEKTHI
2 Vzmenunts napoJib

E_R
u@! PaCﬂpOCTpaHI/ITb npaBa aAMWHKNCTPATOPA
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6.2.1. Uepapxusa agMUHUCTPaTOpPOB

Nepapxunyeckmin Cnmcok agMMHUCTPaATOPOB OTObBpaXkaeT APEBOBUAHYHO CTPYKTYPY
aAMUHUCTPATMBHbBIX TPYNM M YYETHbIX 3anucei aAMUHNCTPATOPOB. Y31aMn JaHHOWN CTPYKTYpbI
ABNAOTCA aAMUHUCTPATMBHbIE TPYMNMbl U BXOAALME B HUX agMUHUCTPaTOpPbI. KaxabIn
aAMUHUCTPATOP BXOAUT TONbKO B OAHY rpynny. YpOBEHb BJOXEHHOCTM TPYMmn He OrpaHuYeH.

MpepycraHoBAEHHbIE FPyMNNbl
Mocne yctaHoBku Cepeepa Dr.Web aBTomMaTnueckn co3gatotca gBe rpynnbl:

e Administrators. I3HauanbHO B rpynny BXOAMT TONbKO agMUHUCTPaTOp admin ¢ NOHbIM
Habopom npaB, aBTOMaTyecku co3aaBaeMblivi npu yctaHoke Cepsepa Dr.Web (cMm. Huxe).

¢ Newbies. 13HauanbHO rpynna nycra. B aTy rpynny aBTomMatnyecky nepemeLlatroTcs
aAMWHUMCTPATOPbI C BHELWHWM TUNMOM ayTeHTudunkaunm yepes LDAP, Active Directory un
RADIUS.

AamMuHucTpaTtopam u3 rpynnsl Newbies no ymonuaHuio Ha3zHauyatoTCa npaBa TObKO Ha
yTeHwue.

MNMpeaycraHoOB/EeHHbIE aAMUHUCTPaTOPbI

Mocne yctaHoBkm CepBepa Dr.Web aBTomaTtnueckun cossaeTtca ogHa yyeTHas 3anumcb
aZMWHUKCTpaTopa:

Mapametp 3HaueHmne

PervnctpaumoHHoe admin

nma

Maponb 3apaetcs npu yctaHoBke Cepepa Dr.Web (war 9 B npoueaype ycTaHOBKW).
Mpaga MonHbIN Habop npaB.

PepaktnpoBaHue MNMpaBa agMUHUCTPaTOpPa Heb3A pefakTMpoBaTh, CAMOTo agMUHMCTPaToOpa
yYeTHOI 3anuncu HEBO3MOXHO YAa/UTb.

OTo6parkeHne nepapxmuyecKnx CnMcKoB

e B nepapxunyeckomM crnmcke aHTMBUPYCHOM CETU: aAMUHUCTPATOP BUAMUT TO/IbKO Te
No/ib30BaTe/IbCKME TPYMMbl, KOTOPble pa3peLleHbl B NpaBe MpocMoTp cBOWCTB rpynn
CTaHUMI. Bce cucTeMHble rpynnbl Takke 0TobpaXkaroTcs B lepeBe aHTUBUPYCHOW CeTH, HO B
HWUX BUAHbI TOJIbKO CTaHLMU M3 yKa3aHHOrO Cnucka Noib30BaTeNbCKUX TPy,

¢ B nepapxunueckom cnuncke agMUHUCTPATOPOB: agMuHuUcTpaTop m3 rpynnsl Newbies Buant
AepeBo, KOPHEM KOTOPOro ABASETCA rpynna, B KOTOPON OH HAaXOAMUTCA, T. €. BUANT

PyKkoBOACTBO aAMAHUCT paTopa
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aAMWHUCTPATOPOB 13 CBOEW FPYNMbl U ee NoArpynn. AGMUHUCTPATOP U3 rpynmbl
Administrators B1auT Bcex afMUHUCTPATOPOB, HE3ABMCUMO OT UX Fpymnmn.

6.2.2. NpaBa agMnHNCcTpaTopoB

Bce penctBus agmumHucTpatopos B LieHTpe ynpaBaeHus orpaHuumBaroTcs Habopom npas,
KOTOPbI MOXET ObITb ONpesesieH Kak AN OTAEbHOW YYEeTHOM 3anuncK, Tak v Ans rpynnbl
AAMVHNCTPATOpPOB.

CucrteMa aIMUHUCTPATUBHbBIX NMPaB BKAOYAET CleyHoLie BO3MOXHOCTU yrpaB/ieHns
npaBamu:

e HasHaueHue npas

Ha3HaueHWe npaB OCyLLECTBAAETCA MPU CO3A4aHUM agMUHUCTPATOPa NN
aAMUHUCTPaATMBHOM rpynnbl. NpaBa HacNeAyrOTCs OT POAUTENLCKON TPYMMbl, B KOTOPYHO
aAMUHUCTPATOP MAN aAMUHUCTPATUBHAsA rpynna NnoMeLlaroTcs npu cosgaHun. Mpu
CO3ZaHNN BO3MOXHOCTb U3MEHEHWNS MPaB He NpeaoCTaBAfeTCs.

e HacnepoBaHue npas

Mo YMOJIYaHWIO NMpaBa agMUHUCTPATOPOB N aAMUHUCTPATUBHBIX TPYyNn HacleayroTca OT
pOAMTeJ'IbCKOI‘/’I rpynnbl, HO Hacaegj0oBaHME MOXET ObITb OTKIHOUEHO.

o Ecm HacnesoBaHMe OTKIHOYEHO, aAMUHUCTPATOP UCMONb3YyeT HE3aBUCUMbIA Habop
NMepCcoHasbHbIX NPaB, KOTOPbIA 3a4aeTCs HEMOCPEACTBEHHO ANS1 €r0 YUYETHOM 3anncu.
MpaBa poaNTENLCKOM TPYNMbl MPWU 3TOM HE YUYNUTbIBALOTCH.

o pw HacnefoBaHUM NMpaB agMUHUCTPATOPa UK FPYNMbl OCYLECTBASETCS He
rnepeHa3HaueHWe npaBamu POAUTENLCKOM TPYMMbl, @ NepepacyeT Ha3HauUeHHOro npasa
NCXOAA U3 BCEX NMPaB POAUTENBbCKUX FTPYMM BBEPX MO MepapxmyeckomMy gepesy. Tabanua
AJ1f pacueTa pe3ybTUPYHOLLEro npasa 06bekTa B 3aBMCMMOCTUA OT Ha3HAYEHHbIX NpaB U

npaB poAMTENbCKOW rpynn npuseseHa B N. O6bbeanHeHe npas.

¢ PepaktupoBaHue npaB

Mpwu co3gaHnM aAMUHUCTPATOPOB N aAMUHNCTPATUBHbBIX FPYMNN BO3MOXHOCTb
peAakTMpoBaHMA NpaB He npejocTaBaseTcs. PegaktmpoBaHune npas AOCTYMHO TONbKO ANS
y>e Co3ZaHHbIX 0O6BEKTOB U OCYLLECTBAAETCSA B pa3jene HaCTPOeK yUeTHOM 3anucy nam
rpynnbl. [Mpun pegakTMpoBaHMm COBCTBEHHbIX HACTPOEK AOMYCKAETCSH TONbKO NMOHMXKEHWE
npaB. PegakTnpoBaHuve npaB npeaycTaHOBAEHHOro agMuHucTpatopa admin v
npeaycraHoBaeHHbIX rpynn Administrators n Newbies He npesocTasasercs.

Mpoueaypa pesakTMpoBaHWs Npas NpuBeaeHa B N. PejakinpoBaHune npas.

PyKkoBOACTBO aAMAHUCT paTopa

111



A7

K:

A

JA

FnaBa 6: AAMMHUCTPATOPbI aHTUBUPYCHOW CeTU

PepaktnpoBaHue npas

UTo6bI OTPepaKTMpOBaTh NpaBa aAMUHUCTPaTOpPa WM aAMUHUCTPATUBHOW rPynnbl
1. BbibepunTe NyHKT AAMUHUCTPUPOBaHUe r1aBHOro MeHto LieHTpa ynpasaeHus, B
OTKPbIBLLEMCS OKHe BblbepuTe NMyHKT ynpaBastoLero MeHto AAMUHUCTPaTOPBbI.

2. B cnncke agMUHUCTPATOPOB BbibepUTE YUETHYIO 3aMNCh, KOTOPYHO Bbl XOTUTE
oTpeaaktmpoBatb. OTKpPOeTCs pa3zen peAakTMpoBaHWs CBOWCTB.

3. B nogpa3gene MpaBa Bbl MOXeTe OTpesaKTMPOBaTh CMNCOK Pa3peLleHHbIX 4eUCTBUN Ans
BbIBPaHHOrO aAMUHMCTPATOPa AN aAMUHUCTPATUBHOM TPYMMbI.

4. [ns ynpaBneHWs HacnefoBaHMEM NpaB BblOpaHHOro o6bekTa OT POAUTENbCKOM Fpynnbl
MCNONb3yNTe NepekatoyaTeNb:

HacnepoBaHue BK/IlOUEHO

L] HacnepoBaHue BblK1IHOUEHO
5. OCHOBHble HaCTPOWKM 3a4atoTca B TabanLe npas:

a) B nepBom cTon6Le NprBeseHbl Ha3BaHMA NMpaB. 3aroJ0BOK CTONOLLA 3aBUCUT OT
KOHKPETHOM cekumnu, 06beaMHAOLWEN NpaBa No TUnam.

| KpaTkoe onucaHvie npaB aZMUHUCTPATOPOB U pa3genos LleHTpa ynpaBaeHws, 3a KOTopble
: OTBEUatOT KOHKPETHbIE MpaBa, NPUBeAeHO B fokyMeHTe MpunoykeHuns, b4.

HOABeAOMCTBeHHbIe pasaenbl Nnpas.

b) B ctonbue MpaBa npunBeseHbl HACTPOWKM ANA COOTBETCTBYHOLLMX MPaB U3 NepBOro

cTonbua.
O61beKTbl ynpaBsieHua Cnuncok HacTpoek B CTOﬂ6qe anHqMﬂ 3a4aHuA NpaBa
MpaBsa
MpaBo 3agaetca AnA Bcex 06beKTOB
Mo>keT 6bITb NPUBEAEH OAWH
M3 CAefyroLWmnX TUNOB MNpas:
MNpaBo He nogpasymeBaeT * MepcoHanbHoe — a1A YcraHosuTe/cHUMUTE dnar
pasjeneHvie Ha rpynnbl no AaHHOTO 06beKTa 3ajaHbl MpepocraBuTb B CTpOKE
obbekTaM yrnpaseHus. COBCTBEHHbIE HACTPOMKN. COOTBETCTBYHOLLEFO MpaBga.

e Hacnepyemoe — HacTtpoiiku
yHacnefoBaHbl OT
POAMTENILCKON FPyMibl.

MpaBo 3agaerca AnA cnucka 06bLEKTOB (CTaHLUMIA, aAMUHUCTPATOPOB WU FPYIN)

e pedocmassieqo ece — npaBo B cnyyae obbeanHeHns Ha>xmute Ha cnmcok o6bekToB (B TOM
NpeAoCTaBAEHO ANA BCex HacTpoek NpuBoAATCA yuncne, ecau 3agaH sapuaxt Bee).
06bEKTOB yNpaB/eHNs. OTKpoeTca OKHO C iepeBom
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O6beKkTbl ynpaBaeHUs

e 3anpeujeHo 8ce — NpaBo
HENpesoCTaBNEHO AN BCEX
06BEKTOB ynpaB/ieHus.

e [IpedocmasneHo 015
Hekomopbix 06vekmos. Mpn
3TOM A0XeH ObiTb 3ajaH
CNUCOK 06beKTOB, AJis
KOTOPbIX AaHHOE MpaBo
npegocTtaBaeHo. [ns Bcex
OCTa/ibHbIX 0H6BEKTOB MPaBo
CUMTaAETCS 3anpeLLeHHbIM.

o 3anpeweHo 019 HeKOmMopbIxX
o0b6vexkmos. Npn 3TOM JOJIKEH
ObITb 3aZaH CNCOK 0OObEKTOB,
NS KOTOPbIX JaHHOe MpaBo
He npegocTtasneHo. [lnsa Bcex
OCTa/ibHbIX 06bEKTOB NPaBo
cumTaeTCs NpeAoCTaBAeHHbIM.

FnaBa 6: AAMMHUCTPATOPbI aHTUBUPYCHOW CeTU

Cnucok HacTpoek B ctonbue
MpaBsa

OoAHOBpPEMEHHO Cneayrouine
TUNbl NpaBs:

¢ lNepcoHanbHoe —
COBCTBEHHbIE HACTPOWIKY,
3a/laHHble A8 JaHHOTO
obbekTa.

¢ PesynbTupytouiee —
pe3ynbTaT CANAHUSA
nepcoHanbHOro npaea
obbekTa v npasa
POAWTENILCKON FPyMibl.

B cnyyae HacnegoBaHus
HaCTpOeK NMPUBOAMUTCA TONbKO
T1n npasa Hacneayemoe.

MpuvHuMn 3agaHna npaBa

aHTUBMPYCHOW CeTW, epeBOM rpynn
aAMVHNCTPaTOPOB WAUN epeEBOM
TapudoB B 3aBUCUMOCTU OT
pefakTmpyemoro npasa. Beibepute
Hy>kHble 06beKTbl B AepeBe. [ns
BblIOOpa HECKO/IbKUX 0O BEKTOB
ncnonb3ynte kHonku CTRL n SHIFT.
Mpwn Heob6xo0AMMOCTN yCTaHOBUTE daar
Ana Bcex npaB cekuum, UToHbI
NPVMEHUTb JaHHble HaCTPOWKM ANs
BCEX NpaB, NPUBEAEHHbIX B TOM Xe
CeKUMK, YTo 1 pesjakTupyemMoe.

Ha>xxmure KHoOnMKy:
o MpepocraBuUTb AN5 paspeLleHns
npaBa Ha BblbpaHHble 0H6BEKTbI.

e 3anpeTuTb J/18 3anpeLLeHns npaea
Ha BblbpaHHble 06BbEKTbI.

[lns oaHOro 1 TOro e Mpaga, 3a4aBaeMoro Ha CNMCOK 06BLEKTOB, He MOTYT ObiTb 3aAaHbl
: OAHOBPEMEHHO CMUCKM 3amnpeLLeHHbIX 1 pa3pelleHHbIX 06bekToB. [JaHHble NMoHATUSA
ABAAOTCA B3aVIMOUCK/IHO YA O LLMMM.

c) B cton6bue HachepoBaHue OTpaXkeHO COCTOSIHME AAaHHOTO NpaBa OTHOCUTE/IbHO

POAMTENbCKOW rpynmnbl:

o HacnepoBaHue OT rpynnbl — BIJIFOUYEHO Hac/leAoBaHWe OT yKa3aHHOW POAUTENbCKOW
rpynnbl, NepPCOHaNbHbIE MPaBa He 3ajaHbl.

o [MepcoHanbHble HaCTPONKN — HaC/Ne0BaHWE OT POAUTENIbCKOW FPYynnbl OTK/IHOYEHO,
3a/laHbl MepCcoHaNbHble NpaBa.

o O6beanHeHUe € FPYNMNou — BK/IOYEHO Hacnef0BaHMe OT YyKa3aHHOW POANTENbCKON
rpynnbl, NepcoHanbHble NpaBa 3aAaHbl. Pe3ynbTupytolee NpaBo 06bekTa PaccumMTaHo
nyTem ob6beAVHeHNs NpaB POANTENBCKOM TPyMbl U MePCOHasbHbIX MpaB (CM. M.

Ob6beanHeHwue Npae).

B 3TOoM ciyuae nepcoHasibHble NpaBa 06beKTa MOXHO yAanuTb. [l1s 3TOro HaxmuTe

KHOMKY R ctonbue HacnepoBaHume. [Nocne ysaneHns nepcoHanbHbIx npas byaet
yctaHoB/NeHO HacnegoBaHue ot rpynnbi.

PyKkoBOACTBO aAMAHUCT paTopa
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FnaBa 6: AAMMHUCTPATOPbI aHTUBUPYCHOW CeTU

PacueT pe3ynbTupytoLLero npaea obbekTa (aAMUHMUCTPaATOPa UAM TPynnbl aAMUHUCTPATOPOB)
NPV BKIOYEHHOM HacNeL0BaHWM 3aBUCUT OT NPaB POANTENbCKUX TPYMM U NpaB, 3ajaHHbIX
caMoMy ob6bekTy. Tabamua HUXKe OnrcbiBaeT MPUHLUM MOAYYEHMS Pe3yNbTUPYHOLLEro npasa

obbekTa:

MpaBo poauTenbcKoii rpynmnbi

I'Ipep,OCTa BJIeHO BCe

MpepoctaBaeHO ANd HEKOTOPbIX
06BbEKTOB

MpesocTaBNeHO A/ HEKOTOPbIX
0bbekToB

MpaBo paccmaTpuBaemoro
noTomka

MpepocTaBneHo ans
HeKOTOpPbIX 06BbEKTOB

MpepocraBneHo ana
HEKOTOPbIX 0b6beKkToB

I'lpep,OCTa B/J1I€HO BCe

MpaBa poauTens 1 NOTOMKa 3anpeLlatoline, U OLHO U3 HUX

3anpelaet Bce

3anpeLueHo 419 HEKOTOPbIX
ob6bekToB

3anpeLueHo Bce

3anpeLLeHo And HEKOTOPbIX
06bekToB

3anpeLueHo 419 HEKOTOPbIX
ob6bekToB

MpensocTaBNeHO A/1 HEKOTOPbIX
0bbekToB

I'Ipe,a,OCTa BJIeHO BCe

lMpepoctaBneHO ANd HEKOTOPbIX
06BbEKTOB

3anpeLeHo 415 HEKOTOPbIX
ob6bekToB

ﬂpep,OCTa B/J1IeHO BCe

MpepoctaBneHo BCe

npe,ﬂ,OCTaBﬂeHO ana
HEKOTOPbIX 06bekToB

3anpeLlleHo Bce
3anpeLyeHo Ans HeKOTOPbIX
ob6bekToB

3anpeLeHo 418 HEKOTOPbIX
06BbEKTOB

Pe3ynbTupyiollee npaso

anAOCTaBJ'IeHO Aana 06BbEKTOB NMOTOMKA

Cnnckn paspeLLeHHbIX 06beKTOB
0b6beanHATCS

I'lpep,OCTa B/J1€HO BCe

3anpeLLeHo Bce

Cnncku 3anpeLLeHHbIX 06beKkToB
0b6beanHAOTCS

ﬂpep,OCTa B/J1IeHO BCe

3anpelleHo ans 0H6BEKTOB poAnTeENs

3 3anpeLyeHHbIX 06beKkToB
BbIYMTALOTCA pa3peLleHHble 06beKTbl.
Ecnn nocne 3Toro cnncok 3anpeLleHHbIX
06BbEKTOB He MycT, TO pe3y/bTaT —
3anpelleHbl ocTaBLInecs o6bekTbl. B
NPOTUBHOM C/yyae pe3synbtaT —
pa3pelleHbl Bce 06beKTbl MOTOMKA

3anpeLlleHo Bce

3anpeueHo Ans 06beKkToB NoToMka

V3 pa3pelueHHbix 06bekToB
BbIUMTAIOTCA 3anpeLyeHHble 06beKTbl.
Ecnn nocne 3Toro cnncok paspeLu eHHbIX
06BEKTOB MyCT, TO pe3yabTaT —
3anpeLleHo Bce. B npoTnBHOM cayvae,
pe3ynbTaT — pa3peLleHbl OCTaBLLMecs
06bekTbI.

PyKkoBOACTBO aAMAHUCT paTopa
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FnaBa 6: AAMMHUCTPATOPbI aHTUBUPYCHOW CeTU

6.3. YnpaBneHue yuyeTHbIMU 3aNNCAMN aMUHUCTPATOPOB U
aAMWHUCTPaTUBHbIMU FpynnamMm

6.3.1. Co3paaHue u yganeHme agMMHUCTPATUBHbBIX 3annceur v rpynn

ili PernctpaumoHHoe 1Ma agMUHUCTPaTopa AONXKHO ObiTb YHUKAbHBIM.

MoakntoUeHVe afMUHUCTPATOPOB Yepe3 BHELLIHWE CUCTEMbI ayTeHTUOUKaLWN ByaeT
HeBO3MOXHO, ecan Ha CepBepe Dr.Web yxe cyliectByeT agMVHUCTPATOP C TakUM e
pervcTpaLoHHbIM UMEHEM.

D ob6aBneHne agMmmnHUcTpaTopoB

ili [lns BO3MOXHOCTN CO3ZaHuNs YUYeTHbIX 3an1celt aMVHUCTPATOPOB HeobxoaMMo obnajatb
npasomM Co3gaHue agMUHUCTPaATOPOB, FPyNn agMUHUCTPATOPOB.

YT106b1 406aBUTL HOBYIO YUETHYIO 3aNucb agMUHUCTpaTopa

1.

BbibepurTe NyHKT AAMUHUCTPUPOBaHMe B I1aBHOM MeHto LleHTpa ynpasneHus, B
OTKPbIBLLEMCS OKHe BblbepuTe NMyHKT yNpaBastoLero MeHto AAMUHUCTPaTOPBbI.

Ha naHenn MHCTPyMEeHTOB HaXXMUTe 3Ha4oK i Co3partb yueTHyto 3anucb. OTKPOeTCs OKHO
HaCTpOeK CO34aBaeMOW yUYeTHOW 3anucu.

B noapasaene Obuwme 3asaniTe cresyrollme napameTpsbi:

¢ B none PerncrpaumoHHoe ums 3azante perncTpaumoHHoe UMA agMUHUCTPaTOopa,
KOoTopoe byaeT ncnosb3oBaTbCca Ana foctyna k LleHTpy ynpaBaeHus. Pa3peliaetca
MCNONb30BaTh CTPOUHble OYKBbI (a-z), 3arnaBHble 6ykBbl (A-Z), undpsbl (0-9), cumBOAbI

7

¢ B nonsax Maponb 1 MoarBepauTe naponb 3asanTe Naposb Ana goctyna k Cepsepy
Dr.Web u, cootBeTcTBEHHO, K LleHTpy ynpaBaeHus.

I |_|pl/| 3ajaHnn napona aAMUHUCTPATOpPa HE A0MYyCKaeTCA NCMOJib30BaHNE HaLMOHabHbIX
CMMBOJIOB.

| Mons ans 3afiaHnAa Napoas akTUBHbI TOIbKO AN aAMUHUCTPATOPOB C BHYTPEHHeN
ayTeHTUdMKaLmen.

3HaueHus AaHHbIX I'IOIIEI\/’I, 3aJaHHbIX B LI,EHTpe ynpasaeHua ana agMUHUCTPATOPOB C
BHELLHEN ayTeHTMq)MKaLI,MEIZ, HEe MMEKOT 3Ha4YeHNA.

e B nonsx ®amunua, Uma 1 OTuecTBO MOXETE yKazaTb JIMUHbIE JaHHbIE
aAMVHMCTpaTopa.

PyKkoBOACTBO aAMAHUCT paTopa
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e Ykaxxnte Appec 3/1eKTPOHHOM nouTbl. Ecin 3Toro He caenathb, Bbl HE CMOXeTe COpOCUTb
napofb NPy HeEOHBXOAMMOCTMU.

e B Bbinagatoem cnucke A3bik MHTepgeiica BbibepuTte A3bik MHTEpdeinca LieHTpa
ynpaBaeHusa, KOTopbi ByaeT MCNoab30BaTbCA CO3A4aBaeMbIM aAMUHUCTPATOPOM (MO
YMOJIYaHWIO 3a/aH A3blk Beb6-6pay3sepa UAN aHTIMNCKANR).

obHoBAAIOTCA, BaM byaeT NpeANoXeHO BKIOUMNTb OOHOB/IEHVE 414 AaHHOTO A3blka. [na
3TOro nepenauTe MNo ccoiike B passen AAMUHUCTpUpoBaHue — O6waa KoHpuUrypaums
penosutopus — Cepsep Dr.Web — fl3biku LieHTpa ynpaBaeHusa 6e3onacHocTbio
Dr.Web, yctaHoBuTEe dnar ans Hy>kHOro Bam s3bika U Haxxmute CoxpaHuTtb. MNpu
6.1mKaneM 0H6HOBAEHUN PEMO3UTOPUS TEKCTbI MHTepdelica Anf BbIOpaHHOro s3bika 6yayT
06HOB/IEeHbI. Takke Bbl MOXeTe 3amycTUTb 06HOB/IEHWE BPYUHYLO B pa3gesne CoctoaHue
penosutopus.

@ Ecawv Bbl BbibepeTe A3biK, TEKCTbl MHTepdelica Ha KOTOPOM B AaHHbIA MOMEHT He

¢ B Bbinagatowem cnvcke dopmart gatbl Bbibepute dopmart, KOTopbi byaeTt
MCMOAb30BATHCA JaHHBIM aAMUHUCTPATOPOM NMpPU peaakTMPOBaHUM HAaCTPOEK,
cogepxkalumx aaTbl. JocTynHbl cnegyroime dopmartbl:

o eBPOMNEenCKUn: DD-MM-YYYY HH:MM:SS
o aMepUKaHCKMA: MM/DD/YYYY HH:MM:SS

¢ B nose OnncaHme moxete 3a4aTb NMPON3BOJIbHOE ONnnMcaHmne yHETHOVI 3anncn.

ilf 3HaueHus Nnoaen, OTMeUEeHHbIX 3HaKOM *, AOIKHbI 6bITb 06513aTeNIbHO 3adaHbl.

B nogpa3sgene Mpynnbl 3ajaetca poanTenbckaa agMUHNUCTPaTMBHAaA rpynna. B cnvcke
NpuWBeZeHbl TPyNMbl, JOCTYMHbIE AN Ha3HaYeHUsA agMUHUCTPaTopa. HanpoTtue rpynnbl,
ANA KoTopon ByseT Ha3HayeH co3jaBaeMbll agMUHUCTPATOP, ycTaHoBAeH daar. o
YMOJIYaHMIO cO3aBaeMble aiMUHUCTPATOPbl Pa3MeLLAtOTCA B POAUTENbCKOW rpynne
TeKyLlero agMmHucTpaTopa. Ytobbl M3MeHNTb Ha3HaYeHHYHo rpynny, yctaHosute daar
HanpPOTUB HY>XHOW rpynnbl.

Ka>|<p,b||7| AAMUWHNCTPATOP MOXKET BXOAUTb TOZIbKO B OAHY rpynmny.

OT poanTenbCKOW rpynmnbl ajMUHUCTPATOP HacneayeT npasa (cm. n. [1paBa
aAMUHNCTPATOPOB).

Mocne 3agaHnA BCex HEOBXOAMMBbIX MapamMeTpoB HaxmuTe KHornky CoxpaHuUTb 414
CO3/laHMNA YUYETHOW 3anncu agMUHUCTpaTopa.

@ Y1obbl y f0HaBNEHHOTO agMUHKUCTPaTOpa bblna onepaTtMBHas MHPOPMaLWA O COObITUAX B

: aHTVBMPYCHOW CeTW, peKOMEeHAYeTCs Cpasy e Nnoc/ie Co3AaHua yYeTHOW 3amnmcu BbINOAHUTL
HaCTPOVIKy OMOBELLEHWV, CneAya ykasaHuAM pasgena KoHdurypauva onoselleHnid. s
BO3MOXHOCTV CO3JaHnA CTaTUCTUYECKVX OTYETOB MO PacmmMcCaHnio HEOH6XOANMMO BKIHOUYMTL
onoselyeHve CTaTUCTUUECKUIA OTYET.

PyKkoBOACTBO aAMAHUCT paTopa
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Nob6aBneHve agMUHUCTPATUBHbIX rpynmn

[ns BO3MOXHOCTV CO3/aHns aAMUHUCTPATMBHBIX rpynn Heo6xoAMMOo o6aasaTb NpaBoM
Co3paHue ajMUHUCTPaATOPOB, rpynn agMUHUCTPATOPOB.

YT106bI AOGaBVITb HOBYHO YUYE€THYIO 3anucb aAMI/IHVICTpaTVIBHOFI rpynnbi

1. BbibepunTe NyHKT AAMUHUCTPUpPOBaHUe B I1aBHOM MeHto LleHTpa ynpasieHus, B
OTKPbIBLUEMCS OKHe BbIbepuTe NMyHKT yrpaBastoLLero MeHto AAMUHUCTPaTOPBbI.

2. Ha naHenn HCTPYMEHTOB HaXXMuTe 3Hauok T Co3patb rpynny. OTKpoeTca OKHO HacTpoek
CO3ZaBaeMOW rpynnbl.

3. B nogpazgene O6bwme 3a4aliTe ciesyrolme napaMmeTpsbil:

e B none Npynna 3agavite Ha3BaHWe agMHNCTPATUBHOM rpynnbl. Paspeluaercs
MCNONb30BaTh CTPOUHble OYKBbI (a-z), 3arnaBHble 6ykBbl (A-Z), undpsbl (0-9), cumBoOAbI

7

¢ B nose OnncaHme moxeTte 3a4aTb MNPOU3BONbHOE OMMCaHMe rpynnel.

4. B noapa3sgene Mpynnbl 3ajaeTca poamTensckas agMUHUCTpaTMBHasA rpynna. B cnuncke
npviBeAeHbl rpynnbl, AOCTYMHbIE AN Ha3HAYEHWA B KaYeCTBE POAUTENIbCKOW rpynmnbl.
HanpoTtus rpynnel, B KOTOpyto 6yAeT BXOAWTbL cO3aBaemasn rpynna, yctaHosaeH énar. No
YMOJIUaHWIO CO3ZjaBaeMble rpynmbl pa3MeLLatoTcs B POAUTENIbCKON rpynne TekyLlero
agMuHUCTpaTopa. YTo6bl U3MEHUTb Ha3HaUYEHHYO rpynny, ycTaHoBUTe Gaar HanpoTuB
HY>XKHOW rpynnbl.

Mo>xeT 6bITb Ha3Ha4YeHa TO/IbKO OJ4Ha poguTenbCkKaa rpyrna.

OT poanTeNnbCKOW rpynmnbl afjMUHUCTPaATUBHAA rpynna HacaeayeT npa.a (cm. n. [1paBa
aAMUHUCTPATOPOB).

5. Mocne 3agaHna Bcex HEOHXOAMMbIX NapaMeTPOB HaxXMmuTe KHOMKy CoxpaHUTb AnA
CO3JaHNA afMUHUCTPATVBHOM TPyNbl.

YpaneHne agMUHNCTPATOPOB U aAMUHUCTPATUBHbBIX FPynn

| [nsi BO3MOXHOCTV yAaNeHVs YUETHbIX 3amnmcelt agMUHUCTPATOPOB 1 aAMUHUCTPATUBHBIX
rpynn Heo6xoaumo obnajatb NpaBamu YaaneHue yueTHbIX 3anuceil agMUHUCTPATOPOB U
PepakTupoBaHue CBOWCTB U KOH$UrypaLumuy rpynmn agMUHUCTPATOPOB COOTBETCTBEHHO.

UTo6bI yAanUTb yueTHYIO 3anucb agMUHUCTPaTOpa WU rpynnbl

1. BbibepuTe NyHKT ABMMUHUCTPUPOBaHME B [1aBHOM MeHIo LleHTpa ynpaBieHus, B
OTKPbIBLUEMCS OKHe BblbepuTe NYHKT ynpaBastoLLero MeHio AAMUHUCTPaTOPbI.

2. B nepapxmueckom cnvcke ajMMHUCTPATOPOB BblbGepUTE YUETHYH 3anncb aAMUHNCTPATOPa
MAN aAMUHUCTPATUBHYHO FPYMny, KOTOPYHO Bbl XOTUTE YANNTb.

PyKkoBOACTBO aAMAHUCT paTopa
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3. Ha naHenn MHCTPYMEHTOB Ha>XKMUTE 3HAYOK x Yp,anm'b Bbl6paHHble 06BbeKTbl.

6.3.2. BocctaHOB/1IeHUE Naponsa agMUHUCTpaTopa

BoccTaHOBUTL 3a6bIThIVi Mapo/ib YYETHOWN 3aNNCU aMUHUCTPATOPa MOXHO CAeayroLLMMN
cnocobamu:
1. CobpocnTb Naposb Npu Bxoae B LieHTp ynpaBaeHuns 6e3onacHocTtsto Dr\Web.

2. 3ajaTb HOBbIV MapoJb B KOMaHAHOMW cTpoke npwu 3anycke Cepsepa Dr.Web.

UTo6bI cbpocuTb Naposnb npu Bxoge B LleHTp ynpaBneHusa 6esonacHoctbio Dr.Web
1. OTkponTe cTpaHuLy aBTopu3aunn (http://<Adpec_Cepsepa_Dr.Web>:9080 nau
https://<Adpec_Cepsepa Dr.Web>:9081).

2. Haxxmnte C6pocutb Naposib.

3.B OTKPbIBLLEMCA OKHE 3anONHNTE NOAA Pemcrpau,MOHHoe nva n A,qpec 31'IeKTpOHHOi7I
nouThbl, BNcaBe Tyja AaHHbIE yHETHOVI 3anncn agMMHNCTPaTopPa, yeu napo/sib Bbl XOTUTE
BOCCTaHOBUTb.

| BBOAMMBIN agpec 3NeKTPOHHOWN MOUTbI JOJIXKEH COBMaAaTh C aZpPecoM, yKa3aHHbIM B
‘ HaCTPOMKaX YUYETHON 3anNucu agMUHUCTPaTopa.

4. HaxxmuTte OTNpaBuUTb CCbIKY. Ha yKka3zaHHbIV agpec 31eKTPOHHOM nouThbl byaeT
OTNpPaBAEeHO MNUCbMO CO CCbIIKOW Ana cbpoca napons.

MuceMo ByaeT oTnpaBaeHO NPK YCIOBUM NpeaBaputeibHOM HacTpoiiku SMTP-cepBepa (cMm.
pa3gen dneKTpoHHad noyta).

5. MepenanTe No yKkazaHHOW CCblJIKe 1 3aZaNTe HOBbIA MapoJib Ha OTKPbIBLLUENCA CTPaHuLE.
Ecnv Bbl HE NONYYMAM MUCbMO, MOBTOPUTE MOMbITKY.

Y106b1 CMeHUTb Nnaponab npu 3anycke Cepeepa Dr.Web uepe3 komaHgHy10 cTpOKy:

3anyctute CepBep Dr.Web 13 komaHAHOWM CTPOKM, ykazaB HEOOXOANMBIN A1 CMEHbI Mapons
napameTp, perncTpaLoHHOe UMS agMUHUCTPaTOPa 1 HOBbIA Napob:

drwcsd modexecdb set-admin-password <peaucmpayuoHHOe UMs> <HO8bIl_naposs >

6.3.3. PepaktupoBaHue agMMHUCTPATUBHDbIX 3anucein u rpynn

| [N BO3MOXHOCTW pefakTUpOBaHUs YUYETHbIX 3anucer aAMUHUCTPATOPOB U

A aAMVHUCTPATMBHBIX rpynn HeobxoAMMo obnajaTh NpaBaMu PeflakTupoBaHue yueTHbIX
3anuceil agMUHUCTpaTopoB 1 PeflakTupoBaHue cBOWCTB U KOHUrypauum rpynn
afiMVHUCTPATOPOB COOTBETCTBEHHO.

PyKkoBOACTBO aAMAHUCT paTopa
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,ﬂ,.ﬂﬂ BO3MOXHOCTU pefakTtMpoBaHUA COBCTBEHHOM y‘-IeTHOl‘/’I 3anncum HeO6XOAI/IMO O6J'Ia,£l,aTb
npasom PEAaKTVIPOBaHVIe CO6CTBEHHbIX HacTpoek.

3HaueHus noneﬁ, OTMEUYEHHbIX 3HaKOM *, AOIKHbI 6bITb 0653aTENBHO 3adaHbl.

UT06b1 OTpeAaKTUPOBaTh YUETHYIO 3aNUCb agMUHUCTpaTopa

1.

B cnuncke agMMHMUCTPaTOpPOB BbiGepUTE YUETHYHO 3anmnch, KOTOPYHO Bbl XOTUTE
oTpesakTnpoBaTtb. OTKpOeTCs passen peaakTtMpoBaHUs CBOMCTB.

B nogpaszene O6wme Bbl MOXKeTe OTPeAaKTMPOBaTh NapamMeTpbl, KOTOpble Oblv 3a4aHbl
NpW CO3aHKK, MPU 3TOM:

a) YTo6bl M3MEHWUTb Napo/b A1A AOCTYNa K YY4ETHOM 3anuncv agMUHKUCTpaTopa, Bbibepute
Ha MaHenn MHCTPYMEeHTOB 3Hauok 2 MamennTb naposnb.

AAMI/IHVICTpaTOp C COOTBETCTBYHOLLMMU NMpaBaMn MOXKET peAaKTMpOBaTbh NMapo/in BCEX APYTUX
° aAMNHUCTPATOPOB.

|_|pl/l 3aZlaHUM perncTpaumoHHOIo MMeHN aAMUHNCTPaTOpPa He A0oMNyCKaeTCca UCMOoJib30BaHMe
HaUMOHaNbHbIX CMMBOJ1OB.

b) Cneaytowme napameTpbl aAMUHUCTPATOPA AOCTYMHbI TONbKO AR YTEHUS:
e [laTbl CO34aHMNsA yYETHOM 3aMNCU Y NOCTELHErO N3MEHEHUS ee MapaMeTpoB,

e CoctosiHMe — OTOOpa>kaeT ceTeBOM agpec NOCAeAHErO NOAKIKOYEHNA NOJ AAaHHOM
YyYeTHOW 3anucolo.

B noapasgene Mpynnbl Bbl MOXETE U3MEHUTb aAMUHNCTPATUBHYO rpynny. B cnuncke
npuBeAeHbl rPynnbl, JOCTYNHbIE ANA Ha3HaYeHUs agMUHUCTpPaTopa. HanpoTuB TekyLewn
POAVTENBCKOW FPpynnbl agMUHUCTPaTOpa ycTaHoBAeH dnar. YTo6bl U3MEHUTb
Ha3HaYeHHYo rpynny, yctaHoBuTe Gaar HaNPOTUB HYXXHOW rpynmbl.

PoauTtenbckas rpynna ans agMyHUCTpaTopa o6s3aTesibHO A0AXKHa ObiTb Ha3HaueHa.
Kaxxablh aAMUHNCTPATOP MOXKET BXOANTb TONBbKO B OA4HY rpynny. OT 3agaHHOM
POAMTENIbCKOW FPYnMbl HACAeAyoTCA npasa.

CM. Takoke nogpasgen PefakivpoBaHue YneHCTBa.

B noapa3gene MpaBa Bbl MOXeTe OTpeAakTMpoBaTbh CNNCOK Pa3peLleHHbIX AeNCTBUIA A5
BbI6pPaHHOro agMuHMCTpaTopa.

Mpoueaypa pesakTMpoBaHWs NpaB NpuBeAeHa B Noapasjene PejakinposaHue npas.

5. [na npuMeHeHMa BHECEHHbIX U3MEHEHNIN HaXmuTe KHOMKy CoXxpaHUTb.

UT06bI OTPEeAaKTMpPOBaTh afAMUHUCTPATUBHYIO rpynny

1.

B cnuncke agMuHUCTpaTOpOB BbiGepuTe rpynny, KOTOPYH Bbl XOTUTE OTPEAAKTUPOBATb.
OTKpoeTcs pa3Aen pesakTMpoBaHWsA CBOUCTB.

PyKkoBOACTBO aAMAHUCT paTopa
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B nogpassene O6wme Bbl MOXeTe OTPeaKTMPOBaTh NapamMeTpbl, KOTOpble Oblv 3a4aHbl
npw co3jaHuu.

B noapa3sgene Mpynnbl Bbl MOXETE U3MEHUTb POAUTENBCKYHO rpynny. B cnvcke npuBeseHsl
rpynnbl, AOCTYMHbIE ANA Ha3HAaYeHMA B KauecTBe poAUTENbCKOM rpynmnbl. HanpoTue
TeKyLlen poANTENbCKOW rpynnbl YCTaHOBEH daar. YToObl U3MEHUTb Ha3HAUYEHHYHO rpynny,
ycTaHOBUTe Gaar HaNPOTUB HYXXHOW rPynMbl.

PoanTtenbckas rpynna Ans agMUHUCTPATMBHOM rpynnbl 06sa3atenbHO AOMXKHA ObiTh
Ha3HayeHa. OT 3ajaHHOW POANTENIbCKOW FPYMMbl HacaeAytoTCA Npasa.

CM. Takke nogpasaen PejakivpoBaHue YneHcTBa.

B noapazgene MpaBa Bbl MOXeTe OTpeAakTMpoBaTbh CNNCOK Pa3peLleHHbIX AeNCTBUI ANs
BbIOpaHHOW aAMMWHUCTPATUBHOW Fpynmbl.

Mpoueaypa pesakTMpoBaHWs NpaB NpuBeAeHa B noapasjene PejakinpoBaHue npas.

[ns npMeHeHWs BHECEHHbIX U3MEHEHWUI HaxXMUTe KHOMKY COXpaHUTb.

HasHauutb poauTenbCKylo rpynny Anaa agMUHUCTPaATOPOB U aMNHUCTPaTUBHbIX rpynmn Bbl
MoOXKeTe OAHUM U3 cneayrolunx cnoco6oB:

e /I3MeHUTb HaCTPOMKM agMUHUCTPATOPa UM TPYMMbl Kak OMMUCAHO BblLLE.

e [lepeTawnTb agMUHNCTPATOPA UAN aAMUHUCTPATUBHYIO FPyMny B MepapXmyeckoM Crmncke

UTo6bI pacnpocTpaH1Tb NpaBa aAMUHUCTPaTOpPa WAM rPyNnbl Ha APYroro agMuHMUcTpaTopa

Ha rpynmny, KOTOPY XOTUTE Ha3HaUYNTb POANTENbCKOW.

wnu rpynny

1.

B cnuncke agMunHucTpaTtopoB Bbibepute oAMH 06BEKT, NpaBa KOTOPOro Bbl XOTUTE
PacnNpoOCTPaHUTb. ITO MOXET H6bITb Kak aAMUHNCTPATOP, Tak U rpynna agMUHUCTPATOPOB.

E_n
Ha naHenu MHCTPYMEHTOB HaxmMmuTe KHOMKY «Z PacnpocTpaHuTbL NpaBa agMUHUCTPaTOpa.

B OTKpbIBLLEMCA OKHE Bbl6epVITe 06BbEKTHI, KOTOPbIM Bbl XOTUTE HAa3HA4YNTb MpaBa.
O6paTVITe BHUMaHME Ha ciejgyrouine 0COBEHHOCTK:

e MoxkeT bbITb Bbl6paH O4ANH NN HECKOJIbKO 06BEKTOB AN1A Ha3Ha4YeHUA npas. 10 MOTyT
ObITb KakK AaAMUHNCTPATOPbI, TaK U rpynnbl agMUHNCTPATOPOB.

e [paBa coxpaHAtoTCA AN BblOpaHHbIX 0OBEKTOB Kak NepcoHanbHble. HacnegoBaHue ¢
POAMTENbCKOWN FPYyNMNoOn pa3pbiBaeTCcs.

e Ha3HaueHune npaB obbekTam, Co34aHHbIM Mo ymonudaHuto (rpynnel Administrators,
Newbies, agmunHuctpatop admin), He fonyckaeTcs.

e PacnpoctpaHnTb MpaBa MOXHO TO/IbKO Ha O6beKTbI, pa3peLleHHble B MpaBax
PepakTupoBaHue yueTHbIX 3anMcer agMUHUCTPaToOpoB 1 PepakTMpoBaHue CBOWCTB U
KOHpUrypaLmm rpynn agMmuHUCTPaTopoB.

e Ecam pacnpocTpaHeHMe nNoBaeYvYeT Ha3Ha4vYeHe npas, KOTOPbIE MNPEBbLIWAKOT
CcObCTBEHHbIE npaBa aAMUHWCTPATOPA, BbINOAHARKOLWEro onepaunto, BO3BpaLlaeTca
owmnbka o HEAOCTAaTOYHOCTM MpPaB ANA BbINOJIHEHUA Oonepaunin.

4. HaxmuTte kHonky PacnpocTpaHuTb.

PyKkoBOACTBO aAMAHUCT paTopa
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,ﬂ,flﬂ KOMMNEKCHOTO ynpaBaeHna CtTaHUMnAMN 1N nx HaCTpOVIKaMM npeasoctaBnArOTCA
cnegyrowime NHCTPYMEHTbI:

e [pynnbl.

CTaHLI,I/If-I MOXeT BXOANTb B HEOTPaHNYEHHOE KOJIMYECTBO rpynnm. Obs3aTenbHoO B
npeayCctaHOBJEHHbIE Tpynnbl HA OCHOBE CBOEro COCTOAHUA N OMUMOHaNbHO B
nonb30BaTENbCKMUE TPynnbl. OAHaKO TOJIbKO O4Ha N3 rpynn ABAAeTCA I'IepBI/Il-IHOI‘/JI.

e [MoAUTUKMN.

Ana ctaHuMm MoxeT 6bITb Ha3HaYeHa TOIbKO OAHAa NOANTUKA WU HE Ha3HAaYeHO HN OAHOWN
NONNTUKMN.

e [1poduan.

I'Ipoq)vmm MCNOJIb3YHOTCA ANA 3a4aHNA HAaCTPOEK KOMIMOHEHTa KOHTpOﬂb I'IQI/IIIO)KGHI/IIZ.
I'Ipocpvmvl MOTyT ObITb Ha3HaUeHbl KakK CTaHUMAM 1 rpynnam CTaHLIMI‘/JI, TakK N OTAENIbHbIM
noJsib3oBaTenam.

YTo6bI KOHTPOANPOBATb 3amnycK I'IpVIJ'IO)KGHI/IVI Ha CTaHUuAX, HeO6XOAVIMO, yTOObI and
CTaHUWMW Nan nonb3oBaTeNd CTaHUNN Obl1 Ha3HaYeH XOTs Obl OAVH AKTUBHbI I'IpO(I)I/I]'Ib.

Tunbl HacTpoek CTaHL NI

e YHacnepoBaHHble HACTPOMKN.

I'Ipvl CO34aHNKN CTaHUWNIN HaCTpOVIKM BCerga Hacneayrotca ot NOJNTUKU NN OT HGpBVI‘-IHOI7I

rpynnbl. Mogpo6bHas nHPopmMaLmsa NprBeAeHa B pa3gene HacnegoeaHve koHourypaumnm
paboyen CTaHLMW.

° I'Iepcouaanble |-|ac1'poi7||(u.

B npouecce paboTbl cTaHUMKN HacnesoBaHe MOXET ObiTb Pa30PBaHO, M YCTaHOB/EHbI
nepcoHabHble HAaCTPOMKM.

[ns 3azaHnA NePCoHabHbIX HACTPOEK AN CTaHLMMW OTPesakTUPYNTe COOTBETCTBYHOLLMIA
pa3jen HacTpoek.

Ecam ans ctaHumm 3asaHbl NePCOHaNbHbIe HACTPOMKM, TO HACTPOMKM Ha3HAYEeHHOM
MNONIMTUKM UAN NEPBUYHON rpynnbl U Nt0Oble UX U3MEHEHUS He ByayT BAMATb Ha HAaCTPOMKM
CTaHUMW.

Bbl MOXeTe BOCCTaHOBUTb HacieagoBaHMe OT NOJINTUKUN NN ﬂepBMHHOVI rpynneoi. ,U,I'IFI 3TOro

Ha>XMuUTe KHOMKY e, Ypanutb nepcoHaNbHble HACTPOUKU Ha NAHENN NHCTPYMEHTOB
LleHTpa ynpaBaeHus B pa3jene COOTBETCTBYHOLLMX HAaCTPOEK WK B pa3jene CBONCTB
CTaHuMn.

| B kaXaoM paszene HacTpoek 31eMeHTOB KOHdUrypaLmm paboyeit cTaHLmMM oTobpaaeTcs
MHOOpPMaLWsA O TOM, UYTO HACTPOMKN AaHHOTO pasjena 3ajaHbl NepcoHaibHO Uan

PyKkoBOACTBO aAMAHUCT paTopa
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yHacneaoBaHbl OT COOTBETCTBYHOLLLETO obbekTa.

Yactb pa3aenos C HaCTpOVIKaMVI MOXET BbITb 3ajaHa NepCcoHasbHO, a YaCTb —
HacnegoBaTtbCA OT NOJIUTUKN AN OT I'IepBI/I‘-IHOVI rpynnbl, eCav NOANTKa He 3ajaHa.

Bbl MOXeTe yCTaHOBUTb pa3Hble KOHOUTYpaLUnM ANs pa3HbIX [PYON U CTaHLUNN, NU3MEHUB
COOTBETCTBYHOLLME HACTPOMKM.

7.1. HachepoBaHue KOHpUrypauum pabouen ctaHLUN

Mpwn co3gaHnm CTaHLMM UAKN TPYMMbl UX HACTPOWKM BCErAa HacaeAyoTCs:

e HoBas rpynna HacneayeT HacTPOMKM OT CBOEN pOoANTENbCKOM Fpynmbl, B KOTOPYHO OHa
HEenoCpeACTBEHHO BXOAMT. ECan HET poanTenbCkon rpynnbl (Co3gaBaemas rpynna sBaseTcs
KOPHEBOW B MepapXmyeckoM AepeBe), HAaCTPOMKM HacneayroTcs ot rpynnbl Everyone.

e HoBas CTaHUMA HacnesyeT HaCTPOWKN OT MOAUTUKK, KOTopas Bblna HazHayeHa Npwu
co3zaHun ctaHumun. Ecam nonntrka He 6blna Ha3HauYeHa, HaCTPOMKKN CTaHL MM HacaeayroTCs
OT OAHOW M3 rpynMn, B KOTOPY OHa BXOAMT. Takas rpynna Ha3biBaeTca nepguyHoU.

B npouecce ganbHenwen paboTbl HacieA0OBaHNe MOXeET ObiTb Pa30pPBaHO, N YCTaHOBAEHDI
NepcoHaNbHble HAaCTPOMKM CTaHLUN.

Ans komnoHeHTa KOHTPOAb MPUAOXKEHWI NMPUHLNUN HAaCNeA0BaHNA HAaCTPOEK OTIMYaeTCs OT

cTaHgapTHoro. NogpobHee cMm. HacnepoBaHve HacTpoek Ang KOMNoHeHTa KOHTPoib
NPUNOXKEHUN.

MpuoputeT NpMMeHeHUs HacTpoeK ANA CTaHLUIA:

1. Ecam y cTaHUMM 3aaHbl NepCOHaAbHble HAaCTPOWMKM, TO MCMONb3YHOTCA MepCcoHaNbHble
HacTpouku. [pn 3TOM Ana CTaHLUMKU MOXeT HbiTb HazHaueHa noantuka. Mpwu 3agaHunn
NepCcoHaNbHbIX HAaCTPOeK onpeaeneHHOro pasjesa HaciefoBaHVe HacTpoekK 3Toro
pa3gena pa3pbiBaeTca.

2. Ecam nepcoHanbHble HAaCTPOMKM OTCYTCTBYHOT, TO MCMONb3YHOTCS HACTPOMKM Ha3HaUeHHOW
MNONIUTUKM.

3. Ecam HeT nepcoHanbHbIX HAaCTPOEK 1 HET Ha3HAaUYeHHOW NMOANTUKM, TO CTaHLMUSA UCMOb3yeT
HaCTPOWKN CBOEW MepPBUYHOM Fpynnbl.

3apaHbl NepcoHabHble HasHaueHa Mcnonb3yemble HaCTpoONKu
HacTpoiku nosnTuKa
+ + MepcoHanbHble HaCTPOVKK
+ - MepcoHanbHble HaCTPOVKK
- + Hactpowikv noauntuku

PyKkoBOACTBO aAMAHUCT paTopa
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3apaHbl NepcoHasibHbie HasHaueHa Mcnonb3yemble HaCTpPOMKM
HacTpoKu nosnTuKa

- Hactpolikv nepBuyHOM rpynmbi

l CTaHUmM MOXeT BbITb He Ha3HayeHa HY OAHa MOJUTVKA, HO Y CTaHLMW BCerja ecrb
nepBuYHas rpynna.

HacnepaoBaHue HacTpoek CTaHUUM OT NOJINTUK

Ecnv ans ctaHUMM Ha3HauveHa NoNTUKA, yCTaHABIMBAETCA HacleA0BaHNe HaCTPOEK CTaHLUN
OT HaCTPOEeK MONUTUKM.

Mpu N3MEeHEHMAX B HACTPOMKaxX NOJNTUKN 3TV N3MEHEHUS HaCleyroTCa CTaHUUAMM, ANs
KOTOPbIX 3Ta MNOANTMKA HAa3HaAUeHa, 33 UCK/IHOYEHNEM ClyYaeB, Korda CTaHLMAM Obinv 3a4aHbl
nepcoHasibHble HaCTPOWKM. MpuK CO34aHNM CTaHLMKN Bbl MOXETE yKa3aTb, Kakas U3 NOJUTUK
byseT Ha3HauyeHa cTaHumMK. [onnTka MOXeET bbITb 3aMeHeHa B 1t0H6oe BpeMs B npouecce
paboTbl. Eciv HY oZHa noanTuka He ByaeT HazHayeHa, HacTporiku ByayT HacneLoBaTbCs OT
NepBUYHOW rpynmbl.

Y NoAvTUK HET nepapxmyeckor CTPYKTypbl HacnesoBaHUA. MNpu co34aHNM NOAUTUKN ee
HaCTPOMKM KOMUPYHOTCA B Ka4eCTBe MepCOHaNbHbIX HAaCTPOekK 13 3asaHHOro obbekTa (no
ymonudaHuto 310 nosntnka Default policy). Tonbko ogHa 13 BepCcMid MOANTUKM ABASETCS
TeKyLLEN, N ee HaCTPOWKM ABAAKOTCA HAaCTPOMKaMM cCaMOM NOANTUKN. TONbKO TekyLllas Bepcma
MOXeT ObITb Ha3HaYeHa CTaHLUMAM.

Hanpumep:
CTpyKTypa nepapxmyeckoro crnvcka npeacraBaset cobow cnegyrollee Aepeso:

AHTHBUpYCHaA ceThb

Everyone
Policy1

—Versioni

—VersionZ

|— Station

— Version3

[na ctaHumMn Stationl Ha3HayeHa noanTnka Policyl. Bepcma noantnkm Version?2
ABNAETCA TeKyLen AN NOANTUKM Policyl. HacTponkm Bepcmn Version2 coBnagatoT €
HaCTpoOMKamMu MNOAUTUKN Policyl, KOTOPblE ABASKOTCA MEPCOHANbHbIMM.

PyKkoBOACTBO aAMAHUCT paTopa
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HacnepoBaHue HacTpoek cTaHUUW OT rpynn

Ecan ANnAa CTaHUMW HEe Ha3Ha4eHa NoAnThKa, yCTaHaB/IMBaAETCA Hacnea0oBaHUE HAaCTpPOeEK
CTaHUMM OT HaCTpoOeK ee HepBMHHOVI rpynnbl.

Mpy N3MEHEHUSAX B HACTPOMKax NePBUYHOM rpynnbl 3TV U3MEHEHUS HaCaeayroTCs
BXOAALLMMMW B rPYMny CTaHLMAMM, 38 UCKIHOYEHMEM C/IyYaEB, KOrda CTaHUMAM 6blan 3a4aHbl
NnepcoHanbHble HAaCTPOWMKKM. MNpK CO34aHNM CTAHLMK Bbl MOXETE yKa3aTb, Kakas U3 rpynn
ByseT cunmTaTbCs NePBUYHON. 1o yMonuaHuIo nepBuyHas rpynna — Everyone. MNepBuryHas
rpynna MoxeT ObbiTb 3ameHeHa B Ntoboe Bpemsa B npoLiecce paboTol.

Ecan nepeunyuHas rpynna He Everyone, 1y yka3zaHHON NepBUYHON Fpynmbl, KOTOpas ABAAETCA
: KOPHEBOW B MepapXnyeckom AepeBe aHTVBUPYCHOM CETY, HeT NepCcoHasIbHbIX HACTPOEK, TO
HacneayroTca HacTpovikv rpynnel Everyone.

Bo3mokHO CO34aHne BJAOXKEHHbIX TPYMm.

B ycnoBmsax BAOXKEHHbIX FPYyMn, eCAn AN CTaHLUMW He 3aaHbl MePCOHaNbHbIe HAaCTPOMKM,
HacneZoBaHWE 3NEMEHTOB KOHOUIYpaLIMM OCYLLECTBASETCA B COOTBETCTBMMU CO CTPYKTYPOWA
BJIOXEHHbIX rpynmn. Monck ocyLlecTBaseTcsa BBEPX MO MepapxmyeckoMy AepeBy, HaunHas ¢
NMepPBUYHOW FPynMbl CTaHLUN, €€ POANTENLCKOM TPYNMbl U fanee 40 KOPHEBOTO 3/1EMEHTa
Aepesa. Ecav npu 3ToM He 6b1In 06HapY>XKeHbl NepPCoOHabHble HACTPOWKM, TO HAaCNeAyHTCA
3NeMeHTbl KoHbUrypauum rpynnel Everyone.

Hanpumep:

CTpyKTypa nepapxmyeckoro crnvcka npeacraBaset cobow cnegyrollee Aepeso:

AHTHUBUpYCHaA CeTh

Everyone
Group
Group2
LGI’DU p3
Groupd
Station

I'pynna Group4 aBndaeTca FlepBVIl-IHOI7I AN1A CTaHUMKM Stationl. |_|pl/l 3TOM MNMpwn HacneaoBaHNN
HaCTpoeK CTaHuMen Stationl H6yAeT OCyLLeCTBAATLCA MONCK HACTPOEK B CNeAyHOLLEM
nopsagke: Stationl - Group4 — Group3 - Group2 - Groupl — Everyone.

| Mo ymMonuaHWIO CTPYKTypa CeTV MpeAcTaB/ieHa TakvM 06pa3oM, YTo6 b
: NPOAEMOHCTPUPOBATL BXOXAEHWUS CTaHLMIA BO BCE TPYMMbl, YIEHOM KOTOPbIX OHa sB/SETCS.

PyKkoBOACTBO aAMAHUCT paTopa
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Ecam Bbl xOTUTE OTO6pa)KaTb B KaTasore cet YneHCTBO CTaHLI,VIVI TO/ZIbKO B MNepBNYHbIX

H = | ~
rpynnax, Ha naHean MHCTPYMEHTOB LI,eHTpa ynpaBaeHua B MyHKTEe :..o Hac-rpovu(w BUaa
AepeBa CH/MUTE cpnar YneHcTBO BO BCex rpynnax.

Hacnep,OBaHMe HAacCTpoeK Asid KOMIMNOHEeHTa KOHTpOI’Ib I'IpMI'IO)KEHVIVI

Hactporikv npoduneir KOHTpoas NPUAOXKEHUI MOTYT ObITb Ha3HAUYEHbl He TONbKO Ha CTaHL MK
W TPYNMbl CTaHLUMKW, HO TakKXKe Ha OTAeNbHbIX MONb30BaTeNEN U TPYNTbl NOAb30BaTeNEN.

MpuyopuTeT NnpUMeHeHUs HacTpoek:

1. I'IpM Hann4ymm nonb3oBaTENbCKNX HACTPOEK OHU o6nap,ar0T HauBbICLUNM MPUOPUTETOM.

2. Mpwu OTCyTCTBUM NONB30OBATENLCKMX HACTPOEK MPUOPUTET OTAAETCA HAaCTPOMKaM rpynnbl
noJib3oBaTenen.

3. Ecn He 3a/aHbl HaCTpOVIKM AanAa nosib3oBaTenen u rpynnbl I'IOJ'Ib3OB&T€J'I€I?1, HacieaoBaHue

OCyLLEeCTBAAETCA NO NPUOPUTETY MPUMEHEHUA HACTPOEK ANA CTaHI=I,MI7’I.

7.2. Tpynnbl

MexaHun3m rpynn npegHasHadeH 44 obnerueHus ynpaBneHuna pa60t-||/||v||/| CTaHUMAMMN
aHTMBMpyCHOVI cetun.

osbeAMHeHMe CTaHLI,VIﬁ B rpynnbl MOXKeT UCNOoJIb30BaTbCA B C/IeAYyHOUWLUX LeNax:

e BbinonHeHus rpynnoBbIX onepau,|/||71 HaJ BCEMU CTaHUUAMMU, BXOAALWLMMWU B AaHHbIE TPYMMbl.

Kak ana oTaenbHOW rpynnbl, Tak v 418 HECKObKMX BbIOPaHHbIX FPymnmn Bbl MOXeTe
3anyckaTb, MpOCMaTpmUBaTh M NpekpaLlate 3aaHnA Ha CKaHWpPOBaHWe CTaHLMW, BXOAALLMX B
AaHHYyo rpynny. TOYHO Tak Xe Bbl MOXeTe MPOCMaTpmMBaTh CTaTUCTUKY (B T.4. UHbeKL MY,
BMPYCbI, 3aMycK/3aBepLueHne, OWnOKN CKaHMPOBAHWA U YCTAHOBKN U T. M.) U CYMMapHYHO
CTaTUCTMKY ANA BCeX PabOUMX CTaHLUMIA rpynnbl UAN HECKObKUX Tpynm.

e 3asaHnNA efNHBIX HAaCTPOEK ANA CTaHLMIA Yepes rpynmny, B KOTOPYH OHWM BXOAAT (CM. . [1aBa

7: KomnnekcHoe ynpaBaeHve paboynmMmu CTaHUNAMM).

e OpraHun3auum (CTPyKTyprpOBaHUNS) CNMCKa paboumnx CTaHL M.

Takke BO3MOXHO CO34aHne BNOXKEHHbIX rpynn.

PyKkoBOACTBO aAMAHUCT paTopa
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7.2.1. CncrtemHble 1 Nosib30BaTe/IbCKMe rpynnbl

CucremHble rpynnbl

N3HauanbHO Dr.Web Enterprise Security Suite cogep>xuT Habop NpesyCcTaHOBAEHHbIX
CUCTEMHBIX FPYMM. TU rpynnbl CO34ak0TCs B MOMEHT UHcTaansumnm Cepsepa Dr.Web n He
MoryT 6bITb yaaneHbl. OfHaKO agMUHUCTPATOP, MPU HEOBXOAMMOCTU, MOXET CKPbITb UX
oTobpaxkeHue.

Kaxgas cuctemHas rpynna (kpome rpynnbl Everyone) cogepxut Habop noarpynn,
06BbEAVMHEHHbIX MO OnpeAeseHHOMY MPU3HaKy.

| Mocne yctaHoBkM CepBepa Dr.Web go MoMeHTa noAkntOUeHWs K HEMY CTaHLMM B CNUCKe
‘ CUCTeMHbIX Fpynn oTobpakaeTca Tobko rpynna Everyone. [ins oTobpakeHus Bcex
CUCTEMHbIX FPYNM BOCMOAb3ylTech onuueii MokasbiBaTb CKPbITbie rPYMMbl B pasjese

HaCTPOﬁKVI Buaa AepeBa Ha NaHeay MHCTPYMEHTOB.

Everyone

Mpynna, cosep>kallas B cebe Bce cTaHUMK, n3BectHble Cepeepy Dr.Web. I'pynna Everyone
COAEPXKNT HAaCTPOWKM BCEX TPYMM W CTAHLMUI MO YMOAYAHUIO.

Active Directory

lpynna coaep>XnT noab3oBaTenewn 1 rpynmnel NoJb30BaTeNen, 3aperncTpupoBaHHbIX B JOMeHe
Active Directory. [laHHas rpynna nosBAseTcA B AepeBe aHTUBUPYCHOM CeTV nocae
BbINO/JIHeHNA 3ajaHna CuHxpoHusauma c Active Directory n3 pacnucanua Cepsepa Dr.Web.

Configured

I'pynna COAEPXKUT CTaHUWMW, AN1A KOTOPbIX 3ajaHbl MepCOHa/IbHbIe HaCTpOVIKM.

Neighbors

'pynna Neighbors cozep>xut Bce Cepepbl Dr.Web, cBsizaHHble ¢ gaHHbIM CepBepom Dr.Web
N CAYXXUT ANs ynpasaeHuns ceasamun mexay Cepsepamu Dr.Web B MHOrocepsepHo

aHTMBUpYcHoW ceTn (cM. OcobeHHoCTM ceTn ¢ Heckonbkumu Cepepamu Dr.Web).

Co3saHune HOBbIX MeXCepBEPHbIX CBA3EN ONMUCAHO B pa3gene Hactpoika cBa3en mexay
Cepeepamu Dr.Web.

PyKkoBOACTBO aAMAHUCT paTopa

126



A7

-
¢

g
),
A

FnaBa 7: KomnnekcHoe ynpaBaeHne pabounmm ctaHLUAMMU

pynna Neighbors cosep>xuT BlOXeEHHbIE Fpynnbl, OTpaXkaroLme cratyc coceaHnx Cepeepos
Dr.Web, nogkntoueHHbIx k saHHOMY CepBepy Dr.Web:

e [pynna All neighbors cogep>xut Bce cocegHme Cepsepbl Dr.Web, nogkntoueHHble k
naHHomy Cepepy Dr.Web.

lpynna Children cogepxwut nogumHeHHbie CepBepbl Dr.Web.

lpynna Offline coaep>xnT HeakTMBHbIE B AaHHbIN MOMeHT CepBepbl Dr.Web.

lpynna Online cosep>unT akTMBHbIE B laHHbIN MOMeHT CepBepbl Dr.Web.

l'pynna Parents cogep>xuT rnaBHble Cepeepbl Dr.\Web.

lpynna Peers coaep>xunt paBHonpasHble Cepeepbl Dr.Web.

Operating system

[llaHHasa kaTteropua noArpynn otobpa>kaeT onepaLMOHHbIe CUCTEMbI, MOZ yrpaBieHNeM
KOTOpbIX paboTatoT CTaHUMKM B AaHHbIN MOMEHT. [laHHble rpynnbl He BUPTyaabHbl U MOTYT
coZiep>kaTb HaCTPOWMKM CTaHLMK, @ Takoke MOTYT ABAATLCA NEPBUYHBIMU Fpynnamu.

e [Moarpynnel cemerictBa Android. laHHOe cemencTBO BKAtOYaeT Habop rpynmn, KoTopble
COOTBETCTBYIOT KOHKPETHOW BepCcun onepaumoHHon cnctembl Android ans MobuabHbIX
YCTPOWCTB.

e Mogrpynnel cemenictea macOS. [laHHOe cemencTBO BKAtOYaeT Habop rpynn, KoTopble
COOTBETCTBYIOT KOHKPETHOW BEPCUM onepaLoHHON cnctembl macOS.

e [Moarpynnbl cemerictBa UNIX. laHHOe cemencTBo BkIrOYaeT Habop rpynn, Kotopble
COOTBETCTBYIOT OnepaLnoHHbIM cnctemam cemenctsa UNIX, Hanpumep, Linux, FreeBSD un
T. M.

Moarpynnel cemerictea Windows. [laHHOe ceMelcTBO BK/tOUaeT Habop rpynmn, KoTopble
COOTBETCTBYIOT KOHKPETHOW BepCUM onepaumnoHHon cnctemsl Windows.

Kateropusa Unknown OS. 3zecb oTobpaxatoTcs CTaHLmMM, paboTatolme noj HeN3BeCTHOM
Cepsepy Dr.Web onepaLnoHHON cCUCTEMOWN.

Policies
Mpynna, cogep>kallas MOAUTUKN ANS HACTPOMKMN KOHOUTYypaLmm CTaHLNN.

lpynna Policies 6yset oTo6paxaTtbcs B AepeBe aHTMBMPYCHOM CETU TONbKO eCu
: MCMO/Ib30BaHMe MOIUTUK pa3peLleHo B KoHburypaumm Cepeepa Dr.Web.

Profiles

Mpynna, cogep>kallas npoduan ¢ HacTponkamm KoMnoHeHTa KOHTPOAb MPUIOXEHUIA Ans
ctaHumn nog OC Windows. Cm. [podunu.

PyKkoBOACTBO aAMAHUCT paTopa
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Proxies

lpynna, cogepxkaluas MNpokcn-cepsepbl Dr.Web ana nogkntoueHuna AreHtos Dr.Web u
cocepgHux Cepsepos Dr.Web.

Status

[pynna Status cofep>XUT BAOXEHHbIE PyMMbl, OTpaXkatoLue Tekyllee COCTOAHNE CTaHLM:
NOAKFOUEHbI OHU B AaHHbIN MOMeHT k Cepepy Dr.Web nan Her, a Takke coctosHue
aHTMBuMpycHoro MO: yaaneHo MO nam 3aKOHUMICA Nepuoj ero Ncnosib3oBaHusa. lJaHHble
rPynmnbl NONHOCTbIO BUPTYaibHbl U HE MOTYT COAEP>KaTb HMKAKMUX HACTPOEK, TakXKe OHU He
MOTYT ABNATLCA NEPBUYHBIMUN rpynnamMmu.

e I'pynna Deinstalled. Kak Tonbko ¢ pabouen ctaHumu yaaneHo MO AreHTa Dr.Web, ctaHuus
aBTOMaTnyeckn nepexoaut B rpynny Deinstalled.

e [pynna Deleted coaep>xunT cTaHLUMK, paHee yaaneHHble agMuHMUcTpatopoM ¢ CepBepa
Dr.Web. Bo3MOXXHO BOCCTaHOBAEHME JaHHbIX CTAHLWI (CM. Y aaneHre U BOCCTaHOBAEHME
CTaHLMW).

e pynna New coaep>XuT HOBble CTaHLMUKN, KOTOPble HBblNN CO34aHbl aAMUHUCTPATOPOM Yepes
LeHTp ynpaBneHunsa, Ho AreHT Dr.Web Ha Hux ele He 6bi1 yCTaHOB/IEH.

e Mpynna Newbies cogep>xunT Bce cTaHumu, pernctpaums kotopbix Ha Cepsepe Dr.Web B
AAaHHbBIA MOMEHT He 6bina noaTeepxkaeHa. MNpu noaTBepxaeHUn pernctpaumm Ha Cepsepe
Dr.Web ctaHuun 6yayT aBTOMaTUUeCKM UCKIKOUYEHbl U3 aHHOM rpynnbl (NoApobHee cMm.
Nonntnka NOAKNHOYEHNSA CTaHLUNIA).

e Ipynna Offline coaep>unT Bce HeakTMBHbIE B JaHHbI MOMEHT CTaHLMW.

e Ipynna Online coaep>nT Bce akTMBHbIE B JaHHbIA MOMEHT CTaHLUN (pearnpyroLlime Ha
3anpockl Cepepa Dr.Web).

e [pynna Update Errors cosep>uT cTaHuunn, obHoBAeHne aHTuBMpycHoro MO Ha KOTopbIX
NpOoLWAOo € owmnbKamum.

Transport

[laHHble NOArpynnbl ONpPeenstoT MPOTOKOJ, MO KOTOPOMY CTaHLMW MOAKIOYEHbI B JaHHbIN
MoMeHT K CepBepy Dr.Web. Moarpynnbl NONHOCTbIO BUPTYaibHbI U HE MOTYT COAEPKaTb
HUKaKNX HaCTPOEK, TakoKe OHW HEe MOTYT SBAATbCA MEPBUYHBIMU Tpynnamu.

e [pynna TCP/IP coaep>XnT CTaHLMW, NOAKNOUEHHbIE B JaHHbIA MOMEHT NO MPOTOKONY
TCP/IP Bepcum 4.

e I'pynna TCP/IP Version 6 cofep>XuT CTaHLMW, NOAKNOYEHHbIE B dHHbBI MOMEHT MO
npotokony TCP/IP Bepcum 6.

PyKkoBOACTBO aAMAHUCT paTopa
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Ungrouped

I'pynna COAEPXKUT CTaHUWMW, KOTOPbIE HE BXOAAT HN B O4HY U3 MOJIb30BaTE/IbCKUX TPYyMm.

Nonb3oBaTenbckue rpynnbl

3TO rpynnbl, cCO34aBaemMble aAMUHUCTPATOPOM aHTUBUPYCHOMN CeTU ANs ero COBCTBEHHbIX
HY>XA. AAMUHUCTPaATOP MOXET cO3AaBaTb COOCTBEHHbIE TPYNMbl, @ TakXKe BAOXEHHbIe rpynmnbl
M BKAKOYATb B HUX paboume ctaHUMKW. H1 Ha cOoCTaB, HM Ha Ha3BaHMWe JaHHbIx rpynn DrWeb
Enterprise Security Suite He Hak/1aZblBaeT HUKAKMX OTPaHNYEHWUIA.

Ana yno6cTBa B Tabanue 7-1 cBefeHbl BCE BO3MOXHbIE rpYMMbl U TUMbI FPYMM, a Takxke
XapaKkTepHble NapamMeTpbl, KOTOPble MOAAEPXKMBALOTCA (+) UM He NoaaepXnBatoTcs (-)
AAHHBIMW Fpynnamu.

Mpw 3TOM paccMaTpmuBatoTCs CegyroLme napameTpbl:

e ABTOMaTHUecKoe YieHCTBO. [lapameTp onpesenseT BO3MOXHOCTb aBTOMaTUYeCKOro
BKJIFOUEHMA CTaHUMI B rpynny (NoAjep>Kka aBTOMaTUYeCKOro YNEHCTBA), a Takke
aBTOMaTMYeCKOro U3MeHeHUs cocTaBa rpynnbl B npotecce pabotsl Cepeepa Dr.Web.

¢ YnpaBneHue uneHcTBOM. [TapameTp onpesgensier BO3MOXHOCTb yrpaBaeHus
aAMUHNCTPAaTOPOM YNEHCTBOM B rpynmne: JobaBneHeM U yaaneHnem CTaHunii 13
rpynnbi.

e MepBuuHasa rpynna. MNapameTp onpeaenseT, MOXeT AN AaHHasA rpynna aBAATbCA
NepPBUYHOW ANA CTaHUMNW.

e CopeprxaHue HacTpoek. [lapaMeTp onpezensieT, MOXET NN rpynna coAepkaTb HaCTPOMKM
aHTUBMPYCHbIX KOMMOHEHTOB (4/19 BO3MOXHOCTW HacNe0BaHUSA UX CTaHLMAMM).

Ta6nuua 7-1. N'pynnbl 1 Nnoaaep>KMBaemMble NapameTpbl

Fpynna/Tun rpynn Mapametp

ABTOMaTtnuec YnpasseHune MepBuuHasn CopaeprxkaHue

KO€e U/IeHCTBO  UY/IEHCTBOM rpynna HacTpoek
Everyone + - + +
Configured + - - -
Operating System + - + +
Status + - - —
Transport + - - -
Ungrouped + - - -
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Fpynna/Tvn rpynn Mapametp
ABTOMaTtnuyec YnpasneHue MepBuuHasn CopeprkaHue
KOe U/JIEHCTBO  UY/IEHCTBOM rpynna HacTpoek
MNMonb3oBaTensbckue rpynnbl - + + +

ynpaBaseT, 6yseT oTobpaxaTbcs B KOPHE MePapXMUECcKoro JepeBa, Aaxke ecan GakTmyecku
y Hee ecTb poauTenbckas rpynna. Mpu 3ToM 6yayT ZOCTYMHbLI BCE AOYEpHMe OT yrpaBaseMol
rpynmbi.

@ MoZ yyYeTHOW 3aMmnCbio aOMUHUCMPAmMopa apynnel NMoJib30BaTebckas rpynna, KOTOpol OH

7.2.2. YnpaBneHue rpynnamu

7.2.2.1. Co3paHme u yaaneHue rpynn

UYT106b1 CO3aaTb HOBYIO rpynny

1. BbibepuTe NyHKT AHTUBMPYCHaA ceTb B M1aBHOM MeHto LleHTpa ynpasieHus.

2. BbibepuTe I'IyHKT+ [,06aBUTb 06BEKT CeTU Ha NaHENN NHCTPYMEHTOB, Jajiee B MOAMEHIO
MYHKT % Cozpats rpynny.

OTKpoeTca OKHO CO34aHuA rpynnbl.

3. Mone BBOAa UpeHTnMKaTOp 3anonHaeTca aBTomaTmyecku. Mpu HeobxoammocTn ero
MOXHO OTpeAaKTMpoBaThb B NpoLuecce co3gaHusa. ViaeHTndukaTop He JO/IKEH BKIOYATb
npobenos. B ganbHenwem naeHTMbUKaTop rpynnbl U3MEHATb HEb34.

4. BeeanTte B nosie HazBaHue HavMeHOBaHVe rpynmnbl.

5. [ina BNOXeHHbIX rpynn B none Pogurenbckaa rpynna Boibepute 13 BbiNajatoLwero cnucka
rpynny, kotopasa byaeT Ha3HayeHa POAMTENbCKOW FPyNMnou, OT KOTOPOW HacaeayeTcs
KOHPUrypaLms, eciv He 3ajaHbl NePCOHaNbHble HAaCTPOWKKW. [Ina KOPHEBOW rpynnbl (He
MMeroLen poamTens) octaBbTe 3TO MoJse NycTbiM, rpynna 6yaeT gobaBaeHa B KOPeHb
nepapxmyeckoro cnucka. B atom cnyyae Hactponku 6yayT HacneAoBaTbCA OT rPYMMbl
Everyone.

6. BBeanTe NpOM3BONbHBIN KOMMEHTapuii B moae OnucaHwme.

7. Haxmute kHonky CoxpaHUTb.

Co3zaHHble BaMU rpynmnbl NepBOHayYanbHO NycTbl. [poueaypa BkAOUeHMA paboumx cTaHLuiA
B rpynmnbl onucaHa B pa3zene PasvellieHvie cTaHUWiA B rpynnax.
UT06bI yAANNTB CyLLECTBYIOLLYIO Fpynny

1. BbibepuTe Nosb30BaTENbCKYHO TPYNMY B Mepapxmyeckom cnucke LleHTpa ynpaBaeHus.

2. Ha naHenu MHCTPyMeHTOB HaxmuTe 7 O6uwme — X Yaanuthb BbiGpaHHbIe 06bEKTbI.

PyKkoBOACTBO aAMAHUCT paTopa
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@ MpeaycTaHOBAEHHbIE FPYMMbl YAaaUTb HEBO3MOXHO.

7.2.2.2. PepakTpoBaHue rpynn

UTob6bI OTpeaaKTMpPOBaTh HACTPOWKW FPYNMNbl

1. BbibepuTe NyHKT AHTUBUPYCHasA ceTb B r1aBHOM MeHto LieHTpa ynpasieHus, B
OTKPbIBLUEMCS OKHE B MepapXnyeckoM crnncke BbibepuTe rpynny.

2. OTKpoWTe pa3zen CBOMCTB rpynnbl OAHUM U3 CAeayroLLMX CNOoCcobO0B:

a) HaxmuTe Ha Ha3BaHwWe rpynnbl B Mepapxmyeckom Crimcke aHTUBMPYCHOU ceTu. B
npaBoW YacT okHa LleHTpa ynpaBaeHmns aBTOMaTMYeCKM OTKPOETCA CeKLMSA CO
CBOWCTBaMM rpynmbl.

b) Bbibepute nyHkT CBOMCTBA yrpaBastollero meHto. OTKpoeTcs OKHO CO CBOMCTBaAMMU
rpynnbl CTaHLUUWN.

3. OKHO CBOWCTB rpynmnbl cCoaep>XuT pasgensl Obuwme n KoHpurypauus. Vix cogep>kaHune u
HaCTpoWKa onmncaHbl HUXe.

Mpw OTKPBITAM CBOMCTB FPYNMbl B NPaBOW YacTh OKHa LleHTpa ynpaBaeHus (cMm. NyHKT 2.a) ),
‘ Taloke byaeT gocTyneH pasgen CBeAeHMA O CTaHUMAX, B KOTOPOM MpuBeseHa obLas
MHPOPMaLMA O CTaHUMAX, BXOAALLMUX B JaHHYIO Tpynmy.

4. [ins coxpaHeHWs BHECEHHbIX MU3MEHEHUI HaXXMnTe KHonky CoXpaHUTb.

Obwue

B pa3gene O6wue npuseseHa ciesytowias nHGopmaymsa:

e NpeHTndukatop — yHMKanbHbIV naeHTUdUKaTOp rpynnbl. He goctyneH ansa
pefakTMpoBaHUA.

e HasBaHune — Ha3BaHwue rpynnbl. [py HEOH6XOAMMOCTN MOXKETE U3MEHUTL Ha3BaHWe
Nosib30BaTebCKOW rpynnbl. A npeaycTaHoOBAEHHbIX rpynn nose HasBaHue He fOCTYNHO
ANA peAakTMpoBaHuA.

e Popgutenbckas rpynna — poauTesbckas rpynmna, B KOTOPYH BXOAWUT JaHHas rpynna u ot
KOTOPOW HacnesyeT CBOK KOHOUTypaLMio, eCIV He 3ajaHbl MePCOHaNbHble HAaCTPONKN. Ecan
poAMTeNbCcKas rpynna He HazHaueHa, HaCTPOMKM HacieayroTcst OT rpynnbl Everyone.

e OnucaHue — HeobHs3aTeIbHOE NOJie C ONMCAHUEM TPYyMMbl.

PyKkoBOACTBO aAMAHUCT paTopa
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CBepeHunAa o cTaHUMAX
B pa3gene CBepgeHusa o cTaHUMAX NpurBejeHa cieayrowasa nHbopmauyms:

e CTaHUMIA — ObLLEee KOMYECTBO CTaHLNIM, BXOAALLMX B JAHHYHO Tpynmny.

e MepBuuHas rpynna ana — KOANYECTBO CTaHLMI, ANA KOTOPbIX AaHHasA rpynna asaserca
NepBUYHOWN.

e CTaHUMIA B CETU — KO/IMYECTBO CTAHLMIA B JAHHOW rpynmne, KOTOPble HAXOAATCA B JAaHHbIN
MOMEeHT B ceTu (online).

OpraHunsaums

Ecnv npu co3gaHum rpynnbl Bbl ONpeAennan rpynny kak npeActaBuTens opraHmsaunm nam
KOMMaHWK, TO NpU pesakTMpoBaHun byaeT goctyneH pa3gen OpraHusaumsa. B saHHOM
pa3gene Bbl MOXeTe OTpeAakTMpoBaTb PEKBU3NTbI OpraHM3aLmm, KOTOPYHO NpeacTaBasert
AaHHasa rpynna. Habop pekBM3MTOB MOXET Pa3/inuatbCsA B 3aBUCMMOCTM OT CTPaHbI, B
KOTOPOW HaxoAMTCA opraHu3aums.

I Ha3Hauntb rpynny npeactapurenemMm opraHmsaumm MO>KHO TOJIbKO MPW CO34aHUM Tpynnbl.
OTtmeHa AAHHOTO Npu3Haka nocsie co3gaHna rpynnbl Takke HEBO3MOXKHA.

KoHdurypauus

CM. pa3gen [naBa 7: KomnnekcHoe ynpaBiaeHve paboymmm CTaHLMS M.

G [Ans noapo6HoW nHbopMaLmm O HacNeAoBaHWUM HAaCTPOEK CTaHUMSIMM OT MEPBUYHbBIX TPy,

B pa3aene KoHdurypauus Bl MoXeTe MU3MEHWTb KOHOUTYpaLMIO rpynn, KOTopas BKAKOYaEeT:

3Hauok Hacrpoiiku Paspen c
onucaHnem
8 MNpaBa nonb3oBaTenel pabounx cTaHUMIMA, KOTOPble HacieaytoT faHHyto  [IpaBa
HaCTPOWKy OT rpynmbl, €CM OHa ABAAETCA NePBUYHON. HacTpolika NnpaB  MoJsib3oBaTtesnen
rpynn aHaaornyHa HacTpolike npas OTAENbHbIX Paboumx CTaHLMIA. CTaHuMK
i) LleHTpannsoBaHHOEe pacnvcaHue 3anycka 3aflaHuii Ha pabounx ctaHumax, PacnucaHvie 3agaHuii

KOTOpble HacleaytoT AaHHYH0 HaCTPOWKY OT rpynmbl, eCAv OHa ABAseTca  paboyeld CTaHUMK
nepBUYHON. HacTpoiika pacnucaHuvs A rpynn aHasiorMyHa HacTpoiike
LEHTPaNM30BaHHOTO pacnvcaHns Ans CTaHLMA.

(L‘t! JINLEH3MOHHbIE KNOUN AN1A CTaHLMIA, A8 KOTOPbIX AaHHAA rpynna JINLEeH3NOHHbIEe
ABAAETCA NEePBUYHON. KJT1HO UM
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3Hauok Hacrpoiiku

& OrpaHuyeHus Npu pacnpocTpaHeHur o6HOBAeHUM aHTVBUpYCcHoro MO

Ha CTaHUMsX, KOTOPble HAaC/eAytoT AaHHYHO HaCTPOMKy OT Fpynmbl, eC/u
OHa ABAAETCA NepBUYHOMN.

a Cnncok KOMMNOHEHTOB, YCTaHaB/MBaeMbIX Ha CTaHUMAX, KOTOPbIE

HacleAytoT AaHHYK HACTPOMKY OT rpynmbl, €CIY OHa ABASETCS
nepBUYHON.

Pep,aKTI/IpOBaHVIe CMncKa KOMMOHEHTOB AnA rpynn aHaaorm4Ho
pPefakTMpOBaHUKO CMNCKa KOMMNOHEHTOB ANA CTaHLI,MI;I.

g Hactpolika aBToMaTyeckoro pa3MeLLeHrs CTaHUMn B AaHHOW rpynne.

,ﬂ,OCTyI'IHa TOJIbKO ANA NOIb30BaTE/IbCKUX Fpynm.

o HacTpoiikv KOMMOHEHTOB aHTMBUPYCHOrO nakeTa. HacTpoiika

KOMMOHEHTOB aHTUBUNPYCHOTO MNakeTa ANA rpynnbl aHa/lorn4yHa
HaCTpOlzKe KOMMOHEHTOB ANA CTaHUWN.

Pasgen c
onucaHmem

OrpaHuyeHve
06HOBEHUA

paboumx cTaHUMn

YcraHaB/iviBaeMble
KOMMNOHEHTHI
dHTUBUNPYCHOTIO
NakeTa

HacTtpoiika
aBTOMAaTUYeCKOro

YNeEHCTBA B rpynne

Hactpotika
aHTMBUPYCHbIX

KOMMOHEHTOB

Ana rpynn, y KOTOpbIX 3ajaHbl NePCOHaNbHble HacTponku, B pasaene Kondpurypaums
yKa3blBaeTCA KOANYECTBO BNOXKEHHbIX FPYMN C pa3opBaHHbIM HacieAOBaHVEM U
COHCTBEHHBIMW NEPCOHaNbHbIMUW HaCTPOWKaMW, MPU HaANUMK TakoBbIX. [1pn HaxaTum Ha
AAHHYHO OMUMIO OTKPbIBAETCA OKHO CO CMIMCKOM Tpynmn, AN KOTOPbIX YKa3aHbl X Ha3BaHWA U
naeHTnduKaTopsbl.

7.2.3. PazmelieHme cTaHUM B rpynnax

3apgaHMe NepBUYHON rpynnbl

CyLiecTByeT HeCKo/IbkO CNOCOBO0B 3ajaHNA MePBUYHOM Fpynnbl AN paboyen CTaHLUN 1
rpynnbl paboumx cTaHUMi.

UYT106bI YCTAaHOBUTb NEPBUUHYIO rpynny Ans pabouei ctTaHLumn

1.

nepapxmyeckomM Crimcke HaXXMmMTe Ha Ha3BaHWe CTaHUNN.

BbibepuTe NyHKT AHTUBUPYCHAA CETb 1aBHOTO MEHHO, B OTKPbIBLLEMCS OKHE B

OTKpoeTCFI naHenb CBOWCTB CTaHUWMW. Takxe Bbl MOXeTe OTKPbITb pa3aen CBOWCTB CTaHUMN

BbIO6paB B yrnpasastolueM MeH NyHKT CBOMCTBA. B OTKpbIBLLEMCA OKHe nepenanTe B

nogpaszen Fpynnbl.

B pa3aene YneHcTBO. ﬂpl/l 3TOM Ha 3HaukKe rpynnbl NOABUTCA 1.

HaxmuTte kHomnky COXpaHUTb.

Mpy HeOHXOAMMOCTN N3MEHUTL MEPBUYHYIO FPYMMY HAaXXMUTE Ha 3HAYOK HYXKHOW Tpynnbl

PyKkoBOACTBO aAMAHUCT paTopa
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YT106bI YCTAaHOBUTb NEPBUUHYIO FPYNy A1 HECKOJIbKUX pabounx craHLMiA

1. BoibepuTe NyHKT AHTUBMpPYCHaA CeTb IN1aBHOIO MEHHO, B OTKPbIBLUEMCS OKHE B
MepapxmMUeckoM CrmcKe HaXXMUTe Ha Ha3BaHMe CTaHLUMI (MOXHO TakKe BblOUpaTb rpynmnbi
— Mpw 3TOM feicTBre ByaeT pacnpoCcTpaHeHO Ha BCe BXOAALLME B HUX CTaHLUMW), Ad
KOTOPbIX Bbl XOTUTE Ha3HauUMUTb NEPBUYHYIO rpynny. na Bbibopa HECKOAbKNX CTaHLMI U
rpynn MOXHO BOCMO/b30BaTbCA BblJeNeHVeM MbllbHo NPU HaxaTbix knasuwwax CTRL nan
SHIFT.

2. Ha naHe/sin MHCTPYMeHTOB HaxmuTe 7 O6uwme — 13 HazHaunuTb nepBuuHyIO rpynny ans
craHumin. OTKpPOeTCA OKHO CO CMMCKOM rpymnmn, KOTOpble MOTyT 6bITb Ha3HaYeHbl
NepBUYHBIMU ANA STUX CTAHLMA.

3. Ans ykazaHusa NepBUYHOM rpynnbl HAXMUTE Ha Ha3BaHMWe rpynmbl.
Bbl MOXeTe caenatb rpynny NePBUYHON ANA BCEX BXOAALLMX B Hee pabounx ctaHumii. s
3TOro BbIGEpUTE HYXKHYHO Tpynny B MepapxmyeckoM CrMCKe, MOC/Ie Yero Ha naHenm

WHCTPYMeHTOB LieHTpa ynpaeieHns HaxMuTe 3 O6wme — @1 YcraHOBUTL 3Ty rpynny
nepBUYHON.

PasmelueHre B Noab30BaTe/IbCKUX rpynnax

Dr.Web Enterprise Security Suite npegocraBaset ciegytowipme cnocobbl pa3MeLleHns CTaHLmMin
B MOJIb30BaTENbCKMX Fpymnnax:

1. Pa3|v|em,eH|/|e CTaHQ‘VIl\/lI B rpynnax BPy4YHYHo.
2. Wcnonb3oBaHue npaBuva aBTOMaTM4YeCKOro YieHCcTBa B rpyrne.

7.2.3.1. PaamelweHune CTaHLMA B rpynnax BpyUHyHo

CyLiecTByeT HeCKo/Ibko CnocoboB gobaBaeHUs paboumx CTaHUMI B NOJb30BaTebCckme
rpynnbl BPYYHYHO:

1. I3amMeHeHVe HacTPOeK CTaHLINN.
2. [lepeTtacknBaHve CTaHUUWN B nepapxmyeckom COuncke.

Y106bI OTPEgaKTUPOBaTb CMUCOK rPyrn, B KOTOPble BXOAUT CTaHLLUA, Yepe3 HaCTPOMKN
CcTaHUUMn

1. Bb|6ep|/|Te MYHKT AHTI/IBVIpyCHaSI CeTb rNaBHOIo MeHHO, B OTKPbIBLUEMCA OKHE B
nepapxmyeckoM Cnmcke Ha>kKMmUTe Ha Ha3BaHMe CTaHUUW.

2. OTkpoeTca naHenb CBOWCTB CTaHUMK. Takke Bbl MOXeTe OTKPbITb pa3Aen CBOWNCTB CTaHLUM
BbibpaB B ynpassdtoliem MeHo NyHKT CBOMUCTBa.
3. Ha oTkpbiBwenica naHenn CBOMCTBa CTaHL MM nepenanTe B pa3gen Fpynnbi.

B cnuncke YneHcrBo nepedyncneHbol BCce rpynnbl, B KOTOPbi€ BXOANT pa6oqaf-| CTaHUMA N B
KOTOpble €€ MO>XXHO BKAHOUNTDb.

PyKkoBOACTBO aAMAHUCT paTopa
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4. [na pobaBneHnsa CTaHUMM B NONb30BaTENbCKYHO FPyMNMny yCTaHOBUTE daar HanpoTMB 3TOM
rpynmnel B cnmcke YneHcrso.

5. [Ans ypaneHuns pabouyen cTaHUMM U3 NONb30BATENLCKOW FPYMNMbl CHAMUTE Gpaar HanpoTUB
3TOM rpynnbl B cnucke YneHcTBo.

@ YpnaneHve ctaHUmMi 13 npeAyCcTaHOBAEHHbIX FPYMNM HEBO3MOXKHO.

6. [na coxpaHeHWs BHECEHHbIX U3MEHEHWNI HaXMuUTe KHOMKy COXpaHUTb.

Takxke B pa3aene CBoicTBa CTaHUWMW Bbl MOXeETE 3a4aTb NEPBUYHYHO rpynny Ana CtaHUnn

(nogpobHee cm. HacnepoBaHue koHdurypaunm paboyen craHumnm).

UT06b1 OTpEeAaKTUPOBaTH CMIMCOK FPYIN, B KOTOPble BXOAWUT CTaHLMA, Yyepe3
nepapxuyecKkuii Ccnncok

1. BbibepuTe NyHKT AHTUBMPYCHasA CeTb IJ1IaBHOTO MEHIO U pa3BepHUTE nepapxmyeckmii
CMUCOK rpynn v CTaHUWIA.

2. YTo6bl 06aBUTL CTAHLMIO B NOb30BATENbCKYHO rpynny, 3axmuTe knasuwwy CTRL 1
nepeTaLimTe CTaHLMIO MPU MOMOLLUM MbILIW Ha HY>XKHYHO Tpynny.

3. YTo6bl NepeMecTnTb CTaHLMIO U3 OAHOM NONb30BATENLCKOW FPYNbl B APYTYHO,
nepeTaLimTe CTaHLMIO NPY MOMOLLM MbIWK U3 MOAb30BaTENIbCKOM FPYMmbl, U3 KOTOPOW
CTaHumsa 6yzeT yaaneHa, Ha NONb30BaTENbCKYHO FPYMny, B KOTOPYH CTaHuusA byaeTt
JobaBneHa.

Mpuv nepeTackMBaHWM CTaHLMN U3 NMPeayCTaHOBAEHHOM rpymnbl Kak MO MyHKTY 2, Tak 1 Mo
: MyHKTY 3, cTaHuus ByaeT gobaBsieHa B MOJb30BaTE/IbCKYHO TPYMMy U He OyAeT yaaneHa 13
npeaycTaHoOB/IEHHON.

7.2.3.2. HacTtpoVika aBTOMaTU4eCKOro 4YjeHcTBa B rpynne

Dr.Web Enterprise Security Suite npegoctaBaseT BO3MOXHOCTb HAaCTPOIKM MpaBu
aBTOMAaTMUECKOTO BKIKOUEHWNS CTAHLUMI B NOb30BaTENbCKNE FPYMMbI.

Y106bI 3a4aTb MpaBW/la aBTOMaTU4YeCKoro BkKjiroueHuna CT3HIJ,VII7I B rpynny

1. BbibepunTe NyHKT AHTUBUPYCHasA CeTb rNaBHOro MeHto LleHTpa ynpaBaeHus.

2. B nepapxmueckom cnmcke aHTUBMPYCHOM CETU BbIGepUTe NOAb30BaTENbCKYH Tpynny, Ans
KOTOPOW Bbl XOTUTE CO3AaTb NMpaBuia YIeHCTBa.

3. MNepenanTe B passen pesakTMpoBaHWs NPaBW YIEHCTBA OAHUM U3 C/IeAyHOLLMX CNOCOHOB:

e Ha nmaHenn cBOWCTB rpynnbl B MpaBOW YacTu OKHa, B pa3gene KoHpurypaumua HaxmumTe
7 MpaBuna uneHcrBa B rpynne.

e B ynpaenstouiem meHto, B cekumm Obwme Bbibepute nyHkT MpaBuna uneHcTBa B
rpynne.

PyKkoBOACTBO aAMAHUCT paTopa
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e B ynpaengroulem meHo, B cekumm Obugme BbibepunTe NyHKT CBOMCTBA, NepenamTe Ha

Bknazky Kongpurypaums, HaxmuTe 7 MpaBuna uneHcrea B rpynne.

B oTKpbIBLIEMCA OKHE 3alaiiTe CMUCOK YCNOBUIA, MPU BbIMOJHEHUN KOTOPbIX CTaHLUUK 6yayT
nomeLLeHbl B JaHHYHO rpynny:

a) Ecam ans rpynnbl He 6b1IM paHee 3aZaHbl NpaBKaa YieHCTBa, HaxmuTte [LobaBuUTb

npaBuno.

b) YcraHoBuTe dnar HasHauuTb rpynny nepBUUYHOMN, YTOObI rpynna, ANs KOTOPOW

CO3/4aeTCs NPaBWUIO, aBTOMATUYECKM Ha3Hauvanacb NMEPBUYHON A BCEX CTAHLMN,
KoTopble ByayT nepeMeLlleHbl B JaHHYHO Fpynmny no 3ToMy npasuay.

BbibepuTte 0aHY U3 ONLMIA, ONPeAenstolmX, kak 6yayT npuMeHeHbl NpaBuaa:
MpumeHUTb NpaBUaa Nocsie coxpaHeHns iy NMpumeHnTb NpaBuaa nocne
NOAKNIOUEHUA CTAHLLUMN.

d) Ona kaxzgoro 610ka NpaBua 3ajanTe cnesyrolme HaCTPOMKN:

o BoibepuTe 0AHY 13 ONLUMIA, 3aJatOLLYH0 MPUHLUMN O6beAVHEHNA NPaBuUA B Npeaenax
AaHHoro 610ka: CooTBeTcTBYeT Bcem ycnoBuam, CooTBeTcTByeT to6omy 13
ycnoBuii, He cooTBeTCcTBYeT HM OAHOMY U3 YC/IOBUNA.

o B BbiMagatoLmx Cnunckax ycaoBui Bblbepute: O4NMH U3 NapameTpoB CTaHLUUKN, KOTOPbIN
ByAeT NpoBepATbCA Ha COOTBETCTBME YCIOBMAM; MPUHLMM COOTBETCTBMA AAHHOMY
YCNIOBUIO W, €Cv Mogpa3yMeBaeT napameTp CTaHL MKW, BBEAUTE CTPOKY YCIOBUA.
CTaHuuMm MoryT 6bITb 06 beANHEHBI B TPYMMbl Ha OCHOBaHWMN CNEAYHOLLMX YCAOBUNA:

- IP-appec craHuuM (Habop CMMBOIOB, KOTOPbIe cogepxkaTcs B IP-agpece, noaceTs, B
KOTOPYHO OH BXOAMT, UNU perynsipHoe BblpaxeHune);

- onucaHue (Habop CMMBOJIOB, KOTOPbIE COAEP>KATCA B OMUCAHUN, AN PeryisapHoe
Bblpa>xeHue);

- ID craHumm (Habop cMMBONOB, KOTOpble cogepxkaTtca B ID, nan perynapHoe
BblpaXkeHune);

- HOBUYOK (CTaHUMM J06aBASIOTCA TPynny Ha OCHOBaHUM HalNUMS UAN OTCYTCTBUA
cTaTyca HOBWUYKA);

- LDAP DN u3 Active Directory (Habop cumBosi0B, KOTOpble cogepxatca B LDAP DN,
NN perynsapHoe BblpaxeHue);

@ Mpw 3agaHum napameTtpa LDAP DN un3 Active Directory Heo6xoaumo:

1. Bxkntountb 3asaHve CuHxpoHusauums c Active Directory B pacnucaHum Cepsepa Dr.Web
(pasgen AgmuHUcTpupoBaHue — MnaHupoBLMK 3agaHuii CepBepa Dr.Web).

2. B npaBunax uneHctBa B KavecTBe CTPOKM ycnoBusa ana napametpa LDAP DN us Active
Directory 3asatb Tpebyemoe 3HaueHne DN, Hanpumep:
OU=0rgUnit, DC=Department, DC=domain, DC=com

3ajiaHvie perynsipHbIX Bblpa>KeHW JOMycKaeTcs TOAbKO A/f BapuaHTa COOTBETCTBYET
perynsipHomy Bbipa)XeHuto. [l BCeX OCTa/ibHbIX TUMOB UCMONb3YETCH MOMCK MO TOYHOMY
COOTBETCTBUIO BBEAEHHOW CTPOKE.

PyKkoBOACTBO aAMAHUCT paTopa
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Vcnonb3oBaHue perynapHbIX Bblpa)KEHVIl\;I KPaTKO OMNMMCaHO B JOKYMEHTE I'Ipvmox(eva,

MNpunoxerve K. icnonb3oBaHve perynspHbix BbipaxkeHuii B Dr.Web Enterprise Security
Suite.

- onepaLMoOHHaA CUCTeMa, YCTaHoBeHHas Ha ctaHuuu (Windows, UNIX, MacOS,
Android n apyrve; nmeeTtcs Takke napameTtp "HensBecTHO");

- Homep c60pKu onepaLMoHHOM cucTembl (Habop CMMBOJIOB, KOTOPbIE COAEpP KaTCA
B HOMepe, AN pPeryaspHoe BbipaxeHue);

- nnat¢gopmMa CTaHL MM (Bepcus YCTaHOBNEHHOW Ha CTaHLMK ONMepaLoHHOM
cuctembl; Tonbko ans Android, Windows n MacOS);

- npotokon noaxntoueHus (TCP IP, TCP IPv6, UNIX);

- ID cepBepa Dr.Web (Habop cumB0On0OB, KOTOpble cogep>kaTcs B ID, nan perynsapHoe
Bblpa>xeHue);

- Ha3BaHMe cTaHU MM (Habop CMMBOJIOB, KOTOPbIE COAEPXKaTCA B Ha3BaHUM, UV
perynsipHoe BblpaXxkeHue);

- TUN CTaHL MU (NMONHBIN areHT, BUPTya ibHbI areHT, CKaHMPYHOLLMIA cepBep).

o [lns pob6aBieHUs elle O4HOTO YCNOBUA B AaHHbIA 610K NnpaBua HaxMmute Bl cnpaBa
OT CTPOKM yC/I0BUS.

E) ﬂ'flﬂ ,D,O6aBJ'IeHI/IH HoBoOro 610kKa npaBna Ha>XXMuTte cnpaBa OT 610kKa. I'Ip|/| 3TOM

3ajanTe NPUHLMN 06beanHEeHNA JaHHOro 610Ka yCNOBUM C OCTa/lbHbIMUY BaoKamu:
o M — ycnoBus 610KOB JO/IKHbBI BbIMOAHATHCS OAHOBPEMEHHO.

s UWTN — AOJ/I>KHbI BbIMONHATLCA YCIOBUA XOTA Obl OAHOTO M3 610K0B.

5. [na coxpaHeHnsa n NpUMeEHEHNA 3afaHHbIX MPaBUA HAXXMUTE OAHY U3 CIeAYHOLMX KHOMOK:

MpumMeHnTb ceiuac — COXpaHUTb 3aZaHHble NpaBuia YieHCTBa U MPUMEHUTb JaHHble
npaBWaa cpasy KO BCEM CTaHUMAM, 3aperncTtpmpoBaHHbIM Ha saHHoM CepBepe Dr.Web.
Mpw 60/bLIOM KOANYECTBE CTaHUMI, nogkntoueHHbIx K CepBepy Dr.Web, BoinonHeHne
[AaHHOrO AeNCTBMA MOXET 3aHATb HEKOTOpOe BpeMs. [1paBuaa neperpynnnpoBku
CTaHLMA NPUMEHSIOTCA KO BCEM YXKe 3aperncTpupoBaHHbIM CTaHLMAM cpa3y npu

3ajaHnNn AEVICTBI/IH n 6yAyT NPUMEHATbCA B AaﬂbHeI‘/JILLIGM KO BCE€M CTaHUMAM, B TOM 4mnciae

BNepBble 3apernctpmpoBaHHbiM Ha CepBepe Dr.Web, B MOMEHT X NOAKNHOUEHUS.

anIMEHVITb npun nogknarovyeHmm c1'a|-|u,m7| — COXPaHWTb 3aJaHHble MpaBWJia YNEeHCTBa U

NPUMEHATb JaHHble NpaBuaa K CTaHUMAM B MOMEHT Mx noakntoyeHmns k Cepsepy Dr.Web.

MpaBuaa NneperpynnmpoBKM CTaHLMA NPUMEHAETCA KO BCEM Y>XKe 3aperncTtpMpoBaHHbIM
CTaHUMAM B MOMEHT UX cneayrowero nogkntoveHuns k Cepsepy Dr.Web n 6yayt

NPUMEHATLCA KO BCEM CTaHUMAM, BNepBble 3apernctpupoBaHHbiM Ha Cepsepe Dr.Web, B

MOMEHT X NEPBOro NOAKNHOYEHNA.

6. |_|pl/l 3ajaHnK NpaBn aBTOMaTU4YECKOTO YneHCTBa ANA NoJib30BaTeNbCKOM rpynnbl, B

MepapxmyeckoM CrnMcke aHTUBMPYCHOW CETU PSAOM CO 3HAYKOM 3TOW rpynnbl MOSABUTCS
3HayoK ¥, Npu ycnoBum, Yto yctaHossieH gar MokasbiBaTk 3HaUOK NPaBU/ UYJIEHCTBa B
cnucke = HacTpoiikv Buga AepeBa Ha naHeu VHCTPYMEHTOB.

PyKkoBOACTBO aAMAHUCT paTopa
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@ Ecan ctaHums 6bina aBTOMaTUUECKM MEpPEMELLLEHa B MOb30BaTENbCKYHO FPyMNy Ha OCHOBE
npaBWA UNEHCTBa, TO yAaNeHVe CTaHLWM 13 3TOW rPynmbl BPYUYHYH He UMEET CMbICa,
NOCKOJIbKY Mpu cnegyroliem nogxnroueHnn k Cepsepy Dr.Web, ctaHuus 6yzet
aBTOMAaTUYeCKM BO3BpaLleHa B 3Ty rpynny.

UYT06b1 yAQNUTL NPaBU/Ia aBTOMaTUUECKOTO BKJIFOUEHUA CTaHLUIA B rpynny

1. BbibepuTe NyHKT AHTUBMpPYCHaA CeTb INMaBHOIo MeHto LleHTpa ynpaBaeHus.

2. B nepapxmueckom crnvcke aHTUBMPYCHON ceTu BbibepuTe NONb30BaTENbCKYH FPynny, ANs
KOTOPOW Bbl XOTUTE YANNTb NMPaBuUIa YNEHCTBa.

3. BbINOAHUTE OAHO U3 CAeayroWmMX AEeUCTBUI:
&=
e Ha maHenn MHCTPYMEHTOB HaXXMUTe KHOMKY # YAanutb npaBuia UseHCTBa.

e Ha naHenn cBOWCTB rpynnbl B MpaBOW YacTu OKHa, B pa3gesne KoHpurypaumua HaxmumTe
=
# Ypanutb npaBuia YneHcTBa.

e B ynpaBngrouiem MeHto, B cekunmn Obume BbibepumTte nyHKT CBOMCTBA, NeperanTe Ha
[ =]
Bknasky KoHdurypauusa, HaxxkmuTte # Yaanutb npaBuia YieHCTBa.

4. Tocne yganeHna npaBua YIeHCTBA rPynmbl, BCe CTaHL MM, MOMELLEHHbIe B AaHHYHO rpynny
COrNIacHO NpaBwWiam UYNeHCTBa, byayT yaaneHbl 13 3TOW rpynnbl. Ecan ana kakux-nmbo m3
3TUX CTaHUMW AaHHaa rpynna bbia Ha3HavyeHa agMUHMUCTPAaTOPOM NEPBUYHOW, TO NpU
yAaneHnu CTaHUMN 13 rpynnbl, NeEPBMYHON Ana HUX ByaeT Ha3HaveHa rpynna Everyone.

7.2.4. CpaBHeHMe CTaHLUUU 1 rpynn

CyLiecTByeT BO3MOXHOCTb CPABHEHMSA CTAHLUMIA M FPYnn NO OCHOBHbLIM NapaMeTpam.

UT06bI CPaBHUTH HECKOJIbKO 06BbEKTOB aHTUBMPYCHOW CETU

1. BbibepuTe NyHKT AHTUBMPYCHAaA CeTb [1aBHOTO MEHI0, B OTKPbIBLLUEMCS OKHE B
nepapxmyeckom crnucke Bbibepute 0H6beKTbl, KOTOPbIe Bbl XOTUTE CPaBHUTL. icnonb3yrTte
ana atoro knasuwm CTRL n SHIFT. Bo3MOXHbI cregyrolme BapuaHThbl:

® BblOOP HECKONBKMUX CTaHLMN — AN CPaBHEHWUS BbIOPaHHbIX CTaHLUN;

° Bbl60p HECKONbKUX rpynn — Ana CpaBHEHUA Bbl6paHHbIX rpynn n BCeEX BJOXEHHbIX
rpynmn;

° Bbl60p HECKONbKNX CTaHLI,I/IIZ nrpynn — Aana cpaBHEHUA BCEX CTE:]HLI,I/II7IZ Kak Bbl6paHHbIX
HeENOCPeaACTBEHHO B MePapPXUYECKOM CNMUCKE, TaK N BXOAALLKMX BO BCe Bbl6paHHbIe
rpynnbl U X BAOXKEHHbIE rpynnbl.

2. B ynpasaarouiem MeHtO Haxmute nyHKT CpaBHeHwMe.
3. OTtkpoeTtca cpaBHUTeNbHaA Tabavua ans BbibpaHHbIX OO BEKTOB.
e [TapamMeTpbl CpaBHEHMUA ANA rpynn:
o CraHumMi — obLee KONMYECTBO CTaHLMI, BXOAALWMX B JaHHYIO rpynny.

= CTaHLI,Mﬁ B CeTU — KOJIN4ecCTBO CTaHLI,I/II‘/’I, dKTUBHbIX Ha AaHHbIX MOMEHT.

PyKkoBOACTBO aAMAHUCT paTopa
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o MepBuUHaA rpynna Ansa — KOJIMYECTBO CTaHLMI, ANA KOTOPbIX AaHHas rpynna
ABAAETCA MNEePBUYHON.

o MepcoHanbHasa KOHPUrypaumsa — CN1COK KOMMNOHEHTOB, A1 KOTOPbIX Ha3HAUeHbI
NepcoHaNbHble HAaCTPOMKM, He YHacNeOBaHHbIe OT POAUTENbCKOM Fpynmnbl.

e [TapamMeTpbl CPaBHEHMSA AN CTaHLUNA:
o [lata co3gaHunA CTaHLUNN.
o MepBUYHaA rpynna ans CTaHUMN.

o MepcoHanbHas KOHUrypaLmus — Crrcok KOMMNOHEHTOB, /11 KOTOPbIX Ha3HaUeHbl
NepcoHanbHble HACTPOMKM, He YHAaCNeOBaHHbIe OT MEePBUYHOM rpynmnbl.

o YcTaHOBJIEHHbI€ KOMMOHEHTbI — CM/COK aHTUBMN PYCHbIX KOMIMOHEHTOB,
YCTaHOBJIEHHbIX Ha AaHHOD’I CTaHUMW.

7.2.5. KonupoBaHue HacTpoek B Apyrue rpynnbl/cTaHLUN

HacTpoWikm koHdUrypauum aHTUBMPYCHBIX CPEACTB, pacnvcaHni, NpaB Nnoab3oBaTenem u
Apyrvie HacTPOWKM rpynnbl UAK paboyen CTaHUUM MOTYT BbITb CKOMUPOBaHBI
(pacnpocTpaHeHbl) B rpynmny Uav HECKOAbKO rpymnmn 1 paboumx cTaHLUMN.

UTo6bI CKONMpPOBaTHb HAaCTPOUKMU

1. HaxkmuTe kHoMNKy PacnpocTpaHUTb 3TV HAaCTPOMKU Ha ApPYyrovi o6beKT:
# B okHe peaakTMpoBaHUA KOHOUIypaLMM aHTUBUPYCHOTO KOMIMOHEHTA,
B & okHe pefakTMpOBaHUA pacnmcaHms,

' B OKHe HaCTPOWKM OrpaHMYEeHNn OBHOBAEHNS,

@ 5 okne yCTaHaBANBaEMbIX KOMMOHEHTOB,

& 5 okHe HaCTPOWKM NpaB NoJb30BaTeNen CTaHLMW.

OTKpOETCs OKHO C MepapXnMyeckumM CUCKOM aHTUBUPYCHOW CEeTU.

2. BbibepuTte B 3TOM CnmCKe rpynnbl U CTaHLMW, Ha KOTOPbIe Bbl XOTUTE PacnpoCTpaHunTb
HaCTpoWnKMN.

3. [nda Toro utobbl BEINOAHUTE U3MEHEHMA B KOHPUTYPaL MK 3TUX TPYMN, HAaXKMUTE KHOMKY
CoxpaHuTb.

7.3. Monantukm

lMonumuka npeacTaBnseT coOboM COBOKYMHOCTb BCEX CYLLECTBYIOLWMX HACTPOEK CTaHLMUN:
npaBa, pacnucaHne 3ajaHnin, TMLLEH3NOHHbIE KON, OTPaHNYeHNa OOHOBAEHWIA, CMUCOK
yCTaHaBANBaEMbIX KOMMOHEHTOB, KOHPUIypaLma aHTUBUPYCHbIX KOMMOHEHTOB.

@ MoAnTMKy MOXHO Ha3HauyaTb TObKO CTaHLUMAM.

PyKkoBOACTBO aAMAHUCT paTopa
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YT06bI pa3spewnTb NCnoJib3oBaHe NoOJINTUK ANA HaCTpOﬁKVI CTaHU,VIﬁ

1.

Bbibepute nyHKT AAMUHUCTPUpPOBaHMe B rNaBHOM MeHto LleHTpa ynpaBieHus, B
OTKPbIBLUEMCS OKHe BblbepuTe NyHKT ynpasasatowero meHto Kongurypaumsa Cepsepa
Dr.Web.

Ha Bknazake O6buwyme:
a) YcraHosuTe dpnar Ucnonb3oBaTtb NOAUTUKMN.

b) B none Konnuecrtso Bepcnii NONINTUKMN 33aiiTe MaKCMMalbHOE KOIMYEeCTBO BEPCUN,
KOTOpble MOTYT ObITb CO3/aHbl A8 KaXA0W NoAnTUKK. Ecam npu co3gaHum HoBoWM
BEPCUM MONUTUKN JaHHOE KOAMYecTBO ByseT npeBblLeHo, To byaeT yaaneHa camas
cTapas Bepcusa NOAUTUKN.

Ha>xxmute Coxpanutb 1 nepesanyctute Cepsep Dr.Web.

MNocne pa3peLleHns NCNoAb30BaHNA MOJUTUK CO34aeTCA NpesyCTaHOBIEHHas MOMNTHNKA
Default policy. laHHyt0 NOANTUKY HENB3A YAANUTb, HO MOXHO PeAakTMpoBaTb U Ha3HavaTb
CTaHUMAM.

@ MpepyctaHoBneHHas noautvka Default policy pacnonaraetca B cuctemHon rpynne Policies,
KOTOpas CKpbiTa N0 yMONYaHUIO. [na oToBpadkeHNa 3TOW rpynmbl B MEPapXMYeCcKoM Crmcke
aHTMBUPYCHOW CETV YCTAaHOBUTE OMLMIO MaHe M MHCTPYMEHTOB = Hacrpoiiku Buga aepeBa

— Moka3biBaTb CKPbITble rPynmbl.

ili [lna BO3MOXHOCTN ynpaBAeH/A NOAUTMKaMM U MX HAaCTPOMKaMM aAMUHUCTPATOPY AOJIXKHbI
6bITb Ha3HaueHbl NpaBa MpocMoTpP CBOWCTB U KOH$UrypaLumn NoaAUTUK 1
PepaktupoBaHue cBOCTB U KOH}UrypaLmm noJnTHK.

Ecnv npaBa He Ha3HaueHbl, TO NMOAUTVKM BYAyT OToHpaXkaTbCs B AePEBE aHTUBUPYCHOW CETU
1 B MeHezxepe NMLEH3UNM, HO BO3MOXHOCTb MPOCMOTPA WX COAEP>KUMOTO W yrpaBieHus
VMU He npeAocTaBaseTCcA.

7.3.1. YnpaBseHue noanTukamm

CospaHue NoAnNTUKn

UT06b1 CO3AaTH HOBYIO MOITUKY

1.
2.

Bbl6epVITe MYHKT AHTVIBVIPYCHaﬂ CeTb B rNMaBHOM MEHHO LI,eHTpa ynpaBaeHUA.

Bbibepute I'IyHKT+ A o6aBnTb 06bEKT CETU Ha NaHeAN NHCTPYMEHTOB, Aasiee B MOAMEHHO
MYHKT <& Co3paTb NOAUTUKY.

OTKpoeTCﬂ OKHO CO34aHnA NOJINTUKN.

Mone BBosa NpaeHTudmkaTop 3anonHseTcs aBTomaTmyecku. [py HeobxoaMMOCTM ero
MOXHO OTpeZaKkTMpoBaTh B npouecce co3gaHmsa. NaeHTndmnkaTtop He AOKEH BKIKOYATb
npo6enos. B ganbHenwem naeHTMOUKATOP NOANTUKN N3MEHATL HENb3A.

PyKkoBOACTBO aAMAHUCT paTopa
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4. B none HasBaHue 3ajaliTe HAUMEHOBAHWNE MOJIUTUKMN.

Mpwv co34aHNN NOAUTUKN ee HAaCTPONKM MO YMOAYaHWIO konupyrotca u3 noantnky Default
policy. YTo6bl M3MeHUTb 06BEKT, N3 KOTOPOTro HBYAYT KONMUPOBATLCA HACTPOMKN, HAXKMUNTE
Ha ccbinky BbibpaTb gpyrovi o6bekT. B oTKpbIBLLIEMCS OKHE BblbepuTe 06BbeKT 13
npeAcTaBAEHHOrO CNMCKa. ITO MOXET 6bITb rpynna, CTaHLMA, Apyras NoJMTUKa UK BepCUus
noAnTUKK. MoxeT 6bITb BbIGpPaH TONIbKO OANH 06BekT. HaxkmuTe kHonky CoxpaHuTtb. B
OKHe CO3JaHWNs MNOANTUKM 0TOBPa3nTCs BbIBPaHHbIA BaMn 06 beKT.

6. ﬂ,l'lﬂ CO34aHNA NOJINTUKN C 3aJaHHbIMN HaCTpOVIKaMM Ha>XMUTe KHOTMKY COXpaHVITb.

7. Mpw co3zaHNN NOAUTUKN aBTOMATUUECKM CO3LaeTCs BEPCUSA MOAUTUKM, COOTBETCTBYHOLLAS
JaTe o6aBneHns CaMOW MOANTUKM.

Bepcun noamtumkm

MonnTrKa MOXET cogepkaTb HECKOIbKO BEPCUIA, HO He HOoJiblUe, YeM yKa3aHO B HACTPOLKax
koHdurypaumm Cepsepa Dr.Web. HazBaHve BepcuMm NOAUTUKN COOTBETCTBYET BPEMEHM €€
co3zaHus.

UTo6bI CO3A4aTh HOBYIO BEPCUIO MOJITUKU

1. BbibepuTe NyHKT AHTUBMPYCHaA CeTb B I1aBHOM MeHto LleHTpa ynpaBieHus.

2. [octyn K HacTponkam NMOANTUKN OCYLLECTBAAETCA Yepe3 Nepapxmueckmin Cnmcok
aHTUBUPYCHOW ceTu. OTpesakTUpyrTe KOHGUTYpaLMIO NOAUTUKN, AN KOTOPOU Bbl XOTUTE
CO3/aTb HOBYHO BepCcuto. Bbl MOXeTe caenatb 3TO BPYUHYHO UAW MPU MOMOLLK
nMnopTa/pacnpocTpaHeHms KoHGUrypaLmm oT Apyroro obbekta aHTUBUPYCHOW CeTU
(cTaHUWW, rpynnbl, MOAUTUKN).

3. Mpu coxpaHeHNU N3MEHEHWUN HOBas BepPCUs MOANTUKM ByaeT co34aHa aBTOMATUUECKM Ha
OCHOBe 3aflaHHbIX HacTpoek NoanTukn. CosgaHHasn Bepcmsa HByaeT Ha3HayeHa TekyLen.

/l\ Tonbko OJlHa BEPCUA MOJNTUKUN ABNAETCA TEKyU.LEVI N MOXeT ObITb Ha3HayeHa CTaHUMAM.
)

HaCTpOVIKM BEPCUN NMOJIUTUKN NPeAO0CTaBAAKOTCA TOJIbKO ANA UTEHUA.

YT06b1 NI3MEHUTb TEKYLLLYIO BEPCUIO NOJINTUKU

1. BbibepuTe NyHKT AHTUBMPYCHaA CeTb B M1aBHOM MeHto LleHTpa ynpasieHus.

2. B nepapxmueckom cnvcke Bblbepute NOANTUKY, TEKYLLYH BEPCUIO KOTOPOW Bbl XOTUTE
N3MEHUTB.

3. Ha oTkpbIBLUENCA NaHeNN CBOWCTB MOAUTUKMN B pa3zene Obuime B BbinajaroLlemM Crimcke
Tekywiasa Bepcus BbIGepUTE HYXXHYH BEPCUIO.

4. HaxmuTte kHornky CoxpaHUTb.

PyKkoBOACTBO aAMAHUCT paTopa
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YpaneHne nonanTukmn

@ yAaﬂﬂTb NONUTUKN MO>KHO KakK LIeJIMKOM, TakK 1 NO BEPCUAM.

YT106bI yAa/INTb NOJINTUKY WIN BEPCUIO NOJIUTUKUN

1. BbibepuTe NyHKT AHTUBUPYCHaA ceTb B rNaBHOM MeHo LieHTpa ynpaBaeHus.
2. BbibepuTe NOAUTUKY NAN BEPCULIO MOJUTUKN B MEPAPXMYECKOM CMCKE.

3. Ha naHenn MHCTPYMEHTOB HaXXxMuTe ¥ 06wme — X Ypanurb Bbl6paHHble 06BbeKTbI.

@ Mpv yAaneHWn NoanTMki o6 paTtite BHUMaHWE Ha CiefyroLne 0CobeHHOCTH:

L4 I'Ipm yAaneHun nocne,qu|7| BEPCUN NONUTUKW, CaMa MOJIUTUKa TakXKe yaaNnAaeTca.

e Ecnun yaansetcs Tekylas BepCus NoIUTUKK, TO TEKYLLEN CTaHOBUTCSA MOC/TeAHAsA Bepcus (C
nocneaHen faton).

e Bcem cTaHUMAM, KOTOPbIM Bblla Ha3HayeHa yaaneHHas BepCus NOAUTUKY, ByaeT
Ha3HauyeHa Tekylllasd BepCuUs 3TOMN MOSUTUKN.

7.3.2. HazHaueHMe NOINTUKN CTaHUUAM

/l\ [nsa ctaHumm MOXKeT BbITb Ha3HaUeHa TOJIbKO OZHa MOJIUTUKA.
)

CTaHLI,VIFIM MOXET ObITb Ha3HaueHa TOJIbKO Ta noNAnThKa, Ana KOTOpO[/JI 3a4aH ﬂI/|I=I,EH3VIOHHbII\/’|
KJHOY.

UT06bl HA3HAUUTb WU U3MEHUTDb MOJINTUKY CTaHLLUN

1. BbibepunTe NyHKT AHTUBUPYCHaA CeTb B rNaBHOM MeHo LleHTpa ynpasaeHus.

2. B nepapxmyeckom cnmcke Bbl6epI/ITe CTaHUWKO, ANA KOTOpOI‘/’I Bbl XOTUTE HAa3HaA4YNTb NN
N3MEHWTb NMONNTUKY.

3. Ha oTkpbIBLUEWCA NaHenn CBOWCTB CTaHLMKM B pa3gene Mpynnbl B cnivcke Monntuka
ycTaHOBWTe daar HanpoOTUB MNOJANTUKM, KOTOPYHO Bbl XOTUTE Ha3HaUUTb.

Ecnun paHee yxe b6biia HazHaueHa NoanTuka, ee daar byAeT aBTOMaTUYECKN CHAT,
MOCKOJ/IbKY ANA CTaHLUMWN MOXET 6bITb Ha3HaUeHa TO/IbKO OAHAa MOAUTUKA.

Taioke Bbl MOXeTe CHATb Gpaarn co Bcex NoAnTUK. B 3ToOM cnyyae HacTpomku CTaHLmm
BEPHYTCA K CBOEMY NpesblyLieMy COCTOAHWNIO, KOTOpOe BblN0 0 Ha3HaUYeHUS MOANTUKN.

4. HaxmuTte kHornky CoxpaHUTb.

PyKkoBOACTBO aAMAHUCT paTopa
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FnaBa 7: KomnnekcHoe ynpaBaeHne pabounmm ctaHLUAMMU

7.4. NMpodunum

lpogunu onpesenstoT HACTPONKN KOMMOHeHTa KOHTPOAb NPUAOXKEHWI, B COOTBETCTBUN C
KOTOPbIMW Ha CTaHLUMAX MOTYT 3anyckaTbCa nan 610KMPOBaTbCA MPUIOXKEHNA, MOAYAN,
CKpUNTOBbIE MHTEpNpeTaTopsbl, ApariBepbl 1 MSI-nakeTbl.

Mpoduan cozparotca aAMUHUCTPATOPOM U Ha3HAYAkOTCA MOANTMKAM, CTAHLMAM U
nosib30oBaTeNsM, B TOM YMCae rpynnam CTaHUMiA 1 nonb3oBaTenei. NMpoduan onpegenstot
pexxrm paboTbl KOHTPOAS NPUNOXKEHWI.

HacTpolika npodunei ocylLecTBAseTcs Yepes 4epeBO aHTUBMPYCHOM CeTu:

e Bce npoduan pasmeltarotcs B npesyctaHosneHHown rpynne Profiles.

e O61beKTbl, Ha KOTOPble Ha3HaYeH KOHKPETHbIV Npoduab, pa3MeLLatoTcs B JepeBe
aHTUBMPYCHOM CETU B KaUeCTBE AOUYEPHUX 3IEMEHTOB 3TOrO NPOdUAs.

UTo6bI HacTpouTb KOHTpO/Ib NpMNoKeHU

1. Co3aanTe HOBbIV NPODOUIb.

2. 3ajalite HacTPOMKKU Npodung.

3. Ha3sHaybTe npoduib HEOBXOAUMBIM O6bEKTAM.

ili Hactpoliky paboTbl npodunein pekoMeHAyeTcs NPOn3BOAUTL B TECTOBOM peXUME.

Pasnunuatot cnepytroume peXxknmbl paboTtbl npopunein:

e OTK/IIOUEH — MPODUb HE aKTMBEH, HACTPOWKM MPOPUANA HE MPUMEHSAIOTCA.

e AKTUBHbIA — NPOdUb aKTUBEH, HACTPONKN NPUMEHSAIOTCA AN O6BEKTOB, HAa KOTOPbIE
pacnpocTpaHeH AaHHbI NPOdUb .

e TecToBbIl 2/106a/16HbIlI — NPOPUIb aKTUBEH, HO paboTaeT B r106aibHOM TECTOBOM
pexunme. TECTOBbIV pPexXMM UMUTUPYET paboTy KOHTPOAS MPUIOXKEHUIN C MONHBIM

BeAeHMEM XypHana akTMBHOCTK (cM. Cobbitna KOHTpOA NpuaoxeHuni), ogHako
dakTnyeckas 610kMpOBKa MPUNOKEHNI HE MPOU3BOANTCA.

e TecTtoBbIN 019 Npasus — NPodUab aKTUBEH, U Ha O6BEKTbI PAaCMPOCTPAHAOTCA HACTPOMKM
byHKLMOHaNbHOro aHanv3a n npasua. OgHako, nepeBesieHHble B TECTOBbIN PEXMM
npaBuaa He BANAIOT Ha 61I0KMPOBKY MPUNOXKEHUIA. Pe3ynbTaT MMUTUPYEMOW UMUK PaboTbl
3anncbiBaeTCs B XypHan akTuBHOCTU (cM. Cobbitna KoHTpona npuaoxeHunil). TeCToBbIM
pexunm Aaa NpaBua BKIKOYAETCA N OTKIKOYaeTCsa B pa3jesie HacTpoek 3anpeLarowmx u
paspeLlarowmx npasu.

B Tabanue HuxXe NokasaHo Kakme HaCTPOWMKM 3aatoT TOT UM MHOW pexum paboTbl
npoounsa.

PyKkoBOACTBO aAMAHUCT paTopa
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MAT
&:

Pexxkum OTiitoueH  AKTUBHbIN TecTtoBbIN TecroBbiii 0214
2n106a16HsIl npasun
Hacrpoiika
O6ume — Bkarounts npodpunb - + + +
O6wue — MepeBectn npopunb B He aKTMBHa - + -

rno6asbHbIV TECTOBbIV PeXXUm

<Pexum> — <[lpasuno> — He aKTVBHa +/- +/- +
Bxkarountb npaBuao

<Pexum> — <[lpasuno> — He aKTVBHa - +/- +
MepeBecTy NpaBU/IO B TECTOBbIN
pexxum

YcnoBHble 0603HaueHUs
+ HacTpolika JO/MKHa BbiTb BKIOUEHa
— HacTpoMka JoJKHa HbiTb OTKAOYUEHa
+/- HacTpolika He UMeeT 3HayYeHUs

He aKTVBHa HacTpoika HeAOCTyMHa A8 peAakTMpOBaHUs

7.4.1. CozpaHue n Ha3HauyeHue npopunen

UTo6bI cO3aaTb HOBBIN Npodunb

1. BbibepuTe NyHKT AHTUBMPYCHasA CeTb B IN1aBHOM MeHto LleHTpa ynpaBaeHus.

2. B oTKpbIBLIEMCA OKHE Ha NaHeAn NHCTPYMEHTOB Bblbepute NyHKT + Aob6aButb 06BLEKT
cetn — B4 Co3patb npodpunb.

3. Ha oTkpbiBLIeics naHenn 3aganTe HazBaHue npoduna. B fanbHenuem Bbl CMOXeTe ero
M3MEeHUTb NPV HEOBXOAMMOCTU B pa3gesie HacTpoek Obuine.

4. HaxmuTte kHornky CoxXpaHUTb.

HoBsbii npodunb 6yzaeTt co3aaH 1 nomelleH B rpynny Profiles.

UYT106b1 Ha3HaUNUTL NPOPUIb 06BLEKTY

1. BbibepuTe NyHKT AHTUBMpPYCHaA ceTb B IN1aBHOM MeHto LleHTpa ynpaBaeHus.

2. B oTKpbIBLIEMCS OKHE B MepapXxMyeckoM crncke Bolbepute Npodusb, KOTOPbIN Bbl XOTUTE
Ha3HauNTb.

3. Ha naHenn MHCTPYMEHTOB HaXXMuTe g AaHHble n KoHbUrypauua — & HasHauuTs
npogunb.

B oTKpbIBLIEMCS OKHE BbIbEpUTE O6BEKT PAaCNPOCTPAHEHMA HAaCTPOEK:

PyKkoBOACTBO aAMAHUCT paTopa
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e Ha Bknagke Active Directory npesctaBieHbl CMUCKNU, aHaNOTMYHbIE CMUCKY B AepeBe
aHTUBUPYCHOW ceTn, 0bHOoBASeMOMY Mo 3agaHnio CMHxpoHusauus c Active Directory
n3 pacnucanusa Cepsepa DrWeb. [laHHble cnncku cogepykaT NAEHTUUHbIE 06bEKTbI, HO
pa3nnyatoTca No TMNy oH6bEKTOB, ANs KOTOPbIX ByAeT Ha3HaueH NPoPuIb:

o B cnucke CraHuum Active Directory Bbl MoxkeTe BbIGpaTh rpynnbl CTaHUWIA UK
OTAeNbHble CTaHLMW, 3aperncTpnpoBaHHblie B gomeHe Active Directory.

o B cnucke Monb3osatenu Active Directory Bbl MoxeTe BbibpaTth rpynmnei
noJsib30BaTenen 1N OTAe/IbHbIX NOAb30BaTENEN, 3aPErNCTPUPOBAHHbIX B JOMeHe Active
Directory.

ilf OAHI/I N Te e 06BbEKTbI He AOJIDKHbI ObITb Bbl6paHbI B Pa3HbIX CrnCKax.

e Ha Bknagke AHTMBUPYCHasA ceTb Bbl MOXeTe BbibpaTth Caeayrolime obbekTbl:

o [pynnbl cTaHUWIA. B 3TOM ciydae HaCcTpOMKM ByayT pacnpoCTPaHATCA Ha YYeTHble
3anmMcKn BCex Nosb3oBaTesen BCeX CTaHLUUM, BXOAALUMX B JaHHbIe Tpynmbl.

o OTZeNbHble CTaHLMW B rpynnax. B atom cnyyae HacTponku 6yayT pacnpocTpaHaTCs Ha
y4yeTHble 3anuncK Bcex Noib3oBaTenen BbiIbpaHHbIX CTaHLNN.

o [Moantukm B rpynne Policies. B 3Tom cnyyae HacTpolikm ByayT pacnpocTpaHATbCA Ha
yYeTHble 3anuncuK BCeX NONb30BaTeNel CTaHL MM, KOTOPbIM Ha3HayeHa BblbpaHHasn
noanTuka.

e Ha Bknagke JlokanbHble Nosb30BaTeNN Bbl MOXeTe BbiOpaTh rpynny nosb3oBaTtesnen
WAV OTAENbHbIX MONb30BaTeNei Ha CTaHUMAX. B aTom cnyyae HacTpownku ByayT
PacnpoOCTPaHATCA TONbKO Ha yYeTHble 3aMncK BblbpaHHbIX MONb30BaTeNeN Ha 3TUX
CTaHUMAX.

MNMoapobHee o NprMopuTeTax NpK HasHavyeHUW npodunenr cM. pasgen HacnepoBaHue
KoHdUrypaumm paboyen ctaHUNK.

4. HaxmuTte kHonky CoxpaHutb. Bce BbibpaHHble 06bekTbl 6yayT fobaBAEHbI B CMNCOK, Ha
KOTOpPbIA pacnpocTpaHaeTcs HacTpavBaembli Npodub (oTobpaxatoTcs B Aepese Kak
BIOXKEHHble 00BbeKTbI A1 AaHHOTo NPoduAs).

UT06bI NpeKpaTUTb pacnpocTpaHeHne HacTpoek npodpuasa Ha o6bekT

1. BbibepuTe NyHKT AHTUBMpPYCHaA ceTb B IN1aBHOM MeHto LleHTpa ynpaBaeHums.

2. B oTKpbIBLIEMCS OKHE B MepapXM4yeckoM CrNCKe packpomrTe CMUCOK OOBbEKTOB, BAOXKEHHbIX
B Npoduib 1 BbibepunTe 06BEKT, AN KOTOPOrO Bbl XOTUTE OTMEHUTbL Ha3HaueHne Npoduns.

3. Ha naHe/sn MHCTPYMEHTOB HaxmuTe 3 Obme — E% OTMeHUTb HasHaueHue npoduna
obbekTam.

PyKkoBOACTBO aAMAHUCT paTopa
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7.4.2. Hactponka npodpunen

UrTo6b1 OTpeaaKkTUpoBaTbh HaCTPOUKU Npodpuns

BbibepuTe nyHKT AHTUBUPYCHaA CceTb B rMaBHOM MeHH0 LleHTpa ynpaBaeHus.

. OTKpONTE pa3aen CBONCTB NPOPUASA OAHMM M3 CNeaytoLLMX CMOCcob0B:

a) Haxxmute Ha Ha3BaHue Npoduas B MepapxmyeckoM Crnucke aHTUBMPYCHOW ceTn. B
npaBoW YacTv OkHa LleHTpa ynpaBaeHns aBToMaTU4eCckn OTKPOETCA NaHes b co
cBOMCTBaMM Npoduns.

b) HaxxmunTe Ha MKOHKY Npoduns B fepeBe aHTUBUPYCHON ceTu nan BbibepuTe Nnpodub,
3aTem BblibepuTe NyHKT CBOMCTBA ynpasaatollero MeHro. OTKpoeTcs OKHO €O
cBOMCTBaMM Npoduns.

B pa3gene O6wme 3agatotca NpuHLUMMbl paboTel npodun:
¢ B nose HasBaHue npodunsa MoxxeTe NU3MEHUTb UMS Npoduas.
e YctaHoBUTe dnar Bkarouutb npodpunb, UToObl HauaTb MCMO/b30BaTb 3TOT MPOPUIIb.

o Ecam yctaHoBneH ¢nar MepeBectn npodpunb B rnobanbHbiiA TeCTOBbINA peXkum, byaeT
OCYLLeCTBAATLCA TO/IbKO 3aMMUCh XXYPHana akTUBHOCTM Kak MPW BKIKOYEHHbIX
HacTpoikax. MoxeTe nCno/b30BaTb AaHHbINA PEXUM A/d OTAaAKU paboTbl Nnpoduns.

e B pa3gene OyHKIMOHaNbHbIV aHanU3 3ajanite Habopbl NpeAyCTaHOBAEHHbIX MPaBM, No
KOTOPbIM 3anycK NPUAOXeHUI ByaeT pa3peLlaTbcs Uan 3anpeLaTbes.

UTOo6bI NPUMEHNTb HAaCTPOWNKK, 3aZjaHHble B pa3gene O6uwue, HaxkmuTe COXpaHUTb B
HacTponkax npoduns.

B pa3gene Paspeluarowuii pexxum npreseHa obLias cBogka no HacTpokam pexunma:
KOJIMYECTBO CO3AaHHbIX Pa3peLuatoLnx NpaBma U rpynn JOBEPEHHbIX MPUNOXKEHUN,
Ha3HaYeHHbIX Ha AaHHbIA NPOGUAb. YTOObI BKIHOUMTL UM OTKIHOUNTL PEXUM, @ Takxke
HacCTPOWUTb NpaBWaa N JOBEPEHHbIE MPUNOXKEHNSA, HAXMUTE Ha CCbINKy Paspeluatolinii
DEXUM A/1f NEPEXOAa B COOTBETCTBYHOLLMIA pasjen.

B pa3zene 3anpelarowinii pexkum npreegeHa obLas cBoka No HacTponkaM pexunma:
KOMYECTBO CO3JaHHbIX 3anpeLaroLmx npasua. YTobbl BKIKOUNTL UM OTKITHOUUTD PEXMM,
a TaKke HaCTPOUTb MPaBMAa, HaXKMUTE Ha CCbINKY 3anpeLuarouinil PeXXUM AlA Nepexosa B
COOTBETCTBYIOLLMI pa3jen.

O6patute BHUMaHMe Ha cneaylouime ocobeHHocTu pabotbl npopunsa KoHrpons
NPUI0>KEeHNI:

e Ecnn He BK/IHOUEH HY OAWH KpuTepwuii B pa3gene Kputepun pyHKLMOHaNBHOrO aHaAu3a, TO

cam npoduab ByaeT OTKAHOUEH.

e Ecv npw 3agaHnn HacTpoek Npoduas HKU As OAHOrO K3 KpuTepues B pasgesne Kputepun

¢yHKUMOHaNbHOrO aHaM3a He 3a/aHbl paclUMPeHHbIe HACTPOMKM U OTKIHOYEHDI
3anpeLarowwmnii 1 paspeLuaroLLmii pexxnMbl, TO JaHHaa KOHGUIypauns HacTpoek He ByaeT
coxpaHeHa.

PyKkoBOACTBO aAMAHUCT paTopa
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e ECcnn He 3aZaHbl HM pa3peLluatole NpaBuaa, H1N JOBEPEHHbIE MPUAOXEHNS, pa3peLuaroLLmin
pexum byaeT OTK/IHOYEH.

e Ecnn He 3azaHbl 3anpelLatolye NpaBma, 3anpeLLiarowmin pexmmM byaeT OTKIHOYEH.

7.4.2.1. ®yHKUMOHa/IbHbIW aHaNn3

@yHKYUOHAIbHBIU aHAAU3 3aZaeT Habop NpeaycTaHOBIEHHbIX YCIOBUIA, MO KOTOPbLIM
MPUIOXKEHNS Pa3peLLaroTcs UK 3anpeLlaroTcs ANs 3anycka B COOTBETCTBUM C
BbIMOJIHAEMbIMU GYHKLMAMM.

PepakTnpoBaHue HacTpoek GyHKLMOHANbHOrO aHaan3a oCyLLeCcTBAAETCA B pa3jene CBOUCTB
npoduna Obwue — Kpurepmnn ¢pyHKLMOHaNbHOrO aHaAM3a.

AN

Ecnun He BrItOUEH HM OAMH KpuTepuid B pasgene Kputepumn ¢pyHKuMoHanbHOro aHanamsa, 1o
caM npodwib ByAeT OTKIHOUEH.

Ecaun Hn ans ogHoro u3 kputepree B pasgene Kputepun ¢pyHKLMOHaNBHOTO aHa/iusa He
3a/laHbl PacLLUVMPEeHHbIe HACTPOWKM 1 OTK/IFOUEHb! 3aMpeLLatoLLmii U paspeLuatroLLnin pexxumbl,
TO caMm MPodWIb ByAeT OTKIFOYEH.

UT06b1 HacTPOUTL PYHKLMOHANBHBIW aHaNU3

1. B pa3gene Kpurepun pyHKLMOHaNBHOrO aHanu3a ycTaHOBUTE aaru Ans KaTteropuim,
KOTOpbl€ Bbl XOTUTE MCMO/Ib30BATh:

o 3anycK NPUIoXKEeHUN,

o 3arpy3Ka U UCNOJIHEHUEe MoAyen,

o 3anycK CKpUNTOBbIX MHTEPNPETaTopPOB.,

o 3arpyska ApaiiBepos,

o YcraHoBKa MSI-nakeTtos,

= L',eIIOCTHOCTb NCNoJIHAeMbIX ¢a|7|nos.

@

Ecan BbI HacTpauvBaeTe I'IpOCI)I/I}'Ib BrepBble, TO NPY BKAHYEHUN Ka>Ka0Tro 13 KpUtepumes
AdBTOMaATUYECKM BKJIOYAKOTCA €ro pa3pelarome Kateropmum B pacllMpeHHbIX HaCTpOI‘/lIKaX.

,ﬂ,aHHbIl‘;I NHCTPYMEHT UCMONb3YyeTCA B KayecTBe MepPbI 6e30MacHOCTM Ha Cﬂy‘-lal‘/ll, ecan nocne
NPUMEHEHNA HAaCTPOEK pa3pellatollero nin sanpewarolero pexmmMoB OKaXXyTCA
3a6J10KVIpOBaHbI 06BbEKTI OHepaLl,I/IOHHOVI CNCTEMDI, HEO6XO,CI,VIMbIe Aana pa6OTbI CTaHUMW.

B sanbHenwem npy HEOBXOAMMOCTM Bbl MOXETE OTKIHOUUTL 3T pa3peLlatoLLine KaTeropum
B pacLUMpPEeHHbIX HaCTpoMKax.

2. [1nA 3apaHma pacluMpeHHbIX HacTPOeK MO BbIBPaHHOMY KPUTEPUIO HaXKMuTe 7
PepakTupoBatb HanpoTMB COOTBETCTBYOLLEro Kputepua. OTKpOeTCs OKHO CO CMUCKOM

HaCTpOeK.

PyKkoBOACTBO aAMAHUCT paTopa
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Hactpoiku GyHKUMOHaNIbHOrO aHaan3a MOryT 6bITb Kak 3anpeLuarowmmm, Tak 1
pa3peLlaroLmmMm 3anyck NPpUNOXKEHUN.

YctaHoBUTE q)narm ANA TEX HACTPOEK, KOTOPbIE AOJ/IKHbI BbIMONHATLCA.

3. Ecan BbI BKAKOUNTE MCMOb30BaHME KaKOro-a1nmbo 13 KpUTEPUEB, HO He 3aJaanTe ero
pacLMpEeHHbIe HAaCTPOWMKM, TO KOHTPOJIb 3anycka byaeT NPOU3BOANTLCA AN BCEX OOBEKTOB
MO 3TOMY KPUTEPUIO B COOTBETCTBUM C HAaCTPOMKaMM pa3peLLaroLLero Nan 3anpeLatoLwero
PEXMMOB.

Hanpumep:

e Ecnv 3asaH KpuTepunii 3anyck CKPMNTOBBIX UHTEPINPETAaTOPOB, HO He 3aJaHbl ero
paclUMpeHHble HaCTPOWKK, TO ByaeT KOHTPOANPOBATLCA 3aMyCcK BCeX CKPUMTOBbLIX
WMHTEPNPeTaTopOB B COOTBETCTBMM C HAaCTPOMKaMU, 3ajaHHbIMW 411 pa3peLlatowwero nam
3anpeLLaroLLero pexmos.

e Ecnun 3asaH kputepunii 3anyck CKPUNTOBbIX UHTEPNPeTaToOpoB U 33JaHa ero
pacliMpeHHas HacTporka 3anpewaTb 3anycK CLLeHapueB CO CMEHHbIX HOCUTEe/1el, TO
OyAeT 3anpeLleH ToIbKO 3anycK CLleHaPUEB CO CMEHHbIX HOCUTeNeln.

4. Ecav Bbl 3agaanTe pacluMpeHHble HaCTPOMKKN, HO He BKIHOUMTE NCMOb30BaHNE CaMOro
KpUTEpUA, TO HN pacCLUMpPeHHble HaCTPOWKM, HX CaM KPUTEPUIA BbIMONHATLCA He ByayT.

5. [lna coxpaHeHus paclMpPeHHbIX HacTpoeK HaxXMuTe COXpaHUTb B OKHE CO CMNCKOM
paclWMpPeHHbIX HAaCTPOeK.

6. [lna coxpaHeHnsa HacTpoeK QYHKLMOHANIbHOro aHaan3a HaxMmute CoxpaHUTb B OKHe
HacTpoek npoduns.

7.4.2.2. Paspewarowmim pe>xkum

Paspewarowjuli pexkum NoApasymMeBaeT, UTO Ha BCEX KOHTPOMPYEMbIX CTaHLMAX pa3peLlaeTcs
3anyck TOIbKO MPUAOXEHUI M3 cnncKa [loBepeHHble NPUIOXKEHUSA N NMPUIOXKEHWUN, KOTOPbIe
COOTBETCTBYHOT pa3peLuatoliMM npaBuaam. Bce octanbHble NpuaoxeHms 610KMpyOTCS.

Pazpeliatownini pexxnm MoxeT ObITb BKIHOUEH Aaxke B TOM C/y4ae, ecin paboTatoT TObKO
pa3speluatowme npasuaa. B atom cnyyae paspewarowmin pexxum 6yaet pabotaTb Kak
fononHeHue K GYHKLMOHabHOMY aHaan3y, M03BOIAN pa3peLlaTb 3anyck OTAeNbHbIX
NPWIOXKEHUIN N3 CKCKa 3anpeLLeHHbIX. Hanprmep, ecan B Kputepusax GyHKLMOHaNbHOTO
aHann3a yCTaHOBJ/IEH 3anpeT Ha 3anycK MPUIOXEHUI N3 CeTU 1N 0BLLMX PpeCcypCcoB, HO Npwu
3TOM B pa3peLlatoLmx npaBmaax ycTaHOBAEHO pa3peLleHme Ans 3anycka KOHKPETHOro
NPUAOXEHUS, TO 3TO NPUNOXKeHNE ByaeT 3anyckaTbCs NPU COXpaHsatoLEenca 6a0KMpoBKe
OCTaNlbHbIX MPUNOXEHWN.

PesakTnpoBaHue pa3speLuatoLumx NpaBua U JOBEPEHHbIX MPUIOXKEHWI OCYLLECTBAAETCA B
cBOMCTBax Npoduas, Ha Bknasake Paspeluarowinn peXxknum.
YT06b1 MCNONB30BaTb paspeLualo i peXknum

1. YcraHoBuTe dnar MUcnonb3oBaThb paspeluarowmii peXkum Ha Biiazke Paspelwarowmii
peXxum.

PyKkoBOACTBO aAMAHUCT paTopa
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2. 3apjaiiTe HaCTPOMKM XOTA Hbl B OAHOM U3 €ro paszesios:

e Paspeulatouive npasuaa.

e /lOBepeHHble MPUAOXKEHNA.

3. Haxxmunte CoXxpaHUTb.

Ecav He 3agaHbl HM pa3peluarolle NPaBWaa, H JOBEPEHHbIE MPWIOXKEHWS, pa3peLlaroLLuii
pexxum ByaeT OTKIHOYeH.

Pa3peu1arou1,|4e npaBuJja

PepakTpoBaHuMe paspeLlatoLlmx npaBua OCyLLECTBAAETCA B pa3jese CBOUCTB Npodus
Paspelwuarouimii pexxkum — Paspeluatrowme npaBuia.

YT106bI €034aTb HOBOE€ pa3pelLuatollee npaBuio

1. B pa3gene Paspeluarowme npaBuna HaxxmuTe Ha naHenn MHCTPYMeHTOB kHorky ¥
Co3partb npaBuno.

2. B okHe [lo6aBneHne npaBuna 3asanTe HasBaHue npaBuna 1 Haxxmumte COXpaHUTb.

3. B cnucke npaBus BbiGepute co3gaHHOE NPaBUIO 1 3aJaiiTe ero HaCTPOMKM Ha
OTKPbIBLUENCS NAaHENN CBONCTB:

a) YcraHoBute dnar Bkarountb npaBuno, utobbl HavaTb MCMOb30BaTb 3TO NPaBUO.

b) Ecan Bbl xoTUTe NpoBepuTb paboTy npasuna, yctaHoBute ¢pnar NMepeBecTn npasuio B
TEeCTOBbIN peXXuM. [TpnaoxeHna He ByAyT KOHTPOANPOBATLCA Ha CTaHLMAX, OAHAKO
ByzeT OCyLLeCTBAATLCA 3aNNCh XXypPHaia akTMBHOCTW Kak MPW BKIFOYEHHbIX HaCTPOMKaX.
Pe3ynbTaTbl 3anyckoB 1 610KMPOBOK MPUIOXKEHWA B TECTOBOM pexkumMe paboTbl
npasuna byayt otobpaxkatbca B passene Cobbitva KOHTpOAS NpUioxXeHun.

Ecan dnar MNepeBecTy npaBu/Io B TECTOBBLIU PEXXUM CHAT, NpaBuao byaet paboTatb B
aKTVIBHOM peXume C 3anyckoM NMPUAOXKEeHWIN Ha CTaHLMAX NO 3ajaHHbIM HacTponkam

npasuaa (CM. Takke pexxrmbl paboTtbl npodbunen).

C) B pa3gene Paspewartb 3anycK NpuUio)KeHUA NO CeAyoW UM KpuTepmam Bbibepute
OMLMK, COTNAaCHO KOTOPbIM 3amnyck MPUAOXEHUA Ha CTaHLUMAX ByaeT pa3peLleH.

| B none Umsa daiina ykaxute nms daiina uiv katanor. MNogaepxxumBatoTca nepemMeHHble
‘ OKpY>KeHMA 1 Macku. Ecam He 3agaH nyTb, mapameTp 6yzeT NPOUHTEPMNPETUPOBaH Kak Gaiin ¢
yKa3aHHbIM UMEHEM HE3aBUCMMO OT MECTOHaXOXAeHWA.

@ Taioke Bbl MOXeTe cO34aBaTb pa3peLlatoline npasuna us pasgenos Cobbituna KoHtpons

‘ NpUAOXeHUN M CNpaBOYHUK NPUNOXKEHUN HA OCHOBE AaHHbIX, MOJyUYeHHbIX CO CTaHLUMIA. [Mpu
3TOM MapameTpbl NMPUAOXKEHUI B HAaCTPOViKax npaBwuia 6yay 3anosiHeHbl aBTOMaTUYeCKM
COrNacHo BblIbPaHHOMY MPUIOXKEHWIO.

4. Haxmunte CoxpaHuUTb.

PyKkoBOACTBO aAMAHUCT paTopa
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UT06bI cO3aaTh AYy6AMKaT pa3peluatrolero npaBuaa

1. B pa3zene Paspelwarowme npaBuna B Tabaviie npasua BbibepuTte NpaBunio, KOTOPOE Bbl
XOTuTe NpoaybanpoBaTb ANA 3TOro Npodus.

2. HaxmuTte Ha NnaHenn MHCTPYMEHTOB KHonKnyI Ay6nuposatb npaBuno.

3. B tabavue npaBna NOSBAUTCS HOBOE NMPaBWJ/IO, HACTPOMKM KOTOPOro ByayT MOAHOCTbIO
CKOMMPOBaHbI U3 NpaBuKaa, BbibpaHHOro Ha ware 1. B umeHn npasuna gobasutcsa undpa
1.

Uro6b1 yaanutb paspeluaroiiee npaBuio

1. B pa3gene Paspeluarowime npaBuna B TabivLe npaBua Bblbepute npaBmao, KOTOPOE Bbl
XOTUTE YAaANTb U3 NpodUAs.

2. HaxmuTe Ha naHean NHCTPYMEHTOB KHonKyﬂl Ypanutb npaBuno.

[ oBepeHHble NpUiOKeHNS

UTo6bI MCNONIb30BaTb AOBEepPeHHble NPUIOXKEHUs, BbINOJIHATE OAHO U3 CJ/ieAyHoLLNX
AEUCTBUN:

e Ecnm cbop goBepeHHbIX MpUNoXeHUn ByaeT ocylecTBAATbCA Ha BaweM Cepsepe Dr.Web
(cm. Takoke [loBepeHHble NPUIoXKeHUS), akTUBUPYMTe COOpP JOBEPEHHbIX MPUNOXEHWI B
pa3gene LleHTpa ynpasneHna AgMmuHucTpupoBaHue — KOHTposib npuioxxeHuin —
[loBepeHHble NPUNOIXKEHUA.

e Ecnn poBepeHHble npunoxeHnsa 6yayT nepesaBaTtbcs Ha Baw Cepsep Dr.Web no
Me>xxcepBepHoW cBa3n ¢ cocegHero Cepeepa Dr.Web, 3agarite cooTBeTcTBYIOLIME HACTPOMKM
B peno3uTtopusx Cepsepos Dr.Web, oTnpasastowux n nonyyarowmx npoaykt JioBepeHHble
NPUNOIKEHUA.

PesakTmpoBaHue JOBEPEHHbIX MPUNOXEHUI AN KOHKPETHOTO NPoduAs OCyLLECTBASETCS B
pa3zene cBONCTB Npodumas Paspelsarowuii pexxum — [loBepeHHble NPUIOXKEHUS.

Tabanua passena CoAepPXnUT CMUCOK BCEX TPy AOBEPEHHbIX MPUIOXKEHWUN, Ha3HAUEHHbIX
AN faHHOTo nNpoduns.

Ipynna dogepeHHbix npuaoxeHul (v 6enbii CANCOK NMPUAOXEHNI) NpeacTaBaseT cobomn
CNUCOK NMPUNOXKEHWNI, COBPaHHbIX MO 3aZaHHbIM KPUTEPUAM C BbIOPAaHHOW CTaHLWU UK
rpynnbl CTAHUMUA. TN NPUNOXKEHNSA pa3peLleHbl Al 3amnycka Ha CTaHLMAX aHTUBUPYCHOW
CeTW, ANA KOTOPbIX Ha3HAYeH JaHHbIN Npoduib Npu paboTe B pa3peLuatoLleM pexnmMe.

ili Ecav Baw Cepeep Dr.Web nonyvaer foBepeHHble MPUNOXKEHMS MO MEXCEPBEPHON CBA3M C

cocegHero Cepsepa Dr.Web (cm. [loBepeHHble npunoxxeHuns), To Tabauua rpynn MoxeT
cozep>KaTb 3anmcK co 3Haukom ! Fpynna AoBepeHHbIX NPWUIOXKEHUIA OTCYTCTBYET B
peno3utopum CepBepa. [laHHble 3anvcy akTyalbHbl AN FPYNN NPUAOXKEHWH, KOTopble Bblin
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Jo6aBeHbl U3 Npeablayllei peBusum npoaykta JloBepeHHbIe NPUIOXKEHUs, Noc/e Yero
6blna NoayyeHa HOBas PeBU3NA, B KOTOPYHO JaHHasA rpymna He BXxoauT. [pu aTom,
NMPWIOXEHNA MOTYT NO-MPEXHEMY COXPaHUTb PaboTOCNOCOHHOCTL Ha COOTBETCTBYHOLLLNX
CTaHUMAX, HO YTObbl NPeOTBPaTUTL HapyLLeHWs PaboTbl NPOPUAA, PEKOMEHAYeTCa YAaiuTb
Takue rpynrbl U3 ero HacTpoek.

UT06b1 A06aBUTL rPyNNy AOBEepPEeHHbIX NPUIo)KEeHUA B npodub
1. B pa3gene [LoBepeHHble NPUNOXKEHNA HaXMUTE Ha NaHe N MHCTPYMEHTOB KHonky
[ 06aBuTb rpynny AoBepeHHbIX NPUI0XKEHWA B NPOPUb.

2. OTKpOETCA OKHO CO CMUCKOM BCEX JOCTYMHbIX FPYMn AOBEPEHHbIX MPUNOXKEHUN.

| MNpu HacTpolike paspeLLaroLLero pexvma rpynbl Zo0BepeHHbIX NPUIOXKEHWU BbiIbMparoTCs
M3 Crvcka rpynn, JOCTYMHbIX B DEN0O3UTOpUn Ans npoaykta JloBepeHHble NPUIOXKEeHUS.

3. YcraHoBuTe darn HanpoTUB TeX rpynmn NPUAOXEHUW, KOTOPbIE Bbl XOTUTe 06aBUTbL B
npogub.

4. Haxmunte CoxpaHUTb.

UT06b1 yAANNUTBL rpynny AoBepeHHbIX NPUI0XKeHU us npodpunsa
1. B pa3gene [LoBepeHHble NPUIOXKEHUA YCTaHOBUTE B Tabsavue Gnarn gna rpynn, Kotopble
Bbl XOTUTE yAauUTb U3 Npoduns.

2. HaxmuTe Ha naHenun uHctpymeHTos kHonky Wl Yaanuts rpynny aoBepeHHbix
NPUIOXKEHUA.

3. MpunoxeHusa faHHOW rpynnbl OyAYT yAaneHbl U3 CNUCKA pa3peLleHHbIX A5 3anycka Ha
CTaHUMAX, AN KOTOPbIX HAa3HAYEH JaHHbIN NPOPUb.

| Mpwv yaaneHun n3 npodunsa cama rpynna JOBepPeHHbIX MPUIOXEHWI He yaanaeTca. [pynna
OCTaeTca AOCTyrnHa B PENO3UTOPUM U MOXET ObiTb Jo6aB/ieHa Kak B JaHHbIN, Tak U B Apyrue
npodun.

7.4.2.3. 3anpewaromn pexxum
3anpewarowyuli pexkum NozpasymMmeBaeT, UTO Ha BCeX KOHTPOIMPYEMbIX CTaHLMAX 3anpeLlaeTcs
3anyCK TOJIbKO TeX I'IpVIJ'IO)KGHI/IVI, KOTOpPblI€e COOTBETCTBYHOT 3anpeLlalolwnm npasniam. Bce

OCTa/IbHble MPUIOXKEHMWS pa3peLLatoTcs.

PesaktnpoBaHMe 3anpeLLatoLLmx NpaBua OCyLLEeCTBAAETCA B CBOWCTBAX Npoduasa, Ha BK1aake
3anpelyalownin pexxum.

PyKkoBOACTBO aAMAHUCT paTopa
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UT06b1 MCNO/Ib30BaTh 3anpeLLaloLnii peXxkum

1. YctraHoBuTe dnar Mcnonb3oBaThb 3anpeLyarownii peXxum Ha Bkiajke 3anpeLyatouia
peXxum.

2. Coap,a|7|Te 3anpeuwaroume npaBnaa Kak OnncaHo HUXKeE.

3. HaxmunTte CoXxpaHUTb.

ilf Ecan He 3aaHbl 3anpelyatoLlne npasBuaa, 3anpeLiaroLLmii pexumM 6yaeT OTKIOYeH.

Yr10o6bI €Oo3AaTb HOBOeE 3anpeLliarollee npasuiao

1. B pa3gene 3anpewatouime NpaBuaa HaxmMuTe Ha NaHe u MHCTPYMEHTOB KHorky
CospaTtb npaBuno.

2. B okHe [lobaBneHue npaBuna 3aganTte HasBaHue npaBunaa 1 HaxkxmuTe CoXpaHUTb.

3. B cnucke npaBua BbibepuTe CO34aHHOE NPaBUIO U 3ajaliTe ero HaCTPOMKN Ha
OTKPbIBLUENCA NaHEeNN CBONCTB:

a) YcraHoBuTe qmar Bxkarouutb npasuno, yTOObl HaYaTb UCMO/b30BaTb 3TO npasumno.

b) Ecnu Bbl xOTUTE NpoBepuUTL paboTy NpaBuaa, yctaHoBute Gnar MepeBecTn npaBuno B
TEeCTOBbIA PeXUM. [1pnIoXKeHNA He ByayT KOHTPONMPOBATLCA Ha CTaHLMAX, OAHAKO
OyZeT OCyLLeCTBAATLCA 3aMUCb XypHana akTMBHOCTU KaK NMPW BKIKOUYEHHbIX HaCTPOMKaX.
Pe3ynbTaTbl 3anyckoB 1 6J10KMPOBOK NPUNOXEHNN B TECTOBOM pexunmMe paboTbl
npaBuna 6yayt otobpaxkatbcs B pasgene Cobbitva KOHTPOAA NPUAOXKEHWI.

Ecnv dnar MNepeBecTy npaBuIO B TECTOBbINA PEXXUM CHAT, NpaBuao byaeT paboTath B
aKTUBHOM pexunmMe ¢ 6J10KMPOBKON MPUNOXKEHWIM Ha CTaHLUMAX MO 3aZaHHbIM

HacTpoWkam npaBuaa (CM. Takxke pexrMbl PaboTbl Npoduiein).

C) B pa3gene 3anpewatb 3anycK NPUIOXKEHWA MO C/IeAYIOLWUM KpUTepUusam BbibepuTe
OMLMM, COrNacHO KOTOPbIM 3anyck MPUIOXKEHWU Ha CTaHLUMAX ByaeT 3anpeLLeH.

| B none Umsa daiina ykaxute ums daiina uam katanor. MNoaaepxvBatoTcs nepemMeHHble
OKpY>XeHWs 1 Mackn. Ecav He 3agaH nyTb, NnapameTp ByAeT NpOoVHTepNpeTMpOBaH kak daiin ¢
yKa3aHHbIM MMeHEM He3aBMCUMO OT MEeCTOHaXOXAEHNS.

@ Taioke Bbl MOXeTe CO3zaBaTh 3anpeLlatolme npaBmna s pasgenos Cobbitus KoHtpons

I'IQI/I}'IO)KeHI/IDI n CI'IpaBOl-IHI/IK I'IpI/IJ'IO)KeHI/IVI Ha OCHOBE€ JaHHbIX, NMOJIy4EHHbIX CO CTaHLLI/II?I. I'Ip|/|
3TOM NapaMeTpbl I'IpVIJ'IO)KEHVIVI B HaCTpOVIKaX npaswuna 6y,£l,yT 3anoJiIHeHbl aBTOMaTU4YEeCKUN

cornacHo Bbl6paHHOMy NPUNOXKEHUIO.

4. Haxmunte CoxpaHUTb.
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UTto6b1 co3aaTh Ay6MKaT 3anpelyatolLero npasuia

1. B pa3gene 3anpewatowme npasBuna B Tabanue npasma Boibepurte NpaBuao, KOTOPOe Bbl
XOoTuTe NpoAybanpoBaTb Ans 3TOro Nnpoduas.

2. HaxkmuTe Ha naHenn MHCTPYMEHTOB KHonKnyI Ay6nnpoBatb npaBuno.

3. B tabavue npaBna NOSBAUTCS HOBOE NMPaBWJ/IO, HACTPOMKM KOTOPOro ByayT MOAHOCTbIO
CKOMMPOBaHbI U3 NpaBuKaa, BbibpaHHOro Ha ware 1. B umeHn npasuna gobasutcsa undpa
1.

YrTo6b1 yaanutb 3anpeLyarow,ee npaBuio

1. B pa3gene 3anpewatowme npaBuaa B 1abanue npasma Bbibepurte NpaBuio, KOTOPOE Bbl
XOTUTE YAaANTb U3 NpodUAs.

2. HaxmuTe Ha naHean NHCTPYMEHTOB KHonKyﬂl Ypanutb npaBuno.

PyKkoBOACTBO aAMAHUCT paTopa
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AHTMBMpPYCHas ceTb, paboTatowas nog ynpasneHnem Dr.Web Enterprise Security Suite,
MO3BOJIAET LLeHTPaIM30BaHHO HacTpamBaTh aHTUBMPYCHbIE NaKeTbl Ha Paboumx CTaHLUUAX.
Dr.Web Enterprise Security Suite no3ssosser:

e HacTpamBaTb KOHPUIYpPaLMOHHbIE MapaMeTpPbl aHTUBUPYCHbBIX CPEACTB,

e HacTpamBaTb pacnmMcaHue 3anycka 3ajaHnin Ha CKaHMpPOBaHWe,

e 3anyckaTb OTAe/bHble 3aZaH1s Ha pabounx CTaHLUMAX HE3aBUCMMO OT HaCTPOeK
pacnucaHus,

e 3anyckaTtb npouecc 06HOBeHMA pabounx CTaHLMIW, B TOM Yncie nocae owmnbku
0BHOBNEHWNA CO COPOCOM COCTOSHUSA OLLNOKM.

Mpw 3TOM agMUHKCTPATOP aHTUBMPYCHOW CETM MOXKET COXPaHWUTb 3a NONb30BaTeNeM
pabouel CTaHUMKM NpaBa Ha CaMOCTOATENbHYO HaCTPOMKY KOHGUTrypaumum 1 3anyck 3ajaHui,
3anpeTuTb 3TV AENCTBUA UM B 3HAUMTENIbHOW Mepe UX OrPaHnuUnTb.

N3meHeHusa B KOHUTypaLuuto pabouen CTaHLUN MOXHO BHOCUTb ake TOrAa, Korjaa oHa
BpeMeHHO HegocTynHa ana Cepepa Dr.\Web. 311 nameHeHuns 6yayt npmHaTel pabouen
CTaHuMeRn, kak Tonbko ee cBa3b ¢ Cepepom Dr.Web BocctaHOBMTCS.

8.1. YnpaBneHue yueTHbIMU 3aNNCAMU pabounx cTaHLUN

8.1.1. MonAnTtnka noakNOUEeHNA CTaHUUN

ycTtaHOBKe, 1. Co3/1aHVE HOBOW YYETHOM 3aMUCK CTAHLINN.

@ Mpoueaypa co3zaHus cTaHuum yepes LleHTp ynpasieHns onvcaHa B PykoBoacTBe no

Bo3MOXHOCTb yrnpaBaeHns aBTopmusaumeri ctaHumin Ha Cepeepe Dr.Web 3aBucut o1
CNeZlytoLyX napamMeTpos:

1. Ecam npwu yctaHoBke AreHTa Dr.Web Ha ctaHuum 6bin cHAT dnar PyuHasa aBTopusauma Ha
cepBepe, TO pexum goctyna ctaHummn Kk Cepeepy Dr.Web 6yaet onpeaenatbca B
COOTBETCTBMW C HAaCTpOMKaMu, 3ajaHHbiMK Ha CepBepe Dr.Web (ncnonb3yetcs no
YMOJYaHWIO), CM. HUXKE.

2. Ecav npm yctaHoBke AreHTta Dr.Web Ha ctaHumun 6bin yctaHoBAeH dnar PyuHas
aBTOpM3aLMA Ha cepBepe 1 3ajaHbl NnapameTpbl UaeHTngukatop 1 Maponb, To nNpu
noakntoueHnn k Cepeepy Dr.Web ctaHumns 6yaeT aBTopr3oBaHa aBTOMaTUYECKM BHe
3aBMCMMOCTM OT HacTpoek Cepsepa Dr.Web (ncnonb3syertcs no ymonyaHuo Npun ycTaHOBKe
ArenTa Dr.Web uepes nHctannaumoHHbii naket drweb _ess <OC> <cmaHyua>.exe —

cM. PykoBoacTBO no ycraHoBKe, M. VIHCTanniduoHHble danbl).

PyKkoBOACTBO aAMAHUCT paTopa
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MAT
&:

| 3ajaHve Tvna aBTopmsaummn AreHta Dr.Web mpu ero yctaHoBke onucaHo B PykoBoacTee
no/sib3oBaTens.

UTo6bI M3MEHUTb peXxum aoctyna ctaHuui K Cepsepy Dr.Web

1. OtkpouTe HacTporikn koHdurypaumm Cepsepa Dr.\Web. [lna atoro Beibepute nyHKT
AAMUHUCTPUPOBaAHME MN1aBHOTO MEHHO, B OTKPbIBLUEMCA OKHE BblbepuTe nyHKT
ynpasadatoulero MeHto Kongurypaunsa Cepsepa Dr.Web.

2. Ha Bknagke O6wme B Bbinazatollem crincke PeXxum perucrpaumm HOBUUKOB BbibepuTe
OAHO M3 CeAyOLNX 3HAUEHNN:

e MoaTBepXXAaTh AOCTYN BPYUHYHO (PEXMM YCTaHAaBAMBAETCA MO YMOAYAHUIO, €C/IN He
6b1n n3meHeH npu yctaHoBke Cepeepa Dr.Web),

° Bcerp,a OTKa3biBaTb B AO0CTYyne,

e ABTOMAaTUUECKN pa3spewaTtb AOCTYyMN.

PyuHoe noarBepikaeHue goctyna

B pexxnme MoarBepixaaTh AOCTYN BPYUYHYIO HOBblE CTAHLMWN NOMELLAIOTCA B CUCTEMHYHO
noarpynny Newbies rpynnbl Status 10 nx HenocpeaCTBEHHOTO PacCMOTPEHMS
AAMUVHNCTPATOPOM.

Y106bI NI3MEHUTD peXxumMm AocTtyrna HEMOATBEPIXKAEHHbIX CTaHU‘VIFI

1. BbibepuTe NyHKT AHTUBMPYCHasA CeTb B I1aBHOM MeHto LleHTpa ynpaBneHus. B sepese
aHTUBUPYCHOW ceTu BbibepuTe cTaHumm B rpynne Status — Newbies.

| Mpynna Status — Newbies B fepeBe aHTUBMPYCHOW CETV AOCTYMHa TOJbKO MPW BbIMOJIHEHWM
: CNefyroLLMX YCIOBWIA:

1. B pa3gene AamuHuctpupoBaHue — KoHndurypauum Cepsepa Dr.Web — O6wume ans
napameTpa Pe>xkum perncrpauym HOBMUKOB 3ajaHo 3HaueHve MoaTBepikaaTh gocryn

BPYUHY!HO.
2. [ins agmvHUCTpaTopa paspelueHo npaso MoaTBep)kAeHe HOBUYKOB.

(el
2. [na 3apgaHma poctyna k Cepsepy Dr.Web Ha naHenu MHCTpyMeHTOB B pa3zene
HenoarBep)kAaeHHble cTaHLLMM 3ajaiTe JeCTBME, KOTOpoe ByaeT MPYMEHEHO Ans
BbIOpaHHbIX CTaHLMI:

) Paspewutb AocTyn BbIGPaHHbIM CTaHLMAM U Ha3HAUUTb NEPBUYUHYIO rpynny —
noaTBepAnTb AocTyn cTaHuun K Cepeepy Dr.Web v 3agatb Ans Hee nepBuYHYytO rpynny us
NpeAnOXEeHHOro cnucka.

& ormenuts AeACTBUe, 3ajaHHOE A1 BbINOJIHEHUSA NPU NOAK/IFOUYEHUN — OTMEHUTb
LeACTBME HaZ HeMOATBEPXKAEHHOW CTaHLMen, KoTopoe Bbl10 paHee Ha3Ha4YeHo Ans
BbIMOJIHEHUS B MOMEHT, Korga ctaHumsa noakatountcs K Cepsepy Dr.Web.

PyKkoBOACTBO aAMAHUCT paTopa
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*® Orkazatb B Aoctyne BbI6paHHbIM CTaHLMUAM — 3anpeTuTb AOCTyn cTaHuuu k Cepeepy
Dr.Web.

ABTOMaTMUeCKMU OTKa3 B AocTyne

B pexvme Bcerga otkasbiBath B goctyne Cepsep Dr.Web oTtka3biBaet B gocTyne npu
NOJly4eHUM 3aMpoCoB OT HOBbIX CTaHLMW. AAMUHUCTPATOP AOMKEH BPYYHYHO CO3AaBaTb
3anucK o CTaHUMAX U NpUcBanBaTth UM Napoan AocTtyna.

ABTOMaTMuUeckoe paspeLueHue AocTyna

B pexkume ABTOMaTMUeCKM paspellaTtb AOCTYN BCe CTaHLMMW, KOTOPbIE 3anpaLlnBatoT AOCTYN
k Cepepy Dr.Web, nogkitouatotca aBTomatnyeckm 6e3 ganbHenLwmnx 3anpocos
aAMuHucTpaTopy. lNMpun 3TOM B KayecTBe MEPBUYHOM FPynnbl Ha3HayaeTca rpynna, 3ajaHHas B
Bbinazatollem cnucke MepBuuHasa rpynna B paszene Konurypaunsa Cepsepa Dr.Web Ha
BKi1agke Obwume.

8.1.2. YapaneHne v BOCCTaHOBJIEHUE CTaHLU UM

YaaneHune craHuumn

Yr1o6b1 yaanuTb 3anucb o paboueit ctaHL N

1. BbibepuTe NyHKT rnaBHOro MeHto AHTMBUPYCHas CeTb.

2. B OTKPbIBLLEMCA OKHE B MepapxmyeckomM Crnmncke Bbl6epV|Te CTaHUWMKO N HECKOJIbKO
CTaHLI|Vll7l, KOTOPpbI€ Bbl XOTUTE YAANUTb.

3. Ha naHenu nHCTpyMEeHTOB HaXXmuTe w® O6wue — X Yaanutb Bbi6paHHble 06beKTbl.

4. OTKpOeTCs OKHO MOATBEPXKAEHMA yaaneHus ctaHumm. HaxmuTe OK.

MNocne yaaneHua cTaHUMM U3 MepapXnmyeckoro Crnmncka, OHM NomMeLlaroTca B Tabanuy
yAaNeHHbIX CTaHLMK, N3 KOTOPOW BO3MOXHO BOCCTaHOBAEHWE OO6BEKTOB MPY MOMOLLM
LleHtpa ynpasieHus.

BoccTaHOB/IeHUE CTaHUUM

Y106bI BOCCTAaHOBUTb 3aN1Cb O pabouei cTaHL MK

1. Bbl6epVITe MYHKT rNaBHOIro MeHHO AHTI/IBVIPYCHaiI CeTb, B OTKPbIBLLIEMCA OKHE B
nepapxmyeckoM cnmcke Bbl6epI/ITe Y4ANEHHYHO CTAaHUWNKO NI HECKOJIbKO CTaHLI|I/II\/'I, KOTOpPbIE
Bbl XOTUTE BOCCTaHOBUTb.

PyKkoBOACTBO aAMAHUCT paTopa
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MAT
&:

@ Bce yaaneHHble cTaHUym pacrnonioxeHsl B nogrpynne Deleted rpynnsi Status.

2. Ha naHenun MHCTPYMEHTOB BbibepuTe NyHKT 3 O6ume — 55 BoccTaHOBUTL yAaneHHble
CTaHL UMW,

3. OtkpoeTca pa3fen BOCCTaHOBAEHUSA YAaNeHHbIX CTaHUMI. Bbl MOXeTe 3agaTb cnesytolme
napaMeTpbl CTaHLMW, KOTOpble ByayT 3a4aHbl MPY BOCCTAaHOBIEHUW:

¢ MepBuuHasa rpynna — BbIbepuTe NEPBUYHYIO TPy, B KOTOPYLO byaeT gobaBieHa
BOCCTaHaBAMBaeMas cTaHumsA. Mo ymonuaHuto BbibpaHa Ta nepBuYHas rpynna, kotopas
6blna 3ajaHa AnA CTaHUMK NpU ee YAaneHuw.

@ Mpw BOCCTaHOBEHWUN HECKObKUX CTaHLMIA O4HOBPEMEHHO MO YMONYaHWIO BbIGpaH BapuaHT

: BbiBlIaA nepBMUYHaA rpynna, 03HayatoLLni, YTo ANS KaXa0l U3 BbIOpaHHbIX CTaHUWA byaeT
3a/laHa CBOS MepBUYHas rpynna, B KOTOPOW CTaHUMM YACAUANCL A0 yaaneHus. Mpu Beibope
onpeseneHHoOn rpynmbl AN8 BCEX BOCCTaHABAMBAEMbIX CTaHUMA OyaeT 3ajaHa OfHa 1 Ta Xe
BblIOpaHHas rpynmna.

e B pasgene YneHcTBO Bbl MOXETE M3MEHWTb CMIMCOK FPYNM, B KOTOPble BYAET BXOANUTD
cTaHums. 1o ymonyaHuio 3aZiaH CNMCcoK rpynn, B KOTOpble CTaHLMA BXOAUAA A0
yZaneHus. B cnucke YneHCTBO NpurBeAeH CNUCOK rpynn, B KOTOPble BO3MOXHO
BK/IFOUYEHME CTaHLMK. YcTaHOBUTe d1arn HanpoTUB Tex rpyn, B KOTopble byaeT
BK/IOUYEHa CTaHLMS.

4. [1na BOCCTAaHOBJ/IEHWNA CTaHUUM C 3aJlaHHbIMW NapaMeTpaMu HaXXMUTe KHOMKY
BoccraHOBUTD.

8.1.3. O6beanHeHUe CTaHUNMA

B pe3ynbTaTe onepauunin c 6a3on gaHHbIX nav npu nepeycraHoske MO aHTUBMPYCHbBIX
CTaHLUMI, B MEPapXMYECKOM CrnCKe aHTUBMPYCHOWN CETU MOXKET NOABUTLCA HECKOJIbKO
CTaHLUMW C OANHAKOBbLIM Ha3BaHWEM (TONbKO OAHO M3 HUX ByaeT COOTHEeCeHO ¢
COOTBETCTBYHOLLEN aHTMBMPYCHOWN CTaHLUMEN).

UTo6bI ybpaTh NOBTOpAIOLME MMEHa CTaHL UK

1. Bblgennte Bce NOBTOPSAIOLLMECA UMEHA OAHOM M TOW Xe cTaHuuu. [Insa 3T0ro ncnonb3symTe
knasuwy CTRL.

2. Ha naHenun MHCTPyMeHTOB BbibepuTe 7 Obuwime — ¥ 06neavHuTL cTaHLMW.

3. B cTonbue 2 Bbibepute cTaHLMIO, KOTOpas ByAeT cUMTaTLCA rNaBHOW. Bce octanbHble
CTaHuuMm ByayT yAaneHbl, @ X AaHHble OyayT NpununcaHbl BblOpaHHOM.

4. B ctonbue & BbibepuTte CTaHLMIO, HACTPOKKN KOTOpOW ByayT 3a4aHbl NS BbIGPaHHOM
rNaBHOW CTaHLMW.

5. Haxxmute kHonky CoxpaHUTb.

PyKkoBOACTBO aAMAHUCT paTopa
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8.2. O6wme HacTpoukm paboueir cTaHU UK

8.2.1. CBoncTBa CTaHUUMN

UTo6bI NpoCcMOTpeTb U OTPeAaKTMPOBaTh CBOMCTBA paboueii ctaHL MM

1.

BbibepuTe nyHKT AHTUBUPYCHaA CeTb rNaBHOro MeHto LleHTpa ynpasieHus, B
OTKPbIBLUEMCS OKHE B MEpPapXMUYeCKOM Cnuncke Bbibepute CTaHLMIO.

OTKpOWTE pasaen CBONCTB CTaHLUUN OAHUM U3 CAeAYHLWMX CNoCcoboB:

a) HaxmuTe Ha Ha3BaHWe CTaHLUMN B MepapXnMyeckoM CNCKe aHTUBUPYCHOW ceTu. B
npaBoOW YacT okHa LleHTpa ynpaBaeHmns aBTOMaTMYeCKM OTKPOETCA CeKLMA CO
CBOWCTBAMMW CTaHLMN.

b) Bbibepute nyHkT CBOMCTBA ynpas/sdtouero MmeHro. OTKpoeTcs OKHO CO CBOMCTBaMMU
CTaHLMN.

OKHO CBOWCTB CTaHLMW COAEPXUT cneaytoLime rpynnbl napaMmeTrpos: O6uwme,
KoHdurypauusa, I'pynnbl, besonacHoctb, PacnonoxxeHue. VIx cogep>xaHune n HacTpovika
OruncaHbl HMXe.

ﬂ,flﬂ COXpaHeHUNA BHECEHHbIX N3MEHEHWNI HaxXMnTe KHOMKY COXpaHVITb.

UTo6bI yaanuTb NepcoHaibHble HACTPOUKW CTaHLLUN

1.

BoibepuTe nyHKT AHTMBUpPYCHasA CeTb IaBHOro MeHt LleHTpa ynpaBneHus, B
OTKPbIBLLEMCS OKHE B MepapXMyeckoM Cnuncke BbibepuTe CTaHLMIO U Ha NaHenu
MHCTPYMEHTOB HaXmMuTe 7 O6wue — & Yaanutb nepcoHasibHble HacTpouku. OTkpoeTca
CMUCOK HaCTPOEeK JaHHOW CTaHLMK, NepCcoHaibHble HAaCTPOMKN ByAyT OTMeuUeHbl Gaaramu.

[na nepcoHanbHbIX HACTPOEK, KOTOPble HEOBXOANMO YAaNNTb, OCTaBbTe daaru
yCTaHOBJ/IeHHbIMW. [111 Tex HacTpoekK, KOTOpble Bbl XOTUTE OCTaBUTb NEPCOHaNbHbIMN,
cHUMUTe dnarn. Haxmute Yganutb. [Ina HacTpoek, OTMeYeHHbIX dnaramu, byayt
BOCCTaHOBJ/IEHO Hac/seA0BaHVe OT MePBUYHON rPynnbl.

8.2.1.1. O6bwume

B pa3gene O6wue npuBeseHbl cieaytolime noas, AOCTYNHblE TONbKO AN UYTEHUS:

NaeHTnduKaTop cTaHLMN — YHUKaNbHbIN NAEHTUOUKATOP CTaHLMK. 3a4aeTca npu
CO3J@aHWNN YYETHOW 3annNCK CTaHLMW U B AaNbHENLLEM He NOANEXUNT U3MEHEHWIO.

Ha3BaHue — Ha3BaHWe CTaHUMW. 3ajaeTca Npu CO34aHUN YUYETHOM 3anucuK CTaHumn n byaet
aBTOMaTUYeCKM 3aMEHEHO Ha Ha3BaHMe KOMMbrOTEpa nocae nogkatoveHnsa AreHta Dr.Web.

[ata co3paHna — gata co3gaHuns yyeTHOM 3anmncu ctaHumm Ha Cepsepe Dr.Web.

NpeHTudpukaTop 6€30nacHOCTU — yHUMKaNbHbIN naeHTUdunKkaTop 6e3onacHoctu (SID —
security identifier) yuetHon 3anucn nonb3losatens OC Windows. Mone 3anonHseTcs
aBTOMaTUYeckn nocae noakntoyeHmsa ctaHumm nog OC Windows k Cepsepy Dr.Web.

PyKkoBOACTBO aAMAHUCT paTopa
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e LDAP DN — pazaunvatoweecs nms (distinguished name) craHuum nog OC Windows.
AxTyanbHo ans ctaHumin, Bxoasawmx B ADS/LDAP-gomeH. [Mone 3anonHaeTcs aBToMatTnyecku
nocne nogxitoveHns ctaHumm k Cepsepy Dr.Web.

e MAC-agpec — MAC-agpec ctaHumn. [Tone 3anosHAaeTca aBTOMaTUYeCKn nocne
nopkntoueHunsa ctaHumm k Cepsepy Dr.Web.

e [lata nocneaHero NoAK/IUYEHUA — ZaTta NocNeAHero NoAKIUYeHN JaHHON CTaHLUN K
Cepsepy Dr.Web.

Takke Bbl MOXeTe 3ajaTb N N3SMEHUTb 3Ha4YeHMA ChefyroLlnx nonen:

¢ B nosne Maponb 3agaliTe naponb Ans aBTopm3aumnm ctaHumn Ha Cepsepe Dr.Web
(HeobxoaMMO MOBTOPUTBL TOT XXe Napob B nose NMoarBepaute naponb). [1py cmeHe
napons, AN BO3MOXHOCTU noakntodeHnsa AreHta Dr.Web, aHanornunyto npoueaypy
HeobxoAMMO MPOU3BECTM B HaCTpolikax coeanHeHns AreHta Dr.Web Ha ctaHuumu.

¢ B none OnucaHune Bbl MOXeTe YKa3aTb 4OMOJHNTEJIbHYHO I/IHCI)OpMaLI,I/II-O O CTaHUnn.

@ 3HaueHunsa noJsiel, OTMeUYeHHbIX 3HaKOM *, A0JIKHbI ObITb 065A3aTeNbHO 3a4aHbl.

Takke B JAaHHOM pa3zenie NPUBEAEHbI CeAyHOLLME CCbIKN:

¢ B nyHkTe MHCTannaumMoHHbIN pain — ccbinka Ans 3arpyskm nHctaanatopa AreHta Dr.Web
A9 [AHHOW CTaHLMK.

Cpasy nocne co3gaHuu CTaHUMKW, A0 MOMEHTa, Koraa byaeTt 3asiaHa onepaumnoHHas cuctema
CTaHUMW, B pa3jene ckauvMBaHUa JUCTPUOYTMBA CCbINKM NMPeAOoCTaBAAOTCA OTAENbHO ANS
Bcex OC, nopaep>xmBaembix Dr.Web Enterprise Security Suite.

¢ B nyHkTe KoHpUrypaumoHHbIii pan — ccoinka ana 3arpysku Ganna c HacTponkamu
noakntoueHns Kk Cepsepy Dr.Web cranunin nog ynpasaeHnem OC Android, macOS n OC
Linux.

8.2.1.2. KoHjpwurypauus

B pa3aene KoHdurypauus Bbl MoXeTe U3MEHUTb KOHOUIYpaLMIO CTaHLMIA, KOTopas
BK/IFOYaET:

3Hauok Hactpoiikn Pa3gen c onncaHmem

E| I'IpaBa nosb3oBaTenen CTaHUMN I'IpaBa nosb3oBaTenen CTaHUWN

ﬁ LleHTpanunsoBaHHOe pacrnvcaHue 3anycka 3aZaHuii Ha PacnucaHue 3agaHuin paboyei
paboueln cTaHuMK CTaHUMK

GIE‘ JIMLEH3MOHHbIE KNHOUM AN CTaHLMN JIMLEH3MOHHbIE KNOUN

& OrpaHuyeHns Npu pacnpocTpaHeHn o6HOBAEHNM OrpaHunyeHne o06HoBAEHWA Paboumx
aHTMBMpycHoro MO CTaHUWIA

PyKkoBOACTBO aAMAHUCT paTopa
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3Hauok Hactpoiikn Pa3pen c onucaHmem

YcTaHaBaMBaeMble KOMMOHEHTbI
dHTVBWPYCHOIO MNakeTa

ﬁ Cnncok yCTaHaBJIMBa€MbIX KOMMNOHEHTOB

oF HacTpoWikv KOMMOHEHTOB aHTUBMPYCHOTO MakeTa A/ HacTpolika aHTUBMPYCHbIX
AaHHOW CTaHLmK KOMMOHEHTOB

N3 LleHTpa ynpaBaeHus Takxke fOCTYMHbI KHOMKN ANA YAaNeHUS NePCOHaNbHbIX HACTPOEK.
OHM pacnonoxeHbl cnpaBa OT COOTBETCTBYHOLLMX KHOMOK HaCTPOMKN KOHOUrypaumu. Mpu
yAaNeHM NepcoHanbHOM KOHPUrypaunmn paboueit cTaHLMM BHOBb ByaeT ycTaHOB/IEHa
KOHUrypaums, yHaciesoBaHHas OT NEPBUYHON TPYNMbl.

| Mpw n3meHeHun Hactpoek SplDer Gate n/mnnm OPUCHOrO KOHTPONSA HEOBXOAVMMO YUUTLIBATB,
YTO HaCTPOWKM AaHHbIX KOMMOHEHTOB B3aMMOCBS3aHbl, MO3TOMY, €Cin Oblan yaaneHsbl

NepCcoHabHble HACTPOMKM OAHOTO U3 HUX NPU NOMoLLW kHonku %X YaanuTs
nepcoHasibHble HaCTPOMKM, TO Takoke ByaAyT yAaneHbl HACTPOLKM BTOPOro KOMMOHEHTa
(ycTaHaBAMBaeTCA HacneAOBaHWe HAaCTPOEK OT POAUTEILCKON rpymmbl).

8.2.1.3. I'pynnbl

B pa3gene Mpynnbl HacTpanBaeTcs CMUCOK rpynmn, B KOTOPble BXOAUT AaHHas paboyas
cTaHumA. B cnncke YneHcTBO nepeyncieHbl BCe rpynrbl, B KOTOPble BXOAUT pabouas cTaHumA
N B KOTOPbIE €€ MOXHO BKIHOUUTD.

UT06b1 HaCTPOUTL UNIEHCTBO pabouei cTaHL UK

1. Ana pobaBneHms CTaHUMM B NOAb30BaTENbCKYH FPynny YyCTaHOBUTe Gaar HaNpPOTMB 3TOM
rpynnel B cnvcke YneHcrso.

2. [na ynaneHunsa pabouen cTaHUMM U3 MNONb30BATENLCKOW FPYMNMbl CHAMUTE Gar HaNpPoOTUB
3TOM rpynnbl B cnucke YneHcTBo.

@ YaaneHvie ctaHuMiA 13 NpesycTaHOBAEHHbIX TPYMM HEBO3MOXHO.

3. Mpn HeoHXOAMMOCTN Ha3HaUNTb APYTYHO MEPBUYHYIO TPYMMY HaXXMWUTE Ha 3HAYOK HY>KHOW
rpynnel B cnucke YneHctso. [pu 3ToM Ha 3Hauke rpynnbl noasutca 1.

8.2.1.4. be3onacHOCTb

B pa3zene besonacHOCTb 3aat0TCs OrpaHNUYEeHUs Ha CeTEBbIE afpeca, C KOTOPbIX AreHT
Dr.Web, ycTaHOBNEHHbIN Ha JaHHOM CTaHLMK, MOXeT noakatouatecs Kk Cepeepy Dr.Web.

PyKkoBOACTBO aAMAHUCT paTopa
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UT06b1 HACTPOUTL OrpaHUYEHUA AoCTyna

1. YctraHoBuTe dnar Mcnonb3oBaTb 3TOT CNMCOK AOCTYNA, YTOObI 3a/aTh CMUCKM
pa3peLUeHHbIX WY 3anpeLleHHbIX agpecoB. Ecam dnar cHAT, Bce coeanHeHns byayT
pa3peLleHbl.

2. Ytobbl pa3pewntb focTyn ¢ onpeaeneHHoro TCP-aapeca, BkatounTe ero B cnncok TCP:
paspeweHo nan TCPv6: paspeLueHo.

3. Yrtobbl 3anpeTtnTb Kakon-nnbo TCP-agpec, BkitounTe ero B cnmucok TCP: 3anpelyeHo nav
TCPv6: 3anpeLyeHo.

4. Ajapeca, He BK/IFOYEHHbIE HU B OAMH U3 CMUCKOB, pa3peLuaroTcsa 1ian 3anpeLuaroTcs B
3aBMCUMOCTM OT TOTO, yCTaHOBAEeH v ¢paar NMpuoputeTHocTb 3anpeTa. Ecav pnar
yCTaHOBJ/EH, CNNCOK 3anpew,eHo nmeeT 6oJiee BbICOKUA MPUOPUTET, YeM CIMCOK
PaspelueHo. Aspeca, He BKIHOUYEHHbIE HU B OAMH U3 CMUCKOB MW BKJIOYEHHbIE B 06a,
3anpewatotca. PaspeluatoTcsa TO/IbKO ajpeca, KOTopble BKIHOUYEHbI B CcOK PaspelueHo v
He BK/IFOUYEHbI B CNMCOK 3anpeLeHo.

UTo6bl OTpeAaKTUPOBATb CMUCOK aApPeCcoB:

1. BBeauTe ceTeBOW ajpec B COOTBETCTBYHOLLEe Nose B BuAe: <IP-adpec>/ [ <npegukc
cemu>].

2. ﬂ,flﬂ AO6aB}'IeHI/IFI HOBOTO MoJiA ajgpeca HaXMute KHOI'IKy COOTBETCTBYHOLLETO pa3jena.

3. [Ana yaaneHnsa nona Haxmmre KHOI'IKyE HanpoTnB yansieMoro ajpeca.

4. [na npuMeHeHMs HaCcTPoeK HaXxmuTe KHomnky COXpaHUTb.

| Cnuckm ansa BBoga agpecoB TCPv6 6yayT oTo6paykeHbl, TONbKO €CAN Ha KOMMbrOTepe
ycTtaHoBaeH uHTepdenc IPvé.

Mpumep ncnonb3oBaHua npedukca:

1. Mpedukc 24 o603HaUaeT ceTn C Mackon: 255.255.255.0
Copepxut 254 agpeca.
Azpeca XOCTOB B 3TUX CeTAX BMAa: 195.136.12.*

2. Mpedvkc 8 ob603HauaeT ceTn ¢ mackon 255.0.0.0
Cogepxut go 16777214 appecos (256*256*256-2).

Azpeca XOCTOB B 3TUX CeTAX BUAA: 125 . * . * . *

8.2.1.5. lNpokcun-cepsep

B pa3agene Mpokcu-cepBep 3agatotca HacTpoliku [Npokcu-cepeepa Dr.Web, yctaHoBneHHOro
Ha 3TOW CTaHLUMW.

PyKkoBOACTBO aAMAHUCT paTopa
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| MNMoapobHas nHpopmauma o6 yctaHoBke 1 mogkntoveHumn Mpokcn-cepsepa k Cepsepy
Dr.Web npuBeseHa B PykoBoacTBe no yctaHoBKe, M. YcraHoBKa [1pokcu-cepBepa.

Ecan MNMpokcn-cepBep ycTaHOB/IEH Ha CTaHLLUK:

1. B none UpaeHTudukarop npneoamntcs naeHTmdurkatop yuyetHon 3anmcu MNMpokcn-cepeepa,
co3gaHHoM B LleHTpe ynpaBneHus. MNocie co3gaHnsa y4eTHON 3anncu pesaktmpoBaHue
naeHTMdbUKaTOpa He NpesoCTaBAAETCS.

2. B none Ha3BaHme Bbl MOXeTe M3MEHWTb Ha3BaHMe yUeTHOW 3anucu Mpokcn-cepeepa,
co3gaHHon B LleHTpe ynpaBneHus.

3. B nonsx Maponb 1 MoarBepauTe Naposb Bbl MOXeTe N3MEHUTb Napo/b YYETHOW 3anmcu
Mpokcu-cepBepa, co3gaHHou B LieHTpe ynpaBneHus. [Maposib ncnonbsyetcs ans
noakntoueHns Mpokcn-cepsepa k Cepepy Dr.Web. B cayuae nameHeHma napons B LieHTpe
yrnpaBieHns Heob6xoanMo y6eanTbCs, UTO Napoib B HaCTPOMKax NOAKAOYEeHMA Ha Npokcu-
cepBepe COBMajaeT C M3MeHeHHbIM napoJsieM B LieHTpe ynpasneHus. B cayyae
HecoBnazeHusa naponen Npokcn-cepeep He cMoxeT noakatounTecs K Cepeepy Dr.Web ans
yAaNeHHOro ynpasneHua KoHourypaunen yepes LieHTp ynpaBneHums.

4. B pa3sene YneHcTBO 334aeTca rpyrnna, B KOTOpyro BxoauT MNpokcn-cepsep. Ans
M3MEHEHWA rpynnbl ycTaHOBUTE dar HaNnPOTUB HYXXHOW rPpynnbl B MPUBEAEHHOM CMUCKE.

Mpokcn-cepBep MOXeT BXOAUTb TONbKO B OAHY Fpynmny.
[JonyckaeTtca BbIbOp NpeaycTaHoBieHHOW rpynnbl Proxies 1 ee noarpynn.

5. Bbl moxeTe yaanutb [Mpokcn-cepBep, cBA3aHHbIN ¢ AreHTom Dr.\Web Ha pegaktnpyemol
CTaHuuu. [Ana 3Toro HaxxmuTe 7 Yaanutb Mpokcn-cepsep.

MNMocne HaxaTna CoxpaHuTb, [pokcm-cepBep ByaeT AeNHCTaNNMPOBaH CO CTaHLUUK.
YueTtHas 3anuce Npokcn-cepsepa — yaaneHa ¢ Cepepa Dr.Web.

Ecnm Mpokcu-cepBep He yCTaHOBJIEH Ha CTaHLIUK:

1. Ecnm Bbl XoTUTE ycTaHOBUTb [poKcn-cepBep Ha BbIOpaHHOW CTaHUMK, ycTaHOBUTe dnar
Co3zpaTtb cBA3aHHbIN Mpokcn-cepBep 1 3ajainTe NnapamMeTpbl co3gaBaemMoro MNpokcu-
cepBepa. lNapameTpbl aHaNOrMYHbI MapamMeTpaM Npu co3gaHum Mpokcn-cepeepa.

2. Mocne HaxaTtns CoxpaHuTb, OyzeT co3zaHa yyeTHas 3anuce Mpokcn-cepBepa B LieHTpe
ynpasneHusa. [Tocne nepegaun HacTpoek Ha ctaHuuto, MNpokcm-cepeep byaeT ycTaHOBAEH
Ha 3ToW cTaHumMK B poHoBOM pexunme. AreHT Dr.Web 6yget nogintouatbca k Cepsepy
Dr.Web Tonbko vepes yctaHoBAeHHbIN Mpokcn-cepeep. Vicnonb3oBaHue pokcn-cepBepa
byzeT Npo3payHO A/id NoAb30OBaTens.

8.2.1.6. Pacnono)xeHue

B pa3saene Pacnono>xeHue Bbl MOXeTe 3ajaTb AOMNOJHUTENbHYHO I/IHd)OpMaLI,I/II-O (0]
CI)VIBVI‘-IECKOM Pacnono>XXeHnn ctaHunn.

PyKkoBOACTBO aAMAHUCT paTopa

162



A7

-
¢

g
),
A

lnaBa 8: YnpaBneHue paboummu cTaHLMAMU

Takoke Ha AaHHOW BKAajKe Bbl MOXeTe MPOCMOTPETb PACMONOXEHNE CTaHLMM Ha
reorpaduyeckor kapTe.

UT06b1 NPOCMOTpPETL Pacno/sio)KeHne CTaHLMM Ha KapTe

1. 3aganTte B nonax Wupora v Jonrora reorpaduyeckme KOOpANHaTLI CTaHLMK B dopmaTte
aecAaTnuHbix rpagycos (Decimal Degrees).

2. HaxmuTe kHonky CoXxpaHWUTb A5 COXPaHeHWs BBEAEHHbIX JaHHbIX.

3. Ha Bknagke PacnonoskeHue oto6pasntca npesbto kapTbl OpenStreetMap ¢ meTkow,
COOTBETCTBYHOLLEW 3aaHHbIM KOOPANHATaM.

Ecan 3arpy3ka npeBbto HEBO3MOXHa, OTO6pa)KaeTCﬂ TekcT NMoka3aTb Ha KaprTe.

4. [lna npocMoTpa NONHOPa3MepHOM KapTbl HaXKMUTe Ha NpPeBbo MK Ha TekcT MokasaTb Ha
Kapre.

| Ans ctaHumii nog OC Android Bo3MOXHa HacTpolika aBTOMaTUYeCKOTo OnpeseneHus
PacroNoXeHVs.

Moapo6Hyo HGOPMaLMIO MO UCMONb30BAHMIO U HACTPOMKE AaHHOW YHKLWN Bbl MOXeTe

HanTn B fokymeHTe MpuaoxkeHus, B pa3gene ABToMaTtMyeckoe onpeaeneHue
MecTononoxeHus craHumm noa OC Android.

8.2.2. KOMNOHEeHTbI 3aWnThbI

KomMnoHeHTbI

UT06b1 Y3HATb, KakMe KOMMOHEHTbI aHTUBUPYCHOTO NMaKeTa yCcTaHOBJIEHbl Ha paboueii
CTaHLMK, a TaloKe 3anyCcTUTb WU OCTAHOBUTb PaboTy KOMMOHEHTOB

1. BbibepunTe NyHKT AHTUBUPYCHas ceTb B r1aBHOM MeHto LieHTpa ynpasieHus, B
OTKPbIBLUEMCSl OKHE B MEPapPXMUECKOM CMUCKe HaXXMUTE Ha Ha3BaHWe CTaHLUU Nan
rpynnol.

2. B oTkpbiBWEMCS ynpaBasdtoLlleM MeHIO BbibepuTe U3 noapassena Obuwme nyHkT
KomnoHeHTbI 3aunThbl.

3. OtkpoeTcs OKHO € MHbOopMaLmelr 0 KOMMOHEHTaX, yCTaHOB/IEHHbIX Ha BblOpPaHHbIX
CTaHLMSAX.

@ Cnuncok YCTaHOB/I€HHbIX KOMIMOHEHTOB 3aBUCUT OT:

® KOMTMOHEHTOB, pa3peLleHHbIX A5 UCMOJIb30BaHUsS B JULEH3UOHHOM KOYE;
e OC pabouel ctaHUmY;

e HacTpoek, 3aZaHHbIX agMuUHMUCTpaTopom Ha Cepeepe Dr.Web. AaMuHuctpatop MoxeTt
M3MEHSATb COCTaB KOMMOHEHTOB aHTMBMPYCHOTO MakeTa Ha CTaHLUMW KakK nepes, yCTaHOBKOM
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Arenta Dr.Web, Tak 1 B 1toboe Bpemsa nocne ero ycTtaHoBKM (CM. YCTaHaBviBaeMble

KOMMNOHEHTbI aHTUBUPYCHOTIO Ma KeTa).

4. Tpn HeobXx0AMMOCTM Bbl MOXETE N3MEHATb CTaTyC PaboTbl KOMMOHEHTOB HaMPSAMYHO 13
LeHTpa ynpaBneHus. [lna 310ro yctaHoBuTe darn Ana Tex KOMNOHEHTOB, CTaTyC paboTbl
KOTOPbIX Bbl XOTUTE U3MEHUTb, N HAaXXMUTE Ha COOTBETCTBYHOLLYO KHOMKY Ha NMaHenu
WHCTPYMEHTOB:

° m — OCTaHOBUTb pa60Ty Bbl6paHHbIX KOMIMOHEHTOB Ha CTaHUMAX.

° B— 3anyCTunTb BbI6paHHbIe KOMMOHEHTbI Ha CTaHUWMAX.

| Mpw ocTtaHOBKe PaboTbl KOMMOHEHTOB TeKyLLMe CKaHUpOBaHWsA ByayT npepBaHbl, CkaHep
: oCTaHOBJeH, paboTa 3anyLLeHHbIX MOHUTOPOB MPUOCTaHOB/IEHa.

Takke Bbl MOXeTe OCTaHOBUTb pa60Ty KOMMOHEHTOB B 3aBUCUMOCTU OT TUMNa KX 3anycka, Kak

OnucaHo B pasjene ﬂpepblBaHl/le pa6OTbI 3anyLieHHbIX KOMMNOHEHTOB MO TUMam.

5. Mpn HeoBXOAMMOCTM Bbl MOXETE IKCMOPTUPOBATh AaHHble O cTaTyce paboTbl
KOMMOHEHTOB CTaHLUWIM B dann. [ns 3TOro HaxXMuTe OAHY U3 CAeAyroLLMX KHOMOK Ha
naHean NHCTPYMEHTOB:

& CoxpaHuTb AaHHble B CSV-¢ain,
& CoxpaHutb aaHHble B HTML-¢ainn,
i CoxpaHutb aaHHbie B XML-daiin,

i CoxpaHutb aaHHble B PDF-daiin.

BupycHble 6a3bl

UTo6bI y3HaTb, Kakue BUPYCHble 6a3bl ycTaHOB/IeHbI Ha pabouel ctaHL MK

1. BbibepuTe NnyHKT AHTUBMPYCHaA ceTb B M1aBHOM MeHto LleHTpa ynpasieHus, B
OTKPbIBLLUEMCS OKHE B MepapxXmyeckOM CruncKe HaXXMUTE Ha Ha3BaHWe CTaHLUN.

2. B oTkpbiBWEMCA yripaBastoweM MeHO BbibepuTe n3 nogpasgena CratucTuka nyHKT
BupycHble 6a3bl.

3. OtkpoeTcs OKHO ¢ MHopMauuer 06 ycTaHOBNEHHbIX BUPYCHbIX Ha3ax: Ha3BaHwe daiina,
cofiep>Kalliero KOHKPeTHYHO BUPYCHYHO Ha3y; Bepcuna BUPYCHOW 6a3bl; aTa co3jaHums
BMPYCHOW 6a3bl; KOANYECTBO 3anuncen B BUpycHon Haze.

MyHKT AZMUHUCTPUPOBaHME [1aBHOrO MEHIO, B OTKPbIBLLEMCS OKHe Bblbepute myHKT
ynpasastouiero meHro Kongurypauusa Cepsepa Dr.Web. Ha Bkiaske Cratucrmka
yctaHoBuTe dnarv CocroaHue ctaHumii 1 CocTosHMe BUMPYCHbIX 6a3, nocie yero
nepesarpy3sute Cepsep Dr.Web.

@ Ecnn otobpaxeHve nyHkta BupycHble 6a3bl OTKIHOUEHO, ANS €ro BKAOYEHMs BbibepuTe
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IMyHKT BUupycHble 6a3bl JOCTyMNEH TOIbKO NMPU BbIGOpe eAVHUYHBIX CTaHLMIA.

8.2.3. AnnapaTHo-nporpaMmmMmHoe obecneueHue Ha ctaHuuax nog OC
Windows

Dr.Web Enterprise Security Suite no3Bonser HakananeaTb U NpocMaTpuBaTh MHGOpMaLMo 06
annapaTtHOM M NpPOorpaMMHOM obecneyeHunn, yCTaHOBNEHHOM Ha 3allUmLaeMblX CTaHLMAX MOZ
OC Windows.

Y106b1 CO6paTh MHPOpMaL MO 06 annapaTHOM M NPOrpaMMHOM obecrneyeHUm CTaHLL A

1.

Brarounte cbop ctatnctmkm Ha Cepsepe Dr.Web:

a)
b)

Q)

d)

BbibepuTe NyHKT AAMUHUCTPUPOBAHME r1aBHOTO MeHHo LleHTpa ynpaBaeHus.
BbibepuTe nyHKT ynpasastowero meHto Kongpurypauusa Cepsepa Dr.Web.

B HacTpoimikax Cepepa Dr.Web otkpoiTe Bknagky CraTucTuka n yctaHoBuTe daar
CoctaB obopyaoBaHMA M NPOrpamMm, eCin OH CHAT.

[N NPUHATUA BHECEHHbIX M3MeHeHU HaxxMnTe CoxpaHutb 1 nepesanyctute Cepsep
Dr.Web.

Pa3peUJVITe C60p CTaTUCTUKN Ha CTaHUWMNAX:

a)
b)

9

e)

Bbibepute nyHKT AHTUBUPYCHaAA ceTb rNaBHOro MeHto LieHTpa ynpaBaeHus.

B nepapxmyeckom cnmcke aHTUBUPYCHOM CeTu BbibepuTe CTaHLMIO UAK TPYNNY CTaHLMNA,
A/15 KOTOPbIX Bbl XOTUTE pa3peLllnTb cobop cTatucTuku. MNpun Bbibope rpynnbl CTaHLUA
obpaTuTe BHUMaHWe Ha Hacnej0BaHWe HAaCTPOEK: eCAN ANs CTaHLMIA BbIBpaHHOW
rpynnbl 3a4at0TCA NepPCoHaNbHble HACTPOMKKN, TO U3MEHEHMS HACTPOEK FrPynnbl He
NpuBeAEeT K UBMEHEHUIO HACTPOEK CTaHLUN.

B ynpasnstowem MeHto, B cekumv Kongpurypauma — Windows Bbibepute nyHKT AreHT
Dr.Web.

B HacTpoikax AreHTa Dr.Web Ha Bkiagke O6buwyme yctaHoBuTe pnar Cobupartb
MHpOpPMaLLMIO O CTAHUMAX, eC/IM OH CHAT. Ecim nepeg aTnm Bbl He pa3pewnam cbop
cTaTMCTUKM B HacTpoinkax Cepeepa Dr.Web, saHHas HacTpolika 6yaeT HegocTynHa. MNpwu
HeobXoANMMOCTN OTpeAaKTMpPynTe 3HaueHre napameTpa MNMepuog c6opa nHpopmauum o
cTaHUMAX (MUH.).

Ans NPUHATUSA BHECEHHbIX M3MEHEHMM HaxMunTe CoxpaHuTb. HacTpoiikn 6yayT
nepesaHbl Ha CTaHLMW.

Y1061 NPOCMOTPETHL annapaTHoe 1 NporpaMmmHoe obecneueHue Ha OAHON NN
HeCKOJ/IbKUX CTaHLUAX

1. BbibepuTe NyHKT AHTUBMpPYCHaA ceTb INaBHOro MeHto LleHTpa ynpaBaeHus.

2. B viepapxmuyeckoM crnvcke aHTUBMPYCHOW CeTu BbibepuTe CTaHLMIO AW TPYMNYy CTaHLMI.

3. B ynpaBastowemM MeHto, B cekunn O6bwme Bbibepute nyHKT O60pyaoBaHMe U NporpamMmbl.

PyKkoBOACTBO aAMAHUCT paTopa
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4. Tabavua cofepXxuT Caeayrolme BKIaAKM ¢ MHGopMaLmen ob annapaTHOM U
nporpaMMHoOM obecrneyeHnn BbIOpaHHbIX CTaHLUMWIA:

e O6opyaoBaHMe — CrVCOK anmnapaTHoro obecneyeHms, yCTaHOBIEHHOTO Ha CTaHLUAX.
e MporpamMmmbl — CMYCOK MPOrpaMMHbIX MPOAYKTOB, YCTAHOB/IEHHbIX Ha CTaHLMSAX.

e O6HoBneHua Windows — cnucok naketoB o6HoBneHM OC Windows, ycTaHOBIEHHbIX
Ha CTaHUMAX.

5. Cronbey CraHUMA Ha KaXKAOW M3 BKNAAOK COAEPXNUT Ha3BaHWe CTaHLMK, ANS KOTOPOW
npusegeHa HopMaLuna.

6. YT0b6bI OTPEesakTMpoBaTh OTOOpPaAXKEHME AaHHbIX B Tabauvue:
e [Tpy NnoMoLM 3HauKa L BbibepunTe, Kakme ctonbubl 6yayT oTobpaxkatbca B Tabanue.

e Mpyn nomowwwm 3Hauka ¥ 3ajaiiTe NPOU3BOJILHYIO CTPOKY A/A MOWCKa MO BCEM pa3Aenam
Tabanubl.

7. Mpn HEOBXOAMMOCTUN Bbl MOXETE 3KCMOPTMPOBATh AaHHbIE O MPOrpaMMHO-annapaTHOM
obecrneyeHnn cTaHUUKN B darin. [ns 3TOro HaxkMuTe OAHY U3 CNeayroLmMx KHOMOK Ha
NaHeNn MHCTPYMEHTOB:

& CoxpaHuTtb aaHHble B CSV-pann,
& CoxpaHutb aaHHble B HTML-¢aiin,
i CoxpaHutb aaHHbie B XML-¢pain,

& CoxpaHutb aaHHble B PDF-daiin.

8.3. Hactpoiika koH}urypauum pabouein ctaHuum

8.3.1. NpaBa nonb3oBaTenen cTaHLUMN

UTo6b1 HACTPOUTHL NpaBa NoJib3oBaTesIel CTaHL UK Npy Nomowm LieHTpa ynpaBnenus
6e3onacHoctbio Dr.Web

1. BboibepuTe NyHKT AHTMBUPYCHAA CeTb IMaBHOIO MEHHO, B OTKPbIBLLUEMCS OKHE B
nepapxmyeckoM CnCKe HaXXMuTe Ha Ha3BaHWe CTaHUMW. B oTkpbiBLIEMCA ynpaBaatoLLEeM
MeH BblbepuTe NnyHKT MpaBa. OTKpOoeTCs OKHO HACTPOMKM MpaB.

2. PepaktvpoBaHume nNpaB OCYLECTBASETCA Ha BKAajKaX, COOTBETCTBYHOLLMX ONepPaLMOHHON
cncteme paboueit ctaHumun. s Toro utobbl U3MeHUTb (MPEAOCTaBUTL UM OTHATL) Kakoe-
60 13 NpaB., yCTaHOBUTE UM CHUMUTE daar Ans 3TOro npasa.

3. PepaktnpoBaHue npaB ansa ctaHumin nog OC Windows, macOS, Linux n Android
OCYLLEeCTBASETCA B C/IeAytoWmnX nojpasaenax:

e KoMnoHeHTbl — HacTpolika NpaB A/if yNpaBAeHUS aHTUBUPYCHbIMUW KOMMOHeHTamu. 1o
YMOJIYaHUIO 3a MNONb30BaTeleM COXPaHEeHbl NpaBa Ha 3amnyck KaXA0ro 3 KOMMNOHEHTOB,
HO eMy 3aMnpeLLeHO peaakTMpoBaTb KOHPUTIypaL Mo KOMMIOHEHTOB U OCTaHaBANBATb UX.

e O6ume — HacTpolika npaB A ynpasaeHua AreHtom DrWeb u ero dpyHkumamu:
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3anyck B MO6WIbHOM
pexxume

AeiAictBue dpnara
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Pe3ynb'ra'r Ha CTaHUUK, ecin qmar CHAT

CraHuun nog OC Windows

YctaHoBuTe dnar, Uytobbl
pa3peLunTb NoJsib30BaTeNIfAM
Ha CTaHLMM U3MEHATb
HacTpoikmn AreHta Dr.Web.

YctaHoBuTe dnar, UutobbI
pa3peLlunTb NoJb30BaTeENSIM
Ha CTaHLMM OCTaHaBAMBaTb
camo3aLyury.

YctaHoBuTe dnar, 4tobbI
pa3pewunTb Noab3oBaTensim
Ha CTaHumn
JAevnHcTaniMpoBaTtb AreHt
Dr.Web.

B HacTpovikax AreHta Dr.Web, B pa3gene
OCHOBHbI€e HeOCTYMHbI HACTPONKN
CNesyroLnx NoApasAenos:

e YBefOMIeHUA: HeJOCTyMHbl BCe
HaCTPOWKMW.

e CepBep: HEOCTYMHbI HACTPOWKN
nogkntoueHuna Kk Cepsepy Dr.Web, dnar
CUHXPOHM3MPOBaTb CUCTEMHOE Bpems C
BpeMeHeM cepBepa W HacTpowika
Ucnonb3oBatb Mo6UNbHLIN peXxxnm,
€C/IN OTCYTCTBYET MOAK/IIOUEeHNE K
cepBepy.

e Camo3sawumTta: HeJOCTYMHbl HACTPOWKK
3anpewartb UsMeHeHUe JaTbl U
BpeMeHu cuctembl, 3anpeLwaTb
3MyNALMIO AeCTBUIA NoNb3oBaTens.

o [lononHWUTeNbHO: B HacTpOWiKax
noapasgena XXypHan HefOCTyrHbI NMyHKTbI
O6HoBneHue Dr.Web, Cnyx6b1 Dr.Web,
CosgaBaTtb gaMnbl NamMATA NpuU
owmnbKax NPoBepKM.

B Hactpolikax AreHta Dr.Web, B pa3zene
OcHoBHble — Camo3aluTa HeJOCTyrNHa
HacTpolika BkiounTb caMmo3aluty v
HacTpolika Bkaountb noasepixky
annapaTtHoOW BUpTyaausauuu.

3anpewaet yaanerve Arenta Dr.\Web wa
CTaHLWM KaK Mpu NOMOLLM MHCTaANATopa, Tak
W wratHbiMK cpeactBamm OC Windows. B
3ToM cnyuae yaanenve Areqta Dr.\Web
MO>HO OCYLL,eCTBUTb TONbKO MPW NMOMOLLM
nyHkTa 74 O6wme — 1
AenHcrannupoBatb AreHT Dr.Web Ha
naHesu MHCTpYMeHTOB LleHTpa ynpaBaeHws.

CraHuum noa macOS

YctaHoBuTe dnar, utobbl
pa3peLlnTb NoJb30BaTeENSIM

Ha CTaHUMWM nepekno4yaTbCa B

MOBUAbHBIV PEXUM 1
nosyyats 0OHOB/IEHMA
HEenoCpeACTBEHHO 13
BcemupHon cuctembl
ob6HoBneHus Dr.Web, ecin

B rnaBHOM OKHe MpWUAOXeHUs paszen
OG6HOBIEHME HeOCTYMEH.
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AeiAictBue dpnara Pe3synbrart Ha cTaHumn, ecnn ¢nar cHAT

OTCYTCTBYET MOAK/IHOUEHNE K
Cepsepy Dr.Web.

CraHuun nopg, OC cemeiicTBa Linux

YctaHoBwuTe dnar, 4tobbI [na KoHCoNbHOTO pexxuma paboTbl
pa3peLwmnTb NONb30BaTENAM  MPUIOXKEHMA: KOMaHAa drweb-ct1

Ha CTaHUMW Nepeknovathca B update A 06HOBAEHUS BUPYCHbIX 6a3 C
MOOWNbHBIV PEXIM 1 BCO HepocTynHa.

nosayyatb 06HOB/EHMA

HeMNoCpPeACTBEHHO 13

BcemupHon cuctemsl

obHoBseHua Dr.Web, ecau

OTCYTCTBYET MOAKIHOUEHME K

Cepaepy Dr.Web.

CraHuum nog, OC Android

YctaHoBuTe daar, 4tobbl Ha rnaBHOM aKkpaHe NpwioXeHus,
paspeLuTb NoJb30oBaTeNIAM  3aMyLLeHHOro Ha MOBWIbHOM YCTPOWCTBE,
MOOBMNbHbIX YCTPOWCTB pasgen O6HoOBNEHME HeOCTyrMeH.

nepekntoYaTbCa B
MOBWUIbHBIN PEXUM 1
nosyyatb 06HOB/IEHWs
HenoCpeACTBEHHO 13
BcemupHon cuctemsl
o6HoBneHuws Dr.Web, eciu
OTCYTCTBYET MOAK/IOUEHNE K
Cepsepy Dr.Web.

| Mpw OTKAKOUEHUM KaKOTO-MBO M3 MYHKTOB, OTBEYAIOLLMX 3@ M3MEHEHMe HacTpoek AreHTa
Dr.Web, 6yaeT ncnonb3oBaTbCsi 3HaYeHMe, KOTOpOe BblN0 3ajaHO A/A AaHHON HAaCTPOWKA B
nocineAHvin pas nepes oTKIHYEHVEM.

OnwncaHne ,D,GVICTBI/II?I, BbINONTHAEMbIX COOTBETCTBYHO LMW MYyHKTaMW MEHIO, NPVBEAEHO B
PykoBopcTBax nosb3oBatens npoayktos Dr.Web ana cootseTctByroLL et onepaLmoHHOM

CUNCTEMBDI.

Bbl Takke MO>XeTe pacnpoCTpaHUTb 3TW HaCTPOWNKN Ha APYro 06bekT, HaXKaB KHonKylﬁo
PacnpocTpaHUTb 3TU HaCTPOWKM Ha APYrov o6bexT.

UYTo6bI 3KCMOPTMPOBATL 3TV HACTPONKKN B daia, HaXxxMuTe LH DKCNoOpPTUPOBaTh HAaCTPOUKM
U3 faHHOrO pasaena B ¢ann.

UYT06bI MNOPTUPOBATL 3TV HACTPONKK M3 dalina, HaxMuTe £ MmnopTtupoBatb
HacTpPOMKU B flaHHbIN pa3aen n3s ¢panna.

. [na Toro utobbl MPUHATL CAENaHHbIE U3MEHEeHMA NpaB, HaXmuTe KHOMKy CoxpaHUTb.
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Ecav Ha MOMeHT pefakTMpOBaHUA HacTpoek paboyas ctaHUMA He nogritoveHa k Cepeepy
Dr.Web, To HacTpoku 6yayT NnpuHATbI, kak Toabko AreHT Dr.Web BocctaHOBUWT CBA3b C
Cepsepom Dr.Web.

8.3.2. PacnucaHue 3agaHnin pabouen ctaHumMm

Dr.Web Enterprise Security Suite npegoctaBaseT BO3MOXHOCTb BEAEHUA YeHMPau308aHHO20
pacnucaHus 3a0aHul, KOTOPOe CO3JaeTcs aAMUHUCTPATOPOM aHTUBUPYCHOM CETU U
NOAUYMHSAETCA BCEM NMpaBWaaM HacnefoBaHUsA KOHGUTrypaLmi.

PacnucaHue 3a0aHuli — 3TO CMWUCOK AENCTBUIA, BbINONHSAEMbIX aBTOMATUUYECKM B 3alaHHOEe
BpeMs Ha ctaHumnsax. OCHOBHOe NpUMeHeHMe pacncaHnii — CKaHWPOBAHMe CTaHLMUIN Ha
BMpPYCbl B Hanbonee yaobHoe ana nosb3oBaTtenein Bpemsa 6e3 HeobxoaMMOCT PYYHOTO
3anycka CkaHepa. Kpome 31oro, AreHt Dr.Web no3BonseT BbINOAHATL HEKOTOPbIE Apyrue
TUNbI AEACTBUIM, ONMCaHHbIE HUXE.

PepaktpoBaHuve LLeHTPaAn30BaHHOIO pacnncaHns PeryaspHoro BbiMOAHEHWA 3a4aHuni
onpeseneHHblx paboumx CTaHUMIA 1 Tpynn ocyLwecTBaAAeTCA npy nomowm LlieHTpa
ynpasnieHusa 6e3onacHoctbio Dr.Web.

l npOCMOTp n pegaktmpoBaHue 3a,anV|17| LEHTPaNN30BaHHOTO pacrnmcaHuAa noJsib30BaTeNAM Ha
° CTaHUMN HE NpeaoCTaBAAETCA.

Mo ymonuaHuto Ans ctaHumii nog ynpasaennem OC Windows pacnvcaHue cogepsxut
3agaHvie Daily scan — exefHeBHOE CKaHMPOBaHWE CTaHLMM.

Pe3ynbTaTbl BbIMONHEHMA 3aAaHWIA MO LIEHTPaNN30BaHHOMY PacnmMcaHUIO He 3aHOCATCA B
cTaTMCTUYeCKMe AaHHble Ha cTopoHe AreHta Dr.Web, a otnpasnstotcs Ha Cepsep Dr.Web un
XPaHATCA B CTaTUCTUYeCKUX AaHHbIx Cepepa Dr.Web.

Y106bI oTpeAaKTupoBaTb LLEeHTPaJIn3oBaHHOE pacnucaHue

1. BbibepunTe NyHKT AHTUBUPYCHas ceTb B r1aBHOM MeHto LieHTpa ynpasaeHus, B
OTKPbIBLUEMCSl OKHE B MepPapXMUeckoM CMrCcke HaXXMUTE Ha Ha3BaHWe CTaHLUU UK

rpynnbl. B oTkpbiBWEMCS ynpaBastollem MeH0 BbibepuTe NyHKT MaaHMpoOBLYMK 3aaaHNNA.

OTKpoeTCs CNUCOK 3aZlaHnii ANA CTaHLUWUIA.

| Bonbluas YacTb MHCTPYMEHTOB JaHHOTO pa3gena byaeT HefOCTyNHa, eCcan Ans BblbpaHHOM

& CTaHLWN MAW FPYNMbl YCTAHOBJIEHO HacNeAoBaHWE HAaCTPOEK OT POAUTEIbCKOM FPYNMbl.
CnezytoLLme 31eMeHTbl Ha MaHean MHCTPYMEHTOB MO3BOJSAIKOT MPU HEOBXOAMMOCTU U3MEHUTb
HaCTPOWKN HacneA0BaHWA B Npejenax pacnucaHua 3agaHui:

ﬂ YcraHOBUTH HacdsieaoBaHUE HACTPOEK OT MOJIMTUKU UWin pop,wreanKoﬁ rpynnbl —
yAanntb nepcoHaibHble HaCTpOl‘/IIKVI pacnncaHna 3aAaHV|I;I N yCTaHOBUTb HacnefoBaHue
HaCTpOEeK AaHHOTO pa3aena oT pO,CI,VITEIIbCKOl\;I rpynnbl.

PyKkoBOACTBO aAMAHUCT paTopa
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P4 CkonupoBaTb HaCTPOWKMN U3 MOJIUTUKN UAN POAUTENBCKON FPyNNbl U YCTaHOBUTb UX
B KauecTBe NMepcoHa/lbHbIX — CKOMMPOBaTb HACTPOWMKN pacnuncaHma 3agaHuii u3
POAWTENILCKON FpynMbl 1 3aAaTb UX ANA BblIOpaHHbIX CTaHUm. HacnegoBaHue npuw aTom 6yaeTt

pa3opBaHoO, 1 BCe AajbHelLle N3MEHEHMA B pacnucaHnm 3ajaHuin 6yayT cumntaTbCs
nepcoHanbHbIMW.

2. [ina ynpaBieHNs pacnucaHvem UCNOo/b3yrOTCA COOTBETCTBYIOLLME INEMEHTbI Ha MaHenu
WHCTPYMEHTOB:

a) Obuime aneMeHTbl NaHe M MHCTPYMEHTOB CAYXKaT A1 CO3JaHMA HOBbIX 3aaHNi U
ynpasaeHus pa3AesioM pacnucaHuns B LIeJIOM.

[ Co3patb 3agaHmne — 206aBUTb HOBOE 3ajaHue. [JaHHoe gelicTBre No4pO6HO
OMMCbIBAETCA HWUXeE, B Moapasgese Pejaktop 3agaHuid.

g Pacnpocrpanrb TN HaCTpOﬁKM Ha Aperﬁ 06BbeKkT — ckonmMpoBaTtb 3ajgaHnA

pacnucaHuns B Apyrne o6bekTbl — CTaHUMK 1 rpynnbl. [ogpobHee cm. B pasgene
KonupoBaHuve HacTpoek B Apyrme rpynmnbl/CTaHLUUN.

L JKCNOpPTUPOBaTb HAaCTPOIKN 13 JaHHOro pa3aena B ¢paitl — 3KCNopTUPOBaTh
pacnuncaHue B dann cneumansHoro dopmara.

£ MmnopTupoBaTbh HaCTPOWKU B AaHHbIN pa3gen us ¢panna — MMNoOPTUPOBaTb
pacnucaHune u3 gaina cneymansHoro popmara.

ili NmnopT cnncka 3aganuin ans Cepsepa Dr.Web B MnaHMpoBLLKK 3agaHni paboumx cTaHUuiA
1 Ha06OpPOT He AomycKaeTcs.

b) [ns ynpaBneHuWa yxe CyLLeCTBYIOLWMMMN 3aJaHNAMM YCTaHOBUTe Gaarn HanpoTmnB
HY>KHbIX 3aJ,@aHUIA AN B 3aroNoBKe Tabanupl Ans Bblbopa BCcex 3agaHuii B cnvcke. Mpu
YCNOBUMN, UTO ANA BbIOPAHHOW rpynnbl UAW CTAHLUMK HEe YCTaHOBAEHO HacnesoBaHue
HacTpoek pacnucaHma 3aZaHnin oT POAUTENBCKON rpynnbl, ByAyT AOCTYMHbI ClesytoLume
31eMeHTbl MaHeNn MHCTPYMEHTOB AJ1A yNpaBaeHMs BblOpaHHbIMU 3aJaHNAMMU:

Hacrpoiika JeiictBue
CocrosiHue Paspewmtb AKTMBMPOBaTb BbIMOJIHEHME BbIOPaHHbIX 3aZlaHuii COrnacHo
BbINOJIHEHNe 3afl@aHHOMY A1 HUX pacnycaHuio, eCan OHU Bbliu
3anpeLyeHbl.
3anpetutb 3anpeTuTb BbINOJIHEHME BbIbpPaHHbIX 3agaHunid. Mpu 3ToM
BbIMOJIHEHNEe 3ajaHnsa HyseT NpMCyTCTBOBATL B CNIUCKE, HO He ByaeT

BbIMOJIHATLCA.

AHanornyHas HacTpoiika 3aZlaeTcs B pefakTope 3ajaHus Ha Bkiagke O6uwme npu
: nomMoLn ¢iara PaspeliMTb BbINOJIHEHUE.

CepbesHocTb Caenartb OcyLecTBUTb BHEOYEPEAHOM 3amycK 3afaHunsa npu
KPUTUYECKUM cneaytolem 3anycke AreHta Dr.Web, ecav BbinosiHeHne
AaHHOro 3ajaHra 6bI10 NPONYLLEHO MO PacnUcaHuto.

PyKkoBOACTBO aAMAHUCT paTopa
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AeicrBne

BbinonHATb 3aflaHne TOJIbKO B yKa3aHHOEe ANA HEero Bpems,
BHe 3aBNCMMOCTM OT TOTO, 6bN nponyuwieH 3anyck 3ajgaHua
NI HeT.

AHafnorvyHas HacTpoika 3afaeTcs B pejakTope 3ajaHus Ha Bkiagke O6uwime npu
: nomowm dnara Kpurtnueckoe 3agaHwve.

R Ay6nvpoBaTb HacTpoiiku

48 3annaHnpoBaTb MOBTOPHO

i Ypaanutb Bbi6paHHble
3agaHus

BoinosHutb 3apaHne

AybnnpoBaTth 3ajaHus, BbibpaHHble B CAMCKE TEKYLLLEro
pacnucanus. MNpwu 3agaHum gencteus flyéamposatb
HaCTPOWKM CO3/atoTCA HOBblE 3aZlaHNs C HAaCTPOWKaMu,
aHaJI0rMYHbIMK BbIGPaHHbIM 3aZaHusaM.

[na ofHOKpPATHBIX 3aZaHUIA: BbINOJHUTL 3alaHne elle OAVH
pa3 B COOTBETCTBUM C 3aZaHHbIMU /1 HETrO HaCTpolKam
BpeMeHU (M3MeHeHWe KPaTHOCTU BbIMOJIHEHUS 3aaHus

onncaHo HWXe, B Nogpaszene Peaakrop 3ajaHun).

yAaJ'IVITb Bbl6paHHO€ 3ajaHne n3 pacnncaHua.

BbINoHUTL BbiGpaHHbIE B CMUCKE 3aaHUsA HE3aMEAJ/IUTENBHO.
Mpw 3TOM 3ajaHvie ByZeT 3anyLLeHo, AaXke eCivi OHO
3anpeLeHo AJisi BbIMOJHEHWSA MO PachmncaHuio.

3. Ansa TOro utobbl U3MEHUTL NapaMeTpbl 3a4aHus, Bbibepute ero B cnucke 3agaHuni. Mpu
3TOM OTKPOeTCs OKHO PepiakTop 3aAaHuii, OnvcaHHoOe HUXKe.

4. Tlo oKoOHYaHWUn pesaktmpoBaHna pacnmncaHma HaXXKMUTe KHOMKY COXpaHVITb, yTOObI

NMPUHATb USMEHEHUA.

@ Ecnv B pe3ynbTate pefaktmpoBaHus bygeT co3gaHo MycToe (He cofepkallee 3aZaHuin)

: pacnucaHve, LieHTp ynpaBieHys Npesioxut 1Mbo MCnoab30BaTh HacledyeMoe OT rpymnm
pacnuncaHue, 1M6o MCNoab30BaTh MycToe pacnucaHve. Myctoe pacnucaHve HEO6X0AUMO
3ajaTb B TOM C/lyYae, ec/iv Bbl XOTUTE OTKa3aTbCsl OT PacnmUcaHus, Hac1e4yeMoro oT rpyn.

PepakTop 3apaHum

Mpy nomMoLmM pesakTopa 3ajaHnin Bbl MOXeTe 3a4aTb HAaCTPOMKK, UTOObI:

1. Co3paTb HOBOE 3ajaHue.

[nsa 3TOro HaxmuTe KHonKy@ Co3paTtb 3apaHUe Ha NaHEeNN NHCTPYMEHTOB.

2. OTpepakTMpoBaTb CyLleCcTBYytOLLEE 3ajaHMe.

[lna 3TOro HaXXmuTe Ha Ha3BaHWe OAHOrO M3 3aJaHN B CNUCKe 3aJaHW.

PyKkoBOACTBO aAMAHUCT paTopa
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Mpwn 3TOM OTKPOETCA OKHO peAakTMpOBaHMA NapaMeTpoB 3aZaHumsa. HacTponkmn 3ajaHns npu
pefakTMPOBaHNW CyLLECTBYHOLLEro 3aZaHuna aHaA0rMYHbl HAaCTPOMKaM MPW CO34aHNM HOBOTO
3ajaHuns.

@ Mons B nHTepdeiice, OTMEYEHHbIE 3HAKOM *, AONXKHbI HbiTb 0653aTe/IbHO 3aMOHEHBI.

Y106bI oTpeAaKTupoBaTb NapamMmeTpbl 3aAaHUA

1. Ha Bknaske O6Lwme HacTpanBaroTCs Caeayrollme napameTpbl:

¢ B none Ha3BaHue 3asaeTcs HaMMeHOBaHMe 3a4aHns, Noj KOTOPbIM OHO byaeT
oTobpa>kaTbCA B pacnumcaHunm.

e YcTaHoBUTE q>J1ar Pa3peumrb BbINOJIHEHUe, YTOObI aAKTUBMPOBATb BbIMNOJIHEHNE 3a4aHUA.
Ecan cl)nar He YCTaHOB/€EH, 3aJaHne 6y,£|,€T npnCyTcTBOBATb B CMUCKE, HO HE 6yp,eT
BbIMOJIHATbLCA.

AHanormyHas HaCTpOI?IKa 3aj4a€eTCcAa B rM1aBHOM OKHE rlJ'IaHI/IpOBLLI'I/IKa npun noMoLWmn 3nemMeHTa
° naHeAn NHCTPYMEHTOB CocrosiHme.

e YctaHoBUTe dnar Kputnueckoe 3agaHue, UTo6bl OCYLLECTBAATL BHEOYEPEAHOM 3amnycK
3afaHuna npu cieayrollem 3anycke AreHta Dr.\Web, ecam BeinonHeHwe 3agaHma 6bi10
nponyLleHo B HazHauyeHHoe BpeMs (AreHT Dr.Web oTkntoueH Ha MOMEHT BbINOHEH WA
3afaHuna). Echm Ha MOMeHT 3anycka 3agaHuve 6b110 MPOonyLEeHO HEeCKOAbKO pas, TO OHO
BbIMONHNTCA TONbKO 1 pas.

| AHanormyHas HaCTpOI?IKa 3aj4a€eTcAa B r1aBHOM OKHE rlJ'IaHI/IpOBLLI'I/IKa npun noMoLWmn 3nemMeHTa
° naHeAn NHCTPYMEHTOB cepbeBHOCTb.

ilf Ecnn npwv 3TOM A0JI>KHbI BbINOJHUTLCA HECKOJIbKO 3ap,aHvu7| Ha CKaHMpOBaHWMe, TO 6y,u,eT
BbIMOJIHEHO TOJIbKO OAHO M3 HUX — NEPBOE, CToAlEee B oO4epean.

Hanpumep, eciv paspelueHo 3agaHune Daily scan v npu 3Tom 6b110 OTIOXKEHO KPUTUUHOE
3ajiaHvie Ha ckaHUpoBaHuWe Mpu nomolum Agent CkaHepa, To 6yzeT BbinoaHaTcs Daily scan,
a OT/IOXKEHHOE KPUTUUECKOE CKaHUPOBaHME HE CMOXET ObiTb BbIMOJHEHO.

e Ecan dnar 3anyckaTtb 3afjaHne aCUHXPOHHO CHAT, 3aZaHue byaeT noMeLLeHO B 00LLytO
ouepeab 3ajaHni MnaHNpPOBLUMKA, BbIMOJHAEMbIX NOCAeA0BaTENbHO. YCTaHOBMTe daar,
yTO6bl BbIMONHATL JaHHOE 3a/jaHne NapaniesbHO BHE ovepean.

2. Ha Bknagke [encrBme BbibepuTe TMN 3ajaHNA U3 BbiNajatoLwwero cnmucka encreme n
HacTponTe NapaMeTpbl 3ajaHuA, Tpebyemble ANA BbINOAHEHUS:

Twun 3apaHusa Mapametpbl n onncaHue

3anucb B ¢aiin xxypHana CTpoka — TekCT COObLLEeHVs, 3anncbiBaeMoro B daia oTyeTa.

PyKkoBOACTBO aAMAHUCT paTopa
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Twun 3apgaHusa

3anyck nporpamMmmbl

Dr.Web Agent CkaHep.
BbicTpoe ckaHupoBaHue

Dr.Web Agent CkaHep.
Bbi6bopouHoe
cKaHMpoBaHue

Dr.Web Agent CkaHep.
MonHoe ckaHupoBaHue

3. Ha Bknagke Bpems:

lnaBa 8: YnpaBneHue paboummu cTaHLMAMU

MapameTpbl 1 onucaHue

3azavite cnegyrolle napameTpbl:

e B nose MyTb — noaHoe ums (c nytem) nucrnosHsemoro dainna
nporpamMmbl, KOTOPYHO NpeAnoaaraerca 3anyckaTb.

e B nose AprymMeHTbl — napameTpbl KOMaHZAHOW CTPOKM A/
3arnyckaemoii nporpamMmei.

e YcraHosute dpnar OXXuaaTb 3aBepLUeHUA NPorpaMmMbl /14
0XWJaHVA 3aBepLUeHVs NPOorpamMmbl, 3anyLweHHOM JaHHbIM
3asanveM. Mpu atom AreHt Dr.Web npotokonnpyeT 3anyck
nporpamMmsl, KO BO3BpaTta v Bpems 3aBeplueHna nporpammsl. Ecim
dnar OxxnpaTtb 3aBepLIEHUA NPOrpaMMbl CHAT, 3aJaHVe cuMTaeTca
3aBepLUeHHbIM cpa3y noc/ie 3anycka nporpammbl, 1 AreHt Dr.Web
NPOTOKO/IMPYET TONbKO 3amMycK MPOrpamMmbl.

MapameTpbl HACTPOWMKN CKaHMPOBAHMA OnMcaHbl B M. Hactpolika
napameTtpoB CkaHepa.

YnaneHHbii 3anyck CkaHepa BO3MOXEH TOJIbKO Ha CTaHUmsAX, paboTatowmx nog OC
Windows, OC cemetictea UNIX n macOS.

e B Bbinagatowem cnucke MepuoguuHocTb Bbibepunte pexxnm 3anycka 3ajaHns u
HaCTpoKTe BpemMA B COOTBETCTBMM C BbIOPaHHOW NePUOANYHOCTbIO:

Pe>xum 3anycka

CraproBoe

Yepes N MuMHYT nocne
MCXOAHOrO 3ajaHusA

E>xxeaHeBHO

Mapametpbl n onucaHue

3agaHve ByaeT 3anyckatbcs npu ctapte paboTsl AreHta Dr.Web.
3anyckaeTca 6e3 4ONONHUTENbHbBIX MapaMeTPOB.

Heobxogumo BblbpaTh B Bbinagatowem cnvcke McxopaHoe 3agaHune 10
3afjlaHvie, OTHOCUTENIbHO KOTOPOTO YCTaHaBAMBAETCA BPEMA BbIMOAHEHNA
TeKyLLlero 3ajaHus.

B none MuHyTa 3asaite nunn Boibepute 13 npegnaraeMoro crmcka
KOJNIMYECTBO MUHYT, KOTOPOE AOJXKHO NMPOMNTU NOCAE BbINOJHEHNS
NCXOAHOTO 3aflaHuns, YTOObl HaYasoCh BbINOJHEHVE PeAakTMPyeMOro

3adaHuna.

Heo6xoAMMO BBECTM Yac v MUHYTy — 3ajaHue ByaeT 3anyckaTbes
eXeJJHeBHO B yKa3aHHOe Bpems.

PyKkoBOACTBO aAMAHUCT paTopa
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Pe>xum 3anycka Mapametpbl n onucaHue

E>xemecauHo Heobxoanmo BblbpaTh YiCNO (feHb MecaLa), BBECTU YaC U MUHYTY —
3ajaHue byseT 3anyckaTbCs B 3aJaHHbIM JeHb Mecsilla B yka3aHHOe BpeMs.

E)KEHEAEIII:HO HeO6XOAI/IMO Bbl6paTb A€Hb HeAesin, BBECTU YaC U MUHYTY — 3aJaHne
6y,qu 3anyCckaTbCA B 3aAaHHbIl\/‘| A€Hb HeAeNn B yKa3aHHOE BpeMA.

E>xeuacHo Heobxoaumo BBectn umcno ot 0 go 59, 3ajaroLlee MUHYTY Kaxkaoro yaca, B
KOTOpyto OyaeT 3anyckatbCs 3ajaHue.

Kaxxgbie N munyTt Heobxoaunmo BBecTn 3HaueHve N g1a 3asaHns BpeMeHHOro nHTepBana
BbINOJIHEHNA 3a4aHVA.

Mpun N paBHOM 60 mnn 6onblue 3ajaHne byaeT 3anyckaTbcs Kaxable N
MuHyYT. Mpun N MeHbLle 60 3asaHve HyaeT 3amnyckaTbCa B KaXAyr MUHYTY
yaca, kpatHyro N.

e YcTaHOBUTe dnar 3anpeTuTb Noc/ie NepBoro BbINOJIHEHUA 411 O4HOKPATHOro
BbINMOJHEHWA 3aZlaHMA B COOTBETCTBUWN C YyKa3aHHbIM BpeMeHeM. Ecan dnar cHAaT, 3agaHme
OyAeT BbIMONHATLCA MHOTOKPATHO C YKa3aHHOW NePUOANYHOCTbIO.

Y106l NOBTOPUTL BbIMOJHEHWE OAHOKPATHOTO 3a/aHns, KOTOpoe yxe bbino
BbINMOJHEHO, BOCMO/Ib3yNTeCb KHOMKOWM ) 3ansaHMpoBaTb MOBTOPHO Ha NaHen
WHCTPYMEHTOB pa3jena pacrnucaHus.

e YctraHoBuTe dnar 3anyckatb 3agaHue no UTC, utobbl 3anyckaTb 3ajaHue
OTHOCUTENIbHOTO BCEMMPHOTO BpemeHu (YacoBon nosc UTC+0). Ecan dnar cHAT, 3agaHme
6yaeT 3anyLeHo No 10KaNbHOMY BPEMEHW Ha CTaHLMN.

Mo OKOHYaHWW pesakTMPOBaHUSA NapaMeTPOB 3aZaHUA HaxXMunTe KHonky CoxpaHUTb /14
NPUHATUA U3MEHEHWI B NapamMeTpax 3ajaHuna, eCv Bbl PeJakTpPOBanu yxe
CyLecTBytoLLee 3ajaHne, Uan ANa CO3AaHnA 3aaHna € 3aZaHHbIMU NapamMeTpamu, eCAn Bbl
BbIMOJ/IHANM NPOLLeAypPYy CO3JaHNA HOBOTO 3aAaHWA.

8.3.3. YcraHaB/AMBaeMble KOMMOHEHTbI aHTUBMPYCHOro nakerta

| Ha cepBepbl, BbINOAHAIOLME BaXHble ceTeBble QYHKUMN (JOMEH-KOHTPOIEPHI, CEPBEpPSI

& pa3jaun INLEH3WA U T. 4.), He PEKOMEHAYeTCs yCTaHaBAMBaTb KOMMOHeHTbI SplDer Gate,
SplDer Mail n bpangmaysp Dr.Web Bo n3bexxaHne BO3MOXHbIX KOHPAMKTOB CeTEBbIX
CEpPBUCOB 1 BHYTPEHHWUX KOMMOHEHTOB aHT1BMpYyca Dr.Web.

YT06bI HaCTpPOUTb CNUCOK yCTaHaBJ/IMBaeMbIX KOMMNOHEHTOB aHTUBUPYCHOIO NMakeTa

1.

BbibepuTe nyHKT AHTUBUPYCHaA CeTb B raBHOM MeHH0 LleHTpa ynpaBneHus, B
OTKPbIBLLEMCS OKHE B MEepapxXmM4eckoM crnucke Bbibepute cTaHLMIO uan rpynny. B
OTKPbIBLUEMCSA YIPaBAAOLEM MeHIO BblbepuTe MyHKT YcTaHaB/IMBaeMble KOMMOHEHTbI.

. ﬂ,flﬂ HeO6XOAI/IMbIX KOMMOHEHTOB Bbl6epl/lTe B BbliNajaowem Cnncke oanH N3 BapnaHTOB!:

PyKkoBOACTBO aAMAHUCT paTopa
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¢ [lo/mKeH 6bITb ycTaHOB/IEH — 334aeT 06A3aTe/lbHOE Ha/Mue KOMMOHEHTa Ha CTaHLMW.
Mpw co3saHNN HOBOM CTaHLMM KOMMOHEHT BXOAUT B COCTaB yCTaHaBAMBAEMOTO
aHTUBMPYCHOrO NakeTa B o6A3aTesibHOM nopagke. [pun 3agaHnn 3HavyeHnsa JomkeH
6bITb YCTAaHOBJIEH /11 y>Ke CYLLEeCTBYHOLLEN CTaHLMM KOMMOHEHT byzeT fo6aBneH B
COCTaB MMEOLLEroCs aHTMBUPYCHOTO NakerTa.

¢ Mo)keT 6bITb YCTaHOBIEH — OnpezensieT BO3MOXHOCTb YCTaHOBKM aHTUBUPYCHOTO
KOMMOHeHTa. PelleHne 06 ycTaHOBKE NPpUHMMaET NONb30BaTeNb NPK YCTaHOBKe AreHTa

Dr.Web.

¢ He MmodkeT 6bITb ycTaHOBNI€H — 3ampellaeT Haanume KOMMOHeHTa Ha cTaHumn. Mpwu
CO3/jaHNMN HOBOW CTaHLMN KOMMOHEHT He BXOAMT B COCTaB yCTaHaBANBaEMOro
aHTUBMpPYCHOro naketa. Mpun 3agaHnm 3HaveHns He MoXKeT 6bITb YCTAaHOB/IEH /1 yXe
CYLLEeCTBYIOLLEN CTaHLMWN KOMMOHEHT ByaeT yAaneH 13 coctaBa aHTUBUPYCHOTO NakeTa.

B Tabaunue 8-1 ykazaHo, byseT v yCTaHOBAEH KOMMOHEHT Ha CTaHLMK (+) B 3aBUCMMOCTM
OT NapaMeTpOB, 3aZlaHHbIX NOJAb30BaTENEM, N HACTPOEK, 3aZlaHHbIX aAMUHUCTPATOPOM Ha
Cepsepe Dr.Web.

Ta6bauua 8-1.

3apaHo Ha CepBepe Dr.Web
3aaaHo nosib3oBaTesieM

AonxxeH Moxxer He moxer
YcTaHOBUTB + +
He yctaHaBavBaTh +

3. Haxmurte KHOMKY COXpaHVITb AN COXPaHEHUNA HAaCTpOeK N COOTBETCTBYHOLLETO M3MEHEHNA
COCTaBa aHTUBUPYCHOTO NakeTa Ha CTaHLU NN,

8.3.4. MapameTpbl NoagK/OUEHNA

Ha Bkiagke MapameTpbl noAK/IOUEHNA HAaCTPaVBatoTCA NapameTpbl, onpeaenstowye
HacTpouiku B3anmogencteus ¢ Cepsepom Dr.Web:

¢ B none Ceptudukar 3agaetca SSL-ceptndpukat Cepsepa DrWeb (drwcsd-
certificate.pem). [Inqa Bbibopa Ppanna ceptndurkata HaxxMuUTe KHOMNKy k=l

Ha ctaHuMn MOryT XpaHUTbCA OAHOBPEMEHHO HECKOIbKO CeEPTUDUKATOB, HanpuMep, Npu
nepeesge c ogHoro Cepeepa Dr.Web Ha gpyrow. MNpwu atom ceptndurkaTtbl JOMKHbI ObITb
YHVKa/bHbI, T. €. HeNb3s 3a4aTb Ba OANHAKOBbIX cepTudukarta.

[nsa pobaBneHns elle ogHoro ceptudurkata HaxXmMmTe KHonKy " BbibepuTe danin
ceptnomkara.

Ansa yaaneHus cyliecTBytoLlero ceptnudukaTta HaxKMmTe KHOMKY — HanpoTuB cepTndurKaTa,
KOTOPbIA HYXHO YAaNUTb.

PyKkoBOACTBO aAMAHUCT paTopa
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fli CepTudukaT foKeH BbiTb 06A3aTENBHO 3ajaH.

e B none CepBep 3asaetca agpec Cepepa Dr.Web vau MNpokcn-cepsepa Dr.Web (nogpobHee
M. [Ipokcn-cepsep Dr.Web). laHHOe none MOXeT O0CcTaBaTbCA NYCTbIM. B 3TOM cnyyae AreHT
Dr.Web 6yaet ncnosnb3zosatb agpec Cepepa Dr.Web, ykazaHHbI B HacTpolikax Ha
NokanbHOM MawwuHe nonb3oBatens (agpec Cepsepa Dr.Web, c koToporo npovssoaunnacb
YCTaHOBKA).

Mo>xeT bbITb 3agaH kak oanH agpec Cepeepa Dr.Web, Tak 1 HeCKONbKO afpecoB pas/IYHbIX
CepepoB Dr.Web. [lna gobaBneHuns ewe ogHoro agpeca Cepsepa Dr.Web Haxxmute KHomnky

+ BBeAUTe agpec B jobasieHHoe nosie. opmart 3agaHuns ceTeBbix agpecos Cepaepa

Dr.Web onuncaH B gokymeHTe Mpunoxxenms, [1punoxenve [ Cneundurkauma ceTeBoro

ajpeca.
Mpumep 3agaHns agpeca Cepeepa Dr.Web:
tcp/10.4.0.18:2193
tcp/10.4.0.19
10.4.0.20

| Ecnv 3agatb HekOppeKTHOe/HeBepHOe 3HaueHve napametpa CepBep, T0 AreHTbl Dr.Web

A} oTkntouaTca oT Cepsepa Dr.Web v 60sblie He CMOTYT K HeMY MOAKAOUUTLCS. B 3TOM
cnydae 3agaHue agpeca Cepsepa Dr.Web Heo6xoAvMO NPOV3BOANTE HEMOCPEACTBEHHO Ha
CTaHUUW.

¢ B none KonnuecrBo noBTOpeHuin Nnoucka 3azarite napameTp, onpesensitolimii Koam4ecTtso
nonbiTok noncka Cepsepa Dr.Web npu nogkitoueHmnn ¢ MCNOAb30BaHNEM pexmnma
Multicasting.

¢ B none Tarim-ayT nouncka (c) 3agarite NpOMeXyTOK Mexzay nonbiTkamu novcka Cepsepa
Dr.Web B cekyHAax npu NOAKNHOYEHWM C MCNOb30BaHWEM pexuma Multicasting.

e Mona Pexxum oxatmna 1 Pexxum wineppoBaHuaA onpesensitoT COOTBETCTBYHOLLME HACTPONKN
oKatna un WrdposaHma ceTeBoro Tpaduka.

¢ B none MapameTpbl npocaywimBaHna cetu ykaxunte UDP-nopt, ncnonbsyemblin LieHTpom
yrnpaeieHus Ans noucka B cetn paboTtatowmx AreHtoB Dr.Web. Yto6bl 3anpeTutb
npocaywmneaHne noptos, BBeante 3HauyeHe NONE.

MNapameTp 3agaeTca B popMaTe CeTeBOro ajpeca, NpUBeAeHHOro B JIOKyMeHTe
Mpunoxxenuns, [Npunoxenue I Cneundukalmns ceteBoro aapeca.

Mo ymonuaHuto ncnonbsyetcs udp/:2193, uto o3HauaeT "Bce HTEepdenchl, nopt 2193".

8.3.5. J/InueH3noHHbIe Karuun

MpocMoTpeTb 1 OTPeAaKTMPOBaTb CUCOK JNLEH3VOHHbIX KNHOUEN CTaHLUU AW TPYNTb
MOXHO CneayroLmMn cnocobamu:

Yepe3 MeHeaxep nuvieH3nm.

PyKkoBOACTBO aAMAHUCT paTopa
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2. Yepes kKoHOUrypaLmio ob6bekTa NNLEH3NPOBAHUSA (CTaHLMK UAWN TPYMMbl) B aHTUBUPYCHOM

ceTn.

UTob6bI OTpeaaKTMpPOBaTh CNUCOK JINLLEH3UOHHDbIX K/Il0Uel yepes KoH$urypaumio ob6bekra

JNINY4EeH3NpoBaHnA

1. BbibepuTe nyHKT AHTUBMpPYCHaA ceTb B IN1aBHOM MeHto LleHTpa ynpaBaeHums.

2. OtkponTe pa3gen CBONCTBA CTaHUNN UK PegaktnpoBaHve rpynn Ans o6bekTa,

JIMLUEH3NOHHbIE KTHOYN KOTOPOTO Bbl XOTUTE OTPEAAKTMPOBATD.

3. B pa3gene KoHOUrypauma HaXkMuTe 3HaYOK T PepakTunpoBaTtb 1an CCblKy
NN eH3MOoHHbIe KJIHoUM.

4. OtkpbiBeecs OKHO JIMLLeH3MOHHbIe K/IFOUMN COLEPXXNT CMUNCOK TNLEH3NOHHbIX KJIHUen
06BbeKTa, UX TeKyLMIN cTaTyC (yHacneAoBaHbl UM 3ajaHbl MEPCOHAabHO), @ TakKe CrMCoK
BCEX K/IFOYen, AOCTyrnHbIX Ha gaHHOM CepBepe Dr.Web. Taikke npu HeobxoAMMOCTM Bbl
MO>eTe HanpAMYyo nepenTn B MeHeaxxep ANLEH3NN.

5. ﬂ,eIZCTBMﬂ Haj CrMCKOM KJHOUEN 3aBUCAT OT CTaTyCa TeEKYyLWWUX TNUEH3NOHHbIX KAHOUen

obbekTa:

JelictBue

[ob6asutb
JIVILEH3VOHHBIN
KNty

Ypanutb
JINLIEH3VIOHHBI
KoY

YcTaHOBUTD
HacneoBaHWe

Pa3zopBsatb
HacnefoBaHwve

Texkywme karoumn
yHac/nef0BaHbl

HacneposaHue

6yzeT pa3opBaHo.

HoBbIl kKntoY
nobaBuTcs B
Cnmncok
Ha3HauYeHHbIX
KO YEel, U CrnMcok
KJHOUEN CTaHeT
nepCcoHaibHbIM.

[JelictBre
HEZOCTYMHO.

[Jencteure
HEAO0CTYMHO.

HacnepoBaHue

6yaeT pasopBaHo.

Cnuncok knrouen
ocCTaHeTcs
HEU3MEHHbIM, HO
cTaHeT
nepCcoHabHbIM.

Tekywme Kao0UM 3agaHbl
nepcoHanbHO

HoBbin kntou gobaButcs B
CMCOK Ha3HaUEHHbIX
KAtouen.

Kntou 6yaet yaaneH u3
cnucka katouen obbekra.

Tekyuine knroum 6yayT
yZaneHbl U3 CncKa Karoyen
ob6bekTa, 3a4aHo
Hac/nesoBaHve KItoYelr oT
NepBUYHOI/POANTENBCKOM
rpynmbi.

[eWicTBre HeAOoCTYrHO.

Hu oguH kntou He 3agaH

Kntoun pobaBsatca B CnMcok

JIVLEH3VOHHBIX KtoUen

obbekTa B KauecTse

nepcoHaJibHbIX.

[JencTre HefOCTYMHO.

[eWicTBrne HeAOCTYrHO.

[eWicTBre HeAOCTYrNHO.

PyKkoBOACTBO aAMAHUCT paTopa
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TeKyI.I.I,VIe KJ1IloUN yHacneaoBaHbl

YT106b1 A06aBUTH INLLEH3NOHHDbIN K/IHOY

1.

B okHe JIuLLeH3MOHHbIe K/Ioun, B cncke Bee karoum Bbibepute 0AMH MAN HECKONBKO
NINLLEH3VOHHbIX KNHOYel, KOTOpble Bbl XOTUTE A06aBUTb.

HaxxmunTe IR,

Ecam cnvckn ycTaHaB/IMBaeMbIX KOMMOHEHTOB Ha CTaHLMAX U B J06aBASEMbIX K/tOUax
pasnunyarotcs, 6yaeT BbiIBEAEHO COOTBETCTBYHOLLEE MPEAyNPEXAEHME U NMPEAOXKEHO
0OTPEeAakTMPOBaTh Pe3yNbTUPYHOLLMIA CMUCOK KOMMOHEHTOB.

[Tocne BHeceHNAa BCex HeO6XOAI/IMbIX N3MEHEHWNI HaXXMnTe Coxpanrb.

HacnepoBaHue 6yset pazopBaHo. HoOBbIV K1toU JO06aBUTCSA B CMUMCOK Ha3HAUYeHHbIX
KNHOUEW, N CMNCOK KNHOYEN CTaHeT MepPCOHabHbIM.

Y106bI pa3opBaTtb Hac/siegoBaHue 6e3 nsmeHeHMA cNUcKa JINU€H3NOHHbIX Knrouen

1.

B okHe .nMLI,EH3VIOHHbIe KNHOUYUN HaXXKMUTE KHOMKY f CKOHMPOBaTb HaCTpOﬁKM n3
I'IepBVI‘-IHOFI rpynnbl N YCTAaHOBUTb UX B KauecTBe NnepcoHa/ibHbIX.

HacnepoBaHwue 6yaeT paszopsaHo. CNcoK kntouen byaeT ckonmpoBaH 13
NepBMYHON/POANTENBCKON FPYNMbl U 3aZaH A8 06BbeKTa B KaUeCTBe NepCcoHa bHOrO.

Ha>xmute CoXxpaHUTb.

Tekywme KnouM 3agaHbl NepCcoHaibHO

YT106b1 062aBUTH INLLEH3VNOHHDbIN KJIHOY

1.

B okHe JIuLLeH3MOHHbBIe K/Itoun, B Cncke Bce karoum Bbibepute OAMH MAN HECKONBKO
NINLLEH3VOHHbIX KNHOYel, KOTOpble Bbl XOTUTE 06aBUTb.

HaxxmunTe IR,

Ecnv cnuckn yctaHaBAMBaeMbIX KOMMOHEHTOB Ha CTaHLUMAX U B o06aBASeMbIX KarOUax
pa3inuatotcs, 6yaeT BbIBEAEHO COOTBETCTBYHOLLEE MPeAyrnpexaeHne U NpeaioxeHo
OTpesaKkTMpoBaTh CMNCOK KOMMOHEHTOB.

[Mocne BHeceHNA BCex HGO6XO,£I,I/1MbIX N3MEHEHWNI HaXXMnTe COXpaHMTb.

HoBbIn kntou 406aBUTCA B CNMUCOK HAa3HAUEHHbIX KIHOUEN.

UTo6bI yAANUTb INLLEH3MOHHDbIN K/1HOY

1.

B okHe nVIU,EH3VIOHHbIe Karouu, B cnmcke Knroum obbekTa HaxxmuTe x HarnpoTnB TEX
JMNUEH3NOHHbIX KJ'II-OHGI7I, KOTOPpbI€ Bbl XOTUTE YAANUTb.

PyKkoBOACTBO aAMAHUCT paTopa
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Ecav 6b1am yaaneHsl Bce kitoun, byAeT yCTaHOBAEHO Haclef0BaHUE NMLEH3NOHHBIX KAt Uel
OT NEPBUYHOI/POANTENLCKON TPYMMbl (CM. Takke YCTaHOBNAEHWe HaCNe0BaHWs).

2. Haxxmunte CoxXxpaHUTb.

3. Ecnv cnuckn yctaHaBAMBaEMbIX KOMMOHEHTOB Ha CTaHLUMAX U B OCTaBLUMXCA KAKOUaX
pasinuatotcs, byaeT BbiBEAEHO COOTBETCTBYHOLLEE MpeAyrnpexaeHne n npeaioxeHo
OTpesaKkTMpoBaTb Pe3yAbTUPYHOLWMIA CMNCOK KOMMOHEHTOB.

Y106bI YCTaHOBUTb HacJiegoBaHue

1. YcTaHOBUTb HacnesOBaHME Bbl MOXETE OAHUM U3 CAeAyHOLIMX CMOCO6OB:

e OtkpouTe pa3gen CBONCTBA CTaHLMK AW PejakTvpoBaHue rpynn Ans obbekTa, ANs
KOTOPOrO Bbl XOTUTE YCTaHOBUTb HacnefoBaHue. B pa3gene koHurypaumsa Haxmute

3Hauok % Yaanutb Katou.

e B okHe nVII.I,eH3VIOHHbIe Karoun, B cnmcke Knroun obbeKkTa HaxxmuTe x HaMnpoTnB BCEX
Ha3Ha4YeHHbIX TMLUEH3NOHHbIX Karouen. Haxmunte COXpaHVITb.

2. Tekywime ktoun 6yayT yaaneHbl U3 Cnivcka kKntoue o6bekTa, 3a,aHO Hacej0BaHNe
KNtOYen OT NePBUYHOWN/POANTENBCKON TPYMMbl.

3. Ecam cnunckm YCTaHaB/IMBa€MbIX KOMIMOHEHTOB Ha CTaHUMAX N B HaCaeQyeEMbIX KNtO4YaX
pa3nn4yatoTca, 6yp,eT BbIBE€AEHO COOTBETCTBYHOLLEE npeaynpexageHne n npeiio>XeHo
oTpefakTnpoBaTb CNMNCOK KOMMOHEHTOB.

Hwu oauH Knou He 3apaH

| CuTyauys BO3MOXHa TOJIbKO B TOM cydae, ecam Ha Cepeep Dr.Web He 6bin go6aBieH Hu
: OAVH NVNLEH3VOHHBIA KIHOY UK ANLEH3VNOHHbIE Ktoun Bbian fobaBneHbl Ha Cepep Dr.Web,
HO He pacnpoCTpaHeHbl HA Ha OAWH O6BEKT, B TOM uncie Ha rpynny Everyone.

UT06bI ,06aBUTb /INLL,EH3VOHHDbIV K/IIOY

1. B okHe JIL,€H3NOHHbIE KoUK, B crincke Bece karoum Bbibepurte 0aNH UAN HECKOIBKO
NINLLEH3VOHHbIX KNHOYel, KOTOpble Bbl XOTUTE 06aBUTL.

2. Haxkmute IS,
HaxxmunTte CoxpaHuUTb.

4. Kntoum po6aBATCa B CMUCOK NNLLEH3MOHHbIX KNtoue ob6bekTa B KauecTBe NepCcoHasibHbIX.

8.4. HacTtpoiika aHTMBMPYCHbIX KOMIMOHEHTOB

,CI,eTaanoe OonncaHune HaCTpoeK aHTUBUPYCHbIX KOMMOHEHTOB, 3ajaBaeMbIX Yepes LLeHTp
° ynpaBaeHusa, NpuBeLeHO B PYKOBOACTBaX aAMUWHUCTPaTOopa Mo ynpaBaeHNKO CTaHUMAMN
ana COOTBETCTByIOLLI,em OI'IepaLl,VIOHHOI;l CUCTEMBbI.

PyKkoBOACTBO aAMAHUCT paTopa
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KomMnoHeHTbI

B 3aBMCMMOCTV OT ONepaLmMoOHHOM CUCTEMbI CTAHLMW NPESOCTAaBAAKTCA COOTBETCTBYHOLMNE
bYHKLMN 3aLLMTbl, NPUBEAEHHbIE Janee.

CraHuymu nog OC Windows

CkaHep Dr.Web, Dr.Web Agent CkaHep

CkaHMpOBaHMe KOMMboTepa Mo 3anpocy Noib30BaTeNs, a TakKe COracHO
pacnuncaHuto. Takxke nNoaaep>KMBaeTcs BO3MOXHOCTb 3anycka yAaneHHOWM
aHTVBUPYCHOW NPOBEPKM CTaHLMI U3 LleHTpa ynpaBaeHus, B TOM Yncie Ha Haanume
PYTKUTOB.

SplDer Guard

MocTosaHHasA npoBepka GainIoBON CUCTEMBI B peXMMeE peanbHOro BpemeHu. MNposepka
BCeX 3aMyckaeMblX MPOLLeCCOB, a Takke co3aaBaeMbix GaliioB Ha XXECTKUX ANCKAX U
OTKpbIBaeMbIX GalriioB Ha CMEHHbIX HOCUTENAX.

SplDer Mail

MNMpoBepka BCeW BXOAALLEN U UCXOAALLEN NOYTbI MPU NCMOAb30BaHMN NMOYTOBbIX
KJANEHTOB.

Takoke BO3MOXHO MCNONb30BaHWe cnam-euabTpa (Mpu yCAoBUK, YTO NNLLEH3UA
No3BOJ/IAET UCMOAb30BaHNeE Takou QyHKLMN).

SplDer Gate

MpoBepka Bcex obpalleHni k Beb-cantam no npotokony HTTP. Hentpaansauma yrpo3s
B HTTP-Tpaduke (Hanpumep, B OTNPaBASEMbIX AW NONyYaeMblx Paiinax), a Takke
610kMpOBKa AOCTyNa K MOAO3PUTENbHBIM UAN HEKOPPEKTHBIM pecypcam.

OdpucHsIli KOHMPOTb

YnpaBneHve JOCTYNOM K JI0Ka/IbHbIM 1 CETEBbIM pecypcam, B YaCTHOCTW, KOHTPO/b
AocTyna k Beb-cavitaM. [o3BoasieT KOHTPONMPOBATb LeNIOCTHOCTb BaXKHbIX GalniioB OT
CNYYaHOTO U3MEHEHMA NN 3apaXKeHMa BUPYCaMU, U 3anpeLlaeT cayxalmm AoCTyn K
HexxenatenbHon nHGopMaLmu.

bpaHomay3p

3awuTa KOMMNbIOTEPOB OT HECAHKLMOHWPOBAHHOIO AOCTyNa U3BHE W NpeAoTBpaLleHne
YTEUKN Ba>KHbIX AaHHbIX B UHTEPHET. KOHTPO/Ib MOAKIOUEHNA U NepeAaun AaHHbIX MO
WHTEPHETY 1 6N10KNMPOBKa NOAO3PUTENBHBIX COEAMHEHWNIN Ha YPOBHE NakeToB U
NPUIOXKEHWUN.

KapaHmuH

|/|3OJ'IF|LI,I/IF| BPEAOHOCHbBIX N MOA403PUTE/IbHbIX 06beKTOB B cneynaibHOM KaTanore.

PyKkoBOACTBO aAMAHUCT paTopa
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Camosawuma

3awmTa dpannoB n katanoros Dr.Web Enterprise Security Suite ot
HECaHKLMOHNPOBAHHOTO UM HEBOJIBHOTO YAANneHUs AN Moandukaumm
nonb3oBaTeneM, a Takxe BpegoHocHbIM MO. MNpu BKIHOUYEHHOW caMo3alumMTe JOCTYN K
davinam u katanoram Dr.Web Enterprise Security Suite pa3spelueH TonbKO Ans
npoueccos Dr.Web.

HpeeeHmueHaﬂ 3awuma

MpeaoTBpalleHne NoTeHUManbHbIX yrpo3 6esonacHocTv. KOHTpoab focTyna K
KPUTUYECKMM 0bBbeKTaM OMnepaLMOHHON CUCTEMbI, KOHTPOb 3a 3arpy3kol ApanBepos.,
aBTOMATMUYECKMM 3aMyCcKOM NpPorpaMm 1 paboToin CUCTEMHBbIX CyX6, a Takke
OTC/IEXMBaHME 3anyLLEHHbIX MPOLLECCOB 1 UX BNOKMPOBKA B Clyuae O6Hapy>KeHUS
BUPYCHOW aKTUBHOCTM.

KoHmpoae npunoxeruti

OcyLuecTBigeT MOHUTOPUHT aKTMBHOCTM BCEX MPOLLECCOB Ha CTaHumaAX. [1o3BonseT
aAMUHUCTPATOPY aHTUBUPYCHOM CETU PeryaimpoBaTh, Kakue NpuaoXeHna paspeLlaTb, a
Kakme — 3anpeLuaTtb 3anyckaTb Ha 3allMLLIaeMblX CTaHLMAX.

CraHuuu nog OC cemeiictea UNIX

Dr.Web Scanning Engine

CkaHupytoLee A4p0. BbinoaHAET aHTUBUPYCHYHO NPOBEPKY AaHHbIX (COAEPXUMOTro
dalninoB, 3arpy304HbIX 3anmMcen ANCKOBbIX YCTPOMCTB, MHbIX AaHHbIX, MOJYYEHHbIX OT
Aapyrux komnoHeHToB Dr\Web ans UNIX). OpraHu3yeT ouepesb NnpoBepku. BeimoaHsert
NeyeHune Tex yrpos, AN KOTOpbIX JaHHOe AeNCTBUE MPUMEHUMO.

Dr.Web File Checker

KoMnoHeHT npoBepkn 06beKTOB $haniioBOM CUCTEMbI U MEHEAXEP KapaHTUHa.
MpuHUMaeT oT gpyrux komnoHeHToB Dr.Web ana UNIX 3agaHus Ha npoBepky ¢paiinos.
O6xoanT KaTanorn GarNoBON CUCTEMbI COTNACHO 3aaHuio, NepesaeTt Garbl Ha
NpPOBePKY CKaHUpytoweMy aapy. BoinoaHseT yaaneHne nHOMUMPOBaHHbIX Gainnos,
nepemMeLleHne UX B KAPaHTUH 1 BOCCTAHOBJ/IEHME N3 KapaHTWHa, ynpaBaseT kataioramu
KapaHTMHa. OpraHun3yeT 1 COAEePXXNUT B aKTyaJlbHOM COCTOSIHUW KeLl, XPaH LM
nHdOopMaLMIo O paHee NPOBEPEHHbIX dalrinax 1 peectp obHapy>XeHHbIX Yrpos.

Ncnonb3yetcs BceMn KOMMNOHEHTaMu, MPOBEPSAOLWLMMUN 06 beKTbl GaliIOBON CUCTEMBI,
Takumu kak SplDer Guard (gnsa Linux, SMB, NSS).
Dr.Web ICAPD

ICAP-cepBep, BbIMOJHAOLWMIA aHaNn3 3anpocoB 1 Tpadurka, NPOXOAsALLErO Yepes
npokcu-cepsepbl HTTP. MNpeaoTtBpaluaeT nepegady MHOULMPOBaHHbIX GafoB 1 AOCTYN
K y371aM CeTu, BHECEHHbIMW KaK B HeXenaTesbHble kaTeropun Beb-pecypcos, Tak 1 B
YyepHble CNUCkK, opMunpyemble CUCTEMHbBIM agMUHNCTPATOPOM.

PyKkoBOACTBO aAMAHUCT paTopa
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SplDer Guard 0nsa Linux (mosibko 8 cocmase ducmpubymusgos, npedHasHa4veHHbix 015 OC
cemelicmea GNU/Linux)

MoHuTop pannosBon cmctemsl Linux. PaboTtaet B YOHOBOM pexume 1 oTcaexunsaeT
onepaumu ¢ pannamu (Takve Kak cosgaHune, OTKpbITUE, 3aKpbITUe 1 3anyck daina) B
dannoBbix cuctemax GNU/Linux. [Mocbinaer KOMNoOHeHTY npoBepkn ¢hanioB 3anpochkl Ha
NpPoBepKy COAEPXXNUMOTO HOBBIX M U3MEHUBLUNXCA GanoB, a TakKe NCMONHAEMbIX
dannoB B MOMEHT 3amnycka Nporpamm.

SplDer Guard ons SMB

MoHuTOp pa3genseMbix katanoros Samba. PaboTaeT B POHOBOM pexmme u
oTcnexunBaeT onepaumm $GaioBON CMCTEMBI (Takme Kak Co3AaHune, OTKpbITUE U
3aKpbiTne darina, a Takke onepauumn YUTeHUS 1 3anucK) B KaTaaorax, OTBeAeHHbIX 414
dannosbix xpaHuauiy, SMB-cepsepa Samba. OtnpaBaseT KOMNOHEHTY NPOBEPKM
dalrinoB cofepXKMMOe HOBbIX U U3MEHMBLUMXCA GalnaoB Ha MPOBEPKY.

SplDer Guard dna NSS (moasko 8 cocmase ducmpubymuesos, npedHazHa4eHHbix 018 OC
cemetlicmea GNU/Linux)

MoHunTop TomoB NSS (Novell Storage Services). PaboTtaet B doHOBOM pexume n
oTCnexmBaeT onepaumm GparnoBoOn cMCTeMbl (Takme Kak co3AaHune, OTKpbITUE U
3aKkpbiTVe darina, a Takke onepaumm 3anucu) Ha Tomax NSS, CMOHTUPOBaHHbIX B
yKasaHHyo Touky dpannoBon cucteMbl. OTNpaBaseT COAePXKMMOE HOBbIX U
M3MEHMBLUMXCA $ainioB Ha MPOBEPKY KOMMOHEHTY NpoBepku Gannos.

SplDer Gate (mosabko 8 cocmase ducmpubymuegos, npedHazHaqeHHbix 013 OC cemelicmea
GNU/Linux)

KomnoHeHT npoBepku ceTteBoro Tpadumka n URL. NMpeaHasHaueH ana NpoBepKM AaHHbIX,
3arpy>kaembIx Ha NOKaNbHbIN y3en U3 CeTU 1 NepesaBaeMblX C HEFO BO BHELLHIOK CETb,
Ha Ha/nume yrpos, 1 NpejoTBpaLLeHnsa COeANHEHNA C Y31aMW CeTU, BHECEHHbIMW Kak B
He>XxenaTeNbHble KaTeropun Beb-pecypcoBs, Tak U B YepHble Cnucky, GopmurpyemMble
CUCTEMHBIM aAMUHNCTPATOPOM.

Dr.Web MailD

KoMMnoHeHT npoBepKkM NOYTOBbIX COOOLLEHWI. AHaAN3NpPYyeT COOBLLEHMNA MOYTOBbIX
NPOTOKO/IOB, pa3bupaeT cCOObLLEHMA INEKTPOHHOM MOYTbl U NOATrOTaBAMBAET UX K
npoBepke Ha Haanune yrpos. Moxet paboTaTb B ABYyX pexumax:

1. ®unbTp ana noutoBbIx cepBepoB (Sendmail, Postfix 1 T. n.), nogkiroyaembln yepes
nHtepdenc Milter, Spamd nam Rspamd.

2. Mpo3payHbli NPOKCKU NOYTOBbIX NPOoTOoKoA0B (SMTP, POP3, IMAP). B 3TOoM pexnme
ncnonb3syert SplDer Gate.

OcTtanbHble KOMMNOHEHTbI Ans ctaHumn nog OC cemerictea UNIX siBastoTcs
: [LOMOIHUTE/IbHBIMU U CAYXKaT AN BHYTPEHHEN HacTPOMKN paboTsl aHTMBMpYCcHoro MO.

PyKkoBOACTBO aAMAHUCT paTopa
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CraHuum nog, macOS

CkarHep Dr.Web, Dr.Web Agent CkaHep

CkaHMpOBaHMe KOMMbloTepa Mo 3anpocy Noib30BaTens, a Takke COrlacHo
pacnuncaHuto. Takke noaaep>KMBaeTcs BO3MOXHOCTb 3anycka yAaneHHOW
aHTUBMPYCHOM NPOBEPKM CTaHUMM 13 LleHTpa ynpaBaeHus.

SplDer Guard

MNocTosiHHasA NpoBepka GaniNoBOM CUCTEMbI B pexXunMe peanbHOro Bpemenu. Npoeepka
BCEX 3aMyCcKaeMbIX MPOLLeCCOB, a Takke co3aBaeMblx GanioB Ha XXECTKUX ANCKAX U
OTKpbIBaeMbIX PalilOB Ha CMEHHbIX HOCUTENSX.

SpIDer Gate

MpoBepka Bcex obpalleHnit k Beb-caritam no npotokony HTTP. Hentpannsauma yrpo3s
B HTTP-Tpaduke (Hanpumep, B OTNpaBASeMbIX AN NOAydYaeMblx Gainax), a Takke
610KkMpOBKa AOCTYNa K MOAO03PUTENbHBIM AN HEKOPPEKTHBIM pecypcam.

KapaHmuH

|/|3OIIF|LI,VIH BPeAOHOCHbIX N MOAO3PUTENIbHBIX 061BbEKTOB B cneynanbHOM KaTasiore.

Mo6unbHbie ycrpoiictBa nog OC Android

CkaHep Dr.Web, Dr.Web Agent CkaHep

CkaHMpoBaHWe MOBUIBHOrO YCTPOICTBA MO 3anpocy NoJb30BaTeNs, a Takke COrNacHo
pacnuncaHuto. Takxke nNoaaep>KMBaeTcsl BO3MOXHOCTb 3anycka yAaseHHOWM
aHTUBMPYCHOM NPOBEPKM CTaHUMIN 13 LieHTpa ynpaBieHus.

SplDer Guard

MocTosiHHasA NpoBepka GalriIoBOM CUCTEMbI B PEXUME PeaNbHOro BPEMEHN.
CkaHnpoBaHue Bcex GpaNoB Npu NombiTKE X COXPaHEHUS B MaMATU MOBUIbHOTO
yCTponcTBa.

®@unemp 380Hkos u SMS

OunbTpauma SMS-coobueHnii 1 TenePpoHHbIX 3BOHKOB M0O3BOAAET BN1OKMpPOBaThb
HeXenaTeNbHble COOBLWEHMA 1 3BOHKN, HarNpyMep, pekiamMHble PacCbiikK, a Takke
3BOHKM M COOBLLEHNA C HEN3BECTHbIX HOMEPOB.

AHmusop

O6Hapy>eHne MecTornoNOXeHUs UK onepaTMBHas 6J10KMpoBKa GYHKLMIA MOBUABHOTO
YCTPOWCTBA B C/lyYae ero yTepu Uav Kpaxu.

Cloud Checker

URL-¢umnbTp no3BosiAeT orpagmTb Nosb3oBatens MOOUAbLHOTO yCTPONCTBa OT
HeXenaTeNbHbIX MHTEPHET-PECypPCoB.

PyKkoBOACTBO aAMAHUCT paTopa
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BbpaHomaysp (Hacmpoliku 0ocmynHel MoJibko Ha MobubHOM ycmpolicmee)

3awmTa MOBMABHOIO YCTPONCTBA OT HECAHKLMOHUPOBAHHOIO AOCTyMNa U3BHE U
npefoTBpaLLEeHMe yTeUKN BaXKHbIX AaHHbIX MO ceTh. KOHTPOAb MOAKAHOYEHMA U
nepejayn AaHHbIX NO UHTEPHETY U BNOKMPOBKa NOA03PUTENbHBIX COEANHEHUI Ha
YPOBHE NaKeTOB N NMPUAOKEHWN.

Aydumop 6e3onacHocmu (Hacmpouku 0ocmynHel Mo6KO Ha MObU/IbHOM ycmpoulcmeae)

[AnarHocTika n aHaan3 6€30MacHOCTM MOBUIBHOTO YCTPOMCTBA U yCTpaHeHne
BbISIBNEHHbIX NPO6AEM U YA3BUMOCTEN.

®unemp npunoxeruli

3anpet 3anycka Ha MOBMNBHOM YCTPOWCTBE TeX MPUNOXEHWNIN, KOTOPbIe He BK/IHOYEHbI B
CMUCOK pa3peLLeHHbIX aAMUHNCTPATOPOM.

8.5. AHTUBMpYCHaA NpoBepkKa pabounx craHuuin

| Mosnb3oBaTtesb paboueli CTaHLMM MOXET NPOU3BOAUTL aHTUBUPYCHOE CKaHMPOBaHMe
: CTaHLUMM CaMOCTOATENbHO, UCMOJb3ys KOMMOHeHT CkaHep Dr.Web.

3anyck 1 ycrelwHas paboTa CkaHepa BO3MOXHa Jaxke npu HepaboTocnocobHoCTH AreHTa
Dr.Web, B TOM uncne npu 3arpyske cuctemMsl B 6e30MacHOM pexvme.

Yepes LleHTp ynpaBsieHUa Bbl MOXXeTe:

e [pocmaTpmBaTh CMMCOK BCEX 3aMyLLEHHbIX B HAacToALLee BpeMsA aHTUBUPYCHbIX
KOMMOHEHTOB.

° npeprBaTb 3anyweHHble aHTUBNPYCHbIE KOMMNMOHEHTbI MO TUMaM.

e 3anyckaTtb 3aZlaHNsA Ha aHTUBUPYCHOE CKaHMPOBAHWE C HAaCTPOMKOW MapaMeTpoB
CKaHMpOBaHMs.

8.5.1. MNpepbiBaHue paboTbl 3anyLW,eHHbIX KOMMOHEHTOB NO TUNam
ilf Mpw Mcnonb3oBaHUM JaHHOM OMNUMK TeKyLLMe CKaHMpOBaHWA 6yayT npepsaHbl, CkaHep

OCTaHOBJIEH, pa60Ta 3anyLleHHbIX MOHUTOPOB NMPUOCTaHOBJIEHA.

BHumaHme! 3anyck moHuTopoB SplDer Guard, SplDer Mail n SplDer Gate u3 LieHTpa
yrnpaBeHVs HEBO3MOXKEH.

PyKkoBOACTBO aAMAHUCT paTopa
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UT06bI NpepBaTh paboTy BceX KOMMNOHEHTOB ONpeAe/IeHHOro TUNa, 3anyLLeHHbIX Ha
pabounx ctaHuUAX

1. BbibepuTe NyHKT AHTUBMPYCHaA ceTb B I1aBHOM MeHto LleHTpa ynpasieHus, B
OTKPbIBLUEMCS OKHE B MepapXnyeckoM Ccrncke BbibepuTte HeObXoanMyto rpynny nam
OTZe/bHble CTaHLUN.

2. Ha naHe/sm MHCTPYMEHTOB KaTafora aHTMBMUPYCHOM ceTn HaxxmuTte @ YnpasneHue
KOMMNOHeHTaMW. B Bbimagatolem cnuvcke Bbibepute NyHKT @ MpepBaThb 3anyuieHHble
KOMTMOHEHTbI.

3. Ha oTkpbIBLUeCA NaHenn yctaHoBuTe Gaarv HanpoTB TUNMOB KOMMOHEHTOB, KOTOPbIE Bbl
XOTUTe HEMeANEHHO NpepBaTh:

¢ MpepBatb Dr.Web Agent CkaHep, 3anywieHHbI [1aHNPOBLMKOM 3agaHUN — A5
OCTaHOBKM aKTMBHOrO CkaHupoBaHus npu nomowm DrWeb Agent CkaHepa, koTopoe
6bIN10 3aNyLLEHO COrnacHo 3aaHMAM LIeHTPaNM30BaHHOrO pacnucaHums.

¢ MpepBatb Dr.Web Agent CkaHep, 3anyLeHHbIA aAMUHUCTPATOPOM — /i1l OCTaHOBKM
aKTMBHOrO ckaHMpoBaHusa npu nomowm DrWeb Agent CkaHepa, koTopoe 6b110
3anyLweHo BPYYHYH agMUHUCTPATOPOM Yepe3 LleHTp ynpasaeHums.

¢ MpepBaTtb CkaHep Dr.Web, 3anyuieHHbIV nosb3oBaTenem — /19 OCTaHOBKM aKTUBHOTO
CkaHnpoBaHua npu nomolm CkaHepa Dr.Web, kotopoe 6b110 3anyLieHo
Nno/sib30BaTesIeM Ha CTaHLUMN.

¢ MpepBatb SplDer Guard, SplDer Mail, SpIDer Gate, O¢pucHbIn KOHTpOAb, BpaHamayap,
Camo3zawury n NpeBeHTUBHYIO 3alUTY — /19 NPUOCTaHOBKM PaboThl
COOTBETCTBYHOLLUMX KOMMOHEHTOB.

[Ans BbI6Opa BCex TMNOB NpepbIiBaeMbIX KOMMOHEHTOB YCTaHOBUTE dar HaNnpPoTUB
3arosioBka naHenu MpepbiBaHWe 3anyL,eHHbIX KOMMOHEHTOB.

4. Haxwmute kHonky MNMpepBaTthb.

8.5.2. 3anyck npoBepku pabouei ctaHunM

UT06b1 3aNyCTUTL aHTUBUPYCHYIO NPOBEPKY paboumnx craHuuin

1. BbibepuTe NyHKT AHTUBMPYCHaA ceTb B I1aBHOM MeHto LleHTpa ynpaBieHus.

2. B oTKpbIBLIEMCA OKHE B MEPaAPXMUYECKOM CMNCKe HaXXMUTE Ha Ha3BaHWe CTaHLMW UK
rpynnebi.

3. Ha naHenn MHCTPYMEHTOB HaXXMUTE Ha I'IyHKTQ CkaHMpoBaTb. B OTKpbIBLUEMCS CNMCKE Ha
MaHeNn MHCTPYMEHTOB BbibepuTe OAMH U3 PEXMMOB CKaHUPOBAHUS:

&l pr.web Agent CkaHep. bbicTpoe ckaHupoBaHMe. B JaHHOM peXxunme CKaHUpPYHTCA
cneayrouie o6BbeKTbI:

e OnepatnBHaA NaMAThb,
® 3arpy3ouYHble CEKTOPbI BCEX ANCKOB,

e 0b6BbeKTbl aBTO3anycka,

PyKkoBOACTBO aAMAHUCT paTopa
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KOpHeBOIZ KaTanor 3arpyso4yHoro gumcka,

KOpHeBOW kaTanor gucka yctaHoBku OC Windows,

cncteMHbin kaTtasor OC Windows,

nanka Mom JIOKYMEHTEL,
° BpEMeHHbIVI KaTaaor CUCTeMbl,
° BpeMeHHbII‘/’I KaTanor nojb3oBaTtend.

E\ Dr.web Agent CkaHep. lNonHoe ckaHMpoBaHue. B fjaHHOM pexxrme Npoun3BoanTCA
MOJIHOe CKaHNMPOBaHMe BCEX XECTKMX ANCKOB Y CMEHHbIX HOCUTeNen (BKatoYas
3arpy3oyHble ceKTopbl).

£k Dr.Web Agent CkaHep. BbibopouHoe ckaHupoBaHue. [JaHHbI peXxXxM NpeaocTaBaser
BO3MO>HOCTb BblbpaThb Ntobble KaTanoru n eanabl Ans NOCAeAyOLEero ckaHMpoBaHumA, a
TaKke HaCTPOUTb pacllMpPeHHble NapameTpbl MPOBEPKU.

4. Mocne BbIbOpa BapmaHTa CKaHMPOBaHMA OTKPOETCA OKHO HacTpoek CkaHepa. Mpu
HeobX0AMMOCTN N3MEHUTE NapaMeTpbl CKaHMPOBaHMA (CM. pa3aen Hactpolika
napametpoB CkaHepa).

5. HaxxmuTe kHonky CkaHMpOBaTb A5 3anycka NpoLecca CKaHMPOBaHMA Ha BbIOpPaHHbIX
paboumx cTaHUmAX.

| CkaHupoBaHue cTaHummn npu nomolm Dr.Web Agent CkaHepa, 3anyLLeHHOro yaaneHHo,
NpoBOAMTCS B GOHOBOM pexkume H6e3 0TobpakeHVs yBeJOMAEHUI A/1f NOJb30BaTeNs
CTaHLWW.

8.5.3. HacTtpouka napamerpoB CkaHepa

Mpw nomowm LieHTpa ynpaBieHns Bbl MOXKETE 3aAaTh C/ieAyloL e HaCTPONKM
aHTMBUPYCHOW NPOBEPKN:

e Hactpowkn CkaHepa Dr.Web. [laHHbIi CkaHep 3anyckaeTcs No/ib30BaTeNIIMMN Ha CTaHLMAX U
He AOCTyneH Ans yaaneHHoro 3anycka u3 LleHTpa ynpaBaeHuns. OgHako aAMUHUCTPATOP
MO>ET LLeHTPaNM30BaHHO U3MEHUTb €ro HaCTPOWKMN, KOTOpble B MOCAeACTBUN ByayT
nepesaHbl N COXPaHEHbl Ha CTaHLUMAX.

e Hactpownkun Dr.Web Agent CkaHepa. JaHHbin CkaHep 3anyckaeTca yaaneHHo un3 LieHTpa
yrnpaB/ieHMa 1 OCyLLeCTBASET MPOBEPKy CTaHUMKM aHanornyHo CkaHepy Dr.Web. Hactpoiku
Dr.Web Agent CkaHepa npeAcTaBAfrOT CO60OM pacluimpeHHble HacTporkn CkaHepa Dr.Web u
3a/,ar0TCA MPU 3anycke aHTUBUPYCHOW NPOBEPKN CTaHLMN.

Hactpoiika napametrpoB CkaHepa Dr.Web
1. BbibepuTe NyHKT AHTUBMPYCHaA ceTb B I1aBHOM MeHto LleHTpa ynpasieHus.

2. B OTKPbIBLLEMCA OKHE B MepapXmyeCckoM Crnmcke Ha>XkKMnTe Ha Ha3BaHWe CTaHUNW K
rpynnbl.

PyKkoBOACTBO aAMAHUCT paTopa
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3. B oTkpbiBWeMCcA yrnpaBastoulem MeHo B pa3gene KoHgurypauusa Boibepute B nogpassene
HY>XHOW BaM onepaLMoHHON cncteMbl NyHKT CkaHep. OTkpoeTcs okHO HacTpoek CkaHepa.

4. 3apaiite HeobxoaMMble NapameTpbl ckaHMpoBaHua. OnuncaHune napameTpoB CkaHepa
Dr.Web npuBezseHbl B PykoBogcTBe nosib3oBaTens /15 COOTBETCTBYHOLLEN ONepaLMoOHHON
CUCTEMBI.

5. HaxmuTte kHonky CoxpaHutb. HacTpoiku 6yayT coxpaHeHbl B LleHTpe ynpaBaeHus n
nepesaHbl Ha COOTBETCTBYHOLLME CTAHLMUN.

Hacrpoiika napamerpoB Dr.Web Agent CkaHepa

Mapametpbl Dr.Web Agent CkaHepa 3agatoTca npuv 3anycke NpoBepkn paboumx CTaHLUUIN Kak
onucaHo B N. 3anyck NpoBepku paboyen CTaHLMW.

Cnucok pa3genoB Hactpoek CkaHepa, KOTopble ByayT AOCTYMHbI (+) MAN He JOCTYMHbI (),
3aBMCUT OT BapraHTa 3anycka CKaHMPOBAHMSA CTaHLUMIN U NpUBeAEH B TabmLe HMXe.

Ta6bauua 8-2. Cnnucok pasaesioB HaCTPOEK CkaHepa B 3aBUCMMOCTU OT BapuaHTa 3anycka

BapuaHT 3anycka ckaHMpoBaHUA Pasgenbl HacTpoek
O6wune [JeiictBua  OrpaHuueH MWckaroueHu

ma a
=] Dr.Web Agent CkaHep. Bbi6opouHoe + + + +
CKaHMpoBaHue
@ Dr.Web Agent CkaHep. BbicTpoe - + + -
CKaHMpOBaHUe
Ek Dr.Web Agent CkaHep. MNMonHoe - + + -
CKaHMpoOBaHUe

B 3aBMCMMOCTV OT ONepaLmMOHHOM CUCTEMbI CTAHLMK, HAa KOTOPOW 3aMnyckaeTcs yaaNeHHoe
CKaHMpOBaHue, byaeT AOCTyMHa TONbKO Ta YacTb HacTpoek CkaHepa, koTopas
NOAAEPKNBAETCA CUCTEMOM CTAHLUMN.

8.5.3.1. Obwme

@ HacTtpoWiky, koTopble He NOAAeP>KMBAtOTCA NMPW NPOBepKe CTaHLumK, paboTatowwmx nog OC
: cemeiictea UNIX 1 macOS, 3akntoueHbl B KBagpatHble ckobku [ 1.

HacTpoiiku, KoTopble He MOAAEP>KUBAtOTCS MPU MPOBepKe cTaHumi, paboTatowux nog OC
Android, 3akntoueHbl B Kpyrbie ckobkm ().

B pa3aesne Obuime Bbl MOXETE 3aaTb C/eAyHoLLME HACTPOMKN aHTUBUPYCHOMN NMPOBEPKM:

e B Bhinagatolem cnuncke Bbibepmte OANH M3 PEXMMOB NMPOBEPKMN:

PyKkoBOACTBO aAMAHUCT paTopa
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o ﬂposepKa BCeX ANCKOB — MNPOBECTUN aHTUBUPYCHYHO NPOBEPKY Ha BCEX AOCTYMHbIX
JIOKaJIbHbIX ANCKaX.
|_|pl/l 3TOM CTaHYT AOCTYMNHbI AOMOJIHUTE/IbHbIE HaCTpOVIKMZ

YctaHoBuTe dnar MpoBepaTb 3arpy3ouHble ceKTOpbl, UTOObI CkaHep OCyLLeCTBAAN
MPOBEPKY 3arpy304UHbIX CEKTOPOB. [TpOoBepsOTCSA Kak 3arpy304Hble CEKTOpPbI
NOTNYECKNX ANCKOB, TaK U FNaBHble 3arpy304Hble CEKTOPbl GU3NUYECKNX ANCKOB.

YcraHoBuTe dnar [MpoBepATbL aBTOMaTUUECKU 3anycKaeMble MporpamMmbi], UTOObI
nNpoBepsATb MPOrpamMMbl, aBTOMaTUYECKN 3anyckaeMble Npu cTapTe onepaunoHHOWM
CUCTEMBI.

YcraHosute dnar [(MpoBepAaTb 3arpy>kaembie NporpaMmmbl U Moayau)], utobbl
NpPOBePATb MPOLLECChI, 3aMnyLLeHHble B ONepaTUBHON NaMATy.

YcraHoBuTe dnar [(MpoBepATb Ha HaAMUME PYTKUTOB)], UTOObI BKIOUNTD
CKaHWpOBaHWe Ha Haanune BPeJOHOCHbIX MPOrpaMM, CKpblBatoLWMX CBOE
NPUCYTCTBNE B CUCTEME.

YcraHoBuTte dnar NpoBepAaTb CTaLMOHapHbIe ANCKW ANA NPOBEPKM CTaLMOHaPHbIX
XKECTKUX ANCKOB (BUHYeCTep U T. Mn.).

YctaHoBuTe pnar MpoBepATb 06bEKTbI HA CbeMHbIX HOCUTENAX A1 MPOBEPKM BCEX
CMEHHbIX HocuTenen MHbopMaLnm, Taknx Kak HaKONMUTeNM Ha MarHUTHbIX AMCKaX
(ancketbl), CD/DVD-ancku, flash-Hakonutenu u 1. 4.

o MpoBepka ykasaHHbIX NyTeid — NPOBECTV aHTUBUPYCHYH NPOBEPKY TO/LKO MO
yKa3aHHbIM MyTAM.
B none MyTu, BbI6paHHble ANA CKAHUPOBaHUA 3aJaliTe CMUCOK MPOBEPAEMbIX MyTeW
(cnocob nx 3asaHnsa ONUCbIBAETCA HUXKE).

[na Toro utobbl O06aBUTL HOBYHO CTPOKY B CMIMCOK, HAXXMUTE KHOI'IKy nB
OTKPbIBLUYKOCS CTPOKY BBeAMTE Tpebyembl NyTb.

[ns Toro yto6bI YAaNNTb SNEMEHT U3 CNNCKA, HAXKMUTE KHOI'IKyE HanpoTuB
COOTBETCTBYHOLLEN CTPOKM.

YctaHoBuTe dnar Mcnonb3oBaTtb IBpUCTUUECKNIA aHaNM3, YyTO6bI CkaHep OCyLLeCTBAAN
MONCK HEN3BECTHbIX BUPYCOB NPV MOMOLLM 3BPUCTMYECKOrO aHaansaTopa. B gaHHOM
pexxmme BO3MOXHbI JIOXHble cpabaTbiBaHMA CkaHepa.

YctaHoBUTE CI)IIaI' CJ'IeAOBaTb CMMBOJINYECKUM CCblJZIKaM, yTObbI cnepoBatb
CMMBOJINYECKMM CCbhlNIKaM MPU CKAaHNPOBaHUMN.

YcraHosute dnar [(MpepbiBaTh NpoBepKy Npu nepexoae Ha NUTaHWe OT akKymynaTopa)],
yTob6bl NPepbIBaTh aHTUBUPYCHYHO MPOBEPKY NPK Nepexoe KOMMbloTePa NONb30BaTeENS Ha
nMTaHue OT akKyMyaaTopa.

YcraHoBuTe pnar [OTKAOUMTD C€Tb NMPU CKAHUPOBaHUU], UTOObI OTKNHOUNTL KOMMbIOTEP OT
NOKaNbHOW CETU U MHTEpPHEeTa Ha BPeMS CKaHMPOBAHMSA.

YcraHoBuTe dnar ApxmBbl, UTOObI MCKaTb BUPYChI B Gaiiax, ynakoBaHHbIX B dalrinoBble
apXuBbI.

YcraHoBuTe dnar (MoutoBble ¢aiinbl), UTOOLI MPOBEPATH MOUTOBbIE ALLUMKM.

PyKkoBOACTBO aAMAHUCT paTopa
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e YcraHoBuTe dnar [(MHcTannsumMoHHbIe nakeTbl)], UToObl NpoBepATb NakeTbl ANA YCTaHOBKM

nporpamm.

e Buinagatowmin cnuncok [(MpuoputeT ckaHnpoBaHua)] onpezenset NpUOpPUTET NpoLecca

npoBepPKN OTHOCUTENBHO NUMEHLLNXCA BbIYNCIINTEIbHBIX PECYPCOB OFIepaLI,I/IOHHOlZ
CNCTEMBbI.

e YctaHoBUTe dnar [(YpoBeHb 3arpy3ku pecypcoB KomnbioTepa)], utobbl orpaHnunBaTth

MCNOAb30BaHME PecypCcoB KOMMbOTEPa NpU NPOBepPKe, 1 BbibepuTe 13 BbiNajaroLLlero
CMu1cka MakCMManbHO AOMYCTUMYHO 3arpy3Kky pecypcoB CkaHepoM. Mpwu OoTCyTCTBUN APYrnX
3a/ja4 pecypcbl KOMMNbrOTEPa BYAYT MCNOAB30BATLCA MAKCUMasbHO.

Onuys YpoBeHb 3arpy3ku pecypcoB KOMMbIOTEpa He OKa3bIBAET BAUAHUA Ha GakTUUeCKYHO
: BE/IVUMHY 3arpy3Kn PecypcoB Mpw 3amycke CKaHMPOBaHWs Ha OAHOMPOLECCOPHOW CUCTEME C
OZHVM SZIPOM.

e Boinagatowmin cnucok [(Mcnonb3yemble saapa npoueccopa (umcno))] 3agaet

MaKCMMasibHOe KOIMYeCTBO fAZep NnpoLeccopa, Cnosiblyembix ckaHepoM. JJonyckatoTtcs
uenble 3HaveHnsa oT 0 go 32. 3HaueHne O NnpeanuncbiBaeT NCMOAb30BaTb BCE JOCTYMHbIE
aapa. MNpu HacTporke rpynnbl CTaHUUIW ciedyeT 06paTuTb BHUMaHMe Ha TO, YTO ANS
[AHHOro NapamMeTpa 3ajaeTcs abCcoNtoTHOE 3HayeHMe, a He MPOLEHTHOE COOTHOLLEHNE OT
obuero konmMyecTBa JOCTYMHbIX Agep. [To3ToMy 3ajaHne OAHOTO M TOrO XKe 3HaYeHUS
MO>ET NPUBECTU K Pa3/IMYHON OTHOCUTENBHOW 3arpy3Kke CTaHLUUI C Pa3HbIM KOJIMYECTBOM
NPOLLeCCOPHbIX AAep.

e Boinagatowmin cnucok [(Mcnonb3yemble aapa npoueccopa (%))] 3agaet npoueHTHOe

COOTHOLIEHMe OT 0bLLEero KOANYeCTBa AOCTYMHbIX A4ep.

e Boinagarowmn cnucok ([LercTrBma nocsie CKaHUMPOBAHUA) onpeensieT aBTOMaTnyeckoe

BblMOJIHEHWE 3aaHHOTO ,D,el‘/’ICTBI/IFl Cpa3y Nnocne OKOHYaHMA npouecca NpoBEPKN:

o HUUYEro He AeslaTb — MOC/e 3aBepLUEHMs MPOBEPKN He NMPeAnpPUHUMATh HUKAKNX
AENCTBMIA C KOMMbBIOTEPOM NOJIb30BaTENS.

o [BBIK/IFOUUTb CTAHLMIO] — MOC/IE 3aBEPLUEHMS NMPOBEPKMN BbIKNHOUNTL KOMMbHOTEP
nosb3oBatens. [epes BbikntoUeHMEM KomnbtoTepa CkaHep NPUMEHUT 3ajaHHble
AEeVCTBUA K OBHApPYXXEHHbIM yrpo3am.

o [nepe3sarpy3uTtb CTaHLMIO] — MOC/E 3aBepLUEHWS MPOBEPKN Mepe3arpy3ntb KOMMbOTEP
nonb3osatena. MNepeg nepesarpyskoit koMmnbtoTepa CkaHep NPUMEHUT 3aZaHHble
AeNcTBMA K OBHapy>KEHHbIM yrpo3am.

o [mepeBeCcTU CTaHLUIO B XXAYLLUA peXxkum].

" nepeBecTu CTaHLUMIO B CI'ISII.I.I,VIVI peXxxum.

8.5.3.2. UcknroueHus

B pa3aene UcknroueHns 3agaeTcs CNMCOK KaTanoros 1 Ganaos, NCKAHOUYaeMbIX U3
aHTUBMPYCHOW MPOBEPKW.

PyKkoBOACTBO aAMAHUCT paTopa
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UT06bI OTPEeAaKTMpPOBaTh CNMCOK UCKOUaeMbixX nyTei u ¢paiinos

BeeanTe nyTb K TpebyemMomy daiiny nam katanory B ctpoky Ucknrouaemsble nytu u paiinbl.

. [lns Toro yto6bl 4O6ABUTL HOBYIO CTPOKY B CMMUCOK, HAXMUTE KHOI'IKy M B OTKPbIBLLYHOCA

CTPOKy BBeauTe Tpebyemblil NyTb.

. ﬂ,l'lﬂ TOro ytobbl Y4aJINTb SNEMEHT U3 CMUNCKA, HAXKMUTE KHOFIKyE HanpoTne

COOTBETCTBYHOLLEN CTPOKM.

Cnucok UckIroyaeMbixX 06bLEKTOB MOMXKET cofepiKaTb 3/IeMeHTbl C/1ey oL UX BUAOB:

1.

npﬂMOIZ nyTe B ABHOM BUAE A0 NCKNKOYaeMOTro obbekTa. I'Ipm 3TOM:!

e CMBON \ NN / — UCKKOYEHME N3 MPOBEPKN BCErO ANCKA, HA KOTOPOM HaXoAMTCA
katanor yctaHosku OC,

° ﬂyTb, 3aKaH'~IVIBaI-OLLI,VIl\/’ICH CcMMBOJIOM \—AaHHbIVI KaTasor MCKAKYaeTcAa U3 NpoOBEPKH,

e [yTb, HE 3aKaHUMBAOLLMIACA CUMBOAOM \ — NtOOOW NoakaTanor, NyTb K KOTOPOMY
HaUMHAEeTCs Ha yKa3aHHYH CTPOKY, NCKNKOUAETCs U3 MPOBEPKY.

Mpumep ana OC Windows: C: \Windows — He npoBepATb danbl kaTasora C: \Windows
W BCe ero nogkaTanoru.

MNpumep ana OC cemeiicTBa Unix: /etc — He npoBepsATb pansibl KaTanora /etc 1 BCe ero
nozKaTtanoru.

Mackun 06BbeKTOB, NCK/IFOUAEMbIX U3 MPoBepKU. [Ins 3ajaHNA MacoK JonyckaeTcs
NCMONb30BaHME 3HAKOB 2 U *,

Mpumep ana OC Windows: C: \WWindows\*\*.d11 — He npoBepATb BCe panbl C
pacwmpeHnem d11, pacnofoXeHHble BO BCeX NojKaTanorax katanora C: \Windows.

Mpumep ana OC cemeiictBa Unix: /etc/*/* . pub — He NnpoBepATb BCe aibl C
pacwmpeHnemM pub, pacnoloXeHHbIe BO BCEX MOAKaTanorax katasora /etc.

3aZiaHHble B OMepaLyoOHHOM CMCTeMe NepeMeHHble OKPY>KeHWs B COCTaBe Myt A0
06BEKTOB, NCK/IFOYaEMbIX U3 MPOBEPKM.

Mpumep ana OC Windows: SWINDIR%\SysWOW64\ — He NpoBepATb dalinbl B
nogkatanore SysWOW64 katanora C: \Windows.

Mpumep ana OC cemeincTBa Unix: /home/* /network — He NnpoBepATb dalinbl B
rnojgkartajore network kKatanaora /home.

PerynapHoe BbipaxkeHue. [Tyt MOryT 3agaBaTbCa peryiapHbIMn BblpaxxeHaMu. Taioke
nobon darin, NoNHOE UMS KOTOPOTO (C MyTeM) COOTBETCTBYET PEryspHOMY BblPaXkeHUHo,
NCKIOYaeTCa U3 MPOBEPKM.

| Mepes 3amyckom npoLecca CKaHMPOBAHKWA Ha BMPYCbl O3HAKOMbTECh C peKOMeHZaLMAMM Mo
MNCMOIb30BaHWIO aHTVUBUPYCHBIX MPOrpamMM Ans KOMMboTepoB nog ynpasaeHnem OC
Windows. CTaTbFI C Heo6Xx0ANMOW |/|Hcpop|\/|a|_|,v|ev| HaXOAVITCFI no agpecy

computers- that are-running-windows-or-windows-server-kb822158-c067a732-f24a-9079-
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d240-3733e39b40bc. MaTtepunan fjaHHOW CTaTby MNPU3BaH MOMOYb OMTVMU3MPOBATh
NPOW3BOANTENIbHOCTb CUCTEMBI.

CVHTaKCUC perynsipHbiX BblpaXKeHWR, UCNOb3yeMbIX AN 3aMUCU UCKIKOUYAEMbIX MYyTeN,
Cnesyowmii:

gr { BelpaxeHue } djrarm

Hanbonee yacto B kauectBa para MCNONb3yeTcd CUMBOA i, JaHHbIN dnar o3HayaeT "He
NpVHMUMaTb BO BHUMaHWe pasinuve perncrpa 6yks".

Mpumepbl 3anucK nckrouaeMbixX nyTeii U painIoB NPY NOMOLL M Pery/is pHbIX BbipaXkeHUi

PerynapHoe Bbipa)keHue 3HaueHune

ar{\\pagefile\.sys$}i He NpoBepsTb daiabl nogkaukm OC Windows
ar{\\notepad\.exe$}1i He npoBepATb dalbl notepad.exe

qr{~C:}1i He NpoBepsTb BOObLLE HMYero Ha ancke C

ar{~. :\\WINNT\\} 1 He NpoBepATb HMYero B KaTtanorax WINNT Ha BCex Anckax
gr{ ("C:) | (~.:\\WINNT\\) } i obbesnHeHVe ABYX NpeablAyLLInX Cyyaes
gr{~C:\\dirl\\dir2\ He npoBepATb Pan c:\dirl\dir2\file.ext

\file\.ext$}i

gqr{"C:\\dirI\\dir2\\ (.+\\)? He npoBepATb paiin file.ext, €CAM OH B KaTanore c:
file\.extS}i \dirl\dir2 v ero nogkatanorax
gr{~C:\\dirl\\dir2\\}1i He npoBepATb katanor c:\dirl\dir2 v ero nogkatanoru
gr{dir\\ ["\\]+}1 He NMpoBepsTb NMoAKaTaNor dir, HAXOAALWMNIACA B FO6OM

KaTanore, HO NpoBePATb NoAKaTanorun

gr{dir\\}i He NpoBepsATh NoAKaTasor dir, HAXOAALLMACS B NOOOM
KaTanore, U ero noAkatanoru

Ncnonb3oBaHWe perynsipHbIX BblpaXkeHUM KpaTko onvcaHo B JokyMeHTe MpunoxkeHus,
Opunoxerwue K. icnonb3oBaHue perynsapHbix BoipaxeHui B Dr.Web Enterprise Security Suite.

B nogpasaene MpoBepaTtb coaep)kumoe cieaytownx ¢paioB Bbl MOXETE OTKIHOUNTb
NpoBepKy COCTaBHbIX 0OBEKTOB. N8 3TOro CHUMUTE caegyrowme dnaru:

e Onar ApxmuBbl npeanuceiBaeT CkaHepy nckaTb BUPYChbl B Galinax, ynakoBaHHbIX B GaifioBble
apXuBbI.

e Onar MouTtoBble ¢aiinbl NpesnMCbiBaeT NPOBEPATb MOYTOBbIE ALLMKW.
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e Onar MHcTannAaumMoHHbIe nakeTbl NpeanucbiBaeT CkaHepy NpoBepATb NakeTbl 414
YyCTaHOBKM NpPOrpamMm.

8.5.3.3. AeuncrBuUA

| Hactpolikv, koTopble He MOAAEP>KUBALOTCA NMPU MPOBEPKe CTaHUml, paboTatowmx nog OC
: cemeiictea UNIX 1 macOS, 3akntoueHbl B KBagpaTHble ckobku [ 1.

B pa3gene [leiictBuA 3asaetca peakumsa CkaHepa Ha OBHapyXXeHWe 3apaXkKeHHbIX Naun
NoAO3puTENbHbIX GaliNoB, BPEAOHOCHbIX MPOrpaMmM, a Takke MHOULMPOBaHHbIX apXMBOB.

| Dr.Web Agent CkaHep aBTOMaTWUYeCKN MPYIMEHSET AeNCTBYA, 3aAaHHble A OOHaPY>KeHHbIX
: BPEJOHOCHbIX 06BEKTOB.

MpepycmoTpeHbl chegytolime AeACTBMA Haf 06Hapy>)KeHHbIMM yrpo3amMmu:

e JleunTb — BOCCTAHOBUTb COCTOSIHME MHPULMPOBaAHHOrO 06beKkTa A0 3apaxkeHus. Ecan
06BEKT HeN3eumMM UaK NOMbITKa eyeHns He 6blna ycnewHon, byaeT NnpyMeHeHo
AEeVCTBUNE, 3a,aHHOE ANS HEU3NEUYMMbIX OB HEKTOB.

[laHHOe felicTBnE BO3MOXHO TONbKO A1 OO BEKTOB, 3apaXKeHHbIX M3BECTHBIM N3/1€UMMbIM
BMPYCOM, 3@ UCKNHOUEHNEM TPOAHCKMX MPOrpaMM M1 3apaxkeHHbIX GaisioB BHYTPU
COCTaBHbIX 06BbEKTOB (apXx1BOB, Galn0B 3NEKTPOHHOW NOYUTbl AN GaIOBbIX KOHTEMHEPOB).

° YAaIIﬂTb — YAANNTb 3apa>eHHble 06BbEKTbI.

e MepemelwiaTb B KAPaHTUH — NepeMecTUTb 3apaXKeHHble 06bekTbl B kKaTasor KapaHTiHa Ha
CTaHuun.

¢ Coobwatb — oTnpaBuTh B LieHTp ynpaBaeHus ysegomaeHre 06 obHapyxeHun Bupyca (o
HacCTpoOMKe pexvma OMoBeLLeHMA CM. B N. HacTpoiika onoBeLleHni).

¢ NIrHopnpoBaTb — NMponycTuTb 06bekT 6€3 BbINOAHEHNS Kaknx-1Mbo AeNCTBUI, B TOM Yncie
He NPUCbiNaTh OMOBELLEHNA B CTaTUCTUKE CKAHWPOBAHUA.

Ta6auua 8-3. JeiictBusa CkaHepa Hag 06Hapy>KeHHbIMU BPeAOHOCHbIMU 06beKkTaMu

JeiictBne
O6bekT JNleuntb Ypanate [Mepemeuwar Coobwarb WrHopupoBa
bB Tb
KapaHTUH
VHdunumpoBaHHbie +/* + +
Mopo3putenbHble + +/* +
Hewnsneunmble i +/*
NHcTannaumoHHble nakeTbl + +/*
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O6bekT Neuutb Ypanarb

ApxuBbl +

MoutoBble dainbl

3arpy3ouHble CeKTopbl +/*

PeknamHble nporpamMmbl +
Mporpammbl 4O03BOHa +
Mporpammbi-LLyTKM +
[MoTeHUManbHO onacHble +
Mporpammbl B3aoMa +

lnaBa 8: YnpaBneHue paboummu cTaHLMAMU

JeiictBne

Mepemewar

b B

KapaHTUH

+/*

+/*

+/*

+/*

+/*

+/*

+/*

YcnoBHble 0603HaueHus

Coobware WUrHopuposa

Tb

+ JelcTBMe pa3peLleHo ANA AaHHOTO TUNOB 06beKTOB
+/* [eNCTBre YCTaHOBNEHO KaK peakuus Mo yMOYaHWIO AN AaHHOTO TUMOB
06beKkToB

UTo6bI 3apaTh AeCTBUA Haf O6HapY)KeHHbIMMW Yrpo3amMu, UCNONb3yiTe cieaytolne

HaCTPOWKMU:

e Boinagatowmii cnucok MHurumpoBaHHble 3asaeT peakuymto CkaHepa Ha obHapyxeHue

daiina, 3apaxxeHHOro N3BeCTHbIM BUPYCOM.

e Boinagatowmin cnncok Mopo3spurenbHblie 3ajaeT peakunto CkaHepa Ha 06HapyxXeHue
daina, NpeAnoNOXKNTENBHO 3apaXKeHHOro BUPYCOM (CcpabaTbiBaHWe 3BPUCTUYECKOTO

aHanusaTopa).

Mpu ckaHMpOBaHWK, BKItOYatoLeM Katanor yctaHoBku OC, pekoMeHayeTcs BbibpaTh AN
noAo3puTesbHbIX dannos peakumto UHdpopmupoBaTts.

e Boinagatowmii cnncok Hemsneunmble 3azaet peakuymnto CkaHepa Ha obHapyxeHue dalina,
3apa>keHHOro M3BECTHbIM HEM3/IeUMMbIM BUPYCOM, @ TakKxKe Korga npeAnpuHaTas nonbiTka

M3/1eUYeHNs He NpUHeca ycnexa.

¢ Buinagatowmin cnncok MHGULMpOBaHHbIe MHCTaNNALMOHHbIE NaKeTbl 33JaeT peakLuto
CkaHepa Ha obHapy>eHVe 3apaxxeHHOro UAN NoA03pUTeNbHOrO daina B COCTaBe NakeToB

ANnA YCTaHOBKKM nMporpamMm.
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e Boinagatowmii cnucok MHpuumpoBaHHble apxuBbl 3a4aeT peakumio CkaHepa Ha
obHapy>XeHne 3apaxKeHHOro MAn NoAo3puTesbHOro ¢ainna B coctase GpaioBOro apxmea.

e Buinagatowmin cnncok MHpuLMpoBaHHble NouToBble ¢pannbl 3ajaeT peakumto CkaHepa Ha
obHapy>XeHne 3apa>keHHOro Uan NoAo3puTenbHoro darna B Gopmare 31€KTPOHHOM MOYThI.

@ Mpy 06Hapy>KeHW BUPYCOB WK NMOAO3PUTENIbHOTO KOAa BHYTPU COCTaBHbIX 06 BbEKTOB

‘ (apx1BoB, GainoB 3NEKTPOHHON NOYUTbl UK (aliNOBbIX KOHTEMHEPOB) AENCTBUA MO
OTHOLLEHWIO K YrpO3amM BHYTPU Takux O6BbEKTOB BbINMOAHAIOTCA Haj BCEM OOBEKTOM, a He
TOJIbKO Haj, 3apa>keHHOM ero YacTtbto. [1o yMoaYaHMo BO BCEX 3TWX Ciyvasx npeaycMoTpeHo
MHGOPMUPOBaHHME.

e Boinagatowmii cnmcok MHgpurumnpoBaHHbIe 3arpy3ouHblie CEKTOPbI 334aeT peakLmto
CkaHepa Ha obHapyXeHVe BUPYCOB MAN NOAO3PUTENBHOIO KOAA B 061aCTW 3arpy30UHbIX
CEeKTOpPOB.

e Criegyrolive BbiNajatolime CNMCKM 3a4atoT peakumto CkaHepa Ha oBHapyxxeHune
COOTBETCTBYHOLLEro HexenaTtesbHoro [MO:

o PeknamHble nporpamMmmbl;
o MporpamMmmbl 403BOHa;

o [porpamMmMbI-LUYTKH;

o MoTeHUMaNnbHO ONacHbIE;

o MporpamMmmbl B310Ma.

l Mpw 3agaHum gencteus UrHopupoBaTtb He OyaeT NMpomn3BeAEeHO HUKaKMX AeACTBUA: B LleHTp
: ynpaB/ieHWs He OyAeT OTNpaB/IeHO YBEAOM/IEHWE, KakK B C/yYae BKIHOUYEHHOM OMNLm
NHdopmmrpoBaTtb npy 0OHapyKeHUn BUpYyca.

YctaHoBuTe dnar [Mepe3arpy>kaTb KOMMNbIOTEp aBTOMaTUUYECKU] A5 aBTOMaTUYeCKOM
nepesarpysku KOMnbroTepa noJjib3oBartesia Nocae OKOHYaHUA CKaHUPOBaHWA, eCIV B
npoviecce NpoBepku bblan obHapyXeHbl MHPULMpPOBaHHbIE OO BEKTDI, 4/1A 3aBepLUEHNS
NeyeHns KOTopbIxX TpebyeTcs nepesarpyska onepaunoHHON cuctembl. Ecan dnar cHarT,
nepesarpyska KoMMnbroTEPa MNOb30BaTENA He ByaeT OCyLlecTBAATLCA. B cTatnctnke
CKaHMPOBaHWA CTaHLMK, Nonyvyaemon LleHTpom ynpaBneHus, byaeTt cooblueHo o
HeobXoANMMOCTN Nepe3arpys3kn CTaHuuM 414 3aBepeHns neveHns. udopmayma o
COCTOAHMM, Tpebyrollem nepesarpysky, oTobpakaetca B Tabanye Cocrosarue. Mpwu
HeobXoANMOCTN agMUHNCTPATOP MOXKET Nepe3arpy3nTb CTaHUMIO U3 LleHTpa ynpaBaeHns

(cM. pasgen AHTUBUPYCHAA CeTb).

YctaHoBuTe dnar Moka3biBaTbh XoA NpoBepky, UTobbl oTobpaxkaThb B LieHTpe ynpaBaeHus
WHAMKATOP W CTPOKY COCTOAHMA NpoLecca CKaHMPOBaHUA CTaHLUN.

PyKkoBOACTBO aAMAHUCT paTopa
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8.5.3.4. OrpaHnueHus

@ HacTpoliky, KoTopble He MOAAEPXMBAOTCA MNPY NPOBepke CTaHUWiA, paboTatrowmx nog OC
cemerictea UNIX 1 macOS, 3akitoueHsl B kBagpaTHble ckobku [ ].

B pa3aesne OrpaHuMueHUs 4OCTYMHbI CeAyoLe HaCTPOMKM aHTUBUPYCHOW MPOBEPKU:

e MakcmmanbHoe BpeMs CKaHMpoBaHMA (MC) — MakcMMasibHOe BpeMs NpoBepku OAHOTO
obbekTa B MuanmcekyHzax. o ncteyeHmn ykasaHHOro BpemMeHn nposepka obbekta byaer
npekpatieHa.

e MakcMmanbHbIV ypOBeHb B/IOXKEHHOCTU B apXUB — MaKCMMalbHOE KONMYECTBO
BJIOXKEHHbIX apXMBOB. ECM ypOBEHb BNOXEHHOCTM B apXMB NPEeBbILIaeT 3aZaHHoe
orpaHuyeHuve, NpoBepka H6yAeT NPON3BOANTLCA TOILKO 0 YKa3aHHOrO YPOBHS
BJIOXKEHHOCTH.

e [MakcumanbHbi pa3mep apxuBa (KB)] — MakcvManbHbIN pa3mep NpoOBEPSEMOro apxmea
B kmnobawnTtax. Ecnm pasmep apxmBa npesbillaeT 3aaHHOE OrpaHNYeHme, pacnakoBka u
npoBepKa Npoun3BOANTLCA He ByaerT.

e MakcumasnibHbIv KO3pPULMEHT OKaTUA apxuBa — eciv CKaHep onpeaenser, uto
KO3IbbULMEHT CKaTuA apxmBa NpeBblLaeT 3aJaHHOe OrpaHnYeHne, pacnakoBka U
npoBepkKa NPOn3BOAMTLCA He byaeT.

¢ [MakcumanbHbI pa3mep pacnakoBaHHoro obbekra (KB)] — MakcMMmanbHbI pasmep
davina npu pacnakoske B knnobanTtax. Ecnm CkaHep onpegenser, Uto Noc/ie pacnakoBKu
pa3mep GpannoB apxvBa NpeBbIllaeT 3afaHHOEe OrpaHMYeHe, pacrnakoBka U NpoBepka
npou3BOANTLCA He ByaerT.

¢ [Mopor npoBepku ypoBHsA okatua (KB)] — MynHuManbHbIN pasmep darina B knaobamTtax
BHYTPW apXxMBa, HauMHas C KOTOPOro byaeT NPon3BOANTLCA NPOBepKa Ko3dduLmeHTa
oKatms.

8.6. NMpocmoTp craTucTUKM No pabouent cTaHUUK

Mpw NOMOLLM yNpaBAAIOLLErO MeH0 pasjena AHTUBUPYCHas CeTb Bbl MOXETe
npocMaTpuBaTh CNeaytoLLyo MHPOPMaLLMIO:

e CtaTncrmka — AaHHble MO CTaTUCTnKe pa6OTbI AHTUBUPYCHbIX CPeACTB Ha CTaHUWMK, NO
COCTOAHUIO pa60l-IVIX CTE]HLI,I/II7I N aHTUBUPYCHbIX CPEACTB, AN1A NPOCMOTPa N COXpPaHEHUA
OTYETOB, CcogepXKalnmx BCe CBOAHbIE CTAaTUCTUUECKME AaHHbIE NN BbI60pOHH bleé CBOAKWN MO
3aJaHHbIM TUMaM Ta6J'II/1LI,.

e [padukn — rpadurkn c MHPopMaLmeln 0 3apaxeHNAx, OBHapy>XeHHbIX Ha CTaHLMAX.

e KapaHTnH — yaaneHHbln AOCTYN K cogep>XMMmoMy KapaHTrHa Ha paboudelt cTaHLmu.
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8.6.1. Ctatuctuka

@ Takke Bbl MOXeTe HaCTPOWUTb aBTOMAaTMYECKOE CO3JaHNe CTaTUCTUYECKOTO OTUeTa,

g BK/IFOYAHOLLErO HY>XHbIA BaM Habop cTaTucTMUecknx Tabamuy, [JaHHbI OTYeT B BbiIGpaHHOM
bopmaTe MOXET He TO/IbKO coxpaHaTbcsa Ha Cepepe Dr.Web, HO 1 oTnpaBaaTbCs Ha
3/IEKTPOHHYHO MOYTY.

[ns atoro HactpowTe 3agaHve Co3paaHue CTaTUCTUUECKOro oTyeta B pacnucaHuv Cepeepa
Dr.Web.

UT06b1 NpOCMOTpETb TabnLbI

1. BbibepuTe NyHKT AHTUBMPYCHaA ceTb B I1aBHOM MeHto LleHTpa ynpaBieHus, B
OTKPbIBLUEMCA OKHE B MepapXmyeckoM Crmcke HaXKMuTe Ha Ha3BaHWe CTaHuun Uau
rpynmneoi.

2. B oTkpbiBWEMCSA ynpaBadtoLlleM MeHIO BblbepuTe HY>XXKHbIA MYyHKT U3 Noapa3zjena
CraTtucruka.

Paszen meHto CTaTUCTUKa COZLEPXKUT CNesyroLime MyHKTbI:

¢ Yrpo3bl — 15 npocMoTpa MHGopmMaLunm o6 obHapy>KeHHbIX yrpo3ax 6e3onacHoCTu
3alUMLWAEMbIX CTAHLUMUN: NepeyeHb 3apakeHHbIX 06bEKTOB, PacnoIoKeHME MO CTaHLMAM,
Ha3BaHWA yrpos, AencTemsa aHTMBMpPYCa U T. M.

| B cnyyae 6aokmpoBkm URL ans BMpYcOB 1 MaliHepOB B Tabsivue oTobpakaeTcs AeicTBue
: "CoobueHo".

e OwWMbKM — AN NpocMoTpa cnmncka ownboK ckaHMPOBaHMA Ha BbiIbpaHHOW paboyel
CTaHUMW 3a onpejeneHHbIN Nepuoa.

e CBO/HbIE laHHble — A5 MPOCMOTPA U COXPaHEeHMA OTYETOB, COAEP>KALLMX BCE CBOAHbIE
CTaTUCTUYECKME AaHHble AW BbIOOPOYHbIE CBOAKM MO 3aAaHHbIM Tunam Tabauy,. He
oTobpa>kaeTca B MEHHO, €CIN CKPbITbl BCE OCTa/bHble MYHKTbl MEHO B pa3gene CraTucTuka.

e CTAaTUCTVKA CKAHUPOBAHUSA — A/ MOJyYeHUs CTaTUCTUKN O paboTe aHTUBUPYCHbIX CPEACTB
Ha CTaHUWW.

¢ 3anyck/3aBepLueHne — A/ NPOCMOTPa CNMcka KOMMOHEHTOB, 3aMycKaBLUMXCA Ha paboyeit

CTaHUMn.

e CraTuctuka yrpos — 15 NpocMoTpa cBejeHnin 06 obHapy>keHnn yrpos 6esonacHocTn

3alUMLAEMbIX CTAHUWURA, CrPYNNMPOBAaHHbIX MO TMMaM Yrpo3 1 Mo KOJMYECTBY Yrpo3 Ha
CTAHLUMUSAX.

e CocrosaHue — 414 NpoCMOTpPa CBe[l,eHI/IIZ O HEOObIYHOM COCTOSAHUM pa6oq|/|x CTaHuMVI,

BO3MO>XHO Tpe6y+ou_\eM BMeLlaTe/IbCTBa.

e 3apaHua — ANA NPOCMOTpPA CNKCKa 3aaHMI, Ha3HaUYeHHbIX ANnA paboyen cTaHuMn B

3a/laHHbIN Nepuoa,.
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¢ 3abnoKkupoBaHHble YCTPOUCTBA — JJ19 MPOCMOTPa CNMUCKa YCTPOWCTB, 3a610KMPOBaHHbIX
Ha CTaHLUMAX KOMNOHEHTOM OPUCHbIN KOHTPOb.

e MpoayKTbl — A5 NPOCMOTPaA MHPOPMALMM 00 YCTAaHOBNEHHbIX MPOAYKTax Ha BbIOpPaHHbIX
cTaHuumax. Nog npoaykTammn B JaHHOM Clydae NOHMMALOTCA MPOAYKTbl PENO3UTOPUS
CepBepa Dr.Web.

¢ BupycHbie 6a3bl — 15 NpocMoTpa UHPOPMaLIMK 06 YCTaHOB/IEHHbIX BUPYCHbIX 6a3ax:
Ha3BaHue dalina, coepKallero KOHKPeTHYH BUPYCHYHO 6a3y; Bepcua BUPYCHOW 6a3bl;
KO/IMYeCTBO 3anuncein B BUpPYyCcHou ba3se; ata co3gaHuma BUpycHou 6asbl. [yHKT goctyneH
TONbKO NPV BbIGOpE eANHNYHbIX CTaHLMN.

e Moaynu — ana npocMoTpa noapobHor MHPopMaLmm 060 Bcex MOAYASAX aHTUBUPYCA
Dr.Web: onuncaHne moagyns: ero GyHKLUMOHaAbHOE Ha3BaHWe; Gais, onpesenstowmin
OTAENbHbIA MOAYNb NPOAYKTA; MONHaA BEPCUA MOAYAA U T. 4. [yHKT ZOCTyNeH TONbKO Mpw
BbibOpe cTaHUUI.

¢ Co6biTna NMpeBeHTUBHOM 3aWUTbl — /19 NPOCMOTPa UHGOPMaLMK O COBBITUAX,
3aPUKCMPOBaAHHbIX Ha CTaHLMAX KOMNOHEHTOM [1peBeHTMBHaA 3aLymMTa.

o CobbiTA KOHTPOASA NPUNOXKEHUA — AN MPOCMOTPa MHOPMaLUKM O COBbITUAX,
3adUKCUPOBAHHbBIX Ha CTaHLMAX KOMNOHEHTOM KOHTPO/Ib MPUIOXKEHUA.

¢ NHcTtannsauum AreHToB — /15 MPOCMOTPa Crncka yctaHoBOK AreHTa Dr.Web Ha pabouyto
CTaHLMIO UM Tpynny paboumx cTaHUMN.

e lenHcTannAauum AreHToB — /18 MPOCMOTPa Cnuncka paboumx cTaHLMIM, C KOTOPbIX 6bIN0
yaaneHo aHtnsmpycHoe MO Dr.Web.

@ [ns oTobparkeHWs CKpbITbIX MyHKTOB pa3zesna CTaTucTuka Bbibepute nyHKT

‘ AAMWHUCTPUpPOBaHUE [1aBHOFO MEHIO, B OTKPbIBLLUEMCS OKHE BblbepuTte MyHKT
ynpasastouiero meHo Kongurypauusa Cepsepa Dr.Web. Ha Bkiaske Cratucrmka
yCTaHOBMWTE COOTBETCTBYHOLWME daarn (CM. HDKe), mocae Yero Haxkmute kHonky CoxpaHuTb v
nepesarpy3ute Cepeep Dr.Web.

Ta6aunua 8-4. CooTBeTcTBME NYHKTOB pa3aena Cratuctuka un ¢pnaros pasaena Cratuctmka
B KOHPpurypauum Cepsepa Dr.Web

MyHkTbl pa3gena Cratucruka ®naru pasgena Cratuctuka B koHpurypauum Cepsepa Dr.Web
Yrpo3bl Ob6Hapy>keHHble yrpo3bl 6e30mnacHoCTy

Owunbkn OWwmnbKn ckaHMPOBaHMA

CraTucTvKa CKkaHMpOBaHWA CraTucTvKa CKaHMPOBaHWA

3anyck/3aBepLueHne 3anyck/3aBepLueHne KOMMNOHEHTOB

Cratnctuka yrpos Ob6Hapy>keHHble yrpo3bl 6e30mnacHoCTy

CocTosiHMe CocTosiHME CTaHLMA

3afanvs KypHan BbINONHEHUA 3alaHWIN Ha CTaHLMAX

PyKkoBOACTBO aAMAHUCT paTopa
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3a610KMpOBaHHbIE YCTPOICTBA

BupycHble 6a3bl

Mogynn

Cobbitns MpeBeHTMBHOW 3aLLnThl

Cobbitnst KOHTPOAS MPUAOKEHWI

WHctannaumm AreHtos

lnaBa 8: YnpaBneHue paboummu cTaHLMAMU

®naru pasgena Cratuctuka B koHpurypauum Cepsepa Dr.Web
3abs0KMpOBaHHble YCTPOWCTBA

CocTosiHMe CTaHLMIA

CocTosiHve BUpPYCHbIX 6a3

Cnncok Moaynen CTaHLmI

O6Hapy>eHHble yrpo3bl 6e30MnacHOCTH

Cratuctuka KOHTPO/IS NMPUAOXKEHWUIA MO aKTMBHOCTM NMPOLIECCOB
Cratuctuka KoHTpOas NpuaosxeHni no 610KMpoBKe NpoLeccoB

WHctannaumm AreHtoBs

OkHa npocMoTpa pe3ybTaToB PaboTbl Pa3aNUYHbIX KOMMOHEHTOB U UTOTOBOM CTAaTUCTUKM
pabouen CTaHLMM MMEIOT OAMHAKOBbIV MHTEPDENC, M AeACTBMA NO AeTaan3aLmm
nHbOpMaLMK, NPesoCTaBASEMON UMW, aHANOTUYHbI.

,EI,anee pacCMOTPEHblI HEKOTOpPbLIE MPpUMepPbl MPOCMOTPAa NTOTrOBOM CTAaTUCTUKM npun nomMoLn

LleHTpa ynpaBaeHus.

8.6.1.1. CBogHbIe AaHHbIE

YT06b1 NPOCMOTPETbL CBOAHDbIE AaHHbIE

1. B nepapxunyeckom cnmncke BbibepuTe CTaHLMIO AN TpyMny.

2. B ynpaeagoullemM MEHKO B pa3jene Cratuctuka Bbl6epI/ITe MYHKT CBOAHbIe AaHHble.

3. OTkpoeTca OKHO, cofep>Kalliee TabANUHbIe JaHHble OTYeTa.

[ns Toro yto6bI BKAKOUMTD B OTHET ONpesesieHHble CTaTUCTUYeCKNe AaHHble, HaXXMUTe
KHOMKy ¥ Ha NaHenu MHCTPYMeHTOB U BbibepuTe TpebyeMble TUMbl B BbiMajatoLlemM CrncKe:
CraTncTuKa ckaHMpoBaHuA, Yrposbl, 3agaaHus, 3anyck/3aBeplueHue, Owmnbku.
Cratnctuka, BkIrOYaeMas B jaHHble pa3fenbl OT4eTa, COOTBETCTBYET CTaTUCTUKE,
cofep>kallierica B COOTBETCTBYHOLWMX NyHKTax pa3gena Tabauubl. Jns npocMoTpa oTyeTa €
BbIOpaHHbIMK TabanLLaMKN HaxXMunTe KHONMKy O6HOBUTD.

4. Ecan B OTYeT BKIKOUEHA Ta6m/|u,a C O6Hapy>|(eHHbIMI/I yrpo3amMmu, Ha naHean MHCTPYMEHTOB
CTaHOBATCA AOCTYNHbI TakKKe caeayrouine onynn:

Onuua OnucaHue

50 ICKNIoumnTh MossonseT 406aBUTb BbIGPaHHbIE 06BEKTbI B CIMCOK MCKAKOUYEHIA 13
daiinbl n3 CKaHVMPOBaHNA KOMMOHEHTaMM 3aLLUTbI:

CKaHUPOBaHMA

a) B Tabavue Yrposbl yctaHoBUTE daar HaNpOTUB OAHOTO WM HECKOJIbKNX

06Hapy>XeHHbIX 0HBEKTOB.

PyKkoBOACTBO aAMAHUCT paTopa
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Onuua OnucaHue

oe
b) HaxxmuTte KkHOMKY <o,
C) B oTkpbIBLIEMCS OKHe 3ajaliTe creaytoLme HacTPOVKM:

o Ucknountb M3 cKaHMPOBaHUA U 3aAaTh NePCoOHa/IbHble HAaCTPOMKN
SplDer Guard — f06aBuWTb BbibpaHHble 06bEKTbI B CMMCOK MCKIHOYEHNI
npw ckaHMpoBaHuM kKommnoHeHToM SplDer Guard. Mpw 3TOM, ecau y3nbl
cetw, AN1f KOTOPbIX BYyAET U3MEHEH CNUCOK UCK/THOYEHWI, Hacie[0Banu
HacTpoWkn komnoHeHTa SplDer Guard OT CBOWX NepPBUYHBIX FPYMM, TO
ANA HUX ByaeT pa3opBaHO HacieAOBaHWe U yCTaHOBEHbI
nepcoHasibHble HaCTPOMKM.

¢ Ncknountb U3 ckaHMpPOBaHUA M 3afaTh NepcoHa/ibHble HaCTPOKU
CkaHepa Dr.Web — pgo6aButb BbibpaHHble 06BbeKTbl B CMIMCOK
UCKNFOYEHWIA NPY CKaHMPOBaHWUM komrnoHeHToM CkaHep Dr.Web. Mpwu
3TOM, C/IN Y3/1bl CeTH, AN1A KOTOPbIX ByAeT M3MEHEH CNCOK
UCKTIOYEHWI, Hace0BaAn HacTPOWikM koMnoHeHTa CkaHep Dr.Web ot
CBOWX MEPBUYHbBIX FPYMM, TO ANA HUX ByaeT pa3opBaHO HaciefoBaHVe 1
yCTaHOBJ/IE€HbI NepPCOHaNbHble HAaCTPOMKN.

e B cnivcke Uckntountb ana cnepyrownx o6beKToB BbibepuTe y3ibl
ceTn, AN KOTOpbIX BbIOpaHHbI 06bekT byaeT fo06aBAeH B CIMCOK
NCKNOYEHWIA: 16O TONBbKO AN CTaHLMK, Ha KOTOPOWN 06beKT Bbin
obHapy>KeH, IMH6O AR CTaHLMIA U NONb30BaTENbCKUX TPYMM, BblGpaHHbIX
B MPEeAJ/I0XKEHHOM CrncKe.

d) Haxwmure kHonky UckntoumnTsb.

O. CKaHVIPOBaTb |_|OBTOpHO CKaHMpoBaTb Bbl6paHHbIe ob6bekTbl. B BbiMajgatoweM MEeHHO
Bbl6epI/ITe TN CKaHNPOBaHUA.

5. [ns oTobpaxkeHWs AaHHbIX 3a ONpeseNeHHbIn nepnog Ambo ykaxkxnte Mana3oH BpeMeHu
OTHOCWUTE/IbHO CErOAHALLHErO AHA U3 BbiNajatoLlero cnmcka, 1mbo 3agante
NPOW3BO/bHbIV AMana3oH AaT Ha NaHenn MHCTPYMeHTOB. s 3ajaHnsA NPOU3BOJIbHOTO
Anana3oHa BBeanTe TpebyeMble AaTbl MM HaXXMUTE Ha 3HAYKWU KaneHAaps pAAoM C
nonaMu gat. na npocMoTpa AaHHbIX HaXXMUTe KHOMKY O6GHOBUTD.

6. Mpy HEOHXOAMMOCTN COXPaHUTb OTUET ANA pacneyaTkm Uan JanbHenwen obpaboTkm
Ha>XMWUTe Ha OAHY N3 KHOMOK:

& CoxpaHuTb gaHHble B CSV-pain,
% CoxpaHutb aaHHble B HTML-¢aiin,
@ CoxpaHutb gaHHble B XML-¢aiin,

t CoxpaHuTtb aaHHble B PDF-¢aiin.

8.6.1.2. Cratuctnka ckaHMpoBaHNA

UT0o6bI NONYUNTb CTaTUCTUKY O paboTe aHTUBUPYCHbIX CPEACTB Ha CTaHLLUU

1. B nepapxunyeckom cnmncke BbibepuTe CTaHLMIO AN Tpynny.

PyKkoBOACTBO aAMAHUCT paTopa
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MAT
&:

| Mpwn HeoH6X0AMMOCTN MPOCMOTPa CTaTUCTUKU MO HECKOABbKUM CTaHLWAM WAV rpynnam,
BO3MO>€EH OZHOBPEMEHHbIN BbIOOP Hy>KHbIX CTaHUMIA ¢ nomolLbto knasuw SHIFT win CTRL.

2. B ynpasnastoulem MeHto B pasgene Cratuctmka Bbibepute nyHKT CraTucTuka
CKaHUpOBaHMUA.

3. OtkpoeTca OKHO cTaTucTnkK. [No ymonyaHunto otobpaxkaetcs CcTaTUCTMKa 3a NnocnejHme
CYTKMW.

4. [ns oTobpaxkeHUa AaHHbIX 3@ ONpeAeneHHbI Nepnos NMbo ykaxkmte Anana3oH BpeMeHU
OTHOCUTE/IbHO CeroAHsALLIHEro AHA U3 BbiMaatoLLlero cnucka, 1Mbo 3ajarite
NPOV3BO/bHbIV ANana3oH AaT Ha NaHeNn MHCTPYMEHTOB. [lns 3ajaHnsa NPOU3BObHOTO
Avana3oHa BBejuTe Tpebyemble AaTbl AN HAXXMUTE Ha 3HAYKM KaneHZapsa pAAOM C
nonamu gat. lna Toro utobbl 3arpy3nTb JaHHble, HaXXMUTE KHOMKY O6HOBUTb. B OkHO
6yayT 3arpy>eHbl TabanLbl CO CTAaTUCTUUYECKMMU JaHHBIMU.

5. Ansa Toro ytobbl NOCMOTPETH NOAPOOHYHO CTAaTUCTUKY PabOTbl KOHKPETHbIX aHTUBUPYCHbIX
CPEeACTB, HAXXMUTE Ha Ha3BaHMe CTaHUUKM B Tabaunue. OTKpoeTcs OKHO (Mam pasgen
TeKyLLero okHa), cogep>aliee Tabamuy ¢ NoAPOOHBIMUN CTaTUCTUYUECKUMU JaHHbBIMU.

6. YTO6bI NPON3BECTM COPTUPOBKY AaHHbIX CTONBLA TabANLLbI, HAXMUTE Ha
COOTBETCTBYHOLLYHO CTPEJIKY (COPTUPOBKa MO YObIBaHUIO MM NO BO3PacTaHMWIO) B 3aroNoBKe
COOTBETCTBYHOLLLErO CTONOLA.

7. Mpn HeOHXOAMMOCTN COXPaHUTb TabaNULy CTaTUCTUKN ANA pacneyvaTkv AN JanbHenLen
06paboTkn HaXXMKTe Ha OAHY U3 KHOMOK:

& CoxpaHuTb AaHHble B CSV-¢ain,
& CoxpaHutb aaHHble B HTML-¢ainn,
i CoxpaHutb aaHHbie B XML-daiin,

i CoxpaHutb aaHHble B PDF-daiin.

8. [na Toro utobbl NPOCMOTPETH CTATUCTUKY MO BUPYCHbIM COObITUAM B dOpMe anarpamm, B
yrnpaeaswollem MeHto Bbibepute nyHKT Fpapukmn. OTKpoeTcs OKHO MPOCMOTpa
CTaTUCTMYECKMX AnarpaMm (NoapobHOe onncaHne CM. HUXe).

8.6.1.3. CocTtoaHMe

UTo6bI NpOoCMOTpPETb CBEAEGHUA O COCTOAHUM pabounx cTaHL U

1. B nepapxunyeckom cnuncke BblbepuTte CTaHLMIO AW Fpynny.
2. Bynpasnatouiem meHto B pa3gene Cratucrtmka soibepute nyHKT CocTtoaHme.

3. CBefeHMA O COCTOAHMM CTaHUMIM OTOBpaXkatoTCs B COOTBETCTBUMN C HAacTponKkaMun uabTpa.
HaxmuTe 3Hauok ¥ B 3aronoBke TabanLbl AN U3MEHEHUS CledytoLX NapamMeTpoB
bunbTpa:

e B nose Mownck BBeaMTE NPON3BONBLHYIO CTPOKY /19 MOUCKa NO BCEM pa3gesnam Tabauvubl.

PyKkoBOACTBO aAMAHUCT paTopa
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¢ B cnuncke Cepbe3HOCTb ycTaHOBUTE diarn Ans TpebyemMbiX YPOBHEN BaXKHOCTU
COOBLLEHNN: CNUCOK COOBLLEHNI O COCTOSAHUN ByaeT cogep>KaTh TONbKO COObLLEeHMA C
BbIOpPaHHOW CEPbE3HOCTLIO.

¢ B cnucke UctouHuk yctaHoBUTE daru As TeEX UCTOYHNKOB NMOSBAEHUSA COOBITUN,
KoTopble ByayT oTobpa>kaTbCa B CMUCKE:

o AreHT — oTobpaxatb cobbiTus, Nnpuweawme ot AreHtos Dr.Web, noakitoueHHbIX K
nfaHHomy Cepepy Dr.Web.

o CepBep — oTObpaxkatb CO6bITMA, Npuweawne ot gaHHoro Cepsepa Dr.Web.

e B cnucke CraHumm yctaHoBUTe daru Ans TUNOB CTaTyca CTaHLMR, cCoobLLeHns o
KOTOpbIX ByayT oTobpaxkaTbCsA B CUCKE:

o MoaknroueHHble — 0TobpaxkaTb COOLITUA A/1A CTAHLWUI, KOTOPbIE NOAKIHOUEHbI K
nfaHHomy CepBepy Dr.Web v HaxoaaTcsa B gaHHbI MOMeHT B ceTu (online).

o OTKIlOUEeHHble — 0TO6paXkaTb COOBLITUA ANA CTAHLUMUN, KOTOPbIe NOAKAFOUEHbI K
nfaHHomy Cepsepy Dr.Web v B gaHHbI MOMeHT He B ceTn (offline).

o JleMHCTan/IMpoBaHHble — oTobpaxkaTb NocsiesHee cobbITUE ANA CTaHLUMK, Ha
KOTOpbIX 6bI10 yaaneHo aHTuBMpycHoe MO Dr.Web.

[na ynpaBieHns HacTponkaMun GuabTpa NCNONb3yNTe Cresytolime KHOMKM B Crncke
dunbTpa:

¢ Mo ymMonuyaHno — YCTaHOBUTb BCE HACTPOMKN GUIbTPa B 3HAUEHMA MO YMONUYaHUIO.
e O6HOBUTb — NPVMEHUTb BbIGPaHHbIe HACTPOIKM dUabTpa.

4. [enctBua no getanmsaumm n GopmaTmpoBaHuto MHGopmaLmm gaHHOW Tabanbl
aHaNOrMyYHbl OMMCAHHbBIM BbILLe A1 Tab/MLbl CTAaTUCTUKN CKAHVPOBaHWS.

Bbl Takoke MoxxeTe NPOCMOTPETb PE3YNbTaThbl pa6OTbI N CTaTUCTUKY HECKOIbKMX pa6oqu
CTaHLI,IAI7I. ﬂ,ﬂﬂ 3TOro HeO6XO,£I,I/IMO Bbl6paTb 3TN CTaHUMN B NepapXmn4eCkoM Crncke ceTn.

5. Mpun HEOBXOAMMOCTUN COXPaHUTb OTUET ANA pacnevaTkn Uan JanbHenwen obpaboTkm
HaXXMUTe Ha OAHY M3 KHOMOK Ha NaHean yrnpaBaeHuA:

& CoxpaHuTtb aaHHble B CSV-pann,
& CoxpaHutb aaHHble B HTML-¢aiin,
i CoxpaHutb aaHHbie B XML-¢pann,

& CoxpaHutb aaHHble B PDF-daiin.

PyKkoBOACTBO aAMAHUCT paTopa
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8.6.1.4. CobbiTna KoHTponsa npuao>xeHuu

Hactpoiika nonyueHusa cTaTucTukm

UYT106b1 aKTMBMpPOBaTb OTNPaBKY MH(POPMALUM CO CTaHL MW Ana pasaena CobbiTua
KoHTponsa npunoxxeHuit

1.

B pa3aene AHTUBUpYCHaA ceTb BbibepuTe B epeBe CTaHLMM UK TPYNMbl CTaHLMI C
yCTaHOBAEHHbIM KOHTPO/IEM NPUAOXKEHWI, C KOTOPbIX Bbl XOTUTE NOAyYaTb MHHOPMaLMIO
0 3anycke NPUAOXEeHWUN.

B ynpasnastowem meHto Bbibepute nyHkT Windows — AreHT Dr.Web.

Ha Bknagke O6wme yctaHoBuTe Gnar OrcnexxmBartb cobbiTua KoHTponsa npunoxeHuis,
4TOObI OTCNIEXMBATL aKTMUBHOCTb MPOLIECCOB Ha CTaHLMAX, 3aPpuKcMpoBaHHyto KoHTponem
NPUAOXKEHWI, N OTNPaBAATb cO6bITUA Ha CepBep Dr.Web. Mpu oTcyTcTBMM nogkatoueHms K
Cepepy Dr.Web cobbiTra Hakan/iMBaroTCa 1 OTNPaBAAOTCA NPU NogkatoueHnn. Ecam dnar
CHAT, aKTMBHOCTb MPOLLECCOB UTHOPUpPYETCA.

Ha>xmute CoXxpaHUTb.

YT106b1 akTMBMpPOBaTbh c60p MHPopmaummn Cepsepom Dr.Web ansa pasgena Cobbitus
KoHTponsa npunoxxeHun

1.

B pa3gene AgmunucrpmnpoBaHue — KoHpurypauua Cepsepa Dr.Web nepengute Ha
BK1aAKy CTaTucTUKa.

2. YCTaHOBWUTE OZHY U3 C/IeAYOLLMX OMLUNIA:

e Cratuctuka KoHTponsa npunoXKeHuii No akTMBHOCTU NMPOLLECCOB, YTOObI MO/lyyaTh U

3anucbiBaTb MHGOPMaALMIO MO NHO6OM aKTUBHOCTM BCEX MPOLLECCOB: Kak pa3peLleHHblX
A4 3anycka, Tak 1 3anpeweHHbix KoHTponem npuaoxeHuni. MNpu Beibope aTon onuun B
CNPaBOYHMK BYAYT 3aHOCUTLCA NMPUNOXKEHUA MPU YCIOBUU CO3LaHNA N Ha3HaUYEeHUS XOTA
6bl 0gHOro NpodKs C OAHOM UAN HECKONbKMMM BblIOPaHHbIMU KaTeropusamMm Kputepues
bYHKUMOHANBHOrO aHaaunsa.

[lo cozpaHuns npodunert U Ha3HauYeHNs UX Ha CTaHLUMN aHTUBUPYCHOM CETH, 3aMyCK BCEX
NPUIOXEHNI pa3peLlaeTca.

Cratuctuka KoHTponsa npuaoxkeHuin no 610kMpoBKe NMpoLLeccoB, YTOObI MoyyaTh U1
3anuncbiBaTb MHPOPMALIMIO MO aKTMBHOCTW BCEX MPOLLECCOB, 3anpeLleHHbIX ANs 3anycka
KoHTponem npunoxeHuii. MNpun BbibOpe 3TOW onuumn B CNpaBoYHMUK ByayT 3aHOCUTHCS
NPUNOXEHNS TONbKO NOC/e co34aHua Nnpodusien, NO HaCTPOMKaM KOTOPbIX 3anycK
npuaoXeHnn byaet 6N1OKMPOBATLCA, U Ha3HAYEHMA STUX NPOPUAEN Ha CTaHLMK
aHTUBUPYCHOW ceTu.

| ®nar Cratuctuka KoHTpons npuao>xeHuii No akTMBHOCTU NMPOLLECCOB MOXET
3HauUTEIbHO MOBBICUTL PECYPCOEMKOCTb cbopa CTaTUCTVKM MO BCEW aHTUBMPYCHOM CETH.

3. Haxmute kHonky CoxpaHUTb.

PyKkoBOACTBO aAMAHUCT paTopa

202



A7

-
¢

g
),
A

lnaBa 8: YnpaBneHue paboummu cTaHLMAMU

MNepesanyctute Cepep Dr.Web.

Mocne nepesarpy3kn Cepsep Dr.Web HauHeT dukcrpoBaTb BCHO CTaTUCTUKY MO 3amycky
NPUNOXKEHWA, MPUCBINAEMYHO CO BCEX CTaHLMI C yCTaHOBAEHHbIM KOHTpOeM
MPUAOXKEHWNA.

NMpocmoTp cTatTMCTUKMK

UT06b1 NPOCMOTPETb CO6bITUA, 3aPMKCUPOBaHHDbIE HA CTaHLUAX KOMNOHeHTOM KoHTponb
NPUNOXKEHUI

1.
2.

B nepapxunueckom cnncke BbibepuTe CTaHLMIO AW TPyNNY.

B ynpaeastoulem meHto B pa3gene Cratuctuka Boibepute nyHKT CobbiTns KoHTpons
NPUIOIXKEHUA.

OTKpOEeTCs OKHO, CoZepKalliee CMMCOK MPUAOXKEHMI, 3aMyCK KOTOPbIX Bbi/l 3anpeLLeH nan
pa3peLleH Ha BblOpaHHbIX CTaHLMUSAX.

Mo ymonuaHuto oTobpaxkaeTcs cTaTUCTUKa 3@ NOCeAHME CYTKU. s 0TOBpaXkeHNs AaHHbIX
3a ONpefeNneHHbIN Nepuos ykaxxnte Amana3oH BpeMeHU OTHOCUTEbHO CEroHALWHEero AHs
M3 BblNajaroLLero cnucka, iMbo 3azanTe NPON3BOJbHBIN AMana3oH AaT Ha NaHen
NMHCTPYMeHTOB. [lns 3alaHnA NPOMU3BONLHOIO Anana3oHa BBeanTe Tpebyemble AaThl UK
HaXXMUTe Ha 3HaUKW KaneHaaps psAoM C NoasaMu aaT. Ans Toro utobbl 3arpy3uTb AaHHbIE,
HaXxMuTe kHonky O6HOBUTb. B okHO ByaeT 3arpy>eHa Tabamua Co CTaTUCTUYECKUMU
AaHHbIMK. OnucaHne cTonbuoB TabavLbl NPeaCcTaBAEHO B TabanLe HUXeE.

Ta6nunua 8-5. Onucanme cronbuoB Tabaunubl CobbiTua KoHTpons npunoxxeHnin

HasBaHue cTonbua OnucaHue

NpeHTudpukatop VaeHtndurkaTop ctaHumm

CraHumsa Ha3BaHue ctaHUMmM

Appec ctaHuun Azpec cTaHumn

NpeHTudpunkatop NaeHntndurkatop 6e30nacHOCTM YUeTHOW 3ammncK noib30oBaTens
6e3onacHOCTU

Monb3oBaTtennb Mosb3oBaTtesnb pabouer cTaHLmM

Tun cobbiTua Tun 3anyLLeHHOro Ha CTaHLyM cobbITnsA

MpymeHeHHOE [JelcTBre, NPUMEHEHHOE K 3amnyLeHHOMY Ha CTaHLMW NMPUIOXKEHNUIO
peincTBue

Kputepuia Kputepuii, Mo KOTOpOMy pa3pellaeTcs Win 3anpeLlaeTcs NpuaoxeHve
¢yHKUMOHaNbHOIO

aHanusa

PyKkoBOACTBO aAMAHUCT paTopa
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HasBaHue ctonbua
Macka
$yHKUNOHaNBHOTO
aHanusa

ID npojuns
HasBaHue npoduna
ID npaBuna
HasBaHue npaBuna

Pe>knm paboTbi

MyTtb Kk Ppanny
npouecca

Mpouecc

BbronnereHb ¢ xewem
npouecca

MyTb Kk Ppanny
cKpunTa

Ckpunt

BbronnereHb ¢ xewem
cKpunTa

MosaBneHue cobbiTUA

OnoBeleHne o
cobbITUKN

Xew ¢aiina (SHA-
256)

OnucaHue ¢daiina
N3patennb

UNspatennb
ceptudmkara

OTtneuatok
ceptudpukara (SHA-1)

[Jata Hauana
pencrBusa
ceptudmkara

lnaBa 8: YnpaBneHue paboummu cTaHLMAMU

OnucaHue

MapameTp kpuTepus GYHKLMOHaNBLHOTO aHaiv3a, KOTOpbI onpesenserT,
paspeLleHo NpuaoXeHWe Aa 3amycka Ha CTaHUUM UK HeT
VaeHntndurkatop npoduna

HasBaHwue npodwuns

NaeHTndvrkaTop npasuia

Ha3saHwue npaswia

Pe>xxnm, B KOTOpoM paboTaeT npaBmio

PacnosioxeHwve dalina npouecca

Mpouecc, paspeLleHHbIin A 3anpeLLeHHbIA ANA 3amnycka Ha CTaHLmK

BrosiieTeHb, B KOTOPOM MPUCYTCTBYET Xell paiina 3anyLLeHHOro npoLecca

PacnosioxxeHve darina ckpunra

®darin ckpunra

bronneteHsb, B KOTOPOM NPUCYTCTBYET XelLl cbal‘/'lna 3anyLweHHOro ckpunra

LI,aTa M BpemMA noAaBJeHNA cobbiTna

[aTa 1 Bpems onoBseLlLeHns 0 COBbITUM

3HaueHue xewa danna no anroputmy SHA-256

OnvcaHve dainna
N3paTenb danna

Y[0CTOBEPAIOLLMIA LIEHTP, BbIMYCTUBLLMA cepTudmKaT

3HaueHwue xewa ceptudmkaTa no aaroputmy SHA-1

[aTta Hauana gencreua ceptnupukata

PyKkoBOACTBO aAMAHUCT paTopa
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lnaBa 8: YnpaBneHue paboummu cTaHLMAMU

HasBaHue cTronbua OnucaHue

JaTta okoH4YaHuA [laTa okoHYaHus aencTBua cepTndmrkaTa
pencreusa

ceptudmkara

5. Mpun HEOBXOAMMOCTU COXPaHUTb TabaULY CTAaTUCTUKN A/1S pacneYvaTki AN JanbHenLen
06paboTKM HaXXMUTE Ha OAHY U3 KHOMOK:

& CoxpaHuTb aaHHble B CSV-daiin,
e CoxpaHutb gaHHblie B HTML-¢gann,
i CoxpaHutb aaHHbie B XML-daiin,
t CoxpaHutb aaHHble B PDF-¢ann.

CTaHLUMAX NMPUAOXKEHUA NMPOBEPAKOTCA MO BCEN cxeme pa6OTbI KOHTF_)OJ'IFI ﬂpVIJ'IO)KEHVIVI oT
Ha4ana 4O KOHLa. B ctatuctmke 6yAyT q)VIKCI/IpOBaTbCﬂ Caydaun coBnageHua npunoxeHua no

BCEM BO3MOXHbIM KpUTEpUSM: HacTpokaM QYHKLMOHANbLHOTO aHau3a, NpaBuiamM v rpynne
LOBEPEHHbIX NpuUioXxeHui. CnesoBaTebHO, OLHO U TO XXe MPUNOXKEHWE MOXET UMETb
HeCKOJIbKO 3anucen B KonoHke MpumeHeHHOe AelcTBUE, rie OyaeT ykazaHo, UYTo OHO
paspeLleHo Mo OAHUM KPUTEPUAM W/Uv 3abOKMPOBAHO MO APYrvM.

@ |_|pl/| Haan4vmm I'Ipoq)VU'Iﬂ WAn npaBwia B TECTOBOM PEXMME 3anyCKaeMble Ha Ha3Ha4YeHHbIX

Co3paHue npaBun

UTo6bI CO3aaTh HOBOE MPaBUIO HA OCHOBE CTaTUCTUKU NOo cobbiTuam KoHTpons
NPUI0>XKEeHNA

1. B pa3gene Cratucrtuka — CobbiTna KoHTponsa npuaodxeHun Boibepurte CTPOKY C
COb6bITMEM O MOMbITKE 3aMycka NPUAOXEHUS, A1 KOTOPOTro Bbl XOTUTE CO34aTb NPaBuUo,
KOHTpO/IMpYtoLLee 3anyck.

2. Mpu HaxaTnn Ha CTPOKy TabanLbl OTKPOETCA OKHO C MHGOPMaLMelr 0 BbIGpaHHOM
COBbITUN.

Haxxmute kHonky Co3aaTb npaBuaO (Ha OCHOBE AaHHbIX NpoLecca Uau NPUNOXKEHUA).
4. OTKpoeTcs OKHO ANs CO34aHMA HOBOTO NpaBuaa. 3ajanTe caeayroLime HacTPOUKM:

a) B Bbinagatowem cnucke HassaHnmne npodunsa Bbibepute npoduns KoHTpons
NPWNOXEHNN, B KOTOPOM ByaeT co3aaHO nMpaBuo.

b) B none HaszBaHue npaswia 3ap,a|7|Te Ha3BaHWe 4714 CO34aBaeMOoro rnpasuaa.
C) B pa3saene Twvn npasuia Bbl6epI/1Te TMnN CO34aBaeMOro npaeuaa: 3anpeLlaroLllee niam

pa3pellaroLlee.

d) Ana onumn Pexxum paboTtbl BbibepuTe, B KakoM pexunme byaeT paboTtaTb co3gaHHOe
npasuno (cootsetctByeT dnary MepeBecT NpaBUIO B TECTOBbIA PEXUM MpU
co3faHun Npasuaa n3 npoduns):

Ecav Bbl xOoTnTE NpoBepuTh paboTy Npasunna, Bbibepute pexnm TecToBbIN.

PyKkoBOACTBO aAMAHUCT paTopa

205



A7

-
¢

g
),
A

e)

lnaBa 8: YnpaBneHue paboummu cTaHLMAMU

MpunoxeHns He ByayT 6GNOKMPOBATLCA Ha CTaHLUMAX, OAHAKO ByAeT OCyLLEeCTBAATLCS
3anncb XypHaia akTUBHOCTW Kak NP BKIOYEHHbIX HaCTpoMKkax. Pe3ynbTaTbl 3anyckoB u
610KMPOBOK NMPUIOXKEHNI B TECTOBOM pexxmme paboTbl npasuaa byayt otobpaxaTtbcs
B pa3gene CobbiTna KoHTpons npuaodxeHun.

B pexxume AKTMBHbBIN NpaBuao byaet paboTtaTb B aKTMBHOM pexunme ¢ 6J10KMPOBKON
NPUNOXEHUIN HA CTaHLMAX MO 3aZaHHbIM HaCTpoMKaM npasBuaa (CM. TakxKe Pexumbl

paboTbl npodunen).

B pa3aene 3anpewatb 3anycK NpuI0XKeHWUA No c/ieayroluum Kputepuam/Paspeluatb
3anycK NpuUIo)KeHUI Mo C/1eAyoL UM KpUTepUaM (B 3aBMCMMOCTM OT TUMa NpaBua,
BbIOpaHHOro Ha ware 4c) 6yayT aBTOMaTMYeCKN 3ano/IHEHbl MO B COOTBETCTBUM C
NPUNOXEHNEM, Ha OCHOBE KOTOPOro co3aaeTcs npasuo. Mpyn HeobxoanMMOCTN MoxeTe
OTpeAakTMpOBaTh 3HaUEHMsA HacTPoeKk.

5. HaxmuTe CoxpaHutb. [1paBuio byaeT co3gaHo B 3agaHHOM npoduie KoHTpons
NPUAOXKEHNN.

8.6.2. N'padpuku

Fpadpukm n Tabanubl 3aparkeHni

UTo6bI NpocMoTpeTb 06 Me rpaduku u Tabauubl ¢ UHGopmaumen 06 o6Hapy>KeHHbIX
3apa)keHUaX

1. BbibepuTe NyHKT AHTUBMpPYCHaA ceTb B I1aBHOM MeHto LleHTpa ynpaBieHus, B
OTKPbIBLUEMCA OKHE B MepapXmyeckoM Crmncke HaXKMuTe Ha Ha3BaHWe CTaHuun Uau
rpynnbl. B oTkpbIBLUEMCS ynpaBastolleM MeHto Bbibepute B passgene O6wme nyHKT
padpukn.

2. OTKpoeTCcs OKHO, cogep Kallee cneayrolime rpapuyeckme n YACAeHHble JaHHble:

BupycHasa akTUBHOCTb — Ha rpaduke oTobpakaetcs obluee KOIMYECTBO BPELOHOCHbBIX
06BbEKTOB, HaWAEHHbIX B Npejenax KaXAoro BpeMeHHOro NnpomMexyTka A1a BCex
BbIOpaHHbIX CTaHLUWW 1 Tpynn.

Haunbonee pacnpocrpaHeHHble yrpo3bl — NPUBOAUTCA CMNCOK U3 AEeCATU Yrpos,
BCTpeyvatowmxcs B HanbosblieM konmdectse pannos. Ha rpadurke otobpakarorcs
UMCNEHHbIE JaHHble MO 06beKTam, COOTBETCTBYHOLLMM KOHKPETHOM yrpose.

Knaccbl yrpo3s — npuBoAMTCA CMUCOK Yrpo3 B COOTBETCTBUM C Klaccudukaumnei
BPeAOHOCHbIX 06BbeKTOB. Ha kpyroBon gnarpamme otobpa>kaeTca NpoLeHTHOoe
COOTHOLLEHMEe MexXay BCceMU OOBHapy>XeHHbIMW yrpo3amMu.

MpousBeaeHHble AeUCTBUA — MPUBOAMTCA CMUNCOK AENCTBUM, MPON3BEAEHHbIX HaZ
0bHapy>XeHHbIMM BPeOHOCHbIMM 06bekTaMu. Ha kpyroBou gnarpamme otobpaxkaerca
NPOLLEHTHOE COOTHOLLEHNE MeXAY BCEMU NMPOU3BEAEHHbIMWU AENCTBUAMMU.

Hanbonee atakyemble cTaHLLMN — MPUBOANTCA CMUCOK CTaHLMIA, HAa KOTOPbIX Bblan
obHapy>eHbl yrpo3bl 6e3onacHocTn. B Tabanue otobpaxaetcs obliee KOANYECTBO Yyrpo3
ANA KaXKA0W CTaHUuMun.

PyKkoBOACTBO aAMAHUCT paTopa
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lnaBa 8: YnpaBneHue paboummu cTaHLMAMU

3. [ns npocMoTpa AaHHbIX 3a NpeAonpeaeneHHbIN Nepunos Boibepute AnanasoH u3
BblMaZatoLLLero cnucka Ha naHesy MHCTPYMEHTOB: OTYET 3a ONnpeseNeHHbl AeHb UK
Mecsy,. JInbo Bbl MOXeTe BblbpaTh NPOU3BOJIbHBIA AMana3oH AaT, ANs 3TOro BBeAUTE
TpebyeMmble faTbl UM BbibepuTe AaTbl B BbiNagatowWwmx KaneHaapax. Ana npocMmoTpa

AAHHbIX Ha>XXKMUTE KHOTMKY O6HOBUTD.

Fpadmku um Tabnnubl UTOroBOW CTaTUCTUKN

B nyHkTe padukm pasgena O6uime v B HEKOTOPBIX NyHKTax pa3gena CraTucTuka
ynpaBAstoLLero MeHo NPUBOAATCA rpaduyeckme N YMCIeHHble AaHHble. B Tabanue Huxe
NpuUBEAEH CNMCOK BO3MOXHbIX FpadrKoB 1 TabanL, 1 COOTBETCTBYHOLLMX Pa3AenoB
ynpaBAstoLWero MeHo, B KOTOPbIX OTOBpaXaroTca 3T 3NEMEHTbI.

Tabauua 8-6. CoorBeTcTBME rpaduKoB U TabauL, pasgenam ynpaBasoLLero MeHHo

Fpadukm u Tabamubl
BupycHas akTMBHOCTb

Havnbonee pacnpocTpaHeHHble yrpo3sbl

Knacchbl yrpos

Hanbonee aTtakKyemMble CTaHUMn

MpowusBeaeHHble AeNCTBUsA

KonnuectBo oWnOGOK Mo CTaHUMAM
KonnyectBo oWMGOK MO KOMMOHEHTaM
Yrpo3bl N0 KOMMOHEHTaM

OwmnbkM No KOMMOHeHTaM

Pasgenbi
Mpadukm
padukn

Yrpo3bl
Cratctuka yrpos
Mpadukm
CraTuctvka yrpos
padukn
padukn

Yrpo3bl

Owmnbkm
Ownbkm
3anyck/3aBepLueHne

3anyck/3aBepLueHne

¢ KonnuectBo ownb60K No CTaHUUAM — NPUBOAUTCA CMMCOK CTaHLMIA, Ha KOTOPbIX
BO3HMKaAN OLWMOKN B GYHKLMOHNPOBAHWUM aHTUBMPYCHbIX KOMMOHEHTOB. Ha rpaduke
oTobpakaeTca obLiee KONMYECTBO OLINOOK ANA KaXKA0W CTaHLUN.

¢ KonnuectBo owim60ok No KOMNOHEHTaM — MPUBOAUTCA CMUCOK aHTUBUPYCHbIX
KOMMOHEHTOB, B GYHKLMOHMPOBaHMM KOTOPbIX BO3HMKaAW ownbkM. Ha kpyroson
AnarpamMmme oTobpaxkaeTcs NPOoLEHTHOE COOTHOLLEHME MeXy OLIMBbKaMn Bcex

KOMMNOHEHTOB.

PyKkoBOACTBO aAMAHUCT paTopa
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¢ Yrpo3bl N0 KOMMOHEHTaM — MPUBOANTCA CMMCOK aHTUBMPYCHbBIX KOMMOHEHTOB, KOTOPbIMMU
6b11 0B6Hapy>keHbl yrpo3bl. Ha rpadurke oTobpakaeTcs obliee KONNYECTBO Yrpo3,
06HapPYXKEeHHbIX KaXXZAbIM U3 KOMMOHEHTOB.

¢ OwKM6KM NO KOMMOHEHTaM — MPUBOANTCA CMUCOK aHTUBUPYCHBIX KOMMOHEHTOB, B
bYHKLMOHNPOBaHMM KOTOPbIX BO3HMKaan owmnbkn. Ha rpaduke otobpaxkaetca obuiee
KONNYeCTBO OLWMBOK KaXKaoro n3 KOMMNOHEHTOB.

8.6.3. UpgeHTudpunkatopbl 6e3onacHocTH

UTt06b1 NpocMoTpeTb MHPOpMaL Mo 06 naeHTUPMKaTopax 6e30MacHOCTU Ha CTAHLUAX

1. BbibepunTe NyHKT AHTUBUPYCHas ceTb B r1aBHOM MeHto LieHTpa ynpasieHus, B
OTKPbIBLUEMCS OKHE B MEPaPXMUYECKOM CMUCKE HaXXMUTE Ha Ha3BaHWe CTaHUUN Uan
rpynnbl. B pa3gene O6wme ynpaBastoLLero MeHIO B IEBOI YacTV OKHa BbibepuTe nyHKT
NaeHTndukaropbl 6e3onacHocTy.

2. OTKpoeTca OKHO, cofepXKallee cnesyrolime AaHHble:

e NpeHTudukaTop — yHVKanbHbIA MAeHTUOUKATOP CTaHUMUKN. 3afaeTcs NpU Co34aHnK
YUYETHOW 3aMnCK CTaHLMWN U B JajibHENLLIEM HE MOANEXMUT NU3MEHEHUIO.

e CTaHUMA — Ha3BaHWe CTaHUMW. 3aJaEeTCA NMPU CO34aHNN YUETHOM 3annCcn CTaHLUN 1
ByzeT aBTOMATUUECKM 3aMEHEHO HA Ha3BaHWe KOMMbIOTePa NOC/Ie NOAKIHOUEHUS AreHTa
Dr.Web.

e Aapec — IP-agpec ctaHumw.

e NpeHTndukatop 6e3onacHOCTN — yHNKaNbHbIN naeHTndunkaTop 6esonacHoctn (SID —
security identifier) komnbtoTepa. MNone 3anonHAETCS aBTOMATUYECKN NOC/AE MOAKIOYEHNSA
ctaHumm nog OC Windows k Cepsepy Dr.Web.

e [laTa nocneaHero NoAKAOUEHUA — JaTa NocNefHeN NONbITKA MOAKNOYEHUA CTaHLMM K
Cepsepy Dr.Web.

3. [ns npocMoTpa AaHHbIX 33 NpeAonpeaeneHHbIN Neprnos Boibepute AnanasoH 3
BblMaZatoLLero cnmncka Ha naHeaum MHCTPYMEHTOB: OTUET 3a ONpeAeNeHHbIr AeHb UK
MecsiL, 3aTeM HaXXmuTe KHonky O6HOBUTb. YTOObI NPOCMOTPETb AaHHbIE B MPON3BOJLHOM
AnanasoHe AaT, BBeauTe TpebyemMble JaTbl UM BblbepuTe AaTbl B BbiNajatoLwmx
KafeHZapsaX U HaxXmuTe KHorNky O6GHOBUTD.

8.6.4. KapaHTuH

Copepxmmoe KapaHTUHa

®annbl B KapaHTUH MOTYT 6bITb 06aBAEHbI OAHUM 13 @aHTUBUPYCHBIX KOMMOHEHTOB,
Hanpumep, CkaHepomMm.

Mosb30BaTelb MOXET CaM MOBTOPHO CKaHWPOBaTb dalibl, HAXOAALMECS B KapaHTMHe, Yepes
LleHTp ynpaBneHuns nav yepes MeHeaxep KapaHTMHa Ha CTaHLUN.

PyKkoBOACTBO aAMAHUCT paTopa
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UT06b1 NPOCMOTPETL M OTPEAAKTUPOBaTb COAEepPXXKUMOe KapaHTUHa B LleHTpe ynpaBaeHus

1.

BbibepurTe NyHKT AHTUBUPYCHaA ceTb B rNaBHOM MeHo LleHTpa ynpaBneHus, B
OTKPbIBLUEMCSl OKHE B MepPapXMUeCckoM CM1CKe HaXXMUTE Ha Ha3BaHWe CTaHLUU NN
rpynnel. B ynpaeastollem meHto BbibepuTe B pasgene O6uwme nyHkT KapaHTuH.

OTKpOGTCH OKHO, cojep>Xallee TabAnUHble AaHHble O TeKyLleM COCTOAHUN KapaHTUHa.

Ecam 6bina BoibpaHa ogHa pabouas ctaHumA, TO byaeT otobpaxkeHa Tabanua ¢ obbekTamuy,
HaXOAALUMMUCA B KAPAHTUHE Ha JaHHOM CTaHLUUMN.

Ecnm 66110 BbIOpaHO HECKONBKO CTaHLMIA, Tpymnna Uamnm HeCKONbKO rpynn, To byaeT
oTo6pakeH Habop TabanL, cogep>kalmx 06BbEKTbI KAPAHTUHA AN KaXKAOW CTaHLMUW B
OTAENbHOCTW.

| CTaTUCTMKa O MOBTOPHOM CKaHMPOBaHWUM 06bekTa B KapaHTUHe, NpuBeAeHHas B CTOGLIE
: MNHdopmauus, yuntbiBaeT TOIbKO NMOBTOPHOE CKaHUPOBaHWe, 3amyLieHHoe yepes LleHTp
yrpaBaeHws.

Mpuv NepemMeLLeHnr B KapaHTUH 6oiee 0AHOW yrpo3bl HaxxmuTe B cTos16Le MHpopmaums Ha
KOJIMUECTBO MEPEMELLEHHBIX B KaPaHTUH 06beKTOB, UTO6bl MOCMOTPETb BECH CMUCOK Yrpo3
BO BCIUIbIBAOLLEM OKHE.

Ecav ans o6bekTa B kapaHTVHE 3asBEH CTaTyC He MHGULIMPOBAH, 3TO O3HAYaeT, UTo Mocae
nepemMetleHvs B KapaHTiH o6bekTa, KBaMGULMPOBaHHOTO KakK yrpo3a, 6bi10 Npov3BeseHo
NOBTOPHOE CKaHUPOBaHWe, 1 06BEKTY NPUCBOEH CTaTyc 6€30MacHoro.

BocctaHoBAEHME 06BEKTOB U3 KapaHTVHA OCYLLECTBAAETCA TOAbKO BPYUHYHO.

3. [na npocMoTpa $haninoB, MOMELLEHHbIX B KAPaHTUH 3a onpejeneHHbI nepunod, inmbo

yKaXkuTe Avarna3oH BpEMEHN OTHOCUTENIbHO CErOAHSALLHEroO AHA U3 BbiNaJatoLLero Crnmcka,
NnMbo 3asanTe NPOU3BObHbIV AMANA30H AaT HA NaHen UHCTPYMeHTOB. [lns 3ajaHuns
NPOM3BOABHOIO Anana3oHa BBeauTe Tpebyemble AaTbl UAN HAXKMUTE Ha 3HAUKM KaneHzaps
pPAAOM C noasamu aat. [lna npocMoTpa AaHHbIX HaXkMuUTe KHONKy O6HOBUTD.

[N U3MeHeHNs 0TOBPaxKeHUs AaHHbIX HaXMUTe Ha 3Hauok % B 3aronoBKe TabANLbI:
e 3ajaliTe HaCTPOMKM OTOBpaXkeHs CTPok (Hanbonee akTyasbHO ANA ANMHHBIX CTPOK).
e BbibepuTe, Kakne ctonbubl 6yayT oTobpaxkatbca B Tabanue.

YTo6bl OTGUALTPOBATL Baiiibl KapaHTUHA, HaXMUTE KHOMKY ¥ B 3arofoBke TabauLbl v
3aflaiiTe cneytolime napamMeTpbl GUAbTPaLNN:

¢ Mounck — 3asaliTe NPOM3BObHYHO CTPOKY A/ MOMCKa MO BCeM pa3zenam Tabavubl. B
Tabamue 6yayT oTobpaxkaTbCs TONbKO CTPOKM, COOTBETCTBYHOLLUME pe3y/bTaTaM Moucka.

¢ MNMepemecTUBLUNIA KOMMOHEHT — BbibepunTe KOMMOHEHT 3awuTbl Dr.Web, koTopbiit
nepemectun Gansbl B KAPaHTUH.

e Yrpo3a — BblbepuTe Ha3BaHMe OOHapPY>XEHHOW Yrpo3bl COrNacHo Kiaccmbunkaumum
komnaHun «[loktop Beb».

¢ NicxopHoe nma — BBeAMTE NCXOAHOE UMA 06BbeKTa A0 NepemMeLLeHns B KapaHTUH.

PyKkoBOACTBO aAMAHUCT paTopa
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e Paswmep ¢aiina, b — npm nomoLum nonsyHka 3aganTe AnanasoH pasmepos
obHapyXeHHbIX 06bekToB B HanTax.

Haxxmute kHonky MpumeHuTb, UuTob6bl BbIBECTU Galiibl KapaHTUHA MO 3aj4aHHbIM
napameTtpam ¢uabTpa.

Haxxmute kHonky Mo ymonuaHuio, utobbl cOpocnTb BCce NnapamMeTpbl GuabTpaLmm B
HayaNbHble 3HaYeHNS.

6. Ansa ynpasneHusa GainaMu, HaxoAALMMUCA B KapaHTUHE, ycTaHOBUTe dnar ans
COOTBeTCTBYIOLEro darina, rpynnel Gannos nam ans scex GaNioB Ha OTKPbITON CTpaHuLLe
KapaHTWHa (B 3aronoBke Tabanupl). Ha naHenn MHCTpyMeHTOB BbibepuTe OAHO 13
CnesyoLmnx AeNCTBUIA:

Onuua OnucaHue
B Yaanutb ¢aiinbl

=
% Ypanutb BbI6paHHble daiinbl

Ynanutb BolbpaHHble dalinbl U3 KapaHTUHA U U3 CUCTEMBI.

= .
iZ yaanutb Bce daiinbi

Yaanutb 13 KapaHTMHa U U3 cucTeMbl BCe daiiibl, MonajatoLe nog BbibpaHHble
napameTpbl GuabTpaLyy, T. €. BCe Gaitibl, 0To6paxkaeMble B OKHe KapaHTVHa.

@ SkcnopTt
CkonmpoBaTb U COXPaHWTb BbIOPaHHbIV parin.
Mocne nepemelleHns NOAO3PUTENbHBIX GaliOB B JIOKaAbHbIA KapaHTVH Ha
KOMMblOTepe NoJIb30BaTeNs, Bbl MOXeTe CKOMMPOBaTb U COXPaHWUTb 3TV daiinbl
yepes LleHTp ynpasneHus. Hanpumep, ana ganbHelwern oTnpaBkv Ha aHain3 B
BUpYCHyto nabopaTtoputo koMnaHum «/Joktop Beb».
Mpw a3kcnopTe ¢pain NnomMeLLaeTcs BHYTPb apxuBa, KOTOPOMY MprcBanBaeTcs
“ms, coBnajatollee C xelleM 3KCNopTMpoBaHHoro ¢aina. B apxvee, nommmo

3KCNopTMPOBaHHOTO 0b6bekTa, Takke npucytcTyeT CSV-dain ¢ obLen
nHGopMaLmen 06 obbekTe. ADXMB MO YMONUAHMIO 3aLLMLLEH NapoaeM virus.

& BocctaHoBUTHL ¢paiinbi

| Vcnosb3yiite dyHKLUMIO BOCCTaHOBAEHUA GalNOB U3 KapaHT/HA TOJbKO €CAN Bbl YBEPEHDI,
yto 0b6BEKT He3onaceH.

= o
i# BoccTaHOBMTL BbiGpaHHbie daiinb
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BocctaHoBWTL NepBOHaYaNbHOE MECTOMONOXEHME BblbpaHHbIX B OKHe (aiinos,
T. €. BOCCTaHOBUTb aii/bl Ha CTaHLMM B KaTasory, B KOTOPbIX OHW HaXOAWINCh
[0 nepeMeLLeHns B KapaHTVH.

=3
|1 BocctaHOBUTL (paiinbl No napameTpam

B oTKpbIBLLUEMCS OKHe 3ajaliTe ClefytoLmne HacTPOMKU:
e Ecnv BbibpaH 0AMH 06BbeKT:

= BocctaHOBUTBH (aiinl KaK — BOCCTaHOBUTL BbibpaHHbIN dain 3
KapaHTiHa 1 pa3mecTuTb ero no 3asaHHoOMy MyTu 1 C 3aZaHHbIM MMEHeM.
B none BoccraHoBUTL ¢aiin no cieaytolremMy NyTU 3aaiite NoAHbIN
MyTb Ha CTaHLWK, MO KOTOPOMY ByAeT BOCCTaHOBAEH BblIbpaHHbIA daiin.
Vmsa daina AonxHo ObiTb 0653aTeNbHO 3agaHo. Mo ymonvaHuo
NOACTaBASETCA NEePBOHaYabHOEe MECTOMO/OXeHMe 1 umsa dalina (40
nepemelLenus). Mpy HEOBXOAUMOCTH Bbl MOXETEe U3MEHUTb 3TOT
napametp.

= BoccraHOBUTBH (aiizibl MO TUNY Yrpo3bl — BOCCTaHOBUTL M3 KapaHTiHa
BCe dalinbl, KOTOPbIM Hb1 MPUCBOEH TOT XKe TUM Yrpo3bl, YTO U
BbibpaHHOMy dariny. Tun yrposbl npusoautca B nose BocctaHoBUTD
daiinbl, copeprkalmne cieayiolLyto yrposy.

= BoccraHOBUTBH (aiizibl MO NyTUM — BOCCTaHOBUTL 13 KapaHTuHa Bce
dalinbl, NnepemMelleHHble 13 ONpejeneHHOro Kataaora.
B none BocctaHOBUTB Bee ¢aiiibl, NepemeleHHble B KapaHTUH U3
cnepyrolero Katajsora 3ajaire nyTb K kaTaaory Ha cTaHuum. Bce daiinbl,
nepemelleHHble B KapaHTWH 13 yKa3zaHHOTO KaTanora, 6yayT
BOCCTaHOBAEHbI. 1o ymMon4aHMo NoACTaBAseTCA MyTb 40 KaTajora, B
KOTOPOM HaxoAuncs BblbpaHHbIA Gaiin. Mpu He06XOAMMOCTN Bbl MOXeTe
M3MeHUTb 3TOT NapameTp.

e Eciin Bbl6paHO HEeCKoNbKO 06bEKTOB:

o BocctaHOBUTH d)aﬁ.ﬂbl — BOCCTaHOBUTb NepBOHa4YaabHOE
MeCTOMNoNOo>XeHMe q)a|7|nos Ha KOMMNbrOTEpPE, T.€. BOCCTaHOBUTb q)a|7|nb| B
KaTanory, B KOTOPbIX OHM HaXo4WancCb 4O NepeMeLleHna B KapaHTMH.

o BoccraHOBUTB alinbl MO TMNY Yrpo3bl — BOCCTaHOBUTL 13 KapaHTuHa
BCe paii/ibl, KOTOPbLIM HbINN NPUCBOEHbI Te XKe TUMbl Yrpo3, YTo U
BbIbpaHHbIM paiinam.

e B cnvcke BocctaHOBUTB Ha crieaytowmx o6bekrax BbibepuTe y3bl CeTH, Ha
KOTOPbIX BbIbpaHHbI 06beKT 6yaeT BoccTaHOBAEH 13 KapaHTuHa: anbo
TONbKO A8 CTaHLMK, Ha KOTOPOM 06bekT Hbln 06HapyXKeH, 1Mbo Ans
Mo/Nb30BaTENbCKVX FPYNM, BbIOPaHHbIX B MPEAI0XEHHOM CrMCKe.

e Jlo6aBUTb UCKIIOUEHUA B KauecTBe NMepcoHasibHbIX HacTpoek SplDer
Guard — f06aBuTb BbIbpaHHble 06BbEKTbI B CMINCOK UCKTOUEHWUI MpK
CKaHMpoBaHWMM koMmnoHeHToM SplDer Guard. Mpu 3TOM, ecan y3nbl ceTu, ANs
KOTOPbIX ByAeT 3MEHEH CNMCOK UCKIHOYEeHUI, HaceoBain HaCTPOIKN
komnoHeHTa SplDer Guard OT CBOMX MEPBUYHBIX FPYNM, TO AN HUX ByaeT
pa3opBaHO Hacnef0BaHWe W YCTaHOBJ/IEHbI MEPCOHasIbHbIe HACTPOWKM.
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e [l06aBUTb UCKJIIOUEHUA B KauecTBe NMepcoHasibHbIX HacTpoeK CkaHepa
Dr.Web — po6aButb BbibpaHHble 06bEKTbI B CMIMCOK UCK/THOUEHMA MpK
ckaHvpoBaHuWM KoMnoHeHToM CkaHep Dr.Web. Mpu aTom, ecan y3nbl cetw, Ans
KOTOPbIX BYAET M3MEHEH CMMUCOK UCKTHOYEeHUI, HaCNeA0Bav HAaCTPOLKA
komMnoHeHTa CkaHep Dr.Web oT cBoux nepBuUHbIX rpynm, To Ans Hux 6yaeTt
pa3opBaHO HacnefoBaHWe U YCTaHOBJEHbI MEPCOHabHble HaCTPONKM.

= »
i# BoccTaHOBUTL Bce daiinbl
BocctaHOBWTL MepBOHaYabHOE MeCTOMONOXeHME BCeX GaliioB B OKHE

KapaHTWHa, T. €. BOCCTAHOBMUTb Galiibl Ha CTaHLMM B KaTaJory, B KOTOPbIX OHU
HaXOAWIVCb O NMePEMELLEHNS B KapaHTVH.

@. CkaHupoBaTb Ppainbl

[} CkaHupoBaTb Bbli6paHHblie ¢aiinbl

MoBTOPHO CKkaHMPOBaTb BblIOpaHHble B KapaHTUHe dalinbl.

@. CkaHupoBaTb Bce Ppaiinbl

MoBTOpHO ckaHMpoBaTb Bce daibl B OKHE KapaHTUHa.

Ha oTk/itoueHHble CTaHLWM 3aMpoC Ha BOCCTAHOBEHVE U MOBTOPHOE CKaHMpPOBaHve byaet
: OTMNpaBfeH TOJIbKO MOC/E NOAKAOUEHNS cTaHumiA kK CepBepy Dr.Web.

7. 3KCNOPTUPOBATh AaHHbIE O COCTOAHUM KapaHTUHa B Galiil B OAHOM U3 CIeAyHoLLmMX
dopmatos:

& CoxpaHuTtb aaHHble B CSV-pann,
& CoxpaHutb aaHHble B HTML-¢aiin,
i CoxpaHutb aaHHbie B XML-¢paiin,

& CoxpaHutb aaHHble B PDF-daiin.
8.6.5. OTueTbl TEXHNUYECKON NOAAEPIKKN
C6op cucremHou nHpopmaLmm
1. BblbepuTe CTaHUUIO UK TPYNNY CTaHLMN, AN KOTOPbIX TpebyeTcs co3aaTth OTUET.

2. Ha Bknagke O6wme Ha NnaHenn MHCTPYMeEHTOB BbibepuTe NyHKT Co3aaTh oTuerT.

3. MNoaTtBepanTe 3anyck CO34aHna oTyeTa.
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| Mocne 3anycka co3AaHns OTYETOB A1 CTaHLMWM WM FPYMMbl CTaHUMWIA UKOHKA OCTaeTcs
aKTVBHOW. YTO6bI NOAYUMTb MHOOPMALMIO O COCTOAHUM CHOPa OTUETOB, Hy>HO MOBTOPHO
HaXaTb Ha UKOHKY.

| [ns cTaHUMM HEBO3MOXHO 3aMyCTUTb CO3ZaHNe HECKO/bKMX OTYETOB OAHOBPEMEHHO (415
rpynnbl OTYET 3aMyCTUTCA TOIbKO AJiA TeX CTaHUMIA, rae cbop 3aBepLueH/OCTaHOBEH,
OCTalbHblE CTaHUMW MPOUrHOPUPYHOT AaHHYHO KOMaHay).

4. YT06bI MOCMOTPETL COCTOSIHME OTYeTa, Haxxmute fletann. Ecam 3anyck cbopa otuetoB
3anylLLeH Uan OTIOXEH, MOSBUTCSA COOBLLEHME CO CCbIIKOM Ha pa3zen ¢ Tabanuen, rae
oTObpaxkaeTcs NPOLECC CO34aHMA OTYETOB U dalifibl FOTOBbIX OTYETOB.

MpocmoTp oTueToB

NHdopmauma o coctosaHMm cbopa 0TYeTOB, a Takke daibl FOTOBbIX OTYETOB AOCTYMHbI B

Tabavue B pasgene AHTUBUPYCHaA ceTb > O6uine > OTUeTbl A1 TEXHUUECKOW NOAAEPIKKM.

@ B TabanLe MOTYT XPaHUTbCA HECKOIbKO OTYETOB /1 OAHOM M TOW XKe CTaHLMW.

Tabavua CoOAepXUT Creaytolme aHHbIe:

e Npentndpukarop — ID ctaHumun.

e CraHUMA — VMA CTaHLUN.

e AApec CTaHL UM — MO YMOJYaHUIO.

e ma otueta — nmsa danina otyeta.

Xew SHA-256 — xew SHA-256 davina otyerta.

Mporpecc — X0/ BbINOJIHEHUA 3a4aun (CO34aHMA OTYeTa) B NMPOLLEeHTax.

CocrosiHne — coctosiHMe cbopa (Cospaerca/CkaunBaetca/ITotoBo/OwnbKa).

Ownbkn — coobuieHre 06 ownbke.

Bpemsa Hauana — Bpems Havana cbopa.

e Bpems okoHuUaHMUA — BpeMs OKOHYaHUs cbopa.

KHonkwu Hanj Ta6m/|u,e|71 MO3BONAKOT 3anyCTUTb NI OTMEHWNTb CO3J4aHNEe OTYETa, YAaINTb
OCTaHOBJIEHHbIE NN TOTOBbIE OTYETHI C CEPBEPaA (Ha CTaHUWMM OTUETbI He XpaHﬂTCﬂ) nan
CKa4aTb OTYEThHI.

ili B TabauLe He XpaHWUTCSH COCTOSIHME ANSl OTIOXKEHHbIX OTYeToB (Korga AreHT Dr.Web ewue He
oTnpaBun MHGOPMaLWIO O COCTOSHUM) UAN OTYETOB CTaHLMN, KOTOPble He MOAAEPXKMBAOT
JAaHHY0 GYHKUMIO.
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8.7. Paccbinika MHCTaNNALNOHHBbIX panunos

Mpwn co3gaHnmM HOBOW YYeTHOM 3anncu cTaHumm B LieHTpe ynpaBaeHuns reHepupyetca
NepCOHaNbHbIA NHCTANNALMOHHBIV NakeT Ana ycTaHoBKM AreHTa Dr.Web. NHcTannsaumoHHbI
nakeT BKItoUaeT B cebs nHctannatop AreHta Dr.Web v Habop napameTpoB nogkntoueHms K
Cepsepy Dr.Web v aBTopum3saumm ctaHumnm Ha Cepepe Dr.Web (onucaHune
WMHCTaANALMOHHOrO nakeTa n npouecca yctaHoBku AreHta Dr.Web c ero nomouysto

npvBeseHo B PykoBoacTBe No ycTaHOBKe, B pa3zese JlokanbHasa yctaHoBka AreHta Dr.\Web).

Mocne co3aaHns MHCTaANALMOHHBIX MAaKeToB, AN YA06CTBa UX PacNpOCTPaHEHUS, Bbl MOXETe
OTNPaBUTb KOHKPETHbIE MHCTANNALMOHHbIE NakKeTbl Ha 3/IEKTPOHHYIO NMOYTY NOJib30BaTeNEN.

Mpwn oTnpaBKe MHCTaNNALMOHHbIX MAaKETOB COAEPXNMOe NMcbMa GOpMUPYeTCs CesyHOLLMM
obpasom:

1.

B HacTpolikax 3anpeLleHbl BNOXeHUA (ycTaHoBAeH ¢nar OTNPaBAATb TO/NbKO CCbUIKY, CM.
HV>E): B MMCbME OTNPaBASIOTCA TOJbKO CChIJIKM Ha CKauyMBaHWE NakeToB.

OnepaunoHHas cucteMa CTaHLMN U3BECTHA (BNOXEHUSA pa3peLleHbl):

a) OC Windows: kK nTncbMy NpuKnajbiBaeTCAd MHCTaNNALMOHHBIV nakeT AreHTa Dr.Web ana
Windows.

b) OC Linux, macOS, OC Android: Kk nTCbMy NpUKNaAbIBa€TCA NWHCTaNNALNOHHbBIA dann
AreHTa Dr.Web ana cooTBeTcTBYHOLLEN ONEPALMOHHOWN CUCTEMbI U KOHOUTYPALMOHHbIN
dann c HacTponkamu noakntoyeHma k Cepepy Dr.Web.

OnepaunoHHas cucTteMa CTaHLUMM He M3BeCTHa — HOBasA yyeTHas 3anucb CTaHUMK, AreHT
Dr.Web ele He ycTaHOBAEH (BNOXEHWUS pa3peLLeHbl):

a) Ecnn Ha Cepeepe Dr.Web HeT naketoB ana ctaHumin nog OC Linux, macOS, OC Android
(B wacTtHocTK, Ha CepBepe Dr.Web He 3arpyxeHbl KopnopaTtuBHbie npoayktbl Dr.Web):
K MMCbMY MPUKNaAbIBaeTCA MHCTAANALUMOHHBIN nakeT AreHTa Dr.Web ana Windows, a
Takoke KOHOUTypaunoHHbIN Galn ¢ HacTpokamu nogkatoveHns k Cepeepy Dr.Web ansa
ctaHumm nog OC Linux, macOS, OC Android.

b) Ecnm Ha CepBepe Dr.Web ectb x0T# 6bl OAMH NakeT, KpOMe nakeTa ans ctaHumii nog OC
Windows: k nMcbMy NpuKiabiBaeTCs MHCTaANALMOHHBIV nakeT AreHta Dr.\Web ansa
Windows, KOHOUrypaLmoHHbIN dalrin ¢ HacTponkamu noakntoyeHmsa k Cepsepy Dr.Web
ans ctaHumi nog OC Linux, macOS, OC Android, a Takke ccblaika Ha ckauMBaHue
NHCTaNNALMOHHBIX dannoB ans ctaHumin nog OC Linux, macOS, OC Android.

Y106bI pa3ociatb UHCTA/VIALVNOHHDbIE MaKeTbl NO 3ne|('rpom-|0|7| nouyrte

1.

BoibepuTte nyHKT AHTMBUpPYCHasA CeTb [MaBHOro MeHto LleHTpa ynpaBneHus, B
OTKPbIBLLEMCS OKHE B Mepapxm4eckoM crnucke Bbibepute cnegyroime o6bekTbl:

e BblbepuTe CTaHUMIO, YTOObI OTNPABUTL MO 31EKTPOHHOM NOYTE MHCTaANALMNOHHbBIA NaKeT,
CreHEepPUPOBAHHbIV A5 AAHHOW CTaHLUMN.

e BbibepuTe rpynny CTaHLMI, YTOObI OTNPaBUTb MO INEKTPOHHOM NoyTe BCe
WHCTaNNIALMOHHbIE MaKeTbl, CreHEPMPOBaHHbIe /1 CTaHLMIA AaHHON rpynnbl.
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[ns opHOBpeMeHHOro Bbibopa HeCckobkMx 06beKTOB ncnonb3ymte kHonku CTRL nam

SHIFT.

2. Ha naHenun MHCTPyMEeHTOB HaxMuTe 3 O6uime — [l PazocnaTb MHCTaNNALMOHHDbIE

dainbl.

3. B oTkpbiBWwEMCS pa3zgene Paccbiika MHCTaANALMOHHBIX ¢daiiioB 3a4aliTe ciesyroLme

napameTpsbil:
e B cekunn O6wme:

o YctaHoBUTe dpnar YnakoBaTtb B zip-apXmB, UTOObl ynakoBaTb dalibl

WHCTaANALMOHHbBIX MaKeTOB B Zip-apXuB. YNakoBKa B apXnB MOXET ObiTb MonesHa npu
HaAnuMm GUAbLTPOB 3NEKTPOHHOW MOYTLI Ha CTOPOHE NOJIb30BaTeNs, H10KMPYOLLNX
nepegauy ncnosiHaeMbix GanaoB BO BAOXKEHUAX INEKTPOHHbIX MNCEM.

YctaHoBUTe Gnar OTNpaBAATb TO/bKO CCbIIKY, UTOObI OTNPaBAATL B MUCbME TOJIbKO
CCbINKY Ha ckauymBaHWe nakeTta. [1pun 3ToM cam pann MHCTANNALMOHHOIO NakeTa He
6yzeT npuknaabiBaTbCa K NMCbMY. JaHHaa onuma MOXeT O6bITb NONe3Ha, ecu
MOUTOBLIV CepBep KIMEHTa aBTOMATMYECKM YAANAET BAOXEHUS U3 INEKTPOHHbIX

MMceMm.

e B cekunn dnekTpoHHaA NouTa noJsyyarenemn 3ajalite agpec 3N1eKTPOHHON NOYTbl, Ha
KOTOpPbI ByAeT oTNpaBAeH UHCTaNNALMOHHbBIV NakeT. Ecan 6b1n10 BbIGpaHO HECKONbKO

CTaHLMWA UAK TPYNM, TO 3aZanTe agpeca 3NeKTPOHHOMW NOYTbl AN OTMPaBKM

MHCTaJIIAUMOHHDbIX MaKeToOB AnAd Ka>|<,£|,0|7| CTaHUMW B OTAE/IbHOCTU HAaNnpoTB MMEHN 3TOM

CTaHUMN.

| MapameTpbl OTNPaBKX 3NEKTPOHHOW MOYTbI HACTPAMBALOTCS B MEHIO AAMUHUCTPUPOBaHUe,
: B pa3zene Kondurypaumus Cepsepa Dr.Web, Ha Biaske CeTb, Ha BHYTPEHHEN BKIaAKe

3!'IeKTQOHHaFI noyra.

4. HaxmuTte kHornky OTnpaBuTb.

8.8. OTnpaBKa coobueHn cTaHLUAM

CUCTEMHbBIA aZAMUHUCTPATOP MOXKET OTNPaBAATL NOJb30BaTENAM UHPOPMaLNOHHbIE
COODBLLEHNS MPOUN3BOJIBHOTO COAEPXKaHMs, BKItOUatoWwume:

e TEKCT COObLIeHNS;

® TMMEpPCChbIIKA Ha UHTepPHEeT-pecypchl;

e J10roTMn KoMnaHum (uam nroboe rpaduryeckoe nsobpaxeHue).

B 3aronoBke okHa TakKe YKa3blBaeTCA TOYHAA AaTa NOJyYeHUA COO6LLI,eHI/IF|.

[aHHble coobLieHnsa BbIBOAATCA Ha CTOPOHE MOJ/b30BaTeNA B BUAE BCMbIBAOLLMX OKOH (CM.

pucyHok 8-1).
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%7 Dr\WEB

Nudopmauma

4" M

e

Joporoi nonezoeatens! Ha Ballem KOMMNBHOTE..,

% 7
[~ )
ﬁﬁ”ﬂ-

Yutate coobuleHne

PucyHok 8-1. OkHO coobuieHns Ha ctaHuuu nog OC Windows

Y106bI OoTnpaBuUTb COOGI.I.I,EHVIe noJib3oBartesnto

Bb|6ep|/|Te MYHKT AHTI/IBVIPYCHaSI CeTb B rNMaBHOM MEHHO LI,eHTpa ynpaBaeHuMA.

2. B oTkpbIBLIEMCA OKHE BbibEpUTE B MepapXmMyeckoM Crncke CTaHLMIO UAK TPYNMy U Ha

naHeAn MHCTPYMEHTOB HaXXMuUTe "H" 06m,ue - %OTnpame COO6I.U,eHVIe CTaHUMAM.
B OTKpbIBLLEMCA OKHE 3anoaHuUTE Cie4yrolne noaa:

e B nosie 3aronoBok coobuieHua MoxeTe 3a4aTb 3ar0I0BOK COOBLLEHMS, HanpuMep,
Ha3BaHWe KoMnaHWW. [laHHbIA TekcT ByaeT oTobpakeH B 3aroNI0BKe OKHa COOBLLEHNS
cnpaBa oT iorotuna. Ecam gaHHoe nosie ocTaHeTcsa NycTbIM, TO Ha MeCTe 3aro/ioBka B
OKHe coobLleHns ByaeT BbIBOANTCS MHGOPMALMA O COOBLLEHNN.

o Tekcr COOGI.I.I,EHVISI — obs3aTenbHOE none.

e YcraHoBuTe dnar MNokasbiBaTb I0roTMN B coobLyeHnn, UtTobbl oToHpaxathb
rpaduruecknin o6beKT B 3arosioBke OkHa coobLieHnA. 3aganTe caegyrowme napameTpsbl
norotmna:

o Cnpasa oT noas ®ain aoroTuna HaxMuTe KHOI‘IKyE AN1s 3arpysku daiina norotuna
C IOKaNIbHOTO pecypca 1 BbibepnTe HEOHXOANMBIV OOBEKT B OTKPbIBLUEMCS Bpay3epe

no dannosou cucteme (cM. Dopmat daina norormna).

e YctaHoBUTe dnar MokasbiBaTb CCbIJIKY B cO06WeHNN, UTOObI BKIOUNTL B COOOLLEHNE
rmnepccbinky Ha Be6-pecypcsi.

[ns pobaBneHns CCbINKMN:

a) B none UMaA ccbsikmM ykaxknTe Ha3BaHWe CCbINKN — TEKCT, KOTOpbI byaeTt
oTobpaxkaTbCA Ha MecTe CCbIIKN B COOBLLEeHNN.

b) B none URL-appec ana ccbinku 3agavite URL-agpec Beb6-CcTpaHMLbl, OTKPbIBAEMOM
NpW KINKE Ha CCbIAKY.

c) B none Tekcr coobuieHusa fob6aBbTe Mapkep {link} Be3ze, rae HeOH6XOAMMO
n06aBnUTb CCbinKy. B pe3ynbTupytowem coobLieHmnn Ha ero MmecTe byzeT BCTaBeHa
CCbI/IKa C yKa3aHHbIMK NapameTpamMiu. KonmuectBo TeroB {1ink} B TeKCTe He
OrpaHMuYeHo, HO BCe OHM ByayT coaep>kaTb OAMHaKoBble napameTpbl n3 nosen URL-
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apgpec ana ccbiku 1 ma cebinku. [pn Haanumm oAgHOro Nan HeCKOIbKMUX
MapkepoB {1link}, ccbinika ByaeT BCTaBAeHa TO/NbKO Ha MecTa MapKepoB.

d) Ecnv mapkep {1ink} He yka3aH B noJsie TeKcT coobuieHus, ccoliika 6yaeT BCTaBaeHa
€ANHOX/bl B KOHLLE COODLLEHNS Ha OTAENbHON CTPOKE.

e YctaHoBUTe pnar OTNpaBAATH TO/IbKO CTaHLMAM B ceTH, YTOObl OTNPaBAATb
coobueHmne Tonbko cTaHumam B ceTu (online). Ecan dnar yctaHoBAeH, OTNpaBka
CTaHUMAM He B CeTU OCYyLLeCTBAATLCA He ByaeT. Ecam dnar cHAT, oTNpaBka CTaHUMAM He B
ceTn ByaeT OTIOXKeHa A0 MOMEHTa UX MOAKIOUYEHUS.

e YctaHoBuTe dnar MokasbiBaTb CTaTyC OTNPaBKKU, YTOObLI BbIBOAUTL YBEAOM/IEHME CO
CTaTyCOM OTMNPaBKM COOBLLEHMS.

4. HaxmuTte kHonky OTnpaBuTb.

®dopmart Ppanina norotmna

®aiin c rpaduryeckmm n306paxkeHeM (IOroTUMNOM), BKIKOYaEMbI B COODLLEHME, AONXKEH
YAOBNETBOPATL CIEAYHOLLMM YCAOBUAM:

1.
2.

Mpaduueckmii dopmat darina: BMP, JPG, PNG, GIF, SVG.
Pasmep darina norotnna He goskeH npesbiwatb 512 Kb.

labapuTHble pa3mepbl n30bpaxeHna — 72x72 nukcens. VizobpaxkeHns gpyroro pasmepa
6yayT MacwtabmnpoBaTbCsA Npu OTMpPaBke A0 pa3Mepa Mo YMOAYAHWIO.

rnybuHa ugeTa (bit depth) — nrobas (8—24 6ur).

| Ecav Bbl XOTUTE MCNOAb30BaTh B COOBLLEHWM IOTOTUM C MPO3paYHbiM GOHOM, UCMONb3YITe
‘ darinbl B popmate PNG unn GIF.

MNMepes oTNpaBKOM NOAb30BaTENLCKOrO cOObLeHNs (0COHEeHHO MHOroaapPEeCHOr0),
peKOMeHayeTca npesBapuUTe/IbHO OTNPaBUTb ero Ha Nt060N KOMMbIOTEP C YCTAHOBAEHHbIM
AreHtom Dr.Web, uto6bl MpoBepuUTb KOPPEKTHOCTL pe3y/bTaTa.
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Mpumep oTnpaBku coobLieHns

Ans oTnpaBKn COOBLLEHNSA, NPUBEAEHHOTO Ha pUCyHKe 8-1, Bblan 3aaHbl CleayroLime
napameTpbl:

TekcT coobueHus:

YBaxaeMslld I10JIb30BaTEJIb !

Ha Bam KoOMNbOTEep OBl YyCTAHOBJIEH KOMIOHEHT Dr.Web Firewall.

[lonpoBOHY MHOOPMALMIO O BO3MOXHOCTSAX ITAaHHOT'O KOMIIOHEHTA MOXHO [OJIy4YMThb
{link}.

C yBaxeHueMm,

ADMMHMCTPpaLUMAa

URL-appec ana ccbinku: http://drweb.com/

Nma ccbinkuv: 3necob

PyKkoBOACTBO aAMAHUCT paTopa

218



A7 L4
i\

-
.
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naBa 9: YnpaBneHune cTaHUMAMU B BUPTYya/ibHbIX Cpegax

Dr.Web Enterprise Security Suite MoXeT MCMob30BaTLCA ANS 3aLLMTHI BUPTYaNbHOM
NHOPaCTPYKTypbl — KIACTEPOB BUPTYaNbHbIX MaLUNH, NPEAOCTABASAOLLMX YCAYTN KIMEHTAM
(Banee MMeHyembIx k1ueHmckumu BM): BUPTyanbHbIN XOCTUHT, CUCTEMA YAANEHHbIX paboumx
MECT, KopriopaTVBHble ob1aka U T. M.

OzHa nan HeCKONbKO BMPTyaabHbIX MaLUMH KnacTtepa noayyaroT POb Cep8uUCHbIX; Ha HUX
yCTaHaBauBaeTca cneyunanmsmposaHHoe 10 (CkaHupytowmi cepeep Dr.Web), c nomolubto
KOTOpOro oHu ob6pabatbiBatoT 3aMpockl MO aHTUBMPYCHOM NPOBEpPKE OT KNNEHTCKNX
BMPTyaNbHbIX MaLUWH.

B cocraB CkaHuMpytroLLero cepeepa BXOAAT:

e CKaHWpYHOLLLee AP0, OCYLECTBASIOWEE MPOBEPKY MNONYUEHHbIX ZaHHbIX HAa HaJnune yrpos;

e BMPYCHble 6a3bl 1 6a3bl BCTPOEHHbIX PubTPOB AN ODUCHOro KOHTPOIA.

Ha kineHTcknx BM yctaHaBanBaeTcs BuptyanbHbivi areHT Dr.Web, koTopbin paboTaeT nog
ynpasneHvnem Cepsepa Dr.Web n nepesaet Ha cepBucHyrto BM 3anpockl Ha ckaHupoBaHue, a
Takke camun Gansibl, nognexalume nposepke. Takasa cxema paboTbl CyLECTBEHHO CHUXKaeT
HarpysKky Ha KNMeHTCKNe BUPTyasibHble MalUWHbI 3a CYET CeayroLmx GakTopoB:

e NpoBepkKa BbIHECEHA 3a Npesebl KANeHTCKMX BM;
e OTCYTCTBYET HEOHXOAMMOCTb NOAAEPXKMBATL B akTyaJlbHOM COCTOSIHUW BUPYCHble 6a3bl 1
6a3bl BCTPOEHHbIX GUABTPOB Ha KaXA0W U3 KIMEeHTCKux BM.

KoHdurypaumna co CkaHMpYyOLWMM CepBePOM MNO3BOJIAET:

® COKOHOMMUTb OMEepPaTUBHYHO NaMATb;
® CHU3NTb HArpy3ky Ha ANCKOBYHO MOACNCTEMY BUPTYaJIbHbIX MalUWH;

® CHN3NTb HAarpy3ky Ha CeTb.

Ncnonb3yembli noaxos NpuBeAET K MOBbILLEHHOW 3arpy3ke npoueccopa. KoHourypaumm co
CkaHupyowmmM cepBepoM Hanbonee 3pdeKTUBHbBI MPU pas3MeLLeHNN BUPTYaibHOW CeTU B
npegenax ogHoro ¢G13nyeckoro cepeepa. Vicnonb3oBaHmne TONbKO BUPTyalbHOW (a He
dun3nueckomn) cetn ana nepesaum AaHHblx Mexay BM, pacnonoxeHHbIMU Ha OAHOM U TOM Xe
cepBepe (rmnepsmnsope), MoxeT obecrneunTb BbICOKYHO CKOPOCTb OOMeHa JaHHbIMU U
CKOPOCTb MPOBEPKMU.

CkaHuVpytoLWwmi cepeep MOXeT BbITb UneHOM Nt060W rpynmnbl. BO3MOXHO Takke 06beanHeHne
CKaHWpPYHOLLMX CEPBEPOB B OTAENbHYH FPYMMy, B TOM YMC/Ie M aBTOMATUYeCkN Ha OCHOBe
3a/laHHbIX NPABWA YIEHCTBA.

| Jo6aBneHvie CkaHMPYHOLLLEFO CEpBEPa B rPYMMbl M HACTPOWKa MPaBWA UlIEHCTBa
: BbIMOJIHAROTCA TaK e, Kak A/ BCEX OCTasbHbIX CTaHUMIA. Mogpo6bHas nHbopmaums o6

yrnpaBaeHun rpynnamMmm COLepP>XNTCA B pasgene Pa3MeueHme CTaHul/IVI B rpynnax.

PyKkoBOACTBO aAMAHUCT paTopa

219



A7

-
¢

g
),
A

lnaBa 9: YnpaBaeHue CTaHLMAMM B BUPTya/ibHbIX cpeaax

CraHuuu B3anmMozencTBytoT co CkaHUpyowmmM cepBepomM ¢ nomousto AreHta Dr.Web,
bYHKUMOHMPYLOLWEro B BUPTyaabHOM pexunme (BuptyanbHoro areHta Dr.Web). AreHt Dr.Web
paboTtaeT nog ynpasneHnem Cepsepa Dr.Web 1 nepegaet 3anpockl Ha npoBepky Ganaos u
URL CkaHupytowemy cepsepy. [Tpn nepexose B BUPTyanbHbI pexxnm AreHT Dr.Web
nepecraeT UCMoNb30BaTb BUPYCHble H6a3bl 1 6e3 cBA3N co CKaHUPYHOLWMM CepBEPOM OCTaeTCs
6e3 3awmTbl. Taknm ob6pa3om, BupTyanbHble areHTbl He MOTyT UCMO/b30BaTLCA 6€e3 yCTaHOBKM
1 HacTpoikn CkaHMpYHoLLEro cepBepa.

9.1. MNoaknroueHne ctaHuumn K CKaHMpyrow,emy cepsepy

CKaHVpYHOLWMI cepBep — 3TO BUPTyasbHas MallMHa, KOTopas MMeeT ocobblin cTaTyC 1 Ha
KOTOPYH YCTaHOBJ/IEHO cneunanmsnpoBaHHoe MO ans 06cnyXMBaHWS 3anpocoB No
aHTVBUPYCHOM NPOBEpPKe OT APYrvxX BUPTyabHbIX MaLLUVH.

MoapobHyto MHPOPMaLMIO MO YCTaHOBKE W NEPBUUYHON HacTporike CkaHMpytoLLero cepeepa
cm. B PykoBopacTBe no ycraHoBKe, M. YcTaHoBka CkaHupyroulero cepBepa Dr\Web.

ili CkaHMpYOLLUIA cepBep MOXKET ObITb ycTaHOB/IEH ToNbko Ha OC cemeiictaa Linux v FreeBSD.

| MoakntoueHme cTaHumMi K CkaHMpyroLLeMy cepBepy AOCTYMHO TOJIbKO B C/yYae, ecin 3T0
: MO3BOJIAIOT YC/IOBUA VICMOJIb3YyEMOW BaMU JIMLIEH3UN.

UTo6bI NoaKNOUUTBL cTaHUMIO K CKaHUpYoLLeMy cepBepy

1. BbibepuTe NyHKT AHTMBUPYCHasA CeTb (3HAYOK “¥) B rn1aBHOM MeHto LieHTpa ynpaeneHus.

2. B aepeBe aHTVBMPYCHOM ceTu BbibepuTe cTaHuuio (3Hayok B nan B, ecan craHuyms
BbIKJIHOUEHA) WM TPyMny CTaHLMiA (3Hauok (), koTopble HEO6XOAMMO MOAKIOUNTL K
CkaHupytoLiemy cepsepy (3Hauok E). CraHumn, noakntoueHHbie k CKaHMpytoLemy
cepBsepy, NpeAcTaBAeHbl B lepeBe B BU/AE BIOXKEHHbIX 21€MEHTOB.

B paszene Kondurypauusa sbibeprte BuptyanbHbin areHr.

4. YcraHoBuTe dnaxxok Mcnosb3oBaTbh CKaHUPYIOLLLMWA cepBep 1 yKaxkuTe agpec
CkaHupytolero cepepa B none CereBoi aapec CkaHMpyloLLLero cepeepa.

| [Ans ofHoro BupTyasibHOrO areHTa MOXeT ObiTb yka3aH agpec ToJbKO OA4HOTO
: CkaHupytoLLero cepeepa.

Ecnv He TpebyeTcs ykasbiBaTb KOHKPETHbIV afpec, UCMONb3YMTe HACTPOIKY MO YMOYaHNUIO
udp://:18008 — B 3TOM ciyyae CkaHvpyroLLUiA cepBep ByaeT onpesaeneH
aBTOMATUYECKM BHE 3aBUCMMOCTU OT TOFO, KaKoM eMy Ha3HaueH agpec — IPv4 van IPv6.

PyKkoBOACTBO aAMAHUCT paTopa
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Ap,pec MOXeT ObITb YKa3aH B O4AHOM 13 Ciefyromnx ¢OpMaTOBZ

e tcp://<IP-ampec>:<mopT> (MOXHO yKa3biBaTb Kak IPv4-, Tak u IPv6-agpeca; IPv6-
aZpec nNpu 3TOM yKa3blBAeTCA B KBaApPaTHbIX CKOOKax, Hanpumep tcp://
[fd15:4bab5:5a2b:1008:edc8:733e:1dd7:789c]:7777);

e udp://:<nopT> (B 3TOM PpopmMaTe yKa3blBatOTCA TOJLKO MPOTOKOA U MOPT, MO
KOTOpOMY CTaHumm ByayT nckate CkaHMpyowmmn cepeep);

e srv://service@<domain> (afpec 1 NOPT cepBepa yCayrn onpeaenarorca nyrem
noucka SRV-3anucu DNS gomeHa <domain>; €CNM JOMEH He yKa3aH, OH byaeT B3AT 13
davina HacTpoek DNS 13 nons search ambo domain — B 3aBUCMMOCTM OT TOTO, Kakoe
N3 HUX BCTPETUTCA B haiie HaCTPOEeK MOCAeAHUM).

5. HaxxmuTte Ha kHOoMNKy CoxXpaHUTb.

MNMpaBa
Monb3oBatensm ctaHumi nog OC cemerictBa UNIX gocTynHbl cnegyrowime npasa:
e 3anyck CkaHuMpytoLero cepeepa,

e npepbiBaHMe paboTtbl CkaHMpytoLero cepeepa,

e M3MeHeHVe KoHoUrypaumm CkaHUpYHOLWEro cepeepa.

Mo ymonYaHWo NpeAoCTaBAeHO TONLKO NpaBo Ha 3anyck CKaHWpPYHOLLEro cepeepa.

Habop npegocTtaBieHHbIX MpaB B Clyyae HEOH6XOAMMOCTU MOXET HbITb U3MEHEH
aAMUHUCTPATOPOM aHTUBMPYCHOW ceTn. NoapobHee o NpaBax cM. B pa3gene [1pasa

nosib3oBaTenemn CTaHuUWnn.

AOHOHHMTeﬂbeIe Hacrpoﬁ Kn

Kak Ha CkaHupytoLLem cepBepe, Tak U Ha NOAK/IHUYEHHbIX K HEMY CTaHLMAX NOA ynpaBaeHneM
OC UNIX MoryT 6bITb YCTaHOB/IEHbI AOMOJHUTE/IbHbIE HACTPOMKMN, KOTOPbIE YKa3blBakOTCA B
KOHOUrypaumMoHHOM dainne drweb.ini (cekums [MeshD]). BHecTn nameHeHuns B dann
drweb.ini MOXHO yepe3 LleHTp ynpaBaeHus (B HacTporkax ctaHuUumn Boibepmte UNIX —
AreHt Dr.Web — KoHdurypauus).

MNMoapobHOoe onmcaHme 3TMX HAaCTPOEK NPUBEAEHO B TabanLe HUXe.

[Ons craHumii nog ynpasaeHnem OC Windows mMoxeT 6biTb 3ajaH TONbKO agpec
‘ CkaHvipyroLuero cepsepa. Bce octanbHble HaCTPOWKY, OMMUCaHHble B Tabauue, He
noaAep>XXMBaroTCA.

Mapametp OnucaHue

LogLevel YpoBeHb Nogpo6HOCTY BeAeHUs XypHana. MoXeT NpuHMMaTh O4HO
V3 CIefyoLLUX 3HAYEHWIA:

PyKkoBOACTBO aAMAHUCT paTopa
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{yposeHb nodpobHocmu}

Log

{mun xypHana}

IdleTimeLimit

{uHmepsan epemeHu}
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OnucaHue

e DEBUG — caMblii NOAPO6HbIN (0TNa0UHbIN) YpOBeHb. BeiBOAATCS
BCE COODLLEHNS, a TakKe OTAaj0uYHas MHGOPMaLMs.

e INFO — BbIBOAATCS BCE COOBLLEHNS.

e NOTICE — BbIBOAATCA COObOLLEHMS 06 OLInbKax,
npeaynpexaeHuns, yBeAoMAeHNs.

e WARNING — BbIBOAATCA cOObLeHMs 06 owmnbkax u
npeaynpexaeHvs.

e ERROR — BbIBOZATCS TO/NIbKO COObLIEHMA 06 OLLInBKax.

3HaueHuMe Mo ymoJiyaHuKo: Notice

MeToz BegeHus >ypHana. MoxeT NpUHMMaTh OAHO U3 CIeAyHoL WX
3HaYeHUI:

e Stderr[:ShowTimestamp] — CcOOOLEHMs OYAYT BbIBOAUTHCA
B CTaHAAPTHbIA MNOTOK OLWNOOK stderr.

e Auto — coobleHNs Ana COXpaHEHUA B XKypHan nepesaroTcs
AeMoHy ynpasaeHus koHoburypauveit Dr.Web ConfigD Ha ctaHummn,
KOTOPbIV COXPaHAET UX B eAVHOEe MeCTO B COOTBETCTBUN C
COBCTBEHHBIMU HaCTPOMKaMMW.

e Syslog|:<facility>] — coobueHns 6yayT nepesaBaTbCs
KOMMOHEHTOM CUCTEMHOI Cyx6e XypHanmpoBaHus syslog.

e [lononHutenbHas Metka <facility> ncnonb3yetcs A ykasaHus
TWNa >XypHana, B KOTOPOM syslog b6yAeT coxpaHATb COObLLEHNS.
Bo3mMOXHble 3HaueHus:

@ DAEMON — cOObUeHNs AeMOHOB;
s USER — coobueHns noab30oBaTeNbCKMX NPOLECCOB;
° MAIL — COOOLLEHNsA NMOYTOBBIX MPOrpamMm;

8 LOCALO — coobLeHus noKabHbIX npoueccos O;

o LOCAL7 — COO6LLI,€HI/I$I JIOKaNbHbIX NpoLueccoB 7.

5 <nyme> — coobueHns ByayT COXpaHATbCA HEMOCPEeACTBEHHO
B yKa3aHHbIM paiin XypHaia Ha CTaHLMW.

3HaueHue no yMOJZIYaHUIO: Auto

MakcrmanbHoe BpeMs npoctoa BupTyanbHOro areHta nam
CkaHvpytoLLlero cepsepa, Mo NpeBbILEeHN KOTOPOro OH 3aBepluaeT

pabory.

MapameTp MOXeT 6bITb yCTaHOBAEH Kak Ha CKaHMpYHOLLLEM CEpBEpE,
TaK 1 Ha BupTyanbHowm areHTe.

PyKkoBOACTBO aAMAHUCT paTopa
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Mapametp

DebugSsh

{noeuyeckuti}

ListenAddress

{<IP-adpec>:<nopm>}

DnsResolverConfPath

{nyme}

DiscoveryResponderPort

{nopm}

EngineChannel

{On | Off}
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OnucaHue

Ecnun yctaHOBANEHO 3HaueHVe None, BupTyanbHbi
areHT/Ckanuvpyrowuii cepsep 6yaeT paboTtaTb NOCTOSHHO; B C/lydae
OTCYTCTBUS aKTUBHOCTU eMy He ByzeT oTnpas/ieH curHaa SIGTERM.

MwuHMManbHOe 3HaueHne — 10s.
3HaueHMe No ymonuvaHuro: 30s

Yka3blBaeT, cnefyeT M BbIMONHATL XypPHaMPOBaHVe COOBLLLeHN
npoTtokosia SSH Ha cTaHUuW, ecnun ycTaHOBAEH YPOBEHb
noapobHOCTM XypHana LogLevel = Debug.

3HaueHue no yMo4YaHuUKo: No

CeTeBO COKeT (afpec v NOPT) KIMEHTCKOrO MOAKNHOYEHWS, Ha
KoTopoM CKaHVPYHOLL WA CEPBEP OXMAAET COEANHEHUI OT
KJIMEHTCKMX CTaHUMIA.

MapameTp MOXeT BbITb YCTaHOBAEH TO/IbKO Ha CKaHMpytoLLem
cepBepe.

MapameTp f0ONXeH ObITb 06A3aTENBHO YCTAaHOBJIEH, UTOObI
CkaHuVpyroLni cepBep npocaywmnsan IPv6-uHtepdenc n mor
ob6HapyxvBaTb BupTyanbHble areHtsl no IPvé.

IPv6-aspeca yka3biBatoTCa B KBaApaTHbIX CKOOKaXx.

Ecnn B kauecTBe 3HaueHUs 3TOro NapameTpa ykasaHa nycras CTpoka,
CkaHVpyroLLLMI cepBep 3aBepluaeT paborTy.

YT06bI NPUCBOUTL 3TOMY MapaMeTpy 3HaueHue ' ' (T. e. NycTyro
CTPOKY), Heobx0AMMO OogHOBpPeMeHHO obaajaTb NpaBaMu Ha
3aBeplueHne paboTbl U N3MeHEeHNe KOHpUrypaumm

CkaHupyoliero cepsepa

MyTb K Paliny HaCcTpoeK NOACUCTEMbI Pa3peLleHNs JOMEHHbIX UMEH
(DNS resolver).

MapameTp ycTaHaBAVBaeTCs Ans BupTyanbHOro areHta, eciuv B
kayecTBe agpeca CkaHupyroLlero cepsepa 3agaHa SRV-3anwce.

3HaueHmMe No ymonuaHulo: /etc/resolv.conf

MopT, Ha koTopom CkaHVpYHOLW WA cCepBep OTBEYAET MO NMPOTOKOAY
UDP Ha 3anpocbl KINEHTOB.

3HaueHue Nno ymonyaHuo: 18008

BkntoueHve nnm BbikIrOUYeHWE ANA cepBepa BO3MOXHOCTM
npeAoCTaBAATb YCAYTN CKaHUPYIOLLEro ajpa.

PyKkoBOACTBO aAMAHUCT paTopa
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Mapametp

EngineUplink

{adpec}

EngineDebuglpc

{noauyeckuli}

UrlChannel

{On | Off}

UrlUplink

{adpec}

UrlDebuglIpc

{noeuyeckuti}
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OnucaHue

MapameTp MOXeT 6biTb YCTaHOBAEH TOIbKO Ha CKaHMpyHoLLLeM
cepsepe.

3HaueHue no ymMmoa4yaHu: On

YT06bl M3MEHWTb 3HaUeHVe 3TOro NapameTpa Ha Of £, He0O6XoANUMO
ofHOBpeMeHHO 06s1agaTh NpaBaMu Ha 3aBeplueHne paboTbl 1
m3MeHeHune KoHpurypauumn CkaHupylolLero cepeepa

Aapec CkaHupytoLlero cepsepa (ykasbiBaetcsa B TOM xe dopmare,
YTO W NPW HacTpoWike Yepes LieHTp ynpaBaeHus).

MapameTp MOXeT BbITb YCTaHOBEH TO/IbKO Ha BupTyanbHOM areHTe.

3HaueHuMe nNo ymonuaHuio: He 3adaHo

BbIBOAUTb B XypHa/s OTIaZ0uHy0 MHGOPMaLUMIO AN yCayru
CKaHMPOBaHWA, eCIN YCTaHOB/EH YPOBEHb NOAPOOHOCTM XypHaia
LogLevel = Debug

3HaueHue no yMOJZIYaHUKo: No

BrkntoueHvie nnu BbikatOUEHWE ANA cepBepa BO3MOXHOCTU
npegoctasnatb ycayru nposepku URL.

3HaueHue no ymMmon4yaHu: On

YT06bI MU3MEHUTL 3HaUeHWe 3TOro NapameTpa Ha Of £, He06X0AUMO
ogHOBpeMeHHO 06/1agaTh NpaBaMu Ha 3aBeplueHue paboTbl 1
m3meHeHue koHurypauumn CkaHupyloLLero cepeepa

AZpec BbILIECTOALLErO y3/a, UCMOoAb3yeMoro Ansa nposepku URL.
MapameTp MO>XeT HbiTb YCTaHOBAEH TOAbKO Ha BupTyanbHOM areHTe.
3HaueHuMe nNo ymonuaHuio: He 3adaHo

BbIBOAWTb B XXypHa/i OTAaf0uHyO MHPOPMaLMIO AN YCaYTU
nposepku URL ecan yctaHoBAEH YpOBEHb MNOAPOBHOCTM XypHana

LogLevel = Debug.

3HaueHue no yMon4yaHu: No

| Bonee nogpobHas nHbopmMaLmMa o HacTpolike napameTpoB CkaHUpYHOLLEro cepeepa u
BupTyanbHbIx areHTOB npriBeseHa B PykoBogcTBax agMmuHucrpatopa Dr.Web ans UNIX, B
pa3zene Dr.Web MeshD.
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9.2. UHTerpaumna ¢ nHPpPaCTPyKTypoi BUpPTYyasbHbIX paboumnx
MecT

Dr.Web Enterprise Security Suite noaaep>uvBaeT MHTerpaLuto ¢ UHGPaCTPyKTypom
BMpPTyanbHbIXx pabounx mect (VDI). Takas BO3MOXHOCTb Noae3Ha npu paboTte ¢ MoHKUMU
KAUeHmMamu, NoAAePX1BaroLWMMN paboTy B TepMUHaIbHOM pexume rno npotokosny RDP.

PaborTa aHTMBMpyCHOVI CeTN Npwn 3TOM OpPraHn3yeTca cielyrowmnm o6pa30M:

1.

AAMUHNCTPATOP aHTMBMPYCHOW CeTU CO3AaeT 3MasioHHsIU 06pa3 8upmyaabHoOU CMAaHyuu C
npeayctaHoBaeHHbIM 1O 1 AreHtom Dr.Web, nocne vero nogkntouaet atanoH k Cepsepy
Dr.Web.

M3 CO34aHHOrN0 3TaN0OHa KIOHNPYHOTCA HeO6XO/J,I/IMbIe BUPTYyaJibHbl€ CTaHLUUNWN.

Mo ncteyeHMn 3ajaHHOTO CPOKa BMPTYyasibHble CTaHLMM yaanatoTcs. Bnocneacteum
BUPTyasIbHbl€ CTaHLMM CO3JatOTCS 3aHOBO U3 3TaJIOHHOTO obpasa no mepe
HEeobXoAMMOCTH.

YT106bI NOArOTOBMTL aHTUBUPYCHYIO ceTb K pabore c VDI

1.

Bbibepute nyHKT AHTUBUPYCHaA CeTb B I1aBHOM MeHto LleHTpa ynpaBaeHusa n co3gante
HOBYH CTaHLMO, KOTOpas ByaeT CNYXUTb 3TaNOHHBIM 0Bpa3oMm.

YcTaHOBUTE Ha co3aaHHyo ctaHuuto AreHT Dr.\Web v Bce Heobxoammoe MO. [Noakntounte
craHuuto k Cepsepy Dr.Web.

HasHaubTe oaHy 13 ctaHUmM CKaHUPYOLWMM CEPBEPOM U YCTaHOBUTE Ha Hee
Heobxoanmoe 0.

B HacTponkax co3aaHHbIX CTaHLMIW YKaXMTe, UTO OHW JOKHbI MCMONb30BaTh

CkaHunpyrounii cepsep. Ykaxute agpec CkaHUpYHOLLero cepeepa, K KOTOpomy byayT
NOAKNOYATLCA CTaHLUMN.

B ToM e pa3gene co3gaite HOBYIO rpynmny, B KOTOPOWN ByayT pa3mMeLlaTbCs BUPTyaibHble
CTaHumMn.

HacTpoiiTe nopsagok pernctpauumn BUpTyaabHbiX CTaHuuin. s atoro B LleHTpe
yrnpasaeHus nepenanTe B pasgen AAMUHUCTpUpPOBaHUue — [101b30BaTeNbCkme
npoteaypbl. JobaBbTe HOBYHO NpoLeaypy Ha ocHoBe cobbiTvs HoBUUOK noaktouaerca K
Cepsepy Dr.Web. B nose TekcT npoueaypbl yKaxuTe:

local args = ... —-- args.id, args.address, args.station
if args.id == '<udeHmugukamop_smasaoHHoU cmaHyuu>"' then
return { "id", dwcore.get uuid(), "pgroup",

"' <udeHMuUUKamop_nep8uy4Hol_zpynnel>" '}

end

PyKkoBOACTBO aAMAHUCT paTopa
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B kauectBe <udeHmugbukamopa_smanoHHOU_cmaHyuu> Heobxoanmo ykasatb ID
3TaJIOHHOW CTaHUWK, co34aHHOM Ha 3Tane 1. B kauectBe
<udeHmugpukamopa_nepsuyHol_zpynnel> ykaxkute ID rpynnbl, CO34aHHOM Ha 3Tane 5.
[aHHas nHPpopMaLms Bcerja 4OCTynHa B CBOMCTBaX 06BbEKTOB B AepeBe AHTUBUPYCHOM
ceTum.

Mpy KNIOHMPOBaHMM Kaxkaas HOBas BUPTyaabHaa cTaHuma byaet noayyatb naeHTMdUKaTOP,
COBMajaroLLmim C MAEHTUONKATOPOM 3TaNOHHOM CTaHUmMuK. Mo ycnoBmamM npoLleaypbl npu
noakntoveHnmn ctaHumm k Cepsepy Dr\Web ans Hee reHepupyetcs HoBbi UUID, nocne vero
CTaHUMA perncTpupyeTcs B NePBUYHON rpynne C ykazaHHbIM UAEHTUPUKATOPOM.

Mpw HanMcaHM NpoLeaypbl PEKOMEHAYETCA CBEPATbCA CO BCTPOEHHbIM WabJoOHOM
npoueaypbl HoBuuok noaxntouaerca k Cepsepy Dr.Web. [ins ytouHeHna nHpopmavmu, B
TOM UMc/ie BO3MOXHbIX a/lbTEPHATMBHbIX MapaMeTpOB 1 BO3BpaLlaemMbix 3HayeHui, B LieHTpe
yrnpaBieHusa B gepese npoueayp Boibepnte Examples of the hooks — HoBuukn — HoBuuok
noaxtouaerca K Cepsepy Dr.Web.

NMnaHoBoe yAaJZieHNe HeaKTUBHbIX BUPTYaJibHbIX CTaHLl,I/Iﬁ

[ns pauMoHanbHOro pacnpeseneHns ANLEH3UN, a Takke ANS NpefoTBPaLLEeHNsA CKOMeHWs B
6a3e gaHHbIX NHGOPMaLMK 06 yaaneHHbIX BUPTyaNbHbIX CTaHLMAX, HEOOXOANMMO HaCTPOUTb
3a/laHne No aBTOMAaTUYECKOMY YAaNeHUIO HeaKTMBHbIX CTaHLUWUI. [To4 HeaKTUBHbIMM
noApa3yMeBaroTCs CTaHLMW, KOTopble He nogiitoyannce k Cepsepy Dr.Web B TeueHune
YKa3aHHOro cpoka.

[Ana noarotoBkM 3aaHUA NO aBTOMATUUECKOMY YAaNI€HUIO HEaKTUBHbIX CTaHLLUA

1. B LleHTpe ynpaBneHusa nepenamte B passen AgMmuHncTpupoBaHue — MaaHnpoBwmk
3apaHui CepBepa Dr.Web.

2. Co3palite HOBOE 3alaHue, HaXaB KHOMKY B Co3paTtb 3apaHUe Ha MaHENN UHCTPYMEHTOB.

PyKkoBOACTBO aAMAHUCT paTopa

226



N
fe}r naBa 9: YnpaBneHue cTaHLMAMM B BUPTya/ibHbIX cpepax | 227

\

3. Ha Bknagke [lercTBme B BbiNajatolLleM cnncke Bblbepnte BoinonHeHue ckpunTa, nocne
Yyero UMMNOPTUPYNTE U3 OTAeNbHOTO darina, AMHO BBeAUTE BPYUHYHO caeayrowwmi Lua-
CKPUMT B NOJIEe HUXKE:

local adminName = 'admin'

—-— ykazseBaeM 1D rpymnmns

local gid = ' <udeHmugbukamop__neps8uyHol_zapynnel>"
—— 3allaeM Iepuolnl HEeaKTUMBHOCTU (B CeKyHﬂaX)

local interval = 86400

require ('st-db-state')
require ('core/datetime"')
require ('core/admins/admins')

local lastseen = Datetime.timeUnixstampToDBFormat (Datetime.nowTimestamp ()
- interval)

local stations {}

—— BHIIOJIHSAEM 3alpoc k 0asze OaHHHX

local res, errl = DBuilder ()
:select('id, lastseenat')

:from('stations')

:where('gid', gid)

:where ('lastseenat '..dwcore.base64 decode('PA=='), lastseen)
:where ('state !=', st db state.st db state logged in)
:get ()

if res and next (res) then
for 1 = 1, #res do
table.insert (stations, res[i][1])
end
end
-- yIajseM HeaKTMBHBE CTaHUUU
local function delete stations (ids)
local admin, err = Admin:initWithLogin (adminName)
require 'core/admins/admins'
require ('core/stations/stations')
local status, results stations = Stations:delete(ids, admin)
return ''
end

return delete stations(stations)

B kauectBe <udeHmugukamopa_nepsuyHol_epynnei> ykaxuTe ID rpynnbl, CO3jaHHOM Ha
3Tane 5 npw nogrotoske kK pabote ¢ VDI.

PyKkoBOACTBO aAMAHUCT paTopa
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[daHHbIn ckpunT obpalLaeTca k 6a3ze gaHHbIX, noayyaeT ID cTaHUMI, He NOAKIFOYABLUNXCA K
Cepsepy Dr.Web B TeueHune nocnegHux 24 yacos (86400 cekyHA), v yaanseT 3T CTaHLUMN U3

rpynnbl € yka3aHHbIM ID.

@ PekoMeHayeTcs 0OHOBAATL 3TaNOHHbIN 06pa3 KaXzabli pa3 nocie 0H6HOBAEHWS
aHTUBUPYCHBIX KOMMOHEHTOB, TPebYyHOLLEero nepesarpyskn onepaLMoHHon cuctemsl. Mocne
06HOB/IEHMA NPOBeEPbTE U MPU HEOBXOAMMOCTN CKOPPEKTUPYIMTE NAEHTUGUKATOP STaNOHHOWM
CTaHUWK B TeKCTe NpoLuesypbl.

PyKkoBOACTBO aAMAHUCT paTopa
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FnaBa 10: Hactpowvika CepBepa Dr.Web

B AaHHOW rnaBe NpPUBEAEHO OMUCAHWE CEAYHOLWMX BO3MOXHOCTEN MO YNPaBieHNIO
napameTpamu paboTbl aHTUBUPYcHOM ceTn n Cepsepa Dr.Web:
e YnpaBaeHune JULEeH3UAMU — NapaMeTpbl INLEH3NPOBAHNS;

e BeseHve xxypHana — NPOCMOTP 1 ynpaBieHne xypHanamu pabotsl Cepepa Dr.Web,
NPOCMOTP NOAPOOHbIX CTaTUCTUUECKMX AaHHbIX NO paboTe Cepeepa Dr.Web;

e Hacrpouika koHdurypaumm Cepeepa Dr.Web — HacTpowka napametpoB paboTel CepBepa
Dr.Web;

e Hacrtpouika pacnucanuna Cepeepa DrWeb — HacTpoWka pacnucaHums 3agaHnin ana
obcnyxmBaHusa Cepepa Dr.Web;

e Hacrpoiika koHdurypaLmm Beb-cepeepa — HacTpoOMKa NnapameTpoB paboTbl Be6-cepBepa;

e [lonb3oBaTenbCckme NpoLeaypbl — NOAKNHOUYEHME M HAaCTPOMKa NOAb30BaTENbCKMX
npoueayp;

e Hactpoiika onoBellleH1Ii — HaCcTpoka CMCTEMbl OMOBELLEHUA agMUHUCTPaTOpa O
COBBITUAX aHTUBUPYCHOM CETU C Pa3IMYHbIMU METOAAMMU JOCTaBKN COOBLLEHUN;

e YnpasneHune penosuntopuem Cepsepa Dr.Web — HacTpoika peno3untopus ana obHoBAeHUA
BCeX KOMMOHEHTOB aHTMBUpYcHoW cetn ¢ BCO 1 ganbHelLero pacnpocTpaHeHns

0B6HOBAEHWNI Ha CTaHLWK;

e YnpaBseHne 63301 JaHHbIX — HENOCPEACTBEHHOE 0b6CnyxunBaHue 6asbl gaHHbIXx CepBepa
Dr.Web;

e OcobeHHOCTK ceTun ¢ Heckonbknmm CepBepamu Dr.Web — koHUrypauus MHOrocepBepHoOWn
aHTVMBUPYCHOW CEeTU M HaCTPOWKa MeXCepBEPHbIX CBA3EN;

e HTerpauma c MHGPaCTPYKTYPOIr BUPTYabHbIX Paboynx MecT — HacTpoiika CepBepa
Dr.Web ansa paboTtbl c HdpacTpyKTypon BUpTyanbHbix pabounx mect (VDI).

10.1. YnpaBneHve nNLeH3NAMU

10.1.1. MeHep)xep NN EH3UN

MoapobHas HbOpMaLMa O NMPUHLMMNAX U 0COBEHHOCTAX AnLeH3npoBaHus Dr.Web
Enterprise Security Suite npuBegeHa B pa3gene JlvueH3npoBaHve.

Nutepdpenic MeHepikepa nnueHsnmn

B coctaB LieHTpa ynpaBaeHus BxoanT MeHezaxep nvueH3ni. JaHHbIA KOMMOHEHT
MCNONb3YeTCa ANA YNpaBieHUa TMLEH3NPOBAHNEM OOBEKTOB aHTUBUPYCHOM CETU.

PyKkoBOACTBO aAMAHUCT paTopa
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Ana Toro 4tobbl OTKPBITH OKHO MeHeaxepa ANLEH3UIA, B TIaBHOM MeHto LleHTpa ynpaBaeHus
BbibepuTe NyHKT AAMMUHUCTPUPOBaHUE, B OTKPbIBLUEMCA OKHE B yNpaBAatoLeM MeHH
BbIbepuTe NyHKT MeHeayKep NNLLeH3UNA.

Mepapxmnueckuu cnncok Karouen

[naBHOE OKHO MeHezxepa NNLEH3UN COAEPXUT AEPEBO KNHOUEN — NepapXMUecKnin Cmncok,
y3/laMu KOTOPOFO ABASOTCA NNLEH3NOHHbIE KNHOUN, @ TaKXKe CTaHLMW, FPYNnbl U MOJAUTUKN,
AJ15 KOTOPbIX Ha3HAYEHbI INLLEH3MOHHbIE KJTHOUW.

Manenb UHCTPYMEHTOB COAEPXKMUT c/iegytollne 3JieMeHTbl yrnpaB/1€HUA:

Onuus

+ Ao6aButb

HMLI,EHBMOHHbIﬁ KoY

':BI Yaanutb Bbi6paHHble
06beKTbl

%-b PacnpocrpaHutb Katou
Ha rpynnbl U CTaHUUKN

B 3KcnopTUpPOBaTh KoY

% MpoBepuTb Hannumne
O6HOBJ/IEHUI 1 3aMeHUTb
JINLEH3NOHHbIe K/IHoUn

B PacnpoctpaHuTtb K/tou
Ha coceaHue CepBsepbl
Dr.Web

OnucaHue

[Jlo6aBuTb HOBYHO 3amu1cb O
JINLEH3VOHHOM KJIHOYE.

Yaanutb CBA3b MeXAy KIHUOM U
06BEKTOM NNLEH3NPOBaHMA.

3ameHuTb nan fobaBuTb
BblIOpaHHbIV K1Y K 00 beKTy
NVLEH3NPOBaHWA.

CoxpaHuTb NoKaNbHYH KOMUKO
dalina NMLEH3NOHHOTO KtoYa.

MpoBepuTb Haanune 0H6HOBAEHUH,
pacnonaraembix Ha BCO, ansa Bcex
kntouei. Mpu Haanumm
OBOHOBNIEHUI CKaYaTb KIOUM U
NPOBECTU 3aMeHy (CM.
ABTOMaTMyeckoe o6HOBAEHWE

JULIEH3UIA).

MepesaTb ANLEH3UN K3
BblIBPaHHOIO KNtOUYa COCEAHUM
Cepepam Dr.Web.

3aBUCMMOCTb OT 06BEKTOB B AepeBe
Katouen

Onupa Bcerga AOCTyrHa.

OcobeHHOCTU GYHKLMOHaNa 3aBUCAT
OT TOro, BbibpaH 1 06BEKT B AepeBe
KAtouen nnn Het (cMm. [lobasnexve

HOBOTIO JINLIEH3NOHHOIO KA Ya).

Onuys fOCTynHa, eCciv B Aepese
Bbl6paH 06BbEKT ANLEH3NPOBaHWA
(CTaHUmA, rpynna wan NoAUTUKa) Uim
JINLEH3NOHHBIRA KO Y.

Onuuwa focTynHa, eciv B Aepese
BbI6GpaH JIMLEH3VIOHHBIV KNHOY.

Onups Bcerga AOCTynHa.

[elicTBMe pacnpocTpaHseTcs Ha Bce
JIVLIEH3WOHHbIE KTHOUM B AepeBe.

Onuus ZOCTyMNHa, eCcv B AepeBe
BblbpaH NNLEH3NOHHBIN KIHOU.

PyKkoBOACTBO aAMAHUCT paTopa
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=1 %)
=] HaCTpOVIKVI BUAa gepeBa NO3BONAKOT UISMEHATb BUA MEPAPXMNYECKOTO AepeBa:

e Onar Noka3biBaTb KOAMUYECTBO JINLLEH3WUWA BK/IHOUAET/OTK/IHOUaeT oTobpaxeHue B JepeBe

KAroYelr 06LLEero KoMYecTBa AMLLEH3UI, MPejoCTaBAfEMbIX NNLEH3NOHHBIMUN KNHOUEBBIMYU
darinamu.

e [Ins N3MEHEHWA CTPYKTYpbl AepeBa NCMONb3YNTe CaeaytoLiye Onunu:

o OI'ILI,I/IH Knroumn npegnnmncbiBaeT OTO6pa)KaTb BCE JIMUEH3NOHHbIE KJTHOYN aHTVIBVIpyCHOl\/JI
CeTh B Ka4yeCTBE KOPHEBbLIX Y3/10B Nepapxmyeckoe gepesBa. I'Ip|/| 3TOM BJIOXKEHHbIMW
1IEMEHTAMU TNUEH3NOHHbIX KJHOUEen ABNAOTCSA BCE rpynnbl, CTaHUMW N NOAUTUKWN, ANA
KOTOPbIX HAa3HAY€HbI 3TN KNKOUN. ,[l,aHHoe npeacraBaeHne gepeBa ABaaeTCcA OCHOBHbIM U
NO3BONAET YNPaBJATb obbekTamm JIMUEH3NPOBAHUA N TNUEH3NOHHbBIMW KNKOYaMK.

o Onums Mpynnbl NpeAnvcbiBaeT 0TobpaXkaTbh B KaUeCTBe KOPHEBbIX y3/10B
Mepapxmyeckoro Aepesa rpynnbl, CoAep>kaliye o6bekTbl, A5 KOTOPbIX
HenocpeACcTBEHHO Ha3HauYeHbl JIMLLEH3VOHHbIE Katouun. [Tpy 3TOM BAOXKEHHbIMM
3/I€eMEHTaMU rpynn ABAAIOTCA CTAHLMM W NMOJUTUKN, BXOASALLME B JaHHbIE TPYynmbl,
JMLEH3NOHHbIE KJIOUN, KOTOPble Ha3HaueHbl A1 3TUX 06bekToB. [laHHOoe
npeACTaBieHNe JepeBa CYXMUT Ans yaobcTBa BM3yanmsaumm nidopmMauum o
JNLEH3NPOBAHUN 1 HE NO3BOAAET ypaBAsaTb OObeKTaMU JepeBa.

e [N U3MEHEHUs BHELLUHEro BMAa AepeBa UCNOb3ynTe CieyroLime onumm:

o Moka3biBaTb NAEHTUPMKATOPbI KIMEHTOB — BK/IHOUYaeT/OTkIouaeT oTobpaxkeHune

YHUKaNbHbIX UAEHTUNKATOPOB CTAHLMN.

o Moka3sbiBaTb Ha3BaHUA KJINEHTOB — BK/HOUAET/OTKNHOYAET 0To6pa>|<eH|/|e MMeH

(Ha3BaHWI) CTAHUMN.

o MNMoka3biBaTb aapeca KJINeHTOB — BK/IOYaeT/OTKIrOUaeT 0To6pa>|<eH ne |P—aApeCOB

CTaHUUN.

o Moka3sbiBaTb ONUCaAHUA — BK/KOYaeT/OTKIOYaeT 0T06pa>|<eHV|e onuncaHum CTaHLI,I/Il\/’I 7

rpynn CTaHLUMN.

Pabota c anuyeHsnamm

Mpwu nomown MeHea)xepa MLEH3UIA Bbl MOXKETE OCYLLECTBAATb cefytoline AeCTBUSA
Haj, IMLLEH3MOHHbIMMU K/IlOYaMu:

1.

© N o vk WD

[pocmMoTp nHbopMaUnmM 0 ANLEH3IUN.

JobaBieHne HOBOrO INLIEH3NOHHOIO K/HYa.

Ob6HoBAEHMNE NNLIEH3NOHHOIO KItoYa.

3amMeHa AMLEH3NOHHOIO Kakua.

PacuinpeHve cnncka ANLLEH3NOHHbIX K1H0Yer obbekTa.

YpaneHue AnieH3MOHHOIO KAtoYa U yaaneHne o6bekra U3 cnncka AnLEH3INPOBAHUS.
MNepeaaya nveH3nM Ha coceaHmnin Cepeep Dr.Web.

PesaktmpoBaHue NnLIeH3UI, NepejaHHblx Ha coceaHunii Cepeep Dr.Web.

PyKkoBOACTBO aAMAHUCT paTopa
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Mpocmotp nHpopmauum o AnMLEeH3NN

[ns TOoro uto6bl NPOCMOTPETL CBOAHYIO MHGOPMALMIO O MLLEH3MOHHOM K/IHOYe, BbibepuTe B
rnaBHOM OkHe MeHegzyepa NMNLEH3MIA YYeTHYHO 3anucb KAtoYa, MHPOPMaL MO O KOTOPOM Bbl
XOTUTE MPOCMOTPETb (Ha>XMUTe Ha Ha3BaHMe yUYeTHOW 3anucuy kKatoya). B otkpbiBLiencs
naHenun 6yaeT BbiBeAeHa Takaa MHGOpMaLMS, Kak:

e NpesocTaBasemoe 1 UCNoAb3yeMoe KONYECTBO NNLLEH3NIN U3 JaHHOTO JINLLEH3NOHHOrO
kntoueBoro danna.

e Nonb30BaTENb NLEH3NM.

e [lpogageL, y KOTOPOro bblna NnpuobpeTeHa faHHaa ANLEH3NS.

e /IaeHTMMKaLMOHHBIN N CEPUINHBIN HOMEpPa NNLEH3NN.

e [laTa OKOHYaHWA CpPOKa AENCTBMA NNLEH3UN.

e Brarouaet M faHHas NMLEH3NSA NOAAEPXKKY MOAYAA AHTUCNAM.

e MD5-xeLWw nMLEH3MOHHOTO KtoYa.

e PazpelueHHble cnncku GronneTeHen xewwen Ana UHGOPMUPOBaAHUSA O MPUHAANEXHOCTU
06HapyXeHHbIX yrpo3. Eciv dyHKLMoHan He MMLEH3MPOBaH, JaHHbI NapamMeTp
OTCyTCTBYET.

l OTcyTCTBVIe JINLIEH3UWN Ha 6ronneTeHn xewemn He YMEHbLLUaeT YypOBEHb aHTVIBMpyCHOVI 3anTbl.
,ﬂ,aHHaﬂ JIMLUEeH3UA no3sondeTt AO6aBVITb onoeeleHne agMMHUCTpaTopy O TOM, YTO
O6Hapy)KEHHaF| yrpo3sa npucyTctByeT B cneunannsnpoBaHHbIX OrONNETEHSAX U3BECTHbIX XeLlen

yrpos.

e Cnuncok AHTUBUPYCHbIX KOMMOHEHTOB, KOTOPbIE MO3BONAET NCMNOJIb30BaTb JaHHAA
nnueH3nA.

[o6aBneHVe HOBOro /INLLEH3UOHHOrO KJ/Iloua

YT06bI 1,06aBUTb HOBbIW JINL,EH3VUOHHbIN K/1loY

1. B rnaBHOM okHe MeHezxepa NNLEH3NN HaXMUTe KHOI'IKy+ [06aBUTb NMLLEH3NOHHDbIN
KJIFOU Ha MaHEeNn NMHCTPYMEHTOB.

2. Ha oTkpbIBLUEWCA NaHeNn HaxkmuTe KHOI‘IKyE ¥ BblbepuTe Gain C IMLLEH3NOHHbIM
KNFOUOM.

3. YcraHoBuTe dnar:

¢ HazHauuTb MLEH3MOHHBIN KAtouU rpynne Everyone, ecnvn 310 nepBbii ANLEH3VMOHHBIN
K04 B @aHTUBUPYCHOW ceTu. [lobaBasgemblin kito4y byaeT aBTOMaTUUeCkN Ha3HaveH
rpynne Everyone.

¢ 3aMeHUTb INLLEeH3MOHHbDIN K/toY rpynnbl Everyone, ecaun 310 He nepBbii
JNNUEH3VOHHbIV K1HOY B aHTUBMPYCHOW CeTU. TeKyLLUMI ANLEH3VUOHHBIW K4 rpynnbl
Everyone 6yzeT 3ameHeH A06aBAAEMbIM NNLEH3NOHHBIM KIHOYOM.

PyKkoBOACTBO aAMAHUCT paTopa
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I Ecan ANA rpynnbl Everyone Ha3Ha4eHO HECKOJIbKO NNLUEH3NOHHbIX Kﬂ}OHEIz, TO 6y,u,eT
3aMeHeH ﬂepBbIVI B Crnuncke.

Ecnu Bbl XOTUTE 3aMeHUTb OMNpeseNeHHbIN NLEH3NOHHbIN KoY rpynnbl Everyone,
BOCMOJ/Ib3yWTeCh Npoueaypoit OBHOBEHVE NNLIEH3VOHHOIO KAtoYa.

4. HaxmuTte kHornky CoxXpaHUTb.
5. JInueH3noHHbIV Ktou ByaeT fobaBieH B AepeBO KIHOYEN.

Ecnm Ha ware 3 Bbl He YCTaHOBWAW COOTBETCTBYHOWMI dnar, To Jo06aBAEHHbIN
NNLLEH3VOHHbIN KoY He ByseT NpuBsA3aH HU K O4HOMY 13 06bekToB. B 3ToM ciyvae ans
3a/,aHnsA 06bEKTOB NNLIEH3MPOBAHMWA BbIMOAHUTE Npoueaypbl 3amMeHa N1LEH3VOHHOrO

KJAKO4Ya nan PacmmpeHme CMnNCKa NNLLEH3MOHHbIX KArOYen O6'beKTa, OnucCaHHble HKXKe.

O6HoBNEHNe JINLLEH3UOHHOIO KJ/ltouya

|-|pl/l obHoBNEHNMU JMUEH3NOHHOIO K/IKO4a, HOBbI W J1VILI,eH3VIOHHbII7I KN4 6y,u,eT Ha3Ha4eH and
Tex e ob6bekToB JIMLUEH3NPOBaHUA, ANA KOTOPbIX OblN Ha3HauYeH OBHOBASIEMbIN K/IHOU.

Bocnonb3ylitech npoLesypoil 06HOBAEHUS KAtOUa A/1f 3aMeHbl K/lkoYa C UCTEKLIUM CPOKOM
AENCTBNS UV AN 3aMeHbl Ha KU C APYrMM CMUCKOM YCTaHaBAMBaeMbIX KOMMOHEHTOB C
COXpaHeHWeM CTPYKTYpbl AepeBa KNOUen.

YT106bI 06HOBUTb JINLLEH3MOHHbBIN K/1HOY

1. B rnaBHOM okHe MeHezxepa ANLEeH3NI B ilepeBe KAtoUel BblbepuTe KroY, KOTOPbIN
XOTUTEe OOHOBUTH.

2. Ha oTKpbIBLUENCS NaHean CBONCTB KitoUa HaXXMnUTe KHOI'IKyE 1 BbIbepuTe pain ¢
JNNLEH3VOHHbBIM KIHOYOM.

3. Haxmute kHonky CoxpaHutb. OTKPOETCS OKHO HAaCTPOEK YCTaHaBAMBaEMbIX KOMMOHEHTOB,
OMNuCaHHOE B Nogpasgene Hactporiky npv 3aMeHe NMLLEH3NOHHOIO Krua.
4. HaxmuTte kHornky CoxpaHuUTb A1 OOHOBAEHMA NNLLEH3NOHHOIO KKoua.

3ameHa m UEeH3NOHHOro KJjirouda

Mpn 3amMeHe NMLLEH3MOHHOrO KItoYa A1 06bekTa NMLLEH3MPOBaHMA YAaNAaoTCA BCe TeKyLume
NMLLEH3NOHHbIE KNHOUM U 106aBASETCA HOBbIV KIHOY.

YT06b1 3aMEHUTb TEKYLLLUWA JINL,€H3UOHHbBIW K/1H0Y
1. B rnaBHOM OkHe MeHeaxxepa ANLLEH3UIN B epeBe KIHOUEN BbIbepuTe KAy, KOTOPbIN
XOTUTE Ha3HauUMTb 0OBEKTY TNLEH3NPOBAHUA: FPYMMe CTaHLUI, CTaHLWUW AU MONUTUKE.

2. Ha naHenn NHCTPYMEHTOB Ha>XMUTe KHOMKY 18 PacnpocrpaHuTb K104 Ha rpynnbl U
craHumn. OTKpPOeTCA OKHO C MepapXmyeckMm CMMCKOM aHTUBUPYCHOWN CeTu.

PyKkoBOACTBO aAMAHUCT paTopa
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3. BbibepuTe B crnvcke 06beKTbl ANLEH3MPOBaHMSA. s BbiIbOpa HECKONbKNX OO BEKTOB
ncnonbsymte kHonku CTRL n SHIFT.

l YT106bI Ha3HAUUTb KAOY Ana NoJINTUKK, HeO6XOAI/IMO Bbl6paTb CaMy NOJINTUKY Nan TEKYLLYHO
° Bepcuno 3TOW MOJUTUKN (knto4 aBTOMaTUYECKM Ha3HaYaeTCca NOAUTUKe npu Bbl60pe ee

TEKyLLLe Bepcum 1 HaobopoT).

JIVLIEH3MOHHBIN KJTHOY Takxke MOXKET HbITb Ha3HaueH Nt0601 BEpCUM NMOAWTYKY, KOTopas He
ABAseTCa Tekywel. MNpu 3ToM KNtoY 6yAeT HazHaueH TOIbKO 3TOW BepCUW, HO He camol
nonuTuke. Takom Knou He 6y,£l,yT NPUMEHATLCA K CTaHUMAM, NOKa TeKyllaa BepCcha noJnNTnkKn
He 6yaeT 3aMeHeHa Ha Ty, KOTOPOM 3TOT KJIHOY Ha3HaYeH.

ﬂVILI,eH3I/IOHHbIl7I K1Y HeO6XOAI/IMO Ha3Ha4aTb NMOJINTUKaM UM UX BEPCUAM
HenocpeaCcTBeHHO.

4. HaxmuTte KHOMKY 3ameHuUTb I'IVIll,EHBI/IOHHbIﬁ KJ/T1HOu. OTKpOGTCﬂ OKHO HacCTpoek
YCTaHaB/IMBaeMbIX KOMIMOHEHTOB, ONMMCaHHOE B nojgpasaene HaCTQOIZKM npuv 3amMeHe
JNUEH3NOHHOIO KAKo4a.

5. Haxmunte KHOMKY Coxpanrb AnAa 3aMeHbl IMUEH3NOHHOIO K/1FO4a.

PaclumpeHme cnncka IMLLeH3MOHHbIX K/touen o6beKkTa

I'Ip|/| AO6aBﬂeHI/II/I JNUEH3NOHHOIO KJKoYa Ana obbekTa JINLUEH3NPOBaHNA COXPaHAKTCA BCE
TeKyLne Kio4n, n B CNMCOK KNHOUENn AO6aBJ'IF|eTCFI HOBbI I J1I/ILI,€H3I/IOHHbII7I KNHO4.

UTo6bI 406aBUTb INLLEH3MOHHDbIN K/IHOU K CMUCKY JIMLLEH3UOHHbIX K/touei o6bekTa

1. B rnaBHOM okHe MeHezxepa NNLEeH3NI B iepeBe KAtoUel BbibepuTe KroY, KOTOPbIN
XOTuTe f06aBMTb B CMNCOK KNtoUen obbekTa: rpynne CTaHUMiA, CTaHLUW UAN NOANTHKKE.

2. Ha naHenn MHCTPYMEHTOB HaXXMUTE KHOMKY ® PacnpocTpaHuTb K/1lOU Ha rpynnbl U
craHumn. OTKPOeTCH OKHO C MepapXmMyeckMm CMMCKOM aHTUBUPYCHOMN CeTu.

3. BbibepuTe B crnncke 06beKTbl INLEH3MPpOoBaHMA. s Bbibopa HECKONbKMX 06 BbEKTOB
ncnonb3ynte kHonku CTRL n SHIFT.

l Y106bl Ha3HaUNTL KAKOY A1 MOJUTUKK, HEOBXOAMMO BbIGPaTh Camy MOJIUTVKY MW TEKYLLYHO
: BEPCUIO 3TOW MOAUTUKM (K1HOY aBTOMAaTUUYECKM Ha3HauaeTca NoauTuike npw Bblbope ee

TEKyLLLe Bepcum 1 HaobopoT).

ﬂVILI,EHBVIOHHbIl\;I K/ItOU Takoke MOXKET 6biTb Ha3HaueH 1to6o BepPCUN NONNTUKN, KOTOPaA He
ABNAETCA TEKyLLI,er/’I. Hpm 3TOM KN4 6yAET Ha3HaueH TO/IbKO 3TOM BepCnn, HO He camol
noautuke. Takon KNy He 6yAyT NPUMEHATbCA K CTaHUMAM, NOKa TeKyLlaa BEPCUA NOJIUTUKA
He 6y,u,eT 3aMeHeHa Ha Ty, KOTOpOI7I 3TOT K/IKOY Ha3Ha4eH.

ﬂVILI,eH3I/IOHHbIl‘/’I K1Y HeO6XOAI/IMO Ha3Ha4aTb MOJINTUKaAM UMK UX BEPCUAM
HenocpeacTBEHHO.
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Haxxmute KHOMKY AO6aBVITb I'IVIU,GHBVIOHHbIﬁ KJ/1HOU. OTKpoeTCﬂ OKHO HacCTpoeK
YCTaHaB/IMBa€MbIX KOMIMOHEHTOB, ONMMCaHHOE B nojpasaene HaCTQOI\/JIKI/I npu AO6aB}'IeHI/II/I
JVLLEH3NOHHOTO K/IKYa B CONCOK KJIHOYEWN.

Haxxmute KHOMKY COXpaHMTb and AO6aBJ'IeHI/IFI JIMUEH3NOHHOIO KNKO4a.

YAaﬂeHMe JINUEH3NOHHOro KJjiroua u yaaneHume obbekTa U3 cnucka
JINUEH3NPOoBaHNA

/I\ Henb3s yaanuts NociesHO0 yUYeTHYHO 3anuch kitoda rpynnsl Everyone.
)

ﬂ,}'lﬂ NONNTVK, KOTOPbIE€ Ha3Ha4Y€Hbl CTaHUVAM be3 nepcoHaNbHbIX HACTPOEK NNLEH3NOHHOTO
KNKO4Ya, A0JIKEH ObITb 3ajaH J'IVILI,eH3VIOHHbIﬁ KoY.

Y106bI yAaJnNTb IWILI‘EH3MOHHbIﬁ K104 UM 06BEKT M3 cnucka Iy eH3npoBaHuAa

1.

B rnaBHOM okHe MeHegaykepa AnLeH3u Bblbepute ANLEH3MOHHbIV K1Y, KOTOPbIA Bbl
XOTUTE YAANNUTb, AN OB6BEKT (CTaHLMIO, TPYMNMNY UAWU MOANTAKY), AN KOTOPOro Ha3HayeH
3TOT KJIKOY, M HaXXMUTE KHOMKY & Ypanuts Bbl6paHHble 06beKTbl Ha NaHeNu
WHCTPYMeHTOB. pu 3TOM:

e Ecnm bbina Bbl6paHa rpynna man CtaHUuMA, TO OHa yaandaeTca n3 cnmcka O6'beKTOB, Ha
KOTOPbIX pacnpocCTpaHAeTCA ,D,el\/’ICTBVIe Ha3Ha4eHHOro AnAa Hee Karouya. ﬂ,.l'lﬂ rpynnbl nan
CTaHUWMW, Yy KOTOPbIX yAaNAeTCA HepCOHaﬂbeIVI J'II/ILI,eHBVIOHHbIlZ K/IHOY, yCTaHaBAMBaeTCA
HaciegoBaHMe NTMUEH3MOHHOTO KJ/IKO4a.

e Ecnn 6bina BoibpaHa NosnTHKa, TO U3 CNUCKa 06 BEKTOB, Ha KOTOPbIX Ha3HauYeH
JNNLEH3VOHHbIW KUY, TakkKe yaanseTcs Tekyllas Bepcus noantukun. Ecam 6oina BoibpaHa
TekyLlas Bepcua MOANTMKM, TO caMa NoAnTuKa Takke byaet yaaneHa. OgHako, npu
yAaneHNn BepCcumn NoanTUKN, KOTopas He ABAAETCS TeKyLlen, caMa NonTnka n ee
TekyLlas Bepcua He ByayT yaaneHbl.

e Ecv 611 BbIGPaH NMLIEH3NOHHBIN KNHOY, YAANAeTCA yYeTHas 3anmcb Karoua m3
aHTUBMPYCHOM ceTu. [Ina BCex rpynn 1 CTaHUMK, A8 KOTOPbIX Hbln Ha3HAaYeH AaHHbIN
NNLEH3MOHHBIV KoY, ByeT yCTaHOBAEHO HacnefoBaHWe NINLEH3NOHHOTO KIoYa.

OTKpOGTCH OKHO HacCTpOeK yCTaHaB/IMBaeMbIX KOMMNOHEHTOB, OnNnCaHHOE B nNojpa3aene

HaCTpOVIKVI npv 3aMeHE TNUEH3VNOHHOIO KJko4Ya.

3. HaxmwuTe kHonky CoxpaHuUTb A5 yaaneHus BbibpaHHOro obbekTa.

MNMepeaaua nnueHsun Ha coceaunit Cepeep Dr.Web

Mpwu nepesaye YacT CcBOHOAHbBIX NNLLEH3UI Ha coceaHmin Cepep Dr.Web 13 aneH3noHHoro
kntouva Ha gaHHom Cepsepe Dr.Web, nepegaHHoe KONMYeCTBO NLEH3NIN ByaeT HeAOCTYNMHO
A9 UCNONb30BaHUA Ha gaHHoM CepBepe Dr.\Web A0 OkOHUaHMA cpoka pacnpocTpaHeHus
3TUX INLIEH3 U,

PyKkoBOACTBO aAMAHUCT paTopa
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UTo6bI NnepeaaTb MnLeH3UM Ha coceaHu Cepsep Dr.Web

1.

B rnaBHOM okHe MeHeaykepa MLeH3MIA B AepeBe Kitouen BbibepuTe katoY, cBOHOAHbIE
NNLLEH3MU U3 KOTOPOro XOTUTe nepeaaTb Ha coceaHunin Cepeep Dr.Web.

Ha naHenn MHCTpPYMEHTOB HaXXmuTe KHOI'IKyE'P PacnpocTtpaHuTb K104 Ha cocegHue
Cepsepbl Dr.Web. OtkpoeTcs oKHO ¢ nepapxmyecknm cnmckom cocesHmnx Cepepos
Dr.Web.

Bbibepute B cnucke CepBepbl Dr.Web, Ha KOTopble XOTUTe PacnpoCTPaHUTb AULLEH3NN.
Hanpotus kaxaoro n3 Cepsepos Dr.Web 3agalite cnegytowime napameTpbi:

¢ KonnuectBo AnLeH3uii — KOANMYECTBO CBOOOAHbIX IMLEH3UN, KOTOPbIE Bbl XOTUTE
nepejatb 13 JaHHOrO Kitouva Ha coceaHmin Cepep Dr.Web.

e [lata OKOHUYaHUA NINLLEH3UN — CPOK AeNCTBMA Nnepesaun anLeH3ni. Mo ncreyeHmm
yKa3aHHOro Cpoka, Bce nnueH3unm byayt oto3BaHbl ¢ cocegHero Cepsepa Dr.Web u
BEPHYTCA B CNMNCOK CBOHOAHbBIX INLLEH3NI JaHHOTO NLLEH3MOHHOTO KAtoua.

Haxxmute oAHy 13 KHOMNOK:

¢ [106aBUTb INLE€H3NOHHBIN KJIFOU — YTOObI 406aBUTb ANLIEH3NM K CIINCKY MM EHOLLMXCA
nnueHsuni coceagHnx Cepsepos Dr.Web. OTkpoeTcsi OKHO HaCTpOEeK YCTaHaBMBaEMbIX

KOMMOHEHTOB, ONMCaHHOe B nogpa3ene Hactponkn npu AobaBaeHUM INLLEH3UOHHOIO
KJKOYa B COUCOK KIHOYEN.

e 3aMeHUTb IML,EeH3NOHHDIN K/IFoU — YTOOb! YAaNUTb TeKyLMe ANLEH3UN COCEAHNX
CepBepoBs Dr.Web v 3agatb ToIbkO pacnpocTpaHsemMble AnLueH3nm. OTKPOEeTCH OKHO
HaCTpoek ycTaHaBAMBaEMbIX KOMMOHEHTOB, ONWUCaHHOE B Nogpa3aene Hactponku npu

3aMeHe NNLIEH3WMOHHOIO K/K4a.

PepakTupoBaHue L EH3MIA, NnepeaaHHbIX Ha coceaHnin CepBep Dr.Web

UT06bI OTpEeAaKTMpPOBaTh INLLEH3MM, pacnpocTpaHeHHble Ha coceaHuii Cepeep Dr.Web

1.

B rnaBHOM okHe MeHeaxxepa NvLeH3MI B AepeBe Kitouen Bbibepute cocegHunii Cepsep
Dr.Web, Ha koTOpbIl OblIN pacnpoCTpaHeHbl NNLLEH3UN.

Ha OTKprBLLIGVICH naHenn CBONCTB 0Tpep,aKTV|py|7|Te canegyrouine napamMmeTpbl:

¢ KonnuecrBo AnLeH3nii — KoIMYecTBO CBOHOAHbIX INLLEH3U, KOTOPbIe NepeaaHbl 13
kntoya c gaHHoro Cepsepa Dr.Web Ha cocegHuii Cepsep Dr.Web.

e [lata OKOHYaHUA NINLLEH3UN — CPOK AeNCTBMA Nnepesaun anueH3nn. [No ncreyeHum
yKa3aHHOro CpOKa, BCe NnLLeH3um byayT oTo3BaHbl ¢ gaHHoro Cepsepa Dr.Web u
BEPHYTCA B CMNCOK CBOOOAHbBIX NLIEH3NI COOTBETCTBYIOLLENO JIMLEH3NOHHOTO K/IHOYa.

Haxmute kHonky CoXpaHuTb /11 06HOBAEHMA MHPOPMALMM MO pacnpoCTPaHAEeMbIM
JNLEH3UAM.

PyKkoBOACTBO aAMAHUCT paTopa
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N3meHeHMe cnucka YCTaHaBJ/INBaeéMbIX KOMIMOHEHTOB

HacTpoikun npu 3ameHe IMLLEH3MOHHOIO KJKoua

B saHHOM nopgpasjene onncaHa HacTpoWKa yCTaHaB/IMBAaEMbIX KOMMOHEHTOB Mpwu
BbIMOJIHEHWM NPOLEeAYp:

e O6HOBNEHME NNLEH3NOHHOTO KJItOYa.

e 3aMeHa NMLUEH3NOHHOTO KItoua.

e YaaneHue NMUEeH3MOHHOTO Kkoua.

e [lepesaya nnueH3nn Ha coceaHui Cepsep Dr.Web c 3ameHom kntoua.

Y106bI HaCTPOUTb yCTaHaBJ/InBaeéMble KOMMNOHEHTbI MPu BbiINOJIHEHUN AaHHbIX NMpoueayp

1. B okHe HaCTpO€EeK yCTaHaB/IMBaeMblX KOMMOHEHTOB B CMNKCKe 0b6bekToB npueeaeHbl:
° CTaHLI,VII/I, rpynnbl U NOJANTUKN CO CBONMU CMUCKaMW YCTaHaBIMBae€MbIX KOMIMOHEHTOB.

e B cTonbue Tekywnii kKaKoU NprBeseH CNUCOK KAtoYen obbekTa 1 HaCTPOMKM
yCTaHaB/NMBaeMbIX KOMMOHEHTOB, akTyasbHble AN 06beKTa Ha AaHHbI MOMEHT.

e B CTOJ'I6LI,€ HasHauaemblii K1OU npmeeieH KAo4 n HaCTpOVIKM YCTaHaBJIMBaeMbIX
KOMMOHEHTOB, 3ajaHHble B KJIKOYeE, KOTOprI\/II 6y,u,eT Ha3Ha4eH and Bbl6paHHbIX 06BbEKTOB.

e pun HeobxoamMocTh yctaHoBUTe dnar MokasbiBaTh TONBKO pa3anyatrouimecs, YToOb! B
cnncke oTobpakaancb TONbKO T€ KOMMOHEHTbI, HACTPOMKM KOTOPbIX B TEKYLLEM U
Ha3HayaeMOM KIroUax pa3/inyatoTca.

2. ﬂ,flﬂ HaCTpOVIKM CMncKa yCTaHaB/IMBaeMbIX KOMMOHEHTOB:

a) B ctonbue HazHauaeMblii K1KOU Bbl MOXETE HAaCTPOUTb PE3Y/IbTUPYHOLWMIA CMINCOK
yCTaHaB/NMBaeMbIX KOMMOHEHTOB.

e Hactpoiku ycTaHaB/AMBaeMbIX KOMNOHEHTOB B cTON6Ue HazHauaemblii Kitou
PaCcCUNTbIBAOTCA UCXOASA U3 TOTO, pa3peLLeHo I UCNOb30BaHNE KOMMOHEHTa B
TEKYLLMX HAaCTPOMKax N HOBOM KJItOUe (+) UK He pa3peLleHo (-), cresyrowmm
obpaszom:

Tekylime HacTpoku Hacrpoiiku Ha3sHauaemoro katoua PesynbTupyrouine HacTpPoOku

e Bbl MOXeETE N3MEHNTL HaCTpOVIKI/I yCTaHaB/IMBaeMbIX KOMIMOHEHTOB (I'IOHI/I3I/ITb npasa
Ha yCTaHOBKy) TOJZIbKO €C/N B HaCTpOVIKaX, NONYyYEHHbIX B CTO}'I6LI,e HasHauaembii
K104, pa3pelleHOo ncnojsib30BaHMeE 3TOro0 KOMMOHEHTa.

PyKkoBOACTBO aAMAHUCT paTopa
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b) YcraHoBuMTe dnaru ans Tex 06beKTOB (CTaHLMIA, FPyNn U MOAUTKK), A8 KOTOPbIX ByaeT
pa3opBaHO Hac/leZoBaHMe HACTPOEK U 3aZlaHbl HACTPOWMKWN yCTaHaBAMBAEMbIX
KOMMOHEHTOB 13 cTon16ua HazHauaeMblli K1HOU B KaYecTBe NepcoHabHbIX. s
OCTa/IbHbIX 06 BEKTOB (47151 KOTOPbIX $1arn He YCTaHOBJ/IEHbI) ByAeT YCTaHOBNEHO
HacneZoBaHWe N3HaYabHbIX HAaCTPOeK 13 cTonbua HasHauaembiii Katou.

HacTpoiku npu po6aBneHNM NNLLEH3MOHHOrO KJ/lloUa B CMMCOK KJ/IHoUen

B saHHOM nojpa3szesie onmncaHa HacTpolika ycTaHaBANBaEMbIX KOMMOHEHTOB Mpw
BbIMOJIHEHWM NpoLeayp:
e PaclumpeHne cnmncka NMLEH3NOHHbIX Ktoued obbekTa.

e [epesaya nnueH3nn Ha coceaHunii Cepsep Dr.Web c gobaBneHnem kntova.

Y106bI HaCTPOUTb YCTaHaBJ/InBaeéMbleé KOMMNOHEHTbI MpPv BbiNMNOJIHEHUU AaHHbIX NMpoueayp

1. B okHe HaCTPOEK yCTaHaBANBa€MbIX KOMMOHEHTOB B CMUNCKe 06BbeKTOB npmeeaeHbl:
° CTaHU'I/II/I, rpynnbl U NOANTUKN CO CBOMMU CMUCKaMW yCTaHaBAMBae€MbIX KOMMNOHEHTOB.

e B cTon6ue Tekywum Kirou NprBeseH CNNCOK KItoUen obbekTa 1 HaCTPOMKHM
yCTaHaB/NMBaEMbIX KOMMOHEHTOB, akTya/ibHble A1 06bekTa Ha JaHHbI MOMEHT.

e B cton6ue HazHauaemMbii K1KOU NMPUBEZAEH KIHOY U HAaCTPOWMKN YCTaHaBANBAEMbIX
KOMMOHEHTOB, 3aJlaHHble B KItOYe, KOTOPbIM Bbl XOTUTE A00aBUTb A5 BbIBPaHHbIX
06DBEeKTOB.

2. Mpu HeobxoammocTn yctaHoBUTe dnar MokasbiBaTh TONLKO pa3siMuatrowmecs, Ytobbl B
Cnuncke oTobpaxkanncb TONbKO T€ KOMMOHEHTbI, HACTPOMKN KOTOPbIX B TEKYLLEM W
HacnesyeMoM Krouax pasnunyatorcs. Obpatnte BHUMaHWe, 4to B pa3gene HasHauaembin
KJIFOU NMPUBEAEHBI HE CAMW HACTPOMKM Ha3HAaUYaeMOoro K/ikoua, a pesynbTupyroLme
HaCTPOMKM yCTaHaBANBAEMbIX KOMMOHEHTOB.

3. ,ﬂ,l'lﬂ Hacrp0|7||<|/| CnnckKa yCTaHaB/IMBae€MbIX KOMMOHEHTOB:

a) B ctonbue HasHauaeMblii KIKOU Bbl MOXETE HACTPOUTb PE3Y/bTUPYHOLLMIA CMUCOK
yCTaHaBANBaeMblX KOMMOHEHTOB.

e Hactpoiku ycTaHaB/iMBaeMbIX KOMNOHEHTOB B cTON6Ue HasHauaemblii Kitou
PaCcCUNTLIBAOTCA UCXOASA U3 TOTO, pa3peLLeHo I UCNOJIb30BaHNE KOMMOHEHTa B
TEeKyLLMX HAaCTPOMKax N HOBOM KJItOUe (+) UAK He pa3peLleHo (-), cresyrowmm
obpazom:

TekyLime HacTpOKU Hacrpoiiku Ha3sHauaemoro katoua PesynbTupyrouine HacTpPoOku

+ + +
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e Bbl MOXeTe N3MEHUTb HaCTPOIKN yCTaHaB/MBAaEMbIX KOMMOHEHTOB (MOHW3UTb NpaBa
Ha YCTaHOBKY) TOJIbKO €C/IN B HAaCTPOMKax, MONyYeHHbIX B cToN6L.e HazHauaembiii
KJIFOU, Pa3peLLIEeHO NCMO/Ib30BaHME 3TOr0 KOMMOHEHTA.

b) YcraHoBuTe dnarn ana Tex 06B1EKTOB (CTaHLUMIA, FPYNM U NOANTUK), ANS KOTOPbIX byaeT
pa3opBaHO HacaeAOBaHWe HAaCTPOEeK M 3aaHbl HACTPOWMKM yCTaHABNMBaEMbIX
KOMMOHEHTOB 13 cTonbua HasHauyaemblii KIKOU B KauecTBe NepcoHabHbIX. s
OCTa/IbHbIX 06 BEKTOB (4151 KOTOPbIX d/1arn He YCTaHOBAEHbI) ByaeT yCTaHOBIEHO
HacnefoBaHWe HacTpoek K13 ctonbua HasHauaembii Katou.

10.1.2. OTueT 06 NCNO/ZIb3OBAHUMN INLLEH3UMN

OtueT 06 MCNoNb30BaHMM NNLEH3NIA COAEPXKUT MHOPMaLMIO 060 BCEX NLIEH3NSAX,
ncrnonb3yembix kak gaHHbIM CepBepom Dr.Web, Tak n coceaHnmn Cepsepamu Dr.Web, B Tom
yncae Npu nepegayde NNLEH3UN NO MEXCEPBEPHOWN CBA3MN.

COOTBETCTBUM C HAaCTpoOMKaMu, 3ajaBaemMbiMn B pa3gene Kondurypauua Cepsepa Dr.Web
— JlnueHsum, pasgen Hactpoiiku anA oTyeTa No UCMNO/Ib30OBaHMIO JINLLEH3WA.

@ OtyeTbl co3gatoTca (M oTnpaBaAtoTCs B ciyyae cocegHux Cepsepos Dr.Web) B

Ans Toro uto6blI MPOCMOTPETL OTYET, B I1aBHOM MeHHo LleHTpa ynpaBaeHus BbibepuTte NyHKT
AAMWHUCTPUPOBAHUE, B OTKPbIBLIEMCS OKHE B YIPaB/AOLIEM MeHO Bbibepute NyHKT OTUET
06 1Cnosb3oBaHUM JINL,EH3UN.

B faHHOM pa3gene NpuBOAUTCA Ceayrowas nHGopmaums:

e OtyeT 060 BCeX IMLEH3MAX, KOTOPbIMU pacnopsaxaeTtcs gaHHbii Cepep Dr.Web. Otyet
OyZeT NpUCyTCTBOBATL TakKe B TOM ciyyae, ecam Ha Cepeepe Dr.Web He HacTpoeHa Hu
ofHa cBa3b ¢ coceaHnmm Cepepamu Dr.Web.

e OTueTbl O NMLLEH3MAX, KOTOPbIMW pacnopsxatotca cocegHme Cepepbl Dr.Web,
nopotyeTHble gaHHoMYy CepBepy Dr.Web, B TOM uncne, nonydarowme ot HEro ANLLEH3NU MO
MeXcepBepHbIM CBA3AM. [pu 3TOM ByayT NpUCYTCTBOBaTb OTUYETbl OTO BCEX COCEAHUX
CepeepoB Dr.Web BHM3 no gepeBy MexcepBepHbIX CBA3EN.

Kaxkgbii oTueT oTobpakaetca B BUAE OTAENbHOW TabanLbl N COAEPXMT MHPOPMaLMIO TONbKO
o nnueH3nsax ogHoro Cepeepa Dr.Web — aBTOopa oTuera.

B 3arosioBke TabanLbl NpUBOANTCS Ciedyrollas MHGoOpMaLms:

e CepBep Dr.Web — nmsa Cepsepa Dr.Web — aBTopa oTuera.

e Bcero nuueH3uii, No/lyYeHHbIX MO CBA3AM — 0bLee KOIMYECTBO NLLEH3NI, KOTOPble
Cepsep Dr.Web nonyumn no mexcepBepHOM CBA3MW.

Tabanua oTyeTa COAEPXKUT CesyroLLMe faHHbIE:

¢ Monb3oBarTenb — No/b30BaTENb JNLEH3VOHHOTO KAtOUa, MHOOPMaLMA O NNLIEH3NAX
KOTOPOTro NMPUBOAMTCA B CTPOKE OTYeTa.

PyKkoBOACTBO aAMAHUCT paTopa
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¢ Bcero nnueH3unii — obLee KOIMYECTBO IMLIEH3UN, MPEAOCTaBASEMbIX U3 JAHHOTO
NNLEH3MOHHOrO Kito4va Ha aToMm Cepepe Dr.Web.

e JlOCTYNHO — KO/NIMYECTBO CBOOOAHbIX, HE UCMO/Ib30BaHHbIX IMLEH3UN B JAHHOM KIHOYe.

¢ Bcero ucnonbsyerca — obLiee KONMYECTBO ANLEH3NIN, KOTOPbIE NCMONb30BaNNCh (Oblan
BblZ@Hbl CTaHLMAM uan cocegHm Cepepam Dr.Web) Ha MOMEHT cocTaBaeHums oTyeTa.

e Wcnonb3yeTca CTaHUUAMM — KOJIMYECTBO NINLIEH3MIA, KOTOPbIE UCMOJIb3YHOTCS CTaHLMAMMY,
nogkntoyeHHbIMu K Cepeepy Dr.Web — aBTopy oTueTa.

e B oxxuaaHum — KO/IMYECTBO NNLLEH3UIA, KOTOPbIE aBTOP OTUYEeTa OXWUAAET ANs NoayyYeHums. B
yactHocTn, ecm Cepeep Dr.Web, ncnonb3oBaBLUM HEKOTOPOE KOMYECTBO ANLIEH3NM
(MMBO yXe Ha3HauMA CBOUM CTaHLMAM, 1MBO Nepesan Nno MexcepBepHbIM CBA3SM),
NVWNACA YacTU 3TUX MLEeH3Mn. Hanprumep, 6b1a1 3aMeHeH IMLEH3MOHHbBIN K1Y Ha KoY C
MEHbLUNM KONMYECTBOM JIMLEH3NN NN OBbINO YMEHbLLIEHO KONNYECTBO JINLEH3NN,
noay4YeHHbIX OT poantenbckoro Cepsepa Dr.Web.

¢ 3ape3epBMPOBaHO — KOJIMYECTBO NINLIEH3UI, KOTOPbIE OTAaHbl MO MEXCEPBEPHbIM CBA3AM,
HO MoJsiyyaTenb ele He 3abpan Ha3HayeHHble eMy auueH3nu: cocegHmne Cepeepbl Dr.Web
eLle He NOAKIYANNCh ANA MONYYEHUA TNLEH3UIN. [JaHHbIe TNLEH3UN 3ape3epBMPOBaHbI 13
JNVILEH3VNOHHOTO KKOYa U HE MOTYT 6bITb OTAAHbI APYrM cTaHumam nam Cepsepam Dr.Web.

¢ BbiaaHo Nno cBA3AM — KOIMYECTBO NnLieH3unn, koTopble Cepep Dr.Web — aBTop oTueTa
Bbla/ MO MeXCepBepHbIM CBA3AM cBOUM coceaHuM Cepsepam Dr.Web.

¢ MonyueHo No cBA3AM — KO/IMYECTBO NnLLeH3MI, koTopble Cepep Dr.Web — aBTop oTueTa
MOJlyUMN MO MEXCEPBEPHbLIM CBA3SM OT CBOMX coceaHmx Cepsepos Dr.Web.

e Jlata oTueTta — JaTa COCTaB/IeHMA OTYeTa.

Ana nvueH3nn, ncnonb3yembix ctaHumamm camoro Cepepa Dr.Web — aBTopa oTuerTa,
AOCTyNHa AONoAHUTeNbHaa HpopMauma. [lna ee NpocMoTpa HaXMUTE Ha KONMYECTBO
nnueH3ni B ctonbue Ucnonbsyetca cTaHLMAMM (KONIMYECTBO NNLIEH3NIN JOMKHO ObITh He
HyneBbiM). B oTkpbiBLUeica Tabane Ucnonb3oBaHue NLLEH3UIA TPynnaMmy npejocTaBaseTcs
cnegyrowas nHpopmauma:

¢ HasBaHue rpynnbl — VM rpynnbl CTaHLMIK, Ha KOTOPYHO OblIv pacnpoCTPaHeHbl INLIEH3UN.

¢ PacnpocTpaHeHo nnLeH3unii — obliee KONMYEeCTBO NNLEH3NIA, PaCNPOCTPaHEHHbIX Ha
rpynmny CTaHuum.

e AKTUBHbIX CTaHLLMA — KOJIMYECTBO aKTUBHbIX CTaHLMI B rpynne. [1og akTMBHbIMK
NnoApa3yMeBatoTCs CTaHLMW, KOTOPble ObIAN B CETU 3@ NEPUNO, YKa3aHHbIN B HACTPOMKax
s reHepaumu otueTta Ha CepBepe Dr.Web — Bnagenble AMLEH3MOHHOIO KtOYa.

10.2. BegeHue >xypHana

10.2.1. XKXypHan B peasibHOM BpeMeHU

XypHan B peasibHOM BpeMeHM NO3BOASAET MPOCMOTPETb CMUCOK COOBLITUIA U U3MEHEHUN,
cBsizaHHbIX ¢ paboTon CepBepa Dr.Web, BbIBOAVMBbIX Cpa3y B MOMEHT NOABAEHUSA COObITUA.

PyKkoBOACTBO aAMAHUCT paTopa
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@ XypHan B peanbHOM BpeMeHn oTobpa>kaeT nHGopmaLmio ToAbKo B LieHTpe ynpaBieHwa u

: He ocCyLLecTBASET 3anuncb cobbitnii B dann. ®ann xyprHana Cepsepa Dr.Web BeaeTcs
OTAE/bHO CO CBOVMM HAaCTPOMKaMM W He 3aBUCUT OT XypHasa B peasibHOM BPeMEHU 1 ero
HacTpoek.

MNpu nepexogse B Apyroi pasgen Bcs MHGOPMaLWs, BbIBeEHHAs B XypHasie peasbHOro
BpeMeH, yaansercs.

Tabmua >XypHasia COAEPXUT CNeaytolime faHHbIe:

No. — nopsakoBbIn HOMep 3anucu. Homep nprcBanBaeTcs B COOTBETCTBMM C MOPAAKOM, B
KoTopom coobueHns noctynatot ot Cepsepa Dr.Web.

Bpemsa B popmare )XypHana — BpeMa NosaBaeHnsa cobbiTna, npeactaBaeHHoe B popmaTe
xypHana Cepsepa Dr.Web. MoxeT 6bITb MCOAb30BaHO Npu Noncke cobbiTns B panne
XypHana Cepsepa Dr.Web.

Bpemsa — BpeMs nosBieHUa cobbITUA, NpeAcTaBAeHHOE B yA0OHOM A4 NoAb30OBaTens
dopme.

YpoBeHb — ypOBeHb BeZleHMA XXypHana, B COOTBETCTBUM C KOTOPbIM NMPOM30LLAO cObbITUE.
PID — naeHTndunKatop npouecca, B pamkax KOTOPOro npom3oLwno cobbiTue.

TID — naeHTMdrKaTOp NOTOKA, B paMKax KOTOPOro Npomn3oLno cobbiTue.

MoTok — Ha3BaHMe NOTOKa, B paMKax KOTOPOro Npoun3oLao cobbiTme.

Moacucrema — Ha3BaHWe NOACUCTEMBI, B paMKax KOTOPOM MPOM30LWwio cobbiThe.

CoobueHne — TekCT coobLLeHNs 0 npon3soweawemM cobbiTnm. HaxmuTe Ha cooblueHne B
Tabanue, uTobbl OTKPLITE OKHO C MOJAHBIM TEKCTOM cooblieHma. Ecan TekcT npeacraBaser
cobon HTML-kog, yctaHoBUTe dnar @opmartupoBaTtb kak HTML-TeKcT A1 KOPPEKTHOTO
oTobpaxkeHMa nHGopmaLmmn. YUTnTe, U4to ecam B TekcTe coobLueHma npucyTcTByeT JavaScript,
OH 6yzeT BbIMOJIHEH.

UT06bI M13MEHUTb OTO6parkeHUe AaHHbIX B Tabanue

[Mpn nomoLy 3Hauka L+

o 3ajaiTe HacTPOKKN oToBpaxkeHUs CTPOK (Hanbosee akTyasbHO AN ANMHHbBIX CTPOK).
o BbibepuTe, Kakune cTonbupl 6yayT oTobpaxaTbcsa B Tabanue.

Mpu nomowwm 3Hauka Y

s 3agaliTe NPON3BOJIbHYHO CTPOKY A/ MOMCKa MO BCEM pa3zesnam Tabauubl. B Tabanue
6yayT oTob6paxaTbCs TONbKO CTPOKM, COOTBETCTBYHOLLME pe3yabTaTaM NMoucka.

s Y106bI OTOBpPakaTb TONIbKO KOHKPETHbIE YPOBHM, YCTaHOBUTE GAarv HanpoTUB HY>KHbIX
YypOBHeW.

o YTobbl OTO6pa)KaTb TOJIbKO KOHKPEeTHbIE MOACNCTEMBI, YCTAaHOBUTE CI)J'IaFIA HanpoTnB
HY>XHbIX MOACNCTEM.
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UTto6bl B XypHan NUcanmcb COOBLEHMSA TONIbKO KOHKPETHbIX YPOBHEN U OT KOHKPETHbIX
NOACUCTEM, 3aZ,aiTe HAaCTPOWKN BEeHNA >XXypHana.

Ha naHenn NHCTPYMEHTOB NnpumBeaeHbl caeayroume sneMeHTbl ynpaBieHUA XYPHaaoM:

ﬁ Hacrpowrb OT06pa)KEHVIe AAdHHbIX — OTKPbITb OKHO HaCTQOVIKM BeAeHWA >XXKypHaJja.

@ OuncTutb TabAnLy — yaannTh BCe AaHHble, MOKa3aHHble B TabauLe. Onepauus
HeobpaTtnuma.

© OcraHoBUTbL C60p AaHHBIX — OCTAaHOBWTbL BbIBOA MHPOPMALMK O COBLITUAX B TabAuLLy.
KHonka akTVBHa, KOrAa OCyLLEeCTBAAETCA COop AaHHbIX. [Tpy HaxaTum meHsetca Ha ©
3anycTutb c60p AaHHbIX.

© 3anycTutb c60p AaHHbIX — HauaTb BbIBOZA MHOOPMaLMKM O cobbITUAX B Tabanuy. KHornka
aKTVBHa, Koraa cbop faHHbIX OCTaHOB/EeH. [pn HaxaTun MeHseTcs Ha © OcraHoBUTb c6op
AaHHDbIX.

HaCTPOﬁKa BeAeHUA XXypHaJia B pea/ibHOM BpeMeHU

1. Ha naHenu ynpasnenus Haxmute @ Hactpoutb oTo6parkeHme gaHHbIX. OTKPOETCA OKHO
HacTpoiiku oTtobpa>keHna AaHHbIX.

2. NMone MakcMmanbHOe KOIMUECTBO 3anucem 3aja€eT orpaHn4yeHmne Ha Koam4yecTeo 3ar|1/|cel7|,
BbIBOAMMbIX B Ta6n|/||_|,e >KypHana. I'Ipvl AOCTUOKEHUW 3a4aHHOTO KOAn4yecTBa CTapble 3anncu
YAANAOTCA NMPU NOCTyNnA€HUN HOBbIX.

3. MNone YacroTa 06HOBAEHMA, C ONpeseniAeT YacToTy B CeKyH/ax, C KOTOPOW HOBble 3aMncu
6yAyT BbIBOANTLCA B XXypHall.

4. TMone Mowuck no noacucremMam rno3BoaAEeT OCYyLWEeCTBAATbL MONCK MO HAa3BAHUKO NOACUCTEM,
npmBeaeHHbIX HUXKE. Mo>KeT ncnosib3oBaThbCA npwum HeO6XOAI/IMOCTI/I 3ajaHnA YpOBHA
I'IOApO6HOCTVI BEAEHWNA XXYPHala onpeAeneHHon noacncTemMbl B CJiydae 6onbLoro
Konn4yectBa noacmcrtemMm B Crnncke.

5. Tabavua noacmcteM NO3BOAAET HACTPOUTbL CMIMCOK OTOBpPaXkaeMbiX AaHHbIX N YPOBEHb NX
noapobHoCTH:

a) YcraHoBuTe Gpnarv HaNpoOTMB TeX MOACMCTEM, COOBLLEHMA KOTOPbIX ByayT oTobpaxaTbCs
B TabsnLe.

b) Ansa BbIGpaHHbIX NOACUCTEM BbibEpPUTE YPOBEHb NOAPOOHOCTM BeAEHMs XypHana.
c) Ytobbl oTOobpa>kaTh BCe NOACUCTEMbI, yCTaHOBUTE daar B 3aronoBke Tabanupl.

d) YTtobbl 334aTb OAMHAKOBBIA YPOBEHb NOAPOOHOCTN BEAEHUA XypHana ANa BCeX
noAcncTem, BbibepuTe 3HaUeHre B BbiNajatoweM cnucke HanpoTue nogcucremsi all.
Mpw 3TOM B Tabanuy 6yayT BbiBEAEHbI TONLKO COODLLEHNSA OT TEX MOACUCTEM, ANSA
KOTOPbIX YCTaHOB/IEHbI daru.

6. Haxxmute KHOMKY anIMeHVITb, yTtobbl HauaTb BbIBOAWNTb AaHHble B COOTBETCTBUU C
3aJaHHbIMWU HaCTpOVIKaMM.

7. Haxmunte % 3akpbITh, UTO6bI 3aKpPbITh OKHO 6€3 M3MEHEHW B HacTpoiikax 0TobpaxeHuns
XypHana.
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10.2.2. XXypHan ayauTta

XypHan ayanta no3BosseT NPOCMOTPETb CMUCOK COOLITUI U M3MEHEHWIA, OCYLLECTBAEHHbIX
npv nomoLwm ynpasastowmx nogcmcrem Dr\Web Enterprise Security Suite.

UT06bI NPOCMOTPETH XXypHaNA ayauTa

1. BbibepuTe NyHKT ABMUHUCTPUPOBaHME B [1aBHOM MeHIo LleHTpa ynpasieHus.
2. B oTkpbiBLIEMCS OKHE BblbepuTe NyHKT ynpasasatowero MmeHo XKypHan ayaura.

3. OTKpoeTca OKHO C TabaunLien 3aperncTpupoBaHHbIX 4eUCTBUI. [Ing HacTpPOMKN NpocMoTpa
XXypHana 3afiaiiTe Ha NaHeNn MHCTPYMEHTOB NEPUO, B TEYEHNE KOTOPOTO OCYLLEeCTBAANINCD
AencTBuA. lna aToro Bbl MOXeTe BblbpaTh B BbiMaatoLLieM CMUCKe OAVH U3 npegaaraemMbix
NnepuoAoB MK 3ajaTb MPOM3BOJbHbIE JaTbl B KaleHAAapsX, OTKPbIBAEMbIX MPU HaXkaTUK Ha
nons gat. Haxmute O6HOBUTDB 415 OTOBpaXkeHUs XypHana 3a BbibpaHHble AaTbl.

4. [ina HacTpoVikv BuAa Tabaunubl HaxmuTe 3Hayok & B npasom yray 3aronoeka tabanupl. B
BbiNaJatoLLeM CrMCKe Bbl MOXETe HaCTPOUTb CAeaytoLLme Onunn:

e BKAOUMTb AU OTKNHOUUTD nepeHoC CTPoK ANAa ANNHHBIX COO6LLI,€HMI‘/J|.

e Bbibpatb ctonbubl, kKoTOpble HyayT oTobpaxaTtbca B Tabanue (0OTMedeHbl Gaarom pagom
CO CBOMM Ha3BaHueM). 14 BKAKOUEHMA/OTKIHOUEHNA CTOIOLa HaXXMUKTe Ha CTPOKY C ero
Ha3BaHMeM.

e BbibpaTb NOpAaA0K cnefoBaHuA cToNbLoB B Tabavue. Ana nsmeHeHnsa nopsagka
nepeTalLMTe COOTBETCTBYHOLLMI CTONbeEL, B CrMCKe Ha TpebyeMoe MecTo.

5. Tabauvua XXypHana COAEPXMUT Caeayrolme JaHHble:
e Bpemsa — pata v Bpems, korga 6b110 Npon3BeAeHO AENCTBUE.
e CocTosiHMe — KpaTKuMil pe3ynbTaT BbIMOJHEHWA AENCTBUSA:
o OK — onepauus BbiMoJHEHa YCMNELIHO.

o HeyCnewHO — BO BPEeMS BbIMOJHEHMS OnepaLmm nponsoLwsia ownbka. Onepauuns He
BbIMOJIHEHA.

" MHUUWUNPOBAHO — BbIMOJIHEHWNE Oonepaunmn 6blN0 MHNUMNPOBAHO. Pe3yanaT
BbIMOJIHEHUA onepaynn 6y,u,eT M3BECTEH TONIBKO NMOCAE €€ 3aBepLUeHNA.

B HeT npaB — Yy aAMUHNCTPATOpPa, 3anyCTUBLUETrO BbIMOJIHEHNE Onepaunmn, HET NPaB
AnAa ee BbIMNOJIHEHUA.

5 OT/IOOKE@HO — BbIMNOJIHEHWE |D|el‘/IICTBl/I$1 6bI10 OTNOXEHO A0 HacTynaeHunA
onpeaeneHHOro Cpoka nan BbiNOAHEHNA onpeaeNeHHOro cobbITUS.

o 3anpeLLeHo — BbINMOJIHEHWE 3aMnpPOLLEHHOrO AeNCTBUSA 3anpeLleHo. Hanpumep,
yAaneHne CUCTEMHbIX Tpynm.

[na feicTBUIA, 3aBepPLUMBLUMXCSA C OWMOKON (3HaYeHVe HeycnewHo B ctosibue CocTosHue),
CTPOKN OTMEYatoTCA KPaCHbIM LIBETOM.
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e CoobueHune / Owmbka — nogpobHOEe onurcaHne NPOn3BEAEHHOrO AeNCTBUS UK
BO3HUKLLEN OLLUNOKMN.

¢ PerucrpauymoHHoe nmsa — perncrtpaunoHHoe nmsa agmmnHuctpatopa Cepsepa Dr.Web.
YKka3blBaeTcs, eciv fehcTBmEe H6bI10 MHULMNMPOBAHO HEMOCPEACTBEHHO
aAMUHNCTPATOPOM man Npu nogknrodeHnm K Cepepy Dr.Web cornacHo yueTHbiM
AAaHHBIM agMUHUCTPaTOpa.

e Appec — IP-aspec, c KOTOPOro 66110 MHULMMPOBAHO BbINMOJAHEHWE JAHHOTO AEeACTBUS.
YKka3blBaeTcsi TO/IbKO B C/lyyae BHelHero noakntoveHuns kK Cepsepy Dr.Web, B yactHocTn
yepe3s LleHTp ynpaBaeHus nam yepes Web API.

¢ Mopcucrema — Ha3BaHWe NOACKCTEMbI, KOTOPOW UK Yepes3 KOTOPYHO 6bifo
NHULMMPOBAHO AeNCTBME. 3annCb ayAMTa OCYLLECTBAAETCA ANS CAEAYHOLLMX NOACUCTEM:

o LleHTp ynpaBaeHus — JelcTBre H6b110 Npoun3BeseHo yepes LieHTp ynpaBaeHus
6e3onacHocTbio Dr.Web, B 4acTHOCTM aAMVMHUCTPATOPOM.

o Web APl — pelictBue 66110 npounseegeHo yepe3 Web API, Hanpumep, 13 BHeLHero
MPUIOXKEHNSA, MOAKNOYEHHOTO COMNAacHO YYETHbIM JaHHbIM agMUHKUCTPaTopa (CM.

Taikoke gokymeHT Mpunoxkenuns, n. [punoxenve J1. iuterpaumsa Web APl u Dr\Web
Enterprise Security Suite).

o CepBep — zeictBue 6b110 NpounsseseHo Cepsepom Dr.Web, Hanpumep, cornacHo
€ro pacnuvcaHuio.

o YTUAWUTBI — JelicTBME ObII0 MHULMVMPOBAHO Yepes3 BHELIHUE YTUANTbI, B YaCTHOCTM
yepes yTUANTY AUCTaHLMOHHOM anarHoctukn Cepeepa Dr.Web.

6. Mpn HeoHXOAMMOCTUN Bbl MOXeTe 3KCMOPTMPOBATb B paln AaHHble 3a BbIOpaHHbIA Nepuog,
[nA 3TOro Ha NaHeNn UHCTPYMEHTOB HaXXMUTE OAHY U3 CAeAyHOLLMX KHOMOK:

& CoxpaHuTb AaHHble B CSV-¢ain,
& CoxpaHutb aaHHble B HTML-¢ainn,
i CoxpaHutb aaHHbie B XML-daiin,

i CoxpaHutb aaHHble B PDF-daiin.

10.2.3. XXypHan CepBepa Dr.Web

Cepsep Dr.Web BezeT xypHan cobbITUIA, CBA3aHHbIX C ero paboTon.

XypHan Cepeepa Dr.Web ncnosnb3syetcs ans omnagku, a Takxke ycTpaHeHUs Heroaazok B
c/lyyae HelTaTHOM PaboTbl KOMMOHEHTOB aHTMBUPYCHOW CETW.

Mo ymonuaHuto Gann xypHana HasbiBaeTcs drwcsd.log M pacnosiaraertca:

e [Mog OC UNIX:
o ana OC Linux: /var/opt/drwcs/log/drwesd. log;
o ana OC FreeBSD: /var/drwecs/log/drwesd. log.

e Mog OC Windows: B nogkaTanore var katanora yctaHokn Cepepa Dr.Web.

PyKkoBOACTBO aAMAHUCT paTopa
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dann nmeeT NPOCTON TEKCTOBLIN popMaT (CM. okymeHT Mpunoxxkenus, [punoxenve K.

®opmart dannos XypHana).

UT06b1 NpOCMOTpPeThb XXypHan pabotbl CepBepa Dr.Web uepes LieHTp ynpaBaeHus

1. BoibepuTe NyHKT AGBMUHUCTPUPOBaAHME B M1aBHOM MeHto LleHTpa ynpaBaeHus.
2. B oTkpbiBLIEMCA OKHe BbibepuTe NyHKT ynpasastowero MmeHto XXypHan Cepsepa Dr.Web.

3. OTKpOEeTCa OKHO CO CNUCKOM XypHanoB paboTbl Cepepa Dr.Web. CornacHo HacTpoikam
pexunMa poTaLmnmn NCNoNb3yeTcs caeayrolmin opmMaT UMeHoBaHMA GaioB XXypHana
pabotbl Cepepa Dr.Web: <file name>.<N>.1log nau <file_name>.<N>.log.gz, rae
<N> — nopagkoBbin HoOMep: 1, 2, n T. 4. Hanpumep, npun Ha3BaHuu danna drwcsd, CNUCOK
baninoB xypHana paboTbl OyaeT cneayroLLmia:

e drwcsd. log — Tekywmi Gann (B KOTOPbIN NAET 3aMnCh),
e drwcsd.1l.log.gz — NpeablayLwni,
e drwcsd.2.log.gz U TaK ganee — yem bosbLLe YnMCao, TeM Bonee cTapas Bepcus.

4. [na ynpaBneHua Gpannamu xxypHana yctaHoBuTe Gaar HanpoTUB HYXXHOTo daiina nam
Heckobkmx darnos. [ina Boibopa Bcex GpanioB XXypHana yctaHoBUTe daar B 3aroNoBke
Tabanubl. Ha naHenn NHCTPYMEHTOB CTaHYT AOCTYMHbI CeAytoLme KHOMKN:

5 3kcnopTMpoBaTh BbIGpaHHbIe Baiiibl XKypHaIa — COXPaHNTb 0KaNbHYIO KOMMIO
BbI6paHHbIX GannoB XXypHana. CoxpaHeHmne KOnmm XypHaaa MOXeT NCNOAb30BaTbCH,
HanpvmMep, 414 NPOCMOTPa CoAepP>XXMMOro darna XypHana C yaaJleHHOro KoMnbroTepa.

# Yaanutb Bbi6paHHble (paiinbl XXypHana — A5 yaaneHus BblbpaHHbIX GalinoB XypHana
6e3 BO3MOXXHOCTM BOCCTaHOB/IEHUA.

[nsa vameHeHuns pexxkuma BegeHus xypHana Cepsepa Dr.Web uepes LieHTp ynpaBieHus
BOCMOJb3ylTeCh passenom XKypHa.

YHpaBneHMe YPOBHEM AeTasinsaumnmn XXypHaJa

B 3aBMCMMOCTM OT 3ajaHHbIX HacTpoek, XXypHan Cepsepa Dr.Web MoxeT HanoaHATbCA €
pa3HbIM YPOBHEM JeTanvsauunm. AKTBaumsa 6onee feTann3npoBaHHOrO pexuvma ana
OTAE/IbHOTO NCTOYHMKA COOBLLEHNI UK Cpa3y AN BCEX UCTOYHUKOB MOXET MOMOYb Npu
oTNajKe v YCTpaHEHWM HeMoAajokK, a Takke MOXeT NOHaz0bumTbca Npu obpalleHnn B
Texnoaaepxky komnanum "Jokrop Beb". CywiecTByeT HeCkobko cnocob0oB HAaCTPOWKM 3TOro
napameTpa:

e Yepes LleHTp ynpaeneHuns B pasgene AamuHuctpupoBaHue — KoHnpurypauua Cepsepa
Dr.Web — )XXypHan. laHHbIM CTOCO6OM MOXHO 3a4aTb AeTann3auunto coobLLeHNI XypHana
ANA BCEX BO3MOXHbIX MCTOYHWNKOB.

e Yepes itoy -verbosity npu 3anycke Cepepa Dr.Web n3 komaHaHOWN cTpoku. JaHHbIN
cnocob 6onee rnbok 1 No3BoaAET NPU HEOOXOANMOCTM 3a4aThb AeTann3aLnto 418 OLHOTO
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WA HECKONIbKNX OTAENbHbIX MCTOUHMKOB. DopMaT yKasaHMs Kitoya OnucaH B JOKYMEHTe
MpunoxxeHuns, XX3.8. OnvcaHve KiOYei.

e Yepes oTaenbHbI KOHPUTYPALMOHHbBIA Galin logging.conf. [ng 3Toro Heo6xoanMMo
co3zaTb Gann C TakuM Ha3BaHWEM B KaTasore etc BHYTpU kaTanora yctaHoBku CepBepa
Dr.Web, nocne yero yka3aTb B paine HeObXoaMMble UCTOUHUKN COODBLLEHNIN N YPOBHU
feTannsaunm B dopmaTte <UCMOYHUK_CcoobuwjeHus> : <yposeHs >. Kntou popmaTa -
verbosity=all:all paBHOCUAEH KoYy —verbosity=all. 3ajaHHble yepe3
logging.conf YPOBHM AeTann3auum UMEerT NPpUOopUTET Nepes YPOBHAMM, 3aZaHHbIMK
nobbIMK Apyrumm cnocobamum.

Mpumep cogepxumoro danna logging.conf.
Alert:all, Server:err, SqglLite3:inf

MoMMMO 3anAToN, B KaYecTBe pa3genntens Aonyckatotca ntobbie npobesbHbie CUMBObI, B
TOM uncae obblYHbIN Npobesn, Tabynauuns, nepeBos CTPOKN U T.4. YTOUHUTb CNMCOK
MCTOYHMKOB COODBLLEHMI Bbl MOXETE HEMOCPEeACTBEHHO B daine xypHana Cepsepa Dr.Web,
nnbo uepes LleHTp ynpaBaeHus, BbINOAHUB KOMaHAy drwcs.log subsystems () B
pa3zgene AgMUHUCTpUpoBaHue — Lua-KoHcosb. BO3MOXHbIe ypOBHUW AeTannsaumm

npuBeseHbl B fokyMeHTe Mpunoxkenus, [1punoxerve K. opmat Gannos xypHana.

@ 3aiaHHble TakuM CNocoboM YpOBHM AeTanm3aLm HacneyroTcs

: nogcucteMamu. To ectb, HaNpUMep, NPy O4HOBPEMEHHOM yKa3aHun B daline
napameTpoB Socket/Client:inf n Socket:all, noacucrema
Socket/Client, cneAya ykasaHWIO Ha ypoBHe poautens, byaeT 3anmcbiBaTb
B >XypHan I/IHq)OpMaLI,I/II-O 060 BCex CBA3aHHbIX COObITUAX, @ HE TOJIbKO
coobueHra MHGOPMaLMOHHOTO XapakTepa.

e [ins Cepepos Dr.Web, paboTatowmx Ha OC cemerictBa UNIX — yepe3 cneumanbHbI K1Y
B KOHPUrypaumoHHom danne local.conft. [opagok paboTsl € 3TMM dpainsiom onuncaH
HUXKe.

Hactpoiika >xypHana pa6otbl ansa UNIX

B Cepeepax Dr.Web nog OC cemeinctea UNIX BkAtOUEHa BO3MOXHOCTb HAaCTPOMKN BeAeHMUs
XypHana paboTbl CepBepa Dr.Web uepes otaenbHbI KOHOUTYPaLNOHHbIA Gann:

e ans OC Linux: /var/opt/drwecs/etc/local.conf;
e ana OC FreeBSD: /var/drwcs/etc/local.conf.

Copepxumoe dparna local.conft:

# Log level.
DRWCS_LEV=info

# Log rotation.
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DRWCS_ROT=10z,10m

3HauyeHMs NapamMeTpPOB COOTBETCTBYIOT 3HAYEHMAM KItOYEn KOMaHAHOMW CTPOKM ANs 3anycka
Cepsepa Dr.Web:

e —verbosity=<yposeHb_nodpobHOCMuU> — ypOBEHb AeTaan3aummn XypHana paboTbl
Cepsepa Dr.Web.

e —rotate=<N><f>, <M><u>— pexum poTtaumu xypHana pabotbel Cepsepa Dr.Web.

MNoapobHoe onncaHne kntoYen NnpueeseHo B okyMeHTe MpunoxkeHuns, pasgen X3.8.
OnucaHwe KIOYeN.

@ Ecnv dalin 1ocal.conf 6bin OTpesakTMpoBaH B npoLecce paboTsl Cepepa Dr.Web,
: HeobxoanMo nepesarpysutb Cepsep Dr.Web, utobbl M3MeHeHUs B HaCTpOWiKax BeAeHWsl
XypHana BcTynuauv B cuny. MNepesarpyska AoKHa OCYLLECTBAATLCA CPeACTBaMU

onepauMoHHON CUCTEMBI.

MNpwn obHoBNeHUM 1 yaaneHun Cepeepa DrWeb ¢ann local.conf NnpoxoauTt pesepBHoe
KOMMpOBaHMWe, YTo NO3BOASET YyNPaBAATb YPOBHEM BeAEHUA XypHana Npu nakeTtHoM
obHoBneHnn Cepsepa Dr.Web.

10.2.4. )XypHan o6HOBNeHNIA peno3uTopun

XypHan o6bHOBAEHNI Peno3nUTOPUA COAEPXUT CNUCcOK 0bHoBAeHMI ¢ BCO, BkatovatoLwmi
noapobHyro nHPopmaymro 06 06HOBAEHHbIX PEBU3MAX MPOAYKTOB.

UTo6bI NpOoCMOTpeTb )XypHan 06HOBAEHUI peno3nTopus

1. BbibepuTe NyHKT ABMUHUCTPUPOBaHME B 1aBHOM MeHIo LleHTpa ynpasieHus.

2. B oTkpbIBWEMCS OKHe BbibepuTe NyHKT yrnpaBastowero MeHto XXypHan o6HoBAeHU
peno3sutopwus.

3. OTkpoeTca OKHO € Tabanuen 3aperncTpupoBaHHbIX AeUCTBUIA. [lns HaCTPOMKM NPOCMOTpa
XypHana 3ajarite Ha NaHean MHCTPYMEHTOB NEPUOZ, B TEUEHNE KOTOPOTrO OCYLLECTBASAINCH
Aencteuma. [lns 3Toro Bbl MOXeTe BblOpaTh B BbiMaZatoweM Crncke OA1H U3 npeasiaraeMbix
NepuoaoB MAN 3a4aTb NPOU3BOJIbHbIE AaThl B KaNEHAAPAX, OTKPbIBAEMbIX NMPU HAXXaTUWN Ha
nons gat. Haxxmute O6HOBUTB /15 OTOBPa>keHWs XypHana 3a BblbpaHHble AaTbl.

4. Yto6bl 0OTOBpakaTb B TabaunLe TONbKO COObITUS OMpeAeseHHOro TMMa, HaXkXMUTE Ha 3Ha4YoK
Y Ha naHen VHCTPYMeHTOB. B BbiNaAatoLLeM Crivcke Bbl MOXeTe Bbi6paTh HEO6X0ANMbIe
napameTpbl GUabTPaLUn:

¢ HasBaHue npoaykta — B Tab/vLe XXypHana byayT oTobpaxkeHbl Bce COObITHS,
CBfi3aHHbIe C BbIOPAaHHbIMUW NPOAYKTaMM U3 CrMCKa.

¢ Pesynbrat 06HOBAEHUA — B TabauLe XXypHana byayT oTobpa>KeHbl BCe CeaHChbl
06HOBNIEHUA U X pe3ynbTaTbl. CeaHCbl MOXHO OTGUALTPOBATL MO CAEAYHOLLUM
pe3ynbTatam:
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o 3anpolueHHbIA NPOAYKT He HalAeH Ha cepBepax BCO;
o JINLL,eH3NOHHbBIN KIOY He HalaeH Ha cepBepax BCO;

o O6HOB/NIEHME OTK/IFOUEHO;

o O6HOBJ/IEHMe yCNeLIHO 3aBepLUEHO.

¢ lHuymatop — B Tabanue XxypHana 6yayT otobpakeHbl ceaHCbl 06HOBAEHUN,
NHULMMPOBAHHbIE CNeayroWnMn cMcTeMamu:

o 3anyLieHo U3 KOMaHAHOW CTPOKU — OOHOBJ/IEHME MHULIMMPOBAHO
aZAMWHWCTPATOPOM MPU MOMOLLYN COOTBETCTBYHOLLEN KOHCO/IbHOW KOMaHAbI.

o 3anyuw,eHo MaaHNpoBLWMKOM 3agaHui — 06HOBAEHME OblN0 3aMyLLEeHO COracHo
3afaHuto B pacnucaHmmn Cepeepa Dr.Web.

o MexxcepBepHoe 06HOBNIeHNe — 0H6HOB/IEHNE 6bII0 NOAYYEHO MO MeXCepPBEPHOW
cBA3M oT rnaBHoro Cepeepa Dr.Web. [laHHbIN nHMLMATOP NPUCYTCTBYET TONBKO B
cNyyYae MHOrocepBepHOn KOHQUIypaLMm aHTUBUPYCHOW CeTU C PacnpOCTPaHeHNeM
O6GHOB/IEHNI MO MEXCEPBEPHbBIM CBA3AM.

o 3anyw,eHo u3 LieHTpa ynpaBaeHua — o6HOBNeHME 6bIN0 3anyLLEeHO
aAMUHKCTpaTopoM yepe3 LleHTp ynpasaeHuns 6esonacHocTtbto Dr.\Web, B paszene
CocTofiHME peno3nTopus.

o MMmnopT peno3utopusa — 06HOB/IEHNE ObIIO 3arpy>KeHO aZAMUHNCTPATOPOM Yepes
pasgen Cogepxmnmoe penosutopus LieHTpa ynpaeieHus.

5. Tabanua xypHana COAePXMUT Ceytolne JaHHble:
e AAMUHUCTpaATOP — PErNCTPaLMOHHOE UMSA agMmuHuctpatopa Cepeepa Dr.Web.

Yka3biBaeTcs, eciv fecTBme H6bI10 MHULMNMPOBAHO HEMOCPEACTBEHHO
aAMUHNCTPATOPOM.

e CeTteBoii agpec — |IP-agpec, ¢ KOTOPOro 66110 NHULMMPOBAHO BbIMONHEHNE AAaHHOTO
AenCTBMNA. YKa3biBaeTCa TONbKO B C/lyYae BHelHero nogkntodeHnsa k Cepsepy Dr.Web, B
YacTHOCTM Yepe3 LleHTp ynpaBneHus nan yepes Web API.

e NHnumarop — cucrema, MHULMMpPOBaBLUAsA Npouecc obHOBAEHMA.

e Katanor B penosutopun — HasBaHue katasora penosutopusa Cepsepa Dr.Web,
KOTOpbIV 6bl1 MOAMGULIMPOBAH COrNacHo npoueccy O6HOBAEHMA.

e Ha3BaHue npoaykra — Ha3BaHVe NPOAYKTa Peno3nTopms, KOTOPbIW Bbla 3arpy>KeH nam
3arpyska KOToporo 3anpatunBanach.

e Hauano — gata v Bpems Hauyana 3arpy3km o6HOBNEHUI KOHKpeTHOro npoaykta ¢ BCO.

e OKOHUaHMe — jaTa 1 BpPeM$ 3aBepLUeHMS 3arpy3km 06HOBEHMA KOHKPETHOrO NpPoAyKTa
c BCO.

e Pe3ynbtat 06HOBNEHUA — pe3ynbTaT 06HOBAEHUS peno3unTtopusa. NprBoAnTCA KpaTkas
nHPopmauma 06 yaauyHom 3aBepLueHN OOHOBAEHNA AN NPUYNHE OLUNOKW.

[na penctBmi, 3aBepPLUMBLLNXCS C OLLINOKON, Aueikn Pe3ynbTaT 06HOBAEGHUA OTMeYatoTCs
KpacHbIM LIBETOM.
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¢ NcxopHaa peBU3NA — HOMeEP PEBU3NN (PEBU3NN HYMEPYHOTCS COMIAacHO AaTe nx
co3zaHua), KoTopas b6bia NocneaHen AN AaHHOTO NPOAyKTa Nepej HavyaaoM npouecca
oBbHOBNEHUA.

¢ MonyueHHas peBU3UA — HOMEP PEBU3NMN (PEBM3UU HYMEPYHOTCSA COrNacHO AaTe UX
co34aHunA), KoTopasa Hbina 3arpy>keHa B npoLecce o6HOBAEHUS.

e O6HOB/IeHHbIe ¢aliNibl — KpaTKkas CBOAKa MO M3MeHeHHbIM paiiam. MNpueoauTcs B
dopmare: <kosudyecmso ¢atinoe> - <delicmaue Had palinamu>.

6. Mpn HeOHXOAMMOCTUN Bbl MOXETE 3KCMOPTMPOBATb B Gpain AaHHbIE 3a BbIOpaHHbIA Nepuog,
[lna 3TOro Ha NaHeAn NHCTPYMEHTOB HaXXMUTE OAHY U3 CAefyHOLLMX KHOMOK:

& CoxpaHuTb aaHHble B CSV-pann,
& CoxpaHutb aaHHble B HTML-¢aiin,
i CoxpaHutb aaHHbie B XML-¢painn,

& CoxpaHutb aaHHble B PDF-daiin.

10.2.5. XXypHan coobeHum

B >xxypHane coobuieHnin oTobpa>katoTcs BCe TEKCTOBbIE COOBLLEHMSA, KOTOPble Hblau
OTnpaB/eHbl aAMUHUCTPATOPOM Ha CTaHLMN aHTUBUPYCHOM ceTu (cM. OTnpaBka coobLIeHMi

CTaHUMAM).

XypHan oTnpaBaeHHbIX COOBLLEHNN COAEPXKUT CeAyHOLLYH MHGOPMaLUIO:

e [laTa oTnpaBKM.

e OTnpaBUTENb — pervcTpaLMoHHOe MMS aZMUHUCTPATOpPa, aBTOpM30BaHHOro B LieHTpe
yrnpaBaeHWA Npun oTnpaBke coobLeHns.

e CocTosiHMe — KO/IMYeCTBO COOOLLEHWI, OTNPaBAEHHbIX aAMUHUCTPATOPOM, U KOJNNYECTBO
COOOLLEHNI, YCNELIHO AOCTaBAEHHbIX Ha CTaHUUW. ECM KOANMYEeCTBO OTMNpaB/ieHHbIX U
AOCTaBNEHHbIX COODLLEHWI coBnagaeT, To nHdopmauma 06 3TMx coobLeHnaxX BblgenseTcs
CepbIM LBETOM.

e CoobueHne — TeKkCT OTNpaBAeHHOro coobueHms. ONuUMOHaNbHO BbIBOAUTCS MHPOPMaLLUS
06 ocTanbHbIX HAaCTPOMKax, KOTOpble OblAN 3a4aHbl MPY OTNPaBKe.

Mpw KAMKe MO KOHKPETHOMY COObLLEHNIO B TabimLe OTKPbIBAETCS OKHO C MOAPOOHOCTAMMU O
AOCTaBKe: CMUCOK BCeX MosyyaTteer 1 gata AOCTaBKM COOBLLEHNS B CyYae YCnewHoM
onepaumm namn coobuieHne He pocraBneHo — B C/lyyae HEYCMELIHOMN.

Ana ynpaBaeHuA >KypHasiomMm coobleHnin UCnosb3yiTe ciefyroline onumm Ha naHenm
MHCTPYMEHTOB:

% OTnpaBuTb BbibpaHHble cO06LWeHNA MOBTOPHO — OMNLMA JOCTyrNHa Npw Bblbope
OAHOTO UM HECKONbKUX OTNPaBAEHHbIX COODLLEHMI B XXypHane (CM. NpoLesypbl HUXE).

CoxpaHuTb Bbi6paHHOe coobLeHmne Kak WabaoH — co34aTb U3 OTNPaBAEHHOTO
coobueHns WabnoH A8 MOBTOPHOTO UCMOAb30BaHNA B AaabHerweM. Onumsa JocTyrnHa
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npu Bbibope OJHOro COObLLEeHNS B XypHane. YnpaBaeHne COXpaHeHHbIMW WwabaoHamm
ocywecTeasetca B pasgene LLabaoHbl coobLleHnI.

B BbinagatolLlemM cnuvcke Bbibepute neprog, B TeueHre KOTOPOro 6bian OThpaBeHbl
coobLeHns, KOTopble Bbl XOTUTE 0TOOPa3nTb. TOT XXe caMblii Nepuoj Bbl MOXeTe BbibpaTb
B MOAIAX C JaTaMu, KOTOpble 3aJatoTCs Yepes BbiNajatoLlmii KaseHaapb. s npuMmeHeHus
BblOpaHHOro nepuoga HaxxmuTe KHornky O6GHOBUTbD.

UYT06bI NOBTOPHO OTNPaBUTb OAHO cOO6LLeHne

1. YctaHoBUWTe dsiar HaNPOTMB COOBLLEHNSA, KOTOPOE Bbl XOTUTE OTMPaBUTb.
2. Haxxmute kHOMNKy % OTnpaBuTb Bbi6paHHble COO6LEHNA MOBTOPHO.
3. Otkpoetca okHO OTnpaBKa coobLleHuns. 3ajanTe caeayroLimMe HacTPOMKM:

a) B pepese AHTUMBMpYCHasa ceTb OyayT BblOpaHbl CTaHLMW, Ha KOTOPble JaHHOe
coobleHne 6110 oTnpaBaeHo. MoxeTe OCTaBUTb NMPeAbIAyLLMX NoyYaTenen nam
BbIOpaTb MPON3BONbHbIX MOJyYaTeNen U3 NpPesCTaBleHHOro Crnuncka: 3To MoryT H6bITb Kak
OTAe/IbHble CTaHLMW, TaK U TPynmbl CTaHLMN.

b) Hactpolikm coobuuieHna aHanormyHbl HacTponkam n3 pasgena OtnpaBka cOO6LLEHWN
CTaHUNAM.

4. HaxmuTte kHonky OTnpaBuTb.

UT06b1 NOBTOPHO OTNPaBUTb HECKOJILKO COO6LLLeHUI

1. YcraHoBUTe dnarv HanNpPoTUB COOBLLEHMI, KOTOPbIE Bbl XOTUTE OTNPaBUTb.
2. Haxmute KHOMnKy G- OTnpaBuTb Bbi6paHHble cO06L,eHNA MOBTOPHO.

3. OtkpoeTcs okHO OTnpaBKa HeCKOJIbKUX coobuieHuid. B pa3gene Cnucok coobueHnia
npuBezeHbl BCe COObLLEHNS, KOTOPbIE Bbl BbIBpann 41 MOBTOPHON oTnpaBkn. HasBaHus
COOBLLEHNI COOTBETCTBYET AaTaM MUX NpeaplayLeri OTNpaBKM Ha CTaHLMK.

4. HaxmuTte KHOMKY O'rnpanrb BCe, yTOObI OTNnpaBnTb BCE COO6U.I,eHVIF| M3 CNncKa.

5. [ns pepaktMpoBaHMsA Kakoro-ambo n3 coobuueHunr, BoibepuTe ero B pasgene Cnucok
coobueHni. B pazgene Hactpoiiku coobueHus 3ajanite caegyrollme napameTpsbl:

a) B aepeBe AHTMBUpYCHaA ceTb OyayT BbIOpaHbl CTaHLMM, Ha KOTOPble AaHHOe
cooblueHne 6b110 oTNpaBaeHo. MoxeTe OCTaBUTb NMPeablAyLLMX NoyYaTeNnen nam
BbIOpaTh MPOU3BOJIbHbIX MONyYaTeNel N3 NPeACTaBAEHHOrO CrncKa: 3T0 MOTYT BbITb Kak
OTAe/bHble CTaHLMW, TakK U TPYNMbl CTaHLMWN.

b) HacTpolikmn coobuieHns aHanorMyHbl HacTporkam 13 pasgena OTnpaBka coobLIeHUN
CTaHUMNAM.

¢) YT106bI yaannTb BbiIbpaHHOE COOBLLEHME U3 CMMCKA Ha OTNPAaBKY, HaXXMUTE KHOMKY
Ypanuto.
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10.3. Hactpowika kondurypauum Cepsepa Dr.Web

ili Mpn KaXkaoM COXpaHeHun n3meHeHun pasgena Konpurypaums Cepsepa Dr.Web
: aBTOMaTUYeCKM COXPaHAETCA pe3epBHaA KOMWsA NpeablayLlen Bepcum KOHGUrypaLmoHHOro
danna Cepsepa Dr.Web. XpaHeHuro nognexat 10 nocnesHmx KOMUN.

Pe3epBHble KONWKM pacrnosiaratoTca B TOM Xe KaTanore, YTo U caM KOHGUrypaLMOHHbIN daiin,
1 Ha3bIBAOTCA B COOTBETCTBUM CO C/IeAyHOLMM GOPMATOM:

drwcsd.conf <epema_co3daHus>

Bbl MOXKeTe MCMoab30BaTh CO3JaHHble Ppe3epBHbIE KOMUKW, B YaCTHOCTY, A/s BOCCTaHOBEHWs!
KOHdUrypaLmoHHoro daiina B cayyae, ecim uHtepdeiic LleHTpa ynpaBaeHvs HefocTyneH.

UYr06b1 HacTpouUTb KOH$UrypaLumnoHHbie napameTpbl CepBepa Dr.Web

1. BbibepuTe NyHKT ABMUHUCTPUPOBaHME B 1aBHOM MeHIo LleHTpa ynpasieHus.

2. B oTKpbIBLIEMCS OKHe Bbibepute NyHKT ynpasastollero MeHto KoHpurypauua CepBepa
Dr.Web. OtkpoeTcs okHO HacTpoek Cepeepa Dr.Web.

@ 3HaueHus noJsier, OTMEYEHHbIX 3HAKOM *, A0JIKHbI ObITb 0653aTENbHO 3a4aHbl.

3. Ha naHenn MHCTpYyMEHTOB AOCTYMHbI CefytoLLme KHOMKM YNpaBaeHMA HaCcTpoKamm
pa3gena:

C| Mepe3anyctutb CepBep Dr.Web — nepesanyctute Cepep Dr.Web ana npuHatma
M3MEHEHWI, BHECEHHbIX B JaHHOM pa3gene. KHomnka CTaHOBUTCS aKTUBHOM nocae
BHECEHWNA M3MEHEHWNI B HAaCTPOWNKM pa3jena 1 HaxaTnsa KHonkv CoXpaHUTb.

4 - BocctaHOBUTL KOHUrypaLuIo U3 pesepBHOI KOMMM — BbINaAatoLLMIA CrIMCOK,
cofiep>Kallmi CoOXpaHeHHble KOMnM HacTpoeK BCero pasgena, K KOTopbiIM MOXHO BEPHYTbCS
nocne BHeceHUs n3meHeHun. KHonka cCTaHOBUTCA akTMBHOW MOCAe BHECEHWUA N3MEHEHWIA
B HAaCTPOWKM pasgena n Haxxatna KHonkn CoxpaHUTb.

# Ycranosuthb Bee napameTpbl B HauaJibHble 3HAUEHUA — BOCCTAaHOBUTb 3HAYEHMNS,
KOTOpble BCe MapaMeTpbl JaHHOTO pa3zena UMenun A0 TEKYLLEero peAakTmpoBaHms
(nocneaHne coxpaHeHHble 3HaYeHs).

@ YcTaHOBUTBL BCe napamMmeTpbl B 3Ha4Y€HUA NO YMOJTYaHUKO — YCTaHOBUTb A4/14 BCEX
napamMeTpoB 4aHHOTO pa3jena 3HadYeHNA, 3ajaHHble MO YMOJIHaHUIO.

4. YT10bbl NPUHATL M3MEHEHNS, BHECEHHbIE B HACTPOMKM pa3gena, HaXXMuUTe KHOMKY
CoxpaHuTb, Nnocne yero notpebyetca nepesarpyska Cepsepa Dr.Web. [lna 3toro Haxmute
KHOMKY C| Mepe3anyctutb CepBep Dr.Web Ha naHenu nHCTpyMeHTOB AaHHOTO pa3zena.
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10.3.1. O6bwune

Ha Bkiaske Obwime 3asat0Tca cnegyrolime HacTpoliku pabotel Cepeepa Dr.Web:

¢ HasBaHue CepBepa — nma gaHHoro Cepsepa Dr.Web. Ecan 3HaueHne nons He 3asaHo,
MCNONb3YyeTCAa NMA KOMMbOTepa, Ha KoTopoM yctaHoBaeH Cepeep Dr.Web.

¢ A3bik CepBepa Dr.Web — a3bik, KOTOPbIN NCNOAB3YETCA MO YMOAYAHWNIO KOMMOHEHTAMU U
cuctemamu Cepeepa Dr.Web, ecan He yaanocb nonyunTb HaCTPOMKKM A3blka U3 6a3bl JaHHbIX
Cepsepa Dr.Web. B yactHocTn ncnonb3syetcs ana LleHTpa ynpaBaeHuns 6e3onacHOCTbHO
Dr.Web 1 cuctembl onoBeLLeHNIn aiMUHKUCTpaTopa, eciv 6asa faHHbIX Oblna NoBpexaeHa, 1
MOAYYNTb HAaCTPOWKM A3blKa He MPeACTaBAAETCA BO3IMOXHbIM.

@

Ecawv Bbl BoibepeTe A3bIK, TEKCTbl MHTepdelica Ha KOTOPOM B AaHHbI MOMEHT He
obHoBNAIOTCA, BaM ByeT NpeAnoXeHO BKIOUUTL OOHOBAEHME A aHHOTO fA3bika. [ns
3TOro nepenauTe Mo ccobiike B passen AAMUHUCTpUpoBaHue — O6waa KoHpuUrypaums
penosutopus — Cepsep Dr.Web — fl3biku LieHTpa ynpaBaeHusa 6e3onacHOCTbIO
Dr.Web, yctaHoBuTe dnar ana Hy>KHOrO BaM A3blka U Haxkmute CoxpaHuTb. MNpu
6avkarileM OOHOBAEHWN PENO3UTOPUSA TEKCTbI MHTepdelica And BbIGPaHHOrO A3bika OyayT
06HOBNEHbI. Taloke Bbl MOXeTe 3amyCcTUTb 06HOBNEHME BPYUHYO B pa3gene CocTtoaHue
peno3utopus.

e KonnuectBo napasnsiesibHbIX 3aMpocoB OT KJIMEHTOB — KOJ/IMYEeCTBO NOTOKOB A/
06paboTkun AaHHbIX, NOCTynaroWwmx oT knneHToB: AreHToB Dr.Web, nHctannatopos AreHTos,
coceaHunx Cepsepos Dr.Web. [laHHbIV napameTp BavAeT Ha npousBoautenbsHocts CepBepa
Dr.Web. 3HaueHWe, ycTaHOBAEHHOE MO YMONYaHUIO, PEKOMEHAYETCA M3MEHATb TONbKO
nocse CornacoBaHuUs CO CNY>KOOM TEXHUUECKON NOAAEPXKKMN.

o

HauvHas c Bepcun 10, BO3MOXHOCTb peAaktnpoBaHua napameTpa Ouepesb aBTOpU3auumn
yepes LleHTp ynpaBieHusa He npejocTaBaseTca.

Mo ymonuaHuto, Npu yctaHoBke HoBoro Cepeepa Dr.Web, gaHHbI napameTtp 3agaercs
paBHbIM 50. Mpy 06HOBAEHWM C NMPeAbIayLLEeNn BEPCUN C coOXpaHeHneM dalina KoHdUrypaLmm,
3HaYeHVie ouepeamn aBTOPM3aLIMMN COXPAHAETCA U3 KOHOUIypaLmm npeaplayLel BepCum.

Mpy HEOHXOANMOCTU M3MEHEHMA ANNHBI OUepPesr aBTOPM3aLnK, OTPesaKTUPYITe 3HaueHne
cnefyrolero napameTpa B KoHGUrypaumoHHom dane Cepsepa Dr.Web:

<!-- Maximum authorization queue length -->
<maximum-authorization-queue size='50"'/>

e B Bhimagatoulem cnmcke Pexknm perncrpaunmm HOBUUKOB 333aeTCs NMOANTUKA NMOAKNHOUEH S
HOBbIX paboumnx cTaHuni (cM. [lonnTtnka NoAKIHYEHUA CTaHLNI).
o Bbinagatowmii cnucok MepBruHasA rpynna no yMoa4yaHUIo ONpeenseT NepBuYHyHo

rpynny, B KOTOpYyto 6yayT NoMeLLeHbl CTaHLMK NMPY aBTOMATUYECKOM MOATBEPXKAEHUM
poctyna ctaHumm k Cepepy Dr.Web.

e YctaHoBuTte ¢nar NMepeBoAUTb HEAaBTOPM3O0BaHHbIX B HOBUUKM, UTOObI cHpackiBaTh
napameTpbl noayyeHuns goctyna k Cepsepy Dr.Web y ctaHLmMiA, He NpoLueaLumx
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aBTOpuM3auuto. laHHaa onuma MoxXeT 6bITb NOAE3Ha Npu n3MeHeHnn HacTpoek CepBepa
Dr.Web (Taknx kak OTKpbITbIA KAtOY LWMdpoBaHMA) an npu cmeHe b/l B nogobHbIx cayyanx
CTaHLUMMN He CMOTYT NOAKNOUNTLCSA, M NOTpebyeTca MOBTOPHOE NOAyYeHNe HOBbIX
napameTpoB ana goctyna k Cepsepy Dr.Web.

YctaHoBUTe dnar ABTOMaTUUECKM co3paBaTh yUeTHbIe 3aMnucu CTaHL MK, YToObI
aBTOMaTUYeCckn co3haBaTb HEAOCTalOLWME YUYeTHbIe 3anucK CTaHUMiA B LleHTpe ynpaBaeHuns
npu yctaHoBke AreHtoB Dr.Web 13 rpynnoBoro nHcrananaymMoHHoro naketa. Ecav ¢nar cHar,
yCTaHOBKa BO3MO>Ha TO/IbKO MO KONMYECTBY y>Ke CO3/aHHbIX YYETHbIX 3aNnCcew B rpynne,
NHCTaNNALMOHHBIV MakeT ANa CTaHUWIA KOTOPOM 3amnyckaeTcs.

B none Aonyctumas pasHuua mexxay spemeHem Cepepa Dr.Web n AreHTta 3agaetcs
AOnNyCcTMMasn pasHuLLa Mexay cuctemHbiM BpeMeHeM Cepeepa Dr.\Web n AreHtos Dr.\Web B
MUHyTax. Ecnn pacxoxaeHne 6osblue yka3aHHOTO 3HayeHuMa, 3To byaeT OTMeUeHO B cTaTyce
ctaHumm Ha Cepsepe Dr.Web. Mo ymonuaHuto gonyckaetcs pasHuLa B 3 MUHYTbI. 3HaYeHne
0 o3Hauaer, uto NpoBepka He byaeT NPOBOANTLCA.

YctaHoBUTe dnar 3ameHATb IP-agpeca, uto6bl 3amMeHATb IP-agpeca DNS-vmeHamm
KomnbtoTepoB B danne xypHana Cepsepa Dr.Web.

B Bbinagatowem cnvcke Mma craHumm 3asaetca popmat otobpaxkeHns MMeH paboumx
CTaHUMI B KaTasiore aHTUBUPYCHOW ceTu LleHTpa ynpaBieHus.

Yepes BbiNajatoWwmin CNMcok 3amMeHATb MMSA CTaHLLMMU MOXHO NPy HEOH6XOANMMOCTU 3a4aTb
BapWaHT 3aMeHbl OTOHpakaeMbIX UMeH paboumx CTaHUMIM Ha MOAHOE UAW YaCTUYHO
onpegeneHHoe DNS-nmsa (npm HeBO3MOXHOCTM onpegeneHns DNS-nmeH otobpaxxarorcs
IP-agpeca).

| Mo ymonuaHuo dnar 3ameHarb IP-agpeca CHAT, M 3aMeHa UMEHWN CTaHLMI HE NMPOUCXOAMT.

& Mpw HenpaBuAbHOW HacTpolike cayx6bl DNS BrItOUEHME 3TUX BO3MOXHOCTENM MOXKeT
3HaunTeNbHO 3aMeannTb paboTty Cepepa Dr.Web. Mpw BkatoueHUn nto60ro 13 3tmx
pexMmMoB pekoMeHayeTca paspeLlunTb KelunpoBaHe nMeH Ha DNS-cepsepe.

@ Ecnv B BoinagatoLwem crnvcke 3amMmeHATb UMA CTaHLUMKM BblIGpaH OAWH 13 BapMaHTOB 3aMeHbl,
1 B aHTMBUPYCHOM ceTn ncnosnb3yetca Mpokcn-cepsep, Torga Ana BCeX CTaHLMK,
noaknroyeHHbix kK Cepeepy Dr.Web uepes Mpokcn-cepsep, B LieHTpe ynpasaerus B
KayecTBe Ha3BaHWI CTaHUMI ByaeT oTobpaxkaTbCs Ha3BaHWE KOMMbOTEPA, HA KOTOPOM
yctaHoBneH lNpokcu-cepsep.

e YctaHoBuTe dnar CUHXPOHU3UPOBaTb ONUCAHUA CTAHLMIA, UTOObI CUHXPOHU3NPOBATb

onuncaHne KOMMbrOTEPA NOJIb30BaTeNs C ONUCAHWEM CTaHLMKW B LleHTpe ynpaBaeHus (none
Computer description Ha cTpaHuLe System properties). Ecav onvcanme ctaHumm B LieHTpe
yrpaB/eHWs OTCYTCTBYET, TO B aHHOe noJje byaeT 3annmcaHo onmncaHne Komnblotepa Ha
CTOpOHe nosib3oBaTens. Ecav onucaHms pasanyatotcs, To gaHHble B LieHTpe ynpaBaeHuns
6yayT 3aMeHeHbl Ha NoAb30BaTe/bCKMe.

YctaHoBUTe dnar CMHXPOHU3MpPOBaTh reorpaduruecKkoe rnoJsioXKeHme, YtTobbl akTMBMPOBATb
CUHXPOHM3aUMIo reorpaduryeckoro pacrnosioxeHusa ctaHuui mexay Cepsepamun Dr.Web B
MHOroCepBepPHOW aHTUBUPYCHOM ceTu. [Tpn ycTaHOBAEHHOM daiare Bbl Takoke MOXeTe
3a/aTb CAeAyoWniA NapameTp:
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o CTapToBas CMHXPOHU3aLMA — KO/NIMYECTBO CTaHUMI 6e3 reorpaduyecknx KOOpAMHar,
MHGOPMaLMA O KOTOPbIX 3anpalunBaeTCcs Npu YCTaHOBNEHUN COEANHEHUA MeXay
CepBepamu Dr.Web.

e YctaHoBUTe dnar Ucnonb3oBaTb MOAUTUKM, UTOObI pa3peLlmTb UCMOIb30BaTb MOAUTUKM
NS HACTPOMKM 3alumLaeMblx CTaHuni (cM. [loautunkn).

s KonnuecTtBo Bepcuii NOJIMTUKU — MaKCMMabHOE KOJIMYEeCTBO BEPCUI, KOTOPbIe MOTYT
ObITb CO34aHbl A5 KaXKA0N NOANTUKM.

¢ B none KonnuecrBo pesepBHbIX konuii ans Bepcuii CepBepa Dr.Web 3azaiite
MaKCMMalbHOE KOJIMUECTBO XPaHMMbIX Pe3epPBHbIX KOMWIA, CO3JaHHbIX MPU Nepexose Ha
HoByto peBu3mnto Cepeepa Dr.Web uepes LleHTp ynpaBneHus (cm. pasgen O6HoBaeHe

Cepeepa Dr.Web v BocctaHoBNeHME U3 pe3epBHOW Konuu). 3HaueHne 0 npeanuncoiBaeT
XPaHWUTb BCE pe3epBHble KOMUK.

e YcraHosute dnar Ucnonb3oBatb paclumpeHune nporokona AreHta gnsa nepegaum
¢dannoBbix AaHHbIX, UTOObI pa3peLlnTb Nepesavy GannoBbix gaHHbIX ¢ AreHTa Dr.\Web Ha
Cepsep Dr.Web no npotokony SFTP. Ecan dnar cHAT, nepegaya AaHHbIX He OCYyLLEeCTBAAETCA.

¢ B none Konnuecreo BMpTyanbHbIX MawuH Lua 3agaliTe MakcMManbHOe KOANYECTBO
BMPTYyasbHbIX MawunH Lua, npegsapuntenbHO NOArOTOBAEHHbIX ANS HYX/, Be6-cepBepa.

e B nose CkpunT Ana co3pgaHnAa BUPTyasbHOW MalluHbl Lua BCcTaBbTe CKpMnT 414
BbIMOJIHEHNA Npy GOHOBOM CO34aHUM BUPTyaAbHOM MaluMHbI Lua ana Hyxza Beb-cepepa.

10.3.2. Tpaduk

10.3.2.1. O6HOBNEHMA

Ha Bknagke O6HOBAEHUA 33/ar0TCS OrpaHNYeHNs Ha 06beM ceTeBOro Tpaduka npu
nepepave obHoBneHU Mmexay Cepsepom DrWeb 1 AreHtamu Dr.Web.

MoapobHee cM. B pa3gene OrpaHunyeHne Tpadrka paboumx CTaHLMNA.

UTob6bI 3agaTb orpaHuuYeHus Ha Tpaduk o6HoBneHuin AreHToB Dr.Web

1. B none KonnuecrBo ogHOBpeMeHHbIX MpoL,eccoB 06HOBNEHUA 3a/aeTCA MaKCMMalibHOe
[OMYCTUMOE KOIMYECTBO CeCccuin passaum 06HOBEHWI, 3anyLLEeHHbIX OA4HOBPEMEHHO C
naHHoro Cepsepa Dr.Web. Mpwu goctn>keHnn ykazaHHOTO OrpaHnyeHmsa 3anpockl OT
AreHToB Dr.Web pa3meLlatotca B ouepean oxungaHums. Paamep ouepean oxungaHms He
orpaHuueH. YctaHoBuTe 3HaueHne 0, UToObl CHATb OrpaHNYeHMEe Ha KONNYECTBO
OZHOBPEMEHHbIX MPOLLeCCOB.

2. YctaHoBuTe dnar OrpaHMuUnTb TpadpuK 06HOBAEHUIA, UTOObI OrpaHNUYNTL O6bEM CETEBOTO
Tpaduvka npu nepesaye obHoBaeHUN Mexay Cepepom DrWeb n AreHtamun Dr.Web.

Ecnn dnar cHaT, o6HoBNeHUA ans AreHToB Dr.Web nepegatotca 6€3 orpaHnyeHms nonochl
nponyckaHna ceteBoro Tpaduka.

3. Ecav dnar yctaHoBneH, 3agarite B none MakcumanbHasa ckopocTb nepegaumn (Kb/c)
3HaYeHne MaKCMMabHOW CKOPOCTU nepegaun obHoBaeHm. Mpn 3ToM obHOBAEHMA ByayT
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nepesaBaTbCs B Npejenax 3ajaHHON NOJOCbl MPOMNYCKaHWsS COBOKYMHOMO CETEBOTO
Tpadurka obHoBAeHUIN Bcex AreHToB Dr.Web.

[lonyckaeTca 3ajaHne Ao NATU OrpaHMYEeHNI Ha CKOPOCTb nepesayn oObHoBAeHWI. [ns
nobaBneHns elle OAHOIO MOJA OrPaHUYEHNS CKOPOCTU HAaXXMUNTE KHOMKY . Ans
yAaNEHUA OrpaHNYeHUs HaxXMuUTe KHOI'IKyE HanpPOTMB OrpPaHNYEHUNs, KOTOPOE HYXXHO
yAANNTb.

B Tabauvue pacnucaHuns 3afaeTca pexxMum orpaHMYeHns o6HOBAEHMIA OTAENbHO Ha KaXaple
30 MUHYT KaXKA0ro AHA Hejenu.

[na nameHeHna pexxuma orpaHuYeHnn nepeaayn AaHHbIX HaXXMUTE Ha COOTBETCTBYHOLLMIA
610k Tabanubl. Takke Noasep>KMBaeTca BbIBOP HECKONbKNX BPEMEHHbIX 6J10KOB NyTem
nepetackmBaHuA.

LiBeT sueek N3MeHSeTCs LMKINYECKN COMIacHO LIBETOBOW CXEME, MPUBEAEHHOW NOZ
TabanLen, HauMHas C BapuMaHTa, NPU KOTOPOM nepesaya o6HOBAEHWUI pa3pelleHa H6e3
orpaHnyeHunli Tpaduka, L0 BapuaHTa, Npy KOTOPOM Nnepesaya 06HOBAEHUI 3anpeLleHa.

MNocne 3aBeplueHNA pefakTUpPOBaHMSA, HaXkmuTe KHOMKy CoOXpaHUTb AN MPUHATUA
BHECEHHbIX U3MEHEHUN.

10.3.2.2. YcTaHOBKMU

Ha Bknagke YcTaHOBKM 3a/at0TCsl OrpaHnYeHns Ha 06bem ceTeBoro Tpaduka npu nepegaye
AaHHbIX B npouecce yctaHoBkn AreHToB Dr.Web Ha ctaHumsax.

MNMoapobHee cm. B pa3gene OrpaHunyeHmne Tpadrika paboumx CTaHLMNA.

UTob6bI 3agaTb OrpaHMUYeHns Ha Tpaduk npu yctaHoBke AreHtos Dr.Web

1.

B none Konnuecrso ogHOBpeMEHHbIX MPOLLECCOB YCTAHOBKM 33aeTCA MakCMMaibHOe
[OMYCTUMOE KOIMYeCTBO ceccunin yctaHoBku AreHTa Dr.Web, 3anyLueHHbIX OAHOBPEMEHHO C
nfaHHoro Cepsepa Dr.Web. Mpwu goctn>keHnn ykazaHHOTO OrpaHnyeHma 3anpockl OT
ArenToB Dr.Web pa3meLlatotca B ouepean oxungaHumsa. Paamep ouepeamn oxungaHms He
orpaHuueH. YctaHoBuTe 3HauveHne 0, UTobbl CHATb OrpaHNYeHMEe Ha KONNYECTBO
OZlHOBPEMEHHbIX MPOLLECCOB.

YctaHoBuTe dpnar OrpaHMumnTb TpapuK NpU ycTaHOBKE AreHToB, UTOObI OrpaHNYNTb
obbeM ceTeBOro Tpaduka npu nepegave aaHHbix ¢ Cepsepa Dr.Web Ha ctaHuunm B
npouecce yctaHoBku AreHtos Dr.Web.

Ecnan dnar cHAT, nepesaya AaHHbIX NpU YCTaHOBKe AreHTOB OcyLlecTBaseTca 6e3
OrpaHnYeHna NONOCkl MPONYCKaHNA ceTeBoro Tpaduka.

Ecnv dnar yctaHoBneH, 3agarite B none MakcumanbHasa ckopoctb nepegaumn (Kb/c)
3HauyeHVe MaKCMMaabHOW CKOPOCTU Nepeaaun JaHHbIX. [py 3TOM JaHHble ANA YCTaHOBKM
AreHToB Dr.Web 6yayT nepesaBatbCs B npesenax 3aaHHOM NOAOChI NPONYCKaHWs
COBOKYMHOro ceteBoro tpaduka scex AreHtos Dr.Web.

[onyckaeTca 3ajaHne A0 NATU OrpaHMYEHNI Ha CKOPOCTb Nepejayn JaHHbIX ANs
yctaHoBku AreHtoB Dr.Web. lna gobaBneHuma ewe o4HOro Nons orpaHMYeHna CKOpoCTU

PyKkoBOACTBO aAMAHUCT paTopa

255



)
_“'1

A
<

Inaea 10: Hactpoiika CepBepa Dr.Web

Ha>XMUTE KHOMKY . ﬂ,}'lﬂ Y4aieHnAa orpaHNYeHna Ha>XKMuTe KHOI'IKyE HanpoTnB
OrpaHMYeHnA, KOTOpPOe HY>XXHO YAa/inTb.

B Tabavue pacnucaHuns 3afaeTca pexxMum orpaHMYeHnsa Ha nepegady AaHHbIX OTAENbHO Ha
Kaxkgble 30 MUHYT KaXA0ro AHA Heaenu.
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Ana n3MeHeHMsA pexxrMa orpaHMyYeHUn nepesaum AaHHbIX HAXXMUTE Ha COOTBETCTBYHOLLMI
610k Tabanubl. Takke Noasep>KMBaeTca BbIGOP HECKONbKNX BPEMEHHbIX 6J10KOB NyTeMm
nepeTackMBaHus.

LiBeT Aueek M3MEHAETCA LMKIMNYECKM COTNAaCHO LBETOBOM CXeMe, MPUBEAEHHOW MO
TabaunLen, HauMHaa C BapuaHTa, Npu KOTOPOM MNepejava AaHHbIX paspelleHa 6e3
orpaHuuyeHmn Tpaduka, O BapmaHTa, Mpn KOTOPOM nepesaya AaHHbIX 3anpeLleHa.

MNocne 3aBeplueHNA pefakTUpPOBaHMSA, HaXkmuTe KHOMKy CoXpaHUTb AN MPUHATUA
BHECEHHbIX U3MEHEHWN.

10.3.2.3. OrpaHunueHue Tpadumka paboumnx ctaHUUU

B aHTMBMpycHon cetn Dr.Web Enterprise Security Suite cyLiecTByeT BO3MOXHOCTb OrpaHUYUTb
CKOPOCTb Nepesaun aaHHbix Mexay Cepsepom DrWeb n AreHtamun Dr.Web. Hactpoiiku
AEeNATCca Ha orpaHnNYeHns nepegayuv o6HOBAEHUI N OTPaHUYEHNS MPU Nepesayde JaHHbIX Mpu
yctaHoBkax AreHta Dr.Web.

I'Ipep,OCTaBnﬂe'rcn BO3MOXXHOCTb C/ieAyrolunX BapuaHTOB orpaHn4YeHuA Tpaqua:

1.

OrpaHunueHne 06LLen CKOPOCTU Nepesayn JaHHbIX BCEM CTaHLUAM.

HacTtpolika ocywecteasertcs B pa3gene koHpurypaumnm Cepeepa Dr.Web: nyHKT rnaBHoro
MeH0 AAMUHUCTPUpPOBaHME — MYHKT yripasasatowero meHto Kongurypauusa Cepsepa
Dr.Web - Bknagka Tpapuk — BHyTpeHHAS Bknagka O6HOBAEHUA 1V YCTaHOBKN —
napameTtp OrpaHnMunTb Tpadpuk o6HOBAEHUI NV OrpaHNUUTb TPadp UK NPKU ycTaHOBKE
AreHTOB COOTBETCTBEHHO.

MNepcoHanbHOe orpaHMYeHne CKOPOCTN Nepesayun AaHHbIX NPy OOHOBAEHUM KOHKPETHbIM
CTaHUMAM MW TPYMNNam CTaHLMWN.

HacTtpolika ocyuiectBasetcs B pasgene KOHPUrypaumnm CTaHLMi: MyHKT FaBHOMO MEHH
AHTMBUpPYCHasa ceTb — BblIOpaTb CTAaHLMIO UK TPYNNY B MEPAPXMUECKOM CMUCKE CeTU —
MYHKT yNpaBAstoWwero MmeHto OrpaHnueHns o6HoBIeHUIA — napameTp OrpaHMuUTb
Tpadpuk o6HOBNAEHUIA.
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OrpaHuueHue Tpaduka oCyLLeCTBAAETCA NO cefylowemMy NPUHLUNY:

1.

Ecnm Bk1roueHO orpaHmnyeHme Ha obLLyt0 CKOPOCTb Nepesaun JaHHbIX B HaCTPOMKax
CepBepa Dr.Web, To cymmapHas ckopocTb nepegaum gaHHbix oT Cepsepa Dr.Web Bcem
CTaHUMAM He NPEeBbICUT YKazaHHOro 3HauveHus. MNpu 3Tom:

a) BHe 3aBMCMMOCTM OT pa3iMumii B NpOMNyCKHON CMOCOOHOCTM KaHaNoB CBSA3M MeXay
Cepepom Dr.Web v ctaHumnamMu, CKOPOCTb Nepesaun JaHHbIX 4eNNTCA MOPOBHY MeXAy
BCEMMW CTaHLUAMM.

b) Ecam nponyckHas cnocobHocTb kaHana mexay Cepsepom Dr.Web v ctaHumel MeHbLUe
MOJIYYEHHOrO CPeAHEero 3HaueH s CKOPOCTM AN OAHOM CTaHLMM COrNacHO MyHKTY a),
A9 TAKOW CTaHLMW yCTaHaBAMBAETCA OrpaHMYeHne nepesaum JaHHbIX paBHoOe
MaKCMMabHOW LUMPUHE KaHala A0 3TON cTaHumK. OcTaBLueecs 3HaueHMe obLuero
OrpaHMYeHNs aHaNIOTUYHO MYHKTY @) AeNIUTCA MOPOBHY A/11 OCTaNbHbIX CTAaHLMNA.

Ecnv BkItOUEHO NepcoHanbHOEe OrpaHMYeHre Ha CKOPOCTb Nepeaayn JaHHbIX B
HaCTpOMKax rpynmnbl UV KOHKPETHOWN CTaHLMI, TO CKOPOCTb Mepesayn AaHHbIX Ha 3TU
rpynnbl AW CTaHLMIO He MPEBbLICUT yKa3aHHOro 3HayeHUA. Ha BCce oCTa/ibHble CTaHL MK
OrpaHuYeHne He pacnpoCTpaHAeTCa, U nepejada AaHHbIX OCYLLECTBAAETCA C
MaKCMManabHOW CKOPOCTbHO.

Ecnm Bk1roueHO orpaHmnyeHme Ha obLLyt0 CKOPOCTb NepeJayun JaHHbIX B HACTPOMKax
CepBepa Dr.Web n nepcoHanbHOe OorpaHuyeHme Ha rpynny nam cTaHuuto, To:

a) CkopocTb Nepesaun faHHbIX Ha MePCOHabHO OrpPaHNYEeHHbIe TPYMNMbl AN CTAHLUWN He
NPEeBbICUT 3HAYEHWS, 3aZlaHHOTO B pa3jee HacTPOeK 3TUX FPYMM U CTaHLMN.

b) Jna nepeaaun faHHbIX HA OCTaNbHble CTaHLMK, ObLLee orpaHNUYeHne CKOPOCTH
nepejayn AaHHbIX C yYETOM BblYeTa OrpaHUUYEeHUA CTaHUUW U3 M. a) AeNTCSA MOPOBHY.

¢) Ecam nponyckHas cnocobHocTb kaHana mexay Cepsepom DrWeb un ctaHumen, He
OrpaHNYEHHOM MHANBUAYaANbHO, MEHbLLE MONYYEHHOTO CPEAHErO 3HAUEHNS CKOPOCTU
A9 OAHOM CTaHLMM COTIAaCcHO NMYHKTY b), Ans TakoW CTaHUMM yCTaHaBANBaETCA
OrpaHnyeHne nepesaun JaHHbIX paBHOE MakCMMaslbHOW LWMPUHE KaHana Ao 3TOW
ctaHumun. OcTaBLleecs 3HaYeHne obLLero orpaHMYeHnsa aHalorM4YHO NyHKTY b) aenntca
MOPOBHY A/ OCTa/IbHbIX CTaHLMWA, HE OTPaHUUYEHHbIX MHANBUAYabHO.

10.3.3. Cetb

10.3.3.1. DNS

Ha Bknaske DNS 3asatotcs napameTtpbl obpalleHuii k DNS-cepsepy:

e Taim-ayt ana DNS-3anpocoB (c) — TaiM-ayT B CekyHJax Ana pa3peLleHuns

npAMbix/obpaTtHbix DNS-3anpocoB. YctaHoBuUTe 3HauveHue 0, uTo6bl He orpaHnunBaTh
BpemMa OXnAaHua 0 OKOHYaHuA pa3pelweHna DNS-3anpoca.

¢ Konnuecrteo nostropHbix DNS-3anpocoB — MakcrManbHOe KOMYecTBO NOBTOPHbIX DNS-

3anpocoB Npu HeycrewHoM pa3pelleHnn DNS-3anpoca.
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e YctaHoBuTe dnar 3apatb Bpema xpaHeHua orBetoB oT DNS-cepBepa, uto6bl 3agathb
BpeMs xpaHeHus B Kelle oTeeToB oT DNS-cepsepa (TTL).

o 1nA NonodXXuUTenbHbIX OTBETOB (MWUH.) — BpeMsA xpaHeHua B kewe (TTL)
nonoXxuTenbHbix oTBeToB OT DNS-cepBepa B MUHyTax.

o Ana oTpuuaTenbHbIX OTBETOB (MUH.) — BpeMs xpaHeHus B Kewe (TTL) oTpuuatenbHbIxX
oTtBeToB OT DNS-cepBepa B MUHyTax.

e Appec cepsepa DNS-over-HTTPS — azgpec coBmectumoro DNS-over-HTTPS cepsepa.

@ DNS-over-HTTPS — npoTokon Ans BbinosHeHusa pa3spelteHra DNS no npotokosy HTTPS.

‘ Lienbto 310ro Metosa ABAAETCA MOBbIEHNE KOHPUAEHLMANBHOCT 1 6e30MacHOCTL
no/sb3oBaTenel NyTém npejoTBPaLLeHNs nepexasaTa v MaHWUNyaMpoBaHua AaHHbIMu DNS.
MpuHUmn paboTbl npoTokona DNS-over-HTTPS 3akitovaeTtcs B WMdpOBaHUM 3aNpOCoB K
DNS-cepBepy 1 0TBETOB Ha HWX. VIMeHa yaanéHHbIX cepBepOB, K KOTOPbIM obpalyaeTcs
nosb3oBaTesb C UCnoab3oBaHnem DoH, ckpbiBatoTcs.

[ns KoppekTHoW paboTbl HEOBXOAMMO yKa3aTb 3HaueHune Jltobble B pasjene
AaMUHUCTpUpoBaHue — O6was KoHpurypauma penosutopusa — BCO Dr.Web -
Aonyctumble cepTuduKaTbl.

e CepBepbl DNS — cnncok cepsepoB DNS, 3aMeHAIOLWMIA CUCTEMHbBIN CMNCOK MO YMOJYAHUIO.

e flomeHbl DNS — cnincok gomeHoB DNS, 3aMDNS-over-HTTPS — npoToKo/ A/l BbINOJIHEHNA
paspeweHnas DNS no npotokony HTTPS.

10.3.3.2. NMpokcun

Ha Bknagke Mpoken 3agaroTca napaMeTpbl NPOKCU-cepBepa.

YcraHosute dnar Ucnonb3oBatb Nnpokcn-cepBep, Utobbl HacTpouTb coeanHeHnsa Cepeepa
Dr.Web uepes npokcun-cepsep. [1pn 3TOM CTaHYT JOCTYMHbI CeAytoLLMe HaCTPONKM:

¢ Mpoxkcn-cepBep — IP-agpec nam DNS-uma npokcn-cepsepa. MNpn HeobxoanMocTn B
afpecHOW CTpOKe JoMnycKaeTca 3ajaHne nopTta B popmate <adpec>:<nopm>. o
YMOJIYaHWIO NCNOJIb3yeTca NopT 3128.

e YT06bI MCNOABb30BaTb aBTOPM3aLMIO ANS AOCTYNa K MPOKCU-CEPBEPY COrNAacHO 3aZaHHbIM
MeTozam, yctaHoBuTe ¢ar Mcnonb3oBaTb aBTOpPU3aALLUIO 1 33JaliTe Cegytolume
napameTpsbl:

o 3anonHute nons MNonb3oBatenb npokcn-cepsepa v Maposb Nosb3oBaTeNna NPOKCU-
cepBepa.

o Bbl6epMTe OAVNH N3 MEeTO40B aBTOPUM3aLnn:

Onuus OnucaHue
Jlroboin meToz u3 Wcnosnb3oBaTth At060W cnocob aBTopmr3aLmm, NoaAepKMBaeMbli
noAAepP>KMBaeMbIX npokcu-cepeepoM. Ecam npokcn-cepeep NoaAep>KMBaeT HECKObKO

MeTO40B aBTOPU3aLUnn, 6y,D,ET MCMOb30BaTbCA Hanbosee HaAe>KHbII7I.
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OnucaHue

Wcnonb3oBaTth nt0b60oi 6e3onacHbii cnocob aBTopwm3aLmy,
noAsep>kKMBaemblii NPOKCU-cepeepoM. B faHHOM pexxvime MeTos
aBTOpm3aumm Basic He ncnonb3yetca. Ecim npokcn-cepsep
noasep>kvMBaeT HECKOIbKO MeTOA0B aBTopu3aLmy, byaeT
MCMoAb30BaTbCA Havbosiee HafeXHbIN.

Ncnonb3osatb Basic-aBTopmzaumnio. He pekomeHayeTcs ncnosib3oBaTb
3TOT MeTO/, MOCKO/bKY Nepejaya yYeTHbIX AaHHbIX aBTOpM3aLmMn He
wndppyetcs.

Wcnonb3osatb Digest-aBTopumsaumto. Kpuntorpaduuecknii Metoz,
aBTOpU3aLMN.

Vcnosnb3oeats Digest-aBTopumzaumto. Kpuntorpaduueckmii Metoz,
aBTOpwv3aumn. BkirouaeT nogaep>kky 6paysepa Internet Explorer Bepcum
6 1 6onee paHHWUX.

Ncnonb3osate NTLM-aBTOopu3aumo. Kpuntorpapuueckuii MeToz
asTopmsaumn. nsa aBTopmsaumm ncnoabsyetca npotokon NTLM
KomnaHun Microsoft.

Vicnonb3oBaTtb NTLM-aBTOpM3aumo yepes BHeLlHee NPUNoXKeHme
winbind. Kpuntorpaduueckuii Mmetog, aBTOpm3aLmn.

Wcnonb3osate GSS-Negotiate aBTopuzaumio. Kpuntorpadpudecknii
MeTOZ, aBTopw3aLmn.

Ha Bksiaske TpaHCcNOpT HacTpanBatoTCa NapameTpbl TPAHCMOPTHbBIX MPOTOKOOB,
ncnonb3lyembix Cepsepom DrWeb ana coegnHeHuns ¢ kaineHTamu.

e B Boinagatowem cnucke LngpoBaHme Boibnpaetcs noantmka wndpoBaHmns Tpaduka,
nepegaBaemMoro no kaHany ceasun mexgy Cepsepom Dr.Web v nogkntoyaembiMu K HEMY
knneHtamu: AreHtamun Dr.Web, coceanmnmmn Cepepamu Dr.Web, CeTeBbiMu
NHCTannAToOpamMu.

e B Bbinagatowem cnuncke CkaTtue BbibnpaeTca pexxmm oxkatua Tpaduka, nepesaBaemMoro no
kaHany cea3n mexay Cepsepom Dr.Web v noakntouaeMbiMu K HEMY KaMeHTaMu: AreHTaMum
Dr.Web, coceaHnmum Cepepamu Dr.Web, CeTeBbIMUY MHCTanATOpaMu.

MoapobHee 06 3Tnx NnapameTpax cM. B pasgene LLndpoBaHune n oxatne tpaduka.

o [Tpwn BoIbOpE 3HaueHM fa v Bo3amModKHO /14 cxatna Tpadmka, CTaHeT JOCTyrneH
BbiNaZatoLLMin CNNCOK YPOBEHb ©KaTuaA. B 3ToM cnncke Bbl MoXeTe BbibpaTh YpOBEHb
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MAT
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OKaTMA AaHHbIX 0T 1 80 9, rae 1 — MUHUMaNbHbIV YPOBEHb, @ 9 — MaKCMMabHbIN
YPOBEHb CXKaTus.

@ Bonee noapobHas nHGopmaLwa npuseseHa B pasgene LLvdposaHve n oxatve Tpaduka.

e B none Knrou wm¢ppoBaHua ana maHgaroB TLS-ceccum 3azariTe nyTb K hanny kKiroua
wndpoBaHna ana MaHaaToB TLS-ceccunin. Micmonb3yeTca ans BO306HOBAEHUA ceaHca TLS Ha
OCHOBe MaHJaToB ceccuii (session tickets), koTopble WNGPYHOTCA C UCNONb30BAHNEM
3aZlaHHOro Kkoua.

B nogpa3aene TCP/IP HacTpanBatoTcs napameTpbl coeanHeHnit ¢ Cepsepom Dr.Web no
npotokonam TCP/IP:

e Aapec v MopTt — cooTtBeTcTBEHHO IP-agpec n HOMep NopTa ceTeBOro MHTepdenca, K
KOTOPOMY NMPUBA3bIBAETCSA AAaHHbIA TPAHCMOPTHbLIA NPOTOKOA. VIHTepdelc ¢ ykazaHHbIMU
HacTponkamu npocnywmnsaetca Cepsepom Dr.Web ans B3anmogenicteusa c AreHTamu
Dr.Web, yctaHOBAEHHbIMW Ha paboumx CTaHLUMAX.

e YctaHoBUTe dnar O6Hapy»xeHue, UTobbl BKIOUMTL Cyxby obHapyxeHuns Cepsepa Dr.Web.

e YcraHoBuTe dnar Multicasting, uto6bl ncnonb3oBatb pexum Multicast over UDP npu
obHapyxeHunn Cepsepa Dr.Web.

¢ Multicast-rpynna — IP-agpec multicast-rpynnei, B koTopow 3apernctpupoBaH Cepsep
Dr.Web. Nicnonb3yetca ans Bzaumogenctamsa ¢ AreHtamu Dr.Web n CeTteBbiMu
WHCTannaTopamu npu nomcke aktmBHbix CepBepoB Dr.Web cetn. Ecam 3HaueHne gaHHoro
rnosasa He 3a4aHo, MO YMOJAYaHWUIO Ucnoab3yetcs rpynna 231.0.0. 1.

e HasBaHue — vma Cepepa Dr.Web. Echv oHO He 3a4aHO, NCNONb3YeTCa UMA, 3alaHHOE Ha
BK1aake O6uwime (CM. BblLe, B YaCTHOCTW, EC/IN Ha YKa3aHHOW BKNAJKe MMSA He 3aJaHo,
MCNONb3YeTCA UMA KOMMNbIOTepa). Ecam ansa npoTokona 3asaHo MHOE NMSA, YeM
onpegeneHHoe Ha Bkiaske O6Lme, NCNonb3yeTcs UMSA U3 ONMcaHUs npotokona. JaHHoe
NMA NCNONb3yeTcs CNYK60M obHapyxeHus ans noncka Cepeepa AreHtamu DrWeb v T. 4.

e Tosnbko nog OC cemenctea UNIX: B none MyTb 3agaeTtca nyTb 4O COKeTa CBA3W, Hanpumep, ¢
AreHtoMm Dr.Web.

@ Bonee noapobHas nHGopMaLwa NpuseseHa B pasgene Hactpoiika ceTeBblX COeAMHEHUN.

ﬂ'aHHbIe napamMmeTpbl 3a4a0TCA B q)opmaTe CEeTeEBOro agpeca, npnBeaeHHOro B JOKyMeHTE

MpunoxxeHunsa, [Ipunoxenve [ Cneundurkauma ceTeBoro ajpeca.
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10.3.3.4. dneKTpoHHaA nourta

Ha Bki1aske dneKTpoHHas MouTa HacTpavBatoTCsA NapameTpbl OTNPaBKN NEKTPOHHON NOYThI
13 LleHTpa ynpaBaeHuns, HanpumMep, B KayecTBe OMOBeLLeHWI aAMUHUCTPaTopa, Npw

pacchlKe NHCTaNNALUMOHHbBIX MaKeTOB CTAHLMIA MW ANSi BOCCTAHOBAEHWUS Napos
ajMUHUCTpaTopa:

e DNIeKTPOHHAA NouTa OTNPaBUTENA — ajpPeC ALLUMKa SNEKTPOHHON NOYUTbI, OT UMEHU
KOTOPOTro ByAyT OTNPaBAATLCA INEKTPOHHbIE MUCbMA.

e Appec cepBepa — agpec SMTP-cepBepa, KOTOpbI ByAeT MCNOb30BaTbCA AN OTNPaBKM
3/1eKTPOHHOM MOYTbI.

Mopt — nopTt ana nogxatoveHms K SMTP-cepsepy. 1o ymoadaHuto nopt 465 npu OTKPbLITUN
OTAeNbHOrO 3awueHHoro TLS-coegnHeHns nam nopt 25 B NPOTUBHOM Cay4ae.

Monb3oBatenn, Maponb — Npy HeOOXOAMMOCTM 3aanTe MMSA NONb30OBaTENs U MapOb
nonb3oBatens SMTP-cepBepa, eciv SMTP-cepBep TpebyeT aBTOpM3aLMN.

Taiim-ayT coeguHeHusa ¢ SMTP-cepBepomM — TaiM-ayT B CeKyHZax ANA YCTaHOBAEHUS
coeanHeHuns ¢ SMTP-cepBepoM. 3HaueHne — Les0e NONOXKNTENbHOE UNCI0 HonbLuee nan
paBHoe 1.

B Bbinasatollem cnmcke 3awmura coegmHeHns Bbibepute Tmn WnPpoBaHHOro obMeHa
AaHHBIMU:

o STARTTLS — nepekntoueHme Ha 3alLMLLEeHHOe COeanHEHNE OCYLLIeCTBAAETCA Yepes
KOMaHAy STARTTLS. [10 ymMOA4aHUIO ANA COefMHEeHMs NpesycMaTpmnBaeTcs
ncnosnb3oBaHue 25 nopra.

o SSL/TLS — OTKpbITb OTAeNbHOE 3alnileHHoe WndpoBaHHoe coeanHeHue. 1o
YMONYaHWIO 419 COefMHEeHMA npedycMaTpuBaeTca Mcrnoib3oBaHue 465 nopra.

o HeTr — He ncnonb3oBatb wWndpoBaHme. OBMeH AaHHbIMK ByAeT NPOMCXOANTb NO
He3alMLLEHHOMY COEANHEHMIO.

e YcraHosute dnar Ucnonbsosatb CRAM-MDS5 ayteHTUdMKaLumro 414 NCMOIb30BaHUA
CRAM-MD5 ayteHTUdUKaLMM Ha MOYTOBOM CepBepe.

e YcraHosute ¢pnar Ucnonbsosatb DIGEST-MD5 ayreHTudumkaumio Ans ncnonb3oBaHUA
DIGEST-MD5 ayteHTudunKaumm Ha NOUTOBOM CepBepe.

e YcraHosute ¢pnar Ucnonbsosatb LOGIN ayreHTuduUKaumto ana ncnonbsosaHuna LOGIN
ayTeHTUPUKaALIMKN Ha MOUYTOBOM CepBepe.

e YcraHosute dnar Ucnonbsosatb AUTH-NTLM ayteHTnudpmkaumro 414 NCrnosib3oBaHUA
AUTH-NTLM ayteHTUdMKaLMM Ha MOUYTOBOM CepBepe.

e YcraHoBute ¢pnar Mcnonb3oBaTtb 06bIUHYIO ayTeHTUdUKALLMIO 15 NCNOAb30BaHWA plain
text ayTeHTMdPUKaLMM Ha MOYTOBOM cepBepe.

e YctraHoBuTte ¢nar MpoBepAaTb NpaBUIbHOCTb cepTUdUKaTa, UTOObI MPOBEPATHL
npaBuabHOCTb TLS-cepTndunkata noutosoro cepsepa. B none TLS-ceptudmkatbl ykaxnte
nyTb K TLS-cepTudukatam.

e YctaHoBuTe dar OTIAAOUHDIN PEXUM A/ NONYYeHUs AeTanibHOro XypHana SMTP-ceccun.
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¢ B none dnekrpoHHas nouTa nosy4varenen MoxeTe 3a4aTb ajpeca ALUMKOB INEKTPOHHOM
MoYTbl, YUTOObI NPOBEPUTL OTNPABKY 3/IEKTPOHHOM MoYThbl. HaxkmuTe kHonky OTnpaBuUTb
TecToBOE coobLyeHune, UToObl OTNPaBUTL TECTOBOE MUCbMO (aHaNOTMYHOE OMOBELIEHNIO
CepBepa Dr.Web) no 3nekTpoHHOM noute B COOTBETCTBUM C 3aj@aHHbIMW HAaCTpOMKamMu B
AaHHOM pa3gene.

10.3.3.5. Knacrep

Ha Bknaake Knacrep HacTpanBaroTca napameTpbl knactepa Cepsepos Dr.Web ans obmeHa
nHbopmMaLmen NpM MHOrocepBepPHOM KOHPUIypaL MM aHTUBUPYCHOWN CeTW.

Ana ncnonb3oBaHWs K1acTepa 3ajanTe ciesyrollme napameTpsbi:

e Multicast-rpynna — IP-agpec multicast-rpynnsl, yepes kotopyto Cepsepbl Dr.Web 6yayt
ocyLLecTBAATb 0OMeH nHdopmavmen.

¢ Mopt — HOMep nopTa ceTeBOro MHTepderica, K KOTOPOMY MPUBA3bIBAETCA TPAHCMOPTHbIN
NpoTOKON AN nepesaun nHoopmaumm B multicast-rpynny.

o CpOK >XU3HU — CPOK XWN3HW JaTarpamMMbl Npu nepegade AaHHbix B knactepe CepBepos
Dr.Web.

e NHtepdeiic — IP-agpec ceTeBoro nHtepderica, K KOTOpOMYy NPUBA3bIBAETCA TPAHCMOPTHBbIN
NpoTOKOAN AN nepesaun nHdopmaumm B multicast-rpynny.

OcobeHHocTU co3zaHusa knactepa CepsepoB Dr.Web npvBegeHbl B pa3gene Knacrep
. Cepeepos Dr.Web.

10.3.3.6. 3arpy3ka

Ha Bisiagke 3arpyska HacTpavBaroTcs napameTpbl Cepsepa Dr.Web, ncnosnb3yemoie npu
dopmumpoBaHumM parnos nHctannaumm AreHta Dr.Web ana ctaHumin aHTMBUPYCHOW ceTu. B
AaNbHEeWLeM 3TV NapameTpbl NCNOAb3YHTCA NPU NOAKNHOYEHUM MHCTannaTopa AreHTa
Dr.Web « Cepsepy Dr.Web:

e Apapec Cepepa Dr.Web — IP-agpec nam DNS-umsa Cepsepa Dr.Web.

Ecnv agpec Cepepa Dr.Web He 3agaH, To ncnonb3yeTcs MM KOMMbOTepa, BO3Bpallaemoe
onepaunoOHHON CUCTEMOMN.

¢ Mopt — HOMep nopTa, KOTopbIA ByaeT NCNOAb30BaTLCA NPU NOAKIFOUYEHUN NHCTANNATOPA
AreHta Dr.Web k Cepsepy Dr.Web.
Ecan HoMep nopTa He 3agaH, To ucnonb3yetca nopt 2193 (HacTpansaeTtca B LleHTpe
ynpasneHus B pasgene AgamuHuctpupoBaHue — KoHpurypauma Cepsepa Dr.Web —
Bknagka Cerb — Bknagka TpaHCNopT).

Hactpoviku pa3gena 3arpyska COXpaHaoTCa B KOHOUTypaumoHHOM danne download.conf

(cM. sokymeHT Mpunodxxenus, E3. KoHburypaumoHHbin dan download.conf).
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10.3.3.7. 'pynnoBble 06HOBNEHUA

Ha Bkiagke FpynnoBble 06HOBAEHUA HaCTpavBaeTCs nepegava rpyrnmnoBbiXx OOHOBAEHWI Ha
pabouve cTaHUMM No multicast-npoTokony.

YTo6bI BKAHOUNTL Mepesady OOHOBAEHMM Ha CTaHUMK Mo multicast-mpoTokoy, ycTaHOBUTE
dnar Bkarountb rpynnosblie 06HOB/IEHUA.

OcHOBHbI€e MPUHLMMbI Pa6oTbl rPynnoBbix 06HOBIEHMIA:

1.

Ecam rpynnoBble 0GHOBAEHWSA BKAKOUEHbI, TO A/ BCEX CTAHLMI, MOAKIOYEHHbIX K AJAHHOMY
CepBepy Dr.Web, o6HoBneHMe ByseT OCyLLecTBAATLCA B ABa 3Tana:

a) CraHumn npocaylimBatoT 3agaHHble multicast-rpynnel, B KoTopble Bxoant Cepsep
Dr.Web. Mpwn noctynneHnmn rpynnoBbix O6HOBAEHWUI, CTaHLIMWN CKauMBatoT NX Yepes
multicast over UDP.

b) Mocne nepesaum rpynnosbix 06HoBNeHUI CepBep Dr.Web otnpaBnser ctaHaapTHOe
OMoBeLLeHNe CTaHLUMAM O Haanumm obHoBeHWI. Bce, UTo He yaanock ckavaTtb Yepes
rpynnoBble OBHOBAEHWA, CTaHL MM AOKaUMBatOT Kak Npu CTaHAaPTHOM OBHOBAEHMMU MO
npotokoay TCP.

Ecam rpynnoBbie 0O6HOBAEHWA OTK/IHOUEHbI, 0OHOBAEHME ANA BCEX CTAHLMM
OCYLLECTBASAETCA TONbKO WTaTHbIM cnocobom — no npotokoay TCP.

[Ana HaCTPOWKM rpynnoBbIX OBHOBAEHUI UCMONb3YHOTCA CeAytoLLve NnapamMeTpbl:

Pazmep UDP-patarpammbl (6aiitbl) — pa3mep B 6aritax UDP-gatarpamm, ncnosibsyembix
multicast-npotokonom.

Jdonyctumbii anana3oH 512-8192. Bo n3bexaHne dparmMmeHTaLmMm pekomeHayeTcsa 3ajaBaTb
3HaueHne meHbwe MTU (Maximum Transmission Unit) ncnonb3syemow cetu.

Bpems nepegaum ¢anna (Mc.) — B TeueHne 3aaHHOrO MHTepBaa OCyLLeCcTBaAETCA
nepegava ogHoro garina obHoBneHus, nocne yero Cepeep Dr.Web HaunHaeT oTnpaBky
cneayroulero darina.

Bce daiinbl, kKOTOpble He yaanock Nepesatb Ha 3Tane o6HoOBAeHMA No multicast-npoTokony,
6yayT nepesaBaTtbCA B NpoLecce CTaHAapTHOro obHoBaeHMa no npotokony TCP.

A nnTenbHOCTb rpynNNoBbIX 06HOBAEHMIA (MC.) — ANNTEIbHOCTb MpoLiecca OBHOBNEHMS MO
multicast-npoTokony.

Bce daninbl, kOTOpbIe He yaanock nepesatb Ha 3Tane oO6HoBAeHMsA No multicast-npoTokony,
6yayT NnepesaBaTtbhCs B MpoLecce CTaHAAPTHOTO 06HOBEeHWs no npoTtokoay TCP.

MHTepBan oTnpaBku nakeToB (MC.) — MHTEpPBan OTNpaBku naketoB B multicast-rpynny.

Manoe 3HaueHne NHTepBasa MOXET NPUBECTM K 3HAaUNTEbHbIM MOTEPAM NPU Nepesaye
NakeToB W1 Neperpy3nTb ceTb. He pekoMeHayeTca N3MeHATb 3TOT NapaMeTp.

MuTepBan mexxay 3anpocamu Ha NOBTOPHYIO nepegavy (Mc.) — C JaHHbIM UHTEPBAIOM
AreHTbl Dr.Web oTnpasaatoT 3anpocbkl Ha NOBTOPHYIO Nepeaady NOTepPSAHHbIX NaKeToB.

CepBep Dr.Web HakanavBaet 311 3anpochkl, Nocae 4Yero nepecbliaeT NOTEPAHHbIE 610KN.
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¢ NHTepBan “TUlIMHBIY Ha IMHUKM (MC.) — B Clyyae 3aBeplieHma nepegauv danna go
NCTeYeHns OTBEAEHHOro BPEMEHN, eC/IN B TeYeHWe 3aaHHOro nHTepBaia “TMwnHbl” ot
AreHToB Dr.Web He nocTynunio 3anpocoB Ha MOBTOPHYIO NepeAayy NOTePSAHHbIX MakeToB,
Cepsep Dr.Web cuutaer, uto Bce AreHTbl Dr.Web ycnewHo nonyunam dparinsl o6HOBAEHMS, 1
HauMHaeT OTNpaBKy cieaytoLlero darvna.

¢ IHTepBan HaKkon/ieHMs 3anNpPocoB Ha MOBTOPHYIO Nepeaauy (Mc.) — B TeueHue
yka3zaHHoro nHtepsana Cepsep Dr.Web HakanavBaet 3anpockl ot AreHTtoB Dr.Web Ha
NMOBTOPHYIO Nepejayy NOTePSAHHbIX MakKeToB.

AreHTbl Dr.Web nepesanpawunsator notepsiHHble nakeTbl. Cepsep Dr.Web HakanavnBaet 311
3anpochbl B TEYEHNE YKa3aHHOTO BPEMEHMW, MOCE Yero nepechisiaeT NoTepsHHbIe 610KN.

Ytob6bl 3aaaTb cnncok multicast-rpynn, yepes koTopble byaeT AOCTYMHO rpynnoBoe
0b6HOB/IEHWNE, HacCTpPONTe Caeaytowme napameTpbl B nogpaszene Multicast-rpynnbi:

e Multicast-rpynna — IP-agpec multicast-rpynnel, yepes koTopyto cTaHUUKM 6yayT nony4vaTtb
rpynnoBbie O6HOBAEHMA.

e Mopt — HoMep nopTa ceTeBoro nHTepodelica Cepeepa Dr.Web, kK kKoTOpoMy NprBs3bIBaeTCS
TpaHcnopTHbIM multicast-npoTokon ans nepesauv O6HOBAEHUN.

[ns rpynnoBbix 0OHOBAEHMA HEOBXOAMMO 3aZaBaTb NH060M CBOOOAHBIA MOPT, B YAaCTHOCTH,
C OT/IMYHBIV OT NOPTa, KOTOPbIV HA3HAYeH B HACTPOWKax AN paboTbl TPAHCMOPTHOTO
npotokosia camoro Cepeepa Dr.Web.

e CpOK XXM3HU — CPOK XM3HW JaTarpaMMbl Npu nepejave AaHHbIX B MPOLLecce rpynnoBbiX
OBHOBAEHUMN.

e Nutepdeitc — IP-agpec ceteBoro nHtepderica Cepsepa Dr.Web, k kotopomy
NpPVBA3bIBAETCA TPAHCMOPTHbIN Mmulticast-npoTokon ana nepesaym OO6HOBAEHUN.
B ka>xgowm cTpoke 3ajatoTca HacTponku ogHou multicast-rpynnel. Ans gobaBneHuns ele
oAHON multicast-rpynnbl HaXXMuTe .

Mpwn 3agaHnm Heckonbkmx multicast-rpynn, obpatnTe BHMMaHWe Ha Caeayrolime
0COb6eHHOoCTH:

e [Ina pa3Hbix Cepepos Dr.Web, kotopbie 6yayT paccbinaTb rpynnosbie 06HOBAEHUS,
AOJIKHbBI 3aZjaBaTbCa pa3anyHble multicast-rpynnbi.

e ins pa3Hbix CepBepoB Dr.Web, koTopbie 6yayT paccbinaTe rpynnoBblie 06HOBAEHMS,
HeobxoAnMO 3asaBaTb pa3anyHblie napameTtpbl UHTepdeiic 1 Mopr.

e [pn ncnonb3oBaHUK Heckonbknx multicast-rpynn, Habopbl CTaHLUMNA, BXOASALME B JaHHblE
rPynmbl, He JO/MKHbI NepecekaTbCA. Takmm 06pa3om, Kaxkaasa CTaHLUUSA aHTUBUPYCHOWN CeTu
MO>ET BXOAUTb TONIbKO B 0AHY multicast-rpynny.

B pa3zene CNMCOK KOHTPOAA AOCTyNa 3a/jat0TCA OrpaHMYeHns Ha CeTeBble agpeca CTaHLUUN,
KOTOpble ByayT noayyaTb rpynmnoBbie O6GHOBAEHUS:

e CTaHUMK, KOTOPBIM pa3peLleHOo NoayyaTb rpynnoBbie 06HOBAEHMSA, ByAyT NpoCayLWNBaTh
3aflaHHble multicast-rpynnbl U nosyyatb 06GHOBAEHWS NO CTaHAAPTHOW cxemMe (CM.

npoueaypa 1).
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e CTaHUMK, KOTOPbLIM 3anpeLLeHo NoayyaTb rpynnoBbie O6HOBAEHWS, HE MPOCAYLINBAIOT
3afaHHble multicast-rpynnbl Ha Hannune o6HOBNEHUIA, @ CKauMBatoT BCe OOHOBIEHMA NO

TCP (cm. npoueaypa 2).

HacTpolika cnnckoB OCyLLEeCTBAAETCA aHa/l0TMYHO HacTPOWKe CNNCKOB pa3jena
be3onacHOCTb.

10.3.4. Cratuctuka

Ha Bknasake CraTucTMKa 3a4aeTca ctatucTmyeckana nHbopmaumsa, Kotopas 3anncbiBaeTcs B
XypHasn NpoToKoAa, 3aHocKTCA B 6a3y aaHHbIX Cepepa Dr.\Web v B ganbHelwem moxeT
6bITb MPOCMOTPEHA B pa3jene cTatuctvkm LleHTpa ynpaBaeHus.

UTo6bI fo6aBUTL B B/, MHpOpMaLMIO COOTBETCTBYIOLLLErO TUMA, YCTAHOBUTE C/iegyrollue
dbnaru:

e CocTosiHMe KapaHTUHa — pa3peLllaeT MOHUTOPUHI COCTOAHUA KapaHTWHa Ha CTaHLUMAX 1
3anucb MHPopmauumn B 6asy AaHHbIX.

e CoctaB 060pyAOBaHMA U NpPOrpaMM — pa3peLlaeT MOHUTOPUHT COCTaBa amnnapaTHo-
nporpaMMHoOro obecneyeHmns cTaHUUM 1 3anucb MHGopMauun B 6asy AaHHbIX.

e CnNucok Mmoayneit CTaHUMA — paspeLlaeT MOHUTOPUHT Crncka Mogynert AHTUBMpYCa,
YCTAHOBNIEHHbIX Ha CTaHLMAX, U 3anncb nHGopmMaLmm B 6asy AaHHbIX.

e CNMCOK YCTaHOBJIEHHbIX KOMMNOHEHTOB — pa3peLlaeT MOHUTOPUHT CUCKa YCTaHOBAEHHbIX
KOoMnoHeHTOB AHTMBUpPYCca (CkaHep, MOHUTOPLI U T. MN.), yCTAaHOBAEHHbIX Ha paboyel
CTaHUMK, 1 3anucb nHbGopmaumnm B 6a3y AaHHbIX.

e Ceccum nosib3oBaTtesieil CTaHU M — pa3peLlaeTr MOHUTOPUHE CECCUN NONb30OBaTeNemn
paboumx cTaHUMI 1 3anncb B 6a3y JaHHbIX PernMcTpPaunoHHbIX UMEH MNo/b30BaTeneu,
BOLUEALIMX B CUCTEMY Ha KOMMbOTEPE C yCTaHOBAEHHbIM AreHToMm Dr.Web.

¢ 3anyck/3aBeplueHne KOMMOHEHTOB — pa3peLlaeT MOHUTOPUHI MHPOPMaLMK O 3anycke U
3aBeplieHnn paboTbl KOMNOHeHTOB AHTMBMUPYCa (CkaHep, MOHUTOPbLI U T. N.) Ha paboumnx
CTaHUMAX 1 3anmcb nHGopmaumm B 6a3y AaHHbIX.

e Ob6Hapy>keHHble yrpo3bl 6e3onacHocTN — pa3speluaeT MOHUTOPUHT OBHapyXXeHNs yrpos
6e3onacHOCTK paboumx cTaHUUI 1 3aNnCb MHPOPMaLMKM B Ba3y AaHHbIX.

Ecnv dnar O6Hapy>keHHble yrpo3bl 6€30MacHOCTU YCTaHOBJIEH, Bbl TakKXKe MOXeTe
HaCTPOUTb JOMONHUTE/IbHbIE MapamMeTpbl CTAaTUCTUKM MO Yyrpo3am.

o YctaHoBuTe dar OTcneXKmBaTh INUAEMUN, UTOObI BKIOUNTD PEXMM OMOBELLEHNA
aAMUHNCTPaTOpPa O CNyvasx BUPYCHbIX anuaemuii. Ecam dnar cHAT, onoselyeHms o
BMPYCHbIX 3apa>KeHnsAX ByayT OCyLLEeCTBAATLCA B 06bIYHOM pexxume. [Mpu
yCTaHOBNEHHOM ¢are Bbl Takke MOXeTe 3aaTb Clefyroline napamMeTpbl OTCAEXUBAHWA
BUPYCHbIX 3NUAEMUNIA:

* Mepwnogp 3anpeTta Ha OTNpPaBKy ONOBELLEHNN — NMPOMEXYTOK BPEMEHWN B CeKyHAaX
nocne oTNpaBky ONoBeLLeHMa 06 aNnaemMum, B Te4eHne KOTOPoro He byayT
OTMPaBAATHCA OMOBELLEHUSA O €4NHUYHbBIX 3aPaXkeHNAX CTaHLNN.
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* Mepuop nogcuerta 3apa)keHHbIX CTAHLUA — MPOMEXYTOK BPEMEHW B CEKYHAAX, B
TeyeHne KOTOPOro A0/IKHO NPUNATK 3aZlaHHOE KONYECTBO COOBLLEHNI O
3apa>keHHbIX CTaHLUMAX, UTOObI OTNPaBUTb OMOBELLEHNE 06 INNAEMUN.

» KonnuectBo coobLeHnii — KOANYeCcTBO COODLLEHMI O 3apaXKeHUsX, KOTopble
AOJIKHbBI MPUATK 3a 3a@aHHbIA MPOMEXYTOK BpemeHu, utobbl Cepeep Dr.Web
OTNpaBAfN aAMUHUCTPATOPY eAMHOE yBEAOMIEHWE 06 aNUAEMUN Ha BCe CayYan
3apaxkeHus (onoBeleHVe NUAEeMUsa B CeTH).

* KonnuecrtBo Hanbonee pacnpocTpaHeHHbIX YIPo3 — KOMYecTBO Hanbonee yacto
BCTPeYatoLLmMXCa Yyrpo3, KOTopble HEOOXOAMMO BKIHOUMTL B OTHET 06 aNnAeMusx.

s YctraHoBuTe dnar FpynnupoBatb otuetbl NpeBeHTUBHOM 3aWUTbl, YTOObI MPUChINATL
€AVHbI CYMMapHbIN OTYET O MHOXECTBEHHbIX COObITUAX [1peBeHTUBHOM 3alumThl. Ecau
dnar cHAT, cobbITUA NpPeBeHTUBHOW 3aLUMTbl BYAYyT NPUXOAUTL B OTAE/bHbIX
OonoBeLeHNAX BHe 3aBUCUMOCTU OT UX KonnuecTtsa. [1pu yctaHoBaeHHOM dnare Bbl
TaKKe MOXeTe 3a4aTb C/iefyrolme napamMeTpbl rpynnMpoOBKM OTYETOB:

* Mepwop 3anperta Ha OTNPaBKy ONOBELLEHU — MPOMEXYTOK BpeMeHW B CeKyHAaX
nocne oTnpaBkM CYMMapHOro otyeta 0 cobbiTnAX MNpeBeHTUBHOW 3aLLnTbl, B TeYeHMe
KOTOpPOro He ByayT OTNPaBAATLCA OMOBELLEHUA O eAMHUYHBIX COBBbITUAX.

* Mepuop nogcuera co6bITUI — NPOMEXYTOK BPEMEHWN B CEKYHAAX, B TEUEHMe
KOTOPOro AOMXHO NPON30UTA 3aZlaHHOE KONNYECTBO COObITUI [1peBeHTUBHOM
3aLUMThl, UTOObI OTMPaBUTL CYMMaPHbIA OTYET.

* KonnuecrBo cobbITUiA — KONNYECTBO COObITUI [TpeBEHTMBHOW 3aLUMThbl, KOTOPbIE
AODKHbBI MPUATY 3a 3alaHHbIN MPOMEXYTOK BpeMeHu, utobbl Cepsep Dr.Web
OTNPaBAAA aAMUHNCTPATOPY €AMHbBIA CYMMapHbI OTYET 06 3TUX COOBbITUAX
(onoBeweHre CymmapHbIi oTtuet MNpeBeHTMBHOM 3aLLUTbI).

* KonuuectBo Hanbosee akTUBHbIX MPOLLECCOB — KOJIMYECTBO Hanbosiee yacto
BCTPEYAOWMXCA NMPOLECCOB, OCYLLECTBMBLUNX NOAO3PUTENIbHOE AEVCTBUE, KOTOPbIE
HeobXxoAMMO BKNHOUNTL B OTUET [1peBEHTUBHOM 3aLUUThI.

o [lna akTMBaLMKM OTNPaBKN CTaTUCTUKM NO OBHapY>KeHHbIM yrpo3amM 6e3onacHoCTy
CTaHUMW B KOMNaHuto «loktop Beb» yctaHoBute pnar OTnpaBAATb CTaTUCTUKY B
komnaHuio «Jlokrop Be6». CTaHyT JOCTYMHbI CesyroLime Nons:

- MHTepBaII — WHTEPBan oTnpaBknN CTaTUCTUKN B MUHYTAX;

* NpeHTndpukatop — MD5-kntou (HaxoanTcs B KOHOUrypaumoHHomMm darne Cepsepa
Dr.Web).

Ob6s3aTenbHbIM NOJEM SBAAETCS TOJIbKO MHTepBaII OTNPaBKN CTaTUCTUKN.

e ABapwuiiHble 3aBeplUeHNs COeAAMHEHUI — pa3peLlaeT OTCAeXNBATb aBapUNHO
3aBepLUeHHble COeANHEHNS C KIMEHTaMM U UMETb BO3MOXHOCTb OTNPaBASATh
COOTBETCTBYHOLLUME OMNOBELLEHNSA aAMUHNCTPATOPY.

3agaviTe cieayroLLe HaCTPOWKM aBapUMHbIX 3aBEPLUEHNI COeANHEHWNIA:

o Mepwuog 3anpera Ha OTNPaBKY OMOBELLEHNUIA — MPOMEXYTOK BPEMEHM B CEKYHAAX
nocne oTnpaBK/ OMOBELLEHNA O MHOXECTBEHHbIX 3aBEPLUEHNAX COEANHEH N, B TEUEHNe
KOTOPOro He ByAyT OTNPaBAsATbCA OMOBELLEHNS O eAMHUYHbIX 3aBEPLLUEHHbIX
COeAVHEHUAX.
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o nepwop, noacyeTta 3aBepLUeHHbIX COGAMHGHMFI — NMPOMEXYTOK BpEMEHU B CEKYHAAX, B
TeyeHne KOTopOoro JO0XKHO I'IpOI/I30l\/lITI/I 3ajaHHO€E KONM4YeCTBO pa3pbiBOB COE,D'I/IHEHI/II\/II C
KANeHTamMn, yTObbI OTMPaBUTb COOTBETCTBYHOLLEE OMOBELLEHNE.

o KonnuecrtBo coefAHEHUI ANA ONOBELLEHUA O €4MHUYHDbIX 3aBEPLUEHUAX —
MUHVMaNbHOE KOIMYECTBO COEAMHEHWI, KOTOPbIE A0XHbI 6bITb Pa3opBaHbl C OA4HUM
ajjpecoM B TeueHVe neproga nogcyeta, ytobbl 66110 OTNPaBAEHO OMNOBELLEHME O
eANHNYHOM aBapUNHOM 3aBepLUEHUN COeAMHeEHMA (onoBeLleHe ABapuiiHoe
3aBepLUeHNe COeUHEHNA).

o KonnuecTtBo coefAHeHUI ANA ONOBELLEHUA O MHOXKECTBEHHbIX 3aBepLUeHUAX —
MWHMUMaNbHOE KONNMYECTBO COEANHEH NI, KOTOPbIE AOMKHbI ObITb Pa30pPBaHbl B TeUeHNe
nepvoga nogcyeta, Yytobbl 66110 OTNPABAEHO eAMHOE ONOBELLEHNE O MHOXECTBEHHbIX
aBapUNHbIX 3aBepLUEHNAX COeAnHeHM (onoBeLleHne 3adpukcmpoBaHo 6onbluoe
KOJINYECTBO aBapUiiHO 3aBepLUEeHHbIX COeAUHEHUN).

o AANTeNIbHOCTb KOPOTKUX COEANHEHUN — eCUN A/INTEIbHOCTb 3aBEPLLUEHHOTO
COEAMHEHMA C KNINEHTOM MeHbLLEe yKa3aHHOW, TO MPWU AOCTUXEHUN 3aZlaHHOTO
KOIMYecTBa COeanHeHU byaeT OTNpaBieHO OMoBeLLeHMe O eANHUYHbIX 3aBepLUeHNAX
coesvHeHM (onoBelleHe ABapuiiHOe 3aBepLUeHNe COeAUHEHUs) BHe 3aBUCMMOCTLN OT
nepuoja noacyeta. lNMpu 3ToM coeanHEHNE He AOKHO OblTb MPepPBaHO B AajibHeNLeM
6onee NPOAOMIKNTENbHBIMU MOAKNFOUYEHUAMMU, N HE JOMKHO ObITb OTNPaBAEHO
OMOoBeLLEHNE O MHOXECTBEHHbIX aBapUIMHbIX 3aBepPLUEHUAX COeAMHEHNIN (ONoBeLLeHe
3a¢pukcnpoBaHo 60/1bLLIOE KOIMUECTBO aBapUAHO 3aBePLUEHHbIX COeAVHEHWN).

e OwnbKM cKaHUPOBaHUA — pa3peLlaeT MOHUTOPUHT OBHapy>XKeHUs oWMBOK Npwu

CKaHMpPOBaHNKN Ha pa6oqu CTaHUMAX N 3annCb I/IHq)OpMaLI,VIVI B 6a3y AaHHDbIX.

CraTncTuKa cCKaHUPOBaHWUA — pa3peLlaeT MOHUTOPUHT pe3y/IbTaTOB CKaHMPOBaHMA Ha
paboumx cTaHUmMAX 1 3anncb HGopMaLumn B 6a3y AaHHBbIX.

MHctannaumm AreHToB — paspeluaeT MOHUTOPUHT MHGOPMaLUKN 06 MHCTaANALMNAX
AreHToB Dr.Web Ha paboumnx ctTaHUMAX 1 3anuncb ee B 6a3y AaHHbIX.

3a6a10KMpOBaHHbIE YCTPOUCTBA — pa3peLlaeT MOHUTOPUHT MHbopMaLmm 06 ycTpolicTBax,
3a6/710KNPOBaHHbIX KOMMNOHEHTOM OPUCHBIV KOHTPOJIb, M 3aNUcb MHbOPMaLMK B ba3y
JAHHbIX.

Cratucruka KoHTponsA npuno>keHuii No akTUBHOCTU NPOLLECCOB — pa3peluaer
MOHUTOPUHT MHOPMaL MK 06 aKTMBHOCTM MPOLLECCOB Ha CTaHUMAX, 3aPUKCUPOBAHHOM
KoHTponem npunoxeHui, n 3annce nHGopmaumu B 6asy faHHbIX.

Cratuctmka KoHTponsa npunoxxeHuii no 6J10kMpoBKe NPOLLECCOB — paspeLlaeT
MOHUTOPUHT MHPOPMaLMM O HIOKMPOBKAxX NPOLECCOB Ha cTaHumuax KoHTposem
NPUNOXEHWUI ¥ 3anncb MHbOPMaLnn B 6a3y AaHHbIX.

MHo>xecTBeHHble 610kMpoBKM KOHTpO/IeM NpuIoXKeHUIA — pa3peLuaeT OTCexXnBaTb
MHOXeCTBeHHble 610kMpoBKM NpoLieccoB KOHTpONEM NPUAOXKEHUIN N MMETb BO3MOXHOCTb
OTNPaBAATb COOTBETCTBYHOLLME OMOBELLEHNA agMUHNCTPATOPY.

3agaliTe cieayroLLe HaCTPOMKM CODbITUIA:

o Mepuopg 3anpeta Ha OTMPaBKy ONOBELLEeHUI — NPOMEXYTOK BPEMEHM B CEKYHAAX
nocse OTnpaBkM CYMMapHOro oTyeTa O npoLieccax, 3ab610kMpoBaHHbIX KOHTposem
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NPUOXKEHUN, B TEYEHNE KOTOPOro He ByayT OTNpaBaATbLCA ONOBELLEHNA O e AUHNYHbIX
H6a0KMpOBKaxX.

o Mepuopg nogcuera 3a6/10KMPOBaAHHBIX NPOLLECCOB — NMPOMEXYTOK BPEMEHU B CEKYHAAX,
B TeYEHWME KOTOPOro JO/IXKHO ObITb 3a6/10KMPOBAHO 3ajaHHOE KOIMYECTBO NPOLLECCOB,
4TOObl OTNPaBUTb CYMMapPHbI OTYET.

o KonnuectBo 6/10kMPOBOK — KO/IMUECTBO COObITMI O NpoLieccax, 3abJ10KMPOBaHHbIX
KoHTponeM npuaoxeHni, KOTOPble JOIKHbI MPUATK 3@ 3aZlaHHbIA MPOMEXYTOK
BpemeHun, 4tobbl Cepep Dr.Web oTnpasasn agMUHUCTPaTOPY eAnHbIM CyMMapHbIN
oTyeT 06 3TNX CobbITUAX (onoBeLleHVe 3adpMKcMpoBaHO 601bLIOE KOINUYECTBO
6nokmpoBok KoHTposiemMm npuno>xeHun).

o KonnuectBo Hanbosiee pacnpocTpaHeHHbIX npoduien — KoMyecTBo Hanbonee
pacnpocTpaHeHHbIX Npoduaer, No KOTOPbIM NPOM3BOAMAACE BNOKMPOBKA N KOTOPbIe
Heo6XoAMMO BKIHOUNTb B ONOBELLEHME O MHOXECTBEHHbIX D10KMPOBKaX.

¢ )XypHan BbINoJIHEHUA 3aAaHUN Ha CTaHLUAX — pa3peLlaeT MOHUTOPUHT pe3ynbTaToB
BbIMOJIHEHWNA 3a/,aHNA Ha CTaHLUMAX U 3anNnCb UX B 6a3y AaHHbIX.

e CocTosiHMe CTaHL MW — pa3peLlaeT MOHUTOPUHT U3MEHEHWI COCTOSHMUA CTaHLMIA U 3annchb
nHbopmauymnm B 6a3sy gaHHbIX.

o CocTosiHMe BUPYCHbIX 6a3 — pa3peluaeT MOHUTOPUHT COCTOAHMA (COCTaBa, U3MEHeHMA)
BMPYCHbIX 6a3 Ha cTaHuMK 1 3anucb MHbGopmauum B 6asy gaHHbIX. Dnar JOCTyneH,
TONbKO ecan ycTaHoBaeH ¢nar COCToAHME CTaHL M.

¢ [laHHble O MeCTOMOJIOXKEHUN — paspeLuaeT Noayvatb MHGOPMaLMIO O MECTOMONOXKEH M
CTaHUMA ¥ 3anncbiBaTb MHPOPMaLUto B 6a3y AaHHbIX.

° AMCKOBOE NMPOCTPAHCTBO Ha CTAHUMUAX — pa3pellaeT noyyaTb VIHq)OpMaLI,VIFO O ANCKOBOM
NPOCTPaHCTBE Ha CTaHUMAX U 3aMnCblBaTb |/|Hq>op|v|au,|/|+o B 6a3y JaHHDbIX.

e Cobupartb MHpopmaumio 06 ycTpoiicTtBax — paspeluaet Cepeepy Dr.Web cobupaTtb
MHPOpPMaLMo 06 YyCTPONCTBAX, MOAKIHOYAEMbIX K CTaHLUN.

¢ Cobupatb HpopmaLmIo 0 nonb3oBaTenax — paspewaet Cepeepy Dr.Web cobupaTtb
MHPOPMaLMIO O NOAb30BaTENAX HA CTAHLUN.

| AHanorunyHble HacTporiku cbopa nHGopmaLmm, nossoastolne AreHty Dr.Web otnpaBnsaTte
‘ faHHble CepBepy Dr.Web, ectb B AreHte Dr.Web. Hactpoliku Bbilwe onpeaenstoTt, byaet nu
Cepsep Dr.Web xpaHutb n obpabaTbiBaTh AaHHble, MOay4YeHHble OT AreHta Dr.Web.

UT06b1 NPOCMOTpPETb CTAaTUCTUUECKYIO MHPOPMaLULO

1. BbibepunTe NyHKT rnaBHOro MeHto AHTUBUpPYCHasA CeTb.
2. B nepapxmueckom crivicke Bbibepute CTaHLMIO UAK TpyMny.

3. OTKpoWnTe COOTBETCTBYHOLUMIN pa3zen ynpaBAstoLLEero MeH (CM. TabaunLy Huxe).

MoapobHHOe onvcaHWe CTaTUCTUUECKUX JaHHbIX MPUBEAEHO B pa3gese [1pocMOoTp CTaTUCTUKK
no paboyen ctaHUMN.
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B tabavue Huxe nprBeaeHo cooTBeTcTBMNE daros 13 pasgena CraTucTuka B HaCTpoMKax
CepBepa Dr.Web 1 nyHKTOB ynpaBiftoLLErO MEHIO Ha CTPaHuLe AHTUBUPYCHaA CeTb.

Mpw cHATUM dnaros Ha Bknagke CraTUCTMKa COOTBETCTBYHOLME UM MYHKTbI BYAYT CKPbIThI

N3 ynpaBiaaroWwero MeHH.

Hacrpoiiku Cepepa Dr.Web

CocrtoaHve ka paHTVHa

CoctaB 060pyAoOBaHMA 1 NporpamMm

Cnncok Moaynew cTaHumm

Cnncok YCTaHOBJIEHHbIX
KOMIMOHEHTOB

Ceccum nonb3oBaTenen cTaHUMm
3anyck/3aBepLueHne KOMMOHEHTOB

O6Hapy>eHHble yrpo3bl
6e3onacHoCTK

OWwmnbKN CKaHMPOBaHWA
CraTucTvKa CKaHMpOBaHWA
WHctannaupym AreHtoB
3a610KMpPOBaHHbIE YCTPOICTBA

Cratctka KOHTPOIA NPUaoXKeHNN
MO aKTMBHOCTM NMPOLIECCOB

Cratuctka KOHTpOIA NpuaosxeHni
no 610KMPOBKe NMPOLECCOoB

XKypHan BbINOAHEHWSA 3aJaHWiA Ha
CTaHumm

CocTosiHVe CTaHUMin

Ta6bauua 10-1. CooTBercTBMe HacTpoek CepBepa Dr.Web n nyHkToB ynpaBasiiowero
MeHI0

MyHKTbI MeHto
Ob6wwme — KapaHTtuH

KoHdurypauma — Windows — Arent Dr.Web — dnar Pazpewuntb
yAaneHHoe yrnpaBaeH/e KapaHTUHOM

Obwwne — ObopysoBaHWe 1 NPOrpamMmMbl
Ob6uwme — ObHapy>KeHHble ycTpolcTBa
Cratctvka — Mogaynu

O6Ll.l,l/le — YCTaHOBAEHHbIE KOMMOHEHTbI

O6uwme — Ceccum nonb3oBaTenemn

Cratuctvka — 3anyck/3aBepLueHvie

Cratnctvka — Yrposbl

Cratuctvka — CraTmucTuika yrpos

Cratuctnka — Cobbitns MNMpeBeHTUBHOW 3aLLuUTbI
Cratuctrka — Owmbkm

Cratuctvka — CTaTMCTMKa CKaHMPOBaHMSA
Cratuctnka — MHcTannsaumm AreHToB

CraTcTvka — 3ab10KMpOBaHHbIE YCTPOWCTBa

Cratuctuka — Cobbitna KOHTpOAA NpuaoseHui

AsMUHKCTPYpOBaHWe — KOHTpOb Npunoxerunii — CrnpaBoYHMK
NP UI0XKEHUI

CraTtuctka — 3aaaHus

Cratuctnka — CocrtosaHme
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Hacrpoiiku CepBepa Dr.Web MyHKTbI MeHI0
CraTucTuKa — BupycHble 6a3bl

CocTosiHne BUpPYCHbIX 6a3 CraTctka — BupycHble 6a3bl

10.3.5. be3onacHoOCTb

Ha Bknagke besonacHoOCTb 3a4at0TCA OrpaHMUYEHMs Ha CeTeBble ajpeca, C KOTOPbIX AreHThbl
Dr.Web, ceteBble nHcTannatopsl n gpyrue (coceaHue) Cepsepbl Dr.Web cmoryT nonyuatb
poctyn Kk gaHHomy Cepsepy Dr.Web.

YnpasneHue xypHanom ayamta Cepeepa Dr.Web ocyliectBaseTca npu nomMoLy caeayowmx
dnaros:

e AyauT onepauuii agMUHUCTPaTopa pa3peLlaeT BeJeHre XypHaia ayanTta onepauuii
agMuHucTpaTopa ¢ LleHTpom ynpasieHus, a Takke 3anucb XypHana B b/,

e AyauT BHYTPEHHUX onepaLuii cepBepa pa3peLlaeT BeeHne XypHaia ayanta BHYTPEHHUX
onepauumn Cepsepa Dr.Web v 3anuce xypHana B b/,

o Ayaut onepauui Web API pa3peluaeT BegeHue XypHaia ayanta onepauuin yepes XML API
n 3anuncb XXypHana B b/,

XKypHan ayauta MOXHO NMOCMOTPETb, BbIGPaB B rMaBHOM MeHO AfiMUHUCTPUpPOBaHue
nyHkT XKypHan ayaura.

Ha BKJlagKe besonacHocTb pa3mMearnTca 40NONAHNTENbHbIE BKAAAKN, Ha KOTOPbIX
HacTpanBaroTCA OrpaHnyeHna gnda COOTBETCTBYHOLLUMX TUMOB COG,D,VIHGHI/IVIZ

e AreHTbl — CMMCOK OrpaHnyeHmnii Ha IP-agpeca, ¢ kotopbix AreHTbl Dr.Web moryTt
noaknrouatbcs K gaHHomy Cepsepy Dr.Web.

e MHcTannaTopbl — CNMCOK OrpaHnyeHnin Ha IP-agpeca, ¢ KOTOPbIX UHCTANNATOPbI AreHTOB
Dr.Web moryt nogiitouatbca k saHHoMy Cepsepy Dr.Web.

e CBA3M — CNNCOK OrpaHnyeHmnii Ha IP-agpeca, c koTopbix coceaHne Cepsepbl Dr.\Web moryt
nogkatoyateca Kk gaHHomy Cepsepy Dr.Web.

e Cny>x6a o6bHapy>XeHUAa — CrCcOoK orpaHnyeHunit Ha IP-agpeca, ¢ KOTOpbIX MPUHUMAOTCA
LWMpoKoBeLLaTenbHble 3anpockl cayxbor obHapyxeHuns Cepeepa Dr.Web.

UTo6bI HACTPOUTL OrpaHUYeHUs JOCTyna (3ajaroTcA OTAENbHO ANA AreHToB,
MHctrannaumm, cocegHnx Cepsepos Dr.Web namn Cny>k6b1 o6Hapy>xeHus):

1. YcraHoBuTe dnar McnonbzoBaTb 3TOT CNMUCOK AOCTYNA, YTOObI 3aaTb CANCKM
pa3peLUeHHbIX UK 3anpeLleHHbIx agpecoB. Ecav dnar cHAT, Bce coeanHeHuna byayT
paspeLleHsbl.

2. YT06bI paspewmntb ocTyn C onpegeneHHoro TCP-agpeca, Bkirounte ero B cnncok TCP:
paspeweHo nav TCPv6: paspelueHo.

PyKkoBOACTBO aAMAHUCT paTopa

270



A7

-
¢

g
),
A

Inaea 10: Hactpoiika CepBepa Dr.Web

3. Y706bI 3anpeTnTb Kakon-nnb6o TCP-aapec, BkitounTe ero B cnncok TCP: 3anpeLwy,eHo v
TCPv6: 3anpeLyeHo.

4. Appeca, He BK/IHOYEHHbIe HU B OAMH M3 CMWCKOB, pa3peLlaroTcs Uan 3anpeLuaroTcs B
3aBMCUMOCTM OT TOTO, YCTaHOBAeH an dnar MpuoputeTHocTb 3anpeTa. Ecav dnar
yCTaHOBJEH, CNNCOK 3anpeweHo 1MeeT 6osiee BbICOKUA MPUOPUTET, YUEM CMNCOK
Pa3speweHo. Azpeca, He BKIOYEHHbIE HM B OAMH U3 CMNCKOB MU BKIOYEHHbIE B 063,
3anpeLatotca. Paspeluarotca TO/bKO agpeca, KOTopble BKIKOUYEHbI B CMUCOK Pa3pelueHo v
He BK/IHOYEHbI B CNMCOK 3anpeLyeHo.

UT06bI OTPEeAaKTMPOBaTb CMIMCOK aApPecoB:

1. BBeaunTe ceTeBOW ajpec B COOTBETCTBYHOLLEE Nose B BUAe: <IP-adpec>/ [ <npegukc
cemu>].

2. [na pobaBneHVs HOBOrO MoJiA ajgpeca HaxxMuTe KHOI'IKy COOTBETCTBYIOLLErO pa3jena.

3. [na yaaneHnsa noaa Haxmure KHOI'IKyE HanpoTWB yJansemMoro ajpeca.

4. [lna npyMeHeHnsa HacTpoeK HaxXmMute KHornky CoxpaHUTb.

| Cnuckm ansa BBoga agpecoB TCPv6 6yayT oTobpa>keHbl, TONbKO €CAN Ha KOMMbrOTepe
ycTaHoBAEeH uHTepdelic IPve.

Mpumep ncnonbzoBaHua npedukca:

1. Mpedwnkc 24 o6o3HayUaeT ceTn ¢ Mackon: 255.255.255.0
Cogep>xut 254 agpeca.
AApeca XOCTOB B 3TUX CeTAX BMAa: 195.136.12.*

2. Mpedukc 8 o603HayaeT cetm ¢ mackon 255.0.0.0
Copepxut go 16777214 appecos (256*256*256-2).

Ap,peca XOCTOB B 3TUX CeTAX Buga: 125.* . x . *

10.3.6. Kew

Ha Bknagke Kew 3azaroTcs napaMeTpbl OUMCTKM CEPBEPHOrO Kella:

o I'Iepwop, OUYUCTKU Kewla — NeEpnNoanvHOCTb NMOJIHOM OYMCTKM Kella.

e Maiinbl B KApaHTUHE — NEPUOAMNYHOCTb YaaneHns ¢annos B KapaHTMHe Ha CTOpPOHe
CepBepa Dr.Web.

¢ daiinbl peno3uTopus — NepPUOANYHOCTb yaaneHns GainoB B peno3nTopum.
¢ Kew ¢ainoB — neprognmyHocTb 0UncTkM GariNoBOro KeLua.

° MHCTal'IIISILI.VIOHHbIe nakeTbl — NepPMOANYHOCTb YaaneHNA NepCOHaIbHbIX U TPYNMOBbIX
MHCTaNNALUNOHHbBIX MakKeToB.

Haxxmunte kHoN Ky '& YAaJ'IVITb BC€ MHCTa/I/IALNOHHbIEe NaKeTbl ceﬁqac, yTOOBbI Y4anTb BCe
paHee Co34aHHble NMepPCOHaJibHbIE U TPYMNMOBbIE NHCTA/JIALWNOHHbBbIE MaKeTbl, HaXo4ALWKMecs B
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KaTanore installers—-cache KaTasora var. ObpaTuTe BHMMaHWe: Npu obpaLleHnn K
AAHHbBIM MakeTam ANs CKauMBaHMA, OHU ByAyT CO34aHbl 3aHOBO, UTO MOXET 3aHATb
HeKoTOpOoe Bpems.

l |_|pVI 3a4aHNN YNCNOBbIX 3HaUYeHUN o6paT|/|Te BH/MaHWME Ha BblgatoLlne Crmckn ¢ e AHULaMn
M3MepeHna nepnoanyHOCTI.

10.3.7. ba3a paHHbIX

Ha Bkiagke basa aaHHbIX 3agaeTca Bbibop CYB/, Heobxoanmou ana GyHKLMOHUPOBaHUS
Cepsepa Dr.Web.

| CrpykTypa 6a3bl gaHHbIX CepBepa Dr.Web poctynHa B Buae otaenbHOro 0f4HOMMEHHOTO
: pykoBoAcTBa. [JoOKyMeHT MOXHO OTKpbITb U3 pa3sena Moapepikka B LleHTpe ynpaBaeHus
6e3onacHocTbto Dr.Web.

UTob6bI 3agaTb NapameTpbl paboTbl ¢ 6a30M AaHHbIX

1.

B none KonnuectBo coeauHeHmii 3a4ainte MakCMMaabHO AOMNYCTMMOE KOAUYECTBO
coeanHeHnin Cepepa Dr.Web c 6a30i gaHHbIX.

Mpwn Ncnoab30BaHUM BCTPOEHHOW 6a3bl JaHHbIX 3HAUEHWE MO YMONYaHUIO MEHATb He
pekoMeHayeTcs. [py ncnonb30BaHUM BHELWHEN 6a3bl JaHHbIX MOXET NOTpeboBaThCA
6osblee 3HaueHWe napameTpa. ONTMManbHOe 3HaYeHne 3aBUCKT OT KOIMYecTBa
noakntoueHunn kimeHtos kK Cepsepy Dr.Web:

Konnuectso PekomeHayeMoe 3HaueHue
noAK/IlOUEHN

no 500 2

500-1500 3-5

6onee 1500 5-8

| BctpoeHHas B/l paccumtaHa Ha nozkntoueHve k Cepsepy Dr.Web nopsaka 400-600

A cTaHuuii. Ecnv no3BosiseT annapatHas KOHGUrypauma KoMnbroTepa, Ha KOTOPOM YCTaHOBJIEH
Cepsep Dr.Web, v Harpy3ka no npo4ynmM 3ajayam, BbINOAHAEMbIM Ha JaHHOM KOMMbIOTEPE,
BO3MOXHO noakntoueHune nopsgka 1000-1500 craHumin.

B npoTnBHOM cnyuae HeOBXOAMMO MCMO/Ib30BaTh BHELWHIOK B/l. B 3aBucMMoCTH OT
KOHUrypaLmm 1 Harpysku Ha KoMmrbtoTep, BbinosHAoWwmin GyHkumm Cepsepa Dr.Web,
BHelWHAS B/l MOXeT 6biTb pa3MeLleHa Ha 3TOM Xe WK Ha creupasbHO BblAeeHHOM
KoMMbtoTepe.

Mpu ncnonb3oBaHun BHelwHel b/l n noakntoueHnn k Cepeepy Dr.Web 6onee 10000 ctaHumm
PEKOMEHZAYeTCA BbIMOJHEHVE CAeAyoLLUX MUHUMabHBIX TPebOoBaHNIN:
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npoueccop ¢ yactoto 3w,

oT 6 sgep npoueccopa,

onepatuBHas namsate — oT 4 ['b ana Cepsepa Dr.Web, ot 8 b — ans cepsepa b/,
OC cemetictBa UNIX.

Mpu paboTe B ceT € 6ONbLUMM KONNYECTBOM MOAKIHOUYEHNI Nepes U3MEHEHNEM
3HaUYEeHUs PEKOMEHAYETCA NMONYUMTb KOHCYNbTaLMIO B Cy>XOe TeXHUUECKON NOoAAePKKM
KomnaHum «[Joktop Beb».

. YctaHoBuTe q)nar ABTOMaTHnUecku oymuaTtb 6a3y AdHHbIX NnocJsie npoueayp

ob6cny>xmBaHuaA, UTOObl aBTOMATUYECKM MPOBOANTL OTIOXEHHYH 0UMCTKY 6a3bl AaHHbIX
nocne ee MHMLMann3aLmm, obHoBaeHUs N umnopTa. Ecan dnar cHAT, aBTOMaTUyeckas
ouncTKa He ByseT BbIMONHATLCA. B 3TOM cnyyae pekoMeHAyeTca HacTpOUTb 3aZaHune
Ouuctka 6a3bl gaHHbIX B pacnucaHun Cepsepa Dr.Web namn BbINOAHATE OUNCTKY BPYUHYHO
yepes pa3gen YnpasneHuve 6a3omn gaHHbIX.

[lns BbINONHEHMA aBTOMATUUYECKOM OYMCTKM CO3AaEeTCA CKPbITOE 3ajaHne B pacnmncaHmnm
Cepsepa Dr.Web. 3agaHne BbinonHseTcs 6amKanlen HoYbto Nocie 0603HaUYeHHbIX
npoueayp obcnyxunsaHus, B 01:17 no mectHomy BpemeHn Cepsepa Dr.Web. 3agaHne
BbIMNOJIHAETCS TONIbKO B TOM C/lyyae, eciv B pacnucaHum Cepeepa Dr.Web He
3anaaHMpPOBaHO ApPYroro 3ajaHus Oumncrka 6a3sbl JaHHbIX B TeUeHne BanxanLmx cyTok
OTHOCUTEIbHO 0603HaUEHHbIX NpoLiesyp 06CayXnBaHMA.

B Bbinagarowem cnucke basa gaHHbix BbibepuTe TMN 6a3bl AaHHbIX:
e MySQL — BHewHAa b/,

e ODBC — gns ncnonb3oBaHusa BHewHen b/l uepe3s ODBC-coeanHeHme,

Mpy BO3HWKHOBEHUM NpeaynpexaenHuin nim ownbok B pabote Cepeepa Dr.Web ¢ CYB/,
I ;
: Microsoft SQL Server uepe3 ODBC cnesyeT ybeanTbCsl, UTO Bbl UCMOJIb3YETE MOCAEAHION
poctynHyto Bepcuto CYB/, ana AaHHOW pesakumn.

C 1em, kak onpeaenntb Haanymne I/ICI'IpaB}'IeHI/II‘/lI, Bbl MO>KeTe O3HaKOMUTbLCA Ha cnep,yrou.l,eﬁ

cTpaHuue koMnaHum Microsoft: https://docs.microsoft.com/en-
us/troubleshoot/sgl/general/determine-version-edition-update-level.

e Oracle — BHewHAs B/l ana nnatdopm, kpome FreeBSD,

| Mpw ncnonb3oBaHum BHewwHen CYB/, Oracle uepe3 ODBC-nogkntoueHne Heob6xoAnMO

& yCTaHOBUTb NocnesHoto Bepcnto ODBC-gpaiiBepa, noctaBasemyro ¢ gaHHor CYB/,.
WNcnonb3osaHve ODBC-gpaiBepa Oracle, noctaBasemoro Microsoft, kateropuyeckm He
peKkoMeHA0BaHo.

e PostgreSQL — BHewHAs B/,
e SQLite3 — BcTpoeHHas b/l (komnoHeHT CepBepa Dr.Web).

4. 3apanTe HeoHXOAMMbIE HAaCTPOWKM ans paboTbl ¢ B/

e [Ins BCTpOeHHbIX b, npn HeobxoaumocTtn BBegmnTe B nose Uma daina nonHbiv nyTb K
dariny c 6a3on AaHHbIX U 3ajaliTe pa3Mep KeLl-namMAaT U pexxnm 3anucy AaHHbIX.
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e [lapameTpbl ana BHewHMx b/l onvcaHbl B fokymeHTe Mpunoxxenus, [1punoxexHune A.
Hactpoviku ana ncnonb3osanuna CYB/L. Mapametpbl apavisepos CYB/.

5. [lna npuMeHeHWa 3afjaHHbIX HAaCcTpPoeK HaXXMmTe KHONKy CoXxpaHUTb.

A

[Anctpunbytme Cepeepa Dr.Web cogep>ut BCTpOEHHbIE KANEHTbI 415 NMOAAEPKMBAEMBIX
CYB/, noatomy:

e Ec/nv Bbl NNaHvpyeTe UCnonb3oBaTth NocraBasemble BMecte ¢ Cepsepom Dr.Web
BCTPOEeHHble kaneHTbl CYB/, To npu yctaHoBke (06HOBAeHUM) CepBepa Dr.Web B
HacTpoMkax MHCTaanaTopa ybeanTech, UTo pa3peLleHa yCTaHOBKa COOTBETCTBYHOLLLErO
BCTPOEeHHOTo kiveHTa ans CYB/, B pa3gene Moaaeprkka 6a3 AaHHbIX.

e Ec/v Bbl NNaHVpyeTe UCMONb30BaTh B KavecTBe BHeLHel 6a3bl gaHHbIx B/] Oracle uepes
ODBC-noaknroyeHune, To Npu yctaHoBke (06HoBAeHWN) CepBepa Dr.Web B HacTpoiikax
MHCTaNNsAToOpa OTMEHWTE YCTaHOBKY BCTPOEHHOTO KkiveHTta ans CYB/, Oracle (B pa3agene
Moppepixka 6a3 gaHHbIX — [lpaiiBep 6a3bl gaHHbIX Oracle). B npoTtvBHOM Ciiyyae
paboTa c b/l yuepe3 ODBC 6yzeT HeBO3MOXHa M13-3a KOHdAMKTa BubanoTek.

NHctannatop Cepepa Dr.Web noaaepxvBaeT pexum nsmeHeHus npogykra. s
fo6aBNEeHUA Y yAaNeHVst OTAENbHbBIX KOMMOHEHTOB, HampyMep, ApaliBepOB Ans
ynpa/eHva 6a3amMu JaHHbIX, JOCTaTOYHO 3anycTutb MHcTannatop Cepsepa Dr.Web u
BblIbpaTb BapuaHT U3smeHUTb.

Mo ymon4aHUIO NpeaycMOTpeHO ncnoab3oBaHue BctpoeHHon CYB/. Beibop atoro pexunma
CO34aeT 3HaUMTEeNbHYHO BbIUYMCAUTENbHYIO Harpy3ky Ha Cepsep Dr.Web. Mpw 3HauntensHom
pa3mMepe aHTUBMPYCHOW CeTU pekoOMeHayeTcs Ncnoab3oBaTtb BHewHoto CYB/,. Mpoueaypa

cMeHbl Tna CYB/J, onncaHa B gokymeHTe Mpunoxkenus, B pasgene Cvexa tnna CYB/ Dr.Web
Enterprise Security Suite.

@

MpesycMOTpeHa BO3MOXHOCTb OCYLLLECTBAEHUA OMNepaLmii, CBA3aHHbIX C OYNCTKOM Ha3bl
JaHHbIX, ncnonbsyemon Cepsepom Dr.Web, a nmeHHo: yganeHve 3anuceri o cobbiTvax, a
Takke MHGoOpMaLmm o ctaHumax, He nocewaswmx Cepsep Dr.Web B TeueHne
onpegeneHHoro nepuvoga. Ans ounctku 6asbl gaHHbIX NeperanTe B pa3jes pacnucaHus
Cepsepa Dr.Web v co3gaiite cooTBeTCTBYIOLLEE 3ajaHMe.

10.3.7.1. BocctaHOB/1eHUe 6a3 AaHHbIX

B cnyuae c60s BcTpoeHHOM 6a3bl aHHbIX SQLite3 cyLiecTByeT BO3MOXHOCTb BOCCTAHOBAEHUS
NoBpeXAeHHOW 6a3bl WTAaTHbIMW CPEACTBAMM.
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B cnyuae noBpexaeHusa 6a3bl AaHHbIX BbINOJ/IHAETCA C/leAylolLan Noc/iefoBaTe/IbHOCTb
AEUCTBUN:

1. Mpwn Hannummn noBpexaeHna H6asbl JaHHbIX 3anyck n dyHKUnoHnposaHune Cepsepa DrWeb
He OCyLLeCTBAAETCA:

a) B npouecce pabotbl Cepepa Dr.Web: ecan Bo3Huk c6oi npwm WwtaTHOM
B3aVMOZENCTBUN CO BCTPOEHHOW 62301 AaHHbIX, OCYLLECTBASETCS aBTOMaTUYeCcKoe
3aBeplueHmne pabot Cepsepa Dr.Web.

b) B npouecce 3anycka Cepepa Dr.Web: ecnn B HacTpoikax 6a3bl gaHHbIx SQLite3 B
BbiNagatowem cnucke MpoBepka LenocTHocTM o6pasa BbibpaH BapmaHT beictpas nau
MonHasA, To ocywecTBAseTCA aBTOMaTMYeckas NpoBepka LenocTHOCT obpa3a Ha3bl
AaHHbIX. [py 06Hapy>xeHUN HencrnpaBHocTK 3anyck Cepsepa Dr.Web He
OCyLLecTBASETCS.

2. [ns Bo3moxHocTn 3anycka Cepsepa Dr.Web Heo6x0AMMO OCyLecTBUTb BOCCTAHOBAEHME
NOBpPeXAeHHOW 6a3bl AaHHbIX:

a) Ecam B HacTporikax 6a3bl gaHHbIx SQLite3 yctaHoBneH ¢pnar BoccraHaBAmMBaTh
noBpeXAeHHbI obpa3 aBTomaTuueckm, npu 3anycke Cepsepa Dr.Web
OCYyLLeCTBASETCA aBTOMaTMYeCKOe BOCCTaHOB/IEHWE MOBpPeXAeHHOro obpasa 6asbl
AAHHbIX.

b) Ecnv aBTOMaTMuyeckoe BoccTaHOBAEHWE 0bpa3a H6a3bl AaHHbIX OTKIHOUYEHO, Bbl MOXETE
BOCMO/Ib30BaTbCA KIHUYOM repairdb npu 3anycke Cepsepa Dr.Web 13 komaHaHOn
cTpokM (cMm. Takoke fokyMeHT MpunoxxeHuns, 33.3. KomaHabl anda ynpasieHus 6a3on
AAaHHbIX).

10.3.8. Moaynu

Ha Bknagke Moaynm 3agaetcsa pexum Blanmogericteus Cepsepa Dr.Web ¢ gpyrumu
komnoHeHTamu Dr.Web Enterprise Security Suite:

e YctaHoBute dpnar Mpotokon AreHta Dr.Web ans BitoueHUs NpoToKO1a B3aUMOAENCTBUSA
Cepsepa Dr.Web c AreHtamu Dr.Web.

e YcraHoBuTte dnar Mpotokon Microsoft NAP Health Validator ans BkntoueHns npotokona
B3aumogenctena Cepeepa Dr.Web ¢ koMnoHeHTOM npoBepkn paboTocnocobHOCTH
cuctembl Microsoft NAP Validator.

e YctaHoBuTe dpnar Mpotokon uHctannatopa Aredta Dr.Web ana BkatoueHms npotokona
B3aumogencrens Cepsepa Dr.Web c nHctannatopamu AreHtos Dr.Web.

e YctaHoBuTe dnar Mpotokon knacrepa CepsepoB Dr.Web ans BiitoueHns npoTtokona
B3anmogencrens mexay Cepsepamun Dr.Web B knactepHon cucteme.

e YctaHoBuTte ¢nar Mporokon Cepsepa Dr.Web 15 BiitoueHMs NpoTokoaa B3anMoAeCcTBUS
Cepsepa Dr.Web ¢ apyrumun Cepepamu Dr.Web. NMpoTokon no ymonuaHuto otkatoueH. Mpu
3a/laHMM MHOTOCEPBEPHON KOHOUrypaumm cet (cm.n. OCoOb6eHHOCTU CETU C HECKONbKUMUA
CepBepamu Dr.Web) BkatoumTe 370T NnpoToko, yctaHosuB ¢aar NMporokon CepBepa
Dr.Web.
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e YcraHoBuTe dnar Mpotokon Mpokcn-cepsepa Dr.Web a4 BkitoueHma npotokona
B3aumozenctens Cepsepa Dr.Web c lNMpokcn-Cepsepamu Dr.Web.

e YctaHoBuTe dpnar PacwumpeHue LieHTpa ynpaBaeHusa 6e3onacHoctbio Dr.Web a5
BO3MOXHOCTM ynpaneHua Cepepom Dr.Web v aHTMBMpYycHON ceTbto Yepes LieHTp
ynpaBaeHus.

| Mpw cHaTum dnara Pacumpenue LieHTpa ynpaBneHus 6e3onacHoctbio Dr.Web, nocne

& nepe3arpy3kn Cepepa Dr.Web 6yaeT HegocTyneH LieHTp ynpaBaeHna 6e3onacHOCTbHO
Dr.Web. MNpwu atom ynpasneHne Cepsepom Dr.Web 1 aHTMBMpPYCHOW ceTbio ByaeT BO3MOXHO
TONbKO Yepes YyTUIWUTY AUCTaHLUMOHHOW ANarHOCTUKW, NMPW ycaoBum, yto daar PaclumpeHune
Dr.Web Server FrontDoor yctaHOBAEH.

e YcraHoBuTe dnar Paciumpenvie Dr.Web Server FrontDoor g5 Bo3MOXHOCTH
ncnonb3oBaHua pacwmpenma DrWeb Server FrontDoor, no3BosiftoLLero nogkatoueHne
YTUANTBI ANCTaHUMOHHOU anarHocTikm Cepeepa Dr.Web (cMm. Takoke YaaneHHbin focTyn K
Cepeepy Dr.Web).

e YctaHoBuTe dpnar Pacumpenne SNMP-areHta Dr.Web, uto6bi paspewwmnts Cepsepy Dr.Web
obmeH nHdopmaumen c cmcteMamm CeTeBOro ynpasaeHunsa no npotokony SNMP (cm. Takke
KoHourypaumna SNMP-areHTa Dr.Web).

e YctaHoBuTe dnar Pacuumpenue Yandex.Locator, uto6bl paspewmts ncnosib3oBaHme
pacwmpeHuns Yandex.Locator ana onpegeneHns MecTtononoxeHms MOHbUAbHbIX YCTPOMCTB,
noakntoueHHbIx kK Cepsepy Dr.Web.

s B none API-knrou BBegmTe cBOM API-KJ1tOY, MONYYEHHbIV Yepe3 COOTBETCTBYHOLLMN
cepBUC KOMNaHuUn AHaeKc.

| Ecnm Bbl BkAtounTte pacwuvpenune Yandex.Locator, Ho He 3agaavte APl-kitou, paclumpeHune He
6yaeT akTMBHO.

| MoapobHy0 MHbOPMaLWIO MO UCMOb30BaHUIO U HAacTpolike paclumpeHns Yandex.Locator
° Bbl MOXeTe HalTh B AOKYMEHTE an.ﬂO)KeHVIﬂ, B pa3aene ABTOMaTMYeckoe ornpegeaeHve
MecTononoxenus ctaHummn nog OC Android.

10.3.9. PacnonoxeHue

Ha Bkiaske PacnonoykeHue Bbl MOXeTe 3aaTb JOMOJHUTENbHYIO MHGOPMaLMIO O
b13MYeCcKoM pacnoNOXKEHUN KOMMbIOTEPA, Ha KOTOpoM ycTaHoBsieHO O Cepsepa Dr.Web.

Taioke Ha AlaHHOW BKkAajKe Bbl MOXeTe MPOCMOTPeTb pacnonoxeHne Cepeepa Dr.Web Ha

reorpaduyeckon kapre.

UTo6bI NnpocmoTpetb pacnonoxxeHne Cepsepa Dr.Web Ha kapte

1. 3apavite B nonax WWnporta n Alonrora reorpadumueckme koopanHaTel Cepeepa Dr.Web B
dopmaTe gecatnuHbix rpagycos (Decimal Degrees).
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2. HaxmunTe kHonky COXpaHUTb A1 COXPaHEHWS BBEAEHHbIX JaHHbIX B KOHOUTYPALNOHHOM
davine Cepsepa Dr.Web.

[na otobpaxeHunsa kapTbl Nnepesarpyska Cepsepa Dr.Web He Tpebyetca. OaHako, ans
NPUMeEHEeHNA M3MEHEHHbIX reorpaduyeckmnx koopamHat nepesarpyska Cepsepa Dr.Web
noTtpebyeTtcs.

3. Ha Bknagke PacnonodkeHune otobpa3zmtcsa npesbto kapTel OpenStreetMap ¢ meTkoWn,
COOTBETCTBYHOLLEN 3aZlaHHbIM KOOPANHATaM.

Ecnv 3arpyska npeBbto HEBO3MOXHa, oTobpaaeTtcs TekcT Moka3aTb Ha KapTe.

4. [lna npocMoTpa NosHOPa3MepHOM KapTbl HaXXMUTe Ha NpeBbto Uan Ha TekcT Moka3saTb Ha
Kapre.

10.3.10. JInueHsun

Ha Bknagke JINeH3um 3aat0TC HAaCTPOWKM pacnpocTpaHeH s anLeH3nn mexay Cepeepamu
Dr.Web, a Takoke HaCTpOViK/ BeleHNS OTYETOB MO NUCMO/Ib30BAHWUIO INLLEH3WNIA.

Hactpoitkmn yBeaomneHns o6 orpaHMuyeHnn No KOJIMUYECTBY JINLLEH3UN B
JIMLLEH3UOHHOM KJ/lloue
e KosaunuectBo ocraBlIMxXCsA J'IVILI.EH3VIi7I — MaKCMMaJibHOe KONN4YeCcTBO OCTaBLLUUXCA

NVLEH3UI, NpY KOTOpOM ByaeT oTnpaB/ieHO yBegoMaeHne OrpaHnueHune rno KoimuecTBy
JINLLeH3UI B JINLL,EH3UOHHOM KJloue.

° npOHEHT ocTaBLUMXCA IWILI‘EH3VII7I — MaKCMMaNbHbIN NMPOLEHT OCTaBLUNXCA J'II/ILI|eH3I/II7I, npum
KOTOpPOM 6yp,eT OTnpaB/ieHO yBegOMJIEHNE OrpaHquHMe no KoJinyectBy I'II/IU,EHBVIFI B
JINLEeH3NOHHOM KJ/lloYe.

HaCTpOﬁKVI ANnA oTyeTa No NCnoJib30BaHUIO ﬂMLl,eHBMﬁ

| Mpw otnpaBke oTyetoB Mexay Cepepamu Dr.Web gaHHble HacTPOWKM A0/IKHbI 3aA4aBaTbCs
‘ Ha rnaBHom CepBepe Dr.Web, Ho 6yayT ncnonb3oBaTbcs NogunHeHHbIMW CepBepamm
Dr.Web.

Ecnn cBa3zm ¢ coceannmm Cepsepamu Dr.Web He HacTpoeHb!, AaHHble OMNLMW NCMO/Ib3YHOTCA
TONbKO Tekylwmm Cepepom Dr.Web ans ero anyHbix otueTos.

e Mepwuop, co3paHnsa oTueTa — NEPUOANYHOCTb, C KOTOPOU ByayT cO34aBaTbCA OTUYETbI Ha
Cepeepe Dr.Web 06 ncnonbsyembix UM ANLEH3NOHHbIX KIHOYaX.

Ecan otuet 06 NCNoONb30BaHUM NNLEH3UI CcO34aeTcs NogunHeHHbIM CepBepom Dr.Web, 10
Cpa3y nocne co3jaHuns OCyLLEeCTBAAETCA OTMpaBKa 3TOro otyeTa Ha rnaBHbin Cepep
Dr.Web.

Co3paHHble OTYETbI AOMONHUTENBHO OTNPAaBAAIOTCA MNP KaXKAOM MOAKAKOYEHUN (B T.u.
nepe3sarpyske) Cepepa Dr.Web, a Takoke npu U3MeHeHUN KONYeCTBa BblAaBaeMblX
nnueH3un Ha rnaBHom Cepsepe Dr.Web.
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° I'Iepuop, noacyeTta aKTUBHbIX CTaHLI,VIﬁ — nepunoy, B TeyeHnme KoToporo 6y,£I,ET
noACyHNTbIBaTbCA KOJIMYECTBO aKTUBHbIX CT&HLI,MI\;I AnAa Co34aHNA OTHETA 06 McnonbL3oBaHUN
J'II/ILI,GH3VIVI. 3HaueHne 0 npeanncelBaeT y4nTbiBaTb B OTHETE BCE CTaHUWMWN, BHE 3aBUCUMOCTU
OT CTaTyCa X aKTUBHOCTW.

Hactpouiku ana CepBepa Dr.Web, Bbigatowero nmueHsnn

e Mepuog aBTOMaTHMUECKOrOo NPOAJIEHUNSA BblAAaBaeMbIX JIMLLEH3UA — Mepuoj BPEMEHH, Ha
KOTOPbIN BblAAOTCA NLEH3UM M3 Katoua Ha gaHHOM Cepeepe Dr.Web. Mocne okoHuaHums
3TOro Nepmoza OCyLLeCTBASETCA aBTOMATUUECKOe NPOANEHNE BblAAHHbIX IULEH3UI Ha TOT
Xe camblil nepunog. ABToMaTMyeckoe npoaieHne byaeT OCyLLeCcTBAATLCA 4O Tex Nop, noka
AJINTCS CPOK PacnpoCTpaHeHns INLEH3UI, 3alaHHbI B MeHeakepe ANLEH3MI Ha ware 5.
[aHHbI MexaHN3M obecneynBaeT BO3BpaLLeHNe NnLLeH3UI Ha rnaBHbln Cepeep Dr.Web B
TOM Cay4ae, ecv nogunHeHHbIn Cepep Dr.\Web 6yaeT oTK/IHOUEH U HE CMOXET BEPHYTh
Bbl@HHbIE INLLEH3UW.

¢ Mepwopa, CMHXPOHU3ALLMW IMLLEH3U — NEePUOANYHOCTb CUHXPOHU3aUNM nHGopMaLmm o
BblZaBaeMbIx nnLeH3uax mexay Cepsepamu Dr\Web. CuHXpOHM3aumsa AMLEeH3MA NO3BOAUT
onpeAennTb, UTO KONMYECTBO NINLEH3UN, BblAAaHHbIX rnaBHbIM CepBepomM Dr.Web u
noay4YeHHbIX nogunHeHHbIM CepBepoM Dr.Web, coBnazaet. [laHHbI MexaHWU3M MO3BOASAET
BbIABUTb COOUN 1 Clydam Noanora npu nepegave AMLEH3NN.

Hactpoiikun gna Cepsepa Dr.Web, nonyuarowiero amueHsnm

° MHTepBaII ANA npeaBapuTe/ibHOro npoasieHna noJjiydyaemMbix J'II/ILI|eH3VII7I — NMPOMEXYTOK

BpeMeHN O OKOHYaHMA nepnola aBTOMaTUYECKOTo npoaieHunA J'IVILI,eH3I/Il7l, NnoNy4YeHHbIX OT

coceaHero Cepsepa Dr.Web, HaunHas c koToporo gaHHbi Cepeep Dr.Web 3anpawmusaert
npeaBapuTeNbHOe aBTOMaTNyeckoe NPoA/ieHNe 3TUX NNLLEH3NNA.

Wcnonb3oBaHue faHHOW HACTPOMKM 3aBUCUT OT TUMNa NOAKNOYEHUS, BbIBpaHHOro B

HacTpolike MapameTpbl coeamHeHusa nNpun KoHOUrypaumm cesasm mexay Cepsepamm Dr.Web

(cm. pasgen Hactpoiika cazen mexay Cepsepamu DrWeb):

o [1nf nepnoamyeckoro Tmna noAKNHOUEHUA: eCiv NEPUOL NEePENOAKIOYEHNS, 3aJlaHHbIN B
HacTpovike cBa3n, 6oblue yem Mepuop aBTOMaTUUECKOro NPOAJIEHMA BblgaBaeMbixX
NVUEeH3uii, 3agaHHbIn Ha Cepeepe Dr.Web, BbigaBluem nvLeH3nmM, To aBToMaTnyeckoe
npoANeHne 3TUX INLEH3n ByaeT MHULMMPOBAHO paHbLue, YeM ncteyet Mepuog,
aBTOMAaTMUECKOro NPoA/IeHUA BblAaBaeMbIX JIMLLEH3UN.

o ,U,I'IFI MOCTOAHHOTIO NMNOoAKNOYEHNA: aHHaA HaCTpOVIKa HE NCMOJIb3YyeTCA.

| MoapobHyo MHGOpPMaLMIO O pacnpocTpaHeHUn auLeHsunn mexxay Cepsepamm Dr.Web cm. B
pa3gene PacnpoctpaHeHue NVLEH3UM N0 MeXCePBEPHbIM CBA3AM.
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10.3.11. XXypHan

Ha Bkiagke XKypHan 3a4atoTcsa HaCTpPOMKy BeAeHus XXypHana paboTtel Cepepa Dr.Web:

e B Bbinagatowem cnuncke YpoBeHb geTanausauum xkypHasa Cepsepa Dr.Web Brbibepute
YypOBEHb MOAPOOHOCTU ANs BeaeHUs XypHana paboTtbl Cepepa Dr.Web.

¢ MakcnmanbHoe konmuecTBo ¢aitioB — MakcMMabHOe KOAnYecTBo $alinoB XypHana
(BKIKOYAs TEKYLLUMI U apXMBHbIe), KOTOPblE BYAyT XPaHUTLCA.

¢ Pexxum portauum xypHana Cepsepa Dr.Web — pexxuvm poTtaumm xxypHana paboTbl
Cepsepa Dr.Web. Bbibepute 0gHO 13 NpeAcTaBAEHHbIX 3HAYEHWIA:

o poTauus Mo pa3mepy OnpejesiseT orpaHMUeHe Ha pa3Mep Kaxzaoro us dannos
XypHana.

MakcumanbHbIV pa3mep KaXkaoro gaiina — MakcMManbHO AOMYCTUMBbIN pa3mep
Kaxxgoro darina xxypHana. Korga tekywimii Gpan goctmraet 3ajaHHOro pa3Mepa, oH
CMUCbIBAETCA B apXMB C COOTBETCTBYHOLMM N3MEHEHUEM MMEHMU, N CO3AAETCA HOBbIN
dalin xypHana.

" poTauuma no BpeMeHUu onpegendeT A/INTE/IbHOCTb 3aNnCK Ka>kaoro m3 ¢a17|nos >KypHana.

MakcumanbHoe BpemMsa 3anucn dpaitia — MakcMMasibHas ANUTENbHOCTb A1 3aMncK
Kaxkgoro darina xypHana. Korga Bpemsa 3anucu garina goctmraet 3agaHHOM
ANNTENBHOCTU, OH CMUCHIBAETCS B apXMB C COOTBETCTBYHOLLMM U3MEHEHUEM UMEHMU, U
CO3/aeTca HOBbIW dalin XypHana.

e YctaHoBUTe dpnar ApxuBmupoBaTb ¢aiinibl XXypHana, UtTobbl yNakoBbIBaTh B apXMB CTapble
dalinbl XypHana B npoLiecce poTauuu.

ili [ns npyMeHeHUs BHECEHHbIX M3MeHeHWn Heobxoamma nepesarpyska Cepsepa Dr.Web.

I'Iepe3arpy3|<a MOXET ObITb BbIMOJHEHA KaK yepes Ll,eHTp ynpaBaeHusa, Tak 1 npu noMoLinm
COOTBeTCTByPOLLI,em KOHCOJIbHO KOMaHAbl.

@ MoapobHas nHbopmaums o xypHane Cepsepa Dr.Web npveeseHa B pa3zgene XypHan
: Cepsepa Dr.Web.

10.4. YpaneHHbi goctyn Kk Cepsepy Dr.Web

| [ns BO3MOXHOCTU MNOAKNFOYEHUS YTUAUTBI AUCTaHUMOHHOW anarHocTukn Cepsepa Dr.Web

A) Heo6xo0AMMO BKAtOUMTL paclumpeHne Dr.Web Server FrontDoor. [1is 3T0ro B pa3gene
KoHndurypauus Cepsepa Dr.Web, Ha Biaske Mozayau yctaHoBute daar PaclumpeHve
Dr.Web Server FrontDoor.

[N BO3MOXHOCTU MOAKIOUEHUS YTUANUTBI AUCTAHUMOHHOW AnarHoctuku Cepeepa Dr.Web
Heo6X0AMMO, UTOObI AN AAMUHUCTPATOPA, KOTOPbIV MOAKIOUAETCA Yepes YTUANUTY, Hbi1o
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pa3pelleHo npaso Ucnosb3oBaHMe AONOAHUTE/IbHBIX BO3MOXKHOCTENU. B npoTMBHOM
cnyyae goctyn k Cepsepy Dr.Web uepes ytvnuty AnctaHUMOHHOW AMarHoCTuku 6yaet
3anpeLLeH.

UT06b1 HaCTPOUTbL NapaMeTpbl MOAK/IFOUEHUA YTUAUTbI AUCTAHLLMOHHOW ANAarHOCTUKN
CepBepa Dr.Web

1.

Bbibepute NyHKT AAMUHUCTPUPOBAHME B rNaBHOM MeHto LleHTpa ynpaBieHus, B
OTKPbIBLUEMCS OKHe BbibepuTe NMyHKT yrpaBAstOLLErO MEHHO YAa/leHHbI J0CTyN K
Cepsepy Dr.Web.

3ajaliTe HAaCTPOMKM NPOTOKOA MOAKIOUEHWNS:

e YctaHoBuTe dnar McnonbsoBatb TLS, utobbl pa3pelwnTs NOAKIOUYEHWE YTUINTDI
ANCTaHUMOHHOM anarHocTmuku K Cepeepy Dr.Web no npotokony TLS. Ecam dnar cHaT,
noakatoveHne byaet BO3MOXHO TOAbKO o npotokoay TCP.

[ns noaknroueHma no npotokony TLS 3asanTe cnesyrolme HaCTPOMKN:

o Ceptudukar — daiin ceptudukata, KOTOpbI OyaeT NPOBEPATLCA NPU NOAKNOUEHWNN.
B BbIMmagaroLlem cnmcke NpuBoAATCAa AOCTYNHble cepTudunkaTbl U3 Katanora Cepsepa
Dr.Web.

o 3aKpbITbIU KoY SSL — darin 3akpbiToro katova SSL, koTopbi byaeT NnpoBepATLHCS
npuv NoAKAOYeHMW. B BbinasatollemM cnncke NpMBOAATCA AOCTYMHbIE 3aKPbITble KUK
SSL n3 katanora Cepsepa Dr.Web.

o B none Knrou wmndppoBaHua ana maHpgatoB TLS-ceccum 3agarite nyTb K hanny kKiroua
wndposBaHnsa ana MaHaaToB TLS-ceccmit. Vicnonb3yeTtca ans BO30O6HOBAEHMA ceaHca
TLS Ha ocHOBe MaHAaTOB ceccuia (session tickets), koTopble wWndpyroTcs ¢
NCNoAb30BaHNEM 3aJaHHOrO KNoYa.

o CNMCcoK paspelueHHbIX WKdpPoB — CTPOKa, ONpesenarowan Cnncok Wmppos 13
naketa OpenSSL, pa3pelleHHbIX 419 UCNOJIb30BaHUA B COeANHEHUAX C KINEHTaMW.
Ecnan octaBuTb none nyctbiM, ByaeT NCNOAb30BaHO 3HaYeHWe DEFAULT, 4To O3HayaeT
ALL:!EXPORT: !LOW: !aNULL: !eNULL: ! SSLv2.

3. 3agjaiiTe HacTPOMKM MHTepderica AN NOAKIHOUEHUS:

e Appec — IP-agpec, npocaywBaemMbivi co cTopoHbl Cepepa Dr.Web ans nogkntoueHms
YTUAUTBI ANCTAHLNOHHOMW ANArHOCTUKM.

e MopTt — nopT, NnpocaywmBaeMsbii co cTopoHbl Cepepa Dr.Web ans nogkntoueHums

YTUAUTBI ANCTAHLUNOHHOW ANarHoCcTUKKM. Mo ymonuvaHuto ncnonbsyetca nopt 10101.
UTtobbl f06aBUTDL eLle oAMH MHTepdENC ana nogkatoueHns, HaxmumTte Bl 1 3agariTe
3HaueHnsa fo06aBNEeHHbIX NONEN.

UTobbl 3aNpeTnTb NOAK/IOYEHME NO 3aZaHHOMY paHee UHTepdency, yaannte ero n3
Cruncka, Haxas — HanpoOTUB CTPOKMN C 3TUM UHTEPdENCoM.

4. HaxmuTte kHornky CoxpaHUTb.
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| OnucaHmne NCMo/Ib30BaHWA KOHCOIbHOM BEPCUM YTUAUTBI AUCTAHLUMOHHOW AMarHO CTUKN
CepBepa Dr.Web npuvBeseHo B gokymeHte Mpunodxenus, 37.3. Ytunmra ANCTaHLINOHHOM

avarHoctukun Cepeepa Dr.Web.

10.5. Konpurypauusa SNMP-arenta Dr.Web

SNMP-areHT Dr.Web npeaHa3sHaueH ana nHterpaumnm Dr.\Web Enterprise Security Suite c
cucTeMaMu CeTeBOro ynpasaeHua nocpeactsomMm npotokosa SNMP. Takaa nHterpauyma
NO3BOAAET OTCNEXNBaTb COCTOAHNE paboTbl koMNoHeHTOB Dr.Web, a Takke cobupatb
CTaTUCTUKY OBHapPYXXEHWUs U HeNTpaan3aLnm yrpos.

CucteMbl MOHUTOpPUHTa nam ntobble SNMP-meHeaxepbl moryt obpatutbca k Cepepy Dr.Web,
KOTOpPbIM NpeAoCTaBaseT 3anpoLUeHHY MHPopMaLLMIo NOCpeAcTBOM pacumpeHms SNMP-
areHTta Dr.Web.

Dr.Web, moxeTe Bocnosib3oBatecs MIB, noctaBasemoin Bmecte ¢ Cepsepom Dr.Web. ®aiin
DRWEB-ESUITE-STAT-MIB. txt pacnofaraeTca B NoAKaTasore etc Kkatanaora yCTaHOBKM

Cepsepa Dr.Web.

@ [ns o3HakoMAEeHUs ¢ MHpOpPMaLmer, KoTopas MoXeT bbiTb NpegoctaBaeHa SNMP-areHTOM

| Y106kl paspewmnts Cepeepy Dr.Web o6MeH MHDOpMaLmMen ¢ cucTeMammn CETEBOTO

& ynpasaeHus no npotokony SNMP Heob6xoanmo Bkatoumtb pacumpenve SNMP-areHTa
Dr.Web. Ans 3toro B pa3gene Kondpurypaumsa Cepsepa Dr.Web, Ha Bknaske Moayan
yctaHoBute ¢pnar PacumpeHne SNMP-arenta Dr.Web.

UTo6bI HacTpouTb NapameTpbl noaitoveHua K SNMP-arenty Dr.Web

1.

BbibepuTte nyHKT AAMUHNCTPUPOBaHME B rN1aBHOM MeHto LieHTpa ynpaBneHus, B
OTKPbIBLLUEMCS OKHe BblbepuTe NyHKT ynpasasatolero meHto Konpurypauma SNMP-areHTa
Dr.Web.

B none CoobuwecrBo 3asante nma coobwectsa SNMPv2c. Mo ymonuanuio public.
3ajzaliTe HaCTPOVKM HTepdenca AN NOAKIHOUEHNS CUCTEM CETEBOIO YrpaB/eHUs:

e NHtepdeiic — IP-agpec, npocnywnmBaemblin co ctopoHbl Cepepa Dr.\Web ans Bxoaswwmx
COEAMHEHWI OT CUCTEM CETEBOrO yNpaBaeHMs.

e MopTt — nopT, NnpocaywmBaeMsbli co cTopoHbl CepBepa DrWeb ans Bxoaaiimx
COeAVHEHWI OT CUCTEM CETEBOTO YMpaB/ieHW .

Uto6bl O06aBUTL ellle OANH NHTePDENC ANS NOAKIHOUEHMUS, HaXXMUTe N 3ajanTe
3HaueHus J00aBIeHHbIX NOJEN.

YTO06bI 3aNpeTUTb NOAK/IOYEHME MO 3aZlaHHOMY paHee HTepdency, yaanunte ero us
CMncKa, HaxaB — HanpoTWB CTPOKM C 3TUM UHTepPhencom.
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4. YctaHoBuUTE q)nar Pa3peu1a'rb AO0CTYN TOJIbKO U3 JIOKaJ/IbHbIX ceTeﬁ, yTOObI pa3pewnTb

noakntoueHne K SNMP-areHTy Dr.Web TonbKO 13 I0KaNbHbIX CETEN.

Mpwn 3TOM 3anosHUTe CNNCOK NI0KabHbIX aAPECOoB, C KOTOPbIX Pa3peLleHo NoAKItYeHEe
cuctem ceteBoro ynpasnieHusa kK SNMP-arenty Dr.Web.

5. Haxxmute kHonky CoxpaHUTb.

10.6. HacTtpowka pacnucaHna Cepsepa Dr.Web

UTo6bI HACTPOUTHL pacnncaHue BbiNOJHeHNsA 3agaHuin ana Cepsepa Dr.Web

1.

BbibepuTte nyHKT AAMUHNCTPUPOBaHME B r1aBHOM MeHto LieHTpa ynpaBneHus, B
OTKPbIBLLEMCS OKHe BblbepuTe NyHKT yrnpaBastoLwero MeHto MaaHMpoBLL MK 3agaHnA
CepBepa Dr.Web. OtkpoeTtca cnucok 3agaHuni Cepsepa Dr.Web.

2. ﬂ,flﬂ ynpaBaeHna pacnmcaHmemM MCrnojib3yroTcAa COOTBETCTBYHOLWMNE SN1IE€EMEHTbLI Ha MaHEN

WHCTPYMEHTOB:

a) Obuime aneMeHTbl NaHes M MHCTPYMEHTOB CNYXKaT A1 CO3JaHMA HOBbIX 3aZaHNi U

ynpaBneHuna pasgenom pacnmcaHnAa B LENOM. ,ﬂ,aHHbIe MHCTPYMEHTbI BCerga AOCTYMHbI
Ha nNaHean NHCTPYMEHTOB.

+ [ o6aBuTb 3apaHNA U3 pacnUcaHUA MO YMOJYaHUK — 106aBUTb B Tekyllee
pacnuncaHue BCe 3a4a4v U3 pacnncaHma no ymoadaHuto. lNpu 3Tom B cnmncke
COXPaHAKTCA BCe TeKylime 3ajaHuna 1 fo6aBaatoTCcA BCce 3ajaHMA U3 pacnncaHms no
YMONYaHUI0. 3aZaHnNsA U3 pacnmcaHma no yMoaYaHuio gobasaatotca B 1t06OM cayyae,
faXe ecnu Tekyllee pacnmcaHme y>ke CoOAep>XnT 3TV 3agaHna (B UCXOAHOM UK
MOANPULMPOBAHHOM BUAE), B TOM YMC/e, MONHOCTBLIO COBMajaeT ¢ pacnncaHnem no
YMONYaHUIO.

‘@ YcTaHOBUTb pacnucaHve no yMmoadyaHmo — yaaJinTb BCE 3a4aHNA N3 TEKYLLETO
pacnncaHnAa n yCtTaHOBUTb pacnncaHne 3aAaHMVI Mo YMOJ4YaHWIO.

@ PacnvcaHue no YMONYaHNKO — 3TO CMUCOK 3ap,aHvu7|, CO34aBaeMbIX NMpun I'IepBVI\—IHOI7I

yctaHoBke Cepeepa Dr.Web. [laHHoe pacnvicaHue He NOANEXUT U3MEHEHUIO.

) Co3partb 3apaHmne — f06aBMTb HOBOE 3ajaHue. [lJaHHOe aencTBue NnogpobHoO
OMMCbIBAETCs HUXeE, B NoApa3zene Pefakrop 3ajaHuUN.

L JKCNOpPTUPOBaTb HAaCTPOIKM 13 JaHHOro pa3aena B ¢paitl — 3KCNopTUPOBaTh
pacnuncaHue B dann cneumansHoro dopmara.

£ MmnopTupoBaTbh HaCTPOWKU B AaHHbIW pa3gen us panna — MMNoOPTUPOBaTb
pacnucaHune u3 gaina cneymanbHoro popmara.

ili NmnopT cnncka 3aganuin ans Cepsepa Dr.Web B MnaHMpoBLLKK 3agaHni paboumx cTaHuuiA

1 Ha06OpPOT He AomycKaeTcs.

b) [ns ynpaBneHus yxe CyLecTBYHOLMMM 3aZaHUAMN YCTaHOBUTE Gaarn HanpoTuB

HY>KHbIX 3a,aHUI MK B 3aroioBke Tabaunubl Ans Bbibopa Bcex 3asaHunii B cnuncke. Mpwu
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3TOM CTAaHYT AOCTYNHbI 3/IEMEHTbI MaHe/I NHCTPYMEHTOB A4 YNpaBAE€HUA

BbIOpaHHbIMW 3aJaHNAMMU:
Hacrpoiika

CocrosiHme Paspewntb
BbINOJIHEHUe

3anpetutb
BbiNoOJIHEHUe

AelictBne

AKTI/IBVIpOBaTb BbIMOJIHEHNE Bbl6paHHbIX 36AaHVII7I cornacHo
3ajaHHOMY ANnA HUX pacnncaHnio, eCsin OHN 61N 3anpeLleHbl.

3anpeTuTb BbIMOJIHEHME BbIOpaHHbIX 3aAaHuid. Mpu 3ToM 3agaHua
6yseT NpUcyTCTBOBaTL B CMMCKE, HO He ByAeT BbIMONHATLCA.

AHanornyHas HacTpoiika 3aZlaeTcs B pefakTope 3ajaHus Ha Bkiagke O6uwme npu
: nomMoLn ¢iara PaspeliMTb BbINOJIHEHUE.

Cepbe3Hoc Cpenatb
Tb KPUTUUYECKUM

Caenatb He
KpUTUYECKUM

OcyLLI,ECTBI/ITb BHeoqepep,Hoﬁ 3anycK 3ajaHud, ecin BbINOJIHEHME
AAHHOTO 3a4aHuA 6b10 nponyweHo no pacnmncaHuio.

BbinosHATb 3ajilaHne TONbKO B yKa3aHHOE€ AJi1A HETO BpeMA, BHE
3aBUCMMOCTU OT TOTO, Bbin nponyuweH 3anyck 3agaHna Uin HeT.

| AHanornyHas HacTpoiika 3ajaeTcs B peAakTope 3ajaHuns Ha Bkiagke O6uwme npu
nomMoun diara Kputuueckoe 3agaHue.

ﬁfl Ay6nnpoBaTb HaCTPOMKM AybnvposaTb 3ajaHus, BbibpaHHble B CMCKe TeKyLLero

@J 3annaHunpoBaTtb
NOBTOPHO

[k Yaanutb Bbi6paHHble
3agaHunn

BbinonHntb 3agaHue

pacnucanus. MNpu 3agaHnn geicteua Ay6ampoBatb HacTpPOUKK
CO34at0TCs HOBbIE 3a/,aHNA C HACTPOMKaMW, aHaNOTUYHbIMU
BbIGpaHHbIM 3aAaHuAM.

Ans oAHOKPaTHbIX 3aaHUIA: BLINONHWTL 3aZaHune elle OAWH pa3 B
COOTBETCTBUM C 3aJaHHbIMU ANl HETO HAaCTPOMKaM BpPEMEHM
(M3MEHeHMe KPaTHOCTU BbIMOJIHEHMS 3a4aHWs OMMUCAHO HUXE, B

nozpa3szene Pefakrtop 3asaHui).

Ynanutb BblbpaHHOE 3aZaHre 13 pacnmcaHus.

BbINoAHWTL BbIGpaHHbIE B CMMCKe 3a4aHuNs HE3aMeA/IUTENbHO.
Mpwu 3ToM 3agaHre ByZeT 3amyLeHo, Aaxe eCiv OHO 3anpeLLeHo
A1 BbINMOJIHEHUS MO PACMUCAHMIO.

3. [ns Toro ytob6bl MU3MEHUTb NapamMeTpbl 3ajaHus, BbibepuTe ero B cnvcke 3agaHunin. Mpw
3TOM OTKpOeTCs OKHO PefiakTop 3afiaHniA, ONMcCaHHOE HUXKE.

4. T1o OKOHYaHUKM peAaKTMPOBaHMA pacnncaHna HaxmuTe KHOMKy CoxpaHUTb, UTOObI

NPUHATb UBMEHEHUA.

PyKkoBOACTBO aAMAHUCT paTopa
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PepakTop 3agaHuin
|_|pl/l nomMoLwn peagakrtopa 3ap,aH|/||7| Bbl MO>KeTe 3a4aTb HaCTpOVIKM, uTob6bI:

1. Co3paTb HOBOE 3ajaHue.
[na 3Toro HaxmuTe KHonKy@ CospaTb 3apaHue Ha NaHeNu MHCTPYMEHTOB.
2. OTpesakTnpoBaTb CyLLeCTBYHOLLee 3ajaHue.
[na 3Toro HaXkMuTe Ha Ha3BaHWe OJHOTO U3 3aJlaHMN B CMIUCKE 3aJlaHU.
Mpwn 3TOM OTKPOETCA OKHO peAakTMpOBaHMA NapaMeTpoB 3aZaHus. HacTponkmn 3ajaHns npu

pPesakTMPOBAHMWMN CYLLECTBYIOLLErO 3a4aHNs aHaNOMMYHbl HAaCTPOKaM Mpu CO34aHNUN HOBOTO
3afaHus.

@ 3HaueHus noJsier, OTMEYEHHbIX 3HAKOM *, AOJIKHbI ObITb 0653aTENLHO 3a4aHbl.

Y106bI oTpeAaKTupoBaTb NapamMmeTpbl 3aAaHUA

1. Ha Bknagke O6wme HacTpoinTe cnesyrolime napameTpbl:

¢ B none Ha3BaHue 3asaiTe HavMeHOBaHWe 3ajaHNs, NOJ KOTOPbIM OHO byzeT
oTobpa>kaTbCA B pacnncaHunm.

e YcTaHoBUTE q>J1ar Pa3peumrb BbINOJIHEHUe, YTOObI aAKTUBMPOBATb BbIMNOJIHEHNE 3a4aHUA.
Ecan cl)nar He YCTaHOB/EH, 3aJaHne 6y,£|,€T npnCyTcTBOBATb B CMUNCKE, HO HE 6yp,eT
BbIMOJIHATbLCA.

AHanormyHas HaCTpOI?IKa 3aj4a€eTcAa B r1aBHOM OKHE rlJ'IaHI/IpOBLLI'I/IKa npun noMoLWmn 3nemMeHTa
° naHeAn NHCTPYMEHTOB CocrosiHme.

e YctaHoBUTe dnar Kputnueckoe 3agaHue, UTo6bl OCYLLECTBASATL BHEOYEPEAHOM 3amnycK
3aflaHuA, ecn ero BbiNoJIHEHWe Bbl1I0 NPONYLWEHO B Ha3HAaYeHHOEe BPeMs MO KakKon-
6o npuunHe. NaaHNPOBLLMK EXEMUHYTHO MPOCMaTPUBAET CMUCOK 3aZaHUi U, Npu
0bHapy>XeHNN NPONYyLLEHHOro KPUTUYECKOTO 3ajaHns, OCYLLEeCTBAAET ero 3anyck. Ecam
Ha MOMEHT 3anycka 3aZaHune 66110 NPONyLLIEHO HECKO/IbKO pa3, TO OHO BbIMOJHUTCS
TOoNbKO 1 pas.

l AHanorvyHas HacTpoWKka 3aJaeTca B rnaBHOM OKHe [T1aHVpoBLLVKa NPY NMOMOLL M d1eMEHTa
naHenn MHCTpyMeHTOB Cepbe3HOCTb.

e Ecn dnar 3anyckaTb 3afaHne aCUHXPOHHO CHAT, 3aZaHre ByaeT NOMELLEHO B 06LLyHO
ouepesb 3ajaHni MnaHMpPOBLUMKA, BbIMOJHAEMbIX NOCAeA0BaTeNbHO. YCTaHOBMUTE daar,
yTO6bl BbIMONIHATL AAaHHOE 3ajjaHNe NapaniesbHO BHE ovepean.

2. Ha Bknagke [ eicTBue BbibepuTe TUN 3aZaHns U3 Bbinajarolwero cnucka Jencreme v
HaCTpoWnTe NapamMeTpbl 3asaHus, Tpebyemble AN BbINOAHEHUS:

PyKkoBOACTBO aAMAHUCT paTopa

284



g
),
A

-
< %‘r naea 10: Hactpoiika Cepeepa Dr.Web

-
.
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BbinonHeHue ckpunTa

3afaHvie NpeAHa3HayeHo AsA BbiNOJHEHWA Lua-ckpvnTta, NpuBeseHHOro B noae
CxkpwmnrT.

ili OgHoBpeMeHHOe BbINONHeHVE 3ajaHna Tuna BeinonHeHne ckpunTa Ha
: Heckonbknx Cepsepax Dr.Web, ncnonb3syrowmx ogny b/l, moxet
NPVBOAWTb K OLLIMOKaM BbINMOJHEHUS JAHHOTO 3aAaHus.

[Mpw BbINONHEHUM Lua-CKpUNTOB aAMUHUCTPATOP NOJy4YaeT AOCTyn KO
Bcel dalinoBol cnucteme B npegenax katanora Cepsepa Dr.Web u
HEKOTOPbIM CUCTEMHBIM KOMaHA4aM Ha KOMMbOTEPE C YCTAaHOBNI€HHbBIM
Cepsepom Dr.Web.

YT06bl 3aMpeTnTb JOCTYN K pacn1caHnio, OTKIKOYMTe NpaBo
PepaktnpoBaHue pacnucaHus Cepsepa Dr.Web s
COOTBETCTBYIOLLErO agMUHUCTPaTOpa (CM. M. AAMUHUCTPATOPbL U
aAMUHUCTPATUBHbIE FPYNMbL).

AOCTyngIe JIMUEH3NN 3aKaHYnNBaloTCA

3ajaHvie NpeAHasHaueHo A/ OTnpaBky onoBelleHns KonanuectBo craHuuii B
rpynne npubamnkaerca K IMLEH3MOHHOMY OFpaHUUYEHUIO, eC/IV KOJIMYECTBO
JNVLEH3WI MO BCEM K/It0YaM, Ha3HauyeHHbIM BblIBpaHHbIM rpynnam cTaHLuiA
3aKaHuMBaeTCs.

ﬂVILI,EHBVIOHHbIe KN4, Ha3Ha4YeHHbIE Ha Bbl6paHHbIe rpynnbl, MOTYT
: ObITb TakKe Ha3zHauyeHbl Ha Apyrune 06BbEKTHI JIMLUEH3NPOBAHUA.

HeobxoaMMoO 3a4aTb CieaytoLine napameTpbi:

e Konuuecrso AOCTYNMHbIX nuqeusw‘fl — MaKCMaJibHO€ KONN4YeCcTBO OCTaBLUUXCA
J'II/ILI,eH3VIVI B TMUEH3NOHHbIX KNO4aX, Ha3Ha4Ye€HHbIX Ha Bbl6paHHbIe rpynnbl, npn
KOTOPOM aAMUHUCTPaTOpPY 6yﬂ,6T OTNPaBJIATbCA ONnoOBeLEHNE.

° I'Ipou,eH'r AOCTYNMHbIX I'IVIIJ,eHBMﬁ — MaKCUMasibHbIN NPOUEHT OCTaBLUNXCA
J'II/ILI,eHBVIl‘;I B TMUEH3NOHHbIX KNO4aX, Ha3Ha4YeHHbIX Ha Bbl6paHHbIe rpynnbl, npn
KOTOPOM aAMUHUCTpPaATOpPY 6yp,eT OTNPaB/ATLCA OMNOBeELLEHNE.

e [pynnbl — cn1cok rpynmn, koTopble ByayT MPOBepPATbCA Ha KOJMYeCTBO
OCTaBLUWXCS NVLEH3WIA. [lns BbIGOpa HECKO/IbKMX FPYyMn ncnonb3yinte kHonkm CTRL
n SHIFT.

3ameHa karoua wWngpoBaHus

3a,c|,aH|/|e npegHasHa4vyeHo anA I'IepVIOAI/I‘-IECKOI‘;I 3aMeHbl cnegyroumnx MHCTPYMEHTOB,
O6ECI'IGHI/IBaI-OLLI,VIX LLII/Iq)pOBaHVIe MeX4Yy KOMMNOHEHTaMW:

PyKkoBOACTBO aAMAHUCT paTopa
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MapameTpbl 1 onucaHue

e 3aKpbITbIl KNtOY drwesd.pri Ha Cepepe Dr.Web,
e OTKPbITbIV KIHOYU * . pub Ha pPaboumnx CcTaHLWAX,

e ceptndukat drwcsd-certificate.pem Ha paboumx CTaHUMAX.

MockonbKy HekoTopble paboune CTaHLMM MOTYT OKa3aTbCA BbIKAHOYEHbl HA MOMEHT
3aMeHbl, NpoLleaypa Aenutca Ha JBa 3Tana. Heobxoanmo co3gath ABa 3afaHva Ans
BbIMOJIHEHWUS KaXKAOro 13 3TUX 3TanoB, NMPW 3TOM BTOPOW 3Tan pekoMeHayeTcs
BbIMOJIHATL CMYCTH HEKOTOPOEe BPeMs MOCae MepBOro 3Tana, 3a KOTopoe CTaHLmn
HaBepHsika noakitoyatcs K Cepsepy Dr.Web.

I'lpM CO34aHnn 3a4aHnA Bbl6epI/ITe COOTBETCTByPOU.I,VII\;I 3Tan "3 BbiNajgakoWwero cnncka:

e Jlo6aBsieHMe HOBOrO KJIlOUa — MepPBbIV 3Tan NPoLeaypbl, Ha KOTOPOM CO3JaeTcs
HOBas HeakTMBHasA napa Katouen wudpoBanus un ceptnudukat. CTaHLmmM noayvaroT
HOBBI OTKPBITBIV KNFOU U cepTuduKaTt, koraa nogkntodatotca k Cepeepy Dr.Web.

e YpaneHue craporo K/toua v nepexoj Ha HOBbI KAKOY — BTOPOU 3Tan, Ha
KOTOpPOM pabouve cTaHUMM MHGOPMUPYIOTCA O MEPEXOLE Ha HOBbIE KHOUM
WwndpoBaHusa 1 cepTudUKat, NOCae Yero OCyLLeCcTBAAETCA 3aMeHa AeiCTBYHOLL X
WHCTPYMEHTOB Ha HOBbIE: OTKPbITbIE KIHOUM 1 CEPTUDMKAT Ha CTaHLMAX W 3aKPbITbIiA
Koy Ha Cepsepe Dr.Web.

Te cTaHumK, KOTOpbIe MO KakuM-IMO60 MPUUMHAM He MONYUMAN HOBbIE OTKPbITHIA KIHOY
n ceptndukat, He cmoryT nogkatountbcs K Cepsepy Dr.Web. [na paspewenns
JaHHOM NPo61eMbl HEOBXOAUMO BPYUHYHO MOA/IOXMUTb HOBbIA OTKPbITLIV KO U
cepTMdMKaT Ha CTaHLMKM (C NpoLesypOR 3aMeHbl KtoUa Ha CTaHUMKM MOXKHO
O3HaKOMUTLCS B foKyMeHTe MpunodxkeHus, B pasgene [loakioyerve Arenta Dr.Web

k apyromy Cepsepy Dr.Web).

3anucb B ¢aiin xxypHana

3agzaHvie npesHa3sHayeHo A 3anucn B daiin otueta Cepsepa Dr.Web 3agaHHoM
CTPOKM.

CTpOKa — TEeKCT COO6UJ,EHVIFI, 3anncblIBaemMoro B q)al‘/llfl oT4eTa.

3anyck nporpamMmmbl

3ap,aHv1e npegHasHa4yeHo AnAa 3anycka ﬂpOI/I3BO.ﬂbHOI7I nporpamMmbl.

| Mporpammsl, 3aMyLeHHble B paMKax JaHHOTO 3aAaHus, BbIMOJHAIOTCA B
: $GOHOBOM pexxume.

HeobxoaMmo 3ajaTb Ciegyrollve napameTpsbi:

e B nose MyTb — noaHoe vma (C nyTem) UCNoaHsemMoro gaina nporpammei,
KOTOPYHO MpeanoJsiaraetcs 3anyckaThb.

e B nose AprymeHTbl — napamMeTpbl KOMaHAHOW CTPOKM A/11 3amnyckaeMow
nporpammbl.

PyKkoBOACTBO aAMAHUCT paTopa
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Tvn 3agaHuA napame'rpbl n onncaHume

e YcTaHoBUTE daar OXKMAaTh 3aBepLUEHUs NPorpaMmMbl A5 OXWAaHNS
3aBepLUEHUs MPOrpamMMbl, 3amnyLLEeHHON AaHHbIM 3agaHueM. MNpu atom Cepeep
Dr.Web npoTokosnvpyeT 3amnyck nporpammbl, KOZ BO3BpaTa 1 BpeMs 3aBepLUeHus
nporpammsl. Eciv dnar OxxupaTtb 3aBepLUeHUA NPOrpaMmmbl CHAT, 3aZaHue

CUMTaeTCs 3aBepLUEHHbIM Cpa3y nocie 3anycka nporpammsl, n Cepsep Dr.Web
NPOTOKO/IMPYET TONbKO 3amyck MPOrpaMMbl.

OKoHuaHMe CcpoKa AeACTBUA JIMLLEH3UOHHOIO KJloua

3ajlaHvie NpefHa3HaueHo A/1A BblJayn OMnoBeLLeHNs 06 OKOHYaHUM cpoka AelcTBUS
nnueHsum Ha npoaykt Dr.Web.

Heobxoanmo 3agaTb nepuos A0 OKOHYaHUA CPOKa AEWCTBUSA JINLEH3WN, HauMHas C
KoToporo 6yzeT BblAaBaTbCA HaNOMWUHAHME.

O6HOB/IeHMe peno3uTopus
3afaHvie NpeAHa3HaueHo A1 3anycka 06HOBNEHWs NPOAyKTOB peno3utopus ¢ BCO.

Heobxoanmo 3agath cregytoliune napameTpsi:

e B crincke MpoaykT yctaHoBMTe daarv HaNPOTWB TeX MPOAYKTOB PEMNo3uTopus,
KoTOpble 6yayT 0GHOBAATLCS COrIACHO 3TOMY 3aJaHuto.

e YctaHoBuTe diar O6GHOBAATbL NLEH3UOHHDbIE KJIFOUU, UTOObI aKTUBMPOBATbL
npoueaypy aBTOMaTUUYECKOrO OBHOBNEHNWS JIMLIEH3UOHHBIX KAKOUEl MpU
06HoBNEHWN peno3uTtopus. MoapobHas HbopMaLmns NprBeseHa B pasjene

ABTOMaTUYECKOE O6HOBNEHME NULIEH3UN.

3aBepueHue pabotbl CepBepa Dr.Web
3ajaHvie NpesHa3HaueHo A8 3aBeplieHns paboTbl Cepeepa Dr.Web.

3aﬂyCKaETCFI 6e3 AONONHUTE/IbHbBIX MapaMeTPOB.

OTnpaBKa coObLEeHNsA Ha CTaHLMUIO

3ajiaHvie NpejHa3HaueHo A1 OTNPaBKM NPOW3BOJIbHOMO COOBLLEHUS
nosb3oBaTenAM CTaHUUM UAW Tpynnbl CT3HLI,I/II7I.

Hactpolikv coobieHuns npueeseHsl B pasgene Otnpaska COOOLULEHWN CTaHLMSAM.

Ouunctka 6a3bl gaHHbIX

3ap,aHme npegHasHa4yeHo AnA C60pKVI nyganeHma Hemcnonb3yeMblX 3anucel B 6ase
AaHHbIX CepBepa Dr.Web nocpeacTBOM BbINONHEHMA KOMaHAbl vacuum.

3anyckaeTcs 6e3 JONONHUTEbHBIX MapamMeTposB.

PyKkoBOACTBO aAMAHUCT paTopa
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OuuncTKa HeoTnpaB/IeHHbIX cO6bITUIA
3ajlaHvie NpesHa3HauUeHo 414 YAaNeHWs HeoTNnpPaB/ieHHbIX COBbITUIA U3 6a3bl AaHHbIX.

Heobxoa1mo ykasaTb Nepuoj XpaHeHUs HeOTNPaBAEHHbIX COObITUN, MO UCTEYEHNM
KOTOPOro OHW 6yayT yaanaTbcs.

3aecb MMetoTCa B BUAY CobbITUS, nepesaBaemble nogunHeHHsiM Cepepom Dr.Web
rnasHoMy CepBepy Dr.Web. MNMpu HeygauHol nepesave cobbITUA, OHO 3aHOCUTCA B
CMMCOK HeoTrnpaBaeHHbIX. MogumHeHHbIn Cepeep Dr.Web ¢ 3agaHHoO
NepuoANYHOCTLHO OCYLLLECTBASAET NOMbITKK Nepegaun. [Mpw BbINOAHEHWUN 3aaHNs
Ouucrka HeoTNpaB/IeHHbIX COBbITUIA OCYLLIECTBARETCA YAaNeHNe BCeX COBbITUY,
AJINTENIbHOCTb XPaHeHUs KOTOPbIX AOCTUMAa U NpeBbICUAa 3aAaHHbIV NEPUOA.

Ouuncrka CTapbiX 3anuceu

3afaHvie NpeAHa3HaUeHo /i yAaNeHVs ycTapeBLlei nHdopMaLym u3 H6asbl AaHHbIX.
Tvnbl yAanseMbix 3anvceii NpuBeeHbI B MapaMeTpax 3ajaHus.

HeobxoAMMO ykazaTb KONMUYECTBO AHEN, MO UCTeYeHUM KOTOPbIX 3anucu B 6ase
JaHHbIX NPU3HAtOTCA cTapbiMu 1 yaanstoTcs ¢ Cepeepa Dr.Web.

Mepvoa yaaneHns faHHbIX 3afaeTca AN KaXkAoro Tvna 3anuceit B OTAEbHOCTW.

Ouucrka cTapbiX CTaHLMA
3ajaHvie NpesHa3HAYEHO /1A YAaNEHWA YCTapeBLUUX CTaHLN.

Heobxoanmo ykasatb BpeMeHHOM nepurog (Mo ymonuaHuro 90 aHei), B TeueHve
koToporo He nocelasluve Cepep Dr.Web ctaHUmM npu3HatoTcs cTapbiMm 1
nepemeLLatoTcs B rpynny aHTmBupycHon cetn Deleted. OkoHuaTenbHoe yaaneHve
TaknX CTaHUW 13 6a3bl gaHHbIXx CepBepa Dr.Web 6yzeT npousseseHo npu
BbIMNOJIHEHUM 3aaHKs OUmnCTKa cTapbiX 3anucel (CPOK yaaneHna CTaHUMA U3 rpynmbl
Deleted 3asaetca B napametpax 3asaHns OuncTKa crapbix 3anuceit 414 Tmna
YaaneHHble CTaHLMU 1 OTCUNTBIBAETCS C MOMEHTA NMepeMeLLeHns B rpynny
Deleted).

@ Crapble faHHble aBTOMaTUYeCKW YAanaroTcsa 13 6a3bl AaHHbIX C LeNbH 3KOHOMUM

: JMCKOBOTO NMPOCTPaHCTBa. 1o yMoAuaHWio nepuoj Ans 3ajaHuii OuncTka crapbix
3anuceit 1 OumnCTKa cTapbiX CTaHUM coctaBnseT 90 AHeN. YMeHbLLIEHWE 3TOTO
napameTpa MPUBOAMUT K MEHbLLEN penpe3eHTaTMBHOCTM HAKOMAEHHOM CTaTUCTUKUN O
paboTe KOMMOHEHTOB aHTUBMPYCHOW CETU. YBENNYEHME NapaMeTpa MOXET CEPbe3HO
yBennuntb notpebHocts CepBepa Dr.Web B pecypcax.

OuuncTKa ycTapeBLnX coobuieHunii

PyKkoBOACTBO aAMAHUCT paTopa
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MapameTpbl 1 onucaHue

3ajiaHvie NpejHa3HaueHo A1 yaaneHua 13 6asbl AaHHbIX CleayoLLnX COOB L EeHNIA:

e areHTCKMe ornoBeLleHus,
e OrnoBeLleHNs Ans Be6-KOHCON,

® OTYeTbl, CO34aHHbIE MO pacnncaHMIo.

ﬂpl/l 3TOM yAaNnArTCA COO6LLI,eHVI$|, nomMeYyeHHble KakK yCTapeBLlune, T. €. COO6LLI,eHI/Iﬂ C
NCTEKW M CPOKOM XpaHeHuA, KOTOprI;I Bbl MOXeTe HaCTPOWTb:

e /N5 OMOBELLEHWA: MPU CO34aHUM OMOBELLEeHWI ANS COOTBETCTBYOLLEro cnocoba
oTtnpasku (cM. n. KoHdburypalums onoseleHuin).

® nNnA OTYETOB: B 3a4aHMN Ha CO34aHNE OTUETOB.

3ap,a HUE 3anyCcKkaeTca be3 AONONHUTENIbHBIX MapaMeTPOB.

Mepesanyck CepBepa Dr.Web

3asaHvie npesHa3HaueHo A1 nepesanycka Cepsepa Dr.Web.

3anyckaeTtcs 6€3 AOMONHUTEbHBIX MapaMeTPOB.

Mpo6y>xaeHue cTaHUMiA

3ap,aHme npejgHasHavyeHo AnA BKAHOYEHUA CTaHU,MlZ, HanpumMmep, nepej 3anyCckom
3ajaHnAa Ha CKaHMWpOBaHMUeE.

Bkntouaemsble CTaHUMM 3aak0TCA Npy noMoLy cheayrolwmnx napaMeTpoB 3ajaHunA:

e ByauTb BCe cTaHUMM — MpejnucCbiBaeT BKAKOUUTL BCE CTaHLMW, MOAKIOYEHHbIE K
nfaHHomy Cepsepy Dr.Web.

° ByAMTb CTaHUMU MO 3aAaHHbIM NMapamMeTpamMm — MnpeanncbiBaeT BKIKOUYAUTb TOJIbKO
CTaHUMK, COOTBETCTBYHOLLMNE YKa3aHHbIM H/XKE NMapamMeTpaMm:

s IP-agpeca — crincok IP-agpecoB CTaHUMiA, KOTOpPble HEOBXOAMMO BKIKOUUTD.
3apaetcs B dpopmarte: 10.3.0.127, 10.4.0.1-10.4.0.5, 10.5.0.1/30. MNpw 3agaHum
Crm1cka afpecoB UCMONb3yWTe 3anATy0 WK Nepexos Ha HOBYHO CTPOKY B
KauectBe pasgenutens. Takke IP-agpeca MOXHO 3aMeHATb Ha DNS-umeHa
KOMMbIOTEPOB.

s MAC-agpeca — cnvcok MAC-azpecoB CTaHLuIA, KOTOpble HEOHX0AMMO
BrAtOUnTb. OkTeTbl MAC-agpeca pasgenatotca 3HakoM "' [pu 3agaHnm cnmcka
afpecoB MCMO/b3yWTe 3anaTyt0 WA NePeXo Ha HOBYIO CTPOKY B KayecTse
pasgenvrens.

s [pynnbl — CNXCOK rpynn, CTaHLWN KOTOPbIX HEOOXOANMO BKIOUNTL. YTObbI
M3MEHUTb CINCOK FPYNM, HaXMmuTe KHOMKy PepakTupoBathb (Mn
nAeHTMdMKaTOPbI FPYNM, eCAV TPYMMbl Y>Ke 3aAaHbl) U Bbibepute Hy>kHble rpynmbl
B OTKpbIBLLEMCS OkHe. [lna Bbibopa HeCKONbKVX rpynn UCMOIb3YiTe KHOMKM
CTRL n SHIFT.

PyKkoBOACTBO aAMAHUCT paTopa
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ilf [na BbINOJIHEHNA AaHHOTO 3ajaHNA Ha BKIHOYAEMbIX CTaHUMAX AOJXKHbI
: 6bITb YCTAHOB/IEHbI CETeBble KapTbl C Noaaep>kkon onummn Wake-on-LAN.

Moaaep>xky onuum Wake-on-LAN Bbl MOXeTe NpoBepuUTh B
JLOKYMEHTaLWN K CETEBOW KapTe WAK B CBOWCTBaX CETEBOW KapThl
(MaHenb ynpaBnenunsa — Cetb n MiHTepHet — CeTeBble NOAKNIOUEHUA
— Hacrpoiika napameTpoB nogkiatoueHus — Hacrpoutb —
AononHutensHo, a1 ceolictBa Mpo6yxaeHne ¢ nomowbio Magic
Packet 3a1aTb 3HaueHue — BkiroueHo).

Pe3epBHoe KonnpoBaHue KpUTUYHbIX AaHHbIX cepBepa

3ajaHve npesHa3HaueHo ANs CO3jaHWsA Pe3epPBHOM KOMUM CeaytoLw X KPUTUYHBIX
JaHHbIx CepBepa Dr.Web:

e 6a3a AaHHbIX,

® JINLEH3MOHHbIN KNtoYeBon dain,

e 3aKPbITbIV KNHOY WNPOBAHMS.

Heobxoaumo 3azath ciegytolve napamMeTpsbil:

e MyTb — NyTb K KaTasory, B KOTOPLIA BYAyT COXpaHeHbl AaHHble (NMyCTON MyTb
O3HauyaeT Katajior no yMONYaHWIO).

e MakcnmanbHOe KOJIMUeCTBO KOMUI — MaKCMMaslbHOE KOJIMYECTBO pPe3epBHbIX

KOMWiA (3HaueHre 0 03HayaeT OTMEHY 3TOr0 OrpaHUYeHus).

MoapobHee cM. B sokymeHTe MpunodkeHus, n. [puioxenve X3.5.

ili KaTanor gns pe3epBHOro KonMpoBaHUs AOJIKEH 6biTb MycT. B
: MPOTUBHOM C/lydae COAepPXXMMOe KaTasiora GyzeT yaaneHo npu
BbINOJHEHUM PE3EPBHOTO KOMMPOBAHMUS.

PesepBHOe KOonNMpoBaHWe peno3uTopus

3ajaHvie NpeAHa3HaUYeHo A/ NEPUOANYECKOTO COXPaHEHUs pe3epBHbIX KoM
penosuTtopus.

Heobxoanmo 3agaTh cregytolue napameTpsi:
e MyTb — NOAHBIN MyTb A0 KaTanora, B KOTOPOM ByaeT COXpaHATbCA pe3epBHas
Konus.

¢ MakcMmanibHOe KOJIMUeCTBO KON — MakClMMaibHOe KO/IMYeCTBO pe3epBHbIX
Konui peno3ntopua, CoOXpaHaeMbIX 3agaHeM B YKa3aHHOM KaTaaore. I'Ipvl
AOCTVXKEHUN MaKC/Ma/ZlbHOTO KOMN4YeCTBa Konui peno3ntopua, Ana COXpaHeHUA
HOBOW KoMUY, yaanaeTca caMmasa Ctapad M3 MMero LW nxca KOTMWIA.

e O6nacTb peno3uTopusa onpejenseT, kKakol 610K MHpopMaLmn 06 aHTVBUPYCHOM

PyKkoBOACTBO aAMAHUCT paTopa
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KOMTIOHEHTE 6y,£I|ET COXpPaHATbCA:

s Becb penosuTopuii — CoXpaHATb BCE PEBU3UM U3 PEMO3UTOPUSA, ANA Tex
KOMMOHEHTOB, KOTOpPble BbibpaHbl B CMUCKE HIKE.

o TonbKO Ba)kKHble peBU3nNnN — COXpPaHATb TOJIbKO peBU3UN, MOMEYEHHbIE KaK
Ba>kHble, A4 TeX KOMMOHEHTOB, KOTOPbIE Bbl6paHbI B CMUCKe HWXe.

o Tonbko KOH}UrypaumoHHble ¢aiibl — COXPaHATb TONbKO
KOHOUrypaLmoHHble daliibl TeX KOMMOHEHTOB, KOTOPble BbiIOpaHbl B CrKCKe
HDKe.

e YcraHoBUTe daarn HanNPoOTVB KOMMOHEHTOB, BblbpaHHble 061acTu KOTOpbIX 6yay
COXpaHATbCA.

ii KaTtanor ans pesepBHOro KONMPOBaHWA A0JXKeH 6bITb MycT. B
: NMPOTMBHOM C/lyyae COZep>XMMOe KaTanora byaeT yAaneHo npwu
BbINOJIHEHUM PE3EPBHOTO KOMUPOBAHUS.

CuHxpoHusaums c Active Directory

3ajaHve npejHa3HaueHo AN CUHXPOHM3aLWK CTPYKTYPbI CETU: KOHTelHepbl Active
Directory, cogepkaLLine KOMMbIOTEPDI, CTAaHOBATCA rPynnaMu aHTUBUPYCHOM ceTw, B
KOTOpble NoMeLLaroTca paboune CTaHLmN.

Heobxoaumo 3azath ciegytolve napamMeTpsbil:

o KoHTponnep Active Directory — koHTpoanep Active Directory, Hanpumep,
dc.example.com.

¢ PerncrpaumoHHoe nmsa — pernctpaumoHHoe nms noab3oaTens Active Directory.

e Maponb — naponb nosnb3loBatens Active Directory.

@ [na Cepsepos Dr.Web nog OC Windows HacTpoiku He o6s3aTesibHbl.

: B kauecTBe pernctpaumoHHbIX AaHHbIX MO YMOJYaHUIO UCMOIb3YHOTCA
JaHHble Nosib3oBaTess, OT UMEHU KOTOPOro 3anylleH npouecc Cepsepa
Dr.Web (kak npaBuno LocalSystem).

[Onsa Cepepos Dr.Web nog OC cemelictBa UNIX HacTpoikv AOAXKHbI
6bITb 06A3aTeNbHO 3ajaHbl.

e B BbiMagatolem cnvcke 3almra coegnHeHus Bbibepute TMN WUPPOBaHHOTO
obMeHa AaHHbIMU:

o STARTTLS — nepexstoyeHne Ha 3alUuLLEHHOE COeMHEeHNe OCYLLLeCTBAAETCA
yepes koMaHay STARTTLS. o ymoa4aHWO And COefuHeHnA
npegycMaTpuBaeTca UCNonb3oBaHWe 25 nopTa.

o SSL/TLS — oTKkpbITb OTAENbHOE 3aluuLLeHHOe WindpPOoBaHHOE coefnHeHve. o
YMOJIYaHWIO ANS COeAVHEHVs NpeaycMaTpmMBaeTca UCnoib3oBaHue 465 nopra.

s Her — He ucnonb3oBath WinpposaHme. O6MeH JaHHbIMU ByAeT NMPOUCXOANUTL
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Tvn 3agaHuA napame'rpbl n onncaHume

no He3auwuuweHHOMY COeANHEHUIO.

| Mo YMONYaHVKO AaHHOE 3ajaHUNe OTKIHOYEHO. ﬂ,J’IFI aKTnBaUnn
: BbINO/HEHNA 3a4aHNA YCTaHOBUTE ONMUUHO Pa3pe|.uwrb BbliMNOJIHEHMEe B
HaCTpOl\/’IKaX 3aaHuAa Uan Ha naHean NMHCTPYMEHTOB KakK OMNMUCaHO BblLl €.

CocepHuii Cepsep Dr.Web gaBHO He nogkntouancs

3ajiaHvie NpejHa3HayeHo /14 BbiJayun OMoBeLLeHns o TOM, YTo cocegHune CepBepbl
Dr.Web paBHO He nogxntouanuck k gaHHomMmy Cepsepy Dr.Web.

Hactpolika oTo6pa>keHns onoBeLleHUs ocylecTBaseTca B pasgene Kondburypauums
onogelleHVin Npu nomoLm nyHkta CocepHMIA cepBep AaBHO He MOAKIIIOUAJICA.

B nonsax YacoB 1 MuHyT 3azaiite nepuosbl BpeMeHM, Mo NCTeUEHUN KOTOPbIX
cocenHuii Cepsep Dr.Web 6yzeT cumtaTbcst JaBHO He MOAK/IHOYABLINMCS.

CTaHUMA JaBHO He NogKarouanacb

3ajaHvie NpejHa3HaYeHo /1A BblJayn OMOBELLEHNA O TOM, YTO CTaHLMM AaBHO He
nozkntouanuce k sgaHHomy Cepsepy Dr.Web.

Hactpolika oTo6pa>keHVs onoBeLleHUs ocylecTBaseTca B pasgene Kondburypalums
ornoBellleHWn NPy NomoLLM NyHkTa CTaHUMA AaBHO He MoAKitouanach K cepsepy.

B none AHewn 3azaiTe Nepuos BpEMEHH, MO UCTEYEHMN KOTOPOTO CTaHums byaeT
CuMTaTbCsl JaBHO HeMoAK/IoUaBLLENCs.

COBAaH ne CtaTuCTUuYecKoro oTueTa

3ajaHvie NpeAHa3HAUEHO A/ CO3JaHWsA OTUeTa CO CTaTUCTUUECKUMM AaHHbIMU MO
aHTVBUPYCHOW CeTU.

[na BO3MOXHOCTM CO34aHUA OTYeTa HEOOBXOAMMO, UTOObI HbIIO BKIKOUEHO

onoBeLlleHne Ctatuctuueckmni otuet (cM. n. KoHdburypalmg onoseLLeHmin).

Co34aHHbIV OTYET COXPaHAETCA Ha KOMMbIOTepe C yCTaHOBAEHHbIM CepBepoM
Dr.Web. MonyyeHre oTueTa 3aBUCUT OT TWMa OMOBELLEHNS:

o ,ﬂ,flﬂ MeTOo4a OTNpPaBKU COO6LLI,€HI/I$| 3HEKTPOHHaﬂ noyTta: Ha agpec No4YToBOro
AllnKa, 3a4aHHOIo B HaCTpOI\/’IKaX onoseleHna, oTnpaBadaeTca NMCbMO CO CCbINKOM
Ha MeCTOMNoOJIo>XKeHMe oT4yeTa 1 CaM OTYET BO BJIOXEHUAX K MNCbMY.

o ﬂ,ﬂﬂ BCeX OCTa/ibHbIX METOA0B OTMNPAaBKW: OTNPaBIAETCA COOTBETCTBYHOLLEE
onoBeLleHne, KOTOpoe COAEPXUT CCbIJIKY HA MECTOMONIOXEHNE OTUETa.

ﬂ,flﬂ CO34aHuA 3aj4aHnA B pacnncaHnmn HeO6XOAVIMO 3ajaTtb ciejgyroLlime napamMeTpbl

e Mpodunu yBegomaeHnini — HasBaHWe rpynbl ONMOBELLEHWA C HACTPOMKaMMY,
cornacHo KoTopbIM ByAeT co3aaBaTbca OTHeT. Ha3BaHve 3arofoBKa 3ajaeTca npu

PyKkoBOACTBO aAMAHUCT paTopa
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CO3,aHVN HOBOM FPYNMbl OMOBELLLEHWN.
AsbIK oTUeTa — A3bIK, Ha KOTOPOM OyayT NpeACTaBAEHbl aHHble B OTYeTe.
®opmar gatbl — popmMaT, B KOTOPoM byseT oTobpaxkaTbCs CTaTUCTUYECKas
nHGopmMauus, cogepskalan Aatbl. JocTynHbl cneaytoline Gopmartbl:

o eBPOMeWCKWiAi: DD-MM-YYYY HH:MM:SS

5 amepVKaHCKU: MM/DD/YYYY HH:MM:SS

®dopmar otueta — popmMaT JOKYMEHTa, B KOTOPOM OyAeT coxpaHeH
CTaTUCTUYECKNIA OTYET.

OTueTHbIV Nepuog, — Nnepuos BpeMeHy, CTaTUCTUUYECKUE JaHHble 3a KOTOPbIN
6yAyT BHECEHbI B OTYET.

Fpynnbl — cnVCcoK rpynn CTaHLMI aHTUBUPYCHOM CeTW, AaHHble O KOTOPbIX 6yayT
3aHeceHbl B oTueT. [na BbI6Opa HeCKOIbKMX rpynn ncnosab3yite kHonku CTRL van
SHIFT.

Tabnunubl oTyeTa — CNMCOK CTAaTUCTUUECKMX TabauL, AaHHble 13 KOTOPbIX 6yayT
3aHeceHbl B oTueT. 8 BbIbOpa HeCkobkMX Tabauu, ucnonb3yite kHonku CTRL nam
SHIFT.

chK XpaHeHuA oTyeTa — BpEMEHHOVI nepunoj XxpaHeHuna oT4yeTa Ha KOMMbroTepe
C YCTaHOBJ/IEHHbBIM CepBepOM Dr.Web, Ha4yHaA C MOMEHTa CO34aHnA OTYETa.

3. Ha Bknagke Bpemsa HacTpoWTe cieayrolime napameTpsbi:

¢ B Bbinagatowem cnvicke MepuoanUHOCTb BbibeprTe pexxuM 3anycka 3ajaHus 1
HaCTpoKTe BpemMs B COOTBETCTBMM C BbIBPaHHOW NePUOANYHOCTbIO:

Pe>xum 3anycka

3aBepluatowee

CrapTtoBoe

Yepes N muHyT
nocsie UCXOAHOTo
3asiaHuA

E>xegHeBHO

E>xemecAuHo

MapameTtpbl 1 onucaHue

3apaHve byaeT 3anyckatbCsA Npu 3aBeplueHun paboTel Cepeepa Dr.Web.
3anyckaeTcs 6€3 A0MNOHUTEIbHbIX NapaMeTpPOB.

3agaHvie bygeT 3anyckatbca npu 3anycke Cepepa Dr.Web.

3anyckaeTcs 6e3 AOMNONHUTENbHBIX MapaMeTpoB.

Heobxognmo BbiOpaTh B Bbinagatowem cnvcke McxoaHoe 3agaHue 10
3a/laHne, OTHOCUTENBHO KOTOPOTO yCTaHaBAMBaETCA BPEMS BbIMOJHEHUA
TekyLLero 3aZlaHus.

B none MuHyTa 3asaite unm Boibepute U3 npesnaraemMoro crnmcka Koanm4ectso
MWHYT, KOTOPOEe AOJIXXHO NMPOWTU NOCAE BbINOJHEHNA UCXOAHOTO 3ajaHus,

YTOObl HaYaNOCh BbIMOJIHEHNE PefaKTUPYEeMOro 3aaHus.

HeO6XO,£I|I/IMO BBECTN YaC N MUHYTY — 3aJaHue 6y,u,eT 3anyCcKkaTbCA exXeaHeBHO
B yKa3aHHO€ BpewmMA.

Heob6xoa1mo BbibpaTh UMCIO (4eHb MecsLa), BBECTU Yac U MUHYTY — 3ajaHue
6yseT 3anyckaTbCs B 3aJaHHbIA AeHb MecAUa B yKazaHHOE BpPeMs.

PyKkoBOACTBO aAMAHUCT paTopa
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MapameTpbl 1 onucaHue

Heobxoaumo BbiOpaTh AeHb HeZenu, BBECTU Yac U MUHYTY — 3afaHvie byaeT
3anyckaTbCA B 3alaHHbIN JeHb HEeAEeAN B yKa3aHHOEe BpeMs.

Heobxoammo BBecTn uncio ot 0 go 59, 3agatoliee MUHYTY KaXkaoro vaca, B
KoTopyto ByaeT 3anyckaTbCs 3ajaHue.

HEO6XOAVIMO BBECTU 3HaueHne N ANA 3aaHnA BpEMEHHOTO UHTEpBaia
BbIMONTHEHUA 3a4aHNA.

Mpw N paBHOM 60 mnn 6onblie 3agaHve byseT 3anyckatbca Kaxable N MuHyT.
Mpun N MeHbLe 60 3asaHve byaeT 3anyckaTbCs B KaXAyro MUHYTY Yaca,
kpaTHyto N.

e YcTaHoBUTE qmar 3anpe'rwrb nocJsie nepBoOro BbinoJiHeHUAa 4714 OAHOKPAaTHOro
BbINO/IHEHWA 3a4aHNA B COOTBETCTBUU C YKa3aHHbIM BPEMEHEM. Ecan Cl)}'lal' CHAT, 3ajaHne
6yp,eT BbIMOJIHATbCA MHOTOKPATHO C yKa3aHHOI‘/’I nepnognyHOCTbHO.

UT06bI NOBTOPUTL BbIMNOJHEHNE OAHOKPATHOMO 3aZaHus, KOTOPOE y>Ke Bbl10 BbIMONHEHO,
BOCMO/Ib3yATECH KHOMKOM ) 3annaHMpoBaTb NOBTOPHO Ha MaHeM MHCTPYMEHTOB
pasgena pacnucaHums.

4. Tlo OKOHYaHWW peAakTMPOBaHMA NapamMeTpPoB 3ajaHna HaxkMuTe KHOMKy CoOXpaHUTb A5
NPUHATAA N3MEHEHWI B MapaMeTpax 3ajaHus, eCiv Bbl PEAAKTUPOBANM YKe
CyLecTByIOLLEe 3aj,aHne, Un Af CO3AaHNA 3aaHnsa € 3aZaHHbIMW NapamMeTpamu, eCan Bbl
BbIMNOJ/IHANIM NPOLEeAYPY CO34aHNSA HOBOTO 3aZaHus.

10.7. HacTtpowka koH$urypaumm seb-cepBepa

ili MpW Ka>KAoM COXpaHeHWUN n3mMeHeHun pasgena KoHpurypauma Be6-cepBepa
s aBTOMAaTUYECKM COXPaHAETCA pe3epBHas KONusS npeablayLllei Bepcum KOHGUrypaLmoHHOro
danina Beb-cepBepa. XpaHeHuro nognexat 10 nocnesHmX KOMWNA.

Pe3epBHble KOMUM pacrofiaratoTcs B TOM Xe KaTasJore, Yto U cam KOHOUrypaLUMoHHbIV daiin,
M Ha3bIBalOTCA B COOTBETCTBUM CO C/IEAYHOLLM GOpPMaTOM:

webmin.conf <epems_co30aHusa>

Bbl MOXeTe ncnonb3oBaTth CO3AaHHble pe3epBHble KOMUK, B YaCTHOCTY, A1 BOCCTaHOBAEHUA
KOHbUrypaumoHHoro Garina B ciaydae, ecam nHtepderic LieHtpa ynpaBaeHus HeAoCTyneH.

UT106b1 HacTpOUTb KOHPUrypaLMOHHbIe NapamMeTpbl Beb-cepBepa

1. BbibepunTe NyHKT AAMUHUCTPUPOBaHMe B I1aBHOM MeHto LleHTpa ynpaBaeHus.

2. B oTkpbIBLIEMCS OKHe BbibepuTe NyHKT yrpasastoLiero MeHto KoHpurypaumsa Be6-
cepBepa. OTKpoeTcs OKHO HacTpoek Beb-cepBepa.

PyKkoBOACTBO aAMAHUCT paTopa
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@ 3HaueHnsa noJsiel, OTMeUYEHHbIX 3HaKOM *, A0JIKHbI ObITb 06593aTeNbHO 3a4aHbl.

3. Ha naHenn MHCTPYMEHTOB AOCTYMHbI CAeAytoLLMe KHOMKM YypaBieHMs HacTpoikamu
pa3gena:

C| Mepe3anyctutb CepBep Dr.Web — nepesanyctute Cepep Dr.Web ana npuHatms
M3MEHEHWI, BHECEHHbIX B JaHHOM pa3gene. KHomnka CTaHOBUTCS aKTUBHOM nocie
BHECEeHWs U3MEHEHW B HAaCTPOWKM pa3jena u HaxaTus KHonku CoXpaHUTb.

4\ - BocctaHOBUTB KOH(UIypaLuio U3 pe3epBHOI KONWUM — BbiMajatolmii CrUCcoK,
coZlep>Kallnii COXpaHeHHble KOMMM HAaCTPOEK BCEro pasfena, K KOTOPbIM MOXHO BEPHYTbCS
nocae BHeceHna nsMmeHeHun. KHonka cTaHOBUTCA aKTUBHOW NOC/e BHECEHUA U3MEHEeHWI
B HACTPOWKM paszena u Haxkatns KHonkn CoXpaHUTb.

# Ycranosutb Bce napameTpbl B HauaJibHble 3HAUEHUA — BOCCTAaHOBUTb 3HAYEHMUS,
KOTOpble BCe NapaMeTpbl JaHHOMO pa3jesna UMenu A0 TekyLero pejakTMpoBaHus
(nocneaHne coxpaHeHHble 3HaYeHs).

‘ﬁ YcTtaHOBUTBb BCe napamMmeTpbl B 3Ha4Y€HUA NO YMOJTYaHUKO — YCTaHOBUTb A4/14 BCEX
napamMeTpoB JaHHOTO pa3jena 3Ha4dYeHnA, 3ajaHHble MO YMOJIHaHUIO.

4. YT06bl MPUHATD U3MEHEHUA, BHECEHHbIE B HACTPOWMKN pa3gena, HaXMuTe KHOMKY
CoxpaHuTb, nocne yero notpebyetca nepesarpyska Cepsepa Dr.Web. [ina 3toro Haxxmute
KHOMKY C| Mepe3sanyctutb CepBep Dr.Web Ha naHenn nHCTpymMeHTOB AaHHOro pasgena.

10.7.1. O6bwme

Ha Bknazke O6uime 3a4at0TCa CesytoLme HacTPOnKM paboTel Be6-cepBepa:

e Appec CepBepa Dr.Web — IP-agpec nan DNS-ums Cepsepa Dr.Web.
3apaetca B popmare:
<IP-adpec unu DNS-ums Cepsepa Dr.Web> [ : <nopm>]

Ecnv agpec Cepepa Dr.Web He 3agaH, To ncnonb3yetcs MM KOMMbOTepa, BO3Bpallaemoe
ornepauyoHHOU cucteMon nan ceteson agpec Cepsepa Dr.Web: DNS-nmsa, ecan goctynHo,
B MPOTMBHOM cayyae — IP-agpec.

Ecnv Homep nopTa He 3ajaH, MCnoab3yeTca MOopT, 3aZaHHbIi B 3anpoce (Hanpumep, npwu
obpaweHun k Cepepy Dr.Web 13 LleHTpa ynpaBneHus nam yepe3 Web API). B uactHocTy,
npw 3anpoce 13 LleHTpa ynpaBaeHns — 3TO NOPT, 3aZaHHbIA B a4peCcHOM CTpoKe npu
noakntoueHnn LleHtpa ynpasnenuns k Cepsepy Dr.Web.

¢ KonunuectBo napannesibHbiX 3aMpPoCOB OT KJIMEHTOB — KOJIMYECTBO NapannenbHbiX
3anpocoB., obpabatbiBaeMbix Beb-cepBepoM. [laHHbIN NapaMeTp BAMAET Ha
NpPOM3BOANTENBHOCTb CepBepa. He pekoMeHayeTca n3MeHATb ero 3HaueHue 6e3
HEeobXoAMMOCTMU.

¢ KonnuectBo notokoB BBOAa/BbIBOAA — KOJNNYECTBO MOTOKOB, 06pabaTbiBatoLLMX JaHHbIE,
nepesaBaemble Mo cetv. [laHHbIA NapaMeTp BAMAET Ha NpousBoauTensHoctb CepBepa
Dr.Web. He pekoMeHayeTcH N3MEHATb ero 3HayeHne 6e3 HeobxoAMMOCTH.
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e Tarm-ayTt ceccum no HTTP/1 (c) — Tanm-ayT ceccum ansa npotokona HTTP Bepcum 1. Mpwm
MCNOAb30BaHNN NOCTOSHHbIX coeanHeHnn Cepeep Dr.\Web pa3pbiBaeT coegnHeHune, ecaun B
TeyeHVe ykazaHHOro BpeMeHM OT KIMEeHTa He MPUXOAAT 3anpocCkl. TanM-ayT akTyaneH Ao
Hauana obMeHa JaHHbIMW B paMKaXx CeCCUM.

e MuHumanbHasa ckopoctb otnipaBku no HTTP/1 (B/c) — MnHnmanbHaa ckopocTb
OTNpaBku AaHHbIX No npoTokony HTTP Bepcunm 1. Ecam nexoaawan ckopoctb nepesaym no
CeTN HUXe AAaHHOTO 3HAaUeHU s, B COeAMHEHUN ByaeT oTkazaHo. 3againTe 3HaveHue 0, UToObI
CHATb JaHHOE OrpaHnyeHue.

¢ MuHumanbHasa ckopoctb npuema no HTTP/1 (b/c) — MWHMManbHasa CKOPOCTb MONAYyYEHUA
JAaHHbIX no npotokoay HTTP Bepcun 1. Ecan Bxogalan ckopocTb nepesayn no cetm Huxe
AAHHOTO 3HayeHWs, B coeAnHeHnn byaeT oTkasaHo. 3agante 3HayeHue 0, UutTobbl CHATb
JaHHOe orpaHunyeHue.

e Tavim-ayTt ornpaBku no HTTP/1 (c) — TanM-ayT oTNpaBKM AaHHbIX B paMKax OTKPbITOM
ceccum no npotokony HTTP Bepcum 1. ECan B TeueHWe yka3zaHHOro BpeMeHU He yAanocb
OTNPaBUTb AaHHblE, CECCUA 3aKPbIBAETCA.

e Taum-ayt npuema no HTTP/1 (c) — TariM-ayT nprema JaHHbIX B paMKax OTKPbITOM CeCCUm
no npotokony HTTP Bepcum 1. Ecin B TeyeHne yka3aHHOrO BpeMeHM OT KINeHTa He
NPUXOAAT 3anpoChbl, CECCUA 3aKpbiBaeTcA. TaiM-ayT akTyaieH nociae Hayana obmeHa
JaHHbIMU B paMKax ceccuu.

¢ Pasmep 6ydepa ornpaBku (KB) — pasmep 6ydepoBs, ncnonb3lyembix Npu oTrnpaBke
AaHHbIX. laHHbIA NapameTp BAvsaeT Ha npousBoamTensHocTb Cepeepa Dr.Web. He
peKkoMeHAyeTCa N3MEeHATb ero 3HaveHne 6e3 HeobxoaMMOCTw.

e Pasmep 6ydepa npuema (KB) — pasmep 6ydepoBs, MCNoNb3yeMbIX MPU NONYUYEHUU
AaHHbIX. JaHHbIM NapameTp BAvAeT Ha npounssoamTenbHocTb Cepeepa Dr.Web. He
peKkoMeHAyeTCa N3MEHATb ero 3HaveHre 6e3 HeobxoaMMOCTy.

e MakcumanbHasa anaviHa 3anpoca (Kb) — makcMManbHO gonycTuMmblii pasmep HTTP-
3anpoca.

¢ Binrountb 3awuty ot flood-arak — yctaHoBuTe dnar, Utobbl NPUHMMATL 3aLLMTHBIE MEPbI
npotus flood-aTak. 3agaliTe cneaytolme napameTpbl OOHapPY>XKEHMA aTaku:

o Mepwmog (c) — NpoOMexXyTOK BPEMEHWN B CEKYHAAX, 3@ KOTOPbIV AOMKHO NPUATK
onpeaesieHHOe KONMYeCTBO 3anpocoB, Yytobbl noaTBepanTb flood-aTaky co cTOpoHbI
KAMeHTa.

s KonnuectBo 3anpocoB — MUHMMaNbHOE KOMYECTBO 3aMpPOCOB, KOTOPbIE AOMXKHbI
NPWINTK 3a ONpeseNeHHbI MPOMEXYTOK BpeMeHU, utobbl noateepamnTb flood-ataky co
CTOPOHbI KINEHTA.

o AANTeNbHOCTb 6J1OKMPOBKM (C) — COEANHEHMSA C KIMEHTOM OyAyT 3ampelLLeHbl B
TeueHVe 3aJlaHHOr0 KOIMYeCTBa CekyHJ,

B pa3aene Ckartme 3a4atoTcs NapaMeTpbl ckaTtvsa Tpadurka Npu nepesave AaHHbIX MO KaHany
cBA3u ¢ Beb-cepeepom uepe3z HTTP/HTTPS:

¢ MakcMmanbHbI pa3mep oTBeta ana okatua (KB) — makcumanbHbii pasmep HTTP-
OTBETOB, KOTOpble byayT CknmaTtbca. 3aganTe 3HadeHne 0, YTobbl CHATL OrpaHnYeHre Ha
MakCcMManbHbI pa3mep HTTP-oTBETOB, MoA/eXallmx CKaTuio.
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e MuHUManbHbIN pasmep oTBeTa aaa okatna (b) — MuHumMmanbHbI pasmep HTTP-oTBeTOB,

KoTopble ByayT ckmMmaTtbca. 3aganTe 3HaveHne 0, uToObl CHATL OrpaHMYeHme Ha
MWHUMaNbHbIA pa3mep HTTP-0TBETOB, MoA/IeXallMX CKaTUHO.

nOpﬂAOK ncnoJib30BaHUA TUMNOB COKaTUA:

o Onpep,enﬂe'rcn KJINEHTOM — NopAAO0K NCMNONb30BaHMA TUMOB OKaTUA onpejendaetca
KIMEHTOM C YYETOM pa3pelleHHbIX TUMOB CKaTUA.

o Onpepensnercs cepBepoM — NopsAAOK MCMOb30BaHMA TUMOB CKaTUA onpejenseTcs
CepBEPOM C YYeTOM pa3peLleHHbIX TUMOB CKaTus. B 3ToM caydae 3aganite nopasoK
CnefloBaHWA TUMOB CKaTuA B CNUCKe HUXe. g nsMeHeHua nopajka nepetawmre
COOTBETCTBYHOLLUMIA 610K 3@ KOPELLIOK.

Bbl MOXeTe BKAHOUNTL MM OTKIOUNTD, a TakKe 3a4aTb NOpAaAoK (ANA TOro ciydas, Koraa
nopsgok onpegensetca Cepsepom Dr.Web) cneayroime tmnel coxatums:

o Ucnonb3oBatb oxkatmne GZIP — yctaHoBuWTe daar, UToO MCNOb30BaTh 3TOT TN CKaTuA. B
none YpoBeHb oxatua GZIP 3asante 3HaueHme B gnana3oHe 0-9. 3HaueHune 0 o3HavaeT
OTK/IKOUUTL CKaTHe.

= Ucnonb3oBatb ckaTue Deflate — ycTaHoBUTE dnar, UTo MCNOB30BaTL 3TOT TUM CXKATUA.
B none YpoBeHb oxxatua Deflate 3apalite 3HaueHne B gnana3zoHe 0-9. 3HaueHune 0
O3HayaeT OTK/IHUUTb CKaTue.

s Ucnonb3oBaTtb okaTtue Brotli — yctaHoBuTe dnar, uto ncnonb3osatb 3TOT TN CKaTuA. B
none YpoBeHb cxxatua Brotli 3azalite 3HaueHne B gnanaszoHe 0-11. 3HaueHune 0 o3HayvaeT
OTK/IKOUUTb CKaTUe.

3ameHaTb IP-apgpeca — yctaHoBUTe dnar, uto6bl 3ameHATb IP-agpeca DNS-umeHamm
KomnbtoTepoB B danne xypHana Cepepa Dr.Web.

Bintountb noaaepxky HTTP/2 — yctaHoBuTe dnar, 4tobbl noaaep>xmBaTte obpaliueHume K
Beb6-cepBepy no npotokony HTTP Bepcum 2.

o Tanm-ayTt ceccum no HTTP/2 (c) — Tarm-ayT ceccum ansa npoTtokona HTTP Bepcum 2.
Mpn NCNONb30BaHNM NOCTOAHHbIX COEANHEHWNI CepBep pa3pbiBaeT COeANHEHNE, ECIN B
TeyeHne yKa3zaHHOro BpeMeHu OT K/IMeHTa He MPUXoAAT 3anpochl.

Mopaep>xuBatb TLS-ceccuto akTMBHOW — ycTaHOBUTe daar, ytobbl MCNoAb30BaTb
NOCTOAHHOe coeanHeHne anqa TLS. YcTapesLne Bepcnmn 6pay3epoB MOryT HEKOPPEKTHO
paboTaTb ¢ NOCTOAHHBIMW TLS-coeanHeHnamU. OTKNOUNTE 3TOT NapamMeTp, eCAN BO3HUKAOT
npo6aemsbl ¢ pabotor no TLS npotokony.

Ceptudumkar — nyTtb K danny TLS-ceptndurkara. B Bbinagaroliem cnmcke NpruBoAaTCs
[OCTynHble cepTudukaTbl U3 kaTasora Cepsepa Dr.Web.

3aKpbITbiV KAtOU SSL — nyTb Kk danny 3akpbiToro katoua TLS. B BbinagaroLlem cnmcke
NPUBOAATCA AOCTYMHble 3aKpbiTble Ktoum TLS n3 katanora Cepsepa Dr.Web.

Kniou wndppoBanua ana mangatoB TLS-ceccum — nyTb K haniny karoya WndpoBaHua ans
mMaHaaToB TLS-ceccum. Vicnonb3yetcs ana BO306HOBAEHMA ceaHca TLS Ha ocHOBe MaHAaTOB
ceccui (session tickets), koTopble WNGPYHOTCA C UCNOAb30BaHUEM 3aaHHOTO KAkouYa.

¢ Cnuncok paspelueHHbIX WndpoB — CTPOKa, ONpesensarowan Cnmcok WmPpos 13 nakerta

OpenSSL, pa3peweHHbIX 414 NCNoJib30BaHUNA B COEANHEHUAX C KIMEHTAMN. Ecan octaBuTb
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none nycrblM, 6yp,eT MCMONb30BaHO 3HayeHne DEFAULT, UTO O3Ha4aeT
ALL: !'EXPORT:!LOW: 'aNULL: !eNULL: ! SSLv2.

10.7.2. A oNONAHNTENbHO

Ha Bknazke [LONONHUTENBHO 33Jat0TCA C/leAytoLLMe HaCTpoVikn paboTsl Beb-cepBepa:

e YcTaHoBUTe pnar OTobparkaTb OLLIMGKMN CKPUNTOB UTOObI MOKa3biBaTb OLWMOKM CKPUMNTOB B
Be6-6pay3epe. [JaHHbIN NapaMeTp UCNONb3YyeTcs CNY>KO0M TEXHUYECKON NOAAEPXKKN U
pa3paboTumkamun komnaHum «Joktop Beb». He pekomeHayeTcs N3MEHATb ero 3HayeHune
6e3 HeobxoAMMOCTN.

e YctaHoBuTe dpnar TpaccupoBaTb paboTy CKPUNTOB UTOObI BK/IHOUMTL TPACCMPOBKY paboThbl
ckpunToB. [laHHbIN NapamMeTp UCMOb3yeTCa CNYy>KOON TEXHNYECKOW MOAAEPXKKA 1
pa3paboTumkamu komnaHmm «loktop Beb». He pekomeHayeTcs M3MeHATb ero 3HauyeHne
6e3 HeobxoaMMOCTH.

e YctaHoBUTe dnar Paspeluatb 3aBepLieHNe CKPUNTOB UTOObI pa3peLlnTb NpepbiBaHme
paboTbl ckpMnToB. [JaHHbIA NapaMeTp UCNOb3yeTca CNYXXOO0M TEXHMYECKOW NOAAEPXKKM U
pa3paboTumkamu KomnaHum «loktop Beb». He pekomeHayeTCcs N3MEHATb €ro 3HaueHne
6e3 HeobxoanmMocCTH.

e Vicnonb3ya nonsa B o6nactv Monb3oBarenbckue HTTP-3aronoBku, Bbl MoxeTe f06aBUTHL
cobcTtBeHHble HTTP-3aronoBku oTBeTa Beb-cepBepa ¢ HeObX0ANMbIMY 3HaYeHUAMMN. Mo
yMOJl4aHU1IO Beb-cepBep NCMOJb3yeT TP NpeayCcTaHOBAEHHbIX MOb30BaTENbCKNX
3aronoBka 6e30nacHoOCTN: X-XSS-Protection, X-Content-Type-Options U X-Frame-
Options. [lpocMoTpeTb N OTpeAakTMPoOBaTbh NX 3HAUYEHNA MOXHO Yepes
KOHPUTrypaLMOoHHbIM darn webmin. conf, pacnoNoXeHHbIN B NoAKaTanore etc kataaora
yctaHoBku Cepsepa Dr.Web.

10.7.3. TpaHcnoprt

Ha Bisiagke TpaHcnopT HacTpanBatoTca "Mpoc/ylimBaemMble” ceTeBble agpeca, C KOTOpbIX Be6-
cepBep MpUHMUMaEeT BXOAALLME COeJUHEHUA, HanpumMep, ANa NnoakntoyeHus LleHTpa
yrnpaB/ieHVA UAn BbINOAHEHUA 3anpocoB yepe3 Web API.

B pa3gene MpocnywmBaemble agpeca HacTpanBaeTca CMUCOK MHTepdelrcoB, KoTopble byayT
NpOCAyLWBaTLCA A1 NpyYeMa coeauHeHnin no npotokony HTTP:
e Appec — IP-agpec ceTeBOro nHTepdeiica, C KOTOporo paspeLleH NPUemM CoeAMHEHUN.

e Mopt HTTP — Homep nopTa ceTeBOro nHTepderca, C KOTOPOro paspeLleH npmemM
coesvHeHnn no npotokony HTTP.

e Mopt HTTPS — HoMep nopTa ceTeBOro nHTepdeinca, C KOTOPOro paspeLleH npuem
coeanHeHnn no npotokony HTTPS.

Mo ymonuaHuto ans "npocaywmBaHuns” Beb-cepBepomM ycTaHaBANBAKOTCA:

s Agpec: 0.0.0.0 — ncnonb3oBaTb "BCce ceTeBble MHTepPeNchl” ANg JaHHOW MaLUWHBbI, Ha
KOTOpOW ycTaHOBAEH Beb-cepBep.
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s Mopt HTTP: 9080 — ncnonb3oBaTb CTaHAAPTHbIM NOPT 9080 aAna npotokona HTTP.

o Mopt HTTPS: 9081 — ncnonb3oBaTb CTaHAAPTHbLIN NoOpT 9081 ana npotokona HTTPS.

Ana pobaBneHna HOBOW CTPOKM agpeca, HaXKMUTE KHOMKY . Ana yaaneHnuna ctpoku
KOHKPETHOro agpeca Ha>XXMuTe KHOMnKy E HanopTuB yJanaemMoro agpeca.

10.7.4. bBe3onacHOCTb

Ha Bknagke BesonacHOCTb 3a4at0TCA OrpaHWYeHNA Ha ceTeBble ajpeca, C KOTOpbIX BeO-
cepsep npuHumaetr HTTP n HTTPS 3anpocsl.

O6bwume
e YcraHoBuUTe dnar NepeHanpaBAATb Ha 3aLLMLLLEeHHOE coeAuHeHne, YTOObl aBTOMaTUYECKM
nepeHanpasaaTb Bce coegnHenusa no HTTP Ha HTTPS.

e YctaHoBUTe dnar Bo3BpawaTtb NoApPo6HLIN 3aroNnoBokK, UTOObLI Be6-cepBep BO3BpaLla
noApo6bHOCTN OKpyXeHUs B “Server’-3aronoske.

e YctaHoBuTte ¢nar Mpeo6bpasoBbiBatb URI B HMXKHMIA peructp, 4tobbl Npeobpa3oBbiBaTh
Bce URI B 3anpocax k Beb-cepBepy B HUXXHWI perncTp. [peobpa3oBaHnio NOANEXMUT TONbKO
dparmeHT nepapxmueckon yactn URI, cogep>kalimin nyTb.

e YcTaHoBuUTEe dnar BKIOUMTL KOHTPO/Ib AOCTYNa ANA KIMEHTCKUX NPUIOXKEHUN, UTOObI
3anpeTuTb JOCTYN K MHTepdeincy LieHTpa ynpaBaeHns Ans nporpaMm-pob0oToB 1 NPoYUmX
KAMEHTCKMX MPUNOXEHNI N3 CMINCKA HUXeE.

Onpep,envlTe CMNCOK 3anpeleHHbIX KITMEHTCKUX I'IpVIJ'IO)KGHVIVI:

s B none UMA KIMEHTCKOro NPUNOXKEHUA 3aJaiTe UMA KINEHTCKOrO MPUIOXKEHUA,
KoTopoMy byaeT 3anpeLyeH AocTyn K nHTepdency LleHtpa ynpasieHuns. HyBCTBUTENBHO K
pernctpy. Ecam He 3agaHo, ncnosb3yetca URI npunoxenuma.

o B none Onpeaenstolee peryisipHoe BblpaXkeHue 3aZaiTe peryaspHoe BbipaxeHue,
onpegenstoLLee NpUIOXKeEHVE, KOTOPOMY ByaeT 3anpeLleH 4ocTyn K nHTepdency LieHTpa
ynpaB/ieHus.

OrpaHuueHue paocTtyna

UYT06b1 HaCTPOUTL OrpaHUUEHUA J0CTyNa ANA KaKoro-ambo Tuna coegMHeHUA
1. [Ansa Toro uto6bl paspewnts goctyn no HTTP nam no HTTPS ¢ onpeaeneHHbIX afpecos,
BkAtouMTe Mx B cnuckv HTTP: Paspeweno nan HTTPS: PaspelweHo cOOTBETCTBEHHO.

2. [na Toro uytobbl 3anpeTnTb goctyn no HTTP nan no HTTPS ¢ kaknx-anmbo aapecos,
BkatounTe nx B cnnckv HTTP: 3anpewero nav HTTPS: 3anpelyeHo.

3. Azpeca, He BKIHOYEHHbIE HM B OJMH W13 CMIUCKOB, pa3peLlaroTca UAK 3anpeLaroTca B
3aBMCUMOCTM OT TOTO, YCTaHOBAEeHbI v dnarv MpuoputeTHocTb 3anpeta ana HTTP n
MpuopurerHocTb 3anpeta ana HTTPS: npu yctaHoBneHHOM dnare agpeca, He
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BK/HOUEHHbIE HN B OAWH M3 CMIUCKOB (MM BKAOUEHHbIE B 06a), 3anpeLyatotcs. B
MPOTUBHOM C/lyyae, Takue aZpeca paspeLlaroTcs.

UTo6bl OTpeAaKTUPOBATb CMUCOK aApPecoB

1. BBeAI/ITe ceTeBOU ajpec B COOTBETCTBYHOLWEE MOJie N HaXXMUTE KHOTMKY Coxpaan'b.

2. CeTteBOW aspec 3agaetca B Buae: </P-adpec>/ [ <npegukc>1].

Cnnckn ans BBoga agpecoB TCPv6 6yayT oToOpaskeHbl, TONIbKO €CM Ha KOMMbLOTEpe
‘ ycTtaHoBaeH uHTepdeiic IPvé.

3. [na pobaBneHns HOBOro NOASA ajpeca, HaxXMuTe KHOI'IKy COOTBETCTBYHOLLEro pasgena.

4. [lna ynaneHua nons HaXXMmTe KHOTKY E

Mpumep ncnonb3oBaHus npegukca:

1. Mpedwnkc 24 o603HauaeT ceTn ¢ Mackomn: 255.255.255.0
Copep>xut 254 agpeca.
Azpeca XOCTOB B 3TWX ceTaX BMAa: 195.136.12.*

2. Mpedukc 8 o603HauaeT ceTn ¢ mackon 255.0.0.0
Coaepxut ao 16387064 agpecos (256*256*256).

Ajzpeca XOCTOB B 3TUX CETAX BUAA: 125. % . *  *

10.7.5. Moaynu

He pekomeHzyeTcs U3MeHATb HAaCTPONKM fJaHHOTO pasgena 6e3 ykasaHui cayxbbl
TEXHNYECKON MOAAEPIXKKM.

B pa3gene Moaynwm HacTpanBatoTca Lua-ckpunTbl, KOTOPbIE 3arpy>aroTca no mepe
NCNONHEHUS APYTMX CKPUNTOB Beb-nHTepdenca.

e Bbinagatowmii cnucok Katanor ckpunta B nyTax noucka onpesensiet, B KAKoe Mecto
cnuncka us pasgena Mytn go6aBuTh TEKyLWMIA KaTanor (KaTanor, B KOTOPOM HaxoAMUTCs
NCNONHAEMbIV B aHHbIA MOMEHT CKPUT):

o nepBbIA — B HAa4ano CNMCKa,
o mocaeaHUM — B KOHeL, CNncKa,
5 He UCNoJsib3oBaTb — He J006aBAATL COBCEM.

e Pa3zzen Mackm 3aaeT MHOXECTBO MacoK, MO KOTOPbIM MLLYTCA MOAyAn Lua no nyTam,
yKa3aHHbIM B pa3gene MyTb.

e Pasgen Mytun 3agaet nytn, No KOTOpbIM MLLyTCa moayan Lua ns pasgena Macku. [ytn
AOJKHbI 3a/jaBaTbCA OTHOCUTENIbHO KOPHEBOrO KaTanora Beb-cepsepa.
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Hanpumep:

CKpWNT, PacnoNoXeHHbIN NO NyTN var-root/webmin/esuite/include/head.ds He
byaeT HargeH 6e3 3aaHna JONONHUTENbHbIE HacTpoek B pa3gene Mogynm.

Mogaynu 13 katanoroB ds-modules Uan webmin/vfs 6yayT HaiaeHbl 6€3 HacTpoek B
pasgene Mogynm, NnoTOMy UTO 3TO rnobanbHble MOAY/IV, @ He MOAYAN BeO-nHTepdeica.

10.7.6. O6paboTumnkm

| HacTpoiikv gaHHoro pasgena, kpome nogpasgenos floctyn 1 ABTopusaums, He
peKoMeHzyeTcs M3MeHsTb 6e3 ykazaHuin CNy>6bl TEXHUUECKON MOAAEPKKM.

B paszene O6paboTumnkm HactTpanBaeTcs TO, KaKUM MMEHHO 0OPa3oM 1 B KAKOM OKPY>KEHUMN
byneT obpabaTbiBaTbCA 3aMPOC, MONYUYEHHbIN OT BEO-KAMEHTa.

O6bwume

B 3aBMCMMOCTM OT TMMNa 06paboTumka MeHATCA AOCTYMHbIe HACTPOMKM.

[ns Beb-cokeTOB HEO6XOAMMBbIV 06paboTUMK BbIOMpPaETCs B 3aBUCMMOCTM OT aTpubyTa
Mpotokon.

[ns ocTanbHbIX TMNOB 06PaboTUMKOB HEOOXOAMMbIN 06PabOoTUMK BbIbMpPaeTCcs B
3aBMCUMOCTM OT aTpmbyTta Mpedukc.

Tunbl MCNonb3yemblX O6pa6OTL-II/IKOB Bbl6|/1pal-0TCF| B BblMajdakoWwemM Crincke Twn:

e O6paboTunku
BbinonHsaeTca yka3aHHbIN CKPUMT, KOTOPOMY B Ka4ecTBe napamMeTpa nepesgaeTcs nyTb u3
URL. Ecan nyTb oTCcyTCTBYET, €My nepegaertca nytb nond Aupekropmsa.
o Mpedpukec — npedukc nytn B URL HTTP-3anpoca.

o [lupeKkropus — AMPEKTOPUS B KOpHe BeH-cepBepa, OTHOCUTEIbHO KOTOPOM CUMTALOTCS
nyT! K OTAaBaeMbIM darinam.

s CKpUNT — CKpMNT-06paboTunk.

¢ CmeluaHHble 06paboTunkmn
B 3aBMcuMMoOcCTH OT TvNa dalina, K KOTOPOMY NMPOM3BOAMTCA 3anpoc, BegeT cebs kak Tmn
Cratuueckue ¢pannbl A Kak Tn CKpUNTbI.
o Mpedukc — npedumkc nytn B URL HTTP-3anpoca.

s Cnucok nHaekcHbix Gpannos. OnpeaenseT, kakve Gaisbl B KakoM nopagake 6yayt
3arpyaTbca, ecav Beb-knmneHT 3aTpebyeT MHAEKC AMPeKTOPUN.
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o CKpUNT — CNUCOK paclumpeHunii ¢aninos, KOTopble HEO6XOANMO cumTaTh Lua-ckpuntamu.

CkpunTbl

Jlrobou dainn, K KOTOPOMY NPOU3BOANUTCS 3aNPOC, UCMONHAETCA Kak Lua-ckpunT.
o Mpedpukc — npedukc nytm B URL HTTP-3anpoca.

o [lupeKTopus — ANPEKTOPUA B KOPHE BeEO-cepBepa, OTHOCUTEIbHO KOTOPOW CUMTALOTCA
nyT! K OTAaBaeMbIM parinam.

Cratnueckue ¢paiinbi

Copepxunmoe pannos oTAaETCA Kak eCTb.
o Mpedpukec — npedumkc nytn B URL HTTP-3anpoca.

o lupeKkropus — AMPEKTOPUS B KOPHE BeH-cepBepa, OTHOCUTEIbHO KOTOPOM CUMTALOTCS
nyT! K OTAaBaeMbIM darinam.

o CNucoK MHAeKCHbIX pannos. OnpeagenseT, kakve Gaisibl B KakoM nopsake 6yayt
3arpy>aTtbCs, ecm Beb-KIneHT 3aTpebyeT MHAEKC AMPEKTOPUN.

BuptyanbHas ¢aiinoBaa cucrema

AHanor Tvna Cratuueckue ¢pannbl, ToNbKO Gaisibl 3arpy>xaroTcs U3 apxmBa BHYTPEHHEro
dopmaTa dar, ykazaHHOro B nose flnpekropus.

o Mpedpumkec — npedukc nytn B URL HTTP-3anpoca.

o [lnpekropua — AVPEKTOPUS B KOpHE BEBO-cepBepa, OTHOCUTENIbHO KOTOPOI CUMTArOTCS
nyTn K OTAaBaeMbIM darinam.

MNpeponpeaeneHHble Be6-cokeTbl

Websocket-npunoxeHue, peannsyemoe pasgensiemon 6MbAMOTEKOM, MOCTaBAAEMON C
cepBepoM (d11 mnn elf shared object). Ima palina 6bnbanotekm cooTBeTcTByeT
npotokony Be6-cokeTa, panbl pacnonaratorca B Lib-root/websockets.

s CKpuNT aBTOpM3aL M — nMA Garina Lua-ckpunTta, KOTOPbI aBTOPU3YeT NO/b30BaTeNA.

o Mporokon — 3HauyeHne nosa WebSocket-Protocol, nepesaBaemoe B HTTP-3anpoce
NOAKNOUEHUNS K BEOCOKETY.

Monb3oBaTenbckue Be6-cokeTbl

Websocket-npunoxeHue, peannsyemoe Lua-ckpuntom. Vimsa daiina ckpunta cooTBeTCTBYET
npoTokony Be6-cokeTa, pannbl pacnonaratorcs B home-root/websockets.

o CKpuNT aBTOpM3aLMn — 1Ma dalina Lua-ckpmnTa, KOTOPbIN aBTOPU3yeT NOAb30BaTeNS.

o Mporokon — 3HauyeHne nosa WebSocket-Protocol, nepesaBaemoe B HTTP-3anpoce
NOAKNOUYEHUNS K BEOCOKETY.

PyKkoBOACTBO aAMAHUCT paTopa

302



g
),
A

@

Inaea 10: Hactpoiika CepBepa Dr.Web

Adoctyn

Cnuckm koHTpons goctyna (ACL) 3agaroT orpaHNYeHns Ha ceTeBble agpeca, C KOTOPbIX
KAMEHTbI CMOTYT MOyYaTh JOCTYN K Be6-cepBepy.

Hactpovikv aHanornyHbl Hactporvikam 6esonacHoctn Cepepa Dr\Web.

Ecnmn HacTpowiky He 3aZiaHbl, CYNTAETCA, UTO BCE aZpeca paspeLleHbl.

ABTOopusauus

[octynHa ana Bcex TMNoB 06paboTumkoB, KpoMe BeH-COKeTOB.

Hactpoikn pasgena onpesensitoT CNMCOK PeCcypcoB, MNP 3anpocax K KOTOPbIM HY>XXHO
3anpawmeaTb basic http ayteHTUdUMKaLmIO y BEO-KNMEHTa.

e Obnactb AeNCTBUA — 3HaueHMe, KOTOpoe Beb-cepBep OTAACT KIMEHTY B NapamMeTpe WiWW-
Authenticate: Basic realm="ADMIN".[lo cyTn — KpaTkoe onucaHue Toro, KTo
JAoNKeH aBTopu3oBaTbea. K perncrpayMmoOHHOMY UMEHM OTHOLLEHWUA He NMeeT.

UT06b1 HAaCTPOUTL OrpaHUUYEHUA J0CTyna ANA Kakoro-ambo Tuna coegMHeHUs

1. [na Toro ytobbl pa3speLlatb CBOHOAHBIN AOCTYN NPU NOAKIOUYEHUN KIMeHTOB No HTTP nan
no HTTPS k onpeaeneHHbIM NyTaMm, Bkatounte 311 nytn B cnuckn HTTP: cBo6ogHbIN
aoctyn nan HTTPS: cBo6oaHbIN AOCTYN COOTBETCTBEHHO.

2. [na Toro utobbl TpeboBaTh aBTOPU3aLMIO NPY NOAKNOUEHUIN KineHToB no HTTP uam no
HTTPS k onpegeneHHbIM nyTam, Bkaounte 31 Nyt B cnnckn HTTP: 3anpoc aBTopusaumm
nnan HTTPS: 3anpoc aBTopusauum.

3. Mpwu gocTyne K NyTM, He BKIKOUEHHbIM HW B OAMH U3 CMUCKOB, aBTOpM3aumsa TpebyeTcs
WAN HET B 3aBMCMMOCTU OT TOTO, yCTaHOB/EH nn dnar MpuoputeTHOCTb 3anpoca
ABTOPM3aLLMN: NPY YCTaHOBNIEHHOM daare 418 NOAKIFOUEHUS K MYTAM, HE BK/IHOYEHHbBIM HI
B OZAMH M3 CMNCKOB (MW BKIHOYEHHBIM B 06a), TpebyeTca aBTopusaums. B npoTMBHOM
CNyyae, No TakMM NyTAM paspeLlaeTcs CBOHOOAHbIN AOCTYr.

UTo6bl OTpeAaKTUPOBATb CMUCOK aApPecoB

1. BBeauTe B nosie perynsapHoe BblpaxeHune, onpegensatoliee nyTb OTHOCUTENbHO
AMpekTopun, 3ajaBaemMoin B nose Jinpekropms.

2. ﬂ,flﬂ AO6aB}'IeHI/IFI HOBOTO NoJA ajgpeca, HaXXMunTe KHOI'IKy COOTBETCTBYHOLLErO pa3jena.

3. [na yaaneHnsa nona HaxXMmTe KHOMKY E

PyKkoBOACTBO aAMAHUCT paTopa
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10.8. Nonb3oBaTenbckue npoueaypbl

/N

Mpw BbINONHEHUM Lua-ckpunToB aZMUHUCTPATOP NOAy4YaeT AOCTyNn KO BCel GpaliioBol
cucteme B npegenax katanora Cepsepa Dr.Web 1 HeKOTOpbIM CUCTEMHBIM KOMaHAaM Ha
KoMmrbtoTepe ¢ yctaHoBaeHHbIM CepBepom Dr.Web.

YT06bI 3anpeTnTb AOCTYN K NOJIb30BaTe/IbCKMM MpoLeaypam, OTKIHUUTE NPaBo
PepaktupoBaHue koHpurypauum Cepsepa Dr.Web n koHpurypaumm penosutopus ans

COOTBETCTBYIOLLEro agMuHucTpaTopa (CM. n. AAMUHUCTPATOPbL U aAMUHUCTDATUBHbLE
rpynnbl).

Ana ynpolueHns 1 aBToMaTm3aLnm BoIMOJHEHNS onpeaeneHHbix 3agaHnin Cepeepa DrWeb
BO3MOXHO MCMOJIb30BaHMe N0J/b30BaTe/IbCKUX MPOLLeAYp, Peaan3oBaHHbIX B Buge Lua-

CKPVMTOB.

@

VAN

MNMonb3oBaTenbCckre NpoueAypbl pacnoiararoTca B ClefyrolleM nojKaTtanore Kkatasora
yctaHoBkn CepBepa Dr.Web:

e ana OC Windows: var\extensions

e ana OC FreeBSD: /var/drwcs/extensions

o ana OC Linux: /var/opt/drwcs/extensions

Mocne nHctaanaumm Cepeepa Dr.Web B gaHHOM nogkaTtanore pasmellaroTcs
npeaycTaHOB/EHHbIE MOb30BaTe/IbCkMe MPOLEAYPbI.

PEAaKTI/IpOBaHMe No/1Ib30BaTe/IbCKUX NMpoLueayp pekoMeHAYyeTCA OCYLeCTBAATL Yepes U,eHTp
ynpaBaeHus.

Mepes o6HoBneHVem Cepeepa Dr.Web Heo6xoaumMo coxpaHuTb Mosib30BaTENbCKUE
npoueaypbl 1 ckpuntsl. O6paTUTe BHUMaHME Ha TO, YTO MpW Nepexose Ha 6osiee HOBYHO
Bepcuto Cepeepa Dr.Web nonb3oBaTtesibckvie MpoLesypbl U CKpUMTLl, paboTaBLuve B
npeabiayliei Bepcumn, MoryT He paboTaTb. [pu BO3HWKHOBEHUM Npo6ieMbl 06paTuTech B

TEXHUYECKYHO MOAAEPXKKY.

UT06b1 HACTPOUTDb BbIMOJIHEHME MOJ1Ib30BaTe/IbCKUX NMpoLeayp

1. BbibepuTe NyHKT ABMUHUCTPUPOBaHME B 1aBHOM MeHIo LleHTpa ynpaBieHus.

2. B oTkpbIBWEMCS OKHe BblbepuTe NYyHKT yripaBastowero MeHto Monb3oBatenbckue
npoueaypbl. OTKPOETCH OKHO HAaCTPOEK MOb30BaTe/IbCKUX MPOLLeayp.

@

MoapobHHOe onvcaHve NoJib30BaTeNbCKMX MPOLEAYP M UX MapaMeTpoB MNPUBEAEHO B
AokymeHTe MpunoxxeHuns, [punoxerue H. MNoab3oBaTenbckme npoueaypbl.

PyKkoBOACTBO aAMAHUCT paTopa
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Aepeso npoueayp

Nepapxnyecknii cnncok npoueayp oTobpaxkaet ApeBOBUAHYHO CTPYKTYPY, y31aMu KOTOPOW
ABAAKOTCA TPYNMbl NPOLEAYP W BXOAALLME B HUX MONb30BaTe/IbCKMe NPOoLesypbl.

VI3HauanbHO B AepeBe npoueayp npeactaBjieHbl ciedyroume npedyCcraHOBJIEHHbIE Tpynnbl:

e Examples of the hooks — cozep>xuT WabAOHbI BCEX AOCTYMHbIX NOJb30BaTENbCKNX
npoueayp. Ha ocHoBe AaHHbIX LWaba0HOB Bbl MOXeTe CO34aBaTh COOCTBEHHbIE
nosib3oBaTesbCckne npoLeaypbl. BOIMOXHOCTb pesakTMpOBaHUS U BbINOJHEHUSA
WabNOHHbBIX NpoLeayp He NpeAocTaBaseTcs.

e IBM Syslog — cozep>uT WwabaoHbl NOAb30BaTENbCKMX MPOLLEAYP, MCNONb3YEMbIX NPU
nHTerpaymm ¢ cuctemont IBM Tivoli. CobbITns, COOTBETCTBYHOLLME BKIHOUEHHbBIM
npoueaypam, dukcupytotcs B popmate Syslog.

Bce cobbiTva nuwyTcs B oAvH dalin no cregyrowemy nyTu:

o ana OC Windows:
var\export\tivolilsyslog\drwcs syslog.log

o ana OC FreeBSD:
/var/drwcs/export/tivoli/syslog/drwcs syslog.log

o ana OC Linux:
/var/opt/drwcs/export/tivoli/syslog/drwcs syslog.log

e IBM W7Log — cosep>xuT WwabsoHbl MOb30BaTeNbCKUX NPOLeAyp, NCMONb3yeMbIX MPU
nHTerpaumm ¢ cuctemont IBM Tivoli. CobbITVA, COOTBETCTBYHOLLME BKIOYEHHbIM
npoueaypam, dukcmpyrotca B popmate IBM W7Log XML.

[Ans Kaxaoro cobbITMs co34aeTcs OTAENbHbIN Galin No caeayrowemy nyTu:

s ana OC Windows:
var\export\tivoli\w71log\<Ha3eaHue cobbimusa>_<unix_timestamp>

e ans OC FreeBSD:
/var/drwcs/export/tivoli/w7log/<HazgaHue_cobbimusa>_<unix_timestamp>

o ana OC Linux:
/var/opt/drwcs/export/tivoli/w7log/<HazsaHue cobbimus>_<unix_timestamp>

3Ha4yoK aneMeHTa AepeBa 3aBUCUT OT TUMa NN COCTOAHNA 3TOTO 3/1IEMEHTA (cm. Ta6m/||=Ly 10-
7).

Ta6bauua 10-7. 3Hauku 31eMeHTOB AepeBa npoueayp
3Hauok OnucaHue
Fpynnbl npoueayp

Mpyrnna npoueAyp, ANs KOTOPOI pa3peLLleHo BbIMOJHEHVE NPOoLeayp.

Mpynna npoueAyp, ANs KOTOPO 3anpeLLeHo BbIMOAHEHVE NPOoLeayp.

PyKkoBOACTBO aAMAHUCT paTopa
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3Hauok OnucaHue

Mpoueaypsbi
lp Mpoueaypa, 4N KOTOPOU pa3peLleHO BbIMOJIHEHME.
ks Mpoueaypa, 414 KOTOPOW 3anpeLLeHO BbINOJHEHNE.

YnpaBneHue gepeBom npoueayp

,D'flﬂ yl'lpaBneHVIFI O6'beKTaMV| B p,epeBe I'IpOLl,ep,yp MCnOﬂb3y|'OTCﬂ Cfleﬂ,yI'OLLl,MG /1eMeHTbl
naHenn MHCTPYMEHTOB:

— BbINajatoLMii CANCOK ANa 4o6aBAEHUA 31eMeHTa AepeBa npoLeayp:
+ i 6 pesa npoueayp

{% D06aBuTh Npoueaypy — A06aBUTL HOBYHO MO/Ib30BATENLCKYIO MPOLIEAYPY.

(3 fo6aBuTh rpynny npoueayp — C034aTb HOBYHO MOJIb30BATENbCKYHO FPynmny A/
pa3MeLleHns B Hel npoLeayp.

X Ypanute BuiGpaHHble 06beKTbI — Ya11Th M0/b30BATENLCKYIO MPOLEAYPY MK Fpynny,
BbIBpaHHYO B epeBe npoLeayp.

© PaszpewmnTts BbINONIHEHME NpOLEAYPbI — aHANOTNUHOE AeiiCTBUE NPOU3BOAUTCA U3
peAakTopa npoleayp npu NoMoLumn ycTaHoBkv ¢nara PaspewunTb BbinoNHeHWe NpoLueaypbl.

Cm. Taroke AKTMBaLmMa npoueayp.

O 3anpetuth BbINONHEHME NpOLEAYPbI — aHANOTMUHOE AeliCTBME NPOU3BOANTCA U3
peakTopa npoueayp npu NOMOLLM CHATUA Gaara PaspewnnTb BbinosiHeHWe npoueaypbl. CM.

Takke AKTMBauMa NpoLeayp.

YnpaBneHue rpynnamMmv npoueayp

UTob6bI cO3aaTh HOBYIO rpynmny

1. Ha naHenn nHcTpymeHTOB BblbepuTe + -3 Ao6aButb rpynny npoueayp.
2. B oTKpbIBLLEMCS OKHe 3ajaliTe caesytolime napameTpsbl:

e YctaHoBuTe ¢niar PaspewunTtb BbiNoJIHEHUE NPoLEeAYpbl, UTOObI akTMBMPOBATb
npoueaypbl, KoTopblie ByayT BXOAMTb B 3Ty rpynny. Cm. Takoke AKTUBALIMA NPOLIeAYD.
¢ B none HasBaHwue rpynnbl 3ajaite Npon3Bo/IbHOE Ha3BaHWe /1 CO3aBaeMOWn rpynnbl.

3. Haxmute kHonky CoxpaHUTb.

UT06bI 13MEHNTb NOPAAOK UCMOJIb30OBAHUA TPy

1. B pepeBe npoueayp nepetawmte rpynny npoueayp 1 pasaMectuTe ee B HyXKHOM Nnopsjke
OTHOCUTE/IBHO APYrUX rpymmn.

PyKkoBOACTBO aAMAHUCT paTopa
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2. MopsAfoOK NCNONb30BaHWUS NpoLeayp aBTOMATUYECKN U3MEHUTCS NPU U3MEHEHUWN NOpPsAAKa
rpynn: nepBbiMuU ByayT BbIMONHATLCA MPOLEAYPbl U3 FPYMM, PaCcNONOXEHHbIX BbllLe B
Aepese npoueayp.

UTo6bI NepemecTUTb NpoueAypy B Apyryto rpynny

1. B aepeBe npoueayp BbibepuTe NpoLeaypy, KOTOPYH Bbl XOTUTE NepPeMECTUTD.

2. Ha oTKpbIBLUECA NaHean CBONCTB, B BbiNajatoLlem cnuncke Poaurenbckas rpynna
BbIGepuTe rpynny, B KOTOPYHO HEOBXOANMO NnepemMecTUTb NpoLeaypy.

3. Haxmute kHonky CoxpaHUTb.

YnpasneHue npoueaypamu

UTo6bI f06aBUTL HOBYIO Npoueaypy

1. Ha naHenn nHcTpymeHTOB BbibepuTe +-5 Ao6aButb Nnpoueaypy.
2. B oTKpbIBLIEMCS OKHE 3ajaliTe CieyroLLme napamMeTpsbi:

e YctaHoBUTe dnar PaspewinTb BbiNOJIHEHME NpoLeAypbl, YTOObl akTMBMPOBaTb
co3gaBaemyro npoueaypy. Cm. Takke AKTMBaLmMsa NpoLeayp.

e B Bbinagatowem cnucke Pogurenbckana rpynna BoibepuTte rpynny, B KOTOpown byaet
pa3mMeLlaThCs co3aBaeMas npoueaypa. B ganbHeriwem MOXHO NnepeMecTuTb
npoueaypy B APYryto rpynny — CM. BblLLE.

e B Bbinagatowem cnucke Mpoueaypa Boibepute TN Npoueaypbl. TUM npoueaypsbl
onpegenseT AeNCTBUe, ANA KOTOPOro byAeT BbI3biBaTbCA AaHHas npoueaypa.

e B nose Tekct npoueaypbl BBeMTe lua-ckpunT, KOTOPbIN ByAET BbINOAHATHCA NPU
BbI30OBE JaHHOW NpoLeaypbl.
B nogpa3aene MHpopmaumsa o npoueaype nprBoamTca cobbiTue, ana KOToporo byaer
BbI3blBaTbCA JaHHaa npoueaypa; MHGopmMaumsa o ToM, JOCTynHa v 6a3a faHHbIX
Cepsepa Dr.Web ana saHHOM npoLeaypsbl; a Takke NPUBOAATCSA CMUCKM BXOAHbIX
napamMeTpOB W BO3BpaLLaeMblX 3HaUYEHWI A1 JaHHOTO TLUMa npoueaypbl.

3. Haxmute kHonky CoxpaHUTb.

UT06b1 OTpepaaKkTUpoOBaTh Npoueaypy

1. B aepeBe npoueayp BbibepuTe NpoLiesypy, KOTOPYH Bbl XOTUTE OTPEAAKTMPOBATb.

2. B npaBo# YaCTh OkHa aBTOMaTUYeCKN OTKPOETCA NaHeAb CBOWCTB JaHHOM npoueaypsbl. Jns
pefaKkTMPOBaHWA AOCTYMHbI BCE NapamMeTpsbl, KOTOpble 3aZaBaincb MPW CO34aHMM
npoueaypbl, kpome napametpa Mpoueaypa. JaHHbIV napameTp onpegenseT cobbiTue, ANs
KOTOPOro 6yzeT BbI3blBATbCA JaHHAsA Npoueaypa, v He NOANEXNT PesakTMPOBaHUIO Nocae
CO3aHuns npouesypsbl.

3. Haxmute kHonky CoxpaHUTb.

PyKkoBOACTBO aAMAHUCT paTopa
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AKTUBaLUMA npoueayp

AKTBaLMA NpoLueayp v rpynn npoueayp onpeaenset, 6yayT M BbINOAHATLCA NpoOLEesypbl
NPV HacTyNnJeHN COOTBETCTBYHOLLEFO UM COOLITUSA UAN HET.

UTo6bI akTUBMPOBATbL NpoLEAypPY WX rpynny npoueayp

1. B pepeBe npoueayp BbibepuTe NpoLeaypy Uav rpynny, KOTOPYHO Bbl XOTUTE aKTUBMPOBATb.
2. BbINONHWTE OAHO U3 CleayroWmMX 4eCTBUN:
e Ha naHenn uHcTpymeHTOB HaxmuTe kHonky @ PaspewmnTts BbinonHeHne npoueaypbi.

e B npaBoW YacTV OKHa Ha NaHenn CBOMWCTB BbIbpaHHOro obbekTa ycTaHOBUTE daiar
Pa3spewunTtb BbINo/IHEHME NPOLEAYPbI, €C/IM OH CHAT. HaxkmuTe kHonky COXpaHUTb.

Oco6eHHOCTU aKTUBaL UK Npoueayp:

Ans Toro ytobbl NpoLeaypa BbINOJHANACH NPW HACTYNAEHMM COOTBETCTBYHOLLENO €l CObbITHS,
HeobxoanMO cieaytoLlee:

a) Ao/mKHa OblTb aKTMBMPOBaHa caMa npoleaypa;

b) gonkHa 6bITb aKTMBMpPOBaHa rpynna, B KOTOPYH BXOAUT AaHHasA npoLleaypa.

| Ecav rpynna npouesyp oTkKatoUeHa, BXOAsLLME B Hee NpoLeAypbl He 6yayT BbINOAHATLCS,
: Jaxe ec/in CaMy OHU aKTUBMPOBAHbI.

Mpu akTMBaLMM rpynnbl 6yAyT BLINOAHATLCA TOJALKO Te MPOLeAypbl, KOTOpble camu
HeMoCpPeACTBEHHO aKTMBMPOBAHbI.

10.9. Wa6a0HbI cOO6LWEeHuNn

B pasgene WabnoHbl coobLyeHunii NnprBeseH CNMCOK LWaboHOB NPOM3BOJIbHbIX TEKCTOBbIX
COODBLLEHNIN, OTNPaBAAEMbIX aAMUHUCTPATOPOM Ha CTaHLMW aHTUBUPYCHOM CeTH (CM.

OtnpaBka COOBUIEHNI CTaHLUMAM).

B cnucok wabnoHoB COOGI.I.I,EHVIH MOryT nonactb oAHUM U3 cieayrounx cnoco6oB:

1. WabnoH MoxeT 6bITb CO34aH Ha OCHOBE COODBLLEHMSA, KOTOPOE YXKe Korga-To 66110
oTnpaBaeHo agMuHUcTpatopoM. Co3gaHme nogobHoro wabsoHa ocyLlecTBAsETCA B

pa3gene XypHan coobLieHWUN.

2. Mo>eT bbITb CO34aH NOJHOCTbIO HOBbIM Waba0H. [nd 3TOro HaXxmuTe KHOI'IKy+ Co3patb
wabnoH Ha NaHenn NHCTPYMeHTOB B pa3zesie LLabnoHbl coobueHnin. HacTponku
COOOLLEHNSA aHANOTMYHbI HacTpoMKaM m3 pasgena OTnpaBka COOBLLEHUA CTaHLUNAM.

PyKkoBOACTBO aAMAHUCT paTopa
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Ana ynpaBneHus wabioHamm coobueHnn NCMOJb3yATe C/IeAyoLMe oML Ha NaHeNn
MHCTPYMEHTOB:

#® Yaanutb — yaanntb BbibpaHHble WabaoHbl COOOLEHNA.

=P Co3patb WabnoH — co3/4aTb HOBbIV LWABJ0OH cO0bLEHNA (CM. BbIlLLE).

# PepaKTupoBaTh — pejakTupoBaTh HACTPOMKM Yxe CyLLECTBYHOWEro WwabnoHa. Onums
AOCTyNHa TOAbKO NMpw Bbibope ogHOro wabsioHa B CrincKe.

= OtnpaBuTb cOO6LLEHMNE CTAHLLUAM — OTMPaBUTb OAHO MM HECKOJIbKO COObLLEHNI
CTaHUMAM Ha OCHOBE LWabA0OHOB, BbIOPaHHbIX B CMUCKE (CM. HUXE).

Yro6b1 OTNPaBUTL OAHO coobL eHne

1. YcTaHoBUTE dnar HanpoTMB WabaoHa coobLLeHNs, KOTOPOE Bbl XOTUTE OTNPaBUTD.
2. HaxmuTe kHonky & OrnpaBuTb coobuieHmne craHumam.
3. Otkpoetca okHo OTnpaBKa coobueHuA. 3asaniTe ciesytolime HaCTPOMKK:

a) B nepese AHTMBMpYCHaA ceTb BbibepuTe nosydatenern cooblleHns ns
NpeACTaBAEHHOrO CMMCKa: 3TO MOTYT ObITb Kak OTAE/IbHblE CTaHLMK, TaK U TPYNMbl
CTaHUMN.

b) HacTpolikm coobuieHns aHanorMyHbl HacTporkam 13 pasgena OTnpaBka coobLIeHUN
CTaHUMNAM.

4. HaxmuTte kHonky OTnpaBuTb.

UTo6bI OTNPaBUTb HECKOJILKO COO6L,eHu

1. YctaHOBUWTe dnarn HanNpoOTUB WabAOHOB COOBLLEHWNI, KOTOPbIE Bbl XOTUTE OTMPABUTb.
2. Haxmute kHonky L= OTnpaBuTb cOObLEeHNe CTaHLUAM.

3. OtkpoeTca okHO OTnpaBKa HeCKObKUX coobueHmii. B passene Cnncok coobuyeHuin
npuBeAeHbl BCe COOBLLEHNS, KOTOPbIE Bbl BblOpann Ans oTnpaBku. HazBaHunsa coobuieHnM
COOTBETCTBYHOT Ha3BaHMUAM UX WabJOHOB.

4. HaxmuTte KHOMKY O'rnpanrb BCe, yTOObI OoTnpaBnTb BCE COO6LLI,eHVIH M3 CNncKa.

5. [ns pesaktmpoBaHus Kakoro-11mbo ns coobuieHui, BbibepuTe ero B pasgene Cnucok
coobueHuin. B pazgene Hactpoiiku coobu,eHus 3ajanite cieayrollme napameTpbi:

a) B gepeBe AHTMBUpYCHaA ceTb BbibepuTe Nosyyatesnein coobLieHna n3
npeacTaBAEHHOro CNMCKa: 3TO MOTYT BblTb Kak OTAeNbHblE CTAHLMUK, TaK U TPpynMbl
CTaHLNN.

b) Hactpolikm coobuieHna aHanormyHbl HacTponkam u3 pasgena OtnpaBka cOObLLEHWN
CTaHUMAM.

€) Ytobbl yaanuTtb BbibpaHHOe coobLleHMe U3 cnncka Ha OTMPaBKy, HaXXMUTE KHOMKY
Ypanuto.

PyKkoBOACTBO aAMAHUCT paTopa

309



7
‘:.",
(4

\

Inaea 10: Hactpoiika CepBepa Dr.Web

10.10. HacTtpouka onoBew,eHnmn

Dr.Web Enterprise Security Suite nogaep>xvBaeT oTnpaBKy ONOBELLEHNN O BUPYCHbIX aTakax,
COCTOSIHMAX KOMMOHEHTOB aHTUBUPYCHOW CETU N APYrX COBLITUAX aAMUHNCTPATOPaM
aHTMBUpYycHoW ceTn Dr.\Web Enterprise Security Suite.

10.10.1. KoHpurypauns onosew,eHUMn

UT06b1 HACTPOUTbL ONOBELLEHUA O COOLITUAX B aHTUBUPYCHOMW CeTU

1.

Bbibepute nyHKT AAMUHUCTPUpPOBaHMe B rNaBHOM MeHo LieHTpa ynpasneHuns. B
OTKPbIBLLUEMCS OKHe BblbepuTe NyHKT ynpasasatoLero meHto KoHdurypaums onoseweHui.

KoHdurypauma onoseLLeHNIn HacTpanBaeTca OTAENbHO /1A KaXXA0ro agMuMHUcTpaTopa
LeHTpa ynpasneHuna. ima agmMuHucTpaTopa, 418 KOTOPOro 3ajaHbl oTobpaxkaemble
HaCTPOWKW, NpMBEAEHO B Nose AAMUHUCTPATOP, NMOJyYaloLL 1A onoBeleHns. YTobbl
HaCTPOUTL OMOBELLEHNSA A5 APYrOro agMUHNCTPATOPa, HaxkmuTe KHonky @ 1 BbiGepuTe
aAMVHUCTPaTOpa B OTKPbIBLUEMCS OKHE.

Mpw nepBoHayYanbHOW HacTpolike fobaBieH oanH 610K (Mpoduab) onoBeLeHNn No
YMOYaHUWIO A5 TN1aBHOro agMmuHuctpatopa admin. Ecav cnvcok onoBeLleHuii
agMUHUCTpaTopa NycT, HaxMmuTe [LobaBUTb onoBeleHue B pasgene Cnncok
OnoBeLLeHUNA.

UTO6bI BKIHOUMTL OTMPABKY OMOBELLEHMWI YCTaHOBUTE NMepek/toyaTesib CieBa OT 3aro/ioBka
6/710ka ONOBELLEHNS B COOTBETCTBYHOLLEE MNONOXKEHME!

— OTNpaBKa OMNOBELLEHWIN AN JaHHOro 610Ka BKIOYEHa.

L] — ONOBeLLEHNS JaHHOro B610Ka OTNPaBAATLCA He ByayT.

Bbl MOXeTe co3aaTb HECKO/IbKO 610K0B (Mpoduiein) onoBeLeHWI, HanpuMep, ANs

pa3/IMuYHbIX cnocoboB oTnpaBku. [ns gobaBneHns ewe ogHOro 610ka HaxMuTe . cnpaga
OT HacTpoek 610ka onoBeLeHnA. BHU3Y cTpaHuubl byaeT fobaBneH elle oanH 610K
ornoBeLlleHn. HacTpolrika pa3anyHbix 610KOB ONOBELLEHW, KaK N TEKCTOB MX LAaba0OHOB,
OCYLLECTBNSETCSA HE3aBMCMMO.

B none 3aronoBok 3a4aliTe Ha3BaHWe gobaBieHHOro 610ka ONOBeLLEHNN. DTO Ha3BaHMe
6yseT ncnonb3oBaTbCA, HaNpPUMep, NPU HacTpolike 3agaHns Co3gaHMe CTaTUCTUUECKOro
ortueta B pacnucaHun Cepepa DrWeb. B ganbHerwem ans pesaktmpoBaHUa 3aronoBka
Ha>XMMWTe Ha HEro IeBOW KHOMKOW MbILWN 1 BBeAUTE Heobxoanmoe Ha3BaHme. [Npu
Hannumm 6onee yeM OAHOro 610Ka ONOBELLEHMIA, MPU HaXXaTUW Ha TeKCT 3aronoBka, byaet
NpeanoXeH BbiMajatolWwmi CMCOK C 3aro/I0OBKaMu CyLLLeCTBYHOLMX 610KOB ONOBELLEHWA.

YT06bI HACTPOUTL PACChbI/IKy OMOBELLEHWNI, BbiIbepnUTE HEOOXOAMMbIN TUM OTNPaBKM
onoBeLleHns B Bbinagatolem cnucke Metoa oTnpaBKy ONOBeLLEeHWIA:

e AreHt DrWeb — otnpaBnsaTb onoBeleHni yepes npotokon AreHta Dr.Web.
e Beb-KOHCONL — OTNPABAATL ONOBELLEHUS ANf MPOCMOTPa B BEH-KOHCONN.

° 31'IeKTpOHHaFI no4yta — OoTnpaBaATb ONOBELEHNA MO 3J'IeKTpOHHOI‘/’I rno4yre.

PyKkoBOACTBO aAMAHUCT paTopa
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e Push-onogellleHns — oTnpaBaAaTb push-onoseweHns Ha MobuabHbI LieHTp
ynpaneHusa 6e3onacHoctbio DrWeb. [laHHbIN NyHKT 6yAeT 4O0CTyneH B BbiNajatoLem
cnucke MeTtopa oTnpaBKu ONOBeLLLeHU TO/IbKO Nocae noakatoueHms MobuabHoro
LeHTpa ynpaBneHuns 6esonacHocTtbto Dr.Web k gaHHoMy CepBepy Dr.Web.

e SNMP — oTtnpaBasaTth onoselleHnsa yepe3d SNMP-npoTokon.
e Syslog — oTnpaBnATb onoBeleHma Yyepes Syslog-npoToKoI.

OnuncaHmne HacTPOEK KaXKA0ro M3 TUMOB OTMNPAaBKM OMOBELLEHNIN MPUBEAEHO HUXKE B
AAaHHOM pasgese.

B cnuncke OI'IOBGLLI,GHI/II7I YyCTaHOBUTE CI)J'IaI'l/I HarnpoTnB TEX OI'IOBGLLI,GHVIVI, KOTOpbIe 6yAyT
OTNPaB/ATLCA B COOTBETCTBUN C METOAOM OTMPABKU TEKYLUETO 610Ka OI'IOBELLI,eHI/II\/II.

. Ans otnpasku onoBelleHn Cepeepa Dr.Web npesoctaBaseTcs npesonpeseneHHbIn

Habop TEKCTOBbIX COOBLLEHMN.

OnucaHve npegonpeseneHHbIX ONOBELLEHUI K UX MapaMeTPOB MPUBEAEHO B AOKYMEHTe
: Mpunodxxenus, B MpunoxeHnn B2. MapameTpbl LWab10HOB ONOBELLEHWIA.

YTo6bI HAaCTPOUTb KOHKPETHbIE OMNOBELLEHWNA, HeO6XO[l,I/IM02

a) [lna BO3MOXHOCTW pesakTVpoBaHNsA HaCTPOEK ONoBeLLeHuii HaxmunTe St
Mepexnountbea B peXXMm peAaKTUpPOBaHUA ONOBELLLEHWUI B 3aro/I0BKe pasjena.

b) Ans n3meHeHUs HaCTPOeK OMOBELLEHNIN HAaXXMUTE Ha OMOBELLEHME, KOTOPOE XOTUTE
oTpesakTmpoBatb. OTkpoeTcs wabaoH onoselleHms. [pn HeobxoaMMOCTH
oTpeAakTMpynTe TEKCT OTNPaBAAEMOro cooblleHma. B TekcTe onoBeLLeHNa MoxeTe
MCNOIb30BaTb NepeMeHHble WwabnoHa (B urypHbix ckobkax). Ans sobaBneHus
nepeMeHHbIX MPeAoCTaBAAOTCA BblMajatowme CMcKM B 3aronoBke coobueHuns. Mpu
NoAroToBKe COODLLEHNA cMCTEMa OMOBELLEHMA 3aMeHAeT NepeMeHHble WabaoHa Ha
KOHKPETHbIN TEKCT, 3aBUCALLMI OT ee TeKyLUMx HacTpoek. CNMCOK AOCTYMHbIX
nepemMeHHbIX yKa3aH B JokyMeHTe MpunoxxeHua, B2. [MapameTtpsbl WabnoHoB

OMNoBeLIEHUN.

¢) [na onoBeLeHN NO 3NEKTPOHHOW NouTe NPeaoCTaBAfeTCs BO3MOXHOCTb J06aBUTb
NPOW3BOJIbHbIE NOb30BaTeNbCKME NOAA B JOMOJHUTENBHOM pa3jene 3aroNoBKuU B
pefakTope wabaoHa AN Kaxkaoro onoseLleHms (CM. M. a)). 3aroNoBKN AONXKHbI
dbopmumpoBaTtbca B cootBeTCTBMM cO cTaHAapTamum RFC 822, RFC 2822 1 He nepecekaTbCa
C NONAMMU, onpejeneHHbIMU B CTaHAAPTax 418 COOOLLEHUI 3NEeKTPOHHOW NoyThbI. B
YyacTHocTu, ctaHgapT RFC 822 rapaHTupyeT oTcyTCTBME B CneumdukaLlmm 3aroioBKos,
HauUMHaKOLWMXCA C X—, MO3TOMY peKOMeHAyeTca 3ajaBaTb Ha3BaHUA B dopmaTe X-
<HaseaHue-3azo/08ka>. HanpumMep: Xx-Template-Language: Russian.

d) [ns onoBeleHn nogpa3gena CraHWMA Bbl Takke MOXeTe 3a4aTb CMUCOK CTaHLMI, O
cobbITMAX Ha KOTOPbIX ByAyT OTNPaBAATLCA ONOBeLeHNA. B okHe pegakTnpoBaHma
wabnoHa, B Aepese Fpynnbl oTcneXXmBaembixX CTaHLUIA BbibepuTe rpynnbl CTaHUUR,
419 KOTOpPbIX ByAyT OTCAeXmBaTbCA COOBITUA 1 OTNPaBAATLCA COOTBETCTBYHOLLME
onoBelleHuns. [ns Bbibopa HECKONbKMX rpynn ncnonb3yute kHonku CTRL nan SHIFT.

e) Mocne BHeceHUs BCex HEOBXOAMMBIX U3MEHEHW HaxmuTe & BbIATH U3 pexxuma
peAaKTMpPOBaHUA ONOBELLLEHWUI B 3aro/0BKe pasjena.
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@ [na metona otnpaskn SNMP TekcTbl Wab/OHOB OMOBELLEHWIA 3aat0TCA Ha CTOPOHE

: nonyyatensa (ynpasaaroujas cmaHyus B TepmmnHax RFC 1067). Yepe3s LleHTp ynpaBaeHus B
nozgpa3gene CtaHUMA Bbl MOXeTe 3aaTb TOJbKO CAMUCOK CTaHUMIM, O COBBITUAX HAa KOTOPbIX
6yAyT OTNPaBAATLCA OMOBELLEHWA.

10.HaxxmuTte kHonky CoxpaHUTb, UTOObI MPVMEHUTb BCE BHECEHHbIE N3MEHEHUS.

OnoseweHusa uepes nporokon Arenta Dr.Web

| OTtnpaBka onoBeLyeHuin Yepe3 npotokos AreHta Dr.Web Bo3mMo>Ha TONbKO Ha AreHTbl
: Dr.Web ans Windows.

[ns onoselueHu yepes npotokon AreHta Dr.\Web 3aganite creaytowme napameTpsi:
e B pa3zene MoBTopHasa otnpaBka Cepepom Dr.Web 3azainTe HacTponkn Ans MOBTOPHbIX
OTNPaBOK OMOBeLLeHUs, KoTopble Npeanpumet Cepeep Dr.Web B cnyvae Heyzauu:

o KonnmuecrBo — KOMYECTBO NMOBTOPHbIX MOMbITOK, NpeanpuHMaemMbix Cepeepom
Dr.Web npwu HeyaauHoW oTnpaske coobueHus. Mo ymonyanuto 10.

o Talim-ayT — nepunoj B cekyHAax, No ncreyeHunn kotoporo Cepsep Dr.Web ocywiectBnser
NOBTOPHYO NOMbITKY OTNPaBKM coobueHmnsa. o ymonuaHumto 300 cekyHA.

e CraHuma — naeHTMdUKaTOP CTaHLMK, Ha KOTOPYHO ByayT OTNPaBaATLCA OMOBELLEHMA.
NaeHTudrKaTop CTaHLMM MOXHO MOCMOTPETb B CBOUCTBAX CTAHLUWN.

° OTﬂpaBVITb TecroBoe COOGI.I.I,eHI/Ie — OTNpaBunTb TECTOBOE ONOBELLlEHNE B COOTBETCTBUN C
3aaHHbIMW HaCTpOVIKaMM CNCTEMDI OI'IOBELLI,GHVIVI.

OnoBeweHns, otobparkaembie B Be6-KOHCOMN

[Ana onoselleHN, oTobpaxaeMbix B Beb-koHconw, 3agariTe cregytolime napameTpsbil:

e B pa3zene NMoBTopHasa otnpaBka CepBepom Dr.Web 3azainTe HacTponkn Ans MOBTOPHbIX
OTNpaBOK ONoBeLleHUs, kKoTopble Npeanpumet Cepsep Dr.Web B cnyvae Heyzauu:

o KonnuecrBo — KOAMYECTBO NOBTOPHbIX MOMbITOK, NpeanpuHuMaeMbix CepBepom
Dr.Web npwu HeysauHo oTnpaBke coobuieHus. Mo ymonyanmio 10.

s Tarim-ayT — nepuoj B ceKyHAax, No ncreyeHmn kotoporo Cepsep Dr.Web ocywiectBnser
NMOBTOPHYO NOMbITKY OTNPaBku coobuieHums. Mo ymonyanumto 300 cekyHA.

e Bpemsa xpaHeHusA onoBeLlLeHNs — BPeMS, B TeUEHNE KOTOPOro TpebyeTcs XpaHUTb
OMNoBeLLeHNE, HaUYMHasA C MOMEHTa ero nosyyeHus. Mo ymonyanuto 1 geHb. Mo ncreueHunn
yKa3aHHO CpOKa OroBellieHVe MoMeYaeTCs Kak ycTapeBLUee U YAanseTca CornacHo 3ajaHunto
YpaneHue ycrapeBLuMX coobuieHuii B HacTpoiikax pacnucaHmsa Cepsepa Dr.Web.

,ﬂ,/’lﬂ OI'IOBGLLI,GHI/II?], nony4vyeHHbIX JaHHbIM ME€TOA0M OTMPAaBKW, Bbl MOXXETE 3a4aTb
HeOFpaHVI‘-IeHHbII7I CPOK XpaHeHMA B pa3jene OI'IOBGM,GHI/IH Beb6-kKoHcoAN.

e OTnNpaBuUTb TeCTOBOE cOO6LLL,eHue — OTNPaBMTb TECTOBOE OMOBELLEHME B COOTBETCTBUM C
3a/laHHbIMM HaCTPOMKAMM CUCTEMbI OMOBELLEHWNIA.

PyKkoBOACTBO aAMAHUCT paTopa
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OHOBeLI.I,eHVIiI no 3neK'rp0|-|H0|7| nouyrte

[lns onoBeLLeHW NO 3NeKTPOHHOW NoYTe 3aganTe ciedytowme napaMeTpsbl:

e B pa3gene NMoBTopHasa oTnpaBka CepBepom Dr.Web 3azainte HacTponkn ana moBTOPHbIX
OTNpaBOK OrnoBeLlleHns, kotopble npeanpumet Cepsep Dr.Web B cnyuae Heyaaum:

s KonnmuecrBo — KOIMYECTBO NMOBTOPHbIX MOMBITOK, NpeanpuHuMaemMbix CepBepom
Dr.Web npwu HeygauHoW oTnpaske coobueHus. Mo ymonvanuto 10.

o Taim-ayT — nepuogj B cekyHzax, no ncreyeHun kotoporo Cepsep Dr.Web ocywiecteaser
MOBTOPHYIO MOMbITKY OTNPaBku cooblueHms. Mo ymonyaHuto 300 cekyHa,

¢ JNIeKTPOHHasA NnouTa nosy4yarenein — aZpeca 31eKTPOHHOW MOYTbl NosyyaTenei
coobueHuns. B kaxaoe nosie BBOANTCSA TONIbKO OAMH afpec 3NEKTPOHHOM NOYTbl MoayYaTens.

Ana pobaBneHunsa ele oA4HOro NOAA NoayyaTenst HaxkMuTe KHOMKY . Ana yaaneHns nons

Ha>XMUTE KHOMKY .

| MapameTpbl OTNPaBKX NEKTPOHHOW MOYTbI HACTPAMBALOTCSA B MEHIO AAMUHUCTPUPOBaHUeE,
: B pa3zene Kondurypauus Cepsepa Dr.Web, Ha Biaske CeTb, Ha BHYTPEHHEN BKIaAKe

3!'IeKTQOHHaFI noyra.

e OTNpaBUTb TecTOBOe cO0bLeHne — OTNpPaBKTb TECTOBOE OMOBELLEeHME B COOTBETCTBUMN C
3aZlaHHbIMM HAaCTPOMKaMM CUCTEMbI OMOBELLEHWN.

Push-onoBelwieHus

[Ans push-onoBelleHnI, oTNpaBaseMblx Ha MOBUAbHBIV LLEHTP yNpaBaeHus, 3ajanTte
cneayrolive napameTpsbi:

e B pa3zene NMoBTopHasa otnpaBka Cepeepom Dr.Web 3azainTe HacTpoikn Ans MOBTOPHbIX
OTNpaBOK OMoBeLLeHUs, KoTopble Npeanpumet Cepsep Dr.\Web B cnyvae Heyzauu:

o KonnmuecrBo — KOMYECTBO NMOBTOPHbIX MOMBITOK, NpeanpuHMaemMbix Cepeepom
Dr.Web npwu HeygauHoM oTnpaBke coobuieHmsa. Mo ymonuanmio 10.

o Talim-ayT — nepunoj B cekyHAax, No ncreyeHmn kotoporo Cepsep Dr.Web ocywiectBnser
NOBTOPHYO NOMbITKY OTNPaBKky coobueHunsa. o ymonyaHumto 300 cekyHA.

° OTﬂpaBVITb TecroBoe COOGI.I.I,eHVIe — OTNpaBnTb TECTOBOE OMNOBELLEHNE B COOTBETCTBUN C
3aJaHHbIMW HaCTpOI‘/J|KaMI/I CNCTEMDI OI'IOBGU.I,EHMI‘/JL

OnoBeweHunsa yepes SNMP-npoTtokon
[ns onoselueHu yepe3z SNMP-npoTokon 3agaliTe ciegytowme napaMmeTpsbil:

e B pa3zene NMoBTopHasa otnpaBka CepBepom Dr.Web Bbi MOXeTe HacTpouTb NapameTpbl
noBTOpPHbIX NonbiTok Cepepa Dr.Web oTnpaBuTh onoBelleHMe B Cyvae Heyaauu:

o KonmuecrBo — KOMYECTBO NMOBTOPHbIX MOMBITOK, NpeanpuHMaemMbix Cepeepom
Dr.Web npwu HeyaauHou oTnpaBke onoseweHus. [1o ymonyanumio 10.

PyKkoBOACTBO aAMAHUCT paTopa
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s Tarm-ayT — nepuoj B cekyHAax, No ncreyeHmn kotoporo Cepsep Dr.Web ocywiectBnser
NOBTOPHYIO NOMbITKY OTApaBku onoseleHus. No ymonuanuto 300 cekyHa.

e B pa3gene NMoBTopHasa otnpaBka SNMP-noacrcremMoin Bbl MOXXeTe HaCTPOUTb NapaMeTpbl
NOBTOPHbIX NonbITok SNMP-noacrcTeMbl OTNPaBUTb OMOBELLEHME B C/lyYae Heyaun:

o KonanuecrBo — KO/IMYECTBO MOBTOPHbIX MOMbITOK, NpeanpuHumaemMbix SNMP-
NOACUCTEMOM NpPU HeyAauyHOM OTrnpaBke onoBseLyeHuA. 1o ymonyaHuto 5.

o Talim-ayT — Nepuoj B cekyHAax, No ncrteyeHmn kotoporo SNMP-noacucrema
OCyLLecTBASAET MOBTOPHYHO MOMbITKY OTNPaBku ornoseweHns. 1o ymoavaHuio 5 cekyHa,

e Monyuarenb — cywHocTb, NnpuHnuMarowaa SNMP-3anpoc. Hanpumep, IP-agpec nan DNS-
MMA KOMMbtoTepa. B kaXxaoe nose BBOAUTCSA TONbKO OAMH Noaydatens. [ns sobaBaeHuns

eLlle OA4HOro nosa noayyatend Ha>XkKMmnTe KHOMKY . ,ﬂ,ﬂﬂ Y4aneHnAa Nona HaXkMmnTe KHOMKY

e OTnpaButenb — CyLWHOCTb, oTnpasaatowas SNMP-3anpoc. Hanpumep, IP-agpec nan DNS-
MMA KOMMbloTepa (JOMKHO pacrno3HaBaTbcad DNS-cepsepom). o ymonuyaHuto
MCNOJIb3yeTCA MycToe 3HaYeHune.

e 06w HOCTL — SNMP-06LLHOCTL NN KOHTEKCT. Mo yMonYaHuto public.

¢ OTnpaBuUTb TeCTOBOE COO6LLEHME — OTMPaBMTb TECTOBOE OMOBELLEHNE B COOTBETCTBUN C
3aZlaHHbIMM HacTPOMKaMM.

@ Ana nonyuenns onucannin OID npu pazbope SNMP trap Bbl MOXeTe Bocnonb3oBatbca MIB,

: noctasasemoin Bmecte ¢ Cepsepom Dr.Web. ®aiinbl DRWEB-ESUITE-NOTIFICATIONS-
MIB.txt n DRWEB-MIB.txt pacnonararoTca B nojkatanore etc Kataaora yCTaHOBKM
CepBepa Dr.Web.

OnoBeweHnn yepes Syslog-nporokon

[Ans onoselueHn yepes Syslog-npoTokon 3aganite cieayrowme napaMmeTpsbi:

e B pa3gene NMoBTopHaa ornpaBka CepBepom Dr.Web Bbi MOXeTe HacTponTb NnapamMeTpsbl
NoBTOpPHbIX NonbiTok Cepepa Dr.Web oTnpaBuTh onoBelleHMe B Cyvae Heyaauu:

o KonnuecrBo — KOIMYECTBO NMOBTOPHbIX MOMBITOK, NpeanpuHMaemMbix Cepsepom
Dr.Web npwu HeyasauHoW oTnpaBke onoseleHuns. o ymonvanuto 10.

o Talim-ayT — nepunoj B cekyHAax, No ncreyeHmnn kotoporo Cepsep Dr.Web ocywiectBnser
NOBTOPHYIO NOMNbITKY OTApaBkn onoseweHus. [No ymonuanuto 300 cekyHA.

¢ Monyuarenb — agpec nosyyaTena onoselleHNa No npoTtokony Syslog. MpoTokon nepesaum
TCP van UDP. Mo ymonuvaHuto npotokon UDP, nopt 514.

e ®opmar — dopmart onoseweHna: RFC 5424 nan CEF (Common Event Format). Mo
ymonuaHuto RFC 5424.

e Talim-ayT noAKIOUEeHUsA K nosyyaTtento (C) — neproz B cekyHzax, B TeueHne KOTOporo
Cepsep Dr.Web ocyuiectBaset nonbITKy COeAMHEHMA C MOAyYaTeNemM ONMoBeLLEHNS MO
npotokony TCP. o ymonyaHuio 5 cekyHa.
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e Facility — npeacraBnset cobon kateroputo cbopmmpoBaBLLErO ONOBELLEHME NMpoLiecca
(HanpuMmep, sgpa, MoYToBOWN cucteMbl). MpuHMMaeT 3HaueHUs B npegenax ot 0 go 23. Mo
ymonyaHuio 14.

e OrnpaButenn — naeHTnodurkatop Cepsepa Dr.Web (nonHoe gomeHHOe nms, nms xocTa, IP-
agpec). o yMOnyaHUIO MCNOJIb3YyeTCa MyCcToe 3HaueHume.

¢ OTnpaBuUTb TeCTOBOE COObLLEHMEe — OTMPaBKTb TECTOBOE OMOBELLEHNE B COOTBETCTBUN C
3aZlaHHbIMM HacTPOMKaMM.

10.10.2. OnoBeweHnsa Beb6-KOHCOoMU

LJepe3 LLeHTp ynpaBaeHMA Bbl MOXeETE MPOCMaTPUBaATh 1 yNpaBaAaATb ONOBELWEHNAMN
agMNHNCTpaTopa, NoAy4YeHHbIM METO40M Be6-koHconb (OTI'IpaBKa OI'IOBGLLI,EHI/II7I

aAMUVHUNCTpaTopa onuncaHa B pasgene KoHdurypaums onoseuleHui).

Ansa npocmoTtpa 1 ynpaB/sieHUs OnoBeL,eHNUAMU Be6-KoHcon

1. BbibepuTe NyHKT AAMMUHUCTPUpPOBaHUE B 1aBHOM MeHHo LleHTpa ynpaBaeHusa. B
OTKPbIBLLEMCS OKHe BblbepuTe NyHKT yrnpaBastoLero MmeHo Onosel,eHnsa Be6-KoHconw.
OTKpoeTCca CNMCOK OMOBEeLLEeHWI, OTNPaBAEeHHbIX Ha Beb-koHcob.

2. lna npocMOTpa OMNOBELLEHNA HAaXXMUTE Ha COOTBETCTBYHOLLYHO CTPOKY Tabmubl. OTkpoeTcs
OKHO C TEKCTOM oroBeLleHus. [pr 3Tom onoBselleHne byaeT aBTOMaTUYECKN MOMEYEHO
Kak MpouYMTaHHOe.

3. [Ans ynpaBieHWs CMMCKOM OMOBELLEHWI NPY MOMOLLM OMNUUIA Ha MaHEAN UHCTPYMEHTOB:

a) [na otobpakeHns onoBeLLeHNN, NONYUYEHHbIX B TeUeHWe onpeAeleHHOro BPEMEHHOro
NPOMeXyTKa, BOCMO/Nb3yUTeECh OAHUM M3 CAeAyroLLMX CnocoboB:

e BbibepuTe B BbiNajatoLeM CrUCKe Ha MaHENN UHCTPYMEHTOB OAWH 13
npeaonpeseneHHblX BPEMEHHbIX MPOMEXXYTKOB.

e BbibepuTe B BbiNajatoLmx KaneHAapsax NPoOn3BOJbHbIE AaTbl Hayala M OKOHYaHWUA
BPEMEHHOTIO NMPOMEXKYTKaA.

MNocne n3MeHeHNs 3HaUeHUIM JaHHbIX HAaCTPOEK HaXMuKTe KHOMNKy OBHOBUTB A/15
OTOBpaXkeHNs Crnmcka OMoOBELLEHUI B COOTBETCTBUM C 3ajaHHbIMWU HAaCTPOMKaMU.

b) Ans ynpaBneHusa oTAeAbHbIMU OMOBELLEHNAMM YCTAaHOBUTE GAarn HaNpPOTUB HYXKHbIX
onoBeLLeHN nam obwmn dnar B 3aronoske Tabamupl A4 Bbibopa BCcex ONOBELLEHNN B
cnucke. MNpu 3TOM CTaHyT AOCTYMHbI CAeAytoLLMe 3NeMeHTbl MaHeN UHCTPYMEHTOB:

# ypanutb onoeewenns — yAanuTb BCe BblbpaHHble ONoBeLLeHNs 6e3 BO3MOXHOCTU
BOCCTAHOBJ/IEHUS.

@ Mometntb onoBelweHnA Kak npouynTtaHHble — OTMETUTbL BCE Bbl6paHHbIe
onoBelweHnA Kak npoYnTaHHbIE.

c) [ns ynpaBneHuns onpeaeneHHbIMY TUMaMy ONOBELLEHUI YCTaHOBUTE Gaarv HanpoTmB
OMOBELLEHNI COOTBETCTBYHOLLUMX TUMOB. [pK 3TOM CTaHyT JOCTYMHbI CAeytowme
3/1eMEHTbI NaHEeAN UHCTPYMEHTOB:
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L. HenoarBepykaeHHble CTaHUMN — ONuMs AOCTyMHa TObKO Npu Bbibope
onogeLlleHnr ¢ Tunom CTaHUMa OXXuaaeT NoOATBEpPXKAeHUA. B BbinasatoLem cnuncke
Bbl MOXeTe NOATBEPANUTL PErMCTPALIMIO AN OTKa3aTb B gocTyrne k Cepepy Dr.\Web ans
CTaHUMI 13 BblOpaHHbIX ONOBELLEHUN.

Q CkaHupoBaTb — ONuUMA AOCTYMHA TOJIbKO Npu Bbibope ONOBELLEHUI C TUMaMU
Snuaemus B cetn, OimnbKa ckaHnpoBaHusa, O6Hapy>keHa yrposa 6esonacHocTn. B
BbIMajaroLleM Cnurcke Bbl MOXeTe 3aAaTb NapameTpbl 3anycka CkaHepa Dr.Web Ha
CTaHUMAX U3 BbIBpPaHHbIX ONOBELLEHWNA.

@ YnpaBneHve KOMNOHEHTaMM — ONLVA AOCTYMHa TONLKO NPV BbIGOPE OMOBeLLEH Wi
¢ TMnom Kputnueckas owmnbka o6HOB/IeHUA CTaHLMW. B BbinajatoLLem Crnmcke Bbl
MO>eTe 3a/laTb BapuMaHT 3anycka OO6HOBAEeHWI aHTMBUpPYcHOro MO Ha cTaHUMsAX 13
BblOpaHHbIX OMOBELLEHWNN.

Mepesarpy3utb cTaHLMIO — ONLUMA AOCTYNHa TONbKO Npu BbiGOpe ONoBeLEeHN C
Tvnom Tpebyetca nepesarpyska CTaHL UM ANA NPUMeEHEeHUA o6HoBeHuA. Onuus
UHULMUPYET nepe3arpysky CTaHL MM U3 BbIBpaHHbIX ONOBELLEHW.

d) Mpn HeOHXOANMMOCTN Bbl MOXETe 3KCMOPTUPOBATb ONoOBeLLeHMs B Gain. IKCNopPTy
noaJsiexxaT OrnoBeLLeHNs, BbiBeAeHHble B JaHHbII MOMEHT B Tabsimue cornacHo
HaCTpoMKamM BPEMEHHOro MHTepBana N GuUAbTPOB Mo ctonbuam Tabamupl (cm. n. 4.b).

[lns 3KcnopTa OMoBeLLEeHNI HaXMUTE OAHY U3 CNeAyHLMX KHOMOK Ha NaHean
WNHCTPYMEHTOB:

& CoxpaHuTb aaHHble B CSV-dann,
& CoxpaHutb aaHHblie B HTML-daiin,
i CoxpaHuTb aaHHble B XML-daiin,
& CoxpaHutb aaHHble B PDF-daiin.

4. [ns ynpaBAeHUs ONOBeLLeHUSAMW NPY NOMOLLM ONUUK, NpesocTaBaseMblx Tabanuen
OMOBELLEHUN:

a) YcraHosuTe 3Hauok - XpaHuth coobuieHmne 6e3 aBTOMaTUUECKOTO yAaNeHuUs
HanpoOTUB TEX OMOBELLEHWI, KOTOPbIE HE JOKHbI ObITb YAaNeHbl MO UCTEUYEHUN CPpOKa
XpaHeHMA (CPOK XpaHeHWA 3ajaeTca nepes OTNPaBKOW OMOBELLEHWI B pa3jene
KoHburypauma onoselleHnin B HACTPOKax MeToza oTnpaBkv Beb-koHconb). Takne
onoBeLleHnsa byayT XpaHUTbCA A0 Tex MOP, NOKa Bbl HE YAaNuTe UX BPYUHYIO B pasjene
OnoBeleHns Be6-koHconm un He cHumerte 3Haudok M HanpoTye 3TUX onoseLeHnNil.

b) [Ans oTobpaxkeHMs TONbKO onpesesieHHbIX ONMOBELEHNI, HAaXXMUTE B TabanLe Ha
3aro/IoBOK CTON6La, KOTOPbIV Bbl XOTUTE OTOUIBLTPOBATb. B OTKpbIBLLEMCS MEHIO
yctaHoBUTe daarv Ans Tex napameTpoB OMOBELLEHUI, KOTOPblE BYAYT BbIBOAUTLCSA B
Tabanue.

Ana duabTpaumn fOCTYNHbI Ciefyrolme pasaensl:
Cronbeu, Mapametp AeiicTBMe

Kputnueckasn OTobpaxaTb ONOBELLEHUs TONBKO C BbIGpPaHHbIM YPOBHEM

CepbesHocCTb
cepbe3HoCTW. YTo6bI 0TOBPa3nTL BCE OMOBELLEHMS,
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Cronbeu, Mapametp AeiicTBMe
Bbicokasn
CpepHsasn
yCTaHoBUTe BCe daarn.
Huskasn
MuHumanbHasn
AreHTt OTobpaxaTb OMOBeLLEeHNs, CBA3aHHble C COObITUAMM Ha

CTaHUMAX.
UcTouHmnk
CepBep Dr.Web Oto6paxaTtb OnoBelLLeHNs, CBA3aHHble C COObITUAMM Ha
Cepsepe Dr.Web.

¢) [lns HacTpoiiku BAa Tabanupl HaxmuTe 3Hayok & B NpaBoMm yray 3aronoska TabuLbl.
B BbINagatoLLemM Crnmcke Bbl MOXeTE HaCTPOUTb C/IefytoLLme Onuun:

e BKIHOUMTb MK OTKNOUUTD nepeHocC CTpoK AnAa AJIMHHBIX COO6LLI,eHI/II7I.

e BbibpaTb cTonbLbI, KOTOPbIE ByayT OTOOpaxaTbca B Tabavue (0OTMeyeHbl Gaarom
PALOM CO CBOMM Ha3BaHMeM). [lna BKAKOUEHMA/OTKIHOUEHNA CTOAOLA HAaXXKMUTE Ha
CTPOKY C €ro Ha3BaHMeM.

e BbibpaTtb NopaaoK cnefoBaHnA cTonbuos B Tabavue. na nsmeHeHnsa nopagka
nepeTaLlLMTe COOTBETCTBYHOLWMI CTONOeEL, B CNMCKe Ha Tpebyemoe MecTo.

10.10.3. HeoTnpaB/sieHHble ONOBELEeHNA

Uepes LieHTp ynpaBaeHuWs Bbl MOXETE OTCNEXMUBATb U YNPaBASATb OMOBELLEHUAMM
aAMUHWUCTPATOPA, KOTOPble He YAAN0Ch OTNPaBMTb COMMacHO HACTPOMKaM pas3aena

KoHburypaums onoelieHWI.

AIISI npocMoTpa U ynpaBJ/ieHNA HeoTnpaB/iIieHHbIMU onoBeLW,eHNAMUN

1.

Bbibepute nyHKT AAMUHUCTPUpPOBaHMe B rNaBHOM MeHto LieHTpa ynpasneHuns. B
OTKPbIBLLUEMCS OKHE BblbepuTe NyHKT ynpasasatoLero meHto HeornpasneHHble
onoBeweHna. OTKPoeTCA CMMCOK HEOTMNPaB/IEHHbIX ONoBeLleHn gaHHoro Cepsepa
Dr.Web.

B cnuncok HEOTNPaBAE€HHbIX ONOBELWEHNA MOMELLAOTCA ONMOBELEHNA, KOTOPbIE HE YAaN0Cb
OTNpPaBnTb agpecatamM, HO KOAN4YeCTBO NMOMNbITOK I'IOBTOpHOI7I OTNpaBKK, 3ajaHHOE B
HaCTpOVIKaX 3TOro onoeeweHnA, elle He NCTeKNO.

TabavLa HeomnpaBAEHHbIX OMOBELLEHWI COAEPXKUT CeAyHoLLyto MHGOpMaLmto:
e OnoBeLyeHne — Ha3BaHWE OMOBELLEHNS U3 CMCKa NpPeAyCTaHOBAEHHbIX OMOBELLEHWN.

¢ 3aronoBOK — Ha3BaHuMe 610Ka OFIOBELLI,eHI/Il\/’I, corsiacHo HaCTpOVIKaM KOTOPOro
OCyLLECTBNAETCA OTNpPaBKa AaHHOIo onoBeLeHnA.

e Ocranochb OTNPaBOK — KO/INYECTBO OCTABLLUNXCA MOBTOPHbIX NOMbITOK,
npeanpmHMMaemMblX npu HeyAaHHOIZ OTMpaBKe onoBeLleHNnA. VI3HayanbHOE KOIMYeCTBO
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MonbITOK I'IOBTOpHOIZ OTNpaBKWM 3a4a€eTcAa npu HaCTpOVIKe OI‘IOBGLLI,GHVIVI B pa3jgene

KoHburypauuvs onosellieHunin. Mocne oTnpaBky ONOBELLEHNA BO3MOXHOCTb U3MEHUTb
KO/NIMYEeCTBO MOMbITOK MOBTOPHbIX OTMPAaBOK A/ JaHHOTO OMOBELLEHNA He
npeAocTaBAseTcs.

e Bpems cnepyrouweit otTnpaBKkyM — AaTa U BPeEMA CAefytoLLeid MOMnbITKM NOBTOPHOM
OTNpaBkM onoseLleHus. [1epnoaNYHOCTb, C KOTOPOR ByayT OCYLLECTBAATLCA NMOMbITKN
NMOBTOPHOW OTNPaBKM OMOBELLEHWNS, 3aaeTCsA NPU HaCTPONKe ONOBELLEHWI B pa3jene

KOHQ)I/IFyQaQI/IFI onosemeHMM. Mocne OTNpaBKM onoBeweHA BOSMOXHOCTb UI3SMEHUTb
nepnognyHOCTb MOBTOPHbIX MOMbITOK OTANPAaBKMN A4 AaHHOTO ONOBELEHNA HE
npeasocraBadaeTca.

¢ Monyuarenb — agpeca noayyatenen onoBeLLEHNS.
e Owwmbka — ownbKa, N3-3a KOTOPOU He YAaNOCh OTMPaBUTb OMOBELLEHNE.
4. [lna ynpaBaeHus HEOTNPaBAEHHbIMW OMOBELLEHUAMM:

a) YcraHoBuTe Gnarv HaNpPOTUB KOHKPETHbIX OMOBELLEHNI UK dar B 3arosoBke TabaunLbl
OnoBeLLEeHWNI, YTOObl BbIOpaTh BCE OMOBELLEHUS B CMUCKE.

b) VlCI'IOJ'Ib3yVIT€ cnegyroie KHOMKM Ha naHean MHCTPYMEHTOB!

& OTnpaBuTb NOBTOPHO — OTMNPaBUTb BbibpaHHble ONOBELLEHWA HeMeaNeHHO. [pu
3TOM ByZeT ocyLlecTBleHa BHeouepeHas NonbiTka OTNpaBku onoBelleHus. B cryuae
Heya4YHOW OTNPaBKM KONMYECTBO OCTaBLUMXCS MOMbITOK YMEHbLINTCA Ha eAVHULLY, U
BpeMs c/ieAytoLLei NonbITKA ByaeT OTCUMTLIBATLCA OT MOMEHTA TeKyLLEen OTNPaBKM C

NepMOANYHOCTLIO, 3ajaHHON B pa3aene KoHdburypalimns onoseleHunn.

# ypanure — yA4annTb BCe BblbpaHHble HeOTNpaB/ieHHble onoBeLleHns 6e3
BO3MOXHOCTV BOCCTAHOBJ/IEHWA.

5. HeoTnpaBneHHble OMOBELLEHUSA YAANAIOTCA U3 CNUCKA B CEAYHOLUUX CyYasX:
a) OnoBeLleHne 6bI10 YAaUHO OTNPABAEHO ajpecarTy.

b) OnoBelyeHre 66110 yaaneHO aAMUHUCTPATOPOM BPYUHYHO MPU MOMOLLM KHOMKMK b
Yaanutb Ha NaHeNn MHCTPYMEHTOB.

¢) KonnuectBo nonbITOK MOBTOPHOW OTMNPaBKM 3aKOHYNIOCh, U OMNOBELLeHMEe He BblNo
OTMpaB/ieHo.

d) B pa3gene KoHdurypauma onosellleHnii yaaneH 610K ONOBELLEeHWIA, COTacHO
HaCTpoMKam KOTOPOro OTNPABAAANCL JAaHHbIE OMOBELLEHNS.

10.11. YnpaBneHune penosutopuem Cepsepa Dr.Web

Peno3umoputi Cepepa Dr.Web npegHa3HaueH ana xpaHeHMs 3TaNoHHbIX 06pa3uoB 10O 1
obHoBneHus unx c cepsepos BCO.

Ana 3Ton uenn penosmTopuin onepupyet Habopamu GannoB, HazbiBaEMbIMU NPODYKMAamu.
Kaxxabln npogyKT pa3MellaeTcs B OTAe/bHOM nojkaTtanore katanora Cepsepa Dr.Web
var/repository. DyHKLMM Peno3nTOpPUA 1 ynpaBaeHe UMUK OCYLLECTBAAROTCA ANS KaXAOro
npogyKTa He3aBMCUMO.

PyKkoBOACTBO aAMAHUCT paTopa
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Ana ynpaBneHns o6HOBAEHMEM PENO3UTOPUIMA UCMONb3YET MOHATME pesu3uu NPOJyKTa.
PeBun3ua npeacTaBasieT cOb60N KOPPEKTHOE Ha ONpeseeHHbIi MOMEHT BPEMEHU COCTOAHME
darinoB npoaykTa (BKAOUYaET MMeHa GaliloB 1 KOHTPOJIbHbIE CyMMbI) U XapakTepusyeTcs
YHWKa/IbHbIM HOMEPOM.

O6HOBNIEHME NPOAYKTOB pPeno3nTopus

O6HoBNIEeHMe pesusm‘/’l NMPOAYKTOB MOXXET OCyLLecTB/IATbCA B C/ieAyol X HanpaB/eHUAaAXx:

a) 3arpyska o6HoBneHn Ha CepBep Dr.Web c BCO Dr.Web.

b)

O6HoBneHune penosuntopusa Cepaepa Dr.Web ¢ BCO ocywiectBiseTca aBToMmatnyecku
cornacHo 3agaHuam B pacnucaHum Cepsepa Dr.Web.

e YTO06bI 03HAaKOMUTLCA C 3a4aHUAMWU MO OBHOBAEHUIO PEMO3UTOPUS NEepPenanTe B passen
Obulas koHdUrypaumns peno3nTopus Ha Bkaaaky MaaHMpoBLLMK 3aaaHUIA.

e YT06bI M3MEHUTb pacnucaHne obHosneHn ¢ BCO nepenanTte B pasgen Hacrpoiika
acnuncanus Cepeepa Dr.Web.

e YT0ObI NPOBEPUTL HaNMuMe OOHOBIEHWIA U 3arpy3nTb NX BPYYHYLO, MepennTe B pasaen
CocrosiHune peno3nTopus n HaxMmute kHornky MpoBepuTb 06HOBAEHUA.

@ Cm. Takke Ob6bHoBaeHve peno3utopua Cepeepa Dr.Web, He moak/iHOYEHHOTO K UHTEPHETY.

PacnpocrpaHeHue o6HoBAeHUI Mexay pa3inuHbimu CepBepamu Dr.Web B
MHOrocepBepHoO KOHpUrypaLum.

Ecaun B Ballei aHTUBMPYCHOW CeTU yCTaHOBAEHO Heckonbko CepeepoB Dr.Web, Mbl MmoxeTe
HacCTPOWUTb MEXCepBEPHbIE CBA3M ANA Nepesayv O6HOBAEHWIA PENO3UTOPKSA:

e [pwn cBA3M rnaBHbIN-NoguMHeHHbIN CepBepbl Dr.Web, nosnyyatowme obHosaeHns ¢ BCO,
6yayT rnaBHbIMK, NoguMHeHHble CepBepbl Dr.Web 6yayT nonyuats Bce 06HOBAEHWSA C
rnaBHbix CepBepoB Dr.Web aBTomaTnuecku.

e [Npwn cBA3N mexay paBHonpaBHbiMu Cepepamu Dr.Web, nt060i nx H1Ux MoxeT 6bITb
Ha3HauyeH B kayecTBe noayyarowiero obHosneHma ¢ BCO. Mpwn aTom octanbHble CepBepbl
Dr.Web 6yayTt nonyuatb Bce OOHOBAEHMA C HEFO aBTOMaTUUECKM.

OnuncaHne HaCTPOMKN MeXCepBEPHbIX CBA3eN NpuBeseHO B pa3gene OcobeHHOCTU CeTu ¢
HeckoabkuMu Cepeepamu Dr.Web.

o6HoBneHna cocegHve Cepaepbl Dr.Web, HeobxoanMo Takke BKIHOUMTE O6HOB/IEHME
CUCTEM U A3bIKOB MHTepdeica 3Tux coceHux Cepeepos Dr.Web Ha Bawwem CepBepe
Dr.Web.

@ Ecin B ceTt HacTpoeHbl MexcepBepHble cBA3W, U ¢ Bawero Cepeepa Dr.Web nosyuatot
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c) Paspaua o6HoBneHui c CepBepa Dr.Web Ha pabouue ctaHuum.

MpoBepka, 3arpy3ka ¢ Cepsepa Dr.Web 1 yctaHoBka 06HOBAEHUN Ha CTaHLMAX
OCYyLLIeCTBASETCA aBTOMaTMYeCKM NpU Kaxaom noakntoyeHmnn AreHtos Dr.Web k Cepsepy
Dr.Web, a Takke ¢ HEKOTOPOW NEPUOANYHOCTLIO B Npouecce paboTtbl AreHToB Dr.Web (He
HacTpanBaeTca 1 OCyLLeCTBAAETCA NPO3PaYHO AN1A aAMUHUCTPATopa).

I'IpM HeO6XOAVIMOCTI/I Bbl MOXXeTe HaCTPOUTb OrpaHNYeEHNA NO BPpEMEHU U O6'beMy

Tpaduka o6HoBNeHUN AreHToB Dr.Web B pa3gene OrpaHunyeHne obHoBAEHM Pabounx
CTaHLMNA.

HacTtpoiika napameTpoB peno3sutopus

Penosutropwuii npepocraBnser AMUHNCTPaTOPy aHTUBMPYCHOW CETU BO3MOXKHOCTb
HacTpauBaTb c/ieytolne napamerpbi:

¢ MepeueHb caiToB 06HOBIEHUA NpY onepaLuax TUna a).
MapameTpbl nogkntoueHnsa kK BCO HacTpamBatoTca B pa3gene O6uiaa koHdurypaums
peno3nTopus.

o OrpaHMueHMe COCTaBa MPOAYKTOB, HY)XAAOLW NXCA B CUHXPOHM3aU UM TUNa a).

CocraB 3arpyxaembix ¢ BCO npogykToB HacTpanBaeTtcs B pa3genax Obuias koHdurypawms
peno3untopus u [etasbHas KOHOUIYpaLmUsa Peno3nTopus.

Taknm obpa3om, agMUHNCTPATOPY NPeAOCTaBASETCA BO3MOXHOCTb OTC/IEXMBaTb TO/IbKO
HY>Hble eMY N3MEHEHWNS OTAE/NbHbIX KaTErOPUN NPOAYKTOB.

o OrpaHI/I‘-IEHVIe yacren NPOoAYyKTa, HY)KAAOWUXCA B CUHXPOHU3aLUM TUuna c).

AzmuHuctpatop Cepepa Dr.Web moxeT BbiGpaTh, UTO UMEHHO MOA/NIEXUT YCTaHOBKEe Ha
pabouve cTaHUMW. BbI6Op aHTUBMPYCHBIX KOMMOHEHTOB OCYLLECTBASETCA B pa3jene

YcTaHaBAMBaEMble KOMOQHEHThI AHTUBKWPYCHOIO MakKeTa.

° KOHTpOIIb nepexoga Ha HoBbleé peBU3UN.

HacTpoWka KOHGUrypaumm peBm3nii A KaXkaoro npoaykta penosnTopus B OTAeAbHOCTM
OCYyLLEeCTBNSAETCA B pasgene [etasbHas KOHGUIypaLms peno3ntopus.

Mpw 3TOM BO3MOXHO CaMOCTOATENbHOE TeCTUPOBaHME NPOAYKTOB Nepes BHeApeHNEM.
¢ YnpaBaeHue coaep>XMMbIM Perno3nuTopusa Ha ypoBHe KaTasioroB u ¢aiinos.

Pazgen Cosep>XrmMoe peno3nTopurs NO3BOASET MPOCMATPUBATL U YNPaBAATh TEKYLLUMM
COZAEPXKMMbIM PEMO3UTOPUSA Ha YPOBHE KaTanoros 1 $arinoB peno3nTopmsa: OCyLLecTBAATb
3KCMOPT Y UMMNOPT KaK OTAE/bHbIX MPOAYKTOB, Tak U BCEFO COAEPXKMMOTrO PENO3UTOPUS U
€ro HacTpoex.

PyKkoBOACTBO aAMAHUCT paTopa
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CocTtaB NpoAyKTOB peno3nTopus

B HacToAllee BpeMAa NpeaocrtaBNAOTCA ciejyloline npoayKrbi:

e AaMUMHUCTpaTUBHbIE yTUAuTbl Dr.Web

YTnauTbl ana Bcex nojaep>XKmBaeMblx ornepauoHHbIX CUCTEM:

s 3arpy3unk penosutopus DrWeb (rpaduueckas n kOHCONbHas Bepcum),

o MobunbHbIN LeHTp ynpaBaeHua DrWeb (cceinkn Ha App Store n Google Play),

s Ytunuta DrWeb gna c6opa nHdopmanmm o cucteme,

o YTnanta reHepauunm undpoBbix Ktoyen n ceptmdukaTos,

o YTnanTta gnctaHumoHHon anarHoctukn Cepsepa Dr.Web,

o YTuanta AuctaHumMoHHon anarHoctukn Cepepa Dr.Web ana paboTtbl co ckpuntamy,
s Ytuauta yganenms DrWeb ans Windows,

o YTuauta yganeHHon yctaHoBku AreHTa Dr.Web ana UNIX,

o YTunuta yganeHHon yctaHoBku AreHTa Dr.Web ana Windows.

l Bce ytunutbl focTynHbl 418 cKauvBaHuA Yepes pasgen LleHtpa ynpasaexus
ApmuHucTpupoBaHue — YTUWIUTBI.

e AreHt Dr.Web gna UNIX

Ba3bl BCTpoeHHbIX GUAbTPOB M AHTUCNAMa, a Takke ABUXOK AHTUcnama Dr.Web ana UNIX.
e AreHt Dr.Web ana Windows

MO aHTUBMPYCHbIX KOMNOHEHTOB A/ cTaHumi nog OC Windows.
e basbl Dr.Web gna Android

BupycHble 6a3bl ana ctaHumm nog OC Android.
e ba3bi SplDer Gate

ba3bl BCTpoeHHbIX GUAbTPOB aHTUBMPYCHbIX KOMNOHeHTOB ana Windows.
e ba3bl AHTcnama Dr.Web

basbl AHTKcnama Dr.Web ana Windows.
¢ BupycHbie 6a3bi Dr.Web

BupycHble 6a3bl, aHTUBMPYCHbIE ABUXKM ans ctaHumin nog OC Windows n OC cemelicTBa
UNIX.

PyKkoBOACTBO aAMAHUCT paTopa
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¢ [laHHble 6e3onacHocTu CepBepa Dr.Web

Habop kntoueln, ckpuntoB 1 cepTudmkaTos, obecneumBatroLlmx 6€30nacHOCTb Npu
OBHOBNEHWM KOMTMOHEHTOB aHTUBMPYCHOWN CeTU 1 0bMeHe AaHHbIMK Mexxay CepBepom
Dr.Web un AreHtamu Dr.Web.

JloBepeHHble NpyunoXKeHus
Fpynnbl AOBEPEHHbIX MPUAOXKEHUI AN KOMNOHEHTa KOHTPOIb NPUAOXKEHWIA ANs CTaHLMIA

noa OC Windows.

| MpogayxT [JloBepeHHble NpuaoXeHna He obHoBaseTca ¢ BCO. PacnpoctpaHeHue 3toro
‘ NpoJAyKTa BO3MOXHO TONbKO Mexay cocesHnmmn Cepsepamm Dr.Web no mexxcepBepHol
CBA3W.

MoapobHee 0 HacTpolike peno3uTopus A NposykTa JloBepeHHble NMPUIOXKEHUA CM. B

pasgene AOBepeHHble NPUNOXKEHWA.

AokymeHTauunsa

KoMniekT pykoBOACTB 1 CNPaBOYHbIX MaTePNanos, AOCTYyMNHbIX Yepes pa3jen Moaaepikka B
LleHTpe ynpasneHus.

MN3BecTHbIE Xewmn yrpos
Cnunckn N3BECTHbIX XeLLen yrpos.
KopnopaTtuBHbie npoaykrbl Dr.Web

YCTaHOBOYHbIE MakeThbl AnAa cnejgyrowmx npoaykToB:

o [poayKTbl AN YCTAaHOBKM Ha 3awmuaemMsble ctaHumm nog OC UNIX (Bkntouasn cepsepbl
NBCQ), Android, macOS,

o DrWeb ana IBM Lotus Domino,
s Dr.Web ana Microsoft Exchange Server,

s Mpokcn-cepsep Dr.Web — nakeT gns camoctosTenbHom yctaHoBKM Npokcm-cepBepa, He
cBsA3aHHoro ¢ AreHtom Dr.Web ans Windows,

s MMonHbI nHcTannatop AreHta Dr.\Web ans Windows,

s AreHT Dr.Web ana Active Directory,

s Ytnauta ana mognovkaumm cxembl Active Directory,

o YTuauta ans nameHeHus atpmbytos y o6bekToB Active Directory,

= NAP Validator.

| Bce ycTaHOBOUHbIE MakeTbl KOPMOPATUBHBIX MPOAYKTOB AOCTYMHbI /15 CKaYMBaHWs Ha
: WHCTaNIILMOHHOW CTpaHWLE Mo agpecy:

http://<Adpec_Cepsepa_Dr.Web> : <Homep_nopma>/install/
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MAT
&:

rae B kauectse <Adpec_Cepsepa_Dr.Web> ykaxute IP-agpec unm DNS-umMs KomnbroTepa, Ha
koTopoM yctaHoBneH Cepsep Dr.Web. B kauectBe <HoMep_nopma> yKaxute NopT HOMep
9080 (unm 9081 ans https).

¢ Moaynb o6HoBneHua Dr.Web
Mogaynb o6HoBneHWA AreHTa Dr.Web ans Windows ¢ Bepcum 6 10 akTyanbHOW BEpCUM.
¢ HoBoctn komnaHum «/loktop Be6»
HoBocTHas neHTa ¢ carta kKomnaHum «JJoktop Beb».
¢ Mpoxkcn-cepsep Dr.Web
MO ana yctaHoBku MNpokcn-cepsepa Dr.Web, ceazaHHoro ¢ AreHtom Dr.Web ans Windows.
e CepBep Dr.Web
s 10 Cepsepa Dr.Web,

s M0 UeHTpa ynpasneHuns 6e3zonacHocTtbto Dr.Web.

10.11.1. CocToaHue peno3ntopus

UTo6bI NPpOBEpUTL TeKyLlLee COCTOSIHME PEno3uTopus Uam o6HOBUTb KOMMOHEHTbI
aHTUBUPYCHOM ceTn

1. BbibepunTe NyHKT AAMUHUCTPUPOBaHUe B I1aBHOM MeHto LleHTpa ynpaBneHus, B
OTKPbIBLLUEMCS OKHE BblbepuTe NyHKT ynpasasatoLiero meHto CocTosHme penosutopus.

2. B oTKpbIBLIEMCA OKHE NpUBEAEH CNNCOK MPOAYKTOB PENO3UTOPUISA, AaTa UCMO/b3yeMOW B
AAaHHbIA MOMEHT PEBU3UU, faTa NOCNEAHEN 3arPy>KEHHOM PEBU3NN N COCTOSIHME
NPOAYKTOB.

| B ctonbue CocrosiHue yka3aHO COCTOsiHME NpoaykToB B peno3utopum Cepsepa Dr.Web Ha
‘ MOMEHT nocnesHero o6HOBIEHMS.

3. [ns ynpaBneHUs COAEPXNMbIM PEMO3UTOPUSA UCMONb3YINTE CAeaytowme KHOMKN Ha NaHenm
WHCTPYMEHTOB:

e Haxxmute kHonky MpoBeputb 06HOBAEHUA 15 NPOBEPKM HaMuMsa OOHOBAEHWNI BCEX
npoayktoB Ha BCO. Ecnn npoBepsieMblli KOMAOHEHT yCTapes, To ero o6HOBAEHNE
NpoM30onAeT aBTOMaTNYeCKM.

e HaxkmunTe 0AHY 13 CnesyroLmx KHOMOK Ha NaHean MHCTPYMEHTOB, YTO6bI CkayaTb >KypHa
OB6HOBNEHWNI PENO3NTOPUS:

& CoxpaHuTb aaHHble B CSV-¢aiin,
% CoxpaHutb aaHHblie B HTML-daiin,
o CoxpaHutb aaHHble B XML-¢aiin,

PyKkoBOACTBO aAMAHUCT paTopa
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& CoxpaHutb aaHHble B PDF-daiin.

e Haxxmute KHOMKy %o Mepe3arpy3utb peno3utopuii ¢ gucka, YTobbl NPOM3BECTM
nepesarpysky TeKyLLei Bepcun penosnTopuma C aucka.

Mpwu 3anycke Cepeep Dr.Web 3arpyaeTt cogep>xvumoe peno3ntopus B naMaTb, U eCiv B
npouecce pabotbl Cepeepa Dr.Web cozep>xvmoe peno3ntopms 6bi10 MU3MEHEHO
aAMUHUCTPaTOpPOM B 06xoa LieHTpa ynpaBieHuns, HanpumMmep, npy 06HOBAEHUN
COAEPKMMOTO PEerno3nTopms NP NOMOLLM BHELLUHEN YTUANTbI UAK BPYUHYHO, ANS

MCnoJib3oBaHUA 3arpy>|<eHH0171 Ha ANCK BEPCKN PENO3NTOPUA HEO6XOAI/IMO OCyLLeCTBNTb

ero nepesarpysky.

10.11.2. OTnOXeHHble 06HOBNEHUA

B pasgene OtnoxkeHHble 06HOB/IEHNA NpPYBEAEH CMNCOK MPOAYKTOB, A1 KOTOPbIX Hbian
BPeMeHHO 3anpeLleHbl 06HOBAEHWNSA MPOAYKTOB B pa3gene [letanbHaa KoH$Urypauma

peno3sutopua — <I7p06y/<m> — Ot1n0XeHHble 0bHoBAeHMA. OTNOXEHHanA peBn3na CHNTaEeTCA

30aMOpPOXKeHHOU.

Tabanua 3aMOpPOXKEHHbIX MPOAYKTOB COAEPKUT CeayrOLLYH MHbOPMaLMIO:

o KaTtanor B peno3utopum — Ha3BaHMWe KaTaJora 3aMOPOXXEHHOI0O NPOAYKTa B PEno3nTopun:

s 05-drwmeta — pgaHHble 6e3onacHoctn Cepsepa Dr.Web,
s 10-drwbases — BupycHble 6a3bl,
s 10-drwgatedb — 6a3bl SpIDer Gate,
s 10-drwspamdb — 6a3bl AHTMCNaMa,
s 10-drwupgrade — Mogaynb o6HoBReHMA Dr.Web,
s 15-drwhashdb — n3BecTHbIe xewwm yrpos,
o 20-drwagent — AreHT Dr.Web gna Windows,
o 20-drwandroid11 — 6a3bl Dr.Web ana Android,
s 20-drwcs — Cepep Dr.Web,
o 20-drwunix — AreHT Dr.Web ans UNIX,
s 20-drwcsdoc — gokymeHTaums,
o 40-drwproxy — Npokcu-cepsep Dr.Web,
o 70-drwextra — kopnopaTuBHble NpoaykTel Dr.Web,
a 70-drwutils — agmMuHncTpaTMBHbBIE yTUAMTEI Dr.Web,
o 80-drwnews — HOBOCTU KOMNaHUK «/Jloktop Beb».
¢ PeBM3nA — HoMep 3aMOPOXXEHHOW peBU3NN.
¢ OT/I0)k€HO 0 — BpeMS, I0 KOTOPOTO BblIv OTNIOXKEHBI OOHOBNEHWA JAHHOTO NPOAYKTa.

Mpwn HaXaTnm Ha CTPOKy TabMLLbl 3aMOPOXKEHHbIX MPOAYKTOB OTKpbIBaeTcs Tabauvua ¢
noapobHon nHGopMaLmmn 0 3aMOPOXKEHHOW PEBU3UM AAHHOTO MPOAYKTa.

PyKkoBOACTBO aAMAHUCT paTopa
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OyHKLMOHAaN OTNOXEHHbIX OOHOBAEHUI MOXET MCMO/Ib30BaTHCSA, ECIN HEOBXOANMO
BPEMEHHO OTMEHWTb PacnpoOCTPaHeHMe NOCAeAHEN PEBM3NN NPOAYKTa Ha BCe CTaHLUK
aHTUBMPYCHOW CETW, HanpuMep, NPY HeObXOANMOCTM NpeABapUTENbHOrO TECTUPOBaHUA
Al@HHOWN pPeBM3MM Ha OrPaHNYEHHOM KOIMYECTBE CTaHLMN.

Y106bI MCNONb30BaTh QYHKLIMOHAN OTNOXEHHbBIX OOHOBNEHWI, BbINMOAHNTE AENCTBUS,
onucaHHble B pa3gese [letanbHasa koHurypaums penosutopus — OTN0XKeHHbIE
obHoBAEHMUA.

UTo6bI yNpaBAATb OT/IOXKEHHbIMU O6HOB/IEHUAMMU

1. YcTaHOBUTE Gsiar HANPOTUB TeX NPOAYKTOB, A/1 KOTOPbIX Bbl XOTUTE 3a4aTb AENCTBUE Haj,
OTNOXEHHbIMU O6HOBAEHMAMU. [Ina BbibOpa Bcex MPOAYKTOB ycTaHOBUTE dnar B
3aro/ioBke TabanLbl 3aMOPOXKEHHbIX MPOAYKTOB.

2. Ha naHenn MHCTPYMEHTOB Bbl6epI/ITe HEO6XO,D,VIMOG AGVICTBMGZ

% BbINONHUTb HEMEANEHHO — CHATbL 3aMOPO3KY MPO/YKTa U BKKOUNTL AaHHYIO PEBU3MIO
B CMUCOK PeBU3NI C pacnpocTpaHeHnem Ha CTaHLMK No obLuen npoleaype.

# OrmenuTb 06HOBNEHNE — CHATL 3aMOpO3Ky MPOAYKTa 1 3aNpeTnTb JaHHYH PEBU3MIO.
Mpouecc nonyyeHns obHoBaeHnn ¢ BCO byaet BoccTaHOBNEH. PazaMoposkeHHas peBm3ns
byzeT yaaneHa n3 cnucka peBu3nii Nnpoaykta. [pu npuxoae cieaytowen pesnsny,
pa3sMOpOXeHHas peBm3na byaeT Takke yaaneHa C Ancka.

© Nsmenunts BpeMA 3aep>XKu 06HOBIeHNN — 3a/aTb BPEMSA, Ha KOTOpPOEe peBn3nA
[aHHOro NpojykTa oTknajbiBaeTca. Hauano BpeMeHn 3aMOpPO3KM CUMTAETCA C MOMEHTa
nonyyveHus pesnsun ¢ BCO.

3. Ecav Hag 3aMOpPOXKeHHbIM NPOAYKTOM He 6bI0 3aaHO AeNCTBME NO ero pasmoposke, TO
Mo NCTeYeHNn BpeMeHU, 3aaHHOM B cnucke Bpemsa 3apep)kkn o6HOBAEHUI, peBN3NS
OyseT aBTOMaTUYeCKM Pa3MOpPOXKeHa W BKJIOUEHa B CMUCOK PeBM3UI C pacnpocTpaHeHnem

Ha CTaHLMK No obLer npoLesaype.

10.11.3. O6bwan KkoHpUrypauusa penosmtTopms

Pazgen Obwan KoHpUrypaumsa peno3uTopus No3BosiseT 3a4aTb NapaMeTpbl NOAKIHOUEHMUSA K
BCO 1 o6HOBNEHMA peno3nTopusa Ans BCEX MPOAYKTOB.

UT06bI OTPEeAaKTMpPOBaTh KOHPUIypaLMio peno3uTopums

1. BbibepunTe NyHKT AAMUHUCTPUPOBaHMe B I1aBHOM MeHto LleHTpa ynpaBaeHus.

2. B oTkpbiBLIEMCA OKHe BbibepuTe NyHKT ynpasBastowero MeHto Obuiaa koHpurypauua
peno3sutopums.

HacTpowTe Bce HeobxoanMble napamMmeTpbl 06HoBAeHUI ¢ BCO, onncaHHble HUXeE.

4. Ecan B npouecce peaakTMpoBaHMa napaMeTpoB HeOHXOAMMO OTMEHUTb BCE BHECEHHbIE
N3MEHEHWA, NCNONb3YNTe Cesytome KHOMKN Ha NaHean NHCTPYMEHTOB:

PyKkoBOACTBO aAMAHUCT paTopa
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# YcranoButhb Bee napameTpbl B Haua/ibHble 3HaYeHUA — CcHPOCKTb 3HaUeHMA BCex
napameTpoB JaHHOrO pa3jenia B 3HaYeHUWA, KOTOPbIe OHU UMeNun A0 TekyLLero
pefakTMpoBaHus. [Ina aHaNOrMYHOro AeNCTBUA Hag OTAEAbHbIMW NapaMeTpamm
MCNONb3YNTe KHOMKM ™ HaNpOTMB KaXAoro napametpa.

# Ycranosutb Bee napameTpbl B 3Ha4Y€HUA MO YMOTYAHUKO — COPOCUTb 3HaUEHUA BCeX
napamMeTpoB AaHHOTO pa3jena B 3HaUeHMs, COXpaHeHHble B KOHOUrypaLMoHHOM daline
CepBepa Dr.Web. [lns aHanormyHoro AencTBmsa Hag OTAeNbHbIMY NapaMeTpamMu
MCNOb3yMTe KHOMKN ¥ HanpOTMB KaX0ro napameTtpa.

5. HaxmuTte kHonky CoxpaHuUTb, UTOObl COXpaHUTb BCe BHECEHHbIE M3MeHeHMA B darnax

koHbUrypaumm penosutopus. Mpw 3Tom ocyLlecTBAfETCA nepe3arpyska TekyLlen Bepcun
peno3nTopus c Ancka.

[ns NpUMeHeHUs HOBbIX HAaCTPOEK KOHdUrypaLmm pernosntopus Tpebyetcs HekoTopoe
: Bpems. Mpu HeMeaneHHOM 06HOBAeHUM peno3uTopus ¢ BCO cpa3y nocne M3MeHeHws
KOHOUrypaLmm, MOryT UCMOAb30BaTbCA NpeablayLe HacTPO MKW,

10.11.3.1. BCO Dr.Web

Ha Bknagke BCO Dr.Web ocyuiectBasetcs HacTporika NnapamMeTpoB NOAKIOYEHNS K
BcemupHon cncteme obHoBneHnin Dr.Web. O6HOBAEeHUSA 3arpy>atoTca C MCNOAb30BaHNEM
NPOTOKOJIOB, CMNCOK KOTOPbIX NpejcTaBaeH B Bbinagarowem cnucke Mportokon nonyueHms
06HOBIEHMIA:

Twun npoTtokona OnucaHue

HTTP/HTTPS MpoToKkoAbl ANS NOAyYeHUs OOHOBAEHWI C Beb-cepBepa
FTP/FTPS MpoToKoAbl ANs NoAy4YeHUs obHoBAeHUI ¢ FTP-cepeepa

FILE MpoTokon Ans nony4yeHnss O6HOBNEHNS U3 NOKabHOTO KaTajaora

Ha KOMMbtoTepe C yctaHoBAeHHbIM CepBepom Dr.Web

CIFS/SMB MpoTokobl ANA NOAYyYeHVs OOHOBAEHWA U3 eanHOW dalinoBow
cucTeMbl
SCP/SFTP MpoTOKOAbI ANS NOJYYEHU OOHOBAEHUI C UCMONb30BaHNEM

3almuieHHOro coeagmHeHuA

UTobbI OTpepakTMpoBaTh nogkatoueHne kK BCO

e B Boinagatouwem cnuncke Mporokon nosyuyeHua o6HOBIeHUIA BbIGepuTe TUM NPOTOKOAA /s
nonyveHns obHOBNEHUI C cepBepOB 06HOBAEHWI. [Ins BCeX MPOTOKOJ/IOB 3arpyska
OBHOBNEHWNM OCYLLECTBAAETCA COMIaCHO HacTponkaM B pa3gesie CNUcoK cepBepoB
BcemupHou cuctembl o6HoBNeHusa Dr.Web.

PyKkoBOACTBO aAMAHUCT paTopa
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Basosbii URI — kaTasnor Ha cepBepax 06HOBAEHMN, cogepKalmi OOHOBAEHNA NPOAYKTOB
Dr.Web. NMpun obHoBneHnM ¢ cepBepoB BCO Dr.Web He cnesyeT MeHATb JaHHYH HaCTPOMKY
6e3 HeobxoAMMOCTN.

Ecnam B cnucke MpoTokon nonyueHns o6HoBAEHUM BbIGpaH OANH 13 3aLUMLLEHHbIX
NMPOTOKO/IOB, NOAAEP>KMBAOLWMIA WNPpOBaHME, TO B BbiMajatoLlem cnucke Jonyctumbie
ceptudunkatbl Bbibepute Tin TLS-cepTndurkatos, koTopble OyayT aBTOMaTUYECKN
NPUHMMAaTbCA NPWU YCTaHOBKE COeAMHEHMA MO BbIBpaHHOMY NPOTOKONY.

Ecnam B cnucke Jonyctumble ceptudmkarbl BbibpaH BapnaHT Monb3oBaTesbCcknii, TO
HeobxoAMMO 3azaTb NyTb A0 Parina ¢ Bawmm TLS-ceptndukatom B none Ceprudumkar.

PerucrpaumoHHoe UMsA — pPerncTpaunoHHOe UMSA NoAb30BaTeNs ANs ayTeHTUdMKALMM Ha
cepBepe 06HOBNEHWNI, eC/IM cepBep TpebyeT aBToOpM3aLLUK.

Maponb — naponb nosb3oBaTensa AN ayTeHTUdUKaLnm Ha cepeepe OOHOBNEHWI, eCn
cepBep TpebyeT aBTOPM3aLMM.

B Bbinagatowem cnncke Metoa aBTopu3aLmm Bbibepute MeTO aBTOpU3aLLMK Ha cepBepe
OBHOBNEHUMN.

B none Konnuecreo BpeéMeHHO XpaHUMbIX pesusuﬁ 3a4aeTca KOM4YeCTBO pEBVI3VIl\/’I
Ka>a0ro n3 npoAykTtoB, BPEMEHHO XPaHMMbIX Ha ANCKE, HE CUMNTaA pEBVI3VII\/JI, OTMe4YeHHbIX
Ha BKJlajKe Cnucok pEBVIBVIVI B pa3aene AeTal’leaﬂ KOH(I)VIryan,VIﬂ penosutTopun.

Mpy HEOHXOAMMOCTN MOXKeTe 3aaTh AaHHYH HACTPOWKY OTAENbHO ANS KaXAOro NpoayKTa
B pa3aene CMHXPOHM3ALNS, HO NOCAEe COXPAaHEHNSA U3MEHEHWNI B 0bLLen KoHdurypaLumu,
HacTponka byaeT 3aMmeHeHa Ha obLyee 3HaveHwMe.

YcraHoBuTe dpnar UcnonbzoBatb CDN, utobbl paspelwmnTs ncnonb3osaHune Content Delivery
Network npwu 3arpyske penosutopus.

Mpy HEOHXOAMMOCTN OTpesaKTUpPYMTe cNncok cepBepoB BCO, c KOTOPbIX OCyLLEeCTBASETCS
obHOBNEHWe peno3nTopus, B cekumm Cnmucok cepeepoB BcemupHon cucrembl
obHoBneHusa Dr.Web:

s Y1066l fo6aBUTL cepep BCO B cnncok cepBepoB, MCMONb3YEMbIX AN OOHOBAEHMS,
HaxxmuTe kHonky B n BBeanTe agpec cepBepa BCO B fobaBneHHOe none.

o Y1obbl yaanuTb cepep BCO 13 cnuncka ncnosb3yembix, HaXxXMuTe KHOI'IKyE HanpoTVB
cepBepa, KOTOPbI HEOHXOANMO YAANUTb.

s Mopsagok cepepoB BCO B cnucke onpegenset nopsasok obpaweHna Cepsepa Dr.Web
npu o6HoBAEHUM peno3nTopus. na nameHeHmsa nopsgka cepsepos BCO, nepetawwmre
TpebyeMblli cepBep, 3axBaTMB CTPOKY CEPBEPA 3@ KOPELLIOK C/EBa.

Mpw yctaHoBke Cepsepa Dr.Web B cnncok BxogaT Tonbko cepBepbl 0OHOBAEHMI
koMnaHun «Joktop Beb». Mpn He0b6X0ANMOCTM Bbl MOXKETE HACTPOUTb COOCTBEHHbIE 30HbI
O6HOBJ/IEHNI 1N BHECTU UX B CMMCOK CEPBEPOB A1 NOJyYeHUs OOHOBAEHWA.
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10.11.3.2. NnaHMpPOBIYMK 3a4aHUN

Ha Bkiagke MnaHMpoBLLMK 3aaaHuA NpYiBeAeHbl BCe 3aZaHnsa 13 pacnucaHmsa Cepeepa
Dr.Web Ha o6HOBneHMe peno3uTopus.
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MAT
&:

Co3zaHue, yaaneHvie N pefaktMpoBaHue 3ajjaHnin Ha OGHOBJIEHVE PENO3UTOPUS
ocylecTBaseTca B passene Hactpoiika pacnucanus Cepsepa Dr.Web.

10.11.3.3. Arent Dr.Web

e Ha Bknagke AreHTt Dr.Web ana UNIX BbibepuTte, ana kaknx OC cemeinctea UNIX Tpebyetcs
06HOBJ/IEHVE KOMMOHEHTOB, YCTaHaBANBaeMbIX Ha paboune cTaHLMW.

@ YT06bl MONHOCTLIO OTKIOUNTL NOAyYeHne obHoBAeHWA ¢ BCO ana Arenta ans UNIX,

: nepenaute B pasgen JetanbHaa KoHdUrypaumsa penosutopums, nyHkT AreHt Dr.Web ansa
UNIX, v Ha Biagke CUMHXpOHU3aLma ycTaHoBUTe daar OTKAOUNTL O6HOBAEHUE
npoaykra.

e Ha Bknagke AreHt Dr.Web ana Windows ykaxute, Tpebyetcs am obHoBAeHME BCex
KOMMOHEHTOB, yCTaHaBAMBaeMbIx Ha paboune ctaHumm nog OC Windows, nam Tonbko
BMPYCHbIX 6a3.

e Ha Bknagke fisbiku AreHta Dr.Web ana Windows 3agalite cnucok A3blkoB nHTepdeica
AreHTta Dr.Web un aHTMBUpYycHOoro naketa gns OC Windows, koTopble 6yayT ckaumMBaTbCs C
BCO.

10.11.3.4. CepBep Dr.Web

e Ha Bknagke CepBep Dr.Web ykaxute, ana kakmx OC 6yzeT ocyllecTBAATbCA OOHOBNAEHME
dannos Cepsepa Dr.Web:

s Y1obbl NonyyaTb o6HoBNeHMs ana CepBepoB Dr.Web nog Bcemu nogaepxkmaembimm OC,
ycTtaHoBUTE Gpiar O6HOBAATL BCe N1aTtpopmbl, AOCTynHbIe Ha BCO.

s Yrob6bl nonyyatb o6HOoBNeHNA ana Cepeepa Dr.Web Tonbko nog HekKoTopbiMU 13
nogaepxwusaemMbix OC, yctaHoBUTe psiarn Toabko HanpoTtus 3Tux OC.

nepeviaute B pasgen JetanbHaa KoHpUrypaums penosutopus, nyHkt Cepsep Dr.Web, n
Ha Bki1agke CUHXpPOHU3aUma ycTaHoBMTe Gaar OTKAOUNTL O6HOBEHME NpoAyKTa.

@ YT06bI MONHOCTLIO OTKIOUYUTL MOayYeHne obHoBaeHU ¢ BCO ans Cepsepa Dr.Web,

e Ha Bknagke fisbiku LleHTpa ynpaBneHusa 6esonacHoctbio Dr.Web 3azaiiTe cnuncok s3bikos
nHTepodenca LieHTpa ynpasieHuns, kotopble 6yayT ckaunsaTbca ¢ BCO.

o B noapaszene Ucnonblyemble A3bIKM NPUBOANTCA CMMCOK A3bIKOB, Ha3HaYEHHbIX B
HacTporkax XoTa 6bl OAHOMY aAMUHKCTPATOPY.

o B pasaene HeVICﬂOIIb3yeMbIe A3bIKU NMPUBOANTCA CMNCOK A3bIKOB, KOTOPbIE HE
Ha3Ha4eHbl B HaCTpOl‘/JIKaX HW OAHOITo0 aAMUHNCTPAaTOpPa.

e Ha Bknagke [lokymeHTauma Bbibepute A3bIkM, Ha KOTOPbIX ByAyT AOCTYMHbI PyKOBOACTBA B
pasgene [lomouip — loKymeHTaLmA.

PyKkoBOACTBO aAMAHUCT paTopa
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o PasgeneHve gokyMeHTauumn Ha Mcnonblyembie/Hencnonblyemble s3bikKU peanv30BaHO
no TOMY >e NPUHLUMY, YTO U Ha Bkiasake A3biku LieHTpa ynpaBaeHus 6e30nacHOCTbIO
Dr.Web.

s YT1obbl MMETb AOCTYN K pykoBoacTBaM B dopmate PDF, yctaHoBuTe dnar O6BHOBAATH
AOKYMeHTauuro B nogpasgene flokymeHrtauus B popmare PDF nos Bbi6OpOM 5A3bIKOB.

10.11.3.5. HoBoctn komnaHunn «lokrop Be6»

Ha Bkiagke HoBoctu komnaHum «Jlokrop Be6>» 3azaliTe cnnCoK S3bIKOB, Ha KOTOPbIX byaeT
CKauMBaTbCs HOBOCTHAA JIEHTa.

Hactpolika noannckn Ha pasjgenbl HOBOCTEM OCYLLEeCTBASETCA B pa3aene Hactporiku —
Moanucka.

Co cka4aHHbIMW HOBOCTAMM KOMMNaHuu «/loktop Beb» Bbl MOXeTe 03HaKOMUTLCA B pa3jene
rnaBHoro MeHto LieHTpa ynpasneHuns Q) Mopaepxxka — HoBoctn.

10.11.3.6. UHcTannauuoHHble naketbl Dr.Web

e Ha Bknagke KopnopatusHbie npoayktbl Dr.Web B Bhinagatowem cnuncke Boibepute, Kakune
npoaykTbl 6yayT o6HoBAATbCA ¢ BCO:

s O6HOBAATbL BCe NPOAYKTbl — Mpu o6HoBAeHWN peno3unTopus ¢ BCO 6yayT o6HOBAATLCS
BCe AOCTYMHble KOPropaTUBHbIe NPOAYKTbI.

o O6HOBNATbL TO/ILKO Bbl6paHHbIe NPOAYKTbI — Npu 06HOBAEeHUN peno3uTopus ¢ BCO
6yayT 06HOBAATLCA TONBKO NPOAYKTHI, ANA KOTOPbIX YCTAHOBAEHbI Gaarv B CNncke HUXe.

Mocne 3arpyskn ¢ BCO kopnopaTtnBHble NPOAYKTbI CTaHYT AOCTYMHbI B pa3zene
AaMuHUcTprpoBaHue — [lonosiHUTe/IbHble BO3MOXXHOCTU — KoprnopaTrBHble NPOAYKTb
M Ha MHCTaANALMOHHOW CTpaHuLLe No agpecy:

https://<Adpec_Cepsepa Dr.Web>: <Homep_nopma>/install/

rae <Adpec_Cepsepa_Dr.Web> — 310 IP-agpec nan DNS-1ms komnbroTepa, Ha KOTOPOM
yctaHoBneH CepBep Dr.Web; <Homep_nopma> — nopt Homep 9081 (uam 9080 ans http).

e Ha Bknagke AGMUHUCTpPaTUBHbIE yTunutbl Dr.Web B Bhinazatolem cnuncke BoibepuTe,
Kakue yTmamTbl 6yayt obHoBasaTbCs ¢ BCO:

o O6HOBAATbL BCe NPOAYKTbI — MNpu 06HOBAeHWUN peno3nTopusa ¢ BCO 6yayT o6HOBAATbCA
BCe JOCTYMHblE aAMUHUCTPATMBHbIE YTUIUTBI.

o O6HOBNATbL TO/IbKO BblGpaHHble NPOAYKTbI — Npu 06HOBNEHUN peno3uTopus ¢ BCO
6yayT O6HOBAATLCA TONBKO YTUAUTBI, AN KOTOPbIX YCTAHOBAEHbI GAarv B Cnmcke HUXKe.

Mocne 3arpy3kun ¢ BCO agMUHUCTPATUBHbBIE YTUANTBLI CTaHYT JOCTYMHbI B pa3jene
AamMuHucTpupoBaHue — [lonoaHUTe/IbHbIe BO3MOXXHOCTU — YTUNNTbL.
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10.11.4. AetanbHaa KoHPUrypaumusa penosmtTopuma

Pa3zzen [letanbHaa KOHPUrypaums penosntopms no3BosiseT HaCTPOUTb KOHOUTypaLmio
PEBU3NI ANA KaXKA0ro NPOAyKTa Perno3nTopus B OTAENbHOCTY.

UTob6bI OTpepakTMpoBaTh KOHPUTrypaL Mo penosuTtopus

1. BbibepuTe NyHKT ABMUHUCTPUPOBaHME B [1aBHOM MeHIo LleHTpa ynpasieHus.

2. B oTKkpbIBLLEMCS OKHe B nogpa3jesie ynpasastowero MmeHto JietanbHas KoHpUrypauusa
peno3utopua BbibepuTe NPOAYKT, KOTOPbIA Bbl XOTUTE OTPEAAKTUPOBATb.

3. HactpowTe BCe Heobx0aMMble NapamMeTpbl Peno3nTopms BbiIbpaHHOro NpoayKTa,
OnuCcaHHble HUXe.

4. Ha naHenn NHCTPYMEHTOB AOCTYMHbI CAeAytolme Onumn Ana ynpaBaeHns peno3ntopmem
NPoAyKTa LLe/IMKOM:

e Yaanutb NpoAayKT U3 peno3utopusa — MoJIHOCTbIO YAaANTb NPOAYKT U3 Peno3nTopums.
Mpwn 3TOM 6yAyT yaaneHbl BCe PeBM3NN NPOAYKTa U OTKIOUYEHO OOHOBAEHWE NPOAYKTa C
BCO. KHonka focTyrnHa B TOM Cay4yae, eCiv NPOoAyKT elle He 6bi yaaneH u3
peno3utopus. lNocne yaaneHna npoaykra, KHOMka MeHAeT CBoe Ha3BaHWe Ha
BocctaHOBUTb NPOAYKT B PENO3NTOPUN.

| Mocne yaaneHws npogykTa U3 penosutopus Bkiagka Cnncok peBusunid 6yseT nycra,
: OCTaJ/ibHble BKNAAKN JAaHHOTO pa3zenia OCTaHyTCs B OHbIYHOM COCTOSIHWM, OHAKO WX
HaCTPOViKM He ByayT MPUMEHATLCS, NMOCKOJIbKY MPOAYKT B PEMO3UTOPUM OTCYTCTBYET.

e BocctaHOBUTb NPOAYKT B PENO3UTOPUM — BOCCTaHOBUTb MPOAYKT B PEMO3UTOPUM, ECAN
OH 6bIN yaaneH paHee Npu NOMOLLUM KHOMKW YAanAUTb NPOAYKT U3 peno3sutopus. [pu
3TOM byaeT BKItoUeHO obHoBAeHMe npoaykTa ¢ BCO. B peno3untopuin byaeT 3arpyxeHa
camas cBexas peBu3nsa NpoaykTa, goctyrnHas Ha BCO. ObpatnuTe BHMMaHMe Ha
BO3MOXHbI 06BbEM 3arpyaemMblx gaHHbIX. HacTpoiika 3arpy3kv o6HOBAEHWIA

ocyulecTBsieTca B pasgene Obuias koHdurypaumsa penosutopus. MNocne

BOCCTaHOB/IEHWs NPOJAYKTa KHOMKa U3MEHMWT CBOE Ha3BaHve Ha YAaNuUTb NPOAYKT U3
penosutopus.

e CoxpaHuUTb 1 Nepe3arpysmuTb € AUCKa — COXPaHWUTb BCE BHECEHHbIE N3MeHeHUs. [Tpu
5TOM OCYLLECTBAAETCA Nepe3arpyska TekyLlein Bepcuy peno3ntopms ¢ amncka (CM. Takxke

pa3gen CocToaHve penosuntopus).

10.11.4.1. Cnucok peBusnmn

Ha Bknaske Cnucok peBmsmii npueeseHa nHdopmauma ob6o Bcex peBn3nax aHHOro
NpoAyKTa, AOCTYNHbIX Ha saHHOM CepBepe Dr.Web.

YTtobbl yaanuTb Kakne-anbo n3 peBunsnii, yctaHoBuTe Gaarv HanpPoOTUB STUX PEBU3UI U
HaXxmMuTe KHOMKy ¥ YaanuTh BbIGpaHHbIe PEBN3NMN Ha NaHeNN UHCTPYMEHTOB.

PyKkoBOACTBO aAMAHUCT paTopa
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Henb3sa yaanuts Bce peBuamm npoaykta. MNpoaykT JOMKeEH cogepykaTb XoTs 6bl 0Hy
peBM3uto.

UTo6bl yAanWTb NPOAYKT LENVKOM, BOCMO/b3YMTECH KHOMKOV YAanuTh NPOAYKT U3
penosuTopus.

Ynanexvie peBvsunii — HeobpaTuMas onepauys.

Tabavua peBM3nNin COAEPXUT Ceayrolime cTonbubl:

HasBaHue

cTonbua

OnucaHue coaeprkmmoro

PacnpoctpaHs ABTOMaTUUeCKWin Mapkep B AaHHOM CTO/IbLEe OnpeaensieT COCTOSHE PEBM3MIA NPOAYKTa.

emMasn

Tekywasn

B ctonbue MoryT cToAT ABa TMNa MapKkepoB:

[ PacnpocmpaHsemas pesusus. PeBn3na ucnonbsyetcs Ana 06HOBAEHUI AreHToB
Dr.Web v antvBupycHoro MO Ha ctaHumsx.

PeBv3us a7 pacnpocTpaHeHus BbibMpaeTcs ciegytowmnm obpasom:
1. PacnpocTpaHseTcs peBu3nus, OTMEYEeHHas Mapkepom s ctonbue Tekyuas.
OTMeueHa MOXeT 6bITb TONbKO OfHa PEBU3VA.

2. Ecnv B ctonbue Tekywias peBr3ns He OTMeYEHa, PacnpOCTPaHAETCA NoCAeH:AA
pPEeBM3MS, OTMEYEHHAs MapKepomMm Qs ctonbue XpaHumas.

3. Ecnv B cTtonbuax Tekywas n XpaHumasa He OTMEYEHa HU OZHa PeBU3NS,
pacnpocTpaHaeTca caMas MOC/NefHAA peBU3MA.

ABTOMaTUUECKUIA MapKep BCErZa yKa3biBaeT Ha PacnpoCTpaHaeMyo peBusuto.

& & — 3amopoxxeHHas pegusus. [laHHas peBu3MA He pacnpoCTpaHAETCA Ha CTaHLmK,
HOBble peBM3uM He ckauvBatoTcs ¢ Cepeepa Dr.Web. O geictBusx npu 3amopo3ske
peBun3nm cM. OT/10XKEHHbIE OOHOBAEHNS.

Mpwv Ha VYUKW 3aMOPOXKEHHOW PEBU3UM, PEBU3USA ANS pacnpoCTpaHeHVs BbibupaeTcs
cnegyroLlim obpasom:

1. Ecnav mapkep [ 8 cton6ue TeKylasa yCTaHOB/EH, CTaHLUMAM pa3jaeTcs Tekylias
peBu3us.

2. Ecan mapkep Os cTonbue Tekywias He YCTaHOB/IEH, CTaHUMAM pa3faeTcs peBusus,
npegLecTBYOLLAA 3aMOPOXKEHHON.

YcTaHoBUTE Mapkep 0 yTO6bI 334aTb PEBM3UIO MPOAYKTa, KOTOpas byaeT
NCNoab30oBaTbCs AnA 06HOBAeHUI AreHToB Dr.Web 1 aHtvBUpycHoro MO Ha cTaHumsX.

MoxeT 6bITb yCTaHOBJIEHA TO/IbKO OJHa TeKyllasa peBu3nA.

Taicke Mapkep, 3aZaroLLunii TEKYLLYHO PEBU3UD, MOXKET ObiTb HE YCTaHOBJEH.

Cm. Tarke OTKaT peBM3UM NPOAYKTa Ha NpeAblAyLULy0 BEPCUIO.

PyKkoBOACTBO aAMAHUCT paTopa
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OnucaHue coaep>kmmvoro

YctaHoBUTE Mapkep 0 UTObObI COXPaHATL JaHHYH PEBU3UIO NMPW aBTOMATUUECKON
ouncTKke penosutopus (CM. Takoke CUHXPOHU3aLNA).

Mapkep MOeT 6bITb YCTaHOB/EH AN HECKONbKUX PEBU3NIA OJHOBPEMEHHO.
Takoke Mapkep MOXKeT ObITb He YCTaHOBJ/IEH HU ANA OAHON PEeBU3UN.

Ecnm peBum3mva npogykTa paboTaeTt cTabuibHO, ee MOXHO OTMETUTb KakK XpaHumMyto. Ecim
¢ BCO npwuaet HecTabunbHas peBu3uns, MOXHO ByaeT oTKaTUTbCs Ha XPaHVMYHO
npeabiayuyto.

ABTOMaTUUECKUI MapKep onpejenseT, YTO KOMMOHEHTbI 13 AaHHOM peBu3nm
YCTaHOB/EHbI Ha CTaHLMAX C OrpaHnyeHnem obHoBaeHuI (B pasgene OrpaHunyeHvie
06HOB/IeHWIA Paboymnx CTaHLWA yCTaHOBAEHbI Onum O6HOBAATL TOJIbKO 6a3bl UK
3anpeTutb Bce 06HOB/IEHMS).

Takas peBn3na He yaandaeTca npu aBTOMATUUYECKOWN OUMNCTKE pPeno3nTopuna N MOXeT ObITb
Mcnoab3oBaHa, ecnn 6yﬂ,6T HEO6XO,D,VIMO nepeycraHoOBUTb c60MHbIEe KOMMOHEHTbI Ha
CTaHUMN UIN YCTaHOBUTb JOMNMOJIHUTE/IbHbIE KOMMOHEHTbI 13 3TOM pesusnn.

[lata nonydyeHvs peBm3nM NPoAyKTa.

Ecnn peBm3ns 3aMopoxkeHa, B aHHOM CTOI6Le AOMNONHUTENBHO BbIBOAWTCS CTaTyC
6710KNPOBKN.

OTKaT peBM3MM NPOAYKTA Ha NPeAbIAYLLYIO BEPCUIO

BO3MOXHOCTb OTKaTUTb YCTaHOBJIEHHbIE Ha CTaHUMAX NPOAYKTbl Ha npeablayline sepcnn
onpegendaerca cnefyrolwMMm NMONOXKEHNAMMN!

e [poaykTbl ¢ 6a3amMy KOMNOHEHTOB (BMpPYCHble 6a3bl, 6a3bl SplDer Gate, 6a3bl AHTUCNaMa,
6a3bl Dr.Web ana Android) Bcersa MOXHO OTKaTUTb Ha NpPeAbIAYLLYH0 BEPCULO.

e Yto6bl oTKaTUTL AreHT DrWeb ana Windows, Heobxoaumo pa3pewnTts onumio Paspewwntb
nepexop, Ha 6onee paHHUe peBu3uM B pasgene OrpaHvyeHve 06HOBAEHWI Paboymnx

CTaHLWN.

| Mpwu oTkaTe Bepcumn AreHta Dr.Web ans Windows Ha npegplgyluyro peBusuto (418 yCTaHOBKM Ha

A ctaHumax AreHta Dr.Web 6onee paHHeln Bepcuy), byaeT npousBeseHa NpuHyauTeIbHas
nepesarpyska CTaHLM C MHTEPBaAOM B NATb MUHYT. VI3MeHeHWe vHTepBana, a Takke oTMeHa
nepesarpyskv HeBo3MOoXHbI. O NpescToALLEeN Nepe3arpyske Noib3oBaTeNaM CTaHLMK
cooblLiaeTca BO BCrUIbIBAtOLLEM OMOBELLEHNN.

e OctasibHble NPOAYKTbI (B YaCTHOCTK, [loBepeHHble NpUaoXeHna KoMnoHeHTa KoHTpoib
NPUAOXeHW) ByayT OTKaTbiBaTbCA Ha NPeAblAyLLYHO BEPCUIO, €CNN YCTaHOBAEH daar
Monyuatb NnocneaHne o6HOBAEHUA B pa3gene OrpaHnyeHne 06HOBAEHUI Paboumx
CTaHUMIA, NMBO OTKaT MPON3BOANTCA Ha PEBU3MIO, OTMEYEHHYH0 MapkepoM Tekyuias B

PyKkoBOACTBO aAMAHUCT paTopa
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AeTaNbHON KOHGUrypaummn penosmtopus. Bo Bcex ocTanbHbIX Cnyyasax oTkaT He
npounssoautcs, Cepeep Dr.Web oxunaaet nosasneHns 6onee ceexen peBnsnu.

10.11.4.2. CuHxpoHusauus

Ha Bkiasgke CUHXPOHMU3aLMA HAaCTPaMBatOTCA NapaMeTpbl OOHOBAEHWA PENO3NTOPUSA
Cepeepa Dr.Web ¢ BCO:

¢ B none KonnuecrtBo BpeMeHHO XpaHUMbIX PeBU3UIA 333aETCA KONNYECTBO PEBU3UNI
NPoAyKTa, BPEMEHHO XPaHUMbIX Ha AMNCKE, HE CUMTaA PEBU3NIA, OTMEUEHHbIX XOTA 6bl B
OAHOM K13 cTON6L0B Ha Bkiaake CnnMcok peBusui. ECiv npuwia HoBas peBusns, a
KONNYeCTBO BPEMEHHO XPaHUMbIX PEBU3UIA MPOAYKTa Y>XKe JOCTUTA0 MaKCMMaabHO
JOMNYCTUMOrO 3HaYeHus, TO yaanaeTca camas ctapas BpeMeHHO XpaHuMas peBusns.
PeBun3nn, nomeueHHble kak Tekywasa, XpaHnmas, PacnpocrpaHsaemas v Yaep>xusaemas
He nojJsiexar aBToMaTU4ecKoMy yAaneHUto N He YUUTbIBAeTCA Npu noacyete BpeMeHHO
XPaHUMbIX PeBU3UN.

[aHHas HacTpoika byaeT nepesanncaHa Ha eAMHOe 3HauYeHue A1 BCEX MPOAYKTOB B
cnyvae pegaktnpoBaHus pasgena BCO Dr.Web.

e YctraHoBuTe dpnar OTKIOUMTL O6HOBJIEHME NPOAYKTA, UTOObI OTKAHOUUTL MOJTyYeHne
0OHOBNEHWNI AaHHOTO npoaykTa ¢ cepeepoB BCO. AreHTbl Dr.Web npu atom byayt
0bHOBAATLCA A0 Tekyllen peBusnm Ha Cepsepe Dr.Web (uam cornacHo npoueaype Boibopa
pacnpocTpaHaeMol pesnsnn).

e YctraHoBute pnar O6HOBAATL TONIbKO MO TpeboBaHMIo, UTOOLI 06HOBAATL NpoaykT ¢ BCO
TONbKO MpPU 3anpoce 3TOro NpoAyKTa co CTaHUMA. B npoTmBHOM ciyyae o6HOBAEHUA
npogaykTa He 3arpyxatrorca ¢ BCO.

Ecnn Baw Cepsep Dr.Web noagkntoueH K MHTEPHETY A1 aBTOMATUUYECKOTO MOyYeHums
obHoBAeHNI peno3uTtopmsa ¢ BCO, ToO Npu MCNONb30BaHMM 3TOM OMUUN HUKAKNX
LOMONIHUTENbHbBIX AEUCTBUI CO CTOPOHBI afMUHNCTPaToOpa He TpebyeTca: obHoBAeHNs ByayT
aBTOMaTMUeCKMN CKayaHbl, Kak TOJIbKO Kakas-1Mbo 13 CTaHUMI 3anNpOCUT OOHOBNEHUS 3TOTO
npogykta ¢ Cepepa Dr.Web.

Ecnam Baw Cepsep Dr.Web He nogkiroueH K MHTepHETY, 1 0OHOBAEHUS 3arpy>atoTcs
BpYyuYHyto c apyroro Cepsepa Dr.Web nan yepes 3arpysuvk penosutopua Dr.Web, To nepeg,
TeM KaK yCTaHaB/iMBaTb NAN OOHOBAATL MPOAYKTbI, ANA KOTOPbIX BKAKOYEHA OMNLUSA
O6HOBNATL TO/NLKO MO TpeboBaHUIO, HEOOXOAMMO NpesBapUTENbHO 3arpy3nTb 3TK
NPOAYKTbl B PEMO3UTOPUIN BPYUHYIHO.

@ Mpw yctaHoBke CepBepa Dr.Web Bepcun 13 unn cpasy nocne obHoBneHus Cepaepa

: Dr.Web no Bepcum 13 o6HoBAEHMA NpoaykToB peno3utopus basbl Dr.Web ana Android,
AreHT Dr.Web ansa UNIX n Mpokcu-cepBep Dr.Web rno ymonuaHuio 3arpyxatotcs ¢ BCO
TOJIbKO MPU 3anpoce 3TUX NPOAYKTOB CO CTaHLWM.

e B nogpaszene PacnpocrpaHeHue No Me)XcepBepHbIM CBA3AM HaCTPanBatoTCA Clesytolime
napameTpsbl:

PyKkoBOACTBO aAMAHUCT paTopa
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o YctaHoBuTe dnar 3anpeTutb Nnepepauvy obHoBeHuA cocegHum CepBepam Dr.Web,
4TO6bI 3aNpPETUTb OTNPaBKY OOHOBIEHNI NPOAYKTa MO MeXCepPBEPHbIM CBA3AM. [laHHas
onuMsa He BANSET Ha HAacTpokn obHoBAeHMs npoaykTa ¢ BCO.

o YctaHoBUTe dnar 3anpeTuUTb nonyvyeHme o6HoBAeHUI oT cocegHux Cepsepos Dr.Web,
4yTO6bI 3aNpPETUTL MPUEM OBHOBAEHMI MPOAYKTa MO MeXCepBepPHbIM CBA3AM. [JaHHas
onuus He BAUAET Ha HacTPOWKM 0bHoBAEeHUs npoaykTa ¢ BCO.

Ana HeKOTOpbIX MPOAYKTOB TakXKe AOCTYMHbI CAeAytoLne HaCTPOMKW:
e YctraHoBute pnar O6HOBAATL TONILKO cneayrouime panbl, HTOObI NoyyaTb OOHOBAEHMA C
BCO TONbKO yKa3aHHbIX HUXe $annoB.

e YctaHoBUTe pnar He 06HOBAATL TONbKO cneaytoumne Ppaibl, UTOObI OTKAHOUNTD
obHoBneHne ¢ BCO TONbKO yKa3zaHHbIX HMXe Galinos.

Cnuckun pannoB 3agatoTcs B Gopmate peryaspHbIX BblpaxkeHW .

Ecnn ycraHoBnieHbl 06a ¢pnara, To Bbibopka ¢paiiioB OCyLLeCTBAAETCA CeAYOL UM
obpaszom:

1. M3 nonHoro cnucka garnoB npoaykta Belbmvpatotcs ¢pansbl no cnckam O6HOBAATD
TONbKO cneayroumne pannbl.

2. W13 cnucka, nonyyeHHoro Ha ware 1, yaanstorcs ¢pannbl no cnuckam He 06HOBAATL TONBKO
cnepyowme ¢pannbl.

3. CBCO obHoBAastOTCA TONBKO Galnbl, MONyYeHHble B pe3ynbTaTe BbIOOPKM Ha Lware 2.

10.11.4.3. OnoBeweHns

Ha Bknagke OnoBew,eHns HacTpanBatoTCA ONOBELLEHNS 06 OOHOBNIEHUAX PEMO3UTOPUSA:

e YctaHoBuTe dpnar He onoBewartb T0/1bKO O cniegyrowmnx ¢gpamnax, Utobbl OTKIHOUNTD
OTNpaBKy YBEAOMJ/IEHMI TOIbKO Ha cOObITUSA, CBA3aHHbIE C darinamu, KOTOpble 3aJaHbl B
CMUCKe HUXeE.

e YctaHoBuTe dnar Onoselsatbh TO/bKO O ceaytownx ¢pannax, Utobbl OTNPaBAATb
yBEJOMJIEHNS TONIbKO Ha COBbITUA, CBA3aHHble C paiamm, KOTopble 3aZaHbl B CMUCKE HUXKE.

Cnuckun pannoB 3agatoTcs B GopmaTe peryaspHbIX BblpaxkeHW .

Ecnv cnnckmn UCKNOUEHWI He 3ajaHbl, TO 6y,£l|yT OTNpPaB/ATLCA BCE ONOBELEHNA, BKIHOYEHHDbIE

Ha CTpaHunue KOHQ)MprauMH OﬂOBeueHl/IlZ.

MNapameTpbl onoBeLyeHWin 06 OBHOBAEHMAX PEMO3MTOPUSA HAaCTPaMBALOTCA Ha CTpPaHMLe
KOHUrypaLmm onoseLleHnin B nogpasgene Penosuropumid.

10.11.4.4. OTno)XeHHble 0OOHOB/IEHUA
Ha BKJlagKe OTnO)KeHHbIe OGHOBJ’IeHMiI Bbl MO>XXeTe OTZIOXKNTb pacnpOCTpaHeHme

OOHOBNEHWNM Ha CTaHLUWNM Ha onpeaeneHHbI cpok. OTI0XKEHHAs PEBU3MS CUMTAETCS
3aMOPOXEHHOWN.
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[laHHbIN GYHKLMOHAN MOXET NCMONb30BaThCA, €CIN HEOHXOANMO BPEMEHHO OTMEHUTb
pacrnpocTpaHeHne NocieAHen peBn3nmM NpoayKTa Ha BCe CTaHL MM aHTUBUPYCHOWN CeTw,
HanpumMep, Npu HeObXoAMMOCTU NpeaBapUTEIbHOMO TECTUPOBAHNS AaHHOW PEBU3NN Ha
OrpaHMYEeHHOM KO/IMYeCTBe CTaHLUNN.

| Vcnonb3oBaHWe 3aMOPO3KM PEBU3MIA NPY NMePeEXOse MeXAY MaxOoPHbIMU BEPCUAMU He
pekoMeHgayeTca. [Nocne oTMeHbl 3aMOPO3KM MOTYT BO3HMKaTb Npobaembl Npu 06HOBAEHNM
aHTmBuMpycHoro O Ha cTaHumax.

UT0o6bI UCNONb30BaTb PYHKLLMOHA/ OT/IOXKEHHbIX OGHOB/IEHUIA

1. [na npoaykTa, KOTOPbIN HEOH6XOAMMO 3aMOPO3UTb, HACTPONTE OT/IOXKEHHbIE OOHOB/IEHMA
Kak OMMCcaHO HUXe.

2. YTO6bl OTMEHUTb PacnNpPOCTPaHEHE NOCNeAHEN PEBU3NN, YCTAaHOBUTE B KaYeCTBe TeKYyLLEN
PEeBM3UN OHY U3 NpeablAyLLNX PeBU3NI Ha BKaagke CIUCOK PEBU3UIN.

3. [na rpynnbl CTaHUMI, Ha KOTOpble ByaeT pacnpoCTpPaHATLCA MOCNeAHAA PEBU3UA,
yctaHoBuTe ¢pnar Monyuatb nocneaHne o6HoBAEHUA B pa3gesie AHTUBUPYCHasA ceTb —
OrpaHunyeHvie 06HOBNEHUI pabounx cTaHUMIA. Ha ocTanbHble cTaHuumn byaet
pPacnpoCTPaHATbLCA PEBU3NA, KOTOPYHO Bbl OTMETU/IM B KayecTBe TeKyLLeln Ha Lware 2.

4. Cnepyrowas 3arpyxeHHas ¢ BCO peBun3us, kotopas yA0BAETBOPAET YCAOBUAM OMNLUN
OTN10)XUTb O6HOB/IEHMA TOJIbKO c/eaylownx ¢painos, HyseT 3aMOpPOXKeHa 1 OTIOXKeHa
Ha CpOK, BbiIbpaHHbIY B cnucke Bpems 3aaep>kkn o6HOBAEHUA.

UT06bI HACTPOUTHL OT/I0XKEHHbIE O6HOB/IEHUS

1. YctaHoBUTe Gniar OTNOXKUTb O6HOBAEHUSA, UTOObI BpeMEHHO OTMEHUTb 3arpy3ky
0BOHOBNEHWNI A@HHOTO NPOAYKTa, NoayyaemMblx ¢ cepeepos BCO.

2. B BbiMajgatolemM Crimcke BpeMﬂ 3aAepPXKKu o6HOBNEHUIA Bbl6epMTe BpeEMA, Ha KOTOpOe

OTKJIaAblBaeTCA 3arpyska O6HOBNIEHWNI, HAUMHAA C MOMEHTA UX noJsyyeHmnAa C CepBepoB
BCO.

3. Mpwn HeobxoanMoCTK ycTaHOBMUTE dar OTAO0XKUTb O6GHOBIEHUSA TOJILKO C/IeAY oL X
¢ainnoB, UToHbI OTIOXKMTL pacnpocTpaHeHne 0OHOBAEHNI, coaepKalLmx danbl, KOTOpbIe
COOTBETCTBYIOT MackaM, 3aZlaHHbIM B cnncke Huxke. CNMcok Macok 3agaeTca B popmare
perynsipHbIX BblpaXKeHW.

Ecav dnar He yctaHoBAEeH, ByayT 3aMOpo>KeHbl Bce 06HOBNeHMA, npuxoaaLlume ¢ BCO.

YT06bI CHATH 3aMOPO3KY

e Ha Bknagke Cnncok pesusuii Haxmute (¥ BbINONHUTL HeMeANeHHO, UTOBbI CHATH
3aMOpPO3Ky NPOAYKTa 1 BKAKOUNTb JAaHHYHO PEBU3MIO B CMUCOK PEBU3NN C
pacnpoCTpaHeHMEM Ha CTaHUMK No obuen npoLeaype.

e Ha BKnazke Cnncok peBusmii Haxmnte % OTMeHNTL 06HOBAGHUE, UTOGbI CHATL 3aMOPO3KY
NPoAyKTa 1 3anpeTuTb JaHHY0 peBum3uto. MNpouecc nonyveHns obHoBaeHnn ¢ BCO byaet
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BOCCTaHOBJ/IEH. Pa3aMOpoXeHHasn peBu3ns byseT yaaneHa 13 cnvcka pesusunii npoaykta. Mpu
npuxoge cneAyroLein peBn3nm, pasmopoXKeHHas PeBN3nA byaeT Taioke yaaneHa ¢ ancka.

e o ncTeueHUN BpeMeHH, 3alaHHOM B crivcke Bpems 3agepikkm o6HOBAEHUI, peBM3MA
OyseT aBTOMaTUYeCKM Pa3MOpPOXKeHa 1 BKJIOUEHa B CMUCOK PeBM3UI C pacnpoCcTpaHeHnem

Ha CTaHLMM No obLier npoLesype.

YnpaBaeHve 3aMOPOXEHHbIMU PEBU3NAMU AN BCEX MPOAYKTOB OCYLLECTBASETCS B pasjene
O1noxeHHble 06HOBEHWS.

10.11.5. Coaepxmumoe penosntopus

Pa3aen CopepXkxmmoe penosntopus No3BoaseT MPOCMaTpmMBaTh M yNpaBaaTh TEKYLLUMM
COZEP>XKMMbIM PENO3MTOPUA Ha YPOBHE KaTasioroB U GpanaoB peno3nTopus.

[naBHOe OKHO pa3gena CoaeprXxumoe peno3uTopus COAEPXKNT Nepapxmnyeckoe epeso
COZEP>XKMMOTO PEMNO3NTOPUS, OTPaxKatoLlee BCe KaTanoru 1 Gaiabl B TEKyLLEN BepCUin
Peno3nTopms Co CMUCKOM BCEX UMEROLLIMXCS PEBU3UNIA KaXAOro NpoayKTa.

MpocmoTp nHpopmaumm o peno3nTopum

YTobbl NpocMoTpeTb MHPOpMaumnto 06 obbekTax peno3nTopus, B Mepapxmnyeckom agepese
COAEPXXMMOTrO peno3ntopmsa BolbepuTte 06bekT. OTKpOEeTCs NaHe b CBOMCTB CO C/eAytoLLen
NHbopMaLmen:

e B nogpaszene BoibpaHHble 06beKTbI NpuBeseHa NogpobHasa nHbopmauma o6 obbekTe,
BbIOpaHHOM B AepeBe COAepPXNMOro penosutopua: Tun, Pasmep (TONbKO AN OTAENbHbIX
dannos), Aara co3paHusa 1 [lata usmeHeHus.

e B nogpaszene CocrosHMe peno3utopusa npueeseHa obwasa nHpopmaumsa 060 Bcex
obbeKkTax peno3nTopus: TeKYLLMIM CMMCOK OOBEKTOB M AaTa UX NocaesHero o6HOBAEHUS.

YnpaBneHue peno3sntopmem

[ns ynpaBneHNsa COAePXUMbIM PENO3UTOPUSA UCMOb3YNTe Clesytolime KHOMKN Ha NaHenu
WHCTPYMEHTOB:

@3KCI’IO TMPOBATb Gal/ibl PENO3UTOPUA B aPXUB

@ MMHOQTMQOBaTb apxue C gpa|7u1a|v||/| PENO3NTOPUNA,

# ypanute BbI6paHHble 06BEKTbI — YaNUTh 06bEKTbI, BbIGPAHHbIE B 4€PEBE COAEPXKMUMOTO
peno3nTopus, 6e3 BO3MOXHOCTA BOCCTaHOB/IEHMS.
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JKCMNOpT peno3uTopus

UT06b1 COXpaHUTb ¢aii/ibl peno3nTopus B Zip-apXuB

e /1151 COXpAaHEHWNs B apXvB BCETO PEMO3UTOPHS LENMKOM HaxmuTe kHorky &
SkcnopTupoBaThb ¢aiiibl peno3utopus B apxus — Bce coaepxumoe penosurtopus Ha
naHenn MHCTpyMeHTOB. MNpu 3ToM ByaeT 3KCMOPTUPOBaH BECb PEMO3UTOPUNA, BHE
3aBMCMMOCTM OT TOTO, KaKo 06bEKT BbIOpaH B MepapxmyeckoM Aepese.

e /17151 COXpAaHEHWNs B apX1B TOLKO MOCAEAHUX PEBU3MIA BCEX MPOAYKTOB, HaxmuTe kHorky &
SkcnopTtupoBathb ¢aitsibl peno3utopus B apxme — MocneagHre peBr3nmn Bcex NPOAYKTOB
Ha naHean MHCTPYMEHTOB.

e [Ins coxpaHeHUs B apx1B BCeX KOHPUTypaLMOHHbIX GpanioB peno3nTopus, HaXkMmTe KHOMKY
5 3kcnopTnpoBath aiinbl penosutopus B apxue — KoHdurypaumouHsie daiinbl Ha
naHenn MHCTPYMeHTOB. Mpu 3ToM ByayT 3KCNOPTUpPOBaHbI BCce daiibl, PaCcnoNOXEHHbIE B
KOPHEBOM KaTaJsiore perno3mTopus 1 BCeX NPOAyKTOB.

e [Ina cOXpaHeHNA B apxmB OTAeNbHbIX 0HBEKTOB peno3nTopms BoibepuTe 1X B
nepapxmyeckom gepese, ncnonbsysa knasuwm CTRL nam SHIFT, n HaxmuTe KHonKy@
SkcnoptupoBaTthb ¢aiisibl peno3uTopusa B apxmB — BbibpaHHble 06beKTbl Ha NaHenu
WHCTPYMEHTOB.

ilf Mpu 60nbWOM 06beMe AaHHbIX BpeMs 3KCMopTa MOXET MNPEeBbICUTL MPOAO0IKUTENLHOCTL
ceccun. Ecav Bpemsa ceccum ncTeyeT 40 3aBepLUeHns 3KCnopTa, NpoLecc akcnopTa byaet
3aBeplUeH aBTOMaTUYECKN 1 apXMB C JaHHbIMW dKCNOopTa He byaeT cGopMMpPOBaH.

Mpwn 3kcnopTe 06bEKTOB peno3mTopus obpaTuTe BHUMaHWE Ha OCHOBHbIE TUMbI
3KCNOPTUPYEMbIX OO BEKTOB:

a) Zip-apx1Bbl NPOAYKTOB peno3ntopus. Takme apxmBbl COAepKaT OANH U3 CAeAyHOLWMX TUMOB
06BEKTOB PENO3UTOPUS:
e Becb peno3nTopuii LLeanKom.
e Becb NpoAyKT LLENKOM.
e BcsA otaenbHas peBm3ns NpoaykTa LeankKoM.

ApxuBbl, NONYYEHHbIE NMPU IKCMOPTE JaHHbIX O6BEKTOB, MOTYT ObITb UMOOPTUPOBAHbI
yepes pa3gen Copgeprxmmoe penosutTopms. HasBaHune Takux apxMBOB COAEPXUT nNpedurkc
repository .

b) Zip-apxuBbl OTAENbHbBIX GalnNOB PEMNO3NTOPUS.

ApxuBbI, NONyYEHHbIE NPY 3KCNOPTE OTAENbHbIX GalIoB 1 KaTaNoroB, HaXOAsALLMECH B
MepapxmnUeckoM JepeBe HUXe 0HBEKTOB U3 M. A), He NOANEXAT MMMNOPTY Yepe3 pa3aen
Copeprxumoe penosutopusa. HazBaHune Takux apxnBOB BKItOYaeT npedukc files .

Takve apxunBbl MOTYT MCMONb30BaTbCA B KaUeCcTBe pe3epBHbIX KONWI GaiioB ANs pyyYHOM
3ameHbl. O4HaKo, He PeKOMeHAYEeTCs OCYLLeCTBAATb 3aMeHy daliioB peno3ntTopus
BPYYHYHO, B 06x04 pa3gena Coaep>kumoe penosmTopus.
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WUmnopT peno3surtopus

UT06b1 3arpy3utb ¢paiiibl penosnTopus uUs zip-apxmsa

1. Haxxmute KHOMKyY £ MmnoptupoBaTtb apxumB ¢ pansiaMy peno3nToOpuUAa Ha NaHenn
WHCTPYMEHTOB.

2. B oTkpbiBLIEMCA OKHe B pa3zene Bbibop ¢paiina c noMoLLbHO KHOMKM E BblbepuTe zip-
apxuB ¢ Garnamu penosnTopums.

VIMnopTnpoBaTb MOXHO TONbKO Zip-apX1Bbl, MOJYyYeHHbIe MPU 3KCNOPTE OJHOrO U3
CNesyroLLmMX TMNOB 06beKTOB peno3nTopus:

e Becb peno3nTopuii LLenKOM.

e BeCb NpOAYKT LLeNNKOM.

e Bca oTaenbHana pesBnsna npoaykra LesiMKoMm.

HasBaHue Takmx apx1MBOB NP 3KCMOPTE COAEPXUT NpeduKkec repository .
3. B paszene Hactpoiiku umnopTa 3ajavite cnegytolime napameTpsbil:

¢ Tonbko f06aBUTbL OTCYTCTBYIOLLUE PEBU3UN — B JAHHOM pPexXunmMe MMnopTa
OCYyLLEeCTBASETCA TONbKO AODOaBAEHME TEX PEBU3NIN PEMO3UTOPUS, KOTOPbIE OTCYTCTBYHOT B
TekyLLen Bepcnun. OcTanbHble PeBM3UN OCTAlOTC 63 N3MeHEeHUN.

¢ 3aMeHUTb BeCb Peno3uTopuii — B JaHHOM pexnmMe MMNopTa OCyLLEeCTBAAETCA NOHas
3aMeHa TeKyLLero peno3nTopus Ha UMMNOPTUPYEMbINA.

e YctaHoBuTe dnar MUmnoprupoBaTtb KOHPUrypaLMoHHble ¢paibl, YTOObI Npu MMNopTe
peno3nTopus Takke MMNOPTUPOBATb KOHPUIYPaLIMOHHbIE Galbl.

4. Haxmute kHornky UmnoptupoBatb A1 Hayana rnpotecca uMmnoprTa.

10.12. KOHTpPO/1Ib NPUNOIKEHN

Mpu nomoLm KoMNoHeHTa KOHTPOb MPUIOXKEHWI Bbl MOXETE PeryimpoBath, Kakue
NPUIOXEHNS, MOAY/IN, CKPUMTOBbIE NHTEPMPETATOPbI, ApariBepbl U MSI-nakeTbl paspeluats, a
Kakve — 3anpeLaTb 3anyckaTb Ha 3aWMLAEMbIX CTAHLMUAX aHTUBUPYCHOW CETU, HAa KOTOPbIX
yctaHoBsieH AreHT Dr.Web ans Windows.
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Cxema paboTbl KOHTpONA NPUIOXKEHUN NpUBeAeHa Aanee.
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OCHOBHbIe UHCTPYMEHTbI KOHTpOIIﬂ npuao>KeHuAa:

e [Ipoduan — CNUCKM NpaBua, ONpPeensoWwmX, Kakme n3 NPUIOKEHUA Ha CTaHLMAX MOTYT
6bITb 3anyLLeHbl, a Kakne — 3anpeLleHbl. [poduan co3garoTca agMUHNCTPATOPOM U
Ha3HayaTCA NONTUKAM, CTAHLUMAM 1 NOb30BaTENAM, B TOM YMCae rpynmnam CTaHUUnA u
nosb3oBatenen. Mpodunn onpesensatot pexnm pabotbl KOHTPOAA NPUIOXKEHUIA.

HacTpoiika npodunen ocyecTBaseTcs yepes AepeBo ceTh B pa3jene AHTUBUPYCHAA CeTb.

o CNUCKN NPUNOXKEHWNIA:

o AOBepeHHble npunaoXxKeHna — Cnncok npvmoerMFl, KOTOprI‘/'I COoCTaBadeTcd no
3aflaHHbIM NMpaBuiaM n CO6I/IpaeTCﬂ C Bbl6paHHbIX CTaHLI,I/Il\/’I no peweHno

agMuHucTpaTopa. Mpwu paboTe B pazpellatouieM pexkume 3anyck 3TUX NPUNOXKEHNA
6yzeT Bceraa paspelueH. KOHKpeTHbIE Tpynmbl JOBEPEHHbIX MPUAOXKEHWI BbIOMpPatOTCS B
HaCTpoWKax ANs Kaxaoro npoduas NHANBKAYaNbHO.

o CI'IQaBO‘-IHI/IK I'IQI/IﬂO)KeHI/II7I — CIMMCOK BCexX I'IpI/IJ'IO)KeHI/II\/’I, YCTaHOBJIEHHbIX Ha
3aliaeMblX CTaHUMAX. CI'IpaBOL-IHI/IK c|>opMV|pyeTc;| adBTOMaTn4eCKkn B q)OHOBOM pexnme
n He NoANeXxmT NSMEHEHUKD CO CTOPOHbI aAMNHNCTPATOpPAa.

HaCTp017||<a cnmnckos ﬂpVIﬂO)KeHVIl\;I OCyLLeCTBAAETCA Yepe3 pa3jen AAMVIHVICTPVIPOBaHVIe.

e CobbiTna KOHTPOAA NPUNOXKEHUN — MHOPMaLUA O COBbITUAX, 3aPUKCUPOBAHHbIX Ha
CTaHUMAX KOMNOHEHTOM KOHTPOAb NMPUAOXKEHWIA.

MpocmoTp cobbiTnit KOHTPOASA MPUNOXKEHMI OCYLLECTBAAETCA Yepe3 pa3jen AHTUBMpPYCHaA
ceTb — CraTncTUKAa.

OcHOBHbIe peXxuMmbl paboTbl KOHTpONA NpunoXKeHnN:

o PyHKYUOHAIbHbIU aHAIU3 — Habop NpeaycTaHOBAEHHbIX MPaBW, MO KOTOPbIM MPUIOXKEHNA
pa3speLuaroTca Uan 3anpeLuaroTca 4aA 3anycka B COOTBETCTBMU C BbIMOJHAEMbIMMU
byHKUMAMN.

e Paspewarowjuti pexxuM — NoApa3yMeBaeT, UTO Ha BCEX KOHTPOANPYEMbIX CTaHLIUAX
pa3peLuaeTcs 3anyck TONbKO NPUIOXEHUA 13 cnncka JLoBepeHHble NPUIOXKEHUA Y
NPUAOXEHWNIN, KOTOPble COOTBETCTBYHOT pa3peLlarolimM npasmaam. Bce octanbHble
NPUAOXEHN BNOKNPYHOTCA.

e 3anpewarowjuli pexxuM — NoApPa3yMeBaeT, UTO Ha BCEX KOHTPOANPYEMbIX CTaHLIMAX
3anpeLaeTcs 3anyck TONbKO TeX MPUIOXKEHUI, KOTOPble COOTBETCTBYHOT 3amnpeLLatoym
npaBuaam. Bce octanbHble NPUAOXEHNSA pa3peLLaroTCs.

l Pa3pe|.|.|a+ou.|,vu71 n 3ar1pe|.|.|,a+ou.|,w71 PEXUMbI MOTYT ObITb BK/IFOYEHbI WU OTK/IFOUEHbI Kak
BMeCTe, TaK M MO OTAE/IbHOCTW.

®yHKLWOHaNbHbIA aHann3 JoskeH 6biTb Bcerga BkatoveH. Ecam Bce npaBuna
bYHKLMOHaIbHOTO aHann3a OTKAHOUEHbI, KOHTPOJIb 3amycka NMPWIOXKEHWUI He NMPOU3BOAMNTCS.
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UT06b1 HacTpouTb KOHTpONbL NpunoXKeHU

1. Co3aaiTe HOBbLI NPOGUID.

2. HazHaubTe cTaHUMK, NO/b30BaTENEN W TPYNMbl, HA KOTOPbIX BYAYT pacnpoCTpaHATLCS
HaCTPOMKMN CO3JaHHOro npodus.

3. 3ajanTe HacTPOMKKU NpoduaA.

ilf Hactpoliky paboTbl npodwunein pekoMeHayeTcs NPOU3BOAUTL B TECTOBOM peEXUME.

10.12.1. TecTOBbBIN peXxxMm

Ytobbl yoeanTbca B paboToCnoCOHHOCTN HACTPOEHHOro NPOPUAA AN NPaBUaa, MOXHO
MCNOAb30BaTb MeCMo8bIl pexxumM, B KOTOPOM MPOUCXOANT MMuTauma paboTel KoHTpons
NPUNOXEHUI. B 3TOM pexxnme npuaoxeHns GakTnyeckn He 610KMPYHOTCA, HO 3aMoNHAETCS
XypHan aktnBHOCTU (cM. Cobbitna KOHTpOAa NpuaoxXeHunin) — kak eciv 6ol npoduab nan
npaBuao paboTtann o6bIUHBIM 06pa3oM. TeCToBbIV pPexXnM yaobeH ans yaoH6HOM HaCTPOMKM
KOHTpOAS NPUAOXEHUI afMUHUCTPATOPOM NpPU pa3BepTbIBaHWUM CETU MPEeANPUATUA.

YT06bI BIJIFOUUTb TECTOBbIN PEXUM ANA npoduns

1. B pa3gene Obuwme csoncts npoduns yctaHosute dnar Bkarountb npodpunb, UtobbI
HayaTb MCMNONb30BaTb 3TOT NPOdUAbL (MO YMONAYAHUIO BbIK/IHOUEH).

2. YcraHoBute dnar MNepeBecty npodpunnb B r/106anbHbIN TECTOBDIV PeXXUM.

3. Haxxmunte CoxpaHuUTb.

B TecToBOM pexxume cooTBeTcTBYHOWMIA Npoduab B rpynne Profiles B zepese aHTUBMpPYCHOM
ceTn 6yaeT MMeTb 3HauoK 2. Ha cTaHLmAX, KOTOpbIM Ha3HaueH Takoi Npodub, 3anyckaemble
NpUNOXeHUs He ByayT 6N10KMPOBaTLCA MO 3aZaHHbIM B Npoduie Kputepusam
GYHKLMOHaNbHOrO aHaAn3a, paspeLlaroLLM AKX 3anpeLLaroLwmmM npasuiam. Bmecto atoro
byaeT cobmpatbCs CTaTUCTMKa B pa3sene AHTUBUPYCHasA ceTb — Cratuctuka — CobbiTua
KoHTponsa npunoXkeHuid. B faHHOM XypHane oTobpaxaeTcs nogpobHas nHpopmaums no
Ka>XKZOMY 3anyckaeMoMy MPUIOXKEHUIO, MPOaHain3npPOoOBaB KOTOPYH, MOXHO M3MEHUTb
HaCTPOMKM NPodMAR NOJ CBOU HYXKAbI.

Mocne TOro Kak Bbl ybeamTech, Uto TeCTUpyembliin Npoduab paboTaeT Kak HYy>KHO, He06XoANMO
nepeBecTy ero U3 TeCTOBOrO pPeXmnma B akTUBHbIV PEXUM pPaboTbl. AKTUBHbIA Npoduib nmeet
3Hayvok 2 B rpynne Profiles B nepese aHTnBMpycHON ceTu.

YT06bI OTI/IFOUUTDL TECTOBDbIN PEXUM ANA npoduns

1. B pa3gene Obwme csoncts npoduns cHumuTe daar NMepeBectn npodpunb B rnobasbHbin
TEeCTOBbIA PEXUM.

2. Haxxmunte CoxpaHuUTb.
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TecToBbIV PEXMM TakKe MOXHO MCMO/b30BaTh A5 NPOBEPKM PaboTbl OTAENbHbIX
paspeLuatowmx 1 3anpeLuaroLmx npasua B npodue, 6e3 nepesosa B TECTOBbIA PEXUM
npopuNA LLeNNKOM.

UT06bI BKIIOUUTb TECTOBDIV PEXXUM /Il pa3peLuatoL,ero Uim sanpelyaroLero npasuaa B
cocraBe npoduns

1. B pa3gene Paspeluarowime npaBuna 1a1 3anpelyatowme npaBuaa CBOVCTB Nnpoduns
BblbepuTe CO34aHHOE NpaBunIo, paboTy KOTOPOro Bbl XOTUTE MPOTECTUPOBATb.

2. B oTKpbIBWINXCA HacTpoOliKax NpasBmaa yctaHoBuTe dnarv Bkarountb npaBuno v
MepeBecTn NpaBuIO B TECTOBBIA PEXXUM.

3. Haxxmunte CoxpaHUTb.

B 3TOM pexunme 3anyckaemble Ha CTaHUMAX NporpaMmbl 6ydym 610kuposamecs, OqHaKo
TO/IbKO COM1aCHO KpUTEPUAM OYHKLMOHANbHOTO aHaan3a 1 TeM npaBuaam, KoTopble He Bblan
nepeBeseHbl B TECTOBbIA pexuMm. Paspeluatollme v 3anpeLlatoLime npasuia B TECTOBOM
pexxrnmMme paboTatoT aHaNI0rMUYHO NPOPUAAM B 3TOM PeXMME: UX HACTPOMKN He BAMALOT Ha

6/10KMPOBKY MPOrpamMM, HO pe3ybTaT KaXKAoro cpabaTtbiBaHWsA 3anmnCbIBAETCA B XXypHas
aKTMBHOCTM B pa3gesie CobbiTua KoHTpons npuaoXXeHni.

| B oTanuve oT TecToBOro pexxkuma npodueir, Haanuve NpaBui B TECTOBOM PEXUME HUKaK He
OTpaXkaeTcs Ha 3Hauke 3a4eliCTBOBaHHOro Npoduns B AepeBe aHTUBUPYCHOW CeTu.
AKTVBHBI MPOGWIL C MPaBUIaMU B TECTOBOM pexxiMe GyaeT nmeTb 3Hauok E .

Korga Bbl y6eantech B JOKHON paboTe TeCTUPYEMOro nNpaBmaa, HEO6X0AMMO NepeBecTy ero
13 TECTOBOTO pexunMa B akTUBHbIV pexum paboTbl.

UT06bI OTK/IOUNTL TECTOBBIN PEXXUM AJ/1A pa3peLualolLero Uan 3anpeLlaroLLero npasuia B
cocraBe npoduns

1. B pa3gene Paspeluarowme npaBuna 1a1 3anpelyatowme npaBuaa CBOVCTB Npoduns
BblbepuTe TeCTMpyemoe npasuo.

2. B OTKpbIBLIMXCA HacTporkax cHMMuTe dnar MepeBecTy NpaBUIO B TECTOBbIN PEXXUM.

3. Haxmunte CoxpaHuUTb.

10.12.2. loBepeHHbIe NPUIOXKEHNS

YnpaBneHue fOBepPeHHbIMU NPUJIOXKEHUAMMU

Ipynna dosepeHHbIx npuaoxeHul (M 6enbii CIMCOK NPUNOXKEHWNI) NpeacTaBaseT cObom
CMUCOK NPUNOXEHWNIN, COBPaHHbIX MO 3a4aHHbIM KpUTEPUAM C BbIOPAHHOW CTaHLUW UK
rpynnbl CTAHUURA. DTU NPUIOXKEHNS ByayT pa3peLleHbl ANs 3anycka Ha CTaHUMAX

PyKkoBOACTBO aAMAHUCT paTopa

342



g
),
A

@

Inaea 10: Hactpoiika CepBepa Dr.Web

aHTUBMPYCHOW CETH, A1 KOTOPbIX OHU AobaBneHbl B Npoduab koMnoHeHTa KoHTpoab
NpuAoOXeHNN Npu paboTe B paspeluatollemM pexmnme.

C6op nHdpopmaumm ans GopMUpPOBaHUA FPYMNMbl JOBEPEHHbIX MPUIOXEHUN ABASETCA
pecypcoeMKkmMM NpoLLeccoM, KOTOPbIA, B 3aBUCMMOCTUN OT 3aZlaHHbIX KPUTEPUEB, MOXET
CYLLECTBEHHO MOBANATL Ha HBbICTPOAENCTBME 3a4eCTBOBAHHOIO KOMMbtoTepa. [na cCHUXeHus
Harpy3ku Ha CTaHLMW aHTUBUPYCHON ceTn cbop nHbOopMaL MK ClesyeT OCyLLeCTBAATb Ha
OAHOM UMW HECKOIbKUX 3MA/IOHHbIX CMAHYUSX — KOMIMbOTepax, CheLnanbHO BbIGpaHHbIX Ans
3TOM 3agauun. lgeanbHbIM KaHANAATOM AJ/is 3TOW POU SABASETCA KOMMbIOTEP CO
CBEXeYCTaHOBNEHHOW OonepaLMoHHON CUCTEMOW, NOCIeAHUMWN OBHOBAEHUSMU U BCEM
HeobxoanmbiM ana paboTel MMO.

Ana ynpaBneHuns goBepeHHbIMU npunoxeHmnamum Ha Cepeepax Dr.\Web, cobupatowumx
nHPopMmaLmio, Nneperiante B pasges AAMUHUCTpUpoBaHue — KOoHTpo b NnpuaoXxeHun —
[ oBepeHHble NPUIoKEHNA.

Ta6nmua pa3aena coaep>XXnT CrMCOK BCEX aKTyaNbHbIX Tpynn 4OBEPEHHbIX I'Ipl/lflO)KGHVIVI.

Ha naHenwu UHCTPYMEHTOB AOCTYNHbI c/iegyrouine KHOMNMKU ynpaBJieHuA:

+ COBAaTb rpynny AoBepeHHbIX npmnoermﬁ

~u o
&’ [lepe3anyCcinTb CO34aHue rpynnbl AOBEPEHHbIX MPUAOXEHWNW

-m yg.aﬂI/ITb rpynny A0BeEPEHHbIX ﬂpl/lﬂO)KGHI/IIZ

UTo6bI CO3a4aTh HOBYHO FpynMny AOBEePEeHHbIX NPUI0XKEHUN

1. B pa3gene [,oBepeHHbIe NPUNOKEHUA HAXMUTE Ha MaHeNN NHCTPYMEHTOB KHorKy
Cospatb rpynny f0BepeHHbIX NPUJIOXKEHU.

2. B okHe O6wme 3a4aliTe CieytoLLie HacTPOWKM:
e Ha3sBaHue rpynnbl — Ha3BaHWe CO34aBaeMOW rpynbl JOBEPEHHbIX MPUAOXEHUNA.
e OnucaHue — Heobs3aTeNlbHOE NPOM3BOJIbLHOE ONNCaHWE CO34aBaeMoOn rpynnebl.
Haxxmute kHonky Manee.

3. B okHe MapameTpbl ao6aBneHUA NPUIOIKEHUI B AOBEPEHHbIe 33/aiiTe HaCTPOMKY,
COrNIacHO KOTOPbIM MPUIOXKEHNA Ha CTaHUMAX ByayT A06aBAATLCA B CO34aBaeMyto rpynmny
L OBEPEHHbIX MPUIOXKEHNI (LONXKHO 6bITb BbIOpaHO XOTA Hbl MO OAHOW HAaCTPOMKe B
Ka>kKl0M U3 KaTeropui):

YctaHoBuWTe daar YCTaHOBUTb HU3KUIA MPUOPUTET ANA Npolecca cbopa uHpopmaumm,
ecan cbop MHPopmaumnm aAns co3zaBaeMoin rpynnbl JOBEPEHHBIX MPUNOXKEHUA ByaeT
MPOBOAMTLCA Ha CTAaHLUMMW, YbM CUCTEMHbIE PeCypChbl HEAOMYCTMMO MOJHOCTbIO 3aHMMaTb
3TOW 3ajauen.

BkntoueHve AaHHOrO napameTpa MOMOXET C3KOHOMUTb PECYPChbl KOMMbIOTEPA,
3aTpaumBaeMble Ha c6op MHPOPMaLWK, OLHAKO MPU STOM MOXKET 3HAUUTESIbHO YBENNUNTLCS
NPOAOIKMTENBHOCTb BbIMOJIHEHWS 3TON OnepaLum.

PyKkoBOACTBO aAMAHUCT paTopa
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e O6nacTb noncka — yctaHoBUTe dnaru Ans Tex obnacrer, No KOTopbimM byaeT
NPOU3BOANTLCA COOP MHPOPMALIMM O MPUTOXKEHUSX.

ﬂ,}'lﬂ onuun Uckatb no 3alaHHbIM NYTAM MOXETE 3a4dTb HECKO/IbKO I'IyTeVI AnAa nouncka

° I'IpVIJ'IO)KeHVIVI. |/|CI'IOJ'Ib3yVITe ; B Ka4yecTtBe pasgenmtend.

e Tun po6aBasembIx xewwe — ycTaHOBUTE Gaarun Ans Tex 06beKTOB, XeLn KOTopbIX byayT
3anmncbiBaTbCA B CO34aBaeMyHo rpynny AOBEPEHHbIX MPUIOXKEHUN.

e Kateropuu ¢aiinoB — yctaHoBuTe dnarun ana tex GalinoBs, KOTopble ByayT yunTbIBaTHCA
npw nowcke.

Haxxmute kHonky Manee.

B nepeBe ceTn BbibepuTe CTaHLMW M TPYNMbl CTaHLMWA, Ha KOTOPbIX ByAeT OCyLLecTBAATLCA
cbop MHbOPMaLMKM O NPUIOXKEHNAX A9 BKIKOUEHWNA X B CMTUCOK JOBEPEHHbIX. a4
BbiGOpa HECKONIbKMUX FPYMNM U CTaHLUMK ncnonb3dymte kHonku CTRL n SHIFT.

YctaHoBuTe dnar He yuntbiBaThb B/10)KEHHbIe Fpynnbl, 4To6bI cobmpaTb nHGopmaymo no
CTaHUMAM TONbKO B BblbpaHHOM rpynne. Ecam ¢nar cHAT, cobnpaeTca nHpopmaums co
BCEX CTaHLMI B BbIOpaHHOW rpynnbl U ee noarpynnax.

Haxxmute kHonky CoxpaHUTb.

HauHeTca cbop MHPopMaLmm o NPUIOXKEHUAX Ha CTAHLUMAX COMNacHO 3aiaHHbIM
HacTporikam. Mpouecc MOXeT 3aHATb NPOAOIKNTENbHOE BPEMS.

NHbopmMaLmio 0 COCTOAHUN N OBHOBAEHWUW TPYMMbl AJOBEPEHHbIX MPUIOXKEHWNN Bbl MOXETE
NOCMOTpeTh:

e B OCHOBHOW Tabauue paszena [LoBepeHHble NPUI0XKEHUS,

e B JONOJIHUTE/IbHOW MHGOPMaLMK O Fpynne, KOTopasi OTKPbIBAETCA MPY HaXaTuu Ha
CTPOKY, COOTBETCTBYHOLLYIO Fpyrnmne B OCHOBHOW Tabaunue pa3gena [loBepeHHble
NPUNOXKEHUA.

| NHdopmaums o npunoxkeHnsx cobrpaeTcs B paMkax TekyLllero ceaHca paboTbl Ha

& 3a/eiCcTBOBaHHOM cTaHumn. Ecam cbop MHbOpMaLmMM He 3aKOHUUICS, HO CTaHUms 6blna
BbIK/IFOYEHA WK NMepesarpy>eHa, Nocae BKIOUEHUS Oonepauvs HauHeTcs 3aHOBO. YacTnuHo
cobpaHHble JaHHble O MPUNOXKEHMAX HE COXPAHSAOTCA.

UT06b1 3anycTUTL O6HOBJIEHME FPYNIbl 40BEPEeHHbIX MPUIOXKEHUN

B pasaene AOBGPEHHbIe npuno>KeHuAa B Ta6nv||.|,e pa3aena yctraHOBUTE cl)narm AnAa rpynn,
KOTOPpbI€ Bbl XOTUTE 06bHOBUTb.

u
2. HaxmuTe Ha NnaHenn MHCTPYMEHTOB KHOMKY & Mepe3anycTutb co3paHue rpynnbl
AOBEPEeHHbIX MPUIOXKEHUA.

UTo6bI yaanutb rpynny AoBepPeHHbIX NPUI0XKEHUN

B paszene [loBepeHHble NPUAOXKeHUA B TabaunLe pasgena yctaHoBuTe Gaarv ans rpynn,
KOTOpble Bbl XOTUTE YAaNTb.

PyKkoBOACTBO aAMAHUCT paTopa
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2. HaxmuTe Ha naHenun uHctpymenTos kHonky Wl Yaanuts rpynny aoBepeHHbIx
NPWUIOXKEHUA.

3. MpunoxeHusa faHHOW rpynMbl OYAYT yAaneHbl U3 CNUCKA pa3peLleHHbIX A0S 3anycka Ha
CTaHUMAX 1 cOOp NPUNOXKEHUIA A8 CUCKA JOBEPEHHbIX MO KPUTEPUAM JaHHOW rpynnbl
6yaeT OCTaHOBAEH.

| HeBO3MOXHO yAanuTb rpynny JOBePeHHbIX MPUIOXEHW, Ha3HaUEHHYO Ha Npoduan
KoHTpoas npuno>keHui.

Mpwv yaaneHum rpynn JOBePEHHbIX MPUIOXKEHWIA CO34aeTCs HOBas PEBU3NS B PEMO3UTOPUM
4na npoaykta loBepeHHble NPUIOXKEHUA 1 pacnpocTpaHaeTca Ha coceAHne CepBepbl
Dr.Web. MNpu 3TomM MoXeT H6bITb HapyLleHa paboTta npodunen KoHTpONA NPpUAOXKEHWH, Ans
KOTOPbIX 3Ta rpynna Ha3HayeHa Ha coceaHmx Cepsepax Dr.Web.

UT06b1 yAaNUTb MHGOPMAaLUIO O MPUIOXKEHUAX Ha KOHKPETHOM CTaHLUM U3 Fpynnbl
AOBEPEHHbIX NPUN0XKEHUN

B pa3zene [loBepeHHble NPUIOXKEHUA B TabanLe passena HaXXMUTe Ha CTPOKY C rpynnown
NPUNOXKEHWNI, N3 KOTOPOW Bbl XOTUTE YAANNTb MHPOPMALIMIO O MPUNOXKEHUAX Ha CTaHLMUN.

2. B oTkpbIBLWIEMCS OKHe B TabauLe CTaHLMI ycTaHOBUTE daaru Ans Tex CTaHuui,
MHPOPMaLMIO O MPUNOXKEHNAX Ha KOTOPbIX Bbl XOTUTE YAANNTD.

3. HaxmuTe Ha naHenun NHCTPYMEHTOB KHOI'IKym Yp,anvn'b Bbl6paHHble CTaHUUN.

@ Mpu yAaneHun Bcex CTaHLuMiA cama rpynna foBepeHHbIX MPUIOXEHWA ByaeT yaaneHa.

Peno3utopui goBepeHHbIX MPUJI0XKEeHUMN

| Mpu HacTpolike paspeLuatollero pexuma ans npoduns KoHTpons NpUIoKeHW rpynmbl
[LOBEPEHHBIX MPUNOXKEHWIA BbIOBUPAOTCA U3 CMMcKa rpynm, ZOCTYMHbIX B PEMNO3UTOPUM AN

npoaykta JloBepeHHble NPUI0XKEHUS.

Ecnv B Balen aHTUBUPYCHOM CeTU UCNoNb3yeTcs Heckonbko CepeepoB Dr.Web,
06beANHEHHbIX MeXCepBEPHOWN CBA3bIO, AN obneryeHua cbopa nHdopmaumm
npesoCTaBAAeTCA BO3MOXHOCTb pacnpeseneHmns Harpyskm mexay Bawmmn Cepsepamu
Dr.Web cneaytowmm obpasom:

e Ha oaHom n3 CepsepoB Dr.Web agmuHuctpatop cobupaet mHGopmaLmio € 3amaeMblix
ctaHumin. lhdopmaumsa aBTomaTnyecku pasmelaetcs B penosntopum Cepsepa Dr.Web B

npoaykte /LoBepeHHble NPUI0XKEHUA 1 COrNacHO 3aaHHbIM HacTPONKaM
pacrnpocTpaHAeTCa Mo MeXCepPBEPHOM CBA3M.

PyKkoBOACTBO aAMAHUCT paTopa
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NHdopmauma o foBepeHHbIX MPUIOXKEHNAX MOXET cobnpaTbca Ha Heckonbknx Cepeepax
Dr.Web cetn, Ho cermeHTbl ceTn, obcnyxxmBaemble 3Tumu Cepeepamu Dr.Web, gonxHbl 6biTb
M30NMpPOBaHbI APYr OT Apyra.

e OctanbHble CepBepbl Dr.Web nonyuator o6HOBAEHWE NpoayKkTa [LoBepeHHble NPUIoXKeHNs

MO MeXCepBEePHOW CBA3M COrNacHO 3a/aHHblM HacTpoikam. HactpavnsaTb cbop
nHGOpMaL MM NO JOBEPEHHBIM NPUAOXKEHNAM Ha 3Tux Cepepax Dr.Web Het
HeobX0AMMOCTM, MOCKO/IbKY B PEMO3UTOPMM ByayT pa3MeLlaTbCs PEBU3MM NMPOAYKTa,
nonyuyeHHble oT coceaHero Cepsepa Dr.Web.

| Mpoaykt [loBepeHHble NpunoXeHusa He obHosasetca ¢ BCO. PacnpoctpaHeHue 3toro
: npoJAyKra BO3MOXHO TONbKO Mexay coceaHummn Cepsepamm Dr.Web no mexxcepBepHoli
CBA3W.

Mepepn Havanom cbopa [JoBepeHHbIX NpUAoXeHUn onpeaennte, kakme ns Cepsepos Dr.Web
6yayT cobupatb MHPOpMaLMIO N oTNpaBaaTb ee coceaHnm Cepepam Dr.Web, a kakne —
noJsiyyaTb ee No MexXcepBepHOM CBA3W. B 3aBMCMMOCTM OT 3TOro Ha kaxxgom 13 CepepoB
Dr.Web Heobxoa1MM0o Npomn3BeCT! COOTBETCTBYHOLLME HACTPOMKN.

UT06b1 HacTpouTb CepBepbl Dr.Web, cobupatowme u otnpaBasiowue AoBepeHHble
NPUIOKEHNs

1.
2.

OtkpowTe pa3gen AGMUHUCTPUPOBaHUE.

Mepengunte B pa3gene [letanbHaa KOHGUrypaumsa penosmropusa — JloBepeHHble
NPUNOXKEHUA.

Ha Bki1agke CMHXpoHM3auma cHUMnTe Gaar 3anpeTutb nepesavy o6HoBEHUN coceHUM
CepBepam Dr.Web v yctaHoBUTe dnar 3anpeTutb nonyueHne o6HOBIEHUN OT cOCeaHUX
CepBepoB Dr.Web.

Haxmute CoxpaHUTb.

MNepenante B pa3gen AaMmuHuctpupoBaHue — KoHTponb npunoxkeHn — [loBepeHHble
NPUIOXKEHUSA N HacTponTe cOop AOBEPEHHbIX MPUNOXKEHMN, KAK ONMMUCAHO HIXKE.

HoBas peBu3una npoaykta [loBepeHHble NPUI0XKEHUA 3aNNCbiBAeTCA B PENO3NTOpUM
nocse noayyeHus MHGoOpPMaLMm OTO BCEX CTaHLMI, yKa3aHHbIX B HAacTpokkax no cbopy
rpynnbl JOBEPEHHbIX MPUIOXEHMN. [Tocne 3anncK peBmn3nmn NPoayKTa B peno3nTopun, oHa
pacrnpocTpaHAeTCa No MexXcepBepHOU CBA3M Ha coceaHune Cepaepbl DrWeb.

Ur06b1 HacTpoutb CepBepbl Dr.Web, nonyuarouine goBepeHHble NPUIOKEHNS

. OTkpoinTe pa3aen AGMUHUCTPUpPOBaHMe.

MepenaunTte B pa3gene [letanbHaa KOHGUrypaumsa penosuropusa — JloBepeHHble
NPUNOXKEHUA.

Ha Bkiagke CUHXpOHM3aLuMa CHUMUTE ¢ar 3anpeTUTb NosyuyeHne o6HOBAEHUIA OT
coceaHux CepsepoB Dr.Web.

PyKkoBOACTBO aAMAHUCT paTopa
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Ecnn Cepeep Dr.Web gonxeH nepesatb npoaykT J,oBepeHHble NPUIoXKEHNs ApYrim
Cepsepam Dr.Web no mexcepBepHOW CBs3M, Takke CHUMUTE Gar 3anpeTuTtb nepeaavy
obHoBneHuit cocegHum CepBepam Dr.Web.

4. Haxmute CoxpaHUTb.

10.12.3. CnpaBOYHUK NPUIOXKEHUMN

[ns npocMoTpa CnpaBOYHMKA NPUNOXKEHUI NepernTe B pa3ses AGMUHUCTPUPOBaHMe —
KoHTponb npunoxxeHnini — CnpaBoUYHUK NPUIOXKEHWIA.

CnpaBOYHWK NPUNOXKEHNI COAEPXKUT MHGOPMALNIO O MPUNOXKEHMAX, YCTAHOBAEHHbIX Ha
3awmaemblx ctaHumsax nog OC Windows, nogxntoueHHbix kK Cepsepy Dr.Web.

CnpaBouYHUK GOpMUpYyeTCs aBTOMaTUYECKM B POHOBOM pexxmMe 1 nocse cbopa He noanexuT
N3MEHEHWIO CO CTOPOHbBI agMUHUCTPaTopa. MIHdopMaumnsa o KaXkgoM NPUaoXeHnm
oTnpasnsetca AreHtom Dr.Web Ha Cepsep Dr.Web eanHoXabl npy nepBon akTMBHOCTM 3TOTO
NPUIOXEHNS.

CﬂpaBOl-IHVIK MO)XeT 6bITb MICNOJ/Ib30BaH B caieayroulnx cnydaax:

° ﬂ,]’lﬂ nonyyvyeHumaA VIH(I)OpMaLI,I/II/I 06 YCTaHOBJIEHHbIX MPUNOXKXEHNAX Ha CTAHUUMAX CETU.

e [lns co3zaHuns 3anpeLlatollivx U paspeLlaowmx npasua. Vicnoab3oBaHue cnpaBoYHMKa
ynpoLaeT NpoLecc co3jaHma npasuJ, MOCKOAbKY BCS MHGOPMaLMaA O MPUNOKEHUN
3aMoNIHAETC aBTOMATUYECKN Ha OCHOBE JaHHbIX O BbIGPAHHOM M3BECTHOM MPUIOXKEHUN.

HanonHeHue CnpaBOYHUKa ﬂpl/lﬂO)l(GHVlVI

UT06b1 aKTMBMpPOBaTb OTNPaBKY UH(POPMALUM CO CTaHLMA ANA CIPaBOYHUKA
NPUNOIKEHUIA

1. B pa3gene AHTUBUpYCHasA ceTb BbibepunTe B fepeBe CTaHLMW UAN TPYMNMbl CTAHLUI C
yCTaHOBAEHHbIM KOHTpO/IeM NPUAOXKEHWI, C KOTOPbIX Bbl XOTUTE NOAyYaTb MHPOPMaLMIO
06 YCTaHOB/IEHHbIX Ha HUX MPUIOXEHUNAX.

2. B ynpasnstowem MeHto Bbibepute nyHKT Windows — AreHT Dr.Web.

3. Ha Bknagke O6ume yctaHoBuTe daar OTcnexxmBatb cobbiTua KOHTPONS NpUioKeHniA,
yTOBbI OTC/IEXMBATL BCHO aKTUBHOCTb MPOLLECCOB Ha CTaHLMAX, 3adUKCUPOBAHHYHO
KoHTponeM npuaoxeHui, u oTnpaeaate cobbitna Ha Cepeep Dr.Web. Mpu oTcyTcTBMM
noakatoueHns Kk Cepeepy cobbITUA HaKaNAMBAOTCA U OTAPABAAIOTCA NPU NOAKNHOUEH WU,
Ecan dnar cHAT, MOTyT OTNPaBAATLCA COBLITUSA TONbKO O 6J10KMPOBKaXx (B 3aBUCUMOCTA OT
HacTpoek B kKoHpurypaumm Cepsepa Dr.Web).

4. Haxmunte CoxpaHUTb.

PyKkoBOACTBO aAMAHUCT paTopa
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UTo6bI akTUBMpOBaTh c60p MHpopmauum Cepsepom Dr.Web ans cnpaBouHuka
NPUI0>XKEeHNA

1. Otkpoite passen AgMuHucTpmpoBaHue — KoHpurypauua Cepeepa Dr.Web.

2. MepenanTe Ha Bknaaky CTaTUCTUKA W YCTaHOBUTE OZAHY U3 CNEAYHOLLMX OMLMUIA:

e Cratuctuka KoHTpons npunokeHuii No akTMBHOCTU MPOLECCOB, YTOObI MO/lyyaTh U
3anuncbiBaTh MHPOPMALMIO NO NHOOOM aKTUBHOCTM BCEX MPOLECCOB: KaK pa3peLleHHbIX
A/18 3aMycka, Tak v 3anpeLleHHbIx KoHTposem npunosxeHuii. Mpu Bbibope 3TOM onumm B
CNPaBOYHMK OYAYT 3aHOCUTLCA NMPUNOXKEHWUSA MPU YCNOBUM CO34aHNA U HA3HAUYEHUS XOTS
6bl 0aHOro NPodKNsa C OAHOM UAN HECKONIbKMMU BbIOPaHHbIMU KaTeropusmMm Kputepues
bYHKILMOHANBHOIO aHanr3a.

[lo co3paHuns npodunelt U Ha3HauYeHNs UX Ha CTaHLUUW aHTUBUPYCHOM CETH, 3aMyCK BCEX
NPUNOXEHUIN pa3peLlaeTcs.

e Cratuctuka KoHTpons npunokeHuii no 6,10KMpoBKe NpoLeccoB, YToHbl NoayYaTh U
3anuncbiBaTh MHPOPMALMIO MO aKTUBHOCTM BCEX MPOLLECCOB, 3anpeLleHHbIX A5 3anycka
KoHTponem npunoxeHuid. MNpun BbibOpe 3TOW onNumumn B CNpaBoYHMUK ByayT 3aHOCUTHCS
NPUNOXEHWNS TONbKO NOC/e Co34aHua Nnpodusiein, NO HaCTPOMKaM KOTOPbIX 3anyck
NPUIOXKEHNN ByaeT BNOKMPOBATLCA, U HAa3HAYEHMSA STUX NPOPUNEN Ha CTaHLMK
aHTUBUPYCHOW ceTu.

®nar CraTuctnka KOHTpOIIiI I'IpI/IﬂO)KEHVIﬁ MO aKTUBHOCTU MpoueccoB MOXXET
° 3HAa4YUTEJIbHO MOBbLICUTb PECYPCOEMKOCTb c6opa CTAaTUCTUKK MO BCEW aHTVIBVIpyCHOl‘;I ceTun.

Haxxmute kHornky CoxXpaHUTb.
Mepe3anyctute Cepeep Dr.Web.

Mocne nepe3sarpy3kn Cepeep Dr.Web HauHeT dukcnpoBaTb CTaTUCTMKY MO 3anycKy
MPWAOXEHWUA COrNacHO 3ajaHHbIM HacTPOMKaM, MPUCbIIAEMYH CO BCEX CTaHLMM C
yCTaHOBAEHHbIM KOHTPOIEM MPUNOXKEHNIA.

Co3paHue npaBuA N3 CNPaBOYHUKA NMPUJIOIKEHUN

UT06bI CO3AaTb HOBOE NMPABW/IO Ha OCHOBE JaHHbIX U3 CNPaBOYHUKa NPUI0XKEHUN

1.

B pa3zene CnpaBOYHUK NPUIOXKEHWUN BbibepuTe CTPOKY O MPUIOXKEHWIA, AN KOTOPOTO Bbl
XOTUTe co3AaTb MPaBUIO, KOHTPOAMPYHOLLIEE 3amnycCK.

Mpw HaxaTn Ha CTPOKyY TabaunLbl OTKPOETCSH OKHO C UHPOPMaLIMein O BbiIBpaHHOM
MPUNOXEHNN.

HaxmuTte kHonky Co3aaTb npaBuo.
OTKpOETCH OKHO A/1A CO34aHus HOBOTO NpaBwuaa. 3ajaliTe caesyroLme HaCTPOKN:

a) B Bbinagatowem cnucke Hazsanme npogunsa Boibepute npodbuns KoHtpons
NPUNOXEHNI, B KOTOPOM ByeT co3gaHO nNpaBuo.

b) B none HasBaHue npaBuaa 3ajaliTe Ha3BaHWe ANs CO34aBaeMOro npasuia.

PyKkoBOACTBO aAMAHUCT paTopa
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¢) [na onumn Tun npaBuna BbibepuTe TMN CO34aBaeMOro nNpaeuia: 3anpeliatoliee Nan
paspeLlatouiee.

d) Ana onumn Pexxum paboTtbl BbibepuTe, B KakoM pexmnme byaeT paboTtaTb co3gaHHOe
npasuio (cootsetctByeT dpnary MepeBecT NpaBU/IO B TECTOBbIA PEXUM NP
co3faHunun npasuaa n3 npodunsa):

Ecnvn Bbl xOoTUTE NpoBepuTb paboTy NpaBuia, BbibepuTe pexnm TecToBbI.
MpunoxeHnsa He ByayT KOHTPOAMPOBATLCA Ha CTaHLUMAX, O4HAKO ByaeT OoCyLecTBAATLCA
3aMuncb XXypHana akTMBHOCTM KakK NPW BKAFOUYEHHbIX HacTponkax. Pe3yabTaTtbl 3anyckoB w1
6710KMPOBOK NPUNOXKEHNI B TECTOBOM pexnme paboTbl npasuia byayt otobpaxkatbes
B pa3zene Cobbitva KOHTPOASA NPUNOXKEHUN.

B pexxvme AKTUBHBIW NpaBuio 6yaet paboTtaTb B akTUBHOM pexnMe ¢ 610KMPOBKOW
NPUNOXEHNIN Ha CTaHLMAX NO 3aZaHHbIM HAaCTPOMKaM npasuaa (CM. Takke pexknmbl

paboTbl npodunen).

e) B paszene 3anpewatb 3anyck NpuioXKeHU No chegyrownm kputepuam/Paspeluatb
3anycK NPWIOXKEeHUI Mo ceAyoLW UM KPpUTepuam (B 3aBMCMMOCTM OT TMMa NpaBua,
BbI6paHHOro Ha Lware 4c¢) byayT aBTOMaTUYECKN 3aNOAHEHbI MOAS B COOTBETCTBMU C
NPUIOXEHNEM, HA OCHOBE KOTOPOTro Co3zaeTcs npasmao. MNpn HeobXoANMOCTU MOXETe
OTpesaKTMpOBaTb 3HAYEHMSA HACTPOEK.

5. HaxxmuTte CoxpaHuTb. [TpaBumao byaeTt co3gaHo B 3agaHHOM npodune KoHTpons
MNPUNOXKEHNNA.

10.13. JlononHUTeIbHbIe BO3MO)XHOCTU

10.13.1. YnpaBneHue 6a30i AaHHbIX

Pa3zen YnpaBneHue 6a30i JaHHbIX NO3BO/IAET OCYLLECTBAATb HEMOCPEACTBEHHOE
obcnyxmBaHue 6a3bl JaHHbIX, C KOTopol paboTaeT Cepep Dr.Web.

Cekuuns ObLMe coOaepXXUT CneaytroLie napameTpsbl:

e MNone MocnepgHee ob6cny>kmBanme b, — fata nocneaHero 3anycka kKoMaHz 06Ccay>KMBaHuWsA
6a3bl JaHHbIX U3 3TOTO paszena.

e CrCOK KOMaHZA Ans 06Cy>KMBaHUSA 6a3bl JaHHbIX, BKIHOUAROLLMNA:

o KOMaHZAbl, aHanornyHble 3agaHuam n3 pacnucanusa Cepesepa Dr.\Web. HazBaHus komaHg,
COOTBETCTBYHOT Ha3BaHWAM 3ajaHuin U3 pasgena fencrBua B pacnvcaHum Cepeepa
Dr.Web (onucaHve cOOTBETCTBYHOLLMX 3aZaHUI pacnncaHusa npuseseHo B Tabanue Tunbl

3a/laHWI U UX NapaMeTpbl).

o KomaHay AHanus 6a3bl gaHHbIX. [TpegHa3HauveHa s onTMMm3aunm 6asbl gaHHbIX
Cepsepa Dr.Web nocpeactBom BbIMONHEHWS KOMaHAbl analyze.

s KomaHay OuncTka HeaKTUBMPOBAaHHbIX CTaHUMI. [1pegHa3HaveHa ANs yaaneHus
YYeTHbIX 3anncen CTaHUMN, KOTopble Bblnn co34aHbl B aHTUBUPYCHOW CETU, HO HW pasy
He noakntoyannce k Cepsepy Dr.Web. Heobxoanmo ykazate nepuog, no ncteyeHun
KOTOPOro HEMCNOAb30BaHHbIE yYeTHble 3anucu byayT yaaneHsil.

PyKkoBOACTBO aAMAHUCT paTopa
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CnMCoK HeMCnoIb30BaHHbIX YUYETHbIX 3anncen CTaHUMM MOXHO NOCMOTPETb B
nepapxmueckom Crmcke aHTUBMPYCHOM ceTn, B rpynne Status — New.

UTo6bI BHINOHUTL KOMaHAbI 06cny>knBaHuA 6asbl AaHHbIX

1.

B cnuncke KOMaHA yCTaHOBUTE cl)narm ANA TeéX KOMaH[4, KOTOPbI€ Bbl XOTUTE BbIMONHUTDb.

Mpy HeOHXOAMMOCTUN, U3MEHUTE BPEMEHHbIE MEPUOAbI ANA KOMaHA OUMCTKM 6a3bl AaHHbIX,
MO NPOLLECTBUMN KOTOPbIX XpaHUMasa MHGOPMaLMA NPU3HAETCA YCTapeBLUEN U MOANEXUT
yaaneHuto c Cepepa Dr.Web.

Haxxmute kHonky MpumeHuTb ceituac. Bce BbibpaHHble KOMaHAbI 6yayT BbIMONHEHbI
He3aMea/nNTeNbHO.

[ns OTCPOYEHHOTO 1/MAY NEPUOANYECKOTO aBTOMATUUYECKOTO BbIMOJHEHNS AaHHbIX
KOMaHZA (kpoMe koMaHzbl AHanus 6a3bl AaHHbIX) BOCMOJ/b3yNTeCh [11aHNPOBLIMKOM

3asaHuin Cepeepa DrWeb.

,ﬂflﬂ ynpaBaeHunaA 6azomn AaHHDbIX I/ICI'IOJ'Ib3yIZTe cnegyrolie KHOMKM Ha naHean MHCTPYMEHTOB!

5‘9 mnoprt,
@ DKCMopT.

dKcnopT 6a3bl AaHHbIX

UT06b1 COXpaHUTb MHPOpPMaLMIO U3 6a3bl AaHHbIX B ¢paiin

1. HaxmuTte KHonky L& DKCNopT Ha NaHeAn MHCTPYMEHTOB.

2. B okHe HacTpoek 3KkcnopTa Bbibepute O4MH U3 BapPUAHTOB:

e JKCMOPTUPOBaThb BClO 6a3y AaHHbIX /19 COXPaHEHUs BCel HPopMaLumm 13 Hasbl

AaHHbIX B gz-apxmB. XML-dain, nonyyeHHbIn Npu 3KCNOpPTe, aHanornyeH danny
3KkcnopTa 6a3bl AaHHbIX, NOJAyYaeMOMy NpK 3anycke ncnoaHsemoro ¢anna Cepsepa
Dr.Web 13 komaHAHOW CTpOkM € kKntouoMm modexecdb database-export-xml.
[laHHbIN danin 3KCnopTa MOXET BbITb MMMOPTUPOBAH NPU 3anycke UCMOJHAEMOro garina
Cepsepa Dr.Web 13 komaHAHOW CTPOKM C KNtOUOM modexecdb database-import.
MNMoapobHoe onmncaHne JaHHbIX KOMaHA NpUBEeAEHO B AOKyMeHTe Mpunoxkenus, 33.3.

KomaHabl ana ynpaBneHuns 6a3omn aHHBbIX.

SkcnopTupoBaTb MHPOPMAaLUIO O CTAHLLMAX U FPYNMNax A/ COXpaHeHuUs nHpopMaLmm
06 0bbekTax aHTUBMPYCHOM CeTU B Zip-apXuB. B pe3yabTaTe BbINOAHEHNSA JaHHOM
onepauuu B Gann cneunanbHoro Gopmata coxpaHsaeTcs Bce MHPopmaums o rpynnax
CTaHUMM M CaMUMX YUYETHbIX 3aMMUCAX CTaHLMIM aHTUBUPYCHOWN ceTh, 0b6cay>KnBaemomn
AaHHbIM CepBepom Dr.Web. ®ain skcnopTa BkItOUaeT caeayroLLyto MHPOpMaLmio o
CTaHUMAX: CBOWCTBA, KOHOUTYpaL MO KOMMOHEHTOB, MPaBa, HAaCTPOWKN OrpaHNYeHUI
OBOHOBNEHWNI, pacnuncaHne, CNNCOK yCTaHaBAMBaEeMbIX KOMMOHEHTOB, CTaTUCTUKY,
nHdopmauymnto 06 yaaneHHbIX CTaHLMAX; O Tpynnax: CBONCTBA, KOHOUTypaLuto
KOMMOHEHTOB, NpaBa, HAaCTPOMKM OrpPaHNYeHNn OBHOBAEHWI, pacnncaHne, CNMCcok
yCTaHaB/MBAEMbIX KOMMOHEHTOB, NAEHTUPUKATOP POANTENBCKOWN FPYNIbl.

PyKkoBOACTBO aAMAHUCT paTopa
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B manbHenwem daiin akcnopta MOXeT 6bITb UMOOPTUPOBAH Yepe3 pasjen YnpaBaeHue
6a30i1 AaHHbIX.

o B gepeBe AHTUBUPYCHaA ceTb MOXeTe BbiOpaTb OHY UM HECKONbKO
No/ib30BaTeNbCKUX Tpynmn. B 3ToM cayyae B akcnopT nonaget nHGopMaLma TObKO O
BbIOPaHHbIX rpynnax 1 o Tex CTaHLMAX, A8 KOTOPbIX BbIbpaHHbIe rpynnbl ABAAHOTCA
nepBuyYHbIMU. ECn He BbiBpaHa HM ofHa rpynna, 6yaeT akcnopTMpoBaHa
MHPopMaLmsa 060 Bcex CTaHLMAX M MONb30BaTENbCKUX FPYMNnax aHTUBMPYCHOM CETW.

3. HaxXmunTe KHONKy IKCNOPTMPOBaTh.

4. 3ajaHue NyTu Ans coxpaHeHus apxuBa ¢ 6a30M JaHHbIX OCYLLECTBASAETCA B COOTBETCTBMM C
HacTpoinkamu Beb-6paysepa, B KOTOPOM OTKPbLIT LLeHTp ynpaBaeHus.

Mpuv 6onblOM 06bEME AaHHBbIX BPEMS 3KCMOPTa MOXKET MPEBLICUTb MPOAOIXKUTENBHOCTL
ceccun. Ecav Bpems ceccum ncTedeT 40 3aBepLUeHnUs 3KCNopTa, NpoLecc akcnopTa byaert
3aBepLUeH aBToMaTyecku 1 dalin ¢ AaHHbIMK 3KCropTa He 6yaeT cGopMUpOBaH.

MmnopT 6a3bl gaHHbIX

Mpoueaypa nmnopTa dana 6a3bl JaHHbIX, cogepKalero nHdopmaumto o6 obbekTax
aHTVBUPYCHOW CETW, MOXET NCMOb30BaThCA /18 NepeHoca MHGOPMaLMM KaK Ha HOBbI
Cepsep Dr.Web, Tak 1 Ha CepBep Dr.Web, y>xe GpyHKLNOHMPYIOLLMIA B COCTaBe aHTUBUPYCHOM
CeTW, B YaCTHOCTU /18 OObEeANHEHMA CMIMCKOB 06CNy>KMBaeMbIX CTaHUMI AByx CepBepoB
Dr.Web.

| K Cepsepy Dr.Web, Ha KOTOPOM OCyLLECTBASETCA MMMAOPT, CMOTYT NOAKIHOYATLCA BCE

& CTaHumK, nHGOpMaLMa O KOTOPbIX MMAOPTUPYeTCcs. MNpu ocyLecTBAeHUM nMNopTa obpaTuTe
BHVMMaHVe Ha HeOHXOAMMOCTb COOTBETCTBYHOLLLETO KOMYECTBA JOCTYMHbIX JULEH3UA ANs
NMOAKNFOYEHWsA MepeHeCeHHbIX CTaHLWM. Hanpumep, npu HeEO6X0AMMOCTWY, B pasjene
MeHezxep nuLeH3ni fobaBbTe AMLEH3MOHHBIN Koy ¢ Cepaepa Dr.Web, ¢ koToporo
nepeHocunacb MHGopMaLmMa O CTaHLMAX.

UT06b1 3arpy3utb 6a3y gaHHbIx u3 ¢aiina

1. Haxmute KHonKyE‘g' MmnopT Ha naHenn MHCTPYMEHTOB.

2. B okHe nmnoprTa 3aganTe zip-apxuB ¢ darnom 6a3bl gaHHbIX. a4 Bbibopa davina moxete

BOCMO/Ib30BaTbCA KHOMKOM .

MIMnopTy nognexat ToNbKO zip-apX1Bbl, KOTOPble BblIM NONYYeHbl NPKU 3KCNopTe Ha3bl
AaHHbIX N4 BapMaHTa DKCMOPTUPOBaTb MHPOPMALLUIO O CTAaHLLMAX U Fpynnax.

Haxxmute KHOMKY Vlmnop'mpoaa'rb ANA HaYana npouecca uMnopTa.

4. Ecav npu nmnopte 6yayT o6Hapy>KeHbl CTaHLUW U/UAW TPYMMbl C O4NHAKOBbIMU
naeHTMdrKaTOopamm, KOTopblie BXOAAT Kak B UMMOPTUPYEMble JaHHble, Tak U B 6a3y AaHHbIX
Tekyliero Cepepa Dr.Web, otkpoetcsa pa3zzen Konnunsumm ans 3agaHva gencrBum Hag
npoaybanpoBaHHbIMM 06 beKTaMu.

Cnunckm rpyrnn um CTaHLLMVI npmnBoAATCA B OTAE/IbHbIX Ta611|/|u,ax.

PyKkoBOACTBO aAMAHUCT paTopa
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[ns cooTBeTCTBYIOLLEN TabanLbl 06bEKTOB B BbiNajatoleM cnucke Pexkum nmnopra
rpynn nav PeXxum nmnopTa cTaHLMi BbibepuTe BapmaHT paspeLleHms KOANN3NN:

¢ CoxpaHuUTb AaHHble UMMOPTa ANA BCEX — YAa/INTb BCO MHGOPMALMIO O
Ay6nMpoBaHHbIX 06bekTax U3 6a3bl AaHHbIX Tekyllero Cepepa DrWeb v nepesanucatb
ee nHdopmaumen 13 UMNopTUpPyemon 6asbl JaHHbIX. [ercTBMe NpUMeHseTcs
OAHOBPEMEHHO A/1A BCexX AyH6AnMpoBaHHbIX O6bEKTOB B JaHHOM TabanLe.

e CoxpaHuTb TeKyl e AaHHble ANA BCeX — COXPAaHUTb BCO MHPOPMaLMIO O
Ay6nmpoBaHHbIX 06bekTax U3 6a3bl AaHHbIX Tekyllero Cepepa DrWeb. NHbopmaums o
Ay6MpoBaHHbIX 06beKTax U3 MNOPTUPYyeMoU 6a3bl AaHHbIX ByaeT NpoMrHopupoBaHa.
[JleAcTBME NPUMEHNETCS OAHOBPEMEHHO AN BCEX AYBANPOBaHHbIX O6bEKTOB B JaHHOMN
Tabaunue.

¢ Bbi6paTb BpyuHyr0 — 33/aTb A€NCTBUE BPYUHYIO ANS KaXA0ro Ay6aMpOBaHHOIO
06bekTa B OTAE/bHOCTU. B 3TOM pexxrme cnmcok ay6aMpoBaHHbIX 06BEKTOB CTaHeT
AOCTYNeH ANs peAakTMpoBaHMA. YCTaHOBUTE OMNLUMN HaNPOTMB TeX 06 bEKTOB, KOTOPbIE
ByAyT COXpaHEeHbI.

Haxxmute kHornky CoxXpaHUTb.

10.13.2. Cratuctuka Cepsepa Dr.Web

Mpn nomowm LleHTpa ynpaBieHUs Bbl MOXeTe 03HAaKOMUTLCA CO CTaTUCTUKOM PaboThl
Cepsepa Dr.Web Ha ypoBHe MCN0O/Ib30BaHNA CUCTEMHbIX PECYPCOB KOMMbOTEPA, Ha KOTOPOM
yctaHoBsieH CepBep Dr.Web, a Takke ceTeBOro B3anMozencTBus ¢ KOMNOHeHTaMum
aHTUBMPYCHOW CETU N BHELWHUMU pecypcamm, Taknmu kak BCO.

UT06bI 03HAKOMUTbLCA CO cTaTUCTUKOU paboTbl CepBepa Dr.Web

1. BbibepunTe NyHKT AAMUHUCTPUPOBaHMe B I1aBHOM MeHto LleHTpa ynpaBaeHus.

2. B oTkpbiBLIEMCS OKHE BblbepuTe NYHKT ynpasasatolero MmeHto Cratncrtmka Cepeepa
Dr.Web.

3. B OTKpbIBLLEMCA OKHE npeactaBaeHbl chegyrouine pasaesibl CTaTUCTUYECKNX AaHHbIX!

¢ AKTMBHOCTb KJIMEHTOB — JlaHHble MO KOANYeCTBY 0OCNYXXMBAEMbIX KNNEHTOB,
NoAKNOYEHHbIX K gaHHOMY CepBepy Dr.Web: AreHtos Dr.Web, cocegHunx CepsepoB
Dr.Web n nHcrannatopos AreHtos Dr.Web.

o CeTteBOM TpaduK — NapamMeTpbl BXOAALLETO N NCXOAALLEro ceTeBOro tpaduka npum
obmeHe gaHHbIMU ¢ CepBepom Dr.Web.

¢ Mcnonb3oBaHMe CUCTEMHbIX PEeCypcoB — MapamMeTpbl NCMOAb30BaHNUA CUCTEMHbIX
pecypcoB KOMMbIOTEPa, Ha KOTOpoM ycTaHoBaeH Cepeep Dr.Web.

¢ Microsoft NAP — napametpbl pabotel NAP Validator.

¢ Ncnonb3oBaHue 6a3bl JaHHbIX — NapameTpbl obpalleHus k 6a3ze gaHHbIXx CepBepa
Dr.Web.

¢ Nicnonb3oBaHue ¢aitIoBOro Kewa — rnapamMmeTpbl obpalleHmsa K GanaoBomy KeLly
KOMMbtoTepa, Ha kotopom yctaHosaeH Cepsep Dr.Web.

PyKkoBOACTBO aAMAHUCT paTopa
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¢ Ncnonb3soBaHue DNS kewa — napameTpbl 06palleHma K Kelly, XpaHALWeMY 3anpochl K
DNS-cepBepaM, Ha KOMMNbrOTEPE, HAa KOTOPOM YycTaHoB/eH CepBep Dr.Web.

e OnoBew,eHua — napameTpbl paboTbl MOACUCTEMbI OMNOBELLEHWI aAMUHMUCTPATOPA.

¢ Peno3sntopuint — napametpbl o6MeHa gaHHbIMK peno3uTtopusa Cepepa DrWeb c
cepsepamu BCO.

e Web-cratuctnka — napameTtpbl OTNpaBku CTaTUCTUKKN 3apa>KeHWn Ha cepBepbl
KomnaHun «/loktop Beb».

e Cratuctuka Beb-cepBepa — napameTtpbl obpalleHus k Beb-cepsepy.

e Knacrep — napameTpbl obpalleHunii Mo NPOTOKONY MEXCEPBEPHOM CUHXPOHM3ALNUN
npw ncnonb3soBaHum knactepa CepsepoB Dr.Web B MHOrocepepHol KOHGUrypaLum
cetn.

¢ MNepepaua rpynnoBbIXx 06HOBAEHNA — NapaMeTpbl O6MeHa AaHHbIMW NpuY Nepejave
rpynnoBbix 06HOBAEHUA Ha paboumre cTaHLMK no multicast-npoTokoay.

YT100bI NMOCMOTPETb CTaTUCTNYECKMNE AaHHbIE€ KOHKPETHOroO pa3saesa, Ha>XKMUTeE Ha Ha3BaHNMe
HY>XKHOTO pa3jena.

B oTkpbIBLIEMCSA CNUCKe NPUBEAEHbI NapaMeTpbl pa3jena ¢ AMHAMUYECKMMU CYETUMKAMM
3HaUeHWN.

OfHOBpPEMEHHO MpUY PackpbITUK CTaTUCTUYECKOTO pa3jena BkitouaeTca rpadpuyeckoe
npeacTaBAeHne U3MEHEHWUIN ANS KaXKA0ro U3 napamMeTpos. [pun 3ToMm:

e YT06bI OTKAHOUMTL rpadurueckoe NpeacTaBaeHne, HaXkKMnTe Ha Ha3BaHWe HYXXHOTo
pa3gena. MNpu oTkatoUeHUN rpadnyeckoro NpeacTaBaeHNs YNCIOBOE 3HaYeHne
napameTpoB MPOAO/KUT ANHAMUNYECKM OOHOBAATLCA.

e YT06bI MNOBTOPHO BKAHOUNTL Fpaduueckoe npeactaBaeHme JaHHbIX, MOBTOPHO HaXMuUTe
Ha Ha3BaHWe HYXXHOro pasgena.

e HasBaHuA pa3genos 1 Ux NapameTpoB, A9 KOTOPbIX BKIHOYEHO rpaduryeckoe
oTobpakeHne, BbIAENAOTCA NONY>XKMPHBIM LPUDTOM.

YTO6bl N3MEHUTL YaCTOTY OOGHOBNIEHUS AaHHbIX, BbibepuTe XXenaembll UHTEPBan B
BbiMajatoLlem cnucke Yacrora o6HOBAEHUA Ha NaHenn ynpasaeHna. HoBbI MHTepBan
OyAeT aBTOMaTNUeCkn MPYMEHEH K YNCI0BBIM U rpaduyecknMm AaHHbIM.

MNpwn HaBeeHWW yKa3zaTens MbllWn Ha rpaduyeckme JaHHble BbIBOAUTCSA YNCIOBOE
3HaueHVe BbIOBpPaHHOW TOUKM B BUE:

e Abs — abcontoTHOE 3HaueHMe napameTpa.

e Delta — npunpocT 3HaueHMs NnapameTpa OTHOCUTENBHO €ro NpeaplAyLero 3HaueHums
COrNIaCHO YacToTe OOHOBNEHUS JAaHHbIX.

UTO6bI CKPBLITb NapamMeTpbl pa3zena, HaXxKMUTe Ha CTPEJKY C/ieBa OT Ha3BaHUS 3TOTO
pasgena. MNpwn ckpbITUKM NapaMeTpoB pa3zena rpaduyeckoe NpeacTaBaeHMEe CTAaTUCTUKN
OUMLLAETCs U MPU MOBTOPHOM OTKPbLITUM NMapamMeTpOB OTPMCOBKA HauMHAETCs 3aHOBO.

PyKkoBOACTBO aAMAHUCT paTopa
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10.13.3. Pe3epBHble Konuun

Pa3aen PesepBHble KONUKM MO3BO/ISIET MPOCMATPUBATL HA YPOBHE KaTasioros 1 Galinos, a
TaKKe COXPaHATb JIOKaJbHO COAEPXMMOE pPe3epBHbIX KOMUI KPUTUUHbIX AaHHbIX CepBepa
Dr.Web.

Mpw pe3epBHOM KOMMUPOBAHNN COXPAHAIOTCA CeaytoLive 06beKTbl: HACTPOMKM Peno3nTopus,
KOHOUTypaLMOoHHble Gaiibl, Kitoun WndpoBaHUs, cepTudunkaTtbl, pe3epBHas Konus
BHYTPEHHeW 6a3bl AaHHbIX.

Pe3epBHble KOMUKN KPUTUUHBIX AaHHbIX CepBepa Dr.Web coxpaHstoTcs B cregyrowmx cayyasnx:

e B pe3ynbTaTe BbINONHEHMA 3a4aHMA Pe3epBHOe KONMpPOBaHUE KPUTUUHDbIX AaHHbIX
cepBepa cornacHo pacnucanuto Cepsepa Dr.Web.

e B pe3ynbTaTe pe3epBHOro KOMMPOBaHWA NpW 3anycke ncnoaHaemoro ¢anna Cepsepa
Dr.Web 13 koMaHAHOW CTPOKM C KNtOUOM backup. [TogpobHoe onncaHne 4aHHOW KOMaHAbl
npveeaeHo B JokyMeHTe Mpunodxkenus, XX3.5. PezepBHoe KoNnpoBaHMe KPUTUYHbIX AaHHbIX
Cepeepa Dr.Web.

NMpocmoTp nHpopmaumm o pe3epBHbIX KONMUAX

Y1061 NPOCMOTPETb NHOOPMALMIO O Pe3ePBHON KOMUK, B MepapXnMyeckoM JepeBe
BbibepuTe 06BEKT, OTHOCALLUMNCA K HYXKHOMW BaM pe3epBHOMN KOMuUW. Pe3epBHble KONMnm
pa3MeLLaroTCca B AepeBe COracHO KaTaioram CBOEro XpaHeHus:

e ana Cepsepa Dr.Web nog OC Linux — /var/opt/drwcs/backup,
e ana Cepsepa Dr.Web nog OC FreeBSD — /var/drwcs/backup,
e ansa Cepsepa Dr.Web nog OC Windows — C: \DrWeb Backup,

e 11 BCE MYTW COXPaHEHUS Pe3epPBHbIX KOMMWI, yKa3aHHble B 3aaHusax pacnucaHus Cepsepa
Dr.Web.

Ecnm B 3agaHnsax Cepeepa Dr.Web nog OC Windows yka3aH nyctor nyTb, MO YMOJYaHWUIO
byaeT ncnosnb3osaTbca Katanor C: \Program Files\DrWeb Server\var\backup.
MpocmoTpeTb MHGOPMaLMIO MOXHO ByAeT TONIbKO MO TeM pe3epBHbLIM KOMUAM, KOTOpble
XpaHATca BHyTpu katanoros Cepsepa Dr.Web.

| B cnyuae M3aMeHeHUs AMPEKTOPUN AN COXPAHEHWsI Pe3epPBHOM KOMUM B Y>Ke CO34aHHOM
3aflaHnM paHee co3gaHHas AMPEKTOpUs B Beb-nHTEpdelice oTobpaxaTbcs He byaeT. B
[AaHHOM C/lydyae Ans HOBOW AMPEKTOpUM NoTpebyeTcs co3jaTb HOBOE 3ajaHue.

Mpwn BbIGOpE KaTasoros 1 GannoB pe3epBHbIX KOMUI OTKPbIBAaeTCA NaHeab CBONCTB C
nHdopmaumen o6 obvekte: Tun, Pazmep (Tonbko Ans oTaenbHbIX Garinos), [lata co3gaHnsa v
Aata nsmeHeHums.
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YnpaBseHue pe3epBHbIMU KOMUAMMU

,ﬂ,flﬂ ynpaBneHna pe3epBHbIMKW KOMNAMMU I/ICI'IOIIb3yI7ITe cnegyroline KHOMKM Ha naHenn
MHCTPYMEHTOB!

B PezepBHOe KoNvpoBaHme — co3AaTb Pe3ePBHYI0 KOMUIO KPUTUUHBIX AaHHbIX CepBepa
Dr.Web.

5 SKcnopTUPOBATE — COXPaHUTL PE3EPBHYIO KOMMIO BbIBPAHHOTO 06beKTa Ha KOMMbIOTEPE,
Ha KOTOPOM OTKpbIT LleHTp ynpaBaeHus.

# ypanutb BbI6paHbIe 06BeKTBLI — Ya1Th 06BEKTHI, BHIBPaHHbBIE B AepeBe, 663
BO3MO>XHOCTM BOCCTaHOBNEHMSA.

DKCNopT pe3epBHON KonNumn

Y106bI COXpPaHUTDb pe3epBHYHO KOMUIO JIOKaJIbHO

1. B nepapxunueckom gepeBe BblbepnTe HeOb6X0AMMble pe3epBHble KONun (Ana Bbibopa
pe3epBHOM KOMUU LIeIMKOM JOCTaTOYHO BblIGpaTh B AepeBe KaTanor, COOTBETCTBYOLLEN
3TOW pe3epBHOM KOMWUN) UAN OTAENbHbIE Gaiisibl U3 COCTaBa pe3epBHbIX KONUIA. s
BbIbOpa Heckonbknx 06bekToB ncnonb3yrte kHonku CTRL nam SHIFT.

Mpw akcnopTe obpaTTe BHUMaHWE Ha OCHOBHbIE TUMbl IKCMOPTUPYEMbIX OO BEKTOB:
a) Zip-apx1Bbl pe3epBHbIX KOMUN COXPaHAIOTCA A1A CeAYHOLLMX BbIOPaHHbIX O6BEKTOB:

° OAHa NN HECKOJIbKO pe3epBHbIX Konui LeNMKOM (I'Ipl/l BbI60pe KaTanoros,
COOTBETCTBYHOLLUX pe3epPBHbIM KOnuam).

e Heckonbko OTAE/IbHbIX q>a|7u10|3 M3 COCTaBa pe3epPBHbIX KOMWA.

b) OtaenbHble danibl N3 cocTaBa pe3epBHbIX KONWU. Ecam ana akcnopTa 6bin BbIbpaH
TONBbKO OANH daiin, OH COXpaHAETCa B UCXOAHOM BuAe, 6e3 apxMBUPOBaHMA.

2. HaxmuTe kHonky B dkcnopTnpoBath Ha NaHenn NHCTPYMEHTOB.

3. 3agaHuve nNyTu AnA COXpaHeHM BblIOpaHHbIX 06EKTOB OCYLLECTBASETCA B COOTBETCTBUM C
HacTponkamu Beb-6pay3epa, B KOTOPOM OTKPbIT LieHTp ynpaBaeHus.

PGBGPBHOG KonunpoBaHue

UTo6bl CO3AaTh PE3EPBHYIO KOMUIO KPUTUUHBIX AaHHbIX Cepeepa Dr.Web, HaxxmuTe kHonky B
Pe3epBHOE KONUpPOBaHMe Ha NaHENN NHCTPYMEHTOB. [lJaHHble ByayT cOXxpaHeHbl B gZ-apXuB.
®alinbl, NoNyYeHHble B pe3y/bTaTe pe3epBHOIO KOMMPOBaHWA, aHaNOrMuUHbl dannam,
noay4aeMbIM NMpu 3anycke ncrnoaHsemoro garvina Cepsepa Dr.Web 13 komaHAHOM CTpOKM C
KN1to4oM backup.

MNoapobHoe onncaHne JaHHOM KOMaHZAbl NpuBeseHO B JokyMeHTe Mpunoxkenus, XK3.5.
Pe3epBHOe KONMpoOBaHWe KPUTUYHbIX AaHHbIX CepBepa DrWeb.

PyKkoBOACTBO aAMAHUCT paTopa
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10.13.4. YTuautnbl

| Habop AocTynHbix yTUAWT 3aBUCUT OT HacTpoek peno3utopus Cepsepa Dr.Web. YTtobbi

A) BK/IHOUNTb WM OTKIHOUUTL MOJyYeHne obHoBAeHU ¢ BCO ans yTmawT, JOCTYMHbIX B JaHHOM
pa3gene, nepenante B passen AGMUHUCTpUpoBaHue — O6uias KoHUrypaumsa
peno3suTtopus — UHcTannsaumMoHHble naketbl Dr.Web — AsmuHucTpatuBHbBIE VTUAUTI
Dr.Web.

B pa3aene YTUAUTBI Bbl MOXeTe 3arpy3nTb JOMOJHUTENbHbIE YTUANTBI Ans paboTbl ¢ Dr\Web
Enterprise Security Suite:

e 3arpy3unk penosutopusa DrWeb

Cnyxumt ans ckaumBaHuma npoaykto Dr.Web Enterprise Security Suite n3 BcemupHom
cncteMbl 06HOBEeHWI. [padurueckas Bepcusa 3arpy3unka penosutopus Dr.Web goctynHa
Tonbko nog OC Windows.

e Ytunura Dr.Web ana c6opa nipopmauum o cucreme

YTunuta npesHa3HaueHa ans GOPMMPOBaHUA OTYETa O COCTOAHUN CUCTEMbI U BCEX
YCTaHOB/IEHHbIX MPOrpPaMm, BKIOYas aHTUBUPYCHble peleHns Dr\Web ansa 3awmwaembix
ctaHumi n MO CepBepa Dr.Web. ApxunB oTueta MOXeT ObITb MCMONb30BaH AN AVArHOCTUKM
aAMUHNCTPAaTOPOM aHTUBUPYCHOW CETHU, a TakxkKe A/1s MPefoCTaBAeHMs B CyxXOy
TEXHMYECKOW NOoAAEPXKKM KOoMNaHun «/loktop Beb».

¢ YTunurta reHepaumm LuppoBbIX K1touen n ceptudpmkaTos

Mo3BosiAeT reHepupoBaTh KAtOUM WndpoBaHna 1 LdpoBblie cepTudnKaThl, a Takxe
OCYyLLEeCTBNATb N NPOBEPATb LMPOBYO NoANMch GainioB. ABAAETCA BaXKHbIM CPeACTBOM A/1A
obecneyeHuns 6€30MaCHOCTN COEANHEHUI MeXAY KOMMOHEHTaMM aHTUBUPYCHOW CeTU.

e YTunura gucraHumoHHou auarHoctuku Cepsepa Dr.Web

MNo3Bonset yaaneHHo nogkntoyaTbcs kK CepBepy Dr.Web ana 6a3oBoro ynpasneHums u
NpoCMOTpPa CTaTUCTUKN paboTbl. [padurueckas Bepcma yTUANTbI AOCTynHa Toabko nog OC

Windows. Cm. Takoke n. YaaneHHbii goctyn K Cepsepy Dr.Web.

e YTuUnuta gmucraHuMoHHo anarHoctukm Cepeepa Dr.Web gns pa6ortbi co ckpuntamm

Mo3BonsaeT yaaneHHO noaxatoyaTbcs kK Cepeepy Dr.Web ans 6a3oBoro ynpasneHus u
npocMoTpa cTaTucTnukn paboTbl. JJaHHaa Bepcua yTUAUTLI aganTMpoBaHa Ans

ncnonb3oBaHua B ckpuntax. CMm. Takoke N. YaaneHHbln goctyn K Cepeepy DrWeb.

PyKkoBOACTBO aAMAHUCT paTopa
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e Yrunura yaanenunsa Dr.Web gna Windows

ABapuiiHOe CPeACTBO ANA YAaNeHNA HEKOPPEKTHbIX/MOBPEXAEHHbIX MHCTaanaumn MO
AreHToB Dr.Web gna Windows B Tex cnyyasix, KOrga npuMeHeHue WTaTHbIX CPeacTB
yAaneHnsa HefOCTYyNHO UAn He paboTaeT. YTuanta He npeAHa3HaveHa A8 UCNOb30BaHNA B
KauyecTBe OCHOBHOrO CTaHAAPTHOro cpeactea genHctananaumm MO Dr.Web.

e YTunura yaaneHHou yctaHoBku AreHta Dr.Web ana UNIX

YTnnvta npegHasHayeHa Ans ANCTaHUMOHHOM ycTaHoBKM AreHTa Dr.\Web Ha ctaHumm nog
yrnpaeieHneM onepaunoHHbIx cuctem cemenctaa UNIX.

e YTunura yaaneHHou ycraHoBku AreHta Dr.Web ana Windows

YTunuta npesHasHauveHa Ans AUCTaHUMOHHOW ycTaHoBKM AreHTa Dr.Web Ha ctaHumn nog
ynpasaeHnem OC Windows.

¢ Mo6unbHbIN LeHTp ynpaBaeHua Dr.Web

CNy>nT Ans aAMUHNCTPUPOBAHMA aHTUBMPYCHON CEeTW, MOCTPOEHHOW Ha ocHoBe Dr.Web
Enterprise Security Suite. [peagHa3HayeH 414 yCTaHOBKM M 3anycka Ha MOBUAbHbIX
ycTponctBax noa ynpasneHvem iOS n OC Android.

Ana nonyyeHna nHbopmaLmm No KiroyYamM KOMaHAHOM CTPOKN Ans paboTbl C yTUaAUTaMK
obpaTutech K gokymeHTy MpunoxkeHuns, paszen XK7. YTnautbl.

10.13.5. KopnopatuBHble NpoAyKTbl

| CocTaB fOCTyMHbIX B pa3jese NPOAyKTOB 3aBUCUT OT HacTpoek perno3utopusa Cepsepa

& Dr.Web. Y106bl BKAFOUNUTL WA OTKIHOUATL NOJyYeHne 06HoBAeHWI ¢ BCO ana TeX UAW MHbIX
NpoAyKToB, Nepenaute B pasgen AAMUHUCTPUpOoBaHMe — O6LLas KoHpUrypaums
peno3utopus — UHcrannsaumoHHblie naketbl Dr.Web — KopnopatveHble npoayKTb
Dr.Web.

B paszene KopnopaTtusHble NpoAyKTbl Bbl MOXETe 3arpy3nTb YCTAaHOBOUHbIE MNaKeTbl ANA
psfa NnporpamMm, UCMoJb3yHLLMXCA Npu paboTe B aHTMBMpPYcHoM ceTn Dr.Web Enterprise
Security Suite:

e Dr.Web gna Android

MakeT ansa yctaHoBkn AreHTa DrWeb ans Android Ha 3alymiiaemble cTaHLUMN.

e Dr.Web ansa IBM Lotus Domino

MakeT ana yctaHoBku Dr.Web ans IBM Lotus Domino Ha kopnopaTuBHbI NOYTOBbIN CcepBep.

PyKkoBOACTBO aAMAHUCT paTopa
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Dr.Web ans Linux

MakeT ansa yctaHoBkn AreHTa Dr.Web ans Linux Ha 3awmiiaemMble CTaHLUMN.

Dr.Web ana macOS

Maxet ansa yctaHoBkn AreHTa Dr.\Web ana macOS Ha 3awmiiaemble cTaHUUK.

Dr.Web ansa Microsoft Exchange Server

MakeT ansa yctaHoBkn Dr.Web ana Microsoft Exchange Server Ha koprnopaTnBHbIA MOUTOBbIM
cepsep.

Dr.Web gnsa NHTtepHet-warozos UNIX

MakeT ansa yctaHoBkn Dr.Web ana ViHtepHeT-wato308 UNIX Ha kopnopaTuBHbIN VIHTepHeT-
LLJTFO3 UM MPOKCU-CepBep.

Dr.Web gnsa nouroBbix cepsepoB UNIX

MakeT ansa yctaHoBkn Dr\Web ana noutoBbix cepepoB UNIX Ha KOprnopaT1BHbIA MOUTOBbIM
cepsep.

Dr.Web gnsa ¢pannosbix cepsepoB UNIX

MakeT ansa yctaHoBkn DrWeb ana dannoBbix cepepoB UNIX Ha koprnopaTuBHbI
dannoBbIn cepsep.

Mpoxkcn-cepsep Dr.Web

MakeT ans yctaHoBku Mpokcn-cepeepa Dr.Web Ha komnbroTep B cocTaBe KOpPropaTUBHOWM
aHTUBUPYCHOM CETU, NCMONb3YHOLMIACA B KauecTBe MPOKCM-cepBepa.

CkaHupyrowum cepsep Dr.Web

MakeT ans yctaHoBku CkaHumpytollero cepeepa Dr.Web, npegHa3HaveHHOro ans o6paboTku
3aMpoCoB Ha aHTMBUPYCHOE CKaHNPOBaHWE OT BUPTyasibHbIX MaLUVH B BUPTYaNbHbIX
OKPY>KEHUSX.

Dr.Web NAP Validator

Maket ana yctaHoBkn Dr.Web NAP Validator Ha komnbtoTep B cocTaBe KOPNopaTUBHOWM
aHTUBMPYCHOW CETU, NCMONb3YIOLLUMIACA B KauecTBe cepBepa 3aLUnThbl AOCTyNa K CeTu.

e AreHt Dr.Web ansa Active Directory

CpeactBo yctaHoBKkM AreHTa Dr.Web ¢ ncnonbsoBaHunem cnyx6bl Active Directory.

PyKkoBOACTBO aAMAHUCT paTopa

358



Ty
),
A

A
$

Inaea 10: Hactpoiika CepBepa Dr.Web

¢ MonHbiv HcTannaTop AreHta Dr.Web

MakeT Ana KomnaekcHon yctaHoBku AreHTa Dr.Web ana Windows v aHTMBMpPYCHOro naketa
Ha 3aluLlaemble CTaHLUMN.

e YTunuta gnsa usmeHeHusa atpubytoB y o6bekToB Active Directory

CpeaCTBO pesakTMpoBaHus aTpubyTOB y 0OBEKTOB A/ ayTEHTUdMKALUMN C UCMONb30BaHMEM
cnyx6bl Active Directory.

e YTunura gna mogmudukaumm cxemol Active Directory

CpeacTBO CO34aHMsA HOBOTO Klacca 06bEKTOB 1 OMMCaHMWs ero aTpnbyToB Ans
ayTeHTMdUKaumMm ¢ ncnonb3oBaHmem cnyxbol Active Directory.

10.14. OcobeHHOCTN ceTn ¢ Heckonbkumu CepBepavm Dr.Web

Dr.Web Enterprise Security Suite no3Bonset co3gaBaTb aHTUBMPYCHYH CETb C HECKObKMMMU
Cepsepamu Dr.Web. lNpu 3TOM Kkaxaas paboyas CTaHLMA NPUNNCbIBAETCA K O4HOMY
onpeaeneHHoMy Cepeepy Dr.Web, uto no3BonseT pacnpesennTb Harpysky Mexay HUMU.

Ceszun mexay Cepepamu Dr.Web moryt nmeTtb nepapxmueckyro CTPYKTypy, YTO NO3BOAAET
onTMManbHbIM 06pa3om pacnpesenntb Harpysky Ha Cepsepbl Dr.\Web.

Ans obmeHa nHpopmaumen mexay Cepsepamu Dr.Web ncnonb3yetcs cneumnanbHbIn
NPOMOKOJ1 MexxcepsepHOU CUHXPOHU3ayUU.

Bo3MOXXHOCTH, NpeAocTaBasieMble NPOTOKO/IOM MeXXCepBepHO CUHXPOHU3aLLUn:

e PacnpocTtpaHeHne obHoBAeHUI Mexay CepBepamun Dr.Web B npesenax aHTUBUPYCHOM
cetu.

e OnepaTMBHOCTb Nepesaum 0O6HOBAEHUI NpKU UX NoayyeHumn ¢ cepeepoB BCO Dr.Web.

e [Mepesaya mexay ceazaHHbIMU CepBepamu Dr.Web ctatuctnyeckon nHdopmaymm o
COCTOAHMM 3alUMLLaeMblX CTaHLUNN.

e MNepeaaya NMLEH3NIN ANA 3aLUMLLAEMbIX CTAHUUA Mexay coceaHumm Cepsepamm Dr.Web.

10.14.1. CrpoeHune cetn c Heckonbkumu Cepsepamu Dr.Web

B aHTMBMPYCHOW CeTU MOXHO yCTaHOBUTL Heckonbko CepepoB Dr.Web. Mpwu 3ToM kaxapii
AreHT Dr.\Web npucoeanHsaetca k ogHomy n3 Cepsepos Dr.Web. Kaxabin Cepsep Dr.Web
BMecCTe C MPUCOeANHEHHBIMW aHTUBUPYCHBIMU pabounMm cTaHLMAMU QYHKLMOHUPYET Kak
oTAeNbHaA aHTUBMPYCHasA CeTb, KaK ONMUCaHO B NpeabiAyLunx pasjenax.

Dr.Web Enterprise Security Suite no3BonsieT cBA3aTb Takme aHTUBUPYCHbIE CETU, OPraHM30BaB
nepegavy nHdopmauymm mexay Cepsepamm Dr.Web.

PyKkoBOACTBO aAMAHUCT paTopa
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Cepsep Dr.Web moxxet nepegaBatb gpyromy Cepsepy Dr.Web:

e o6HoBeHNA 1O 1 BMpycHbIX 6a3. Mpun 3TomM nonyyaTe obHOBAEHMA ¢ cepBepoB BCO
Dr.Web 6yaeT TonbKO OANH U3 HUX;

* NHPOPMALMIO O BUPYCHbIX COBLITUAX, CTAaTUCTUKY PaboTbl U T. A,

* NINLEH3UN ANA 3alMLaeMblX CTaHUMKA (Nepegayda anueHsnin mexay Cepsepamu Dr.Web
HacTpaunBaeTcs B MeHepkepe nnLeH3nn).
Dr.Web Enterprise Security Suite Bbigenser gBa Tuna ceaseu mexxay Cepsepamu Dr.Web:

® (C843b MUNA 2/1a8HbIU-NO0YUHEHHbIU, NP KOTOPOW rNaBHbIN NepesaeT NOAYNHEHHOMY
obHOBAEHUNA, N NoAy4YaeT 0bpaTHO NHGOPMaLMIO O COOBITUSAX,

® (CB8A3b Me)KaypGGHOI'IpGGHbIMU, npu KOTOpOVI HarnpaBaeHUA nepeiaynm n Tunbl VIHCI)OpMaLI,l/II/I
HaCTpanBakoTCA UHANBNAYA/IbHO.

Ha pucyHke 10-1 npeacTaBaeH npuMep CTPYKTypbl ceTu ¢ Heckonbknumun Cepsepamu Dr.Web.

PyKkoBOACTBO aAMAHUCT paTopa
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H Cepeep Dr.Web —— CeTb Ha ocHoBe TCP/IP

[ oo |

3alUMLLLEHHBIN TOKaNbHBIA KOMMbIOTE e Mepesaua o6HOBAEHWIA Yepe3 HTTP
E BCO Dr.Web —_— Mepesaya MHGopMaLMmM O COBLITUAX

¢ MexcepBepHas nepejava 06HOBNEHUN,
JNIVILEH3WIN ANs CTaHUMWIA

PucyHok 10-1. Cetb ¢ Heckonbkumu Cepsepamu Dr.Web

HekoTtopbie 13 npeumyLLL,ecTB aHTUBMPYCHOW ceTUu € Heckosibknmu CepBepamu Dr.Web:

1. BO3MOXHOCTb NosyyeHns o6HoBAeHWI ¢ cepepoB BCO Dr.Web uepes oanH Cepeep
Dr.Web ¢ nocneayrouten nepesavein Ha octanbHble Cepepbl Dr.\Web Hanpsimyto nam yepes
MPOMEXYTOUHbIE 3BEHbS.

I Cepsepbl Dr.Web, npuHumatowe o6HoBeHMs OT BbiwecToswero Cepsepa Dr.Web, He
‘ npuHUMaroT o6HoBeHua ¢ BCO, gaxke Npu HaNMUMM Takoro 3ajaHva B pacrmcaHum.

PyKkoBOACTBO aAMAHUCT paTopa
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OgHako, Ha TOT ciyyaid, ecam rnaBHbili Cepeep Dr.Web 6yaeT BpeMeHHO HeZoCTyreH,
peKOMeHAyeTca OCTaBUTb B pacnucaHnm noguvHeHHoro Cepeepa Dr.Web 3asaHve Ha
o6HoBneHve c cepepoB BCO. 310 no3soaut AreHtam Dr.Web, noakntoueHHbIM K
noguvHeHHomMy Cepsepy Dr.Web, nonyuats 06HOBEHME BUPYCHBIX 633 1 MPOrpamMMHbIX
Mogaynen (cm. Tarke n. Obuias koHbUrypaums penosutopus).

| B 3agaHum Ha o6HoBAeHWe ¢ BCO Ha rnaBHom Cepsepe Dr.Web, pa3zatoem o6HoBAEHUS,

& Heob6X0AMMO HaCTPOUTb MosydeHne o6HOBAEHN cepBepHOro MO ans Bcex onepaunoHHbIX
CUCTEM, YCTaHOBJIEHHbIX Ha BCex noaunHeHHbix CepBepax Dr.Web, nonyvatowmx
06HoBAEHMs OT 3TOro rnasHoro Cepeepa Dr.Web (cm. n. O6uias koHburypaums

peno3ntopus).

2. Bo3MoOXHOCTb pacnpesgeneHuns pabounx ctaHumin no Heckonbknum Cepsepam DrWeb ¢
YMeHbLUEHMEeM Harpysku Ha KaXkabl 13 HUX.

3. ObbeanHeHne nHPopmaumm ot Heckonbknx Cepeepos Dr.Web Ha og4HOM; BO3MOXHOCTb
nosiyyeHuns ee B ceaHce LleHTpa ynpasneHua Ha 3Tom Cepsepe Dr.Web B
KOHCONMAMPOBaHHOM BUJE.

l Dr.Web Enterprise Security Suite caMOCTOSITeNIbHO OTCAEXMBAET U He AorycKaeT
: BO3HWKHOBEHUS LIMKINYECKVIX MyTel nepeaaun nHGopmMaLmu.

4. BO3MOXHOCTb Nnepesaun CBO6OAHbIX NMNLIEH3UI AN8 3alUMTbl CTaHLMIN Ha coceaHunin Cepep
Dr.Web. Mpun 3TOM caM NMLLEH3MOHHbIN K/IFOU OCTAaeTCA B PacnopsaXXeHUn pasjatoLlero
Cepsepa Dr.Web, cBob6ogHble anLeH3nm Boigarotcs coceagHeMy Cepsepy DrWeb Ha
onpezeneHHbI MPOMEXYTOK BPEMEHMU, MO NCTEUEHUM KOTOPOTO OT3bIBakOTCS 06paTHO.

10.14.2. Hactpoiika cBazeun mexay Cepsepamu Dr.Web

Ans TOoro 4tobbl BOCMONL30BaTbCs BO3MOXHOCTAMM paboThbl ¢ Heckonbkumu CepBepamu
Dr.Web, Heob6x041MMO HacTPOUTb CBA3N MEXAY HUMMU.

PekomeHayeTcs npesBapuTeNIbHO CNIAaHNPOBaTb CTPYKTYPY aHTUBUPYCHOWN ceTn, 0603HaumB
BCe NpejnonaraemMble MOTOKM MHOOPMaLMKN N MPUHSAB peLleHne, Kakne cBasum byayTt Tuna
«MeXzy paBHOMpPaBHbIMM», @ Kakne — TuMna «rAaBHbIM-MOAUYNHEHHbIN». [locie 3Toro ans
kaxxgoro Cepsepa Dr.Web, BxogsLLero B cetb, HeOH6XOAMMO HAaCTPOUTb CBA3N C «COCEAHUMMU»
Cepsepamu Dr.Web («coceaHne» Cepepbl Dr.Web cBa3biBaeT xoTa 661 0AMH
NHOOPMAaLMOHHBI NOTOK).

Mpw Hannumn mexcepBepHbIx cBsAzen Mexay Cepepamu Dr\Web ana pernctpaymoHHoro
MMEHW aAMUHUCTPATOPa B FMaBHOM MeHH0 A06aBastoTCA HOBble QYHKLUN.
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Mpumep HacTpoiikn coegnHeHUA r1IaBHOro U nogunHeHHoro CepsepoB Dr.Web:

@ 3HaueHunsa noJsiel, OTMeUYEHHbIX 3HaKOM *, A0JIKHbI ObITb 065A3aTeNbHO 3a4aHbl.

1. Y6epmntech, uto oba Cepsepa Dr.Web HopmanbHO GYHKLMOHUPYHOT.

2. Kaxpgomy n3 CepsepoB Dr.Web painte «roBopswme» nMeHa, Tak kak 3TO MOMOXET He
COBepLNTb OLWMOKY Npu HacTpoiike coeanHeHnsa Cepsepos Dr.Web v npu ganbHenwem
ynpasnaeHnn. Caenatb 3T0 MOXHO B MeHI0 LleHTpa ynpaBieHns AgMUHUCTpUpOBaHue —
KoHdurypauua Cepsepa Dr.Web Ha Bkiazke O6wme B none HasBaHwme. B saHHOM
npumMmepe HazoBeM rnaBHbi Cepep Dr.Web MAIN, a nogunMHeHHbIN — AUXILIARY.

l 3a,anHb|e npu HaCTpOl‘/’IKe Ha3BaHUA 6yAyT adBTOMaTL4yeCKM 3aMeHeHbl Ha UMeHa
: KOMMbOTEPOB nocie noakntoueHns Cepeepos Dr.Web no cosgaHHoii ceszm.

3. Ha o6oux CepBepax Dr.Web BiitounTe cepBepHbI npoTokon. [1ns atoro B MeHto LleHTpa
ynpasneHa AamuHucrpupoBaHue — Konpurypauusa Cepsepa Dr.Web Ha Bknagke
Mogaynum yctaHoBuTe dnar Mpotokon Cepsepa Dr.Web (cm. Moaynu).

4. Mepe3anyctute oba Cepeepa Dr.Web.

Yepes LleHTp ynpaBaeHuna nogumHeHHoro Cepsepa Dr.Web (AUXILIARY) gobaBbTe
rnaBHbi CepBep Dr.Web (MAIN) B cnucok coceaHmx Cepsepos Dr.Web.

[ns 31oro BbibepuTe NyHKT AHTUBUpPYCHaA ceTb B rNaBHOM MeH. OTKpOeTca OKHO,
cofep>kallee nepapxmyeckmii CnMcok aHTMBMpPYCHoOU ceTu. [ina Toro utobel gob6aBunThL
cocepHuin Cepep Dr.Web, Ha naHenn MHCTpyMeHTOB BblibepuTe + [ o6aBuTb 06BLEKT

cetn — H‘l‘ COBAaTb CBA3b.

OTKpOeTCs OKHO HAaCTPOWKM CBA3M Mexay Tekywum n gobasnsembim Cepeepom Dr.Web.
3agaviTe cnegyrolime napameTpsbl:

e Tun co3gaBaemon cBs3n — FNaBHbIN.
e Ha3BaHue — Ha3BaHue rnasHoro Cepsepa Dr.Web (MAIN).
e Maponb* — NPoun3BOAbLHBIN Napoab Ans Aoctyna kK rnaBHomy Cepeepy Dr.Web.

e CobcrBeHHble cepTudukatbl CepBepa Dr.Web — cnucok SSL-cepTudmkaTos

HacTpamBaemoro Cepsepa Dr.Web. Haxxmute KHOI'IKyE n Bbibepute dann ceptndukata
drwcsd-certificate.pem, oTHOCAWMIACA K Tekywemy Cepepy Dr.Web. nsa

nobaBneHus elle ogHoro ceptudurkaTta, HaxkMuTe + nobaBbTe cepTnduKaT B HOBOE
none.
o Ceptudpukarbl coceaHero CepBepa Dr.Web* — cnucok SSL-cepTudmkaTos

nogkntoyaemoro rnaBHoro Cepsepa Dr.Web. Haxxmute KHOI'IKyE n Bbibepute dann
ceptndukata drwcsd-certificate.pem, oTHOCAWMINCA K rnaBHoMy CepBepy Dr.Web.

Ana pobaBneHus ewwe ogHoro ceptudmkata, Haxmute Bl 1 gobaBbTe cepTUdMKaT B
HOBOe noe.
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e Appec* — ceteBor agpec rnaBHoro Cepeepa Dr.Web v nopt ana nogkntoueHms.
3apaetca B popmate <adpec_Cepsepa_ Dr.Web> : <nopm>.

Bo3moxkeH nounck cnucka Cepeepos Dr.Web, goctynHbix B ceTn. [Ans 310r0:
a) Haxmurte ctpenky cnpasa ot nossa Aapec.

b) B oTkpbIBLIEMCS OKHE yKaXute nepeyeHb ceTen B opmarte: yepes geduc
(Hanpumep, 10.4.0.1-10.4.0.10), uepes 3anaTyto n npoben (Hanpumep,
10.4.0.1-10.4.0.10, 10.4.0.35-10.4.0.90), c ucnosnb3oBaHneM npedukca
cetv (Hanpumep, 10.4.0.0/24).

c) Haxmute kHOMKy B Haunetca 0630p ceTv Ha Haanume aocTynHbix CepeepoB
Dr.Web.

d) Beibepute Cepep Dr.Web B cnucke goctynHbix Cepsepos Dr.Web. Ero agpec 6yaet
3anucaH B none Appec 411 CO3JaHuA CBA3N.

e Appec LleHTpa ynpaBneHus 6esonacHoctbio Dr.Web — moxkeTe ykasaTb agpec
HauanbHOW cTpaHuubl LleHTpa ynpasneHuns rnasHoro Cepeepa Dr.Web (cm. LleHTp

ynpaeneHus 6eszonacHoctbio Dr.Web).

¢ B Bbinagatowem cnucke MapameTpbl coeguHEHNA 3aaeTcs NPUHLKUN COeANHEH WA
CepsepoB Dr.Web co3gaBaemoli cBazu.

¢ B Bbinagatowmx cnuckax LWngposaHme n Oxatune 3aganTe napameTpbl WMGPOBaHUA U
okaTua Tpaduka Mmexay coeamHaembiMn Cepeepamu Dr.Web (cm. LUndpoBaHue u

okatve Tpaduka).

¢ Mepuoa aBTOMaTUUECKOTO NPOA/IEHUA BblAaBaeMbIX JIMLLEH3UA — Mepro BPEMEHN,
Ha KOTOPbIN BbIAAKOTCA NVLIEH3UN U3 KAtoYa Ha gaHHOM Cepsepe Dr.Web. Mocne
OKOHYaHWS 3TOro Nepruoaa OCyLLEeCTBAAETCA aBTOMATUUYECKOe NPOoA/ieHNe BblAaHHbIX
JMLEH3MIA Ha TOT XKe caMblil Mepuros. ABTOMaTUUeCKOE NpoaieHue byaeT
OCYyLLEeCTBAATHCA A0 TEX MOpP, MOKa AANTCA CPOK pacnpoCTpaHeHMa AnLeH3nn. Hactpoiika
ncnosb3yetcs, ecav rnaBHbii Cepeep Dr.Web 6yaeT BbigaBaTh ANLEH3UN TEKYLLEMY
CepBepy Dr.Web.

e VIHTepBan ansa npeaBapuTeNibHOrO NMPoOAJIeHNA NoJlyYaeMbiX JIML,eH3UA — HaCcTpouka
He MCnosib3yeTcsa Npu co3aaHnm cBAsn Ao rnasHoro Cepsepa Dr.Web.

¢ Mepurog CMHXPOHMU3ALLUN INLLEH3UI — NEePUOANYHOCTb CUHXPOHM3aLUN MHDOPMaL MK
O BblaBaeMbIx MnLeH3nax mexay Cepsepamun Dr.Web.

e Onaru B pasgenax JiuyeHsmm, O6HoBAeHUA 1 COBBLITUA YCTaHOB/IEHbI B COOTBETCTBUN C
NPUHLMMNOM CBA3W 2/1a8HbIU-NOOYUHEHHbIU N He NOAJ/IeXaT N3MEHEeHWHO:

o rnaBHbin Cepep Dr.Web oTnpaBaset anMueH3nmn Ha nogunHeHHbIn Cepeep Dr.Web;
o rnaBHbl CepBep Dr.Web otnpaBasieTr o6HoBAeHUSA Ha NogunHeHHbIn CepBep Dr.Web;

o rnaBHbln Cepep Dr.Web npuHumaeT nHdopmaLmio 0 cOBbITUAX OT NOAUMHEHHOrO
Cepsepa Dr.Web.

e HacTponTte nonyyeHne onoBeLleHA aMUHNUCTPATOPOM:

o YctaHoBUTe pnar OTNpaBAATb ONoBelLeHNs 0 cobbiTuax cocegHero CepBepa
Dr.Web, utobbl 0TNpaBaaTh a4MUHNCTPATOPY OMOBELLEHUA O COOBbITUAX, MONYYEHHbIX
OT HacTpanBaemoro nogunHeHHoro Cepsepa Dr.Web. Ecan ¢nar cHaT, TO
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agMUHUCTpaTop ByaeT noay4vaTb ONOBeLLEeHNA O CObbITUAX TONbKO Ha cBoem Cepsepe
Dr.Web. HacTponTb 0TnpaBKy KOHKPETHbIX OMOBELLEHMI Bbl MOXETE B pa3jene

KOHQ)I/IpraI:I'I/IH OI'IOBGM,GHI/II‘/’I.

YcraHoBuTe dnar OTnpaBaaTb onoselLeHUA o cobbiTuax cocegHero Cepsepa
Dr.Web npu o6Hapy>xeHUu yrpos no u3BecTHbIM Xellam, YTo6bl OTNPaBAATb
aAMUHUCTPATOPY OMOBELLEHMA O CODObITUAX, MONYUYEHHbIX OT HacTpanBaemMoro
nogunHenHoro Cepsepa Dr.Web B ciyuae ob6HapyxeHua yrpo3 6e3onacHoCT no
M3BECTHbIM Xewam yrpo3. Ecam ¢nar cHAT, To agMuHUcTpaTop byaeT noayyatb
ornoselleHna o0 cobbITnAxX Tobko Ha ceBoem Cepsepe Dr.Web. HactpounTb oTnpaBky
KOHKPEeTHbIX OMOBELLEeHMI Bbl MOXeTe B pa3gene KoHdurypaumnsa onoseuieHui.
®nar gocTyneH, TOAbKO eCv ANLEH3MPOBAHO NCMOb30OBaHNE BronneTeHen
M3BECTHbIX Xellen yrpo3. Hanavune anueH3nm npmBoanTca B HGoOpMaLmm no
NNLEH3VNOHHOMY KJTHOUY, KOTOPYHO MOXHO NMPOCMOTPETb B pa3gesne MeHeaxep
AnLeH3ni, napameTp PaspelueHHble cnuckm 6ronnereHen xewewn (40CTaTOUHO
NNLEH3UN XOTA Bbl B O4HOM M3 INLLEH3NOHHBIX KNHOYer, ncnoab3yemMbix CepBepom
Dr.Web).

YcraHoBuTe dpnar CMUHXpoHU3MpoBaTb MHPOpPMaL IO O cocTaBe obopyaoBaHNA U
nNporpaMm Ha CTaHLMAX NO MeXXCepBEPHbIM CBA3AM, UTOObI OTNPaBAATL Ha
HacTpanBaeMbll nogunHeHHbIn Cepeep Dr.Web cobpaHHble saHHble 06
obopyaoBaHuu, MO n yctaHOBAEHHbIX NakeTax o6HoBaeHMn OC Windows Ha
NOAKNFOUEHHbIX CTaHUmMAX. [laHHble ByayT oTnpaBaeHbl Cpasy Xe Nocsie co3gaHus
CBA3W M nogkatoveHma k rnasHomy Cepsepy Dr.Web 1 B ganbHenwem 6yayt
06HOBNATLCA B C/lyYae N3MEHEHMI B annapaTHO-NporpaMmMHoM obecneveHnn Ha
CTaHUMAX.

[JaHHasa cTtaTncTMKa cobrpaeTca TONbKO CO CTaHLMIA, Ha KOTOPbIX YCTaHOB/IEH AreHT
Dr.Web ana Windows, n ToIbko Npu yCA0BUM BKIKOYEHWA COOTBETCTBYHOLLEN OMLNN B
kKoHourypaumm Cepepa Dr.Web n AreHta Dr.Web, kak onucaHo B pa3gene
AnnapaTHo-nporpammHoe obecneyerHune Ha ctaHumax nog OC Windows.

@ |_|pl/l BKJHOYEHUN AaHHbIX OI'ILI,I/II7I BO3MO>HO 3HauuUTENbHOE yBEJIMYEHNE KOJIMYECTBA

nojay4vaemMsbix ornoee LLI,eHI/IVI.

Mpw HacTpovike paBHonpaBHbIx CepeepoB Dr.Web aaHHble onumm 6yayT 4OCTYMHbI TObKO
ecan yctaHoBaeH ¢aar MpuHumatb B pa3gene CobbiTuA.

O cobbituax Ha coceaHem Cepepe Dr.Web focTynHbl cnegyrolivie onoBeLLeHs:
O6Hapy><eHa yrpo3sa 6esonacHocTu, OTueT NpeBeHTUBHOM 3aluTbl, OWwnbKa
CKaHUpoBaHUA, CraTtucruka CKaHUpoBaHMA.

O cobbiTuax Ha cocegHeM Cepaepe Dr.Web B ciyyae o6HapyxeHWs yrpo3 6e30mnacHOCTA Mo
M3BECTHBIM XellaM Yrpo3 MpeAoCTaBaAstOTCA OTAe/NbHble OMNoBeLLeHUs: O6HapyXeHa yrposa
6e30MacHOCTU NO U3BECTHbIM XellaM yrpo3, Owmr6bkKa ckaHUpoBaHUA Npu
o6Hapy>keHUM yrposbl Mo M3BECTHbIM Xelam yrpo3, OTuer MNpeBeHTMBHON 3awWuThl 06
o6Hapy>keHUn yrpo3 no U3BeCTHbIM XellaMm yrpos.
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e B paszene OrpaHuueHus ob6HoBneHun — CobbITUA MOXeTe 3a4aTb pacnmcaHme
nepegaun cobbiTuii ot Tekylero Cepeepa Dr.Web rnaBHomy (pegaktnpoBaHue Tabanubl
OrpaHuuyeHns 06HOB/IEHUI OCYLLIECTBAAETCA aHaJIOTMYHO pefakTMPOBaHMIO TabanLbl

pacnucaHua B pasgene OrpaHvyeHvie 06HOBNEHNIN PabourX CTaHLMIA).
Haxxmute kHonky CoxpaHUTb.

B pesynbTaTte rnaBHbii CepBep Dr.Web (MAIN) nonaget B nanku Parents n Offline (cm.
puc. 10-2).

A Offine (1)
[ MaIN

[ (23 Online {0)

AfParents (1)
E MaAN

- [Ig Peers (0)

> (23 Children ()

A Al (1)
E Mam

PucyHok 10-2.

. Otkpowute LleHTp ynpaBneHus rnaBHoro Cepepa Dr.Web (MAIN) n pobaBbTe

nogunHeHHbI Cepep DrWeb (AUXILIARY) B cnucok cocegHux Cepsepos Dr.Web.

[Ans 310ro BbIbepuTe NYHKT AHTUBUPYCHasA ceTb B rNaBHOM MeH. OTKPOETCs OKHO,
cozepKallee nepapxmyecknin CnMcok aHTMBUPYCHOW ceTu. ins Toro utobbl 406aBUTbL
cocegHuin Cepep Dr.Web, Ha naHenn MHCTPyMeHTOB BblibepuTe + A o6aButb 06BEKT
cetn — 2 Co3aaTtb CBA3b.

OTKpOEeTCs OKHO HaCTPOWMKM CBA3M MexXay Tekylwnm 1 gobasnsembim Cepsepom Dr.Web.
3asaliTe cnesyrolime napameTpsbl:

e Tun co3gaBaemoi cBsa3n — MogUMHEHHBIN.
e Ha3BaHue — Ha3BaHWe nogunHeHHoro Cepeepa DrWeb (AUXILIARY).
e Maponb* — BBEAUTE TOT XE NapOb, YTO ObiN yKa3aH B n. 5.

e CobcTBeHHble cepTudukatbl CepBepa Dr.Web — cnucok SSL-cepTndukaTos

HacTpanBaemoro Cepsepa Dr.Web. Haxxmute KHOI'IKyE n BbibepuTe dann ceptndrkara
drwcsd-certificate.pem, oTHOCAWMMCA K Tekywemy Cepsepy Dr.Web. [ns

fobaBneHunsa elle ogHoro ceptndurkata, HaXXMuUTe . n pobasbTe cepTuduKaTt B HOBOE
none.
o Ceptudpukartbl cocegHero CepBepa Dr.Web* — cnuncok SSL-cepTtndurkatos

noaknrouyaemMoro nogunHeHHoro Cepepa Dr.Web. Haxxmute KHOI'IKyE  BbibepuTe
davin ceptmodmnkata drwecsd-certificate.pem, OTHOCAMNCA K MTOAYNHEHHOMY

CepBepy Dr.Web. ins gobaBneHns ewe ogHoro ceptndurkaTa, HaxmmTe n pobaBbTe
cepTMdmKaT B HOBOE MNoJie.

e Appec LleHTpa ynpaBneHus 6esonacHoctbio Dr.Web — moxeTe ykasaTb agpec
HayanbHOW cTpaHuLbl LleHTpa ynpaeneHus nogumHeHHoro Cepsepa Dr.Web (cm. LleHTp
ynpaeneHus 6eszonacHoctbio Dr.Web).

¢ B Bbinagatowem cnucke MapameTpbl coeguHEHNA 3aaeTcs NPUHLKUN COeANHEH A
CepsepoB Dr.Web co3gaBaemoli cBazu.
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¢ B Bbinagatowmx cnuckax Wngposanue 1 Oxature 3aganTe napameTpbl WNbPOBaHUA U
oKaTua Tpaduka Mexay coeamHaembiMu Cepsepamu DrWeb (cm. LLndpoBaHue u

okatve Tpaduka).

¢ Mepuop aBTOMaTUUECKOTO NPOA/IEHUA BblAaBaeMbIX JIMLLEH3UA — HaCTPOWKa He
NCMONb3yeTCs NPU CO34aHUM CBA3M A0 nogumHeHHoro Cepeepa Dr.Web.

e NHTepBan ana npeaBapuTeNibHOrO NPOAJIEHUSA NMOJyYaeMbiX JINLLEH3NA —
NPOMEeXYTOK BPeMEHM A0 OKOHYaHWA Nepmnosa aBTOMaTUUYECKOrO NPOANEHUS NULLEH3UN,
HauMHas C KOTOPOTo AaHHbIN NogumHeHHbI CepBep Dr.Web 3anpawvBaert
npeaBapuTeNbHOE aBTOMaTUUECKOe NPOoA/IeHNe 3TUX nLLeH3nI. HacTpolika
NCroab3yeTcs, ecn nogunHeHHbii Cepep Dr.Web 6yaeTt nonaydyaTb AMLEH3UN OT
Tekywiero Cepsepa Dr.Web.

e Mepuoa CMHXPOHM3ALLMN IMLLEH3UIN — HACTPOLiKa HE NCMOb3YEeTCs NMPU CO34aHUN
cBA3U J0 nogumHeHHoro Cepsepa Dr.Web.

e Onaru B pasgenax JiuyeHsmm, O6HoBAeHUA 1 COBBLITUA YCTaHOB/IEHbI B COOTBETCTBUN C
NPUHLMMNOM CBA3W 2/1a8HbIL-NOOYUHEHHbIU N He NOAJ/IeXaT N3MEHEHWIO:

o nogumHeHHbl Cepeep Dr.Web npuHumaet anueHsunm ¢ rnasHoro Cepsepa Dr.Web;
o noAunHeHHbI CepBep Dr.Web npuHumaet obHoBaeHus ¢ rnaBHoro Cepsepa Dr.Web;

o noAunHeHHbI CepBep Dr.Web otnpasnseT nHdopmaLmto 0 cOBbITUAX Ha FNaBHbIN
Cepsep Dr.Web.

e Onuun OTNpaBNATbL ONoBelleHnA o cobbiTuax coceaHero Cepsepa Dr.Web,
OrtnpaBasaTb onoBew,eHUA o cobbiTuAx cocegHero Cepeepa Dr.Web npwm
o6Hapy>keH1M yrpo3 no nsBecTHbIiM xewam 1 CUHXpOHM3MpoBaTb MHGOpMaLLMIO O
coctaBe o6opyaoOBaHUA U NPOrpamMM Ha CTaHLUAX MO MeXXCEPBEPHbIM CBA3AM
OTK/IFOYEHbI N HE NOA/EXAT M3MEHEH WO, MOCKONbKY NogunHeHHbIn Cepep Dr.\Web He
nosyyaet cobbiTna ot rnasHoro Cepsepa Dr.Web.

e B paszene OrpaHuueHus o6HoBaeHU — O6HOBIEHNA MOXeTe 3aJaTb pacnucaHme
nepeaayn obHoBneHUI OT Tekyllero Cepeepa Dr.Web nogunHeHHOMY (pesakTMpoBaHue
Tabanubl OrpaHuUeHns 06HOBIGHUI OCYLLIECTBASAETCA aHAaNIOTMUYHO PesakTUPOBaHNIO
Tabamubl pacnucaHmsa B pasgene OrpaHnyeHne 06HoOBAEHUN PaboUmX CTaHLMNA).

Haxxmute KHOMKY COXpaHVITb.

B pe3ynbTaTe nogunHeHHbin Cepep Dr.\Web (AUXILIARY) 6yaeT BKIOYEH B Manku
Children n Offline (cm. puc. 10-3).

A Offine (1)
E ALIKILIARY
[+ (2 Cnlime (0}
- [2g Parents (D)
[+ [0 Peers (D)
4 Children (1}
B AUXILIARY
Ay Al (1)
[ AUXILIARY

PucyHok 10-3.
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7. JoxauTecb ycTaHOBNeHUA coeanHeHma mexay Cepsepamu Dr.Web (o6biuHO 31O 3aHMMaeT
He 6onee MUHYTLI). lns npoBepkn nepuoamyeckm obHoeaanTe cnncok Cepsepos Dr.Web ¢
nomMoLubto knaBuwm F5. MNocne yctaHoBneHns cBa3u nogunHeHHbin Cepsep Dr.Web
(AUXILIARY) nepenget n3 nankv Offline B nanky Online (cMm. puc. 10-4).

> [0 Offline ()
A Online (1)
E ALIXILIARY
[+ [J Parents (0)
- [2g Peers (0)
A3 Children (1)
E ALIXILIARY
A7l (1)
E ALIXKILIARY

PucyHok 10-4.

8. Otkpouite LleHTp ynpaBneHuns nogumHeHHoro Cepsepa Dr.Web (AUXILIARY) n ybeantech
B TOM, uTO raBHbI CepBep Dr.Web (MAIN) noaxitoueH K nog4YMHEHHOMY (AUXILIARY)

(cMm. puc. 10-5).

[ (27 Offline (0)
423 Online (1)
F MaIN
A[Parents (1)
[ Mam
[+ 7 Peers (0)
> [2g Children ()
A7l (1)
§ MAIN

PucyHok 10-5.

HeBo3moxxHO cBsA3aTh Heckonbko CepepoB Dr.Web ¢ ognHakoBol napoi napamMeTpos:
naponb n SSL-ceptndumkar.

|>

@ Mpw co3gaHum paBHONpaBHON cBA3n Mexay Cepsepamu Dr.Web pekomeHayeTcs ykasbiBaTb

: agpec nogkntoyaemoro Cepsepa Dr.Web B HacTpoVikax TONbKO OAHOTO U3 HUX. DTO He
noBanseT Ha B3aumogericteme mexay Cepsepamu Dr.Web, ogHako no3osut nsbexatb
3anuceri Tuna Link with the same key id is already activated B >xypHane paboTbi
CepBepos Dr.Web.

OpHako 3asaHve agpeca nogkitoyaemoro Cepsepa Dr.Web ¢ ogHon 13 ctopoH siBasietcs
obA3aTeNbHbIM.

YcraHOBKa coeAuHeHuna MmeXxxkay CepBepaMM Dr.Web HeBO3MO)XHa B caieayrouiux cnydaax:

e [Ipobaembl CBA3M MO CETK.
e [1pn HacTpolike CBA3M 3ajaH HeBepHbIN aapec rnaBHoro Cepsepa Dr.Web.

e 3asaHbl HEBEPHbIE OTKPbITble cepTudurKaTbl Ha ogHOoM 13 CepepoB Dr.Web.

PyKkoBOACTBO aAMAHUCT paTopa
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e 33/1aH HeBepHbIV Mapoab JoCTyna Ha ogHomM n3 CepsepoB Dr.Web (3agaHbl
HecoBMnajatowme naponum Ha coeamHaembix Cepepax Dr.Web).

Ecnn Heo6x0aMMO yCTaHOBUTbL HOBYIO MeXXcepBepHYto cBA3b MeXxay Cepsepamu Dr.Web
10 n 13 Bepcuii, AONONHUTENBHO BbINOJIHUTE C/leAyiol e AeNCTBUA:

1. Mpwn co3gaHnm cBA3M yKaxxuTe OTKpbITbIA katou CepBepa Dr.Web Bepcun 13 Ha CepBepe
Dr.Web Bepcun 10.

2. CreHepupyuTe ceptnudukat ns 3akpbitoro kitoya Cepsepa Dr.Web Bepcun 10 npu nomowm
yTmanTbl drwsign (KOMaHAa gencert) U3 coctaBa Cepsepa Dr.Web Bepcum 13 (cm.

nokymeHT Mpunoxxenus, 37.1. Y1ununta reHepaumm undpOBbIX KAHOYer U cepTUdUKaTOB).

YkaxuTe 310T cepTmndukat npu cosgaHunm ceasmn Ha Cepsepe Dr.Web Bepcum 13.

10.14.3. Ucnonb3oBaHUe aHTUBUPYCHOMN CETU C HECKOJIbKUMMU
CepBepamu Dr.Web

OcobeHHOCTbIO ceTn ¢ HeckonbknMu Cepeepamu Dr.Web sBasetcs nonyyeHne 0O6HOBAEHWNI C
cepepoB BCO Dr.Web uepe3 vactb CepepoB Dr.Web (kak npaBuio, O4NH UAN HECKObKO
rnaBHbIx CepBepoB Dr.Web). MNpu 3tom Tonbko Ha 3Tux Cepepax Dr.Web cneayet
HacTpavBaTb pacnucaHue, cogepxkallee 3agaHme Ha obHoBaeHume (cM. n. HacTpoiika

acnucarus Cepsepa Dr.Web). /ltobon Cepeep Dr.Web, nonyunsinin obHoBaeHns ¢
cepepos BCO Dr.Web nan ot apyroro Cepsepa Dr.Web, HemeaneHHO nepesaeT ero Bcem
CepBepam Dr.Web, ans koTopbix y HEro HacTpoeHa Takasi BO3MOXHOCTb (TO eCTb BCEM
CBA3aHHbIM NOAYMHEHHbIM, @ TaKXKe TeM U3 paBHOMPABHbIX, AN KOTOPbIX B ABHOM BUJe
yKazaHa BO3MOXHOCTb NoJsly4yaTb O6HOBAEHMSA).

@ Dr.Web Enterprise Security Suite aBTomMaTM4eCckn oTCaexvBaeT CuTyaLym, Korga 13-3a

‘ HeCoBEepLLEHHOTO MaHMPOBaHUA TOMOOrMKN ceTn 1 HacTpoikn CepeepoB Dr.Web Ha oauH
n 10T e CepBep Dr.Web noBTOpHO MOCTyrmaeT y>ke NPUHATOE U3 APYroro MCTOYHMKA
06HOBJ/IEHME, 1 HE MPOBOAUT OOHOBEHME MNOBTOPHO.

AZMWHUCTPATOP MOXET TakKe MoJslyyaTb CBOAHYH MHPOPMaLMIO O Hanbosiee BaXkKHbIX
BMPYCHbIX COBbITUAX Ha CErMeHTax CeTW, CBA3aHHbIX C kKakum-anb6o Cepsepom Dr.Web uepes
MeXCepBEPHbIE CBA3MN.

UT06b1 NpOCMOTpETb MHPOPMaLLMIO O BUPYCHbIX cO6bITUAX Ha Bcex CepBepax Dr.Web,
CBA3aHHbIX C AAHHbIM

1. BbibepuTe NyHKT AHTUBMUPYCHaA ceTb B IN1aBHOM MeHto LleHTpa ynpaBneHus. B gepese
aHTuBupycHow cetu, B rpynne Neighbors Bbibepute coceaHnin Cepsep Dr.Web,
MHOOpPMaLUNIO KOTOPOrO XOTUTE MPOCMOTPETb.

2. BbibepuTe B ynpasastoweM MeHo NyHKT Obumne — O6opyaoBaHMe U NporpaMmbl, UTOObI
NPOCMOTPEeTb CTaTUCTUKY NO annapaTHOMY M NporpaMMHOMY obecneyeHmnto Ha
3alMLLaeMbIX CTaHLMAX, MOAKIHOUYEHHbIX K BbiIbpaHHOMY coceaHemy Cepsepy Dr.Web.
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VHdopmauma, npuseseHHan B JaHHOM pa3jesie, aHasormyHa nHdopmaumm B pasgene ans
CTaHUMI, NOoAKNHOUYEeHHbIX K Bawwemy Cepeepy Dr.Web (cM. AnnapaTtHo-nporpammHoe
obecneyenuve Ha ctaHumax noa OC Windows).

3. YTtobbl NPOCMOTPETb CTATUCTUKY pa6OTbI AHTUNBNPYCHbIX KOMMOHEHTOB Ha 3all/LlliaeMbIX

CTaHLMAX, NOAKIHOYEHHbIX K BbiIbpaHHOMY coceaHemy Cepeepy Dr.Web, Bbibepute
COOTBETCTBYIOLMI MYHKT B pa3jene ynpasastowero meHo Cratucruka.

VHpopmauma, npuseseHHan B JaHHOM pa3jesie, aHasorm4yHa nHpopmaumm B pasgene ans
CTaHUMI, NoAkNtoueHHbIX K Bawemy Cepsepy Dr.Web (cm. Cratuctuka).

10.14.4. Knactep CepBepoB Dr.Web

ili Nudopmaumto 06 obHosneHun CepeepoB Dr.Web B npegenax kiactepa cM. B pasgene
£ O6HosneHune Cepepor Dr.Web B knactepe.

NHbopMaLmio 0 BOCCTaHOBAEHWW y3/1a KiacTepa nocsie datanbHoro otkasa Cepsepa

Dr.Web cm. B gokymeHTe MpunodxkeHus, pasgen BocctaHosneHne yana knactepa Cepeepor
Dr.Web.

Mpwn co3gaHnm B aHTUBUpPYCHOM ceTn knactepa CepeepoB Dr.Web Heob6xoanMo BbINOAHEHNE
Cnesyowmx npeanmncaHui:

1. KoHdurypayumoHHble ¢painbi

webmin.conf — He TpebyeT yHMdMKaLMM Ha BCEX CepBepax Knacrepa.

drwcsd.conf — paj HacTpoek TpebyeT YyHUPMKaLmu:

e [loCTynHbl TONbKO B caMOM daline KoHOUrypaumm:

Mapametpbi 3HaueHunn
<!-- Password encryption salt, keep it in O/AMHaKOoBble
safe place —-->

3HaueHne KpunTorpaduyeckomn conm aas WndbpoBaHUs
naposs agMUHUCTpaTopa B 6ase JaHHbIX

<!-- The server self id from license key. -- pa3sHble

>
YHUKanbHbIV naeHtnoukatop Cepeepa Dr.Web

e Mo>XHO n3meHaTb u3 LleHTpa ynpasneHuns (Kongpurypaumsa Cepsepa Dr.Web):

Bxknagxn Mapametpbi 3HaueHunn

O6wune HasBaHue CepBepa Dr.Web He 3aMoJIHEHO WAN pa3Hoe
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Tpaduk

CeTtb

CraTuctuka,
Bbe3onacHocTb,
Kew, Mogynu,
JInueHsumn

Pacnono>xeHue,
XypHan

baza gaHHbIX

2. Knroum wmnéppoBaHusa u ceptudpukar Cepsepa Dr.Web

Mapametpbl

Asbik CepBepa Dr.Web, Konnuecreo

napasJie/ibHbIX 3aMpPoOCOB OT KJINEHTOB,
Konuuecteo pesepBHbIX KONWUii ANsA Bepcuii

CepBepa Dr.Web
oCTa/ibHble

O6HoB/eHNsA, YCTaHOBKM
DNS, MNMpoxcn

TpaHcnoprT: WndposaHue n COkatne

AnekTpoHHaa nouta, Knacrep, 3arpyska

FpynnoBbie o6HOBAEHUA

BCe

BCe

Konunuecrso COGAMHEHVIVI, BoccranHaBnumBaThb
ﬂOBpe)KAeHHbIFI 06pa3 aBTOMaTU4yeckum

OCTa/ibHble

Inaea 10: Hactpoiika CepBepa Dr.Web

3HaueHus

HEe MMEET 3Ha4eHnA

O/IHaKOBbIE

O/IMHaKOBbIe

He MMeeT 3HaueHus

OJMHAKOBbIE; HACTPOWKM,
CBA3aHHblE C PEXMMOM
Multicasting — oavHakoBble,
OCTaNibHble HaCTPOWKN — He UMeeT
3HayeHus

O/IMHAKOBbIE

pPEeKOMeHAyeTCs OCTaBUTb Ha O4HOM
cepBepe Kiactepa, Ha OCTaNbHbIX

BbIKTFOYNTb

O4NHaKOBbIe

He MeeT 3HayeHuA

HEe MMEET 3Ha4YeHnA

OANHaKOBble

Ha Bcex CepBepax Dr.Web gonkHbl 6bITb 04MHaKOBbIE OTKPbITbIN (* . pub) K 3aKPbITbIN
(drwesd.pri) kntoum wWndposaHus, a Takoke ceptndnkat Cepsepa Dr.Web drwesd-
certificate.pem

Ecnam kntoun wdposaHma n ceptndunkat paHee He CO34aBananCh, TO B XOZ€e YCTaHOBKM
nepsoro Cepeepa Dr.Web knactepa oHu 6yayT chopMmpoBaHbl aBTOMaTUUECKM.

Monyunte HeobxognMble KoUK WndpoBaHUa 1 cepTUdMKaT ANA YCTaHOBKN NOCAEAYHOLLMX
CepsepoB Dr.Web knactepa MmoxHo uepes LieHTp ynpaBaeHna: MeHto
ApamunHuctpupoBaHue — Karoum wmdposaHusa. [pn 3ToM B gasbHenweM MoOryT
noTpeboBaTbCA M 3aKPbITbIM KIOY, U cepTUdUKAT: MPW 3aJaHNN 3aKPbITOro KatoYa
drwcsd.pri Bo BpeMs yctaHoBku CepBepa Dr.Web oTkpbITbif kKntoY * . pub 1 cepTudukaTt

PyKkoBOACTBO aAMAHUCT paTopa
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drwcsd-certificate.pem GOPMUMPYOTCA aBTOMATUYECKN, OAHAKO NPWU reHepaumm
cepTudukaTta co3saeTcs ero HoBaa Bepcus, No3ToMy ceptTndurkaT JOaXKeH ObiTb 3aMeHeH
Ha OAHY W Ty >ke Bepcuto Ha Bcex CepBepax Dr.Web knactepa (cM. IHCTpymeHTbI ans
obecneyeHns 6e30MacHOro CoOeANHEHUS).

EaviHoe nmsa CepBepa Dr.Web

[na Bcex CepsepoB Dr.Web gonxHbl 6biTb 3agaHo ognHakoBoe DNS-ums Cepepa
Dr.Web, ncnonbsyemoe npu popmmpoBaHun Gpannos nHctaanaumm Arenta DrWeb ansa
CTaHUMM aHTUBUPYCHOW CeTU.

[aHHoe nms 3agaetca yepes LleHTp ynpaBieHns: AGMUHUCTPUPOBaHNE —
KoHdwurypaunsa Cepsepa Dr.Web — Bknasgka Cetb — Bksiagka 3arpyska — none Agpec
Cepsepa Dr.Web. HacTtpowikn aToro pasgena xpaHatcs B KOHGUrypaumoHHoOM panne
download.conf (onucaHue ¢anna npueBeseHo B JokyMeHTe Mpuaoxkenms, E3.

KoHdurypaumoHHbi ¢pann download.conf).

Hacrpoiika ncnonbsoBaHua Kiacrepa
Ha DNS-cepBepe B ceTn HeO6X0ANMMO 3aperncTpupoBaTb obLiee nMa knactepa 414
kaxxgoro otaenbHoro Cepsepa Dr.Web v 3agatb MeToz 6anaHCMPOBKM Harpy3Ku.

[ns aBTOMaTM4eCckoro npuMeHeHuns Hactpoek B knactepe Cepeepos Dr.Web Heobxoanmo
MCNOAb30BaHMeE CreLmanbHOro K1acTepHOro NpoTokoa.

[ns HacTpoMKM KnacTepHOro NpoTokona Heobxoammo ana kaxzgoro ns Cepsepos Dr.Web B
LleHTpe ynpaBaeHus nepentn B MeHto AGMUHUCTpUpoBaHue — KoHpurypauusa Cepsepa
Dr.Web v 3asatb cnegyrolime HacTPOMKM:

a) [na BIrOUEHWUA K1acTepHOro NpoToKoaa Ha Bkaagke Mozyav yctaHoBuUTe ¢piar
Mpotokon knacrepa CepsepoB Dr.Web.

b) [ns HacTpolikn napameTpoB B3anmogeinctaus Cepepos Dr.Web B coctaBe knactepa
Ha Bknagke Knactep 3againTe COOTBETCTBYHOLLME NapaMeTpbl.

Hanpumep:

o Multicast-rpynna: 232.0.0.1
e Mopr: 11111

e UHTepdenc: 0.0.0.0

B aaHHOM npumepe ans Bcex CepsepoB Dr.Web knactepa HacTpanBarotca TpaHCNOPThI 414
BCeX MHTePPenCcoB. B MHbIX cayyasx, HanpuMep, Koraa oAHa 13 ceTeun ABAAETCA BHELUHEN
A5 KnacTepa n vepes Hee nogkntoyvatotcs AreHTbl Dr.\Web, a BTopas ceTb aBasetcs
BHYTPWKIACTEPHOW, TO KNACTEPHbIM MPOTOKOA /lyylle OTKPbIBaTb TO/IbKO A1 MHTepdencoB
BHYTPeHHel ceTu. B aToM cnyyae B kayecTBe MHTepdeicoB HEOOXOANMO 3asaBaTb ajpeca
BMga 192.168.1.1,..,192.168.1.N.

MNMocne 3agaHnA BCex HEOBXOAMMbIX MapaMeTPOB HaXXmuTe KHOMKy CoxpaHUTb 1
nepe3sarpysute Cepsepbl Dr.Web.
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5. EanHasa 6a3a AaHHbIX

| [na BO3MOXHOCTM paboTbl ¢ 04HOM 6a301 AaHHbIX Bce Cepepbl Dr.Web a0mHbI 6bITh
OAMHaKOBOW BEPCUN.

Bce CepBepbl Dr.Web B npeaenax oAHOro knacrepa A0/ KHbl paboTaTb C 4NHON BHELLUHEN
62301 AaHHbIX.

Kak 1 B cnyyae ncrnosnb3oBaHMsa 6a3bl AaHHbIX 6€3 opraHn3aunm Kiactepa, Kaxkapli ns
CepsepoB Dr.Web obpatuaetcsa k 6a3e gaHHbIX HE3aBUCMMO, 1 BCe AaHHble CepBepoB
Dr.Web xpaHsaTtcs pa3genbHo. Besge, rae 310 aktyansHo, Cepep Dr.Web 3abupaet 13 6a3bl
[aHHbIX TO/IbKO 3anucK, NpuBsA3aHHble K ero ID, KoTopbi ABAAETCA YHUKANbHbBIM ANS
kaxaoro Cepsepa Dr.Web. Vicnonb3oBaHue eanHom 6a3bl aHHbIX No3BoaseT CepBepam
Dr.Web pabotatb c AreHTamu Dr.Web, n3HauyanbHO 3aperncTtpmpoBaHHbIMM Ha APYruX
CepBepax Dr.Web knacrtepa.

Mpw co3panunm knactepa Cepsepos Dr.Web c eanHon 6a301 jaHHbIX HEO6XOANMO
yunTbiBaTb CAefytoLime 0COBeHHOCTL:

e basa gaHHbIX MOXeT 6bITb YCTaHOB/IEHa Kak oTAaenbHO oT Bcex Cepeepos Dr.Web, Tak 1
Ha OAHOM M3 KOMMNbIOTEPOB, Ha KOTOpOM ycTaHoBneH Cepeep Dr.Web knactepa.

e baza sgaHHbIX AO/XKHa BbITh cO34aHa A0 ycTaHoBkM nepsoro Cepeepa Dr.Web knactepa
A 4o MoMeHTa nogiuitoueHnsa nepsoro Cepsepa Dr.Web k 6a3e gaHHbIX.

e B npouecce fob6aBneHMa HOBbIX Y3/10B B KnacTep (3a uckntoueHnem nepsoro Cepsepa
Dr.Web) npu yctaHoBke CepsepoB Dr.Web He pekomeHayeTca cpa3y 3ajaBatb eANHYHO
6a3y AaHHbIX, KOTOpas UCNONb3YyeTcs B JaHHOM KaacTepe. VIHaue 3T0 MOXeT NPUBECTM K
yAaneHunto nHGopMaLmu, y>ke xpaHsLlencs B 6a3e gaHHbIX. PekomeHayeTcs
yctaHaBanBaTb CepBepbl Dr\Web n3HauanbHO ¢ BHyTpeHHen 6a3oM faHHbIX, @ nocae
YCTaHOBKM NepektoyaTbh UX Ha eAMHYH BHELHIOK 6a3y AaHHbIX.

MNepekntountb CepBepbl Dr.Web Ha ncnonb3oBaHme BHelwHen 6a3bl JaHHbIX MOXHO
yepes LleHTp ynpaBaeHua: B MeHto AgmuHuctpupoBanme — Kondpurypauua Cepsepa
Dr.Web — Ha Bknagke basa gaHHbIX an yepes KOHGUrypaunoHHbln darin CepBepos
DrWeb drwcsd.conf.

¢ 3a ncknroueHnem nepsoro Cepeepa Dr.Web knactepa, He pekomeHayeTcs BBOAUTD B
knactep Cepepbl Dr.\Web, yxe GpyHKUMOHMPYOLLME B @aHTUBUPYCHOWN CETU C MHOW
BHELUHEW MAN BHYTPEHHeW 6a301 AaHHbIX. OTO NPUBEAET K NOTEPE AaHHbIX:
MHOPMaLMM O CTaHLMAX, CTAaTUCTMKE, HAaCTPOMKaXx (3a NCKIHOUEHMEeM HaCTPOeK,
XPaHALLMXCSA B KOHOUTYpaUMOHHbIX dainax), Tak kKak npu MMMopTe AaHHble B 6a3e
NONAHOCTbIO yAanatoTca. B JaHHOM cyvae BO3MOXKEH TOIbKO YaCTUYHbIN UMNOPT
HEKOTOpPbIX HaCTPOEK.

e Mo ymonuaHuto npu yctaHoBke nan obHoeneHunn Cepeepos Dr.Web ¢ npeabigyLumx
BEpPCUIA B KOHOUTYPALMOHHOM daline drwcsd. conf ciyyaliHbiM 06pa3om
reHepupyetca 3HauyeHne KpunTorpaduueckon conn ans WwndposBaHmMa Napons
agMuHucTpaTopa B 6ase gaHHbIX. Bo n3bexaHve npobiem npun ayteHTMdMKaLmn
HeobxoAMMO BPYUHYHO 3ajaTb OHO 1 TO Xe 3HayeHue conn Ha Bcex Cepepax Dr.Web,
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BXOAALLMX B knactep. HeobxoanMbI napameTp onuncaH B gokymeHTe Mpunoxkenuns, E1.

KoHourypaumoHHbii dann Cepeepa Dr.Web.

OpHa Bepcua penosutopus

Ha Bcex CepBepax Dr.Web knacrepa penosntopuu gonxHbl cogep>xatb 06HOBAEHWS
OAHOW W TOW Xe Bepcuu.

JlocTeHne faHHOro TpeboBaHMsA BO3MOXHO OAHUM U3 Cleaytomx CnocoboB:

e OpHoBpeMeHHO obHoBAATL Bce CepBepbl Dr.Web knactepa ¢ BCO. B gaHHOM cnydae Bce
Cepsepbl Dr.Web 6yayT cosep>xaTb caMyto NOCAEAHIO BEPCUO OOHOBNEHUN.
O6HoBneHve peno3unTopues Bcex CepBepoB Dr.Web Taikoke BO3MOXHO HaCTpOUTb C
NoKanbHOM 30HbI 06HOBAEHWNY (3epkana BCO), c koTopon byzaeT pa3zaBaTbca O4Ha U Ta
Xe MOoATBEPXAeHHas Bepcma O6HOBAEHNIN NMPOAYKTOB, NN XXe caMas NOC/eAHAA B
cny4vae co3gaHua 3epkana BCO.

e [lonyckaeTcs co3gaHne rubpuaHon CTpyKTypbl, coyeTarolen B cebe kak knacrtep
CepsepoB Dr.Web, Tak n nepapxmuyeckyro CTpyKTypy Ha OCHOBE MEeXCepPBEpPHbIX CBA3EN.
Mpw 3Tom opaunH n3 Cepeepos Dr.Web (moxeT 6b1Tb kak CepBepom Dr.Web knactepa, Tak
M He BXOZALLIMM B KNacTep) Ha3HayaeTca rnaBHbIM U noayyaet o6bHoBaeHus ¢ BCO.
OctanbHble CepBepbl Dr.Web knactepa — nogumMHeHHble — NMONy4YaroT O6HOBAEHUA C
rnaBHoro Cepsepa Dr.Web no mexcepBepHbIM CBA3SAM.

B cnyuae HacTpowkun obHoBneHus Cepeepos Dr.Web knactepa ¢ N10KkasbHOW 30HbI UK C
rnaBHoro Cepsepa Dr.Web Heobxoammo cneantb 3a GyHKLMOHUPOBAHUEM 3TOM 30HbI UK
rnasHoro Cepsepa Dr.Web. B cnyuae Bbixoza 13 CTpos y3/a, pa3jaroLlero o6HoOBAEHUS,
HeobxoAMMO nepeHacTpouTb oanH 13 apyrux Cepsepos Dr.Web Ha ponb rnaBHoro
Cepsepa Dr.Web naun co3gaTb HOBYHO 30HY OGHOBAEHWI ANS MONYyYEeHUSi OOHOBNEHWNI C
BCO cooTtBeTCTBEHHO.

OcobeHHOCTU pacnpeaeneHus INLEeH3NA ANA CTaHLUA

[ns pacnpeaenenus anueHsnim mexay Cepsepamu Dr.Web knactepa moryt
MCNOJIb30BaTbCA CAeAyroLmMe NOAXOAbI:

a) B npeasenax knactepa He HacTpauBaeTcsa nepapxmyeckas ctpyktypa Cepsepos Dr.Web.
[locTaToOUHO A06aBUTb NNLEH3NOHHBIN KAHOY (M HECKOIbKO K/HOUYelr) Ha OJHOM 13
CepsepoB Dr.Web knactepa. iHpopmaumsa 06 3TOM TMLEH3NOHHOM KAtoue byaeT
3anuncaHa B obLLyto 6a3y AaHHbIX. TakMM 06pa3oM NLEH3NOHHBIV KtoY ByaeT
ncnonb3oBatbcsa Bcemu Cepsepamu Dr.Web knactepa oagHoBpemeHHo. Obuiee
KOIMYECTBO INLLEH3UI, XPaHALLMXCA B 06Lel 6a3e AaHHbIX, JO/KHO COOTBETCTBOBATb
obLemMy KonmuecTBy cTaHuuK, obcnyxnsaembix Bcemu Cepsepamun Dr.Web knactepa.

| [lns BO3MOXHOCTM UCMOJ/Ib30BaHMA JINLEH3UOHHOTO Katoda Ha Bcex CepBepax Dr.Web
KnacTtepa, a He TOJIbKO Ha TOM, Ha KOTOPOM KoY 6bi AobaBJieH, octanbHble CepBepbl
Dr.Web knactepa Heob6xoavMo nepesarpysntb nocie gobasieHns Katoya.

b) Bo3moxHO co3saHne rubpmaHON CTPYKTypbl, coueTaroLLen B cebe Kak knacrep
CepeepoB Dr.Web, Tak 1 nepapxunyeckyto CTpykTypy Ha OCHOBE MeXCEPBEPHbIX CBA3EN.
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MNopobHasa cTpykTypa byaeT nosnesHa, eciv npu obcnyxxmBaHum AreHtos Dr.Web
ncnonb3sytorca Cepeepbl Dr.\Web kak Bxogawme B kiactep, Tak U He Bxogdawme. B 3Tom
Clyyae OCyLeCcTBASETCA pacnpocTpaHeHne HeobXoAMMOro KoOanYecTsa ANLEH3NI 13
NLEH3MOHHOTO darina No MexcepBepHOU CBA3W HEMOCPEACTBEHHO B npoLiecce
paboTbi:

e C CepBepa Dr.Web, He BxogsLero B kiactep, Ha oanH 13 Cepsepos Dr.Web knactepa.
PacnpoctpaHeHHble anueH3nm byayT ncnonb3osatbcs Bcemu Cepsepamm Dr.Web
Knactepa Kak onmcaHo B . a).

e CopHoro n3 Cepeepos Dr.Web knactepa (1. e. U3 K/1to4a, UCNOAb3YyEMOro BCEMMU
Cepsepamu Dr.Web knactepa) Ha Cepep Dr.Web, He BxoaALmMiA B KnacTep.

HacTtpolika pacnpocTtpaHeHns HeobXoAMMOro KoamyecTsa JMLEH3NN Ha HEOOXOAMMbIN
CPOK OCYLLEeCTBAAETCA BPYYHYO aAMUHNCTPATOPOM aHTUBUPYCHOW ceTu (NoapobHee cMm.
pa3gen PacnpoctpaHeHue ANLLEH3NI N0 MeXCEePBEPHbIM CBA3AM).

Hanpumep, MmoxeTe HacTpouTb nepapxmueckyto ctpyktypy Cepsepos Dr.Web un
BblaenuTb rnasHbln Cepeep Dr.Web (moxeT 6biTb kak Cepepom Dr.Web knactepa, Tak
M He BXOZALLMM B KnacTep), KOTOpbI 6yaeT pa3zaBaTb Kak OOHOBAEHMS pPeno3nuTopus,
TaK v IMLEH3UN U3 NLLEH3MOHHOrO darna.

8. 3apaHua B pacnucaium Cepsepos Dr.Web

UTo6bI nckNtounTb Ay6AnpoBaHme 3anpocos K b/l, pekomeHayeTcs BbINOAHATL TONbKO Ha
ogHoMm n3 CepeepoB Dr.Web cneayrowime 3agaHms n3 pacnucanunsa Cepsepa Dr.Web: Purge
Old Data, Backup sensitive data, Purge old stations, Purge expired stations, Purge
unsent IS events. Hanpumep, Ha CepBepe Dr.Web, koTopbI pacnonoxeH Ha TOM e
KOMMbIOTEPE, UTO N eAnHas BHeLWHAS 6a3a gaHHbIX. Vinn Ha Hanbonee NPOmU3BOANTENIBHOM
KOMMblOTepe knacrepa, ecan koHourypaunm CepsepoB Dr.Web pasanyatorca n 6a3a
JAHHbIX YCTAaHOBNEHA Ha OTAENbHOM KOMMbIOTEpE.
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FnaBa 11: O6HoBNeHue komnoHeHTOB Dr.Web Enterprise Security
Suite B npouecce pabotbi

B naHHOM rnaBe onncaHo obHoBaeHWe komnoHeHToB Dr.Web Enterprise Security Suite,
KOTOpPOE OCYyLLECTBAAETCS B Npouecce paboTbl MPOAyKTa N HE NOAXOAUT ANS Mepexosa Ha
HOBYIO BEpPCUIO.

O6HoBIEHMEe NPOAYKTa 1 €ro KOMMOHEHTOB 0 HOBOW Bepcuu onucaHo B PykoBoacTBe No
ycTraHoBKe, B [1aBe 7: O6HoBneHWe komnoHeHTOoB Dr.Web Enterprise Security Suite.

| Mepen Havanom ob6HoBneHns Dr.Web Enterprise Security Suite v ero otaenbHbIx

& KOMMOHEHTOB HaCTOATE/IbHO pPeKOMeHAyeM MPOBEePUTb KOPPEKTHOCTb HAaCTPOeK NPOTOKOa
TCP/IP pnst BO3MOXHOCTN JOCTyMNa B MHTEPHET. B uacTHOCTH, f0KHA ObITh BKIOUEHA U
coZiepatb KOpPEKTHble HacTpokin cayxba DNS.

Mepepn ob6HoBNeHMEM O pekOMeHAYeTCa HaCTPOUTb KOHGUrypaLwito perno3utopms, B TOM

umcne goctyn kK BCO Dr.Web (cm. O6uias koHburypaums penosuntopus).

11.1. O6HoBneHue CepBepa Dr.Web v BocctaHOBNEHMe U3
pe3epBHOM KONUn

LleHTp ynpaBaeHuns npesoctaBaseT ciesytowme BO3MOXHOCTM no yrnpasaeHuto MO Cepeepa
Dr.Web:

e O6HoBneHue MO Cepepa Dr.Web Ha oaHYy 13 AOCTYNHbIX BepcUi, ckauaHHbIx 13 BCO, n
xpaHsawwmxcs B penosuntopun Cepeepa Dr.Web. OnuncaHne HacTpoek o6HOBAEHUSA

peno3utopus ¢ BCO npuBeseHbl B pa3gene YnpasneHue penosutoprem Cepsepa Dr\Web.

e OtkaT 10 Cepeepa Dr.Web k coxpaHeHHOW pe3epBHOI konun. PesepBHble konumn Cepeepa
Dr.Web co3gatotca aBTOMaTnyecku npu nepexoje K HOBOW Bepcuu B passene O6HoBaeHUs
CepBepa Dr.Web (war 4 B npouegaype Huxe).

| O6HoBneHne Cepsepa Dr.Web Taioke BO3MOXHO OCyLLECTBAATL MNPU MOMOLLM AUCTPUOYTUBA
: CepBepa Dr.Web. OnuvcaHue npoueaypbl npuseseHo B PykoBoacTBe Mo yCTaHOBKeE, B

pa3aene ObHoBneHne Cepeepa Dr.Web ana OC Windows mnan O6HoBneHne Cepeepa
Dr.Web ans OC cemevictea UNIX.

He Bce o6HoBneHus Cepeepa Dr.Web copepxxat dpanin anctpubytmea. HekoTopble nX HUX
BO3MOXHO YCTaHOBUTb TOIbKO Yepe3 LleHTp ynpasaeHus.

Mpu o6HoBneHun Cepepa Dr.Web nog OC cemeinctea UNIX uepes LleHTp ynpaBaeHus,
Bepcus Cepsepa Dr.Web B naketHom MeHegxepe OC He M3MeHUTCS.
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Ansa ynpaBnenus NO Cepsepa Dr.Web:

1.

Bbibepute nyHKT AAMUHUCTPUpPOBaHMe B rNaBHOM MeHto LleHTpa ynpaBieHus, B
OTKpPbIBLUEMCS OKHe BblbepuTe NyHKT ynpasasatowero meHto Cepsep Dr.Web.

. Ansa nepexoga k cnucky Bepcunin Cepaepa Dr.Web BbinonHWTe 04HO 13 cresyroLLmx

AEeNCTBUN:
e Haxxmute Ha Tekywyro Bepcuto Cepepa Dr.Web B rnaBHOM okHe.
e Haxkmute kHonky CnrMcok Bepcui.

OtkpoeTcs pa3gen O6HoBneHus Cepsepa Dr.Web co cnvckom focTynHbIX OOGHOBAEHWUI 1
pe3epBHbIx konuin Cepsepa Dr.Web. Mpu 3tom:

¢ B cnucke Tekywas Bepcua ykasaHa Bepcusa Cepepa Dr.Web, kotopas ncnonb3yetcs B
AaHHbIN MOMeHT. B pa3sene CNMCOK U3MEeHeHU NpuBeAeH KPaTKU CMUCOK HOBBIX
BO3MOXHOCTEW M CMUCOK OLINOOK, MCMPaBAEHHbIX B JaHHOW BEPCUUN OTHOCUTEIbHO
npegaplayLen Bepcnum o6HOBAEHNS.

e B cnncke Bce Bepcum npurBeseH cnncok obHoBaeHni ana gaHHoro Cepeepa Dr.Web,
ckayaHHbIX ¢ BCO. B pa3gene Cnncok nsmeHeHuit npreeaeH KpaTkMii CMNCOK HOBbIX
BO3MOXHOCTEN 1N UCMPaBieHHbIX OLWMBOK ANS KaXKA0ro U3 OOHOBAEHWNIA.

[na Bepcun, COOTBETCTBYHOLLIEN NepBOHaYanbHOW yctaHoBke Cepepa Dr.Web u3
NHCTaNNALUMOHHOTO nakeTa, pasgen CNMcoK NsSMeHeHUn MnycrT.

¢ B cnncke PesepBHble KONUM NprBeAeH CMMCOK pe3epBHbIX KOMUW, COXPaHEHHbIX ANS
paaHHoro Cepsepa Dr.Web. B pa3gene lata npneoanTca HPopmauus o gate
pe3epBHOro KONMpPOBaHMA.

[ns o6HoBneHua MO Cepepa Dr.Web yctaHoBMUTE ONLMIO HAMPOTUB HY>XXHOW Bepcumn
CepBepa Dr.Web B cnncke Bce Bepcum 1 Haxkmute KHONky CoxpaHUTb.

| Mpowv3BecTn 06HOBAEHVE MOXHO TOJIbKO Ha Hosiee no3aHioto Bepcuro Cepeepa Dr.Web
OTHOCWTE/ILHO WCMO/b3YEMOW B aHHbIi MOMEHT.

B npouecce o6HoBneHua Cepeepa Dr.Web Tekyuias Bepcusa coxpaHaeTcs Kak pesepBHas
konus (nomellaeTcs B pa3sen PesepBHble KONUM), a BepPCUA, Ha KOTOPYHO OCYLLLECTBASAETCS
obHoBNEHME, NepeMeLlaeTcs U3 pasgesna Bece Bepcum B pasgen Tekywian Bepcus.

PesepBHble KOMUM COXPaHAIOTCA B CNefytoLLeM KaTasiore:
var — update - backup - <cmapas_sepcusa>-<Hosas_sepcus>

B npouecce o6HOBNEHWA cO3aeTcA Uan fononHaeTcs Gann XypHana var —
dwupdater. log.

. Ansa otkaTta NO CepBepa Dr.Web k coxpaHeHHOW pe3epBHOM KOMUWN YCTaHOBUTE OMLUIO

HanpoTnB Hy>xxHoW Bepcuun CepBepa Dr.Web B cnucke Pe3epBHbIe KOMUU 11 HaXXMUTE
KHonKy COXpaHUTb.

B npouecce otkaTta NO CepBepa Dr.Web, pesepBHas konus, Ha KOTOPYH OCyLLEeCTBASETCA
nepexoj, nomMmellaetcs B pa3gen Tekywiaa Bepcus.

PyKkoBOACTBO aAMAHUCT paTopa
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11.2. O6HoBneHue CepBepoB Dr.Web B knacrepe

O6HoBATL CepBepbl Dr.Web B npegenax knactepa MOXHO AByMA cnocobamu.

ns YCTAHOBOYHbIX NaKeToOB

10T cnocob npeanonaraet 3aBepeHne pabotel Bcex Cepeepor Dr.Web n obHoBneHMe nx
no ovepeaun.

| OnucaHve npoueaypbl NpvBeseHo B PykoBoacTBe no ycraHOBKe, B [naBe 7: O6HOBEeHMe
komnoHeHTtoB Dr.Web Enterprise Security Suite.

Yepes LleHTp ynpaBneHnsa

JTOT cnocob npegnonaraeT NooYepeAHbIN BbIBOJ y3/10B U3 KnacTepa, NepekoveHne nx Ha
BHYTpeHHtoto b/l n nocnesoBatensHoe o6HoBNeHWe. [Tocne 06HOBAEHMA BCEX Y310B
HeobxoanMOo MoAKIUNTL X 06paTHO K obwemy knactepy. [ng aToro:

1. Otiuitoumnte OT Knactepa Bce Cepepbl Dr.Web, kpome ogHOro, kotopbin 06HOBUT pabouyto
BJ: Ha kaxxgom 13 CepeepoB Dr.Web B knactepe, kpome oagHOro, nepenanTe B
ApmuHuncTtpupoBaHune — KoHgurypaums Cepsepa Dr.Web — Biiagka Moaynm n
cHuMuTe dnar MpoTtokon knacrepa CepsepoB Dr.Web.

2. OtkntoueHHble oT knactepa Cepsepbl Dr.\Web nepekntounte Ha apyryro bJl, Hanpumep, Ha
BCTPOEHHY0: neperante B AGMUHUCTpupoBaHue — KoHdpurypauusa Cepsepa Dr.Web —
Bknaska basa paHHbIX 1 BoibepuTe SQLite3 B Boinasatowem cnuncke basa AaHHbIX.

3. 3anpetute noakntoueHms AreHtos Dr.Web k atum Cepsepam Dr.Web: nepenante B
ApmunHuctpupoBaHune — KoHgurypauua Cepsepa Dr.Web — sknagka Mogynm v
cHuMuTe dnar Mportokon Arenta Dr.Web.

4. OctaHoBMTE BCe OTKAOYEHHbIe OT kiiactepa Cepsepbl Dr.Web.
5. O6Hosute CepBep Dr.Web c knactepHon b/.

6. O6HoBuUTEe ocTanbHble CepBepbl Dr.Web yepes LieHTp ynpaBaeHusa n nepekntoumTe nx
obpaTtHo Ha knactepHyto b/l: nepenante B AgMmuHucTpuposaHue — KoHgurypauus
CepBepa Dr.Web — Bknagka basa gaHHbIX 1 BbibepuTe kiactepHyto b/l B Bbinagatowem
cnucke basa paHHbIX.

7. Mocne obHoBneHna nocneaHero Cepepa Dr.Web 3anyctute Bce Cepsepbl Dr.Web u
pa3pewwmnTe nogkntoueHms AreHtos Dr.Web: nepergmte B AGBMUHNCTpUpPOBaHue —
KoHdurypauua Cepsepa Dr.Web — Bknagka Mogynm v yctaHosuTe dpnar MpoTtokon
Arenta Dr.Web.

8. Mogxntounte Cepeepbl Dr.Web obpaTtHo Kk knactepy: nepengnte 8 ABMUHUCTPUPOBaHUNE —
KoHdurypauua Cepsepa Dr.Web — Bknagka Mogynm v yctaHoBuTe dnar MpoTtokon
knacrepa CepsepoB Dr.Web.

PyKkoBOACTBO aAMAHUCT paTopa
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@ Ecnn CepeepoB Dr.Web mMHOTo 1 ux 06HOBEHME MOXET 3aHUMaTb 3HaUMTENbHOE BPEMS,
AN15 NoAJep KaHvs HenmpepbiBHOM paboTbl BO3MOXHO 06HOBUTL Anlb YacTb CepBepoB
Dr.Web v cobpatb ¥3 HVX OTAENbHbIV KNAacTep Ha TO BpeMs, Nnoka 06HOBAAOTCS

OCTasIbHblE.

OnvcaHnve npoueaypbl NpueseHo B pa3gene ObHosneHne Cepsepa Dr.Web u
BOCCTaHOBEHWE U3 Pe3ePBHOM KOMUMW.

11.3. PyuHoe o6HoBneHue peno3utopusa CepBepa Dr.Web

UT06b1 NPOBEPUTL TEKYLL,Ee COCTOSIHUE PENO3UTOPUA UM O6HOBUTb KOMMOHEHTbI
aHTUBUPYCHOW ceTn

1. BbibepuTe NyHKT AGMUHUCTPUPOBaHME B [1aBHOM MeHIO LleHTpa ynpasieHus, B
OTKPbIBLLUEMCS OKHE BblbepuTe NyHKT ynpasasatoLiero meHto CoctossiHme penosutopus.

2. B oTKpbIBLIEMCS OKHE NMPUBEAEH CNUCOK NPOAYKTOB PeNo3nUTopus, jata UCMob3yeMon B
AAHHBIA MOMEHT PeBM3UN, AaTa NOC/TeAHeN 3arpy>KeHHOW PEBM3NN N COCTOAHME
NPOAYKTOB.

| B ctonbue CocTrosiHMe yKa3aHO COCTOsSHME NPoAyKToB B peno3utopun Cepeepa Dr.Web Ha
: MOMEHT MocieAHero 06HOBAEHMA.

3. ,D,I'IFI ynpaBaeHna CoOAEPXKMMbIM PeNno3nTopunA I/ICI'IOJ'Ib3yIZTe cnegyroie KHOMKM Ha naHenn
NHCTPYMEHTOB!:

e Haxmunte kHonky MpoBepnuTb 06HOBAIEHUA 418 NPOBEPKN HAANUMA OOHOBNEHNIN BCeX
npoayktoB Ha BCO. Ecnan npoBepsAeMblli KOMMOHEHT ycTapes, To ero obHoBAEHMEe
npounsonaeT aBToMaTU4eCcKku.

e HaxXmMuTe OfHY U3 Cesyowmx KHOMOK Ha NaHenn MHCTPYMEHTOB, UTOObI CkayaTb XKypHan
0b6HOBNEHWNI peno3nTopms:

% CoxpaHuTb AaHHble B CSV-daiin,
& CoxpaHutb gaHHble B HTML-¢aiin,
ﬁ CoxpaHutb aaHHble B XML-daiin,

o CoxpaHutb aaHHble B PDF-¢aiin.

e HaxmuTe KHOMKy %o Mepesarpy3utb peno3utopuii ¢ AnCKa, UTOObI MPON3BECTH
nepesarpysky TeKyLlen BepCcMm peno3nTopus ¢ gucka.

Mpw 3anycke Cepsep Dr.Web 3arpy>xaeT cogep>xvumoe peno3nTtopus B NamaTb, U €C/iv B
npouecce paboTel Cepeepa Dr.Web copepxnmoe penosmtopus 66110 MU3MeHEHO
aAMUHUCTPaTOpPOM B 06x0og LleHTpa ynpaBaeHus, HanpumMep, Npy 06HOBAEHUM
COAEP>KMMOTrO Perno3nTopms NP NOMOLLM BHELLUHEN YTUANTbI UAW BPYYHYHO, ANS
MCNONb30BaHNA 3arpPy>KeHHOW Ha AMNCK BEPCUM PENO3UTOPMA HEOBXOAMMO OCYLLIECTBUTb
ero repesarpysky.

PyKkoBOACTBO aAMAHUCT paTopa
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11.4. O6HoBneHue peno3utopuna Cepeepa Dr.Web no
pacnucaHuio

Bbl MOXeTe HacTpouTb pacnucaHune 3agaHmii Ha Cepeepe Dr.Web ansa BbinosHeHUs
perynspHbix obHoBneHM MO (nogpobHee 0 pacnucaHnmn 3ajaHnii cM. N. Hactporika

pacnucaHus Cepeepa Dr.Web).

UTo6bI HaCTPOUTbL pacnucaHue ansa o6HoBaeHusa peno3utopusa Cepsepa Dr.Web

BbibepuTte nyHKT AAMUHMCTPUPOBaHME B rN1aBHOM MeHto LieHTpa ynpasaeHus, B
OTKPbIBLLUEMCS OKHE BblbepuTe NMyHKT ynpasasatoLiero meHto MaaHMpoBLLMK 3aaaHnA
CepBepa Dr.Web. OtkpoeTcs Tekywmii cnmcok 3agaHui Cepepa Dr.Web.

2. Ansa Toro utobbl JO06aBUTL HOBOE 3aZaHWNE, HA MAaHeIV MHCTPYMEHTOB HaXXMuTe KHonKy@
Co3patb 3agaHue. [1py 3TOM OTKPOETCS OKHO peAakTMpOBaHUs 3aJaHus.

3. Ha Bknagke O6wme HacTpouTe CeayroLLme napameTpbl:

¢ B none HasBaHwue 3asaliTe HaMMeHOBaHVe 3ajaHus, MO KOTOPbIM OHO byzeT
oTobpakatbCA B pacnncaHum.

e YctaHoBuTe ¢niar PaspelumnTtb BbINOMIHEHUE, YUTOObI aKTVBUPOBATL BbIMOJHEHWE 3aaHWS.
Ecaun dnar He ycTaHOB/EH, 3ajaHne ByAeT NPUCyTCTBOBATb B CMMCKE, HO He ByaeT
BbIMOJNHATLCS.

e YctaHoBuTe dnar Kputnueckoe 3agaHue, Utobbl OCYLLECTBAATE BHEOYEPEAHOW 3amnycK
3a/laHuA, ecIn ero BbiNoJIHEHWE Bbl10 NPONYLEHO B HAa3HAaYeHHOEe BPeMs MO KakKon-
NM60 npuunHe. MAaHNPOBLLUK EXXEMUHYTHO MPOCMaTPUBAET CMUCOK 3aZaHWNI 1, Npu
0BHapy>XeHNN NPONYLLEHHOrO KPUTUYECKOTO 3ajaHns, OCYLLEeCTBAAET ero 3anyck. Ecam
Ha MOMEHT 3anycka 3ajaHune 6bI10 NPOMYLLEHO HECKOIbKO Pa3, TO OHO BbIMOJHUTCA
ToNbKO 1 pas.

e Ecin dnar 3anyckatb 3apaHne aCMHXPOHHO CHAT, 3ajaHue byaeT nomelleHo B 06LLyto
oyepeab 3ajaHni MNnaHMpPOBLUMKA, BbIMOJHAEMbIX NOCAeA0BaTENbHO. YCTaHOBMUTe daar,
YTO6bI BbINONAHATL JAHHOE 3aZaHNe NapannesbHO BHE OUepesn.

4. Ha Bknaske [lecTBUe HacTpoOWTe CaeayroLLMe napameTpsbl:
e B Bbinagatowem cnucke JencrBue BbibepuTe TMN 3agaH1s O6HOBAEHNE Peno3nTOpUA.

¢ B cnucke MpoaykT yctaHOBUTE diarn HaNnpoTUB TeX NPOAYKTOB PEMO3UTOPUS, KOTOPblE
6yayT 06HOBAATLCA COrNacHO 3TOMY 3aJaHuIo.

e YctaHoBUTe diar OBGHOBAATL INLLEH3UOHHDbIE KUK, UTOOb! aKTMBMPOBaTb NpoLiesypy
aBTOMAaTMYeCKoro O6GHOBNEHMA NMNLEH3NOHHbIX KNOUel Npy O6HOBAEHMM PEMO3UTOPUS.
MoapobHas nHPopmaLmsa NprBeaeHa B pa3gene ABTOMaTnyeckoe 0bHOBAEHME

NNLLEH3UW,
5. Ha Bknagke Bpemsa HacTpouTe cieayrolie napaMeTpsbi:

¢ B Bhinagatowem cnucke MepuoguuHocTb Bbibepunte pexxnm 3anycka 3ajaHns u
HaCTpoWTe BpeMs B COOTBETCTBUMN C BbIGPAaHHOW NEPUOANYHOCTBHO.

PyKkoBOACTBO aAMAHUCT paTopa
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e YcTaHoBUTE c|>nar 3anpe'rvrrb nocse nepBoro BbiNnoJiHeHUA N4 OJHOKPATHOro
BbIMOJIHEHUA 3a4aHNA B COOTBETCTBMW C YKa3aHHbIM BPEMEHEM. Ecan q>nar CHAT, 3ajaHne
6y,£I,ET BbIMOJIHATBCA MHOIOKpaTHO C yKa3aHHOI7I nepmnogn4HoOCTbHO.

6. Haxmute KHOMKY COXpaHMTb ANA CO34aHuA 3a4aHNA C 3aJaHHbIMW MapaMeTpamMun.

11.5. O6HoBneHue peno3utopus Cepsepa Dr.Web, He
NOAK/IOUEHHOro K UHTepHeTy

Ecnn CepBep Dr.Web He noaknroueH K MHTEpHeTY ANA NoayyeHns o6HoBAeHUI
peno3utopus c cepeepoB BCO, BO3MOXKHbI cieaylouine BapyuaHTbl HACTPOMUKN
obHOBIEeHUA:

e Ecaun B cetn ectb apyron Cepsep Dr.Web, noakntoueHHbIN K MHTEPHETY A1 NOJAYyYeH U
O0BHOBNEHWNM, HACTPONTE MEXCEPBEPHYHO CBA3b C 3TUM CEPBEPOM Kak AN PaBHOMpPAaBHbIX
WY Kak rnaBHbIM-NnogunHeHHbIN, rae Cepep Dr.Web, He noaK/It0UEHHbBIN K UHTEPHETY,
6yaet nogunHeHHbIM. [pu 3Tom CepBep Dr.Web, He nogkntoueHHbIV K MHTEpPHETY, byaeT
nony4yatb Bce obHoBAeHus ¢ rnaBHoro Cepeepa Dr.Web aBTomatnyecku.

OnvcaHve HaCTPOWMKM MeXCepPBEPHbIX CBA3el NpuBeseHO B pa3gesne OcobeHHOCTU ceTu ¢

Heckonbkumu Cepeepamu DrWeb.

e Ecnn HeT BO3MOXHOCTM HaCTpOUTb aBTOMaTM4eckoe obHoBaeHue ¢ gpyroro Cepsepa
Dr.Web uepe3 mexcepBepHy CBA3b, MOXHO OOHOBUTb PENO3UTOPUI HEMOAKIFOUYEHHOTO
Cepsepa Dr.Web BpyuHyto:

s Ecam B ceTn ectb apyroin Cepeep Dr.Web, noaxitoueHHbIN K UHTEPHETY ANS NONyYeHMUs
OGHOBJ/IEHWNI, NEPEHECUTE COAePXKMMOe peno3unTopus c obHosasemoro Cepsepa Dr.Web

BPYUHYHO, Kak onmcaHo B pa3gene KonnpoeaHue penosutopus apyroro Cepeepa DrWeb.

s EC/in B C€TM HET BO3MOXHOCTU MOAKIHUNTb Kakon-nnbo n3 Cepesepo Dr.Web k
NHTEPHETY ANs NoayyYyeHns 0OOHOBAEHWI, Bbl MOXeTe ckayaTb peno3utopuit ¢ BCO 6e3
ncnonb3osaHua MO Cepeepa Dr.Web. [lna atoro npegocraBasertca wraTHasa yTmamTa
3arpy3unk penosuntopus Dr\Web, BxoasLLas B cOCTaB NPOAYKTOB Peno3mTopus.

| [paduyeckas Bepcusa yTuauTbl A0CTynHa Toabko nog OC Windows v MoxeT 6biTb ckauaHa
: cneayroL MMM crnocobamu:

e c canta https://download.drweb.com. MNMocne BBOAa cepunHOro Homepa v Bbibopa Tvna
NpoAyKTOB OTKpoeTca Tabavua Macrepa ckauMBaHWiA, rae MOXHO Bbl6paTb Tpebyemblin
3arpy3uvk penosutopus Dr.Web.

e npu nomowun LleHTpa ynpasnenus, B pasgene AAMUHUCTPUpPOBaHMNE — YTUIUTDI.
Ymunuta pacnonaraetcsa B kaTasore webmin\utilities kaTasnora yctaHoBku CepBepa
Dr.Web (ncnonHsembii daiin drweb-reploader-gui-windows-
<paspAnHOCTL>.exe). Takke AOCTyrNHa KOHCObHAsA BEPCUA YTUIUTDI.

PyKkoBOACTBO aAMAHUCT paTopa
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11.5.1. KonnpoBaHune penosutopus gpyroro Cepsepa Dr.Web

Ecnn Cepeep Dr.Web He NoaKIHOUEH K MHTEPHETY, €ro Peno3MTopuin MOXXHO 06HOBUTbL
BPYUHYHO, CKOMMPOBAaB peno3nTopuin gpyroro, obHoeneHHoro, Cepeepa Dr.Web.

ili [JaHHbI cnocob He npesHa3sHaueH ans obHoBaeHus Cepsepa Dr.Web go HoBoW Bepcum.

Yr1o6bI NnepeHecT o6HOBAEHUA peno3uTtopus c apyroro Cepsepa Dr.Web

1. O6HoBUTe peno3unTopuii Cepeepa Dr.Web, nogkntoueHHOro K MHTEPHETY, U3 pa3zena
AaMuHUcTpUpoBaHue — CocToaHVe peno3ntopus B LieHTpe ynpaBaeHus.
2. DKCMOPTUPYATE PEMO3UTOPUIA UAKN €ro YacTb (HY>KHble BaM NMPOAYKTbI) MPU MOMOLLM

LleHTpa ynpasneHus, n3 pasgena Cogepxunmoe penosutopus. Mpun 3Tom HeobxoaMMOo
OCYLLECTBASATHL IKCMOPT TONbKO TEX TUMOB OHOBEKTOB, KOTOPbIE MOAAEPXKMUBALOTCSA AJis

nocneayroLLEero nMnopTa.

3. CKonupyiTe apxmB C IKCMOPTUPOBAHHbIM PEMO3UTOPMEM Ha KoMMbtoTep ¢ CepBepom
Dr.Web, Tpebytomm o6HOBAEHNA.

VImnopTtunpynTe 3arpy>keHHbIn peno3ntopuii Ha Cepsep Dr.Web npu nomowm LleHTpa
ynpasieHuns, n3 pasgena AGMUHUCTpUpoBaHue — CosepXnMoe Peno3nTopus.

| Ecnm Bbl ncnosib3yeTe 0cobble HACTPONKM PEMO3UTOPWS, Takme Kak 3aMOpPO3Ka PEBU3UIA UK

A o6HoBeHVe AreHtoB Dr.Web Tonbko ¢ 3asaHHOV (He MocneaHel) peBU3nNM, TO Npu UMMopTe
penosntopus HeobxoanMo BKIOUUTL onuuto ToIbKO A06aBUTL OTCYTCTBYIOLLME PEBU3UN
N OTKIOUUTL onumo MMnopTtupoBaTth KOH$UrypaunoHHbie daiinbl.

11.5.2. 3arpy3uuk penosutopusa Dr.Web

Ecam HeT BO3MOXXHOCTU NOAKIOUNTL Kako-nnmbo n3 Cepsepos Dr.Web k nHtepHery, Bbl
Mo>eTe ckayvaTtb peno3uTtopuii ¢ BCO 6e3 ncnonbzosaHus MO Cepeepa Dr.Web. [lns 310ro
NpeAOCTaBAAETCA WTaTHAA yTMANTa 3arpy3urk penosutopus Dr.Web.

Oco6eHHOCTU UCNOoJIb30BaHUA

e [1na 3arpy3ku peno3sutopusa ¢ BCO Heobxoamm nnueH3noHHbI kntod Dr.Web Enterprise
Security Suite nmMb6o ero MD5-xelw, KOTOpbIA AOCTYyNeH Ans NnpocMoTpa B LleHTpe
ynpasaeHus, B pasgene AaMUHUCTpupoBaHue — MeHegpkep nLeH3NNA.

e 3arpy3unk penosutopus DrWeb goctyneH B cresyrowmx Bepcusx:
o rpadmyeckas Bepcusa ytuanTel (Toabko B Bepcum nog OC Windows),
o KOHCO/JbHaA BEPCUA YTUAUTBI.

e [pwu 3arpy3ke penosutopus ¢ BCO BO3MOXHO MCNO/b30BaHWeE NPOKCU-cepBepa.

PyKkoBOACTBO aAMAHUCT paTopa
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| CocTaB NpoAyKTOB PEMNO3UTOPUs NMPUBEAEH B pasjene YnpaeaeHve peno3utopurem
. Cepgepa Dr.Web.

Mpw n3meHeHun Bepcumn Cepeepa Dr.Web cnncok focCTymHbIX Ans ckauvBaHWs MPOAYKTOB
Takke MeHseTca. Haxmute kHonky O6HOBUTb CMMCOK B CMMCKE NMPOAYKTOB 1 y6eautech, Uto
BblOpaHbl Bce Tpebyemble NPOAYKTbI.

Bo3mMoO)XKHbIe Ba PUaHTbl NCMNOJIb30OBaHUA

3arpy3ka c py4yHoW 3amMeHol peno3uTtopus

1. 3arpy3ute ¢ BCO peno3utopun Cepsepa Dr.Web uepe3s ytuanty 3arpy3umk penosmtopms
Dr.Web.

Mpw 3arpy3ke co3gante apxme peno3nToOpus:

a) [na rpaduueckor yTuanTbl: Bbibepute pexkum 3arpy3uTb peno3uTopuii 1 yCTaHOBUTE
dnar ApXxuBMpoBaTb Peno3UTOpPUiA B rNaBHOM OKHE YTUANTI.

b) Ana KOHCONBHOW YTUANTBI: UCMONB3YINTe KNtOY ——archive.

2. CkonupynTe apxmB C 3arpy>KeHHbIM peno3ntopuem Ha komnbtotep ¢ Cepsepom Dr.Web,
Tpebyrowmm o6HOBAEHMIA.

VImnopTtunpynte 3arpy>keHHbin penosutopuii Ha Cepsep Dr.Web npu nomouwm LleHTpa
ynpasaeHusa, n3 pasgena AaMmuHucTpupoBaHue — Coaepxrmoe peno3nTopus.

| Ecnv Bbl cnonb3yeTe ocobblie HACTPOMKN PENO3UTOPKS, Takne Kak 3aMOPO3Ka PEBU3NIA UK

& obHoBseHve AreHToB Dr.Web To/ibkO ¢ 3aZaHHON (He NMOCaeAHEN) peBM3nK, TO MPU UMMNopTe
peno3ntopus He0H6XoAMMO BKIOUUTL onumto TosibKo A06aBUTb OTCYTCTBYIOLLME PEBU3UN
N OTKAHOUUTL onumio MmnopTupoBatb KOH$pUrypaumuoHHble ¢aiinbl.

Co3paaHue 3epKasia peno3MTopus Ha cepBepe J10Ka/libHOW ceTu

1. 3arpy3ute ¢ BCO peno3utopun Cepsepa Dr.Web uepes rpadpuueckyro ytnanty 3arpysumk
peno3sutopusa Dr.Web.

Mpw 3arpy3ke Bbibepute pexkuM CUHXPOHU3UPOBATb 3epKasio 06HOBAEHUI B r1aBHOM
OKHE YTUNTLI.

2. 3arpy>XeHHbI Peno3nTOpPun BbIJIOXNUTE Ha Beb-cepBep Ballel N0KaNbHOW CETU, KOTOPbIM
ByaeT CAYyXuTb AN passaym o6HOBNEHWI PEMO3NTOPUS.

3. B pasgene AgMmuHucTpmupoBaHme — O6L1as KOHDUIypaLma peno3nTopus HacTponTe

nonyveHne obHoBneHn CepBepom Dr.Web c Baluero n1okanbHOro 3epkana, a He C
cepepoB BCO Dr.Web. Bbibop npoTokosia 3arpy3kum o6HOBAeHWI ByaeT 3aBMCETb OT TUMNa
cepBepa u3 wara 2: HTTP/HTTPS ana Beb-cepsepa, FTP/FTPS gns FTP-cepepa v 1. .
VicknroueHue coctasnaeT npotokon FILE — oH He gocTyneH ans ncnonab3oBaHuA No cetu

(cm. Co3zaHume 3epkana peno3untopursa Ha Cepeepe Dr.Web).

PyKkoBOACTBO aAMAHUCT paTopa
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Co3paHue 3epkasna peno3utopus Ha CepBepe Dr.Web

1. 3arpy3ute ¢ BCO peno3utopun Cepsepa Dr.Web uepe3s ytuanty 3arpy3sumk penosmtopms
Dr.Web.

Mpw 3arpy3ke Bbibepute pexkum CUHXPOHU3MPOBaTb 3epKasio 06HOBAEHWIA B I1aBHOM
OKHe YTUNTBI.

2. 3arpy>keHHOe 3epKaio pa3mMecTuTe B MPOM3BOJbHOM KaTaiore Ha KOMMbOTepe C
ycTaHoBneHHbIM CepBepoM Dr.Web.

3. B paszgene AgMmuHucTpmupoBaHme — O6Las KOHDUIypaLma peno3nTopus HacTpPonTe

nonyveHne obHOBNEHMI C UCMOb30BaHMEM npoTokona FILE.

B none ba3soBbiii URI He06X0AMMO yKa3aTb MONHbIN NOKaAbHbIW NYTb A0 KaTanora, B
KOTOpPOM pacrnonaraerca 3epkano. lNapametp Cnucok cepsepoB BcemunpHoi cucrembl
o6HoBneHua Dr.Web npwu stom He ncnonbayertcs.

i E Y6ep,|/|Ter, UTO 3epKasio pacnosiaraeTcsa B KaTasore ¢ HasBaHnem 13.00. I'Ipvl 3TOM NyTb B
none baszoBbi URI HeO6XO,CI,VIMO yKa3biBaTb BMJIOTb A0 3TOTO KaTasora, He BKAKOYaa Cam
KaTanor.

11.5.2.1. I'padpuueckas yrunura

padurueckas Bepcua yTuanTbl 3arpysumk penosmtopua Dr.Web goctynHa tonbko nog OC
Windows mo>eT 6bITb CkayaHa npu nomMolum LleHTpa ynpaBneHus, B passgene
ApMUHUCTpUpOBaHMe — YTUANTBIL. 3anyckaTb JaHHYH BEPCUIO YTUAUTBI MOXHO Ha to6oM
komnbtotepe nog OC Windows, nmetoLem A0CTyn B UHTEPHET.

YTunuta pacnonaraetca B katasore webmin\utilities katanora ycraHosku Cepsepa
Dr.Web. VicnonHsemsbili dann drweb-reploader-gui-windows-<pa3psaoHOCMb> . exe.

UTo6bI ckauaTbh peno3uTopuii Npyu nomoun rpapuueckoin Bepcum 3arpysumka
peno3sutopusa Dr.Web

1. 3anycTtuTe rpadunyeckyro BepCmo yTanTbl 3arpy3umk penosumtopusa Dr.Web.
2. B rnaBHOM OKkHe yTUAUTbI 3ajalTe CeyroLlme napaMeTpsbi:

a) JInueH3noHHbIN Koy unm MD5 karoua — ykaxkuTte dain IMLEH3INOHHOTO KroYa
Dr.Web. lna atoro Haxmute O630p 1 BbibepuTe AencTBYOWMIA Gaa ANLEH3NOHHOTO
kntoua. Bmecto darina NMLEH3MOHHOrO Kato4a Bbl MOXeTe 3ajaTh ToNbko MD5-xeww
JINLLEH3VMOHHOTO KIkoYa, KOTOPbIN AOCTYyNeH And NnpocMoTpa B LieHTpe ynpaBneHus, B
pa3zene AgMuHucTpnpoBaHue — MeHegpkep NULLEH3NMA.

b) Katanor 3arpyskun — 3asalite katasor, B KOTOPbIl ByeT OCyLecTBAATLCA 3arpy3Ka
penosntopus.

c) B cnucke Pexxum BbiGepute oAMH 13 peXMMOB 3arpy3km 06HOBAEHNIA:
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e 3arpy3uTb peno3uTopuin — OCyLLECTBASETCA CKauMBaHWe peno3ntopus B dopmate
peno3utopus Cepeepa Dr.Web. 3arpy>xeHHble Galinbl MOryT OblTb HENOCPEACTBEHHO
MMNopTUpoBaHbl Yepes LieHTp ynpaBaeHus B kauectBe O6HOBAEHWS PEMNO3UTOPUS
Cepsepa Dr.Web.

¢ CMHXpPOHM3NpOBaTb 3epKasio 06HOB/IEHNA — OCYLLECTBAAETCA CKaumBaHme
peno3untopus B opmaTe 30HbI 06HOBAeHM BCO. 3arpy>xeHHble dalinbl MOryT 6biTb
BbIIOXEHbI Ha 3epkano 06HOBAEHW B Ballen N0KaAbHOM ceTw. B ganbHenwem
CepBepbl Dr.Web moryT 6bITb HacTpOeHbl Ha NoayYeHe O6HOBAEHUI
HenocpeACTBEHHO C JAHHOTO 3epkaia O6HOBAEHWI, COfep KaLLEero NOCNeHIO
BEpCUIO peno3mnTopusa, a He ¢ cepeepos BCO.

YctaHOoBUTe Gpar ApXxMBUpPOBaTh, UTOObI aBTOMATMYECKM YNakoBaTb 3arpy>XeHHbI
peno3nTopun B zip-apxme. JaHHaa onuma NO3BOASAET NOAYUMNTb FOTOBbIA apPXUBHbIN
danin gna mnopTa 3arpyxeHHoro peno3untopus Ha Cepep Dr.Web npu nomouwum

LI,eHTpa ynpaBneHua, U3 pasgena AAMVIHVICTpVIpOBaHVIe - Cogep»(vnvloe PENO3NTOPUA.

Ecav Bbl XOTUTE M3MEHUTb JONONHUTENbHbIE HacTPOWKN coeanHeHns ¢ BCO n 3arpysku
06HOBNIEHNI, HaXXMUTe [LoNONAHUTE/IbHbIe MapaMeTpbl. B OTKpbIBLLUEMCS OKHE HacTpoeK
AOCTYMHbI CefyroLime BKIaAKN:

a)

b)

Ha Bknagke MpoAayKTbl Bbl MOXETE MU3MEHUTb CNCOK 3arpy>KaemMblX NPoAyKToB. B okHe
HaCTpOeK NPUBEAEH CMMCOK BCEX MPOAYKTOB PEMO3UTOPUS, AOCTYMHbIX ANS 3arpy3Ku C
BCO:

e YT0ObI OOHOBUTL CMMCOK NPOAYKTOB, AOCTYNMHbIX Ha BCO B f@aHHbIN MOMEHT, HaXXMUTE
KHOMKy O6HOBUTbD.

e YcraHoBUTE p1arn HanNnpoTMB TeX NPOAYKTOB, KOTOPbIE Bbl XOTUTE 3arpy3unTb ¢ BCO,
nan dnar B 3aronoske Tabanubl, YTOObI BbIGPaTh BCE MPOAYKTbI M3 CAMCKA.

Ha Bknagke BCO Dr.Web Bbi MoXeTe HacTpouTb NapamMeTpbl cepBepoB OOHOBAEHUS:

e [Topsagok cepsepos BCO B cnucke onpegenset NopAaA0OK 0bpaLleHns K HUM YyTUANTbI
npw 3arpyske penosutopus. na nameHeHnsa nopsgka cepsepos BCO ncnonbsynte
KHOMkn Beepx 1 BHu3.

e Y106b1 fobaBnTL cepBep BCO B cnmncok cepBepoB, NCMONb3yeMbIX ANSA 3arpy3ke,
BBeauTe agpec cepepa BCO B none Hag CNMCKOM CepBepOB U HaXXMUTE KHOMKY
[ o6aBuTb.

e YtobbI yaanutb cepsep BCO 13 cnucka ncnosiblyembix, BblbepuTe B CnMcke cepeep,
KOTOPbIA HEOHXOANUMO YAANNTb, U HAXXMUTE KHOMKY YAaNUTb.

e B none basosbin URI ykazaH katanor Ha cepeepax BCO, cogepxawmii 0OHOBAEHWNS
npogayktos Dr.Web.

e B Bbinagatowem cnucke MpoTokon BbibepuTe TN NPOTOKOAA AN MONYYEHUS
0b6HOBNEHWNM C cepBepOB OOHOBAEHMN. [11A BCEX MPOTOKONOB 3arpy3ka 06HOBAEHWI
OCYLLLeCTBASETCA COrlacHO HacTporkaMm crnucka cepsepos BCO.

¢ B Bbinagatowem cnuncke flonycrumble ceptugukartbl Boibepute Tmn SSL-
cepTndurKaToB, KOTOpble ByayT aBTOMaTUYeCKN NPUHMMaTLCA. JaHHas HacTpoika
MCNOJIb3yeTCA TONbKO AN1A 3aLUMLLEHHbIX MPOTOKONA0B, NOAAEPXXNBAIOLLMX
wudpoBaHue.

PyKkoBOACTBO aAMAHUCT paTopa
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¢ PerucrpauunoHHoe nms v Maponb — perncrpaLMoHHble JaHHble NOb30BaTeNs Ans
ayTeHTMdUKaLMn Ha cepBepe OBHOBAEHWI, eCV cepBep TpebyeT aBTopM3aLUN.

e YcraHoBute dpnar UcnonbszoBatb CDN, utobbl paspewntb ncnosblobaHue Content
Delivery Network npu 3arpyske penosutopums.

¢) Ha sknagke MNMpokem Bbl MOXeTe 3ajaTb NapameTpbl noakntoyeHuna K BCO yepes
NpoOKCcU-cepBep:

e Apapec npokcu-cepBepa v MopT — cCOOTBETCTBEHHO CETEBOM aApec U HoOMep nopTa
MCMoJb3yeMOoro npokcu-cepeepa.

¢ PerucrpauunoHHoe ums v Maponb — napameTpbl aBTOpU3aLMK Ha NPOKCU-CEPBEpE,
€CNN UCMOoNb3yeMblli MPOKCU-CcepBep TpebyeT aBTOpM3aLLMIO.

d) Ha Bknagke MnaHMpPOBLLMK Bbl MOXeTe HaCTPOUTb pacnmncaHne NepruoanYecKmx
06HOBNIEHNI. [1N19 BbIMONHEHUS pacnncaHna UCMONb3yeTca naaHnposLmk 3agay OC
Windows. Mpwu 3ToM HeT HeOBXOAMMOCTM 3anycKaTb YTUAUTY BPYUHYHO, 3arpy3ka
peno3nTopus 6yaeT OCyLLeCcTBAATLCA aBTOMaTUUYECKN COrNacHo 3ajaHHbIM
NPOMEXyTKaM BPEMEHW.

e) Ha Bknagke XKypHan Bbl MOXeTe HaCTPOUTb NapaMeTpbl BEAEHMA XypHana 3arpy3ok
OOHOBIEHUN.

Haxxmute OK ans npuHATUA BHECEHHbIX U3MEHEHW 1 BO3BPALLEHWSA B TN1aBHOE OKHO
3arpy3unka penosutopusa Dr.Web.

4. Tlocne HaCTPOVKM BCeX MapaMeTPOB HaXXMUTe KHOMKY 3arpy3uTb B r1aBHOM OKHe
3arpysumnka penosutopusa Dr.Web, utobbl HauaTb nogkatoueHme k BCO u 3arpysky
penosuTopus.

11.5.2.2. KoHconbHasa ytnaurta

MpesocTaBAAOTCA Cnesyrolme BEPCUN KOHCONbHOWM YTUANTBI 3arpy3umk peno3ntopums
Dr.Web:

WcnonHsemblii ¢aiin Pacnonoxxenne OnucaHue

LienTp ynpaBnenws, paszgen HesaBucumasn Bepcus ytunutel. MoxeT
AaMuHUCTpUpoBaHue — YTUWANTbI  3aMyckaTbCA U3 MPOW3BONbLHOIO

drweb-reploader-
KaTtanora v Ha ntobom KOMMbroTEpPE C

<OC>-<paspadHocme >

Katanor Cepsepa Dr.Web COOTBETCTBYIOLLEl OnepaLyoOHHOM
webmin/utilities CUCTEMON.
drwreploader Katanor Cepsepa Dr.Web bin Bepcua yTUAUTbI 3aBUCUT OT Haanums

cepBepHbIX 6bubanoTek. MoxeT
3anyckaTbCA TONbKO U3 KaTajora CBOEro
PacrnoioXeHus.

@ OnucaHWe KItoYein KOMaHAHOW CTPOKM A1 KOHCO/bHOW BEPCUM YTUAUTBI 3arpy3umka

peno3utopus npuBeaeHo B gokymeHTe MpunodxeHns, 37.5. 3arpy3umk penosntopus
Dr.Web.

PyKkoBOACTBO aAMAHUCT paTopa
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11.6. OrpaHuueHue o6HOBNEeHUN pabouunx cTaHL U

Mpn nomowwm LleHTpa ynpaBieHVa Bbl MOXeTe 3aaTb OrpaHnyeHma Ha obbem ceTeBOro
Tpadvka npu nepesaye obHoBaeHn Mexay Cepsepom DrWeb n AreHtamun Dr.Web Ha
3alUMLLAeMbIX CTAHLMAX B ONpeje/ieHHble NPOMEXYTKN BPEMEHMU.

MNoppobHee cm. B N. OrpaHnyeHmne Tpaduka paboymx cTaHUNN.

l OFpaHVI\—IeHI/IFI CKOpPOCTH 06HOBIEHUI He NPUMEHAKOTCA Npwn AOFIOﬂHVITeﬂbHOVI yCTaHOBKe
HOBbIX KOMMOHEHTOB, a TakXe npu 06HOBAEHMM, 3anyweHHOM agMUHUCTPATOPOM MpKn

nomMoLuin onunn naHeam MHCTPYMEHTOB E BoccTaHOBUTb C60HbIE KOMMOHEHTbI.

UT06b1 HACTPOUTL PEXXMUM OrpaHUUYeHu Tpadpuka

1. BbibepuTe NyHKT AHTUBMPYCHAA CeTb r1aBHOTO MEHHO, B OTKPbIBLLEMCS OKHE B
nepapxmyeckoM Crmcke HaXXMUTe Ha Ha3BaHMWe CTaHUMW Uan rpynnbl. B ynpaeaarouiem
MeHO BbibepuTe NyHKT OrpaHuUYeHns 06HOBEHUIA.

2. B Bbinagatowem cnncke OrpaHMueHne o6HOBIEHUMN BbiGepUTE PEXUM OrPaHNYEHWNI:

e O6HOBNATbL BCe NMPOAYKTbl — He YCTaHaB/AMBaTb OFPaHUYEHNS HA pacnpocTpaHeHue
Ob6HOB/NIEHWNI Ha CTaHLUUN.

¢ 3anpeTuTb Bce OBHOBNIEHUA — 3aMNpeTUTb PacnpocTpaHeHne BCeX OOHOBNEHNN Ha
CTaHUMM B MPOMEXYTKaxX BPEMEHM, 3aZlaHHbIX HUXe B Tabanue Pacnucanue
O6HOBJIeHUSA CTAHL WM.

e O6HOBNATbL TO/NbKO 6a3bl — 3anNpPeTUTb PacnpoCcTpaHeHne ToIbKO O6HOBAEHWI
NPOrpamMMHbIX MOAYNe B MPOMEXYTKax BPeMeHU, 3ajlaHHbIX HUXKe B Tabanue
PacnucaHve o6HoBneHua craHumn. O6HoOBAEHWE BUPYCHbIX 6a3 ByaeT ocyLlecTBaATLCA
6€e3 N3MEHEHUIN B LUTAaTHOM pexunme.

3. YctaHoBuTe ¢iar CHU3UTb CepPbe3HOCTb YCTapeBaHUA BUPYCHbIX 6a3, uToObl CHU3UTb
CEepPbe3HOCTb COCTOSHUM CTaHLMI C yCTapeBLUMMUN BUPYCHbIMY 6a3amu. Ecam dnar
YCTaHOBJIEH, TO CTaHLMM C YCTapeBLMMM BUPYCHbIMW Ha3zamu byayT oTobpaxkaTbca B
aHTUBMPYCHOW ceTn € 061WMM 3HaukoM 2, a B pasgene CocTtosiHme y cTaHUmMI 6yaeT
cepbe3HocTb Huskasa. Eciv dnar cHAT, TO CTaHUMM C yCTapeBLUMMM BUPYCHbIMK Ha3amu
ByayT oTO6paxkaTbCa B aHTUBMPYCHOW CETU CO 3HAUKOM ¥ (ecqiv BKNtOUEHA OMUMA Ha
NaHen NHCTPYMEHTOB e Hactpoiiku Bupa aepeBa — lNMoka3sbiBaTb CEpbe3HOCTb
COCTOSIHMA CTaHUMI), a B pa3zene CoctosHUe y CTaHUMI ByaeT cepbe3HOCTb
MakcnmanbHaa i Bbicokas.

4. B none NHTepBan akTyasibHOCTU peBU3UIA 33/jaeTCA BPEMEHHON UHTEPBAJ, B TEYEHMNE
KOTOPOro PEBU3UW MPOAYKTOB, YCTAHOBJEHHbIX Ha CTaHLMAX, ByayT cumTaThes
aKTya/lbHbIMV NpPU NOSBAEHWM HOBbIX peBM3nii B penosuntopun Cepsepa Dr.Web.

5. YcraHoBuTte q)nar nonyqa'rb nocneaHue ob6HOBNIEHUA, UTOObI CTaHUMA noaydana BCe
06HOB/NIEHNA KOMMNOHEHTOB, BHE 3aBUCMMOCTM OT OrpaHMHEHMVI, 3ajaHHbIX B pa3aene

AETafIbHaFI KOHQDI/IF;[QaI:l,I/IFI PENO3NTOPUA.
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Ecnv dnar cHAT, cTaHuma H6yaeT nonyyaTb TONbKO OOGHOB/IEHUS, MOMEYEHHbIE B KayecTBe
TeKyLLMX OOHOBAEHWNI A1 PacnpPOCTPaHEHUS.

YctaHoBuTe pnar Paspewntb nepexos Ha 60n1ee paHHue peBU3UK, UTOOLI pa3peLLmnTb
3aMEHATb Ha CTaHLMAX HOBble BEPCMWN aHTUBMPYCHbBIX KOMMOHEHTOB 6osiee paHHUMU
pesusnamu n3 penosuntopusa Cepeepa Dr.Web cornacHo HacTpoikaM pacnpocTpaHeHus.

Cm. Tarke Otkat peBU3nK NPOAYKTa Ha NpeAblAyUIYHO BEPCUIO.

. YctaHoBuTe dnar OrpaHnunTb TpadpmK 06HOBAEHUI, UTOOLI OrpaHNUNTL O6BEM CETEBOTO

Tpaduka npu nepesade obHoBaeHU Mexay Cepesepom Dr.Web n AreHtamun Dr.Web.

Ecav dnar cHAT, o6bHoBReHUA ana AreHTtos Dr.Web nepepatotca 6e3 orpaHunyeHna noaochl
nponyckaHna ceTeBoro Tpaguka.

Ecnn dnar yctaHOBNEH, 3aailTe caeaytoLime nons:

e B nose CKOpOCTb MO yMO/IYAHUIO 334aeTCA 3HaUYeHne MakCMMaabHON CKOPOCTH
nepegauv 06HOBNEHWI, UCMONb3yEMOE MO YMONYaHWIO, T. €. €C/IN He 3aJaHO HMKaKoe
Apyroe orpaHunyeHue (nyctble 6enble a4erikv B Tabanue pacnucaHuna). Takoke 3HaveHne
CKOPOCTM MO YMOJIYaHUIO NPUMEHSAETCA A/ NepuoA0B, KOrja nepejaya AaHHbIX
3anpelleHa, HO npolecc 06HOBAEHMA y>Ke Bblsl 3anyLUeH (CM. HUXe).

¢ B nose MakcumanbHasa ckopoctb nepegaum (Kb/c) 3agaetca 3HaueHne MakCMManbHOM
CKOPOCTU Nepesaun o6HoBAeHWI. [Tpn 3TOM 06HOBAEHUS ByAyT NepeaaBaTbCA B
npegenax 3afiaHHOM NOAOCHI MPOMYyCKaHWA COBOKYMHOroO ceTeBOro Tpaduka o6HOBAEHNN
Bcex AreHToB Dr.Web.

[JlonyckaeTca 3agaHne J0 NATM OrpaHUYeHM Ha CKOPOCTb Nepeaun o6HeH|A|71. Ons
pobaBieHNa elle OAHOTO NOAA OFPAHNYEHNA CKOPOCTU HaXKMUTE KHOMKY . Ana
yAaNneHnsa orpaHnyeHmna HaxmmTe KHOI'IKyﬁ HanpPOTMB OrpaHNYEeHNs, KOTOPOE HYXXHO
yAaNUTb.

| Ana 3HaveHwn noneli CKopocTb Mo ymoauaHuio 1 MakcumanbHaa cKOpocTb nepegaum
: (KB/c) cywiectBytoT CnesyroLme orpaHuYeHmns:

e 3anpeuleHo 3ajaBaTb 3HaueHne 0. MyHMMaNbHOE JOMYCTUMOE 3HaYeHVe OrpaHnYeHma
— 1 KB/c.

e [lycToe 3HaueHWe (NoJsie He 3aMOJIHEHO) CHUMAET BCe OrpaHUYeHns Ha Tpaduk
O6HOB/IEHW AN COOTBETCTBYIOLLLETO Nepuroia BpeMeHMU.

B Tabavue pacnucaHuns 3afaeTca pexxMm orpaHMYeHns Ha nepesady AaHHbIX OTAENbHO Ha
KaXkgable 30 MUHYT KaXKA0ro AHA Heaenu.

00 01 02 03 04 05 06 OF 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23
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[na n3meHeHna pexxuma orpaHuYeHnin nepeaayn AaHHbIX HaXXMUTe Ha COOTBETCTBYHOLLMIA
610k Tabanubl. Takke Noaaep>KMBaeTca BbIBOP HECKONbKNX BPEMEHHbIX 6J10KOB NyTem
nepetackmBaHuA.

LiBeT Aueek N3MEHAETCA LMKIMYECKM COrNacHO LBETOBOIN CXeME, NMPUBEAEHHON NOA
Tabavuen.

@ B nepviogbl BpeMeHY, KOTOpble COOTBETCTBYHOT 3HaueHWto Mepeaaya AaHHbIX 3anpeLyeHa,
3anpeLLeHo HauuHaTb nepesady o6HoBAeHWIA. Ecam npu HacTynieHnn 4aHHOro neproga
nepesaua o6HOBAEHWN yxKe Bblna 3anylLieHa, oHa He ByaeT npepBaHa, HO MakcMMabHas
CKOPOCTb Mepesaun byaeT orpaHMUeHa 3HaYeHNeM, 3ajaHHbiM B nose CKOpoCcTb Mo
YMOJIUaHUIO.

8. Mocne 3aBeplUeHNs pesaKTUPOBaHUSA, HaXXMUTe KHOMKY CoOXpaHUTb /18 MPUHATUA
BHECEHHbIX U3MEHEHUN.

Ha naHnenu WHCTPYMEHTOB TakoKe AOCTYNHbI ciegyrouie onuun ana ynpassieHuAa
coAepXXKuMbIM pasgena:

# Ycranosutb Bee napameTpbl B HauaJibHble 3HAaUEHUA — BOCCTAHOBUTb 3HAUEHUS,
KOTOpble BCe NapaMeTpbl JaHHOTO pa3jena UMenu Ao TekyLlwero pejaktmpoBaHus (nociegHue
COXpPaHEeHHble 3HaUeHWs).

‘ﬁ YcTtaHOBUTb BCe napamMmeTpbl B 3Ha4Y€HUA NO YMOJIYAaHUKO — YCTaHOBUTb AN BCEX
napamMeTpoB JaHHOTO pa3jena 3HadeHUd, 3ajaHHble MO YMOJIHaHUIO.

¥ PacnpocTpaH1Tb 3TU HaCTPOIKKN Ha APYrol 06bEeKT — CKOMMPOBaTb HAaCTPOMKN 13
AAHHOTO pa3jesia B HaCTPOMKM APYron CTaHLMK, TPYNMbl UM HECKONbKUX FPYMNMN U CTaHLMI.

# Ycranosutb HacnepoBanve HacTpoekK OT MOJITUKU WAN NePBUYHON FPyNnbl — YAaaNTb
nepcoHasbHble HaCTPOMKN CTaHLMIM 1 YCTAaHOBUTL HacneAoBaHVe HacTpoek JaHHOro paszena
OT MEepPBMYHOW Fpynmbl.

o CkonupoBaTb HaCTPOMKMN M3 NMOJIMTUKU WIN NEPBUYHOW FPyNMbl U YCTaHOBUTb UX B
KauecTBe MepCcoHasibHbIX — CKOMMPOBAaTb HAaCTPOWKM JAaHHOTO pa3jesia U3 NepBUYHOM
rpynnbl U 3a4aTb UX ANs BbIOpaHHbIX CTaHUMW. HacnegoBaHMe npu 3TOM He ycTaHaBAUBaeTCH
N HaCTPOMKMN CTaHLMMN CUNTAKOTCA NEPCOHANbHbIMU.

LE OKCNopTUpPOBaTb HACTPOMKMU M3 AAHHOTO pa3aesna B palil — COXpPaHUTb BCE HACTPOMKM
13 JaHHOro pasgena B ann cneumnanbHoro ¢opmara.

K MMnopTrnpoBaTb HaCTPOWKM B AaHHbIN pa3gen us ¢aiina — 3aMeHUTb BCe HAaCTPOMKMN B
AaHHOM pa3jesie HacTporikaMun n3 danna cneunanbHoro popmara.

11.7. O6HoBneHue AreHtoB Dr.Web B Mo6unbHOM pexxmnme

Ecnam komnbroTep, HOYTOYK MAM MOBMAbHOE YCTPOMCTBO NONb30BaATENS AOTOE BPEMSA He
6yznet nmetb cBa3n ¢ Cepeepom Dr.Web, ana cBoeBpeMeHHOro nosyyeHns 0O6HOBAEHWI C
cepsepoB BCO Dr.Web pekomeHayeTca yctaHOBUTb MobuibHbIl pexxum paboTbl AreHTa
Dr.Web Ha ctaHumu.

PyKkoBOACTBO aAMAHUCT paTopa
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| BritoueHve MobuibHOrO pexvma B HacTpolikax AreHta Dr.Web 6yaeT gocTynHo npwm

& YCNOBWUWY, YTO MCMOb30BaHe MobunibHOro pexvima paspelueHo B LieHTpe ynpaBieHus B
pa3gene AHTUBUpPYCHasa cetb — MpaBa — <onepayuoHHas cucmema> — O6wue —
N3meHeHne koHpurypauum AreHta Dr.Web (a1 OC Windows) nin 3anyck B
MO6UIBLHOM peXxume (415 OCTaNbHbIX OMepaLMOHHbIX CUCTEM).

B MobunbHom pexxnme AreHT Dr.Web nbitaetca nogkntountbcs k Cepeepy Dr.Web, agenaet
TPW NOMbITKX U, €C/IN He yAanoch, BeinoaHaeT HTTP-o6HoBaeHue ¢ cepBepoB BCO. MonbiTkn
HanTn CepBep Dr.Web nayt HenpepbIBHO C NHTEPBANOM OKONO MUHYTBI.

Bo Bpemsa dyHKkuMOHMpoBaHMA AreHTa Dr.Web B MobuabHoM pexxme cBsazb AreHta Dr.Web
c CepepoMm Dr.Web npepbiBaetcs. Bce nsmeHeHus, kotopble 3agatotcs Ha Cepeepe Dr.Web
A9 TaKOW CTaHUMK, BCTYNAT B CUITY, KakK TONbKO MobunbHbIV pexunm paboTel AreHta Dr.Web
byzneT oTkntoueH, 1 cBsdb AreHta Dr.Web c Cepeepom Dr.Web Bo306HOBUTCS.

@ B MOBUnbHOM pexxume NPoun3BOAUTCA OBHOBAEHWE TONbKO BUPYCHBIX 6a3.

B MobunbHoM pexxinme GyHKLmMoHMpoBaHue AreHta Dr.Web He orpaHuyeHo no BpemMeHwy,
0fHako 0b6HOBAEeHMe BUPYCHbIX 6a3 ¢ BCO ocylecTBaseTCa TONbKO 4O KOHL@ CPOKa
LEVICTBUA JINLEH3MOHHOTO KIt0Ya CTaHLUMW, MHGOPMaLMA O KOTOPOM Bblla cOXpaHeHa
AreHtom Dr.Web npu nocnegHem nogritoueHumn k Cepsepy Dr.Web (cam nvueH3MOHHbIV
kntou pacrnonaraetcs Ha Cepsepe Dr.Web).

OnuncaHne HacTpoek MOBbMbHOTO pexurma pabotel Ha cTopoHe AreHta Dr.Web npueegeHo B
PykoBoacTBe nosb3oBaTtens.

PyKkoBOACTBO aAMAHUCT paTopa
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MnaBa 12: Hactpovika AONONHNTE/IbHbIX KOMMOHEHTOB

12.1. NMpokcu-cepBep Dr.Web

B cocTaB aHTMBMPYCHOW CETU MOXET BXOAWUTb OAMH UM HeckobKo Mpokcn-cepsepoB
Dr.Web.

OcHoBHas 3agaua lNMpokcn-cepsepa Dr.Web — obecneueHne ceasun Cepeepa Dr.Web n
AreHToB Dr.Web B cnyyae HEBO3MOXHOCTM OpraHu3aLmmn NnpsamMoro Aoctyna (Hanpumep, ecu
Cepsep Dr.Web n AreHTtbl Dr.Web pacnonoxeHbl B pa3fiMuHbIX CETAX, MeXAy KOTOPbIMU
OTCYTCTBYET MapLUpyTM3aLMA NakeTos).

Mpokcn-cepsep Dr.Web nossonser ncnonb3oBatb 1060 KOMMNbHOTEP, BXOAALLMA B COCTaB
aHTMBUPYCHOW CETU, B CNEAYHOLLMNX Lensx:

e B kauecTBe LleHTpa peTpaHCAALUN OOHOBAEHWNI ANS CHUXKEHUS CETEBOW Harpysku Ha
CepBep Dr.Web 1 coegnHeHne mexay Cepsepom Dr.Web n MNMpokcn-cepsepom Dr.Web, a
TakKe /18 COKpALLEHMS BPEMEHWN NOoyYeHsi OOHOBNEHWUIN 3aLUMLLAEMbBIMUN CTaHLUAMU
3a CYeT MCNo/Ib30BaHMA QYHKLMU KeLUMPOBaHMS.

e B KauecTBe LeHTpa nepechiNkn BUPYCHbIX COBbITUI OT 3aLuMLLiaeMblx CTaHUMA Ha CepBep
Dr.Web, uto Takke CHMXaeT ceTeBYyHO Harpy3sky 1 No3BOAET OpraHn3oBaTb paboTy,
HanpuMmep, B Clyyasx, Korga rpynmna cTaHuuuM HaxoAnTCA B CETEBOM CErMeHTe,

N30/ IMPOBAHHOM OT CErMeHTa, B KOTOpoM pacnonoxeH Cepsep Dr.Web.

OcHoBHble PYHKLUN

Mpoxkcn-cepsep Dr.Web BbinonHser cneayrowme pyHKLUM:

1. TMpocnywmnBaHme ceTn n NpUeM COeANHEHNI B COOTBETCTBUM C 3aAaHHbIM MPOTOKOAOM U
NOPTOM.

2. TpaHcnauma npoTokoaos (noaaep>xmBatotrca npoTtokoabl TCP/IP).

3. Mepecbinka gaHHbix Mmexay Cepsepom Dr.Web n Arentamn Dr.Web B cooTBeTCcTBUM C
HacTponkamu Mpokcun-cepeepa Dr.Web.

4. KewwnposaHne obHoBneHW AreHTa Dr.Web v aHTMBMpYyCcHOro nakeTa, nepesaBaeMbix
Cepepom Dr.Web. B cnyyae Bbigaum o6HoBneHWI 13 kelwa MNpokcn-cepeepa DrWeb
obecneunBaetca:

e YMeHbLUEeHNe ceTeBOro Tpaduka,
® YMeHblUeHWe BpeMeHu noayyeHuns obHoeneHumii AreHtamu Dr.Web.

5. ObecneueHune wmnpposaHusa Tpaduka mexay Cepsepamu DrWeb n AreHtamu Dr.Web.

@ Bo3mMoxHO co3zaHve vepapxum Mpokcn-cepsepos Dr.Web.

PyKkoBOACTBO aAMAHUCT paTopa
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Obwwas cxema aHTUBUPYCHOWM ceTn Npun ncrnosab3loBaHuu MNpokcn-cepepa Dr.Web npuBeseHa
Ha puc. 11-1.
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a Cepsep Dr.Web == JlokanbHas ceTb
% Mpokcn-Cepsep Dr.Web g VHTepHet
3aLMLLLEeHHbBIN KOMMbIOTEP MapuwpyTnsatop

PucyHok 11-1. Cxema aHTUBUPYCHOW ceTH NMpu ncnosib3osaHum Mpokcu-cepsepa Dr.Web

MpuHuMn pabortbi

Mpwn ncnonbzoBanum Mpokcn-cepsepa Dr.Web BbinonHAeTca cnegytowan
nocjie0BaTe/IbHOCTb AeACTBUIA:

1. Ecnm Ha AreHTte Dr.Web He nponucaH agpec Cepepa Dr.Web, To AreHT Dr.Web
OTnpaBAseT MHOrOaApPeCHbI 3aNpPoC B COOTBETCTBMM C MPOTOKONOM paboThbl ceTH, B
KOTOPOW OH HaxoamUTCA.

2. B cnyuae Hactponku Mpokeun-cepsepa Dr.Web Ha TpaHcaaumio coegnHeHn (napameTp
discovery="yes"), AreHTy DrWeb otnpaBnseTtcs coobuieHne 0 Hannumnm
dyHKumnoHupytoulero Mpokcn-cepepa Dr.Web.

3. AreHT Dr.Web 3asaeT nosnyyeHHble napameTpbl [pokcu-cepeepa Dr.Web B kauecTtBe
napameTtpoB Cepsepa Dr.Web. [lanbHelllee B3anMoAeNCTBME OCYLLECTBASETCA NPO3PayHO
ans AreHta Dr.Web.

PyKkoBOACTBO aAMAHUCT paTopa
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4. B cooTBeTCTBUM C NapaMeTpamMu KoHdurypaumnmoHHoro danna MNMpokcn-cepsep Dr.Web

npocnywnBaeT 3agaHHbl€ MOPTbl HA HaIMUME BXOAALLNX COGAMHGHVII;’I Nno yKasaHHbIM
NPOTOKONaM.

. [nsa xaxaoro Bxoasulero coeanHeHns ot AreHta Dr.Web lMpokcmn-cepsep Dr.Web

yCTaHaBanBaeT coeanHeHune ¢ Cepsepom Dr.Web.

Anroputm nepeagpecauuv npu Haanuum cnucka Cepsepos Dr.Web:

1.

Mpokcn-cepeep Dr.Web 3arpy>xaet B onepatnBHyto namatb cnncok Cepsepos Dr.Web un3
KOHPUrypaumMoHHoro darina drwcsd-proxy.conf (CM. 4okymeHT Mpunoxxenms, £4.
KoHdourypaumoHHbin dann Mpokcr-cepeepa Dr.Web).

K Mpokcn-cepeepy Dr.Web noakntouaetcs AreHt Dr.Web.

Mpokcu-cepeep Dr.Web nepeagpecyet tpaduk c AreHta Dr.Web Ha nepsbiii CepBep
Dr.Web 13 cnucka B onepaTMBHOM NamMsaTy.

Mpokcn-cepep Dr.Web potupyet cnncok, 3arpy>keHHbiin B onepaTMBHYO NaMaTb, U
nepemewaet Cepsep Dr.Web v3 nepBoro anemeHTa cnmcka B KOHeL, CNuncka.

@ Mpokcu-cepsep Dr.Web He coxpaHseT nsmeHeHHbI nopsagok Cepsepos Dr.Web B cBomn

‘ dann koHdurypaumm. MNpun nepesanycke Npokcu-cepeepa Dr.Web cnncok Cepsepos Dr.Web
3arpy>kaeTca B OnepaTuBHYO MamaTb B MepBOHAYabHOM BUAE, B KOTOPOM OH XPaHWTCA B
dbaline koHUrypaLmm.

Mpw noakntoueHnn caeayrowero AreHta Dr.\Web k MNpokcu-cepeepy Dr.Web npouegaypa
NOBTOPAETCA, HauMHadA C wara 2.

Ecnn Cepeep Dr.Web oTkntouaeTcs OT aHTUBMPYCHOM CETU (Hanpumep, Npu BbIKAOYEHNM
nnn otkase B ob6cnyxxmBaHum), AreHt Dr.Web noBTopHO nogkiroyaetca k MNpokcm-cepeepy
Dr.Web, n npoueaypa noBTOopsieTca, HaunmHas C wara 2.

fli CkaHep CeTy, 3anyLLeHHbIA Ha KOMIMbIOTEPE W3 BHELLHEN MO OTHOLLIEHUIO K AreHTaM cetu, He
: CMOXKeT 06HapyXUTb ycTaHoBAeHHbIX Arentos Dr.Web.

aHTVBMPYCHOW ceTu ncnonbayetcs MNpokcu-cepeep Dr.Web, 1o ans Bcex ctaHumi,
noakntoueHHbix kK Cepepy Dr.Web uepe3 lNpokcun-cepsep Dr.Web, B LieHTpe ynpaBneHus B
KayecTBe Ha3BaHWM CTaHUMI ByseT oTobpaxkaTbCa Ha3BaHWEe KOMMbOTEPa, Ha KOTOPOM
yctaHoBeH lNpokcn-cepsep Dr.Web.

@ Ecnv B HacTpolikax CepBepa Dr.Web yctaHoBneH dnar 3ameHaTrb NetBIOS-umeHa, v B

LundpoBaHue n coxatme Tpadpuka

Mpokcn-cepeep Dr.Web nogaepxumBaet cxatue Tpaduka. ObpaboTtka nepecbiiaemom
MHbOpPMaLMKM OCYLLECTBAAETCA BHE 3aBUCMMOCTU OT TOr0, OKMMaeTca Tpaduk nam Her.

Mpokcn-cepeep Dr.Web nogaepxumBaet wudposBaHme Tpaduka. ns noasep>xku
wnposaHua MNMpokcn-cepep Dr.Web gomxeH nogxntountbcs kK Cepsepy Dr.Web (cm.

PyKkoBOACTBO aAMAHUCT paTopa
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PykoBopacTBO no ycraHoBKe, [loakntoyeHve [pokcn-cepeepa Dr.Web k Cepsepy Dr.Web) w
nognucaTb CBOM cepTudukat cepTMdPrKaTtomM v 3akpbiTbiM kntoyom Cepsepa Dr.Web.

LLindposaHume Tpaduka mexay MNpokcn-cepsepom DrWeb n Cepsepom Dr.Web
ocyllecTBAseTcs Ha ocHoBe cepTudukaTa Cepepa Dr.Web; wndposaHme Tpaduka mexay
Mpokcn-cepepom Dr.Web n AreHtamu Dr.Web ocyuectBasetcs Ha ocHoBe cepTudurKaTta
Mpokcn-cepBepa Dr.Web, nognncaHHoro ceptndukatom 1 3akpbiTeiM kntouom CepBepa
Dr.Web.

KewmvposaHue

Mpokcn-cepeep Dr.Web noaaep>xvBaet kelumpoBaHme Tpaduka.

KewmnpoBaHmne NpoayKTOB OCyLLECTBAAETCA MO peBn3nam. Kaxzas peBm3ns XxpaHuTca B
OTAe/NbHOM KaTanore. B kaTanore ana Kaxaomn cnesyroLlein peBn3nn nexat Xecmkue CColIKU
(hard links) Ha cywecTBytowme Gannbl U3 CTapbiX PEBU3NIN N OPUTUHAAbI N3MEHMBLUNXCA
darnoB. Takum obpasom, Garinbl ANA KaXKAOW BEPCUM XPAHATCA Ha XXECTKOM JMCKe B
eAVHCTBEHHOM 3K3eMrIApe, BO BCEX KaTasiorax NoCaeAyroWwmx peBU3nNA NprBeAeHbl TONbKO
CCbIIKN Ha HeM3MeHeHHble anbl.

MapameTpbl, 3agaBaeMble B KOHPUTIypaLMOHHOM daiine, NO3BOAAOT HACTPOUTL CleaytoLlye
AEeNCTBNS NPU KeLUMPOBaHUM:
e OcyLLecTBAATb MEPUOAMYECKYHO OUMCTKY YCTapeBLINX peBU3niA. [To ymonuaHmio — pas B yac.

e XpaHuUTb TONbKO NociesHne peBnsnn. Bce octanbHble, bonee paHHME peBU3NM, CUMTAROTCA
yCTapeBWNMU U yaanaroTca. Mo yMoYaHUIO XpaHATCA TPU NOC/IeAHNE PEBU3NN.

e MNepunoanyeckn oCyLLeCTBAATb BbIFPY3KY HEUCMONb3YeMbIX memory mapped daninos. 1o
ymonuyaHuto — kaxgble 10 MUHyT.

Hactpovku

Mpokcn-cepeep Dr.Web He nmeet rpadpuueckoro nHtepdenca. Hactporikm 3a4atoTcs OAHUM
N3 CNesyroLmx CnocoboB:

1. YpaneHHo yepes LeHTp ynpaBneHus, ecam MNMpokcn-cepsep Dr.Web noakntoueH k CepBepy
Dr.Web (cM. YaaneHHas HacTpoiika [pokcm-cepeepa).
2. JlokanbHO Npu nomoLm KoHdurypaunoHHoro dania. Popmat koHdUrypaumnmoHHoro dannia

Mpokcn-cepeepa Dr.Web npuseseH B sokymeHTe Mpunodxxenus, [oaxntoyveHvie MNpokeu-
cepBepa DrWeb k Cepepy Dr.Web.

| YrnpaBaeHue HacTponkamu (pesakTmpoBaHue KoHdUrypaumoHHoro darina) Mpokcn-cepeepa
Dr.Web mMo>eT ocyLecTBAATb TONbKO MOJb30BaTeAb C NPaBaMu agMUHUCTPATOPa AaHHOTO
KoMnbtoTEpa.

PyKkoBOACTBO aAMAHUCT paTopa
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[na koppekTHo paboTbl Mpokcn-cepeepa Dr.Web nog OC cemeiicta Linux nocne
nepesarpyskv KoMrnbtoTepa TpebyeTcs CUCTEMHasA HacTpoika ceTv 6e3 1Ccnoib3oBaHWs
CeTeBOro MeHegxepa.

3anyck un 3aBeplueHue paborbl

Mog OC Windows 3anyck v 3aBeplieHme paboTbl Mpokcn-cepeepa Dr.Web ocywiecteasetca
WTaTHbIMUK CpeacTBaMu Npu NoMoLy 3nemeHTa NaHenb ynpaBaeHna —
ApmuHucTpmnpoBaHue — CepBuUCbl — B CMYCKe CEPBUCOB ABaX bl KIMKHYTb no drwcesd-proxy
1 B OTKPbIBLLEMCA OKHE BblbpaTb HeobXxoAMMOEe AelncTBreE.

Mog OC cemencta UNIX 3anyck n 3aBepeHne pabotsl lNMpokcn-cepsepa Dr.Web
NPOU3BOANTCA NP NOMOLLM KOMaHJ start N stop NPUMEHUTENBHO CKPUNTOB, CO3aHHbIX B
npouecce yctaHoBku Npokcn-cepepa Dr.Web (cm. PykoBoacTBO No ycraHOBKe, YCTaHOBKa

Npokcun-cepsepa Dr.Web).

Tarke ana 3anycka Npokcu-cepsepa Dr.Web nog OC Windows n OC cemerictea UNIX Bbl
MOXeTe 3anyCTUTb CNONHAEMbIA Gan drwcsd-proxy C COOTBETCTBYHOLUMMM NapaMeTpamm

(cm. X5. Mpokeu-cepeep Dr.Web).

12.1.1. YpaneHHana HacTpouka lNMpokcn-cepBepa

MNocne nogknroueHua Mpokcn-cepeepa Dr.Web k Cepepy Dr.Web npegocraBnsetcs
BO3MOXHOCTb yialeHHOW HacTponku [Mpokcn-cepsepa Dr.Web uepes LleHTp ynpaBneHus.

| MNMoapobHas nHPopMaLMa O HacTpOWMKax NOAKIOYEeHVs NpuBeseHa B PykoBoacTBe no
: ycTaHoBKe, B pa3gese [Noaxntouerme Mpokcn-cepeepa Dr.Web k Cepsepy Dr.Web.

| Mpokcu-cepeep Dr.Web moxxeT nonyuyaTb HaCTPOWMKM TOIbKO C OnpejesieHHoro Habopa

Ay nogkatoueHHbIx k HeMy CepsepoB Dr.Web, koTopble nomeuyeHbl kak ynpasastoLme. Ecam Hu
oavH Cepsep Dr.Web He nomeuyeH ynpaBistoLL M, TO MOAKIFOYEHNE OCYLLECTBASETCA KO
BceM Cepsepam Dr.Web no ouepean A0 NepBOro noayyveHvs BasngHOW (He mycTom)
KOHUrypaLumm.

Yro6bl 3apaTb HacTpouku MNMpokcu-cepsepa Dr.Web

1. BoibepuTe NyHKT AHTUBMpPYCHaA ceTb B NMaBHOM MeHto LleHTpa ynpaBieHus, B
OTKPbIBLUEMCS OKHE B MepapxmyeckoM Crmncke HaxxmMuTe Ha Ha3BaHue [Npokcn-cepsepa
Dr.Web nau rpynnbl Proxies 1 ee noarpynn.

2. B oTkpbiBWEMCS ynpaBastolleM MeHtO BolbepuTe nyHKT Mpokcu-cepeep Dr.Web.
OTtkpoeTca pa3gen HacTpoek.

PyKkoBOACTBO aAMAHUCT paTopa

395



A7

-
¢

g
),
A

InaBa 12: Hactpoiika A0no/IHATe/IbHbIX KOMMNOHEHTOB

3. Ha Bknagke Ceptudmkar 3agaetca cnmcok ceptnourkatos Cepsepos Dr.Web. Heobxoanmo

Hannune ceptudmkatoB Bcex Cepepos Dr.Web, k koTopbiM nogkntoyaetcs Mpokcn-
cepBep Dr.Web, n Ha koTopble nepeHanpaBafeTca KIMEHTCKUIA TpaduKk.

e Ceptndukat Cepepa Dr.Web tpebyetca ana nogkntoueHuns k Cepepy Dr.Web c uenbto
yAaNeHHOro ynpaBaeHua HaCcTpOMKamK, a Takoke ANA NOAAEPXKKM WndpoBaHns Tpaduka
mexgay Cepsepom Dr.Web u Npokcun-cepsepom Dr.Web.

e Ceptndukat MNpokcn-cepepa Dr.Web, koTopbii nognuceiBaeTcs cepTudrkaTom u
3akpbiTeiM KNtouoM Cepsepa Dr.Web (npoueaypa ocyuiectBasercs aBTomaTmyeckm Ha
Cepsepe Dr.Web nocne nogkntoueHuns v He TpebyeT BMeLLaTeNIbCTBA afMUHUCTPATOPa),
Tpebyetcs ana nogxntoueHna AreHtos Dr\Web v ansa nogaepxkmn wmndposaHma Tpaduka
mexay AreHtamun Dr.\Web v Mpokcn-cepsepom Dr.Web.

Ha Bknaake MpocaywmBaHme HacTpanBaroTCa NapaMeTpbl NOAYYEeHUS U
nepeHanpasneHnsa Tpaduka Mpokcn-cepsepom Dr.Web.

[ns eanHbIX HAaCTPOEK NPOC/YLLUMBAHMA CETM BO3MOXHO 3a4aTh eAnHbIe HAaCTPOMKM
MNOAKNHOUEHNS BCEX KIMEHTOB U HAaCTPOMKM, 3a,aBaeMble OTAENbHO AN KaXKAoro u3
Cepsepos Dr.Web.

UTto6bl f06aBUTHL eLle OAMH BNOK HACTPOEK, HAaXXMUTE KHOMKY .

YTobbl yaanutb 610K HaCTPOEK, HaXXMUTE E PAAOM C 6J1OKOM, KOTOPbIV Bbl XOTUTE
yA4annTb.

[ns kaxxaoro 610ka Bbl MOXeETe MO OTAE/IbHOCTU HAaCTPOUTb CesyroLmMe napamMeTpbl
paboTbl Mpokcn-cepsepa Dr.Web:

a) B pa3gene HacTpoek npocaylIMBaHmA:

e B none Appec ana npocnywmBaHua 3aganTte IP-agpec, "npocnywmBaembin” MNMpokcu-
cepBepoM Dr.Web. 3HaueHune 0.0.0.0 npegnuceiBaeT "npocaywmneaTb” BCe
NHTEpdencsol.

| Azpeca 3agatoTcs B opmaTe CeTeBOro agpeca, MpuBeAeHHOro B JoKyMeHTe MpunoxkeHus,
. [Npunoxenuve I. Cneundurkaums CeTEBOrO ajpeca.

¢ B none Moprt 3aganTe Homep nopTa, KOTopbIN ByaeT "NpocaywmBaTbca” Mpokcun-
cepBepoM Dr.Web. No ymonuaHnto — nopt 2193.

e YctraHoBuTe pnar O6HapyXKeHune 414 BKItOUeHMA pexxnma nmmtaumm Cepsepa
Dr.Web. laHHbIN pexxnm no3BoaseT kaveHTaM obHapyxumBaTtb [pokcm-cepeep
Dr.Web B kauectBe CepBepa Dr.Web B npoLecce ero novcka yepes
LMpOKOBeLLaTe/IbHble 3anpochl.

e YctaHoBuTe dnar Multicasting, uto6bl MNpokcm-cepsep Dr.Web oTtBeuan Ha
LUMpOKOBeLLaTeNbHble 3anpockl, agpecoBaHHble Cepeepy Dr.Web.

e B none Multicast-rpynna 3azaiite IP-agpec MHOroagpecHom rpynnbl, B KOTOPYH
6yaet BxoauTb Mpokcn-cepsep Dr.Web. YkazaHHbIn nHTepdenc byaet
npocaywmeatbcs MNpokcn-cepsepom DrWeb ans Bzavmoaenctema ¢ KimMeHTamum npu
noucke aktnBHbIx Cepepos Dr.Web. Ecan none octaButb nyctbiMm, MNMpokcn-cepsep
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Dr.Web He byzeT BXOAWTb HM B OAHY U3 MHOTOaApecHbIX rpynn. Mo ymonvaHuto
MHOroazpecHas rpynna, B kotopyto Bxoaut Cepsep DrWeb — 231.0.0.1.

b) B pasaene MNapameTpbl coeANHEHUA C KJINEHTAMMU:

¢ B Bbinagatowem cnucke WndpposBaHue Boibepute pexnm wndbposaHusa Tpadmrka ans
kaHanoB Mexay Npokcn-cepsepom Dr.Web n obcnyxxvBaembiMu K1veHTamu:
AreHtamu Dr.Web n nHctrannatopamun AreHtos Dr.Web.

e B Boinagatowem cnucke Cxkartume BbibepuTe pexmnm oxatnsa Tpaduka Ana KaHanoB
mexay MNpokcn-cepsepom Dr.Web 1 obcnyxxnBaembiMu kKaneHTamu: AreHTamu
Dr.Web n nHctannatopamun AreHtos Dr.Web. B Bbinagatowiem cnmcke YpoBeHb
okaTma Bbibepute ypoBeHb coxatna (o1 1 go 9).

c) B pa3zgene Mapametpbl coeguHeHnn ¢ Cepsepamum Dr.Web 3azaetcs cnncok CepepoB
Dr.Web, Ha koTopble ByaeT nepeHanpaBaaTbCA TpaduKk.

Ot nopsaka cnegosaHunsa Cepsepos Dr.Web B cnncke 3aBUCUT NOPAAOK NepeHanpaBaeHns
KnneHTcKoro Tpadurka n nopagok nogkntoveHus Mpokcn-cepsepa Dr.Web k Cepsepam
Dr.Web ans nonyyeHuns Hactpoek. YTo6bl n3MeHUTb NOPAAOK cnesoBaHms CepBepoB
Dr.Web, nepetaiute Hy>kKHble CTPOKN NMPW MOMOLLM MbILUWN.

[ns ynpasneHuamu Cepsepamu Dr\Web ncnonb3yrite KHOMKM Ha NaHeNV MHCTPYMEHTOB
cnucka Cepeepos Dr.Web:

s peAakTMpoBaTb NapameTpbl coeanHeHns ¢ BbibpaHHbiM Cepsepom Dr.Web.
+ 06aBuTb NapameTpbl coeanHeHus ¢ Cepsepom Dr.Web.
@ yAannTb NapameTpbl coeanHeHns ¢ BbibpaHHbiM Cepsepom Dr.Web.

Mpuv pesakTMpOBaHUN N CO34aHMM NapameTpoB coeanHeHns ¢ Cepsepamum Dr.Web
OTKPbIBAETCS OKHO HACTPOEK CO CeAYLWUMM ONMLUAMM:

e B Boinagatowem cnucke C atoro Cepsepa Dr.Web Bo3amorxHO ynpaBaeHune
HacTpoiikamu Mpokcn-cepBepa BbibepuTe OANH U3 BapMaHTOB AN Ha3HaUeHUA
CepBepa Dr.Web ynpasnsatowmm:

[a — Cepsep Dr.Web 6yzaet 6e3ycnoBHbIM ynpaBastoLlLmmM. Bl MoxeTe HazHaunTb
moboe konnuectso Cepeepos Dr.Web ynpasasatowmmm, nogkaroueHmne
ocyLuecTBaseTca Ko BceM ynpasastowmm Cepsepam Dr.Web no nopagky cnegosaHums
B HacTpolikax MNpokcn-cepepa Dr.Web so nepBoro nonyueHus BannaHom (He
nycToun) KOHbUrypaumu.

Her — Cepep Dr.Web He byaeT ynpaBAfrOLLMM HU MPU KaKMX YCAOBUAX. TakKe Bbl
MO>eTe He Ha3HayaTb HM oanH 13 CepeepoB Dr.Web ynpasnastowmm. B atom cayuae
HacTpoika napameTpos [pokcn-cepeepa Dr.Web (B TOM uncne HazHaueHne
ynpasasatowmx Cepsepos Dr.Web) Bo3MO>XHa TONbKO NOKabHO Yepes
KOHOUTypaLmoHHbIn daiin Mpokcn-cepsepa Dr.Web (cm. gokymeHT Mpunoxkenuns, E4.
KoHburypaumoHHbin dann [Mpokcn-cepeepa Dr.Web).

Bo3amorkHo — Cepep Dr.Web 6yaeTt ynpaBastowMm TObKO B TOM C/ly4vae, €Can HeT
6e3ycnoBHbIX ynpaBastoLWmx (co 3HaveHneM [la Ana 3TOW HaCTPOWKK).

e B none Agpec nepeHanpaBaeHus 3agalite agpec Cepepa Dr.Web, Ha koTopbIn 6yayT
nepeHanpaBAsTbCA COEANHEHMS, YCTaHaBAMBaeMble [pokcun-cepeepom Dr.Web.

PyKkoBOACTBO aAMAHUCT paTopa
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| Ecnv B none Agpec nepeHanpaB/ieHUA He 3ajaH ajpec Wiv yKa3aHO 3HayveHue udp/, TO
MNpokcu-cepsep Dr.Web nonbitaetcs Havitn Cepep Dr.Web uepes cnyxby obHapy>xeHus —
PaccbIIKOW LIMPOKOBELLaTENbHBIX 3anpocoB (cM. war 9).

Asnpeca 3agatotca B popmaTe CeTeBOro ajpeca, npmBeseHHOro B gokyMeHte MpunodxeHus,
Mpunoxenve . CneundurKaLmsg CETEBOrO ajpeca.

e B Boinagatowem cnucke WngpoBaHme Bbibepute pexnm wndposaHua Tpadumka ana
KaHanoB cBA3N Mmexay NMpokcn-cepsepom Dr.Web n 3agaHHbIM CepBepom Dr.Web.

e B Boinagatowem cnuncke Cxartume BbibepuTe pexnm oxatns Tpaduka aAns KaHanoB
cBA3n mexay lNMpokcn-cepsepom Dr.Web v 3agaHHbIM CepBepom Dr.Web. B
BbiNajaroLleM crvcke YpoBeHb oKaTua Bbibepute yposeHb oxatna (o1 1 go 9).

B TabauLe Bbl MOXeTe 3aaTb HaCTPONKN OrpaHUYeHns nepesaBaeMoro Tpaduka
aHanornyHo Hactponkam Cepsepa Dr.Web, npuBeseHHbIM B passenax ObHoBAEHWS U
YcTtaHoBKM.

5. Ha Bknaake Kew 3asalite cnegyrolime napameTpsl kewnposaHusa MNpokcn-cepeepa
Dr.Web:

YctaHoBuWTe dnar Bkarountb KelumpoBaHue, UToObl KeLIMPOBATh JaHHbIe, MepesjaBaemMble
Mpokcu-cepepom Dr.Web, 1 3againte chegyrolive napameTpsbi:

¢ B nosne MNepvop yaaneHna pesusnii (MUH.) 3asanite NepUOANYHOCTb YAaNEHUSA CTapblX
PEBU3MI N3 Kella B Clyyae, eCAN X KOANYECTBO NPEBBICMNO MaKCMMalbHO AOMYCTUMOE
KONIMYEeCTBO COXPaHAEMbIX PEBM3UNI. 3HaUeHWe 3a4aeTcs B MUHYTax. [1o ymMonyaHuo —
60 MUHYT.

o B nose KonnuecrBo coxpaHaeMbIX peBU3UiA 3aailTe MakCUMaibHOE KOJIMYECTBO
PEBU3MIA KaXkaoro npoayKTa, KOTOpble OCTaHYTCA B Kelle Nocie ouncTku. Mo
YMOJIUaHUIO XPaHATCSA 3 nocneaHne pesm3mnm, bonee ctapble PEBU3NN YAANAIOTCA.

¢ B nosne Mepuop, Bbirpy3sku Hencnosiblyembix ¢pairioB (MUH.) 3asaiiTe BpeMeHHOM
NHTEpPBaN B MUHYTaX MeXAy BbIrpy3kamMu Hemcnoab3yembix GanioB U3 onepatmBHOWM
namaTu. Mo ymonvaHuto — 10 MUHYT.

e B BbiMagatowem cnucke PeXxm npoBepKu L,e/IOCTHOCTU BbibepuTe pexxum NpoBepku
LleNOCTHOCTW @aHHbIX, XPaHALLMXCA B KeLle:

o Ha cTapTte — npwu 3anycke Npokcn-cepepa Dr.Web (MoxeT 3aHATb
NPOAO/IKUTENBHOE BpeMSA).

o npu 6e3aeicTBUN — BO BpeMs npocTos MNpokcm-cepepa Dr.Web.

e YctaHoBuTe dnar Mcnonb3oBatb ynpexxaaloliee KelumpoBaHue, Ytobbl 3arpyxartb
HOBble peBu13uMK BbibpaHHbIX NpoaykToB Ha lNMpokcn-cepsep Dr.Web c Cepsepa Dr.Web
COrNacHoO pacrnmncaHunio HUxe. B TeueHne aToro nepnoga pesm3nm 3arpy>karotca Ha
Mpokcn-cepsep Dr.Web cpa3sy npu nonyueHunm nx Cepsepom Dr.Web ¢ BCO. Ecav dnar
CHAT, 3arpy3ka HOBbIX peBun3nin Ha Mpokcn-cepsep Dr.Web ocyLliectBaseTca Tonbko npu
3anpoce AreHtoM Dr.Web 31ux peBunsun c Cepsepa Dr.Web.

o B cnucke HWXKe ycTaHOBUTE daru Ans Tex NPOAYyKTOB, A8 KOTOPbIX byaeT
BbIMOJHATLCA CUHXPOHM3ALMS.

PyKkoBOACTBO aAMAHUCT paTopa
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o B pa3zene PacnucaHne CMHXpPOHU3aLLMKM Peno3UTOpUEB 3ajaliTe pacnucaHue,
COTrNIaCcHO KOTOPOMY ByAeT OCyLLecTBAATLCA 3arpy3ka OOHOBAEHWUIN Ans BbIGPAHHbIX
NPOAYKTOB.

[ns n3meHeHUs pexxnmMa orpaHUYeHnn nepegaum AaHHbIX HAOXXMUTE Ha
COOTBETCTBYOLWMIA 610K TabanLbl. Takke NoALEPKMBAETCA BbIOOP HECKOIbKNX
BPEMEHHbIX 6JI0KOB MyTeM nepeTackMBaHms.

LiBeT sueek N3MeHSAETCs LMKINYECKN COTNIacHO LIBETOBOW CXEME, NMPUBEAEHHOW NOZ
TabavLen: nepesaya JaHHbIX pa3pelleHa 6e3 orpaHnyeHni Tpadrka nam nepegayda
AaHHbIX MOJIHOCTbO 3anpeLyeHa.

6. Ha Bknagke CobbiTnA 3ajaliTe cneayrolme napaMmeTpbl nepegaum cobbITUiA:

e YctaHoBUTe dnar KewnpoBatb cobbiTusA, UuToObI KELMPOBaTb COOLITUSA, MONYYEHHbIE OT
ArenToB Dr.Web. MNpwn atom cobbitna 6yayt otnpaBaateca Ha Cepeep Dr.Web kaxablie 15
MMWHYT B TeYeHWe Nepunosa, pa3peLleHHOro Aaa oTnpaBkn COObITUI B pacnmMcaHmM HUXeE.
Ecnm kewmpoBaHme oTkAtOUeHO, cobbiTns ByayT oTnpaBaaTbca Ha Cepep Dr.Web cpasy
nocne nx nonyyeHus MNpokcn-cepsepom Dr.Web.

¢ B paszene PacnucaHue nepepaum cobbiTuii 3a4alite pacnncaHmne, COrnacHo KOTopomy
ByzeT ocyLLecTBAATLCA Nepesayda cOObITUI, Noay4YeHHbIX OT AreHToB Dr.Web.
[ns n3MeHeHusa pexnmMa orpaHUUYeHnn nepegaum AaHHbIX HaXXMUTe Ha
COOTBETCTBYHOLLUMIA 610K TabanLbl. Takke NOAAEPXKMBAETCA BbIGOP HECKOIbKMNX
BPEeMEHHbIX 6JI0KOB NyTeM MepeTacknBaHus.
LiBeT sueek N3MeHSeTcs LMKINYECKN COMacHO LIBETOBOM CXEME, MPUBEAEHHOW MoA
Tabanuen: nepesayda cobbITUIN paspelleHa 6e3 orpaHNyYeHnn Tpaduka UaK nepesada
COBbITUI MONHOCTLIO 3anpeLleHa.

7. Ha Bknagke Aamn 3ajavite cregytolime napameTpsbl:

e YctraHoBuTe dnar CosgaBaTtb AamMnbl NAMATU, YTOObI CO34aBaTb AaMMbl NaMATA B
CyyYasx BO3HMKHOBEHMA KpUTUYeCKnx owmnbok B paboTe MNMpokcn-cepepa Dr.Web.

¢ B none MakcMmasibHoe KO/IMUECTBO AaMIMOB 3a/aiTe MakCcMMalbHOE KOIMYECTBO
AaMnomM namsatu. Mpu 4OCTUXKEHUN 3aZlaHHOTO KOIMYECTBA, CaMble cTapble gamnbl 6yayT
yAaNATbCA NPU CO34aHUM HOBbIX. HacTponka AaMnoB NamATh AOCTyrnHa Tobko ans OC
Windows.

8. Ha Bknagke DNS HacTpavBaroTcs napameTpbl obpaweHms kK DNS-cepsepy. Hactpoliku
aHanormnyHbl Hactporikam DNS ans Cepeepa Dr.Web.

9. Ha Bknagke O6Hapy>)keHMe HacTpanBatoTCA NapameTpbl XpaHeHWA OTBETOB Ha
lWmnpokoBelLaTenbHble 3anpockl npu nouncke Cepsepos Dr.Web ana nepeHanpasneHus
KNMEeHTOB (CM. war 4c).

e lna NonoXKUTeNbHbIX OTBETOB, C — CPOK XpaHeHus (B cekyHzax) cnucka Cepeepos
Dr.Web, oTBeTUBLUNX Ha LUMPOKOBELLaTeNbHbIV 3anpoc npu noucke Cepeepos Dr.Web.
Mo ncteyeHmn 3a,@aHHOTO CPOKa 3anNpPOoC OTMNPaBANAETCA MOBTOPHO.

e [lna oTpuuaTesibHbIX OTBETOB, C — CPOK XpaHeHu A (B cekyHAax) nHpopmaLummn ob
otcytctBum Cepepos Dr.Web, oTBeTMBLUMX Ha LIMpPOKOBeLaTeNbHbIN 3anpoc. 1o
NCTEYEHNM 3aJlaHHOrO CPOKa 3anpoc OTNPaBAAETCA NOBTOPHO.

10.Ha Bknaske O6HOBAEHNA HAaCTPaMBatOTCA NapamMeTpbl aBTOMaTUYeckoro obHoeieHus MO
Mpokcn-cepeepa Dr.Web c Cepsepa Dr.Web:

PyKkoBOACTBO aAMAHUCT paTopa
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e YcTaHoBUTe dnar Bkirountb aBTOMaTMueckoe o6HoBJIeHNe, UTOObI aBTOMaTUUECKH
3arpyxatb ¢ Cepsepa Dr.Web n yctaHaBanBaTb HOBble peBu3uun MNpokcm-cepBepa
Dr.Web. PacnucaHve o6HOBAEHMS 3aBUCUT OT HACTPOEK YNpeXxAaroLLero KelmpoBaHma
Mpokcn-cepsepa Dr.Web (cm. war 5):

a) Ecam Mpokecn-cepeep Dr.Web He BK/IHOUEH B CNUCOK ANSA yNpexXaatowero
KellMpoBaHMA (B TOM UMCAe, eCV KeLUMPOBaHMe He NCMOob3yeTcs), TO OBHOBAEHMA
Mpokcn-cepsepa Dr.Web 6yayT ckaumBaTbhCs 1 yCTaHaBAMBATLCA COrNacHO
pacnmcaHuIo aBTOMaTNYeCcKoro obHoBAEHMA.

b) Ecaun Mpokcu-cepep Dr.Web BxoauT B CNMCOK Ans ynpeXAatoLLero KelmpoBaHumsa,
obHoBneHua MNpokcn-cepeepa Dr.Web byayT ckaunaTtbCa cornacHO pacrnmcaHuto
ynpexaatoLiero kelwmpoBaHus. Mpun nonyyeHnm HoBon peBunsnm MNMpokcn-cepeepa
Dr.Web, obHoBAeHMe Ha 3Ty peBM3MIO MPON30NAET COrNacHO pacnuncaHmio
aBTOMaTNyecKkoro obHoBAeHMSA.

¢ B pa3zene PacnucaHue o6HOBAEHMI 3a4aliTe pacnncaHne, CoracHO KOTopoMy byaeT
OCYLLEeCTBAATLCA aBTOMAaTMUeCckoe O6HOB/IEHME.
[ns n3MeHeHusa pexnmMa orpaHUUYeHnn nepegaum AaHHbIX HaXXMUTe Ha
COOTBETCTBYHOLLUMIA 610K TabanLbl. Takke NOAAEPXKMBAETCA BbIGOP HECKOIbKMNX
BPEeMEHHbIX 6JI0KOB NyTeM MepeTacknBaHus.
LiBeT sueek N3MeHSeTcs LMKINYECKN COMacHO LIBETOBOM CXEME, MPUBEAEHHOW MoA
Tabanuen: nepesada o6HOBAEHWNI pa3pelleHa 6e3 orpaHnyeHnin Tpaduka Nan nepesada
OBGHOBJ/IEHNI MNONHOCTLIO 3aMpeLLeHa.

11.Mocne 3aBeplueHna pesakTMpoBaHna Haxxmute CoXpaHuUTb.

12.2. NAP Validator

Obwume cBepgeHnn

Microsoft Network Access Protection (NAP) npeactaBnseT cobo naatGopmy NOAUTHK,
BCTPOEHHYHO B onepaLuoHHble cuctembl Windows, koTopaa obecneynBaeT NOBbIWEHHYHO
6e3onacHocTb ceTu. [onyyaeman 6e30nacHOCTb AOCTUraeTCcsa 3a CYeT BbINMOJAHEHUA
TpeboBaHWI, NpeabABAAEMbIX K pabOTOCNOCOBHOCTM CUCTEM CETU.

Mpwn ncnonbzoBaHnm TexHonorum NAP BO3MOXHO CO3ZaHNe MONb30BaTeIbCKMX MOJANTUK
paboToCNOCOBHOCTN ANS OLEHKM COCTOAHUS KOMMbtoTepa. [osyyeHHble OLEeHKM
aHaIM3UPYIOTCA B CIEAYHOLLMX CyYanX:

e rfepea 1emM, Kak paspewnTb 40CTyn Nan B3aMMOAeVICTBMe,

® NN1A aBTOMATU4eCKOro obHoBNEHUS COOTBETCTBYHOLLMX Tpe6OBaHI/IFIM KOMMNbHOTEPOB C
Lenbro obecneyeHms NX NOCTOAHHOW COBMECTUMOCTH,

® ANA afanTaunn KOMMNbHOTEPOB C LENBbHO COOTBETCTBMA YCTAHOBAEHHDBIM Tpe6OBaHI/IF|M.

MNoppobHoe onucaHue TexHonornum NAP MOXHO HanTu Ha cainte Microsoft Docs.

PyKkoBOACTBO aAMAHUCT paTopa
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Ucnonb3oBaHne NAP B Dr.Web Enterprise Security Suite

Dr.Web Enterprise Security Suite no3sonset ucnonb3osatb TexHonornto NAP ansa nposepku
paboTocnocobHocTM aHTMBUPYCcHOro MO 3awmiwaemMbix pabounx cTaHUUn. ns 3Toro cay>xmt
komnoHeHT Dr.Web NAP Validator.

Mpwu npoBepke paboTOCNOCO6HOCTM UCMOIL3YIOTCA C/leAylolLe CPpeacTBa:

e YCTaHOBJ/IEHHbIN N HAaCTPOEHHbIV cepBep NpoBepkn pabotocnocobHoctn NAP.

e Dr.Web NAP Validator npeacraBnset cobou cpeactBo oueHkn pabotocnocobHoCTH
aHtnBmpycHoro MO 3awmwaemont cuctemsl (System Health Validator — SHV) 3a cuet
noAkNtoYaeMbIX NOAb30BaTeNbCKUX NoANTUK Dr.Web. YctaHaBavnBaeTcs Ha KOMMbROTEP C
cepsepom NAP.

e AreHT paboTtocnocobHoctu cuctemsl (System Health Agent — SHA). ABTomMaTnyeckm
yctaHaBanBaeTca Bmecte ¢ [10 AreHta Dr.Web Ha pabouyto ctaHumto.

e CepBep Dr.Web cnyxuT B kauecTBe cepBepa UcnpasieHnii, obecneunBaroLLero
pabotocrnocobHocTb aHTUBMPYCHOro MO pabounx cTaHLMNA.

PyKkoBOACTBO aAMAHUCT paTopa
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Cepsep NAP + Dr.Web NAP
Cepsep Dr.Web % Validator
wt

3aLMLLEHHBIR KOMMbIOTEP, UCTPaBHbIiA

3aLmLLeHHbIN KOMMbIOTEP,
HevcnpaeBHbIN

E & g

PucyHok 12-2. Cxema aHTUBMPYCHOM ceTu npu ucnosibsoBaHmum NAP

Mpoueaypa NpoBepku oCylLeCcTBAAETCA cneayoumm obpasom:

1. AKTMBaLMA NpoLecca NPOBEPKN MPOU3BOAUTCSA MPU YCTAHOBKE COOTBETCTBYHOLLMX
HacTtpoek AreHTta Dr.Web.

2. SHA Ha pabouel cTaHUMM cBA3bIBaeTca ¢ komnoHeHToM Dr.Web NAP Validator,
ycTaHOBNeHHOM Ha cepepe NAP.

3. Dr.Web NAP Validator ocywiecteaset npoBepKy NOANTUK paboTOCNOCOBHOCTM (CM. HUXKE).
MNMpoBepka NOANTUK NpeacTaBaseT cobon npouecc, B kotopom NAP Validator BoinonHser
OLLeHKY aHTUBUPYCHbIX CPEACTB C TOUKM 3PEHMSA BbIMOJHEHMSA 3a/aHHbIX UM NpPaBu, 1
onpezensieT KaTeroputo TEKYLLLEro COCTOSHUSA CUCTEMBbI

e CTaHUWW, NpoLlejLre NPOBEPKY Ha COOTBETCTBUE INEMEHTAM MONNTUKN, CUMTAROTCA
paboTOCNOCOBHBIMUN U AOMYCKAOTCA K MOAHODYHKLMOHANbHOW paboTe B ceTu.

PyKkoBOACTBO aAMAHUCT paTopa

402



A7

-
¢

g
),
A

InaBa 12: Hactpoiika A0no/IHATe/IbHbIX KOMMNOHEHTOB

e CTaHUMW, He yAOBAEeTBOpPAtOLWME XOTA 6bl OAHOMY M3 31EMEHTOB MONUTUKM, MPU3HAKOTCA
HepaboTocnocobHbIMU. [locTyn TakMx CTaHLUMIA pa3pelueH Tonbko K Cepsepy Dr.Web, ot
OCTa/IbHOW CeTN OHU n30aMpytoTCA. PabOTOCMOCOBHOCTL CTaHLMM BOCCTaHaBANBAETCA
npwn nomowwm Cepeepa Dr.Web, nocne yero ctaHUmMA NpoxoanT NMOBTOPHYHO NpoLesypy
NPOBEPKMW.

Tpe6oBaHusa k paborocnocobHocTu:

1. Pabouee coctosiHme AreHta DrWeb (3anyLueH n dyHKLUMOHUPYET).

2. AkTyanbHOCTb BUPYCHbIX 6a3 (6a3bl coBnagatoT ¢ 6azamu Ha cepsepe).

Hactpouika NAP Validator

Mocne nHctannaumm Dr.Web NAP Validator (cm. PykoBoacTBO no ycraHoBKe, YcTaHoBka NAP

Validator) Ha komnbtoTepe ¢ yctaHoBAeHHbIM NAP cepBepom, HEO6XOAMMO BbIMONHUTD

cneayrolume 4encTBus:

1. OTKpoWTe KOMMOHEHT HacTponkn cepeepa NAP (komaHAa nps .msc).
2. B pa3zgene Policies Bbibepute noanyHkT Health Policies.
3. B OTKpbIBLIEMCS OKHE OTKPOMTE CBONCTBA 3/1IEMEHTOB:

e NAP DHCP Compliant. B okHe HacTpoek yctaHoBUTe dnar Dr.Web System Health
Validator, 3aaarowmin ncnonb3osaHme noantnk komnoHeHta Dr.\Web NAP Validator. B
BbiNagatowem cnucke Boibepute nyHKT Client passed all SHV checks, uto6b1 npusHaBaTth
CTaHuMto paboToCcnoCcobHOM, eC/i OHa COOTBETCTBYET BCEM 3/1eMEHTaM 3aJaHHOM
NONIUTUKW.

¢ NAP DHCP Noncompliant. B okHe HacTpoek yctaHoBuTe ¢pnar Dr.Web System Health
Validator, 3aaarowmin ncnonb3oBaHue noantnk komnoHeHta Dr.\Web NAP Validator. B
BbiNagatowem cnucke Boibepute nyHKT Client fail one or more SHV checks, uto6b!
npu3HaBaTb CTaHLMIO0 HepaboTOCNOCOOHOM, €CNIN OHA He COOTBETCTBYET XOTS Obl OAHOMY
N3 31eMEHTOB 3aJlaHHOM NOJINTUKN.

PyKkoBOACTBO aAMAHUCT paTopa
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