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000 «AlokTop Be6»

KomnaHus «[loktop Beb6» — poccuiickmin pazpaboTumk cpeacTB MHGOPMaLMOHHOM
6e3onacHocTL.

KomnaHus «loktop Beb» npeanaraet 3pdekTMBHbIE aHTUBUPYCHbIE M aHTUCMAM-PeLLeHMs Kak
AN TOCYAAaPCTBEHHbBIX OPraHn3aumnin n KpYmnHbIX KOMMAHWI, Tak U A1 YaCTHbIX
rnoJib3oBaTenen.

AHTUBUMPYCHbIe peleHns cemenctBa Dr.\Web pa3spabatbiBatotca ¢ 1992 roga v HeM3MeHHO
AEMOHCTPUPYIOT MPEBOCXOAHbIE pe3ybTaThl AeTeKTMPOBaHWA BPeAOHOCHbIX MPOrpamm,
COOTBETCTBYHOT MUPOBBLIM CTaHAapTaM 6e30mnacHOCTy.

CepTMCI)I/IKaTbI M Harpajbl, a Takxe O6LLII/IpHa$| reorpac])l/lﬂ nosb3oBaTenen CBNAETENBCTBYHOT 06
NCKNHOYNTEJIBHOM JOBEPUK K MPOAYKTaM KOMMaHUN.

Mbi 651arogapHbl nosib3oBaTeNAiM 3a NOAAEPIKKY pewueHni cemeiictea Dr.Web!
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1. O pokymeHTe

1. O pokymeHTe

Ha3sHaueHune AOKYMEHTa

HacTtoswee PykoBoacTBO coaep>xmT nHdopmaumto no nHterpauymm Dr\Web Enterprise Security
Suite co cTopoHHMMUK NpuaoxeHunamm yepes Web APl Bepcun 4.3.0.

Mepes npouteHMeM AOKyMeHTa ybeamnTech, UTo 3TO akTyalbHas Bepcus PykoBoacTBa.
PykoBOACTBO MOCTOAHHO OBHOB/IAETCS, U MOCAEAHIOK €r0 BEPCUIO MOXHO HalTK Ha

odvumnanbHOM cante komnaHmm «Joktop Beb» https://download.drweb.com/doc.

YcnoBHble 0603HaueHUsn

B AAHHOM PYKOBOACTBE MCNOAb3YHOTCA Cieayroume yCAOBHbIE 0603HaueHus:

O6o03HaueHue

a
A

AHMuBUpycHas cemeo
<IP-address>

CoxpaHuTb

CTRL

C:\Windows\

[Mpunoxexue A

KommeHTapwuii

Ba>kHoe 3amMeuvaHvie nnn ykasaHue.

MpeaynpexaeHve 0 BO3MOXHbIX OLLUMOOYHBIX CUTyaLMAX, a Takoke BaXKHbIX
MOMEHTaX, Ha KoTopble cneayeT o6paTutb 0cob0e BHUMaHNe.

HoBbIN TEPMWH UAWN aKLEHT Ha TEPMUHE B OMUCAHUAX.

Mons ans 3aMeHbl GYHKLMOHANIbHBIX Ha3BaHUA GaKTUUYECKUMUN 3HaUYEHUAMM.

Ha3BaHus 3KpaHHbIX KHOMOK, OKOH, MYHKTOB MEHIO 1 APYTUX 3JIEMEHTOB
nporpamMmmHoro uHtepderica.

O603HaueHVs KnaBuLL KiaBuaTypbl.
HavmeHoBaHus dalinoB 1 kaTanoros, GparMeHTbl MPOrpaMMHOTO KoZa.

ﬂepereCTHble CCbINIKX Ha rnaBbl AJOKYMEHTa UMW TUNepCcCbiIKA Ha BHELLHWE
pecypcbl.

PykoBogctBo no Web API
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2. Unterpauunsa Dr.Web Enterprise Security Suite co cTopoHHUMM
npunoxxeHunamu uepes Web API

NMpumeHeHne

Mpwn nHTerpaumn DrWeb Enterprise Security Suite cO CTOPOHHUMUK NPUNOXKEHUAMMU Yepe3
Web APl npegoctaBnatoTcs cpeactBa ynpaBaeHMa yYeTHbIMW 3anncaMmn n aBTomaTtmnsasmm
npouecca agAMUHNCTPUPOBAHNA NOAb30BaTeNEN cepBuca. Hanpumep, Bbl MOXeTe
ncnonb3oBate Web APl npu co3gaHmnm AMHaMUUYeCKUX CTPaHWUL, AA NOAYyYeHUs OT
noJsib30BaTena 3anpoca 1 BblAaun emy yCTaHOBOYHOrO daina.

I'Iop,p,ep)l(w BaéMble BepCcnun

Bepcma 4.3.0 — aktyanbHas Bepcua Web APL.

| Moagep>xka XML APl Bepcun 1.x npekpatyera. Bepcum 2.x 1 3.x aBadroTCa Taioke
yCTapeBLUVMY U HEe PEKOMEHAYHOTCA K JafibHeNLeMy NCMo/Ib30BaHWIO.

AyTteHTUPUKauma

Ana Bzanmogenctena c Cepsepom Dr.Web ncnonb3yetca npotokon HTTP(S). Web API
npuvHumaet HTTP-3anpockl 1 Bo3Bpaluaet oteeT B popmate XML (no ymonuvanuto) namn JSON.

[na nepepaun 3anpoca no npotokony HTTP ncnonssyetca nopt 9080, no npotokony HTTPS
— nopt 9081. Npwn oTnpaBke 3anpoca MOXHO NCMOAb30BaTb 060N N3 ABYX MPOTOKONOB.
HacToswwee PykoBOACTBO COAEp>XUT MpUMepbl 3anpocos no npotokoay HTTPS, Tak kak
3anpocsl no npotokoay HTTP no ymonvaHuio nepeagpecoBbiBatoTcs Ha npotokon HTTPS.

Ans poctyna k Web APl ncnonbsyetca 6asoas HTTP-ayTeHTMduMKaLma (COrnacHO cTaHzapTy
RFC 2617). Mpwu HecobatopeHnm ctaHgapTa RFC 2617 1 cBAI3aHHbIX C HUM CTaHAapTOB, Beb-
cepBep He byaeT 3anpalumBaTh yYeTHble JaHHble KINeHTa (PerncTpauMoHHOe UMA 1 Naposb
aaMuHuctpatopa Dr.Web Enterprise Security Suite).

PykoBogctBo no Web API
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3. O6wan cTpyKTypa OTBETHbIX JOKYMEHTOB

3. O6wan cTPyKTypa OTBETHbIX 4OKYMEHTOB

OtBeT Ha HTTP-3anpoc moxeT 6bITb nosyyeH B AByx dopmaTtax: XML nam JSON. Mo
yMoyaHuto oTBeT npmxoant B XML-popmare. MNogpobHee cMm. B pa3genax:

e [TlonyyeHue oteeta B XML-dbopmare,
e [losyyeHue oteeTa B JSON-dopmarTe.

NMonyueHue oreeta B XML-popmarte

Ans nonyyeHms otBeta B XML-goopmame HeobxoaMMO OTNpaBmUTb 3aNpocC Buja:

https://<host>:9081/api/<0bbekm>/<cyeHapuli> .ds? <napamempel>

rae:

<host> — IP-agpec nnn DNS-nmsa komnbroTepa ¢ yctaHoBaeHHbIM Cepeepom Dr.Web;
<o0bvekm> — 06BbeKT ynpaBaeHua: ctaHuma, rpynna, Cepsep Dr.Web, agmuHucTpatop,
KapaHTuH.

[locTynHble cLueHapumn 3anpoCcoB 1 UX NapaMeTpbl MPUBEAEHbI B pa3senax:

e 4 PaboTa cO cTaHUMAMU

e 5. Paborta c rpynnamu,
e 6. Paborta c Cepsepom DrWeb

e 7. Pabota c KapaHTuHOM,

e 8 PaboTta c aaMUHUCTPAaTOPaMU

e 9. PaboTa Cc rpynnamu aAMUHUCTPATOPOB.

I 3HaK «—» B Ha3BaHWM CLieHapma MOXeET ObITb 3aMeHeH Ha 3Hak « ». Hanpumep, oTBeTbl Ha
3anpochbl Mo cueHapuam installed-components.ds Minstalled components.ds
OyAYT NAEHTUYHBI.

B oTBeT BO3BpaLyaetca xml-40KyMEHT CeyHoLLero Bmaa:

<drweb-es-api api version="4.3.0" timestamp="1579467853" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">

<!-- etc. Skipped in documentation -->
</drweb-es-api>

PykoBogctBo no Web API
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3. O6wan cTpyKTypa OTBETHbIX JOKYMEHTOB
Monyuenune orBeta B XML-¢dopmare

ATpunbyTbl KOPHEBOTO 3/1EMEHTA <drweb-es-api />

ATpubyr OnucaHue

api_version Tekywas Bepcus Web AP

timestamp Bpems Cepsepa Dr.Web no GMT (8 popmaTte UNIX timestamp)

server [JomeHHoe umsa nnn IP-agpec Cepsepa Dr.Web

srv_version MosnHas Bepcus Dr.Web Enterprise Security Suite

status CraTyc 3anpoca. 3HauyeHve true — 3anpoc oTpaboTaH ycnewHo, false —

BO3HMK/Ia OLWNOKa, 3aNpocC He oTpaboTaH.

Ecan Bo BpemsA BbIMONHEHMA Npoun3oLwna owmnbka (status=’ false’), 10 B Tene XML-
AOKYMEHTa NPUCYTCTBYET 3/IEMEHT <error />, B KOTOPOM COAEP>KATCA KOA U TEKCT OWNOKN.
OnuncaHne owmnbKM NPUBOANTCA B SNEMEHTE <message />, @ KOJ OLUMOKN — B 3N1eMeHTe

<errno />.

<drweb-es-api api version=" " timestamp="1579450629" server="192.168.1.1"
srv_version=" " status="false">
<error>
<errno>36</errno>

<message>Unable to remove group '4lldac63-2a3e-4ce8-af4f-1fbeb94242ef': You cannot
remove the system group</message>
</error>
</drweb-es-api>

Cm. [punoxeHune B. Bo3Bpalllaemble KOAbl OLWMBOK, KOTOPOE COAEPXMUT NepeyveHb KOL0B
owmnbok.

Bo Bcex anemeHTax Bcex cueHapues Web APl 4.3.0 sata 1 Bpems Bo3Bpalyaetcs B popmaTe
Unix timestamp.

NMonyueHue oreeta B JSON-popmare

[ns nonyyeHus oteeta B SSON-gpopmame HeobxoaMMO OTNPaBUTb 3anNpoc C
AOMNOJNIHUTENbHBLIM NapamMeTpoM format=7json BUAA:

https://<host>:9081/api/<0bbekm>/<cyeHapuli>.ds?<napamempel>sformat=json

rae:
<host> — IP-agpec nan DNS-nmsa komnbroTepa ¢ yctaHoBaeHHbIM CepBepom Dr.Web;

<06bekm > — obbekT ynpaBieHua: ctaHuus, rpynna, Cepsep Dr.Web, agmuHuctparop,
KapaHTuH.

PykoBogctBo no Web API
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3. O6wan cTpyKTypa OTBETHbIX JOKYMEHTOB
Monyuenue oreBeta B JSON-¢opmare

[ocTynHble cueHapun 3anNpoCoB M UX NapaMeTpbl NPUBeAEHbI B pa3senax:

e 4. PaboTa CO CTaHLMAMMU,

e 5. Pa6oTa ¢ rpynnamu,
e 6. Pabota c Cepsepom DrWeb

e 7. Pabota c KapaHTMHOM

e 8 PaboTa c agMUHUCTPAaTOPaAMU

e 9. Paborta c rpynnamMmm aaMmmUHUCTDATODOB.

| 3HaK «—» B Ha3BaHWM CLieHapVa MOXeET ObITb 3aMeHeH Ha 3HaK « ». Hanpumep, oTBeTbl Ha
3anpochbl Mo cueHapuam installed-components.ds M installed components.ds
6yAyT NAEHTUYHDI.

JSON-oTBET MOXHO noayunTtb ana atoboro HTTP-3anpoca, noaaepxxvsaemoro Web APl 4.3.0.

JSON-A0KYMEHT COAEPXKUT CNeayroLme OCHOBHbIE 31EMEHTbI:

e 610K head — cykebHaa nHGopmauma,

e OJIOK data — OTBETHble JaHHbIE. Co,u,ep>|<|/||\/|oe 3aBUCUT OT BbINOJIHAEMOW onepauynn.
neMeHTbl 610Ka head:
Ha3BaHue noas OnucaHue

status CraTyc 3anpoca. 3HauyeHve true — 3anpoc oTpaboTaH ycneLHo,
false — BO3HMWKNa owwMbKa, 3anpoc He oTpaboTaH.

timestamp Bpems Cepsepa Dr.Web no GMT (8 dopmaTe UNIX timestamp)
version B 610Ke api Tekywasn Bepcus Web API

versionString B 610ke api Tekywasn Bepcua Web APl B cTpokoBoM popmaTe

name B 6/0ke server [JomeHHoe umsa vuau IP-agpec Cepsepa Dr.Web

version B 610Ke server MosHas Bepcus Dr.Web Enterprise Security Suite

uuid B 610Ke server NaeHtndurkaTtop Cepsepa Dr.Web

Ecnv Bo Bpems BbINOAHEHMA Npoun3oLaa owmnbka ("status": false), TO B TeJle OTBETa
NPUCYTCTBYeT BNOK error, B KOTOPOM COAEPKATCA TEKCT M KOZ owmnbkn. OnncaHmne owmnbKku
NPWUBOANTCA B NOJIE message, KO OLUMOKN — B NOAE code.

PykoBogctBo no Web API
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{ "head": {
"status": false,
"timestamp": 1579467853,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090"}},

"data": {
"error": {
"code": 11,
"message": "Necessary parameters are not specified in your request: 'name'"}}}

Cwm. [Mpunoxerve B. Bo3epaulaemble koAbl OLIMOOK, KOTOPOE COAEPXKMUT NepeyeHb KOAO0B
owmnbok.

Bo Bcex anemeHTax Bcex cueHapues Web API 4.3.0 sata 1 Bpems Bo3Bpalyaetcs B popmaTe
Unix timestamp.

PykoBogctBo no Web API



T,
)
A“l

A
<

4. PaboTa co cTaHUMAMM

HTTP-3anpoc

https://<host>:9081/api/stations/<cyeHapuli>.ds?

AocTynHble cueHapumn

CueHapuii

add.ds

bases.ds

change.ds
components.ds
delete.ds

geo.ds

hips_events.ds
infections-chart.ds
info.ds
installed-components.ds
list-by-state.ds
modules.ds
newbies-info.ds
products.ds
quarantine-objects.ds
reboot.ds

restore.ds
running-components.ds

send-message.ds

OnucaHue

Co3paHve cTaHummn

I'IonyquVIe CnuvckKa BUPYCHbIX 6a3

Vi3meHeHWe napaMeTpOB CTaHUUK

4. Paborta co cTaHUMAMMU

ﬂOﬂyLIEHl/Ie CNuYcKa yCTaHaBABaEeMbIX KOMIMOHEHTOB

Ypanenve ctaHuuu

[NonyyeHvie MHbOPMaALIM O MECTOMONOXEHUN CTaHLIAN

ﬂOﬂyHeHVIe CTaTUCTUKWN cpa6aTb|Bava ﬂpeBEHTMBHOVI 3alllNTbI

|_|O}'I¥LIEHI/I€ CTaTUCTUKN NP UMEHEHHbIX Ael\/lICTBI/II\/II

ﬂO}'IyLIEHI/Ie I/IHngpMau,I/II/I O CTaHLnn

I'IonyquVle CNuvcKa yCTaHOBAEHHbIX KOMMOHEHTOB

MNoayyeHvie cnncka CTaHUMIM N0 CTaTycy

ﬂOﬂyLIEHl/Ie Cnrcka NporpamMmMHbIX Mog,yneﬁl

ﬂO}'IyLIEHI/Ie I/IHngpMau,I/II/I O HOBUYKaAxX

MNonyyeHvie nubopmalmm o Npo

[MonyyeHue coctosaHma KapaHTtuHa

3anyck nepesarpysku CTaHUUM

BoccTtaHOBAEHME CTaHUMK

KTax Ha CTaHUMN

I'IonyquVle CcnuvcKa 3anyuleHHbIX KOMOOHEHTOB

OT1npaBka cO0bLLEeHNA CTaHUMK

PykoBogctBo no Web API
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CueHapuii
start-scanner.ds
state.ds
states.ds

statistics.ds

update-components.ds

Mapametp

acl-allow

acl-disallow

acl-priority

city

country

department
description

disable-grace-
period

email

4. Paborta co cTaHUMAMMU

OnucaHue

3anyck ckaHMpoBaHWA CTaHLN

MosyyeHvie cTatyca Ansd 3aJaHHON CTaHLIAM
[osiyyeHve CTaTyCOB CTaHLN

MosyyeHvie CTaTUCTUKU CTaHUMN

3anycn< 06HOBAEHMS KOMMOHEHTOB Ha CTaHunn

Co3paHune ctaHUUU

MapameTtpbl 3anpoca

OnucaHue
PaspelueHHbIn agpec.

I'Iapa METP MOXeT ObITb YKa3aH B 3anpoce HeorpaHM4yeHHoe
KOnn4yecTBoO pas.

3anpelleHHbIV agpec.

MapameTp MOXeT HbiTb YKa3aH B 3aMpoCe HeOrpaHUYeHHOE
KOJIMYEeCTBO pas.

anOpVITET CMnCKa pa3peLlleHHbIX Wan Cnncka 3anpeLlleHHbIX
ajpecos.

Jonyctumble 3HaveHns: allow, deny. [1o ymonyaHuo: allow.
lopog

CrpaHa.

MapameTp 3agaeTcsa B popmaTe iso: RU, UA U T. A.

Otaen

OnwucaHve

BkntoueHve nnun oTitoueHne NpobHoro nepuoga, HacneayemMoro
ot Tapuda

Ap,pec 3ﬂeKTpOHHOI;1 NoYTbl CTaHUMN

0O6sa3aTe/ibHbIN

HEeT

HeT

HEeT

HeT

HEeT

HeT

HeT

HEeT

HeT

PykoBogctBo no Web API
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Mapametp
floor

group

id

latitude

longitude

name
organization
parent-group
password
province
room

street

OnucaHue

JTax

Mpynnbl

NaentmdrkaTtop craHumm.

Ecnv napameTp He 3azaH, TO OH ByAeT creHepupoBaH
aBTOMaTM4eCKW.

WwnpoTa.

MapameTp 3ajaeTcs B gecaTuyHoM dopmaTe (Hanpumep,
38.898556, -77.037852).

JonroTa.

MapameTp 3agaeTca B gecaTmdyHom popmate (Hampumep,
38.898556, -77.037852).

Ha3BaHuve cTaHLmm
Opranuzauma
Pogutenbckas rpynna
Maposb

O6nactb

[MomeweHwve

Yavua

®opmart 3asaHma napameTpoB acl-allow M acl-disallow:
<protocol>/<address>/<mask>, rpe:

Mapametp
<address>

<mask>

<protocol>

OnucaHue

IP-agpec nnv gomeHHoe nms

Macka cetn.

3HaueHue Nno ymonuaHuo: 255.255.255.255 (/32).
Mpotokon TCP/IP (takke IPv6).

3HauyeHue Nno ymonyaHuo: TCP/IP.

4. Pa6orta co ctaHuuamm | 15
Co3pgaHune cTaHUUM

O6s3aTe/ibHbIN
HeT
HeT

HeT

HEeT

HeT

HeT
HeT
HET
HEeT
HeT
HeT

HET

O6s3aTenibHbIN
Ja

HEeT

HeT

PykoBogctBo no Web API
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4. Paborta co cTaHUMAMMU
Co3pgaHune cTaHUUM

NMpumep 3anpoca

https://192.168.1.1:9081/api/stations/add.ds?
id=1001&password=123456&name=stationl234&acl-allow=192.168.1.1&acl-
disallow=192.168.1.2&acl-priority=allow

Hwuxe npeactaBneHbl npuMepbl otBeToB B dopmate XML n B dopmate JSON.

OtBet B popmarte XML

<drweb-es-api api version="4.3.0" timestamp="1582030254" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">

<station id="1001"/>
</drweb-es-api>

OnucaHuve napamerpoB oteetHoro XML

DNIeMEHT <station /> COAEPXUT UAEHTUDUKATOP CO3LaHHOM CTaHLUMN.

ATpnbYT 3NeMeHTa <station />
ATpubyr OnucaHue

id VaeHmdrkaTop CTaHLmm

OtBet B popmare JSON

{ "head": {
"status": true,
"timestamp": 1582030511,
"api": |
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "eaela652-96d5-48fd-9169-4788a03688b8"}},
"data": {
"id": "1001"}}

OnucaHuve napamerpoB orBeTtHoro JSON

BAOK data COAEPXKUT NAEHTUUKATOP CO34aHHOW CTaHLMW.

PykoBogctBo no Web API

16
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f%.,. 4. Paborta co ctaHumavm | 17
\ } Co3pgaHune cTaHUUM

SneMeHT 6,10Ka data;
HasBaHue nonsa OnucaHue

id NaeHmdrkaTop cTaHumm

N3meHeHMne napamMeTpoB CTaHLLUMU

MapameTtpbl 3anpoca

Mapametp OnucaHue O6s3aTesbHbI

acl-priority MpvopwTeT, oTAaBaeMbIli CNIMCKY paspeLL eHHbIX UK HeT
3anpeLLeHHbIX aZpecoB.

[Jonyctumble 3HayeHnda: allow, deny.
Mo ymonvaHuo: allow.

add-acl-allow [obaButb aspec B paspeLleHHble agpeca. HeT

I'IapawleTp MOXeT ObITb YKa3aH B 3anpoce HeorpaHnyeHHoe
KOnn4ecTeso pas.

add-acl-disallow [ob6aBuTb agpec B 3anpeLLeHHble aspeca. HeT

MapameTp MOXeT 6biTb yka3aH B 3anpoce HeorpaHnyeHHoe
KOJIMYEeCTBO pas.

add-group [Jobasutb rpynny HeT
city lopog HeT
delete-acl-allow Ypanutb aspec U3 paspeLleHHbiX ajpecoB. HeT

MapameTp MOXeT 6biTb yka3aH B 3anpoce HeorpaHnyeHHoe
KOJIMYEeCTBO pas.

delete-acl-disallow Yaanutb agpec 13 3anpeLLeHHbIX ajpecos. HeT

I'IapawleTp MOXeT ObITb YKa3aH B 3anpoce HeorpaHnyeHHoe
KOnn4ecTeso pas.

delete-group Ypanutb rpynny HeT
department OTzen HeT
description OnwucaHve HeT

PykoBogctBo no Web API



A7

-
g

A
d
A

Mapametp
email

floor

id

latitude
longitude
organization
parent-group
password
province
room

street

OnucaHue

AZpec 3N1eKTPOHHON MOYUTbl ANS CTaHLMK

JTax

NaeHmdrkaTop cTaHumm

WwnpoTa

JonroTa
OpraHuzaupsa
Poautensbckasa rpynna
Maposb

O6nactb

MomeweHne

Ynvua

4. Paborta co cTaHUMAMMU
MN3meHeHMne napameTpoOB CTaHL UM

0O6sa3aTe/ibHbIN

HEeT

HeT

Aa

HET

HEeT

HeT

HeT

HET

HEeT

HeT

HeT

f'i Ecnu B 3anpoce 3agatb nycrtoe 3HaveHvie Ans napameTpa password, TO Napoab 6yaet

M3MEHEH.

®opmart 3agaHna napameTpoB add-acl-allow, add-acl-disallow, delete-acl-allow

ndelete-acl-disallow: <protocol>/<address>/<mask>, rpe:

Mapametp
<address>

<mask>

<protocol>

OnucaHue
IP-agpec nnu gomMeHHoe nms
Macka cetn.
3HaueHue no ymonyaHuo: 255.255.255.255 (/32).
MpoTtokon TCP/IP (takke IPv6).

3HayeHue no ymonyaHuo: TCP/IP.

0O6sa3aTeN1bHbIN

aa

HEeT

HeT

[na KOppeKTHOro BbINOJIHEHWA 3anpoca C UCMOAb30BaHMEM NapamMeTpoB delete-acl-
allow Mdelete-acl-disallow AN HUX HEOBXOAUMO YKa3biBaTb NpeduKC ceTu.
Hanpuwmep:

PykoBogctBo no Web API
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4. Paborta co cTaHUMAMMU
MN3meHeHMne napameTpoOB CTaHL UM

https://192.168.1.1:9081/api/stations/change.ds?id=1002&delete-
acl-allow=192.168.10.34/32&delete-acl-disallow=192.168.10.1/32

Ecav B napameTtpe delete-group 3ajaeTcsa Tekyllas NepBUYHas rpynmna, To oHa He ByzeT
yZaneHa 13 cnucka rpynn (napameTp UrHopupyercs).

Ecan B napameTpe delete-group 3ajaetca Tekylwaa nepBuMyHasn rpynna v npu 3Tom
NMPOUCXOANT CMEHa NePBUYHOW rpynmbl (3ajaH NapameTp parent-group), TO MEHAETCA
nepBWYHan rpynna u ctapas rpynna yaaaserca U3 crvcka.

NMpumep 3anpoca

https://192.168.1.1:9081/api/stations/change.ds?
id=1002&password=passwordé&name=stationl002&description=description

Hwu>xe npeactaBneHbl npuMepbl otBeToB B dopmate XML n B dopmate JSON.

OtBet B popmare XML

<drweb-es-api api version="4.3.0" timestamp="1582030254" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">

<station id="1002"/>
</drweb-es-api>

OnucaHuve napamerpoB oteetHoro XML

DNIEMEHT <station /> cofepP>XnTt MAeHTMCI)I/IKaTOp CTaHUWMW, NapaMeTpbl KOTOpOI\/’I M3MEHEHDI.

ATpUnBYT 31emMeHTa <stations />:

ATpubyr

id

OnucaHue

NaeHtndurkaTop ctaHLmm

OtBet B popmare JSON

{ "head":

{

"status": true,
"timestamp": 1582030511,

PykoBogctBo no Web API
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4. Pa6orta co ctaHuuamm | 20
MN3meHeHMne napameTpoOB CTaHL UM

"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",

"uuid": "eaela652-96d5-48fd-9169-4788a036880b8"}},
"data": {
Hid": "1002"}}

OnucaHuve napamerpoB otsetHoro JSON

BNOK data COAEPXKMT MAEHTUDUKATOP CTaHLMK, MapaMeTpbl KOTOPOWR M3MEHEHDI.

SneMeHT 6,10Ka data;
HasBaHue nona OnucaHue

id VaeHmdrkaTop cTaHLmm

YaaneHue ctaHUUMN

Mapametp 3anpoca

Mapametp OnucaHue O6s3aTesbHbI
id NaeHTndvkaTop CTaHLmm. Ja

MapamMeTp MOXeT 6bITb yKa3aH B 3aMpoce HeOrpaHUUeHHoe
KONMYeCTBO pas3 Ana yaaneHna HeCKONbKUX CTaHLI,I/IVI
0ZHOBPEMEHHO.

Mpumep 3anpoca

https://192.168.1.1:9081/api/stations/delete.ds?id=1000&1d=1001

Hwuxe npeacrtasneHbl npumMepsl otBetoB B Gopmate XML n B popmate JSON.

OtBet B popmare XML

<drweb-es-api api version="4.3.0" timestamp="1582030261" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">

PykoBogctBo no Web API
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<stations total="2">
<station id="1000"/>
<station id="1001"/>
</stations>
</drweb-es-api>

OnucaHve napamerpoB otseTtHoro XML

4. Paborta co cTaHUMAMMU
YpaneHune ctaHuumn

JNeMeHT <stations /> COAEPXMUT MHPOPMaLMIO 06 yAaNneHHbIX CTaHLMAX, yKa3aHHbIX B

3anpoce.

ATpnbYyT 31eMeHTa <stations />
ATpubyT OnucaHue

total ObLee KONNYeCTBO CTaHUMIM B OTBETE

® D/IEMEHT <station /> COAEPXMUT UAEHTUPUKATOP KOHKPETHOWN yAaNEHHOW CTaHLMW.

ATpnbyT 31eMeHTa <station />
ATtpnbyr OnucaHue

id Nperntnurkatop cTaHumm

OtBet B popmare JSON

{ "head": {
"status": true,
"timestamp": 1582030519,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "eaela652-96d5-48fd-9169-4788a03688b8"}},

"data": {
"stations": {
"total": 2,
"list": [
{"id": "1000"},
{"id": "1001"}]}}}

OnucaHue napamerpoB orBeTtHoro JSON

BnoK stations COAEPXNT MHOPMaLMIO 06 yaaneHHbIX CTaHUMAX, yKa3aHHbIX B 3anpoce.

PykoBogctBo no Web API
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dnemMeHTbl 610Ka stations:

HasBaHue nons OnucaHue
total Oblee KONNYeCcTBO CTaHUWI B OTBETE
list MaccunB naeHTMMKATOPOB YAaNEeHHbIX CTaHLM

e JJleMeHThI O6'beKTOB B MaCC/Be 1list.
HasBaHue nonsa OnucaHue

id VaeHtndurkaTop ctaHumm

BocctaHoB/eHMe CcCTaHL UM

MapameTpbl 3anpoca

Mapametp OnucaHue

group WaeHtndovkaTop rpynnsbi.

MapameTp MOXeT HbiTb YKka3aH B 3aMpoCe HeorpaHUYeHHoe
KOJIMYECTBO pa3 Ans A0DOaBAEHMS CTaHLMM B HECKOJ/IbKO TPy

OAHOBPEMEHHO.

id VaeHTndurkaTop ctaHumm.

I'Iapa METP MOXeT ObITb YKa3aH B 3anpoce HeorpaHM4yeHHoe
KONn4ecTBoO pa3 And BOCCTaHOBAEHUA HECKONbKKX CTaHU,MI7I

OfHOBpPEMEHHO.

Ecnv ypaneHHas ctaHups € nepeAaHHbIM UAEHTUGUKATOPOM He
HaWZeHa, TO B OTBETHOM AOKYMEHTe 3TOT uaeHTndunkatop byaet

ykasaH B 6s0ke fail.

parent-group NaeHTndrKaTop NepBUYHON rpynmbi.

Ecnn napameTp He 3ajaH, TO CTaHUyA byzeT BOCCTaHOB/EHa B
TOW Xe NepBUYHON rpymnne, B KOTOPOW Bblna Npu yaaneHum.

Mpumep 3anpoca

4. Paborta co cTaHUMAMMU
YpaneHune ctaHuumn

O6sa3aTenbHbIN

HeT

aa

HEeT

https://192.168.1.1:9081/api/stations/restore.ds?id=1000&1d=1001&1d=1002

PykoBogctBo no Web API
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Huxe npeacraBneHbl npumMepsl otBeToB B Gopmate XML 1 B dopmate JSSON.

OtBet B popmare XML

<drweb-es-api api version="4.3.0" timestamp="1582030262" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<success total="2">
<station>1000</station>
<station>1001</station>

</success>

<fail total="1">
<station>1002</station>

</fail>

</drweb-es-api>

OnucaHue napamerpoB orBeTtHoro XML

® DNIEMEHT <success /> COAEPXUT MHPOPMaLMIO 060 BCeEX BOCCTAHOB/IEHHbIX CTaHLMAX.

ATpI/I6yT 3/1eMEeHTa <success />.
ATpunbyT OnucaHue

total Ob6uee KONNUYECTBO BOCCTAHOBAEHHbIX CTaHLIMM

o 3HaueHWNe 31eMeHTa <station /> COAEPXKUT NAEHTUDMKATOP BOCCTAHOBIEHHOM CTaHLUMN.

® D/IeMeHT <fail /> COAEPXUT MHGOPMALMIO O HeCyLeCTBYOWNX MAeHTUPMKaTOpax
YAaNeHHbIX CTaHUWN, ecn Takne naeHTmdukatopbl 6biiM NepeaaHbl B 3anpoce.

ATpnbyT aemMeHTa <fail />
AtpubyTr OnucaHue

total ObLee KONMYECTBO HECYLLECTBYIOLLMX UAEHTUDUKATOPOB yAaNeHHbIX CTaHLWA

o 3HayeHWe 31eMeHTa <station /> COAEPXKUT HECYLLECTBYHOLLNI NAEHTMdMKATOP
yAaNEeHHOM CTaHLUUN.

OTBet B popmate JSON

{ "head": {
"status": true,
"timestamp": 1582030519,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "eaela652-96d5-48fd-9169-4788a03688b8"}},

PykoBogctBo no Web API
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: @ﬂr 4. Paborta co cTaHUMAMMU
\ , BocctaHoBNeHMe cTaHL N
"data": {
"success": {
"total": 2,
"list™: [
"1000",
"1001"]},
"fail": {
"total": 1,
"list": [
"1002"]}}}

OnucaHue napametpoB otsetHoro JSON

e B0K success cofepXnT nHGopmaLmio 060 BCcex BOCCTaHOBEHHbIX CTaHLMAX.

OneMeHTbl 610Ka success:

HasBaHune nonsa OnucaHue
total ObLee KoMYeCTBO BOCCTAaHOB/IEHHbIX CTaHLMM
list MaccumB MaeHTMPMKaTOPOB BOCCTAHOB/IEHHbIX CTaHLMM

8 D71eMeHTbl 06beKkTOB B MaCCMBE list:
HassaHue nons OnucaHue
id NaeHtmdrkaTop cTaHummn

e bnok fail coaepxuT MHGOPMaLMIO O HECYLLECTBYIOLLMX NAeHTUdMKATOPaX YaaneHHbIX
CTaHLMI, eC/IV Takne naeHTMdrKaTopsl Hblav NepegaHsl B 3anpoce.

SneMeHTbl 6a10Ka fail:

HassaHue nonsa OnucaHue
total ObLee KONMUECTBO HECYLLIECTBYHOLWNX MAEHTUPMKATOPOB YAaNEHHbIX CTaHLMIA
list MaccuB HecyLLeCTBYOLLMX MAEHTUGUKATOPOB YAaleHHbIX CTaHLMA

o JJIeMeHThI O6'beKTOB B MacCC/Be list:
HasBaHue nonsa OnucaHue

id HecyLiecTBytoLmin naeHTMOUKATOP CTaHLWN

PykoBogctBo no Web API
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4. Paborta co cTaHUMAMMU

MonyueHne nugpopmaLmum o cTaHUUU

NMonyueHue nHpopmaLm o0 CTaHL UM

Mapametpbl 3anpoca

Mapamertp

bases

components

group-
membership

id

installed-
components

keys

modules

rights

running-
components

OnucaHue
Ecnv napameTp vmeeT 3HaueHWe yes, TO B OTBeTe ByaeT
npviBeZeHa MHGopMaLyWs O BMPYCHbIX Ha3zax, UCMONb3YeMbIX Ha

CTaHUMN.

,ﬂ,OﬂyCTI/IMbIe 3HayeHua: yes | no. Mo YMOAYaHUKO: no.

Ecnn napameTp vMeeT 3HaueHve yes, TO B oTBETE byaeT
npuBeseHa MHGOPMaLMs O KOMMOHEHTaX CTaHLWM.

,ﬂ,OI'IyCTVIMbIe 3HayeHua: yes | no. Mo YMOAYaHUKO: no.

Ecnn napameTtp umMeet 3HaueHWe yes, TO B oTBeTe byaeT
npveeAeHa MHGOpPMaLMa O rpynmnax, B KOTOPble BXOAWUT CTaHLMA.

[Jonyctnmble 3HaveHna: yes | no. 1o ymoa4aHuio: no.
WaeHTndvkatop ctaHumm

Ecnn napameTtp umMeet 3HaueHWe yes, TO B oTBeTe byaeT
npveegeHa MHGopmauma 06 aHTUBUPYCHBIX KOMMOHEHTaX,
YCTaHOBNEHHbBIX Ha CTaHLMM.

Jonyctumble 3HayeHns: yes | no. 1o ymonyaHuio: no.

Ecan napameTp UmeeT 3HaueHue yes, TO B OTBeTe byzeT
npviBeseHa MHPOPMaLMa O NNLEH3NOHHBIX KI0YaX CTaHLMW.

[Jonyctumble 3HaueHns: yes | no. [1o ymonyaHuto: no.

Ecnn napameTp vMeeT 3HaueHve yes, TO B OTBETE byzeT
npuBeseHa MHbopMaLms 06 aHTUBMPYCHBIX MOAYASAX,
YCTaHOBJ/IEHHbIX Ha CTaHLMN.

[Jonyctumble 3HayeHna: yes | no. [1o ymoauaHuio: no.

Ecnv napameTp uMeeT 3HaueHune yes, TO B oTBeTe byaeT
npviBeAeHa MHPOPMaLMsa O NpaBax CTaHLWN.

,ﬂ,OﬂyCTI/IMbIe 3HayeHua: yes | no. Mo YMONYaHUKO: no.

Ecnn napameTtp umMeeT 3HadeHWe yes, TO B oTBeTe byaeT
npveeaeHa MHGopmauma 06 aHTUBUPYCHBIX KOMMOHEHTaX,
3aMyLWeHHbIX Ha CTaHLUWK B AaHHbIA MOMEHT.

O6sa3aTe/N1bHbIN

HeT

HeT

HeT

aa

HeT

HEeT

HEeT

HET

HeT

PykoBogctBo no Web API

25



A7

-
g

A
d
A

4. Paborta co cTaHUMAMMU
MonyueHne nugpopmaLmum o cTaHUUU

Mapametp OnucaHue O6s3aTesNbHbIN

,ﬂ,OI'IyCTVIMbIe 3HayeHua: yes | no. Mo YMOAYaHUKO: no.

NMpumep 3anpoca

https://192.168.1.1:9081/api/stations/info.ds?
id=1002&bases=yes&components=yesé&group-membership=yes&installed-
components=yes&keys=yes&machines=yes&modules=yes&rights=yes&running-
components=yes

Hwuxe npeactaBneHbl npuMepbl otBeToB B dopmate XML n B dopmate JSON.

OtBet B popmate XML

<drweb-es-api api version="4.3.0" timestamp="1589394736" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<stations total="1">
<station id="1002" name="winl0-1909-pro-x86-ru" created="1589384744"

modified="1589388720" parent id="20e27d73-d21d-b211-a788-85419c46f0e6"
parent name="Everyone" password="123456" state="1">

<lastseenat>1589388597</lastseenat>

<lastseenfrom>tcp://10.20.0.245:49687</lastseenfrom>

<os code="33754631">Windows 10 Pro</os>

<department>Test office></department>

<description>Test 1002></description>

<country>RU</country>

<street>Test_ avenue</street>

<room>Room_1002></room>

<city>Test town</city>

<floor>Floor_ 1002</floor>

<longitude>2222220</longitude>

<latitude>3333330</latitude>

<organization>Test Inc</organization>

<province>Test region</province>

<email>Test mail</email>

<connection port="2193" server="192.168.1.1">
<public_key url="https://192.168.1.1:9081/install/drwcsd.pub"
uuid="1459895a-a115-4a66-93e7-a31fb717e9bd">

<![CDATA[; Dr.Web (R) Public key file
; Do not edit! 1459895a-all5-4a66-93e7-a31fb717e9bd
<!-- The key skipped in documentation. —-->
KAABOF*A*] ] >
</public_key>
</connection>
<packages>
<package arch="all" os="windows"
url="https://192.168.1.1:9081/download/download.ds?os=windows&amp; 1d=1002"/>
</packages>

PykoBogctBo no Web API
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<modules total="31">

<module name="drweb32.dll" version="7.00.46.03050" created="1589374257"
modified="1589374257" hash="2e6df87878901996d4fa258705ec5524" file size="4672776"

file owner="BUILTIN\Administrators:WIN10-1909-PRO-\None @ WIN10-1909-PRO-"/>
<!-- etc. Skipped in documentation -->
</modules>
<bases total="192">
<base file name="dwpll000.vdb" version="1100" created="1589385656"
viruses="739"/>
<!-- etc. Skipped in documentation —-->
</bases>
<keys inherited="true" inherited group id="20e27d73-d21d-b211-a788-
85419c46f0e6" inherited group name="Everyone'">
<key id="daalllbelfdbcall"/>
</keys>
<installed-components total="11">
<component code="144" name="Preventive protection" installed="1589374270"
path="C:\Program Files\DrWeb" server=""/>
<!-- etc. Skipped in documentation -->
</installed-components>
<running-components total="7">
<component code="14" name="SplIDer Mail for Windows" params=""
started="1589388720" type="8" user="NT AUTHORITY\SYSTEM"/>
<!-- etc. Skipped in documentation -->
</running-components>
<rights inherited="true" inherited group id="20e27d73-d21d-b211-a788-
85419c46f0e6" inherited group name="Everyone'">
<right code="1" name="Run Dr.Web Scanner for Windows" value="1"/>
<!-- etc. Skipped in documentation -->
</rights>
<components total="11" inherited="true" inherited group id="20e27d73-d21d-b211-
a788-85419c46£f0e6" inherited group name="Everyone">
<component code="4" name="Dr.Web Scanner for Windows" status="1"/>
<!-- etc. Skipped in documentation -->
</components>
<group-membership total="2">
<group 1d="20e27d73-d21d-b211-a788-85419c46£f0e6"
inherited group name="Everyone" type="1" />
B <gr;up id="£f5bf5a82-5d5b-11ea-b603-£832e48ba98f"
inherited group name="Windows 10 Pro" type="4" />
</group-membership>
<acl priority="allow">
<allowed>
<address net proto="tcp" net mask="32">192.168.1.1</address>
</allowed>
<disallowed>
<address net proto="tcp" net mask="32">192.168.1.2</address>
</disallowed>
</acl>
</station>
</stations>
</drweb-es-api>

@ B oTBETHbIN AOKYMEHT 00 yAaneHHOW CTaHLWMN He BKIOUAOTCA d1eMEHTbI:

<os /> — onepaunoHHasa cucTtemMa CTaHLuu,

PykoBogctBo no Web API
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<running-components /> — 3aMnyLlE€HHbIE KOMIMOHEHTHI,

<installed-components /> — YCTaHOBJIEHHbIE KOMMOHEHTHI,

<components /> — yCTaHaB/MBae€Mbl€ KOMIMOHEHTbI,

<bases /> — BUPYCHble 6a3bl,

<packages /> — YCTaHOBOUYHbIE MaKeTbl,

<connection /> U1 <public_key /> — MHGOPMaLMA O MOAKNOUYEHUN N OTKPbITBIA KAtOU
WwnppoBaHus,

<rights /> — npaBa goctyna (cMm. Mpunoxerune Al. Kosbl npas cTaHUmi),

<modules /> — MOAYW,

<group-membership /> — U/JIEHCTBO B rpynnax.

OnucaHue napamerpoB orBeTtHoro XML

DNIEMEHT <stations /> COAEPXKUT I/IHq)OpMaLI,VII-O 060 BCex CTaHUWAX, YKa3aHHbIX B 3anpoce.

ATpnbYT 31eMeHTa <stations />

ATpubyr

total

OnucaHue

Oblee KONNYECTBO CTaHUMI B OTBETE

e D/IEMEHT <station /> COAEPXUT NapaMeTpbl KOHerTHOVI CTaHUMW.

ATpun6YTbI 3N1EMEHTa <station />

ATtpnbyr

id

name
created
modified
parent_id
parent_name
password

state

OnucaHue

VaeHntndurkaTop craHumm

Ha3BaHue ctaHumm

[JaTta co3ganua cTaHumm

Bpems nocnesHel moandnkaLmm
NpeHtndurkatop poanTeNbCKON FPYnibl CTaHUMK
HasBaHve poauTesbCKOW rpynmnbl CTaHLUK

Maponb goctyna k Cepepy Dr.Web

Kog coctoanusa ctaHumm (cm. [punoxenvie . Bo3Bpalllaemble KOAbl COCTOSAHUA
CTaHumm)

B DNeMeHT <firstlogin /> COAEPXWUT AaTy NepBOro coeagnHeHmnAa CTaHUunun C CepBepOM

Dr.Web.

PykoBogctBo no Web API
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8 DJIEMEHT <firstdownload /> COAEPXNT AaTy NEPBOro CKayMBaHUA aHTUBUPYCHOTO MakeTa

(AreHTa Dr.Web).

o DJIeMEeHT <lastseenat /> COAEPXKUT AaTy, KOTAa CTaHLUMA NOCIeAHUIA pa3 NOAKIHOUaNach K

Cepsepy Dr.Web.

o JIeMeHT <lastseenfrom /> COAEPXMUT afpec U NOPT, C KOTOPbIX CTAHLUMUA NOCAeAHWIA pa3
noaxntovanace k Cepepy Dr.Web.

o JNEMEHT <os /> COAEPXMUT MHOPMaLuto 06 onepaLMoHHON CUCTeMe, KOTopast
yCTaHOB/IEHA Ha CTaHLUW.

ATpunbyT 3N1emeHTa <os />

ATpunbyr

code

3HauyeHWe 3IeMeHTa <os /> — Ha3BaHue OI'IGpE:]LI,VIOHHOVI CNCTEMBbI.

OnucaHue

Kog onepaunoHHOM cuctembl

o BIOXKEHHbIE 3/1IEMEHTbI 3/IEMEHTA <station /> C MHq)OpMaLLMelz O CTaHUnwn:

dneMeHT

<department />

<description />

<country />

<street />

<room />

<city />

<floor />

<longitude />

<latitude />

<organization />

<province />

<email />

OnucaHue
Otaen
OnucaHuve
CrtpaHa
Ynnua
MNomeweHve
lfopoa

dTax
JonroTa
WwvpoTa
Opranuzaums
Obnactb

AZpec 3N1eKTPOHHO N NMOYTbI

8 DIEMEHT <connection /> COAEPXNUT NapameTpbl noakntoueHmsa Kk Cepeepy Dr.Web.

ATpI/I6yTbI 3/1IeMEeHTA <connection />!

ATpunbyr

port

OnucaHue

Howmep nopta ans noakntoyenms k Cepsepy Dr.Web

PykoBogctBo no Web API
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Atpubyr OnucaHue

server DNS-umsa vnu IP-agpec Cepsepa Dr.Web

* JIeMeHT <public_key /> COAEPXMT MHOOPMaLMO 06 OTKPBLITOM Katoue WndpoBaHms
Cepsepa Dr.Web, a Takke cam OTKpbITbIN KJ/IHOU.

ATpnbYTbI 3N1E€MEHTa <public_key />

ATpubyT OnucaHue
url Azpec, Mo KOTOPOMy pacrnosaraeTcs oTKpbITbI Knroy Ha Cepsepe Dr.Web
uuid NaeHTndMKaTOp OTKPLITOro KoY

3HauyeHWe 3n1eMeHTa <public_key />— COA€pP>XaHWe OTKPbLITOro Karo4a.

B DNeMeHT <packages /> COAEPXUT CCbIJIKN Ha YCTaHOBOYHbIE NakeTbl, CO34aHHble Ha

naHHom Cepsepe Dr.Web, ans pa3anuHbix apxuTekTyp npoueccopa v onepaulnoHHbIX
cncrem.

® DIeMEHT <package /> COAEPXMUT CCbINIKY HA KOHKPETHbI aHTUBMPYCHBIN NakKeT.

ATpI/I6yTbI 3JIEMEHTA <package />:

ATpubyT OnucaHue
arch ApxuTekTypa npoueccopa, Ha KOTOPYH MOXeT BbITb YCTaHOBEH AaHHbIN
naker:

e all — onepauyoHHblE CUCTEMBI K060 paspsgHOCTY,
e x86 — 32-xpa3psHble OnepaLyiOHHbIE CUCTEMBI,

* x86 64 — 64-xpa3psaAHble OnepaLyioHHble CUCTEMDbI

os OnepaunoHHas cuctema, Ha KOTOPYH MOXET ObITb YCTaHOBAEH AaHHbIN
naket
url Azpec pecypca ans ckaumBaHusa naketa (AreHta Dr.Web)

o DNeMEHT <modules /> COAEPXMNT MHPOPMaLMIO 060 BCEX MPOrpaMMHbIX MOAYAAX.

ATpnbyT 31eMeHTa <modules />
Atpubyr OnucaHue

total ObLee KONMUECTBO MOAYe

= J/IEMEHT <module /> COAEPXKUT I/IHCI)OpMaLI,VII-O O KOHKpPETHOM nMporpaMMHOM MoJayne.

ATpunOyTbl 3n1€MeHTa <module />
ATpubyr OnucaHune

name Ha3BaHve dainna

PykoBogctBo no Web API
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ATpubyT OnucaHue

version Bepcua moayna

created [JaTta co3ganuns moayns

modified [aTa nocnesHEro u3amMeHeHUs MoayAs
hash KoHTponbHas cymma mMoayns
file_size Pazmep daina B Hartax

file_owner Nmsa Bnagenbua daina

o DNEeMEHT <bases /> COAEPXUT MHGOPMaLUto 060 Bcex BUPYCHbIX Ha3ax, yCTaHOBAEHHbIX
Ha CTaHLUN.

ATpnbyT an1emMeHTa <bases />
Atpubyr OnucaHue

total ObLee KONMYECTBO BMPYCHbIX Ha3

" DIEMEHT <base /> COAEPXUT MHOPMALMIO O KOHKPETHOWN BUPYCHOM ba3e.

ATpunBYTbl 3N1€MEHTa <base />

ATpubyr OnucaHune

file_name Ha3BaHve daina BupycHon 6asbl
version Bepcusa 6a3bl

created [aTta co3gaHus 6a3sbl

viruses KonnyectBo BUPYCHbIX 3anunceid B 6ase

o J/IeMEHT <keys /> COAEPXKUT MHOOPMALMIO O NNLEH3NOHHbIX K/HOYax AaHHOM CTaHLUUWN.

ATpnOyTbl 3N1EMEHTA <keys />:

ATpubyr OnucaHune

inherited Ecav npuHvMaeT 3HaueHve true, TO KNOUM YHacae[0BaHbl OT
POAMTENIbCKON rpynnbl, ecin £alse — napameTpbl K1oYeh 3a4aHsl
VHAVBWAYaNbHO.

inherited_group_id NaeHTMdrKaTOp POANTENBLCKON FPyMMbl, OT KOTOPOW YHaCef0BaHb!
KArOUM.

Ecam atpmbyT inherited npuHMMaeT 3HayeHWe false, TO 3HaUYeHMe
JaHHOTO aTpmbyTa ByaeT nycTbiM.

PykoBogctBo no Web API

31



A
d
A

4. Paborta co cTaHUMAMMU
MonyueHne nugpopmaLmum o cTaHUUU

-
g

Atpubyr OnucaHue
inherited_group_name  Ha3BaHve poAWTENbCKON rpynMbl, OT KOTOPOW YHacAef0BaHbl KAHOUW.
Ecam atpubyT inherited npuHMMaeT 3HayeHWe false, TO 3HaUYeHMe

JaHHOTO aTpmbyTa ByaeT nycTbiM.

= J1eMeHT <key /> COAEPXKUT V|H¢op|v|au,|/|+o O KOHKPETHOM NNLEH3NOHHOM Ko4e.

ATpnbYT 31eMeHTa <key />:
ATpubyT OnucaHue

id NaeHTndrkaTop Kitoya

o DNIEeMEHT <installed-components /> COAEPXMUT MHOOPMaLmMto 060 BCEX YCTaHOBAEHHbIX
KOMMOHEeHTax.

ATpUBYT 31eMeHTa <installed-components/>:
ATpubyr OnucaHue
total O6|.|.|,ee KOAn4ecCTBO YyCTaHOBEHHbIX KOMIMOHEHTOB

® D/IeMEeHT <component /> 3/IEMEHTA <installed-components /> COAEPXMUT MHGOPMALMIO O
KOHKPETHOM YCTaHOBAEHHOM KOMMOHEHTE.

ATpUNBYTbl 31€MEHTA <component />:

ATpubyr OnucaHune

code Yucnosow Koz kKoMmroHeHTa (cM. MpunoxeHne b2. Koabl KOMOOHEHTOB)
name Ha3BaHune komnoHeHTa (cMm. MNMpunoxxerve b2. Koabl KOMOOHEHTOB)
installed Bpems ycTaHOBKM KOMMOHEHTa

path MyTb YCTaHOBKN KOMTMOHEHTa

server Anpec Cepsepa Dr.Web, ¢ koToporo 6bii ycTaHOBAEH KOMMOHEHT

o JJIeMEeHT <running-components /> COAEPXUT MHPOPMaLMIO 060 BCEX KOMMOHEHTAX,
3anyLleHHbIX Ha MOMEHT 3anpoca.

ATpI/I6yT 3/IEMEHTA <running-components />.
ATpunbyr OnucaHue
total ObLee KONMUECTBO 3aMyLLeHHbIX KOMMOHEHTOB

" DIEMEHT <component /> 3/IEMEHTA <running-components /> COAEPXUT MHGOPMALNIO O
KOHKPETHOM 3anyLeHHOM KOMMOHEHTE.

PykoBogctBo no Web API
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ATpVI6yTbI 3/1eMeHTa <component />!

ATpubyr OnucaHue

code YucnoBow Koz komrnoHeHTa (cM. Mpunoxerne b2. Kozabl KOMOOHEHTOB)
name Ha3saHune kommnoHeHTa (cMm. MNMpunoxerve b2. Koabl KOMOOHEHTOB)
params MapameTpbl 3amnycka KOMMOHEHTa

started Bpems 3anycka KOMMOHeHTa

type Crnoco6 3anycka KOMMOHEHTa:

1 — 3anyLleH BpyyuHyto,
2 — 3anylueH No pacrnucaHmio,
4 — 3anyleH noib3oBaTeseM,

8 — 3anyLLeH Kak cay>xebHbI npoLecc.

user MNonb3oBaTtenb CTaHUMKN, OT MMEHN KOTOPOTO 6611 3anyweH KOMMOHEHT

o DNEeMEHT <rights /> COAEPXUT MHPOPMaLMIO 060 BCex NpaBax CTaHLMW.

ATpnOyTbl SN1EMEHTA <rights />
ATpubyT OnucaHue

inherited Ecan npyHnMaeTt 3HaveHve true, TO NpaBa yHacaeoBaHbl OT
poAuUTENbCKOM rpynnbl, false — npaBa 3ajaHbl NHAMBUAYAbHO.

inherited_group_id NaeHtndurkaTop poanTeNbCKON FPYNibl, OT KOTOPOW yYHacnefoBaHbI
npaga.
Ecav aTpubyT inherited NnpvHUMaeT 3HavyeHWe false, TO 3HauUeHVe
AaHHOro atpmbyTa 6yaeT nycTbiMm.

inherited_group_name  Ha3BaHve poAWTENbCKON FPYMMbl, OT KOTOPOW YHacne[0BaHbl NpaBga.
Ecnv atpmbyT inherited NpUHUMaeT 3HaueHVe false, TO 3HaUYEHME
JaHHOro aTpmbyTa ByaeT NyCcTbiM.

" D/IeMEeHT <right /> COAEPXUT MHPOPMALMIO O KOHKPETHOM MpaBe.

ATpnbYTbl 3N1EeMEHTa <right />:

ATpubyT OnucaHue

code Yucnosow koa npasa (cm. Mpunoxkenne Al. Koabl npaB craHLmi)
name HazeaHve npaga (cMm. Mpunoxenve Al. Kozbl npas cTaHLmiA)
value CraTyc npaBa:

0 — 3anpeLLeHo 1UCrnoNb30BaHVe JaHHOTO npasa,

1 — nNpaBoO NpefoCTaBAEHO.

PykoBogctBo no Web API
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B DNeMeHT <components /> COAEPXUT I/IHq)OpMaLI,VII-O 060 BCEX KOMMOHEHTaX.

ATpUBYTbl 31€MEHTA <components />:

ATpubyr OnucaHune

total ObLee KONMUECTBO KOMMOHEHTOB

inherited Ecaun npuHvmaeT 3HaueHne true, TO KOMMOHEHTbI YHacaeL0BaHbl OT
POAWTENIbCKON Fpynnbl, ecin false — MapamMeTpbl KOMMOHEHTOB 3aaHbl
WHAVBWAYabHO.

inherited_group_id NaeHtndrkaTtop poanTeNbCKON FPYNibl, OT KOTOPOW yYHacneioBaHbI

napameTpbl KOMMOHEHTOB.
Ecav aTpubyT inherited npvHUMaeT 3HayeHWe false, TO 3HaveHWe
AaHHOro atpmbyta 6yaeT nycTbiMm.

inherited_group_name  Ha3BaHve poAWTeNbCKORN FPynbl, OT KOTOPOW YHacnef0BaHbl NapamMeTpbl
KOMMOHEHTOB.

Ecam atpmbyT inherited npuHMMaeT 3HayeHWe false, TO 3HaUYeHWe
JaHHOro aTpmbyTa ByaeT nycTbiMm.

= D/IeMEeHT <component /> 3/IEMEHTA <components /> COAEPXUT MHGOPMALNIO O
KOHKPETHOM KOMTIMOHEHTE.

ATpunOyTbl 3N1€MeHTa <component />

ATpubyr OnucaHue

code Yucnosow Koz kKomrnoHeHTa (cM. Mpunoskerne b2. Koabl KOMOOHEHTOB)
name Ha3BaHune komnoHeHTa (cMm. Mpunoxxerve b2. Koabl KOMOOHEHTOB)
status CraTyc KOMMOHeHTa:

2 — KOMMOHEHT AOJI>KEH 6bITb YCTaHOBJIEH,
1 — KOMMOHEHT MOXeT 6bITb YCTaHOBJIEH,

0 — KOMIMOHEHT He A0JIXKeH ObITb YCTaHOBJ/IEH.

o 3/IeMEeHT <group-membership /> COAEPXUT MHPOPMaLUO 060 BCex rpyrnmnax, B KOTOPbIX
COCTOMT CTaHLUA.

ATpunbyT 3N1eMeHTa <group-membership />
Atpubyr OnucaHue
total ObLee KOIMYECTBO TPYMM, B KOTOPbIX COCTOUT CTaHLWA

" 3/IeMeHT <group /> COAEPXUT MHOOPMALMIO O KOHKPETHOW rpynne.

PykoBogctBo no Web API

34



A
d
A

[
f%‘r 4. Paborta co cTaHUMAMMU
MonyueHne nugpopmaLmum o cTaHUUU

-
~

ATpunbyTbl 3N1EMEHTa <group />

ATpubyr OnucaHue

id NaeHtmdvkaTtop rpynmbl
name Ha3sBaHwe rpynnbl

type Twn rpynnbi:

0 — nosab3oBaTenbCKas rpynna,

1 — 6a3oBas rpynna v rpynna no yMoayaHuo,

2 — rpynna, cogepatias ctaHumm B cetu (online),

3 — rpynna, cogep>alias ctaHumm He B ceTu (offline),

4 — rpynna, cogepalias cTaHuuy, CrpynnmMpoBaHHble MO OnepaLOHHO M
cnucteme,

5 — rpynna, cozepkalias CTaHUWW, CrpynnMpoBaHHble MO CETEBOMY
NpOTOKOJY,

6 — rpynna, cogep>kallias CTaHLum C AeUHCTaNANPOBaHHbIM AreHTOM
Dr.Web,

7 — rpynna, cogepkallias CTaHUMM C MPOCPOYEHHBIM CPOKOM JOnycKa K
Cepaepy Dr.Web,

10 — nceBgorpynna,
13 — rpynna, cozepatias Mpokcn-cepeepbl Dr.Web ans nozgkntoueHus

AreHToB 1 cocegHux Cepsepos Dr.Web.

o DNIeMEHT <acl /> COAEPXUT CMNCKN KOHTPOAA AOCTyNa, 3ajatoLime orpaHnYeHmnsa Ha
ceTeBble agpeca, ¢ kotopbix AreHT Dr.Web moxet nonyuats goctyn k Cepsepy Dr.Web.

ATpnbyT 31emeHTa <acl />:
ATpunbyr OnucaHue

priority OnpegenaeT NPUOPUTETHOCTb NCMONb30BaHNA CMNCKOB:

e allowed — MPUOPUTET Y CNNCKA pa3peLLlEHHbIX afpPecoB: ajpeca,
BXOZfLLMe B 06a CMNCKa WK He BXOAALLNE HU B OAWH U3 CIUCKOB, ByayT
pa3peLleHbl;

e disallowed — NPUOPUTET y CMINCKA 3anpeLLeHHbIX aZpecoB: agpeca,
BXoAsLLMe B 06a Cnucka UAn He BXOAALLME HUA B OAUH U3 CNUCKOB, ByayT
3anpeLyeHbl.

" D/IeMeHTbl <allowed /> U <disallowed /> OMPEAENAOT CMUCKN aZpPecoB, C KOTOPbIX
COOTBETCTBEHHO pa3pelleH nau 3anpetyeH goctyn Kk Cepsepy Dr.Web.
O6a 371emeHTa MOTYT COAepP>KaTb BJOXKEHHbIE 3/IeMEHTbI <address />, 3HAUEHUEM
Ka>Z0ro fBASeTCA KOHKPETHbI agpec.

ATpunOyTbl aN1EMEHTA <address />

PykoBogctBo no Web API
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ATpubyT OnucaHue
net_proto CeTeBOW NPOTOKOA
net_mask Macka cetn

OtBet B popmare JSON

{ "head": {
"status": true,
"timestamp": 1589398833,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "b35d999d-9212-481d-af8c-8551c4113383"}},

"data": {

"total": 1,

"list": [
{"id":. "1o002",
"name": "winl0-1909-pro-x86-ru",
"parent id": "20e27d73-d21d-b211-a788-85419c46f0e6",
"parent name": "Everyone",
"password": "123456",
"state": 1,

"firstlogin": 1589384893,
"firstdownload": 1589384749,
"last seen time": 1589388597,
"last seen addr": "tcp://10.20.0.245:49687",
"connection": {
"port": 2193,
"public key": {
"file": "; [~] Dr.Web (R) Public key file\n
; Do not edit!\n
1459895a-a115-4a66-93e7-a31fb717e9%bd\n

,: .;**EOF***\HH,
"id": "1459895a-al115-4a66-93e7-a31fb717e%bd",
"url": "https://192.168.1.1:9081/install/drwcsd.pub"},
"server": "192.168.1.1"},

"packages": [
{"arch": "all,
"os": "windows","

"url": "https://192.168.1.1:9081/download/download.ds?

os=windows&id=1002"1}1]1,

"department": "Test office",

"description": "Test 1002",

"country": "RU",

"street": "Test avenue",

"room": "Room 1002",

"city": "Test town",

"floor": "Floor 1002",

"longitude": 2222220,

"latitude": 3333330,

"organization": "Test Inc",

4. Paborta co cTaHUMAMMU

MonyueHne nugpopmaLmum o cTaHUUU
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"province":
"email":
"components": {

"inherited":

"inherited group id":
"inherited group name":

"list": [
{"code":
"name" :

"status"

Y

4. Paborta co cTaHUMAMMU
MonyueHne nugpopmaLmum o cTaHUUU

"Test region",
"Test mail",

true,
"20e27d73-d21d-b211-a788-85419c46£f0e6",
"Everyone",

4,
"Dr.Web Scanner for Windows",
: 1},

"installed components": [

{"code":

"installed
"Preventive protection",

"name" :

"path": "C:

va}’

"server":

s00lp

144,

time": 1589374270,

\\Program Files\\DrWeb",

"running components": [

{"code": 14,
"name":
"params":
"pid":

"SpIDer Mail for Windows",

wn
14

1114",

"started time": 1589388720,

"type": 8,
"user":

s00ly

"modules": [

"NT AUTHORITY\\SYSTEM"},

{"created time": 1589374257,

"description": "Dr.Web Virus-Finding Engine",
"file name": "drweb32.d11l",
"file owner": "BUILTIN\\Administrators:WIN10-1909-PRO-\\None

PRO-",

"file size":
"2e6df87878901996d4fa258705ec5524",

"hash":

4672776,

"modified time": 1589374257,

"version":

coolyg

"bases": [

"7.00.46.03050"},

{"created time": 1589385656,

"file name":

"version":
"viruses":

coolyg

"dwpl1000.vdb",
"1100",
739},

"group membership": |

{"id":
"name" :
"type": 1}

{mid":
"name" :
"type":

"keys": {

"inherited":
"inherited group id":
"inherited group name":

"list": [

"20e27d73-d21d-b211-a788-85419c46£f0eb",
"Everyone",

"f5pbf5a82-5d5b-11ea-b603-£832e48ba98f",
"Windows 10 Pro",

411,

true,

"Everyone",

"daa669be6fdbcall"]},

"permissions":

"inherited":
"inherited group id":
"inherited group name":

{

true,

"Everyone",

PykoBogctBo no Web API

"20e27d73-d21d-b211-a788-85419c46f0eb",
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4. Pa6orta co ctaHumamm | 38
MonyueHne nugpopmaLmum o cTaHUUU

AT
\g’:

"list": [
{"name": "Run Dr.Web Scanner for Windows",
"right": 1,
"value": 1},
..-J}I

"acl": {
"priority": "allow",
"allowed": [{
"net mask": "32",
"net address": "192.168.1.1"}],
"disallowed": [{
"net mask": "32",

"net address": "192.168.1.2"}]},
"os code": 33754631,
"os name": "Windows 10 Pro",
"created time": 1589384744,
"modified time": 1589388720}]1}}

OnucaHuve napamerpoB otsetHoro JSON

bnok data CO4ePXUNT I/IHCI)OpMaLI,I/II'O 060 Bcex CTaHUMAX, YKa3aHHbIX B 3anpoce.

dnemMeHTbl 610Ka data:

HasBaHue nons OnucaHue
total O6blee KONNYeCTBO CTaHUWM B OTBETE
list MaccrB napameTpoB A5 Kaxkaon CTaHumm

o Kaxapbii 06BbEKT MaccmMBa list COAEPXKMUT MapamMeTpbl KOHKPETHOW CTaHLUN.

JNeMeHTbl OObEKTOB B MAaCCUBE list!

HasBaHune nonsa
id

name

parent_id
parent_name
password

state

firstlogin
firstdownload

last_seen_time

OnucaHue

NaeHTndurkaTop cTaHumm

Ha3BaHwue ctaHumn

NpeHtndurkatop poanTeNbCKON FPynibl CTaHUMK
HasBaHve poauTesbCKOW rpynmnbl CTaHLUK

Maponb goctyna k Cepepy Dr.Web

Tekywme coctoaHme ctaHumm (cMm. [punoxxerve [ Bo3epalllaemble KO/Abl

COCTOAHMA CTaHLMW)

[aTa nepBoro coeauHeHus ctaHumm ¢ Cepsepom Dr.Web

[laTta nepBoOro ckaumBaHus aHTMBUPYCcHOro naketa (AreHta Dr.Web)

[JaTta nocnegHero nogkntoueHuns ctaHumm k Cepsepy Dr.Web

PykoBogctBo no Web API



A7

-
g

A
d
A

HasBaHue nonsa
last_seen_addr
connection

packages

department
description
country
street

room

city

floor
longitude
latitude
organization
province
email

components

installed_component

S

running_components

modules

bases

group_membership

keys
permissions

acl

4. Paborta co cTaHUMAMMU
MonyueHne nugpopmaLmum o cTaHUUU

OnucaHue
AZpec, C KOTOPOro CTaHUusA nocaeaHwin pas nogkatovanacs k Cepsepy Dr.Web
Brok napameTtpos nogxntoueruns Kk Cepsepy Dr.Web

MaccuB CCbIIOK Ha YCTaHOBOUYHbIE MaKeTbl, CO34aHHble Ha gaHHOM CepBepe
Dr.Web, ans pasanuHbIx apXMTEKTyp NpoLeccopa v onepaLyoHHbIX CUCTEM

Otaen

Onwucarve

CrtpaHa

Ynnua

MomeLlleHve

lfopoa

JTax

[JonroTa

WwvporTa

OpraHnuzauus

Obnactb

Anpec 31eKTPOHHOW NouYTbI

Bnok c nHpopmaLpmen 060 Bcex KOMMNOHEHTax

MaccvB napameTpoB ANs KaXA0ro YyCTaHOBAEHHOTO KOMMOHEHTa
MaccB napamMeTpoB ANS KaXAO0ro KOMMOHEHTa, 3anyLLeHHOro Ha MOMEHT
3anpoca

MaccvB napameTpoB ANs KaXAoro NnporpaMMHOro Moayns
MaccvB napamMeTpoB ANA KaxkAoM BUPYCHON Ha3bl

Maccue ¢ nHpopmMaumernt 060 Bcex rpynmnax, B KOTOPbIX COCTOUT CTaHLWS
Brok mapameTpoB AnA KaX40ro ANLEH3VOHHOTO KatoYa CTaHLyK
Baok napameTpoB Ana KaXzoro npasa rpynnbl

bnok co cnnckamu KOHTPOJ/1A AOCTyna. Cnncknm 3aJ4akoT OrpaHNYeHNA Ha CeTeBble
ajpeca, ¢ KOTOpbIX AreHT MOXeT nosiyyaTb foctyn K Cepepy Dr.Web

PykoBogctBo no Web API
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HasBaHune nonsa
os_code
0os_name
created_time

modified_time

4. Paborta co cTaHUMAMMU
MonyueHne nugpopmaLmum o cTaHUUU

OnucaHue

Kop onepaumoHHON cucTeMbl
Ha3BaHve onepauyoHHOW CUCTEMBI
[ata co3gaHusa cTaHumm

Bpems nocnesHel moandmKaLmm

o 3ileMeHTbl 6J10Ka connection:

HasBaHue noas

port
public_key

server

OnucaHue
Homep nopTa ans noakntouenms k Cepsepy Dr.Web
Bnok ¢ nnpopmaupern 06 oTKpbITOM KItOUe WNdpPOBaHMA

DNS-ums vnm IP-agpec Cepsepa Dr.Web

* JNeMeHTbl 6/10Ka public key:

HasBaHue nonsa OnucaHue

file Cogzep>kaHne OTKPbITOro KaroYa

id NaeHTndrKaTOp OTKPBLITOTO Katoua

url Azpec, No KOTOpPOMy pacnonaraeTcsa OTKpbITbI kKatoy Ha Cepeepe Dr.Web

o DJleMeHTbl OObEKTOB B MaccuBe packages:

HasBaHue noas

arch

0os

url

OnucaHue

ApxuTeKTypa npoLeccopa, Ha KOTOPYH MOXKeT ObITb YCTaHOBAEH AaHHbIN
naker:

e all — onepaLyoHHble CUCTEMbI 060N paspsagHOCTY,
e x86 — 32-xpa3psHble onepaLyioOHHbIE CUCTEMDI,

* x86 64 — 64-xpa3psagHble onepaLyioHHble CUCTEMDbI

OI'IepaLI,VIOHHaﬂ cncTteMa, Ha KOTOPYHO MOXXeT ObITb yCTaHOBNEH AaHHbIVI
nakeTt

Azpec pecypca ans ckaumBaHus naketa (AreHta Dr.Web)

PykoBogctBo no Web API
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4. Paborta co cTaHUMAMMU
MonyueHne nugpopmaLmum o cTaHUUU

o DjieMeHTbl 610Ka components:

HasBaHue nons

inherited

inherited_group_id

OnucaHue

Ecnn NPUHNMAaET 3HaYeHne true, TO KOMMNOHEHTbI yHac/ieA0BaHbl OT

pO,D,VITEJ'IbCKOVI rpynnbl, ecnn false — nMapamMeTpbl KOMMOHEHTOB 3a/aHbl
MHANBWAYaNbHO.

NaeHtndurkaTop poanTenbCKOW rpynmbl, OT KOTOPOW yHacnejoBaHbI
napameTpbl KOMMOHEHTOB.

[JaHHbIN aneMeHT byaeT OTCYyTCTBOBaTb, €C/IM INEMEHT inherited
npVHUMaeT 3HayeHve false.

inherited_group_name  Ha3BaHue poAWTENLCKOW FPymMnbl, OT KOTOPOW YHaceA0BaHbl NapamMeTpbl

list

KOMMOHEHTOB.
[JaHHbIN aneMeHT ByaeT OTCYyTCTBOBaTb, €C/IM INEMEHT inherited
NPpUHNMaET 3HaueHre false.

Maccus napamMeTpoB AJiA Ka>A0ro KOMMNoHeHTa

= J/leMeHTbl 0OBbEKTOB B MaCCUBE list!

Ha3BaHue nons
code
name

status

o 31eMeHTbl 06beKTOB
HasBaHue nons
code
installed_time
name
path

server

OnucaHue
Yuncnosor Ko KoMnoHeHTa (cm. Mpunoxxerne b2. Kosbl KOMOOHEHTORB)

Ha3saHve koMnoHeHTa (cm. Mpunosxenne b2. Koabl KOMNOHEHTOB)

CraTyc KOMMOHeHTa:

2 — KOMMOHEHT AOJI>KEH 6bITb YCTaHOBJIEH,
1 — KOMMOHEHT MOXeT 6bITb YCTaHOBJIEH,

0 — KOMMOHEHT He A0JIKeH ObITb YCTaHOB/EH.

B MaAaCCMBE installed-components:
OnucaHue

Yucnosoli Koz kKoMMAoHeHTa (cM. MpunoxxeHne b2. Kosbl KOMOOHEHTOB)
Bpems ycTaHOBKW KOMMOHEHTa

Ha3BaHve komMnoHeHTa (cM. MpunoxxkeHne b2. Koabl KOMOOHEHTOB)
MyTb yCTaHOBKW AaHHOrO KOMMOHEHTa

Agppec Cepsepa Dr.Web, ¢ koToporo 6bia1 ycTaHOBAEH AaHHbIA KOMMOHEHT

PykoBogctBo no Web API
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4. Paborta co cTaHUMAMMU
MonyueHne nugpopmaLmum o cTaHUUU

o DleMeHTbl OObEKTOB B MaccuBe running-components:

HasBaHue nonsa
code

name

params

pid

started_time

type

user

OnucaHue

Yucnosoli Koz kKoMMnoHeHTa (cM. Mpunoxxerne b2. Kozbl KOMOOHEHTOB)
Ha3BaHuve koMnoHeHTa (cM. MpunoxxeHne b2. Koabl KOMOOHEHTOB)
[MTapameTpbl 3anycka KOMMOHEHTa

MaeHtnomkaTop npouecca Ha CTaHLUmn

Bpemsa 3anycka kKOMMoHeHTa

Cnocob 3a nycka KOMMNOHeHTa:

1 — 3anyLweH BPYYHyHo,
2 — 3anyleH No pacnucaHuo,
4 — 3anyLeH noab3oBaTenem,

8 — 3anyLeH Kak cny>ebHbI npouecc.

[Monb3oBaTenb CTaHUMKN, OT MMEHN KOTOPOTO 61 3anyueH KOMMNOHEeHT

8 DN1eMeHTbl 06EKTOB B MAaCCMBE modules:

HasBaHwue nona
created_time
description
file_name
file_owner
file_size

hash
modified_time

version

OnucaHue

[JaTta co3ganuna moayna

HassaHve moayna

Ha3BaHve daina

Vims Bnagensua daina

Pasmep ¢danna B Hawtax
KoHTponbHas cymma moayns

[aTa nocnegHero M3MeHeHVs MOAyNA

Bepcua mogyna

o J/IeMeHTbl 06bEeKTOB B MACCUBE bases:

HasBaHue noas
created
file_name

version

OnucaHue
[aTta co3paHus 6asbl
Ha3BaHwve daina BmpycHon 6asbl

Bepcus 6a3bl

PykoBogctBo no Web API
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HasBaHue noas

viruses

4. Paborta co cTaHUMAMMU
MonyueHne nugpopmaLmum o cTaHUUU

OnucaHue

KonnuectBo BUpYCHbIX 3anvceit B 6ase

o DJleMeHTbl OObEKTOB B MaccuBe group-membership:

HasBaHue noas

id

name

type

OnucaHue
VaentndrkaTop rpynnb
HassaHwve rpynnbi

Twn rpynnb:

0 — nosab3oBaTenbCcKasa rpynna,

1 — 6a3oBas rpynna v rpynna no yMoa4aHuio,

2 — rpynna, cogepxalyas craHumm B ceTu (online),

3 — rpynna, cogep>atias ctaHumm He B ceTu (offline),

4 — rpynna, cojepallias CTaHuuyY, CrpynnuMpoBaHHble Mo onepaLyioHHON
cucTeme,

5 — rpynna, cogepalias CTaHuuy, CrpynnMpoBaHHbIe MO CeTeBOMY
npoToKony,

6 — rpynna, cofep>kallias CTaHUUM C AeUHCTAaIMPOBAHHbIM AreHTOM
Dr.Web,

7 — rpynna, cogepkallias CTaHuuM C MPOCPOYEHHBIM CPOKOM Zonycka K
Cepsepy Dr.Web,

10 — nceBgorpynna,

13 — rpynna, cozepalias Mpokcu-cepsepbl Dr.Web ans nozakntoueHus

AreHToB 1 cocesHux Cepsepos Dr.Web.

o DJleMeHTbl 6/10Ka keys:

HasBaHue nonsa

inherited

inherited_group_id

inherited_group_name

list

OnucaHue

Ecnn NPUHMMAET 3HaYeHNE true, TO KNHOUYM YHACAeAOBaHbl OT
pOAI/ITefIbCKOVI rpynnbl, ecnan false — KAHOUN 3aj4aHbl MHAMBUAYANbHO.

NaeHtndurkaTtop poanTenbCKOW rpynmbl, OT KOTOPOW yYHacnejoBaHbI
KO UK.

[aHHbIN 3neMeHT ByaeT OTCYyTCTBOBaTb, €C/IM INEMEHT inherited
npVHUMaeT 3HayeHve false.

Ha3BaHve poautenbCKol rpynrbl, OT KOTOPOU yHacAeA0BaHbl KO UN.
[JaHHbI aneMeHT ByaeT OTCyTCTBOBaTb, €C/IM INEMEHT inherited

NPUHNMaET 3HaueHre false.

MaccuB naeHTMdUKaTopoB KItouein

PykoBogctBo no Web API
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= JleMeHTbl O6bEKTOB B MaCCUBE list!
HasBaHue nons OnwucaHue
id NaeHTndurkaTop kitouya
o DjeMeHTbl 610Ka permissions:
HasBaHue nons OnwucaHue

inherited Ecan npyvHMMaeT 3HaueHve true, TO MpaBa yHacaeoBaHbl OT
POAWTENIbCKON Fpynnbl, false — NpaBa 3aZaHbl MHAMBUAYaNbHO.

inherited_group_id NaeHtndurkaTtop poanTenbCKOW rpynmbl, OT KOTOPOW yHacneioBaHbI
npasa.
[JaHHbIN aneMeHT byaeT OTCYyTCTBOBaTb, €C/IM INEMEHT inherited
npVHUMaeT 3HayeHve false.

inherited_group_name  Ha3BaHue poanTeNbCKOW rpynnbl, OT KOTOPOW yHac/eZ0BaHbl NpaBa.
[JaHHbIN aneMeHT ByaeT OTCyTCTBOBaTb, €C/IM INEMEHT inherited
NPUHNMaET 3HaueHre false.

list MaccuB napamMeTpoB AAs KaXaoro npasa CTaHumu

= 31eMeHTbl OO BbEKTOB B MacCUBe list:

HassaHue nonsa OnucaHue

name Ha3BaHue npasa (cM. MpunoxxenHve Al. Kozbl npaB cTaHLiA)
right Yucnosow koa npasa (cm. Mpunoxkenne Al. Koabl npaB craHLmi)
value CraTyc npaBa:

0 — 3anpeLleHo NCnoib3oBaHWe JaHHOro npasa,

1 — npaBoO NMpeaoCTaB/iEHO.

o JieMeHTbl 610Ka acl:
HasBaHue nonsa OnucaHue

priority OnpegenseT NPUOPUTETHOCTb UCMOIb30BAHUA CMIUCKOB:

e allowed — MPUOPUTET Y CNNCKA pa3peLLlEHHbIX afpPecoB: ajpeca,
BXOZfLLMe B 06a CMNCKa WK He BXOAALLNE HU B OAWH U3 CIUCKOB, ByayT
pa3peLleHbl.

e disallowed — NPUOPWTET y CNUCKa 3aMpeLLeHHbIX ajpecoB: agpeca,
Bxoadauine B oba cnucka unm He BxogAaume H1M B Og4UH N3 CNNCKOB, 6yAyT

3anpeLLeHbl.
allowed MaccunB agpecoB, ¢ kOTopbIx pa3pelteH goctyn k Cepsepy Dr.Web
disallowed MaccunB agpecoB, ¢ KOTOpbIX 3anpelleH goctyn kK Cepsepy Dr.Web

PykoBogctBo no Web API

44



1
)
-‘ﬂ

A
K5

4. Paborta co cTaHUMAMMU
MonyueHne nugpopmaLmum o cTaHUUU

= JJleMeHTbl MAaCCMBOB allowed W disallowed:

HasBaHue nons OnucaHue
net_mask Macka cetu
net address CeTeBoW agpec

NMonyueHue cTatyca ANA 3agaHHOMN CTaHL UM

Mapametp 3anpoca

Mapametp OnucaHue O6s3aTesnbHbIN
id NaeHTndvkaTOp CTaHLmM. Ja

MapameTp MOXeT 6biTb YKka3aH B 3aMpoCe HeorpaHUYeHHoe
KOJINYEeCTBO pa3 A1s BbiBOAA MHGOPMALIMM O HECKO/IbKIX
CTaHUMSAX C 3aZjaHHbIM CTaTyCOM OZHOBPEMEHHO.

Mpumep 3anpoca

https://192.168.1.1:9081/api/stations/state.ds?id=1001&1id=1002

Huxxe npeacraBneHbl npuMepbl otBeToB B Gopmate XML 1 B dopmate JSON.

OtBet B popmare XML

<drweb-es-api api version="4.3.0" timestamp="1582030327" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<states>
<state id="1001">online</state>
<state i1d="1002">offline</state>
</states>
</drweb-es-api>

OnucaHue napameTpoB oTBeTtHoro XML

DNEMEHT <states /> COAEPXMUT MHOPMaLMIO 060 BCEX CTAaHLMAX, yKa3aHHbIX B 3aMpoce.

e D/IEMEHT <state /> COAEPXMUT MHGOPMALNIO O KOHKPETHOMN CTaHLMW.

PykoBogctBo no Web API
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ATpnbyT 31emMeHTa <state />
ATtpnbyr OnucaHue

id Nperntndurkatop cTaHumm

3HaueHVe 3/IeMEeHTa <state /> — CTaTyC CTaHUUKn:

" activated — aKTMBMPOBAHHAsA CTaHLMS,

4. Paborta co cTaHUMAMMU
MonyueHue cTatyca AnA 3afaHHON CTaHUUN

* deinstalled — aHTMBMPYCHOE NpOrpamMmMHoe obecrneyeHne yaaneHo co CTaHL MK,

" deleted — yAaNeHHas CTaHLMA

" new — HOBaA CTaHUWA, Ha Hewn He YCTaHOBJIEHO aHTUBUPYCHOE NporpamMmMHoe

obecneyeHue,
" newbies — CTaHUMA-HOBUYOK,
* not found— cTaHUMA He OBHapy>KeHa,
» offline — CTaHUMA He B CETH,

= online — CTaHUWA B CeTH,

®" ynactivated — HeakTUBUpPOBaHHAA CTaHLMA,

* with update errors— cTaHUuA c owmnbkaMm 06HOBAEHNA aHTUBMPYCHOTO

nporpaMMHoOro obecrneveHus.

OTBet B popmate JSON

{ "head": {
"status": true,
"timestamp": 1587435369,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "b35d999d-9212-481d-af8c-8551c4113383"}},
"data": {
"states": {
"1001": "online",
"1002": "offline"}}}

OnucaHue napameTpoB oTBeTHoro JSON

BNOK states, BNOXEHHbIN B 610K data, COAEPXUT MHPOPMaLMIO 060 BCEX CTAHLMAX YKa3aHHbIX

B 3anpoce.

dnemMeHTbl 610Ka states:

PykoBogctBo no Web API
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4. Paborta co ctaHumamm | 47
MonyueHue cTatyca AnA 3afaHHON CTaHUUN

HasBaHue noas OnucaHue

NaeHtndvkaTop ctaHumm  CraTyc ctaHumw:

" activated — aKTMBMPOBaHHasA CTaHUuA,

* deinstalled — aHTVBUPYCHOE MpOrpaMMHoe obecrneyeHne yaaneHo co
cTaHumK,

" deleted — yAaneHHaa CTaHUuA,

" new — HOBaA CTaHUMA, Ha Hel He YCTaHOBJIEHO aHTBUMPYCHOE
nporpamMmMmHoe obecneueHve,

" newbies — CTaHUMA-HOBUYOK,

" not found — CTaHUMs He 0BHapyxeHa,

" offline — CTaHUMs He B CETH,

" online — CTaHuus B CeTy,

" unactivated — HeaKTMBMPOBAHHas CTaHLVs,

" with update errors — cTaHUuMa ¢ owmbKamu 06HOBAEHMA
aHTVBUPYCHOrO NporpaMMHoOro obecneyeHus.

NMonyueHue cTaTycoB CTaHLUUN

Mapametpbl 3anpoca

Mapametp OnucaHue O6s3aTesbHbI
group-id NaeHtndrkaTop rpynmbl, CTaHLMM KOTOPOW 6yayT BbiBEAEHbI B HeT

oTBETE
server-id Naentmowvkatop Cepeepa Dr.Web, K KOTOpoOMy NoAKNOYEHDI HeT

3anpalwivBaemMble CTaHUUW.

Mo ymonuyaHuo — 3710 Tekywuii Cepsep Dr.Web.
B kauectBe CepBepa Dr.Web Bo3MOXHO 1cnonb3oBaHWe
noAunHeHHbIx CepepoB Dr.Web, nogkntoueHHbIX K AaHHOMY.

NMpumep 3anpoca

https://192.168.1.1:9081/api/stations/states.ds?group-id=6

Huxe npeacrasneHbl npuMepsl otBeToB B Gopmate XML 1 B dopmate JSSON.

PykoBogctBo no Web API
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OtBet B popmare XML

4. Paborta co cTaHUMAMMU
MonyueHune cTaTycoB CTaHU UM

<drweb-es-api api version="4.3.0" timestamp="1587435676" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">

<stations total="4">

<activated total="1"/>

<all total="4"/>

<deinstalled total="1"/>

<deleted total="0"/>
<new total="3"/>

<newbies total="0"/>
<offline total="4"/>
<online total="0"/>

<unactivated total="3"/>

<with update errors total="0"/>

</stations>
</drweb-es-api>

OnucaHue napameTpoB oTBeTtHoro XML

DNEeMEeHT <stations /> COAEPXUT MHPOPMaLMIO 060 BCex CTaHLMAX, COOTBETCTBYHOLLMX

3anpocy.

ATpUnBYT 31eMeHTa <stations />:

ATpubyr OnucaHue

total O6blee KONNYeCTBO CTaHUWM B OTBETE

e B/IOXKEHHbIE 3/1IEMEHTLI 3/IEMEHTA <stations />:

dnemMmeHT

<activated />

<all />

<deinstalled />

<deleted />

<new />

<newbies />

ATpubyr
total

total

total

total

total

total

OnucaHue
KonnuyectBo akTMBUPOBaAHHBIX CTaHUMRA

ObLee KONMYECTBO CTaHUMIA B rpynne, UCKatoYas
yAaneHHble CTaHLmK

KosnnuectBO cTaHLMI C yAaneHHbIM aHTUBUPYCHBIM
nporpamMmMHbiM obecneveHnem

KosmuecTBO yzaneHHbIX CTaHUui

KonnuyectBo HOBbIX CTa HLl,I/II7I C HeYCTaHOBNEHHbIM
AHTUBUPYCHbIM NPOrpaMMHbIM obecneueHvem

KonnuectBO CTaHUMI-HOBMYKOB (3amnpallvBatoLL X
poctyn k Cepsepy Dr.Web)

PykoBogctBo no Web API
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4. Paborta co cTaHUMAMMU
MonyueHune cTaTycoB CTaHU UM

nemeHT Atpubyt OnucaHue

<offline /> total KonunuectBo cTtaHUMI He B ceTu

<online /> total KonnuectBo cTaHUWii B cetn

<unactivated /> total KosmuectBO HeaKTMBMPOBaHHbIX CTaHLWN
<with update errors />  total KosnnuectBo ctaHLmi ¢ ownbkaMn 06HOBAEHNS

aHTVBUPYCHOTO NMPOrpaMMHOro obecneyeHus

OtBet B popmare JSON

{

"head": {
"status": true,
"timestamp": 1587435498,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "b35d999d-9212-481d-af8c-8551c4113383"}},

"data": {

"states": {
"total": 4,
"activated": 1,
"all": 4,

"deinstalled": 1,
"deleted": O,

"new": 3,

"newbies": 0,

"offline": 4,

"online": 0,
"unactivated": 3,

"with update errors": 0}}}

OnucaHuve napamerpoB orseTtHoro JSON

BNOK states, BIOXEHHbIN B 610K data, COAEPXUT MHbGOPMaLunto 060 BCex CTaHUMAX,
COOTBETCTBYHOLLMX 3aMpocCy.

SneMeHTbl 6J10Ka states:

HasBaHue nons OnucaHue

total O6blee KONNYeCTBO CTaHUWI B OTBETE

activated KonnuectBo akTMBUPOBAHHBIX CTaHUMR

all ObLee KOIMYECTBO CTaHUMWIA B rpynne, UCKAtOYasa yaaneHHble CTaHLum

PykoBogctBo no Web API
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HasBaHue noas
deinstalled
deleted

new

newbies
offline
online
unactivated

with_update_errors

4. Paborta co cTaHUMAMMU
MonyueHune cTaTycoB CTaHU UM

OnucaHue
KonnyectBo ctaHUmi C yAaaneHHbIM aHTUBUPYCHBIM NPOrpaMMHbIM obecneveHnem
KonnyectBo yaaneHHbIx cTaHLmiA

KoanuyectBo HOBLIX CTaHLWMI C HEYCTAHOBAEHHBLIM aHTUBUPYCHBIM MPOTPaMMHbIM
obecneueHnem

KonunuectBo cTtaHUMin-HOBMUKOB (3anpalumBatoLmx goctyn K Cepsepy Dr.Web)
KonnyectBo ctaHumin He B ceTu

Konnyectso ctaHumin B ceTu

KonnuectBO HeaKTMBMPOBaHHbIX CTaHLWIN

KosmuecTBO CTaHUmiA C oWwnbkaMy 06HOBAEHWUS aHTUBUPYCHOTO MPOrPamMMHOTO
obecneyeHvs

NonyueHue nHpopmaLMm 0 HOBUUKAX

Mapametp 3anpoca

Mapametp

id

OnucaHue 0O6sa3aTeN1bHbIN
NaeHmdrkaTop cTaHumn. Ja
MapameTp MOXeT BbITb yKazaH B 3aMpoce HeorpaHUYeHHoe

KONn4ecCTBO pa3 AnAa noayvyeHuA I/IHCI)OpMaLI,I/IVI O HECKOJIbKWX
CTaHUMAX O4HOBPEMEHHO.

NMpumep 3anpoca

https://192.168.1.1:9081/api/stations/newbies-info.ds?id=1e98b5e0-5166-1lea-
410d-£fc78713e8blf

Hwuxe npeactaBneHbl npuMepbl otBeToB B dopmate XML n B dopmate JSON.

PykoBogctBo no Web API
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4. Paborta co cTaHUMAMMU
MonyueHne nHpopmaLumn o0 HOBNUKaxX

OtBet B popmare XML

<drweb-es-api api version="<%API V%>" timestamp="1582030264" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<stations total="1">
<station i1d="1e98b5e0-5166-11ea-410d-fc78713e8blf" name="win7-pro-x86-ru"
created="1581930965" parent id="20e27d73-d21d-b211-a788-85419c46f0e6"
parent name="Everyone" state="0">
<os code="33753095">Windows 7 Professional x86</os>
<server>aa5520b0-4e4f-1lea-6061-94d96b90100£f</server>
<address>tcp://192.168.1.1:57516</address>
</station>
</stations>
</drweb-es-api>

OnucaHve napamerpoB orBeTtHoro XML
DNEeMEHT <stations /> COAEPXNUT MHPOPMALMIO O CTaHLUMAX-HOBUYKAX.
ATpnbYT 3N1eMeHTa <stations />

ATpubyr OnucaHue

total O6blee KONNYeCTBO CTaHUWI B OTBETE

® DJIEMEHT <station /> COAEPXUT NapaMeTpbl KOHerTHOI\/lI CTaHUMN-HOBWYKa.

ATpnbyTbl aNEMEHTa <station />:

AtpubyTr OnucaHue

id NaeHTndurkaTop cTaHumm

name Ha3BaHwue ctaHumn

created [JaTa co3gaHus yyeTHOM 3anmcy ctaHumm Ha Cepsepe Dr.Web

parent_id NaeHTndMKaTOp POANTENbCKON rpymnbl

parent_name Ha3BaHve poauntenbckom rpynmbi

state Tekywme coctoaHme ctaHumm (cMm. [punoxxerve [ Bo3epallaemble KOAbl

COCTOAHMA CTaHLMW)

o JNEMEHT <os /> COAEPXMUT MHOPMaLuto 06 onepaLMoHHOM cucTemMe, KoTopas
yCTaHOB/IEHA Ha CTaHLUW.

ATpnbyT anemMeHTa <os />:
ATpunbyr OnucaHue

code Koa onepauMoHHOM cucTeMBI

PykoBogctBo no Web API
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3HauyeHMe 3/1eMeHTa <os ﬁ>——HaBBaHMEOﬂepaMMOHHOﬁCMCTEMbL

o 3HauyeHune 31eMeHTa <server /> — naeHtndukatop Cepsepa Dr.Web, k koTopomy
3anpalunBaeT NOAK/IOYEHME CTaHLMS.

o 3HauyeHMne 31leMeHTa <address /> — CETEBOM aZpec, C KOTOPOro CTaHLMsA MOCAeAHWI pa3
obpawanacb k Cepsepy Dr.Web.

OtBet B popmate JSON

{ "head": {
"status": true,
"timestamp": 1582030521,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "eaela652-96d5-48fd-9169-4788a03688b8"}},

"data": {
"total": 1,
"list": [{

"address": "tcp://192.168.1.1:40566",

"created time": 1581930965,

"id": "1e98b5e0-5166-11ea-410d-fc78713e8b1f",
"name": "win7-pro-x86-ru",

"onconnect": O,

"os code": 33753095,

"os name": "Windows 7 Professional x86",

"parent id": "20e27d73-d21d-b211-a788-85419c46f0e6",
"parent name": "Everyone",

"server": "aa5520b0-4e4f-11ea-6061-94d96b90100f",
"state": 0}]}}

OnucaHve napametpoB orseTtHoro JSON

Bnok data coaep>XuT nHGopmaLmio 060 Bcex CTaHLMAX-HOBMYKAX.

SnemMeHTbl 6J0Ka data:

HasBaHue nons OnucaHue
total Obuee KOMYECTBO CTaHUMIA B OTBETE
list Maccue ¢ nHbopMaumen 0 Kaxaon CTaHLUM-HOBUYKE

e Kaxabln 06beKT MaccmBa list COAEPXNUT MHPOPMaLMIO O KOHKPETHOM CTaHLMM-HOBUYKE.

PykoBogctBo no Web API



14
X
I\

A
g

4. Pa6orta co ctaHumamm | 53
MonyueHne nHpopmaLumn o0 HOBNUKaxX

DNeMeHTbl 06EKTOB B MAaCCUBE 1ist:

HasBaHue nonsa OnucaHue

address

created_time

CeTeBOl apec, C KOTOPOro CTaHUMA NocneaHui pa3 obpatanace kK Cepeepy
Dr.Web

[aTa co3gaHus yyeTHON 3anmcy ctaHumm Ha Cepsepe Dr.Web

id NaeHTndurkaTop CTaHumm
name Ha3BaHwue ctaHumn
onconnect [eiictBue, KOTOpOe BYAET BbINMOAHEHO MPU CAeAYHOLLEM NMOAKNOYEHUN CTaHLMN K
Cepsepy Dr.Web:
0 — HuMyero He ByaeT BbINOJIHEHO,
1 — poctyn k CepBepy Dr.Web ans HoBuuka 6yzeT 3anpeLueH,
2 — poctyn k Cepepy Dr.Web ans HoBuuka byaeT paspeLleH.
os_code Kog onepaLupoHHOM cucTeMbl
0s_name Ha3BaHve onepauyoHHOW CUCTEMBI
parent_id NaeHTndMKaTOp POAMTENBCKON rpynmbl

parent_name

Ha3BaHue poanTenbCKol rpynnbi

server NaeHtndurkaTtop Cepsepa Dr.Web, kK koTopomy 3anpaluuBaeT NoAxkntoUeHmne
cTaHumA
state Tekywine coctoaHme ctaHumm (cMm. [punoxxerve [ Bo3epalllaemble KO/Abl

COCTOAHMA CTaHLMN)

NMonyueHme cnmucka CTaHLMIA MO cTaTycCy

MapameTtpbl 3anpoca

Mapametp OnucaHue O6s3aTesibHbI
group-id NaeHTndmKaTop rpynmbl, CTaHLMM KOTOPOW ByayT BbiBEAEHbI B HeT
oTBeTE.

B oTBeTe BO3BpaLLaeTca MHbopmaLms 060 BCex CTaHLmsAX
3aZlaHHOV rpynnbl (6€3 yyeTa BJIOXKEHHOCTW).

PykoBogctBo no Web API
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4. Paborta co ctaHuuamm | 54
MonyueHue cnucka cTaHLMi Mo cTatycy

Mapametp OnucaHue O6s3aTesbHbI
page Homep cTpaHuupl, KoTopyto TpebyeTca BepHyTb B OTBETE NMpw HeT
nocTpaHMYHOM OTOBpaXKeHNn (MOXET NCMONb30BaTbCA ANSA
BbIBOZa MHOPMaLWM O 6ONbLLOM KONNYECTBE CTaHLM).
Mo ymonuaHwto: 1.
per-page KosnyectBo cTaHUWN Ha OZHON CTpaHuWUe Npw NOCTPaHNYHOM HeT
oTobpakeHMn (MOXeT NCMO/Ib30BaTbCA ANA BbIBOAA MHGOPMAaLMK

0 60/1bLLIOM KOIMYECTBE CTaHLWIN).

Mo ymonuanumo: 100.

server-id Naentnourkatop Cepsepa Dr.Web, Kk KOTOpOMY NOAKIFOYEHbI HeT
CTaHuuu
state CraTyc CcTaHUuiA: HeT

e activated — aKTMBMPOBAHHbIE CTaHLWY,

e deinstalled — aHTMBMPYCHOE NporpaMmMHoe obecneuyeHue
yAaseHo CO CTaHLuK,

e deleted — yAaneHHble CTaHLUWW,

e new — HOBbIE CTAHLMVY, aHTUBMPYCHOE NPOrpamMmHoe
obecneyeHne He ycTaHOBNEHO,

® newbies — HOBUYKMN,

e offline — CTaHUUWN He B CeTH,

e online — CTaHUMWM B CETH,

e unactivated — HeaKTMBUPOBaHHbIE CTaHLUWW,

e with update errors — CTaHUMM C ownbKaMm OOHOBAEHNS
aHTVBUPYCHOrO NporpaMMHoOro obecneyeHus.

MapameTp MOXeT BbiTb yka3aH B 3anpoce HeorpaHuyeHHoe
KOJIMUECTBO pas A5 3anpoca MHGOPMALWM O HECKOJIbKMX CTaTycax
OZHOBPEMEHHO.

ili MapameTpbl page N per-page paboTatoT TO/IbKO BMeCTe C OAHWM 3HaYEHUEM MapamMeTpa
state.

Mpumep 3anpoca

https://192.168.1.1:9081/api/stations/list-by-state.ds?page=1&per-
page=2&state=new

Hwuxe npeacrtasneHsl npumMepsl otBetoB B Gopmate XML n B popmate JSON.

PykoBogctBo no Web API
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OtBet B popmate XML

<drweb-es-api api version="4.3.0" timestamp="1558521951" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<stations>
<new total="2">
<station 1d="1003" name="DRWEB-1003" last seen time="1587574768"
last seen addr="tcp://192.168.10.124:1921" 0s="35850247" os name="Windows 7 Professional
x64" />
<station id="1004" name="DRWEB-1004" last seen time="1489574584"
last seen addr="tcp://192.168.1.2:1038" o0s="0" os name="unknown"/>
</new>
</stations>
<pages total="2" current="1" objects-per-page="2"/>
</drweb-es-api>

OnucaHue napameTpoB oTBeTtHoro XML

DNEeMEeHT <stations /> COAEPXUT MHPOPMaLMIO 060 BCex CTaHLMAX, COOTBETCTBYHOLLMX
3anpocy.

e HasBaHMsA BJIOXEHHbIX 31EMEHTOB /IEMEHTA <stations /> COOTBETCTBYHOT 3aMPOLUEHHbBIM
cTatycam.

ATpnBYT KaXKAOro BAOXKEHHOrO 31eMeHTa:
AtpubyTr OnucaHue
total ObLee KONMYECTBO CTaHLMIA C 3aNpOLLEeHHbIM CTaTyCOM Ha CTpaHuLe

o DNIeMEHT <station /> COAEPXUT MHPOPMALIMIO O KOHKPETHOW CTaHLUN.

ATpunbYTbl 31€MEHTa <station />

ATpunbyr OnucaHue

id VaeHtndrkaTop cTaHLmm

name Ha3BaHwve cTaHumm

last_seen_time Bpems nocnegHero noakiroueHus k Cepsepy Dr.Web

last_seen_addr CeTeBOW agpec, C KOTOPOroO CTaHLMA NOCNeAHWI pa3 Nnoakatoyanach K

Cepsepy Dr.Web
0s Kog, onepaumnoHHoW cucTembl

Os_name HazBaHwne OHean,I/IOHHOVI CNCTEMBDI

PykoBogctBo no Web API
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Atpubyr OnucaHue

onconnect [JencTtBre, KoTopoe 6yAeT BbIMOJAHEHO NP CleayroLLeM MOAKIHYEHNM
ctaHumm Kk Cepsepy Dr.Web:

0 — HWyero He 6yp,eT BbIMO/IHEHO,

1 — poctyn k CepBepy Dr.Web ans HoBuuka 6yzeT 3anpeLleH,
2 — poctyn k CepBepy Dr.Web ans HoBuuka OyaeT paspeLleH.

state CraTyc cTaHUmMW:

0 — CTaHuuWA He B ceTn,
1 — cTaHuuWAa B ceT,
2 — poctyn Kk CepBepy Dr.Web ans HoBuuka paspeLueH,

3 — poctyn k Cepsepy Dr.Web ans HoBuuka 3anpeLLeH.

l ATpubyThbl onconnect U state NPUBOAATCA B OTBETE TONbKO AN CTaHUMI CO CTaTyCOM
newbies.

® JNeMeHT <pages /> COAEPXUT I/IHq)OpMaLI,VII-O O NOCTPaHNYHOM 0To6pa>|<eva|.

ATpunbYTbI 3N1eMeHTa <pages />:

ATtpnbyr OnucaHue

total ObLee KOIMYECTBO CTPAHWLY

current Homep TekyLel cTpaHuupl

objects-per-page MakcvManbHOe KOIMYEeCTBO CTaHLMIA Ha CTpaHuLe

OTBet B popmate JSON

{ "head": {
"status": true,
"timestamp": 1587680158,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"yuid": "6d8f5aal-850a-llea-4c3c-c8efaddleddd"}},
"data": {
"pages": {
"current": 1,
"objects per page": 2,

"total": 2},
"stations": {
"new": [

{"id": "1003",

PykoBogctBo no Web API
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4. Paborta co cTaHUMAMMU
MonyueHue cnucka cTaHLMi Mo cTatycy

"last seen addr": "tcp://192.168.10.124:1921",
"last seen time": 1587574768,

"name": "DRWEB-1003",

"os": 35850247,

"os name": "Windows 7 Professional x64",
"state": 1},

"id": "1004",

"last seen time": O,

"name": "DRWEB-1004",

"os": O,

"os name": "unknown",

"state": 0}]1}}}}

OnucaHue napametpoB otsetHoro JSON

e bNOK pages COAePXNT MHOOPMALIMIO O MOCTPAHNUUYHOM OTOBpPaXKeHUN.

nemMeHTbl 610K pages:

HasBaHune nonsa OnucaHue

current Homep TekyLie cTpaHuLpl

objects_per_page MakcrManbHOe KOIMYeCTBO CTaHUMIN Ha CTpaHuue
total ObLee KOIMYECTBO CTPAHWLY

e BnoK stations COAEPXMT MaccMBbl C UHOOPMaLMen 060 BCex CTaHLMAX, COOTBETCTBYHOLLIMX

3anpocy.

o KaXAbl BJOXEHHbIV MacCUB COAEPXXNUT NapameTpbl AN KOHKPETHOM CTaHLMK C
onpeaeseHHbIM CTaTycoM. HazBaHMe BNOXEHHOrO MaccvBa COOTBETCTBYET CTaTyCy

CTaHUMW.

DNeMeHTbl 06EKTOB BO BJOXXEHHOM MacCCUBE:

HasBaHue nonsa OnucaHue

id

MaeHTndbvkatop ctaHumm

last_seen_addr CeTeBOW aZipec, C KOTOPOTO CTaHUMs NOCAeAHWUMA pa3 NoAkatouanack K

Cepsepy Dr.Web

last_seen_time Bpems nocneaHero nogkntoueHuns k Cepsepy Dr.Web

name

HazBaHwve CTaHUMn

onconnect ﬂ,elzCTBME, KOTOpOoe 6yAeT BbINO/HEHO NpU caegyrowemM nNogKIHYeHUN

ctaHumm Kk Cepepy Dr.Web:

0 — HUYero He HyAET BbINOJHEHO,
1 — poctyn k CepBepy Dr.Web ans HoBuuka 6yzeT 3anpeLueH,
2 — poctyn k Cepepy Dr.Web ans HoBuuka OyaeT paspeLleH.

PykoBogctBo no Web API
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Pa6orta co ctaHunaMun

MonyueHne cnvcka cTaHLUI MO cTaTycy

HasBaHune nons OnucaHue

0s Koz onepaupoHHoM cnctemsl
0s_name Ha3BaHwue onepaunoHHOM cUCTEMBI
state CraTyc cTaHumm:

@

0 — CTaHUMA He B ceTy,
1 — cTaHuua B ceT,
2 — poctyn k Cepepy Dr.Web ans HoBuuka paspeLueH,

3 — poctyn k Cepsepy Dr.Web ans HoBuuka 3anpeLueH.

JNIeMeHTbl onconnect U state npmnBoOAATCA B OTBETE TOJIbKO ANA CTaHLI,VII7I CO CTaTycoM

newbies.

Flonyqu mne CTatTuCTUKm CtaHumun

MapameTtpbl 3anpoca

Mapametp

id

from

till

OnucaHue
VaeHTndurkaTop ctaHumm.

I'Iapa METP MOXeT ObITb YKa3aH B 3anpoce HeorpaHM4yeHHoe
KONn4ecCTBO pa3 Anda 3anpoca MHq)OpMaLI,I/II/I O HEeCKOJIbKWNX
CTaHUMAX O4HOBPEMEHHO.

[JaTa Hauana nepvoga, 3a KOTOPbIN 3anpaLlnBaroTCs
CTaTUCTUYECKUNE JaHHbIE.

3agaetca B dpopmate: YYYYMMDD mam YYYYMMDDHHmMmSss.
Ecnv napameTp He 3ajaH, TO cTaTUCTUKa BO3BpallaeTca 3a
TeKyLLLUIA MecsL,

[lata okOHYaHWA nepuoza, 3a KOTOPbIV 3anpallmnBaroTCs
CTaTUCTMYECKME AaHHble

3apaetca B popmate: YYYYMMDD umnn YYYYMMDDHHmMmss.
Ecan napameTp He 3ajaH, TO CTaTUCTVKa BO3BpallaeTcsa 3a
TeKyLLLMIA MecsL,

0O6sa3aTesibHbIN

aa

HeT

HeT

PykoBogctBo no Web API
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Mapametp OnucaHue O6s3aTesbHbI
top-viruses Ecnn napameTtp umeet 3HaueHWe yes, TO B oTBeTe byaeT HeT

npuBegeHa nHGopMaums o Hanbonee YacTo BCTPEYA O LLUXCS

BUpYcCax.

Jonyctumble 3HaueHus: yes | no. [To ymonyaHuio: yes.

virtop KonunyectBo BMpYCOB B TOM BMPYCOB. HeT

[JonycTMble 3HaYeHUs: Liesioe NooXUTebHOe uncno. Mo
yMOYaHwmto: 10.
MapameTp ByseT UrHOpUpPoOBaThCA, €C/IN top-viruses=no.

Mpumep 3anpoca

https://192.168.1.1:9081/api/stations/statistics.ds?id=1002&virtop=5&top-
viruses=yes

Hwuxe npeactaBneHbl npumMepsl otBetoB B Gopmarte XML n B popmate JSON.

OtBet B popmarte XML

<drweb-es-api api version="4.3.0" timestamp="1587653647" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<stations-statistics total="1" period from="1585688400" period till="1587675599">
<station id="1002" name="WIN7-PRO-X64-RU">
<infections scanned="2697" total="12">
<modifications>0</modifications>
<suspicious>2</suspicious>
<activities>0</activities>
<cured>1</cured>
<moved>5</moved>
<renamed>0</renamed>
<deleted>0</deleted>
<locked>0</locked>
<errors>0</errors>
</infections>
<viruses>
<virus name="Adware.Dudu" originator="57" treatment="1049605">1</virus>
<virus name="Dialer.Adultparty" originator="57"
treatment="1049605">1</virus>
<virus name="EICAR Test File (NOT a Virus!)" originator="57"
treatment="1049605">1</virus>
<virus name="HLLP.Setart.19919" originator="57"
treatment="1049605">1</virus>

PykoBogctBo no Web API

59



A
d
A

(N
fe‘r 4. Paborta co cTaHUMAMMU
MonyueHne CTaTUCTUKMX CTAaHLLUMU

-
~

<virus name="Joke.EjectCd" originator="57" treatment="1049605">1</virus>
</viruses>
</station>
</stations-statistiecs>
</drweb-es-api>

OnucaHue napameTpoB oTBeTtHoro XML

DNIEMEHT <stations-statistics /> COAEPXMT CTaTUCTUKY BCEX CTaHLMM, yKa3aHHbIX B 3anpoce.

ATpunOYTbI 3N1EMEHTa <stations-statistics />

ATpubyT OnucaHue

total ObLee KONMYECTBO CTaHLMIA B OTBETE

period_from [Jlata Hauana nepuoja, 3a KOTOPbIN 3aMpPaLLMBAtOTCA CTAaTUCTUYECKME JaHHble
period_till [Jlata OKOHYaHVA Nepunoja, 3a KOTOPbIN 3anpaLLlMBarOTCA CTaTUCTUYECKME AaHHble

® DNIeMEeHT <station /> COAEPXUT MHGOPMALNIO O KOHKPETHOM CTaHLMN.

ATpunOyTbl 3n1eMeHTa <station />

ATpnbyr OnucaHue
id VaeHtndurkaTop craHumm
name Ha3BaHve ctaHumm

o DNIeMEHT <infections /> COAEPXXWUT CTATUCTUKY MO OBHAPY>XEHHBIM MHPEKLMAM.

ATpunbYTbI 31eMeHTa <infections />

ATpunbyr OnucaHue
scanned ObLee KONMUECTBO NPOCKaHMPOBaHHbIX dalinos
total ObLee KONMYECTBO MHbEKLAN

= BNOXEHHble 3N1EMEHTbI 31EMEHTA <infections />:

dnemeHT OnucaHue

<modifications KonnuectBo 06beKTOB, MHOULMPOBAHHBIX MOAVDMKaLMAMUN BUPYCOB
/>

<suspicious /> KonnyectBo noao3putenbHbix 06beKTOB

<activities /> KonunyectBo BpesOHOCHbIX AeCTBUIA

<cured /> KonnuectBo BblieYeHHbIX 00bEKTOB

PykoBogctBo no Web API
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dnemeHT OnucaHue

<moved /> KonnyectBo 06bekToB, nepemeLeHHbix B KapaHTuH
<renamed /> KosnnuectBo nepevmMeHoBaHHbIX 06bEKTOB
<deleted /> KonnyectBo yaaneHHbIX 06BbekToB

<locked /> KonunuectBo 3a610kMpoBaHHbIX 06BEKTOB

<errors /> Konnyectso owmboK Npu ckaHMpOBaHUA

o DNEeMEHT <viruses /> COAEPXMUT CTaTUCTUKY MO OOHapPY>XeHHbIM BMpPYyCaM.
" JIeMeHT <virus /> COAEPXUT MHOOPMaLMIO O KOHKPETHOM BUpYCe.

ATpunbyTbl 3N1EMEHTA <virus />

ATpubyr OnucaHue

name Ha3saHwue Bupyca

originator Kog koMMnoHeHTa, KOTOpbIA 06Hapy>Xui BUPYC

treatment Kog aencTBus, NPUMEHEHHOTO K BUPYCY W 3aBUCALLLErO OT ero Tvna

3HayeHWe 31eMeHTa <virus /> — KOJIMYECTBO OOBEKTOB, 3apaKeHHbIX AaHHbIM
BMPYCOM.

OtBet B popmare JSON

{ "head": {
"status": true,
"timestamp": 1587653710,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"yuid": "o6d8f5aal0-850a-1llea-4c3c-c8efaddleddd"}},
"data": {
"period from": 1585688400,
"period till": 1587675599,

"stations": {
"total": 1,
"list": [
{"id": "1002",
"infections": {

"scanned": 2697,
"infected": 12,
"modifications": O,
"suspicious": 2,
"activities": O,
"cured": 1,

PykoBogctBo no Web API
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"moved": 5,
"deleted": O,
"renamed": O,
"locked": O,
"errors": 0},

"viruses": {

"Adware.Dudu": 1,
"Dialer.Adultparty": 1,

"EICAR Test File (NOT a Virus!)": 1,
"HLLP.Setart.19919": 1,
"Joke.EjectCd": 1},

"viruses_info": {

"Adware.Dudu": {
"count": 1,
"originator": 57,
"stations": 1,
"treatment": 1049605},
"Dialer.Adultparty": {
"count": 1,
"originator": 57,
"stations": 1,
"treatment": 1049605},
"EICAR Test File (NOT a Virus!)": {
"count": 1,
"originator": 57,
"stations": 1,
"treatment": 1049605},
"HLLP.Setart.19919": {
"count": 1,
"originator": 57,
"stations": 1,
"treatment": 1049605},
"Joke.EjectCd": {
"count": 1,
"originator": 57,
"stations": 1,
"treatment": 1049605} },

"name": "WIN7-PRO-X64-RU"}]}}}

OnucaHuve napamerpoB orBeTtHoro JSON

bnok data COAEPXKUT CTAaTUCTUKY BCEX CTaHLI,VIVI, YKa3aHHbIX B 3anpoce.

SneMeHTbl 6b0Ka data:

HasBaHue noas
period_from
period_till

stations

OnucaHue
[aTa Havana neproja, 3a KOTOPbIA 3anpallmBatoTCa CTaTUCTMYECKME AaHHbIe
[laTa OKOHYaHWs Nepurosa, 3a KOTOPbIV 3anpallnBafnCh CTaTUCTUYECKME JaHHbIe

Baok co ctaTucTMKOM BCex CTaHl.l,VIVI, YKa3aHHbIX B 3anpoce

PykoBogctBo no Web API
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e JieMeHTbl 6/10Ka stations:

HasBaHue nonsa OnucaHue
total O6bLee KONMYECTBO CTaHLUMN B OTBETE
list MaccuB CO CTaTUCTUKOW ANS KaXXAOW CTaHLMK

o Ka)KAbIl‘/JI SNEMEHT MacCCMBa list COAEPXUT CTaTUCTUKY KOHKpETHOIZ CTaHUMW.

SneMeHTbl OO BbEeKTOB B MacCUBe list:

HassaHue nons OnucaHue

id MaeHTnomkaTop cTaHumm

infections Bnok co ctatncTvko No Bcem 0HHapy>KeHHbIM MHPEeKLMAM

viruses Bnok co ctatmcTnkoli no BceM o6Hapy>KeHHbIM BUpYycaM. Ha3BaHus noner

COOTBETCTBYHOT Ha3BaHUAM O6Hapy>KEHHbIX BUPYCOB, 3Ha4YeHne Ka>g0ro
noaAa CoAEePXUT KONNYeCTBO 3apa>eHHbIX 06BbeKTOB.

viruses_info BAIOK CO CTaTUCTUKOW MO KaxkaoMy 13 06 Hapy>KeHHbIX BUPYCOB

name Ha3BaHwue ctaHumm

= DnieMeHTbl 6710Ka infections:

HassaHwue nonsa OnucaHue

scanned ObLee KONMUECTBO NPOCKaHNPOBaHHbIX dalinos
infected KosnuectBo 3apakeHHbIX 06beKTOB

modifications KonnuectBo 06bEKTOB, MHOULMPOBAHHBIX MOAMDMKALMAMUN BUPYCOB
suspicious KonnyectBo nogo3putenbHbix 06bEKTOB

activities KonnyectBo BpesOHOCHbIX AeNCTBUM

cured KonnuectBo BblleUYeHHbIX 06BbEKTOB

moved KonnuectBo 06bekToB, NepemelleHHble B KapaHTuH
deleted KonnuectBo ypaneHHbix 06bekToB

renamed KonnyectBo nepenMmeHoBaHHbIX 06bEKTOB

locked KosnyectBo 3a6/10KMpOBaHHbIX 06BEKTOB

errors KosnnuectBo ownbOK Npu ckaHMPOBaHUK

PykoBogctBo no Web API
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" JneMeHTbl 6710Ka viruses_info:

HasBaHue nons
count

originator
stations

treatment

OnwucaHue

KonnyectBo 06beKTOB, 3apa>keHHbIX JaHHbIM BUPYCOM
Koz KOMMOHeHTa, KOTOPbI 06HapyxXun BUPYC
KoanuectBo cTaHUyN, 3apa>keHHbIX AaHHbIM BUPYCOM

Koa feicTBMA, MPUMEHEHHOTO K BUPYCY 1 3aBUCALLErO OT ero Tuna

I'IonyquMe CTaTUCTUKUN NMPUMEHEHHDbIX AEﬁCTBMﬁ

Mapametpbl 3anpoca

Mapamertp OnucaHue O6s3aTesbHbI
id NaeHtndvkaTop CcTaHumm aa
from [aTta Hayana nepuoja, 3a KOTOpbI 3anpaLlnBatoTcs HeT

CTaTucTnyeckme daHHble.

3apaetca B dpopmate: YYYYMMDD man YYYYMMDDHHmMmSss.
Ecan napameTp He 3ajaH, TO CTaTUCTVKa BO3BpallaeTcsa 3a
TeKyLLUIA MecsL,

till [laTa OKOHYaHWs Nepuosa, 3a KOTOPLIA 3anpaLlmBaroTCs HeT
CTaTUCTUYECKME AaHHbIe.

3agaetca B dopmaTte: YYYYMMDD man YYYYMMDDHHmMmSss.
Ecnv napameTp He 3ajaH, TO CTaTUCTUKa BO3BpallaeTca 3a
TeKyL M MecsL,

Mpumep 3anpoca

https://192.168.1.1:9081/api/stations/infections—-chart.ds?id=1002

Huxe npeacraBneHbl npuMepsl otBeToB B hopmate XML 1 B dopmate JSSON.

PykoBogctBo no Web API
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OtBet B popmare XML

<drweb-es-api api version="4.3.0" timestamp="1587673642" server="192.16

o)
@

srv_version="13.00.0.202005090" status="true">
<infections-chart period from="1587673642" period till="1587675599">

<item time="1587675599">
<infected>12</infected>
<modifications>0</modifications>
<suspicious>2</suspicious>
<activities>0</activities>
<cured>1</cured>
<moved>5</moved>
<renamed>0</renamed>
<deleted>0</deleted>
<locked>0</locked>

</item>

<!-- etc. Skipped in documentation -->

<item time="1585861199">
<infected>0</infected>
<infected>0</infected>
<modifications>0</modifications>
<suspicious>0</suspicious>
<cured>0</cured>
<moved>0</moved>
<renamed>0</renamed>
<deleted>0</deleted>
<locked>0</locked>

</item>

</infections-chart>
</drweb-es-api>

OnucaHue napameTpoB oTBeTtHoro XML

DNIEMEHT <infections-chart /> COAEPXKUT CTAaTUCTUKY MPUMEHEHHDbIX Ael\/’ICTBl/II‘/’I no
pe3yabTaTaM BCEX 3aMyCKOB CKAHNPOBAaHMA Ha CTaHUWNW.

ATpVI6yTbI 3/1eMEeHTA <infections-chart />.

ATpubyr OnucaHue
period_from [Jata Hauana nepuoja, 3a KOTOPbIM 3anNpaLlMBatOTCA CTaTUCTUUECKME AaHHble
period_till [JlaTa OkOHYaHUA Nepuoja, 3a KOTOPbIA 3aMnpaLlMBatoOTCA CTaTUCTUYECKVe AaHHble

® JIeMEHT <item /> COAEPXMNT MHOOPMALMIO O MPUMEHEHHbIX AENCTBUAX NOCIE KOHKPETHOrO
CKaHVWpPOBaHMA CTaHLMW.

ATpnbyT anemMeHTa <item />
ATtpnbyr OnucaHue

time [aTta v Bpems nepegaum Arentom Dr.Web pe3ynbTaToB CKaHMpOBaHWS

PykoBogctBo no Web API
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o BJIOXKEHHbIE 3/IEMEHTbI 3/IEMEHTA <item />:

AnemeHT OnucaHue

<infected /> KonnyectBo MHOMUMPOBaHHbLIX 0O bEKTOB

<modifications /> KonnyectBo 06bekTOB, MHOMUMPOBaHHBLIX MOANDMKaLMAMU BUPYCOB
<suspicious /> KonnyectBo nogo3putenbHbix 06beKTOB

<activities /> KonnyectBo BpesOHOCHbIX AENCTBAN

<cured /> KonnyectBo BblieUeHHbIX 06beKTOB

<moved /> KonnuectBo 06bekTOB, NepemMelleHHbix B KapaHTuH

<renamed /> KoanyectBo nepenMeHOBaHHbIX 06 bEKTOB

<deleted /> KonnyectBo yaaneHHbIX 06BbeKToB

<locked /> KonnyectBo 3a6/10KMpOBaHHbIX 06BEKTOB

OtBet B popmare JSON

{ "head": {
"status": true,
"timestamp": 1587673607,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"yuid": "o6d8f5aal0-850a-1llea-4c3c-c8efaddleddd"}},
"data": {
"period from": 1585688400,
"period till": 1587675599,
"chart": {
"1587675599": {
"infected": 12,

"modifications": O,
"suspicious": 2,
"activities": O,

"cured": 1,
"moved": 5,
"deleted": 0,
"renamed": 0,
"locked": 0},
"1585861199": {
"infected": O,

"modifications": O,
"suspicious": O,
"activities": O,

"cured": O,

PykoBogctBo no Web API
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"moved" :

0,

"deleted": 0,
"renamed": 0,

"locked":

0}}}}

4. Paborta co cTaHUMAMMU
MonyueHune cTaTMCTUKUN NPUMEHEHHbIX AeACTBUN

OnucaHue napamerpos orseTtHoro JSON

bnok data COLAEPXKUT CTAaTUCTUKY MPUMEHEHHbIX Ael\/’ICTBVII\/’I Mo pe3y/ibTaTaM BCEX 3aMyCKOB
CKaHMpPOBaHMA Ha CTaHLUMW.

SneMeHTbl 6J0Ka data:

HasBaHue nons
period_from
period_till

chart

OnucaHue

,Cl,aTa Ha4dana nepmnoga, 3a KOTOprVI 3anpawmnBaroTca CTatTuctTnyeckne AaHHbie

,£I,aTa OKOHYaHMA nepnoaa, 3a KOTOprI7I 3anpawmBanncb CTatuctTnyeckmne gaHHble

Bnok ¢ nHpopmaLmen o NPUMEHEHHBIX AENCTBUAX NOC/E KaXaoro CKaHMPOBaHWUs

CTaHumM

e B/10K chart COCTOUT U3 BNOXEHHbIX B/10KOB.

o Kaxkzbll BNOXXEHHbIA 610K COAEPXMUT CTaTUCTUKY MPUMEHEHHbIX AENCTBUIN Nocae
KOHKPETHOro CKaHMpOBaHMUA CTaHUUW. Ha3BaHMe BNOXEHHOro 610ka COOTBETCTBYET AaTe
n BpemeHu nepesaun AreHtom Dr.Web pesynbTaToB ckaHMpOBaHMA.

SNeMeHTbl BJIOXXEeHHbIX 6J10KOB B 6/10Ke chart:

HasBaHue noas OnucaHue

infected
modifications
suspicious
activities
cured

moved
renamed
deleted

locked

Konwnuectso

Konwnuectso

Konnuectso

KonwnuectBo

Konwnuectso

Konwnuectso

Konnuectso

KonwnuectBo

Konwnuectso

MHOMUMPOBaAHHBIX 06bEKTOB

06BbEKTOB, MHOULMPOBAHHBLIX MOAMPUKALMAMU BUPYCOB
Nnos03puUTe/IbHbIX 0O bEKTOB

BPeAOHOCHbIX AeVCTBUIA

Bbl/IeYeHHbIX 06 bEKTOB

06beKToB, NepemelleHHbIX B KapaHTuH
nepenMeHOBaHHbIX 06bEKTOB

yAaneHHbIX 06BEKTOB

3a6/10kMpoOBaHHbIX 0HBEKTOB

PykoBogctBo no Web API
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NMonyueHue ctatncTnkm cpabarbiBaHua NMpeBeHTMBHOMN 3aWUThI

Mapametpbl 3anpoca

Mapamertp

id

from

till

OnucaHue

NaenmdrkaTop cTaHumm.

O6sa3aTe/N1bHbIN

Aa

MapameTp MOXeT BbITb yKa3aH B 3aMpoce HeorpaHUYeHHoe
KONMYeCTBO pa3 414 3anpoca MHGOPMaLMM O HECKOTbKMX
CTaHUMAX OAHOBPEMEHHO.

,CI,aTa Ha4ana nepmnoga, 3a KOTOprI;I 3anpawmnBaroTca HeT
CTaTucTnyeckme daHHble.

3apaetca B popmate: YYYYMMDD man YYYYMMDDHHmMmss.
Ecan napameTp He 3ajaH, TO CTaTUCTMKA BO3BpallaeTcs 3a
TeKyLLLUIA MecsL,

,EI,aTa OKOHYaHuA nepunoja, 3a KOTOprI;I 3anpawmnBaroTca HEeT
CTaTucTnyeckme daHHble.

3apaetca B dpopmate: YYYYMMDD mam YYYYMMDDHHmMmMSss.
Ecan napameTp He 3ajaH, TO CTaTUCTVKa BO3BpallaeTcsa 3a
TeKyLLUIA MecsL,

Mpumep 3anpoca

https://192.168.1.1:9081/api/stations/hips events.ds?id=1002

Hwuxe npeactasneHsl npumMepsl otBetoB B Gopmate XML n B popmate JSON.

OtBet B popmarte XML

<drweb-es-api api version="4.3.0" timestamp="1587673642" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<stations-hips-events total="1" period from="1587673642" period till="1587675599">
<station id="1002"

<event
<event
<event
<event
<event

</station>
</stations-hips-events>

</drweb-es-api>

stype="1"
stype="3"
stype="4"
stype="0"
stype="8"

denied="0"
denied="2"
denied="2"
denied="0"
denied="1"

name="Station02">

allowed="3"/>
allowed="0"/>
allowed="1"/>
allowed="1"/>
allowed="1"/>

PykoBogctBo no Web API
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OnucaHue napameTtpoB oTBeTtHoro XML

DNEeMEHT <stations-hips-events /> COAEPXMUT CTAaTUCTUKY cpabaTtbiBaHU [TpeBEHTUBHOM
3alUMThl Ha BCEX CTaHLMAX, yKa3aHHbIX B 3anpoce.

ATpVI6yTbI 3/1eMEeHTa <stations-hips-events />!

ATpubyr OnucaHue

total Oblee KONNYeCcTBO CTaHUWI B OTBETE

period_from [aTta Hauvana nepuoja, 3a KOTOpbIV 3anpaLlBatoTCa CTaTUCTUYECKME AaHHble
period_till [laTa OKOHYaHWs Nepuoa, 3a KOTOPLIA 3aMpaLlMBarOTCA CTAaTUCTUYECKME AaHHbIe

® D/IeMEHT <station /> COAEPXMUT CTAaTUCTUKY cpabaTbiBaHWUn NPeBEHTUBHOW 3aLLnTbl A4
KOHKPETHOM CTaHLUW.

ATpunOyTbl 3n1eMeHTa <station />

ATpnbyr OnucaHue
id VaeHtndurkaTop craHumm
name Ha3BaHve ctaHumm

o DNIEMEHTbI <event />, BIOXXEHHbIE 31EMEHTbI 3IEMEHTA <station />, COAEpPXKAT
NHPOPMaLMIO O KOHKPETHOM TUME COObITUNA.

ATpnObyTbl 3N1EMEHTA <event />
ATpubyT OnucaHue

stype Tvn cobbiTus:

0 — nonbITKa BbIMOJIHEHVA NMOAO3PUTENBHOTO KOAQ,

1 — nonbITka AOCTyMNa K 3aLiuaeMoMy MOZAYHO,

2 — MonbITKa 3arpysku 6MBMOTEKN U3 CETEBOTO MyTH,

3 — nonbITka M3MEHEHWs aTPUOYTOB 3aLLWTbI CTEKA,

4 — nonbITKa BbI30Ba 3a6/10KMPOBAHHON QYHKLWK,

5 — 0BHapy>KeH HEKOPPEKTHbIA 06paboTumK NCKIHOYEHUI,

6 — MonbITka AOCTyNa K CUCTEMHOMY MOZYHO,

7 — nonbITka A0CTyna K 3abaokmposBaHHoMy agpecy (heap spraying),

8 — MNOnMbITKa BbINOJHEHNA KO4a U3 HEWCMOIHAEMOWN NaMATU.

allowed KonnyectBo paspeLleHHbIxX Ae/CTBUIA

denied KonnuectBo 3anpelLeHHbIX AeNCTBUI

PykoBogctBo no Web API
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OtBet B popmare JSON

{ "head": {
"status": true,
"timestamp": 1587673607,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "a38710d0-4cde-11ea-7e2a-088d10f2£f970"}},
"data": {
"period from": 1585688400,
"period till": 1587675599,

"stations": {
"total": 1,
"list"™: [
{"id": "1002",
"name": "Station02",
"events": |

{"stype": 1,
"allowed": 3,
"denied": 0},
"stype": 3,
"allowed": O,
"denied": 2},
"stype": 4,
"allowed": 1,
"denied": 2},
"stype": O,
"allowed": 1,
"denied": 0},
"stype": 8,
"allowed": 1,
"denied": 1}1}]1}}}

—_~—

—_~—

—_~

-~

OnucaHue napameTpoB oTBeTHoro JSON

BNOK data COAEPXKUT CTaTUCTMKY CpabaTbiBaHWI [1peBEHTUBHOM 3aLUMThI.

SneMeHTbl 610Ka data:

HasBaHue nons OnucaHue

period_from [aTa Hauana nepuoja, 3a KOTOpbIV 3anpaLlMBatoTCa CTaTUCTUYECKME AaHHble
period_till [lata okOHYaHWA nepuoza, 3a KOTOPbIV 3anpallmnBaNnCh CTAaTUCTUYECKME JaHHble
stations Bnok co cratnctnkoli cpabaTtbiBaHWin [peBEHTVBHOM 3aLLWThl ANS BCEX CTaHLMM,

YKa3aHHbIX B 3arnpoce

PykoBogctBo no Web API
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MonyueHune ctaTMcTMKKU cpabatbiBaHuA MpeBeHTUBHOW 3aLUTbI

e JieMeHTbl 6/10Ka stations:

HasBaHue nonsa OnucaHue

total O6bLee KONMYECTBO CTaHLUMN B OTBETE

list MaccuB co cTaTUCTUKOM cpabaTbiBaHWin MNpeBeHTUBHOM 3aLLWTbl AN KaXKAOW
CTaHUmM

o KaXzbl 06beKT MaccmMBa list COAEPXNUT CTaTUCTUKY cpabaTbiBaHWI [TpeBeHTUBHOM
3aLUMTbl AN KOHKPETHOW CTaHLMW.

JNeMeHTbl MaccuBa list:
HasBaHue nonsa OnucaHue

stype Tvn cobbiTus:

0 — nonbITKa BbIMOJIHEHWA NOAO3PUTENBHOTO KOAQ,

1 — nonbITka AOCTyNa K 3aLiuaeMoMy MOZAYNHO,

2 — nonbITKa 3arpyskn 6M6MOTEKN U3 CETEBOTO MYTH,

3 — nonbITKa M3MEHEeHVs aTpubyTOB 3aLLWTbI CTEKa,

4 — nonbITka BbI30Ba 3a6710KMPOBaHHON QYHKLWN,

5 — obHapy>XeH HEKOPPEKTHbIA 06paboTumK NCKIHOYEHNI,

6 — rMonbITka AOCTyna K CUCTEMHOMY MOZAYHO,

7 — nonbITka AOCTyna K 3abaokmMpoBaHHOMY agpecy (heap spraying),

8 — MNOMbITKa BbINOJHEHNA KO4a U3 HEMCMOIHAEMOWN NaMATH.

allowed KonnuectBo paspelleHHbIX AeCTBUA

denied KonunuectBo 3anpeLyeHHbIX AeACTBUN

NMonyueHue cocroaHua KapaHTtuHa

Mapametpbl 3anpoca

Mapamertp OnucaHue O6s3aTesbHbI

from Ll,aTa Ha4vana 3anpawBaeMoro nepunoja, B tTe4eHme KOToporo HeT
06BbEKTHI nepemMeLlaauncb B KapaHTVIH.

Ecnn napameTp He 3agaH, ToO MHGOpPMaLys BO3BpalllaeTcs 3a
TeKyLLLUIA MecsL,

PykoBogctBo no Web API
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Mapametp

id

page

per-page

till

4. Paborta co cTaHUMAMMU

MonyueHne cocrosHna KapaHtnHa

OnucaHue

NaeHTndMKaTOp CTaHUmK, ANs KOTOPOU 3anpalumnBaercs
cocTosiHe KapaHTuHa

Homep cTpaHmupbl, kOTOpyto TpebyeTcs BepHYTb B OTBETE Mpu
MOCTPaHMYHOM OTOBOpPaeHUN (MOXKET UCMOb30BaTbCs A
BbIBOAA MHPOPMaLmm 0 60bLIOM KoNnvecTBe 06bEKTOB B
KapaHTuHe).

Mo ymonuanuio: 1.

KonnuectBo ob6bektos B KapaHTvHe Ha OfHOM CTpaHuLie npwu
NOCTPaHMYHOM OTOBOpPaKeHUN (MOXKET UCMOb30BaTbCA A
BbIBOAA MHPOPMaLmmM 0 60bLIOM KoNnvecTBe 06beKTOB B
KapaHTuHe).

Mo ymonuanuto: 100.

ﬂ,aTa KOHUa 3anpalwmnBaemMoro nepuoja, B tTe4eHne Kotoporo
06BbEKTHI nepemMeLlasancb B KapaHTI/IH.

Ecan napameTp He 3agaH, TO nHpopmauma BO3BpaLLaeTca 3a
TeKyLLUIA MecsL,

Mpumep 3anpoca

https://192.168.1.1:9081/api/stations/quarantine-objects.ds?

1id=1002&page=2&per-page=1

O6s3aTe/ibHbIN

aa

HeT

HeT

HEeT

Hwuxe npeactaBneHsl npuMepsl otBetoB B Gopmate XML n B popmate JSON.

OtBet B popmarte XML

<drweb-es-api api version="4.3.0" timestamp="1587587019" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<station-quarantine items="1" period from="1585688400" period till="1587589199">

<item>

<created-time>1587553404</created-time>

<component>2</component>

<file size="125440">C:\Users\tests\Virs\Win32.PariteC:
\Users\Administrator\Desktop\sendmessage 1ll1l\sendmessage\sendmessage\adware. xe</file>

<hash>F20ED9A269BF10E2E9F119979478890C8AASE6A3F6CD83B2020F27C01991EDF7</hash>

<owner>win7-pro-x64-ru\Administrator:win7-pro-x64-ru\None</owner>

<virus-info>Adware.Dudu</virus-info>
<object>Fc45be5fbelf9f0b64£9a58fa898b73d913ad494aabb4aa9341c96737600fad44</object>

PykoBogctBo no Web API
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<g-time>20200422110324000</g-time>
<infection-type>5</infection-type>

</item>
</station-quarantine>

<pages total="6" current="2" objects-per-page="1"/>

</drweb-es-api>

OnucaHve napamerpoB otseTtHoro XML

4. Paborta co cTaHUMAMMU
MonyueHne cocrosHna KapaHtnHa

JNEMEHT <station-quarantine /> COAEPXUT MHPOPMauuto 060 Bcex obbekTax B KapaHTUHe Ha
CTaHLMW.

ATpI/I6yTbI 3JIEMEHTA <station-quarantine />.

ATpubyT OnucaHue
items
period_from
nepemewanuncs B KapaHTtuH
period_till

KonunuectBo 06bekToB B KapaHTuHe, oTobpakaeMbix Ha CTpaHuLe

[JaTa Hauana 3ampallivBaeMOro MNeprosa, B TeUYEHVE KOTOPOTro 06 bEKTbI

,£I,aTa KOHUa 3arnpalwmnBaemMoro nepunoja, B tTe4eHmne Kotoporo 06BbEKTI
nepemMeLlanmcb B KapaHTI/IH

® DNIeMEHT <item /> COAEPXUT MHGOPMALMIO O KOHKPETHOM 0b6bekTe KapaHTuHa.

o 3HaYeHNe I1eMEHTA <created-time /> — BpPeMs fobaBneHns obbekTa B KapaHTUH Ha
Cepsepe Dr.Web.

o 3HayeHWe 3N1eMeHTa <component /> — KOJ KOMMOHEHTA, NepeMecTnBLLEro 06bekT B
KapaHTuH:

0 — Hen3BECTHbI/ KOMMOHEHT,

1 — CkaHep Dr.Web,

2 — SplDer Guard,

3 — SplIDer Mail,

4 — SplDer Gate,

5 — MeHeaxep KapaHTUHA,

6 — Dr.Web ana Kerio,

7 — Dr.Web ans Microsoft Outlook,
8 — Dr.Web ans IBM Lotus Domino,
9 — Dr.Web ana Qbik WinGate,

10 — Dr.Web ans ISA Server,

11 — AHTUPYTKUT-MOZYNb.

o DNEMEHT <file /> COAEPXUT MHOOPMALMIO O KOHKPETHOM daline, HaxoAAaLlemMcs B
KapaHTnHe.

PykoBogctBo no Web API
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4. Paborta co cTaHUMAMMU
MonyueHne cocrosHna KapaHtnHa

AT
\g’:

ATpnbyT anemeHTa <file />
ATpunbyr OnucaHue
size Pasmep daina, Haxogsawerocs B KapaHTtvHe

3HayeHWe aneMeHTa <file /> — OPUTMHaNbHOE UMA Palna 1 NONHbIN NyTb K Ganny Ao
nepemelleHns B KapaHTuH.

o 3HayeHue 31eMeHTa <hash /> — Xel-koa obbekTa B dopmate SHA256.
o 3HayeHWe 31eMeHTa <owner />— WUMA NOJb30BaTeNA-BAajeNbLIA Palna.

o 3HayeHWe 31eMeHTA <virus-info /> — Ha3BaHMe BPeJOHOCHOro obbekTa No
knaccmdukaumm komnaHmm «loktop Beb».

o 3HayeHue 31eMeHTA <object /> — UAEHTUOUKATOP 0OBbEKTA MOC/IE NEPEMELLEHNS B
KapaHTuH.

o 3HaueHWe 3NeMEHTa <g-time /> — Bpema gobaBneHns obbekTa B KapaHTUH Ha CTaHLUUW.
o 3HayeHWe 3NeMeHTa <infection-type />— TUMN UHEKUUN:
1 — n3BecTHasa nHpekums,
2 — n3BecTHaa Moambukaumna nHbekumn,
4 — Heun3BecTHasa nHoekuma,
5 — peksiaMHas rnporpamma,
6 — nporpaMmma fl03BOHa,
7 — nporpamMmma-LyTKka,
8 — noTeHUManbHO onacHasa nporpamMmma,
9 — nporpamMma B3/i0Ma.
® D/IEMEHT <pages /> COAEPXMUT MHGOPMALMIO O MOCTPAHNYHOM OTOBpPaKEHNU.

ATpnbYyTbl 2N1EMEHTa <pages />

ATpunbyT OnucaHue

total ObLwee KONMYECTBO CTPaHWL,

current Homep Tekywielt cTpaHuLpl

objects-per-page MakcnmanbHoe KomyecTBo 06bekToB B KapaHTvHe Ha cTpaHuLe

OtBet B popmare JSON

{ "head": {
"status": true,
"timestamp": 1587592440,
"api": {
"version": 40300,
"versionString": 4.3.0},

PykoBogctBo no Web API
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"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "d43ec7c0-846c-1lea-56fb-d8e582d45004"}},
"data": {
"period from": 1585688400,
"period till": 1587675599,
"items": {
"total": 1,
"list": [
{"created time": 1587553404,
"component code": 2,
"file": "C:\\Users\\Administrator\\Desktop\\sendmessage 111\\sendmessage\
\sendmessage\\adware. xe",
"file size": 125440,
"hash": "F20ED9A269BF10E2E9F119979478890C8AASE6A3F6CD83B2020F27C01991EDE7",
"owner": "win7-pro-x64-ru\\Administrator:win7-pro-x64-ru\\None",
"virus info": "Adware.Dudu",
"object": "Fc45be5fbelf9f0b64£9a58£a898b73d913ad494aabb4aa9341c96737600fa4d4",
"qg_time": 20200422110324000,
"infection type": 5}1},
"pages": {
"total": 6,
"current": 2,
"objects per page": 1}}}

OnucaHuve napamerpoB otsetHoro JSON
Bnok data cogep>xuT nHdopmaumo 060 Bcex obbekTax B KapaHTUHe Ha CTaHLMW.
dnemeHTbl b10Ka data:

HasBaHue nonsa OnucaHue

period_from [JaTa Hauana 3aMpallvBaeMOro MNeprosa, B TeUYEHVE KOTOPOTro 06bEKTbI
nepemMeLiannck B KapaHTtuH

period_till [aTa KOoHUa 3anpalunBaeMoro nepuoza, B TeueHne KOToporo o6bekTbl
nepemelLanvcb B KapaHtmH

items Bnok ¢ nnpopmaumen o6 obbvekrax B KapaHtuHe

e JeMeHTbl 610Ka items:

HassaHue nons OnucaHue
total KonnyectBo o6bektoB B KapaHTvHe, 0To6paXkaemblx Ha CTpaHuue
list MaccuB ¢ nHbopmMauven ans kaxaoro obbekrta B KapaHtuHe

o Kaxablh 06BEKT MaccuBa 1ist COAEPXMUT MHPOPMaALMIO O KOHKPETHOM obbekTe B
KapaHTnHe.

PykoBogctBo no Web API
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4. Paborta co cTaHUMAMMU
MonyueHne cocrosHna KapaHtnHa

DneMeHTbl 06 BEKTOB B MAaCCUBE 1ist:

HasBaHue nons
created_time

component_code

file

file_size
hash
owner

virus_info

object
g_time

infection_type

OnucaHue

Bpems gobasneHuns ob6bekta B KapaHtnH Ha Cepsepe Dr.Web

KO,CI| KOMMOHEHTa, nepemMecTMBLLETO 06bekT B KapaHTVIHI

0 — Heun3BeCTHbIVi KOMTMOHEHT,

1 — CkaHep Dr.Web,

2 — SplDer Guard,

3 — SplDer Mail,

4 — SplDer Gate,

5 — MeHeaxxep KapaHTuHa,

6 — Dr.Web ans Kerio,

7 — Dr.Web ansa Microsoft Outlook,
8 — Dr.Web gns IBM Lotus Domino,
9 — Dr.Web ana Qbik WinGate,

10 — Dr.Web ans ISA Server,

11 — AHTUPYTKUT-MOAY/b.

OpwvrvHanbHoe UMs daiina 1 NoMHbIN NyTb K Gainy 4o NepemMeLLeHvs B

KapaHtuH
Pa3mep daina, Haxogsawerocs B KapaHTtuHe
Xew-kop obbekTa B popmate SHA256

Vims Bnagensua dainna

HazBaHwne BpPeAOHOCHOTO obbekTa no KﬂaCCI/Iq)I/IKaLI,I/II/I KOMMaHnn

«[lokTop Beb»

NaeHtndrkatop obbekta nocne nepemMelenvs B KapaHtuH

Bpems gobasieHns ob6bekta B KapaHTVH Ha cTaHLym

Tun nHbekupm:

1 — m3BecTHas nHdexuma,

2 — Vi3BeCTHas MoanduKauma MHPeKLK,
4 — HeunzBecTHaA MHdeKUS,

5 — peknamHas nporpamma,

6 — nporpamma 03BOHa,

7 — nporpamma-LuyTKa,

8 — moTeHUWanbHO onacHasa nNporpamma,

9 — nporpamma B3/0Ma.

PykoBogctBo no Web API
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4. Paborta co cTaHUMAMMU
MonyueHne cocrosHna KapaHtnHa

e b10K pages coaep>XNT MHGOPMALMIO O MOCTPAaHUYHOM OTOBpaKeHUN.

JnemMeHTbl 6/10Ka pages:

HasBaHue nonsa

OnucaHue

current Homep TekyLel cTpaHuLpl
objects_per_page MakcrmanbHoe KoanyecTso 06bekToB B KapaHTuHe Ha cTpaHuue
total ObLee KONMYECTBO CTPAHWL,

OTnpaBka coobweHnsa craHuun

Mapametpbl 3anpoca

Mapametp

id

link-text

link-url

logo

logo-text

logo-url

message

OnucaHue O6sa3aTeN1bHbIN
NaeHtmdrkaTop cTaHumn. Ja

MapameTp MOXeT BbITb yKazaH B 3aMpoce HeorpaHUYeHHoe

KO/NIMYECTBO pa3 A/ OTNPaBKM COOBLLEHMS HA HECKO/IbKO

CTaHUMI O4HOBPEMEHHO.

Makpoc {1ink} 6yaeT 3amMeHeH Ha CTPOKY, yKa3aHHyto B HeT
JAaHHOM napameTpe

Ccblnka Ha cTpaHuly, KoTopas 6yZeT OTKpbIBaTbCs MpU 3amycke  HeT
Makpoca {link}

JNlorotvn B dopmate BMP (24-6uTHble n306pakeHns B HeT
koaunpoeke base64)

TekcT, pa3meUJ,aeMb||7| CrpaBa OT I0TOTUMNa, HanpuMep, Ha3BaHne HeT
KOMMaHunn

Ccblnka Ha CTpaHuLly, KoTopas 6yp,eT OTKPbIBATbCA MPW Ha>kaTnn HEeT
Ha norotmn

TekcT coobLLeHNs, OTNPaBAAEMOrO CTaHLM. Ja

TekcT CoObLLEHMS MOXKET COZep>KaTb MakpoC {1ink}.

PykoBogctBo no Web API

77



14
X
I\

f@‘r 4. Paborta co ctaHumamm | 78
TNpaBKa coobLLeHUA CTaHLUN
A\ 4 0 6

NMpumep 3anpoca

https://192.168.1.1:9081/api/stations/send-message.ds?
1d=1000&id=1001&message=message&logo-text=logo-text&logo-
url=www.drweb.com&link-text=drweb&link-url=drweb.com&logo={base64d}

Hwuxe npeactaBneHbl npuMepbl otBeToB B dopmate XML n B dopmate JSON.

OtBet B popmarte XML

<drweb-es-api api version="4.3.0" timestamp="1582030327" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<stations total="2">
<station id="1000" status="initiated"/>
<station id="1001" status="delayed"/>
</stations>
</drweb-es-api>

OnucaHuve napamerpoB oteetHoro XML

DNIEMEHT <stations /> COAEePXKUT I/IHCI)OpMaLI,VII-O 06 OoTnpaBke COO6IJ.I,eHI/IFI Ha CTaHUWW,
YKa3aHHbI€ B 3anpoce.

ATpnbYyT 31eMeHTa <stations />
ATpubyT OnucaHue

total Oblee KOAMUECTBO CTaHLUMIM B OTBETE

® DNIEMEHT <station /> COAEPXNT MHPOPMaLMto 06 oTNpaBke COOBLLEHMA Ha KOHKPETHYHO
CTaHUMUHO.

ATpunOyTbl 3n1E€MeHTa <station />

ATpunbyT OnucaHue
id NaeHTndurkaTop CTaHumm
status CraTyc oTnpaBku coobLeHus:

e delayed — OTNpaBka OTIOXeHa,
e failed — oTnpaBka 3aBepLUMIOCH C OLLIMOKON,

e initiated — oTnNpaBka MHULMMPOBaHa.

PykoBogctBo no Web API
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OtBet B popmare JSON

{ "head": {
"status": true,
"timestamp": 1582030584,
"api": |
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "eaela652-96d5-48fd-9169-4788a03688b8"}},
"data": {
"total": 2,
"list": {
"1000": "initiated",
"1001": "delayed"}}}

OnucaHue napametpoB orBeTtHoro JSON

BAOK data coaep>xuT nHdopmaLmto 06 oTnpaBke COOBLLEHMS Ha CTaHLUMM, YKa3aHHbIe B
3anpoce.

SnemMeHTbl 6J0Ka data:

HasBaHue nons OnucaHue
total Obuee KOMYECTBO CTaHUMIA B OTBETE
list Bnok ¢ pesynbTataMu OTNpPaBKM COOBLLEHMS A5 KaXKA0 M CTaHLMK

e JjieMeHTbl 6/10Ka 1ist:

HasBaHue nonsa OnucaHue
Npentndurkatop CraTyc oTnpaBku coobLeHus:
CTaHumm

e delayed — OTNpaBka OTIOXeHa,
e failed — OTNpaBka 3aBEPLUMIOCH C OLLIMOKOM,

e initiated — oTNpaBka MHMLMMPOBaHa.

PykoBogctBo no Web API

79



AT 7
-‘ﬂ

-
~

\i

3anycKk cCKaHMPOBaHUA CTaHL MU

Mapametpbl 3anpoca

Mapamertp

action-adware

action-dialers

action-hacktools

action-incurable-
files

action-infected-
archive

action-infected-
boot

action-infected-
container

OnucaHue

[JeWcTBre Npu 06HapY>XeHUN peknaMHbIX NPorpamMm:
e delete — yaanatb,

e ignore — WUrHOpPUPOBATb,

e quarantine — nepemeuwaTb B KapaHTtuH
[JevictBre npu obHapy>xeHn NporpaMmM A03BOHa:
e delete — yaanatp,

e ignore — UrHOPUPOBATb,

e quarantine — nepemeltatb B KapaHTuH
[JevctBre Npu o6Hapy>XeHNN NporpaMm B3JoMa:
e delete — yaanatb,

e ignore — UrHOPUPOBATb,

e quarantine — nepemewaTb B KapaHTtvH

[JleicTBME MPU HEBO3MOXHOCTU JIeUeHMs 3apakeHHOro obbekTa:

e delete — yaanartb,

e quarantine — nepemeliats B KapaHTvH
[JeWctBre Npu 06HapYy>XeHNN MHGULIMPOBaHHbIX apXMBOB:

e delete — yaanatb,

e quarantine — nepemeLliats B KapaHTuH

[evicTBMe Mpu 06HapPYXXEHWUN UHOULIMPOBAHHBIX 3arPy30UHbIX
CeKTOpOoB:

e cure — JIeYUTb,

e report — OTnNpaBATb onoBeLlieHne Ha Cepsep Dr.Web

[JevctBre nNpu 06HapPYeHUN MHOULMPOBaHHbBIX GaitI0BbIX
KOHTEVHEepOB:

e delete — yaanartb,

e quarantine — nepemeLiatb B KapaHTvH

4. Paborta co cTaHUMAMMU
3anyck CKaHMPOBaHUA CTaHLUN

O6sa3aTe/N1bHbIN

HeT

HEeT

HEeT

HeT

HeT

HEeT

HeT

PykoBogctBo no Web API

80



A7

-
g

A
d
A

Mapametp

action-infected-
files

action-infected-

mail

action-jokes

action-riskware

action-
suspicious-files

reboot

OnucaHue

[elictBMe Npu 06Hapy>XeHUN NHAULWMPOBAHHBIX PpainnoB:
e cure — JIeUNTb,

e delete — yaanatb,

e quarantine — nepemewaTb B KapaHTvH

[JevictBre Npn 06HapPY>XeHNN MHOULIMPOBAHHBIX MOUTOBbIX
dannos:

e ignore — WUIHOPUPOBATb,
e quarantine — nepemeliaTb B KapaHTuH,

e report — coobuatb
[JeWcTBre Npu 06Hapy>XeHU NPOrpaMM-LLyToK:

e delete — yaanatb,
e ignore — WUrHOpPUPOBATb,

e quarantine — nepemeLiats B KapaHTuH

[evicTBMe NMpu 06Hapy>XEHWN NMOTEHLMAIbHO OMaCHbIX MPOrPamMM:

e delete — yaanatb,
e ignore — WUrHOPUPOBATb,

e quarantine — nepemMewaTb B KapaHTuH

[elicTBMe Npu 06HapyXXeHWUN NMOAO3PUTENbHBIX haliNoB:

e delete — yaanatb,
e ignore — UrHOPUPOBATB,

e quarantine — nepemewaTb B KapaHTvH

NaeHtTndvkaTop CTaHumm.

MapameTp MOXeT HbiTb YKa3aH B 3aMpoCe HeorpaHUYeHHoe
KOJINYECTBO pa3 AAs 3amnycka CKaHMPOBAaHMWA Ha HECKO/bKUX
CTaHUMAX OAHOBPEMEHHO.

3asaHvie aBTOMaTUUECKOW Nepe3arpysku KOMMbroTepa
No/ib30BaTeNs NMOC/AE OKOHUAHWS CKAHUPOBAHWSA, eCv B
npouecce NPoBepKM 6biIM 0BHapPYKeHbl MHGULMPOBaHHbIE
06beKTbl, A/ 3aBEPLUEHNS JIeUeHUs KOTOPbIX TpebyeTcs
nepesarpyska ornepaLyioOHHOM CUCTeMbI.

Jonyctumble 3HaveHuna: yes | no.

4. Paborta co cTaHUMAMMU
3anyck CKaHMPOBaHUA CTaHLUN

0O6sa3aTe/ibHbIN

HEeT

HeT

HeT

HEeT

HEeT

aa

HEeT

PykoBogctBo no Web API
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3anyck CKaHMPOBaHUA CTaHLUN

A
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Mapametp OnucaHue O6s3aTesbHbI

type Tvn ckaHMpoBaHWS. HeT

Jonyctumble 3HaveHus:
e full — MOJNHOE CKaHMpPOBaHMe,
e gquick — HbICTPOE CKaHMPOBaHWe.

Mo ymonuanuto: quick.

NMpumep 3anpoca

https://192.168.1.1:9081/api/stations/start-scanner.ds?id=1001&1d=1002

Huxxe npeacraBneHbl npuMepsl otBeToB B Gopmate XML 1 B dopmate JSSON.

OtBet B popmare XML
<drweb-es-api api version="4.3.0" timestamp="1587457437" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<stations total="2">
<station id="1001" status="initiated"/>
<station id="1002" status="failed"/>

</stations>
</drweb-es-api>

OnucaHue napamerpoB orBeTtHoro XML

DNEMEHT <stations /> COAEPXUT MHOOPMALMIO O 3anycke CKaHMPOBAHUA Ha CTaHLMSAX,
yKa3aHHbIX B 3anpoce.

ATpunOyT 31eMeHTa <stations />
ATpubyr OnucaHue
total O6blee KONNYeCTBO CTaHUWI B OTBETE

® DNIEMEHT <station /> COAEPXUT MHGOPMALMIO O 3aMycke CKAHMPOBAHUSA KOHKPETHOM
CTaHUuM.

ATpnbYTbl 3NEMEHTA <station />:
ATtpnbyr OnucaHue

id VaeHtndurkaTop ctaHumm

PykoBogctBo no Web API
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4. Paborta co cTaHUMAMMU
3anyck CKaHMPOBaHUA CTaHLUN

AtpubyTr OnucaHue

status CraTyc 3anycka yAaseHHOro CKaHMpOBaHWA:

e delayed — 3anycK CKaHMPOBAHWS OTNOXEH,
e failed — 3anyck CKAHMPOBaHWSA 3aBEPLLWACS C OLIMOKOM,

e initiated — CKaHUpPOBaHWE VHULMPOBAHO.

OTBet B popmate JSON

{ "head": {
"status": true,
"timestamp": 1587458243,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "b35d999d-9212-481d-af8c-8551¢c4113383"}},
"data": {
"total": 2,
"list": {
"1002": "failed",
"1001": "initiated"}}}

OnucaHue napameTpoB oTBeTHoro JSON

BaoK data coaepXunT MHPoOpMaLMIO O 3anycke CKAHWPOBAHMA Ha CTAHLMAX, YKa3aHHbIX B
3anpoce.

dnemMeHTbl 610Ka data:

HasBaHue nons OnucaHue
total Oblee KONNYeCTBO CTaHUWI B OTBETE
list Bnok ¢ pesynbtatamMu 3anycka CKaHUPOBaHUSA AN KaXAOW CTaHLMK

e DjleMeHTbl 6J10Ka 1ist:

HasBaHue nonsa OnucaHue
NaeHtndvkaTop CraTyc 3anycka yfaseHHOro CkaHUpOBaHWA:
CTaHUMn

e delayed — CKaHUPOBaHWE OT/IOXEHO,
e failed — CKaHVpPOBaHWE 3aBEPLUNIOCH C OLINOKOW,

e initiated — CKaHMpPOBaHWE VHNLMMPOBAHO.

PykoBogctBo no Web API
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3anyck nepesarpysku ctaHLu

Mapametpbl 3anpoca

Mapametp OnucaHue O6s3aTesibHbIN
delay Mepwvog 3a4epKKn A/is nepe3arpy3ki CTaHLUMN B CEKYHAAX. HeT

Ecnn napameTp He nepegaH, CTaHums OyaeT nepesarpyxeHa ¢
3ajep>xkoi B 60 cekyHa.

id NaeHTndvkaTop CTaHLmm. Ja
MapameTp MOXeT BbITb yKazaH B 3aMpoce HeorpaHUuyeHHoe
KONNYECTBO pa3 A/1A nepe3sarpy3ki HECKOAbKUX CTaHLWIA

0ZHOBPEMEHHO.

message CoobLueHne NoNb30BaTENO B MPOU3BOJIbHON GOpPMe O MpuuvHe  Aa
nepesarpysku

Mpumep 3anpoca

https://192.168.1.1:9081/api/stations/reboot.ds?id=d071625¢c-d21d-b211-9bc4d-
bc02713bf843amessage=reboots20now

Huxxe npeacraBneHbl npumMepsl otBeToB B Gopmate XML 1 B dopmate JSSON.

OtBet B popmare XML

<drweb-es-api api version="4.3.0" timestamp="1582030328" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<stations total="1">
<station id="d071625c-d21d-b211-9bc4-bc02713b£843" status="failed"/>
</stations>
</drweb-es-api>

OnucaHune napamertpos orBeTHoro XML

DNEMEHT <stations /> COLEPXUT MHOOPMALIMIO O 3anycke nepe3arpyskv Ha CTaHLUAX,
yKa3aHHbIX B 3anpoce.

PykoBogctBo no Web API
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3anyck nepesarpy3sku CTaHLUUMU

ATpnbYT 31eMeHTa <stations />
ATpubyr OnucaHue
total Oblee KONNYeCcTBO CTaHUWI B OTBETE

® DNIeMEHT <station /> COAEPXUT MHPOPMALMIO O 3anycke nepe3arpyskn KOHKPETHOM
CTaHUMN.

ATpnbyTbl aNEMEHTa <station />:

AtpubyTr OnucaHue
id Nperntndurkatop ctaHumm
status CraTyc 3anycka nepesarpysku CTaHUmK:

e failed — owwubKa NpK NOMbITKE 3aMyCTUTL Nepe3arpysky,

e initiated — nepesarpyska VHULMMPOBAHA.

OtBet B popmare JSON

{ "head": {
"status": true,
"timestamp": 1582030585,
"api": |
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "eaela652-96d5-48fd-9169-4788a03688b8"}},
"data": {
"total": 1,
"list": {
"d071625¢c-d21d-b211-9bcd-bc02713b£f843": "failed"}}}

OnucaHuve napametpoB oteetHoro JSON

BAOK data coaepXXmT MHOPMaLMIO O 3anycke nepesarpysky Ha CTaHLMAX, yKa3aHHbIX B
3anpoce.

SneMeHTbl 610Ka data:

HassaHue nonsa OnucaHue
total ObLee KONMYECTBO CTaHLMIA B OTBETE
list Bnok ¢ pesynbTatamu 3anycka nepesarpysku Ana KaXKaomn cTaHLmm

PykoBogctBo no Web API
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3anyck nepesarpy3sku CTaHLUUMU

e JieMeHTbl 610Ka 1ist:

HassaHue nons OnucaHue
NaeHtndvkaTop CraTyc 3anycka nepesarpysku CTaHUmW:
CTaHUMmn

e failed — owwubKa NP NOMbITKE 3aMyCTUTL Nepe3arpysky,

e initiated — nmepesarpyska VHULMMPOBaHA.

3anyck 0o6HOB/IeHUA KOMMNOHEHTOB Ha CTaHL,UU

Mapametp 3anpoca

Mapametp OnucaHue O6s3aTesbHbI
id VaeHTndurkaTop ctaHumm. Aa
MapameTp MOXeT ObITb yKa3aH B 3anpoce HeorpaHWYeHHoe

KOnn4ecTBoO pa3 anAa 06HOBNEHMS KOMMOHEHTOB Ha HECKOJIbKIMX
CTaHUMAX O4HOBPEMEHHO.

Mpumep 3anpoca

https://192.168.1.1:9081/api/stations/update-components.ds?id=d071625c-d21d-
b211-9bc4-bc02713b£843

Hwuxe npeacraBneHbl npuMepsl otBeToB B hopmate XML 1 B dopmate JSSON.

OtBet B popmarte XML

<drweb-es-api api version="4.3.0" timestamp="1582030328" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<stations total="1">
<station id="d071625c-d21d-b211-9bc4-bc02713b£843" status="initiated"/>
</stations>
</drweb-es-api>

OnucaHve napamerpoB orBeTtHoro XML

DNeMeHT <stations /> COAEPXMUT MHGOPMALMIO O 3anycke OBHOBAEHMA KOMMOHEHTOB Ha
CTaHUMAX, YKa3aHHbIX B 3anpoce.

PykoBogctBo no Web API
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ATpnbYT 31eMeHTa <stations />
ATpubyr OnucaHue
total Oblee KONNYeCcTBO CTaHUWI B OTBETE

® D/IeMeHT <station /> COAEPXMT MHPOPMaLMIO O 3anycke O6HOBAEHNA KOMMOHEHTOB
KOHKPETHOM CTaHLUW.

ATpnbyTbl aNEMEHTa <station />:

AtpubyTr OnucaHue
id Nperntndurkatop ctaHumm
status CraTyc 3anycka 0H6HOB/IEHWS KOMMOHEHTOB!

e delayed — OBHOBIEHME OTNIOXEHO,
e failed — 3anyck 06HOBNEHMWA 3aBEPLUMACA C OLLNOKOW,

e initiated — OBHOBNEHWE UHALMMPOBAHO.

OtBet B popmare JSON

{ "head": {
"status": true,
"timestamp": 1582030585,
"api": |
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "eaela652-96d5-48fd-9169-4788a03688b8"}},
"data": {
"total": 1,
"list": {
"d071625¢c-d21d-b211-9bcd-bc02713b£f843": "initiated"}}}

OnucaHuve napametpoB oteetHoro JSON

BA0K data coaep>XuT UHGOPMaLMIO O 3amnycke O6HOBAEHNS KOMMOHEHTOB Ha CTaHLMSAX,
yKa3saHHbIX B 3anpoce.

SneMeHTbl 610Ka data:

HasBaHue nons OnucaHue
total Obuee KOMYECTBO CTaHUMIA B OTBETE
list bnok c pesynbtatamu 3anycka 0O6HOB/IEHMS KOMMOHEHTOB A1 KaXkA0W CTaHLmK

PykoBogctBo no Web API
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3anycx 06HOB/IeHNA KOMIMOHEHTOB Ha CTaHUUUn

e JieMeHTbl 610Ka 1ist:

HassaHue nonsa OnucaHue
Naentndurkatop CraTyc 3anycka 06HOB/IEHVA KOMMOHEHTOB:
CTaHUuK

e delayed — OB6HOB/IEHNE OTIIOXEHO,
e failed — 3anyck 06GHOBEHWs 3aBEPLUUICSA C OLUMOKON,

e initiated — 06HOB/IEHNE MHULMMPOBAHO.

FlonyquMe CMUUCKa yCTaHaB/INBa€éMbIX KOMIMNOHEHTOB

Mapametp 3anpoca

Mapametp OnucaHue O6s3aTesbHbI
id VaeHTndurkaTop ctaHumm. Aa
MapameTp MOXeT ObITb yKa3aH B 3anpoce HeorpaHWYeHHoe

KONn4ecCTBO pa3 Anda nosiydeHna CrMCKOB yCTaHaB/IMBAaEMbIX
KOMIMOHEHTOB ANd HECKOJIbKMX CTBHLI,I/II7I OHOBPEMEHHO.

ByseT cofepKaTbCs CMUCOK YCTaHaBANBAEMbIX KOMMOHEHTOB, @ ANs APYrX CTaHLMIA CrIMCOK
6yzeT nycr.

G B oTBETHOM AOKYMEHTE ANA CTaHUMKA, paboTatoLwmx nog onepaumoHHol cuctemoi Windows,

NMpumep 3anpoca

https://192.168.1.1:9081/api/stations/components.ds?id=1001&1d=1002

Huxxe npeacrasneHbl npuMepsl otBeToB B Gopmate XML 1 B dopmate JSSON.

OtBet B popmarte XML

<drweb-es-api api version="4.3.0" timestamp="1589406721" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<stations total="2">
<station id="1001">
<components total="11" inherited="true" inherited group id="20e27d73-d21d-b211-

a788-85419c46f0e6" inherited group name="Everyone">

<component code="4" name="Dr.Web Scanner for Windows" status="1"/>

<!-- etc. Skipped in documentation —-->

PykoBogctBo no Web API
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<component code="37" name="Dr.Web Agent Scanner for Window" status="2"/>
</components>
</station>
<station id="1002">
<components total="11" inherited="true" inherited group id="20e27d73-d21d-b211-
a788-85419c46f0e6" inherited group name="Everyone">
<component code="4" name="Dr.Web Scanner for Windows" status="1"/>

<!-- etc. Skipped in documentation -->
<component code="37" name="Dr.Web Agent Scanner for Window" status="2"/>
</components>
</station>
</stations>

</drweb-es-api>

OnucaHve napamerpoB otsetHoro XML

DNEMEHT <stations /> COLEPXKUT CMUCOK YCTaHABIMBAEMbIX KOMMOHEHTOB Ha CTaHLMAX,
yKa3aHHbIX B 3anpoce.

ATpnbYT 31eMeHTa <stations />
ATpubyT OnucaHue
total Obuee KOAMUECTBO CTaHLUMIM B OTBETE

e DJIeMEHT <station /> COAEPXUT MHPOPMALIMIO O KOHKPETHOWN CTaHLMNK.

ATpnbyT 31eMeHTa <station />
ATtpnbyr OnucaHue
id Nperntndurkatop cTaHumm

B DNeMeHT <components /> COAEPXUT I/IHq)OpMaLl,VII'O 060 BCcex YCTaHaBJIMBae€MbIX
KOMMOHEHTaX Ha CTaHLUWNW.

ATpnbyTbl 31€MEHTA <components />

Atpubyr OnucaHue

total ObLee KONMUECTBO YCTaHaBAMBAEMbIX KOMMOHEHTOB Ha CTaHLmK

inherited Ecnun npuHvmaeT 3HaueHne true, TO KOMMOHEHTbI YHacaeA0BaHbl OT
POAUTENbCKOW rpynMbl, ecan false — napamMeTpbl KOMMOHEHTOB 3aaHbl
VHAVIBUAYANbHO.

inherited_group_id NaeHTMdrKaTOp POANTENLCKON rPyNMbl, OT KOTOPOW YHaceL0BaHb!

napameTpbl KOMMOHEHTOB.
Ecnv atpmbyT inherited NpuUHUMaeT 3HaueHve false, TO 3HaUEHME
JaHHOro aTpmbyTa ByaeT nycTbiM.

PykoBogctBo no Web API
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ATpubyr OnucaHue

inherited_group_name  Ha3BaHve poAWTeNbCKOW FPynMbl, OT KOTOPOW YHacne0BaHbl NapaMeTpbl
KOMMOHEHTOB.
Ecnv atpmbyT inherited NpuUHUMaeT 3HaueHve false, TO 3HaUYeHWe
JaHHoro atpubyTa ByaeT nycTbiM.

® DleMeHT <component /> COAEPXUT NMNapamMeTpPbl KOHKPETHOro yCtTaHaB/iMBaeMoro
KOMMNOHEHTAa.

ATpM6yTbI 3JIEMEHTA <component />.

ATpubyr OnucaHue

code Yucnosow Koz komrnoHeHTa (cM. Mpunoxerne b2. Kozabl KOMOOHEHTOB)
name Ha3saHune komnoHeHTa (cMm. MNMpunoxerve b2. Koabl KOMOOHEHTOB)
status CraTyc KOMMOHeHTa:

2 — KOMMOHEHT A0JIXEH ObITb YCTaHOBJIEH,
1 — KOMMOHEHT MOXET 6bITh YCTaHOBJIEH,

0 — KOMMOHEHT He A0J/1>KEH ObITb YCTaHOBJIEH.

OtBet B popmate JSON

{ "head": {
"status": true,
"timestamp": 1589406940,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "b35d999d-9212-481d-af8c-8551c4113383"}},
"data": {
"total": 2,
"list": [
{"components": [
{"code": 4,
"name": "Dr.Web Scanner for Windows",
"status": 1},
{"code": 37,
"name": "r.Web Agent Scanner for Windows",
"status": 2}1],
"inherited": true,
"inherited group id": "20e27d73-d21d-b211-a788-85419c46£f0e6",
"inherited group name": "Everyone",
"station id": "1001"},

PykoBogctBo no Web API
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{"components": [
{"code": 4,
"name": "Dr.Web Scanner for Windows",
"status": 1},
Bear
{"code": 37,
"name": r.Web Agent Scanner for Windows",
"status": 2}1],
"inherited": true,
"inherited group id": "20e27d73-d21d-b211-a788-85419c46f0e6",
"inherited group name": "Everyone",
"station id": "1002"}]}}

OnucaHue napamerpoB orBeTtHoro JSON

bnok data COAEPXKUT CNNCOK YyCTaHaBAMBaeMbIX KOMMOHEHTOB Ha CTaHUMAX, YKa3aHHbIX B
3anpoce.

SneMeHTbl 6J0Ka data:

HasBaHue nona OnucaHue

total

list

ObLiee KOMYECTBO CTaHUMA B OTBETE

Maccus ¢ MHq)OpMaLLMEVI o060 Bcex yCTaHaBJIMBAa€MbIX KOMMNOHEHTax ANA Ka)KD,OVI
CTaHUMM

e J1eMeHTbl 06BEKTOB B MacCMBE 1list:

HasBaHue nonsa OnucaHue

components MaccvB ¢ napameTpamu A1 KaXkAoro ycTaHaB/lMBAaEMOro KOMIMOHEHTa

KOHKPETHOW CTaHLmu

inherited Ecnun npuHvmaeTt 3HaueHne true, TO KOMMOHEHTbI YHacaeA0BaHbl OT
POAUTENbCKOW rpynMbl, ecnn false — NapamMeTpbl KOMMOHEHTOB 3aaHbl
VHAVIBUAYANbHO.

inherited_group_id NpeHTMdrKaTOp POANTENLCKON FPyMMbl, OT KOTOPOW YHaceL0BaHbI

rnapameTpbl KOMMNOHEHTOB.
[JaHHbIli aneMeHT byaeT oTCyTCTBOBaTh, €C/IM 3NeMEHT inherited
NnpuHMUMaeT 3HaueHne false.

inherited_group_name Ha3BaHve poaunTenbCKoW rpynmbl, OT KOTOPOK yHacaeAoBaHbl MapamMeTpbl

KOMMOHEHTOB.
[JaHHbIli aneMeHT byaeT OTCYyTCTBOBAaTb, €C/IM 3NeMeHT inherited
NPUHVMaeT 3HaveHve false.

station_id NaeHTndurkaTop CTaHLmm

PykoBogctBo no Web API
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o J7eMeHTbl 06beKTOB B MaccMBe components:

HassaHue nons OnucaHue

code Yucnosoli Koz kKoMMnoHeHTa (cM. Mpunoxxerne b2. Kozbl KOMOOHEHTOB)
name Ha3BaHuve koMnoHeHTa (cM. MpunoxxeHne b2. Koabl KOMOOHEHTOB)
status CraTyCc KOMMOHeHTa:

2 — KOMIMOHEHT JO/IKEH ObITb YCTAHOBAEH,
1 — KOMMOHEHT MOXeT ObITb YCTaHOBJIEH,

0 — KOMIMOHEHT He JOoJIXeH ObiTb YCTaHOBAEH.

I'IonyquMe CNMUUCKa YCTAHOBJI€EHHbIX KOMIMOHEHTOB

MapameTp 3anpoca

Mapametp OnucaHue O6s3aTesibHbIN
id NaenmdrkaTtop cTaHumm. Aa

MapameTp MOXeT HbiTb YKa3aH B 3aMpoOCe HeOrpaHUYEHHOE
KOJINYECTBO pa3 AN MOJYYEHUS CMIMCKOB YCTaHOBIEHHbIX
KOMTOHEHTOB A/1s HECKOJIbKUX CTaHLMIA OJHOBPEMEHHO.

Mpumep 3anpoca

https://192.168.1.1:9081/api/stations/installed-components.ds?i1d=1002

Huxxe npeacrasneHbl npumMepsl otBeToB B Gopmate XML 1 B dopmate JSSON.

OtBet B popmare XML

<drweb-es-api api version="4.3.0" timestamp="1589406161" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<stations total="1">
<station id="1002">
<components total="11">

<component code="144" name="Preventive protection" installed="1589374270"
path="C:\Program Files\DrWeb" server=""/>

<!-- etc. Skipped in documentation —->

PykoBogctBo no Web API
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<component code="154" name="Application Control" installed="1589388768"
path="C:\Program Files\DrWeb" server=""/>
</components>
</station>
</stations>
</drweb-es-api>

OnucaHve napamerpoB oteetHoro XML

DNEMEHT <stations /> COLEPXKUT CMUCOK YCTAHOBNEHHbIX KOMMOHEHTOB Ha CTaHLMAX,
yKa3aHHbIX B 3anpoce.

ATpnbYT 31eMeHTa <stations />
ATpubyT OnucaHue
total ObLlee KOAMUECTBO CTaHLUMM B OTBETE

e DJIeMEHT <station /> COAEPXUT MHPOPMALIMIO O KOHKPETHOWN CTaHLMNK.

ATpnbyT 31eMeHTa <station />
ATtpnbyr OnucaHue
id Nperntndurkatop cTaHumm

B DNeMeHT <components /> COAEPXUT I/IHq)OpMaLl,VII'O 060 BCex YCTaHOBJIEHHbIX
KOMMOHEHTaX Ha CTaHLUWNW.

ATpnbYT 31eMeHTa <components />:
Atpubyr OnucaHue
total ObLee KONMYECTBO YCTaHOB/IEHHbIX KOMMOHEHTOB Ha CTaHLM

= JeMeHT <component /> COAEPXUT MapamMeTpbl KOHKPETHOIO YCTaHOB/JIEHHOTO
KOMMNOHEHTa.

ATpI/I6yTbI 3JIEMEHTA <component />.

ATpubyT OnucaHue

code YuncnoBolt kog KoMnoHeHTa (cM. Mpunoxxerne 52. Kozabl KOMMNOHEHTOB)
name Ha3saHwue komnoHeHTa (cMm. MNMpunoxxerve b2. Koabl KOMOOHEHTOB)
installed Bpems ycTaHOBKM KOMMOHEHTa

path MyTb YCTaHOBKM J@HHOTO KOMMOHEHTa

PykoBogctBo no Web API



A
d
A

-
fe‘r 4. Pa6oTa CO CTaHLUAMU
MonyueHne cNMcKa yCTaHOB/EHHbIX KOMMOHEHTOB

-
~

ATpubyT OnucaHue

server Appec Cepsepa Dr.Web, ¢ koToporo 6bin ycTaHOBAEH AaHHbIA KOMMOHEHT.
[ns KOMNOHEHTOB, ycTaHOBJ/IEHHbIX C Tekyliero Cepsepa Dr.Web, atpubyt
server COAEPXUT MyCTOe 3HaUeHVe.

OtBet B popmare JSON

{ "head": {
"status": true,
"timestamp": 1589406077,
"api": |
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "b35d999d-9212-481d-af8c-8551¢c4113383"}},

"data": {
"total": 1,
"list": [{
"components": [

{"code": 144,
"installed time": 1589374270,

"name": "Preventive protection",
"path": "C:\\Program Files\\DrWeb",
"Server": ""},

{"code": 154,
"installed time": 1589388768,

"name": "Application Control",
"path": "C:\\Program Files\\DrWeb",
"Server": ""}:| ,

"station id": "1002"}]}}

OnucaHue napameTpoB oTBeTHoro JSON

bnok data COAEPXUT CMNNCOK YCTAaHOBNAEHHbBIX KOMMOHEHTOB Ha CTaHUMAX, YKa3aHHbIX B
3anpoce.

dnemMeHTbl 610Ka data:

HasBaHue nons OnucaHue

total Oblee KONNYeCTBO CTaHUWI B OTBETE

list MaccuB ¢ nHpopmaumeli 060 BCex YCTaHOBJIEHHbIX KOMMOHEHTaX ANs KaXkaoW
CTaHumM

PykoBogctBo no Web API
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e J/leMeHTbl 06 BHEeKTOB B MacCUBe list:
HasBaHue nonsa OnucaHue

components MaccvB ¢ napaMeTpamMm A5 KaXgoro yCTaHOBJIEHHOTO KOMMOHEHTa Ha
KOHKPETHOW CTaHUmK

station_id NaeHTndurkaTop CTaHumm

o DleMeHTbl 06 bEKTOB B MaCCUBE components:

HassaHue nons OnucaHue

code Yucnosol Koz koMnoHeHTa (cM. Mpunoxxerne b2. Kosbl KOMOOHEHTOB)
installed_time Bpemsa ycTaHOBKM KOMMOHeHTa

name Ha3BaHve koMnoHeHTa (cm. Mpunoxenne b2. Kosbl kOMOOHeHTOB)

path MyTb ycTaHOBKM aHHOrO KOMMOHEHTa

server Aspec Cepaepa Dr.Web, ¢ koToporo 6bii1 ycTaHOB/IEH AaHHbIA KOMMOHEHT.

[na KOMNOHEHTOB, ycTaHOBAEHHbIX C Tekyllero Cepsepa Dr.Web, atpubyt
server COAEPXMWT NYCTOe 3HaYEHVe.

FlonyquMe CMUUCKa 3anyuléHHbIX KOMMNOHEHTOB

Mapametp 3anpoca

Mapametp OnucaHue O6s3aTesnbHbI
id VaeHTndurkaTop ctaHumm. Aa

MapamMeTp MOXeT 6biTb yKka3aH B 3aMpoce HeorpaHUYeHHoe
KOJIMYECTBO pa3 ANs MONYUYEHUS CTMIUCKOB KOMMOHEHTOB,
3anyLLeHHbIX B AaHHbIN MOMEHT, A1l HECKObKMX CTaHLMI
OfHOBpPEMEHHO.

Mpumep 3anpoca

https://192.168.1.1:9081/api/stations/running-components.ds?id=1002

Hwuxe npeacraBneHbl npuMepsl otBeToB B hopmate XML 1 B dopmate JSSON.

PykoBogctBo no Web API
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OtBet B popmare XML

<drweb-es-api api version="4.3.0" timestamp="1589407134" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<stations total="1">
<station id="1002">
<components total="7">
<component code="30" name="Dr.Web Agent for Windows" params=""
started="1589403171" type="8" user="NT AUTHORITY\SYSTEM"/>
<!-- etc. Skipped in documentation -->
<component code="38" name="SpIDer Gate for Windows workstations" params=""
started="1589403177" type="8" user="NT AUTHORITY\SYSTEM"/>
</components>
</station>
</stations>
</drweb-es-api>

OnucaHve napamerpoB orBeTtHoro XML

DNIEMEHT <stations /> COAEPXKUT CMNCOK 3anyLleHHbIX KOMMOHEHTOB Ha CTaHUUAX, YKa3aHHbIX
B 3anpoce.

ATpnbYT 31eMeHTa <stations />
ATpubyt OnucaHue
total Oblee KONNYECTBO CTaHUMIM B OTBETE

e D/IEMEHT <station /> COAEPXKUT |/|Hc|)opmau,|/|+o o KOHKpGTHOI7I CTaHUMN.

ATpuOYT 31eMeHTa <station />
ATtpnbyr OnucaHue
id VaeHtndurkaTop crtaHumm

8 DNEMEHT <components /> COAEPXUT MHPOPMaLMIO 060 BCeX 3anyLLEeHHbIX KOMMOHEHTax
Ha CTaHLUUWN.

ATpI/I6yT 3JIEMEHTA <components />.
ATpunbyr OnucaHue
total ObLLee KONMYECTBO 3anyLLEHHbIX KOMMOHEHTOB Ha CTaHLMW

® JNeMeHT <component /> COAEPXUT |/|Hc|>opmau,|/|+o O KOHKpPETHOM 3anyLlweHHOM
KOMMNOHeHTE.

PykoBogctBo no Web API
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ATpl/I6yTbI 3/1eMeHTa <component />!

ATpubyr OnucaHue

code YucnoBow Koz komrnoHeHTa (cM. Mpunoxerne b2. Kozabl KOMOOHEHTOB)
name Ha3saHune kommnoHeHTa (cMm. MNMpunoxerve b2. Koabl KOMOOHEHTOB)
params MapameTpbl 3amnycka KOMMOHEHTa

started Bpems 3anycka KOMMOHeHTa

type Crnoco6 3anycka KOMMOHEHTa:

1 — 3anyLleH BpyyuHyto,
2 — 3anylueH No pacrnucaHmio,
4 — 3anyleH noib3oBaTeseM,

8 — 3anyLLeH Kak cay>xebHbI npoLecc.

user MNonb3oBaTtenb CTaHUMKN, OT MMEHN KOTOPOTO 6611 3anyweH KOMMOHEHT

OtBet B popmare JSON

{ "head": {
"status": true,
"timestamp": 1589407122,
"api": |
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "b35d999d-9212-481d-af8c-8551¢c4113383"}},

"data": {
"total": 1,
"list": [{
"components": [

{"code": 30,
"name": "Dr.Web Agent for Windows",
"params": "",
"pid": "30",
"started time": 1589403171,
"type": 8,
"user": "NT AUTHORITY\\SYSTEM"},

7

{"code": 38,

"name": "SplIDer Gate for Windows workstations",
"params": "",

"pid": "38",

"started time": 1589403177,

"type": 8,

"user": "NT AUTHORITY\\SYSTEM"}],

"station id": "1002"}]1}}

PykoBogctBo no Web API
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OnucaHue napamerpos orseTtHoro JSON

bnok data COAEPXKUT CNNCOK 3anyLleHHbIX KOMMOHEHTOB Ha CTaHUWAX, YKa3aHHbIX B 3anpoce.

SneMeHTbl b0Ka data:

HasBaHue noas

total

list

OnucaHue
Obulee KOAMUECTBO CTaHLUMM B OTBETE

MaccmnB ¢ nHpopmaumeli 060 BCex 3anyLeHHbIX KOMMOHEHTaX A5 KaXaoM
CTaHUMm

e J/leMeHTbl 0ObeKTOB B MacCUBE 1ist:

HasBaHue nonsa

components

station_id

OnucaHue

Maccus ¢ napamMeTpamMun AnAa Kaxgoro 3anyweHHOro KOMrnoHeHTa Ha
KOHKPETHOVI CTaHUMn

VaeHtndurkaTop ctaHumm

o DleMeHTbl OO6BbEKTOB B MAaCCUBE components:

HasBaHune nons OnucaHue

code Yuncnosor ko kKoMnoHeHTa (cm. MpunoxkeHne B2. Kosbl KOMMNOHEHTOB)
name HasaHve komMnoHeHTa (cM. MpunoxxeHne b2. Koabl KOMOOHEHTOB)
params [MapameTpbl 3anycka KOMMOHEHTa

pid MaeHTndurkatop npouecca Ha cTaHUmK

started_time

type

user

Bpems 3anycka KOMMOHeHTa

Cnoco6 3anycka KOMMOHeHTa:

1 — 3anyLeH BPYyYHyto,
2 — 3anylueH No pacrnmcaHmto,
4 — 3anyLleH noib3oBaTeseM,

8 — 3anyLeH Kak cy>xebHbIi npoLecc.

[Tonb3oBaTens CTaHUMKN, OT MMEeHN KOTOPOTOo 6b11 3anyuleH KOMMNOHEeHT

PykoBogctBo no Web API
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NMonyueHue cnucka NporpaMMHbIX MOAY/1EN

Mapametp 3anpoca

Mapametp OnucaHue O6s3aTesibHbIN
id NaenmdrkaTop cTaHumm. aa

MapameTp MOXeT BbITb yKa3aH B 3aMpoce HeorpaHUYeHHoe
KONNYeCTBO pas3 A/1A MOJyYeHMs CMINCKOB MPOrpamMMHbIX
MoZyNel aHTUBMPYCHBIX KOMMOHEHTOB ANl HECKObKMUX CTaHLMAX
OfHOBpPEMEHHO.

NMpumep 3anpoca

https://192.168.1.1:9081/api/stations/modules.ds?id=1001

Hwu>xe npeactaBneHbl npuMepbl otBeToB B dopmate XML n B dopmate JSON.

OtBet B popmare XML

<drweb-es-api api version="4.3.0" timestamp="1580314534" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<stations total="1">
<station id="1001">
<modules total="30">

<module name="drweb32.dll" version="7.00.46.03050" created="1587553046"
modified="1587553046" hash="2e6df87878901996d4fa258705ec5524" file size="4672776"
file owner="BUILTIN\Administrators:win7-pro-x64-ru\None @ WIN7-PRO-X64-RU"/>

<module name="vrcpp.dll" version="01.415.00" created="1587553026"
modified="1587553026" hash="8ff2146889%ec54d688bb392542fab7el" file size="13252960"
file owner="BUILTIN\Administrators:win7-pro-x64-ru\None @ WIN7-PRO-X64-RU"/>

<!-- etc. Skipped in documentation -->

<module name="install-notifier.exe" version="12.5.0.08271"
created="1587553023" modified="1587553023" hash="b25765c138c450be5c32f2b7ce2bffae"
file size="3177352" file owner="BUILTIN\Administrators:win7-pro-x64-ru\None @ WIN7-PRO-
X64-RU" /> a

</modules>
</station>
</stations>

</drweb-es-api>

PykoBogctBo no Web API
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OnucaHve napamerpoB orBeTtHoro XML

D/IEMEHT <stations /> COAEPXKUT CNNCOK NPOrpaMmMHbIX Mop,yne17| Ha CTaHUMAX, YKa3aHHbIX B
3anpoce.

ATpunOyYT 31emMeHTa <stations />
ATpubyr OnucaHue
total O6blee KONNMYeCTBO CTaHUWIM B OTBETE

® DNIEMEHT <station /> COAEPXUT MHPOPMALMIO AN KOHKPETHOW CTaHLMW.

ATpnbyT 31eMeHTa <station />
ATpunbyT OnucaHue
id NaeHTndurkaTop CTaHumm

o J/IeMeHT <modules /> COAEPXMUT MHPOPMaLMIO 060 BCeX MPOrpaMMHbIX MOAYAAX Ha
CTaHLMW.

ATpnOYT 31eMeHTa <modules />:
ATpubyT OnucaHue

total ObLiee KONMYECTBO NPOrpaMMHbIX MOAY/El Ha CTaHLMK

" D/IEMEHT <module /> COAEPXMT MapaMeTpbl KOHKPETHOTO MPOTrPaMMHOIO MOAYS.

ATpnbYTbl 3N1EMEHTA <module />:

ATpubyr OnucaHue

name Ha3BaHve dainna

version Bepcus moayns

created [aTa co3ganus moayns

modified [aTa nocnegHero U3MeHeHUs Moy s
hash KoHTposibHas cymma mMogzyns
file_size Pasmep daiina B Hawtax

file_owner Nmsa Bnagensua dainna

PykoBogctBo no Web API
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OtBet B popmare JSON

{ "head": {
"status": true,
"timestamp": 1587562330,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "d43ec7c0-846c-11ea-56fb-d8e582d45004"}},

"data": {
"total": 1,
"list": [{
"modules": [
{"created time": 1587553046,
"description": "Dr.Web Virus-Finding Engine",
"file name": "drweb32.dl1l",
"file owner": "BUILTIN\\Administrators:win7-pro-x64-ru\\None @ WIN7-PRO-X64-
RU",
"file size": 4672776,
"hash": "2e6df87878901996d4fa258705ec5524",
"modified time": 1587553046,
"version": "7.00.46.03050"},
{"created time": 1587553026,
"description": "Vade Retro Antispam Filter",
"file name": "vrcpp.dll",
"file owner": "BUILTIN\\Administrators:win7-pro-x64-ru\\None @ WIN7-PRO-X64-
RU",

"file size": 13252960,

"hash": "8£f2146889%ec54d688bb392542fab7el",
"modified time": 1587553026,

"version": "01.415.00"},

ONZ

{"created time": 1587553023,

"description": "Dr.Web Agent setup",
"file name": "install-notifier.exe",
"file owner": "BUILTIN\\Administrators:win7-pro-x64-ru\\None @ WIN7-PRO-X64-

RU",
"file size": 3177352,
"hash": "b25765c138c450be5c32f2b7ce2bffae",
"modified time": 1587553023,
"version": "12.5.0.08271"}]},
"station id": "1001"}]}}

OnucaHve napametpoB orseTtHoro JSON

bnok data COAEPXUT CMNCOK NPOTrpaMMHbIX Mop,yne|7| Ha CTaHUMAX, YKa3aHHbIX B 3anpoce.

SneMeHTbl 610Ka data:
HasBaHue nona OnucaHue

total Ob6Liee KOMUECTBO CTaHUMA B OTBETE

PykoBogctBo no Web API
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HasBaHue noas OnucaHue

list MaccuB ¢ nHpopmaumelrt 060 Bcex NPOrpamMmHbIX MOAYAAX AA KaXKA0W CTaHLmK

e JleMeHTbl 06beKTOB B MaCCUBE list:

Ha3BaHue nonsa OnucaHue

modules MaccvB ¢ napameTpamu ANs KaXkaoro nporpaMMHOTO MOAYAA KOHKPETHOM
CTaHuum

station_id VaeHTndrKaTOp CTaHUmM

o D/IeMeHTbl 06beKTOB B MACCMBE modules:

HasBaHwue nonsa OnwucaHue

created_time [Jata co3gaHva moayns

description OnwucaHve Moayns

file_name Ha3BaHve daina

file_owner Vims Bnagensua danna

file_size Pasmep daina B H6awnTax

hash KoHTposbHas cymma mopayns
modified_time [aTa nocnesHero u3mMeHeHUs Moayns
version Bepcus moayns

NMonyueHme cnmucka BUPYCHbIX 6a3

Mapametp 3anpoca

Mapametp OnucaHue O6s3aTesbHbI

id

VaeHTndurkaTop ctaHumm. Aa
MapameTp MOXeT ObITb yKa3aH B 3anpoce HeorpaHWYeHHoe

KONIMYECTBO pa3 A/1A NMOJyYeHWs CNNCKOB BUPYCHbIX 6a3 ans
HECKONbKUX CTaHLMWA OJHOBPEMEHHO.

PykoBogctBo no Web API
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NMpumep 3anpoca

https://192.168.1.1:9081/api/stations/bases.ds?id=1001&1id=1002

Hwuxe npeactaBneHbl npuMepbl otBeToB B dopmate XML n B dopmate JSON.

OtBet B popmarte XML

<drweb-es-api api version="4.3.0" timestamp="1582030261" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<stations total="2">
<station id="1001">
<bases total="185">
<base file name="dwpll000.vdb" version="1100" created="1581930715"
viruses="1"/>
<!-- etc. Skipped in documentation -->
<base file name="dwmtoday.vdb" version="1100" created="1581930715"
viruses="5507"/>
</bases>
</station>
<station id="1002">
<bases total="185">
<base file name="dwpll000.vdb" version="1100" created="1581930715"
viruses="1"/>
<!-- etc. Skipped in documentation —->
<base file name="dwmtoday.vdb" version="1100" created="1581930715"
viruses="5507"/>
</bases>
</station>
</stations>
</drweb-es-api>

OnucaHue napameTpoB oTBeTtHoro XML
DNEMEHT <stations /> COAEPXKUT CMUCOK BUPYCHbIX Ba3 Ha CTaHLMAX, yKa3aHHbIX B 3anpoce.
ATpnbYyT 31eMeHTa <stations />

ATpubyT OnucaHue

total Obuee KOAMUECTBO CTaHLUMIM B OTBETE

e DJIEMEHT <station /> COAEPXUT MHPOPMALMIO ANS KOHKPETHOM CTaHLMW.

ATpnbyT 31eMeHTa <station />
ATtpnbyr OnucaHue

id Nperntndurkatop cTaHumm

PykoBogctBo no Web API
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© D/IEMEHT <bases /> COAEPXKNT VIHCI)OpMaLI,I/II-O 060 BCex BUPYCHbBIX 6a3ax Ha CTaHUMW.

ATpnOYT 31eMeHTa <bases />
ATpubyr OnucaHue
total ObLee KONMYECTBO BUPYCHbIX 6a3 Ha CTaHLyK

" J/IeMEeHT <base /> COAEPXMUT NapaMeTpbl KOHKPETHOW BUPYCHOW 6asbl.

ATpnbYTbl aN1EMEHTa <base />

ATpubyT OnucaHue

file_name Ha3BaHune danna BupycHon H6asbl
version Bepcusa Ha3bl

created [JaTa co3gaHusa 6asbl

viruses KonnuectBo BUpYCHbIX 3anvcein B 6ase

OtBet B popmarte JSON

{ "head": {
"status": true,
"timestamp": 1582030518,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "eaela652-96d5-48fd-9169-4788a03688b8"}},

"data": {
"total": 2,
"list": [

{"bases": [

{"created time": 1581930715,
"file name": "dwpl1000.vdb",
"version": "1100",
"viruses": 1},

{"created time": 1581930715,
"file name": "dwmtoday.vdb",
"version": "1100",
"viruses": 5507}],

"station id": "1001"},
{"bases": [

{"created time": 1581930715,
"file name": "dwpl1000.vdb",
"version": "1100",
"viruses": 1},

{"created time": 1581930715,
"file name": "dwmtoday.vdb",

PykoBogctBo no Web API
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"version": "1100",
"viruses": 5507}],
"station id": "1002"}]}}

OnucaHue napametpoB orBeTtHoro JSON

bnok data COAEPXUT CMNCOK BUPYCHbIX 6a3 Ha CTaHUMAX, YKa3aHHbIX B 3anpoce.

SneMeHTbl b0Ka data:

HasBaHue noasa OnucaHue
total Oblee KONNYECTBO CTaHUMI B OTBETE
list MaccrB napameTpoB A/ BCEX BUPYCHbIX 6a3 Ans KaXaol CTaHLmm

e J/leMeHTbl 0ObeKTOB B MacCUBE 1ist:

HasBaHue nons OnwucaHue
bases MaccuvB ¢ napameTpamu 41 Kaxkaol BUPYCHOM 6a3bl KOHKPETHOM CTaHLK
station_id NaeHTndurkaTop CTaHumm

8 DN1eMeHTbl 06BEKTOB B MAaCCUBE bases:

HasBaHwue nona OnucaHue

created_time [Jata co3gaHus 6asbl

file_name HasBaHwve daiina BupycHol 6a3bl
version Bepcus 6a3bl

viruses KonnuectBo BMpYCHbIX 3anu1ceit B 6aze

PykoBogctBo no Web API
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NMonyueHne nHPpopmaL M 0 NPOAYKTaxX Ha CTaHLLUN

Mapametp 3anpoca

Mapametp OnucaHue O6s3aTesibHbIN
id NaenmdrkaTop cTaHumm. aa

MapameTp MOXeT BbITb yKa3aH B 3aMpoce HeorpaHUYeHHoe
KONNYeCTBO pa3 A/1A NoJydYeHusa nHGopMaLmm O MpoayKTax Ha
HECKOIbKNX CTaHUMAX OAHOBPEMEHHO.

NMpumep 3anpoca

https://192.168.1.1:9081/api/stations/products.ds?id=1002

Huxxe npeacraBneHbl npumepsl otBeToB B hopmate XML 1 B dopmate JSSON.

OtBet B popmarte XML

<drweb-es-api api version="4.3.0" timestamp="1587645254" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<stations total="1">
<station id="1002">
<products total="4">

<product code="10-drwbases" modified time="1587620547"
revision="13020200416235234" state code="S" state="Normal state">Dr.Web virus
databases</product>

<product code="10-drwgatedb" modified time="1587620547"
revision="13020200417001112" state code="S" state="Normal state">SpIDer Gate
databases</product>

<product code="10-drwspamdb" modified time="1587620547"
revision="13020200416220812" state code="S" state="Normal state">Dr.Web Anti-spam
databases</product>

<product code="20-drwagent" modified time="1587620547"
revision="13020200415153408" state code="S" state="Normal state">Dr.Web Agent for
Windows</product>

</products>
</station>
</stations>

</drweb-es-api>

PykoBogctBo no Web API
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OnucaHve napamerpoB orBeTtHoro XML

DNEeMEHT <stations /> COAEPXMUT MHGOPMaLMIO 060 BCEX MPOAYKTaX Ha CTaHLMAX, YKa3aHHbIX
B 3anpoce.

ATpunOyYT 31emMeHTa <stations />
ATpubyr OnucaHue
total O6blee KONNMYeCTBO CTaHUWIM B OTBETE

® DNIeMEHT <station /> COAEPXUT MHGOPMALNIO O KOHKPETHOM CTaHLMN.

ATpnbyT 31eMeHTa <station />
ATpunbyT OnucaHue
id NaeHTndurkaTop CTaHumm

o DNIEeMEHT <products /> COAEPXNT MHPOPMaLMIO 060 BCex MPOoAyKTax Ha CTaHLMW.

ATpnbYyT 31eMeHTa <products />:
ATpunbyr OnucaHue
total ObLee KONMUECTBO NPOAYKTOB Ha CTaHLMM

" DNIeMEeHT <product /> COAEPXUT MHGOPMALMIO O KOHKPETHOM MPOAYKTE.

ATpunObyTbl 3N1EMEHTA <product />

ATpubyr OnucaHue

code Kog npoaykta

modified_time [aTa nocnegHero o6HOBAEHNsA peBU3UU
revision Homep pesusum

state_code Kopa coctosiHus o6HOBREeHUS:

e D — OBHOBJ/IEHME OTAOXEHO,
e F — owmnbkKa o6HOBAEHWA,

e S — MPOAYKT ycnewHo 06HOB/EH.

state CocTosiHMEe OOHOBEHUS:

e Delayed — OBHOB/IEHNE OTIOXEHO,
e Update failed — owwunbka 06HOBAEHMS,

e Normal state — MpPOAYKT yCnewHo 0O6HOBEH.

PykoBogctBo no Web API
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OtBet B popmare JSON

{ "head": {
"status": true,
"timestamp": 1587647090,
"api": {
"version": 40300,

"versionString": 4.3.0},

"server": {

"name": "192.168.1.1",
"version": "13.00.0.202005090",

4. Paborta co cTaHUMAMMU
MonyueHue nHpopmaLum o NPoayKTax Ha CTaHLUU

"yuid": "o6d8f5aal0-850a-1lea-4c3c-cB8efaddleddd"}}

"data": {
"total": 1,
"list": [
{"products": {
"10-drwbases": {

"modified time": "1587620547",
"name": "Dr.Web virus databases",
"revision": 13020200416235234,
"state": "Normal state",

"state code":
"10-drwgatedb": {

"modified time": "1587620547",
"name": "SpIDer Gate databases",
"revision": 13020200417001112,
"state": "Normal state",

"state code":
"10-drwspamdb": {

"modified time":

"1587620547",

"name": "Dr.Web Anti-spam databases",

"revision": 13020200416220812,
"state": "Normal state",

"state code":
"20-drwagent": {

"modified time": "1587620547",

"name": "Dr.Web Agent for Windows",

"revision": 13020200415153408,
"state": "Normal state",

"state code":

"station id": "1002",

"total": 4}]}}

OnucaHuve napamerpoB orseTtHoro JSON

Bnok data coaep>unT nHbopmaLumio 060 Bcex NPoAyKTax Ha CTaHLMAX, yKa3aHHbIX B 3anpoce.

SneMeHTbl 6b0Ka data:

HasBaHue nons OnucaHue
total ObLee KONNYeCTBO CTaHUMIM B OTBETE
list MaccuB ¢ nHpopmMaumel o NPoAyKTax AN KaxkAon CTaHumm

o Kaxxapl1 06bekT MaccmBa list COAEPXKMUT MHOOPMaLMIO O NPOAYKTaX KOHKPETHOW CTaHLMW.

PykoBogctBo no Web API
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MonyueHue nHpopmaLum o NPoayKTax Ha CTaHLUU

DNeMeHTbl 06EKTOB B MAaCCUBE 1ist:

HassaHue nons OnucaHue

products Brok napamMeTpoB 415 KaXaoro NpoAyKTa Ha CTaHLmK
station_id VaeHTndrKaTOp CTaHUmM

total ObLee KOMYECTBO NPOAYKTOB Ha CTaHLM

o BJIOK products COCTOUT U3 BNIOXEHHbIX 6/10KOB.

= Kaxapli BNOXEHHbIN 610K COAePXUT NapamMeTpbl KOHKPETHOro NpoaykTa. HazBaHwue
BJIOXKEHHOTO 610Kka COOTBETCTBYET KOAY NPOAYKTa B PEMO3UTOPUN.

SNeMeHTbl BJOXEHHbIX 6/10KOB B 6J10Ke products:

HassaHue nonsa OnucaHue

modified_time [aTa nocnegHero o6HOBAEHNsA peBU3UU
name Ha3saHwue npoaykra

revision Homep pesunsum

state CocToAHve ob6HoBAEHNS:

e Delayed — OOHOBJEHME OTNIOXEHO,

e Update failed — owwunbka 06HOBAEHMS,

e Normal — NPOAYKT yCnewwHo 0H6HOBEH.
state_code Kog coctosHMs 06HOBIEHUS:

e D — OOHOBJIEHNE OTIIOXEHO,
e FF— olMBKa 06HOBAEHMS,

e S — MPOZAYKT YCMELIHO O6HOBJIEH.

PykoBogctBo no Web API
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MonyueHne nupopmaLumn 0 MECTONONIOXKEHMM CTaHLLUN

AT
\g’:

nOle‘-IEHI/Ie Mchopmau,vm O MeCTONnoJNI0>KeHUn CtaHunun

Mapametp 3anpoca

Mapametp OnucaHue O6s3aTesibHbIN
id NaenmdrkaTop cTaHumm. aa

MapameTp MOXeT BbITb yKa3aH B 3aMpoce HeorpaHUYeHHoe
KONNYeCTBO pa3 AJ/1A NoaydeHua MHGopmMaLmm o
MeCTOMO/IOKEHUM HECKO/IbKUX CTaHLWN OJHOBPEMEHHO.

NMpumep 3anpoca

https://192.168.1.1:9081/api/stations/geo.ds?id=1001&id=1002

Huxxe npeacraBneHbl npumepsl otBeToB B hopmate XML 1 B dopmate JSSON.

OtBet B popmare XML

<drweb-es-api api version="4.3.0" timestamp="1582030329" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<stations total="2">
<station id="1001" name="StationO01l">
<longitude>38898556</longitude>
<latitude>1077037852</latitude>
<country>RU</country>
<province>Test_region</province>
<city>Test town</city>
<street>Test_ avenue</street>
</station>
<station id="1002" name="Station02">
<longitude>38898555</longitude>
<latitude>1077037852</latitude>
<country>RU</country>
<province>Test_region</province>
<city>Test town</city>
<street>Test_ avenue2</street>
</station>
</stations>
</drweb-es-api>

PykoBogctBo no Web API
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MonyueHne nupopmaLumn 0 MECTONONIOXKEHMM CTaHLLUN

AT
\g’:

OnucaHve napamerpoB orBeTtHoro XML

DNeMEHT <stations /> COAEPXUT MHGOPMALIMIO O MECTOMONOXEHMM BCEX CTaHLMI, YKa3aHHbIX
B 3anpoce.

ATpunOyYT 31emMeHTa <stations />
ATpubyr OnucaHue
total O6blee KONNMYeCTBO CTaHUWIM B OTBETE

® D/IeMEHT <station /> COAEPXMUT MNapaMeTpbl KOHKPETHOW CTaHL MW,

ATpnbYyTbl aNE€MEHTa <station />:

ATpunbyT OnucaHue
id NaeHTndurkaTop CTaHumm
name Ha3BaHwue ctaHumn

o BIOXKEHHbIE 3/IEMEHTbI 3/IEMEHTA <station /> coZep>XaT napaMeTpbl MECTOMOJIOXEHWA

cTaHuwum:
dnemeHT OnucaHue
<longitude /> Jonrota
<latitude /> WwnpoTa
<country /> CrpaHa
<province /> Ob6nactb
<city /> lopoa
<street /> Ynvua

OTBet B popmate JSON

{ "head": {
"status": true,
"timestamp": 1582030586,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "eaela652-96d5-48fd-9169-4788a03688b8"}},

PykoBogctBo no Web API



A7

-
g

A
d
A

4. Paborta co cTaHUMAMMU

MonyueHne nupopmaLumn 0 MECTONONIOXKEHMM CTaHLLUN

"data": {

"total": 2,

"list": [
{"city": "Test town",
"country": "RU",
"id": "1001",
"latitude": 1077037852,
"longitude": 38898556,
"name": "StationO1",
"province": "Test region",
"street": "Test avenue"},
{"city": "Test town",
"country": "RU",
"id": "1002",
"latitude": 1077037852,
"longitude": 38898555,
"name": "Station02",
"province": "Test region",
"street": "Test avenue2"}]}}

OnucaHue napametpoB orBeTtHoro JSON

bnok data COAEPXKUT I/IHCI)OpMaLI,I/II-O O MECTOMNONOXEHNN BCEX CTaHLI,l/IIZ, YKa3aHHbIX B 3amnpoce.

SneMeHTbl 6b0Ka data:

HasBaHue noasa

total

list

OnucaHue

Oblee KONNYECTBO CTaHUMIM B OTBETE

MaccuB ¢ napameTpamm MeCTONONOXEHNA AN KaXKAOW CTaHLMK

. z list Y
Kaxapl 06bekT MaccvBa COAEPXWT MapameTpbl MECTOMOIOXKEHUS KOHKPETHOM

CTaHuMn.

DNeMeHTbl 06BEKTOB B MAaCCUBE 1ist:

HassaHue nons
city

country

id

latitude
longitude

name

province

street

OnucaHue

lfopoa

CrpaHa

VaeHtndurkaTop craHumm
WwvporTa

JonroTa

Ha3BaHve ctaHumn
Ob6nactb

Ynavua

PykoBogctBo no Web API
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5. Pabota c rpynnamm

HTTP-3anpoc

https://<host>:9081/api/groups/<cyeHapuli>.ds?

AocTynHble cueHapumn

CueHapui OnucaHue

add.ds Co3aaHue rpynnsl

blocking.ds YnpagneHve napamerpamu 610KUPOBKM

change.ds N3meHeHWe NnapamMeTpOB rpynmbi

components.ds [onydyeHve cnvcka ycTaHaBAMBAEMbIX KOMOOHEHTOB AN FPYNMbI
delete.ds Yaanexvie rpynnbi

geo.ds MonyyeHvie MHbOPMALIMN O MECTONONOXKEHWM CTaHUWIA B rpynne
hips_events.ds [onyyeHvie CTaTUCTUKK cpabaTbiBaHWa [TpeBeHTMBHOW 3allATbL B rpynne
infections-chart.ds [osyyeHvie CTAaTUCTUKA NPUMEHEHHbIX AEUCTBWIA B rpynne

info.ds MNosyyeHve nHdopmMaumm o rpynne

list.ds MosyyeHvie coucka rpynn

quarantine-objects.ds MosyyeHve cocToaHMa KapaHTiHa B rpynne

reboot.ds 3anyck nepesarpysku B rpynne

send-message.ds OtnpaBka cooblieHns rpynne

start-scanner.ds 3anycK ckaHMpOBaHWA B rpynne

stations-list.ds [osyyeHvie cnucka CTaHUMIA B rpynne

statistics.ds MosyyeHvie CTaTUCTUKA TPYNMbI

update-components.ds 3anyck 06HOBAEHUS KOMMOHEHTOB B rpynne

PykoBogctBo no Web API
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Co3paHue rpynnbl

Mapametpbl 3anpoca

Mapametp OnucaHue

description OnvcaHue rpynnbl

id NaeHmmorkatop
rpynnbl

name HassaHwe rpynnbi

parent-group WaeHtndbvkatop

POAUTENBCKOW TPYyNMbI

5. Pa6ora c rpynnamm
CospaHue rpynnbi

Mpymeuanwne
O6s3aTenbHbIN NapameTp: HeT
Ob6s3aTenbHbIn NapamMeTp: HeT.

Ecan ngeHtndrkatop He 3asaH, To OH ByZeT creHepMpoBaH
aBTOMaTUYeCKM.

[onyctimble 3HaueHUs: LMPPbI, BYKBbI TaTUHCKOTO andasuTa,
cmmBoabl L

Ob6s3aTenbHbIN NapamMeTp: Aa

O6s3aTenbHbIn NapameTp:
HET — /19 aAMVHUCTPATOPOB C MOMHLIMU NpaBamy,
4a — ANS aAMUHUCTPATOPOB Tpynn

if MapameTp parent-group oba3aTesieH NPy CO3A4aHWUM rPynMbl OT UMEHW Nob30BaTeNs ¢
: npaBaMu agMUHUCTPaTOpPa rpynm.

Mpumep 3anpoca

https://192.168.1.1:9081/api/groups/add.ds?id=1001&name=group4&parent—

group=l&description=new

Huxe npeacraBneHbl npumMepsl otBeToB B Gopmate XML 1 B dopmate JSSON.

OtBet B popmare XML

<drweb-es-api api version="4.3.0" timestamp="1587993055" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">

<group id="1001"/>
</drweb-es-api>

OnucaHune napamertpos orBeTHoro XML

DNeMeHT <group /> COAEPXKUT NAEHTUDNKATOP CO3A4aHHOWM Fpynmbl.

PykoBogctBo no Web API
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ATpnbyT 3nemMeHTa <group />
ATpubyr OnucaHue

id W peHtndrkaTop rpynme

OtBet B popmare JSON

{ "head": {
"status": true,
"timestamp": 1587993557,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "25cf53c0-885a-11lea-5¢c35-289defd4dadcb"}},
"data": {
"id": "1001"}}

OnucaHuve napamerpoB otsetHoro JSON

BNOK data COAEPXUT MAEHTUDUKATOP CO3AaHHOW Fpynbl.

SneMeHT 6,10Ka data;
HasBaHue nona OnucaHue

id WaeHtndrkaTop rpynmbi

N3meHeHMne napameTpoB rpynnbl

Mapametpbl 3anpoca

Mapametp OnucaHue

description OnwucaHwve rpynnbl

id NaeHtndrkaTop rpynnbl, napamMeTpbl KOTOPORN ByayT n3MeHeHsb!
name HassaHwe rpynnbi

parent-group NaeHTndrkaTop poAnTebCKOM Fpynmbl

5. Pa6ora c rpynnamm
CospaHue rpynnbi

Ob6s3aTeNbHbIN
HeT

aa

HeT

HEeT

PykoBogctBo no Web API
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5. Pa6ora c rpynnamm
M3meHeHMe napameTpoB rpynnbl

NMpumep 3anpoca

https://192.168.1.1:9081/api/groups/change.ds?
id=100l&name=group4edité&parent-group=2&description=descr_ new

Hwuxe npeactaBneHbl npuMepbl otBeToB B dopmate XML n B dopmate JSON.

OtBet B popmarte XML

<drweb-es-api api version="4.3.0" timestamp="1587994599" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">

<group id="1001"/>
</drweb-es-api>

OnucaHuve napamerpoB oteetHoro XML

JNEMEHT <group /> COAEPXKUT MAEHTUOUKATOP rPYMMbl, NapaMeTpbl KOTOPON N3MEHEHDI.

ATpnbYT 3nemMeHTa <group />
ATpubyr OnucaHue

id WaeHtndrkaTop rpynmb

OtBet B popmare JSON

{ "head": {
"status": true,
"timestamp": 1587994558,
"api": |
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"yuid": "25¢f53c0-885a-11lea-5¢c35-289defddadcb"}},
"data": {
"id": "1001"}}

OnucaHuve napamerpoB orBeTtHoro JSON

bnok data COAepPXNT MAeHTMq)MKaTOp rpynnbl, NapaMeTpbl KOTOpOI‘/JI M3MEHEHDLI.

PykoBogctBo no Web API
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A\ad 4 M3MeHeHMe NnapamMeTpoB rpynnbi

neMeHTbl 610Ka data:
HasBaHue nonsa OnucaHue

id W peHtndrkaTop rpynme

YpaaneHve rpynnbi

Mapametp 3anpoca

Mapametp OnwucaHue O6s3aTeNbHbIN

id VaeHtndurkaTop rpynnbi. aa

ﬂapameTp MOXET ObITb YKa3aH B 3anpoce HeorpaHn4yeHHoOe
KOINMYeCTBO pa3 ANAa yaaneHuna HeCKOJIbKMUX rpynn oAHOBPEMEHHO.

Mpumep 3anpoca

https://192.168.1.1:9081/api/groups/delete.ds?id=1001&1id=1002

Huxe npeacraBneHbl npuMepsl otBeToB B hopmate XML 1 B dopmate JSSON.

OtBet B popmate XML

<drweb-es-api api version="4.3.0" timestamp="1587994891" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<groups total="1">
<group id="1001"/>
<group id="1002"/>
</groups>
</drweb-es-api>

OnucaHve napamerpoB otBeTtHoro XML

DNeMeHT <groups /> COAEPXUT MHDOPMaLMIO 06 yAaNeHHbIX rpynnax, ykazaHHbIX B 3anpoce.

PykoBogctBo no Web API
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\ , YaaneHwe rpynnbi

ATpnbyT 31eMeHTa <groups />
ATpubyr OnucaHue

total ObLee KONIMYECTBO YAasleHHbIX Fpynn B OTBeTE

® DNIeMEeHT <group /> COAEPXMUT MAEHTUDUKATOP KOHKPETHOM YAaNeHHOW rpynmnbl.

ATpuOyT 31emeHTa <group />
ATpnbyr OnucaHue

id VaeHtndurkaTop rpynnbl

OtBet B popmarte JSON

{ "head": {
"status": true,
"timestamp": 1587994967,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "25cf53c0-885a-11lea-5¢c35-289defddadcb"}},

"data": {
"groups": {
"total": 1,
"list": [
{"id": "1001"},
{"id": "1002"}1}}}

OnucaHue napametpoB otsetHoro JSON

BAoK groups cogepXuT nHGopmaLmio 06 yaaneHHbIX rpynnax, ykasaHHbIX B 3arnpoce.

SneMeHTbl 610Ka groups:

HassaHwue nonsa OnucaHue
total ObLee KONIMYECTBO YAasleHHbIX FPynn B OTBETE
list MaccvB MaeHTUOUKATOPOB YAaNEHHbIX FPymM

e D/leMeHTbl 0ObeKTOB B MaCCUBE 1ist:
HasBaHue nonsa OnucaHue

id VaeHtndurkaTop rpynnbl

PykoBogctBo no Web API
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5. Pa6ora c rpynnamm
YpaneHue rpynnbi

NMonyueHue nHpopmaymm o rpynne

Mapametpbl 3anpoca

Mapamertp OnucaHue O6s3aTenbHbI

components Ecnn napameTp vMeeT 3HaueHve yes, TO B oTBeTE byzeT HeT
npuBeseHa MHGOPMaLMs O KOMMOHEHTax rpymnmbi.

Jonyctmble 3HaveHua: yes | no. 1o ymoayaHuMio: no.

id NaenmrkaTop rpynnbl. Ja
MapameTp MOXeT 6biTb Yka3aH B 3aMpoce HeorpaHUYeHHoe
KONMYeCTBO pa3 Ana 3anpoca MHGOPMaLMM O HECKOJIbKMX

rpynnax ogHOBpPeMEeHHO.

keys Ecan napameTp vMeeT 3HaueHve yes, TO B oTBeTe byseT HeT
npvBeAeHa MHGOPMaLMs O JIMLEH3UOHHBIX KItoYax rpynrbl.

Jonyctumble 3HayeHUs: yes | no. o ymonyaHuio: no.

rights Ecnvn napameTp vMeeT 3HaueHve yes, TO B oTBeTE byseT HeT
npuBeseHa nHbopMaLmMs O NpaBax rpynmbi.

[Jonyctumble 3HayeHna: yes | no. [1o ymoa4aHuio: no.

Mpumep 3anpoca

https://192.168.1.1:9081/api/groups/info.ds?id=20e27d73-d21d-b211-a788-
85419c46f0ebs&rights=yes&components=yes&keys=yes

Hwuxe npeacrtasneHbl npumMepsl otBetoB B Gopmate XML n B popmate JSON.

PykoBogctBo no Web API
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5. Pa6ora c rpynnamm
MonyueHne nugpopmavum o rpynne

OtBet B popmare XML

<drweb-es-api api version="4.3.0" timestamp="1589408311" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<groups total="1">
<group 1d="20e27d73-d21d-b211-a788-85419c46£f0e6" name="Everyone" description="All
stations" created="1585824539" modified="1589388246" parent id="" parent name=""

type="1">
<keys inherited="false" inherited group id="" inherited group name="">
<key id="daa669%e6fdbcall"/>
</keys>
<packages>

<package arch="all" os="windows"

url="https://192.168.1.1:9081/download/download.ds?os=windows&group-id=20e27d73-d21d-
b211-a788-85419c46£0e6" />

</packages>

<rights inherited="false" inherited group id="" inherited group name="">
<right code="1" name="Run Dr.Web Scanner for Windows" value="1"/>
<!-- etc. Skipped in documentation -->

</rights>

<components inherited="false" inherited group id="" inherited group name="">
<component code="4" name="Dr.Web Scanner for Windows" status="1"/>
<!-- etc. Skipped in documentation -->

</components>

<child-groups>0</child-groups>
<stations>9</stations>
</group>
</groups>
</drweb-es-api>

OnucaHve napamerpoB oteeTtHoro XML

DNEeMEHT <groups /> COAEPXKUT MHPOPMaLMIO 060 BCeX rpynnax, COOTBETCTBYHOLLMX 3aMpocy.
ATpunOyT 31emMeHTa <groups />:
ATpubyr OnucaHue

total ObLee KOIMYECTBO FPyMn B OTBETE

® DNIeMEeHT <group /> COAEPXKMT NapameTpbl KOHKPETHOW rpynmbl.

ATpnbYyTbl aN1€MEHTa <group />

ATpunbyT OnucaHue

id NaeHTndurkaTop rpynmnbl
name HassaHwue rpynnbl
description OnvcaHwve rpynnbl

PykoBogctBo no Web API
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AtpubyTr
created
modified

parent_id

parent_name

type

5. Pa6ora c rpynnamm
MonyueHne nugpopmavum o rpynne

OnucaHue
[ata v Bpema cosganua rpynmel
[JaTta v Bpems MoanduvKaumm rpynmbl

NaeHTVdvKaTOp POAUTENLCKON FPYMMbI.
Ecav 3HaueHve nycToe, TO poAuTeNbCckas rpynna He 3aZaHa.

Ha3BaHue poanTenbCcKol rpymnnbl.
Ecnu 3HaueHve nycToe, TO poAuTeNbCKas rpynna He 3aaHa.

Twvn rpynnbi:

0 — noJb3oBaTesibckas rpynna,

1 — 6a3oBas rpynna v rpynmna no ymMoa4aHuio,

2 — rpynna, cogep><alias ctaHumm B cetu (online),

3 — rpynna, coZep>kallas ctaHumm He B ceu (offline),

4 — rpynna, cojgep>xallas cTaHUuK, CrpynnupoBaHHble No OI'IepaLI,I/IOHHOlZ
cncrewme,

5 — rpynna, coZepkallas CTaHumy, CrpynnmMpoBaHHbIe MO CETEBOMY NMPOTOKOAY,
6 — rpynna, cogepkallias CTaHUMM C AeMHCTaanmpoBaHHbiM AreHtom Dr.Web,

7 — rpynna, coZepkallas CTaHUMM C NPOCPOUYEHHbIM CPOKOM AOMycKa K
Cepsepy Dr.Web,

10 — ncespgorpynna,

13 — rpynna, cogepxatas Mpokcn-cepsepbl Dr.Web ana nogknroyeHus
ArenToB 1 cocegHux Cepsepos Dr.Web.

o DNeMeHT <keys /> COAEPXUT MHPOPMaLMIO 060 BCeX NNLEH3NOHHbIX KAOUax rpynmnbl.

ATpnbyTbl 3n1eMeEHTa <keys />

Atpubyr OnucaHue

inherited Ecav npyHMMaeT 3HaveHve true, TO KAKOYM yHACNeAO0BaHbl OT
POAUTENLCKOM FPYMnbl, ecan false — NapameTpbl KA Yel 3ajaHbl
VHAVBWAYabHO.

inherited_group_id NaeHTnemrkaTop poAnTeNbCKON FPYNMbl, OT KOTOPOW YHacnef0BaHbI

napameTpbl K1roYeln.
Ecnv aTpmbyT inherited NnpuHUMaeT 3HayeHve false, TO 3HaYeHWe
JaHHoro atpubyta ByaeT nycTbiM.

inherited_group_name  Ha3BaHvie poAMTENbCKON rPyMMbl, OT KOTOPOW YHaCNeA0BaHbl NapameTpbl

KtoYen.
Ecav aTpubyT inherited npvHUMaeT 3HayeHne false, TO 3HaYeHWe
AaHHOro atpmbyta 6yaeT nycTbiM.

" DNIeMEHT <key /> COAEPXUT MHOOPMALIMIO O KOHKPETHOM KJIHOYe.

ATpUBYT anemeHTa <key />

PykoBogctBo no Web API
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ATpubyT OnucaHue
id NpeHntndrkatop karova

o DIeMEeHT <packages /> COAEP>XUT CCbIJIKM Ha FPyMNMnoBble YCTAHOBOYHbIE MakeTbl,
co3faHHble Ha gaHHOM CepBepe Dr.Web, ans pasnnuHbix apxuTekTyp npoueccopa u
onepaLMOHHbIX CUCTEM.

= J1eMeHT <package /> COAEP>XXUT CCbINIKY Ha KOHerTHbIVI yCTaHOBOHHbIVI MakeT.

ATpunObyTbl 3N1EMEHTA <package />

ATpubyr OnucaHue
arch ApxuTekTypa npoueccopa, Ha KOTOPYH MOXeT 6biTb YCTaHOBAEH AaHHbIN
naket:

e all — onepaunoHHble cucTeMbI OO0 pa3paAHOCTY,
e x86 — 32-xpa3pAAHble OnepauVoOHHbIe CUCTEMD,

e x86 64 — 64-xpa3psAgHble onepaLmOHHbIe CUCTEMDI

os OnepaunoHHas cuctema, Ha KOTOPYH MOXET ObITb YCTaHOBNEH AaHHbIN
naket
url Aspec pecypca ans ckaumBaHusa naketa (AreHta Dr.Web)

o DNEMEHT <rights /> COAEPXUT UHDOPMaLIMIO 060 BCex MpaBax CTaHLMI B rpymnne.

ATpnOyTbl SN1EMEHTA <rights />
ATpubyT OnucaHue

inherited Ecan npyHMMaeT 3HaueHve true, TO NpaBa yHacaeoBaHbl OT
poAuUTENbCKOM rpynnbl, false — npaBa 3a4aHbl NHAVBUAYaNbHO.

inherited_group_id NaeHTMdMKaTOp POANTENBLCKON FPyMMbl, OT KOTOPOW YHaC/ef0BaHb!
npa.a.
Ecan aTpubyT inherited NpvHUMaeT 3HayeHWe false, TO 3HaYeHWe
JaHHOTO aTpmbyTa ByaeT nycTbiM.

inherited_group_name  Ha3BaHve poAWTENbCKON FPynMbl, OT KOTOPOW YHacne[0BaHbl NpaBga.
Ecam atpubyT inherited npuHMMaeT 3HayeHWe false, TO 3HaUYeHMe
JaHHoro atpubyTa ByaeT nycTbiM.

* D/IeMEeHT <right /> COAEPXUT MHGOPMALMIO O KOHKPETHOM NpaBe CTaHLMIA B rpynne.

ATpnbYyTbl aN1EeMeHTa <right />

ATpubyT OnucaHue
code Yuncnosori ko npasa (cMm. Mpunoxerve Al. Kosbl npaB cTraHLni)
name HazeaHve npaga (cm. Mpunoxenve Al. Kozbl npas cTaHLmiA)

PykoBogctBo no Web API
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MonyueHne nugpopmavum o rpynne
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5. Pa6ora c rpynnamm
MonyueHne nugpopmavum o rpynne

ATpubyT OnucaHue

value CraTyc npaBa:
0 — 3anpeLLeHo 1Cno/ib30BaHWe JaHHOTO MpaBa,

1 — npaBo NpeAoCTaBeHO.

8 3/IeMEeHT <components /> COAEPXUT MHOPMaLMIO 060 BCEX KOMMOHEHTaxX rpynmbl.

ATpI/I6yTbI 3/1eEMEHTa <components />.

ATpubyr OnucaHue

inherited Ecaun npuHvmaeT 3HaueHne true, TO KOMMOHEHTbI YHacaeA0BaHbl OT
POAWTENIbCKON FPynnbl, ecin false — NapamMeTpbl KOMMOHEHTOB 3aaHbl
WHAVBWAYaIbHO.

inherited_group_id NaeHtndurkaTtop poanTenbCKON FrPynibl, OT KOTOPOW yYHacnefoBaHbI

napameTpbl KOMMOHEHTOB.
Ecnv atpmbyT inherited NpuMHUMaeT 3HaueHve false, TO 3HaUYEHME
JaHHOro aTpmbyTa ByaeT nycTbiM.

inherited_group_name  Ha3BaHue poAWTENLCKOW FPymMMbl, OT KOTOPOW yYHaceA0BaHbl NapamMeTpbl
KOMMOHEHTOB.

Ecam atpubyT inherited npuHMMaeT 3HayeHWe false, TO 3HaUYeHMe
JaHHoro atpubyTa ByaeT nycTbiM.

= J1eMeHT <component /> COAEPXUT I/IH(I)OpMaLI,I/II-O O KOHKPETHOM KOMMOHEHTE.

ATpnBYTbI 3N1EMEHTa <component />

ATpubyT OnucaHue

code Yucnoeow kog kKomrnoHeHTa (cM. Mpunoskerne b2. Koabl KOMOOHEHTOR)
name Ha3seaHne koMnoHeHTa (cM. Mpunoxenve b2. Koabl KOMOOHEHTOB)
status CraTyc KOMMOHeHTa:

2 — KOMMOHEHT AOJI>KEH 6bITb YCTaHOBJIEH,
1 — KOMMOHEHT MOXeT 6bITb YCTaHOBJIEH,

0 — KOMTMOHEHT He J0oJIKeH ObITb YCTaHOB/EH.

B DNeMeHT <child-groups /> COAEPXUT KOJIMYECTBO AOUYEPHUX rpynn ANA AaHHOVI rpynnebl.

o DJIEMEHT <stations /> COAEPXKNT KOSTMYECTBO CTaHLI|I/|I7I, BXOZALKMX B AaHHYIKO rpynny.

OTBet B popmate JSON
{ "head": {

"status": true,
"timestamp": 1589408381,

PykoBogctBo no Web API
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"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "b35d999d-9212-481d-af8c-8551c4113383"}},

"data": {
"groups": {
"total": 1,
"list": [
{"child groups": O,
"components": {
"inherited": false,
"list™: [
{"code": 4,
"name": "Dr.Web Scanner for Windows",

"status": 1},
500l By
"created time": 1585824539,
"description": "All stations",
"has personal settings": true,
"id": "20e27d73-d21d-b211-a788-85419c46f0e6",
"keys": {
"inherited": false,
"list": [
"daa669be6fdbcall"] },
"modified time": 1589388246,

"name": "Everyone",

"packages": [
{"arch": "all",
"os": "windows",

"url": "https://192.168.1.1:9081/download/download.ds?os=windows&group-
1d=20e27d73-d21d-b211-a788-85419c46f0e6"}],

"permissions": {
"inherited": false,
"list": [
{"name": "Run Dr.Web Scanner for Windows",
"right": 1,

"value": 1},

sl

"stations": 9,
"type": 1}1}}}
OnucaHue napamerpoB otsetHoro JSON

BAoK groups coaepXuT nHGopmaLmo 060 Bcex rpynmnax, COOTBETCTBYHOLLMX 3aMpocy.

SneMeHTbl 610Ka groups:

HasBaHue nonsa OnucaHue
total ObLee KOIMYECTBO TPYNM B OTBETE
list MaccvB ¢ napameTpamu Ans Kaxkaown rpynbi

o Kaxabln 06beKT MaccmBa list COAEPXXNUT MapamMmeTpbl KOHKPETHOW rpynmbl.

PykoBogctBo no Web API
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MonyueHne nugpopmavum o rpynne

DNeMeHTbl 06EKTOB B MAaCCUBE 1ist:

HassaHue nons
child_groups
components
created_time

description

has_personal_settings

id

keys
modified_time
name

packages

parent_group_id

parent_group_name

permissions

stations

type

OnucaHwue

KonnyectBo foyepHuUx rpynn Ans JaHHOW rpynmbi
Brok ¢ nHdopmaLmen 060 Bcex KOMMOHEHTaX rpynmbi
[aTa v Bpems co3gaHusa rpynmbi

Onucanve rpynnbl. CTpOKa BbIBOAUTCA, TONIbKO €CNN 3HayeHune nond He
nycroe.

Ecnn NPUHMMAET 3HaYeHWEe true, TO ANA TPYMMbl NN HEKOTOPbIX CTaHLI,I/IVI
rpynnbl 3a4aHbl NE€EPCOHaIbHbIE HaCTpOl‘;IKI/I, ecnm false — nNepcoHalbHble
HaCTpOl‘;IKI/I He 3ajaHbl.

NaeHTndrkaTop rpynnb

Brok ¢ nHpopmaumen 060 Bcex NMLIEH3MOHHBIX KAtOUax rpynmbl
[Jata v BpeMs MoandMKaLmu rpynmbl

HasBaHue rpynnbi

MaccyrB CCbIIOK Ha TPYMMoBble YCTAHOBOYHbIE MakKeTbl, CO3JaHHbIE Ha AaHHOM
Cepsepe Dr.Web, ans pa3anuHbIx apXxuTekTyp NpoLeccopa 1 onepauyoHHbIX
cucTem

NaeHTVdVKaTOp pOAWTENbCKON FPYMMbI.
Ecav 3HaueHve none, TO poAuTenbckas rpynna He 3agaHa. CTpoka
BbIBOAUTCS, TOJbKO €C/IN 3HaUeHWe Mo He mycToe.

HazBaHvie poautenbckol rpynmbi.
Ecav 3HaueHve none, TO poAnTenbckasa rpynna He 3agaHa. CTpoka
BbIBOAMWTCA, TOJIbKO €CN 3HaUYeHWe MOAA He MycToe.

Brok ¢ nHdopmaumen 060 Bcex npaBax CTaHUMIA B rpynne
KonunyectBo ctaHumiA B rpynne

Twn rpynnbi:

0 — no/ab3oBaTenbcKas rpynna,

1 — 6a3oBas rpynna v rpynna no ymMoauaHuio,

2 — rpynna, cogep>alias craHuum B cetu (online),

3 — rpynna, coZep>kalas ctaHumu He B ceTu (offline),

4 — rpynna, cojgep>kallasa cTaHUuuy, CrpynnmpoBaHHble No Ol'lepaLl,I/IOHHOIz
cncrewme,

5 — rpynna, cogep>alias CTaHuMW, CrpynnMpoBaHHble NO CETEBOMY
NpoTOKONY,

PykoBogctBo no Web API
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MonyueHne nugpopmavum o rpynne

HasBaHue nonsa OnucaHue
6 — rpynna, cogep>kalias CTaHUuM C AeVHCTalNMPOBaHHbIM AreHTOM
Dr.Web,

7 — rpynna, cogepkallas CTaHuMm ¢ MPOCPOYEHHbIM CPOKOM ZOomnycka K
Cepsepy Dr.Web,

10 — nceBgorpynna,
13 — rpynna, cogepxatias Mpokcn-cepsepbl Dr.Web ans noakntoueHus

AreHToB 1 cocesHux Cepepos Dr.Web.

o DjieMeHTbl 610Ka components:

HasBaHue nonsa OnucaHue

inherited Ecan npyvHMMaeT 3HaueHre true, TO KOMMOHEHTbI YHacNeA0BaHbl OT
POAUTENLCKOV FPYMnbl, eCAn false — NapamMeTpbl KOMAOHEHTOB 3ajaHbl
WHANBUAYaNbHO.

inherited_group_id  VaeHTndrkaTop poanTenbCKOM rpynmbl, OT KOTOPOM YHacaeAOBaHbI
napameTpbl KOMMOHEHTOB.
[aHHbIN 3neMeHT ByZeT OTCYyTCTBOBATh, €C/IM 3NEMEHT inherited
npVHMMaeT 3HayeHre false.

inherited_group_na  Ha3BaHve poanTenbCKOW rpynmbl, OT KOTOPOW yHacaeA0BaHbl NapamMeTpbl
me KOMMOHEHTOB.
[aHHbIN 3neMeHT 6yZeT OTCyTCTBOBaTh, €C/IM 3NEMEHT inherited
NpUHUMaeT 3HayeHre false.

list MaccuB ¢ napameTpamu A/ Kaxzaoro KOMMoHeHTa rpynbi

e Kaxkabln 06beKT MaccmBa list COAEPXNUT MapamMeTpbl KOHKPETHOTO KOMMOHEHTa
rpynnol.

SneMeHTbl 06BbEeKTOB B MacCUBe 1ist:

HasBaHue nons OnucaHue

code Yucnoeoi kog kKomrnoHeHTa (cM. Mpunoskerne b2. Koabl KOMOOHEHTOR)
name Ha3seaHne koMnoHeHTa (cM. Mpunoxenve b2. Koabl KOMOOHEHTOB)
status CraTyc KOMMOHeHTa:

2 — KOMMOHEHT AOJI>KEH 6bITb YCTaHOBJIEH,
1 — KOMMOHEHT MOXeT 6bITb YCTaHOBJIEH,

0 — KOMTMOHEHT He J0oJIKeH ObITb YCTaHOB/EH.

o b/IOK keys COAEePXKUT I/IHC])OpMaLl,VII'O 060 BCex JINUEH3NOHHbIX K/TKOYax rpyrnbl.

PykoBogctBo no Web API
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JneMeHTbl 610Ka keys:
HasBaHue nons OnucaHue

inherited Ecn npyvHMMaeT 3HaveHve true, TO KAKOYM yHACNeAO0BaHbl OT
poAUTENbCKOM TpyMnbl, false — KAHOYM 3aaHbl MHAUBUAYAbHO.

inherited_group_id NaeHTMdMKaTOp POAWTENLCKOW FPYMMbl, OT KOTOPOW YHac/ieZ0BaHbl
napameTpbl K10 Yeln.
[JaHHbIN aneMeHT ByaeT OTCYyTCTBOBaTb, €C/IM INEMEHT inherited
NnPpUHNUMaEeT 3HaueHre false.

inherited_group_name  HasBaHve poauTenbCckol rpynmbl, OT KOTOPOW yHacaeAoBaHbl NapameTpbl
KNHOYen.
[JaHHbIN aneMeHT ByaeT OTCyTCTBOBATb, €C/IM INEMEHT inherited
NPUHNMaET 3HaueHre false.

list MaccuB ¢ nHbopmaLmen 060 BCex Kitoyax rpymnnbi

= Kaxapblh 06bekT MaccmBa list COAEPXUT MHPOPMALMIO O KOHKPETHOM KJIHOYe.

Sn1eMeHTbl OOBbEeKTOB B MacCuBe list:
HasBaHue noas OnucaHue
id Nperntndrkatop karova

o Kaxxabln 06BeKT MaccnBa packages COAEPXXNUT CCbIKY Ha KOHKPETHbIN rPyrnnoBOn
YCTaHOBOYHbIW NakKerT.

SneMeHTbl 06bEeKTOB B MaCCUBE packages:

HasBaHue noas OnucaHue
arch ApxuTekTypa npoLeccopa, Ha KOTOPYH MOXeT BbiTb YCTaHOBAEH JaHHbIN
MakeT:

e all — onepauyioHHblE CUCTEMbI 060N paspsgHOCTY,
® x86 — 32-xpa3psHble onepaLyiOHHbIE CUCTEMDI,

e x86 64 — 64-xpa3psgHble onepaLyioHHble CUCTEMDbI

0s OnepaLuMoHHas cucTemMa, Ha KOTOPYH MOXET BblTb YCTaHOBAEH JaHHbIN
naket
url Anpec pecypca ans ckaumaHus naketa (AreHta Dr.Web)

o BIOK permissions COAEPXNUT MHPOPMaL Mo 060 BCex NpaBax CTaHLMI B rpynne.

2neMeHTbl 6/10Ka permissions:
HasBaHue noas OnucaHue

inherited Ecan npuHnMaeTt 3HaveHve true, TO MpaBa yHacaeoBaHbl OT
poAuUTENLCKOM rpynnbl, false — npaBa 3aZaHbl NHAVBUAYabHO.

PykoBogctBo no Web API
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HasBaHue nona OnucaHue
inherited_group_id NaeHtndurkatop poanTenbCKOW rpynmbl, OT KOTOPOW yHacnejoBaHbI
npasa.

[JaHHbIN 3neMeHT byaeT OTCYyTCTBOBaTh, €C/IM INEMEHT inherited
npVHUMaeT 3HayeHve false.

inherited_group_name  Ha3BaHue poanTeNbCKOW Fpynnbl, OT KOTOPOM yHac/eA0BaHbl Npasa.
[JaHHbIN aneMeHT ByaeT OTCyTCTBOBATb, €C/IM INEMEHT inherited
NPUHNMaET 3HaueHre false.

list MaccuB ¢ nHbopMaLmeit Ans KaXAoro npasa CTaHUuWiA B rpynne

= Kaxkabli 06beKT MaccMBa list COAEPXUT MHPOPMaLMIO O KOHKPETHOM NpaBe CTaHLMUN
B rpynne.

DNneMeHTbl O6BEKTOB B MAaCCUBE list!

Ha3ssaHwue nonsa OnucaHune

name Ha3BaHve npaBa (cMm. Mpunoxenve Al. Kozbl npaB cTaHLWN)
right Yucnoeow koa npaea (cm. Mpunoxenne Al. Koabl npae craHLmii)
value CraTyc npaBa:

0 — 3anpeLeHo 1UCnoab30BaHWe JaHHOTO npasa,

1 — npaBo NpeAoCTaBeHo.

NMonyueHue cnucka rpynn

Mapametp 3anpoca

Mapamertp OnucaHue O6s3aTesbHbI
parent-group N peHTndrkaTop poAWTENbCKONM FPyNMbl. HeT

B oTBeTe BO3BpalyaeTcs uHGopmaLma no 3ajaHHomM rpynne o ee

JOYepHUX rpyrnax (6e3 yyeta BAOXKEHHbIX). BO3MOXHO

noJlyyeHVe cnucka noarpynn Ans cuctemMHbix rpynn Operating

system, Status, Ungrouped.

Ecnn napametp He 3asaH, Bo3Bpalyaetca nHpopmauma o060 Bcex
No/Ib30BaTENbCKUX FPYMnax ypoBHs rpynnbl Everyone.

PykoBogctBo no Web API

128



14
X
I\

A
g

5. Pa6orta c rpynnamn | 129

MonyueHue cnucka rpynn

NMpumep 3anpoca

https://192.168.1.1:9081/api/groups/list.ds

Hwuxe npeactaBneHbl npuMepbl otBeToB B dopmate XML n B dopmate JSON.

OtBet B popmarte XML

<drweb-es-api api version="4.3.0" timestamp="1587998442" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<groups total="2">
<group id="2c213cd2-ebal-4a0e-9f76-95e5e756d48c" name="Dr.Web Free"
child groups="0" stations="129" type="0"/>
<group id="91644cc3-1dcl-42dc-a4le-5ea001£5538d" name="Dr.Web" child groups="1"
stations="110" type="0"/>
</groups>
</drweb-es-api>

OnucaHue napamerpoB orBeTtHoro XML
DNEeMEHT <groups /> COAEPXNUT CMIUCOK rPynn, COOTBETCTBYHOLLMX 3anpocy.
ATpnbYyT 31eMeHTa <groups />

ATpubyt OnucaHue

total ObLee KOIMYECTBO TPyNM B OTBETE

® D/IEMEHT <group /> COAEPXUT NapamMeTpbl KOHKPETHOM FPynmbl.

ATpUBYTbI 3N1eMeHTa <group />:

ATtpnbyr OnucaHue

id VaeHtndurkaTtop rpynnbl

name HazBaHve rpynnoi

child-groups KonnyectBo gouyepHux rpynn (6e3 yyeTa BAOXKEHHbIX)
stations KonunuectBo ctaHumin B rpynne

type Twn rpynnbr:

0 — nonb3oBaTenbckas rpynna,
1 — 6a3oBas rpynna v rpynna no yMoa4aHuto,
2 — rpynna, cogepxkalias craHumm B ceTu (online),

3 — rpynna, cogepalias ctaHumm He B ceTu (offline),

PykoBogctBo no Web API
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MonyueHue cnucka rpynn

4 — rpynna, cojepxallas cTaHuuy, CrpynnMpoBaHHble MO OnepaLyioHHON

cncrewme,

5 — rpynna, cogep>auiasa ctTaHuuy, CrpynnpoBaHHbIE NO CETEBOMY MPOTOKOY,

6 — rpynna, cogep>kalias CTaHUMM C AeUHCTaNANPOBaHHbIM

7 — rpynna, cogepkallas CTaHuuy C MPOCPOYEHHBIM CPOKO
CepBepy Dr.Web,

10 — nceBgorpynna,

AreHtom Dr.Web,

M Aonycka K

13 — rpynna, cozepkalias Mpokcu-cepeepbl Dr.Web ans nozkntoueHus

AreHToB 1 cocegHux Cepsepos Dr.Web.

OtBet B popmare JSON

{ "head": {
"status": true,
"timestamp": 1587999987,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "25cf53c0-885a-11lea-5¢35-289defd4dadcb"}},

"data": {
"groups": {
"total": 2,
"list": [

{"child groups": 0,
"id": "2c213cd2-ebal-4a0e-9£76-95e5e756d48c",

"name": "Dr.Web Free",
"stations": 129,
"type": 0},

—_—

"child groups": 1,

"id": "91644cc3-1dcl-42dc-ad4le-5ea001£5538d",
"name": "Dr.Web",

"stations": 110,

"type": 0}}1}}}

OnucaHue napameTpoB oTBeTHoro JSON

BNOK groups COAEPXUT COAEPXKMT CMINCOK FPYyrm, COOTBETCTBYHOLLMX 3aMpocy.

SneMeHTbl 6J10Ka groups:

HassaHue nonsa OnucaHue
total ObLee KONMYECTBO rpyrn B OTBeTe
list MaccvB ¢ napameTpamu ANa Kaxkaown rpynbi

PykoBogctBo no Web API
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e Kaxzbln 06beKT MaccmBa list COAEPXNUT MapameTpbl KOHKPETHOW rpynmbl.

DNeMeHTbl 06BEKTOB B MAaCCUBE 1ist:

HasBaHue nona
child-groups

id

name

stations

type

OnwucaHue

KosnnuectBo gouepHux rpynn (6e3 yyeta BAOXKEHHbIX)
VaeHtndurkaTop rpynnbl

Hassanve rpynnbi

KonnyectBo ctaHumin B rpynne

Twn rpynnbr:

0 — nosab3oBaTenbckana rpynna,

1 — 6a3oBas rpynna v rpynna no yMoa4aHuto,

2 — rpynna, cogep>alian craHumm B ceTu (online),

3 — rpynna, cogepalias ctaHumm He B ceTu (offline),

4 — rpynna, coZep>allas CTaHUMW, CrpynnMpoBaHHble MO OnepaLyoHHON
cucTeme,

5 — rpynna, cojep>allasa cTaHuMK, CrpynnMpoBaHHble No ceTeBOMY NMPOTOKOJY,
6 — rpynna, cogepkaLlias CTaHLMM C AenHCTaaImpoBaHHbIM AreHtom Dr.Web,

7 — rpynna, cogepkallas CTaHUMM C MPOCPOUYEHHBIM CPOKOM Zonycka K
Cepsepy Dr.Web,

10 — nceBaorpynmna,

13 — rpynna, cogepxatan MNpokcm-cepsepbl Dr.Web ans nogxntoueHus
AreHToB 1 cocesHux Cepsepos Dr.Web.

NMonyueHue cnucka cTaHLUA B rpynne

Mapametpbl 3anpoca

Mapametp

id

OnucaHue O6s3aTeN1bHbIN
NaenmdrkaTop rpynnb.. aa

B otBeTe BO3Bpalaetca nHbopmaums 060 BCex CTaHLmMsAX

3ajaHHOW rpynnbl (6e3 yyeTa BAOXKEHHOCTM). BO3MOXHO

noJlyYeHVe Cnncka CTaHUMA Ans cucteMHbIx rpynn Operating
system, Status, Ungrouped.

PykoBogctBo no Web API
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Mapametp OnucaHue O6s3aTesbHbI

page Homep cTpaHuLpl, koTopyto TpebyeTcs BEpHYTL B OTBETE MpWU HeT
NOCTPaHNYHOM OTOBPaXKEHWN (MOXKET UCMONb30BaTLCS A1
BblBOZA MHPOPMaLMM O 6ObLLIOM KOANUECTBE CTaHLMIA).

Mo ymonuanuto: 1.

per-page KonnuectBO cTaHUMI Ha OAHON CTpaHuULIe NPW NOCTPAHUYHOM HeT
oTOHPakeHWN (MOXKeT MCMONb30BaThCA /1S BbIBOJA
MHPOPMaLMM O BONbLLIOM KONNYECTBE CTaHLMW).

Mo ymonuarmto: 100.

server-id Naenmorkatop Cepsepa Dr.Web, ¢ koToporo 3anpawwuBaetcs  HeT
nHpopmMauma

Mpumep 3anpoca

https://192.168.1.1:9081/api/groups/stations-1ist.ds?1d=20e27d73-d21d-b211-
a788-85419c46fl0eb&per—-page=2

Huxxe npeacraBneHbl npuMepbl otBeToB B Gopmate XML 1 B dopmate JSON.

OtBet B popmare XML

<drweb-es-api api version="4.3.0" timestamp="1588849735" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<stations total="2">
<station id="1001" name="1001" last seen time="0" last seen addr="" state="0"
0s="0" os name="unknown" login addr="" login mac="" expires="20200427210000000"
createtime="20200402120322573" blockbeg="20200428210000000"
blockend="20200429215959999"/>
<station id="1" name="Android SDK built for x865d56" last seen time="1588001727"
last seen addr="tcp://192.168.233.131:49285" state="2" 0s="17105152" os name="Android
Phone" login addr="10.3.0.16" login mac="02:00:00:44:55:66" expires="0"
createtime="20200427081641436" blockbeg="0" blockend="0"/>
</stations>
<pages total="4" current="1" objects-per-page="2"/>
</drweb-es-api>

OnucaHune napamertpos orBeTHoro XML

® D/IeMEHT <stations /> COAEPXMUT CMUCOK CTaHLMI B Fpynne, ykazaHHOW B 3anpoce.

PykoBogctBo no Web API
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MonyueHune cnucka cTaHUUi B rpynne

ATpunbyT 31emMeHTa <stations />

Atpubyr

total

OnucaHue

ObLee KONMUECTBO CTaHLMM 3aZlaHHOW rpynnbl

o DNEMEHT <station /> COAEPXUT MapaMeTpbl KOHKPETHOM CTaHLMW Fpynbl.

ATpunbYyTbl 31€MEHTa <station />

ATpubyr

id

name
last_seen_time

last_seen_addr

state

os
0s_name
login_addr
login_mac

expires

createtime
blockbeg

blockend

OnwucaHue
MaeHTndbuvkatop ctaHumm
Ha3BaHwve cTaHumm

Bpems nocneaHero nogxntoueHuns Kk Cepsepy Dr.Web

AJpec, C KOTOPOro CTaHUMWs NOCNeAHWA pa3 noAkitoyanack k Cepsepy

Dr.Web

Tekylee coctoaHme ctaHumm (cMm. [IpunoxxeHue . Bo3epalllaemble KOAbI

COCTOAHMA CTaHLN)

Kog onepaunoHHOM cuctembl
Ha3BaHve onepaLyoHHON c1CTEMBI
IP-agpec ctaHumm

MAC-azpec ceTeBOro nHtepdeiica ctaHumm

[lata 1 BpeMsi OKOHYaHWUs JOMycKa KIMeHTa. 3HaueHVe 0 O3HavaeT

HEOTrPaHUYEHHbIN AOCTYM.
[JaTa 1 BpeMs co3gaHusa cTaHumm
[Jata 1 Bpemsi Havyasa 6J10KUPOBKM

[lata 1 BpeMs OKOH4YaHUA 6N10KMPOBKM

® JNeMeHT <pages /> COAEPXUT I/IHq)OpMaLI,VII-O O NOCTPaHNYHOM 0To6pa>|<eva|.

ATpunbYTbl 3N1eMeHTa <pages />:

ATtpnbyr

total

current

objects-per-page

OnucaHue
ObLee KOIMYECTBO CTPAHWULY
Homep TekyLiel cTpaHuLpl

MakcvManbHOe KOIMYEeCTBO CTaHLUMI Ha CTpaHuLe

PykoBogctBo no Web API

133



A
d
A

AT
\g’:

OtBet B popmare JSON

{ "head": {
"status": true,
"timestamp": 1588852235,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "b35d999d-9212-481d-af8c-8551¢c4113383"}},

"data": {
"pages": {
"total": 4,
"current": 1,
"objects per page": 2},
"stations": {
"total": 2,
"list"™: [
{"id": "1001",

"name": "1001",
"last seen time": 0,
"last seen addr": null,

"state": 0,
"os_code": O,
"os name": "unknown",

"login addr": null,

"login mac": null,

"createtime": 20200402120322573,
"blockbeg": 20200428210000000,

"blockend": 20200429215959999,

"expires": 20200427210000000},

TidgPg Wiw,

"name": "Android SDK built for x865d56",
"last seen time": 1588001727,
"last_seen_addr": "tcp://10.3.0.16:56247",

—_~

"state": 2,
"os code": 17105152,
"os _name": "Android Phone",

"login addr": "10.3.0.16",

"login mac": "02:00:00:44:55:66",
"createtime": 202004270816414306,
"blockbeg": O,

"blockend": O,

"expires": 0}]}}}

OnucaHuve napametpoB orBeTtHoro JSON

e bNOK pages COAEPXNT MHPOPMALIMIO O MOCTPAHNUYHOM OTOBpPaXKEHUN.

neMeHTbl 610Ka pages:
HasBaHue nonsa OnucaHue

current Homep TekyLueln cTpaHuLpl

5. Pa6ora c rpynnamm

MonyueHune cnucka cTaHUUi B rpynne

PykoBogctBo no Web API
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HasBaHue nonsa
objects_per_page

total

5. Pa6ora c rpynnamun | 135
MonyueHne cnucka cTaHUMiA B rpynmne

OnucaHue
MakcvManbHOe KOIMYEeCTBO CTaHLMIA Ha CTpaHuLe

ObLee KONNYUECTBO CTPaHWLY

e BoK stations COAEPXMT CMNCOK CTaHLMI B rpynne, ykazaHHOW B 3anpoce.

SnemMeHTbl 6J0Ka stations:

HasBaHue nonsa

total

list

OnucaHue
ObLee KONMYECTBO CTaHUMIA 3a4aHHOW rpynmbi

MaccuB napameTpoB Ans KaXaow CTaHLM rpynmbi

o Kaxabln 06BEKT MaccMBa 1ist COAEPXKMUT MapaMeTpbl KOHKPETHOW CTaHLUUM 3aaHHOM

rpynnbl.

dnemMeHTbl 06bEeKTOB B MacCUBe 1ist:

HassaHune nons
id

name
last_seen_time

last_ seen_addr

state

os_code
0s_name
login_addr
login_mac
createtime
blockbeg
blockend

expires

OnucaHue

MaeHTndburkatop ctaHumm

HazBaHwue ctaHummn

Bpems nocneaHero nogxntoueHuns k Cepsepy Dr.Web

Anpec, ¢ KOTOPOro CTaHuvWa NMocaeAHWn pa3 noAkitodanace k Cepeepy
Dr.Web

Tekylwee coctoaHme cTaHumm (cMm. [IpurnoxxeHne . Bo3epalllaemble KOAbI
COCTOAHMA CTaHLMN)

Kop onepaunoHHOM cuctembl

Ha3BaHwve onepaLyoHHON cMCTEMBI
IP-agpec ctaHumm

MAC-agpec ceTeBoro nHtepdeiica ctaHumm
[ata v Bpemsa co3gaHua cTaHumm

[aTta v Bpems Hayana 610KMPOBKU

[aTa 1 Bpems OKOH4YaHMs 610KMPOBKM

[aTta 1 Bpema OKOHYaHMA JOmMycKa KAneHTa. 3HaveHve 0 O3HavaeT
HeOorpaHWYeHHbIN AOCTYM.

PykoBogctBo no Web API
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A\ad 4 MonyueHne CTaTMCTUKY TPyNMbI

NMonyueHue CTaTUCTUKM rpynnbl

Mapametpbl 3anpoca

Mapametp OnucaHue O6s3aTesibHbIN
id NaenmrkaTop rpynnbl. Ja

MapameTp MOXeT BbITb yKa3aH B 3aMpoce HeorpaHUYeHHoe
KONMYeCTBO pa3 414 3anpoca MHGOPMaLMM O HECKOTbKMX
rpynnax oAHOBPEMEHHO.

from ,CI,aTa Ha4ana nepmnoga, 3a KOTOprI;I 3anpawmnBaroTca HeT
CTaTucTnyeckme daHHble.

3apaetca B popmate: YYYYMMDD man YYYYMMDDHHmMmss.
Ecan napameTp He 3ajaH, TO CTaTUCTMKA BO3BpallaeTcs 3a
TeKyLLLUIA MecsL,

till [JaTa okoHYaHUs Mepuoza, 3a KOTOPbIA 3ampallmBatoTCcs HeT
cTaTMCTUYeCKVe AaHHble.

3apaetca B dpopmate: YYYYMMDD mam YYYYMMDDHHmMmMSss.
Ecav napameTp He 3ajaH, TO CTaTUCTUKa BO3BpaLlaeTcs 3a

TeKyLLUIA MecsL,

top-viruses Ecnn napameTp vMeeT 3HaueHve yes, TO B OTBETE bygeT HeT
npuBeseHa MHbGOpMaLmMs O Hanbosiee YacTo BCTPEYatoLLLMXCA
BUpYyCax.
[JonyctumMble 3HayeHus: yes | no. o ymonuaHuio: yes.

virtop KosnnuectBo BMpYCOB B TOM BUPYCOB. HeT

JonycTuMble 3HaUEHNS: LUeNoe MONOXUTeNbHOE Uncao. Mo
ymonuaHuto: 10.
MapameTp 6yaeT MrHOPWUPOBATLCA, eCIU top-viruses=no.

Mpumep 3anpoca

https://192.168.1.1:9081/api/groups/statistics.ds?id=20e27d73-d21d-b211~
a788-85419c46f0e6

Huxe npeacraBneHbl npuMepsl otBeToB B hopmate XML 1 B dopmate JSSON.

PykoBogctBo no Web API
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OtBet B popmare XML

<drweb-es-api api version="4.3.0" timestamp="1588879372" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<groups-statistics total="1" period from="1588280400" period till="1588885199">
<group id="20e27d73-d21d-b211-a788-85419c46f0e6" name="Everyone">
<infections scanned="93297843" total="52351084">
<modifications>0</modifications>
<suspicious>2</suspicious>
<activities>0</activities>
<cured>11773944</cured>
<moved>11781181</moved>
<renamed>0</renamed>
<deleted>11779308</deleted>
<locked>0</locked>
<errors>46174597</errors>
</infections>
<viruses>
<virus name="I02V2.KpRKF.LZXzuklssY" stations="1" originator=37"
treatment=9">2</virus>
<virus name="125F.FtE60P7.37688" stations="1" originator=37"
treatment=1025">1</virus>
<virus name="16aE.I19509.17776" stations="1" originator=37"
treatment=514">1</virus>
<virus name="05z9Y.5jZetG" stations="1" originator=37"
treatment=2049">1</virus>
<virus name="0T5g.C28V0.5360" stations="1" originator=37"
treatment=9">1</virus>
<virus name="11gp.d8SNO6.17481" stations="1" originator=37"
treatment=2049">1</virus>
<virus name="0BUGS5y.ekHPE.28147" stations="1" originator=37"
treatment=2049">1</virus>
<virus name="100Qp.lVZE.ELByVcwf6R.43711" stations="1" originator=37"

treatment=9">1</virus>

<virus name="i5S1.hI2emvT8.76

N

WOs.54360" stations="1" originator=37"
treatment=9">2</virus>
<virus name="fZVa.QRwL.16169" stations="1" originator=37"
treatment=513">2</virus>
</viruses>
</group>

</groups-statistics>

</drweb-es-api>

OnucaHue napameTpoB oTBeTtHoro XML

DNEeMEHT <groups-statistics /> COAEPXUT CTAaTUCTUKY CTAaHLMI TPy, yKa3aHHbIX B 3anpoce.

ATpI/I6yTbI 3JIEMEHTA <groups-statistics />.
ATpubyT OnucaHue

total ObLee KOIMYECTBO rpynn B OTBeTe

PykoBogctBo no Web API
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ATpubyT OnucaHue
period_from [aTa Havana neproja, 3a KOTOPbIA BbIBOAATCA CTaTUCTUYECKME AaHHble
period_till [laTa OKOHYaHWs Nepmrosa, 3a KOTOPbI BbIBOAATCS CTAaTUCTUYECKME AaHHbIe

® DNIeMEeHT <group /> COAEPXNUT MHGOPMALMIO O KOHKPETHOM rpymnmne.

ATpubyTbl 3n1€MeHTa <group />

ATpnbyr OnucaHue
id VaeHtndurkaTop rpynnbl
name Ha3BaHve rpynnbi

o DNIEeMEHT <infections /> COAEPXXWUT CTATUCTUKY MO OBHAPY>XEHHBIM MHPEKLMAM.

ATpunbYTbI 31eMeHTa <infections />

ATpunbyr OnucaHue
scanned ObLee KONMUECTBO NPOCKAHNPOBAaHHbIX 0O BEKTOB
total ObLLee KONMYECTBO OOHApPYXKEHHbIX UHPEKLMIA

= BNOXeHHble 3/IeMeHTbl 3/IeMEeHTa <infections />
dneMeHT OnucaHue

<modifications />  Ko/iMuecTBO 06beKTOB, MHOULMPOBAHHbLIX MOAUDUKALMAMU BUPYCOB

<suspicious /> KosnnuectBo nogo3putenbHbix 06beKToB
<activities /> KonnyectBo BpesOHOCHbIX AeMCTBUN

<cured /> KosnnuectBo BblneyeHHbIXx 06beKkToB

<moved /> KonnuectBo 06bekToB, nepemelleHHble B KapaHTuH
<renamed /> KonunyectBo nepenmeHoBaHHbIX 06bEKTOB
<deleted /> KosnnuectBo yaaneHHbix 06bekTos

<locked /> KosnnuectBo 3a610KkMpOBaHHbIX O6BEKTOB

<errors /> KosnuectBo ownbok npu ckaHMpoBaHUM

o DNIeMEHT <viruses /> COAEPXUT CTaTUCTUKY MO OBHAPY>KEHHbIM BUpPYCaM.

" DNIeMEeHT <virus /> COAEPXNT MHPOPMaLIMIO O KOHKPETHOM BUpPYCe.

PykoBogctBo no Web API
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ATpunbyTbl 3N1EMEHTA <virus />

ATpubyr OnucaHue

name Ha3saHwue Bupyca

stations KonnuectBo CTaHLMM, 3apaskeHHbIX JaHHBIM BUPYCOM

originator Koz KoMMoHeHTa, KOTOpbIA 06HapY>KUa BUPYC

treatment Koa feicTBMA, MPUMEHEHHOTO K BUPYCY 1 3aBUCALLErO OT ero Tuna

3HayeHVe a1eMeHTa <virus /> — KOJIMYECTBO OHBbEKTOB, 3apa>KeHHbIX AaHHbIM
BMPYCOM.

OTBet B popmate JSON

{ "head": {
"status": true,
"timestamp": 1588883331,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "b35d999d-9212-481d-af8c-8551c4113383"}},
"data": {
"period from": 1588280400,
"period till": 1588885199,

"groups": {
"total": 1,
"list": [
{"id": "20e27d73-d21d-b211-a788-85419c46f0eb6",
"infections": {

"scanned": 93297843,
"infected": 52351084,
"modifications": 0,
"suspicious": 2,
"activities": O,
"cured": 11773944,
"moved": 11781181,
"deleted": 11779308,

"renamed": O,

"locked": 0O,

"errors": 46174597},
"viruses": {

"11lgp.d8SNO6.17481": 1,
"16ak.119509.17776": 1,
"fZVa.QRwL.16169": 2,
"05z9Y.5jZetG": 1,
"125F.FtE6OP7.37688": 1,
"i551.hI2emvT8.76WQs.54360": 2,
"0BUGSy.ekHPE.28147": 1,
"10Qp.1VZE.ELByVewE6R.43711": 1,

PykoBogctBo no Web API
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"IO2V2.KpRKF.LZXzuklssY": 2,
"0T5q.C28v0.5360": 1},

"viruses info": {

"11gp.d8SN0O6.17481": {

"count": 1,

"originator"

"stations":
"treatment":

s 37,
1,
2049},

"16aE.I19509.17776": {

"count": 1,

"originator"

"stations":
"treatment":

: 37,
1,
514},

"fZVa.QRwL.16169": {

"count": 2,

"originator": 37,

"stations":
"treatment":
"05z9Y.5jZetG":
"count": 1,

"originator"

"stations":
"treatment":

1,
513},
{

: 37,
1,
2049},

"125F.FtE60OP7.37688": {

"count": 1,

"originator"

"stations":
"treatment":
"i5S1.hI2emvT8.
"count": 2,

: 37,

ll

1025},
76WQs.54360":

"originator": 37,

"stations":
"treatment":

1,
91,

"0BUGSy.ekHPE.28147": {

"count": 1,

"originator"

"stations":
"treatment":

"count": 1,

. 37,
1,
2049},

v

"10Qp.1VZE.ELByVcwf6R.43711":

"originator": 37,

"stations":
"treatment":

1,
9},

"I02V2 .KpRKF.LZXzuklssY": {

"count": 2,

"originator"

"stations":
"treatment":

s 37,
1,
9},

"0T5q.C28V0.5360": {

"count": 1,

"originator"

"stations":
"treatment":

: 37,
1,
9},

"name": "Everyone"}}}]}}}

OnucaHue napameTpoB oTBeTHoro JSON

5. Pa6ora c rpynnamm
MonyueHne cTaTMCTUKM FPyNMbl

BNIOK data COAEPXKUT CTaTUCTUKY CTaHLMIA BCEX TPy, yKa3aHHbIX B 3anpoce.
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MonyuyeHne CTaTUCTUKM TPyNMbI

dnemMeHTbl 610Ka data:

HazBaHue nons OnucaHue

period_from [aTta Hauana nepuoga, 3a KOTOpPbIV 3anpaLlnBainCh CTaTUCTUYECKME AaHHbIe
period_till [laTa OKOHUaHWs Nepurosa, 3a KOTOPbIV 3anpallnBafnCh CTAaTUCTUYECKME faHHble
groups BAoK CO CTaTUCTUKOM CTaHLMIA 3a4aHHbIX TPYMM

e bnoK groups COaepXnNT MHGOpMaLmio 060 BCex 3aZaHHbIX rpynnax.

neMeHTbl 610Ka groups:

HassaHue nonsa OnucaHue
total Obuee KoNMUeCTBO rpynn
list MaccmB ¢ nHGOopMaLmen Ans Kaxxaon rpynnbl

o Kaxapli 06beKT MacCMBa list COAEPXMUT MHOOPMaLMIO O KOHKPETHOM rpynne.

dnemMeHTbl 06bEeKTOB B MacCUBe 1ist:

HassaHue nons OnucaHue

id VaeHtndmrkaTop rpynnsbl

infections Bnok co cratncTvkol No o6Hapy>keHHbIM UHEKLMAM

viruses Bnok co ctatmcTnKo Mo 06Hapy>XeHHbIM BMpYycam
viruses_info BaoK €O cTaTUCTVKOM MO KaXkA0oMY 13 0OHapy>KeHHbIX BUPYCOB
name Ha3BaHwve rpynnbl

= J1eMeHTbl 6/10Ka infections:

HassaHue nonsa OnucaHue

modifications KonnuectBo 06beKTOB, MHOUUMPOBAHHBIX MOAUDMKALMAMUN BUPYCOB
suspicious KonnuectBo nogo3putenbHbix 06beKTOB

activities KonnyectBo BpesOHOCHbIX AENCTBUN

cured KonnuectBo BblleUYeHHbIX 06BbEKTOB

deleted KonunuectBo yaaneHHbIx 06bekToB

errors KonnyectBo owmbok npu ckaHMpOBaHWU

infected KosnyectBo 3apakeHHbIX 06beKTOB

PykoBogctBo no Web API
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HasBaHue noas

locked

moved

renamed

scanned

5. Pa6ora c rpynnamm
MonyueHne cTaTMCTUKM FPyNMbl

OnucaHue

KonnyectBo 3a610kMpOBaHHbIX 06BHEKTOB
KonnyectBo 06bekToB, nepemMelleHHble B KapaHTuH
KoanyectBo nepenMeHOBaHHbIX 06 bEKTOB

ObLee KONMYEeCTBO NPOCKaHUPOBaHHbIX Gaiinos

= JneMeHTbl 610Ka viruses:

Ha3BaHue nons

HassaHue
0bHapy>KeHHOro
BUpYyca

OnucaHue

Konnuecteo 06beKTOB, 3apa>XeHHbIX JaHHbIM BUPYCOM

= JnemeHTbl 6/10Ka viruses_ info:

HasBaHue noas

count
originator

stations

treatment

OnucaHue

KonnyectBo 06beKTOB, 3apa>keHHbIX JaHHbIM BUPYCOM
Koz KOMMOHeHTa, KOTOPbI 06HapyxXun BUPYC
KonnuectBo CTaHLMM, 3apaskeHHbIX JaHHbIM BUPYCOM

KOﬂ| ,CI,eI;ICTBVIFI, NPUMEHEHHOTO K BUPYCY 1 3aBUCALLLETO OT €ro turna

NonyueHue CTaTUCTUKN NPUMEHEHHbIX AeWUCTBUMU B rpynne

MapameTpbl 3anpoca

Mapametp OnucaHue O6s3aTesibHbIN
id Naentndrkatop rpynmbl Aa
from [Jata Hayana nepuoja, 3a KOTOPbIN 3anpaLlmnBaroTCa HeT

CTaTUCTNYECKMNE AaHHbIE.

3agaetca B dopmate: YYYYMMDD man YYYYMMDDHHmMmMSss.
Ecnv napameTp He 3ajaH, TO CTaTUCTUKa BO3BpallaeTca 3a
TeKyL M MecaL,

PykoBogctBo no Web API

142



A7

-
g

A
d
A

5. Pa6ora c rpynnamm
MonyueHne cTaTMCTUKKN NPUMEHEHHBIX AeVCTBUIA B rpymnmne

Mapametp OnucaHue O6s3aTesNbHbIN

till [JaTa okoHUYaHUs Mepuoza, 3a KOTOPbIA 3ampallmBatoTCcs HeT
cTaTMCTUYeCKVe AaHHble.

3apaetca B dpopmate: YYYYMMDD mam YYYYMMDDHHmMmMSss.
Ecan napameTp He 3ajaH, TO CTaTUCTVKa BO3BpallaeTcsa 3a
TeKyLLUIA MecsL,

Mpumep 3anpoca

https://192.168.1.1:9081/api/groups/infections-chart.ds?id=7ec98a70-5c83-
11ea-512f-70a167e08535&from=20193105&t111=20190605

Hwuxe npeactasneHsl npumMepsl otBetoB B Gopmate XML n B popmate JSON.

OtBet B popmarte XML

<drweb-es-api api version="4.3.0" timestamp="1588876162" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<infections-chart period from="1559314800" period till="1559746799">
<item time="1559746799">
<infected>0</infected>
<modifications>0</modifications>
<suspicious>2</suspicious>
<activities>0</activities>
<cured>0</cured>
<moved>10</moved>
<renamed>0</renamed>
<deleted>0</deleted>
<locked>14</locked>
</item>
<!-- etc. Skipped in documentation -->
<item time="1559401199">
<infected>0</infected>
<modifications>0</modifications>
<suspicious>0</suspicious>
<activities>0</activities>
<cured>0</cured>
<moved>10</moved>
<renamed>0</renamed>
<deleted>0</deleted>
<locked>0</locked>
</item>
</infections-chart>
</drweb-es-api>

PykoBogctBo no Web API
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OnucaHve napamerpoB orBeTtHoro XML

DNeMEHT <infections-chart /> COAEPXMT CTAaTUCTUKY MPUMEHEHHbIX AEUCTBUN NO
pe3y/sbTaTaM BCEX 3aMyCcKOB CKaHMPOBAHWUS B rpynne.

ATpUOYTbl 31€MEHTA <infections-chart />

ATpubyr OnucaHue
period_from [ata Hauana neproza, 3a KOTOPbIN 3anpaLlnBarOTCA CTaTUCTUYECKME JaHHble
period_till [JlaTa OKOHYaHUsA Nepuoja, 3a KOTOPbIA 3aMnpaLlvBatoOTCa CTaTUCTUYECKVe AaHHble

® DIeMEHT <item /> COAEPXKMNT MHOOPMALMIO O MPUMEHEHHbIX AENCTBUSAX NOCIE KOHKPETHOrO
CKaHMpOBaHWA B rpynne.

ATpuOYT 31eMeHTa <item />
ATpnbyr OnucaHue
time [aTta v Bpems nepegaum AreHtom Dr.Web pe3ynbTaToB CKaHMpOBaHWS

o BIOXKEHHbIE 3/1IEMEHTbI 3/IEMEHTA <item />:

dnemMeHT OnucaHue

<infected /> KonnuectBo MHOMLMPOBaHHbIX 06bEKTOB

<modifications /> KonnyectBo 06beKTOB, MHOMUMPOBaHHBLIX MOANbMKaLMAMU BUPYCOB
<suspicious /> KosnnyectBo nofo3putenbHbix 06bEKTOB

<activities /> KonnuectBo BpesoHOCHbIX AeNCTBUIA

<cured /> KoanyectBo BblieYeHHbIX 06bEKTOB

<moved /> KonunuectBo 06bekTOB, NepemeLl,eHHbIXx B KapaHTuH

<renamed /> KonunuectBo neperMeHoBaHHbIX 06BHEKTOB

<deleted /> KonnuectBo yzaneHHbIX 06BbeKToB

<locked /> KonunuectBo 3ab610KMpOBaHHbIX 06bEKTOB

OTBet B popmate JSON
{ "head": {

"status": true,
"timestamp": 1588876993,

PykoBogctBo no Web API
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"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",

"uuid": "76b05bc0-8691-11e9-63e5-7036cecd07fa"}},

"data": {
"period from": "1559314800",
"period till": "1559746799",
"chart": {

"1559746799": {
"infected": O,
"modifications": O,
"suspicious": 2,
"activities": O,
"cured": O,
"moved": 10,
"deleted": O,
"renamed": 0,
"locked": 14},

ey

"1559401199": {
"infected": 0,
"modifications": O,
"suspicious": O,
"activities": 0,
"cured": 0,
"moved": 10,
"deleted": O,
"renamed": O,
"locked": 0}}}}

OnucaHuve napamerpoB otBeTtHoro JSON

bnok data COAEPXKUT CTAaTUCTUKY MPUMEHEHHDbIX AEVICTBI/II‘/’I Mo pe3y/ibTaTaM BCEX 3aMyCKOB

CKaHMpPOBaHMA B rpynne.

SneMeHTbl 6b0Ka data:

HassaHue nonsa OnucaHue

period_from [aTta Hauana nepuoga, 3a KOTOPbIV 3anpaLlnBatoTCa CTaTUCTUYECKME AaHHble

period_till [laTa OKOHYaHWs Nepmnosa, 3a KOTOPbIV 3anpaLlnBafnCh CTAaTUCTUYECKME JaHHbIe

chart Bnok ¢ nHpopmaumen o NpUMeHEHHbIX AEUCTBUAX MOC/TE KaX4oro CKaHUPOBaHMS B
rpynne

e BN0OK chart COCTOUT N3 BAOXEHHbIX 6N10OKOB.

o Kaxkablil BNOXEHHbI 610K COAEPXMUT CTaTUCTUKY MPUMEHEHHbIX AeNCTBUI Nocae
KOHKPETHOro CKaHMpoBaHMWA B rpynne. HazBaHune BioXeHHOro 610ka COOTBETCTBYET
AaTte v BpeMmeHu nepegaum AreHtom DrWeb pe3ynbTaTtoB CKaHUPOBaHMSA.

PykoBogctBo no Web API
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MonyueHune CTaTUCTUKMN NPUMEHEHHbIX AeUCTBUI B rpynne

DNeMeHTbl BNOXEHHbIX 6/10KOB B 6/10Ke chart:

HasBaHue nonsa
infected
modifications
suspicious
activities

cured

moved

renamed
deleted

locked

OnucaHue

Konnuectso

KonwnuectBo

Konwnuectso

Konwnuectso

Konnuectso

KonwnuectBo

Konwnuectso

Konwnuectso

Konnuectso

MHOMLMPOBAHHBIX 06bEKTOB

06bEKTOB, MHOULMPOBAHHBIX MOANDUKALWSAMA BUPYCOB

noAo03puTe/IbHBIX 06 BEKTOB
BPEeAOHOCHbIX AeNCTBUIA

Bbl/lIeYEHHbIX 0O BEKTOB

061BbeKToB, NepemMeLleHHbIX B KapaHTuH
nepenMMeHOBaHHbIX 06bEKTOB
yAaneHHbIX 06BbeKkToB

3a610KMPOBaHHbIX 0H6BHEKTOB

PykoBogctBo no Web API
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MonyueHune cTatucTUKK cpabatbiBaHnA MpeBeHTMBHON 3alWUThI B rpynmne

NMonyueHue ctatncTnkm cpabarbiBaHua NMpeBeHTMBHOMN 3aWUThI
B rpynne

MapameTpbl 3anpoca

Mapametp OnucaHue O6s3aTesbHbIN
id NaentndrkaTop rpynnb.. Aa

MapameTp MOXeT 6bITb YKka3aH B 3anpoce HeorpaHMyeHHoe
KOJIMYECTBO pa3 A5 3anpoca MHGOPMaLWN O HECKOIbKMX
rpynnax oAHOBPEMEHHO.

from ,EI,aTa Ha4ana nepmnoga, 3a KOTOprI}’I 3anpawmnBaroTca HEeT
CTaTucTnyeckme daHHble.

3apaetca B dpopmate: YYYYMMDD mam YYYYMMDDHHmMmMSss.
Ecan napameTp He 3ajaH, TO CTaTUCTVKa BO3BpallaeTcsa 3a
TeKyLLUIA MecsL,

till [laTa OKOHYaHWs Nepuosa, 3a KOTOPLIA 3anpaLlvBaroTCs HeT
CTaTUCTUYECKME AaHHbIe.

3agaetca B dopmate: YYYYMMDD mam YYYYMMDDHHmMmSss.
Ecnv napameTp He 3ajaH, TO CTaTUCTUKa BO3BpallaeTca 3a
TeKyL M MecsL,

Mpumep 3anpoca

https://192.168.1.1:9081/api/groups/hips_events.ds?id=2

Huxe npeacraBneHbl npuMepsl otBeToB B hopmate XML 1 B dopmate JSSON.

OtBet B popmate XML

<drweb-es-api api version="4.3.0" timestamp="1587673642" server="192.168.1.1"
srv version="13.00.0.202005090" status="true">
Zgroups—hips—events total="1" period from="1587673642" period till="1587675599">
<group id="2" name="Group02">
<event stype="1" denied="0" allowed="1"/>
<event stype="3" denied="2" allowed="0"/>
<event stype="4" denied="1" allowed="0"/>

PykoBogctBo no Web API
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MonyueHune ctatmctnku cpabarbiBaHnsa MpeBeHTMBHOI 3alUThI B rpynne

<event stype="8" denied="1" allowed="0"/>
</group>
</groups-hips-events>
</drweb-es-api>

OnucaHve napamerpoB otseTtHoro XML

DNIeMEeHT <groups-hips-events /> COAEPXUT CTaTUCTUKY CpabaTtbiBaHWA [peBEHTUBHOM
3aLUMThbl ANS BCEX TPYN, yKa3aHHbIX B 3anpoce.

ATpI/I6yTbI 3JIEMEHTA <groups-hips-events />.

ATpubyT OnucaHue

total ObLee KOIMYECTBO TPynn B OTBETE

period_from [aTta Hauana nepuoja, 3a KOTOpPbIV 3anpaLlBatoTCa CTaTUCTUYECKME AaHHble
period_till [Jlata OKOHYaHWA Nepunoja, 3a KOTOPbIN 3aMpaLLlMBarOTCA CTaTUCTUYECKME AaHHble

® D/IeMEHT <group /> COAEPXMUT CTaTUCTUKY cpabaTtbiBaHWM [1peBEHTUBHOW 3alUmMThbl A5
KOHKPETHOW rpynmnbl.

ATpunbYTbI 3N1eMeHTa <group />:

ATtpnbyr OnucaHue
id Npentndurkatop rpynmbl
name HasBaHwue rpynnei

o DJIeMeHTbl <event />, BNOXEHHbIE 3IEMEHTbI 3IeMEHTa <group />, COAep>KaT
MHbOPMaLMIO O KOHKPETHOM TUME CODbITUIA.

ATpnOyTbl 3N1€MEHTa <event />
ATpubyr OnucaHue

stype Tvn cobbiTus:

0 — nonbITKa BbIMOJIHEHWA NOJO3PUTENBHOTO KOAQ,

1 — nonbITka AOCTyNa K 3aLiuaeMoMy MOZAYNHO,

2 — nonbITKa 3arpyskn 6ubavoTekn U3 ceTeBoro myTy,

3 — nonbITka M3MEHEeHVs aTpUbYTOB 3aLLWTbI CTEKa,

4 — nonbITKa Bbl30Ba 3a6710KMPOBaHHON QYHKLWN,

5 — obHapy>KeH HEKOPPEKTHbIA 06paboTumK NCKIHOYEHN,

6 — rMonbITka AOCTyNa K CUCTEMHOMY MOZAYHO,

7 — nonbITka AOCTyna K 3abaokmMpoBaHHOMY agpecy (heap spraying),

8 — MNOnMbITKa BbINOJHEHNA KO4a U3 HEMCMNOJIHAEMOWN NaMATH.

PykoBogctBo no Web API
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Atpubyr
allowed

denied

5. Pa6ora c rpynnamm

MonyueHune cTatucTUKK cpabatbiBaHnA MpeBeHTMBHON 3alWUThI B rpynmne

OnucaHue
KonnuectBo paspelleHHbIX AeiCTBUN

KonnuectBo 3anpelLeHHbIX AeNCTBUIA

OtBet B popmare JSON

{ "head": {
"status": true,
"timestamp": 1587673607,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "a38710d0-4cde-11ea-7e2a-088d10£f2f970"}},
"data": {

"period from": 1585688400,
"period till": 1587675599,

"groups": {
"total": 1,
"list™: [
{"id". 2",
"name": "GroupO02",
"events": |
{"stype": 1,
"allowed": 1,
"denied": 0},
{"stype": 3,
"allowed": O,
"denied": 2},
{"stype": 4,
"allowed": O,
"denied": 1},
{"stype": 8,
"allowed": O,
"denied": 1}1}]1}}}

OnucaHuve napamerpoB orseTtHoro JSON

BnoK data cOAEPXKUT CTaTUCTMKY CpabaTtbiBaHW [peBEHTUBHOWM 3aLlWmThl ANS BCEX rpynm,

YKa3aHHbIX B 3anpoce.

SneMeHTbl 6J0Ka data:
HasBaHue nona OnucaHue

period_from

period_till

,Cl,aTa Ha4dana nepmnoga, 3a KOTOprVI 3anpawmBaroTca CTaTuctTnyeckne daHHbie

,£I,aTa OKOHYaHMA nepmnoaa, 3a KOTOprI7I 3anpawmnBanncCb CTatTuctTnyeckmne gaHHble

PykoBogctBo no Web API
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AT
\g’:

HasBaHue noas OnucaHue

groups Bnok co cratuctnkoli cpabatbiBaHWi MpeBeHTVBHOM 3alLWTbl ANS 3a4aHHbIX TPy

e DjieMeHTbl 610Ka groups:

HasBaHue nonsa OnwucaHue

total ObLee KONMYECTBO TPYMM B OTBETE

list MaccuB co cTaTUCTUKOM cpabaTbiBaHWin MNpeBeHTUBHOM 3aLLWTbl AN KaXKAOW
rpynnbl

o KaXzbl 06beKT MaccmMBa list COAEPXNUT CTaTUCTUKY cpabaTbiBaHWI [TpeBeHTUBHOM
3aLUMTbl AN KOHKPETHOW rpynmbl.

SneMeHTbl 610Ka 1ist:
HasBaHue nonsa OnucaHue

stype Tun cobbiTns:

0 — MonMbITKa BbIMOJIHEHWS NOAO3PUTENBHOTO KOAQ,

1 — nonbITka AOCTyMNa K 3aLiulaeMoMy MOAYHO,

2 — MonbITKa 3arpy3kn 6UBIMOTEKN U3 CETEBOTO MyTH,

3 — nonbITka U3MeHeHNs aTpMOYTOB 3alLMTbl CTeka,

4 — nonbITKa BbI30Ba 3a6710KMPOBAHHON GYHKLWK,

5 — obHapy>KeH HeEKOPPEKTHbIA 06paboTumK NCKAOYEHN,

6 — MnonbITka JOCTyNa K CUCTEMHOMY MOZYAHO,

7 — nonbITka AOCTyNa K 3abaokmMpoBaHHOMY agpecy (heap spraying),

8 — MNoMbITKa BbINOJHEHNA KOAa U3 HEMCMNOIHAEMOWN NaMATH.

allowed KonnuectBo paspelleHHbIX AeCTBUIA

denied KonunuectBo 3anpeLyeHHbIX AeACTBUN

PykoBogctBo no Web API
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NMonyueHue cocroaHna KapantuHa B rpynne

Mapametpbl 3anpoca

Mapametp OnucaHue O6s3aTesibHbIN

from [JaTa Hayana 3anpaluvBaeMoro nepuoja, B TeUeHe KOTOporo HeT
06beKTbl MepemeLtanncs B KapaHTuH.

Ecnn napameTp He 3agaH, TO MHGpOpPMaLWs BO3BpaLllaeTcs 3a
TeKyLLLUIA MecsL,

id NaeHTndvkaTop rpynnbl iE]
page Homep cTpaHnuupl, KoTopyto TpebyeTca BepHyTb B OTBETE NMpwu HeT
MOCTPaHWYHOM OTOBpPaXKeHUN (MOXET UCMOAb30BaTbCsA AN
BblBOZa MHbOpPMaLmmn 0 60bLIOM KOANYECTBE O6BHEKTOB B

KapaHTtuHe).

Mo ymonuaruto: 1.

per-page KonnyectBo o6bektoB B KapaHTvHe Ha OHOW CTpaHuULEe npu HeT
NOCTPaHWYHOM OTOBpPaXKeHUN (MOXET NCNOAb30BaTbCA ANA
BbIBOAA MHPOPMaLmm 0 60/bLIOM KoNnvecTBe 06bEKTOB B
KapaHTuHe).

Mo ymonuanumto: 100.

till [JaTa KOHLa 3anpallnBaeMoro nepuoja, B TeueHme KOTOporo HeT
061beKkTbl NepemMelanuncs B KapaHtuH.

Ecnv napameTp He 3asaH, TO MHGOpPMaums BO3BpalLaeTcs 3a
TeKyLLMIA MecsL,

Mpumep 3anpoca

https://192.168.1.1:9081/api/groups/quarantine-objects.ds?id=2&per-page=1

Huxxe npeacraBneHbl npuMepbl otBeToB B Gopmate XML 1 B dopmate JSON.

PykoBogctBo no Web API
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OTBet B popmarte XML

<drweb-es-api api version="4.3.0" timestamp="1587587019" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<group-quarantine items="1" period from="1585688400" period till="1587589199">
<item>
<station id="1002">Station02</station>
<created-time>1587553404</created-time>
<component>2</component>
<file size="125440">C:\Users\tests\Virs\Win32.PariteC:
\Users\Administrator\Desktop\sendmessage 1ll1l\sendmessage\sendmessage\adware. xe</file>
<hash>F20ED9A269BF10E2E9F119979478890C8AASE6A3F6CD83B2020F27C01991EDF7</hash>
<owner>win7-pro-x64-ru\Administrator:win7-pro-x64-ru\None</owner>
<virus-info>Adware.Dudu</virus-info>
<object>Fc45be5fbelf9f0b64£9a58fa898b73d913ad494aabb4aa9341c96737600fad44</object>
<g-time>20200422110324000</g-time>
<infection-type>5</infection-type>
</item>
</group-quarantine>
<pages total="6" current="2" objects-per-page="1"/>
</drweb-es-api>

OnucaHue napameTpoB oTBeTtHoro XML

® D/IeMEHT <group-quarantine /> COAEPXUT MHGOPMaLMtO 060 Bcex obbekTax B KapaHTuHe Ha
CTaHUMAX rPynnbl, yKa3aHHOWM B 3anpoce.

ATpunbyTbl 31€MEHTA <group-quarantine />

AtpubyTr OnucaHue
items Obee konnyecTBo 06bEKTOB B KapaHTWHE Ha CTaHUMAX 3a4aHHOW rpynmbl
period_from [aTa Hauana 3anpallvBaeMoro nepuosa, B Te4eHne KOTOporo o6bekTbl

nepemetanncs B KapaHTtuH

period_till [aTa KOoHUa 3anpallBaeMoro nepuoza, B Te4yeHne KOToporo o6bekTbl
nepemewannce B KapaHtuH

8 DNIEMEHT <item /> COAEPXUT MHGOPMALMIO O KOHKPETHOM 0bbekTe KapaHTuHa.

" DJIeMEeHT <station /> COAEPXUT MHGOPMALMIO O CTaHUMW, B KapaHTUH KOTOPOW Bbin
nobasneH ob6bekT.

ATpunbyT 31eMeHTa <station />
ATpubyT OnucaHue
id NaeHTndurkaTop CTaHumm

3HaueHne 3/IeMeHTa <station /> — Ha3BaHWe CTaHUMW.

PykoBogctBo no Web API
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* 3HaUeHWEe INEMEHTA <created-time /> — BpeMs JobaBneHus obbekTa B KapaHTUH Ha
CepBepe Dr.Web.

* 3HayeHe 3/1eMEHTa <component /> — KOJ KOMMOHEHTA, MEPEMECTMBLUErO OOBEKT B
KapaHT1H. KOMNOHEHTaM NPUCBOEHbI KOAbI:

Kogp, KomnoHeHT

0 HeW3BECTHbIN KOMMOHEHT

1 CkaHep Dr.Web

2 SplDer Guard

3 SpIDer Mail

4 SplDer Gate

5 MeHegayep KapaHTUHa

6 Dr.Web ansa Kerio

7 Dr.Web ans Microsoft Outlook
8 Dr.Web ansa IBM Lotus Domino
9 Dr.Web ana Qbik WinGate

10 Dr.Web ans ISA Server

11 AHTUPYTKUT-MOZY /b

" DleMEHT <file /> COAEPXUT NHOPMALMIO O KOHKPETHOM daiine, HaXxoAALEMCA B
KapaHTuHe.

ATpnbYyT anemMeHTa <file />
ATpubyr OnucaHue
size Pazmep daiina, Haxogawerocs B KapaHTtvHe

3HaueHMe 31eMeHTa <file /> — OpPUTMHaNbHOE UMA daina n NOAHBIN NYTb K banny
A0 nNepeMelleHnsa B KapaHTuH.

* 3HayeHMe 31eMeHTa <hash /> — Xel-Kog obbekTa B popmaTte SHA256.
» 3HaueHMe 3/1eMeHTa <owner />— WUMA NOJb30OBaTens-BAajenbua danna.

= 3HayeHme 3NeMeHTa <virus-info /> — Ha3BaHWe BPeJOHOCHOro obbekTa No
knaccmdmkaumm komnaHmm «Joktop Beb».

» 3HayeHWe 31eMeHTa <object /> — UAEHTUPMKATOP 0H6BEKTa MOC/e NepeMeLLeHNA B
KapaHTuH.

= 3HayeHuWe 31eMeHTa <g-time /> — BpemA gobaBneHna obbekTa B KapaHTuH Ha
CTaHuuwN.

PykoBogctBo no Web API
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» 3HaueHMe 31eMeHTa <infection-type />— TUN UHeKUMU. Tunam MHbeKUMI
MPUCBOEHbI KOABbI:

Kop Tun nHpekuynn

1 n3BeCTHasa MHpeKuus

2 n3BecTHaa Moandbukauma nHbekumn
4 HeunsBecCTHasa MHpeKLwA

5 pekiamMHasa nporpaMma

6 nporpamMma f03BOHa

7 nporpamMma-LyTka

8 noTeHLpabHO onacHasa nporpamMmma
9 nporpaMma B3/sioma

® DNIEMEHT <pages /> COAEPXMT MHOOPMALMIO O NOCTPAHMYHOM OTOBPaXKEHNN.

ATpnbYyTbl aN1EeMEHTa <pages />

ATpunbyT OnucaHue

total ObLwee KONMYECTBO CTPaHWL,

current Homep Tekywiel cTpaHuLpl

objects-per-page MakcmanbHoe KomyecTBo 06bekToB B KapaHTvHe Ha cTpaHuLe

OtBet B popmare JSON

{ "head": {
"status": true,
"timestamp": 1587592440,
"api": |
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "d43ec7c0-846c-11ea-56fb-d8e582d45004"} },
"data": {
"period from": 1585688400,
"period till": 1587675599,
"items": {
"total": 1,
"list": [
{"created time": 1587553404,
"component code": 2,

PykoBogctBo no Web API
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"file": "C:\\Users\\Administrator\\Desktop\\sendmessage 111\\sendmessage\
\sendmessage\\adware. xe",
"file size": 125440,
"hash": "F20EDS9A269BF10E2E9F119979478890C8AASE6A3F6CD83B2020F27C01991EDET7",
"owner": "win7-pro-x64-ru\\Administrator:win7-pro-x64-ru\\None",
"virus info": "Adware.Dudu",
"object": "Fc45be5fbelf9f0b64£9a58fa898b73d913ad494aabb4aa9341c96737600fa44",
"g time": 20200422110324000,
"infection type": 5,
"station id": "1002",
"station name": "Station02"}]},
"pages": {

"total": o,

"current": 2,

"objects per page": 1}}}

OnucaHve napametpoB orBeTtHoro JSON

Baok data cogepxut nHdopmauuto 06 nHbopmaumio 060 Bcex obbekTax B KapaHTuHe Ha
CTaHUMAX rpynnbl, yKa3aHHOW B 3anpoce.

JneMeHTbl 610Ka data:
HasBaHue noasa OnucaHue

period_from [aTta Hauvana 3anpallvBaeMOro nepuosa, B Te4eHne KOToporo o6bekTbl
nepemetanuncs B KapaHTtuH

period_till [JaTa KoHLa 3anpallBaeMoro nepuoja, B Te4eHe KOTOporo 06beKTbl
nepemMelianvce B KapaHTuH

items Baok ¢ nHpopmaument o kaxkgom obbekTe B KapaHTMHe Ha CTaHUMsAX 3a4aHHOM
rpynnbl

e DleMeHTbl 6J10Ka items:

HassaHue nons OnucaHue
total Obuee konnuectBo 06bekTOB B KapaHTHE Ha BCeX CTaHLMAX rpynmbl
list Maccus ¢ nHbopMaLmeit Mo Kaxaomy o6bekTy B KapaHTuHe

o Kaxabln 06bekT MaccmBa list COAEPXUT MHPOPMaLMIO O KOHKPETHOM 0b6bekTe B
KapaHTuHe.

Sn1eMeHTbl O6BbEeKTOB B MacCMBe list:
HasBaHue nons OnucaHue

component_code Koz koMmnoHeHTa, nepemMecTuBllero o6bekT B KapaHTuH:

0 — Hen3BeCTHbIN KOMMOHEHT,

1 — CkaHep Dr.Web,

PykoBogctBo no Web API
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HasBaHue noas

created_time

file

file_size
hash

infection_type

object
owner
g_time

station_id

station_name

virus_info

5. Pa6ora c rpynnamm

Monyuenue cocrosHuna KapaHtnHa B rpynne

OnucaHue

2 — SplDer Guard,

3 — SpIDer Mail,

4 — SplDer Gate,

5 — MeHepxep KapaHTuHa,

6 — Dr.Web ans Kerio,

7 — Dr.Web ana Microsoft Outlook,
8 — Dr.Web asa IBM Lotus Domino,
9 — Dr.Web ana Qbik WinGate,

10 — Dr.Web ans ISA Server,

11 — AHTVPYTKUT-MOAY /b

Bpems pobaBneHuns obbvekta B KapaHtnH Ha Cepsepe Dr.Web

OpuruHanbHoe nmsa ¢aina v NoAHbIN MyTb K Gainy A0 NepemelLeHns B

KapaHtuH
Pasmep daina, Haxogawerocs B KapaHTtvHe
Xew-koa obbekta B popmate SHA256

Tvn nHpekupmm:

1 — n3BecTHaa VHOeKLMS,

2 — V3BeCTHas MoanduKaumsa MHPeKLK,
4 — HeuzBecCTHas nHdeKuua,

5 — pexsamHas nporpamMmma,

6 — nporpamMma L03BOHa,

7 — nporpamma-LuyTKa,

8 — noTeHUManbHO onacHas nNporpamMmma,

9 — nporpamma B3noMa

NaeHtndrkatop obbekta nocne nepemMelenvs B KapaHtuH

Vims Bnagensua danna

Bpems gobasneHns ob6bekTa B KapaHTVH Ha cTaHLyn

NaeHtmwrkatop ctaHummn, nHbopmaums o KapaHTrHe KOTOPOW NPUBOANTCA B

JaHHOW cekumm

Ha3BaHwue cTaHumW, nHpopmauymsa o KapaHTHe KOTOPOW NPVBOAUTCA B

JlaHHOW cekumm

HazBaHwne BpPefOHOCHOTO obbekTa no KﬂaCCVIqJVIKaLI,I/II/I KOMMaHnn

«[lokTop Beb»

e bNOK pages COAEPXNT MHPOPMALIMIO O MOCTPAHNUYHOM OTOBpPaXKEHUN.

PykoBogctBo no Web API
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Monyuenue cocrosHuna KapaHtnHa B rpynne

SneMeHTbl 610Ka pages:

HasBaHue nonsa

current

objects_per_page

total

OnucaHue

Homep TekyLielt cTpaHuLpl

Obuee KONMYECTBO CTPaHWL

OtnpaBka coobuieHus rpynne

MapameTpbl 3anpoca

Mapametp
id

link-text

link-url

logo

logo-text

logo-url

message

OnucaHue
WNaeHtndvkaTop rpynnel

Makpoc {link} 6yaeT 3aMeHeH Ha CTPOKY, YKa3aHHyH B
AaHHOM MapameTpe

Ccblnka Ha cTpaHuUy, KoTopas 6yZeT OTKpbIBaTbCA MPU 3armycke
Makpoca {link}

JNloromvn B dopmate BMP (24-6uTHble n306pakeHs B
KoavpoBke base64)

TekcT, pa3Meu.|,aeMbu7| cnpaBa OT 0roTvNa, HanprMmep, Ha3BaHne
KOMMaHnn

Ccblnika Ha CTpaHuLy, koTopas 6yaeT OTKpbIBaTbCA MPU HaxKaTUm
Ha norotun

TekcT COO6LU,EHVIF|, OTNPaBJIAEMOro Ha CTaHUMWM rpynnbl.

TekcT COO6LU,EHVI9I MOXeT cogep>aTb Makpoc {1link}

NMpumep 3anpoca

https://192.168.1.1:9081/api/groups/send-message.ds?
message=TEST MSG&id=1l&logo=logo baseb64&logo-text=logo-text&logo-
url=www.logo.ru&link-text=test%20text&link-url=www.url.ru

MakcrmanbHoe KOMYecTBO 06BEKTOB B KapaHTVIHe Ha CTpaHuLue

O6s3aTeNIbHbIN

aa

HET

HeT

HET

HEeT

HeT

aa

Hwuxe npeactaBneHbl npuMepbl otBeToB B dopmate XML n B dopmate JSON.

PykoBogctBo no Web API
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OTtnpaBka coobueHus rpynne

AT
\g’:

OtBet B popmare XML

<drweb-es-api api version="4.3.0" timestamp="1582030330" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<stations total="3">
<station id="Gr2" status="delayed"/>
<station id="1002" status="delayed"/>
<station id="Test2" status="failed"/>
</stations>
</drweb-es-api>

OnucaHue napameTpoB oTBeTtHoro XML

DNEMEHT <stations /> COAEPXNUT MHPOPMaLMIO 06 OTNpaBke COOBLLEHMA Ha CTaHLUU TPYNbl,
yKa3zaHHOW B 3anpoce.

ATpnbYT 31eMeHTa <stations />
ATpubyr OnucaHue
total Oblee KONNYeCTBO CTaHUWM B OTBETE

® DNIeMEeHT <station /> COAEPXUT MHPOPMaLMIO 06 OTNpaBKe COOBLLEHMA Ha KOHKPETHYHO
CTaHUuto.

ATpunOyTbl 3N1EMEHTA <station />

ATtpnbyr OnucaHue
id Nperntndurkatop cTaHumm
status CraTyc oTnpaBku COObLLeHMs:

e delayed — oTnpaBKa OT/I0XEHa,
e failed — oTnpaBka 3aBepPLIWIOCH C OLLINOKOW,

e initiated — oTnpaBka MHULUMNPOBaHa.

OtBet B popmare JSON

{ "head": {
"status": true,
"timestamp": 1582030586,
"api": |
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "27671337-e0b0-4f60-aeb0-ablf2cad7£77"}},

PykoBogctBo no Web API
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OTtnpaBka coobueHus rpynne

"data": {
"total": 3,
"list": {
"Gr2": "delayed",
"1002": "delayed",
"Test2": "failed"}}}

OnucaHue napameTpoB oTBeTHoro JSON

BAOK data copepXnT nHGOpMaumMo 06 oTnpaBke COOOLLEHNS Ha CTaHLUWKW TPYyNMbl, YKa3aHHOW
B 3anpoce.

dnemMeHTbl 610Ka data:

HasBaHue nons OnucaHue
total Oblee KONNYeCTBO CTaHUWI B OTBETE
list Brok ¢ pesynbtataMy OTNPaBKM COOBLLEHNA Ha KaXayr CTaHLMWIO

e DjleMeHTbl 6J10Ka 1ist:

HasBaHwue nona OnucaHue
VaeHtndurkatop CraTyc oTnpaBKu COObLLEHNA:
CTaHuun

e delayed — OTNpaBKa OT/JIOXEHA,
e failed — OTMpaBKa 3aBEPLUMIOCH C OLLIMOKOM,

e initiated — OTNpaBKa MHULMMPOBAHA.

3anycK cKaHMpPOBaHUA B rpynne

MapameTpbl 3anpoca

Mapametp OnucaHue O6s3aTenbHbIN

action-adware [JelictBre npy o6Hapy>XeHWUN peKkiaMHbIX MPOrpamm. HeT

,ﬂ,OI‘IyCTl/IMbIe 3Ha4veHunaA:
e ignore — WUrHOPUPOBATb,
e delete — yaanath,

e quarantine — nepemetatb B KapaHTuH.

action-dialers [JelictBre npv obHapyeHWUM NporpamMm A03BOHa HeT

PykoBogctBo no Web API
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3anyck ckaHUpoBaHuA B rpynmne

Mapametp OnucaHue O6s3aTeNIbHbIN

action-hacktools [JelictBre npv obHapyeHWn nporpamMm B3jiomMa HeT

action-incurable-
files

[leicTBMe NpY HEBO3MOXHOCTN IeYeHMa 3apaXKeHHoro obbekTa. HeT
JonyctMble 3HaueHns:
e delete — yaanaTb,

e quarantine — nepemellaTtb B KapaHTuH.

action-infected- [JelictBre npy o6Hapy>XeHUN MHOMUMPOBAHHBIX apXVBOB HeT
archive

action-infected- [JeictBure npu 06Hapy>eHUN MHOULIMPOBaHHbIX 3arpy304HbIX HeT
boot CEKTOPOB.

[Jonyctmble 3HaueHus:
e report — OTnpaBaATb onoBelleHne Ha Cepsep Dr.Web,

® cure — JIeYnTb.

action-infected- [JewnctBune npu obHapy>xeHU NHOULMPOBaAHHBIX GanoBbIX HeT
container KOHTEMHEpOB
action-infected-files /[leiictBre npu 06Hapy>KeHUM MHOULMPOBAHHBIX GalinoB. HeT

[JonyctMble 3HaueHns:

e cure — JIeUNTb,

e delete — yaanath,

e quarantine — nepemeliats B KapaHTuH.

action-infected- [JeiictBure npu o6Hapy>eHUN NHOULIMPOBAHHbIX MOUTOBbIX HeT
mail daiinos.

ﬂ,OI’IyCTVIMbIe 3Ha4veHunA:
e ignore — WUrHOPUPOBATb,

e quarantine — nepemeLLats B KapaHTuH.

action-jokes [JelictBre npy o6Hapy>XeHUM NporpamMm-LLyToK HeT

action-riskware [JewnctBre npu obHapy>keHUM NOTEHLMaNbHO ONacHbIX HeT
nporpamm

action-suspicious-  [elictBue npu o6Hapy>KeHUM No03puTesbHbIX Gainnos. HeT

files

,ﬂ,OI‘IyCTl/IMbIe 3Ha4veHunaA:
e ignore — WUrHOPUPOBATb,
e delete — yaanath,

e quarantine — nepemetatb B KapaHTuH.

PykoBogctBo no Web API
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3anyck ckaHUpoBaHuA B rpynmne

Mapametp OnucaHue O6s3aTeNIbHbIN
id VaeHTndurkaTop rpynnbi. aa

I'IapaMeTp MOXET ObITb YKa3aH B 3anpoce HeorpaHNM4yeHHoOe
KO/IMYeCTBO pPa3 AnA 3anycka CKaHMPOBaHMA Ha CTaHUMAX
HECKONbKUX rpynn o4HOBPEMEHHO.

reboot 3ajlaHvie aBTOMaTMYECKOW Nepe3arpy3ku KoMmnboTepa HeT
noJsib3oBaTesid Nocie OKOHYaHUA CKaHMPOBaHUA, €Cin B
npoLecce NPoBepKN 6bliv 0BHapPYKeHbl MHOULMPOBaHHbIE
06BEKTBI, A/ 3aBEPLUEHVSA leYeH s KOTOPbIX TpebyeTcs
nepesarpyska onepaLsoHHOW cUCTEMBI.

Jonyctumble 3HadeHuna: yes | no.
type Twn ckaHMpoBaHMA. HeT

,ﬂ,OI'IyCTVIMbIe 3Ha4veHunaA:
e full — MoJsHOe,

e gquick — b6bicTpoe.

Mo ymonuaHuio: quick.

Mpumep 3anpoca

https://192.168.1.1:9081/api/groups/start-scanner.ds?id=4

Hwuxe npeactaBneHsl npuMepsl otBetoB B Gopmate XML n B popmate JSON.

OtBet B popmarte XML

<drweb-es-api api version="4.3.0" timestamp="1558521918" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<stations total="2">
<station id="e8702abl-al76-4aef-8660-f01851fcae80" status="initiated"/>
<station id="1" status="failed"/>
</stations>
</drweb-es-api>

OnucaHue napameTtpoB oTBeTtHoro XML

DNEeMEHT <stations /> COAEPXUT MHPOPMALIMIO O 3aMycke CKAHWPOBAHWA B rpynnax,
yKa3aHHbIX B 3anpoce.

PykoBogctBo no Web API
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3anyck ckaHMpoBaHUA B rpymnmne

ATpnbYT 31eMeHTa <stations />
ATpubyr OnucaHue
total Oblee KONNYeCcTBO CTaHUWI B OTBETE

® DNIeMEeHT <station /> COAEPXUT MHPOPMALMIO O 3anycke CKAHMPOBAHUA KOHKPETHOM
CTaHUMN.

ATpnbyTbl aNEMEHTa <station />:

AtpubyTr OnucaHue
id Nperntndurkatop ctaHumm
status CraTyc 3anycka yAaneHHOro CKaHMpOBaHWA:

e delayed — 3anycK CKaHWPOBAHWSA OTNOXEH,
e failed — 3anyck CKAHMPOBAHWSA 3aBEPLLWACS C OLLINOKOM,

e initiated — cKaHMpOBaHWE VHULWMMPOBAHO.

OtBet B popmare JSON

{ "head": {
"status": true,
"timestamp": 1558522001,
"api": |
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "27671337-e0b0-4f60-aeb0-ablf2cad7£f77"}},

"data": {
"total": 2,
"list": {
"e8702abl-al76-4aef-8660-£f01851fcae80": "failed",
"1": "initiated"}}}

OnucaHue napametpoB orBeTtHoro JSON

BAIOK data COAEPXUT MHOOPMALMIO O 3aMycke CKAHMPOBAHWSA B TPYyrMnax, ykasaHHbIX B
3anpoce.

SnemMeHTbl 6J0Ka data:

HasBaHue nona OnucaHue
total O6blee KONNYeCTBO CTaHUWI B OTBETE
list bnok ¢ pe3synbTataMu 3anycka CKaHUPOBaHWA /151 KaXKA0M CTaHLMn

PykoBogctBo no Web API
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3anyck ckaHMpoBaHUA B rpymnmne

e JieMeHTbl 610Ka 1ist:

HassaHue nons OnucaHue
NaeHtndvkaTop CraTyc 3anycka yfaseHHOro CKaHMpOBaHWA:
CTaHUMmn

e delayed — 3anyck CKaHMPOBAHWA OTNOXEH,
e failed — 3anyck CKAHMPOBAHWA 3aBEPLLWACA C OLLIUOKOMN,

e initiated — CKkaHMpPOBaHWE VHULMPOBAHO.

3anyck nepesarpysku B rpynne

MapameTtpbl 3anpoca

Mapametp OnucaHue O6s3aTesbHbI
delay Mepuog 3asep>kkn A5 Nepesarpysku CTaHUmM B CEKYHAAX. HeT

Ecnv napameTp He nepepaH, cTaHUmMA 6yaeT nepesarpyKeHa ¢
3asep>koi B 60 cekyHA.

id NaentndrkaTtop rpynnb.. Aa
MapameTp MoeT 6bITb yKka3aH B 3aMpoce HeorpaHWYeHHoe
KO/IMYeCTBO pa3 ANA nepesarpyskn CTaHLMIA HECKONbKUX Tpymnn

OAHOBPEMEHHO.

message CoobLueHne NoNb30BaTENO B MPOU3BOJIbHON GOpMe O MpuuvHe  za
nepesarpysku

Mpumep 3anpoca

https://192.168.1.1:9081/api/groups/reboot.ds?id=4&message=reboot&delay=45

Huxe npeacraBneHbl npuMepsl otBeToB B hopmate XML 1 B dopmate JSSON.

OtBet B popmate XML

<drweb-es-api api version="4.3.0" timestamp="1582030316" server="192.168.1.1"
srv version="13.00.0.202005090" status="true">
<stations total="2">
<station id="1002" status="failed"/>

PykoBogctBo no Web API

163



A7
>}
-‘ﬂ

a‘r 5. Pa6ora c rpynnamm
\ , 3anyck nepesarpysku B rpynne

<station id="1003" status="initiated"/>
</stations>
</drweb-es-api>

OnucaHve napamerpoB otseTtHoro XML

DNEeMEHT <stations /> COAEPXUT MHGOPMALMIO O 3anycke nepe3arpysku CTaHLUMIA B rpynnax,
yKa3aHHbIX B 3anpoce.

ATpnbYyT 31eMeHTa <stations />
ATpubyT OnucaHue
total ObLee KONNYeCTBO CTaHUMIM B OTBETE

® D/IEMEHT <station /> COAEPXMT MHPOPMALMIO O 3amnycke nepesarpyskn KOHKPETHOM
CTaHUUMN.

ATpnbYyTbl aNE€MEHTa <station />:

ATpunbyT OnucaHue
id NaeHTndurkaTop CTaHumm
status CraTyc 3anycka nepesarpysku cTaHUmK:

e failed — owwbKa NpU NOMbITKE 3aMyCTUTb Mepe3arpysky,

e initiated — mepesarpyska VHULMMPOBaHA.

OTBet B popmate JSON

{ "head": {
"status": true,
"timestamp": 1582030573,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "eaela652-96d5-48fd-9169-4788a036880b8"}},

"data": {
"total": 2,
"list": {
"1002": "failed",
"1003": "initiated"}}}

PykoBogctBo no Web API
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3anyck nepesarpysku B rpynmne

OnucaHue napamerpos orseTtHoro JSON

BAOK data coaepXXmT MHGOPMaLMIO O 3anycke nepesarpysky CTaHLMI B rpynnax, ykazaHHbIX B
3anpoce.

SnemMeHTbl 6J0Ka data:

HasBaHue nons OnucaHue
total O6blee KONNMYeCTBO CTaHUWIM B OTBETE
list Baok ¢ pesynbTaTamu 3anycka nepesarpysku 41s Kaxkaol cTaHumm

e JsieMeHTbl 6/10Ka 1ist:

HasBaHue nonsa OnucaHue
NaeHTndvkaTop CraTyc 3anycka nepesarpysku cTaHUmK:
CTaHUum

e failed — owwmbka Npu NOMbITKE 3aMyCTUTb Nepe3arpysky,

e initiated — mepesarpyska VHULMMPOBaHa.

3anyck o6HOB/IeHNA KOMMNOHEHTOB B rpynne

MapameTtp 3anpoca

Mapametp OnucaHue O6s3aTenbHbIN
id NaeHntndrkatop rpynnb.. Aa

MapameTp MOXeT HbiTb YKa3aH B 3aMpoCe HeorpaHUYeHHoe
KOJINYECTBO pa3 Asi OOHOBJIEHUS KOMMOHEHTOB Ha CTaHLMAX
HECKOIbKUX TPYMMN O4HOBPEMEHHO.

Mpumep 3anpoca

https://192.168.1.1:9081/api/groups/update-components.ds?id=123123123

Huxxe npeacraBneHbl npumMepsl otBeToB B Gopmate XML n B dopmate JSON.

PykoBogctBo no Web API
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3anyck 0o6HOB/IEHNA KOMIMOHEHTOB B rpynmne

OtBet B popmare XML

<drweb-es-api api version="4.3.0" timestamp="1582521923" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<stations total="3">
<station id="d071625c-d21d-b211-9bcd-bc02713b£f843" status="delayed"/>
<station id="70200e02-d21d-b211-8a39-a00ca2f8be36" status="delayed"/>
<station id="e8702abl-al76-4aef-8660-f01851fcae80" status="initiated"/>
</stations>
</drweb-es-api>

OnucaHue napameTpoB oTBeTtHoro XML

DNEeMEeHT <stations /> COAEPXUT MHPOPMALMIO O 3anycke O6HOBAEHMNA KOMMOHEHTOB Ha
CTaHUMAX B rpynmnax, ykazaHHbIX B 3anpoce.

ATpnbYT 31eMeHTa <stations />
ATpubyr OnucaHue
total Oblee KONNYeCTBO CTaHUWM B OTBETE

® D/IeMeHT <station /> COAEPXMUT MHPOPMaLMNIO O 3anycke OOHOBNEHNA KOMMOHEHTOB Ha
KOHKPETHOM CTaHLUW.

ATpunOyTbl 3N1EMEHTA <station />

ATtpnbyr OnucaHue
id Nperntndurkatop cTaHumm
status CraTyc 3anycka 0OHOB/IEHNSA KOMMOHEHTOB!

e delayed — OBHOBNEHME OTIOXEHO,
e failed — OoBHOB/EHME 3aBEPLUNIOCH C OLLINOKON,

e initiated — OBHOBJEHUE VHULMMPOBAHO.

OtBet B popmare JSON

{ "head": {
"status": true,
"timestamp": 1582522006,
"api": |
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "27671337-e0b0-4f60-aeb0-ablf2cad7£77"}},

PykoBogctBo no Web API
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3anyck 0o6HOB/IEHNA KOMIMOHEHTOB B rpynmne

"data": {
"total": 3,
"list": {
"d071625¢c-d21d-b211-9bc4-bc02713b£f843": "delayed",
"70200e02-d21d-b211-8a39-a00ca2f8be36": "delayed",
"e8702abl-al76-4aef-8660-f01851fcae80": "initiated"}}}

OnucaHue napameTpoB oTBeTHoro JSON

BNOK data cOaepXUT MHGOPMALMIO O 3anycke OOHOBAEHNA KOMMOHEHTOB Ha CTaHLMAX B
rpynnax, ykasaHHbIX B 3anpoce.

dnemMeHTbl 610Ka data:

HasBaHue nons OnucaHue
total Oblee KONNYeCTBO CTaHUWI B OTBETE
list Bnok ¢ pesynbtatamu 3anycka OOHOB/IEHMS KOMMAOHEHTOB A/ KaXkAoW CTaHLmK

e DjleMeHTbl 6J10Ka 1ist:

HasBaHue nonsa OnucaHue
NaeHTndvkaTop CraTyc 3anycka 0O6HOBAEHWA KOMMOHEHTOB:
CcTaHUMn

e delayed — OBOHOB/IEHNE OTIOXEHO,
e failed — OOHOBJ/IEHVE 3aBEPLUMIOCH C OLLIUOKOM,

e initiated — 0BHOBAEHME VHNLMMPOBAHO.

YnpaBneHue napamerpamu 6/10knpoBKku

MapameTpbl 3anpoca

Mapametp OnucaHue O6s3aTenbHbIN

id NaeHntndrkatop rpynmbl Aa

Mpumep 3anpoca

https://192.168.1.1:9081/api/groups/blocking.ds?id=7ec98a70-5c83-11lea-512f-
70al67e08535

PykoBogctBo no Web API
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Huxe npeacraBneHbl npumMepsl otBeToB B Gopmate XML 1 B dopmate JSSON.

OtBet B popmare XML

<drweb-es-api api version="4.3.0" timestamp="1584353601" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<stations total="2">
<station id="1004" status="failed"/>
<station id="1005" status="success"/>
</stations>
</drweb-es-api>

OnucaHue napamerpoB orBeTtHoro XML

JNEMEHT <stations /> COAEPXKMT UHPOPMaLMIO 06 N3MEHEHNW NapaMeTpoB 6JOKMPOBKM
CTaHUMW B rpynne, ykazaHHOW B 3anpoce.

ATpunOyT 31emMeHTa <stations />
ATpubyr OnucaHue
total O6blee KONNYeCTBO CTaHUWI B OTBETE

® DJIEMEHT <station /> COAEPXUT MHPOPMaLMO 06 N3MEHEHUN NapaMeTPOB 6J10KMPOBKU
KOHKPETHOM CTaHLMW.

ATpunBYTbI 3N1EMEHTa <station />

ATtpnbyr OnucaHue
id VaeHtndurkaTop crtaHumm
status CraTyc M3MeHeHWa napameTpoB 610KNPOBKM:

® success — 6J'IOKI/IpOBKa BbIMOJ/IHEHa yCNEeLWwHOo,

e failed — 6J0KMPOBKa He BbIMOJHEHA.

OTBet B popmate JSON

{ "head": {
"status": true,
"timestamp": 1584354370,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "eaela652-96d5-48fd-9169-4788a03688b8"}},

PykoBogctBo no Web API
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"data": {
"total": 2,
"list": {
"1004": "failed",
"1005": "success"}}}

OnucaHue napameTpoB oTBeTHoro JSON

Bnok data cogep>uT nHbopmaLmio 06 n3MeHeHNM NapaMeTpoB HJIOKMPOBKUN CTaHLMI B
rpynne, ykazaHHoOW B 3anpoce.

dnemMeHTbl 610Ka data:

HasBaHue nons OnucaHue
total Oblee KONNYeCTBO CTaHUWM B OTBETE
list Baok ¢ pesynbtataMy U3MEHEHWSA NMapamMeTpoOB BJOKMPOBKMN /1S KaXKA0 M CTaHLmK

e DjileMeHTbl 6J10Ka 1ist:

HasBaHue nonsa OnucaHue
NaeHTndvkaTop CraTyc U3MeHeHuUs napamMeTpoB B0KNPOBKM:
CcTaHUMn

® success — 6/10K|/|pOBKa BbIMOJ/IHEHa YCMELHO,

e failed — 6/0KMPOBKa He BbIMOJAHEHA.

NMonyueHue cnucka ycraHaBMBaeMbIX KOMMOHEHTOB ANA
rpynnbi

Mapametp 3anpoca

Mapametp OnucaHue O6s3aTesibHbI
id WaeHTndvkatop rpynnbi. aa
MapameTp MoOXeT BbITb yKa3aH B 3anpoce HeorpaHU4eHHoe

KONn4ecCTBO pa3 Anda nosiydeHna CrMCKOB yCTaHaB/IMBAaEMbIX
KOMMOHEHTOB ANA HECKOJIbKUX rpynn 0AHOBPEMEHHO.

| Ecnun B rpynne ectb ctaHuuy, paboTatolme nog onepaupmoHHon cuctemoin Windows, 1o
: OTBETHbIV JOKYMEHT ByZeT cofepkaTb CrMCOK KOMMOHEHTOB, YCTaHaBAMBAEMbIX Ha 3TW CTaHLMK,
B APYrVX Clyyasx Cnvcok ByaeT mycr.
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5. Pa6ora c rpynnamm
MonyueHne cnncka yctaHaBAMBaeMbIX KOMMOHEHTOB /1A TPYMnbl

NMpumep 3anpoca

https://192.168.1.1:9081/api/groups/components.ds?id=7ec98a70-5c83-11lea-
512f-70a167e08535

Hwuxe npeactaBneHbl npuMepbl otBeToB B dopmate XML n B dopmate JSON.

OtBet B popmarte XML

<drweb-es-api api version="4.3.0" timestamp="1581789582" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<groups total="1">
<group id="7ec98a70-5c83-11ea-512f-70a167e08535">
<components total="12" inherited="true" inherited group id="20e27d73-d21d-b211-
a788-85419c46f0e6" inherited group name="Everyone">
<component code="4" name="Dr.Web Scanner for Windows" status="1" />
<component code="14" name="SpIDer Mail for Windows workstations"
status="1" />
<component code="38" name="SplIDer Gate for Windows workstations"
status="1" />
<component code="54" name="Dr.Web Parental Control" status="1" />
<component code="55" name="Dr.Web Antispam" status="1" />
<component code="57" name="SplIDer Guard for Windows workstations"
status="1" />
<component code="58" name="SpIDer Guard for Windows servers" status="1" />
<component code="103" name="Dr.Web plug-in for MS Outlook™ status="1" />
<component code="105" name="Dr.Web Firewall" status="1" />
<component code="30" name="Dr.Web Agent for Windows" status="2" />
<component code="37" name="Dr.Web Agent Scanner for Windows" status="2" />
<component code="39" name="Dr.Web Agent for UNIX" status="2" />
</components>
</group>
</groups>
</drweb-es-api>

OnucaHue napameTpoB oTBeTtHoro XML

DNEeMeHT <groups /> COAEPXUT MHDOPMaLMO 060 BCeX yCTaHaBAMBAEMbIX KOMMOHEHTaX ANA
rpynn, ykazaHHbIX B 3anpoce.

ATpnbYT 31eMeHTa <groups />
ATpubyr OnucaHue

total ObLee KOIMYECTBO TPyNM B OTBETE

® DNIeMEHT <group /> COAEPXKMT MHOOPMaLMIO O KOHKPETHOM rpynne.

PykoBogctBo no Web API
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ATpnbyT 3nemeHTa <group />
ATtpnbyr OnucaHue
id Nperntndurkatop rpynmbl

o DNIEMEHT <components /> COAEPXUT MHGOPMaLMIO 06 ycTaHaBAMBaEMbIX KOMMOHEHTaX
A5 KOHKPETHOW rpynnbl.

ATpnbyTbl 31€MEHTA <components />

Atpubyr OnucaHue

total ObLee KONMUECTBO yCTaHaBAMBAEMbIX KOMMOHEHTOB

inherited Ecaun npuHvmaeT 3HaueHne true, TO KOMMOHEHTbI YHacaeA0BaHbl OT
POAUTENbCKOW rpynMbl, ecan false — napamMeTpbl KOMMOHEHTOB 3aaHbl
VHAVIBUAYAbHO.

inherited_group_id NaeHTMdMKaTOp POANTENLCKON FPyMMbl, OT KOTOPOW YHaCeL0BaHb!

napameTpbl KOMMOHEHTOB.
Ecnv atpmbyT inherited NpUHUMaeT 3HaueHve false, TO 3HaUEHME
JaHHOro aTpmbyTa ByaeT nycTbiM.

inherited_group_name  Ha3BaHue poAWTENLCKOW FPymMMbl, OT KOTOPOW yYHaceA0BaHbl NapamMeTpbl
KOMMOHEHTOB.
Ecam atpubyT inherited npuHMMaeT 3HayeHWe false, TO 3HaUYeHMe
JaHHoro atpubyTa ByaeT nycTbiM.

= J1eMeHT <component /> COAEPXUT NapaMeTpbl KOHKPETHOro yCTaHaBAMBaeMOro
KOMMOHEHTa.

ATpVI6yTbI 3/1eM€eHTa <component />!

ATpubyr OnucaHue

code YucnoBow Koz koMmrnoHeHTa (cM. Mpunoxerne b2. Koabl KOMOOHEHTOB)
name Ha3saHune komnoHeHTa (cMm. MNMpunoxerve b2. Koabl KOMOOHEHTOB)
status CraTyCc KOMMOHeHTa:

2 — KOMMOHEHT JO/IXKEH ObITb YCTAHOBNEH,
1 — KOMTMOHEHT MOXeT ObITb YCTAHOBAEH,

0 — KOMIMOHEHT He J0J/IKeH ObITb YCTaHOBEH.

OTBet B popmate JSON
{ "head": {

"status": true,
"timestamp": 1580514156,

PykoBogctBo no Web API
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"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"yuid": "70c5f522-aaab-4c93-al180-a442a0da9c2a"}},

"data": {
"total": 1,
"list": [{
"components": [
{"code": 4,
"name": "Dr.Web Scanner for Windows",

"status": 1},
{"code": 14,

"name": "SpIDer Mail for Windows workstations",
"status": 1},

{"code": 38,

"name": "SplIDer Gate for Windows workstations",

"status": 1},
{"code": 54,
"name": "Dr.Web Parental Control",
"status": 1},
{"code": 55,
"name": "Dr.Web Antispam",
"status": 1},
{"code": 57,
"name": "SpIDer Guard for Windows workstations",
"status": 1},
{"code": 58,
"name": "SpIDer Guard for Windows servers",
"status": 1},
{"code": 103,
"name": "Dr.Web plug-in for MS Outlook",
"status": 1},
{"code": 105,
"name": "Dr.Web Firewall",
"status": 1},
{"code": 30,
"name": "Dr.Web Agent for Windows",
"status": 2},
{"code": 37,
"name": "Dr.Web Agent Scanner for Windows",
"status": 2},
{"code": 39,
"name": "Dr.Web Agent for UNIX",
"status": 2}1],
"group id": "7ec98a70-5c83-11lea-512f-70a167e08535",
"inherited": true,
"inherited group id": "20e27d73-d21d-b211-a788-85419c46f0e6",
"inherited group name": "Everyone"}]}}

OnucaHue napametrpoB orBeTtHoro JSON

BaoK data coaep>kuT nHGopMaLmio 060 BCex ycTaHaBAVBaeMbIX KOMMOHEHTaX ANs rpynn,
yKa3aHHbIX B 3anpoce.
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dnemMeHTbl 610Ka data:

5. Pa6ora c rpynnamm
MonyueHne cnncka yctaHaBAMBaeMbIX KOMMOHEHTOB /1A TPYMnbl

HasBaHue nonsa OnucaHue
total Ob6Lee KOIMYECTBO TPyNM B OTBETE
list MaccvB ¢ nHdopmaupen 06 ycTaHaBAMBaEMbIX KOMMOHEHTaX Af KaX40M rpynnbl

e Kaxzbln 06bEKT MacCMBaA 1ist COAEPXUT MHPOPMaLMIo 06 yCTaHaBAMBAEMbIX KOMMOHEHTax
A8 KOHKPETHOW rpynnbl.

DNeMeHTbl 06BEKTOB B MAaCCUBE 1ist:

HasBaHue nonsa

components

group_id

inherited

inherited_group_id

inherited_group_name

OnucaHue

MaccyvB ¢ napameTpamu 418 KaXkAoro ycTaHaBAMBAaeMOrO KOMMOHEHTa
KOHKPETHOW rpynnbl

VaeHTndurkaTop rpynnbi

Ecaun npuHvmaeTt 3HaueHne true, TO KOMMOHEHTbI YHacaeA0BaHbl OT
POAWTENILCKON Fpynnbl, ecin false — napamMeTpbl KOMMOHEHTOB 3aAaHbl
VHANBWAYaNbHO.

NaeHTVVKaTOp pOAWTENbCKOM FPyYMMbl, OT KOTOPOW YHacne[0BaHbI
napameTpbl KOMMOHEHTOB.

[JaHHbIli aneMeHT 6yaeT OTCYyTCTBOBaTb, €C/IM 3NeMeHT inherited
NPUHNUMaET 3HayeHre false.

HasBaHve poautenbCkom rpynrbl, OT KOTOPOU yHacneAoBaHbl NapamMeTpbl
KOMMOHEHTOB.

[laHHbIN aneMeHT ByaeT OTCyTCTBOBATb, €C/IM INEMEHT inherited
NPUHUMaET 3HaueHre false.

o Kaxkgpl1 06beKT MaCCMBa components COAEPXMUT MHOOPMALIMIO O KOHKPETHOM
yCTaHaB/IMBAaEMOM KOMMOHEHTE.

2neMeHTbl 06BbEKTOB B MaccuBe components:

HasBaHue noas

code

name

status

OnucaHue
Yncnosow ko KomnoHeHTa (cM. Mpunoxerne 52. Kosbl KOMOOHEHTOB)
HassaHve komnoHeHTa (cM. MpunoxeHne 2. Kobl KOMNOHEHTOB)

Cra TyC KOMIMOHEHTa:

2 — KOMMOHEHT AOJIXKEH ObITb yCTaHOBJIEH,
1 — KOMTMOHEHT MOXET BbITb YCTaHOBJIEH,

0 — KOMMOHEHT He A0J/1KeH ObITb YCTaHOBJIEH.
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MonyueHne nHpopmaLMu 0 MeCTONO/IOXKEHMU CTaHL U B rpynne

NMonyueHne nHPpopmMaL M 0 MECTONOJIOXKEHUN CTaHL U B
rpynne

MapameTp 3anpoca

Mapametp OnucaHue O6s3aTesbHbIN

id NaeHntndrkatop rpynmbl Aa

Mpumep 3anpoca

https://192.168.1.1:9081/api/groups/geo.ds?id=7ec98a70-5c83-11lea-512f-
70216708535

Huxe npeacraBneHbl npuMepsl otBeToB B hopmate XML 1 B dopmate JSSON.

OtBet B popmarte XML

<drweb-es-api api version="4.3.0" timestamp="1588871306" server="192.168.1.1"
srv version="13.00.0.202005090" status="true">
<stations total="2">
<station i1d="1003" name="WIN-7-PRO-SP1-X">
<longitude>0</longitude>
<latitude>0</latitude>
<country />
<province />
<city />
<street />
</station>
<station id="1004" name="Test">
<longitude>3222220</longitude>
<latitude>3333330</latitude>
<country>EG</country>
<province>G_region</province>
<city>G_Town</city>
<street>G_avenue</street>
</station>
</stations>
</drweb-es-api>

OnucaHve napamerpoB orBeTtHoro XML

DNeMeHT <stations /> COAEPXMUT MHPOPMALIMIO O MECTOMOIOXKEHUN BCEX CTaHLMIWA Fpynnbl,
yKa3zaHHOW B 3anpoce.

PykoBogctBo no Web API
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ATpnbYT 31eMeHTa <stations />
ATpubyr OnucaHue
total Oblee KONNYeCcTBO CTaHUWI B OTBETE

® J/IEMEHT <station /> COAEPXUT NMNapaMeTpbl KOHerTHOVI CTaHUMW.

ATpunOyTbl 3n1eMeHTa <station />

ATpnbyr OnucaHue
id VaeHtndurkaTop ctaHumm
name Ha3BaHve ctaHumm

© BJIOXXEHHbIE 3/IEMEHTbI 3/IEMEHTA <station /> cofep>xaTt napaMeTpbl MeCTONMOJIOXKEHNA

CTaHUunn:
dnemeHT OnucaHue
<longitude /> JonroTa
<latitude /> WwnpoTa
<country /> CrpaHa
<province /> Ob6nactb
<city /> lopog
<street /> Ynvua

OtBet B popmare JSON

{ "head": {
"status": true,
"timestamp": 1588871857,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "b35d999d-9212-481d-af8c-8551¢c4113383"}},
"data": {
"total": 2,
"list": [
{"id": "1003",
"latitude": O,
"longitude": O,
"name": "WIN-7-PRO-SP1-X"},
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5. Pa6ora c rpynnamm
MonyueHne nHpopmaLMn 0 MECTOMOJIOXKEHUM CTaHL W B rpynmne

{"city": "G Town",
"country": "EG",

"id": "1004",
"latitude": 3333330,
"longitude": 3222220,
"name": "Test",
"province": "G region",
"street": "G avenue"}]}}

OnucaHuve napametpoB orBeTtHoro JSON

bnok data COAePXUNT I/IHq)OpMaLI,I/II-O O MECTOMONOXEeHNN BCEX CTaHLI,I/IIZ rpynnbi, yKaBaHHOIZ B

3anpoce.

SneMeHTbl b0Ka data:

HasBaHue noas

total

list

OnucaHue
Obulee KOAMUECTBO CTaHLUMM B OTBETE

MaccvB ¢ HpopmMaLen O MeCTOMONOXEHUM KaXKA0 M CTaHLMM 3a4aHHON rpynmbl

o Kaxapbln 06bekT MaccmBa list COAEPXKUT MHOOPMALMIO O MECTOMONOXEHNN KOHKPETHOM
CTaHUWW 3aZlaHHOM TPynnbl.

DneMeHTbl 06 BEKTOB B MAaCCUBE 1ist:

HasBaHue nonsa
city

country

id

latitude
longitude

name

province

street

OnucaHue

lfopoa

CrtpaHa

VaeHtndurkaTop craHumm
WwvporTa

JonroTa

Ha3BaHwue ctaHumm
Ob6nactb

Ynnua
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6. Pa6ota c Cepepom Dr.Web

6. PaboTa c CepBepom Dr.Web

HTTP-3anpoc

https://<host>:9081/api/server/<cyeHapuli>.ds?

AocTynHble cueHapumn

CueHapui OnucaHue

info.ds Nosyyenve nHdopmaumm o Cepeepe Dr.Web

keys.ds OoayyeHue HGOPMaLIMW O NNLEHINOHHBIX KAtOYaX

pdfdoc.ds MosyyeHve cnmncka CCbIOK Ha AOKYMEHTaLMIO

public-key.ds MNosyyeHwe OTKPbITLIX KAtoYel windbposaHus Cepsepa Dr.Web
repository-products.ds NonyyeHue HGOPMALMM O COCTOSHUM PENO3UTOPUS
repository-status.ds OoayyeHue nHbopmaumm 06 06HOBAEHWUN PENO3UTOP NS

search.ds Mounck cTaHuWiA 1 rpynn

statistics.ds Nonyyenwe ctatuctukn Cepeepa Dr.Web no o6HapyskeHHbIM yrpo3am
summary.ds MNonyuyeHue ctatuctuku Cepeepa Dr.Web no ckaHvpoBaHuto

tasks.ds BbinosiHeHWe 3ajaHus

usage.ds Nonyyenwe cratuctukmn Cepeepa Dr.Web no ncnonb3oBaHuio pecypcos

NMonyuenne nipopmauum o Cepsepe Dr.Web

Mapametpbl 3anpoca

3anpoc He MeeT NapaMeTpoB.

PykoBogctBo no Web API

177



A7,
A

-
~

6. Pa6ota c Cepsepom Dr.Web | 178
Monyuenune nHpopmauum o Cepsepe Dr.Web

NMpumep 3anpoca

https://192.168.1.1:9081/api/server/info.ds

Hwuxe npeacrasneHbl npuMepsl otBeToB B hopmate XML n B dopmate JSSON.

OtBet B popmate XML

<drweb-es-api api version="4.3.0" timestamp="1587050194" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<server-info>
<host>192.168.1.1</host>
<uuid>b35d999d-9212-481d-af8c-8551c4113383</uuid>
<name>SRV Test</host>
<os>Linux</os>
<version>13.00.0.202005090</version>
<api-version>4.3.0</api-version>
<uptime>191400</uptime>
<platform>
<![CDATA[Linux 4.18.0-147.5.1.el8 1.x86 64 x86 64; glibc 2.28]]>
</platform>
<memory>
<total>3753</total>
<free>824</free>
<used-by-server>14</used-by-server>
</memory>
<file-system>
<home-directory path="/opt/drwcs">
<total-space>28393443328</total-space>
<free-space>22584266752</free-space>
</home-directory>
<variable-directory path="/var/opt/drwcs">
<total-space>28393443328</total-space>
<free-space>22584266752</free-space>
</variable-directory>
</file-system>
<groups total="143">
<custom>1</custom>
<system>142</system>
</groups>
<stations total="3">
<activated>1l</activated>
<available>4294967292</available>
<deinstalled>1</deinstalled>
<deleted>0</deleted>
<licensed>4294967295</licensed>
<new>2</new>
<newbies>0</newbies>
<offline>2</offline>
<online>1</online>
<total>3</total>

PykoBogctBo no Web API
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<unactivated>2</unactivated>
<with update_errors>0</with update errors>
</stations>
</server-info>
</drweb-es-api>

OnucaHve napamerpoB otseTtHoro XML

DNEeMEHT <server-info /> COAEPXMUT nHopmaumto o Cepeepe Dr.Web.

e B/IOXKEHHbIE 3/1IEMEHTLI 3/IEMEHTA <server-info />:

dnemeHT OnwucaHue

<host /> [JomeHHoe ums vnm IP-agpec Cepsepa Dr.Web

<uuid /> NaeHtndurkaTtop Cepsepa Dr.Web

<name> Mosnb3oBaTtesnbckoe Ha3BaHWe Cepeepa Dr.Web

<os /> Ha3BaHvie onepaLuyoHHON cucTEMbI

<version /> Tekywasn Bepcua Cepsepa Dr.Web

<api-version /> Tekywas Bepcus c6opkm Dr.Web Enterprise Security Suite
<uptime /> Bpems HenpepbIBHOM paboThl

<platform /> Mnatdopma

® DIeMEeHT <memory /> COAEPXUT MHPOPMaL Mo 06 obbeme namaTn Cepepa Dr.Web.

o BIOXKEHHbIE 3/1IEMEHTbI 3/IEMEHTA <memory />:

dnemMeHT OnucaHue
<total /> O6Lwun 0bbeM NamMaATU B cucTeMe
<free /> O6beMm cBOHOAHON NAMATH

<used-by-server /> O6bem ucnonblyemoin Cepsepom Dr.Web namsaTu

® D/IEMEHT <file-system /> COAEPXMUT NMHOOPMaumto o pabouem katanore Cepepa Dr.Web.

8 DNIeMEHTbl <home-directory /> W <variable-directory /> cojep>xat I/IH(I)OpMaLI,I/II-O o
AOCTYNMHOM AMCKOBOM MPOCTPaHCTBE B pa60l-IVIX nojkatanorax.

ATpI/I6yT 3/1eEMEHTOB <home-directory /> W <variable-directory />.
ATpubyr OnucaHue

path Myt K nogkaTtanory

PykoBogctBo no Web API



A
d
A

< %‘r 6. Pa6ota c Cepeepom Dr.Web
Monyuenune nHpopmauum o Cepsepe Dr.Web

-
~

= BAOXEHHbIe 2IN1EMEHTbI 31EMEHTOB <home-directory /> W <variable-directory />:
dnemeHT OnucaHue
<total-space /> O6wWuin 06bEM ANCKOBOTO NPOCTPAHCTBa (B Merabainrax)

<free-space /> Ob6bem cBOBOAHOTO MpPOCTpaHCTBa (B Merabaritax)

® DIeMEHT <groups /> COAEPXUT MHPOPMaLMIO O rpynnax CTaHUUN, 3aperncTpupoBaHHbIX Ha
nfaHHom Cepsepe Dr.Web.

ATpnbyT 3nemMeHTa <groups />
ATpnbyr OnucaHue
total ObLee KoNMYeCTBO rpynn

o B/IOXXEHHbIE 3/1eMEHTbl 3/IeMEeHTa <groups />

dnemMeHT OnucaHue
<custom /> Monb3oBaTenbCckme rpynmbl
<system /> CuctemHble rpynmbl

e D/IEMEHT <stations /> COAEPXUT MHGOPMALMIO O CTAHLMAX, 3aPErnCTPUPOBaAHHbIX Ha
naHHoMm Cepsepe Dr.Web.

ATpnbYyT 31leMeHTa <stations />:
AtpubyTr OnucaHue
total ObLee KONMYECTBO CTaHUWIM

o BJIOXKEHHbIE 3/1IeEMEHTbI 3/IEMEHTA <stations />

dnemMeHT OnucaHue

<activated /> KonnuyectBo akTMBMPOBaHHBIX CTaHLUMN

<available /> KonnuectBo cTaHLpmiA, KOTOpPble BO3MOXHO 3aperncTpupoBath

<deinstalled /> KonnyectBo cTaHUmi C yaaneHHbIM aHTUBUPYCHbIM NMPOrPaMMHbIM
obecneyeHvem

<deleted /> KonnyectBo yaaneHHbIX CTaHLmM

<licensed /> MakcmManibHOe KOJIMUYEeCTBO CTaHUMN, ANS KOTOPLIX akTMBMPOBaHa
NINLEH3US

<new /> KonnyectBo HOBbIX CTaHLMIM C HEYCTAHOBAEHHbBIM aHTVBMPYCHbIM

nporpaMMHbIM obecrneyeHnem

PykoBogctBo no Web API
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dnemMeHT OnucaHue

<newbies /> KonnyectBo cTaHUMN-HOBMUKOB (3anpaLlmBatoLLLmnxX AOCTYN K
Cepsepy Dr.Web)

<offline /> KonnuectBo CTaHUMM He B ceTu

<online /> KosnuecTBo cTaHUMiA B ceTu

<total /> ObLee KOMYECTBO CTAaHLMI
<unactivated /> Ko/smuecTBO HeaKTMBMPOBaHHbIX CTaHLWINA

<with_update errors />  KoO/JM4eCTBO CTaHLMI C ownMbKaMn O6HOBAEHUS aHTUBMPYCHOTO
nporpaMMHoro obecrneveHus

OTBet B popmate JSON

{ "head": {
"status": true,
"timestamp": 1587050230,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "b35d999d-9212-481d-af8c-8551c4113383"},
"data": {
"host": "192.168.1.1",
"id": "b35d999d-9212-481d-af8c-8551¢c4113383",
"name": "SRV Test",
"os": "Linux",
"uptime": 191460,
"platform": "Linux 4.18.0-147.5.1.el18 1.x86 64 x86 64; glibc 2.28",
"version": "13.00.0.202005090",

"api version": "4.3.0",
"memory": {
"free": 824,

"total": 3753,
"used by server": 14},
"file system": ({

"home directory": {
"free space": 22584172544,
"path": "/opt/drwcs",
"total space": 28393443328},
"variable directory": f{
"free space": 22584172544,
"path": "/var/opt/drwcs",
"total space": 28393443328}},
"groups": {
"total": 143,
"customs": 1,

"systems": 142},

PykoBogctBo no Web API
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"stations": {
"activated": 1,
"available": 4294967292,
"deinstalled": 1,
"deleted": O,
"licensed": 4294967295,

"new": 2,

"newbies": 0,

"offline": 2,

"online": 1,

"total": 3,

"unactivated": 2,

"with update errors": 0}}}

OnucaHue napameTpoB oTBeTHoro JSON

6. Pa6ota c Cepsepom Dr.Web
Monyuenune nHpopmauum o Cepsepe Dr.Web

Bnok data coaepxuT 06wyto MHPopmaumto o Cepsepe Dr.Web.

SneMeHTbl 6bJ0Ka data:

HasBaHue nons
host

id

name

0s

uptime
platform
version
api_version
memory
file-system

groups

stations

OnucaHue

[JomeHHoe ums unm IP-agpec Cepsepa Dr.Web
Naenmowrkatop Cepsepa Dr.Web
Monb3oBaTtenbckoe Ha3BaHue Cepeepa Dr.Web
Ha3BaHve onepauMoHHOM CUCTEMBI

Bpems HenpepbIBHOM paboThl

Mnatdopma

Tekywas Bepcus coopku Cepsepa Dr.Web

Tekywas Bepcus Web API

bnok ¢ nHpopmaumern o6 o6beme namsatn Cepsepa Dr.Web

Bnok c nHpopmaumen o pabouem katanore Cepsepa Dr.Web

bnok ¢ I/IHCIJOpMaLLI/IeI?I O rpynnax CTaHLIJ/II?I, 3apernctpnpoBaHHbIX Ha AAaHHOM

Cepsepe Dr.Web

Brok ¢ nHpopmMaLwel o CTaHLpAX, 3aperucTpupoBaHHbIX Ha gaHHom Cepeepe

Dr.Web

e DjleMeHTbl 6710Ka memory:

HasBaHue nonsa

total

OnucaHue

O6bwuii 06beM NamsaTh B cUCTEME

PykoBogctBo no Web API
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HasBaHune nonsa OnucaHue
free O61bemM cBo60AHON NamMATH
used_by_server O6bem ncnonbsyemoinn Cepsepom Dr.Web namsatn

e brok file-system COAEPXUT BJIOKEHHbIE B610KM home directory W variable directory C
MHq)OpMaLLMGVI O AOCTYNHOM ANCKOBOM MPOCTPaHCTBE B pa6ow|x noaKkatanorax.

8 DnemMeHTbl 610K0B home directory W variable directory:

HasBaHue nonsa OnucaHue

free_space Ob6bem cBObOAHOTO NPOCTPaHCTBa (B Merabaritax)

path MyTb K NogkaTanory

total_space Ob6LWwmnii 06BEM AUCKOBOTO NPOCTPaHCTBa (B Merabalitax)

e DjieMeHTbl 610Ka groups.

HassaHue nons OnucaHue

total ObLee KoMYeCTBO rpynn
customs Mosnb3oBaTesnbCkme rpynmbl
systems CuctemHble rpynmbl

e DeMeHTbl 6/10Ka stations:

HasBaHue nonsa OnucaHue

activated KosnyectBo akTMBMPOBaHHbIX CTaHLWIA

available KosnyectBo cTaHUWN, KOTOpble BO3MOXHO 3apeructpupoBaThb

deinstalled KonnuectBo cTaHUW C yAaneHHbIM aHTUBUPYCHBIM MNPOrpPaMMHbIM
obecneyeHnem

deleted KonnyectBo yAaneHHbIX CTaHLyM

licensed MakcuManbHOe KOIMYECTBO CTaHUMW, ANSl KOTOPbIX akTVBMPOBaHa NNLEH3US

new KosmyecTBO HOBbIX CTaHUMIN C HEYCTAaHOB/IEHHBIM aHTUBUPYCHBLIM NPOrPaMMHbIM
obecneveHvem

newbies KonnyectBo cTaHUMn-HOBMYKOB (3anpatumBatolumx goctyn k Cepsepy Dr.Web)

offline KonnuectBo cTtaHUWA He B CeTU

online Kosnnuectso cTaHUMin B ceTn

PykoBogctBo no Web API
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HasBaHune nonsa OnucaHue
total ObLee KOMYECTBO CTaHLMM
unactivated KonnuectBo HeaKTMBMPOBAHHbIX CTaHLWN

with_update_errors KosnyectBo cTaHUmi ¢ owimbkamMm 06 HOBAEHNUS aHTUBMPYCHOTO MPOrPaMMHOTO
obecneyeHus

NMonyueHne nHpopmaLum o COCTOAHUM PEeno3UTOpPUS

MapameTpbl 3anpocos

3anpocbl He UMEerT NapamMeTpoB.

Mpumep 3anpoca

https://192.168.1.1:9081/api/server/repository-products.ds

Huxxe npeacraBneHbl npumMepsl otBeToB B Gopmate XML n B dopmate JSON.

OtBet B popmare XML

<drweb-es-api api version="4.3.0" timestamp="1587080888" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<repositories total="15">

<repository code="05-drwmeta" modified time="1586736000"
revision="13020200413000000" size="279704" files="14" last update endtime="1587129960"
last update src="Launched by Task Scheduler" last update rc="Requested product not found
on GUS servers" last update rc code="106">Dr.Web Meta information</repository>

<repository code="10-drwbases" modified time="1587126959"
revision="13020200417123559" size="205489514" files="237"
last update endtime="1587130889" last update src="Launched from the Control Center"
last update rc="Update completed successfully" last update rc code="2">Dr.Web Virus
Bases</repository>

<repository code="10-drwspamdb" modified time="1587112494"
revision="13020200417083454" size="12063766" files="17" last update endtime="1587130891"
last update src="Launched from the Control Center" last update rc="Update completed
successfully" last update rc code="2">AntiSpam Bases</repository>

<repository code="10-drwupgrade" modified time="1586964560"
revision="13020200415152920" size="44354429" files="17" last update endtime="1587130898"
last update src="Launched from the Control Center" last update rc="Update completed
successfully” last update rc code="2">Dr.Web Updater</repository>

PykoBogctBo no Web API
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<repository code="10-drwgatedb" modified time="1587129057"
revision="13020200417131057" size="139102392" files="123"
last update endtime="1587130890" last update src="Launched from the Control Center"
last _update rc="Update completed successfully" last update rc code="2">SpIDer Gate
Bases</repository>

<repository code="15-drwappcntrl” modified time="1020211200"
revision="10020020501000000" size="0" files="5" last update endtime=""
last update_src="" last update rc="" last update rc code="">Application Control
Bases</repository>

<repository code="20-drwandroidll" modified time="1587130094"
revision="13020200417132814" size="7613845" files="14" last update endtime="1587130904"
last update src="Launched from the Control Center" last update rc="Update completed
successfully” last update rc code="2">Dr.Web Agent for Android</repository>

<repository code="20-drwunix" modified time="1020211200"
revision="10020020501000000" size="0" files="0" last update endtime="1587131760"
last update src="Launched by Task Scheduler" last update rc="Update disabled"
last update rc code="4">Dr.Web Agent for UNIX</repository>

<repository code="20-drwagent" modified time="1586964540"
revision="13020200415152900" size="117264117" files="416"
last update endtime="1587130903" last update src="Launched from the Control Center"
last update rc="Update completed successfully" last update rc code="2">Dr.Web Agent for
Windows</repository>

<repository code="20-drwcs" modified time="1586736000"
revision="13020200413000000" size="290535878" files="613"
last update endtime="1587130906" last update src="Launched from the Control Center"
last update rc="Update completed successfully" last update rc code="2">Dr.Web
Server</repository>

<repository code="25-drwcsdoc" modified time="1586736000"
revision="13020200413000000" size="140980717" files="20"
last update endtime="1587130915" last update src="Launched from the Control Center"
last update rc="Update completed successfully" last update rc code="2">Dr.Web
documentation</repository>

<repository code="40-drwproxy" modified time="1020211200"
revision="10020020501000000" size="0" files="0" last update endtime="1587131760"
last update src="Launched by Task Scheduler" last update rc="Update disabled"
last update rc code="4">Dr.Web Proxy Server</repository>

<repository code="70-drwutils" modified time="1586736000"
revision="13020200413000000" size="160780634" files="42"
last update endtime="1587131069" last update src="Launched from the Control Center"
last update rc="Update completed successfully" last update rc code="2">Dr.Web
administrative utilities</repository>

<repository code="70-drwextra" modified time="1586736000"
revision="13020200413000000" size="2252817195" files="19"
last update endtime="1587131052" last update src="Launched from the Control Center"
last update_ rc="Update completed successfully" last update rc code="2">Dr.Web Enterprise
products</repository>

<repository code="80-drwnews" modified time="1587092725"
revision="13020200417030525" size="21958741" files="1622"
last update endtime="1587131081" last update src="Launched from the Control Center"
last update rc="Update completed successfully" last update rc code="2">Doctor Web
News</repository>

</repositories>

</drweb-es-api>

PykoBogctBo no Web API

185



A
d
A

Y-
f%‘r 6. Pabota c Cepsepom Dr.Web
MonyueHne nHpopmaLm 0 COCTOAHUU pPeno3nTopua

-
~

OnucaHve napamerpoB orBeTtHoro XML

DNEeMEHT <repositories /> COAEPXMUT MHbOPMaLuMto 060 BCeX MPOAYKTax B Peno3MTOPUN.
ATpI/I6yT J/IEMEHTA <repositories />:
ATpubyT OnucaHue

total ObLee KOIMYECTBO NPOAYKTOB B PENO3UTOPUN

® D/IEeMEHT <repository /> COAEPXUT MHDOPMaLMIO O KOHKPETHOM NMPOAYKTE B PEMNO3UTOPUN.

ATpI/I6yTbI 3/IEMEHTA <repository />:

ATtpnbyr OnucaHue

code Kog penosutopus

modified_time [aTa nocnesHero o6HOBAEHUS PEBU3UN

revision Howmep Tekyluern pesusum

size Pa3mep pesusum B baitTax

files Konnuectso dainos B peBusum

last_update_endtime Bpewms 3aBeplueHns nocneaHero o6HOBAEHNS

last_update_src VHvupatop ob6HOBNEHUS

last_update_rc Pe3ynbTaT 06HOBEHMA (cM. [punoxerve /1. Bo3epalllaemble KOAb
06HOBNEHWA)

last_update_rc_code Koz pe3synbtaTta o6HoBAeHUs (cM. [Tpunosxenve /1. Bo3patllaemble KOAbI

obHoBEHNS)

3Ha4YeHneM 3ieMeHTa <repository /> ABJIA€TCA Ha3BaHWMe NMNPOAYyKTa.

OTBet B popmate JSON

{ "head": {
"status": true,
"timestamp": 1587080871,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "b35d999d-9212-481d-af8c-8551c4113383"}},

PykoBogctBo no Web API
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"data": {
"repositories": {
"list": {

"05-drwmeta": {
"files": 14,
"last update endtime": 1587129960,
"last update rc": "Requested product not found on GUS servers",
"last update rc code": "106",
"last update src": "Launched by Task Scheduler",
"modified time": 1586736000,
"name": "Dr.Web Meta information",

"revision": "13020200416000000",
"size": 279704,
"state": "normal"},
"10-drwbases": {
"files": 237,
"last update endtime": 1587137164,

"last update rc": "Update completed successfully",
"last update rc code": "2",

"last update src": "Launched by Task Scheduler",
"modified time": 1587135311,

"name": "Dr.Web Virus Bases",

"revision": "13020200417145511",

"size": 205506089,

"state": "normal"},
"10-drwgatedb": {

"files": 123,

"last update endtime": 1587137166,

"last update rc": "Update completed successfully",
"last update rc code": "2",

"last update src": "Launched by Task Scheduler",
"modified time": 1587136264,

"name": "SpIDer Gate Bases",

"revision": "13020200417151104",
"size": 139115732,

"state": "normal"},
"10-drwspamdb": {
"files": 17,
"last update endtime": 1587137166,
"last update rc": "Update completed successfully",
"last update rc code": "2",
"last update src": "Launched from the Control Center",
"modified time": 1587112494,
"name": "AntiSpam Bases",

"revision": "13020200417083454",
"size": 12063766,

"state": "normal"},
"10-drwupgrade": {
"files": 17,
"last update endtime": 1587130898,
"last update rc": "Update completed successfully",
"last update rc code": "2",
"last update src": "Launched from the Control Center",
"modified time": 1586964560,
"name": "Dr.Web Updater",

"revision": "13020200415152920",
"size": 44354429,

"state": "normal"},
"15-drwappcntrl": {
"files": 5,

"modified time": 1020211200,
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"name": "Application Control Bases",
"revision": "10020020501000000",
"size": O,
"state": "disabled"},
"20-drwagent": {
"files": 416,
"last update endtime": 1587130903,
"last update rc": "Update completed successfully",
"last update rc code": "2",
"last update src": "Launched from the Control Center",
"modified time": 1586964540,
"name": "Dr.Web Agent for Windows",
"revision": "13020200415152900",
"size": 117264117,

"state": "normal"},
"20-drwandroidll": {
"files": 14,
"last update endtime": 1587138964,
"last update rc": "Update completed successfully",
"last update rc code": "2",
"last update src": "Launched by Task Scheduler",
"modified time": 1587137872,
"name": "Dr.Web Agent for Android",

"revision": "13020200417153752",
"size": 7614135,
"state": "normal"},
"20-drwecs": {
"files": 613,
"last update endtime": 1587138974,

"last update rc": "Update completed successfully",
"last update rc code": "2",

"last update src": "Launched by Task Scheduler",
"modified time": 1586995200,

"name": "Dr.Web Server",

"revision": "13020200416000000",
"size": 290672475,

"state": "normal"},
"20-drwunix": {
"files": O,

"last update endtime": 1587138974,
"last update rc": "Update disabled",

"last update rc code": "4",
"last update src": "Launched by Task Scheduler",
"modified time": 1020211200,
"name": "Dr.Web Agent for UNIX",
"revision": "10020020501000000",
"size": O,
"state": "normal"},
"25-drwcsdoc": {
"files": 20,
"last update endtime": 1587138980,
"last update rc": "Update completed successfully",
"last update rc code": "2",
"last update src": "Launched by Task Scheduler",
"modified time": 1586995200,
"name": "Dr.Web documentation",

"revision": "13020200416000000",
"size": 128786940,

"state": "normal"},
"40-drwproxy": {
"files": O,
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"last update endtime": 1587138980,
"last update rc": "Update disabled",

"last update rc code": "4",
"last update src": "Launched by Task Scheduler",
"modified time": 1020211200,
"name": "Dr.Web Proxy Server",
"revision": "10020020501000000",
"size": O,
"state": "normal"},
"70-drwextra": {
"files": 19,
"last update endtime": 1587135396,
"last update rc": "Update completed successfully",
"last update rc code": "2",
"last update src": "Launched by Task Scheduler",
"modified time": 1586995200,
"name": "Dr.Web Enterprise products",

"revision": "13020200416000000",
"size": 2252852293,

"state": "normal"},
"70-drwutils": {
"files": 42,
"last update endtime": 1587139007,
"last update rc": "Update completed successfully",
"last update rc code": "2",
"last update src": "Launched by Task Scheduler",
"modified time": 1586995200,
"name": "Dr.Web administrative utilities",

"revision": "13020200416000000",
"size": 160788239,
"state": "normal"},
"80-drwnews": {
"files": 1622,
"last update endtime": 1587131081,

"last update rc": "Update completed successfully",
"last update rc code": "2",

"last update src": "Launched by Task Scheduler",
"modified time": 1587092725,

"name": "Doctor Web News",

"revision": "13020200417030525",
"size": 21958741,
"state": "normal"},

"total": 15}}}

OnucaHue napametpoB orBeTtHoro JSON

BNOK repositories COAEPXKMNT MHOPMaLMIO 060 BCceX NPOAYKTax B PENO3NTOPUN.

JnemMeHT 610Ka repositories:

HasBaHue noasa OnucaHue
total Oblee KONMYECTBO NPOAYKTOB B PEMNO3UTOPUn
list bnok napameTpoB Ans KaXaoro npoaykTa.

e BJIOK 1ist COCTOUT U3 BAOXEHHbIX B/10OKOB.

PykoBogctBo no Web API



1
)
-‘ﬂ

A
K5

6. Pa6ota c Cepsepom Dr.Web
MonyueHne nHpopmaLm 0 COCTOAHUU pPeno3nTopua

o KaXAbl BNOXEHHbIV BN0OK COAEPXKUT NapaMeTpbl KOHKPETHOro npoaykta. HassaHune
BJIOXEHHOTrO 610Kka COOTBETCTBYET KOAY NPOAYKTa B PEMO3UTOPUN.

SNeMeHTbl BJIOXXEeHHbIX 6J10KOB B 6J10Ke 1ist:

HasBaHue nona
files
last_update_endtime
last_update_src

last_update_rc

last_update_rc_code

modified_time
name

revision

size

state

OnucaHue
KonnyectBo ¢painos B peBu3nm
Bpems 3aBepLueHMs nocnesHero 06HOBAEHMS

NHuupaTop 06HOBAEHWS

Pe3ynbtaT 06HOBAEHMA (M. [punoxkeHve /1. Bo3Bpalllaemble KOAbI
obHoBIEHNA)

Koa pe3synbtaTta ob6HoBAeHUs (cMm. [Tpunoxenve /1. Bo3pallaemble KOAbI
06HOBIEHVA

[JaTta nocnesHero o6HOBEHWA PEBU3UM
HasBaHwve peno3utopus

Homep TekyLiei pesmsnm

Pazmep peBu3um B banTax

CocTosiHve 06HOBIEHNA NPOAYyKTa:
e normal — NPOAYKT yCreLwHo obHoBAsETCH,
e frozen — NPOAYKT 3aMOPOXKEH,

e disabled — 06HOB/EHMe NPOAYKTa OTKIOUEHO.

NMonyueHne nHPpopmauyum 06 o6HoBNAEHUM peno3uTopuUs

Mapametpbl 3anpocos

3anpockl He MEeRT NapameTpos.

Mpumep 3anpoca

https://192.168.1.1:9081/api/server/repository-status.ds

Huxxe npeacraBneHbl npuMepbl otBeToB B Gopmate XML 1 B dopmate JSON.

PykoBogctBo no Web API
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OtBet B popmare XML

<drweb-es-api api version="4.3.0" timestamp="1586957221" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">

<status>ready</status>
</drweb-es-api>

OnucaHue napameTpoB oTBeTtHoro XML

DNEeMEeHT <status /> COAEPXUT MHOOPMaLMIO O NpoLecce 06HOBAEHNS MPOAYKTOB B
peno3utopuun. MoxeT NpuHUMaTb 3HaYeHUS:

e ready — Peno3nTOpuI roToB K OOHOBAEHMIO,

e updating — MHULMMPOBAH NpPoLEecc O6HOBAEHNS PEMNO3UTOPUS.

OtBet B popmate JSON

{ "head": {
"status": true,
"timestamp": 15869593009,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "b35d999d-9212-481d-af8c-8551c4113383"}},
"data": |
"status": "ready"}}

OnucaHue napameTpoB oTBeTHoro JSON
BaokK data coaep>XuT nHGopMaLuto 0 npouecce O6HOBAEHMA NMPOAYKTOB B PEMO3NTOPUN.
dnemeHT 6/10Ka data:

HasBaHune nonsa OnucaHue

status CTaTyc 06HOBNEHWS perno3nTopus:

e ready — pPeno3vTOpWiA rOTOB K 0GHOBEHNIO,

e updating — VHWLMMPOBAH NPOLIECC OOHOBAEHUS PEMNO3UTOPUS.

PykoBogctBo no Web API
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NMonyueHue cratnctnkm Cepsepa Dr.Web no o6Hapy>xeHHbIM
yrposam

MapameTpbl 3anpoca

Mapametp OnucaHue O6s3aTesbHbIN
from [JaTta Havana nepuoja, 3a KOTOPbIN 3anMpaLunBaeTca CTaTUCTMKA.  HeT

3apaetca B popmate: YYYYMMDD man YYYYMMDDHHmMmss.

Eciv napameTp He 3ajaH, TO CTaTUCTUKa BO3BpaLlaeTcs 3a

TeKyLLLUIA MecsL,

till [Jlata OkOHYaHUs Nepuoza, 3a KOTOPbLIV 3anpallmBaeTcs HeT
cTaTmcTmKa.

3apaetca B dpopmate: YYYYMMDD mam YYYYMMDDHHmMmMSss.
Ecan napameTp He 3ajaH, TO CTaTUCTVKa BO3BpallaeTcsa 3a
TeKyLLUIA MecsL,

top-viruses Ton BUpycoB. HeT

ﬂ,OI'IyCTVIMbIe 3HayeHua: yes | no. Mo YMOANYaHUNKO: no.

virtop Konunyectso BMpYCOB B TOM BUPYCOB. HeT

JonycTumble 3HaUYeHNA: Lienoe noaoxurensHoe uncno. o
ymon4aHumo: 10.

MapameTp 6yaeT UTHOPUPOBATLCA, €CAN top-viruses=no.

Mpumep 3anpoca

https://192.168.1.1:9081/api/server/statistics.ds?virtop=100&top-viruses=yes

Huxxe npeacraBneHbl npumMepsl otBeToB B Gopmate XML 1 B dopmate JSSON.

OtBet B popmare XML

<drweb-es-api api version="4.3.0" timestamp="1587315430" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<server-statistics period from="1585688400" period till="1587329999">
<infections scanned="7864" total="2">
<modifications>0</modifications>
<suspicious>0</suspicious>

PykoBogctBo no Web API
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<activities>2</activities>
<cured>0</cured>
<moved>0</moved>
<renamed>0</renamed>
<deleted>2</deleted>
<locked>0</locked>
<errors>2767</errors>
</infections>
<viruses>
<virus name="EICAR Test File (NOT a Virus!)" stations="1" originator=115"
treatment=513">2</virus>
</viruses>
</server-statistics>
<stations></stations>
</drweb-es-api>

OnucaHve napamerpoB otBeTtHoro XML

DNEMEHT <server-statistics /> COAEPXUT MHopmMaumto o ctatuctnke Cepsepa Dr.Web.

ATpUBYTbl 3N1EMEHTA <server-statistics />

ATpubyr OnucaHue
period_from [Jata Hauana nepuoga, 3a KOTOpPbIV NpMBeAEHa CTaTUCTUKa
period_till [laTa OKOHYaHWs Nepuosa, 3a KOTOPLIA NpUBEAEHa CTaTUCTVKA

® DJIEMEHT <infections /> COAEPXUT CTaTUCTUKY MO AENCTBUAM HaZ OOHapPY>KeHHbIMU
obbekTaMu.

ATpunbYTbl 31eMeHTa <infections />

ATpnbyr OnucaHue
scanned ObLee KONMUECTBO NPOCKAHNPOBAHHbBIX OO BbEKTOB
total ObLee KONMYECTBO 0OHapPYXKeHHbIX UHDEKLUIA

© B/JIOXXEHHbIE 3/IEMEHTbI 3/IEMEHTA <infections />

nemeHT OnucaHue

<modifications KonnyectBo 061bekToB, MHPULMPOBAHHBIX MOANDVKALMSMU BUPYCOB
/>

<suspicious /> KonnuectBo noso3putenbHbix 06beKTOB

<activities /> Konnyectso BpesoHOCHbIX AeVCTBUIA

<cured /> KonnuectBo BblneueHHbIX 06beKToB

PykoBogctBo no Web API
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nemeHT
<moved />
<renamed />
<deleted />
<locked />

<errors />

3HaueHneM JaHHbIX

6. Pa6ota c Cepsepom Dr.Web
Monyuenue cratuctmku Cepsepa Dr.Web no o6Hapy>keHHbIM yrpo3am

OnucaHue

KonnyectBo o6bekToB, nepemMelleHHble B KapaHTuH
KosnnuectBo nepermeHoBaHHbIX 06bEKTOB
KonnuectBo yaaneHHbIx 06beKToB

KonnuectBo 3a610KMpOBaHHbIX 06BEKTOB

Konnuectso owmnbok npn CKaHPOBaHUN

3JIEMEHTOB ABNAETCA KOJIMYECTBO O6'beKTOB, HaZ KOTOPbIMU 6blN0

COBEPLUEHHO Ael\/’ICTBI/Ie, COOTBETCTBYyHOLWEE JAHHOMY 3/IEMEHTY.

® DNIEMEHT <viruses /> COAEPXUT CTAaTUCTMKY MO BCEM OOHaPY>KEHHbIM BUpPYCaM.

o DNEMEHT <virus /> COAEPXUT MHGOPMaLMIO O KOHKPETHOM BUpYCe.

ATpnbyTbl an1EeMeHTa
Atpubyr
name
stations
originator
treatment

3HayeHMe 31eMeHTa
BMPYCOM.

<virus />:

OnucaHue

HasBaHuve Bupyca

KonnuyectBo ctaHUpmi, 3apaskeHHbIX AaHHbIM BUPYCOM

Kog KomMmnoHeHTa, KOTOpbI 06HapyXnun BUPYC

Kog fencTBums, NpYMEHEHHOTO K BUPYCY M 3aBUCALLEro OT ero Tuna

<virus />-— KOJNYECTBO O6'beKTOB, 3apa>XeHHbIX AaHHbIM

OtBet B popmare JSON

{ "head": {
"status": true,

"timestamp": 1587315538,

"api": {
"version": 40300,
"versionString":
"server": {

4.3.0},

"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "uuid": "b35d999d-9212-481d-af8c-8551c4113383"}},

"data": {

"period till": 1587329999,
"period from": 1585688400,

"infections": {
"scanned": 7864,
"infected": 2,
"modifications":
"suspicious": O,

PykoBogctBo no Web API
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"activities": 2,
"cured": O,
"moved": O,
"deleted": 2,
"renamed": O,
"locked": O,
"errors": 2767},

"viruses": {

"EICAR Test File

"viruses info": {

"EICAR Test File
"count": 2,
"originator":

"stations": 1,
513} 11}

"treatment":

6. Pa6ota c Cepsepom Dr.Web

Monyuenue cratuctmku Cepsepa Dr.Web no o6Hapy>keHHbIM yrpo3am

(NOT a Virus!)": 2},

(NOT a Virus!)": {

115,

OnucaHve napametpoB orBeTtHoro JSON

Bnok data cogepxut nHdopmaumio o ctatnctnke Cepsepa Dr.Web.

SnemMeHTbl 6J0Ka data:

HasBaHune nonsa
period_from
period_till
infections
viruses

viruses_info

OnucaHue

[JaTta Hauana nepuosa, 3a KOTOPbIV 3anpaLlnBasnCh CTaTUCTUUECKME AaHHble
[Jlata OKOHYaHWsA Nepuoja, 3a KOTOPbIN 3anpaLlnBannUCh CTaTUCTUYECKMe JaHHble
Bnaok co ctatmcT1Kol No AeUCTBUAM Hag 0O6Hapy>XeHHbIMU 06bekTamu

Baok ¢ cymMMapHOW CTaTUCTUMKOW MO BCEM OBHapYXeHHbIM BMpYycam

B0k co cTaTUCTUKOW MO KaxkgoMy 13 06HapY>KeHHbIX BUPYCOB

e DieMeHThbl 6J10Ka infections:

HassaHune nonsa
scanned

infected
modifications
suspicious
activities

cured

moved

deleted

OnucaHue

ObLee KONMYeCTBO NPOCKaHMPOBaHHbIX $alinos

KonunuectBo 3apakeHHbIXx 06BbeKToB

KonnuectBo 06beKTOB, MHPULMPOBAHHbLIX MOAMPUKALMAMUN BUPYCOB
KonnyectBo noao3sputensHbix 06B-eKToB

KonnyectBo BpesOHOCHbIX AeVCTBUIA

KonnuectBo BblneUYeHHbIX 06BeKTOB

KonnuectBo 06bekToB, NnepemelleHHble B KapaHTuH

Koanuectso YAaneHHbIX ob6bekToB

PykoBogctBo no Web API
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HasBaHune nonsa OnucaHue

renamed KonnuectBo neperMeHoBaHHbIX 06BHEKTOB
locked KonunuectBo 3a610kMpoBaHHbIX 06BEKTOB
errors KonunuectBo ownbok npu ckaHNPOBaHUM

e DleMeHThl 6J10Ka viruses:

HasBaHue nons OnucaHue

HasBaHve KonnuectBo 3apa’keHHbIX 06BbeKTOB
06Hapy>XeHHOro

BUpYycCa

e biok viruses info COCTOUT U3 BAOXEHHbBIX 6/10K0B.

o KaXAbl BAOXEHHbIV BNOK COAEPXKMNT CTaTUCTMKY MO KaXXA0MY 13 06HapY>KEHHbIX
BMpPYCOB. Ha3BaHMe BJIOXEHHOrO 6/10ka COOTBETCTBYET Ha3BaHWIO O6HAPYXXEHHOTo
BMpYCa.

DNeMeHTbl BNOXEHHbIX 610KOB B 610Ke viruses info!

HasBaHue nonsa OnucaHue

count Konnuyectso 06beKkToB, 3apaskeHHbIX JaHHbIM BUPYCOM

originator Ko KoMMoHeHTa, KOTOpbI 06HaPyXWUA BUPYC
stations KonnuecTBo CTaHUMi, 3apaeHHbIX AaHHbIM BUPYCOM
treatment Koga paencTBma, NPUMEHEHHOTO K BUPYCY M 3aBUCALLLEro OT ero Tvna

BbinosHeHne 3aaaHnA

Mapametpsbl 3anpoca

Mapametp OnucaHue O6s3aTesibHbI

action [JelcTBre Haj CTaHUMEN-HOBUUKOM. HeT

Jonyctimble 3HaueHNA:

e approve — MOATBEPAUTb AocTyn cTaHumm k Cepsepy Dr.Web;

PykoBogctBo no Web API
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6. Pa6ota c Cepsepom Dr.Web
BbinonHeHue 3apaHna

Mapametp OnucaHue O6s3aTesbHbI

e cancelonconnect — OTMEHUTb JENCTBUE, 3aJaHHOe 1A
BbIMOJIHEHUS MPW CeAyHOLLEM MOAKNFOYEHUN CTaHLMN K
Cepsepy Dr.Web;

e reject — OTKNOHUTb CTaHLMIO.

group lpynna, B KOTOpyto f06aBAfeTCA CTaHUMA-HOBUYOK HeT
id NaeHtnorkatop CTaHUMM-HOBUYKa HeT
task-id NaenmmovkaTtop 3asaHus. Ja

[Jonyctumble 3HayeHNA:
e newbies — 3ajaTb AeNCTBME HaJ CTaHLMEN-HOBUYKOM,

e update repositories — 3anyctutb o6HOBAEHME
peno3utopus Cepsepa Dr.Web.

| MapameTpbl action, group W id 3ajat0Tca TOAbKO MPW 3HAYEHUM NapamMeTpa task-
° id=newbies.

Ecnv napameTp action MMeeT 3HaUeHWe approve, TO UCMOJIb30OBaHME NapamMeTpa group
oba3aTenbHo.

Mpumepbl 3anpocos

1. AnAa task-id=newbies:

https://192.168.1.1:9081/api/server/tasks.ds?task-
id=newbies&action=approve&group= notfound &id=001

2. [na task-id=update repositories:

https://192.168.1.1:9081/api/server/tasks.ds?task-id=update repositories

Ecnv o6HoBneHWe penosutopus Cepeepa Dr.Web yxe 6bi10 3anyLieHo, To Ha 3anpoc
° task-id=update repositories MpuaeT OTBET CO CTAaTyCOM success.

Hwuxe npeacrtasneHbl npumMepsl otBetoB B Gopmate XML n B popmate JSON.

PykoBogctBo no Web API
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OtBet B popmare XML
1. Ona task-id=newbies:

<drweb-es-api api version="4.3.0" timestamp="1582030324" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">

<task id="newbies" status="failed" message="Group is not found"/>
</drweb-es-api>

2. Ona task-id=update repositories:

<drweb-es-api api version="4.3.0" timestamp="1582030324" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">

<task id="update repositories" status="failed" message="Not enough privileges to
perform the operation"/>
</drweb-es-api>

OnucaHue napameTpoB oTBeTtHoro XML

DNeMEHT <task /> COAEPXUT MHGOPMALIMIO O BbIMOJHEHUM 3a4aHMsA, YKa3aHHOro B 3anpoce.

ATpnbYyTbl aN1EeMeHTa <task />
ATpubyT OnucaHue

id VaeHtTndvkaTop 3asaHus:

e newbies — 3ajaHue AeUCTBUA HaJ CTaHUMEN-HOBUUKOM,
e update repositories — 3ajaHvie Ha 06HOB/IEHVe perno3uTopus Cepsepa
Dr.Web.

status CraTyc BbINONHEHMA 3ajaHuA:

® success — 3ajaHue BbIMOJIHEHO yCMNeLwHo,

e failed — 3ajaHue He BbINOJIHEHO.

message CooblLeHne 06 owwnbKke Npu BbINMOJAHEHWN 3ajaHus. B ciyyae ycnelHoro
BbINOJIHEHUS 3aZaHuns aTpMbyT message COAEPXKUT MyCTyH CTPOKY COOBLLEeHUS.

Oteet B popmare JSON
1. AnAa task-id=newbies

{ "head": {
"status": true,
"timestamp": 1582030580,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",

PykoBogctBo no Web API
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"version": "13.00.0.202005090",
"uuid": "27671337-e0b0-4£f60-aeb0-ablf2cad7£77"}},

"data": {
"task": {
"id": "newbies",
"status": "failed",
"message": "Group is not found"}}}

2. [na task-id=update repositories:

{ "head": {
"status": true,
"timestamp": 1582030580,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "1023dcd7-d11d-b211-896d-8804c0842edb"}},

"data": {
"task": {
"id": "update repositories",
"status": "failed",
"message": "Not enough privileges to perform the operation"}}}

OnucaHuve napametpoB orBeTtHoro JSON

bnok task COAePXNT I/IHd)OpMaLI,I/II-O O BbIMOJIHEHUWN 3alaHUNA, YKa3aHHOTIO B 3anpoce.

SnemMeHTbl 6J0Ka task:
HasBaHue nona OnucaHue

id WaeHTndbvkatop 3asaHus:

e newbies — 3aZaHve AeUCTBUA Haj CTaHLUMEN-HOBUUKOM,

e update repositories — 3asaHve Ha obHoBieHne penosmtopus Cepsepa
Dr.Web.

message CooblueHne 06 owwnbKe Npu BbINOJAHEHWN 3ajaHus. B ciydae ycnelwHoro
BbINOJIHEHUS 3aZaHUsA INEMEHT message COAEPXKUT NYCTYH CTPOKY COOBLLeHMs.

status CraTyc BbINONHEHVA 3ajaHuA:

® success — 3ajaHue BbIMOJIHEHO yCMneLwHo,

e failed — 3ajaHve He BbIMNOJIHEHO.

PykoBogctBo no Web API
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6. Pa6ota c Cepsepom Dr.Web
MonyueHne OoTKpPbITLIX KAtoUel wrdpoBaHus Cepsepa Dr.Web

NMonyueHue oTKpbITbIX KAOUeUn wmngpposaHna Cepsepa Dr.Web

Mapametpbl 3anpoca

3anpoc He MeeT NapameTpoB.

NMpumep 3anpoca

https://192.168.1.1:9081/api/server/public-key.ds

Huxe npeacrasneHbl npuMepsl otBeToB B Gopmate XML 1 B dopmate JSSON.

OtBet B popmarte XML

<drweb-es-api api version="4.3.0" timestamp="1587043465" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">

<keys>
<key 1d="f001bf9c-7149-40db-b104-0227ae882b66" active="true">
<value>
<! [CDATA[1234567890ABCDEFGHIJKLMNOPQRSTVUWXYZ1234567890ABCD] ] >
</value>
<file>
<![CDATA[; Dr.wWeb (R) Public key file
; Do not edit!
f001bf9c-7149-40db-b104-0227ae882b66
1234567890ABCDEFGHIJKLMNOPQRSTVUWXYZ1234567890ABCD
AAFXEOF** 4] ]>
</file>
</key>
</keys>

</drweb-es-api>

OnucaHuve napamerpoB oteetHoro XML

DNEeMEHT <keys /> COAEPXUT MHGOPMaLMIO 060 BCEX OTKPBITLIX KAHOUaX WNPPOBaHUS
Cepsepa Dr.Web.

® D/IeMeHT <key /> COAEPXUT NapamMeTpbl KOHKPETHOrO OTKPbLITOro KroYa WindpoBaHuUs.

ATpnbyTbl aneMEHTa <key />
AtpubyTr OnucaHue

id NaeHTMdrKaTOp OTKPBLITOrO KAtoua LWndpoBaHua

PykoBogctBo no Web API
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AtpubyTr

active

6. Pa6ota c Cepsepom Dr.Web
MonyueHne OoTKpPbITLIX KAtoUel wrdpoBaHus Cepsepa Dr.Web

OnucaHue

AKTMBHOCTb OTKPLITOrO K/toYa WudpoBaHua:

e true — K/IHOY aKTMBEH Ha TEKyU.I,VIVI MOMEHT,

e false — K/IHOY He aKTUBEH

o BJIOXKEHHbIE 3/IEMEHTbI 3/IEMEHTA <key />:

dnemMeHT

<value />

<file />

OnucaHue
CaM OTKPbITbIA KNtOY LLNGPOBAHUS

Cogep>xxnmoe daiina OTKPbITOro Katova WwudpoBaHms

OtBet B popmarte JSON

{ "head": {
"status": true,
"timestamp": 1587043476,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "b35d999d-9212-481d-af8c-8551¢c4113383"}},
"data": {
"keys": [
{"uuid": "f001bf9c-7149-40db-b104-0227ae882b66",
"value": "1234567890ABCDEFGHIJKLMNOPQRSTVUWXYZ1234567890ABCD",
"file": "; Dr.Web (R) Public key file\n
; Do not edit!\f001bf9c-7149-40db-b104-0227ae882b66\n
1234567890ABCDEFGHI JKLMNOPQRSTVUWXYZ1234567890ABCD\n
***EOF***\H" ,
"active": true}]}}

OnucaHue napameTpoB oTBeTHOoro JSON

MaccCuB keys COAEPXUT MHPOPMaLMIO 060 BCeX OTKPbITbIX Katouax wudposaHua Cepeepa
Dr.Web.

o Kaxkabln 06beKT MaccuBa keys COAEPXUT MHPOPMALMIO O KOHKPETHOM OTKPbLITOM K/ItOYe
WwndpoBaHus.

DNeMeHTbl 06 BEKTOB B MAaCCUBE keys:

HasBaHue nonsa

uuid

OnucaHue

NpeHntndurkatop OTKPbLITOrO Katoua WnppoBaHUa

PykoBogctBo no Web API
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HasBaHue nonsa

value

file

active

6. Pa6ota c Cepsepom Dr.Web
MonyueHne OoTKpPbITLIX KAtoUel wrdpoBaHus Cepsepa Dr.Web

OnucaHue
Cam OTKPbITbIN KAtOY W KdpPOBaHUA
Bce cogepxvmoe dalina oTKpbITOro karoYa WwWndpoBaHms

AKTVBHOCTb OTKPbITOTO Kako4a LLIVICI)pOBaHI/IﬂI

e true — KJIHOY aKTMBEH Ha TeKyLLI,VIVI MOMEHT,

e false — KJIHOY He aKTUBEH

NMowuck cTaHumia 1 rpynn

Mapametpbl 3anpoca

Mapametp OnucaHue O6s3aTesbHbIN

groups WckaTtb no rpynnam. HeT

[Jonyctumble 3HaueHnsa: yes | no. [1o ymonvaHuio: yes.

query Crpoka nowucka. 4a

OcyLuecTBaseTcs NOUCK COOTBETCTBYS B UAEHTUDUKATOPE, UMEHM
N CTPOKe onucaHus o6bekTa, a Takke B UAeHTUDUKaTopax
nonb3oBaTenen.

stations VckaTb no ctaHupam. HeT

JonyctuMmble 3HaueHns: yes | no. [1o ymonuaHuio: no.

Mpumep 3anpoca

https://192.168.1.1:9081/api/server/search.ds?
query=l&groups=yes&stations=yes

Huxxe npeacraBneHbl npuMepbl otBeToB B Gopmate XML 1 B dopmate JSON.

PykoBogctBo no Web API
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6. Pa6ota c Cepsepom Dr.Web
Mowck cTaHuMiA n rpynn

OtBet B popmare XML

<drweb-es-api api version="4.3.0" timestamp="1582030253" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<groups total="1">
<group id="20e27d73-d21d-b211-a788-85419c46f0e6" name="Everyone" description="All
stations" parent id="" parent name="" child groups="0" stations="2"/>
</groups>
<stations total="2">
<station id="Stationl" name="Stationl" parent id="20e27d73-d21d-b211-a788-
85419c46f0e6" parent name="Everyone" description="Station 01" last seen time="0"
last seen addr=""/>
a <st;tion id="2091lada3-ed5e-e611-3392-f0b9022a5484" name="win7-pro-x86-ru"
parent id="20e27d73-d21d-b211-a788-85419c46f0e6" parent name="Everyone" description=""
last seen time="1581930838" last seen addr="tcp://192.168.1.2:49285"/>
</stations>
</drweb-es-api>

OnucaHuve napamerpoB otBetHoro XML

® DNIeMEHT <groups /> COAEPXMNT UHPOPMaLMIO 060 BCeX Fpyrnnax, COOTBETCTBYHOLLMX 3anpocy.

ATpnbyT 31eMeHTa <groups />
AtpubyTr OnucaHue
total ObLee KONMYECTBO TPYMM B OTBETE

8 3JIeMEeHT <group /> COAEPKMUT NapaMeTpbl KOHKPETHOM Fpynnbl.

ATpun6YTbl 3N1€MEHTa <group />

ATpunbyr OnucaHue

id VaeHTndvkaTop rpynnbl

name Ha3sBaHwe rpynnbl

description Ctpoka onucaHus

parent_id NaeHTndrkatop poAnUTENbCKORN Fpynmbl
parent_name HasBaHue poautenbCKo rpynnbl

child_groups KonnuectBo gouepHux rpynmn

stations KonmuecTBO cTaHUMI, BXOASLLMX B AaHHYHO rpynny

® D/IeMEHT <stations /> COAEPXUT MHPOPMaLMIO 060 BCex CTaHLMAX, COOTBETCTBYHOLLMX
3anpocy.

PykoBogctBo no Web API
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ATpunBYT 31eMeHTa <stations />
ATtpnbyr OnucaHue
total ObLiee KONMYECTBO CTaHUMA B OTBETE

8 DNIEMEHT <station /> COAEPXMUT MapaMeTpbl KOHKPETHOW CTaHLUK.

ATpnbyTbl 3N1E€MEHTa <station />:

Atpubyr OnucaHue

id VaeHtnomrkatop ctaHumm

name Ha3BaHwue ctaHumm

parent_id N aeHtndrkaTop nepBUYHON rpynmbl

parent_name HasBaHwe nepBuYHON rpynnbl

description CTpoka onucaHus

last_seen_time Bpems nocneaHero nogkntoueHuns ctaHumm kK Cepsepy Dr.Web

last_seen_addr Agpec, ¢ KOTOPOro CTaHuWa NocaeHuin pas noAkatovanacek k Cepeepy
Dr.Web

OtBet B popmarte JSON

{ "head": {
"status": true,
"timestamp": 1582030510,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "eaela652-96d5-48fd-9169-4788a03688b8"}},

"data": {
"groups": {
"total": 1,
"list™: [
{"id": "20e27d73-d21d-b211-a788-85419c46f0eb6",
"name": "Everyone",
"parent id": null,
"parent name": null,
"child groups": 0,
"stations": 2,
"description": "All stations"}]},
"stations": {
"total": 2,
"list": [
{"id": "Stationl",
"name": "Stationl",

PykoBogctBo no Web API
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Mowck cTaHuMiA n rpynn

"parent id": "20e27d73-d21d-b211-a788-85419c46f0e6",
"parent name": "Everyone",

"description": "Station 0O1",,

"last seen at": 0,

"last seen addr": null}

"id": "209lada3-ed5e-e611-3392-£f0b9022a5484",

—_

"name": "WIN-7-PRO-SP1-X",
"parent id": "20e27d73-d21d-b211-a788-85419c46£f0e6",
"parent name": "Everyone",

"description": null,
"last seen at": 1489567785,
"last seen addr": "tcp://192.168.233.131:49285"}]1}}}

OnucaHue napamerpoB orBeTtHoro JSON

e Bn0K groups cOAePXUT MHPOPMaLMIO 060 BCeX rpyrnnax, COOTBETCTBYHOLLMX 3anpocy.

SneMeHTbl 610Ka groups.

HassaHune nonsa OnucaHue
total ObLee KONMYECTBO rpynn B oTBETE
list MaccvB NnapamMeTpoB /1A KaXXAoWn rpynnbi

o Kaxapl1 06beKT MacCmMBa list COAEPXKMT NapameTpbl KOHKPETHOW rpynmbl.

dnemMeHTbl 06bEKTOB B MacCUBe 1ist:

HassaHue nons OnucaHue

id VaeHtndmrkaTop rpynnsbl

name HasBaHwve rpynnbl

parent_id NaeHtndrkatop poAnUTENbCKORN FPynMbl
parent_name HasBaHwue poautenbcko rpynnbl

child_groups KonunuectBo pouepHux rpynn

stations KonnuyectBo cTaHUpi, BXOAALLNX B AaHHYO TPYMMy
description CTpoka onucaHus

e b/iOK stations COAEePXKUT I/IHC])OpMaLl,VII-O 060 BCcex CTaHUMAX, COOTBETCTBYHOLLMNX 3aMpocy.

SnemMeHTbl 6J0Ka stations:

HasBaHue nona OnucaHue
total Obuee KOMYECTBO CTaHLUMI B OTBETE
list MaccvB napameTpoB A5 KaXA0W CTaHLmm

PykoBogctBo no Web API
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6. Pa6ota c Cepsepom Dr.Web
Mowck cTaHuMiA n rpynn

o Ka)K,EI,bIVI 06DBEKT MaccMBa list COLAEPXKUT NapaMeTpbl KOHerTHOVI CTaHUWMW.

DneMeHTbl 06 BEKTOB B MAaCCUBE 1ist!

HasBaHue nonsa OnucaHue

id MaeHTndbvkatop ctaHumm

name Ha3BaHwve cTaHumm

parent_id VaeHTndrkaTop nepBUYHON rpynmbl

parent_name Ha3BaHve nepBUYHON rpynmbl

description Crpoka onucaHus

last_seen_at Bpemsa nocnegHero nogiiroueHns ctaHumm kK Cepsepy Dr.Web

last_seen_addr AZpec, C KOTOPOro CTaHUMsA nocaeAHuiA pas nogkatouanack k Cepepy
Dr.Web

FlonyquMe MHd)OpMaU,I/IVI O IMUEH3MNOHHDbIX K/T1Io4YaX

Mapametpsbl 3anpoca

3anpoc He VMeeT NapaMeTpoB.

Mpumep 3anpoca

https://192.168.1.1:9081/api/server/keys.ds

Huxe npeacraBneHbl npuMepsl otBeToB B hopmate XML 1 B dopmate JSSON.

OtBet B popmate XML

<drweb-es-api api version="4.3.0" timestamp="1587044183" server="192.168.1.1"
srv _version="13.00.0.202005090" status="true">
Zkeys>
<key id="abcl23ded4fghij56" user="Dr.Web" created="1580369493" expires="1612078293"
activation="1580369493" clients="4294967295"/>
</keys>
</drweb-es-api>

PykoBogctBo no Web API
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OnucaHve napamerpoB orBeTtHoro XML

6. Pa6ota c Cepsepom Dr.Web
MonyueHne nupopmaLm 0 IML,EH3NOHHBIX K/IHoUax

DNEeMEHT <keys /> COLAEePXNT MHq)OpMaLI,VII-O 060 BCex JINLUEH3NOHHbIX K/TKo4YaX, NCMOob3yeMblX

AaHHbIM CepBepom Dr.Web.

e JNeMeHT <key /> COAEPXUT NapaMeTPbl KOHKPETHOIO JIMUEH3NOHHOTIO K/1HO4a.

ATpubyTbl 3n1E€MEHTa <key />:

ATpunbyT OnucaHue

id NaeHTndrkaTop kitouya

user Npentndurkatop nonb3osatens
created [ata co3gaHuvs karova

expires [aTa ncteueHuna AencTBMS NMLEH3MN
activation [aTa akTMBaUn TULIEH3UN

clients Yucno kaneHToB

OTBet B popmate JSON

{ "head": {
"status": true,
"timestamp": 1587044166,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "b35d999d-9212-481d-af8c-8551c4113383"}},
"data": {
"keys": [

{"activation": 1580369493,
"clients": 4294967295,
"created": 1580369493,
"expires": 1612078293,
"id": "abcl23dedfghij5e",
"user name": "Dr.Web"}]}}

OnucaHue napamerpoB otsetHoro JSON

MaccuB keys coAepP>XnTt MHCI)OpMaLI,VII-O 060 BCcex JIMLUEH3NOHHbIX KKO4YaX, NCNONb3yeEMbIX

AaHHbiM Cepsepom Dr.Web.

e Kaxabli 06BbEKT MaccmBa keys COAEPXKUT MHPOPMALIMIO O KOHKPETHOM JINLLEH3NOHHOM

KNto4e.

PykoBogctBo no Web API

207



14
X
I\

A
g

6. Pa6ota c Cepsepom Dr.Web
MonyueHne nupopmaLm 0 IML,EH3NOHHBIX K/IHoUax

SneMeHTbl 06EKTOB B MaccuBe keys:

HasBaHue nonsa OnucaHue

activation [aTta aktmBauun NMLEH3UM

clients Yucno knmeHToB

created [aTa co3gaHusa kirova

expires [aTa ncteueHus AencTBUS NMLEH3UN
id NaeHTndrkaTop Kitoua

user_name NaeHTndrkaTop nosb3oBaTens

NMonyuenune cratuctukm Cepsepa Dr.Web no ckaHupoBaHutio

Mapametpbl 3anpoca

3anpoc He UMeeT NapameTpos.

Mpumep 3anpoca

https://192.168.1.1:9081/api/server/summary.ds

Huxxe npeacraBneHbl npuMepbl otBeToB B Gopmate XML 1 B dopmate JSON.

OtBet B popmare XML

<drweb-es-api api version="4.3.0" timestamp="1587165763" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<server-summary>
<host>192.168.1.1</host>
<uuid>b35d999d-9212-481d-af8c-8551c4113383</uuid>
<os>Linux</os>
<version>13.00.0.202005090</version>
<api_version>4.3.0</api_version>
<uptime>306961</uptime>
<platform>
<![CDATA[Linux 4.18.0-147.5.1.el8 1.x86 64 x86 64; glibc 2.28]]>
</platform>
<memory>
<total>3753</total>

PykoBogctBo no Web API
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6. Pa6ota c Cepsepom Dr.Web
MonyueHne cratmctukm Cepsepa Dr.Web no ckaHnpoBaHuto

AT
@

<free>2000</free>
<used-by-server>17</used-by-server>
</memory>
<file-system>
<home-directory path="/opt/drwcs">
<total-space>28393443328</total-space>
<free-space>17384546304</free-space>
</home-directory>
<variable-directory path="/var/opt/drwcs">
<total-space>28393443328</total-space>
<free-space>17384546304</free-space>
</wvariable-directory>
</file-system>
<groups total="143">
<custom>1</custom>
<system>142</system>
</groups>
<stations total="3">
<activated>1l</activated>
<available>4294967292</available>
<deinstalled>1</deinstalled>
<expired>0</expired>
<licensed>4294967295</licensed>
<new>2</new>
<newbies>0</newbies>
<offline>3</offline>
<online>0</online>
<unactivated>2</unactivated>
<with update_errors>0</with update errors>
</stations>
<keys>
<key id="daa669%beb6fdbcall"™ user="Dr.Web" expires="1612078293">
</keys>
<repository>
<product code="05-drwmeta" name="Dr.Web Meta information"
modified time="1586995200" revision="13020200416000000" size="279704" files="14"
state="normal" last update endtime="1587129960" last update src="Launched by Task
Scheduler" last update rc="Requested product not found on GUS servers"
last_update rc code="106"/>
<!-- etc. Skipped in documentation -->
<product code="80-drwnews" name="Doctor Web News" modified time="1587092725""
revision="13020200417030525" size="21958741" files="1622" state="normal"
last update endtime="1587131081" last update src="Launched from the Control Center"
last update rc="Update completed successfully" last update rc_code="2"/>
</repository>
</server-summary>
</drweb-es-api>

OnucaHve napamerpoB orBeTtHoro XML

DNEeMEHT <server-summary /> COAEPXUT HPopMaLumto o Cepsepe Dr.Web.

PykoBogctBo no Web API
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e B/IOXKEHHbIE 3/1eMEHTbI 3/IEMEHTa <server-summary />.

dnemeHT OnucaHue

<host /> [JomeHHoe umsa munu IP-agpec Cepsepa Dr.Web
<uuid /> Naerntnourkatop Cepeepa Dr.Web

<os /> OnepaumoHHasa cuctema

<version /> Tekywas Bepcua c6bopkm Cepepa Dr.Web

<api_version /> Tekywasn Bepcus Web API
<uptime /> Bpems HenpepbIBHOM paboThl

<platform /> Mnatdopma

® J/IEMEHT <memory /> COAEPXMUT MHPOpPMaLnto 06 ob6beme namatn Cepsepa Dr.Web.

© BJIOXXEHHbIE 3/1IeMEHTbI 3/1eMEHTa <memory />:

dnemeHT OnwucaHue
<total /> O6Wwnin obbemM NamMaTK B cUCTeMe
<free /> O6bem cBO6OAHON NAMATU

<used-by-server /> O6bem ucnonblyemoin Cepsepom Dr.Web namsaTu

® DNIeMEHT <file-system /> COAEPXNUT MHPOpMaLmto 0 pabouem katanore Cepsepa Dr.Web.

© BAoO>XXeHHbIe 31eMeHTbI <home-directory /> W <variable-directory /> 3J/IEMEHTA <file-

system /> CcofepaT MHPOPMaLMIO O JOCTYMHOM JUCKOBOM MPOCTPaHCTBE B paboumx
nozKaTtasnorax.

ATpI/I6yT 3/1EMEHTOB <home-directory /> W <variable-directory />.
ATpubyr OnucaHue
path MyTb K NogkaTanory
= BiOXXEHHble 2/1EMEHTbl 91EMEHTOB <home-directory /> W <variable-directory />:
dnemeHT OnwucaHue
<total-space /> Ob6LWuin 06bEM ANCKOBOTO NPOCTPAHCTBA (B Merabairax)

<free-space /> O6bem cBO6OAHOTO NpocTpaHcTBa (B Merabaiirax)

® D/IEMEHT <groups /> COAEPXUT UHPOPMALMIO O rpynnax CTaHLMM, 3aperncTpMpPOBaHHbIX Ha
naHHoM Cepsepe Dr.Web.

PykoBogctBo no Web API
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ATpuOYT 31eMeHTa <groups />:

ATtpnbyr OnucaHue

6. Pa6ota c Cepsepom Dr.Web
MonyueHne cratmctukm Cepsepa Dr.Web no ckaHnpoBaHuto

total Obuee KoNMUeCTBO rpynn

o BJIOXKEHHbIE 3/1IEMEHTbI 3/1IEMEHTA <groups />.

dnemMeHT OnucaHue
<custom /> lMonb3oBaTenbCckme rpynmbl
<system /> CucTeMHble rpynnbl

® D/IeMeHT <stations /> COAEPXMUT MHOOPMALMIO O CTAHLMAX, 3aPerncTpUpPOBaHHbIX Ha

nfaHHom Cepsepe Dr.Web.

ATpuOyYT 31eMeHTa <stations />

ATpunbyT OnucaHue

total O6Lee KOMNYECTBO CTaHLMM

o BJIOXKEHHbIE 3/1EMEHTbI 3/IEMEHTA <stations />

dnemMeHT
<activated />
<available />

<deinstalled />

<deleted />

<licensed />

<new />

<newbies />

<offline />
<online />
<unactivated />

<with update errors />

OnucaHue
KonnuectBo akTMBMPOBaHHbIX CTaHLMIA
KonnyectBo ctaHUpmi, KOTOpPble BO3MOXHO 3aperncTpupoBath

KonnuectBo ctaHUmi € yAaaneHHbIM aHTUBUPYCHBIM NMPOrPaMMHbIM
obecneyeHnem

KonnyectBo yaaneHHbIX cTaHLmM

MaxkcrmanbHOe KOAMYecTBO CTaHLI,I/IVI, A1 KOTOPbIX aKTUBMPOBaHa
NNUEH3NA

Konnuectso HOBbIX CTaHU,I/II7I C HeyCTaHOBNEHHbIM aHTUBVPYCHbIM
nporpamMmMHbIM obecneyeHvem

KonnuectBO CTaHUMIN-HOBUYKOB (3anpallmBatoLmx AoCTymn K
Cepsepy Dr.Web)

Konunyectso craHumii He B ceTut
KonnuectBo ctaHUMiA B ceTu
KonnuectBO HeaKTMBMPOBaHHbIX CTaHLWN

Konunuectso CTaHLl,I/IVI C owmnbKamm o6HOBAEHMS AHTVBUPYCHOTO
nporpaMMmHoOro obecneveHus

PykoBogctBo no Web API
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e DJIEeMEHT <keys /> COAEPXKUT MHPOPMALIMIO O NIMLEH3MOHHbIX KtoYax Ha gaHHOM Cepeepe
Dr.Web.

o BNIOXEHHbIV 31EMEHT <key /> JNEMEHTA <keys /> COAEPXUT MHGOPMALMIO O KOHKPETHOM
NINLLEH3VMOHHOM KJIHouYe.

ATpnbYTbI aNeMEHTa <key />

ATpubyT OnucaHue

id NaeHTndvkaTop kirova

user NaeHndrkatop noab3osatens
expires [aTa ncteueHus AencTBMS NMLEH3UN

® DNIeMEeHT <repository /> COAEPXUT MHPOPMALMIO O MPOAYKTaX B PEMO3UTOPUN.

o BNOXEHHbIE 3IeMEHTbI <product /> COAEPXKAT MHPOPMALMIO O KOHKPETHOM MPOAYKTE B
penosnTopum.

ATpunbYTbl 31€MeHTa <product />:

ATpubyr OnucaHue

code Kog npogaykta

name HasBaHve npogaykTa
modified_time [aTta nocnegHero o6HoBAEHMS
revision Homep pesusum

size Pa3mep peBum3um B baiiTax

files Kosnnuecteo dainos B peBusum
state CocTosiHne 0BHOBNEHMS MPOAyKTa:

e normal — NPOAYKT ycnewHo obHoBAsSETCS,
e frozen — MPOAYKT 3aMOPOXEH,

e disabled — OBHOB/IEHNE NPOAYKTa OTKIHOUEHO.

last_update_endtime Bpems 3aBepLueHns nocnesHero 06HOBAEHMA

last_update_src NHuupmatop 06HOBAEHWS

last_update_rc Pe3ynbtaT 06HOBAEHMA (M. [punoxkeHve /1. Bo3Bpalllaemble KOAb
obHoBIEHNS)

last_update_rc_code Koa pe3synbtaTta ob6HoBAeHNs (cMm. [Tpunoxenvie /1. Bo3pallaemble KOAbI
o6HoBAEHVS)

PykoBogctBo no Web API
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OtBet B popmare JSON

{ "head": {
"status": true,
"timestamp": 1587165759,
"api": |
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "b35d999d-9212-481d-af8c-8551c4113383"}},
"data": {
"host": "192.168.1.1",
"id": "b35d999d-9212-481d-af8c-8551c4113383",
"os": "Linux",
"uptime": 306961,
"platform": "Linux 4.18.0-147.5.1.e18 1.x86 64 x86 64; glibc 2.28",
"version": "13.00.0.202005090",
"api version": "4.3.0",
"memory": {
"free": 2001,
"total": 3753,
"used by server": 17},
"file system": ({
"home directory": {
"free space": 17384656896,
"path": "/opt/drwcs",
"total space": 28393443328},

"var dir": {
"free space": 17384656896,
"path": "/var/opt/drwcs",
"total space": 28393443328}},
"groups": {
"total": 143,
"customs": 1,

"systems": 142},
"stations": {

"activated": 1,

"available": 4294967292,

"deinstalled": 1,

"deleted": O,

"licensed": 4294967295,

"new": 2,

"newbies": 0,

"offline": 3,

"online": O,

"total": 3,

"unactivated": 2,

"with update errors": 0},
"keys": [{

"expires": 1612078293,
"id": "daa669be6bfdbcall",
"user name": "Dr.Web"}],
"repository": {
"products": {
"05-drwmeta": {
"files": 14,
"last update endtime": 1587129960,

PykoBogctBo no Web API
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6. Pa6ota c Cepsepom Dr.Web
MonyueHne cratmctukm Cepsepa Dr.Web no ckaHnpoBaHuto

"last update rc": "Requested product not found on GUS servers",
"last update rc code": "106",

"last update src": "Launched by Task Scheduler",

"modified time": 1586995200,

"name": "Dr.Web Meta information",

"revision": "13020200416000000",

"size'": 279704,

"state": "normal"},

o (7

"80-drwnews": {

"files": 1622,

"last update endtime": 1587131081,

"last update rc": "Update completed successfully",
"last update rc code": "2",

"last update src": "Launched by Task Scheduler",
"modified time": 1587092725,

"name": "Doctor Web News",

"revision": "13020200417030525",

"size'": 21958741,

"state": "normal"}}}}}

OnucaHue napamerpoB orBeTtHoro JSON

Biok data cogepxumt nHbopmauuto o Cepsepe Dr.Web.

SneMeHTbl b0Ka data:

HasBaHue noas

host

id

os

uptime
platform
version
api_version
memory
file_system

groups

stations

OnucaHue

JomeHHoe ums unm IP-agpec Cepsepa Dr.Web
Naerntndwrkatop Cepsepa Dr.Web

OnepauyoHHas cuctema

Bpems HenpepbIBHOM paboTbl

Mnatdopma

Tekywasn Bepcus coopku Cepsepa Dr.Web

Tekywas Bepcus Web AP

Brok ¢ nHpopmaumen o6 obveme namsatn Cepeepa Dr.Web
bnok c nHpopmaumen o pabouem katanore Cepsepa Dr.Web

Bnok ¢ nHpopmaument o rpynnax CTaHUMii, 3aperncTprpOBaHHbIX Ha AaHHOM
Cepsepe Dr.Web

Baok ¢ nHpopmMaLmen o cTaHUMsAX, 3aperncTpMpoBaHHbIX Ha gaHHoM CepBepe
Dr.Web

PykoBogctBo no Web API
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HasBaHue noas

keys

repository

6. Pa6ota c Cepsepom Dr.Web
MonyueHne cratmctukm Cepsepa Dr.Web no ckaHnpoBaHuto

OnucaHue

Bnok ¢ nHpopmaumen 060 Bcex NMLEH3NOHHBIX KIFHYaX, UCMOAb3YyeMblX AaHHbIM
Cepepom Dr.Web

Bnok ¢ nHpopmaLmen o NpoayKTax B PeENO3UTOPUM

e DjieMeHTbl 6/10Ka memory:

HasBaHue nonsa

free
total

used_by_server

OnucaHue
O6beM cBOHOAHON NaMATH
O6LWwuin 0bbemM NamMaATU B cucTeMe

Ob61bem ucnonbsyemon Cepsepom Dr.Web namaTu

e biok file system COCTOUT N3 BJIOXKEHHbIX 610KOB.

o BnoXkeHHble 610KM home directory W variable directory COAEPXaT I/IHCI)OpMaLI,I/II-O o
AOCTYNMHOM ANCKOBOM MPOCTPaHCTBE B pa6ouv|x nojakatanorax.

dnemeHTbl 6710KOB home directory W variable directory:

HasBaHue noas

free_space

path

total_space

OnucaHue
Ob61bem cBObOAHOTO NPOCTPaHCTBa (B Merabaritax)
[MyTb K nogkatanory

O6wWwunii 06BEeM AUCKOBOrO NpocTpaHcTBa (B Merabaritax)

e DjieMeHTbl 610Ka groups.

HasBaHue nonsa

total
customs

systems

OnucaHue
ObLee KoNMYeCTBO rpynn
MNMonb3oBaTtenbckue rpynnsbi

CuctemHble rpynmbl

e DneMeHTbl 6/10Ka stations:

HasBaHue nonsa

activated

available

deinstalled

OnucaHue
KosnyectBo aKTVBMPOBAaHHbIX CTaHLMIA
KosnyectBo cTaHUWN, KOTOpble BO3MOXHO 3apeructpupoBaThb

KonnmuecTBo CTaHUMIA C yAaneHHbIM aHTUBUPYCHBIM NMPOrpamMMHbIM
obecrneyeHnem

PykoBogctBo no Web API
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HasBaHue nonsa
deleted
licensed

new

newbies
offline
online

total
unactivated

with_update_errors

6. Pa6ota c Cepsepom Dr.Web
MonyueHne cratmctukm Cepsepa Dr.Web no ckaHnpoBaHuto

OnucaHue
KonnyectBo yAaneHHbIX CTaHLyM
MakcuManbHOe KOIMYECTBO CTaHUMW, ANS KOTOPbIX akTMBMPOBaHa NULEH3US

KosimyecTBO HOBbIX CTaHUMIN C HEYCTaHOB/IEHHBIM aHTUBUPYCHBIM NPOrPaMMHbIM
obecneyeHnem

KonunuectBo ctaHUMn-HOBUYKOB (3anpalumBaromx goctyn k Cepsepy Dr.Web)
KonnyectBo cTaHUMi He B ceTu

KosnnyectBo cTaHumin B ceTu

ObLee KONMYUECTBO CTaHLWN

KonnyectBo HeaKTVBMPOBaHHbIX CTaHL

KonnyectBo ctaHumin ¢ owmbkamMm 06HOBAEHNUS aHTUBMPYCHOTO NPOrPaMMHOTO
obecneyeHus

° Ka)KAbII\/’I 0b6bekT maccmBa keys COLAEPXKAUT VIHCI)OpMaLI,I/II-O O KOHKpPETHOM NNLUEH3NOHHOM

Karo4e.

JNeMeHTbl MacCUBa keys:

HasBaHue nonsa
expires
id

user_name

OnucaHue
[lata ucteyeHvs AeUCTBUA NULIEH3UM
Nperntnurkatop krova

VaeHTndurkaTop nosb3osaTens

® DIEMEHT products 6s10Ka repository COCTOUT N3 BOXKEHHDbIX 6J10KOB.

o Kaxkablil BNOXEHHbI 60K COAEPXMT NapaMeTpbl KOHKPETHOro npoaykTa. HassaHue
BJIOXEHHOTO 610Kka COOTBETCTBYET KOAY NPOAYKTa B PEMO3UTOPUN.

SONeMeHTbl BAOXEHHbIX 6/10KOB 3/1eMeHTa products:

HasBaHue noas

files

OnucaHue

Konnuecteo ¢ainos B pesnsum

last_update_endtime Bpewms 3aBeplueHWs nocaesHero o6HOBAEHUs

last_update_src

last_update_rc

NHnumaTtop 06HOBAEHMA

Pe3ynbtaT 06HOBAEHMA (M. [punoxkeHve /1. Bo3Bpalllaemble KOAbl
o6HoBAEHWA

PykoBogctBo no Web API
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HasBaHue noas

last_update_rc_code

modified_time
name

revision

size

state

6. Pa6ota c Cepsepom Dr.Web
MonyueHne cratmctukm Cepsepa Dr.Web no ckaHnpoBaHuto

OnucaHue

Koa pe3synbtata ob6HoBAeHUs (cMm. [Tpunoxenve /1. Bo3pallaemble KOAbI
06HOBIEHVA

[Jata nocnegHero o6HoBAEHUA
Ha3BaHve npoaykTa

Homep peBu3un

Pa3mep peBu3umn B banTax

CocTtosiHne 06HOBAEHMS MPOAYKTa:

e normal — MPOAYKT yCrneLHO 06HOBAsETCH,
e frozen — MPOAYKT 3aMOPOXKEH,

e disabled — 06HOB/EHWE NPOAYKTa OTKIHOUEHO.

NMonyuenune cratuctukm Cepsepa Dr.Web no ucnonbsosaHuro

pecypcoB

Mapametpsbl 3anpoca

3anpoc He VMeeT NapaMeTpoB.

Mpumep 3anpoca

https://192.168.1.1:9081/api/server/usage.ds

Huxe npeacraBneHbl npuMepsl otBeToB B hopmate XML 1 B dopmate JSSON.

OtBet B popmate XML

<drweb-es-api api version="4.3.0" timestamp="1587044670" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">

<usage>

<alert total="3502"

size="3135989" failed="0" sent="3502"/>

<client agents="0" consoles="0" installs="0" links="0" newbies="0" proxies="0"/>

<cluster bytes in="0" bytes out="0" messages in="0" messages out="0"/>

<connections total="0" current="0" maximum="0"/>

PykoBogctBo no Web API
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<vm context switches="766432" cpu kernel="3674985100" cpu user="14969789200"
page faults="1248460" read cnt="8" write cnt="977896" threads="41"
virtual memory="1180983296" working set="100872192"/>
<db rows read="542526" rows written="51448" statements fail="0"
statements ok="93240" transactions rolledback="1" transactions comitted="50800"/>
<repository bytes in="1408068" bytes out="543472" files added="0"
files deleted="0" files replaced="0" http fail="1287" http ok="0"/>
<cache>
<dns hit="198" missed="254" size="1"/>
<file hit="2755" max msize="386173" max vsize="386173" vsize="249" missed="48"
msize="249"/>
<mcastupdate bytes in="0" bytes out="0" packets in="0" packets out="0"/>
<repository hit="619" max msize="3605106" max vsize="3615410" missed="0"
msize="3605106" vsize="3605106"/>
</cache>
<load-average>
<loadl>0.88</loadl>
<load5>0.57</load5>
<loadl5>0.27</loadl5>
</load-average>
<memory>
<total>3753</total>
<free>827</free>
<used-by-server>11</used-by-server>
</memory>
<fd>
<opened>74</opened>
<soft-1limit>131170</soft-limit>
<hard-1imit>131170</hard-limit>
</fd>
</usage>
</drweb-es-api>

OnucaHue napameTpoB oTBeTtHoro XML

DNEeMEHT <usage /> COAEPXMUT MHPOPMaLMIO MO ncnoab3oBaHuto pecypcos Cepeepa Dr.Web.

® DIeMeHT <alert /> COAEPXUT MHOopMaLmto 06 ysegomneHuax Cepsepa Dr.Web.

ATpnbyTbl aN1EeMEHTa <alert />

AtpubyTr OnucaHue

total ObLee KONMYECTBO CreHepUPOBaHHbIX YBEAOMAEHNN
size Ob6 e pazmep CreHeprpPOBaHHbIX YBEAOMIEHNI
failed KosnyectBo HEOTNPaABAEHHbIX YBEAOMAEHUI

sent KonnuectBo ycnewHO oTnpaB/eHHbIX YBEAOMAEHUN

® DJIEMEHT <client /> COAEPXMUT MHPOPMALIMIO O KIMEHTaX, MOAKIHOUeHHbIX K CepBepy
Dr.Web.

PykoBogctBo no Web API
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ATpunbyTbl 3N1eMeHTa <client />

ATtpnbyr OnucaHue

agents KonnyectBo noAkntoUeHHbIX AreHTOB

consoles KoanyectBo noakntoueHHbIx LieHTpoB ynpasaeHus

installs KosnnuectBo yctaHOBOK AreHTa, 3anyLLieHHbIX B JaHHbIA MOMEHT
links KonunuectBo cBsizaHHbIX cocesHmx Cepsepos Dr.Web

newbies KosnnyectBo HOBMYKOB

proxies Konwnuectso Mpokcu-cepsepos Dr.Web

® D/IeMEHT <cluster /> COAEPXUT MHPOpMaLuto o knactepe Cepeepos Dr.Web.

ATpnbYTbl 2NEMEHTA <cluster />:

ATpunbyT OnucaHue

bytes_in KonunuectBo NpuHATBLIX AaHHbIX B HanTax
bytes_out KonnyectBo nepesaHHbIX AaHHbIX B 6anTtax
messages_in KoanyectBo NpUHATLIX COOBLLEHMI
messages_out KosnnuectBo oTnpaBaeHHbIX COOBLLLEHWIA

® D/IEMEHT <connections /> COAEPXUT MHOOPMALMIO O CeTEBbIX NoAKNtOUeHUAX K CepBepy
Dr.Web.

ATpI/I6yTbI 3/1IEMEHTA <connections />.

ATtpnbyr OnucaHue

total ObLee KONMYECTBO pa3peLLleHHbIX MOAKIHOUYEHUN

current KonnuectBo akTMBHbIX MOAKIOUEHWUI B AaHHbIi MOMEHT
maximum 3apuKCMPOBaHHBIN MaKCUMYM OZLHOBPEMEHHbIX MOAKIH0 YeHWIA

® DNIEMEHT <vm /> COAEPXMT MHDOPMALMNIO 06 NCMOb30BaHNN CUCTEMHbIX PECYPCOB Ha
CepBepe Dr.Web.

ATpnbYyTbl aN1EeMEHTa <vm />

ATpunbyT OnucaHue
context_switches KonnuectBo nepek/itoueHnin KOHTeKCTa
cpu_kernel Bpems paboTbl npoueccopa B pexvme a4pa

PykoBogctBo no Web API
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AtpubyTr
cpu_user
page_faults
read_cnt
write_cnt

virtual_memory

threads

working_set

6. Pa6ota c Cepsepom Dr.Web
Monyuenne cratmctukm Cepsepa Dr.Web no ncnonbsosaHuto pecypcos

OnucaHue

Bpemsa paboTbl npoueccopa B pexuvmMe noab3oBaTens
KonunuectBo ownbok cTpanuLy

KonnyectBo uteHwin n3 namaTu

KonnyectBo 3anucein B namaThb

Ob6bem BMpTyanbHON NamMATH, BbiaeneHHol ans Cepeepa Dr.Web B gaHHbIN
MOMEHT

Konnuectso 3a nyweHHbIX NMOTOKOB

Pabouwin Habop

® JIeMeHT <db /> COAEPXMT MHPopmMauuto 06 ncnonbzoBaHum 6a3bl JaHHbIX CepBepa

Dr.Web.

ATpunbYTbI 3N1EMEHTa <db />:

ATtpnbyr
rows_read
rows_written
statements_fail

statements_ok

OnucaHue

KoanuyectBo mpoumTaHHbIX CTPOK
KoanuectBo 3anmcaHHbIX CTPOK
KonnyectBo HeycneLlHbIXx onepaTtopos

KonnyectBo ycneluHbix onepaTtopos

transactions_rolledback KonnyectBo oTMEHEHHbIX TPaH3aKLWR

transactions_comitted

Konunuectso 3a BEPLUEHHbIX TPaH3a KLI,VII7I

® DJIEMEHT <repository /> COAEPXUT MHGopMaumio o penosuntopun Cepsepa Dr.Web.

ATpnbYyTbl 3N1E€MEHTA <repository />

Atpubyr
bytes_in
bytes_out
files_added
files_deleted
files_replaced

http_fail

OnucaHue

KonnuectBo NpuHATBLIX AaHHbIX B BanTtax
KosnnuectBo nepefaHHbIX AaHHbIX B Halitax
KosnnuectBo HOBbIX dainos

KonunuectBo yaaneHHbix dannos
KonnuectBo 3aMeHeHHbIx $aiinos

Konunuectso HeycriewHbix HTTP-3anpocos

PykoBogctBo no Web API
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AtpubyTr OnucaHue

http_ok Konunuectso ycnewHbix HTTP-3anpocos

® D/IeMEHT <cache /> COAEPXMUT MHbOPMaLMto 06 NCNOAb30BaHUN KeLua.
o DNIEMEHT <dns /> COAEPXUT nHGopmaumio 06 ncnonbzosaHnm DNS-kewwa.

ATpnObyTbl 3N1€MEHTA <dns />

ATpubyr OnucaHue

hit Konnuectso nonagaHui kella
missed KonunuectBo npomaxoB kella
size TekyLwmin pa3mep Kkella

® DIEMEHT <file /> COAEPXKUNT VIHCI)OpMaLI,I/II-O 06 1Mcnosnb3oBaHUMK q)aVlﬂOBOFO Kella.

ATpunbYTbl 3N1EMEHTa <file />

ATpubyr OnucaHue

hit Konnuectso nonagaHui Kella

max_msize MakcvManbHbIM pa3mep Kella

max_vsize MakcManbHbI BUPTYaabHbIA pa3mep Kella
vsize BupTyanbHbI pasmep kelwa

missed KosnnuectBo npomaxoB kella

msize TekyLLuin pa3mep Kelwa

o DIeMEHT <mcastupdate /> COAEPXNUT MHPOPMaLMIO 06 NCNONb30BaHMM Kella npu
nepegave rpynnoBbiX OOHOBNEHWI.

ATpI/I6yTbI 3JIEMEHTA <mcastupdate />.

ATpubyr OnucaHue

bytes_in KonnuectBO NpuUHATLIX AaHHbIX B Halitax
bytes_out KonnuectBo nepesaHHbIX AaHHbIX B HanTtax
packets_in KonnuyectBo NpuHATLIX NakeToB
packets_out KonnuyectBo nepesaHHbIX NakeTos

o J/IeMEHT <repository /> COAEPXUT MHPOPMaLMIO 06 MCNOAb30BaHMM KeLla
penosuTopus.

PykoBogctBo no Web API
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ATpI/I6yTbI 3/1EMEHTa <repository />:

ATpunbyr OnucaHue

hit Konnuectso nonagaHuii kela

max_msize MakcMasibHbIV pa3Mep Kella

max_vsize MakcuManbHbIV BUPTYaabHbIN pa3mep Kella
missed KonunuectBo npomaxoB kella

msize TekyLwmin pa3mep kella

vsize BupTyasibHbI pa3mep kella

® D/IeMEHT <load-average /> COAEPXUT CPefHEE 3HaUeHNe 3arpy3km CUCTeMbI 3a
onpeseneHHbIN Nepunoa,

o BIOXKEHHbIE 3/1IEMEHTbI 3/1IEMEHTA <load-average />.

dnemeHT OnwucaHue

<loadl /> MpoueHT 3arpy3ku cuctemMbl 3a 1 MUHYTY
<load5 /> MpoueHT 3arpyskn cucteMbl 3a 5 MUHYT
<loadl5 /> MpoueHT 3arpy3kn cuctembl 3a 15 MuHyT

| CpegsHee 3HaYeHve 3arpy3kn CUCTEMbI BbIUUCASAETCS TONbKO A/ YCTPOMCTB MOZ,
ynpasaeHveM UNIX-nofo6HbIx onepaumoHHbix cuctem. [ns onepauMoHHON CUCTEMBI
Windows Bcerga Bo3BpallaeTtcs 3HaueHne "-1".

® J/IeMEeHT <memory /> COAEPXUT MHOOPMaLnto 06 onepaTmBHon Nnamatn Ha Cepeepe Dr.Web.

o BIOXKEHHbIE 3/1IeEMEHTbI 3/1IEMEHTA <memory />.

dnemeHT OnucaHue
<total /> Ob6wmnii 06BemM onepaTUBHOM NaMATH
<free /> Ob61beM cBO6OAHON OnepaTMBHON NamsATh

<used-by-server /> O6bem onepaTMBHOM NamMATH, ucnoabsyemoin Cepsepom Dr.Web

® D/leMeHT <£d /> COAEPXMUT MHPopmauunto 06 oTkpbITbix Ppannax Ha Cepsepe Dr.Web.

o BlOXXEeHHbIe 3/1eMeHTbl 2lIeMeHTa <£d />
dneMeHT OnucaHue

<opened /> KonnuectBo oTkpbIThix dpaiinos Ha Cepsepe Dr.Web

PykoBogctBo no Web API
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AnemeHT OnucaHue
<soft-limit /> PekomeHzyeMoe orpaHvyeHrie KOAMYecTBa OTKPbITbIX Galrinos
<hard-limit /> XecTkoe orpaHuueHne KomyecTBa OTKPbIThIX Gainnos

| OrpaHnyeHns KomyecTBa OTKPbITbIX GainoB akTyasbHbl TONbKO /1A YCTPOWCTB MNOA
ynpasaeHveM UNIX-nogo6HbIX onepaLoHHbIX CUCTEM.

OtBet B popmare JSON

{ "head": {
"status": true,
"timestamp": 1587044649,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.10.126",
"version": "13.00.0.202005090",
"uuid": "b35d999d-9212-481d-af8c-8551c4113383"}},

"data": {
"usage": {
"alert": {

"failed": O,

"sent": 3502,

"size": 3135989,

"total": 3502},

"cache": {

"dns": {
"hit": 198,
"missed": 254},
"size": 1},

"file": {
"hit": 2754,
"max msize": 386713,
"max vsize": 386713,
"missed": 48,
"msize": 249,
"vsize": 249},

"mcastupdate": {
"bytes in": O,
"bytes out": 0,
"packets in": 0,
"packets out": 0},

"repository": {
"hit": 619,
"max msize": 3605106,
"max vsize": 3615410,
"missed": 0,
"msize": 3605106,
"vsize": 3605106} },

"client": {
"agents": 0,

PykoBogctBo no Web API
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"consoles": O,
"installs": O,
"links": O,
"newbies": 0,
"proxies": 0},
"cluster": {

"bytes in": O,
"bytes out": 0,

"messages _in": O,
"messages out": 0},
"connect": {
"current": 0,
"maximum": 1,
"total": 1},
"db": {

"rows read": 543261,
"rows written": 51448,
"statements fail": O,
"statements ok": 93305,
"transactions comitted": 50865,
"transactions rolledback": 1},
"fd":
"hard limit": 131170,
"opened": 75,
"soft limit": 131170},
"load average": {
"loadl": 1.12,
"loadl5": 0.35,
"load5": 0.72},
"memory": {
"free": 827,
"total": 3753,
"used by server": 11},
"repository": {
"bytes in": 1408068,
"bytes out": 543472,
"files added": O,
"files deleted": O,
"files replaced": 0,
"http fail": 1287,
"http ok": 0},
"ym": |
"context switches": 76622,
"cpu kernel": 3667637600,
"cpu user": 14959185200,
"page faults": 1248427,
"read cnt": 8,
"threads": 48,
"virtual memory": 1180983296,
"working set": 100864000,
"write cnt": 977744}}}}

OnucaHue napametrpoB orBeTtHoro JSON

BNoK usage cOAEPXNT MHDOPMaLMIO NO Ucnoab3oBaHUIO pecypcos Cepeepa Dr.Web.

SneMeHTbl 6J10Ka usage:

PykoBogctBo no Web API
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HasBaHune nona
alert

cache

client

cluster

connect

db

fd

load_average

memory
repository

vm

HasBaHue nonsa

failed

sent

size

total

HasBaHue nonsa

dns
file

mcastupdate

repository

6. Pa6ota c Cepsepom Dr.Web
Monyuenne cratmctukm Cepsepa Dr.Web no ncnonbsosaHuto pecypcos

OnucaHue

Bnok ¢ unpopmaumen o6 ysegomnenmax Cepeepa Dr.Web

Bnok ¢ nHpopmaLmen 06 UCnosb30BaHWN KeLa

Bnok ¢ nHpopmaumen o kireHTax, NoAKIoYeHHbIX K Cepaepy Dr.Web
Bnok ¢ nHpopmaumen o knactepe Cepsepos Dr.Web

bnok c nHpopmaLmen o ceteBbix nogkntoueHnax k Cepsepy Dr.Web
Bnok ¢ unpopmaumen o6 ncnonbzosaHnm 6asel saHHbIX CepBepa Dr.Web
Bnok ¢ nHpopmaumen o6 oTkpbITbix dainax Ha Cepsepe Dr.Web

Brok ¢ nHpopmaLwmelt o cpeHeM 3HaUEHWUN 3arpy3Kn CUCTEMbI 3@ OMNpPeAeNeHHbIN
nepvog,

Bnok ¢ nnpopmaumen o6 onepatneHoi namatn Ha Cepeepe Dr.Web
Bnok ¢ nnpopmaupen o penosumtopumn Cepsepa Dr.Web

Brok ¢ nHpopmaLmen 06 MCMob30BaHMN CUCTEMHbBIX pecypcoB Ha CepBepe
Dr.Web

e JieMeHTbl 6/10Ka alert:

OnucaHue

KonnyectBo HeoTNpaBAeHHbIX YBEAOMAEHNN
KoanyectBo ycnewwHO OTnpaB/ieHHbIX YBEAOMIEHNN
Ob6 e pazmep CreHeprpPOBaHHbIX YBELOMIEHNI

O6L|.|,ee KOINYeCTBO CreHepnpOBaHHbIX yBEAOMerHVIVI

e DieMeHTbl 6J10Ka cache:

OnucaHue
Baok ¢ nHpopmaumen 06 ncnosblosaHum DNS-kewa
Bnok ¢ nHdopmaumen o6 ncnonbzoBaHuM GannoBOro Kella

Brok ¢ nHpopmaumein 06 Ncnosb3oBaHWMM Kellia Npu nepegayde rpynnoBbIX
O06HOB/IEHWI

Baok ¢ nHdopMaLwen 06 MCNob30BaHUM KeLlia Peno3uTopus

PykoBogctBo no Web API
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8 DNeMeHTbl 610Ka dns:

HasBaHue nons
hit
missed

size

HasBaHue nons
hit

max_msize
max_vsize
missed

msize

vsize

HassaHue nons
bytes_in
bytes_out
packets_in

packets_out

HaszBaHune nons
hit

max_msize
max_vsize
missed

msize

vsize

6. Pa6ota c Cepsepom Dr.Web

Monyuenne cratmctukm Cepsepa Dr.Web no ncnonbsosaHuto pecypcos

OnucaHue
Konnuectso nonagaHuii kela
KonnuectBo npomaxoB kelua

TekyLwuii pasmep kelua

o JjieMeHTbl 6J0Ka file:

OnucaHue

KonnuyectBo nonajaHwin kelia
MakcvManbHbIM pasmep Kella
MakcrManbHbIN BUPTYyasibHbIN pa3mep Kela
KosnnuectBo npomaxoB kella

TekyLuin pasmep Kella

BupTyanbHbili pa3mep Kelua

o DjeMeHTbl 610Ka mcastupdate:

OnwucaHne

KonnuectBO NpuHATLIX AaHHbIX B Halitax
KonunyectBo nepesaHHbIxX AaHHbIX B HalTtax
KonunyectBo npmHATLIX NakeToB

Konunuectso nepegaHHbIX NakeTosB

o DleMeHTbl 6710Ka repository:

OnucaHue

Konnuectso nonagaHuii kewa
MakcmanbHbI pa3Mep Kella
MakcrManbHbIV BUPTYaabHbIA pa3mep Kella
KonunuectBo npomaxoB kella

TekyLwmin pa3mep Kkella

BupTyanbHbIli pa3mep kelua

PykoBogctBo no Web API
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e JieMeHTbl 610Ka client:

HasBaHue nonsa OnucaHue

agents Konwnyectso
consoles Konnuectso
installs Konnuecteo
links Konnuectso
newbies Konunuectso
proxies Konwnuectso

e DleMeHThbl 6J10Ka cluster:

HasBaHue nons OnwucaHue

bytes_in Kosnnyectso
bytes_out Konnuecteo
messages_in Konnuectso
messages_out Konnuectso

e DleMeHTbl 6J10Ka connect:

6. Pa6ota c Cepsepom Dr.Web
Monyuenne cratmctukm Cepsepa Dr.Web no ncnonbsosaHuto pecypcos

NoAKNOYEHHbIX AreHTOB

noAKIYeHHbIX LleHTpoB ynpaBaeHus

YCTaHOBOK AreHTa, 3anyLLeHHbIX B AaHHbIA MOMEHT
cBA3aHHbIX coceHunx Cepsepos Dr.Web
HOBWYKOB

Mpokcu-cepsepos Dr.Web

MPUHATLIX JaHHbIX B 6aniTax
nepeAaHHbIX JaHHbIX B HanTtax
NPUHATBLIX COOO L EeHNI

OTMPaBJ/IeHHbIX COOBLLLEHNI

HasBaHue nons OnwucaHue

current KonnuectBo akTMBHBIX MOAKIOUEHWUI B AaHHbIE MOMEHT
maximum 3adpuKCMPOBaHHBIN MaKCUMYM OZHOBPEMEHHbIX MOAKIHO YeHWIA
total ObLee KONMYECTBO pa3peLLeHHbIX MOAKIHOYEHN

e J/leMeHTbl 610Ka db:

HasBaHue nonsa OnucaHue

rows_read KosmuecTBO NpoumnTaHHbIX CTPOK
rows_written KonmuecTBO 3anmcaHHbIX CTPOK
statements_fail KonnuectBo HeycnellHbIX ONepaTopos
statements_ok KonnuectBo ycnelHbix onepaTtopos
transactions_comitted KosnnuectBo 3aBeplLUeHHbIX TPaH3aKLuM
transactions_rolledback KonnyectBO oTMEHEHHbIX TPaH3aKLWR

PykoBogctBo no Web API
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e JeMeHTbl 610Ka fd:

HassaHue nons OnucaHue

hard_limit XecTkoe orpaHnyeHne KonnYecTBa OTKPbITbIX $alinos
opened KosnnuectBo oTkpbIThix dainos Ha Cepsepe Dr.Web
soft_limit PekoMeHayemMoe orpaHuyeHrie KoM4ecTBa OTKPbITbIX GaiiioB

| OrpaHnyeHns KoMyecTBa OTKPbITbIX GanoB akTyasbHbl TONbKO A/ YCTPOWCTB MOA
: ynpasaeHveM UNIX-nofo06HbIX onepaLmoHHbIX CUCTEM.

e DnemMeHTbl 6/10Ka load average:

HasBaHue nons OnwucaHue

load1 MNpoueHT 3arpy3ku cuctembl 3a 1 MUHYTY
load15 MNpoueHT 3arpy3ku cuctemsl 3a 15 MuHyT
load5 MpOoLEeHT 3arpy3ku cUCTeMbl 3@ 5 MUHYT

| CpegsHee 3HaueHve 3arpy3kn CUCTEMbI BbIUUCAAETCS TONbKO A YCTPOMCTB MOZ,
: ynpaeneHveM UNIX-nogo6HbIX onepauoHHbIX cuctem. s onepaumoHHOW CUCTEMBI
Windows Bcerza Bo3BpallaeTtcs 3HaueHne "-1".

e DjleMeHTbl 6710Ka memory:

HassaHue nons OnucaHue

free Ob6beM cBOBOAHON OMNepaTUBHONM NaMsATH

total Ob6wmnii 06BeM onepaTUBHOM NaMATH

used_by_server Ob61bem onepaTMBHOW NamsATH, ncnoablyemoli Cepsepom Dr.Web

e DjieMeHTbl 610Ka repository.

HasBaHue nons OnucaHune

bytes_in KonnuectBo NpuHATBLIX AaHHbIX B BaiTtax
bytes_out KonunuectBo nepesaHHbIX AaHHbIX B HanTax
files_added KonnyectBo HoBbIX dainos

files_deleted KosnyectBo yaaneHHbIX Gpaiinos
files_replaced KosnyectBo 3aMeHeHHbIX Gpalinos

PykoBogctBo no Web API
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Ha3BaHue nona
http_fail
http_ok

e DjieMeHTbl 610Ka vm:
HassaHue nonsa
context_switches
cpu_kernel
cpu_user
page_faults
read_cnt
threads

virtual_memory

working_set

write_cnt
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OnucaHue
Konnyectso HeycnewHbix HTTP-3anpocos

Konunuectso ycnewHbix HTTP-3anpocos

OnucaHue

KonnuectBo nepektoyeHnin KOHTeKCTa

Bpemsa paboTbl Npoueccopa B pexume fapa

Bpemsa paboTbl Npoleccopa B pexumMe noJib3oBaTtens
KonunuectBo ownbok cTpanuLy

KonnuectBo uteHUii n3 namatm

KonnyectBo 3amyLL,eHHbIX MOTOKOB

O61beM BMpTYyanbHON NamsaTy, BbifeneHHou ans Cepeepa Dr.Web B saHHbIN
MOMEHT

Pabouwin Habop

KonunuectBo 3anuceit B namsaTb

nOJ'IyLIEHVIe CMUUCKa CCbIJIOK Ha AOKYMEeHTauuro

Mapametp 3anpoca

Mapametp OnucaHue O6s3aTesbHbIN

language A3bIK ZOKyMEHTaLMN. HeT

ﬂ,O nycTMbl€ 3HaYEeHNA:

cn — KUTaWCKUI,

de — HeMeLKWN,

en — aHrNACKU,

es — WCMaHCKWM,

fr — PpaHLy3CKuiA,

it — UTaNbAHCKUNA,

ja — AMNOHCKUN,

PykoBogctBo no Web API
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6. Pa6ota c Cepsepom Dr.Web
MonyueHne cnucka cCbiJIOK Ha AOKYMEeHTaL Mo

Mapametp OnucaHue O6s3aTesbHbI

kk — Ka3axckui,
pl — MOJbCKUA,
Tu — PYCCKUK,

uk — YKPauHCKWM.

Ecav Ha CepBepe Dr.Web HeT kakoro-1o AOKyMeHTa Ha fi3blke, yka3aHHOM B 3ampoce, Toraa
: B oTBETE BOyAeT AaHa CCblika Ha aHrUICKYH IMBO PYCCKYHO BEPCUIO 3TOTO JOKYMEHTa.

Mpumep 3anpoca

https://192.168.1.1:9081/api/server/pdfdoc.ds?language=es

Hwuxe npeacraBneHbl npuMepsl otBeToB B hopmate XML 1 B dopmate JSSON.

OtBet B popmarte XML

<drweb-es-api api version="4.3.0" timestamp="1587328217" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<docs>
<admin>
<doc title="Administrator Manual" file="admin-manual.pdf" link="/pdf/en/admin-
manual .pdf"/>
<doc title="Installation Manual" file="install-manual.pdf"
link="/pdf/es/install-manual .pdf"/>
<doc title="Appendices" file="appendices.pdf" link="/pdf/en/appendices.pdf"/>
<doc title="Anti-virus Network Quick Installation Guide" file="quick-
install.pdf" link="/pdf/es/quick-install.pdf"/>
<doc title="Dr.Web Server Database Manual" file="database-manual.pdf"
link="/pdf/en/database-manual .pdf"/>
<doc title="Web API Manual" file="web-api.pdf" link="/pdf/en/web-api.pdf"/>
</admin>
<manager>
<doc title="Managing the workstations under Windows" file="agent-windows.pdf"
link="/pdf/en/agent-windows.pdf"/>
<doc title="Managing the workstations under macOS" file="agent-macos.pdf"
link="/pdf/en/agent-macos.pdf"/>
<doc title="Managing the workstations under Android" file="agent-android.pdf"
link="/pdf/en/agent-android.pdf"/>
<doc title="Managing Dr.Web for Linux" file="agent-linux.pdf"
link="/pdf/en/agent-linux.pdf"/>
<doc title="Managing Microsoft Exchange Server" file="agent-exchange.pdf"
link="/pdf/en/agent-exchange.pdf"/>
<doc title="Managing Dr.Web for UNIX File Servers" file="agent-unix-fs.pdf"
link="/pdf/en/agent-unix-fs.pdf"/>

PykoBogctBo no Web API
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<doc title="Managing Dr.Web for UNIX Mail Servers" file="agent-unix-ms.pdf"
link="/pdf/en/agent-unix-ms.pdf"/>
<doc title="Managing Dr.Web for UNIX Internet Gateways" file="agent-unix-
igw.pdf" link="/pdf/en/agent-unix-igw.pdf"/>
</manager>
<user>
<doc title="Dr.Web Agent for Windows" file="user-manual-windows.pdf"
link="/pdf/en/user-manual-windows.pdf" />
</user>
</doecs>
</drweb-es-api>

OnucaHue napamerpoB orBeTtHoro XML

DNeMeHT <docs /> COAEPXKUT CMUCOK CCbINOK JOKYMEHTOB K Npoaykty Dr.Web Enterprise
Security Suite 13.0.

e BiIOXKEHHbIE 3/1EMEHTbI 3/IEMEHTA <docs />:

SnemeHT OnwucaHue

<admin /> MepeueHb PykoBoacte agmuHuctpaTtopa Cepsepa Dr.Web
<manager /> MNepeueHb PykoBOACTB agMUHMCTPATOPa MO YNpPaBAEHWUIO CTaHLMAMM
<user /> MepeueHb PykoBOACTB Nosb30BaTENS CTAHLUMN

@ PykoBogctBo no Web APl oTHOcuTCA K rpynne JOKYMEHTOB <admin />.

8 DNIEMEHT <doc /> BJOXEHHbIX 3/IEMEHTOB <admin />, <manager /> W <user /> COLEPXUT
napamMeTpbl KOHKPETHOTO JOKYMEHTa.

ATpnbyTbl 3n1€MeHTa <doc />

Atpubyr OnucaHue

title HavmeHoBaHve foKymMeHTa

file Vimsa danna gokymeHta B popmate PDF

link Ccblsika Ha AOKYMEHT, pa3melleHHbI Ha Cepeepe Dr.Web

OtBet B popmarte JSON
{ "head": {

"status": true,
"timestamp": 1588773342,

PykoBogctBo no Web API
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"api": {
"version"

6. Pa6ota c Cepsepom Dr.Web
MonyueHne cnucka cCbiJIOK Ha AOKYMEeHTaL Mo

: 40300,

"versionString": 4.3.0},

"server": {

"name": "192.168.1.1",

"version"

: "13.00.0.202005090",

"uuid": "78b77680-8080-11lea-701a-44a527d9115c"}},

"data": {
"admin": [
{"file":
"link":

"title":

"file™:
"link":

—_~

"title":

"file":
"link":

—~—

"title":

"file":
"link":

—_~—

"title":

"file":
"link":

—~

"title":

"file":
"link":

—_—

"title":

"manager":
{"file":
"link":

"title":

"file":
"link":

—~—

"title":

"file":
"link":

—_~—

"title":

"file":
"link":

—~

"title":

"file":
"link":

—_—

"title":

"file":
"link":

—_~—

"title":

"file":
"link":

—~—

"title":

"file":
"link":

—~—

"title":

"user": |
{"file":
"link":

"title":

"admin-manual.pdf",
"/pdf/en/admin-manual .pdf",

"Administrator Manual"},
"install-manual.pdf",
"/pdf/es/install-manual.pdf",

"Installation Manual"},

"appendices.pdf",
"/pdf/en/appendices.pdf",

"Appendices"},

"quick-install.pdf",
"/pdf/es/quick-install.pdf",

"Anti-virus Network Quick Installation Guide"},
"database-manual .pdf",
"/pdf/en/database-manual.pdf",

"Dr.Web Server Database Manual"},
"web-api.pdf",

"/pdf/en/web-api.pdf",

"Web API Manual"}],

[

"agent-windows.pdf",
"/pdf/en/agent-windows.pdf",

"Managing the workstations under Windows"},
"agent-macos.pdf",
"/pdf/en/agent-macos.pdf",

"Managing the workstations under macOS"},
"agent-android.pdf",
"/pdf/en/agent-android.pdf",

"Managing the workstations under Android"},
"agent-linux.pdf",
"/pdf/en/agent-linux.pdf",

"Managing Dr.Web for Linux"},
"agent-exchange.pdf",
"/pdf/en/agent-exchange.pdf",

"Managing Microsoft Exchange Server"},
"agent-unix-fs.pdf",
"/pdf/en/agent-unix-fs.pdf",

"Managing Dr.Web for UNIX File Servers"},
"agent-unix-ms.pdf",
"/pdf/en/agent-unix-ms.pdf",

"Managing Dr.Web for UNIX Mail Servers"},
"agent-unix-igw.pdf",
"/pdf/en/agent-unix-igw.pdf",

"Managing Dr.Web for UNIX Internet Gateway"}],

"user-manual-windows.pdf",
"/pdf/en/user-manual-windows.pdf",
"Dr.Web Agent for Windows"}]}}

PykoBogctBo no Web API
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6. Pa6ota c Cepsepom Dr.Web
MonyueHne cnucka cCbiJIOK Ha AOKYMEeHTaL Mo

OnucaHue napamerpos orseTtHoro JSON

BNIOK data COAEPXXMUT CMNCOK CCbINOK AOKYMEHTOB K npoaykty Dr.Web Enterprise Security Suite
13.0.

SnemMeHTbl 6J0Ka data:

HasBaHue nona OnucaHue

admin MaccuB ¢ nepeuHem PykoBoacTB agmuHuctpaTopa Cepeepa Dr.Web

manager MaccuB ¢ nepeyHem PykoBOACTB aAMMHMCTPaTOpa Mo yNpaBAeHUO CTaHLMAMM
user MaccuB ¢ nepeyHemM PykoBOACTB NOb30BaTeNS CTaHLM

@ PykoBogctBo no Web APl oTHocuTcs K rpynne AOKYMEHTOB admin.

° Ka)l(ﬂ,bll\/ll 06BbEKT MAaCCUBOB admin, manager U user COAEPXKUT VIHq)OpMaLU/II-O O KOHKpEeTHOM
AOKYMEHTE.

SneMeHTbl 06BbEKTOB MacCMBOB admin, manager U user:

HasBaHue nons OnucaHue

file Nmsa davina gokymerta B dopmate PDF

link Ccbinka Ha AOKYMeHT, pa3MellieHHbIn Ha CepBepe Dr.Web
title HanmeHoBaHWe gokymeHTa

PykoBogctBo no Web API
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7. PaboTa c KapaHTnHOM

HTTP-3anpoc

https://<host>:9081/api/quarantine/<cyeHapuli>.ds?

AocTynHble cueHapumn

CueHapui OnucaHue

delete.ds Ynanervie 06bektoB n3 KapaHtuHa

rescan.ds MNoBTOpHOE cKaHWpPOBaHWe 06bekToB U3 KapaHtuHa
restore.ds BocctaHoBAEHVE 06bekTOB 13 KapaHTuHa

BoccraHoBneHue o6bekToB 13 KapaHtuHa

Mapametp 3anpoca

Mapametp OnucaHue O6s3aTesbHbI
object O6bekT B KapaHTuHe. iE]
MapameTp MOXeT 6biTb YKa3aH B 3aMpoce HeorpaHUYeHHoe

KONn4yecTBoO, UTO6 bl BOCCTAHOBUTL HECKO/IbKO OHBHEKTOB 13
KapaHTiHa oZHOBpeMeHHO.

Bo3Bpawaembie owinbku

1. Ecnm KapaHTuH oTkitoueH Ha Cepeepe Dr.Web, To ckpunT BepHeT owwmnobky:

code = 144
message ='Quarantine is disabled on Server'

2. Ecam KapaHTUH He foCTyneH Ana cTaHUMKM, TO CKPUMT BEpPHET oLmnbKy:

code = 145
message ='Quarantine is unavailable'

PykoBogctBo no Web API

7. Pa6ota c KapaHTHOM
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7. Pabora c KapaHtnHom
BoccraHoBneHMe o6bekToB U3 KapaHTuHa

NMpumep 3anpoca

Mpw NOCTpOeHMN 3anpoca Ha BOCCTaHOBAEHWe 0bbekTa U3 KapaHTMHa napameTp object
dopmumpyeTca cnegyrolwmm obpasom: <object>%3A<station id>%3A<q_time>. MapameTp
<station_id> — 370 naeHTMOUKATOP CTaHLMM, yKa3aHHbIA B 3anpoce [loayyeHne COCTOAHNS
KapaHtuHa. MapameTtpbl <object> n <q_time> 6epem 13 OTBETa Ha 3TOT 3aMNpocC.

V13 npumepa 3anpoca [lonyyeHve coctoaHua KapaHTtuHa:

<station_id> = 1002
<object> = Fc45be5fbe1f9f0b64f9a58fa898b73d913ad494aabb4aa9341c96737600fa44
<q_time> = 20200422110324000

B pe3ysnbTaTe noayyaem 3anpoc BuAa:

https://192.168.1.1:9081/api/quarantine/restore.ds?
object=Fc45be5fbelf9f0b64£9a58£fa898b73d913ad494aabb4aa9341c96737600fad4%
3A1002%3A20200422110324000

Huxe npeacraBneHbl npuMepsl otBeToB B Gopmate XML 1 B dopmate JSSON.

OtBet B popmare XML

<drweb-es-api api version="4.3.0" timestamp="1588771636" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">

<items>

<object

status="initiated">Fc45be5fbelf9f0b64£9a58£fa898b73d913ad494aabb4aa9341c96737600fa44:1002
:20200422110324000</object>

</items>
</drweb-es-api>

OnucaHue napamerpoB orBeTtHoro XML

DNEMEHT <items /> COAEPXMT MHOOPMALMIO O BOCCTAHOB/IEHMM BCeX 06bEKTOB KapaHTuHa,
yKa3aHHbIX B 3anpoce.

e D/IeMEHT <object /> COAEPXKNT UHDOPMALIMIO O KOHKPETHOM 06bekTe KapaHTUHa.

PykoBogctBo no Web API
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ATpnbyT 31eMeHTa <object />
ATtpnbyr OnucaHue

status CTaTyC BbINOJIHEHWSI BOCCTAHOB/IEHMS 06bekTa:

e initiated — BOCCTaHOBJAEHME VHULMNPOBAHO,
e delayed — BOCCTAaHOBJIEHNE OTNOXEHO,

e failed — BOCCTaHOBJ/IEHME 3aBEPLUNNOCH C OLNBKON.

3HaueHMe 3/1eMeHTa <object /> COAEPXMUT MHPOPMALMIO O BOCCTaHaBANBAaEMOM OOBbEKTE,
aHaNorMyHyo MHbOPMaLMK, NepesaBaemMor B apryMeHTe object U3 M3HaYalbHOrO
3anpoca.

OtBet B popmare JSON

{ "head": {
"status": true,
"timestamp": 1588771756,
"api": |
"version": 40300,
"versionString": 4.3.0},
"server": ({
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "d43ec7c0-846c-11lea-56fb-d8e582d45004"}},
"data": {

"Fc45be5fbelf9f0b64£9a58£fa898b73d913ad494aabb4aa9341c96737600£fa44:1002:20200422110324000
": "initiated"}}

OnucaHuve napamerpoB otsetHoro JSON

BAOK data COAEPXUT MHOOPMALMIO O BOCCTAHOBEHMM BCeX 06beKTOB KapaHT1Ha, yKa3aHHbIX
B 3anpoce.

SneMeHTbl b0Ka data:

Ha3BaHue noasa OnucaHue
CooTtBeTcTBYET CraTyC BbINO/MIHEHWS1 BOCCTAHOBAEHWs o0bbekTa:
3HaUEeHUo o

. [ ] —
napameTpa object initiated — BOCCTaHOBAEHME MHULMMPOBAHO,
13 3anpoca e delayed — BOCCTAHOBJ/IEHNE OTNOXEHO,

e failed — BOCCTaHOB/IEHME 3aBEPLUNIOCH C OLINGKOWA.

PykoBogctBo no Web API
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\ , MoBTOpHOE cKaHMpoBaHue o6bekTOB M3 KapaHTuHa

NMoBTOpHOE ckaHupoBaHUe 06bekToB U3 KapaHTuHa

Mapametp 3anpoca

Mapametp OnucaHue O6s3aTesibHbIN
object O61bexT B KapaHTuHe. Ja

MapameTp MOXeT BbITb yKa3aH B 3aMpoce HeorpaHUYeHHoe
KONM4eCTBO, YTO6bI MOBTOPHO CKaHMPOBaTb HECKO/bKO
0b6bekToB 13 KapaHTiHa ofHOBpPEMEHHO.

Bo3Bpaujaembie olwnMbku

1. Ecan KapaHTuH oTtktoveH Ha Cepsepe Dr.Web, To ckpunT BepHeT ownbKy:

code = 144
message ='Quarantine is disabled on Server'

2. Ecn KapaHTVIH HE AOCTYNneH AnA CTaHUKMW, TO CKPpUMNT BEPHET OLIJVI6KyI

code = 145
message ='Quarantine is unavailable'’

Mpumep 3anpoca

Mpw nocTpoeHun 3anpoca Ha MOBTOPHOE CkaHMpoBaHMe obbekTa n3 KapaHTnHa napameTp
object popmumpyetcs cneayrowmm obpasom: <object>%3A<station id>%3A<q_time>.

MNapameTp <station_id> — 3To0 naeHTUOUKATOP CTaHLUMK, YKa3aHHbIM B 3anpoce [lonyyeHve
coctoaHunsa KapaHtuHa. MapameTpbl <object> n <q_time> 6epem 13 oTBeTa Ha 3TOT 3anpoc.

V3 npmnmMmepa 3anpoca I'Ionyqume CcoCcToAHNA KapaHTI/IHaI

<station_id> = 1002
<object> = Fc45be5fbe1f9f0b64f9a58fa898b73d913ad494aabb4aa9341c96737600fa44
<qg_time> = 20200422110324000

B pe3ynbTaTe Noayvyaem 3anpoc sBnja:

https://192.168.1.1:9081/api/quarantine/rescan.ds?
object=Fc45be5fbelf9f0b64£9a58fal898b73d913ad494aabb4aa9341c96737600fadd%
3A1002%3A20200422110324000

Huxe npeacraBneHbl npuMepsl otBeToB B hopmate XML 1 B dopmate JSSON.

PykoBogctBo no Web API
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OtBet B popmate XML

<drweb-es-api api version="4.3.0" timestamp="1588771911" server="192.168.1.1"
srv version="13.00.0.202005090" status="true">

<items>

<object

status="delayed">Fc45be5fbelf£9£f0b64£9a58£fa898b73d913ad494aabb4aa%9341c96737600£fa44:1002:2
0200422110324000</object>

</items>
</drweb-es-api>

OnucaHve napamerpoB orBeTtHoro XML

DNEeMEHT <items /> COAEPXMUT MHPOPMaLMIO O MOBTOPHOM CKaHMPOBaHMN BCEX OOBEKTOB
KapaHTuHa, ykazaHHbIX B 3anpoce.

® D/IEMEHT <object /> COAEPXUT MHPOPMaLMNIO O KOHKPETHOM 06bekTe KapaHTuHa.

ATpnbyT 31emMeHTa <object />
ATtpnbyr OnucaHue

status CTaTyC BbINOJIHEHMSI MOBTOPHOTO CKaHWPOBaHWs obbekTa:

e initiated — NOBTOPHOE CKAHMPOBAHWE UHULMMPOBAHO,
e delayed — MOBTOPHOE CKAHMPOBAHWNE OTIOXEHO,

e failed — NOBTOPHOE CKaHNPOBaHWE 3aBePLUNIOCH C OLLMOKON.

3HaueHMe 3/1eMeHTa <object /> COAEPXUT MHPOPMALMIO O CKAHNPYEMOM OBBbEKTE,
aHaNoOrMyHyo MHbOPMaLMK, NepesaBaemMor B apryMeHTe object U3 M3HaYalbHOrO
3anpoca.

OtBet B popmarte JSON

{ "head": {
"status": true,
"timestamp": 1588772006,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "d43ec7c0-846c-1lea-56fb-d8e582d45004"}},
"data": {

"Fcd5be5fbelf9f0b64f9a58fa898b73d913ad494aabb4aa9341¢c96737600fa44:1002:20200422110324000
": "delayed"}}

PykoBogctBo no Web API
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OnucaHue napamerpos orseTtHoro JSON

Bnok data coaep>XuT nHGOpPMaL Mo O MOBTOPHOM CKaHMpPOBaHMK Bcex 06bekToB KapaHTuHa,
yKa3aHHbIX B 3anpoce.

SnemMeHTbl 6J0Ka data:

HasBaHue nona OnucaHue

CooTtBeTcTBYET CraTyc BbINOJHEHWS MOBTOPHOMO CKaHMPOBaHUA 0b6bekTa:
3HaYeHUO o

napameTtpa object e initiated — NOBTOpPHOE CKAHNPOBAHME MHULIMMPOBAHO,

13 3anpoca e delayed — NOBTOPHOE CKaHNPOBAHME OT/IOXEHO,

e failed — NOBTOPHOE CKAHVMPOBAHWE 3aBEPLUUIOCH C OLLINOKON.

YpaneHue o6bekToB u3 KapaHtuHa

Mapametp 3anpoca

Mapametp OnucaHue O6s3aTesbHbIN
object O6bekT B KapaHTuHe. iE]
MapameTp MoOXeT BbITb yKa3aH B 3anpoce HeorpaHUYeHHoe

KONN4yecTBoO, ytob6bI yAanuntb HECKO/IbKO 06beKkToB 13 KapaHTI/IHa
0/HOBPEMEHHO.

Bo3Bpaliaembie ownbkm

1. Ecnm KapaHTuH oTtkitoueH Ha Cepeepe Dr.Web, To ckpunT BepHeT ownbiKy:

code = 144
message ='Quarantine is disabled on Server'

2. Ecnm KapaHTUH He AOCTyneH AiA CTaHLMK, TO CKPUNT BEPHET OWmnbKy:

code = 145
message ='Quarantine is unavailable'

PykoBogctBo no Web API
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7. Pabora c KapaHtnHom
YpaneHue o6bekToB U3 KapaHtnHa

NMpumep 3anpoca

Mpwn NoCcTpoeHnn 3anpoca Ha yaaneHne obbekta n3 KapaHtuHa napameTp object
dopmumpyeTca cneayrowmm obpasom: <object>%3A<station_id>%3A<q_time>. MapameTp
<station_id> — 370 naeHTUPMKATOpP CTaHLMM, YKa3aHHbIM B 3anpoce [losyyeHne coCToaHMA
KapaHTuHa. MNapameTpbl <object> n <q_time> 6epemM 13 oTBeTa Ha 3TOT 3anpoc.

V3 npmnmMmepa 3anpoca ﬂonyqume CcoCToAHNA KaQaHTl/IHaZ

<station_id> = 1002
<object> = Fc45be5fbe1f9f0b64f9a58fa898b73d913ad494aabb4aa9341c96737600fa44
<q_time> = 20200422110324000

B pe3ynbTaTe nonyyaem 3anpoc Buaa:

https://192.168.1.1:9081/api/quarantine/delete.ds?
object=Fc45be5fbelf9f0b64f9a58fa898b73d913ad494aabb4aa9341c96737600fadds
3A1002%3A20200422110324000

Hwu>xe npeactaBneHbl npuMepbl otBeToB B dopmate XML n B dopmate JSON.

OtBet B popmate XML

<drweb-es-api api version="4.3.0" timestamp="1588772053" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">

<items>

<object

status="initiated">Fc45be5fbelf9f0b64£9a58£fa898b73d913ad494aabb4aa9341c96737600£fa44:1002
:20200422110324000</object>

</items>
</drweb-es-api>

OnucaHuve napamerpoB oteetHoro XML

DNEMEHT <items /> COAEPXMUT MHOOpPMauuto 06 yaaneHnmn scex o6bekToB KapaHTuHa,

yKa3aHHbIX B 3anpoce.

® DIeMEHT <object /> COAEPXUT MHDOPMALIMIO O KOHKPETHOM 0b6bekTe KapaHTuHa.
ATpnbyT 31eMeHTa <object />

Atpubyr OnucaHue

status CraTyC BbINONHEHWA YAaneHus obbekTa:

e initiated — yzaneHve VHULMMPOBaHO,
e delayed — yAaneHve OTNOXEHO,

e failed — yAajeHVe 3aBepPLUMNOCH C OLLIMOKON.

PykoBogctBo no Web API
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3HaueHMe 31eMeHTa <object /> COAEPXMUT MHPOPMALMNIO O yaansieMoM obbekTe,
aHasornyuHyo nHGopMaLMn, NnepesaBaeMon B apryMeHTe object U3 U3Ha4YalbHOro
3anpoca.

OtBet B popmare JSON

{ "head": {
"status": true,
"timestamp": 1588772153,
"api": |
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "d43ec7c0-846c-11ea-56fb-d8e582d45004"} },
"data": {

"Fc45be5fbel £9£0b64£9a58£a898b73d913ad494aabb4aad341c96737600£ad44:1002:20200422110324000
": "delayed"}}

OnucaHue napametpoB otsetHoro JSON

Bnok data cogepxuT nHdopmaunto ob yaaneHnm scex o6bekToB KapaHTUHa, yKa3aHHbIX B
3anpoce.

SneMeHTbl 610Ka data:

HasBaHue nons OnucaHue

CooTtBeTcTBYET CraTyc BbINONHEHWSA YAaneHns obbekTa:
3HaYeHUo o

napameTpa object e initiated — yaaneHve MHULMMPOBAHO,
13 3anpoca e delayed — yja/neHve OTI0XEHO,

e failed — yAaneHve 3aBepLINIOCH C OLINOKON.

PykoBogctBo no Web API
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8. PaboTta c agMUHUCTpaTopamMm

HTTP-3anpoc

https://<host>:9081/api/admins/<cyeHapuli>.ds?

AocTynHble cueHapumn

CueHapui OnucaHue

add.ds Co3aHue yYeTHON 3aNnUCcK aMUHNCTPATOPA
change.ds I3meHeHWe yYyeTHOW 3anuUcK agMUHNUCTPaTOpa
delete.ds YpaneHve yyeTHOW 3anncK aMUHMUCTpaTopa
info.ds NonyyeHwe nHbopmaumm 06 agmMuHUCTpaTope
list.ds MosyyeHve cnmncka aiMUHUCTPATOPOB
set-group-rights VI3MeHeHVe NpaB aAMUHUCTPATOPA rpynnbl
set-rights V3MeHeHWe npas aAMUHNCTPATOPa

Co3paHue yueTHOM 3anuUcM agMUHUCTpaTopa

Mapametpbl 3anpoca

Mapametp OnucaHue O6s3aTesNbHbIN
admin_group N aeHTndukatop rpynnbl HeT
aAMVHUCTPATOPOB, Npaea
KOTOpOW yHacneayet

aAMUHUCTPaTOoP.

description Onwucanue HeT

PykoBogctBo no Web API
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Mapametp

group

last-name

login

may-create-admin

middle-name
name

password

OnucaHue

WaeHtndbvkatop rpynnsl, K
KOTOpOW byaeT MMeTb AOCTyr
afMUHUCTpaTop.

MapameTp MoXxeT 6bITb yKa3aH
B 3aMpoce HeorpaHnyeHHoe
KO/NIMYEeCTBO pa3 A/1A yKasaHus
HECKONIbKNX Tpynm
OfHOBpPEMEHHO.

Ecnv 3TOT NnapameTp ykasaH B
3anpoce, To byaeT co3zaHa
yueTHas 3anmcb
afMUHUCTpaTopa rpynnbl.

NaeHtndrkaTop yyeTHOM
3anvcy agmuHMUCTpaTopa.

Jonyctumble 3HaveHusa: umdpel,
6yKBbl NaTUHCKOTO andasuTa,
cumBosibl ', -

Ecnn naeHtndunkatop He 3asaH,
TO OH BygeT creHepupoBaH
aBTOMaTUYECKN.

damunnsa

PeructpaumoHHoe UMs yyeTHOM
3an1cu agMmHucTpaTopa

Hannuve npaBa Ha co3gaHve
YYeTHbIX 3anucei
aAMUHWCTPATOPOB, rpynm

aAMUHVCTPaTOPOB.

Jonyctmble 3HayeHns: yes |
no. Mo ymonyaHuto: yes.

OtuectBO

Nms

Maponb.

Ecnv naponb He 3agaH, TO OH

6yneT creHepnpoBaH
aBTOMaTNYECKM.

8. PaboTa c agmuHMCcTpaTopamu
Co3paHue yueTHOM 3aNMCK agMUHMCTpaTopa

O6sa3aTenibHbIN

HEeT

HeT

HET

aa

HeT

HeT

HET

HET

PykoBogctBo no Web API
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Co3paHuve yueTHOI 3anvcu agMUHUCTpaTopa

Mapametp OnucaHue O6s3aTe/IbHbIN

readonly OrpaHuyeHne nNpae y4eTHON HeT
3anucu agMmHucTpaTopa.

Jonyctumble 3HaueHua: yes |
no. 1o ymonyaHuo: no.

Ecnn 3apaHo 3HaueHwe
napameTpa yes, T0 byaeT
cO3/aHa yyeTHaa 3anucb ¢
npaBaMu TOAbKO Ha YTeHue
(cm. Mpunoxenune A2. MNpasa
aAMUHUCTPaTOPa).

& Ecnv ogHOBpEMeHHO 3ajaHbl NapameTpbl readonly=yes Mmay-create-admin=yes, TO
napameTp may-create-admin 6yaeT urHopvpoBsatbcs. T. €. aAMUHUCTPATOP C NpaBamu
TO/IbKO Ha YTEHME He MOXET CO3AaBaTb WU U3MEHSATb HACTPOWKM YUETHbIX 3amucent Apyrux
aAMUHUCTPATOPOB.

& Ecan ogHOBpeMeHHO 3agaHbl mapaMeTpbl admin group U group, TO NapameTp, 3ajaHHbIl
nocnefHuM, 6yAeT MrHopupoBaTbCs. [ns yKasaHus Ha KakKyro rpynmy aHTUBUPYCHOW CeTu
pacnpocTpaHAoTCA NpaBa AaHHOTO aAMWHUCTPATOPa, BbINOJHWUTE 3aNpPOC U3MEHEHWS
napameTpoB agMuHUCTpaTopa: /api/admins/change.ds?id={id anumumcTpaTopa }
&add-group={id rpynne aHTUBUPYCHOMW CETN}

Mpumep 3anpoca

https://192.168.1.1:9081/api/admins/add.ds?
login=newadml&password=root&name=name&last-name=last-name&middle-
name=middle-name&description=description&group=1l&readonly=yesé&may-create-
admin=no

Huxxe npeacraBneHbl npumMepsl otBeToB B Gopmate XML n B dopmate JSSON.

OtBet B popmare XML

<drweb-es-api api version="4.3.0" timestamp="1582030255" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">

<administrator i1d="20a90c15-ba08-e711-387b-a0568a18dd32"/>
</drweb-es-api>

PykoBogctBo no Web API
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Co3paHue yueTHOM 3aNMCK agMUHMCTpaTopa

OnucaHve napamerpoB orBeTtHoro XML

DNEeMeHT <administrator /> COAEPXUT MAEHTUMKATOP CO34aHHON YUETHOWN 3anmncK
agMUHKUCTpaTopa.

ATpnOYT 31eMeHTa <administrator />
ATpubyr OnucaHue

id NaeHtndvkaTop yyeTHOM 3anmcu

OtBet B popmare JSON

{ "head": {
"status": true,
"timestamp": 1582030515,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "eaela652-96d5-48fd-9169-4788a03688b8"}},
"data": {
"id": "20a90cl15-ba08-e711-387b-a0568a18dd32"}}

OnucaHve napametpoB orseTtHoro JSON

BaoK data cOAepXnUT naeHTMdurkaTop CO3/laHHOWN yl-leTHO|7| 3anncu agMmMHUCTpaTopa.
dneMeHT 610Ka data:
HasBaHue nona OnucaHue

id NaeHtndvkaTop yyeTHOM 3anmcu

PykoBogctBo no Web API
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8. PaboTa c agmuHMCcTpaTopamu
M3meHeHMe yueTHOW 3anvMcu agMUHUCTpaTopa

N3meHeHMe yueTHOM 3anncn agMUHUCTpaTopa

Mapametpbl 3anpoca

Mapamertp

add-group

delete-group

description

id

last-name
login

may-create-
admin

middle-name
name
password

readonly

N

OnucaHue

N aeHTndrkaTop rpynmbl, K KOTOPOM MOAYUMT JOCTYN
aAMUHKCTPaTop.

I'Iapa METP MOXeT ObITb YKa3aH B 3anpoce HeorpaHM4yeHHoe
KONn4ecCTBO pa3 AnAa YKa3aHUA HECKOJIbKUX rpymn

OAHOBPEMEHHO.

NaeHtndrkaTop rpynnbl, K KOTOpoK byaeT oTMEHEH AOCTyn
aAMUHUCTPaTopY.

MapameTp MOXeT HbiTb YKa3aH B 3aMpoOCe HeOrpaHUYEHHOE
KOJIMYECTBO pa3 ANs yKa3aHUs HECKObKUX rpyrn
OZAHOBPEMEHHO.

OnucaHve

NaeHtnorkaTop yyeTHOM 3anncK agMUHUCTPaTOpa, NapamMeTpsbl
KOTOpOW 6yayT N3MeHeHsl

damunung
PernctpaumoHHoe MMs yY4eTHOW 3anncK agMUHUCTPaTopa

Hannuve npaBa Ha co3gaHue yyeTHbIX 3anmcen
aAMUVHUCTPaTOPOB, rpynn aZAMVHUCTPaTOPOB.

[Jonyctumble 3HaueHnsa: yes | no. [1o ymonyaHuio: yes.
OrtyectBO

ms

Maponb

OrpaHunyeHne nNpae y4eTHOM 3anmcy agMUHUCTpaTopa.

[JonycTumble 3HaueHus: yes |
Ecnv 3apaHo 3HaveHne yes, TO agMUHUCTPaToOp ByaeT nmeTb
npaBo TO/bKO Ha uTeHue (cMm. Mpunoxxerre A2. MpaBsa
aAMUHUCTPaTOopa).

no. o ymonyanuio: no.

O6sa3aTe/N1bHbIN

HeT

HeT

HEeT

aa

HET

HEeT

HeT

HEeT

HEeT

HeT

HeT

Ecan ogHoBpeMeHHO 3agaHbl NnapameTpbl readonly=yes Mmay-create—-admin=yes, TO
napameTp readonly ABASETCA NPUOPUTETHLIM. T. €. a4MUHUCTPATOP C NPaBaMun TONbKO Ha

PykoBogctBo no Web API
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8. PaboTa c agmuHMCcTpaTopamu
M3meHeHMe yueTHOW 3anvMcu agMUHUCTpaTopa

UTeHMEe He MOXKeT CO34aBaTb AN USMEHATb HaCTpOVIKVI YYETHbIX 3anucen Apyrnx
aAMNHUCTPATOPOB.

ALMUHUCTPATOP HE MOXET U3MEeHsITb MapaMeTpbl may-create—-admin, readonly U
group AN CBOEW yUYeTHOW 3anucu.

Mpumep 3anpoca

https://192.168.1.1:9081/api/admins/change.ds?
id=adm3&login=newadm3&password=root&name=name&last-name=last-name&middle-
name=middle-name&description=description&add-group=l&readonly=yes&may-
create-admin=no

Huxxe npeacraBneHbl npuMepbl otBeToB B Gopmate XML 1 B dopmate JSON.

OtBet B popmare XML

<drweb-es-api api version="4.3.0" timestamp="1582030255" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">

<administrator id="adm3"/>
</drweb-es-api>

OnucaHue napameTpoB oTBeTtHoro XML

DNEeMEHT <administrator /> COAEPXKUT UAEHTUDMKATOP U3IMEHEHHOM YYETHOM 3anncu
aZMWHUKCTpaTopa.

ATpUBYT 31eMeHTa <administrator />

ATpubyr OnucaHue

id NaeHtndrkaTop yyeTHOM 3anmcu

OtBet B popmare JSON

{ "head": {
"status": true,
"timestamp": 1582030515,
"api": |
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",

PykoBogctBo no Web API
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"version": "13.00.0.202005090",
"uuid": "eaela652-96d5-48fd-9169-4788a03688b8"}},
"data": {
"id": "adm3"}}

OnucaHue napamerpos orseTtHoro JSON
BNOK data cOaEpPXUT NAEHTUUKATOP N3IMEHEHHOW YYETHOM 3anncu agMuHuCTpaTopa.
dnemeHT 610Ka data:

HassaHue nonsa OnucaHue

id W peHTndrkaTop yueTHOM 3anmcu

N3meHeHue npaB agMUHUCTpPaTOPAa

Mapametpbl 3anpoca

Mapamertp OnucaHue O6s3aTesbHbI

allow-right Ko npaBa agMuHucTpatopa, KOTOpOe Hajo paspeLlnTb HeT
(c™m. Mpunoxenne A2. [paBa agMUHUCTPaTOPA).

I'Iapa METP MOXeT ObITb YKa3aH B 3anpoce HeorpaHM4yeHHoe
KONn4ecTBO pa3 ana npefoctaBaeHnA HECKONbKKMX NpaB
OAHOBPEMEHHO.

deny-right Kog npaBa agMuHUCTpaTopa, KOTOpOe Hajo 3anpeTutb HeT

(cm. Mpunoxerve A2. [paBa agmMuHUCTPaTOpa).

MapameTp MOXeT BbITb yKa3aH B 3anpoce HeorpaHUYeHHoe
KONNYeCTBO pa3 A/1A JWLLEHNS HECKObKUX NMPaB OAHOBPEMEHHO.

id N aeHTndrkaTop yueTHOM 3anmcy agMUHUCTpaTopa, npasa iE
KOTOpOW HyAyT M3MEHEHBI

Mpumep 3anpoca

https://192.168.1.1:9081/api/admins/set-rights.ds?id=d65565c0-78c6-1lea-
4447-543e670bf4196&deny-right=11

Huxe npeacraBneHbl npuMepsl otBeToB B hopmate XML 1 B dopmate JSSON.

PykoBogctBo no Web API
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M3meHeHMe nNpaB agMUHUCTPaTOpa

OtBet B popmate XML

<drweb-es-api api version="4.3.0" timestamp="1586266734" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">

<administrator id="d65565c0-78c6-11ea-4447-543e670bf419"/>
</drweb-es-api>

OnucaHve napamerpoB orBeTtHoro XML

DNEMEHT <administrator /> COAEPXKUT UAEHTUDMKATOP M3IMEHEHHOM YYETHOWM 3anncu
aZMWHMCTpaTopa.

ATpnbYT 31eMeHTa <administrator />
Atpubyt OnucaHue

id NaeHtnorkaTop yyeTHOM 3anmcu

OTBet B popmate JSON

{ "head": {
"status": true,
"timestamp": 1586266846,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "849dd390-6¢cf3-11ea-5d22-380c8b3728d7"}},
"data": {
"id": "d65565c0-78c6-11ea-4447-543e670bf419"}}

OnucaHuve napametpoB oteetHoro JSON

BNOK data COAEPXUT MAEHTUDUKATOP M3MEHEHHOW YUYETHOW 3anncK agMUHMCTpaTopa.

SneMeHT 6,10Ka data;
HasBaHue nonsa OnucaHue

id NaeHtndrkaTop yyeTHOM 3anmcu

PykoBogctBo no Web API
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N3meHeHMe npaB agMuHUCTpaTopa rpynnbl

Mapametpbl 3anpoca

Mapametp OnucaHue O6s3aTesibHbIN
add-group NaeHtndrkaTop rpynmbl, KOTOPOK NPeAoCTaBAsOTCA NpaBa HeT
allow-right Kog npaBa agMuHMCTpaTopa, KOTOPOE Hajo paspeLlutb HeT

(c™m. Mpunoxenne A2. [paBa agMUHUCTPaTOPA).

I'Iapa METP MOXeT ObITb YKa3aH B 3anpoce HeorpaHM4yeHHoe
KONn4ecCTBO pa3 Ana npefoctaBaeHna HECKONbKKMX NpaB

OAHOBPEMEHHO.
delete-group W aeHTndrkaTop rpynnbl, KOTOpas AvwaeTcs npas HeT
deny-right Koa npasa agMuHUCTpaTopa, KOTopoe HaZo 3anpeTuTb HeT

(c™m. Mpunoxenne A2. [paBa agMUHUCTPaTOPA).

I'Iapa METP MOXeT ObITb YKa3aH B 3anpoce HeorpaHM4yeHHoe
KONn4ecTBO pa3 AnAa NN eEHUNA HECKOJIbKMX NMpaB OAHOBPEMEHHO.

id NaeHtndrkaTop yyeTHOM 3anmcy agMUHUCTPaTopa, npasa Ja
KOTOpOW 6yayT N3MeHeHbl

Mpumep 3anpoca

https://192.168.1.1:9081/api/admins/set-group-rights.ds?id=d65565c0-78c6-
1lea-4447-543e670bf419&allow-right=12&add-group=9qqq

Huxxe npeacraBneHbl npuMepbl otBeToB B Gopmate XML 1 B dopmate JSON.

OtBet B popmare XML
<drweb-es-api api version="4.3.0" timestamp="1586267262" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">

<administrator 1d="d65565c0-78c6-11ea-4447-543e670bf419"/>
</drweb-es-api>

OnucaHue napameTpoB oTBeTtHoro XML

DNeMeHT <administrator /> COAEPXMNT MAEHTUOUKATOP N3IMEHEHHOW YYETHOM 3anncu
agMUHUCTpaTopa.

PykoBogctBo no Web API
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ATpVI6yT 3/1eEM€EHTA <administrator />!
ATpubyr OnucaHue

id NaeHtndrkaTop yyeTHOM 3anmcu

OtBet B popmare JSON

{ "head": {
"status": true,
"timestamp": 1586267374,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "849dd390-6¢cf3-11ea-5d22-380c8b3728d7"}},
"data": {
"id": "d65565c0-78c6-11ea-4447-543e670bf419"}}

OnucaHuve napamerpoB otsetHoro JSON

BNOK data COAEPXUT NAEHTUPUKATOP N3MEHEHHOW YYETHOM 3aNnUcK afMUHUCTpaTopa.
SneMeHT 6,10Ka data;
HasBaHue nona OnucaHue

id NaeHtmdrkaTop yyeTHOM 3anmcu

YpaneHne yueTHOM 3anncy agMUHUCTpaTopa

Mapametp 3anpoca

Mapametp OnucaHue O6s3aTesbHbI
login PernctpauMoHHOe UM yUeTHON 3anncy agMUHUCTpaTopa. iE
MapameTp MOXeT BbiTb yKa3aH B 3anpoce HeorpaHuyeHHoe

KOJIMYEeCTBO pa3 ANs yAaNeHUs1 HECKOJIbKMX YUETHbIX 3amucel
aAMUHUCTPATOPOB OAHOBPEMEHHO.

PykoBogctBo no Web API



14
X
I\

8. Pa6ota c agmuHucTparopammn | 252
YpaneHue yueTHOM 3anncy agMUHMUCTpaTopa

A
g

NMpumep 3anpoca

https://192.168.1.1:9081/api/admins/delete.ds?login=adm4&login=adm5

Hwuxe npeactaBneHbl npuMepbl otBeToB B dopmate XML n B dopmate JSON.

OtBet B popmate XML

<drweb-es-api api version="4.3.0" timestamp="1582030257" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<administrators total="2">
<administrator id="1000"/>
<administrator id="1001"/>
</administrators>
</drweb-es-api>

OnucaHuve napamerpoB oteetHoro XML

DNIEMEHT <administrators /> CoAepP>XnT VIHq)OpMaLI,I/II-O 06 YAANNEHHbBIX YUYETHbIX 3anncAax
AAMUWHNCTPATOPOB, YKa3aHHbIX B 3anpoce.

ATpI/I6yT 3/1IEMEHTA <administrators />:
ATpubyT OnucaHue

total ObLee KONMUECTBO YAaNeHHbIX YUYeTHbIX 3anuceit B oTBeTe

e D/IeMEHT <administrator /> COAEPXMUT UAEHTUPUKATOP KOHKPETHOM YAaNeHHOM YYeTHON
3anucu.

ATpuOYT 31eMeHTa <administrator />
ATpunbyT OnucaHue

id NaeHTnourkaTop yyeTHOM 3anmcu

OTBet B popmate JSON

{ "head": {
"status": true,
"timestamp": 1582030514,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",

PykoBogctBo no Web API
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"version": "13.00.0.202005090",
"uuid": "eaela652-96d5-48£fd-9169-4788a03688b8"}},

"data": {
"admins": {
"total": 2,
"list"™: [
{"id": "1000"},
{"id": "1001"}1}}}

OnucaHuve napametpoB orBeTtHoro JSON

BAOK admins coaep>XuT nHGopmMaLmto 06 yaaneHHbIX YYeTHbIX 3anncaxX agMUHUCTPATOPOB,
yKa3zaHHbIX B 3anpoce.

SneMeHTbl 6J10Ka admins:

HasBaHue noas OnucaHue
total ObLee KONIMYECTBO YAasleHHbIX YYeTHbIX 3aMn1cei B oTBeTe
list MaccmnB naeHTMMKaTOPOB YAaNeHHbIX YYeTHbIX 3anmcei

e JleMeHTbl 06 BHEeKTOB B MacCMBe list:
HasBaHue nonsa OnucaHue

id NpeHTndrKaTop yyeTHOM 3ammcu

NonyueHue nupopmaumm o6 agmmHucTpaTope

Mapametp 3anpoca

Mapametp OnucaHue O6s3aTesbHbI
login PernctpauMoHHOe UM yUYeTHON 3anncy agMUHUCTpaTopa. iE
MapameTp MOeT 6biTb yKa3aH B 3anpoce HeorpaHuyeHHoe

KOJIMYEeCTBO pa3 Aas 3amnpoca MHGOPMaLMM O HECKOJIbKMX
aAMUHMCTPaTOpax OLHOBPEMEHHO.

Mpumep 3anpoca

https://192.168.1.1:9081/api/admins/info.ds?login=adml&login=adm?2

PykoBogctBo no Web API
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8. PaboTa c agmuHMCcTpaTopamu
Monyuenue nHpopmaumm 06 agMuHMUCTpaTope

Hwuxxe npeactaBneHbl npuMepsl otBeToB B dopmate XML n B dopmate JSON.

OtBet B popmare XML

<drweb-es-api api version="4.3.0" timestamp="1582030256" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<administrators total="2">

<administrator id="1" login="adml" description="Default administrator account"
created="1582030256" modified="1582030256" name="Admin-1" last name="" middle name=""
external="true" may create admin="true" group id="b3c14d40-9382-4e4f-8edb-5dd52ec04e9d"
group name="Administrators"/>

<administrator id="2" login="adm2" description="" created="1582030256"

modified="1582030256" name="Admin-2" last name="" middle name="" external="false"
may create admin="false" group id="777" group name="NEW-GROUP"/>
</administrators>

</drweb-es-api>

OnucaHve napamerpoB otBeTtHoro XML

DNeMEeHT <administrators /> COAEPXUT MHGOPMALMIO 06 YUETHbIX 3aMmnCaX
aAMWHUCTPATOPOB, YKa3aHHbIX B 3anpoce.

ATpnbYT 31eMeHTa <administrators />
ATpubyT OnucaHue
total ObLee KOIMYECTBO YYETHbIX 3anuncert ajMUHUCTPATOPOB B OTBETE

® D/IEMEHT <administrator /> COAEPXUT MapaMeTpbl KOHKPETHOW yYETHOM 3anuncu
aagMUHUCTpaTOpa.

ATpnbYyTbl 3N1€MEHTa <administrator />:

ATpunbyT OnucaHue

id NaeHTndrKaTOp yueTHOM 3anmncu

login PernctpaumoHHoe 1Ma yYeTHOW 3anmcu
description OnvcaHwve

created [JaTta 1 BpeMs co3zaHusa y4eTHOM 3anmcu
modified [ata v Bpems MoandmKaLmm y4eTHOM 3anmcu
name Vims

last_ name damunna

middle_name OTt4yecTBO

PykoBogctBo no Web API
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AtpubyTr

external

may_create_admin

group_id

group_name

8. PaboTa c agmuHMCcTpaTopamu
Monyuenue nHpopmaumm 06 agMuHMUCTpaTope

OnucaHue

Tuvn aBTOPU3aLMN agMUHUCTPaTOpa:

e true — agMWHNCTPATOP C aBTopmsaumeVl yepe3 BHEeLWHMe CUCTEMBI,

e false — BHyTPEHHUI agMUHUCTPATOP.

Hanunuve npaBa Ha co3AaHWe YUYeTHbIX 3aMunceit agMUHUCTPaTOPOB, TPymn
aAMVHUCTPATOPOB:

e true — NpaBoO NMpeaocTaBaeHo,

e false — HeT npasa.

NaeHTndrKaTop rpynmbl, K KOTOPOWN UMeEeT AOCTYN aZMUHUCTPATOP

HaszBaHwue rpynmbl, K KOTOPOW UMEET AOCTYN afMUHUCTPATOP

OtBet B popmate JSON

{ "head": {

"status": true,
"timestamp": 1582030514,

llapi": {
"version":

40300,

"versionString": 4.3.0},

"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",

"uuid": "eaela652-96d5-48£fd-9169-4788a03688b8"}},

"data": {
"admins": {
"total": 2,
"list"™: [
{"id". "
"login"

l",
: "adml",

"description": "Default administrator account",
"created time": 1582030513,
"modified time": 1582030513,

"name" :

"Admin-1",

"last name": null,

"middle name": null,

"external": true,

"may create admins": true,

"group id": "b3cl14d40-9382-4e4f-8edb-5dd52ec04e9d",
"group name": "Administrators"},

{ridg". "2",

"login":

"adm2" ,

"description": "",
"created time": 1582030513,
"modified time": 1582030513,

"name" :

"Admin-2",

"last name": null,

"may create admins": false,
"middle name": null,
"external": false,

PykoBogctBo no Web API
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8. PaboTa c agmuHMCcTpaTopamu
Monyuenue nHpopmaumm 06 agMuHMUCTpaTope

"group id": "777",
"group name": "NEW-GROUP"}]}}}

OnucaHue napametpoB oteetHoro JSON

BAoK data coaepXuT MHopMaLmio 06 yUYeTHbIX 3aMUCAX aAMUHNCTPATOPOB, YKa3aHHbIX B

3anpoce.

SneMeHTbl 610Ka data:

HasBaHue nons

total

list

OnucaHue

O6u.|,ee KONN4YeCTBO YYETHbIX 3a nmce agMVNHUCTPATOPOB B OTBETE

MaccuB napameTpoB A KaXkAoW YYeTHOW 3anmncn agMuyHUCTpaTopa

o Kaxapihi 06bekT MaccmBa list COAEPXKMUT MapamMeTpbl KOHKPETHOW YYETHOM 3anmncu

aAMUHUCTpaTOpa.

SneMeHTbl 06 BbEeKTOB B MaCCUBe list!

HasBaHue nona
id

login
description
created_time
modified_time
name

last_name
middle_name

external

may_create_admins

group_id

OnucaHue

NaeHTndrKaTOp yueTHOM 3anmncu
PernctpaupoHHoOe UM YYeTHOW 3anucu
OnucaHve

[aTa v Bpems co3zaHus yueTHOM 3anncu
[ata v Bpems MoandrKaLmm y4eTHOM 3anmcu
IV

damunnns

OtyectBO

Tun aBToOpuM3aln agMMHUCTpaTopa:

e true — agMWHNCTPATOP C aBTopmsaumeﬁ yepe3 BHELWHMe CUCTEMBI,

e false — BHYTPEHHUI aAMUHUCTPATOP.

Hannune npaBa Ha co3gaHve yYeTHbIX 3anvcei ajMUHUCTPaTOPOB, rpynmn
aAMUHUCTPATOPOB:

e true — NpaBoO NMpeaocTaBaeHoO,

e false — HeT nMpa.a.

NaeHTndvKaTop rpynmbl, K KOTOPOW UMEeEeT AOCTYN aZAMUHMCTPATOP

PykoBogctBo no Web API
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Monyuenue nHpopmaumm 06 agMuHMUCTpaTope
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HasBaHue nonsa OnucaHue

group_name Ha3BaHwe rpynnbl, K KOTOPOU UMEET JOCTYN aAMUHUCTPATOP

I'Ionyqu ne CnMcka agMmMHNCTpPAaTopos

Mapametpbl 3anpoca

3anpoc He MMeeT NapaMeTpoB.

NMpumep 3anpoca

https://192.168.1.1:9081/api/admins/list.ds

Hwu>xe npeactaBneHbl npuMepbl otBeToB B dopmate XML n B dopmate JSON.

OtBet B popmare XML

<drweb-es-api api version="4.3.0" timestamp="1582030266" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<admlinistrators total="2">
<administrator id="adminl" login="adml" group id="b3cl14d40-9382-4e4f-8edb-
5dd52ec04e9d" group name="Administrators" may create admin="true" permission="allow"/>
<groups>
<group id="GroupForCAFl-1">GroupForCAFl-1</group>
<group id="GroupForCAF1-2">GroupForCAFl-2</group>
</groups>
</administrator>
<administrator id="admin2" login="adm2" group id="b3c14d40-9382-4e4f-8edb-
5dd52ec04e9d" group name="Administrators" may create admin="false" permission="deny"/>
<groups> </groups> ; a
</administrator>
</administrators>
</drweb-es-api>

OnucaHune napamertpos orBeTHoro XML

JNeMeHT <administrators /> COAEPXUT CMUCOK aAMUHNCTPATOPOB U3 BCEX
aAMUHUCTPATMBHbBIX Tpynm.

PykoBogctBo no Web API
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MonyueHune cnvcka agMUHUCTPATOPOB
ATpVI6yT 3/1eM€EHTa <administrators />!
ATpubyr OnucaHue

total ObLee KONMYECTBO aMUHUCTPATOPOB

® DNIeMEeHT <administrator /> COAEPXUT MapaMeTpbl KOHKPETHOM yYeTHOM 3anuncu
agMUHUCTpaTopa.

ATpI/I6yTbI 3/1eM€EHTa <administrator />!

AtpubyTr OnucaHue

group_id NaeHtndurkatop rpynmbl

group_name HasBaHwve rpynnbl

id NaeHtnourkaTop yyeTHOM 3ammcu

login PerncrpaupoHHoe Ums y4yeTHOW 3anucu

may_create_admin Hanunumne npaBa Ha co3aaHve yUeTHbIX 3anucein agMUHUCTPATOPOB, rpynmn
aAMUHUCTPATOPOB:

e true — NpaBoO NMpeaocTaBaeHo,

e false — HeT nMpa.a.

permission MpepocTaBneHVe NpaB JoCTyrna:

e allow — AOCTyn NPeAoCTaBAEH,

e deny — AOCTyn 3anpeLleH.

8 DNIEMEHT <groups /> COAEPXUT MHDOPMaLMIO 060 BCEX aAMUHUCTPATUBHBIX Fpynnax, B
KOTOpble BXOAUT aAMUHUNCTPATOP.

ATpI/I6yT 3JIEMEHTA <groups />.
ATpunbyr OnucaHue
total ObLee KONMYECTBO FPYMM a4MUHUCTPATOPOB

" DNIeMEeHT <group /> COAEPXUT MHDOPMALIMIO O KOHKPETHOW rpynmne agMUHMUCTPATOPOB.

ATpnbyT 31emMeHTa <group />
ATpubyT OnucaHue

id NaeHTndvKaTop rpynnbl aAMUHACTPATOPOB

3HauyeHVeM 31eMeHTa <group /> ABNAETCA Ha3BaHWe rpynnbl a4MUHUCTPATOPOB.

PykoBogctBo no Web API
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OtBet B popmare JSON

{ "head": {
"status": true,
"timestamp": 1582030523,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "eaela652-96d5-48fd-9169-4788a03688b8"}},

"data": {
"total": 2,
"list": [
{"group_ id": "b3cl4d40-9382-4e4f-8edb-5dd52ec04e9d"
"group name": "Administrators",
"groups": {
"GroupForCAF1-1": "GroupForCAF1l-1",
"GroupForCAF1-2": "GroupForCAF1-2"},

"id": "adminl",
"login": "adml",
"may create admins": true,

"permission": "allow"},

{"group_ id": "b3cl14d40-9382-4e4f-8edb-5dd52ec04e9d"
"group name": "Administrators",

"groups": [],

"id" : "adﬂlinz",

"login": "adm2",

"may create admins": false,
"permission": "deny"}]}}

OnucaHuve napamerpoB otsetHoro JSON

BﬂOmeaCOAerMTCHMCOKaAMMHMCWmTOpOBM3BcexaAMMHMCWETMBHMXprHR

dnemMeHTbl 610Ka data:

Ha3ssaHwue nonsa OnucaHue
total ObLee KONMYECTBO aAMUHUCTPATOPOB
list MaccuB napaMeTpoB ANA KaXoW yHeTHON 3anmcu agmvHucTpaTopa

e Kaxapii 06beKT MaccmMBa list COAEPXKMT MapamMeTpbl KOHKPETHOWN YUYETHOM 3anmncu
agMUHUCTpaTOpa.

DNeMeHTbl 06BEKTOB B MAaCCUBE 1ist:

HasBaHue nons OnwucaHue
id NaeHtndurkaTtop yyeTHOM 3ammcu
login PernctpausoHHOe UMs yYeTHOM 3anmcu

PykoBogctBo no Web API
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8. PaboTa c agmuHMCcTpaTopamu
MonyueHne cnncka agMMHMUCTPaTOPOB

Ha3BaHue nona OnucaHue

group_id NaeHTdrkaTop rpynmbi

group_name HassaHwue rpynmbl

groups Brok cogepxvt nHdopmaumio 060 BCex agMUHUCTPATUBHBIX Fpymnax, B KOTOpble

BXOAUT aAMUHUCTPATOpP

may_create_admins  Hasnunuue npaea Ha co3jaHuvie yYeTHbIX 3amnmcelt agMUHUCTPATOPOB, rpynn

aAMUHUCTPATOPOB:

e true — MpaBoO NPeaoCTaBAEHO,

e false — HeT Mpa.a.

permission MNpesoctaBneHvie Npas AocTtyna:

e allow — AOCTyn nNpeaocTaBa€EH,

e deny — JOCTyn 3anpeLLeH.

o D/leMeHTbl 610Ka groups:

HasBaHue nonsa OnucaHue

NaeHtnomrkaTop Ha3BaHue rpynnbl agMVHUCTPATOPOB
rpynmnbl

aZIMVHUCTPaTOpPOB

PykoBogctBo no Web API
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9. Pabora c rpynnaMmu agMUHUCTPaTOpPOB

HTTP-3anpoc

https://<host>:9081/api/admingroups/<cyeHapuli>.ds?

AocTynHble cueHapumn

CueHapui OnucaHue

add.ds Co3aHve rpynnbl aMUHUCTPATOPOB

change.ds V3MeHeHvie NapaMeTpoB rpynnbl aAMUHUCTRATOPOB
delete.ds YpaneHuwe rpynnbl aAMUHUCTPATOPOB

info.ds MosayyeHve nHdopMaUmMM O rpynne aAMUHUCTPATOPOB
list.ds MNosyyeHve comcka rpynni agMUHUCTPATOPOB

Co3paHue rpynnbl aMUHNUCTPaTOPOB

Mapametpbl 3anpoca

Mapametp OnucaHue
description Onwvcanwve rpynnbl aAMUHUCTPATOPOB
admin_group NaeHTnrKaTOp poanTeNbCKON rpynmbl a4MUHUCTPaTOPOB.

Ecnv 310T napameTp B 3anpoce He ykasaH, To rpynna 6yaet
co3jaHa B rpynne agMUHUCTpaTopa, OTNpaBmBLLEro 3anpoc.

name Ha3BaHwve rpynnbl aZMUHUCTPATOPOB

Mpumep 3anpoca

https://192.168.1.1:9081/api/admingroups/add.ds?
name=newl&admin group=fe76cc50-8d2b-1lea-6efc-502672a1498e

9. Paborta c rpynnamMv agMuHMUCTPaToOpoB

O6s3aTenbHbIN

HeT

HET

na

PykoBogctBo no Web API
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9. Paborta c rpynnamu agMuHucTpatopoB | 262
Co3paHue rpynnbl agMUHNCTPaTOpoB

Huxe npeacraBneHbl npumMepsl otBeToB B Gopmate XML 1 B dopmate JSSON.

OtBet B popmare XML
<drweb-es-api api version="4.3.0" timestamp="1588503092" server="192.168.1.1"

srv_version="13.00.0.202005090" status="true">
<admin-group id="0d20c3f0-8d2c-1lea-6efe-502672a1498e"/>

</drweb-es-api>

OnucaHue napamerpoB orBeTtHoro XML

DNieMEeHT <admin-group /> COAEPXUT VIAeHTVI(I)I/IKaTOp COB,D,aHHOIZ rpynnbl aAMUHNCTPATOPOB.

ATpnbyT 31eMeHTa <admin-group />:
Atpubyt OnucaHue

id W peHTndrkaTop rpynme

OTBet B popmate JSON

{ "head": {
"status": true,
"timestamp": 1588503165,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "78b77680-8080-11ea-701a-44a527d9115c"}},
"data": {
"id": "38542ee0-8d2c-11ea-6£f00-502672a1498e"}}

OnucaHuve napametpoB oteetHoro JSON

BAOK data COAEPXUT MAEHTUDUKATOP CO3AaHHOW FPYNMbl afMUHMUCTPATOPOB.

SneMeHT 6,10Ka data;
HasBaHue nonsa OnucaHue

id W peHtndrkaTop rpynmb

PykoBogctBo no Web API
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M3meHeHMe napamMeTpoB rpynmnbl a4MUHUCTPaTOPOB

N3meHeHne napamMeTpoB rpynnbl agMUHUCTPaTOPOB

Mapametpbl 3anpoca

Mapametp OnucaHue O6s3aTesibHbIN
description Onwvcanwve rpynnbl aAMUHUCTPATOPOB HeT
id NaeHTndmKaTop rpynnbl aAMUHACTPATOPOB, MapaMeTpbl KOTOPOM  JAa

6yayT N3MeHeHbl

name HazBaHwne rpynnbl agMUHUCTPATOPOB HeT

Mpumep 3anpoca

https://192.168.1.1:9081/api/admingroups/change.ds?
id=adm3&name=456&description=description

Huxe npeacraBneHbl npuMepsl otBeToB B hopmate XML 1 B dopmate JSSON.

OtBet B popmate XML

<drweb-es-api api version="4.3.0" timestamp="1582030255" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">

<admin-group id="adm3"/>
</drweb-es-api>

OnucaHuve napamerpoB otBeTtHoro XML

DNEeMEHT <admin-group /> COAEPXUT UAEHTUPUKATOP rPYMNMbl aMUHUCTPATOPOB, MapaMeTpbl
KOTOPOW M3MEHEHDI.

ATpnbyT 31eMeHTa <admin-group />
ATpubyT OnucaHue

id W peHTndrkaTop rpynmei

PykoBogctBo no Web API
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9. Paborta c rpynnamMv agMuHMUCTPaToOpoB
M3meHeHne napaMeTpoB rpynnbl agMUHUCTPaTOPOB

OtBet B popmare JSON

{

"head": {
"status": true,
"timestamp": 1588502426,
"api": |
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "78b77680-8080-11ea-701a-44a527d9115c"}},
"data": {
"id": "adm3"}}

OnucaHuve napametpoB orBeTtHoro JSON

bnok data COAePXNT I/I,CI,GHTI/Iq)MKaTOp rpynnbl aaMUHUCTPATOPOB, NMapaMeTpbl KOTOpOI\/’I
M3MEHEHDbI.

SneMeHT 610Ka data;

HasBaHue noas OnucaHue

id

NaeHntndrkatop rpynmbl

Yp,aneH ue rpynnbl agMNMHUCTPATOPOB

Mapametp 3anpoca

Mapamertp OnucaHue O6s3aTesbHbI

id

NaeHTndrkaTop yaanaeMor rpynnbl aAMUHUCTPATOPOB. Aa
MapameTp MoXeT b6bITb yka3aH B 3anpoce HeorpaHuyeHHoe

KONn4ecTBO pa3 Ana yaaieHuna HeCKOJIbKUX rpynn
AAMVHNCTPATOPOB O4AHOBPEMEHHO.

ili Henb3sa yaanuts rpynny agMUHUCTPATOPOB, €C/IM JaHHas rpynna KopHeBas wiu
poauTenbckas.

PykoBogctBo no Web API
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9. Paborta c rpynnamu agMuHucTpatopoB | 265
YaaneHve rpynnbl agMUHMCTPaTOpoOB

NMpumep 3anpoca

https://192.168.1.1:9081/api/admingroups/delete.ds?id=adm4&id=admb

Hwuxe npeactaBneHbl npuMepbl otBeToB B dopmate XML n B dopmate JSON.

OtBet B popmate XML

<drweb-es-api api version="4.3.0" timestamp="1588501652" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<admin-groups total="2">
<admin-group id="adm4"/>
<admin-group id="adm5"/>
</admin-groups>
</drweb-es-api>

OnucaHuve napamerpoB oteetHoro XML

DNeMeHT <admin-groups /> COAEPXUT I/IH(I)OpMaLI,I/II-O 06 YAaJIEHHbIX rpynnax
AAMUWHNCTPATOPOB, YKa3aHHbIX B 3anpoce.

ATpnbYT 31eMeHTa <admin-groups />
ATpubyT OnucaHue

total ObLee KONMYECTBO YAaNeHHbIX rPynn agMUHUCTPATOPOB B OTBETE

e D/IeMEHT <admin-group /> COAEPXUT UAEHTUPUKATOP KOHKPETHOW YAaNEHHOW Fpynnbl
aAMWHUCTPATOPOB.

ATpuOYT 31eMeHTa <admin-group />
ATpunbyT OnucaHue

id NaeHTndurkaTop rpynnbl

OTBet B popmate JSON

{ "head": {
"status": true,
"timestamp": 1588501746,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",

PykoBogctBo no Web API
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"version": "13.00.0.202005090",
"uuid": "78b77680-8080-1lea-701a-44a527d9115c"}},

"data": {
"admingroups": {
"total": 2,
"list": [
{"id": "adm4"},
{"id": "adm5"}1}}}

OnucaHuve napametpoB orBeTtHoro JSON

bNoK admingroups COAEePXKUT I/IHq)OpMaLl,MI-O 06 Y4aneHHbIX rpynnax asiMUMHNUCTPATOPOB,
YKa3aHHbIX B 3anpoce.

SnemMeHTbl 610Ka admingroups:

HasBaHue noas OnucaHue
total ObLee KONIMYECTBO YAasleHHbIX rpynn aAMVHUCTPATOPOB B OTBETE
list MaccvB naeHTMPUKaTOPOB yaaseHHbIX TPYnn agMUHUCTPATOPOB

e JleMeHTbl 06 BHEeKTOB B MacCMBe list:
HasBaHue nonsa OnucaHue

id NpeHTndurkaTop rpynnbi

NMonyueHne nHpopmaumum o rpynne agMMHUCTPATOPOB

Mapametp 3anpoca

Mapametp OnucaHue O6s3aTesbHbI
id NaeHTndrKaTop rpynnbl aAMUHACTPATOPOB. iE
MapameTp MOeT 6biTb yKa3aH B 3anpoce HeorpaHuyeHHoe

KOJIMYEeCTBO pa3 Aas 3amnpoca MHGOPMaLMM O HECKOJIbKMX
rpynnax agMUHUCTPATOPOB OAHOBPEMEHHO.

Mpumep 3anpoca

https://192.168.1.1:9081/api/admingroups/info.ds?id=adml&id=adm?2

PykoBogctBo no Web API

9. Paborta c rpynnamMv agMuHMUCTPaToOpoB
YaaneHve rpynnbl agMUHMCTPaTOpoOB
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9. Paborta c rpynnamMv agMuHMUCTPaToOpoB
MonyueHne nupopmaLum o rpynne agMMHUCTPATOpPOB

Huxe npeacraBneHbl npumMepsl otBeToB B Gopmate XML 1 B dopmate JSSON.

OtBet B popmare XML

<drweb-es-api api version="4.3.0" timestamp="1588495732" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<admin-groups total="2">
<admin-group id="adml" name="Gr-Admin-1" description="Default administrator group"
modified="1588334566" parent group id="b3c14d40-9382-4e4f-8edb-5dd52ec04e9d"
parent group name="Administrators"/>
<admin-group id="adm2" name="Gr-Admin-2" description="" modified="1588334256"
parent group id="777" parent group name="NEW-GROUP"/>
</admin-groups>
</drweb-es-api>

OnucaHue napameTpoB oTBeTtHoro XML

DNEeMEHT <admin-groups /> COAEPXMUT MHOPMaUMto 06 rpynnax agMMHUCTPATOPOB,
yKa3aHHbIX B 3anpoce.

ATpVI6yT 3/1EMEHTA <admin-groups />:
ATpubyr OnucaHue
total ObLee KOMYECTBO rpynn aMUHUCTPATOPOB B OTBETE

® D/IeMEeHT <admin-group /> COAEPXUT NapamMeTpbl KOHKPETHOW Fpynnbl afMUHUCTPATOPOB.

ATpunbyTbl 3n1€MeHTa <admin-group />

ATpnbyr OnucaHue

id VaeHtndurkaTtop rpynnbl

name HazBaHve rpynnbl

description OnucaHwue rpynnbl

modified [Jata 1 Bpems mMogudurkaLmm rpynmbi

parent_group_id NaeHTVdrKaTOp pOAWTENbCKON FPyMMbl aAMUHUCTPATOPOB

parent_group_name  Ha3BaHve poAUTENbCKON rPynMbl aZMUHUCTPATOPOB

Oteet B popmate JSON
{ "head": {

"status": true,
"timestamp": 1588495959,

PykoBogctBo no Web API
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\ , MonyueHune nHpopmaLmm o rpynmne aAMMHMUCTPaATOPOB

"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "78b77680-8080-11ea-701a-44a527d9115c"}},

"data": {
"admins": {

"total": 2,

"list": [
{"id": "adml",
"description": "Default administrator group",
"modified time": 1588334566,
"name": "Admin-1",
"parent id": "b3c14d40-9382-4e4f-8edb-5dd52ec04e9d",
"parent name": "Administrators"},
{"id": "adm2",
"description": "",
"modified time": 1588334513,
"name": "Admin-2",
"parent id": "777",
"parent name": "NEW-GROUP"}]}}}

OnucaHve napametpoB orseTtHoro JSON

BaoK data coaep>XuUT nHGOPMaLMIo O rpynnax agMMHUCTPATOPOB, yKa3aHHbIX B 3anpoce.

SnemMeHTbl 6J0Ka data:

HasBaHue nona OnucaHue
total ObLee KONMYECTBO TPynn afMUHUCTPATOPOB B OTBETE
list MaccvB napamMeTpoB A/1s KaXKAoW rpynmbl aAMUHUCTPATOPOB

e Kaxabln 06beKT MaccmBa list COAEPXMUT MapameTpbl KOHKPETHOWN rpynmbl
aAMVHNCTPATOPOB.

SneMeHTbl 06 BbEeKTOB B MaCCUBe list!

HassaHue nons OnucaHue

id NaeHTndurkaTop rpynnbl

description OnucaHwue rpynnebl

modified_time [Jata 1 BpemMs MogudurkaLmm rpynnbi
name HasBaHwve rpynnbl

parent_id NaeHTndrKaTOp POAMTENbCKON rpymnbl
parent_name HasBaHwve pogutenbckor rpynmel

PykoBogctBo no Web API
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MonyueHne nupopmaLum o rpynne agMMHUCTPATOpPOB

FlonyquMe CMUUCKa rpynn aaMmMmHUCTpaTopos

Mapametpbl 3anpoca

3anpoc He MMeeT NapaMeTpoB.

Mpumep 3anpoca

https://192.168.1.1:9081/api/admingroups/list.ds

Huxe npeacraBneHbl npuMepsl otBeToB B hopmate XML 1 B dopmate JSSON.

OtBet B popmate XML

<drweb-es-api api version="4.3.0" timestamp="1588503818" server="192.168.1.1"
srv_version="13.00.0.202005090" status="true">
<admin-groups total="5">
<admin-group id="0d20c3f0-8d2c-llea-6efe-502672al1498e" parent id="fe76cc50-8d2b-
llea-6efc-502672a1498e" parent name="newl" name="newl" description=""/>
<admin-group id="cllced50-8ba3-llea-625e-502672al1498e" parent id="b3c14d40-9382-
4ed4f-8edb-5dd52ec04e9d" parent name="Administrators" name="456" description="new456"/>
<admin-group id="b3c14d40-9382-4e4f-8edb-5dd52ec04e9d" parent id="" parent name=""
name="Administrators"™ description="Root administrator group"/>
<admin-group id="de8d4d63-6acl-4161-89fa-5f4ff82e866a" parent id="" parent name=""
name="Newbies" description="Administrator group for automatically created
administrators"/>
<admin-group id="fe76cc50-8d2b-1lea-6efc-502672a1498e" parent id="b3c14d40-9382-
4ed4f-8edb-5dd52ec04e9d" parent name="Administrators" name="new" description=""/>
</admin-groups>
</drweb-es-api>

OnucaHue napameTtpoB oTBeTtHoro XML

DNEeMEHT <admin-groups /> COAEPXMT CMUCOK FPymnmn aZAMUHUCTPATOPOB.

ATpnbYT 31eMeHTa <admin-groups />
ATpubyT OnucaHue

total ObLee KOIMYECTBO rPynn agMVHUCTPATOPOB

® DIeMEHT <admin-group /> COAEPXMT MapamMeTpbl KOHKPETHOW rpynnbl a4MUHUCTPATOPOB.

PykoBogctBo no Web API
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ATpunbyTbl 3N1EMEHTA <admin-group />

ATtpnbyr OnucaHue

id NpeHntndurkatop rpynnbl aAMUHUCTPATOPOB
parent_id NaeHTndrKaTOp poanTeNbCKON rpynmbl
parent_name Ha3BaHue poanTenbCkom rpynmei

name HazBaHwve rpynnbl agMUHACTPATOPOB
description OnvcaHwve rpynnbl aAMVHUCTPATOPOB

OtBet B popmare JSON

{ "head": {
"status": true,
"timestamp": 1588504097,
"api": {
"version": 40300,
"versionString": 4.3.0},
"server": {
"name": "192.168.1.1",
"version": "13.00.0.202005090",
"uuid": "78b77680-8080-11ea-701a-44a527d9115c"}},

"data": {
"total": 5,
"list": [

{"id": "0d20c3f0-8d2c-1llea-6efe-502672a1498e",
"name": "newl",

"parent id": "fe76cc50-8d2b-1lea-6efc-502672a1498e",
"parent name": "new"},

{"description": "newd4b56",

"id": "cllced50-8ba3-1lea-625e-502672a1498e",
"name": "456",

"parent id": "b3cl14d40-9382-4e4f-8edb-5dd52ec04e9d",
"parent name": "Administrators"},

{"description": "Root administrator group",

"id": "b3c14d40-9382-4e4f-8edb-5dd52ec04e9d",
"name": "Administrators"},

{"description": "Administrator group for automatically created administrators",
"id": "de8d4d63-6acl-4161-89fa-5f4ff82e866a",
"name": "Newbies"},

{"id": "fe76cc50-8d2b-1lea-6efc-502672a1498e",
"name": "new",

"parent id": "b3cl14d40-9382-4e4f-8edb-5dd52ec04edd",

"parent name": "Administrators"}]}}

OnucaHue napameTpoB oTBeTHoro JSON

BNOK data COAEPXMT CMNCOK aAMUHNCTPATOPOB M3 BCEX aAMUHNCTPATUBHbBIX FPynm.

SneMeHTbl b0Ka data:

PykoBogctBo no Web API
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HasBaHue noas

total

list

9. Paborta c rpynnamMv agMuHMUCTPaToOpoB
MonyueHmne cnncka rpynn agMMHUCTPaTOPOB

OnucaHue
ObLee KONNYECTBO aZAMUHUCTPATOPOB

MaccrB napameTpoB A/ KaXkAoW YYeTHOW 3anmncn agMyHUCTpaTopa

o Kaxapln 06bekT MaccmBa list COAEPXKMT NapameTpbl KOHKPETHOW YUYETHOW 3anucu

aAMUHUCTpaTOpa.

DneMeHTbl 06 EKTOB B MAaCCUBE 1ist:

HassaHue nons
id

login

group_id
group_name

groups

may_create_admins

permission

OnucaHue

NaeHtndurkaTtop yyeTHOM 3anmcu

PernctpaumoHHOe UMs YYeTHOW 3anmucu

NaeHTnourkatop poamTebCKOM rpynibl a4MUHUCTPATOPOB
Ha3BaHWe poanTenbCKon rpynmnbl aZAMUHUCTPATOPOB

Brok cosepxvT nHpopmaumo 060 Bcex agMUHUCTPATUBHBIX rpymnax, B KOTOpble
BXOAMNT aZMUHUCTPATOP

Haanune npaBa Ha CO3J4aHue yYeTHbIX 3anvcen aAAMVNHUCTPATOPOB, Tpynn
aAMNHUCTPATOPOB!:

e true — MpPaBoO NpPeAoCTaBAEHO,

e false — HeT npasa.
MNpepocTaBneHne NpaB focTyna:

e allow — AOCTYyNn NpefoCTaBiEH,

e deny — JOCTyn 3anpeLLeH.

o DjieMeHTbl 610Ka groups:

HasBaHune nons OnwucaHue

NaeHtnomkaTtop Ha3sBaHue rpynnbl agMUHUCTPATOPOB
rpynnbl

afMVHUCTPaTOpPOB

PykoBogctBo no Web API
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MpunoxxeHue A. MNMpaBa

A1. Kogbl npaB ctaHuuii

Mpunoxenue A. lNpaBa

A1. Koabl npaB ctaHuui

Kogp,

1

10
11
12

13

15

16
17
18
19
20
21
22
23

24

OnucaHue npaBa

3anyck CkaHepa Dr.Web ans Windows

3anyck SplDer Guard gna pabounx ctaHumii Windows

V3meHeHve HacTpoek CkaHepa Dr.Web ans Windows

3meHeHve HacTpoek SplDer Guard s pabounx ctaHumii Windows
3anyck SplDer Mail ans paboumnx ctaHumin Windows

V3meHeHve HacTpoek SplDer Mail ana pabounx ctaHumii Windows
OcraHoBka SplDer Guard gna pabounx craHumin Windows
OctaHogka SplDer Mail agns paboumnx ctaHumin Windows

Co3aaHve NoKanbHOro pacnmcaHms

I3mMeHeHVe HeKkOoTOpbIX HacTpoek B pa3zene CepBep AreHta Dr.Web

I3mMeHeHVe HekoTOpbIX HacTpoek AreHta Dr.Web (B pa3zenax YBegomnenus, Camosalyura,
AononHutensHo, Cepeep)

3anyck AreHta Dr.Web B MO6UAbHOM pexume, noJyyeHrie 06HOBAEHWIA HEMOCPEACTBEHHO U3
BcemupHon cuctembl o6HoBAeHMs Dr.Web

3anyck SplDer Guard gna cepsepos Windows

13meHeHve HacTpoek SplDer Guard gnsa cepsepos Windows
OctaHoBka SplDer Guard ans cepeepos Windows

3anyck SplDer Gate ans pabounx ctaHumi Windows

OcraHoBka SplDer Gate ana pabouunx ctaHumin Windows
I3meHeHve HacTpoek SplDer Gate anst pabounx ctaHumii Windows
3anyck Pogutenbckoro koHTpons Dr.Web

OcrtaHoBka Pogutenbckoro koHTpoas Dr.Web

V3meHeHve HacTpoek Poauntenbckoro koHTposs Dr.Web

PykoBogctBo no Web API
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Kog,
27
28
29
30
31
37
38
39
40
41
42
43
44
47
48
49
50
51
52
53
54
55
56
57
58

59

OnucaHue npaBa

MpunoxxeHue A. MNMpaBa
A1. Kogbl npaB ctaHuuii

I3MeHeHVe HeKkoTOpbIX HacTpoek B pa3zene Camosawura AreHta Dr.Web

3anyck Dr.Web ans Microsoft Outlook

OctaHoBka Dr.Web ana Microsoft Outlook
M3meHeHve Hactpoek Dr.Web ans Microsoft Outlook
I3meHeHve HacTpoek Dr.Web ans IBM Lotus Domino

3anyck CkaHepa Dr.Web ans paboumx ctaHumin macOS

M3meHeHve HacTpoek CkaHepa Dr.Web ana pabounx ctaHumii macOS

OctaHoBka CkaHepa Dr.Web ans pabouwx ctaHumii macOS
3anyck SplDer Guard gns macOS

3meHeHve HacTpoek SplDer Guard ans macOS

OcraHoBka SplDer Guard ans macOS

V3meHeHve HacTpoek Dr.Web ans Microsoft Exchange Server
VI3meHeHVe HacTpoek NpPeBEeHTUBHOM 3aLLuTbl

3anyck CkaHepa Dr.Web ans UNIX

M3meHeHve HacTpoek Ckavepa Dr.Web ana UNIX

OctaHoBka CkaHepa Dr.Web ans UNIX

3anyck SplDer Guard gns UNIX

13meHeHve HacTpoek SplDer Guard ans UNIX

OcraHoBka SplDer Guard ans UNIX

JeviHctannaums Arenta Dr.Web

3anyck B MOBWIBHOM pexkume Ans paboumx ctaHumi Linux
3anyck B MOBUAbHOM pexxume ans paboumx ctaHumin macOS
3anyck CkaHepa Dr.Web ansa cepsepos macOS

13meHeHve HacTpoek CkaHepa Dr.Web ans cepsepos macOS
OctaHoBka CkaHepa Dr.Web gns cepsepos macOS

3anyck SplDer Guard ans cepsepos macOS

PykoBogctBo no Web API
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Kog,
60
61
62
63
64
65
72
73
74
75
76
77
78
80
82
83
95
96
97
98
99
100
101
102
103

104

MpunoxxeHue A. MNMpaBa
A1. Kogbl npaB ctaHuuii

OnucaHue npaBa

i3meHeHve HacTpoek SplDer Guard s cepsepoB macOS

OcraHoBka SplDer Guard ans cepsepoB macOS

3anyck B MOBWIbHOM pexume ans cepeepos macOS

Vicnonb3oBanve LieHTpa ynpasnenus Dr.Web ans noutosbix cepsepos UNIX
Vicnonb3oBanve LeHTpa ynpasaenns Dr.Web ana uHtepHet-watozos UNIX
Vicnonb3oBaHue LleHTpa ynpasneHus Dr.Web ans daiinosbix cepsepos UNIX
M3meHeHve HacTpoek CkaHepa Dr.Web ana Android

I3meHeHve HacTpoek SplDer Guard asnst Android

OctaHoBka SplDer Guard gns Android

13meHeHve HacTpoek AHTcnama Dr.Web ans Android

V3meHeHve HacTpoek AHTBopa Dr.Web ana Android

V3meHeHve HacTpoek PunbTpa npunoxennnn Dr.Web ans Android
I3meHeHWe HacTpoek Dr.Web ans Android

3anyck B MobunbHoM pexume Dr.Web ana Android

V13meHeHve HacTpoek URL-punbtpa ans Android

3anyck Dr.Web ana Microsoft Exchange Server

3anyck Dr.Web gns IBM Lotus Domino

3anyck NpeBeHTUBHOW 3aLuThl

OcTtaHOBKa MPEBEHTUBHOW 3aLLUTbI

I3meHeHWe HacTpoek SplDer Gate ans paboumx ctaHumii macOS

3anyck SplDer Gate ans pabounx ctaHumii macOS

OcraHoBka SplDer Gate ans paboumx ctaHumii macOS

M3meHeHve Hactpoek SplDer Gate ana UNIX

3anyck SplDer Gate gna UNIX

OctaHoBka SplDer Gate ana UNIX

3anyck Dr.Web ans Android

PykoBogctBo no Web API
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Kop, OnucaHue npaBa

105 3anyck AHticnama Dr.Web gns IBM Lotus Domino
106 3meHeHne HacTpoek SplDer Gate gns cepsepoB macOS
107 3anyck SplDer Gate gna cepsepos macOS

108 OcraHoBka SplDer Gate gna cepsepos macOS
109 OcTtaHoBka Dr.Web ana Android

122 3anyck Dr.Web gns Microsoft SharePoint Server
123 3anyck Dr.Web ana Microsoft ISA Server

124 I3meHeHve HacTpoek BpaHamayspa Dr.Web

125 V13meHeHne HacTpoek MoHuTOpa ceTeBbIX MOPTOB
126 3anyck bpangmayspa Dr.Web

127 OctaHoBka bpaHamayspa Dr.Web

128 3anyck KOHTPOIA MPUNOXKEHN

A2. NMpaBa agMuHUCTpaTopa

FlpaBa aAMWUHAUCTPATOPa TOJIbKO AiA UTeHUA

MpunoxxeHue A. MNMpaBa
A1. Kogbl npaB ctaHuuii

MapameTp readonly=yes 3anpeLiaeT ciejytoLime NpaBa agMmHucTpaTopa:

e pefakTMpoBaHMe CBOWCTB FPynn CTaHUUiM,

e peslakTMpOBaHMe KOHPUTYpaLMm rpynn CTaHLMWK,

e pesaKTMpPOBaHME CBOMCTB CTaHL M,

e NMOMeLLEeHMNe CTaHLMIA B rpynmbl,

e yaaneHve CTaHUMI U3 rpynn,

e yJaneHue CTaHUunK,

e yJaneHHas UHCTAANALMA N AeVHCTaanauma AreHTos,

e 0ObeJMHEHWE CTaHLMN,

e pefakTMpoOBaHWeE INLLEH3NPOBaHNS,

e CO3/aHVe afMUHNCTPATOPOB, FPynn aAMUHUCTPATOPOB,

e pesakTMPOBaAHME YYETHbIX 3aNNCeN aMUHNCTPATOPOB,

PykoBogctBo no Web API
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MpunoxxeHue A. MNMpaBa
A2. MNpaBa agMnHMUCTpaTopa

® yAaneHne ydeTHbIX 3anuncen AAMUNHNCTPATOPOB,

* peakTMpoOBaHMe CBOMCTB N KOHOUTypaLmm rpynn agMUHUCTPaTOPOB,

e CO3JaHMe CTaHLNM,

e noateBepXxgeHne HOBNYKOB,

e pepakTmpoBaHue pacnucaHus Cepsepa Dr.Web,

e pesakTMpoBaHue KoHourypauum Cepsepa Dr.Web n koHdurypaumm penosmtopus,

* pelaKTMpPOBaHNE MEeXCEPBEPHbIX CBA3EN.

Koabl npaB agMunHucTparopa

Kogp,

10
11
12
13
14
15
16
17
18

19

OnucaHue npasa

MpocMOTp CBOWCTB rpynmn CTaHUMM
PepaktpoBaHve CBOWMCTB rpynmn CTaHLuiA
MpocMoTp KOHbUrypaumm rpynn CTaHumn
PepaktpoBaHve KoHbUrypaLmm rpynmn ctaHumii
MpocMOTp CBOWCTB CTaHLUM

PesakTMpoBaHme CBOIMCTB CTaHLM

Co3zaHve cTaHuWM

MomelLleHVe CTaHLW B rpynnbl U YAaneHne CTaHUuiA U3 rpynn
YpaaneHve ctaHUWiA

YpaneHHas UHCTaANAUMS U AeVHCTanNauUma AreHToB
Ob6beanHeHVe CTaHUMWIA

MpocMOTp cTaTUCTUYeCKmX TabauLy

MpocmoTp ayauTa

[MpocmoTp oTuUeTOB

OTnpaBka 0TYeTOB

3anyck CkaHepa cetn

MoATBEpP>KAEHME HOBMYKOB

MpocmoTp pacnucanus Cepsepa Dr.Web

PepaktnpoBaHuve pacnucanus Cepeepa Dr.Web

PykoBogctBo no Web API
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Kog,
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44

45

MpunoxxeHue A. MNMpaBa
A2. MNpaBa agMnHMUCTpaTopa

OnucaHue npaBa

MpocmoTp koHpUrypaumm Cepeepa Dr.Web v koHdurypaumm penosutopus
PepaktnpoBaHue koHourypaumm Cepsepa Dr.Web n koHburypaumm penosutopus
MpocmoTp nHPopMaLMmM O ANLIEH3UPOBAHU

PepaktmpoBaHve N1LeH3MpOBaHWSA

PepaktpoBaHve KOHbUrypaLmm onoBeLLeHunl

Co3gaHve agMUHUCTPATOPOB, FPYMM agMUHUCTPATOPOB

PesakTMpoBaHue yyeTHbIX 3an1cein aZMUHUCTPaTOPOB

YaaneHve yyeTHbIX 3anunceit agMUHUCTPATOPOB

MpocMOoTp CBOWCTB 1 KOHOUrypaLmmn rpynn aAMUHUCTPATOPOB

PesakTMpoBaHue CBOWCTB U KOHPUrypaLmm rpynn agMUHUCTPaToOpPOB

PaboTa uepe3 Web API

MpoCMOTP MexXcepBeEPHbIX CBA3EN
PesaktnpoBaHve MexcepBepHbIX CBA3eN
Vicnonb3oBaHWe JOMONHUTENbHBIX BO3MOXHOCTEMN
O6HoBneHVe peno3utopus

Co3gaHve TapudpHOW rpynmbi

MpocMoTp TapuUPHOW rpynmbi

VI3meHeHve TapudHOU rpynnbl

Yaanerve TapudHoOM rpynnbl

OTo6paxkeHune rpynnbl agMuHucTpatopos “Newbies”
3anyck v npepbiBaHne KOMMOHEHTOB
PesakTMpoBaHme agMUHUCTPATMBHBIX OMOBELLEHWNI
PesaktMpoBaHme cOBCTBEHHBIX HAaCTPOEK
MpocmoTp Mpokcu-cepeepos Dr.Web
PesnaktvpoBaHue Mpokcn-cepsepos Dr.Web

MpocMOTp CBOWCTB 1 KOHOUIypaLmmn NOAUTAK

PykoBogctBo no Web API
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Kop,
46

47

OnucaHue npaBa
PepaktnpoBaHve CBOWCTB U KOHOUIypaLumm NOAUTUK

Pep,a KTMpOBaHMe npaBua YneHCTBa

MpunoxxeHue A. MNMpaBa
A2. MNpaBa agMnHMUCTpaTopa

PykoBogctBo no Web API
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NMpunoxxenune b. KoOMNoHeHTbI

Bb1. YcTaHOBKA KOMMOHEHTOB

MpunoxxeHne b. KomnoHeHTLI
b1. YctaHOoBKa KOMNOHEHTOB

YcTtaHaBAMBaeMble KOMMOHEHTbI 3aak0TCA B NapaMeTpe components, KOTOPbIA MOXeT

npuHMMaTb 3HaYEHUA!

e none — ANA c6poca nepcoHaibHbIX HACTPOEK N BOCCTaHOBJIEHUNA HacneAOoBaHUA OT

NepBUYHOW rpynnbl,

® Lies10e Yncno, onpegenaroulee CoOCToaHMe yCtTaHaB/IMBaeEMblIX KOMMOHEHTOB.

YcTaHOBKa KOMMOHEHTOB NMPOM3BOAMTCA C MOMOLLLIO BUTOBBIX GAaroB. Y KaXkaoro

KOMMOHEHTa MOXET ObITb TPW COCTOAHUA:

0 — KOMMOHEHT He MOXET bblITb YCTaHOBJIEH,
1 — KOMMOHEHT MOXeT ObITb YCTaHOBJ/IEH,

2 — KOMMOHEHT JO/IKEH ObITb YCTAHOB/EH.

METOA BblUnNcCsieHNA 3Ha4yeHnAa components

KoHcTaHTbI yCTaHaBJ/InBa€MbIX KOMMOHEHTOB

KomnoHeHT KoHcraHTa
CkaHep Dr.Web ans Windows DRWEB32W
SpIDer Guard ans Windows XP SPIDERNT

SplDer Mail gns pabounx ctanumi Windows SPIDERMAILHOME
SpIDer Guard ans cepsepos Windows SPIDERNTSERVER
SpIDer Gate ans paboumx ctaHumin Windows SPIDERGATE
Poautenbckuii KoHTposib Dr.Web DWPROT
AnTncnam Dr.Web VADERETRO
Dr.Web ans Microsoft Outlook OUTLOOK
BpaHamaysp Dr.Web FIREWALL

3HaueHune

0x1

0x4

0x8

0x10

0x20

0x40

0x80

0x100

0x200

B kauecTBe napameTpa A/ components NepesaeTcs UNCIOBOE 3HaUeHWe, onpesensemoe
3HAYEHUAMMU OLHOM UAN HECKOJIbKMX KOHCTAHT A1 COOTBETCTBYHOLLMX KOMMOHEHTOB,

06beAMHEHHbIMM C NOMOLLbO ButoBoro UJIN.

PykoBogctBo no Web API
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MpunoxxeHne b. KomnoHeHTLI
b1. YctaHOoBKa KOMNOHEHTOB

anIMepbl 3aidHUNA HEeCKOJ/IbKUX KOMIMOHEHTOB CO CTaTycoM

o CTaTyC KomMnoHeHT He Mo)XXeT 6bITb YCTaHOBJI€H:
Components = DRWEB32W | FIREWALL | OUTLOOK

B pesynbrate: components = 769

e Cratyc KomnoHeHT MoXKeT 6bITb YCTAaHOBJIEH — HEOOXO0AMMO cAenatb CABUT BAEBO
3HaYeHMA MO YMONYaHMIO Ha OxA:
Components = ( DRWEB32W << OxA ) | ( FIREWALL << OxA ) | (OUTLOOK << OxA)

B pe3synbrate: components = 787456

e Cratyc KOMnoHeHT AosKeH 6bITb YCTAaHOBJIEH — HEODOXOANUMO cAenaTb ABOMHOW CABUT
BJIEBO 3HAYEHMSA MO YMONYAHWNIO HA OxA:

Components = (( DRWEB32W << 0xA ) << 0xA ) | ( ( FIREWALL << 0OxA ) <<0xA )
| ((OUTLOOK << 0xA) << 0xA )

B pe3synbtate: components = 806354944

b2. Kogbl KOMNOHEHTOB

Kogp, OnucaHue

3 KoHconbHbIv ckaHep Dr.Web ana UNIX

4 CkaHep Dr.Web ans Windows

7 CkaHep Dr.Web gns Linux

9 Dr.Web Daemon ans Linux

10 Dr.Web Daemon ans FreeBSD

12 Dr.Web Daemon ans Solaris

14 SpIDer Mail gns pabouwmx ctaHumii Windows
19 LleHTp ynpaBneHnus Dr.Web gns paboumx ctaHumin Windows
20 Cepsep Dr.Web ans Windows

21 Cepsep Dr.Web ans UNIX

26 Dr.Web ana The Bat!

27 Dr.Web ana IBM Lotus Domino

28 Cnyx6a obHoBneHuin Dr.Web ana Windows

PykoBogctBo no Web API
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30
31
33
35
36
37
38
39
40
43
44
45
46
49
50
51
53
54
55
57
58
60
61
62

100

OnwucaHue

Dr.Web ana CommuniGate Pro ana Windows
AreHT Dr.Web ana Windows

MnanvposLymk 3aganHuii Dr.Web ans Windows
Cepsep Dr.Web ans Plesk gns Windows
Dr.Web SplDer XP Registry

Ul Arenta Dr.Web

Dr.Web Agent CkaHep gna Windows

SplDer Gate ana pabounx ctaHumii Windows
Arent Dr.Web ana UNIX

Dr.Web MailD ana Linux

Dr.Web MailD ana Solaris

Dr.Web MailD gns FreeBSD

Dr.Web ans Microsoft Exchange Server
MoHnutop komMnoHeHToB Dr.Web ana UNIX
Dr.Web ICAPD ans Linux

Dr.Web ICAPD ans Solaris

Dr.Web ICAPD ansa FreeBSD

Dr.Web ans Windows Mobile

Poavtenbckuii koHTposb Dr.Web

AxTucnam Dr.Web

SpIDer Guard ans pabouux ctaHumin Windows
SplDer Guard ansa cepsepos Windows
SplDer Guard ans Windows Mobile

SpIDer Guard ans Linux

Dr.Web Agent CkaHep ans UNIX

Dr.Web ans Kerio

MpunoxxeHne b. KomnoHeHTLI
b2. Kogbl kOMnoHeHTOB

PykoBogctBo no Web API
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104
105
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109
110
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112
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114
115
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121
123
124
128
129
130
131

132

OnucaHue

CkaHep Dr.Web ans pabouwmx ctaHumii macOS

Dr.Web ana Microsoft Outlook
Dr.Web ana Qbik WinGate
BpaHamaysp Dr.Web

SplDer Guard ans pabouux ctaHumin macOS
Dr.Web Agent CkaHep ans macOS
SpIDer Guard ans NSS

CkaHep Dr.Web ans cepsepoB macOS
SplDer Guard gns SMB ans Linux
SplDer Guard ansa SMB ana FreeBSD
SpIDer Guard ans SMB ans Solaris
SplDer Guard ans cepsepoB macOS
Dr.Web ana Android

Monutop Dr.Web ana Android
AHtcnam Dr.Web ans Android
Axtneop Dr.Web gna Android

®unbTp Mpunoxenuin Dr.Web ans Android
CkaHep Dr.Web ans Android

Dr.Web ans ISA Server

Dr.Web Cloud Checker ana Android
Camo3satuuta Dr.Web

Scanning Engine gns Linux

Dr.Web File Checker ans Linux

AreHT Dr.Web gns Linux

Scanning Engine ansa FreeBSD

Dr.Web File Checker ana FreeBSD

MpunoxxeHne b. KomnoHeHTLI
b2. Kogbl kOMnoHeHTOB
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134
135
136
138
139
140
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142
143
144
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147
148
149
150
151
152
153

154

OnwucaHue

AreHt Dr.Web ansa FreeBSD
Scanning Engine ansa Solaris
Dr.Web File Checker ans Solaris
AreHt Dr.Web ana Solaris
Scanning Engine ana macOS
Dr.Web File Checker ana macOS
AreHTt Dr.Web ans macOS
SplDer Gate gna macOS

SplDer Gate gna cepsepoB macOS
SplDer Gate gns Linux
[peBeHTNBHaA 3aLiuTa
MapameTpbl NOAKAOUYEHMS
Mpokcn-cepeep Dr.Web

Dr.Web ana Microsoft SharePoint Server
Mopakntouyaemblie Moaynu
MoHUTOp ceTeBbIX MOPTOB
AHTMCnam ans IBM Lotus Domino
Dr.Web ClamD ansa Linux
Dr.Web ClamD ans FreeBSD
Dr.Web ClamD ans Solaris

KoHTposb npunosxkeHwii

MpunoxxeHne b. KomnoHeHTLI
b2. Kogbl kOMnoHeHTOB

PykoBogctBo no Web API
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Kogp,

10
11
12
13
15
17
19
21
23

27

28
29
32
36
37
40
54

55

OnucaHue
HazBaHuve rpynnbl He 3aaHo.
VaeHtndvkaTop He 3agaH.

Heponyctumein naeHtnoukatop. MaeHtndrkatop MoxeT coctoATb Tonbko 13 ASCll-cumBonos
M He JOJIKEH NpeBbiwaTth 36 CMMBOJIOB.

CTaHuUMsA He HalaeHa.

B 3anpoce yka3saHbl He4OMYCTUMbIE apryMeHTbl.

B 3anpoce He 3ajaHbl HEOOXOAVMbIE NMapaMeTpPbI.

Hezonyctumoe 3HaueHve aprymeHTa

Heponyctumbli Tvn aprymeHTa

lpynna He HaWzeHa.

M aeHTndrKaTop pOANTEIbCKON FPYNMbl HE 3ajaH.

Hesnb3a ncnosb3oBaTh CUCTEMHYHO FPYMMYy B KaUeCTBE POAUTENbCKON.
[JaHHble Ans BHECEHWs U3MEHEHW He 3ajaHbl.

YkazaHHbIN UAeHTUOUKATOP YXKe UCMONb3YeTCs.

He ypanock co3satb NepcoHanbHbIA MHCTAANALUMOHHbBIN NaKeT A8 CTaHUWA MOZ
onepauyoHHol cuctemoit Windows.

Yka3aHHbIN aAMUHUCTPATOP He HaWzeH.

3asaHHOEe PerucTpaLyoHHOE MM aJMUHUCTPATOPa YXKe UCMoNb3yeTcs.
Bbl He MOXeTe yAanuTb CBOK YYeTHYHO 3amuch.

Henb3sa yaanutb cuctemHyro rpynny.

He 3agaHo cooblLueHve.

He yka3aHo pervctpaumMoHHOe nMs Mosib30oBaTess.

Poavtenbckas rpynna He HaigeHa.

HekoppekTHoe pernctpaumoHHoe nms Noab30BaTeNs, ero AjvHa He AoJkHa npesbiaTb 36
CYMBOOB.

PykoBogctBo no Web API
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Kog, OnucaHue

56 HepoctaTouHo mpaB A/1f BbIMOJHEHWS AENCTBUS.

57 AAMUHUCTpaTUBHaA rpynna He 3ajaHa.

80 Henb3s ncnonb3oBaTb AOYEPHIOR FPYnMy B KaUecTBe POAUTENbCKOW.

81 Henb3s ncnonb3oBaTb rpynny B KayecTBe POAUTENLCKON A1 CaMOW cebs.

97 He ykazaH naeHTMdurKaTOp 3ajaHna UM yKa3aHO MycToe 3HauveHue.

98 YKka3aH HefonyCTUMbIA UAeHTUGUKATOP 3aLaHus.

99 Heponyctumbiin kog 3arpysku

100 MakeT C MHCTaANALUMOHHBIM daliioM He HanaeH.

105 Henb3da M3mMeHWUTb NpeaycTaHOBAEHHYO rpynmy.

107 Henb3sa yaanutb npesyctaHOBAEHHOrO agMuHUcTpaTopa admin.

110 He ypaeTcs vHuupanm3mpoBaTtb coefvHeHMe ¢ 6a30M JaHHbIX.

111 Mycton SQL-3anpoc

112 He ypaeTcs 3anyctutb TpaH3akumio 6a3bl AaHHbIX.

113 He ynaeTcs 3aBepLlUnTb TpaH3akuUMio H6a3bl AaHHbIX.

114 Owwbka 3anpoca k Haze gaHHbIX

115 ®yHKUMA obpaTHOro BbI3OBa He 3ajaHa.

116 He ypaeTcs oTkaTuTb TpaH3akumto H6a3bl AaHHbIX.

117 He ynaetcs co3zatbh coefunHeHve ¢ 6a3oi AaHHbIX.

118 Henb3s M3MeHWUTb yYeTHyO 3anncb NpesycTtaHOBEHHOTo aaMuHMcTpaTopa drweb-
monitoring.

119 He HaiieHa poaunTenbckas rpynna agMUHUCTPATUBHOW rpymnbl.

120 Ha3BaHve aZgMVHUCTPaTUBHOW rpynibl He 3ajaHo.

121 Henb3a M3MeHUTb KOPHEBYHO aAMUHUCTPATMBHYIO TPynmy.

122 Henb3d yaanutb KOPHEBYHO aAMUHUCTPATUBHYIO rpynmy.

123 JIVNLEH3NOHHBIN KNHOY He HalAeH.

124 MaeHTndbrKaTtop AMLEH3MOHHOIO KAKoYa He 3ajaH.

PykoBogctBo no Web API
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126
127
128
129
131
132
133
134
135
136
137
138
139
140

141

142
144
145
146
147
148

149

150

151

Mpuno>xeHue B. Bo3Bpawaembie kogbl owmn60k

OnucaHue

[aHHble NMUEH3NOHHOTO K/toYa He 3a4aHbl.

JINLEH3NOHHBIV KJTHOY y>Ke CyLLLecTBYeT.

CpoK AeWCTBMA NNLEH3MOHHOTO KIKoYa UCTeK.

JINLEH3MOHHBIN K1Y 3a610KMPOBaH.

HeponyctMbIii IMLEH3VNOHHBINA K1Y

HeponyctMoe 3HaueHve broTHOro nepuoga. onyctumelin guana3oH: ot 0 go 90 aHel.
He yaanocb cosgaTb cTaHUmW.

[OCTUIrHYTO NNLIEH3MOHHOE OrpaHUYEHMe Ha KOJIMYECTBO CTaHLMN.

MepBuWYHas rpynna He HalaeHa.

BHyTpeHHsa owmnbka API

AZMUVHUCTPaTUBHAA rpynna He HangeHa.

Pecypc He HaligeH.

Heponyctmbili TOKEH yCTPOWCTBA

Y BacC HeT NONHOMOUMIN ANs pefaKTUPOBaHNUSA JULEH3NOHHbIX KIHOYel AaHHOW rpynmbl.
He ypanock 3anyctute CkaHep.

He HaiigeHbl CTaHLMKW, Ha KOTOPbIX BO3MOXHO 3anyctutb CkaHep. TpebyeTcs BblibpaTh
aKTVBHble CTaHUMM NOJ, OMepaLVoHHON C1cTeMol, Mo3BoasatoLLeit 3anyck CkaHepa.

CnmcoK CTaHLy nycT.

KapaHTuH oTiitoueH Ha Cepsepe Dr.Web.

KapaHTVH HegoCTyreH.

Heponyctumbii dopmaT obbekTa

He ypanocb aBTOpm3oBaTthCA.

He yaanocb aBTOpur3oBaThca, 3adMKCMPOBaHO MHOXECTBO HeyAauHbIX MOMbITOK BXOAA.

He HaiigieHbl CTaHLMKW, Ha KOTOPbIX BO3MOXHO M3MeHUTb Mapob. TpebyeTcs BbibpaTh
CTaHUMW nog onepaumoHHon cuctemoin Windows.

He yAaeTca M3MEHUTb Mapo/ib.

M3meHeHne napona OTNI0XeEHO, TaK KaK CTaHU/A He B CETW.

PykoBogctBo no Web API
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158
159
160
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165

166
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175

Mpuno>xeHue B. Bo3Bpawaembie kogbl owmn60k

OnucaHue

OnoBellleHVe He HalaeHo.

OTnpaBka COOBLLEHNA OTIOXEHA, TaK KakK CTaHUMSA He B CETW.

He ypanocb oTnpaBuTb coobLueHue.

TosibKO MoONb30BaTe/IbCKas rpynna MOXET NPEeACTaBAATb OpraHM3aLmio.

I'pynrla HE MOXeT NpeacCTaBAATb OpraHM3aunio, NOTOMY 4YTO B €€ pOAVITEJ'IbCKOl‘;I nnn
AOL‘IepHEf/‘I rpynne y>xe ecCtb npeactaButeNb OpraHmn3aunn.

lpynne, npeacTaBastoLLLE OpPraHM3aLUmnio, He MOXET BblTb Ha3HauYeHa poauTenbCcKas rpynna,
Yy KOTOPOW yXe eCTb NpeACTaBUTENb OpraHM3aLnm B POAUTENLCKON UK AOYepHEN rpynne.

HewnsBecTHbIV KNneHT

Ha3BaHwue kiveHTa He 3ajaHo.

Henb3s yaanvtb npesyctaHOBAEHHbINA KINEHT.

Hewn3BecTHbIV TOKEH yCTpONCTBa

Hewn3BecTHbIV KOA NOATBEPIXKAEHNS

HekoppeKTHbI 3anpoc

Owwnbka B HaCTPOMKax YNEHCTBA: CTaHLMA MOXKET BXOAUTb TONbKO B OZHY OpraHusaLmio.

HeBepHbIn ko cTpaHbl. Heobxoanmo 3agath ABYXOYKBEHHbIW KO CTPaHbl AW pernoHa rno
ctaHgapty ISO 3166, alpha-2.

Bbl He MO>XeTe M3MeHATb NpaBa WU POAUTENLCKYIO TPYMMy FaBHOMO agMUHUCTPaTopa.

Ha rpynny He pacnpocTpaHeH H1 OAMH NNLEH3UOHHBIN KoY.

[OCTUrHYTO OrpaHuyeHvie Ha MakcvMaabHO AOMYCTUMOE KOJIMYECTBO BEPCUIA AN MOJUTUKM.
Ha3BaHue noantrkn He 3aaHo.

Monuntvka He HalaeHa.

Bepcus noautukun He HangeHa.

Bbl He MOXeTe yaanutb NpesyCcTaHOBAEHHYO MOJAUTUKY.

Owwbka npu co3gaHum MNMpoken-cepsepa Dr.Web

I'pynna Mpokcun-cepsepa Dr.Web He HalgeHa.

I'pynna MNpokcu-cepsepa Dr.Web He 3azaHa.

PykoBogctBo no Web API
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Mpuno>xeHue B. Bo3Bpawaembie kogbl owmn60k

OnwucaHue

3a/,aHO HeBepHOe 3HaUeHune LWNPOTbI ANA OnpejeneHns PacnoNoXKeHNs.
3af,aHO HeBepHOe 3HayeHne AOArOThbl A8 OnpeAeNneHns PacrnonoXeHns.
Owwbka npw ysaneHum MNpoken-cepsepa Dr.Web.

PasmelueHve cTaHumin B rpynnax ans MNpoken-cepsepos Dr.Web Hegonyctimo.
Owwnbka npu cozgaHum npoduns

Owwnbka npu yaaneHun npoduns

Owwbka Npu pesakTMpoBaHUM CBONCTB Npoduns

He yA4anoCb aBTOPU3OBATbCA, 3arnpeLleHa aBTopur3aLlma Yepes Hebe3onacHoe coeanHeHwue.

PykoBogctBo no Web API
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NMpunoxxeHue . BozBpauwaemblie KOAbl COCTOAHUA CTaHLUN

Kogp, OnucaHue

-1 CraHupa yaaneHa.

0 CraHups He nogkntoueHa k Cepsepy Dr.Web (He B ceTn).

1 CraHups nogkntoveHa k Cepsepy Dr.Web (B cetn).

2 CoefnHeHVe CO CTaHLyel pa3opBaHo.

3 CepBep Dr.Web nepesarpyxaetcs unm 3aBepLuaet pabory.

4 AreHT cBOEBPEMEHHO He OTBETWI Ha KOMaHJy ping.

5 Bpemsa oxuaaHva BbIMOJHEHUA KOMaHZbl UCTEKNO.

6 AHTVBUPYCHBIN MakeT Obl yAaseH.

7 Ha ctaHupmto ycnewwHo ycTaHOBAEHO aHTUMBUPYCHOE NporpaMmmMHoe obecrneyeHvie ¢ MOMOLLLbLO

YCTaHOBKM MO CeTW, HO CTaHuus elle He noakitovanack k Cepsepy Dr.Web.

PykoBogctBo no Web API
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Kogp,

0

100

101

102

103

104

105

106

107

108

109

110

111

112

451

452

453

OnucaHue

BoinosnHseTca obHoBAEHVE
O6HoBneHwve He TpebyeTcs
O6HoBNEHME YCMELIHO 3aBepLLeHO
MMnopT ycnewwHo 3aBepLueH
O6HoBEHWEe OTKNHOUEHO

Mpwn o6HOBAEHUM BCEX MPOAYKTOB AaHHbIN MNPOAYKT PEeno3nTopus He HaliLeH Ha cepBepax
BCO*

He yzanocb BbINOAHWUTL OOHOB/IEHME M3-3a HEU3BECTHOM OLLNOKN
O6HoBAEHME HEBO3MOXHO, OCYLLLeCTBAAETCA OOHOB/IEHVE APYroro NpoaykTa
O6HoBAEHME He NPOM3BOAMNTCA, MPOAYKT 3aMOPOXKEH

He ypanocb chopmmpoBaTh peBU3MIO Ha AUCKE M3-3a OLLIMOOK HalnoBbIX onepaLmi
Cnncok cepsepoB BCO nyct

Owmnbka cBazm c cepeepamm BCO

3anpoLUeHHbI NPOAYKT He HalgeH Ha cepBepax BCO

Owwbka uenoctHocTn Gparinos Ha cepsepax BCO

O6HoBNEeHMe NpepBaHO

[eNncTBYOLLMIA NNLEH3VOHHDBIV KNHOY He HalaeH

Ha 30He 06HOBNEHMI HEZOMYCTUMbIN UAN HeZOBEPEHHbI cepTUdUKaT
OTcyTCTBYET OTKPbITHIV K/HOY PENO3UTOpus

OrTcyTcTBYeT dain KOpHeBbIX cepTdUKaTOB

JINLEH3VOHHBIN KU He HaigeH Ha cepeepax BCO

JINLeH3NOHHBIV KoY 3ab10kMpoBaH Ha cepsepax BCO

Cpok AeACTBUA NNLIEH3MOHHOTO K/ItoYa UCTeK CornacHo nHGopmMaumm Ha cepsepax BCO

* BCO — BcemupHas Cuctema O6HOBAeHMI (MpoAyKTOB KOMNaHuu «/loktop Beb»)

PykoBogctBo no Web API
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TexHnueckasa noagepkka

TexHuueckasa noaaepiKka

Mpn BO3HWKHOBEHWUWN NPO6AEM C YCTaHOBKOW MAN paboTon NPOAYKTOB KOMMaHUK, Npexae
yem obpaLlaTbCa 3a MOMOLLBIO B CAYXKOY TEXHNUYECKOW NoAAepP>KKN, MonpobyrTe HanuTh
pelleHVe cneayrolmmm cnocobamm:

e 03HAKOMbTECb C NOCAeAHNMUN BEPCUMAMU ONMUCAHWI U PYKOBOACTB MO agpecy
https://download.drweb.com/doc;

e NMpoumnTalite paszen yacto 3aZaBaeMbix BOMPOCOB MO aZpecy

https://support.drweb.com/show_faq/;
e nocetnte popyMbl kKoMnaHum «okrop Beb» no agpecy https://forum.drweb.com/.

Ecnv nocne 31oro He yaanoch pewnTb Npobiemy, Bbl MOXeTe BOCNO/1b30BaTbCA OAHUM U3
cnesyoLlmx cnocoboB, UTobbl CBA3ATHCSA CO CNYXKOOM TEXHUUECKON NOAAEPXKKN KOMMAaHUN
«[JokTop Beb»:

e 3anosHUTe Be6-dOpMy B COOTBETCTBYIOLLEN Cekumu pa3gena https://support.drweb.com/;

e No3BOHMUTe No TenedoHy B Mockae: +7 (495) 789-45-86 nan no becnnaTHOM TMHWM AN1A BCeN
Poccun: 8-800-333-7932.

NHbopMaLmio 0 permoHanbHbIX NpeacTaBuTenbCcTBax n odprcax komnanmm «loktop Beb» Bbl
MoOXeTe HaluTV Ha opuLManbLHOM canTe No agpecy

https://company.drweb.com/contacts/offices/.

PykoBogctBo no Web API
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