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6e3onacHocTL.
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rnoJib3oBaTenen.

AHTUBUMPYCHbIe peleHns cemenctBa Dr.\Web pa3spabatbiBatotca ¢ 1992 roga v HeM3MeHHO
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CepTMCI)I/IKaTbI M Harpajbl, a Takxe O6LLII/IpHa$| reorpac])l/lﬂ nosb3oBaTenen CBNAETENBCTBYHOT 06
NCKNHOYNTEJIBHOM JOBEPUK K MPOAYKTaM KOMMaHUN.

Mbi 651arogapHbl nosib3oBaTeNAiM 3a NOAAEPIKKY pewueHni cemeiictea Dr.Web!
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BeepeHune

1. BBegeHue

HacToslee pykoBOACTBO COAEP>XMT NOAPOO6HOE ONncaHme yCTaHOBKM NpoaykTa AreHT
Dr.Web ans Windows, a Takke pekOMeHAaLMN MO ero NCNoib30BaHUIO N PELLEHUIO TUMNUHBIX
npob6aeM, CBA3aHHbIX C BUPYCHbIMYW yrpo3amu. B ocHOBHOM paccmaTpmBatoTca cTaHAapTHbIE
pexunmbl paboTbl KOMMOHEHTOB NporpammMbl Dr.Web (¢ HacTpolikamu No ymonuaHuto).

B MpunoxkeHnsx cogepxumtca obuias cnpaBoyHas MHGopMaLms, a Takke AOMONHUTE/IbHbIE
napameTpbl AN HAaCcTporiku nporpaMmMbl Dr\Web, npesHa3HauyeHHbie 418 OMbITHbIX
noJsib3oBaTesien.

1.1. Ncnonb3yemble 0603HaueHUs U COKpaLLeHUs

YcnoBHble 0603HaueHus

B AAaHHOM PYKOBOACTBE MCMNOAb3YHOTCA Ciedyroume yCAOBHbIE 0603HaueHus:

O603HaueHue KommeHTapuii
' I'Ipe,qynpe>|<p,eH|/|e O BO3MOXHbIX OLLNBOUHbIX CUTyaLmAax, a Takxke Ba>XXHbIX
VAR MOMEHTax, Ha KoTopble cieayeT 06paTutb 0coboe BHUMaHMe.

AHmusupycHas cems  HOBbIN TEPMUH WM aKLEHT Ha TEPMUHE B ONMCaHMAX.
<IP-address> Mons ans 3aMeHbl GYHKLMOHAIbHBIX Ha3BaHUIA GaKTUUYECKUMU 3HaUEHUSMMU.

CoxpaHuUTb Ha3BaHwWs 3KpaHHbIX KHOMOK, OKOH, MYHKTOB MEH U APYriX 3N1€MEHTOB
MpOrpamMMHOro MHTEpdeica.

CTRL O603HaueHNs K1aBULL K1aBMUaTypbl.
C:\Windows\ HanmeHoBaHuwa dainnoB v kaTanoros, GparMeHTbl NPOrpamMMHOro Koza.
[punoxexve A MepeKkpecTHble CCbINKM Ha r1aBbl JOKYMEHTa WAN TMNEPCChINKA Ha BHELLHME
pecypcsbl.
CokpaweHusn

B TekcTe PykoBogacTBa 6yayT ynoTpebasthcs 6e3 pacumdpoBKku Ceaytoline COKpaLLeHUS:

e DrWeb — Arent Dr.Web ana Windows;
e FTP — (ot aHra. File Transfer Protocol) npoTtokon nepesauv ¢pannos;

e HTTP — (ot aHrn. Hypertext Transfer Protocol) npoTtokon nepegaun runeprekcra;

PyKOBO,CLCTBO nosab3oBaTenda
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IMAP — (ot aHra. Internet Message Access Protocol) npotokon npuknagHoro ypoBHa Ans
[OCTyrna K 31eKTPOHHOW NouTe;

IMAPS — (oT aHra. Internet Message Access Protocol Secure) 3alumieHHbIA MIPOTOKO
NPUKNaAHOrO YPOBHA AN AOCTyrNa K 31eKTPOHHOW NouTe;

MTU — (ot aHrn. Maximum Transmission Unit) MmakcvManbHbI pa3mep noaesHoro 6aoka
JAAHHbIX;

NNTP — (ot aHrn. Network News Transfer Protocol) ceteBol npoTtokon nepesayv HOBOCTeW;

POP3 — (ot aHra. Post Office Protocol Version 3) npoTtokon NoutoBOro oTAeneHus, Bepcus 3;

POP3S — (ot aHra. Post Office Protocol Version 3 Secure) 3almiLeHHbIN NPOTOKOA
MOUTOBOrO OTAE/NIeHUS, Bepcua 3;

SIP — (o1 aHra. Session Initiation Protocol) npoTokon ycTtaHOBAEHUA ceaHca;

SMTPS — (ot aHra. Simple Mail Transfer Protocol Secure) npocToi 3aLmiLeHHbIN NPOTOKO
nepeAaun nouThbl;

SSL — (ot aHra. Secure Sockets Layer) ypoBeHb 3aLMLLEHHbIX COKETOB;

TCP — (o1 aHra. Transmission Control Protocol) npoTokon ynpasneHus nepesgader;
TLS — (ot aHra. Transport Layer Security) npoTOKoA 3ayTbl TPAHCMOPTHOTO YPOBHS;
UAC — (ot aHra. User Account Control) KOHTpOAb y4YeTHbIX 3anncer nNosb3oBaTenen;
URL — (o1 aHra. Uniform Resource Locator) yHuduumpoBaHHbI 10KaToOp pecypca;
OC — onepaunoHHasa cucTema;

MO — nporpaMMHOe obecrneyeHue.

PyKOBO,ELCTBO nosab3oBaTenda
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O npoaykTe

2. O npoaykre

AreHT Dr.\Web ans Windows npegHasHaueH A1 3almUTbl CUCTEMHOM MaMATH, XXECTKUX AMCKOB
N CbEMHbIX HOCUTEIeN KOMMNbIOTEPOB, paboTarowmx nog ynpasaeHnem OC cemericTBa
Windows, oT yrpo3 nto60ro tuna: BUpYyCoB, PYTKUTOB, TPOAHCKMNX MPOrpamMM, LUMNOHCKOTO v
peknamHoro MO, xakepcknx yTManT 1 ApYrux BpeLOHOCHbIX O6BbEKTOB M3 NHOObIX BHELLIHUX
NCTOYHMKOB.

AreHT Dr.Web ans Windows coCcTOUT 13 HECKO/IbKMX MOZYJ/Iei, OTBEYAOLLMX 33 Pa3INYHYHO
GYHKUMOHaNbHOCTb. AHTUBMPYCHOE AAPO M BUPYCHble Ba3bl ABAAOTCA OOLUMMUN ANs BCEX
KOMMOHEHTOB W pa3/inyHbIX NaaTdopm.

KoMMnoHeHTbl NpoaykTa NOCTOSHHO OOHOBAAIOTCS, @ BUPYCHble 6a3bl, 6a3bl kateropuii Beb-
pecypcoB 1 6a3bl NpaBua cnam-euabTpaLmm COOHBLLEHWI 3NEKTPOHHOW NOYTbI PErYASPHO
AOMONHAKTCA HOBBIMW CUTHaTypamMu yrpo3s. NoctoaHHoe obHoBNeHe obecneunBaeT
aKTyanbHbl YPOBEHb 3aLUMTbl YCTPOMWCTB NOJAb30BaTeNeN, @ TaKKe MCMO/b3yEMbIX MU
NPUNOXEHUIN N AaHHbIX. N8 AONOAHNTENIbHOW 3alUMThl OT HEU3BECTHOTO BPEAOHOCHOTO
nporpamMMHoro obecrneyeHms NCMNONb3yOTC METOAbl 3BPUCTUYECKOTO aHanun3a,
peann3oBaHHble B aHTUBUPYCHOM fipe.

AreHT Dr.Web ans Windows cnocobeH o6HapyxuBaTb 1 yaansaTb C KOMMbOTEPA Pa3NnNyHble
HeXenaTeNbHble MPOorpaMMbl: pekiaMHble MPOrpaMmbl, MPOrpamMMbl AO3BOHA, MPOrpaMMmbl-
LWYTKKX, NOTEHLMANbHO ONacHble MPorpaMMbl, MPOrpaMmbl B3oma. Ans o6HapyXeHUs Takmx
nporpamMMm v CoOBepLUeHNs AeUCTBUIN Haj cogep Kalmmm nx Gannamm npuMeHsoTcs
CTaHZapTHblE CPeACTBa aHTUBMPYCHbIX KOMMOHeHTOB Dr.Web.

NHbopmaLmio 0 BepcumM NpoayKTa, COCTaBe KOMMOHEHTOB, AaTe NoC/ieiHero 06HOBAEHNSA 1
NAeHTUOUKALMOHHbLIA HOMep AreHTa Dr.Web Bbl MOXeTe HaliTu Ha cTpaHuLe Moaaepikka B

pa3gene O nporpamme.

2.1. KoMNOHeHTbI 3aWuTbl U MOAY/IN YTNPaBJ/ieHNA

AreHT Dr.Web ans Windows BkitouaeT B cOCTaB cnefyrolime KOMMNOHEHTbI 3alyUTbl U MOAYN
ynpasaeHusa:

KomnoHeHT/MOAyNb OnucaHue

SplDer Guard KOMMOHEHT, KOTOPbIVi MOCTOSHHO HAaXOAMUTCA B OMNepaTVBHOM NamMaTU.
OcyLectBnseT NpoBepKy co3gaBaemblx GaioB 1 3amyckaeMblx NPOLIECCOB, a
Takke 0OBHapPY>KVMBaAET NPOAB/IEHUS BUPYCHON aKTUBHOCTY.

SplDer Gate KoMMoHeHT, KOTopbIf NCNOb3yeTca AN aHTUBUPYCHOW npoBepkn HTTP-
Tpadwuka. Mpw HacTpolikax MO YMONUAHWIO MHTEPHeT-MoHWUTOP SplDer Gate
aBTOMaTUYecku nposepseT Bxoaawmin HTTP-Tpaduk n 6aokupyeT nepesavy
06beKTOB, CoAep KallyxX BUPYCbl 1 ApYyrie BPejOHOCHbIe MporpaMmsl. Takoke no
yMonyaHuto BikatoueHa URL-GunbTpauma HepekomMeHAyeMbIX CaTOB 1 CalTOB,

PyKOBO,CLCTBO nosab3oBaTenda
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KomnoHeHT/MOAyNb

SplDer Mail

bpaHamaysp Dr.Web

ObUCHBIA KOHTPOJIb

[MNoBeseHYeCKNA aHaANM3

3allnta OT 3KCMIOUTOB

3auwuTta ot
BbIMOraTenem

CkaHep

KoHconbHbIN ckaHep
Dr.Web

Dr.Web ana Microsoft
Outlook

SplDer Agent

O npoaykTe

OnucaHue

M3BECTHbIX KakK UCTOYHWKM pacnpocTpaHeHus BupycoB. OcyLLecTBaseT MPOBEPKY
no npotokosnam HTTP, XMPP (Jabber) n TLS (SSL).

KoMnoHeHT, KoTopbI NepexBaTtbiBaeT 06paLleHns A0 ObIX MOUTOBbIX KIUEHTOB,
paboTatoLyx Ha KOMMbIOTEPE, K MOYTOBLIM CEpBepam Mno NpoTokoiam
POP3/SMTP/IMAP4/NNTP (nog IMAP4 nmeetcs B Buay IMAPv4rev),
0bHapyxvBaeT 1 00e3BpeXMBAET YrPO3bl 4O MNOJAYUEHUS MUCEM MOYTOBbLIM
K/IMEHTOM C cepBepa Win Ao OTNpPaBKM NUCbMa Ha MOYTOBLIA cepBep. SplDer
Mail Takke MOXeT NpoBepsATb NMMCbMa Ha CraM C MOMOLLbI AHTUCNaMa
Dr.Web.

MepcoHanbHbIM MEXCETEBOW 3KpaH, NpeAHa3HauYeHHbIV ANs 3aLnThl
KOMMbrOTEPA OT HECAHKLIOHMPOBAHHOTO AOCTyMNa M3BHE Y NPesoTBPaLLeHNs
YTEUKM BaXXHbIX JAHHbIX MO CETW.

KoMMoHeHT, KoTopbIli orpaHMYMBaeT AOCTyn K catam, dalinam 1 nankam, a
TaKkKe NO3BOJSAET OTPaHNYNTL BpeMs paboTbl B UHTEPHETE U 3@ KOMMbIHOTEPOM
A1 Kaxkgon yyeTHon 3anmcy Windows.

KOMMOHEHT, KOHTPONMPYHOLLUIA JOCTYN NPUAOXKEHWA K KPUTUUECKN BaXKHbIM
obbekTaM cucTeMbl U 0HecrneunBatoLL i LIENOCTHOCTb 3amMyLLeHHbIX

MPUAOXKEHNIA.

KoMnoHeHT, 610KMpyrOLL WA BPEAOHOCHbIE 06BEKTbl, KOTOPbIE UCMO/Ib3YHOT
YSI3BUMOCTU B MPUIOKEHUSIX.

KoMnoHeHT, obecneunBatoLLmin 3amTy OT BUPYCOB-LUMPPOBabLLNKOB.
CkaHep ¢ rpaduyeckum nHTepdencom, KOTopblin 3anyckaeTcs no 3anpocy
NoJb30BaTeNs U MPOU3BOAMUT aHTUBMPYCHYIO NMPOBEPKY KOMMbIOTEpPA.
Bepcus CkaHepa ¢ nHTepdencoM KOMaHAHOM CTPOKM.

MogkntouaemMbli MOAYNb, KOTOPbIV MPOBEPSET NMoYTOBbIE AWK Microsoft
Outlook Ha Hanunume yrpos un cnama.

Mogynb, C MOMOLLbI KOTOPOFrO OCYLLLECTBASAETCS HAaCTPOViKa W ynpaB/ieHne
paboTo KOMNOHEHTOB MPOAYKTA.

2.2. Metopabl 06Hapy>keHnA yrpos

Bce aHTMBMPYCHble NPOAyKTbl, pa3paboTaHHble KomnaHuen «[loktop Beb», npumeHsatoT
Lenbii Habop MeToA0B OH6HapPY>KEHWA YrpO3, YTO NO3BONAET NPOBEPATb NOAO3PUTENbHbIE
06BbeKTbl MakKCMMaabHO TLWATENbHO.

PyKOBO,CLCTBO nosab3oBaTenda
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CUrHatypHbi# aHanus

JTOT MeToA OBHapyXeHVA NpuMeHsaeTca B nepByto ovepesb. OH OCHOBaH Ha Noucke B
COZEP>XKMMOM aHaNN3NPyeMOro o6bekTa CUrHaTYp Y>Ke M3BECTHbIX yrpo3. CurHaTypon
Ha3blBaeTCA HenpepbiBHaA KOHeYHan NociefoBaTeIbHOCTb 6anT, Heobxoanmas u
AOCTaTOYHaA ANA OAHO3HAYHOW NaeHTUOUKaLMK yrpo3bl. [1pn 3TOM cpaBHEHME COAEPXKMMOTO
nccnegyemoro obbekTa ¢ CUrHaTypamMum NpoOmn3BOANTCA HE HaNPAMYHO, @ MO UX KOHTPOJIbHbIM
CyMMaMm, YTO MO3BO/AET 3HAUNTENbHO CHU3UTL Pa3Mep 3anucein B BUPYCHbIX Ba3ax, COXpaHuUB
npwn 3TOM OAHO3HAYHOCTb COOTBETCTBMA W, ClefoBaTe/lbHO, KOPPEKTHOCTb OBHapy>XXeHWS
Yyrpo3 n neyeHns NHOULMPOBaHHbIX 06BEKTOB. 3anucK B BUPYCHbIX 6a3ax Dr.Web
cocTaB/eHbl TakuM obpa3om, Uto 6aarogapsa OLHOM M TOM Xe 3anmMcu MOXXHO OBHapyXmBaTb
Liesible KNacChbl UAN CeMelncTBa yrpos.

Origins Tracing

JT0 yHMKanbHas TexHonorms Dr\Web, koTopas no3BonsieT onpeaennTb HOBble NN
MOANDULIMPOBAHHbIE YrPO3bl, NCMOJb3YHOLME Y>KEe N3BECTHbIE N ONMUCaHHbIE B BUPYCHbIX
H6a3ax MexaHU3Mbl 3apaxkeHna Nan BpesoHocHoe nosegeHre. OHa BbIMOHAETCA MO
OKOHYaHWM CUTHATYPHOTrO aHann3a n obecneunmBaet 3aLMTy NOAb30BaTeNEMN, MCMO/b3YHOLLMX
aHTUBMpPYCHble peweHuna Dr.Web, oT Takux yrpos, kak TposiHCKas nporpamMma-BbiMoraTtesb
Trojan.Encoder.18 (Takke n3BecTHas noA Ha3BaHMeM «gpcode»). Kpome TOro, ncnonb3oBaHmne
TexHonorum Origins Tracing N03BOASIET 3HAUNTENBHO CHU3UTb KOJNYECTBO NIOXKHbIX
cpabaTblBaHM 3BPUCTUYECKOTO aHanm3atopa. K Ha3BaHUAM yrpos, obHapy>KeHHbIX Npu
nomouwm Origins Tracing, gob6asaserca NocTdmkc .Origin.

3Myll$| uma NncnojiHeHnA

MeTog, 3MyAsaLMn UCMONHEHMS MPOrPaMMHOrO KOAa MCMOJb3yeTcs A1 O6HapyXeH s
NOMMOPGHbBIX U LWMPOBAHHbIX BUPYCOB, KOTAa NCMOb30BaHNE MOMUCKA MO KOHTPOIbHbIM
CYMMaM CUTHATyp HEMPUMEHUMO WN 3HAUNTESIbHO YCIOKHEHO U3-38 HEBO3MOXXHOCTM
MOCTPOEHMSA HAAEXHbBIX CUTHATYp. MeToA COCTOUT B MMUTALMN UCNONIHEHUS aHaAN3NPYEMOro
KoAa npw MOMOLLM dMy/19mMopa — NPOTrPaMMHON MOJE/IM NMPOLLeCcCcopa N Cpesbl UCMOTHEHNS
nporpamm. IMynATOp ONepupyeT C 3aLLMLLIEHHON 061aCTbio NamMaTn (bygpepom smyasayuu).
Mpw 3TOM MHCTPYKLMM HE NepesaroTcs Ha LLeHTpabHbIV NPOLLEeCCOp A/ peasbHOro
ncnosHenuns. Ecam kog, obpabatbiBaeMblii SMYAATOPOM, MHOULIMPOBAH, TO Pe3yNbTaTOM ero
3IMYNALUN CTaHET BOCCTAHOB/IEHNE UCXOAHOTO BPEAOHOCHOTO KoAa, AOCTYNMHOTO AJis
CUIHATYpHOro aHanu3a.

IBpPUCTUUECKUIA aHaNn3

PaborTa IBPUCTNYECKOTO aHann3aTtopa OCHOBbIBAETCA Ha Ha6ope 28pucmuk (HpeAHOﬂOXGHMVI,
CTaTUCTN4eCKaa 3Ha4YMMOCTb KOTOPbIX MOATBEPXKAEHA ONMbITHbIM I'IyTeM) O XapakKTepPHbIX
Nnpun3Hakax Bpe4OHOCHOTO U, HaO60pOT, 6e30nacHOro NCNOAHAEMOro KOAa. Ka)K,D,bIVI NPM3HaK
KOda nMmeet onpe,a,eneHHblﬁ BecC (T. €. UACNO, NOoKa3blBakoWee Ba>XXHOCTb N 4OCTOBEPHOCTb

PyKOBO,ELCTBO nosab3oBaTenda
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3TOro npu3Haka). Bec Moxet 6bITb Kak MONOXUTENbHBIM, €CNN NPU3HAK YKa3blBaeT Ha
Ha/nume BPELOHOCHOIrO NOBEAEHMNS KOAA, TaK U OTPULLATEIbHBIM, ECN NMPU3HAK He
CBOMCTBEHEH KOMMbIOTEPHbLIM Yrpo3am. Ha ocHOBaHWM CyMMapHOro Beca,
XapakTepPU3YOLLEro CoAepXKnmMoe 06bekTa, 3BPUCTUUECKMIA aHaNN3aTOP BblUMCASET
BEPOATHOCTb COAEP>KaHUA B HEM HEN3BECTHOTO BpeJOHOCHOro obbekTa. Ecim 37a
BEPOATHOCTb MPEBbILLAET HEKOTOPOE NOPOrOBOE 3HAYEHWE, TO BbIZAETCS 3aKIHOUEHNE O TOM,
YTO aHaNN3MpPYyeMbl OOBEKT ABNAETCA BPELOHOCHBIM.

DBPUCTUYECKMIA aHanM3aTop Takxke ncrnonb3yeT TexHonoruto FLY-CODE — yHuBepcanbHbIN
aNropuTM pacnakoBkn GpanaoB. ITOT MexaHW3M MO3BOAAET CTPOUTL IBPUCTUYECKNE
NPeanoa0XeHNA O HaNNUYNKN BPEJOHOCHbIX 06beKTOB B 06bekTax, CkaTbIX MporpaMmMamm
yrnakoBku (ynakoBsLyMKamMm), MPUYeM He TOIbKO M3BEeCTHbIMW pa3paboTumMkamMm Npoaykra
Dr.Web, HO 1 HOBbIMW, paHee He nccaeaoBaHHbIMU Nporpammamu. MNMpu nposepke
ynakoBaHHbIX 06 BEKTOB TakxKe MCMOJ/Ib3yeTCs TEXHONOTMA aHann3a Ux CTPYKTYPHOW SHTponuu,
KOoTopas no3BoaseT 0bHapyXmnBaTb Yyrpo3bl MO OCOBEHHOCTAM PacnoNOXeHNA YHaCTKOB MNX
KoAa. ITa TeXHO/IOTMA MO3BOAAET Ha OCHOBE OHOW 3anncy BUPYCHON 6a3bl Npon3BecTu
obHapy>xeHne Habopa pasNNyUHbIX Yrpo3, ynakoBaHHbIX OANHAKOBLIM MOANMOPOHbLIM
yrNaKoOBLUMKOM.

MocKoNbKY 3BPUCTUYECKNI aHANN3aTOP ABAAETCA CUCTEMOM NPOBEPKM TMMOTE3 B YCNOBUAX
HeonpeAeneHHOCTU, TO OH MOXET JoNYycKaTb OWNOKN Kak MepBOro (MPonyck HEM3BECTHbIX
yrpos), Tak ¥ BTOporo poja (npu3sHaHve 6e3onacHou nporpamMmMbl BpeoHOCHOM). Mo3Tomy
06bekTaM, OTMEYEHHbIM 3BPUCTUYECKMM aHaIM3aTOPOM KaK «BPEJOHOCHbIE», MPUCBaNBaeTCs
CTaTyC «MOJ03PUTENIbHbIE>.

MoBepeHueckuit aHanns

MeToapbl NOBeAEHYECKOrO aHaM3a NO3BOAAIOT aHaAN3MPOBaTb MOC/eL0BaTENbHOCTD
AEeNCTBMIA BCEX MPOLLECCOB B cucTeMe. MNpu 06Hapy>XeHUn NpU3HaKOB MOBeAEeHUs
BPEAOHOCHOW NpOorpamMmmMbl AeVCTBUA MPUAOXKEHNS BNOKMPYOTCS.

Dr.Web Process Heuristic

TexHosorna noeegeHveckoro aHanmsa Dr.Web Process Heuristic 3awjuiuaeT oT HoBenwux,
Hanbosee onacHbIX BPELOHOCHbIX MPOrpamMmm, KOTopble CNOCObHbI n3bexaTb 06HapyXXeHUs
TPAaAVLMOHHBIMU CUTHATYPHbBIMU 1 3BPUCTUYECKUMUN MEXaHU3MaMMU.

Dr.Web Process Heuristic aHannsunpyet noBeseHmne Kaxkaom 3anyLeHHOW NporpaMmbl 1 Ha
OCHOBE aKTya/ibHbIX 3HaHWI O TOM, KaK BeayT ceba BpeAOHOCHbIE MPOrpaMmbl, AeNaeT BbIBOJ,
O ee OMacHOCTK, MOC/Ie Yero NPUHNUMAaTC HeObXOoAMMble Mepbl MO HeNTpaan3aLmnm yrposbl.
K Ha3BaHMAM yrpos, obHapy>eHHbIx Npu nomowwm Dr.Web Process Heuristic, sgobaBnsertcs
npe¢pukc DPH.

[laHHas TeXHONOr1A 3aLUMThl JaHHbIX MO3BOASET CBECTU K MUHUMYMY NOTEPU OT AEACTBUM
HEen3BeCTHOro BMpyca Npu MUHUMaAbHOM NOTPebeHNM PecypCcoB 3alumMLLIaeMOR CUCTEMDBI.

PyKOBO,ELCTBO nosab3oBaTenda
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Dr.Web Process Heuristic KOHTpospyeT Ato6ble NOMbITKN N3MEHEHUSA CUCTEMDI:

pacno3HaeT NPoLLeCcCbl BPeAOHOCHbIX MPOrpaMM, U3MEHAROLLMX HeXenaTelbHbIM 06pa3omM
nosib3oBatesbckne dariabl (HanpumMmep, NONbITKN WNdPOBaHMA CO CTOPOHbI TPOAHCKMX
NporpamMM-wnNdpPOBabLLMKOB), B TOM YMC/IE PACMOJIOXEHHbIe B KaTaaorax, 4OCTYMHbIX MO
cetu;

e MPENATCTBYET MNOMbITKAM BPEAOHOCHbIX MPOrpamMM BHEAPUTLCA B NMPOLLECCHl APYTUX
NPUNOXEHUN;

e 3aWMLaeT oT MoandurKaumni BpeLOHOCHbIMM MPOrpaMMaMm KPUTUYECKMX YHacTKOB
CUCTEMBI;

® BbIABJAET N NpPeEKpallaeT BPpeJOHOCHbIE, MOA03PUTE/NIbHbIE NN HEHAAEXHbIE CLUEHAPUN U
npouecchol;

e 610KMpYyeT BO3MOXHOCTb MU3MEHEHWNS BPEAOHOCHBIMMW NMPOrpaMmMamMu 3arpy304HbIX
obnacren ancka C LieibFo HEBO3MOXHOCTM 3anycka (Hanpumep, 6yTKUTOB) Ha KOMMbIOTEPE;

e NpezfoTBpaLLaeT oTkIoUeHMe Bbe3onacHoro pexxnma Windows, 610KMpys U3MeHeHUs
peecTpa;

® HE NO3BOAAET BPEAOHOCHbIM nNporpamMmmMam U3MeHUTb NpaBiia 3anyCcka NporpaMm;
® MpecekaeT 3arpy3kn HOBbIX NN HEU3BECTHbIX p,pa|7|BepOB 6e3 BeAOMa MNnoJib30BaTeNA,

e 6/10KMpYeT aBTO3anycK BPeAOHOCHbIX MPOrpamMmM, a Takxke onpeseneHHbIX MPUIOXKEHWN,
HanpuMep aHTU-aHTMBUPYCOB, He AiaBas UM 3apPerucTpMpoBaThCs B peectpe s
nocaesyroLLero 3anycka;

e 6/10KMpYeT BETKM peecTpa, KOTOpble OTBEYAIOT 3a ApaiBepbl BUPTyasbHbIX YCTPOMNCTB, UTO
AenaeT HEBO3MOXHOM YCTaHOBKY TPOSHCKUX MPOrpamMM noj BUAOM HOBOTFO BUPTYalbHOrO
YCTPOWCTBA;

e He MO3BOJIfET BPeAOHOCHOMY MPOrpaMMHOMY 06ecrneyeHmno HapyLMTb HOPMaJslbHYHO
paboTy CUCTEMHbIX CyXO.

Dr.Web Process Dumper

KomniekcHbIV aHanmn3aTop ynakoBaHHbIX yrpo3 Dr.Web Process Dumper 3HaumtenbHo
MOBbILLAET YPOBEHb AETEKTUPOBAHWNA AKOObI «HOBbIX YrPO3» — WU3BECTHbIX BUPYCHOW ba3e
Dr.Web, HO cKpbITbIX MOZ HOBbIMW yMakoBLUMKaMK, a TakKe UCKIHYaeT HEOHXOAMMOCTb
pobaBneHns B 6a3bl BCe HOBbIX M HOBbIX 3anuceit 06 yrposax. CoxpaHeHne KOMMakTHOCTU
BMpPYCHbIX 6a3 Dr.Web, B cBOO ouepesb, He TpebyeT NOCTOAHHOIO YBEIMYEHUS CUCTEMHBbIX
TpeboBaHu 1 obecneunBaeT TPaAMLMOHHO Mabl pa3mep OOHOBAEHUI MPU HEM3MEHHO
BbICOKOM KayecTBe AeTeKTUPOBaHUA 1 nedyeHuns. K Ha3BaHUAM yrpo3, 0bHapy>XeHHbIX Npu
nomouwwm DrWeb Process Dumper, gobaBnsetcs npedpukc DPD.

Dr.Web ShellGuard

TexHonornsa Dr.Web ShellGuard 3awwmiiaet koMnbloTep OT 3KCN/100MO8 — BPEJOHOCHbIX
06bEKTOB, MbITAOLLMXCA MCMOAb30BaTb YA3BMMOCTU C Lie/IbI0 MONYYEHMA KOHTPOAA Hazj
atakyeMbIMW MPUNOXKEHUAMN NAN ONepaLiOHHON cncteMon B LenoM. K HasBaHWAM yrpos,

PyKOBO,ELCTBO nosab3oBaTenda
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obHapyXeHHbIX npu nomowwm Dr.Web ShellGuard, gobaBnsetcs npedukc
DPH:Trojan.Exploit.

Dr.Web ShellGuard 3awmiiaeT pacnpoctpaHeHHble NPUAOXEHNS, YCTaHABANBaEMbIe Ha
KOMMbtoTepbl Nog ynpasaeHnem Windows:

e NHTepHeT-bpay3epsl (Internet Explorer, Mozilla Firefox, Google Chrome v gp.);

e npunoxeHunsa MS Office;

CNCTEMHDbIE MPUNOXKEHUA,

NPUAOXEHUS, UCMOb3YyoLWMe java-, flash- n pdf-texHonoruu;

MeanarnpourpbiBaTenn.

3awuTa OoT MHXXEeKTOB

WHxekm — cnocob BHEAPEHNA BPEAJOHOCHONO KOJa B 3anyLlleHHble Ha yCTpOIZCTBe npoueccsol.

Dr.Web noctosiHHO oTCnexunBaeT noBejeHMe BCeX MPOLLECCOB B CUCTEME U NpesoTBpaLLaeT
NOMbITKA BHEAPEHWUSA, ECIN NOCUNTAET UX BPeAOHOCHbIMU. K Ha3BaHMAM yrpos,
OBHapy>XeHHbIX NP NOMOLLM 3aLLMTbl OT MHXKEKTOB, JobaBaseTca npedurkc
DPH:Trojan.Inject.

Dr.Web npoBepseT cneaytoLime xapaktepuctnkm NpuaoXeH s, KOTOpoe 3anyCcTuao npoLecc:

e SBASAETCA N NPUNOXKEHNE HOBBIM;

e Kak OHO Monasio B CUCTEMY;

e rAe NpPUIOXKeHNe PacrnoNoXeHO;

e Kak OHO Ha3blBaeTCH;

® BXOAWNT N NMPUNOXKEHNE B CMUCOK JOBEPEHHbIX;

e &CTb /N Y HEro AencTBuTeNbHas LmppoBas NoAnnCb OT JOBEPEHHOTO LIEHTPa

cepTudukaymnm.

Dr.Web oTcnexwmnBaeT coCcTosiHME 3anyLLEHHOro NpoLiecca: NpoBepseT, CO34aroTCa
yAaZeHHble MOTOKM B MPOCTPaHCTBE NPOLECca, BHEAPSAETCA I MOCTOPOHHUI KOA B aKTUBHbIN
npovuecc.

AHTUBMPYC KOHTPOAMPYET N3MEHEHMA, KOTOPble BHOCAT MPUIOXKEHMSA, 3anpeLlaeT U3MeHATb
CUCTEMHbIe 1 NpuBMAErMpoBaHHble npouecchl. OtaenbHo Dr.Web cneaut 3a Tem, utobbl
BPELOHOCHbIN KOZ HEe MOT MOANGULMPOBaTL NaMATb MONYAAPHbIX 6pay3epoBs, HanpumMep
KOorfa Bbl COBeplUaeTe MOKYNKN B MHTEPHETE UAW JenaeTe NepeBobl B OHaNH-baHKax.

3awuTa oT BbiMoOrateneu

3awuma om geiMozamesieli — OAMH N3 KOMMOHEHTOB peBeHTUBHOM 3aLLmnThl,
obecneunBatowmii 3aLlWmMTy GainNoB Nosb3OBaTeNEN OT TPOSHLEB-LLNGPOBANbLUMKOB. JaHHbIe
BPEAOHOCHbIE MPOrpaMmbl, NONajas Ha KOMMbHOTEP NOAb30BaTeNs, 6OKMPYHOT JOCTYN K
AaHHbIM NyTeM WNPPOBaHUSA, NOC/E Yero BbIMOTatoT AeHbr 3a pacwmndposky. K HasBaHMAM

PyKOBO,ELCTBO nosab3oBaTenda
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yrpos, o6Hapy>XeHHbIX NPy NOMOLLM 3aLunUTbl OT BbIMOraTenen, jobaBaseTcs npedukc
DPH:Trojan.Encoder.

KomMnoHeHT aHann3npyeT noBeAeHWe Nog03pUTeNbHOTO NnpoLiecca, obpallas BHMMaHve B
YaCTHOCTW Ha Nounck GannoB, YTEHUE N NOMbITKA UX MOAMDUKALUN.

Takke NpoBepArOTCA CnefyroLlme XxapakTepuCTUKN NPUNOXKEHNS:

® ABNAETCA I NPUNOXKEHNE HOBbIM;

® KaK OHO nmonaso B CUCTEMY;

e rae npuaoxXxeHume pacnono>XXeHo,

® KaK OHO Ha3blBa€eTCA;

® ABNAETCA I NPUNTOXKEHNE JOBEPEHHDbIM;

® eCTb /IN Y HETO AeCTBUTENbHAsA LMdpoBas NOANNCH OT JOBEPEHHOrO LIeHTpa
cepTudukaymnm.

Taioke npoBepseTcsa xapaktep Moandukaumm danna. Mpun obHapy>KeHUM NPU3HAKOB
noBeAeHNs BPeZOHOCHOW NPOrpaMmbl AeNCTBUS MPUIOXKEHUS BAOKMPYHOTCA 1
npeAoTBPaLLAtOTCA MNOMbITKM Mogndukaumnmn Gannos.

METOA MallMUHHOIo OGY‘-IEHVIH

MpuMeHseTcs AN8 NoUcka 1 HeMTpanm3aumm BpelOHOCHbIX OO bEKTOB, KOTOPbIX ELLE HET B
BMPYCHbIX 6a3ax. [penmyLLecTBO 3TOro MeToAa 3aK1to4YaeTcs B pacno3HaBaHMm
BPELOHOCHOIO KOAa 6€3 UCNONHEHWS, TONIbKO Ha OCHOBE ero XapakTepucTuK.

O6Hapy»eHure yrpo3 CTpomTcA Ha knaccmdukaumm BpejoHOCHbIX 06 bEKTOB COrnacHoO
onpegeneHHbIM NpusHakam. C MOMOLLBO TEXHONOTMW MALUMHHOIO 06yyYeHnsa, OCHOBaHHOM
Ha MeToAe OMOpPHbIX BEKTOPOB, MPOUCXOAUT KnaccupukaLma 1 3annco B 6asy pparmeHToB
KOZa CLEeHapHbIX A3bIKOB. 3aTeM NpoBepseMble 06beKTbl aHaNN3NPYHOTCA Ha OCHOBE
COOTBETCTBMA NPU3HaKaM BPeAOHOCHOro Koga. TEXHONOrMA MaMHHOTo 0byyeHuns
aBTOMaTM3unpyeT OOHOBAEHME CMNCKa JaHHbIX MPU3HAKOB 1 MOMOJHEHWE BUPYCHbIX 6a3.

MeToz MalMHHOIO 06YyUYeHUs CyLLEeCTBEHHO 3KOHOMMUT PeCypPChl ONepPaLMOHHON CUCTEMBI, TaK
Kak He TpebyeT NCMONHEHNS KOAA ANS BbISBAEHUS Yrpo3, a AMHAMUYECKOe MalUMHHOe
obyueHure knaccupukaTopa MOXKeT OCYLLECTBAATHCA U 6€3 NOCTOAHHOrO O6HOBAEH WS
BMPYCHbIX 6a3, KOTOPOE NUCMO/b3YeTCs MPU CUTHATYPHOM aHaan3e.

PyKOBO,ELCTBO nosab3oBaTenda
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2.3. CuctremHble TpeboBaHnA

Vcnonb3oBaHume nporpammbl Dr.Web Bo3MOXHO Ha KOMMbIOTEPE, YAOBAETBOPAOLLEM
cneayownm TpeboBaHMAM:

Mapametp
Mpoueccop

OnepaupoHHas cuctema

CBobogHas onepaTuBHas
namsTb

Pa3spelueHne skpaHa

Moaaep>kka BUPTyanbHbIX
1 06nauHbIX Cpej

Tpe6oBaHue
C noasep kKON cucTeMbl KOMaHZ, 1686

[na 32-pa3pagHbix onepaupoHHbIX CUCTEM:

e Windows XP c naketom o6HoBAeHM SP2 unn 6onee nosaHUMK;

e Windows Vista ¢ naketom o6HoBAeHUA SP2 unn 6onee No3aHUMYL;
e Windows 7 ¢ naketom o6HoBAeHWA SPT nin 6osee no3aHUMY;

e Windows §;

e Windows 8.1;

e Windows 10 21H2 nnan 6onee paHHss;

e Windows Server 2003 ¢ naketom o6HoBAeHUI SP1;

e Windows Server 2008 ¢ naketom o6HoBAeHWI SP2 nnmn 6onee No3gHNMMN.
[na 64-pa3spagHbix onepaLmOHHbIX CUCTEM:

e Windows Vista c naketom o6HoBAeHUA SP2 nan 6onee No3aHUMY;

e Windows 7 ¢ nakeTom o6HoBieHUA SP1 unu 6onee No3aHUMY;

e Windows 8§;

e Windows 8.1;

e Windows 10 21H2 nan 6onee paHHas;

e Windows 11 22H2 nan 6onee paHHss;

e Windows Server 2008 c nakeToMm o6HoBAeHUK SP2 nnn 6onee no3gHUMY;

e Windows Server 2008 R2 ¢ naketom o6HoBAeHUK SPT nnn 6onee
No3AHUMY;

e Windows Server 2012;
e Windows Server 2012 R2;
e Windows Server 2016;
e Windows Server 2019;
e Windows Server 2022

512 Mb v 6onblie

PekomeHgyeTca He MeHee 1024x768

Mopsep>kvBaeTcs GYHKUMOHMPOBaHWE NPOrpamMMbl B CIeAyrOLLMX Cpesax:
e VMware;
e Hyper-V;

e Xen;

PyKOBO,CLCTBO nosab3oBaTenda
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Mapametp Tpe6oBaHue
e KVM
Mpouee [na o6HoBAeHUs BMpYCHbIX 6a3 Dr.Web n komnoHeHToB Dr.Web Tpebyetcs

NOAK/IHOYEeHMEe K CepBepPY LEHTPaNN30BaHHOW 3aLLUTbl UAN MHTEPHETY B
Mo6unbHOM pexume.

[ns nogkntovaemoro mogyns Dr.Web ans Microsoft Outlook Heo6xozaMM
ycTaHOBAEHHbIV kKnneHT Microsoft Outlook 13 coctaBa MS Office:

Outlook 2000;
Outlook 2002;
Outlook 2003;
Outlook 2007;
Outlook 2010 ¢ nakeToM 06HOBEHMN SP2;
Outlook 2013;
Outlook 2016;
Outlook 2019;
Outlook 2021

| Mockonbky kKomnaHms Microsoft npekpatiina noaaep>kky anroputma xewmposanus SHA-1,

A nepes, yctaHoBKoi nporpaMmbl AreHT Dr.Web ans Windows Ha Windows Vista, Windows 7,
Windows Server 2008 nnn Windows Server 2008 R2 HeobxoanMo yb6eanTbCs, UTo cMcTeMa
noAAep>XMBaeT anroputm xewnposaHua SHA-256. [lns atoro yctaHoBuTe BCe
pekomeHgyeMble 06HoBAeHUA 13 LleHTpa o6HoBAeHnA Windows. Moapo6Hyro
MHGOPMaLMIO O HEOH6XOAMMBIX NakeTax OOHOBAEHWUI Bbl MOXeTe HalTV Ha 0duLMaNbHOM

calite koMmnaHun «/1oktop Be6» d.

i|§ AreHt Dr.Web ana Windows Bepcumn 13.0 coBmecTm Tosibko ¢ naaruHamu Dr.Web Bepcun

12.0.

2.4. NposBepka aHTUBUpYCA

MpoBepka c nomowbio Ppavina EICAR

Bbl MOXeTe NnpoBepuTb paboTOCMOCOOHOCTb aHTUBMPYCHBIX MPOrpaMm, 06Hapy>KMBatoLWMX
BMPYCbl MO UX CUTHATypamMm, ¢ ncnosnb3oaHnem TectoBoro danna EICAR (European Institute for
Computer Anti-Virus Research).

MHorvmu paspabotumkaMu aHTUBMPYCOB MPUHATO AA 3TOM LieNn NCMOAb30BaTh OAHY U Ty
Xe CTaHZAapTHYHO NporpaMmy test . com. 3Ta nporpammMa 6biia cneumanbHo paspaboTtaHa
AN TOro, UTo6bl NOIb30BaTe/b, HE MOABEPrasn CBON KOMMbOTEP OMNACHOCTW, MOT MOCMOTPETb,
KaK yCTaHOBJIEHHbIV aHTUBUPYC ByaeT CUrHann3mMpoBaTb 06 06Hapy>XeHUN BUpYcCa.

PyKOBO,CLCTBO nosab3oBaTenda
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Mporpamma test.com He aBaseTca cama no cebe BPeAOHOCHOM, HO CNeLnanbHO
obpabaTtbiBaeTca HONbWINHCTBOM aHTUBMPYCHbIX Nporpamm kak Bupyc. Dr\Web Ha3sbiBaeT 3ToT
«BUpPYC» cnegyrowim obpasom: EICAR Test File (Not a Virus!).[lpumepHo Tak ero
Ha3bIBakOT N ApYyrne aHTUBUPYCHbIE NPOrpamMmMbl.

Mporpamma test.com npegcraBaseT cobon 68-6anTHbI COM-dalin, B pesynbtaTe

MCNONHEHWNA KOTOPOIro Ha KOHCOJIb BbIBOAUTCA TEKCTOBOE COO6LLI,eHI/IeZ EICAR-STANDARD-
ANTIVIRUS-TEST-FILE!

®aiin test.com COCTOMT TONBKO M3 TEKCTOBbIX CUMBOJIOB, KOTOPble GOPMUPYIOT CleAyHOLLYH
CTPOKY:
X50! P%QAP[4\PZX54 (P") 7CC) 7} SEICAR-STANDARD-ANTIVIRUS-TEST-FILE! SH+H*

Ecau Bbl co3gaamTe daiin, cogep kalimin NpUBEAEHHYHO BbiLLe CTPOKY, U COXPaHUTE ero noj
MMEeHeM test.com, TO B pe3yibTaTe NONyuMTCa Nporpamma, kotopas u 6yaet onncaHHbIM
«BUPYCOM».

f'i Mpw paboTe B ontvmansHoM pexxume SplDer Guard He npepbiBaeT 3anyck TecToBoro daina
g EICAR v He onpegenseT faHHytO OnepaLyio Kak OMacHyto, Tak Kak JaHHbIN dain He

npeacTaBaseT yrpo3bl AN KoMrbtoTepa. OZHaKo Npv KOMMPOBAaHWUMU UAN CO3JaHNM TaKoro
danna Ha komnbtoTepe SplDer Guard aBTomaTnueckn obpabaTbiBaeT daiin kak
BPEAOHOCHYHO MPOrpaMMy v Mo yMO4YaHuio nepemMeltaeT ero B KapaHtuH.

PyKOBO,CLCTBO nosab3oBaTenda
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3. YcTaHOBKA, U3SMEHEeHne U yAaneHue nporpavMmbl

Mepea Havanom yctaHoBkM AreHT Dr.Web ans Windows 03HakoMbTeCb € CUCTEMHbIMU
TpeboBaHMAMU. Takke pEKOMEHAYeTCs BbIMONHUTb ClefytoLline AeUCTBUA:

® YCTAHOBWUTb BCE KPUTUYECKME OBHOBAEHUS, BbINyLLEHHble KoMnaHuer Microsoft ansa Baluew
BEPCMM OMepaLyoHHOM cuctemsl (nogpobHee 06 obHosaeHMn OC Windows &' n OC
Windows Server ); eciv noaaep>ka onepaLMoHHON CUCTEMbI MPOV3BOAUTENEM
npekpalleHa, pekoMmeHayeTca nepenTn Ha 6osee COBPEMeEHHYHO BEPCUIO OnepaLvOHHOWM
cncTeMsl;

e NMPOBEPUTb NMPU MOMOLLM CUCTEMHbIX CPEACTB GalrNoBYHO CUCTEMY U YCTPAHUTb
obHapy>XeHHble npobaembl;

® YAaNNTb C KOMMbHOTEPA APYyrMe aHTUBUPYCHbIE MPpOrpamMmMbl 414 npeaoTBpalleHna
BO3MOXHOW HECOBMECTUMOCTUN UX KOMMOHEHTOB C KOMMOHEHTaMM Dr.Web;

e ecnn 6yaet yctaHoBneH bpaHamaysp Dr.Web, Heobxoammo yaannTte ¢ KoMnbloTepa apyrue
Me>XKceTeBble 3KpaHbl;

e HaunHaa ¢ Windows Server 2016 oTkntountb 3awmtHnk Windows BpyyHyHo, MCMob3ys
rpynnoBble NOAUNTUKN;

® 3aKPbITb aKTMBHbIE MPUNOXKEHNA.

fli YctaHoBka Dr.Web AOJI>KHa BbIMOJIHATLCA MOJib30BaTeneM C npaBaMn aAMUHUCTPATOPa
AAHHOTO KOMMbHOTEPA.

YcTaHOBKy, nsmeHeHune un yganeHne Dr.Web MoxHO ocywiectButb ABymMs cnocobamu:

1. YpaaneHHO — c cepBepa LieHTpaAn30oBaHHOM 3aLuThl Yepes ceTb. [pon3BoamTCs
aAMUHUCTPATOPOM aHTUBUPYCHOM CETU, MPU 3TOM BMELLATeNbCTBO MNONb30BaTeNs He
TpebyeTcs.

2. JlokabHO — Ha MalLWHe Noab30BaTeNs HEMOCPEACTBEHHO. [1py 3TOM Ana ycTaHOBKM
Dr.Web mMo>eT ncnosb3oBaTtbCsA NONHbBIA MHCTANNATOP UAN NePCOHa/bHbI

WHCTaANA I=I,I/IOHHbIIZ nakert.

YctaHoBka Dr.Web Bo3moO>XHa B OAHOM M3 CaefyroLmX PeXnMOB:

® B pexxmMe KOMaHAHOW CTPOKY;

e B pexuMe mactepa yCTaHOBKM.

3.1. YcTraHOBKa npv NOMoOLLY NMOJIHOFO UHCTaNNAATOpPa

MonHbIM MHCTaNNATOp drweb-13.0.0-xxxxxxx-esulte-agent-full-windows.exe
ocyulectBaseT yctaHoBKy AreHta Dr.Web n aHTMBMpycHOro naketa eAMHOBPEMEHHO.
MNapamMeTpbl NOAKIHOUYEHNA K CEPBEPY M NapaMeTpbl aBTOpM3aLmn CTaHLUN Ha cepBepe He
BK/IOYAKOTCA B MHCTa/IATOP.

PyKOBO,CLCTBO nosab3oBaTenda
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YcraHoBKa B pPeXXumMme Mmactepa yCTaHOBKMU

CnesyinTe ykazaHWAM NporpamMmmbl yCTaHOBKM. Ha ntobom ware Ao Hauana KoNMpoBaHWA
dannoB Ha KOMMbIOTEP Bbl MOXETE BbIMOJHUTL CNeAYHOLLEe:

e UTOObI BEPHYTLCA K NpeablayLeMy Lwary nporpamMmmMbl YCTaHOBKM, HaxXMuTe kHornky Hasapa,

e YTOObI MEPerTUN Ha CeAyOLLMIA War NPorpaMmbl, HaXXMUTe KHonky Janee;

e UTOObI npepBaTb YCTaHOBKY, HAXXMWUTE KHOMKY BbIXOA.

Yr106b1 ycTaHOBUTL Dr.Web

1. 3anyctnte MHCTaNNALMOHHBIN NaKeT, MONyYeHHbIN OT agMuHKcTpaTopa. OTKpOeTca OKHO
Macrtepa ycraHoBku Dr.Web.

| Eciv Ha paboueit cTaHLMKM y>Ke yCTaHOBEHbI aHTVBMPYCHbIE MporpamMmbl, To Mactep

A YCTaHOBKMW MpeAnpuUMeT NMomnbITKy UX yAanuTb. ECav nonbiTka okaXeTcs HeyzauHoW, Bam byaet
HEOBXOAMMO CaMOCTOATE/IbHO YAaNUTb UCMOJIb3yeMOe Ha paboyeli CTaHLyM aHTMBUPYCHOE
nporpammHoe obecneyveHve.

% DrWeb Agent

YcraHoBeka Dr.Web Agent

HTobel NPOAOAXWTE YCTAHOEKY, 3aNofHKTe 0BAZaTeNsHbIE NOAA: 3APEC CEPEEPA W MYTh K

OTKPLITOMY KAKUY WA CEpTUDWKATY.

CepEep UEHTPANMZ0BAHHOM 2aLLAThI

OTkpeITeIA KAKOY WAK cepTdiakaT

Hanee

Brixog

Pyccknid W

HaiAtk

OBzop...

PucyHok 1. Mactep ycraHOBKU

PyKOBO,CLCTBO nosab3oBaTenda
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2. B none CepBep LeHTpa/in3oBaHHOM 3aLL1UTbl BBEANTE CETEBOW afpec cepBepa, C KOTOPOro

byaeT nponsBoanTbcsa yctaHoBka Dr.Web, a B nosie OTKpbITbIA KAlOU unm ceptudmkar
yKaXknute MOoAHbIA NyTb K OTKPLITOMY K/ItOYy WnppoBaHus (drwesd. pub) nam ceptmoukaty
C pacWwnpeHnem . pem, PacnoaoXeHHOMY Ha BallleM KOMMbloTepe.

[ns moncka akTMBHbIX CEPBEPOB M yKa3aHWA MapamMeTpoB Nomcka HaxxmuTe kHonky Hanrtw.

Haxxmute kHonky Aanee.

3. MacTep ycTaHOBKM MPONHPOPMUPYET BaC O FOTOBHOCTU K YCTaHOBKE.

% DrWeb Agent —

Pycckmid  w

Cuctema rotoBsa K yctraHoBke Dr.Web Agent 13.0

¥eraHoeka Dr.Web Agent 13.0 Ha KomnNeHOTEpR € ApYTOA AHTMEMPYCHOR NPOrpaMMoi AW
MEMCETEELIM IKPAHOM MOXKET NMPWEECTH K HEMPELCKAZYEeMEIM NOCISLCTEMAM (BKIHIYAA OTKAS
cMcTemMel 2amTel). Ecnn nogobHan nporpamMma yoTaHoOBAEHE, HAXMWTe KHonky Beixod,
uToBEl NPEPEATE YCTAHOEKY, YAANWMTE AHTMEWMPYC MW MEXCETEBOR 3KPAH W 23HOBO 2anycTuTe
Mactep ycranoekw Dr.iWeb Agent 13.0

Eciv Bbl YEEPEHBI, UTO HA KOMMBHITERE HE YCTAHOBNEHO APYTMY AHTUMEWMPYCOE, HAXMKUTE
KHOMKY YCTaHOBWTE.

MapameTphl YCTaHOEKM

PucyHok 2. TOTOBHOCTb K yCTaHOBKe

Bbl MOXKeTe 3anycTnTb Npouecc yCTaHOBKWM € NapamMeTpamMu no yMOYaHUIO, HaXaB
YcraHOBUTD.

YTobbI BbI6paTb YyCTaHaB/IMBaeMbl€ KOMMOHEHTbI, yKa3aTb MyTb YCTAHOBKN N HEKOTOPbIE
AONONHWUTENbHbIE NMapaMeTPbl YCTaHOBKN, HAaXXMUTE CCbIJIKY I'Iapamerpbl YCTaHOBKW.
ﬂ,aHHaﬂ onuua npejgHa3dHayeHa 4714 OMbITHbIX nosib3oBaTenen.

Ecan Ha npeablaylieM Lware Bbl HaXaan KHOMKy YCTaHOBUTb, TO neperianTe K Lwary 8. B
MPOTUBHOM C/lyyae oTKpoeTca okHO MapameTpbl ycTaHOBKW.

PyKOBO,CLCTBO nosab3oBaTenda
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% DrWeb Agent —
Pyccknid W
nﬂpEIMEprI YCTaHOBKWX
KomnoHeHTEl MyTk ycTaHOBKK JononHWTenbHele onuuK
KomnoHeHTk Pazmep
Moayns SETOMATMYECKOro OBHOBAEHMWA
o 6.10 MB
AkTyanMzauma EMpycHelx Baz v komnoHeHToe DrWeb
Crane
P 10.50 MB
MpoEepka KOMNBKTERE Ha BMPYCE No TpeBoBaHWm
SplDer Mail
P i 7.20 MB
3alKTa INEKTPOHHOR NOYTH OT BUPYCOE
AHTMCnam
_ 1.50 MB
3alKMTa INeKTPOHHOR NOYTEl OT CNama
SplDer Guard
o 204.80 KB _

PucyHok 3. MNapameTpbl ycTaHOBKM
Ha Bknagke KomnoHeHTbl 6yseT npegocTaBiaeH BbI6OP yCTaHaBANBaEMbIX KOMMOHEHTOB
Dr.Web.

YctaHoBUMTe GaaxKN HAaMPOTMB TeX KOMMOHEHTOB, KOTOPbIE Bbl XOTUTE YCTAaHOBMTb Ha BalLll
koMnbtoTep. 1o ymonyaHmto BbibpaHbl BCe KOMMOHEHTbI, kKpome bpaHamayaspa Dr.Web.

5. Ha Bknaake MyTb ycTaHOBKM Bbl MOXETe 3ajaTb Nnarnky, B KOTOpyro HyaeT ycTaHOBAEH
AreHt Dr.Web ana Windows. Mo ymonuaHuto ato nanka DrWeb, pacnono>xeHHas B nanke
Program Files Ha CUCTEMHOM aucke. [Ins U3MeHeHUs NyTM YCTaHOBKN Ha>XXMUTE KHOMKY
0630p 1 yKaxknuTe HEOH6XOAUMbBINA MyTb.

6. Ha BKJlaaKe AOI’IOIIHVITeIIbeIe onuuun Bbl MOXKETE 3a4aTb AOMONHUTE/IbHbIE HaCTpOVIKM.

PyKOBOACTBO nosb30BaTena
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% Dr.Web Agent -

Pyccknid W

MapameTpbl yCTaHOBKU

KomnoHeHThI I'I},m: YCTaHOBKH ﬂ,DI’ID.n"IHIr"ITE.n"II:rHI:-IE onuMK

BHOCWTE MEZMEHEHWA B AdHHBIE HEL—I'pDﬁKH TONBKO NOA4 PYKOBQACTEOM CNelnanicTa

[ 3aperncrpupoeats Dr.Web Agent B criMcKe yCTaHOBAEHHBIX MPOTPaMM
3anpelats IMYAALWKD AeACTEWA NONL20EATENRA

L] Aetopuzauwa

ID craHumK

Maponk
Cwatme BozmoxHo (No ymoadaHum) hd
WwndpoeaHue BozmoxHo (No ymoadaHum) h

PMCYHOK 4. AOI‘IOI’IHMTeI'IbeIe onunn nNnapamMmeTpoB YCTaHOBKU

[locTynHbl cneayrolme onumum:

¢ 3apeructpmupoBatb Dr.Web Agent B cnucke ycraHoOB/IeHHbIX nporpamMmm. [laHHas
onuusa NO3BOJIAET, B TOM YMCe, OCYLLECTBAATL yia/leHVe U M3MeHeHe KOMIOHEHTOB
nporpammbl Dr\Web ¢ nomoupeto MNMaHenu ynpasaeHna Windows.

¢ 3anpew,aTtb 3MYAALMIO AeCTBMIA NoNb30oBaTens. [103BoIAeT NpesoTBPaTUTh
N3MeHeHusa B HacTporikax Dr.Web, nponssoanmbie CTOPOHHUMU NPOrPaMMHbIMU
cpeacTBaMu. B Tom uncne Byaet 3anpeLLeHo UCMOoHEHME CKPUMTOB, IMYAUPYHOLLMX
paboTy knaBmaTypbl U MbilwK B okHax Dr.Web (Hanpumep, ckpynToB ana n3MeHeHua
HacTpoek Dr\Web v apyrux aenctBuin, HanpaBaeHHbIX Ha n3MeHeHne paboTtbl DrWeb).

e [lns aBTOpM3aLMM Ha cepBepe LIeHTPaIM30BaHHON 3aLWmThl BPYUHYH akTUBUPYNTE
dnaxxok ABTopusauums. [lanee Heob6xoaMMO 3a4aTb NapameTpbl aBTOPM3aLMK CTaHLMM:

o ID ctaHUMM — naeHTUPMKaATOP CTaHLMKN Ha CepBepE;
o Maponb — napob 418 AOCTyna K cepsepy.

Mpuy 3TOM CTaHUMS NOAYYMT AOCTYN 6€3 pyYHOro NOATBEPXKAEHMA aAMUHUCTPATOPOM Ha
cepBepe.

B Bbinagarowmx cnmuckax COxkartme n WnppoBaHme 3ajaliTe COOTBETCTBYHOLLME PEXMMbI AN15
Tpaduvka mexay cepsepom n DrWeb.

PyKOBO,CLCTBO nosab3oBaTenda
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[ns coxpaHeHVA BHECEHHbIX U3MeHeHn HaxmuTe OK, nocne yero HaxxmuTe KHOMKY
YcTraHOBUTD.

HauHetcs yctaHoBka Dr.\Web. BmewaTtenbctBo nonb3oBatens He Tpebyetcs.

8. lMocne 3aBepLIeHNs YCTaHOBKM NporpaMmMa coobwmT o HeobxoAMMOCTM nepesarpy3nTb
kKomnbtoTep. Haxxmute kHonky Mepesarpy3utb ceiuac.

YcraHOBKa B pe)Xume KOMaHAHOW CTPOKM

[Ans 3anycka yctaHoBkn Dr.\Web B pexxvme kKOMaHAHOW CTPOKM nepenaunTe B nanky, rae
PacrnosioXeH ANCTPUOYTUB, NOCAe Yero BBeANTE UMSA UCNONHAEMOro daina ycTaHOBKM
(drweb-13.0.0-xxxxxxx—-esuite-agent-full-windows.exe) C HEOOXOANMbIMU
napameTpamu.

MoAHbBIM CANCOK MapameTpoB KOMaHAHOW CTPOKM A1 MHCTAANALMOHHBIX MaKeTOB MpuBeseH
B [1punoxenunn A.

3.2. YcTaHOBKa Npy NOMOLLU NepCcoOHaIbHOro
MHCTaNINALVOHHOrIO nakerta

Mpw ycTaHOBKE NpPOrpamMmbl NPY NOMOLLM NEePCOHANBHOrO NHCTANNALNOHHOrO nakeTta
NPOM3BOANTCA YCTaHOBKA MPOAYKTa NO CETH.

MepcoHanbHbIV MHCTaNNALMOHHbBIV MakeT BkAtoYaeT B ceba nHctannatop AreHta Dr\Web u
Habop napameTpoB noaxntoueHus k cepeepy Dr.Web v aBTopusaumm ctaHuumn Ha cepsepe
Dr.Web.

YcraHoBKa B peXxxnme Mactepa yCTaHOBKMU

CnesyinTe ykazaHWsAM NporpamMmmbl yCTaHOBKM. Ha ntobom ware Ao Hauana KoNMpoBaHuWs
$annoB Ha KOMMbIOTEP Bbl MOXETE BbIMOAHUTL CleAytoLLee:

e 4TO6bI BEPHYTLCA K NpeapblAyLLEeMY Lary NporpaMmmbl YCTaHOBKM, HaxkmuTe KHonky Hasap,
e 4TO6bI NEPENTN Ha CAeAYHOLLMIA AT NMPOrpaMMbl, HaXmMuTe KHonky fanee;

e UTOObI npepBaTtb YCTaHOBKY, HAXXMWUTE KHOMKY BbIXOA.

Yr106b1 ycTaHOBUTL Dr.Web

1. 3anyctnte MHCTaNNALMOHHBLIN NakeT drweb ess windows <mMsa CTaHLMKM>.EXe,
nofy4YeHHbIN OT agmuHmcTpatopa. Otkpoetca Mactep yctaHosku Dr.Web.

| Ecnv Ha pabouein ctaHLmKM y>Ke YCTaHOBJ/IEHbI aHTVBUPYCHbIE MporpamMmMbl, To Mactep

A\ YCTaHOBKM MPeAnpUMET MOMbITKY UX YAaauTb. ECIM nonbiTka OKaXeTcs HeyAauHoW, Bam b6yaeTt
Heob6X0AMMO CaMOCTOATENBbHO YAANUTb UCMOb3yeMOe Ha pabouyeli CTaHUWM aHTMBUPYCHOE
nporpammHoe obecneveHve.

PyKOBO,CLCTBO nosab3oBaTenda
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% DrWeb Agent

Bnharogapum Bac 3a Bbibop Dr.Web Agent 13.0

Dr\Web Agent ofecnedyneaeT MHOMOYPOBHEBYHD 2aLUWTY CMCTEMHOR NaMATK, HECTKWY AWCKOE
M CHEMHEIX HOCMTENER OT NPOHWMKHOEEHWIA BEWMPYCOE, PYTKWTOE, TROAHCKMY NpOorpamMm,
WAMoHCKOro 1 peknamHoro MO, xakepokux yTUAKMT 1 PazAnMYHEX EpeioHOCHEY O00BeKToE 13

NHBkIX BHELWHMYE MCTOYHWKOE.

lanee Brixog

Pyccknid W

PucyHok 5. Mactep yctraHOBKMU

2. Haxmute Oanee.

3. Ha cnegytowem ware Mactepa yKkaxkumTte nyTb K OTKPbITOMY KAtOUY LUNPPOBaHMA
(drwcsd.pub) nam ceptudukaTy € pacliMpeHmnemM . pem, PacnosoXeHHOMY Ha BalleM

KOMMbHOTEPE.

PyKOBO,CLCTBO nosab3oBaTenda
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% DrWeb Agent

CcepTUhKUKaTY.

Hazan

OTKPBITEIR KAKY MAK CepTUdKaT

Hanee

YKaXKute oTKpPbITbIA KAHOU UAKN cepTUdmkar

Y106 yeraHoeuTe Dr.iWeb Agent, eam HeofxoaMMo yKazaTe MyTe K OTKPEITOMY KAKIYY MK

ChUsers\user\Desktop\certificate_42400fde-1ad7-49F1-b043-1¢ OBzop...

I'Ipm HeoDXO4MMOCTH Bkl MOXETE MEMEHWTE NapaMeTREl NOLKNKYEeHWMA CepeepRa
LLEHTpEﬂHE‘-DElEHHDﬁ 3aUNThI.

Brixog

Pyccknid W

PucyHok 6. Yka3aHue OTKpbITOro k/roua unm ceprudpmkara

4. Tpy He0bXOANMOCTM Bbl MOXETE M3MEHWUTL NapaMeTpbl MOAKIFOUEHUS K CepBepy
LLeHTpasM30BaHHOW 3aLmnTbl. [ns 3TOro nepenante No COOTBETCTBYHOLEN CChIJIKE.
OtkpoeTcs okHo MapameTpbl coeguHeHus. [1pn ycTaHOBKe NpU MOMOLLM NEPCOHaIbHOTO
MHCTa/NSLMOHHOrO NakeTa BCe NapaMeTpbl COeAMHEH S YXKe yKa3aHbl.

f E HacrosatenbHo peKkomMeHayeTca HN4ero He MeHATb 6e3 cornacoBaHus ¢ AAMVHUCTPATOPOM

Ballei aHTMBMPYCHOM CeTu.

PyKOBO,CLCTBO nosab3oBaTenda

26



AT 7
-‘ﬂ

-
~

\i

YctaHOBKa, U3MEHEHUE U yaa/ieHne nporpavmmbl | 27

% Dr.Web Agent -

Pyccknid W

napEIMETphI coeagMHEHWA

LA nonyueHWA MHGOPMALWMK O MNapamMeTpax NoLKIHYEHWA K CEPEEPY LeHTPANMI0EaHHOM
3AUWTE 0BPATUTECE K CUCTEMHOMY 3AMWUHWCTRATOPRY.

CepeEep UEHTPANMZ0BAHHOM 2aLLLAThI

HaiATi
PyuyHan aeToprzauna Ha cepeepe
1D cTaHumK
I'IapDJ'II:. s eBeRBRRBRR
CaTtme BozmoxHo (No ymoadaHum) A
WwndpoeaHue BozmoxHo (No ymoadaHum) h

PVICYHOK 7. YcTraHOBKa NnapameTpoB coeAnHEeHNA C cepBepoM Ll,eHTpal'IVIBOBaHHOﬁ 3aliuTbI

i|§ [Ans nonyyeHvs nHGopMaLym o napameTpax NOAKIHOUEHMS K CEpBEPY LiIeHTPaIM30BaHHON
3aluTbl 06paTUTECH K aAMUHUCTPATOPY.

B none CepBep LeHTpanin3oBaHHOW 3aLLUTbl Bbl MOXETe 3ajaTb CETEBOM ajpec cepBepa,
C KOTOpPOTo ByzAeT Npon3BoaUTLCA ycTaHoBKa Dr.Web. Mo ymonuyaHumio B nosie ykasaHbl
faHHble cepBepa, Ha KOTOPOM Obln CO3/aH YCTaHOBOYHbBIN daia. s nomncka akTUBHbIX
CEepBEPOB M yKa3aHUs NapaMeTpoB Noucka HaxxMmute kHonky Hautu.

[Ans BapvaHTa py4yHOW aBTOpM3aLMK Ha CepBepe akTUBUPYIMTe COOTBETCTBYHOLLMIA GadKOK.
[Janee HeobxoaMMO 3a4aTb NapaMeTpbl aBTOPU3aLMN CTaHLMK:

e ID cTaHUMKN — NAEHTUPMKATOP CTAHLMM Ha CepPBepE;
¢ Maponb — naponb Ans fAOCTyna K cepBepy.

Mpw 3TOM CTaHLMA NOAYYNT AOCTYN 6e3 pyyHOro NOATBEPXKAEHMA aAMUHNCTPATOPOM Ha
cepBepe.

PyKOBO,CLCTBO nosab3oBaTenda
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| Mpw yctaHoBke Dr.Web npu nomoLwm yctaHoBouHoro daina, cosgaHHoro B LieHTpe
ynpaenerus Dr.Web, noss ID craHumm 1 Maponb Ans BapuraHTta py4yHON aBTOpM3aLImm
3aMoJIHAOTCA aBTOMATUYECKW.

B Bbinagarowmx cnmuckax COkartme n WnppoBaHme 3ajaliTe COOTBETCTBYHOLLME PEXMMbI A5
Tpaduvka mexay cepsepom n DrWeb.

ﬂ,}'lf-l COXpaHeHUNA BHECEHHbIX N3MEHEHWNI HaXMUNTe OK, nocne yero HaxxmuTte ﬂ,anee.

f E Ecnn coegnHeHne He YCTaHOBAEHO, NPOBEPbLTE MO CCbIZIKE CETEBbLIE MapaMeTpbl n/vinu
S NOBTOPWUTE MOMbITKY MOAKNHOYEHUA, HaXaB COOTBETCTBYHOLLYHO KHOTIKY.

5. I'Ipm yCcnewHOM NoAKNHYEHUN K CEPBEPY LI,eHTpafII/I3OBaHHOI‘/JI 3alnTbl OTKPOETCA OKHO C
COO6LLI,eHVIeM O FOTOBHOCTK K YCTaHOBKe. Bbl MmOXeTe 3anyCcTnTb Npouecc yCTaHOBKU C
napamMeTpaMmn no yMOoa4aHWKO, Ha>aB KHOMKY YcTaHOBUTD.

% DrWeb Agent —

Pycckmid  w

Cuctema rotoBsa K yctaHoBke Dr.Web Agent 13.0

¥eraHoeka Dr.Web Agent 13.0 Ha KomnNeHOTEpR € ApYTOA AHTMEMPYCHOR NPOrpaMMoi AW
MEMCETEELIM IKPAHOM MOXKET NMPWEECTH K HEMPELCKAZYEeMEIM NOCISLCTEMAM (BKIHIYAA OTKAS
cMcTemMel 2amTel). Ecnn nogobHan nporpamMma yoTaHoOBAEHE, HAXMWTe KHonky Beixod,
uToBEl NPEPEATE YCTAHOEKY, YAANWMTE AHTMEWMPYC MW MEXCETEBOR 3KPAH W 23HOBO 2anycTuTe
Macrep ycraHoekm Dr.Web Agent 13.0.

Eciv Bbl YEEPEHBI, UTO HA KOMMBHITERE HE YCTAHOBNEHO APYTMY AHTUMEWMPYCOE, HAXMKUTE
KHOMKY YCTaHOBWTE.

MapameTphl YCTaHOEKM

YcTtaHoBUTE Brixog

PucyHok 8. l0TOBHOCTb K yCTaHOBKe

UYTobbI BbIGPaATh YCTaHaBAMBaEMble KOMMOHEHTbI, yka3aTb MyTb YCTAaHOBKM U HEKOTOPbIE
AOMNONHUTENbHbIE MapaMeTpbl YCTaHOBKM, HaXMuUTe cCbinky MapamMmeTpbl ycTaHOBKW.
[JaHHaa onumnsa npeAgHa3HayveHa ANA OMNbITHbIX MOJb30BaTENEN.

PyKOBO,CLCTBO nosab3oBaTenda
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6. Ecnv Ha npeablayLiem Liare Bbl HaXaan KHOMKY YCTaHOBUTb, TO nepenanTe k wary 9. B
NPOTUBHOM C/y4ae oTKpoeTcs okHO MapameTpbl ycTaHOBKW.

% DrWeb Agent —

Pycckmid  w

MapameTpbl yCTaHOBKU

KoMnoHeHTkI I'I},m: YCTaHOBKH ﬂ.DI’IDﬂHHTEﬂbeIE onuMK

KomnoHeHTk Pazmep

Moayne aeTomaTMueckoro ofHoOBAEHWA
6.10 MB

ArTyanmzauma eMpycHelx Gaz v komnoneHToe DriWeb

Cranep

MNpoBepka KOMMBKOTEPA Ha EMPYCHl Mo TpeBoBaHWK

10.50 MB

SplDer Mail

3aLLMTa INEKTPOHHOW NoYTkl OT BUPYCOE

AHTHUCNEM

JawmTa 3J'IEK_FICIHHCIF1 noYyTel OT CNamMa

=
fu
o
=
55

1.50 MB

SplDer Guard

AT A AR AM ATARS M AR AR AN U AL LS O S A

PucyHok 9. MNapameTpbl ycTaHOBKU

20480 KB

Ha Bkiagke KomnoHeHTbI 6yaeT npegocTaB/ieH BblIOOp ycTaHaBAMBaEMbIX KOMMOHEHTOB
Dr.Web.

YctaHoBUTE GNaxky HanpoTUB TeX KOMMOHEHTOB, KOTOPble Bbl XOTUTE YCTAHOBUTb Ha Ball
KomnbtoTep. 1o ymonyaHuio BbiOpaHbl BCe KOMMOHEHTLI, KpoMe bpaHamayapa Dr.Web.

7. Ha Bknagke MyTb ycTaHOBKM Bbl MOXeTe 3aaTb Marnky, B KOTOPYH OyAeT ycTaHOBAEH
AreHt Dr.Web ana Windows. [1o ymonuaHuto 310 nanka DrWeb, pacnonoxeHHas B nanke
Program Files Ha CUCTEMHOM auncke. [Insa n3MeHeHMa NyTM YCTaHOBKN HaXXMUTE KHOMKY
0630p 1 yKaxkmTe TpebyeMblin NyTb.

8. Ha Bknagke [lonosHuUTeNbHbIE ONLMK Bbl MOXETe 3aAaTb AONOAHUTENbHbIE HACTPOWNKN
ANA yCTaHOBKM nporpaMmmbl Dr.Web.

PyKOBO,CLCTBO nosb30BaTena
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% DrWeb Agent —

Pyccknid W

MapameTpbl yCTaHOBKU

KomnoHeHThI I'I},m: YCTaHOBKH ﬂ,DI’ID.n"IHIr"ITE.n"II:rHI:-IE onuMK

Cozpate Apneik anA CkaHepa Ha pabouem crone
Cozpate rpynny B MeHk «lTycks
[ 3apeructpupoeate Dr.Web Agent B cricke YCTaHOBAEHHBIX NPOTrPaMm

3anpelats IMYAALKMKD AeACTEWA NONL20EATENRA

[aHHaA onunA No2e0AAET NPEAOTERATUTE M3MeHeHKMe HacTpoek DriWeb cropoHHMMK
nporpammani. OBpaTiTe BHUMaHWe, J4TO HeKoTopbIe NporpamMmel 408 YAaneHHoro
gocryna ByayT 2abfnoKupoBaHsl.

PucyHok 10. /lononHuUTeNbHbIe ONLMM NapaMeTpoB YCTaHOBKM

Mpwn HeobxoanmocTn akTuBmpymnTe daaxok 3apeructpupoBartb Dr.Web Agent B cnucke
yCTaHOBJ/IEHHbIX nporpamm. [JaHHasa onunsa NO3BOASET OCYLWEeCTBAATb YaaleHUe u
M3MeHeHne KOMNOHeHTOB NporpaMmbl Dr.Web ¢ nomoupto MNaHenn ynpasaeHmns
Windows.

Onuwns 3anpew,aTtb IMYIALUIO AEUCTBUWA NOJIb30BaTeA NO3BOIAET NPejoTBPaTUThL
M3MeHeHns B HacTporkax Dr.Web, nponsBoavMble CTOPOHHMMM MPOrpaMMHbIMMK
cpeactBaMu. B Tom uncne 6yaet 3anpeLeHo NCNOAHEeHME CKPUNTOB, SMYANPYHOLWMX paboTy
KnaBnaTypbl U MbilK B OkHax Dr.Web (Hanpumep, ckpunToB 418 U3MeHEeHUs HacTpoek
Dr.Web v apyrux aerictBuin, HanpaBaeHHbIX Ha M3MeHeHue paboTtbl Dr.Web).

[na coxpaHeHns BHECEHHbIX M3MeHEHMI HaxxmuTe OK, nocsie yero HaxxmumTe YCTaHOBUTb
9. HauHeTtca yctaHoBka Dr.Web. BmeluatenbcTBo nonb3oBatens He Tpebyetcs.

10.Mocne 3aBepLUeHNS YCTAHOBKMN MacTep COOBLMT O HeOBXOAMMOCTIN Nepe3arpy3nTb
KomnbtoTep. Haxxmute kHonky Mepesarpy3utb ceryac.

PyKOBO,CLCTBO nosab3oBaTenda
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YcraHoBKa B pexxume KOMaHAHOﬁ CTPOKMU

Ansa 3anycka yctaHoBku Dr.Web B pexxume koMaHAHOM CTPOKY NepenanTe B nanky, rae
pacrnofoXeH ANCTPUBYTMB, MOCIe Yero BBeAUTE UMS UCMONHAEMOro daiina ycTaHOBKM
(drweb_ess windows <mMs craHUmu>.exe) C HEOBXOAMMbIMU NapameTpamu.

MOAHbIN CNNCOK NAapaMeTPOB KOMaHAHOW CTPOKWU AN MHCTaIALMOHHBIX MaKeTOB NpuUBeAEH
B [lpuaoxeHuu A.

Owwmbka cnyx6bl BFE npu ycraHoBKe nporpammbl Dr.Web

Ans GyHKUMOHNpPOBaHMA HEKOTOPbIX KOMMOHEHTOB nNporpaMmMbl Dr.Web Heobxoanmo
Haanume 3anyLeHHoW cnyxbbl 6a3zoBoro moayns ¢unbtpauunm (BFE). B cnyyae ecnim gaHHas
cnyxba oTCyTCTBYET MM NoBpexaeHa, yctaHoBka Dr.Web 6yaet HeBo3mo>Ha. lMoBpexaeHmne
nan otcytcteue cnyxxbbl BFE MOXeT yka3biBaTb Ha Haanume yrpo3 6e3onacHoCTX Ballero
KOMMbroTepa.

Ecnv nonbiTka ycraHoBKM nporpammbl Dr.Web 3aBeplumnnack ¢ owumnbkoun cnyx6bi BFE,
BbINOJIHUTE C/leAyioLLne AeUCTBUA:

1. TpockaHupyriTe CUCTEMY CTaHLMM NpKU NoMoLm nevatten ytuantel CureNet! ot komnaHum
«[lokTtop Beb». Bbl MOXeTe 3anpocunTb AEMOHCTPALMOHHYIO BEPCUIO YTUAUTBI (AMarHoCcTunka

6e3 PyHKUMN neyeHns) no agpecy https://download.drweb.com/curenet/.
O3HaKOMUTLCA C YCIOBUAMMN UCMOb30BaHNSA M CTOMMOCTbIO MNOJAHOM BEPCUMN YTUAUTBI Bbl

MoXeTe no agpecy https://estore.drweb.com/utilities/.

2. BoccraHoBuTe cnyx6y BFE. Jna onepaunoHHbix cnctem Windows 7 v Bbllle Bbl MOXeTe
BOCMoNb30BaThCa yruanton 4 gas yctpaneHus npobaem B pabote 6paHamayspa ot
komnaHun Microsoft. Ha onepaumoHHbix cuctemax Windows Server BpyuHyto 3anyctuTte
nnn nepesanyctute cnyxby BFE. Ecam 3anyctutb cnyx6y BFE He yaanoch nam cnyxba

OTCYTCTBYET B CNUCKe, 0OpaTUTECh B CIYXKOY TEXHNYECKOW NoaAep KK koMnaHun Microsoft
d.

3. 3anyctute MacTtep yctaHoBku Dr.Web 1 npounsBeanTe ycTaHOBKY COrNacHO LUTaTHOWM
npoveaype, NpnuBeAeHHON BbILLE.

Eciv npobnema He ycTpaHeHa, 0bpatntech B Cy>KOYy TEXHNUYECKOW MOAAEP>KKMA KOMMNaHUM
«[lokTop Beb».

3.3. 13meHeHMe KOMMNOHEHTOB NpPorpamMmbl

f E VI3mMeHeHVe KOMMOHEHTOB nporpamMmbl BO3MOXHO, €CN agMUHUCTPAaTOP aHTMBMpyCHOVI cetn
- AaJl Ha 3TO pa3peLlieHne.

PyKOBO,CLCTBO nosab3oBaTenda
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N3meHeHVe KOMMOHEeHTOB NpOorpaMMBbl OCyLLecTBAAeTCA Yepe3 MacTep yaaneHns/m3meHeHns
KOMMOHEeHTOB. Bbl MO>XeTe oTKpbITb MacTep yaaneHns/M3MeHeHNa KOMNOHEHTOB ABYM#A
cnocobamu:

e NPV HaNNUMK YCTAaHOBOYHOTO darina 3anycTuTe ero;

e 13 lMaHenn ynpasneHma Windows:

1. Mepengnte B pasgen MaHenn ynpasneHns Windows, NOCBALWEHHbIN yCTaHOBKE U
yAANEHUIO NPorpamMm.

2. B cnucke yctaHoBAEeHHbIX Nporpamm Bbibepute ctpoky Dr.Web Agent.

3. Haxxmute kHonky M3meHuUTb.

Y106bI yAaanTb WinN AOGaBMTb KOMMOHEHTbI

1. B okHe Mactepa yaaneHna/m3MeHeHnss KOMMOHEHTOB HaXXMnTe MI3MeHUTb KOMMNOHEHTbI:

% DrWeb Agent —

Pycckmid  w

YaaneHne nam nameHeHme KOMNOHEHTOB nporpaMmbl

Dr.Web Agent
-o— W3MeHUTe KOMMNOHEHTLI
-_— = B
-0— MzmMeHMTE KOMOOHEHTSI dHTHMEWMDYCHOM 3alllMTh DrWeb B cOOTBETCTEWK C

BaLLUMMIA I'ICI_FIEEIHDI_'_HP.-M.

IO BocctaHOBUTL Nporpammy

BoccTaHoBMTE aHTMEMpYCHYHD 2awuty DriWeb Ha Bawem koMmnsoTepe.

]ﬂ[ Yaanutb nporpammy

¥Yaanute aHTMEMpycHYO 2awmTty DrWeb c eawero komneroTepa.

OTMEHWTE

PucyHok 11. Macrep yaaneHus/msmeHeHMA KOMMNOHEHTOB

2. B oTkpbiBLIEMCA OKHEe yCTaHOBUTE BIa>kKkn HaNmpPOTUB KOMMOHEHTOB, KOTOPble XOTUTe
A06aBUTb, NMBO CHUMUTE BNAXKKN HANPOTUB YAaNAEMbIX KOMMOHEHTOB.

3. Haxmute MNMpumeHUTb.

PyKOBO,CLCTBO nosab3oBaTenda
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B okHe MacTepa yaaneHua/M3mMeHeHNa KOMMOHEHTOB NPOrpamMMbl Takxke AOCTYMHbI
cnesyroLime onuun:

e BocctaHOBUTBL Nporpammy, ec/iv HEOH6XOAMMO BOCCTAHOBUTb aHTUBUPYCHYHO 3aLLUMTy Ha
BalleM KoMMbroTepe. 3Ta GyHKLMA NPUMEHSETCA B TOM C/lyyae, KOrJa HeKoTopble 13
KOMMOHeHTOB nporpammbl Dr.Web 6bian noBpexaeHbl.

° YAaI'IMTb nporpamMmmy, yToObI VAdJINTb BCE YCTAHOBJIEHHbIE KOMMOHEHTbI.

3.4. YpaneHue n nepeyctaHOBKa NporpaMmmbl

i'i [ns BO3MOXHOCTU NoKanbHOTO yaaneHusa Dr.Web gaHHas onuma gosixkHa ObiTb paspeLleHa
aAMUHNCTPATOPOM Ha CepBepe LeHTpaiM30BaHHON 3aLuThl.

Mocne ypanenns Dr.Web Baw komnbtoTep He 6yaeT 3aluuLLEH OT BUPYCOB U APYruX
BPeAOHOCHbIX MPOrpamMm.

Yaanenue Dr.Web n3 NaHenun ynpasnenna Windows

' [JlaHHbIi MeTOA yAaneHns JOCTyNeH TONbKO B TOM Ciy4vae, eciv ¢ nomoLbio Mactepa
yCTaHOBKM 6bln ycTaHOBAEH dpaaxok 3apeructpupoBatb Dr.Web Agent B cnucke
yCTaHOBJIEHHbIX NporpaMmm.

Ecnv Dr.Web 6bin yctaHOBEH B GOHOBOM pexume, TO yaaneHne Dr.Web wtaTtHbIMK
cpeAcTBamMy ByaeT AOCTYMHO, TOJIbKO €CN NPW yCTaHOBKE Obla UCMO/Ib30BaH KAOY —
regagent.

Mpwn HaANYMM YyCTaHOBOYHOTO daiina Bbl MOXeTe NpPOnycTuTh Wwaru 1-3. 3anyctute
YCTaHOBOUYHbIN Gaiin 1 nepenaute K Lwary 4.

Ans yaanenuns AreHt Dr.Web ans Windows 3anyctnte KOMMNOHEHT yAaneHnsa nporpaMmm
onepaunoHHou cuctembl Windows.

1. B oTkpbIBLIEMCA CNMUCKe BbIbepuTe CTPOKY C Ha3BaHMEM NporpamMmbi.
2. Haxmute KHONKy Yaanuteb.

3. B okHe CoxpaHsemble napamMmeTpbl ycTaHOBUTE daXKKK HaNpPoOTUB TOrO, YTO criedyeT
COXpPaHWTb Nocse yaaneHusa nporpammbl. CoxpaHeHHble 06beKTbl U HACTPOWMKN MOTYT
MCNOAb30BaTbCA MPOrpPaMMON NPV MOBTOPHOW ycTaHOBKe. [10 ymoiyaHuto BbibpaHbl BCe
onuun — KapaHTtuH, Hactpoiiku Dr.Web Agent v 3awuuiaembie konum ¢painnos.
Haxxmute kHonky fanee.

4. B cnepyrollemM OKHe AN NOATBepXAeHWA yaaneHna DrWeb HaxmunTe kHOMKy Yaanutb.

ViameHeHWA BCTYNAT B CUAY NOC/IE rnepesarpyskm Komnbrotepa. lNMpouecc nepesarpysku
MOXHO OT/IOXMNTb, Ha>kaB KHoOMKy Mepe3arpy3sutb nosxe. HaxxmuTe

kHonky Mepe3arpy3uTb ceiiuac 419 HEMeANEHHOrO 3aBepLUeHMA NPoLeaypbl yaaneHns
NNV N3MEHEHNA coCcTaBa KoMmnoHeHToB Dr.Web.

PyKOBO,CLCTBO nosab3oBaTenda
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YaaneHue B pe)xume KOMaHAHO CTPOKM

Ana ynanenna Dr.Web B pexxume KOMaHAHOW CTPOKM BBEAUTE UMSA UCNOAHAeMOro danna
(win-es-agent-setup.exe) C HEOHXOAMMBIMUW MapaMeTpamMu.

| daiin win-es-agent-setup.exe pa3melleH B nanke C: \ProgramData\Doctor
Web\Setup\.

Hanpumep, npwu 3anycke cneaytolleit KomaHapl 6yaeTt nposeseHo yaaneHve Dr\Web B
GOHOBOM pexxnme 1 NpoBeseHa nepesarpyska:

win-es-agent-setup.exe /instMode remove /silent yes

Mepeycranoeka Dr.Web

1. MonyunTe y aAMMHUCTPATOPa aHTUBMUPYCHOM CETU aKTyallbHbIN MHCTaNNALNOHHbIA MakKeT.
Ypanute NnpoaykT, Kak ONMcaHo Bbllle.

Mepe3arpy3unte KOMMNbIOTEP.

M W

3aHOBO yCTaHOBUTE NPOrpPaMmy, UCMOb3Yys MONYYEHHbIA MHCTAANALMOHHBIN nakeT. Ha
3Tane yCTaHOBKW yKaXunTte nyTb K KNtoYeBOMYy dpaity.

5. lepe3arpysunte komnbroTEP.

PyKOBO,CLCTBO nosab3oBaTenda
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4. MeHI0 nporpamMmmbl

MNocne yctaHoBkM nporpammbl Dr.Web B o6nactb yBegomneHmin Windows gobaensetcs
3Hauok ¥, KOTOpbI TakKe OTPaXKaeT COCTOAHVE NPOrpaMmMbl. YTobbl OTKPbITE MeHto Dr.Web,
HaXkMuTe 3HauoK W, Ecm nporpamma He 3anyuleHa, B MeHto Myck packporite rpynny Dr.Web
1 BbibepuTe NyHKT LleHTp 6e30nacHoCTM.

3Hauok Dr.Web He oTobpaxkaeTcs B 061aCTV YBEeAOMIEHWH, €C/IV aAMUHUCTPATOP Ballel
aHTMBUPYCHOW CETW YCTAaHOBWA COOTBETCTBYHOLLYHO HaCTPOWKY Ha cepBepe
LieHTPaNM30BaHHOW 3aLLUThI.

B MeHto Dr.Web % Bbl Mo>xeTe yBUAETb CTATYC 3aLUMTBI, a Takke NONYUNTb AOCTYM K
OCHOBHbIM CpeACTBaM yrnpaBieHUs 1 HacTporKaM NporpamMmmei.

| I3MeHeHVe HacTpoek 1 OTK/IHOYEeHWE KaKoro-anbo KOMMOHEHTa HEBO3MOXHO, eC/M
: aAMVHUCTPATOp CepBepa LEHTPaAn30BaHHOW 3aLuThl, K KOTOpoMy noakitovaetcs Dr.Web,
He Aan pa3pelleHns Ha NPUMEHeHWe 3TUX AENCTBUIA.

[na poctyna K napamMeTpam KOMMOHEHTOB HEOBXOAMMO BBECTV MAapO/ib, €C/IVN B HACTPONKAX
Bbl BKIHOUMAN ONumMto 3awuuatb Hactpoiiku Dr.Web naponem.

Ecav Bbl 3a6b11M Mapo/ib K HAaCTpOKaM MpoAykTa, obpaTuTech K aAMUHUCTPATOpPY Ballei
aHTVBUPYCHOW ceTu.

PyKOBO,CLCTBO nosab3oBaTenda
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Dr.Web A

@ KomneroTep He 2alumiieH

—u; LenTp BezonacHocTH
l} OBHoBNEHWE
Moanepxka

OrpaH1ueHne BpeMeHn

OnoeelLeHWA cepeepa 1485

IREOREW

Q)

CamozalmTa ® ]

MoBHABHEIA pexnm

PucyHok 12. MeHto nporpammbli

MyHKTbI MeHIO NporpamMmbl

Craryc 3awWw,uTbl KOMNblOTepa. [pu Bcex paboTaroLMx KOMMNOHEHTaX NPOrpaMmbl
oTobpaxkaeTcs cTatyc KomnbroTep 3awmuieH. MNpy oTKIHOUEHUN OAHOTO UAU HECKONbKNX
KOMMOHEHTOB 3aLmThl CTaTyC MeHseTcs Ha KomnbroTep He 3awuueH.

LieHTp 6e3onacHocTu. OTKpbIBAET OKHO C OCTYNOM K OCHOBHbIM HAcTpOWKaMm, napameTpam
KOMMOHEHTOB 3aLUMTbl, B TOM Yncae KOMNOHeHTy ODUCHBIN KOHTPOb, N UCKIOYEHUAM.

O6HoBneHMe (NosBAAETCA TONbKO Npu pabote Dr.Web B MobunbHoM pexume). MiHdopmaums
06 aKTyanbHOCTV BUPYCHbIX 6a3 1 BpeMeHn nociesHero obHoBaeHMA. 3anyckaeT
ObHOBNEHNE KOMMOHEHTOB MPOrpaMMbl U BUPYCHbIX 6a3.

MNoppeprkka. OTKpbIBaeT OKHO MOAAEPKKY.

OrpaHuuyeHne BpemMeHU (MoABASETCA NPU BKAKOYEHHOM OMUUN OfPaHUYEHNS BPEMEHU
paboTbl 38 KOMMbIOTEPOM U B MHTEpHEeTe KOMMoHeHTa OPUCHBIN KOHTPOb). KpaTkas
nHbopMaLma 06 orpaHMUeHnsaX paboTbl 338 KOMMBKOTEPOM M B MHTEPHETE, a Takoke O
ANNTENBHOCTU NepepbiBa NPU UHTEPBAJIbHOM OFPaHUYEHNN.

OnoBeleHus cepBepa (MosBAAETCA NPU HAIMUMN OMOBELLEHWNI, @ TaKXKe MPU BKIKYEHUN
COOTBETCTBYHOLLEN onumm Ha cepBepe). OTKpbIBaeT OKHO MPOCMOTpPa ONOBELLEHNIN CePBEePa.

PyKOBO,CLCTBO nosab3oBaTenda
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Camo3sawumra (noasasetca npu oTkitoveHnm Camo3sawmTel). C NOMOLLBHO MepekroyaTtena Bbl
MO>eTe CHOBa BK/IOUMTb Camo3aLumTy.

CraTtyc noakntoueHus K cepepy. CtaTyc oTobpaxaeTtcs, TONbKO eC/v B AaHHbI MOMEHT
CTaHLMA He NoAKNtoUeHa K cepBepy. Mpu ycnewHoOM NOAKAOYEHMM CTATYC B MEHIO He
oTobpaxkaetcs.

Bcero 0T06pa>|<aeTcs-| NATb CTAaTyCOB!:

O603HaueHne Cratyc

e CTaHUMs OXMAaeT NoATBEePXKAEHNS Ha cepBepe

e MoOUNbHBIV pexum

e [oAK/IOUEHNE K CEPBEPY LEHTPAIM30BaHHOM 3aLLUThI
@ e HeT coeanHeHuUs C cepBepom

e OlwnbKa coeanHeHs

KHonka Jlenta yseaomnenuii & OtkpbiBaeT OkHO JleHTa yBEJOMEHNIA.

Bo3mo>KHble COCTOAHUA nporpamMmbl

3Hauok Dr.Web oTpaxkaeT TekyLlee cOCTOAHWE NPOrpaMmbi:

3Hauok Dr.Web OnucaHue

W Bce KOMMNOHeHTHI, HeO6XOAI/IMbIe ANA 3allnTbl KOMMNbHOTEPA, 3anyLleHbl U pa6OTa}OT
npaBwabHO, COegnHEHME C CEPBEPOM Ll,eHTpaJ'II/IBOBaHHOf/‘I 3alinTbl YCTAaHOBAEHO.

¥ Camo3saluta wiv xoTs 6bl OAWH U3 KOMMOHEHTOB OTK/IHOUeHb! IMBO BMPYCHble Ha3bl
ycTapenw, uto ocnabaseT 3alluTy aHTUBMPYCa 1 KOMMbIOTEPA; MO0 OXuaaeTcs
COefiHeHVe C CePBEPOM, HO elLé He YCTaHOBEHO. BO3MOXHO, cepBep OTKAOHMA
NoAKNtOYeHNe pabouert CTaHLUWM Uv OTKasas B AOCTyrMe K CBOUM Pecypcam.
Binroumte Camo3alLmTy Uin OTKIHOYEHHbIA KOMMOHEHT, JOXAUTECH COEANHEHUs C
CepBepOM uAn 06paTUTECH K a4MUHUCTPATOPY Ballel aHTVBUPYCHOW CeTh, ecau
CoefiMHeHVe He yCcTaHaB/MBaeTCs.

i OxunpaeTca 3anyck KOMMOHEHTOB Moc/ae CTapTa OnepaLyiOHHOM CUCTEMDI, AOXKANTECH
3anycka KOMMOHEHTOB MporpamMmbl; 1M60 B MpoLecce 3anycka OAHOTO M3 KNHOYEBbIX
komnoHeHToB Dr.Web Bo3HMKNa OWwMbKa, KOMMbIOTEP HAaXOAMTCSA MOJ YrPO30M
3apaxkeHus. ECiv MKoHKa He M3MEeHUTCS, 0bpaTUTeCh K aAMUHUCTPATOpPY Ballel
aHTUBUPYCHOW CeTH.

L) B zaHHbI MOMeHT CkaHep NMPOBOAWT NPOBEPKY.

PyKOBO,CLCTBO nosab3oBaTenda
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5. LleHTp 6€30nacHOCTM

LLeHTp 6e30macHocTn

OkHo LleHTp 6e30nacHOCTU MpeAoCTaBAsEeT JOCTYN KO BCEM KOMMOHEHTaM, MHCTPYMEHTaM,

CTaTUCTUKE U HaCTpOVIKaM nporpamMmmMebl.

Yr1o6bI NepenTn k okHy LleHTp 6e3onacHocTH

1. OTkpoiite MeHio DrWeb .

2. BbibepuTte nyHkT LheHTp 6e30nacHoCcTL.

YT106b1 NepeiiTn K okHy LleHTp 6e3o0nacHocTu us meHto Myck

1. B meHro Myck packponTe rpynny Dr.Web.

2. Haxmute LieHTp 6e30nacHOCTM.

¥ Uentp Besonacrocu - O X
LeHTp 6e3onacHoctu  Cratuctuka & O 0
@ Dr.Web: KomnsroTep 3aumuieH
daiinbl n ceTb lNpeBeHTMBHag zawuTa
E Mpoeepka GalinoBOK CMCTEME! K 3aLLMTa KoHTpons aKTUEHOCTHM CTOPOHHMX
OT CETEELIX yIPO32 MPWUACKEHW A
YcrpoiictBa O¢ducHbIN KOHTPOAb
E Hacrpoiika npaewna goctyna K ycTporcTeam g'-gl KoHTpoas A0CTYNa K KOMMBKTERY, CETH
WHTepHert, dainam 1 nankam
MeHeaxkep kapaHTWHa oo WNcknrovenma
% MpocmoTp W YyNpaeneHe oBHapYXeHHBIMK om VicknodeHMA M2 NPOEEPKK KOMMOHEHTAMMK
Yrpozamm 2alWLMTEI
A
HaxmuTe, 4ToBel 3aNpETHTE M3MEHEHNA @

PucyHok 13. OkHo LieHTp 6e3onacHocTn

Fpynnbl HacTpoek

13 0CHOBHOro okHa npesocTaBaAseTca AOCTYN K CAeAyroWwmnM rpynnam HacTpoek:

e OcHOBHas BKJ1ajKa L',EHTP 6e3onacHoCcTH — A0CTyNn KO BCEM KOMIMOHEHTAM 3allUNTbl A

NHCTPYMEHTaM:

o Qanaibl U CeThb;

o [lpeBeHTVBHAA 3alInTa;

PyKOBO,CLCTBO nosb30BaTena
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LLeHTp 6e30macHocTn

o YCTPOWCTBa;
8 ODUCHBIN KOHTPOJIb;

o MeHezXep KapaHTUHA;
o VcknroyeHus;

° BKJ'IaAKa Cratnuctnka — CTaTUCTUKA MO OCHOBHbIM COObITUAM pa6OTbI nporpamMmmebl,;
e KHonka {é} B BerHem 4acCT OKHa — A0CTyn K HaCTpOVIKaM nporpamMmbl;

e Kronka ¢ B BEPXHEW YacTn OKHa — AOCTyn K okHY Moaaepikka, rae Bbl MoXxeTe cobpaTb

OTYET And Cﬂy)K6bI TeXHWUYEeCKOWN noAAePXKN M NPOCMOTPETb |/|Hc|)opmau,|/|+o O BepCcumn
npoaykta n gate nocneaHero 06HOB/NIEHNA KOMMOHEHTOB " BUPYCHbIX 633;

e KHomka £\ B BepxHeit yacTv okHa — AOCTYN K OKHy JleHTa yBe,OMAEHWIA, Te Bbl MOXeTe
MOCMOTpPETb BaXHble YBeAJOMAEHMA O COBbITMAX paboTbl MporpaMmbl.

Pexxum agmunHucrTpatopa

[ns poctyna Ko BCeM rpymnmnamM HacTpoek Heobxoanmo nepekntounts DrWeb B pexxum
[l o
aZAMUHUNCTPATOPa, HaXaB Ha 3aMOK B HM>XKHeW yacTn okHa. Korga Dr.\Web paboTtaet B

pexunmMe agMUHUCTPATOPa, 3aMOK «OTKPbIT» 'ta,

B nt06oM pexxrmMe ecTb NOJIHbIA JOCTYN K MHCTPyMeHTY MeHeaykep KapaHTUHa. Takxke, He
nepekntoyvas Dr\Web B pexvm agmMuHMUCTpaToOpa, Bbl MOXETE BKAKOUUTL 110601 13
KOMMOHEHTOB 3aLUMTbl 1 3anycTnTb CkaHep. BbikitoueHe KOMMOHEHTOB 3aLLuThbl, NEPeXos K
napameTpam KOMMOHEHTOB Y HaCTPOMKaM NpPOorpamMMbl BO3MOXHbI TONbKO B peXMMe
agMUHUCTpaTopa.

l M3meHeHune HaCTpOEeK 1 OTKIHYEHNEe KaKoro-nmbo KOMMoHeHTa HEeBO3MO>XHO, eC/n
{3y apmvHVCTpaTop cepBepa LEHTPANN30BaHHOM 3aLLMThl, K KOTOPOMY noAakatovaetcs Dr.Web,
He Ja/ pa3peLleHnss Ha NPUMEHEHME STUX AeNCTBUN.

CTa'ryc bl 3alLNTbI

B BepxHei yacT OkHa oTobpakaeTcs CTaTyC 3alUMLLEHHOCTU CUCTEMBI.

e KomnbloTep 3awmu,eH — BCe KOMMOHEHTbI BKAKOUEHbI 1 paboTator, Camo3alumTa
BK/IFOUEHA, MLIeH3US AeicTByeT. OTOBpaXkaeTcs 3e/€HbIM LIBETOM.

e KomnbloTep He 3awumuieH — otobpaxkaeTcs, ecnm Kakon-1mbo 13 KOMMNOHEHTOB 3aLUMThbI
oTKItoUeH. OTobpaxkaeTcs KpacHbIM LIBETOM. [AnTKa OTKIHOUEHHOTO KOMMOHEHTa TakxKe
BblZe/IeHa KPaCHbIM.

PyKOBO,CLCTBO nosab3oBaTenda
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JNlenTta yBepomneHni

6. JleHTa yBegomneHumn

B 3TOM OKkHe cobpaHbl BaxkHble YyBEAOMAEHMA O CObbITUAX paboTbl NpOrpamMmbl.
YBefoMeHMA B 3TOM pa3jene Ay6anpytoT HEKOTOPbIe U3 BCMbIBAOLLMX Ha IKpaHe
yBEeZAOMIEHNI.

UTo6bI NnepenTh K NeHTe yBeagomieHnn us MeHro nporpammabl

1. Otkpoiite MeHto DrWeb .

2. Haxmute kronky . Hag 3Haukom & oto6paskaetcs KoAMUECTBO COXPaHEHHbIX
yBeZAOMIEHUN.

3. OTKpoeTCca OKHO C yBEAOMJEHUAMMN O COBBLITUAX.

UTo6bI NnepenTn K NeHTe yBegomieHnn us LieHTpa 6e3onacHocTu

1. Otkpoiite MeHto DrWeb ®# 1 Bbi6epute nyHkT LieHTp 6e30nacHocTy.
2. B BepxHeW yacTv OKHa NporpaMmMbl HaxmuTe Q.

3. OTKpoeTca OKHO C yBEAOMIEHUAMMN O COBBbITUAX.

¥ Uentp GezonacHocTy > YeeqomneHNA —

€« Hazan &

L\ Nenta yBeaomnenuii

® BupycHile Bazbl ycTapenwu
Bez0nacHOCTE KOMMBKTEPA MOXET BbITe MO YrpoZ0iA.
MocneaHee cbHoeneHne: 28.04.2020 10:08

20.05.2020 0:47

A
[Bl Haxmute, ytobel 3anpeTuTs MIMEHEHMA

o P

~

-
(=)

PucyHok 14. OKHO N1eHTbl YBeAOMJIeHUW

PyKOBO,CLCTBO nosab3oBaTenda
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JNlenTta yBepomneHni

Cpok xpaHeHUs yBeAOMJIeHUIA

Cpok XxpaHeHUs yBeOMAEHNI cocTaBAaseT ABe Hegenn. MNpun ycTtpaHeHUn npobaem
YBELOMJIEHNS O HUX TakkKe yAanstoTcs.

Twvnbl yBegoMneHNN

@ ® @ Kputuueckne ysegomnenuns

Yrpo3sbl e O6HapyxeHa yrposa.

o TpebyeTcs nepesarpyska 418 06e3BpexMBaHUs yrpos.
e BupycHble 6a3bl ycTapenu.

Coep,leeHme C o COE,D,VIHEHVIE C cepBepom 3arnpeLeHo.

cepBepoMm e Ownbka NOAKIHOUEHUs K CEPBEPY.

3anpert goctyna K e YCTpPOMCTBO 3a6/10KMPOBAHO B COOTBETCTBUM C HAaCTPOMKaMMU.
obbekTaM n

yCTpolcTBaM

Ba>kHble yBeaoMieHnA

O6HoBneHne e Tpebyetca nepesarpyska, UTo6bl 06HOBAEHNA BCTYNWAN B CUNY.

@ ManoBa)kHble NHpOpMaLMOHHbIE YBeAOM/IeHUA
HoBas Bepcusd e [locTyrnHa HOBas Bepcua NPoAyKTa.

Hosoe COO6LLI,eHVIe o AAMVIHVICTpaTOpOM OTnpaBaeHO HOBOE COO6U.I,EHI/Ie.

Hactpoiiku orobpaxkeHus

Hactpolikn oTobpaxkeHns yBeAOMAEHNI B NeHTe AyOAMPYHOT HAaCTPOMKM BCMJbIBAFOLLMX
yBeAOMIeHUI. ECin Bbl XOTUTE M3MEHUTb HACTPOMKM OTOBpaXkeHMs Tak, YToObI
onpeseneHHble yBeOMEHMS He OTOBpaxanuch B eHTe, B OkHe MapameTpbl yBegoMaeHU
HEOBX0AMMO CHATb GaxkoK B cTON6LEe DKpaH HanpoTnB HeOHXOAMMOro NyHKTa (CM. paszen

Hactpolikvu yBegoMAeHWI).

PyKOBO,CLCTBO nosab3oBaTenda
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Hactpoiiku nporpammbi

7. HacTpoukn nporpammbl

Y106bI nepeﬁTM K "3MEeHeHUMI0 HaCcTpoekK nporpamMmmbli

1. OTkpoiite MeHio Dr\Web % 1 Bbi6epute nyHkT LieHTp 6e3onacHocTy.

2. Y6eauntech, uto DrWeb paboTaeT B pexxvme agmmHucTpatopa (3aMoK B HUXKHEN YacTu
(il il
NpPOrpamMmMbl «OTKPbIT» ). B npoTMBHOM C/lyyae HaXXMUTe Ha 3aMOK .

B BepxHel yactv okHa NporpamMmMbl HaXXMuUTe &,

4. OTKpOeTCs OKHO C HAaCTPOMKamMu NPOrpaMmbl.

fli I3MeHeHWe HacTpoek BO3MOXHO, eCNn aAMUHUCTPATOP CcepBepa LieHTpan30BaHHOM
3aLuThl, K KOTOpoMy noakitoyaetcs Dr.Web, gan Ha 310 paspelueHue.

Ecaun B 0611MX HacTpoiikax Bbl ycTaHOBMAN $aaxok 3awmiatb HacTpoiiku Dr.Web
napoJsiem, Ans A0CTyrna K OCHOBHbIM HacTpolikam Dr.Web 3anpaluvBaetca napons.

B 3Tom pasaene:

e Obuive — 3almMTa HaCTpOeK NapoaeM, BbiIbop A3blka NporpaMmbl, BbIGOp LBeTa TEMbI
nHTepdenca.
e YBeJOMJ/IEHUA — HaCTPOWKa BbIBOAA YBEAOM/IEHWUI Ha 3KPaH.

e CamozaumnTta — HaCTpOIZKa AOMNONIHNTENIbHbIX NMapaMeTpOB 6e3o0nacHoOCTW.

e [lapameTpbl npoBepkn hanisioB — HaCTPOMKa NapameTpoB paboTbl CkaHepa.

e CepBep — HacTpoika NapaMeTpOB NOAKIHOUEHUS K CEPBEPY LLEHTPaN30BaHHON 3aLUMTbI.

e OnoBelleHNs ceppepa — HaCTpoWka NnapamMeTpoB oTobpaxkeHna OnoBeLleHNn cepBepa.

7.1. O6wme HaCTpOUKM
K o6wmmM HacTpolrikaM OTHOCATCA CleyroLume:

e 3alliMTa HaCTPOEK NPOorpamMmbl Napoiem;

e BbI6OP LiBeTa TeMbl MHTEPDENCa;

e BbI6OP A3bIKa NPOrpammbl;

e HACTPOWVKM BeAeHWNA XypHana paboTbl;

® HACTPOWKM KapaHTUHA;

® HACTPOUWKM aBTOMATUYECKOrO yaaeHUs 3anncent CTaTUCTUKNA.

YT106bI OTKPLITH 061 Me HaCTPOUKN

1. OTkpoiite MeHto DrWeb % 1 Bbi6epute nyHkT LieHTp 6e3onacHocTy.

PyKOBO,CLCTBO nosb30BaTena
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Hactpoiiku nporpammbi

2. Y6eautech, uto Dr.Web paboTaeT B pexxuime agMuHnUCcTpaTopa (3aMOK B HUXKHEW YacTu
(7l

nporpamMmMbl «OTKPbIT» ‘L) B NPOTNBHOM C/yYae Ha>KMUTE Ha 3aMOK (5.
B BerHeVI 4aCT OKHa nporpamMmmbl HaXXMuUTe {g}

4. OTKpOeTCs OKHO C OCHOBHbIMW HACTpPOMKaMu NporpaMmMel. B neBori yact okHa BblbepuTe
nyHKT O6wme.

% Uentp GezonacHocty > Hactpoiikn > O6wme - O X
¢ Hasag Obwune
3awwulats Hactpoiiku DrWeb naponem
O o
1 YeegomneHun
@ Camo3zalwmTa Tema wHTepdelica
Ceetnan hd
Q) Ckanep
Azbik
E Cepsep Pycckuid ~
XKypHan
Monbzoeatensckue HAacTporkn  VzmeHnTs
JononHWTeALHLIE HACTPORKK @

PucyHok 15. O6uimne HacTponku

7.1.1. 3awmTa HacTpoek nporpaMmmMbl Naposem

Bbl MOXeTe orpaHnunTb fOCTyn K HacTpoikam Dr.Web Ha BawemM KkomnbroTepe Npy NOMOLLM
napons. Maponb 6yaeT 3anpalumnBaTbCa KaXabli pa3 npu obpalleHnn kK Hactporkam Dr.Web.

Yro6bl 3aaaTh Naposb

1. B okHe nameHeHunsa obLmMx HaCTpoeK BKAKOUMTE onumio 3awmuartb Hactpoiikmn Dr.Web
naposiem npv NoMoLLKM COOTBETCTBYHOLLero nepekntovatens @D,

PyKOBO,CLCTBO nosab3oBaTenda
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W Llewtp Bezonacroctn > Hactpoiikn > Obyne

< Haszag Obwume

3awwulats Hactpoiku DrWeb naponem
| i ooue QD o

[l Yeegomnexwn

@ Camoszawmta Tema uHTepdelica
Ceetnas v
Q) Ckanep
Azblk
& Cepsep Pycckuid v
XKypHan

Monb3oearensckue HacTpoRKK  VameHnTs

JononHuTensHble HACTPORKK

PucyHok 16. 3awura HacTpoeKk naposiem

2. B oTKpbIBLIEMCS OKHE 3ajalTe Napoab U NOATBEPAUTE €0 BBOA,

3. HaxmuTte kHonky OK.

ili Ecav Bbl 3a6b11M Napo/ib K HAaCTpOKaM NpoAykTa, o6patuTech K aAMUHUCTPATOPY Ballei

aHTUBUPYCHOW CETW.

7.1.2. Bbibop uBeTa Tembl UHTepPenca

Mpn HEOBXOAMMOCTUN Bbl MOXETE U3MEHUTb LiBET TEMbl MHTEPderca nporpaMmbl. [ns 3Toro B

BbiNagatoem cnucke Tema uHTepgeiica BbibepuTe O4HY 13 ONLNIA:

e CBetnas, YTOObl NCMONBL30BaTb CBET/IOE OCI)OprIeHI/Ie nporpamMmmsbl.

e TemHasn, yto6bI NCNOABL30BaTb TeMHOE OPOPMIEHME MPOrpaMmbl.

e CcTteMHasn, UTo6bI MCNOABL30BATL LBET MHTEPdENiCa, COOTBETCTBYHOLWMI TeMe, BbIOpaHHON B

OI'IepaLI,I/IOHHOIz cucTeme. JTa onunAa Bbl6paHa no yMOA4YaHWNHO.

PyKOBO,CLCTBO nosab3oBaTenda
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¥ Uentp Gezonacroctu > Hactpoiikn > Ofwme
< Hasap
| g2 Obwme

[l Yeepomnewws

Obwume

3awmate HacTpoikk DrWeb naponem

O oma.

& CamozawmTa

Tema wHTepdeica

Ceetnas v
Q Ckanep Ceetnas
TemHan
& Cepeep
CucremHan
XKypHan

Monb3oBaTenbCKME HACTPORKK

JononHuTensHele HACTPORKK

MameHuTs

PucyHok 17. Bbibop uBeTa Tembl MHTepdeiica

| TemHas TeMa JOCTyMNHa TOIbKO Ha KOMMbrOTEpPax ¢ onepaupoHHon cuctemort Windows 10
. (HaumHas ¢ Bepcum 1909), Windows 11 1 Windows Server 2019 (HaunHas ¢ Bepcum 1809) u
60nee no3gHWx. Hactporikv Bbibopa LBeTa TeMbl MHTepdElica CKpbITbl A8 6osee paHHMX

BEPCUIN OMepaLyoH

HOW CUCTEMBI.

[ns KoppekTHOro oTobpakeHns TeMHOW TeMbl MHTepdeica TpebyeTcs ycTaHOBIEHHOE

ob6HoBneHve KB5011503 nnm 6onee nosaHee.

PyKOBO,CLCTBO nosb30BaTena
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7.1.3. Bbibop s3bika nporpamMmbl

Mpn HeOHXOAMMOCTI Bbl MOXeETE MepeknrounTb A3blK MHTepdelica nporpaMmmbl. CNncok
A3bIKOB MOMONHAETCA aBTOMATUYECKN N COAEPKNT BCE JOCTYMHbIE Ha TEKYLUMA MOMEHT
nokanusauunu rpadpuueckoro nHtepderica Dr\Web. [ina atoro B Bbinagatowem cnvcke A3bIk
BbIbepurTe HEOOXOANUMBIN A3bIK.

F LlenTp BezonacHocTn » Hactpoiikn > OBLne - O X

< Haszap O6wume

3awmate Hactpoiikym DriWeb naponem

| s ooune Qb omn

1 YseaomneHus

@ CamozawmTa Tema uHTepdelica
Ceetnas v
Q. Ckanep
Azbik
= Cepeep Pycokuid v
XKypHan

Mons3oeatensckue HacTporkn  MzmeHnts

JononHuTensHsle HacTRORKK )

PucyHok 18. Bbibop s3bika nporpamMmmbl

7.1.4. BegeHue xxypHana paborbl Dr.Web

Bbl MOXeTe BKIHOUNTL BefeHne NogpobHOro XypHana o pabote 0gHOro Man HeCKOAbKNX
KOMMOHEHTOB uan cepsucos Dr.Web.

Y106bI U3MEHUTDb HaCTpOﬁKM BegeHuA XXypHaJsa

1. B pa3gene HacTtpoek XXypHan Haxmute KHornky M3smMeHUTb.

PyKOBO,CLCTBO nosb30BaTena
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W Llewtp Bezonacroctn > Hactpoiikn > Obyne — O X

< Haszag Obwume

3awwulats Hactpoiku DrWeb naponem
| i ooue QD o

[l Yeegomnexwn

@ Camoszawmta Tema uHTepdelica
Ceetnas v
Q) Ckanep
Azblk
& Cepsep Pycckuid v
XKypHan

Monb3oearensckue HacTpoRKK  VameHnTs

JononHuTensHble HACTPORKK @

PucyHok 19. O6wme HacTpouku. XXypHan

OTKpOETCH OKHO HACTPOeK BeAeHNs NoAPOBHOro XypHana:

F Lentp Besonacrocn > Hactpoiikm > OByne — O X

Bectn nogpo6HbIN XypHan

BeibepuTe KoMnoHeHTEl MAW cAyx0sl, AnA KOTopeIX DyAeT BKAKOYEHO BeleHue
noApoBHOro XypHana.

£\ Ysepoms SplDer Guard Bpanamaysp
SplDer Mail O6HoeeHWe DrWeb
© Camosaul SplDer Gate Cny=xbBa Dr.Web
CraHep
Q CkaHep

Brntouaiite BeaeHMe Nogpo6HOTO XypPHaNa TONLKO NPK HE0BXOAMMOCTI, MOCKOABKY
pazmep daina XypHana HeorPaHMUeH M MOXET A0CTUraTs BOALLIMK PaZMEDPOE.

i

Cepeep

JononHuTenbHO

COE,EI.EEIETI: AaMNbl NaMATHA NPy owmnBKax MpPoBEpKK

‘ OK ‘ | OTMEHWTE @

PucyHok 20. HacTtpoiiku BeaeHUs >xypHana paboTtbl

2. Bbibepute KOMMNOHEHTBI, AN KOTOPbIX OyAeT BKAHOUEHO BefeHne Noapo6HOro xypHana.
Mo ymonyaHuto ana Bcex komnoHeHToB Dr.Web >ypHan Begetca B CTaHAapTHOM pexume,
drKcnpytoLeM caesyroLLyo MHGOPMaLUIO:

PyKOBO,CLCTBO nosb30BaTena

47



A
d
A

AT
\g’:

KomnoHeHT

SpIDer Guard

SpIDer Mail

SplDer Gate

CkaHep

Bpanamaysp

O6bHoBAEHME
Dr.Web

Cnyxba
Dr.Web

Hactpoiiku nporpammbi

Nudopmauuns

MNpoBegeHve obHoBAEHNI, 3anyck U ocTaHoBKa SplDer Guard, BUpycHble cO6bITHA,
AaHHble 0 NpoBepaeMbIx Painax, MMeHax ynakoBLLUKOB M COAEPXMMOM
NpOBepseMbIX COCTaBHbIX 06BEKTOB (apX1BOB, GaiIOB INEKTPOHHOWN NOYTbI UK
balinoBbIX KOHTENHEPOB).

PekomMeHZayeTcs UCMOAb30BaTh 3TOT PEXVM ANA OnpeeneHns 06bekToB, KOTOPble
MoHWTOP dannosoin cuctemsl SplDer Guard nposepsieT Hanbosee yacto. Mpu
HeobXxoAMMOCTN f06aBbTe Takve 06bEeKTbl B CMUCOK UCKIHOYEHUM, YTO MOXET CHU3UTb
Harpy3sKky Ha KOMMbroTep.

MNpoBegeHWe 0H6HOBAEHUI, 3aMycK U OCTaHOBKa MOYTOBOro aHTBMpYyca SplDer Mail,
BUPYCHble COObITVSA, MapaMeTpbl NepexsaTta COEANHEHUN, a TakKe JaHHble O
npoBepsiembix Garinax, MMeHax ynakoBLLMKOB 1N COAEPXKUMOM MPOBEPSAEMBbIX
apXx1BOB.

PEKOMEHAyETCH MCNONb30BaATb 3TOT PEXUM AS1A MPOBEPKN HACTPOEK nepexeaTa
COEAI/IHeHVIf/‘I C MOYTOBbIMWU CepBepaMn.

MNpoBegeHve 0H6HOBAEHUI, 3aMycK N OCTaHOBKa MHTepHeT-MoHuTOpa SplDer Gate,
BMPYCHble COBbITVA, MapaMeTpbl NepexsaTta COeAMHEHUN, a TakKe JaHHble O
nposepsembix Galinax, MMeHax ynakoBLLMKOB 1N COAEPXKUMOM NPOBEPSAEMBbIX
apX1BOB.

PekoMeHzyeTCs MCMob30BaTh 3TOT PEXUM A MONy4YeHVs 6osee feTabHOM
VHbOPMaLMM O MPOBEPEHHBIX 06BbEKTaxX 1 paboTe MHTEPHET-MOHWTOPA.

O6HOBNEHNE BEPCUIA CKAHUPYIOLLLIMX MOAyAel 1 MHOPMaLWM O BUPYCHbIX Ba3ax,
3anyck 1 octaHoBka CkaHepa, 06Hapy>eHHble yrpo3bl, a Takxke JaHHble 06 UMeHax
YNakKOBLUMKOB N COAEPXKMMOM MPOBEPAEMbIX apXNBOB.

MHd)OpMaLI,I/Iﬂ O nMpuxozAawnx B CepBUC 3anpocax n peweHna no H1v, I/IHCIJOpMaU'I/IH (0]
HEN3BECTHbIX COeANHEHUNAX C I'IpVI‘-IVIHOVI 3anpoca, a Takxke VIHq)OpMaLI,VIFI 06 owwbkax.

Mpu BKAOUEHUN peXxxnMa BeAeHrs MoAPOOHOro XypHana cobupatoTcsa faHHble O
ceTeBbIX NakeTax (pcap-noru).

Cnncok o6HoBAeHHbIX dainos Dr.Web n ctatychbl nx 3arpysku, HpopmaLms o
paboTe BCMomMoraTebHbIX CKPUMTOB, JaTa 1 Bpemsa NpoBejeHns 0OHOBAEHNS,
nHGopMauusa o nepesanycke koMnoHeHToB Dr.Web nocne o6HoBieHus.

Nudbopmauys o komnoHeHTax Dr.Web, n3meHeHne HaCTPOEK KOMMOHEHTOB,
BK/IFOUEHME U BbIK/IFOUYEHME KOMMOHEHTOB, COObITVA NPEBEHTUBHOM 3aLLUTbI,
NOAK/IOUEHWE K CEPBEPY LieHTPaN30BaHHOM 3aLLUThI.

Co3aaHue gamMnoB NaMATH

Hactpoiika Co3paBaTb gamnbl NaMATH NPU ownbGKax NPOBepPKM NO3BOJIAET COXPaHATb
nonesHyto nHGopmaLmio o pabote HEKOTOPbIX KOMNOHeHTOB Dr.Web, uto sgact BO3MOXHOCTb
cneumanmctam KomnaHum «/loktop Be6» B ganbHenwem npoBecty 601ee NOAHbIN aHann3
npobaemMbl U NPeANOXNTb ee pelleHre. PekoMeHayeTcs BKIOUaTb AaHHYH HAaCTPOKKy Mo

PyKOBO,ELCTBO nosab3oBaTenda
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npocbbe COTPYAHUKOB TEXHUYECKOW MOAAEPXKKM KOMMaHuUn «[JokTtop Beb» nan npu
BO3HWKHOBEHMW OLWIMHOK NpoBepkn GarnoB nam obesBpexkmBaHuna yrpos. Jamn namatu
coxpaHseTcs B BuAe paina ¢ paclumpeHmneM .dmp B nanke $PROGRAMFILES%\Common
Files\Doctor Web\Scanning Engine\.

Bk/itoueHue nogpobHbIX XKypHaioB

' Mpw BKAOUEHUN MOAPOOBHBIX XXYPHANOB GUKCUPYETCA MaKCUManbHOE KOJMYECTBO

& nHPopmMaumm o pabote komnoHeHToB Dr.Web. 310 npvBeseT K OTKNHOUYEHWIO OFpaHUYeHus
Ha pa3mMep GannoB XypHana ¥ CHU3UT NPOU3BOAUTENIbHOCTL paboTbl Dr.Web n
onepaLyoHHO M cucTeMbl. Icnoab3oBaTh 3TOT PEXMM CaeAyeT TONIbKO MPY BO3HUKHOBEHWN
npobnem B paboTte KOMMNOHEHTOB MW MO NMPOCbbe aAMUHUCTPaTOpa Ballel aHTUBUPYCHOM
cetu.

1. YT06bI BKNHOUNTB PEXMM BeAeHMA NOAPODOHOro XypHana Ans OAHOTO U3 KOMMOHEHTOB
Dr.Web, yctaHoBMTe COOTBETCTBYHOLLMI HAAXKOK.

2. CoxpaHuTe nameHeHus, Haxxas kHonky OK.

i'i I3MeHeHWe HacTpoek BeAeHUs XXypHaia HEBO3MOXHO, eC/iv agMUHUCTPATOp cepBepa
. LieHTpaIM30BaHHOM 3aLLuThl, K KOTOPOMY noakntouvaetcs Dr.Web, He gan pa3pelueHvs Ha
NMPUMEHEHNE 3TUX AENCTBUIN.

Mo ymonuvaHuio daiinbl XXypHana MMeT OrpaHuYeHHbIn pasmep, pasHbl 10 Mb (ansa
komnoHeHTa SplDer Guard — 100 MB). MNpw NpeBbILEHNM MaKCUManbHOTro pa3mepa dain
XXypHana ypesaeTcs jo:

e 33/laHHOrO pasmepa, ecin MHGOpPMaLMa, 3anmMcaHHas 3a CeCCUo, He npeBbILliaeT
pa3peLleHHbIn pa3mep;

e pasmMepa TekyLlel ceccuy, ecn MHPopMaLys, 3anMcaHHas 3a Ceccuto, npeBbiliaeT
pa3peLleHHbIn pa3mep.

7.1.5. HacTtponkn KapaHTUHa

YT0b6bI yUpe3MepPHO He 3arpy>xatb AUCK, Bbl MOXETE 3a4aTb HaCTpOl\/l|Kl/I XpaHeHWnA 06BEKTOB B
KapaHTUHE, TaKne KakK BpeEMA XpaHEHNA 06BEKTOB U CO34aHMe nanky KapaHTMHa Ha CbeéMHOM
HOCuTENe.

UT06b1 UI3MEHUTb HACTPOMKUN XpPaHEeHUs 06HapPYI)KEHHbIX Yrpo3

1. B oKHe n3meHeHusn O6LL1|I/1X HACTPOEK HaXXMUNTE CCbIJIKY AOHOI’IHMTeanbIe Hacrpoifn(u.

2. B pa3gene HacTpoek KapaHTUH BKIHOUMTE UAM OTKIKOUMTE HEOOXOANMYHO OMNLUMIO NPU
nomMolum nepekitovatens @D.

PyKOBO,CLCTBO nosab3oBaTenda
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W Llewtp Bezonacroctn > Hactpoiikn > Obyne — O X

Kapantun

< Hasag

Cozaaeats KapaHTWH Ha CheMHOM HOCWUTENE MK OﬁHEpy)I(F_"HHH Ha HEM Yrpo3s

. D o
zzz Obwwe
}'r,ﬂ.EJ'IﬂTh M3 KapaHTKhHaE oBBbeKThI, KOTOPRBIE XPaHATCA 40N obo3HaYeHHoMo nepwoaa

£l Yeegomnexwn NS o
Yaanate oBbeKTsl M3 KapaHTUHa

@ Camoszawmta

(Q Ckanep Cratnuctuka

Dr.Web xpaHuT cratucTuky o paBoTe kKomMnoHeHToe, CTapsle 2anMoy yaanaTes, YyTobsl
=
&£ Cepsep He AOMYCTUTE YpeInMepHOro UCNofb30EaHMA AVCKOBOTO NPOCTPaHCTEa. Bl Takke moxeTe
HACTPOWTE WX AETOMATMUECKOE YAaNEHNE.

YaanaTe 2anuci cTaTucTMiKI

O ona

YaanATe 2anncn cTaTUCTMKK

CKPbITh 4ONOAHMTENLHEIE HACTPOMKM )

PucyHok 21. HacTpoiiku KapaHTUHa

3. Mpw BKAOUEHMW aBTOMATUYECKOTO YAaNeHUs1 O6bEKTOB U3 KapaHTUHA B BbiMaatoLLem
MeHto BbibepuTe Bpemsa. O6bekTbl, XpaHsaLLMecs Jo/blue yKa3aHHOro cpoka, byayT
yAANATHCA.

COBAaHVIe KapaHTUHaA Ha CbeéMHOM HocCcuTesie

Onuua Co3pgaBaTb KapaHTMH Ha CbeMHOM HocuTesie Npyu o6Hapy>keHUn Ha Hem yrpos
No3BO/IAET NPU 0OHaPY>KEHUM YrpO3bl HA CbEMHOM HOCUTese Co34aBaTb Nanky KapaHTUHa Ha
TOM e HOocuTeNe 1 MoMeLlaTb B 3Ty Nanky yrpo3bl 6e3 npegsaputenbHoro wmdposaHma. Ha
CbEMHOM HOCUTeNe narnka KapaHTMHa CO3/aeTcs, TObKO eCAN BO3MOXHA 3anncb Ha
HOCUTeNb. VIcmonb30oBaHMe OTAE/IbHbIX ManoK 1 0TKa3 OT LWMPPOBaHMA Ha CbEMHbIX
HOCUTENAX NO3BOAAET NPEAOTBPATUTb BO3MOXHYH NOTEPHO AAHHbIX.

Ecan onuna OTKNKOYEHa, O6Hapy)KeHHbIe Ha Cb€MHbIX HOCUTENAX YrPO3bl MOMELWAHOTCA B
KapaHTUH Ha N0KaJlbHOM ANCKeE.

ABTOMaTMueckoe yAaneHume 06bexkToB M3 KapaHTUHa

UTobbl N36€exaThb ype3MepPHOro ncnojib3oBaHNA MeCTa Ha ANCKE, BKITHOYNTE aBTOMaTU4eCKOoe
ydaneHne 061BbeKTOB 13 KapaHTUHa.

PyKOBO,CLCTBO nosab3oBaTenda
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7.1.6. ABTOMaTMUeECKOe yaasieHne 3anucem CTatTucTuKm

Mo YMONYaHWIO DrWeb XPaHUT ONTUMaibHOE KONn4ecTBO 3anmncen CTaTUCTUKK, YTOObI
n3bexaTtb ype3MepPHOro ncnoJsib3oBaHNA MeCTa Ha AUNCKE. B AOMNONHEHME K 3TOMY Bbl MOXETE
BKJTKOYNTb aBTOMaTU4YeECKOE yaanieHne 3ar|1/|ce17|, XpaHALWMNXCA AO0/IbLIE YKa3aHHOTO CpoOKa.

Y106bI BKIHOUNTb UIN OTK/IIOUUTb aBTOMAaTUUECcKoe yAaneHue 3anucen CTaTUCTUKKU

1. B oKHe n3meHeHusn O6LLJ,I/1X HAaCTPOEK HaXXMUNTE CCbIJIKY AOHOI’IHMTeanbIe HaCTpOﬁKM.

2. B pasgene HacTpoek CTaTUCTUKA BK/IOUNTE MW OTKIOUMTE aBTOYAANeHMe 3anncen
CTaTUCTMKM Npu NoMoLum nepektovatens @D.

LlenTp BescnacHocTn > Hactpoiikn > O6wme - ] >
P p

& Haszag KapaHTtuH

Coznaeate KapaHTWH Ha CbeMHOM HOCWTENE MK of:HapyerHM Ha HeMm Yrpos

. O omn.
zzz Obwwe
Y,ELEJ'IHTI: W2 KapaHTKhHa 0BBLEKTLI, KOTOPbIE XPaHATCA A0AbLUe o603HaYeHHOMo neproaa

[l YeegomneHuna O o
Yaanate ofbeKTsl M3 KapaHTUHA

@ CamoszawmTa

Q. Ckanep CTaTUCTHMKa

Dr.Web xpaHWT cTaTWcTuky o paboTe KoMnoHeHToB. CTapeie 3anncK YAanATCA, YTobsl
=

£ Cepsep He AoMyCTUTE UPeIMepHoro MCNoNs20EaHUA AWCKOBOTD NPOCTPaHCTES. Bel Takke MoxeTe
HACTPOWTE MX aBTOMATHYeCcKoe yaaneHue.

y,ﬂ,aJ'IHTh 2anKc CTaTUCTHMKK

O o

YaanaTe 2anucK cTaTUCTMKW

CKpbITe 4ONOMHUTENBHEIE HACTPORKK @

PucyHok 22. HacTpoiiku cTaTUCTUKM

3. MNpu BKAHOUYEHUWN aBTOYAANEHNSA 3aMMCEN CTaTUCTUKN B BbiNajatoWweM MeHHO BbibepuTe
BpeMs. 3anmcu, XpaHsaLimecs Aoblle yKa3aHHOro Cpoka, byayT yaanatbcs.

7.2. HacTtpoiku yBegomMaeHUn

Bbl MOXeTe HaCcTPOUTbL NMapameTpbl MONYyYEHMS YBEAOMAEHUI O KPUTUYHbBIX U BaXKHbIX
cobbITMAX paboTbl Dr.Web.

B 3TOM pasgene:

° HaCTQOIZKa napaMeTpoB yBeAOMﬂeHI/II‘/’I

PyKOBO,CLCTBO nosb30BaTena
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Mpy HeOBXOAMMOCTM HaCTPONTe NapaMeTpbl MONYyYEHUS YBEAOMAEHNI O KPUTUYHbIX 1
BaXHbIX CO6bITMAX paboTtbl Dr.Web.

YT106bI OTKPbITH HACTPOWUKW YBEAO0MJIEHUIN

1. OTkpoiite MeHto DrWeb % 1 Bbi6epute nyHkT LieHTp 6e3onacHocTy.

2. Y6eauntech, uto DrWeb paboTaeT B pexxvme agmmHucTpatopa (3aMOK B HUXKHEN YacTu
(il il
NPOrpamMMbl «OTKPbIT» ). B npoTMBHOM C/lyyae HaxXMuUTe Ha 3aMOK .

B BepxHen yacTv okHa NporpamMmMbl HaXXMuUTe &,

4. OTKpoOeTCs OKHO C OCHOBHbIMM HacTpoKaMun Nporpammel. B 1eBon yactn okHa Bbibepute
NYHKT YBEeAOM/IeHUA.

¥ Lentp Besonacroctn > Hactpoiikn » Yeeaomnenna - O X

€ Hazap YBegomneHua

HECI'FJOﬁTE napamMeTpel ONOESULEHWA O BaXHBIX COBBITMAX

MapameTpbl yEEAOMACHWA...

g2 OBuwme

| [ Ysepomaenus

@ Camoszawmta

Q. Ckanep

& Cepeep

\
A

—
(=)

.

PucyHok 23. Hactpoiiku yBegomaeHum

Yr10o6b1 HaCTPOMTHL NapameTpbl yBeA0OMJIEHUA

1. HaxxmuTe kHonky MapameTpbl yBeaOMIEHUNA.

2. BbibepuTe yBeOMAEHUNS, KOTOPbIE Bbl XOTWUTE NOAy4YaTh. YTO6bI OTOBpaXkaTb yBeAOMAEHMS,
ycTaHOBUTE GaXKKN HAMPOTUB HY>XXHbIX TUMOB YBELOMIEHWNA.

Ecnn Bbl He xOTWTe MosyyaTb yBEAOMAEHUA O COBBITUN, CHUMUTE GAAKKN.
Tun yBegomneHus OnucaHue
ObHapyxeHa yrposa YBegomneHns o6 yrposax, o6HapyxeHHbix SplDer Guard u SplDer Gate.

Mo ymMoOaYaHUIO YBEAOMAEHUS BK/IHOYEHbI.

PyKOBO,CLCTBO nosab3oBaTenda
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KputnyHblie
yBeAOMAEHMA

Ba>kHble yBeoMNeHMA

Mano3HauutenbHble
yBELOMNEHMS

Hactpoiiku nporpammbi

OnucaHue

KpuTnyHble yBegOMIEHMS O CNefyroLLnX COObITUAX:

O6Hapy>KeHbl COEAMHEHVS, OXMAatoLL e oTBeTa bpaHamayapa.

Bawu nmMs nonb3oBaTens v Naposib yXKe UCMO/b3yTCa ANs
MOAKNFOUYEHWSA K CEpBEPY LIEHTPaAN30BaHHOWM 3aLLUTbl.

Mo YMONYaHUKO yBEeAOMIEHNA BKIHOYEHbI.

Ba>kHble yBeOMIEHUS O CNefyrOLLNX COObITUAX:

Bpemsa paboTbl 3a KOMMbIOTEPOM WUCTEKIIO.

BupycHble 6a3bl yctapenn (npu pabote B MobunbHOM pexxnme).
YcTpolictBo 3a610KMpPOBaHO.

3abnokMpoBaHa NOMbITKa M3MEHEHWS1 CUCTEMHbIX AaTbl U BPEMEHMW.

[JocTyn k 3awmwaemMomy o6bekTy 3abnokmpoBaH MNoBeseHUeCKUM
aHanm3om.

[JocTyn k 3awmiaemMomy o6bekTy 3a610KMpoOBaH 3aLuuTon oT
3KCMNOWTOB.

[JocTyn k 3awmiaemMomy o6bekTy 3a610KMpoOBaH 3aLLuTon oT
BbIMOraTenen.

3anyck npouecca 3ab0kMpoBaH aAMUHUCTPATOPOM.
YctaHoBka naketa MSI 3abioknmpoBaHa agMUHUCTPATOPOM.
3anyck ckpunTa 3ab610KMpOBaH agMUHNCTPATOPOM.
Mpoueccy 3anpellieHa 3arpy3ka ob6bekTa.

Mpoueccy 3anpeLleHo co3saHne UcnosiHaemoro daina.

MpoLeccy 3anpelleHa MoAVUdYKaLMs UCMOAHAEMOTO daiina.

Mo YMONYaHUKO yBEAOMIEHNA BbIK/HOYEHbI.

Mano3HauntenbHble yBEAOMIEHMNA O ChedyroLnX cobbITUAX:

URL 6bin1 3a610kmpoBaH Mmogynem OPUCHbI KOHTPOb.
URL 6bin 3abnokmpoBaH SplDer Gate.
Bpems paboTbl B MHTEPHETE WUCTEKO.

[JocTyn k 3awmwaemMomy o6bekTy 3ab10KMPOBaH KOMMOHEHTOM
OdUCHBIA KOHTPOJIb.

AZLMVHUCTPaTOPOM aHTMBUPYCHOW CETU 3amyLLeH MPOLECC NPOBEPKHY
Balllero kommbtoTepa.

Mpouecc NpoBepku Ballero KOMMbioTepa 3arnyLeH Mo pacrnmcaHuto.
MpoBepka Ballero KoMnbloTepa 3aBepLueHa.
YcnewHoe o6HOBEHME.

Owwmnbka o6HOBAEHMS.

Mo YMOYaHUNIKO YyBEAOMJIEHUA BbIKJIHOYEHbDI.

PyKOBO,ELCTBO nosab3oBaTenda
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3. I'Ipm HeO6XOAVIMOCTVI 3ap,a|7|Te AOMOJIHUTE/IbHbIE MapaMeTpPbl OTO6pa)KeHI/Iﬂ 3KPaHHbIX

OMNOBELEHWNI:
®naxkok OnucaHue
He noka3sbiBaTb yBeAOMIEHVS B OTobpaxkeHne yBeZOMAEHWIA Npu paboTe C NPUNOXKEHUIMM B
MOJIHO3KPAHHOM pexxumMe MOJIHO3KPaHHOM pexnmMe (MPocMoTp GuabMOB, rpadukn 1 T. 4.).
CHyMUTE 3TOT PAaxok, UToObl MoAyYaTb YBEAOMIEHUA BCErAa.
OTob6paxaTb yBeLOMAEHUSs OTob6paxeHne yBegoMaeHU OT bpaHamMayspa Ha OTAeNbHOM
Bpangmayspa Ha oTaesbHOM pabouem cTosie BO BpeMsi paboTbl NPUNOXKEHWI B

3KpaHe B NMOJIHO3KPAHHOM peXuMe  MOJIHO3KPaHHOM peXXume (Vll'pbl, BVI,D,EO).

CHumUTE 3TOT ¢na>|<0|<, yTOObI yBeAOMAEHMNA BbIBOAWINCE HA TOM
xKe pa6oqu CTOJI€, Ha KOTOPOM 3anyuieHO Npuio>XeHre B
NOJIHO3KPaHHOM peXnme.

l YBep,omneva O HEKOTOPbIX COBbITUAX He BXO4AT B NepeyvncaeHHble rpynnbl U BCerja
° NMOKa3bIBAOTCA MNMO/ZIb30BATE/IHO!

e yCTaHOBKa MPUOPUTETHbIX OOHOB/IEHWI, AN KOTOPbIX TPebyeTca nepesarpyska;

e nepesarpyska A5 3aBepLUeHVs 06e3BpexXMBaHNA Yrpos;

e aBTOMaTWYecKas rmepesarpyska;

e 3aMpocC Ha pa3peLleHne npoLeccy MoandukaLmm obbekTa;

e COOblLeHVe, OTNPaBAEHHOE aMUHUCTPAaTOPOM CepBepa LIEHTPaM30BaHHOW 3aLLWTbI;
e ycCrelHOe NOAKNOYEHVE K CepBEpPY;

e MOAK/IHOYEHa HOBas KiaBuaTypa.

7.3. Camo3awumrta

Bbl MOXeTe HacTpouTb NapamMeTpbl 3aWwmTbl camoro Dr.Web oT HecaHKLMOHMPOBAHHOTO
BO3/JEWCTBMA, HaNnprMep OT NporpamMmMm, BPe4oHOCHOe AeMCTBME KOTOPbIX HanpaBaeHo Ha
aHTMBUPYCHbIE MPOrpaMMbl, @ TakoKe OT C/Ty4aHOTO MOBPEXAeHMA.

B 3Tom pasaene:

e BknroyeHne v OTKAKOYEHME CaMO3allNTbI
o 3al'l[2€T M3IMEHEHWA AaTbl U BPEMEHW CUCTEMDbI

Yro6b1 NepenTn K HacTporikam Camo3alyuThbl

1. Otkpoiite MeHto Dr.Web ® 1 Bri6epute nyHkT LieHTp 6e30nacHocTy.

2. Ybeauntech, uto Dr.Web paboTaeT B pexxvme agmmHucrpatopa (3aMOK B HUXKHEWN YacTu
(il

nporpamMMbl «OTKPbIT» 'h) B npoTMBHOM caydae HaxmuTe Ha 3amok [H.

3. B BepxHeW yacT OKHa NporpaMmMbl HaxmuTe 1)

PyKOBO,CLCTBO nosab3oBaTenda
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4. OTKpOoeTCcs OKHO C OCHOBHbIMW HacTpOMKaMu NporpaMmMsbl. B neBon yactu okHa BbibepuTe
nyHkT Camo3awura.

¥ Lentp Besonacrocn » Hactpoiikn > Camosawyura - O X

€ Hazap Camo3aluTa

Brarounte CamozawmTy (pekomeHayeTcr)

O @0 so
3anpeLlaTth IMYNALWK AeACTEWA NONLZOBATENA

[l Ysepomnenus pew YAALMIO &
Ol o

Camoszawmra BratounTs NOAAEPHKY COBMECTUMOCTI CO CREACTEAMM YTEHWA C 3KPaHa

O o

Q. Ckanep
[arta n Bpems

=

& Cepeep 3anpeLuaTk M3MeHeHMe AaTkl U BPEMEHM CUCTeMEl

@ [puy BKNKOUEHHBIX OTPaHMUEHWAX BpeneHr paboTel B OducHom KoHTpone
(pekomenayerca)

Bcerna

\
A

—
(=)

.

PucyHok 24. NMapameTtpbi 3awutbl Dr.Web

Hactpovkn Camo3sawmTsl

Hactpoiika Bknarountb Camo3aluty (pekomMeHAyeTca) no3BosifeT 3almuTnTs Ganbl 1
npoueccbl Dr.Web oT HecaHkuMoOHMpoBaHHOrO gocTyna. Camo3alyuTa BKIOYEHa No
ymonuaHumto. Otknrouatb Camo3alumTy He peKoMeHayeTcs.

| B cnyyae BO3HUKHOBEHWA NPo6aeM Mpu UCMOo/Ib30BaHUM NporpaMM gedparMeHTaLmm
peKoMeHzyeTCcs BpeMeHHO OTKIHUMTL MOoAy/lb Camo3allLuTbl.

YT06bl NPOM3BECTV BO3BPAT K TOUKE BOCCTAHOBAEHMS CUCTEMbI, HEOHXOAMMO OTKIHOUUTL
mozynb CaMo3alymTbl.

Hactpoiika 3anpeliatb aMynsLmio AeACTBUA NONb30BaTeNA MO3BOASET NPejOTBPaTUTD
n3MeHeHusa B HacTporikax Dr.Web, nponssoanmbie CTOPOHHUMU NPOrPaMMHbIMU
cpeacTBamu. B Tom uncne 6yset 3anpeLleHo NCNoAHEHWE CKPUMTOB, SMYANPYHOLWMX paboTy
KnaBmaTypbl 1 Mbiwn B okHax DrWeb (Hanpumep, ckpynToB Ans U3MEHEeHUs HacTpoek
Dr.Web n apyrux gencrsnin, HanpaBaeHHbIX Ha U3MeHeHne paboTbl Dr.Web).

HacTpoiika BkarounTb noaaep>kKy COBMeCTMMOCTM CO CPeACTBaMM UTEHUA C IKpaHa
NO3BOASAET MCNONb30BaTh MPOrpamMmMbl 3KPaHHOro AocTyna, Takme kak JAWS n NVDA, ana

PyKOBO,CLCTBO nosab3oBaTenda
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03BYy4YMBaHWA 31eMeHTOB MHTepderica Dr.Web. 3ta pyHKkuMA genaeT nHTepdenc nporpaMmmel
AOCTYMHbIM A/15 NHOAEN C OFPaHUYEHHBIMU BO3MOXHOCTAMMU.

Aata n Bpems

HekoTopble BpeJOHOCHbIE MPOrpaMMbl HAMEPEHHO U3MEHAIOT CUCTEMHbIE AaTy 1 BpeMs. B
3TOM c/yyae 0H6HOBEHMS BUPYCHbBIX 6a3 aHTUBMUPYCHOM MPOrpamMmMbl He MPOUCXOANT NO
YCTaHOBJIEHHOMY PacnNCaHUIO, NLLEH3NA MOXKET ONpPeAenaTbCa Kak MPOCPOYeHHas, 1
KOMMOHEHTbI 3aLUMTbl BYAyT OTK/IHOUEHbI.

HaCTpOVI Ka 3anpeuj,a1'b U3MeHeHue AaTtbl U BpeMeHUN CUCTeMbIl MNOo3BOJIAET 3a610kn poBaTb

py4yHOE N aBTOMaTU4YECKOE N3MEHEHUNE CUCTEMHbLIX AaTbl M BPEMEHW, a TaKXKe YaCOBOro nodca.

10 orpaHmnyeHne yCtaHaBIMBaeTCA ANA BCEX nosb3oBaTeNer CUCTEMDbI. ﬂ'aHHaﬂ HaCTpOVIKa

NO3BOANT TOYHee paboTatb OYHKLMK OrpaHnYeHns BpeMeHn B Mogyne ODUCHbBIA KOHTPOb.
Ecan B Mmogyne OPUCHBIV KOHTPO/Ib 3aJaHbl OrPaHNYEHMA BpeMeHN paboTbl 3a

KOMMNbHOTEPOM UM B NHTEPHETE, 3Ta HaCTpOI\/'IKa BKJIFOUAEeTCs aBTOMaTn4Yecku. Bbl moxeTe
HAaCTPOUTb MNoJyYeHune yBeAOMﬂeHI/IIZ B TOM Cay4dae, eC/in OCyLecCTB/1IA/1aCb MOMbITKa NSMEHUTb
CNCTEMHOE BpeMA.

7.4. NMapameTpbl npoBepku pannos

Bbl MOXeTe 3aaTb HacCTPOWKM paboTbl CKaHepa, a TakKe U3MEHUTb AeWCTBUA MO YMONUAHWUIO
npw obHapy>KeHUN BPesOHOCHbIX 06beKTOB. HacTponkun nporpamMmMbl MO yMOAYAHUIO
ABNAIOTCA ONTUMaNbHbIMU AN BONBLUNMHCTBA MPUMEHEHWI, UX He CnesyeT U3MeHATb He3
HEeobXoAMMOCTHU.

UTo6b1 NepenTH K NapamMmeTpamM NpoBepku Ppainios

1. OTkpoiite MeHio DrWeb % 1 Boi6epuTe nyHkT LieHTp 6e3onacHocTy.

2. Y6eputech, uto Dr.Web paboTtaeT B pexxvme agMmuHmucTpaTopa (3amok B HUXKHEN YacTu
NporpamMmMbl «OTKPbIT» ‘L) B npoTMBHOM cnyyae HaXXMuUTe Ha 3aMOK
B BepxHel yact okHa NporpamMmMbl HaXXMuUTe 1)

4. OTKpOeTCs OKHO C OCHOBHbIMM HacTpPoONKaMun NporpamMmmsbl. B 1eBor yactn okHa Bbibepute
nyHKT CkaHep.

ili 3mMeHeHVe HaCcTpoek KOMMOHEHTa BO3MOXHO, eC/IM aZMUHUCTPATOP cepBepa
LieHTpa/I30BaHHOM 3aLLuThl, K KOTOpOMy noakitouaetcs Dr.Web, gan Ha 310 paspelueHue.

PyKOBO,CLCTBO nosab3oBaTenda
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% Uentp GezonacHocty > Hactpoiikn > Ckanep - O X

€ Hasap MNapameTpbl NpoBepKU

MproCTaHaBAMBATE NPOBEPKY NPM MUTAHWM OT aKKYMYAATOpa
2 Of
asa ne D o
Mcnons20BaTe 3BYKOBLIE ONOBELLEHNA

O ona

Menons30BaHMe pecypooE KOMMsKTEpa

OnTumansHoe (pekomeHayeTca) v
| Q. CkaHep

AelictBua

1 YeepomneHun

@ Camo3zawmTa

2 Cepse
Pl VMHdMuMpoBaHHEIe

NeynTts, nepemMelllaTs B KapaHTUH HeW3nednmMblie [pEKOMeH,ﬂ.yETCH:] W

Mogoz PHUTENEHEI

MepenMellaTs B KapaHTHH (pekoMeH LyeTCa) W

\

—
(=a)

JononHWTeALHLIE HACTPORKK

PucyHok 25. Hactpoiika CkaHepa

MapameTpbl NnpoBepKu
B 3TOM rpynne gocTynHbl o6wme napameTtpbl pabotbl CkaHepa Dr.Web:

¢ MpurocraHaBaAMBaTb NPOBEPKY NPU NMUTAHUM OT akKKyMyaaTopa. Bkatounte a1y onuuto,
4yTOObI NPK NEepexoAe Ha NMTaHWe OT akkyMynaTopa nposepka bbiia npnoctaHosieHa. 1o
YMOIYaHWUIO OMNLMA OTK/IHOYEHa.

e Vcnonb3oBaTtb 3ByKOBbIe onoBeLw,eHus. BkitounTe 31y onuumto, utobbl CkaHep Dr.Web
COMpoBOXAan obHapyxeHne 1 06e3BpeXMBaHNE KaXXa0M Yrpo3bl 3BYKOBbIM curHanom. o
YMOJIYaHWUIO ONUNA OTKAHOYEHaA.

¢ Ncnonb3oBaHune pecypcoB KOMMblOTEpa. OTa ONUMA yCTaHaBAMBaET OrpaHMyeHre Ha
ncnosnb3oBaHme pecypcoB koMmnbtotepa CkaHepom Dr.Web. Mo ymonuaHuto 3agaHo
ONTMMaNbHOE 3HayeHue.

DewncrBus

B 31OV rpynne HacTpoek 3ajaetca peakumnsa CkaHepa Ha obHapy>KeHWe 3apa>keHHbIX Nan
NoAO3puTeNbHbIX GaliNoB U BPEAOHOCHbLIX MPOrpamMm.

Peakuusa 3ajaetcs OTAe/NbHO A/1A KaXKAOW KaTeropmm oH6bekToB:

¢ NHpuympoBaHHble — 06beKTbl, 3apa>keHHble N3BECTHbIM U (MPEANON0XNTENBHO)
N3ne4YnMbIM BUPYCOM;

PyKOBO,CLCTBO nosab3oBaTenda
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¢ Mopo3purenbHble — 06BEKTHI, MPEANONOXNUTENBHO 3apaXkeHHble BUPYCOM MK
cozep>kallume BpeZOHOCHbIN 06BbeKT;

® pa3nnyHblEe NOTEHLUMANbHO OMacCHble 06BbEKTHI.

Mo ymonuaHuto CkaHep MNbiTaeTcs BblAeYnNTb Galifbl, 3apa>keHHble M3BECTHbIM U
NOTeHLMaNbHO N3/1IeUMMbIM BUPYCOM, OCTa/ibHble Hanbonee onacHble 06 beKTbl —
nepemewaet B KapaHTuH. Bbl MoxeTe nameHunTtb peakumto CkaHepa Ha 0bHapyxeHue
Ka>kZ,oro Tmna o6bekToB B 0TAeNbHOCTU. COCTaB AOCTYMHbIX PeakLumin Npy 3TOM 3aBUCUT OT
TMNa yrpo3bl. [lencTBus, yCTaHOBNEHHbIE MO YMONYAHWIO, IBAAKOTCA ONTUMAaibHbIMU U
OTMeYeHbl Kak peKoMeHayeMble.

CyLLecTBYHOT CnesytoLme AercTBUS, NpUMeHAeMble K OBHapy>XeHHbIM 06BbekTaM:

AeiicrBne
JNleuuntn,
nepemMeLyatb B

KapaHTUH
Hev3neyrmble

JNleunts, yaanate
Heu3eynmble

Ypanutb

MNMepemeluatb

B KapaHTWH

VirHopupoBaTb

OnucaHue

BocctaHoBUTL cocTOsiHME 06bekTa A0 3apaxeHus. Ecan Bupyc Hemsneumm mam
nonbITka NeyeHns He Gblna yCneLwHoW, TO 06bekT 6yAeT nepemelleH B KapaHTUH.

[laHHOe ZeicTBME BO3MOXHO TOJIbKO A/ O6BEKTOB, 3apaskeHHbIX U3BECTHBIM
M31eUMMbIM BUPYCOM, 3@ UCKIHOUYEHMEM TPOSHCKUX MPOTPaMM W 3apakeHHbIX
balnoB BHYTPY COCTaBHbIX 06bEKTOB (apXMBOB, GaNoB 3NEKTPOHHOW NOUTbI UK
banoBbIX KOHTEMHEPOB).

BocctaHOBUTL cOCTOSIHME 06BbeKTa A0 3apaxkeHusa. Ecan BUpYyC Hemsneunm mim
nonbITka NeyeHna He Hblna ycrneLwwHom, To 06bekT byaeT yaaneH.

[laHHOe ZeicTBME BO3MOXHO TOJIbKO A1 OO BEKTOB, 3apaskEHHbIX U3BECTHBIM
U3NEYMMbBIM BMPYCOM, 3@ UCKTFOUEHUEM TPOSHCKMX MPOTPaMM U 3apakeHHbIX

balnoB BHYTPY COCTaBHbIX 06BEKTOB (apXMBOB, GaliNoB 3NEKTPOHHOW NOYUThI UK
banoBbIX KOHTEMHEPOB).

Ypanutb 06beKT.

[ns 3arpy304HbIX CEKTOPOB HUKaKKMX AEWCTBUA NMPOU3BOAUTLCSA He ByaerT.
MepemecTutb 06BEKT B CrieLpanbHyro nanky KapaHTiHa.

[ns 3arpy304HbIX CEKTOPOB HUKAKMX AEWCTBUA NMPOU3BOAUTLCS He ByaerT.

ﬂpOI'IyCTI/ITb 06BbeKkT 6€3 BbINOAHEHWS KaKMX-T1MBO AEVICTBMVI M He BbIBOAUTb
onoBeLleHna.

[laHHOe AeiCTBME BO3MOXHO TO/IbKO /1 BPEAOHOCHbIX MPOrpamMm: pekiamHble
nporpammbl, MPOrpamMmMbl JO3BOHa, NPOrpamMMmbl-LLYTKKY, MOTEHLMANBHO OMnacHble
nporpammel 1 NPOrpamMmebl B3oMa.

Mpv 06Hapy>KeHW BUPYCOB WK NMOAO3PUTENIbHOTO KOAa BHYTPU COCTaBHbIX 06 BbEKTOB
(apxnBoB, GainoB 3NEKTPOHHON NOYUTbl UK BaliNOBbIX KOHTEMHEPOB) AENCTBUA MO

OTHOLLEHUIO K YrpO3aM BHYTPU TaKuUX 06beKTOB BbIMOHAOTCS Haj BCEM O6'b6KTOM, a He
TOJIbKO Haj 3apa>|<eHHO|?1 €ro 4actbho.

PyKOBO,ELCTBO nosab3oBaTenda
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p,OI'IOIIHVITEIIbeIe BO3MOXXHOCTUA

Ana nepexoga K AONONHUTENbHbBIM HacTpoikaM B okHe MapameTpbl npoBepkn
(cM. prcyHoK HacTpoiku ckaHepa) HaxkmuTe CCbiiky [LonosHUTeNbHbIe HAacTPOKW.

Bbl MOXeTe OTKAHOUNTb NnpoBepPKY MHCTaJIALNOHHDBIX MakKeToB, apXMBOB 1 MOYTOBbIX ¢alzﬂOB.
Mo YMONYaHWIO NPOBEpPKa 3TUX 06BEKTOB BK/IHOUEHA.

Bbl Takoke MoxeTe HacTpouTb noBegeHne CkaHepa NOCAe OKOHYaHWA MPOBEPKU:

e He npumeHaTb aenctBue. CkaHep BbiBeAeT TabanLy CO CMMCKOM OBHapY>XeHHbIX yrpo3.

e O6e3BpeauTb 06HapYy>KeHHble Yrpo3bl. CkaHep aBTOMAaTUUECKM MPUMEHUT JENCTBUS K
O6HapYy>XeHHbIM yrpo3am.

e O6e3BpeauTb 06HapYy>)KeHHbIe Yrpo3bl U BbIK/IIOUYUTb KOMNbloTep. CkaHep aBTOMaTUYECKM
NPUMEHNT AENCTBUA K OBHApPY>KEHHbIM Yrpo3aM 1 NOC/e 3TOrO BbIKIHOUMT KOMMbHOTEP.

71.5. CepBep

Bbl MOXeTe npocMaTpuBaTh U pesakTMpoBaTh NapaMeTpbl B3aumogenctama DrWeb ¢
CepBepPOM LLeHTPaNM30BaHHOM 3aLLUMThI, @ TakKe 3ajaTb HAaCTPOVKM Ana MobuabHOro pexunma
paboTtbl Dr.Web. AaMHUCTpaTOp Balwen aHTUBMPYCHOW CETU MOXKET 3anpeTuTb BaM
M3MEeHATb MapamMeTpbl B3aUMOAENCTBUA C CEPBEPOM, B 3TOM C/lyHae KHOMKK 1 daaxkkn 6yayt
He JOCTYMHbI 418 yNpaBaeHUs.

B 3Tom pasgene:

e MNapameTpbl coegnHeHUs

e HacTponkun NoaxntoueHns K cepBepy LIeHTPaM30BaHHOW 3aLUMThI
e Ceptdukatbl

e [lapamMeTpbl NOAK/IHOYEHNS CTaHLNN

e [lononHWUTeNbHbIE HACTPONKM

e MobBuAbHbIN pexmm

Y106bI NEepeTn K NapameTpam B3aMMOAEUCTBUA CTaHL UM C CEpBEpPOM

1. Otkpoiite MeHto Dr.Web ® 1 Bri6epute nyHkT LieHTp 6e30nacHocTy.

2. Y6eputecs, uto DrWeb pabotaet B pexiive aAMUHNCTPATOPA (3aMOK B HUXHEN YacTh

nporpamMMbl «OTKPbIT» 'h) B npoTtvBHOM cnyyae HaxkmuTe Ha 3amMoK i
B BepxHel yacTn okHa NporpamMMbl HaXXMUTE 1)

4. OTKpOeTCs OKHO C OCHOBHbIMW HACTPOMKaMu NporpaMmMsbl. B 1eBoii yact okHa BblibepuTe
nyHKT CepBep.

PyKOBO,CLCTBO nosab3oBaTenda
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¥ Llewtp Bezonacroctn > Hactpoiikn > Cepeep — O X
€< Haszap Cepsep
Hactpoliki B2aMMOAeAcTEWMA CTAHUMW C CRPEERON LEHTPANMZ0EAHHOM 2aLUNThI
888 Obwme
ﬂapaMEprl coeagnHEHWA

@ YeenomaeHus CraTyc NoAKIKYEeHNUR: @ MoaxntoueHo
Appec cepeepa:
@ Camoszawmta

1D craHumm:

(Q Ckanep
‘ W3meHNTE HACTpPOIKK...

| & Cepsep .
,ﬂ,OI'IO_ﬂHMTEﬂbeIE HacTpoOMKK

CHH}(pOHHEHpOEETh CHCTEMHOE BPEMA C EPEMEHEM CEPEEDA

+| WMenonszoeats MoBuALHEIR pexun, ecan oTCYTCTEYET NOAKAKIUEHWE K CEPEEDY

HactpouTs...

~

—
[=a)

CK[SI:I_I: AONONHWTENBHBIE HanCIl:iKM

PucyHok 26. HacTpoiiku coegyHeHUA CcTaHLuK

MapameTtpbl coegnHeHns
B rpynne MapameTpbl coeanHeHnsa oTobpaxkatoTca:
e CraTyc NoAKIo4eHUA — CTaTyC NOAKIOUYEHMA CTaHLMUN K CepBepy LleHTPain30BaHHOWM
3aWmThbl;

e Aapec cepBepa — ajpec cepBepa LLeHTPaM30BaHHOM 3aLmThbl, K KOTOPOMY MOAK/IOYEHA
CTaHUuS;

e ID cTaHUMKN — NAEHTUPMKATOP CTAHLIMM ANA NOAKIIOYEH NS K CEpBEpY.

Bbl moxeTe NnpocMaTpumBaTb U YNMPaBJATb HaCTpOVIKaMM coeanHeHna C cepBepomMm, ecain
AOMUWHUNCTPATOP CETUN NPefOCTaBUA BaM TakKne npasa.

ilf Hactpolikv noakitoyeHms K cepBepy LEeHTPaan30BaHHOW 3aLLMTbl MOXHO MEHATb TO/IbKO
COr/lacoBaHHO C aMUHUCTPATOPOM aHTMBUPYCHOM CETH, MHaUe Ball KOMMbioTep GyaeT
OTK/IFOYEH OT aHTUBUPYCHOM CEeTW.

HacTtpounku noaknroueHuns

[ns V3MeHeHWs HacTpOoeK NOAKIOUYEHMS K TEKYLLEeMY CepBepy Uaun AobaBaeHUs Apyroro
cepBepa HaxMute M3meHUTb HacTpoiiku. OTkpoeTcs okHO HacTpoiiku noakatoueHums
cepBepa:

PyKOBO,CLCTBO nosab3oBaTenda
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% Llewtp BezonacrocTn > Hactpoiikn > Cepeep > HacTpoiiku nogrnrouenns - O X

€ Cepsep & o 9
HacTpoikn noakatoueHus

[lAA NogknkoUeHWA K CepEERY LIEHTPANMZ0EAHHOR 2aWmnTel TpebyeTcA cepTudnkat. Bel MoxXeTe NpoCMOTPETE CAMCOK
CyLUecTEYHOLWMX cepTudmrkaTor uan 4obaBnTe HOBLIA. Cnncok cepTudmKaToe

Ykaxmre NapamMeTpel CepeepOoB Ll,eHTpEJ'IIfHOEIEHHOﬁ 2aWMTEl, K KOTORBIM MOXEeT NOAKAKYaTeCA CTaHUWA.

®®

Cepeep UEHTPaNMI0BAHHOM 2aLLMTEI

~

"Iapame-phl NOAKAHYEeHMA CTaHUWKA

—
(=)

PucyHok 27. HacTpoiiku nogk/toueHus K cepeepy

B Tabavue BbIBOANTCA CMUCOK BCEX CEPBEPOB, K KOTOPbIM MOXET ObITb MOAK/IOUEHA CTaHLMA.
Bbl MoXeTe yaanate cepBepbl U3 Tabavubl 1 406aBAATL HOBbIE.

,ﬂ'J'IFI pa6OTbI c obbekTamu B Ta6n|/|u,e AOCTYMHbI Cedyroumne sneMeHTbl yrpaB/leHNA:

e KHonka @— HaCTpoOMKa COeAMHEHUA C APYrMM cepBepoM. B oTkpbiBLLIEMCA OKHE
HeobxoanMo yKasaTb ajpec cepBepa LieHTpaM30BaHHOW 3aLLnTbl, NPeAOCTaBAEHHbIM
aAMWHNCTPATOPOM.

e KHonka — yAaneHne CTPOKU.

Ceptndukarsl

HeobxoaMMbIM yCOBMEM NMOAKNHOUEHNS CTAHLMMN K CEPBEPY LIeHTPaM30BaHHOW 3aLmThl
ABNAETCA Hanume JencTByrolero ceptndunkata. Ceptmdukar MoxeT ObiTb YHUKaNbHbBI 415
KaXk4oro KOHKPETHOro cepBepa AN NOAXOANTb K HECKONbKUM cepBepaM. MoxHO fo6aBuTb
HeCKo/IbKO cepTUdUKATOB ANA NOAKNHOUYEHNSA K HECKONbKUM cepBepaM. [leicTByrOLLMI
cepTmdurKaTt NpeaoCcTaBAfeTCa aMUHNCTPATOPOM aHTUBUPYCHOM CETW.

Mo yMonuaHMIo yKazaH cepTudumkat, MCnoab30BaHHbIN NPW YCTaHOBKE NPOrpamMmMbl, €Can Ha
cepBepe He NPOoBOAMAACh NJaHOBAsA 3aMeHa Ktovel WindposaHua. Ecan 3ameHa kirovel
npounsBoanaach, byaeT ykaszaH NOCAEAHNIN U3 CTeHePUPOBAHHbIX CepTUdMKATOB. YTOObI
MPOCMOTPETb CMNCOK AOCTYMHbIX CEPTUPUKATOB NAN 106aBUTL APYron cepTudumkar,
neperiante no ccoblike CNcok ceptudmrKaTos.

PyKOBO,CLCTBO nosab3oBaTenda
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Yto6bl f06aBUTL HOBbIV CEPTUPUKAT, HAXKMUTE KHOI'IKy® M B OTKPbIBLUEMCS OKHe BblbepuTte
HeobxoanMbIN dain.

YT10bbl YAaNUTh HEMCNONb3YEMbI CEPTUPUKAT, HAXKMUTE KHOMKY .

MapameTpbl NOAKAOUEHUA CTAaHLUU

UT06b1 N3MEHUTb NapaMeTpbl NOAK/IIOUEHNS CTaHLLUN
1. B okHe MapameTpbl NOAKAIOUEHUA CTAHL UM YKaXKNTE UAEHTUDUKATOP CTaHLUN 1 Napoib
AN MOAKNIOYEHMSA K CepBepy. TN JaHHble NPeAoCTaBasoTCa aAMUHUCTPATOPOM CcepBepa.

2. Haxxmute OK ans coxpaHeHUs U3MEHEHUN.

UT06b1 C6pOCUTL NapamMeTpbl NOAKIIOUEHUA U MNOAK/IIOUUTBCA KaK HOBUUOK K cepBepy
L,eHTPa/ZIn30BaHHOW 3alUUTbl

1. B okHe MapameTpbl NOAKAIOUEHUA CTAHUUU HaxXMUTe COPOCUTL NapameTpbl U
NOAKNIOUUTBLCA KaK HOBUYOK.

2. B oTKpbIBLIEMCS OKHE NMOATBEPAMUTE, UTO Bbl XOTUTE COPOCUTL NapamMeTpbl NOAKNOUEHNS
CTaHLUMN U NOAKIOUYNTLCA Kak HOBMYOK. ObpaTtnte BHUMAHWUE, UTO 3TO AelCTBUE
HeobpaTmo.

3. MNocne NoATBEPXAEHNA perncTpaunmn CTaHUMM Ha cepBepe LIeHTPan30BaHHOW 3aLuThl
Dr.Web nonyumt HOBble naeHTMdUKaTOp CTaHUMM 1 Naponb. OHM ByayT MCNONb30BaTHCA
ANA NOAK/IOYEHNA K cepBepy.

napamerpbl coegnHeHnAa BUPTYyaJibHOro areHta

Mpwn onpeseneHHbIX HACTPOMKaX Ha CTOPOHE cepBepa CTaHLMA MOXKET MNOAKIOYATLCA K
CkaHupytolemy cepsepy. B 3Tom caydae ctaHuma cumtaetca supmyasibHsiM d2eHMom v
nepegaeT 3anpockl Ha ckaHMpoBaHue darnos 1 URL Ha cepBep. BupycHbie 6a3bl 1
BCTPOEHHbIE GUILTPbI HE XPaHATCA Ha CTaHLMWW.

Mpun ncnonbzoBaHnM CKaHUPYHOLLErO CepBepa Ha CTaHLMKM OTOBpaXkaeTcs rpynna HacTpoek
MapameTtpbl coegnHeHUs BUPTYaZIbHOrO areHTa Co CleAyroWwmnMn JaHHbIMU:

e CTaTyCOM MOAKNOUEHMA CTaHUnK K CKaHMpYoLLEeMY CepBepY;

¢ |D CkaHupyroLero cepsepa.

PyKOBO,ELCTBO nosab3oBaTenda
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¥ Llewtp Bezonacroctn > Hactpoiikn > Cepeep — O X

€< Haszap Cepsep

HECI'F)OﬁKH E2ANMOAEACTENA CTaHUMK C cepeepomM LI,EHT[JEJ'IHEOEIEHHOﬁ 2aULATEIL

888 Obwme
I'IapaMEprl COeANHEHWMA

£l Yeegomnexwn Cratyc noaxnoderuns: & MoaknkdeHo
Anpec cepeepa:

@ Camoszawmta
1D craHumm:

CkaHe
Q P ‘ MN3MeHnTE HACTPORKH...

| & Cepsep
HapaMEprl COeAMHEHWNA BUPTYalbHOro areHTa

Cratyc noginodenmns: @& Moaknouero k CraHupylolemy cepeepy

ID Cranupyrouero
cepeepa:

~

JononHuTensHble HACTPORKK

-
(=)

PucyHok 28. MoakntoueHune k CkaHupylolemMy cepsepy

fli Mpw oTcyTCTBUM NOoAKIOUEHUA K CKaHMPYtOLLLeMYy CepBepY CTaHLWA He 3aluuileHa.
: Heob6xoanMmo 06paTtutbca K afMUHUCTPATOPY aHTUBUPYCHOMN CETU.

[AononHutenbHble HACTPONKMU

[ns nepexoza K JOMONHUTENbHbBIM HAacTpolikam B okHe CepBep
(CM. pncyHoOK HacTpoinku coeanHeHra cTaHUnmM) HaXXMUTe CCblsiky J,onosHUTeIbHbIe

HacTpouku. B rpynne [iononHuTebHble HACTPOMKM Bbl MOXKETe BbIOpaTh cneayrolime onumnm:

o CUHXPOHM3UPOBaTb CUCTEMHOE BpPeMs C BpeMeHeM cepBepa — A/ CUHXPOHM3aLUUn
CUCTEMHOrO BPEMEHU Ha Ballem KOMMbIOTepe CO BPEMEHEM Ha cepBepe
LLeHTpan30BaHHOM 3almnThl. B gaHHOM pexvme Dr.Web nepvogmnyeckn yctaHaBanBaeT
CUCTEMHOE BPeMSs Ha BalleM KOMMbOTEPE B COOTBETCTBUM C BPEMEHEM Ha CEpPBEpE.

¢ Ncnonb3oBaTtb Mo6UIbHBIN peXXNM, eCin OTCYTCTBYET MOAKJIIOUEeHUe K cepBepy — A5
CBOEBPEMEHHOr0 NoayYeHns 06HOBAEHUN BUPYCHbIX 6a3.

Mo6uabHbIV peXxum

Ecnv Baw komnbtoTep fosroe Bpemsa He bygeT MeTb CBA3M C CEPBEPOM LieHTpaIM30BaHHOW
3aLUunThl, AN CBOEBPEMEHHOro noayyeHns o6HOBNEHWI C cepBepOB KOMMNaHmu «/lokTop
Beb» pekomeHayeTca yCTaHOBUTb MOBUABHBIN pexnm pabotel Dr\Web. [lna atoro yctaHoBuTe
dnaxxok UcnonbzoBatb Mo6UNbHLI peXXuUM, eCiu OTCYTCTBYET NOAK/IIOUEHUE K cepBepy.

PyKOBO,CLCTBO nosab3oBaTenda
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®naxok Ucnonb3oBatb Mo6ubHBbIN peXXUM, ecv OTCYTCTBYeET NoAK/IIoUeHue K
cepBepy 6yzAeT JOCTYNeH NPW YCI0BUM, YTO Ha CepBepe LIEHTPasIM30BaHHON 3aLLuTbl B
npaBax CTaHuun pa3peweHo MameHeHue koHpurypauum AreHta Dr.Web.

B MobunbHom pexnme DrWeb nbitaeTcs NoAKIOUNTLCS K CEPBEPY LLeHTPaAN30BaHHOM
3alUMTbl, Ae1aeT TPU MOMbITKY, U, EC/IV HE YAANOCh, BbIMOAHAET OOHOBNEHWE BUPYCHBIX 6a3 C
cepBepoB KoMMNaHuu «Joktop Beb». MonbiTkv 06HapyXeHUs cepBepa LEeHTPaan30BaHHOM
3alUMTbl MAYT HEMPEPbLIBHO C UHTEPBAJIOM OKOJIO MUHYTBI.

UT06b1 3agaTb HacTpoiiku Mob6bunbHoro pexxmma pa6orbi

1. Haxxmute kHonky Hactpoutb. OTkpoeTcs okHO Mo6uabHbIN peXxum.

2. B Bbinagatowem cnuncke Monyuarb 06HOBAEHUA Bbl MOXeTe BblOpaTbh NEPUOANYHOCTb, C
KOTOpOW ByzAeT NPOM3BOANTLCA NPOBEPKa Ha Hasnune O6HOBEHUI Ha cepBepax
KomnaHum «[Joktop Beb».

ii Mpw BbIGOpe B cnivcke MonyuaTb 06HOBAEHUSA ONLMM BpyuHyto aBToMaTUYeck/e
: 06HOBNEHWS MPOUCXOANTL He ByayT. Bbl cMoXKeTe 3amycTnTb 06HOBAEHWE B MeHto Dr.Web.

3. Mpu MCcNoab30BaHNM NPOKCU-CEPBEPA YCTAaHOBUTE COOTBETCTBYHOLMIA daaxok. B 3Tom
C/lyyae CTaHyT aKTMBHbIMW NONSA:

Hacrpoiika OnucaHue

Aapec YKkaxute agpec npokcu-cepsepa.

MopT YKaxkute nopT NpoKcu-cepeepa.

JloruH YKaxute UMs y4eTHOM 3amnncu AN NOAKIOUEHUS K NPOKCU-CEPBeEpY.

Maponb YKaxkute napo/ib y4eTHOW 3anmncK, UCMosib3yeMOn 418 NMOAKIOYEHMS K MPOKCU-
cepsepy.

Twn aBTOpPM3aLMK Boibepute TMN aBTOpM3aLmK, TPpebyeMblin 418 NOAKIOUYEHMS K MPOKCU-CEPBEPY.

4. Tlo okoHYaHUW pedakTpoBaHUA HaxmMmuTe kHonky OK ana coxpaHeHnsa BHECEHHbIX
M3MEHeHN NAN KHOMKy OTMEHUTb ANS BbiXOAa U3 OKHa 6e3 CoOXxpaHeHWA N3MEHEHWUN.

/l\ B Mo6unbHOM pexxvime Npou3BOAWTCS O6HOBAEHVE TONLKO BUPYCHbIX 6a3.
)

Ecnv cHatb dnaxok Mcnonb3oBatb Mo6GUABHBIW PeXXUM, ecim oTCyTCTBYeT
noAKitoueHne K cepBepy 0 BO30OOHOBEHMA CBA3M C CEPBEPOM LIEHTPaAN30BaHHOWM
3aLuTbl, TO BUPYCHble H6a3bl nepectaHyT 0OHOBAATLCA, HO MOWCK CEPBEPa MPOAOIKUTCS.

PyKOBO,ELCTBO nosab3oBaTenda
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Hactpoiiku nporpammbi

Bce n3meHeHUs, KOTopble 3a4atoTCa A8 CTaHLUN Ha CepBepe LIeHTPaiM30BaHHOMN 3aLmThl,
BCTYMAT B CUY, Kak ToAbko cBA3b Dr.Web c cepsepom Bo3o6HOBUTCS.

7.6. OnoBelieHNs cepBepa

Ans yno6ctBa paboThl C ONOBELLEHUAMMN HA CepBepe LieHTPaIM30BaHHOW 3aLUnThbI Y
aZAMUHMCTPATOpPa CeTN eCTb BO3MOXHOCTb BKIHOUMTb OTMPaBKy OMNOBELLEHUI Ha CTaHLmIo. B
3TOM cnyyae B okHe O6wme nosBmTCa NyHKT OnoBew,eHus cepBepa.

#F Llentp BesonacHocTn > Hactpoiikn > Onoeewyenns cepeepa - O X

< Haszag OnoBelleHns cepBepa

YAanATe ONOBELLEHKA CepeepRa aBToOMaTHUYeCck

888 Obwme @D &

ooo

MakcrmansHoe BpeMA XpaHeHnsa onoeeLlLeHrid cepeepa
[l YeegomneHuna P P n PBER:

Henenn v

@ CamoszawmTa
Bce OnoBelleHWA Cepeepa, HaxXoAAlWMeCa Ha Ballem KOMNbHTeRe BonbLwe YKa3aHHOro

cpoka, ByayT yaaneHsl.
Q. Ckanep

E Cepsep

| (] OnogeleHws cepeepa

—
(=)
s

PucyHok 29. HacTpoiiku aBToMaTU4ecKkoro yaanaeHus onoBeLlLeHUA cepBepa

Y106bI BKAHOUNTb UIN OTK/IIOUUTb aBTOMAaTUUECcKoe yAaneHue OI'IOBeI.I.I,eHVIﬁ cepBepa

1. Otkpoiite MeHto DrWeb ®# 1 Boi6epute nyHkT LieHTp 6e30nacHocTy.

2. Y6eautecs, uto DrWeb paboTaer B pexxuve agMuHUCTpaTopa (3aMOK B HUXKHEN YacTy
NnporpamMMbl «OTKPbIT» ). B npoTMBHOM Ciyyae HaxkmMuTe Ha 3aMOK .
B BepxHen yactv okHa NporpamMmMbl HaXXMuUTe &,

4. OTKpOeTCcs OKHO C OCHOBHbIMW HacTpOMKaMu NporpaMmMsbl. B neBon yactu okHa BblibepuTe
nyHkT OnoBeleHUsa cepBepa.

5. BkarounTe nav oTKIOUMTE ONUUIO YAanATb OnoBeLlL,eHnUs cepBepa aBToOMaTUUeckn npm
nomMolum nepekitovatens @D,

6. MNpun BKAHOYEHUN aBTOMATMYECKOTO yAaneHa OnoBeLLeHnn B NyHkTe MakcumanbHoe
BpeMsA XpaHeHWA ONoBEeLLEeHUNA cepBepa B BbiNajatolweM cnmcke Boibepute
HeobxoanMmbIn Nepuog BpeMeHn. OnoselyeHma ByayT yaanaTbCa No NCTEYEHUM 3TOTO
cpoka.

PyKOBO,CLCTBO nosab3oBaTenda

65



14
X
I\

A
K5

8. ®annbl n cetb

®daiinbl U ceTb

[aHHasa rpynna HacTpoeK NpesocTaBAseT 4OCTYN K MapaMeTpaM OCHOBHbIX KOMMOHEHTOB

3awWmThl U k CkaHepy.

Yr1o6bl NepenTh B rpynny Hactpoek Dainbl u cetb

1. OTkpoiite MeHio Dr\Web % 1 Bbi6epute nyHkT LieHTp 6e3onacHocTy.

2. B oTKpbIBLIEMCS OKHE HaxXMuTe NanTky Pannbl u ceThb.

W Lentp 6esonacroctn > Qaiinl n cets

€ LleHTp GezonacHoCTH

Ed daiinbl v cetb

SplDer Guard

E peansHOM EReMEHK

Bpanamaysp

CkaHep

Q MNpoeepka KOMMNBKOTEPA Ha BMPYCH! W
ApYyTie EpefoHOCHLIE NPOrpamMisl

A
[B Haxmure, ytefel 2anperuTs MIMEHEHNA

E Mpoeepka daiinosoi cucrembl [ @] @

ﬁ KOHTpOAb ceTeBsIx coegnHeHHi [ @] E

SplDer Gate
KonTtpons HTTP-tpadwmka

4] 6J'ICIKI,‘1[JCIEIKE EReLOHOCHBIX

06beKTOR

SplDer Mail

MNpoeepka NouTkl

Ha BpeA0HOCHBIE ObBeKThl M Criam

- o =
s o 0O
-
-

\

—
(=)

PucyHok 30. OkHo ®awnnbl n ceTb

BxknroueHue n oTk/tOuUeHME KOMMNOHEHTOB 3aliUTbl

Bkarounte nan otkarounte HeO6XO,£I|I/IMbII7I KOMMNOHEHT NP NOMOLUKM NepeknroYvaTena .

Y106bI I'IQPEﬁTM K napamMmeTpamMm KOMMNOHEHTOB

1. Y6eautech, uto Dr.Web paboTaeT B pexxume aaMuHnCTpaTopa (3aMOoK B HUXKHEN YacTu

N A
NporpaMMbl «OTKPbIT» ). B npoTMBHOM Ccnyyae HaxXmMuTe Ha 3aMOK .

2. HaxxmuTe namtky HEOH6X0AMMOro KOMMOHEHTa.

PyKOBO,CLCTBO nosab3oBaTenda
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B aTom pasaene:

e MoHutop darnosoit cuctembl SplDer Guard — KOMMOHEHT, NpoBepAtoLWmMIA daiibl BO

BPeMA MX OTKPbITUA, 3aMycka Uau U3MEHEHMS, a TakKe 3anyckaeMble MPOoLEeCChl B pexnme
peanbHOro BPpeEMEHMU.

e VHTepHeT-MoHUTOP SplDer Gate — kKOMNOHeHT, npoBepsatowmii HTTP-Tpaduk.

e [NoutoBbli aHTUBMPYC SplDer Mail — KOMMNOHEHT, MPOBEPSAOLLNIA INEKTPOHHbIE MUCbMa Ha
Ha/Jnume BPEAOHOCHbIX OB6BEKTOB M Cnama.

e bpaHaMay3p — KOMMOHEHT, KOHTPOANPYIOLWMNIA MOAKIHOUEHMA U Nepesady AaHHbIX MO CeTy,
a Taikoke 610KNPYOLWNIA NOAO3PUTENbHbBIE COEAMHEHMA HA YPOBHE NaKeTOB M NMPUIOXKEHWI.

e CkaHep — KOMMOHEHT, MPOBEePSOLLMIA 0H6BEKTbI MO 3anpocy UAK MO pacnucaHuIo.

e DrWeb ana Microsoft Outlook — moayns Dr.Web ans Microsoft Outlook.

fli UYTto6bl 0mK/ItoUUMb Kako-1mbo 13 komnoHeHToB, Dr.Web gonxeH paboTats B pexume

11
agMNHUCTpaTopa. ﬂ,ﬂﬂ 3TOro0 Ha>XMUTE Ha 3aMOK B HWDKHEW YaCTW OKHa nporpamMmbl.

8.1. NocrosHHas 3awmTa pannoBoin CUCTEMDbI

MoHuTOop darnoson cuctembl SplDer Guard 3awwmilaeT KOMMNbIOTEP B PEXMME peasbHOro
BpeMeHu 1 npesoTBpallaeT ero 3apaxeHue. SplDer Guard 3anyckaeTca npu 3arpyske
ornepauyoHHOM CMCTeMbl 1 MpoBepseT dansibl BO BpeMa UX OTKPbITUA, 3anycka Uan
N3MEHEHWS, a TakoKe OTCIeXNBAET JENCTBMA 3aMyLLEHHbIX MPOLLECCOB.

YT106bI BKIFOUMTb WK OTKJIFOUUTb MOHUTOP ¢aiinoBoI cUCTEeMbl

1. OTkpoiite MeHio DrWeb % 1 Boi6epute nyHkT LieHTp 6e3onacHocTy.
2. B oTKpbIBLIEMCS OKHE HaxXMuTe NanTky Pannbl u ceThb.

3. Bruitoumte nam otkarounte MoHmutop dannoomn cuctemol SplDer Guard npy nomotum
nepekntoyatens @D,

PyKOBO,CLCTBO nosab3oBaTenda
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% LenTp GesonacrocTn > Qaiinel n cete - O X

€ LleHTp 6ezonacHocTy & o 9

Ed daiinbl v cets

SplDer Guard SplDer Gate
E Mpoeepka GaANOEON CUCTEMBI ‘) @ KonTpone HTTP-Tpadwka ‘)
B peantHoM BpemMeHK 1 BNOKMPOBKE BPeACHOCHBIX
obLeKkToB
Bpanamaysp SplDer Mail
ﬁ KoHTpone ceteBbix coeguHeHMiA ‘) E Mpoeepka NouTsl ‘)

Ha BRel0HOCHBIE 06beKThl 1 Cram

CkaHep

Q MpoBepka KOMMBKOTEPA Ha BAPYCH U
APYTHE EPeAOHOCHBIE NPOrpamMmel

i
[B Haxmute, ytobel 3anpeTuTs HIMEHEHMA @

PucyHok 31. BkaroueHune/otirouenue SplDer Guard
B atom pasgene:

e OcobeHHocTtn paboTthl SplDer Guard

e [IpoBepKka CbeMHbIX HOCUTENEN

e [leiicTBUA, NpUMeHsaeMble K O6Hapy>XeHHbIM Yrpo3am
e Bhibop pexurma npoBepku moHuTopom SplDer Guard
e /lONONHUTENbHbIE HACTPOUKMN

CM. Takxke:

e VickntoyeHune q;a|7|n0|3 M NanokK 13 NpoBEPKN
e VlcknroyeHume I'IQVIJ]O)KeHVIl\/’I M3 NPOBEPKN

Oco6eHHOocTU paboTbl SplDer Guard

Mpw HacTpoiikax Nno ymonyaHuto SplDer Guard Ha neTy NnpoBepsieT Ha XEeCTKOM ANCKe TONbKO
co3jaBaeMble UV n3MeHsieMble daiisibl, Ha CbeMHbIX HOCUTENIAX — BCE OTKPbIBaeMble Gpaisibl.
Kpome Toro, SplDer Guard noCTOSAHHO OTCAEXMBAET AEMCTBMA 3aMyLLEHHbIX MPOLLeCCOoB,
XapaKkTepHble 415 BUPYCOB, U MPU UX OBHapy>XeHUW BAOKMPYET 3TN MPOLLeCChI.

| KomnoHeHT SplDer Guard He npoBepseT daiiibl BHYTPY apXMBOB, apXMBOB 3NEKTPOHHOW

A; nouThbl 1 GpannoBbix KOHTENHEPOB. Eciv kakor-nMbo dain B apxmee MAM MOUYTOBOM
BJIOXEHUW MHOULIMPOBaH, TO yrpo3a byaeT obHapy>keHa npu n3BaeyeHnn Garina A0
NOSBNEHNA BO3MOXHOCTW 3apadkeHns KOMMboTepa.

PyKOBOACTBO nosb30BaTena

68



AP
{ ;r ®daiinbl M ceTb | 69

Mo ymonuaHuto SplDer Guard 3anyckaeTcs aBTOMaTM4YeCKM NPU KaXKAon 3arpyske
onepauyoOHHOM CUCTEMbI, MPW 3TOM 3anyLLEeHHbIN MOHUTOP darnoBon cuctembl SplDer Guard
He MOXeT ObITb BbITPY>XeH B TeUeHMe TeKyLLero ceaHca paboTbl onepaLoOHHON CUCTEMBI.

Bo3moxHa HecoBMecTuMOCTb nporpammel Dr.Web ¢ MS Exchange Server. B cayuae
: BO3HWKHOBEHWA Npob6aeM fo6aBbTe 6a3bl AaHHbIX U XypHasa TpaH3akumii MS Exchange
Server B cnucok vckitoyenuin SplDer Guard.

Mapametpbl MoHnTOpa dainnosoin cucremnl SplDer Guard

Mpwn 0bHapy>xeHWK 3apaxkeHHbIx 06bekToB SplDer Guard npuMeHAeT K HAM AenCTBNA
COracHO YCTaHOBJ/IEHHbIM NapamMeTpaM. HacTponkun nporpaMmMbl MO YMOAYAHWIO ABAAKOTCS
ONTUMaNbHbIMK AN BONBLUMHCTBA CNyYaeB, X He CelyeT U3MeHATb 6e3 HeoHXoAMMOCTH.

Y106bI NepeiTn kK NnapameTpam komnoHeHta SplDer Guard

1. Y6epmutech, uto Dr.Web paboTaet B pexxume agmmHucTpaTopa (3aMOK B HUXKHERN yacTu
(7l

nporpamMmMbl «OTKPbIT» ‘L) B NPOTNBHOM C/yYae Ha>KMUTE Ha 3aMOK (5.

2. Haxxmute nantky SplDer Guard. OTkpoeTcs OkHO napaMeTpoB KOMMOHEHTa.

T Lentp Besonackoctn > Daiinki v cets > SplDer Guard - O X

< Qaiinbl U ceTb & o o
&= SpIDer Guard

[NpoBepKa CUCTEME! B PRENEHOM BREMEHN.

MapameTpbl NPOBEPKK

npOEIEpHTh 0BBEKTEl HA3 CheMHBIX HOCMTENAX

@D B

BAOKMPOBATE GETO2AMYCK CO ChEMHbBIX HOCUTENEH
@D B

AeiictBua

MHduumMpoEaHHsle

Neuwnts, nepemMelllaTs B KapaHTUH HeW3nednmble (peKOMEHAyeTCH) W

I'Io,u.ospmenthle

MepemellaTs B KapaHTUH (peKOMEHLYETCR) v

5
(=)
P

JonofHuTensHEIe HACTROMKK

PucyHok 32. NapameTpbl MoHUTOpa ¢aiiIoBOUN CUCTEMbI

PyKOBO,CLCTBO nosab3oBaTenda
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MNMpoBepka cbeMHbIX HOCUTe el

SpIDer Guard no ymonuaHuto npoBepsieT danibl Ha CbeMHbIX HOCUTENAX MHPOPMaLLMK
(CD/DVD-aunckax, dnelw-HakonuTenax v T. 4.) Npu CO34aHUN, YTEHUU, U3MEHEHNU U 3anyCcke
3TMXx dannoB, a Takke HAO0KMpPYyeT aBTOMATUUECKUI 3aMyCK NX aKTUBHOTO COAEPXUMOTro. ITOT
MeToZ NOMOraeT NpeAoTBPaTUTb 3apaXkeHne Ballero KOMnboTepa yepes CbeMHble HOCUTENN,
Tak kak SplDer Guard B pex1Me peasbHOro BpeMeHu oTcnexmBaeT obpalleHns K GarinoBou
cucteme n 6a1okMpyeT NCNONHEHNE BPeAOHOCHOrO KOAa.

' HekoTopble cbeMHble HOCUTEN (B YaCTHOCTW, MODBUNbHbBIE XKECTKME AUCKN C MHTEPdECOM

& USB) MoryT npeActaBasTbCA B CUCTEME KaK XecTkne Ancku. B aTom cnyyae B obaactu
yBegomieHuin Windows He oTobpakaeTcsi 3Hauok «be3onacHoe M3BneYeHe YCTPONCTB U
AnckoB». Mpu uteHnn dalina c Takoro aucka SplDer Guard He ocyLLecTBASET NPOBEPKY,
€C/Iv He BblibpaH NapaHoWAanbHbIA PEXMM, NO3TOMY Takue AWUCKNA peKoMeHAyeTcs
NpoBepsATb Ha BUPYCbI MPY NMOAKIOYEHNUN K KOMMbtoTEPY € nomolLubto CkaHepa Dr.Web.

Bbl MOXeTe BK/IHOUNTL MAK OTKIOUNTL onunn MpoBepAaTb 06beKTbl Ha CbeMHbIX HOCUTENAX
1 bnokupoBaTb aBTO3anycK cO CbeMHbIX HOcuTesen npun nomoLum nepekatovatens @D B
rpynne Hactpoek MapameTpbl NnpoBepKw.

| B cnyyae BO3HUKHOBEHWS Npo6em Npu ycTaHOBKe MporpamM, obpatliatowmxcs K daiiny
autorun.inf, BpeMeHHO oTKAtouuTE onuuio BiokupoBaTh aBTO3anycK CO CbeMHbIX

HOCUTeNEeNn.

AecTBMA, npumMeHsemMble K 06Hapy>XKeHHbIM yrpo3am

B aToM rpynne HacTpoek Bbl MOXeTe HacTPOUTb AencTBuA, kotopble Dr.Web gomxeH
NPUMEHATb K Yyrpo3aM B Cyvae obHapy>XeHUs UX MOHUTOPOM darnoBor cuctemMbl SplDer
Guard.

PyKOBO,CLCTBO nosab3oBaTenda
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Ynanate

¥ Llewtp BezonacHocTn > Maiinkl u cets > SplDer Guard - O X

< QaiAnbl U ceTb

= SpIDer Guard

I'IpoBepKa CUCTEMBEI B DEaNEHOM BPEMEHM.

HeiictBusa
WMHdWurpoBarHsle
NeunTs, NepeMeLLaTE B KaPaHTHH HEM3NEUMMEIE (DEKOMEHAYETCA)

NeynTs, nepemMellaTs B KApaHTUH HeW3nednMblie [pEKOMEH,qu'TCﬂ:]
NeuwTs, YA4anATe HeManedynmMmele

MepemellaTs B KapaHTHH

IMepemelllaTe B KapaHTWH (peKOMeHLYeTCsA) v

Mporpamme! 4o02E0Ha

MepemelaTs B KapaHTUH (pekoMeHayeTCR) v
Mporpammil - Ly TKK

CKphI'h A0ON0ONHWTENEHBbIE HaprﬁKM

PucyHok 33. Hactpoiika aeicTBMA, NpUMeHseMbIX K yrpo3am

[elicTBMA 3a4at0TCsA OTAENBHO NS KaXKA0ro TMna BPeAOHOCHbIX U MOAO3PUTENbHBIX
06bekToB. COCTaB AOCTYMHbIX AEWCTBUA MPU 3TOM 3aBUCUT OT TMMNa 06bekToB. [1o ymMonyaHmto
yCTaHOB/NIEHbl PEKOMEHAyeMble AeNCTBUS ANS KaXKAoro Tvna o6bekToB. Pe3epBHble Konun
obpaboTaHHbIX 06bEKTOB COXpaHAtOTCA B KapaHTtuHe.

Bo3mMo)kHble aencTBuA

K yrpo3zam mMoryT 6biTb NpUMEHEeHbI cneayrolime AercTBus:

JeiictBMe

Jleunts,
nepemelyaTb B
KapaHTUH
Heusneuynmble

JNleunts, yaanatb
Heusneunmble

OnucaHue

BocctaHOBUWTL coCTOsIHME 06BbEKTa A0 3apakeHus. Ecav BUpPYC Hevsneunm muam
MOMbITKa IeYeHNs He Bblna YCNewHOW, TO 06BbEKT ByaeT NepeMeLLleH B KapaHTVH.

[JlaHHoe fAeicTBME BO3MOXHO TOJIbKO A/18 O6BEKTOB, 3apaskeHHbIX U3BECTHBIM
M3NEYMMbBIM BMPYCOM, 3@ UCKIKOYEHNEM TPOAHCKMX MPOTPaMM 1 3apaskeHHbIX
balinoB BHYTPU COCTaBHbIX 06BEKTOB (apX1BOB, GaliNoB 3NEKTPOHHOW MOYTLI UK
bannoBbIX KOHTEUHEPOB).

BocctaHOBUWTL cOCTOsHME 0b6BEKTa A0 3apakeHus. Ecav BUpPYC Hemsneunum muam
nonbiTka NedyeHna He Hblna yCrneLwwHom, To 06bekT byAeT yaaneH.

[laHHOe ZeicTBME BO3MOXHO TOJIbKO A/ O6BEKTOB, 3apaskEHHbIX U3BECTHBIM
M31eUMMbIM BUPYCOM, 3@ UCKIHOUYEHMEM TPOSHCKUX MPOTPaMM W 3apadkeHHbIX
baloB BHYTPY COCTaBHbIX 06bEKTOB (apXMBOB, GaiNoB 3NEKTPOHHOW NOUThI UK
banoBbIX KOHTEMHEPOB).

PyKOBO,CLCTBO nosab3oBaTenda
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Ypanatb

Mepemeltatb

B KapaHTWH

VirHopupoBsaTtb

Coobuwatb

®daiinbl U ceTb

OnucaHue

Ypanutb 06beKT.

[N 3arpy304HbIX CEKTOPOB HVKaKUX AeMCTBUIA MPOU3BOAUTLCA He ByaerT.
MNepemecTutb 06bEKT B CNeLmanbHyto nanky KapaHTtuHa.

[lna 3arpy30UHbIX CEKTOPOB HUKAKUX A€ACTBUIN MPOU3BOAUTLCS He ByaerT.

Mponyctntb 06bEKT 6€3 BbINONHEHWS KaKMX-1MOO AEeNCTBUIM U He BbIBOAUTL
ornoBseLlleHus.

[JaHHoe ZieiicTBME BO3MOXHO TOJIbKO Asl BPEAOHOCHBIX MPOrpaMm: pekiaMHbIX
nporpamm, Nporpamm A03BOHa, MPOrpaMM-LIYTOK, MOTEHLWAIbHO OMNACHbIX
nporpamm v NporpamMm B3Joma.

BbiBOAMTH OMOBELLLEHNE U MPOMYCTUTb 00BbEKT 6€3 BbINOJHEHNA Kakux-11Mbo
JLEeNCTBUI.

[laHHoe feicTBME BO3MOXHO TOJIbKO ANS MOA03PUTE/IbHBIX 0OBEKTOB U
BPeAOHOCHbIX MPOrpamMm.

Pe>xum npoBepkun komnoHeHtom SplDer Guard

,ﬂflﬂ AOCTyrMa K3TOMY 1 ciedyrouemMy pa3jesiaM Ha>XKMUTe CCbIIKY AOI’IOIIHVITGIIbeIe

HaCTPOMKMU.

B 3TOM rpynne HacTpoek Bbl MOXeTe BbIbpaTb pexxunm npoBepku dparnos MmoHuTopoMm SplDer

Guard.

Pe>xum

OnucaHue

OnTUManbHbIV, MCMONb3yeTcsa Mo B AaHHOM pexxumMe npoBepka NPOW3BOAUTCA TONbKO B CeAYHOLLIMX

YMOIYaHWIO

cnyyasx:

e /11 06BEKTOB Ha XeCTKMX ANCKaxX — MpW 3amycke Win Co3aaHum
balinoB, a Takxke NOMbITKe 3aMNUCK B CyLLeCTBytoLW e dalinbl uin
3arpy3ouHble CEKTOPa;

e /19 06BEKTOB Ha CbeMHbIX HOCUTENSAX — MpuW Ito6oM obpaLleHm
K Garnam uam 3arpy3oyHbiM ceKTopam (Y4TeHWK, 3anncy, 3arnycke).

PekomMeHgayeTca MCnoab30BaTh MOC/IE NPOBEPKM BCEX XKECTKMX ANCKOB
npv nomoum CkaHepa Dr.Web. B 3Tom ciyyae BygeT ncknroueHa
BO3MO>HOCTb MPOHWKHOBEHMA Ha KOMMbOTEP HOBbLIX BUPYCOB WM
APYrX BPEAOHOCHbBIX MPOrpaMmM Yepes CbeMHbIE HOCUTENW, HO Npw
3TOM He 6yZAeT NPOBOAUTLCA MOBTOPHOW NPOBEPKM yXKe
NMPOBEPEHHbIX, YNCTbIX, OO bEKTOB.

PyKOBO,CLCTBO nosab3oBaTenda
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Pe>xnm OnucaHue

MapaHouaanbHbIi B saHHOM pexxime npu Aro60om obpalleHnn (Co3gaHnm, YTeHuy,
3anucy, 3anycke) NPOU3BOAWTCS NpoBepka Bcex $haiinos u
3arpy30uHbIX CEKTOPOB Ha XEeCTKUX U CEeTEBbIX AMCKaX, a Takxke
Ha CbeMHbIX HOCUTENISX.

[JaHHbIli pexxm obecneunBaeT MakCMaslbHbIN YPOBEHb 3aLUThl, HO
3HauUUTENbHO YBEIMUMBAET Harpy3ky Ha KOMMboTep.

p,OI'IOﬂHI/ITEﬂ bHbl€é BO3MOXHOCTU

B 3TOM rpynne HacTpoek Bbl MOXeTe 3a/aTb NapamMeTpbl MPOBEPKN Ha NeTy, KOTOpble ByayT
NPVUMEHATHCA BHE 3aBUCUMOCTU OT BblI6paHHOTo pexnma paboTbl MOHUTOpPa dhanoBow
cuctembl SplDer Guard. Bbl MoXeTe BKIHOUMTL!

® ICNOJIb30BaHME 3BPUCTUYECKOTO aHaIn3aTopa;

e MpPOBepKy 3arpy>aemMbix NPOrpamMmM 1 Moayneu;

e NMpPOBepPKy YCTaHOBOYHbIX Galnnos;

e npoBepky GannoB Ha CETEBbIX ANCKAX (HE peKOMeHAayeTcs);

® POBEPKY KOMMbIOTEPA Ha Ha/IMUMe PYTKUTOB (pekoMeHayeTca);

e NpoBepky ckpunToB, BbinoaHaemblx Windows Script Host n Power Shell (gna Windows 10,
Windows 11).

DBpPUCTUUECKMIA aHaNn3

Mo ymonuaHwuto SplDer Guard npoBoANT NpPOBepPKY, MCMONb3Ys 3BPUCTUYECKUI aHaAU3aTOp.
Ecim onuma oTkiroueHa, nposepka NPOBOAMTCA TONIbLKO MO CUTHATypaM U3BECTHbIX BUPYCOB.

®doHoBas NpoBepKa Ha 3apa)keHue

Bxogsawwmin B coctaB Dr.Web AHTMPYTKUT No3BOAsSIET B GOHOBOM peXxXMMe NpoBOAUTb
NpoBepKy Ballein onepaLyoOHHON CUCTEMbI Ha HaaNuMe CNOXHbIX Yyrpo3 U Npwu
HEeobX0oANMOCTU MPOBOAUT IEUYEHNE aKTVBHOTO 3apaXkeHns.

Mpwn BKAFOUYEHUWN JaHHOW HAacTponkn AHTUPYTKUT Dr.Web 6yaeT NnOCTOSHHO HaXOAUTLCS B
namatn. B otanumne ot nposepkn Gannos Ha seTy, NpoBOAMMON kKoMnoHeHToMm SplDer Guard,
NOWNCK PYTKUTOB MPOU3BOAUTCA B cMcTeMHOM BIOS koMnbroTepa v Takmx KpUTUYeCcKnx
obnactax Windows, kak 06beKTbl aBTO3arpy3ku, 3anyLleHHble NPOLLeCcChl U MOAYM,
onepatuBHasa namats, MBR/VBR anckos v ap.

OfHUM U3 KIOYEBbIX KpuTepreB paboTbl AHTUpPYTKMTa Dr.\Web sBnsetca 6epexHoe
noTpebaeHne pecypcoB onepaLMoHHON CUCTEMbI (MPOLECCOPHOro BpeMeHu, cBoboaHOM
onepaTMBHOM NaMATU U T. 4.), @ TakKe y4yeT MOLLHOCTM annapaTHoro obecnevyeHus.

PyKOBO,CLCTBO nosab3oBaTenda
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Mpu obHapy>xxeHun yrpo3 AHTUPYTKMT Dr.Web onoBseluaeT Bac 06 yrpose 1 HenTpanansyet
ornacHble BO3eNCTBUSA.

Mpuv npoBeaeHUV GOHOBOW NPOBEPKM Ha Haanuve PYTKUTOB U3 MPOBEPKU UCKIHOUAOTCA
balnbl 1 Nanky, 3aZaHHble Ha COOTBETCTBYHOLLEN BKIA/KE.

doHoBas npoBepkKa Ha PYTKNTbI BKJFOYEHA MO YMOJIHYaHUIO.

' BbikntoueHue SplDer Guard He BavsieT Ha GoOHOBYHO NMpoBepKy. Ecam HacTpolika BKIOUEHa,
$OHOBas NMpoBepkKa OCYLLLECTBIAETCA HE3aBMCUMO OT TOTO, BKAKOYEH Wan BbikaroueH SplDer
Guard.

8.2. MNposepka Beb6-Tpadpuka

KomnoHeHT SplDer Gate nposepset HTTP-Tpaduk n 61oknpyet nepesavy o6bekTos,
coAep>kalmx BpeaoHOCHble MporpaMmbl. Yepes npotokon HTTP paboTatot 6paysepsl,
MeHezpKepbl 3arpy3ku 1 apyrve npuaoxeHus, pabotatrowme c nHTepHetoM. SplDer Gate He
nojAep>XXvBaeT NPoBepPKy AaHHbIX, MepejaBaemMbiX NO KpUNTorpapuyeckm npoTokonam,
Hanpumep HTTPS.

Mpwn HacTpownkax no ymonyvaHuto SplDer Gate Takke ocyulecTBafeT GuabTpaunto
HepeKoOMeHyeMblX CAalTOB M CaTOB, N3BECTHbIX KaK MCTOUHNKN pacnpOCTpaHeHUs BUPYCOB.

SplDer Gate NOCTOSSHHO HAaXOAWTCA B OMepaTUBHOW NaMATV KOMMbIOTEPa N aBTOMaTUYeCKM
nepesanyckaeTcs npu 3arpyske Windows.

UT06bI1 BKIIOUMTDL UM OTKJIIOUUTb NPOBEPKY Be6-Tpaduka n punbTpauum
HepeKoMeHAyeMbIX CaluToB

1. Otkpoiite MeHto Dr.Web ® 1 Bri6epute nyHkT LieHTp 6e30nacHocTy.

2. B oTKpbIBLLEMCS OKHE HaXXMuUTe NanTKy Paisibl U CeTb.

3. Bxaroumte nan otkaroumte nHtepHet-MmoHuTop SplDer Gate npu noMmowy nepekarovatens
Lo}

PyKOBO,CLCTBO nosab3oBaTenda
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u LlenTp BesonacHocTr > Daiinel u ceTs

€ LleHTp 6ezonacHocTH

Ed daiinbl v cets

SplDer Guard
E Mpoeepka GaANOEON CUCTEMBI ‘) @

E pealbHOM BEpeMeHN

Bpanamaysp

ﬁ KOHTPONL CeTeBbIX COBANHEHMI [ @] E

CkaHep

Q MpoBepka KOMMBKOTEPA Ha BAPYCH U
APYTHE EPeAOHOCHBIE NPOrpamMmel

A
[B Haxmute, ytobel 3anpeTuTs HIMEHEHMA

- O X
SplDer Gate
KonTpone HTTP-Tpadwka ‘)
1 BNOKMPOBKE BPeACHOCHBIX
obLeKkToB
SplDer Mail
MpoBepka No4Thl ‘)
Ha BpefoHOCHble 00beKThl 1 cnam

@

PucyHok 34. Bkirouenune/otitoueHume SplDer Gate

B atom pasgene:

e [1poeepka Tpadmka n URL B IM-KaneHTax
e [lapameTpbl 610KMPOBKN CaUTOB
e biokmpoBka nporpamm

° EI'IOKI/IQOBKa HEMPOBEPEHHDBIX NN MOBPEXAEHHbIX 0b6bekTOB

° I'IposepKa apPXMBOB U MHCTANNALUNOHHbIX MaKETOB
e /Icnoab30BaHNE CUCTEMHBbIX PECYPCOB NMpn NPOBEPKE
o HanpaBneHme npoBepAeMoro Tpagpvu(a

CM. Takke:

e VickntoueHune CanToB U3 NPOBEPKU
e VckntoueHue NpuUNoXeHM U3 NPOBEPKM

MapameTtpbl NpoBepku Beb-Tpaduka

Hactpotikm SplDer Gate no ymonyaHWIO BASOTCA ONTUMaJbHbIMWU B 6ONbLINHCTBE Cy4YaEB,

MX He cnegyetr UISMEeHATb 6e3 HeO6XOAI/IMOCTVI.

f E 3meHeHne napamMeTpoB KOMMNOHEHTa BO3MOXHO, eC/In aAMUHNCTPATOP CcepBepa
LI,EHTpa.HMBOBaHHOﬁ 3aLWKThbl, K KOTOPOMY MNOAKNHOYaeTCA Dr.Web, Aan Ha 3TO pa3pelleHne.

PyKOBOACTBO nosb30BaTena
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1. Y6epntecs, uto Dr.Web pabortaet B pexxvme agMUHNCTPATOPA (3aMOK B HUXKHEN YacTn

nporpamMMbl «OTKPbIT» 'h) B npoTtvBHOM cnyyae HaxkmuTe Ha 3aMoOK i

2. Haxxmute nantky SplDer Gate. OTkpoeTca OKHO napaMeTpoB KOMMOHEHTA.

F Lentp Besonacroctn > Daiine u cets > SplDer Gate

< Daiinbl W CeTb

() SplDer Gate

KGHTF}GIII: BXOA4ALLEro W MCKXOAALLero Tpaq:wca E peanbHOM BpREMEHMN.

MapameTpbl NPOBEPKK

Mpoeepate Tpaduk n URL B IM-KkiveHTax

@D B«

ArenT, ICQ v Jabber-knneHtanmu.

MapameTpbl 610KUPOBKK

Brokwpoeate URL aobaeneHHsle no obpaweHno npagoobnagatenei

@D B
BroKWpOBaTE HEPEKOMEHAYEMBIE CANTHI
@D B

JononHuTensHele HACTPORKK

[MpoEepka CChINOK W A3HHLIX, MEPENABAEMBIX KNAUMEHTAMK CUCTeM 0BMEHE MIHOBEHHBIMKW cooBeHnann: Mail.Ru

& & 4

\
A

—
(=)

.

PucyHok 35. NMapameTpbl nposepku HTTP-Tpadumka

MNMposepka Tpaduka n URL B IM-knmneHTax

B rpynne HacTpoek MapameTpbl NMPOBepPKU Bbl MOXETE BKIHOUNTb MPOBEPKY CChbINOK U
dalinoB, nepesaBaemMbix KIMEHTaMUN CUCTEM OOMeHa MITHOBEHHbIMW cooblueHnamu (IM-
knmeHToB), HanpumMep Mail.ru ArenT, ICQ, a Takke KNMeHTOB, paboTatowmx No NPOTOKONY
Jabber. MpoBepseTtca Tonbko BXoAALWMI Tpaduk. [0 yMonyaHWUIO onums BKAKOYEHA.

PyKOBO,CLCTBO nosab3oBaTenda
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K HanaeHHbIM yrpo3aM NPUMEHSIOTCA cneayrolime AerCTBUS:

O6bekT AeicrBne
MpoBepka ccbiiok

CaiTbl, U3BECTHbIE KaK MCTOUYHUKN PacnpocCTpaHeHus  baokunpyroTcs aBTOMaTUUECKU.
BUpYCOB

HepekomeHgyemble calitbl 1 URL, fo6aBaeHHble Mo BaokupyroTcs cornacHo napameTtpam B rpynne
ob6palLeHuto NpaBoobaasgatens HacTpoek MapameTpbl 610KMPOBKN.

MpoBepka daitnos
Bupycbl BrokupyroTcs aBTOMaTMyeCKM.

BPEAOHOCHbIe nporpamMmbl: EJ'IOKVIpyPOTCﬂ COrnacHoO napameTpam B rpynne

HacTpoek BiiokupoBaTh NporpamMmbi.
e M0OJ03pUTENBHBIE;

® MNOTeEHUMaNbHO OMNacHble;

e MporpamMmbl 4O3BOHa,

nporpamMmbl B3JiOMa;

pexknamMHble NporpamMmmbl;

NporpamMmbl-LUyTKU.

ﬂpl/l NMpoBepPKe CCbIJIOK B NepejaBaeMblX COO6LLI,eHVIFIX TakKKe y4nTblBatoTCA CalThl U
NpunaoXKeHnda, NCKNK4YaeMble U3 MPOBEPKN.

MapameTpbl 610KMPOBKM CalTOB

B rpynne HacTpoek MapameTpbl 610KMPOBKM Bbl MOXETe YCTaHOBUTb aBTOMAaTUUECKYHO
6n1okmpoeky goctyna Kk URL, gobaBneHHbIM Mo obpalleHmto npaBoobiagatens, a Takke K
HepeKkoMeHAyeMbIM cailTaM, M3BECTHbIM Kak HebnaroHagexHble. [1ns 3T0ro BKIOUMUTE
COOTBETCTBYHOLLYH OMLUIO.

YTtobbl paspelmnTb 4OCTYN K HEOHBXOAMMbBIM CanTaM, yKaxXmTe NCKNHOYeHUs B Fpynne HacTpoek
nporpammMbl UckiroueHus.

SplDer Gate no ymosyaHuo 6a0KMpPYET AOCTYN K CaiiTaM, U3BECTHBIM Kak UCTOYHMKM
BUPYCOB WAN BPeJOHOCHBIX MPOrpaMM ApYrvx TMMoB. [pu 3TOM yunTbIBaeTCs COMCOK CaliToB,

NCKNKOYaeMbIX U3 MPOBEPKWN.

BbnokupoBka nporpamm

Ana poctyna K 3TOMy 1 CleAyroLmMM pasjenam Haxmute ccbiiky [LonosHUTeNbHble
HaCTPOMKM.

PyKOBO,CLCTBO nosab3oBaTenda
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KomnoHeHT SplDer Gate moxeT 610knpoBaTh cieayroLlime BpejoHOCHbIE MPOrpaMMmbl:

® NOJO3PUTENbHbIE;

e MOTEHLMANbHO OMacHbIE;

e NporpamMmbl A03BOHa3;

e NporpamMmMbl B3/10Ma;

e peknamMHble NporpaMmbl;

e MPOrpamMMbl-LLYTKN.

Y106bI BKAHOUNTL BNOKMPOBKY BPEAOHOCHbIX MPOrpamMm, HaXXMUTe CCbiaKy AONONHUTEIbHbIe
HaCTPOMKM 1 NCMOJb3YNTe COOTBETCTBYIOLLME NepekatoyaTen B rpynne HacTpoek

BnokupoBaTtb nporpammbl. b10KMpPOBKa MOAO3PUTENBbHBIX M PEKIAaMHbIX MPOrpamMmMm, a Takke
nporpamMmm J03BOHA BK/IOYEHA MO YMOAYAHMIO.

BnoknpoBka 06beKToB

SplDer Gate Mo>eT 6710kMpoOBaTh HEMPOBEPEHHbIE UM NOBPEXAEHHble 06bekTbI. 10
YMOJIYaHUIO 3TV ONUMW BbIKAFOUEHbI. 1A 4OCTyna K HacTporikam 610KMPOBKM 06BEKTOB
HaXXMuTe cCbiNky J,0noNHUTEeIbHbIEe HAaCTPOMKM.

p,OI'IOIIHVITEII bHbl€é BO3MOXHOCTU

Hactpolikv MpoBepaTb apxmBbl 1 NMpoBepaTb UHCTaNANALMOHHbBIE NaKeTbl. [10 yMOAUaHUIO
3TV ONUMKN OTK/IFOYEHbI.

Hactpolika YpoBeHb noTpebsieHNss cUCTEMHbIX pecypcoB. B HekoTopbix cayyasx DrWeb He
MOXET OnpeAennTb KOHEYHbIN pa3mep dalina, Hanpumep, Npu ero 3arpyske. B takom cayyae
darin oTnpaBaseTcs Ha NPoOBepKy YacTAMU. T TpebyeT NCNob30BaHNE PecypcoB
KOMnbtoTepa. Bbl MOXeTe HacTPOUTb YPOBEHb MCMNONb30BAHUA CUCTEMHbIX PECYPCOB N TEM
CcaMbIM OnpeaennTb, kak 4yacTto ¢paibl HEM3BECTHOrO pa3Mepa byayT OTNPaBAATLCA Ha
npoBepky. [1py MakcMMaibHOM MCNONb30BaHUM PeCypCOB KOMMbIoTepa davinbl byayt
OTNPaBAATLCA Yallle U NpoBepka GansoB ByaeT NPON3BOANTLCA BbICTpee, HO Harpyska Ha
npoLueccop yBeanumTCs.

HacTtpolika Pexxum npoBepku Tpaduka. [1o yMoa4aHUO NPoBePsAEeTcs TOAbKO BXOAALLMNA
Tpaduk. MNpu HeobxoammocTh Bbibepute TN NnposepsieMoro HTTP-Tpaduka.

Bo Bpemsa npoBepkn Tpaduka yunTbiBatoTCA 3ajaHHble napameTpbl koMnoHeHTa SplDer Gate,
6enbli CONCOK CAaNTOB N NPUNOXKEHWUS, UCK/IFOYaEeMble U3 MPOBEPKMU.

8.3. NpoBepka 3/1IeKTPOHHOU NOUThI

MpoBepka 31eKTPOHHbIN NOYTbI OCYLLECTBAAETCS KOMNOHeHToM SplDer Mail. MouTtoBbIN
aHtTusmpyc SplDer Mail yctaHaBaMBaeTcs NO yMOAUAHUIO, MOCTOAHHO HAaXOAMUTCA B NaMATUA U

PyKOBO,CLCTBO nosab3oBaTenda
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aBTOMATMYeCKM 3aMycKkaeTca npuv 3arpyske onepaumoHHon cucteMsbl. SplDer Mail Takke
MO>eT NPOBEePATb MMCbMa Ha cram ¢ nomoupto AHTUcnama Dr.Web. SplDer Mail He
noaaep>XvBaeT NpoBepKy 3awmndpoBaHHOro NOYTOBOro Tpaduka.

YT106bI BKIHOUMTL WU OTK/IFOUMUTb NMPOBEPKY 3/1IEKTPOHHON NOUTbI

1. Otkpoiite MeHto DrWeb ® 1 BuiGepunte nyHkT LieHTp 6e30nacHocTh.

2. B OTKpbIBLLEMCA OKHE Ha>XMUTE MJINTKY ®dannbl M ceThb.

3. Bkatounte nam otkatoumMTe NouToBbIN aHTMBUPYC SplDer Mail npyn nomowwm

nepekntoyatens @D,

% LenTp GesonacrocTn > Qaiinel n cete

€ LleHTp 6ezonacHocTH

Ed daiinbl v cets

SplDer Guard
E Mpoeepka GaANOEON CUCTEMBI l‘)

E pealbHOM BEpeMeHN

Bpanamaysp

ﬁ KOHTPONL CeTeBbIX COBANHEHMI [ @]

CkaHep

Q MpoBepka KOMMBKOTEPA Ha BAPYCH U
APYTHE EPeAOHOCHBIE NPOrpamMmel

A
[B Haxmute, ytobel 3anpeTuTs HIMEHEHMA

SplDer Gate
KonTpone HTTP-Tpadwka

4] 6J'ICIKI,‘I[JCIEIKEI EReA0OHOCHBIX

06beKTOR

SplDer Mail

MNpoeepka NOYTHI

Ha BRel0HOCHBIE 06beKThl 1 Cram

- o =
s o 0
-
-

®

PucyHok 36. BkatoueHnune/otknroueHume SplDer Mail

B sTom pasaene:

e OcobeHHOCTN 06paboTkM NUcem
e [poBepka NUCeEM APYrMMU CPeACTBAMMU

CM. Takxke:

e [lapameTpbl NpoBEPKM OUCEM
e [lapameTtpbl AHTUCNaMa

OcobeHHOCTU 06paboTkmn Nnnucem

SplIDer Mail nonyyaet Bce BxoasLMe NMCbMa BMECTO NMOYTOBOrO KJIMEHTa 1 MPOBEPSET UX.
Mpw OTCYTCTBUM Yrpo3 NMMCbMO NepesaeTca NOYTOBOMY KIMEHTY Tak, Kak ecv 6bl OHO

PyKOBO,CLCTBO nosb30BaTena
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MOCTYNWIO HEMOCPEACTBEHHO C cepBepa. AHaNOTMYHO UCXOAALLME MCbMa NPOBEPAHOTCA A0
OTNpaBKX Ha cepBep.

Peakuns noutoBoro aHTMBMpyca SplDer Mail Ha o6Hapy>xeHWe MHPULNPOBAHHbBIX U
NoAO03PUTENIbHBIX BXOAALMX MNCEM, a TaKXKe NUCeM, He NpOoLLeALInX NPOBepPKyY (Hanpumep,
MUCEM C Ype3MEpPHO CNOXHOM CTPYKTYPOI1), MO YMONUYAHUIO CesytoLas:

Twvn nucem AeiicrBne

3apa>keHHble NM1cbma M3 Takmx nucem ypansetca BpeJoOHOCHOE CoAep KMMoe (3TO AelcTBue
Ha3bIBaETCs JledeHueM NCbMa), 3aTeM OHWU JOCTaBASHOTCA OObIUHbIM
obpazom.

Mucbma ¢ MepemellatoTcs B BUAE OTAE/bHbIX $hainnoB B KapaHTuH, NOYTOBOM

NoZLO3PUTENbHBIMU nporpamMmMe rnocbliaeTcs coobLeHre 06 3TOM (3TO AeNCTBME Ha3bIBAETCS

obbekTamu nepemewjeHuemM nucbMa). NepemelleHHble nucbMa yaanatotca ¢ POP3- nan

IMAP4-cepBepa.

He3apaxkeHHble nucbMa u MepeaatoTtcs 6e3 M3MeHeHW (nponyckaromcs).
nncbmMa, He npouweaiine

npoBepKy

NHdnumpoBaHHbIe AN NOAO3pUTENbHbIE UCX0JAUWUE NUCbMA He TepeaaroTca Ha cepaep,
nonb3oBaTesb M3BeLaeTcs 06 oTkase B OTrNpaBke coobueHns (Kak npaBmIo, MOYTOBas
nporpamMma rnpv 3ToM coxpaHaeT MUCbMO).

lNMpoBepka nucem apyrmmmu cpeactsamm

CkaHep Takke MOXeT 0ObHapy>XXunBaTb BMPYCbl B MOYTOBbIX fLLMKaX HEKOTOPbIX GOPMaTOB,
OZAHaKo NoyToBbIA aHTMBUPYC SplDer Mail umeeT nepes HUM pAA NPeNMYyLLECTB:

e He Bce GpopMaThbl MOYUTOBbIX ALUMKOB NOMNYAAPHbLIX NporpaMmm noagepxxkvsatotca CkaHepom
Dr.Web; npu ncnonbsosaHuu SplDer Mail 3apa>keHHble NMcbMa Aaxke He NonajgatoT B
NOYTOBbIE ALLNKN;

e CkaHep NpoBepsieT MOYTOBbIE ALLUMKM, HO TONBKO MO 3anpocy NoAb30BaTeNs, a He B MOMEHT
NoJlyYeHns NouTbl. Takas NpoBepKa ABASAETCA TPYAOEMKON U MOXKET 3aHATb 3HAUNTENbHOE
BpEMS.

8.3.1. NMapameTpbl NpoBepKN NUcem

Mo ymonuaHuto SplDer Mail nbiTaeTcsa BblIeunTb MMCbMa, 3apa>KeHHble U3BECTHLIM U
NOTEHLUWNANbHO U31eUYMMbIM BUPYCOM. Hensneummble n NOAO3pUTENbHBbIE MUCbMA, @ TaKxke
peksaMHble NporpamMmMbl U MPorpamMmMbl 403BOHa Nepemeltatotcsa B KapaHtuH. OctanbHble
NMUcbMa NepeaaroTcs NOYTOBbIM MOHUTOPOM 6€e3 n3MeHeHuUn (nponyckaromcs). NapameTpbl
NPOBEPKM MNCEM MO YMONYAHWNIO ABAAFOTCA ONTUMaNbHbIMU B OO/IbLUMHCTBE C/IyYaEeB, UX He
cnesyeT n3MeHATb 6e3 HeobxoAMMOCTU.

PyKOBO,CLCTBO nosab3oBaTenda
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B aTom pasaene:

o [leiicTBMA, NpUMeHsaeMble K 06Hapy>XeHHbIM Yrpo3am
e Hactpoiika napamMeTpoB NPoOBEPKN MUCEM
e [IpoBepKa apx1MBOB

NMapameTpbl NpoBepKU Nucem

Hactpowikm SpIDer Mail no ymonuaHuto ABAAOTCS ONTUMaNbHbIMW A1 HAUMHAIOLLErO
nonb3oBaTens, obecneunBas MakCMMaibHbIA YPOBEHb 3alUMTbl MPU HaUMEHbLUEM
BMelLaTenbCTBe Nosib3oBatens. [pu 3ToM, ogHako, 6aokmpyeTcs psas BO3MOXHOCTEN
MOUYTOBbIX MPOrpamMM (Hanpumep, HanpasaeHWe NMCbMa Mo MHOTUM aZpecam MOXeT ObITb
BOCMPUHATO Kak MacCcoBas Paccblika, MONYYeHHbI CriamM He pacno3HaeTcs), a TakkKe
yTpaumnmBaeTcs BO3MOXHOCTb MONyYeHMs NoNe3Hon nHGopMaLmMmn N3 aBToMaTUUeCcKu
YHUUTOXEHHbIX MUCEM (M3 He3apa>KEHHOWN TEKCTOBOW YacTu).

ilf V3meHeHve napamMeTpoB KOMMNOHEHTa BO3MOXHO, eC/In aAMUNHNCTPATOP CcepBepa
LI,EHTpaﬂMBOBaHHOl‘;I 3allnTbl, K KOTOPOMY NoAKAKOYaeTCA Dr.Web, Aan Ha 3TO pa3pelleHne.

Yr106bI NPUCTYNNTDb K peAaKTUPOBaHUIO NapaMeTpPoOB NPOBEPKN NUCem

1. Otkpoiite MeHto Dr.Web ® 1 sribepute nyHkT LieHTp 6e30nacHocTy.
2. B oTKpbIBLWEMCS OKHE HaxmuTe nanTky daiisibl U ceTb.

3. Y6eautecsb, uto Dr.Web paboTaeT B pexxvme agmmHucTpatopa (3aMOK B HUXKHEWN YacTu
(il il
NporpaMmMbl «OTKPbIT» ). B npoTnBHOM Cnyuae HaxXmuTe Ha 3aMOK .

4. Haxmute nantky SplDer Mail. OtkpoeTcs okHO NnapamMeTpoB KOMMOHEHTA.

PyKOBO,CLCTBO nosab3oBaTenda
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¥ Llentp Bezonackoctn > Maiinkl u cets > SplDer Mail - O X
€ Qaiinbl U ceTb & O 0
M SpIDer Mail

MpoBepka EXOLALLMY M MCXOAALLMY COOBLLEHWIA Ha BPEAOHOCHEIE 06BEKTEI U CrIam.

AHTWUCNam

npOEIEpHTb NoYTY Ha HaandKe cnama

@D &«

AeiictBua

WMHbuumpoBaHHsle coobLyeHnA

NeuwuTs, nepemMelllaTts B KapaHTUH HEWINEYMMBbIE (pEKOMEHMETCﬂ) e

MoaozpuTensHble cOOBLLEHWA

[MepemMellaTs B KapaHTUH (peKoMeHLYeTCA) ~

JononHWTENEHEIE HACTPORKK

PucyHok 37. NMapameTpbl NpoBepKkn nucem

AeicTBnA, npumeHsaemMble K 06Hapy>KeHHbIM yrpo3am

B 3TOW rpynne HacTpoek Bbl MOXETe HAaCTPOUTL AelncTBusA, koTopble DrWeb ponxeH
NPUMEHATb K MMCbMaM B Clyyae OOHapPY>KEHWA B HUX Yrpo3bl.

PyKOBOACTBO nosb30BaTena
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¥ Llentp Bezonackoctn > Maiinkl u cets > SplDer Mail - O X
€ Qaiinbl 1 ceTb & O 0
M SpIDer Mail

MpoBepka EXOLALLMY M MCXOAALLMY COOBLLEHWIA Ha BPEAOHOCHEIE 06BEKTEI U CrIam.

AeiictBua

WMHbWUKWpoBaHHEIe cooBLLEHWA

NeuwTs, nepemMelllaTs B KapaHTUH HeU3nednmble (pEKOMEHMETC:H) e

fleynTh, NepemellaTs B KAPaHTUH HersnednMble (peKomMeHayeTcd)
NeunTh, yAanATE HEWZASUUMBIS
MNepemellLaTs B KapaHTHH

Yaanate
TTEpEMELLATE B KapaHTvH [DEKOMERLYETCH) Vv

Mporpamme! 403E0HA

[MepenmellaTs B KapaHTUH (peKoMeHLyeTcA) v
Mporpammbl-WyTKIA

CKphI'h A0ON0ONHWTENEHBbIE HaprﬁKM

PucyHok 38. Hactpoiika aeficTBUA, NpUMeHseMbIX K MTUCbMaM

Bo3mMo)kHble aencTBuA

K yrpo3zam mMoryT 6biTb NpUMEHEeHbI cneayrolime AercTBus:

JeiictBMe OnucaHue

JNleunrts, BocctaHOBUTL cocTOofHME MUCbMa A0 3apaeHunsa. Ecan Bupyc Hensneunm mnn
nepemellaTb B nonbITka NeyeHns He Bblna yCneLwHoW, TO 06BbeKT 6yAeT nepemelleH B KapaHTUH.
KapaHTUH

Heunsneuynmble [JlaHHoe AeiiCTBME BO3MOXHO TONIbKO AN UHOULMPOBAHHbIX MMUCEM, 3apakKeHHbIX

M3BECTHbIM M3J1I€4YNMbIM BMPYCOM, 3a UCKTKOYEHNEM TPOAHCKUX MPOrpamMm, KOTOpble

npu 06HapyxeHun yaansatoTtcs. SledeHve GpailioB B apxvBax HEBO3MOXHO BHe
3aBMCMMOCTM OT TUMa BUpYca.

MpuBOAWT K OTKa3y B nepegaye nucbMma.

Neuuts, yaanats BoccTaHOBUTb COCTOSIHME MUCbMA A0 3apakeHus. Eciv BUpYyC Hevzneunm unm
Heusneummble nomMbITKa JeyeHus He Bblia yCrnewHoW, To 06bekT byaeT yaaneH.

ﬂpVIBO,CI,VIT K OTKa3y B nepejaye nmcbma.
}’,a,anmb yﬂ,afll/ITb nnucemo. B atom Cnydae 3N1eKTPOHHOE NMNCbMO He nepecbliaeTcA
nosay4yatento, BMeECTO 3TOro nouyToBOM nporpamMmme nepegaetca COO6LLI,EHM€ o

COBepLUEHHOW onepauymn.

MprBOAUT K OTKa3y B Nepeave nvcbMa.

PyKOBO,CLCTBO nosab3oBaTenda
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AeiicTBMe OnucaHue
Mepemelwatsb MepemecTutb NMMCbMO B crieumanbHyro nanky KapaHtviHa. B 3Tom cayyae nncbMo He
B KapaHTWH nepecbliaeTcs nosydaTtesito, BMECTO 3TOr0 MOUYTOBOW Nporpamme nepesaeTcs

coobLeHne 0 CoOBepLUEHHOWN onepaLn.
MpuBOAWT K OTKa3y B nepegaye nucbMma.

WrHopupoBsaTtb MepeaaTb NUCbMO 6€3 BbIMONHEHVA KakvX-TMO60 AeNCTBUIA Haj, HUM.

Bbl MOXeTe yBe/IMUNTb HAaZEXHOCTb aHTUBUPYCHOM 3aLLMTbl MO CPAaBHEHWUIO C YPOBHEM,
npesycMOTPEHHBIM MO YMOAYaHMIO. [lns 3TOro HaXkmuTe cCbiiky [LonoAHUTEeNbHbIe
HacTpoWku v BbibepuTe B cnvcke HenpoBepeHHble NyHKT Mepemewatb B KapaHTUH. Daiinb
C NepeMeLLeHHbIMY NMUCbMaMK B 3TOM C/lydae peKOMEHAYETCs BMOCNEACTBMN NPOBEPUTD
CkaHepom Dr.Web.

| 3aLwuTy oT NOAO03PUTENLHbBIX MUCEM MOXHO OTKIHOUaTh TOJILKO B TOM C/yyae, Korja Ball
KOMNbOTEP AOMOJIHUTE/IbHO 3aluLLeH NOCTOAHHO 3arpy>eHHbIM ¢a|7|n0|3bnv| MOHUTOPOM
SplDer Guard.

HacTtpoiika napameTpoB NpoBepKn nucem

Ana poctyna K napamMeTpam nNpoBePKM NMUCEM HaXMUTe CCbiKy JLonoNHUTeNbHbIe
HaCTPOMKM.

AeiAcTBMA Hag NnucbMamm

B faHHOM rpynne HacTpoek yka3blBatoTCA AOMONHUTENbHbIE AENCTBUSA HaZ NEKTPOHHbBIMMU
nncbMamu, o6paboTaHHbIMU NOYTOBbLIM MOHUTOPOM SplDer Mail.

Hacrpoiika OnucaHue

[lo6aBnaTb 3aron0BOK  YCTaHOB/EHa MO YMOAUAHUIO.

'X-Antivirus'

K coobLLeHVaM Mpv NCNONb30BaHUM aHHOM HACTPOMKN B 3aroI0BOK BCEX MUCEM,
06paboTaHHbIX MOYTOBLIM MOHUTOPOM SplDer Mail, fobaBnsetca
MHPOPMaLMs O NPOBEPKe 3NEKTPOHHOTO coobLeHus 1 Bepcum Dr.Web. Bbl He
Mo>keTe M3MeHUTb GopmaT 4oHaBaAeMOro 3aronoBka.

Ypanate n3MeHeHHble Mpw NCNONb30BaHWUN JaHHOW HAaCTPOVKW BXOAALLME NUCbMA, YAaeHHble UK

nucbMa Ha cepsepe nepemMelLeHHble B KapaHTVH NOYTOBbIM MOHUTOPOM SplDer Mail, yaansatotcs ¢

MOYTOBOrO CepBepa He3aBUCMMO OT HAaCTPOEK MOYTOBOW MPOrpPamMmbl.

PyKOBO,CLCTBO nosab3oBaTenda
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OnTMMM3aLMA NPOBEePKU

Bbl MOXeTe 3aAaTb yCNOBUE, MPU BbIMOJHEHUN KOTOPOTO CIOXKHOYCTPOEHHbIE MUCbMa,
npoBepka KOTOPbIX ABAAETCA Ype3MEPHO TPYAOEMKON, MPU3HAKOTCA HEMPOBepPeHHbIMU. [ns
3TOro BKAtOUMTe onuumto Talm-ayT NpoBepKM NMUCbMa 1 3aZlalnTe MakCMManbHOe Bpems, B
TeyeHne KOTOPOro NMCbMO npoBepseTca. 10 NCTeUYeHNN yka3aHHOro BPEMEHMW MOYTOBbIN
mMoHuTop SplDer Mail npekpaTiT NnpoBepky nucbMa. 1o ymonuyaHuio 3agaHo 3HaveHne 250
CEKYHA,

MpoBepka apxusoB

Bkntoumte onumto MpoBepAaTb apxuBbl, 4uTobbl SpIDer Mail npoBepan coaepxnmoe apxmBos,
nepesaBaeMblX MO 3N1EKTPOHHOW nouTe. MNpy HeOH6XOAMMOCTN BKAKOUMTE CleaytoLme Onumum un
HacTPOWUTb NapamMeTpbl MPOBEPKM apXBOB:

¢ MakcMmanbHbIV pa3mep ¢aiina npu pacnakoBke. ECan pacnakoBaHHbINM apxvB NPEBbICUT
yKa3zaHHbI pa3mep, To SpiDer Mail He ByaeT pacnakoBbiBaTb U NpoBepATb ero. [1o
yMO/l4aHWIo 3a4aHo 3HaveHue 30720 Kb;

e MakcumasibHbI YPOBEHb BJIOXKEHHOCTU B apXMB. EC/11 ypOBEHb BAOXEHHOCTU
npeBbIlaeT 3ajaHHOe 3HaveHue, To SplDer Mail npoBepuT apxmB TONbKO A0 YKa3aHHOTO
ypoBHSA. 1o yMOn4YaHUIO 3a4aH0O 3HayeHWe 64.

f ' : OFpaHI/ILIeHVIFI ANnA napaMeTpa OTCYTCTBYHOT, €CAK 3a4aHO 3HayeHune 0.

p,OI'IOﬂHI/ITEIIbeIe BO3MOXXHOCTMA
JTa rpynna HacTpoekK 3ajaeT AOMOIHUTEbHbIE NapaMeTPbl MPOBEPKN SNEKTPOHHON MOYTbI:

® 1CNONb30BaHMeE 3BPUCTUYECKOTO aHanM3a — B JaHHOM peXnmMe UCMOob3yHTCs
cneumasbHble MexaHW3Mbl, MO3BOASIOWME BbISBUTb B 31EKTPOHHOW MouTe
noAo3puTenbHble 06beKTbI, C 6ONbLION BEPOATHOCTbIO 3apa>KeHHbIe ellle HEM3BECTHbIMU
BMpYycamMun. YTo6bl OTKIHOUMTL IBPUCTUYECKMIA aHaN3, BOCMONb3yUTECh MepekaroyaTesem
Mcnonb3oBaTb 3BpUCTUUECKMNIA aHaNU3 (peKoMeHAyeTcA);

e NMpoBepka MHCTANNALMOHHbIX MaKeTOB. Ta HAaCTPOMKa MO YMONUYaHMIO BbIK/IHOYEHA.

Hactpoiika yBegomneHuni

Mocne BbINONHEHUS NpeanucaHHoro aercteus SplDer Mail no ymonyaHuto MOXeT BbIBOANTb
COOTBETCTBYHOLLEE OnoBeLleHne B 0b6nacTb yBegoMmaeHmin Windows. Bbl MoxeTe HacTpouTb
BbIBO/J YBEAOMJIEHWI Ha 3KpaH.

PyKOBO,CLCTBO nosab3oBaTenda

85



N
- > ®daiinbl U ceTb
\@,

8.3.2. MNapameTpbl AHTUCNaMa

Hactpovikn no ymonyaHuto SplDer Mail, B ToM uncne n AHTUCNama, ABAAKOTCA ONTMMaibHbIMU
B OO/IbLUNMHCTBE C/lyYaeB, UX He cieayeT N3MeHATb 6e3 HeobxXoANMOCTK.

YT106bI BK/IFOUUTD UJIN OTKJIIOUUTD npoBepKy NouUThbl Ha Ha/inuue cnamMma

1. Otkpoiite MeHto Dr.Web ® 1 sri6epute nyHkT LieHTp 6e30nacHocTy.
2. B oTKpbIBLWIEMCS OKHE HaxXmuTe nanTky daitsibl U ceTb.

3. Y6eautecsb, uto Dr.Web paboTaeT B pexxvme agmmHucTpatopa (3aMOK B HUXKHEWN YacTu
(il il
NporpaMmMbl «OTKPbIT» ). B npoTnBHOM Cayuae HaxXmuTe Ha 3aMOK .

4. Haxmute nantky SplDer Mail. OtkpoeTcs okHO NnapamMeTpoB KOMMOHEHTA.

T Lentp Besonacroctn > Maiink v cets > SplDer Mail - O X
€ aiinbl 1 ceTb 8 & 0
M SpIDer Mail

MNpoBepka EXOAALLMY M MCXOAALLMY COOBLLEHWIA Ha BPRAOHOCHEIE 06LEKTEI U Criam.

AHTHUCNam

npOEIEpHTb NoyTYy Ha Haandke cnama

HeiictBua

WMHduumMpoBaHHsle cooblyeHnA

NeuwuTs, nepemMellaTts B KapaHTUH HEWINEYMMBbIE (pE‘KOMEH,ﬂyE‘TCH) e

MoaozpuTensHele cooBLieHA

[MepenmellaTs B KapaHTUH (peKoMeHLyeTcA) w

JononHWTeNEHEIE HACTPORKK

=
(=)
L

PucyHok 39. MapameTpbl NpoBepKM NOYUTHI

5. B pa3gene HacTpoek AHTUCNAM BKJIHOUMTE MW OTKAKOUMTE MPOBEPKY NMOYTbI Ha Cnam npwu
MOMOLLM COOTBETCTBYHOLLEro nepekntovatens @D.

Hactpoitika napametpoB pa6oTbl AHTUCNaMa

1. B rpynne HacTpoek AHTUCNam HaxmuTte kHorky MapameTpbl.

PyKOBO,CLCTBO nosab3oBaTenda
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< Qaiinbl K ceTb

AHTWUCNam

% Lentp BesonacHocTn > Daiine u cets > SplDer Mail - O X

M SpIDer Mail

MpoBepka EXOLALLMY M MCXOAALLMY COOBLLEHWIA Ha BPEAOHOCHEIE 06BEKTEI U CrIam.

npOEIEpHTb NoYTY Ha HaandKe cnama

MapameTphl...

AeiictBua

WMHbuumpoBaHHsle coobLyeHnA

NeuwuTs, nepemMelllaTts B KapaHTUH HEWINEYMMBbIE (pEKOMEHMETCﬂ) e

MoaozpuTensHble cOOBLLEHWA

[MepemMellaTs B KapaHTUH (peKoMeHLYeTCA) ~

JononHWTENEHEIE HACTPORKK @

& & L

PucyHok 40. N3ameHeHue napameTpoB AHTUCNama

2. B oTkpbiBweMcs okHe MapameTpbl AHTUCNAMa BK/IHOUMTE UAN OTKIHOUMTE HEOBXOAMMbIe

onuuun.

% Lentp GesonacHocTn > Daiinel u cets > SplDer Mail - O X

< Daiinbl W ceT|

MM SplDer

MpoeepATs Noy

Bra.

MapameTpsl

WHdwmuwpoearH

NeuwTs, nepen

_‘D;DB[JH_E."II:HI:

Mepemelats

Powvnanaucia nne

MNapameTpbl AHTUCNaMa

Paspem WTh TEKCT Ha KMpUnnuLe

PESpELIJV'ITb TEKCT Ha a3VaTCKMX AZBIKaX

Jobaeaats npedukc K TEMe NMCEM, COABPMKALLMK Cnam

[SPAM]

SplDer Mail goBaennet zaronoeok "X-DriWeb-SpamState’ kK npoeepeHHBIM
MUCEMan.

OK ‘ | OTMEHWTE @

PucyHok 41. NapameTpbl AHTUCNama

PyKOBOACTBO nosb30BaTena
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[loCcTynHble HaCTPOWMKN NPOBEPKN (BKIKOUEHbI MO YMOAYaHWIO)

Hacrpotiika OnucaHue
Paspewuntb TekcT Ha [aHHas HacTpoiika yka3biBaeT KOMMNoHeHTy SplDer Mail 6e3
Kvpunaule npeABapuTENbHOTO aHaiM3a He NPUUYUCAATL K Cramy M1McbMa,

HanvcaHHble B COOTBETCTBUM C YCTAHOBAEHHOW KUPWAINYECKO N
KOAMPOBKOW. ECn 3TOT daxkok CHAT, TO Takume NcbMa ¢ 60JbLIOWA
BEPOSATHOCTLIO BYAyT OTMeueHbl GUALTPOM Kak Cram.

Paspelwmntb TekcT Ha [laHHas HacTpoika yka3biBaeT KOMnoHeHTy SplDer Mail 6e3

a3naTCKmX A3blkax npeABapuTENbHOTO aHain3a He NPUYUCAATDL K Cramy N1Mcbma,
HarMcaHHble B COOTBETCTBUM C Hanboiee pacnpocTpaHeHHbIMU
KOAMPOBKaMM a3maTCckmx f3bIkoB. Ecam 3TOT daaxok CHAT, TO Takue
MMcbMa C 60NbLLION BEPOATHOCTBIO BYAyT OTMeuUeHbl GUIBTPOM Kak
cnam.

[ob6aBnate npedukc K TeMe B Hauano Tembl cnaM-n1cemM Mo ymMovaHuio fobaBaseTcs noACTpoka
nucem, cogepxawmx cnam  «[SPAM]». Bbl MOXeTe M3MeHUTb 3TO 3HaYeHMe.

[JaHHaa HacTpoVika yka3biBaeT KOMMoHeHTy SplDer Mail so6aBnsaTs
yKa3aHHbIV npeduKc K TeMaM nucem, pacrnosHaBaeMblX Kak Cnam.

[lobaBneHvie npedukca NOMOXET BaM cO34aTb npasBwia Ans GuibTpaLmm
MOYTOBbIX COOBLLLEHMIN, MOMEYEHHbIX KaK CrlaM, B TeX MOUTOBbIX KIMEHTax
(Hanpumep, MS Outlook Express), B KOTOpbIX HEBO3MOXHO HaCTPOUTb
GUABTPBI MO 3arosI0BKaM MUceM.

3. Haxmute OK, utobbl COXpPaHWUTb HACTPOMKW.

AononHntenbHaa nHpopmaumns

TexHonorum aHTucnam-puabTpa

TexHoNOrMKM aHTUCNaM-PunbTpa Dr.Web coctosT U3 npaBu, KOTOpble YCNOBHO MOXHO
pa3buTb Ha HECKONbKO rpynn:

e DBPUCTUUECKUI aHANIU3 — TEXHOJIOTUS IMMUPUYECKOro pa3bopa Bcex YacTen Mncbma:
MOJiIA 3aro/ioBKa, Tena, CoAepXaHus BAOXKEHUS.

e dunbTpauUa NPOTUBOAENCTBUA — TEXHOJIOTMSA, KOTOPAs COCTOUT B pacro3HaBaHWK
YJI0BOK, NCMO/Ib3yeMbIX ClamepamMu ans obxoda aHTMCNam-OUAbTPOB.

e AHanus Ha ocHoBe HTML-curHatyp — TexHOn0rma, Npyu KOTOPOW coobLLeHMA, B COCTaB
koTopbix BxoanT HTML-koa, cpaBHuMBatoTcA ¢ obpasuamun 6ubanotekn HTML-curHaTyp
aHTMcnama. Takoe CpaBHEHME, B COYETaHUM C AaHHBIMW O pa3Mepax N30bpa>keHnr,
0ObIYHO NCMONb3yeMblX OTMPaBUTENAMM CNaMa, 3allMLLaeT Noab30oBaTenen oT cnam-
coobLeHNI, coaep KaLLMX CCbIIKM Ha BEDO-CTpaHMLbI.

e CeMaHTUUECKNI aHaNn3 — TEXHO/I0TUA, Npn KOTOpOVI CpaBHeHUE CNOB U Bblpa)KGHI/IIz
COO6LLI,eHI/IF| CO cioBaMu N nganoMamMu, TMNNYHbIMW AnA CnaMa, Npon3BOANTCA MO

PyKOBO,CLCTBO nosab3oBaTenda
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cneunasbHOMY C/iOBapho. AHaJ'II/I3y noaBepraroTca Kak BuanMMble, TakK N BU3yalbHO CKPbITbI€
cneunaibHbIMU TEXHNYECKMMUW YNOBKaMU CN0OBa, Bblpa>XXeHnA N CUMBOJIbI.

¢ AHTU-CKaMMMHI TEXHOIOTUA — TEXHOIOTUA GUAbTPALNM CKAMMUHT- 1 GapMUHT-
COObLLEHNI, K KOTOPbIM OTHOCATCA Tak Ha3blBaeMble «HUrepuirickme NMcbma», COobLLeHNs o
BbIUTPbILLIAX B IOTEPELD, Ka3MHO, MOAAEeNbHbIe MMCbMa HaHKOB.

e dunbTpauuAa TEXHNYECKOTO cramMa — TEXHONOTMA onpejeneHna Tak Ha3biBaeMbix bounce-
COOBLLEHWNI, KOTOPble BO3HMKAIOT Kak peakLma Ha BUPYCbl UM KaK NPOSABAEHNE BUPYCHON
akTMBHOCTW. CneunanbHbIM MOAYNb aHTUCNAaMa onpeaenseT Takne CoobLLeHNs Kak
HeXxenatenbHble.

O6paborka nucem cnam-puabTpom
KomnoHeHT SpIDer Mail gobaBnseTt Ko BceM NPOBEPEHHbIM MMCbMaM CefyroLme 3aroa0BKK:

e X-DrWeb-SpamState: <3Ha4YeHue>, rage <3Ha4eHue> yKa3blBA€T Ha TO, ABAAETCA /N
NMUCbMO cnamom (Yes) No MHeHWIO novtoBoro moHutopa SplDer Mail nan HeT (No);

e X-Drileb-SpamVersion: <gepcus>, rae <gepcus> — Bepcuns bubanotekn AHTMCNamMa
Dr.Web;

e X-Drileb-SpamReason: <pelimuHz cnama>, rae <pelimuHe cnama> — nepeyeHb OLLEeHOK
MO PasNNYHbIM KPUTEPUAM NPUHAAIEXHOCTU K ClaMmy.

Ncnonb3yiTte 3T 3aronoBku 1 npedukc B TeMe nucbMa (eciv BblbpaHa COOTBETCTBYHOLLAA
onuwusa) ANS HaCTPOWKN GUabTPaLMK CaMa Balleln MOYTOBOM NPOrpaMmMON.

' Ecnv ans nosyyeHns nouToBbIX COOBLLEHMI Bbl UcMosib3yeTe NpoTokobl IMAP/NNTP,

A HacTpoliTe Bally MOYTOBYO MPOrpamMmmy Takum 06pa3om, UTo6bl NCbMa 3arpy>Kaiuch C
NMoYTOBOTO CepBepa cpasy LeankoM, 6e3 npesBapuTesibHOro NMPOCMOTPa 3aro/loBKOB. ITO
Heob6Xxo0ANMO ANA KOPpPEKTHOM paboTbl cnam-GuabTpa.

Cnam-dunbTpom obpabaTbiBatoTCs MOYTOBbIE COOOLLEHNS, COCTaBAEHHbIE B COOTBETCTBUM
co ctaHgaptom MIME RFC 822.

[ns noBblWeHNsA KayecTBa paboTbl cnam-GuabTpa Bbl MOXeTe coobLaTte kKoMnaHum «1oktop
Beb6» 06 owmnbkax pacno3HaBaHMsa cnama.

UcnpaBneHue ownbok pacnosHaBaHUA
Mpwn obHapy>xxeHuK ownbkm B paboTte cnam-buabTpa:

1. Co3paiiTe HOBOE MUCbMO W MPUIOXMTE K HEMY HEMPaBU/IbHO pacno3HaHHOe coobLeHue.
CoobueHus, oTnpaBieHHble B TEKCTE MUCbMa, aHaU3MPOBATLCA He ByayT.

2. OtTnpaBbTe MUCbMO C BJOXEHMEM aAMUHUCTPATOPY Ballel aHTUBUPYCHOWN CeTu.

PyKOBO,CLCTBO nosab3oBaTenda
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8.4. bpanamaysp

BpaHamaysp Dr.Web npeaHasHaueH ana 3alumThl Ballero KOMNbroTepa oT
HeCaHKUNOHMPOBAHHOIO JOCTyrNa U3BHe N NpeAoTBPaLLeHMs YyTeUKN BaXKHbIX JaHHbIX MO CeTU.
STOT KOMMOHEHT NO3BOASET BaM KOHTPOAMPOBATb MOAKIOUEHME N Nepesaydy AaHHbIX MO CeTu
n 6G10KMpOBaTh NOAO3PUTENbHbBIE COEANHEHMUA HA YPOBHE NAaKeTOB U NMPUAOXKEHWN.

BpaHaMay3p npesoctaBaseT Bam cieaytoLive npenmyLLecTBa:

e KOHTPO/b N PUABTPALIMA BCErO BXOAALLErO U NCXOAALLEro Tpaduka;
® KOHTPO/Ib MOAKNHOUYEHWNSA Ha YPOBHE MPUIOXKEHWN;
e PUNbTPaLMA NAaKETOB Ha CETEBOM YPOBHE;

e ObICTPOE NepektoUeHre Mexay Habopamm npasu;

pervcrpaumnsa cobbITui.

YT10o6bI BKAOUMTL WK OTKAOUUTL BpaHamayap

1. Otkpoiite MeHto DrWeb ® 1 Boi6epute nyHkT LieHTp 6e30nacHocTy.
2. B oTKkpbIBLIEMCA OKHE HaXXmuTe nNanTKy daitnibl n ceThb.

3. Bkntouute nam otkatoumTe bpaHamaysp npu nomowwm nepekntoyatens @D,

W Lentp 6esonacroctn > Qaiinl n cets - O X

€ LlenTp 6esonacHocTy e o 9

Ed daiinbl v cetb

SplDer Guard SplDer Gate
E Mpoeepka GalnoBoOH cuCTEMEI ‘) @ KonTtpons HTTP-tpadwmka ‘)
E PEaNLHOM EPEMEHM 1 BAOKMPOEKE EPEACHOCHLIX
obbekToB
Bpanamaysp SplDer Mail
ﬁ KoHTpons ceTeBbix COEAWMHEH WA ‘) E Mpoeepka NouTskl ‘)

Ha BpeA0HOCHBIE ObBeKThl M Criam

CkaHep

Q MNpoeepka KOMMNBKOTEPA Ha BMPYCH! W
ApYyTie EpefoHOCHLIE NPOrpamMisl

A
[B Haxmure, ytefel 2anperuTs MIMEHEHNA

\

—
(=)

PucyHok 42. Bkirouenune/otiiroueHne bpaHamayaspa
B sTom pasaene:

e Hacrpouka bpaHamayspa

PyKOBO,CLCTBO nosab3oBaTenda
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e [lapameTpbl AN NPUNOXKEHWNI

e [IpaBunna and NpUNOXKEHUN

e HacTpoika napameTpoB NnpaBua And NPUNOXKEHUN
e [lapameTpbl ana ceteun

e OuabTp NakeToB

e Habop npaBun dunbTpalMm naketos

e Co3paHune npaBuaa dGuabTpauLmu

8.4.1. MNapameTpbl paboTtbl BpaHgmayapa

B 3TOM pa3zene Bbl MOXeTe HaCTPOUTL CledytoLve napameTpbl paboTel bpaHamayapa:

e Bbl6paTh PEXUM PaboThl MPOrPamMmmbl;

e HACTPOWUTb CMNCOK aBTOPU3OBAHHbIX MPUAOXKEHUN;

e HACTPOWTb NapaMeTPbl AN N3BECTHbIX CETEN.

ili [ns poctyna k napameTpam bpaHamayspa 3anpallvBaeTcs naposb, eCIU B HACTPOVKAX Bbl
: BKIOUAIW onumio 3awuwartb Hactpoiiku Dr.Web naponem.

Mo ymonuaHuto bpaHamayap He co3gaeT npaBuaa ANs U3BECTHbIX MPUIOXKEHWI. BHe
3aBMCMMOCTM OT pexrnmMa paboTbl MPON3BOAMTCA perncrpauma cobbITUI.

Hactpolikv nporpaMmbl N0 yMOYaHWUIO SABASIKOTCA ONTUMabHbIMU ANs 6ONbLUMHCTBA
NPUMEHEHUN, NX HE cnesyeT N3MeHATb 6e3 HeobxoAMMOCTH.

Yr1o6bI NepenTu K Bbibopy pexkuma pabotbl M NnapameTpam KOMNoHeHTa bpaHgmayap

1. Y6eautech, uto Dr.Web paboTaeT B pexxume aaMuHnUCTpaTopa (3aMOK B HUXKHEN YacTu
(il il
NporpaMmMbl «OTKPbIT» ). B npoTnBHOM Cayuae HaxXmMuTe Ha 3aMOK .

2. Haxxmute nantky Bpanamayap. OTkpoeTca OKHO napamMeTpoB KOMMOHEHTa.

PyKOBOACTBO nosb30BaTena
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W Llentp GezonacrocTn > Daiinel u cets > Bpangmaysp - O X
€ Qaiinbl 1 ceTb & O 0
T Bpanamaysp

KCIH_ICICIIII: 24 NONbITKaMK COEAUHEHWMA W Nepesadn AaHHbIX Ha YPDOEHE CETH U I'IpMﬂCI}(EHMl:i.
Pexxum paboTbl

PE3F}ELIJETI:| CoeiWnHEeHWA ANA AOBEREHHBIX I'IFJHJ'IU)KEHHﬁ b4
PBEPELLIETI: NoKanbHble COEAMHEHWA

@D B

MpunoxkeHns
YKaxuTe Npaemna GunsTpaumm 4nA NpuaoxeHni

Mpaewna AnA npunoxeHnid  VzmeHnTs

JononHWTeNEHEIE HACTPORKIK

~

—
[=a)

PucyHok 43. MapameTpbl Bpanamayspa

HacTpoiika PaspeluaTb 10Ka/ibHble COEAMHEHUA MO3BONAET BCEM MPUNOXKEHMAM
6ecnpenaTcTBEHHO yCTaHaBAMBaTb OKabHble COEANHEHNSA (C MHTepdelica A Ha
nutepoeinc 127.0.0.1 (localhost)) Ha Bawem komnbtoTepe. ITa ONUMA NPUMEHAETCA NocCe
NpoOBepKN COeANHEHMI Ha COOTBETCTBME 3aaHHbIM NpaBuiam. OTkatoUMTE 3Ty ONLMID, YTOOBI
NPUMeHATb NpaBuaa GUabTPALMKN BHE 3aBUCUMOCTU OT TOTO, MPONCXOAUT N COeAMHEHME MO
CeTV WM B paMKax Ballero KoMnbroTepa.

Bbi6op pexxuma paboThbl

BbibepuTe 0anH 13 CieayoWwmx pexxmmMoB paboTbl:

Pe>xum pa6oTbi OnucaHve

Paspeluatb coegnHeHus ans 3TOT PeXVM UCMONb3YETCA MO YMOIUYAHMIO.

AOBEpPEHHbIX NPUIOXKEHUN
B 3TOM pexkume BCEM JIOBEPEHHBIM MPUIOXKEHUAM pa3peLLaeTcs
JOCTYN K CeTeBbIM pecypcaMm, BkItoyas nHTepHeT. K 4oBepeHHbIM
MPUNOXKEHNUAM OTHOCATCS: CUCTEMHbIE WAWN UMetoLLLne cepTudumKaT
Microsoft npunoxeHus, a Takke NPUIOXKeHUs C AeNCTBUTENbHON
umbpoBon noanucbto. MpaBuna AN TakMX NPUIOXKEHWIA He
oTobpaxatoTcs B crincke npaswi. Jas apyrvx NpuaosKeHWi
BpaHamaysp npeAocTaBiseT BaM BO3MOXHOCTb BPYUHYHO
3anpeLaTb Wiv paspellaTb HeM3BeCTHOE COEAVHEHNE OAHOKPAaTHO,
a TaKKe CO3/aBaTb /s HEro NPaBwio.

PyKOBO,CLCTBO nosab3oBaTenda
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Pe>xum pa6oTbi

Pa3pe|.ua1'b Heuns3BecCTHble
coeguHeHumA

MHTepaKTUBHbBIN peXXxum

BnokupoBaTb HeM3BeCTHble
coeguHeHus

®daiinbl U ceTb

OnucaHue

Mpun 0H6Hapy>KeHUM NMOMbITKN CO CTOPOHbI OMNePaLMOHHON CUCTEMBI
WM NMOJIb30BATEIbCKOTO MPUIOXKEHUS MONYUUTb AOCTYM K CETEBLIM
pecypcam bpaHamaysp npoBepseT, 3ajaHbl v A5 3TUX NPOrpamm
npaswna dunbTpaumn. Ecam npaeuna oTCyTCTBYHOT, TO BbIBOAWTCA
COOTBETCTBYHOLLEE NMPeaynpeXxaeHVe, rae BaM npeanaraercs
BbIbpaTh MO0 BpeMeHHOe pelleHne, 1Mbo co3aaTh NpaBuao, Mo
KOTOPOMY B AafbHeWlleM Nofob6Hble NoakioyeHms byayTt
obpabaTbiBaThCH.

B 3TOM pexxnume AOCTyn K ceTeBbIM pecypcaM, BKIOYan MHTEPHET,
npesoCTaBAAETCA BCEM HEV3BECTHBIM MPWIOXKEHWUAM, AN KOTOPbIX
He 3ajaHbl NpaBwia GuabTpaumn. Mpu 06Hapy>KeHWUM NOMbITKN
noAkIoYeHUs bpaHaMaysp He BbIBOAWUT HUKaKMX COOBLLIEHWIA.

B 3TOM pexkume BaM NpeAoCTaBASETCA MOJIHbIA KOHTPOJb Haz
peakumeli bpaHamayspa Ha 06HapykeHVe HeV3BECTHOTO
NOAKNO YEHUS.

Mpy 06HapY>KEHWM NOMBITKM CO CTOPOHbI OMNePaLMOHHON CUCTEMBI
WY NOJIb30BATENbCKOTO MPUIOXKEHWS MONYUUTb JOCTYN K CETEBLIM
pecypcaM bpaHamaysp npoBepseT, 3ajaHbl M ANS 3TUX NPOrpamm
npaswna dunbTpaumn. Ecav npaBuna oTCyTCTBYHOT, TO BbIBOAWTCA
COOTBETCTBYIOLLLIEE MPeAynpeXAeHue, rae BaM npeanaraercs
BbI6paTh MO0 BpeMeHHOe pelueHne, 1Mbo co3haTh NPaBuIo, Mo
KOTOPOMY B AajbHellleM noAobHble NoAKAOUEHNUS ByayT
obpabaTbiBaThCA.

B 3TOM pexxmme Bce Hen3BeCTHble MOAKIHOUEHUS K CETEBbIM
pecypcaMm, BKIOYas MHTePHeT, aBTOMaTUYeCckn 610KMPYOTCA.

Mpy 06HapY>KEHWN MOMbITKM CO CTOPOHbI OMNEPALMOHHONR CUCTEMBI
WY NOJIb30BATENbCKOTO MPUIOXKEHNS MONYYUTb JOCTYN K CETEBLIM
pecypcaM bpaHamaysp npoBepseT, 3a4aHbl I /18 3TUX NPOrpamMm
npaswuna dunbTpaumn. Ecam npaeuna GuabTpaumm OTCyTCTBYHOT, TO
BpaHaMay3p aBTOMaTMyecku 610KMPYyeT JOCTYN K CETU U HE BbIBOAUT
HUKaKux coobleHunii. Eciv npasuna dbunbTpaumm ans 4aHHOTO
NOAKIHOUEHUs 3a/aHbl, TO BbIMONHATCA YKa3aHHbIE B HUX AeNCTBUS.

MapameTpbl Ana NPUNOKEHNN

®OunbTpauma Ha YPOBHE NMPUNOXKEHWNI NO3BONSET KOHTPOANPOBATb AOCTYN KOHKPETHbIX
nporpamMmm v MNPoLECCOB K CETEBLIM pecypcaMm, a TakKe pa3peLwlnTb NN 3aNpeTUTb 3TUM
NPUIOXEHNAM 3anycK APYrMx NpoLLeccoB. Bbl MoxeTe 3ajaBaTb NpaBuia Kak Ans
MOJIb30BATENbCKUX, TaK U A1 CUCTEMHbBIX MPUNOXKEHUN.

B saHHOM pa3gene Bbl MoxeTe GOpMUpPOBaTb HabopbL NpaBua GuabTpaLmumn, co3saBas
HOBbIE, PeAaKTUPYS CYLLEeCTBYHOLLME UM YAaNasn HEHYXXHble npaBua. MNpuaoxeHue

OZHO3HAYHO MAEHTUOULMPYETCA NONHBIM NyTeM K ucnoaHaeMmomy darny. Ansa ykasaHus agpa

PyKOBO,CLCTBO nosab3oBaTenda
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onepaunoHHou cucteMbl Microsoft Windows (npouecc system, ans kotoporo HeTt
COOTBETCTBYHOLLEro UCNONHAEMOro dalina) ncnosib3yetcs UMsa SYSTEM.

/|\ [Ans Kaxzgov nporpamMmbl MOXeT 6bITb He 6osiee ofHOro Habopa npaBwa GUIbLTPaLMN.
° )

Ecav Bbl co3ganv 6okvpytoLLee NpaBuao A1 NpoLEecca WA YCTaHOBWUAN PEXUM
BrokvpoBaTh HeM3BECTHbIE COEAVHEHNSA, @ MOTOM OTKIHOUMAN BIOKUPYOLLEE MPABUAO UK
U3MeHWIM pexxum paboTsl, 610kMpoBKa ByaeT AecTBOBaTL A0 MOBTOPHOM MOMbLITKA
YCTaHOBUTbL COeAMHeHWe Noc/e nepesanycka npoLecca.

MNMpaBuna agna npunoXkeHnmn

Yr10o6b1 NepenT B okHo MpaBuna ansa NnpuaoXKeHnn

1. Otkpoiite MeHto Dr.Web ® 1 sribepute nyHkT LieHTp 6e3onacHocTy.
2. B oTkpbiBLIEMCA OKHE HaXXmuTe nNanTky daiibl n ceThb.

3. Y6epuTecnb, uto Dr.Web paboTaeT B pexxume agMuHuUcTpaTopa (3aMOK B HUXKHER YacTu
(i)

nporpaMmbl «OTKPbIT» 'h) B npoTtvBHOM cnyyae HaxkmuTe Ha 3amok LH.
4. HaxmuTte nantky Bpangmayasp. OTkpoeTca OKHO napaMeTpoB KOMIMOHEHTA.

B pa3gene Hactpoek MpaBuna ana npunoXxkeHnin Haxmute MsmeHnntb. OTKpOETCA OKHO CO
CMNCKOM MPUNOXEHWI, AN KOTOPbIX 3ajaHbl NpaBuaa.

% Llentp 6esonacroctn > Qaiinel v cets > Bpanamaysp > MpuaoxeHna - O X

€ bpaHamay3p 8 O 4

MNpaBuna Ana NPUNOXKEHUI

Haﬁopbl npaenn Ana I'IpLdIIO)KEHLdﬁ NOZBONAKIT KOHTPROAWPOEATE AOCTYN PasAWYHbBIX NPOrRamMmM W NPpoLeCcCOE K CETEELIM
pPecypcam, 3 TAKCKE DazpellaTe MAK 2anpellaTe 3TUM NPUAOKEHWAM 23Ny oK 4PpYTMX NpoUeccoE.

®O® @

MpunoxeHne 7] 43 ™ MyTe

[8F] Isass.exe (V] o CAWindows\System32\/sass.exe

)

-
(=)

PucyHok 44. MNpaBuna agns npuaoxxeHun

PyKOBO,CLCTBO nosab3oBaTenda
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6. [ns nepexosa K CO3ZaHNO HOBOro Habopa NpaBua AN PEfAKTUPOBAHMUIO CYLLECTBYHOLLETO
HaXXxMuTe KHOFIKy® WAV BbIGEPUTE NPUNOXKEHME N3 CNIUCKA N HAaXXMUTe KHoMKy \Z/. [lns

MOoncCKa HeO6XOAI/IMOFO npaBunia HaXXMUTE KHOTMKY @

Ons I'lpVIﬂO)KGHI/IVI, KOTOpPbI€ y>XKe yAaneHbl C Ballero KomMmnbroTepa, npaBnia He yaanakoTca
aBTOMaTMYecKn. Bbl moxeTte Y4a/IUTb TakKne npasnna, Bbl6paB NYHKT YAaI'IVITb
HeuncnoJsJibdyemMblie npaBwia B KOHTEKCTHOM MEHHK CnKCKa.

PepakTupoBaHue CyLLeCcTBYIOLLErO UM CO3AaHue HOBOro Habopa
npasun

Bbl MOXeTe HacTpOUTb AOCTYN MPUNOXKEHMA K CETEBBIM pecypcam, a Takke 3anpeTnTb Nau
pa3peLmnTb 3anycK ApYrux NpuaoXeHui B okHe HoBbli HA6op NpaBUN ANA NPUAOXKEHUA
(nnn PepakTupoBaTb Habop NpaBun ANA <UMSA NPUJ/IOIKEHUS >).

PyKOBO,CLCTBO nosab3oBaTenda
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#F Hoewii Habop Npaswn Ans NpUACHKEHUA x

Yramumte MPWUACEKEHKWE MAK NpOoUecs, AnA KOTOPROro CcoziaeTcq HEEGF} npaenn

O6zop...

¥ 3anpawwBaTe NOATEEXASHWE MPK M3MEHEHMM 00beKTa (pEKOMEHLYETCRA)

4-} 3anycK CETEBLIX MPMACKEHMA

He zananHo W

Q LocTyn K ceTeesIM pecypcan

Pazpewats BCe b

OTMEHWUTE i E |

PucyHok 45. Co3paHue HoBoro Habopa npaBun

3anyck Apyrux npuioXKeHui

YT0ObI paspeLnTb UK 3anNpeTnTb NPUNOXKEHUIO 3aMnyckaTb APYyrve NPUAOXKEHUS, B
BblMajatoLlem cnucke 3anyck ceTeBbiX NPUI0XKEHWUN BbibepuTe:

e Paspeluatb, UTOObI pa3peLlnTb NPUIOXKEHMIO 3aMyckaTb MNPOLECChI;
e bnokupoBatb, UTOObI 3aNpPeTUTb MPUNOXKEHWNIO 3aMycKaTb MPOLLECCh;

e He 3apaHo. B 3TO0M cnyyae Ha 3TO NpuioXeHne ByayT pacnpoCTpaHATbCA HaCTPOMNKN
BbiGpaHHOro pexxvma pabotbl bpaHamayapa.

PyKOBO,CLCTBO nosab3oBaTenda
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Adoctyn K ceTeBbIM pecypcam
1. BbibepuTe pexxunm JocTyna K CeTeBbIM pecypcam:

° Pa3peu1a'rb BCeé — BCE COEAUNHEHUA NPUSTOXEHWA 6y,£I,yT Pa3peLlleHbl,

° Bnoxuposa‘rb BCe — BCe COegMHEHNA NMPUSTOXKEHWA 3anpeLLeHbl;

He 3apaHo — B 3TOM C/yyae Ha 3TO NPUIOXKEHUE ByAYT PacnpOCTPaHATLCA HAaCTPOMKN
BbIBpaHHOro pexuma pabotsl bpaHamayspa;

¢ Monb3oBaTeNbCcKuii — B 3TOM peXMMe Bbl MOXeTe co34aTb Habop npasma,
paspeLlaowmx AN 3anpeLatowmx Te Uan Hble COEANHEHUS MPUNOXKEH WS,

2. Ecnv 6bin BbIGpaH Monb3oBaTenbcknii pexxMM JOCTyMNa K CETEBbIM pecypcam, TO HMXe
oTobpasuntca Tabavua c nHdopmMaLmer o Habope NpaBua 41 JAHHOTO NMPUNOXKEHWS.

Mapamerp OnucaHue
BxntoueHo CocTofiHVe npasuna.
[encteure YKa3blBaeT Ha ZleicTBYE, BbIMNOHAeMOe bpaHaMay3poM Mpu NombiTke NporpamMmbi

NOAKNHOUUTBCA K MHTEPHETY:!

° Bnoxuposa‘rb nakeTbl — 6J'IOKI/IpOBaTb NONbITKY NOAK/NTHOYEHNA;

° Pa3pe|.ua1'b nakKeTbl — pa3pewnTb NOAKIHOYEHNE.

Vma npaswna HassaHve npaswuna.

Tun coeanHenns  HanpaBneHue coefnHeHUs:
e Bxopsuiee — npaBuIO NPUMEHAETCA, €CIN COEAVHEHVE MHULMNPYETCA 13 CeTU
K MporpamMMe Ha Ballem KOMMbIoTepe;

e Ucxopsauwee — npaBuno nNpuMeHseTcs, ecin COeAnHEHNE MHULMMPYeTCA
nporpaMMoin Ha BalleM KOMIMbOTEPE;

e Jlroboe — NpaBMIO NPUMEHSETCA BHE 3aBUCMMOCTM OT HanpaB/ieHNs
COeAINHEHMS.

OnucaHve [Monb3oBaTenbckoe onvcaHue npaswvna.

3. Mpun HeoHX0AMMOCTN OTPeAaKTMPYMTE NPesyCTaHOBAEHHbI AN CO3AaliTe HOBbIN Habop
NpaBuA AN NPUNOKEHUS.

4. Ecnn Bbl BbIGpanv co3ZaHne HOBOTO UAN peAakTMpOoBaHMe CyLLEeCTBYHOLLErO NpaBua,
HaCTPOWTE ero napamMeTpbl B 0TO6pa3mMBLUEMCSA OKHE.

5. Mo okoHYaHUKN peaakTMpoBaHus Habopa npaBma HaxmuTe kHonky OK ans coxpaHeHus
BHECEHHbIX U3MEHEHWUN 1AM KHOMKY OTMEHUTb /151 0TKa3a OT U3MEHEHUN. VI3MeHeHus,
BHECEHHble B Habop NpaBuJl, COXPaHAOTCA MPU NePEKNOUYEH NN Ha APYrON PEXUM.

YcTtaHoBuTe dnaxkok 3anpawiMBatb NoATBEpXKAEHNE NPU U3MeHeHUn obbekTa
(pekomeHAyeTcs), eCNN Bbl XOTUTE, UTOOLI NPU U3MEHEHUWN UM OBHOBIEHUU NMPUNOXKEH WU
AOCTYN K CETEBbIM pecypcaM A/ NPUIOXKEHNS 3anpallnBaca 3aHOBO.

PyKOBO,ELCTBO nosab3oBaTenda
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Co3zpaHue npaBun AnA NPUNOIKEHUN U3 OKHa ONOBELLEeHNS
Bpanamayspa

Mpw paboTte bpaHamayspa B MHTEPAKTUBHOM pexunme anbo B pexxmme Paspeluatb
COEAVIHEHUA ANA JOBEPEHHbIX MPUIOXEHWNI, Bbl MOXETe CO34aTb Habop npasumA

HenocpeaCcTBEHHO U3 OKHa OrnoBeLleHA O NonblITKe HECAHKUNOHMPOBAHHOTO NMOAKNHOUYEHNA.

¥ Uentp GezonacHoctw > Maiinel u cete > Bpanamayzp > Mpunoxenns - O X
€ BpaHam == & & AL
%7 Dr\WEB
MNpaB
HaBopw n ﬁ Bpaﬂgmayap TEELIM
pecypcam, OBHapy#eHa CeTEEaA aKTMBHOCTh.
@ OTcyTCTBYET COOTEETCTEYHOLLLEE CETEEOE NPABMAO ANA NPUADXEHMWA. @
CeTeEOE NPWUNOXEHKWE 2AMYLLEHO HEMZEECTHEIM NPOLECCOM.
Mpunoxe
MimA npunoxeHma: E% Windows Problem Reporting
MyTe: CA\Windows\System 3 2\wermgr.exe
Uwndpoean noanuce: +/ Cuctemuslid dain Windows
Anpec tepy//13.107.4.52 (www.msftconnecttest.com)
MopT: 80 (www-http)
HanpaeneHue: Wecxoanulee
Co3paTe NPaBuno... ‘ | 3anpeTUTe OAHOKPATHO ‘ ‘ PazpelvTs OHOKPaTHO

=
(=)
e

PucyHok 46. Mpumep npeaynpexaeHns o NonbiTKe AOCTYyNa K ceTu

| Mpw paboTe Nog y4eTHOM 3annCbio C OrpaHUYeHHbIMU NpaBamu (FTocTb) bpaHamayap

A Dr.Web He BblgaeT nosb3oBaTento npeaynpeXxaeHns o nomnbitkax 4OCTyna K ceTu.
MpeaynpexaeHna byayT BblaBaTbCA MOJ YHETHOMN 3anMcbio € NpaBamMu agMUHUCTPaTOPa,
eCc/n Takas ceccus akTMBHa OZHOBPEMEHHO C FrOCTEBOW.

Yr1o6bl 3apaTb NpaBuia ANA NPUIOIKEHUIN

1. Tpn oBHapy>KeHUM NOMNbITKA NOAKNOUYEHNS K CETU CO CTOPOHbI MPUIOXKEH NS
03HaKOMbTeCh CO C/eayroLLen nHdopmaumen:

Mone OnucaHue

ms HavmeHoBaHWe nporpamMmbl. YA0CTOBEPLTECH, UTO MyTb K HEMY, YKa3aHHbIA B noJe
NPUNOXKEeHUs! MyTb, COOTBETCTBYET NPaBWIbHOMY PaCMOJIOXEHMIO NMPOrpaMMbl.

MyTb Mo/HBIN NyTb K UCMONHAEMOMY daliny NPUAOXKEHWA 1N ero nms.

PyKOBO,CLCTBO nosab3oBaTenda
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Mone Onucanue

Undposas Lndposas noanmce NpuaoXeHus.

noAnnch

Azpec MpoTokon 1 agpec XocTa, K KOTOPOMY COBepLUAeTCs MOMbITKa NMOAKAHOYEHMS.
MopT MopT, MO KOTOPOMY COBepLUAETCA MOMbITKa MOAKIHOYEHNS.

HanpaBneHme HanpaBneHme coeanHeHua.

2. MpumunTe pelleHre o NOAXOAALLEN ANA JAHHOrO Clyyas onepaumn n Bbibepute
COOTBETCTBYHOLLEE AENCTBNE B HUXKHEW YaCTW OKHa:

e yTOObI OAHOKPATHO 3aMpPeTUTb ObpaLLeHMe NPUIOXKEHNS NO yKazaHHOMY MOpPTY,
BblbepuTe feicTBMEe 3anpeTUTb OA4HOKPATHO,

e YTO6bI OAHOKPATHO pPa3peLUNTb NPUNOXKEHNIO ObpaLleHme No ykazaHHOMY NOpPTY,
BblbepuTe feiicTBMe Pa3pewsntb 0AHOKPATHO;

e 4yTO6bI NEPENTN K PopMe co3aaHma NpaBuaa GuabTpaumm, BoibepuTe geictBrne Co3paThb
npaBuno. OTKPOETCH OKHO, B KOTOPOM Bbl MOXeTe b0 BbibpaTh NpesycTaHOBAEHHOE
npaBmao, NMHO BPYUHYIO CO34aTb MPABMO A MPUNOXKEHWN.

3. Haxmute kHonky OK. BpaHamaysp BbIMOJHUT yKa3aHHYO BaMu orepaLmto, 1 OKHO
onoseLleHnsa byaeT 3akpbITo.

' B HekoToOpbIX cayyasx onepaupmoHHas cuctema Windows He no3BosiseT 04HO3HaUYHO

& UAeHTVOVUMPOBaTL Cyxby, paboTatoLLyto Kak CUCTEMHBIV Mpouecc. Mpu obHapyXeHUn
MOMbITKN MNOAKIOYEHNS CO CTOPOHbI CUCTEMHOTO MpoLiecca, obpaTute BHYMaHVe Ha nopr,
yKa3aHHbIli B CBEJIEHNAX O COeAMHeHUW. Ecm Bbl UCnonb3yeTe NpUioXeHWe, KOTOPOE MOXKET
obpallaTtbCs Mo ykasaHHOMY MopTy, paspeLlumnTe JaHHOe MOAKI0UYeHMe.

Ecnm nporpamma, ocywectsaarowas nonbITKy NOAKAOUEHNS, YXe n3sectHa bpaHamayapy (To
eCTb 419 Hee 3ajaHbl Npasuaa GuabTpaLmMK), HO 3anNyckaeTca APYrMM HEN3BECTHbLIM
NpUAoOXeHneM (poanTeNbCKUM NpoLeccom), bpaHamayap BbIBOAUT COOTBETCTBYIOLLEE

npeagynpexaeHune.

YT106bI 3aaaThb NpaBuia ANA poaunUTe/iIbCKUX npoLueccoB

1. Mpun obHapy>XeHUW MOMbITKA NOAKNFOUEHMA K CETU CO CTOPOHbI MPUIOXKEHWS,
3anyLeHHOro HeM3BeCcTHOW Ansa bpaHamayspa nporpaMmon, 03HaKoMbTeCh €
nHbopmaumen o6 ncnonHaemom darine poaNTENbLCKON NPOrpaMMbl.

2. Korpa Bbl npuMeTe pelueHne O NOAXOAALLEN ANA JaHHOTO C/lyYas onepauuu, BbiMOJHUTE
OAHO V3 C/ieAyoWmni AeNCTBUN:

¢ UTO6bl OAHOKPATHO BAOKMPOBATH MOAKIOUEHNE NMPUNOXKEHUNS K CETU, HAXMUTE KHOMKY
3abnokupoBatb;

® 4TO6bI OAHOKPATHO MO3BOANTb MPUAOXKEHMIO MOAKIHOUUNTLCSA K CETU, HAXKMUTE KHOMKY
Paspewuurs;

PyKOBO,ELCTBO nosab3oBaTenda
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e yTO6bI CO3zaTh NpaBuIo, HaxxMnTe Co3aaTbh NPaBUIO N B OTKPbLIBLLUEMCS OKHE 3ajanTe
HeobxoanMble HAaCTPOMKN ANs POAUTEILCKOTO MpoLiecca.

3. Haxmwute kHonky OK. bpaHaMayap BbINOAHUT yKa3aHHYHO BaMu onepaumio, 1 OKHO
onoBeLlleHns ByaeT 3aKpbITO.

Taioke BO3MOXHa CUTyaLms, NpU KOTOPOW HEU3BECTHOE NPUIOXEHWE 3anycKaeTca Apyrum
Hen3BeCTHbIM NpUAoXeHWeM. B Takom cnyyae B npeaynpexaeHun byaeT BoiBegeHa
cooTBeTCTBYHOLWAA nHPopmaLms, u npu Boibope Co3gatbh NpPaBUIO OTKPOETCA OKHO, B
KOTOPOM Bbl MO>XETe HAaCTPOUTb NMpaBuaa Kak AN NPUNOXKEHUI, TaK U AN POANTENbCKUX
NpoLLeccos.

HacTtpoiika napameTpoB npaBuaa

MpaBuna GuabTpaLMu pPeryampyoT ceTeBoe B3anMOoAenCcTBNE NPOrpaMmbl C KOHKPETHbIMM
XOCTamm ceTu.

YT106bI €03A4aTb WIN OTPEeAaKTUPOBaTb NpaBu1o

1. B nyHkTe locTyn K ceTeBbIM pecypcaM BbibepuTte pexvm Monb3oBaTenbckuii.

2. B okHe PegakTupoBatb Habop npaBua ANa HaxxMuTe KHOI'IKy@ Aans nobaBaeHNs HOBOrO

npasuaa uan Bbibepute NPaBUAO U3 CNINCKa U HAXKMUTe KHonKy@,u,nﬂ peAaKTMPOBaHUA
npasuia.

3. 3agjanTe cneayrowme napamMeTpbl NpaBuia:

Mapametp OnucaHue

O6wee

Vma npasuna Nma cospaBaemMoro/pegaktmpyemMoro npasunia.

Onwcanwve KpaTtkoe onucaHune npaswia.

JevictBre Yka3blBaeT Ha felcTBKe, BbINOAHAemMoe bpaHamayspom npu

NnonbITKE NMpOorpaMmbl MOAKNTHOUUTLECA K MHTEPHETY!

e BbnokmnpoBaTtb nakeTbl — 6/10kMpPOBaTh MNOMbITKY
NoAKNHO UEHNS;

e Paspewartb nakeTbl — pa3peLlunTb NOAKIOYEHNE.
CocTtosiHme CocTosHVe npaswuna:

e Bis1toueHo — npaBuAO NpUMeHsAEeTCS;

o OTKNOUEHO — npasua0 BPEMEHHO HE NPUMEHAETCA.

Tun coeanHeHnA HanpaBneHme coeanHeHunA:

e Bxopsuiee — npaBuao NpUMEHAETCA, €CNN COeANHEHMe
VHVLMMPYeTCA 13 CeTV K MporpaMmMe Ha BalleM KOMMbIoTepe;

PyKOBO,ELCTBO nosab3oBaTenda
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Mapametp

BepeHve xxypHana

Hacrpoiiku npaBuna

MpoTokon

JlokanbHbI agpec/YaaneHHbl agpec

JlokanbHbI NOPT/YAaneHHbIn nopT

4. Haxmute kHonky OK.

®daiinbl U ceTb

OnucaHue

e UNcxopsauwee — npaBuno npuMeHsieTcs, eciv CoeAnHeHne
VHALMMPYETCA NPOrpamMMol Ha Ballem KOMMbIoTepe;

e Jllo6oe — NpaBuIO NPUMEHSIETCA BHE 3aBUCMMOCTM OT
HanpaB/eHUs CoeAnHEHNS.

Pexxiim BeAEHNA XypHana:

e BiiloueHo — perncTpupoBaTb COObITUSA;

e OTK/IFOUEHO — He COXPaHATb MHGOPMaLMIO O MpaBsue.

MpOTOKOAbI CETEBOTO M TPAHCMOPTHOTO YPOBHSA, MO KOTOPbIM
OCYLLEeCTBAAETCA MNOAKIOYEHNE.

Moazep>XnBarOTCA CNeaytoLe NPpOTOKOJIbl CETEBOTO YPOBHS:

e |Pv4;

e |Pv6;

e |P all — npoTokon IP nto6oi Bepcun.

Moasep>kvBatoTCa cnefyrolme NpoTOKO bl TPAHCMOPTHOTO
YPOBHS:

o TCP;

o UDP;

e TCP & UDP — npotokon TCP nan UDP;

e RAW.

IP-agpec yaaneHHOro xocra, yyacTBYHOLLEro B NOAKIFOYEHNN.
Bbl MOXKeTe yKka3biBaTb Kak KOHKPeTHbI agpec (PaBeH), Tak U
Anana3oH agpecos (B gnanasoHe), a Takoke MacKy KOHKPETHOW

nogcetn (Macka) Wiy Macku Bcex NnoaceTei, B KOTOPbIX BaLl
KomnbtoTep UmeeT ceteBo agpec (MY_NETWORK).

YTo6bl 3a4aTb NPABUIO A8 BCEX XOCTOB, BbIGepUTE BapuaHT
JTroboi.

MopT, N0 KOTOPOMY OCYLLECTBASETCSA NMOAKIOUEHME. Bbl MOXeTe
yKa3blBaTb KakK KOHKpPeTHbI NopT (PaBeH), Tak 1 Anana3oH
noptos (B aAnanasoHe).

YTo6bl 3aaTb NPaBUIO 418 BCEX MOPTOB, BbiIbepute BapuaHT
JTroboi.

PyKOBO,ELCTBO nosab3oBaTenda

101



14
X
I\

A
g

®daiinbl U ceTb

MapameTpbl ana cetTen

®OuabTpaums Ha ypoBHE NMakeToB NO3BOASAET KOHTPOIMPOBATL AOCTYN K CETV BHE 3aBUCUMOCTM
OT NpOrpamMm, MHULUUPYOLWMX NoAKIoUeHWe. [paBraa NPUMEHSIOTCS KO BCEM CETEBbIM
nakeTam onpezeneHHOro Tuna, KoTopble NepPesaroTcs Yepes OAuH U3 CETEBbLIX MHTEpPhencoB
BalLEro KOMMboTepa.

[AaHHbIV BUA GUabTpaumnmn npesocTaBaseT BaM obLmMe MexaHU3Mbl KOHTPOAS, B OTANYME OT

anpraumm Ha YypOBHE I'IQI/IJ'IO)KeHI/II\/II.

PunbTp NakeToB

B okHe CeTb Bbl MOXeTe 3aZaTb Habop NpaBua GUAbTPaLUM NaKeTOB, NepesaroLLmnxca Yepes
onpeaeneHHbI nHTepbenc.

Yro6b1 Nepentu B okHO CeTb

1. Otkpoiite MeHto DrWeb ® 1 Boi6epute nyHkT LieHTp 6e30nacHocTy.
2. B oTkpbiBWEMCA OkHe BbibepuTe pa3aen ®anbl U ceTb.

3. Y6eautecsb, uto Dr.Web paboTaeT B pexxvme agmmHucTpatopa (3aMOK B HUXKHEN YacTu
(il il
NpPOrpamMMbl «OTKPbIT» ). B npoTMBHOM c/yyae HaXXMuUTe Ha 3aMOK .

4. Haxmute nantky bpanamayasp. OTkpoeTca OKHO napaMeTpoB KOMMOHEHTA.
PackponTe rpynny JLlononHUTe/IbHble HACTPOMKMU.

6. B paszene Hactpoek MapameTpbl paboTbl ANA U3BECTHLIX ceTel HaxmuTe U3MeHuUTb.
OTKpOEeTCs OKHO CO CMUCKOM CeTEBbIX MHTEPPENCOB, A1 KOTOPbIX 3aJaHbl NpaBmaa.

PyKOBO,CLCTBO nosab3oBaTenda
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% LlewTp GezonacHocTn > Daiinel u cets > Bpangmaysp > Cets - O X
€ BpaHamay3p & O 4
CeTb

Bl moxete NOCMOTETE M MEMEHWTE CyLLLECTEYHOLLLWE Haﬁopbl NpPaenn ¢HJ‘IthaL|,HH MakeToe, a Takwe noBaeuTs
HOBbBIE.

HaGopel npagwua...

VraxwTe, kakod Habop npaewn GWUALTPALMK NPUMEHATE ANA NAKETOE, NepeaakillMicA Yepes ONpedeneHHbIA CeTeBon

WHTepOeAC.
CeTerol WHTEpdeRC Apantep Habop npaeun
Ij‘ Ethernet Intel(R) PRO/1000 MT Desktop Adap... Default Rule w

~

—
[=a)

PucyHok 47. Habopbl npaBun ans ceteBbIX MHTEP¢ENCcoB

7. Hangute B cnucke MHTEpPeCYOLWMn Bac MHTepdenc n conoctaBbTe eMy COOTBETCTBYHOLLMIA
Habop npasua. Ecam nogxoaswmii Habop NpaBua OTCYTCTBYET B CMUCKE, CO3alNTe ero.

EpaHgmayap NocCTaBsAeTCA CO cnegyrolimMn npegyctaHOBAEHHbBIMA Ha60paMVI npasunn.

¢ Default Rule — npaBuna, onuceiBatowme Hanbosee yactTo BCTpeyarowmecs KoHUrypaymm
CeTU N pacnpoCTpaHeHHble aTakm (MCMONb3YeTCs MO YMOAYAHUIO ANSl BCEX HOBbIX

nHTepdencos);

o Allow All — Bce nakeTbl nponyckatoTcs;
e Block All — Bce nakeTbl 610kMpyroTCA.

Ansa yaobcTBa MCNoAb30BaHMA U BbICTPOro NEPeKNOUEHN MEXAY pexrMamMu GuabTpaumm
Bbl MOXeTe 3a/aTb AOMNOAHUTEbHbIe Ha6OPbI NPaBU.

YTo6bl yBMAETHL BCE AOCTYMHbIE MHTEpPdENnChl nan 406aBnTb B TabANLLYy HOBbIN NHTepdENC,

Ha>XMWNTe KHOMKY @ B oTKpbIBLLIEMCA OKHE Bbl MOXeTe yKa3aTb, Kakme MHTepdenchbl AOMKHbI
Bcerga otobpaxatbcs B Tabamue. AKTMBHbIE MHTEpPdelicbl byayT oTobpaxkaTbcs B Tabanue
aBTOMaTNYeCKM.

HeakTBHble ceTeBble MHTEPdENChl MOXHO YAaANTb U3 OTObpaxkaeMon Tabamubl, Haxas

KHOMKY .

,ﬂ'J'IFI NpPoCMOTpPa NapaMeTpoB CeTeBOroO MHTep¢e|7|ca Ha>XMWTE Ha €ro HasBaHWe.

PyKOBO,CLCTBO nosab3oBaTenda
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Hacrpoiiku naketHoro ¢punabTpa

Ana ynpaeneHuns cywecTeyowmmMm Habopamm npasua 1 JobaBieHNA HOBbIX NepenanTe B
okHO HacTpoWkun nakeTHoro ¢punbTpa, Haxas kHonky Habopbl npaBun.

T LlenTp BezonacHocTn > Daiinsl u cets » Bpangmaysp > Cets - O X
¢ BbpaH .
HacTtpoikn nakeTtHoro punetpa
Cer
Bel M @
HOBHI
Mo ymoavaHmio | Mma
Ha
() Default Rule
Yicay
WHTER Allow All
) Block All

v BAKUWTE AMHaMUYeckyro GUABTREUMKD MAKETOR

v OBpabateiBaTh hparMeHTUPoBaHHbIe IP-nakeTsl

OK | ‘ OTMEHMTE @

PucyHok 48. OkHo HacTpoiiku nakeTtHoro ¢puabtpa
Ha 3Toi cTpaHuLe Bbl MOXeTe:

e dopmMunpoBaTb Habopbl NpaBua GuabTpaLMK, CO34aBas HOBble, PeAaKTUPYA CyLLEeCTBYHLLNE
WAV yAansa HEHY>KHble NpaBuAa;

® 3aJaBaTb AOMOJIHUTE/IbHbIE MapaMeTPbI gpmanpag,MM.

®opmupoBaHne Habopa npasun
Ans dopmumpoBaHma Habopa NpaBma BbIMOJHUTE OAHO U3 CeAYHOLLMIA AeNCTBUNA:

e 4TO6bI CO3aaTb HabOpP NpaBUA ANA CETEBOrO MHTepdenca, HaxMuTe @;

e UTOObI OTPEAAKTMPOBATL CYLLECTBYHOWMNN Habop NpaBu, BbiIbepuUTe ero B CNUCKe U
HaxxmuTe \Z;

e 4yTO6bI f06aBMTH KOMUIO CyLLECTBYIOLWEro Habopa npasma, HaxxmumTe . Konus
pobaBnseTca nog BeibpaHHbIM Habopowm;

e yTOObI YAaNNTL BbIOPaHHbIN HaboOp NpaBuA, HaXXMKTe .

PyKOBO,CLCTBO nosab3oBaTenda
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AOHOHHMTeﬂbeIe Hacrpoﬁ Kn

YT106bI 33jaTb AONONHUTENBHbIE HACTPOWNKM GUABTPaLMK NakeToB, B OkHe HacTpoiiku
nakeTHoro ¢puabTpa yCTaHOBUTE ceaytoLime GaaxKu:

dnaxkok

Bkntountb
AVHAMUYeCKyH
dUNbTPaLMIO MakeToB

ObpabartbiBaTh
dparMmeHTMpoBaHHble P
nakeTbl

OnucaHue

YcTaHoBUTE 3TOT P1a>kok, UTOObI yuuTbIBaTH NPY GUAbTPaLWKM coctosaHme TCP-
CcoefMHeHNsa 1 MPOMycKaTb TObKO Te MakKeTbl, COAEPXXMMOe KOTOPbIX
COOTBETCTBYET TeKyLlieMy COCTOAHMIO. B Takom cnyuae Bce nakeThbl,
nepejaBaemble B pamMKax COEAMHEHMsA, HO He COOTBETCTBYHOLLME creumdrKaumm
npoTokona, 610KMpPyTCA. ITOT MeXaHM3M MO3BOIAET JyYlle 3aLMUTUTb Ball
KomnbtoTep oT DoS-atak (0Tka3 B 06cay>x1BaHWM), CKaHMPOBaHWA PeCypCoB,
BHeApeHWs JaHHbIX 1 APYrX 310HaMepeHHbIX onepaLiyi.

Takoke pekoMeHayeTca ycTaHaBAnBaTb 3TOT GAaXKOK MPU UCNONb30BaHUM
MPOTOKOJIOB CO C/IOXHBLIMU anroputMamu nepegadn gaxnoix (FTP, SIP n 1. m.).

CHUMUTE 3TOT dAaxok, YTobbl PuabTPOBaTh NakeTbl 6e3 yueta TCP-coeanHeHMIA.

YctaHoBUMTe 3TOT hAaxok, UTOObl KOpPeKTHO obpabaTbiBaTh Nepesavy 60abLLINX
06bemMoB AaHHbIX. Pazamep MakcumanbHoro naketa (MTU — Maximum
Transmission Unit) 4ns pa3sHbIx ceTeil MOXeT BapbUPOBaThCs, NO3TOMY yacThb IP-
nakeToB Npw nepegave MoxeT bbITb pa3buta Ha Heckonbko GparMeHToB. Mpwu
MCMONb30BaHUW A@aHHOM OMNLMM KO BCeM PparMeHTapHbIM NakeTaM MpuUMeHaeTcs
OJHO M TO XXe AelncTBKe, NPpeayCcMOTPpeHHOe npaBuiammn GuabTpaLmm Ans
roNOBHOrO (NepBOro) naketa.

CHumUTE 3TOT ¢na>|<0|<, yTOObI 06pa6aTbIBaTb BCE MNMaKeTbl MO OTAE/NIbHOCTW.

Haxxmute kHonky OK ans coxpaHeHMs BHECEHHbIX U3MEHEHWUI UAN KHOMKY OTMEeHUTb A5
BbIXOZa 13 OKHa 6e3 CoOXpaHeHUs U3MEHEHNN.

Hab6op npaBun ¢punbrpauum nakeTos

B okHe PegakTupoBatb Habop npaBua oTobpakaeTcs CNMCoK NpaBua GUAbTPaLMN NakeToB,
BXOZAALLUMX B KOHKPETHbIN Habop. Bbl MoxeTe dopmMmpoBaTb CNUCOK, A06aBAASA HOBbIE NN
pefakTMpys CylecTBytoLme npaBuaa GuabTpaumnm, a Takoke U3MeHss NOPAJ0K X
BbIMOAHeHWA. [paBMaa NPUMEHAIOTCA NOCNeA0BaTeNbHO, COTIaCHO 0OYePeAHOCTU B CMUCKE.

PyKOBO,CLCTBO nosab3oBaTenda
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¥ Pegaktnposanme nafiopa npasun Default Rule

Default Rule

®

BrnwueHo [eAcTeme

Wima npaewna

Hanpaenenne BeneHwe xypHana

OnucaHwe

d

R

Paz rewate NakeTsl
Paz [PEaTE NakeTk
Paz PellaTek NakeTw
Paz rewate NakeTsl
Paz [PEaTE NakeTk
Paz PellaTek NakeTw
Paz PeLaTk NakeTy

Pazneinath NakeTk

OTMEHWTE

EAPol : Authenticate... =4 OTtiatoueHo Allows to authentica...
PPPoE : Discovery 5t... =4 OTkAoueHo Allows PPPoE Discov...
PPPoE : Session Stage a8 OTknrodeHo Allows PPPoE Sessi...

GRE : Allow to establ... =4 OTtratoueHo Allows to establish V...
ICMPv4 : Ping other... - OrknroueHo ICMPv4 : Ping other...
ICMPv4 : Ping other... « OTknradeHo ICMPv4 @ Ping other...
ICMPv4 @ Traceroute... €« OTknroueHo ICMPv4 : Traceroute...
ICMPw4 : Destinati... €« Ok AyeHn ICMPwA : Destinati... -

PucyHok 49. Habop npaBun ¢punbTpaumum nakeTtos

,ﬂ'J'IFI Ka>ao0ro npasunna B Cnncke npejsoctaBndeTca cnejyrolan KpaTka I/IHCI)OpMaLI,VIFII

Mapametp
BrkntoueHo

[JelictBre

Vima npasuna

HanpasneHwve

BeaeHne
>XypHana

OnucaHve

OnucaHue
CocTtosiHve npaBuna.

Yka3blBaeT Ha ZeicTBue, BbinosHseMoe bpaHamayspom npu o6paboTke naketa:

o EIIOKVIPOBaTb nakeTbl — 6J'IOKVIpOBaTb NnakeT;

. Pa3peu1a'rb nakeTbl — rnepejatb Mnaker.

Vima npaswuna.
HanpasneHve coegnHeHns:

o € — NpaBuviO NPUMEHAETCA, eCa NakKeT NPUHNMaeTCa U3 cety;

o > _ npasuao NpUMeEHAETCA, eC/IN NakeT OTNnpaBAAeTCa C Ballero KoMnbroTepPa,;

=%
o« & npaBuno NpUMeEHAETCA BHE 3aBUCMMOCTM OT HanpaBJieHNA CcoeaNHEHUA.

Pexxnm perncrtpaunmn CcobbITUIA. YKa3biBaeT Ha TO, Kakaf |/|Hc|>opmau,|/|;| AO0JI>KHa ObITb
3aHeCeHa B XypHaJ:

¢ ToNbKO 3aro/1I0OBKM — 3aHOCUTL B >KypHan TO/IbKO 3aroJIoBKU NakeTos;
¢ Becb naker — 3aHoCUTb B >KypHan nakeTbl UeNVKOM;

e OTKNOUEHO — He COXPaHATb I/IHq)OpMaLI,VII-O O nakerte.

KpaTtkoe onucaHve npasuna.

PyKOBO,CLCTBO nosab3oBaTenda
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UT06b1 OTPEepaKTMpOBaTh UM cO3AaTh Habop NpaBun

1.
2.

I'Ipm HeO6XOAVIMOCTI/I 3a,u,a|71Te nMAa NAn USMEHUTE UMA Ha6opa npaswun.

Cosgarite npaBuaa GuabTPaLUK, UCNONb3YA CesytoLme ONunN:

e YTOObI AO6aBI/ITb HOBOE€ NpaBunaO, HAXMNTE @ I'Ipanmo ,Cl,O6aBJ'I$|eTCFI B Ha4as10 CNUCKa,
e YTOObI oTpeAakTnpoBaTb Bbl6paHHoe npaBnao, HaXXMunTe @,‘

e 4yTO6bI 06aBUTL KOMUIO BbIOPAHHOTO NpaBmaa, HaXXMUTE KHOMKY . Konwus
pobasnseTca nepes BbIbpaHHbIM MPaBUAOM;

e YTOObI Y4aIUTb Bbl6paHHoe npaBnno, HaXXMunTe ,'

e UTOObI HANTK Heo6xop,vuv|oe npaBunno B CINCKE, HaXXMuUTe @

Ecnv Bbl BbIGpann co3gaHne HOBOrO MM PeakTUPOBaHWE CyLLECTBYHOLLErO NpaBmaa,
HaCTPOWUTE ero NapamMeTpsl.

|/|CI'IOIIb3yI7IT€ CTPpeNoYKHM Ccrpaea OT Cnuncka, yTOObI onpeaesintb NOpPAA0OK BbIMOJNHEHUA
npaswu. I'Ipanma BbIMOJIHAKOTCA nNoC/ef0BaTe/IbHO, COrJlaCHO O4epeaAHOCTUN B CMNCKeE.

Mo oKOHYaHUN peaaktmpoBaHMa CNCKa Ha>XXMmMTe KHOMKY OK ANA COXpaHeHMA BHECEHHDbIX
N3MEHEeHUM nn KHOMKY OTMEeHUTDb AnAa OTKa3a OT N3MEHEHWN.

fi Te makeTbl, AN KOTOPbIX HET NpaBwa B Habope, aBToOMaTUYeckn 610kMpyroTCs. VickarouyeHus
: COCTaBASIOT T€ MaKeTbl, KOTOPbIE pa3peLlaroTcs npaBuaaMm B PuibTpe NpuiodKeHU.

Hactpoiika napameTpoB npaBuia ¢puabTpaumm

UT06b1 A06aBUTL UM OTPeAAKTMPOBaTb NpaBUIO GUabTpaLUn

1.

B okHe pegakTMpoBaHMa Habopa npaBua As NakeTHOro GUAbTPa HaXMuUTe KHOI‘IKy@

WU KHOMKY @ OTKpoeTca OKHO CO3/aHnA UV peAakTMpPOBaHUA NpaBuIa NakeTHOM
dunbTpaumn.

PyKOBO,CLCTBO nosab3oBaTenda
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W oBaeute nakeTHoE Npaeuno x

WA npasuna: Hoewll Habop npaewn

Onucanpe: OnucaHwe npaewnna

[leiictene; PazpeluaTs NakeTsl v
HanpaeneHwe: BxoaAwee v
BeneHwe xypHana: OTKNOYSHD ~

Kputepun punbtpaunm

Bl moxeTe A063BMTE KPUTEPWKM GUABTPALMK K 3TOMY Npasuay.

JoBaBnTE KPUTEPWA... ‘

oK | ‘ OTMEHNTE @

PucyHok 50. lo6aBneHune npaBuna punbtpaumum

2. 3ajanTe cnegyrowme napaMeTpbl NpaBuia:

Mapametp OnucaHue

Vimsa npasuna Vimsa co3paBaemMoro/pegakimpyemMoro npasunia.

Onwucanve KpaTkoe onucaHve npaswuna.

[Jewnctue Yka3blBaeT Ha felcTBYe, BbiNoJHsemMoe bpaHamayspoM npu obpaboTke naketa:

o Bnomnpoaa'rb nakeTbl — 6}'IOKI/IpOBaTb NnakerT;

o Pa3peu1a'rb nakKeTbl — rnepejatb NMaker.
HanpaBneHme HanpaBneHme coeanHeHnA:

o BXOASILI.I.ee — NpaBWIO NPUMEHAETCA, eCn NakeT NPpUHNMaeTCca 13 CeTu;

° MCXOASII.I.I,ee — NpaBnaO NPUMEHAETCA, €C/IN NaKeT OTNpaBadAeTCcA C Ballero
KOMMbHOTEPA;

e Jllo6oe — npaBWIO NPUMEHSETCS BHE 3aBUCUMOCTM OT HamnpaB/ieHus
coesuHeHMs.

BezeHwue xypHana Pexxum pernctpaumm cobbITuid. YkasbiBaeT Ha To, kakas MHGOpMaLys AosKHa
6bITb 3aHECEeHa B XypHa:

e Becb nakeTr — 3aHOCUTb B >KypHana nakeTbl UENVKOM;

e TosbKO 3aro/IOBKU — 3aHOCUTb B KypHan TONIbKO 3aroJIoBKM NakeTos,;

PyKOBO,CLCTBO nosab3oBaTenda
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Mapametp OnucaHue
e OTK/IFOUEHO — He COXPaHATb MHPOPMALMIO O MakeTe.
3. Mpwn HeobxoanmocTn gobaBbTe KPUTEPUA GUAbTPALMK, HANPUMEP TPAHCMOPTHbIN UK

CceTeBOM NPOTOKOJ, HaxaB kHomnky [lo6aBuTb kputepuii. OTkpoeTca okHo [lo6aBuTb
KpuTepuii punbTpaLmm:

¥ [obaeuTe NakeTHOE NpaEuo x
WA npaemna:
4
Ol -
[obaBuTb KpUTEpU GUabTPaLUK
e
BribepuTe KpuTEpMA
Hagy |Pv4 v
Beag NokansHelA IP-agpec ToBaii -
Kpl YaaneHHeIA IP-agpec TNaBoii v
Brl
i
oK ‘ ‘ OTMeHNTE ®
1T 1
oK OTMeHUTE

PucyHok 51. lobaBneHne kputepua punbTpaLum

Bbibepute Hy>XXHbIV KpUTEpPUI B BbiNajaroLemM crnvcke. B 3Tom >e okHe Bbl MOXeTe
HaCcTpouTb NapaMeTpbl 414 BbIbpaHHOro KpuTepusa. Bol MmoxeTe fobasuTb Atoboe
Heobxoanmoe KonnyecTso kputepues. Mpu 3TOM, UTObbI AercTBUE U3 NpaBuaa Hbi10
MPVUMEHEHO K MakeTy, MakeT JO/KEH COOTBETCTBOBATb BCEM KpUTepUAM npasuna.

[na HeKoTOpPbIX 3aroJIOBKOB JOCTYMHbI AONOJHUTEbHbIE KpUTEepuu GuabTpauunu. Bee
AobaBneHHble KpUTEPUM OTOBPaXKaroTCA B OKHE pefakTMpPOBaHWA NakeTHOro npasuia u
AOCTYMHbI 418 peAaKTUpOBaHUA.

4. 1o oKOHYaHWUn pefakTMpoBaHNA HaXKMUTE KHOTMKY OK ANnAa COXpaHeHMA BHECEHHDbIX
N3MEHEHUM NN KHOMKY OTMeHUTb ANA BblXOJa M3 OKHa be3 COXpaHeHuA N3MEHEHUN.

i|§ Ecav Bbl He go6aBuTe HY OZHOTO KpuTepus GUAbTPaLMK, TO JaHHOe NpaBwio byaeT
: pa3pellaTb Wan 610KMpPOBaTh BCe MakeTbl (B 3aBUCMMOCTY OT HAaCTPOVKM B nosie [lelicTBue).

PyKOBO,ELCTBO nosab3oBaTenda
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Ecav B JaHHOM npasuse BHyTpW 3aronoska IPv4 ans napametpos JlokanbHbiv IP-appec v
YnaneHHbit IP-aapec ykazaTtb 3HaueHume JIroboi, npaBuno cpabotaet ana ntoboro nakera,
cofep>kalero 3aronoBok |IPv4 n otnpaBaeHHOro ¢ GmM3nyeckoro agpeca JokajibHoro
KOMMbloTepa.

8.5. NpoBepka komnbloTepa

AHTMBUPYCHasa NpoBepka KOMMbIOTePa OCyLLeCTBAfeTCA KOMNOHeHTOM CkaHep. CkaHep
npoBepseT 3arpy304Hble CeKTopa, NaMaTb, a Takke OTAe/IbHble Ppalbl N 06bekTbl B cCOCTaBe
CNOXHbIX CTPYKTYP (apX1Bbl, KOHTEMHEPbI, 31EKTPOHHbIE MMCbMa C BAOXeHUAMM). poBepka
NPOW3BOANTCA C UCMOJIb30OBaHNEM BCeX METOA0B 0OHapy>KeHWA yrpos.

Mpwn obHapy>keHUN BpesoHOCHOro obbekTa CkaHep TONbLKO NpeaynpexaaeT Bac 06 yrpose.
OtueT 0 pe3ynbTaTax NPOBEPKM NPUBOAUTCA B TabauLe, rae Bbl MOXeTe Bbibpath
Heobxoanmoe aercTBre aAns 06paboTkn obHapy>KEHHOro BPeLOHOCHOrO Nan
NoAO3PUTENIbHOrO 06beKTa. Bbl MOXeTe MPUMEHUTb AECTBUS MO YMOAYAHUIO KO BCEM
OBHapy>XeHHbIM yrpo3am unau BbibpaTb HEOOXOAMMbIA MeToh 06PaboTKM ANs OTAENbHbIX
061beKTOoB.

[leNcTBNA MO YMONYAHUIO ABAAIOTCA ONTUMaAbHbIMU B 6ONbLUMHCTBE CyYaeB, HO Npu
HEOOXOAMMOCTM Bbl MOXETE N3MEHUTb UX B OKHE HaCTPOWKM NapamMeTpoB paboThbl
komnoHeHTa CkaHep. Ecan gerictBue ans oTaenbHOro obbekta Bbl MOXeTe BbibpaTth Mo
OKOHYaHWW NPoBepKM, TO 0bLLMe HAaCTPOMKM MO 06e3BPEXMBAHNIO KOHKPETHbIX TUMOB Yrpo3
HeobxoAnMO 3aZaBaTb A0 Hayana NPoOBEpPKU.

CM. Takxke:

° I'Iapalvleprl NPOBEPKN gpa|7|ﬂos

e 3anyck 1 pexxMMbl NPOBEPKM
e Obe3BpexvBaHMe 0bHapPYXXEeHHbIX YVIDO3

8.5.1. 3anyck n pe>XXumbl NPOBEPKN
Yr106b1 3anycTUTh NpoBepKy ¢ainios

| Mpwn paboTe nog ynpassieHeM onepaLumoHHbIx cuctem Windows Vista, Windows Server

A 2003 n 6onee no3aHux CkaHep peKkoMeHayeTcs 3amyckaTb C MpaBaMu agMuHUCTpaTopa. B
NPOTUBHOM caydae Te dGainbl U Nanky, K KOTOPbIM NoJib3oBaTesb 6€3 NpaB agMUHUCTPaToOpa
He UMeeT JocTyna (B TOM YMC/Ie U CUCTEMHbIe Narnku), He ByayT NpoOBepeHbI.

1. Otkpoiite MeHto Dr.Web ® 1 sribepute nyHkT LieHTp 6e30nacHocTy.

2. B OTKpbIBLLEMCA OKHE Ha>XMUTE MJINTKY dainbl u CeTb, 3aTeéM — NANTKY CKaHep.

PyKOBO,CLCTBO nosab3oBaTenda
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ii Takke Bbl MOXeTe 3anycTuTb NPOBePKY $ainnoBs, packpbie B MeHo Myck rpynny Dr.Web v
BblIbpaB nyHkT CkaHep Dr.Web.

3. Bbibepute HEOHBXOAMMbBIA PEXMM NPOBEPKN:

e NyHKT BbicTpas, UTo6bl NPOBEPUTL TONBKO KpUTMUeckne obnactn Windows;

® MYHKT MonHas, yTOObI npoBepunTb BCE q)al7|f|b| Ha N10TMYECKNX ANCKaX N CbEMHDbIX
HOCUTEenAax;

e NyHKT Bbi6opouHasn, 4tTobbl NPOBEPUTL TO/ILKO YKa3aHHble BaMun o6bekTbl. OTkpoeTca
OKHO Bblbopa dannoB ana nposepkn CkaHepoMm.

% Cranep DrWeb - O X

Q CkaHep

BribepuTe pexumM NpoBepKu

O% BblcTpas

Mpoeepka kpuTMueckky obaacred Windows

T} MonHasn
I'IpOElepKa BCex dJaﬁJ'ICIEI Ha NOrYyecKny AUCKax W CheMHbBIX HOCHUTenAX
gf BbibopouHas

Mpoeepka oTAENEHBIX 05BEKTOE

Boibepute AeWCTEME NOCAE 23EEPLUEHWA TEKYLLEHR NPOEEPKM

~
4

’_
(=)

.

PucyHok 52. Bbi6op pexxuma npoBepKu

Takoke Bbl MOXeTe BbibpaTb AeACTBME NOCAE TeKYLLEro NpoLecca CKaHMPOBAHWA, HaXaB
COOTBETCTBYHOLLYHO CCbINIKY B HUXHEW YacTu OKHa. OTO AeCTBUE He 3aBUCUT OT
BbiGpaHHOro B Hactporikax CkaHepa v He BAMSET Ha obLLMe HaCTPOMKM.

4. HauHeTcs npouecc npoBepkun. YTo6bl NPNOCTaHOBUTbL MPOBEPKY, HaxKMUTe KHonKy May3a,

yYTOObl MONIHOCTLHO OCTAHOBUTD NpPpoBeEpPKY, HAXMNTE KHOMKY Cron.

f | E Knonka Maysa HefocTynHa BO Bpems NMpOBEpKU OnepaTvBHOW NamMATU U NPOLIECCOB.

Mo okoH4YaHuK npoBepkn CkaHep MHPOPMUpPYeET Bac 06 0O6HapYy>KEHHbIX Yrpo3ax u
npeanaraet nx obe3BpeanThb.

PyKOBO,CLCTBO nosab3oBaTenda
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UTo6bI NPOBEpPUTL KOHKPETHDIN (paiin nan nanky

1. BbI30BUTE KOHTEKCTHOE MEHIO HaXKaTMeM MPaBON KHOMKW MbILY MO nMeHu dainna nan
nanku (Ha paboyem cTose MaM B NPOBOAHMKE onepaLmoHHon cuctembl Windows).

2. BbibepuTte nyHkT MpoBeputb ¢ Dr.Web. lNpoeepka 6yaeT BbinoaHEHa cornacHo
HaCTpoWnKam No YyMOYaHUIO.

OnucaHue PEXXNMOB NMpPoOBEPKN

Pe>xxum nposepku OnucaHue

BbicTpas B ZaHHOM pexxume NMpoBepstoTCs:

e 3arpy3ouHble CEKTOPbI BCEX AUCKOB;

e onepaTMBHas NamsTh;

e KOpHeBas Marnka 3arpy304HOro AMCKa;
e cucTeMHas nanka Windows;

e nanka «Mou JOKYMEHTbI»;

e BpEeMeHHble palinbl;

e TOYUKM BOCCTAHOB/IEHUS CUCTEMBI;

® HaJnyne pyTkUToB (eCﬂI/I npouecc NnpoBepkKn 3anyleH oT UMeHn
aZAMUHKCTpaTOopa).

{ | : ApXxuBbI 1 MOYTOBbIE Gaii/ibl B 3TOM PEXMME HE NMPOBEPSHOTCS.

MonHas B AAHHOM peXxnme Npon3BoAMUTCA NMOHaA NpoBeEpPKa OI'IepaTVIBHOl7I namMmaTn n
BCeX XeCTKMX ANCKOB (Bkntouas 3arpysoudHble CEKTOpr), a TakKke
OCyLLecTBNAAeTCA NpoOBEPKa Ha Han4ymne pyTknMToB.

Bbi6opouHas B gaHHOM pexkume MoryT 6biTb NpoBepeHbl Aro6ble Gaitbl U Nanky, a Takke
Takve 06BbeKTbl, Kak onepaTBHaA NamaTb, 3arpy304UHble CEKTOPbI U T. M. YTobbI

806aBUTb 0OBEKTLI B CMNMCOK MPOBEPKM, HAXXMUTE KHOMKY \_/.

8.5.2. O6e3BpexnBaHne ob6Hapy>KeHHbIX yrpos

Mo okoHuaHWK npoBepkn CkaHep MHGOPMUPYET BaC 06 OOHAPY>KEHHbIX Yrpo3ax U
npeanaraet nx obesspeamnTb.

A Ecnvn B HacTpolikax CkaHepa Dr.Web Bbi Boibpanun nyHkT O6e3Bpeautb o6Hapy>KeHHble

: yrpo3bl nin O6e3BpeanTb o6HapY>KeHHbIe Yyrpo3bl U BbIK/HOUUTb KOMMbIOTEP /15
HacTpovikv Mocne 3aBeplueHNs NpPoBepPKU, TO 06e3BpeXMBaHME YTPO3 ByAeT Npon3BeseHO
aBTOMaTUYECKM.

PyKOBO,CLCTBO nosab3oBaTenda
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%7 BribopouHan NpoBepKa 3aBEpLUEHE - O X

« CkaHep

I'IpcBepl(a 3aBepueHa
MpoeepeHo obswekToE: 2636 OBHapy=eHo yrpoz: 1 OBezepexeHo yrpoz: 0

HacroATensHo pekomeHgyem HeMeaneHHo 00e3BpeanTs ECE YTPO3kL.
Cranep DrWeb npvmeHnT 4eACTEWMA COMNECHO HACTRORKAM.

——

ObbekT Yrpoza OelictEme MyTe

b Apxues! 1 MepemectnTh A

-a)

PucyHok 53. Bbibop aeiAcTBUA NO OKOHYaHUUN NPOBEPKU

Tabavua c pesynbTataMu NPOBEPKM COAEPXKNT CNEAYIOLLYH MHPOPMaLIMIO:

Cronbey, OnucaHue

Ob6bexT B 3ToM cToN6Ue ykazaHO HavMeHOBaHWe 3apa>ke€HHOro NN NOAO3PUTENLHOTO
obbekTa (MM darna — ecnm 3apaxeH dann, Boot sector B cnyuae 3aparkeHHOro
3arpy3soyHoro cektopa, Master Boot Record B ciyyae 3apaxeHHoro MBR >xectkoro
Ancka).

Yrposa B 3ToM cTON6UE yKa3aHO HanMMeHOBaHWe BMpYca UAM MoavbUKaLmm BUpYCa MO
BHYTpPeHHel knaccudurkaumm komnaHum «loktop Be6». s nofo3puTenbHbIX
06beKTOB yKa3blBaeTcs, UTo 06beKT «BO3MOXXHO, MHOMUMPOBaH» 1 yKa3blBaeTca TUM
BO3MOXHOTO BUpYyca Mo knaccudukaLmm 3BPUCTUUYECKOTO aHaamusaTopa.

[Hewncteure B 3ToM cTonbUe yka3zaHo AencTBre A1A HaAEHHOW Yyrpo3bl COTIaCHO HaCTPONKaM
CkaHepa. C nOMOLLbHO BbiNaZatoLLEero Crvcka Bbl MOXeTe 3aJaTh AeNCTBUE ANS

BbIOpaHHOM yrpo3bl.

MyTb B 3TOoM cTO16LE YKa3aH MOJHbIA MyTb K COOTBETCTBYOLLEMY daiiny.

O6e3BpeXxuBaHMe Bcex yrpo3 B Tabauue

Ansa Kaxzaomn yrpo3bl ykazaHo AeCcTBMe cornacHo Hactpoiikam CkaHepa. YTobbl 06e3BpeanTb
BCE Yrpo3bl, MPUMEHAA yYKa3aHHble B TabanLe AercTBUsA, HaxxMute kKHonky O6es3BpeauTh.

PyKOBO,CLCTBO nosab3oBaTenda
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Y106bI U3MEHUTDb YKa3saHHOe B 'ra6nvu.|,e AEﬁCTBMe ANA yrposbl

1. BbibepuTe 06BEKT MK rpynny 06beKTOB.
2. B ctonbue [enAcTBue B BbiNajaroLLlemM Crvcke Bbibepute Heobxoanmoe aencTeme.

3. HaxmuTte kHonky O6e3Bpeautb. [1pn 3ToM CkaHep HauHeT 06e3BpeXMBaHNE BCEX YTPO3,
yKa3aHHbIX B Tabauue.

O6e3BpexxuBaHue Bbl6paHHbIX yrpo3

Bbl Takoke MoxkeTe 06e3BpeanTb BblOpaHHbIe Yyrpo3bl OTAeNbHO. [ns 3Toro:

1. BbibepuTe 06beEKT, HECKONBKO 0OH6BEKTOB (YyAep>kunBas HaxaTton knasuwy CTRL) nan rpynny
06BbeKTOB.

2. OTKpOMTe KOHTEKCTHOE MEHIO HaXkaTMeM NPaBoOn KHOMKM MbIlWN 1 BbibepuTe
Heobxoanmoe genctBme. CkaHep HauHeT o6e3BpexmnBaHneE TONbKO BbIGPaHHOM yrpo3bl

(yrpos).

OrpaHnueHus npu obesBpexxmBaHUn yrpos

CyLLecTBYHOT CiedytoLime OrpaHNYeHus:

® JieHyeHne Nogo3pnTENIbHbIX 06BEKTOB HEBO3MOXHO,

e nepemeLlleHne NN yaaneHe 0H6bEKTOB, He ABAAIOLLMXCA darinaMu (Hanpumep,
3arpy304HbIX CEKTOPOB), HEBO3MOXHO;

e Ntobble AeVICTBMﬂ ANnAa OTAENIbHbIX c|)a17|nos BHYTPU apXMBOB, YCTAHOBOYHbIX NMakeToB NN B
COCTaBe nncem HeBO3MOXHbI — Ael\/'ICTBI/Ie B TaKNX CydadaxX NPUMEHAETCA TONbKO KO BCEMY
O6'beKTy LLleNMKOM.

OtueT 0 pabote CkaHepa

MoapobHbIN OTYeT 0 paboTe KOMMNOHEHTa coxpaHaeTca B Gai XypHana dwscanner . 1og,
KOTOPbI HaxoaMTCA B nanke $USERPROFILE%\Doctor Web.

8.5.3. lononHnTeNbHbIE BO3MOXXHOCTU

B aToM paszene cosepxunTcs MHGOpPMaLmnsa 0 JOMOJHUTENbHbBIX BO3MOXHOCTAX PaboThl
CkaHepa:

e 3anyck CkaHepa c napaMeTpaMmu KOMaHAHOW CTPOKMU
e KOHCONbHbINM CkaHep

PyKOBO,CLCTBO nosab3oBaTenda
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3anyck CkaHepa ¢ napamMmeTpaMu KOMaHAHOW CTPOKMU

Bbl MoxeTe 3anyckatb CkaHep B pexxvme KOMaHAHOW CTPOKW. Takon cnocob no3sonseT
3a/aTb AOMONHUTENbHbIE HAaCTPOWKM TEKYLLEro ceaHca NpoBepPKN U NepeyeHb NPoBepPAEMbIX
06BEKTOB B KayecTBe napamMeTpoB 3anycka.

CUHTaKCUC KOMaHAbl 3anycka CneayroLLnii:
[ <nyme_K_npozpamme>] dwscanner [<k/a4u>] [<obbekmel> ]

Knroyu — napameTpbl KOMaHAHOM CTPOKU, KOTOPbIE 3a4atoT HAaCTPOMKN Nporpammsl. Ecan
OHW OTCYTCTBYHOT, MPOBEpPKA BbIMONHAETCSA C paHee COXPaHEHHbIMU HacTponkaMu (Mau
HaCTpOMKaMM NO YMONYAHWIO, ECAN Bbl HE MEHAAN UX). KTHOUM HauMHAKOTCA C CMMBOAA « /> W,
Kak 1 OCTa/bHble MapameTpbl KOMaHAHOW CTPOKM, pa3zAensroTca npobenamu.

Cnncok 06BbeKTOB NPOBEPKM MOXKET BbITb MYCT UK COAEPKaTb HECKO/IbKO 3/1IEMEHTOB,
pa3geneHHbIx npobenamu. Ecam nytb K o6bekTaM NPOBEPKM He yKa3aH, MoncK
OCyLLeCcTBAsSIETCA B Nanke yctaHoBku Dr.Web.

Yale ynoTpebnatoTcs cnesytolime BapuaHTbl ykasaHua 06 beKTOB NPOBEPKU:

e /FAST — nponseectn 6bICprI-O NpPoBEPKY CNCTEMDBI.

e /FULL — NPOM3BECTW NOJHYIO NPOBEPKY BCEX XECTKMX ANCKOB U CbEMHbIX HOCUTENEN
(BKNKOYAA 3arpy30UHble CeKTOpbI).

e /LITE — MPOW3BECTV CTaPTOBY MPOBEPKY CUCTEMbI, TPV KOTOPOWN MPOBEPAOTCA
onepaTtvBHas NaMaTb U 3arpy30UHble CEKTOPbI BCEX ANCKOB, @ Tak>Ke MPOBECTU MPOBEPKY Ha
Ha/JMumne pyTKUTOB.

KoHconbHbIN cKaHep

B coctaB komnoHeHTOB Dr.Web Takke BxoAUT KOHCONbHBIN CKaHepP, KOTOPbI NO3BOASET
NPOBOANTb MPOBEPKY B PEXMME KOMaHAHOM CTPOKK, a Takxke NpesocTaBaseT 6onbline
BO3MO>XHOCTM HAaCTPOMNKM.

{ l : KoHconbHbIN CKaHep nomMellaeT Nnogjo3puTtesibHble 06BbEKTHI B KapaHTMH.

Y1o6b!l 3anycTUTh KOHCO/bHLIV CKaHep, BOCMOAb3YNTECh CAeAyHoLe KOMaHAOW:

[ <nyme_k_npoepamme>]dwscancl [<ka4u>] [<0b6bekmol>]

Kntou HaumMHaeTca ¢ cMMBOIa «/», HECKO/IbKO KKoUel pasgensatorcs npobenamu. Cnmncok
06BEKTOB NPOBEPKM MOXKET ObITb MYCT UAW COAEPKaTb HECKO/IbKO 3/IEMEHTOB, Pa3Ae/ieHHbIX
npobenamu.

Cnucok kitoyen KoHconbHOro ckaHepa cogepxutca B [1puaoxeHuun A.

PyKOBO,CLCTBO nosab3oBaTenda
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Koabl Bo3Bpara:

0 — npoBepka ycneLwHo 3aBepLueHa, MHPULMPOBaHHbIe 06BEKTbI He HalAeHbI
1 — npoBepka ycrnewHo 3aBepLleHa, HalnaeHbl MHPULMPOBaHHbIE 06BEKTDI

10 — yKa3aHbl HEKOPPEKTHbIE KNOUM

12 — He 3anyuweH Scanning Engine

255 — npoBepka npepBaHa NoJib3oBaTtenemM

8.6. Dr.Web ana Microsoft Outlook

OcHOBHble PYHKLLMN KOMIMOHEHTa

Mopxntouaembin mogynb Dr.Web ana Microsoft Outlook BeinonHsaeT cnepytowme GyHKLMM:

aHTVBUPYCHYH MPOBEPKY BAOXKEHHbIX GaiiioB BXOAALLMX MOYTOBbLIX COODOLLEHWI;

NpoBepKy MOYTOBbIX COODLLEHNIN Ha CNaMm;

obHapyXXeHWe N HeMTpaan3aumuto BpeJoHOCHOrO NPOrpaMMHOro obecneyeHms;

3BpI/ICTVI‘-IeCKVIl7I aHanns and ,£I,OI'IO}'IHI/ITe}'IbHOI‘/’I 3alnTbl OT HEN3BECTHbIX BUPYCOB.

HacTtpoiika moagynsa Dr.Web ana Microsoft Outlook

Hactpolika napaMeTpoB 1 MPOCMOTP CTaTUCTUKM PaboTbl MPOrpaMmbl OCYLLECTBAAOTCA B
noutoBoM npunoxeHun Microsoft Outlook B pasgene CepBuc — MapameTpbl — Bk1aAka
AnTuBMpyc Dr.Web (a11 Microsoft Outlook 2010 B pa3aene ®aiin — Mapamerpbl —
Haacrpowikn Heobxoammo BbibpaTte moaynb Dr.Web ans Microsoft Outlook n HaxaTb KHOMKy
MapameTpbl HAACTPONKN).

i|§ Bknaska AHTMBMpYC Dr.Web B HacTpolikax npuioxeHnus Microsoft Outlook goctynHa
TOJIbKO MPW Ha/JIMuMKM Y NOJIb30BaTeNs MNPaB, NMO3BOAOLWMUX U3MEHSATb AaHHbIE HACTPOWKM.

Ha Bknagke AHTUBMpYCc Dr.Web otob6paxkaeTtcsa Tekyllee COCTOSHUE 3aLLmUThI
(BKIOYEeHa/BbIK/IOYEHA). KpoMe TOro, oHa npeAocTaBaseT AOCTYyN K CAeAyroWwmnM GyHKUNAM
nporpammsi:

e XXypHan — no3BoAAET HaCTPOUTb PerncTpaLmnto cobbITUA Mporpammsl;

e [1poBEpKa BIOXEHWUN — MO3BOASAET HACTPOUTb NPOBEPKY 3IEKTPOHHOW MOYTbI U
onpeAenvTb AeACTBUSA MPOrpaMmMbl A5 O6HapPY>KEHHbIX BPeLOHOCHbIX 06 bEKTOB;

e AHTMCNAM-QUALTP — NO3BOAET ONpPeAennTb AeNCTBUSA NPOrpaMmbl AN CNaM-COOBLLEHNN,
a TaKke co3gaTtb 6eNbli 1 YepHbIN CMNCKM 31eKTPOHHbIX aApecos;

e CTaTnCTVKa — NOKa3bIBaeT JaHHble 06 0H6bekTax, NPOBEPEHHbIX N 06paboTaHHbIX
nporpamMmMoin.

PyKOBO,CLCTBO nosab3oBaTenda
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8.6.1. NpoBepka Ha BMpPYCbI

Dr.Web ans Microsoft Outlook ncnonbsyet pasnnuHblie metoabl 06Hapy>keHWsa BUpPYcoB. K
HalAeHHbIM BPEAOHOCHbBIM O6BEeKTaM MPUMEHSAIOTCA onpeaensiemMble Noab3oBaTenem
AENCTBMSA: NporpamMmMa MOXET 1eUnTb MHOULMPOBaHHbIe 0OBbEKTbI, yAaNATb UX UK
nepemelyatb B KapaHTuH Ans nx n3onaumm n 6€30nacHoro XxpaHeHus.

Mporpamma Dr.Web ans Microsoft Outlook o6Hapy>xmBaeT cnegyrolme BpeaoHOCHbIe
06DBeKTbI:

NHOVLMPOBaHHbIE 06BEKTHI;

bannbl-60Mbbl AN apxmBbI-6OM6BI;

peknaMHble Nporpammbi;
e NporpamMmmbl B3/10Ma;

e NporpamMmmbl A03BOHa;

® MPOrpamMMbl-LLyTKY;

® MOTEeHLMaNbHO OMNacHble MPOrpamMMbl;
e LUMWNOHCKNE MPOrpaMmbl;

® TPOSIHCKME NPOrpamMMbl;

e KOMMbIOTEPHbIE YEPBU N BUPYChI.

DevcrBus

Dr.Web ans Microsoft Outlook no3BonsieT 3agatb peakumo NporpaMmbl Ha 06Hapy>eHne
3apa>keHHbIX AN NOAO3PUTENbHbIX GaIOB N BPEAOHOCHbIX MPOrpamMm npu npoBepke
BJIOXKEHUI 3N1EKTPOHHOW MOYTbI.

Y106bl HACTPOUTL MNPOBEPKY BAOXKEHWI 1N ONpPeAennTb 4eACTBUSA NPOrpaMmbl 414
O06Hapy>KeHHbIX BPeAOHOCHbIX 06BbEKTOB, B MOUYTOBOM npuaoxeHnn Microsoft Outlook
BbI6epuTe CepBUuC — Mapametpbl — Bkiagka AHTUBUpPYC Dr.Web (an1q Microsoft Outlook
2010 B pa3gene ®aun — Mapamertpbl - Hapcrponkm Heobxoammo BeibpaTh mogynb Dr.Web
ana Microsoft Outlook n HaxaTb kHoMKy MapamMeTpbl HAACTPOUKMN) 1 HAXKMUTE KHOMKY
MpoBepka B/NI0XKEHUI.

' OkHoO I'IposepKa BJIOXKEHUM AOCTYMNMHO TOJIbKO MPW HaJIMdnn y noJib30BaTend rnpas
: aAMNHUCTPaTOPa CUCTEMBI.

[na OC Windows Vista n 6onee no3gHWx Bepcuii npu Haxkatun kHornkn MpoBepka
BJIO)KEHUN:

e [pu BratoveHHoMm UAC: agmuHucTpaTopy byaeT BblAaH 3anpocC Ha NOATBEP>KAeHME
AeVCTBUIA NporpamMmel, Noab3oBaTtento 6e3 agMUHUCTPATUBHBIX NpaB 6yAeT BblgaH 3anpoc
Ha BBOJ, YYETHbIX JaHHbIX aiMUHUCTPaTOPa CUCTEMbI;

PyKOBO,ELCTBO nosab3oBaTenda
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o [1pu BbikNtoUeHHOM UAC: aAMUHUCTPATOP CMOXKET M3MEHATb HAaCTPOWKMN NPOrpamMmbl,
MoJib30BaTe/lb HE CMOXET MOJYUNTb AOCTYN K M3MEHEHMIO HacTpOeK.

B okHe MNMpoBepkKa BNOXKEHUI Bbl MOXETe 3a4aTb AEACTBUSA NPOrpaMMbl A/1f Pa3INYUHbIX
KaTeropuin NpoBepseMblx OOBEKTOB, a TakXe ANs C/yyas, KorAa npu nNpoBepKe BO3HUKIIM
owmnbku. Kpome TOro, Bbl MOXeTe BKAKOUMTb UM BbIKIHOYNTL MPOBEPKY apXM1BOB.

Ans 3ajaHnA 4eNCTBUN Haj OBHapY>KEHHbIMY BPELOHOCHbIMU O6beKTaMu cyxat
cnegyrolme HaCTpPoOnKN:

BbiNajarowmin cnncok MHpULMpoBaHHble 3a4aeT peakLmio Ha OOHapy>KeHe 0H6BbeKTOoB,
3apa>keHHbIX N3BECTHbIMU U (MPEANONOXUTENBHO) U3NEUNMBIMU BUPYCAMU;

BblMaZatoLmii cnmcok HeBbileueHHble 3a4a€eT peakLmio Ha 0bHapyKeHe 06BbEKTOB,
3apa>keHHbIX N3BECTHbIM HEM3/IeUMMbIM BMPYCOM, @ TakxKe Korga npeAnpuHaTas nonbiTka
N3NeYeHns He NPUHeCsa ycnexa;

BbiNagatowmin cnncok Mopo3purenbHble 3a4aeT peakymo Ha 0bHapy>KeHne 06beKToB,
NPeAnoIoXNTENbHO 3apaXKeHHbIX BUPYCOM (CpabaTtbiBaHMe 3BPUCTMUECKOrO aHanM3aTopa);

pa3aen BpesoHOCHbIe NporpamMmbl 33/ja€T PeakLMIo Ha OBHapY>XXEHWE CNedyroLLero
HexenatenbHoro MO:

o peknaMHble MPorpaMmmbl;
o MporpamMmbl 403BOHQ;

5 MpOrpamMMbl-LyTKY;

o Mporpammbl B3/10Ma;

o MOTEHUMaNbHO OMacHbIE;

BbiNagatowmii cnmcok Mpwm owmnbke npoBepku NO3BOAAET HACTPOUTb AEUCTBUSA MPOrpPaMMmbl
B C/lyyae, eC/Iv NpoBepka BJIOXKEHUA HEBO3MOXHA, Hanpumep, ecin OHO NpejcTaBaseT
cob01 NOBPEXAEHHbIV MW 3alUMLLEHHbIN NapoaeM dann;

dnaxok MpoBepATb apXmMBbI MO3BOSET BKIHOUNTL UM OTKIHOUMUTD MPOBEPKY BAOXKEHHbIX
danno., NnpesacTaBAsOLWMX COOOW apXMBbl. YCTaHOBUTE 3TOT GAAXKOK ANA BKAOUEHUS
NPOBEPKMN, CHAMUTE — A/15 OTKIFOUEHMS.

CocTaB AOCTYMHbIX peakLumii 3aBUCUT OT TUMa BUPYCHOTO COBbITUA.

MpeaycMOTpeHbl cneaytoLime AenCcTBUA Haj ObHapy>XeHHbIMY 06 BbeKTamu:

Bbinieuntb (fencTBME JOCTYMHO TONBKO A8 MHOULMPOBaHHbIX 06 bEKTOB) — O3HauaeT, YTo
nporpamMa npegnpuMeT NomnbITKy BblA€YNTb MHOULIMPOBAHHbBIV 0OBbEKT;

Ypanutb — O3HauaeT, UTo 06bEKT ByaeT yaaneH;
MepemecTUTb B KAPAHTUH — O3HaYaeT, UTo 0H6BEKT byAeT N30MpPOBaH B Nanke KapaHtunHa;

UrHopupoBaTb — 03HauaeT, Uto 06beKkT byaeT nponyLleH 6e3 N3MeHeHU .

PyKOBO,ELCTBO nosab3oBaTenda
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8.6.2. NpoBepka Ha cnam

Dr.Web ans Microsoft Outlook npoBepsieT Ha cnam Bce NoYTOBbIE COOBLLEHNSA C MOMOLLBHO
AHtcnama Dr.Web u ocyulectBaseT ¢puabTpaLmnto COObLLEHNI B COOTBETCTBUM C
HaCTPOWKaMU, 3a,laBaeMbIMU MOJIb30BaTENIEM.

YT06bI HACTPOUTL NPOBEPKY COODLLEHMI Ha Cnam, B MOUYTOBOM npuaoxeHun Microsoft
Outlook BbibepuTe CepBuc — Mapametpbl — Bk1agka AHTUBMpYC Dr.Web (ans Microsoft
Outlook 2010 B pasaene @anun — MapameTpbl — HaacTpoitku Heo6xoanMo BbibpaTb MOAY b
Dr.Web ans Microsoft Outlook n HaxaTb kHOMKy MapameTpbl HAACTPOUKMN) N HAXKMUTE
kHONKY AHTUCNamM-PpunbTp. OTKPOETCA OKHO HacTpoeK AHTUCNaM-duabTpa.

' OkHO AHTUNaM-PUALTP JOCTYNMHO TOJILKO MPW HAaVUMK Yy NOJb30BaTeNA NpaB
: ajMUHMCTPaTopa CUCTEMBI.

[Ona OC Windows Vista n 6o1ee No3gHWX BEPCUI MPY HaxkaTu KHOMKXU AHTUCNaM-pUAbTP:

e npwu BItoyeHHoM UAC: agMuHMCTpaTopy 6yAeT BbigaH 3anpoc Ha NoATBepXKaeHne
JEeVICTBUM NpOrpamMmebl, Mosib3oBaTe o 6e3 agMUHUCTPATMBHBIX NpaB byaeT BblAaH 3anpoc
Ha BBOZ YYeTHbIX JaHHbIX aAMUHUCTPaTOpPa CUCTEMDI;

e npu BblkKtoveHHOM UAC: aiMMHUCTPATOP CMOXET U3MEHATb HaCTPOWKV MPOrpammbl,
No/b30BaTeNb HE CMOXET MOJAYUYUTb AOCTYN K U3MEHEHMIO HacTPOEK.

Hactpouka aHTMcnam-punbTpa

UT06b1 HACTPOUTL NapaMeTpbl aHTUCNaM-PUNbTPa

1. YctaHoBuTe dnaxkok MpoBepAaTb NOUTY Ha cnam /11 akTMBaLMK aHTMCNaM-buabTpa.

2. Ecnv Bbl xoTnTE A06aBAATL CNeLManbHbIA TEKCT B 3aros10BOK COOHLLEHNSA, pacno3HaHHOro
Kak cnam, yctaHoeute ¢pnaxok [iobaBnatb npedukc B Temy nucbma. lobasnsemMbin TekCT
MO>XHO BBECTM B TEKCTOBOM MoJie cnpaBsa oT dpsaxka. 1o ymonuaHuio gobasnaetcs
npedunkc *SPAM*.

3. MNpoBepeHHble cOObLLEHNA MOTYT OTMEeYaTbCA Kak MPOYNTaHHblE B CBOMCTBAX Nucbma. [na
3TOro HeobXxo0AMMO YCTaHOBUTb Gaa>kok OTMeTUTb NMCbMO Kak npouutaHHoe. [10
yMoa4aHuto paaxxok OTMeTUTb MMCbMO KaK MpoYUTaHHOEe YCTaHOB/EH.

4. TaioKe Bbl MOXETe HaCTPOUTb Hesble U YepHble COUCKU AN GUAbTPALUN NMNCEM.

ii Ecan HekoTopble MUCbMa BbIN HEMPaBMALHO Pacro3HaHbl, CesyeT OTNPaBUTb UX
: aAMVHUCTPATOpPY Ballieil aHTMBUPYCHOW CeTU.

Benbii N YUepHbIA CNUCKN

Benbi 1 YepHbIN CMNCKN NEKTPOHHbIX aApPecoB CayXaT Ans GuabTpauum coobLLeHnI.

PyKOBO,CLCTBO nosab3oBaTenda
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[na npocmoTpa n pegaktmpoBaHmsa 6en0ro nam YepHOro Cnucka B HaCTPOMKax aHTUCNaM-
buabTpa HaxxmunTe KHoNKy benbli cnncok N YepHbIN CNAMCOK COOTBETCTBEHHO.

UTtobbl fo6aBUTL agpec B 6e/1bIV UM YepPHbIN CNUCOK

1. HaxxmuTe kHonky [Lo6aBuUTb.
2. BBeanTe aneKTpOHHbIN aspec B COOTBETCTBYHOLLEE MOe.

3. Haxmute kHonky OK B okHe PepakTnpoBaTb CNMCOK.

Y106bI NI3MEHUTDb aapec B cnucke

1. BoibepuTe agpec B cnncke, HaXmuTe KHOMKY M3MeHUTD.
2. OTpegaktnpynte Heob6Xx0AMMYHO MHPOPMaLUIO.

3. Haxmute kHonky OK B okHe PepakTnpoBaTb CMCOK.

UTo6b1 yAaNuTbL agpec U3 cnmcka

1. BbibepuTe agpec B cnucke.

2. Haxmute KHONKy Yaanutb.

B okHe benble n YepHbleé CMUCKN Ha>kKMUNTE KHOTKY OK, yTOObI COXPaHNTb BHECEHHbIE
M3MeHeHNA.

Benbin cnucok

Ecnv agpec otnpaBuTena gobasneH B 6enbii CMMCOK, MUCbMO He NMOABEepraeTca aHaan3y Ha
cozep>kaHune cnama. Metoabl BBOAA:

e yTO6bI O06ABUTL B CMNCOK ONMpPEeAEeNeHHOro OTNpaBmUTeNs, BBEAUTE €ro NMONHbINA MNOYTOBbIN
agpec (Hanpumep, mail@example.net). Bce nucbma, monyyeHHble € 3TOro agpeca, byayr
fOCTaBNATbCA 6e3 NpoBepkun Ha crnawm;

o K3>K,£l,b|l7| NEMEHT CNCKa MOXXET CoAEP>KaTb TOJIbKO OAMNH NMOYUTOBbIN agpec nan ogHy Macky
MOYTOBbIX a4pP€ECOB,

e yTOObI 106aBUTH B CMNCOK OTNPaBUTENEN aZpeca ONpPeseNeHHOro BUAA, BBEAUTE MacCKy,
onpezenstoLLyto JaHHble agpeca. Macka 3agaeT wabaoH ans onpegeneHns obbekta. OHa
MOXEeT BKIHOUaTb OObIUHbIE CUMBOJIbI, JOMYCTMMbIE B MOUTOBbIX ajpecax, a TakKe
CcneunanbHbI CUMBOA «*», KOTOPbIV 3aMeHsAeT Nt06YLo (B TOM uncie NycTyro)
nocnesoBaTeNbHOCTL HOObLIX CUMBOJIOB.

Hanpumep, gonyckarotca cnegyroe BapuaHThbl:
o mailbox@domain.com
o *pbox@domain.com

© mailbox@dom*
o *box@dom*

PyKOBO,ELCTBO nosab3oBaTenda
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/l\ 3HaK «*» MOXeT CTaBUTbCA TOJbKO B Havasne Win B KOHUE ajpeca.
5

CumBoN «@» obA3aTeneH.

e yTOObI rapaHTMPOBAHHO MOJlyYaTb MMCbMA C MOYTOBbIX AZAPECOB B KOHKPETHOM JOMEHE,
NCMO/b3YITE CUMBOJ «*» BMECTO MMeHW nosb3oBaTtens. Hanprumep, 4tobbl monyyats BCe
nMcbMa OT OTnpaBuTenen U3 gomeHa example.net, BBeagnte *R@example.net;

e yYTO6bI rapaHTUPOBAHHO MOJYyYaTb MUCbMa C MOYTOBbIX aZAPECOB C KOHKPETHbIM UMEHEM
nosib3oBaTens C NH0H6Oro JOMeHa, NCNOAb3ynTe CUMBOA «*» BMECTO UMEHU JOMEHa.
Hanpumep, uto6bl MonyyaTth BCe NMCbMa OT OTMpaBUTesIen C Ha3BaHWEM MOYTOBOTO fALLMKa
«ivanov», BBeAUTE ivanov@x*.

YepHbIN cnncok

Ecan ajpec otnpaButend AO6aBJ'IeH B l-IeprII\/’I CMNCOK, TO NNCbMY 6e3 AONOJIHNTENIbHOIO
aHaan3a npunceamBaeTca CctaTtyC crnam. MeTozabl BBOAA:!

e UTO6bI ZO0OABUTL B CMUCOK ONPEAEEHHOTO OTNPaBUTeSs, BBEAUTE €ro NoJIHbIA MOYTOBbIV
agpec (Hanpumep, spam@spam.ru). Bce nucbMa, nonyyeHHble € 3Toro agpeca, byayt
aBTOMATMYEeCKM pacrno3HaBaTbCs Kak cram;

° Ka)KAbIVI S/IEMEHT CMCKa MOXET Coaep>aTb TONIbKO OAUNH NMOYTOBbIV agpec nan ogHy Macky
MOYTOBbLIX aAPECOB;

e yTO6bI 4O0OABUTL B CMNCOK OTMPaBUTENIEN ajpeca ONpeseNeHHOro B1Aa, BBeANTE Macky,
onpezenstoLLytO JaHHble agpeca. Macka 3ajaeT WwabaoH Ans onpeseneHns obbekta. OHa
MOXeT BK/IF0YaTb OBblYHbIE CUMBOJIbI, LOMNYCTMMbIE B MOYTOBbIX agpecax, a Takke
cneumanbHbI CUMBOA «*», KOTOPbIV 3aMeHseT IH0bYH (B TOM Yncie NyCTyro)
nocaepoBatTenbHOCTb JNHOBbIX CUMBOJIOB.

Harlpvuvlep, AONYCKakoTCA cnejyrowie BapmaHTbl:
o mailbox@domain.com
o *box@domain.com
@ mailbox@dom*

o *pox@dom*

/l\ 3HaK «*» MOXeT CTaBUTbCA TOJIbKO B Hauafe Uan B KOHLEe aZpeca.
° S

CumBos «@» obdA3aTeneH.

e YUTOObI rapaHTMpPOBaHHO NMNOMeYaTb KakK CrnaM nMnMcbmMa C NOYTOBbIX aApPeCOB B KOHKPETHOM

LOMEHE, UCMOJIb3YNTE CUMBOJ «*» BMECTO MMEHW Noab3oBaTtens. Hanpumep, 4tobsl
nomMmeyaTb KakK CrnaM BCe nNMiMCbMa OT OTﬂpaBMTeﬂeVI M3 AJOM€Ha Sspam.ru, BBeEAUTE
*@spam. ru;

e yTOb6HI rapaHTMpoBaHHO NOMeEUYaTb KakK crnaM nNUncCbMa C MOYTOBbIX ajpeCcoB C KOHKPETHbIM

NMeHeM nosb3oBaTensa c Nboro AOMEHa, I/ICI'IOJ'Ib3yI7IT€ CUMBOJ «*» BMECTO UMEHMU

PyKOBO,ELCTBO nosab3oBaTenda
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AoMeHa. Hanpumep, utobbl mMOMeyaTb Kak CriaM BCe MMUCbMa OT OTNpaBUTeNen C Ha3BaHNEM
MOYTOBOrO fAlLMKA «ivanov», BBEAUTE ivanov@*.

8.6.3. Perucrpauyusa cobbitnmn

Dr.Web ans Microsoft Outlook pernctpupyet owmnbkmn n nponcxossaiume cobbiTUsa B
CNefyroLmx XXypHanax permcrpaumm:

e XYpHaje perncrpaumnmn cobbltui onepaumoHHon cucremsl (Event Log);

e TeKCTOBOM XypHaie OTAaAKW.

)KypHan onepauoHHOU CUCTEMBbI

B >xypHan peructpaunn onepauymoHHou cuctemsbl (Event Log) 3aHocuTcs cnegyroLuas
nHpopmMaumsa:
e CcoObLEHNA O 3aMnycKe N OCTaHOBKE NPOrpamMmbl;

e NMapameTpbl MOAYy/NeN NporpamMmMbl: CKaHepa, A4pa, BUPYCHbIX 6a3 (MHPpopMaLmMsa 3aHOCUTCA
npw 3anycke NporpamMmMbl U NpK O6GHOBAEHUN MOAyNeN);

e coobueHns 06 obHapy>XeHN BUPYCOB.

YT106bI NPOCMOTpPETb YXYpPHaN perucTpauum cobbiTuii onepaLMoHHON CUCTEMbI

1. Otkporite MaHenb ynpaBaeHUsA onepauoOHHON CUCTEMBI.
2. Bbibepute pasgen AgmuHucrpupoBaHue — MpocmvoTtp CobbITUiA.

3. B neBoi uactn okHa MpocmoTp CobbiTuii BbibepurTe NyHKT MpunoxxeHue. OTkpoeTcs
CMUCOK COBbITUI, 3aPerncTpUpPOBaHHbIX B XXypHase NOAb30BaTENbCKUMMU MPUIOXKEHUAMMN.
NcTouHmkom coobuernnin Dr\Web ans Microsoft Outlook sBasietcs npunoxenne Dr.Web
ans Microsoft Outlook.

TeKkcToBbIN YXypHa/ OTNagKu

B TekcTOBbIN KYPHan otTanagkm 3aHOCUTCA CaeayroLlan MHCI)OpMaLI,I/IHI

e coobueHns 06 obHapy>XeHN BUPYCOB;

e coobueHns 06 owmbkax 3anncn nam yteHna Gannos, ombkax aHaan3a apxmBoB UK
dannoB., 3aWynLLeHHbIX Napoaem;

e NapamMeTpbl MOAynelr NpPorpaMmbl: CkaHepa, A4pa, BUPYCHbIX 6a3;

e COObLLEHNS 06 IKCTPEHHbIX OCTaHOBKaX siZpa NporpamMmbl.

Y106bI HACTPOUTbL PErncTpaLuio cobbiTunii

1. Ha Bknagke AHTmBupyc Dr.Web HaxxmunTe kHonky XKypHan. OTkpoeTcs OKHO HacTpoek
XypHana.

PyKOBO,CLCTBO nosab3oBaTenda
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2. [Ans MmakcMManbHOW AeTann3aumnm perncTpupyemMbix cobbiTnin yctaHoBuTe daaxkok Bectn
noApo6HbI XXypHan. 10 yMoauaHW0 cOBbITUS PErucTpPUpPYOTCA B 0ObIUHOM pexmMme.

& BeseHne noapobHOro TEKCTOBOTO XXypHasia NporpamMmmbl MPUBOAMUT K CHUXKEHWHO
ObICTPOAENCTBUA CUCTEMBI, MO3TOMY PEKOMEHAYETCA BK/IHOYATh MakKCMMabHYHO
perncTpaLmo CobbITUIA TONBKO B Cyuyae BO3HUKHOBEHWS OLLIMOOK paboTbl MPUAOKeHMs
Dr.Web ana Microsoft Outlook.

3. Haxmute kHonky OK ana coxpaHeHWa N3MeHeHWN.

OkHo )KypHan AOCTYNMHO TOJIbKO MPW HaJInvnn y noJib3oBaTtesid npaB agMMHUCTPATOpPAa
CNCTEMBDI.

[ns onepaumnoHHol cuctembl Windows Vista 1 6oee no3aHUX BEPCUA NPY HaxkaTUn KHOMKWM
Xyphnan:

e npu BrtoueHHoM UAC: agMuHucTpaTopy 6yaeT BbifaH 3anpocC Ha NOATBEP KAEHWe
AeVCTBUIA NporpamMmebl, Noab3oBaTtento 6e3 aAMUHUCTPATUBHBIX NpaB 6yAeT BblgaH 3anpoc
Ha BBOJ, YUYeTHbIX JaHHbIX aAMVHUCTPaTOpa CUCTEMbI;

e npw BblktoveHHOM UAC: aiMMHUCTPATOP CMOXET M3MEHATb HaCTPOWKM NMPOrpammbl,
Mo/Jb30BaTeNb He CMOXeT MOAYUNUTb AOCTYM K U3MEHEHMIO HacTpOeK.

UTo6b1 NPOCMOTPETDb XXYypHa/ cO6bITUIA NPOrpaMmMbl
1. Ha Bknagke AHTmnBupyc Dr.Web HaxxmunTe kHonky XKypHan. OTkpoeTcs OKHO HacTpoek
XypHana.

2. Haxxmute kHonky Moka3aTtb B nanke. OTKpoeTCA nanka, B KOTOPON XPaHUTCA XKypHal.

8.6.4. Cratuctnka npoBepku

B noutoBom npunoxeHun Microsoft Outlook B pasgene CepBuc — MapameTpbl — BkIagka
AnTuBMpyc Dr.Web (a1a Microsoft Outlook 2010 B pa3aene ®@aiin — Mapamerpbl —
Haacrpoiikn Heobxoammo Bbibpate Dr.Web ana Microsoft Outlook 1 HaxaTb kHoOMKy
MapameTpbl HAACTPOMKM) COAEPXKMUTCA CTaTUCTMYECKas MHPopMaLma 06 obLLem KoanyecTse
06bEKTOB, NPOBEPEHHbIX N 06paboTaHHbIX NPOrpaMmMon.

Ob6beKTbI Pa3fenAaroTCca Ha cnegyroune Kateropmm:

npOBEPEHO — o6u_|,ee KO/INYeCTBO NMPOBEPEHHBIX 06BEKTOB U nmcewm,;

MH}uumpoBaHHbIX — 0blLLiee KONNYECTBO 3apaXKeHHbIX 0O bEKTOB BO BJAOXEHUAX NMNCEM;

nOAOBPMTeIIbeIX — KONnM4ecCcTBO NNCeM, NpeanonoXnTeibHO 3apa>XeHHbIX BUPYCOM
(cpa6aTb|BaH|/|e IBPUCTNYECKOrO aHam/l3aTopa);

BblieueHo — KONMYeCTBO 06 BEKTOB, YCNELIHO Bbl€YEHHbIX MPOrpamMMon;

HenpoBepeHHbIX — KONMYeCTBO 06 EKTOB, MPOBEPKa KOTOPbIX HEBO3MOXHA AN Npu
npoBepke BO3HMKAN OWNGKK;

¢ YUCTbIX — KONMYECTBO OOBEKTOB U NMUCEM, HE COAepKaLLMX BPeAOHOCHbIX OOBbEKTOB.

PyKOBO,ELCTBO nosab3oBaTenda

123



A7

-~
<

A
d
A

®daiinbl U ceTb

3aTeM yKa3biBaeTCs KOAMYECTBO OHBEKTOB, K KOTOPbIM OblI MPUMEHEHbI AeACTBUSA:

¢ MepemeleHo — KOIMYECTBO OOBEKTOB, NepemMeLleHHbIX B KapaHTuH;
e YaaneHo — KONMYeCTBO OOBbEKTOB, YAaleHHbIX U3 CUCTEMBbI;
¢ MpourHoprpoBaHO — KO/NMYECTBO 06 BHEKTOB, MPONYLLEHHbIX 6e3 N3MeHeHW;

o Cnam-nucem — KO/IMYECTBO MUNCEM, pacCno3HaHHbIX KakK Crnam.

Mo ymMon4aHUIO CTaTUCTMKa coxpaHsaeTcs B Ganne drwebforoutlook.log, KOTOPbIM
HaxoAuTcA B nanke $USERPROFILES$\Doctor Web.

i} CraTtucTMueckas MHGopMaLysa HakamnaMBaeTca B pamkax OAHOM ceccum. Mocne nepesarpysku
: KomnbtoTepa mnun npu pectapte AreHt Dr.Web ans Windows ctatuctvika ob6Hynsertcs.

PyKOBO,ELCTBO nosab3oBaTenda
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9. NMNpeBeHTMBHaA 3awuTa

B saHHOW rpynne HacTpoek Bbl MOXeTe HacTpouTb peakumto Dr\Web Ha fecTBUS CTOPOHHMX
NPUOXEHNIN, KOTOPbIE MOTYT NPMBECTM K 3apa>KeHWIO Ballero KoMnbtoTepa, 1 BoibpaTtb
YPOBEHb 3aLLMTbl OT 3KCMIOUTOB.

Y106bI NepeniTn B rpynny HacTpoek MpeBeHTMBHaA 3awuTa

1. Otkpoiite MeHto Dr.Web ® 1 sri6epute nyHkT LieHTp 6e30nacHocTy.

2. B OTKpbIBLLEMCA OKHE Ha>XMUTE MJINTKY HPEBEHTMBHaﬂ 3aluTa.

% LlenTp GezonacHocTn > MpeseHTMEHAA 3aLLIMTa - O X
€ LlenTp BesonacHocTu 8 O 4

MNpeBeHTMBHaA 3awmnta @D

3awmTa OT BbIMOraTenei MNoBeaeH4eckuid aHannz
. 3awwTa ¢ainoe oT WrdpoeaHMAa BAokMpoEKa NOACZPUTENEHOW aKTMEHOCTI
NPUADKEHNA

roy  SALUNTA OT 3KCNNOWTOB

180 bnokvpoeka nporpamm, KoTopsle
MCMOALIYHOT YAZEMMOCTM MPUIOKEHWIA

—
(=)
s

T
HaxranTe, 4Tobbl 33aNPETUTE M3MEHEHNA \

PucyHok 54. OkHo lNpeBeHTMBHaA 3awuTa

BkaroueHue n oTkaroueHne npeBeHTVIBHOﬁ 3aluTbl

BrkatoumTe nam otiitoumte [NpeBeHTUBHYHO 3amUTy Npy nomoLm nepekntovatens @lD.

Y106bI NEepeTn K NapameTpam KOMMOHEHTOB

1. Y6epmutech, uto Dr.Web paboTaet B pexxume agmumHucTpaTopa (3aMOK B HUXKHER yacTu
(7l

nporpamMmMbl «OTKPbIT» ‘L) B NPOTNBHOM C/lyYae Ha>KMUTE Ha 3aMOK (5.

2. Haxmute NANTKY HEO6XOAI/IMOFO KOMIMOHEHTa.

PyKOBO,CLCTBO nosab3oBaTenda
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| BkntoueHvie 1 BbiktoUeHWe MNpeBEHTUBHOW 3aLLUTbl U U3MEHEHVE NMapaMeTPOB KOMMOHEHTOB
BO3MOXHO, ec/v aZiMUHACTPATOp CepBepa LEeHTPaAN30BaHHOM 3aLLuTbl, K KOTOPOMY
noakntovaetcs Dr.Web, gan Ha 310 paspeLueHve.

B sTom pasaene:

e [loBejeHYeCKNN aHanM3 — napaMeTpbl 3anpeTa AOCTyna NPUAOXKEHUNA K CUCTEMHbIM
obbekTam.

e 3alunTa OT BbIMOraTesieil — napameTpbl 3anpeTa wWndpoBaHus GainoB Nosb3oBaTesen.

e 3alliMTa OT IKCNAONTOB — napamMeTpbl 3anpeTa NCnoJib30BaHUA yHBBMMOCTEIZ B
NPUNNOXKEHNAX.

i'i Y1061 o0mkaroyume MNpeBeHTBHYHO 3awmty, Dr.Web gosixkeH paboTaTb B pexxume
- agMuHMCTpaTopa. s 3Toro Haxmute Ha 3aMoK LBl B HVdKHEN YacT OkHa MporpaMmbl.

9.1. 3awmTa OoT BbIMOrarTenemn

KoMnoHeHT 3alimTta OT BbiMOraTesiell MO3BOASET OTCAEXNBATb NPOLLECChl, KOTOPbIE MbITAOTCA
3awmdpoBaTth Nosb3oBaTeNbckme daninbl MO N3BECTHOMY afrOPUTMY, CBUAETENbCTBYHOLLEMY O
TOM, UTO Takue NMpPoLEecchl ABAAOTCA yrpo3omn 6e3onacHOCTM komnbroTepa. K Takmm
npoLeccam OTHOCATCA MPOSHYbI-WUPPo8aabUUKU. JaHHbIE BPEAOHOCHbIE MPOrpamMMbl,
nonagas Ha KOMMNbIOTEP NOAb30BaTeNs, BNOKMPYHOT AOCTYN K AAaHHbIM, MOCAE Yero BbIMOratoT
AeHbrn 3a pacwmdpoBky. OHU ABASIOTCA OAHMMM U3 CaMbIX PacrpOCTPaHEHHbIX
BPEeAOHOCHbIX MPOrpaMM U eXerofHoO NPUHOCAT 6oNbLUMe YObITKM Kak KOMMaHUAM, Tak 1
06blYHbIM Noab3oBaTeNsiM. OCHOBHOM NyTb 3apaXkeHNs — MOYTOBbIE PaCCbI/IKK, COAepKalLme
BPEeAOHOCHbIN $aiin AN CCbINKY Ha BUPYC.

Mo ctatnuctmke komnaHmm «Joktop Beb» pacwmdpoBka NoBpexXAeHHbIX TPOAHLEM Gannos
BO3MOXHa To/bko B 10 % cnydvaes, No3ToMy Hanbonee 3pdekTMBHbIN MeTos 60pbObl —
npefoTBpaTUTb 3apaxkeHne. B nocnesHee Bpema uMcno nonb3oBaTtenen, NocTpagaBLumnx oT
AAHHOTO TMMNa BUPYCOB, CHUXXaeTCsA. TeM He MeHee, KOIMYeCTBO 3anpoCcoB B CNyXOy

TEXHUYECKOW NOAAEPXKKM KOMMaHuK «[JokTtop Beb» Ha pacwumdpoBky gaHHbIx gocturaet 1000
B MecsAl,

UT06b1 NepeTn B OKHO 3aLyuTa OT BbiIMoOraTesien

1. Otkpoiite MeHto Dr.Web ® 1 sribepute nyHkT LieHTp 6e30nacHocTy.
2. B oTkpbiBWIEMCA OKHe HaxXmuTe nanTky MpeBeHTUBHaA 3awuTa.

3. Y6eautecsb, uto Dr.Web paboTaeT B pexxvme agmmHucrpatopa (3amok B HUXKHEW YacTu

nporpamMMbl «OTKPbIT» 'h) B npoTMBHOM cayyae HaXXmuTe Ha 3aMOK i

4. Haxmute nanTky 3awurta ot BbiIMoraTesiei.

PyKOBO,CLCTBO nosab3oBaTenda
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f E V3meHeHve napamMeTpoB KOMMNOHEHTa BO3MOXHO, eC/In aAMUHNCTPATOP CcepBepa
LLEHTpaﬂMBOBaHHOl‘;I 3alinTbl, K KOTOPOMY NoAKAKOYaeTCA Dr.Web, Aan Ha 3TO pa3pelleHne.

F Llentp Bezonacrocn > MpeseHTrEHaA 3aLLMTa
€ L',EHTFI BesonacHocTH

MpeBeHTUBHaA 3awmnTa @D

3awmTa oT BbIMOraTeneu
SawwTa dainoe oT WndpoeaHMA

3awwmTa OT 3KCNAONTOB

WY Brokwpoeka nporpamm, KoTopsie
WCNOABZYHIT YAZEUMOCTH MPUAOKEHUIA

A
[BH Haxmure, 4Tobel 3anpetuTe M3MEHEHNA

— ] *
& o 4
MNoBeaeH4YeckMA aHann3
EIICIKMpCIEIKEI I'IG,ﬂ,CIEpL‘ITE‘J'IhHGH dKTHMEHOCT
MPWUACKEHMA

PucyHok 55. loctyn K KOMNOHeHTY 3aliuTa OoT BbiMoraresieun

B 3TOoM pasgene:

e Hactpoika peakimnmn Ha NONbITKN NPUAOXKEHNI 3aliMdpoBaTh Ganbl
e OTpenbHble NpaBraa AN NPUNOXKEH N

Peakuua Dr.Web Ha nonbiTku npuno)keHui sawmepposatb ¢pain

Y106bI HaCcTpouTb NapamMeTpbl KOMMNOHEHTa 3au.|,vrra OT BbIMoOrartenen

1.

nporpamMMbl «OTKPbIT» 'h) B npoTvBHOM cnyyae HaxkmuTe Ha 3aMoK 9.

MPUAOXKEHWNA.

y6eAI/ITer yto Dr.Web pa60TaeT B peEXnMe aAMHNCTPATOPA a (3amok B HUXHEW Yactu

Haxxmute NANTKY 3au.|,wra OT BbiMoOraTtesie. OTKpOGTCFI OKHO NMapaMeTpoB KOMMOHEHTa.

B BbinasatollemM MeHO BbibepuTe AeNCTBUE, KOTOPOE ByAeT NPUMEHATLCA ANs BCeX

PyKOBO,CLCTBO nosb30BaTena
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¥ LlenTp GezonacrocTn > MpegenTEHaA 3aL4MTa > 33LUMTa OT BEIMOTaTENEH - O X

€ MpeBeHTMBHAA 3aWmTa & O 4

3aluTa OT BbIMOraTenei

Hactpoiite peakuuto DrWeb Ha nonemky NpuaoxeHnii 2awmdpoeats dakns nonszoeatenel. OBpaTWTe EBHUMAaHKUE, YTO 3TK
H3CTPOMKK HE PACNPOCTPAHAKITCA HA NMPUNOXKEHWA, YKAZaHHEIE HUXKE.

brokuposaTte v

baokupoeats
Cnpawneats

Pazpewats

MpunoxeHne Mpaewnno Myt

@ iexplore.exe Cnpawwreats v CA\Program Files (x86\Internet Explorer\iexplore.exe

~

—
[=a)

PucyHok 56. Bbibop peakunm Dr.Web

e Paspelwiatb — BceM NpuaoxeHUsM byaeT paspelleHo mognbuumpoBaTtb Gannbl
nosib3oBaTens.

e bnokupoBatb — BceM npunoxeHuam byaeT 3anpeLleHo wrdpoBaTb daliibl Noab3oBaTeNs.
OTOT pexuM yCTaHOBAEH MO yMONYaHuto. Mpun nonbiTke NpUaoXeHWs 3awmdposaTtb Gpaibl
nonb3oBaTtens bygeT Noka3aHo yBeAOMIEHUE:

297 Dr\WEB

Mpoueccy 3anpeweHo M3MeHeHWe daiinoe
nonb3oBartenei

® PID: o460
Mpouecc:  Ch\UserssAdmin\AppD..\MyLittleEncoder.exe

PucyHok 57. Mpumep yBegomaeHUs o 3anpete usmeHeHus ¢pairioB nosb3oBarTens

e CnpawmBaTtb — Npuv NOMbITKE NPUAOXKEHUA 3awmndpoBaTb Gaiin nonb3oBaTens dyaer
noka3blBaTbCA yBeJOMAEHWE, FAe Bbl CMOXETE 3anpeTuTb MPUIOXKEHUIO 3TO AeNCTBUE UK
NPOUTHOPMPOBATL ero:

PyKOBO,CLCTBO nosab3oBaTenda
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%7 Dr\WEB

Mpouecc neiTaeTcs M3MeHWUTL Gaibl NOAL30OBATENEN

PID: 7984
Mpouecc:  Ch\UserssAdmin\AppD..\MyLittleEncoder.exe

HMcnpaents

PucyHok 58. NMpumep yBegomMaeHUs o NonbiTKe M3MeHeHUs ¢aitioB Nosb3oBaTens

o Ecam Bbl HaXkmeTe KHOMKY I/Icnpanrrb, npouecc 6yp,eT 3a6J'IOKI/IpOBaH M 3aHECEH B
KapaHTUH. ,£I,a>|<e npn BOCCTAaHOBJIEHUN NPUNOXKEHUNA N3 KapPaHTUHA OHO HE CMOXKeET ObITb
3anyweHo A0 nepesarpyskmn KoMnbroTepa.

o Ecan Bbl 3aKpOeTe OKHO YBEAOMJIEHUS, MPUNOXKEHME He byaeT 06e3BpeXeHO.

MonyueHue yBegomneHni

Bbl MmoXeTe HAaCTPOWUTb BbIBOA yBG,D,OMJ'IGHVIf;I o rCl,el\/’ICTBI/IS:IX KOMMNOHEHTa 3au.|,|/|Ta oT
BbIMOraTenen Ha SKpaH.

CM. Takxke:

e YBepjomaeHus

OTAeHbeIe npasuja ansa I1pVIJ10)K€HVII7I

Bbl moxeTe HaCTPpOUTb peakymnto KOMMOHEHTAa 3au.|,v|Ta OT BbIMOTaTenen Ha AeVICTBMﬂ
OTAEeNIbHbIX npvmo>|<eH|/|17|. ,ﬂ,flﬂ 3TOro HEO6XOAI/IMO AO6aBI/ITb npunnoxeHne B CNMNCOK U
Bbl6paTb Heo6xo,u,mmy+o peakumno KOMMNOHEHTA. ,ﬂ,l'lﬂ pa6OTbI c ob6bekTaMu B cnncke AOCTYMHbI
cneayrouime sneMeHTbl ynpaBaeHUA:

e KHonMka @—AO6aBHEHMe NpunAoXeHNAa B CNNCOK l'lpl/lilO)KEHVIVI C OTAE/IbHbIMW
npasnaamMmn.

e KHonka —yp,aneHme NMPUNNOXKEHNA U3 CMKCKa I'IpVIﬂO)KGHVIVI C OTA€JIbHbIMUW MpPaBUiaMNn.

PyKOBO,CLCTBO nosab3oBaTenda
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¥ LlenTp GezonacrocTn > MpegenTEHaA 3aL4MTa > 33LUMTa OT BEIMOTaTENEH - O X

€ MpeBeHTMBHAA 3aWmTa & O 4

3aluTa OT BbIMOraTenei

Hactpoiite peakuuto DrWeb Ha nonemky NpuaoxeHnii 2awmdpoeats dakns nonszoeatenel. OBpaTWTe EBHUMAaHKUE, YTO 3TK
H3CTPOMKK HE PACNPOCTPAHAKITCA HA NMPUNOXKEHWA, YKAZaHHEIE HUXKE.

brokuposate v

YeawwmTte NPWUACXEHWA, ANA KOTOPBIX ﬁy,ﬂly'l' 23afaHbl OTAENBHBIE NPABKMAE.

®®

MpunoxeHne Mpaewnno Myt

@ iexplore.exe Cnpawwreats v CA\Program Files (x86\Internet Explorer\iexplore.exe

€ chromeexe bnokupoeats v CA\Program Files (x86)\Google\Chrome\Application\chrom...
iﬁ notepad.exe Cnpawmeats v CAWindows\notepad.exe

~

—
[=a)

PucyHok 59. MpunorkeHus, Ha KOTOpble He pacnpocTpaHseTcs obLee npaBuio

UT06b1 062BUTL NPUNOIKEHNE B CMUCOK

1. HaxmuTte kHonky @

2. B oTKpbIBLIEMCS OKHE HaXXMUTe KHoMKy O630p 1 ykaxkuTe nyTb K UCMOAHAEMOMY daiiny
NPUIOXEHNA.

PyKOBO,CLCTBO nosab3oBaTenda

130



14
X
I\

A
g

MpeBeHTUBHaA 3aWMTa

¥ LlenTp GezonacrocTn > MpegenTEHaA 3aL4MTa > 33LUMTa OT BEIMOTaTENEH - O X

€ HPCBEHTHBHaﬂ 3dllnTa

3aluuTa OT BbIMOraTeneil

I'IpaBmm ANA NPUACXKEHNA
YKamuTe NPUACKEHWE, ANA KOTOPOrO COZAAETCA NPABUAO

YrammTe J
1 CM\Program Files (x86\Internet Explorer\iexplore.exe

‘ Hacrpoiite peakumio DriWeb Ha noneiTkk 3Toro npuMacxeHnA awndpoeate Galinb
| NonL20EaTened

Baokupoeats v |

iE'-:p|1 fe

i ‘ OK ‘ ‘ OTMEHNTE @

PucyHok 60. Bbi6op npaBuna ana npuioxkeHus

3. Bblbepute HEOOXOANMYHO peakuuio 13 BbiMajaroLLero cnmcka.
4. HaxmuTte OK.

Takoke Bbl MOXETe U3MEHUTb yXKe 3aaHHOe NpaBuo.

Yr106b1 M3MeHNTb peakuuto Dr.Web ansa npunoxxeHuit ¢ 3agaHHbIMY NpaBuiamMu

1. Ha oCcHOBHOM OKHe MapameTpoB KOMMOHEHTa 3alyMTa OT BbiIMOraTenel Boibepute
HeobxoAMMOe NPUAOXKEHME.

2. B cooTBetcTBYytOLEN CTPOKE B cTON6LEe MpaBuao 13 Bbinagatowero cnucka Bolbepute
HeobXoAMMYIO peakuUMto Ha NOMbITKM MPUAOXeHMA 3awndpoBaTb daiibl NoAb30OBaTeNs.

9.2. NoBegeHUYeCKUN aHaNn3

KomnoHeHT [NoBeseHYeCKNI aHaM3 NO3BOASET HAaCTPOUTbL peakumto DrWeb Ha gencrteuns
CTOPOHHUX NMPUIOXKEHWNI, HE ABAAOLMXCA JOBEPEHHBIMW, KOTOPbIE MOTYT MPUBECTM K
3apa>keHuto Ballero KOMMNbkOTepa, HanpuMep Ha NonbITkM MognduumposaTse darn HOSTS
NN U3MEHUTb KPUTUYECKM BaXKHble CUCTEMHbIe BETKM peecTpa. [1pun BKIOUEHUN KOMMOHEHTa
MNoBeaeHuYeCKNIM aHaAn3 NporpaMmMa 3anpeLaeT aBToOMaTUyeCckoe N3MeHEeHNE CUCTEMHbIX
06BbeKTOB, MOAMPUKALMA KOTOPbIX OAHO3HAUYHO CBMAETENbCTBYET O MOMbITKE BPEAOHOCHOTO
BO3JEMCTBMA Ha ONepaLMoHHYo cncteMy. NoBeseHYeCKn aHann3 3amiLaeT cMcTeMy OT
paHee HeM3BECTHbIX BPEAOHOCHbIX MPOrpamMm, KOTopble CNoCobHbI 3bexaTb 06HapyXeHUs
TPaANLMOHHBIMWU CUTHATYPHBIMW Y 3BPUCTUYECKMMU MEXaHU3MaMMU.

PyKOBO,CLCTBO nosab3oBaTenda
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Yro6bI Nepentu B okHo MNMoBeaeHueckuit aHanu3

1. OTkpoiite MeHto DrWeb % 1 Bbi6epute nyHkT LieHTp 6e3onacHocTy.
2. B oTkpbiBlIEMCA OKHE HaXxMuTe NanTky NpeBeHTUBHaA 3awmTa.

3. Y6eautecsb, uto DrWeb paboTaeT B pexxvme agmmHucTpatopa (3aMoK B HUXKHEN YacTu
(il il
NporpaMMbl «OTKPbIT» ). B npoTnBHOM CayYae HaxXMuUTe Ha 3aMOK .

4. HaxmwuTte nantky NoBeaeHueckni aHanms.

i} M3meHeHne napameTpoB KOMMOHEHTa BO3MOXHO, eC/iv ajMUHUCTPATOp cepsepa
LieHTpPaA130BaHHOM 3aLuThl, K KOTOpoMy noAkitouaetca Dr.Web, san Ha 310 paspelueHue.

¥ Llentp Bezonacroctn > MpeseHTHEHAA 3aLLMTa - O X
€ LleHTp 6ezonacHocTy & O 4

MpeBeHTVBHaA 3awmuTa @D

3awmra oT BbiIMOraTenei MNoBeaeH4YeckUiA aHann3
. 3awwnTa Gainoe oT WKMdPOEAHKUA baokWMpoEKa NOAOZPUTENEHOR AKTUMEHOCTI
MPWUACXKEHMA

3awmTa oT 3KCNAoOWTOB

WA Brokupoeka Nporpamm, KoTopbie
VCMIOABZYHOT YAZEMMOCTH MPUACKEHUIA

A
[B Haxmute, ytobel 3anpeTuTs HIMEHEHMA ,

=
[=a)
e

PucyHok 61. floctyn kK komnoHeHTy [NoBeaeHueckuii aHanus
B 3Tom pasaene:

e PexkvMbl paboThbl KOMOOHEHTA
e Co3saHMNe U U3MEHEHWNE OTAE/bHbIX MPAaBUA AN NPUNOXKEHWN
e OnuncaHme 3aliMiliaeMbiX OO HEKTOB

Ma pPamMmeTpbl I'IOBep,queCKoro adHaJiIn3a

HacTpoWikv nporpaMmbl MO YMONYaHMIO ABASIOTCA ONTUMabHbIMUW B 6ONbLUMHCTBE C1yYaEes,
NX He cnepyeT 3MeHATb 6e3 HeobxoanMMocCTy.

PyKOBO,CLCTBO nosab3oBaTenda
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% LlenTp BezonacHocn > MpesenTreHan 3aLMTa > [oBEAEHUECKII 3HANWE > YPOBEHE 2aLLTHI - O X

€ MpeBeHTMBHAA 3aWmTa & O 4
MoBeaeHUECKUiA aHaNU3

YpoBeHb zawmtbl  [JocTyn npyunoxXeHuin

BrifepuTe ypoBeHE 2alLMTLI, KOTORLIA onpeaenseT peakuunio DrWeb Ha obpaleHme NpUAOXKEHMA K 23LLMILLAEMEIM
obbekTam. OBpaTUTe BHMMAEHKWE, UTO 3TW HACTPOWKK He PacnpoCcTpaHAKITCA Ha NPHUACKEHWUA, NapaMeTpsl KOTOPbIX
HaCTPOEHB OTAEALHO.

OnTUMansHbIA (pekomeHaAyeTCR) v @

amaemsld o6bekT Pazpewats CrnpalmneaTs 3anpeLuats -
LlenocTHocT 2anyLLeHHbIX NPUACKEHKIA L)

®aiin HOSTS (]
HuzkoypoBEHEEBIA AOCTYN K AWCKY ()

3arpyzka ApafiEepoe (]

MapameTpsl 2anycka npuaoxerwi (IFEQ) (]

~

—
[=a)

PucyHok 62. NMapameTtpbl MNoBegeHueckoro aHanansa

Bbl MOXeTe 3aaTb OTAE/bHbIN YPOBEHb 3aLUMTbI 4151 KOHKPETHbIX 06 bEKTOB 1 MPOLECCOB U
06NN ypoBEHb, HACTPOMKN KOTOPOTrO BYAYT MPUMEHATLCA KO BCEM OCTa/lbHbIM MpoLLeccaM.
Ans 3agaHns obLero ypoBHS 3aluMThl Ha Bknajke YPOBeHb 3aluThbl BbibepuTe
HeobXoANMbIV YPOBEHb M3 BblMaAatoWwero crmncka.

YpoBHM 3alUTbI

YpoBeHb 3aLUTbl OnucaHue
OnTUManbHbIN Dr.Web 3anpeluaet aBTOMaTMyeckoe U3MeHeHne CUCTEMHbIX 0O BbEKTOB,
(pekomeHayeTcA) MoAndUKaLMs KOTOPbIX OAHO3HAYHO CBUAETENbCTBYHOT O MOMbITKE

BPEOHOCHOTrO BO3/ENCTBMA Ha OnepaLmoHHy0 cuctemy. Takke
3anpeLLaroTCa HU3KOYPOBHEBbIN JOCTYN K AUCKY U MOAVUKaLma daiina
HOSTS npunosxeHuam, AencTBus KOTOPbIX OAHO3HAYHO OnpeaenstoTcs
Kak MorbiTka BPeJOHOCHOTO BO3AEWCTBMS Ha OMepaLMOHHYIO CUCTeMY.

f|§ BrokvpytoTcs TONbKO AEVCTBUS MPUNOXKEHWIA, KOTOPbIE He
: ABNAOTCA AOBEPEHHBIMMN.

Cpep,rmﬁ oJToT YpOB€Hb 3alUTbl MOXXHO YCTaHOBUTb MNpPU MOBbILLIEHHOW OMAaCHOCTA
3apa>keHua. B AAHHOM peXumMe JOMNMOJIHUTENIbHO 3arnpeliaeTca 4OCTyn K
TEM KPpUTNYECKNM obbekTam, KOTOPbIe MOTYT NOTEHLWMA/IbHO
MCNonb30BaTbCA BPEAOHOCHbIMW NMporpaMmmMamMn.

PyKOBO,CLCTBO nosab3oBaTenda
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B AAHHOM peXunme 3alliTbl BO3SMOXKHbI KOHq).I'II/IKTbI

i|§ COBMECTUMOCTU CO CTOPOHHUM MPOTrpaMMHbIM
g obecrneyeHneM, UCMOJb3YHOLWMM 3aLiULLLaEMbIE BETKM
peecTpa.

MapaHounaanbHbI STOT ypOBEHb 3aLLMWTbl HEOOXOAUM A/ MOJHOIO KOHTPOJIA 3@ AOCTYNOM K
KpuTtnueckum obbektam Windows. B saHHOM pexvme Bam Taioke byaeT
[OCTYMNeH MHTePaKTUBHbIA KOHTPO/b 3a 3arpy3kon apaliBepoB U
aBTOMaTUYECKMM 3aMyckoM NporpamMm.

Monb3oBaTtenbckuii B 3ToM pexxume Bbl MOXKeTe BbIGpaTbh YPOBHM 3alLuTbl A5 KaXA0ro
obbekTa Mo CBOEMY YCMOTPEHMIO.

Monb3oBaTesnbCKMii peXXxnm

Bce nameHeHns B HacTporikax coxpaHatoTcs B [onb3oBaTeNbCKOM pexrmMme paboTbl. B 3Tom
OKHe Bbl Tak)ke MOXeTe CO3aTb HOBbIN YPOBEHb 3aLLUMTbI AN COXPAHEHWUA HYXKHbIX HaCTpOeK.
Mpw NtobbIX HaCTPOMKaxX KOMMOHEHTA 3alUMLaeMble 06beKTbl ByAyT AOCTYNHbI AR YTEHUS.

Bbl MoXeTe BbibpaTh 04HY 13 peakumin Dr.Web Ha nonbITkM NpuaoxXeHUn moanduLmnpoBaThb
3alMLLIaeEMble OOBEKTI:
e Paspelwatb — J0CTyn K 3alimiLiaeMoMy 06bekTy ByaeT pa3peLleH Ans BCex MPUAOKEHWNN.

e CnpawmBaTbh — Npu NomnbITKe NPUAOXKEHNA MOANDULIMPOBATL 3aLlUMLLIA@EMbIN O6BEKT byaeT
noka3aHo yBeAOMIEHME:

297 Dr\WEB

Paszpewwte npoueccy nameHunte dan HOSTS?

PID: 2776
Mpowecc:  Ch\Users\user\Deskiop\HIPS_Hosts.exe

Pazpewartk EnokWpoBaTh

PucyHok 63. Mpumep yBesoMIeHUA € 3aNpoCcoOM AOCTYNa K 3aluiiaeMmomy o6bekTy

¢ BnoknpoBaTb — npw NoNbITKE NPUNOXKEHUA MOANDULMPOBATbL 3aLLuMLLaeMbl 06BbEKT
npunoxeHuto byaeT oTkazaHo B gocTyne. [pu 3ToM ByaeT NnokasaHO yBeJOMAEHME:

PyKOBO,ELCTBO nosab3oBaTenda
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MpeBeHTUBHaA 3aWMTa

%7 Dr\WEB

Mpoueccy 3anpelleH HU3KOYPOBHEBLIA AOCTYN K AWCKY

® PID: 636
Mpowecc:  Ch\Users\us.\PpLowlevelDiskaccessTest.exe
Anck: \Device\HarddiskO\DROD

PucyHok 64. NMpumep yBegomMieHUA O 3anpeTe A0CTyNa K 3aluuiaeMomy o6bekty

Yr1o6bI CO3aaTh HOBbI YPOBEHb 3aLLUTbI

1. MpocMoTpuUTE HaCTPOIMKM 3aLLMThI, 3aZaHHbIE MO YMOJYaHWIO 1, MPY HEOBXOANUMOCTY,
OTpesaKkTUpynTe nx.

2. Haxmwute kHonky @
3. B oTKpbIBLLIEMCA OKHE YKaXKuTe Ha3BaHue A58 HOBOro npoduas.
4. HaxmuTte OK.

YT106b1 yAaNUTb YpOBEHb 3aLlUTbI

1. W3 BbINagatoLLero cnucka BolbepuTte CO34aHHbIM YPOBEHb 3aLUMTbI, KOTOPbIA Bbl XOTUTE
yAanuTb.

2. Haxmute KHOMNKy . MpepycTaHOBAEHHbIE NPOPUAN YAANNTD HENb3A.

3. Haxwmute OK, utobbl NnoaTBEPAVTL YAaNEHME.

MonyueHne yBegomnenuni

Bbl MmOXeTe HACTPOWUTb BbIBOA yBEAOMﬂeHMVI o AEVICTBMHX KOMMOHEHTa nOBeAeHL-IECKVII\/’I
dHa/n3 Ha 3KpaH.

CM. Takxke:

e YBeaomieHus

AocTtyn npunoxxeHnmn

Ytobbl 3a4aTb OTAENbHbIE MapaMeTpbl AOCTYNa 419 KOHKPETHbIX MPUAOXEHWI NeperanTe Ha
BKAaAKy JLocTyn npunoXKeHnn. 34ecb Bbl MOXeTe A06aBMTb HOBOE NPaBMaO And
NPUNOXEHNSA, OTPeAaKTUPOBaTb Y>XKe CO34aHHOe NPaBuaO AN YAaNNTb HEHYXXHOE.

PyKOBO,CLCTBO nosab3oBaTenda
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MpeBeHTUBHaA 3aWMTa

€ MpeBeHTMBHAA 3aWmTa & O 4
MoBeaeHUECKUiA aHaNU3

YpoBeHb zawmtbl  [JocTyn npyunoxeHuin

3a4afTe NapamMeTpel AOCTYNA NPUAOKEHWA K PaznMuHLIM 00kexTan, 2awmwaemsinv DriWeb, Ha npunoxenna, ana KoTopsix
HE 234aHkl OTARNEHEIE NapamMeTpsl, ByAET pacnpoCTRaHATECA BelBPaHHEIN YPOBEHE 2aLUMThI.

®

MpunoxeHne ™ MyTs

%i dwscanner.exe CM\Program Files\DrWeb\dwscanner.exe

~

—
[=a)

% Llewtp Bezonacrocn > MpesenTienan 3awmTa > MoeeaeHueckuii aHanws > JocTyn Npunoxernii - O X

PucyHok 65. NapameTpbl AocTyna Ans NpUIoO)KeHUn
[ns paboTbl c 06BbeKTamMu B TabavLe AOCTYNHbI CAeAyroLmMe 31eMeHTbI YIpaBieHUA:

e KHonka @ — pobasneHve Habopa NpaBuA AN NPUNOXKEHMUSA.

e KHonka @ — pefakTMpoBaHMe CyLLLecTBYOLWMX HabopoB NpaBu.
e KHonka — yaaneHne Habopa npaBu.

B cton6ue £ (Tun npaBuia) MOXET OTOOpaXkaTbCs TPW TMNa NPaBU:

e @ — 3a3zaH0 npasuao Paspelatb Bce A/ BCEX 3aLLUMLLAEMbIX OOBEKTOB.
e © — 3az1aHbl pa3Hble NpaBuaa A5 3awmLLaeMblX OO bEKTOB.

e ©— 3ajaHO npaBunao BI'IOKMPOBaTb BCe 14 BCeX 3alimilaeMblX 06beKkToB.

UT106b1 062BUTL NPABUIO A8 NPUNOIKEHUA

1. HaxmuTte kHonky @

2. B oTKpbIBLIEMCS OKHE HaXXMUTe KHoMKy O630p 1 ykaxkuTe nyTb K UCMOAHAEMOMY daiiny
NPUIOXEHNA.

PyKOBO,CLCTBO nosab3oBaTenda
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% Llewtp Bezonacrocn > MpesenTienan 3awmTa > MoeeaeHueckuii aHanws > JocTyn Npunoxernii - O

I'IpaBmm 4NAa NpuaoXKeHna

Yiamute npuvnoxeHne, AnA KOTOPROMo CO34aeTcA Haﬁop npaenn

Ch\Program Files\Internet Exploreriieinstal.exe

~

Sawmulaemsl i obberT Pazpewats Crnpawwreats Brokupoeats
LlenocTHOCTE 2anyLLeHHbIX NPUA0XEHNA [ )
@ain HOSTS )
HW2koypoBHEBLIR A0CTYN K AWCKY [ ) ’7
3arpyzka apareepoe L)
MapameTpel 2anycka npuacxeHni (IFEO) L)
T TSy - -
oK ‘ ‘ OTMeHNTS ‘ @

PucyHok 66. [lobaBneHne Habopa npaBua ANA NPUNOXKEHUA

3. MpocmoTpuUTe HACTPOMKM 3aLLMTbI, 3aJaHHbIE MO YMOJUYAHUIO U, PN HEOHBXOANMOCTH,
OTpeAaKkTMpynTe mx.

4. Haxmunte OK.

3awuwaemMmblie 06beKTbI

3awmw,aemMbi
ob6beKT

LlenoctHOCTb
3anyLLeHHbIX
NP UNOXKEHNN

®ann HOSTS

Hw3koypoBHeBbI
AOCTYN K ANCKY

3arpy3ka
ApaviBepoB

Kputnueckme
obnactm Windows

OnucaHue

[JaHHaa HacTpolka NMo3BO/IAET OTCAEXMBATb MPOLECChI, KOTOPble BHEAPAIOTCA B
3anyLeHHble MPUNOXEHWA, YTO ABAAETCA Yrpo30i 6e30nacHOCTM KOMMbIoTepa.

®arin HOSTS mncnosnb3yeTcs onepaumoHHON CUCTEMOM A8 YNPOLLLEHWa AOoCTyna K
MHTepHeTy. VI3MeHeHuns 3Toro daiina MoryT 6biTb pesysbTaToM paboTbl BUpYyca vin
Apyroi BpeZOHOCHOW NporpamMmbl.

[aHHas HacTpolika No3BosiseT 3anpeLyatb NPUAOXKEHMAM 3aM1UCh HA XXECTKUI AUCK
MOCEKTOPHO, He obpaLlanch K palinoBoN cucteme.

[JaHHan HacTpoVika No3BoAseT 3anpeLaTb NPWIOXKEHVAM 3arpy3ky HOBbIX WK
HeV3BeCTHbIX ApaliBEPOB.

Mpoure HacTPOMKM MO3BOIAIOT 3alLMLLaTh OT MOAUbUKaLMM BETKM peecTpa (Kak B
cMcTEMHOM Npodune, Tak 1 B Npodunsx Bcex nosib3oBaTenei).

[Joctyn k napameTpam 3anycka npunoxenui (IFEO):

PyKOBO,CLCTBO nosab3oBaTenda
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OnucaHue

e Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options
[JpariBepbl My1bTUMENAHBIX YCTPONCTB!

e Software\Microsoft\Windows NT\CurrentVersion\Drivers32

e Software\Microsoft\Windows NT\CurrentVersion\Userinstallable.drivers
MapameTpbl o60n0ukm Winlogon:

o Software\Microsoft\Windows NT\CurrentVersion\Winlogon, Userinit, Shell, UlHost,
System, Taskman, GinaDLL

HoTudwukaTtopsl Winlogon:
e Software\Microsoft\Windows NT\CurrentVersion\Winlogon\Notify
ABTo3anyck o6onouku Windows:

e Software\Microsoft\Windows NT\CurrentVersion\Windows, ApplInit_DLLs,
LoadApplnit_DLLs, Load, Run, IconServicelLib

Accoupaupmm UCronHaeMbix Gaiios:

o Software\Classes\.exe, .pif, .com, .bat, .cmd, .scr, .Ink (K1toum)

o Software\Classes\exefile, piffile, comfile, batfile, cmdfile, scrfile, Inkfile (knroun)
[MoanTukmn orpanHnyeHus 3anycka nporpamm (SRP):

o Software\Policies\Microsoft\Windows\Safer

Mnarunel Internet Explorer (BHO):

e Software\Microsoft\Windows\CurrentVersion\Explorer\Browser Helper Objects
ABTO3anycK nporpamm:

e Software\Microsoft\Windows\CurrentVersion\Run

e Software\Microsoft\Windows\CurrentVersion\RunOnce

e Software\Microsoft\Windows\CurrentVersion\RunOnceEx

e Software\Microsoft\Windows\CurrentVersion\RunOnce\Setup
¢ Software\Microsoft\Windows\CurrentVersion\RunOnceEx\Setup
o Software\Microsoft\Windows\CurrentVersion\RunServices

o Software\Microsoft\Windows\CurrentVersion\RunServicesOnce
ABTO3arycK NMOAUTUK:

o Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run
KoHpurypaums 6e3onacHoro pexknma:

e SYSTEM\ControlSetXXX\Contro\SafeBoot\Minimal
e SYSTEM\ControlSetXXX\Control\SafeBoot\Network

MapameTpbl MeHeakepa ceccuii:

PyKOBO,ELCTBO nosab3oBaTenda
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3awmaemMbi OnucaHue
ob6beKT

o System\ControlSetXXX\Control\Session Manager\SubSystems, Windows
CuctemHble Cyxobbl:

o System\CurrentControlXXX\Services

| Ecav npu yctaHOBKe BaxkHbIX 06HOBAEHW 0T Microsoft uiv npu yctaHoBke v paboTe
nporpamm (B TOM 4ncie nNporpamm gedbparmeHTaLym) BO3HUKAOT Npo6ieMbl, BpeMeHHO
oTktoumTe MoBeseHYeckuin aHams.

9.3. 3awmMTa OT 3KCMNJIOUTOB

KoMnoHeHT 3aL1J,VITa OT 3KCNNONTOB NO3BONAET 6J'IOKI/IpOBaTb BPEAOHOCHbIE O6'beKTbI,
KOTOpPbIE€ NCNONBb3YHT YA3BMMOCTU B MNONYNAPHbIX NPUNOXKEHUNAX.

UT06b1 NepeT K NapamMeTpamM KOMMOHEHTa 3aluTa oT IKCMJIONTOB

1. Otkpoiite MeHto Dr.Web ® 1 sribepute nyHkT LieHTp 6e3onacHocTy.
2. B oTkpbiBLIEMCA OKHe HaxmuTe nanTKy MpeBeHTUBHaA 3awuTa.

3. Y6eautecsb, uto Dr.Web paboTaeT B pexxvme agmmHucrpatopa (3amok B HUXKHEW YacTu

nporpamMMbl «OTKPbIT» 'h) B npoTMBHOM cayyae HaXXmuTe Ha 3aMOK i

4. Haxmute navTky 3awmra ot 3KcnaouToB. OTKPOEeTCa OKHO NapamMeTpoB KOMMOHEHTa.

f E VI3meHeHve napamMeTpoB KOMMNOHEHTa BO3MOXHO, eC/In aAMUNHNCTPATOP CcepBepa
g LI,EHTpaﬂMBOBaHHOi;I 3alinTbl, K KOTOPOMY NoAKAKOYaeTCAa Dr.Web, Aan Ha 3TO pa3pelleHne.

PyKOBO,CLCTBO nosab3oBaTenda
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¥ Llentp Bezonacroctn > MpeseHTHEHAA 3aLLMTa - O X
€ LleHTp 6ezonacHocTy & O 4

MpeBeHTVBHaA 3awmuTa @D

3awmra oT BbiIMOraTenei MNoBeaeH4YeckUiA aHann3

T
@ 3awwnTa Gainoe oT WKMdPOEAHKUA

BAOKWPOBKA NOAOIPUTEALHOR AKTUBHOCTH
MPWUACXKEHMA

. 3awmTa oT 3KCNAoOWTOB

I8AD BRoKvpOBKa NPOrPaMM, KOTOpble
VCMIOABZYHOT YAZEMMOCTH MPUACKEHUIA

~

—
[=a)

[B Haxmute, ytobel 3anpeTuTs HIMEHEHMA

PucyHok 67. [locTyn K KOMNOHEHTY 3aliuTa oT 3KCMNJIONTOB

B cooTBETCTBYHOLEM BbiMaAatoLLeM CMINCKE B OKHE MNapaMeTpoB KOMMOHEHTa BbibepuTe
NOAXOAALLMN YPOBEHb 3aLUMTbI OT 3KCMIONTOB.

T LlenTp BezonacHocTn » MpegeHTBHAA 3aLUMTa * 3aLLMTa OT 3KCNNoATOR - O X

¢ MNpeBeHTUBHaA 3aWKTa & o O
Q¢ 3a1mMTa OT IKCNAONTOB

BaokupoBka BpefoHOCHEIX OGBLEKTOB, KOTOPLIE MCNOAL3YHOT yAzEMMocT B Adobe Reader, Internet Explorer, Firefox u apyrux
MZEECTHBIX MPOrPamMax.

BﬂOKI."IpOEIBTb WCNOAHEHWE HEAETOPWMI0OBAHHOMO KOAA W

EﬂOKHpOEIETb WCNOAHEHWE HEABTOPMI0BAHHOIO KOAa A NOAYYeHNA LOCTYE K

VIHTEpaKTUEHBLIA pexm

PEE[}QLLIETI: WCMNOAHeHWe HeaBTORPWMIOBAHHOID KO4a

PucyHok 68. Bbi6op ypoBHA 3aliuTbi

PyKOBO,CLCTBO nosab3oBaTenda
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YpoOBHM 3al4UThbI

YPOBEHb 3auThbl

bnoknposatb ncnonHeHne

HEeaBTOPM3OBaHHOIO KoAa

NHTepaKTUBHbIV pexxum

Pa3spewaTts ncnosHeHune
HeaBTOPM30BaHHOIO KOAa

MpeBeHTUBHaA 3aWMTa

OnucaHue

MonbiTka BpeOHOCHOrO 06bekTa UCMoNb30BaTh YA3BUMOCTA B
nporpamMmMHoM obecneyeHnn Aa NoayyYeHVs AOCTyna K KpUTUYECKUM
obnactam onepaLmMoHHO cucTeMbl ByaeT aBTOMaTUYeckn 3ab0KnpoBaHa.

Mpwv NonbiTke BPEJOHOCHOrO 06bekTa UCMob30BaTh YA3BUMOCTY B
nporpamMMHOM obecneyeHnn A/is NoayyYeHns AOCTyna K KpUTUYECKUM
ob6nacTam onepauyoHHon cuctembl Dr.Web BbiBeseT cOOTBETCTBYOLLLEE
coobueHre. O3HakoMbTeCb C MHPOPMaLVel 1 BbibepuTe Hy>XHOe AelcTBue.

MonbiTka BpeAOHOCHOro ob6beKTa UCMONb30BaTh YA3BUMOCTA B
nporpaMmMHOM obecneyeHmm AnAa noaydyeHuna foctyna K KpUutnyecknum
obnactam OI'IepaLI,I/IOHHOl‘/II CNCTEMDI 6y,£I,ET aBTOMaTUYECKNM pa3peLlleHa.

MNonyueHne yBepomneHui

Bbl MmoXeTe HAaCTPOWUTL BbIBOA yBep,OMﬂeHMVI o AeﬁCTBMHX KOMMOHEHTa 3aLLI,VITa OT 3KCMNONTOB

Ha 3KpaH.

CM. Takxke:

e YBeaomieHus

PyKOBO,CLCTBO nosab3oBaTenda
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10. YcTpoucTBa

YcTpoiictBa

B okHe YcTpoMcTBa Bbl MOXETE OrpaHNUYnNTb AOCTYN K ONpeseneHHbIM YCTPOMUCTBaM MK
WMHaM YCTPOWCTB M HAaCTPOUTb CMINCOK pa3peLleHHbIX YCTPOMNCTB.

f | : MapameTpbl 4OCTYMNa K YCTPOWCTBAM NMPUMEHSHOTCA ANs BCeX yUeTHbIX 3anuncein Windows.

Y106bI NEpeiiT B OKHO YCTpOCTBa

1. Otkpoiite MeHto DrWeb ® 1 Bri6epute nyHkT LieHTp 6e30nacHocTy.

2. Y6eauntecsb, uto Dr.Web paboTaeT B pexxvme agmmHucTpatopa (3aMOK B HUXKHEN YacTu

(i [T
nporpamMmmbl «OTKPbIT» ) B NPOTMBHOM CnyYae Ha>KMUTE Ha 3aMOK .

3. HaxxmuTe nanTky YcTpoucTBa.

T Lewtp BezonacHocu

LeHTp 6e3onacHoctu  Cratuctuka

@ Dr.Web: KomnsroTep 3awymieH

dainbl U ceTb

T
g Mpoeepka GaRNOBOR CUCTEMBI W 2ALLMTA

OT CeTEELIX YTPRO3

YcrpoiictBa
E Hactpolika npaewna goctyna K ycTporcTeam g'-&

MeHeaxep KapaHTWUHa

% MpocmoTp 1 ynpaeneHne oGHAPYXEHHBIMK om
Yrpo3amm

A
[B Haxmure, ytobel 3aNpeTHTE M3MEHEHNS

& & 0

HPEBBHTHBHESI 3alnTa

KOHTpOAL aKTUEHOCTM CTOPOHHWX
NPUADXEH A

O¢ducHbIN KOHTPOAb

KonTpone aoctyna K kKomneloTepy, ceT
WHTepHeT, dainam 1 nankam

Wcknrovennsa

WckntoueHua mz MNPOESPKK KOMMNOHEHTaMKM
3aLLMTEI

PucyHok 69. loctyn K OKHy YcTpoucTBa

B atom pasgene:

e OCHOBHbIe NnapaMeTpbl 6}'IOKI/IQOBKI/I
° EJ'IOKI/IQOBKa LUINH W KNaCCoB yCTQOD’ICTB
o CDopMmposaHme CnurcKa paspeleHHbIX yCTpOI\/JICTB

PyKOBOACTBO nosb30BaTena
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YcTpoiictBa
OcHOBHble NnapameTpbl
Bbl MOXeTe BKNHOUMTL COOTBETCTBYHOLLME ONLMK, UTOOBI:
e 6/10kMpOBaTL Nepeaayy 3ajaHnin Ha nevarts;
° 6J'|OK|/|pOBaTb nepegady JaHHbIX MO JJIOKaAbHbIM CETAM N NHTEPHETY.
¥ Lentp GezonacHoctn > YcTpoiicTea — O X
€ LleHTp B6ezonacHocTy & & AL

| YcTpowucrBa

Bol moxeTe 2anpeTuTb MAK pazpellTs A0CTYN K onpefengHHbIM ycrpoﬁcrEaM, a TaKKe 2anpeTuTe Nepedady AaHHbBIX NO CeTH.

BAOKWpOBATE OTNPAEEKY 23AaHWA Ha NpUHTER
3anpeluats Nepeaady AaHHLIX N0 CeTW (OKaNEHLIM CETAM U MHTEPHETY)

OrpaHunueHuns

EJ'IOKHPOEETI: NoALI0EATENAM KNaCChl ycrpoﬁcra M WKWHEI

O oma.

Mpeaynpexaate of ycrpoicTeax ¢ yazemmocteio BadUSB, koTopele onpefenatoTcA Kak KnaeKaTypa
@D B
PazpelweHHble ycTpoiicTBa

@D B

1 pazpewenHoe yeTpoicTeo  VzmednTs

~

-
(=a)

PucyHok 70. NapameTpbl 6/10KMPOBKM YCTPOUCTB

Mo YMONYaHWIO BCE OMLMUN OTKNHOYEHDbI.

| Onuva bnokmpoBaTbh CbeMHble HOCUTEJIN JOCTyMNHa TObKO TeM Mo/b30BaTeNsim, y

A KOTOPbIX OHa Oblna BKIOYEHa A0 OOHOBAEHUA KOMMOHEHTOB npogykta ot 02.02.2022. Ecan
Bbl He MOJIb30BaANCb 3TOW OMUMEN NN yCTaHaBMBaeTe NPOAYKT BepBble, BOCMNONb3YWTeCh
onuue bnokupoBaTb No/sIb30BaTeNAM K/1acChbl U LUMHbI YCTPOMUCTB, YTOObI 3anpeTuTb
JOCTYN K A@aHHBIM Ha CbeMHbIX HOCUTENSX.

OrpaHnueHus

MapameTpbl 610KNPOBKMU YCTPOUCTB

®yHKUMA 6NOKMPOBKM YCTPOMCTB MO3BOAET Kak 3a610KMPOBaTh OAWH UAU HECKObKO
KN1aCCOB YCTPOMCTB Ha BCEX LUMHAX, Tak 1 3a610KMpoBaTh BCe YCTPOMCTBA, MOAKIOUYEHHbIE K
OAHOM UM HeckobknM WnHam. Nog kraccamu ycmpolicme NOHMMaKOTCA YCTPOMCTBA,
BbIMOJIHAOLLME OAMHaKOBble GYHKLMN (HanpuMep, yCTponcTea A neyatu). MNoa wuHamu —

PyKOBO,CLCTBO nosab3oBaTenda
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YcTpoiictBa

NoACUCTEMbI MepeAaun AaHHbIX MexXay PYHKLUMOHaAbHbIMKU 610KaMK KOMMbIOTEPa
(Hanpumep, wnHa USB).

UT06b1 32610KMpPOBaTh AOCTYN K BbIGpaHHbIM KJlaccaM YCTPOMACTB U LWMHaM

1. Brxatounte onunto baoknpoBatb Nosib3oBaTeNAM KIAcCbl U LUWHbI YCTPOMCTB Mpu
NOMOLLM COOTBETCTBYHOLLEro nepekntoyatens @D,

2. HaxxmuTte ccblniky U3MeHuUTb.

3. B oTkpbIBLIEMCA OKHEe Bbl MOXeTe BblbpaTb K1acChl YCTPOUCTB UM LIKHbL, AOCTYN K
KOTOPbIM XOTUTe 3ab10KMpOBaTh.

MpeaynpexxaeHne 06 ycrpoincrBax ¢ yasBumoctbio BadUSB

HekoTopble nHmumnposaHHblie USB-ycTporicTBa MOryT OMO3HaBaTbCA KOMMbIOTEPOM Kak
knaBmatypa. Ytobbl nporpamma Dr.Web nposepsna, eCTBUTENBHO M NOAKNHOUYEHHOE
YCTPOWCTBO ABAAETCA KnaBmaTypow, Bitounte onuuto Mpeaynpexkaatb 06 ycrpoiicTBax ¢
yasBumocTbio BadUSB, koTopblie onpegensatorca kak k1aBuatypa. B stom cnyyae npu
NOAKNFOUYEHNIN KNaBMaTypbl OTKPOETCA OKHO pa3b10kMpPOBKN. BaM HY>KHO HaXkaTb yKa3aHHble
KHOMKW Ha KiaBmnatype.

MNoaknoueHe HOBOW KnaBuaTyphbl

HekoTopeie nHGUUMpoeaHHse USB-ycTpoAcTEa MOTYT ONPeasnATECA KOMMEKITEPOM KaK KA3BMATYRa W NPeLCcTaENATE
ONacHOCTb AAA CUCTeMbl.

I'Io,n,mep,u,me, YTO Bbl ,ﬂ.EﬁCI'EHTEJ'IhHO NOAKAKMYWUAK KNaBUaTy Ry, ,ﬂJ’IH 3TOMD Ha NogKAoYaemMom yCI'pOﬁCI’EIE HaXMWUTe

KOM@HHSL{HK} KASBKL, YKAZaHHYHD Ha KapTUHKE. B APOTUEHOM CyuUae 3aKpoﬁTe 3TO OKHO W OTCOEdMHHTE ycrpoﬁcrso.

Ctrl Alt

~

TexHWUeckan WH@QOPMAaLIMA

-
(=)

¥ MNoaknrouerine HoBoi KnaswaTypeil *

PucyHok 71. OkHO pa3610KMpPOBKU K1aBUaTypbl

Mpwn HaxaTnn ccbinkn TexHnueckas MHPOpPMaLUA OTKPOETCA OKHO C MoAPOBHON
nHdopmaumen ob yctponcree.

PyKOBO,CLCTBO nosab3oBaTenda
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PaspelueHHble yCTpOMUCTBa

Ecnv Bbl orpaHnuman JocTyn K KakuM-ambo knaccam yCTPOMUCTB UM LMHAM, Bbl MOXETe
OTAE/NIbHO pa3peLunTb JOCTYN K ONpeseNeHHbIM YyCTPOUCTBaM, J06aBMB NX B CMMCOK
pa3peLleHHbIX YCTPOMCTB. Takxke B CMUCOK MOXHO A006aBUTb KOHKPETHOE YCTPOMCTBO, UTOObI
He NpoBepATb ero Ha Haanune BadUSB-ya3BumocTy.

UT06b1 A06aBUTbL YCTPOMUCTBA B CMUCOK paspeLleHHbIX

1. Bratounte onuuio PaspelueHHble yCTPOUCTBa Npy MOMOLLM COOTBETCTBYHOLLLETO
nepekntoyatens @D,

2. Haxmute KHOMKY N3meHuUTb (KHOMKa CTaHOBUTCA akTUBHA, eCan 3a/aHbl orpaHvlquvm).

3. B oTKpbIBLUEMCS OKHEe Bbl MOXeTe chopMMpPOBaTh CIUCOK YCTPOWCTB, Ha KOTOPble He ByayT
pPacnpoCTpaHATbLCA OrpaHNYeHmsa JocTyna.

10.1. bBrokupoBKa LUMH M K1accoB

UTo6bI NnepenTn B oKHO Knacchbl 1 LUMHbI YCTPOWCTB

1. Otkpoiite MeHto DrWeb ®# 1 Bbi6epute nyHkT LieHTp 6e30nacHocTy.
2. B oTKpbIBLUIEMCS OKHE HaXXMUTe NIUTKY YCTPOMCTBa.

3. B rpynne HacTtpoek OrpaHuueHus Bkitounte onunto baokuposarb nosnb3oBarenam
KJ1aCCbl M WMHbI YCTPOWUCTB Npu nomoLy nepekntovatens @D,

4. Haxmute ccbinky N3meHuUTb.
B oTKpbIBLIEMCA OKHE Bbl MOXeTe BblOpaThb WMHbI MW KNACChl YCTPONCTB, AOCTYN K

KOTOPbIM XOTNTE 3a610kM poBaThb.

OKHO coaepunT Tabanuy c nHGopmaLmer o 3ab10KMPOBaHHbIX LUMHAX U Knaccax YCTPOMCTB.
Mo ymonuaHuto Tabanua nycras. B Helt 6yayT oTobpaxkaTbCa WKHbI U K1acCbl Npu
f06aBNEHNN NX B CMUCOK 3a6N10KMpPOBaHHbIX. [1py 3TOM B CTPOKe C 3a610KMPOBaHHOW LUMHOM
oTObpa>katoTcs Bce 3ab0KMPOBaHHbIE Ha Hel KnaccChl YCTPOMCTB.

PyKOBO,CLCTBO nosab3oBaTenda
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R LlenTp GesonacHocTn > YoTpoiicTea u MUHBIE A3HHbIE > YCTpoiicTEa > Knaccsl 1 LWWHE ycTpoiicTe - O X
€ YcTpoiicTea & O 4

Knaccbl v WKHbI YCTPOACTB

Bel moxete BEIEUICIKM[JOBE_I: AOCTYN K YKAZaHHBIM KnacCam 1 WKMHaM }'CpOﬁCB MK 336J'ICIKM[:ICIBE_I: WKMHY yr_—poﬁr_—Ba
nonHocTek, A 317oro 4obaesTe KNaccsl WK LWWHLI B CMIMCOK.

®O® ®

BAoKMpyemsle WKHE BnokMpyeMbie KNaccsl
Yerpoictea USB WwHa 2a610kMpOBaHa NOAHOCTEHD
Ananteps PCMCIA 3afnokupoBaHo 2 knacca >

~

—
[=a)

PucyHok 72. 3a610KupoBaHHbIe LWWHbI U K1accbl

B ctonbue bnokupyembie knaccbl 0TOOpaXkaeTcst KOAMUYeCTBO 3a0N10KMPOBaHHbIX KN1acCoB Ha
COOTBETCTBYHOLLEW WKHe. Ecn Ha ogHON WKHe 3a610KMPOBaHO HECKOJIbKO K1acCOB, OHM
OoTObpaxkatoTCs B BblMaatoLLeM CrINCKe.

CepbIM LLBETOM BbIAE/IEH KNACC, 3a610KMPOBAHHbIA Ha BCEX LUMHAX.
Ans paboTbl c 06bekTamun B TabvLe AOCTYMHbI CAeAyoWMe 3NEMEHTbI YrIpaBaeHNs:

e KHOMkKa @ — pobasneHne obbekTa B CNMCOK 3a610KMPOBaHHBbIX.

e KHonMka @ — pefakTnpoBaHue HacTpoek 610KNMPOBKN Ans BbiIbpaHHOro obbekTa B
Tabauue.

e KHOMkKa — yAaneHune BblbpaHHOro o6bekTa 13 cnucka 3abJ0KMpPOBaHHbIX.

Bbl MOXeTe NpocMOoTpeTb NoAPObHYH NHGOPMaLMo O 3ab610KMPOBAHHOM LUNHE U
3ab10KMPOBaHHbIX Ha Hel Kiaccax YCTpourcTB. [Ins 3Toro Bbibepnte HEOHXOAMMYHO CTPOKY U

Ha>XMute @

BJ'IOKI/IpOBKa LW NHbDbI
1. Yto6bI 3a610KMpPOBaTH WNHY NOJHOCTBIO UM HEKOTOPbIE YCTPOMCTBA Ha ONpeaeNeHHOM
LWNHE, HAXXMUTE KHOoMKy \2J.

2. V13 BbinagatoLero cnmncka Bolbepurte 06bEKT, KOTOPbIA Bbl XOTUTE 3abaokmpoBaTh: LuHa.
Haxxmunte Aanee.

PyKOBO,CLCTBO nosab3oBaTenda
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R LlenTp GesonacHocTn > YoTpoiicTea u MUHBIE A3HHbIE > YCTpoiicTEa > Knaccsl 1 LWWHE ycTpoiicTe

BaokmpoBaTh Kiacchl YCTPOWCTB U WKHBI

BriBepuTe 0BbekT ANA BAOKMPOEKU

LnHa

Danee ‘ ‘ OTMeHUTH @
PucyHok 73. Bbibop o6bekTa gnsa 6/10kMpoBKU
3. Boibepute T!n WwuHbl. Haxkmute Aanee.
R LenTp GesonacrocTn = YoTpoiicTsa u AiMYHBIE A3HHbIE > YCTpoiicTea > Knaccsl n Wb ycTpoiicTe - O X

BAokMpoBaTh KAacchl YCTPOWCTE U WWHbI

BribepuTe obbekT AnA BAOKMPOBKA

BrifepuTe TUN WKHEI

Ycrpoicrea USB

Hazap | ‘ Nanee ‘ ‘ OTMEHUTE ‘

PucyHok 74. Bbi6op TMna WWHbI
4. Bbibepute TMN 6N0KMPOBKK U HaxkMunTe [anee:

¢ MonHocTblo — GyayT 3a6N10KMPOBaHbI BCE KNACChl YCTPOWNCTB

Ha JaHHOW LUVHE;

PyKOBOACTBO nosb30BaTena
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e YactuuHo — OTKPOEeTCA OKHO Bbl60pa Knaccos yCTpOI7ICTB Aana 6J'IOKI/IpOBKVI Ha ,D,aHHOI\/’I
LnHe.

W LenTp 6esonacrocTn = YeTpoiicTsa u AMYHBIE AaHHbIE > YCTpoiicTea > Knaccsl Wb ycTpoiicTe - O X

BaokmpoBaTh Kiacchl YCTPOWCTE U WWHBI

HacTpokiki Hike NpUMeHAOTCR K WikHe YeTpokctea USB
BrifepuTe meTos BAOKWMPOBKK WKMHBI

YacTmuHo ]

Hazaag | ‘ Jlanee ‘ ‘ OTMEHWTB @

PucyHok 75. Bbibop meToaa 6/10KMPOBKM LUMHbI

5. Ecau Bbl BbIGpann onuunto YacTUUHO, B OTKPLIBLLUEMCS OKHE OTMETbTE dlaxkkamm Te Knacchl
M3 Cnuncka, KoTopble Bbl XOTUTE 3abnoknpoBaTb. Haxkmute BaokupoBars.

¥ Lentp GezonacHocTi > YCTPOICTER M IMYHEIE AaHHBIE > Y CTpoiicTEa > Knacce! u WWHE yCTpocTE - O X

BJ"IOI(HpOBaTb Knacchl y'CTpOIT‘ICTB M WKHbI
Knaccel ycrpoicte, koTopsle ByayT 2a610KMPOBaHE! HA AaGHHOR WWHe

Knacc

USB-ycrporictea Windows CE
MpuHTeps! (PMP)

MpuHTeps (DOT4)
MpwuHTeps (DOT4 PRINT)
DVD w CD-ROM awckoeoabl
[wckoBkle YCTRORCTES
Knaematypel

MyAaeTVMEAWAHBIE VCTRORCTEA v

0

PucyHok 76. Bbibop K/1acCOB yCTPOWUCTB Ha LUNHE

PyKOBO,CLCTBO nosb30BaTena
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YcTpoiictBa

1. YTobbI 386J'IOKI/IpOBaTb O4AVH NN HECKOJIbKO KnacCCoB yCTpOVICTB, Ha>XMUTE KHOTKY @

2. V13 BbiNagatoLero cnuncka BoibepuTe 06BbEKT, KOTOPbIV Bbl XOTUTE 3aba0kmMpoBaTh: Knacc.

Haxxmunte OAanee.

R LlenTp GesonacHocTn > YoTpoiicTea u MUHBIE A3HHbIE > YCTpoiicTEa > Knaccsl 1 LWWHE ycTpoiicTe

BaokmpoBaTh Kiacchl YCTPOWCTB U WKHBI

BriBepuTe 0BbekT ANA BAOKMPOEKU

Knacc

WwHa

Knacc

Nanee ‘ ‘ OTMEHUTE

PucyHok 77. Bbibop obbekTa gnsa 6/10kMpoBKU

3. OtmeTbTe d1axkkaMum Te Knacchl U3 CMMCKa, KOTOPbIE Bbl XOTUTE 3abaoknposate. HaxxmuTte

Bnokuposarsb.

PyKOBOACTBO nosb30BaTena
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R LlenTp GesonacHocTn > YoTpoiicTea u MUHBIE A3HHbIE > YCTpoiicTEa > Knaccsl 1 LWWHE ycTpoiicTe - O X

x 0

BaokupoBaTh Kiacchl YCTPOWCTE U WKHBI

BriBepuTe 0BbekT ANA BAOKMPOEKU

Knacc ycrpoicre, koTopeld GyaeT 2abaoknpoBaH

Knaccel

USB-ycrpoiictea Windows CE
MpwuHTeps! (PMNP)

MpuHTeps (DOT4)

MpuHTeps (DOT4 PRINT)
DVD w CD-ROM amckoeoabl

[wckoBsle yeTpoicTea v

PucyHok 78. Bbibop k/1accoB yCTpOUCTB

fl § Mpwv akTMBaLUK 6JIOKUPOBKN Y>Ke MOAKIFOUYEHHOTO YCTPOICTBA TPpebyeTcs IMBO MOAKIH UATL
YCTPOWCTBO 3aHOBO, NGO Mepe3arpy3ntb KoMmmboTep. BioknpoBka paboTaeT TONLKO ANs
YCTPOWCTB, MOAKIIOUEHHBIX MOCAE aKTUBALMN OYHKLWN.

Mpw 610kmpoBKe WxHbl USB knaBraTypa 1 Mbllb BHOCATCA B UCK/IHOYEHNS.

MonyueHne yBegomnenuni

Bbl MmOXeTe HACTPOWUTb BbIBOA yBEAOMﬂeHMVI o 6J'IOKI/IpOBKe yCTpOVICTB Ha 3KpaH.

10.2. Pa3pelueHHble yCTPOMUCTBa

Yr10o6bI NepenTy B oKHO Pa3pelueHHble YCTPOMCTBa

1. OTkpoiite MeHto DrWeb % 1 Bbi6epute nyHkT LieHTp 6e3onacHocTy.
2. B oTKpbIBLIEMCS OKHE HaXXMUTe NINTKY YCTPOMCTBa.

3. B rpynne HacTpoek Pa3pelueHHble YCTPOUCTBA HaXXMUTe CCbiiky U3meHUTb.

OkHO PaspelueHHble yCTPOMUCTBa COAePXNT MHOpMaLuto 060 BCex yCTponcTBax,
A06aBNEHHbIX B CMUCOK pa3peLleHHbIX. ITa MHGopMaLmsa npeacTaBieHa B Tabavue:

PyKOBO,CLCTBO nosab3oBaTenda
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% LlenTp GesonacHocTn > YCTpoicTea W IMUHBIE AaHHbIE > YCTpoiicTEa > PaspeluenHsle ycTpoiicTea - O X
€ YcTpoiicTea & o 9

PaspelueHHble yCTpOUCTBa

YcTaHoeuTe npaenna 4oCcTyna 4na ycrpoﬁcrs. s HEKOTOPRBIX TUMNOE ycrpoﬁcrs NoaaepRxMeardTCA MHAWMEWAYAaNbHBIE
HECI'pOﬁKH ANA Kaxaoro NoAbL30BaTenA.

®

H YcTponctea

o VBOX HARDDISK

~

—
(=)

PucyHok 79. PaspelueHHble ycTpoucTBa
Ana paboTbl c o6bekTamun B TabavLe JOCTYNHbI CAeAytolme 3NeMEHTbI YripaBaeHNs:
e KHonka @ — fobaBneHve Habopa NpaBuA ANs YCTPOMUCTBA;
e KHonka @ — pesakTnpoBaHue Habopa NpaBua ANs YCTPOMCTBA;
e KHonka — yAaneHne Habopa nNpaBua Ans yCTPOUCTBA.

Bbl MOXeTe NpocMOTpeTb NOAPOOHY MHPOopMaLuto 06 ycTponcTee, J06aBIEHHOM B CMMCOK
pa3peleHHbIX. s 3Toro Bbibepnte HEOHXOAMMYHO CTPOKY U HaxmumTe \J.

B ctonbue 2 (Tvun npaBuna) otobpaxkaetcs ABa TMNa NpaBuA:

e O— 3ajaHO npaBunao Pa3peu1a'rb BCe.

e (& — 335aH0 NpaBuio TONbKO UTeHune.

UT06b1 062BUTb YCTPOUCTBO B CMUCOK paspeLleHHbIX

1. Y6eanTech, UTo YCTPOMCTBO NMOAK/IOYEHO K KOMMbIOTEPY.

2. Haxxmute kHoMnKy @ B OTKpbIBLLEMCS OKHE HaXXmuTe KHOoMKy O630p 1 BbibepuTe HYXXHOE
ycTponcteo. Bocnonb3yrtech puabTpoMm, utobbl B Tabmue oTobpasnance ToNbKO
NOAKIHOUEHHbIE MW TONbKO OTK/IOUEHHbIE YCTpolicTBa. Haxxmute kHonky OK.

PyKOBO,ELCTBO nosab3oBaTenda
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% LlenTp GesonacHocTn > YCTpoicTea W IMUHBIE AaHHbIE > YCTpoiicTEa > PaspeluenHsle ycTpoiicTea - O X
>
€ -

Lo6aBunTb ycTpoICcTBO

DUALTP YCTROWCTE

MogkniodeHHble YyCTPORCTEA w

Ycrpoictea CocToaHue

v Print queues

Root Print Queue BraroueHo P
Microsoft ¥XPS Document Writer BinroueHo
Fax BrnroueHo
Microsoft Print to PDF BraroueHo

Y1066 HACTPOMTE MPAEWAa ANA HECKONLKUX YCTPOMCTE cpazy, 2afaiTe Macky ANA MAEHTMOWKATOPOE 3TWX
YCTPOMCTE € MOMOLLBK) CUMEONE *. Bbl Takoke MoXeTe BIBPaTs OAHO W3 YCTPORCTE M MCMONB20BATE €10
WAEHTUOVKATOR ANA COLAHMA MACKH.

’

OTMEHWUTE (

[=a)

PucyHok 80. [lo6aBneHune yCcTpoiicTBa B CMUCOK pa3peLleHHbIX
3. [nsa ycTponcTB ¢ $pansoBOM CUCTEMOM Bbl MOXETE HAaCTPOUTb NpaBmaa AocTyna. Jasa atoro
B cTon6Le MpaBuno Bbibepnte oanH N3 pexxnmos: Paspewartb Bce 1y ToNbKO UTeHMe.

YTobbI AO6aBVITb HOBOE NpaBnao ANA KOHKPETHONO NMOJib30BaTeNIA, HAXMUTE @ YTo6bI
YA4aJInTb MPaBUIO, HAXKMUTE .

%7 LlenTp 6esonacHocTn > YCTpoiicTBa M IMYHBIE AaHHbIE > YCTpoiicTBa > PaspewenHsie ycTpoiicTea - O X

&« - b 4
[o6aBuTb yCTpoiicTBO

BriBpanHoe yCTpoRcTED

VBOX HARDDISK
®

MonszoeaTens Mpaewno

Bce Pazpewats ece v

Pazpewats Bce
Tonbko UTEHKWE

’,

OK ‘ | OTMEHHUTE (

(=)
N

PucyHok 81. Bbi6op npaBuna A KOHKPETHOro NoJib3oBaTeNs

PyKOBO,CLCTBO nosab3oBaTenda
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4. YT06bl COXpaHUTbL M3MeHeHUs, HaxkmuTe OK. YTobbl BbINTM U3 OKHA, HE COXpaHss
N3MEHEeHWNI, HaxkmmTe OTMEHUTb. Bbl BepHeTeCh K CMNCKY pa3peLleHHbIX YCTPONCTB.

PyKOBO,CLCTBO nosab3oBaTenda
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11. OpUCHBbIN KOHTPOb

Mpn nomowm komnoHeHTa OGUCHBI KOHTPOb Bbl MOXETE YNPaBAATh AOCTYNOM
nosib3oBaTtenen K cantam, painam v nankam, a Takxke KOHTPOJMPOBaTb BpemMa paboTbl B
MHTEpPHeTEe 1 32 KOMMbIOTEPOM.

Mo ymonuaHunto OPUCHBIV KOHTPO/Ib BKIKOUEH M paboTaeT B pexnme bes orpaHmueHuii.

UTo6bI BIUTIOUNTD UM OTKIHOUNTb OPUCHBIN KOHTPO/Ib

1. OTkpoiite MeHio Dr\Web % 1 Boi6epuTe nyHkT LieHTp 6e30nacHocTy.

2. B oTkpbIiBIEMCS OKHE HaxXMuTe Nantky O¢pucHbIN KOHTpPoab. OTKpoeTcs OKHO OpUCHBbIN
KOHTPO/1b.

¥ Llentp 6ezonacrocTn > OducHbIii konTpons - O X

€ LlenTp BesonacHocTu 8 O 4

2% O¢ucHbIi koHTpoasr @D

user

O AaMUHKUCTRaTOR

—
(=)
s

T
HaxranTe, 4Tobbl 33aNPETUTE M3MEHEHNA \

PucyHok 82. OpU1CHbBIA KOHTPO/Ib
3. Y6eautecsb, uto Dr.Web paboTaeT B pexxvme agmmHucrpatopa (3amok B HUXKHEW YacTu

nporpamMMbl «OTKPbIT» 'h) B npoTMBHOM caydae HaXXmuTe Ha 3aMOK i

4. Biutounte nam otkatounte OPUCHbIN KOHTPOAb MPY MOMOLLM COOTBETCTBYHOLLETO

nepekntoyatens @HD.

i|§ HoBble nosb3oBaTe OTOHpPaXatoTcs B CNUCKE TOJIbKO MOC/E TOro, KakK BbIMOJIHAT NepBbil
BXOZ, B CBOIO YYETHYHO 3anuchb.

PyKOBO,CLCTBO nosab3oBaTenda
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I'Iapame'rpbl quVICHOTO KOHTpPO/IA ANA OTAE/IbHOro noJjib3oBartesif

Mepes HaCTPOMKON OrpaHNUUYEHNI ANs NOAb30BaTENS YOeaMTeCh, UTO AaHHbIN NOb30BaTENb
He obnasaeT npaBaMu agMUHKUCTPaTopa. B npoTnBHOM ciyyae nonb3oBaTesib CMOXET
N3MeHATb NapameTpbl KOMMOHeHTa ODUCHbBIM KOHTPO/Ib U OTKAHOUMTD OFPaHUUYeHUs AoCTyna.

fli V3meHeHve napamMeTpoB KOMMNOHEHTa BO3MOXHO, eC/In aAMUHNCTPATOP CcepBepa
Ll,eHTpaﬂI/IBOBaHHOl‘;I 3alinTbl, K KOTOPOMY NoAKAKOYaeTCA Dr.Web, Aan Ha 3TO pa3pelleHne.

Y106bI NepeiiTn k napamerpam OPUCHOro KOHTponsa

1. Y6epmutech, uto Dr.Web paboTaet B pexxume agmmHmcTpaTopa (3aMOK B HUXKHER yacTu
(7l

nporpamMmMbl «OTKPbIT» ‘L) B NPOTNBHOM C/yYae Ha>KMUTE Ha 3aMOK (5.

2. B okHe OdpucHoro KoHTpons (CM. pucyHoK ODUCHBIA KOHTPOJIb) HAXXMUTE NAUTKY C UMEHEM
nosb3oBaTess, A1 KOTOPOro Bbl XOTUTE HACTPOUTb OPUCHbIN KOHTPOIb. OTKPOETCs OKHO
napameTpoB OPUCHOTo KOHTPOASA ANA BbIOPaHHOro Noab3oBaTesns.

T Lentp BezonachocTn > OducHbIil konTpons » user > WHTepHer - O X

€ OUCHBIA KOHTPOAb 8 O 4

€Y user

WUnteprHer Bpema ®daiinbl n nankm

Hacrpoiite pexum goctyna K cadTam, a Takoke 3adaiTe Genwlid 1 YepHbIA cnvcku pecypcoe. BuiGepute pexmm paboTel

OFpaHIr‘IL-IHEIETh AOCTYN NO KaTeropuam W

Kateropuwm caiitos

BriGpano B kateropuin  VzmeHnTs

Benbiii u YepHbBIA cnrckn

Crnwmckm nyetel MzneHnTs

bezonacHbIM Nonck

ABTOMATUYECKM BKAKIYATE (IJyHKLWIPCI He20MacHOro NoOWCKa B NOWCKOBLIX CMCTEMaX

@D s

5
(=)
P

PucyHok 83. NapameTtpbl OpuncHOro KOHTponsa

3. BbibepuTe Hy>KHYIO BKAAAKY ANA n3MeHeHusa napaMmeTpoB OPUCHOTro KOHTPOAS:

e VIHTepHeT — napameTpbl JOCTyNa K UHTepHeT-pecypcaM. [o3BonseT orpaantb
NMo/sib30BaTeNIEN OT MOCELEHNSA HeXeNaTelbHbIX CAauTOB (CalTOB, MOCBALLEHHbIX
HaCWAMIO, @3aPTHbIM UIPaMm U1 T. M.), @ TakKe pa3peLlnTb NocelleHne yka3aHHbIX CAlnToB.

Cwm. pa3saen AOCTyI’I K NHTEPHET-PECYPCAM.

PyKOBO,CLCTBO nosab3oBaTenda
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° BPEMH — NapaMeTpbl 4OCTyrNa K KOMMbHOTEPY N UHTEPHETY. [To3Bonser OrpaHnynTb
BpemMA pa6OTbI nonb3oBaTend B onpeaesieHHble YacCbl U AHW HeaeNn. Cwm. pasaen
OrpaHunyeHvie N0 BPEMEHMU.

e ®aiinbl M NanNku — napamMeTpbl 4OCTyNa K pecypcam dainnoBon cuctemsbl. Nossonset
OrpPaHMuNTb JOCTYN K OTAENbHbIM dGaifaM 1 nankam LesvkoM (Ha NoKabHbIX ANUCKAX 1

Ha CbEMHbIX HOCUTENAX). Cm. pa3aen AOCTyI’I K @aﬁﬂaM W NankKaM.

ii Ecnn nosb3oBaTtesnb Ucnoab3yeT yueTHyro 3anmck Windows ¢ npaBamu agMUHKCTpaTopa,
: ee T!n HeobXoAMMO M3MEHWUTb Ha CTaHAAPTHbIN.

N3meHeHue TMNa yl-IETHOFI 3arnmMcum noJib3oBaTtena

Ha Windows XP

OtkpoiTe MeHto Myck, ganee HaxmuTe kHornky MaHenb ynpaBaeHus v BoibeprTe YueTHble
3anvucu noJsib3oBartesien.

BbibepuTe yyeTHyro 3anmnch, TUM KOTOPOWN Bbl XOTUTE N3MEHUTb, U HaXXKMUTe M3MeHUTb TUN
YyUYeTHOM 3anucum.

BbibepuTte TMN yuyeTHOM 3anuncuK nonb3oBaTtens — OrpaHUUeHHasn.

Haxxmunte M3ameHuTb TN yquHOﬁ 3anucum, yTOObI COXPaHUTb USMEHEHUA.

Ha Windows Vista n Windows 7

OtkpowTte MeHto Myck, ganee HaxxmuTte kHonky MaHenb ynpaBaeHus v Bbibepute YueTHble
3anuncum nosib3oBartesien.

. ﬂ,l'lﬂ N3MEHEHWA TUIMa yquHOVI 3anncm Ha>XmMuTe anaBneHMe AperFI yquHoﬁ 3anucblo.

BbibepuTe yyeTHy0 3anumcb, TUM KOTOPOU Bbl XOTUTE U3MEHUTb, N HaXkMnTe U3MeHUTb TMn
yueTHOM 3anucu.

Bbl6epVITe T™Mn yl-IeTHOl\;I 3annmcum nonb3oBaTtend — CTaHAapTHaﬂ.

Haxxmunte MameHuTb TN yHETHOﬁ 3anucu, yTOObI COXPaHUTb USMEHEHUA.

Ha Windows 8

Otkpotite MaHenb ynpaBaeHus v BbibepnTe YueTHble 3anncu nosib3oBartesiei u
cemelHan 6e30nNacHOCTb.

HaxxmunTe kHOMKy YnpaBaeHue Apyrovi yueTHOW 3anuchbio.

BbibepuTe yyeTHyro 3anmnch, TUM KOTOPOWN Bbl XOTUTE N3MEHUTb, U HaXXMUTe MU3MeHUTb TUN
YyUYeTHOM 3anucum.

Bbibepute TMN yyeTHOM 3anncu nonb3oBaTtens — CraHgapTHas.

PyKOBO,ELCTBO nosab3oBaTenda
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5. Haxxmunte MameHuTb TN yquHOﬁ 3anucu, yTOObI COXPaHUTb NSMEHEHUNA.

Ha Windows 8.1

1. NMepemecTnTe ykazaTenb MblLUM B MPaBbIi HUXXHWUIN YroN 3KpaHa, 3aTeM BBEPX M HaXXMuUTe
kHonky MapameTpbl, 3aTem BbibepnTe M3meHeHne napameTpoB KOMMbIOTEpA.

2. Bbibepute anemeHT YueTHble 3anucK, 3ateM — Jlpyrue yueTHble 3anumcm.

3. BbibepuTte yyeTHyro 3anuncb, TN KOTOPOW Bbl XOTUTE U3MEHUTb, U HaXXMUTe M3MeHUTb TUN
YUYETHOM 3anucum.

4. BbibepuTe TMN yyYeTHOW 3anncK nosb3oBaTens — CraHAapTHas.

Haxxmunte OK.

Ha Windows 10

Haxxmute KHOMKY nyCK, Adajsiee HaXXMUTE KHOMKY ﬂapame‘rpbl.
B OTKpbIBLLEMCA OKHE Bbl6epMTe YueTHble 3anucn.

B neBow uact okHa Bbibepute Cembsa 1 gpyrue noau.

M w o=

Haxxmute MNKOHKY yHGTHOI?JI 3anncu, Tmn KOTOpOI\/‘I Bbl XOTUTE U3MEHWTb, N HAXXMUTE
N3meHuUTb TN yquHOﬁ 3anucu.

v

Bbibepute TMN yyeTHOM 3anncu nonb3oBaTtens — CraHgapTHas.

6. Haxxmute OK.

Ha Windows 11

Haxxmute kHonky Myck, ganee Haxxmute kHonky Mapametpbl.
B oTkpbiBLIEMCA OKHe BbibepunTe YUueTHble 3anucu.

B ueHTpanbHOM YacT okHa BbibepuTe CeMbsa U Apyrve No/sib3oBaTesNu.

M w N o=

Ha>XMuTe MKOHKY Y4eTHOM 3anncu, TN KOTOPOWN Bbl XOTUTE U3MEHUTb, M HaXMUTe
MN3mMeHUTb TMN yUYeTHOM 3anucw.

v

BbibepuTte TMN yueTHOM 3anuncK nonb3osatens — CraHaapTHas.

6. HaxmuTte Ok.

Mpn HaAMUMKM Ha KOMMbIOTEPE TONbKO OAHOW YYETHOW 3aMmnCK Bbl HE CMOXETE U3MEHUTb ee
TWN Ha CTaHAapTHbIA. Bonee NoapobHyr NHGOPMaLMIO Bbl MOXETE HalNTK Ha canTe C1YKObI

TEXHNYECKOW noAAePXKN KOMMaHUN Microsoft CZJI

PyKOBO,ELCTBO nosab3oBaTenda
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MNonyueHne yBepomneHui

Bbl MOXeTe HacTPOUTbL BbIBOJ, YBEAOMEHU O AENCTBUAX KOMMNOHEHTa OPUCHbI KOHTPOIb
Ha 3KpaH.

11.1. AocTyn K MHTEepHeT-pecypcam

Ha Bkiaske HTepHET Bbl MOXeTe OrpaHnYMTb NONb30BaTENIO MOCELLEHME HeXeNaTe/lbHbIX
CanTOB (CaMTOB, NOCBALLEHHbIX HACUANIO, @3aPTHBIM UrPaM U T. M.), @ TakxkKe pa3peLnTb
nocelLeHne ykasaHHbIx canTos. [0 yMOAYaHWUIO ANA BCEX MONb30BaTeleil yCTaHOBAEH PEXMM
Be3 orpaHnueHniA. Takke JOCTYMHbI CAeAytolme PexxMMbl:

° OrpaHM‘-IVIBaTb AOCTYynN MO KaTeropuam

¢ Paspewatb gocTyn To/1bKO K caitam u3 6esoro cnucka

T Lentp Besonacrocn > OducHbIii konTpons » user > MHTepHer

& & L

€« OdUCHDBII KOHTpO/b

€Y user

WMHTepHer Bpema ®ainbl n nankm

Hacrpoiite pexvm goctyna K cadTam, a Takoke 3a/aiTe Genwlid U YepHblid cnuckn pecypcoe. BuiGepute pexim patoTel

OFpEHHMHEETb AQCTYN NO KaTeropuam b

bez orpaHMueHWia
OrpaHW4MeaTs 4OCTYN N0 KaTeropuam

PEEF}E'LLIETI: AOCTYN TONBKO K caiitam vz Benoro cnvcka

Benbiii u yepHbIA cnUcKK
Crnnckn nyctel  VzmeHnts

bezonacHbIM Nnonck

ABTOMETUHECKM BKAKIYATE EIJyHKLI,IMCI Be20MacHOro NoOWCKa B NOWCKOBLIY CMCTEMAX

@D s

\

—
(=)

PucyHok 84. Bbi6op pexxuma pa6oTbl OpUCHOro KOHTpoNs

Pexxum OrpaHnumBath AOCTYN NO Kateropmam

B aTOM pexume Bbl MOXeTe yka3aTb KaTeropmn pecypcoB, AOCTyN K KOTOPbIM XOTUTe
orpaHnunTb. OANH 1 TOT XKe CaT MOXET H6bITb OTHECEH Cpa3y K HECKOAbKUM Pa3NNyHbIM

kaTeropmam. B atom cnyuyae OPUCHBIN KOHTPOIb HOKUPYET JOCTYN K CAalTy, €C/IM OH nonagaet

XOTA Obl B OAHY U3 3anpeLleHHbIX KaTeFOpMVI.

PyKOBO,CLCTBO nosab3oBaTenda
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Takoke B 3TOM pexnmMe Bbl MOXETE CaMOCTOATENbHO YKa3biBaTb CaliThbl, JOCTYN K KOTOPbIM
byaeT 3anpeLleH nan paspeLueH BHe 3aBUCUMOCTU OT APYrMx orpaHuyeHunin. [ins atoro

Mcnosb3ynTe 6enblli N YepHbIA COUCKN CAaUTOB.

UT06b1 3anpeTUTb UK paspeLLnTb A0CTYN K Be6-pecypcam Tpebyemoii kKaTeropum

1. B rpynne HacTpoek Kateropuum caiitoB HaxxmuTe ccbiiiky MU3MeHnTb. OTKpOeTCs OKHO

napameTpoB 610KMPyeEMbIX KaTErOPUA.

o
v
o
v
o
v
o

€ user

Kateropuu caintoB

CaiiTel 4NA B2POCILIX
Hacunume

Opyxune

AzapTHele Urpsl
HapkoTikm
OHNafH-1rpel

Mynel AnA 406NN KPUNTOEANKT

HF Lentp Besonacroctn > OducHbiii konTpons > WHTeprer > user > OrpaHumBaTs 40CTYN NO KATEMOPHUAM

Bl moxeTe BEIBPaTE KAaTEropUW, AOCTYN K KOTOPsIM BYAeT orpaHudeH.

v Teppopuzm
HeueHzypHan nekcnka
HaTsl
Mouta
CounansHele ceTi
AHOHWMaRZEPBI

BakaHomm

& & 4

\
A

—
(=)

.

PucyHok 85. Kateropum 610kupyembix cantos

2. YCTaHOBUTE UAU CHUMUTE q)fla)KOK, yTOObI 3anpeTnTb Uan paspelnTb 4OCTyn K BeO-

pecypcam Tpebyemown KaTeropumm.

KaTreropum nHrepHer-pecypcos

Kateropusa

CanTbl oA B3POCAbIX

Hacunnve

Opyxve

AsapTHble Urpbl

OnucaHue

coflep>kaHus, caTbl 3HAKOMCTB U T. A.

Caintbl, cosep>kallie Matepurasbl NOPHOrpadrUUeckoro mim 3poTUHECKOro

Cal?lTbI, cogepikalwme npmsbiBbl K HACWINKO, MaTepuraljibl O PasiyHbIX
npouncwecTBmAax C YenoBedYeCKMMK XXepTBaMnn N T. A.

CalZTbI, NoCBALLEHHbIE OPY>XXNHKO M B3pPbIiBYaTbIM BELLECTBAM, a TakKXKe MaTepuanbl
C OonncaHnem Ux N3rotoBaeHUA U T. 4.

AYKUMOHbI, a TakxKe NnprvHUMarouimne CtTaBkm U T. 4.

CaiTbl, Ha KOTOpPbIX Pa3MeLLeHbl OHAANH-UIPbl HA AeHbIY, MHTEPHET-Ka3uHO,

PyKOBO,CLCTBO nosab3oBaTenda
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Kareropwms

HapkoTtuku

OHnavH-urpsl

Teppopuzm

HeueH3ypHas nekcvika

Yartbl

DNeKTpOHHas nouta

Co UMaibHblE CETU

AHOHVMan3epbl

Mynbl ans 066U

KPpUNTOBaiOT

BakaHcum

O¢UCHDbIA KOHTPONb

OnucaHue

CawTbl, NponaraHampytoL e ynotpebaeHve, U3roToBaeHne Uim
pacnpocTpaHeHne HapKOTVKOB U T. J,.

CalszI, Ha KOTOPbIX pa3MeLleHbl Urpbl, NCNMOb3YyHOLWKME NOCTOAHHOE
coeanHeHUe C NHTEPHETOM.

CaWitbl, cosepiKalle MaTepvaibl arpeccMBHO-arnTaLMOHHOTO XapakTepa,
OMMCaHVs TEPaKTOB U T. 4.

CaWiThbl, Ha KOTOPbIX COAEPKUTCA HELIEH3YPHas iekcuka (B Ha3BaHUAX pPa3jenos,
cTaThax v np.).

Cautbl ana obMeHa COO6LLI,eHI/IﬂMM B peXnmMme peasbHOro BpeMeHN.

CaiTbl, NpefOCTaBAAIOLLME BO3MOXHOCTb HecnnaTHOW permcrpaLmm
3N1eKTPOHHOTO MOYTOBOTO ALLMKA.

COLI,VIaJ'IbeIe cetm O6UJ,EI'O XapakTtepa, AeNoBble, KOpnopaTtBHbIE U
TeMaTN4eCKMe coumanbHble CETK, a TakKKe TeMaTndeckmne CaWiTbl 3HAKOMCTB.

CaliTbl, NO3BOJIAIOLLME MOb30BATENHO CKPbIBATh CBOKO JINMUHYHO MHGOPMALMIO U
npesocTaBaftoLWme JOCTyn K 3a6/10KMPOBaHHbBIM CaiTaM.

CaiTbl, NpesocTaBaAstoLLME JOCTYN K CEPBUCAM, OOBbEANHAOLWUM
noNib30BaTeNel C LUesbto f00bIUM (MaliHWHIA) KPUMTOBAIOT.

Cal‘;ITbI, KOTOPbIe NCNOJIb3YHOTCA AJ1A pa3MeLleHnA BakaHCUI 1 Moucka pa6OTbI.

Pe>xum Paspeluatb AocTyn To/IbKO K cauTam us 6enoro cnmcka

B 3TOM pexunme 3anpeLlaeTcs AOCTyN KO BCEM Beb-pecypcam, KpoMe ykazaHHbIX B 6es0M

CMMCKe CanToB.

A

Mpw BbIGOpE pexvma PaspeluaTb AOCTyNn TONbLKO K caiTamM U3 6es0ro cnucka Takue
CalTbl MOTYT OTOBpaXaTbCA HEKOPPEKTHO. baHHepbI 1 Apyrve aneMeHTbl caiita,

MHTErPUPOBaHHbIE C BHELLHUMUW pecypcamMu, oTobpaxaTtbcs He ByayT.

Benbivi N UepHbIA CNUCKN CaNTOB

Bbl MOXeTe 3agaTb H6enblil 1 YUepHbIN CMUCOK CaUTOB, AOCTYMN K KOTOPbIM pa3peLlaeTca nan
H610KMpyeTCs BHE 3aBMCMMOCTM OT OCTaNlbHbIX NapameTpoB OPUCHOIro KOHTPOAS.

A

Mepes fobaBneHWeM caiita B YePHbIV WA BesbliA CMCOK HEOHXOAVMO OYNCTUTL KelLLl
6pay3epa, eciv caiT paHee OTKpbIBaACa B 3TOM H6paysepe.

PyKOBO,CLCTBO nosab3oBaTenda
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Hacrpoiika 6enoro n yepHoro cnmckoB caiiToB OPUCHOroO KOHTpPOASA

1. B rpynne HacTpoek benbiiA u uepHbI cNUCKKU HaxxMuKTe cCbiky M3menutb. OTkpoeTcs
OKHO HaCTPOWKM 6e10ro 1 YePHOTO CMUCKOB.

T Llentp Bezonacroctn > OducHeiii konTpons » WntepHer > user > Benbiii  uepHeIi cnuckn - O X
€ user & & 4
Benblid 1 YepHbIA cNUCKK
BHe zaBMCMMOCTI OT HaCTPOEK OrPaHMYEHWMIA, 4OCTYM K CaiTam nz Benoro cnncka paspeLue.
[foctyn K caifTam M3 YepHOro cnvcka BeCCPOYHO OTPaHNUEH.
Benbiii cnucok UepHbli cnncok
google.com vk.com

~

—
[=a)

PucyHok 86. Hactpoiika 6enoro n uepHoro cnuckoB OpucHoro KoHTpons

2. BBegnTe fJOMEHHOE MMS MAN YacTb JOMEHHOTO MMEeHW caiTa B nosie benbii cnucok nan
YepHbIli cnucok:

e yTO6bI 06aBUTHL B CNUCOK ONpeaeneHHbIN CanT, BBEAUTE ero agpec (Hanpumep,
www . example. com). [lOCTyn KO BCeM pecypcam, pacnoNoXeHHbIM Ha 3TOM canTe, byaeT
onpesensiTbCa AaHHOM 3aMnChbio;

e YTOObI pa3peLnTb AOCTYN K TEM caliTaM, B ajpece KOTOPbIX COAEPXKUTCA onpeseneHHbI
TEeKCT, BBEAMTE B MOJe 3TOT TEKCT.

Mpumep: ecnn Bbl BBeAETE TEKCT example, TO JOCTYN K agpecaM example.com,
example.test.com test.com/example, test.example222.run T. n. byaeT
onpeaenAaTbCA ,D,aHHOl‘/JI 3anuncbo;

e yTOObI pazpeLnTb JOCTYN K ONpeseseHHOMY AOMEHY, YKaXunte UMs AOMeHa C CMUMBOJIOM
«.». B Takom cnyyae goctyn KO BCeM pecypcaM, HaxoAALLMMCA B 3TOM AOMeHe, byaeTt
onpeaeniTbCsA AaHHOM 3anncbto. Ecam npu ykazaHUM AOMeHa NCNOb3yeTCs CUMBO «/»,
TO Ta YaCTb MOACTPOKM, UTO CTOUT CAeBa OT CUMBOJIA «/», ByAeT CUMTaTbCA AOMEHHbIM
MMEHeM, a YacTu crnpasa OT CMMBOJIa — YacCTbtO Pa3peLIeHHOro Ha JaHHOM AOMeHe
ajpeca.

MpumMep: ecan Bbl BBeAETE TEKCT example.com/test, TO byayT obpabaTbiBaThCa Takune
ajpeca kak example.com/testll, template.example.com/test22 nT. N,

PyKOBO,CLCTBO nosab3oBaTenda
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e yTO6bI 106aBUTH B UCK/IOYEHMSA OMNpeseNeHHble CaiiTbl, BBEAUTE OMpPeAeNstoLLYH NX
Macky B nose BBoja. Macku pobasnsatorca B popmate: mask://. ..

Macka 3agaeT o6Lyto YacTb MMeHU oHbekTa, Npu 3TOM:

o CUMBOJ «*» 3aMeHsAeT tobyro, BOSMOXHO MYyCTyto, NOC/1eA40BaTe/IbHOCTb CUMBOJIOB;
5 CUMBOA «?» 3aMeHAeT Ntobon, B TOM UnC/ie NYCTOW, HO TOIbKO OAUH CUMBOJI.
Mpumepsi:

o mask://*.ru/ uan . ru— ByayT OTKPbIBATbCA BCE CalTbl B 30HE . ruy;

o mask://mail — 6yAyT OTKPbIBATbCA BCE CaMThl, B KOTOPbIX COAEPXKMTCA CIOBO
«mail»;

o mask://?2?.ru/ — ByAyT OTKPbIBAaTbCA BCE CalThl 30HbI . ru, UMeHa KOTOpPbIX
COCTOSAIT U3 TPEX WU MEHEE 3HAKOB.

BBeseHHas cTpoka npu JobaBaeHMM B CMMCOK MOXET BbITb NpeobpasoBaHa K
yHMBepcanbHOMy Buay. Hanpumep agpec http: //www.example . com byaet
npeobpaszoBaH B 3aNUCb www.example.com.

3. HaxmwuTe kHOMKy @ 4yTo6bI A06aBUTL aApecC B CMIMCOK.

4. YT006HbI YAaanTb agpec n3 Cnmcka, BbI6epVITe €ro B CMncCKe N Ha>XkKMnTe KHOMKY .

5. Mpwn HeobxoanMoOCT NoBTOpUTE WarK 2 1 3 Ans J06aBAEHUA APYTUX PECYPCOB.

Be3onacHbIX NOUCK

Onuus be3onacHbIi NOUCK BAVSET Ha Bblaauy pPe3yabTaTOB MOMCKOBbLIX CUCTEM. ITa GYHKLMSA
MO3BOJIET UCK/IHOUNTL HEXelaTesIbHble PECYPChl U3 Pe3y/bTaTOB NMOUCKA, UCMO/b3Yys CPeacTBa
MONCKOBbIX CUCTEM.

Ans aktmBaumn dyHkunm besonacHbIM nouck yctaHoBuTe nepekitovatens @D B cocTosiHne
Bkn..

11.2. OrpaHuuyeHue BpemMeHU paboTbl 32 KOMMbIOTEPOM U B
MHTepHeTe

Ha Bkiaske Bpems Bbl MOXeTe OrpaHnunTb Bpemsa paboTbl Mosb30BaTes1er 38 KOMMbHOTEPOM
“ B HTEpHeTe. N0 yMOonuaHUIo Ans BCeX NONb30BaTeNei ycTaHoBAEH pexxuM bes
OrpaHUUYEeHUM.

Bbl MOXeTe Ha3HaunTb orpaHmyeHne no BpeMeEHN pa6OTbI AanAd nosib3oBaTenewn, MCnoab3ysa
Ta6nv1u,y C BpEMEHHbBIMUW KBajgpatamMu.

| Mpu BKAOUEHWUN OTPaHWNYEHUA BPEMEHW PabOoTbl 38 KOMMbIOTEPOM WAW B UHTEPHETE,
aBTOMaTM4yeCKn BKIKOYaeTCca onunsa 3anpeuj,a1'b U3MeHeHue gatbl U BpeMeHN CUCTteMbl B
okHe Camo3allinta OCHOBHbIX HAaCTPOeK.

PyKOBO,CLCTBO nosab3oBaTenda
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Ta6n|/|u,a orpaHnyeHnAa BpeMeHu pa6OTbI 3a KOMMNbOTEPOM N B HTEpPHeTe

Tabavua goctynHa B pexxume OpucHoro KoHTposis bes orpaHnueHuin. Mpu BHeceHWM
N3MeHeHul B Tabanuy npodunb bes orpaHnueHunin 6yseT aBTOMaTUUYECKM 3aMEHEH Ha
Monb3oBaTeNnbCKui.

C nomMoLLbto TabanLbl MOXHO yKa3aTb AHW HEAENN N Yacbl, KOTAa MNONb30BaTelb MOXET
paboTaTb 3a KOMMbIOTEPOM, @ TakKe B MHTepHeTe. [py HacTynNeHnn BpeMeHN orpaHnyeHns
A0CTyna K KoMnbtoTepy byaeT nponsBeseH aBTOMaTUYECKNIA BbIXOA M3 cucTeMbl. MNoka
AEeVNCTBYIOT OrpaHNYeHNA AN ONpeseseHHON YYeTHOW 3anmcuy, BOUTU B 3Ty YUYETHYHO 3anmcb
Henb3s. Bo BpemMsa aencTBmA orpaHUYeHnin Ha paboTy B UHTEPHETE BECb MHTEPHET-KOHTEHT
nepecraHeT 3arpy>artbCs.

Bpems, ocTaBLueecs A0 BKAKOUYEHWA OrPaHUYEHNA 4OCTYMNa, MOXHO MOCMOTPETb B MEHHO
Dr.Web, HaxaB Ha nanTky OrpaHuueHue BpeMeHW.

UT06b1 OrpaHMuUUTL Bpemsa paboTbl B pexkume Tabauubi

1. BbibepuTe AHN HeZenn 1 Yackl, Korga TpebyeTcs 3anpeTnTb Nob30BaTENO BbIXOZ B
WHTEPHET, N BblAENTe COOTBETCTBYHOLLME BPEMEHHbIE SUENKN CUHUM LIBETOM:
e 4TO6bI BbIAENNTL OAHY AAYENKY, HAXXMUNTE Ha Hee OMH pa3 NEBOW KHOMKOW MbILLW;

e 4TO6bI OAHOBPEMEHHO BbIAENNTH HECKOIbKO PacMONOXEHHbIX PALOM Aueek, OAVH pa3
HaXXMUTe NE€BOM KHOMKOW MbILLUW Ha MEPBYIO AUENKY 1, YAeP>KMBas KHOMKY HaXaTow,
Bble/IMTe BECb HEOOXOAMMBI NEPUOA,

2. Boibepute gHM Hegenn n yacel, kKorga TpebyeTcs 3anpeTuTb NoAb3oBaTeNto paboTy 3a
KOMMbIOTEPOM, N BblAENNTE COOTBETCTBYHOLLME BPEMEHHbIE AUENKN KPACHbIM LIBETOM:

e YTOObI BblAENNTb OAHY HHEVIKy, ABa>XAabl HAKMUNTE Ha Hee NeBO KHOMKOWN MblLLW;

e UTO6bI OAHOBPEMEHHO BbIAENNTb HECKOBbKO PACMONOXEHHbBIX PAAOM AUeeK, ABaXKAbl
HaXXMUTe NEeBOM KHOMKOMW MbILLUM Ha MEPBYHO AUENKY 1, YAeP>KMBas KHOMKY HaXaTow,
BblAe/INTe BECb HEOOXOANMBIN MEepPUOA.

PyKOBO,CLCTBO nosab3oBaTenda
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“ LlenTp BesonacHocTr > OpUCHBIR KOHTpOAL > user > Bpema - O X

€ OPUCHDBII KOHTPONb & O 0

€ user

WMutepHer Bpema dalinbl n nankm

Monb20BaTENLCKWEA pEXMM v ® -
o0 01 02 03 04 05 06 O7 08 03 10 11 12 13 14 15 16 17 18 1% 20 21 22 23 24
MH
Br
Cp
Yt
Mr

Bc

D bez orpaHnueHmia
l OrpaHrdmTs 40CTyn K ceTh MHTepHeT
l OrpaHuumTs 4OCTYMN K KOMMBKITEPY

<

PucyHok 87. Tabavua BpemeHu paboTbl 3a KOMNbLIOTEPOM U B UHTEPHeTe

Bbl MOXeTe TakKe cO3jaBaTb pPa3Hble HACTPOWKM AN OAHOIO NOJb30BaTENS, COXPAHAS UX B
npoounn. laHHasa onuus byaeT yaobHa, eciv BaM NOHaZ06MTCA Nepruoanyeckm MeHATb
HaCTPOWMKM Ha Apyrue npesonpeseseHHble 3HaYeHs.

CoxpaHeHue n yganeHue npoduns HacTpoek

e YT06bI CO34aTb NPOdUAb HACTPOEK, HAXXMUTE KHOTMKY @ Mpw 3TOM B Npoduae coxpaHaTca
HacToALMe HacTPOWKM Tabaunubl. B ganbHelrweM Nnpy M3MeHeHUN HacTpoek NPodUASA OHM
OyAyT aBTOMaTUYECKM COXPaHATLCA.

e YTOObI yaanuTb Npoduab HaCTPOekK, HaXKMUTE KHOMKY .

11.3. AocTtyn K ¢ainsiam 1 nankam

Ha Bkiagke ®aiinbl n nanku Bbl MOXeTe OrpaHNUMTb NOJb30BaTeNAM JOCTYN K dalinam u
nankam. 1o ymonuaHmto orpaHnyeHmsa Ha JocTtyn K darinamM 1 nankam OTCYTCTBYHOT.

YT06bI BKAKOUNTL MAM OTKIHOUUTL OFpaHUYeHne JocTyna K dainnam n nankam ans
nosib30oBaTens, NCNosb3ynTe nepekitovaTtesns @D,

PyKO BOACTBO NoJib30OBaTend
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O¢UCHDbIA KOHTPONb

¥ Llentp Bezonacroctn > OducHeIil konTpons > user > Daiinel u nanku - O X

€ OpUCHBIN KOHTPO/Ib & O 4

€ user

WMntepHer Bpema daiinb n nankm

Bbrokupoeka goctyna: ‘) Buan.

OBpaTtiTe BHWMaHWe, YTo BNOKMPOBKE AOCTYNa HE FapaHTMPYETCA NP 2arpy3Ke KOMNETEPE C BHELHMX HOCUTENeR 1in
0BpaLLEeHMI K HEeMY W3 APYTAX OMepalnOoHHEIX CUCTEM.

®

ObbexT

Hocryn
I:I Ch\Program Files (x86)\Windows Mail\wab.exe ToNLKO YTeHME v
ChUsers\user\Documents Toneko YTEHKME v

~

—
[=a)

PucyHok 88. YnpaBneHue goctynom K ¢pannam u nankam

OrpaHunyeHne AOCTyMna He rapaHTUpyeTCs Npuv 3arpy3ke KOMMbOTEPa CO CbEMHbIX HOCUTENEN

nan o6paLu,eH|/||/| K 3a4aHHbIM obbekTaM u3 ApYyrnx onepaunoHHbIX CUCTEM, YCTAHOBJIEHHbBIX
Ha KOMMbrOTEpPE.

UT06bI OrpaHMuUmUTL AOCTYN K ¢aitnam u nankam

1. Bratounte 610KMPOBKY AOCTyna K parinam v nankam, UCnonb3ys nepekntoyatens @lD.

2. Ytob6bl f06aBNTb O6BEKT B CMIMCOK, HAXMUTE KHOI'IKy@ 1 BbibepuTe Hy>XKHbIV Gann nau
nanky.

3. BbibepuTe pexxum goctyna ana fobaBneHHOro obbekTa:
e 3abnokupoBaH, YTO6bl MOJIHOCTLIO 3a610KMPOBaTh AOCTYN K BbIBpaHHOMY 06beKTy.

¢ Tonbko uTeHue (BbIGpaHO MO YMONYAHMIO), YTOObI pa3peLllnTb YTeHne BbIGpaHHOro
obbekTa (Hanprmep, NPOCMOTP AOKYMeHTa, M306pa>keHns, 3anyck MCNOAHAEMOTO

darina), npu 3ToM BbIOpaHHbIM 06BEKT HeNb3s ByaeT nepemMecTuTb, yAanuTb, a Takke
M3MEHWUTb €ro CoOAepP>XKMMOe.

YT06HbI Y4a/INTb O6'beKT, Bbl6epMTe €ro B CNMncke N Ha>XXMunTe KHOMKY .

PyKOBO,CLCTBO nosab3oBaTenda
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12. MeHep>xep KapaHTUHa

MeHepyxep KapaHTUHa

MeHezxep KapaHTMHa — MHCTPYMEHT, MO3BOAAIOLLMIA YNPaBASATb N30JUPOBAHHBIMY
davinamu. B kapaHTMHe cogep>kaTtca daiibl, B KOTOPbIX Oblan 06Hapy>XeHbl BpeAOHOCHbIEe
061bekTbl. Takke B KaApaHTUH NOMELLAIOTCSA pe3epBHble Konuu ¢pannos, 06paboTaHHbIX
Dr.Web. MeHepxep kapaHTUHa NpefOCTaBAAET BO3MOXHOCTb YAaNeHUs, MepenpoBepkn 1

BOCCTAHOBJ/IEHWSA M30ANPOBaHHbIX GanoB.

Yro6b1 Nepentn B okHO MeHemKep KapaHTUHA

1. Otkpoiite MeHto Dr.Web ® 1 sri6epute nyHkT LieHTp 6e30nacHocTy.

2. Haxxmute nantky MeHegpkep KapaHTUHa.

#F Llentp GezonacHocTn > MeHegpxep kapaHTHHa

€ LleHTp bezonacHocTk

4 MeHepxep KapaHTMHa

WMHdopmauna ob M2onMpoBaHHbIX Gainax U BOCCTAHOBABHWE pPeepEHBIX KOMWA.

©

T
HaxranTe, 4Tobbl 33aNPETUTE M3MEHEHNA

OfbekTsl Yrpoza Lata nobaeneHna * TyTs
D eicar_com.zip EICAR Test File (NOT a Vir... 201772020 7:02 AM ChUsers\user\Downloads\e...
D eicar.com.txt EICAR Test File (NOT a Vir... 201772020 7.02 AM ChUsers\user\Downloads\e...

—
(=)
s

PucyHok 89. O6beKkTbl B KapaHTUHe

B LeHTpanbHOM YacT OkHa oTobpakaeTca Tabavua ¢ nHGopmaLmen o COCTOAHUM

KapaHTUHa, BKAKOYaoWaa chegyroune nona:

e O6beKTbl — CMUCOK MMEH O6beKTOB, HaxXo4AaLWNMXcA B KapaHTUHE;

e ¥Yrposa — kiaccudukaums BpeJOHOCHOW nporpammel, onpegensemas DrWeb npu

dBTOMaTM4eCKOM nepemMeLLeHNN obbekTa B KapaHTUH;

e [lata po6aBneHua — AaTa, Korga o6bEKT Obi NepemMelleH B KapaHTUH;

° I'Iy'rb— NMOJIHbIN nyTb, MO KOTOPOMY Haxoannaca obbekT 4O rnepemMeLlleHna B KapaHTUH.

PyKOBO,CLCTBO nosab3oBaTenda
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MeHepyxep KapaHTUHa

l B okHe MeHep,>Kepa KapaHT/Ha cba|7u1b| MOTYT BUAETb TONIbKO T€ NO/Nb30BaTe/In, KOTOPbIEe
MMEKT K HAM AO0CTyT. YT06bI OTO6paBVITb CKpbITble 06BbEKTHI, HeO6XOAI/IMO MMEeTb MNpaBa
agMNHUCTpaTopa.

Pe3epBHb|e Konunn, nepeMelleHHble B KapaHTUH, MO YMOJIYaHUKO He 0T06pa>|<a+0Tc;| B

Ta6J'IMLI,e. YT0b6bI BNAETb UX B CMNCKE O6'beKTOB, Ha>XMuTte KHOI'IKy@ 1 B BbllMadakoLiem
cnuncke Bbl6epI/ITe MYHKT MokasbiBaTh pe3epBHblIe KONMUA.

Paborta c o6bekTamn B KapaHTUHE

B pexxume aamMuHucTpaTopa A KaXkA0oro o6bekTa AOCTYMHbI CleaytoLye KHOMKN
ynpaBaeHus:

e KHorka @ (BocctaHOBUTb) — NepeMecTUTb OANH NN HECKOJIbKO BbIBpaHHbIX 06BbeKTOB B
HY>KHYHO Mnarky;

ii Ncnonb3yiite gaHHyto QYHKLMIO TOIbKO B TOM C/yyae, eCau Bbl yBepPeHbl, YTO 00bekT
6e3onaceH.

e KHOMkKa @ (MepenpoBepunTb) — MNOBTOPHO NPOBEPUTL OOBEKT, NepeMeLLeHHbIN B
KapaHTUH.

e KHOMka (Yaanutb) — yaanvTb OANH NN HECKONbKO BbiIOpPaHHbIX 06BEKTOB 13
KapaHTUHa U N3 CUCTEMBI.

DTV AeNCTBMA AOCTYMHbI Tak)Ke B KOHTEKCTHOM MEHIO MPU HaXkaTumM NPaBOM KHOMKOMW MbiLUIN
Ha OAWMH UM HECKOIbKO BbIGpaHHbIX 06 BbEKTOB.

Yto6bl yaanuTb cpa3y Bce 06BbEKTbI U3 KapaHTMHA, HaXXKMUTE KHOMKY @ " B BblMagatowem
cnucke BbibepuTe NyHKT YAanuTb Bce.

AononHntenbHoO

[na HaCTPOWKM ONUMIA XpaHEHMA N aBTOMATUYECKOrO yAaneHns 3anncen B KapaHTUHe
nepenanTe B HacTpokn MeHezxepa KapaHTUHa.

PyKOBO,CLCTBO nosab3oBaTenda
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UcknroueHnsa

13. UcknroueHuns

B saHHOW rpynne HacTpoek Bbl MOXETE HaCTPOUTb MCKIHOUYEHWNS N3 MPOBEPOK KOMMOHEHTaMK
SpIDer Guard, SplDer Gate, SpIDer Mail n CkaHep, a Takke f06aBUTb agpeca OTnNpaBuTeNeN B
YepHbIV UM Benblii CNUCKK, YTOBbI MMCbMa OT HUX He MPOBEPAIMCL Ha CMaM.

Y106bI NepenTn B rpynny HacTpoek MckaroueHns

1. Otkpoiite MeHto Dr.Web ® 1 sri6epute nyHkT LieHTp 6e30nacHocTy.

2. B OTKpbIBLLEMCA OKHE Ha>XMUTE MJINTKY NcknroueHns.

% LlenTp 6esonacrocTn > Mcknrodenna - O X
€ LlenTp BesonacHocTu R,
oo
om VicknroueHus
CaiiTbl Paiinel U Nanku
@ focTyn K caifTam, HepeKoMeHayemeIM D WMcknoueHme yrkazaHHelx dainoe u nanok
Dr.Web M2 NPOEEPKK
MpunoxeHusa AHTucnam
WMontoueHme yKasaHHbIX NPUMACHKEHKMA E WMcontouenmne cooblueHniA oT yKazaHHbIX
M3 MPOBEpKK OTMPaEMTENEA M3 NPOBEPKW Ha cnam
7 P
[B Haxmure, utobel sanpetuts nameHeHna )

PucyHok 90. OkHo UckntoueHus

Yro6bl NeperTu K NapameTpam UCK/IFOUEHUN

1. Y6eauntech, uto Dr.Web paboTaet B pexvme agMUHNCTPATOPA (3aMOK B HUXXHEN YacTu

[
nporpamMmmbl «OTKPbIT» 'h) B NPOTMBHOM CnyYae Ha>KMUTE Ha 3aMOK

2. Haxxmute nanTKy COOTBETCTBYHOLLEro paszena.

i|§ O6paTtnTe BHUMaHWE, YTO M3MEHEHWs B 3TOW rpynne HaCTPOEK MOTYT BbiTb 3a6J10KMPOBaHbI
: CO CTOPOHbI aZAMVUHWCTPATOpa Balleli aHTUBMPYCHON CETH.

PyKOBO,CLCTBO nosab3oBaTenda

168



A7

-
g

A
d
A

UcknroueHnsa

B aTom pasaene:
e CailTbl — NapaMeTpbl JOCTyMNa K CanTam, KOTOpble He PEKOMEHAYHOTCA K MOCELLEHWNIO
KoMnaHueun «JJoktop Beb».

e Daiinbl M Nankn — UCKNKOYEHWE onpeaeeHHbIX GanioB 1 Manok U3 NpoBepKu
komnoHeHTamu SplDer Guard n CkaHep.

e [pUIOXeHNS — UCKNHOYEHME ONpPeAeNeHHbIX MPOLLeCCOB U3 MPOBEPKN KOMMOHEHTAMM
SpIDer Guard, SplDer Gate n SpIDer Mail.

e AHTMCaM — nNapamMeTpbl MPOBEPKM MUCEM Ha crnaM KomrnoHeHToM SplDer Mail.

13.1. Cauitbl

Bbl MOXeTe 3aZaTb CMMCOK CAaUTOB, JOCTYN K KOTOPbIM ByzeT pa3peLleH BHe 3aBUCMMOCTM OT

napameTpos nposepkn HTTP-Tpadunka komnoHeHTOM SplDer Gate. Ecnv B napametpax SplDer

Gate BkatoueHa onuvs baoknpoBaTb HepeKOMeHAYeMble CalThbl, Bbl MOXETE pa3peLlmnTb
AOCTYN K onpejeneHHbIM caitam, o6aBuMB X B CMMCOK UCKIOUYeHWI. locTyn K cainTam 13
cnucka byaeT pa3pelleH, 04HAaKO aHTUBMPYCHas NPOBepPKa 3TUX CauToB OyAeT coxpaHeHa.

UT06bI HACTPOUTHL CMIUCOK CAUTOB, AOCTYN K KOTOPbIM 6yaeT paspelueH

1. OTkpoiite MeHio DrWeb % 1 Boi6epuTe nyHkT LieHTp 6e3onacHocTy.

2. B oTkpbiBLIEMCA OKHE HaXxMuTe NanTky UcknroueHums.

3. Haxmute nantky Cautbl.

% Llentp Bezonacroctn > Wckntouerna > Caiitel

€ VcknroueHus & o o
@]Caﬁ'ﬁbl

Bel mMoXeTE pazpelunTs GOCTYN K CAATaM, HepekomeHayembin DriWeb, AHTUMBMPYCHAA NPOBEPKE TAKWX CAMTOE COXPAHAETCR,

OO

OfbekTsl SplDer Gate

Crnuncok nycT

—
(=)
s

PucyHok 91. Cnucok uckitouaembix caitoB

PyKOBO,CLCTBO nosab3oBaTenda
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Mo ymonuaHuto cnuncok nyct. Ecam agpec cavta gobaBneH B CNMCOK UCKAKOYEHUIA, TO JOCTYN K
HeMy ByAeT NpesoCTaBAATLCA BHE 3aBUCUMOCTM OT Apyrux napametpos SplDer Gate.
ObpaTtnTe BHMMaHMe, eCan TakoW canuT jobaBaeH OAHOBPEMEHHO W B YEPHbIA CMUCOK MOAYNA
OdUCHBIN KOHTPOb, N B UCKNHOUEHMS, AOCTYN K HeMY ByaeT 3a610KMpOBaH.

UT06b1 06aBUTb JOMEHHbIE agpeca B CNMUCOK UCK/TFOUEeHUI

1. B none BBOJa YKaXXmnte JOMEHHOE UMA UAN YaCTb JOMEHHOIo MMEHN ca|7|Ta, A4OCTYyn K
KOTOPOMY Bbl XOTUTE pa3peLllnNTb BHE 3aBUCUMOCTM OT APYrmnX orpaHquHvuZ:

e yTO6bI J06ABUTL B CMUCOK ONpeseNeHHbIV CaliT, BBeAWTe ero agpec (Hanpumep,
www . example. com). [lOCTyn KO BCEM pecypcam, pacnoNoXeHHbIM Ha 3TOM canTe, byaeT
pa3peLueH;

e UTOObI paspeLwmnTb AOCTYN K TEM calTaM, B ajpece KOTOPbIX COAEPKUTCA OnpeseneHHbI
TEKCT, BBeAMTe B Moje 3TOT TeKCT. [Ipnumep: ecaum Bbl BBejeTe TeKCT example, TO 4OCTYN K
agpecam example.com, example.test.com test.com/example,
test.example222.ru M T. N. byaeT paspeLleH;

e UTO6bI paspeLwmnTb AOCTYN K ONpeAesIeHHOMY AOMEHY, YKaX1uTe MMA AOMeHa C CUMBOJIOM
«.». B Takom cnydyae AOCTyn KO BCEM pecypcaM, HaxoAALWMMCS B 3TOM AOMeHe, byaeT
pa3peweH. Ecan npuv ykasaHnu JoMeHa NCrNoib3yeTca CUMBOA «/», TO Ta 4YacCTb
NOACTPOKM, UTO CTOUT C/IEeBA OT CMMBOJIA «/», ByAeT CUNTaTbCA LJOMEHHBIM UMEHEM, a
4YacTu crpasa OT CMMBOJIa — YacCTbHO Pa3peLLleHHOro Ha JaHHOM JOMeHe ajpeca.
MpumMep: ecan Bbl BBeAETE TEKCT example.com/test, TO OyayT pa3peLleHbl Takue
ajpeca Kak example.com/testll, template.example.com/test22 N 1. N,

e yTO6bI 106aBUTb B UCK/IFOUEHUA OMNMpPeAeNeHHble CaliTbl, BBEAMNTE OMPeAENtoLLYHO UX
Macky B nosae BeBoga. Macku gobasnsatorcs B popmate: mask://. ..

Macka 3agaeT 06LLyto YacTb UMeHU 0bbekTa, Npu 3TOM:

o CUMBOJ «*» 3aMeHseT NtobyLo, BOSMOXHO MYyCTYLo, NOCAeA0BaTeIbHOCTb CUMBOJIOB;
o CMMBOJ «?» 3aMeHAEeT Nt060K, B TOM UMCae NYCTOW, HO TOIbKO OAWH CUMBOJ.
Mpumepsi:

o mask://*.ru/ — 6yAyT OTKPbIBaTbCA BCE CallTbl B 30HE . ruy;

o mask://mail — ByAyT OTKPbIBATLCA BCE CAMTbI, B KOTOPbIX COAEPXKMTCA CIOBO
«mail»;

o mask://???.ru/ — OYAyT OTKPbIBATbCA BCE CallTbl 30HbI . ru, UMEHA KOTOPbIX
COCTOAT M3 TPEX NN MEHee 3HAKOB.

BeeseHHas ctpoka npu gobaBieHnn B CNNCOK MOXeT 6biTb NMpeobpasoBaHa K
yHMBepcanbHoMmy Buay. Hanpumep agpec http://www.example.com byaer
npeobpa3oBaH B 3aNUCb www.example . com.

2. Haxmure KHOI'IKy@ nnm kHonky ENTER Ha knaBmaType. YkazaHHbIN agpec NosBUTCA B
crnucke.

3. Mpw HeobxoanmocTn noBTopuTe Warn 11 2 ans fob6aBAeHNs APYrUX ajpecoB.

PyKOBO,ELCTBO nosab3oBaTenda
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Pabota c 06bekTamMu B cnucke

,ﬂflﬂ pa6OTbI c obbekTamu B Ta6n|/|u,e AOCTYMHbI Ciedyroumne sNeMeHTbl yrpaB/eHUA:

e KHonka @ — fobaBneHuVe ajpeca calrita B CMUCOK UCKNtoUeHnn. CTaHOBUTCA AOCTYMHa,
€C/IN B TEKCTOBOE MOJie BBEAEHO Kakoe-1Mbo 3HaueHue.

e KHonka @— peaakTMpoBaHMe BbIBPaHHOTO ajapeca calTa B CMUCKE NCKIHOUYEHWN.
e KHonka —y,qaneHme BbIBpPaHHOrO agpeca calita U3 Cnucka UCKIYEHU.

° I'Ipm Ha>XaTn KHOMKU @AOCTyI'IHbI cegyrouime AeIZCTBMHZ

o DKCMOPT — 3Ta OMNLUMSA NO3BOAAET COXPAHUTb CO3aHHbIN CMNCOK NCKIHOUYEHWIA, UTOOBI
MCNO/Ib30BaTh €ro Ha APYroM KOMMbOTEPE, Ha KOTOPOM YycTaHoBaeH Dr.Web.

s UMmnopTt — 3Ta onuma No3BOASET NCMO/b30BaTh CMNCOK UCKIKOUYEHWUIN, CO34aHHbIN Ha
APYrom KommbtoTepe.

= OyncTUTb BCEe — 3Ta onuua No3BoaAET yaalnTb BCE 06beKTbl M3 CNUCKA NCKAHOYEHN .

[eAcTBNA yaaneHns nan pesaktMpoBaHns obbekTa AOCTYMHbI Tak)Ke B KOHTEKCTHOM MEHHO
NpW HaXaTuu NPaBON KHOMKOW MbILWN Ha OAWH UAN HECKOJIbKO BblIBpPaHHbIX OO BEKTOB.

13.2. ®annbl U Nanku

Bbl MOXeTe 3agaTb cnncok GanioB 1 Nanok, KOTopble NCKNHOYAOTCA U3 aHTUBUPYCHOM
npoBepKn cncTembl kKomnoHeHTamu SplDer Guard 1 CkaHep. B Takom KayectBe MoryT
BbICTyNaTb Nanku kKapaHTUHa aHTUBMpPYCa, paboune nankv HEKOTOPbIX MPOrpamMm,
BpeMeHHble dannbl (dalinbl NoAKaYKM) 1 T. M.

Y106bI HaCTpPoOUTb CNUCOK UCK/TKOYaeMbIX <|>ai7|noa N Nanok

1. Otkpoiite MeHo DrWeb ®# 1 Bbi6epute nyHkT LieHTp 6e30nacHocTy.
2. B oTkpbiBLIEMCA OKHE HaXMuTe NanTky UcknroueHums.

3. Haxwmute nantky ®@annbl v nankw.

PyKOBO,CLCTBO nosab3oBaTenda
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UcknroueHnsa 172

W Llentp Bezonacroctn > Wcknrouerna > Daiins u nanku - O X

€ VckroYeHuns & o L0

B daitnbl v nanku

Bbl MOXETE MCKIKIUWTE onpegeneHHbIE hains M Nankm 13 MNPOBEPKKM KOMNOHEHTAMK 3ALLLWThI.

® ©

OfsekT SplDer Guard CraHep

Crnucok nyct

~

—
[=a)

PucyHok 92. Cnucok uckirouaembix ¢paiizioB U nanok

Mo ymonuaHmto cnmcok nyct. lobaBbTe K UCKIOUEHUNAM KOHKPETHbIE Nanku n Ganabl nim
MCNO/Ib3yMTe Macku, YToHbl 3aNpeTUTb NPOBEPKY OnpeaeneHHOM rpynnbl darnos. Kaxapli
Aob6aBnseMblii 06bEKT MOXHO UCKNHOUMTL M3 MPOBEPKM Kak 0BOMX KOMMOHEHTOB, Tak U
KaXk4oro B OTAeNbHOCTU.

UT06b1 f06aBUTHL aiinibl U NANKN B CNUCOK UCKTFOUEHUIA

1. YTt06bI fO6aBMTL Nanky nam Gana K CNMCKY NCKIKOUYEHWI, BIMOAHUTE OAHO U3 CeyoLwmMX
NeNCTBUIA:

e 4TO6bI YKa3aTb KOHKPETHbIN CyLLEeCTBYOWMIA alin Man nanky, HaXxKmMmnTe KHOMKY @ B
OTKPbIBLUEMCSI OKHE HaxXMuTe kHorky O63op, uto6bl BbibpaTb nanky nam eai. Boi
MOXKeTe BPYUHYH BBECTV MOJHBIN NyTb K Gaiy nan nanke B nose BBOA], a Takke
OTpeAakTMpoBaTh 3aMnCb B MoJe BBOAA Nepes AobaBieHneM ee B cnvcok. Hanpumep:

o C:\folder\file.txt — nckntoyaet n3 nposepkn ¢ann file.txt B Nanke C:
\folder.

o C: \folder — UCKNKOYaEeT N3 MPOBEPKKM BCE NoAnarnk m q)al\/’lﬂbl B nanke C:
\folder.

e YTOObI NCKNHOUNTL M3 MPOBEPKN Palia C onpeseneHHbIM UMeHeM, BBeanTe nma dainna,
BKJ/IHOYAA pacluMpeHmne, B Mosie BBOAA. YKa3biBaTb NyTb K pariay npu 3ToM He TpebyeTcs.
Hanpumep:

s file.txt — WUCKIFOYAET U3 NPOBEPKM BCe paisibl C UMeHeM file M pacliMpeHneM
. tLxt BO BCEX Nankax.

PyKOBO,CLCTBO nosab3oBaTenda
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file — UCkItOYaET M3 NPOBEPKM BCe daliibl C UMeHeM file 6e3 paclMpeHuns BO
BCeX Mmankax.

e UTOObI UCKIHOUUTL U3 npoBeEPKK q)al;llﬂbl WA nankn onpeseneHHoOro snja, sBegnte
onpeaenAarLwyro nx Mmacky B noje sesoja.

Macka 3agaeT o6Lyto YacTb UMeHU obbekTa, Npun 3TOM:

o

o

CUMBOJ1 «*» 3aMeHsAeT III-O6yI-O, BO3MOXHO MYyCTyrO, nocnefoBaTe/ibHOCTb CMMBOJIOB;

CMMBOJ «?» 3aMeHAeT fHO6OVI, HO TOJIbKO O4NH CMMBOJI;

Mpumepsi:

o

oTuer*.doc — Macka, 3agatowas Bce JokyMeHTbl Microsoft Word, HazBaHue
KOTOPbIX HAYMHAETCA C MOACTPOKM «OTUET», HanpumMmep, Garabl orueT—
berpasis.doc, oruerl21209.doc UT. 4,

* .exe — MacKa, 3ajaroLLan Bce ncnoaHaemole dannbl ¢ pacwmperHnem EXE,
Hanpumep, setup.exe, iTunes.exe UT. A4,

photo??2209.jpg — Macka, 3asatollas Bce pannbl n3obpaxeHnin popmarta JPG,
Ha3BaHWe KOTOPbIX HaUMHAETCA C MOACTPOKM «photo» 1 3aKkaHUMBaETCA MOACTPOKON
«09», Npu 3TOM Mexay ABYMA 3TUMM NOACTPOKaMM B Ha3BaHUM dalina CTouT pOBHO
yeTbipe MPOU3BOJIbHbIX CUMBOAA, Hanpumep, photol121209. jpg,

photomama09. jpg nan photo----09. jpg.

file* — nckntoyaeT U3 NpoBepkn Bce daiibl € HOOBIMU PaCLUMPEHNAMU, UMS
KOTOPbIX HaUMHaeTcs ¢ £ile, BO BCeX Marnkax.

file.* — nckntoyaeT U3 NpoBepkn Bce panbl C UMeHeM file 1 N06bIM
pacwmpeHem BO BCex namnkax.

C:\folder\** — nckito4aeT U3 NPOBepPKM BCe NoAnankn n Ganabl B nanke C:
\folder. B nognankax dannbl 6yayT npoBepATbCA.

C:\folder\* — nckito4aeT 3 nposepku Bce Gannbl B nanke C: \folder n Bcex
noAnankax Ha 1060M YypOBHE BNOXEHHOCTW.

C:\folder\*.txt — nckiovaeT n3 nposepkn danbl *.txt B nanke C:\folder.
B nognankax ganabl * . txt B6yayT NpoBepsATbHCS.

C:\folder\*\*.txt — MCKIOYAET N3 NPOBEPKM Palbl * . txt TONbKO B
nognankax NepBOro ypoBHSA BJOXEHHOCTN nanku C: \folder.

C:\folder\**\*.txt — nUcKIto4aeT U3 NpoBepkn Gasibl * . txt B nognankax
Ntoboro ypoBHSA BAOXeHHOCTN nanku C: \folder. B camon nanke C:\folder
dannbl * . txt ByayT NpoBepATbCA.

2. B okHe gobaBneHunsa darina nam nanku ykaxumTe, Kakvme KOMMOHEHTbl He AOJ/IKHbI
NPOBOANTb MPOBEPKY BblIOpaHHOro obbekTa.

3. Haxmute kHonky OK. BeibpaHHbI dain nam nanka nosBUTCA B CMUCKE.

4. Tpw HeobxoanMOCTM NoBTOpUTe Waru 1-3 ana gobasneHus apyrux Ganaos uam nanox.

PyKOBO,ELCTBO nosab3oBaTenda
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Pabota c 06bekTamMu B cnucke

,ﬂflﬂ pa6OTbI c obbekTamu B Ta6n|/|u,e AOCTYMHbI Ciedyroumne sNeMeHTbl yrpaB/eHUA:

KHonka @ — pobaBneHne obbekTa B CNMUCOK UCKIHOUEHWN.

KHonka @ — pejaKktnpoBaHune Bbl6paHHOFO obbekTa B CNUCKe NCKNHOUEHWNA.

KHonka — yAaneHune Bbl6paHHOFO ob6BbeKTa U3 Cnmcka NCKIHYUYEHNN.

DTV feNCTBMA AOCTYMHbI TaKKe B KOHTEKCTHOM MEHIO MPW HaXaT NpaBon KHOMKOW MblLLM
Ha OAWMH MU HECKOIbKO BblOpaHHbIX 06 BEKTOB.

e [pu HaXkaTUK KHOMKM @AOCTyI‘IHbI cneayrolme fencTBmS:

o JKCMOPT — 3Ta OMNLMSA NO3BONASET COXPaHUTb CO3A4aHHbIN CMUCOK UCKIHOYEHUIA, UTOBbI
MCMO/Ib30BaTh Er0 Ha APYroM KOMMbOTEPE, Ha KOTOPOM ycTaHoBaeH Dr.Web.

o MMﬂOpT — 3Ta OonuMAa No3BOJIAET NCMOJIb30BaTb CMNCOK VICKI'II-O‘-IGHI/II?], CO3AaHHbII\/JI Ha
APYyromMm KomMmnbroTEpPE.

= OUnCTUTb BCEe — 3Ta onuua no3BoaAeT yaaanTb BCE 06beKTbl U3 CNUCKA UCKIHOUYEHN.

13.3. NMpunoxxeHuns

Bbl MOXeTe 3aaTb CNMCOK NPOrpamMM M NPOLECCOB, aKTMBHOCTb KOTOPbIX UCK/IOYAETCs U3
nposepkun GpannoBbiMm MoHUTopoM SplDer Guard, nHTepHeT-moHUTOpOM SplDer Gate n
noytoBbIM aHTMBMUPYcoM SplDer Mail. Vickitouatotca n3 npoeepku 06BbEKTbI, U3MEHsAEeMblIe B
pe3ynbTaTe PaboTbl AaHHbIX MPUNOXKEHWNI.

UT06b1 HACTPOUTb CNNCOK UCK/TFOYAEMbIX NPUIOXKEHUI

1. OTkpoiite MeHio DrWeb % 1 Boi6epuTe nyHkT LieHTp 6e3onacHocTy.
2. B oTkpbiBLIEMCA OKHE HaXxMuTe NanTky UcknroueHums.

3. Haxmute nautky MpunoxxeHuns.

PyKOBO,CLCTBO nosab3oBaTenda
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€ VcknroueHus & O 0

MpunoxeHus

Bbl MOXETE MCKIKIUWTE onpegeneHHbIE NPpOorpamMmMel W NpoUeccsl W2 NPOBEPKK KOMNOHEHTAMK 3aLLIMThI. BozmoxHo, 310

YEENWYWT CKOPDOCTE NPOEEPKKA, HO Gez20nacHoCTL KOMNBHOTEDE MOMET BhbITe Mo }"I’pOBOH.

® ©

OfwekT SplDer Guard SplDer Gate SplDer Mail

Crnuncok nycT

~

—
[=a)

PucyHok 93. Cnucok uckitouaembixX NpUIoXKeHNN

Mo YMONYaHNIO CMUCOK MYCT.

Y106bI AOGaBVITb npuaoXXeHua B UCK/IroueHunsA

1. YT06bI 4O6ABMTE NPOrPamMMy UAM NPOLLECC K CMIMCKY NCKTFOUEHUI, HaXKMUTe @
BbimosHUTE OAHO M3 CAeayrOLLMX AeUCTBUNA:

e B OTKPbIBLUEMCS OKHE HaXXMuTe KHomnky O630p, uTo6bl BbIGpaTh NpuaoxeHme. Bol
MOXeTe BPYUHYIO BBECTM MONHbIA NyTb K MPUAOXEHMIO B NOJie BBOAA. Hanpumep:

C:\Program Files\folder\example.exe

e YTOObI NCKNHOUNTL NPUNOXKEHWE N3 NPOBEPKM, BBEAMTE €r0 UMA B NOJE BBOZAA.
YKa3biBaTb NOHbIV NYTb K MPUIOXEHUIO NPU 3TOM He TpebyeTca. Hanpumep:

example.exe
e YTOObI UCKTHOUNTb N3 NPOBEPKN NPUNNOXKEHNA OnpeaseneHHOoro enjaa, BBegnte
onpezenatoLLyo X Macky B Noae BBOAA.

Macka 3ajaet O6LLI,yI-O 4aCTb UMEHWN O6beKTa, NMpn 3TOM:

o CMMBOJ «*» 3aMeHseT J'II'O6yI-O, BO3MOXHO NyCTyrO, NOC/1€40BAaTE/IbHOCTb CMMBONOB;

5 CUMBOA «?» 3aMeHAeT 060N, HO TONIbKO OANH CUMBOJ;

MprMepbl 3agaHNsA UCKTHOYEHNIA:

o C:\Program Files\folder\*.exe — UCKIIOYAET N3 NPOBEPKU MPUIOXEHNA B

nanke C:\Program Files\folder.B nognankax npunoxeHus 6yayt
npoBepATbCA.

PyKOBO,CLCTBO nosab3oBaTenda
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C:\Program Files\*\*.exe — UCKIKOYAET U3 NPOBEPKMN MPUIOXKEHNA TONLKO B
nojnarnkax nepBoro ypoBHA BNOXEHHOCTM nanku C: \Program Files.

C:\Program Files\**\*.exe — NUCKNtOYaAET N3 NPOBEPKN NMPUNOXKEHNA B
noznankax s1t060ro ypoBHA BAOXEHHOCTU Nanku C: \Program Files.B camow
nanke C:\Program Files npuaoxeHua 6yayT npoBepATbCA.

C:\Program Files\folder\exam*.exe — UCK/IOYAET U3 NPOBEPKM NtobbIE
npuaoxeHua, B nanke C: \Program Files\folder, Ha3BaHNA KOTOPbIX
HaumMHatoTCca ¢ exam. B nognankax 3Ty npuaoxeHusa 6yayT npoBepATbHCA.

example.exe — UCKIHOYAET U3 MPOBEPKM BCE MPUTOXKEHUSA C UMEHEM example U
paclUMpeHneM . exe BO BCEX Markax.

example* — UCKIHOYAET U3 MPOBEPKN MPUNOXKEHUSA noboro TMna, UMeHa KOTOPbIX
HaUMHaAKOTCA C example, BO BCEX Marnkax.

example.* — UCKItOYAET U3 NMPOBEPKN BCE MPUNOXKEHUSA C UMEHEM example U
NO6bIM paclMpeHremM BO BCeX Markax.

MOXeTe NCKNHUYNTb U3 MPOBEPKN MPUNNOXKEHUNE MO MMEHN nepeMeHHon, ecin B

HACTPOMKaxX CUCTEMHbIX MepeMeHHbIX 3aaHO UMSA N 3HAYEeHNe 3TON NepeMeHHOMN.
Hanpumep:

$EXAMPLE PATH%\example.exe — UCKIHOYAET U3 NMPOBEPKN NMPUIOXKEHWE MO NMEHN
CUCTEMHOW NepeMeHHOoM. IMs cMcTeMHON NepeMeHHOM 1 ee 3HaUYeHe MOXHO 3a4aTb B
HaCTPOMKax onepaLoOHHON CUCTEMDI.

Ans onepaumoHHon cnctembl Windows 7 v Bbiwe: MaHenb ynpaBnaeHnsa — Cucrtema —
JononHutenbHble NapamMmeTpbl cMctemMbl — [lononHurenbHo — MNMepemeHHble cpeabl —
CuctemMHble NnepemMeHHble.

Mms nepemeHHOM B NpuMepe: EXAMPLE PATH.

3HaueHue nepemMeHHOM B NpuMepe: C: \Program Files\folder.

2. B okHe HaCTpOIZKM YKaXXUTe, KakKne KOMMNOHEHTblI HEe AOJI>KHbl MPOBOANTb NMPOBEPKY

Bbl6paHHOFO NpUNoXeHNA.

PyKOBO,ELCTBO nosab3oBaTenda
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W Llewtp BezonackocTn > Woknrouerina > Mpunoxkenus - O

€ McknroveH

Mpwnl

bl MOXeTe WUd

YEEANYWT cKop

m

>
,ﬂ,OﬁaBHTb npunoXxeHue
|| | ‘ 0630p... MOXHO, 3T0
McknioumTs M2 Npoeepky KomMnoHeHTom SplDer Guard
MeknoumTe M2 npoeepkl KomnoHenTamy SplDer Gate n SplDer Mail |
Mail

(=)
iy

OTMEHWTE (

PucyHok 94. [lo6aB/ieHMe NPUI0XKEHUI B UCKJTFOUEHUSA

3. [na o6BEKTOB, NCKOYaeMbIX U3 NpoBepkn komnoHeHTamu SplDer Gate n SplDer Mail,

YKaXXnte 4ONOJHNTENbHbIE YCNIOBUA.

Mapametp

HezaBucumo ot
Hannums
udppoBo
noAnmMcK
NPUNOXKeHNs

Mpwu Hannumn
JencTBUTEIbHON
umdpoBo
noAnucu

NP UNOXKEHNS

Nroboni Tpadpuk

3alwmnppoBaHHbIN
Tpadpuk

o Bcem IP-
azpecam u
nopTam

OnucaHue

Boibepwte 3Ty HacTPOWiKy, eCam NPUIOXKeHWe AOMKHO ObiTb UCKIOYEHO U3

MPOBEPKUN BHE 3aBUCKMOCTU OT HaMuusl y HEro AeNCTBUTEIbHOW LMdPOBOI

noanmcu.

Boibepwte 3Ty HacTpOWiKy, eCam NPUIOoXKeHWe AOMKHO ObiTb UCKIOUEHO U3
NPOBePKM TOIbKO MPU HaVUUK AeACTBUTENbHOW LMPPOBOI NOAMUCK
NpUNOXeHWs. B NpoTYBHOM cayyae npunoxeHve 6yaeT NpoBepeHo
KOMTMOHeHTaMMW.

Bribepute 3Ty HaCTPOWiKY, UTOGbI UCKIHOUUTL 13 NMPOBEPKM M 33 UPPOBaHHLIV, 1

He3aLlMPPOBaHHbIV TPadUK NPUIOKEHNS.

BbibepuTte 3Ty HacTPOWiKy, UTOBbI UCKNOUNTD U3 MPOBEPKM TOJIbKO
3aWndpoBaHHbIN TpadUK NPUNOKEHMS.

Bbibepute 3Ty HaCTPOWiKy, UTOGbI UCKIOUNTL U3 MPOBEPKM TpaduK,
nepejaBaemMblii Ha Ntobble IP-agpeca 1 NopTbI.

PyKOBO,CLCTBO nosab3oBaTenda
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Mapametp OnucaHue

Mo ykasaHHbIM IP-  Beibepute 3Ty HacTpowiky, Utobbl ykasaTb IP-agpeca nnun nopTbl 48 UCKAIOUYEHMS

ajpecam u 13 NPOBepKM NepesaHHOro ¢ HUx Tpaduka. Tpaduk, nepesaHHbIi C OCTanbHbIX
noptam IP-agpecoB nav nopToB, HyseT NpPoBepeH (eCan He UCKNKOUEH APYrUMU
HacTpoMKamm).

3asaHve agpecoB a8 TOHKOW HAaCTPOWMKMU UCKIHOYEHWIA UCMONb3YIATE Cesytolme pekoMeHAaLum:

1 nopTos .
e 4TOObI UCKIOUNTL U3 MPOBEPKN OMpe/esieHHbIl JOMEH Mo onpeaeseHHOMY

nopTy, yKaxkute, Hanpumep, site.com:80;

e /1 UCK/IIOYEHMA 13 MPOBEPKM Tpaduka MO HecTaHAZapPTHOMY MOPTY
(Hanpumep, 1111) HeobxoaMMO ykasaTtb: *:1111;

e ANA UCKIOYEHWS 13 NpoBepky Tpadurka OT JoMeHa no ntobomy nopty
yKaxute: site: *

4. HaxxmwnTte kHonky OK. BbibpaHHOe npuioXeHne NoSBUTCA B CNMCKE.

5. Mpn HeobxoANMOCTN NOBTOPUTE AENCTBUA ANA f06ABAEHUA APYTUX NPOTrPaMMm.

PaboTta c o6beKkTamMu B cnucke

[ns paboTbl c 06BbeKTamMu B TabauLe AOCTYMHbI CeAyHoLMe 31eMEHTbI YIPaBAeHUs:

e KHonMka @ — jfobaBsieHne 06bekTa B CNMCOK UCKTHOUEHUN.
e KHOMkKa @— pefakTMpoBaHMe BbIbpaHHOro o6bekTa B CNUCKEe NCKIHOUEHUN.

e KHonka —y,a,aneHme Bbl6paHHOFO 0b6BbEKTa U3 CNUCKA UCKIHOUEHNA.

DTN AelCTBMA JOCTYMHbI Takoke B KOHTEKCTHOM MEHHO NMPU HaXkaTn NpaBoM KHOMKOW MbILLN
Ha OAWMH MAN HECKONbKO BblOpaHHbIX 06 BEKTOB.

e [pn HaXkaTUM KHOMKM @AOCTyI‘IHbI cnesyrolime fencTBUS:

o DKCNOPT — 3Ta OMNuMA NO3BONAET COXPAHUTb CO3aHHbIN CMNCOK NCKIHOUYEHWI, YTOOBI
MCNONb30BaThb €ro Ha APYroM KOMMbHOTEPE, HAa KOTOPOM ycTaHoBeH Dr.Web.

o MMnopt — 3Ta onuua no3BosifeT NCMOb30BaTh CMMCOK UCKIOUEHWUI, CO3AaHHbIN Ha
APYroM KoMmbtoTepe.

= OuncTnUTb BCE — 3Ta onuuda No3BONAET yaaanTb BCE 06beKTbl U3 CNUCKA UCKIHOYUYEHUA.

13.4. AHTUCcnam

Bbl MOXeTe 3aaTb CMUCKMU OTNPaBUTENEN, MUCbMaA KOTOPbIX BYAYT NCKAKOUEHbI U3 MPOBEPKM
Ha cnamM. AHTUBMPYCHas NPOBepKa TakMX MMCEM COXPaHAETCS.

YT06b1 HACTPOUTb UEPHbIA U 6enbIv CNUCKN aapecoB

1. Otkpoiite MeHto Dr.Web ® 1 Bri6epute nyHkT LieHTp 6e30nacHocTy.

PyKOBO,CLCTBO nosab3oBaTenda
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2. B OTKpbIBLLEMCA OKHE Ha>XMUTE MJINTKY UcknroueHns.

3. Haxxmute nantky AHTUCNaM.
Peakuwns komnoHeHTa SplDer Mail Ha nucbMa oTnpaBuTenen U3 YepHoro n 6enoro CNMCKOB:

e Ecv agpec otnpasuTens jo6asieH B 6eblil CIMCOK, TO MUCbMO cUMTaeTcs 6e30mnacHbIM U
He NOoABepraeTcs aHaAM3y Ha cofep>kaHue cnama.

e Ecv agpec otnpaButens gobaBneH B YepPHbIM CMUCOK, TO MMCbMY 6€3 4ONONHUTENBHOTO
aHanu3a npucBamBaeTcs CTaTyc cnama.

T Lentp Bezonachoctn > Wekntouerua > AHTicnam - O X
€ Ucknrouenus e 0 0
M Antucnam

Bel moxete gobaeunTe aapec B Benbli Cvcok, v Bce cooBLLeHWA 0T 4aHHOID OTNPAENTENA DyayT CUMTaTeCA BezonacHeIMM,
Ecnv Bl A063EMTE 3Apec B YEpPHLIA CNUCOK, Bee cOOBLLEHUA ByAyT SETOMaTUYECKW OTMEUEHE! K3k Cram.

Benwbiii cnucok UepHbii cnncok

© ©

Crncok nyct Crnncok nyct

5
(=)
P

PucyHok 95. YepHbiii u 6enbiii cnucok agpecos

Mo ymonuaHuto oba cnucka nycTbl.

UYT06b1 062BUTL NOUTOBbIE aApeca B UCK/IIOUEHUNSA

1. BBeanTe B Nose BBOZa MOYUTOBbIV aZpec OTNPaBUTENS MW MACKY, 3aZatoLLyHO MOYTOBbIE
ajpeca oTnpaBUTENEN, YbM NUCbMA Bbl XOTUTe 0bpabaTtbiBaTb aBTOMaTnUecku 6e3
npoBejeHns aHanm3a. MeTozbl BBOAA:

e yTO6bI 106aBUTL B CMUCOK ONPEAENEHHOTO OTNPABUTENS, BBEAMTE €ro NOJHbIA MOYTOBbIN
ajpec (Hanpumep, name@pochta.ru). Bce nucbMa, nonyueHHble ¢ 3TOro agpeca, byayt
obpabaTtbiBaTbCa 6€3 aHann3a;

e yTO6bI 06ABUTL B CMMCOK OTMPABUTENEN, NCMONb3YHOLMX MOXOXME ajpeca INEeKTPOHHOM
MOYTbl, NCMOIb3YNTE CUMBOJIbI «*» U «?», YTOObl 3aMEHUTb OT/IMYAOLLYHOCA YacTb ajpeca.
Mpw 3TOM CMMBOJ «*» 3aMelLaeT Ntobyr Nocies0BaTeENbHOCTb CUMBOJIOB, @ CUMBOJ
«?» — OAMH (ntoboi) cumeon. MNpumep: ecan Bbl BBeZeTe agpec name*@pochta.ru, TO

PyKOBO,CLCTBO nosab3oBaTenda
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nncbMa OT OTNpaBUTeNen ¢ agpecaMu BuAa name@pochta.ru, namel@pochta. ruy,
name moj@pochta.ruun T. n. 6yayT obpabaTbiBaThca 6€3 aHann3a;

e yTOObI rapaHTMPOBAHHO NOJyYaTb AN BIOKMPOBATL MUCbMa C NMOYTOBbIX aPECOB B
KOHKPETHOM JJOMEHeE, NCMO/b3YyITe CUMBOJ «*» BMECTO MMeHW nosb3osaTtens. Mpumep:
yTOObI 3aaTb BCE MMCbMa OT OTNpaBuTeNet U3 JomeHa pochta.ru, BBeagnte *@pochta.ru.

2. Ytob6bl f06aBNTb BBEAEHHbIN aApec B CMUCOK, HAaXXMUTE KHOMKY @ nnn kHonky ENTER Ha
Knasuarype.

3. Mpu HeobxoamMmocTn nosTopuTe Warn 11 2 ans gobaBneHns Apyrux ajpecos.

PaboTta c o6beKkTamMu B cnucke

,ﬂ'flﬂ pa6OTbI c obbekTamu B Ta6n|/|u,e AOCTYMHbI CeAyroumne sneMeHTbl yrpaB/eHNA:

e KHonMKa @ — pobaBieHne NoYTOBOro ajpeca B cnmcok. CTaHOBUTCA AOCTYMNHA, eCan B
TEKCTOBOE MoJie BBEAEHO Kakoe-IMbo 3HaueHme.

e KHonMka — yAaneHune Bbl6paHHOFO NMOYTOBOro ajpeca M3 Crincka.

e [Tpn HaXkaTUM KHOMKM @AOCTyI‘IHbI cneayrolme fencTeums:

o U3aMeHUTb — 3Ta Onums No3BoAsSET OTPEAAKTMPOBATL BbIBPAHHbIN 13 CMCKa NOYTOBbI
ajApec.

o JKCMOPT — 3Ta OMLMA NO3BONASET COXPaHUTb CO3A4AaHHbIN CMUCOK UCKIHOYEHUIA, UTOBbI
MCMO/Ib30BaTh Er0 Ha APYroM KOMMbOTEPE, Ha KOTOPOM ycTaHoBaeH Dr.Web.

o MMﬂOpT — 3Ta onuMAa No3BOJIAET NCMOJIb30BaTb CMNCOK VICKI'II-O‘-IGHI/II?], CO3AaHHbII\/JI Ha
APYyromMm KomMmmnberoTEpPE.

= OunCTUTb BCe — 3Ta onuua no3BoaAeT yaananTb BCE 06beKTbl U3 CNUCKA UCKIHOUYEHN.

ﬂ'eVICTBMH YAaneHnAa Uan pefaktmpoBaHNA obbekTa AOCTYMHbI TaKXXe B KOHTEKCTHOM MEHHO
npwn Ha>atnn npaBO|7| KHOMKOW MbILIN Ha OAVH NN HECKOJIbKO Bbl6paHHbIX 06BEKTOB.

PyKOBO,CLCTBO nosab3oBaTenda
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14. Cratuctnka paboTbl KOMNOHEHTOB

CratucTKa paboTbl KOMMOHEHTOB

Y Bac ecTb BO3MOXHOCTb npocMaTpmBaTb CTaTUCTUKY pa6OTbI OCHOBHbIX KOMIMOHEHTOB

Dr.Web.

Y106bI nepeﬁTM K MPOCMOTPY CTaTUCTUKUN NO Ba)XKHbIM cobbiTaAM B pa60're KOMMOHEHTOB

3aLUThbI

1. Otkpoiite MeHto Dr.Web ® 1 sri6epute nyHkT LieHTp 6e30nacHocTy.

2. B oTkpbIBLIEMCS OKHe BbibepuTe BK1aaky CTaTUCTUKa.

3. OTKpOGTCFI OKHO MPOCMOTpPa CTaTUCTUKKN, U3 KOTOPOTO AOCTYMNHbI OTUETbLI ANA CAefyHoLWnX

rpynn:

e [1oapo6HbIN OTUeT
e ODUCHbBIN KOHTPOb
e Yrpos3sl

e bpaHamayap

¥ Lentp GezonacHocTn

LleHTp 6e3onacHoctu  CraTuctuka

_ MoapobHbIii oTyeT
Otuet 0 coBbITMAX B paboTe KOMMNOHEHTOR

¥rpozbl

% CeroaHa 30 aHeid Bce epemna
0 0 0

A
HaxemunTe, uToBbl 3aNpeTuTh MIMEHEHNA

& & L

OduUcHbBIA KOHTpONb

Otuetsl 0 coBuiTMAx OdWCHOrO KOHTPONA
Mo KaXA0MY MOMBS0EATEND

bpanamayap
OTueT 06 aKTMBHLIX NPUAOKEHWAY, XYPHAN
NPUADKEHWIA, XYPHAN NaKeTHOro bWneTpa

PucyHok 96. Cratuctuka paboTbl KOMNOHEHTOB

4. BbibepuTe rpynny Ans npocMoTpa OTYETOB.

PyKOBO,CLCTBO nosb30BaTena

181



14
X
I\

A
g

CratucTKa paboTbl KOMMOHEHTOB

Moapo6HbIV oTueT

B 3TOoM OokHe cobupaetcs nogpobHas nHdopmMaumna 060 Bcex CObbITUAX 3a BCE BPEMSA
paboTbl.

¥ Lentp GezonacHoctw > Cratnctvka > MogpoBHeii otyer - O X

€ CTaTUCTHKa L2 I

MoapobHbIiA oTueT

®

fara

KomnounenT

CobeiTne

25.07.2019 19:57

25.07.2019 1857

25.07.2019 17:58

25.07.2019 16:57

25.07.2019 16:01

25.07.2019 14:58

25.07.2019 14:27

25.07.2019 13:57

{0 OBrHoBnEHME
{0 OBrHoEnEHME
0 O6rHoeneHVe
Q0 O6rHoeneHVe
Q) OBHoeneHne
Q0 OBHoeneHKe
Q0 OBHoeneHKe

{2 OfHoeAeHMe

OEHOENEHWE Z3ERPLUEHO
OEHOENEHWE Z3ERPLUEHO
OEHOBNEHWE Z3EPLUEHO
OEHOBNEHWE Z3EPLUEHO
OEHOBNEHKME Z3ERPLUEHO
OBHOBNEHWME 33BEPLUEHO
OBHOBNEHWME 33BEPLUEHO

OBHOENEHWE 23EEPLLEHD

A AT MM 47T Lo T VR P - -7

=
(=)
e

(il
HaxmnTe, yToBbl BHECTH M3MEHEHWA .

PucyHok 97. OkHo nogpo6Horo otuera

B oTueTe dpukcnpyroTca ciepyrolime cBeAeHunsa:

° Aa‘ra — AaTa 1 BpeMAa CO6bITVIF|;
o KOMMNOHEHT — KOMMOHEHT UK MOAYy/b, K KOTOPOMY OTHOCUTCA CO6bITI/Ie,'

e CobbITHe — KpaTKoe onncaHmne cobbITUA.

Mo ymonuaHMio 0ToHpaxkatoTcs BCe COObITUS 3a BCe BpeMms.

[na paboTbl c 06bekTamu B TabanLie NCNONL3YHOTCA /1eMeHTbl yNpaBaeH s @ @ @

,ﬂflﬂ 0T6opa CO6bITUI MOXHO BOCNO/Ib30BaThCA AO0NOJIHATENbHbBIMW QDI/IJ'IpraMI/I.

O}UNCHBIN KOHTPOIb

B rpynne O¢uUCHBbIN KOHTPOJIb OTpaXaeTcs cTaTucTMKa 3abaokmposaHHbix URL ans kaxaow
yYeTHOW 3anucu.

PyKOBO,CLCTBO nosab3oBaTenda
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CratucTKa paboTbl KOMMOHEHTOB

R Lentp GesonacHocTn > Cratnctika > OucHBIR KOHTPONE > user

€ CraTucTuKa

€ user
@

fara

3abnokMpoBaHHEIR pecypc

MpuumHa BAOKMPOBKK

3/21/2019 3:57 AM
3/21/2019 3:57 AM
3/21/2019 3:57 AM
3/21/2019 3:57 AM
3/21/2019 3:57 AM

3/21/2019 3:57 AM

www.facebook.com

www.facebook.com

www.facebook.com

www.facebook.com

vk.com

vk.com

CounansHele ceTi
CounansHble ceTi
CounansHble ceTi
CounansHele ceTu
CaiThl 4NA BIPOCALIX

CalTel £NA B3pOCALIX

~

—
[=a)

PucyHok 98. OkHo cratuctuku OpurcHoro KOHTpons

B oTueTe dukcmpytoTca caeyrolime CBeAEHMSA:

e lata — faTa 1 BpeMs 610KNMPOBKY;
¢ 3a610KkMpOBaHHbIA pecypc — CCblika Ha 3abN0KMPOBaHHbIN pecypc;

¢ MpuunHa 610KMPOBKM — KAaTErOPUSA UAN CMUCOK UCKTOYEHUIA, K KOTOPbIM OTHOCKTCA
3a6/10KMpOBaHHbIN pecypc.

Mo YMONYaHWIO OTO6pa>KaI-OTCﬂ BCe cobbITUSA 3a BCe BpeMA.

,ﬂ,ﬂﬂ pa6OTbI c obbekTamu B Ta6n|/|u,e MCMNONb3YHOTCA 31IEMEHTBI YNPaBAEeHWA @, @, @
,ﬂ,flﬂ 0T6opa COBbITUI MOXHO BOCMNO/Ib30BaThCA AOMNOJIHNTENbHbBIMW QDI/IIIbTQaMVI.

A

B CTaTUCTUKY NOMaJatoT TakKXKe MHTErpupoBaHHbIE C APYTMU CTPaHNUAMW BHELLHNE pecypChbl,
HanpumMmep BCTPOEHHbIE BUAXKETDI. I'Iona,u,aHme MX B CTaTUCTUKY HE O3Ha4aeT, UTo
NnoJib3oBaTe/ib HAMEPEHHO MNbITaNCA NMOCETUTb AaHHbIEe CauTbl.

Yrpos3bl

B OCHOBHOM OKHe MPOCMOTpPa CTaTUCTUKN Ha NAUTKe Yrpo3bl cobpaHa MHPopMaLus o
KOJIMYeCTBe yrpo3 3a onpegeneHHbli MPOMEXYTOK BPEMEHM.

PyKOBO,CLCTBO nosab3oBaTenda
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CratucTKa paboTbl KOMMOHEHTOB

Mpw BbIGOpE 3TOM onuumn oTkpoeTcs okHO MoapPOo6HbIN oTueT C NpeayCcTaHOBAEHHbIMY

duabTpamm No BCcem yrposam.

¥ Llewtp BezonacrocTn > Catuctuka > MoapoBHelii oTuer

€ CraTucTuKa

MoapobHbIi oTueT

@ ¥rposa saGnoknposana, O6wexT 3abnoknposan, OBrapyxeHa yrposa, 3abnokuposaHo MCNONHEHWE HEABTOPW3DE... X

CobeiTne

fara KomnounenT
09.09.2019 15:23 Q Ckanep
09.09.2019 15:23 Q CkanHep
09.09.2019 15:23 Q Ckanep
09.09.2019 15:23 Q Ckanep

A
[B Haxmute, ytobel 3anpeTuTs HIMEHEHMA

OBHapyxeHa yrpoza
OBHapyxeHa yrpoza
OBHapyxeHa yrpoza

OBHapyxeHa yrposa

PucyHok 99. OKHO CTaTUCTUKU NO yrpo3am

B oTueTe dukcMpytoTca cneayrolime CBeAEHMSA:

e lata — saTa 1 Bpems O6Hapy>XeHUs yrposbl;

¢ KOMNOHEHT — KOMMOHEHT, 06HAPY>XUBLUNIA Yrpo3y;

e Cob6bITe — KpaTKoe onvcaHune cobbITus.

Mo ymonuaHMio oToHpaxkatoTcs BCe COObITUS 3a BCe BPeMs.

[ns paboTbl c 06BbeKTamu B TabaMLLe NCMONb3YHOTCA /1eMEHTbl YNpaBAEH NS @ @ @

ﬂ'ﬂﬂ 0T6opa CO6bITUI MOXHO BOCMO/Ib30BaThCA AO0NOJIHATENBbHbBIMW QDVIIIpraMVI.

CeTteBasa aKTUBHOCTDb

Ecaun yctaHoBneH bpaHamayasp Dr.\Web, Bam foCTyrneH oT4eT No ceTeBOW aKTUBHOCTY.

Bbl MOXeTe yBMAETb AaHHbIE MO aKTUBHbBIM MPUAOXEHUAM, XXYPHaNy NPUAOXKEHWUR, XXypHany
nakeTHoOro epuabTpa. [na 3Toro BolbepuTe HYXHbIN 06BEKT B BbiMajatoLLEM CNMCKE.

PyKOBO,CLCTBO nosb30BaTena
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CratucTKa paboTbl KOMMOHEHTOB

W LlewTp GezonacHocn > Cratnctika > Bpangmaysp > AKTBHEIE NPIICKEHUA - O X

€ Cratnctuka Q& 0
T Bpanamaysp
AKTUEHBIE MPUAOXEHIA v
Wnas Hanpaene.. [potokon NokaneHeli agpec  YaanedHsid agpec  Otnpaene..  [NoaydeHo -
r [®E] wininitexe.. 2 coeAMHEHWA
v Bm SYSTEM:4 5 coeMHEeHWIA
+ [#F svchoste. 2 coegMHeHWA
Oxmaaet .. TCPvE w135 w0 0 6GanT 0 BanT
Ommaaert .. TCPwv4 0.0.0.0:135 0.0.0.0:0 0 6GanT 0 oGanT
» [#F] swvchoste.. 2 coegMHeHWA
v [1E] swvchoste.. 11 coegMHeHWA
v [ svchoste.. 2 coeMHEHWA

LB Haxmure, 4ToBbl BHECTM M3MEHEHMA

~

—
[=a)

PucyHok 100. OKHO CTaTUCTUKN CeTEBOW aKTUBHOCTMN

,ﬂ'J'IFI Ka>A0ro akTMBHOIO NMNpuUao>XKeHnA 0To6pa>|<ar0Tc;4 cnegyrouine JaHHble:

® pasmMep NoJy4eHHOro naketa AaHHbIX.

NpoTOKO/ PaboThl;
NOKaNbHbIN ajpec;

yAaNeHHbIN ajpec;

HanpaBaeHne nepefaydn aHHbIX;

pa3Mep OoTnpaBAE€HHONO NMakeTa AaHHbIX;

Bbl MOXeTe 3a610kMpoBaTh OAHO U3 TEKYLLUX COEANHEHUIN MW Pa3peLUUTb paHee
3a6/710kMpOBaHHOE coeanHeHne. [lns 3Toro Bbibepunte HEOOXOAMMOE COeAVHEHNE N HaXXMUTE
npaBoi KHOMKON MbIwK. JOCTyNHa TObKO OZHa OMNuus, 3aBMUCALLAs OT CTaTyca COeAMHEHWS.

B >XypHane npuioxeHui oTobpakatoTcs cneaytolime jaHHble:

e BpeMs Hayana paboTbl MPUNOXKEHUS;

® /IMA NPUNOXEHNA;

e JleiicTBUE;

e Lle/IeBOV ajpec.

HanpasaeHne nepefaydn aHHbIX;

MMs NpaBuaa 06paboTkM NPUNOXKEHWS;

PyKOBO,CLCTBO nosab3oBaTenda

185



A7

-
g

A
d
A

CratucTKa paboTbl KOMMOHEHTOB

Bk1OUMTb 3annCh XXypHana NPUAOXEHUN MOXHO B OKHe J06aB/ieHNs Uan peaakTmpoBaHus
npaBuaa Ana NPUNOXeHUs B pa3gene bpangmayap. MNogpobHee cMm. B pasgene Hactporika

napaMeTpoB Npasuia Aas NPUIOKEHUN.
B >ypHane nakeTHoro ¢punbtpa otobpakatoTca cneAyrolime AaHHble:

® BpeMA Ha4ana o6pa60T|<|/| NMakeTa AaHHbIX;

e HarpaBJeHUNe nepegayn nakeTa JaHHbIX;

Uma npasuna obpaboTky;

NHTepdENC;
® COAEpPXMMOe nakeTa.

BK/IlOUMTbL 3aMmnChb XypHana NakeTHOro GpuabTpa MOXHO B OKHe Jo6aBAeHUs Uan
pesakTMpOBaHUA NakeTHOro npaewaa B pasgene bpanamayasp. MogpobHee cm. B pasgene

Ha6op npasua qgl/lﬂbTQau'I/Il/l MakKeToB.

Mpw KAVKe Ha Kakon-1mbo 13 cTonbuoB CObbITUA COPTUPYIOTCA B CTO/IOLIE NO YObIBaHWIO UK
BO3pacTaHuIo.

dunbTpbl

YT1o6bl NOCMOTPETL B CNUCKE TONLKO Te€ COObITUA, KOTOPble COOTBETCTBYHOT OMpPeAeIEHHbIM
napameTpam, BOCNoab3ynTecb GuabTpamu. lna Bcex OTYETOB MMELOTCA NpeAyCcTaHOB/IEHHbIE

GUNBLTPbI, KOTOPbIE JOCTYMHbI MO HaXaTuto @ Taioke Bbl MOXeTe co3/laBaTb COOCTBEHHbIE
dUNbTPLI COBBITUN.

KHonkw ynpaBaeHna aieMeHTaMn B Ta6m/||.|,e:

° I'Ip|/| Ha>aTn KHOMKU ®AOCTyI'IHbI cnegyrouime ,D,el‘/’ICTBI/IFII

o Bbibop nNpeaycTaHOBAEHHOTO GUIbTPA 3@ YCTAHOB/IEHHbIV MEepUOj BPEMEHN NN
dunbTpa No cobbITMIO OOHOBAEHMUS.

o COXpaHeHI/Ie TEKYLLEro noJib30BaTe/IbCKOTO q)vmpra. Takke BO3MOXHO YAasleHne yxe
CO34aHHOTO NOJIb30BaTE/IbCKOIO CI)VIﬂpra.

o yAaneHme BCEX YCTAHOBAEHHbIX Ha AaHHbIVI MOMEHT q)I/IfIprOB.

e [pn HaXkaTUM KHOMKM @AOCTyI‘IHbI cnesyrolume fencTBUS:

o KonupoBaTtb BblgeneHHoe — NMo3BOJSEeT CKOMMPOBaTh BblAENIEHHYH CTPOKY (CTPOKM) B
6ydep obmeHa.

o JKCMOPTUPOBAaThb BblAe/IeHHOe — MO3BOJIAET 3KCMOPTUPOBATb BblE/IEHHYHO CTPOKY
(CTpOKM) B 3aZ,@HHYO nanky B popmare .csv.

o KCMOPTUPOBATb BCe — MO3BO/IAET IKCMOPTUPOBATb BCE CTPOKN TabanLbl B 3afaHHYHO
nanky B opmate .csv.

o YAaI'IVITb BblAesieHHOoe — MNO3BOA€ET yAa/InTb BblAe/IeHHOE cobbiTne (CO6bITMﬂ).

PyKOBO,ELCTBO nosab3oBaTenda

186



14
X
I\

CratucTKa paboTbl KOMMOHEHTOB

A
g

o Yp,anvn'b BCe — MO3BOJIAET yAannUTb BCE cobbiTna n3 Ta6J1VILI,bI CTaTUCTUKWN.

e [1py HaXaTum KHOMKM @ oTobpakaetca nogpobHaa nHdopmauma o cobbiTnm. loctynHa
npuv Bblbope kakon-nnbo cTpoku. [OBTOpPHOE HaXkaTue 3TON KHOMKM CKPOeT NoApobHble
JaHHble 0 cobbITN.

UT06b1 3aaTh NONb30OBaTE/IbCKUIA GUALTP

1. [na copTMPOBKM NO ONpeseNeHHOMY NapaMeTpy Ha>KMUTE Ha 3aroI0BOK HEOHBXOANMOro
ctonbua:

e CopTmpoBka no gaTte. Bbl MoxeTe BbIbpaTh OAVH U3 NPeyCTaHOBNEHHbIX NEPUOAOB,
yKa3aHHbIX B 1€BOM YaCTV OKHa, AW 3ajaTb CBOW. YTOObI 3asaTb HEOHXOANMBI Mepros,
BbIbepuTe B KaneHAape AaTy Havana 1 gaTy OKOHYaHWs nepuoga, 1Mbo ykaxute aaTbl B
ctpoke Mepuopa,. Takke AOCTyNHa COPTUPOBKA MO AaTe NO BO3PaCTaHWUIO UaK YObIBaHMIO.

¥ Lentp Besonacroctn » Cratnctuka > MoapoBHeiii oTuer - O X

¢ Cratnciuka & O 4
MoapobHbIi oTueT

® ©

Data Komnonent CobbiTHe

CopTvpoBaTe: no yERIEAHWKD MO BO3PECTAHMID

Nepuoa; 15.08.2019 || 12:00 2 = 10.10.2019 || 12:00
CerogHa

Apryct 2019 CenTabGpe 2019 Okrabps 2019
7 AHeii TCp YT MrC6Bc  TMuBT CpYr MT C6EBc  MMu Br Cp Yt M C
30 aHeid 12 3 4 1 12 3 4 5
. 5 7 8 9 1011 2 3 4546 7 8 7 8 9101 12

. < 131415161718 9101112131415 141516 17 18 19 »
YkazaHHBIA Nepuog 00212223 2425 1617 18 19 20 21 22 21 22 23 24 25 26
e 7 28 29 30 31 23 24 2526 27 28 29 28 29 30 31
20
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—
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PucyHok 101. CopTtupoBka no gare

e CopTMpOBKa NO KOMMOHEHTY. Bbl MOXeTe OTMETUTb Te KOMMOHEHTbI, MHGOPMaLMA OT
KoTOopbIx byaeT oTobpaxkaTbca B OTUETE, IMOBO OTCOPTMPOBATL 3aNMCK MO BO3PaACTaHWIO
nan ybbIBaHMIO.

e CopTMpoBKa No cobbITUIO. Bbl MOXXeTe OTMETUTb COBbITUA AN OTOBpPaXXeHUs B oTyeTe
NM6BO OTCOPTMPOBATL 3anMnCK NO BO3pacTaHMIO AN yObIBaHMIO.

Ansa ctatnctkn OGUCHOrO KOHTPOIA KpOMe COPTUPOBKM MO AaTe AOCTYNHbI Caeytolime
napameTpsbil:

e CopTrpoBka No 3abnoknpoBaHHOMY pecypcy. Bbl MoXxeTe oTcopTMpoBaTh 3aNnCK TONbKO
no BO3pacTaHMIo nan ybbiBaHMIO.

PyKOBO,CLCTBO nosab3oBaTenda
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Cratuctuka PaGOTbI KOMMOHEHTOB

AT
\g’:

e CopTMpoBKa No npuymHe 610KMPOBKN. Bbl MOXETE OTMETUTb MPUUMHBI HOKMPOBKMN ANs
oTObpaxkeHns B oTyeTe IMBO OTCOPTUPOBATL 3aNNUCKU MO BO3PACTaHWIO MK YObIBaHUIO.

2. Mocne Bbibopa napameTpoB PuabTpaLmnm Haxkmute NMPUMeHnTb. BoibpaHHbIe 3n1eMEHTI
6yayT oTobpaxkaTbca Haj Tabanuen.

UTO6bl COXPaHUTL GUALTP, HAXXMUTE @ 1 BblbepunTe CoXpaHUTb GUALTP.

4. B OTKpbIBLIEMCS OKHE YKaXkuTe Ha3BaHWe HOBOro ¢punbtpa. Haxkmumte CoxpaHuUTb.

PyKOBO,ELCTBO nosab3oBaTenda
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15. OnoBewieHnsa cepBepa

OnoBelLeHNs cepBepa

Y agMumHMUCTpaTOpa CeTh eCTb BO3MOXHOCTb HaCTPOUTb OTNPaBKY CEPBEPHbIX OMOBELLEHNI Ha
Nobyro 13 cTaHUmM. ITa GyHKUMA yaobHa npu paboTe agMUHMUCTpaTOpa CeTU Ha OAHOWN U3
CTaHUMIN An4 MONyYeHMs OMOBeLLEHWI C cepBepa.

UTo6bI NnepenTh K okHy OnoBeleHusA cepBepa

1. Otkpoiite MeHto DrWeb .

2. Bbibepute nyHKT OnoBelLeHus cepBepa.

% Onoeewwenwa cepeepa

)

) Onosewenns cepsepa

©©

BrifiepuTe ONOBELLEHWE ANA NPOCMOTPS AOMOAHWTENLHOK UHDOPMaLKK

CraHuma Kateropus OnoeelleHne cepeepa Aara

testlab-imac.local CraHumm CraTMCTHKa NPOBEpPKKH 29.01.2020 6:29
testlab-imac.local CraHumn CraTcTKa NPoBepKm 29.01.2020 6:29
testlab-imac.local CraHumn CraTcTKa NPoBepKm 29.01.2020 6:29
testlab-imac.local CraHumK CraTMCTHKa NPOBEPKKH 29.01.2020 6:29
testlab-imac.local CraHumm CraTCcTHKa NPOBEpKK 30.01.2020 3:03

—
(=)
s

PucyHok 102. OkHo OnoBelieHusa cepsepa

Bce nony4vyeHHble ONOBELWEHNA BbIBOAATCA CMMNCKOM B BerHeIz YacCTh OKHa. ,ﬂ,l'lﬂ npocMOTpPa
,D,OI'IOJ'IHI/ITEJ'II::HOI7I VIH(I)OpMaLI,I/II/I Ha>XMNTe Ha COOTBETCTBYHOLL,EE OMNOBELUEHNE.

OunbTpbI

YUT00BbI NOCMOTPETb B CMKCKE TOJIbKO TE€ ONOBELLEHUNA, KOTOPbI€ COOTBETCTBYHOT

onpeaeneHHbIM NapameTpam, BOCNOAb3ynTech GuabTpamu. o HaxaTuto @ AOCTyneH
duabTp No ymonuaHuto. Ero HacTponku ay6ampyroT HaCTPOKKK Ha cepBepe. Takke Bbl MOXETE
co3zaBaTb cOHCTBEHHbIE GUABTPbLI ONOBELLEHUNA.

PyKOBO,CLCTBO nosab3oBaTenda

189



A
d
A

Y-
f%" OnoBelLeHNs cepBepa

-
~

KHoMKkM ynpaBaeHuns 3fnemeHTamun B TabanLe:

e [pKn HaxkaTUM KHOMKK @AOCTyI'IHbI cneayrolime AencTBus:
o Beibop PpuabTpa No ymonyaHuto.

o CoxpaHeHue TeKyLLLero nosb3oBaTte/ibCkoro puabTpa. Takke BO3MOXHO yAaeHne yxe
CO34aHHOr0 NMoJib30BaTe/IbCKOro GuabTpa.

o yAaneHme BCEX YCTAHOBAEHHbIX Ha AaHHbII‘/’I MOMEHT CI)I/IJ'IprOB.

° I"IpM Ha>XaTn KHOMKU @AOCTyI’IHbI cegyrouwime AeVICTBMﬂZ

o KonupoBaTtb BblgeneHHoe — Mo3BOJSeT CKOMMPOBaTh BblAENEHHYH CTPOKY (CTPOKM) B
6ydep obmeHa.

o JKCMOPTUPOBAaTb BblAe/IeHHOe — MO3BOJIAET 3KCMOPTUPOBATb BblE/IEHHYHO CTPOKY
(CTpOKM) B 3aZaHHYO nanky B popmare .csv.

o KCMOPTUPOBATb BCe — MO3BOJIAET IKCMOPTUPOBATb BCE CTPOKWU TabANULbl B 3aaHHYHO
nanky B opmate .csv.

o YpaanuTb BbleNeHHOe — NO3BOASAET YAaInNTb BblAeNeHHOe OMNoBeLLeHMe (ONOBEeLLEeHNS).

o OTMeTUTb KaK NMPOYNTAHHOE — MNO3BONAET OTMETUTb BblAE/IEHHbIE ONOBELLEHNA KakK
npo4ynTaHHbIE.

o YAaI'IVITb BCe — MNMO3BOJIAET yAaNNTb BCE ONOBELEHNA N3 Ta6}'II/ILI|bI.

° I'Ipm Ha>XaTn KHOMKU @AOCTyI'IHO OKHO MNMOowncka no BCeM OMNOBELLEHNAM.

UT06bI1 3a4aTb NO/Ib30BaTENbCKUA GUABLTP
1. [Ana COPTMPOBKM MO OnpeseneHHOMY napaMeTpy HaXkKMUTE Ha 3aroJI0BOK HEOBXo0ANMMOTO
cTtonbua:

e CopTMpoBKa MO CTaHUUWN. Bbl MOXeTe OTCOPTMPOBaTh 3anncy TONbKO MO BO3pacTaHMIo
nnn ybbiBaHMIO.

e CopTMpoBKa No Kateropuu. Bbl MoXxeTe 0TMETUTbL Te KaTeropuu, MHGopmMaLms ot
KOTOpbIX byZeT oTobpaxkaTbcsa B oTyeTe, IMHO OTCOPTMPOBATbL 3aMMch Mo BO3pacTaHUIo
v yobiBaHNI. DUALTPOBATL OMOBELLEHUS MOXHO MO CeAYLWNM KaTeropusm:

o AAMUHUCTPAaTOPSI;
o CraHuum;

o JlnueHsunwy;

o HOBUYKMU;

o Peno3utopuis;

o YCTaHOBKM;

o [lpyroe.

e CopTMpoOBKa NO OMOBELLEHMIO CepBepa. Bbl MoXXeTe OTCOPTUPOBaTh 3aMncK TONbKO NO
BO3pacCTaHWIO NaK YObIBaHMIO.

PyKOBO,ELCTBO nosab3oBaTenda
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OnoBelLeHNs cepBepa

e CopTmpoBka no gate. Bbl MoxeTe BbIbpaTh OAVH U3 NPeyCTaHOBNEHHbIX NEPUOAOB,
yKa3aHHbIX B 1€BOM YaCTV OKHa, AW 3ajaTb CBOW. YTOObI 3asaTb HEOHXOANMBIV Mepros,
BblbepuTe B KaneHAape AaTy Havana 1 gaTy OKOHYaHWs nepuoga, 1Mbo ykaxute aaTbl B
ctpoke Mepuopa,. Takke AOCTyNHa COPTUPOBKA MO AaTe NO BO3PaACTaHWUIO UaK yObIBaHMIO.

OnoBEWEHNA cepBEpa — ] *
psep

(Z) OnoBewenuna cepsepa

) @O

CraHuma Kateropua OnoeelleHne cepeepa [ata
£ ubuntulé
CopTupoeaTe: no yBeIBAHWMIO MO BO3PACTAHMIO
ubuntulé
Mepuox; 06.02.2019 || 1600 — 10.04.2019 || 17:00
ubuntulé
CeroaHs
ubuntulé _ Deppane 2019 Mapt 2019 Anpenes 2019
7 Aweit TCpUrMrC6Bc  MuBr CpUYrMr C6Bc  Mu Br Cp Ut Mr C
ubuntulé 30 greid 12 3 12 3 12 3 45 6
_— . 56 7 8 9 10 4 5 6 7 8 910 2 9 10 11 12 12
ubuntu s < 121314151617 111213141516 17 1516 17 18 19 20 »
YKazaHHBIA Nepuos 92021222324 18192021 322324 222324252627 e
6 27 28 2526 27 282030 11 29 30

Bce epema

\
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—
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PucyHok 103. CoptmnpoBka no gare

2. MNocne Bbibopa NnapameTpoB PuabTpaLmm HaxmunTe MprUmeHUTb. BoibpaHHble 31eMeHTbI
6yayT oTobpaxkaTbca Haj Tabanuen.

3. YT106bI COXpPaHUTb PUABLTP, HAXMUTE ® n BbIbepunte CoxpaHuTb GUNbLTP.

4. B OoTKpbIBLUEMCS OKHE yKaXkuTe Ha3BaHWe HOBOro puabtpa. Haxkxmute CoxpaHUTb.

PyKOBO,CLCTBO nosab3oBaTenda
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TexHuueckas nogaeplkka

16. TexHnueckasa noaaeprkka

Mpn BO3HWKHOBEHWUWN NPO6AEM C YCTaHOBKOW MAN paboTon NPOAYKTOB KOMMaHUK, Npexae
yem obpaLlaTbCs 3a MOMOLLBIO B CNY>KOY TEXHNUYECKOM MOAAEPXKKM, MONpobynte HanuTn
pelleHVe cneayrolmmm cnocobamm:

e 03HAaKOMbTEChb C MOCAEAHNMUN BEPCUAMU ONMNCAHUI U PYKOBOACTB MO agpecy
https://download.drweb.com/doc/;

e NpouvnTalite paszen 4acto 3aZaBaeMbix BOMPOCOB MO aZpecy

https://support.drweb.com/show_faq/;
e nocetnte dopymbl kKoMnaHuu «JJoktop Beb» no agpecy https://forum.drweb.com/index.php.

Ecnv nocne 31oro He yaanoch pewnTb Npobiemy, Bbl MOXeTe BOCNO/1b30BaTbCA OAHUM U3
cnesyoLlmx cnocoboB, UTobbl CBA3ATHCSA CO CNYXKOOM TEXHUUECKON NOAAEPXKKN KOMMAaHUN
«[JokTop Beb»:

e 3anosHUTe Be6-dGopMy B COOTBETCTBYIOLLEN Cekumu pasgena https://support.drweb.com/;

e No3BoHMUTe No TenedoHy B Mockse: +7 (495) 789-45-86 nan no becnnaTHOM TMHWMK AN1A BCeW
Poccun: 8-800-333-7932.

NHbopMaLmio 0 permoHanbHbIX NpeacTaBuTenbCcTBax n odprcax komnanmm «loktop Beb» Bbl
MoOXeTe HaluTV Ha opuLManbLHOM canTe No agpecy

https://company.drweb.com/contacts/offices/.

16.1. Momowb B peweHnn npobaem

Mpwn obpalleHnn K agMUHNCTPATOPY Balleil aHTUBUPYCHOWM ceT BaM MOXeT noTpeboBaTbCs
chopMmnpoBaTh OTUET O Ballei onepaunmoHHoN cucteme n pabote Dr.Web.

Y106bI €o3AaTb OTUET Npu nomMoLlun Macrepa oT4yeToB

1. OTkpoiite MeHto DrWeb ® n Bbi6epute nyHkT Moaaepika.

2. B oTkpbiBLIEMCS OKHe HaxxMuTe kHonky MepeiiTtn kK MacTepy oTueToB.

Takke Bbl MOXeTe OTKPbITb 3TO OKHO, HaXkaB Ha KHonKyQ B NpaBOW BepxHen yacTu okHa
LleHTp 6e3onacHocTw.

PyKOBO,CLCTBO nosab3oBaTenda
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W Llentp BezonacrocTn > Mogaepskxa - O X

3
[B Haxmute, ytobel 3anpeTuTs HIMEHEHMA

€« Hazaa & O 0

£} Moanepsxka

MpK BOZHWKHOBEHMMW CNOXHOCTER 06paTTecs B cayxBy TexHWYeckol NogaepxKy KoMnaHuy «JokTop Bebs, [nA sToro
COzAaiTe OTUET € MHGOPMALMEA O E3LLEH ONePaLUMOHHON CUCTEME 1 MPUKPENUTE €ro K 2anpocy.

Mepeiitn k MacTepy oTyeToB

@ o nporpamme

MpoaykT: Arent DrWeb
Bepcua: 13.0
ObBHoBNEHKME: 2/6/2021 7:54 AM (-08:00)

1D Arenta DrWeb:

~

—
(=)

PucyHok 104. Noaaeprxka

3. B oTkpbiBLlIEMCA OKHe HaXXMuTe KHomnky Co3aaTb oTUerT.

F LenTp Bezonacroctn > Mogaepsxxa > Mactep oTuetos - O X

3
[B Haxmure, ytefel 2anperuTs MIMEHEHNA '

< Moaaepxka & O 4

MacTtep oTueToB

Macrep oTueToe cobepeT gaHHele AnA ciyxbbl TEXHWYECKON NoagepxK KomMnaHun «JokTop Beb», Heobroanmele 4nA
pelenua Bawel npobnemsl. OTueT ByaeT cogepxate HdopMmauwio of 0BopYACEaHUM, KOHDUIYPaUKMKM CUCTEMEI W
YCTAHOBNEHHEIX MPOrPaMMaK Ha 3TOM KOMMLKITERE.

Co3path OTUYeT

MonnTvka KorduaeHumansHocTk «[lokTop Beb» O

=
(=)
L

PucyHok 105. Co3pgaHue oTueTa A1 TEXHUUECKON NMOAAEPIKKU

4. HauHeTcAa co3aHume oTyeTa.

PyKOBO,CLCTBO nosab3oBaTenda
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COBAaHMe oT4yeTa npv noMmoLlu KOMaHAHOFI CTPOKM

YTo6b1 cPOpMMpPOBaTL OTHET, BOCMOJ/Ib3YNTECH CeAytoLen KOMaHAON:
/auto, Hanpumep: dwsysinfo.exe /auto
Takke Bbl MOXeTe UCMNOAb30BaTb KOMaHAy:

/auto /report:[<nosHelli_nyme_k ¢paliny omuema>], HanpumMmep: dwsysinfo.exe /auto
/report:C:\report.zip

OtueT 6yneT coxpaHeH B BUAe apxvBa B nanke Doctor Web, pacnonoxeHHoM B nanke
npodunsa nonb3osatena %USERPROFILE%. Bbl MoXeTe noayunTb JOCTYN K apXuUBY, HaXkaB
KHOMNKy OTKpPbITb NanKy Noc/e 3aBepLlleHns Co34aHnsa apxmea.

MHdopmauma, koTtopas BK/IlOUAETCA B OTUET

B oTtueT BrAtOUaeTca cneayrowan MHGoOpMaLna:

1. TexHunyeckas nHopmaLma 06 onepaLMOHHON cucTemMe:
e 06LMe CBeAEHMA O KOMMbIOTEPE,
e MHPoOpMaLMA O 3anyLeHHbIX NpoLeccax,
e MHPOpMaLMA O 3aMIaHNPOBAHHbIX 3aJaHNAX,
e nHbopMauma o cnyxbax, ApariBepax,
e nHbopMaLma o bpaysepe MO YMONUAHMIO,
e nHdopMauma 06 yCTaHOBAEHHbIX MPUTOXKEHUAX,
e NHbOPMaLMA O MONUTMKAX OFrPaHUYEHWN,
e nHdopmaumsa o dpanne HOSTS,
e vHbopmauma o cepsepax DNS,
® 3aMNCN CUCTEMHOTO XYypPHana cobbITni;
e nepeyeHb CUCTEMHbIX KaTaNoros;
e BeTBW peecTpa;
e nposangepbl Winsock;
e ceTeBble COeANHEHMS;
e OT4YeTbl oTnaaumka Dr. Watson;
® NHAEKC MPON3BOANTENBHOCTL.
2. Nndopmauma o6 yctaHoBneHHOM npogykte Dr.Web:
e TVIM W BEPCUSA YCTaHOBIEHHOro npoaykta Dr.Web;
e NHOPMaLMA O cOCTaBe YCTaHOBEHHbIX KOMMOHEHTOB; CBeAeHnsa 0 Moaynax Dr.Web;

® HACTPOWKM 1 NapameTpbl kKOHGUrypaumm npogykra Dr.Web;

PyKOBO,CLCTBO nosab3oBaTenda
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° VIHCI)OpMaLI,VIFI O InueH3nn;

e XypHanbl paboTtbl Dr.Web.

NHdopmauma o pabote Dr.Web HaxoanTtcs B XXypHane cobbiTvin onepaunmoHHON CUCTEMBI
Windows, B pa3gene XXypHanbl npunoxxeHuni n cny>6 — Doctor Web.

16.2. O nporpamme

BEnok O nporpamme cofep>XnT MHGOPMaLMIO O:

e BEPCUW NPOAYKTa;
e faTe N BPeMEeHW nociesHero o6HOBAEHUS;

e naeHTUdUKaumoHHomMm Homepe AreHta Dr.Web.

NHbopMaL Mo 0 BEpCUM YyCTaHOBAEHHbIX KOMMOHEHTOB 1 jaTe O6HOBNEHNS BUPYCHbIX 6a3 Bbl
Mo>eTe HalTu B okHe O nporpamme Dr.Web.

UTo6bI NEepenTN K STOMY OKHY

1. OTKpOiiTe OCHOBHOE MeHIo % 1 Bbi6epyrTe NyHkT MoaaepIKKa.

2. B oTkpbIBLIEMCS OKHe HaxmuTe kHornky Mogpo6Hee.

Takoke Bbl MOXETE OTKPbITb 3TO OKHO, HaXkaB Ha KHonKy@ B MpaBOW BepxHeW YacTu OkHa
LleHTp 6e3onacHocTw.

®F Llentp 6ezonacroctn > Moaaepxxa - O X

<« Hazan & o 0
' Moppepxka

[MpK EOZHWKHOEEHMW CAOXHOCTER oBpaTtuTecs B ciyxby TexHWUeckol nogaepxk KomMnaHuw «Jokrop Beb». [na storo
cosgaiTe oTyeT C MHGopmMaumneli o Ballel onepauMoHHON CMCTeEMe M MPUKPenMTe ero K 2anpocy.

| Mepeiitn k MacTepy oTyeToB

(0 O nporpamme

MpoaykT: Aredt DrWeb
Bepcoua: 13.0
ObHoBREHKWE:! 2/8/2021 7:54 AM (-08:00)

1D Arenta Dr\Web:

Moapo6Hee

\

-
(=)

T
HaxranTe, 4Tobbl 33aNPETUTE M3MEHEHNA

PucyHok 106. Joctyn k okHy O nporpamme Dr.Web

PyKOBO,CLCTBO nosab3oBaTenda
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MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

17. Npuno>xkeHne A. lononHnTe/IbHbIe NapaMeTpPbl KOMaHA4HOW

CTPOKM

MNapameTpbl KOMaHAHOW CTPOKN UCMOb3YIOTCA ANA 3aZaHNA MapamMeTpoB NporpaMmam,
KOTOpble MOTyT 6bITb 3anyLLUeHbl MyTEM OTKPbITUA Ha BbINOJHEHWE ncnoaHaemoro darna. 31o
oTHocuTCA K CkaHepy Dr.Web 1 KoHconbHoMy ckaHepy. [Mpu 3TOM katoum MOryT 3asaBaTtb
napameTpbl, OTCYTCTBYHOLLME B KOHOUTYPALMOHHOM daiine, a ANns Tex NapaMeTpoB, KOTOpble B
HeM 3ajaHbl, UMetoT 6oa1ee BbICOKNI NPUOPUTET.

Knroum HaumHaroTCA € CUMBOAA «/» U, KaK U OCTajibHble napaMeTpbl KOMaHAHOl\;I CTpOKW,

pa3genatorca npobenamu.

17.1. Napametpbl ana CkaHepa n KoHconbHoro CkaHepa

Knrou

/BAA

/AC

/AFS

/AR

/ARC : <K03ghpuyueHm_cxamus>

/ARL : <yposeHb_8J10KeHHOCMU >

/BARS : <pasmep>

/ART : <pasmep>

/ARX : <pasmep >

/BI

OnucaHue

ABTOMaTUYECKM MPUMEHSITb AEUCTBUA K OOHapPYXKEHHbIM yrpo3am.
(Tonbko ana CkaHepa).

npOBepﬂTb MHCTanNnAauUMOHHbIE MaKeTbl. Mo yMOJI4aHUO onunsa
BK/IFOYeEHa.

Mcnonb3oBaTtb I'IpFIMOI7I cnew npu ykasaHMmM BAOXKEHHOCTU BHYTPU
apxuea. Mo YMOAYaHVKO ONunAa OTKIKOYEHa.

MpoBepsTb apxuBbl. [0 yMOAUaHWIO ONLWA BKIHOUEHa.

MakcmanbHbI ypoBeHb CkaTus. Eciv ckaHep onpegenseT, uto
KO3 UUMEHT CKaTUA apxvBa NMpPeBbIaeT yka3aHHbIM, pacnakoBka W
npoBepka He NPou3BOAUTCA. o yMoaUYaHUO — 6e3 orpaHUYeHuii.

MakcMaibHbI YPOBEHb BAIOXEHHOCTV NMpoBepsieMoro apxvBa. Mo
YMOJIYaHWo — 6€e3 orpaHuyeHun.

MakcuMabHbIA pa3mep NpoBepseMoro apxuea, B kunobawrax. Mo
yMOYaHWo — 6e3 orpaHuyeHui.

Mopor NnpoBepkun YpOBHA CkaTus (MUHMMabHBIN pa3mep dalina
BHYTPW apXxvBa, HauMHas C KOTOPOro 6yAeT MPOU3BOAUTLCS
nposepka Ko3bdbuumeHTa cxatus), B kunobawntax. Mo ymonyaHmo —
6e3 orpaHNYeHuI.

MakcuMabHbI pa3mep NpoBepseMblx 06bEKTOB B apXuBax, B
kunobawtax. Mo ymonyaHuo — 6e3 orpaHnuyeHuil.

BbiBecTn MHGOpPMaLMO O BMPYCHbIX 6a3ax. Mo ymonvaHuo onuus
BKJIHOUEHa.

PyKOBO,CLCTBO nosab3oBaTenda
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Knrou

/CUSTOM

/DCT

/DR

/E : <KO/1U4ecmeo_nomokos >

/FAST

/FL: <ums_gpalina>

/FM: <macka>

/ FR: <peayniapHoe_sbipaxeHue>

/FULL

/FX: <macka>

/GO

/H mam /7

MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

OnucaHue

3anyctutb CkaHep Ha CTpaHwuLe BbIGOPOYHON NpoBepku. Ecam npu
3TOM 3a/jaHbl JOMNONHUTE/IbHbIE NapamMeTpbl (HanpumMep, 06 beKTbI
A8 MPOBepKu UAn napameTpsl /TM, /TB), TO 6yaeT 3anyLleHa
BbIOOPOUYHas NpoBepka yka3aHHbIX 06bekToB. (TONbKO ANis
CkaHepa).

He oTo6paxaTtb pacueTHoe Bpems nposepku. (Tonbko Ans
KoHconbHoro CkaHepa).

PekypcvBHO npoBepATb nanku (npoBepaTb nognankw). Mo
YMOJIYaHMIO OMUMS BKAKOYEHa.

MpoBecTV NPOBEPKY B yKa3aHHOE KOJIMUYECTBO MOTOKOB.

MpowusBecTn ObICTPYIO NPOBEPKY CUCTEMBI. ECAM Npu 3TOM 3ajaHbl
JOMONHUTENbHbIE NapaMeTpbl (HanpuMep, 06beKTbl ANs NPOBEPKM
nan napameTpsl / TV, /TB), TO yka3aHHble 06bekTbl Takke b6yayT
nposepeHsbl. (Toabko ana CkaHepa).

MpoBepATb NyTW, ykasaHHble B Gaine.

MpoBepaTtb dainbl No macke. Mo ymoauaHMO NpoBepke
nogsepraroTca Bce dannbl.

MpoBepAaTb ¢paiibl NO perynspHoMy BblpaxeHuto. Mo ymonyaHuo
npoBepke nojeepratoTcs Bce Gpanbl.

Mpoun3BECTM MOHYIO MPOBEPKY BCEX XECTKMX AUCKOB U CbEMHbIX
HocuTenen (BkatoYas 3arpy3ouHble cekTopbl). Ecam npu 3Tom
3a/laHbl AOMNOHUTENbHbIE NMapaMeTpbl (Hanpyumep, 06 beKTbl A5
npoBepku Uav napameTpbl /TM, /TB), TO 6yAeT npounsBeaeHa
6bICTpas NpoBepka 1 NPOBepKa yka3aHHbIX 06bekToB. (TONAbKO ANs
CkaHepa).

He npoBepaTb dainbl, cootBeTcTBYOWME Macke. (Tobko Ans
KoHconbHoro CkaHepa).

Pe>xxum paboTbl CkaHepa, Npu KOTOPOM BOMPOCH,
noApasymeBatoLLivie OXuUAaHne OTBETa OT MoJib3oBaTess,
nponyckaroTcsa; pellerus, TpebyroLwmne Boibopa, NpUHMMatoTCA
aBTOMaTUYeCKW. DTOT PEXMM MOJIE3HO MCMO/Ib30BaTh A1
aBTOMaTNYeCKoW NpoBepkun $GalinoBs, HaNMpuUMep, NP exXeaHEBHOW
WY exeHeaeNbHOM NPOBepKe XEeCTKOro Auncka. B komaHaHOWM
CTPOKe HeEOBXOAMMO yKa3aTb OH6BEKT ANs NpoBepKX. BmecTe ¢
napamMeTpoM /GO Takke MOXHO UCMo/Ib30BaTh

napameTtpbl /LITE, /FAST, /FULL. B 3TOM pexvme npu nepexose
Ha paboTy oT 6baTapeun NpoBepka NpekpaLlaeTcs.

BbIBECTU Ha 3KpaH KpaTKyto cripaBky o paboTe ¢ nporpamMmmor.
(Tonbko ana KoHconbHoro CkaHepa).

PyKOBO,CLCTBO nosab3oBaTenda
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Knrou

/HA

/LITE

/LN

/LS

/MA

/MC : <4UC/I0_NONbIMOK >

/NB
/NI[:X]
/NOREBOOT
/NT

/OK

/ P : <npuopumem>

/PAL : <yposeHb_8J10KeHHOCMU >

MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

OnucaHue

Mpov3BOANTb 3BPUCTUHECKUI aHaM3 HalNOB U MOMCK B HUX
HEM3BECTHbIX Yrpo3. o yMoaUYaHWio onums BKIKOUEHa.

Mpow3BecTn CTapTOBYO NMPOBEPKY CUCTEMBI, MPU KOTOPOM
npoBepstoTCA onepaTMBHas NaMATb M 3arpy304Hble CEKTOPbI BCEX
[MCKOB, a Tak>Ke MPOBECTN MPOBEPKY Ha Hasuume pyTkMTOB. (TONbKO
ans CkaHepa).

MpoBepsTb dalinbl, Ha KOTOPbIe YKa3biBatoT spAbIkA. o
YMOIUGHWIO OMLMS OTKIFOUEHA.

MpoBepATb Nog yveTHOM 3anucbto LocalSystem. Mo ymonyvaHuto
onuus OTKIrOYeHa.

MpoBepATb NoutoBble dalibl. [0 yMOAYaHWIO ONUWS BKAOYEHA.

YCTaHOBWTb MaKCUMasibHOE UMC/IO MOMbLITOK Bblieunts daii. Mo
yMONuaHUio — 6e3 orpaHuyeHui.

He co3paBaTtb pe3epBHble KOMWN BblaieYeHHbIX/yAaneHHbIX GalinoB.
Mo ymonuaHuo onumsa oTKIOYeHa.

YpoBeHb MCMO/b30BaHUA PECYPCOB CUCTEMBI, B MPOLEHTAX.
OnpezensieT KOANYECTBO NMaMATH, UCMONb3YEMON A5l MPOBEPKM U
CYCTEMHBIN NpropUTET NpoBepku. Mo ymonuaHuo — 6e3
OrpaHVyeHui.

OTmeHseT nepesarpysky 1 BblkItOUeHWe nocae npoeepku. (Tonbko
ana CkaHepa).

MNMpoBepate NTFS-noTtoku. 1o ymMoOnYaHUO ONumMa BKIOYEHa.

BbIBOAVITb MOJIHbIV CAMCOK npoBepAeMbIX 06BEKTOB, conpoBoOXaan
He3apa>eHHble nomeTkon Ok. Mo YMOANYaHUIO ONuuAa OTKIKOYEHA.

MpuropuTeT 3anyLLeHHOW 3aja4n NPOBepKM B 06LLen ouepean
3ajlay Ha NMpoBepKy:

0 — HU3LWWNA.

L — HU3KUN.

N — 06bIUHbIA. [PUOPUTET MO YMOUAHNIO.

H — BbICOKMM.

M — MaKCUMMabHbIN.

MaKcvMaibHbI YPOBEHb BJIOXEHHOCTU YMakKoBLLMKOB
ncnoaHsemoro daina. Ecam ypoBeHb BAOXEHHOCTU NpeBbILLIaeT

yKa3aHHbI/, NpoBepka 6yaeT NPON3BOANTLCA TOJIbKO O YKa3aHHOro
YPOBHS BAOXeHHOCTW. [1o ymonuanmo — 1000.

PyKOBO,ELCTBO nosab3oBaTenda
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Knrou

/QL

/ QL : <UMS_Jl02uyeckoeo_oucka>

/QNA

/QR[:[d] [:p]]

/QUIT

/RA: <ums ¢alina>

/REP

/RK

/RP: <uMms ¢aiina>

/RPC: <cek>

/RPCD

/RPCE

/RPCE : <yesnesol_adpec >

/RPCH : <ums_xocma>

/RPCP : <npomokos>

MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

OnucaHue

BbiBeCTU cnncok Bcex ¢annos, MOMELLEHHbIX B KAPaHTUH Ha BCEX
avckax. (Tonbko ana KoHconbHoro CkaHepa).

BbiBecTn cnmcok Bcex $parinos, MOMeLLEHHbIX B KapaHTVH Ha
yKa3aHHOM Jiornyeckom aucke. (Toabko ana KoHcoabHOro
CkaHepa).

BbIBOAVITb nymm B ,CI,BOI;IHbIX KaBbl4KaXx.

Ypaanutbe ¢asbl C ykazaHHOTO Ancka <d> (MMSi_N1OTrM4eckoro_awncka),
HaxoZsllMe B KapaHTUHe AoJblie <p> (KOAUYeCTBO) AHel. Ecan
<d> U <p> He yKa3aHbl, TO 6YAyT yAaneHbl Bce dainbl,
HaxoAALLMecs B KapaHTWHe, CO BCeX NOTMYeckunx AnckoB. (ToNbko
ana KoHconbHoro CkaHepa).

3akpbiTb CkaHep nocse NpoBepku (BHe 3aBUCMMOCTU OT TOTrO, Hbian
NN NPVIMEHEHbI AeNCTBMA K 0BHapy>KeHHbIM yrpo3am). (Toabko Ans
CkaHepa).

[JonucaTb oTyeT 0 paboTe NporpamMmbl B ykasaHHbIi daiin. Mo
YMOJIUaHWIO 3annch B daiin XXypHaia He npousBoautca (npwu
3anycke CkaHepa 13 KOMaHAHOW CTPOKM).

npOBepﬂTb Mo CUMBOJIbHbIM CCblKaMm. 1o yMOA4YaHMKO onuuA
OTKNHOYEHa.

lMpoBepka Ha Hannuve pyTKUTOB. 10 YMOUAHWIO OMNUMA OTK/IKOYEHa.

3anucaTtb OTUeT 0 paboTe NporpamMmsl B yKkaszaHHbIi daiin. Mo
YyMOUaHWIO 3anu1ch B daiin xypHana He MPoOU3BOAMTCA (Npu
3anycke CkaHepa W3 KOMaHZAHOW CTPOKM).

TalM-ayT coeAMHEHNs CO CKaHMpyoLWwmnM aapomM Scanning Engine, B
cekyHgax. Mo ymonuanuno — 30 cekyHa. (Tonbko agna KoHconbHOro
CkaHepa).

Vicnonb3oBaTth gnHamuuecknii naeHtngrkatop RPC. (Tosbko ans
KoHconbHoro CkaHepa).

Vicnonb3oBaTtb anHamudeckui Lenesort agpec RPC. (Tonbko ans
KoHconbHoro CkaHepa).

Vicnonb3oBaTh ykasaHHbIV LeneBoi agpec RPC. (Tosbko ans
KoHconbHoro CkaHepa).

Vcnonb3oBaTb ykazaHHOe nMa xocTta and BbizoBos RPC. (Tosnbko
ana KoHconbHoro CkaHepa).

Vcnonb3oBatb ykazaHHbI npoTokos RPC. Bo3moxHO
MCNo/ab30BaHWe NPOToKoNoB: Ipc, np, tecp. (Tonbko ans

PyKOBO,ELCTBO nosab3oBaTenda
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Knrou

/ScC

/SCN

/SLS

/SPN

/SPS

/SST

/ST

/TB

/TM

/TR

/W:<cek>

/WCL

/X:S[:R]

MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

OnwucaHue
KoHconbHoro CkaHepa).

BbIBOAMTb COEePXMMOE COCTaBHbIX ob6bekToB. o YMOYaHNO
onuuAa OoTKAKYeHa.

BbIBOAWTL Ha3BaHWE MHCTAANALMOHHOIO naketa. Mo ymoavaHuo
onuuvs OTKIFOYeEHa.

BbiBOAWTE NOrM Ha 3kpaH. 1o ymonuyaHuo onuusa BKItOYeHa.
(Tonbko ans KoHconbHoro CkaHepa).

BbiBOAWTb Ha3BaHWe ynakoBLyvka. [1o ymMonyaHuo onums
OTK/IHOYEHA.

OTobpaxaTb NpoLecc NpoBeseHUs nposepku. Mo ymoadaHuo
onuma BrkatoyeHa. (Toabko ana KoHconbHoro CkaHepa).

BbiBOAMTL Bpems NpoBepky o6bekTa. Mo ymoauaHuio onuys
OTK/ItOUEHa.

3anyck CkaHepa B $oHOBOM pexxmme. Ecan He 3agaH
napameTp /GO, TO rpaduyeckmin peximm oTobpaxaeTcs ToNbKO Npu
o6Hapy>KeHUn yrpo3. B 3Tom pexkume npu nepexoge Ha paboTy oT

H6aTapen NpoBepka NpekpaLlaeTcs.

BbINoNHATL NPOBEPKY 3arpy304HbIX CEKTOPOB U raBHbIX
3arpy3ouHbix cektopos (MBR) xecTkoro amcka.

BbINONHATL MOMCK YrpO3 B ONEPATUBHON NaMsATW (BKItOYas
cucteMHyro obnactb Windows).

I'lposepﬂTb CUCTEMHbIE TOYUKM BOCCTaHOBJ/IEHUA.

MakcvmasibHOoe BpeMs NpoBepky, B cekyHaax. o ymonyaHuo —
6e3 orpaHUYeHun.

BbiBOA, coBMecTUMbI ¢ drwebwcl. (Tonbko ans KoHconbHOro
CkaHepa).

Mo OkoHYaHMM MPOBEPKU NEPEBECTV MaLLNHY B YKa3aHHbIV PeXUM:
BbIK/tOUEHVe/Nepe3arpyska/sKayLmii pexxum/crsiLunin pesxxmm.

PyKOBO,ELCTBO nosab3oBaTenda
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3asiaHre AeNCTBUI C pa3NnUHbIMK 06bekTaMm (C — BbIIEUNTb, Q — NEPEMECTUTbL B KapaHTUH,
D — yAanuTb, I — UFHOPUPOBATb, R — MHPOpPMUpoBaTh. [leNcTBne R BO3MOXHO TONbKO A4
KoHconbHoro CkaHepa. o ymonyaHuio ana Bcex — MHPOPMMpoBaTh (Takke TObKO ANd
KoHconbHoro CkaHepa)):

AeiicTBue

/AAD:
<delicmsue>

/AAR:
<delicmsue>

/ACN:
<delicmsue>

/ADL:
<delicmsue>

/AES:
<Odelicmsue>

/AHT:
<delicmsue>

/AIC:
<delicmsue>

/AIN:
<delicmsue>

/AJK:
<Odelicmsue>

/AML:
<delicmsue>

/ARW :
<delicmsue>

/ASU:
<delicmsue>

OnucaHue

,CI,EI\/’ICTBVIFI ANA peKNaMHbIX NpOorpamMm (BO3MOXHbIE AEVICTBMHI DQIR)

AeNCTBYA C MHOULMPOBAHHBIMU apXMBamu (BO3MOXHbIE AeicTBYA: DQIR)

AGIZCTBVIFI C I/IHCI)I/ILI.I/IpOBaHHbIMI/I MHCTaNNAUMNOHHbIMW NMaKeTaMun (BO3MO)KHbIe AGIZCTBI/IHZ

DQIR)

,CI,EI\/’ICTBVIFI C nporpamMmMamMm A03BOHa (BO3MOXHbIE AEVICTBMHI DQIR)

AelzCTBMﬂ C yA3BMMbIMW NMporpaMmMmamm (BO3MOXKHbIE AeﬁCTBMﬂI IR)

[eVicTBUA C NporpaMMamu B3ioMa (BO3MOXKHble AencTBmA: DQIR)

LeVcTBUS € HemseummbiMU Gainamu (BO3IMOXKHbIe AeNCTBKA: DOR)

AeVCTBUS C MHOULMPOBAHHLIMK dannamMu (BO3MOXKHbIE AeNCTBUA: CDOR)

[eNCTBYA C NpOorpamMMamMu-LIyTKamMm (BO3MOXHbIE AeicTBMA: DOIR)

AeVcTBUA C MHOULMPOBAHHBIMW MOYTOBbLIMU Galinamm (BO3MOXHble AelcTBUA: QIR)

[eVCTBUS C NMOTEHLMANbHO OMnacHbIMU dainamm (BO3MOXKHbIe AencTBMA: DOIR)

AEUCTBMA C NOAO03PUTENIbHBIMU halinaMu (BO3MOXKHbIE AeCTBUA: DOIR)

HekoTopble katoun MOryT MMeTb MOANGUKaTOPbI, C MOMOLLIbHO KOTOPbIX PEXMM fBHO
BK/ItOYaeTca mMbo oTkntovaetca. Hanpumep:

/AC-

/AC, /AC+

pexXnmMm ABHO OTKAKOYaeTCA

pexnm ABHO BKAKOYaeTCA

PyKOBO,ELCTBO nosab3oBaTenda
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Takasi BO3MOXHOCTb MOXeT ObITb MoJIe3HA B C/IyYae, eC/IV PEXUM BKIOUEH/OTK/IHOUEH MO
YMOAYAHMIO UM MO BbINMOJHEHHbBIM paHee ycTaHOBKaM B KOHQUTrypaunoHHom daine. Cnmvcok
KNrOUEN, AOMYyCKatoLWMX MPUMEHEHNE MOANDUKATOPOB:

/AC, /AFS, /AR, /BI, /DR, /HA, /LN, /LS, /MA, /NB, /NT, /OK, /QNA,
/REP, /scc, /SCN, /sSLs, /SPN, /sps, /ssT, /TB, /TM, /TR, /WCL.

Ansa kitova /FL MOANPUKATOP «—» O3HAYAET: MPOBEPUTb MYTU, NEPEYNCNEHHbIE B YKa3aHHOM
darine, n ysanutb 3TOT an.

Ansa knrouen /ARC, /ARL, /ARS, /ART, /ARX, /NI[:X], /PAL, /RPC, /W
3HaueHMe napameTpa «0» 03HayaeT, UTo NapameTp NCNoab3yeTcs 6e3 orpaHUYEeHN.

Mprmep ncnonb3oBaHUA Kntoven npun 3anycke KoHconbHOro ckaHepa:
[ <nymbe_k_npoepamme>]dwscancl /AR- /AIN:C /AIC:Q C:\
npoBepuTb Bce Gaibl, 3a UCKIHOYEHMEM apXMBOB, Ha ancke C, MHOULMPOBaHHbIEe Galibl

NeYnNTb, HEN3NeUnMble MOMECTUTb B KapaHTUH. na aHanormuyHoro 3anycka CkaHepa Ans
Windows Heobxoanumo BmecTo dwscancl HabpaTb UM KOMaHAbl dwscanner.

17.2. NMapameTpbl AN UHCTANINIALUOHHDbIX NaKeToB

/compression <pexuMm> — pexuM cxaTusa Tpaduka ¢ cepBepoM LIeHTPaNn30BaHHOM
3awmTbl. NapaMeTp <pexum> MOXEeT NPUHMUMaTb Cleyroline 3HauYeHns:

® yes — WCMNOJb30BaTb CKaTue.

® No — HE NUCMNO0JIb30BaTb CXXaTue.

e possible — cxaTne BO3MOXHO. OKOHUaTeNbHOE pelleHne NPUHUMaeTca B

3aBNCNMOCTK OT HAaCTPOEK Ha CTOPOHE cepBepa.

Ecan kntou He 3ajaH, Mo YMOJIHaHUNIO UCMNONb3YETCA 3HaYeEHNE possible.

/encryption <pexum> — pexum WwndpoBaHna Tpaduka C CEpBEPOM LEHTPANN3OBAHHOM
3awmTbl. NMapameTp <pexum> MOXeT MPUHMMaTb CaeayroLime 3HaUYeHUA:

® yes — UCNOJb30BaTh WndposBaHue.
® Nno — He NCMo/b30BaTh WNdpOBaHMe.

e possible — wWndpoBaHNE BO3MOXHO. OKOHYaTeNbHOE peLleHre NPUHMMAETCs B
3aBMCUMOCTM OT HacTPOEK Ha CTOPOHE cepBepa.

Ecam knrou He 3azaH, NO YMOJTYaHUIO UCMONb3YeTcs 3HaueHne possible.

/excludeFeatures <KOMNOHEHMbI> — CMMNCOK KOMMOHEHTOB, KOTOpPbIE 6y,£l,yT MCKIHOYEHDbI
npwn yctaHOBKe. I'Ipm 3a4aHNN HECKOJIbKUX KOMIMOHEHTOB I/ICI'IO.I'Ib3yI7IT€ 3HaK «,» B KayecTBe
pasaenntena. AOCTyI’IHbIe KOMMOHEHTbI:

e scanner — CkaHep Dr.Web,

PyKOBO,CLCTBO nosab3oBaTenda



A
d
A

A\

MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

e spider-mail — SplDer Malil,

e spider-g3 — SplDer Guard,

e outlook-plugin — Dr.Web ana Microsoft Outlook,
e firewall — bpaHgmaysp Dr.Web,

e spider—-gate — SplDer Gate,

e parental-control — OQUCHBIN KOHTPOb,

e antispam-outlook — AHTKcnam Dr.Web ans komnoHeHTa Dr.\Web ana Microsoft
Outlook,

e antispam-spidermail — AHTucnam Dr.Web ans komnoHeHTa SplDer Mail.

,ﬂflﬂ KOMMOHEHTOB, HE YKa3aHHbIX HAMPAMYHO, COXPaHAETCA CTaTyC YCTaHOBKMU, SaAaHHbIVI AanAa
HUX MO YMOJIHaHUHO.

/1id <udeHMuguUKkamop_cmaHyuu> — NAeHTMOUKATOP CTaHLMUK, Ha KOTOPYH yCTaHaBANBAETCA
Arent Dr.Web.

3afaeTcA BMecTe ¢ naposiem (Kitod /pwd) ANS pyYHON aBTopmusaumumn Ha cepaepe. Ecan
napameTpbl aBTOpM3aLmMmn He 3ajaHbl, peleHre o6 aBTopmusaL My NPUHUMaETCA Ha CTOPOHE
cepBepa.

/includeFeatures <KOMNOHEHMbI> — CMUCOK KOMMOHEHTOB, KOTOPble HEOBXOANMO
yCTaHOBUTb. Mpn 3agaHN HECKONbKMX KOMMOHEHTOB MCMO/Ib3YyNTe 3HAK «,» B KAYeCTBE
paszenntens. JOCTynHble KOMMOHEHTbI:

e scanner — CkaHep Dr.Web,

e spider-mail — SpIDer Mail,

e spider-g3 — SplDer Guard,

e outlook-plugin — Dr.Web ana Microsoft Outlook,

e firewall — bpaHamayap Dr.Web,

e spider-gate — SplDer Gate,

e parental-control — OPUCHBIN KOHTPOb,

e antispam-outlook — AHTKUcnam Dr.Web ans komnoHeHTa Dr.\Web ana Microsoft
Outlook,

e antispam-spidermail — AHTMcnam Dr.Web gns komnoHeHTa SplDer Mail.

g KOMNOHEHTOB, He YKa3aHHbIX HaNnpAMYH, COXpaHAEeTCA CTaTyC YCTaHOBKW, BaAaHHbIVI AnA
HUX MO YMOJIHaHUHO.

/installdir <nanka> — narnka yCTaHOBKMW.

Ecan knrou He 3agaH, N0 YMONYaHMIO YCTaHOBKA OCYLLECTBAAETCA B KaTanor Program
Files\DrWeb Ha CUCTEMHOM AUCKE.

PyKOBO,ELCTBO nosab3oBaTenda
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/instMode <pexum> — pexxnM 3anycka nHcTaanatopa. lNapameTp <pexum> MoXeT
NPUHUMaTb Cleytollee 3HaUeHue:

® remove — YAaAUTb yCTaHOBHEHHbIVI NPOAYKT.

Ecav kntou He 3ajaH, MO YMONUYaHMIO MHCTAANATOP aBTOMATUYECKM OMNPeensieT pexmm
3anycka.

/lang <k00_A3bIKa> — A3blK MHCTaANATOPA W yCTaHaB/AMBAaeMOro nNpoaykra. 3agaerca B
dopmate ISO-639-1 ana koga A3bika.

Ecam kntou He 3agaH, NO YMOTYaHWIO UCMONb3YeTCA CUCTEMHBIN A3bIK.
/pubkey <nyme > — NOJHbIA NyTb K Gainy ceptndurkaTa AN OTKPLITOrO KitoYa cepBepa.

Ecnn ceptndumkat nam oTKpbIThIM KIKOY HE 3aAaH, N0 YMONYaHWIO NPU 3anycke J10KaibHON
YCTaHOBKW MHCTaNNIATOP aBTOMaTU4eCcku noaxsaTblBaeT cepTndmrkar (C paclulMpeHmnem . pem)
WM OTKPbITBI KNtoY (drwesd. pub) U3 Nanku cBoero 3anycka. B cnyyae pasmelenma
cepTvdurKaTta Uan OTKPbLITOTO K/ItOYa B Manke, OTAINYHOW OT Nankn NHCTaAnNATopa, HeobxoanMo
BPYYHYIO 3a/aTb MOJIHbIN NYTb A0 cepTUdUKaTa AN OTKPLITOrO KItoYa.

Mpw 3anycke NHCTaNNALMOHHOIO NakeTa, Co34aHHOro B LleHTpe YnpaeneHus, ceptudumkar
VAW OTKPBITBIA KNHOY BXOAWT B COCTAB MHCTAMIALMOHHOIO NakeTa, ¥ AOMNOJHUTENbHOE
ykasaHue He TpebyeTcs.

/pwd <napose > — naponb AreHta Dr.Web ana goctyna k cepsepy.

3asaeTcs BMeCTe C MAEHTUOMKATOPOM CTaHUMM (KU /1id) ANd pyYHOM aBTOpPM3aLmMmM Ha
cepBep. Ecan napameTpbl aBTOpM3aumnmn He 3ajaHbl, peleHne o6 aBTopmusaLmm NpUHNUMaeTCs
Ha CTOpOHe cepBepa.

/regagent <pexum> — onpegenseT, byaet v 3apernctpuposaH AreHT Dr.Web B cnincke
YCTaHOBJ/IEHHbIX NporpamMm. lNapameTp <pexum> MOXeT MPUHMMATb CAeAyroLime 3HaUYEHWS:

e yes — 3apeructpmpoBaTb AreHT Dr.Web B cnucke ycTaHOBAEHHbIX NpOrpaMm.

e no — He peructpupoBatb AreHT Dr.Web B cnuncke ycTaHOBAEHHbIX MPOrpamMm.

Ecan kntou He 3ajaH, N0 YMOJIYaHUIO NCMNONb3YyeTCA 3HaYeHME no.

/retry <KoO/UYECMB0> — KOJNMUYECTBO MOMbITOK NOWCKa CepBepa NOCPeACTBOM OTNPaBKM
multicast-3anpocos. Mpu oTcyTCTBUM OTBETA OT CepBepa No UCTEUEHUM 3aZaHHOTO
KOJIMYeCTBa MOMbITOK, CYATAETCA, UTO CEpPBEP HE HalAEH.

Ecan kntou He 3ajaH, N0 YMOJIYaHUIO OCyLLeCTBAAETCA 3 MonbITKM MOWUCKa cepBepa.

/server "[<npomokosa>/]<adpec_cepgepa>[:<nopm>]" — ajpec cepBepa, C KOTOPOro byaet
OCyLLEeCTBAATLCA YcTaHOBKa AreHTa Dr.Web 1 K koTopomy nocne ycTaHOBKM NOAKNHOUNTCA
AreHT Dr.Web.

PyKOBO,ELCTBO nosab3oBaTenda
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Ecam knrou He 3agaH, NO YMOYaHWIO OCYLLIECTBASETCA MOUCK CepBepa NOCPeACTBOM OTMNpPaBKu
multicast-3anpocos.

/silent <pexum> — onpegenset, OyAeT M MHCTAANATOP 3anyLleH B GOHOBOM pexuMe.
MapameTp <pexum> MOXEeT NPUHMMaTb CleayroLe 3HaUYEeHNS:

® yes — 3aNyCckaTb MHCTANNATOP B CI)OHOBOM pexunme.

® no — 3anyckatb UHCTaNNATOP B rpadmnueckom pexnme.

Ecnm kntou He 3agaH, No ymonvaHuto yctaHoBka AreHta Dr.\Web ocywiectBnsetcs B
rpaduyeckom pexuvme.

/timeout <gpema> — npegenbHOE BpeMa OXUAAHUA KaXKA0ro oTeeta Npu Noucke cepsepa.
3apaetca B cekyHzax. [NpreM OTBETHbIX COOBLLEHNIN NPOAOAXKAETCS, MOKa BPEMS OXMUAAHUS
OTBeTa He MpeBbILIAaeT 3HaUeHne TaiM-ayTa.

Ecam knrou He 3azaH, NO YMOYaHUIO UCMONb3YeTCs 3HaUeHne 3 CekyHAbl.

17.3. Koabl Bo3Bparta

Bo3MOXHble 3HaueHunA KOJa BO3BpPaATa N COOTBETCTBYHOLLNE UM cobbITnA cnegyrouine:

Kop Bo3Bpata  CobbiTne

0 BrpycoB nan nofo3peHnin Ha BUPYCbl He 0BHapy>KeHO.

1 O6Hapy>keHbl N3BECTHbIE BUPYCHI.

2 O6Hapy>xeHbl MoANdMKaLMM U3BECTHBIX BUPYCOB.

4 O6Hapy>eHbl NOAO3pUTENbHbIE HA BUPYC O0ObEKTDI.

8 B apxvBe, KOHTeHepe Win NOUYTOBOM fiLLMKE OBHapY>KeHbl M3BECTHbIE BUPYCHI.

16 B apxvBe, KOHTelHepe Win NOUYTOBOM siLLMKe OBHapy>KeHbl MOAVUDUKALN N3BECTHBIX
BMPYCOB.

32 B apxvBe, KOHTellHepe Win NOUYTOBOM fiLLKKe OH6Hapy>KeHbl NOA03PUTENbHbIE HA BUPYC
00BbeKTbI.

64 YcnewwHo BbINOAHEHO seyeHne XOTa Hbl OAHOTO 3apaXKeHHOro BUPYCOM ObbekTa.

128 BbinonHeHo yaaneHve/nepevMeHoBaHne/nepemMeLLeHne XoTa 6bl OAHOrO 3apa>keHHOro
danna.

Pe3ynbTupytolmii ko4 Bo3BpaTta, GopMupyemMblii NO 3aBepLUEHNIO NPOBEPKM, PaBEH CyMMe
KOZOB TeX COObITUI, KOTOPbIE MPOM3OLLIN BO BPEMS NPOBEPKM (MU ero cnaraemMble MOryT
OZAHO3HaYHO BbITb MO HEMY BOCCTAHOB/EHDI).

PyKOBO,ELCTBO nosab3oBaTenda
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\

Hanpumep, kog Bo3BpaTta 9 = 1 + 8 03HauaeT, UTo BO BpeMSA NPOBEPKM OBHapPY>KeHbI
N3BECTHble BUPYChbI (BUPYC), B TOM UnC/ie B apxunBe; obe3BpexunBaHmne He MPOBOANIOCH;
60/bLUe HMKaKNX BUPYCHbIX COBbITUIA He Hblno.

PyKOBO,ELCTBO nosab3oBaTenda
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18. Mpuno>keHne b. Yrposbl n cnocobbl nx o6esBperxnBaHunA

C pa3BuTUEM KOMMbIOTEPHbBIX TEXHONOTMIA N CETEBbIX peLleHnn Bce Hosbliee
pacrnpocTpaHeHne Noay4aroT pasNMyHble BPeLOHOCHbIE MPOrpamMMbl, HarnpaB/ieHHble Ha TO,
yTO6bI TaK NN MHAYe HAHECTUN Bpes Nosib3oBaTenaM. Vix pa3Bmtne Hauyanoch elle B 3noxy
3apOXAEHNA BblUMCANTENbHOW TEXHUKW, N NapaaieNlbHO pa3BMBaINCh CPEACTBA 3aLlUUTbl OT
HUX. TeM He MeHee, O CUX NOpP He CYLEeCTBYET eANHOM KnaccudurKaLmm BCeX BO3IMOXKHbIX
Yrpos, 4To CBA3aHO, B MEPBYHO oYepelb, C Henpeacka3yeMblM XapakTepoM UX Pa3BUTUSA U
NOCTOAHHbLIM COBEPLLUEHCTBOBAHMEM MPUMEHSAEMbIX TEXHOOTUIA.

BpesoHOCHbIe MporpamMMbl MOTYT PacipOCTPaHATLCA Yepes UHTEPHET, I0KaNbHYH CeTb,
3/IEKTPOHHYHO NMOYUTY U CbEMHbIE HOCUTENN MHDOPMaLMK. HekoTopble paccumTaHbl Ha
HEOCTOPOXHOCTb N HEOMbITHOCTb MOb30BATENA U MOTYT AEACTBOBATb MOJHOCTHHO
aBTOHOMHO, ApYyrve ABAAFOTCA NLWb UHCTPYMEHTaMU NOA ynpaBaeHMeM KOMMbOTEPHbIX
B3/IOMLUMKOB U CMOCOOHbI HAaHECTN Bpes Aaxe HaZeXHO 3alMLLEHHBIM CUCTEMAM.

B saHHOW rnaBe npeacTaBieHbl ONMCaHNA BCEX OCHOBHbIX M Hanbonee pacnpocTpaHeHHbIX
TUMOB BPEAOHOCHbIX NPOrpaMm, Ha 60pbOY C KOTOPbIMU B MEPBYHO OYepesb U HanpaBs/eHbl
pa3paboTtkun komnaHmn «[Joktop Beb».

18.1. Buabl KOMNbIOTEPHbIX Yrpos3

MNoa TepMUHOM «yepo3a» B AaHHOM Kiaccudurkaumm cresyeT NnoHMMaTh toboe nporpaMMmHoe
CPeACTBO, KOCBEHHO WM HaMNpPAMYH COCOBHOE HaHecTH yllepb KOMMbIOTEpY, CETH,
MHbOpPMaLMK AN NpaBaM MONb30BaTeNsA (TO eCTb BPEAOHOCHbIE U MPOUNE HEXENATe/IbHbIe
nporpammel). B 6onee WMPOKOM CMbIC/Ie TEPMUH «YrpO3a» MOXKET 03HauaTh /10Oy
NOTEHLMaNbHY OMacHOCTb ANS KOMMbOTEPA UK CETU (TO ECTb ee Y3BUMOCTb, KOTOpas
MOXEeT 6bITb NCNOJIb30BaHa A/ MPOBEAEHNS XaKePCKMX aTak).

Bce Tvnbl NnporpaMm, onucaHHble HUXKE, MOTEHLMANbHO 061a4at0T CNOCOBHOCTLIO
NOZABEPrHYTb OMACHOCTM AaHHble NOJAb30BaTENS UAN UX KOHOUAEHLMANBHOCTL. [porpammel,
KOTOpble He CKpbIBatOT CBOEro NPUCYTCTBUA B CMCTEMe (Hanpumep, HEKOTOPbIE MPOrpaMmbl
A/19 PacCblIKM Cnama UM aHanmsaTopbl Tpaduka), 06bIUHO He MPUHATO NPUUMCAATD K
KOMMbIOTEPHBIM Yrpo3am, XOTs Npu OnpeAeseHHbIX 0BCTOATENbCTBAX OHWN TakxkKe MOTyT
HaHeCT! Bpes NoJib30BaTeNto.

KomnbrotepHble BUPYCbI

[aHHBIA TN KOMMBIOTEPHbIX YIPO3 XapaKTepm3yeTcs CNOCOOHOCTbIO BHEAPSATh CBOWN KOA B
NCMONHAEMBIN KO APYrUX Nporpamm. Takoe BHeApeHWe Ha3biBaeTca UHguUyuposaHuem. B
60/1bLUINHCTBE CNyYaeB NHPMLIMPOBaAHHbBIN dalin camM CTaHOBUTCSA HOCUTEIEM BUpYCa, a
BHEAPEHHbIV KOJ He 0653aTe/IbHO MONHOCTLHO COOTBETCTBYET OpUrnMHany. bonbluas yacTtb
BMPYCOB CO3JaeTcs AN NOBPEXAEHMA AN YHUUTOXEHUA JaHHbIX.

PyKOBO,CLCTBO nosab3oBaTenda
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B komnaHuu «[loktop Beb» BMpycbl Aenat no tuny Gpannos, KOTOPble OHU MHOULIMPYIOT:

e Qalinossle 8Upycobl NHOULMPYHOT Gainbl ornepaLMoOHHOM cucTeMbl (06bIYHO MCMONHSAEMble
bannbl n AMHaMunyeckme 6GUBANOTEKM) N aKTUBU3NPYIOTCA NPW o6 paLLeHnm K
NHOULMPOBaHHOMY danny.

e Makpo-gupycel VTHOULMPYIOT JOKYMEHTbI, KOTOPble NCMONb3YHT MPOrpaMMBbl U3 NnakeTa
Microsoft Office (n apyrne nporpaMmbl, KOTOPble UCMONb3YOT MakpOChl, HaNNCaHHbIE,
Hanpumep, Ha fa3bike Visual Basic). Makpocsl — 3TO BCTPOEHHbIe MPOrpamMMbl, HalMMcaHHbIe
Ha MOJIHOLEHHOM A3bIKe NPOrpamMMUpPOBaHUNA, KOTOPblE MOTYT 3amnyckaTbca Npu
onpezeneHHbIx ycnosuax (Hanpumep, B Microsoft Word makpocbkl MOryT 3anyckaTbca npu
OTKPbITUW, 3aKPbITUM UAN COXPAHEHUU AOKYMEHTA).

o Ckpunm-supycbl NNLLYTCA Ha A3blKax CLleHapueB (CKPUNTOB) 1 B HONbLUNHCTBE Clyvaes
MHOUUMPYHOT Apyre dannbl cueHapues (Hanpumep, ciyxxebHble dpalinbl onepaLyioHHOM
cncteMbl). OHM MOTyT MHGMLMPOBaTL TakKe Apyrne Tunbl Gannos, KOTOpbie NOAAEPKMBALOT
MCMONHEeHWNe CLeHapreB, NONb3YACh YA3BUMbIMU CLEeHapUAMU B BEO-MPUITOXKEHNAX.

e 3azpy304Hbie 8UPYCbI MHOULMPYIOT 3arpy304UHble CeKTopa ANCKOB U pa3fenos, a Takxke
rNaBHblE 3arpy30YHble CEKTOPA XECTKMX ANCKOB. OHN 3aHUMAOT OYeHb Masio NaMaTh U
OCTatOTCA FOTOBLIMU K BbIMOJHEHWUIO CBOMX GYHKLMIA J0 TeX MOp, Noka He byaeT
npou3BeZeHa BbIrpy3ka, mepesarpyska nuim 3aBepLieHune paboTbl CMCTEMBI.

BonbLIMHCTBO BMPYCOB 06/1aaeT onpeAeNeHHbIMM 3aLLUTHBIMU MeXaHM3MaMmn NpoTUB
obHapy>xeHus. MeTozbl 3aLUMTbl OT 06HaPYXXEHNA NOCTOSHHO YAyYLLAOTCA, MO3TOMY ANs
aHTVBUPYCHbIX NPOrpaMm pa3pabaTtbiBatoTCsi HOBblE CMOCO6bI MPEOAONEHNS STOM 3aLUMThI.
Brpycbl MOXHO pa3genvTb MO NPUHLMMY 3aLuTbl OT OBHapPY>KEHUA:

e [llugpposaHHble supycbl LUINPPYHOT CBOWN KO NPU KaXi0M HOBOM MHOULMPOBAHUM, UTO
3aTpyAHAEeT ero obHapy>xeHne B daiie, NaMATU UK 3arpy304YHOM cekTope. Kaxkapii
3K3eMMNAsApP TaKoro BMpYyCa COAEPXKUT TONbKO KOPOTKUI 0bLWwmin dparMeHT (Mpoueaypy
pacwmndpPoBKM), KOTOPbIA MOXHO BbIOpaTh B KauecTBe CUTHATYpPbI.

e [TonumopghHbie 8UpyCebl NCMONb3YHOT MOMUMO WNPPOBaHMsA KoAa CreLnanbHyo NpoLesypy
paclndpOoBKM, N3MEHSAOLLYHO caMy Cebs B KaX0M HOBOM 3K3eMMJsipe BUPYCa, UYTO BeJEeT K
OTCYTCTBMIO Y TAKOTO BUPYCa HaWTOBbIX CUTHATYP.

e Cmesic-s8upycel (BUPYCbI-HEBUANMKM) NPeANPUHMMALOT CreLnanbHble AeNCTBUa Ans
MaCKUPOBKWN CBOEN AeATeNbHOCTU C LieJIbH0 COKPbITUA CBOErO MPUCYTCTBUS B
MHOULMPOBaHHbIX 06bekTax. Takor BUPYC CHUMAET XapakTepUCTUkmM obbekTa nepes ero
MHOULMpPOBaHMEM, a 3aTeM MepesaeT CTapble JaHHble NPKW 3anpoce onepaunoHHOM
CUCTEMBI UV NPOrPaMMbl, ULLYLLIEA N3MEHEHHbIE dalinbl.

BVIpbeI TakKoke MO>XXHO K.ﬂaCCI/Iq)VILI,VIpOBaTb no A3blKYy, Ha KOTOPOM OHW HanucaHbl
(6OJ'IbLLII/IHCTBO NNWYTCA Ha A3blKe acceM6nepa, HO MMEKOTCA TakKXe N BUPYCbl, HaNNCaHHbIE Ha
BbICOKOYPOBHEBbIX A3blKaX NMPOrpaMMmnMpoOBaHNnA, A3blKaX CLLeHapMeEB U T. 4.) nno
MHCI)I/ILI,I/IpyEMbIM MMK onepatMoHHbIM CUCTEMAM.

PyKOBO,ELCTBO nosab3oBaTenda
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KomnbloTepHbie uepBu

B nocneaHee BpeMs BpesOHOCHbIE MPOrpaMMbl TUMNa «KOMMbIOTEPHbIA YepBb» CTanu
ropasgo 6osiee pacnpocTpaHeHbl, YeM BUPYCbl 1 MPoYMe BpesOHOCHbIE NporpaMmbl. Kak v
BMPYChbI, Takne NporpamMmMbl CMOCO6HbI co34aBaTb CBOM KOMWUK, HO MPW 3TOM OHU He
NHOULMPYHOT Apyrne o6bekTbl. YepBb NPOHMKaeT Ha KOMMbOTEP U3 CeTH (Yalle BCero kak
BJIOXKEHME B COODLLEHMAX 3NEKTPOHHOW NOYTbI UM Yepe3 MHTEPHET) N paccCbiliaeT CBOU
OYHKUMOHaNbHbIE KOMWU Ha Apyrue KoMMbtoTepbl. [Ina Havana pacnpocTpaHeHUs YyepBu
MOTYT MCNOb30BaTh KaK AeVCTBUA NOb30BaTeNs, Tak U aBTOMAaTUUYECKNIA PeXXMM Bblbopa U
aTaku KomnbroTepa.

YepBu He 06A3aTe/IbHO LIEIMKOM COCTOAT U3 0aHOro darina (tena yepss). Y MHOrMX YepBen
eCTb TakK Ha3blBaeMasa NMHPEKLMOHHaA YacTb (Lenn-Koa), KoTopas 3arpyxaercs B
ornepaTMBHYHO NaMATb KOMMbIOTEPA U «AOrpy>KaeT» Mo CeTU HenoCPeACTBEHHO CaMO Teno
yepBsa B BUAE UcnonHaemoro darina. lNoka B cucteme HeT Tesla YepBs, OT HErO MOXHO
n36aBUTbCA Nepe3arpy3kon KoOMMbtoTepa (Mpu KOTOPON NPOUCXOAMNT COPOC onepaTMBHOM
namaTtn). Ecam xe B cncteMe okasbiBaeTCca TeNo YepBs, TO CNPaBUTLCA C HUM MOXET TOJIbKO
aHTMBMPYC.

3a cYeT MHTEHCMBHOTO PacNpPOCTPaHEeHMA YepBU CNOCOOHBI BbIBECTU U3 CTPOA Liesble CeTH,
Aa>Xe ec/I OHW He HeCyT HMKakoW MONe3HOW Harpy3ku (He HaHOCAT NPAMOW Bpes cUcTeMe).

B komnaHuu «[Joktop Beb» uepBei fenat no cnocoby (cpese) pacnpocTpaHeHus:

e Cemessle Yepgu pacnpoOCTPaHAOTCA NOCPEACTBOM Pa3NNYHbIX CETEBbIX MPOTOKONO0B U
NpOTOKO/I0B 06bMeHa dannamu.

e [Toumossle Yepgu PacnpPoCTPaHAOTCA NOCPEeACTBOM NOYTOBbIX NpoTokonos (POP3, SMTP n
T.A.).

e Ham-uepsu pacnpoCcTpaHAKTCA, UCMOJb3ya NOMNYAAPHbIE MPOrpamMmbl AN NepecblIKu
MFHOBEHHbIX coobuieHnn (ICQ, IM, IRCn . a.).

TposiHcKkue nporpaMmmbl

ITOT TN BPEeAOHOCHbIX MPOrpaMM He cnocobeH kK camopenamnkaummn. TposHckMe nporpamMmmbl
NOAMEHSIOT Kakyto-Mbo M3 YacTo 3anyckaemblX MPOrPaMm U BbIMOAHAOT ee GyHKLUMMK (MAn
UMUTUPYIOT UCMONHEHWE 3TUX QYHKLIMIA), OfJHOBPEMEHHO NPON3BOAA KakMe-1mbo
BPEAOHOCHbIE AeACTBUA (NOBPEXAEHWE N yaaneHne JaHHblX, Mepecblka KOHOUAEHLMaNbHOW
MHPoOpMaL MM 1 T. 4.), NM60 Aenas BO3IMOXHbIM HEeCaHKLMOHNPOBaHHOE NCMONb30BaHNe
KOMMbHOTEPA 3/10yMbILLIEHHUKOM, HanpuMep, A8 HaHeCeHUs Bpea TPeTbUM AnLaM.

3TM nporpamMmbl 061a4ak0T CXOXUMU C BUPYCOM MaCKMPOBOUYHBIMU U BPEAOHOCHBIMMU
bYHKUMAMY 1 faxke MOTyT OblTb MOZYNEM BMPYCa, HO, Kak MPaBUa0, TPOAHCKME NPOrpaMmbl
PacnpoCTPaHAIOTCA Kak OTAeNbHbIE CMOoNHAeMble daiinbl (BbiknajblBatoTcA Ha GarinoBble
cepBepa, 3annCbiBatOTCA Ha HOCUTENN MHPOPMAaLMKN UK NEPEChINAtOTCA B BUAE BIOXEHUN B
COOBLEHNAX INEKTPOHHOM MOYTbI), KOTOPbIE 3anyckatoTca IMbo caMuMm noab3oBaTteneMm, Mbo
onpeaeneHHbIM NPOLECCOM CUCTEMBbI.

PyKOBO,ELCTBO nosab3oBaTenda
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KnaccnoumumpoBaTb TPOAHCKME MPOrpaMMbl O4YEeHb HEMPOCTO, BO-MePBbIX, MOTOMY UTO OHMU
3a4acTyro pacrnpocCTpaHATCA BUPYyCaMu U YePBAMMW, BO-BTOPbIX, BPEAOHOCHbIE AENCTBUS,
KOTOpPble MOTYT BbINOAHATL APYrue TUMbl Yrpo3, MPUHATO NPUMNCLIBATL TONbLKO TPOAHCKUM
nporpaMmmam. Huxe npvBeseH CNNCOK HEKOTOPbIX TUMOB TPOSHCKUX MPOrpaMm, KOTopble B
koMnaHuu «loktop Beb» BblAenstoT B OTAENbHbIE KNACChI:

e b5k00pbl — 3TO TPOAHCKME NPOrpaMMbl, KOTOPbIE MO3BONAOT NOAYYaTb
NPVBUAETMPOBaHHBIM JOCTYN K CUCTEME B 06X0J CyLLeCTBYHOLLLEro MexaHn3mMa
npeaocTaBAeHNA AOCTyNa v 3awmTbl. bakaopbl He MHGMLMPYHOT Gaibl; OHM NPONUCbIBAtOT
cebsa B peectpe, MOANOULINPYS KAHOUN.

e Pymkumel NnpefHa3HayeHbl 414 nepexsBaTta CUCTEMHbIX YHKLMI OnepaunoHHOM CUCTEMBI C
Le/Ibio COKPbITUA CBOEro NPUCYTCTBUA B cucTemMe. KpomMe TOro, pyTkUT MOXEeT MackMpoBaTb
npouecchbl Apyrnx NporpamMmmM, pasinyHble KNKUM peectpa, nanku, danbl. PyTkuT
pacnpoCTpaHAeTca Kak caMoCToATeNbHAsA NPOrpaMma Uan Kak JONOAHNTENbHbIN
KOMMOHEHT B COCTaBe APYrov BpejoHOCHOMW nNporpaMmbl. 1o npuHumny ceoen paboTsl
PYTKUTbI YCIOBHO Pa3jenatoT Ha ABe rpynmnbl: PyTKMTbI, paboTatoLme B pexmme
nosnb3oBaTens (nepexsaT GyHKLMM BUBANOTEK NoAb30BaTeNbCKOrO pexuma) (User Mode
Rootkits — UMR), n pyTkuTbl, paboTatowme B pexxmme aapa (nepexeaT GyHKLUMA Ha YpOBHE
CUCTEMHOTO AZPa, YTO 3HAUNTENIbHO YCNOXHAET 0bHapyxXeHne n obesspexnsaHune) (Kernel
Mode Rootkits — KMR).

e KnasuamypHsie nepexaamyuku (Kelis02eepel) NCNOAb3YHTCA Ans cbopa AaHHbIX, KOTOPbIe
no/sb30BaTe/lb BBOAUT MPW MOMOLLM KnaBmnaTtypsbl. Lienbto Takmx 4encTBMA ABASETCA KpaXa
NNYHOU MHDOPMaLnUK (HanpuMep, CeTeBbIX Mapoien, TIOTMHOB, HOMepPOB BaHKOBCKMX KapT
nT. A).

e Knukepol nepeonpeaensatoT CCbIIKM MPU HaXXaTUW Ha HUX U TakKnM ob6pa3om
nepeHanpasBAAtOT NONb30BaTENEN Ha OonpeseneHHble (BO3MOXHO, BPEJOHOCHbIE) CalTbl.
O6bIYHO NoNb30BaTE/b NEpPeHanpPaBAseTCA C LeNbio YBENMYEHUA pPeKNaMHOro Tpaduka
Be6-CcalTOB MM 419 OpraHu3aumm pacnpejeneHHblx atak oTkasza B obcnyxunsaHmm (DDoS-
aTak).

° npOKCU—mpOﬂHbI npeasocTaBaArOT 3/I0YMbILWNEHHUKY aHOHMMHbIV BbIXO/J B UHTEPHET Yepes
KOMMNbHOTEP XEPTBbI.

Kpome nepeuncneHHbIx Bbille, TPOSSHCKME MPOrpamMMbl MOTYT BbIMONHATb U Apyrue
BPeAOHOCHbIE JeNCTBMA, HanNprMep, N3MeHATb CTapTOBYHO CTpaHuLUy B Beb6-bpay3sepe nam
yAanaTe onpegeneHHble daninbl. OgHaKo TakmMe AeNCTBUS MOTYT BbIMOJHATHCA U yrpo3amMu
APYTUX TUMOB (Hanpumep, BUpycaMu 1 4YepBaMu).

Mporpammbl B3/10Ma

MporpamMbl B310Ma CO34aHbl C LieNbo MOMOYb B310MLMKY. Hanbonee pacnpocTpaHeHHbIM
BMAOM NMOAOOGHbBIX MPOrpaMm SIBAAKOTCSA CKaHepPbl MOPTOB, KOTOPbIE MO3BOASHOT
06Hapy>X1BaTb YA3BUMOCTU B MEXCETEBbIX 3KpaHax (bariepBonax, bpaHaMayspax) 1 Apyrux
KOMMOHeHTax, obecneunBaroLLmx 6e3onacHOCTb KoMnbtoTepa. Kpome xakepoB, Takumm
WNHCTPYMEHTaMW MOTYT NOJb30BaTbCA aAMUHUCTPATOPbI 418 MPOBEPKN HAAEXHOCTU CBOMNX

PyKOBO,ELCTBO nosab3oBaTenda
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ceTten. IHorga kK nporpammMam B3loMa OTHOCAT NPOrpaMmbl, UCMOAb3YHOLLME METOAbI
couManbHOW NHXEHEPUN (31E€MEHTbI COLIMOTEXHUKMN).

PexnamHble nporpamMmmbl

Yale Bcero nog 3TMM TEPMUHOM MOHUMAKOT MPOrPaMMHbIA KOJ, BCTPOEHHbIV B pa3/iMyHOe
6ecniatHoe NporpaMMHoe obecneyeHmre, NPy NCNOJIb30BaHNM KOTOPOTO MOJb30BaTeO
NPUHYAMTENIbHO NOKa3biBaeTCs peknama. Ho MHoraa Takor Koz MOXET CKPbITHO
pPacnpoCTPaHATbCA MOCPEACTBOM APYrMX BPEeAOHOCHbIX MPOrpaMmM 1 AeMOHCTPUPOBATb
peknamy, Hanpumep B Beb6-6paysepax. 3auacTyto pekiamHble NporpaMmMbl paboTaroT Ha
OCHOBaHMM AaHHbIX, COBPaHHbIX LWMNMOHCKMMM NpOrpamMmmMamu.

MporpamMmmbi-wWwyTKN

OTO TN BPEAOHOCHbIX MPOrpaMm, KOTOpble, Kak ¥ peknaMHble NPorpaMMbl, HE HAHOCAT
NpsAMOro Bpesa cvcteMe. Yallie BCEro OHW FrEHEPUPYHOT COOBLLEHNS O HECYLLECTBYHOLLMX
oLINBKaX M YrpoXKatoT AENCTBUAMMU, KOTOPbIE MOTYT MPUBECTU K MOBPEXAEHWNIO AaHHbIX. VX
OCHOBHOW GyHKUMeW ABASETCA 3anyrMBaHue noab3oBaTtess, iMbo HaBA3UMBOE ero
pasgpaxeHue.

Mporpammbl A03BOHa

JTO cneumanbHble KOMMbIOTEPHbIE MPOrpaMMsbl, pa3paboTaHHble 414 CKAaHWPOBAHWUSA HEKOEro
Anana3oHa TesiedoHHbIX HOMEPOB A1 HAaXOXAEHNSA Takoro, Ha KOTOPbIA OTBETUT MoeM. B
faNbHeNLWeM 3/10YMbILUNEHHUKN NCMONb3YIOT HaJeHHble HOMepa A5 HaKpyYMBaHUSA onaThbl
3a TenedoH UAK 4NA He3aMeTHOTO NOAK/IOYEHNA NOb30BaTeNs Yepe3 MOJEM K
AOPOroCTOAWMM NAaTHbIM TenedOHHbIM Cy>KbaMm.

MoTteHuMazibHO onacHble NMPOorpamMmbl

™1 NporpamMMbl He CO3AaBannCh ANA HaHECEHMA Bpeaa, HO B CUJY CBOMX OCOBeHHOCTew
MOTYT NPeACTaBaATb Yrpo3y Ana 6e3onacHocTu cuctembl. K Takmm nporpaMmam OTHOCATCA He
TONbKO T€, KOTOPbIE MOTYT CIy4YaiHO NMOBPEAUTb AW YAANUTb AaHHbIe, HO U Te, KOTOPble MOTyT
MCNONb30BaTbCA XakepaMun Uan ApyrumMmu nporpaMmamMu Ansa HaHeceHua speja cucteme. K
NOTeHUMaAbHO OMacHbIM MNPOrpamMmmMam MOXHO OTHECTU pasJ/inyHble MPOrpamMmbl yaaieHHOro
obweHns 1 agMuHucTpupoBaHusa, FTP-cepBepbl U T. 4.

nOAOBPMTeﬂbeIe 06BbeKTbl

K nogo3putenbHbiM 06bekTaM OTHOCATCS Nt0Oble NOTEHLMaNbHbIE YrPO3bl, OOHapPY>XEHHbIe
NPV MOMOLLY 3BPUCTUYECKOTO aHan3a. Takve 06bekTbl MOTYT ABAATLCSA JHOObIM TUMOM
KOMMbOTEPHBIX YTPO3 (BO3MOXHO, Aaxe HEN3BECTHbIM A/ CNEeLManncToB no
nHOPMaLIMOHHON 6e30NacHOCTM), @ MOTYT OKa3aTbCs He30MacHbIMU B ClyYae JIOXKHOTo
cpabaTbiBaHMA. Palinbl, cogepxaliye NoAo3puTenbHble 06beKTbl, PEKOMEHyeTCs NnomMeLlaTb

PyKOBO,CLCTBO nosab3oBaTenda
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B KapaHTWH, a Takke OTNPaBAATb Ha aHaAW3 CneumnannctaM aHTMBUPYCHOW nabopatopun
KomnaHmn «/loktop Beb».

18.2. AencTtBua pna ob6e3Bpe)knuBaHnA yrpos

CyLiecTByeT MHOXECTBO Pa3/iMUHbIX MeTOA0B 60pbObl C KOMMBIOTEPHbLIMYK Yrpo3amu. ns
HaAe>XXHOW 3alUMTbl KOMMNbHOTEPOB U CETEN MPOAYKTbI KOMMaHUK «/lokTop Be6» 06beanHsoT B
cebe 3T MeTOAbl MPU MOMOLLY TMOKMX HAaCTPOEK N KOMMJIEKCHOTO NOAXoAa K obecneyeHunto
6e3onacHocT. OCHOBHbIMU AEUCTBUAMU ANs 06e3BpeXMBaHNSA BPEAOHOCHbLIX MPorpamMm
ABNAOTCA:

1.

NeueHue — feinicTBME, NPUMEHAEMOE K BUPYCaM, YepBsiMm 1 TpositHaM. OHO nogpa3ymeBaeT
yAaneHne BPeJOHOCHOrO KoAa 13 3apakeHHbIX GainnoB mbo yaaneHne GyHKLMOHaNbHbIX
KOMWI BPEAOHOCHbIX MPOrpamMm, a Takxke, Mo BO3MOXHOCTU, BOCCTAHOBNEHME
paboTocnocobHOCTN MOpaxKeHHbIX O6BEKTOB (T. €. BO3BPaLLEeHWe CTPYKTYpPbl U
dyHKLMOHaNa NporpaMmbl K COCTOSIHUEO, KOTOPOe ObIN0 A0 3apa>keHuns).

MepemeleHre B KapaHTUH — JeCTBUE, NPY KOTOPOM BPEAOHOCHbI 06BbeKT
nomMeLLaeTcs B creuunanbHyro nanky, rae U3oaMpyeTcs OT OCTasbHOWM cucteMsl. JaHHoe
AencTBMNE ABAAETCA NPEeANOYUTUTEIbHBIM NMPU HEBO3MOXHOCTU JIeYeHUS, a TakKe 411 BCeX
nofo3puTenbHbIX 06bekToB. Konuu Takmnx dpannos xenatenbHO nepecbinatb Aas aHanv3a B
aHTUBUPYCHYIO nabopatopuio «[Joktop Beb».

. YpaneHnune — 3ddektnBHOe genictBre ansa 60pbbbl ¢ KOMMAbIOTEPHBIMY Yrpo3aMmu. OHO

NPUMEHUMO Ans NH6Oro TMna BpeAoHOCHbIX 06bekToB. CieayeT OTMETUTb, UTO MHOTAA
yaaneHune byaet npMMeHeHO K HeKOTOpbIM darnam, aia KOTopbix 6b110 BbIOpaHO feyeHme.
OTO NPOUCXOANT B CNyyae, KOrZa BeCb Galin LeIMKOM COCTOUT 13 BPeAOHOCHOTO KoJa U He
COZEP>XKUT HUKaKOWN Nosie3HON nHbopMaLmmn. Tak, Hanpumep, Mo eYeHnem
KOMMbIOTEPHOrO YepBs NoApa3yMeBaeTcs yAaneHne Bcex ero GyHKLUMOHaNbHbIX KOMUMA.

BnokupoBka — 3T0 Takxke AelCTBMe, NO3BO/IAIOWEee 06e3BpeAnTb BPELOHOCHbIE
nporpamMmsl, NPy KOTOPOM, OZHaKO, B GpainioBOM CUCTEME OCTAKOTCA UX MONHOLLEHHbIEe
Konuu. baokmpyrotcs Atobble NOMNbITKM O6paLleHns OT U K BpeAOHOCHOMY O6BbekKTy.

PyKOBO,ELCTBO nosab3oBaTenda
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19. Mpunoxxenue B. MpuUHLUMNbI NMEeHOBaHUA Yrpo3

Mpw 0bHapy>XeHnn BUPYCHOro Koga kKomnoHeHTbl Dr.Web coobuwatoT noab3oBatento
cpeacTBaMu nHTepdenca n 3aHOCAT B dai oTyeTa MMS BUpYCa, MPUCBOEHHOE eMy
cneymanmctaMun komnaHum «JJoktop Beb». 3t nMeHa CTpoaTCca No onpeseneHHbIM
NpUHLUMNaM 1 OTpaXkakoT KOHCTPYKLMIO BUPYCa, KNacchl YA3BMMbIX OObEKTOB, Cpeay
pacnpoctpaHeHunsa (OC n npuknagHble nakeTbl) U paj APYrux ocobeHHOCTen. 3HaHne 3TUX
NPUHLUWMOB MOXET ObITb MONIE3HO A1 BbISIBJEHMA MPOrPaMMHbIX M OPraHnN3aLnOHHbIX
YA3BMMOCTEN 3alpLiaeMor cucteMbl. Huxe gaetcs kpatkoe U3NoXeHne NPUHLUNOB
MMEHOBaHWNA BUPYCOB; bonee NoaHas U NOCTOSHHO OOHOBAEMas BepCMa OnmcaHuna

AOCTynHa no aapecy https://vms.drweb.com/classification/.

JTa kKnaccndmkauma B psaje cyyaeB YCNOBHA, MOCKO/IbKY KOHKPETHbIE BUAbl BUPYCOB MOTYT
ob6sasaTb OJHOBPEMEHHO HECKO/IbKMMMW MPUBEAEHHbIMU Mpu3Hakamu. Kpome Toro, oHa He
MOXET CUMTaTbCs MCUEPMbIBAOLWEN, MOCKO/bKY MOCTOAHHO NOSABASAIOTCA HOBblE BUAbI
BMPYCOB U, COOTBETCTBEHHO, MAET paboTa Mo YTOUHEHMIO KnaccnudukaLlmm.

MonHoe nma Bnpyca COCTOUT U3 HECKOJIbKNX 31eMEHTOB, pa3je/ieHHbIX ToukaMu. [1pm 3Tom
HeKOTopble 3N1eMeHTbl, CToALME B Hayane NOHOrO MMeHU (NMpedurKcbl) U B KOHLLE
(cyddukcbl), ABAAKOTCA TUMOBbLIMW B COOTBETCTBUM C MPUHATOM Knaccudukaumen.

OcHoBHble npedUKChbI

Mpedukcbl onepauMoHHON CMCTEeMBbI

Hwuxecnegyrowme npedurkcbl MPUMEHAOTCA ANA Ha3biBaHMA BUPYCOB, MHOULMPYIOLLNX
ncnonHsemole darnbl onpegeneHHbix naatdopm (OC):

e Win — 16-pa3pagHbie nporpammbl OC Windows 3.1;

e Win95 — 32-pa3psaaHblie nporpammbl OC Windows 95/98/Me;

e WinNT — 32-pa3pasHble n 64-paspsagHble nporpammbl OC Windows
NT/2000/XP/Vista/7/8/8.1/10;

e Win32 — 32-pa3psagHble nporpammbl pasamuHbix cpeg OC Windows 95/98/Me n OC
Windows NT/2000/XP/Vista/7/8/8.1/10;

e Win64 — 64-pa3psasaHblie nporpammbl OC Windows XP/Vista/7/8/8.1/10/11;
e Win32.NET — nporpammbl B OC Microsoft .NET Framework;

e 0S2 — nporpammbl OC OS/2;

e Unix — nporpammebl pasanuHbix UNIX-cucrem;

e Linux — nporpammsbl OC Linux;

e FreeBSD — nporpammbl OC FreeBSD;

e Sun0S — nporpaMmmbl OC SunOS (Solaris);

PyKOBO,CLCTBO nosab3oBaTenda
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e Symbian — nporpammbl OC Symbian OS (MmobunbHas OC).

3amMeTuM, UTO HEKOTOpPbIE BUPYChl MOTYT 3apaXkaTb NPOrpaMmMbl OAHOM CUCTEMBI, XOTSH CaMu

AEVCTBYIOT B PYroOW.

Bupychbl, nopax<atowme ¢aiinbi MS Office

Mpynna npedurkcos Bnpycos, nopaxarowwmx obbektel MS Office (yka3aH A3bIk MakpOCOB,

nopa>aeMbIX 4aHHbIM TUTTOM BVIpyCOB)I

e WM — Word Basic (MS Word 6.0-7.0);

e XM — VBA3 (MS Excel 5.0-7.0);

e W97M — VBA5 (MS Word 8.0), VBA6 (MS Word 9.0);
e Xx97M — VBAS5 (MS Excel 8.0), VBA6 (MS Excel 9.0);
e A97M — 6a3bl gaHHbIX MS Access'97/2000;

e PPO7M — dannbl-npeseHTaunm MS PowerPoint;

e 097M — VBAS (MS Office'97), VBA6 (MS Office'2000), Bupyc 3apaxaet dpaninbl bonee yem

oAHoro komnoHeHTa MS Office.

Mpedukcobl a3bika paspaboTku

lpynna npedukcos HLL NpUMeHAeTca N9 UMEHOBaHMA BUPYCOB, HaNMCaHHbIX Ha A3blKaxX
nNporpaMMmnpPOBaHNS BbICOKOTO YPOBHS, Takux kak C, C++, Pascal, Basic n gpyrue.
Ncnonb3ytotca MmoandukaTopsbl, ykasbiBatowme Ha 6a30Bbii anroputM GyHKLMOHNPOBAHWSA, B

YaCTHOCTW:

e HLLW — yepBu;
e HILLLM — NMOYTOBbIE yepsBu;
e HLLO — BUPYChbI, Nepe3arnmncbliBakolwne Koh MporpaMmbl XepTBbl;

e HLLP — BMPYCbl-NapasuTbl;

HLLC — BUPYCbI-CAYTHUKW.
K rpynne npedunkcos s3bika pa3paboTkn MOXHO TakKe OTHEeCTH:

e Java — BMPYCbl ANA Cpefbl BUPTYyaabHOM MalUMHbI Java.

TposHckme nporpamMmmbl

Trojan — obLlee Ha3BaHWe ANA Pa3NNYHbIX TPOAHCKMX NporpaMm (TposHLeBs). Bo MHoOrmx
cnyyaax npedurKCbl 3TOW rPynmbl NCMONb3YOTCA COBMECTHO C npedukcom Trojan.

e PWWS — TPOSIHELL, BOPYHOLLMIA Naponu;

e Backdoor — TposiHel, ¢ RAT-pyHkumen (Remote Administration Tool — yTnanta

yAANEHHOro aAMUHNCTPUPOBAHNA);

PyKOBO,CLCTBO nosab3oBaTenda
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TRC — TpOsiHeL, MCMOJIb3YHOLMI ANs CBOEro GyHKLMOHMpPOBaHUA cpedy Internet Relayed
Chat channels;

DownLoader — TPOsiHeL, CKPbITHO OT MNO/b30BaTeNsA 3arpy>KaroLnii pa3anyHble
BPEAOHOCHbIE daliNbl U3 UHTEPHETA;

MulDrop — TPOsiHEL, CKPbITHO OT MOJIb30BaTeNA 3arpy>KatoLLmMii pa3nnyHble BUPYCHI,
coAep>Kallmecs HenmoCpPeACTBEHHO B ero Tene;

Proxy — TPOAHeL, NO3BONAOWMI 3/10yMbILUNEHHUKY paboTaTb B MUHTEpPHETE aHOHUMHO
yepes Nopa>keHHbI KOMMbIOTEP;

StartPage (CMHOHUM: Seeker) — TPOsiHEL, HECAHKLUMOHNPOBAHHO NOAMEHAOLLNIA aapec
CTPaHULLbI, yKazaHHOW Bpay3epy B KayecTBe JOMaLUHEeN (CTapTOBOM);

Click — TpOsAHeL, OpraHM3yrLWMin NepeHanpasBaeHe NoAb30BaTebCKUX 3aMpoCcoB
6pay3epy Ha onpeaeneHHbI CanT (MK CanTbl);

KeyLogger — TPOAHEL-LUMNNOH; OTC/IEXXMBAET N 3aMNNCbIBAE€T Ha>aTna Kl1aBULL Ha
KlnaBuaTtype;, MOXeT nepnogmyeckm nepecblnatb C06paHHbIe AaHHbI€ 3N10yMbILUNEHHWKY;

AVKill — ocTaHaBAMBaeT paboTy NporpaMmM aHTUBMPYCHOW 3aLUuThl, CETEBbIE SKPaHbl U
T. M.; TAKOKE MOXKET yAansTb 3T NPOrpaMmMbl C ANCKa;

KillFiles, KillDisk, DiskEraser — yAansfitoT HEKOTOPOE MHOXeCTBO darnnos (dbannbl
B onpejeneHHbIX Katanorax, Garabl Mo Macke, Bce Gparinbl Ha AUCKE U T. M.);

DelWin — yaanseTt Heobxoanmble ans paboTbl onepauynoHHon cuctembl (Windows) dannbl;

FormatC — popmatumpyeT gnck C: (C(MHOHMM: FormatAll — dopMaTnUpyeT HECKONbKO UK
BCE ANCKWN);

Kil1MBR — MOPTUT UAN CTUPAET COAEPXMMOe r1aBHOro 3arpy3oyHoro cektopa (MBR);

Ki11CMOS — nopTuT uam ctupaet cogepxxmmoe CMOS.

CpeacTBO MCNO/b30BaHUA YA3BUMOCTEN

Exploit — CPeACTBO, UCMOJIb3YHOLEE N3BECTHbIE YA3BMMOCTN HEKOTOPOWN OnepaLMoOHHON
CUCTEMBI UV MPUNOXKEHUSA AN BHEAPEHUSA B CUCTEMY BPEAOHOCHOTO KOZa, BUpYyca uau
BbIMOJIHEHNS KaKUX-TMBO HECAHKLMOHUPOBAHHbIX A€ACTBUNA.

Cpep,CTBa ANA CeTeBbIX aTakK

Nuke — cpeacTBa A5l CETEBbLIX aTaK Ha HEKOTOPbIE N3BECTHbIE YA3BMMOCTWN OmnepaLMOHHbIX
CNCTEM C LLEJIbHO BbI3BaATb aBapMVlHoe 3aBepLlieHune pa6OTbI aTaKyeM0|7| CNCTEMDI,

DDoS — nporpaMmMa-areHT Ans NpoBeAeHMA pacnpeseieHHbIX CeTeBbIX aTak TUMa «OTKa3 B
obcnyxumBaHum» (Distributed Denial Of Service);

FDOS (cuHoHuM: Flooder) — Flooder Denial Of Service — nporpaMmbl 4ns pa3Horo poaa
BPEAOHOCHbIX AercTBUN B CeTn, Tak MAN MHaYe MCMONb3YHOLLME e aTaky TUMa «OoTkas B
obcnyxxmBaHum»; B otamume ot DDoS, rae npotne o4HOW Lenn 04HOBPEMEHHO
MCNONb3yeTCA MHOXECTBO areHToB, paboTaroLmx Ha pa3Hbix koMnbroTepax, FDOS-
nporpaMmma paboTaeT kak OTAeNbHas, «CaMOA0CTaTOYHaA» NporpamMma.

PyKOBO,ELCTBO nosab3oBaTenda
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CkpunT-BUPYCHbI
ﬂpe(l)l/lKCbI BUPYCOB, HAaNMMCaHHbIX Ha Pa3/IMYHbIX A3blKaX CUEHAPUEB!:

e VBS — Visual Basic Script;

JS — Java Script;

e Wscript — Visual Basic Script u/vau Java Script;

Perl — Perl;
PHP — PHP;

BAT — A3bIk KOMaHAHOro nHTepnpetatopa OC MS-DOS.

BpepoHocHble nporpamMmmbl

MNpedurkcbl 06BEKTOB, ABAAOLIMXCA HE BUPYCAMU, @ UHBIMW BPEAOHOCHBIMUW NPOrpaMmMamMu:

Adware — pek/jaMHas nporpamMmma;

Dialer — nporpamma J03BOHa (NepeHanpasastoLLas 3BOHOK MOZeMa Ha 3apaHee
3anporpaMMUpPOBaHHbIV NAaTHbIA HOMeP WAN NAATHbIN pecypc);

Joke — nporpamMmma-LuyTKa;

e Program— MOTEHLMaANbLHO ONacHas nporpamma (riskware);

Tool — nporpamMmMa-mHCTpyMeHT B3soma (hacktool).

Pa3Hoe

Mpedukc generic ncnonbyetcs nocne gpyroro npedukca, obosHavatoLero cpesy nam
MeToJ pa3paboTku, AN 0603HaYEHNA TUMMYHOTO MPeACTaBUTENA 3TOTO TUMa BUPYCOB. Takow
BMPYC He 061aZaeT HUKaKMMU XapakTepHbIMUW NMPU3Hakamu (Kak TEKCTOBbIE CTPOKY,
cneymnanbHbie 3PeKTbl U T. 4.), KOTOpble MO3BOANAM 6bl MPUCBOUTL EMY KaKoe-TO 0CObeHHoe
Ha3BaHue.

PaHee ans UMeHOBaHMA NPOCTENLLNX HE3MKMX BUPYCOB MCMOb30BaNcs npedukc Silly ¢
pPa3NNyYHbIMU MOANPMKaTOPaMK.

CydPpukcbl

qu)q)l/IKCbl MCMNONBb3YHOTCA ANIA MMEHOBaHNA HEKOTOPbIX CI'IeLI,VIq)VI‘-IeCKVIX BUPYCHbBIX 061BbEKTOB:

e generator — OHBEKT ABNAETCA HE BUPYCOM, @ BUPYCHbIM FrEHepaTopoMm;

¢ based — BMpYC pa3paboTaH C MOMOLLbIO YKa3aHHOTO BUPYCHOrO reHepaTopa uan nytem
BUAOV3MEHEHWNS yKa3aHHOro BMpyca. B obomx cayyasx MMmeHa 3Toro Tvna sBastoTCA
POAOBBLIMMN 1 MOTYT 0603HaYaTb COTHU U MHOTAA Aa>e TbICSYN BUPYCOB;

e dropper — yKa3blBaeT, YTO OBBEKT ABAAETCA He BUPYCOM, @ MHCTaNNATOPOM yKa3aHHOro
BUpYCa.

PyKOBO,CLCTBO nosab3oBaTenda
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20. NMpunoxxeHne . OCHOBHbIE TEPMUHbI U MOHATUA

A

AHMUBUPYCHAA CemMb — COBOKYMHOCTb KOMMbIOTEPOB, Ha KOTOPbIX YCTAHOBAEHbI MPOAYKTbI
Dr.Web (AHTMBMpYyc Dr.Web ana Windows, AHTuBupyc Dr\Web ans cepsepos Windows u
Dr.Web Security Space) n koTopble NOAK/IOYEHbI K OAHOW N0KaNbHOW CETH.

a

ZlosepeHHsle npunoxeHus — NPUNOXEHWS, MOAMMUCU KOTOPbIX J06aBieHbl B CMMCOK
AoBepeHHbix B drwbase.db. K soBepeHHbIM NpuaoxeHnamM otTHocuTca nonyaspHoe MO,
Takoe kak Google Chrome, Firefox, npunoxenuna Microsoft.

3

3epkasno obHos1eHUl — Nnarka, B KOTOPYH KONMpyroTcst 06HOBNeHMA. 3epkano OOHOBNEHWI
MOXeT 6bITb NCMOb30BaHO Kak UCTOYHMK 06HOBAeHNI Dr.Web ans komnbtoTepos B
NOKaNbHOW CETH, KOTOPble He MOAKNOUEHbI K MHTEPHETY.

K

Knaccel ycmpolicme — yCTpOWMCTBA, BbIMOAHAIOLWME OANHAKOBbIE PYHKLMM (Hanpumep,
yCTPOWCTBaA ANA nevaTw).

M

Modugukayus supyca — KOA, MONYYEHHbIA TaKUM M3MEHEHWEM U3BECTHOTO BUPYCa, YTO Npw
3TOM OH OMO3HaeTCcs CKaHepPOM, HO aJIrOPUTMbl IeUYEHMSA UCXOAHOIO BMpPYCa K HEMY
HenpUMeHUMBbI.

P

Pexxum aomuHucmpamopa — pexxum Dr.\Web, B koTopoM npesocTaBaseTcs JOCTYN KO BCEM
napameTpamM KOMMOHEHTOB 3alyTbl M HacTpokaM nporpammsl. ns nepexosa B pexxum

[l
AAMUNHNCTPAaTOpPa HeO6XOAVIMO Ha>XaTb Ha 3aMOK .

PyKOBO,CLCTBO nosab3oBaTenda
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C

CueHamypa (8upycHas 3anuce) — HernpepbIBHasA KOHeYHas NoC/ieA0BaTENbHOCTL HalT,
HeobxoanMas 1 OCTaTOYHAA ANS OAHO3HAYHOW NAEHTUdMKALMN YrPO3bl.

X

Xew-cyMMa — yHVKanbHbIN naeHTndbukatop dania, NnpeacTaBAfrOWMIA cOHOM
nocnefoBaTeNbHOCTb LGP 1 ByKB 3asaHHON ANMUHbI. Icnonib3yeTca Ans NpoBepKu
LLeSIOCTHOCTU JaHHbIX.

L

LUuHbl ycmpolicme — NoACUCTEMbI NMepesaun faHHbIX MexXay GYHKLUMOHaNbHbIMK B10KaMu
KoMnbtoTepa (Hanpumep, wuHa USB).

C]

Sspucmuka — NpeAnoNoXeHMe, CTaTUCTMYECcKas 3HaUMMOCTb KOTOPOro NOATBEPXAeHA
OMbITHBIM MYyTEM.

Skcnnolim — nporpamma, GparMeHT Koja Uan NociesoBaTeNbHOCTb KOMaHA, NCMOb3yLoLne

yS3BUMOCTM B MPOrpaMMHOM obecrneyeHnmn 1 NpUMeHseMble 418 NPOBEeAEeHNS aTaku Ha
cncTemy.

dnekmpoHHas yugpposas noonuce (L) — peKBU3INT 3NEKTPOHHOTO LOKYMEHTa,
npeAHa3HaYeHHbIN ANS 3aLLMTbl JAaHHOTO 3IeKTPOHHOrO JOKYMEHTa OT MOAAENKMN.
MOJlyYeHHbIN B pe3y/bTaTe KpUnTorpapuueckoro npeobpasoBaHuns nHGopmaLmm c
MCNOb30BaHNEM 3aKPbITOrO KJOUYa 3N1EKTPOHHON LMGPOBOM MOAMNCK N MO3BOAAOLLNM
naeHTMONLMpPOBaTh BNaZesbla cepTudmkaTa Karoua NoANMUCK, a Takke YCTaHOBUTb
OTCYTCTBUE UCKaXXeHUS MHPOPMaLMN B I1€KTPOHHOM JOKYMEHTe.

Smynayus — nMmuTaums paboTbl OAHON CUCTEMbI CPeACTBaMU Apyroin 6e3 notepwu

bYHKLMOHaNbHbBIX BO3MOXHOCTEN U UCKaXXeHWN pe3yabTaTOB NOCPEACTBOM NUCMONb30BaHNSA

cneunanbHbIX NPOrpaMmMHbIX CPEACTB.

PyKOBO,ELCTBO nosab3oBaTenda
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