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FnaBa 1: BBegeHune

FnaBa 1: BBeaeHune

1.1. HazHaueHne AOoKymMeHTa

[loKyMeHT onucbiBaeT BHYTPEHHIOK CTPYKTYpY 6a3bl gaHHbIX CepBepa Dr.Web.

PykoBOZCTBO NOCTaBASETCA B TOM uMcie B coctaBe npoaykta Dr.Web Enterprise Security Suite
1 MOXeT BbITb OTKPbITO Yepes LleHTp ynpaBaeHma 6e3onacHocTbio Dr.Web.

MNepepn npouTeHMeM fokyMeHTa ybeamTech, UTo 3TO NocneHAs Bepcma PykoBoactea ans
Ballelr Bepcumn npoaykTa. PyKoBOACTBO MOCTOAHHO OGHOBAAETCS, M MOCAEAHIOK ero BepCuto
MO>HO HauTh Ha odpuuManbHOM Beb-canTe komnaHum «Joktop Beb» no agpecy
https://download.drweb.com/doc/.

1.2. YcnoBHble 0603HaueHus

YcnoBHble 0603HaueHus

B AAHHOM PYKOBOACTBE MCMNOAb3YHOTCA Cieayroume yCAOBHbIE 0603HaueHus:

O6o03HaueHue

O
A

AHMusUpycHas cemeo
<IP-address >

CoxpaHuTb

CTRL

C:\Windows\

[Mpunoxexue A

KommeHTapwuii

BaxxHoe 3ameuaHue nnm yKa3aHwue.

I'Ipe,u,ynpe>|<p,eHV|e O BO3MOXHbIX OLLINOOUHbIX CUTyaLmAaXx, a Takxke Ba>XXHbIX
MOMEHTaX, Ha KoTopble cneayeT o6paTutb 0cob0e BHUMaHWe.

HoBbii TEPMWH NN aKUEHT Ha TepMWHE B ONMUCaHUAX.
Mons ANA 3aMeHbl q)yHKLI,I/IOHaJ'IbeIX Ha3BaHWM q)aKTMLIeCKMMM 3Ha4vYeHnaAMW.

Ha3BaHwus 3KPaHHbIX KHOMOK, OKOH, NYHKTOB MEHKO U APYrX 31€MEHTOB
nporpamMmHoro uHtepderica.

O603HaueHVs KnaBuLL KiaBuaTypbl.
HavmeHoBaHus dalinoB 1 kaTanoros, GparMeHTbl MPOrpaMMHOTO KoZa.

nepereCTHble CCbINIKN Ha rnaBbl AJOKYMEHTa UMK TUNepCcCcbiIKM Ha BHELLHWE
pecypcbl.

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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naBa 2: basa paHHbix CepBepa Dr.Web

2.1. O6bwme cBegeHunA

2.1.1. O 6a3e gaHHbIX

EavHas 6a3a gaHHbIx noakitouaetcs k CepBepy LLeHTPann3oBaHHOM 3anTbl U XPaHUT
cTaTUCTUYEeCKMe JaHHble Mo cCOBbITUAM aHTUBUPYCHOW CeTun, HacTporkn camoro CepBepa
Dr.Web, napameTpbl 3almiaeMbix CTaHUMIA U @aHTUBUPYCHbIX KOMMOHEHTOB,
yCTaHaB/MBaEMbIX Ha 3alipLLI@aeMble CTaHLMW.

BO3MOXHO MCNOAb30BaHWE CAeAyroLLMX TUNOB 6a3bl JaHHbIX:
BcTrpoeHHas 6a3a gaHHbIX. [1pesocTaBaseTca 6a3a gaHHbix SQLite3, BcTpoeHHas
HernocpeacTBeHHO B CepBep LIeHTPaAN30BaHHOW 3aLlmThbl.

BHewHAA 6a3a gaHHbIX. [1peoCTaBAAIOTCA BCTPOEHHbIE ApaliBepa ANs NOAKIOYEH NS
cneayroLmx 6a3 faHHbIX:

e MySQL,

e Oracle,

e PostgreSQL (Bkntoyan Postgres Pro),

e ODBC-apaviBep ans nogkatoueHma apyrmux 6a3 gaHHbix, Takmx kak Microsoft SQL

Server/Microsoft SQL Server Express.

Bbl MOXeTe ncnosb3oBath Nt06YHO Ha3y faHHbIX, COOTBETCTBYHOLLYHO BalUMM 3anpocam. Baw
BbIOOP AO/IKEH OCHOBBIBATHCA Ha MOTPEOHOCTAX, KOTOPbIM LOKHO YAOBIETBOPATH
XPaHUANLLE AaHHbIX, TaKMX KaK: BOSMOXHOCTb 06CNY>XNBaHWSA aHTUBUPYCHOM CETH
COOTBETCTBYHOLLEro pa3Mmepa, ocobeHHocT obcnyxmBaHma MO 6a3bl AaHHbIX, BOSMOXHOCTU
Mo aAMUHUCTPUPOBAHMIO, MPesoCTaBAseMble caMol 6a30M AaHHbIX, a TakoKe NPUHATbIE K
MCMONb30BaHMIO Ha BalLEM NPeAnpuATUN TPebOBaHUA U CTaHAAPTI.

Bepcusa 6a3bl gaHHbIX
Bepcuma ctpykTypbl 6a3bl gaHHbIX: 522.

UT06bI y3HaTDb, KaKyto Bepcuio 6a3bl faHHbIX ucnosb3yeT Baw Cepsep Dr.Web

1. Otkpowute LleHTp ynpaBneHus Bawero Cepsepa Dr.Web.
2. MNepenante B pasgen AaMmuHucTtpupoBaHue — SQL-KOHCOND.

3. BeeauTte cnegyromin 3anpoc:

SELECT dbver FROM dbstruct;

4. Haxmute KHOMKy BbINoAHUTD.

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Moacncrembl 6a3bl AaHHbIX

Bce Tabaunupl 6a3bl gaHHbix CepBepa Dr.Web MOXHO pa3gennTb Ha creayrowme noACUCTEMDbI:

MeTagaHHble 6a3bl JaHHbIX

MeTaAaHHbIe, KOTOpbIe ONnCbIBAakOT MOAENb 6asbl AaHHDbIX (q>|/|3|/|quKyro N OTHaCTU
NOrnYeckyto Mojens B BUje tables refs).

OnoBeueHnA

OnuncaHns CyLLeCTBYHOLLMX OMOBELLEHWI U MCMO/b3YEMbIX B HUX NEPEMEHHbIX.
LLla6noHbl.

Hactpoliku oTnpaBky ONOBELLEHMI, Ha3HAaUeHNe UX agMUHKCTPaTopaMm.
OnoBelyeHuns, oTNpaBaeHHble B Be6-KoHCONb.

OnoBelleHMsA BCeX TUMOB, OXWAAOLLME OTNPaBKM.
AAMUWHUCTpaTOPbI

AZMUHUCTPATOPbI U FPYyMMbl aAMUHUCTPATOPOB, UX NpaBa.

CoobueHus, oTnpaBieHHble agMUHUCTPATOPaMM Ha CTaHLMM U X WaBNOHbI.
MeHepykep nuueH3nin

JInueH3noHHbIe kntoum, ycTaHoBeHHble Ha Cepepe Dr.Web.

PacnpeseneHne AMLEH3MI MO CTaHUMAM, rpynnam, noantnkam, cocegHmm Cepeepam
Dr.Web.

OtyeTbl 06 NCNONB30OBaHUM NNLLEH3UN.
CnpaBoOYHUKUN

CnpaBOYHNKMN C YaCTO NOBTOPSAIOWMMUCA JaHHBIMW, Ha KOTOPbIE CCbIIakOTCs Apyrue
Tabanupl.

CraHU MM N AepeBO aHTUBUPYCHOM ceTn

CraHuwmwn, rpynnbl, NoaMTnKK, NMpokcn-cepeepbl, nx aTpubyTbl 1 nepapxus.
CocepgHune CepBepbl

MexcepBepHble cBA3n ¢ coceaHnmn Cepsepamu Dr.Web.
KoHTponb npuno>keHnn

FeHepaumsa JOBEPEHHbIX MPUAOXEHNI KOMMOHEeHTa KOHTPOAb MPUAOXKEHWIA: HACTPOWKY,
cobpaHHble MPUNOXKEHNSA, MPOMEXYTOUHbIE JaHHbIE.

[JlaHHble CNpaBOYHMKA NPUNOXKEHWN, MONyUYeHHblE CEOPOM BNOKMPOBOK NAN aKTUBHOCTK
MpOoLEeCCoB.

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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FnaBa 2: basa gaHHbIX CepBepa Dr.Web

AT
\g’:

Kondurypauua Cepsepa
KoHdurypauwms Cepepa Dr.Web.
KoHdwurypauusa craHuuii

Hactpoiku ctaHumii 1 MNMpokcn-cepsepoB: KOHGUTypaLMs KOMMOHEHTOB, pacnuncaHus,
npaga, orpaHnyYeHnss O6HOBIEHUN.

Kondwurypauuma rpynn

Hactpoliku rpynn ctaHuumi n rpynn Mpokcun-cepBepoB: KOHPUTypaLms KOMMNOHEHTOB,
pacnucaHms, npaBa, OrpaHNYeHa O6HOBAEHN .

KoHndurypauusa nonmtuk

Hactpolikv noantunk: KoHouUrypaums KOMNOHEHTOB, pacnucaHuns, Npaea, orpaHUYeHns
OBHOBAEHUMN.

KoHdurypauma npounx o6bekToB

Mpoduan komnoHeHTa KOHTPOAb MPUAOXKEHWI, UX MPaBUaa 1 NOAb30BaTeNbCKNE
HaCTPOMKN KOMMOHEHTOB.

CobbiTnsa CepBepa

CobbiTnA, creHepupoBaHHble CepBepom Dr.Web:
e XXypHasbl ayauTa, NIaHNPOBLLMKA 3aAaHNI, OOHOBAEHWI;
e COObLLEHNSA, OTNPaBAEHHbIE aAMUHNCTPATOPAMUN Ha CTaHLNW;

e ana DrWeb AV-Desk: drHaHcoBbIe onepaumu.
CobbITnA cTaHUUi

CobbITnA, CreHepupoOBaHHble CTaHLUMAMMN:
e O6Hapy>XeHNA yrpos, owmnbKM 1 CTaTUCTUKa CKaHUPOBaHWS;

e COObITUA KOMMOHEHTA KOHTpOJ’Ib I'Ipl/lflO)KeHVII\/’I;

610KMPOBKMN YCTPOWNCTB;

yCTaHOBKa U yaaneHue AreHTa;
® XXypPHa/ NAaHWPOBLLMKA 3aA4aHWNI Ha CTaHLUMAX;

e reosIoKaLmsa CTaHLUNN.
Co6biTuA cTaHUui ¢ coceaHux CepBepoB

CobbITns, CreHepuUpOoBaHHbIE CTAHLMAMWN Ha COCeAHUX cepBepax (aHanornyHo CobbITnamM
CTaHLNI).

CocrosiHue CepBepa

Tekylee coctosiHne nogcunctem Cepeepa Dr.Web, B TOM umcie: HOBOCTH, OTNOXEHHbIE
OBHOBAEHUNA NPOAYKTOB.

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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CocTosiHMe CcTaHuMIn

CocTOsIHME CTaHLUMUM, B TOM UYACAE:
e aBapuWiiHble 3aBEPLUEHNS COEANHEHNN;

® YCTaHOB/IEHHble KOMMOHEHTbI U UX COCTOAHME (3anyLLeH/OCTaHOBEH), MOAYAN U
BMpPYCHble 6a3bl;

e CBEJEHMA O MPOrPaMMHOM M annapaTHOM obecneyeHnn, Noab3oBaTENAX CTaH LM,
e 3aperncTpupoBaHHble coeanHenuns AreHta n Cepaepa Dr.Web;
e KapaHTUH;

® OTKPbITblE CECCUW NOAb30BaTeNEN.

CocTosiHMe cTaHL Wi cocepHnx CepBepoB

COCTOsIHNE CTAHLUMIN COCeAHUX CEPBEPOB, B TOM YMC/Ie CBEAEHMSA O MPOTrPaMMHOM U
annapaTHOM obecneyeHunu.

Mpouue Tabauubl

2.

Mpoure cnpaBoYHble 1 paboure gaHHble.

1.2. Mpnmepsbl obpaweHna k 6ase gaHHbix CepBepa Dr.Web

[fanee npusoaatca npumepbl SQL-3anpocos k 6a3e gaHHbIX PostgreSQL. 3anpock! K Apyrum
6a3am AaHHbIX MOTYT cofep>XaTb HEKOTOpble OTANYMA, 06YCNOBNEHHbIE OCOBEHHOCTAMY
camoi 6a3bl AaHHbIX 1 TOHKOCTAMM €€ UCMOJIb30BaHMS.

@ Bo3mMoxxHOCTH A3blka SQL He MO3BOAIOT yunTbIBaTb B 3aMpOCax MEPaPXMIO TPYMM 1N CTaHLMN.

UT06b1 06paTUTLCA HanpAMYIO K 6a3e AaHHbIX

M W

. Otkpowuite LleHTp ynpaBneHus Bawero Cepeepa Dr.Web.

Mepengunte B passen AAMUHUCTpUpoBaHme — SQL-KOHCO/Ib.
BeeanTte Heobxoammbin SQL-3anpoc. [puMepbl 3anNpocoB NpUBeAEHbI Aanee.

Ha>xmuTe KHOMKy BbInOAHUTD.

Mpumepnbl SQL-3anpocos

1.

HainTu cTaHumMmn, Ha KOTOpbIX YCTaHOB/eHa cepBepHas Bepcns OC Windows 1 Ha KOTOpbIX
BMpPYCHble 6a3bl cTapee, yem 2019.07.04-00:00:00 UTC (12.0).

SELECT
stations.name Station,
groups list.name OS,
station products.crev Bases
FROM

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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stations
INNER JOIN groups list ON groups list.platform =(
CAST (stations.lastos AS INTEGER) & ~15728640

)
AND (
(
CAST (stations.lastos AS INTEGER) & 2130706560

) = 33554560

)
INNER JOIN station products ON station products.id = stations.id

AND station products.product = 'lO-drwbases'
AND station products.crev < 12020190704000000;

2. Hantu ctaHuum, nmerowme B paszene AHTUBMpPYCHaa ceTb — Ctatuctuka — CocrtosiHme
3anmcK € cepbe3HoCTbo Bbicokasa nav MakcumanbHas.

SELECT
stations.name Station
FROM
stations
WHERE
id IN (
SELECT
DISTINCT id
FROM
station status
WHERE
severity >= 1342177280
) ;

3. |-|OJ'Iyl-II/ITb COOTBETCTBUE CTAaTyCOB N KONn4ecTBa CTaHLI,I/II\/’I, MMERLWNX 3TN CTaTyChbl.

SELECT
code Code,
COUNT (code) Num
FROM
(

SELECT
DISTINCT id,
code

FROM
station status

) AS t
GROUP BY
Code
ORDER BY
Code;

4. Monyuntb 10 Hanbonee nonynspHbIx yrpo3s, obHapyxeHHbIx ¢ 2019.06.01 no 2019.07.01 Ha
CTaHUMAX, BXOAALLMX B TPYNny c uaeHTndumkatopom ‘373a9afb-9c9a-4d4d-b9b1-
de817b96bcc5' nm B ntobble BNOXEHHbIE B HEe Tpynmbl.

SELECT

cat virus.str Threat,

COUNT (cat virus.str) Num
FROM

station infection

INNER JOIN cat virus ON cat virus.id = station infection.virus
WHERE

station infection.infectiontime BETWEEN 20190601000000000

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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AND 20190701000000000
AND station infection.id IN (
SELECT
sid
FROM
station groups
WHERE
gid = '373a9%afb-9c9%a-4d4d-b9%1-de817b96bccS'
OR gid IN (
SELECT
child
FROM
group_children
WHERE

id = '373a%afb-9c9%a-4d4d-b9%1-de817b9%6bcc5’

)
GROUP BY

cat virus.str
ORDER BY

Num DESC
LIMIT

10;

5. Monyuntb 10 Hanbonee 3apaxkaeMbix CTaHLUMNN.

SELECT
Station,
Grp,
Num
FROM
(
SELECT
stations.id,
groups_list.id,
stations.name Station,
groups_ list.name Grp,
COUNT (stations.id) Num
FROM
station_infection

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

INNER JOIN stations ON station infection.id = stations.id
INNER JOIN groups_list ON groups list.id = stations.gid

GROUP BY
stations.id,
groups_list.id,
stations.name,
groups_ list.name

ORDER BY
Num DESC

LIMIT
10

) AS t;

6. y,D,aJ'II/ITb YNEHCTBO BCEX CTE]HLI,I/II7I M3 NMNOJIb30BaTE/IbCKUX rpynn, KOTOpblie HE ABJIAKOTCA

nepPBUYHbIMU ANA 3TUX CTaHLLMI‘;I.

DELETE FROM

station groups;
INSERT INTO station groups (sid, gid)
SELECT

CtpykTypa 6a3bl gaHHbIX Cepeepa Dr.Web
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AT
K5

stations.id,
groups list.id
FROM
stations
INNER JOIN groups list ON stations.gid = groups list.id
AND groups list.type NOT IN(1, 4);

7. HanTtn o6bekTbl aHTUBUPYCHOW CETU, B KOTOPbIX YKa3aHHbIA JOMEH NPUCYTCTBYeT B 6enom
cnucke komrnoHeHTa SplDer Gate, B nepcoHasbHbIX HaCTPOMKaX.

SELECT
stations.name Station
FROM
station cfg
INNER JOIN stations ON stations.id = station cfg.id

WHERE

station cfg.component = 38

AND stagionicfg.name = 'WhiteVirUrlList'

AND station cfg.value = 'domain.tld';
SELECT

groups list.name Grp
FROM

group cfg

INNER JOIN groups_ list ON groups list.id = group cfg.id
WHERE

group_ cfg.component = 38

AND group cfg.name = 'WhiteVirUrlList'

AND group cfg.value = 'domain.tld';
SELECT

policy list.name Policy
FROM

policy cfg

INNER JOIN policy list ON policy list.id = policy cfg.id
WHERE

policy cfg.component = 38

AND poIicy_cfg.name = '"WhiteVirUrlList'

AND policy cfg.value = 'domain.tld';

8. MonyunTb 13 ayamTa CObbITUA HeYyAaYHOrO BXOAa aAMUHUCTPaTOpOoB B LieHTp ynpaBaeHus
C COOTBETCTBYHOLWMMU KOAAMW OLUMOKN aBTOPU3aLUN.

SELECT
admin activity.login Login,
admin activity.address Address,
activity data.value ErrorCode,
admin activity.createtime EventTimestamp
FROM
admin activity
INNER JOIN activity data ON admin activity.record = activity data.record

WHERE
admin activity.oper = 10100
AND admin activity.status != 1
AND activity data.item = 'Error';

9. Hawtn ctaHumm nog OC Windows, Ha KOTOPbIX He YCTaHOB/EHbl HEObXOoANMble
ncnpaeneHns 6esonacHoCTL.
SELECT

stations.name Station
FROM

CtpykTypa 6a3bl gaHHbIX Cepeepa Dr.Web
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stations
WHERE
id NOT IN (
SELECT
station env kb.id
FROM -
station env kb
INNER JOIN stations ON stations.id = station env kb.id
WHERE
(
CAST (stations.lastos AS INTEGER) & 2130706432
)= 33554432
AND station env kb.name IN (
SELECT
id
FROM
env_strings
WHERE
str IN(
'KB4012212', 'KB4012213', 'KB4012214',
'KB4012215', 'KB4012216', 'KB4012217',
'KB4012598"

)i

2.2. Tabnunuybl 6a3bl AaHHbIX

[lanee npviBeseHO onucaHne Tabaut, 6asbl AaHHbIX, COAepKalliee cnesytoLine napameTpsbi:

o HOﬂﬂTa6ﬂMubICOHMC3HMHMM}
o CHMCOKMHAGKCOBTa6ﬂMubLHpM Haanymn NHAEKCoB,

e CMUCOK CBA3EN Mexay TabavuaMu, Npu HaanumMm CBA3en.

CBA3M npeacTaBastoT coboi npasuia, Mo KoTopbiM CepBep MNPOM3BOANT OUNCTKY YCTapeBLUMX

N HEKOHCUCTEHTHbIX AaHHDbIX.

CBA3KM ONNCBIBAOTCA CNEAYIOWMMMU AaHHbIMU:

<mekyujee_nosie> <mun_ceAa3u> <m06ﬂUHG_C6FI3U> . <noJjie_ceA3u>

rae:
<mekyuwjee_nosie> — rnoje B TekyLlel Tabavue;

<mun_cea3u> — TUM CBA3M MeXAy NOAAMU (CM. H1Xe);

<mG6ﬂUL{G_C6ﬂ3U> — Ha3BaHWe Ta6IIVILI,bI, C KOTOpOVI CBA3aHa TeKyllaAd Ta6n|/|u,a,'

<noJjie_cseAa3u> — noje B <mCl6/7UL{€_C8f-73U>.

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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BO3MOXHbI cregytoLLme TUMbl CBA3EN:

Twvn cBa3un

OnucaHue cBA3U

Ans noboi 3anmcy B TekyLlen Tabanue HageTca 3anncb B <mabsuye cesasu> Tak, uto
3HaueHWe <NoJIf_C8A3U> PaBHO 3HAUEHUO <meKylje20_Nosa> B Tekylleh Tabavue.

Ans nobol 3anmcn B <mabauye_ces3u> HaWAeTCs 3anuch B Tekyllen Tabavue Tak, uto
3HaYEHWEe <N0/IF_C8A3U> PABHO 3HAUEHWUIO <Mmekyuwe2o _NoJis> B Tekyllen Tabauue.

BrinosiHsroTcA 06a NpeAblAyLxX yCIoBYS.

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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2.2.1. MeTagaHHble 6a3bl AaHHbIX

dbstruct

Metadata table. Bepcusa cxemMbl 6a3bl AaHHbIX.

Monsa Tabanybi

HasBaHue noas

dbver

MNupekcbl Tabanubl

HazBaHue nHpekca

dbstruct pkey

tables fields

Twvin nona

INTEGER

Twun nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue

Bepcus 6a3bl AaHHbIX

Cnuncok noneu

nepBUYHBIN KIOY TabauLpl dbver

Metadata table. IHdopmaumsa o nonax tabauvy, 6a3bl JaHHbIX.

Monsa Tabanybi

HasBaHue noasa

fieldno

fieldtype

maxval

tabname
fieldname

attributes

default value

comments

Twvin nona
INTEGER NOT NULL

INTEGER NOT NULL

NUMERIC(19) NOT NULL

VARCHAR(128) NOT NULL
VARCHAR(128) NOT NULL

NUMERIC(19) NOT NULL

VARCHAR(256) DEFAULT "

VARCHAR(256) DEFAULT "

OnucaHue
Homep nons

TN nonsA: 0 — ctpoka, 1 — uenoe uucno, 2 —
JecATUYHOE YUCNIOo

MakKC/MaJibHO€ 3Ha4deHune nond (u,enoe uncnio)
nan onnHa

Ha3BaHwue TabauLpl
Ha3BaHwWe noJss

aTpunbyTbl Nons B dopme GUTOBOW Macky, CM.
Bbile

3HayeHue nonada nNo ymoadaHuo

KOMMEeHTapuii K Moo

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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MNupekcbl Tabanubl

HasBaHue nHpekca Twvin nHgekca Cnucok nonem
tables fields 0001 NPOCTON MHAEKC TabanLpl tabname, fieldname
tables fields pkey nepBw-leM K04 TabinLpl tabname, fieldno

tables indices

Metadata table. Cnncok nHAEKCOB 1 MePBUYHbIX KNtOUel B Tabavuax 6a3bl AaHHbIX.

Monsa Tabnuubi

HassaHue nonsa Tun nonsa OnucaHue

indexname VARCHAR(128) NOT NULL Ha3BaHVe VMHAeKca

tabname VARCHAR(128) NOT NULL Ha3BaHWe AU MHAEKC TabauLpl

fields VARCHAR(256) NOT NULL Ha3BaHWs MOJIel, pa3zesieHHble 3anaTon
attrs INTEGER NOT NULL TUN VHAEKCa, CM. KOMMEHTapun BblLLie

MNupekcbl Tabanubl

HasBaHue nHpekca Twvn nHgekca Cnucok nonei

tables indices pkey nepBUYHBIN KoY Tabaunupl indexname

tables list

Metadata table. Cnucok Bcex Tabauu, 6a3bl AaHHbIX.

Monsa Tabnuubl

HasBaHue nons Twvn nonsa OnucaHwue
priority INTEGER NOT NULL npuvopuTeT NPU pe3epBHOM KOMMPOBaHUN
subsystem INTEGER NOT NULL noacucteMa Tabauupl

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nona

tabname

description

MNupekcbl Tabanubl

HasBaHue UHAEeKCa

tables list 0001

tables list pkey

tables refs

Twvn nona
VARCHAR(128) NOT NULL

VARCHAR(256) DEFAULT "

Twvn nHgekca

NPOCTON MHAEKC TabauLpl

nepBUYHbIN K'Y TabauLpl

Metadata table. CBszn mexay nonamu tabaui.

Monsa Tabanybi
HasBaHue nons

ref tbl

ref fld
src_tbl
src_fld

attrs

def val

MNupekcbl Tabanubl

HazBaHue nHpekca

tables refs 0001

Twvin nona

VARCHAR(64) NOT NULL

VARCHAR(64) NOT NULL
VARCHAR(64) NOT NULL
VARCHAR(64) NOT NULL

INTEGER NOT NULL

VARCHAR(256) DEFAULT "

Tun nHgekca

MPOCTON MHAEKC TabauLpl

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue
Ha3BaHve Tabaunupl

onncaHmne Ta6}1I/ILI,bI

Cnuncok noaeu
priority

tabname

OnucaHue

Ha3BaHWe TabauLpbl, U3 KOTOPOW UCXOAUT
ccblika

Ha3BaHWe MoAs, U3 KOTOPOTrO UCXOAWT CCblKa
Ha3BaHWe TabnLpl, Ha KOTOPYHO CCblIAtOTCA
Ha3BaHWe Mo/, Ha KOTOPOe CChlatoTCs
aTpubyT CCblnkn B Buae 6utoBon Mackm (1T —
YAaNATb BUCAUME CCbIIKY, 2 — YAaNATb

HEeNcnoab3yemble 3anucn)

3Ha4yeHne No yMOJI4aHUO, NP KOTOPOM
HencnosibdyemMmasa 3anncb yaanatbCa He 6y,a,eT

Cnuncok noneu

src_tbl

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nHpekca

tables refs pkey

Twvn nHgekca

I'IepBVI‘-IHbIVI K1Y Ta6J'IVILI,bI

2.2.2. OnoBeweHns

alert_console

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Cnucok noneu

ref tbl, ref fld,
src_tbl, src fld

Onoseu_l,eva AAMUNHNCTPATOPOB, OTNpPaBa€HHbIE METOA0M Beb-koHCOb.

Monsa Tabnuubl

HasBaHue nons
id

subject

body

read until

admin

iread

gentime

station

id alert

MNupekcbl Tabanubl

HasBaHue nHpekca

Tun nonsa

VARCHAR(36) NOT NULL
INTEGER NOT NULL
INTEGER NOT NULL

NUMERIC(17) DEFAULT 'O’

VARCHAR(36) NOT NULL

INTEGER NOT NULL

NUMERIC(17) DEFAULT 'O’

VARCHAR(36) DEFAULT "

INTEGER NOT NULL

Twvn nHpekca

OnucaHwue

UUID coobulieHus
TeMa coobLeHus
Tes10 coobleHs

yepes Kakoe Bpems coobuieHve byget
yZaneHo

UUID agmuHuctpatopa

¢dnar npoutenma (0 — He npouteHo, 1 —
MPOYTEHO, 2 — COXPaHeHO)

BpemMA CO34aHunA COO6LLI,eHVIF|

ID cTaHumM Ans reHepauum cobbitms Ans
KOHKPETHOW CTaHumn

TN CO0b LW eHNs

Cnucok noaeu

alert console 0001 MPOCTON MHAEKC Tabanupl admin, iread, id alert

alert console 0002 NPOCTON MHAEKC TabanLpbl read until

KNacTepHbI MHAEKC Tabauupl

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nHpekca

alert console pkey

CBA3n Tabnuubl

Ha3BaHue noasa

admin
body

subject

alert_group

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Tvn vHaekca Cnuncok nonen

nepBUYHBIA KIOY Tabauupl id

HanpaBneHue Mone cBsAzaHHOW Ta6ANLbI
admins.id

ﬁ
cat alert body.id

PN _ _
cat alert subj.id

P _ _

CooTtBeTcTBMA OI'IOBeU.I,eHI/H\/’I AAMUNHNCTPATOPOB N NX TUNOB.

Monsa Tabanybi

HasBaHue noas
id group

id alert

NHupekcbl Tabauybi

HasBaHue nHpgekca

alert group pkey

CBA3n Tabnuubl

Ha3BaHue noasa

id group

Twvin nona OnucaHue

INTEGER NOT NULL ID rpynnsi

INTEGER NOT NULL ID onoseleHns

Tun vHaekca Cnncok nonem

NePBUYHBIN KoY TabanLpl id_group, id_alert

KNacTepHbI MHAEKC Tabaunupl

HanpaBneHue  Tlone cBA3aHHOW TabauLbI

alert group list.id group

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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Cnucok TMNOB ONOBELLEeHUN aAMUHNCTPaTOPOB

CnrcoK TMNOB OMNOBELLEHNN aAMUHUCTPATOPOB.

Monsa Tabanuybi

HasBaHue nonsa Twn nonsa OnucaHue
id_group INTEGER NOT NULL ID rpynnbi
name VARCHAR(4000) DEFAULT " Ha3BaHwWe rpynmbl Ha aHMUACKOM

MNupekcbl Tabaunubl

HasBaHue nHpekca Twvn nHgekca Cnucok nonei

alert_group_ list_pkey NePBUYHbIN KNtOY Tabanupl id_group

alert_list

Cnncok OI'IOBGLLI,GHI/IVI AAMUHNCTPaTOPOB.

Monsa Tabnuubl

HassaHue nonsa Tun nonsa OnucaHue

id_alert INTEGER NOT NULL ID onoselueHua

name VARCHAR(4000) DEFAULT " Ha3BaHMe OMOBELLEHMS Ha aHIINACKOM
severity INTEGER DEFAULT '0' Cepbe3HOCTb OMNoBeLLeHUs

Nupekcbl Tabauybi

HasBaHune nHaekca Twun nHaekca Cnncok nonem

alert list pkey NePBUYHBIN KKOY Tabnupl id_alert

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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alert_mobile

OnogelleHNs afMUHNCTPATOPOB, OTNPABAEHHbI

ynpasneHusa Dr.Web.

Monsa Tabnuupbi
Ha3BaHue noasa
id
subject

body

read until

admin

iread

gentime

station

id alert

device

MNupekcbl Tabanubl

HasBaHue UHAEeKCa

alert mobile 0001

alert mobile 0002

alert mobile pkey

Tun nonsa

VARCHAR(36) NOT NULL
INTEGER NOT NULL
INTEGER NOT NULL

NUMERIC(17) DEFAULT 0’

VARCHAR(36) NOT NULL

INTEGER DEFAULT 'O’

NUMERIC(17) DEFAULT 0’

VARCHAR(36) DEFAULT "

INTEGER DEFAULT 'O’

INTEGER NOT NULL

Twvin nHgekca

NPOCTON MHAEKC TabanLpl

NPOCTOM UHAEKC TabauLbI

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

e MeToZloM push Ha MoOBUAbHbBIN LEHTP

OnucaHwue

UUID coobuieHus
TemMa cooblueHus
Tes10 coobleHus

yepes Kakoe Bpems coobuieHve byaeTt
yZaneHo

UUID agMuHmcTpaTtopa

¢dnar npoutenma (0 — He npouteHo, 1 —
NPOUYTEHO, 2 — COXPaHEHO)

BpemMA Co34aHunA COO6LLI,eHVIF|

ID cTaHumu Ans reHepauum cobbitvs Ans
KOHKPETHOM CTaHLyK

TN Coob LW eHns

ID yctpoiicTBa

Cnucok nonen
admin, device

read until

KnacTepHbIV MHAEKC Tabamupl

nepBUYHBIN KIOY TabauLpl id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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CBA3n Tabnuubl

HasBaHue nona HanpaBneHMe Mone cBsA3aHHOMN TaGIIVIIJ,bI
admin admins.id
q
body cat alert body.id
PN _ _
device cat alert dev.id
< _ _
subject cat alert subj.id
PN _ _

alert_settings

Habopbl HacTpoek onoBeLleHA aMUHNCTPATOPOB.

Monsa Tabanybi

HasBaHue nonsa Twn nonsa OnucaHue
settings_set VARCHAR(36) NOT NULL Habop HacTpoek
name VARCHAR(45) NOT NULL Ha3BaHWe HacTPOMKM
value TEXT DEFAULT " 3HaueHWe HaCTPOMKM

MNupekcbl Tabanubl

HasBaHue nHpekca Twvn nHgekca Cnucok nonein

alert settings pkey NePBUUHBIN KoY TabauLpl settings set, name

KnacTepHbI MHAEKC Tabamupl

CBA3n Tabauubl

HasBaHwue nonsa HanpaBnenwue Mone cBsA3aHHO Ta6ANLbI

settings set alert settings sets.settings set

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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alert_settings_sets

Hactpolikv onoBeLleHin aMUHNCTPATOPOB.

Monsa Tabanuybi

HasBaHue nonsa Twn nonsa OnucaHue

id_alert INTEGER NOT NULL ID onoBelueHus

admin VARCHAR(36) NOT NULL UUID agMuHMCcTpaTopa, KOTOPLIA NOaYYnT
onoselleHve

method INTEGER NOT NULL meToa oTnpasku (0 — anekTpoHHas nouyta, 1

— windows message, 2 — Be6-KOHCONb, 3 —
SNMP-npoTokon , 4 — npoTokon AreHta)

station_group VARCHAR(36) DEFAULT ID rpynnbl CTaHUWiA
‘none’ NOT NULL

settings set VARCHAR(36) NOT NULL UUID Habopa HacTpoek, CMm.
alert_settings.settings_set

MNupekcbl Tabanubl

HasBaHune nHaekca Twun nHaekca Cnucok nonem
alert settings sets pkey NePBUYUHBIN KoY TabauLpl id alert, admin, method,

station_ group,
settings_set

CBA3u Tabanubl

HassaHue nonsa Hanpasnenne Mone cBA3aHHOW TabauLbI
admin admins.id

—
id alert alert list.id alert

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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alert_subscribers

AAMUWHMCTPATOPbI, NOAMMCaHHbIE Ha OMOBELLEHWA O COBBLITUAX Ha rpynnax CTaHLuWI, 1
rpynmnbl OTCAEXMBAEMbIX CTaHLUMIA (‘none” Ans Bcex rpynn).

Monsa Tabnuupbi

HassaHue nons Tun nonsa OnucaHue

id_alert INTEGER NOT NULL ID onoselueHua

admin VARCHAR(36) NOT NULL UUID agMuHMcTpaTopa, KOTOPbIN NOAYYnT
onoselleHve

station_group VARCHAR(36) DEFAULT ID rpynnbl cTaHUWiA, cM. station_groups

‘none’ NOT NULL

MNupekcbl Tabaunubl

HasBaHue nHpekca Twvn nHgekca Cnucok nonei

alert subscribers pkey nepBUYHBIN KoY Tabaunupl admin, id alert,
station_ group

KNaCTepHbIV MHAEKC TabanLpl

CBa3u Tabanubl

HassaHwue nonsa HanpaBsnenwue Mone cBsA3aHHOI TabANLbI
admin admins.id

ﬁ
id alert N alert list.id alert
station group N groups_list.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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alert_templates

LLlabnoHbI ONoBeLeHn aAMUHNCTPATOPOB.

Monsa Tabanuybi

HasBaHue nonsa Twn nonsa OnucaHue
id_alert INTEGER NOT NULL ID onoselueHus
method INTEGER NOT NULL meTog oTnpasku (0 — anekTpoHHasa nouTa, 1

— windows message, 2 — Beb-koHconb, 3 —
SNMP-npoTokon , 4 — npoTtokon AreHta)

admin VARCHAR(36) DEFAULT UUID agmuH1CTpaTopa, KOTOpPbI MOayumnT
'none’ NOT NULL OroBeLLeHne

language VARCHAR(2) NOT NULL A3bIK LWabsoHa

body CLOB NOT NULL Teno wabsoHa

NHpaekcbl Tabnnuybi

HasBaHue nHpekca Twvn nHgekca Cnucok nonei
alert templates pkey nepBUYHbIN KoY Tabaunupl id alert, method, admin,
language

CBa3u Tabanubl

HasBaHue nons HanpaBneHMe Mone cBsA3aHHOM Ta6lIMLI,bI

admin admins.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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alert_unsent

HeoTnpaBneHHble ONoOBeLEHNA aMUHNCTPATOPOB.

Monsa Tabanuybi
HasBaHue nons

id

id alert

settings_set

id binding

admin

time to live
next try

method

address

error

sender

MNupekcbl Tabanubl

HassaHue nHaekca
alert unsent 0001
alert unsent 0002

alert unsent pkey

Twvn nona

VARCHAR(36) NOT NULL

INTEGER NOT NULL

VARCHAR(36) DEFAULT "

VARCHAR(36) DEFAULT "

VARCHAR(36) DEFAULT "

INTEGER DEFAULT '10'
NUMERIC(17) NOT NULL

INTEGER NOT NULL

VARCHAR(4000) DEFAULT "

CLOB DEFAULT "

VARCHAR(36) DEFAULT "

Twvn nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue

UUID 3anucm (ana focTyna K yHVKaabHOM
3anuncu)

ID onoseleHusn

UUID Habopa HacTpoek, CMm.
alert_settings.settings_set

UUID Habopa npvBsi3aHHbIX NePEMEHHbIX, CM.
alert_unsent_bindings

UUID agMuHMCTpaTopa, KOTOPLIN NOAYYnUT
ornosellieHne

06paTHbIN OTCYET 40 OTNPaBKM

BpeMs ciefytoLLel NonbITKX OTNpaBku

meTog oTnpasku (0 — anekTpoHHasa nouta, 1
— windows message, 2 — Beb-koHconb, 3 —
SNMP-npoTokon , 4 — npoTtokon AreHta)

nosyyatesib KOHKPETHOrO MeTo/a

owmnbka, n3-3a KOTOPOI coobLLeHNe He Bbino
oTrnpaBaeHo

ID CepBepa, Cc KOTOPOro oTnpaBaAeHO
coobuieHve

Cnuncok noaeu

NPOCTON MHAEKC TabauLpl

MPOCTON MHAEKC TabauLpl

I'IepBVI‘-IHbIVI K1Y Ta6J'IVILI,bI

next try
id binding

id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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CBA3n Tabnuubl

HasBaHue nons HanpaBneHMe Mone cBA3aHHOMN TaGIIVIIJ,bI
admin admins.id
q
id alert N alert list.id alert
id binding - alert unsent bindings.id

alert_unsent_bindings

3HaueHusn nepemMeHHbIX B HEOTMPAaBJIEHHbIX OMNOBELWWEHNAX aAMUHNCTPATOPOB.

Monsa Tabnuubi

HassaHue nonsa Tun nonsa OnucaHue

id VARCHAR(36) NOT NULL UUID npwuBAsku

name VARCHAR(45) NOT NULL Ha3BaHWe NnepemeHHOM
value CLOB DEFAULT " 3HaueHVe nepemMeHHow

MNupekcbl Tabaunubl

HasBaHune nHaekca Twn nHaekca Cnuncok nonen
alert _unsent bindings_pkey nepBUYHbIN KIOY TabauLpl id, name

KNacTepHbI MHAEKC Tabauupl

alert_variables

Cnuncok AOCTYMHbIX NEPEMEHHbLIX B ONMOBELWEHNAX aAMUHNCTPATOPOB.

Monsa Tabnuubl

HasBaHue nona Twvn nona OnucaHue

id_alert INTEGER NOT NULL ID onoseleHnA

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nona Twvn nona OnucaHue

var_name VARCHAR(45) NOT NULL Ha3BaHWe NnepemeHHOM

MNupekcbl Tabaunubl

HasBaHue nHpekca Twvn nHgekca Cnucok nonei

alert_variables_pkey NepBUYHBIN KoY TabauLpl id_alert, var_name

KNaCTepHbIV MHAEKC TabauLpl

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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2.2.3. ApMUHUCTpPaTOPDI

admin_attributes

Mpoun3BosibHbIE aTPMOYTbI YUYeTHbIX 3anucen agmmHucTpatopos Cepsepa.

Monsa Tabanybi

HassaHue nonsa Tun nonsa Onucanue

id VARCHAR(36) NOT NULL UUID agmuHucTpaTtopa
aTpubyT INTEGER NOT NULL HoMep aTpunbyTa
sequenceno INTEGER NOT NULL nopsAKOBbI HOMep aTpubyTa
svalue TEXT DEFAULT " CTPOKOBOE 3HaueHve aTpubyTa
nvalue NUMERIC(19) DEFAULT '0' yMCNOBOE 3HayeHue aTpmbyTa

MNupekcbl Tabanubl

HasBaHune nHaekca Twun nHaekca Cnucok nonem
admin attributes pkey NePBUYUHBIN KoY TabauLpl id, attribute, sequenceno

KnacTepHbI MHAEKC Tabavupl

CBA3n Tabnuubl

HasBaHue nonsa HanpaBneHwue Mone cBsAzaHHO TabANLBI

id admins.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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admin_flat_objects

Cache of objects available to administrators according to their permissions.

Monsa Tabanuybi

HasBaHue nonsa Twn nonsa OnucaHue

id_admin VARCHAR(36) NOT NULL UUID agMuHmcTpaTtopa

nright INTEGER NOT NULL UMCNOBOE 3HayeHVe NpaBa agMUHUCTPaTopa
id_object VARCHAR(36) NOT NULL ID ynpaBasiemoro o6bekra

MNupekcbl Tabanubl

HasBaHue nHpekca Twvn nHgekca Cnucok nonei
admin flat objects pkey NePBUUHBIN KoY TabauLpl id admin, nright,
id object

KnacTepHbIV MHAEKC Tabamupl

CBA3n Tabauubl

HasBaHwue nonsa HanpaBnenwue Mone cBsAzaHHO TabANLBbI

id admin admins.id

admin_group_objects

O6bekTbl NpaB Ans rpynn aZAMUHNCTPATOPOB.

Monsa Tabnuubl

HasBaHue nonsa Twn nonsa OnucaHue

id_group VARCHAR(36) NOT NULL UUID rpynnbl

nright INTEGER NOT NULL UMCNOBOE 3HaYeHVe NpaBa agMUHUCTPaTopa
id_object VARCHAR(36) NOT NULL ID ynpaBasiemoro o6bekTta

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web

FnaBa 2: basa gaHHbIX CepBepa Dr.Web
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MNupekcbl Tabanubl

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

HasBaHue nHpekca Twvin nHgekca Cnucok nonem
admin_group_objects_pkey nepBUYHbIN KoY Tabauupl id_group, nright,
id object
KnacTepHbI MHAEKC Tabanupl
admin_group_parent
Poantenbckune rpynnbl rpynn agMmMHUCTPATOPOB.
Monsa Tabnuubl
HasBaHue nons Twvn nonsa OnucaHwue
id_group VARCHAR(36) NOT NULL UUID rpynnbl
id_parent VARCHAR(36) NOT NULL UUID poantenbckon rpynmbl
modtime NUMERIC(17) DEFAULT '0' TaMCTaMM NOC/NeAHEro N3MeHeH s
inherit INTEGER DEFAULT '1' onpegenseT, HacneayeT An rpynna

MNupekcbl Tabanubl

poauTtensckue atpubyTsl (1 4na HacnezyeT)

HasBaHue nHpekca Twvn nHgekca Cnucok nonei
admin group parent 0001 npoc'roﬁ NHAEKC Tabanupl id parent
admin group parent pkey nepBUYHbIN KAOY TabauLpl id_group

admin_group_rights
MpaBa ans rpynn agMUHNCTPaTOPOB.
Monsa Tabanybi

HasBaHue noas Twvin nona

id group VARCHAR(36) NOT NULL

OnucaHue

UUID rpynnbl

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nons
nright
value

modtime

MNupekcbl Tabanubl

HasBaHue nHpexca

admin group rights pkey

admin_groups

Twvn nona
INTEGER NOT NULL
INTEGER DEFAULT ‘0

NUMERIC(17) DEFAULT '0'

Twvn nHpekca

Mpynnbl agmuHucTpatopos Cepsepa.

Monsa Tabanybi

HasBaHue nonsa
id group
name

descr

modtime

MNupekcbl Tabanubl

HazBaHue nHpekca

admin groups pkey

Tun nonsa

VARCHAR(36) NOT NULL
TEXT DEFAULT "

TEXT DEFAULT "

NUMERIC(17) DEFAULT '0'

Tun nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue
UMCNOBOE 3HaUeHWe NpaBa agMUHUCTPATOPa
UMCNOBOE 3HaUeHVe NpaBa agMUHUCTPATOPA

TaMCTaMN nocneaHero MaMeHeHua

Cnucok noneu

NePBUYUHBIN KoY Tabanupl id_group, nright

OnucaHue

UUID rpynnbl
YenoBeKoUMTaeMoe Ha3BaHwve
YyenoBeKoUMTaemoe onncaHve

TaMCTaMN nocneaHero MsMeHeHua

Cnuncok noneu

NePBUYHbIN KNtOY Tab AL id_group

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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admin_msg_Ist

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Copep>xkaHve cOOBLLEeHNN, OTNPaBAEHHbIX aAMUHUCTPATOPOM CTaHLMAM.

Monsa Tabanuybi

HasBaHue nons
mid

msg_body
msg_options
logo url

logo text

logo file
link url

link text

created

MNupekcbl Tabanubl

HasBaHue UHAEeKCa

admin msg lst pkey

Twvn nona
VARCHAR(36) NOT NULL
TEXT DEFAULT "

INTEGER DEFAULT 'O’

TEXT DEFAULT "

TEXT DEFAULT "

CLOB DEFAULT "
TEXT DEFAULT "

TEXT DEFAULT "

NUMERIC(17) NOT NULL

Twvn nHgekca

OnucaHue
UUID coobuieHus
Teno coobuieHus

HacTpoWkn coobueHus, cMm. db-admin-msg-
options .ds/.h

URL, oTkpbIBaeMbIli Mpun Kavike Ha
Mo/Ib30BaTENbCKUIN NOTOTUN

TEKCT, BbIBO,D,VIMbIVI pAagom C
NnoNb30BaTe/IbCKMM JIOTOTUMOM

nyTb K Ppainy nosb30BaTeNbCKOro JOroTMNa
URL nosb3oBaTenbCKOWM CCbIAKM

TEKCT, oToHpaxkaemblil Ha MecTe
NMob30BaTENIbCKOW CChIIKN

BpemMA Co34aHunAa COO6LLI,eHI/Iﬂ

Cnuncok noaeu

NepBUYHBIN KIOY TabauLpl mid

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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admin_msg_templates

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

LLlabnoHbl cOOBLEHMIA, OTNPABAEHHbIX a4MUHUCTPATOPOM CTaHLMUAM.

Monsa Tabanuybi

HasBaHue nons
template id
msg_body

msg_options

logo url

logo text

logo file
link url

link text

admin

name

NHupekcbl Tabauybi

HasBaHue nHpgekca

admin msg templates 0001

admin msg templates pkey

Twvn nona
VARCHAR(36) NOT NULL
TEXT DEFAULT "

INTEGER DEFAULT 'O’

TEXT DEFAULT "

TEXT DEFAULT "

CLOB DEFAULT "
TEXT DEFAULT "

TEXT DEFAULT "

VARCHAR(36) NOT NULL

VARCHAR(100) DEFAULT "

Twvin nHgekca

OnucaHue
UUID wabnoHa
Teno coobuieHus

HacTpoWkn coobueHus, cMm. db-admin-msg-
options .ds/.h

URL, oTkpbIBaeMbIli Mpun Kavike Ha
Mo/Ib30BaTENbCKUIN NOTOTUN

TEKCT, BbIBO,D,VIMbIVI pAagom C
NnoNb30BaTe/IbCKMM JIOTOTUMOM

nyTb K Ppainy nosb30BaTeNbCKOro JOroTMNa
URL nosb3oBaTenbCKOWM CCbIAKM

TEKCT, oToHpaxkaemblil Ha MecTe
NMob30BaTENIbCKOW CChIIKN

UUID agMuHucTpaTopa, co3zasliero wabaoH
coobuieHus

Ha3BaHWe wabnoHa

Cnucok noaeu

NPOCTON MHAEKC TabanLpl admin

KNacTepHbI MHAEKC Tabaunupl

NePBUYHBIN KoY TabauLpl template id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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CBA3n Tabnuubl

HasBaHue nons

admin

admin_objects

HanpaBneHue

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Mone cBA3aHHOW Tabauubl

admins.id

O61bekTbl NpaB AN aAMUHUCTPATOPOB.

Monsa Tabnuubi

Ha3BaHue noas
id admin
nright

id object

MNupekcbl Tabaunubl

HasBaHue nHpekca

admin objects pkey

CBA3M Tabanubl

HasBaHue noas

id admin

Twvin nona
VARCHAR(36) NOT NULL
INTEGER NOT NULL

VARCHAR(36) NOT NULL

Twvn nHgekca

I'IepBVI‘-IHbIVI K1Y Ta6J'IVILI,bI

OnucaHue
UUID agmuHuctpatopa
UMCIOBOE 3HaYeHVe NpaBa agMUHUCTpaTopa

ID ynpaBnsiemoro obbekra

Cnuncok noneu

id admin,
id object

nright,

KNacTepHbI MHAEKC Tabauupl

HanpaBneHue

Mone cesA3aHHOM TabANUbI

admins.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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admin_rights

MNpaBa A9 agMUHNCTPATOPOB.

Monsa Tabanuybi

HasBaHue nonsa Twn nonsa OnucaHue

id_admin VARCHAR(36) NOT NULL UUID agMuHmcTpaTtopa

nright INTEGER NOT NULL UMCNOBOE 3HayeHVe NpaBa agMUHUCTPaTopa
value INTEGER DEFAULT '0' UMCNOBOE 3HaYeHVe NpaBa agMUHUCTPaTopa
modtime NUMERIC(17) DEFAULT '0' TaMCTAMM NOCNeAHEro N3MeHeHNs

MNupekcbl Tabanubl

Ha3sBaHune nHaekca Twun nHaekca Cnucok nonei

admin_rights_pkey MePBUYHBIN KU Tab AL id admin, nright

CBA3n Tabnuubl

HasBaHue nonsa HanpaBneHwue Mone cBsAzaHHO TabANLBbI

id admin admins.id

admin_to_admin_group

POAVITeJ'I bCKMe rpynnbl agjMUHNCTPATOPOB.

Monsa Tabnuubl

HassaHue nonsa Tun nonsa OnucaHue

id_group VARCHAR(36) NOT NULL UUID rpynnbi

id_admin VARCHAR(36) NOT NULL UUID agmuHmcTpaTopa

modtime NUMERIC(17) DEFAULT '0' TaMMCTIMM MOCNEAHETO M3MEHEHWS

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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FnaBa 2: basa gaHHbIX CepBepa Dr.Web

HasBaHue nona Twvn nona OnucaHue

inherit INTEGER DEFAULT '1' onpejensieT, HacheAyeT N agMUHUCTPATOP

aTpmbyTbl poauTenbckol rpynnbl (1 ans
HacnegayerT)

MNupekcbl Tabanubl

HasBaHue nHpekca Twvn nHgekca Cnucok nonei

admin_ to admin group pkey nepB|/|L|Hb||‘/'| K04 TabnunLpl id admin

CBA3u Tabanubl

HassaHue nons Hanpasnenne Mone cBA3aHHOW TabauLbI

id admin admins.id

admins

[laHHble yyeTHbIX 3anuncer agMuHuctpatopos Cepaepa.

Monsa Tabnuubl

HasBaHue nona Twn nons OnucaHue

id VARCHAR(36) NOT NULL UUID agMuHuctpatopa

login VARCHAR(100) NOT NULL perucTpaLmoHHoe nms

password TEXT DEFAULT " napo/ib, B YACTOM Buae UAN 3allndpOBaHHbIN
fname TEXT DEFAULT " nMS

mname TEXT DEFAULT " 0T4ecTBO

lname TEXT DEFAULT " damnnus

descr TEXT DEFAULT " onucaHve/3ameTku/mp.

addr TEXT DEFAULT " TEeKyLLUIA ceTeBOM agpec

lastseenfrom TEXT DEFAULT " CeTeBOW afpec NociesHero noAKIYeHUs

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nona

lastseenat
createtime
modtime

externalauth

langcode
datecode
email

timezone

MNupekcbl Tabaunubl

HasBaHue UHAEeKCa

admins 0001

admins pkey

Twn nonsa

NUMERIC(17) DEFAULT '0*
NUMERIC(17) DEFAULT '0'
NUMERIC(17) DEFAULT 'O’

INTEGER DEFAULT 'O’

VARCHAR(8) DEFAULT "
VARCHAR(8) DEFAULT "
VARCHAR(256)

VARCHAR(8) DEFAULT '0'

Twvin nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue

BpeMs MOC/eAHErO MOAKIOUEHMS
BpeMs CO34aHus 3anucu

BpeMs M3MEHEHUs 3anmcu

aBTOMaTUYECKM CO3JaH Yepes3 BHELLHIO
ayTeHTUdMKaumo

A3bIK MHTEpdeiica
dopmart gatbl
aZpec 3NeKTPOHHOW NoYTbI

MEeCTHbIN YaCOBOW MoAc

Cnucok nonen

YHVKaNbHbIA MHAEKC Tabanupl  1d

nepBUYHbIN KAHOY TabauLpl login

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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FnaBa 2: basa gaHHbIX CepBepa Dr.Web

2.2.4. YnpaBneHne INLEH3UAMMU

available_keys

CnrCOK IMLLEH3NOHHbIX KNtouen, fobaBneHHbIx Ha CepBep.

Monsa Tabanybi

HassaHue nonsa Tun nonsa Onucanue

id VARCHAR(36) NOT NULL ID AMUEH3MOHHOTO KAtoYa
value CLOB DEFAULT " cogep>xvmoe daiina
type INTEGER DEFAULT '0' N, cM. db-key-type

created

NUMERIC(17) DEFAULT '0* BpeMs CO3JaHuA 3anmcu

NHpaekcbl Tabnnuybi

HasBaHue nHpekca Twvn nHgekca Cnucok nonei

available keys pkey nepBUYHbLIN KAHOY TabauLpl id

group_key

NHPopmMaLmsa O IMLLEH3NOHHbIX KAkoYax rpynmn CTaHLMNA.

Monsa Tabnuupbi

HassaHue nonsa Tun nonsa OnucaHue
id VARCHAR(36) NOT NULL ID rpynnbl
kid VARCHAR(36) NOT NULL ID AMUEH3MOHHOTO KAtoYa
modtime NUMERIC(17) DEFAULT 'O’ BpeMa M3MeHeHUs 3anmncu

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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MNupekcbl Tabanubl

HasBaHue UHAEeKCa

group key 0001

group_key pkey

CBA3u Tabanubl

HasBaHue nona

id

key_components

Twvin nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Cnucok nonen

MPOCTON MHAEKC TabauLpl id

KnacTepHbI MHAEKC Tabanupl

nepBUYHbIN KAOY TabauLpl

HanpasneHwue

id, kid

Mone cBsAzaHHOWM Tabanubl

groups_list.id

CHMCOKaHTMBMpyCHHXKOMHOHEHTOB,pa3pemeHHHXﬂMMEH3MOHHbMAKHDHOM.

Monsa Tabnuubl

HasBaHue nons
id
component

created

MNupekcbl Tabanubl

HazBaHue nHpekca

key components pkey

Twvn nona
VARCHAR(36) NOT NULL
INTEGER NOT NULL

NUMERIC(17) DEFAULT '0'

Tun nHgekca

OnucaHue
ID nMUeH3MOHHOrO KItoYa
HOMep KOMMOHEHTa

BpemMA Co34aHunA 3anncun

Cnuncok noneu

nepBUYHBIN KIOY TabauLpl id, component

KnacTepHbI MHAEKC Tabavupl

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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key_exchange

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

ﬂ,aHHbIe O INUEH3UAX, PaCpPOCTPaHAEMbIX MO MeXCeEPBEPHbBIM CBA3AM.

Monsa Tabanuybi

HasBaHue nonsa Twn nonsa

lid VARCHAR(36) NOT NULL
kid VARCHAR(36) NOT NULL
count NUMERIC(10) DEFAULT '0'
expiration NUMERIC(19) DEFAULT 'O’
valid thru NUMERIC(19) DEFAULT '0'
state INTEGER

modtime NUMERIC(17) DEFAULT '0'
rp_period INTEGER DEFAULT '0'

st period INTEGER DEFAULT 'O’
rp_delivered INTEGER DEFAULT '0'

MNupekcbl Tabanubl

HasBaHue nHpekca Twvn nHgekca

OnucaHue

UUID cocegHrero Cepsepa

ID nMUEeH3MOHHOTrO KAtoYa

KONNYECTBO /IMLEH3MEN

BpeMs UCTEUEHMs ceaHca

abcontoTHOe BpeMs UCTEYEHUs
cocTtosiHne obMeHa, cM. db-key-exchange
BpPeMs M3MEHEHMs 3anmcy

nepuoA Anf OoTnpaBky oTyeTa 06
MNCMOIb30BAHUMN JINLEH3U

nepuoa A/if NoAcyeTa akTUBHbIX CTaHLMNA

¢dnar o Tom, UTO OTUET 06 MCMOb30BaHMN
NVLEH3UIA 1OCTaB/EH

Cnuncok noaeu

key exchange_ pkey NePBUUHBIN KoY TabauLpl lid, kid

KnacTepHbI MHAEKC Tabamupl

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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FnaBa 2: basa gaHHbIX CepBepa Dr.Web

key_renew_exchange

[laHHble 06 O6HOBAEHUN NINLLEH3UI, PACMPOCTPAHAEMbIX MO MEXCEePBEPHbLIM CBA3AM.

Monsa Tabanuybi

HasBaHue nonsa Twn nonsa OnucaHue

okid VARCHAR(36) NOT NULL ID ctaporo AMUEH3NOHHOTO KtoYa
nkid VARCHAR(36) DEFAULT " ID HOBOTO NIMLEH3NOHHOTO K/ItOYa
lid VARCHAR(36) NOT NULL UUID coceaHero CepBepa
created NUMERIC(17) DEFAULT '0' BpeMs CO3JaHnsa 3anmcu

MNupekcbl Tabanubl

Ha3sBaHune nHaekca Twun nHaekca Cnucok nonei
key_renew_exchange_pkey NePBUYUHBIN KoY Tabanupl lid, okid

KnacTepHbIV MHAEKC Tabamupl

key_usage_reports

OTyeT 0 IMLEH3MNAX, pacnpPOCTPaHAEMbIX MO MeXcepBepHbIM cBA3AM. ObLlas nHPopmaLums.

Monsa Tabanuybi

HasBaHue nonsa Twn nonsa OnucaHue

rid VARCHAR(36) NOT NULL UUID oTueTa

kid VARCHAR(36) NOT NULL ID NMLEH3MOHHOTO KIroYa

lid VARCHAR(36) DEFAULT " ID CepBepa, oTnpaBuBLLErO COObLLIEHWE, NN

MycToe 3HaueHwve, ecIv 3TO COOCTBEHHbIN OTYET

osid VARCHAR(36) NOT NULL ID CepBepa-oTnpasutens

oname TEXT DEFAULT " nmsa Cepsepa

created NUMERIC(17) DEFAULT '0' BpemsA co3jaHuna otyeTa Ha CepBepe-
oTnpasuTene

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web

42



A
d
A

AT
\g’:

MNupekcbl Tabanubl

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

HasBaHue nHpekca Twvin nHgekca Cnucok nonem
key usage reports 0001 NPOCTON MHAEKC TabanLpl kid
key usage reports pkey nepBUYHbIN KAHOY TabauLpl rid

key_usage_reports_grp

OTUeT 0 NLEH3MAX, PAaCNPOCTPAHAEMbIX MO MEXCEPBEPHbIM CBA3AM. JINLEH3UN,
pacnpocTpaHeHHble co3gaTesieM oT4YeTa No CBOWMM rpyrnnam CTaHLu.

Monsa Tabanybi

HasBaHue nons Tvin nona

rid VARCHAR(36) NOT NULL
obj name TEXT DEFAULT "

count all NUMERIC(10) DEFAULT 0
count_act NUMERIC(10)

NHupekcbl Tabauybi

HasBaHune nHaekca Twun nHaekca

OnucaHue
UUID oTueTta
Ha3BaHwue rpynnbl nan coceaHero Cepeepa

obllee KONMUYeCTBO NNLIEH3WN,
pacnpocTpaHeHHbIX Ha rpynmbl

KONMNMYECTBO aKTUBHbIX CTaHLUMW B rpynnax

Cnucok noneu

key usage_reports_grp 0001 npoctoin nHaekc Tabanupl rid

CBA3n Tabnuubl

HasBaHue nons HanpaBneHMe Mone cBA3aHHOM TaGlIVIIJ,bI

rid key usage reports.rid

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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FnaBa 2: basa gaHHbIX CepBepa Dr.Web

key_usage_reports_srv

OTueT 0 IMLEH3MAX, PacnpPOCTPaHAEMbIX MO MeXCEePBEPHbIM CBA3AM. JInLEH3NK,
nepejaHHble co3zaTenem oTyeTa Ha CBOM NoAunHeHHble CepBepbl.

Monsa Tabnuupbi

HassaHue nons Tun nonsa OnucaHue

rid VARCHAR(36) NOT NULL UUID otyeta

obj name TEXT DEFAULT " Ha3BaHWe rpynnbl nan cocegHero Cepeepa
count NUMERIC(10) DEFAULT '0' KOJIMYECTBO pacrnpOCTpaHeHHbIX NNLEH3NN
state INTEGER cm. db-key-exchange-state.h

MNupekcbl Tabaunubl

HasBaHue nHpekca Twvn nHgekca Cnucok nonei

key usage reports srv 0001 NPOCTON MHAEKC TabanLpl rid

CBa3u Tabanubl

HasBaHue nons HanpaBneHMe Mone cBsA3aHHOM Ta6lIMLI,bI

rid key usage reports.rid

policy _key

JIVLeH3MOHHbIE KNHOUN TEKYLLLe BEPCUU MOUTUK.

Monsa Tabanybi

HazeaHue nons Tun nonsa OnucaHue
id VARCHAR(36) NOT NULL ID nonantmkn
kid VARCHAR(36) NOT NULL ID NMLEH3MOHHOTO KItoYa

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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MNupekcbl Tabanubl

HasBaHue UHAEeKCa

policy key 0001

policy key pkey

CBA3u Tabanubl

HasBaHue nona

id

policy_key_Ist

Twvin nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Cnucok nonen

MPOCTON MHAEKC TabauLpl id

KnacTepHbI MHAEKC Tabanupl

nepBUYHbIN KAOY TabauLpl

HanpasneHwue

id, kid

Mone cBsAzaHHOWM Tabanubl

policy list.id

JIVLEeH3NOHHbIEe KOUN NpeapblayLMX BEPCUMA MOANTUK.

Monsa Tabnuubl

HasBaHue nona
id
version

kid

MNupekcbl Tabanubl

HazBaHue nHpekca

policy key 1lst pkey

Twvn nona
VARCHAR(36) NOT NULL
NUMERIC(17) NOT NULL

VARCHAR(36) NOT NULL

Tun nHgekca

OnucaHue
ID noanTmkn
BepCus NOJUTUKM

ID AMUEH3MOHHOTO KAtoYa

Cnuncok noneu

NePBUYHBIN KHOY TabauLpl id, version, kid

KnacTepHbI MHAEKC Tabavupl

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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CBA3n Tabnuubl

HasBaHue nons

id

station_key

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

HanpaBneHue  Tlone cBA3aHHOW TabauLbI

policy list.id

NHbopMaLms 0 NMNLEH3UOHHbIX K/HOUax CTaHLMNA.

Monsa Tabnuubi

Ha3BaHue noas
id
kid

modtime

MNupekcbl Tabaunubl

HasBaHue nHpekca

station key 0001

station_ key pkey

CBA3u Tabanubl

HasBaHue nonsa

id

Twvin nona OnucaHue
VARCHAR(36) NOT NULL ID cTaHumn
VARCHAR(36) NOT NULL ID AMUEeH3MOHHOro KNtoYa

NUMERIC(17) DEFAULT '0’ BpeMs M3MEHeHNa 3anuncu

Tuvn vHaekca Cnuncok nonen
NPOCTON MHAEKC TabanLpbl id
KNacTepHbI MHAEKC Tabauupl

NepBUYHBIN K1Y TabauLpl id, kid

HanpaBneHue Mone cBsA3aHHOW Tabauubl

stations.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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2.2.5. CnpaBOUYHUKMN

cat_alert_body

CI'IpaBOL-IHI/IK Ana TekcTta OI'IOBGLLI,GHI/II7I aAMUHNCTPATOPOB.

Monsa Tabanybi

HasBaHue noas Twvin nona OnucaHue
id INTEGER PRIMARY KEY ID cTpoku
AUTOINCREMENT
shash NUMERIC(11) Xelw CTPOKM — Lesioe 6e33HakoBoe 32-x

6UTHOE Yncno

str CLOB NOT NULL CcTpoka

NHpaekcbl Tabnnuybi

HasBaHue nHpekca Twvn nHgekca Cnucok nonei
cat _alert body 0001 npoc'ro[/] NHAEKC Tabanupl shash

KnacTepHbIV MHAEKC Tabavupl

cat_alert _dev

TokeHbl MOBUABbHbIX I'IpMJ'IO)KeHI/II‘/JI, nony4vyarowmx onoseweHna asMNMHNCTPaToOPOB.

Monsa Tabanybi

HasBaHue noas Twvin nona OnucaHue

id INTEGER PRIMARY KEY ID ctpoku
AUTOINCREMENT

shash NUMERIC(11) Xelw CTPOKM — Lesioe 6e33zHakoBoe 32-x
BuUTHOE unCIo

str TEXT NOT NULL CTpoka

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web

FnaBa 2: basa gaHHbIX CepBepa Dr.Web
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MNupekcbl Tabanubl

HasBaHue nHpekca Twvin nHgekca Cnucok nonem
cat alert dev 0001 NPOCTON MHAEKC TabanLpl shash

KnacTepHbI MHAEKC Tabanupl

cat_alert_subj

CI'IpaBO‘-IHI/IK ANnAa 3aroJloBKOB OI'IOBELU,eHVIl‘/JI AAMUHNCTPaTOPOB.

Monsa Tabnuubl

HasBaHue nons Twvin nona OnucaHue

id INTEGER PRIMARY KEY ID cTpoku
AUTOINCREMENT

shash NUMERIC(11) Xew CTpoKM — Lesoe 6e33HakoBoe 32-X
BUTHOE UnCIo

str TEXT NOT NULL CTpoOKa

MNupekcbl Tabanubl

HasBaHue nHpekca Twvin nHgekca Cnucok nonem
cat alert subj 0001 npoc'roﬁ nHAeKC Tabanupl shash

KnacTepHbI MHAEKC Tabauupl

cat_descr

CnpaBOYHWK /19 OMWCAHWIA Y3N10B aHTUBUPYCHOW CeTU.

Monsa Tabnuubl

Ha3BaHue nons Twvin nona OnucaHue

id INTEGER PRIMARY KEY ID cTpoku
AUTOINCREMENT

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web

FnaBa 2: basa gaHHbIX CepBepa Dr.Web
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HasBaHue nona

str

MNupekcbl Tabaunubl

HasBaHue UHAEeKCa

cat descr 0001

Twvn nona

VARCHAR(450) NOT NULL

Twvn nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue

cTpoka

Cnuncok noneu

YHUKaNbHbIA MHAEKC Tabanupl  str

cat_dev_friendly_name

CI'IpaBO‘-IHI/IK ANna 4YenoBEKOUNTAEMbIX Ha3BaHWM yCTpOI7ICTB.

Monsa Tabnuubl

HasBaHue nons

id

shash

str

MNupekcbl Tabanubl

HasBaHue UHAEeKCa

cat dev friendly name 0001

Twvin nona

INTEGER PRIMARY KEY
AUTOINCREMENT

NUMERIC(11)

CLOB NOT NULL

Twvin nHgekca

NPOCTON MHAEKC TabanLpl

OnucaHue

ID cTtpoku

Xew CTpoKM — Lesoe 6e33HakoBoe 32-X
6uTHOe uncno

cTpoka

Cnucok nonen

shash

KnacTepHbI MHAEKC Tabauupl

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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cat_dev_group_descr

CnpaBOYHMK ANS ONUCAHWIA TPYNN YCTPOMCTB.

Monsa Tabanuybi

HasBaHue nona Tvin nona OnucaHue
id INTEGER PRIMARY KEY ID cTpoku
AUTOINCREMENT
shash NUMERIC(11) Xelw CTPOKM — Lesioe 6e33HakoBoe 32-x

6UTHOE Yncno

str TEXT NOT NULL CTpOKa

MNupekcbl Tabanubl

Ha3sBaHune nHaekca Twun nHaekca Cnucok nonei
cat _dev _group descr 0001 NPOCTON MHAEKC TabanLpbI shash

KnacTepHbIV MHAEKC Tabamupl

cat_dev_group_name

CnpaBOYHWK AN HAa3BaHWI TPYNM YCTPOWNCTB.

Monsa Tabanuybi

HasBaHue nona Twvn nona OnucaHue

id INTEGER PRIMARY KEY ID cTtpoku
AUTOINCREMENT

str VARCHAR(450) NOT NULL CcTpoka

NHpaekcbl Tabnnubi

HasBaHue nHpekca Twvn nHgekca Cnucok nonei

cat_dev_group_name_0001 YHUKaNbHbIA UHAEKC Tabauupl  Str

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web

FnaBa 2: basa gaHHbIX CepBepa Dr.Web
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cat_device class

CnpaBOYHWK ANS KNACCOB YCTPOMNCTB.

Monsa Tabanuybi

HasBaHue nona Twvn nona

id INTEGER PRIMARY KEY
AUTOINCREMENT

str VARCHAR(450) NOT NULL

NHpaekcbl Tabnnuybi

HasBaHue nHpekca Twvn nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue

ID cTpoku

cTpoka

Cnuncok noneu

cat_device_class_0001 YHUKaNbHbIV UHAEKC Tabauupl  SET

cat_device descr

CnpaBOYHWK A1 ONMCAHWIA YCTPOMCTB.

Monsa Tabnuupbi

Ha3BaHue noas Twvin nona

id INTEGER PRIMARY KEY
AUTOINCREMENT

OnucaHue

ID cTpokm

shash NUMERIC(11) Xew CTPOKM — Lesioe 6e33HakoBoe 32-x
OuUTHOE UnCo
str CLOB NOT NULL CcTpoka
MNupekcbl Tabaunubl
HasBaHue nHpekca Twvn nHgekca Cnucok nonei
cat device descr 0001 NPOCTON MHAEKC TabanLpl shash

KNaCcTepHbIV MHAEKC TabauLpl

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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cat_device instance

CnpaBOYHUK ANS 3K3EMMASPOB YCTPOMNCTB.

Monsa Tabanuybi

HasBaHue nona Twvn nona OnucaHue

id INTEGER PRIMARY KEY ID cTpoku
AUTOINCREMENT

str VARCHAR(450) NOT NULL CTpOKa

NHpaekcbl Tabnnuybi

HasBaHue nHpekca Twvn nHgekca Cnucok nonei

cat device instance 0001 YHVKaNbHbIA MHAEKC TabamnLbl str

cat_filesystem

CnpaBoyHMK aAns GannoBbIX CUCTEM.

Monsa Tabnuupbi

Ha3BaHue noas Twvin nona OnucaHue

id INTEGER PRIMARY KEY ID cTpoku
AUTOINCREMENT

str VARCHAR(450) NOT NULL CcTpoka

Nupekcbl Tabauybi

HasBaHune nHaekca Twun nHaekca Cnncok nonem

cat_filesystem_ 0001 YHVKaNbHbIA MHAEKC Tabauupl  Str

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web

FnaBa 2: basa gaHHbIX CepBepa Dr.Web
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cat_hash

CnpaBOYHUK ANS 3HAYEHUI XeLlen.

Monsa Tabanuybi

HasBaHue nona

id

str

NHpaekcbl Tabnnuybi

HasBaHue UHAEeKCa

cat _hash 0001

cat_hashdb

Twvn nona

INTEGER PRIMARY KEY
AUTOINCREMENT

VARCHAR(64) NOT NULL

Twvn nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue

ID cTpoku

cTpoka

Cnuncok noneu

YHVIKaNbHbIA MHAEKC Tabanupl  str

KaTtanor anA Xelwen oTyeToB no 6ase AaHHDbIX.

Monsa Tabnuupbi
Ha3BaHue noas

id

str

Nupekcbl Tabauybi

HasBaHue nHpgekca

cat hashdb 0001

Twvin nona

INTEGER PRIMARY KEY
AUTOINCREMENT

VARCHAR(450) NOT NULL

Twvin nHgekca

OnucaHue

ID cTpokm

cTpokKa

Cnucok noaeu

YHUKaNbHbIA MHAEKC Tabauupl st

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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cat_job

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

CnpaBOYHWK AN Ha3BaHWI 3agaHWin MNNaHNPOBLLMKOB.

Monsa Tabanuybi

HasBaHue nona

id

str

NHpaekcbl Tabnnuybi

HasBaHue UHAEeKCa

cat job 0001

cat_job_srv

Twvn nona

INTEGER PRIMARY KEY
AUTOINCREMENT

VARCHAR(450) NOT NULL

Twvn nHgekca

OnucaHue

ID cTpoku

cTpoka

Cnuncok noneu

YHVIKaNbHbIA MHAEKC Tabanupl  str

CnpaBouYHMK ans coobuieHn 06 owmbkax Npu BbIMONMHEHUN 3ajaHNi [TnaHNpPOBLLMKa ANS

Cepsepa.

Monsa Tabanuybi

HasBaHue nona

id

shash

str

MNupekcbl Tabanubl

HasBaHue nHpekca

cat _job srv 0001

Twvn nona

INTEGER PRIMARY KEY
AUTOINCREMENT
NUMERIC(11)

CLOB NOT NULL

Twvn nHpekca

MPOCTON MHAEKC TabauLpl

OnucaHue

ID cTpoku

Xel CTpoKM — uenoe 6e33HakoBoe 32-x
6uTHOe uncno

cTpoka

Cnucok noneu

shash

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nHpekca

cat_job_stn

Twvn nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Cnucok noneu

KNacTepHbI MHAEKC Tabauupl

CnpaBOYHUK ana cooblueHnn 06 owmnbkax Npu BbINOJAHEHUM 3a4aHNI [ThaHNpOBLUMKA ANS

CTaHLU.

Monsa Tabanybi

HasBaHue noas

id

shash

str

NHpaekcbl Tabnnuybi

HasBaHue UHAEeKCa

cat _job stn 0001

cat_ldapdn

Twvin nona

INTEGER PRIMARY KEY
AUTOINCREMENT

NUMERIC(11)

OnucaHue

ID cTpoku

Xew CTPOKM — Lesioe 6e33HakoBoe 32-x
6UTHOE Uncno

CLOB NOT NULL CcTpoka
Twvn nHgekca Cnucok nonei
NPOCTOM UHAEKC TabauLbI shash

KnacTepHbIV MHAEKC Tabavupl

CnpaBoOYHWK ANs pa3nnyaromxca umeH ctaHumin (LDAP DN).

Monsa Tabanybi

HasBaHue noas

id

str

Twvin nona

INTEGER PRIMARY KEY
AUTOINCREMENT

VARCHAR(450) NOT NULL

OnucaHue

ID cTpoku

cTpoka

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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MNupekcbl Tabanubl

HasBaHue UHAEeKCa

cat ldapdn 0001

cat_mac

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Twvin nHgekca Cnucok nonem

YHVIKa/IbHbIA MHAEKC Tabauupl  str

CnpaBouHuk a1a MAC-agpecoB CTaHLUN.

Monsa Tabnuubl
HasBaHue nons

id

str

MNupekcbl Tabanubl

HazBaHue nHpekca

cat mac_ 0001

cat_mod _descr

Twvn nona OnucaHue

INTEGER PRIMARY KEY ID cTpoku
AUTOINCREMENT

VARCHAR(128) NOT NULL CTpoKa

Tun nHaekca Cnucok nonem

YHUKaNbHbIA MHAEKC Tabauupl  Str

CnpaBOYHMK ANA ONUCAHUA MPOTPaMMHbIX MOAYNEN.

Monsa Tabanybi

HasBaHue noasa

id

shash

str

Twvin nona OnucaHue

INTEGER PRIMARY KEY ID cTtpoku
AUTOINCREMENT

NUMERIC(11) Xel CTPOKM — Liesioe 6e33HakoBoe 32-x

6UTHOE Yuncno

TEXT NOT NULL CcTpoka

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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MNupekcbl Tabanubl

HasBaHue nHpekca Twvin nHgekca Cnucok nonem
cat mod descr 0001 NPOCTON MHAEKC TabanLpl shash

KnacTepHbI MHAEKC Tabanupl

cat_ mod md>5

CnpaBouHuk ans MD5 nporpaMmHbIX Mogynen.

Monsa Tabnuubl

HasBaHue nons Twvin nona OnucaHue

id INTEGER PRIMARY KEY ID cTpoku
AUTOINCREMENT

str VARCHAR(128) NOT NULL CTpOKa

MNupekcbl Tabanubl

Ha3sBaHune nHaekca Twun nHaekca Cnucok nonei

cat_mod md5 0001 YHUKaNbHbIA MHAEKC Tabauupl  str

cat_ mod name

CnpaBOYHUK AN UMEH NMPOrpPaMMHbIX MOAY/EN.

Monsa Tabanuybi

HasBaHue nonsa Twvin nona OnucaHue

id INTEGER PRIMARY KEY ID cTpoku
AUTOINCREMENT

shash NUMERIC(11) XeL CTPOKM — Lesoe 6e33HakoBoe 32-X
6uTHOE uncno

str TEXT NOT NULL CTpoKa

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web

FnaBa 2: basa gaHHbIX CepBepa Dr.Web
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MNupekcbl Tabanubl

HasBaHue UHAEeKCa

cat mod name 0001

Twvin nHgekca

NPOCTON MHAEKC TabanLpl

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Cnucok nonen

shash

KnacTepHbI MHAEKC Tabanupl

cat_mod ver

CnpaBOYHUK A1 BEPCUN NPOrPaMMHbIX MOZYNEN.

Monsa Tabnuubl

HasBaHue nons Twvin nona

id INTEGER PRIMARY KEY
AUTOINCREMENT

shash NUMERIC(11)

str TEXT NOT NULL

MNupekcbl Tabanubl

HasBaHue UHAEeKCa

cat mod ver 0001

Twvin nHgekca

NPOCTON MHAEKC TabanLpl

OnucaHue

ID cTtpoku

Xew CTpoKM — Lesoe 6e33HakoBoe 32-X
6uTHOe uncno

cTpoka

Cnucok nonen

shash

KnacTepHbI MHAEKC Tabauupl

cat_name_groups

CnpaBOYHMK A8 Ha3BaHWI TPynn CTaHLMNA.

Monsa Tabnuubl

Ha3BaHue nons Twvin nona

id INTEGER PRIMARY KEY
AUTOINCREMENT

OnucaHue

ID cTtpoku

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nona Twvn nona OnucaHue

str VARCHAR(450) NOT NULL cTpoOKa

MNupekcbl Tabaunubl

HasBaHue nHpekca Twvn nHgekca Cnucok nonei

cat_name_groups_0001 YHVKaNbHbI MHAEKC Tabauupl  Str

cat_name links

CnpaBOYHUK 411 Ha3BaHWI cocegHux CepBepoB.

Monsa Tabnuubl

HasBaHue nons Twvin nona OnucaHue

id INTEGER PRIMARY KEY ID cTpoku
AUTOINCREMENT

str VARCHAR(450) NOT NULL CcTpoka

MNupekcbl Tabanubl

Ha3sBaHune nHaekca Twun nHaekca Cnucok nonei

cat _name links 0001 YHUKaNbHbIA MHAEKC Tabauupl  str

cat_name _stations

CnpaBOYHWK AN Ha3BaHUIA CTaHLU.

Monsa Tabanybi

HasBaHue nonsa Twvin nona OnucaHue

id INTEGER PRIMARY KEY ID cTpoku
AUTOINCREMENT

str VARCHAR(450) NOT NULL CTpoOKa

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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MNupekcbl Tabanubl

HasBaHue nHpekca Twvin nHgekca Cnucok nonem

cat name stations 0001 YHVKaNbHbIA MHAEKC TabnLUbl str

cat_os_group_descr

CI'IpaBO‘-IHI/IK Aana onuncaHnii OC nonb30oBaTeNbCKUX rpynn.

Monsa Tabnuubl

HasBaHue nona Twvn nona OnucaHue

id INTEGER PRIMARY KEY ID cTpoku
AUTOINCREMENT

shash NUMERIC(11) Xel CTpoKkM — uenoe 6e33HakoBoe 32-x
OUTHOE unCIo

str TEXT NOT NULL CTpoOKa

MNupekcbl Tabaunubl

HasBaHune nHaekca Twn nHaekca Cnuncok nonen
cat os group descr 0001 NPOCTON MHAEKC TabanLpbl shash

KNacTepHbI MHAEKC Tabauupl

cat_os_group_name

CI'IpaBO‘-IHI/IK Aana Ha3BaHM OC nonb3oBaTeNbCKNX rpynn.

Monsa Tabnuubl

HasBaHue nona Twvn nona OnucaHue

id INTEGER PRIMARY KEY ID cTpoku
AUTOINCREMENT

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web

FnaBa 2: basa gaHHbIX CepBepa Dr.Web
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HasBaHue nona

shash

str

MNupekcbl Tabanubl

HazBaHune nHpekca

cat os _group name 0001

cat_os sid

Twvn nona

NUMERIC(11)

TEXT NOT NULL

Twun nHgekca

MPOCTON MHAEKC TabauLpl

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue

Xel CTpokM — uenoe 6e33HakoBoe 32-x
6uTHOe uncno

cTpoka

Cnuncok noneu

shash

KnacTepHbI MHAEKC Tabavupl

CnpaBouYHWK ans naeHTMdmkaTopos besonacHocTn (SID) nonb3oBaTenen n Noab30BaTENbCKUX

rpynn.

Monsa Tabnuubl

HasBaHue nons

id

str

MNupekcbl Tabanubl

HasBaHue nHpekca

cat _os _sid 0001

Twvin nona

INTEGER PRIMARY KEY
AUTOINCREMENT

VARCHAR(255) NOT NULL

Twvn nHpekca

OnucaHue

ID cTtpoku

cTpoka

Cnucok noaeu

YHUKaNbHbIA MHAEKC Tabauupl  str

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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cat os user name

CnpaBoOYHWK Ans UMeH nonb3oBatenen OC.

Monsa Tabanuybi

HasBaHue nona Twvn nona

id INTEGER PRIMARY KEY
AUTOINCREMENT

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue

ID cTpoku

shash NUMERIC(11) Xelw CTPOKM — Lesioe 6e33HakoBoe 32-x
6UTHOE uncno
str TEXT NOT NULL CTpOKa
NHpaekcbl Tabanubi
Ha3sBaHune nHaekca Twun nHaekca Cnucok nonei
cat os user name 0001 npoc'rof/] NHAEKC Ta6j'||/||_|1b| shash

KnacTepHbIV MHAEKC Tabamupl

cat_path

CnpaBOYHUK NS NyTen.

Monsa Tabanuybi

HasBaHue nona Twvn nona

id INTEGER PRIMARY KEY
AUTOINCREMENT

shash NUMERIC(11)

str CLOB NOT NULL

OnucaHue

ID cTpoku

Xel CTpokM — uenoe 6e33HakoBoe 32-x
6uTHOe uncno

cTpoka

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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MNupekcbl Tabanubl

HasBaHue nHpekca Twvin nHgekca Cnucok nonem
cat path 0001 NPOCTON MHAEKC TabanLpl shash

KnacTepHbI MHAEKC Tabanupl

cat_profile_name

CnpaBoOYHWK AN Ha3BaHW Npodunen.

Monsa Tabnuubl

HasBaHue nons Twvin nona OnucaHue

id INTEGER PRIMARY KEY ID cTpoku
AUTOINCREMENT

shash NUMERIC(11) Xew CTpoKM — Lesoe 6e33HakoBoe 32-X
BUTHOE UnCIo

str CLOB NOT NULL CcTpokKa

MNupekcbl Tabanubl

HasBaHue nHpekca Twvin nHgekca Cnucok nonem
cat_profile name_0001 MPOCTOW MHAEKC Tabauupl shash

KnacTepHbI MHAEKC Tabauupl

cat_reason

CI'IpaBO‘-IHI/IK Aana onuvcaHum npuynH 3aBepieHna CoeanHeEHNA C KNIMeHTaMun.

Monsa Tabnuubl

Ha3BaHue nons Twvin nona OnucaHue

id INTEGER PRIMARY KEY ID cTpoku
AUTOINCREMENT

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web

FnaBa 2: basa gaHHbIX CepBepa Dr.Web
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HasBaHue nona

shash

str

MNupekcbl Tabanubl

HazBaHune nHpekca

cat reason 0001

cat_rule name

CnpaBOYHWK ANA Ha3BaHWI NpaBua Nnpodunen.

Monsa Tabanybi

HasBaHue nonsa

id

shash

str

MNupekcbl Tabanubl

HazBaHue nHpekca

cat _rule name 0001

Twvn nona

NUMERIC(11)

TEXT NOT NULL

Twun nHgekca

MPOCTON MHAEKC TabauLpl

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue

Xel CTpokM — uenoe 6e33HakoBoe 32-x
6uTHOe uncno

cTpoka

Cnuncok noneu

shash

KnacTepHbI MHAEKC Tabavupl

Twvin nona

INTEGER PRIMARY KEY
AUTOINCREMENT

NUMERIC(11)

CLOB NOT NULL

Tun nHgekca

MPOCTON MHAEKC TabauLpl

OnucaHue

ID cTpoku

Xel CTpokn — uenoe be33HakoBoe 32-x
6uTHOe uncno

cTpoka

Cnuncok noneu

shash

KnacTepHbI MHAEKC Tabavupl

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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cat_run_param

CnpaBOYHMK ANs NapaMeTPOoB 3amnycka NPorpaMm U MoAy/en.

Monsa Tabanuybi

HasBaHue nona Twvn nona OnucaHue

id INTEGER PRIMARY KEY ID cTpoku
AUTOINCREMENT

shash NUMERIC(11) XeLw CTPOKM — Lesioe 6e33HakoBoe 32-X
6UTHOE uncno

str TEXT NOT NULL CTpOKa

MNupekcbl Tabanubl

Ha3sBaHune nHaekca Twun nHaekca Cnucok nonei
cat run param 0001 NPOCTON MHAEKC TabanLpbI shash

KnacTepHbIV MHAEKC Tabamupl

cat_sid
CnpaBOYHUK ANA YHUKANbHbIX MAeHTUdMKaTopoB 6e3onacHocTy ctaHumii (SID).
Monsa Tabanuybi

HasBaHue nona Twvn nona OnucaHue

id INTEGER PRIMARY KEY ID cTtpoku
AUTOINCREMENT

str VARCHAR(255) NOT NULL CTpOKa

NHpaekcbl Tabnnubi

HasBaHue nHpekca Twvn nHgekca Cnucok nonei

cat_sid 0001 YHVKaNbHbIA MHAEKC Tabanupl  Str

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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cat_upd_admin

CnpaBOYHUWK PErncTpaLMOHHbIX UMEH aAMUHUCTPaTOPOB, 3aNyCTUBLLUMX OOGHOB/IEHWE
BPYUYHYHO, B XXypHane obHoBneHun CepBepa.

Monsa Tabnuupbi

Ha3BaHue noasa Twvin nona OnucaHue

id INTEGER PRIMARY KEY ID cTpoku
AUTOINCREMENT

str VARCHAR(450) NOT NULL CcTpoka

Nupekcbl Tabauybi

HasBaHune nHaekca Twun nHaekca Cnucok noneu

cat_upd_admin_0001 YHVKaIbHbIA MHAEKC Tabivupl  Str

cat_upd_descr

CnpaBOYHMK ONMMUCaHMA NPOAYKTOB B XypHane obHoBneHWI CepBepa.

Monsa Tabanuybi

HasBaHue nona Twvn nona OnucaHue

id INTEGER PRIMARY KEY ID cTtpoku
AUTOINCREMENT

shash NUMERIC(11) XeLw CTPOKM — Lesioe 6e33HakoBoe 32-x
6UTHOE uncno

str TEXT NOT NULL CTpOKa

MNupekcbl Tabanubl

Ha3sBaHune nHaekca Twun nHaekca Cnucok nonei

cat_upd descr 0001 MPOCTON MHAEKC Tabanupl shash

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web

FnaBa 2: basa gaHHbIX CepBepa Dr.Web
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HasBaHune nHaekca Twun nHaekca Cnuncok nonen

KNacTepHbI MHAEKC Tabauupl

cat_upd_files

CnpaBouHMK MMeH dannoBs B XXypHane obHoBneHn CepBepa.

Monsa Tabnuubl

HasBaHue nona Twvn nona OnucaHue

id INTEGER PRIMARY KEY ID cTpoku
AUTOINCREMENT

shash NUMERIC(11) XeL CTPOKM — Lesioe 6e33HakoBoe 32-X
6UTHOE uncno

str CLOB NOT NULL CcTpoKa

Nupekcbl Tabauybi

HasBaHune nHaekca Twun nHaekca Cnucok nonen
cat_upd_files_0001 NPOCTON MHAEKC TabanLpbl shash

KNacTepHbI MHAEKC Tabauupl

cat_upd_product

CnpaBOYHMK Ha3BaHWI MPOAYKTOB B XypHase obHoBneHunn Cepsepa.

Monsa Tabnuubl

HasBaHue nona Twvn nona OnucaHue

id INTEGER PRIMARY KEY ID cTpoku
AUTOINCREMENT

str VARCHAR(450) NOT NULL CTpOKa

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web

FnaBa 2: basa gaHHbIX CepBepa Dr.Web
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MNupekcbl Tabanubl

HasBaHue nHpekca Twvin nHgekca Cnucok nonem
cat upd product 0001 YHVKaNbHbIA MHAEKC Tabanupl  Str
cat_users

CnpaBoOYHMK MMeH nosib3oBaTtenen OC Ha CTaHLUSAX.

Monsa Tabnuubl

HasBaHue nona Twvn nona OnucaHue

id INTEGER PRIMARY KEY ID cTpoku
AUTOINCREMENT

str VARCHAR(450) NOT NULL CTpoKa

MNupekcbl Tabanubl

HasBaHune nHaekca Twun nHaekca Cnucok nonem
cat users 0001 YHUKaNbHbIA MHAEKC Tabauupl  Str
cat vdb

CnpaBOYHMK ANA Ha3BaHUW BUPYCHbIX Ha3.

Monsa Tabanybi

HasBaHue noasa Twvin nona OnucaHue

id INTEGER PRIMARY KEY ID cTtpoku
AUTOINCREMENT

str VARCHAR(128) NOT NULL CTpOKa

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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MNupekcbl Tabanubl

HasBaHue UHAEeKCa

cat vdb 0001

cat_virus

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Twvin nHgekca Cnucok nonem

YHVIKa/IbHbIA MHAEKC Tabauupl  str

CI'IpaBO‘-IHI/IK NMno MMEeHaM O6Hapy>KEHHbIX yrpos.

Monsa Tabnuubl

HasBaHue nona

id

str

MNupekcbl Tabanubl

HazBaHue nHpekca

cat virus 0001

cat_virusinfo

Twvn nona OnucaHue

INTEGER PRIMARY KEY ID cTpoku
AUTOINCREMENT

VARCHAR(450) NOT NULL CTpoKa

Tun nHaekca Cnucok nonem

YHUKaNbHbIA MHAEKC Tabauupl  Str

CnpaBoYHUK aAna nHGopMaLmm nNo obHapy>XeHHbIM yrpo3am B 06bekTax KapaHTUHa.

Monsa Tabanybi

HasBaHue noasa

id

shash

str

Twvin nona OnucaHue

INTEGER PRIMARY KEY ID cTtpoku
AUTOINCREMENT

NUMERIC(11) Xel CTPOKM — Liesioe 6e33HakoBoe 32-x
6uTHOE uncno

CLOB NOT NULL CcTpoka

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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MNupekcbl Tabanubl

HasBaHue UHAEeKCa

cat virusinfo 0001

env_strings

Twvin nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Cnucok nonen

MPOCTON MHAEKC TabauLpl shash

KnacTepHbI MHAEKC Tabanupl

CnpaBOYHMK TEKCTOBbIX AaHHbIX ANs TabauL, ¢ nHPopmMaLmen 06 annapaTHO-NPOrpaMmMHOM
obecneyeHnn cTaHUMIM 3Toro n cocegHnx CepBepos.

Monsa Tabanybi
HasBaHue nons

id

str

MNupekcbl Tabanubl

HasBaHue UHAEeKCa

env_strings 0001

Twvin nona

INTEGER PRIMARY KEY
AUTOINCREMENT

VARCHAR(450) NOT NULL

Twvn nHgekca

OnucaHue

ID cTpoku

cTpoka

Cnuncok noneu

YHUKaNbHbIA MHAEKC Tabanupl  str

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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2.2.6. CraHUMM N aepeBo aHTUBUPYCHOMN ceTU

ads_computers

Komnbrotepsl Active Directory.

Monsa Tabanybi

HasBaHue noas Twvin nona OnucaHue
pid VARCHAR(36) NOT NULL GUID poanTtenbckoro KOHTenHepa
sid VARCHAR(255) NOT NULL SID komnbroTepa

Nupekcbl Tabauybi

HasBaHune nHaekca Twun nHaekca Cnucok noneu

ads_computers pkey nepBUYHbIN K'Y TabauLpl sid

ads_containers

KoHTelHepbl Active Directory.

Mona Tabnunubi

HasBaHue nonsa Twn nonsa OnucaHue

pid VARCHAR(36) DEFAULT " ID poaunTenbCKOro KOHTEHepa
cid VARCHAR(36) NOT NULL ID KoHTelHepa

dn TEXT NOT NULL DN koHTelHepa

sid VARCHAR(255) DEFAULT " SID koHTeHepa

name TEXT DEFAULT ™ nMs 0b6bekTa

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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MNupekcbl Tabanubl

HasBaHue nHpekca Twvin nHgekca Cnucok nonem
ads containers 0001 NPOCTON MHAEKC TabanLpl pid
KnacTepHbI MHAEKC Tabanupl

ads_containers_pkey NePBUYHbIN KNHOY TabauLp cid

ads_users

MNMonb3oBatenu Active Directory.

Monsa Tabanybi

HassaHue nonsa Tun nonsa Onucanue

sid VARCHAR(255) NOT NULL SID nosnb3oBatens

dn TEXT NOT NULL DN nosib3oBatena

pid VARCHAR(36) NOT NULL GUID poautenbckoro KoHTeHepa
name TEXT DEFAULT " nvsa obbekTa

NHpaekcbl Tabnnuybi

HasBaHue nHpekca Twvn nHgekca Cnucok nonei
ads_users 0001 NMPOCTON MHAEKC TabauLpl pid
KnacTepHbIV MHAEKC Tabanupl

ads users pkey nepBUYHbIN K'Y TabauLpl sid

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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client_address

AZpeca KIVEeHTOB, MPeACTaBAAIOWMX OpraHu3aLmnm.

Monsa Tabanuybi

HasBaHue nonsa Twn nonsa OnucaHue

id VARCHAR(36) NOT NULL ID opranmzaumm

orgref INTEGER NOT NULL ccblika A/1s UCnosib3oBaHmsa 13 client_org
country CHARACTER(2) NOT NULL ISO-Kkog, cTpaHbl

zip VARCHAR(256) NOT NULL ZIP-kop,

city VARCHAR(256) NOT NULL Ha3BaHve ropoga

streetl VARCHAR(256) NOT NULL yauua, ctpoka N21

street?2 VARCHAR(256) yaunua, ctpoka Ne2

MNupekcbl Tabanubl

HasBaHue nHpekca Twvn nHgekca Cnucok nonei
client address_ pkey NePBUUHBIN KoY TabauLpl id, orgref

KnacTepHbI MHAEKC Tabavupl

client_bankinfo

BaHkoBcKkaa nHPopmMaLma O KIneHTax, MPeaCcTaBAAOLLMX OpraHm3aLmn.

Monsa Tabanybi

HassaHue nonsa Tun nonsa Onucanue

id VARCHAR(36) NOT NULL ID opranmsaumm
name INTEGER NOT NULL Ha3BaHWe aTpubyTa
value VARCHAR(256) 3HaueHWe aTpubyTa

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web

FnaBa 2: basa gaHHbIX CepBepa Dr.Web
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MNupekcbl Tabanubl

HasBaHue UHAEeKCa

client bankinfo pkey

client_org

Twvin nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Cnucok nonen

nepBUYHbIN KU TabauLpl id, name

KnacTepHbI MHAEKC Tabanupl

YueTHble AaHHblE KNIMEHTOB, MpeACTaBAARWMX OpraHn3aumnn.

Monsa Tabnuubl

HasBaHue nonsa
id

full name
name

phone

email

url

contract
contract date

jaddr

baddr

paddr

laddr

Twvin nona

VARCHAR(36) NOT NULL

VARCHAR(256)
VARCHAR(256)
VARCHAR(20)
VARCHAR(256)
VARCHAR(256)
VARCHAR(30)
NUMERIC(17)

INTEGER DEFAULT 'O’

INTEGER DEFAULT 'O’

INTEGER DEFAULT '0'

INTEGER DEFAULT 'O’

OnucaHue

ID opraHmzaumm

NnoJIHOe Ha3BaHWe OpraHM3aLmm
KOPOTKOE Ha3BaHWe opraHmsaumm
Homep TenedoHa

afpec 3N1eKTPOHHON NoYThI
Beb-cant

HOMep AOroBopa

JaTa 3aKIo4eHnsa Jorosopa

ccbiika Ha client_address ans topuamyeckoro
ajpeca KiveHTa

ccblnka Ha client_address ana 6aHKOBCKOro
ajpeca KiveHTa

ccblnka Ha client_address ans noutoBoro
ajpeca KiveHTa

ccbiika Ha client_address ansa agpeca
MEeCTOMOIOXKEHWNS KNVEHTa

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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MNupekcbl Tabanubl

HasBaHue nHpekca Twvin nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Cnucok nonen

client_org_pkey NepBUYHBIN KIOY TabauLpl id

CBA3M Tabanubl

HasBaHue nons HanpaBneHMe Mone cBsA3aHHOM TaGlIVIU,I:I

id groups_list.id

deleted_groups

NHdopmauma no yaaneHHbIM rpynnamM CTaHLUN.

Monsa Tabanybi

HassaHue nonsa Tun nonsa

id VARCHAR(36) NOT NULL
pid VARCHAR(36) DEFAULT "
name TEXT DEFAULT *

descr TEXT DEFAULT "

type INTEGER DEFAULT '0'
platform NUMERIC(12) DEFAULT '0'
createtime NUMERIC(17) DEFAULT '0'
modtime NUMERIC(17) DEFAULT '0'
deleted NUMERIC(17) DEFAULT '0'

MNupekcbl Tabanubl

Ha3sBaHune nHaekca Twun nHaekca

deleted groups_ pkey

OnucaHue

ID rpynnbl

poauTenbckas rpynna

Ha3BaHwve rpymnnbl

onucaHve/3ameTku/mp.

TUM: CUCTeMHan/noJib3oBaTtesibckan/mp.
nnathopma rpynnbl (419 CUCTEMHBIX TPYMM)
BpeMs CO3JaHnA 3anmcu

BpeMs M3MEHeHWa 3anucu

Bpema yaneHua rpynnbl

Cnucok noneu

nepBUYHBIN KIOY TabauLpl id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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depot_station_accounting

YueTHaa nHdopmaumsa no yaaneHHbIM yYeTHbIM 3anncsim CTaHUUN.

Monsa Tabanuybi

HasBaHue nons Tun nonsa OnucaHue
id VARCHAR(36) NOT NULL ID cTtaHummn
freedays INTEGER NOT NULL NbTOTHbIV NEPVOA B AHAX

MNupekcbl Tabaunubl

HasBaHue nHpekca Twvn nHgekca Cnucok nonei
depot_station_accounting p nepBUYHbIN KIOY TabauLpl id
key

CBA3M Tabanubl

HasBaHue nons HanpaBneHMe Mone cBs3aHHOM TaGlIVII.I,I:I

id depot stations.id

depot_station_attributes

ATpunOyTbl yaaneHHbIX yYeTHbIX 3anuncer CTaHLUUn.

Monsa Tabanybi

HassaHue nonsa Tun nonsa Onucanue

id VARCHAR(36) NOT NULL ID craHumm
attribute INTEGER NOT NULL aTpubyTt

value VARCHAR(4000) 3HaueHWe aTpubyTa
modtime NUMERIC(17) BpeMs M3MeHeHMs

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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MNupekcbl Tabanubl

HasBaHue nHpekca Twvin nHgekca Cnucok nonem
depot station attributes p nepBUYHbIN KoY Tabauupl id, attribute
key

CBA3n Tabnuubl

HasBaHue nons HanpaBneHMe Mone cBsizaHHOM Ta6IIVILI,bI

id depot stations.id

depot_station_extra

,ﬂ'OI'IOfIHI/ITefIbHaFI I/IHq)OpMaLI,I/IFI O YAAaNEHHbIX YYETHbIX 3annNcAax CTaHLI,I/IIZ.

Monsa Tabanybi

HassaHue nonsa Tun nonsa Onucanue

id VARCHAR(36) NOT NULL ID ctaHumm

descr TEXT DEFAULT " onucaHve/3ameTku/mp.
organization TEXT DEFAULT " opraHvsauys

department TEXT DEFAULT " nozpa3saenexHve

country CHARACTER(2) DEFAULT " 2x-6yKBeHHbIN ISO-Ko4 CcTpaHbl
province TEXT DEFAULT " LWITaT/NpoBuHUMA/Np.

city TEXT DEFAULT * ropog,

street TEXT DEFAULT * yavua

floor TEXT DEFAULT " aTax

room TEXT DEFAULT " nometleHve

latitude INTEGER DEFAULT 'O’ LIMpOTa C CeKyHAax, +ceBep, -tor
longitude INTEGER DEFAULT 'O’ JONroTa B CEKyHAAX, +BOCTOK, -3amnaz

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nona Twvn nona OnucaHue

email TEXT DEFAULT " 371eKTPOHHaA noyta agMuUHUCTpaTopa

modtime NUMERIC(17) DEFAULT '0' BpeMs M3MEHeHWa 3anucu

MNupekcbl Tabanubl

HasBaHue nHpekca Twvn nHgekca Cnucok nonei

depot_station_extra pkey MePBUYHBIN KNHOU Tab AL id

CBA3u Tabanubl

HassaHue nons Hanpasnenne Mone cBA3aHHOW TabauLbI

id depot stations.id

depot_station_history

ATpnbYTbI yaaNeHHbIX YYETHbIX 3aNncent CTaHLUMN.

Monsa Tabnuubl

HasBaHue nona Twn nons OnucaHue

id VARCHAR(36) NOT NULL ID cTaHumm

oper INTEGER DEFAULT 'O’ onepaumu, cm. st-history-values.ds/.h

rate VARCHAR(36) DEFAULT " ID Tapuda

datel NUMERIC(17) DEFAULT '0' MepBas gata Ans Hauana nepuoga (cosgaHue

CTaHUMW, OKOHYaHMe CpOKa Ael;lCTBI/IFI CTaHLI,I/II/I)
Wi AnNTeNbHOCTb IbFOTHOTO Nepunoja

date2 NUMERIC(17) DEFAULT '0’ Bropas gata ans okOH4YaHWA nepuoja

created NUMERIC(17) NOT NULL BpeMs CO3JaHusa 3anmcu

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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FnaBa 2: basa gaHHbIX CepBepa Dr.Web

MNupekcbl Tabanubl

HasBaHue nHpekca Twvin nHgekca Cnucok nonem

depot_station_history 0001 npocToit nHaekc Tabaunupl id

CBA3M Tabanubl

HasBaHue noas

id

depot_stations

HanpaBneHue

Mone cBsA3aHHOM TabANUbI

depot stations.id

OcHoBHasa nHdopmMaLma O yaaNeHHbIX YYETHbIX 3aNNCAX CTaHLMNA.

Monsa Tabanybi

HassaHue nonsa Tun nonsa Onucanue

id VARCHAR(36) NOT NULL ID ctaHumm

gid VARCHAR(36) NOT NULL ID nepBUYHOM rpynmbl

rate VARCHAR(36) NOT NULL ID Tekywero tapudpa ctaHUmM

kid VARCHAR(36) DEFAULT " ID AMUEH3MOHHOTO KAtoYa

osgroup VARCHAR(36) DEFAULT " ornepauvoHHas cuctema rpynnbi
password TEXT DEFAULT " napoJ/ib B BUAE NPOCTOro Tekcra

name TEXT DEFAULT " Ha3BaHWe CTaHUMn

state INTEGER DEFAULT 'O Tekyllee coctosiHve, cm. st-db-state .ds/.h
addr TEXT DEFAULT " TeKyL 1A ceTeBOM agpec

lastseenfrom TEXT DEFAULT " CeTeBOW afpec NOC/eAHEro NoAKIKYEHNs
lastseenat NUMERIC(17) NOT NULL BpeMs nocnesHero noAKIYeHNs
createtime NUMERIC(17) DEFAULT '0' BpeMs CO3JaHnA 3anmcu

modtime NUMERIC(17) DEFAULT '0' BpeMs M3MEeHeHUa 3anucu

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web

79



A7

-
g

A
d
A

HasBaHue nona

lastos

server
expires
blockbeg

blockend

allowedaddr

osclass

prototype

hasperset
modpersettime

emplace id

reboot

sid

ldapdn

lastos_ bldnum

type

Nupekcbl Tabauybi

HasBaHue nHpgekca

depot stations 0001

depot stations pkey

Twvn nona

NUMERIC(12) DEFAULT ‘0

VARCHAR(36) DEFAULT "
NUMERIC(17) DEFAULT '0'
NUMERIC(17) DEFAULT 'O’

NUMERIC(17) DEFAULT ‘0’

TEXT DEFAULT "

INTEGER DEFAULT 'O’

INTEGER DEFAULT '0'

INTEGER DEFAULT 'O’
NUMERIC(17) DEFAULT "0’

VARCHAR(36) DEFAULT "

INTEGER DEFAULT '0'

VARCHAR(255) DEFAULT "

VARCHAR(512) DEFAULT "

INTEGER DEFAULT '0'

INTEGER DEFAULT 'O’

Twvin nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue

onepaunoHHaa cnctemMa, KOtopaa vncamnacb
npun nocnegHeM nNoAgkKNHO4YeHUN

pernctpaumoHHoe uma cepsepa
CPOK AelCTBMA YUYEeTHON 3anuncu
faTa Havana 610KMPOBKM yYeTHOW 3ammncu

[aTa 3aBepLUeHns 6J0KMPOBKM YUETHOM
3anucu

CNUCKM paspellerHbix agpecos (ACL)

Knacc onepauyoHHOM cucteMbl, cM. st-db-
osclass .h/.ds

TWN CeTeBOro npoTokona, see st-db-proto .ds/
.h

€CTb /1IN Y CTaHLMN NepCcoHabHble HAaCTPOIKN
Bpemsa m3meHeHua noas “hasperset

yCTaHOBJ/IEHHBIW ID, MOXeT 6bITb He MyCTbIM
TOJIbKO B MPOLIECCe YCTaHOBKM

cTaTyc nepesarpysku, cM. st-db-reboot .ds/.h

SID — naeHTUdUKaTOP HE30MacHOCTM YYETHOM
3anucu nonb3osaTtena OC Windows

LDAP — pa3snunyatoLieeca nMma CTaHUmKM Moy,
OC Windows

Homep cbopku OC, Tonbko Windows

TMN cTaHumK, cMm. st-db-type .ds/.h

Cnucok noaeu

MPOCTON MHAEKC TabauLpl modtime
KnacTepHbIV NHAEKC Tabamupl
NnepBUYHbIN KNHOY Tabaunupl id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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group_accounting

Information on a grace period of station groups (Dr.Web AV-Desk only).

Monsa Tabanuybi

HasBaHue nons Tun nonsa OnucaHue
id VARCHAR(36) NOT NULL ID rpynnbi
freedays INTEGER 6ecnnaTHbIli NEPYOA B AHAX

MNupekcbl Tabaunubl

HasBaHue nHpekca Twvn nHgekca Cnucok nonei

group_accounting pkey nepBUYHbIN KAHOY TabauLpl id

CBa3u Tabanubl

HasBaHue nons HanpaBneHMe Mone cBsA3aHHOM Ta6lIMLI,bI

id groups_list.id

group_attributes

Mpown3BobHble aTPMBYTbI FPyNN CTaHLUMI. B JaHHBIA MOMEHT He MCMONb3YeTCH.

Monsa Tabanuybi

HassaHwue nonsa Tun nonsa OnucaHue

id VARCHAR(36) NOT NULL ID rpynnbi
attribute INTEGER NOT NULL aTpubyT

value VARCHAR(4000) 3HaueHWe aTpubyTa
modtime NUMERIC(17) BpeMsA M3MeHeHMs

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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MNupekcbl Tabanubl

HasBaHue nHpekca Twvin nHgekca Cnucok nonem
group attributes pkey nepBUYHbIN KoY Tabauupl id, attribute

KnacTepHbI MHAEKC Tabanupl

CBa3u Tabanubl

HasBaHue nons HanpaBneHMe Mone cBsA3aHHOM Ta6lIMLI,bI

id groups_list.id

group_children

Cnnckn JoYepHUX rPynn Ans rpynn CTaHLMA.

Monsa Tabanybi

HazeaHue nons Tun nonsa OnucaHue
id VARCHAR(36) NOT NULL ID rpynnbi
child VARCHAR(36) NOT NULL ID fouepHen rpynnbl

MNupekcbl Tabanubl

HasBaHue nHpekca Twvin nHgekca Cnucok nonem

group_children_pkey nepBUYHbLIN KU TabauLpl id, child

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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group_parent

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

NHbopMaLmsa o0 poanTenbCkux rpynnax Ans rpynmn cTaHumui.

Monsa Tabanuybi

HasBaHue nona
id
pid

modtime

MNupekcbl Tabanubl

HasBaHune nHaekca
group parent 0001

group_parent pkey

CBA3n Tabnuubl

HasBaHue nona

id

group_password

Twvn nona
VARCHAR(36) NOT NULL
VARCHAR(36) NOT NULL

NUMERIC(17) DEFAULT 0’

Twvn nHgekca

NMPOCTON MHAEKC TabauLpl

OnucaHue
ID rpynnbi
ID poautenbCckol rpynmbi

BpemMA N3MeHeHUA 3anncu

Cnuncok noaeu

pid

nepBUYHBIN KIOY TabauLpl id

Hanpasnenwue

Mone cBsA3aHHOW TabnLbI

groups list.id

Mapoau ans goctyna K rpynnam (MCnoab3yeTca rpynnoBbIMU MHCTAANATOPaMK).

Monsa Tabnuubl

Ha3BaHue nons
id

password

Twvin nona
VARCHAR(36) NOT NULL

VARCHAR(256) NOT NULL

OnucaHue
ID rpynnbi

naposv Ana JOCTyna K rpynnam (Mcnonb3yercs
rPynnoBbIMU UHCTAANATOPaMW)

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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MNupekcbl Tabanubl

HasBaHue nHpekca Twvin nHgekca

group password pkey

group_stations_count

K3UJKOHMH€CTBaCTaHuMﬁ B rpynnax.

Monsa Tabnuubl

Ha3sBaHwue nons Tun nonsa

osid VARCHAR(36) NOT NULL
flags INTEGER NOT NULL
group id VARCHAR(36) NOT NULL
admin id VARCHAR(36) NOT NULL
count INTEGER NOT NULL
modtime NUMERIC(17) DEFAULT '0'

MNupekcbl Tabanubl

HasBaHue nHpekca Twvn nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Cnucok nonen

nepBUYHbIN KU TabauLpl id

OnucaHue

ID CepBepa

dnarv ana noacueta, cm. st-db-counting .ds/.h
ID rpynnbl

UUID agmMuHuctpatopa

KOJIMUECTBO CTaHLWIA

BpemMA N3MeHeHUA 3anncu

Cnuncok noaeu

group stations_ count pkey NePBUUHBIN KoY TabauLpl osid, admin id, flags,

group_ id

KnacTepHbI MHAEKC Tabamupl

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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FnaBa 2: basa gaHHbIX CepBepa Dr.Web

NHdpopmauma no aBToMaTMyeckoMy UNEHCTBY B MOJb30BaTENbCKMX Tpynmnax.

Monsa Tabanuybi

HasBaHue nonsa Twn nonsa

id VARCHAR(36) NOT NULL
script TEXT DEFAULT *
gr_rule TEXT DEFAULT "

MNupekcbl Tabanubl

HasBaHue nHpekca Twvn nHgekca

OnucaHue
ID rpynnbi
CKPUNT AN aBTOMATUYECKOW rpynnmupoBKu

npasuno ana aBTOMaTUYECKOM rpynnmnpoBKn

Cnuncok noaeu

groupping rules pkey nepBUYHbIN KAOY TabauLpl id

CBA3u Tabanubl

HassaHue nonsa Hanpasnenne Mone cBA3aHHOW TabauLbI

id groups_list.id

groups_list

Crnncok rpynn CTaHUMN.

Monsa Tabnuubl

HasBaHue nona Twn nons

id VARCHAR(36) NOT NULL
name TEXT DEFAULT "

descr TEXT DEFAULT "

type INTEGER DEFAULT 'O’

OnucaHue

ID rpynnbi

Ha3BaHWe rpynmol
onvcaHue/3amMeTku/mp.

TUM: CUCTeMHan/noJib3oBaTenbekan/mp.

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nona

platform
createtime
modtime
hasperset

modpersettime

MNupekcbl Tabaunubl

HasBaHue UHAEeKCa

groups list pkey

Twn nonsa

NUMERIC(12) DEFAULT '0'
NUMERIC(17) DEFAULT '0'
NUMERIC(17) DEFAULT 'O’
INTEGER DEFAULT '0'

NUMERIC(17) DEFAULT 0’

Twvn nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue

nnatdopma rpynnbl (418 CUCTEMHbBIX FPYMn)
BpeMs CO3jaHuns 3anvcu

BpeMA M3MEHEeHWs 3anmncu

€CTb /Ny FPYNMbl NEPCOHAbHbIE HACTPONKN

BpeMs u3mMeHeHus noas “hasperset’

Cnuncok noneu

NnepBUYHbIN KNHOY Tabauvupl id

iface_hidden_groups

NHPopmaLmsa 06 oTobpaxkeHnM rpynn B JepeBe aHTUBUPYCHOM CeTU.

Monsa Tabnuubl

HasBaHue nons
id
gid

flag

NHupekcbl Tabauybi

HasBaHue nHpgekca

iface hidden groups pkey

Twvin nona
VARCHAR(36) NOT NULL
VARCHAR(36) NOT NULL

INTEGER DEFAULT '1'

Twvin nHgekca

OnucaHwue
Bnagenel, 3anucy (admin.id)
ID rpynnsi

0 = ckpbiTas

Cnucok noaeu

NePBUYHBIN KoY TabanLpl id, gid

KNacTepHbI MHAEKC Tabaunupl

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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CBA3n Tabnuubl

HasBaHue nons

id

msad_object

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

HanpaBneHue  Tlone cBA3aHHOW TabauLbI

admins.id

Otobpaxkaemble nmeHa ob6bekToB Active Directory.

Monsa Tabnuubi

Ha3BaHue noas
sid

name

MNupekcbl Tabanubl

HasBaHue nHpexca

msad _object pkey

newbies

Twvin nona OnucaHue

VARCHAR(255) NOT NULL SID nonb3oBaTens/rpynnbl

TEXT DEFAULT " oTobpakaemoe Ha3BaHve

Tun vHaekca Cnucok nonei

nepBUYHBIN KIOY TabauLpl sid

Cnncok HeMoATBEPXKAEHHbIX CTaHLMN (HOBMYKOB).

Monsa Tabanuybi

HasBaHue nonsa
id

name

addr
connected

platform

Twvin nona OnucaHue

VARCHAR(36) NOT NULL ID craHumm

TEXT DEFAULT " Ha3BaHWe CTaHUMN

TEXT DEFAULT " CeTeBOW afpec CTaHLmm

NUMERIC(17) DEFAULT '0' BPEeMSs MOAKIOYEeHNA

NUMERIC(12) DEFAULT '0' onepauMoHHasa cucTema, Kotopas Yvcannach

npv NOAKAHOYEHUN

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nona

server

admin

admaddr

onconnect

stationid

gid

rate

state

no_grace

description

ldapdn

mac

sid

MNupekcbl Tabanubl

HasBaHue UHAEeKCa

newbies pkey

Twvn nona
VARCHAR(36) DEFAULT "

VARCHAR(36) DEFAULT "

TEXT DEFAULT "

INTEGER DEFAULT 'O’

VARCHAR(36) DEFAULT "

VARCHAR(36) DEFAULT "

VARCHAR(36) DEFAULT "

INTEGER DEFAULT '1'
INTEGER DEFAULT '0'
TEXT DEFAULT "

TEXT DEFAULT "
VARCHAR(128) DEFAULT "

VARCHAR(256) DEFAULT "

Twvn nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue

cepBep

perncTpaLusoHHoe UMs aZMUHUCTPaTopa,
KOTOpPbIN N3MEHWU AeNCTBNE, BbINOJIHAEMOE
NPV NOAKIFOYEHUN CTaHLM

CeTeBOW afpec aZAMVHUCTPaTOPa, KOTOPLIN
N3MEHWN AeNCTBYE, BbIMNOJHIEMOE NP

NnoAKNHOYEHUN CTaHUMN

AelcTBYe, BbINOAHAEMOE NPY NOAKNHYEHNN
CTaHUuMK, cM. newbie-db-onconnect.ds

ID ctaHUMM NoCie NOATBEP KAEHNA [OCTYMNa
(onconnect==approve)

ID rpynnbl, B KOTOpYto Hbi1a NoATBEPXKAEHa
CTaHuusa (onconnect==approve)

Tapmcb CTaHUMM nocne noATBep>XXaeHUA A0CTyna
(onconnect==approve)

cm. newbie-db-state.ds

dnar Ans OoTKIOUYEHUA NbFOTHOTO Nepuosa
onvcaHune CTaHUmM

LDAP DN ctaHumn

MAC cTaHumn

SID ctaHumm

Cnuncok noneu

nepBUYHbIN KNHOY Tabaunupl id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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policy_list

Cnncok NOANTUK ANS HACTPOMKN CTaHUMWIA.

Monsa Tabanuybi

HasBaHue nonsa Twn nonsa

id VARCHAR(36) NOT NULL

name VARCHAR(255) DEFAULT
‘Unnamed'

version NUMERIC(17) DEFAULT '0'

MNupekcbl Tabanubl

Ha3sBaHune nHaekca Twun nHaekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue
ID noantmnkun

Ha3BaHWE NOJIUTUKN

Tekywas sepcma noantukn (0, ecnn Het
TekyL el Bepcmm)

Cnucok noneu

policy list pkey MePBUYHBIN KU Tab AL id

policy_stations

Ha3HaueHne NnoanTuk CTaHUMAM.

Monsa Tabanuybi

HassaHwue nonsa Tun nonsa

sid VARCHAR(36) NOT NULL

id VARCHAR(36) NOT NULL

assigned NUMERIC(17) DEFAULT '0'

NHpaekcbl Tabnnuybi

HasBaHue nHpekca Twvn nHgekca

OnucaHue
ID ctaHumn
ID noanTmkn

BpemMA Ha3Ha4yeHuA

Cnuncok nosaeu

policy_ stations_0001 NPOCTON MHAEKC TabanLpl id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHune nHaekca Twun nHaekca Cnuncok nonen

policy stations_pkey NepBUYHbIN KNOY TabauLpl sid

CBA3n Tabnuubl

Ha3BaHue noasa HanpaBneHMe Mone cBsA3aHHOMN TaGIIVIU,bI
id N policy list.id
sid stations.id

_)

policy_versions

Cnuncok BepCuii NOANTUK ANA HACTPOMKIN CTaHLUN.

Monsa Tabnuubl

HasBaHue nons Twvin nona OnucaHue
id VARCHAR(36) NOT NULL ID noanTmkn
version NUMERIC(17) NOT NULL BepCcua NOAUTUKN

NHpaekcbl Tabnnuybi

HasBaHue nHpekca Twvn nHgekca Cnucok nonei
policy versions_pkey nepBUYHbIN KU Tabaunupl id, version

KnacTepHbIV MHAEKC Tabanupl

CBA3u Tabanubl

HasBaHwue nonsa HanpaBnenwue Mone cBsA3aHHOI TabANLbI

id policy list.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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proxies

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

YyeTHble 3anucu lNMpokcn-cepBepoB, NoaKkAUeHHbIX K Cepaepy.

Monsa Tabanuybi

HasBaHue nons
id

gid

password

name

state

addr
lastseenfrom
lastseenat
createtime
modtime
server

prototype

station

hasperset

modpersettime

Nupekcbl Tabauybi

HasBaHue nHpgekca

proxies 0001

proxies pkey

Twn nonsa

VARCHAR(36) NOT NULL
VARCHAR(36) NOT NULL
TEXT DEFAULT "

TEXT DEFAULT "

INTEGER DEFAULT '0'
TEXT DEFAULT "

TEXT DEFAULT "
NUMERIC(17) DEFAULT '0'
NUMERIC(17) DEFAULT 'O’
NUMERIC(17) DEFAULT '0*
VARCHAR(36) DEFAULT "

INTEGER DEFAULT 'O’

VARCHAR(36) DEFAULT "

INTEGER DEFAULT '0'

NUMERIC(17) DEFAULT '0'

Twvin nHgekca

NPOCTON MHAEKC TabanLpbl

OnucaHue

ID npokcun

ID nepBUYHOW rpynmbi

napoJib B BUAE NPOCTOro TeKkcTa

Ha3BaHve cTaHuuK, ecan Npokcn-cepsep
nprBA3saH K CTaHUUKA

Tekyllee coctosiHue, cMm. st-db-state .ds/.h
TEeKyLLUIA CeTeBOI agpec

CeTeBOW afpec NociesHero noAKIUeHNs
BpeMs Moc/ieiHero noAkIrUeHus

BpeMs CO34aHus 3anmcu

BpeMs M3MEHeHMs 3anmcu
perncTpausoHHoe UMs cepeepa

TV ceTeBOro npoTtokosa, cM. st-db-proto .ds/
.h

ID ctaHumm, ecauv MNpokcn-cepBep NpmBA3aH K
CTaHuun

ecTb nn y Npokcy nepcoHanbHble HAaCTPOMKM

Bpemsa m3meHeHna noas “hasperset

Cnucok noaeu

station

nepBUYHbLIN KU TabauLpl id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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station_accounting

Information in stations grace period (Dr.Web AV-Desk only).

Monsa Tabanuybi

HasBaHue nons Tun nonsa OnucaHue
id VARCHAR(36) NOT NULL ID cTtaHummn
freedays INTEGER NOT NULL NbTOTHbIV NEPVOA B AHAX

MNupekcbl Tabaunubl

HasBaHue nHpekca Twvn nHgekca Cnucok nonei

station accounting pkey nepBUYHBIN KoY Tabaunupl id

CBa3u Tabanubl

HasBaHue nons HanpaBneHMe Mone cBsA3aHHOM Ta6lIMLI,bI

id stations.id

station_attributes

Mpoun3BobHblIe aTPUOYTbI YYETHbIX 3aNnCelr CTaHLUN.

Monsa Tabanuybi

HassaHwue nonsa Tun nonsa OnucaHue

id VARCHAR(36) NOT NULL ID craHumm
attribute INTEGER NOT NULL aTpubyT

value VARCHAR(4000) 3HaueHWe aTpubyTa
modtime NUMERIC(17) BpeMsA M3MeHeHMs

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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MNupekcbl Tabanubl

HasBaHue UHAEeKCa

station attributes 0001

station attributes pkey

CBA3u Tabanubl

HasBaHue nona

id

station_extra

Twvin nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Cnucok nonen

MPOCTON MHAEKC TabauLpl aTpudyT

KnacTepHbI MHAEKC Tabanupl

NepBUYHBIN KIOY TabauLpl id, attribute

HanpaBnenwue Mone cBsA3aHHOI TabANLbI

stations.id

AlononHuTenbHas MHPGopMaumsa 06 yYeTHbIX 3aNUCAX CTaHL M.

Monsa Tabnuubl

HasBaHue nons
id

descr
organization
department
country
province
city

street

floor

room

latitude

Twvn nona

VARCHAR(36) NOT NULL

TEXT DEFAULT "

TEXT DEFAULT "

TEXT DEFAULT "

CHARACTER(2) DEFAULT "

TEXT DEFAULT "

TEXT DEFAULT "

TEXT DEFAULT "

TEXT DEFAULT "

TEXT DEFAULT "

INTEGER DEFAULT '0'

OnucaHue

ID cTtaHumm
onucaHve/3ameTkm/mp.
opraHuzaumsa

nogpasgeneHve
2x-6yKBEHHbIN ISO-KoZ4 CcTpaHbl
LWITaT/NPOBUHLUMA/NP.

ropoz

yanua

3Tax

nomMeuieHune

LWIMpOTa C CekyHzax, +cesep, -tor

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nons
longitude
email

modtime

MNupekcbl Tabanubl

HasBaHue nHpexca

station extra pkey

CBA3n Tabauubl

HasBaHue nona

id

station_groups

Twvn nona
INTEGER DEFAULT ‘0!
TEXT DEFAULT "

NUMERIC(17) DEFAULT '0'

Twvn nHpekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue
JONroTa B CEKyHAAX, +BOCTOK, -3anaz
3/IeKTPOHHas noyTa agMUHUCTPaTOpa

BpeMAa M3IMeHeHUA 3anncu

Cnucok noneu

NepBUYHBIN KIOY TabauLpl id

Hanpasnenwue

Mone cBsA3aHHOW TabnLbI

stations.id

NHPopmaLmsa 0 pa3MeLLeHMmM CTaHLMI MO NOAb30BaTENIbCKUM Fpymnam.

Monsa Tabnuubl

HasBaHue nons
sid

gid
createtime

autoadded

MNupekcbl Tabaunubl

HasBaHue UHAEeKCa

station groups 0001

Tun nonsa

VARCHAR(36) NOT NULL
VARCHAR(36) NOT NULL
NUMERIC(17) DEFAULT '0'

INTEGER DEFAULT '0'

Twvn nHgekca

NPOCTOM UHAEKC TabauLbl

OnucaHwue
ID cTtaHumm
ID rpynnsi
BpeMA CO3JaHna 3anmcu

AO6aBJ’IEHa Jin CTaHUWA B rpynny cornacHo
aBTOMaTU4eCKMM npaBuiamM 4ieHCTBa

Cnuncok nosaen

gid

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHune nHaekca Twun nHaekca Cnuncok nonen
station groups 0002 NPOCTON MHAEKC TabanLpbl sid
station groups pkey nepBUYHbLIN KAHOY TabauLpl sid, gid

KNaCTepHbIV MHAEKC TabauLpl

CBA3u Tabanubl

HassaHwue nonsa HanpaBsnenwue Mone cBsA3aHHOI TabANLbI

sid stations.id

station_links

NHpopmauma o cBA3aHHbIX CTaHLUMAX.

Monsa Tabanybi

HasBaHue nonsa Twn nonsa OnucaHue

id VARCHAR(36) NOT NULL ID ctaHumm

lid VARCHAR(36) NOT NULL ID cBAi3aHHOM CTaHLmM
established NUMERIC(17) NOT NULL BpeMs YCTaHOBKW CBSA3M

MNupekcbl Tabanubl

HasBaHue nHpekca Twvn nHgekca Cnucok nonein
station_links_pkey MePBUYHBIN KNHOU Tab AL id, 1lid

KnacTepHbI MHAEKC Tabamupl

CBA3n Tabauubl

HasBaHwue nons HanpaBnenwue Mone cBsA3aHHO Ta6ANLbI

id stations.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nona

lid

stations

Hanpasnenwue

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Mone cBsA3aHHOW TabnubI

stations.id

ﬂ'aHHbIe YYETHbIX 3anuncen CTE:]HLI,I/II7I.

Monsa Tabnuubl

HaseaHune nonsa
id

gid

rate

kid

osgroup
password
name

state

addr
lastseenfrom
lastseenat
createtime
modtime

lastos

server
expires

blockbeg

Tun nonsa

VARCHAR(36) NOT NULL
VARCHAR(36) NOT NULL
VARCHAR(36) NOT NULL
VARCHAR(36) DEFAULT "
VARCHAR(36) DEFAULT "
TEXT DEFAULT "

TEXT DEFAULT "

INTEGER DEFAULT ‘0
TEXT DEFAULT *

TEXT DEFAULT "
NUMERIC(17) NOT NULL
NUMERIC(17) DEFAULT '0*
NUMERIC(17) DEFAULT '0'

NUMERIC(12) DEFAULT '0'

VARCHAR(36) DEFAULT "
NUMERIC(17) DEFAULT 0’

NUMERIC(17) DEFAULT ‘0’

OnucaHwue

ID cTtaHumm

ID nepBUYHOW rpynmbi

ID Tekywero Tapuda ctaHUmM

ID nMUeH3MOHHOrO KItoYa

onepawuyoHHas cuctema rpynnbi

napoJsib B BUAe NPOCTOro TekcTa
Ha3BaHWe CTaHUMM

Tekyllee coctosiHue, cMm. st-db-state .ds/.h
TEeKyLLUIA CeTeBOI agpec

CeTeBOW afpec NociesHero NoAKIoUeHNs
BpeMs MOoC/eAHEro NMOAKIOUEHMS

BPeMs CO3JaHus 3anucu

BpeMs U3MEHEHUs 3anucu

onepaunoHHaa cnctemMa, KOTopaa vncamnacb
npuy nocnegHem noAkKNHO4YeHUn

pernctpaumoHHoe ums cepeepa
CPOK AeNCTBUS YYeTHON 3ammcu

AaTa Hadana 6J'IOKVIpOBKI/I yquHon 3anumcum

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nona

blockend

allowedaddr

osclass

prototype

hasperset
modpersettime

emplace id

reboot

sid

ldapdn

lastos bldnum

type

MNupekcbl Tabanubl

HasBaHue nHpekca

stations 0001

stations 0002
stations 0003
stations a0001

stations pkey

Twvn nona

NUMERIC(17) DEFAULT 0’

TEXT DEFAULT "

INTEGER DEFAULT 'O’

INTEGER DEFAULT 'O

INTEGER DEFAULT '0'
NUMERIC(17) DEFAULT '0'

VARCHAR(36) DEFAULT "

INTEGER DEFAULT 'O’

VARCHAR(255) DEFAULT "

VARCHAR(512) DEFAULT "

INTEGER DEFAULT 'O’

INTEGER DEFAULT 'O’

Twvn nHpekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue

[aTa 3aBepLUeHns 6J0KMPOBKM YUETHOM
3anucu

CNNCKM paspeLleHHbix agpecos (ACL)

Knacc onepauyoHHOM cucteMbl, cM. st-db-
osclass .h/.ds

TWN CeTeBOro npoTokosa, see st-db-proto .ds/
.h

€CTb /Ny CTaHLMM NepCcoHaibHble HaCTPOMKM
Bpemsa m3meHeHna noas “hasperset

yCTaHOBJ/IEHHBIW ID, MOXeT ObITb He MyCTbIM
TOJIbKO B MPOLIECCEe YCTaHOBKM

cTaTyc nepesarpysku, cm. st-db-reboot .ds/.h

SID — naeHTUdUKaTOP HE30MacHOCTM YYETHOM
3anucun noab3zosatens OC Windows

LDAP — pasnunyatoLieeca nMma CTaHUmM Mog,
OC Windows

Homep cbopku OC, Tonbko Windows

TMN cTaHumK, cM. st-db-type .ds/.h

Cnucok noaeu

MPOCTON MHAEKC TabauLpl gid
KnacTepHbIV MHAEKC Tabamupl

MPOCTON MHAEKC TabauLpl lastseenat
NPOCTOM UHAEKC TabauLbI sid

MPOCTON MHAEKC TabauLpl rate
NepBUYHBIN KIOY TabauLpl id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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stations_left_groups

Crnncok rpynn, B KOTOpble CTaHLMWN BXOAUAN paHee.

Monsa Tabanuybi

HasBaHue nonsa Twn nonsa

sid VARCHAR(36) NOT NULL

gid VARCHAR(36) NOT NULL

createtime NUMERIC(17) DEFAULT '0'

MNupekcbl Tabanubl

HasBaHue nHpekca Twvn nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue
ID ctaHumn
ID rpynnbi

BpemMA Co34aHunA 3anncun

Cnuncok noaeu

stations left groups 0001 NPOCTOl NHAEKC TabauLpl gid

KnacTepHbIV MHAEKC Tabamupl

CBA3n Tabauubl

HasBaHwue nonsa HanpaBnenwue Mone cBsAzaHHO TabANLBbI
gid N groups list.id
sid stations.id

—
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2.2.7. CoceaHue CepBepbl

servers

Cnuncok cocegHumx CepBepos.

Monsa Tabanybi

HassaHue nonsa Tun nonsa Onucanue

osid VARCHAR(36) NOT NULL ID storo Cepsepa

id VARCHAR(36) NOT NULL UUID Cepsepa (lid B apyrvx Tabauuax)
name VARCHAR(64) NOT NULL Ha3BaHWe aTpubyTa

value TEXT DEFAULT " 3HaueHWe aTpubyTa

updatetime NUMERIC(17) DEFAULT '0' co3zaHvie 3anucu

MNupekcbl Tabanubl

HasBaHune nHaekca Twun nHaekca Cnucok nonem
servers 0001 NPOCTO NHAEKC TabauLpl osid, id, name

KnacTepHbI MHAEKC Tabavupl

Srv_names

NaeHTndumkaumoHHble aaHHble cocegHnx CepBepos.

Monsa Tabanuybi

HassaHwue nonsa Tun nonsa OnucaHue

osid VARCHAR(36) NOT NULL ID CepBepa
oname TEXT DEFAULT " nmsa Cepsepa
updatetime NUMERIC(17) NOT NULL CO3/aHue 3anucu

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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MNupekcbl Tabanubl

HasBaHue UHAEeKCa

srv_names 0001

Srv_names pkey

srv_unsent

HeoTnpasneHHble cobbiTUsA coceaHnm CepBepam.

Monsa Tabnuubi

HasBaHune nonsa
osid

1id

mid

id
stationname
event

data
lastsent

arrived

MNupekcbl Tabanubl

HasBaHue UHAEeKCa

srv_unsent 0001

srv_unsent 0002

Twvin nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Cnucok nonen

MPOCTON MHAEKC TabauLpl updatetime
nepBUYHbIN KAHOY TabauLpl osid
Twvin nona OnucaHue

VARCHAR(36) NOT NULL
VARCHAR(36) NOT NULL
VARCHAR(36) NOT NULL
VARCHAR(36) DEFAULT "
INTEGER DEFAULT 'O’
TEXT DEFAULT "

CLOB DEFAULT "
NUMERIC(17) DEFAULT 0’

NUMERIC(17) NOT NULL

Twvn nHgekca

ID oTnpaButens

UUID cocegrero Cepsepa
UUID coobuieHus

ID cTtaHummn

Ha3BaHWe CTaHuMK
Ha3BaHWe cobbITVA

JaTa cobbiTus

BpeMs NocieAHel oTnpaBku

cOo34aHune 3anncun

Cnuncok noaeu

NPOCTON MHAEKC TabanLbl lid, osid
KnacTepHbIV MHAEKC Tabanupl

NPOCTON MHAEKC TabanLpbl lid, mid

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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CBA3n Tabnuubl

HasBaHue nons

osid

stationname

HanpaBneHue

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Mone cBA3aHHOW Tabauubl

srv_recvhistory.mid

cat name stations.id
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2.2.8. KOHTpO/Ib NpU/IOXKEHU N

appctl_bases

Copep>kvMoe rpynmbl JOBEPEHHbIX NMPUAOXEHN KOHTPOIA NPUAOXKEHNNA.

Monsa Tabanybi

HasBaHue noas
dbid

dbtype

blockno

block

MNupekcbl Tabanubl

HazBaHue nHpekca

appctl bases pkey

CBA3n Tabnuubl

HasBaHue nona

dbid

Tun nonsa Onucanue
VARCHAR(36) NOT NULL UUID rpynnbl 4OBepPEeHHbIX MPUAOXKEHNI

INTEGER NOT NULL TVM TPYMMbl AOBEPEHHbIX NPUAOXeHUI (Painbl
nnn ceptndukaTbl)

INTEGER NOT NULL HOMep 6/N0KMPOBKM
CHARACTER(1024) NOT 610K faHHbIX U3 768 6alTOB B KOAUPOBKE
NULL base64

Tun nHaekca Cnucok nonem

NePBUYHBIN KHOY TabauLpl dbid, dbtype, blockno

KnacTepHbI MHAEKC Tabavupl

HanpaBneHwue Mone cBsAzaHHO TabANLBI

appctl dir.dbid

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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appctl_dir

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnwucaHue rpynnbl AOBEPEHHbIX MPUNOXKEHWUA KOHTPOASA NPUNOXKEHWIA.

Monsa Tabanuybi

HasBaHue nona

dbid
srvid
name
descr

params

begintime

endtime

f1 sha256
fl fsize
cr sha256
cr fsize

error

MNupekcbl Tabaunubl

HasBaHue nHpekca
appctl dir 0001

appctl dir pkey

Twn nonsa

VARCHAR(36) NOT NULL
VARCHAR(36) NOT NULL
VARCHAR(256) DEFAULT "
TEXT DEFAULT "

TEXT NOT NULL

NUMERIC(17) DEFAULT 0’

NUMERIC(17) DEFAULT '0'

VARCHAR(256) DEFAULT "
NUMERIC(20) DEFAULT 0
VARCHAR(256) DEFAULT "
NUMERIC(20) DEFAULT '0'

TEXT DEFAULT "

Twvn nHgekca

OnucaHue

UUID rpynnbl AOBEPEHHbIX MPUIOXKEHWI

ID rnaBHoro CepBepa (ans o6paboTkn)
Ha3BaHWe rpynnbl AOBEPEHHBIX NMPUIOXKEHNI
onvcaHne rpynbl AOBEPEHHbIX MPUIOXKEHNA

napamMeTpbl reHepaLum rpynnbl ZOBEPEHHbIX
MPWIOXKEHNI

BpemMA Ha4dasa Co3jaHnA

BpemMs 3aBeplueHus co3ganus (0 — elte He
3aBepLUeHo)

SHA-256 BbIrpy>keHHbIX xeLel Gpannos
pa3mep BbIFPY>XeHHbIX xellel Gpannos
SHA-256 BbIrpy>eHHbIX xellen cepTndumkaTon
pa3mep BbIrPY>XeHHbIX Xellel cepTudukaTos

owmnbka o6paboTkm

Cnuncok noneu

NPOCTON MHAEKC TabanLpbl srvid

nepBUYHbLIN KU TabauLpl dbid

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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appctl_download

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Baokun gaHHbIX, 3arpy>eHHbIX KOHTpOAEM NPUAOXKEHWN.

Monsa Tabanuybi

HasBaHue nona
dbid
stid

dbtype

blockno

block

MNupekcbl Tabaunubl

HasBaHue UHAEeKCa

appctl download 0001

appctl download pkey

CBA3n Tabauubl

HasBaHue nona

dbid

stid

Twvn nona
VARCHAR(36) NOT NULL
VARCHAR(36) NOT NULL

INTEGER NOT NULL

INTEGER NOT NULL

CHARACTER(1024) NOT
NULL

Twvn nHgekca

OnucaHue
UUID rpynnbl AOBEPEHHbIX MPUIOXKEHWI
ID cTtaHummn

TUM FPYMMbl AOBEPEHHbIX NPUAOXeHUN (Painbl
nnn ceptndrkaTbl)

HoMep 610KMPOBKYM

610K flaHHbIX 13 768 BalTOB B KOAMPOBKE
base64

Cnuncok noneu

NPOCTOM UHAEKC TabauLbl stid
NepBUYHBIA KUY TabauLpl dbid, stid, dbtype,
blockno

KnacTepHbI MHAEKC Tabavupl

HanpaBnenwue Mone cBsAzaHHO TabANLBbI

appctl dir.dbid

stations.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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appctl_event_cert

MeTagaHHble cepTudukaTa cobbiTs KOHTPONA MPUIOXKEHNIA.

Monsa Tabanuybi

HasBaHue nona Twvn nona OnucaHue

id INTEGER PRIMARY KEY ID ceptndukaTa
AUTOINCREMENT

thumbprint VARCHAR(64) NOT NULL oTnevaTok ceptudukata (SHA-1)
serial TEXT NOT NULL CepUHbIN HOMep cepTuduKaTa
issuer TEXT NOT NULL u3gatesb ceptudukaTa

subject TEXT NOT NULL cybbekT ceptudumkata

ts NUMERIC(17) NOT NULL BpeMeHHasa MeTka cepTudukaTa
not_before NUMERIC(17) NOT NULL faTa Havana AencTeusa cepTudukata
not_after NUMERIC(17) NOT NULL JaTa OKOHYaHWUs AelcTBMA cepTudmKaTa

NHupekcbl Tabauybi

HasBaHune nHaekca Twun nHaekca Cnncok nonem

appctl event cert 0001 YHVIKaIbHbIA MHAEKC TabanLbl thumbprint

appctl_event_file

MeTagaHHble darina cobbiTns KOHTPOAA NPUNOKEHWUA.

Monsa Tabanuybi

HasBaHue nona Twvn nona OnucaHue

id INTEGER PRIMARY KEY ID dparina
AUTOINCREMENT

sha256 VARCHAR(64) NOT NULL darin xewen SHA-256

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nona

ver

descr

origname

prodname

prodver

company

filesize

cert

MNupekcbl Tabaunubl

HasBaHue nHpekca

appctl event file 0001

CBA3n Tabnuubl

Ha3BaHue noas

cert

Twn nonsa

TEXT DEFAULT *

TEXT DEFAULT "

TEXT DEFAULT "

TEXT DEFAULT "

TEXT DEFAULT *

TEXT DEFAULT "
NUMERIC(20) DEFAULT '0'

INTEGER DEFAULT 'O’

Twvn nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue

Bepcus dalina

onvcaHue danna
ncxoAHoe HasBaHWe daiina
nms danna npoaykTa
Bepcua dalina npoaykTa
ums daina KomnaHum
pa3mep daina

ceptidukat

Cnucok noneu

YHUKa/bHbIA UHAEKC Tabauupl  sha256

HanpaBneHue  Tlone cBA3aHHOW TabauLbI

appctl_participant

appctl event cert.id

Co3zaHne coAepXXMMOro rpynrbl JOBEPEHHbIX MPUA0XEHNN KOHTPONS NPUAOXKEHW.

Monsa Tabanybi

HasBaHue noas
dbid
stid

begintime

Twvin nona
VARCHAR(36) NOT NULL
VARCHAR(36) NOT NULL

NUMERIC(17) DEFAULT 'O’

OnucaHue
UUID rpynnbl 4OBepPEeHHbIX MPUAOXKEHUI
ID ctaHumn

BpeMA Ha4dasa Co3jaHnA

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nona

endtime

f1 sha256
fl fsize
fl csize

cr sha256

cr fsize

cr csize

state

Twvn nona

NUMERIC(17) DEFAULT 0’

VARCHAR(256) DEFAULT "
NUMERIC(20) DEFAULT '0'
NUMERIC(20) DEFAULT ‘0’

VARCHAR(256) DEFAULT "

NUMERIC(20) DEFAULT '0'

NUMERIC(20) DEFAULT 0

INTEGER DEFAULT '0'

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue

BpeMs 3aBeplueHns co3gannsa (0 — ele He
3aBepLUeHO)

oxugaembii SHA256 paiinos 6a3bl JaHHbIX
oXugaeMbli pazmep dainnos 6asbl AaHHbIX
TeKyLLni pasmep dainos 6asbl AaHHbIX

oxugaembii SHA256 ceptndmrkatoB 6a3bl
JaHHbIX

oXuvaaeMblli pa3mep cepTudrkatos H6asbl
JaHHbIX

TEKYLLLWA pa3mep cepTUdUKaTOB 6a3bl JaHHbIX

cM. hash-db-download-status.ds

NHpaekcbl Tabnnuybi

HasBaHue nHpekca Twvn nHgekca Cnucok nonei

appctl_participant_0001 NPOCTON MHAEKC TabanLpl stid

appctl participant pkey MePBUYHbIN KNHOYU Tab AU dbid, stid

KnacTepHbI MHAEKC Tabavupl

CBA3n Tabnuubl

HasBaHue nonsa HanpaBneHwue Mone cBsAzaHHO TabANLBI

dbid appctl dir.dbid

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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2.2.9. Kondpurypauua Cepsepa

news_subscription

Moanuckn Ha HOBOCTM KOMMNaHuu «Jloktop Beb».

Monsa Tabanybi

HassaHue nonsa Tun nonsa

sid VARCHAR(36) NOT NULL

aid VARCHAR(36) NOT NULL

did VARCHAR(36) NOT NULL

createtime NUMERIC(17) DEFAULT '0'

NHpaekcbl Tabnnuybi

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue

ID CepBepa

UUID agmuHuctpatopa
ID HOBOCTHbIX pa3senos

BpemMA CO34aHnAa noannckn

HasBaHue nHpekca Twvn nHgekca Cnucok nonei
news_ subscription 0001 NPOCTON MHAEKC TabanLpl did, sid
news subscription pkey NePBUYUHBIN KoY TabauLpl sid, aid, did

KnacTepHbI MHAEKC Tabavupl

CBA3n Tabnuubl

HasBaHue nonsa HanpaBneHwue Mone cBsAzaHHO TabANLBI
aid admins.id
—
did news known did.did
N _ _

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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server_schedule

3agaHus MNnannposwmka Cepsepa.

Mona Tabnunubi

HasBaHue nonsa Twn nonsa OnucaHue

id VARCHAR(36) NOT NULL ID CepBepa

item VARCHAR(36) NOT NULL UUID 3agaHuns

format INTEGER DEFAULT '0' dopmart 3HaueHus

prefix VARCHAR(64) NOT NULL npeduKc onuum: 3T0 BpeMs Un AeicTene
field VARCHAR(64) NOT NULL HasBaHve onuum

seq INTEGER NOT NULL NopsAKOBbI HOMEpP OnLym

asnumber NUMERIC(19) DEFAULT '0' 3HaueHue onuun B BUAE Yncna
asstring CLOB DEFAULT " 3HauYeHue onuun B BUAE CTPOKM

MNupekcbl Tabanubl

Ha3sBaHune nHaekca Twun nHaekca Cnucok nonei
server schedule pkey nepBUYHBIA KU Tabauupl id, item, prefix, field,
seq

KNacTepHbIV MHAEKC Tabamupl

2.2.10. Kondurypauma ctaHuum

proxy_cfg

KoHurypaums MNpokcn-cepBepoB, noakntoueHHbIX K CepBepy.

Monsa Tabnuubl

Ha3BaHue nons Twvin nona OnucaHue

id VARCHAR(36) NOT NULL ID npokcun

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nona

component

name

seq

value

modtime

Twvn nona

INTEGER NOT NULL

VARCHAR(255) NOT NULL
INTEGER NOT NULL
CLOB DEFAULT "

NUMERIC(17) DEFAULT ‘0’

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue

ID KOMMNOHEeHTa (oXHbIN ID Ana AoNoNHEHUs
[0 cTaHzapTHOM cTpykTypbl. ID Bceraa 146)

Ha3BaHWe onuum
NopsAKOBbIA HOMEpP OnLuK
3HaueHve onuum

BpemMA N3MeHeHUA 3anncu

NHpaekcbl Tabnnuybi

HasBaHue nHpekca Twvn nHgekca Cnucok nonei

proxy cfg pkey nepBUYHbLIN KAHOY TabauLpl id, name, seq, component

KnacTepHbI MHAEKC Tabavupl

CBA3u Tabanubl

HasBaHwue nonsa HanpaBnenwue Mone cBsA3aHHOI TabaNLbI

id

station_cfg

proxies.id

KoHdurypaumsa aHTUBMPYCHbBIX KOMMOHEHTOB ANA CTaHLMA.

Monsa Tabnuubl

HasBaHue nons
id

component
name

seq

value

Twn nons

VARCHAR(36) NOT NULL
INTEGER NOT NULL
VARCHAR(255) NOT NULL
INTEGER NOT NULL

CLOB DEFAULT "

OnucaHue

ID cTtaHumm

ID KOMNOHeHTa

Ha3BaHve onuum
NopsAKOBbIA HOMEpP oMLK

3HauyeHne onuun

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nona

modtime

MNupekcbl Tabaunubl

HasBaHue UHAEeKCa

station cfg pkey

CBA3u Tabanubl

HasBaHue nonsa

id

station_hash

Twvn nona

NUMERIC(17) DEFAULT 0’

Twvn nHgekca

NnepBUYHbIN KNHOY Tabauvupl id,

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue

BpeMA N3MeHeHUA 3anncu

Cnuncok noneu

component, name, seq

KNaCTepHbIV MHAEKC TabauLpl

HanpaBsnenwue

Mone cBA3aHHOW TabauLbI

stations.id

Otnevatkm HaCTpOeEK NepCOHaNbHbIX NHCTAaNNALUMNOHHbIX NaKeTOB.

Monsa Tabanuybi

HasBaHue nona
id

hash code

createtime

MNupekcbl Tabanubl

HazBaHue nHpekca

station hash 0001

station hash pkey

Twvn nona
VARCHAR(36) NOT NULL

VARCHAR(20) NOT NULL

NUMERIC(17) DEFAULT '0'

Tun nHgekca

MPOCTON MHAEKC TabauLpl

OnucaHue
ID ctaHumn

xew URL Ha nepcoHanbHbIN MHCTAANSA LMOHHDIN
naket

BpemMA Co34aHunA 3anncun

Cnuncok noneu

hash code

NePBUYHBIN KoY TabauLpl id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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CBA3n Tabnuubl

HasBaHue nons

id

station_install

HanpaBneHue

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Mone cBA3aHHOW Tabauubl

stations.id

YctaHaBAMBaeMble dHTUBUPYCHbIE KOMMOHEHTbI ANA CTaHLI,MI\/’I.

Monsa Tabnuubi

HasBaHue nons
id

component
imode

createtime

MNupekcbl Tabanubl

HasBaHue UHAEeKCa

station install pkey

CBA3u Tabanubl

HasBaHue nonsa

id

Tun nonsa

VARCHAR(36) NOT NULL
INTEGER NOT NULL
INTEGER DEFAULT '1'

NUMERIC(17) DEFAULT 0’

Twvn nHgekca

OnucaHue

ID cTtaHumm

ID koMnoHeHTa

PEeXUM MHCTanNsUMK, cM. cmp-install.ds

BpemMA COo34aHnA 3anncun

Cnuncok noneu

nepBWYHbIN KAHOY TabauLpl id, component

KNaCTepHbIV MHAEKC TabanLpl

HanpaBsnenwue

Mone cBA3aHHOW TabauLbI

stations.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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station_rights

MpaBa nonb3oBaTenen ana CTaHUUM.

Monsa Tabanuybi

HasBaHue nonsa Twn nonsa OnucaHue

id VARCHAR(36) NOT NULL ID cTtaHummn

nright NUMERIC(19) NOT NULL Ha3BaHVe npasa

value NUMERIC(19) DEFAULT '0' 3HauYeHue npaBa B BUAE CTPOKM

MNupekcbl Tabanubl

HasBaHue nHpekca Twvn nHgekca Cnucok nonei
station_rights_pkey MePBUYHBIN KNHOU Tab AL id, nright

KnacTepHbIV MHAEKC Tabamupl

CBA3n Tabauubl

HasBaHwue nonsa HanpaBnenwue Mone cBsAzaHHO TabANLBbI

id stations.id

station_schedule

3agaHua MnaHNpoBLUMKa ANA CTaHLURA.

Monsa Tabnuubl

HasBaHue nonsa Twn nonsa OnucaHue
id VARCHAR(36) NOT NULL ID ctaHumm
item VARCHAR(36) NOT NULL UUID 3agaHus
format INTEGER DEFAULT 'O’ dopmat onumm

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHune nonsa Twn nonsa OnucaHue

prefix VARCHAR(64) NOT NULL npeduKc onumm: 3To Bpems Wiu AencTene
field VARCHAR(64) NOT NULL Ha3BaHWe onuun

seq INTEGER NOT NULL NopsAAKOBbIN HOMEpP OnumK

asnumber NUMERIC(19) DEFAULT 'O 3HauyeHue onuun B BUAE Yncna
asstring CLOB DEFAULT " 3HayYeHune onuun B BUAE CTPOKM

114

MNupekcbl Tabaunubl

HasBaHue UHAEeKCa

Twvn nHgekca Cnucok nonei

station schedule 0001 NPOCTON MHAEKC TabanLpl id
station schedule pkey NepBUYHbIN KU TabanLpl id, item, prefix, field,
seq

KnacTepHbIV MHAEKC Tabamupl

CBA3n Tabauubl

HasBaHwue nonsa HanpaBnenwue Mone cBsAzaHHO TabANLBbI

id stations.id

station_updlimit

Mpaduk orpaHnyeHmii npu obHoBAeHMAX ¢ CepBepa ANs CTaHLUUNA.

Monsa Tabnuubl

HasBaHue nona
id
seq

bitmap

bandwidth

Twvn nona
VARCHAR(36) NOT NULL
INTEGER NOT NULL

VARCHAR(768) DEFAULT "

INTEGER

OnucaHue
ID cTtaHummn
nopsAKOBbI HOMepP

pacnuncaHne C orpaHUYeHAMN Nepesaun
JaHHbIX Ha Hegento (butoBas KapTa)

MaKCMabHaa CKOPOCTb nepegayn

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nona Twvn nona OnucaHue

modtime NUMERIC(17) DEFAULT ‘0’ BPEeMSA M3MEHEHWs 3anmncu

MNupekcbl Tabaunubl

HasBaHue nHpekca Twvn nHgekca Cnucok nonei
station updlimit pkey nepBUYHBIN KoY Tabaunupl id, seq

KNaCTepHbIV MHAEKC TabauLpl

CBA3u Tabanubl

HassaHwue nonsa HanpaBsnenwue Mone cBsA3aHHOI TabANLbI

id stations.id

station_updmap

OrpaHunyeHns Ha obHoBaeHUs ¢ CepBepa ANs CTaHLUMN.

Monsa Tabanuybi

HasBaHue nonsa Twn nonsa OnucaHue

id VARCHAR(36) NOT NULL ID cTtaHummn

policy INTEGER DEFAULT '0' nonutrka obHoBeHWn, cM. update-policy .ds/
.h

bandwidth INTEGER MakcuManbHas ckopocTb nepegaun, NULL ans

CHATVA OTrpPaHUYeHNA

beactual INTEGER DEFAULT '0’ nocbliaTb Ha CTaHUMN BCe NoCaegHue
06HOBNEHNA BMECTO TeX, KOTOpble MOMeYeHb!
TeKyL MMM

older agent ignore  INTEGER MrHopupoBaTb cooblueHns o6 yctapeBaHUn

BUPYCHbIX 6a3 co cTaHumii

older_ server gap NUMERIC(19) nepvog, Korga npoAyKTbl Ha CTaHLMAX
CUNTaOTCA aKTyalbHbIMU

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nona Twvn nona OnucaHue

downgrade INTEGER DEFAULT '0' pa3peluaTb nepexos Ha 6onee paHHue
PEBU3MN KOMMOHEHTOB

modtime NUMERIC(17) DEFAULT '0' BpeMs M3MEeHeHUa 3anuncu

MNupekcbl Tabanubl

HasBaHune nHaekca Twun nHaekca Cnucok nonem

station_updmap_pkey nepBUYHbIN KAOY TabauLpl id

CBA3n Tabauubl

HasBaHwue nonsa HanpaBneHwue Mone cBsAzaHHO TabANLbI

id stations.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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2.2.11. Kondurypauma rpynn

group_cfg

KoHdurypaums aHTUBMPYCHbBIX KOMMOHEHTOB ANA FPYMM CTaHLMWNA.

Monsa Tabanybi

HassaHue nonsa Tun nonsa Onucanue

id VARCHAR(36) NOT NULL ID rpynnbi

component INTEGER NOT NULL ID koMnoHeHTa

name VARCHAR(255) NOT NULL KJIHOY MapameTpa

seq INTEGER NOT NULL NMopsAKOBbIA HOMep 3HaueHVs napameTpa
value CLOB DEFAULT " 3HayeHve napameTpa

modtime NUMERIC(17) DEFAULT '0' BpeMs M3MEHeHUa 3anuncu

Nupekcbl Tabauybi

HasBaHune nHaekca Twun nHaekca Cnucok noneu
group_cfg pkey NePBUYHBIN KU TabauLpl id, component, name, seq

KnacTepHbI MHAEKC Tabauupl

CBA3n Tabnuubl

HasBaHue nons HanpaBneHMe Mone cBsizaHHOM Ta6IIVII.I,bI

id groups_ list.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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group_hash

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Otnevatkm HaCTpOeEK NepCOHaNbHbIX NHCTAaNNALUMNOHHbIX NaKeTOB.

Monsa Tabanuybi

HasBaHue nona
id
rate

hash code

createtime

Nupekcbl Tabauybi

HasBaHue nHpgekca

group_hash 0001
group hash 0002

group_hash pkey

CBa3u Tabanubl

HasBaHue nonsa

id

group_install

Twvn nona
VARCHAR(36) NOT NULL
VARCHAR(36) NOT NULL

VARCHAR(20) NOT NULL

NUMERIC(17) DEFAULT '0'

Twvin nHgekca

OnucaHue
ID rpynnbi
ID Tapuda

xew URL Ha rpynnoBOW MHCTaNNS LMOHHBIN
naket

BpemMAa co3jaHuAa 3anncu

Cnucok noneu

NPOCTON MHAEKC TabanLpbl hash_code
MPOCTON MHAEKC TabauLpl rate
nepBUYHbIN KAHOY TabauLpl id, rate

HanpaBneHue Mone cBsA3aHHOW Tabauubl

groups_list.id

YcTtaHaBinBaeMble dHTUBUPYCHbIE KOMMOHEHTbI ANA rpynn CT8HLI,I/II7I.

Monsa Tabanuybi

HasBaHue nona

id

Twvn nona

VARCHAR(36) NOT NULL

OnucaHue

ID rpynnbi

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nons
component
imode

createtime

MNupekcbl Tabanubl

HasBaHue nHpexca

group install pkey

CBA3n Tabnuubl

HasBaHue nons

id

group_rights

Twvn nona
INTEGER NOT NULL
INTEGER DEFAULT ‘1

NUMERIC(17) DEFAULT '0'

Twvn nHpekca

nepBUYHbIN K'Y TabauLpl

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue
ID koMMNoOHeHTa
PEeX1UM MHCTanAsaLmm, cMm. cmp-install.ds

BpemMa co3jaHunAa 3anncu

Cnucok noneu

id, component

KNacTepHbIV MHAEKC Tabamupl

HanpaBneHue

MpaBa nonb3oBaTtenen Ana rpynn cTaHUnin.

Monsa Tabnuupbi

Ha3BaHue noasa
id
nright

value

MNupekcbl Tabaunubl

HasBaHue nHpekca

group rights pkey

Twvin nona
VARCHAR(36) NOT NULL
NUMERIC(19) NOT NULL

NUMERIC(19) DEFAULT "0’

Twvn nHgekca

I'IepBVI‘-IHbIVI K1Y Ta6J'IVILI,bI

Mone cBA3aHHOW Tabauubl

groups list.id

OnucaHue
ID rpynnbi
Ha3BaHwue npasa

3Ha4deHune B B1AE CTPOKA

Cnucok noneu

id, nright

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nHpekca

CBA3n Tabnuubl

Ha3BaHue noasa

id

group_schedule

Twvn nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Cnucok noneu

KNacTepHbI MHAEKC Tabauupl

HanpaBneHue  Tlone cBA3aHHOW TabauLbI

3agzaHus MnaHnpoBLMKa ANS TPYMNN CTaHLMNA.

Monsa Tabanybi

HasBaHue nons
id

item

format
prefix

field

seq

asnumber

asstring

NHpaekcbl Tabnnuybi

HasBaHue UHAEeKCa

group_schedule 0001

group_schedule pkey

Tun nonsa

VARCHAR(36) NOT NULL
VARCHAR(36) NOT NULL
INTEGER DEFAULT ‘0
VARCHAR(64) NOT NULL
VARCHAR(64) NOT NULL
INTEGER NOT NULL
NUMERIC(19) DEFAULT '0'

CLOB DEFAULT "

Twvn nHgekca

groups_ list.id

Onucanue

ID rpynnsi

UUID 3agaHuna

dopmat onumm

npeduKc onuum: 370 BpeMs Uiu AeicTeue
Ha3BaHWe onuum

NopsAKOBbIA HOMEpP OnLuK

3HayeHVe onuMn B BUAE YnCa

3Ha4yeHune onunn B BUAE CTPOKK

Cnuncok nosaeu

NMPOCTON MHAEKC TabauLpl id
NePBUYHBIN KU TabauLpl id, item, prefix, field,
seq

KnacTepHbIV MHAEKC Tabamupl

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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CBA3n Tabnuubl

HasBaHue nons HanpaBneHMe Mone cBA3aHHOM TaGlIVIIJ,bI

id groups list.id

group_updlimit

Mpadurk orpaHnyeHnn Nnpu obHoBAeHMAX ¢ CepBepa ANA FPYNM CTaHLMA.

Monsa Tabnuubi

HasBaHwue nonsa Twun nonsa OnucaHue

id VARCHAR(36) NOT NULL ID rpynnbl

seq INTEGER NOT NULL nopsAAKOBbIN HOMeEP

bitmap VARCHAR(768) DEFAULT " pacnmcaHmne ¢ orpaHuyeHaMn nepegaudm

JaHHbIX Ha Hegento (butoBas KapTa)
bandwidth INTEGER MaKCMManbHaa CKOPOCTb nepegaun

modtime NUMERIC(17) DEFAULT 0’ BpeMs M3MEeHeHUa 3anuncu

MNupekcbl Tabanubl

HasBaHune nHaekca Twun nHaekca Cnucok nonem
group_updlimit pkey MePBUYHbIN KNHOYU Tab AU id, seq

KnacTepHbI MHAEKC Tabavupl

CBA3n Tabnuubl

HasBaHue nonsa HanpaBneHwue Mone cBsAzaHHO TabANLBI

id groups list.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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group_updmap

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OrpaHunueHns Ha obHoBaeHUs ¢ CepBepa Ans rpynn CTaHUUNA.

Monsa Tabanuybi

HasBaHue nona
id

policy

bandwidth

beactual

older agent ignore

older server gap

downgrade

modtime

MNupekcbl Tabanubl

HazBaHue nHpekca

group_updmap_ pkey

CBA3n Tabauubl

HasBaHue nona

id

Twvn nona
VARCHAR(36) NOT NULL

INTEGER DEFAULT 'O

INTEGER

INTEGER DEFAULT 'O’

INTEGER

NUMERIC(19)

INTEGER DEFAULT '0'

NUMERIC(17) DEFAULT '0'

Twun nHgekca

OnucaHue
ID rpynnbi

nonutrka obHoBeHWn, cM. update-policy .ds/
.h

MakcMmanbHas ckopocTb nepegaun, NULL ana
CHATVA OrpaHUYeHNA

nocCblnaTb Ha CTaHUUMKW BCE NocnheaHune
06HOBNEHMS BMECTO TEX, KOTOPbIE NMOMEYEHbI

TEKYLLMMUN

UrHopvpoBaTb coobLleHns 06 ycTapeBaHum
BUPYCHbIX 6a3 co cTaHumii

nepuos, Korga npoayKTbl Ha CTaHLMAX
CUMTALOTCS aKTyasbHbIMU

paspellaTb nepexos Ha 60see paHHWe
pPEeBM3MM KOMMOHEHTOB

BpemMA N3MeHeHUA 3anncu

Cnuncok noneu

nepBUYHBIN KIOY TabauLpl id

Hanpasnenwue

Mone cBsA3aHHOM Tabnubl

groups_ list.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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2.2.12. KoHpurypaumsa noamtTmk

policy _cfg

KoHdurypaums aHTUBMPYCHbIX KOMMOHEHTOB B HACTPOMKax TeKyLLeh BEPCUMN MOANTUK.

Monsa Tabanybi

HassaHue nonsa Tun nonsa Onucanue

id VARCHAR(36) NOT NULL ID noantukn

component INTEGER NOT NULL ID koMnoHeHTa

name VARCHAR(255) NOT NULL Ha3BaHWe onuuu

seq INTEGER NOT NULL NopsAKOBbIA HOMEpP OnLum
value CLOB DEFAULT " 3HaueHve onuuu

MNupekcbl Tabanubl

HasBaHune nHaekca Twun nHaekca Cnucok nonem
policy cfg pkey MePBUYHbIN KNHOYU Tab AU id, component, name, seq

KnacTepHbI MHAEKC Tabavupl

CBA3n Tabnuubl

HasBaHue nonsa HanpaBneHwue Mone cBsAzaHHO TabANLBI

id policy list.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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policy_cfg_Ist

KoHdurypauma aHTMBUPYCHbIX KOMMOHEHTOB B HAaCTPOMKaX NpeAblAyLLnx BEPCUIA NOANTUK.

Monsa Tabanuybi

HasBaHue nonsa Twn nonsa OnucaHue

id VARCHAR(36) NOT NULL ID noautmkm

version NUMERIC(17) NOT NULL BepCUA NOAUTUKN
component INTEGER NOT NULL ID koMnoHeHTa

name VARCHAR(255) NOT NULL HasBaHve onuuu

seq INTEGER NOT NULL NopsAAKOBbIA HOMEpP OnuMK
value CLOB DEFAULT " 3HaueHve onuuu

MNupekcbl Tabaunubl

HasBaHue nHpekca Twvn nHgekca Cnucok nonei
policy _cfg lst pkey nepBUYHbLIN KAHOY TabauLpl id, version, component,

name, segq
KNaCTepHbIV MHAEKC TabanLpl

CBa3u Tabanubl

HassaHwue nonsa HanpaBsnenwue Mone cBsA3aHHOI TabANLbI

id policy list.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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FnaBa 2: basa gaHHbIX CepBepa Dr.Web

policy_install

Cnunckm YyCTaHaBJIMBAa€MbIX KOMMOHEHTOB B HaCTpOVIKaX TGKyLLI,GI;I BEPCUN NONNTUK.

Monsa Tabanuybi

HasBaHue nonsa Twn nonsa OnucaHue

id VARCHAR(36) NOT NULL ID noautmkm
component INTEGER NOT NULL ID KOMNOHeHTa
imode INTEGER DEFAULT '1' PEeXuM NHCTaNNALMK

MNupekcbl Tabanubl

HasBaHue nHpekca Twvn nHgekca Cnucok nonei
policy install pkey NepBUYHBIA KUY TabauLpl id, component

KnacTepHbIV MHAEKC Tabamupl

CBA3n Tabauubl

HasBaHwue nonsa HanpaBnenwue Mone cBsAzaHHO TabANLBbI

id policy list.id

policy_install_Ist

Cnnckn YCTaHaBJ/IMBaAa€MbIX KOMMOHEHTOB B HaCTpOVIKaX npeabiayuinx Bepcvu7| MONNTUK.

Monsa Tabnuubl

HasBaHue nonsa Twn nonsa OnucaHue

id VARCHAR(36) NOT NULL ID noautukm
version NUMERIC(17) NOT NULL BepCcua NOAUTUKN
component INTEGER NOT NULL ID koMnoHeHTa

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nona

imode

MNupekcbl Tabaunubl

HasBaHue UHAEeKCa

policy install 1lst pkey

CBA3u Tabanubl

HasBaHue nonsa

id

policy_rights

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Twvn nona OnucaHue

INTEGER DEFAULT '1' pPeXvM NHCTaNNALMN

Twvn nHgekca Cnucok nonei

id, version, component

NnepBUYHbIN KNHOY Tabauvupl

KNaCTepHbIV MHAEKC TabauLpl

HanpaBneHue Mone cBsA3zaHHOW Tabauubl

policy list.id

MpaBa Nnonb3oBaTenen CTaHLMN B HAaCTPOMKaX TEKYLLE BEPCUN NOJANTUK.

Monsa Tabanuybi

HasBaHue nona
id
nright

value

MNupekcbl Tabanubl

HasBaHue UHAEeKCa

policy rights pkey

Twvn nona OnucaHue

VARCHAR(36) NOT NULL ID nonautmkn

NUMERIC(19) NOT NULL Ha3BaHve npasa

NUMERIC(19) DEFAULT '0' 3HauyeHue npaBa B BUAE CTPOKM

Twvn nHgekca Cnucok nonei

NePBUYHbIN KNtOY TabauLpl id, nright

KnacTepHbIV MHAEKC Tabanupl

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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CBA3n Tabnuubl

HasBaHue nons HanpaBneHMe Mone cBA3aHHOM TaGlIVIIJ,bI

id policy list.id

policy_rights_Ist

MpaBa nonb3oBaTesei CTaHUMA B HAaCTPOMKax NpeaplAyLLinx BEPCUIA MONNTUK.

Monsa Tabnuubi

HassaHue nonsa Tun nonsa OnucaHue

id VARCHAR(36) NOT NULL ID noantukn

version NUMERIC(17) NOT NULL BepCcua NONUTUKN

nright NUMERIC(19) NOT NULL Ha3BaHve npasa

value NUMERIC(19) DEFAULT ‘0 3HauyeHve npasa B BUAE CTPOKM

MNupekcbl Tabanubl

HasBaHue nHpekca Twvn nHgekca Cnucok nonei
policy rights 1st pkey nepBUYHBIN KoY Tabaunupl id, version, nright

KNaCTepHbIV MHAEKC TabanLpl

CBA3u Tabanubl

HassaHwue nonsa HanpaBsnenwue Mone cBsA3aHHOI TabANLbI

id policy list.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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policy_schedule

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

3agaHus MnaHNpoBLUMKA CTAaHLMIA B HACTPOMKax TeKyLLEen BEPCUN NONUTHUK.

Monsa Tabanuybi

HasBaHue nons
id

item

format
prefix

field

seq

asnumber

asstring

MNupekcbl Tabanubl

HasBaHue nHpekca

policy schedule 0001

policy schedule pkey

CBA3M Tabanubl

HasBaHue noas

id

Twn nonsa

VARCHAR(36) NOT NULL
VARCHAR(36) NOT NULL
INTEGER DEFAULT '0'
VARCHAR(64) NOT NULL
VARCHAR(64) NOT NULL
INTEGER NOT NULL
NUMERIC(19) DEFAULT 'O’

CLOB DEFAULT "

Twvn nHpekca

OnucaHue

ID nonautmkn

UUID 3agaHus

dopmart onumm

npedurKc onumm: 3To Bpems wiu AencTeve
Ha3BaHWe onuum

NopsAKOBbI HOMEpP OnLym

3HaueHue onuun B BUAE Yncna

3Ha4yeHue onunn B BUAE CTPOKU

Cnucok noaeu

MPOCTON MHAEKC TabauLpl id
nepBUYHbIA KIOY Tabaunupl id, item, prefix, field,
seq

KNacTepHbI MHAEKC Tabauupl

HanpaBneHue  [lone cBA3aHHOW TabauLbI

policy list.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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policy_schedule_Ist

3agaHus MnaHNpoBLUMKA CTAaHLMIA B HACTPOMKaxX NPeablAyLLUMX BEPCUN MONUTUK.

Monsa Tabanuybi

HasBaHue nonsa Twn nonsa OnucaHue

id VARCHAR(36) NOT NULL ID noautmkm

version NUMERIC(17) NOT NULL BepCUA NOAUTUKN

item VARCHAR(36) NOT NULL UUID 3agaHua

format INTEGER DEFAULT 'O’ dopmat onumm

prefix VARCHAR(64) NOT NULL npeduKc onuun: 370 BpEMs Uv AeicTBue
field VARCHAR(64) NOT NULL Ha3BaHve onuuu

seq INTEGER NOT NULL NnopsAKOBbI HOMepP OnLum

asnumber NUMERIC(19) DEFAULT '0' 3Hau4eHne onuun B BUAE Yncna
asstring CLOB DEFAULT " 3Ha4YeHue onuun B BUAE CTPOKM

MNupekcbl Tabaunubl

HasBaHune nHaekca Twn nHaekca Cnuncok nonen
policy schedule 1st pkey nepBUYHbIA KIOY Tabaunupl id, version, item,

prefix, field, seq
KnacTepHbIV MHAEKC Tabamupl

CBA3M Tabanubl

HasBaHue nons HanpaBneHMe Mone cBsi3aHHOM TaGlIVIU,I:I

id policy list.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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policy_updlimit

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

lpadurk orpaHnyeHn Npu obHOBAEHUAX CTaHLMIA ¢ CepBepa B HAaCTpOMKax TeKyLLel BepCun

MONNTUK.

Monsa Tabnuupbi

Ha3BaHue noasa
id
seq

bitmap

bandwidth

NHpaekcbl Tabnnuybi

HasBaHue UHAEeKCa

policy updlimit pkey

CBA3u Tabanubl

HasBaHue nona

id

Twvin nona
VARCHAR(36) NOT NULL
INTEGER NOT NULL

VARCHAR(768) DEFAULT "

INTEGER

Twvn nHgekca

OnucaHue
ID noanTmkn
NnopsAAKOBbIN HOMeEP

pacnvcaHue ¢ OrpaHUYeHN MU Nepesayn
JaHHbIX Ha Hegento (butoBas KapTa)

MaKCManbHaa CKOPOCTb nepegayn

Cnuncok nosaeu

nepBUYHbIN KAHOY TabauLpl id, seq

KnacTepHbIV MHAEKC Tabavupl

HanpaBnenwue Mone cBsA3aHHOI TabaNLbI

policy list.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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policy_updlimit_Ist

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Mpadurk orpaHnyeHn Npu obHOBAEHUAX CTaHLMI ¢ CepBepa B HAaCTPOMKaxX NpeablAyLmx

BEPCUI MONUTHUK.

Monsa Tabnuupbi

HassaHue nons Tun nonsa

id VARCHAR(36) NOT NULL
version NUMERIC(17) NOT NULL
seq INTEGER NOT NULL
bitmap VARCHAR(768) DEFAULT *
bandwidth INTEGER

MNupekcbl Tabanubl

HasBaHune nHaekca Twun nHaekca

policy updlimit 1lst pkey

nepBUYHbIN KAOY TabauLpl

OnucaHue

ID nonuntmkm

BepCMA MOJUTUKN
NnopsAKOBbIA HOMeP

pacnucaHue ¢ orpaHUYeHnsIMU Nepesaun
JaHHbIX Ha Hegento (ButoBas kapTa)

MaKCMalbHaa CKOPOCTb nepegayn

Cnuncok noneu

id, version, seq

KnacTepHbI MHAEKC Tabavupl

CBA3n Tabnuubl

HasBaHue nonsa HanpaBneHue

Mone cBsA3aHHOW TabnLbI

id policy list.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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policy_updmap

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OrpaHunyeHns Ha obHoBAEHUS CcTaHLMIA ¢ CepBepa B HaCTPOMKax TeKyLLEel BEPCUN NMOANTUIK.

Monsa Tabanuybi

HasBaHue nona
id

policy

bandwidth

beactual

older agent ignore

older server gap

downgrade

NHpaekcbl Tabnnuybi

HasBaHue UHAEeKCa

policy updmap pkey

CBA3u Tabanubl

HasBaHue nonsa

id

Twvn nona
VARCHAR(36) NOT NULL

INTEGER DEFAULT 'O

INTEGER

INTEGER DEFAULT 'O’

INTEGER

NUMERIC(19)

INTEGER DEFAULT '0'

Twvn nHgekca

OnucaHue
ID noantmnkun

nonutrka obHoBeHWn, cM. update-policy .ds/
.h

MakcMmanbHas ckopocTb nepegaun, NULL ana
CHATVA OrpaHUYeHNA

nocCblnaTb Ha CTaHUUMKW BCE NocnheaHune
06HOBNEHMS BMECTO TEX, KOTOPbIE NMOMEYEHbI
TEKYLLMMUN

UrHopvpoBaTb coobLleHns 06 ycTapeBaHum
BUPYCHbIX 6a3 co cTaHumii

nepuos, Korga npoayKTbl Ha CTaHLMAX
CUMTALOTCS aKTyasbHbIMU

paspellaTb nepexos Ha 60see paHHWe
pPEeBM3MM KOMMOHEHTOB

Cnuncok noneu

nepBUYHbIN KAHOY TabauLpl id

HanpaBneHue Mone cBsA3aHHOW Tabauubl

policy list.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OrpaHunyeHns Ha obHoBAeHUSs CcTaHLMI ¢ CepBepa B HAaCTPOMKax NpeablAyLmnx Bepcunii

MONNTUK.

Monsa Tabnuupbi

Ha3BaHue noasa
id
version

policy

bandwidth

beactual

older agent ignore

older server gap

downgrade

MNupekcbl Tabanubl

HasBaHue UHAEeKCa

policy updmap lst pkey

CBa3u Tabanubl

HasBaHue noasa

id

Twvin nona
VARCHAR(36) NOT NULL
NUMERIC(17) NOT NULL

INTEGER DEFAULT 'O’

INTEGER

INTEGER DEFAULT 'O’

INTEGER

NUMERIC(19)

INTEGER DEFAULT 'O’

Twvin nHgekca

OnucaHue
ID noanTmkn
BepCMA MOJUTUKN

nonutvka obHoBeHun, cM. update-policy .ds/
.h

MaKcumanbHaa ckopocTtb nepegaun, NULL ans
CHATUSA OrpaHNYeHWNI

nocblinatb Ha CTaHUMM BCe nocneagHune
06HOBNEHMS BMECTO TeX, KOTOpble NOMeYeHbI

TEKYLL MU

UrHOPUPOBaTh CO0bLLeHUs 06 ycTapeBaHUn
BUPYCHbIX 6a3 co CTaHUuiA

nepuvog, Korga npoayKTbl Ha CTaHUMAX
CUMTALOTCA aKTyasbHbIMU

pa3pellaTb Nepexos Ha 60see paHHMe
PEBV3MM KOMMOHEHTOB

Cnucok nonen

nepBUYHbIA KoY Tabaunupl id, version

KnacTepHbI MHAEKC Tabauupl

HanpaBneHue  [lone cBA3aHHOW TabauLbI

policy list.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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2.2.13. Kondpurypaumsa apyrnx o6bekTos

cfg_refs

Ccblnkn MexXay KOHOUTYpaLMAMMN CYLLLHOCTEN.

Monsa Tabanybi

HassaHue nonsa Tun nonsa Onucanue

parent VARCHAR(36) NOT NULL ID poaunTenbCKoW CyLwHOCTH
seq INTEGER NOT NULL NopsAAKOBbIN HOMEpP CBA3M
child VARCHAR(36) NOT NULL ID foYepHen CyLHOCTH

MNupekcbl Tabaunubl

HasBaHue nHpekca Twvin nHgekca Cnucok nonem
cfg refs 0001 NPOCTON MHAEKC TabanLpl child
cfg refs pkey nepBUYHbLIN KAHOY TabauLpl parent, seq

KnacTepHbIV MHAEKC Tabavupl

profile_cfg

KoHdurypaums aHTUBMPYCHbBIX KOMMOHEHTOB ANs Npoduen.

Monsa Tabanybi

HassaHue nonsa Tun nonsa Onucanue

id VARCHAR(36) NOT NULL UUID npodwns

component INTEGER NOT NULL ID koMnoHeHTa

name VARCHAR(255) NOT NULL KJIHOY MapameTpa

seq INTEGER NOT NULL NMopsAKOBbIA HOMep 3HaueHVs napameTpa
value CLOB DEFAULT " 3HayeHve napameTpa

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nona Twvn nona OnucaHue

modtime NUMERIC(17) DEFAULT ‘0’ BPEeMSA M3MEHEHWs 3anmncu

MNupekcbl Tabaunubl

HasBaHue nHpekca Twvn nHgekca Cnucok nonei
profile_cfg_pkey nepBUYHbLIN KAHOY TabauLpl id, component, name, seq

KNaCTepHbIV MHAEKC TabauLpl

user_cfg

KoHdurypaums aHTUBMPYCHbIX KOMMOHEHTOB ANS NMOJ/b30BaTeNEN.

Monsa Tabnuubi

Ha3BaHue noas Twvin nona OnucaHue

id VARCHAR(36) DEFAULT " ID ctaHumm (Nyctoe Ana nonb3oBaTtens/rpynnol
Active Directory)

sid VARCHAR(255) NOT NULL SID nonb3oBaTens/rpynnbl, 1OKajibHON WK
Active Directory (msad_object)

component INTEGER NOT NULL ID koMMNoOHeHTa

name VARCHAR(64) NOT NULL Ha3BaHve onuum

seq INTEGER NOT NULL NopsAAKOBbIN HOMEpP OnumK
value CLOB DEFAULT " 3Ha4yeHve onuumn

modtime NUMERIC(17) DEFAULT '0' BpeMS M3MEHEHWs 3anmncu

MNupekcbl Tabaunubl

HasBaHue nHpekca Twvn nHgekca Cnucok nonei
user_cfg 0001 YHVKaNbHbIA MHAEKC Tabavupl  1d, sid, component, name,
seq

KNaCTepHbIV MHAEKC TabanLpl

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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CBA3n Tabnuubl

HasBaHue nons

id

HanpaBneHue

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Mone cBA3aHHOW Tabauubl

stations.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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FnaBa 2: basa gaHHbIX CepBepa Dr.Web

2.2.14. Cobbitua CepBepa

activity_data

ATpunbyTbl ayanTa AeNCTBUMA afMUHNCTPATOPA.

Monsa Tabanybi

HasBaHue noas

record
item
value

createtime

NHpaekcbl Tabnnuybi

HasBaHue UHAEeKCa

activity data 0001

activity data 0002

CBA3n Tabnuubl

HasBaHue nona

record

Tun nonsa Onucanue
VARCHAR(36) NOT NULL UUID 3anucu

TEXT DEFAULT " HOMep napameTpa
CLOB DEFAULT " 3HauyeHue napameTpa

NUMERIC(17) NOT NULL BpeMs CO3JaHuA 3anmcu

Twvn nHgekca Cnucok nonei
NPOCTOM UHAEKC TabaULbI record
KnacTepHbIV MHAEKC Tabavupl

MPOCTON MHAEKC TabauLpl createtime

HanpaBneHwue Mone cBsAzaHHO TabANLBI

admin activity.record

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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admin_activity

Ayant AeNCTBUI aAMUHUCTPATOPOB.

Monsa Tabanuybi

HasBaHue nonsa Twn nonsa OnucaHue

record VARCHAR(36) NOT NULL UUID 3anucn

login VARCHAR(36) DEFAULT " perucTpaumoHHoe UMsa agMUHUCTpaTopa

address TEXT DEFAULT " ceTeBOW agpec aAMUHUCTpaTopa

subsys INTEGER DEFAULT '0' nHUUpaTop onepaummn: adm-subsys .ds/.h

objid VARCHAR(36) DEFAULT " ID agMMHUCTPMPYEMOTO 06bekTa
(rpynnbl/cTaHupm)

oper INTEGER DEFAULT '0' onepauma

status INTEGER DEFAULT '0' cTatyc onepaupn: adm-status .ds/.h

createtime NUMERIC(17) NOT NULL BpeMs CO3JaHusA 3anmcu

NHupekcbl Tabauybi

HasBaHune nHaekca Twun nHaekca Cnncok nonem

admin activity 0001 MPOCTON MHAEKC TabanLpl createtime
KNaCTepPHBIV MHAEKC TabauLpl

admin_activity pkey nepBUYHBIN KoY Tabaunupl record

admin_msg_log

XKypHan coobLueHWi, OTNpaBaeHHbIX aAMUHUCTPATOPOM CTaHLMAM.

Monsa Tabnuubl

HasBaHue nons Twvn nonsa OnucaHwue
sid VARCHAR(36) NOT NULL ID cTaHUMW, Ha KOTOPYHO HbINIO OTNPaBIEHO
coobuieHve

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHune nonsa Twn nonsa OnucaHue

mid VARCHAR(36) NOT NULL UUID coobuenuns

admin VARCHAR(36) NOT NULL UUID agMuHucTpatopa, oTnpasBmBLLErO
coobuieHve

subsys INTEGER DEFAULT '0' nHMUmaTop onepauumn: adm-subsys .ds/.h

delivered NUMERIC(17) DEFAULT '0' BpeMs JOCTaBku COOBLLeHMs

MNupekcbl Tabaunubl

HasBaHue nHpekca Twvin nHgekca Cnucok nonem
admin msg_log 0001 MPOCTOW MHAEKC Tabauupl mid

admin msg _log 0002 NPOCTOW MHAEKC TabauLpb sid
admin_msg_log_0003 MPOCTOW UHAEKC Tab AL admin

admin msg_log pkey NePBUYHBIN KU TabauLpl sid, mid

CBA3n Tabnuubl

HasBaHue nona HanpaBneHMe Mone cBsA3aHHOMN TaGIIVIIJ,bI
admin admins.id

q
mid admin msg lst.mid

PN _ _

group_history

XypHan onepaumii ¢ TapudHbiMu rpynnamu (tonbko ana AV-Desk).

Monsa Tabanuybi

HasBaHue nonsa Twn nonsa OnucaHue

id VARCHAR(36) NOT NULL ID rpynnbi

oper INTEGER DEFAULT '0' onepauyn, cm. st-history-values.ds
parent VARCHAR(36) DEFAULT " ID poavtens

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nona

datel

date?2

created

Nupekcbl Tabauybi

HasBaHue nHpekca

group history 0001

online_statistics

Twvn nona

NUMERIC(17) DEFAULT 0’

NUMERIC(17) DEFAULT '0'

NUMERIC(17) DEFAULT '0'

Twvin nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue

HOMEP KOMMOHEHTa Nnpwn NsMeHeHUn
yCTaHaB/IMBa€MbIX KOMMNOHEHTOB

3HaueHvie ans group_install.imode

BpemMAa co3jaHuAa 3anncu

Cnucok noneu

NPOCTON MHAEKC TabanLpbl id

KNacTepHbI MHAEKC Tabauupl

Cratnctnka No obHapy>KeHHbIM yrpo3am, oTnpaBaseMas B KOMNaHuto «Joktop Beb».

Monsa Tabnuubl

HasBaHue nona

station

sid

recordtime
virus

amount

MNupekcbl Tabaunubl

HasBaHue UHAEeKCa

online statistics 0001

Twvn nona
VARCHAR(36) DEFAULT "

VARCHAR(36) DEFAULT "

NUMERIC(12) NOT NULL
VARCHAR(4000) DEFAULT "

NUMERIC(19) DEFAULT '1*

Twvn nHgekca

NPOCTOM UHAEKC TabauLbl

OnucaHue
ID ctaHUMmM-oTNpasuTens

He MycToe, eIV B AaHHbIA MOMEHT
BbINOIHsIeTCs 0H6paboTka

BpPEMeHHas MeTKa Unix, OKpYrJeHHas 40 YacoB
nycToe, ec/v 310 3anuncb scanned

KONAn4ecTBo

Cnuncok noneu

sid, recordtime

KNaCTepHbIV MHAEKC TabanLpl

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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server_jobs_log

XypHan BbinonHeHWs 3agaHnin Ha Cepepe.

Monsa Tabanuybi

HasBaHue nonsa Twn nonsa OnucaHue

id VARCHAR(36) NOT NULL co3patenb 3anvcu (ID Cepepa)

name INTEGER DEFAULT '0' Ha3BaHWe 3aZaHus, cM. cat_job

done INTEGER DEFAULT '0' 0, ecnv 3asaHmne He BbIMOHEHO, |= 0 — ecan
BbIMOJIHEHO

completed NUMERIC(17) NOT NULL BpeMs 3aBepLUeHVs 3ajaHuns

error INTEGER DEFAULT '0' coobleHre 06 owmnbke

MNupekcbl Tabaunubl

HasBaHue nHpekca Twvin nHgekca Cnucok nonem
server jobs log 0001 NPOCTON MHAEKC TabanLpl completed, id

KNacTepHbI MHAEKC Tabanupl

CBa3u Tabanubl

HasBaHue noasa HanpaBneHMe Mone cBsA3aHHOMN TaﬁllMLl,bl
error cat job srv.id

> - -
name cat job.id

> —

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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station_history

XypHan onepaumnii s GUHAHCOBOro OoTyeTa No cTaHUMAaM (Tonbko ans AV-Desk).

Monsa Tabanuybi

HasBaHue nonsa Twn nonsa OnucaHue

id VARCHAR(36) NOT NULL ID cTtaHummn

oper INTEGER DEFAULT '0' onepauyn, cm. st-history-values.ds/.h

rate VARCHAR(36) DEFAULT " ID Tapuda

datel NUMERIC(17) DEFAULT '0' nepsas jJaTta AN Havana nepuoga (cosgaHue

CTaHUWW, OKOHYaHWe cpoka AencTBUA CTaHLmK)
WA JINTENIBHOCTb JIbFOTHOTO Nepuroja

date2 NUMERIC(17) DEFAULT '0’ BTOpasA jaTta ANA OKOHYaHWA nepuosa

created NUMERIC(17) NOT NULL BpeMs CO3JaHnA 3anmcu

MNupekcbl Tabanubl

HasBaHue nHpekca Twvn nHgekca Cnucok nonei

station history 0001 NPOCTOl NHAEKC TabauLpl created, id
KnacTepHbI MHAEKC Tabavupl

station history 0002 MPOCTON MHAEKC TabanLpl id

station history 0003 NPOCTON MHAEKC TabanLpl id, oper

update_srv_files

XypHan obHoBneHnn dannos penosmtopusa Cepaepa.

Monsa Tabnuubl

HasBaHue nons Twvin nona OnucaHue
id VARCHAR(36) NOT NULL UUID o6HoBneHus, cM. update_srv_history
filename INTEGER DEFAULT ‘0 IVENOEVE]
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HasBaHune nonsa Twn nonsa OnucaHue

filehash TEXT DEFAULT " xew dainna

filesize NUMERIC(19) DEFAULT 'O’ pa3mMep daina

fileaction INTEGER DEFAULT 'O fencteue: 0 — pobasneH, 1 — 3aMeHeH, 2 —
yAaneH

starttime NUMERIC(17) DEFAULT '0' BpeMsi Hayafna OH6HOBAEHUS, CM.

update_srv_history

MNupekcbl Tabaunubl

HasBaHue nHpekca Twvn nHgekca Cnucok nonei
update srv files 0001 npoc'roﬁ NHAEKC Tabanupl id
update srv files 0002 NPOCTOl NHAEKC TabauLpl starttime

KnacTepHbIV MHAEKC Tabamupl

CBA3n Tabauubl

HasBaHwue nonsa HanpaBnenwue Mone cBsAzaHHO TabANLBbI
filename cat upd files.id
PN _upa_
id update srv history.id
N _Srv_

update_srv_history

XypHan obHoBneHunI penosntopusa Cepsepa.

Monsa Tabanybi

HassaHue nonsa Tun nonsa Onucanue

id VARCHAR(36) NOT NULL UUID o6HoBEHMS

sid VARCHAR(36) NOT NULL ID CepBepa

login INTEGER DEFAULT '0' peructpaumoHHoe UmMsa agMUHUCTpaTopa

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nona

address
src
product
descr
starttime
endtime
rc
crevision

nrevision

MNupekcbl Tabaunubl

HasBaHue UHAEeKCa

update srv _history 0001

update srv_history pkey

CBA3n Tabauubl

HasBaHue nona

descr

login

product

Twn nonsa

TEXT DEFAULT *

INTEGER DEFAULT '0'
INTEGER DEFAULT '0'
INTEGER DEFAULT '0'
NUMERIC(17) DEFAULT '0*
NUMERIC(17) DEFAULT '0'
INTEGER DEFAULT '0'
NUMERIC(17) DEFAULT '0'

NUMERIC(17) DEFAULT 0’

Twvn nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue

ceTeBOW ajpec aAMUHMCTpaTopa
nHUumaTop, cM. update-source .ds/.h
ID npoaykrta

onvcaHue NpojaykTa

JaTa Hadana

JlaTa 3aBepLUeHus

KOZ 3aBepLueHns

Tekylian pesusus (Bpemsa bJ)

HoBaa pesu3ua (Bpema B/)

Cnuncok noneu

NPOCTOM UHAEKC TabauLbl starttime

KNaCTepHbIV MHAEKC TabanLpl

nepBUYHBIN KIOY TabauLpl id

HanpaBnenwue Mone cBsAzaHHO TabANLBbI

cat upd descr.id

cat upd admin.id

cat upd product.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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user_activity

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Ayant gencteuii nonb3osatens LieHTpa ynpasaeHus nognuckamu (tonbko ans AV-Desk).

Monsa Tabanuybi

HasBaHue nona

record
login
address
subsys
objid
oper
status

createtime

MNupekcbl Tabanubl

HasBaHue nHpekca

user activity 0001

user activity pkey

user_activity_data

Twn nonsa

VARCHAR(36) NOT NULL
VARCHAR(36) DEFAULT "
TEXT DEFAULT "
INTEGER DEFAULT 'O’
VARCHAR(36) DEFAULT "
INTEGER DEFAULT '0'
INTEGER DEFAULT '0'

NUMERIC(17) NOT NULL

Twvn nHpekca

MPOCTON MHAEKC TabauLpl

OnucaHue

UUID 3anucn

pernctpauyoHHoe MMa nosb3oBaTens
ceTeBOW ajpec Noab3oBaTens

nHUUpaTop onepaummn: adm-subsys .ds/.h

ID obbekTa (rpynnbl/cTaHUMK) NOJb30BaTENS
onepauys

cTatyc onepauun: adm-status .ds/.h

BpemMa co3jaHunAa 3anncu

Cnucok noaeu

createtime

KNacTepHbIV MHAEKC Tabamupl

I'IepBVILIHbIl\/'I KoY Ta6J'IVILI,bI

record

ATpunbyTbl ayanTa AelcTBMI Nonb3oBaTens LleHTpa ynpaeaeHuns nognuckamu (tonbko ana AV-

Desk).

Monsa Tabanybi

HasBaHue noasa

record

Twvin nona

VARCHAR(36) NOT NULL

OnucaHue

UUID 3anucun

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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item TEXT DEFAULT " HOoMep napameTpa
value CLOB DEFAULT " 3HaueHue napameTpa

createtime NUMERIC(17) NOT NULL BpeMs CO3JaHusA 3anmcu

MNupekcbl Tabanubl

Ha3sBaHune nHaekca Twun nHaekca Cnucok nonei
user activity data 0001 NPOCTON MHAEKC Tabanupl record

KNacTepHbIV MHAEKC Tabamupl

user activity data 0002 NPOCTON MHAEKC TabanLpl createtime

CBA3M Tabanubl

HasBaHue nons HanpaBneHMe Mone cBs3aHHOM TaGlIVII.I,I:I

record user activity.record

2.2.15. CobbiTna ctaHuumn

quarantine_actions

[encTtBns Hag ob6bekTaMu, NnepemMeLLeHHbIMU B KAPaHTUH Ha CTaHLMAX.

Monsa Tabnuubl

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

HasBaHue nona Twn nons OnucaHue

opid VARCHAR(36) NOT NULL UUID onepaupm

id VARCHAR(36) DEFAULT " ID ctaHumm

object VARCHAR(128) DEFAULT " nvsa daina B KapaHTUHe
gqtime NUMERIC(17) DEFAULT "0’ Bpema gobasneHua daiina
opname VARCHAR(64) DEFAULT " Ha3BaHve onepauumn

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nons
opresult

created

MNupekcbl Tabanubl

HasBaHue UHAEeKCa

quarantine actions 0001

Twvn nona
VARCHAR(64) DEFAULT "

NUMERIC(17) DEFAULT 0’

Twvn nHgekca

station_appctl_event

NPOCTON MHAEKC TabauLpl

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue

pe3ynbTaT onepaumn

BpemMA Co34aHunA 3anncun

Cnuncok noaeu

opid

CratncTrka cobblTnii KOHTPONA NPUAOXKEHNA Ha CTaHLMAX.

Monsa Tabanybi

HasBaHue nons
id

sid

username
type

act

policy type
policy mask
profile id
profile name
rule id

rule name
test mode

process_path

Tun nonsa

VARCHAR(36) NOT NULL
INTEGER NOT NULL
INTEGER NOT NULL
INTEGER NOT NULL

INTEGER NOT NULL

INTEGER NOT NULL
NUMERIC(19) NOT NULL
VARCHAR(36) DEFAULT "
INTEGER NOT NULL
VARCHAR(36) DEFAULT "
INTEGER NOT NULL
INTEGER NOT NULL

INTEGER NOT NULL

OnucaHue

ID cTaHumn

SID nonb3oBatens

MMS MoAb30BaTeNs

TN cobbiTns (app_control_event_type_t)

npUMeHeHHoe JelcTBue
(app_control_event_result_t)

KpuTepuii GyHKLMOHabHOTO aHamsa

Macka QYHKUMOHANbHOTO aHaiu3a

UUID npodunns

Ha3BaHue npoduns

UUID npasuna

Ha3BaHuWe npasuia

NpoV30LWI0 N COBbITUE B TECTOBOM pexvimMe

nyTb K painy npouecca

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nona
process

process hashdb

object path
object

object hashdb
eventtime

recvtime

notified

ppid

Nupekcbl Tabauybi

HasBaHue nHpekca

station appctl event 0001

station appctl event 0002

CBa3u Tabanubl

HasBaHue noasa

id

object

object hashdb

object path

Twvn nona
INTEGER NOT NULL

INTEGER DEFAULT 'O’

INTEGER NOT NULL
INTEGER NOT NULL
INTEGER DEFAULT '0'
NUMERIC(17) DEFAULT '0'

NUMERIC(17) DEFAULT '0'

INTEGER DEFAULT 'O

INTEGER NOT NULL

INTEGER NOT NULL

Twvin nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue
CBeZeHVs O npouecce

6roNIeTeHb C XeLleM npouecca, CMm.
cat_hashdb

nyTb K Gpainy ckpunta

cBesieHvs o daiine ckpunTa

6ronneTeHb C xelwem ckpunta, cM. cat_hashdb
BpeMs noasaeHns cobbitna, GMT

BpeMs MoJly4YeHns coobLweHns o cobbity,
GMT

6b110 11 oTNpaBieHo coobuenuve (1 — aa, 0
— HeT)

ID npouecca

parent ID npouecca

Cnucok noneu

MPOCTON MHAEKC TabauLpl recvtime
KnacTepHbIV NHAEKC Tabamupl
NPOCTOM UHAEKC TabauLbl id

HanpaBneHue

Mone cBA3aHHOI Tabanubl

stations.id

appctl event file.id

cat hashdb.id

cat path.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nona

process

process_ hashdb

process path

profile name

rule name

sid

username

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

HanpaBneHwue Mone cBsAzaHHO TabANLBbI

appctl event file.id

<~
cat hashdb.id
PN _
cat path.id
PN _
cat profile name.id
PN _ _
cat rule name.id
PN _ _
cat sid.id
PN _
cat users.id
PN _

station_blocked device

CraTnctnka no 3a6J'IOKI/IpOBaHHbIM CTaHUMAM.

Monsa Tabnuubl

HasBaHue nons
id

name

address
username
instance
friendly name
description
class
blocktime

blockrecvtime

Tun nonsa OnucaHue

VARCHAR(36) NOT NULL ID cTaHumm

INTEGER DEFAULT '0' Ha3BaHWe CTaHumn

TEXT DEFAULT " agpec ctaHumu

INTEGER DEFAULT 'O 3anyL,eHo noJib3oBaTesieM

INTEGER DEFAULT 'O ID a3k3emnaspa ycTponcTea

INTEGER DEFAULT 'O’ YeslOBEKOUMTaEMOE Ha3BaHWe YCTPOICTBa
INTEGER DEFAULT 'O’ onucaHue ycTponcTBa

INTEGER DEFAULT 'O knacc yctpoinctea — GUID rpynnbl

NUMERIC(17) NOT NULL JNioKanbHaa BpeMeHHaa meTka ctaHumm, GMT

NUMERIC(17) NOT NULL receive time, GMT

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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MNupekcbl Tabanubl

HasBaHue UHAEeKCa

station blocked 0001

station blocked 0002

CBA3u Tabanubl

HasBaHue nona

class

description

friendly name

id

instance

name

username

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Twvin nHgekca Cnucok nonem
MPOCTON MHAEKC TabauLpl blockrecvtime
KnacTepHbI MHAEKC Tabanupl

NPOCTON MHAEKC TabanLpbI id

HanpaBnenwue Mone cBsA3aHHOI TabANLbI

cat device class.id

<>
cat device descr.id

— - —

PN cat dev friendly name.id
stations.id

—

PN cat device instance.id
cat name stations.id

— - —
cat users.id

<> —

station_deinstallation

CTaTncTvKa O AeNHCTaANAUNAX ATEHTOB Ha CTaHLMAX.

Monsa Tabnuubl

HasBaHue nona
id
station

seenfrom

Twn nons OnucaHue

VARCHAR(36) NOT NULL ID cTaHumm

INTEGER DEFAULT '0' Ha3BaHWe CTaHUn

TEXT DEFAULT " CeTeBOW afpec NociesHEero noAKIUYeHNs

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nona
message

createtime

MNupekcbl Tabanubl

HasBaHue UHAEeKCa

station deinstallation 000

1

CBA3n Tabauubl

HasBaHue nona

id

station

station_geotracks

Cnuncok reorpaduueckmx pacnoNoXeHNn CTaHLUN.

Monsa Tabanybi

HasBaHue nons
id

tid

sid

source

item
attribute

value

Twvn nona
CLOB DEFAULT "

NUMERIC(17) NOT NULL

Twvn nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue
CcoobLeHVe O 3aBepLUEeHUN

BpemMA Co34aHunA 3anncun

Cnuncok noaeu

NPOCTON MHAEKC TabanLpbI id, createtime

KnacTepHbIV MHAEKC Tabavupl

HanpasneHwue

Mone cBsAzaHHOW Tabanubl

stations.id

Tun nonsa

VARCHAR(36) NOT NULL
VARCHAR(36) NOT NULL
VARCHAR(36)

INTEGER NOT NULL
INTEGER NOT NULL
VARCHAR(64) DEFAULT "

VARCHAR(100) DEFAULT *

cat name stations.id

Onucanue

ID cTaHumn

UUID oTcnexunsaHua

ID CepBepa: ycTaHaBAMBaeTcA npu obpaboTke
Knacc reo-ncToyHMKa, cMm. geo-source .h/.ds
NopsAAKOBbIA HOMEpP OTCAEXMBaHWA

ID atpunbyTa

3HayeHue aTpmbyTa Kak CTpoka

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web

151



A
d
A

AT
\g’:

HasBaHue nona

modtime

MNupekcbl Tabaunubl

HasBaHue UHAEeKCa

station geotracks 0003

station geotracks 0004

CBA3u Tabanubl

HasBaHue nona

id

Twvn nona

NUMERIC(17) NOT NULL

Twvn nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue

TanMcTaMn nocnegHero MsMeHeHua

Cnuncok noneu

NPOCTOM UHAEKC TabauLbl id

NPOCTON MHAEKC TabanLpbI sid

HanpaBnenwue Mone cBsA3aHHOI TabANLbI

stations.id

station_hips_event

Cratmctika no cobbitmam, O6Hapy)KEHHbIM Ha CTaHUMNAX KOMMOHEHTOM ﬂpeBeHTVIBHaﬂ

3aWmTa.

Monsa Tabanybi

HasBaHune nona
id

pid

ppath

htype

tpath

stype

denied

Tun nonsa

VARCHAR(36) NOT NULL
NUMERIC(12) DEFAULT '4'
INTEGER DEFAULT ‘0
INTEGER DEFAULT ‘0
INTEGER DEFAULT '0'

INTEGER DEFAULT 'O’

INTEGER DEFAULT '0'

Onucanue

ID cTaHumn

ID npouecca

nyTb K danny npouecca, cM. cat_path
3almMLLaeMblil 06bekT

nyTb K 3awmwaeMomMy o6bekTy, cm. cat_path

npuynHa 610KMPOBKUN UCMONHEHA
HeaBTOPW30BaHHOIO Koza

JelicTBYe, MPOU3BeeHHOE Haj,

noZ03puTeNbHbIM NpoueccoM: T — 3anpeLleH,
0 — pa3peweH

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web

152



A7 7
yA

-
~

FnaBa 2: basa gaHHbix CepBepa Dr.Web | 153

HasBaHue nona Twvn nona OnucaHue
isuser INTEGER DEFAULT '0' WMHALMATOP AENCTBUS HaJ MNOAO3PUTENbHbBIM
npoueccom: 1 — nonb3oBatenb, 0 —

aBTOMaTun4yecCkKaa peakuma

ecount INTEGER DEFAULT ‘0’ KOJINYeCTBO 3anpeToB B C/yvae
aBTOMaTUYECKOW peakLumn

euser INTEGER DEFAULT '0' MHULUMaTOp npoLecca, cMm. cat_users

auser INTEGER DEFAULT '0' MHALMATOP AeNCTBUSA Hag npoueccom (1, ecan
isuser), cm. cat_users

eventtime NUMERIC(17) DEFAULT '0' BpeMs noasaeHns cobbitna, GMT

recvtime NUMERIC(17) DEFAULT 'O’ BPEeMA MOJyYeHVs COOBLLLEHMA O COBbITUN,
GMT

notified INTEGER DEFAULT 'O 6b110 11 oTNpaBieHo coobuenune (1 — aa, 0
— HeT)

shal INTEGER DEFAULT '0' xew SHA-1 ¢aina npouecca, cm. cat_hash

sha256 INTEGER DEFAULT '0' xew SHA-256 ¢atina npouecca, cMm. cat_hash

hashdb INTEGER DEFAULT '0' 6roNeTeHb C Xellem npoLecca, CM.
cat_hashdb

NHpaekcbl Tabnnuybi

HasBaHue nHpekca Twvn nHgekca Cnucok nonei
station hips event 0001 npoc'ro[/] NHAEKC Tabanupl id
station hips event 0002 NPOCTO MHAEKC TabauLpl recvtime

KnacTepHbI MHAEKC Tabavupl
station hips event 0003 NPOCTON MHAEKC TabanLpbl shal

station hips event 0004 NPOCTON MHAEKC TabanLpl sha256

CBa3u Tabanubl

HasBaHue nons HanpaBneHMe Mone cBsA3aHHOM Ta6lIMLI,bI

auser cat users.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nona

euser

hashdb

id

ppath

shal

sha256

tpath

station_infection

Hanpasnenwue

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Mone cBsA3aHHOW TabnubI

cat users.id

cat hashdb.id

stations.id

cat path.id

cat hash.id

cat hash.id

cat path.id

CraTnctnka no yrpo3am, O6Hapy)KEHHbIM Ha CTaHUuAX.

Monsa Tabnuubl

HasBaHue nons
id

processid
originator

infectionrecvtime

infectiontime
typel

type?2

virus

object

treatment

Tun nonsa

VARCHAR(36) NOT NULL
VARCHAR(36) NOT NULL
INTEGER NOT NULL

NUMERIC(17) NOT NULL

NUMERIC(17) NOT NULL
NUMERIC(15) DEFAULT '0'
NUMERIC(15) DEFAULT '0'
INTEGER DEFAULT '0'
INTEGER DEFAULT 'O’

NUMERIC(15) DEFAULT '0'

OnucaHwue

ID cTtaHumm

ID npouecca
ID KOMMOHeHTa

BpPeMs MoJlyyeHns coobLyeHns o cobbiTuy,
GMT

Bpems nosaBneHus cobbitna, GMT
™MN nHbEKUMK, CM. JOKYMEHTaLWIO
"N nHbEKUMK, CM. JOKYMEHTaLIO
MMS yrpo3bl

UM UHOULMPOBaAHHOTO 0H6BbekTa

JelicTBre, NpeAnpuHATOe Npu 06Hapy>XeHUM
06BbekTa, CM. JOKYMEHTaLmIO

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nona

owner

username

station
address
group id
group_name

login_ time

notified

st _descr
st _mac

st uid

st ldapdn
shal
sha256

hashdb

MNupekcbl Tabanubl

HasBaHue UHAEeKCa

station infection 0001

station infection 0002
station infection 0003

station infection 0004

Twvn nona

INTEGER DEFAULT 'O

INTEGER DEFAULT 'O’

INTEGER DEFAULT 'O’

TEXT DEFAULT "

VARCHAR(36) DEFAULT "

INTEGER DEFAULT '0'

NUMERIC(17) DEFAULT '0'

INTEGER DEFAULT 'O

INTEGER DEFAULT '0'

INTEGER DEFAULT 'O’

INTEGER DEFAULT '0'

INTEGER DEFAULT 'O’

INTEGER DEFAULT '0'

INTEGER DEFAULT 'O’

INTEGER DEFAULT '0'

Twvn nHgekca

NPOCTOM UHAEKC TabauLbl

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue
BAajeneL, MHUUMpoBaHHOro obbekTa

noJsib3oBaTesib, OT UMEHWN KOTOPOTO Obin
3anyweH KOMMOoHeHT

Ha3BaHWe CTaHUMK
ajpec cTaHumm

ID rpynnbi
Ha3BaHwWe rpynnebl

BpeMs, Korga CTaHUMa NoAKIUMAach K
CepBepy

6b110 11 oTNpaBieHo coobuenuve (1 — aa, 0
— HeT)

onuncaHne cTaHuum

MAC ctaHumn

SID ctaHumm

LDAP DN cTtaHummn

xew SHA-1 danna npouecca, cm. cat_hash
xew SHA-256 daina npouecca, cm. cat_hash

6roNIeTeHb C XelleM npouecca, CMm.
cat_hashdb

Cnuncok noneu

infectionrecvtime

KNaCTepHbIV MHAEKC TabanLpl

MPOCTON MHAEKC TabauLpl

NPOCTON MHAEKC TabanLpl

id, processid, originator

NPOCTON MHAEKC TabanLpbl shal

sha256

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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CBA3n Tabnuubl

HasBaHue nons

group_name

hashdb

id

object

owner

shal

sha256

st _descr

st ldapdn

st _mac

st uid

station

username

virus

HanpaBneHue

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Mone cBA3aHHOW Tabauubl

cat name groups.id

cat hashdb.id

stations.id

cat path.id

cat users.id

cat _hash.id

cat hash.id

cat descr.id

cat ldapdn.id

cat mac.id

cat sid.id

cat name stations.id

cat users.id

cat virus.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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station_installation

Cratnctnka no yctaHoBkam AreHTOB Ha CTaHuMAX.

Monsa Tabanuybi

HasBaHue nonsa Twn nonsa OnucaHue
id VARCHAR(36) NOT NULL BpeMeHHbI ID cTaHLmm
station INTEGER DEFAULT ‘0! Ha3BaHWe CTaHUMN
seenfrom TEXT DEFAULT " ceTeBOM ajpec Noc/iesHero NoAKIKYeHNs
message CLOB DEFAULT " coobluieHve 06 owwmnbke
event INTEGER DEFAULT '0' TWN COOBITMA: HAUaTo, yCrewHo, owmrbka 1 T. M.
starttime NUMERIC(17) NOT NULL BpeMs Haydasna yCTaHOBKM
endtime NUMERIC(17) DEFAULT '0' BpeMs 3aBepLUeHUs YCTaHOBKM
sessionid VARCHAR(36) DEFAULT " ID ceccum
NOT NULL

NHupekcbl Tabauybi

HasBaHune nHaekca Twun nHaekca Cnncok nonem

station installation 0001 MPOCTON MHAEKC TabanLpl id

KnacTepHbIi MHAEKC Tabaunupl

station installation 0002 NPOCTON MHAEKC TabanLpl sessionid

CBa3u Tabanubl

HasBaHue nonsa HanpaBneHMe Mone cBA3aHHOM TaGIIMLI,bI
id stations.id

—
station PN cat name stations.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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station_jobslog

XypHan BbinonHeHWs 3agaHnin Ha Cepepe.

Monsa Tabanuybi

HasBaHue nona
id
name

done

completed

error

MNupekcbl Tabaunubl

HasBaHue UHAEeKCa

station jobslog 0001

CBa3u Tabanubl

HasBaHue noasa

error

id

name

Twvn nona
VARCHAR(36) NOT NULL
INTEGER DEFAULT ‘0!

INTEGER DEFAULT 'O’

NUMERIC(17) NOT NULL

INTEGER DEFAULT '0'

Twvin nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue
nHUUmaTop 3anucu (ID ctaHumn)
Ha3BaHWe 3afiaHuns, ccblika Ha cat_job’

cTaTyc 3aBepleHus: 0, eciun 3aBepLUeHo ¢
ownbkow, = 0 — B cnyyae ycnexa

BpeMA 3aBepLlUeHnA

coobleHre 06 owmnbke

Cnucok nonen

MPOCTON MHAEKC TabauLpl completed, id

KNacTepHbI MHAEKC Tabanupl

HanpaBneHue  [lone cBA3aHHOW TabauLbI

cat job stn.id

stations.id

cat job.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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station_procerror

CraTuctmka no owmbkam

Monsa Tabanuybi

HasBaHue nons
id

processid
originator
errrecvtime
errtime
object
errcode
owner

username

shal
sha256

hashdb

MNupekcbl Tabaunubl

HasBaHue nHpekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

CKaHNPOBaHMA Ha CTaHUMAX.

Twn nonsa

VARCHAR(36) NOT NULL
VARCHAR(36) NOT NULL
INTEGER NOT NULL
NUMERIC(17) NOT NULL
NUMERIC(17) DEFAULT "0’
INTEGER DEFAULT '0'
NUMERIC(15) DEFAULT '0'
INTEGER DEFAULT 'O’

INTEGER DEFAULT 'O’

INTEGER DEFAULT 'O’
INTEGER DEFAULT '0'

INTEGER DEFAULT 'O’

Twvn nHgekca

OnucaHue

ID ctaHumn

ID npouecca

ID KOMNOHeHTa

receive time, GMT

BpeMsi NOsBAEHUA OLWNOKN Ha cTaHumK, GMT
UMA MHOULMPOBaAHHOTO 0H6BbekTa

KOZ OLINOKK, CM. JOKYMEHTaLWIO

BAajenel, MHduUMpoBaHHOro obbekTa

noJsib3oBaTeJib, OT UMEHN KOTOPOTO Obin
3anyweH KOMMOHEHT

xew SHA-1 danna npouecca, cm. cat_hash
xew SHA-256 danna npouecca, cM. cat_hash

6roN1eTeHb C XeLleM npoLecca, CMm.
cat_hashdb

Cnuncok noneu

station procerror 0001

station procerror 0002
station procerror 0003

station procerror 0004

NPOCTON MHAEKC TabanLpbl

KNacTepHbI MHAEKC Tabauupl

NPOCTOM UHAEKC TabauLbI
MPOCTON MHAEKC TabauLpl

NPOCTON MHAEKC TabanLpbl

errrecvtime

id, processid, originator

shal

sha256

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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CBA3n Tabnuubl

HasBaHue nons

hashdb
id
object
owner
shal
sha256

username

station_run

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

HanpaBneHue  Tlone cBA3aHHOW TabauLbI

cat hashdb.id

stations.id

cat path.id

cat users.id

cat hash.id

cat _hash.id

cat users.id

CraTnctnka no 3anycky 1 3aBepLIeHNto pa6OTbI AHTUBUNPYCHbIX KOMMOHEHTOB Ha CTaHUMAX.

Monsa Tabnuupbi

HasBaHue nons
id

processid
originator
engine
viruses

rc
infections
errors

username

Tun nonsa

VARCHAR(36) NOT NULL
VARCHAR(36) NOT NULL
INTEGER NOT NULL
NUMERIC(15) DEFAULT '0*
NUMERIC(15) DEFAULT "0’
NUMERIC(15) DEFAULT '0'
NUMERIC(15) DEFAULT '0'
NUMERIC(15) DEFAULT '0*

INTEGER DEFAULT 'O’

OnucaHwue

ID cTtaHumm

ID npouecca

ID KOMMOHeHTa

Bepcus ABUXKKa

M3BECTHblE BMPYChI

BO3BpaLlaemblii Koz

KO/IMYECTBO OOHAPY>KEHHbIX Yrpo3
KOJIMYECTBO MPOM30LLEALX OLNOOoK

noJsib3oBatesib, OT UMEHM KOTOPOTO Obin
3anyweH KOMMOoHeHT

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web



A
d
A

-
~

HasBaHue nona Twvn nona OnucaHue

beginrecvtime NUMERIC(17) NOT NULL Bpems MoJlyyeHrs CoobLLLeHMs O 3anycke
KOoMMnoHeHTa, GMT

begintime NUMERIC(17) DEFAULT '0' Bpems 3arycka KOMMOHEHTa Ha cTaHuuy, GMT

endrecvtime NUMERIC(17) NOT NULL BpeMs MoJlydyeHns coobLeHns o6 octaHoBe
KoMnoHeHTta, GMT

endtime NUMERIC(17) DEFAULT '0' BpeMms 3aBepLueHus paboTbl KOMMOHEHTa Ha
ctaHumm, GMT

NHpaekcbl Tabnnuybi

HasBaHue nHpekca Twvn nHgekca Cnucok nonei

station run 0001 MPOCTON MHAEKC TabanLpl beginrecvtime

station run 0002 NPOCTO NHAEKC TabauLpl endrecvtime

station run 0003 MPOCTON MHAEKC TabanLpl id, processid, originator

KnacTepHbI MHAEKC Tabaunupl

CBA3n Tabnuubl

HasBaHue nonsa HanpaBneHMe Mone cBA3aHHOM Ta6IIVILI,bI
id stations.id

—
username cat users.id

— —

station_scanstat

Cratnctrka no CKaHMpOBaHNAM CTaHLLMVI AHTUBUPYCHBbIMW KOMMOHEHTaMMWN.

Monsa Tabnuubl

HasBaHue nona Twvn nona OnucaHue
id VARCHAR(36) NOT NULL ID cTtaHumm
processid VARCHAR(36) DEFAULT " ID npouecca

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nons
originator

recievetime

stationtime
scanned
infected
modifications
suspicious
cured
deleted
renamed
moved
locked
activities
errors
prcsize
prctime

username

MNupekcbl Tabanubl

HasBaHue UHAEeKCa

station scanstat 0004

station scanstat 0005

Twvn nona
INTEGER DEFAULT ‘0!

NUMERIC(17) NOT NULL

NUMERIC(17) DEFAULT '0'
NUMERIC(19) DEFAULT 'O’
NUMERIC(19) DEFAULT 0
NUMERIC(19) DEFAULT '0'
NUMERIC(19) DEFAULT '0'
NUMERIC(19) DEFAULT 'O’
NUMERIC(19) DEFAULT ‘0’
NUMERIC(19) DEFAULT '0'
NUMERIC(19) DEFAULT '0'
NUMERIC(19) DEFAULT 'O’
NUMERIC(19) DEFAULT 0’
NUMERIC(19) DEFAULT '0'
NUMERIC(19) DEFAULT '0'
NUMERIC(19) DEFAULT 'O’

TEXT DEFAULT "

Twvn nHgekca

NPOCTON MHAEKC TabauLpl

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue
ID koMnoHeHTa

BpemMA nonyyeHua C006LLI,eHI/I$| O CTaTUCTuKe,
GMT

Bpemsa cbopa CTaTUCTUKM Ha cTaHumm, GMT
NpPoCkaHMPOBaHO 06BEKTOB
NHOULMPOBaHHbIX 06 bEKTOB
MHOULMPOBAHO MoAMdUKaLmen
nos03puTe/IbHbIX 0O bEKTOB
Bbl/leYeHO 06BEKTOB

yAaneHo o6bekToB
nepeMMeHOBaHO 0ObEKTOB
nepemelLLeHo 06bEeKTOB
3a6/710KMPOBaHO 06BEKTOB
BMPYCHasa akTMBHOCTb

OLWMNOKM CKaHMPOBaHWS
obpaboTaHo 6aiToB

Bpemsa 06paboTku, cekyHpl

noJsib3oBatesib, OT UMEHN KOTOPOTO Obin
3anyweH KOMMOHEHT

Cnuncok noaeu

recievetime

NPOCTON MHAEKC TabanLpl id, recievetime

KnacTepHbIV MHAEKC Tabamupl

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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CBA3n Tabnuubl

HasBaHue nons HanpaBneHMe noneCBHBaHHOﬁTaGHMqH

id stations.id

2.2.16. CobbiTnAa cTtaHumnit ¢ cocegHux Cepsepos

srv_appctl_event

CraTucTtnka no cobbiTmam KoHTpoas NpuaoXeHnii co ctaHumm cocegHero Cepepa.

Monsa Tabanybi

HasBaHue nonsa
osid

1id

lname

mid
stationname
id

username
type

act

policy type
policy mask
profile id
profile name
rule id

rule name

Tun nonsa

VARCHAR(36) NOT NULL
VARCHAR(36) NOT NULL
INTEGER DEFAULT '0'
VARCHAR(36) DEFAULT "
INTEGER DEFAULT 'O’
VARCHAR(36) DEFAULT "
INTEGER NOT NULL
INTEGER NOT NULL

INTEGER NOT NULL

INTEGER NOT NULL
NUMERIC(19) NOT NULL
VARCHAR(36) DEFAULT "
INTEGER NOT NULL
VARCHAR(36) DEFAULT "

INTEGER NOT NULL

OnucaHue

ID otnpasutena

UUID cocegHero CepBepa

Ha3BaHwue cocesHero CepBepa

UUID coobuienuns

Ha3BaHWe CTaHLMK

ID cTtaHumm

M$ MoJb30BaTeNs

TMN cobbiTva (app_control_event_type_t)

npvMeHeHHOe AeicTBre
(app_control_event_result_t)

KpuTepwit GyHKLMOHAIbHOTO aHau3a
Macka QYHKLMOHaNbHOrO aHain3a
UUID npodwmns

Ha3BaHue npopuns

UUID npaswuna

Ha3BaHWe npaBwWia

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nona

test mode
process path
process

process_hashdb

object path
object

object hashdb
eventtime

recvtime

arrived

notified

pid

ppid

MNupekcbl Tabanubl

HazBaHue nHpekca

srv_appctl event 0001

srv_appctl event 0002

CBA3n Tabnuubl

Ha3BaHue noasa

lname

Twn nonsa

INTEGER NOT NULL
INTEGER NOT NULL
INTEGER NOT NULL

INTEGER DEFAULT 'O’

INTEGER NOT NULL
INTEGER NOT NULL
INTEGER DEFAULT '0'
NUMERIC(17) DEFAULT 'O’

NUMERIC(17) DEFAULT 0’

NUMERIC(17) DEFAULT '0'

INTEGER DEFAULT 'O’

INTEGER NOT NULL

INTEGER NOT NULL

Twun nHgekca

MPOCTON MHAEKC TabauLpl

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue

NMPOun30LWIO N COBLITUE B TECTOBOM peXMMe
nyTb K panny npouecca

CBeZeHVs O npouecce

6roNIeTeHb C XelleM npoLecca, CMm.
cat_hashdb

nyTb K Gainny ckpwunra

cBefeHva o daine ckpunTa

6ronneTeHb C xelwem ckpunta, cM. cat_hashdb
Bpemsa noasaeHus cobbitna, GMT

Bpemsa NoJyyeHns coobLieHna o cobbituy,
GMT

BpeMAa M3IMeHeHUA 3anncu

6b110 M oTNpaBieHo coobuieHne (1 — aa, 0
— HeT)

ID npouecca

parent ID npouecca

Cnuncok noneu

recvtime

KnacTepHbI MHAEKC Tabavupl

HanpaBneHue

NPOCTON MHAEKC TabanLpbl

1lid, osid

Mone cBsA3aHHOM TabANLbI

cat name links.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nona

object

object hashdb

object path

osid

process

process_ hashdb

process path

profile name

rule name

stationname

username

srv_geolocation

Hanpasnenwue

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Mone cBsA3aHHOW TabnubI

appctl event file.id

cat hashdb.id

cat path.id

srv_recvhistory.mid

appctl event file.id

cat hashdb.id

cat path.id

cat profile name.id

cat rule name.id

cat name stations.id

cat users.id

NHpopmaLmsa o reorpapuyeckom pacnosoxeHnn, nonyyeHHas ot cocegHnx CepBepos.

Monsa Tabnuubl

HasBaHue nons
osid

1lid

id

name

latitude

Twvin nona

VARCHAR(36) NOT NULL
VARCHAR(36) NOT NULL
VARCHAR(36) DEFAULT "
INTEGER DEFAULT '0'

INTEGER DEFAULT 'O’

OnucaHue

ID CepBepa

UUID coceaHero CepBepa

ID ctaHuuwm, nyctoe, ecin 310 CepBep
Ha3BaHWe CTaHUMK

LWIMpOTa C CekyHzax, +ceBep, -tor

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nons
longitude

arrived

MNupekcbl Tabanubl

HasBaHue UHAEeKCa

srv_geolocation 0001

CBA3n Tabauubl

HasBaHue nona

name

Twvn nona
INTEGER DEFAULT ‘0!

NUMERIC(17) NOT NULL

Twvn nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue
JONroTa, B CEKYHAaX, +BOCTOK -3anaz

BpemMA N3MeHeHUA 3anncu

Cnuncok noaeu

YHUKa/NbHbIA nHAeKC Tabauuypl  id, 1id, osid

KnacTepHbIV MHAEKC Tabavupl

HanpasneHwue

Mone cBsAzaHHOW Tabanubl

cat name stations.id

srv_hips_event

CraTnctnka no CO6bITVIF|M, Baq)VIKCVIpOBaHHbIM Ha CTaHUMAX coCceaHEro CepBepa
KOMMOHEHTOM npeBeHTVIBHaH 3alnTa.

Monsa Tabanybi

HassaHue nonsa Tun nonsa Onucanue

osid VARCHAR(36) NOT NULL ID otnpaButens

lid VARCHAR(36) NOT NULL UUID cocegHrero Cepsepa

lname INTEGER DEFAULT '0' Ha3BaHve cocegHero Cepsepa

mid VARCHAR(36) DEFAULT " UUID coobuenus

stationname INTEGER DEFAULT '0' Ha3BaHWe CTaHUmN

id VARCHAR(36) DEFAULT " ID ctaHumm

pid NUMERIC(12) DEFAULT '4' ID npouecca

ppath INTEGER DEFAULT 'O’ nyTb K danny npouecca, cM. cat_path

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web

166



A7

-
g

A
d
A

HasBaHue nons
htype
tpath

stype

denied

isuser

ecount

euser

auser

eventtime

recvtime

arrived

notified

shal
sha256

hashdb

MNupekcbl Tabaunubl

HasBaHue nHpekca

srv_hips event 0001

Twvn nona
INTEGER DEFAULT ‘0!
INTEGER DEFAULT ‘0

INTEGER DEFAULT 'O’

INTEGER DEFAULT '0'

INTEGER DEFAULT '0'

INTEGER DEFAULT '0'

INTEGER DEFAULT 'O’

INTEGER DEFAULT 'O’

NUMERIC(17) DEFAULT 'O’

NUMERIC(17) DEFAULT '0*

NUMERIC(17) NOT NULL

INTEGER DEFAULT 'O’

INTEGER DEFAULT 'O’
INTEGER DEFAULT '0'

INTEGER DEFAULT 'O’

Twvn nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue
3alMLLaeMbIA 0O BbEKT
nyTb K 3awmwaeMomMy o6bekTy, cm. cat_path

npuynHa 610KMPOBKUN UCMONHEHMA
HeaBTOPW30BaHHOIO Koza

[eNcTBre, Npou3BeeHHOe Haj,
noAo3puTebHbIM Npoueccom: 1 — 3anpeLueH,
0 — pa3peweH

VHLMATOP AENCTBUA Haj NOAO03PUTE/IbHBIM
npoueccom: 1 — nonb3osatenb, 0 —

aBTOMaTn4yeCKaa peakuma

KOJ/INYECTBO 3anpeToB B C/ly4ae
aBTOMaTUYeCKoM peakunn

VHUUMaTop npouecca, cM. cat_users

VHULMATOP AeNcTBUA Hag npoueccom (1, ecan
isuser), cM. cat_users

BpeMs noABAeHus cobbiTvsa Ha cTaHumm, GMT

Bpemsa noJyyeHns coobLieHna o cobbituy,
GMT

co3zaHue 3anmcu

6110 M oTNpaBieHo coobuieHne (1 — aa, 0
— HeT)

xew SHA-1 danna npouecca, cm. cat_hash
xew SHA-256 danna npouecca, cM. cat_hash

6roN1eTeHb C XeLleM npoLecca, CMm.
cat_hashdb

Cnucok noneu

NPOCTON MHAEKC TabanLpbl recvtime

KNacTepHbI MHAEKC Tabauupl

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nHpekca
srv_hips event 0002
srv_hips event 0003

srv_hips event 0004

CBA3u Tabanubl

HasBaHue nona

auser
euser
hashdb
osid
ppath
shal
sha256

tpath

srv_infection

Twvn nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Cnucok noneu

NPOCTON MHAEKC TabanLpbl lid, osid
MPOCTON MHAEKC TabauLpl shal
NPOCTON MHAEKC TabanLpbI sha256

HanpaBnenwue Mone cBsA3aHHOI TabANLbI

cat users.id

cat users.id

cat hashdb.id

srv_recvhistory.mid

cat path.id

cat hash.id

cat hash.id

cat path.id

CraTcTuka no yrposam, obHapy>KeHHbIM Ha cTaHumax coceaHero Cepaepa.

Monsa Tabanybi

HasBaHue noas
osid
1lid

lname

Twvin nona
VARCHAR(36) NOT NULL
VARCHAR(36) NOT NULL

INTEGER DEFAULT '0'

OnucaHue
ID otnpasutens
UUID cocegrero Cepsepa

Ha3BaHMe cocegHero CepBepa

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nona

Twvn nona

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue

mid VARCHAR(36) DEFAULT " UUID coobueHus
stationname INTEGER DEFAULT ‘0 Ha3BaHWe CTaHUMN
id VARCHAR(36) DEFAULT " ID cTaHumn
processid VARCHAR(36) DEFAULT " ID npouecca
originator INTEGER DEFAULT '0' ID KOMMOHeHTa

infectionrecvtime

NUMERIC(17) NOT NULL

BpemsA NoJyyeHns coobLueHna o cobbiTuy,
GMT

infectiontime NUMERIC(17) DEFAULT '0' BpeMs nosBAeHUs cobbITnA Ha cTaHumn, GMT

typel NUMERIC(15) DEFAULT 'O "N MHbEKUMK, CM. JOKYMEHTaLWIO

type?2 NUMERIC(15) DEFAULT '0' T™MN MHPEeKUMKW, CM. JOKYMEHTaLMIO

virus INTEGER DEFAULT 'O’ VMSA Yyrpo3bl

object INTEGER DEFAULT '0' UMS MHOULMPOBaAHHOTO 06BbekTa

treatment NUMERIC(15) DEFAULT 'O LeVicTBMe, MpeanpuHATOe Npu 0BHapY>KeEHNUN
06bekTa, CM. JOKYMEHTaLmo

owner INTEGER DEFAULT '0' BNnasenel, HGMUMPOBAHHOTO 0bbekTa

username INTEGER DEFAULT 'O’ nosb3oBaTesib, OT UMEHN KOTOPOTO Obi
3anyLeH KOMMOHEeHT

arrived NUMERIC(17) NOT NULL co3jaHue 3anuncu

notified INTEGER DEFAULT 'O 6b110 11 oTNpaBieHo coobuenune (1 — aa, 0
— HeT)

shal INTEGER DEFAULT '0' xew SHA-1 obbekTa, cm. cat_hash

sha256 INTEGER DEFAULT '0' xew SHA-256 ob6bekTa, cm. cat_hash

hashdb INTEGER DEFAULT '0' 6roiNeTeHb C Xellem npoLecca, CM.

cat_hashdb

169

NHpaekcbl Tabnnubi

HasBaHue nHpekca Twvn nHgekca Cnucok nonei

srv_infection 0001 NPOCTON MHAEKC TabanLpl infectionrecvtime
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HasBaHue nHpekca

srv_infection 0002
srv_infection 0003

srv_infection 0004

CBA3n Tabauubl

HasBaHue nona

hashdb

lname

object

osid

owner

shal

sha256

stationname

username

virus

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Tvn vHaekca Cnuncok nonen

KNacTepHbI MHAEKC Tabauupl

npocTou
npocTomn

npocTtomn

Hanpasnenwue

NHAEKC Tabaunubl lid, osid
NHAEKC Tabaunubl shal
MHAeKC Tabauupl sha256
Mone cBsA3aHHOW TabnLbI

cat hashdb.id

cat name links.id

cat path.id

srv_recvhistory.mid

cat users.id

cat _hash.id

cat hash.id

cat name stations.id

cat users.id

cat virus.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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srv_installation

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Cratmuctnka no nHctannaumam AreHToB Ha CTaHumax cocegHero Cepaepa.

Monsa Tabanuybi

HasBaHue nons
osid

1lid

lname

mid

id
station
seenfrom
message
event
starttime
endtime

arrived

MNupekcbl Tabanubl

HasBaHue nHpekca

srv_installation 0001

srv_installation 0002

Twn nonsa

VARCHAR(36) NOT NULL
VARCHAR(36) NOT NULL
INTEGER DEFAULT '0'
VARCHAR(36) DEFAULT "
VARCHAR(36) DEFAULT "
INTEGER DEFAULT '0'
TEXT DEFAULT "

CLOB DEFAULT "
INTEGER DEFAULT 'O’
NUMERIC(17) NOT NULL
NUMERIC(17) NOT NULL

NUMERIC(17) NOT NULL

Twvn nHpekca

MPOCTON MHAEKC TabauLpl

OnucaHue
ID otnpasutens

UUID cocegHero CepBepa

Ha3BaHMe cocegHero CepBepa

UUID coobueHus
BPeMeHHbIV ID cTaHLmm

Ha3BaHWe CTaHUMN

ceTeBoOW ajpec nocnegHero noakno4eHuaA

coobuieHve 06 owmnbke

TMN CObbITUSA: Ha4aTo, yCrnewHo, owmnbka U T. n.

BpemMA Ha4asla yCTaHOBKU

BpemMA 3aBepLlUeHNa YCTaHOBKMU

co3zaHue 3anmcu

Cnucok noaeu

starttime

KnacTepHbIV MHAEKC Tabamupl

NPOCTON MHAEKC TabanLpl

1lid, osid

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web

171



A
d
A

CBA3n Tabnuubl

HasBaHue nons

lname
osid

station

Srv_procerror

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

HanpaBneHue Mone cBsAzaHHOI Ta6ANLbI
cat name links.id
— — —
srv recvhistory.mid
H —
cat name stations.id
— — —

Cratuctika no owmbkam CKaHNPOBaHNA Ha CTaHUMAX COCEAHETO CepBepa.

Monsa Tabnuubi

Ha3BaHue noas

osid

lid

lname

mid

stationname

id

processid

originator

errrecvtime

errtime

object

errcode

owner

Tun nonsa

VARCHAR(36) NOT NULL
VARCHAR(36) NOT NULL
INTEGER DEFAULT '0'
VARCHAR(36) DEFAULT "
INTEGER DEFAULT '0'
VARCHAR(36) DEFAULT "
VARCHAR(36) DEFAULT "
INTEGER DEFAULT ‘0

NUMERIC(17) NOT NULL

NUMERIC(17) DEFAULT '0'
INTEGER DEFAULT '0'
NUMERIC(15) DEFAULT ‘0

INTEGER DEFAULT '0'

OnucaHue

ID oTnpaButens

UUID cocegrero Cepsepa
Ha3BaHwue cocepHero CepBepa
UUID coobuieHus

Ha3BaHWe CTaHuMK

ID cTaHumn

ID npouecca

ID KOMMOHeHTa

BpeMs MosydeHus cooblieHns o6 owmnbke,
GMT

BpeMs MosBAEHUA OWNOKN Ha cTaHumK, GMT
NMA MHOULMPOBAHHOTO 0H6BbekTa
KOZ OLINOKK, CM. JOKYMEHTaLWIO

BAajenel, nHduumMpoBaHHOro obbekTa

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nona

username

arrived
shal
sha256

hashdb

MNupekcbl Tabanubl

HasBaHue UHAEeKCa

srv_procerror 0001

srv_procerror 0002
srv_procerror 0003

srv_procerror 0004

CBa3u Tabanubl

HasBaHue nonsa

hashdb

lname

object

osid

owner

shal

Twvn nona

INTEGER DEFAULT 'O

NUMERIC(17) NOT NULL
INTEGER DEFAULT 'O’
INTEGER DEFAULT '0'

INTEGER DEFAULT '0'

Twvn nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue

noJsib3oBaTesib, OT UMEHN KOTOPOTO Obin
3anyweH KOMMOHEHT

cosjaHue 3anuncu
xew SHA-1 danna npouecca, cm. cat_hash
xew SHA-256 danna npouecca, cm. cat_hash

6roiNeTeHb C Xellem npoLecca, CM.
cat_hashdb

Cnuncok noaeu

NPOCTON MHAEKC TabanLpl errrecvtime

KnacTepHbIV MHAEKC Tabamupl

NPOCTON MHAEKC TabanLpbl lid, osid
MPOCTON MHAEKC TabauLpl shal
NMPOCTON MHAEKC TabauLpl sha256

HanpaBneHue Mone cBsA3zaHHOWM Tabauubl

cat hashdb.id

cat name links.id

cat path.id

srv_recvhistory.mid

cat users.id

cat hash.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nona

sha256

stationname

username

srv_recvhistory

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

HanpaBneHwue Mone cBsAzaHHO TabANLBbI

cat hash.id

cat name stations.id

cat users.id

XKypHan cobbITUiA, NOAyYeHHbIX OT coceaHnx CepBepoB.

Monsa Tabnuubl

HasBaHue nons
osid
mid

arrived

NHupekcbl Tabauybi

HasBaHue nHpekca

srv_recvhistory pkey

Srv_run

Twvin nona
VARCHAR(36) NOT NULL
VARCHAR(36) NOT NULL

NUMERIC(17) NOT NULL

Twvin nHgekca

OnucaHwue
ID oTnpaButens
UUID coobuienuns

co3zaHue 3anmcu

Cnucok noneu

NePBUYUHBIN KoY TabanLpl osid, mid

CraTuctvka o 3anycke n 3aBeplieHnn paboTbl aHTUBMPYCHbIX KOMMOHEHTOB Ha CTaHLMAX

cocegHero Cepsepa.

Monsa Tabnuubi

Ha3BaHue noasa
osid

lid

Twvin nona
VARCHAR(36) NOT NULL

VARCHAR(36) NOT NULL

OnucaHue
ID oTnpaButens

UUID cocegrero Cepsepa

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nona

lname

mid
stationname
id
processid
originator
engine
viruses

rc
infections
errors

username

beginrecvtime

begintime

endrecvtime

endtime

arrived

MNupekcbl Tabanubl

HasBaHue nHpekca

srv_run 0001

srv_run 0002

Twn nonsa

INTEGER DEFAULT ‘0
VARCHAR(36) DEFAULT "
INTEGER DEFAULT '0'
VARCHAR(36) NOT NULL
VARCHAR(36) NOT NULL
INTEGER NOT NULL
NUMERIC(15) DEFAULT 'O’
NUMERIC(15) DEFAULT '0'
NUMERIC(15) DEFAULT '0*
NUMERIC(15) DEFAULT '0'
NUMERIC(15) DEFAULT 'O’

INTEGER DEFAULT 'O’

NUMERIC(17) NOT NULL

NUMERIC(17) DEFAULT '0'

NUMERIC(17) NOT NULL

NUMERIC(17) DEFAULT '0*

NUMERIC(17) NOT NULL

Twvn nHpekca

MPOCTON MHAEKC TabauLpl

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue

Ha3BaHwue cocesHero CepBepa
UUID coobuieHus

Ha3BaHVe CTaHLMK

ID ctaHumn

ID npouecca

ID KOMNOHeHTa

BepCuA ABUXKKa

N3BECTHblE BMPYChI
BO3BpaLLaeMblii Koz

KOZIMYeCTBO OHHapPY>KEHHbIX Yrpos3
KOJIMYECTBO NMPOMN30LIEALLNX OLINOOK

noJsib3oBaTeJib, OT UMEHN KOTOPOTO Obin
3anyweH KOMMOHEHT

BpeMSs MoNy4YeHus CoobLLeHNs o 3anycke
KOMMoHeHTa, GMT

BpeMs 3anycka KOMMOHeHTa Ha cTaHumn, GMT

Bpems MNoJyyeHrs cooblLieHns 06 ocTaHoBe
KOoMMnoHeHTa, GMT

BpeMms 3aBepLueHus paboTbl KOMMOHEHTa Ha
ctaHumm, GMT

co3jaHue 3anmcu

Cnucok noaeu

beginrecvtime, 1id, osid

KnacTepHbIV MHAEKC Tabamupl

NPOCTON MHAEKC TabanLpl

id, processid,
originator, osid

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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CBA3n Tabnuubl

HasBaHue nons

lname
osid
stationname

username

srv_scanstat

HanpaBneHue

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Mone cBA3aHHOW Tabauubl

cat name links.id

srv_recvhistory.mid

cat name stations.id

cat users.id

CTaTucTuKa CKaHMPOBaHUA CTaHLMI cocegHero CepBepa aHTUBUPYCHBIMU KOMMOHEHTaMU.

Monsa Tabanybi

HasBaHue nons
osid

1id

lname

mid
stationname
id

processid
originator

recievetime

stationtime
scanned
infected

modifications

Twn nonsa

VARCHAR(36) NOT NULL
VARCHAR(36) NOT NULL
INTEGER DEFAULT '0'
VARCHAR(36) DEFAULT "
INTEGER DEFAULT 'O’
VARCHAR(36) NOT NULL
VARCHAR(36) DEFAULT "
INTEGER DEFAULT 'O’

NUMERIC(17) NOT NULL

NUMERIC(17) DEFAULT 0’
NUMERIC(19) DEFAULT '0'
NUMERIC(19) DEFAULT '0'

NUMERIC(19) DEFAULT 'O’

OnucaHue

ID otnpasutens

UUID coceaHero CepBepa
Ha3BaHwue cocesHero Cepeepa
UUID coobueHus

Ha3BaHWe CTaHUMK

ID cTtaHumm

ID npouecca

ID KoMMnoHeHTa

BpPEeMA MOJIyYeHVs COOBLLLEHMA O CTaTUCTUKE,
GMT

Bpems cbopa CTaTUCTUKK Ha cTaHuum, GMT
NPOCKaHMPOBaHO 06BbEKTOB
NHOULMPOBAHHBIX 06bEKTOB

MHOULMPOBAHO MoaMdUKaLen

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nons
suspicious
cured
deleted
renamed
moved
locked
activities
errors
prcsize
prctime
arrived

username

MNupekcbl Tabanubl

HasBaHue UHAEeKCa

srv_scanstat 0001

srv_scanstat 0002

CBA3u Tabanubl

HasBaHue nona

lname

osid

stationname

Twn nonsa

NUMERIC(19) DEFAULT '0*
NUMERIC(19) DEFAULT '0'
NUMERIC(19) DEFAULT 'O’
NUMERIC(19) DEFAULT '0'
NUMERIC(19) DEFAULT '0*
NUMERIC(19) DEFAULT '0'
NUMERIC(19) DEFAULT 'O’
NUMERIC(19) DEFAULT '0'
NUMERIC(19) DEFAULT '0*
NUMERIC(19) DEFAULT '0'
NUMERIC(17) NOT NULL

INTEGER DEFAULT 'O’

Twvin nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue
noAo3puTesIbHbIX 06 BEKTOB
BblJleYeHO 06BbEKTOB
yAaneHo o6BbekToB
nepevMeHoOBaHO 0OBbEKTOB
nepemeLleHo 06beKToB
3abs0knpoBaHO 0H6BEKTOB
BMPYCHas akTMBHOCTb
OLNOKM CKaHMPOBaHWS
obpaboTaHo 6aiToB
Bpems 06paboTky, cekyH/bl
Co3zaHve 3anucu

noJsib3oBaTeJib, OT UMEHN KOTOPOTO Obin
3anyweH KOMMOHEHT

Cnucok nonen

MPOCTON MHAEKC TabauLpl recievetime
KnacTepHbI MHAEKC Tabauupl
NPOCTON MHAEKC TabanLpbI lid, osid

Hanpasnenwue

Mone cBsAzaHHOW Tabanubl

cat name links.id

srv_recvhistory.mid

cat name stations.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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FnaBa 2: basa gaHHbIX CepBepa Dr.Web

HasBaHue nonsa HanpaBneHwue Mone cBsAzaHHO TabANLBbI

username cat users.id

2.2.17. CoctoaHue CepBepa

news_known_did

CnrCcoK N3BECTHbIX KaTeropuii HOBOCTEMN.

Monsa Tabanybi

HassaHue nonsa Tun nonsa

sid VARCHAR(36) NOT NULL

did VARCHAR(36) NOT NULL

createtime NUMERIC(17) DEFAULT '0*

MNupekcbl Tabanubl

HasBaHue nHpekca Twvn nHgekca

OnucaHue
ID Cepsepa
ID HOBOCTHbIX pa3senos

BpemMA Co34aHunA

Cnuncok noneu

news_known_did_pkey nepBUYHbLIN KAHOY TabauLpl did, sid

KNaCTepHbIV MHAEKC TabanLpl

news_readstatus

NHPopmaLmsa o npouTeHnn HoBocCTel KoMnaHum «Joktop Beb».

Monsa Tabnuubi

HassaHue nonsa Tun nonsa

sid VARCHAR(36) NOT NULL
aid VARCHAR(36) NOT NULL
did VARCHAR(36) NOT NULL

OnucaHue
ID CepBepa
UUID agmMuHuctpatopa

ID HOBOCTHbIX pa3senos

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHune nonsa Twn nonsa OnucaHue

nid VARCHAR(36) NOT NULL ID HOBOCTHbIX CTaTel

ifile VARCHAR(4000) NOT NULL  nyTb Ha Ancke A5t HOBOCTHbIX CTaTei

nstate INTEGER NOT NULL cratyc ctatbu: 0 — He npouteHo, 1 —
npoyTeHO

Nupekcbl Tabauybi

HasBaHune nHaekca Twun nHaekca Cnucok noneu

news readstatus 0001 NPOCTON MHAEKC TabanLpbl aid, nstate

news readstatus 0002 NPOCTON MHAEKC TabanLpl did, sid

news readstatus pkey nepBUYHbIN KoY Tabaunupl sid, aid, did, nid

KnacTepHbI MHAEKC Tabavupl

CBA3u Tabanubl

HasBaHwue nonsa HanpaBnenwue Mone cBsA3aHHOI TabaNLbI
aid admins.id
—
did news known did.did
N _ —

news_revision

Homepa peBun3unin B penosutopumn Cepeepa Ans HOBOCTelM kKomnaHum «loktop Beb».

Monsa Tabanybi

HasBaHue noas Twvin nona OnucaHue
sid VARCHAR(36) NOT NULL ID CepBepa
revision NUMERIC(17) NOT NULL HoMep peBv3un (Bpems B/)

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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MNupekcbl Tabanubl

HasBaHue UHAEeKCa

news revision pkey

news_summary

Twvin nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Cnucok nonen

nepBUYHbIN KoY Tabauupl sid, revision

KnacTepHbI MHAEKC Tabanupl

Obwwasn nHpopmaLmsa o pasgesne HOBOCTeN KOMMNaHUKN «[Joktop Beb».

Monsa Tabnuubl

HasBaHue nons
sid

aid

unread
autosubscribe

arrived

NHpaekcbl Tabnnuybi

HasBaHue UHAEeKCa

news_ summary pkey

CBA3u Tabanubl

HasBaHue nona

aid

Tun nonsa

VARCHAR(36) NOT NULL
VARCHAR(36) NOT NULL
INTEGER DEFAULT '0'
INTEGER DEFAULT '1'

NUMERIC(17) DEFAULT '0*

Twvn nHgekca

OnucaHue

ID CepBepa

UUID agmuHuctpatopa

KOJIMUECTBO HEMNpOUUTaHHbIX CTaTel
aBTOMaTMyeckas NMoAnucka Ha HOBble pa3zesbl

BpemMA noayyeHna HeENPOYUTaHHbIX HOBOCTE

Cnuncok noneu

NepBUYHBIN K1Y TabauLpl aid, sid

KnacTepHbIV MHAEKC Tabanupl

HanpaBnenwue Mone cBsA3aHHOI TabANLbI

admins.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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server_status

OcHoBHasa nHdopmauyma o Cepaepe.

Monsa Tabanuybi

HasBaHue nons
id

state

marker
uptime
flavour
version

cpu

os

platform

os_ full

distrib

host

clients total
clients maximum
total clients
total agents
total newbies
total installs

total links

total proxies

Twn nonsa

VARCHAR(36) NOT NULL
INTEGER DEFAULT '0'
NUMERIC(17) DEFAULT 'O’
NUMERIC(19) DEFAULT '0'
VARCHAR(512) DEFAULT "
VARCHAR(512) DEFAULT "
VARCHAR(512) DEFAULT "
VARCHAR(512) DEFAULT "
NUMERIC(12) DEFAULT 0’

VARCHAR(512) DEFAULT "

VARCHAR(512) DEFAULT "
VARCHAR(512) DEFAULT "
NUMERIC(17) DEFAULT 'O’
NUMERIC(17) DEFAULT 0’
NUMERIC(17) DEFAULT '0'
NUMERIC(17) DEFAULT 'O’
NUMERIC(17) DEFAULT 'O’
NUMERIC(17) DEFAULT 0’

NUMERIC(17) DEFAULT '0'

NUMERIC(17) DEFAULT 0’

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue

ID CepBepa

coctosiHne Cepgepa: 0 gna offline
Bpems paboTbl

BpeMs 6e30Tka3HoN paboTbl, CeKyHAbI
npoaykt: Enterprise/AV-Desk/np.
Bepcua Cepsepa

TVN npoLeccopa

onepauuoHHas cucteMa

nnatpopma xocta

MoJIHoe Ha3BaHWe onepaLoOHHON cuCTeMBI
(uname)

YCTaHOB/EHHbIE AUCTPUOYTVBbI

MMA XocTa

coefMHeHWUI nocae 3anycka

MaKCUMyM COELNHEHUI

obLee KOANYECTBO KINEHTOB ceivac
obuiee koAnYecTBO AreHToB celtuac
oblee KOANYECTBO HOBUYKOB Celivac
obLee KOANYECTBO MHCTANNATOPOB ceivac

obuee koanyectBo cocesHux Cepeepos
celvac

obuee koanyectso Mpokcu celryac

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nons
bytes in

bytes out

MNupekcbl Tabanubl

HasBaHue UHAEeKCa

server status 0001

Twvn nona
NUMERIC(17) DEFAULT '0*

NUMERIC(17) DEFAULT 0’

Twvn nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue
6anToB NoslyyeHo

6alToB OTNPaBAEHO

Cnuncok noaeu

NPOCTON MHAEKC TabanLpbI id

update_srv_delayed

CnrCOK OT/IOXKEHHbIX OOHOBIEHNI NPOAYKTOB B peno3ntopum Cepaepa.

Monsa Tabanybi

HasBaHue noas

product
revision

duetime

MNupekcbl Tabanubl

HasBaHue UHAEeKCa

update srv _delayed pkey

Twvin nona
VARCHAR(36) NOT NULL
NUMERIC(17) NOT NULL

NUMERIC(17) NOT NULL

Twvin nHgekca

Onucanue
ID npoaykta
Homep pesusnn (Bpemsa b/l)

OTNIO>XEHO A0

Cnucok nonen

NepBUYHBIN KIOY TabauLpl product

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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2.2.18. CocToAAHUe CTaHUNWA

client_disconnect

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

ABapMﬁHOBBBepmeHHHeCOeAMHeHMHCKﬂMeHTaMM.

Monsa Tabanybi

HasBaHue noas

uuid

type

addr

name

mac

sid

descr

ldapdn

disconnat

duration

reason

notified

MNupekcbl Tabanubl

HasBaHue UHAEeKCa

client disconnect 0001

client disconnect 0002

Tun nonsa

VARCHAR(36)

INTEGER NOT NULL
VARCHAR(255) NOT NULL
INTEGER

INTEGER

INTEGER

INTEGER

INTEGER

NUMERIC(17) NOT NULL
INTEGER NOT NULL
INTEGER NOT NULL

INTEGER DEFAULT 'O’

Twvn nHgekca

OnucaHue

ID kaneHTa

TUN KAKeHTa, cM. client-type.h|ds

ajpec KIneHTa

NMS KINEHTa

MAC knueHTa

SID knueHTa

onucaHue KaneHTa

LDAP DN knueHTa

BpeMEeHHas MeTka OTKIOUEHMS KIMEHTa
ANUTENIbHOCTb CeCCUM KIIMEHTa B CeKyHAax
NPUYMHA OTKIHOYEHMS

6b110 11 OoTNpaBieHo coobuieHre, cm. db-
notified-state.(h|ds)

Cnuncok noaeu

NPOCTON MHAEKC TabauLpl disconnat
KnacTepHbIV MHAEKC Tabamupl
MPOCTON MHAEKC TabauLpl uuid, addr, type

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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CBA3n Tabnuubl

HasBaHue nons

descr
ldapdn
mac
name
reason

sid

once_job_done

HanpaBneHue

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Mone cBA3aHHOW Tabauubl

cat descr.id

cat ldapdn.id

cat mac.id

cat name stations.id

cat reason.id

cat _sid.id

3agaHua MnaHNpoBLUMKa AN CTAaHLMIA, BbINONHEHHbIE OAHOKPATHO.

Monsa Tabanuybi

HasBaHue nons
jid

sid

source

oid

created

MNupekcbl Tabaunubl

HasBaHue nHpekca

once job done pkey

Twn nonsa

VARCHAR(36) NOT NULL
VARCHAR(36) NOT NULL
INTEGER NOT NULL
VARCHAR(36) NOT NULL

NUMERIC(17) DEFAULT "0’

Twvn nHgekca

I'IepBVI‘-IHbIVI K1Y Ta6J'IVILI,bI

OnucaHue

UUID 3agaHns

ID cTaHUMM ANA BbINONHEHNA 3a4aHus

TUM UCTOYHMKA, CM. hier-traverse-source.ds
ID ncrounmka (rpynna/noantrka/craHuma)

BpemMA CO34aHunA 3anncun

Cnucok noneu

jid, sid, source, oid

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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station_components

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

NHdpopmayma 06 aHTUBUPYCHBIX KOMMOHEHTAX, YCTAHOB/IEHHbIX Ha CTaHLUAX.

Monsa Tabanuybi

HasBaHue nons
id

component
instdate
server

path

modtime

MNupekcbl Tabaunubl

HasBaHue UHAEeKCa

station components 0001

CBa3u Tabanubl

HasBaHue nonsa

id

path

server

Twn nonsa OnucaHue
VARCHAR(36) NOT NULL ID cTtaHummn
INTEGER DEFAULT '0' HOMep KOMMOHeHTa

NUMERIC(17) DEFAULT '0’ AaTta UHCTaNNsauAn

INTEGER DEFAULT '0' CepBep yctaHOBKM: @name_stations

INTEGER DEFAULT '0' nyTb ycTaHOBKU: @path

NUMERIC(17) NOT NULL BpeMs M3MEHeHWa 3anuncu

Twvn nHgekca Cnucok nonei

NPOCTOM UHAEKC TabauLbl id

KNaCTepHbIV MHAEKC TabanLpl

HanpaBsnenwue

Mone cBA3aHHOW TabauLbI

stations.id

cat path.id

cat name stations.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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station_env_hash

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Cnncok oTneyaTkoB COCTOSHUIM MHPOpPMaLMM 06 annapaTHO-NpPorpaMMHOM obecneyeHun Ha

CTaHUMAX.

Monsa Tabnuupbi

Ha3BaHue noasa
id
category

hash

createtime

NHpaekcbl Tabnnuybi

HasBaHue UHAEeKCa

station_env_hash pkey

station_env_hw

Twvin nona
VARCHAR(36) NOT NULL

INTEGER NOT NULL

VARCHAR(128) NOT NULL

NUMERIC(17) NOT NULL

Twvn nHgekca

nepBUYHbIN KAHOY TabauLpl id,

OnucaHue
ID cTtaHumm

KaTteropusa OKpY>XeHus, CM.
runtime::environment::category

XeLW KaTeropun okpyxeHuA

BpemMA COo34aHunA 3anncun

Cnuncok nosaeu

category

KnacTepHbIV MHAEKC Tabavupl

[JeTtanbHas nHoopmMaLmsa o6 annapaTHOM obecrneyeHnn CTaHLUNUN.

Monsa Tabanybi
HasBaHue noas
id
type
name

vendor

infol

Tun nonsa

VARCHAR(36) NOT NULL
INTEGER NOT NULL
INTEGER NOT NULL

INTEGER NOT NULL

NUMERIC(11) NOT NULL

Onucanue

ID cTaHumn

TMN ycTpolicTBa, cM. st-db-env-hw

Ha3BaHWe YCTPOWCTBA, CChlka Ha ‘env_strings’

M3roTOBMWTE/Nb YCTPOIACTBA, CChllKa Ha
‘env_strings’

nHpopmaums ob yctpoictee, ctpoka N21

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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FnaBa 2: basa gaHHbIX CepBepa Dr.Web

AT
\g’:

HasBaHue nona Twvn nona OnucaHue

info2 NUMERIC(11) NOT NULL nHPopMaums 06 yctpoictae, ctpoka N22

MNupekcbl Tabaunubl

HasBaHue nHpekca Twvn nHgekca Cnucok nonei
station_env_hw_0001 NPOCTON MHAEKC TabauLpl id

KNaCTepHbIV MHAEKC TabauLpl

CBA3u Tabanubl

HassaHwue nonsa HanpaBsnenwue Mone cBsA3aHHOI TabANLbI
id stations.id
—
name env strings.id
(— —
vendor env strings.id
H —

station_env kb

AeTtanbHaa nHpopmayma 06 obHoBaeHmnax OC Windows, ycTaHOBNEHHbIX Ha CTaHLUSAX.

Monsa Tabanuybi

HasBaHue nona Twvn nona OnucaHue

id VARCHAR(36) NOT NULL ID cTtaHummn

name INTEGER NOT NULL Ha3BaHue obHoBieHMa Windows, ccblika Ha
‘env_strings’

NHpaekcbl Tabnnubi

HasBaHue nHpekca Twvn nHgekca Cnucok nonei

station_env_kb 0001 NPOCTOW MHAEKC TabauLpbl id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nHpekca

CBA3n Tabnuubl

Ha3BaHue noasa

id

name

station_env_sw

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Tvn vHaekca Cnuncok nonen

KNacTepHbI MHAEKC Tabauupl

HanpaBneHue  Tlone cBA3aHHOW TabauLbI

stations.id

env_strings.id

[AeTtanbHasa nHbopMaLmsa o NporpaMMHOM obecrneyeHnn CTaHLN.

Monsa Tabnuubl

HasBaHue nons
id

name

version
vendor

disksize

MNupekcbl Tabanubl

HasBaHue UHAEeKCa

station env _sw 0001

Twn nons OnuncaHue
VARCHAR(36) NOT NULL ID cTaHumm
INTEGER NOT NULL Ha3BaHWe Nporpammsl, CCblika Ha ‘env_strings’
INTEGER NOT NULL BEpCUs NMpOorpammsl, CCbiika Ha ‘env_strings’
INTEGER NOT NULL n3gatenb NporpamMmMbl, CCbiika Ha ‘env_strings’
INTEGER NOT NULL pa3mMep nporpamMmsbl Ha auncke, Mb

Twvn nHgekca Cnucok nonem

MPOCTON MHAEKC TabauLpl id

KnacTepHbI MHAEKC Tabauupl

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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CBA3n Tabnuubl

HasBaHue nons

id

name

vendor

version

station_filesystem

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

HanpaBneHue  Tlone cBA3aHHOW TabauLbI

stations.id

NHbopmauma o GainnoBbix cucteMax CTaHLMN.

Monsa Tabanybi

HasBaHue nona
id

mountpoint

volume
totalsize

free

MNupekcbl Tabanubl

HasBaHue UHAEeKCa

station filesystem pkey

Twvn nona
VARCHAR(36) NOT NULL

INTEGER DEFAULT '0' NOT
NULL

INTEGER DEFAULT 'O’
NUMERIC(20) DEFAULT '0'

NUMERIC(20) DEFAULT 0

Twvn nHgekca

env_strings.id

env_strings.id

env_strings.id

OnucaHue
ID ctaHumn

TOYKa MOHTUPOBaHUA

TOM
pa3mep Toma, KiB

cBobozHOE npocTpaHcTBO ToMa, KiB

Cnucok nonen

nepBUYHbLIN KU TabauLpl id, mountpoint

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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CBA3n Tabnuubl

HasBaHue nons

id
mountpoint

volume

station_logins

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

HanpaBneHue  Tlone cBA3aHHOW TabauLbI

stations.id

q

cat filesystem.id
PN _

cat filesystem.id
< _

NHPopmaLumsa o noakntoueHmsax ctaHumi k Cepsepy.

Monsa Tabnuubi

Ha3BaHue noas
id

machine id

machine mac

addr
name
lastseenat

logged in

NHpaekcbl Tabnnuybi

HasBaHue UHAEeKCa

station logins pkey

Twvin nona OnucaHue
VARCHAR(36) NOT NULL ID cTaHumn

INTEGER DEFAULT '0" NOT UID maLuvHbl
NULL

INTEGER DEFAULT '0' NOT MAC-agpec maLluHbl
NULL

VARCHAR(255) NOT NULL ceTeBOW ajpec
INTEGER DEFAULT 'O Ha3BaHve CTaHUMn
NUMERIC(17) DEFAULT 'O’ BpeMs MocnesHero noAKIYeHs

INTEGER DEFAULT '0' cTaTyc Bxoga: 0, ecan BxoA He BbINoAHeH, != 0
— €C/1X BbIMNOJIHEH

Twvn nHgekca Cnucok nonei
nepBUYHbIN KAHOY TabauLpl id, machine id,

machine mac, addr
KnacTepHbIV MHAEKC Tabavupl

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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CBA3n Tabnuubl

HasBaHue nons

id

machine id

machine mac

name

station_modules

HanpaBneHue

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Mone cBA3aHHOW Tabauubl

stations.id

cat _sid.id

cat mac.id

cat name stations.id

MHq)OpMaLIII/IFI O MOAyNAX aHTUBUNPYCHbIX KOMMOHEHTOB, YCTaHOB/NIEHHDbIX Ha CTaHUMAX.

Monsa Tabanybi

HasBaHue nons
id

name

owner

fsize

md5

ctime

mtime
version
descr

createtime

Twn nonsa

VARCHAR(36) NOT NULL
INTEGER NOT NULL
INTEGER DEFAULT '0'
NUMERIC(17) DEFAULT '0'
INTEGER DEFAULT 'O’
NUMERIC(17) DEFAULT '0'
NUMERIC(17) DEFAULT '0'
INTEGER DEFAULT 'O’
INTEGER DEFAULT 'O’

NUMERIC(17) DEFAULT 0’

OnucaHue

ID ctaHumn

nms daiina, ccolika Ha ‘cat_mod_name’
BAajenew gparina, ccolika Ha ‘cat_users’
pa3mep daina

MD5 datina, ccbinka Ha ‘cat_mod_md5
BpeMs co3gaHusa daiina

BpeMs uaMeHeHus dpalina

Bepcus MOAy/s, CCblaka Ha cat_mod_ver

onucaHne Moayns, ccblaka Ha cat_mod_descr

BpemMA COo34aHunA 3anncun

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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MNupekcbl Tabanubl

HasBaHue UHAEeKCa

station modules 0001

CBa3u Tabanubl

HasBaHue noasa

descr

id

mdb5

name

owner

version

station_netaddr

Twvin nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Cnucok nonen

MPOCTON MHAEKC TabauLpl id

KnacTepHbI MHAEKC Tabanupl

HanpaBneHue  [lone cBA3aHHOW TabauLbI

cat mod descr.id

stations.id

Cnuncok ceTeBbIX MHTepq}eIZCOB Ha CTaHUKMAX.

Monsa Tabnuubl

HasBaHue nons
id

ifname
iffrname
ifdesc

addr

Twvin nona

VARCHAR(36) NOT NULL

TEXT DEFAULT "

TEXT DEFAULT "

TEXT DEFAULT "

TEXT DEFAULT "

cat mod md5.id

cat mod name.id

cat users.id

cat mod ver.id

OnucaHwue

ID cTtaHumm

Ha3BaHWe nHTepderica
YesIOBEKOUYMTAaEMOE Ha3BaHWe UHTepdelica
onucaHne nHTepderica

ajpec vHTepdeiica

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHune nonsa Twn nonsa OnucaHue

mask TEXT DEFAULT " Macka MHTepdeiica

mac VARCHAR(128) NOT NULL MAC-agpec nHtepdeiica
modtime NUMERIC(17) DEFAULT '0' BpeMA M3MEHeHMs 3anmncu

MNupekcbl Tabanubl

Ha3sBaHune nHaekca Twun nHaekca Cnucok nonei
station_netaddr_0001 MPOCTON UHAEKC Tab AL id
KNacTepHbIV MHAEKC Tabamupl

station_netaddr_ 0002 NPOCTOl MHAEKC TabauLpl mac

CBA3M Tabanubl

HasBaHue nons HanpaBneHMe Mone cBs3aHHOM TaGIIVIU,I:I

id stations.id

station_netinstid

MAGHTVICI)I/IKaTOpr CeTEBbIX MHCTANNATOPOB, NCMNOJIb3OBAHHbIX 4714 YCTAHOBKN AreHTOB Ha
CTaHUUAX.

Monsa Tabnuubl

HasBaHue nons Twvin nona OnucaHue
id VARCHAR(36) NOT NULL ID cTtaHummn
nid VARCHAR(36) DEFAULT " ID ceteBOro mHcTannaTopa

MNupekcbl Tabanubl

HasBaHue nHpekca Twvn nHgekca Cnucok nonei

station netinstid 0001 NPOCTOl NHAEKC TabauLpl id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nHpekca

CBA3n Tabnuubl

Ha3BaHue noasa

id

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Tvn vHaekca Cnuncok nonen

KNacTepHbI MHAEKC Tabauupl

HanpaBneHue  Tlone cBA3aHHOW TabauLbI

stations.id

194

station_os_devgroups

Knaccbl ycTpONCTB Ha CTaHLMSAX.

Monsa Tabanybi

HasBaHue nons
id

name
description

guid

NHpaekcbl Tabnnuybi

HasBaHue UHAEeKCa

station os devgroups pkey

CBA3u Tabanubl

HasBaHue nona

description

id

Tun nonsa

VARCHAR(36) NOT NULL
INTEGER DEFAULT '0'
INTEGER DEFAULT ‘0

VARCHAR(38) NOT NULL

Twvn nHgekca

nepBUYHbIN KNHOYU Tabaunupl

OnucaHue
ID cTaHumn
Ha3BaHwWe rpynmnebl
onvcaHue rpynnebl

GUID rpynnbl

Cnuncok noneu

id, guid

KnacTepHbIV MHAEKC Tabamupl

HanpaBnenwue Mone cBsA3aHHOI TabANLbI

cat dev _group descr.id

stations.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nonsa HanpaBneHwue Mone cBsAzaHHO TabANLBbI

name cat dev group name.id

station_os_devices

Cnunckn yCTPOMCTB Ha CTaHLMAX.

Monsa Tabnuubl

HassaHue nonsa Tun nonsa OnucaHue
id VARCHAR(36) NOT NULL ID cTaHumm
instance INTEGER DEFAULT '0" NOT ID 3k3emnnspa ycTponcTea
NULL
friendly name INTEGER DEFAULT 'O’ YesIOBEKOUYMTAaEMOE Ha3BaHWe YCTPOICTBa
description INTEGER DEFAULT '0' onwucaHve ycTpoicTea
capabilities INTEGER DEFAULT '0' BO3MOXHOCTU YCTPOICTBA
class INTEGER DEFAULT ‘0’ knacc ycrpowictea — GUID rpynnbl

MNupekcbl Tabanubl

Ha3sBaHune nHaekca Twun nHaekca Cnucok nonei
station os devices 0001 MPOCTON MHAEKC Tabanupl instance
station os devices pkey nepBUYHbIA KIOY Tabaunupl id, instance

KNacTepHbI MHAEKC Tabauupl

CBA3M Tabanubl

HasBaHune nona HaﬂPaBIIEHVIe Mone cBsAzaHHOM TaGIIVILI,I:I

class cat device class.id
> - -

description - cat device descr.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nona

friendly name

id

instance

station_os_groups

Hanpasnenwue

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Mone cBsA3aHHOW TabnubI

cat dev friendly name.id

stations.id

cat device instance.id

I'pynnbl nosib3oBaTenen OﬂepaLLMOHHOIZ CNCTEMDbI Ha CTaHLUUMAX.

Monsa Tabnuubl

HasBaHue nons
id

name

sid

comm

NHpaekcbl Tabnnuybi

HasBaHue UHAEeKCa

station os groups pkey

CBA3u Tabanubl

HasBaHue nona

comm

id

Twvin nona
VARCHAR(36) NOT NULL

INTEGER DEFAULT '0' NOT
NULL

INTEGER DEFAULT '0' NOT
NULL

INTEGER DEFAULT 'O’

Twvn nHgekca

OnucaHue
ID cTtaHumm

Ha3BaHWe rpynnbl

SID rpynnbl

KOMMEHTapui

Cnuncok noneu

NepBUYHBIN K1Y TabauLpl id, sid

KnacTepHbIV MHAEKC Tabamupl

Hanpasnenwue

Mone cBsAzaHHOW Tabanubl

cat os group descr.id

stations.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nona

name

sid

station_os_users

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

HanpaBneHwue Mone cBsAzaHHO TabANLBbI

cat os group name.id

cat os _sid.id

Monb3oBaTenn onepaLyoHHON CUCTEMbI Ha CTaHLMUAX.

Monsa Tabanybi

HasBaHue nonsa
id

login

sid

full name

NHupekcbl Tabauybi

HasBaHue nHpekca

station os users pkey

CBA3n Tabnuubl

Ha3BaHue noasa

full name

id

login

Twvin nona
VARCHAR(36) NOT NULL

INTEGER DEFAULT '0' NOT
NULL

INTEGER DEFAULT '0"' NOT
NULL

INTEGER DEFAULT 'O’

Twvin nHgekca

OnucaHue
ID ctaHumn

pernctpauoHHOE NMA noJib3oBaTend

SID nonb3oBaTens

NMOoIHOE UMA

Cnucok noneu

NePBUYHBIN KoY Tabanupl id, sid

KnacTepHbIi MHAEKC Tabaunupl

HanpaBneHue  [lone cBA3aHHOW TabauLbI

cat os user name.id

stations.id

cat os user name.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nonsa HanpaBneHwue Mone cBsAzaHHO TabANLBbI

sid cat os sid.id

station_products

NHpopmaLmsa o npoayKTax, yCTaHOBNEHHbIX Ha CTaHLMAX.

Monsa Tabnuubl

HassaHue nonsa Tun nonsa OnucaHue

id VARCHAR(36) NOT NULL ID ctaHumm

product VARCHAR(64) NOT NULL Ha3BaHve NpoJyKTa

crev NUMERIC(17) DEFAULT '0' TekyLllaa peBu3us

nrev NUMERIC(17) DEFAULT '0' HoBaa peBu3nA

pstate CHARACTER(T) COCTOAHMe NpojykTa: S — ctabunbHoe, F —

owwnbka, D — 3aMopoKeH

modtime NUMERIC(17) DEFAULT '0' BpeMs M3MEeHeHUa 3anucu

MNupekcbl Tabanubl

Ha3sBaHune nHaekca Twun nHaekca Cnucok nonei
station products 0001 MPOCTON MHAEKC Tabanupl id
station_products_pkey NePBUYHBIN KoY TabanLpl id, product

KNacTepHbI MHAEKC Tabauupl

CBA3M Tabanubl

HasBaHue nons HanpaBneHMe Mone cBsi3aHHOM TaGlIVIU,I:I

id stations.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web



14
X
I\

A
g

station_quarantine

CocTofiHME KapaHTMHa Ha CTaHUMAX.

Monsa Tabanuybi

HasBaHue nona

id

object

gtime

origname

hash

len

mtime

owner

virusinfo

created

sync

component

MNupekcbl Tabaunubl

HasBaHue nHpekca

station quarantine 0001

Twn nonsa

VARCHAR(36) NOT NULL
VARCHAR(128) DEFAULT "
NUMERIC(17) DEFAULT 'O’
INTEGER DEFAULT 'O’
CHARACTER(64) DEFAULT '0'
NUMERIC(17) DEFAULT 'O’
NUMERIC(17) DEFAULT 'O’
INTEGER DEFAULT 'O’

INTEGER DEFAULT 'O’

NUMERIC(17) NOT NULL
INTEGER DEFAULT '1'

NUMERIC(17) DEFAULT '0'

Twvn nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue

ID ctaHumn

ums daina B KapaHTUHe

Bpems nepemelleHus daina B KapaHTUH
nepBoOHayvanbHoe umsa darina

xew ¢danna (SHA-256)

AnviHa danna

Bpems M3MeHeHus dalina

Bnageney gparina

MHGOpPMaLVs O BUPYCe, CCbIKa Ha
‘cat_virusinfo®

BpeMs CO34aHus 3anmcu
synchronization information

aHTVBUMPYCHbIM KOMMOHEHT, NepeMeCcTUBLL Ui
dann

Cnuncok noneu

NPOCTON MHAEKC TabanLpbl id, created

KNacTepHbI MHAEKC Tabauupl

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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CBA3n Tabnuubl

HasBaHue nons

id

origname

owner

virusinfo

station_running

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

HanpaBneHue  Tlone cBA3aHHOW TabauLbI

stations.id

cat path.id

cat users.id

cat virusinfo.id

NHdpopmayma 06 aHTUBUPYCHBIX KOMMOHEHTAX, 3aMyLEeHHbIX Ha CTaHLMAX.

Monsa Tabanybi
HasBaHue nons
id
pid
type
component

username

params

starttime

MNupekcbl Tabanubl

HazBaHue nHpekca

station running 0001

Twn nonsa

VARCHAR(36) NOT NULL
NUMERIC(12) DEFAULT 'O’
INTEGER DEFAULT '0'
INTEGER DEFAULT 'O’

INTEGER DEFAULT 'O’

INTEGER DEFAULT 'O’

NUMERIC(17) NOT NULL

Tun nHgekca

OnucaHue

ID ctaHumn

ID npouecca

!N 3anycka (nosib3oBaTtenb/AreHT/np.)
HOMep KOMMOHEHTa

noJsib3oBaTeJib, OT UMEHN KOTOPOTO Obin
3anyweH KOMMOHEHT

napameTpbl NpoLiecca

co3jaHvie 3anuncu

Cnuncok noneu

NPOCTON MHAEKC TabanLpbl id

KnacTepHbIV MHAEKC Tabamupl

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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CBA3n Tabnuubl

HasBaHue nons

id
params

username

station_status

CraTncTKa O COCTOSIHUM

Monsa Tabnuubi

HasBaHue nons
id

severity
source
reserved
code

args

createtime

MNupekcbl Tabaunubl

HasBaHue nHpekca

station status 0004

station status 0005

HanpaBneHue

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Mone cBA3aHHOW Tabauubl

stations.id

CTaHLMN.

Tun nonsa

VARCHAR(36) NOT NULL
NUMERIC(11) NOT NULL
NUMERIC(11) NOT NULL
NUMERIC(11) NOT NULL
NUMERIC(15) NOT NULL
TEXT DEFAULT "

NUMERIC(17) NOT NULL

Twvn nHgekca

NPOCTON MHAEKC TabanLpbl

cat _run param.id

cat users.id

OnucaHue

ID cTtaHumm

Cepbe3HOCTb COCTOAHUA

WMCTOYHMK COCTOSIHUA
3ape3epBUpPOBaHHas YacCTb COCTOSAHMA
KOJ 3anmcu

apryMeHTbl 3anmncu

CO34aHMe 3anncum

Cnuncok noneu

id, code

KNacTepHbI MHAEKC Tabauupl

NPOCTOM UHAEKC TabauLbI

id,
reserved,

severity, source,

code

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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CBA3n Tabnuubl

HasBaHue nons HanpaBneHMe Mone cBA3aHHOM TaGlIVIIJ,bI

id stations.id

station_sysinfo

Cratyc cbopa cucteMHoM MHbOpPMaLMM Ha CTaHLMAX.

Monsa Tabnuubi

HassaHue nonsa Tun nonsa OnucaHue

id VARCHAR(36) NOT NULL ID ctaHumm

name VARCHAR(256) NOT NULL nvs daiina otyeTa

sha256 VARCHAR(32) DEFAULT " xew SHA-256 daina otueTa
progress INTEGER DEFAULT '0' XOJ, BbINOJIHEHWA B MPOLEHTaxX
state INTEGER DEFAULT '0' cocTosiHne cbopa

error TEXT DEFAULT " coobluieHve 06 owwmnbke
begintime NUMERIC(17) DEFAULT 'O’ Hauano cbopa

endtime NUMERIC(17) DEFAULT '0' KoHeL, cbopa

modtime NUMERIC(17) DEFAULT '0' BpeMs M3MEHeHWa 3anucu

MNupekcbl Tabanubl

HasBaHue nHpekca Twvn nHgekca Cnucok nonei
station_sysinfo_pkey MePBUYHBIN KNHOU Tab AL id, name

KnacTepHbIV MHAEKC Tabamupl

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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CBA3n Tabnuubl

HasBaHue nons

id

HanpaBneHue

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Mone cBA3aHHOW Tabauubl

stations.id

station_user_logon

Cnuncok ceccnii nosab3oBatenet OC Ha cTaHUMUSAX.

Monsa Tabnuubi

HasBaHue nons
id

username
logontime
isession
proto

address

sid

MNupekcbl Tabanubl

HasBaHue UHAEeKCa

station user logon pkey

CBa3u Tabanubl

HasBaHue noasa

id

Tun nonsa

VARCHAR(36) NOT NULL
INTEGER DEFAULT '0'
NUMERIC(17) DEFAULT '0'
INTEGER NOT NULL
INTEGER DEFAULT '0'

VARCHAR(512) DEFAULT "

VARCHAR(256) DEFAULT "

Twvin nHgekca

OnucaHwue

ID cTtaHumm

MMS MONIb30BaTeNS

Hayano ceccum noab3oBaTens

ID ceccumn nonb3oBaTens

npoTokon nogkiroverus (0 — local, 2 — rdp)

ceTeBOW ajpec, eciv Nosib3oBaTeslb
NOAKNFOUYEH AUCTaHLMOHHO

SID nonb3oBaTens

Cnucok nonen

NepBUYHBIN KIOY TabauLpl id, isession

KnacTepHbI MHAEKC Tabauupl

HanpaBneHue

Mone cBA3aHHOI Tabanubl

stations.id
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HasBaHue nona

username

station_vdb

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

HanpaBneHwue Mone cBsAzaHHO TabANLBbI

cat users.id

NHPopmaLmsa 0 BUPYCHbIX 6a3aX, yCTaHOBAEHHbIX Ha CTaHLMAX.

Monsa Tabnuubl
HasBaHue nons
id
name
version
idate
viruses

createtime

MNupekcbl Tabanubl

HazBaHue nHpekca

station vdb 0001

CBA3n Tabnuubl

HasBaHue nona

id

name

Tun nonsa

VARCHAR(36) NOT NULL
INTEGER NOT NULL
NUMERIC(15) DEFAULT '0'
NUMERIC(12) DEFAULT '0'
NUMERIC(15) DEFAULT '0'

NUMERIC(17) NOT NULL

Twun nHgekca

OnucaHwue

ID cTtaHumm

ums daina 6asbl AaHHbIX
Bepcus

JlaTa BbIMycka

KOJIMYECTBO BUPYCHbIX 3amnucen

co3jaHvie 3anuncu

Cnuncok noneu

NPOCTON MHAEKC TabanLpbI id, name

KnacTepHbI MHAEKC Tabavupl

HanpaBneHwue Mone cBsAzaHHO TabANLBI

stations.id

cat vdb.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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FnaBa 2: basa gaHHbIX CepBepa Dr.Web

2.2.19. CoctosiHme ctaHunih cocegHnx Cepsepos

srv_env_hash

Cnurcok oTnevyaTkoB COCTOSAHWNI I/IHq)OpMaLl,MM 06 annapatHo-nporpaMmMmHOM obecneuyeHnn Ha

COCeAHUNX CTaHLNSAX.

Monsa Tabnuubl

HasBaHue nona
id
hash

createtime

MNupekcbl Tabanubl

HazBaHue nHpekca

srv_env_hash pkey

CBA3n Tabauubl

HasBaHue nona

id

srv_env_hw

Twvn nona
VARCHAR(36) NOT NULL
VARCHAR(128) NOT NULL

NUMERIC(17) NOT NULL

Twun nHgekca

OnucaHue

UUID cBs3mn

XeL KaTeropumn okKpy>xeHuA

BpemMAa Co3haHunAa 3anncun

Cnuncok noneu

nepBUYHBIN KIOY TabauLpl id

Hanpasnenwue

Mone cBsAzaHHOW Tabanubl

srv_env meta.ref

MoapobHas nHdopmaLmsa o6 annapaTHOM obecrneyeHnmn cTaHUMn cocegHero CepBepa.

Monsa Tabnuubl

HasBaHue nona
id

type

Twvn nona

VARCHAR(36) NOT NULL

INTEGER NOT NULL

OnucaHue

UUID cBs3mn

VN ycTpoucTBa, cM. st-db-env-hw

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nons Tuvn nonsa

name INTEGER NOT NULL
vendor INTEGER NOT NULL
infol NUMERIC(11) NOT NULL
info?2 NUMERIC(11) NOT NULL

MNupekcbl Tabaunubl

HasBaHue nHpekca Twvin nHgekca

srv_env_hw 0001

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue
Ha3BaHWe YCTPOWCTBa, CChlka Ha ‘env_strings’

M3roTOBWTENb YCTPOICTBA, CCbIIKA Ha
‘env_strings’

nHdopmaums ob yctpoictee, ctpoka N1

nHpopmMaums 06 yctpoictae, ctpoka N22

Cnucok nonen

MPOCTON MHAEKC TabauLpl id

KnacTepHbI MHAEKC Tabanupl

CBa3u Tabanubl

HasBaHue noasa HanpaBneHue
name
h
vendor
-
srv_env_kb

Mone cBA3aHHOI Tabanubl

env_strings.id

env strings.id

MNoppobHaa nHdopmayma 06 obHosaeHnax OC Windows, yCTaHOBIEHHbIX Ha CTaHLMAX

cocegHero Cepsepa.

Monsa Tabanuybi

HasBaHue nonsa Twvin nona

id VARCHAR(36) NOT NULL

name

INTEGER NOT NULL

OnucaHue
UUID cBaA3n

Ha3BaHve o6HoBeHWs Windows, ccbiika Ha
‘env_strings’
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MNupekcbl Tabanubl

HasBaHue UHAEeKCa

srv_env_kb 0001

CBa3u Tabanubl

HasBaHue noasa

name

srv_env_meta

Twvin nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Cnucok nonen

MPOCTON MHAEKC TabauLpl id

KnacTepHbI MHAEKC Tabanupl

HanpaBneHue  [lone cBA3aHHOW TabauLbI

env_strings.id

O6bwas nHdopmaumsa o6 annapaTHO-NPOrpaMMHOM obecneyeHn CTaHLUN cocesHero

Cepsepa.

Monsa Tabnuubl

HasBaHue nons
osid

1lid

id

name
group_name

category

arrived

ref

Tun nonsa

VARCHAR(36) NOT NULL
VARCHAR(36) NOT NULL
VARCHAR(36) NOT NULL
TEXT DEFAULT *

TEXT DEFAULT *

INTEGER NOT NULL

NUMERIC(17) NOT NULL

VARCHAR(36) NOT NULL

OnucaHue

ID CepBepa

UUID coceaHero CepBepa

ID ctaHumn

Ha3BaHWe CTaHUMK

Ha3BaHWe NepBUYHONM rPYMMbl CTaHLAM

KaTeropus okpyxxeHus: obHosneHve Windows,
annapatypa, nporpamMmbl

BpemMA M3MeHeHUA 3anncu

UUID g noasepskku CTaHLUml C OAMHAKOBbIMM
ID Ha pa3Hbix CepBepax
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MNupekcbl Tabanubl

HasBaHue nHpekca Twvin nHgekca Cnucok nonem
srv_env_meta_ pkey nepBUYHbIN KoY Tabauupl id, category, osid

KnacTepHbI MHAEKC Tabanupl

Srv_env_sw

MoapobHasa nHPopmaLmsa o NporpaMmMHOM obecrneyeHnn cTaHUmi cocegHero Cepaepa.

Monsa Tabnuubl

HassaHue nonsa Tun nonsa OnucaHue

id VARCHAR(36) NOT NULL UUID cBsazwn

name INTEGER NOT NULL Ha3BaHWe Nporpammsl, CCblika Ha ‘env_strings’
version INTEGER NOT NULL BepCMA Nporpammel, CCbiika Ha ‘env_strings’
vendor INTEGER NOT NULL n3gatenb NporpamMmMbl, CCbiika Ha ‘env_strings’
disksize INTEGER NOT NULL pa3mep B Mb

NHpaekcbl Tabnnuybi

HasBaHue nHpekca Twvn nHgekca Cnucok nonei
srv_env_sw 0001 NPOCTON MHAEKC TabanLpl id

KnacTepHbIV MHAEKC Tabanupl

CBA3u Tabanubl

HasBaHwue nonsa HanpaBnenwue Mone cBsA3aHHOI TabANLbI
name env strings.id

(_ —
vendor env strings.id

(— —
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HasBaHue nona

version

srv_status

Hanpasnenwue

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Mone cBsA3aHHOW TabnubI

env strings.id

CTaTnCTKa O COCTOSIHUSAX CT&HLI,I/IVI coceaHero CepBepa.

Monsa Tabnuubl

HasBaHue nons
osid

1lid

Ilname

mid

severity
source
reserved
code

records

arrived

MNupekcbl Tabanubl

HazBaHue nHpekca

srv_status_ 0001

srv_status 0002

srv_status 0003

Tun nonsa

VARCHAR(36) NOT NULL
VARCHAR(36) NOT NULL
INTEGER DEFAULT '0'
VARCHAR(36) DEFAULT "
NUMERIC(11) DEFAULT '0'
NUMERIC(11) DEFAULT '0'
NUMERIC(11) DEFAULT '0'
NUMERIC(15) DEFAULT '0*
INTEGER DEFAULT ‘0

NUMERIC(17) NOT NULL

Tun nHgekca

OnucaHue

ID oTnpaButens

UUID coceaHero CepBepa

Ha3BaHwue cocesHero Cepsepa

UUID coobuienuns

Cepbe3HOCTb COCTOSAHUA

WNCTOYHUK COCTOAHNA
3ape3epBUpPOBaHHasA YacCTb COCTOAHMA
KoZ 3anucu

HOMep CTaHLmm

co3jaHvie 3anuncu

Cnuncok noneu

arrived

MPOCTON MHAEKC TabauLpl
KnacTepHbI MHAEKC Tabavupl
MPOCTON MHAEKC TabauLpl

NPOCTOM UHAEKC TabauLbl

1lid, osid

osid
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CBA3n Tabnuubl

HasBaHue nons

lname

osid

HanpaBneHue

2.2.20. Mpoune Tabanubl

cluster_message

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Mone cBA3aHHOW Tabauubl

cat name links.id

srv_recvhistory.mid

,ﬂ,J'IVIHHbIe KOMaHAbl, nepegaBaeMbIX MeXAY Y31laMW KnacTepa CepBepOB.

Monsa Tabnuubl

HasBaHue nons
sid
mid

command

NHupekcbl Tabauybi

HasBaHue nHpgekca

cluster message pkey

env_fwd hash

Twvin nona
VARCHAR(36) NOT NULL
NUMERIC(19) NOT NULL

CLOB NOT NULL

Twvin nHgekca

OnucaHwue
ID cTaHUMIA Ha3HaUYeHWs
ID coobuieHus

Tes10 coobleHs

Cnucok noneu

NePBUYHBIN KoY TabanLpl mid

Cnuncok creHepupoBaHHbIx CepBEpPOM XeLl KaTEropuin OKPY>KEHUS, Nepeaatomecs

cocegHemy CepBepy.

Monsa Tabnuubi

Ha3BaHue nonsa

osid

Twvin nona

VARCHAR(36) NOT NULL

OnucaHue

ID CepBepa

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web

210



A7

-
g

A
d
A

HasBaHue nons
id
category

hash

createtime

MNupekcbl Tabaunubl

HasBaHue UHAEeKCa

env_fwd hash pkey

oauth clients

Twvn nona
VARCHAR(36) NOT NULL

INTEGER NOT NULL

VARCHAR(128) NOT NULL

NUMERIC(17) DEFAULT

Twvin nHgekca

I'IepBVILIHbIl\/'I KoY Ta6J'IVILI,bI

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue
ID cTtaHummn

KaTeropusi oKpy><eHus, CMm.
runtime::environment::category

XeLll KaTeropum oKpy>XeHus

BpemMA CO34aHnA 3anncun

Cnucok nonen

osid, id, category

KnacTepHbI MHAEKC Tabanupl

YueTHble AaHHble BHELLIHMX NpuaoxeHui ans OAuth-aBTopusauuu.

Monsa Tabnuubl

HasBaHue nonsa
id

secret

title
description
icon url
homepage
created

token ttl

code ttl

Tun nonsa

VARCHAR(255) NOT NULL
VARCHAR(255) NOT NULL
VARCHAR(255) NOT NULL
TEXT DEFAULT *

TEXT DEFAULT *

TEXT DEFAULT "
NUMERIC(17) NOT NULL

INTEGER DEFAULT ‘3600
NOT NULL

INTEGER DEFAULT '600'
NOT NULL

OnucaHue

naeHTndunkaTop

paszensemblin cekpet

KOpPOTKOE Ha3BaHve

onvcaHwue

URL 3Hauka

LOMaLLHAA CTpaHuua (NPOMO-CTpaHumLa)
BpeMsA CO3jaHus

TTL B cekyHAax ANA HOBbIX TOKEHOB

TTL B cekyHAax ANns HOBbIX KOAOB aBTOpM3aLmm
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HasBaHue nona

user id
client type

client status

MNupekcbl Tabaunubl

HasBaHue UHAEeKCa

ocauth clients 0001

oauth clients pkey

oauth codes

Twvn nona

VARCHAR(255) DEFAULT *
INTEGER DEFAULT '0' NOT
NULL

INTEGER DEFAULT '0" NOT
NULL

Twvin nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue

I/IAeHTVIq)VIKaTOp B/ajgenbua, Ana BCTPOEHHOTO
NPUIOXKEHNA AOJIKEH ObITb nycr

"N kKnveHTa: 0 — BCTPOEHHbIN, 1T —
MoJIb30BaTe/IbCKUM

Tekyliee CoOCToAHne KIneHTa: 0 — oTkAtoueH, 1
— BK/HOYEH

Cnucok nonen

YHVKa/IbHbIA MHAEKC Tabauupl  secret

nepBUYHbIN KAHOY TabauLpl id

Koabl aBTOpM3aLmm BHeLWHUX NpunoxeHuit ans OAuth-asTopusauuu.

Monsa Tabnuupbi

Ha3BaHue noas

client id

user id

code
created

expires

redirect uri

state

Twvin nona

VARCHAR(255) NOT NULL

VARCHAR(255) NOT NULL

VARCHAR(40) NOT NULL
NUMERIC(17) NOT NULL

NUMERIC(17) NOT NULL

TEXT NOT NULL

TEXT DEFAULT "

OnucaHue

NAEHTUOVKATOP MPUNOXKEHMS, ANl KOTOPOTO
OblN BblAaH KOZA,

naeHTMdrKaTop Nosb3oBaTens, KOTOpPbIi
3anpalumBan Koj

KOZ aBTOpUM3aLmmn
BpemMA Co34aHunA

BpeMH OKOHYaHWMA chKa Ael‘/lICTBI/IFI
(oauth_codes.created + oauth_clients.code_ttl)

URI nepeHanpaBaeHus 13 3anpoca
nonb3oBaTend. Vcnonb3yeTca 414 NpoBepKu
3anpoca nNpu obMeHe Koza Ha TOKeH

MNonb3oBaTenbckoe noae 13 3anpoca

noJsib3oBatesia. Vicnonb3yerca A8 npoBepKu
3anpoca npu obMeHe KoZa Ha TOKeH
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MNupekcbl Tabanubl

HasBaHue UHAEeKCa

ocauth codes pkey

CBA3M Tabanubl

HasBaHue noas

client id

oauth tokens

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Twvin nHgekca Cnucok nonem

nepBUYHbIN KU TabauLpl code

HanpaBneHue  [lone cBA3aHHOW TabauLbI

ocauth clients.id

TokeHbl 4OCTyNa BHeLWHWX npuaoxeHui ans OAuth-aBTopusauuu.

Monsa Tabanybi

HasBaHue nons

token access

token refresh
created

expires

user id

client id

NHpaekcbl Tabnnuybi

HasBaHue UHAEeKCa

oauth tokens 0001

oauth tokens pkey

Tun nonsa Onucanue
VARCHAR(40) NOT NULL TOKeH JoCTyna
VARCHAR(40) NOT NULL OBHOBNEHHbIV TOKEH
NUMERIC(17) NOT NULL BpemMs COo3jaHusa

NUMERIC(17) NOT NULL OKOHYaHWe cpoka AencTBus
(oauth_tokens.created + oauth_clients.token_ttl)

VARCHAR(255) NOT NULL naeHTMdMKaTOp Nosb3oBaTens, AN KOTOPOro
6bin BbldaH TOKEH

VARCHAR(255) NOT NULL naeHTMGUKaTOp NPUNOXKEHUSA, ANA KOTOPOTO
OblN BblAAH KOJ

Twvn nHgekca Cnucok nonei
NPOCTOM UHAEKC TabauLbI token refresh
NepBUYHBIN KIOY TabauLpl token_access
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CBA3n Tabnuubl

HasBaHue nons

client id

report_auto

HanpaBneHue

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

Mone cBA3aHHOW Tabauubl

oauth clients.id

Financial reports sent automatically by a task from the Server schedule (Dr.Web AV-Desk only).

Monsa Tabnuubi

HasBaHune nonsa
period
xmlvalue
gendate

sent

errmessage

gentime

NHupekcbl Tabauybi

HasBaHue nHpgekca

report auto pkey

report_data

Tun nonsa

NUMERIC(6) NOT NULL
CLOB DEFAULT "
NUMERIC(17) DEFAULT '0'
NUMERIC(17) DEFAULT '0*

CLOB DEFAULT "

INTEGER DEFAULT 'O’

Twvin nHgekca

I'IepBVI‘-IHbIVI K1Y Ta6J'IVILI,bI

OnucaHue

rog n mecay, (YYYYMM)

XML-3HaueHve

JaTa reHepauum

faTta otnpasku (0, ecnn He Bbln OTNPaB/EeH)

coobuieHve 06 owmnbke (0, ecnn He Bbin
oTrnpaBfeH)

BPEeMA reHepaLymn B CeKyHAax

Cnucok noaeu

period

Data on financial reports about tariffs usage (Dr.Web AV-Desk only).

Monsa Tabanuybi

HasBaHue nona

rate

Twvn nona

VARCHAR(36) NOT NULL

OnucaHue

ID TapudHON rpynnbl
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HasBaHue nona

id

aid

days

user id

gid

created

report id

MNupekcbl Tabaunubl

HasBaHue UHAEeKCa

report data pkey

CBa3u Tabanubl

HasBaHue noasa

aid

report_done_ids

Twvn nona

VARCHAR(36) NOT NULL

VARCHAR(36) NOT NULL

INTEGER DEFAULT 'O’

VARCHAR(36) DEFAULT "
VARCHAR(36) DEFAULT "
NUMERIC(17) DEFAULT '0'

VARCHAR(36) NOT NULL

Twvin nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue

ID cTaHUMW, Ha KOTOPO Hbia NCMONb30BaH
Tapud

UUID agMuHucTpaTopa, KOTOpbIin 3aka3an
co3AaHune oT4yeTa

KO/IM4eCTBO [J'Hel‘/ll, B TEe4YeHWMe KOTOPbIX Tapl/ld)
ncnonb3oBanca

ID nonb3oBaTens, Ucnosb3oBasLLEero Tapud
ID nonb3oBaTeNbCKOW rpynmbl
BpeMs CO3JaHunsa 3anmcu

UUID otueTta

Cnucok nonen

nepBUYHbIN KU TabauLpl aid, rate, id, report id

KNacTepHbI MHAEKC Tabanupl

HanpaBneHue

Mone cBA3aHHOI Tabanubl

admins.id

Identifiers of sent financial reports (Dr.Web AV-Desk only).

Monsa Tabanybi

HasBaHue nonsa

id

Twvin nona

VARCHAR(36) NOT NULL

OnucaHue

ID cTaHuMK, Ha KOTOPO OblN UCMONb30BaH

Tapud

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web

215



A
d
A

AT
\g’:

HasBaHue nona
aid

report id

Twvn nona
VARCHAR(36) NOT NULL

VARCHAR(36) NOT NULL

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue
UUID agMuHMCcTpaTopa, KOTOPLIN co34an oTuet

UUID otueTta

MNupekcbl Tabanubl

HasBaHue nHpekca Twvn nHgekca Cnucok nonei

report done_ ids pkey NePBUUHBIN KoY TabauLpl report id, aid, id

KnacTepHbIV MHAEKC Tabavupl

CBA3n Tabauubl

HasBaHwue nonsa HanpaBneHwue Mone cBsAzaHHO TabANLbI

aid admins.id

report_manual

Financial reports sent manually by administrator (Dr.Web AV-Desk only).

Monsa Tabnuubl

HasBaHue nons
periodbeg
periodend

id

xmlvalue
gendate

gentime

Twn nonsa

NUMERIC(17) NOT NULL
NUMERIC(17) DEFAULT '0'
VARCHAR(36) NOT NULL
CLOB DEFAULT "
NUMERIC(17) NOT NULL

INTEGER DEFAULT 'O’

OnucaHue

JaTta Hayana otyeTta

JaTa OKOHYaHuA oTyeTa

UUID agMuHMcTpaTopa, KOTOPbIN co3an oTyet
XML-3HaueHve

JaTta reHepauum

BpemMA reHepaummn B CeEKyHAaX
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MNupekcbl Tabanubl

HasBaHue nHpekca Twvin nHgekca Cnucok nonem
report manual 0001 NPOCTON MHAEKC TabanLpl id, gendate

KnacTepHbI MHAEKC Tabanupl

CBa3u Tabanubl

HasBaHue nons HanpaBneHMe Mone cBsA3aHHOM TaﬁlIVILI,bI

id admins.id

reporting_ids
Identifiers of financial reports about tariffs usage (Dr.Web AV-Desk only).

Monsa Tabanybi

HassaHwue nonsa Tun nonsa OnucaHue

id VARCHAR(36) NOT NULL ID cTaHUMW, Ha KOTOPOI HbiN UCMONb30BaH
Tapud

aid VARCHAR(36) NOT NULL UUID agMuHMCTpaTopa, KOTOPLIN co34an oTueT

company_1id VARCHAR(36) DEFAULT " ID koMnaHuM noab3oBaTens

user id VARCHAR(36) DEFAULT " ID nonb3oBaTtens, ncnoib3oBasLLero Tapud

report_id VARCHAR(36) NOT NULL UUID oTueTa

MNupekcbl Tabaunubl

HasBaHune nHaekca Twn nHaekca Cnuncok nonen
reporting ids 0001 npoc'ro[ﬁ nHAeKC Tabanupl report id, aid
KnacTepHbIV MHAEKC Tabamupl

reporting ids_pkey NePBUYHbIN KNtOY Tab ALl id, aid, report id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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CBA3n Tabnuubl

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

HasBaHue nons HanpaBneHMe Mone cBA3aHHOM TaGlIVIIJ,bI

aid admins.id

station_offline cmd

COXpaHEHHbIe KOMaHAbl, KOTOpPbI€ AON>KHbI ObITb OTNpaBJieHbl CTAHUMAM NOChE UX

noakntoyeHuna Kk Cepsepy.

Monsa Tabanuybi

HasBaHue nonsa Twn nonsa

id VARCHAR(36) NOT NULL
rid VARCHAR(36) NOT NULL
cmd VARCHAR(256)

data CLOB DEFAULT "
created NUMERIC(17) NOT NULL
min proto NUMERIC(5) DEFAULT '0*

NHpaekcbl Tabnnuybi

OnucaHue

ID ctaHumn

UUID komaHgbl
command
JaHHble KOMaHAbI
co3jaHue 3anucu

MVHUManbHasa Bepcua npoToka, Hanp. 0x0301
3HauuT 3.1

HasBaHue nHpekca Twvn nHgekca Cnucok nonei
station offline cmd 0001 I'IpOCTOVI NHAEKC Tabanupl created
station offline cmd 0002 NPOCTOI UHAEKC Tabinupi id

KnacTepHbI MHAEKC Tabavupl

station offline cmd 0003 NPOCTON UHAEKC Tab L rid

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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CBA3n Tabnuubl

HasBaHue nons HanpaBneHMe Mone cBA3aHHOM TaGlIVIIJ,bI

id stations.id

temporary_tables

Cnncok BPEMEHHDbIX Ta6J'IVILI,.

Monsa Tabnuubi

HasBaHue nons Twvn nonsa OnucaHwue

table name VARCHAR(128) NOT NULL Ha3BaHWe BpeMeHHON TabanLpl

createtime NUMERIC(17) DEFAULT '0' BpeMA CO3jaHus

datel NUMERIC(17) DEFAULT 'O’ JaTa Havana Aaa CTaTUCTUYECKUX AaHHbIX B
Tabauue

date2 NUMERIC(17) DEFAULT '0’ AaTa OKOHYaHWA ANA CTaTUCTUYECKUX JaHHbIX B
Tabauue

MNupekcbl Tabanubl

HasBaHue nHpekca Twvn nHgekca Cnucok nonein
temporary tables pkey nepBMqu“‘/] KN0U Tabauupl table name
webmin

BHyTpeHHMe faHHble BEG-UHTepdelica LleHTpa ynpaBaeHus 6e3onacHocTbio Dr.Web.

Monsa Tabanybi

HasBaHue noas Twvin nona OnucaHue
id VARCHAR(36) NOT NULL Bragenel, 3anvcn (admin.id)
rkey VARCHAR(128) NOT NULL K04 3amnucK

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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HasBaHue nona

data
created

seq

Nupekcbl Tabauybi

HasBaHue nHpekca

webmin pkey

CBA3n Tabnuubl

Ha3BaHue noas

id

Twvn nona
CLOB DEFAULT "
NUMERIC(17) DEFAULT '0*

INTEGER NOT NULL

Twvin nHgekca

FnaBa 2: basa gaHHbIX CepBepa Dr.Web

OnucaHue
JlaHHble 3anmcK
BpeMs CO34aHus 3anucu

NopsAAKOBbIA HOMep 3anucy Ans 60bLIMX
HabopoOB AaHHbIX

Cnucok noneu

nepBUYHBIN KIOY Tabauupl id, rkey, seq

KNacTepHbI MHAEKC Tabauupl

HanpaBneHue

Mone cBsAzaHHOM TabANLbI

admins.id

CtpykTypa 6a3bl aaHHbIX CepBepa Dr.Web
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MpunoxxeHne A. TexHnueckasa noagepXkka

NMpunoxxenue A. TexHuueckasa nogaeprxka

Mpn BO3HWKHOBEHWUWN NPO6AEM C YCTaHOBKOW MAN paboTon NPOAYKTOB KOMMaHUK, Npexae
yem obpaLlaTbCa 3a MOMOLLBIO B CAYXKOY TEXHNUYECKOW NoAAepP>KKN, MonpobyrTe HanuTh
pelleHVe cneayrolmmm cnocobamm:

e 03HAKOMbTECb C NOCAeAHNMUN BEPCUMAMU ONMUCAHWI U PYKOBOACTB MO agpecy
https://download.drweb.com/doc/;

e NMpoumnTalite paszen yacto 3aZaBaeMbix BOMPOCOB MO aZpecy

https://support.drweb.com/show_faq/;
e nocetnte popyMbl kKoMnaHum «okrop Beb» no agpecy https://forum.drweb.com/.

Ecnv nocne 31oro He yaanoch pewnTb Npobiemy, Bbl MOXeTe BOCNO/1b30BaTbCA OAHUM U3
cnesyoLlmx cnocoboB, UTobbl CBA3ATHCSA CO CNYXKOOM TEXHUUECKON NOAAEPXKKN KOMMAaHUN
«[JokTop Beb»:

e 3anosHUTe Be6-dOpMy B COOTBETCTBYIOLLEN Cekumu pa3gena https://support.drweb.com/;

e No3BOHMUTe No TenedoHy B Mockae: +7 (495) 789-45-86 nan no becnnaTHOM TMHWM AN1A BCeN
Poccun: 8-800-333-7932.

NHbopMaLmio 0 permoHanbHbIX NpeacTaBuTenbCcTBax n odprcax komnanmm «loktop Beb» Bbl
MoOXeTe HaluTV Ha opuLManbLHOM canTe No agpecy

https://company.drweb.com/contacts/offices/.
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