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© «[oktop Beb6», 2022. Bce npaBa 3aWjMLLeHbl

HacToAwwmin 4OKYyMEHT HOCUT MHDOPMALMOHHbIN 1 CNPaBOYHbIN XapakTep B OTHOLUEHUM
yKa3aHHOro B HeM nporpammMHoro obecneueHuns cemeiictea Dr.Web. Hactoawmin okymeHT He
SIBNAETC OCHOBaHWEM A/15 UCUYePMbIBatOLLMX BbIBOAOB O HaMUMN UAN OTCYTCTBMW B MPOrPaMMHOM
obecneueHnn cemenctea Dr.Web kakunx-1mbo ¢yHKLMOHaNbHbBIX U/UAN TEXHUYECKMX NapaMeTpoB U
HE MOXeT 6bITb MCMO/Ib30BaH NPW ONpeseeHn COOTBETCTBMA NPOrpaMMHOro obecneyeHus
cemenctBa Dr.Web kakum-1mb6o TpeboBaHUAM, TEXHUYECKMM 3aZaHusaM U/Uan napaMeTpam, a Takxke
MHBIM JOKYMEHTaM TPETbUX INLL.

Matepwuanbl, NpuBeAEHHbIE B AaHHOM AOKYMeHTe, aBasatoTca cobctBeHHOoCTbro OO0 «/lokTop Beb» 1
MOTYT 6bITb NCMO/Ib30BaHbI UCKAKOUUTENBHO ANA NINYHBIX Lienei npuobpetatens npoaykTa. Hukakas
YacTb J@HHOTO JOKyMeHTa He MOXeT bblTb CKOMMPOBaHa, pa3MelleHa Ha CeTEBOM pecypce Uau
nepesaHa no KaHanam CBA3W U B CPEACTBAX MAacCOBOW MHPOPMaLMM UAN NCMOAb30BaHa NH06bIM
ApYyrM 06pa3oM KpoMe UCMOIb30BaHNUA A/t IMUHbIX Lenelt 6e3 CCbIIKU Ha UCTOYHMK.

ToBapHble 3HaKKU

Dr.Web, SpIDer Mail, SpIDer Guard, Curelt!, CureNet!, AV-Desk, KATANA v norotun Dr.WEB
ABNAIOTCA 3apErNCTPUPOBaHHbIMU TOBapHbIMKM 3Hakamu OO0 «/[Joktop Beb» B Poccum n/mnm
APYTUX CTpaHax. VIHble 3apernctpmpoBaHHblie TOBapHble 3HaKW, N0roTUMbl U1 HAUMEHOBAHWSA
KOMMaHWK, yNoMsAHyTble B JaHHOM JOKYMEHTE, ABAAKOTCA COOCTBEHHOCTLIO UX BAZENbLIEB.

Orpa HU4YeHune OoTBeTCTBEHHOCTU

Hwu npwm kakmx obctostenbcteax OO0 «[lokTop Beb» 1 ero nocraBLLMKN HE HECYT OTBETCTBEHHOCTM
3a OLWMBKMN U/VAN yNyLLEHWSs, JOMNYyLLEHHbIEe B JaHHOM AOKYMEHTE, Y MOHECEHHbIE B CBA3M C HUMMU
ybbITKN NprobpeTatens NpoaykTa (MPsMble UM KOCBEHHbIE, BKAOYAsA YNYLLEHHYIO BbIrOAY).

Dr.Web Enterprise Security Suite
Bepcusa 13.0
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Agpec: 125124, Pocecna, Mocksa, 3-a yavua Amckoro noas, Ba.2, kopn.12A
CauT: https://www.drweb.com/

TenedoH: +7 (495) 789-45-87

NHbopMaLmo 0 permoHanbHbIX NPeACTaBUTENbCTBAX U 0dUCax Bbl MoxkeTe HaliTh Ha odurLMaNbHOM
canTe KOMMaHuu.
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Komnanusa «Joktop Beb» — poccuinckmii pazpaboTtumk cpeactB MHGOpPMaLMOHHOM 6e30nacHOCTH.

Komnanus «[Joktop Beb» npeanaraet spPpeKkT1BHbIE aHTUBUPYCHbBIE M aHTUCMaM-PELLIEHNA KaK A5
rocyAiapCTBEHHbIX OpraHn3aLui n KPYnHbIX KOMMaHWR, Tak U A1 YaCTHbIX NOJIb30OBaTeNEN.

AHTUBUPYCHbIe pelleHus cemenctBa Dr.Web paspabatbiBarotca ¢ 1992 rosa 1 HeM3aMeHHO
AEMOHCTPUPYIOT MPEBOCXOHbIe pe3y/bTaTbl JETEKTVPOBAHNA BPELOHOCHbIX MPOrpamm,
COOTBETCTBYHOT MMPOBbIM CTaHAapTaM H6e30nacHOCTW.

CepTndmkaTtbl 1 Harpagbl, a Takxke obLWMpHas reorpadus nosb3oBaTeneli CBUAETENbCTBYOT 06
UCKAHOUNTENBHOM AOBEPUN K NMPOAYKTaM KOMMaHMMN.

Mbi 6naropapHbl Nosb3oBaTeNAM 3a NOAAEPIKKY pelueHui cemeiictBa Dr.Web!
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FnaBa 1: BBegeHue

Ha3HaueHune poKkymeHTa

B gokyMeHTaL MM agMuHUCTpaTopa aHTnBupycHou cetn Dr.Web Enterprise Security Suite npvBeseHbl
CBEAEeHNA, ONKMCbIBaOLLIME KaK ObLLMe MPUHLMMBI, TaK U AeTaan peann3aLmn KOMMIEKCHOM
aHTUBMPYCHOW 3aLnTbl KOMMbIOTEPOB KOMMaHUK ¢ noMolbio Dr.Web Enterprise Security Suite.

[lokyMeHTaumna agMUHUCTpaToOpa aHTUBUPYCHOWM CETU COCTOMUT U3 CIEAYHOLLMX OCHOBHbIX YacTel:

1.

PyKOBOACTBO no yctaHOBKe

ByzeT nonesHo pykoBOAUTENHO OpraHM3aLLMK, MPUHMMAaLOLWEMY peLLeHre O NpuobpeTeHnn n
yCTaHOBKE CUCTEMbl KOMMIEKCHOM aHTUBUPYCHOM 3aLLUTbI.

B pykoBOACTBE MO yCTaHOBKE OMMCaH NPOoLLecc CO34aHMsA aHTUBMPYCHOM CETU U YCTaHOBKM ee
OCHOBHbIX KOMMOHEHTOB.

PykoBoacTBO agMUuHUCTpaTOpa

AZpecoBaHO adMUHUCMPamopy aHmMusupycHoli cemu — COTPYAHWKY OpraHu3aLmmn, KOTOpomy
NOpYy4Y€eHO PYKOBOACTBO aHTUBMPYCHOW 3aLLUTON KOMMbIOTEPOB (Paboumx CTaHLMI 1 CEpPBEPOB)
3TON ceTw.

AZAMWHUCTPATOP aHTUBUPYCHOM CETU AO0KEH 061aZaTh NOJHOMOUMAMMN CUCTEMHOTO
aAMUHUCTPaTOpa WK COTPYAHMYATb C aAMUHUCTPATOPOM NIOKaIbHOM CETU, OblTb KOMMETEHTHbLIM
B BOMpOCax CTpaTerMm aHTMBUPYCHOW 3aLLuTbl U AeTasbHO 3HaTb aHTMBMPYCHble naketsl Dr.Web
AN BCEX UCMO/Ib3yeMbIX B CETU OMepPaLNOHHbBIX CUCTEM.

MpunoxxeHums

CopepkaT TeXHUYEeCKyo MHPOPMaLLMIO, OMMUCBIBAKOLLYHO MapaMeTpbl HACTPOMKN KOMMOHEHTOB
AHTVBUMPYCa, a TakXKe CUHTaKCUC N 3HaYEHWS UHCTPYKLIMIA, UCNOJIb3yeMblX NpW paboTe ¢ HUMMK.

& Mexay nepevncaeHHbIMY Bbille JOKYMEHTaMy MPUCYTCTBYIOT NMepeKpecTHble CChIIKM.
Mpwv 3arpyske JOKYMEHTOB Ha JIOKa/IbHbIA KOMMbOTEP, NEPEKPECTHBIE CChIKU ByayT
dYHKLMOHNPOBaTb TONBLKO B TOM CAy4vae, eCan JOKYMEHTbI Pacrno/ioXeHbl B OAHOM
KaTanore v MMeLT M3HaYallbHble Ha3BaHMA.

Tak>ke NocTaBAsAOTCA aiegyrouine PyKOBOﬂ,CTBaZ

1.

MHCcTpyKuMA No pa3BepTbiBaHUIO aHTUBUMPYCHO ceTu

CopepXuT KpaTkyto MHGOPMaLMIO MO YCTaHOBKE U NepBOHaYabHOM HacTPOMKe KOMMOHEHTOB
aHTMBUPYCHOW ceTu. 3a NoApOobHOM MHPOpMaLmeln obpallanTech K AOKYMEHTaLL UK
aAMUHKCTpaTopa.

MpunoxeHus
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2. PykoBoacTBa No ynpaBAe€HUIO CTaHLUAMM

Cogaep>kat MHGOPMALMIO O LLeHTPaAM30BaHHOW HaCTPOMKe KOMMOHEHTOB aHTUBMpPYcHOro MO
pabouunx CTaHLU WA, OCYLLECTBASEMON afMUHUCTPATOPOM aHTUBUPYCHOW ceTu Yepes LleHTp
ynpasneHuns 6esonacHocTbto Dr.Web.

3. PykoBopacTBa nosb3oBartens

Cogaep>kat MHGOPMaLMIO O HACTPOWKe aHTUBMPYCHOTO pelueHns Dr.Web, ocywiectBnasemon
HEeMoCPEeACTBEHHO Ha 3allMLLaeMblX CTaHLMAX.

4. PykoBogctBo no Web API

Coaep>uT TexHn4veckyro nHpopmaumo no nHterpaumm Dr.Web Enterprise Security Suite co
CTOPOHHUM MporpaMmMHbIM obecneyeHnem nocpeactsom Web API.

5. PykoBogactBo no 6ase paHHbix CepBepa Dr.Web

Cofep>knT onvcaHne BHyTPeHHeW CTpyKTypbl 6a3bl aHHbIX CepBepa Dr.Web 1 npumepos ee
MCNOIb30BaHMs.

Bce nepeuncneHHble PykOoBOACTBa NOCTaBAAOTCA B TOM Yncae B coctaBe npoaykta Dr.Web
Enterprise Security Suite n MmoryT 6bITb OTKpPbIThI Yepe3 LieHTp ynpasaeHusa 6e3onacHocToto Dr.Web.

MNepes NpouTeHeM AOKYMEHTOB ybeANTeCh, YTO 3TO MNOCNEAHAA BEPCUA COOTBETCTBYOLLMX
PykoBOACTB A/ Ballel Bepcum NpoaykTta. PykoBozcTBa NOCTOAHHO OBHOBASAIOTCS, U MOCIAEAHIOO
NX BEPCUIO MOXHO HaWTK Ha oduumanbHOM Beb-carite komnaHum «[lokTop Beb» no agpecy
https://download.drweb.com/doc/.

YcnoBHble 0603HaueHunsA m COKpaweHunnA

YcnoBHble 0603HaueHuA

B ZaHHOM pyKOBOACTBE UCMOJIb3YHOTCA CesytoLne YCNOBHbIE 0603HaUeHNs:

O603HaueHue KommeHTapuii
@ BaxxHOe 3ameuaHune nin ykasaHue.
_/_IE MpeaynpexaeHne 0 BO3MOXHbIX OLUMOOUHBIX CUTYaLMsX, @ TakKe BaXKHbIX
MOMeHTax, Ha KoTopble cnesyeT 06patnuTb 0ocoboe BHUMaHWMe.

AHmusupycHas cemos  HOBbIA TEPMUH MW aKLEHT Ha TEPMUHE B OMUCAHUAX.
<IP-address> Mons ans 3ameHbl GYHKUMOHANbHbBIX Ha3BaHUN GakTUYECKUMUN 3HAUEHUAMMN.

CoxpaHuTtb Ha3BaHuWs 3KpaHHbIX KHOMOK, OKOH, MYHKTOB MEHHO U APYruX 3/1eMeHTOB
nporpamMmHoro nHTepdeica.

CTRL O603HayeHma KI1aBULL KNaBmaTypbl.

MpunoxeHus
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FnaBa 1: BBegeHue

O603HaueHue KommeHTapuii
C:\Windows\ HanmeHoBaHwWs GaiiioB 1 KaTanoros, GparMeHTbl MPOrPaMMHONO Koaa.
Opunoxexvie A MepeKkpecTHble CCbIKM Ha FNaBbl JOKYMEHTa WAN TMAEePCChbIIKA Ha BHELLHME
pecypcbl.
CokpaugeHus

B Tekcte PykoBoacTBa MOryT ynotpebnatbcs 6e3 paclumdpoBku cresytoLine CoKpaLLeHns:

e ACL — cnuckm koHTpoas goctyna (Access Control List),

e CDN — cetb goctaBku koHTeHTa (Content Delivery Network),

e DFS — pacnpezenenHas darnnosas cuctema (Distributed File System),

e DNS — cucrema gomeHHbIx MeH (Domain Name System),

e FQDN — nonHoctbto onpeseneHHoe ums gomeHa (Fully Qualified Domain Name),

e GUI — rpaduueckmin nosnb3oBatensckuii HTepdelic (Graphical User Interface), GUI-Bepcus
nporpamMmmMbl — Bepcus, ncnoabsyrowas cpeacrea GUI,

e MIB — 6a3a ynpasasarowen nidopmauum (Management Information Base),

e MTU — makcrMMasnbHbIM pa3Mep noaesHoro 61aoka gaHHbix (Maximum Transmission Unit),
e NAP — Network Access Protection,

o TTL — Bpems xun3HKM naketa (Time To Live),

e UDS — pomeHHbI cokeT UNIX (UNIX Domain Socket),

e b/, CYB[, — baza [aHHbix, Cuctema YnpasneHusa bazamun JaHHbIX,

e BCO Dr.Web — BcemupHas Cuctema O6HoBaeHu Dr.Web,

e /IBC — JlokanbHasa BbiuncantenbHas Cetb,

e OC — OnepauymoHHas Cucrema,

e 10 — lMporpammHoe ObecneyeHue.

MpunoxeHus
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Mpuno>keHue A. NMonHbIN CNNCOK NOAAEPIXNBaEMbIX BEPCUN
oC

Ana CepBepa Dr.Web n Npokcn-cepsepa Dr.Web

OC cemenctBa UNIX
Linux, npn Hannumm 6nbamnoTtekn glibce 2.13 nam bonee NosgHen BepCun, BKAKOYAS:

e AnbT Linux 8

e AnbT Linux 9

e Astra Linux Special Edition (CMoneHck) 1.5 (c kymynatvBHbiM natyem 20201201SE15)
e Astra Linux 1.6 (c kymynatmBHbiM natyem 20200722SE16)

e Astra Linux 1.7

e Astra Linux Common Edition 2.12 Open

e Anbt 8 CI1

e [ocimHykc IC6

ilf B OC Anbt 8 CIN 1 TocanHykc IC6 paboTta ¢ MaHAATHBIMU YPOBHAMM AOCTyrNa He
noaAep>XunBaercs.

FreeBSD 11.3 nan 6onee no3aHen Bepcumn.

OC Windows
- 32 bit:

e Windows 7
e Windows 8
e Windows 8.1
e Windows 10

- 64 bit:

e Windows Server 2008 R2
e Windows 7
e Windows Server 2012

MpunoxeHus
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e Windows Server 2012 R2

e Windows 8

e Windows 8.1
e Windows 10
e Windows 11

e Windows Server 2016
e Windows Server 2019
e Windows Server 2022

Ana Ckanmnpyrowero cepsepa Dr.Web

YcraHoBka CKaHMpYHOLLEro cepBepa BO3MOXHa Ha BUPTyasbHOW MalUMHe, COOTBETCTBYHOLLEN
cnepyrowmm TpeboBaHuaM:

KomnoHeHT
lunepsu3zop

OnepayuoHHas
cucmema

lNpoyeccop

OnepamusHas
namsame

Mecmo Ha
Xecmkom oucke

Cemeseble
nook/ItoYeHuUs

Tpe6oBaHue
VMware, Hyper-V, Xen, KVM
Linux, FreeBSD

Cnincok onepaunoHHbIX CUCTEM aHa/IOTUYeH CMUCKY A1 aHTUBUPYCHOTO MakeTa
ans OC UNIX.

Mpoueccopbl C apXUTEKTYPO 1 CUCTEMOWN KOMaHZ,

e Intel/AMD: 32-6ut (IA-32, x86) 1 64-6uT (x86_64, x64, amd64);

He meHee 500 Mb cBo60oaHOW onepaTvBHON NaMATh (pekoMeHayetca 1 b u
bonee).

He meHee 1 b cBOH60OAHOrO ANCKOBOro NPOCTPaHCTBa.

Hannuune ceteBbix I'IO,EI,KﬂI-Ol-IEHVIl‘/lII

e [logkntoueHne K IHTepHeTy ans 06HOBNEHNS BUPYCHBIX 6a3 1 6a3 BCTPOEHHbIX
bunbTpOB.

° I'Io,a,Kmoqume ana O6Cf|y)KI/IBaHI/IFI 3arnpocoB OT BMPTYyaJibHbIX ar€HTOB.

MpunoxeHus
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Ana Arenta Dr.Web n aHTMBUpYyCcHOro nakerta

OC cemenctBa UNIX

KomnoHeHT

lMnamdgpopma

OnepamusHas
namsame

Mecmo Ha
>xecmkom oucke

OnepayuoHHas
cucmema

[poyee

Tpe6oBaHue

Moznep>xMBatOTCA MPOLLECCOPbI CEAYIOLLMX aPXUTEKTYP U CUCTEM KOMAHJ;
e Intel/AMD: 32-6uT (/A-32, x86); 64-6UT (x86-64, x64, amd64)

e ARM64

o E2K (32166pyc)

He meHee 500 Mb cBoboaHOW onepaTnBHOM NamaTu (pekoMeHayetca 1 b u
bonee).

He meHee 2 b cBOHOAHOrO ANCKOBOrO MPOCTPAHCTBA Ha TOME, Ha KOTOPOM
pacnosiaratoTca KaTasoru NpUaoXKeHns.

e FreeBSD 11, 12.

e Linux Ha ocHoBe azpa ¢ Bepcueli 2.6.37 nan HoBee, UCMO/b3YHoLLas
6unbamoteky glibc Bepcnmn 2.13 nan Hosee.

MepeyeHb Nogaep>kmnBaembix AUCTPMOYTMBOB Linux npuseseH HuxXe.

| OnepaunoHHas cucTema Jo/KHa Nojaep>KmMBaTb MeXaHU3M
: ayteHTUpukaumun PAM.

[nsa koppekTHol paboTbl komnoHeHTa SplDer Gate agpo OC
JOJIKHO ObITb COBPAHO CO BKIKOUEHMEM CIEAYHOLLUX OMLUNA:

o CONFIG_NETLINK_DIAG, CONFIG_INET_TCP_DIAG;

e CONFIG_NF_CONNTRACK_IPV4,
CONFIG_NF_CONNTRACK_IPVS,
CONFIG_NF_CONNTRACK_EVENTS;

o CONFIG_NETFILTER_NETLINK_QUEUE,
CONFIG_NETFILTER_NETLINK_QUEUE_CT,
CONFIG_NETFILTER_XT_MARK.

KoHKpeTHbIN Habop Tpebyembix OMLMI U3 YyKa3aHHOTO NepeyHs
MOXKeT 3aB1CeTb OT UCMOAb3yemoro anctpunbytmea OC
GNU/Linux.

Hannune ceteBoro noaknro4eHumAa:

o [loaxkntoueHmne K NHTEPHETY ANA obHOBEHMUSA BUPYCHbIX 6a3 1 KOMMOHEHTOB
NPUNOXKEHUA.

MpunoxeHus
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KomnoHeHT Tpe6oBaHue

e [pn paboTe B pexxvMe LieHTPasM30BaHHON 3aL1Tbl AOCTAaTOYHO TO/IbKO
NOAKNOYEHMNS K UCMOIb3YEMOMY CEPBEPY B PaMKax JI0KalbHOW CeTH, AOCTyrN B
WHTepHeT He TpebyeTcs.

ili B cnyyae ncnonb3oBaHmsa 64-6UTHON BEPCUM ONepaLMOHHON CUCTEMBI, AOMKHA ObITb
0653aTeNbHO BK/IOYEHa Noaaepskka UCMOAHEHNSA 32-OUTHBIX MPUNOXKEHUN.

Ana OC FreeBSD yctaHOBKa NpUAOXKEHWA BO3MOXHa TOJIbKO U3 YHVUBEPCalbHOro
nakera.

MporpaMMHbIV NPOAYKT NOAAEPKUBAETCSA ANA CeyoWmnX AUcTpmbyTvBoB Linux:

Mnardopma Moapep>xnBaembie ANCTpU6YTUBLI Linux

%86 64 e Astra Linux Special Edition (CmoneHck) 1.5 (c
- KymynateHbiM natdyem 20201201SE15), 1.6 (¢

KyMynaTvBHbIM natyem 20200722SE16), 1.7
e Astra Linux Common Edition 2.12 Open
e Debian 9, 10
e Fedora 31, 32
e CentOS 7, 8
e Ubuntu 18.04, 20.04
e AnbT Pabouas ctaHums 8, 9
e AnbT Cepsep 8, 9
e AnbT 8 CI
e PEJ OC Mypom 7.2, 7.3
e [ocamHykc 1C6
e SUSE Linux Enterprise Server 12SP3
e Red Hat Enterprise Linux 7, 8
x86 e CentOS 7
e Debian 10
e AnbT 8 CI

e AnbT Pabouas ctaHumsa 9

ARM®64
e Ubuntu 18.04

e CentOS 7, 8

e AnbT Pabouas ctaHumsa 9
e Anbt CepBep 9

e AnbT 8 CI

MpunoxeHus

13



A
d
A

-
f%‘) InaBa 2: Mpunoxxeuns

-
~

Mnardopma Moapep>xnBaembie ANCTpU6GYTUBLI Linux

e Astra Linux Special Edition (HoBopoccuinck)
411

Astra Linux Special Edition (JlennHrpag) 8.1 (c
KymynaTuBHbIM natyem 20200429SE81)

Anbt 8 CI1
Snbbpyc-4 MUCT 1.4
OMNO BK 3nb6pyc-8.32 TBIN.00311-28

E2K

ili B OC Anbt 8 CIN, Astra Linux Special Edition (HoBopoccuiick) 4.11 n F'ocannyke 1C6
paboTa C MaHZATHbIMW YPOBHSAMM AOCTyMNa He MOAAEeP>KMBAETCS.

Ans npounx anctpubytneos OC Linux, COOTBETCTBYHOLLMX ONUCAHHBIM TpeboBaHMAM, NOAHasA
COBMECTMMOCTb C MPWIOXEHVEM He rapaHTupyeTcs. MNpu BO3HUKHOBEHUN NPO6IeEM C
COBMECTMMOCTbIO C BalUMM AUCTPUOYTUBOM 0BpaTUTECh B TEXHUYECKYHO MOALEPKKY.

OC Windows
- 32 bit:

e Windows XP c SP2

e Windows Vista ¢ SP2

e Windows 7 ¢ SP1

e Windows 8

e Windows 8.1

e Windows 10 Bepcumn 21H2 nam 6onee paHHme
e Windows Server 2003 ¢ SP1

e Windows Server 2008 c SP2

- 64 bit:

e Windows Vista ¢ SP2

e Windows 7 ¢ SP1

e Windows 8

e Windows 8.1

e Windows 10 Bepcumn 21H2 nam 6onee paHHme
e Windows 11

e Windows Server 2008 c SP2

e Windows Server 2008 R2 ¢ SP1

e Windows Server 2012

MpunoxeHus
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e Windows Server 2012 R2
e Windows Server 2016
e Windows Server 2019
e Windows Server 2022

@ Mockonbky koMmnaHusa Microsoft npekpaTtvaa nogaepskky anroputMa xelmpoBaHus

: SHA-1, nepeg yctaHoBkon AreHTa Dr.Web Ha Windows Vista, Windows 7, Windows
Server 2008 nan Windows Server 2008 R2 y6eanTech, 4To B ONepaLMoHHON cnucteme
nogsepxunsaertca aaroput™m wudposaHuna SHA-256. [1aa aToro yctaHoBuUTe BCe
pekomeHzyeMble 0bHoBAeHNA U3 LleHTpa obHoBAeHUs Windows. MNMogpobHyto
MHGOPMaLMIO O HEOOXOAMMbIX NakeTax O6HOBEHWI Bbl MOXETE HaNTN Ha

OQDVIQVIaJ'IbHOM canTe KoMMnaHuu «AOKTOQ Beb».

_/_IE YaaneHHas yctaHoBka AreHToB Dr.Web HeBo3MOXHa Ha pabouvie cTaHLMM NOZA
ynpasneHnem OC cemerictea Windows pegakuuin Starter 1 Home.

macOS

OS X 10.11 El Capitan
macOS 10.12 Sierra
macOS 10.13 High Sierra
macOS 10.14 Mojave
macOS 10.15 Catalina
macOS 11.5 BigSur
macOS 12 Monterey

OC Android
Android 4.4
Android 5.0
Android 5.1
Android 6.0
Android 7.0
Android 7.1
Android 8.0
Android 8.1
Android 9.0
Android 10.0
Android 11.0

MpunoxeHus
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MpunoxxeHue b. Hactpoukn gna ncnonbozosanua CYbA.
NMapametpsbl gpaniBepos CYB/,

@ CrpykTtypa 6a3bl gaHHbIx CepBepa Dr.Web soctynHa B BUae otaensHoro
OAHOVIMEHHOr0O PyKoBOACTBA. [JJOKyMEHT MOXHO OTKpbITh 13 pa3jena Moaaepikka B
LleHTpe ynpaBneHus 6esonacHoctbo Dr.Web.

B kauecTBe 6a3bl gaHHbIXx CepBepa Dr.Web moxeT ncnoab3oBatbcs:

e BcTpoeHHas CYB/[;

e BHelwHas CYB/.
BctpoeHHasa CYb/
Mpw HacTpolike obpatyeHms K BcTpoeHHow CYB/, ans xpaHeHus 1 06paboTku AaHHbIX

MCMNO/Ib3YHOTCA NapameTpbl, NpuBeeHHble B Tabavue B-1.

Ta6bauua b-1. BctpoeHHasa CYB/,

Nmsa 3HaueHue no OnucaHne
ymMonuaHuio
DBFILE database.sqglite MyTb K panny 6a3bl JaHHbIX
CACHESIZE 2048 Pasmep Kelua 6a3bl AaHHbIX B CTPaHMLAX
PRECOMPILEDC 1048576 Pasmep Kella NpeaKOMMUAMPOBaAHHbIX sql-onepatopos B
ACHE bariTax
MMAPSIZE e Ana OC UNIX — MakcManbHbIi pasmep daiina 6asbl gaHHbIX B 6aiTax,
10485760, KOTOPbIN AOMycKaeTcs oTobpaxaTb Ha agpecHoe
e ans OC Windows —  MPOCTPaHCTBO MpoLecca 3a OAWH pas.
0
CHECKINTEGRI QUICK MpoBepka LenocTHocTn obpasa 6a3bl AaHHbIX NPU 3amnycke
TY Cepsepa Dr.Web:

e FULL — MOJiIHaa NpoBepkKa Ha npeaMeT owmnbok,
CBfi3aHHbIX ¢ orpaHuyeHmnamun suga UNIQUE, CHECK n
NOT NULL, Heynopsfo4YeHHbIX 3anuncen, NponyLLeHHbIX
CTPaHUL, U HEKOPPEKTHbIX NHAEKCOB,

e QUICK — ObICTpbIVi BapuaHT npoBepky, 6e3
OTCNEXMBaHWA OLINMOOK OrpaHUUYEHN N HEKOPPEKTHBIX
NHAEKCOB,

e NO — NpoOBepPKa He BbIMOJHAETCA.

MpunoxeHus
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AUTOREPAIR NO

WAL

WAL-MAX-
PAGES

WAL-MAX-
SECONDS

YES

1000

30

SYNCHRONOUS FULL
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ABTOMaTUYeCKOE BOCCTaHOB/EHWE NMOBPEXAEHHOTO
obpa3za 6a3bl gaHHbIX Npu 3anycke Cepeepa Dr.Web:

e YES — BOCCTaHOB/eHWe obpa3a 6a3bl AaHHbIX
3anyckaetca Kaxaplin pa3 npu 3anycke Cepsepa Dr.Web,

e NO — aBTOMaTU4eCcKoe BOCCTaHOB/IEHNE OTKAHOUEHO.
Vicnonb3oBaHme ynpexxaatoLlero XKypHaanposaHua
(Write-Ahead Logging):

e YES — XYypHa/iMpoBaHue BKIOYEHO,

e NO — XYypHaAnpoBaHVe He NCMOJb3yeTcs.
MakcrmManbHOe uncno “rpsasHbIX” cTpaHuL, npu

[JOCTUXKEHMI KOTOPOrO OCYLLECTBAAETCA 3anunch CTpaHuL,
Ha AWCK.

MakcnmanbHoe Bpems, Ha KOTOpOe OTK/1aAblBaeTcsa 3anunchb
CTPaHWL, Ha AMCK (B CEKyHAAX).

PeXXMM CUHXPOHHOW 3anucy U3MeHeHUM B 6ase AaHHbIX
Ha AnCK:

e FULL — MOJIHOCTbHO CMHXPOHHAas 3anmcb Ha AMCK,

e NORMAL — CUHXPOHHAs 3anucb KPUTUYHBIX AaHHbIX,

e OFF — aCMHXPOHHas 3anuchk.

B kauectBe BcTpoeHHoun CYB/, npeaoctaBasetcs SQLite3 — CYB/, nopaepxuBaemas CepBepom

Dr.Web, HaunHas c Bepcum 10.

BHewHasa CYB/J

B kauecTBe BHeluHen 6a3bl faHHbIX CepBepa Dr.Web mMoXeT ncnonb3oBatbCs:

e CYB/, Oracle. OnncaHune HacTponkun npuseseHo B [punoxenun B2. Hactpoiika apavisepa B/l
ana Oracle.

o CYB/l PostgreSQL. OnucaHwue HacTpoek, Heobxoaumbix ana CYB/, PostgreSQL onucaHo B
[MpwunoxxeHumn B3. Ncnoab3zoBanme CYB/ PostgreSQL.

¢ Microsoft SQL Server/Microsoft SQL Server Express. s goctyna k gaHHbiM CYB/, moxet
ncnonb3oBatbca ODBC-apaviBep (HacTpoika napametrpoB ODBC-aparieepa ana OC Windows
npusegeHa B [Mpunoxenun B1. Hactpoinka ODBC-apanBepa).

A

MNoasep>xmnaetcs ncnonb3osaHne Microsoft SQL Server 2008 nan 6onee no3aHer
Bepcuun. PekomeHayeTcs ncnonbsosaHue Microsoft SQL Server 2014 n 6onee nosaHew

BEPCUN.

MpunoxeHus
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B4 Microsoft SQL Server Express He pekoMeHAyeTCs /i pa3BepTbiBaHWA aHTUBUPYCHOMN
ceTn ¢ bonbLlnM KoanyectBoM cTaHumn (ot 100 n 6onblue).

Mpu noakntoueHnm Microsoft SQL Server B kauectse BHewHel b/l k Cepsepy Dr.Web,
paboTatowemy nog OC cemeiictBa UNIX, koppekTHas paboTa uepe3 ODBC c FreeTDS He
rapaHTupyeTcs.

Mpw BO3HMKHOBEHWUW NpeaynpexaeHunii nam owmnbok B pabote Cepeepa Dr.Web c CYB/,
Microsoft SQL Server uepe3 ODBC cnegyet y6eanTbCs, UTO Bbl UCMOJb3YeTe NOCAEAHIOH
poctynHyro Bepcuio CYB/L ana gaHHOW pegakumu.

C tem, Kak onpeaennTb Haanydme O6HOBJ'IEHI/II7I, Bbl MO>XXeTe O3HaKOMUTbCA Ha

cnesyrollen cTpaHuLe komnanum Microsoft: https://docs.microsoft.com/en-
US/troubleshoot/sgl/general/determine-version-edition-update-level.

YT06bI COKPaTUTL KOANYECTBO BAOKMPOBOK NMpu ncnosbzosaHnm CYB/, Microsoft SQL
Server ¢ ypoBHEM U30A5LMM TpaH3aKLmi no ymondaHuto (READ COMMITTED),
pekomeHayetca Bkatountb napametrp READ_COMMITTED_SNAPSHOT, BbinoaHuB
cnepyrowwyro SQL-komaHay:

ALTER DATABASE <Ha3BaHMe 0Oa3bl IOaHHEIX>
SET READ COMMITTED SNAPSHOT ON;

KomaHgay cnesyeT BbIMOAHATL B PEXMME HEABHbIX TPAH3aKUMIA 1 NMPU e4MHCTBEHHOM
CYLLEeCTBYHOLLEM MOAKNHOUEHUN K Ba3e AaHHBbIX.

CpaBHMUTe/IbHbIE XapaKTEePUCTUKUN BCTPOEHHbIX U BHewHux CYB/J,

A

Ncnonb3oBaHwme BcTpoeHHoM b/l gonyctmo npu nogkntoueHunn k Cepeepy Dr.Web He

6onee 200-300 ctaHumii. Ecnv no3BosisieT annapaTtHas KOHGUrypaums KoMnbroTepa, Ha
KoTopom yctaHoBneH Cepsep Dr.Web, n Harpy3ska no npoymm 3asavam, BbINOJHAEMbIM
Ha A@aHHOM KOMIMbIOTEPE, BO3IMOXHO nogiitoveHne o 1000 ctaHumi.

B NPOTNBHOM Cay4dae HeO6XO/.'l,VIMO McrnoJib3oBaTb BHELWHHOHO BA.

Mpw ncnonb3oBaHum BHewHen b/ n noakntoueHum k Cepsepy Dr.Web 6os1ee 10000
CTaHUMIA peKOMeHAYeTCs BbINMOJHEHNE CeAYHOLLNX MUHUMAabHbIX TpeboBaHWMI:

e npoueccop ¢ yactotor 3w,

e onepaTtneHas namatb — oT 4 ['b ana Cepsepa Dr.Web, ot 8 'b — ans cepsepa b/,

e OC cemencrtea UNIX.

MpunoxeHus
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Mpu BbIGOpe Mexay BCTPOEHHOM 1 BHeLLHeM 6azaMu CiesyeT yuecTb HEKOTOPble NapameTpbl,
npucywme kaxgon n3 CYB/:

e B 60abLLIMX aHTMBUPYCHbIX ceTsx (cBbiwe 200-300 cTaHLmMin) peKoMeHAYeTcs UCNob30BaTh
BHewwHtoto B/l, bonee yctonumByto k c6osiM, Yem BCTPpOeHHble B/,

e [pn ncnonb3oBaHWM BCTpOeHHOM B/l He TpebyeTcs ycTaHOBKa KOMMOHEHTOB CTOPOHHMX
npovsBoAuTenein. PekoMeHayeTcs Npy TUMMYHOM MCMO/Ib30BaHUM.

e BcTpoeHHas 6a3a faHHbIX He TpebyeT 3HaHWM agMuHucTpupoBaHmns CYB/, n ABaseTcs XopoLumnm
BbIBOPOM A1 aHTUBUPYCHOW CETU MaNoro 1 cpeaHero MacTtaba.

e BHelwHIo0 6a3y MMeeT CMbICA UCNOb30BaTb B TOM C/y4yae, eCv noApasyMeBaeTca
camocToaTenbHaa paboTta ¢ CYB/, Tpebytolias npsaMoro goctyna K 6ase. [Npu aTom mMoryT
MCNoab30BaTbCA CTaHAapTHble APl ana goctyna Kk 6a3am gaHHbix, Takme kak: OLE DB, ADO.NET nan
ODBC.

b1. Hactponka ODBC-ppanBepa

Mpw HacTpolike obpalleHus K BHewHen CYB/, ana xpaHeHns 1 06paboTkm AaHHbIX NCMOb3YHOTCS
napameTpbl, NpuBeaeHHbIe B Tabane Bb-2 (KOHKpeTHble 3HaUeHVs NpUBeAEHbI 418 MpUMepa).

Ta6nuua b-2. NMapameTtpsbl ans ODBC-noakntoueHus

Nma 3HaueHune OnucaHue

DSN drwcs Vmsa Habopa gaHHbIX

USER drwcs Vima nonb3osaTens

PASS fUgRbrmlvI Maponb

TRANSACTION DEFAULT Bo3MOXHble 3HaueHna napametpa TRANSACTION:
e SERIALIZABLE

READ UNCOMMITTED

READ COMMITTED

REPEATABLE READ

DEFAULT

3HauyeHVe No ymonyaHuo DEFAULT O3HayaeT "MCrnoab3oBaTth
ymonvaHue SQL-cepsepa”. MNoapobHee 06 ypOBHSAX M30aaLUN
TpaH3aKLUMin CMOTpUTE B AOKYMeHTaLmm no cooTBeTcTByowwen CYBA.

_/_IE YT06b1 MCKNOUMTE NPOBAEMBI C KOAVPOBKOW, HEOBXOAMMO OTKIOUNTL CAeAytoLme
napametpbl ODBC-gpatisepa:

MpunoxeHus
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¢ Ncnonb3oBartb pernoHasibHble NapamMeTpbl NP BbiBOAE BaJIlOT, Uncen, Aat n
BpeMeHN — MOXET Bbl3BaTb owmnbkn npu CI)OpMaTVIpOBaHVIVI YNCNOBbIX NMapaMeTpPoOB.

e BbinonHATb nepeBoj CUMBOJIbHbIX AAHHbIX — MOXET BbI3blBaTb HEKOPPEKTHOE
OTO6pa)KeHVIe CMMBOJIOB B LLeHTpe ynpaBaeHnAa AnAa napaMeTpos, npuwealnx mn3
6asbl JAaHHDbIX. OH yCTaHaBAMBaET 3aBUCMMOCTb OTO6pa>KeHl/IFI CMMBOJIOB OT
A3bIKOBOroO NMapamMeTpa And nporpamMm, He NCnoJib3yroLwnx Unicode.

Mpw co3paHum HoBoW 6a3bl gaHHbIX B CYB/, Microsoft SQL HeobxoaMMO yka3biBaTb
COPTUPOBKY C y4eToM perncrpa (cyppukc CS) 1 € y4eToM ANaKpUTUYECKMX 3HAKOB
(cypdukc AS).

Cama 6a3a faHHbIX co34aeTca npeaBapuTenbHO Ha SQL-cepBepe ¢ napameTpamy, yKasaHHbIMU
BbILLE.

Heobxoaumo Takxke HacTpoutb napametrpbl ODBC-gpainBepa A1 KOMMNbHOTEPA, Ha KOTOPbIN
yctaHoBneH Cepsep Dr.Web.

G NHdopmaumto no Hactporike ODBC-apanBepa nog OC cemeinctBa UNIX MOXHO HanTu
: Ha http://www.unixodbc.org/ B pa3gene Manuals.

Hactponka ODBC-apanBepa gnas OC Windows

YT106bI HacTpoUTb NapameTpbl ODBC-apaiiBepa

1. Ha MaHenwu ynpaBnenuna OC Windows Bbibepute NyHKT AAMUHUCTPUPOBaHUe, B
OTKPbIBLUEMCA OKHe ABaXZbl LenkH1Te no 3Hauky UctouHmnkm gaHHbix (ODBC). OTkpoertca

OKHO AAMWHUCTPaTOpP UCTOUHUKOB AaHHbIX ODBC. lNMeperianTe Ha Bknaaky CucremHubiii DSN.

2. Haxwmure kHonky lo6aButb. OTkpoeTCs OKHO BblibOpa Apansepa.

3. Bbibepute B cnncke nyHKT, cootBeTctByowmnin ODBC-apariBepy ana gaHHou b/, n Haxxmute
kHornKy FoToBo. OTKpoOeTcA NepBoe U3 OKOH HAaCTPOMKM A0CTyNa K cepBepy 6a3 AaHHbIX.

& Mpwn ncnonbzoBaHum BHewwHel CYB/, Heo6X0ANMO YCTaHOBUTb MOCAEAHIO BEPCUIO
ODBC-gpaiiBepa, noctaBasemyto ¢ gaHHow CYB/. Micnonb3osaHne ODBC-apaiiBepa,
nocraeasemoro BMmecte ¢ OC Windows, He pekomeHgoBaHoO. VckntoueHrem sBastoTca
B, noctaBnsemble Microsoft 6e3 ODBC-apatiBepa.

4. YkaxuTe napameTpbl 4OCTyNa K UCTOYHMKY JaHHbIX, COBMajatoLue ¢ napaMmeTpamy, 3a4aHHbIMU

B HacTpowkax Cepsepa Dr.Web. Ecam cepBep B/} HaxoAWUTCA HE Ha TOM XK€ KOMIMbIOTEPE, UTO U
Cepep Dr.Web, ykaxute B none CepBep IP-agpec nam nma cepsepa bJl. Haxxmute kHonky
Aanee.

5. BbibepwuTe onuuio NpoBepKa NOAJIMHHOCTM yueTHOM 3anucu SQL Server v 3aaavite
HeobXxoAMMble yUeTHble AaHHble NoJib3oBaTens Ana foctyna kK b, Haxmute kHonky Manee.

MpunoxeHus
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B Bbinagatowwem cnucke Ucnonb3oBaTb No ymonuaHuio 6asy aaHHbIX BbibepuTe 6a3y
AaHHbIX, ucnonblyemyto Cepsepom Dr.Web. Mpu 3Tom 0653aT€1bHO AOKHO ObITh YKa3aHO MMSA
6a3bl gaHHbIX CepBepa Dr.Web, a He 3HaueHune Default.

Y6eputechb, UTO yCTaHOBAEHBI Ceaytolme daarv: 3ak/toueHHble B KaBblUKU
naeHTndpukaropnbl B popmate ANSI, 3HaueHus null, LLabnoHbl  NnpegynpexxaeHns B
¢opmarte ANSI. Haxxmute kHonky [anee.

| Ecnv npu Hactpoiike ODBC-gpaliBepa nmeeTcsi BO3MOXHOCTb U3MEHUTb A3bIK
: CUCTEMHBIX coobLleHnn SQL-cepBepa, HEOBXOANMO YCTaHOBUTD aHINNIACKUIA A3bIK.

MO OKOHUYAHWMK HACTPOWKIN HaXKMUTE KHOTIKY FoToBO. OTKPOETCH OKHO CO CBOAKOM 3ajaHHbIX
BaMu NapameTpoB.

[ns NnpoBepKM NPaBWUIBHOCTU HAaCTPOEK HaXXMuUTe KHOMKY MpoBepuTb MCTOUHUK AAaHHbBIX.
Mocne coobuieHns 06 ycnewHoCcT NPoBepPKN HaxkmuTe KHonky OK.

b2. Hactpoiika apaviBepa b/, pna Oracle

O6uwee onncaHue

Oracle Database (nnn Oracle DBMS) — o6bekTHo-penaumoHHas CYB/. Oracle moxeT 6biTb
ncnosb3oBaHa B kavectBe BHewHen b/, ans Dr.Web Enterprise Security Suite.

Cepsep Dr.Web moxet ncnonszosats CYB/], Oracle B kauecTBe BHeLUHen 6a3bl Ha BCeX

nnatdopmax, kpome FreeBSD (cm. n. YcTaHOBKa 1 NoafepXMBaeMble BEPCUN).

Uro6bl ucnonbsosBatb CYB/J, Oracle

1.

YcraHoBuTb 3k3emnasp b/ Oracle ¢ HacTpolikaMu KOAMPOBKN AL32UTFE8. TakKe MOXHO
MCNOAb30BaTh CyLLECTBYHOLW MM 3k3eMnasap b/, ¢ ykazaHHOW KOAVPOBKOM.

Hactpoutb gparisep b/l Ha ncnosnb3oBaHWe COOTBETCTBYOLLLENA BHeLWHeN 6a3bl. 9TO MOXHO
caenatb B KOHQUrypaumnoHHom darie nam npv nomolum LieHtpa ynpaeaeHunsa: meHto
Kondpwurypauusa Cepsepa Dr.Web, Bkragka basa gaHHbIX.

& Ecau Bbl NiaHMpyeTe NCNob30BaTh B KaUECTBe BHeLLHeW 6a3bl gaHHbIx b/, Oracle
yepe3 ODBC-noakntoueHue, To npu yctaHoske (0bHoBneHnn) Cepaepa Dr.Web, B
HaCTpoWKax MHCTaNASaTOpa OTMEHUTE YCTaHOBKY BCTPOEHHOro kaveHTa ana CYB/ Oracle
(B pa3gene Mopaepikka 6a3 gaHHbIX — [paiiBep 6a3bl gaHHbIX Oracle).

B npotuBHom cnyuae paborta ¢ b/l Oracle uepe3z ODBC 6yaeT HeBO3MOXHa M13-3a
KOHdIMKTa BrUbanoTek.

MpunoxeHus
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MoakntoueHme k b/, Oracle ot anua cucteMHbIx nosb3oBaTesnen SYS n SYSTEM, a Takxke
¢ npusunernamm SYSDBA n SYSOPER 3anpelyeHo.

YcTaHOBKa 1 noaaep>xmBaemMbie Bepcumn

[ns BO3MOXHOCTK ncnonb3osaHusa b/l Oracle B kauecTBe BHelLHel 6a3bl HEOOXOAMMO YCTaHOBUTb
ak3emnaap b Oracle n HacTpouTb Ans Hero KOAMPOBKY AL32UTF8 (CHARACTER SET AL32UTF8
/ NATIONAL CHARACTER SET AL16UTF16). 9TO MOXHO CAenaTb CieAyoLwmmMmn cnocobamu:

1. Mpw nomowwm nHctannatopa b/, Oracle (ncnonb3yiiTte paclUMpPEHHbIN PEXMM YCTaHOBKN U
KoHpurypmposaHusa b/).

2. TMpwv nomowm SQL koMmaHabl CREATE DATABASE.

Bonee nogpo6bHas nHbopmaums o co3ganum n koHourypaumm b nprveeseHa B JOKyMeEHTaL MK K
b/, Oracle.

ZIE B cnyyae ncnonb3oBaHWsA KOAMPOBKM, OTAUYHOM OT yKa3aHHOW, HaLMOHa bHble
CUMBOJIbI ByAyT OTO6PaXKaTbCA HEKOPPEKTHO.

KnuneHt ansa gocryna k b/, (Oracle Instant Client) BxogunT B cocTtaB yctaHoBoYHOro naketa Dr.Web
Enterprise Security Suite.

Mnatpopmbl, noaaepxxmeaemble CYB/, Oracle, npuBeaeHbl Ha cavite NpoOn3BoOANTENS.

Mnatdopmsl, noaaepxxmeaemble Oracle Client, npvBeaeHbl Ha canTe NPOV3BOAUTENS.

Dr.Web Enterprise Security Suite nogaep>xwaet CYb/, Oracle Bepcun 11 n no3aHee.

Takxxe obpaTnTe BHMUMaHME Ha cucTeMHble TpeboBaHus k CepBepy Dr.Web npwu paboTe ¢ BHelwHel
6a3o01 sgaHHbIx Oracle (cM. PykoBoacTBO no yctaHoBKe, M. CucteMHble TpeboBaHus).

MapameTpbl

Mpwn HacTpolike obpalueHns k CYB/Z Oracle ncnonb3ytoTcs napameTpsbl, onucbiBaemble B Tabavue b-
3.

Ta6aunua b-3. Mapametpbl CYB/, Oracle

Mapametp OnucaHune
drworacle Nma apaneepa
User Vimsa nonb3osaTens b/l (06a3atenbHbIN)
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Mapametp OnucaHue
Password Maposb nosb3oBaTens (0bs3aTesbHbIN)
ConnectionString CTpoka coenHeHuns ¢ 6a3on AaHHbIX (0b6s3aTebHbIN)

®dopmar cTpokm coeamnHenms ¢ CYB/J, Oracle cnepyrowmia:

/ / <host>: <port>/<service name>

rae:

e <host> — IP-agpec mbo nms cepsepa Oracle;

[V

e <port>— nopT, KOTOPbIN "caywaeTt" cepeep;

e <service name> — umsa b/, K KOTOPOI HEOHXOAMMO MOAKIOUNTLCS.

Hanpumep:
//myserverlll:1521/bjava2l
rae:

e myserverl111l — ums cepBepa Oracle.
e 1521 — nopT, KOTOPbIK "cnylwaet” cepsep.

e bjava2l — umsa B[], K KOTOPON HEOHXOAMMO MOAKAOUUTLCS.

Kondurypauusa apavisepa CYB/, Oracle

Mpwu ncnonbzoBaHum CYB/, Oracle He06x0AMMO U3MEHUTb ONpeaeneHme 1 HacTPoKikK agparisepa b/

OZHUM U3 CIeAYHOLMX CMOCO60B:

e B LleHTpe ynpaBaeHus: NyHKT AGMUHUCTPUPOBaAHUE M1aBHOTO MeHto — NyHKT KoHgurypauumsa
CepBepa Dr.Web ynpaenstowiero meHto — Bknaska basa gaHHbIx — BbibpaTh B BbiNnagaroLLem
cnucke basa aaHHbIX TN Oracle, ycTaHOBUTL HACTPOVIKM COracHO popmaTy, NMPUBESEHHOMY

BblLLeE.

e B koHdurypauvorHHom daine Cepepa Dr.Web.

Bb3. Ucnonb3oBaHuue CYB/, PostgreSQL

O6uwee onncaHue

PostgreSQL — obbekTHO-pensumnonHas CYB/. ABnsetca cBO6OAHON anbTepHATUBOM
koMmepueckon CYB/, (takmm kak Oracle Database, Microsoft SQL Server u gp.). B 60sbLumx
aHTMBMPYCHbIX cetax CYB/, PostgreSQL moxeT BbITb MCNONb30BaHa B KayecTBe BHeluHel b/ ans

Dr.Web Enterprise Security Suite.

MpunoxeHus
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Yr106b1 Ncnonb3oBaTb PostgreSQL B kauecTBe BHelwHel b/,

1. YcraHoBuTb cepsep PostgreSQL nam Postgres Pro.

2. Hactpowutb CepBep Dr.Web Ha ncnonb3oBaHve COOTBETCTBYHOLLEN BHELUHEN H6a3bl. 3TO MOXHO

caenatb B KOHQUrypaumnmoHHom daiie nam npu nomolum LieHtpa ynpaeaeHus: B MeHto
KoHdwurypauusa Cepsepa Dr.Web, Ha Bknazke basa gaHHbIX.

if Mpw noakntoveHnn k b/l PostgreSQL moxeT 6bITb MCMOIb30BaHa TOIbKO aBTOPU3aLMs

trust, password n MD5.

YcTtaHOBKa U nogaep>kuBaembie Bepcumn

1. 3arpy3ute camyto nocneaHoto Bepcuto becnaatHoro npogykrta PostgreSQL (cepsep PostgreSQL
n, ecam Heobxoammo, cooTseTcTBytowmin ODBC-apaiiBep) nav, No KpanHen Mepe, He
ncnonb3yiTe Bepcuto paHee yeM 8.4 nam 11.4.1 ana Postgres Pro.

2. Cospgawte 6a3y gaHHbIx PostgreSQL oagHuM 13 cnegyroLmx cnocobos:

a) Mpw nomowm rpaduyeckoro nHTepdeinca pgAdmin.

b) Mpwn nomowm SQL-komaHabl CREATE DATABASE.

ilf basa gaHHbIX foKHa 6bITh co3aaHa B koamposke UTFS.

Mepexog Ha BHewHtow b/ onuncan B n. CmeHa tvna CYB/, Dr.\Web Enterprise Security Suite.

Tak>xe 0bpaTnTe BHUMaHMe Ha cMcTeMHble TpeboBaHus K Cepaepy Dr.Web npu paboTe ¢ BHelHel
6a3on gaHHbIX PostgreSQL (cM. PykoBoacTBO Mo yctaHOBKe, M. CucteMHble TpeboBaHus).

MapameTpbl

Mpw HacTpolike obpaluenus k b PostgreSQL ncnonb3yroTca napameTpbl, OnvcbiBaemMble B TabanLie

b-4.

Ta6bauua b-4. PostgreSQL

Nma 3HaueHue no
yMon4YaHuIo
host < flokansHsIl

UNIX-cokem >

port

OnucaHue

XocTt cepepa PostgreSQL

MopT cepBepa PostgreSQL nan pacwmpeHne nMmexmn
danna coketa

MpunoxeHus
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Nmsa 3HaueHue no OnucaHune
YMOJIYaHUIO
dbname drwcs HazBaHuve 6a3bl gaHHbIX
user drwcs Mmsa nonb3oBatens
password drwcs Maponb
options Onuuu oThagKn/TpacCMpoOBKK AN OTMPaBKM CepBepy
requiressl e 1 ang 3anpoca yctaHoBkKM SSL coeamHeHuns

e 0 Ana OTCYyTCTBUA 3anpocCa

temp_tablespaces MpocTpaHCTBO MMeH AN BPeMEHHbIX Tabauyy,
default_transactio Pexnm nsonaumm tpaHsakumm (CM. JOKyMeHTaLMIo K
n_isolation PostgreSQL)

TexHV4Yeckyto MHPOPMALMIO MOXKHO TakXKe HalTu no agpecy https://www.postgresgl.org/docs/.

BsaumopgeincTtBue Cepepa Dr.Web c B/} PostgreSQL uepe3s UDS

Mpw yctaHoBke CepBepa Dr.Web 1 b/l PostgreSQL Ha 04HOWM MallMHe BO3MO>XHa HaCTpPOMKa KX
B3avmogencteus yepes UDS (zomeHHbIn cokeT UNIX).

UYro6b1 HacTpouTb paboty uepes UDS

1. B koHPurypaumoHHom darine b/l PostgreSQL postgresqgl . conf nponucaTb CreayoLLyro
avpekToputo ana UDS:

unix socket directory = '/var/run/postgresql'’

2. Mepe3sanyctutb PostgreSQL.

Hacrtpoiika 6a3bl gaHHbix PostgreSQL

[na yBenmyeHns nponsBoamnTenbHOCTM Npun paboTe ¢ 6a3on faHHbIX PostgreSQL pekomeHayeTcs
MPOBECTN HAaCTPOIKY Ha OCHOBE MHPOPMaLUK 13 0dULMANbHBIX PYKOBOZACTB MO 6a3e JaHHbIX.

B cnyuae ncnonb3oBaHus 6asbl AaHHbIX OO/bLLUMX Pa3MEPOB U MPU HAIMYNK COOTBETCTBYHOLLIMX
BbIUYMNCAUTEbHBIX PECYPCOB, PEKOMEHAYETCA HAaCTPOUTL CeaytoLLMe napameTpbl B
KOHOUrypaumnmoHHom danne postgresqgl . conf:

MwuHMManbHas HacTpolika:

shared buffers = 256MB

MpunoxeHus

25


https://www.postgresql.org/docs/

17
),
K

InaBa 2: Mpunoxxeuns

Pu)
$

temp buffers = 64MB

work mem = 16MB

PacluvpeHHas HacTpoika:

shared buffers = 1GB

temp buffers = 128MB

work mem = 32MB

fsync = off

synchronous commit = off

wal sync method = fdatasync
commit delay = 1000

max locks per transaction = 256

max pred locks per transaction = 256

& I'IapameTp fsync = off 3HaUMUTENbHO NOBbILLIAET NPON3BOANTENbLHOCTb, O4HAKO
MOXeT npmnBecTn K NMOJHOM noTtepe AaHHbIX B CayYae OTKNKOYEHUA NUTaHNA NN cbos
cuctemMbl. OTKAKOUEHME napameTpa fsync peKoMeHAyeTCs TOJIbKO Mpu Haanumnm
pe3epBH0|7| Konuu 6asbl [AaHHbIX 414 BO3MO>XHOCTW e€e NMOJIHOIro BOCCTaHOBJ/IEHUA.

Hactpoiika napameTpa max locks per transaction MOXeT 6bITb Mone3Ha 414
obecrneyeHuns becnepeboiHoM paboThl NpU MaccoBOM obpalleHumn K Tabanam 6asbl
JaHHbIX, B YaCTHOCTW, NMPu 0BHOBAEHUN 6a3bl AaHHbIX O HOBOW BepCuu.

b4. Ucnonb3oBanme CYB/J MySQL

O6uwee onncaHue

MySQL — kpoccnnatdpopmeHHas cBoboAHaa penaumoHHas cucteMa ynpassieHns 6asamm JaHHbIX.
CYBJ, MySQL moxeT 6bITb CNob30BaHa B KayectBe BHewHel b/l ana Dr.Web Enterprise Security
Suite.

UYro6b1 Mcnonb3oBaTh MySQL B kauecTBe BHelwHel B/

1. YcraHoButb cepeep MySQL.

MpunoxeHus
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2. Hactpowutb CepBep Dr.Web Ha ncnosb3oBaHve COOTBETCTBYHOLLLEN BHELLHEN H6a3bl. 9TO MOXHO
caenatb B KOHOUrypaumnmoHHom darie nav npu nomowm LieHtpa ynpaBaeHus: B MeHI0
Kondpurypauusa Cepsepa Dr.Web, Ha Bknazke basa gaHHbIX.

YcTraHOBKa M noaaep>meBaembie Bepcuun
Dr.Web Enterprise Security Suite noagaep>wuaet creayrowme sepcum CYBJ, MySQL:

e MySQL — c Bepcum 5.5.14 fo Bepcum 5.7, a Takxe Bce Bepcum, HaumHasa ¢ 8.0.12,

e MariaDB — 10.0, 10.1, 10.2, 10.3, 10.4.

Mocne ycraHoskun CYB/, nepes co3saHnem HOBOW 6a3bl JaHHbIX HEOOXOAMMO 3aaThb CaeaytoLme
HaCTPOWMKWN B ee KOHPUrypaLMOHHOM daiine (3a NoApobHOCTAMU 0BpaTUTECH K AOKYMEHTaL MK
Bawen CYB/):

Ona MySQL Bepcuii 5.X:

[mysqgld]

innodb large prefix = true
innodb file format = barracuda
innodb file per table = true

max allowed packet = 64M

Ona MySQL Bepcuia 8.X:

[mysqld]
innodb file per table = true

max allowed packet = 64M

Ecam Bepcus ncnonbzyemown CYB/, MariaDB panee 10.2.4, T0 B KOHOUrypaumoHHOM daiine Takxe
HeobxoANMO yKasartb:

binlog format = mixed

MapameTpbl

Mpw HacTpolike obpalleHna k CYBJ MySQL ncnonb3ytoTcs napameTpbl, ONucbiBaemble B TabauLe
B-5.
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Tabaunua b-5. MapameTtpbl CYBJ, MySQL

Nma 3HaueHue no
yMoluYaHu1Io

HOST localhost

PORT 3306

DBNAME

USER

PASSWORD QUICK

PRECOMPILEDC 1048576
ACHE

SSL NO

OnucaHune

e [Mpu noakntoueHnn K base gaHHbIx no TCP/IP — agpec
cepBepa 6a3bl JaHHbIX.

e [pu ncnonbzoBaHum UDS — nyTb k danny coketa UNIX.
Ecnn nytb He 3agaH, Cepeep Dr.Web nonbitaetcs HanTu
dain B cTaHAapPTHbIX AnpekTopuax mysqld.

e [Mpn noaknrtoUeHnn K base gaHHbIx No TCP/IP — Homep
nopta AN NOAKIOYEHMA.

e pu ncnonbzosaHun UDS — umsa darina coketa UNIX.

HazeaHue 6a3bl AaHHbIX
PervcrpaunoHHoe nmMs nosib3oBaTesns 6a3bl AaHHbIX
Mapoab Nosb3oBatens 6a3bl 4aHHbIX

Pasmep Kella NpeaKOMMUAMPOBaAHHbIX sql-onepatopos B
banTax

Vicnonb3oBatb TObKO SSL-coeanHeHns:

e YES — NoAKNOUYaTbCs K 6a3e JaHHbIX TONbKO Npu
YyCNOBUM NCMONB30BaHMA npoTokona SSL,

e NO — npoTokos SSL npu nogktoueHnn K 6ase JaHHbIX
He obA3aTeneH.

MpunoxeHus
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NMpunoxeHne B. AyteHTdPUuKauma agMMHNCTPaToOpoOB

@ BasoBas nHbopmaLms no ayTeHTUbMKaLMKN agMrHMCcTpaTopoB Ha Cepeepe Dr.Web

npuseseHa B PykoBoacTBe agMUHUCTPaTOpa, B M. AyTeHTudurKaLma
MWHWCTPATOPOB.

B1. AytreHTudukauma npm ncnonbsosaHmm Active Directory

KoHburypupyetca Tonbko paspeLueHre NCMoab30BaHuA U MOPAAOK B CAMCKE ayTeHTUMKATOPOB:
Tern <enabled/> N <order/> B auth-ads.conf.

MNpuHumn paborTbi:

1.

ALMUHUCTPATOP 3ajaeT UMA NOJ/b30BaTENA U MAPO0Jb B OAHOM U3 CiefyroLwmx GopmaToB:
e username,

e domain\username,

e username@domain,

e LDAP DN nosb3oBatens.

CepBep Dr.Web pernctpupyetca € stuM MMeHeM U napoaemMm Ha JOMEHHOM KOHTpOJiepe no
YMOAYaHNIO (nnm AOMEHHOM KOHTpoOepe Ana 4OMEHAa, YKa3aHHOIro B UMeHU nosib30BaTens).

Ecam He yaanoch 3aperncTtpmpoBaTthbCs, OCyLLECTBAAETCA NepPexos K CheAyrowemMy MexaHu3my
ayTeHTMdMKaL MK,

Onpepensetca LDAP DN 3apernctpupoBaHHOro nosib3oBaTesns.

Y obbekTa ¢ BblumcieHHbIM DN uuntaetcs aTpnbyT DrivebAdmin. ECim OH ycTaHOBAEH B FALSE
— Heycnex v nepexoj K ciefyrowemMy MexaHn3My ayTeHTudukaLmm.

Ecnm Ha aToM 3Tane kakune-ambo atpunbyTbl He onpeAeneHbl, UX MOUCK OCYLLLECTBAAETCA B rpynnax,
B KOTOPbl€ BXOAMT AaHHbl NOAb30BaTeNb. s KaX Ao rpynnbl NPOCMaTpMBatOTCs ee
pOAMWTENbCKME FPYMNbI (CTPATErns Nomcka — Brayob).

| B cnyuae nto6oli OLWNGOKM OCYLLLECTBASETCSA NMEPEXOS K CeAyoLLEeMY MeXaHU3My
: ayTeHTUdbUKaumn.

Y1unamta drweb-13.00.0-<cbopka>-esuite-modify-ad-schema-<gepcus OC>.exe
(nocTtaBaseTca oTAenbHO OT AnctpmbyTrBa Cepepa Dr.Web) co3aaeT HOBbIV Knacc 06beKToB
DriWebEnterpriseUser ana Active Directory n onvcbiBaeT HoBble aTpubyThl A4/ JaHHOTO Kaacca.

ATpunbyTbl nmetoT cneaytowne OID B Enterprise npoctpaHcTBe:

DrWeb enterprise OID "1.3.6.1.4.1" // iso.org.dod.internet.private.enterprise
DrWeb DrWeb OID DrWeb enterprise OID ".29690" // DrWeb
DrWeb EnterpriseSuite OID DrWeb DrWeb OID ".1" // EnterpriseSuite

MpunoxeHus
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DrWeb Alerts OID DrWeb EnterpriseSuite OID ".1" // Alerts
DrWeb Vars OID DrWeb EnterpriseSuite OID ".2" // Vars
DrWeb AdminAttrs OID DrWeb EnterpriseSuite OID ".3" // AdminAttrs

// 1.3.6.1.4.1.29690.1.3.1 (AKA
iso.org.dod.internet.private.enterprise.DriWeb.EnterpriseSuite.AdminAttrs.Admin)

DrWeb Admin OID DrWeb AdminAttrs OID ".1" // R/W admin

DrWeb AdminReadOnly OID DrWeb AdminAttrs OID ".2" // R/O admin
DrWeb AdminGroupOnly OID DrWeb AdminAttrs OID ".3" // Group admin
DrWeb AdminGroup OID DrWeb AdminAttrs OID ".4" // Admin's group
DrWeb Admin AttrName "DrWebAdmin"

DrWebiAdminﬁeadOnly AttrName "DrWebAdminReadOnly"
DrWeb_AdminGroupOnl§ AttrName "DrWebAdminGroupOnly"
DrWeb:AdminGroup_AttEName "DrWebAdminGroup"

PepakTpoBaHve cBONCTB nosib3oBatenein Active Directory ocyluecTBaseTca BpyUHyto Ha cepBepe
Active Directory (cm. B PykoBoacTBe agMUHUCTpaTopa, B M. AyteHTrdrKaLMa aiMVHUCTPaTOPOB).

Ha3HaueHue npaB aZMUHUCTPATOpPaM OCYLLLECTB/ISETCA COMMacHO O6LLEMY MPUHLMMY HacNes0BaHWs
B MepapXMYeCcKon CTPYKType rpynm, B KOTOPble BXOAWUT aZMUHUCTPATOP.

B2. AyteHTndmnkaumsa npm ncnonbdosaHnm LDAP

HacTpoliku npusoaatcs B dpaitne KoHPUrypaumm auth-ldap.cont.

OcHoBHble Teru koHourypaymoHHoro darna:

® <enabled/> W <order/> — aHaNOrMYHO BapunaHTy ana Active Directory.

e <server/> 3afaeT agpec LDAP-cepBepa. [lonyckaerca yka3aHWe HeCKOJIbKUX TErOB <server/> C
appecamu pasHbix LDAP-cepBepoB, B pe3syabTate yero byaet co3gaH CNMCOK CeEpBEPOB, Ha
KOTOPbIX MOXHO BbIMNONHUTL ayTeHTUdMKaumnto. MNepBbiM CreayeT ykasbiBaTb afpec rnaBHOro
cepBepa, Ha KOTOPbIN NpeAnoaaraeTca OCHOBHAA Harpyska, Mocne KOTOPOro MOXHO yKasaTb
aApeca pesepBHbIX cepBepOoB. [Py NOAKAOYEHNN afMUHUCTPATOPa UCMOJIb3YeTCA NePBbIN
poctynHbln LDAP-cepBep. B ciyyae Heygaum byseT npesnpuHATa NonbiTka ayTeHTUPMKAL MK Ha
CnepyroLLEeM cepBepe 1 Aanee No NOPsAKY B TOM NOCNeA0BaTENbHOCTY, B KOTOpOW agpeca LDAP-
cepBepOB yKa3aHbl B paiine KOHPUrypaLuuu.

e <user-dn/> OnpeAenseT npaswia TpaHcaaumm umeH B DN ¢ ncnonb3osaHnem DOS-nogo6HbIX
MacoK.

B Tere <user-dn/> 40MNYyCKaeTCA UCMNONb30BaHVE CUMBOJIOB NMOACTaHOBKM:
o * 3aMeHseT NOC/Nef0BaTeNbHOCTb IOObIX CUMBOJIOB KpoMe ., = @ \ 1 npobenos;
o # 3aMeHsieT NoCaeA0BaTeIbHOCTb JI0ObIX CUMBOJIOB.

e <user-dn-expr/> ONpejenseT npasuna TpaHcnALUM nMeH B DN ¢ ncnosbsoBaHvem perynspHbix
BbIPaXeHWN.

HaanMep, O4HO N TO Xe rnpaBwniO B Pa3HbIX BapUaHTax:

<user-dn user="*Qexample.com" dn="CN=\1,DC=example,DC=com"/>
<user-dn-expr user="(.*)@example.com" dn="CN=\1l,DC=example,DC=com" />

\1 .. \9 ONpeaenstoT Mecto NoACTaHOBKM B LLIABNIOHEe 3HAaUEHWU *, # 1M BbIpaXkeHWn B CKOOKaXx.

MpunoxeHus
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Vicxopa 3 gaHHOro NpUHLMMa: ecin yKasaHo MMA Nnojb3oBaTens B BUAe login@example. com,
TO nocse TpaHcaauum noayumtcad DN: "CN=1ogin, DC=example, DC=com".

® <user-dn-extension-enabled/> pa3peLlaeT BbINoJHeHNe Lua-ckpunTta
ldap user dn translate.ds (U3 KaTajora extensions) ANA BbINOJIHEHVA TPAHCAALUN
“MeHn nosb3oatens B DN. [laHHbIV CKPpUMT BbINMOAHAETCA MNOCAE NMOMbITOK MPUMEHEHNA BCeX
npaBui user-dn, user-dn-expr, €N HE HANAEHO HWM OAHO MOAXOAALLee NpPaBuo. Y ckpunra
O/AVH NapamMeTp — BBeJleHHOe UMS rnoJib3oBaTtesia. CKpMMT BO3BpaLLlaeT CTPOKY, CoZepKaLlyto
6o DN, nmbo Huyero. Ecam He noaoLWwno HXM OA4HO MPaBWUAO N CKPUMT HE pa3peLleH Uan He
BEPHYJI HUYEro, TO BBeAEHHOE UMSA MOJIb30BaTesf UCMOJb3yeTca KakK eCTb.

e ATpnbyT LDAP-061bekTa anst DN, nonyyeHHOro B pesysibTate TPaHCAALMM, U er0 BO3MOXHbIe
3HaueHnsa MOryT bbITb NepeonpeseneHbl CIeAYOLWMM TeroM (yKasaHbl 3Ha4YeHMSA NO YMOAYaHWIO):

<!-- DrWebAdmin attribute equivalent (OID 1.3.6.1.4.1.29690.1.3.1) —-->
<admin-attribute-name value="DrWebAdmin" true-value=""TRUES" false-
value=""FALSES"/>

B kauecTBe 3HaYeHUI NapPaMeTPOB true-value/false-value 3a4arOTCA PEryNsipHbIE BblpaXKeHUs.

e Ec/v ocTannch HeonpeaeneHHble 3HaveHns aTpubyTa afMUHUCTPATOPa, TO B C/lyYae 3ajaHunsa B
KOHOUrypaLnoHHOM ¢a|7u1e Tera <group-reference-attribute-name value="memberOf"/>,
3HayeHuve aTpnbyTa memberof pPaccMaTpuBaeTca kak cnmcok DN rpynn, B KOTOpble BXOAUT AaHHbIM
AAMUHUCTPATOP, U MONCK HY>XHbIX anI/I6yTOB no 3TM rpynnamM BeAETCA TakK>XKe, KakK B C/ly4dae C
ncrnonb3oBaHvem Active Directory.

B3. AyteHTndmnkaumusa npum ncnonbzosaHnm LDAP/AD

KoHpurypauuvoHHbiin ¢painn

Hactpowkn npuBoasatcs B Gaine koHourypauum auth-ldap-rfc4515.conf.

Takxe npeaoCcTaBaAOTCA KOHq)I/IpraLI,I/IOHHbIe Cl)al\/'lflbl C TMNOBbIMA HaCTpOIZKaMMI

e auth-ldap-rfc4515-check-group.conf — WabaoH KOHGUTYpPaLMOHHOTO dalina BHELLUHEN
aBTOpU3aLMM aZMUHUCTPaTOpOB Yepe3 LDAP no ynpoLleHHOW cxeMe C NpoBepKol
npuHaaaexxHocTn K rpynne Active Directory.

e auth-ldap-rfc4515-check-group-novar.conf — WabJOH KOHPUrypaLMOHHOTO paiina
BHELUHEW aBTOPM3aLLMM agMUHUCTpaTopoB Yepe3 LDAP no ynpolueHHon cxeme ¢ NpOBepKom
npuHagnexHocTy K rpynne Active Directory ¢ MCnoab30BaHNEM NepeMeHHbIX.

e auth-ldap-rfc4515-simple-login.conf — WabaoOH KOHOUIYpPaLMOHHOTO dalina BHeLLIHeN
aBTOpU3aLMM aZMUHUCTpaTopoB Yepes LDAP no ynpoLueHHoW cxeme.

OcHoBHble Tern koHpurypaumoHHoro ¢aiina auth-ldap-rfc4515.conf:

e <server />— onpegeneHne LDAP cepsepa.
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Atpunbyr

base-dn

cacertfile

host

scope

tls

ssl

OnucaHune

DN obbekTa, OTHOCUTENBHO KOTOpOro
OCyLLecTBaAeTCA NoOnck.

®ain KOpHEBbLIX CepTUHMKATOB
(tonbko UNIX).

Agapec LDAP-cepsepa.

O6nacTb noucka. [lonyctumble
3HauveHus:

e sub-tree — BCA 06/1aCTb HUXE
6azoBoro DN,

e one-level — NMpaAMble NOTOMKMU
6azoBoro DN,

e base — 6asoBoe DN.

YctaHasauneatb TLS ans
noakntoveHns Kk LDAP.

Vicnosnb3osaTtb npoTtokon LDAPS npwu
noakntoueHmm Kk LDAP.

® <set />— 33/laHNe NepemMeHHbIX nonckom B LDAP.

ATpubyr

attribute

filter

OnucaHune

Vims aTpmbyTa, 3HaYeHne KOToporo

InaBa 2: Mpunoxxeuns

3HaueHue no ymoiyaHuro

3HaueHue aTpnbyTa

rootDomainNamingContext obbekTa
Root DSE

e [loMEHHbIA KOHTPOIEP ANA cepBepa
noa OC Windows.

127.0.0.1 ana cepsepa nog OC
cemenctea UNIX.

[JonyckaeTcs ykasaHe HeCKONbKMX
TEeroB <server /> C agpecamu
pa3Hbix LDAP-cepBepoB. [epBbiM
cnefyert ykasblBaTb ajpec r1aBHOro
cepBepa, Ha KOTOpbIiA
npeznonaraetcs OCHOBHas Harpyska.
B cnyuae Heygaum Byaet
npeanpuHATa NOMNbITKa
ayTeHTUdUKauMm Ha ciegytoLem
cepBsepe 1 janee rno nopajky B
yKasaHHOW nocaefoBaTeIbHOCTH.

sub-tree

no

no

3HaueHue no
YMOJIYaHUIO

npmnceBanBaeTca HGPEMGHHOVI. OTcyTCTBVIe

HeZoMyCTUMO.

RFC4515 ¢punbTp nomncka B LDAP.

MpunoxeHus

32



A7

-
$

A
d
A

InaBa 2: Mpunoxxeuns

ATpubyr Onuncanvne 3HaueHue no
yMolYaHu1io
scope O6nactb novcka. JonycTumble 3Ha4eHUs: sub-tree

e sub-tree — BCA 061acTb HUXe 6aszosoro DN,
e one-level — npsaMble NOTOMKM H6azoBoro DN,
e base — 6asoBoe DN.
search DN o6bekTa, OTHOCUTENBHO KOTOPOro Mpw oTcyTCTBUM

OCyLLLEeCTBAAETCA MOUNCK. MCcnonb3lyerca base-dn

Tera <server />

variable Nmsa nepemeHHON. JO/MKHO HauMHaTLCA € BYKBbI U —
cogep>kaTb TONbKO ByKkBbI U Lndpbl. OTCyTCTBUE
HeAoMnyCcTUMO.

MNepemeHHble MOTyT 6bITb MCMO/Ib30BaHbl B 3HaUYeHWAX aTpubyTa add TEroB <mask /> U <expr />,
B 3HaueHun aTpubyTta value Tera <filter /> B pOpPMe \varname, a Tak Xe B 3HaYEHUN
aTpubyTa search Tera <set />. [lonycTMMbIli ypoBeHb PeKypPCMN MPU PackpbITUN NepemMeHHbIX
—16.

Ec/m nounck Bo3BpaLlaeT HECKONbKO HalAeHHbIX 06 bEKTOB, TO UCMONb3YETCA TOIbKO NEPBbIN.

<mask /> — LABJOHbI UMEHW MoJib30BaTeNs.

ATpubyt OnucaHue

add Ctpoka, gobaBnsemasn K GuabTpy novcka no onepaumm VI c anemeHtamm
NOACTaHOBKM.

user Macka nMeHu nonb3oBaTtens ¢ ncnosbloaHve DOS-06pa3HbIX MeTacMMBO/IOB

*n #. OTCyTCTBME HEAOMYCTUMO.
Hanpumep:
<mask user="*@#" add="sAMAccountName=\1" />
<mask user="*\*" add="sAMAccountName=\2" />

\1 1 \2 — cCbIIKM Ha COBMajaroLme Macku B atpubyTe user.

<expr /> — LWABAOHbI MMEHM NONb30BaTENSA C UCMOJIb30BAHMEM PEryAsipHbIX BblpaXkeHNi
(aTpmbyThl MAEHTUYHbI <mask />).

Hanpumep:
<expr user=""(.*)@([".,=0@\s\\]+)$" add="sAMAccountName=\1" />

<expr user=""(.*)\\(.*)" add="sAMAccountName=\2" />

COOTBETCTBME MACOK M PEryNsipHbIX BblPaXKeHWI:

MpunoxeHus
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Macka PerynapHoe BblpaXxeHne
* *
# ["~.,=@\s\\]+

e <filter />— PuabTp noucka B LDAP.

Atpunbyr OnucaHue
value Ctpoka, gobasnsemasn Kk GuabTpy noncka no onepauun M c anemeHTamm
NOACTaHOBKM.

KoHkaTeHauna ¢unbTpos

<set variable="admingrp" filter="&amp; (objectclass=group) (cn=ESuite Admin)"
attribute="dn" />

<mask user="*\*" add="sAMAccountName=\2" />

<filter value="&amp; (objectClass=user) (memberOf=\admingrp)" />

Ecim admingrp B pe3yabtate moucka NnpMMeT 3HayeHve "CN=ESuite Admins,OU=some
name, DC=example, DC=com", a NoJb30BaTe/b BB/ domain\user, TOrga B UTOre noJjiyyaercs

dunbTp:

" (& (sAMAccountName=user) (& (objectClass=user) (memberOf=CN=ESuite
Admins, OU=some name, DC=example,DC=com)) )"

Mpumep HacTtpouiku LDAP/AD-ayteHTUdUKaumn

[anee npvBegeH npuMep TMNOBbLIX HACTPOEK AN ayTeHTUdMKaummn ¢ ncnonbsosaHvem LDAP.
Hactpowikun 3agatotcs B LleHTpe ynpaBaeHus, passen AgMUHUCTpUpoBaHue — AyTeHTUdUKaLUA
— LDAP/AD-ayteHTUdMKaLmA (419 BapnaHTa YNpoLeHHble HaCTPOMWKM).

WNcxoaHble napameTpbl aMUHUCTPATOPOB, KOTOPbIE JO/KHbI MPONTM ayTeHTUdMKaLUIO:

e JOMeH: dc.test.local

e rpynna B Active Directory: Driteb Admins

Hactpoiku LleHTpa ynpasneHus:

Ha3BaHune HacTpovikun 3HaueHue
Tun cepBepa Microsoft Active Directory
Azpec cepsepa dc.test.local

MpunoxeHus
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HasBaHue HacTpoiiku

LLlaBsoHbl nMeH
nosib3oBaTesien ans
NOATBEPXKAEHWUA aBTOPM3aLIMM

YneHCTBO Nosib30BaTe e ana
NOATBEPXKAEHNA aBTOPUM3aL NN

3HaueHue
Macka yyeTHOM 3anmcu
VImsa nonb3oBaTens \1
HazBaHwne

Tun rpynna

B4. NoaBepomcTBeHHbIe pa3aenbl Npas

Ta6aunua B-1. Cnncok npaB agMMHUCTPATOPOB U X 0CO6EeHHOCTH

Kopg

MpaBso

OnucaHune

YnpagBsieHue rpynnamm craHuuin

1*

2*

MpocmoTp cBOMUCTB
rpynmn cTaHuui

PepakTupoBaHue
CBOMCTB rpynn
CcTaHUMM

MpocmoTtp

KoHduUrypauum rpynn
CcTaHUMM

Cnncok nonb3oBaTenbCkunx rpynm,
KOTOpble aAMUHNCTPATOP BUANT B
aHTMBWpPYCHOW ceTn. Bce cncteMHble
rpynmnbl Takke oTobpaxatoTcs B
JepeBe, HO B HUX BUAHbI TONbKO
CTaHLMWN 13 yKa3aHHOro crucka rpymnn.

Cnncok nonb3oBaTenbCkux rpynm,
CBOWCTBA KOTOPbIX aAMUHUCTPATOP
MOXEeT pesfakTpoBaTh.

[onxeH cogep>xaTtb rpynmnbl U3 cnmncka
npasa 1.

Cnvcok Noab30BaTENbCKUX TPy,
KOHUrypaLms KOTOpbIX 4OCTYNHa ANs
npocMoTpa agMuHUcTpaTopy. Takke
aAMWHWCTPaTOpPY AOCTYMHa A/
NpoCMOTpa KOHOUrypauus CTaHLUni,
A/15 KOTOPbIX FPYNMbl U3 Crncka
SBASOTCSA MEePBUYHBIMU.

[onxeH cogep>xaTtb rpynnbl U3 crmncka
npasa 1.

InaBa 2: Mpunoxxeuns

test\* nam *@test.local

DrWeb_Admins

Pazgen LlenTpa
ynpasneHus

AHTMBMpPYCHanA ceTb

AHTUBUMpPYCHas ceTb —
O6bume — CBolicTBa

AHTVBM pyCHaAa ceTb

AHTMBMpPYCHan ceTb —
Obuwme — 3anyLleHHble
KOMMOHEHTHI

AHTUBMPYCHas ceTb —
Obwme — KapaHTuH

CTpaHuubl 13 pa3gena

Kaudiarmanua

MpunoxeHus
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4 PepakTupoBsaHue
KoH}uUrypauum rpynn
CTaHUMi

5 MpocmoTp cBOMCTB
CTaHUuni

6 PepakTupoBsaHue

CBOWCTB CTaHLUUW

8* MomeweHne cTaHUUM
B rpynnbl U yaaneHne
CTaHUMW 13 rpynn

9 YpaneHune ctaHUUM

10 YpaaneHHan
WHCTaAAALMA U
AEeVHCcTannauunsa
AreHTOB

InaBa 2: Mpunoxxeuns

Pazgen LlenTpa
ynpasneHus

OnucaHune

AHanorn4yHo npasy 3, HO C
BO3MOXHOCTbIO peAakTMpoBaHus.

[onxeH cogep>xaTtb rpynmbl U3 cnmncka
npasa 3.

Cnuncok noab3oBaTeNbCKUX rpynm,
KOTOpble ABAAOTCA NEPBUYHBIMU ANSA
CTaHLMI, CBONCTBA KOTOPbIX MOXHO
npocmaTpmBaTb agMUHUCTPATOPY.

ﬂOﬂ)KeH cojep>KaTb rpynnbl N3 CNrcKa

npasa 1. AHTVBMpPYCHaA ceTb

AHTMBMpPYCHan ceTb —
O6buwwne — CaolicTBa

B Tom uncne ACL, 6n10knpoBky,
Jonycka u T. J.

AHanorn4yHo npasy 5, HO ¢
BO3MOXHOCTbIO peAakTMpoBaHus.

[onxeH cosepxxaTtb rpynnbl U3 crnmcka
npasa 5.

Cnncok nonb3oBaTenbCKnx rpynn.

[onxeH cogep>xaTtb rpynnbl U3 cnmncka
npasa 1.

Cnncok nonb3oBaTenbCKnx rpynn,
ABAAKOLWNMXCA MEPBUYHBIMU ANA
CTaHLJ,VIVI, KOTOpPblEe agMUNHUNCTPATOP
MOXeT yAannTb.

[JonxeH coaepxxaTb rpynnbl U3 CAUCKa
npasa 1.
AHTMBUMpPYCHaA ceTb

Cnncok nonb3oBaTenbCkux rpyn, Ana
CTaHLMIN KOTOPbIX aAMUHUCTPATOPY
[AOCTYNeH 3anyck yAaleHHOW yCTaHOBKM
AreHTOB € BblbpaHHbIMK ID. laHHble
rpynmnbl AOKHbI 6bITb MEPBUYHBIMYU
AN yCTaHaBAMBAEMbIX CTaHLMINA.

[JonxeH coaepxxaTb rpynnbl U3 CAUCKa
npasa 1.
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11 O6beaunHeHune
CTaHUuni

12* Mpocmorp
CTaTUCTUYECKNX
Tabnny,

23 Pep,aKTVIpOBaHVIe
JINUEH3NPOoBaHUA

InaBa 2: Mpunoxxeuns

Pazgen LlenTpa
ynpasneHus

OnucaHune

Ecnm ecTb 3anpeLleHHble 06beKTbI, TO
MYHKT B MEHIO He OTobpaxkaeTcs.

YcTaHOBKa MO CeTU BO3MOXHa TO/bKO
n3 /esuite/network/index.ds npwu
yCNoOBWUK, 4TO NMpaso 16
npeaocTaBieHo.

Cnncok nonb3oBaTenbCkux rpynm,
CTaHLMU 13 KOTOPbIX MOXHO
06BbeANHUTL. [aHHble Tpynmbl JOMXKHbI
ObITb MEPBUYHBIMUN A5 CTAHLNNA.
JocTynHa nKoHka obbesnHeHUs
CTaHUMI Ha NaHenn MHCTPYMEHTOB.

[JonxeH coaep>xaTb rpynnbl U3 CAUCKa
npasa 1.

Cnncok noab3oBaTenbCkMx rpynm, no
KOTOPbIM aAMUHUCTPaTOPY JOCTYMNeH
NpPOCMOTpPa CTaTUCTUKN.

MpaBo gaeT BO3MOXHOCTb CO34aTb
3agaHuve B pacnucaHum Cepsepa
Dr.Web Ha nonyuyeHune nepunogmyeckmnx
OTYeTOB. 3a4aeTCa CrMCoK
No/ab30BaTeNbCKUX TPYMM, KOTOpble
aAMWH MOXET yKa3aTb B 3TOM 3aJaHunu
(rpynn, Ans CTaHUMn U3 KOTOPbIX ByayT
npuxoamTb oT4veThbl). Ecniv 3agaHa
rpynna Everyone, To oTueThl byayT
NPUXOANTb MO BCEM rpynnam u3
cnmcka.

AHTMBMpPYCHaA ceTb

CTpaHuLbl U3 pa3gena
CraTtncruka
ynpaB/AtOLLLErO MEHO

[onxeH cogep>xaTtb rpynnbl U3 cnmncka
npasa 1.

Cnuncok nonb3oBaTenbCkux rpynn, Ans
KOTOPbIX a4MUHNCTPATOP MOXeET
[06aBNATb/3aMeHATb/YAaNATD
JNINLEH3VOHHbIV KoY. [laHHble rpynmbl
JO/KHbI ObITb MEPBUYHBIMUN A5
CTaHUMI.

[JonxeH coaepxxaTb rpynnbl U3 CAUCKa
npasa 1.

MpunoxeHus
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YnpaBniieHue ajMUHACTpPaTOpamMm

InaBa 2: Mpunoxxeuns

Pazgen LlenTpa
ynpasneHus

25 Co3paHue
aAMUHMUCTPaTOPOB, Taioke cKpblBaeTcA COOTBETCTBYHOLLLAA
rpynn MKOHKa Ha NaHenn MHCTPYMEHTOB.
aAMUHMCTPaTOPOB
26 PepakTnpoBaHue AamuHuctpatop m3 rpynnsl Newbies
YUYeTHbIX 3anuceu BUAWT AepPeBO aAMMHUCTPaTOPOB,
aAMUHMCTPaTOPOB KOPHEM KOTOPOro ABAAETCA rpynna, B
KOTOPOW OH HaXoAWTcs, T. €. BUAWT
aAMWHWCTPATOPOB M3 CBOEN rpynmbl 1
ee nogrpynn. AAMUHUCTPATOP U3
rpynnel Administrators BuanT Bcex
APYrvX adMUHMCTPATOPOB, HE3aBUCUMO
OT UX rpynmn.
AZMUHUCTPATOP MOXKET pesakTMpoBaTb
yyeTHble 3anMcn agMUHNCTPATOPOB 13
ykasaHHbIX rpynn. Mpu 3Tom
CTaHOBWTCA AOCTyMHa
COOTBETCTBYHOLLAA NKOHKA Ha MaHenu
WNHCTPYMEHTOB.
27 YaaneHue yyeTHbIX
3anucen AHanornyHo npasy 26.
aAMUHMCTPaTOPOB
28 Mpocmotp cBOWCTB M B TOM Ymncne ajMUHUCTPaTOPOB B
KOHUrypaumm rpynn rpynnax v nogrpynnax.
aAMUHMCTPaTOPOB
AZMUHUCTPATOP MOXKET BblbUpaTthb
TOJIbKO M3 NOATPYMMbl CBOEW
pPOANTENBbCKON TPYMMbI.
39 OTtobparkeHue rpynnbl  Paspelints afMUHUCTPATOPY BUAETb
aAAMUHUCTPaTOpPOB npegycraHossieHHyto rpynny Newbies
“Newbies” B JlepeBe aAMUHUNCTPaTOPOB.

Ecan y agmuHumcTpaTopa HeT npasa Ha
npocmotp rpynnel Newbies, a cam oH
HaXoAUTCA B 3TOW rpynne, TO BUAETb OH
6yzeT ToNbKO cebs.

AAMUHUCTPUPOBaHME —

KoHdwurypauma —
AAMUHUCTPATOPSI

MpunoxeHus

38



A
d
A

AT
g:

InaBa 2: Mpunoxxeuns

Ko, MpaBo Paszpen LlenTtpa
A P Onucanne Aen Lientp
ynpaBJ/ieHUs
29 PepakTupoBsaHue B Tom uncne agmuHmncTpaTtopos B
CBOWCTB U rpynnax u nogrpynnax.
KoHduUrypauum rpynn
aAMMHUCTPaTOpPOB AAMVIHVICTpaTOp MOXeT Bbl6|/|paTb
TONbKO W3 MOArPYMMbl CBOEM
POAUTENBCKON TPYMMbI.
Ecavm paHHOe nNpaBo He npesocTaBAEHO,
TO Aa>Xke ecim NpaBo 26 NpefoCTaBAEHO
AN 3TOW rpynnbl, aAMUHUCTPATOP He
CMOXEeT OTK/IFOUMNTb HaciedoBaHMe Uan
NOBbLICUTb NPaBa agMUHUCTPATOPY B
rpynne.
AonosHutenbHo
7 Co3aaHune craHUUMA Mpw co3gaHmm cTaHUMN JOCTYMNeH

13 MpocmoTp ayauTa

16 3anyck CkaHepa cetun

17 MoaTBepixaeHne
HOBUUKOB

CMWCOK rpynn ¢ npaBom 8 (y rpynnel, B
KOTOPYH MOMELLAKTCSA CTaHLUWK,
AOJKHO ObITb NpaBo 8).

Mpw co3gaHnn CTaHUMW NEePBUYHOM
[OJ/KHa CTaTb OAHA M3 AOCTYMHbIX
NoJib30BaTeNIbCKUX TPYMM.

AyanT AOCTyneH A8 NONHOMPaBHOro
aAMUHUCTPaTOpa, a Takxke A/s
06BEKTOB C NpaBoM 4.

Ecan npaBo He Ha3HaueHo, TO
yCTaHOBKa Mo ceTu

n3 /esuite/network/index.ds
HefoCTyrnHa.

JoctyneH cnvcok rpynn u3 npasa 8.

[aHHoe npaBo He MOXeT HbITb
Ha3HauyeHo, eci agMUNHUCTPaATOPY
pa3speLLeHo yrnpasBaeHne TobKo
HEKOTOPbIMW TpynnamMu, a He BCeMU
obbekTaMun aHTUBMpPYCHOM ceTu. T. e.
ans npasa 1 (MpocmMoTp cBOMUCTB
rpynn craHumi) 3agaH Habop rpynn.

AHTVBM pyCHaAa ceTb

AAMUHUCTPUPOBaHME —
KypHanbl — XKypHan
ayauta

AHTNBM pyCHaAa ceTb

AAMUHUCTPUPOBaHME —
CkaHep ceTtu

AHTVBM pyCHaAa ceTb

MpunoxeHus
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40

Mpaso Onmcanme Pazgen LlenTpa
ynpaBJ/ieHUs
Mpocmotp MpocmoTp Tabanusl XKypHan
pacnucaHus CepBepa BbIMOJIHEHUSA 3afaHUMA.
Dr.Web
Ecan He npepoctasneHbl npasa 12 n 18,
TO MPOCMOTP CTPaHWULbl C pacnucaHnem
Cepsepa Dr.Web 3anpeLueH. AZMVHUCTPUpPOBaHMe —
KoHdwurypauma —
Ecan npepoctaBneHo 12 v He MnaHWPOBLLMK 3ajaHWNN
npegocrasneHo 18, To goctyneH Cepsepa Dr.Web
NPOCMOTP pacnmncaHma Ans CTaTUCTUKMN.
AAMUHUCTPUPOBaHME —
3a,a,aHV|e Ha OTNpaBKy OTYETOB A/A )KypHanH — )KypHan
KOHKPETHOIro agAMMHNCTPaTOopa BbINOJHEHNS 3a,ﬂ,aHV|l‘/’|
oTobpa>kaeTca B 3aBUCUMOCTH OT
Hannuua npasa 12 n Haanuma
onogeleHns MNMepuoanuecknian oTyuer,
Jaxke ecnn npaso 18 He
npeaocTaBaeHO.
PepakTupoBsaHue AAMUHUCTPUPOBaHME —
pacnucanuna Cepeepa KoHdwurypauma —
Dr.Web MAaHMPOBLLMK 3ajaHWNN
Cepsepa Dr.Web
MpocmoTtp
KOHMrypaLum AAMUHUCTPUPOBaHME —
Cepsepa Dr.Web u KoHdurypauus —
KoHpUrypaLumm KoHdurypaumns seb-
penosutopus cepeepa

AAMUHUCTPUPOBaHME —
Penosutopuii —
CocTosiHue penosuntopus

AgMUHVCTPUpPOBaHWe —
Penosutopuit —
OTnoXeHHble 06HOBNEHMA

AAMUHUCTPUPOBaHME —
Penosutopuii — Ob6Lwas
KOH¢Urypaumsa
peno3unTopus

AAMUHUCTPUPOBaHME —
Penosutopuii —
[JeTtanbHas KoHPUrypaums
peno3unTtopus

MpunoxeHus
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21

22

24

30

31

Mpaso

PepakTupoBsaHue
KoH}uUrypaumm
CepBepa Dr.Web un
KoH}uUrypaumm
penosutTopusn

Mpocmotp
nHpopmaumm o
JINLLEeH3UPOBaHNUU

PepakTupoBsaHue
KoH}uUrypaumm
onoBeLeHNM

Pa6ota uepe3s Web
API

Mpocmotp
Me)KcepBepPHbIX
cBA3en

OnucaHune

InaBa 2: Mpunoxxeuns

Pazgen LlenTpa
ynpasneHus

AAMUHUCTPUPOBaHME —
Penosutopuii —
Copgep>xnmoe
penosntopma

AAMUHUCTPUPOBaHME —
KypHanbl — XKypHan
06HOBIEHWI
peno3unTopus

AAMUHUCTPUPOBaHME —
KoHdwurypauma —
MNonb3oBaTenbckne
npoueaypbl

AAMUHUCTPUPOBaHME —
Cepsep Dr.Web — Cnucok
BEpPCU

AAMUHUCTPUPOBaHME —
AZMUHWCTPUpPOBaHMeE —
MeHezxxep MLEH3NRA

AAMUHUCTPUPOBaHME —
OnoselleHns —
KoHourypaumsa
onoBeLLeHn

AAMUHUCTPUPOBaHME —
OnoselleHns —
HeotnpasneHHble
onoseLleHna

AAMUHUCTPUPOBaHME —
OnoselleHns —
OnoselleHns Beb-
KOHCONN

Cesazu

MpunoxeHus
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32 PepakTtnpoBaHue
MeXXcepBepPHbIX
cBAa3en

33 Ucnonb3oBaHue
AOMOJIHUTE/IbHbIX
BO3MOXKHOCTEN

34 O6HoBNeHNe
peno3suTtopus

42 PepaxkTnpoBaHue
CO6CTBEHHbIX
HacTpoek

OnucaHune

OrpaHuumnBaeT JOCTYN KO BCEM
pasgenam cekuvv [lononHnTeNbHbIE
BO3MOXKHOCTM, KPOMe paszzjena
YTUANTBI, KOTOPbIV AOCTYMNEH BCEraa.

O6HoBneHne penosutopusa Cepsepa
Dr.Web c BCO.

MpaBo M3MeHATb COBCTBEHHbIE
HaCTPOVKM YUETHOW 3anncu
agMUHKCTpaTopa.

InaBa 2: Mpunoxxeuns

Pazgen LlenTpa
ynpasneHus

Cesazu

ASMUHUCTPUPOBaHNE —
JononHutensbHble
BO3MO>XHOCTH

KHonka O6HOBUTBL
peno3nTopuin B pasjene
CocTosiHMe penosntTopus

AZMUHWCTPUpPOBaHME —
KoHdpurypauma —
AZMUHMUCTPATOPbI

*MpaBa 1, 2, 8, 12 onpeaenatoTca AAa CTaHL MW NO CNUCKY FPYNM, B KOTOPblE OHAa BXOAMUT, a He Mo

I'IepBI/I‘-IHOI\/II rpynne ctaHuumu.

Ecam ctaHums BXoAMT B rpynny, U A/if 3TOW rpynnbl NpeAocTaBieHbl Kakve-1mbo 13 3Tux npas, To
aAMUHMCTPaTOpy ByAeT AOCTyneH Habop GYHKLWIA, COOTBETCTBYHOLLMIN 3TUM NpaBaM, HE3aBUCMMO
OT TOrO, ABNAETCA M pa3peLleHHas rpynna nepBrUYHON A5 CTaHUuK. MNpu 3ToM paspelueHue
SBNAIETCA NPUOPUTETHBIM: €C/I CTaHLMS BXOAUT OLHOBPEMEHHO B PaspeLleHHYH 1 3anpeLleHHy o
rpynnbl, agMUHUCTPaTopy ByaeT focTyneH QyHKLMOHa, COOTBETCTBYHOLLMI NPaBaM pa3peLLleHHOM

rpynnbl.

MpunoxeHus
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MpunoxxeHme I'. Cucrema onoseweHuns

ba3oBas MHPOPMaLMA MO HACTPOVKe OMOBELLEHU agMUHMCTPaTOpa NpvBejeHa B
PykoBopcTBe agMMHUCTPaTOpa, B N. HacTpoika onoseLleHui.

1. OnucaHme napameTpoB CUCTEMbI ONMOBELLEHUNA

Cucrema onoBeLleHna o COBbITUAX, CBSA3AHHbIX C pa60T0|71 KOMMNOHEHTOB aHTMBMpyCHOIz ceTtn,
NCNoNb3yeT caeayrouime Tnbl OTRpPaBKn OI'IOBQLLI,QHVIVII

® OnoBeleHnA no 3ﬂeKTpOHHOIz noure,

e OrnoBeLlleHns yepes Beb-KoHCo b,

onoBselleHusa Yepes SNMP,

e OMOBeLLEeHNs Yepe3 NPOTOKON ATeHTa,

push-onoBeLyeHus.

B 3aBMCMMOCTM OT MeToAa OTrpaBkn OMOBeLLEeHWI TPebyrOTCA pa3inyHble Habopbl NapamMeTpoB B
BUAE K/IHOY — 3HaueHve. [lna kaxzaoro Metoa 3aAatoTcs cnefytoLine napameTpsbi:

Ta6banua '-1. O6wme napameTpbl

Mapametp OnucaHune 3HaueHue no O6s3aTtesibHbI
yMoO4aH1Io 7]
TO MHO>XeCTBO aZpecaTtoB OMNOBeLLEH WS, Ja

pa3geneHHbIX CUMBOJIOM |

ENABLED BkatoueHmne van BbikIOUEHME true uam false aa
OMOBEeLLEHUs!

_TIME TO_LIVE KoAu4ecTBO MOMbITOK MOBTOPHOW 10 nonbIToK HeT
OTMPaBKW OMOBELLEHUS B Clyyae
Heyzaun

_TRY_PERIOD MepvoA B ceKyHAAx Mexay nonbiTkaMu 5 MuH., (oTnpaBka He HeT
MOBTOPHOW OTMPAaBKW OMOBELLEHUS ualle pasa B 5 MUH.)

[Janee npvBeseHbl TabanLbl CO CMMCKaMU MAapaMeETPOB AN Pa3/IMUHBIX METOAOB OTMPABKM
OMOBELLEHWIA.
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Ta6baunua -2. OnoBeweHNA NO 3/1IeKTPOHHOW NouTe

Mapametp

FROM

TO

HOST

PORT

USER

PASS

STARTTLS

SSL

AUTH-CRAM-MD5

AUTH-PLAIN

AUTH-LOGIN

OnucaHune

AZpec fLuMKa 31eKTPOHHOWN MOoYTbI
oTnpaBuTens

Azpeca ALWMKOB 3/1eKTPOHHOMN NOYThI
nosyyatesnen

Appec SMTP-cepsepa

Homep nopta SMTP-cepsepa

Monb3zoBaTtens SMTP-cepBepa

Maponb nonb3osatens SMTP-
cepsepa

Ana wnppoBaHHOro obmeHa
AaHHbIMK. [Tpy 3TOM NepeknroyeHme
Ha 3allMLeHHOoe CoeaAnHeHne
OCyLLeCTBAATCA Yepes3 KOMaHay
STARTTLS. 1o ymonyaHuo ans
coeMHeHVsa npegycmaTpusaeTcs
ncnonb3osaHme 25 nopra.

Ana wnpposaHHOro obmeHa
AaHHbIMW. [py 3TOM ByaeT OTKPbITO
oTAeNbHOE 3aluneHHoe TLS-
coeanHerve. 1o ymonyaHuio ans
COeAVHEeHVA nNpesycMaTpuBaeTCs
ncnonb3oBaHue 465 nopra.

Ncnonb3oBath ayTeHTMdMKaLMIO
CRAM-MD5

Vicnosb3oBaTtb ayTeHTUdUKaLmIo
PLAIN

Ncnonb3oBath ayTeHTMOMKaLMIO
LOGIN

InaBa 2: Mpunoxxeuns

3HaueHMe Mo yMmon4aHuIo

drwcsd@S$ {mmsa xoctTa}

127.0.0.1

e 25, ecnivt napametp SSL npuHumaet
3HayeHue no

e 465, ecan napametp SSL npuHumaet
3HaueHue yes

ec/v 3ajaH, To TpebyeTcs BKAOUEHNE
XOTs 6bl OAHOrO MeToAa aBTOPU3aLIMM,
MHauye nouta He ByzeT nepesaHa.

yes

no

no

no

no

MpunoxeHus
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Mapametp

AUTH-NTLM
SSL—-

VERIEFYCERT

DEBUG

Mapametp

TO

SHOW PERTIOD

Mapametp

TO

DOMAIN

COMMUNITY

RETRIES

TIMEOUT

OnucaHune

Vicmosnb3oBaTtb ayTeHTUdUKaLMIO no
NTLM

MpoBepATb KOppekTHOCTb SSL- no

cepTudurKaTa cepBepa

BK/IOUNTL OTNAZ0UHBIV PEXMM, -
Hanpumep, 4ns pasbopa cutyaumi c
HEBO3MOXHOCTbIO aBTOPM3aLM

Ta6aunua I-3. OnoBeweHus yepes Be6-koHconb

OnucaHue
UUID agMMHKCTPaToOPOB, KOTOPbLIM ByAeT OTnpaBieHo
AaHHoe coobLueHwne

BpeMﬂ XpaHeHnA COO6L1J,€HVIH B CeKyHAaX, Ha4ynHaA C
MOMEHTa NonyyeHunaA COO6LLI|eHI/IFI

Ta6baunua -4. OnoseweHunsa yepes SNMP

OnucaHune

MpuHumatowas cywHoctb SNMP, Hanpumep, IP-agpec

JomeH

SNMP-06LHOCTb NN KOHTEKCT

KonnuyectBo MOBTOPHbIX MOMbITOK OTNPaBKM
onoseLlleHns, npegnpuHuMaemMbix API

Bpems B cekyHzax, nocne kotoporo APl npeanpumer
NOBTOPHYIO MOMbITKY OTAPaBKM ONOBELLEeHUA

InaBa 2: Mpunoxxeuns

3HaueHue no ymMoJsi4aHuto

3HaueHue no
yMO/14aHUIO

86400 cekyHpa, T. €. OANH
[eHb.

3HaueHue no
yMoluYaHu1Io

e localhost ana OC
Windows,

PSERIAL _Ang OC
cemelictBa UNIX.

public

5 nonbITOK

5 cekyHg,

MpunoxeHus
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Ta6baunua I-5. OnoBeweHnna yepes NpoTokon AreHTa

Mapametp OnucaHne 3HaueHue no
yMOJIYaHNIO
TO UUID npuHMMatoWmxX CTaHLNiA -
SHOW_PERIOD  Bpems xpaHeHWUs cOOBLLEeHNs B CEKyHAAX, HaUMHas C 86400 cekyHa, T. e. OAWH
MOMEHTa MOJyYeHUs1 COOBLLEHNS JeHb.

Ta6baunua -6. Push-onoseweHuns

Mapametp OnucaHne 3HaueHue no
yMouYaHu1io
TO ToKeHbl YCTPOMCTB, KOTOPbIE MPUAOXKEHUA MOAyYatoT Npu -
perncrtpauumn Ha cepBepe Npou3BOANUTENS, HanNpuUMep
Apple

SERVER URL  URL relay cepBepa, Yyepe3 KOTOpPbIN OMOBeLLEHWs -
nepechbIIakoTCs Ha CepBep NPOU3BOAUTENS

2. NMapameTtpbl WabaoHOB onoBeLL,eHN N

TeKkcTbl COOBLLEHNI reHepupYyoTcA KOMNoHeHTOM CepBepa Dr.Web, nmeHyembim npoueccopom
WwabnoHOB, Ha OCcHOBE $alNoB LWAaBAOHOB.

ili Cuctema onoselyeHuii no cetm Windows ¢yHkumoHupyet Tonbko Ha OC Windows ¢
: noaaep>koin cepsmca Windows Messenger (Net Send).

OC Windows Vista n 6osnee no3gHve Bepcun He nogaepxunsatot cepauc Windows
Messenger.

®aiin WwabnoHa coOCTOUT U3 TEKCTa U NMEePEMEHHBIX, 3ak/IF0OUEHHbIX B GUrypHble ckobku. Mpwu
pesakTMpoBaHUM GaiioB WabJioHOB MOXHO UCMONb30BaTh NEPEUNCIEHHbIE HUXKE NePEMEHHbIE.

MNepemeHHble 3anNUCbIBalOTCA B OAHOW U3 creayrowmx popm:

e {<VAR>} — nopACTaBUTb HEMOCPEACTBEHHO 3HaueHWe nepemeHHon < VAR>.
e {<VAR>:<N>} — nepBble <N> CMMBO/JIOB nepemeHHon <VAR>.

o {<VAR>:<first>:<N>} — <N> cumBosoB nepemeHHon <VAR>, cneayrowimx nocne <first>
nepBbIX (HauMHas ¢ <first>+1-ro CUMBOJIA), €CIN OCTAaTOK MeHbLUe — AOMOJHAETCA Npobenamu
cnpasa.

MpunoxeHus
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{ <VAR>: <first>: -<N>} — <N> cumBONOB nepemMeHHol <VAR>, cnepyrownx nocne <first>
nepBbIX (HauMHas ¢ <first>+1-ro CUMBOJA), €CIN OCTAaTOK MeHbLUe — AOMOJHAETCA Npobenamu
cneBa.

{ <VAR>/<original1>/<replacel> [ /<original2>/<replace2>]} — 3ameHa yKa3aHHbIX
CMMBOJIOB nepeMeHHoM < VAR> Ha 3afjaHHble 3HaYeHNsA: CUMBOJIbI <originall> 3aMeHarTCa Ha
cnmBObl <replacel>, Npy HaAMUYUKM CUMBOABI <original2> 3aMeHATCA Ha CUMBObI <replace2 >
nT. A

Koanuectso nap NoACTaHOBKW HE OrpaHN4YeHo.

{ <VAR>/<original1>/<replacel [ { <SUB_VAR>}1>[/<original2>/<replace2>]} — aHanornyHo
BbILLEOMMCaHHbIM 3aMeHaM Ha 3aflaHHble 3Ha4YeHWs, HO C UCMOJ/Ib30BaHNEM BJIOXKEHHOM
nepemMeHHon <SUB_VAR>. [lecTBNA C BJOXXEHHbIMW NepeMeHHbIMU aHalorMYHbl BCEM AENCTBUAM
C POAUTENLCKUMU NepeMeHHbIMU.

Fny6|/1Ha BJIOXKEHHOCTU NP PeKYPCUBHbIX NOACTaHOBKAX HE OrpaHn4yeHa.

{ <VAR>/<originall>/<replacel>/<original2>/<replace2>/* / <replace3>} — aHanornuHo
BbILLUEOMMCaHHbIM 3aMeHaM Ha 3aflaHHble 3HaYeHWs, HO TakXKe J0MycKaeTca NoACTaHOBKa
3HauyeHus, 3ajaHHOTO B <replace3>, eCnn HYM OAHO N3 MEPEUNCIEHHBIX OPUrMHABHBIX 3HAUEHNI
He coBnano. Takxke ecin B <VAR> He BCTPeTUNOCh HU <originall>, Hn <original2>, Bce 3HayeHua
6yayT 3ameHeHbl Ha <replace3>.

Ta6bauua '-7. Popma 3anucm nepeMeHHbIX

MepemeHHasn 3HaueHue Bbipa)xeHune Pesynbtar
SYS.TIME 10:35:17:456 {SYS.TIME:5} 10:35
SYS.TIME 10:35:17:456 {SYS.TIME:3:5} 35:17
SYS.TIME 10:35:17:456 {SYS.TIME:3:-12} °°°35:17:456
SYS.TIME 10:35:17:456 {SYS.TIME:3:12} 35:17:456°°°
SYS.TIME 10:35:17:456 {SYS.TIME/10/99/35/77 99:77:17:456

}

YcnoBHble 0603HaueHunsA

° — npobenbHbIN CUMBOJI.

NepemeHHble OKpY>XKeHuUs

Ans dopMUpoBaHMS TEKCTOB COOOLLLEHMI Bbl MOXETE UCMO/Ib30BaTh NepeMeHHble Cpesbl
oKkpy>eHusa npouecca Cepepa Dr.Web (nonbzoBatesnb System).

MepeMeHHble cpeabl OKPY>KEHUA JOCTYMHbI B pefakTope coobulennin LieHTpa ynpaBaerus, B
Bbinagatowem crnvcke ENV. O6patnte BHUMaHMe: nepeMeHHble HEOBX0AMMO yKa3biBaTb C
pobaBneHvem npedurkca ENV. (Mpedukc 3akaHYMBAETCA Ha TOUKY).

MpunoxeHus
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CucremHble nepemMeHHble

SYS.BRANCH — Bepcus AreHtoB 1 Cepsepa Dr.Web,

SYS.BUILD — pata cbopkm Cepepa Dr.Web,

SYS.DATE — TekyLlas cMCTeMHas gaTa,

SYS.DATETIME — TeKkyLiue cucTeMHas Aata 1 Bpems,

SYS.HOST — DNS-umsa Cepsepa Dr.Web,

SYS.MACHINE — ceTeBOW aZpec KOMMbtoTepa € yctaHoBAeHHbIM CepBepom Dr.Web,
SYS.0OS — Ha3BaHWe onepaLMoHHON CUCTEMbI Ha KOMMbIOTEpe C YCTaHOB/IEHHbIM CepBepoM
Dr.Web,

SYS.PLATFORM — nnatdopma Cepsepa Dr.Web,

SYS.PLATFORM.SHORT — KpaTKUi BapuaHT SYS . PLATFORY,

SYS.SERVER — Ha3BaHue npoaykta (Dr.Web Server),

SYS.TIME — TeKyLlee CUCTEMHOE BPeMS,

SYS

.VERSION — Bepcus CepBepa Dr.Web.

O6w e nepemMeHHble ANA CTaHLUN

GEN

GEN

GEN

GEN

GEN

.LoginTime — BpemMsa NOAKAOYEHNA CTaHLUW,
.StationAddress — ajpec cTaHLUuwn,
.StationDescription — onucaHve CcTaHL WK,
.StationID — YHUKaNbHbIN UAEHTUDUKATOP CTaHLLUW,

.StationLDAPDN — pa3amyatowieeca ums (distinguished name) ctaHuum nog OC Windows.

AkTyanbHO ans ctaHumi, Bxoaswmx B ADS/LDAP-gomeH,

GEN

GEN

GEN

GEN

GEN

.StationMAC — MAC-agpec ctaHuuu,

.StationName — Ha3BaHMe CTaHLMWY,

.StationPrimaryGroupID — uaeHTMdMKaTOp NepBUYHOW rpynnbl CTaHLUW,
.StationPrimaryGroupName — Ha3BaHWe NEPBUYHOM rPynbl CTaHL MW,

.StationSID — ugeHTMdMKaTOp 6€30NaCHOCTU CTaHLUN.

O6wume nepemMeHHble ANA peno3uTopus

e GEN.CurrentRevision — TeKywWwmn naeHtnbunkaTop Bepcum,

e GEN.Folder — KaTasor pa3sMelleHns npoayKTa,

e GEN.NextRevision — naeHTndumkatop 0O6HOBNEHHOM BepCUn,

e GEN.Product — onucaHvne npoaykTa.

MpunoxeHus
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MapameTpbl U NepeMeHHble ONoBeLLeHNI No TUNnam

AaMUHUCTpATOPbI

HeusBecTHbI agMUHUCTpPaTOp

Mapamertp

MpvyrHa OTNpaBKM
ornoseLleHus

JononHutenbHas
HacTpoiika

lMepemeHHble

3HaueHue

OTI'IpaBﬂ‘ileTCH npw NonbITKe aBTOPM3aLnn B Ll,eHTpe ynpaBaeHunA
aAMUHUCTPaTOpPa C HEN3BECTHBbIM PETNCTPAUMOHHBIM UMEHEM.

He Tpebyetcs.

MSG.Login perncrpaymoHHoe nms
MSG.Address ceTeBol agpec LleHTpa
ynpasjieHus

Owwnbka aBTOpU3aLLMM agMUHUCTPATOpPa

Mapamertp
MprynHa oTnpaeku
onoBseLleHns
JononHntenbHan

HacTpoWika

MNepemeHHble

Apyroe

3HaueHue
OTtnpaBnseTcs Npu HeycrnewHOW aBTopM3aumm agMMHUcTpaTopa B
LleHTpe ynpaBaeHusa. MpuumHa owmnbK aBTOpMU3aLLMm NpUBOAMTCA

B TEKCTE ONnoBeLWlEHNA.

He Tpebyetcs.

MSG.Login perncrpaynoHHoe nms

MSG.Address ceTeBol agpec LleHTpa
yrnpasaeHus

MSG.LoginErrorCode UMCNOBOW KOJ OLLINBKM

3a¢pukcmpoBaHoO 60/1blLIOE KO/IMUECTBO aBapUIMHO 3aBepLUEHHbIX COeANHEeHNN

Mapamertp

MpWyrHa oTNpaBKM

3HaueHue

OTI'IpaBﬂ‘ileTCH npu Haanymm 60/bLLIOr0 KOINYecTBa aBapMVIHO

MpunoxeHus
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Mapamertp

onoeeweHnA

JononHuntenbHas
HacTpowika

MNepemeHHble

InaBa 2: Mpunoxxeuns

3HaueHue

3aBepLUEHbIX COEANHEHWNI C KIMEHTaMM: CTaHLMAMMY,
nHcTannatTopamm Arerta, cocegHumm Cepsepamun Dr.Web, Mpokcn-
cepeepamu.

Y106bI METH BO3MOXHOCTb OTMNPaB/AATb OMOBELLEHNA O MHOXECTBE
aBapUIHO 3aBepPLUEHHbIX COEANHEHWI, HEOOXOAMMO YCTaHOBUTb
dnar ABapuiiHble 3aBeplUeHUA COeANHEHUI B pa3jene
AamuHuctpupoBaHue — KoHdurypaumsa Cepsepa Dr.Web —
CraTuctuka 1 33ZaTb COOTBETCTBYHOLLME NapaMeTPbl B TOM XKe

pasgene.

MSG.Total KOJINYECTBO MPePBaAHHbIX
COeIHEHUN

MSG.AddrsCount KOJINYEeCTBO afpecoB, C KOTOPbIMU

Oblnu npepeaHbl COeANHEHNA

3a¢pukcmpoBaHo 60osblIOe KOMUecTBO 6/10kupoBoK KoHTponemM npuaoxeHui

Mapamertp

MpWyrHa oTNpaBKM
ornoseLleHus

JononHunTtenbHas
HacTpowika

MNepemeHHble

3HaueHue

OTnpaBaseTcs Npu HaaMuYMmM GONBLLIOTO KONMYEeCTBa
3a6/I0KMPOBaHHbIX MPUIOXKEHUI Ha CTAaHLMAX KOMMOHEHTOM
KOHTpO/Ib MpUAOXKEHWIA.

Y106bI MMETb BO3MOXHOCTb OTNPaBAATb ONOBeLeHNsA 0 60/1bLLIOM
KonnyecTBe 3a6710KMPOBaHHbIX MPUIOXKEHWI, HEOBXOAMMO
ycTaHOBUTb daar MHo)kecTBeHHble 610knpoBku KoHTponem
NPUNIOXKEHUN B pasjene AgMmuHuctpuposaHne — KoHdurypauumsa
CepBepa Dr.Web — Cratuctuka v 3agatb COOTBETCTBYIOLLNE
napamMeTpbl B TOM Xe pasjene.

MSG.Total obLee koAN4ecTBO 6JOKNMPOBOK
MSG.Profile Hanbonee pacnpocTpaHeHHble

npoduAn, MO KOTOPbLIM
nponssoanaack 610knpoBKa

Ownbka 3anucm xxypHana Cepsepa Dr.Web

Mapamertp

MpWyrHa oTNpaBKM
ornogeLleHus

3HaueHue

OTtnpaBaseTcs Npu BO3HWKHOBEHMM OLLINGKM B MpoLiecce 3anncu
nHdopmMauuu B XXypHan pabotbl Cepsepa Dr.Web. MprunHa
OLWNBKM 3aMUCK B XXypHaa MPUBOANUTCA B TEKCTE OMOBELLLEHNA.

MpunoxeHus
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HacTpowika
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3HaueHue

He Tpebyetcs.

MSG.Error TEKCT oWunbKn

Ownbka portauum xypHana Cepsepa Dr.Web

Mapamertp
MprynHa oTnpaBku
onoBseLleHns
JononHntenbHan

HacTpowika

MNepemeHHble

3HaueHune
OTtnpaBaseTca Npu BO3HMKHOBEHMM OLINMOKM B MpoLecce poTaLun
XypHana pabotbl Cepsepa Dr.Web. MNpnunHa owmbkun potauum

XKypHasia npnBoAUTCA B TEKCTE OMNOBELLEHUA.

He Tpebyetcs.

MSG.Error TEeKCT OLnbKM

CocepHuii CepBep Dr.Web paBHO He nogkntouancs

Mapamertp

MpWyrHa oTNpaBKM
ornoseLleHus

JononHutenbHas
HacTpoiika

[MepemeHHble

CTaTUCcTMUYecKum oTyer

Mapamertp

MpWyrHa oTNpaBKM
ornoseLleHus

3HaueHune

OTnpaBnsieTca cornacHo 3agaHuto B pacnucaHum Cepsepa Dr.Web.
Cozep>XuT MHPOpPMaLMIO O TOM, UTo cocegHuli Cepeep Dr.Web
[laBHO He noakntoyanca Kk gaHHomy Cepsepy Dr.Web. [lata
nocnefHero NOAKIHYEHNA NPUBOANTCA B TEKCTE OMOBELLEHNS.

AnntenbHOCTb Neproja, B TeueHne KoToporo cocegHunin Cepeep
Dr.Web gonxeH He BbIXOAUTb Ha CBA3b, YTOObI ObIIO OTNPaBAEHO
onoselleHne, 3agaeTcs B 3ajaHnn CoceaHnn cepeep AaBHO He
noaksatoyvanca B pacnmcaHnmn Cepeepa Dr.Web, HacTpanBaemom B
pa3gene AamuHuctpmpoBsaHue — lNMnaHuposwuk 3apau Cepeepa
Dr.Web.

MSG.LastDisconnectTime Bpems, korga Cepsep Dr.Web
6biN MOCAEAHUI Pa3 NOAKKOYUEH

MSG.StationName Ha3BaHue cocegHero Cepsepa

3HaueHune

OTnpaenseTca nocae reHepaumm Nepuoanveckoro otyeTa CornacHo
3ajaHuto B pacnucaHum Cepeepa Dr.Web. Takke B onoBeLleHUn
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3HaueHune
NPWBOAUTCA MyTb, MO KOTOPOMY MOXHO CKayaTb dalin oTyeTa.
OTtueT co3gaeTca cornacHo 3ajaHunto CospaHue CTaTUCTUUECKOro

otueta B pacnucaHuv Cepsepa Dr.Web, HacTpanBaemom B pasgene
AamunHuctpmupoBaHue — MaaHnpoBwmk 3agau CepBepa Dr.Web.

MSG.Attachment nyTb K OTYETY
MSG.AttachmentType MIME-Tun
GEN.File nms danna otyeta

CyMMapHbIA OTUET NPeBEeHTUBHOM 3alUUTbl

Mapametp

MprunHa oTnpaeku
onoseLleHua

JononHunTtenbHas
HacTpoWika

MNepemeHHble

3HaueHue

OTnpasnseTca Npu NoayyYyeHmm 60AbLIOro KOANYEeCcTBa OTHETOB CO
CTaHUMI ceTn OT KOMMNOHeHTa peBeHTUBHaA 3aLumTa.

Ytobbl OTNPaBAATL e4MHOe OnoBeLleHne 06 oTyeTe OT
MpeBEHTVMBHOW 3aLLMTbI, HEOHXOANMO YCTaHOBUTL daar
FpynnupoBaTth otueTbl MpeBeHTMBHOM 3alUThbl B pa3je/e
AamuHuctpupoBaHue — KoHdurypaumsa Cepsepa Dr.Web —
Cratucruka. [NapameTpbl MO rpynnmMpoBKe OTYETOB 3a4at0TCA B TOM

e pasgene.

MSG.AutoBlockedActCount KOJIMYECTBO MPOLLECCOB C
|‘|O,£I,O3pVITeJ1bHOl7| AKTUBHOCTbHO,
3a6/10KMpPOBaHHbIX
aBTOMaTn4yeCckun

MSG.AutoBlockedProc NpoLEecC C MOA03PUTENbHOW

aKTUBHOCTbHO,
3a6/10KMPOBaAHHbIN
aBTOMaTUUECKM

MSG.HipsType TVN 3alMLLAEMOro obbekTa

MSG.IsShellGuard paszeneHune Mo TMnam peakuum
MpeBEHTUBHOW 3aLuTbl NpK

aBTOMaTMYeCKoW BAOKMPOBKE:

e 6/10KMpOBKa
HeaBTOPM30BaHHOIO KOZAa

e MpoBepka JocTyna K
3alyuaeMbiM 06bekTam
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Mapamertp

3HaueHue

MSG.ShellGuardType

MSG.Total

MSG.UserAllowedActCount

MSG.UserAllowedHipsType

MSG.UserAllowedIsShellGuard

MSG.UserAllowedProc

MSG.UserAllowedShellGuard

MSG.UserBlockedActCount

MSG.UserBlockedHipsType

InaBa 2: Mpunoxxeuns

Hanbonee yacTo
BCTpeYaroLasncs npuumnHa
67I0KVPOBKM UCMOAHEHUS
HeaBTOPW30BaHHOIO KoJa Mnpwu
aBTOMaTUYeCcKon H610KMpoBKe
cobbITUSA

obliee KOAMUYecTso CobbITUM
MpeBeHTVBHOM 3aLUmThI,
3aPUKCMPOBaHHbIX B CETU

KOAm4ecTBo npoueccos C
I'IO,EI,O3pVITeJ1bHOl7I AdKTUBHOCTbHO,
pa3peeHHbIX Mosib30BaTeNEM

™n Hanbonee 4acTo
3almLaeMblx O6BEKTOB, AOCTYN
K KOTOPbIM 6bln paspeLueH
noJsib3oBaTeNem

pasfeneHve No TMnam peakuuu
MpeBeHTVBHOWM 3aLUUTbI MNpW
paspeLleHnmn AocTyna
noJsib30BaTeNIeM:

e 6/10KMpOBKa
HeaBTOPM30BaHHOIO KOZAa

e MpoBepka JocTyna K
3alyuaemMbiM 06bekTam

NpoLecc C NoA03PUTENBHOM
aKTMBHOCTbIO, Pa3peLLeHHbIN
Mnonb30oBaTeNieM

Hanbonee yacTo
BCTpeyYaroLwancs npuumnHa
6J'IOKVIpOBKI/I NCNOJIHEHNA
HeaBTOPW30BaHHOrO KoJa npu
pa3pelueHnmn cobbITus
nonb3oBaTenem

KO/In4ecTBO npoueccos C
I'IOAO3pl/ITe.I'IbHOl\/’I AdKTUBHOCTbHO,
Ba6ﬂOKMpOBaHHbIX
NnoJib3oBaTesieM

TUMN Hanbosee yacTto
3almLLaeMblx O6BEKTOB, AOCTYN

MpunoxeHus
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Mapamertp

Anuaemuna B cetu

Mapametp

MpununHa oTnpaeku
onoBeLleHns
JononHutenbHas

HacTpoiika

MNepemeHHble

3HaueHue

MSG.UserBlockedIsShellGuard

MSG.UserBlockedProc

MSG.UserBlockedShellGuard

3HaueHue

InaBa 2: Mpunoxxeuns

K KOTOPbIM Obin 3anpeweH
NnoJib3oBaTesieM

pasgeneHue no TMnam peakuum
MpeBeHTVBHOW 3aLUWTbI MpW
3anpeLleHnmn gocTtyna
noJib3oBaTeNeM:

e 610KMPOBKa
HeaBTOPM30BaHHOIO Kozja

e MpoBepKa AocTyna K
3alMLaeMbiM 06bekTam

MpoLLecc ¢ MOAO03PUTENBHOWM
aKTUBHOCTbHO,
3a6/10KMPOBaAHHbIN
nosib3oBaTesNieM

Hambosee yacto
BCTPeYatoLasncs npuumnHa
610KMPOBKM UCMOJHEHUS
HeaBTOPM30BaHHOIO Koja npu
610KkMpoBKe COObITUSA
noJib3oBaTeNnem

OTtnpasnseTcs Npu obHapy>XeHUN 3NUAEMUN B aHTUBUPYCHOW CEeTU.
OTO 03HayaeT, YTo 3a 3a4aHHbIA MPOMEXYTOK BPEMEHU BbIIO
obHapy>xeHo Hosee yeM 3aZlaHHOE KOIMYECTBO Yrpo3 B CETU.

YTo6bI OTNpaBasaTL onoBeLeHne 06 annaemusax, Heobxoanmo
ycTaHoBUTb Gsar OTcneXxmBaTbh 3NUAEMUN B pasjene
AamuHuctpupoBaHue — KoHdurypaumsa Cepsepa Dr.Web —
Cratucruka. MNapamMeTpbl MO onpeaeseHnto aNnaemMmm 3a4aroTcs B

TOM e pa3zerne.

MSG.Infected

MSG.Virus

oblee KOANMYecTBo
06HapYy>KEHHbIX yrpo3

Hanbonee pacnpoCcTpaHeHHbIe
yrpo3sbl

MpunoxeHus
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p,OCTVII'HYTO JINUE€H3NOHHOE OrpaHnYeHune nNo KosinyecrTtey CTaHU,MFI B CcetTn

Mapamertp

MpWyrHa OTNpaBKM
ornoseLleHus

JononHutenbHas
HacTpoiika

[MepemeHHble

3HaueHue

OTnpaBsnseTcs, ecan Npy NoakatoueHun ctaHummn k Cepeepy Dr.Web
06HapYXXEHO, UTO KOIMUYECTBO CTaHLMI B rpyrnmne, B KOTOPYHO
BXOAUT MOAKAtOUYaeMas CTaHLMS, JOCTUMNO OFpPaHUYeHNs B
JNINLEH3VOHHOM K/IHOUE, Ha3HAaYeHHOM A1si 3TOM TPynnbl.

Mpv 3TOM HOBasl CTaHLMs He MOXET 3aperncTprpoBaThCs Ha
Cepsepe Dr.Web.

He Tpebyetcs.

MSG.ID UUID cTtaHuumn

MSG.StationName Ha3BaHWe cTaHUMN

TakoKe JOCTYMHbI 06LLMe NEPEMEHHbIE AN CTaHLUWUW, MPYBEeAEHHbIe
Bbillle,

JocTurHyTO orpaHuuyeHne No KOANUYECTBY NepeAaHHbIX INLLEH3UN

Mapamertp
MprynHa oTnpaeku
onoBseLleHns
JononHntenbHan

HacTpoWika

MNepemeHHble

3HaueHue
OTnpaenseTcs, eciv ana Bblgaun cocegHm Cepsepam Dr.Web
6b1710 3anpoLLeHo HobLIe ANLEH3IUN, YEM AOCTYMHO B

JIMUEH3NOHHOM KNHO4YeE.

He Tpebyetcs.

MSG.0ObjId ID nMUeH3noHHOro Kitoya

NcTek cpok nepepaumn nuueHsnm

Mapamertp

MpvyrHa oTNpaBKM
ornoseLleHus

ﬂ'OI'IOﬂHVITeIIbHaH

3HaueHue
OTnpaBnfeTcs, ecam UCTeK CPOK BblAaun TNLIEH3UIA COCEAHEMY
Cepsepy Dr.Web u3 nmueHsnoHHoro knroya gaHHoro Cepepa

Dr.Web.

Cpok Bblgaun nvueH3ni cocegHum Cepsepam Dr.Web 3azaetcs B

MpunoxeHus
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HacTpoiika
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3HaueHue

pasgene AaMmuHuctpupoBanne — KoHndurypauua Cepeepa
Dr.Web — /lnueHsum.

MSG.ObjId ID nMueH3MOoHHOro KntoYa
MSG. Server Ha3BaHue cocegHero Cepsepa
Dr.Web

KonnuectBo CTaHLI,Mﬁ B rpynne npuﬁnml(ae'rca K IN4E€H3NOHHOMY OrpaHuyeHuro

Mapametp

MprunHa oTnpaeku
onoseLleHna

JononHutenbHas
HacTpoiika

MNepemeHHble

3HaueHune

OTnpaBaseTcs, ecn KOAUYeCTBO CTaHUMI B rpynne npubamxaercs
K IMLLEH3MOHHOMY OrpaHWYeHuIo B KItoYe, Ha3Ha4YeHHOM A5 3TOn
rpynnbl.

KonnuectBo cBOGOAHBIX NNLEH3WI, OCTAaBLUUXCS B KJIHOUE, NP
KOTOPOM OTMPaBASETCs ONOBeLLeHME: NMOO MeHbLLIE TPex

NNLEH3UIN, 160 MeHblue 5% oT obLero Yncna NMLUeH3ni B Kitoue.

MSG.Free KONMYEeCTBO OCTaBLUNXCA
CcBOBOAHbIX NNLEH3UN

MSG.Licensed KONMYECTBO CTaHLUMWI,
VICMOJIb3YHOLLMX JIMLEH3UM
[AHHOM Tpynnbl

MSG.Total obLee KOAMUYeCTBo
JNIVLLEH3UI MO BCEM KJHOUaM,
Ha3HauYeHHbIM rpynne.

obpaTnTe BHMMaHWe:
JINLEH3VOHHbIE KUK
rpynnbl MOryT ObITb TakXKe
Ha3HaueHbl Ha Apyrue
0OBEKTHI IMLLEH3UPOBaHMSI.

GEN.StationPrimaryGroupID ID nepBMYHOM rpynmbl

GEN.StationPrimaryGroupName Ha3BaHue nepBMHHOVI
rpynnbl
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JIMLEeH3NOHHDIN K/Il0U aBTOMaTUueckn obHoBeH

Mapamertp

MpWyrHa oTNpaBKM
ornogeLleHus

JononHuntenbHas
HacTpoWika

lMepemeHHble

3HaueHue

OTnpaBafeTca, ecamn MMUEH3IVOHHbIN KAtoY 6bl1 aBTOMaTUUeCKH
06HOBJIEH. [pY 3TOM HOBbIV K/AHOY YCMELWHO 3arpy>eH 1
pacnpocTpaHeH Ha Bce 06BbEeKTbl CTapOoro ANLEH3MOHHOTO KroYa.

[na nogpobHOW MHopMaLMK No aBTOMaTU4eCKoMy OOHOBAEHWNIO
NMUeH3nl obpaTuTech K PyKOoBOACTBY agMUHUCTpaTOpa, M.
ABTOMaTUYeCK HOBAEHWE JWLIEH3NNA.

MSG.KeyId naeHTMdMnKaTOpP CTaporo
JIMUEH3MOHHOIO KJKto4a

MSG.KeyName NMs CTaporo JNLEH3NOHHOIO
Kitoua
MSG.NewKeyId naeHTMdunKaTOp HOBOrO

JIMUEH3MOHHOIO KJto4a

MSG.NewKeyName MMA HOBOTO JINLUEH3MOHHOrO
Karouva

.nMLI,eHBI/IOHHbIﬁ K/1lou 3a6noxuposa|-|

Mapametp

MpununHa oTnpaeku
onoseLleHna

JononHunTtenbHas
HacTpowika

MNepemeHHble

3HaueHue

OTtnpasnseTcs, ecan Npy 06HOBNEHMM PEno3nTopusa 13 BceMrpHoi
Cuctembl O6HoBAeHMI Dr.Web 6bina nosyyeHa nHdopmaumsa o
TOM, YTO JIMLLEH3MOHHbIN KNtoY 6bl1 3ab610kMpoBaH. JanbHeliee
MCNONb30BaHKe 3TOro KIoYa HEBO3MOXHO.

Ans nonyyeHuns nospobHOW MHbOpPMaLMK O NpUYMHE BIOKMPOBKHM
obpaTtnTech B Cy>XBy TEXHNUECKON NMOAAEPXKKN.

MSG.KeyId ID nMueH3MOoHHOro KntoYa

MSG.KeyName MMA NOJib30BaTeNA
NNUEH3NOHHOTO K/1IKOYa

.nMLI,eHBI/IOHHbIﬁ K/ItOU He MO)KeT 6bITb aBTOMaTUUECKN O6HOB/IEH

Mapametp

MprunHa oTnpaeku
onoseLleHna

3HaueHue

OTI'IpanIFIeTCFI, ecin J'IVILI,GH3I/IOHHbII7I KU He MOXeT bbITb
aBTOMaTUUECKN OBHOB/EH, MOCKOJ/IbKY COCTaB NNLUEH3NPYEMbBIX
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MNepemeHHble

3HaueHue
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KOMMOHEHTOB Yy TEKYLLIEFO M HOBOTO K/OYel oTanyaetcs. MNpu 3Tom
HOBbIN KJFOY YCMELIHO 3arpy><KeH, HO He PacnpoCcTpaHeH Ha Bce
06beKTbl CTAPOro NNLEH3NOHHOTO Katoua. Heobxoanmo 3aMeHnTb

JNNLEH3VOHHbIN KNHOY BPYYHYHO.

[ns nogpobHOW MHbOpPMaLMK MO aBTOMaTUYeCKOMy OB6HOBAEHWNIO
NnueH3ni obpaTuTech K PyKOBOACTBY agMUHUCTpaTOpa, M.

ABTOMaTn4yeckoe 06HOBAEHME NULIEH3NNA.

MSG.ExpirationDate

MSG.Expired

MSG.KeyDifference

MSG.KeyId

MSG.KeyName

MSG.NewKeyId

MSG.NewKeyName

AaTa OKOHYaHMA TNLUEH3NN

e 1 — cpok OKOHYaHuA yxe
HacTynua

e 0 — CpoOK OKOHYaHUA eLle He
HacTynun

MpWyrHa, MO KOTOPOIA
aBTOMaTMyeckas 3aMeHa K/toya
HEeBO3MOXHa:

e 1 — cocTtaB AnLUeH3npyemMbIx
KOMMOHEHTOB Yy TEKYLLEro u
HOBOTrO JIMLEH3NOHHbIX
KntoYern otamyaercs

e 2 — Yy HOBOIO JINLEH3NOHHOrO
KNtoYa MeHblLUe NLIEH3WI, YeM
y TeKyLLLero ANLEH3NOHHOro
Knto4a

VIAEHTVI(I)VIKaTOp CTaporo
JNMLUEH3MOHHOIo Karo4a

nmMAa Ctaporo ANUeH3nNOoHHOro
K/ro4a

VIAEHTVI(I)VIKaTOp HOBOIo
JIMLUEH3MOHHOIo Karo4a

nMma HOBOIo JIMUEH3MOHHOIO
K/ro4a

OrpaHMueHMe no Ko/n4yecTtBy Ill/lLl,GHBMVI B INLLEH3VNOHHOM KJ/llo4Ye

Mapametp

MprunHa oTnpaeku

onoeeweHnA

3HaueHue

OtnpasnseTcs, ecan npu BkatoveHnn Cepsepa Dr.Web
06Hapy>KeHO, YTO KOIMYECTBO CTaHLMIN B HEKOTOPOW rpynmne yxe
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3HaueHue

NPEeBbICUAO KONNYECTBO JNLEH3NIA B TMLEH3NOHHOM KtOYE,
Ha3HaUYeHHOM AJ/1f 3TOW rPynmbl.

He Tpebyertcs.

MSG.KeyId ID AMLEH3NOHHOTO KAtoYa

MSG.KeyName MMA Nosib3oBaTend
NNLEH3NOHHOro Kir4va

MSG.Licensed KO/IMYECTBO pa3peLleHHbIX
NNLEH3nen

MSG.LicenseLimit COCTOSIHNE NINLIEH3WNIA:

e 1 — KOANYeCTBO
CBODOOAHbBIX NMLIEH3UI B
JNIMLEH3NOHHOM Ktoue
B611M3KO K OKOHYAHWIO,

e 2 — KOINYECTBO
CBODOOAHbBIX NMLIEH3UI B
JNIMLEH3NOHHOM Ktoue
3aKOHYUIOCh,

e 3 — INLEH3VOHHBIN KoY
6bl1 Ha3HaYeH Ha
boblee KONNYECTBO
06BEKTOB, YeM pas3peLleHo
B @aHHOM KJtoYe.

MSG.Licensed KO/IMYECTBO OOBEKTOB, A
KOTOpPbIX HblN HazHaueH
K1Y

MSG.Total KOIMYECTBO JINLEH3NI B
Katoye

OKOHuaHue CpOKa AeﬁCTBMﬂ JIMUEH3UOHHOTrOo KJ/1loua

Mapametp
MpununHa oTnpaeku

onoeeweHnA

JononHutenbHas
HacTpoiika

3HaueHue
OTtnpaBnsercs, ecv NpubAnKaeTcss OKOHYaHWe Cpoka AelncTBuA
JINLEH3NOHHOrO K/HoYa, a aBToMaTnyeckoe obHOBEHNE TNLEH3NN

HeZOCTYMHO.

He Tpebyetcs.
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3HaueHue

MSG.ExpirationDate JaTa OKOHYaHWNA NNLEH3UN

MSG.Expired e 1 — CpPOK OKOHYaHUSA yxe
HacTynun

e 0 — CPOK OKOHYaHWA ele He

HacTynun
MSG.KeyId NAeHTUGUKATOP JNLEH3NOHHOIO
KNto4a
MSG.KeyName MMSA INLEH3VNOHHOrO KJIroYa

[nsa coobLeHn faHHOW rpynnbl TakXke AOCTYMHbl 06LLMe NepeMeHHble ANA CTaHLWUWA, MPUBEAEHHbIE

BblLLIE.

CraH umna oXxxmgaet NnoATBepPXXAeHnA

Mapametp

MpnunHa oTnpaeku
onoseLleHua

JononHutenbHas
HacTpoiika

lMepemeHHble

3HaueHue

OTnpaBaseTcs, ecin HoBas CTaHLMA 3anpocuaa NoaKIUYEHME K
Cepsepy Dr.Web, n agmuHuctpatopy TpebyeTcs BpyUHyH
NoATBEPANUTL AN OTKa3aTb CTAHLMMW B AOCTYyMe.

CuTyauma MOXeT BO3HUKHYTb, eCiv B pasgene
ApmMmuHnctpupoBaHue — KoHnpurypaumsa Cepsepa Dr.Web —
O6uwue a1s HacTpoliki Pexxum perucrpauum HOBUUKOB
yCTaHOBJ/IEHO 3HayeHve MoaTBepiKAaTh A0CTYN BPYUHYIO.

OTcyTcTBYHOT.

CTaHLI,I/Iﬂ OTK/IOHEHa aBTOMaTU4YeCKun

Mapametp
MpununHa oTnpaeku

onoeeweHnA

JononHutenbHas
HacTpoiika

3HaueHune

OTnpaBnsieTcs, eCav HOBasl CTaHLUMSA 3anpocuia NOAKIKYEHNe K
Cepsepy Dr.Web 1 6bina otkioHeHa Cepsepom Dr.Web
aBTOMaTLNYECKN.

CuTyaunsa MOXeT BO3HUKHYTb, eC/IM B pa3gene
AamMmuHnctpupoBaHue — KoHnpurypaumsa Cepepa Dr.Web —
O6wue Ans HacTpoiku Pexxnm perucrpauum HOBMUYKOB
YyCTaHOBJ/IEHO 3HaueHve Bcerpa oTkasbiBaTh B goOCTyne.
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Mapametp 3HaueHune

MepemeHHble OrcyTcTBY!HOT.

CTaHLI,I/Iﬂ OTKJ/IOH€Ha aAMUHUCTPaTOpOM

Mapamertp 3HaueHue

MpuunHa oTNpaBKu OTnpaBnsieTcs, ecav HOBasl CTaHLUMSA 3anpocuia NOAKIKYEHNe K
OrnoBeLLeHns CepBepy Dr.Web v 6bi1a oTkKIOHEHa agMUHUCTPAaTOPOM BPYUHYHO.
[JononHuTenbHas CuTyaums MOXET BO3HUKHYTb, €CN B pasgene

HacTporika AamMmuHucrtpupoBaHue — KoHndurypaums Cepsepa Dr.Web —

O6wume a5 HacTpoliky Peyxum perncrpauym HOBUUKOB
yCcTaHOB/eHO 3HaveHne MoaTBepXkaaTb A40CTYN BPYUHYIO, U
aAMUHUCTpaTop BblOpan Ans CcTaHuuMn BapvaHT AHTUBUPYCHasA ceTb
- E HenopgtBep)xaeHHble CTaHLUUN — % OTkasatb B gocryne
BbI6GpPaHHbIM CTaHLMAM.

MepeMeHHble MSG.AdminAddress ceTeBoW agpec LleHTpa
yrnpasneHus
MSG.AdminName UMS agMUHUCTPATOPa
Penosutopun

[ns cooBLLEHNI aHHOW TPYNMbl TakxKe AOCTYMHbI OOLLMe NepeMeHHbIe A/ PENO3UTOPUS,
NpVBeAEHHbIE BhiLLE.

AKTyanbHOe COCTOsiIHMEe NPOAYKTa B peno3ntopuu

Mapametp 3HaueHune
MpWyrHa OTNpaBKM OTnpaBaseTcs, ecn nNpv NpoBepke OBHOBEHWUI Peno3nTopus
ornoseLleHns 66110 06HaPY>XXEHO, YTO 3amnpaLlnBaeMbI MPOAYKT HAXOANUTCS B

akTyanbHOM cocTtosHun. O6HoBAeHMe 3Toro npogykTta ¢ BCO npwu
3TOM He TpebyeTtca.

JononHutenbHasa He tpebyeTcs.
HacTpoiika
MNepemMeHHble OTcyTcTBYHOT.
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| MepemMeHHble WabsoHa AKTya/JlbHOe COCTOAHME NPOAYKTa B Perno3uTopum He
: BKJIOUAIOT Pali/ibl, MOMeYeHHble Kak UITHOPUpPYeMble NMPU ONMOBELLEHUSAX B

KOHbUrypaumoHHoM darine npogykTa, cM. F1. CuHTakcuc danna koHburypaumm .config.
y y

3anyuweHo o6HOBNEeHMe NpoAyKTa peno3uTopus

Mapametp
MpnunHa oTnpaeku
onoseLleHua
JononHutenbHas

HacTpoiika

[MepemeHHble

3HaueHue
OTtnpaBnsieTcs, ecv Npy NpoBepke OOHOBIEHNA PENO3UTOPUS
6b110 0BHapPYXKEHO, YTO A4 3anpallnBaeMbIX MPOAYKTOB TpebyeTca

obHoBneHue. MNpu 3TO0M 3anyckaetcs obHoBneHne ¢ BCO.

He Tpebyertcs.

OTcyTcTBYHOT.

HepocTtaTtouHo CBOGOAHOFO MecCTa Ha AUCKe

Mapametp

MprunHa oTnpaeku
onoseLleHna

JononHutenbHas
HacTpoiika

MNepemeHHble

3HaueHue

OTtnpaBnsieTcs, ecv Ha AUCKE, Ha KOTOPOM PacroIOXeH KaTasior
Cepsepa Dr.Web var ¢ guHaMUUYeCcKMMU AaHHbIMW, 3aKaHYMBaeTCs
cB0bOAHOE MecCTO.

HexBaTka MecTa Ha AuMcKke onpeaenseTcs, eCin 0CTanoCb MeHbLue
315 MB nan menbLue 1000 Hogos (ana OC cemerictea UNIX), ecan
3TV 3HaUYEHUs He nepeonpeseneHbl NePEMEHHbIMN OKPYXXEHUS.

ObLme nepeMeHHble AnA Peno3nTopus, NpUBeAEHHbIe Bblllie
HeAOCTYMHbI.

MSG.FreeInodes yncno cBobOAHbIX GarinoBbIxX

aeckpunTtopos inodes (MmeeT
CMbIC/1 TOIBKO A1l HEKOTOPbIX
cuctem cemenctea UNIX)

MSG.FreeSpace cBObOOAHOE MecTo B balTax

MSG.Path nyTb K KaTasory ¢ Ma/bim

obbemMoM namaATh
MSG.RequiredInodes HeobxoaumMoe s paboTbl YNCIO
CcBOBOAHbLIX inodes (MMeeT CMbICA
TONbKO ANl HEKOTOPbIX CUCTEM
cemencTea UNIX)
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3HaueHue

MSG.RequiredSpace HeobxoAMMbIN Ans paboTbl
06bemM CBOHOAHON NamsATn

O6HOB/NIEeHNEe NPOAYKTa B PeNO3UTOPUM 3aMOPOXKEHO

Mapamertp

MpWyrHa oTNpaBKM
ornoseLleHus

JononHunTtenbHas
HacTpowika

MNepemeHHble

3HaueHue

OTtnpaBnseTcs, ecv NPOAYKT B PEMO3UTOPUM OblN 3aMOPO>KEH
aaMuHuctpatopom. ObHoBneHure npogykta ¢ BCO npu 3TOM He
ocyLLecTBAAETCA.

YnpaBaeHnem npogyktamu peno3mTopus, B TOM YKUCIe 3aMOPO3KOWA
W CHATMEM 3aMOpPO3KM, OCYLLECTBAAETCA B pa3gene
ApamMyHUcTpupoBaHue — JletanbHaa KoHUrypauus
peno3suTtopus.

OTcyTcTBYHOT.

O6HoBNEHMe Peno3uTOpUsA yXke 3anyLieHo

Mapamertp

MpvyrHa oTNpaBKM
ornoseLleHus

JononHutenbHas
HacTpoiika

[MepemeHHble

3HaueHue

OtnpaBnseTtcs, ecm B npouecce obHoBneHnsa Cepeepa Dr.Web
6b110 MOBTOPHO 3anyLeHO O6HOBEHMeE.

He Tpebyertcs.

OTcyTcTBYHOT.

Owwunbka o6HOBNEHUA peno3uTopus

Mapametp

MprunHa oTnpaeku
onoseLleHna

JononHuntenbHas
HacTpowika

MNepemeHHble

3HaueHue

OtnpasndeTtcq, ecav npu obHosaeHUn ¢ BCO penosnTopus nam
Kakoro-nnbo 13 NpoayKkToB peno3nTopua npousoLuaa owndka.
KoHkpeTHaa npuunHa owmnbKkm, a Takoke Ha3BaHWe NpoaykTa npu
owmnbke obHOBAEHWS NPOAYKTa, MPUBOAATCA B TEKCTE OMOBELLEHNA.

He Tpebyetcs.

MSG.Error coobueHne o6 owmnbke

MSG.ExtendedError noapobHoe onuncaHme ownbku
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MpoaykT B peno3ntopun o6HOBNEH

CoobweHne

MpWyrHa oTNpaBKM

ornoBseLLeHus

JononHutenbHas

HacTpoiika

MNepemeHHble MSG.
MSG.
MSG.
MSG.
MSG.
MSG.

CraHuumn

3HaueHune

He tpebyeTcs.

Added

AddedCount

Deleted

DeletedCount

Replaced

ReplacedCount

InaBa 2: Mpunoxxeuns

OTnpaBaseTcs Npu ygauHom obHoBAeHUN penosuTtopus ¢ BCO.

Cnuncok fobaBneHHbIX Galinos
(ka>kpoe HanMeHOoBaHWe Ha
OTAE/NbHOWN CTPOKE)

KOAM4YecTBO f0HaBAEHHbIX
dannos

CMNCOK yaaneHHbIX dannos
(kaxkAoe HaumeHoBaHWe Ha
OTAE/NbHOWN CTPOKE)

KONMYeCTBO yaasneHHbIX dpalinos
CMNCOK 3aMeHEHHbIX GpalinoB
(kaxkAoe HaumeHOoBaHWe Ha

OTAE/NbHOWN CTPOKE)

KOMYECTBO 3aMeHeHHbIX Gainnos

[ns cooBLLEHNIN aHHOW rPyNMbl TakxKe JOCTYMHbI ObLLIMe NepeMeHHble AN CTaHLUM, NPUBEAEHHbIE

BblLLe.

@

B MHOrocepsepHoOUli ceTVM BO3MOXHO MOJlyYeHNe ONMOBELLEHWNA O COBLITUAX Ha CTaHLMAX
cocegHnx Cepsepos Dr.Web. BkatoueHne gaHHOW OMLMK OCYLLECTBAAETCA Npw
HacTpovike cBsA3eit ¢ cocegHummn Cepeepamu Dr.Web (cm. PykoBogcTBo

agMUHUCTpaTOpa, pa3gen Hactpoiika ceazen mexay Cepeepamu Dr.Web).

O cobbiTnsx Ha cocegHem Cepaepe Dr.Web gocTtynHbl cnegyrolyme onoBeLleHus:
O6Hapy>keHa yrpo3a 6esonacHocTy, OTueT NpeBeHTUBHO 3awuTbl, Ownbka

CKaHupoBaHuUA, Cratncrtuka cKaHv poBaHuA.

MpunoxeHus
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ABapuiiHoe 3aBeplLUeHNe coefUHeHUs

Mapamertp

MpWyrHa oTNpaBKM
ornogeLleHus

JononHuntenbHas
HacTpoWika

MNepemeHHble

3HaueHune

OTnpaBnseTcs Npuv aBapunHOM 3aBepLIEHUN COeANHEHUS C
KNMEHTOM: CTaHLMeRN, nHCTannatopom AreHta, cocegHum Cepeepom
Dr.Web, Mpokcn-cepeepom.

YT06bI MMETH BO3MOXHOCTb OTNPaBAATL ONOBELLeHNA 06 aBapuiiHO
3aBepLUEeHHbIX COeANHEHNAX, HEOBXOAMMO YCTaHOBUTL diar
ABapuiiHble 3aBeplUEHUA COeAUHEHUN B pa3jene
AamMmuHucrpupoBaHue — KoHndurypaumus Cepsepa Dr.Web —
Cratuctuka 1 33ZaTb COOTBETCTBYHOLLME NapaMeTpbl B TOM Xe
pasgene.

MSG.Total KOJINYECTBO MPEePBaHHbIX
COeIHEHUN
MSG.Type TUN KANEeHTa

KoHTponb npuno>xeHuni 3abnokmnposan npouecc

Mapametp

MprunHa oTnpaeku
onoseLleHna

JononHunTtenbHas
HacTpoWika

MNepemeHHble

3HaueHune

OTnpaBnseTcs, ecv NPUIOXKEHWE Ha CTaHLMK BbIo
3a610knMpoBaHO KOMMNOHEHTOM KOHTPOb MPUAOXKEHWNA.

He TpebyeTcs.

MSG.AppCtlAction NPUMEHEHHOE ZeNncTBue:

e 0 — HensBecCTHO,

2 — 3abn0oKMpoBaH,

3 — 3abnokMpoBaH (He HalaeH
B CMUCKe AOBEPEHHbIX
NPUIOXKEHUI),

5 — 3abnokmpoBaH
3anpeLLaroLLMM NpaBuaamu,

7 — 3abnokmpoBaH
HacTporkaMu MONTUK.

MSG.AppCtlType TN cobbITUA:

e 0 — HensBecTeH,
e 1 — 3anyck npouecca,

e 2 — 3anycK XOCT-NpoLiecca,

MpunoxeHus
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Mapamertp

InaBa 2: Mpunoxxeuns

3HaueHune

3 — 3anycK CKpUNTOBOro
WHTEpnpeTaTopa,

e 4 — 3arpyska Moayns,
e 5 — 3arpyska ApaniBepa,
e 6 — 3anyck MSI-ycTaHOBLLMKa,

e 7/ — cO3/aHne HOBOrO
ncnonHsemoro daina Ha ancke,

e 8 — mogudukauna
ncnonHsemoro daina Ha ancke.

MSG.Path nyTb K 3a6/10KMPOBaHHOMY
npoueccy

MSG.Profile Ha3BaHWe NPopus, NO KOTOPOMY
npowvi3BeaeHa 610KMpoBKa

MSG.Rule Ha3BaHuWe Npaswa, No KOTOPOMY
npowussegeHa 6aoknpoBsKa

MSG.SHA256 xel 3a610KMpPOBaHHOrO
npouecca (SHA-256)

MSG.StationTime BPEMs Ha CTaHUuK, Koraa
npouecc 6611 3abnoknposaH

MSG.Target nyTb K 3a6710KMPOBaHHOMY
CKpUNTY B C/lydae XOCT-npoLecca

MSG.TargetSHAZ256 xel 3a6/10KMPOBAHHOIO CKPUMTa
B C/lyydae ¢ xocT-npoueccom (SHA-
256)

MSG.TestMode BK/IFOYEH JIN TECTOBBIA PEXUM
MSG.User rnosb3oBaTeslb, OT UMEHU

KOTOpOro 3anyckancs
3a6/10KMPOBaAHHbIV 06bEKT

KOHTpOIIb an/IIIO)KeHMI‘;I 3a6noxuposan npouecc 3 CnUCka N3BeCTHbIX xewen yrpos

Mapametp

MprunHa oTnpaeku
onoseLleHna

3HaueHune
OTtnpasngeTcs, ecanm Ha cTaHuMK 6blno 3a6A0KMpPOBaHO

NPUNOXEHME N3 CNNCKA U3BECTHbBIX XELLEeW Yrpo3 KOMMNOHEHTOM
KoHTpoab npunoxeHun.

MpunoxeHus

66



A
d
A

AT
g:

Mapamertp

JononHuntenbHas
HacTpowika

MNepemeHHble

3HaueHune

InaBa 2: Mpunoxxeuns

OnoselleHne 06 06Hapy>XeHMM MO CMUCKY U3BECTHbIX XeLUel
BO3MOXHO, TOJIbKO €C/AN NLEH3MPOBAHO UCMOAb30BaHMe
6ronneTeHen N3BECTHbIX XeLlelr Yyrpo3 (A0CTaTOUYHO IMLIEH3UN XOTA
6bl B O4HOM U3 JINLLEH3NOHHBIX KIHOUER, Mcnosb3yembix CepBepom

Dr.Web).

Hannuve anueHsnm npneoamTca B MHGOPMaLmMm no
NVNLEH3NOHHOMY KOy, KOTOPYHO MOXHO MPOCMOTPETb B paszese
MeHeppkep nuueHsnia, napameTtp PaspelueHHble cNMcKn
6ronnereHein xewein (eciv GYHKLMOHAN HE NLEH3NPOBAH, AaHHbIN

napameTtp OTCYTCTBYeET).

MSG.AppCtlAction

MSG.AppCtlType

MSG.Document

MSG.Path

MSG.Profile

NPVYIMEHEeHHOe JeliCTBME:

e 0 — HensBecCTHO,
e 2 — 3abnoKMpoBaH,

e 3 — 3abn0KkMpoBaH (He HangeH
B CMUCKe AOBEPEHHbIX
NPUIOXKEHUI),

e 5 —3abnokmpoBaH
3anpeLLaroLLMM NpaBuaamu,

e 7 — 3abnoknposaH
HacTpoWKaMmn NOAUTUK.

TN cobbITUA:

e 0 — HensBecTeH,

o 1 — 3anyck npouecca,

2 — 3anycK XoCT-npoLiecca,

3 — 3anycK CKpUNTOBOro
WHTEpnpeTaTopa,

4 — 3arpyska Moayns,

5 — 3arpy3ka gpatiBepa,

e 6 — 3anyck MSI-ycTaHOBLLMKa,

7 — co3paHne HOBOTO
ncnonHsemoro daina Ha ancke,

8 — moaudukauyma
ncnonHsemoro daina Ha ancke.

6roNneTeHb, CoaepXKaLLmii XeLl

nyTb K 3a6/10KNPOBaHHOMY
npoteccy

Ha3BaHWe nNpodunaa, Mo KOTOPOMyY
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3HaueHune

MSG.

MSG.

MSG.

MSG.

MSG

MSG.

MSG.

Rule

SHA256

StationTime

Target

.TargetSHA256

TestMode

User

Kpmvlqecxaﬂ ownbka o6HOBNEHUA CTaHUUMN

Mapametp
MpnunHa oTnpaeku
onoseLleHua
JononHutenbHas

HacTpoiika

[MepemeHHble

HeunsBecTHaa ctaHuusa

Mapamertp

MpWyrHa oTNpaBKM
ornoseLleHus

3HaueHue

InaBa 2: Mpunoxxeuns

nponseeaeHa 6J'IOKVIpOBKa

Ha3BaHWe npaewaa, MO KOTOPOMY
npowunssegeHa 6aoknpoBsKa

xelw 3ab610KMpoOBaHHOrO
npouecca (SHA-256)

Bpems Ha CTaHLuW, KOorAa
npouecc 6611 3abnoknposaH

nyTb K 3a6/10KMPOBaHHOMY
CKpVNTY B C/ly4ae XocT-npotiecca

xel 3ab710KMPOBaHHOro CKpUnTa
B C/lyydae ¢ xocT-npoueccom (SHA-
256)

BK/IFOUEH JIN TECTOBbIN pPeXunm
NnoJsib30BaTe/ib, OT UMEHU

KOTOpOro 3anyckancs
3a6/10KMPOBaAHHbIV 06bEKT

OTnpaBnseTcs, ecv Co CTaHLUMUM NONYyUYeHO OMoBeLLeHUn 06
olwmnbke B Npouecce 0BHOBAEHUS aHTUBUPYCHbBIX KOMTMOHEHTOB C
Cepsepa Dr.Web.

He Tpebyertcs.

MSG.Product

MSG.ServerTime

3HaueHue

0bHOBASIEeMbIV MPOAYKT

MeCcTHOe BpeMs Noay4YeHuns
coobueHuns Cepsepom Dr.Web

OTnpaBnseTca, ecan HOBas CTaHLMA 3anpocuaa NogKItoYeHne K
Cepsepy Dr.Web, Ho 6bina He gonyleHa 40 paccMOTpPeHUS
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JononHunTtenbHas
HacTpowika

MNepemeHHble

Mapametp
MprunHa oTnpaeku
onoseLleHna
JononHutenbHas

HacTpoiika

[MepemeHHble

3HaueHue

InaBa 2: Mpunoxxeuns

noATBEPXAEHUNA NN OTKa3a B perncrtpauunin.

He Tpebyetcs.

MSG.ID

MSG.Rejected

MSG.StationName

O6Hapy>keHa yrpo3a 6esonacHocTH

3HaueHune

UUID HensBecTHOM CTaHLmMK

3HaUeHus:
e rejected — CTaHLUMM OTKa3aHo
B AOCTyne

e newbie — caenaHa nonbiTka
nepeBecTy CTaHLUMIO B
COCTOsiHMe "HoBMYoK"

Ha3BaHWe CTaHUMN

OTnpasndeTcs, ecam co CTaHUMM NOsyYeHO OnoBeLLeHnn o6
obHapyxeHWM yrpos. B onoselyeHnn agMUHUCTPATOPY TakKe
npuBoAnTCA NoapobHaa nHdopmauma 06 obHapy>KeHHbIX yrpo3ax.

He tpebyeTcs.

MSG.

MSG.

MSG.

MSG.

MSG.

MSG.

MSG.

MSG.

GEN.

Action

Component

InfectionType

ObjectName

ObjectOwner

RunBy

ServerTime

Virus

ServerRecvLinkID

AeicTBre, NpeAnpuUHATOe npu
obHapyxeHun

MMs KOMMOHEHTa
TVIN yrpo3bl
UM MHOULMPOBAHHOTO obbeKTa

BAazenel, UHPULMPOBAHHOTO
obbekTa

nosib30BaTeslb, OT MMEHMU
KOTOPOro 3anyLeH KOMMOHEHT

Bpemsa noayvyeHuns cobuitna, GMT
UM yrpo3bl

UUID nocnegHero cocepHero

MpunoxeHus

69



A7

-
T

A

yAY

Mapamertp

InaBa 2: Mpunoxxeuns

3HaueHune

Cepsepa Dr.Web, ot koToporo
6b110 MNoNyYeHO JaHHOoe
coobleHne 06 0bHapy>XeHHOM
yrpose Ha NoAKAHYEHHbIX K HEMY
CTaHUMAX (NyCcToe 3HaueHwue, ecan
obHapy>keHa yrposa Ha CTaHumsX,
NOAKIHOUEHHbIX K AaHHOMY
Cepsepy Dr.Web)

GEN.ServerRecvLinkName Ha3BaHWe MoCcAeAHEro CoCeHero
Cepsepa Dr.Web, ot koToporo
6b110 NonyyeHo cooblueHne 06
06Hapy>XeHHOW yrpose Ha
NMOAK/IFOUEHHbIX K HEMY CTaHLMAX
(nycToe 3HaueHwue, ecan
obHapy>keHa yrposa Ha CTaHumsX,
NOAKIHOUEHHbIX K AaHHOMY
Cepsepy Dr.Web)

GEN.ServerOriginatorID UUID Cepsepa Dr.Web,
KOTOPOMY noJKnto4veHa CTaHumnA,
Ha KOTOpOV ObHapyeHa yrposa

GEN. ServerOriginatorName Ha3BaHue Cepsepa Dr.Web,
KOTOPOMY noJKnto4veHa CTaHumnA,
Ha KOTOpOV ObHapyeHa yrposa

O6Hapy>xeHa yrpo3a 6e30nacHOCTM MO U3BEeCTHbIM XellaMm yrpos

Mapamertp

MpvyrHa OTNpaBKM
ornoseLleHus

JononHutenbHas
HacTpoiika

3HaueHune

OTnpaBaseTcs, ecan co CTaHLMKM Noay4eHO onoBeLleHnn 06
06Hapy>KeHWM Yrpo3 M3 Cnncka N3BECTHbIX Xellel yrpo3. B
OMOBELLEHNN agMUHNCTPATOPY Takke NPUBOANTCA MOAPO6HasA
NHPopmaLma 06 06Hapy>KEHHbIX Yrpo3ax.

OnoBelleHne 06 06HaPYXXEHUM MO CMMUCKY U3BECTHBIX XELUEel
BO3MOXHO, TOJIbKO €C/IN IMLLEH3MPOBAHO MCMOb30BaHMe
GroneTeHEN N3BECTHBIX XELLEN Yrpo3 (AOCTaTOUHO JIMLIEH3UN XOTA
6bl B OZHOM 13 NIMLLEH3MOHHbIX KIOUEN, NCnonb3yeMbix CepBepom
Dr.Web).

Hanvuve avueH3nm npnBoanTcs B MHbGOpMaLmmn no
JIVMLLEH3VOHHOMY KFOUY, KOTOPYH MOXHO MPOCMOTPETbL B paszene
MeHep>xep nvueH3uiA, napametp Pa3pelueHHble cnnckn
6ronneteHen xewemn (eca GyHKLMOHAN He NNLIEH3NPOBAH, AaHHbIN
napamMeTp OTCYTCTBYET).

MpunoxeHus
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lMepemeHHble

3HaueHune

MSG.

MSG.

MSG.

MSG.

MSG.

MSG.

MSG.

MSG.

MSG

MSG.

MSG.

GEN.

GEN.

Action

Component

Document

InfectionType

ObjectName

ObjectOwner

RunBy

SHA1

.SHA256

ServerTime

Virus

ServerRecvLinkID

ServerRecvLinkName

InaBa 2: Mpunoxxeuns

AeicTBMe, NPeAnpUHATOe Npu
obHapy>xeHun

MMA KOMIMOHEHTa

6ronNeTeHb, Cofep KallLni XeLl
06Hapy>KeHHOW yrpo3bl

TN Yyrpos3bl
nmA VIHCI)VILI,VIpOBaHHOFO obbekTa

Brageney, MHOMLMPOBAHHOTO
obbekTa

MnoJsib30BaTe/ib, OT UMEHU
KOTOPOro 3anyweH KOMMNOHEHT

xew SHA-1 obHapy>keHHoro
obbekTa

xew SHA-256 obHapy>xeHHOro
obbekTa

Bpems nonyyeHuns coboitna, GMT
M8 Yyrpos3bl

UUID nocneagHero cocegHero
Cepsepa Dr.Web, ot koToporo
6b110 MONYYEHO AaHHOE
coobLeHne 06 obHapy>KeHHOM
yrpo3se Ha NoAK/IOYEHHbIX K HEMY
CTaHUMAX (NycToe 3HaYeHune, ecau
obHapy>XeHa yrposa Ha CTaHLMsX,
NOAKNOYEHHBIX K JAHHOMY
Cepsepy Dr.Web)

Ha3BaHWe NOCNeLHEro CoCesHero
Cepsepa Dr.Web, ot koToporo
6b110 NoNyyYeHO cooblieHne 06
06Hapy>XeHHOW yrpo3e Ha
MOAK/IOUYEHHBIX K HEMY CTaHLIMAX
(nycToe 3HauveHwue, ecn
obHapy>KeHa yrposa Ha CTaHUusX,
NOAKNFOUYEHHbIX K AJAHHOMY
Cepsepy Dr.Web)
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OTtueT NMpeBeHTUBHOW 3aLUThI

Mapametp
MprunHa oTnpaeku
onoseLleHna
JononHutenbHas

HacTpoiika

lMepemeHHble

3HaueHune

GEN.ServerOriginatorID

GEN. ServerOriginatorName

3HaueHune

InaBa 2: Mpunoxxeuns

UUID Cepsepa Dr.Web, k
KOTOPOMY MOAK/IOUEHA CTaHLMS,
Ha KOTOpOW 0bHapy>eHa yrpo3a

Ha3BaHue Cepsepa Dr.Web, k
KOTOPOMY MOAK/IOUEHA CTaHLMS,
Ha KOTOpOW 0bHapy>eHa yrpo3sa

OTI'IpaBJ'IFIeTCFI npun noaydyeHnn otyeTa OT KOMMNOHEHTa
HPEBEHTMBHaﬂ 3aunTa COo CTaHUMnM 3TOro nam coceaHero CepBepa

Dr.Web.

He tpebyeTcs.

MSG.AdminName

MSG.Denied

MSG.HipsType

MSG.IsShellGuard

MSG.Path

MSG.Pid

MSG. ShellGuardType

aaMUHUCTPaTOP,
MHULMNPOBABLUWIA AEUCTBUE Haj,
NoAO3PUTENbHbBIM MPOLECCOM

JeVicTBUE, MPOU3BEAEHHOE Haj
NnoJo3pUTENbHBIM MPOLECCOM:

e 3anpeweH

e paspelueH

TN 3alniaeMoro obbekTa

paszeneHue no TMnam peakuumu
MpeBEHTVBHOM 3aLUMWTbI:

e 6n0KMpOBKa
HeaBTOPM30BaHHOIO KOZa

e MpoBepka JoCTyna K
3alUMLaeMbiM 06BbeKkTam

nyTb K npoueccy c
I'IO,CI,O3pI/IT€fIbHOI7I AdKTUBHOCTbHO

naeHtTndunkatop npouecca
NoZ03PUTENbHOM aKTUBHOCTbIO

npu4rHa 610KMPOBKHM
MCMOJIHEHWS HEeaBTOPU30BAHHOTO
Koga
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3HaueHune

MSG.StationTime

MSG.Target

MSG.Total

MSG.User

MSG.UserAction

GEN.ServerRecvLinkID

GEN. ServerRecvLinkName

GEN. ServerOriginatorID

GEN.ServerOriginatorName

InaBa 2: Mpunoxxeuns

BpeMs NosiBAeHMs COObITUS Ha
CTaHuUK

nyTb K 3aliuaeMomMy 06BeKTy, K
KOTopoMy bblia ocyLecTBaAeHa
noneiTka JocTyna

KO/INYECTBO 3aMpeToB B Cay4ae
aBTOMaTMUECKOW peakLmm
MNpeBeHTVMBHOW 3aLLmKThI

noJsib3oBaTtesb, OT UMEeHU
KOTOpPOro Obi 3anyweH npouecc
I'IO,CI,O3pI/IT€fIbHOI7I AdKTUBHOCTbHO

MHULMATOP AEVCTBUS Haj
NoAO03PUTENbHBIM MPOLECCOM:

® [10JIb30BaTe/lb

e aBTOMaTMUeckas peakuus
MNpeBeHTVMBHOW 3aLLmnThI

UUID nocnegHero cocepHero
Cepsepa Dr.Web, ot koToporo
6b11 nonyyeH oTyeT
MNpeBeHTVUBHOW 3aLLnTbl C
NOAKNOUYEHHbIX K HEMY CTaHLMR
(nycToe 3HauveHve, eciv NoayyeH
OTYET CO CTaHLWW, NOAKNHOYEHHbIX
K sgaHHomy Cepsepy Dr.Web)

Ha3BaHWe Moc/ieHero coceHero
Cepsepa Dr.Web, ot koTtoporo
6b11 NolyYeH oTyeTt
MpeBeHTVMBHOM 3aLLMWTbI C
NOAKNOUYEHHbIX K HEMY CTaHLMR
(nycToe 3HauveHne, eciv NosyyeH
OTYeT CO CTaHLWW, MOAKNOUYEHHbIX
k saHHomy Cepsepy Dr.Web)

UUID Cepsepa Dr.Web, k
KOTOPOMY MOAKAHOUYEHA CTaHLWs, C
KOTOPOW MOJyYeH OTYeT
MpeBEHTVMBHOM 3aLUWTbI

Ha3BaHue Cepsepa Dr.Web, k
KOTOPOMY MOAKAHOYEHA CTaHUuS, C
KOTOPOW MosyyeH oTyeT
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3HaueHune

MpeBEHTVMBHOM 3aLUWTbI

Otuer npeBeHTMBHOﬁ 3alnThbl 06 06|-|apy)|(e|-|vm yrpos no nsBecCtHbiM Xellam yrpos

Mapametp

MpnunHa oTnpaeku
onoseLleHua

JononHunTtenbHas
HacTpowika

MNepemeHHble

3HaueHune

OTnpasaseTcs Npu noay4yeHnn otTyeta oT KOMMOHEHTa
MpeBeHTMBHaA 3aLluTa CO CTaHLMK 3TOro nam coceaHero Cepsepa
Dr.Web npu obHapy>eHnn yrpo3 13 crnvcka M3BeCcTHbIX XeLlen

yrpos.

OnoBelleHre 06 0BHapy>XeHUW MO CMNCKY U3BECTHbIX XeLlei
BO3MOXHO, TOJIbKO €C/N INLIEH3MPOBAHO MUCMOJIb30BaHMe
6rosneTeHEN M3BECTHBIX XeLUel Yyrpo3 (4OCTaTOUYHO ANLIEH3MM XOTS
6bl B O4HOM U3 JINLLEH3NOHHBIX KIHOUER, ncnosb3yembix CepBepom
Dr.Web).

Hannuve anueHsnm npnsoamTca B MHGOPMaLMm no
JNNLEH3NOHHOMY KJIHOUYY, KOTOPYHO MOXHO NMPOCMOTPETh B pasgene
MeHeppkep nuueHsnia, napameTtp PaspelueHHble cNMcKn
6ronnereHein xewein (eciv GyHKLMOHAN HE INLEH3NPOBAH, AaHHbIN
napameTp OTCYTCTBYeET).
MSG.AdminName aAMUHUCTPaTOP,
MHULMMPOBABLUNIA AeCTBME Haj,
NoZO3PUTENbHBLIM MPOLECCOM

MSG.Denied JeicTBMe, MPOU3BEEHHOE Haj

noA03pUTEJ/IbHBbIM MpoueccoM:

e 3anpeLyeH
e paspelueH

MSG.Document BronneTeHb, coaepKalLmii xeLl

06Hapy>KeHHOM yrpo3bl

MSG.HipsType TWN 3alLNLLAEMOro obbekTa

MSG.IsShellGuard paszeneHune rno Tnam peakuum

MpeBEHTVBHOM 3aLUWTbI:

e 610KMpPOBKa
HeaBTOPM30BaHHOIO KOZa

e MpoBepka JoCTyna K
3aUMLaeMbiM 06BbeKkTam

MSG.Path nyTb K npoLieccy ¢

I'IO,CI,O3pI/ITGfIbHOI7I AdKTUBHOCTbHO
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MSG.

MSG.

MSG

MSG.

MSG.

MSG.

MSG.

MSG.

MSG.

GEN.

GEN. ServerRecvLinkName

pid

SHA1L

.SHA256

ShellGuardType

StationTime

Target

Total

User

UserAction

ServerRecvLinkID
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VIAEHTVI(I)VIKaTOp npouecca c
I'IOAO3pI/ITGJ'IbHOI7I AdKTUBHOCTbHO

xew SHA-1 obHapy>keHHOro
obbekTa

xew SHA-256 obHapy>keHHOro
obbekTa

npuynHa 610KMPOBKHM
NCMONHEHNA HeaBTOPU30BaHHOTO
Koja

BpeMAa noAaBJieHNA cobbITMA Ha
CTaHUMn

NyTb K 3alUyLLiaeMoMy 06BbEKTY, K
KOTOpPOMY bblna ocyLecTBaeHa
nonbiTka focTyna

KOZIMYeCTBO 3anpeToB B Cyyae
aBTOMaTNYeCKOW peakLmm
MpeBeHTVBHON 3aLWUnTbI

nosb3oBaTeb, OT UMEHH
KOTOPOro 6bi1 3anyLLeH NpoLecc ¢
NoJO3PUTENbHON aKTUBHOCTHHO

NHULMATOP AEVCTBUSA Haj,
NnoJ03pUTENbHBIM MPOLECCOM:

® [10JIb30BaTeNb

e aBTOMaTM4eckas peakuus
MpeBEHTVMBHOM 3aLUWTbI

UUID nocnegHero coceaHero
Cepsepa Dr.Web, ot koTtoporo
6b11 NolyyYeH oTyeTt
MpeBeHTVMBHOM 3aLLUMWTbI C
NOAKNHOUYEHHbIX K HEMY CTaHLMR
(nycTtoe 3HauveHune, eciv nosyyeH
OTYeT CO CTaHLWW, MOAKNOUYEHHbIX
k aaHHomy Cepsepy Dr.Web)

Ha3BaHWe rnocneHero coceHero
Cepsepa Dr.Web, ot koToporo
6b11 NonyyeH oTyeT
MNpeBeHTVMBHOW 3aLLnTbl C

MpunoxeHus
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Mapamertp

3HaueHune

GEN.ServerOriginatorID

GEN.ServerOriginatorName

Owwunbka aBTOpPM3aL UM CTaHLUU

Mapamertp

MpWyrHa oTNpaBKM
ornoseLleHus

JononHutenbHas
HacTpoiika

MNepemeHHble

Owwunbka ckaHMpoBaHUA

Mapametp

MprunHa oTnpaeku
onoseLleHna

3HaueHue

InaBa 2: Mpunoxxeuns

NOAKNOUYEHHbIX K HEMY CTaHLMR
(nycToe 3HauveHne, eciv nosyyeH
OTYeT CO CTaHLWW, MOAKNOUYEHHbIX
k saHHomy Cepsepy Dr.Web)

UUID Cepsepa Dr.Web, k
KOTOPOMY MOAKAHOUYEHA CTaHLWs, C
KOTOPOW MOJyYeH OTYeT
MpeBEHTVMBHOM 3aLLUWTbI

Ha3BaHue Cepsepa Dr.Web, k
KOTOPOMY MOAKAOYEHA CTaHUuS, C
KOTOPOW MosyyYeH oTyeT
MNpeBeHTVMBHOW 3aLLmWThI

OTnpasnseTcs, ecam nNpuv nonbiTke nogiatoueHms K Cepsepy Dr.Web
CTaHLMA NpeAoCTaBUNa HEBEPHbIe yUeTHble AaHHble. JancHellume
LencTBIUS, 3aBUCALLME OT MONNTUKN MOAKIFOUEHNS CTaHLMNA, TakxKe

npmMBOAATCA B ONOBELLEHNN.

MonnTrKa NOAKIOYEHNS CTaHUMIA 3aZaeTcs B HacTpolike Pexxum
perucrpauum HOBMUKOB pa3zena AAMUHUCTPUPOBaHue —
Kondurypaumsa Cepsepa Dr.Web — O6uwume.

MSG.ID

MSG.Rejected

MSG.StationName

3HaueHune

UUID cTtaHuumn

3HaueHus:
e rejected — CTaHUMM OTKa3aHO
B ZOCTyne

e newbie — caenaHa nonbiTka
nepeBecTy CTaHLUMIO B
COCTOsIHME "HoBUYOK"

Ha3BaHWMe CTaHUMN

OTnpaBaseTcs, ecin co CTaHLMK NoNydYeHo onoBeLleHre 06
olWKnbKe, BO3HUKLLIEN NMPU CKAHUPOBAHWN.

MpunoxeHus
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JononHuntenbHas
HacTpowika

MNepemeHHble

3HaueHune

He TpebyeTcs.

MSG.Component
MSG.Error
MSG.ObjectName
MSG.ObjectOwner

MSG.RunBy

MSG.ServerTime

GEN.ServerRecvLinkID

GEN. ServerRecvLinkName

GEN.ServerOriginatorID

GEN. ServerOriginatorName
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NMMA KOMMNOHEHTa
coobuieHne 06 owmnbke
nMs obbekTa

BlageneL, obbekTa

noJsib3oBaTtesib, OT MMEHU KOTOPOTro
3anyuweH KOMMNOHeHT

Bpems nonyyeHuns coboitna, GMT

UUID nocnegHero coceaHero
Cepsepa Dr.Web, ot koToporo
6blna nonyyeHa MHbopmaums 06
owmnbKe Npu CKaHNPOBAHUY
NOAKNHOUYEHHbIX K HEMY CTaHLMR
(nycTtoe 3HauveHWe, ecnn owmnbka
CKaHMpPOBaHWMA NpomnsoLna Ha
CTaHLUMAX, NOAKNFOYEHHbIX K
aaHHomy Cepsepy Dr.Web)

Ha3BaHWe NoC/aeJHero CocefHero
Cepsepa Dr.Web, ot koTtoporo
6blna nonyyeHa MHbopmMaums 06
owmnbKe Npun CKaHNPOBAHUY
NOAKNOUYEHHbIX K HEMY CTaHLMR
(nycTtoe 3HauveHWe, ecnn owmnbka
CKaHMpPOBaHWMA NpomnsoLna Ha
CTaHLUMAX, MOAKNFOYEHHBIX K
aaHHomy Cepsepy Dr.Web)

UUID Cepsepa Dr.Web, k
KOTOPOMY MOAK/IHOUEHA CTaHLMS,
Ha KOTOPOM NpounsoLuna owwmbka
CKaHMpPOBaHUA

Ha3BaHue Cepeepa Dr.Web, «
KOTOPOMY MOAKIOYEHa CTaHLWS,
Ha KOTOpOl Npou3soLuaa olwmnbka
CKaHVPOBaHWA

MpunoxeHus
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Owwnbka ckaHMpoBaHUA NPy 06Hapy>KeHUN Yrpo3bl MO U3BECTHbIM XellaM Yrpos

Mapamertp

MpWyrHa oTNpaBKM
ornogeLleHus

JononHutenbHas
HacTpoiika

[MepemeHHble

3HaueHune

OTnpasaseTcs, ecan NpomsoLlia ownbka ckaHMpPoBaHWA Npu
06HapY>KeHWM Yrpo3bl U3 CNNCKa N3BECTHbBIX Xellel yrpos.

OnoBelleHne 06 06HaPYXXEHUM MO CMUCKY U3BECTHBIX XELUEel
BO3MOXHO, TOJIbKO €C/N IMLLEH3MPOBAHO MCMONb30BaHMe
6ronneTeHelr N3BECTHbIX Xelleln Yyrpo3 (4OCTaTOYHO ANLIEH3MMN XOTA
6bl B OZHOM 13 NIMLLEH3MOHHbIX KIHOUEN, NCnonb3yeMbix CepBepom
Dr.Web).

Hanvuve avueH3nm npnBoanTcs B MHbGOpMaLmmn no
JIMLLEH3VOHHOMY KFOUY, KOTOPYH MOXHO MPOCMOTPETb B paszene
MeHep>xep nvueH3niA, napametp Pa3pelueHHble cnnckn
6ronneteHel xewemn (ecav GyHKLMOHAN He NNLIEH3UPOBAH, AAHHbIN
napamMeTp OTCYTCTBYET).

MSG.Component NMA KOMMOHEHTa

MSG.Document BronneTeHb, coaepKalLmii xeLl
06Hapy>KeHHOM yrpo3bl

MSG.Error coobueHune 06 owmnbke
MSG.ObjectName nma obbekrta

MSG.ObjectOwner BAajeney obbekTa

MSG.RunBy Mosb30BaTe b, OT IMEHU KOTOPOro

3anyuweH KOMMNOHeHT

MSG.SHAI xew SHA-1 obHapy>xeHHOro
obbekTa

MSG.SHA256 xew SHA-256 obHapy>keHHOro
obbekTa

MSG.ServerTime Bpema noayyeHuns cobuitna, GMT

GEN.ServerRecvLinkID UUID nocnegHero cocesHero

Cepsepa Dr.Web, ot koTtoporo
6blna nonyyeHa MHbopmMaums 06
owmnbKe Npun CKaHNPOBAHUY
NOAKNOUYEHHbIX K HEMY CTaHLMR
(nycTtoe 3HauveHWe, ecnn owmnbka
CKaHMpPOBaHMA NpousoLna Ha
CTaHLUMAX, NOAKNFOYEHHbIX K
aaHHomy Cepsepy Dr.Web)

MpunoxeHus
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3HaueHune

GEN.ServerRecvLinkName Ha3BaHMe NOoC/AeJHEero CoceHero
Cepsepa Dr.Web, ot koTtoporo
6blna nonyyeHa MHbopmMaums 06
owmnbKe NP CKaHNPOBAHUY
NOAKNHOUYEHHbIX K HEMY CTaHLMR
(nycTtoe 3HaueHWe, ecnn owmbka
CKaHWpPOBaHMA Npom3oLuia Ha
CTaHLMAX, NOAKIOYEHHbIX K
aaHHomy Cepsepy Dr.Web)

GEN.ServerOriginatorID UUID Cepsepa Dr.Web,
KOTOPOMY MOAK/IOUEHA CTaHLMS,
Ha KOTOPOM NpounsoLuna owwmbka
CKaHMpPOBaHUA

GEN. ServerOriginatorName Ha3BaHue Cepsepa Dr.Web,
KOTOPOMY noJKnto4yeHa CTaHuuA,
Ha KOTOpOl Npou3soLuaa olmnbka
CKaHMpPOBaHUA

Ownbka co3aaHumA yue'rHoﬁ 3anmcm CTaHUUn

Mapametp
MprunHa oTnpaeku
onoseLleHna
JononHutenbHas

HacTpoiika

lMepemeHHble

3HaueHue
OTnpaBnseTcs, eciv HEBO3MOXHO CO3/aTh HOBYHO YYETHYHO 3anucb
cTaHumm Ha Cepepe Dr.Web. MNMoapobHocTM 06 owmnbke

npuBogaTcs B danne xypHana Cepsepa Dr.Web.

He Tpebyetcs.

MSG.ID UUID ctaHuum

MSG.StationName Ha3BaHWe CTaHUMN

CraHuma gaBHO He nogkatoyanach kK Cepsepy Dr.Web

Mapametp

MprunHa oTnpaeku
onoseLleHua

JononHunTtenbHas
HacTpowika

3HaueHune

OTtnpasnseTcs cornacHo 3agaHuto B pacnucaHmm Cepsepa Dr.Web.
Cozep>XuT MHPOPMaLMIO O TOM, YTO CTaHLMA JaBHO He
noakitovancs k gaHHomy Cepeepy Dr.Web. [lata nocnegHero
NOAK/IOYEHNA MPUBOANTCA B TEKCTE OMOBELLEHNUA.

[AnvTenbHOCTb Neproja, B TeYEHNE KOTOPOro CTaHLUMA AO/IKHA He
BbIXOAMTb Ha CBA3b, UTOObI HbINO OTMPABAEHO OMOBELLEHNE,

MpunoxeHus
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3HaueHune

3ajaeTca B 3agaHnm CTaHUMA JaBHO He NOAKJOYanach B
pacnucaHum Cepsepa Dr.Web, HacTpanBaemom B paszene
AamunHuctpmupoBaHue — MaaHmpoBwmk 3agau CepBepa Dr.Web.

Ob6Lwme nepemMeHHble ANs CTaHUWIA, NPUBEAEHHbIE Bbllle
HeZOCTYMHbI.

MSG.DaysAgo KOJIMUECTBO AHEN C MOMEHTa

MOC/eAHErO MOAKIOYEHNS K
Cepeepy Dr.Web

MSG.LastSeenFrom ajpec, C KOTOPOro CTaHuuA B

nocaefHUIA pa3 noakarYanach K
Cepeepy Dr.Web

MSG.StationDescription onucaHme cTaHumm

MSG.StationID UUID cTtaHumm

MSG.StationMAC MAC-aapec ctaHumm

MSG.StationName Ha3BaHWe CTaHUMMn

MSG.StationSID naeHTMduKaTop besonacHocTH

CTaHUnn

CTaHLI,I/Iﬂ noarBepXXgeHa aBTOMaTU4eCkKun

Mapametp

MpununHa oTnpaeku
onoseLleHna

JononHutenbHas
HacTpoiika

[MepemeHHble

3HaueHue

OTnpaBnsieTcs, ecv HoBasl CTaHLMsA nojana 3anpoc Ha
nogxntoueHve k Cepaepy Dr.Web v 6bi1a noateepxzeHa Cepepom
Dr.Web aBTromatunuecku.

CuTyauma MOXeT BO3HUKHYTb, eCiv B pasgene
ApmMmuHnctpupoBaHue — KoHnpurypaumsa Cepsepa Dr.Web —
O6wue a1s HacTpoliki Pexxum perucrpauum HOBUUKOB
YCTaHOBJ/IEHO 3HayeHe ABTOMaTU4eCcKN paspewunTb AOCTYn.

OTcyTcTBYHOT.

CTaHLI,I/Iﬂ noareBep>xgeHa agMUHUCTPATOpPOM

Mapametp

MprunHa oTnpaeku

3HaueHune

OTI'IpaBJ'IﬂeTCFI, €C/In HOBaA CTaHUMA nojaja 3anpoc Ha

MpunoxeHus
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onoeeweHnA

JononHutenbHas
HacTpoiika

MNepemeHHble
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3HaueHune

nogkntoueHune k Cepsepy Dr.Web 1 6bin1a nogTBepxxaeHa
aAMVHUCTPATOPOM BPYYHYHO.

CuTyaunsa MOXeT BO3HUKHYTb, €C/IM B pa3jene
AamMmuHuctpupoBaHue — KoHpurypaumsa Cepepa Dr.Web —
O6wue A5 HacTpoiki Pexxnm perucrpauum HOBMUKOB
YCTaHOBJ/IEHO 3HauyeHVe MoaTBepIXKAaTh AOCTYN BPYUHYIO, U
a,a,MMHMCTpaTop Bblbpan Ans cTaHUMM BapuaHT AHTUBUPYCHaA ceTb
HenoaTBep)kaeHHble CTaHUUKN — i) PaspewnTtb goctyn
Bb|6pa|-||-|b|M CTaHUMAM U Ha3HauYNTb NEePBUYHYIO Fpymnny.

MSG.AdminAddress ceTeBol agpec LleHTpa
ynpaBaeHunA
MSG.AdminName MMa agMUHUCTPaTopa

CTaHLI,I/Iﬂ y>Ke 3apeructpupoBaHa

Mapametp

MprunHa oTnpaeku
onoseLleHna

JononHunTtenbHas
HacTpowika

MNepemeHHble

Cratnctuka CKaHUpoBaHuA

Mapametp
MpununHa oTnpaeku

onoeeweHnA

JononHutenbHas
HacTpoiika

3HaueHune

Otnpasnsetcs, ecam k Cepeepy Dr.Web nbitaetca nogknroumntbcs
CTaHUMA C AEHTUHNKATOPOM, KOTOPbIV COBMajaeT C
NAEHTUPUKATOPOM CTaHLMKN y>Ke NMOAKIFUEHHOM K JaHHOMY
Cepsepy Dr.Web.

He TpebyeTcs.

MSG.ID UUID ctaHumm

MSG.Server ID Cepsepa Dr.Web, Ha koTopom
CTaHLVMA 3aperncTpuposaHa

MSG.StationName Ha3BaHWe CTaHUumn

3HaueHue
OTnpaBnseTcs, eciv CO CTaHUMMU NOJYYEHO OMOBELLEHNN O
3aBEPLUEHNN CKaHUPOBaHWA. B onoBeLLeHM agMUHUCTpaTopa

TakKKe NpuBoOgNTCA KpaTkKaAa CTaTUCTMKa CKaHUPOBaHUA.

He Tpebyertcs.
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3HaueHue

MSG.

MSG.

MSG

MSG.

MSG.

MSG.

MSG.

MSG.

MSG.

MSG.

MSG.

MSG

MSG.

MSG.

MSG

GEN.

Component

Cured

.DeletedObijs

Errors

Infected

Locked

Modifications

Moved

Renamed

RunBy

Scanned

.ServerTime

Speed

Suspicious

.VirusActivity

ServerRecvLinkID
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MMsA KOMMOHEHTA, MPOBOAMNBLLETO
CKaHMpOBaHwue

KOJINYECTBO Bbl/I@YEHHbIX
06BbEKTOB

KOMM4ecTBO yAaN€HHbIX 0b6bekToB

KOM4ecTBO ownbok
CKaHMpPOBaHUA

KONNYECTBO NHPULIMPOBAHHbIX
06BbEKTOB

KONMYECTBO 3a6/10KMPOBaHHbIX
0b6beKkToB

KOJIMYeCTBO OO BbEKTOB,
NHOULMPOBAHHBbIX
MoandUKaunsaMn BUPYCOB

KOJIMYEeCTBO OOBbEKTOB,
nepemMeLLeHHbIX B KapPaHTUH

KONMYECTBO NMepenMeHOBaHHbIX
0b6beKkToB

noJsib3oBaTe/lb, OT UMEHU KOTOPOro
3anyweH KOMMNOHEeHT

KONMYECTBO MPOCKaHNPOBAHHbIX
06beKkToB

Bpema nony4veHuns coboitna, GMT
ckopocTb obpaboTkm B Kb/

KOJIMYECTBO MOAO3PUTENBHBIX
06BHEKTOB

KOIMYeCTBO O6HaPY>KEHHbIX
BUPYCOB

UUID nocneaHero cocegHero
Cepsepa Dr.Web, ot koToporo
6blna NosyyeHa ctaTcTuka
CKaHVMPOBaHMA MOAKIOUYEHHbIX K
HeMy CTaHUW (MycToe 3HaueHue,
ec/n noayyeHa CcTaTucTmka co
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Mapametp 3HaueHne

GEN. ServerRecvLinkName

GEN.ServerOriginatorID

GEN. ServerOriginatorName

Tpebyetca nepesarpyska cTaHLUN

InaBa 2: Mpunoxxeuns

CTaHLMM, NOAKNOYEHHbIX K
aaHHomy Cepsepy Dr.Web)

Ha3BaHWe NocaefHero cocegHero
Cepsepa Dr.Web, ot koToporo
6blna nosyyeHa ctaTUcTukKa
CKaHMPOBaHUA NOAKNOYEHHbIX K
HeMy CTaHUW (MycToe 3HaueHue,
ec/n noayyeHa CcTaTucTmka co
CTaHLUWA, NOAKIFOUEHHbIX K
naHHomy Cepsepy Dr.Web)

UUID Cepsepa Dr.Web, k
KOTOPOMY MOAK/IOUEHa CTaHLUus, C
KOTOPOW MoslydeHa cTaTmucTuika
CKaHVpPOBaHUS

Ha3BaHune Cepsepa Dr.Web, k
KOTOPOMY MOAKIOYEHa CTaHUWSA, C
KOTOPOW MoJjilyyeHa CTaTUCTMKa
CKaHMPOBaHMA

Mapamertp 3HaueHue
MpuyrHa oTnpaBku OTtnpaBnsieTcs, ecav TpebyeTcs nepesarpyska CTaHLMM No OAHOW 13
onoseLleHus CNesyroLWNX MPUYNH:

e 1A 3aBepLUEHNA eYeHnd,

e NS NPUMEHeHUs OBHOBAEHWU,

® N4 N3MeHeHMA COCTOAHUA annapaTHoﬁ BUPTYyannsaumnu,

® ANAd 3aBepLlleHna nevyeHna n npuMeHeHna 0bHOBIEHWI,

e N4 3aBepLlleHnNa Je4eHna N NSMeHeHnA COCTOAHUA, annapaTHoﬁ

BUPTyaan3saumu,

® NJ1A MPUMEHEHNA OBHOB/IEHUI N U3MEHEHNS COCTOAHUSA

aﬂﬂapaTHOVI BUPTYyannsaunu,

® 114 3aBepLleHNa NeYeHnda, NnpuMeHeHnA OBHOBNEHUN 1
N3MEHEHNA COCTOAHUA annapaTHon BUPTYyann3saumnun.

JononHutenbHasa He Tpebyetcs.
HacTporika
MNepemMeHHble MSG.Reason

npu4rHa nepesarpysku
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Mapametp
MprunHa oTnpaeku
onoseLleHna
JononHutenbHas

HacTpoiika

lMepemeHHble

YcrpoiictBO 3a610KkMpoOBaHO

Mapamertp
MprynHa oTnpaBku
onoBseLleHns
JononHntenbHan

HacTpowika

MNepemeHHble

3HaueHue

3HaueHue
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CMMUCOK BO3MOXHbIX MPUYUNH

npuBeseH B NpeayCcTaHOBAEHHOM

wabsoHe

Tpebyetca nepesarpyska cTaHLUW AN1A NPUMEHeHUA 06HoBAeHNIA

OTI'IpanIFIeTCFI, eCJin CO CTaHUMKM NoJly4eHO onoBeLleHne O TOM, 4TO
NpPoAyKT Obi YCTaHOBAEH NN OBHOB/IEH, 1 Tpe6yeTc9 nepesarpyska

cTaHuunu.

He Tpebyetcs.

MSG.Product

MSG.ServerTime

3HaueHue

0obHOBASIEMbIV NMPOAYKT

MeCTHOEe BpeMA NoJiydeHnsa

coobueHns Cepeepom Dr.Web

OTnpaBadeTca, ecan co CTaHLMKN NONyHeHO OMoBeLleHne O TOM, UTO
Kakoe-Mb0 13 NoAKIOYaeMbIX K CTaHLMW YCTPOWCTB Oblao
3a6/10KMPOBaHO aHTUBMPYCHbIM KOMMNOHeHTOM Dr.Web.

He Tpebyetcs.

MSG.Capabilities

MSG.Class

MSG.Description
MSG.FriendlyName

MSG.Instanceld

MSG.User

XapaKTepuCTUKN YCTPONCTBA

Knacc ycTponcTea (HasBaHue
POAVTENbCKOW Fpynmbl)

onncaHne yCTpOVICTBa

NMOHATHOE NMA yCTpOVICTBa

VI,EI,eHTVICI)VIKaTOp 3K3emMnadapa

yCTpolicTBa

MMAa nNosib3oBaTtend

MpunoxeHus
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YcraHoBKU

[ns cooBLLEHNN JaHHOW rPynMbl TakxKe AOCTYMNHbI ObLLMe NepeMeHHble AN CTaHLUM, NPUBEAEHHbIE
BblLlle,

YcTaHOBKa Ha CTaHUUUM He BbIMOJ/IHEeHa

Mapametp 3HaueHue
MprurHa oTnpaBKm OTtnpaBnseTca B cly4ae BO3HUKHOBEHMWA OLIMOKN MpU yCTaHOBKe
ornoBeLleHns AreHTa Ha cTaHumto. KoHkpeTHas npuyvHa owmnbKn NpuBoaMTCa B

TEeKCTe onoBeweHnA.

JononHutenbHasa He Tpebyetcs.
HacTpowika
MNepemeHHble MSG.Error coobueHne 06 owmnbke

YcTaHOBKa Ha CTaHLMM YCMeELHO 3aBepLlleHa

Mapametp 3HaueHue

MprynHa oTnpaeku OTnpaBnseTcs B C/lyyae yCrewHon ycTaHOBKM AreHTa Ha CTaHLMIO.
onoBseLlleHns

JononHutenbHasa He Tpebyertcs.

HacTpoiika

MNepemMeHHble OTcyTcTBYHOT.

MpunoxeHus
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Mpunoxxenune 4. Cneunduxkaumnsa ceteBoro agpeca

B maHHOM crneumbunkauum NpuHATLI CieayroLmne o603HaueHus:

e nepeMeHHble (NoJis, NoA/exallne 3aMeHe Ha KOHKPETHbIE 3HaYEHWA) 3aK/I0YatoTCA B YI0Bble
CKOBKM M MULLYTCSH KYPCUMBOM,

® MOCTOSAHHbIN TEKCT (COXp6HF|FOLLI,MI;1Cﬂ nocne I'IOACTaHOBOK) nMuweTca MOHOLWNPUHHDBIM LLIpI/ICI)TOM,
e Heobs3aTe/IbHbIE 31IEMEHTbI 3aK/IH0UatoTCs B KBajpaTHble cKobKu,

e C/leBa OT MOC/Ne0BaTe/IbHOCTU CMMBOJIOB : : = pacrnoJiaraeTca onpejensemMoe rnoHAT1e, a crpasa
— onpegeneHve (kak B popme bakyca-Haypa).

A1. Owmn popmar agpeca

CeTeBOW agpec UMeET Ceay oL BUS;

[ <protocol>://] [ <protocol-specific-part>]

Mo ymonuaHuto <protocol> nmeet 3HayeHne TCP. 3HaueHus No yMoa4daHuto <protocol-specific-
part> onpesensaroTCs NPUIOKEHNEM.

@ Takke gonyckaeTcs ycTapeBLUnii dopmaT 3anuncu agpecos:

[ <protocol> /] [ <protocol-specific-part>1].

Appeca cemeiicTBa IP
e <interface>: :=<ip-address>

<ip-address> moxeT bbITb DNS-meHem mnam IP-agpecom, pasgeneHHbiM ToukaMu (Hanpumep,
127.0.0.1).

e <socket-address>: : =<interface>: <port-number>

<port—number> AOJIKEH ObITb 3ajaH AeCATUYHbIM YNC/IOM.

Mpw 3agaHnm agpeca Cepsepa Dr.Web 1 agpeca AreHTa cyLLecTByeT BO3MOXHOCTb YKa3aTb BEPCUIO
ncnoJsib3yemoro npotokosa. [lonyckaroTcsa ciefytolmne BapuaHTbl:

e <protocol>: //<interface> : <port-number> — ncnons3osatb IPv4 n IPv6.
e <protocol>:// (<interface>) : <port-number> — ncnonb3oBaTb TOJbKO IPv4.

e <protocol>:// [ <interface>] : <port-number> — vncnonb3oBaTtb TONbKO IPV6.
Hanpumep:
1.tcp://127.0.0.1:2193

O3HayaeT NPOTOKOA TCP, NOpPT 2193 Ha uHTepdence 127.0.0. 1.
2. tcp:// (examle.com) : 2193
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O3HauaeT NPOTOKOA TCP, NOPT 2193 Ha IPv4-uHTepdeiice example . com.

.tep://[::]1:2193

O3HayaeT NPOTOKoA TCP, NopT 2193 Ha IPv6-nHTepdeiice
0000.0000.0000.0000.0000.0000.0000.0000

. localhost:2193

TO Xe.

. tep://:9999

3HaueHve ansa cepBepa: MHTepPdENC NO YMONYAHMIO, 3aBUCALLMIA OT NPUAoXeHnsa (06bIuHO BCe
AOCTyMNHble MHTepdeNnchl), MOPT 9999; 3HaUeHWe AN KAMEHTA: CBA3b C XOCTOM MO YMOYaHWIO,
3aBUCALLUM OT NpUAoXKeHus (06blYHO 1ocalhost), MOpT 9999.

. tcp://

npotokoa TCP, nopT No ymMOiYaHuto.

OpueHTUPOBaHHbI Ha coeANHEHUEe NPOTOKO/

<protocol>: / / <socket-address>

rae <socket-address> 3afaeT nokanbHbIA apec COKeTa A/ cepBepa UM yAaNeHHbI cepBep Ans
KAWeHTa.

OpuveHTMpPOBaHHbIW Ha AaTarpamMmMy MPOTOKO/

<protocol>: / / <endpoint-socket-address> [ - <interface>]

Hanpumep:

1.

udp://231.0.0.1:2193

O3HauaeT ncnosb3oBaHve multicast-rpynnbl 231.0.0.1:2193 Ha 3aBUCALLEM OT NPUNOXKEHUS
NHTepdence N0 yMONYaHWIO.

.udp://[£f£18::231.0.0.1]:2193

O3HayvaeT ncnosib3oBaHve multicast-rpynnbl [££18::231.0.0.1] Ha 3aBucALEM OT
NPUNOXEHNA NHTEpdENCe MO YMONYaHWIO.

. udp://

3aBMc5IU.I,MI;1 OT NPUNIOXKeEHNA VIHTepCI)el\/'IC N KOHEeYHasa TO4Ka.

.udp://255.255.255.255:9999-myhostl

MCNO/b30BaHME LUIMPOKOBELLATENbHbBIX COODOLWEHMI Ha MOPT 9999 Ha UHTepderice myhost1.

Appeca cemencTtea UDS

OpUEHTUPOBAHHbIV Ha COeMHEHNE NPOTOKO:
unx://<file_name>
OpUEHTUPOBAHHbIV Ha AaTarpamMmmy NPOTOKO:

udx: //<file_name>
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Hanpumep:

1.unx://tmp/drwcsd:stream

2.unx://tmp/drwcsd:datagram

Appeca cemencrtBa SRV

srv:// [<server name>] [ @<domain name/dot address> ]

D2. Appeca Arenta Dr.Web/ UHcTtannatopa

Mpsamoe coeguHeHne ¢ Cepsepom Dr.Web

[ <connection-protocol>] : / / [ <remote-socket-address>]

Mo ymon4yaHuto, B 3aBUCMMOCTU OT <connection-protocol>:

e tcp://127.0.0.1:2193
rae 127.0.0.1 — loopback, 2193 — nopr;
e tcp://[::1]:2193

rae [::1] — loopback (IPv6), 2193 — nopr.

Mounck CepBepa Dr.Web <drwcs-name>, ncnonbsyiowmii ykasaHHoe
CeMeMNCTBO NPOTOKOJIOB N KOHEUYHYHO TOUKY

[ <drwcs-name>] @ <datagram-protocol>: / / [ <endpoint-socket-address> [ - <interface>] ]

Mo ymonyaHuto, B 3aBUCMMOCTU OT <datagram-protocol>:

e drwcs@udp://231.0.0.1:2193-0.0.0.0

nouck Cepsepa Dr.Web c nmeHem drwcs ana TCP-coeanHeHus, ncnoab3ytolero multicast-
rpynny 231.0.0.1:2193 Ha BCex MHTepdercax.
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NMpunoxeHwue E. YnpaBneHne penosmtopuem

@ PekomeHpayeTca ocyLLeCcTBAATL YNpaBieHne peno3nTopmemM Yyepes COOTBETCTBYIOLLNE
: HacTpoliku LleHTpa ynpaBneHus. MogpobHee cM. B PykoBoacTBe agMUHUCTpaTOpa, .
npaBaeHw no3ntopuem B Dr.Web.

HaCTPOI\/'IKI/I peno3nTopua COXpaHAKTCA B cieayroLumne q)al;lﬂu KOHq)VIpraLI,I/II/I penosntopunA:

e O6uine dannbl KOHOUIypaL My pacnosoXeHbl B KOPHE KaTaaora peno3utopus 1 3agatoT
napameTpbl cepBePOB OOHOBAEHMI.

e Dannbl KOHOUrypaLMM NPOAYKTOB PaCcroNoXeHbl B KOPHe KaTasoroB, COOTBETCTBYHOLLIMX
KOHKPETHbIM NPOAyKTaM Perno3nTopus, 1 3afatoT coctaB GalnnoB 1 HaCTPOWKM OBHOBAEHWI
NpoAyKTa, B KaTasore KOTOPOro OHWU HaXOAATCS.

@ Mocne pesakTvpoBaHusa Gannos KoOHPUrypaumm Tpebyetcs nepesanyck Cepeepa
: Dr.Web.

& Mpw HacTpolike MexcepBepPHbIX CBs3el (CM. B PykoBoACTBe agMUHUCTpaTOpa, M.
HHOCTU CEeTU C HECKObKUMU Bepamu Dr.Web) ans 3epkannpoBaHuns
NPOAYKTOB CAeAyeT UMETb B BUAY, YTO KOHOUIypaLMOHHbIe Galiibl He ABAAIOTCA YacTbio
npoaykTa 1 He obpabaTbiBatOTCA CUCTEMON 3epkannpoBaHmsa. YTobbl n3bexats cboes B
pabote cucteMbl OGHOBNEHUA:

e 1517 paBHonpaBHbIXx CepeepoB Dr.Web coxpaHsante KoHOUrypaLmo MAEHTUYHOMN,

e 415 noAunHeHHbix CepeepoB Dr.Web oTkatounTe CMHXPOHM3ALIMIO KOMMOHEHTOB MO
npotokony HTTP nnn coxpaHante KOHOUrypaumo MAEHTUYHOMN.

E1. O6wume ¢pannbl KOHPUrypauum

.servers

®aiin .servers COAEPXUT CNUCOK CEPBEPOB A/t 06HOBAEHMS KoMnoHeHTOB Dr.Web Enterprise
Security Suite B peno3utopumn Cepsepa Dr.Web c cepsepos BCO.

CepBepbl B CNUCKe OMpaLUMBaOTCA NOCIEA0BATEbHO, MPK ycrexe 06HOBEHMS NpoLeaypa onpoca
3aBepLUaeTcs.

Hanpumep:

esuite.geo.drweb.com
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.url

®ann .url copepxut 6a3oBbli URI 30HbI OOHOBAEHMA — KaTanora Ha cepBepax 0OHOBAEHWN,

coaepkallero obHOBAeHMS KOHKpeTHOro npoaykta Dr.Web.
Hanpumep:

update

.proto

®alin .proto COAEPXMUT Ha3BaHWe NPOTOKO/IA, MO KOTOPOMY OCYLLECTBAAETCS MOyYeHme
06HOBNIEHMI C cepBEPOB OOHOBNEHU.

Mo>eT NPUHMMaTb OAHO U3 CNEAYIOLUMNX 3HaUeHW: http | https | ftp | ftps |
scp | smb | smbs | file.

sftp |

| MpoTokosibl smb U smbs AOCTYMHbI ToNbko Ans Cepeepos Dr.Web nog OC cemeiicTBa

UNIX.

Hanpumep:

https

.auth

®ain . auth COAEpPXUT NapaMeTpbl aBTOPM3aL MM NOIb30BaTeNS Ha cepBepe 0OHOBIEHW.

MapameTpbl aBTOPM3aL MM 3a4at0TCa B CiegytoLieM popmare:

<UMA nosib3oeamesida>

<napose>

Mmsa nosnb3oBatens — o06s3aTenbHbIN NapaMeTp, NapoJib — OMNUUOHA/bHbIN.

Hanpumep:

admin

root
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.delivery

®ain .delivery COAEPXMUT HACTPOKMKM ANs nepesayvm obHoBAeHW ¢ cepeepoB BCO.

Mapametp Bo3modkHble OnucaHue
3HaueHus
cdn on | off Wcnonb3osaHne Content Delivery Network npwu 3arpyske
penosntopusa:

e on — ncnonab3osatb CDN,
e of f — He ucrnonb3osaTtb CDN.

cert drweb | valid | Jonyctnmble SSL-cepTndukaTtbl cepBepoB OOHOBEHUS,
any | custom KOTOpble BYAyT aBTOMATUUeCKU NPUHUMATLCS:

e drweb — NpuHMUMaTb TobKO SSL-cepTudmkaT kKOMNaHUK
«[lokTop Beb»,

e valid — NpVHMMaTb TONbKO AeWCTBUTENbHbIe SSL-
ceptnudmKaThl,

e any — NpUHMMaTh Jtobble cepTuduKaThl,

e custom — NPVHUMaTb CepTUPMKAT, KOTOPbINA yKazas
nosb3oBaTeb.

cert-path MyTb K NOAb30BaTENbCKOMY CEPTUPUKATY, €C/IN YyKa3aH
peXuMm custom A8 napametpa cert.

ssh-mode pwd | pubkey PexuM aBTOpM3aLMmM NPpU UCMONb30BaHUN NPOTOKOIOB SCP
n sftp (ocHoBaHbI Ha Ssh2):

e pwd — aBTOPU3aLMA MO PerncTpaLMoOHHOMY MeHN
nosb3oBaTeNs U Naposto,

e pubkey — aBTOpM3aLMa Mo KIroHaM WndpPoBaHUS.

ssh-pubkey MyTb K OTKPLITOMY ssh-karouy cepBepa O6HOBAEHMA.

ssh-prikey MyTb K 3aKpbITOMY ssh-karouy cepBepa O6HOBAEHMN.

E2. ®aunnbl KOHPUrypaumm npoayKToB

.description

®alin .description 3agaet umsa npogykta. Ecam daiin oTcyTCcTBYET, B KauecTBe MMeHN NpoAyKTa
MCMONb3YeTCs UMS COOTBETCTBYHOLLLErO KaTasora npoayKTa.
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Hanpumep:

Dr.Web Server

.sync-off

®ain otk YaeT 06HOBAEHNE npoAaykTa. Co,qep>|<v|Moe HE MMeeT 3Ha4YeHUA.

®daisibl NckNOUeHUU Npn obHoBNeHUN peno3utopusa CepBepa
Dr.Web ¢ BCO

.sync-only

®arin . sync-only COAEPXUT PETYNSpHbIE BblpaXKeHWs, onpesenstoLmne cnmcok dannos
penosnTopus, KOTopble ByAyT CUHXPOHN3MPOBATLCA NPy 06HOBAEHUM peno3uTopus ¢ BCO. ®aiinbl
peno3nTopms, He 3asaHHble B . sync—-only, CUHXPOHWU3UPOBAaTbCA He byayT. Ecm dain . sync-
only OTCYTCTBYET, TO ByAyT CUHXPOHM3NPOBATLCA BCe dalibl peno3utopus kpome $aliios,
NCKFOYEHHBIX COrIaCHO HacTponkaMm B danne . sync-ignore.

.sync-ignore

®aiin . sync-ignore coaepXuT B popmaTe peryasipHbix BblpaXKeHU CNMcoK $Gainos
peno3nTopms, KoTopble ByAyT NCKIHOYEHbI U3 CUHXPOHM3aLMKN NPY OGHOBIEHWUN PENO3UTOPMSA C
BCO.

Mpumep ¢aitna c uckaroUEeHUAMN

“windows-nt-x64/
“windows-nt/

~windows/

NMopsapaok ncnonbsoBaHua ¢pannos KOHPUrypaumum

Ecam ana npogykTta npucyTCcTBYHOT dainbl . sync-only U . sync-ignore, UCNOJb3yeTCs
cnepyrolLas cxema AencTBUiA:

1. CHauana npumeHseTca . sync-only. ®aliibl, He NePeYNCIEHHbIE B . sync—-only, He
obpabatbiBatoTCA.

2. KocraBlwmmca dainam NpUMeHseTcs . sync-ignore.
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®dainbl ncknroueHn npm obHoBneHnn AreHtoB ¢ CepBepa Dr.Web

.state-only

®anin . state-only COAEPXMUT PEryasapHble BbipaxeHus, onpeaenstoLme cnmcok $Gamnios,
KOTopble ByayT CMHXPOHM3MpPOBaTbCs NP 06HoBAeHWUM AreHToB ¢ CepBepa Dr.Web. Daiinbi
penosnTopus, He 3afiaHHble B . state-only, CMHXPOHM3NPOBaTLCA He ByayT. Ecm dann . state-
only OTCYTCTBYeET, TO ByAeT CUHXPOHM3NPOBATLCA BCe dalnbl peno3utopus kpome danios
PEno3nTOPKSA, NCKIOYEHHBIX COrIaCHO HacTponkaMm B danne . state-ignore.

.state-ignore

®aiin . state-ignore COAEPXUT peryisipHble BblpaXeHWs, onpesenstoLmne cnmcok Gpanos,
KoTopble ByAyT NCKNOUEHb! U3 CUHXPOHM3aLLMKW Npu obHoBAeHun AreHToB ¢ Cepsepa Dr.Web.

Hanpumep:

e He TpebyeTca NonyyaTb HEMEL KM, KUTAUCKUIA U CMaHCKUIA A3bIK1 HTepdeiica (OCTanbHble —
nosayuatb),

e He TpebyeTca NosyyeHne KOMMNOHEHTOB, NpeAHa3HaveHHbIX Aas 64-6utHbix OC Windows.
; ~common/ru-.*\.dwlS$ sTO BymeT OOHOBJIEHO
~common/de-.*\.dwl$
~common/cn-.*\.dwl$
~common/es—.*\.dwl$
“win/de-.*
“win/cn-.*
~windows-nt-x64\.*

OuepeaHOCTb NPUMEHeHUs . state-only M .state-ignore aHalOrMMyHa .sync-only 1
.sync-ignore

HacTtpoWiku oTnpaBKkn onoBeLw,eHnmn

®arinbl rpynnbl notify NO3BOAAKOT HACTPOUTL CUCTEMY OMOBELLLEHNSA MPW YAaYHOM OBHOBAEHNM
COOTBETCTBYHOLLUX MPOAYKTOB PENO3UTOPUS.

| [JlaHHble HaCTPOWMKM OTHOCATCA TO/IbKO K ornoBellyeHuto MpoaykT obHoBAEeH. Ha
: OCTaJ/IbHble TUMbl OMOBELLEHWI NCKIFOUYEHUS HE PacnpPOCTPaHAOTCS.
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HacTpolikn cuctembl onoBeLleHns onvcaHbl B PykoBoacTBe agMUHUCTpaTopa, M.
Hactpoika onoeleHWN.

.notify-only

®aiin .notify-only COAEPXUT CNMCOK GakIoB PENO3UTOPUS, MPU U3IMEHEHUN KOTOPbIX
OTNPABJ/IETCA OMOBELLEHNME.

.notify-ignore

®aiin .notify-ignore COAEPXKMUT CNUCOK GanNoB Peno3nTopus, NPU N3MEHEHUN KOTOPBIX HEe
OTNPaBAAOTCA OMOBELLEHUS.

NMopapaok ncnonb3oBaHua ¢pannos KOHUrypaumum

Ecam ana npogykTa npucyTctBYHOT dainbl .notify-only M .notify-ignore, UCNOAb3yeTCA
cnepyrolLas cxema AencTBuiA:

1. MNpwn obHOBAEHUM NpoAyKTa dainbl, 06HOBAeHHbIe ¢ BCO, cpaBHMBAKOTCSA CO CnuUcKamMm
NCKJTFOYEHWIA.

2. CHayvana uckaoyarotcsa dalisibl, BKAKOYEHHbIE B CMUCOK .notify-ignore.

3. W3 ocTtaBwmxcA GannoB nckatoyaroTca daiabl, He nognasatowme B CnMcok .notify-only.

4. Echm octanncb Cl)al\/'lflbl, He UCK/IF0YEeHHbIE Ha npeablayLunX warax, TO OnoBeLwWeHna OTrpaB/IaroTCA.

Ecam daninbl .notify-only n .notify-ignore OTCYTCTBYHOT, TO ONOBeELLeHUs ByayT
OTNPaBAATLCA BCEraa (ec/v OHM BKAKOYEHbI Ha cTpaHuLe HacTpoiiku onoBeweHuii B LieHTpe
yrpaBaeHus).

Hanpumep:

Ecam B danne .notify-ignore 3agaHo UckaoyeHne ~ . vdb.lzma$, TO B clyvae 0O6HOBAEHUSA
TONbKO PaiioB BUPYCHbIX 6a3 onoBseLyeHne oTnpasaeHo He byaeT. Ecim nomumo 6a3 06HOBMAOCh
AApo drweb32.d11, TO onoBeLeHne byaeT oTnpaBaeHo.

Hactpoiikmn 3amopo3ku

.delay-config

®anin .delay-config COAEPXUT HACTPOWMKM 3anpeTa NepektoYeHna NpoayKTa Ha HOBYHO
peBu3nto. Peno3ntopuin npooakaeT pacnpocTpaHeHne NpeabliayLien peBm3nm, CUHXPOHM3aLus
6osiee He OCyLLEeCTBASETCA (COCTOAHME NPOAYKTa "3aMopaxmBaeTca”). Ecim aamMuHUcTpatop coutet
MPVHATYHO PEBU3MIO MPUTOAHOW A PAaCcNpOCTPaHEHUNs, OH JOJKEH pa3peLwunTb ee
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pacnpoctpaHeHue B LieHTpe ynpasaeHus (cM. PykoBoacTBO agMUHUCTpaTOpa, M. YrpasjeHve
peno3utopuvem Cepsepa Dr.Web).

®ain COAEPXKUT ABa NapaMeTpa, HE3aBNCUMbIX OT pernctpa n pasgeeHHbIX TOUKOW C 3ansToMn.

®dopmar Paiina:

Delay [ON]|OFF]; UseFilter [YES|NO]

Mapametp BoamorkHble  OnucaHue
3HaueHus
Delay ON | OFF e ON — 3aMOpO3ka OGHOBAEHMI NPOAYKTa BKIKOUEHA.

e OFF — 3aMOpO3Ka 0b6HOBEHUN NpoAyKTa OTKAHOYEeHa.

UseFilter YES |NO ® Yes — 3aMoOpa>knBaTb OOHOBJIEHNS TONbKO eCA OOHOB/IEHHbIE
daiibl COOTBETCTBYHOT CMUCKY UCKIOUEHWN B paline .delay-
only.

No — 3amopaxvBaTb 06HOB/IEHNA B Nt06OM caydae.

Hanpumep:

Delay ON; UseFilter NO

.delay-only

®anin .delay-only COAEPXMT CMUCOK GalNOB, MPU U3MEHEHMN KOTOPbIX NepekatoYeHne
NpoAyKTa Ha HOBYHO peBu3Mto 3anpelyaetcs. Cnncok ¢arnos 3agaeTca B Gopmate peryaspHbIx
BbIPaXeHWUN.

Ecav daiin 13 obHOBAEHWS peno3uTopus CoBMNasaeT C ykasaHHbIMWU MackaMu, U HacTpoWKa
UseFilter B gaine . sync-only BKIHOYEHA, TO PEBU3MS ByAeT 3aMOpPOXKeHa.

.rev-to-keep

®aiin . rev-to-keep COAEPXKMNT KONMYECTBO XPaHVMMbIX PEBM3MIA NPOAYKTa.

Hanpumep:
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MNMpunoxxeHue XK. Popmart kKoHPUrypaunoHHbix ¢pannos

B naHHOM pasgene onucbiBaetca popmat cneayrowmx Gannos:

®aiin OnucaHue
rw nf KoHdurypaumoHHbii darin Cepaepa Dr.Web.
webmin.conf KoHdurypaumoHHbii darin LieHTpa ynpasneHus 6e3onacHocTtbro Dr.Web.
download.conf KoHdurypaumoHHbI daiin ana HacTporikmn 3arpyxaembix ¢ Cepepa Dr.Web
JAaHHBIX.

drwcsd-proxy.conf KoHdwurypaumnoHHsbii dain Mpokcn-cepsepa Dr.Web.

drwreploader.conf KoHdurypaunoHHbln Gainn 3arpysumnka penosntopus.

& Ecan Ha komnbrOoTEpE C COOTBETCTBYHOLLNM KOMAOHEHTOM YCTaHOBAEH AreHT co
BK/IFOUEHHOM CaMO3aLLMTO, TO nepes 3meHeHneM daiaoB KOHUTrypaumm
HeobXOAMMO OTK/IHOUUTL KOMMOHEHT camo3alunTel Dr.Web Self-protection uepes
HacTponkm AreHTa.

MNMocne coxpaHeHUs BCeX BHECEHHbIX U3MEHEHUM PEKOMEHAYETCS BKIKOUUTb KOMMOHEHT
Dr.Web Self-protection.

X1. KonpurypaumonHbiin painn Cepsepa Dr.Web

KoHdurypaumoHHbii dparin Cepsepa Dr.Web drwcsd. conf no ymoayaHuo pacnosaraercs B
nozkatanore etc kopHeoro katanora Cepsepa Dr.Web. MNpwu 3anycke Cepsepa Dr.Web npu
MOMOLLM NapamMeTpa KOMaHAHOW CTPOKM MOXKET 3aAaBaTbCA HeCTaHAAPTHOE PACMOJIOXeHVE U
HavMeHOBaHMe KOHOUrypaLmoHHOro daina (noapobHee cMm. Mpunoxeruve 33. Cepsep Dr.Web).

UTto6b1 BpyUHYO OTpeAaKTUpoBaTbh KOHPUrypawunoHHbii ¢pain Cepsepa Dr.Web

1. OcraHoBuTe CepBep Dr.Web (cm. B PykoBoacTBe agMUHUCTpaTOopa . 3anyck 1 OCTaHOB
CepBepa Dr.Web).

2. OTkntoumTe cCamo3allmnTy (B Clyyae Haimumnsa Ha KoMrbloTepe AreHTta ¢ akTMBHOM CaMO3alLMTon
— B KOHTEKCTHOM MeHI0 AreHTa).

3. BHecuTe HeobxoaMMble M3MEHEHUA B KOHPUTrypaLmoHHbIA ¢arin Cepeepa Dr.Web.

4. 3anyctute CepBep Dr.Web (cm. B PykoBogcTBe agMMHUCTpaTOpa n. 3anyck 1 OCTaHOB
CepBepa Dr.Web).

MpunoxeHus
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®opmat koHPpurypaumoHHoro ¢aina Cepsepa Dr.Web

KoHourypaumoHHbin dain Cepeepa Dr.Web npeacrasneH B popmate XML

OnucaHue napameTpoB KoHpuUrypaumoHHoro ¢panna Cepsepa Dr.Web:

® <version value="" />
TekyLLas Bepcms KOHGUrypaLmnoHHoro danna.
® <name value="" />

Ha3ssaHue Cepsepa Dr.Web vau knactepa Cepepos Dr.Web, no kotopomy 6yayT obpaiyatbcs
npw noncke AreHTbl, MHCTannatopbl AreHTos uan LieHtp ynpasaeHua. OctaBbTe 3HaveHve
napametpa nyctbiM (" — NCNoab3yeTca N0 YMOAYaHMIO), YTOObI MCNONb30BaTh MMA KOMMbIOTEPA,
Ha KoTopoM ycTaHoBaeH Cepsep Dr.Web.

® <id value="" />

YHuKkanbHbi naeHtndmkatop Cepsepa Dr.Web. B npeabiayLinx Bepcusax cogep>Kancs B
nnueHsnoHHoM katode Cepeepa Dr.Web. HauvHas ¢ Bepcnm 10, xpaHWTCa B KOHOUIYpaLLMOHHOM
darine Cepsepa Dr.Web.

® <passwd-salt value="" />

Kpuntorpaduueckas conb. CTpoka cnyyanHbIX AaHHbIX, KOTOpas A06aBAseTCs K Napoto
aAMUHMCTPaTOpPa, NOC/IE Yero 0b6beANHEHHOE 3HaueHe obpabaTbiBaeTCs Xell-PyHKLNEN 1
XpaHUTCA B BUAE eANHOTO Xella B 6a3e AaHHbIX, 415 3alLMTbl Mapoaa OT B3/ioMa nyTeMm nepebopa
BO3MOXHbIX BapnaHTOB. [eHepupyeTca No yMOAYaHWIO Npu ycTaHoBKe nam obHoBaeHun CepBepa
Dr.Web ¢ npeabiayLnx Bepcuia. MNycroe 3HaueHne NpeAnnCbiBaeT He UCMOb30BaTh LWMbpOBaHMe
napoJa (He pekoMeHayeTcs).

@ Mpn HaMYKMK CONM NPOCMOTP W U3MEHEHVE Napos agMUHUCTPaTOPa C MOMOLLbIO
: npesoCTaBAAEMON YTUANTBI ANs paboTbl ¢ 6a3ol gaHHbIx Cepepa Dr.Web (drwidbsh3)
CTaHOBWTCS HEBO3MOXHbIM.

ilf Mpu ncnonb3oBaHum kiactepa Cepepor Dr.Web HeobxoaMMO BpyUHYHO 3ajaTb OLHO U
: TO XKe 3HauyeHue conn Ha Bcex Cepeepax Dr.Web, Bxogawinx B knactep.

® <location city="" country="" department="" floor="" latitude="" longitude=""
organization="" province="" room="" street="" />

leorpaduueckoe pacnonoxerve Cepsepa Dr.Web.

OnwucaHve aTpmnbyTOB:

Atpunbyr OnucaHue
city lopog
country CtpaHa
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Atpunbyr
department
floor
latitude
longitude
organization
province
room

street

® <threads count="" />

OnucaHune

Ha3BaHwue nogpasgenenHuns
STax

LLnpoTa

HonroTa

Ha3BaHwne opraHusaumm
Ha3sBaHune obnactu

Homep KoMHaThl

Ha3aHue yanubl

InaBa 2: Mpunoxxeuns

KonnuyectBo notokoB A 06paboTkmM AaHHbIX, NOCTyNatoLWmMX oT AreHToB. MuHMMansHoe
3HauyeHne — 5. o ymonuyaHuto — 5. [laHHbIN napamMeTp BAUSET Ha NPOU3BOAUTENbHOCTb
Cepsepa Dr.Web. He cneayet nameHatb 3HaueHve napameTpa 6e3 pekoMeHzaumm cay>oboi

NOAAEPXKKN.

PexnM J0CTyna HOBbIX CTaHL M.

OnwucaHve aTpmnbyToB:

Jonyctumbie

ATpn6
pubyT 3HaueHuns
approve-
to-group
e open —
aBTOMaTUYECKHN
pa3speLuaTb
Joctyn,
e closed — Bcerga
mode A

OTKa3blBaTb B
JOCTyre,

approval —
noATBEPXAaThb

AOCTYN BPYYHY!O.

® <newbie approve-to-group="" default-rate="" mode="" />

OnucaHune

rpynna, KOTOpad 6yp,eT
Ha3Ha4yeHa Nno ymMOoJl4aHUo B
KayecTBe ﬂepBMHHOVI ANns HOBbIX
CTaHLUMW Mpn pexxmme
ABTOMaTMueckmn paspeluartb
Aoctyn (mode="open").

MonnTnkKa NOAKJHUYEHMS HOBbIX
CTaHLMMN.

Mo ymonuanuto

MNycToe 3HauveHue, uTo
O3HauyaeT Ha3HavaTb
NepBUYHONW rpynny
Everyone.

MNMoppobHee cM. PykoBOACTBO agAMUHUCTPATOPA, N. [1011MT1Ka NOAKIYEHNS CTaHLLUN.
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® <emplace-auto enabled="" />

Pexurm co3zaHunsa yUYeTHbIX 3anuncei ctaHunii B LieHTpe ynpasaeHns npu yctaHoBke AreHToB U3
rPYyNNOBOro MHCTANALMOHHOIO NakeTa, eC/IN Y>Ke CO3A4aHHbIX YUYETHbIX 3anuceil HeA0CTaTOUHO.

ATpunbyt JonycTtumMble 3HaueHnsA Mo ymonuauuto

® yes — aBTOMaTU4eCKn co3jaBaTb HeAgOCTakoLWme
y4deTHbI€ 3anncun CTE\HLI,VIVI,

enabled ® no — YCTaHOBKA BO3MOXHa TOJbKO MO KONMNYECTBY
y>Ke CO3AaHHbIX YUETHbIX 3amnunce B rpynne,
WHCTa/IILLMOHHbBIV NakeT A CTaHUMIN KOTOPOW
3anyckaercs.

yes

® <unauthorized-to-newbie enabled="" />

Monntuka AGIZCTBMIZ Haj HeaBTOPUN30OBaHHbIMW CTaHUVAMMW. ,U,OI'IyCTI/IM bleé 3Ha4veHun4d anI/I6yTa
enabled:

B yes — CTaHUWMKN, HE npoLllejLlimne aBTopmnsalnio (HaanMep, B CJlydae noBpexaeHusa 6a3bl
AaHHbIX), 6yAyT aBTOMaTn4eCcKn nepeBoamnTbCA B COCTOAHNE HOBUYKOB,

® no (Mo yMOJNaHI/II-O) — HOpMaanblﬁ pexnm pa6OTbI.
® <maximum-authorization-queue size="" />

MakcrManbHOe KOIMYECTBO CTaHL WA B ouepean s aBTopusaumm Ha Cepsepe Dr.Web. He
CNeslyeT 3MEHATb 3HaueHVe napamMeTpa 6e3 pekoMeHaaLmmn cy6bl MOAAEPKKM.

® <reverse-resolve enabled="" />

3ameHsaTb IP-agpeca DNS-nmeHamu komnbtoTepoB B darine xypHana Cepsepa Dr.Web.
[Jonyctnmble 3HaueHusa atpubyTta enabled:

8 yes — noka3biBaTb DNS-mMeHa.
@ no (MO ymo/4aHuO) — nokasbiBaTk |IP-agpeca.
® <replace-netbios-names enabled="" host="" />
3ameHaTb NetBIOS-umeHa komnbtoTepoB Ha DNS-mmeHa.

OnwucaHve aTpnbyTOB:

ATpunbyr JonycTtumbie 3HaueHus OnucaHue

® yes — 3aM€EHATb,

enabled ® no — He 3aMeHATb. byayT
MPUMEHATLCA HACTPOMKN <agent-

Pexxum 3ameHbl NetBIOS-umeH.

host-names />.

e yes — oTObpaxkaTb YacCTUYHO

onpegeneHHble DNS-nmeHa (80 Toukm
host 8 FQDN), ®opmat oTobpakaeMoro UMeHu

nocne 3aMeHbl.
® NOo — OTO6pa>KaTb NMOJIHOCTbHO

onpegeneHHble DNS-umena (FQDN).

MpunoxeHus
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® <agent-host-names mode="" />

Pexxum oTobpakeHns MMeH KOMMbIOTEPOB B aHTUBMPYCHOM ceTu npu obpalyeHnmn k Cepepy
Dr.Web. lonyctumble 3HaueHuns atpnbyTa mode:

o netbios — oTobpaxaTtb NetBIOS-nmeHa (Mcnoab3yeTcs Mo yMOAYaHUO NPW MyCTOM
3HayeHun aTpmbyTa UM OTCYTCTBMM NapameTpa LeamKom),

8 fgdn — oTOobpaxaTb NOAHOCTLIO onpeseneHHble DNS-nmeHa (FQDN),

® host — oTobpaxaTb YacTyHO onpeseneHHble DNS-umeHa (go Toukm B FQDN).
<dns>
Hactpoiku DNS.
<timeout value="" />

TaliM-ayT B CeKyHAax ANs pa3peLleHns npambix/o6paTHbix DNS-3anpocos. OctaBbTe 3HauYeHMe
MyCTbIM, YTOObI HE OrpaHNYMBaTh BPEMS OXMAAHWA A0 OKOHYaHWA pa3peLLeHns.

<retry value="" />

MakcrManbHoe Koam4vecTBo NoBTOpPHbIX DNS-3anpocoB npu HeycnewHom paspeweHnn DNS-
3anpoca.

<cache enabled="" negative-ttl="" positive-ttl="" />
Bpems xpaHeHna B kewe otBetoB OoT DNS-cepBepa.

OnwucaHve aTpnbyTOB:

ATpunbyr Aonyctumble 3HaueHnsa OnucaHue

® yes — XPaHUTb

OTBEeThbl B Kelle,
enabled Pexxnm XpaHeHNA OTBETOB B KeLle.
® NO — HEe XPaHUTb

OTBEThbl B Kelle.

Bpems xpaHeHus B kewe (TTL) oTprLaTenbHbIX

negative-ttl -
otBetoB oT DNS-cepBepa B MMHyTax.

Bpems xpaHeHus B kewwe (TTL) NONOXUTENbHbIX

positive-ttl -
otsetoB oT DNS-cepsepa B MyHyTax.

<servers>

Cnvcok cepsepoB DNS, 3aMeHAOLWMIN CUCTEMHbIA CMMCOK MO YMOAYaHuo. COAEPXXNUT OAMH AN
HECKO/IbKO JOYEPHUX INEMEHTOB <server address="" /> B KOTOPbIX NapamMeTp address
onpegenseT IP-agpec cepsepa.

<domains>

Cnncok gomeHoB DNS, 3aMeHSAOLWMIN CUCTEMHBIA CMMCOK MO YMOYaHuo. COAEPXXUT OANH NN
HEeCKO/IbKO JOYEPHUX INEMEHTOB <domain name="" />, B KOTOPbIX MAapaMeTP name OMNpPeAenseT
UMs ZOMeHa.

<cache>

Hactpowkun kelwumpoBaHms.
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JNeMeHT <cache> cofepxnT cegyroimne oYepHnE SNeEMEHTbI:
U <interval value="" />
nepI/IO,U,I/I‘-IHOCTb MOJIHOM OUUCTKW Kella B CeKyHAax.
0 <quarantine ttl="" />

MepuoanyHocTb yaaneHus Gannos B kapaHTuHe Cepeepa Dr.Web B cekyHaax. o
yMonyaHuio — 604800 (ofHa Hepens).

0 <download ttl="" />

MNeproANYHOCTb yAaneH s NepCcoHalbHbIX MHCTANALNOHHBIX NakeToB. [10 yMoYaHuo —
604800 (oaHa Heaens).

U <repository ttl="" />
MeproanyHOCTb yaaneHus Ganos B Kelle peno3utopus Cepsepa Dr.Web B cekyHzaax.
o <file ttl="" />

MNepnoaNYHOCTb OUNCTKM PaiIoBOrO Kella B cekyHaax. o ymonyaHmio — 604800 (oaHa
Heaens).

® <replace-station-description enabled="" />

CvHXpOHM3MpoBaTh onucaHusa ctaHumin Ha Cepeepe Dr.Web ¢ nonem Computer description Ha
cTpaHuLie System properties Ha cTaHumW. [lonycTMMble 3HaYeHWa aTpmbyTa enabled:

8 yes — 3aMeHATb onucaHune Ha Cepeepe Dr.Web onvcaHunem co craHuuw.
8 no (MO YyMOZYaHMO) — UFHOPUPOBATb OMUCaHNe Ha CTaHLUW.
® <time-discrepancy value="" />

[Jonyctnmas pasHuuy mexay cncteMHbiM BpemeHem Cepsepa Dr.Web n AreHtos Dr.Web B
MUHyTax. Ecam pacxoxxaeHne 60bLue ykazaHHOrO 3HaueHus, 3To ByaeT OTMeUYeHOo B cTaTyce
ctaHuun Ha Cepsepe Dr.Web. Mo ymonuaHuio gonyckaerca pasHuua B 3 MUHyThbI. [ycToe
3HaueHue win 3HaueHve O 03Hayaert, YTo NpoBepKa He byaeT NPOBOANTLCA.

® <encryption mode="" />
Pexkum wndbpoBaHuna Tpaduka. lonyctmble 3HaueHns atpmbyTta mode:
o yes — WCNOJb30BaTh WMppOBaHue,
8 no — He UCMoAb30BaTh LWNPPOBaHME,
o possible — WMNdpPOBaHME JOMYCKAETCA.
Mo ymonyaHuto yes.

MNMoapobHee cM. PykoBoacTBO agMUHUCTPaTOpa, N. LLindposaHve n cxatve tpaduka.

® <compression level="" mode="" />
Pexxum oxatusa Tpaguka.

OnwucaHve aTpnbyTOB:
Atpunbyr AonycTumble 3HaueHUA Onuncanvne

level Llenoe uncno ot 1 go 9. YpoBeHb CxaTtus.
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ATpunbyr JonycTtumbie 3HaueHus OnucaHue

e yes — WCMO/Ib30BaTh CXKaTUE,
mode e No — HE MCMNOob30BaTh CXaTue, Pexxnum cxxatus.

e possible — CXaTue gonyckaeTcs.

MNMoppobHee cM. PykoBoAcTBO agMUHUCTpaTOpa, N. LLndpoBaHune n coxatne tpaduka.

<track-agent-jobs enabled="" />

Pa3peLumnTb OTCIEXMBATbL M 3anMcbiBaTh B 6a3y gaHHbix CepBepa Dr.Web pesynbtathl BbINOAHEHNS
3a/laHnin Ha cTaHumax. Jonyctumble 3HaueHns aTpubyTa enabled: yes WM no.

<track-agent-status enabled="" />

Pa3peLmntb oTcaexmnBaTb U3MEHEHWs B COCTOSIHUM CTaHL M 1 3anucbiBaTb MHPOpMaLMIO B Hasy
AaHHbIX CepBepa Dr.Web. Jonyctumble 3HaveHWs aTpubyTa enabled: yes Wan no.

<track-virus-bases enabled="" />

PaspeLumnTb OTCIEXMBATL M3MEHEHMS B COCTOSIHUM (COCTaBe, M3MEHEHUW) BUPYCHbIX 6a3 Ha
CTaHUMAX 1 3annCbiBaTb I/IHCIDOpMaLLI/II'O 633y AaHHbIX CepBepa Dr.Web. ﬂ'OI'IyCTI/IMbIe 3Ha4yeHunA
aTpunbyTa enabled: yes uan no. lNapameTp UrHOPUPYETCH, €CU <track-agent-status

enabled="no" />.

<track-agent-modules enabled="" />

Pa3pelmntb oTcnexxunsaTb BEPCUM MOAYEN CTaHLMI U 3anmcbiBaTb MHPOPMaLLMo B 6a3y AaHHbIX
Cepsepa Dr.Web. lonyctMmble 3HaveHus aTpnbyTa enabled: yes WM no.

<track-agent-components enabled="" />

PaspelunTtb oTCNexXmBaTb CNNCOK YCTaHOBEHHbIX HA CTaHLMAX KOMMOHEHTOB W 3anuncbiBaTh
nHdopmaunro B 6asy aaHHbix CepBepa Dr.Web. Jonyctumble 3HaueHns atpmbyTa enabled: yes
WAn no.

<track-agent-userlogon enabled="" />

Pa3peLumntb oTcaexxmBaTb CECCUM NOJIb30BAaTeNeN Ha CTaHLMAX U 3anmcbiBaTb MHGOpMaLuio B 6asy
AaHHbIx CepBepa Dr.Web. Jonyctumble 3HaveHus aTpubyTa enabled: yes win no.

<track-agent-environment enabled="" />

PaspelunTtb oTCaeXMBaTh COCTaB anmnapaTHOro 1 NporpaMMHOro obecneyeHms Ha CTaHLMAX U
3anucbiBaTtbh nHGopmaunio B 6a3y aaHHbix CepBepa Dr.Web. lonyctnmble 3HaueHns atpmbyTta
enabled: yes win no.

<keep-run-information enabled="" />

Pa3spelwmntb oTcaexxmsaTtb MHGOPMALMIO O 3anycke 1 3aBepLUeHUN PaboTbl aHTUBUPYCHbIX
KOMMOHEHTOB Ha CTaHLMAX 1 3anucbiBaTb MHOGopMaLmio B 6a3y gaHHbix CepBepa Dr.Web.
[Jonyctmble 3HaveHns atpmnbyTa enabled: yes WK no.

<keep-infection enabled="" />

PaspeLwwnTtb oTCnexmBaTb OBHapy>XeHWe Yrpo3 Ha CTaHLMAX W 3anucbiBaTb MHPOpMaLmto B 6asy
AaHHbIX CepBepa Dr.Web. Jonyctumble 3HaveHWs aTpubyTa enabled: yes Wan no.
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® <keep-scan-errors enabled="" />

Pa3peLmntb oTcaexxmsaTb OWMOKN NPY CKaHUPOBaHWUM CTaHLMIN 1 3anucbiBaTb MHPOPMALIMIO B
6a3y aaHHbIx CepBepa Dr.Web. Jonyctumble 3HaueHns atpmbyTa enabled: yes Wan no.

<keep-scan-statistics enabled="" />

Pa3peLwmnTb oTcnexmBaTb CTaTUCTUKY CKAHWPOBaHWIA CTaHL M U 3anuncbiBaTb MHPOPMaLMIO B Ha3sy
AaHHbIX CepBepa Dr.Web. Jonyctumble 3HaveHWs aTpubyTa enabled: yes Wan no.
<keep-installation enabled="" />

Pa3spelwmntb oTcnexxmsaTb MHGOpMaL MO 06 ycTaHOBKax AreHTOB Ha CTaHL MK 1 3anucbiBaTb

nHdopmaunro B 6asy aaHHbix CepBepa Dr.Web. Jonyctumble 3HaueHns atpmbyTa enabled: yes
WAn no.

<keep-blocked-devices enabled="" />

PazpeLwwnTtb oTCexmnBaTb MHGOPMaLMIO 06 yCTPOMCTBaX, 3a610KMPOBaHHBIX KOMMNOHEHTOM
OdUCHBIN KOHTPOJIb U 3anucbiBaTb MHGOPMaumto B 6a3y aaHHbix CepBepa Dr.Web. Jonyctumble
3HauyeHus aTpubyTta enabled: yes WM no.

<keep-appcontrol-activity enabled="" />

PaspewwmnTtb oTCnexmBaTh aKTMBHOCTb MPOLLECCOB Ha CTaHLMAX, 3adpuKcMpoBaHHyo KoHTpoaem
NPWUAOXKeHWN (aN8 HanoHeHWs CnpaBoYHMKA NPUAOXKEHW), U 3anncbiBaTb MHPOPMaLMIO B Ha3sy
AaHHbIX CepBepa Dr.Web. Jonyctumble 3HaveHWs aTpubyTa enabled: yes Wan no.

<keep-appcontrol-block enabled="" />

PazpeLwwnTtb oTCNexmBaTh 610KMPOBKM NPOLLECCOB Ha CTaHLUMAX KOHTPOEM NPUAOXKEHWUI 1
3anucbiBaTh MHPopMaLmo B 6a3y gaHHbIx Cepepa Dr.Web. [lonyctumblie 3HaveHuna atpunbyta
enabled: yes Win no.

<quarantine enabled="" />

Paspewwuntb oTcnexvBaTtb MHGOPMaLMIO O COCTOAHMM KapaHTUHa Ha CTaHLMAX U 3anucbiBaTb
nHdopmaunro B 6asy aaHHbix CepBepa Dr.Web. Jonyctumble 3HaueHns atpmbyTa enabled: yes
WAn no.

<update-bandwidth queue-size="" value="" />

MakcrManbHas WmpmnHa Noaockl NponyckaHmsa ceteBoro Tpaduka B Kb/c mpu nepegave
o6HoBneHun mexay Cepsepom Dr.Web n AreHtamu.

OnwucaHve aTpnbyTOB:

onycTrnmMbie Mo
Atpubyt Aony OnucaHune
3HaueHuns yMonuYaHuio
MakcrmanbHoe JonyCTUMOE KOJIMYeCTBO
e Lenoe ceccuin pasgaum obHOBAEHWI, 3aMyLLEHHbIX
oaHoBpeMeHHO ¢ Cepsepa Dr.Web. Mpwu
queue- MONOXUTENbHOE AHOBD pBep P .
size YUCIIO JOCTUXKEHUM YKa3aHHOrO OrpaHuyeHums unlimited
!

3anpockl OT AreHTOB pa3MeLLatoTcs B ouepesm
oXunaaHws. Pazmep ouepeamn oXuaaHus He
OrpaHuyeH.

e unlimited.
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onycTumMmble Mo
ATpubyt Aony OnucaHue
3HaueHus YyMOYaHUIO
e MakChMaNbHas
MakcrmanbHOe 3HauyeHne CyMmMapHom o
value ckopocTb B Kb/c, y P . unlimited
CKOPOCTM Npu nepesave 0O6HOBAEHUN.
e unlimited.
® <install-bandwidth queue-size="" value="" />

MakcrManbHas WMpurHa NoaoCkl NponyckaHmsa ceteBoro tpaduka B Kb/c mpun nepesaye gaHHbIX €
Cepsepa Dr.Web B npouecce yctaHOBOK AreHTOB Ha CTaHLMAX.

OnwucaHve aTpnbyTOB:

OonycTumble Mo
ATpunbyt Aony OnucaHue
3HaueHus YMOJIUaAHUIO
MakcrMmansHoe ZonycTrMoe KOAUYecTBO
. uenoe Ceccuii ycTaHoBKM AreHTa, 3anyLleHHbIX
quene- NOIOKUTENLHOE osHoBpeMeHHo ¢ Cepaepa Dr.Web. Mpwu ) .
. unlimite
cize 4neno, LOCTUXKEHMM YKa3aHHOTO OrpaHuUyeHus
o 3anpockl OT AreHTOB Pa3MeLLatoTcs B ouepesm
* unlimited. oXuaaHva. Pasmep ouepeamn OXMAaAHNA He
OrpaHuyeH.
¢ MakcnmanbHan MakcrmanbHoe 3HaueHne CyMMapHOWM CKOPOCTU
value ckopoctb B Kb/c, npv nepejave JaHHbIX B MPOLLECCe YCTaHOBKM unlimited
e unlimited. AreHTOB.
® <geolocation enabled="" startup-sync="" />

Pa3peLumnTb CMHXPOHM3aLIMIO reorpadnyeckoro pacnonoXeHus ctaHuui mexay Cepsepamu

Dr.Web.

OnwucaHve aTpnbyTOB:

Atpunbyr AonycTtumMble 3HaueHnA OnucaHue
e yes — paspeLuunTb
CYHXPOHM3aLMIO,
enabled Pexxnm cnHxpoHu3aumnn.
e no — OTK/IOYUTb
CYHXPOHM3aLMIO.

KonnuectBo ctaHumii 6e3 reorpadpurueckmx
startup- Llenoe nonoxutenbHoe KoopAnHaT, nHGopMaumnsa O KOTOPbIX 3anpallmBaeTcs
sync yumcno. Npv yCTaHOBEHUN coeanHeHnsa mexay CepBepamu

Dr.Web.

® <audit enabled="" />

Pa3pelwmntb oTcaexxusaTb onepauum aamuHuctpatopa B LieHTpe ynpaBaeHus 6e30nacHOCTbIO
Dr.Web 1 3anucbiBaTb MHPopMaLmto B 6a3y gaHHbix Cepepa Dr.Web. lonyctnMbie 3HaueHns
aTpunbyTa enabled: yes Wi no.
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Pa3pelwmntb oTcnexxmsaTb BHyTpeHHWe onepaumn Cepeepa Dr.Web v 3anuceiBath nHdopmMauuio B
6a3y aaHHbIx CepBepa Dr.Web. Jonyctumble 3HaueHns atpmbyTa enabled: yes Wan no.

® <audit-xml-api enabled="" />

Paspewwmntb oTcnexuBatb onepauum yepe3s Web APl 1 3anuceiBate MHPOpMaLmio B 6a3y AaHHbIX
Cepsepa Dr.Web. lonyctMmble 3HaveHus aTpnbyTa enabled: yes WM no.

® <proxy auth-list="" enabled="" host="" password="" user=""/>

Mapametpbl nogkaroueHnin kK Cepepy Dr.Web uepes HTTP npokcun-cepsep.

OnwucaHve aTpmnbyToB:

Atpunbyt Jonyctumbie 3HaueHNA

e none — He MCMNOoJib30BaTb
aBToOpM3aynio,

e any — /t060M MeToz 13
noaAep>XMBaemblx,

e safe — ntobon besonacHbIn
METOZA M3 NoAAepP>KMBAEMbIX,

e ClesytolLme MeTOAbl, eCau
auth-list HeCKO/IbKO, TO yKa3biBaTb BCe

HeobxoanMble Yepes npoben:

o

o

o

o

o

o

® yes — MCNOAb30BaTb NPOKCK-

basic
digest
digestie
ntlmwb
ntlm

negotiate

cepsep,

enabled

® NO — He NCNOoJIb30BaTb MPOKCUN-

cepsep.

host -

password -

user -

OnucaHune

Tun aBTOpPUM3aLMm Ha Npokcm-cepsepe. Mo
yMONYaHUIo - ‘any'.

Pe>xxum noakntouermsa k Cepepy Dr.Web uepes
HTTP npokcn-cepsep.
Agpec npokcu-cepsepa.

Maponb Nosb30BaTeNs NPOKCU-CEPBEPA, ECN
Ha Npokcu-cepBepe TpebyeTcs aBTopM3aLus.

ViMa nonb3oBaTens Nnpokcm-cepsepa, ecan Ha
NpoKcuK-cepBepe TpebyeTca aBToOpU3aLmA.

@ Mpw 3agaHnK cNmMcka JOCTYMHbIX METOLOB aBTOpPM3aLMn ANS NPOKCU-cepBepa
: BO3MOXHO MCMOJ/Ib30BaHMe MeTKM only (4o6aBAseTcs B KOHLE cnvcka vyepes npoben)
A9 U3SMEHEHWA anropuTMa Bbibopa METOL0B aBTOpPM3aLUK.
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MoapobHee cm. https://curl.se/libcurl/c/CURLOPT HTTPAUTH.html.

® <statistics enabled="" id="" interval="" />

MapameTpbl OTNPaBKM CTaTUCTMKM MO BUPYCHBIM COObITUSM B KOMMaHuo «[JokTop Beb» B pa3agen
https://stat.drweb.com/.

OnwucaHve aTpmnbyToB:

Mo
ATpunbyt [onyctumble 3HaueHnsa OnucaHue
yMo4yaHu1io
e yes — OTNpPaBAATb
CTaTnCTnKy, Pe>xum oTnpaBKu CTaTUCTUKM B
enabled -
e no — He OTnNpaBaaTe ~ KOMMaHuto «/Joktop Beb».
CTaTUCTUKY.
id - MD5 nnueH3noHHoro karova AreHTa. -
. enoe nonoxuTtensHoe VIHTepBan oTNpaBkuM CTaTUCTUKN B
interval H P P 30

yuncno. MUWHYTaX.

® <cluster>

Mapametpebl knactepa Cepepos Dr.Web ans o6bmeHa nHbopmaumein npyu MHOrocepBepHoOn
KOHOUrypaLmm aHTUBUPYCHOW CETU.

Co,a,ep>|<|/|T OAVH NN HECKOJIbKO AO0YEPHUX 3/IEMEHTOB <on multicast-group="" port=""

interface="" />.

OnwucaHve aTpnbyToB:

ATpunbyt OnucaHue
multicast- IP-apgpec multicast-rpynnsbl, uepes kotopyro Cepsepbl Dr.\Web 6yayt
group OCYyLLEeCTBNATE OOMeH MHbOopMaumen.

Homep nopta ceteBoro nHTepdeiica, K KOTOPOMY MPMBA3bIBAETCS

port . :
TPaHCMOPTHbIV MPOTOKOA A/ nepesayn nHdopmaumm B multicast-rpynny.
interface IP-aapec ceTeBoro nHTepdeiica, K KOTOPOMY MPVBA3bIBAETCA TPAHCMOPTHbIN
NPOTOKON ANs MepeAaqn nHpopmaumn B multicast-rpynny.
® <multicast-updates enabled="" />

Hactpoiika nepesauu rpynnoBbix 06HOBAEHWI Ha paboune cTaHuum no multicast-npoTokoany.
Jonyctmble 3HaueHusa atpubyTta enabled: yes WM no.

2nemMeHT <multicast-updates> COAEPXUT PAA AOYEPHUX SNEMEHTOB U anI/I6yTOBZ

MpunoxeHus

106


https://curl.se/libcurl/c/CURLOPT_HTTPAUTH.html
https://stat.drweb.com/

A7

-
$

A
d
A

JouepHnii
3/1eMeHT

port

<port
value="" />

ttl

<ttl
value="" />

group

<group
address="" />

on

<on
interface=""
tel="" />

transfer

<transfer
datagram-
size=""
assembly-
timeout=""
updates-
interval=""
chunks-
interval=""
resend-
interval=""
silence-
interval=""
accumulate-—
interval=""
announce-send-
times="" />

ATpubyt

value

value

address

interface

ttl

datagram-size

assembly-
timeout
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Mo
yMO/14aHUIO

OnucaHune

Homep noprta ceteBoro nHtepderica
Cepsepa Dr.Web, k koTopomy
NPVBA3bIBAETCA TPAHCMOPTHBIM Multicast-
NpPOTOKON ANs Nepefayn o6HOBAEHWIA.
[JaHHbIA nopT ByAeT NCNob30BaTbCA BCEMM

multicast-rpynnamun. 2197

[Jns rpynnoBbix 0OHOBAEHWNA HEOBXOAMMO
3ajaBatb Nt060N CBOBOAHBIA NOPT, KOTOPbIN
6yseT OoTAnYaTbCA OT NopTa, Ha3HAYEeHHOro
B HacTpoWKax Ana paboTbl TPAHCMOPTHOrO
npotokosa camoro Cepeepa Dr.Web.

Cpok xu3HKn nepegaBaemont UDP-
faTarpammbl. 3ajaHHOe 3HaueHne byaeT
NCNoab30BaTbCs BceMmn multicast-
rpynnamu.

233.192.86.0

IP-agpec multicast-rpynnel, 4epes KOTOPYIO  nngq |Pv4

CTaHumm ByayT nosnyyaTb rpynmnoBble
obHoOBEHUS. FFOE::176 ans

IPv6

IP-agpec ceteBoro nHTepdeiica Cepaepa
Dr.Web, k koTopomy npuBs3biBaeTcs
TpaHCcnopTHbIN multicast-npoTokon Ans
nepegayv o6HOBAEHMIA.

Cpok xun3Hn UDP-patarpammel,
nepesaBaemMon yepes 3a/jaHHbI CETEBOWN
nHTepdernc. MimeeT npropuTeT Hag 06LLMM
AOYEPHUM I/IEMEHTOM <ttl value="" />.

Pasmep UDP-gaTtarpammbl — pasmep B
6avitax UDP-gaTtarpamMm, NCNosb3yembix
multicast-npoTokonom.

Jonyctnmbin gnanasoH 512-8192. Bo 1400
nsbexxaHne pparMeHTaumm pekomMeHayeTcs
3ajaBaTb 3HayeHne meHble MTU

(Maximum Transmission Unit)

MCﬂOﬂb3yeMOﬁ ceTn.

Bpems nepegaun danna (Mc.) — B TeueHune
3a/laHHOro MHTepBaia ocyllecTBaseTca
nepesava ogHoro darisia obHOBAEHMS,

180000
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Mo
yMO/14aHUIO

OnucaHune

nocne vero Cepsep Dr.Web HaunHaeTt
OTNpaBKy ciegytoliero daina.

Bce dainbl, koTopble He yaanocb nepesatb
Ha aTane obHoBAeHMsA no multicast-
npotokosy, 6yayT nepesaBaTbCsa B npoLecce
CTaHAAPTHOro OH6HOBAEHUS MO MPOTOKOAY
TCP.

[nvTenbHOCTb TpynmnoBbIX OOHOBAEHWIA
(MC.) — ANnTeNbHOCTbL NpoLecca
obHoBEeHMA Mo multicast-npoTokony.

Bce dalinbl, koTOpble He yaanock nepesats 600000
Ha 3Tane obHoB/eHMsA No multicast-

npotokosy, 6yAyT nepejaBaTbCa B NpoLecce
CTaHAAPTHOro OO6HOBAEHWNA MO MPOTOKOAY

TCP.

VHTepBan otnpaBku nakeTos (Mc.) —
WHTepBaa oTnpaBku naketoB B multicast-

rpynny.

14
Manoe 3HaueHVe nHTepBana MOXeT

NPVBECTN K 3HAUYUTENbHbIM MOTEPSM NPW
nepesaye NakeToB v Neperpysuntb cetb. He
peKoMeHAyeTCa U3MeHATb 3TOT NapameTp.

ViHTepBan mexay 3anpocamm Ha

NOBTOPHYIO nepegaydy (MC.) — C JaHHbIM
NHTepBasoOM AreHTbl OTNPaBAAOT 3anpochl

Ha NOBTOPHYIO Nnepejady NOTePAHHbIX

nakeToB. 1000

Cepsep Dr.Web Hakanansaet 3Tv 3anpochl,
nocne 4ero nepecbliaeT NoOTepsHHbIE
6.10KM.

ViHTepBan "“TMWWHbBI" Ha AMHUK (MC.) — B

cnyyae 3aBeplueHns nepegaun darina go
NCTeYeHma OTBEAEHHOIO BPEMEHHN, €CN B

TeueHue 3afaHHOro NHTepBaaa "TULWNHbI"

OT AreHTOB He MOCTYNu/I0 3aNpoCoB Ha 10000
NOBTOPHYIO NepeAady NOTePAHHbIX MaKeTOB,
Cepsep Dr.Web cuutaer, uto Bce AreHThl

ycnewHo noayunau ¢anibl 0O6HOBAEHNA, U
HauMHaeT OTNpaBKy caeayrollero dainna.
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Mo
yMO/14aHUIO

OnucaHune

VIHTepBan HakonieHWa 3anpoCcoB Ha
NOBTOPHYIO Nepejady (MC.) — B TedeHune
ykaszaHHoro nHTepsana Cepsep Dr.Web
HakananBaeT 3anpocbl OT AreHToB Ha
NOBTOPHYIO Nepefady NoTepsHHbIX MakeTos.

2000
AreHTbl NepesanpalinBaroT NOTEPAHHbIE
naketbl. Cepsep Dr.Web HakannvBaeT 31
3aMpochl B TeYEHME yKa3aHHOro BpeMeH!,
nocse Yero rnepecbiaeT NoTepAHHbIE
6.10KM.

KonnyectBo aHoHCOB nepegaun darina —
KonMyecTBo pas, kotopoe Cepsep Dr.Web
aHoHcupyeT nepegavy danna B multicast-
rpynny nepeg Hayasom nepegayn
06HOBNEHWI.

Mpw aHoHce B multicast-rpynny
Hanpasasetca UDP-pgatarpamma c
MeTafaHHbIMK dalina. YBennueHune
Ko/IM4ecTBa aHOHCOB CMOCOBHO MOBbLICUTb
HaZe>XXHOCTb nepeAayn, HO MOXET NPUBECTH
K coKpalleHMo 0bbeMa JaHHbIX, KOTopble
yAacTca nepejaTb 3a Bpems, OTBeJeHHOe Ha
obHoBneHre no multicast-npoTtokony.

DNEeMEeHT <multicast-updates> MOXET Tak)Xe OMLMOHAAbHO COAep>KaTb AOUYEPHNUM SNEeMEHT
<acl>, UCMONb3YHOLMICA A1 CO34aHNsA CMMCKOB AOCTyMna. TO NO3BOAAET OrpaHnunTtb Kpyr TCP-
aapecoB pabounx CTaHLWIA, KOTOPble CMOTYT NOJy4aTb rpynnoBblie 06HOBAEeHMsA Mo multicast-
npoTtokony ¢ gaHHoro Cepsepa Dr.Web. Mo ymonuaHuio fOUYEpHWUIA 3NEMEHT <acl> OTCYTCTBYET,
YTO O3HaYaeT OTCYTCTBME KaKUX-IMOO OrpaHNUeHuUI.

<acl> B COCTaB€ <multicast-updates> COAEPXUT CIefyHOLLNE JOYEPHNE SNIEMEHTDL!

YcTaHaBAMBaET NPUOPUTETHOCTb CMUCKOB. [lonyCcTUMble 3HaYeHUs atpubyta mode: allow
nam deny. MNpu 3HaUEHUN <priority mode="deny" />, CMUCOK <deny> MMeeT Hosiee BbICOKUIA
NPUOPUTET, YEM CMUCOK <allow>. Agpeca, He BKAKOUYEHHbIE HU B OAWH U3 CMIUCKOB WM
BK/IFOUEHHble B 063, 3anpeLlatoTcs. PaspeluatoTcs ToIbko agapeca, KOTOpble BKAKOYEHbI B
CMUCOK <allow> W HE BKAHOUEHbI B CMNCOK <deny>.

0 <allow>

Cnuncok TCP-agpecoB, KOTOPbIM AOCTYMNHbI 06HOBEHNA NO Multicast-npoTokony. InemeHT
<allow> COAEPXUT OANH UAN HECKOJIbKO JOYEPHUX SNEMEHTOB <ip address="" /> 414
3aflaHvA paspeLleHHbix agpecosB B dopmate IPv4 1 <ip6 address="" /> 414 33flaHNA
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pa3peLleHHbIX agpecoB B dopmarte IPv6. B aTpmbyTe address 3agatoTca ceTeBble agpeca B
dopmare: </P-adpec>/ [ <npegukc>].

B <deny>

Cnncok TCP-agpecoB, KOTOPbIM HeAOCTYMNHbI 06HOBAEHNA Mo multicast-npoTokony. InemeHT
<deny> COAEPXXUT OAMNH NN HECKO/IbKO OYEPHUX INEMEHTOB <ip address="" /> ANA
3aZ,aHuvA 3anpeLleHHbix agpecoB B dopmarte IPv4 1 <ip6 address="" /> A1 3aaHNA
3anpeLleHHbIx agpecos B popmarte IPv6. B atpnbyTte address 3agatoTca ceTeBble agpeca B
dopmare: </P-adpec>/ [ <npegukc>].

Onpeaenenve 6a3bl JaHHbIX.

OnwucaHve aTpnbyTOB:

Atpunbyr

connections

speedup

AonycTtumbie
3HaueHus

Llenoe

MOJIOXKUTENIbHO
e yucno.

yes | no

® <database connections="" speedup="" />

OnucaHune

MakcrmanbHO JONYyCTMMOe KONNYEeCTBO
coeAnHeHWn 6a3bl gaHHbIX ¢ CepBepom
Dr.Web. He cnesyeT n3ameHsTb 3HaueHwue
napamMetpa 6e3 pekoMeHgaLmMmn cay>6ebl
NoAAEPXKKN.

ABTOMaTMYeCKM NPOBOANTL OTIOXEHHYHO
0umnCTKy 6a3bl AaHHbIX Nocne ee
MHULUMann3aLmm, obHOBAEHNA 1 uMnopTa (CMm.
PykoBopacTBO agMMUHUCTpaTopa, n. basa
JaHHbIX).

JNEMEHT <database> COLEepPXUT OAVH 13 CefyrolWnx JOYEPHUX SNEMEHTOB!

@

Mo
YMOJIYaHUIO

2

yes

DNeMeHT <database> MOXET COAepP>KaTb TOIbKO OAVH AOYEPHWI INEMEHT,
onpeAenstoLWnii KOHKPETHYO 6a3y AaHHbIX.

ATpnbyTbl 6a3 AaHHbIX, KOTOPbIE MOTYT NPUCYTCTBOBATb B WaboHe
KOoHUrypaumoHHoro daina, Ho He NpUBeAEeHbl B OMUCaHUAX, HE PEKOMEHAYETCA
N3MeHATb 6e3 cornacoBaHmsa co CY>XOOM TeXHNYEeCKOW MNOAAEPXKKM KOMMNaHUK «/lokTop

Onpepgenset BcTpoeHHyto 6a3y aaHHbix SQLite3.

OnwucaHve aTpmnbyTOB:

Beb».
® <sglite dbfile="" cache="" cachesize="" readuncommitted="" precompiledcache=""
synchronous="" openmutex="" checkintegrity="" autorepair="" mmapsize="" wal="" wal-
max—pagesznn wal-max-seconds="" />
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ATpubyt

dbfile

cache

cachesize

precompiledcache

synchronous

checkintegrity

autorepair

mmapsize

wal

wal-max-pages

AonycTtumble
3HaueHus

SHARED | PRIVATE
Llenoe
NONIOXUTENbHOE
yumcno.

Llenoe
NONIOXUTENbHOE
yumcno.

e TRUE wan FULL —
CUHXPOHHBbIN

e FALSE mnam
NORMAL —
0BbIYHbIN

e OFF —
ACUHXPOHHbIN

quick | full |

no

yes | no

Llenoe
NONOXMUTENbHOE
4yncao.

yes | no

InaBa 2: Mpunoxxeuns

OnucaHune

Nmsa daina 6a3bl AaHHBIX.

Pexxnm KewnpoBaHuA.

Pa3mep keww-namaTy 6a3bl JaHHbIX
(8 1,5 Kb cTpaHmuax).

Pasmep kewa
npeAKOMMNNANPOBaHHbIX sql-
ornepaTtopoB B banTax.

Pexxvm 3anuncu gaHHBbIX.

MpoBepka LesocTHocT! obpasa
6a3bl JaHHbIX NpUY 3anycke
Cepsepa Dr.Web.

ABTOMaTMYeCKOe BOCCTaHOB/IEHME
noBpexaeHHoro obpasa basbl
AaHHbIX npw 3anycke Cepsepa
Dr.Web.

MakcrMasbHbIA pa3mep B HaTax
darina 6a3bl JaHHbIX, KOTOPbIWA
JonyckaeTcs oTobpaxaTb Ha
ajpecHoe NpPOCTPaHCTBO npotiecca
3a OZVIH pas.

cnonb3oBaHue ynpexgatoLero
XypHanumpoaHus (Write-Ahead

Logging).

MakcnmManbHoe Yncno “rpasHbix”
CTpaHWL, NpW JOCTUXEHUN
KOTOPOro OCyLLEeCTBAAETCS 3anuch
CTpaHWL, Ha ANCK.

Mo
yMO/1YaHUIO

database.sqg
lite

SHARED

2048

1048576

FULL

quick

no

e nna OC
UNIX —
10485760

e nna OC
Windows —
0

yes

1000
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onycTtumble Mo
ATpubyt Aony OnucaHue
3HayeHuA yMoOJl4aHUuo
MakcnmanbHOe Bpemsa, Ha KoTopoe
wal-max-seconds OTKNnagbiBaeTcAa 3anncb CTpPaHUL Ha 30
AVCK (B CeKyHAax).
® <pgsql dbname="drwcs" host="localhost" port="5432" options="" requiressl="" user=""
password="" temp tablespaces="" default transaction isolation="" debugproto ="yes" />

Onpepgenset BHelwWHIOO 6a3y AaHHbIX PostgreSQL.

OnwucaHve aTpmnbyTOB:

Jonyctnmbie

ATpu6
pubyT 3HaueHuA
dbname
host
port
options
e 1 | O(4yepe3s
LleHTp
yrpasieHus)
requiressl
ey | n
e yes | no
e on | off
user
password
temp tablespaces
e read
default transacti uncommitted

on isolation
e read committed

Mo
Onucanue yMo4aHun
o
Vma daina 6a3bl gaHHbIX.
Appec cepsepa PostgreSQL nav nytb
K ZoMeHHOMY cokeTy UNIX.
Howmep nopra cepsepa PostgreSQL
AN pacwnpeHve nmenun danna
UNIX-cokerTa.
MapameTpbl KOMaHAHOW CTPOKM AJis
OTMNpaBKkn Ha cepsep 6a3bl AaHHbIX.
MoapobHee cm. B rnase 18
https://www.postgresqgl.org/docs/9.1/I
ibpg-connect.html
e 0
Vcnonb3osaTb TOobKO SSL- °y
COeANHEHMS. e yes
e on
Vims nonb3oBaTtens 6a3bl faHHbIX.
Maposb nonb3oBaTens 6asbl AaHHbIX.
MpOCTPaHCTBO MMEH A/ BPEMEHHbIX
Tabauu, 6a3bl AaHHbIX.
YpoBeHb 1301ALMKN TpaH3aKLuii read
P 4 P Hvm. committed
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AT
g:

AonycTtumbie flo
ATpubyt v Onucanue yMol4aHn
3HaueHus
o
e repeatable
read
e serializable
® <oracle connectionstring="" user="" password="" client="" prefetch-rows="0" prefetch-
mem="0" />
Onpegenset BHelwHIOO 6a3y aaHHbIX Oracle.
OnwucaHve aTpnbyTOB:
onycTum
Aony Mo
ATpunbyt ble OnucaHue
yMoYaHuIo
3HaueHus
. . Crpoka, cogepxkalas Oracle SQL Connect
connectionstring P AepKally Q
URL nan Oracle Net napbl kntoy-3HayeHue.
nser PerncrpaunoHHoe nmsa nonb3oBaTens 6asbl
JaHHBbIX.
password Maponb nonb3oBatens H6asbl AaHHbIX.
MyTb K KAMeHTY ana goctyna k b/, Oracle
(Oracle Instant Client). Cepsep Dr.Web
noctasasietcs ¢ Oracle Instant Client Bepcuu
11. OpHako, B cnyyae NCnonb3oBaHMA
. cepBepoB Oracle 6bonee no3aHen Bepcuy,
client pBep A P
nMbo Hannumsa owmboK B MOCTaBAAEMOM
apavisepe b/l Oracle, Bbl MOXeTe ckayaTb
COOTBETCTBYHOLLMI ApanBep C caiTa
komnaHum Oracle n yka3aTb NyTb A0 3TOro
ApaiBepa B JaHHOM noJe.
0—
KonnyectBo cTpok and npeaBapuTesbHON MCcnosab3oBaTb
prefetch-rows 0-65535 BbIGOPKM MpPU BLIMOJIHEHMM 3anpoca K base  3HayeHue = 1
JaHHBbIX. (ymonuaHwue

6a3bl JaHHbIX)

O6beM namsaTH, BblAeNSeMON Ans
prefetch-mem 0-65535 npezBapuTeNbHOW BbIGOPKN CTPOK Npwu
BbIMNOJIHEHMM 3anpoca kK 6a3e ZaHHbIX.

0 — He
orpaHuM4eHo

® <odbc dsn="drwcs" user="" pass="" transaction="DEFAULT" />
Onpepgenset noAkat0UeHMe K BHeLHel H6a3e gaHHbIx yepe3 ODBC.

OnwucaHve aTpmnbyToB:
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114

Mo
ATpubyt JonycTtumble 3HaueHunsA Onucanue
YyMOYaHUIO
VIMA ncTouHmKa faHHbIX
dsn A drwcs
ODBC.
PerncrpaunoHHoe nmsa
user pat drwcs
nonb3osaTtens 6a3bl AaHHbIX.
Maposb nonb3oBaTensa 6a3bl
pass drwcs
JaHHbIX.
Mepenogxnrovatbes kK CYB/, 0 — He
limit Llenoe nonoxmtenbHOe YNCIO0.  MOC/e YKa3aHHOro KOAM4YecTBa Mnepenoskiroy
TpaH3aKLMiA. atbcA
e SERTALIZABLE —
ynopsAA0YMBaEMOCTb
e READ UNCOMMITTED —
uTeHne He3ahUKCMpPOBaHHbIX ~YPOBEHb M30/ALMM
JaHHbIX TpaH3aKLMiA.
transaction e READ COMMITTED — YTeHuWe DEFAULT
— HekoTopble CYB/,
3aPUKCNPOBAHHbBIX AaHHbIX
NoAAEeP>KMBALOT TOJIbKO
e REPEATABLE READ — READ COMMITTED.
NOBTOPAEMOCTb YTEHMUA
e DEFAULT — paBHOCW/IbHO ""
— 3aBucut ot CYB/.
® <mysql dbname="drwcs" host="localhost" port="3306" user="" password="" ssl="no"

debug="no" />
Onpepgenset BHelwHO0 6a3y gaHHbIx MySQL/MariaDB.

OnwucaHve aTpnbyToB:

Jonyctumbie

ATpn6 OnucaHune Mo ymonuaHuto
pubyT 3HayeHuA y
dbname HassaHue 6a3bl AaHHbIX. drwcs
Aznpec cepBepa 6a3bl JaHHbIX NPU localhost
nogkntoyeHun no TCP/IP.
MyTb k panny coketa UNIX npwu
host OpgHo m3 AByX. y Panry P
ncnonb3zosanum UDS. Ecam nyTb He
/var/run/mys
3agaH, Cepsep Dr.Web nonbitaetcs qld/

HalT Galnn B CTaHAAPTHbIX
ampektopusax mysqld.
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ATpubyt

port

user

password

ssl

precompiledcache

® <acl>

AonycTtumble
3HayeHuA

OaHo 13 AByX.

yes | ntobon
Apyroi Habop
CMMBOJIOB

Llenoe
NOJIOXUTENbHOE
yumchno.

InaBa 2: Mpunoxxeuns

OnucaHune

Homep nopta ana nogKaroyveHma K
6a3e gaHHbix no TCP/IP.

Nma danna coketa UNIX npu
ncnonb3zosanmm UDS.

PervcrpaunoHHoe uMms nosb3oBaTtens
6a3bl JaHHbIX.

Haponb noJsib3oBaTtend 6a3bIAaHHbM.

Mcnonb3oBaTtb TOIbKO SSL-
coeANHEHMS.

Pasmep kewa
npeAKOMMNNANPOBaHHbIX sql-
ornepaTtopoB B banTax.

Mo ymonuauuto

3306

mysqgld.

no

1048576

sock

Cnivckn KoHTpoAAa goctyna. [1o3BoA0T HACTPOUTL OrPaHMYEHNA Ha CeTeBble aZpeca, C KOTOPbIX
AreHTbl, ceTeBble MHCTaNNATOPbI U Apyrue (coceanme) Cepsepbl Dr.Web cmoryT nonyuatb goctyn k
AanHomy Cepsepy Dr.Web.

DNEMEHT <acl> COAEPKUT CeaytoLine AoYepHNE 3NEMEHTbI, B KOTOPbIX HacTpavnBaroTCs
OrpaHVyeHus AN COOTBETCTBYHOLLMX TUMOB COEANHEHWIA:

8 <install> — CMWUCOK OrpaHnyeHui Ha IP-agpeca, ¢ KOTOPbIX UHCTAaANATOPbI AreHTOB
Dr.Web moryT nogkntouyatbcs K gaHHomy Cepsepy Dr.Web.

o <agent> — CMUCOK OrpaHnyeHnin Ha IP-agpeca, c kotopbix AreHtsl Dr.Web moryTt
noakntouateca K gaHHomy Cepsepy Dr.Web.

8 <links> — CMMCOK OrpaHn4eHnin Ha IP-agpeca, c kotopbix coceaHne Cepaepbl Dr.Web
MOTyT noakatouatbca K gaHHomy Cepsepy Dr.Web.

8 <discovery> — CMUCOK OrpaHMyeHnin Ha IP-agpeca, ¢ KOTOPbIX MPUMHUMALOTCA

LIMPOKOBeLLaTeNbHble 3anpockl cayxbou obHapyxeHus Cepsepa Dr.Web.

Bce gouepHWe aneMeHTbl CoOAep>KaT OAMHAKOBYHO CTPYKTYPY BIOXKEHHbIX 3/1EMEHTOB, 3a4at0LLIMX
cnesyroLLme orpaHuyeHms:

U <priority mode="" />

MpuropuTeETHOCTL CNMCKOB. JonyCcTUMble 3HaueHus atpnbyTa mode: allow uam deny. Mpwu
3HAUYEHWN <priority mode="deny" />, CMUCOK <deny> UMEET BOJIEe BbICOKUIA MPUOPUTET, YeM
CMUCOK <allow>. Afpeca, He BKIKOUEHHbIE HA B OAWH U3 CMIUCKOB WM BKJIKOUEHHbIE B 063,
3anpeLatoTcs. PaspeluaroTcs TOIbKO ajpeca, KOTopble BK/IOUEHbI B CMNCOK <allow> U HE
BKJ/IFOUEHbI B CMUCOK <deny>.

MpunoxeHus

115



A
d
A

™
f%‘) InaBa 2: Mpunoxxeuna | 116

-
~

0 <allow>

Cnmncok TCP-aapecoB, C KOTOPbIX AOCTYMN pa3peLleH. I1eMeHT <allow> COAEPXKUT OAVH U
HECKO/IbKO JJOYEPHUNX INEMEHTOB <ip address="" /> ANA 33/laHNA Pa3peLLeHHbIX aZpecoB B
dopmate IPv4 1 <ip6 address="" /> 414 3aflaHNA pa3peLleHHbIX agpecoB B popmare IPv6. B
aTpmnbyTe address 3afar0Tca ceTeBble agpeca B opmare: </P-adpec>/ [ <npegukc>1].

o <deny>

Cnncok TCP-aapecoB, C KOTOPbIX AOCTYN 3anpeLleH. D1eMeHT <deny> COAEPXUT OAVH WK
HECKO/IbKO JJOYEPHUX INEMEHTOB <ip address="" /> ANA 33/jaHNA 3anpeLleHHbIX aApecoB B
dopmate IPv4 1 <ip6 address="" /> 414 33,aHNA 3anpeLleHHbIX agpecos B popmarte IPv6. B
aTpmnbyTe address 3ajar0TCa ceTeBble agpeca B opmare: </P-adpec>/ [ <npegukc>].

® <scripts profile="" stack="" trace="" />
Hactpoiika napameTpoB npoduanpoBaHuns paboTbl CKPUMTOB.

OnwucaHve aTpmnbyToB:

Mo
Atpunbyr Aonyctmbie OnucaHue yMonuaHu
3HaueHunAa 1o

3anucbiBaTh B XypHaa MHPOPMaLMIO O
npoduanposaHun pabotsl ckpuntos Cepeepa Dr.Web.

profile [JaHHbI/ napameTp UCMob3yeTca CNy>K60N TeXHUYeCKoM
noAaepXku n paspabotumkamun. He pekomeHayetca
N3MeHATb ero 3HayeHve 6e3 HeobXxoAMMOCTH.

3anucblBaTth B XypHas MHPOPMAaLMIO U3 CTeKa BbI30BOB
. yes, npwn pabote ckpuntos Cepeepa Dr.Web. [laHHbIR
stack napameTp MCMo/b3yeTcs CAy>KOOoM TEXHUYECKOW no
NoAAEePXKN 1 pa3paboTumkamn. He pekomeHayeTcs
N3MeHATb ero 3HayeHve 6e3 HeobxoAMMOCTH.

3anucblBaTthb B XXypHaa MHPOpPMaLMIO O TpacCMpoBke
pabotbl ckpuntoB Cepeepa Dr.Web. [laHHbIi napameTtp

trace Ncnosb3yeTcs Cy>XO6OoW TEXHUYECKON MOAAEPXKKM U
paspaboTtunkamu. He pekomeHayeTCs U3MEHATb ero
3HaueHue 6e3 HeobxoANMOCTH.

® <lua-module-path>

MyTn gna nHtepnpetatopa Lua.

@ MopsAsoK 3afaHuns NyTen MMeeT 3HaYeHue.

DNIEMEHT <lua-module-path> COAEPXUT CEAYHOLME JOYEPHUE IIEMEHTbI:

8 <gpath root="" />-— MyTb A0 KaTasora ¢ BuHapHbIMM MOAYAAMU. [loNyCTUMblE 3HAYEHNS
aTpmnbyTa root: home (MO yMOA4YaHuKO), var, bin, 1ib.

o <path value="" />— MyTb JJO KaTajora co ckpuntamu. Ecam He ABnseTca AoUepHUM NS
3/1eMeHTa <jobs> WU <hooks>, TO OTHOCKTCA K 060omM. [yTwW, 3asaBaemble B aTpubyTe
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value, ABAAKOTCA OTHOCUTENbHBIMUY OT nyTe|7|, 3a/laHHbIX B anI/l6yTe root 3JIEMEHTa

<cpath>.

8 <jobs> — MyTW ANA 3agaHui n3 pacnucaHus Cepsepa Dr.Web.

dNeMeHT <jobs> COAEPXUT OANH NAN HECKOJIbKO AOYEPHUX SJIEMEHTOB <path value="" />
4014 3aaHNA NYyTU A0 KaTajaora Co CKpunTamu.

8 <hooks> — MyTWN ANA NOAb30BaTeNbCckMX Npoueayp Cepepa Dr.Web.

JNEMEHT <hooks> COAEPXNT OANH NN HECKOJIBKO AOYEPHUX SNEMEHTOB <path value="" />
ANA 3aj4aHnA NYyTU 40 KaTaaora Co CKpunTamu.

® <transports>

Hactpoiika napameTpoB TpaHCMOPTHbIX MPOTOKO/IOB, Ucnob3yeMbix Cepepom Dr.Web ans
coeguHeHua ¢ knneHTamun. Coaep>XXmT OANH UAN HECKO/IbKO JOYEPHMX S/IEMEHTOB <transport

discovery="" ip="" name="" multicast="" multicast-group="" port="" />.

OnwucaHve aTpmnbyToB:

Atpunbyr

discovery

oj_p

e unix

name

multicast

multicast
-group

port

® <protocols>

OnucaHune

OnpegenseT, byaet i
Mcnoab3oBaTbCa cayxba
obHapyxxeHus CepBepa
Dr.Web.

Onpepnensiet cemMencTBo
MCMOJIb3yeMbIX MPOTOKOJIOB
N 3ajaeT agpec
nHTepdeinca.

3agaet uma Cepsepa
Dr.Web ans cnyx6ebi
obHapyxeHusa Cepsepa
Dr.Web.

Onpegensert, BXOAUT N
Cepsep Dr.Web B multicast-

rpynny.

3agaet agpec multicast-
rpynmbl, B KOTOPYH BXOAWT
Cepsep Dr.Web.

MpocnylwvBaemMblli NOpT.

O6sa3aTenbHbIU

HET, 3a4aeTCA TOJIbKO
BMeCTe C anVI6yTOM

ip.

aa

HET

HET, 3a4aeTCA TOJIbKO
BMeCTe C anVI6yTOM

ip.

HET, 3a4aeTCA TOJIbKO
BMeCTe C anVI6yTOM

ip.

HET, 3a4aeTCA TOJIbKO
BMeCTe C anVI6yTOM

ip.

Aonyctumbie [Mo
3HaueHuA yMoJlYaHu1Io

yes, no no

_ ¢ 0.0.0.0

- drwcs

yes, no no

- e 231.0.0.1

o [ff18:231.0
.0.1]

- 2193

Cnuncok OTKAKYEHHbIX NPOTOKO/IOB. Cop,epxm OAVH NN HECKOJIbKO AOYEPHUX 3/1IEMEHTOB

<protocol enabled="" name="" />.
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OnwucaHve aTpunbyToB:

Atpunbyr

enabled

name

® <plugins>

AOHyCTM Mblé 3HaueHunA

yes — NPOTOKO/ BK/HOYEH,

no — MPOTOKO/ OTKJNHOYEH.

AGENT — NpoToKoA B3aumogenctems Cepeepa
Dr.Web ¢ AreHtamu Dr.Web.

MSNAPSHV — MPOTOKO B3aUMOZENCTBUS
Cepsepa Dr.Web ¢ koMnoHeHTOM npoBepku
pabotocnocobHoctn cuctembl Microsoft NAP
Validator.

INSTALL — NpoTOKO/ B3aumogeictems Cepsepa
Dr.Web ¢ nncrannatopamu AreHtos Dr.Web.

CLUSTER — NPOTOKOJ1 B3aUMOZENCTBUS MeXAy
Cepeepamu Dr.Web B knactepHol cucteme.

SERVER — NpoTOKoA B3avMogelictBua Cepeepa
Dr.Web c gpyrumn Cepsepamu Dr.Web.

InaBa 2: Mpunoxxeuns

OnucaHune

Pexxnm
1CMNoJIb30BaHMA
npoTokona.

Ha3zBaHue
npoTokona.

Mo
yMouYaHu1io

no

Cnncok OTKNKOYUEHHbIX pacumpeHuin. CoAep>XUT OAMH UM HECKONbKO JOYEPHMX 31eMEHTOB

<plugin enabled="" name="" />.

OnwucaHve aTpmnbyTOB:

ATpunbyt

enabled

name

® <license>

JonycTtumMble 3HaueHnsA

yes — paclnpeHne BKJIKYEHO,

no — paclwnpeHne oTKAHUEHO.

WEBMIN — pacwmpeHue LleHTpa ynpasaeHuma
6e3onacHocTbto Dr.Web ansa ynpaBneHus
Cepeepom Dr.Web v aHTMBMpPYCHOW ceTbio Yepes
LleHTp ynpaBaeHus.

FrontDoor — pacwuperve Dr.Web Server
FrontDoor, no3sossitoLLero NoAkAtoUYeHne
YTUAWTbI AUCTaHUMOHHON anarHoctukv Cepsepa
Dr.Web.

HaCTpOI\/'IKI/I JINUEH3NPOBaHMA.

DNIEMEHT <license> COAEPXKUT CEAYHOLWME JOYEPHUE IIEMEHTI:

8 <limit-notify min-count="" min-percent="" />

OnucaHune

Pexxnm
MCMONb30BaHMA
paclmpeHns.

Ha3BaHwne
paclmpeHns.

Mo
yMO/14aHUIO

no

HacTpoliku yBegomaeHns 06 orpaHMyeHnn No KOANYECTBY AMLEH3UIA B IMLLEH3UOHHOM KO Ye.
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OnwucaHve aTpnbyTOB:

ATpubyr

min-count

min-percent

Mo
yMoJlYaHu1io

OnucaHune

MakcrmanbHoe KONMYEeCTBO OCTaBLUMXCA NNLEH3UI, NpK
KOTOpOM byzeT oTnpaBieHo yBegomaeHve OrpaHuueHne no 3
KO/IMUYECTBY /IMLLeH3UI B INLLEH3MOHHOM KJIloue.

MaKkcrManbHbIV MPOLLEHT OCTaBLUMXCA AULLEH3UIA, NpU
KOTOpPOM byzeT oTnpaBneHo yBegomaeHne OrpaHmuenme no 5
KO/IMUYECTBY /IMLLeH3UI B INLLEH3MOHHOM KJIloue.

8 <license-report report-period="" active-stations-period="" />

HaCTpOIZKM AnAa OTYETa NO NCNOJIb3OBaAHUIO J1I/ILI,eH3I/II\/'I.

OnwucaHve aTpmbyTOB:

ATpunbyT

report-period

active-
stations-
period

B <exchange>

Mo
YMOJIYaHUIO

OnucaHue

MeproanyHOCTL, C KOTOPOU ByAyT CO34aBaThCs OTYETbI Ha
CepBepe Dr.Web 06 ncnosb3yembix UM JMLEH3NOHHbIX
KNHOUax.

Ecnm otuer 06 ncnosb3oBaHUM ANLIEH3MI CO3AaeTCA

noguunHeHHbiM Cepeepom Dr.Web, To cpa3y nocne co3ganus
OCyLLeCTBAAETCA OTNpaBKa 3TOro otyeTa Ha rnaBHbli Cepeep 1440
Dr.Web.

Co3gaHHble OTYeTbl AOMONHUTENBHO OTMPaBAATCA NPU
KaXkaom nogkatoveHun (B 7.4. nepesarpyske) Cepsepa
Dr.Web, a Takke npu n3MeHeHNN KOMYecTBa BblaBaeMblxX
NMueH3nin Ha rnaBHom Cepsepe Dr.Web.

Mepuvog, B TeueHre KOTOPOro byaeT NOACUNTbIBATLCA
KONMYECTBO aKTUBHbIX CTaHLMIN ANs co3jaHna oTyeTa 06
NCMONb30BaHUKN nLeH3UIA. 3HaueHre 0 npeanuceiBaeT 0
y4uTbIBaTb B OTUYETE BCE CTAHLMW, BHE 3aBUCUMOCTM OT

cTaTyca uUx akTMBHOCTU.

Hactpowikn pacnpoctpaHeHus anueHsmii mexay Cepsepamu Dr.Web.

DNemMeHT <exchange> COJAEPXUT CheayroLme AoYepPHUE 3IEMEHTDI:

" <expiration-interval value="" />
" <prolong-preact value="" />
® <check-interval value="" />

OnuvcaHve 3n1eMeHTOB:
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3HaueHun
atpubyra value
dnemeHT OnucaHune pvobyT
no yMo/iyaHuio,
MMH.
CpoK AeACTBMA BbiaBaeMbIX JINLLEH3NN — Nnepuos
, , BPEMEHW, Ha KOTOPbIN BbIAAIOTCSA NLEH3NN U3 KIOYa Ha
expiration-— <
interval naHHoMm CepBepe Dr.Web. Hactpoiika ncnonb3yetcs, ecan 1440
AaHHbI CepBep Dr.Web BbigaeT nnueH3nm cocegHM
Cepeepam Dr.Web.
Mepuopa ana npoaneHNA NosiyyaemMbiX JIMLLEH3NN —
nepuoa A0 OKOHUYaHWA CPOKa AEVCTBUA NULLEH3UN,
| HauunHas ¢ koToporo gaHHbIn Cepep Dr.Web
roilong- o
greactg NHNLMMPYET NpOoANneHe ANLEH3NW, NOAYYEHHOWN OT 60
coceaHero Cepeepa Dr.Web. HacTtpoiika ncnonb3yercs,
ecan gaHHbin Cepep Dr.Web nonyyaet avueHsunm ot
cocegHux Cepsepos Dr.Web.
ook Mepuroa CMHXPOHU3ALUWN INLLEH3UIA — MEePUOANYHOCTb
cneck—
interval CMHXPOHM3aLUMn MHbOpMaLmn o BblgaBaeMblx anueHsnax 1440
mexgy Cepsepamu Dr.Web.
® <email from="" debug="" />

HacTpoliku napameTpoB OTNpaBKM 31eKTPOHHOM NouThl 13 LleHTpa ynpaBieHus, Hanpumep, B
KauecTBe OMOBELLEHNM aZiMUHUCTPATOPa MU MPU PaCCblIKe UHCTAANALNOHHBIX MaKeTOB CTaHL WM.

OnwucaHve aTpnbyTOB:

ATpnbyt  [lonyctumble 3HaueHna OnucaHue Mo ymonuanuto

Azpec ALVKa SN1eKTPOHHOW NoYTbI,
OT VIMEeHW KOTOpOro byayT

from - drwcs@localhost
OTNPaB/IATbCA 3NNEKTPOHHbIE
nncbMa.
e yes — WCMO/b30BaThb .
OTﬂa,EI,OHHbIVI PEXIM, Mcnonb3oBaTbh OT/Aa404UHbIN
eXM Ana nonyvyeHunA
debug e No — He P A Y no
AeTanbHoro xypHana SMTP-
VICI'IOﬂb3OBaVTb ceccum.
OT/Iaf04YHbIN PEXNM.
DNEMEHT <email> cofepXxnT cegyroimne jo4YepHnE SNEMEHTbI:
B <smtp server="" user="" pass="" port="" start tls="" auth plain="" auth login=""
auth cram md5="" auth digest md5="" auth ntlm="" conn timeout="" />

Hactpoiika napametrpoB SMTP-cepBepa A5 OTNPaBKM 3NEKTPOHHON NOYTbI.

OnwucaHve aTpnbyToB:
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onycTumble
ATpubyt Aony
3HaueHus
server -
user -
pass -
Llenoe
port NosoXNTeNbHOE
ymcno.
start tls
auth plain ¢ yes —
MNCNOAb30BaTb 3TOT
™n
ayTeHTUpUKaumy,
auth login e no — He

MCcnosib3oBaTb 3TOT

™n
ayTeHTUpUKaLmnn.

auth cram md5

auth digest md5

auth ntlm

. enoe
conn_timeout U
- MoJIOXUTENIbHOE

InaBa 2: Mpunoxxeuns

OnucaHune

Azpec SMTP-cepBepa, KOTOPbIiA
6yaeT ncnonb3oBaTbCa A1
OTNPaBKN 3NEKTPOHHOW MOYThI.

Vima nonb3osatena SMTP-
cepsepa, ecnn SMTP-cepBep
TpebyeT aBTOpPU3aLMN.

MNMaponb nonb3osatena SMTP-
cepsepa, ecnn SMTP-cepBep
TpebyeT aBTOPU3aLIUN.

MopTt SMTP-cepBepa, KOTOpPbIN
6yaeT ncnonb3oBaTbCa AJ1A
OTNPaBKN 3NEKTPOHHOW MOYThI.

Ana wnppoBaHHOro obMeHa
AaHHbIMW. [pn 3TOM

nepek/toyeHve Ha 3aluLeHHoe

coeAnHeHne ocyllecTBaseTcs
yepes KOMaHAay STARTTLS. [1o
YMOAYaHWIO A1 COeAMHEHNA
npegycMmatpuBaeTcs
ncnonb3osaHue 25 nopra.

Vicnonb3oBaHwe plain text
ayTeHTUPUKaLMN Ha NMOYTOBOM
cepsepe.

Ncnonb3oBaHne LOGIN
ayTeHTUdMKauMmM Ha NOYTOBOM
cepsepe.

Ncnonb3oBaHne CRAM-MD5
ayTeHTUdMKauMmM Ha NOYTOBOM
cepsepe.

Ncnonb3oBaHue DIGEST-MD5
ayTeHTUdMKauMmM Ha NOYTOBOM
cepsepe.

WNcnonb3oBanne AUTH-NTLM
ayTeHTUOUKaLMMN Ha NMOYTOBOM
cepsepe.

Tanm-ayT coeagnHeHmns ¢ SMTP-
cepBepoM.

Mo
YMOJIYaHUIO

127.0.0.1

25

yes

no

no

no

no

no

180
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onycrumble Mo
ATpubyt Aony OnucaHue
3HaueHuns yMoOJlYaHnto
yuncno.
o <ssl enabled="" verify cert="" ca certs="" />

Hactpoikn napametpoB SSL-wumdpoBaHusa Tpadmka Nnpu oTnpaBke NUCEM MO 3NEKTPOHHOMN

noure.

OnwucaHve aTpnbyToB:

Aonyctumsbie flo
Atpunbyt y OnucaHune yMOJI4YaHn
3HaueHus
1]
® yes —
ncnonb3osaTth SSL, Pexxnm ncnonbsosaHms SSL-
enabled no
e no — He LWnppoBaHms.
ncnonb3osatb SSL.
e yes — NpoBepsAThb
. SSL-ceptdukar, MpoBepsaTb NpaBUALHOCTL SSL-
verify cert no
- e No — He NPOBEPATH ceptudmkaTa NOYTOBOro cepeepa.
SSL-ceptudukar.
MyTb Kk KOpHEBOMY SSL-cepTndukat
ca certs - y p y p q) y
- Cepsepa Dr.Web.
® <track-epidemic enabled="" aggregation-period="" check-period="" threshold="" most-
active="" />
Hactpoiika napaMeTpoB OTCAEXMBAHWUA BUPYCHbIX ANUAEMUI B CETU.
OnwucaHve aTpmnbyToB:
Aonyctumsbie flo
Atpunbyr y OnucaHune yMOJI4YaHn
3HaueHus
1]
Pa3speluaet oTcnexmnBaTb MHOXECTBEHHbIE
CObbITUS O 3apaXkeHUsaX CTaHUUI U UMETb
enabled yes | no P 4 yes
BO3MO>XHOCTb OTNPaBAATb CyMMapHoOe
onoseLlyeHne agMNMHNCTPaTopy.
MpOoMeXyTOK BpeMeHU B CeKyHAax noce
aggregation-— OTMNpaBKu omnoBeLleHna 06 anuaemMmun, B TeueHne 300
period KOTOPOro He ByayT OTNPaBAATLCA OMOBELLEHNA O
Lienoe eAVHUYHBIX 3apaXkeHUaxX CTaHLMA.
NMOJIOXUNTENBHO
e uncno.
. [MpomeXXyToK BpeMeHW B CeKyHAaxX, B TeUeHune
check-period P y P YRASX, 3600

KOTOPOro A0JI>)KHO I'IpVIVITVI 3ajaHHOEe KOonn4yecTteso
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Aonyctumbie Mo
ATpubyt v Onuncanune yMoyaHun
3HaueHuns
o
COOOLEHNI O 3apakeHHbIX CTaHLMAX, YTOObI
OTNpaBuUTb OMoBeLleHre 06 anuaemunu.
KonnuectBo coobLieHmi 0 3apaxkeHusx,
KOTOpble JOIKHbI MPUIATA 3a 3aAaHHbll
NpomMexyToK BpeMeHu, utobbl Cepsep Dr.Web
threshold P Y P ' pBep 100
OTNpaBAAN aAMUHNCTPATOPY eAnHOoe
yBegoMaeHMe 06 annaemMumn Ha BCe caydaun
3apaxkeHns (OnoBeLleHVe DNUAEMUA B CETH).
KonnuyectBo Hanbosee yacto BCTpeYaroLmxcs
most-active Yrpo3, KOTopble HEO6XOAMMO BKAOUNTL B OTUET 5
06 3nngemmsx.
® <track-hips-storm enabled="" aggregation-period="" check-period="" threshold="" most-

/>

active=""

HacTpolika napaMeTpoB OTCAEXMBaAHMA MHOXECTBEHHbIX COObITUI KOMMNOHeHTa [peBeHTVBHaS

3almTa.

OnwucaHve aTpmnbyTOB:

ATpunbyt

enabled

aggregation-
period

check-period

threshold

Jonyctnmbie
3HaueHus

yes | no

Llenoe
NONOXMNTENBHO
e uncno.

OnucaHune

Pa3peLuaeT oTcnexrBaTb MHOXECTBEHHbIE
co6bITVs MNpPEBEHTVBHOW 3aLUWTLI U UMETH
BO3MOXHOCTb OTMPaBAATb CyMMapHoe
OnoBeLLeHNe agMUHUCTPATOPY.

Mpome>XXyToK BpeMeHM B CekyHAax nocne
OTNpaBKN CyMMapHOro oTyeTa O COBbITUAX

MNpeBeHTVBHOW 3aLLUMTbI, B TEHYEHVE KOTOPOro He

6yayT OTNPaBAATLCSA OMOBELLEHNS O eAVHN
CcobbITUAX.

Mo
yMOI4YaHn
o

yes

300
YHbIX

MNpomeXXyTOK BpeMeHM B CEKyHZAaX, B TeYeHune

KOTOPOro A0JI>)KHO FIpOVIBOVITVI 3ajaHHOe

3600

KONIMYECTBO CObbITUI [TpeBEHTUBHOM 3aLUNTLI,

yTObbI OoTNnpaBUTb CyMMaprIVI OTYET.

KonnuectBo cobbiTnin [MpeBeHTUBHOM 3aLLUnThI,

KOTOPblE JO/IXKHbI MPUIATK 3@ 3aZaHHbIN

npomMexyToK BpeMeHu, utobbl Cepeep Dr.Web

OTMpaBAsAA aAMVHUCTPATOPY eANHBbIN
CYMMapHbIA OTYET 06 3TUX COBBITUAX

100
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AonycTtumbie flo
ATpubyt v Onuncanune yMoyaHun
3HavYeHuA
o
(onoBeleHe CyMMapHbIii oTueT
MpeBeHTUBHON 3alNTbI).
KonnuectBo Hanbonee yacto BCTpeyaroLmxcs
. npoueccos, ocC eCTBUBLUNX NMOA03puUTESIbHOE
most-active pvu yul Ao3p 5
JeCTBMeE, KOTOPble HEOHXOAMMO BKIHOUNUTL B
oTyer HpeBeHTMBHOVI 3alWnThbl.
® <track-appctl-storm enabled="" aggregation-period="" check-period="" threshold=""
most-active="" />

HacTpolika napamMeTpoB OTCAEXMBaAHMA MHOXECTBEHHbIX COObITUI KOMMNOHeHTa KOHTpOb

NPUIOKEHNIA.

OnwucaHve aTpmnbyTOB:

Jonyctnmbie

ATpu6
proyT 3HayeHus

enabled yes | no

aggregation-

period

check-period
Llenoe
MONOXNTENbHO
e yucno.

threshold

most-active

Mo
Onunc