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© «[oktop Beb6», 2022. Bce npaBa 3aWjMLLeHbl

HacToAwwmin 4OKYyMEHT HOCUT MHDOPMALMOHHbIN 1 CNPaBOYHbIN XapakTep B OTHOLUEHUM
yKa3aHHOro B HeM nporpammMHoro obecneueHuns cemeiictea Dr.Web. Hactoawmin okymeHT He
SIBNAETC OCHOBaHWEM A/15 UCUYePMbIBatOLLMX BbIBOAOB O HaMUMN UAN OTCYTCTBMW B MPOrPaMMHOM
obecneueHnn cemenctea Dr.Web kakunx-1mbo ¢yHKLMOHaNbHbBIX U/UAN TEXHUYECKMX NapaMeTpoB U
HE MOXeT 6bITb MCMO/Ib30BaH NPW ONpeseeHn COOTBETCTBMA NPOrpaMMHOro obecneyeHus
cemenctBa Dr.Web kakum-1mb6o TpeboBaHUAM, TEXHUYECKMM 3aZaHusaM U/Uan napaMeTpam, a Takxke
MHBIM JOKYMEHTaM TPETbUX INLL.

Matepwuanbl, NpuBeAEHHbIE B AaHHOM AOKYMeHTe, aBasatoTca cobctBeHHOoCTbro OO0 «/lokTop Beb» 1
MOTYT 6bITb NCMO/Ib30BaHbI UCKAKOUUTENBHO ANA NINYHBIX Lienei npuobpetatens npoaykTa. Hukakas
YacTb J@HHOTO JOKyMeHTa He MOXeT bblTb CKOMMPOBaHa, pa3MelleHa Ha CeTEBOM pecypce Uau
nepesaHa no KaHanam CBA3W U B CPEACTBAX MAacCOBOW MHPOPMaLMM UAN NCMOAb30BaHa NH06bIM
ApYyrM 06pa3oM KpoMe UCMOIb30BaHNUA A/t IMUHbIX Lenelt 6e3 CCbIIKU Ha UCTOYHMK.

ToBapHble 3HaKKU

Dr.Web, SpIDer Mail, SpIDer Guard, Curelt!, CureNet!, AV-Desk, KATANA v norotun Dr.WEB
ABNAIOTCA 3apErNCTPUPOBaHHbIMU TOBapHbIMKM 3Hakamu OO0 «/[Joktop Beb» B Poccum n/mnm
APYTUX CTpaHax. VIHble 3apernctpmpoBaHHblie TOBapHble 3HaKW, N0roTUMbl U1 HAUMEHOBAHWSA
KOMMaHWK, yNoMsAHyTble B JaHHOM JOKYMEHTE, ABAAKOTCA COOCTBEHHOCTLIO UX BAZENbLIEB.

Orpa HU4YeHune OoTBeTCTBEHHOCTU

Hwu npwm kakmx obctostenbcteax OO0 «[lokTop Beb» 1 ero nocraBLLMKN HE HECYT OTBETCTBEHHOCTM
3a OLWMBKMN U/VAN yNyLLEHWSs, JOMNYyLLEHHbIEe B JaHHOM AOKYMEHTE, Y MOHECEHHbIE B CBA3M C HUMMU
ybbITKN NprobpeTatens NpoaykTa (MPsMble UM KOCBEHHbIE, BKAOYAsA YNYLLEHHYIO BbIrOAY).

Dr.Web Enterprise Security Suite
Bepcusa 13.0

MpunoxxeHus

12.01.2022

000 «flokTop Beb», UeHTpanbHbii odurc B Poccmm

Agpec: 125124, Pocecna, Mocksa, 3-a yavua Amckoro noas, Ba.2, kopn.12A
CauT: https://www.drweb.com/

TenedoH: +7 (495) 789-45-87

NHbopMaLmo 0 permoHanbHbIX NPeACTaBUTENbCTBAX U 0dUCax Bbl MoxkeTe HaliTh Ha odurLMaNbHOM
canTe KOMMaHuu.
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Komnanusa «Joktop Beb» — poccuinckmii pazpaboTtumk cpeactB MHGOpPMaLMOHHOM 6e30nacHOCTH.

Komnanus «[Joktop Beb» npeanaraet spPpeKkT1BHbIE aHTUBUPYCHbBIE M aHTUCMaM-PELLIEHNA KaK A5
rocyAiapCTBEHHbIX OpraHn3aLui n KPYnHbIX KOMMaHWR, Tak U A1 YaCTHbIX NOJIb30OBaTeNEN.

AHTUBUPYCHbIe pelleHus cemenctBa Dr.Web paspabatbiBarotca ¢ 1992 rosa 1 HeM3aMeHHO
AEMOHCTPUPYIOT MPEBOCXOHbIe pe3y/bTaTbl JETEKTVPOBAHNA BPELOHOCHbIX MPOrpamm,
COOTBETCTBYHOT MMPOBbIM CTaHAapTaM H6e30nacHOCTW.

CepTndmkaTtbl 1 Harpagbl, a Takxke obLWMpHas reorpadus nosb3oBaTeneli CBUAETENbCTBYOT 06
UCKAHOUNTENBHOM AOBEPUN K NMPOAYKTaM KOMMaHMMN.

Mbi 6naropapHbl Nosb3oBaTeNAM 3a NOAAEPIKKY pelueHui cemeiictBa Dr.Web!
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FnaBa 1: BBegeHue

Ha3HaueHune poKkymeHTa

B gokyMeHTaL MM agMuHUCTpaTopa aHTnBupycHou cetn Dr.Web Enterprise Security Suite npvBeseHbl
CBEAEeHNA, ONKMCbIBaOLLIME KaK ObLLMe MPUHLMMBI, TaK U AeTaan peann3aLmn KOMMIEKCHOM
aHTUBMPYCHOW 3aLnTbl KOMMbIOTEPOB KOMMaHUK ¢ noMolbio Dr.Web Enterprise Security Suite.

[lokyMeHTaumna agMUHUCTpaToOpa aHTUBUPYCHOWM CETU COCTOMUT U3 CIEAYHOLLMX OCHOBHbIX YacTel:

1.

PyKOBOACTBO no yctaHOBKe

ByzeT nonesHo pykoBOAUTENHO OpraHM3aLLMK, MPUHMMAaLOLWEMY peLLeHre O NpuobpeTeHnn n
yCTaHOBKE CUCTEMbl KOMMIEKCHOM aHTUBUPYCHOM 3aLLUTbI.

B pykoBOACTBE MO yCTaHOBKE OMMCaH NPOoLLecc CO34aHMsA aHTUBMPYCHOM CETU U YCTaHOBKM ee
OCHOBHbIX KOMMOHEHTOB.

PykoBoacTBO agMUuHUCTpaTOpa

AZpecoBaHO adMUHUCMPamopy aHmMusupycHoli cemu — COTPYAHWKY OpraHu3aLmmn, KOTOpomy
NOpYy4Y€eHO PYKOBOACTBO aHTUBMPYCHOW 3aLLUTON KOMMbIOTEPOB (Paboumx CTaHLMI 1 CEpPBEPOB)
3TON ceTw.

AZAMWHUCTPATOP aHTUBUPYCHOM CETU AO0KEH 061aZaTh NOJHOMOUMAMMN CUCTEMHOTO
aAMUHUCTPaTOpa WK COTPYAHMYATb C aAMUHUCTPATOPOM NIOKaIbHOM CETU, OblTb KOMMETEHTHbLIM
B BOMpOCax CTpaTerMm aHTMBUPYCHOW 3aLLuTbl U AeTasbHO 3HaTb aHTMBMPYCHble naketsl Dr.Web
AN BCEX UCMO/Ib3yeMbIX B CETU OMepPaLNOHHbBIX CUCTEM.

MpunoxxeHums

CopepkaT TeXHUYEeCKyo MHPOPMaLLMIO, OMMUCBIBAKOLLYHO MapaMeTpbl HACTPOMKN KOMMOHEHTOB
AHTVBUMPYCa, a TakXKe CUHTaKCUC N 3HaYEHWS UHCTPYKLIMIA, UCNOJIb3yeMblX NpW paboTe ¢ HUMMK.

& Mexay nepevncaeHHbIMY Bbille JOKYMEHTaMy MPUCYTCTBYIOT NMepeKpecTHble CChIIKM.
Mpwv 3arpyske JOKYMEHTOB Ha JIOKa/IbHbIA KOMMbOTEP, NEPEKPECTHBIE CChIKU ByayT
dYHKLMOHNPOBaTb TONBLKO B TOM CAy4vae, eCan JOKYMEHTbI Pacrno/ioXeHbl B OAHOM
KaTanore v MMeLT M3HaYallbHble Ha3BaHMA.

Tak>ke NocTaBAsAOTCA aiegyrouine PyKOBOﬂ,CTBaZ

1.

MHCcTpyKuMA No pa3BepTbiBaHUIO aHTUBUMPYCHO ceTu

CopepXuT KpaTkyto MHGOPMaLMIO MO YCTaHOBKE U NepBOHaYabHOM HacTPOMKe KOMMOHEHTOB
aHTMBUPYCHOW ceTu. 3a NoApOobHOM MHPOpMaLmeln obpallanTech K AOKYMEHTaLL UK
aAMUHKCTpaTopa.

MpunoxeHus
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2. PykoBoacTBa No ynpaBAe€HUIO CTaHLUAMM

Cogaep>kat MHGOPMALMIO O LLeHTPaAM30BaHHOW HaCTPOMKe KOMMOHEHTOB aHTUBMpPYcHOro MO
pabouunx CTaHLU WA, OCYLLECTBASEMON afMUHUCTPATOPOM aHTUBUPYCHOW ceTu Yepes LleHTp
ynpasneHuns 6esonacHocTbto Dr.Web.

3. PykoBopacTBa nosb3oBartens

Cogaep>kat MHGOPMaLMIO O HACTPOWKe aHTUBMPYCHOTO pelueHns Dr.Web, ocywiectBnasemon
HEeMoCPEeACTBEHHO Ha 3allMLLaeMblX CTaHLMAX.

4. PykoBogctBo no Web API

Coaep>uT TexHn4veckyro nHpopmaumo no nHterpaumm Dr.Web Enterprise Security Suite co
CTOPOHHUM MporpaMmMHbIM obecneyeHnem nocpeactsom Web API.

5. PykoBogactBo no 6ase paHHbix CepBepa Dr.Web

Cofep>knT onvcaHne BHyTPeHHeW CTpyKTypbl 6a3bl aHHbIX CepBepa Dr.Web 1 npumepos ee
MCNOIb30BaHMs.

Bce nepeuncneHHble PykOoBOACTBa NOCTaBAAOTCA B TOM Yncae B coctaBe npoaykta Dr.Web
Enterprise Security Suite n MmoryT 6bITb OTKpPbIThI Yepe3 LieHTp ynpasaeHusa 6e3onacHocToto Dr.Web.

MNepes NpouTeHeM AOKYMEHTOB ybeANTeCh, YTO 3TO MNOCNEAHAA BEPCUA COOTBETCTBYOLLMX
PykoBOACTB A/ Ballel Bepcum NpoaykTta. PykoBozcTBa NOCTOAHHO OBHOBASAIOTCS, U MOCIAEAHIOO
NX BEPCUIO MOXHO HaWTK Ha oduumanbHOM Beb-carite komnaHum «[lokTop Beb» no agpecy
https://download.drweb.com/doc/.

YcnoBHble 0603HaueHunsA m COKpaweHunnA

YcnoBHble 0603HaueHuA

B ZaHHOM pyKOBOACTBE UCMOJIb3YHOTCA CesytoLne YCNOBHbIE 0603HaUeHNs:

O603HaueHue KommeHTapuii
@ BaxxHOe 3ameuaHune nin ykasaHue.
_/_IE MpeaynpexaeHne 0 BO3MOXHbIX OLUMOOUHBIX CUTYaLMsX, @ TakKe BaXKHbIX
MOMeHTax, Ha KoTopble cnesyeT 06patnuTb 0ocoboe BHUMaHWMe.

AHmusupycHas cemos  HOBbIA TEPMUH MW aKLEHT Ha TEPMUHE B OMUCAHUAX.
<IP-address> Mons ans 3ameHbl GYHKUMOHANbHbBIX Ha3BaHUN GakTUYECKUMUN 3HAUEHUAMMN.

CoxpaHuTtb Ha3BaHuWs 3KpaHHbIX KHOMOK, OKOH, MYHKTOB MEHHO U APYruX 3/1eMeHTOB
nporpamMmHoro nHTepdeica.

CTRL O603HayeHma KI1aBULL KNaBmaTypbl.

MpunoxeHus
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FnaBa 1: BBegeHue

O603HaueHue KommeHTapuii
C:\Windows\ HanmeHoBaHwWs GaiiioB 1 KaTanoros, GparMeHTbl MPOrPaMMHONO Koaa.
Opunoxexvie A MepeKkpecTHble CCbIKM Ha FNaBbl JOKYMEHTa WAN TMAEePCChbIIKA Ha BHELLHME
pecypcbl.
CokpaugeHus

B Tekcte PykoBoacTBa MOryT ynotpebnatbcs 6e3 paclumdpoBku cresytoLine CoKpaLLeHns:

e ACL — cnuckm koHTpoas goctyna (Access Control List),

e CDN — cetb goctaBku koHTeHTa (Content Delivery Network),

e DFS — pacnpezenenHas darnnosas cuctema (Distributed File System),

e DNS — cucrema gomeHHbIx MeH (Domain Name System),

e FQDN — nonHoctbto onpeseneHHoe ums gomeHa (Fully Qualified Domain Name),

e GUI — rpaduueckmin nosnb3oBatensckuii HTepdelic (Graphical User Interface), GUI-Bepcus
nporpamMmmMbl — Bepcus, ncnoabsyrowas cpeacrea GUI,

e MIB — 6a3a ynpasasarowen nidopmauum (Management Information Base),

e MTU — makcrMMasnbHbIM pa3Mep noaesHoro 61aoka gaHHbix (Maximum Transmission Unit),
e NAP — Network Access Protection,

o TTL — Bpems xun3HKM naketa (Time To Live),

e UDS — pomeHHbI cokeT UNIX (UNIX Domain Socket),

e b/, CYB[, — baza [aHHbix, Cuctema YnpasneHusa bazamun JaHHbIX,

e BCO Dr.Web — BcemupHas Cuctema O6HoBaeHu Dr.Web,

e /IBC — JlokanbHasa BbiuncantenbHas Cetb,

e OC — OnepauymoHHas Cucrema,

e 10 — lMporpammHoe ObecneyeHue.

MpunoxeHus
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Mpuno>keHue A. NMonHbIN CNNCOK NOAAEPIXNBaEMbIX BEPCUN
oC

Ana CepBepa Dr.Web n Npokcn-cepsepa Dr.Web

OC cemenctBa UNIX
Linux, npn Hannumm 6nbamnoTtekn glibce 2.13 nam bonee NosgHen BepCun, BKAKOYAS:

e AnbT Linux 8

e AnbT Linux 9

e Astra Linux Special Edition (CMoneHck) 1.5 (c kymynatvBHbiM natyem 20201201SE15)
e Astra Linux 1.6 (c kymynatmBHbiM natyem 20200722SE16)

e Astra Linux 1.7

e Astra Linux Common Edition 2.12 Open

e Anbt 8 CI1

e [ocimHykc IC6

ilf B OC Anbt 8 CIN 1 TocanHykc IC6 paboTta ¢ MaHAATHBIMU YPOBHAMM AOCTyrNa He
noaAep>XunBaercs.

FreeBSD 11.3 nan 6onee no3aHen Bepcumn.

OC Windows
- 32 bit:

e Windows 7
e Windows 8
e Windows 8.1
e Windows 10

- 64 bit:

e Windows Server 2008 R2
e Windows 7
e Windows Server 2012

MpunoxeHus
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InaBa 2: Mpunoxxeuns

e Windows Server 2012 R2

e Windows 8

e Windows 8.1
e Windows 10
e Windows 11

e Windows Server 2016
e Windows Server 2019
e Windows Server 2022

Ana Ckanmnpyrowero cepsepa Dr.Web

YcraHoBka CKaHMpYHOLLEro cepBepa BO3MOXHa Ha BUPTyasbHOW MalUMHe, COOTBETCTBYHOLLEN
cnepyrowmm TpeboBaHuaM:

KomnoHeHT
lunepsu3zop

OnepayuoHHas
cucmema

lNpoyeccop

OnepamusHas
namsame

Mecmo Ha
Xecmkom oucke

Cemeseble
nook/ItoYeHuUs

Tpe6oBaHue
VMware, Hyper-V, Xen, KVM
Linux, FreeBSD

Cnincok onepaunoHHbIX CUCTEM aHa/IOTUYeH CMUCKY A1 aHTUBUPYCHOTO MakeTa
ans OC UNIX.

Mpoueccopbl C apXUTEKTYPO 1 CUCTEMOWN KOMaHZ,

e Intel/AMD: 32-6ut (IA-32, x86) 1 64-6uT (x86_64, x64, amd64);

He meHee 500 Mb cBo60oaHOW onepaTvBHON NaMATh (pekoMeHayetca 1 b u
bonee).

He meHee 1 b cBOH60OAHOrO ANCKOBOro NPOCTPaHCTBa.

Hannuune ceteBbix I'IO,EI,KﬂI-Ol-IEHVIl‘/lII

e [logkntoueHne K IHTepHeTy ans 06HOBNEHNS BUPYCHBIX 6a3 1 6a3 BCTPOEHHbIX
bunbTpOB.

° I'Io,a,Kmoqume ana O6Cf|y)KI/IBaHI/IFI 3arnpocoB OT BMPTYyaJibHbIX ar€HTOB.

MpunoxeHus
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Ana Arenta Dr.Web n aHTMBUpYyCcHOro nakerta

OC cemenctBa UNIX

KomnoHeHT

lMnamdgpopma

OnepamusHas
namsame

Mecmo Ha
>xecmkom oucke

OnepayuoHHas
cucmema

[poyee

Tpe6oBaHue

Moznep>xMBatOTCA MPOLLECCOPbI CEAYIOLLMX aPXUTEKTYP U CUCTEM KOMAHJ;
e Intel/AMD: 32-6uT (/A-32, x86); 64-6UT (x86-64, x64, amd64)

e ARM64

o E2K (32166pyc)

He meHee 500 Mb cBoboaHOW onepaTnBHOM NamaTu (pekoMeHayetca 1 b u
bonee).

He meHee 2 b cBOHOAHOrO ANCKOBOrO MPOCTPAHCTBA Ha TOME, Ha KOTOPOM
pacnosiaratoTca KaTasoru NpUaoXKeHns.

e FreeBSD 11, 12.

e Linux Ha ocHoBe azpa ¢ Bepcueli 2.6.37 nan HoBee, UCMO/b3YHoLLas
6unbamoteky glibc Bepcnmn 2.13 nan Hosee.

MepeyeHb Nogaep>kmnBaembix AUCTPMOYTMBOB Linux npuseseH HuxXe.

| OnepaunoHHas cucTema Jo/KHa Nojaep>KmMBaTb MeXaHU3M
: ayteHTUpukaumun PAM.

[nsa koppekTHol paboTbl komnoHeHTa SplDer Gate agpo OC
JOJIKHO ObITb COBPAHO CO BKIKOUEHMEM CIEAYHOLLUX OMLUNA:

o CONFIG_NETLINK_DIAG, CONFIG_INET_TCP_DIAG;

e CONFIG_NF_CONNTRACK_IPV4,
CONFIG_NF_CONNTRACK_IPVS,
CONFIG_NF_CONNTRACK_EVENTS;

o CONFIG_NETFILTER_NETLINK_QUEUE,
CONFIG_NETFILTER_NETLINK_QUEUE_CT,
CONFIG_NETFILTER_XT_MARK.

KoHKpeTHbIN Habop Tpebyembix OMLMI U3 YyKa3aHHOTO NepeyHs
MOXKeT 3aB1CeTb OT UCMOAb3yemoro anctpunbytmea OC
GNU/Linux.

Hannune ceteBoro noaknro4eHumAa:

o [loaxkntoueHmne K NHTEPHETY ANA obHOBEHMUSA BUPYCHbIX 6a3 1 KOMMOHEHTOB
NPUNOXKEHUA.

MpunoxeHus
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KomnoHeHT Tpe6oBaHue

e [pn paboTe B pexxvMe LieHTPasM30BaHHON 3aL1Tbl AOCTAaTOYHO TO/IbKO
NOAKNOYEHMNS K UCMOIb3YEMOMY CEPBEPY B PaMKax JI0KalbHOW CeTH, AOCTyrN B
WHTepHeT He TpebyeTcs.

ili B cnyyae ncnonb3oBaHmsa 64-6UTHON BEPCUM ONepaLMOHHON CUCTEMBI, AOMKHA ObITb
0653aTeNbHO BK/IOYEHa Noaaepskka UCMOAHEHNSA 32-OUTHBIX MPUNOXKEHUN.

Ana OC FreeBSD yctaHOBKa NpUAOXKEHWA BO3MOXHa TOJIbKO U3 YHVUBEPCalbHOro
nakera.

MporpaMMHbIV NPOAYKT NOAAEPKUBAETCSA ANA CeyoWmnX AUcTpmbyTvBoB Linux:

Mnardopma Moapep>xnBaembie ANCTpU6YTUBLI Linux

%86 64 e Astra Linux Special Edition (CmoneHck) 1.5 (c
- KymynateHbiM natdyem 20201201SE15), 1.6 (¢

KyMynaTvBHbIM natyem 20200722SE16), 1.7
e Astra Linux Common Edition 2.12 Open
e Debian 9, 10
e Fedora 31, 32
e CentOS 7, 8
e Ubuntu 18.04, 20.04
e AnbT Pabouas ctaHums 8, 9
e AnbT Cepsep 8, 9
e AnbT 8 CI
e PEJ OC Mypom 7.2, 7.3
e [ocamHykc 1C6
e SUSE Linux Enterprise Server 12SP3
e Red Hat Enterprise Linux 7, 8
x86 e CentOS 7
e Debian 10
e AnbT 8 CI

e AnbT Pabouas ctaHumsa 9

ARM®64
e Ubuntu 18.04

e CentOS 7, 8

e AnbT Pabouas ctaHumsa 9
e Anbt CepBep 9

e AnbT 8 CI

MpunoxeHus
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Mnardopma Moapep>xnBaembie ANCTpU6GYTUBLI Linux

e Astra Linux Special Edition (HoBopoccuinck)
411

Astra Linux Special Edition (JlennHrpag) 8.1 (c
KymynaTuBHbIM natyem 20200429SE81)

Anbt 8 CI1
Snbbpyc-4 MUCT 1.4
OMNO BK 3nb6pyc-8.32 TBIN.00311-28

E2K

ili B OC Anbt 8 CIN, Astra Linux Special Edition (HoBopoccuiick) 4.11 n F'ocannyke 1C6
paboTa C MaHZATHbIMW YPOBHSAMM AOCTyMNa He MOAAEeP>KMBAETCS.

Ans npounx anctpubytneos OC Linux, COOTBETCTBYHOLLMX ONUCAHHBIM TpeboBaHMAM, NOAHasA
COBMECTMMOCTb C MPWIOXEHVEM He rapaHTupyeTcs. MNpu BO3HUKHOBEHUN NPO6IeEM C
COBMECTMMOCTbIO C BalUMM AUCTPUOYTUBOM 0BpaTUTECh B TEXHUYECKYHO MOALEPKKY.

OC Windows
- 32 bit:

e Windows XP c SP2

e Windows Vista ¢ SP2

e Windows 7 ¢ SP1

e Windows 8

e Windows 8.1

e Windows 10 Bepcumn 21H2 nam 6onee paHHme
e Windows Server 2003 ¢ SP1

e Windows Server 2008 c SP2

- 64 bit:

e Windows Vista ¢ SP2

e Windows 7 ¢ SP1

e Windows 8

e Windows 8.1

e Windows 10 Bepcumn 21H2 nam 6onee paHHme
e Windows 11

e Windows Server 2008 c SP2

e Windows Server 2008 R2 ¢ SP1

e Windows Server 2012

MpunoxeHus
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e Windows Server 2012 R2
e Windows Server 2016
e Windows Server 2019
e Windows Server 2022

@ Mockonbky koMmnaHusa Microsoft npekpaTtvaa nogaepskky anroputMa xelmpoBaHus

: SHA-1, nepeg yctaHoBkon AreHTa Dr.Web Ha Windows Vista, Windows 7, Windows
Server 2008 nan Windows Server 2008 R2 y6eanTech, 4To B ONepaLMoHHON cnucteme
nogsepxunsaertca aaroput™m wudposaHuna SHA-256. [1aa aToro yctaHoBuUTe BCe
pekomeHzyeMble 0bHoBAeHNA U3 LleHTpa obHoBAeHUs Windows. MNMogpobHyto
MHGOPMaLMIO O HEOOXOAMMbIX NakeTax O6HOBEHWI Bbl MOXETE HaNTN Ha

OQDVIQVIaJ'IbHOM canTe KoMMnaHuu «AOKTOQ Beb».

_/_IE YaaneHHas yctaHoBka AreHToB Dr.Web HeBo3MOXHa Ha pabouvie cTaHLMM NOZA
ynpasneHnem OC cemerictea Windows pegakuuin Starter 1 Home.

macOS

OS X 10.11 El Capitan
macOS 10.12 Sierra
macOS 10.13 High Sierra
macOS 10.14 Mojave
macOS 10.15 Catalina
macOS 11.5 BigSur
macOS 12 Monterey

OC Android
Android 4.4
Android 5.0
Android 5.1
Android 6.0
Android 7.0
Android 7.1
Android 8.0
Android 8.1
Android 9.0
Android 10.0
Android 11.0

MpunoxeHus
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MpunoxxeHue b. Hactpoukn gna ncnonbozosanua CYbA.
NMapametpsbl gpaniBepos CYB/,

@ CrpykTtypa 6a3bl gaHHbIx CepBepa Dr.Web soctynHa B BUae otaensHoro
OAHOVIMEHHOr0O PyKoBOACTBA. [JJOKyMEHT MOXHO OTKpbITh 13 pa3jena Moaaepikka B
LleHTpe ynpaBneHus 6esonacHoctbo Dr.Web.

B kauecTBe 6a3bl gaHHbIXx CepBepa Dr.Web moxeT ncnoab3oBatbcs:

e BcTpoeHHas CYB/[;

e BHelwHas CYB/.
BctpoeHHasa CYb/
Mpw HacTpolike obpatyeHms K BcTpoeHHow CYB/, ans xpaHeHus 1 06paboTku AaHHbIX

MCMNO/Ib3YHOTCA NapameTpbl, NpuBeeHHble B Tabavue B-1.

Ta6bauua b-1. BctpoeHHasa CYB/,

Nmsa 3HaueHue no OnucaHne
ymMonuaHuio
DBFILE database.sqglite MyTb K panny 6a3bl JaHHbIX
CACHESIZE 2048 Pasmep Kelua 6a3bl AaHHbIX B CTPaHMLAX
PRECOMPILEDC 1048576 Pasmep Kella NpeaKOMMUAMPOBaAHHbIX sql-onepatopos B
ACHE bariTax
MMAPSIZE e Ana OC UNIX — MakcManbHbIi pasmep daiina 6asbl gaHHbIX B 6aiTax,
10485760, KOTOPbIN AOMycKaeTcs oTobpaxaTb Ha agpecHoe
e ans OC Windows —  MPOCTPaHCTBO MpoLecca 3a OAWH pas.
0
CHECKINTEGRI QUICK MpoBepka LenocTHocTn obpasa 6a3bl AaHHbIX NPU 3amnycke
TY Cepsepa Dr.Web:

e FULL — MOJiIHaa NpoBepkKa Ha npeaMeT owmnbok,
CBfi3aHHbIX ¢ orpaHuyeHmnamun suga UNIQUE, CHECK n
NOT NULL, Heynopsfo4YeHHbIX 3anuncen, NponyLLeHHbIX
CTPaHUL, U HEKOPPEKTHbIX NHAEKCOB,

e QUICK — ObICTpbIVi BapuaHT npoBepky, 6e3
OTCNEXMBaHWA OLINMOOK OrpaHUUYEHN N HEKOPPEKTHBIX
NHAEKCOB,

e NO — NpoOBepPKa He BbIMOJHAETCA.

MpunoxeHus
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AUTOREPAIR NO

WAL

WAL-MAX-
PAGES

WAL-MAX-
SECONDS

YES

1000

30

SYNCHRONOUS FULL
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ABTOMaTUYeCKOE BOCCTaHOB/EHWE NMOBPEXAEHHOTO
obpa3za 6a3bl gaHHbIX Npu 3anycke Cepeepa Dr.Web:

e YES — BOCCTaHOB/eHWe obpa3a 6a3bl AaHHbIX
3anyckaetca Kaxaplin pa3 npu 3anycke Cepsepa Dr.Web,

e NO — aBTOMaTU4eCcKoe BOCCTaHOB/IEHNE OTKAHOUEHO.
Vicnonb3oBaHme ynpexxaatoLlero XKypHaanposaHua
(Write-Ahead Logging):

e YES — XYypHa/iMpoBaHue BKIOYEHO,

e NO — XYypHaAnpoBaHVe He NCMOJb3yeTcs.
MakcrmManbHOe uncno “rpsasHbIX” cTpaHuL, npu

[JOCTUXKEHMI KOTOPOrO OCYLLECTBAAETCA 3anunch CTpaHuL,
Ha AWCK.

MakcnmanbHoe Bpems, Ha KOTOpOe OTK/1aAblBaeTcsa 3anunchb
CTPaHWL, Ha AMCK (B CEKyHAAX).

PeXXMM CUHXPOHHOW 3anucy U3MeHeHUM B 6ase AaHHbIX
Ha AnCK:

e FULL — MOJIHOCTbHO CMHXPOHHAas 3anmcb Ha AMCK,

e NORMAL — CUHXPOHHAs 3anucb KPUTUYHBIX AaHHbIX,

e OFF — aCMHXPOHHas 3anuchk.

B kauectBe BcTpoeHHoun CYB/, npeaoctaBasetcs SQLite3 — CYB/, nopaepxuBaemas CepBepom

Dr.Web, HaunHas c Bepcum 10.

BHewHasa CYB/J

B kauecTBe BHeluHen 6a3bl faHHbIX CepBepa Dr.Web mMoXeT ncnonb3oBatbCs:

e CYB/, Oracle. OnncaHune HacTponkun npuseseHo B [punoxenun B2. Hactpoiika apavisepa B/l
ana Oracle.

o CYB/l PostgreSQL. OnucaHwue HacTpoek, Heobxoaumbix ana CYB/, PostgreSQL onucaHo B
[MpwunoxxeHumn B3. Ncnoab3zoBanme CYB/ PostgreSQL.

¢ Microsoft SQL Server/Microsoft SQL Server Express. s goctyna k gaHHbiM CYB/, moxet
ncnonb3oBatbca ODBC-apaviBep (HacTpoika napametrpoB ODBC-aparieepa ana OC Windows
npusegeHa B [Mpunoxenun B1. Hactpoinka ODBC-apanBepa).

A

MNoasep>xmnaetcs ncnonb3osaHne Microsoft SQL Server 2008 nan 6onee no3aHer
Bepcuun. PekomeHayeTcs ncnonbsosaHue Microsoft SQL Server 2014 n 6onee nosaHew

BEPCUN.

MpunoxeHus

17



141
d
A

Pu)
$

InaBa 2: Mpunoxxeuns

B4 Microsoft SQL Server Express He pekoMeHAyeTCs /i pa3BepTbiBaHWA aHTUBUPYCHOMN
ceTn ¢ bonbLlnM KoanyectBoM cTaHumn (ot 100 n 6onblue).

Mpu noakntoueHnm Microsoft SQL Server B kauectse BHewHel b/l k Cepsepy Dr.Web,
paboTatowemy nog OC cemeiictBa UNIX, koppekTHas paboTa uepe3 ODBC c FreeTDS He
rapaHTupyeTcs.

Mpw BO3HMKHOBEHWUW NpeaynpexaeHunii nam owmnbok B pabote Cepeepa Dr.Web c CYB/,
Microsoft SQL Server uepe3 ODBC cnegyet y6eanTbCs, UTO Bbl UCMOJb3YeTe NOCAEAHIOH
poctynHyro Bepcuio CYB/L ana gaHHOW pegakumu.

C tem, Kak onpeaennTb Haanydme O6HOBJ'IEHI/II7I, Bbl MO>XXeTe O3HaKOMUTbCA Ha

cnesyrollen cTpaHuLe komnanum Microsoft: https://docs.microsoft.com/en-
US/troubleshoot/sgl/general/determine-version-edition-update-level.

YT06bI COKPaTUTL KOANYECTBO BAOKMPOBOK NMpu ncnosbzosaHnm CYB/, Microsoft SQL
Server ¢ ypoBHEM U30A5LMM TpaH3aKLmi no ymondaHuto (READ COMMITTED),
pekomeHayetca Bkatountb napametrp READ_COMMITTED_SNAPSHOT, BbinoaHuB
cnepyrowwyro SQL-komaHay:

ALTER DATABASE <Ha3BaHMe 0Oa3bl IOaHHEIX>
SET READ COMMITTED SNAPSHOT ON;

KomaHgay cnesyeT BbIMOAHATL B PEXMME HEABHbIX TPAH3aKUMIA 1 NMPU e4MHCTBEHHOM
CYLLEeCTBYHOLLEM MOAKNHOUEHUN K Ba3e AaHHBbIX.

CpaBHMUTe/IbHbIE XapaKTEePUCTUKUN BCTPOEHHbIX U BHewHux CYB/J,

A

Ncnonb3oBaHwme BcTpoeHHoM b/l gonyctmo npu nogkntoueHunn k Cepeepy Dr.Web He

6onee 200-300 ctaHumii. Ecnv no3BosisieT annapaTtHas KOHGUrypaums KoMnbroTepa, Ha
KoTopom yctaHoBneH Cepsep Dr.Web, n Harpy3ska no npoymm 3asavam, BbINOJHAEMbIM
Ha A@aHHOM KOMIMbIOTEPE, BO3IMOXHO nogiitoveHne o 1000 ctaHumi.

B NPOTNBHOM Cay4dae HeO6XO/.'l,VIMO McrnoJib3oBaTb BHELWHHOHO BA.

Mpw ncnonb3oBaHum BHewHen b/ n noakntoueHum k Cepsepy Dr.Web 6os1ee 10000
CTaHUMIA peKOMeHAYeTCs BbINMOJHEHNE CeAYHOLLNX MUHUMAabHbIX TpeboBaHWMI:

e npoueccop ¢ yactotor 3w,

e onepaTtneHas namatb — oT 4 ['b ana Cepsepa Dr.Web, ot 8 'b — ans cepsepa b/,

e OC cemencrtea UNIX.

MpunoxeHus
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Mpu BbIGOpe Mexay BCTPOEHHOM 1 BHeLLHeM 6azaMu CiesyeT yuecTb HEKOTOPble NapameTpbl,
npucywme kaxgon n3 CYB/:

e B 60abLLIMX aHTMBUPYCHbIX ceTsx (cBbiwe 200-300 cTaHLmMin) peKoMeHAYeTcs UCNob30BaTh
BHewwHtoto B/l, bonee yctonumByto k c6osiM, Yem BCTPpOeHHble B/,

e [pn ncnonb3oBaHWM BCTpOeHHOM B/l He TpebyeTcs ycTaHOBKa KOMMOHEHTOB CTOPOHHMX
npovsBoAuTenein. PekoMeHayeTcs Npy TUMMYHOM MCMO/Ib30BaHUM.

e BcTpoeHHas 6a3a faHHbIX He TpebyeT 3HaHWM agMuHucTpupoBaHmns CYB/, n ABaseTcs XopoLumnm
BbIBOPOM A1 aHTUBUPYCHOW CETU MaNoro 1 cpeaHero MacTtaba.

e BHelwHIo0 6a3y MMeeT CMbICA UCNOb30BaTb B TOM C/y4yae, eCv noApasyMeBaeTca
camocToaTenbHaa paboTta ¢ CYB/, Tpebytolias npsaMoro goctyna K 6ase. [Npu aTom mMoryT
MCNoab30BaTbCA CTaHAapTHble APl ana goctyna Kk 6a3am gaHHbix, Takme kak: OLE DB, ADO.NET nan
ODBC.

b1. Hactponka ODBC-ppanBepa

Mpw HacTpolike obpalleHus K BHewHen CYB/, ana xpaHeHns 1 06paboTkm AaHHbIX NCMOb3YHOTCS
napameTpbl, NpuBeaeHHbIe B Tabane Bb-2 (KOHKpeTHble 3HaUeHVs NpUBeAEHbI 418 MpUMepa).

Ta6nuua b-2. NMapameTtpsbl ans ODBC-noakntoueHus

Nma 3HaueHune OnucaHue

DSN drwcs Vmsa Habopa gaHHbIX

USER drwcs Vima nonb3osaTens

PASS fUgRbrmlvI Maponb

TRANSACTION DEFAULT Bo3MOXHble 3HaueHna napametpa TRANSACTION:
e SERIALIZABLE

READ UNCOMMITTED

READ COMMITTED

REPEATABLE READ

DEFAULT

3HauyeHVe No ymonyaHuo DEFAULT O3HayaeT "MCrnoab3oBaTth
ymonvaHue SQL-cepsepa”. MNoapobHee 06 ypOBHSAX M30aaLUN
TpaH3aKLUMin CMOTpUTE B AOKYMeHTaLmm no cooTBeTcTByowwen CYBA.

_/_IE YT06b1 MCKNOUMTE NPOBAEMBI C KOAVPOBKOW, HEOBXOAMMO OTKIOUNTL CAeAytoLme
napametpbl ODBC-gpatisepa:

MpunoxeHus
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¢ Ncnonb3oBartb pernoHasibHble NapamMeTpbl NP BbiBOAE BaJIlOT, Uncen, Aat n
BpeMeHN — MOXET Bbl3BaTb owmnbkn npu CI)OpMaTVIpOBaHVIVI YNCNOBbIX NMapaMeTpPoOB.

e BbinonHATb nepeBoj CUMBOJIbHbIX AAHHbIX — MOXET BbI3blBaTb HEKOPPEKTHOE
OTO6pa)KeHVIe CMMBOJIOB B LLeHTpe ynpaBaeHnAa AnAa napaMeTpos, npuwealnx mn3
6asbl JAaHHDbIX. OH yCTaHaBAMBaET 3aBUCMMOCTb OTO6pa>KeHl/IFI CMMBOJIOB OT
A3bIKOBOroO NMapamMeTpa And nporpamMm, He NCnoJib3yroLwnx Unicode.

Mpw co3paHum HoBoW 6a3bl gaHHbIX B CYB/, Microsoft SQL HeobxoaMMO yka3biBaTb
COPTUPOBKY C y4eToM perncrpa (cyppukc CS) 1 € y4eToM ANaKpUTUYECKMX 3HAKOB
(cypdukc AS).

Cama 6a3a faHHbIX co34aeTca npeaBapuTenbHO Ha SQL-cepBepe ¢ napameTpamy, yKasaHHbIMU
BbILLE.

Heobxoaumo Takxke HacTpoutb napametrpbl ODBC-gpainBepa A1 KOMMNbHOTEPA, Ha KOTOPbIN
yctaHoBneH Cepsep Dr.Web.

G NHdopmaumto no Hactporike ODBC-apanBepa nog OC cemeinctBa UNIX MOXHO HanTu
: Ha http://www.unixodbc.org/ B pa3gene Manuals.

Hactponka ODBC-apanBepa gnas OC Windows

YT106bI HacTpoUTb NapameTpbl ODBC-apaiiBepa

1. Ha MaHenwu ynpaBnenuna OC Windows Bbibepute NyHKT AAMUHUCTPUPOBaHUe, B
OTKPbIBLUEMCA OKHe ABaXZbl LenkH1Te no 3Hauky UctouHmnkm gaHHbix (ODBC). OTkpoertca

OKHO AAMWHUCTPaTOpP UCTOUHUKOB AaHHbIX ODBC. lNMeperianTe Ha Bknaaky CucremHubiii DSN.

2. Haxwmure kHonky lo6aButb. OTkpoeTCs OKHO BblibOpa Apansepa.

3. Bbibepute B cnncke nyHKT, cootBeTctByowmnin ODBC-apariBepy ana gaHHou b/, n Haxxmute
kHornKy FoToBo. OTKpoOeTcA NepBoe U3 OKOH HAaCTPOMKM A0CTyNa K cepBepy 6a3 AaHHbIX.

& Mpwn ncnonbzoBaHum BHewwHel CYB/, Heo6X0ANMO YCTaHOBUTb MOCAEAHIO BEPCUIO
ODBC-gpaiiBepa, noctaBasemyto ¢ gaHHow CYB/. Micnonb3osaHne ODBC-apaiiBepa,
nocraeasemoro BMmecte ¢ OC Windows, He pekomeHgoBaHoO. VckntoueHrem sBastoTca
B, noctaBnsemble Microsoft 6e3 ODBC-apatiBepa.

4. YkaxuTe napameTpbl 4OCTyNa K UCTOYHMKY JaHHbIX, COBMajatoLue ¢ napaMmeTpamy, 3a4aHHbIMU

B HacTpowkax Cepsepa Dr.Web. Ecam cepBep B/} HaxoAWUTCA HE Ha TOM XK€ KOMIMbIOTEPE, UTO U
Cepep Dr.Web, ykaxute B none CepBep IP-agpec nam nma cepsepa bJl. Haxxmute kHonky
Aanee.

5. BbibepwuTe onuuio NpoBepKa NOAJIMHHOCTM yueTHOM 3anucu SQL Server v 3aaavite
HeobXxoAMMble yUeTHble AaHHble NoJib3oBaTens Ana foctyna kK b, Haxmute kHonky Manee.

MpunoxeHus
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B Bbinagatowwem cnucke Ucnonb3oBaTb No ymonuaHuio 6asy aaHHbIX BbibepuTe 6a3y
AaHHbIX, ucnonblyemyto Cepsepom Dr.Web. Mpu 3Tom 0653aT€1bHO AOKHO ObITh YKa3aHO MMSA
6a3bl gaHHbIX CepBepa Dr.Web, a He 3HaueHune Default.

Y6eputechb, UTO yCTaHOBAEHBI Ceaytolme daarv: 3ak/toueHHble B KaBblUKU
naeHTndpukaropnbl B popmate ANSI, 3HaueHus null, LLabnoHbl  NnpegynpexxaeHns B
¢opmarte ANSI. Haxxmute kHonky [anee.

| Ecnv npu Hactpoiike ODBC-gpaliBepa nmeeTcsi BO3MOXHOCTb U3MEHUTb A3bIK
: CUCTEMHBIX coobLleHnn SQL-cepBepa, HEOBXOANMO YCTaHOBUTD aHINNIACKUIA A3bIK.

MO OKOHUYAHWMK HACTPOWKIN HaXKMUTE KHOTIKY FoToBO. OTKPOETCH OKHO CO CBOAKOM 3ajaHHbIX
BaMu NapameTpoB.

[ns NnpoBepKM NPaBWUIBHOCTU HAaCTPOEK HaXXMuUTe KHOMKY MpoBepuTb MCTOUHUK AAaHHbBIX.
Mocne coobuieHns 06 ycnewHoCcT NPoBepPKN HaxkmuTe KHonky OK.

b2. Hactpoiika apaviBepa b/, pna Oracle

O6uwee onncaHue

Oracle Database (nnn Oracle DBMS) — o6bekTHo-penaumoHHas CYB/. Oracle moxeT 6biTb
ncnosb3oBaHa B kavectBe BHewHen b/, ans Dr.Web Enterprise Security Suite.

Cepsep Dr.Web moxet ncnonszosats CYB/], Oracle B kauecTBe BHeLUHen 6a3bl Ha BCeX

nnatdopmax, kpome FreeBSD (cm. n. YcTaHOBKa 1 NoafepXMBaeMble BEPCUN).

Uro6bl ucnonbsosBatb CYB/J, Oracle

1.

YcraHoBuTb 3k3emnasp b/ Oracle ¢ HacTpolikaMu KOAMPOBKN AL32UTFE8. TakKe MOXHO
MCNOAb30BaTh CyLLECTBYHOLW MM 3k3eMnasap b/, ¢ ykazaHHOW KOAVPOBKOM.

Hactpoutb gparisep b/l Ha ncnosnb3oBaHWe COOTBETCTBYOLLLENA BHeLWHeN 6a3bl. 9TO MOXHO
caenatb B KOHQUrypaumnoHHom darie nam npv nomolum LieHtpa ynpaeaeHunsa: meHto
Kondpwurypauusa Cepsepa Dr.Web, Bkragka basa gaHHbIX.

& Ecau Bbl NiaHMpyeTe NCNob30BaTh B KaUECTBe BHeLLHeW 6a3bl gaHHbIx b/, Oracle
yepe3 ODBC-noakntoueHue, To npu yctaHoske (0bHoBneHnn) Cepaepa Dr.Web, B
HaCTpoWKax MHCTaNASaTOpa OTMEHUTE YCTaHOBKY BCTPOEHHOro kaveHTa ana CYB/ Oracle
(B pa3gene Mopaepikka 6a3 gaHHbIX — [paiiBep 6a3bl gaHHbIX Oracle).

B npotuBHom cnyuae paborta ¢ b/l Oracle uepe3z ODBC 6yaeT HeBO3MOXHa M13-3a
KOHdIMKTa BrUbanoTek.

MpunoxeHus
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MoakntoueHme k b/, Oracle ot anua cucteMHbIx nosb3oBaTesnen SYS n SYSTEM, a Takxke
¢ npusunernamm SYSDBA n SYSOPER 3anpelyeHo.

YcTaHOBKa 1 noaaep>xmBaemMbie Bepcumn

[ns BO3MOXHOCTK ncnonb3osaHusa b/l Oracle B kauecTBe BHelLHel 6a3bl HEOOXOAMMO YCTaHOBUTb
ak3emnaap b Oracle n HacTpouTb Ans Hero KOAMPOBKY AL32UTF8 (CHARACTER SET AL32UTF8
/ NATIONAL CHARACTER SET AL16UTF16). 9TO MOXHO CAenaTb CieAyoLwmmMmn cnocobamu:

1. Mpw nomowwm nHctannatopa b/, Oracle (ncnonb3yiiTte paclUMpPEHHbIN PEXMM YCTaHOBKN U
KoHpurypmposaHusa b/).

2. TMpwv nomowm SQL koMmaHabl CREATE DATABASE.

Bonee nogpo6bHas nHbopmaums o co3ganum n koHourypaumm b nprveeseHa B JOKyMeEHTaL MK K
b/, Oracle.

ZIE B cnyyae ncnonb3oBaHWsA KOAMPOBKM, OTAUYHOM OT yKa3aHHOW, HaLMOHa bHble
CUMBOJIbI ByAyT OTO6PaXKaTbCA HEKOPPEKTHO.

KnuneHt ansa gocryna k b/, (Oracle Instant Client) BxogunT B cocTtaB yctaHoBoYHOro naketa Dr.Web
Enterprise Security Suite.

Mnatpopmbl, noaaepxxmeaemble CYB/, Oracle, npuBeaeHbl Ha cavite NpoOn3BoOANTENS.

Mnatdopmsl, noaaepxxmeaemble Oracle Client, npvBeaeHbl Ha canTe NPOV3BOAUTENS.

Dr.Web Enterprise Security Suite nogaep>xwaet CYb/, Oracle Bepcun 11 n no3aHee.

Takxxe obpaTnTe BHMUMaHME Ha cucTeMHble TpeboBaHus k CepBepy Dr.Web npwu paboTe ¢ BHelwHel
6a3o01 sgaHHbIx Oracle (cM. PykoBoacTBO no yctaHoBKe, M. CucteMHble TpeboBaHus).

MapameTpbl

Mpwn HacTpolike obpalueHns k CYB/Z Oracle ncnonb3ytoTcs napameTpsbl, onucbiBaemble B Tabavue b-
3.

Ta6aunua b-3. Mapametpbl CYB/, Oracle

Mapametp OnucaHune
drworacle Nma apaneepa
User Vimsa nonb3osaTens b/l (06a3atenbHbIN)
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Mapametp OnucaHue
Password Maposb nosb3oBaTens (0bs3aTesbHbIN)
ConnectionString CTpoka coenHeHuns ¢ 6a3on AaHHbIX (0b6s3aTebHbIN)

®dopmar cTpokm coeamnHenms ¢ CYB/J, Oracle cnepyrowmia:

/ / <host>: <port>/<service name>

rae:

e <host> — IP-agpec mbo nms cepsepa Oracle;

[V

e <port>— nopT, KOTOPbIN "caywaeTt" cepeep;

e <service name> — umsa b/, K KOTOPOI HEOHXOAMMO MOAKIOUNTLCS.

Hanpumep:
//myserverlll:1521/bjava2l
rae:

e myserverl111l — ums cepBepa Oracle.
e 1521 — nopT, KOTOPbIK "cnylwaet” cepsep.

e bjava2l — umsa B[], K KOTOPON HEOHXOAMMO MOAKAOUUTLCS.

Kondurypauusa apavisepa CYB/, Oracle

Mpwu ncnonbzoBaHum CYB/, Oracle He06x0AMMO U3MEHUTb ONpeaeneHme 1 HacTPoKikK agparisepa b/

OZHUM U3 CIeAYHOLMX CMOCO60B:

e B LleHTpe ynpaBaeHus: NyHKT AGMUHUCTPUPOBaAHUE M1aBHOTO MeHto — NyHKT KoHgurypauumsa
CepBepa Dr.Web ynpaenstowiero meHto — Bknaska basa gaHHbIx — BbibpaTh B BbiNnagaroLLem
cnucke basa aaHHbIX TN Oracle, ycTaHOBUTL HACTPOVIKM COracHO popmaTy, NMPUBESEHHOMY

BblLLeE.

e B koHdurypauvorHHom daine Cepepa Dr.Web.

Bb3. Ucnonb3oBaHuue CYB/, PostgreSQL

O6uwee onncaHue

PostgreSQL — obbekTHO-pensumnonHas CYB/. ABnsetca cBO6OAHON anbTepHATUBOM
koMmepueckon CYB/, (takmm kak Oracle Database, Microsoft SQL Server u gp.). B 60sbLumx
aHTMBMPYCHbIX cetax CYB/, PostgreSQL moxeT BbITb MCNONb30BaHa B KayecTBe BHeluHel b/ ans

Dr.Web Enterprise Security Suite.

MpunoxeHus
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Yr106b1 Ncnonb3oBaTb PostgreSQL B kauecTBe BHelwHel b/,

1. YcraHoBuTb cepsep PostgreSQL nam Postgres Pro.

2. Hactpowutb CepBep Dr.Web Ha ncnonb3oBaHve COOTBETCTBYHOLLEN BHELUHEN H6a3bl. 3TO MOXHO

caenatb B KOHQUrypaumnmoHHom daiie nam npu nomolum LieHtpa ynpaeaeHus: B MeHto
KoHdwurypauusa Cepsepa Dr.Web, Ha Bknazke basa gaHHbIX.

if Mpw noakntoveHnn k b/l PostgreSQL moxeT 6bITb MCMOIb30BaHa TOIbKO aBTOPU3aLMs

trust, password n MD5.

YcTtaHOBKa U nogaep>kuBaembie Bepcumn

1. 3arpy3ute camyto nocneaHoto Bepcuto becnaatHoro npogykrta PostgreSQL (cepsep PostgreSQL
n, ecam Heobxoammo, cooTseTcTBytowmin ODBC-apaiiBep) nav, No KpanHen Mepe, He
ncnonb3yiTe Bepcuto paHee yeM 8.4 nam 11.4.1 ana Postgres Pro.

2. Cospgawte 6a3y gaHHbIx PostgreSQL oagHuM 13 cnegyroLmx cnocobos:

a) Mpw nomowm rpaduyeckoro nHTepdeinca pgAdmin.

b) Mpwn nomowm SQL-komaHabl CREATE DATABASE.

ilf basa gaHHbIX foKHa 6bITh co3aaHa B koamposke UTFS.

Mepexog Ha BHewHtow b/ onuncan B n. CmeHa tvna CYB/, Dr.\Web Enterprise Security Suite.

Tak>xe 0bpaTnTe BHUMaHMe Ha cMcTeMHble TpeboBaHus K Cepaepy Dr.Web npu paboTe ¢ BHelHel
6a3on gaHHbIX PostgreSQL (cM. PykoBoacTBO Mo yctaHOBKe, M. CucteMHble TpeboBaHus).

MapameTpbl

Mpw HacTpolike obpaluenus k b PostgreSQL ncnonb3yroTca napameTpbl, OnvcbiBaemMble B TabanLie

b-4.

Ta6bauua b-4. PostgreSQL

Nma 3HaueHue no
yMon4YaHuIo
host < flokansHsIl

UNIX-cokem >

port

OnucaHue

XocTt cepepa PostgreSQL

MopT cepBepa PostgreSQL nan pacwmpeHne nMmexmn
danna coketa

MpunoxeHus

24



1

A
d
A

Pu)
$

InaBa 2: Mpunoxxeuns

Nmsa 3HaueHue no OnucaHune
YMOJIYaHUIO
dbname drwcs HazBaHuve 6a3bl gaHHbIX
user drwcs Mmsa nonb3oBatens
password drwcs Maponb
options Onuuu oThagKn/TpacCMpoOBKK AN OTMPaBKM CepBepy
requiressl e 1 ang 3anpoca yctaHoBkKM SSL coeamHeHuns

e 0 Ana OTCYyTCTBUA 3anpocCa

temp_tablespaces MpocTpaHCTBO MMeH AN BPeMEHHbIX Tabauyy,
default_transactio Pexnm nsonaumm tpaHsakumm (CM. JOKyMeHTaLMIo K
n_isolation PostgreSQL)

TexHV4Yeckyto MHPOPMALMIO MOXKHO TakXKe HalTu no agpecy https://www.postgresgl.org/docs/.

BsaumopgeincTtBue Cepepa Dr.Web c B/} PostgreSQL uepe3s UDS

Mpw yctaHoBke CepBepa Dr.Web 1 b/l PostgreSQL Ha 04HOWM MallMHe BO3MO>XHa HaCTpPOMKa KX
B3avmogencteus yepes UDS (zomeHHbIn cokeT UNIX).

UYro6b1 HacTpouTb paboty uepes UDS

1. B koHPurypaumoHHom darine b/l PostgreSQL postgresqgl . conf nponucaTb CreayoLLyro
avpekToputo ana UDS:

unix socket directory = '/var/run/postgresql'’

2. Mepe3sanyctutb PostgreSQL.

Hacrtpoiika 6a3bl gaHHbix PostgreSQL

[na yBenmyeHns nponsBoamnTenbHOCTM Npun paboTe ¢ 6a3on faHHbIX PostgreSQL pekomeHayeTcs
MPOBECTN HAaCTPOIKY Ha OCHOBE MHPOPMaLUK 13 0dULMANbHBIX PYKOBOZACTB MO 6a3e JaHHbIX.

B cnyuae ncnonb3oBaHus 6asbl AaHHbIX OO/bLLUMX Pa3MEPOB U MPU HAIMYNK COOTBETCTBYHOLLIMX
BbIUYMNCAUTEbHBIX PECYPCOB, PEKOMEHAYETCA HAaCTPOUTL CeaytoLLMe napameTpbl B
KOHOUrypaumnmoHHom danne postgresqgl . conf:

MwuHMManbHas HacTpolika:

shared buffers = 256MB

MpunoxeHus
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temp buffers = 64MB

work mem = 16MB

PacluvpeHHas HacTpoika:

shared buffers = 1GB

temp buffers = 128MB

work mem = 32MB

fsync = off

synchronous commit = off

wal sync method = fdatasync
commit delay = 1000

max locks per transaction = 256

max pred locks per transaction = 256

& I'IapameTp fsync = off 3HaUMUTENbHO NOBbILLIAET NPON3BOANTENbLHOCTb, O4HAKO
MOXeT npmnBecTn K NMOJHOM noTtepe AaHHbIX B CayYae OTKNKOYEHUA NUTaHNA NN cbos
cuctemMbl. OTKAKOUEHME napameTpa fsync peKoMeHAyeTCs TOJIbKO Mpu Haanumnm
pe3epBH0|7| Konuu 6asbl [AaHHbIX 414 BO3MO>XHOCTW e€e NMOJIHOIro BOCCTaHOBJ/IEHUA.

Hactpoiika napameTpa max locks per transaction MOXeT 6bITb Mone3Ha 414
obecrneyeHuns becnepeboiHoM paboThl NpU MaccoBOM obpalleHumn K Tabanam 6asbl
JaHHbIX, B YaCTHOCTW, NMPu 0BHOBAEHUN 6a3bl AaHHbIX O HOBOW BepCuu.

b4. Ucnonb3oBanme CYB/J MySQL

O6uwee onncaHue

MySQL — kpoccnnatdpopmeHHas cBoboAHaa penaumoHHas cucteMa ynpassieHns 6asamm JaHHbIX.
CYBJ, MySQL moxeT 6bITb CNob30BaHa B KayectBe BHewHel b/l ana Dr.Web Enterprise Security
Suite.

UYro6b1 Mcnonb3oBaTh MySQL B kauecTBe BHelwHel B/

1. YcraHoButb cepeep MySQL.

MpunoxeHus
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2. Hactpowutb CepBep Dr.Web Ha ncnosb3oBaHve COOTBETCTBYHOLLLEN BHELLHEN H6a3bl. 9TO MOXHO
caenatb B KOHOUrypaumnmoHHom darie nav npu nomowm LieHtpa ynpaBaeHus: B MeHI0
Kondpurypauusa Cepsepa Dr.Web, Ha Bknazke basa gaHHbIX.

YcTraHOBKa M noaaep>meBaembie Bepcuun
Dr.Web Enterprise Security Suite noagaep>wuaet creayrowme sepcum CYBJ, MySQL:

e MySQL — c Bepcum 5.5.14 fo Bepcum 5.7, a Takxe Bce Bepcum, HaumHasa ¢ 8.0.12,

e MariaDB — 10.0, 10.1, 10.2, 10.3, 10.4.

Mocne ycraHoskun CYB/, nepes co3saHnem HOBOW 6a3bl JaHHbIX HEOOXOAMMO 3aaThb CaeaytoLme
HaCTPOWMKWN B ee KOHPUrypaLMOHHOM daiine (3a NoApobHOCTAMU 0BpaTUTECH K AOKYMEHTaL MK
Bawen CYB/):

Ona MySQL Bepcuii 5.X:

[mysqgld]

innodb large prefix = true
innodb file format = barracuda
innodb file per table = true

max allowed packet = 64M

Ona MySQL Bepcuia 8.X:

[mysqld]
innodb file per table = true

max allowed packet = 64M

Ecam Bepcus ncnonbzyemown CYB/, MariaDB panee 10.2.4, T0 B KOHOUrypaumoHHOM daiine Takxe
HeobxoANMO yKasartb:

binlog format = mixed

MapameTpbl

Mpw HacTpolike obpalleHna k CYBJ MySQL ncnonb3ytoTcs napameTpbl, ONucbiBaemble B TabauLe
B-5.
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Tabaunua b-5. MapameTtpbl CYBJ, MySQL

Nma 3HaueHue no
yMoluYaHu1Io

HOST localhost

PORT 3306

DBNAME

USER

PASSWORD QUICK

PRECOMPILEDC 1048576
ACHE

SSL NO

OnucaHune

e [Mpu noakntoueHnn K base gaHHbIx no TCP/IP — agpec
cepBepa 6a3bl JaHHbIX.

e [pu ncnonbzoBaHum UDS — nyTb k danny coketa UNIX.
Ecnn nytb He 3agaH, Cepeep Dr.Web nonbitaetcs HanTu
dain B cTaHAapPTHbIX AnpekTopuax mysqld.

e [Mpn noaknrtoUeHnn K base gaHHbIx No TCP/IP — Homep
nopta AN NOAKIOYEHMA.

e pu ncnonbzosaHun UDS — umsa darina coketa UNIX.

HazeaHue 6a3bl AaHHbIX
PervcrpaunoHHoe nmMs nosib3oBaTesns 6a3bl AaHHbIX
Mapoab Nosb3oBatens 6a3bl 4aHHbIX

Pasmep Kella NpeaKOMMUAMPOBaAHHbIX sql-onepatopos B
banTax

Vicnonb3oBatb TObKO SSL-coeanHeHns:

e YES — NoAKNOUYaTbCs K 6a3e JaHHbIX TONbKO Npu
YyCNOBUM NCMONB30BaHMA npoTokona SSL,

e NO — npoTokos SSL npu nogktoueHnn K 6ase JaHHbIX
He obA3aTeneH.

MpunoxeHus
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NMpunoxeHne B. AyteHTdPUuKauma agMMHNCTPaToOpoOB

@ BasoBas nHbopmaLms no ayTeHTUbMKaLMKN agMrHMCcTpaTopoB Ha Cepeepe Dr.Web

npuseseHa B PykoBoacTBe agMUHUCTPaTOpa, B M. AyTeHTudurKaLma
MWHWCTPATOPOB.

B1. AytreHTudukauma npm ncnonbsosaHmm Active Directory

KoHburypupyetca Tonbko paspeLueHre NCMoab30BaHuA U MOPAAOK B CAMCKE ayTeHTUMKATOPOB:
Tern <enabled/> N <order/> B auth-ads.conf.

MNpuHumn paborTbi:

1.

ALMUHUCTPATOP 3ajaeT UMA NOJ/b30BaTENA U MAPO0Jb B OAHOM U3 CiefyroLwmx GopmaToB:
e username,

e domain\username,

e username@domain,

e LDAP DN nosb3oBatens.

CepBep Dr.Web pernctpupyetca € stuM MMeHeM U napoaemMm Ha JOMEHHOM KOHTpOJiepe no
YMOAYaHNIO (nnm AOMEHHOM KOHTpoOepe Ana 4OMEHAa, YKa3aHHOIro B UMeHU nosib30BaTens).

Ecam He yaanoch 3aperncTtpmpoBaTthbCs, OCyLLECTBAAETCA NepPexos K CheAyrowemMy MexaHu3my
ayTeHTMdMKaL MK,

Onpepensetca LDAP DN 3apernctpupoBaHHOro nosib3oBaTesns.

Y obbekTa ¢ BblumcieHHbIM DN uuntaetcs aTpnbyT DrivebAdmin. ECim OH ycTaHOBAEH B FALSE
— Heycnex v nepexoj K ciefyrowemMy MexaHn3My ayTeHTudukaLmm.

Ecnm Ha aToM 3Tane kakune-ambo atpunbyTbl He onpeAeneHbl, UX MOUCK OCYLLLECTBAAETCA B rpynnax,
B KOTOPbl€ BXOAMT AaHHbl NOAb30BaTeNb. s KaX Ao rpynnbl NPOCMaTpMBatOTCs ee
pOAMWTENbCKME FPYMNbI (CTPATErns Nomcka — Brayob).

| B cnyuae nto6oli OLWNGOKM OCYLLLECTBASETCSA NMEPEXOS K CeAyoLLEeMY MeXaHU3My
: ayTeHTUdbUKaumn.

Y1unamta drweb-13.00.0-<cbopka>-esuite-modify-ad-schema-<gepcus OC>.exe
(nocTtaBaseTca oTAenbHO OT AnctpmbyTrBa Cepepa Dr.Web) co3aaeT HOBbIV Knacc 06beKToB
DriWebEnterpriseUser ana Active Directory n onvcbiBaeT HoBble aTpubyThl A4/ JaHHOTO Kaacca.

ATpunbyTbl nmetoT cneaytowne OID B Enterprise npoctpaHcTBe:

DrWeb enterprise OID "1.3.6.1.4.1" // iso.org.dod.internet.private.enterprise
DrWeb DrWeb OID DrWeb enterprise OID ".29690" // DrWeb
DrWeb EnterpriseSuite OID DrWeb DrWeb OID ".1" // EnterpriseSuite

MpunoxeHus
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DrWeb Alerts OID DrWeb EnterpriseSuite OID ".1" // Alerts
DrWeb Vars OID DrWeb EnterpriseSuite OID ".2" // Vars
DrWeb AdminAttrs OID DrWeb EnterpriseSuite OID ".3" // AdminAttrs

// 1.3.6.1.4.1.29690.1.3.1 (AKA
iso.org.dod.internet.private.enterprise.DriWeb.EnterpriseSuite.AdminAttrs.Admin)

DrWeb Admin OID DrWeb AdminAttrs OID ".1" // R/W admin

DrWeb AdminReadOnly OID DrWeb AdminAttrs OID ".2" // R/O admin
DrWeb AdminGroupOnly OID DrWeb AdminAttrs OID ".3" // Group admin
DrWeb AdminGroup OID DrWeb AdminAttrs OID ".4" // Admin's group
DrWeb Admin AttrName "DrWebAdmin"

DrWebiAdminﬁeadOnly AttrName "DrWebAdminReadOnly"
DrWeb_AdminGroupOnl§ AttrName "DrWebAdminGroupOnly"
DrWeb:AdminGroup_AttEName "DrWebAdminGroup"

PepakTpoBaHve cBONCTB nosib3oBatenein Active Directory ocyluecTBaseTca BpyUHyto Ha cepBepe
Active Directory (cm. B PykoBoacTBe agMUHUCTpaTopa, B M. AyteHTrdrKaLMa aiMVHUCTPaTOPOB).

Ha3HaueHue npaB aZMUHUCTPATOpPaM OCYLLLECTB/ISETCA COMMacHO O6LLEMY MPUHLMMY HacNes0BaHWs
B MepapXMYeCcKon CTPYKType rpynm, B KOTOPble BXOAWUT aZMUHUCTPATOP.

B2. AyteHTndmnkaumsa npm ncnonbdosaHnm LDAP

HacTpoliku npusoaatcs B dpaitne KoHPUrypaumm auth-ldap.cont.

OcHoBHble Teru koHourypaymoHHoro darna:

® <enabled/> W <order/> — aHaNOrMYHO BapunaHTy ana Active Directory.

e <server/> 3afaeT agpec LDAP-cepBepa. [lonyckaerca yka3aHWe HeCKOJIbKUX TErOB <server/> C
appecamu pasHbix LDAP-cepBepoB, B pe3syabTate yero byaet co3gaH CNMCOK CeEpBEPOB, Ha
KOTOPbIX MOXHO BbIMNONHUTL ayTeHTUdMKaumnto. MNepBbiM CreayeT ykasbiBaTb afpec rnaBHOro
cepBepa, Ha KOTOPbIN NpeAnoaaraeTca OCHOBHAA Harpyska, Mocne KOTOPOro MOXHO yKasaTb
aApeca pesepBHbIX cepBepOoB. [Py NOAKAOYEHNN afMUHUCTPATOPa UCMOJIb3YeTCA NePBbIN
poctynHbln LDAP-cepBep. B ciyyae Heygaum byseT npesnpuHATa NonbiTka ayTeHTUPMKAL MK Ha
CnepyroLLEeM cepBepe 1 Aanee No NOPsAKY B TOM NOCNeA0BaTENbHOCTY, B KOTOpOW agpeca LDAP-
cepBepOB yKa3aHbl B paiine KOHPUrypaLuuu.

e <user-dn/> OnpeAenseT npaswia TpaHcaaumm umeH B DN ¢ ncnonb3osaHnem DOS-nogo6HbIX
MacoK.

B Tere <user-dn/> 40MNYyCKaeTCA UCMNONb30BaHVE CUMBOJIOB NMOACTaHOBKM:
o * 3aMeHseT NOC/Nef0BaTeNbHOCTb IOObIX CUMBOJIOB KpoMe ., = @ \ 1 npobenos;
o # 3aMeHsieT NoCaeA0BaTeIbHOCTb JI0ObIX CUMBOJIOB.

e <user-dn-expr/> ONpejenseT npasuna TpaHcnALUM nMeH B DN ¢ ncnosbsoBaHvem perynspHbix
BbIPaXeHWN.

HaanMep, O4HO N TO Xe rnpaBwniO B Pa3HbIX BapUaHTax:

<user-dn user="*Qexample.com" dn="CN=\1,DC=example,DC=com"/>
<user-dn-expr user="(.*)@example.com" dn="CN=\1l,DC=example,DC=com" />

\1 .. \9 ONpeaenstoT Mecto NoACTaHOBKM B LLIABNIOHEe 3HAaUEHWU *, # 1M BbIpaXkeHWn B CKOOKaXx.

MpunoxeHus
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Vicxopa 3 gaHHOro NpUHLMMa: ecin yKasaHo MMA Nnojb3oBaTens B BUAe login@example. com,
TO nocse TpaHcaauum noayumtcad DN: "CN=1ogin, DC=example, DC=com".

® <user-dn-extension-enabled/> pa3peLlaeT BbINoJHeHNe Lua-ckpunTta
ldap user dn translate.ds (U3 KaTajora extensions) ANA BbINOJIHEHVA TPAHCAALUN
“MeHn nosb3oatens B DN. [laHHbIV CKPpUMT BbINMOAHAETCA MNOCAE NMOMbITOK MPUMEHEHNA BCeX
npaBui user-dn, user-dn-expr, €N HE HANAEHO HWM OAHO MOAXOAALLee NpPaBuo. Y ckpunra
O/AVH NapamMeTp — BBeJleHHOe UMS rnoJib3oBaTtesia. CKpMMT BO3BpaLLlaeT CTPOKY, CoZepKaLlyto
6o DN, nmbo Huyero. Ecam He noaoLWwno HXM OA4HO MPaBWUAO N CKPUMT HE pa3peLleH Uan He
BEPHYJI HUYEro, TO BBeAEHHOE UMSA MOJIb30BaTesf UCMOJb3yeTca KakK eCTb.

e ATpnbyT LDAP-061bekTa anst DN, nonyyeHHOro B pesysibTate TPaHCAALMM, U er0 BO3MOXHbIe
3HaueHnsa MOryT bbITb NepeonpeseneHbl CIeAYOLWMM TeroM (yKasaHbl 3Ha4YeHMSA NO YMOAYaHWIO):

<!-- DrWebAdmin attribute equivalent (OID 1.3.6.1.4.1.29690.1.3.1) —-->
<admin-attribute-name value="DrWebAdmin" true-value=""TRUES" false-
value=""FALSES"/>

B kauecTBe 3HaYeHUI NapPaMeTPOB true-value/false-value 3a4arOTCA PEryNsipHbIE BblpaXKeHUs.

e Ec/v ocTannch HeonpeaeneHHble 3HaveHns aTpubyTa afMUHUCTPATOPa, TO B C/lyYae 3ajaHunsa B
KOHOUrypaLnoHHOM ¢a|7u1e Tera <group-reference-attribute-name value="memberOf"/>,
3HayeHuve aTpnbyTa memberof pPaccMaTpuBaeTca kak cnmcok DN rpynn, B KOTOpble BXOAUT AaHHbIM
AAMUHUCTPATOP, U MONCK HY>XHbIX anI/I6yTOB no 3TM rpynnamM BeAETCA TakK>XKe, KakK B C/ly4dae C
ncrnonb3oBaHvem Active Directory.

B3. AyteHTndmnkaumusa npum ncnonbzosaHnm LDAP/AD

KoHpurypauuvoHHbiin ¢painn

Hactpowkn npuBoasatcs B Gaine koHourypauum auth-ldap-rfc4515.conf.

Takxe npeaoCcTaBaAOTCA KOHq)I/IpraLI,I/IOHHbIe Cl)al\/'lflbl C TMNOBbIMA HaCTpOIZKaMMI

e auth-ldap-rfc4515-check-group.conf — WabaoH KOHGUTYpPaLMOHHOTO dalina BHELLUHEN
aBTOpU3aLMM aZMUHUCTPaTOpOB Yepe3 LDAP no ynpoLleHHOW cxeMe C NpoBepKol
npuHaaaexxHocTn K rpynne Active Directory.

e auth-ldap-rfc4515-check-group-novar.conf — WabJOH KOHPUrypaLMOHHOTO paiina
BHELUHEW aBTOPM3aLLMM agMUHUCTpaTopoB Yepe3 LDAP no ynpolueHHon cxeme ¢ NpOBepKom
npuHagnexHocTy K rpynne Active Directory ¢ MCnoab30BaHNEM NepeMeHHbIX.

e auth-ldap-rfc4515-simple-login.conf — WabaoOH KOHOUIYpPaLMOHHOTO dalina BHeLLIHeN
aBTOpU3aLMM aZMUHUCTpaTopoB Yepes LDAP no ynpoLueHHoW cxeme.

OcHoBHble Tern koHpurypaumoHHoro ¢aiina auth-ldap-rfc4515.conf:

e <server />— onpegeneHne LDAP cepsepa.
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Atpunbyr

base-dn

cacertfile

host

scope

tls

ssl

OnucaHune

DN obbekTa, OTHOCUTENBHO KOTOpOro
OCyLLecTBaAeTCA NoOnck.

®ain KOpHEBbLIX CepTUHMKATOB
(tonbko UNIX).

Agapec LDAP-cepsepa.

O6nacTb noucka. [lonyctumble
3HauveHus:

e sub-tree — BCA 06/1aCTb HUXE
6azoBoro DN,

e one-level — NMpaAMble NOTOMKMU
6azoBoro DN,

e base — 6asoBoe DN.

YctaHasauneatb TLS ans
noakntoveHns Kk LDAP.

Vicnosnb3osaTtb npoTtokon LDAPS npwu
noakntoueHmm Kk LDAP.

® <set />— 33/laHNe NepemMeHHbIX nonckom B LDAP.

ATpubyr

attribute

filter

OnucaHune

Vims aTpmbyTa, 3HaYeHne KOToporo

InaBa 2: Mpunoxxeuns

3HaueHue no ymoiyaHuro

3HaueHue aTpnbyTa

rootDomainNamingContext obbekTa
Root DSE

e [loMEHHbIA KOHTPOIEP ANA cepBepa
noa OC Windows.

127.0.0.1 ana cepsepa nog OC
cemenctea UNIX.

[JonyckaeTcs ykasaHe HeCKONbKMX
TEeroB <server /> C agpecamu
pa3Hbix LDAP-cepBepoB. [epBbiM
cnefyert ykasblBaTb ajpec r1aBHOro
cepBepa, Ha KOTOpbIiA
npeznonaraetcs OCHOBHas Harpyska.
B cnyuae Heygaum Byaet
npeanpuHATa NOMNbITKa
ayTeHTUdUKauMm Ha ciegytoLem
cepBsepe 1 janee rno nopajky B
yKasaHHOW nocaefoBaTeIbHOCTH.

sub-tree

no

no

3HaueHue no
YMOJIYaHUIO

npmnceBanBaeTca HGPEMGHHOVI. OTcyTCTBVIe

HeZoMyCTUMO.

RFC4515 ¢punbTp nomncka B LDAP.

MpunoxeHus
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ATpubyr Onuncanvne 3HaueHue no
yMolYaHu1io
scope O6nactb novcka. JonycTumble 3Ha4eHUs: sub-tree

e sub-tree — BCA 061acTb HUXe 6aszosoro DN,
e one-level — npsaMble NOTOMKM H6azoBoro DN,
e base — 6asoBoe DN.
search DN o6bekTa, OTHOCUTENBHO KOTOPOro Mpw oTcyTCTBUM

OCyLLLEeCTBAAETCA MOUNCK. MCcnonb3lyerca base-dn

Tera <server />

variable Nmsa nepemeHHON. JO/MKHO HauMHaTLCA € BYKBbI U —
cogep>kaTb TONbKO ByKkBbI U Lndpbl. OTCyTCTBUE
HeAoMnyCcTUMO.

MNepemeHHble MOTyT 6bITb MCMO/Ib30BaHbl B 3HaUYeHWAX aTpubyTa add TEroB <mask /> U <expr />,
B 3HaueHun aTpubyTta value Tera <filter /> B pOpPMe \varname, a Tak Xe B 3HaYEHUN
aTpubyTa search Tera <set />. [lonycTMMbIli ypoBeHb PeKypPCMN MPU PackpbITUN NepemMeHHbIX
—16.

Ec/m nounck Bo3BpaLlaeT HECKONbKO HalAeHHbIX 06 bEKTOB, TO UCMONb3YETCA TOIbKO NEPBbIN.

<mask /> — LABJOHbI UMEHW MoJib30BaTeNs.

ATpubyt OnucaHue

add Ctpoka, gobaBnsemasn K GuabTpy novcka no onepaumm VI c anemeHtamm
NOACTaHOBKM.

user Macka nMeHu nonb3oBaTtens ¢ ncnosbloaHve DOS-06pa3HbIX MeTacMMBO/IOB

*n #. OTCyTCTBME HEAOMYCTUMO.
Hanpumep:
<mask user="*@#" add="sAMAccountName=\1" />
<mask user="*\*" add="sAMAccountName=\2" />

\1 1 \2 — cCbIIKM Ha COBMajaroLme Macku B atpubyTe user.

<expr /> — LWABAOHbI MMEHM NONb30BaTENSA C UCMOJIb30BAHMEM PEryAsipHbIX BblpaXkeHNi
(aTpmbyThl MAEHTUYHbI <mask />).

Hanpumep:
<expr user=""(.*)@([".,=0@\s\\]+)$" add="sAMAccountName=\1" />

<expr user=""(.*)\\(.*)" add="sAMAccountName=\2" />

COOTBETCTBME MACOK M PEryNsipHbIX BblPaXKeHWI:

MpunoxeHus
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Macka PerynapHoe BblpaXxeHne
* *
# ["~.,=@\s\\]+

e <filter />— PuabTp noucka B LDAP.

Atpunbyr OnucaHue
value Ctpoka, gobasnsemasn Kk GuabTpy noncka no onepauun M c anemeHTamm
NOACTaHOBKM.

KoHkaTeHauna ¢unbTpos

<set variable="admingrp" filter="&amp; (objectclass=group) (cn=ESuite Admin)"
attribute="dn" />

<mask user="*\*" add="sAMAccountName=\2" />

<filter value="&amp; (objectClass=user) (memberOf=\admingrp)" />

Ecim admingrp B pe3yabtate moucka NnpMMeT 3HayeHve "CN=ESuite Admins,OU=some
name, DC=example, DC=com", a NoJb30BaTe/b BB/ domain\user, TOrga B UTOre noJjiyyaercs

dunbTp:

" (& (sAMAccountName=user) (& (objectClass=user) (memberOf=CN=ESuite
Admins, OU=some name, DC=example,DC=com)) )"

Mpumep HacTtpouiku LDAP/AD-ayteHTUdUKaumn

[anee npvBegeH npuMep TMNOBbLIX HACTPOEK AN ayTeHTUdMKaummn ¢ ncnonbsosaHvem LDAP.
Hactpowikun 3agatotcs B LleHTpe ynpaBaeHus, passen AgMUHUCTpUpoBaHue — AyTeHTUdUKaLUA
— LDAP/AD-ayteHTUdMKaLmA (419 BapnaHTa YNpoLeHHble HaCTPOMWKM).

WNcxoaHble napameTpbl aMUHUCTPATOPOB, KOTOPbIE JO/KHbI MPONTM ayTeHTUdMKaLUIO:

e JOMeH: dc.test.local

e rpynna B Active Directory: Driteb Admins

Hactpoiku LleHTpa ynpasneHus:

Ha3BaHune HacTpovikun 3HaueHue
Tun cepBepa Microsoft Active Directory
Azpec cepsepa dc.test.local

MpunoxeHus
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HasBaHue HacTpoiiku

LLlaBsoHbl nMeH
nosib3oBaTesien ans
NOATBEPXKAEHWUA aBTOPM3aLIMM

YneHCTBO Nosib30BaTe e ana
NOATBEPXKAEHNA aBTOPUM3aL NN

3HaueHue
Macka yyeTHOM 3anmcu
VImsa nonb3oBaTens \1
HazBaHwne

Tun rpynna

B4. NoaBepomcTBeHHbIe pa3aenbl Npas

Ta6aunua B-1. Cnncok npaB agMMHUCTPATOPOB U X 0CO6EeHHOCTH

Kopg

MpaBso

OnucaHune

YnpagBsieHue rpynnamm craHuuin

1*

2*

MpocmoTp cBOMUCTB
rpynmn cTaHuui

PepakTupoBaHue
CBOMCTB rpynn
CcTaHUMM

MpocmoTtp

KoHduUrypauum rpynn
CcTaHUMM

Cnncok nonb3oBaTenbCkunx rpynm,
KOTOpble aAMUHNCTPATOP BUANT B
aHTMBWpPYCHOW ceTn. Bce cncteMHble
rpynmnbl Takke oTobpaxatoTcs B
JepeBe, HO B HUX BUAHbI TONbKO
CTaHLMWN 13 yKa3aHHOro crucka rpymnn.

Cnncok nonb3oBaTenbCkux rpynm,
CBOWCTBA KOTOPbIX aAMUHUCTPATOP
MOXEeT pesfakTpoBaTh.

[onxeH cogep>xaTtb rpynmnbl U3 cnmncka
npasa 1.

Cnvcok Noab30BaTENbCKUX TPy,
KOHUrypaLms KOTOpbIX 4OCTYNHa ANs
npocMoTpa agMuHUcTpaTopy. Takke
aAMWHWCTPaTOpPY AOCTYMHa A/
NpoCMOTpa KOHOUrypauus CTaHLUni,
A/15 KOTOPbIX FPYNMbl U3 Crncka
SBASOTCSA MEePBUYHBIMU.

[onxeH cogep>xaTtb rpynnbl U3 crmncka
npasa 1.

InaBa 2: Mpunoxxeuns

test\* nam *@test.local

DrWeb_Admins

Pazgen LlenTpa
ynpasneHus

AHTMBMpPYCHanA ceTb

AHTUBUMpPYCHas ceTb —
O6bume — CBolicTBa

AHTVBM pyCHaAa ceTb

AHTMBMpPYCHan ceTb —
Obuwme — 3anyLleHHble
KOMMOHEHTHI

AHTUBMPYCHas ceTb —
Obwme — KapaHTuH

CTpaHuubl 13 pa3gena

Kaudiarmanua

MpunoxeHus
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4 PepakTupoBsaHue
KoH}uUrypauum rpynn
CTaHUMi

5 MpocmoTp cBOMCTB
CTaHUuni

6 PepakTupoBsaHue

CBOWCTB CTaHLUUW

8* MomeweHne cTaHUUM
B rpynnbl U yaaneHne
CTaHUMW 13 rpynn

9 YpaneHune ctaHUUM

10 YpaaneHHan
WHCTaAAALMA U
AEeVHCcTannauunsa
AreHTOB

InaBa 2: Mpunoxxeuns

Pazgen LlenTpa
ynpasneHus

OnucaHune

AHanorn4yHo npasy 3, HO C
BO3MOXHOCTbIO peAakTMpoBaHus.

[onxeH cogep>xaTtb rpynmbl U3 cnmncka
npasa 3.

Cnuncok noab3oBaTeNbCKUX rpynm,
KOTOpble ABAAOTCA NEPBUYHBIMU ANSA
CTaHLMI, CBONCTBA KOTOPbIX MOXHO
npocmaTpmBaTb agMUHUCTPATOPY.

ﬂOﬂ)KeH cojep>KaTb rpynnbl N3 CNrcKa

npasa 1. AHTVBMpPYCHaA ceTb

AHTMBMpPYCHan ceTb —
O6buwwne — CaolicTBa

B Tom uncne ACL, 6n10knpoBky,
Jonycka u T. J.

AHanorn4yHo npasy 5, HO ¢
BO3MOXHOCTbIO peAakTMpoBaHus.

[onxeH cosepxxaTtb rpynnbl U3 crnmcka
npasa 5.

Cnncok nonb3oBaTenbCKnx rpynn.

[onxeH cogep>xaTtb rpynnbl U3 cnmncka
npasa 1.

Cnncok nonb3oBaTenbCKnx rpynn,
ABAAKOLWNMXCA MEPBUYHBIMU ANA
CTaHLJ,VIVI, KOTOpPblEe agMUNHUNCTPATOP
MOXeT yAannTb.

[JonxeH coaepxxaTb rpynnbl U3 CAUCKa
npasa 1.
AHTMBUMpPYCHaA ceTb

Cnncok nonb3oBaTenbCkux rpyn, Ana
CTaHLMIN KOTOPbIX aAMUHUCTPATOPY
[AOCTYNeH 3anyck yAaleHHOW yCTaHOBKM
AreHTOB € BblbpaHHbIMK ID. laHHble
rpynmnbl AOKHbI 6bITb MEPBUYHBIMYU
AN yCTaHaBAMBAEMbIX CTaHLMINA.

[JonxeH coaepxxaTb rpynnbl U3 CAUCKa
npasa 1.
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11 O6beaunHeHune
CTaHUuni

12* Mpocmorp
CTaTUCTUYECKNX
Tabnny,

23 Pep,aKTVIpOBaHVIe
JINUEH3NPOoBaHUA

InaBa 2: Mpunoxxeuns

Pazgen LlenTpa
ynpasneHus

OnucaHune

Ecnm ecTb 3anpeLleHHble 06beKTbI, TO
MYHKT B MEHIO He OTobpaxkaeTcs.

YcTaHOBKa MO CeTU BO3MOXHa TO/bKO
n3 /esuite/network/index.ds npwu
yCNoOBWUK, 4TO NMpaso 16
npeaocTaBieHo.

Cnncok nonb3oBaTenbCkux rpynm,
CTaHLMU 13 KOTOPbIX MOXHO
06BbeANHUTL. [aHHble Tpynmbl JOMXKHbI
ObITb MEPBUYHBIMUN A5 CTAHLNNA.
JocTynHa nKoHka obbesnHeHUs
CTaHUMI Ha NaHenn MHCTPYMEHTOB.

[JonxeH coaep>xaTb rpynnbl U3 CAUCKa
npasa 1.

Cnncok noab3oBaTenbCkMx rpynm, no
KOTOPbIM aAMUHUCTPaTOPY JOCTYMNeH
NpPOCMOTpPa CTaTUCTUKN.

MpaBo gaeT BO3MOXHOCTb CO34aTb
3agaHuve B pacnucaHum Cepsepa
Dr.Web Ha nonyuyeHune nepunogmyeckmnx
OTYeTOB. 3a4aeTCa CrMCoK
No/ab30BaTeNbCKUX TPYMM, KOTOpble
aAMWH MOXET yKa3aTb B 3TOM 3aJaHunu
(rpynn, Ans CTaHUMn U3 KOTOPbIX ByayT
npuxoamTb oT4veThbl). Ecniv 3agaHa
rpynna Everyone, To oTueThl byayT
NPUXOANTb MO BCEM rpynnam u3
cnmcka.

AHTMBMpPYCHaA ceTb

CTpaHuLbl U3 pa3gena
CraTtncruka
ynpaB/AtOLLLErO MEHO

[onxeH cogep>xaTtb rpynnbl U3 cnmncka
npasa 1.

Cnuncok nonb3oBaTenbCkux rpynn, Ans
KOTOPbIX a4MUHNCTPATOP MOXeET
[06aBNATb/3aMeHATb/YAaNATD
JNINLEH3VOHHbIV KoY. [laHHble rpynmbl
JO/KHbI ObITb MEPBUYHBIMUN A5
CTaHUMI.

[JonxeH coaepxxaTb rpynnbl U3 CAUCKa
npasa 1.

MpunoxeHus
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YnpaBniieHue ajMUHACTpPaTOpamMm

InaBa 2: Mpunoxxeuns

Pazgen LlenTpa
ynpasneHus

25 Co3paHue
aAMUHMUCTPaTOPOB, Taioke cKpblBaeTcA COOTBETCTBYHOLLLAA
rpynn MKOHKa Ha NaHenn MHCTPYMEHTOB.
aAMUHMCTPaTOPOB
26 PepakTnpoBaHue AamuHuctpatop m3 rpynnsl Newbies
YUYeTHbIX 3anuceu BUAWT AepPeBO aAMMHUCTPaTOPOB,
aAMUHMCTPaTOPOB KOPHEM KOTOPOro ABAAETCA rpynna, B
KOTOPOW OH HaXoAWTcs, T. €. BUAWT
aAMWHWCTPATOPOB M3 CBOEN rpynmbl 1
ee nogrpynn. AAMUHUCTPATOP U3
rpynnel Administrators BuanT Bcex
APYrvX adMUHMCTPATOPOB, HE3aBUCUMO
OT UX rpynmn.
AZMUHUCTPATOP MOXKET pesakTMpoBaTb
yyeTHble 3anMcn agMUHNCTPATOPOB 13
ykasaHHbIX rpynn. Mpu 3Tom
CTaHOBWTCA AOCTyMHa
COOTBETCTBYHOLLAA NKOHKA Ha MaHenu
WNHCTPYMEHTOB.
27 YaaneHue yyeTHbIX
3anucen AHanornyHo npasy 26.
aAMUHMCTPaTOPOB
28 Mpocmotp cBOWCTB M B TOM Ymncne ajMUHUCTPaTOPOB B
KOHUrypaumm rpynn rpynnax v nogrpynnax.
aAMUHMCTPaTOPOB
AZMUHUCTPATOP MOXKET BblbUpaTthb
TOJIbKO M3 NOATPYMMbl CBOEW
pPOANTENBbCKON TPYMMbI.
39 OTtobparkeHue rpynnbl  Paspelints afMUHUCTPATOPY BUAETb
aAAMUHUCTPaTOpPOB npegycraHossieHHyto rpynny Newbies
“Newbies” B JlepeBe aAMUHUNCTPaTOPOB.

Ecan y agmuHumcTpaTopa HeT npasa Ha
npocmotp rpynnel Newbies, a cam oH
HaXoAUTCA B 3TOW rpynne, TO BUAETb OH
6yzeT ToNbKO cebs.

AAMUHUCTPUPOBaHME —

KoHdwurypauma —
AAMUHUCTPATOPSI

MpunoxeHus
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Ko, MpaBo Paszpen LlenTtpa
A P Onucanne Aen Lientp
ynpaBJ/ieHUs
29 PepakTupoBsaHue B Tom uncne agmuHmncTpaTtopos B
CBOWCTB U rpynnax u nogrpynnax.
KoHduUrypauum rpynn
aAMMHUCTPaTOpPOB AAMVIHVICTpaTOp MOXeT Bbl6|/|paTb
TONbKO W3 MOArPYMMbl CBOEM
POAUTENBCKON TPYMMbI.
Ecavm paHHOe nNpaBo He npesocTaBAEHO,
TO Aa>Xke ecim NpaBo 26 NpefoCTaBAEHO
AN 3TOW rpynnbl, aAMUHUCTPATOP He
CMOXEeT OTK/IFOUMNTb HaciedoBaHMe Uan
NOBbLICUTb NPaBa agMUHUCTPATOPY B
rpynne.
AonosHutenbHo
7 Co3aaHune craHUUMA Mpw co3gaHmm cTaHUMN JOCTYMNeH

13 MpocmoTp ayauTa

16 3anyck CkaHepa cetun

17 MoaTBepixaeHne
HOBUUKOB

CMWCOK rpynn ¢ npaBom 8 (y rpynnel, B
KOTOPYH MOMELLAKTCSA CTaHLUWK,
AOJKHO ObITb NpaBo 8).

Mpw co3gaHnn CTaHUMW NEePBUYHOM
[OJ/KHa CTaTb OAHA M3 AOCTYMHbIX
NoJib30BaTeNIbCKUX TPYMM.

AyanT AOCTyneH A8 NONHOMPaBHOro
aAMUHUCTPaTOpa, a Takxke A/s
06BEKTOB C NpaBoM 4.

Ecan npaBo He Ha3HaueHo, TO
yCTaHOBKa Mo ceTu

n3 /esuite/network/index.ds
HefoCTyrnHa.

JoctyneH cnvcok rpynn u3 npasa 8.

[aHHoe npaBo He MOXeT HbITb
Ha3HauyeHo, eci agMUNHUCTPaATOPY
pa3speLLeHo yrnpasBaeHne TobKo
HEKOTOPbIMW TpynnamMu, a He BCeMU
obbekTaMun aHTUBMpPYCHOM ceTu. T. e.
ans npasa 1 (MpocmMoTp cBOMUCTB
rpynn craHumi) 3agaH Habop rpynn.

AHTVBM pyCHaAa ceTb

AAMUHUCTPUPOBaHME —
KypHanbl — XKypHan
ayauta

AHTNBM pyCHaAa ceTb

AAMUHUCTPUPOBaHME —
CkaHep ceTtu

AHTVBM pyCHaAa ceTb

MpunoxeHus
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40

Mpaso Onmcanme Pazgen LlenTpa
ynpaBJ/ieHUs
Mpocmotp MpocmoTp Tabanusl XKypHan
pacnucaHus CepBepa BbIMOJIHEHUSA 3afaHUMA.
Dr.Web
Ecan He npepoctasneHbl npasa 12 n 18,
TO MPOCMOTP CTPaHWULbl C pacnucaHnem
Cepsepa Dr.Web 3anpeLueH. AZMVHUCTPUpPOBaHMe —
KoHdwurypauma —
Ecan npepoctaBneHo 12 v He MnaHWPOBLLMK 3ajaHWNN
npegocrasneHo 18, To goctyneH Cepsepa Dr.Web
NPOCMOTP pacnmncaHma Ans CTaTUCTUKMN.
AAMUHUCTPUPOBaHME —
3a,a,aHV|e Ha OTNpaBKy OTYETOB A/A )KypHanH — )KypHan
KOHKPETHOIro agAMMHNCTPaTOopa BbINOJHEHNS 3a,ﬂ,aHV|l‘/’|
oTobpa>kaeTca B 3aBUCUMOCTH OT
Hannuua npasa 12 n Haanuma
onogeleHns MNMepuoanuecknian oTyuer,
Jaxke ecnn npaso 18 He
npeaocTaBaeHO.
PepakTupoBsaHue AAMUHUCTPUPOBaHME —
pacnucanuna Cepeepa KoHdwurypauma —
Dr.Web MAaHMPOBLLMK 3ajaHWNN
Cepsepa Dr.Web
MpocmoTtp
KOHMrypaLum AAMUHUCTPUPOBaHME —
Cepsepa Dr.Web u KoHdurypauus —
KoHpUrypaLumm KoHdurypaumns seb-
penosutopus cepeepa

AAMUHUCTPUPOBaHME —
Penosutopuii —
CocTosiHue penosuntopus

AgMUHVCTPUpPOBaHWe —
Penosutopuit —
OTnoXeHHble 06HOBNEHMA

AAMUHUCTPUPOBaHME —
Penosutopuii — Ob6Lwas
KOH¢Urypaumsa
peno3unTopus

AAMUHUCTPUPOBaHME —
Penosutopuii —
[JeTtanbHas KoHPUrypaums
peno3unTtopus

MpunoxeHus
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21

22

24

30

31

Mpaso

PepakTupoBsaHue
KoH}uUrypaumm
CepBepa Dr.Web un
KoH}uUrypaumm
penosutTopusn

Mpocmotp
nHpopmaumm o
JINLLEeH3UPOBaHNUU

PepakTupoBsaHue
KoH}uUrypaumm
onoBeLeHNM

Pa6ota uepe3s Web
API

Mpocmotp
Me)KcepBepPHbIX
cBA3en

OnucaHune

InaBa 2: Mpunoxxeuns

Pazgen LlenTpa
ynpasneHus

AAMUHUCTPUPOBaHME —
Penosutopuii —
Copgep>xnmoe
penosntopma

AAMUHUCTPUPOBaHME —
KypHanbl — XKypHan
06HOBIEHWI
peno3unTopus

AAMUHUCTPUPOBaHME —
KoHdwurypauma —
MNonb3oBaTenbckne
npoueaypbl

AAMUHUCTPUPOBaHME —
Cepsep Dr.Web — Cnucok
BEpPCU

AAMUHUCTPUPOBaHME —
AZMUHWCTPUpPOBaHMeE —
MeHezxxep MLEH3NRA

AAMUHUCTPUPOBaHME —
OnoselleHns —
KoHourypaumsa
onoBeLLeHn

AAMUHUCTPUPOBaHME —
OnoselleHns —
HeotnpasneHHble
onoseLleHna

AAMUHUCTPUPOBaHME —
OnoselleHns —
OnoselleHns Beb-
KOHCONN

Cesazu

MpunoxeHus
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32 PepakTtnpoBaHue
MeXXcepBepPHbIX
cBAa3en

33 Ucnonb3oBaHue
AOMOJIHUTE/IbHbIX
BO3MOXKHOCTEN

34 O6HoBNeHNe
peno3suTtopus

42 PepaxkTnpoBaHue
CO6CTBEHHbIX
HacTpoek

OnucaHune

OrpaHuumnBaeT JOCTYN KO BCEM
pasgenam cekuvv [lononHnTeNbHbIE
BO3MOXKHOCTM, KPOMe paszzjena
YTUANTBI, KOTOPbIV AOCTYMNEH BCEraa.

O6HoBneHne penosutopusa Cepsepa
Dr.Web c BCO.

MpaBo M3MeHATb COBCTBEHHbIE
HaCTPOVKM YUETHOW 3anncu
agMUHKCTpaTopa.

InaBa 2: Mpunoxxeuns

Pazgen LlenTpa
ynpasneHus

Cesazu

ASMUHUCTPUPOBaHNE —
JononHutensbHble
BO3MO>XHOCTH

KHonka O6HOBUTBL
peno3nTopuin B pasjene
CocTosiHMe penosntTopus

AZMUHWCTPUpPOBaHME —
KoHdpurypauma —
AZMUHMUCTPATOPbI

*MpaBa 1, 2, 8, 12 onpeaenatoTca AAa CTaHL MW NO CNUCKY FPYNM, B KOTOPblE OHAa BXOAMUT, a He Mo

I'IepBI/I‘-IHOI\/II rpynne ctaHuumu.

Ecam ctaHums BXoAMT B rpynny, U A/if 3TOW rpynnbl NpeAocTaBieHbl Kakve-1mbo 13 3Tux npas, To
aAMUHMCTPaTOpy ByAeT AOCTyneH Habop GYHKLWIA, COOTBETCTBYHOLLMIN 3TUM NpaBaM, HE3aBUCMMO
OT TOrO, ABNAETCA M pa3peLleHHas rpynna nepBrUYHON A5 CTaHUuK. MNpu 3ToM paspelueHue
SBNAIETCA NPUOPUTETHBIM: €C/I CTaHLMS BXOAUT OLHOBPEMEHHO B PaspeLleHHYH 1 3anpeLleHHy o
rpynnbl, agMUHUCTPaTopy ByaeT focTyneH QyHKLMOHa, COOTBETCTBYHOLLMI NPaBaM pa3peLLleHHOM

rpynnbl.

MpunoxeHus
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MpunoxxeHme I'. Cucrema onoseweHuns

ba3oBas MHPOPMaLMA MO HACTPOVKe OMOBELLEHU agMUHMCTPaTOpa NpvBejeHa B
PykoBopcTBe agMMHUCTPaTOpa, B N. HacTpoika onoseLleHui.

1. OnucaHme napameTpoB CUCTEMbI ONMOBELLEHUNA

Cucrema onoBeLleHna o COBbITUAX, CBSA3AHHbIX C pa60T0|71 KOMMNOHEHTOB aHTMBMpyCHOIz ceTtn,
NCNoNb3yeT caeayrouime Tnbl OTRpPaBKn OI'IOBQLLI,QHVIVII

® OnoBeleHnA no 3ﬂeKTpOHHOIz noure,

e OrnoBeLlleHns yepes Beb-KoHCo b,

onoBselleHusa Yepes SNMP,

e OMOBeLLEeHNs Yepe3 NPOTOKON ATeHTa,

push-onoBeLyeHus.

B 3aBMCMMOCTM OT MeToAa OTrpaBkn OMOBeLLEeHWI TPebyrOTCA pa3inyHble Habopbl NapamMeTpoB B
BUAE K/IHOY — 3HaueHve. [lna kaxzaoro Metoa 3aAatoTcs cnefytoLine napameTpsbi:

Ta6banua '-1. O6wme napameTpbl

Mapametp OnucaHune 3HaueHue no O6s3aTtesibHbI
yMoO4aH1Io 7]
TO MHO>XeCTBO aZpecaTtoB OMNOBeLLEH WS, Ja

pa3geneHHbIX CUMBOJIOM |

ENABLED BkatoueHmne van BbikIOUEHME true uam false aa
OMOBEeLLEHUs!

_TIME TO_LIVE KoAu4ecTBO MOMbITOK MOBTOPHOW 10 nonbIToK HeT
OTMPaBKW OMOBELLEHUS B Clyyae
Heyzaun

_TRY_PERIOD MepvoA B ceKyHAAx Mexay nonbiTkaMu 5 MuH., (oTnpaBka He HeT
MOBTOPHOW OTMPAaBKW OMOBELLEHUS ualle pasa B 5 MUH.)

[Janee npvBeseHbl TabanLbl CO CMMCKaMU MAapaMeETPOB AN Pa3/IMUHBIX METOAOB OTMPABKM
OMOBELLEHWIA.
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Ta6baunua -2. OnoBeweHNA NO 3/1IeKTPOHHOW NouTe

Mapametp

FROM

TO

HOST

PORT

USER

PASS

STARTTLS

SSL

AUTH-CRAM-MD5

AUTH-PLAIN

AUTH-LOGIN

OnucaHune

AZpec fLuMKa 31eKTPOHHOWN MOoYTbI
oTnpaBuTens

Azpeca ALWMKOB 3/1eKTPOHHOMN NOYThI
nosyyatesnen

Appec SMTP-cepsepa

Homep nopta SMTP-cepsepa

Monb3zoBaTtens SMTP-cepBepa

Maponb nonb3osatens SMTP-
cepsepa

Ana wnppoBaHHOro obmeHa
AaHHbIMK. [Tpy 3TOM NepeknroyeHme
Ha 3allMLeHHOoe CoeaAnHeHne
OCyLLeCTBAATCA Yepes3 KOMaHay
STARTTLS. 1o ymonyaHuo ans
coeMHeHVsa npegycmaTpusaeTcs
ncnonb3osaHme 25 nopra.

Ana wnpposaHHOro obmeHa
AaHHbIMW. [py 3TOM ByaeT OTKPbITO
oTAeNbHOE 3aluneHHoe TLS-
coeanHerve. 1o ymonyaHuio ans
COeAVHEeHVA nNpesycMaTpuBaeTCs
ncnonb3oBaHue 465 nopra.

Ncnonb3oBath ayTeHTMdMKaLMIO
CRAM-MD5

Vicnosb3oBaTtb ayTeHTUdUKaLmIo
PLAIN

Ncnonb3oBath ayTeHTMOMKaLMIO
LOGIN

InaBa 2: Mpunoxxeuns

3HaueHMe Mo yMmon4aHuIo

drwcsd@S$ {mmsa xoctTa}

127.0.0.1

e 25, ecnivt napametp SSL npuHumaet
3HayeHue no

e 465, ecan napametp SSL npuHumaet
3HaueHue yes

ec/v 3ajaH, To TpebyeTcs BKAOUEHNE
XOTs 6bl OAHOrO MeToAa aBTOPU3aLIMM,
MHauye nouta He ByzeT nepesaHa.

yes

no

no

no

no

MpunoxeHus
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Mapametp

AUTH-NTLM
SSL—-

VERIEFYCERT

DEBUG

Mapametp

TO

SHOW PERTIOD

Mapametp

TO

DOMAIN

COMMUNITY

RETRIES

TIMEOUT

OnucaHune

Vicmosnb3oBaTtb ayTeHTUdUKaLMIO no
NTLM

MpoBepATb KOppekTHOCTb SSL- no

cepTudurKaTa cepBepa

BK/IOUNTL OTNAZ0UHBIV PEXMM, -
Hanpumep, 4ns pasbopa cutyaumi c
HEBO3MOXHOCTbIO aBTOPM3aLM

Ta6aunua I-3. OnoBeweHus yepes Be6-koHconb

OnucaHue
UUID agMMHKCTPaToOPOB, KOTOPbLIM ByAeT OTnpaBieHo
AaHHoe coobLueHwne

BpeMﬂ XpaHeHnA COO6L1J,€HVIH B CeKyHAaX, Ha4ynHaA C
MOMEHTa NonyyeHunaA COO6LLI|eHI/IFI

Ta6baunua -4. OnoseweHunsa yepes SNMP

OnucaHune

MpuHumatowas cywHoctb SNMP, Hanpumep, IP-agpec

JomeH

SNMP-06LHOCTb NN KOHTEKCT

KonnuyectBo MOBTOPHbIX MOMbITOK OTNPaBKM
onoseLlleHns, npegnpuHuMaemMbix API

Bpems B cekyHzax, nocne kotoporo APl npeanpumer
NOBTOPHYIO MOMbITKY OTAPaBKM ONOBELLEeHUA

InaBa 2: Mpunoxxeuns

3HaueHue no ymMoJsi4aHuto

3HaueHue no
yMO/14aHUIO

86400 cekyHpa, T. €. OANH
[eHb.

3HaueHue no
yMoluYaHu1Io

e localhost ana OC
Windows,

PSERIAL _Ang OC
cemelictBa UNIX.

public

5 nonbITOK

5 cekyHg,

MpunoxeHus
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Ta6baunua I-5. OnoBeweHnna yepes NpoTokon AreHTa

Mapametp OnucaHne 3HaueHue no
yMOJIYaHNIO
TO UUID npuHMMatoWmxX CTaHLNiA -
SHOW_PERIOD  Bpems xpaHeHWUs cOOBLLEeHNs B CEKyHAAX, HaUMHas C 86400 cekyHa, T. e. OAWH
MOMEHTa MOJyYeHUs1 COOBLLEHNS JeHb.

Ta6baunua -6. Push-onoseweHuns

Mapametp OnucaHne 3HaueHue no
yMouYaHu1io
TO ToKeHbl YCTPOMCTB, KOTOPbIE MPUAOXKEHUA MOAyYatoT Npu -
perncrtpauumn Ha cepBepe Npou3BOANUTENS, HanNpuUMep
Apple

SERVER URL  URL relay cepBepa, Yyepe3 KOTOpPbIN OMOBeLLEHWs -
nepechbIIakoTCs Ha CepBep NPOU3BOAUTENS

2. NMapameTtpbl WabaoHOB onoBeLL,eHN N

TeKkcTbl COOBLLEHNI reHepupYyoTcA KOMNoHeHTOM CepBepa Dr.Web, nmeHyembim npoueccopom
WwabnoHOB, Ha OCcHOBE $alNoB LWAaBAOHOB.

ili Cuctema onoselyeHuii no cetm Windows ¢yHkumoHupyet Tonbko Ha OC Windows ¢
: noaaep>koin cepsmca Windows Messenger (Net Send).

OC Windows Vista n 6osnee no3gHve Bepcun He nogaepxunsatot cepauc Windows
Messenger.

®aiin WwabnoHa coOCTOUT U3 TEKCTa U NMEePEMEHHBIX, 3ak/IF0OUEHHbIX B GUrypHble ckobku. Mpwu
pesakTMpoBaHUM GaiioB WabJioHOB MOXHO UCMONb30BaTh NEPEUNCIEHHbIE HUXKE NePEMEHHbIE.

MNepemeHHble 3anNUCbIBalOTCA B OAHOW U3 creayrowmx popm:

e {<VAR>} — nopACTaBUTb HEMOCPEACTBEHHO 3HaueHWe nepemeHHon < VAR>.
e {<VAR>:<N>} — nepBble <N> CMMBO/JIOB nepemeHHon <VAR>.

o {<VAR>:<first>:<N>} — <N> cumBosoB nepemeHHon <VAR>, cneayrowimx nocne <first>
nepBbIX (HauMHas ¢ <first>+1-ro CUMBOJIA), €CIN OCTAaTOK MeHbLUe — AOMOJHAETCA Npobenamu
cnpasa.

MpunoxeHus
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{ <VAR>: <first>: -<N>} — <N> cumBONOB nepemMeHHol <VAR>, cnepyrownx nocne <first>
nepBbIX (HauMHas ¢ <first>+1-ro CUMBOJA), €CIN OCTAaTOK MeHbLUe — AOMOJHAETCA Npobenamu
cneBa.

{ <VAR>/<original1>/<replacel> [ /<original2>/<replace2>]} — 3ameHa yKa3aHHbIX
CMMBOJIOB nepeMeHHoM < VAR> Ha 3afjaHHble 3HaYeHNsA: CUMBOJIbI <originall> 3aMeHarTCa Ha
cnmBObl <replacel>, Npy HaAMUYUKM CUMBOABI <original2> 3aMeHATCA Ha CUMBObI <replace2 >
nT. A

Koanuectso nap NoACTaHOBKW HE OrpaHN4YeHo.

{ <VAR>/<original1>/<replacel [ { <SUB_VAR>}1>[/<original2>/<replace2>]} — aHanornyHo
BbILLEOMMCaHHbIM 3aMeHaM Ha 3aflaHHble 3Ha4YeHWs, HO C UCMOJ/Ib30BaHNEM BJIOXKEHHOM
nepemMeHHon <SUB_VAR>. [lecTBNA C BJOXXEHHbIMW NepeMeHHbIMU aHalorMYHbl BCEM AENCTBUAM
C POAUTENLCKUMU NepeMeHHbIMU.

Fny6|/1Ha BJIOXKEHHOCTU NP PeKYPCUBHbIX NOACTaHOBKAX HE OrpaHn4yeHa.

{ <VAR>/<originall>/<replacel>/<original2>/<replace2>/* / <replace3>} — aHanornuHo
BbILLUEOMMCaHHbIM 3aMeHaM Ha 3aflaHHble 3HaYeHWs, HO TakXKe J0MycKaeTca NoACTaHOBKa
3HauyeHus, 3ajaHHOTO B <replace3>, eCnn HYM OAHO N3 MEPEUNCIEHHBIX OPUrMHABHBIX 3HAUEHNI
He coBnano. Takxke ecin B <VAR> He BCTPeTUNOCh HU <originall>, Hn <original2>, Bce 3HayeHua
6yayT 3ameHeHbl Ha <replace3>.

Ta6bauua '-7. Popma 3anucm nepeMeHHbIX

MepemeHHasn 3HaueHue Bbipa)xeHune Pesynbtar
SYS.TIME 10:35:17:456 {SYS.TIME:5} 10:35
SYS.TIME 10:35:17:456 {SYS.TIME:3:5} 35:17
SYS.TIME 10:35:17:456 {SYS.TIME:3:-12} °°°35:17:456
SYS.TIME 10:35:17:456 {SYS.TIME:3:12} 35:17:456°°°
SYS.TIME 10:35:17:456 {SYS.TIME/10/99/35/77 99:77:17:456

}

YcnoBHble 0603HaueHunsA

° — npobenbHbIN CUMBOJI.

NepemeHHble OKpY>XKeHuUs

Ans dopMUpoBaHMS TEKCTOB COOOLLLEHMI Bbl MOXETE UCMO/Ib30BaTh NepeMeHHble Cpesbl
oKkpy>eHusa npouecca Cepepa Dr.Web (nonbzoBatesnb System).

MepeMeHHble cpeabl OKPY>KEHUA JOCTYMHbI B pefakTope coobulennin LieHTpa ynpaBaerus, B
Bbinagatowem crnvcke ENV. O6patnte BHUMaHMe: nepeMeHHble HEOBX0AMMO yKa3biBaTb C
pobaBneHvem npedurkca ENV. (Mpedukc 3akaHYMBAETCA Ha TOUKY).

MpunoxeHus
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CucremHble nepemMeHHble

SYS.BRANCH — Bepcus AreHtoB 1 Cepsepa Dr.Web,

SYS.BUILD — pata cbopkm Cepepa Dr.Web,

SYS.DATE — TekyLlas cMCTeMHas gaTa,

SYS.DATETIME — TeKkyLiue cucTeMHas Aata 1 Bpems,

SYS.HOST — DNS-umsa Cepsepa Dr.Web,

SYS.MACHINE — ceTeBOW aZpec KOMMbtoTepa € yctaHoBAeHHbIM CepBepom Dr.Web,
SYS.0OS — Ha3BaHWe onepaLMoHHON CUCTEMbI Ha KOMMbIOTEpe C YCTaHOB/IEHHbIM CepBepoM
Dr.Web,

SYS.PLATFORM — nnatdopma Cepsepa Dr.Web,

SYS.PLATFORM.SHORT — KpaTKUi BapuaHT SYS . PLATFORY,

SYS.SERVER — Ha3BaHue npoaykta (Dr.Web Server),

SYS.TIME — TeKyLlee CUCTEMHOE BPeMS,

SYS

.VERSION — Bepcus CepBepa Dr.Web.

O6w e nepemMeHHble ANA CTaHLUN

GEN

GEN

GEN

GEN

GEN

.LoginTime — BpemMsa NOAKAOYEHNA CTaHLUW,
.StationAddress — ajpec cTaHLUuwn,
.StationDescription — onucaHve CcTaHL WK,
.StationID — YHUKaNbHbIN UAEHTUDUKATOP CTaHLLUW,

.StationLDAPDN — pa3amyatowieeca ums (distinguished name) ctaHuum nog OC Windows.

AkTyanbHO ans ctaHumi, Bxoaswmx B ADS/LDAP-gomeH,

GEN

GEN

GEN

GEN

GEN

.StationMAC — MAC-agpec ctaHuuu,

.StationName — Ha3BaHMe CTaHLMWY,

.StationPrimaryGroupID — uaeHTMdMKaTOp NepBUYHOW rpynnbl CTaHLUW,
.StationPrimaryGroupName — Ha3BaHWe NEPBUYHOM rPynbl CTaHL MW,

.StationSID — ugeHTMdMKaTOp 6€30NaCHOCTU CTaHLUN.

O6wume nepemMeHHble ANA peno3uTopus

e GEN.CurrentRevision — TeKywWwmn naeHtnbunkaTop Bepcum,

e GEN.Folder — KaTasor pa3sMelleHns npoayKTa,

e GEN.NextRevision — naeHTndumkatop 0O6HOBNEHHOM BepCUn,

e GEN.Product — onucaHvne npoaykTa.

MpunoxeHus
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MapameTpbl U NepeMeHHble ONoBeLLeHNI No TUNnam

AaMUHUCTpATOPbI

HeusBecTHbI agMUHUCTpPaTOp

Mapamertp

MpvyrHa OTNpaBKM
ornoseLleHus

JononHutenbHas
HacTpoiika

lMepemeHHble

3HaueHue

OTI'IpaBﬂ‘ileTCH npw NonbITKe aBTOPM3aLnn B Ll,eHTpe ynpaBaeHunA
aAMUHUCTPaTOpPa C HEN3BECTHBbIM PETNCTPAUMOHHBIM UMEHEM.

He Tpebyetcs.

MSG.Login perncrpaymoHHoe nms
MSG.Address ceTeBol agpec LleHTpa
ynpasjieHus

Owwnbka aBTOpU3aLLMM agMUHUCTPATOpPa

Mapamertp
MprynHa oTnpaeku
onoBseLleHns
JononHntenbHan

HacTpoWika

MNepemeHHble

Apyroe

3HaueHue
OTtnpaBnseTcs Npu HeycrnewHOW aBTopM3aumm agMMHUcTpaTopa B
LleHTpe ynpaBaeHusa. MpuumHa owmnbK aBTOpMU3aLLMm NpUBOAMTCA

B TEKCTE ONnoBeLWlEHNA.

He Tpebyetcs.

MSG.Login perncrpaynoHHoe nms

MSG.Address ceTeBol agpec LleHTpa
yrnpasaeHus

MSG.LoginErrorCode UMCNOBOW KOJ OLLINBKM

3a¢pukcmpoBaHoO 60/1blLIOE KO/IMUECTBO aBapUIMHO 3aBepLUEHHbIX COeANHEeHNN

Mapamertp

MpWyrHa oTNpaBKM

3HaueHue

OTI'IpaBﬂ‘ileTCH npu Haanymm 60/bLLIOr0 KOINYecTBa aBapMVIHO

MpunoxeHus
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Mapamertp

onoeeweHnA

JononHuntenbHas
HacTpowika

MNepemeHHble

InaBa 2: Mpunoxxeuns

3HaueHue

3aBepLUEHbIX COEANHEHWNI C KIMEHTaMM: CTaHLMAMMY,
nHcTannatTopamm Arerta, cocegHumm Cepsepamun Dr.Web, Mpokcn-
cepeepamu.

Y106bI METH BO3MOXHOCTb OTMNPaB/AATb OMOBELLEHNA O MHOXECTBE
aBapUIHO 3aBepPLUEHHbIX COEANHEHWI, HEOOXOAMMO YCTaHOBUTb
dnar ABapuiiHble 3aBeplUeHUA COeANHEHUI B pa3jene
AamuHuctpupoBaHue — KoHdurypaumsa Cepsepa Dr.Web —
CraTuctuka 1 33ZaTb COOTBETCTBYHOLLME NapaMeTPbl B TOM XKe

pasgene.

MSG.Total KOJINYECTBO MPePBaAHHbIX
COeIHEHUN

MSG.AddrsCount KOJINYEeCTBO afpecoB, C KOTOPbIMU

Oblnu npepeaHbl COeANHEHNA

3a¢pukcmpoBaHo 60osblIOe KOMUecTBO 6/10kupoBoK KoHTponemM npuaoxeHui

Mapamertp

MpWyrHa oTNpaBKM
ornoseLleHus

JononHunTtenbHas
HacTpowika

MNepemeHHble

3HaueHue

OTnpaBaseTcs Npu HaaMuYMmM GONBLLIOTO KONMYEeCTBa
3a6/I0KMPOBaHHbIX MPUIOXKEHUI Ha CTAaHLMAX KOMMOHEHTOM
KOHTpO/Ib MpUAOXKEHWIA.

Y106bI MMETb BO3MOXHOCTb OTNPaBAATb ONOBeLeHNsA 0 60/1bLLIOM
KonnyecTBe 3a6710KMPOBaHHbIX MPUIOXKEHWI, HEOBXOAMMO
ycTaHOBUTb daar MHo)kecTBeHHble 610knpoBku KoHTponem
NPUNIOXKEHUN B pasjene AgMmuHuctpuposaHne — KoHdurypauumsa
CepBepa Dr.Web — Cratuctuka v 3agatb COOTBETCTBYIOLLNE
napamMeTpbl B TOM Xe pasjene.

MSG.Total obLee koAN4ecTBO 6JOKNMPOBOK
MSG.Profile Hanbonee pacnpocTpaHeHHble

npoduAn, MO KOTOPbLIM
nponssoanaack 610knpoBKa

Ownbka 3anucm xxypHana Cepsepa Dr.Web

Mapamertp

MpWyrHa oTNpaBKM
ornogeLleHus

3HaueHue

OTtnpaBaseTcs Npu BO3HWKHOBEHMM OLLINGKM B MpoLiecce 3anncu
nHdopmMauuu B XXypHan pabotbl Cepsepa Dr.Web. MprunHa
OLWNBKM 3aMUCK B XXypHaa MPUBOANUTCA B TEKCTE OMOBELLLEHNA.

MpunoxeHus
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HacTpowika
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3HaueHue

He Tpebyetcs.

MSG.Error TEKCT oWunbKn

Ownbka portauum xypHana Cepsepa Dr.Web

Mapamertp
MprynHa oTnpaBku
onoBseLleHns
JononHntenbHan

HacTpowika

MNepemeHHble

3HaueHune
OTtnpaBaseTca Npu BO3HMKHOBEHMM OLINMOKM B MpoLecce poTaLun
XypHana pabotbl Cepsepa Dr.Web. MNpnunHa owmbkun potauum

XKypHasia npnBoAUTCA B TEKCTE OMNOBELLEHUA.

He Tpebyetcs.

MSG.Error TEeKCT OLnbKM

CocepHuii CepBep Dr.Web paBHO He nogkntouancs

Mapamertp

MpWyrHa oTNpaBKM
ornoseLleHus

JononHutenbHas
HacTpoiika

[MepemeHHble

CTaTUCcTMUYecKum oTyer

Mapamertp

MpWyrHa oTNpaBKM
ornoseLleHus

3HaueHune

OTnpaBnsieTca cornacHo 3agaHuto B pacnucaHum Cepsepa Dr.Web.
Cozep>XuT MHPOpPMaLMIO O TOM, UTo cocegHuli Cepeep Dr.Web
[laBHO He noakntoyanca Kk gaHHomy Cepsepy Dr.Web. [lata
nocnefHero NOAKIHYEHNA NPUBOANTCA B TEKCTE OMOBELLEHNS.

AnntenbHOCTb Neproja, B TeueHne KoToporo cocegHunin Cepeep
Dr.Web gonxeH He BbIXOAUTb Ha CBA3b, YTOObI ObIIO OTNPaBAEHO
onoselleHne, 3agaeTcs B 3ajaHnn CoceaHnn cepeep AaBHO He
noaksatoyvanca B pacnmcaHnmn Cepeepa Dr.Web, HacTpanBaemom B
pa3gene AamuHuctpmpoBsaHue — lNMnaHuposwuk 3apau Cepeepa
Dr.Web.

MSG.LastDisconnectTime Bpems, korga Cepsep Dr.Web
6biN MOCAEAHUI Pa3 NOAKKOYUEH

MSG.StationName Ha3BaHue cocegHero Cepsepa

3HaueHune

OTnpaenseTca nocae reHepaumm Nepuoanveckoro otyeTa CornacHo
3ajaHuto B pacnucaHum Cepeepa Dr.Web. Takke B onoBeLleHUn
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3HaueHune
NPWBOAUTCA MyTb, MO KOTOPOMY MOXHO CKayaTb dalin oTyeTa.
OTtueT co3gaeTca cornacHo 3ajaHunto CospaHue CTaTUCTUUECKOro

otueta B pacnucaHuv Cepsepa Dr.Web, HacTpanBaemom B pasgene
AamunHuctpmupoBaHue — MaaHnpoBwmk 3agau CepBepa Dr.Web.

MSG.Attachment nyTb K OTYETY
MSG.AttachmentType MIME-Tun
GEN.File nms danna otyeta

CyMMapHbIA OTUET NPeBEeHTUBHOM 3alUUTbl

Mapametp

MprunHa oTnpaeku
onoseLleHua

JononHunTtenbHas
HacTpoWika

MNepemeHHble

3HaueHue

OTnpasnseTca Npu NoayyYyeHmm 60AbLIOro KOANYEeCcTBa OTHETOB CO
CTaHUMI ceTn OT KOMMNOHeHTa peBeHTUBHaA 3aLumTa.

Ytobbl OTNPaBAATL e4MHOe OnoBeLleHne 06 oTyeTe OT
MpeBEHTVMBHOW 3aLLMTbI, HEOHXOANMO YCTaHOBUTL daar
FpynnupoBaTth otueTbl MpeBeHTMBHOM 3alUThbl B pa3je/e
AamuHuctpupoBaHue — KoHdurypaumsa Cepsepa Dr.Web —
Cratucruka. [NapameTpbl MO rpynnmMpoBKe OTYETOB 3a4at0TCA B TOM

e pasgene.

MSG.AutoBlockedActCount KOJIMYECTBO MPOLLECCOB C
|‘|O,£I,O3pVITeJ1bHOl7| AKTUBHOCTbHO,
3a6/10KMpPOBaHHbIX
aBTOMaTn4yeCckun

MSG.AutoBlockedProc NpoLEecC C MOA03PUTENbHOW

aKTUBHOCTbHO,
3a6/10KMPOBaAHHbIN
aBTOMaTUUECKM

MSG.HipsType TVN 3alMLLAEMOro obbekTa

MSG.IsShellGuard paszeneHune Mo TMnam peakuum
MpeBEHTUBHOW 3aLuTbl NpK

aBTOMaTMYeCKoW BAOKMPOBKE:

e 6/10KMpOBKa
HeaBTOPM30BaHHOIO KOZAa

e MpoBepka JocTyna K
3alyuaeMbiM 06bekTam
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Mapamertp

3HaueHue

MSG.ShellGuardType

MSG.Total

MSG.UserAllowedActCount

MSG.UserAllowedHipsType

MSG.UserAllowedIsShellGuard

MSG.UserAllowedProc

MSG.UserAllowedShellGuard

MSG.UserBlockedActCount

MSG.UserBlockedHipsType

InaBa 2: Mpunoxxeuns

Hanbonee yacTo
BCTpeYaroLasncs npuumnHa
67I0KVPOBKM UCMOAHEHUS
HeaBTOPW30BaHHOIO KoJa Mnpwu
aBTOMaTUYeCcKon H610KMpoBKe
cobbITUSA

obliee KOAMUYecTso CobbITUM
MpeBeHTVBHOM 3aLUmThI,
3aPUKCMPOBaHHbIX B CETU

KOAm4ecTBo npoueccos C
I'IO,EI,O3pVITeJ1bHOl7I AdKTUBHOCTbHO,
pa3peeHHbIX Mosib30BaTeNEM

™n Hanbonee 4acTo
3almLaeMblx O6BEKTOB, AOCTYN
K KOTOPbIM 6bln paspeLueH
noJsib3oBaTeNem

pasfeneHve No TMnam peakuuu
MpeBeHTVBHOWM 3aLUUTbI MNpW
paspeLleHnmn AocTyna
noJsib30BaTeNIeM:

e 6/10KMpOBKa
HeaBTOPM30BaHHOIO KOZAa

e MpoBepka JocTyna K
3alyuaemMbiM 06bekTam

NpoLecc C NoA03PUTENBHOM
aKTMBHOCTbIO, Pa3peLLeHHbIN
Mnonb30oBaTeNieM

Hanbonee yacTo
BCTpeyYaroLwancs npuumnHa
6J'IOKVIpOBKI/I NCNOJIHEHNA
HeaBTOPW30BaHHOrO KoJa npu
pa3pelueHnmn cobbITus
nonb3oBaTenem

KO/In4ecTBO npoueccos C
I'IOAO3pl/ITe.I'IbHOl\/’I AdKTUBHOCTbHO,
Ba6ﬂOKMpOBaHHbIX
NnoJib3oBaTesieM

TUMN Hanbosee yacTto
3almLLaeMblx O6BEKTOB, AOCTYN

MpunoxeHus
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Mapamertp

Anuaemuna B cetu

Mapametp

MpununHa oTnpaeku
onoBeLleHns
JononHutenbHas

HacTpoiika

MNepemeHHble

3HaueHue

MSG.UserBlockedIsShellGuard

MSG.UserBlockedProc

MSG.UserBlockedShellGuard

3HaueHue

InaBa 2: Mpunoxxeuns

K KOTOPbIM Obin 3anpeweH
NnoJib3oBaTesieM

pasgeneHue no TMnam peakuum
MpeBeHTVBHOW 3aLUWTbI MpW
3anpeLleHnmn gocTtyna
noJib3oBaTeNeM:

e 610KMPOBKa
HeaBTOPM30BaHHOIO Kozja

e MpoBepKa AocTyna K
3alMLaeMbiM 06bekTam

MpoLLecc ¢ MOAO03PUTENBHOWM
aKTUBHOCTbHO,
3a6/10KMPOBaAHHbIN
nosib3oBaTesNieM

Hambosee yacto
BCTPeYatoLasncs npuumnHa
610KMPOBKM UCMOJHEHUS
HeaBTOPM30BaHHOIO Koja npu
610KkMpoBKe COObITUSA
noJib3oBaTeNnem

OTtnpasnseTcs Npu obHapy>XeHUN 3NUAEMUN B aHTUBUPYCHOW CEeTU.
OTO 03HayaeT, YTo 3a 3a4aHHbIA MPOMEXYTOK BPEMEHU BbIIO
obHapy>xeHo Hosee yeM 3aZlaHHOE KOIMYECTBO Yrpo3 B CETU.

YTo6bI OTNpaBasaTL onoBeLeHne 06 annaemusax, Heobxoanmo
ycTaHoBUTb Gsar OTcneXxmBaTbh 3NUAEMUN B pasjene
AamuHuctpupoBaHue — KoHdurypaumsa Cepsepa Dr.Web —
Cratucruka. MNapamMeTpbl MO onpeaeseHnto aNnaemMmm 3a4aroTcs B

TOM e pa3zerne.

MSG.Infected

MSG.Virus

oblee KOANMYecTBo
06HapYy>KEHHbIX yrpo3

Hanbonee pacnpoCcTpaHeHHbIe
yrpo3sbl

MpunoxeHus
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p,OCTVII'HYTO JINUE€H3NOHHOE OrpaHnYeHune nNo KosinyecrTtey CTaHU,MFI B CcetTn

Mapamertp

MpWyrHa OTNpaBKM
ornoseLleHus

JononHutenbHas
HacTpoiika

[MepemeHHble

3HaueHue

OTnpaBsnseTcs, ecan Npy NoakatoueHun ctaHummn k Cepeepy Dr.Web
06HapYXXEHO, UTO KOIMUYECTBO CTaHLMI B rpyrnmne, B KOTOPYHO
BXOAUT MOAKAtOUYaeMas CTaHLMS, JOCTUMNO OFpPaHUYeHNs B
JNINLEH3VOHHOM K/IHOUE, Ha3HAaYeHHOM A1si 3TOM TPynnbl.

Mpv 3TOM HOBasl CTaHLMs He MOXET 3aperncTprpoBaThCs Ha
Cepsepe Dr.Web.

He Tpebyetcs.

MSG.ID UUID cTtaHuumn

MSG.StationName Ha3BaHWe cTaHUMN

TakoKe JOCTYMHbI 06LLMe NEPEMEHHbIE AN CTaHLUWUW, MPYBEeAEHHbIe
Bbillle,

JocTurHyTO orpaHuuyeHne No KOANUYECTBY NepeAaHHbIX INLLEH3UN

Mapamertp
MprynHa oTnpaeku
onoBseLleHns
JononHntenbHan

HacTpoWika

MNepemeHHble

3HaueHue
OTnpaenseTcs, eciv ana Bblgaun cocegHm Cepsepam Dr.Web
6b1710 3anpoLLeHo HobLIe ANLEH3IUN, YEM AOCTYMHO B

JIMUEH3NOHHOM KNHO4YeE.

He Tpebyetcs.

MSG.0ObjId ID nMUeH3noHHOro Kitoya

NcTek cpok nepepaumn nuueHsnm

Mapamertp

MpvyrHa oTNpaBKM
ornoseLleHus

ﬂ'OI'IOﬂHVITeIIbHaH

3HaueHue
OTnpaBnfeTcs, ecam UCTeK CPOK BblAaun TNLIEH3UIA COCEAHEMY
Cepsepy Dr.Web u3 nmueHsnoHHoro knroya gaHHoro Cepepa

Dr.Web.

Cpok Bblgaun nvueH3ni cocegHum Cepsepam Dr.Web 3azaetcs B

MpunoxeHus
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HacTpoiika
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3HaueHue

pasgene AaMmuHuctpupoBanne — KoHndurypauua Cepeepa
Dr.Web — /lnueHsum.

MSG.ObjId ID nMueH3MOoHHOro KntoYa
MSG. Server Ha3BaHue cocegHero Cepsepa
Dr.Web

KonnuectBo CTaHLI,Mﬁ B rpynne npuﬁnml(ae'rca K IN4E€H3NOHHOMY OrpaHuyeHuro

Mapametp

MprunHa oTnpaeku
onoseLleHna

JononHutenbHas
HacTpoiika

MNepemeHHble

3HaueHune

OTnpaBaseTcs, ecn KOAUYeCTBO CTaHUMI B rpynne npubamxaercs
K IMLLEH3MOHHOMY OrpaHWYeHuIo B KItoYe, Ha3Ha4YeHHOM A5 3TOn
rpynnbl.

KonnuectBo cBOGOAHBIX NNLEH3WI, OCTAaBLUUXCS B KJIHOUE, NP
KOTOPOM OTMPaBASETCs ONOBeLLeHME: NMOO MeHbLLIE TPex

NNLEH3UIN, 160 MeHblue 5% oT obLero Yncna NMLUeH3ni B Kitoue.

MSG.Free KONMYEeCTBO OCTaBLUNXCA
CcBOBOAHbIX NNLEH3UN

MSG.Licensed KONMYECTBO CTaHLUMWI,
VICMOJIb3YHOLLMX JIMLEH3UM
[AHHOM Tpynnbl

MSG.Total obLee KOAMUYeCTBo
JNIVLLEH3UI MO BCEM KJHOUaM,
Ha3HauYeHHbIM rpynne.

obpaTnTe BHMMaHWe:
JINLEH3VOHHbIE KUK
rpynnbl MOryT ObITb TakXKe
Ha3HaueHbl Ha Apyrue
0OBEKTHI IMLLEH3UPOBaHMSI.

GEN.StationPrimaryGroupID ID nepBMYHOM rpynmbl

GEN.StationPrimaryGroupName Ha3BaHue nepBMHHOVI
rpynnbl
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JIMLEeH3NOHHDIN K/Il0U aBTOMaTUueckn obHoBeH

Mapamertp

MpWyrHa oTNpaBKM
ornogeLleHus

JononHuntenbHas
HacTpoWika

lMepemeHHble

3HaueHue

OTnpaBafeTca, ecamn MMUEH3IVOHHbIN KAtoY 6bl1 aBTOMaTUUeCKH
06HOBJIEH. [pY 3TOM HOBbIV K/AHOY YCMELWHO 3arpy>eH 1
pacnpocTpaHeH Ha Bce 06BbEeKTbl CTapOoro ANLEH3MOHHOTO KroYa.

[na nogpobHOW MHopMaLMK No aBTOMaTU4eCKoMy OOHOBAEHWNIO
NMUeH3nl obpaTuTech K PyKOoBOACTBY agMUHUCTpaTOpa, M.
ABTOMaTUYeCK HOBAEHWE JWLIEH3NNA.

MSG.KeyId naeHTMdMnKaTOpP CTaporo
JIMUEH3MOHHOIO KJKto4a

MSG.KeyName NMs CTaporo JNLEH3NOHHOIO
Kitoua
MSG.NewKeyId naeHTMdunKaTOp HOBOrO

JIMUEH3MOHHOIO KJto4a

MSG.NewKeyName MMA HOBOTO JINLUEH3MOHHOrO
Karouva

.nMLI,eHBI/IOHHbIﬁ K/1lou 3a6noxuposa|-|

Mapametp

MpununHa oTnpaeku
onoseLleHna

JononHunTtenbHas
HacTpowika

MNepemeHHble

3HaueHue

OTtnpasnseTcs, ecan Npy 06HOBNEHMM PEno3nTopusa 13 BceMrpHoi
Cuctembl O6HoBAeHMI Dr.Web 6bina nosyyeHa nHdopmaumsa o
TOM, YTO JIMLLEH3MOHHbIN KNtoY 6bl1 3ab610kMpoBaH. JanbHeliee
MCNONb30BaHKe 3TOro KIoYa HEBO3MOXHO.

Ans nonyyeHuns nospobHOW MHbOpPMaLMK O NpUYMHE BIOKMPOBKHM
obpaTtnTech B Cy>XBy TEXHNUECKON NMOAAEPXKKN.

MSG.KeyId ID nMueH3MOoHHOro KntoYa

MSG.KeyName MMA NOJib30BaTeNA
NNUEH3NOHHOTO K/1IKOYa

.nMLI,eHBI/IOHHbIﬁ K/ItOU He MO)KeT 6bITb aBTOMaTUUECKN O6HOB/IEH

Mapametp

MprunHa oTnpaeku
onoseLleHna

3HaueHue

OTI'IpanIFIeTCFI, ecin J'IVILI,GH3I/IOHHbII7I KU He MOXeT bbITb
aBTOMaTUUECKN OBHOB/EH, MOCKOJ/IbKY COCTaB NNLUEH3NPYEMbBIX
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MNepemeHHble

3HaueHue
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KOMMOHEHTOB Yy TEKYLLIEFO M HOBOTO K/OYel oTanyaetcs. MNpu 3Tom
HOBbIN KJFOY YCMELIHO 3arpy><KeH, HO He PacnpoCcTpaHeH Ha Bce
06beKTbl CTAPOro NNLEH3NOHHOTO Katoua. Heobxoanmo 3aMeHnTb

JNNLEH3VOHHbIN KNHOY BPYYHYHO.

[ns nogpobHOW MHbOpPMaLMK MO aBTOMaTUYeCKOMy OB6HOBAEHWNIO
NnueH3ni obpaTuTech K PyKOBOACTBY agMUHUCTpaTOpa, M.

ABTOMaTn4yeckoe 06HOBAEHME NULIEH3NNA.

MSG.ExpirationDate

MSG.Expired

MSG.KeyDifference

MSG.KeyId

MSG.KeyName

MSG.NewKeyId

MSG.NewKeyName

AaTa OKOHYaHMA TNLUEH3NN

e 1 — cpok OKOHYaHuA yxe
HacTynua

e 0 — CpoOK OKOHYaHUA eLle He
HacTynun

MpWyrHa, MO KOTOPOIA
aBTOMaTMyeckas 3aMeHa K/toya
HEeBO3MOXHa:

e 1 — cocTtaB AnLUeH3npyemMbIx
KOMMOHEHTOB Yy TEKYLLEro u
HOBOTrO JIMLEH3NOHHbIX
KntoYern otamyaercs

e 2 — Yy HOBOIO JINLEH3NOHHOrO
KNtoYa MeHblLUe NLIEH3WI, YeM
y TeKyLLLero ANLEH3NOHHOro
Knto4a

VIAEHTVI(I)VIKaTOp CTaporo
JNMLUEH3MOHHOIo Karo4a

nmMAa Ctaporo ANUeH3nNOoHHOro
K/ro4a

VIAEHTVI(I)VIKaTOp HOBOIo
JIMLUEH3MOHHOIo Karo4a

nMma HOBOIo JIMUEH3MOHHOIO
K/ro4a

OrpaHMueHMe no Ko/n4yecTtBy Ill/lLl,GHBMVI B INLLEH3VNOHHOM KJ/llo4Ye

Mapametp

MprunHa oTnpaeku

onoeeweHnA

3HaueHue

OtnpasnseTcs, ecan npu BkatoveHnn Cepsepa Dr.Web
06Hapy>KeHO, YTO KOIMYECTBO CTaHLMIN B HEKOTOPOW rpynmne yxe
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3HaueHue

NPEeBbICUAO KONNYECTBO JNLEH3NIA B TMLEH3NOHHOM KtOYE,
Ha3HaUYeHHOM AJ/1f 3TOW rPynmbl.

He Tpebyertcs.

MSG.KeyId ID AMLEH3NOHHOTO KAtoYa

MSG.KeyName MMA Nosib3oBaTend
NNLEH3NOHHOro Kir4va

MSG.Licensed KO/IMYECTBO pa3peLleHHbIX
NNLEH3nen

MSG.LicenseLimit COCTOSIHNE NINLIEH3WNIA:

e 1 — KOANYeCTBO
CBODOOAHbBIX NMLIEH3UI B
JNIMLEH3NOHHOM Ktoue
B611M3KO K OKOHYAHWIO,

e 2 — KOINYECTBO
CBODOOAHbBIX NMLIEH3UI B
JNIMLEH3NOHHOM Ktoue
3aKOHYUIOCh,

e 3 — INLEH3VOHHBIN KoY
6bl1 Ha3HaYeH Ha
boblee KONNYECTBO
06BEKTOB, YeM pas3peLleHo
B @aHHOM KJtoYe.

MSG.Licensed KO/IMYECTBO OOBEKTOB, A
KOTOpPbIX HblN HazHaueH
K1Y

MSG.Total KOIMYECTBO JINLEH3NI B
Katoye

OKOHuaHue CpOKa AeﬁCTBMﬂ JIMUEH3UOHHOTrOo KJ/1loua

Mapametp
MpununHa oTnpaeku

onoeeweHnA

JononHutenbHas
HacTpoiika

3HaueHue
OTtnpaBnsercs, ecv NpubAnKaeTcss OKOHYaHWe Cpoka AelncTBuA
JINLEH3NOHHOrO K/HoYa, a aBToMaTnyeckoe obHOBEHNE TNLEH3NN

HeZOCTYMHO.

He Tpebyetcs.
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3HaueHue

MSG.ExpirationDate JaTa OKOHYaHWNA NNLEH3UN

MSG.Expired e 1 — CpPOK OKOHYaHUSA yxe
HacTynun

e 0 — CPOK OKOHYaHWA ele He

HacTynun
MSG.KeyId NAeHTUGUKATOP JNLEH3NOHHOIO
KNto4a
MSG.KeyName MMSA INLEH3VNOHHOrO KJIroYa

[nsa coobLeHn faHHOW rpynnbl TakXke AOCTYMHbl 06LLMe NepeMeHHble ANA CTaHLWUWA, MPUBEAEHHbIE

BblLLIE.

CraH umna oXxxmgaet NnoATBepPXXAeHnA

Mapametp

MpnunHa oTnpaeku
onoseLleHua

JononHutenbHas
HacTpoiika

lMepemeHHble

3HaueHue

OTnpaBaseTcs, ecin HoBas CTaHLMA 3anpocuaa NoaKIUYEHME K
Cepsepy Dr.Web, n agmuHuctpatopy TpebyeTcs BpyUHyH
NoATBEPANUTL AN OTKa3aTb CTAHLMMW B AOCTYyMe.

CuTyauma MOXeT BO3HUKHYTb, eCiv B pasgene
ApmMmuHnctpupoBaHue — KoHnpurypaumsa Cepsepa Dr.Web —
O6uwue a1s HacTpoliki Pexxum perucrpauum HOBUUKOB
yCTaHOBJ/IEHO 3HayeHve MoaTBepiKAaTh A0CTYN BPYUHYIO.

OTcyTcTBYHOT.

CTaHLI,I/Iﬂ OTK/IOHEHa aBTOMaTU4YeCKun

Mapametp
MpununHa oTnpaeku

onoeeweHnA

JononHutenbHas
HacTpoiika

3HaueHune

OTnpaBnsieTcs, eCav HOBasl CTaHLUMSA 3anpocuia NOAKIKYEHNe K
Cepsepy Dr.Web 1 6bina otkioHeHa Cepsepom Dr.Web
aBTOMaTLNYECKN.

CuTyaunsa MOXeT BO3HUKHYTb, eC/IM B pa3gene
AamMmuHnctpupoBaHue — KoHnpurypaumsa Cepepa Dr.Web —
O6wue Ans HacTpoiku Pexxnm perucrpauum HOBMUYKOB
YyCTaHOBJ/IEHO 3HaueHve Bcerpa oTkasbiBaTh B goOCTyne.
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Mapametp 3HaueHune

MepemeHHble OrcyTcTBY!HOT.

CTaHLI,I/Iﬂ OTKJ/IOH€Ha aAMUHUCTPaTOpOM

Mapamertp 3HaueHue

MpuunHa oTNpaBKu OTnpaBnsieTcs, ecav HOBasl CTaHLUMSA 3anpocuia NOAKIKYEHNe K
OrnoBeLLeHns CepBepy Dr.Web v 6bi1a oTkKIOHEHa agMUHUCTPAaTOPOM BPYUHYHO.
[JononHuTenbHas CuTyaums MOXET BO3HUKHYTb, €CN B pasgene

HacTporika AamMmuHucrtpupoBaHue — KoHndurypaums Cepsepa Dr.Web —

O6wume a5 HacTpoliky Peyxum perncrpauym HOBUUKOB
yCcTaHOB/eHO 3HaveHne MoaTBepXkaaTb A40CTYN BPYUHYIO, U
aAMUHUCTpaTop BblOpan Ans CcTaHuuMn BapvaHT AHTUBUPYCHasA ceTb
- E HenopgtBep)xaeHHble CTaHLUUN — % OTkasatb B gocryne
BbI6GpPaHHbIM CTaHLMAM.

MepeMeHHble MSG.AdminAddress ceTeBoW agpec LleHTpa
yrnpasneHus
MSG.AdminName UMS agMUHUCTPATOPa
Penosutopun

[ns cooBLLEHNI aHHOW TPYNMbl TakxKe AOCTYMHbI OOLLMe NepeMeHHbIe A/ PENO3UTOPUS,
NpVBeAEHHbIE BhiLLE.

AKTyanbHOe COCTOsiIHMEe NPOAYKTa B peno3ntopuu

Mapametp 3HaueHune
MpWyrHa OTNpaBKM OTnpaBaseTcs, ecn nNpv NpoBepke OBHOBEHWUI Peno3nTopus
ornoseLleHns 66110 06HaPY>XXEHO, YTO 3amnpaLlnBaeMbI MPOAYKT HAXOANUTCS B

akTyanbHOM cocTtosHun. O6HoBAeHMe 3Toro npogykTta ¢ BCO npwu
3TOM He TpebyeTtca.

JononHutenbHasa He tpebyeTcs.
HacTpoiika
MNepemMeHHble OTcyTcTBYHOT.
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| MepemMeHHble WabsoHa AKTya/JlbHOe COCTOAHME NPOAYKTa B Perno3uTopum He
: BKJIOUAIOT Pali/ibl, MOMeYeHHble Kak UITHOPUpPYeMble NMPU ONMOBELLEHUSAX B

KOHbUrypaumoHHoM darine npogykTa, cM. F1. CuHTakcuc danna koHburypaumm .config.
y y

3anyuweHo o6HOBNEeHMe NpoAyKTa peno3uTopus

Mapametp
MpnunHa oTnpaeku
onoseLleHua
JononHutenbHas

HacTpoiika

[MepemeHHble

3HaueHue
OTtnpaBnsieTcs, ecv Npy NpoBepke OOHOBIEHNA PENO3UTOPUS
6b110 0BHapPYXKEHO, YTO A4 3anpallnBaeMbIX MPOAYKTOB TpebyeTca

obHoBneHue. MNpu 3TO0M 3anyckaetcs obHoBneHne ¢ BCO.

He Tpebyertcs.

OTcyTcTBYHOT.

HepocTtaTtouHo CBOGOAHOFO MecCTa Ha AUCKe

Mapametp

MprunHa oTnpaeku
onoseLleHna

JononHutenbHas
HacTpoiika

MNepemeHHble

3HaueHue

OTtnpaBnsieTcs, ecv Ha AUCKE, Ha KOTOPOM PacroIOXeH KaTasior
Cepsepa Dr.Web var ¢ guHaMUUYeCcKMMU AaHHbIMW, 3aKaHYMBaeTCs
cB0bOAHOE MecCTO.

HexBaTka MecTa Ha AuMcKke onpeaenseTcs, eCin 0CTanoCb MeHbLue
315 MB nan menbLue 1000 Hogos (ana OC cemerictea UNIX), ecan
3TV 3HaUYEHUs He nepeonpeseneHbl NePEMEHHbIMN OKPYXXEHUS.

ObLme nepeMeHHble AnA Peno3nTopus, NpUBeAEHHbIe Bblllie
HeAOCTYMHbI.

MSG.FreeInodes yncno cBobOAHbIX GarinoBbIxX

aeckpunTtopos inodes (MmeeT
CMbIC/1 TOIBKO A1l HEKOTOPbIX
cuctem cemenctea UNIX)

MSG.FreeSpace cBObOOAHOE MecTo B balTax

MSG.Path nyTb K KaTasory ¢ Ma/bim

obbemMoM namaATh
MSG.RequiredInodes HeobxoaumMoe s paboTbl YNCIO
CcBOBOAHbLIX inodes (MMeeT CMbICA
TONbKO ANl HEKOTOPbIX CUCTEM
cemencTea UNIX)
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3HaueHue

MSG.RequiredSpace HeobxoAMMbIN Ans paboTbl
06bemM CBOHOAHON NamsATn

O6HOB/NIEeHNEe NPOAYKTa B PeNO3UTOPUM 3aMOPOXKEHO

Mapamertp

MpWyrHa oTNpaBKM
ornoseLleHus

JononHunTtenbHas
HacTpowika

MNepemeHHble

3HaueHue

OTtnpaBnseTcs, ecv NPOAYKT B PEMO3UTOPUM OblN 3aMOPO>KEH
aaMuHuctpatopom. ObHoBneHure npogykta ¢ BCO npu 3TOM He
ocyLLecTBAAETCA.

YnpaBaeHnem npogyktamu peno3mTopus, B TOM YKUCIe 3aMOPO3KOWA
W CHATMEM 3aMOpPO3KM, OCYLLECTBAAETCA B pa3gene
ApamMyHUcTpupoBaHue — JletanbHaa KoHUrypauus
peno3suTtopus.

OTcyTcTBYHOT.

O6HoBNEHMe Peno3uTOpUsA yXke 3anyLieHo

Mapamertp

MpvyrHa oTNpaBKM
ornoseLleHus

JononHutenbHas
HacTpoiika

[MepemeHHble

3HaueHue

OtnpaBnseTtcs, ecm B npouecce obHoBneHnsa Cepeepa Dr.Web
6b110 MOBTOPHO 3anyLeHO O6HOBEHMeE.

He Tpebyertcs.

OTcyTcTBYHOT.

Owwunbka o6HOBNEHUA peno3uTopus

Mapametp

MprunHa oTnpaeku
onoseLleHna

JononHuntenbHas
HacTpowika

MNepemeHHble

3HaueHue

OtnpasndeTtcq, ecav npu obHosaeHUn ¢ BCO penosnTopus nam
Kakoro-nnbo 13 NpoayKkToB peno3nTopua npousoLuaa owndka.
KoHkpeTHaa npuunHa owmnbKkm, a Takoke Ha3BaHWe NpoaykTa npu
owmnbke obHOBAEHWS NPOAYKTa, MPUBOAATCA B TEKCTE OMOBELLEHNA.

He Tpebyetcs.

MSG.Error coobueHne o6 owmnbke

MSG.ExtendedError noapobHoe onuncaHme ownbku
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MpoaykT B peno3ntopun o6HOBNEH

CoobweHne

MpWyrHa oTNpaBKM

ornoBseLLeHus

JononHutenbHas

HacTpoiika

MNepemeHHble MSG.
MSG.
MSG.
MSG.
MSG.
MSG.

CraHuumn

3HaueHune

He tpebyeTcs.

Added

AddedCount

Deleted

DeletedCount

Replaced

ReplacedCount

InaBa 2: Mpunoxxeuns

OTnpaBaseTcs Npu ygauHom obHoBAeHUN penosuTtopus ¢ BCO.

Cnuncok fobaBneHHbIX Galinos
(ka>kpoe HanMeHOoBaHWe Ha
OTAE/NbHOWN CTPOKE)

KOAM4YecTBO f0HaBAEHHbIX
dannos

CMNCOK yaaneHHbIX dannos
(kaxkAoe HaumeHoBaHWe Ha
OTAE/NbHOWN CTPOKE)

KONMYeCTBO yaasneHHbIX dpalinos
CMNCOK 3aMeHEHHbIX GpalinoB
(kaxkAoe HaumeHOoBaHWe Ha

OTAE/NbHOWN CTPOKE)

KOMYECTBO 3aMeHeHHbIX Gainnos

[ns cooBLLEHNIN aHHOW rPyNMbl TakxKe JOCTYMHbI ObLLIMe NepeMeHHble AN CTaHLUM, NPUBEAEHHbIE

BblLLe.

@

B MHOrocepsepHoOUli ceTVM BO3MOXHO MOJlyYeHNe ONMOBELLEHWNA O COBLITUAX Ha CTaHLMAX
cocegHnx Cepsepos Dr.Web. BkatoueHne gaHHOW OMLMK OCYLLECTBAAETCA Npw
HacTpovike cBsA3eit ¢ cocegHummn Cepeepamu Dr.Web (cm. PykoBogcTBo

agMUHUCTpaTOpa, pa3gen Hactpoiika ceazen mexay Cepeepamu Dr.Web).

O cobbiTnsx Ha cocegHem Cepaepe Dr.Web gocTtynHbl cnegyrolyme onoBeLleHus:
O6Hapy>keHa yrpo3a 6esonacHocTy, OTueT NpeBeHTUBHO 3awuTbl, Ownbka

CKaHupoBaHuUA, Cratncrtuka cKaHv poBaHuA.

MpunoxeHus
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ABapuiiHoe 3aBeplLUeHNe coefUHeHUs

Mapamertp

MpWyrHa oTNpaBKM
ornogeLleHus

JononHuntenbHas
HacTpoWika

MNepemeHHble

3HaueHune

OTnpaBnseTcs Npuv aBapunHOM 3aBepLIEHUN COeANHEHUS C
KNMEHTOM: CTaHLMeRN, nHCTannatopom AreHta, cocegHum Cepeepom
Dr.Web, Mpokcn-cepeepom.

YT06bI MMETH BO3MOXHOCTb OTNPaBAATL ONOBELLeHNA 06 aBapuiiHO
3aBepLUEeHHbIX COeANHEHNAX, HEOBXOAMMO YCTaHOBUTL diar
ABapuiiHble 3aBeplUEHUA COeAUHEHUN B pa3jene
AamMmuHucrpupoBaHue — KoHndurypaumus Cepsepa Dr.Web —
Cratuctuka 1 33ZaTb COOTBETCTBYHOLLME NapaMeTpbl B TOM Xe
pasgene.

MSG.Total KOJINYECTBO MPEePBaHHbIX
COeIHEHUN
MSG.Type TUN KANEeHTa

KoHTponb npuno>xeHuni 3abnokmnposan npouecc

Mapametp

MprunHa oTnpaeku
onoseLleHna

JononHunTtenbHas
HacTpoWika

MNepemeHHble

3HaueHune

OTnpaBnseTcs, ecv NPUIOXKEHWE Ha CTaHLMK BbIo
3a610knMpoBaHO KOMMNOHEHTOM KOHTPOb MPUAOXKEHWNA.

He TpebyeTcs.

MSG.AppCtlAction NPUMEHEHHOE ZeNncTBue:

e 0 — HensBecCTHO,

2 — 3abn0oKMpoBaH,

3 — 3abnokMpoBaH (He HalaeH
B CMUCKe AOBEPEHHbIX
NPUIOXKEHUI),

5 — 3abnokmpoBaH
3anpeLLaroLLMM NpaBuaamu,

7 — 3abnokmpoBaH
HacTporkaMu MONTUK.

MSG.AppCtlType TN cobbITUA:

e 0 — HensBecTeH,
e 1 — 3anyck npouecca,

e 2 — 3anycK XOCT-NpoLiecca,

MpunoxeHus
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Mapamertp

InaBa 2: Mpunoxxeuns

3HaueHune

3 — 3anycK CKpUNTOBOro
WHTEpnpeTaTopa,

e 4 — 3arpyska Moayns,
e 5 — 3arpyska ApaniBepa,
e 6 — 3anyck MSI-ycTaHOBLLMKa,

e 7/ — cO3/aHne HOBOrO
ncnonHsemoro daina Ha ancke,

e 8 — mogudukauna
ncnonHsemoro daina Ha ancke.

MSG.Path nyTb K 3a6/10KMPOBaHHOMY
npoueccy

MSG.Profile Ha3BaHWe NPopus, NO KOTOPOMY
npowvi3BeaeHa 610KMpoBKa

MSG.Rule Ha3BaHuWe Npaswa, No KOTOPOMY
npowussegeHa 6aoknpoBsKa

MSG.SHA256 xel 3a610KMpPOBaHHOrO
npouecca (SHA-256)

MSG.StationTime BPEMs Ha CTaHUuK, Koraa
npouecc 6611 3abnoknposaH

MSG.Target nyTb K 3a6710KMPOBaHHOMY
CKpUNTY B C/lydae XOCT-npoLecca

MSG.TargetSHAZ256 xel 3a6/10KMPOBAHHOIO CKPUMTa
B C/lyydae ¢ xocT-npoueccom (SHA-
256)

MSG.TestMode BK/IFOYEH JIN TECTOBBIA PEXUM
MSG.User rnosb3oBaTeslb, OT UMEHU

KOTOpOro 3anyckancs
3a6/10KMPOBaAHHbIV 06bEKT

KOHTpOIIb an/IIIO)KeHMI‘;I 3a6noxuposan npouecc 3 CnUCka N3BeCTHbIX xewen yrpos

Mapametp

MprunHa oTnpaeku
onoseLleHna

3HaueHune
OTtnpasngeTcs, ecanm Ha cTaHuMK 6blno 3a6A0KMpPOBaHO

NPUNOXEHME N3 CNNCKA U3BECTHbBIX XELLEeW Yrpo3 KOMMNOHEHTOM
KoHTpoab npunoxeHun.

MpunoxeHus
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Mapamertp

JononHuntenbHas
HacTpowika

MNepemeHHble

3HaueHune

InaBa 2: Mpunoxxeuns

OnoselleHne 06 06Hapy>XeHMM MO CMUCKY U3BECTHbIX XeLUel
BO3MOXHO, TOJIbKO €C/AN NLEH3MPOBAHO UCMOAb30BaHMe
6ronneTeHen N3BECTHbIX XeLlelr Yyrpo3 (A0CTaTOUYHO IMLIEH3UN XOTA
6bl B O4HOM U3 JINLLEH3NOHHBIX KIHOUER, Mcnosb3yembix CepBepom

Dr.Web).

Hannuve anueHsnm npneoamTca B MHGOPMaLmMm no
NVNLEH3NOHHOMY KOy, KOTOPYHO MOXHO MPOCMOTPETb B paszese
MeHeppkep nuueHsnia, napameTtp PaspelueHHble cNMcKn
6ronnereHein xewein (eciv GYHKLMOHAN HE NLEH3NPOBAH, AaHHbIN

napameTtp OTCYTCTBYeET).

MSG.AppCtlAction

MSG.AppCtlType

MSG.Document

MSG.Path

MSG.Profile

NPVYIMEHEeHHOe JeliCTBME:

e 0 — HensBecCTHO,
e 2 — 3abnoKMpoBaH,

e 3 — 3abn0KkMpoBaH (He HangeH
B CMUCKe AOBEPEHHbIX
NPUIOXKEHUI),

e 5 —3abnokmpoBaH
3anpeLLaroLLMM NpaBuaamu,

e 7 — 3abnoknposaH
HacTpoWKaMmn NOAUTUK.

TN cobbITUA:

e 0 — HensBecTeH,

o 1 — 3anyck npouecca,

2 — 3anycK XoCT-npoLiecca,

3 — 3anycK CKpUNTOBOro
WHTEpnpeTaTopa,

4 — 3arpyska Moayns,

5 — 3arpy3ka gpatiBepa,

e 6 — 3anyck MSI-ycTaHOBLLMKa,

7 — co3paHne HOBOTO
ncnonHsemoro daina Ha ancke,

8 — moaudukauyma
ncnonHsemoro daina Ha ancke.

6roNneTeHb, CoaepXKaLLmii XeLl

nyTb K 3a6/10KNPOBaHHOMY
npoteccy

Ha3BaHWe nNpodunaa, Mo KOTOPOMyY
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3HaueHune

MSG.

MSG.

MSG.

MSG.

MSG

MSG.

MSG.

Rule

SHA256

StationTime

Target

.TargetSHA256

TestMode

User

Kpmvlqecxaﬂ ownbka o6HOBNEHUA CTaHUUMN

Mapametp
MpnunHa oTnpaeku
onoseLleHua
JononHutenbHas

HacTpoiika

[MepemeHHble

HeunsBecTHaa ctaHuusa

Mapamertp

MpWyrHa oTNpaBKM
ornoseLleHus

3HaueHue

InaBa 2: Mpunoxxeuns

nponseeaeHa 6J'IOKVIpOBKa

Ha3BaHWe npaewaa, MO KOTOPOMY
npowunssegeHa 6aoknpoBsKa

xelw 3ab610KMpoOBaHHOrO
npouecca (SHA-256)

Bpems Ha CTaHLuW, KOorAa
npouecc 6611 3abnoknposaH

nyTb K 3a6/10KMPOBaHHOMY
CKpVNTY B C/ly4ae XocT-npotiecca

xel 3ab710KMPOBaHHOro CKpUnTa
B C/lyydae ¢ xocT-npoueccom (SHA-
256)

BK/IFOUEH JIN TECTOBbIN pPeXunm
NnoJsib30BaTe/ib, OT UMEHU

KOTOpOro 3anyckancs
3a6/10KMPOBaAHHbIV 06bEKT

OTnpaBnseTcs, ecv Co CTaHLUMUM NONYyUYeHO OMoBeLLeHUn 06
olwmnbke B Npouecce 0BHOBAEHUS aHTUBUPYCHbBIX KOMTMOHEHTOB C
Cepsepa Dr.Web.

He Tpebyertcs.

MSG.Product

MSG.ServerTime

3HaueHue

0bHOBASIEeMbIV MPOAYKT

MeCcTHOe BpeMs Noay4YeHuns
coobueHuns Cepsepom Dr.Web

OTnpaBnseTca, ecan HOBas CTaHLMA 3anpocuaa NogKItoYeHne K
Cepsepy Dr.Web, Ho 6bina He gonyleHa 40 paccMOTpPeHUS
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JononHunTtenbHas
HacTpowika

MNepemeHHble

Mapametp
MprunHa oTnpaeku
onoseLleHna
JononHutenbHas

HacTpoiika

[MepemeHHble

3HaueHue

InaBa 2: Mpunoxxeuns

noATBEPXAEHUNA NN OTKa3a B perncrtpauunin.

He Tpebyetcs.

MSG.ID

MSG.Rejected

MSG.StationName

O6Hapy>keHa yrpo3a 6esonacHocTH

3HaueHune

UUID HensBecTHOM CTaHLmMK

3HaUeHus:
e rejected — CTaHLUMM OTKa3aHo
B AOCTyne

e newbie — caenaHa nonbiTka
nepeBecTy CTaHLUMIO B
COCTOsiHMe "HoBMYoK"

Ha3BaHWe CTaHUMN

OTnpasndeTcs, ecam co CTaHUMM NOsyYeHO OnoBeLLeHnn o6
obHapyxeHWM yrpos. B onoselyeHnn agMUHUCTPATOPY TakKe
npuBoAnTCA NoapobHaa nHdopmauma 06 obHapy>KeHHbIX yrpo3ax.

He tpebyeTcs.

MSG.

MSG.

MSG.

MSG.

MSG.

MSG.

MSG.

MSG.

GEN.

Action

Component

InfectionType

ObjectName

ObjectOwner

RunBy

ServerTime

Virus

ServerRecvLinkID

AeicTBre, NpeAnpuUHATOe npu
obHapyxeHun

MMs KOMMOHEHTa
TVIN yrpo3bl
UM MHOULMPOBAHHOTO obbeKTa

BAazenel, UHPULMPOBAHHOTO
obbekTa

nosib30BaTeslb, OT MMEHMU
KOTOPOro 3anyLeH KOMMOHEHT

Bpemsa noayvyeHuns cobuitna, GMT
UM yrpo3bl

UUID nocnegHero cocepHero

MpunoxeHus
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3HaueHune

Cepsepa Dr.Web, ot koToporo
6b110 MNoNyYeHO JaHHOoe
coobleHne 06 0bHapy>XeHHOM
yrpose Ha NoAKAHYEHHbIX K HEMY
CTaHUMAX (NyCcToe 3HaueHwue, ecan
obHapy>keHa yrposa Ha CTaHumsX,
NOAKIHOUEHHbIX K AaHHOMY
Cepsepy Dr.Web)

GEN.ServerRecvLinkName Ha3BaHWe MoCcAeAHEro CoCeHero
Cepsepa Dr.Web, ot koToporo
6b110 NonyyeHo cooblueHne 06
06Hapy>XeHHOW yrpose Ha
NMOAK/IFOUEHHbIX K HEMY CTaHLMAX
(nycToe 3HaueHwue, ecan
obHapy>keHa yrposa Ha CTaHumsX,
NOAKIHOUEHHbIX K AaHHOMY
Cepsepy Dr.Web)

GEN.ServerOriginatorID UUID Cepsepa Dr.Web,
KOTOPOMY noJKnto4veHa CTaHumnA,
Ha KOTOpOV ObHapyeHa yrposa

GEN. ServerOriginatorName Ha3BaHue Cepsepa Dr.Web,
KOTOPOMY noJKnto4veHa CTaHumnA,
Ha KOTOpOV ObHapyeHa yrposa

O6Hapy>xeHa yrpo3a 6e30nacHOCTM MO U3BEeCTHbIM XellaMm yrpos

Mapamertp

MpvyrHa OTNpaBKM
ornoseLleHus

JononHutenbHas
HacTpoiika

3HaueHune

OTnpaBaseTcs, ecan co CTaHLMKM Noay4eHO onoBeLleHnn 06
06Hapy>KeHWM Yrpo3 M3 Cnncka N3BECTHbIX Xellel yrpo3. B
OMOBELLEHNN agMUHNCTPATOPY Takke NPUBOANTCA MOAPO6HasA
NHPopmaLma 06 06Hapy>KEHHbIX Yrpo3ax.

OnoBelleHne 06 06HaPYXXEHUM MO CMMUCKY U3BECTHBIX XELUEel
BO3MOXHO, TOJIbKO €C/IN IMLLEH3MPOBAHO MCMOb30BaHMe
GroneTeHEN N3BECTHBIX XELLEN Yrpo3 (AOCTaTOUHO JIMLIEH3UN XOTA
6bl B OZHOM 13 NIMLLEH3MOHHbIX KIOUEN, NCnonb3yeMbix CepBepom
Dr.Web).

Hanvuve avueH3nm npnBoanTcs B MHbGOpMaLmmn no
JIVMLLEH3VOHHOMY KFOUY, KOTOPYH MOXHO MPOCMOTPETbL B paszene
MeHep>xep nvueH3uiA, napametp Pa3pelueHHble cnnckn
6ronneteHen xewemn (eca GyHKLMOHAN He NNLIEH3NPOBAH, AaHHbIN
napamMeTp OTCYTCTBYET).

MpunoxeHus
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lMepemeHHble

3HaueHune

MSG.

MSG.

MSG.

MSG.

MSG.

MSG.

MSG.

MSG.

MSG

MSG.

MSG.

GEN.

GEN.

Action

Component

Document

InfectionType

ObjectName

ObjectOwner

RunBy

SHA1

.SHA256

ServerTime

Virus

ServerRecvLinkID

ServerRecvLinkName

InaBa 2: Mpunoxxeuns

AeicTBMe, NPeAnpUHATOe Npu
obHapy>xeHun

MMA KOMIMOHEHTa

6ronNeTeHb, Cofep KallLni XeLl
06Hapy>KeHHOW yrpo3bl

TN Yyrpos3bl
nmA VIHCI)VILI,VIpOBaHHOFO obbekTa

Brageney, MHOMLMPOBAHHOTO
obbekTa

MnoJsib30BaTe/ib, OT UMEHU
KOTOPOro 3anyweH KOMMNOHEHT

xew SHA-1 obHapy>keHHoro
obbekTa

xew SHA-256 obHapy>xeHHOro
obbekTa

Bpems nonyyeHuns coboitna, GMT
M8 Yyrpos3bl

UUID nocneagHero cocegHero
Cepsepa Dr.Web, ot koToporo
6b110 MONYYEHO AaHHOE
coobLeHne 06 obHapy>KeHHOM
yrpo3se Ha NoAK/IOYEHHbIX K HEMY
CTaHUMAX (NycToe 3HaYeHune, ecau
obHapy>XeHa yrposa Ha CTaHLMsX,
NOAKNOYEHHBIX K JAHHOMY
Cepsepy Dr.Web)

Ha3BaHWe NOCNeLHEro CoCesHero
Cepsepa Dr.Web, ot koToporo
6b110 NoNyyYeHO cooblieHne 06
06Hapy>XeHHOW yrpo3e Ha
MOAK/IOUYEHHBIX K HEMY CTaHLIMAX
(nycToe 3HauveHwue, ecn
obHapy>KeHa yrposa Ha CTaHUusX,
NOAKNFOUYEHHbIX K AJAHHOMY
Cepsepy Dr.Web)
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OTtueT NMpeBeHTUBHOW 3aLUThI

Mapametp
MprunHa oTnpaeku
onoseLleHna
JononHutenbHas

HacTpoiika

lMepemeHHble

3HaueHune

GEN.ServerOriginatorID

GEN. ServerOriginatorName

3HaueHune

InaBa 2: Mpunoxxeuns

UUID Cepsepa Dr.Web, k
KOTOPOMY MOAK/IOUEHA CTaHLMS,
Ha KOTOpOW 0bHapy>eHa yrpo3a

Ha3BaHue Cepsepa Dr.Web, k
KOTOPOMY MOAK/IOUEHA CTaHLMS,
Ha KOTOpOW 0bHapy>eHa yrpo3sa

OTI'IpaBJ'IFIeTCFI npun noaydyeHnn otyeTa OT KOMMNOHEHTa
HPEBEHTMBHaﬂ 3aunTa COo CTaHUMnM 3TOro nam coceaHero CepBepa

Dr.Web.

He tpebyeTcs.

MSG.AdminName

MSG.Denied

MSG.HipsType

MSG.IsShellGuard

MSG.Path

MSG.Pid

MSG. ShellGuardType

aaMUHUCTPaTOP,
MHULMNPOBABLUWIA AEUCTBUE Haj,
NoAO3PUTENbHbBIM MPOLECCOM

JeVicTBUE, MPOU3BEAEHHOE Haj
NnoJo3pUTENbHBIM MPOLECCOM:

e 3anpeweH

e paspelueH

TN 3alniaeMoro obbekTa

paszeneHue no TMnam peakuumu
MpeBEHTVBHOM 3aLUMWTbI:

e 6n0KMpOBKa
HeaBTOPM30BaHHOIO KOZa

e MpoBepka JoCTyna K
3alUMLaeMbiM 06BbeKkTam

nyTb K npoueccy c
I'IO,CI,O3pI/IT€fIbHOI7I AdKTUBHOCTbHO

naeHtTndunkatop npouecca
NoZ03PUTENbHOM aKTUBHOCTbIO

npu4rHa 610KMPOBKHM
MCMOJIHEHWS HEeaBTOPU30BAHHOTO
Koga
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MSG.StationTime

MSG.Target

MSG.Total

MSG.User

MSG.UserAction

GEN.ServerRecvLinkID

GEN. ServerRecvLinkName

GEN. ServerOriginatorID

GEN.ServerOriginatorName

InaBa 2: Mpunoxxeuns

BpeMs NosiBAeHMs COObITUS Ha
CTaHuUK

nyTb K 3aliuaeMomMy 06BeKTy, K
KOTopoMy bblia ocyLecTBaAeHa
noneiTka JocTyna

KO/INYECTBO 3aMpeToB B Cay4ae
aBTOMaTMUECKOW peakLmm
MNpeBeHTVMBHOW 3aLLmKThI

noJsib3oBaTtesb, OT UMEeHU
KOTOpPOro Obi 3anyweH npouecc
I'IO,CI,O3pI/IT€fIbHOI7I AdKTUBHOCTbHO

MHULMATOP AEVCTBUS Haj
NoAO03PUTENbHBIM MPOLECCOM:

® [10JIb30BaTe/lb

e aBTOMaTMUeckas peakuus
MNpeBeHTVMBHOW 3aLLmnThI

UUID nocnegHero cocepHero
Cepsepa Dr.Web, ot koToporo
6b11 nonyyeH oTyeT
MNpeBeHTVUBHOW 3aLLnTbl C
NOAKNOUYEHHbIX K HEMY CTaHLMR
(nycToe 3HauveHve, eciv NoayyeH
OTYET CO CTaHLWW, NOAKNHOYEHHbIX
K sgaHHomy Cepsepy Dr.Web)

Ha3BaHWe Moc/ieHero coceHero
Cepsepa Dr.Web, ot koTtoporo
6b11 NolyYeH oTyeTt
MpeBeHTVMBHOM 3aLLMWTbI C
NOAKNOUYEHHbIX K HEMY CTaHLMR
(nycToe 3HauveHne, eciv NosyyeH
OTYeT CO CTaHLWW, MOAKNOUYEHHbIX
k saHHomy Cepsepy Dr.Web)

UUID Cepsepa Dr.Web, k
KOTOPOMY MOAKAHOUYEHA CTaHLWs, C
KOTOPOW MOJyYeH OTYeT
MpeBEHTVMBHOM 3aLUWTbI

Ha3BaHue Cepsepa Dr.Web, k
KOTOPOMY MOAKAHOYEHA CTaHUuS, C
KOTOPOW MosyyeH oTyeT

MpunoxeHus

73



A
d
A

AT
g:

Mapamertp

InaBa 2: Mpunoxxeuns

3HaueHune

MpeBEHTVMBHOM 3aLUWTbI

Otuer npeBeHTMBHOﬁ 3alnThbl 06 06|-|apy)|(e|-|vm yrpos no nsBecCtHbiM Xellam yrpos

Mapametp

MpnunHa oTnpaeku
onoseLleHua

JononHunTtenbHas
HacTpowika

MNepemeHHble

3HaueHune

OTnpasaseTcs Npu noay4yeHnn otTyeta oT KOMMOHEHTa
MpeBeHTMBHaA 3aLluTa CO CTaHLMK 3TOro nam coceaHero Cepsepa
Dr.Web npu obHapy>eHnn yrpo3 13 crnvcka M3BeCcTHbIX XeLlen

yrpos.

OnoBelleHre 06 0BHapy>XeHUW MO CMNCKY U3BECTHbIX XeLlei
BO3MOXHO, TOJIbKO €C/N INLIEH3MPOBAHO MUCMOJIb30BaHMe
6rosneTeHEN M3BECTHBIX XeLUel Yyrpo3 (4OCTaTOUYHO ANLIEH3MM XOTS
6bl B O4HOM U3 JINLLEH3NOHHBIX KIHOUER, ncnosb3yembix CepBepom
Dr.Web).

Hannuve anueHsnm npnsoamTca B MHGOPMaLMm no
JNNLEH3NOHHOMY KJIHOUYY, KOTOPYHO MOXHO NMPOCMOTPETh B pasgene
MeHeppkep nuueHsnia, napameTtp PaspelueHHble cNMcKn
6ronnereHein xewein (eciv GyHKLMOHAN HE INLEH3NPOBAH, AaHHbIN
napameTp OTCYTCTBYeET).
MSG.AdminName aAMUHUCTPaTOP,
MHULMMPOBABLUNIA AeCTBME Haj,
NoZO3PUTENbHBLIM MPOLECCOM

MSG.Denied JeicTBMe, MPOU3BEEHHOE Haj

noA03pUTEJ/IbHBbIM MpoueccoM:

e 3anpeLyeH
e paspelueH

MSG.Document BronneTeHb, coaepKalLmii xeLl

06Hapy>KeHHOM yrpo3bl

MSG.HipsType TWN 3alLNLLAEMOro obbekTa

MSG.IsShellGuard paszeneHune rno Tnam peakuum

MpeBEHTVBHOM 3aLUWTbI:

e 610KMpPOBKa
HeaBTOPM30BaHHOIO KOZa

e MpoBepka JoCTyna K
3aUMLaeMbiM 06BbeKkTam

MSG.Path nyTb K npoLieccy ¢

I'IO,CI,O3pI/ITGfIbHOI7I AdKTUBHOCTbHO
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MSG.

MSG.

MSG

MSG.

MSG.

MSG.

MSG.

MSG.

MSG.

GEN.

GEN. ServerRecvLinkName

pid

SHA1L

.SHA256

ShellGuardType

StationTime

Target

Total

User

UserAction

ServerRecvLinkID
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VIAEHTVI(I)VIKaTOp npouecca c
I'IOAO3pI/ITGJ'IbHOI7I AdKTUBHOCTbHO

xew SHA-1 obHapy>keHHOro
obbekTa

xew SHA-256 obHapy>keHHOro
obbekTa

npuynHa 610KMPOBKHM
NCMONHEHNA HeaBTOPU30BaHHOTO
Koja

BpeMAa noAaBJieHNA cobbITMA Ha
CTaHUMn

NyTb K 3alUyLLiaeMoMy 06BbEKTY, K
KOTOpPOMY bblna ocyLecTBaeHa
nonbiTka focTyna

KOZIMYeCTBO 3anpeToB B Cyyae
aBTOMaTNYeCKOW peakLmm
MpeBeHTVBHON 3aLWUnTbI

nosb3oBaTeb, OT UMEHH
KOTOPOro 6bi1 3anyLLeH NpoLecc ¢
NoJO3PUTENbHON aKTUBHOCTHHO

NHULMATOP AEVCTBUSA Haj,
NnoJ03pUTENbHBIM MPOLECCOM:

® [10JIb30BaTeNb

e aBTOMaTM4eckas peakuus
MpeBEHTVMBHOM 3aLUWTbI

UUID nocnegHero coceaHero
Cepsepa Dr.Web, ot koTtoporo
6b11 NolyyYeH oTyeTt
MpeBeHTVMBHOM 3aLLUMWTbI C
NOAKNHOUYEHHbIX K HEMY CTaHLMR
(nycTtoe 3HauveHune, eciv nosyyeH
OTYeT CO CTaHLWW, MOAKNOUYEHHbIX
k aaHHomy Cepsepy Dr.Web)

Ha3BaHWe rnocneHero coceHero
Cepsepa Dr.Web, ot koToporo
6b11 NonyyeH oTyeT
MNpeBeHTVMBHOW 3aLLnTbl C

MpunoxeHus
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Mapamertp

3HaueHune

GEN.ServerOriginatorID

GEN.ServerOriginatorName

Owwunbka aBTOpPM3aL UM CTaHLUU

Mapamertp

MpWyrHa oTNpaBKM
ornoseLleHus

JononHutenbHas
HacTpoiika

MNepemeHHble

Owwunbka ckaHMpoBaHUA

Mapametp

MprunHa oTnpaeku
onoseLleHna

3HaueHue

InaBa 2: Mpunoxxeuns

NOAKNOUYEHHbIX K HEMY CTaHLMR
(nycToe 3HauveHne, eciv nosyyeH
OTYeT CO CTaHLWW, MOAKNOUYEHHbIX
k saHHomy Cepsepy Dr.Web)

UUID Cepsepa Dr.Web, k
KOTOPOMY MOAKAHOUYEHA CTaHLWs, C
KOTOPOW MOJyYeH OTYeT
MpeBEHTVMBHOM 3aLLUWTbI

Ha3BaHue Cepsepa Dr.Web, k
KOTOPOMY MOAKAOYEHA CTaHUuS, C
KOTOPOW MosyyYeH oTyeT
MNpeBeHTVMBHOW 3aLLmWThI

OTnpasnseTcs, ecam nNpuv nonbiTke nogiatoueHms K Cepsepy Dr.Web
CTaHLMA NpeAoCTaBUNa HEBEPHbIe yUeTHble AaHHble. JancHellume
LencTBIUS, 3aBUCALLME OT MONNTUKN MOAKIFOUEHNS CTaHLMNA, TakxKe

npmMBOAATCA B ONOBELLEHNN.

MonnTrKa NOAKIOYEHNS CTaHUMIA 3aZaeTcs B HacTpolike Pexxum
perucrpauum HOBMUKOB pa3zena AAMUHUCTPUPOBaHue —
Kondurypaumsa Cepsepa Dr.Web — O6uwume.

MSG.ID

MSG.Rejected

MSG.StationName

3HaueHune

UUID cTtaHuumn

3HaueHus:
e rejected — CTaHUMM OTKa3aHO
B ZOCTyne

e newbie — caenaHa nonbiTka
nepeBecTy CTaHLUMIO B
COCTOsIHME "HoBUYOK"

Ha3BaHWMe CTaHUMN

OTnpaBaseTcs, ecin co CTaHLMK NoNydYeHo onoBeLleHre 06
olWKnbKe, BO3HUKLLIEN NMPU CKAHUPOBAHWN.

MpunoxeHus
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JononHuntenbHas
HacTpowika

MNepemeHHble

3HaueHune

He TpebyeTcs.

MSG.Component
MSG.Error
MSG.ObjectName
MSG.ObjectOwner

MSG.RunBy

MSG.ServerTime

GEN.ServerRecvLinkID

GEN. ServerRecvLinkName

GEN.ServerOriginatorID

GEN. ServerOriginatorName
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NMMA KOMMNOHEHTa
coobuieHne 06 owmnbke
nMs obbekTa

BlageneL, obbekTa

noJsib3oBaTtesib, OT MMEHU KOTOPOTro
3anyuweH KOMMNOHeHT

Bpems nonyyeHuns coboitna, GMT

UUID nocnegHero coceaHero
Cepsepa Dr.Web, ot koToporo
6blna nonyyeHa MHbopmaums 06
owmnbKe Npu CKaHNPOBAHUY
NOAKNHOUYEHHbIX K HEMY CTaHLMR
(nycTtoe 3HauveHWe, ecnn owmnbka
CKaHMpPOBaHWMA NpomnsoLna Ha
CTaHLUMAX, NOAKNFOYEHHbIX K
aaHHomy Cepsepy Dr.Web)

Ha3BaHWe NoC/aeJHero CocefHero
Cepsepa Dr.Web, ot koTtoporo
6blna nonyyeHa MHbopmMaums 06
owmnbKe Npun CKaHNPOBAHUY
NOAKNOUYEHHbIX K HEMY CTaHLMR
(nycTtoe 3HauveHWe, ecnn owmnbka
CKaHMpPOBaHWMA NpomnsoLna Ha
CTaHLUMAX, MOAKNFOYEHHBIX K
aaHHomy Cepsepy Dr.Web)

UUID Cepsepa Dr.Web, k
KOTOPOMY MOAK/IHOUEHA CTaHLMS,
Ha KOTOPOM NpounsoLuna owwmbka
CKaHMpPOBaHUA

Ha3BaHue Cepeepa Dr.Web, «
KOTOPOMY MOAKIOYEHa CTaHLWS,
Ha KOTOpOl Npou3soLuaa olwmnbka
CKaHVPOBaHWA

MpunoxeHus
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Owwnbka ckaHMpoBaHUA NPy 06Hapy>KeHUN Yrpo3bl MO U3BECTHbIM XellaM Yrpos

Mapamertp

MpWyrHa oTNpaBKM
ornogeLleHus

JononHutenbHas
HacTpoiika

[MepemeHHble

3HaueHune

OTnpasaseTcs, ecan NpomsoLlia ownbka ckaHMpPoBaHWA Npu
06HapY>KeHWM Yrpo3bl U3 CNNCKa N3BECTHbBIX Xellel yrpos.

OnoBelleHne 06 06HaPYXXEHUM MO CMUCKY U3BECTHBIX XELUEel
BO3MOXHO, TOJIbKO €C/N IMLLEH3MPOBAHO MCMONb30BaHMe
6ronneTeHelr N3BECTHbIX Xelleln Yyrpo3 (4OCTaTOYHO ANLIEH3MMN XOTA
6bl B OZHOM 13 NIMLLEH3MOHHbIX KIHOUEN, NCnonb3yeMbix CepBepom
Dr.Web).

Hanvuve avueH3nm npnBoanTcs B MHbGOpMaLmmn no
JIMLLEH3VOHHOMY KFOUY, KOTOPYH MOXHO MPOCMOTPETb B paszene
MeHep>xep nvueH3niA, napametp Pa3pelueHHble cnnckn
6ronneteHel xewemn (ecav GyHKLMOHAN He NNLIEH3UPOBAH, AAHHbIN
napamMeTp OTCYTCTBYET).

MSG.Component NMA KOMMOHEHTa

MSG.Document BronneTeHb, coaepKalLmii xeLl
06Hapy>KeHHOM yrpo3bl

MSG.Error coobueHune 06 owmnbke
MSG.ObjectName nma obbekrta

MSG.ObjectOwner BAajeney obbekTa

MSG.RunBy Mosb30BaTe b, OT IMEHU KOTOPOro

3anyuweH KOMMNOHeHT

MSG.SHAI xew SHA-1 obHapy>xeHHOro
obbekTa

MSG.SHA256 xew SHA-256 obHapy>keHHOro
obbekTa

MSG.ServerTime Bpema noayyeHuns cobuitna, GMT

GEN.ServerRecvLinkID UUID nocnegHero cocesHero

Cepsepa Dr.Web, ot koTtoporo
6blna nonyyeHa MHbopmMaums 06
owmnbKe Npun CKaHNPOBAHUY
NOAKNOUYEHHbIX K HEMY CTaHLMR
(nycTtoe 3HauveHWe, ecnn owmnbka
CKaHMpPOBaHMA NpousoLna Ha
CTaHLUMAX, NOAKNFOYEHHbIX K
aaHHomy Cepsepy Dr.Web)

MpunoxeHus
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3HaueHune

GEN.ServerRecvLinkName Ha3BaHMe NOoC/AeJHEero CoceHero
Cepsepa Dr.Web, ot koTtoporo
6blna nonyyeHa MHbopmMaums 06
owmnbKe NP CKaHNPOBAHUY
NOAKNHOUYEHHbIX K HEMY CTaHLMR
(nycTtoe 3HaueHWe, ecnn owmbka
CKaHWpPOBaHMA Npom3oLuia Ha
CTaHLMAX, NOAKIOYEHHbIX K
aaHHomy Cepsepy Dr.Web)

GEN.ServerOriginatorID UUID Cepsepa Dr.Web,
KOTOPOMY MOAK/IOUEHA CTaHLMS,
Ha KOTOPOM NpounsoLuna owwmbka
CKaHMpPOBaHUA

GEN. ServerOriginatorName Ha3BaHue Cepsepa Dr.Web,
KOTOPOMY noJKnto4yeHa CTaHuuA,
Ha KOTOpOl Npou3soLuaa olmnbka
CKaHMpPOBaHUA

Ownbka co3aaHumA yue'rHoﬁ 3anmcm CTaHUUn

Mapametp
MprunHa oTnpaeku
onoseLleHna
JononHutenbHas

HacTpoiika

lMepemeHHble

3HaueHue
OTnpaBnseTcs, eciv HEBO3MOXHO CO3/aTh HOBYHO YYETHYHO 3anucb
cTaHumm Ha Cepepe Dr.Web. MNMoapobHocTM 06 owmnbke

npuBogaTcs B danne xypHana Cepsepa Dr.Web.

He Tpebyetcs.

MSG.ID UUID ctaHuum

MSG.StationName Ha3BaHWe CTaHUMN

CraHuma gaBHO He nogkatoyanach kK Cepsepy Dr.Web

Mapametp

MprunHa oTnpaeku
onoseLleHua

JononHunTtenbHas
HacTpowika

3HaueHune

OTtnpasnseTcs cornacHo 3agaHuto B pacnucaHmm Cepsepa Dr.Web.
Cozep>XuT MHPOPMaLMIO O TOM, YTO CTaHLMA JaBHO He
noakitovancs k gaHHomy Cepeepy Dr.Web. [lata nocnegHero
NOAK/IOYEHNA MPUBOANTCA B TEKCTE OMOBELLEHNUA.

[AnvTenbHOCTb Neproja, B TeYEHNE KOTOPOro CTaHLUMA AO/IKHA He
BbIXOAMTb Ha CBA3b, UTOObI HbINO OTMPABAEHO OMOBELLEHNE,

MpunoxeHus
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3HaueHune

3ajaeTca B 3agaHnm CTaHUMA JaBHO He NOAKJOYanach B
pacnucaHum Cepsepa Dr.Web, HacTpanBaemom B paszene
AamunHuctpmupoBaHue — MaaHmpoBwmk 3agau CepBepa Dr.Web.

Ob6Lwme nepemMeHHble ANs CTaHUWIA, NPUBEAEHHbIE Bbllle
HeZOCTYMHbI.

MSG.DaysAgo KOJIMUECTBO AHEN C MOMEHTa

MOC/eAHErO MOAKIOYEHNS K
Cepeepy Dr.Web

MSG.LastSeenFrom ajpec, C KOTOPOro CTaHuuA B

nocaefHUIA pa3 noakarYanach K
Cepeepy Dr.Web

MSG.StationDescription onucaHme cTaHumm

MSG.StationID UUID cTtaHumm

MSG.StationMAC MAC-aapec ctaHumm

MSG.StationName Ha3BaHWe CTaHUMMn

MSG.StationSID naeHTMduKaTop besonacHocTH

CTaHUnn

CTaHLI,I/Iﬂ noarBepXXgeHa aBTOMaTU4eCkKun

Mapametp

MpununHa oTnpaeku
onoseLleHna

JononHutenbHas
HacTpoiika

[MepemeHHble

3HaueHue

OTnpaBnsieTcs, ecv HoBasl CTaHLMsA nojana 3anpoc Ha
nogxntoueHve k Cepaepy Dr.Web v 6bi1a noateepxzeHa Cepepom
Dr.Web aBTromatunuecku.

CuTyauma MOXeT BO3HUKHYTb, eCiv B pasgene
ApmMmuHnctpupoBaHue — KoHnpurypaumsa Cepsepa Dr.Web —
O6wue a1s HacTpoliki Pexxum perucrpauum HOBUUKOB
YCTaHOBJ/IEHO 3HayeHe ABTOMaTU4eCcKN paspewunTb AOCTYn.

OTcyTcTBYHOT.

CTaHLI,I/Iﬂ noareBep>xgeHa agMUHUCTPATOpPOM

Mapametp

MprunHa oTnpaeku

3HaueHune

OTI'IpaBJ'IﬂeTCFI, €C/In HOBaA CTaHUMA nojaja 3anpoc Ha

MpunoxeHus
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onoeeweHnA

JononHutenbHas
HacTpoiika

MNepemeHHble
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3HaueHune

nogkntoueHune k Cepsepy Dr.Web 1 6bin1a nogTBepxxaeHa
aAMVHUCTPATOPOM BPYYHYHO.

CuTyaunsa MOXeT BO3HUKHYTb, €C/IM B pa3jene
AamMmuHuctpupoBaHue — KoHpurypaumsa Cepepa Dr.Web —
O6wue A5 HacTpoiki Pexxnm perucrpauum HOBMUKOB
YCTaHOBJ/IEHO 3HauyeHVe MoaTBepIXKAaTh AOCTYN BPYUHYIO, U
a,a,MMHMCTpaTop Bblbpan Ans cTaHUMM BapuaHT AHTUBUPYCHaA ceTb
HenoaTBep)kaeHHble CTaHUUKN — i) PaspewnTtb goctyn
Bb|6pa|-||-|b|M CTaHUMAM U Ha3HauYNTb NEePBUYHYIO Fpymnny.

MSG.AdminAddress ceTeBol agpec LleHTpa
ynpaBaeHunA
MSG.AdminName MMa agMUHUCTPaTopa

CTaHLI,I/Iﬂ y>Ke 3apeructpupoBaHa

Mapametp

MprunHa oTnpaeku
onoseLleHna

JononHunTtenbHas
HacTpowika

MNepemeHHble

Cratnctuka CKaHUpoBaHuA

Mapametp
MpununHa oTnpaeku

onoeeweHnA

JononHutenbHas
HacTpoiika

3HaueHune

Otnpasnsetcs, ecam k Cepeepy Dr.Web nbitaetca nogknroumntbcs
CTaHUMA C AEHTUHNKATOPOM, KOTOPbIV COBMajaeT C
NAEHTUPUKATOPOM CTaHLMKN y>Ke NMOAKIFUEHHOM K JaHHOMY
Cepsepy Dr.Web.

He TpebyeTcs.

MSG.ID UUID ctaHumm

MSG.Server ID Cepsepa Dr.Web, Ha koTopom
CTaHLVMA 3aperncTpuposaHa

MSG.StationName Ha3BaHWe CTaHUumn

3HaueHue
OTnpaBnseTcs, eciv CO CTaHUMMU NOJYYEHO OMOBELLEHNN O
3aBEPLUEHNN CKaHUPOBaHWA. B onoBeLLeHM agMUHUCTpaTopa

TakKKe NpuBoOgNTCA KpaTkKaAa CTaTUCTMKa CKaHUPOBaHUA.

He Tpebyertcs.
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3HaueHue

MSG.

MSG.

MSG

MSG.

MSG.

MSG.

MSG.

MSG.

MSG.

MSG.

MSG.

MSG

MSG.

MSG.

MSG

GEN.

Component

Cured

.DeletedObijs

Errors

Infected

Locked

Modifications

Moved

Renamed

RunBy

Scanned

.ServerTime

Speed

Suspicious

.VirusActivity

ServerRecvLinkID
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MMsA KOMMOHEHTA, MPOBOAMNBLLETO
CKaHMpOBaHwue

KOJINYECTBO Bbl/I@YEHHbIX
06BbEKTOB

KOMM4ecTBO yAaN€HHbIX 0b6bekToB

KOM4ecTBO ownbok
CKaHMpPOBaHUA

KONNYECTBO NHPULIMPOBAHHbIX
06BbEKTOB

KONMYECTBO 3a6/10KMPOBaHHbIX
0b6beKkToB

KOJIMYeCTBO OO BbEKTOB,
NHOULMPOBAHHBbIX
MoandUKaunsaMn BUPYCOB

KOJIMYEeCTBO OOBbEKTOB,
nepemMeLLeHHbIX B KapPaHTUH

KONMYECTBO NMepenMeHOBaHHbIX
0b6beKkToB

noJsib3oBaTe/lb, OT UMEHU KOTOPOro
3anyweH KOMMNOHEeHT

KONMYECTBO MPOCKaHNPOBAHHbIX
06beKkToB

Bpema nony4veHuns coboitna, GMT
ckopocTb obpaboTkm B Kb/

KOJIMYECTBO MOAO3PUTENBHBIX
06BHEKTOB

KOIMYeCTBO O6HaPY>KEHHbIX
BUPYCOB

UUID nocneaHero cocegHero
Cepsepa Dr.Web, ot koToporo
6blna NosyyeHa ctaTcTuka
CKaHVMPOBaHMA MOAKIOUYEHHbIX K
HeMy CTaHUW (MycToe 3HaueHue,
ec/n noayyeHa CcTaTucTmka co
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Mapametp 3HaueHne

GEN. ServerRecvLinkName

GEN.ServerOriginatorID

GEN. ServerOriginatorName

Tpebyetca nepesarpyska cTaHLUN

InaBa 2: Mpunoxxeuns

CTaHLMM, NOAKNOYEHHbIX K
aaHHomy Cepsepy Dr.Web)

Ha3BaHWe NocaefHero cocegHero
Cepsepa Dr.Web, ot koToporo
6blna nosyyeHa ctaTUcTukKa
CKaHMPOBaHUA NOAKNOYEHHbIX K
HeMy CTaHUW (MycToe 3HaueHue,
ec/n noayyeHa CcTaTucTmka co
CTaHLUWA, NOAKIFOUEHHbIX K
naHHomy Cepsepy Dr.Web)

UUID Cepsepa Dr.Web, k
KOTOPOMY MOAK/IOUEHa CTaHLUus, C
KOTOPOW MoslydeHa cTaTmucTuika
CKaHVpPOBaHUS

Ha3BaHune Cepsepa Dr.Web, k
KOTOPOMY MOAKIOYEHa CTaHUWSA, C
KOTOPOW MoJjilyyeHa CTaTUCTMKa
CKaHMPOBaHMA

Mapamertp 3HaueHue
MpuyrHa oTnpaBku OTtnpaBnsieTcs, ecav TpebyeTcs nepesarpyska CTaHLMM No OAHOW 13
onoseLleHus CNesyroLWNX MPUYNH:

e 1A 3aBepLUEHNA eYeHnd,

e NS NPUMEHeHUs OBHOBAEHWU,

® N4 N3MeHeHMA COCTOAHUA annapaTHoﬁ BUPTYyannsaumnu,

® ANAd 3aBepLlleHna nevyeHna n npuMeHeHna 0bHOBIEHWI,

e N4 3aBepLlleHnNa Je4eHna N NSMeHeHnA COCTOAHUA, annapaTHoﬁ

BUPTyaan3saumu,

® NJ1A MPUMEHEHNA OBHOB/IEHUI N U3MEHEHNS COCTOAHUSA

aﬂﬂapaTHOVI BUPTYyannsaunu,

® 114 3aBepLleHNa NeYeHnda, NnpuMeHeHnA OBHOBNEHUN 1
N3MEHEHNA COCTOAHUA annapaTHon BUPTYyann3saumnun.

JononHutenbHasa He Tpebyetcs.
HacTporika
MNepemMeHHble MSG.Reason

npu4rHa nepesarpysku
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Mapametp
MprunHa oTnpaeku
onoseLleHna
JononHutenbHas

HacTpoiika

lMepemeHHble

YcrpoiictBO 3a610KkMpoOBaHO

Mapamertp
MprynHa oTnpaBku
onoBseLleHns
JononHntenbHan

HacTpowika

MNepemeHHble

3HaueHue

3HaueHue
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CMMUCOK BO3MOXHbIX MPUYUNH

npuBeseH B NpeayCcTaHOBAEHHOM

wabsoHe

Tpebyetca nepesarpyska cTaHLUW AN1A NPUMEHeHUA 06HoBAeHNIA

OTI'IpanIFIeTCFI, eCJin CO CTaHUMKM NoJly4eHO onoBeLleHne O TOM, 4TO
NpPoAyKT Obi YCTaHOBAEH NN OBHOB/IEH, 1 Tpe6yeTc9 nepesarpyska

cTaHuunu.

He Tpebyetcs.

MSG.Product

MSG.ServerTime

3HaueHue

0obHOBASIEMbIV NMPOAYKT

MeCTHOEe BpeMA NoJiydeHnsa

coobueHns Cepeepom Dr.Web

OTnpaBadeTca, ecan co CTaHLMKN NONyHeHO OMoBeLleHne O TOM, UTO
Kakoe-Mb0 13 NoAKIOYaeMbIX K CTaHLMW YCTPOWCTB Oblao
3a6/10KMPOBaHO aHTUBMPYCHbIM KOMMNOHeHTOM Dr.Web.

He Tpebyetcs.

MSG.Capabilities

MSG.Class

MSG.Description
MSG.FriendlyName

MSG.Instanceld

MSG.User

XapaKTepuCTUKN YCTPONCTBA

Knacc ycTponcTea (HasBaHue
POAVTENbCKOW Fpynmbl)

onncaHne yCTpOVICTBa

NMOHATHOE NMA yCTpOVICTBa

VI,EI,eHTVICI)VIKaTOp 3K3emMnadapa

yCTpolicTBa

MMAa nNosib3oBaTtend

MpunoxeHus
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YcraHoBKU

[ns cooBLLEHNN JaHHOW rPynMbl TakxKe AOCTYMNHbI ObLLMe NepeMeHHble AN CTaHLUM, NPUBEAEHHbIE
BblLlle,

YcTaHOBKa Ha CTaHUUUM He BbIMOJ/IHEeHa

Mapametp 3HaueHue
MprurHa oTnpaBKm OTtnpaBnseTca B cly4ae BO3HUKHOBEHMWA OLIMOKN MpU yCTaHOBKe
ornoBeLleHns AreHTa Ha cTaHumto. KoHkpeTHas npuyvHa owmnbKn NpuBoaMTCa B

TEeKCTe onoBeweHnA.

JononHutenbHasa He Tpebyetcs.
HacTpowika
MNepemeHHble MSG.Error coobueHne 06 owmnbke

YcTaHOBKa Ha CTaHLMM YCMeELHO 3aBepLlleHa

Mapametp 3HaueHue

MprynHa oTnpaeku OTnpaBnseTcs B C/lyyae yCrewHon ycTaHOBKM AreHTa Ha CTaHLMIO.
onoBseLlleHns

JononHutenbHasa He Tpebyertcs.

HacTpoiika

MNepemMeHHble OTcyTcTBYHOT.

MpunoxeHus
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Mpunoxxenune 4. Cneunduxkaumnsa ceteBoro agpeca

B maHHOM crneumbunkauum NpuHATLI CieayroLmne o603HaueHus:

e nepeMeHHble (NoJis, NoA/exallne 3aMeHe Ha KOHKPETHbIE 3HaYEHWA) 3aK/I0YatoTCA B YI0Bble
CKOBKM M MULLYTCSH KYPCUMBOM,

® MOCTOSAHHbIN TEKCT (COXp6HF|FOLLI,MI;1Cﬂ nocne I'IOACTaHOBOK) nMuweTca MOHOLWNPUHHDBIM LLIpI/ICI)TOM,
e Heobs3aTe/IbHbIE 31IEMEHTbI 3aK/IH0UatoTCs B KBajpaTHble cKobKu,

e C/leBa OT MOC/Ne0BaTe/IbHOCTU CMMBOJIOB : : = pacrnoJiaraeTca onpejensemMoe rnoHAT1e, a crpasa
— onpegeneHve (kak B popme bakyca-Haypa).

A1. Owmn popmar agpeca

CeTeBOW agpec UMeET Ceay oL BUS;

[ <protocol>://] [ <protocol-specific-part>]

Mo ymonuaHuto <protocol> nmeet 3HayeHne TCP. 3HaueHus No yMoa4daHuto <protocol-specific-
part> onpesensaroTCs NPUIOKEHNEM.

@ Takke gonyckaeTcs ycTapeBLUnii dopmaT 3anuncu agpecos:

[ <protocol> /] [ <protocol-specific-part>1].

Appeca cemeiicTBa IP
e <interface>: :=<ip-address>

<ip-address> moxeT bbITb DNS-meHem mnam IP-agpecom, pasgeneHHbiM ToukaMu (Hanpumep,
127.0.0.1).

e <socket-address>: : =<interface>: <port-number>

<port—number> AOJIKEH ObITb 3ajaH AeCATUYHbIM YNC/IOM.

Mpw 3agaHnm agpeca Cepsepa Dr.Web 1 agpeca AreHTa cyLLecTByeT BO3MOXHOCTb YKa3aTb BEPCUIO
ncnoJsib3yemoro npotokosa. [lonyckaroTcsa ciefytolmne BapuaHTbl:

e <protocol>: //<interface> : <port-number> — ncnons3osatb IPv4 n IPv6.
e <protocol>:// (<interface>) : <port-number> — ncnonb3oBaTb TOJbKO IPv4.

e <protocol>:// [ <interface>] : <port-number> — vncnonb3oBaTtb TONbKO IPV6.
Hanpumep:
1.tcp://127.0.0.1:2193

O3HayaeT NPOTOKOA TCP, NOpPT 2193 Ha uHTepdence 127.0.0. 1.
2. tcp:// (examle.com) : 2193
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O3HauaeT NPOTOKOA TCP, NOPT 2193 Ha IPv4-uHTepdeiice example . com.

.tep://[::]1:2193

O3HayaeT NPOTOKoA TCP, NopT 2193 Ha IPv6-nHTepdeiice
0000.0000.0000.0000.0000.0000.0000.0000

. localhost:2193

TO Xe.

. tep://:9999

3HaueHve ansa cepBepa: MHTepPdENC NO YMONYAHMIO, 3aBUCALLMIA OT NPUAoXeHnsa (06bIuHO BCe
AOCTyMNHble MHTepdeNnchl), MOPT 9999; 3HaUeHWe AN KAMEHTA: CBA3b C XOCTOM MO YMOYaHWIO,
3aBUCALLUM OT NpUAoXKeHus (06blYHO 1ocalhost), MOpT 9999.

. tcp://

npotokoa TCP, nopT No ymMOiYaHuto.

OpueHTUPOBaHHbI Ha coeANHEHUEe NPOTOKO/

<protocol>: / / <socket-address>

rae <socket-address> 3afaeT nokanbHbIA apec COKeTa A/ cepBepa UM yAaNeHHbI cepBep Ans
KAWeHTa.

OpuveHTMpPOBaHHbIW Ha AaTarpamMmMy MPOTOKO/

<protocol>: / / <endpoint-socket-address> [ - <interface>]

Hanpumep:

1.

udp://231.0.0.1:2193

O3HauaeT ncnosb3oBaHve multicast-rpynnbl 231.0.0.1:2193 Ha 3aBUCALLEM OT NPUNOXKEHUS
NHTepdence N0 yMONYaHWIO.

.udp://[£f£18::231.0.0.1]:2193

O3HayvaeT ncnosib3oBaHve multicast-rpynnbl [££18::231.0.0.1] Ha 3aBucALEM OT
NPUNOXEHNA NHTEpdENCe MO YMONYaHWIO.

. udp://

3aBMc5IU.I,MI;1 OT NPUNIOXKeEHNA VIHTepCI)el\/'IC N KOHEeYHasa TO4Ka.

.udp://255.255.255.255:9999-myhostl

MCNO/b30BaHME LUIMPOKOBELLATENbHbBIX COODOLWEHMI Ha MOPT 9999 Ha UHTepderice myhost1.

Appeca cemencTtea UDS

OpUEHTUPOBAHHbIV Ha COeMHEHNE NPOTOKO:
unx://<file_name>
OpUEHTUPOBAHHbIV Ha AaTarpamMmmy NPOTOKO:

udx: //<file_name>
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Hanpumep:

1.unx://tmp/drwcsd:stream

2.unx://tmp/drwcsd:datagram

Appeca cemencrtBa SRV

srv:// [<server name>] [ @<domain name/dot address> ]

D2. Appeca Arenta Dr.Web/ UHcTtannatopa

Mpsamoe coeguHeHne ¢ Cepsepom Dr.Web

[ <connection-protocol>] : / / [ <remote-socket-address>]

Mo ymon4yaHuto, B 3aBUCMMOCTU OT <connection-protocol>:

e tcp://127.0.0.1:2193
rae 127.0.0.1 — loopback, 2193 — nopr;
e tcp://[::1]:2193

rae [::1] — loopback (IPv6), 2193 — nopr.

Mounck CepBepa Dr.Web <drwcs-name>, ncnonbsyiowmii ykasaHHoe
CeMeMNCTBO NPOTOKOJIOB N KOHEUYHYHO TOUKY

[ <drwcs-name>] @ <datagram-protocol>: / / [ <endpoint-socket-address> [ - <interface>] ]

Mo ymonyaHuto, B 3aBUCMMOCTU OT <datagram-protocol>:

e drwcs@udp://231.0.0.1:2193-0.0.0.0

nouck Cepsepa Dr.Web c nmeHem drwcs ana TCP-coeanHeHus, ncnoab3ytolero multicast-
rpynny 231.0.0.1:2193 Ha BCex MHTepdercax.
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NMpunoxeHwue E. YnpaBneHne penosmtopuem

@ PekomeHpayeTca ocyLLeCcTBAATL YNpaBieHne peno3nTopmemM Yyepes COOTBETCTBYIOLLNE
: HacTpoliku LleHTpa ynpaBneHus. MogpobHee cM. B PykoBoacTBe agMUHUCTpaTOpa, .
npaBaeHw no3ntopuem B Dr.Web.

HaCTPOI\/'IKI/I peno3nTopua COXpaHAKTCA B cieayroLumne q)al;lﬂu KOHq)VIpraLI,I/II/I penosntopunA:

e O6uine dannbl KOHOUIypaL My pacnosoXeHbl B KOPHE KaTaaora peno3utopus 1 3agatoT
napameTpbl cepBePOB OOHOBAEHMI.

e Dannbl KOHOUrypaLMM NPOAYKTOB PaCcroNoXeHbl B KOPHe KaTasoroB, COOTBETCTBYHOLLIMX
KOHKPETHbIM NPOAyKTaM Perno3nTopus, 1 3afatoT coctaB GalnnoB 1 HaCTPOWKM OBHOBAEHWI
NpoAyKTa, B KaTasore KOTOPOro OHWU HaXOAATCS.

@ Mocne pesakTvpoBaHusa Gannos KoOHPUrypaumm Tpebyetcs nepesanyck Cepeepa
: Dr.Web.

& Mpw HacTpolike MexcepBepPHbIX CBs3el (CM. B PykoBoACTBe agMUHUCTpaTOpa, M.
HHOCTU CEeTU C HECKObKUMU Bepamu Dr.Web) ans 3epkannpoBaHuns
NPOAYKTOB CAeAyeT UMETb B BUAY, YTO KOHOUIypaLMOHHbIe Galiibl He ABAAIOTCA YacTbio
npoaykTa 1 He obpabaTbiBatOTCA CUCTEMON 3epkannpoBaHmsa. YTobbl n3bexats cboes B
pabote cucteMbl OGHOBNEHUA:

e 1517 paBHonpaBHbIXx CepeepoB Dr.Web coxpaHsante KoHOUrypaLmo MAEHTUYHOMN,

e 415 noAunHeHHbix CepeepoB Dr.Web oTkatounTe CMHXPOHM3ALIMIO KOMMOHEHTOB MO
npotokony HTTP nnn coxpaHante KOHOUrypaumo MAEHTUYHOMN.

E1. O6wume ¢pannbl KOHPUrypauum

.servers

®aiin .servers COAEPXUT CNUCOK CEPBEPOB A/t 06HOBAEHMS KoMnoHeHTOB Dr.Web Enterprise
Security Suite B peno3utopumn Cepsepa Dr.Web c cepsepos BCO.

CepBepbl B CNUCKe OMpaLUMBaOTCA NOCIEA0BATEbHO, MPK ycrexe 06HOBEHMS NpoLeaypa onpoca
3aBepLUaeTcs.

Hanpumep:

esuite.geo.drweb.com
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.url

®ann .url copepxut 6a3oBbli URI 30HbI OOHOBAEHMA — KaTanora Ha cepBepax 0OHOBAEHWN,

coaepkallero obHOBAeHMS KOHKpeTHOro npoaykta Dr.Web.
Hanpumep:

update

.proto

®alin .proto COAEPXMUT Ha3BaHWe NPOTOKO/IA, MO KOTOPOMY OCYLLECTBAAETCS MOyYeHme
06HOBNIEHMI C cepBEPOB OOHOBNEHU.

Mo>eT NPUHMMaTb OAHO U3 CNEAYIOLUMNX 3HaUeHW: http | https | ftp | ftps |
scp | smb | smbs | file.

sftp |

| MpoTokosibl smb U smbs AOCTYMHbI ToNbko Ans Cepeepos Dr.Web nog OC cemeiicTBa

UNIX.

Hanpumep:

https

.auth

®ain . auth COAEpPXUT NapaMeTpbl aBTOPM3aL MM NOIb30BaTeNS Ha cepBepe 0OHOBIEHW.

MapameTpbl aBTOPM3aL MM 3a4at0TCa B CiegytoLieM popmare:

<UMA nosib3oeamesida>

<napose>

Mmsa nosnb3oBatens — o06s3aTenbHbIN NapaMeTp, NapoJib — OMNUUOHA/bHbIN.

Hanpumep:

admin

root
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.delivery

®ain .delivery COAEPXMUT HACTPOKMKM ANs nepesayvm obHoBAeHW ¢ cepeepoB BCO.

Mapametp Bo3modkHble OnucaHue
3HaueHus
cdn on | off Wcnonb3osaHne Content Delivery Network npwu 3arpyske
penosntopusa:

e on — ncnonab3osatb CDN,
e of f — He ucrnonb3osaTtb CDN.

cert drweb | valid | Jonyctnmble SSL-cepTndukaTtbl cepBepoB OOHOBEHUS,
any | custom KOTOpble BYAyT aBTOMATUUeCKU NPUHUMATLCS:

e drweb — NpuHMUMaTb TobKO SSL-cepTudmkaT kKOMNaHUK
«[lokTop Beb»,

e valid — NpVHMMaTb TONbKO AeWCTBUTENbHbIe SSL-
ceptnudmKaThl,

e any — NpUHMMaTh Jtobble cepTuduKaThl,

e custom — NPVHUMaTb CepTUPMKAT, KOTOPbINA yKazas
nosb3oBaTeb.

cert-path MyTb K NOAb30BaTENbCKOMY CEPTUPUKATY, €C/IN YyKa3aH
peXuMm custom A8 napametpa cert.

ssh-mode pwd | pubkey PexuM aBTOpM3aLMmM NPpU UCMONb30BaHUN NPOTOKOIOB SCP
n sftp (ocHoBaHbI Ha Ssh2):

e pwd — aBTOPU3aLMA MO PerncTpaLMoOHHOMY MeHN
nosb3oBaTeNs U Naposto,

e pubkey — aBTOpM3aLMa Mo KIroHaM WndpPoBaHUS.

ssh-pubkey MyTb K OTKPLITOMY ssh-karouy cepBepa O6HOBAEHMA.

ssh-prikey MyTb K 3aKpbITOMY ssh-karouy cepBepa O6HOBAEHMN.

E2. ®aunnbl KOHPUrypaumm npoayKToB

.description

®alin .description 3agaet umsa npogykta. Ecam daiin oTcyTCcTBYET, B KauecTBe MMeHN NpoAyKTa
MCMONb3YeTCs UMS COOTBETCTBYHOLLLErO KaTasora npoayKTa.
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Hanpumep:

Dr.Web Server

.sync-off

®ain otk YaeT 06HOBAEHNE npoAaykTa. Co,qep>|<v|Moe HE MMeeT 3Ha4YeHUA.

®daisibl NckNOUeHUU Npn obHoBNeHUN peno3utopusa CepBepa
Dr.Web ¢ BCO

.sync-only

®arin . sync-only COAEPXUT PETYNSpHbIE BblpaXKeHWs, onpesenstoLmne cnmcok dannos
penosnTopus, KOTopble ByAyT CUHXPOHN3MPOBATLCA NPy 06HOBAEHUM peno3uTopus ¢ BCO. ®aiinbl
peno3nTopms, He 3asaHHble B . sync—-only, CUHXPOHWU3UPOBAaTbCA He byayT. Ecm dain . sync-
only OTCYTCTBYET, TO ByAyT CUHXPOHM3NPOBATLCA BCe dalibl peno3utopus kpome $aliios,
NCKFOYEHHBIX COrIaCHO HacTponkaMm B danne . sync-ignore.

.sync-ignore

®aiin . sync-ignore coaepXuT B popmaTe peryasipHbix BblpaXKeHU CNMcoK $Gainos
peno3nTopms, KoTopble ByAyT NCKIHOYEHbI U3 CUHXPOHM3aLMKN NPY OGHOBIEHWUN PENO3UTOPMSA C
BCO.

Mpumep ¢aitna c uckaroUEeHUAMN

“windows-nt-x64/
“windows-nt/

~windows/

NMopsapaok ncnonbsoBaHua ¢pannos KOHPUrypaumum

Ecam ana npogykTta npucyTCcTBYHOT dainbl . sync-only U . sync-ignore, UCNOJb3yeTCs
cnepyrolLas cxema AencTBUiA:

1. CHauana npumeHseTca . sync-only. ®aliibl, He NePeYNCIEHHbIE B . sync—-only, He
obpabatbiBatoTCA.

2. KocraBlwmmca dainam NpUMeHseTcs . sync-ignore.
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®dainbl ncknroueHn npm obHoBneHnn AreHtoB ¢ CepBepa Dr.Web

.state-only

®anin . state-only COAEPXMUT PEryasapHble BbipaxeHus, onpeaenstoLme cnmcok $Gamnios,
KOTopble ByayT CMHXPOHM3MpPOBaTbCs NP 06HoBAeHWUM AreHToB ¢ CepBepa Dr.Web. Daiinbi
penosnTopus, He 3afiaHHble B . state-only, CMHXPOHM3NPOBaTLCA He ByayT. Ecm dann . state-
only OTCYTCTBYeET, TO ByAeT CUHXPOHM3NPOBATLCA BCe dalnbl peno3utopus kpome danios
PEno3nTOPKSA, NCKIOYEHHBIX COrIaCHO HacTponkaMm B danne . state-ignore.

.state-ignore

®aiin . state-ignore COAEPXUT peryisipHble BblpaXeHWs, onpesenstoLmne cnmcok Gpanos,
KoTopble ByAyT NCKNOUEHb! U3 CUHXPOHM3aLLMKW Npu obHoBAeHun AreHToB ¢ Cepsepa Dr.Web.

Hanpumep:

e He TpebyeTca NonyyaTb HEMEL KM, KUTAUCKUIA U CMaHCKUIA A3bIK1 HTepdeiica (OCTanbHble —
nosayuatb),

e He TpebyeTca NosyyeHne KOMMNOHEHTOB, NpeAHa3HaveHHbIX Aas 64-6utHbix OC Windows.
; ~common/ru-.*\.dwlS$ sTO BymeT OOHOBJIEHO
~common/de-.*\.dwl$
~common/cn-.*\.dwl$
~common/es—.*\.dwl$
“win/de-.*
“win/cn-.*
~windows-nt-x64\.*

OuepeaHOCTb NPUMEHeHUs . state-only M .state-ignore aHalOrMMyHa .sync-only 1
.sync-ignore

HacTtpoWiku oTnpaBKkn onoBeLw,eHnmn

®arinbl rpynnbl notify NO3BOAAKOT HACTPOUTL CUCTEMY OMOBELLLEHNSA MPW YAaYHOM OBHOBAEHNM
COOTBETCTBYHOLLUX MPOAYKTOB PENO3UTOPUS.

| [JlaHHble HaCTPOWMKM OTHOCATCA TO/IbKO K ornoBellyeHuto MpoaykT obHoBAEeH. Ha
: OCTaJ/IbHble TUMbl OMOBELLEHWI NCKIFOUYEHUS HE PacnpPOCTPaHAOTCS.
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HacTpolikn cuctembl onoBeLleHns onvcaHbl B PykoBoacTBe agMUHUCTpaTopa, M.
Hactpoika onoeleHWN.

.notify-only

®aiin .notify-only COAEPXUT CNMCOK GakIoB PENO3UTOPUS, MPU U3IMEHEHUN KOTOPbIX
OTNPABJ/IETCA OMOBELLEHNME.

.notify-ignore

®aiin .notify-ignore COAEPXKMUT CNUCOK GanNoB Peno3nTopus, NPU N3MEHEHUN KOTOPBIX HEe
OTNPaBAAOTCA OMOBELLEHUS.

NMopapaok ncnonb3oBaHua ¢pannos KOHUrypaumum

Ecam ana npogykTa npucyTctBYHOT dainbl .notify-only M .notify-ignore, UCNOAb3yeTCA
cnepyrolLas cxema AencTBuiA:

1. MNpwn obHOBAEHUM NpoAyKTa dainbl, 06HOBAeHHbIe ¢ BCO, cpaBHMBAKOTCSA CO CnuUcKamMm
NCKJTFOYEHWIA.

2. CHayvana uckaoyarotcsa dalisibl, BKAKOYEHHbIE B CMUCOK .notify-ignore.

3. W3 ocTtaBwmxcA GannoB nckatoyaroTca daiabl, He nognasatowme B CnMcok .notify-only.

4. Echm octanncb Cl)al\/'lflbl, He UCK/IF0YEeHHbIE Ha npeablayLunX warax, TO OnoBeLwWeHna OTrpaB/IaroTCA.

Ecam daninbl .notify-only n .notify-ignore OTCYTCTBYHOT, TO ONOBeELLeHUs ByayT
OTNPaBAATLCA BCEraa (ec/v OHM BKAKOYEHbI Ha cTpaHuLe HacTpoiiku onoBeweHuii B LieHTpe
yrpaBaeHus).

Hanpumep:

Ecam B danne .notify-ignore 3agaHo UckaoyeHne ~ . vdb.lzma$, TO B clyvae 0O6HOBAEHUSA
TONbKO PaiioB BUPYCHbIX 6a3 onoBseLyeHne oTnpasaeHo He byaeT. Ecim nomumo 6a3 06HOBMAOCh
AApo drweb32.d11, TO onoBeLeHne byaeT oTnpaBaeHo.

Hactpoiikmn 3amopo3ku

.delay-config

®anin .delay-config COAEPXUT HACTPOWMKM 3anpeTa NepektoYeHna NpoayKTa Ha HOBYHO
peBu3nto. Peno3ntopuin npooakaeT pacnpocTpaHeHne NpeabliayLien peBm3nm, CUHXPOHM3aLus
6osiee He OCyLLEeCTBASETCA (COCTOAHME NPOAYKTa "3aMopaxmBaeTca”). Ecim aamMuHUcTpatop coutet
MPVHATYHO PEBU3MIO MPUTOAHOW A PAaCcNpOCTPaHEHUNs, OH JOJKEH pa3peLwunTb ee
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pacnpoctpaHeHue B LieHTpe ynpasaeHus (cM. PykoBoacTBO agMUHUCTpaTOpa, M. YrpasjeHve
peno3utopuvem Cepsepa Dr.Web).

®ain COAEPXKUT ABa NapaMeTpa, HE3aBNCUMbIX OT pernctpa n pasgeeHHbIX TOUKOW C 3ansToMn.

®dopmar Paiina:

Delay [ON]|OFF]; UseFilter [YES|NO]

Mapametp BoamorkHble  OnucaHue
3HaueHus
Delay ON | OFF e ON — 3aMOpO3ka OGHOBAEHMI NPOAYKTa BKIKOUEHA.

e OFF — 3aMOpO3Ka 0b6HOBEHUN NpoAyKTa OTKAHOYEeHa.

UseFilter YES |NO ® Yes — 3aMoOpa>knBaTb OOHOBJIEHNS TONbKO eCA OOHOB/IEHHbIE
daiibl COOTBETCTBYHOT CMUCKY UCKIOUEHWN B paline .delay-
only.

No — 3amopaxvBaTb 06HOB/IEHNA B Nt06OM caydae.

Hanpumep:

Delay ON; UseFilter NO

.delay-only

®anin .delay-only COAEPXMT CMUCOK GalNOB, MPU U3MEHEHMN KOTOPbIX NepekatoYeHne
NpoAyKTa Ha HOBYHO peBu3Mto 3anpelyaetcs. Cnncok ¢arnos 3agaeTca B Gopmate peryaspHbIx
BbIPaXeHWUN.

Ecav daiin 13 obHOBAEHWS peno3uTopus CoBMNasaeT C ykasaHHbIMWU MackaMu, U HacTpoWKa
UseFilter B gaine . sync-only BKIHOYEHA, TO PEBU3MS ByAeT 3aMOpPOXKeHa.

.rev-to-keep

®aiin . rev-to-keep COAEPXKMNT KONMYECTBO XPaHVMMbIX PEBM3MIA NPOAYKTa.

Hanpumep:
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MNMpunoxxeHue XK. Popmart kKoHPUrypaunoHHbix ¢pannos

B naHHOM pasgene onucbiBaetca popmat cneayrowmx Gannos:

®aiin OnucaHue
rw nf KoHdurypaumoHHbii darin Cepaepa Dr.Web.
webmin.conf KoHdurypaumoHHbii darin LieHTpa ynpasneHus 6e3onacHocTtbro Dr.Web.
download.conf KoHdurypaumoHHbI daiin ana HacTporikmn 3arpyxaembix ¢ Cepepa Dr.Web
JAaHHBIX.

drwcsd-proxy.conf KoHdwurypaumnoHHsbii dain Mpokcn-cepsepa Dr.Web.

drwreploader.conf KoHdurypaunoHHbln Gainn 3arpysumnka penosntopus.

& Ecan Ha komnbrOoTEpE C COOTBETCTBYHOLLNM KOMAOHEHTOM YCTaHOBAEH AreHT co
BK/IFOUEHHOM CaMO3aLLMTO, TO nepes 3meHeHneM daiaoB KOHUTrypaumm
HeobXOAMMO OTK/IHOUUTL KOMMOHEHT camo3alunTel Dr.Web Self-protection uepes
HacTponkm AreHTa.

MNMocne coxpaHeHUs BCeX BHECEHHbIX U3MEHEHUM PEKOMEHAYETCS BKIKOUUTb KOMMOHEHT
Dr.Web Self-protection.

X1. KonpurypaumonHbiin painn Cepsepa Dr.Web

KoHdurypaumoHHbii dparin Cepsepa Dr.Web drwcsd. conf no ymoayaHuo pacnosaraercs B
nozkatanore etc kopHeoro katanora Cepsepa Dr.Web. MNpwu 3anycke Cepsepa Dr.Web npu
MOMOLLM NapamMeTpa KOMaHAHOW CTPOKM MOXKET 3aAaBaTbCA HeCTaHAAPTHOE PACMOJIOXeHVE U
HavMeHOBaHMe KOHOUrypaLmoHHOro daina (noapobHee cMm. Mpunoxeruve 33. Cepsep Dr.Web).

UTto6b1 BpyUHYO OTpeAaKTUpoBaTbh KOHPUrypawunoHHbii ¢pain Cepsepa Dr.Web

1. OcraHoBuTe CepBep Dr.Web (cm. B PykoBoacTBe agMUHUCTpaTOopa . 3anyck 1 OCTaHOB
CepBepa Dr.Web).

2. OTkntoumTe cCamo3allmnTy (B Clyyae Haimumnsa Ha KoMrbloTepe AreHTta ¢ akTMBHOM CaMO3alLMTon
— B KOHTEKCTHOM MeHI0 AreHTa).

3. BHecuTe HeobxoaMMble M3MEHEHUA B KOHPUTrypaLmoHHbIA ¢arin Cepeepa Dr.Web.

4. 3anyctute CepBep Dr.Web (cm. B PykoBogcTBe agMMHUCTpaTOpa n. 3anyck 1 OCTaHOB
CepBepa Dr.Web).

MpunoxeHus
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®opmat koHPpurypaumoHHoro ¢aina Cepsepa Dr.Web

KoHourypaumoHHbin dain Cepeepa Dr.Web npeacrasneH B popmate XML

OnucaHue napameTpoB KoHpuUrypaumoHHoro ¢panna Cepsepa Dr.Web:

® <version value="" />
TekyLLas Bepcms KOHGUrypaLmnoHHoro danna.
® <name value="" />

Ha3ssaHue Cepsepa Dr.Web vau knactepa Cepepos Dr.Web, no kotopomy 6yayT obpaiyatbcs
npw noncke AreHTbl, MHCTannatopbl AreHTos uan LieHtp ynpasaeHua. OctaBbTe 3HaveHve
napametpa nyctbiM (" — NCNoab3yeTca N0 YMOAYaHMIO), YTOObI MCNONb30BaTh MMA KOMMbIOTEPA,
Ha KoTopoM ycTaHoBaeH Cepsep Dr.Web.

® <id value="" />

YHuKkanbHbi naeHtndmkatop Cepsepa Dr.Web. B npeabiayLinx Bepcusax cogep>Kancs B
nnueHsnoHHoM katode Cepeepa Dr.Web. HauvHas ¢ Bepcnm 10, xpaHWTCa B KOHOUIYpaLLMOHHOM
darine Cepsepa Dr.Web.

® <passwd-salt value="" />

Kpuntorpaduueckas conb. CTpoka cnyyanHbIX AaHHbIX, KOTOpas A06aBAseTCs K Napoto
aAMUHMCTPaTOpPa, NOC/IE Yero 0b6beANHEHHOE 3HaueHe obpabaTbiBaeTCs Xell-PyHKLNEN 1
XpaHUTCA B BUAE eANHOTO Xella B 6a3e AaHHbIX, 415 3alLMTbl Mapoaa OT B3/ioMa nyTeMm nepebopa
BO3MOXHbIX BapnaHTOB. [eHepupyeTca No yMOAYaHWIO Npu ycTaHoBKe nam obHoBaeHun CepBepa
Dr.Web ¢ npeabiayLnx Bepcuia. MNycroe 3HaueHne NpeAnnCbiBaeT He UCMOb30BaTh LWMbpOBaHMe
napoJa (He pekoMeHayeTcs).

@ Mpn HaMYKMK CONM NPOCMOTP W U3MEHEHVE Napos agMUHUCTPaTOPa C MOMOLLbIO
: npesoCTaBAAEMON YTUANTBI ANs paboTbl ¢ 6a3ol gaHHbIx Cepepa Dr.Web (drwidbsh3)
CTaHOBWTCS HEBO3MOXHbIM.

ilf Mpu ncnonb3oBaHum kiactepa Cepepor Dr.Web HeobxoaMMO BpyUHYHO 3ajaTb OLHO U
: TO XKe 3HauyeHue conn Ha Bcex Cepeepax Dr.Web, Bxogawinx B knactep.

® <location city="" country="" department="" floor="" latitude="" longitude=""
organization="" province="" room="" street="" />

leorpaduueckoe pacnonoxerve Cepsepa Dr.Web.

OnwucaHve aTpmnbyTOB:

Atpunbyr OnucaHue
city lopog
country CtpaHa
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Atpunbyr
department
floor
latitude
longitude
organization
province
room

street

® <threads count="" />

OnucaHune

Ha3BaHwue nogpasgenenHuns
STax

LLnpoTa

HonroTa

Ha3BaHwne opraHusaumm
Ha3sBaHune obnactu

Homep KoMHaThl

Ha3aHue yanubl

InaBa 2: Mpunoxxeuns

KonnuyectBo notokoB A 06paboTkmM AaHHbIX, NOCTyNatoLWmMX oT AreHToB. MuHMMansHoe
3HauyeHne — 5. o ymonuyaHuto — 5. [laHHbIN napamMeTp BAUSET Ha NPOU3BOAUTENbHOCTb
Cepsepa Dr.Web. He cneayet nameHatb 3HaueHve napameTpa 6e3 pekoMeHzaumm cay>oboi

NOAAEPXKKN.

PexnM J0CTyna HOBbIX CTaHL M.

OnwucaHve aTpmnbyToB:

Jonyctumbie

ATpn6
pubyT 3HaueHuns
approve-
to-group
e open —
aBTOMaTUYECKHN
pa3speLuaTb
Joctyn,
e closed — Bcerga
mode A

OTKa3blBaTb B
JOCTyre,

approval —
noATBEPXAaThb

AOCTYN BPYYHY!O.

® <newbie approve-to-group="" default-rate="" mode="" />

OnucaHune

rpynna, KOTOpad 6yp,eT
Ha3Ha4yeHa Nno ymMOoJl4aHUo B
KayecTBe ﬂepBMHHOVI ANns HOBbIX
CTaHLUMW Mpn pexxmme
ABTOMaTMueckmn paspeluartb
Aoctyn (mode="open").

MonnTnkKa NOAKJHUYEHMS HOBbIX
CTaHLMMN.

Mo ymonuanuto

MNycToe 3HauveHue, uTo
O3HauyaeT Ha3HavaTb
NepBUYHONW rpynny
Everyone.

MNMoppobHee cM. PykoBOACTBO agAMUHUCTPATOPA, N. [1011MT1Ka NOAKIYEHNS CTaHLLUN.
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® <emplace-auto enabled="" />

Pexurm co3zaHunsa yUYeTHbIX 3anuncei ctaHunii B LieHTpe ynpasaeHns npu yctaHoBke AreHToB U3
rPYyNNOBOro MHCTANALMOHHOIO NakeTa, eC/IN Y>Ke CO3A4aHHbIX YUYETHbIX 3anuceil HeA0CTaTOUHO.

ATpunbyt JonycTtumMble 3HaueHnsA Mo ymonuauuto

® yes — aBTOMaTU4eCKn co3jaBaTb HeAgOCTakoLWme
y4deTHbI€ 3anncun CTE\HLI,VIVI,

enabled ® no — YCTaHOBKA BO3MOXHa TOJbKO MO KONMNYECTBY
y>Ke CO3AaHHbIX YUETHbIX 3amnunce B rpynne,
WHCTa/IILLMOHHbBIV NakeT A CTaHUMIN KOTOPOW
3anyckaercs.

yes

® <unauthorized-to-newbie enabled="" />

Monntuka AGIZCTBMIZ Haj HeaBTOPUN30OBaHHbIMW CTaHUVAMMW. ,U,OI'IyCTI/IM bleé 3Ha4veHun4d anI/I6yTa
enabled:

B yes — CTaHUWMKN, HE npoLllejLlimne aBTopmnsalnio (HaanMep, B CJlydae noBpexaeHusa 6a3bl
AaHHbIX), 6yAyT aBTOMaTn4eCcKn nepeBoamnTbCA B COCTOAHNE HOBUYKOB,

® no (Mo yMOJNaHI/II-O) — HOpMaanblﬁ pexnm pa6OTbI.
® <maximum-authorization-queue size="" />

MakcrManbHOe KOIMYECTBO CTaHL WA B ouepean s aBTopusaumm Ha Cepsepe Dr.Web. He
CNeslyeT 3MEHATb 3HaueHVe napamMeTpa 6e3 pekoMeHaaLmmn cy6bl MOAAEPKKM.

® <reverse-resolve enabled="" />

3ameHsaTb IP-agpeca DNS-nmeHamu komnbtoTepoB B darine xypHana Cepsepa Dr.Web.
[Jonyctnmble 3HaueHusa atpubyTta enabled:

8 yes — noka3biBaTb DNS-mMeHa.
@ no (MO ymo/4aHuO) — nokasbiBaTk |IP-agpeca.
® <replace-netbios-names enabled="" host="" />
3ameHaTb NetBIOS-umeHa komnbtoTepoB Ha DNS-mmeHa.

OnwucaHve aTpnbyTOB:

ATpunbyr JonycTtumbie 3HaueHus OnucaHue

® yes — 3aM€EHATb,

enabled ® no — He 3aMeHATb. byayT
MPUMEHATLCA HACTPOMKN <agent-

Pexxum 3ameHbl NetBIOS-umeH.

host-names />.

e yes — oTObpaxkaTb YacCTUYHO

onpegeneHHble DNS-nmeHa (80 Toukm
host 8 FQDN), ®opmat oTobpakaeMoro UMeHu

nocne 3aMeHbl.
® NOo — OTO6pa>KaTb NMOJIHOCTbHO

onpegeneHHble DNS-umena (FQDN).

MpunoxeHus
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® <agent-host-names mode="" />

Pexxum oTobpakeHns MMeH KOMMbIOTEPOB B aHTUBMPYCHOM ceTu npu obpalyeHnmn k Cepepy
Dr.Web. lonyctumble 3HaueHuns atpnbyTa mode:

o netbios — oTobpaxaTtb NetBIOS-nmeHa (Mcnoab3yeTcs Mo yMOAYaHUO NPW MyCTOM
3HayeHun aTpmbyTa UM OTCYTCTBMM NapameTpa LeamKom),

8 fgdn — oTOobpaxaTb NOAHOCTLIO onpeseneHHble DNS-nmeHa (FQDN),

® host — oTobpaxaTb YacTyHO onpeseneHHble DNS-umeHa (go Toukm B FQDN).
<dns>
Hactpoiku DNS.
<timeout value="" />

TaliM-ayT B CeKyHAax ANs pa3peLleHns npambix/o6paTHbix DNS-3anpocos. OctaBbTe 3HauYeHMe
MyCTbIM, YTOObI HE OrpaHNYMBaTh BPEMS OXMAAHWA A0 OKOHYaHWA pa3peLLeHns.

<retry value="" />

MakcrManbHoe Koam4vecTBo NoBTOpPHbIX DNS-3anpocoB npu HeycnewHom paspeweHnn DNS-
3anpoca.

<cache enabled="" negative-ttl="" positive-ttl="" />
Bpems xpaHeHna B kewe otBetoB OoT DNS-cepBepa.

OnwucaHve aTpnbyTOB:

ATpunbyr Aonyctumble 3HaueHnsa OnucaHue

® yes — XPaHUTb

OTBEeThbl B Kelle,
enabled Pexxnm XpaHeHNA OTBETOB B KeLle.
® NO — HEe XPaHUTb

OTBEThbl B Kelle.

Bpems xpaHeHus B kewe (TTL) oTprLaTenbHbIX

negative-ttl -
otBetoB oT DNS-cepBepa B MMHyTax.

Bpems xpaHeHus B kewwe (TTL) NONOXUTENbHbIX

positive-ttl -
otsetoB oT DNS-cepsepa B MyHyTax.

<servers>

Cnvcok cepsepoB DNS, 3aMeHAOLWMIN CUCTEMHbIA CMMCOK MO YMOAYaHuo. COAEPXXNUT OAMH AN
HECKO/IbKO JOYEPHUX INEMEHTOB <server address="" /> B KOTOPbIX NapamMeTp address
onpegenseT IP-agpec cepsepa.

<domains>

Cnncok gomeHoB DNS, 3aMeHSAOLWMIN CUCTEMHBIA CMMCOK MO YMOYaHuo. COAEPXXUT OANH NN
HEeCKO/IbKO JOYEPHUX INEMEHTOB <domain name="" />, B KOTOPbIX MAapaMeTP name OMNpPeAenseT
UMs ZOMeHa.

<cache>

Hactpowkun kelwumpoBaHms.
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JNeMeHT <cache> cofepxnT cegyroimne oYepHnE SNeEMEHTbI:
U <interval value="" />
nepI/IO,U,I/I‘-IHOCTb MOJIHOM OUUCTKW Kella B CeKyHAax.
0 <quarantine ttl="" />

MepuoanyHocTb yaaneHus Gannos B kapaHTuHe Cepeepa Dr.Web B cekyHaax. o
yMonyaHuio — 604800 (ofHa Hepens).

0 <download ttl="" />

MNeproANYHOCTb yAaneH s NepCcoHalbHbIX MHCTANALNOHHBIX NakeToB. [10 yMoYaHuo —
604800 (oaHa Heaens).

U <repository ttl="" />
MeproanyHOCTb yaaneHus Ganos B Kelle peno3utopus Cepsepa Dr.Web B cekyHzaax.
o <file ttl="" />

MNepnoaNYHOCTb OUNCTKM PaiIoBOrO Kella B cekyHaax. o ymonyaHmio — 604800 (oaHa
Heaens).

® <replace-station-description enabled="" />

CvHXpOHM3MpoBaTh onucaHusa ctaHumin Ha Cepeepe Dr.Web ¢ nonem Computer description Ha
cTpaHuLie System properties Ha cTaHumW. [lonycTMMble 3HaYeHWa aTpmbyTa enabled:

8 yes — 3aMeHATb onucaHune Ha Cepeepe Dr.Web onvcaHunem co craHuuw.
8 no (MO YyMOZYaHMO) — UFHOPUPOBATb OMUCaHNe Ha CTaHLUW.
® <time-discrepancy value="" />

[Jonyctnmas pasHuuy mexay cncteMHbiM BpemeHem Cepsepa Dr.Web n AreHtos Dr.Web B
MUHyTax. Ecam pacxoxxaeHne 60bLue ykazaHHOrO 3HaueHus, 3To ByaeT OTMeUYeHOo B cTaTyce
ctaHuun Ha Cepsepe Dr.Web. Mo ymonuaHuio gonyckaerca pasHuua B 3 MUHyThbI. [ycToe
3HaueHue win 3HaueHve O 03Hayaert, YTo NpoBepKa He byaeT NPOBOANTLCA.

® <encryption mode="" />
Pexkum wndbpoBaHuna Tpaduka. lonyctmble 3HaueHns atpmbyTta mode:
o yes — WCNOJb30BaTh WMppOBaHue,
8 no — He UCMoAb30BaTh LWNPPOBaHME,
o possible — WMNdpPOBaHME JOMYCKAETCA.
Mo ymonyaHuto yes.

MNMoapobHee cM. PykoBoacTBO agMUHUCTPaTOpa, N. LLindposaHve n cxatve tpaduka.

® <compression level="" mode="" />
Pexxum oxatusa Tpaguka.

OnwucaHve aTpnbyTOB:
Atpunbyr AonycTumble 3HaueHUA Onuncanvne

level Llenoe uncno ot 1 go 9. YpoBeHb CxaTtus.
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ATpunbyr JonycTtumbie 3HaueHus OnucaHue

e yes — WCMO/Ib30BaTh CXKaTUE,
mode e No — HE MCMNOob30BaTh CXaTue, Pexxnum cxxatus.

e possible — CXaTue gonyckaeTcs.

MNMoppobHee cM. PykoBoAcTBO agMUHUCTpaTOpa, N. LLndpoBaHune n coxatne tpaduka.

<track-agent-jobs enabled="" />

Pa3peLumnTb OTCIEXMBATbL M 3anMcbiBaTh B 6a3y gaHHbix CepBepa Dr.Web pesynbtathl BbINOAHEHNS
3a/laHnin Ha cTaHumax. Jonyctumble 3HaueHns aTpubyTa enabled: yes WM no.

<track-agent-status enabled="" />

Pa3peLmntb oTcaexmnBaTb U3MEHEHWs B COCTOSIHUM CTaHL M 1 3anucbiBaTb MHPOpMaLMIO B Hasy
AaHHbIX CepBepa Dr.Web. Jonyctumble 3HaveHWs aTpubyTa enabled: yes Wan no.

<track-virus-bases enabled="" />

PaspeLumnTb OTCIEXMBATL M3MEHEHMS B COCTOSIHUM (COCTaBe, M3MEHEHUW) BUPYCHbIX 6a3 Ha
CTaHUMAX 1 3annCbiBaTb I/IHCIDOpMaLLI/II'O 633y AaHHbIX CepBepa Dr.Web. ﬂ'OI'IyCTI/IMbIe 3Ha4yeHunA
aTpunbyTa enabled: yes uan no. lNapameTp UrHOPUPYETCH, €CU <track-agent-status

enabled="no" />.

<track-agent-modules enabled="" />

Pa3pelmntb oTcnexxunsaTb BEPCUM MOAYEN CTaHLMI U 3anmcbiBaTb MHPOPMaLLMo B 6a3y AaHHbIX
Cepsepa Dr.Web. lonyctMmble 3HaveHus aTpnbyTa enabled: yes WM no.

<track-agent-components enabled="" />

PaspelunTtb oTCNexXmBaTb CNNCOK YCTaHOBEHHbIX HA CTaHLMAX KOMMOHEHTOB W 3anuncbiBaTh
nHdopmaunro B 6asy aaHHbix CepBepa Dr.Web. Jonyctumble 3HaueHns atpmbyTa enabled: yes
WAn no.

<track-agent-userlogon enabled="" />

Pa3peLumntb oTcaexxmBaTb CECCUM NOJIb30BAaTeNeN Ha CTaHLMAX U 3anmcbiBaTb MHGOpMaLuio B 6asy
AaHHbIx CepBepa Dr.Web. Jonyctumble 3HaveHus aTpubyTa enabled: yes win no.

<track-agent-environment enabled="" />

PaspelunTtb oTCaeXMBaTh COCTaB anmnapaTHOro 1 NporpaMMHOro obecneyeHms Ha CTaHLMAX U
3anucbiBaTtbh nHGopmaunio B 6a3y aaHHbix CepBepa Dr.Web. lonyctnmble 3HaueHns atpmbyTta
enabled: yes win no.

<keep-run-information enabled="" />

Pa3spelwmntb oTcaexxmsaTtb MHGOPMALMIO O 3anycke 1 3aBepLUeHUN PaboTbl aHTUBUPYCHbIX
KOMMOHEHTOB Ha CTaHLMAX 1 3anucbiBaTb MHOGopMaLmio B 6a3y gaHHbix CepBepa Dr.Web.
[Jonyctmble 3HaveHns atpmnbyTa enabled: yes WK no.

<keep-infection enabled="" />

PaspeLwwnTtb oTCnexmBaTb OBHapy>XeHWe Yrpo3 Ha CTaHLMAX W 3anucbiBaTb MHPOpMaLmto B 6asy
AaHHbIX CepBepa Dr.Web. Jonyctumble 3HaveHWs aTpubyTa enabled: yes Wan no.
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® <keep-scan-errors enabled="" />

Pa3peLmntb oTcaexxmsaTb OWMOKN NPY CKaHUPOBaHWUM CTaHLMIN 1 3anucbiBaTb MHPOPMALIMIO B
6a3y aaHHbIx CepBepa Dr.Web. Jonyctumble 3HaueHns atpmbyTa enabled: yes Wan no.

<keep-scan-statistics enabled="" />

Pa3peLwmnTb oTcnexmBaTb CTaTUCTUKY CKAHWPOBaHWIA CTaHL M U 3anuncbiBaTb MHPOPMaLMIO B Ha3sy
AaHHbIX CepBepa Dr.Web. Jonyctumble 3HaveHWs aTpubyTa enabled: yes Wan no.
<keep-installation enabled="" />

Pa3spelwmntb oTcnexxmsaTb MHGOpMaL MO 06 ycTaHOBKax AreHTOB Ha CTaHL MK 1 3anucbiBaTb

nHdopmaunro B 6asy aaHHbix CepBepa Dr.Web. Jonyctumble 3HaueHns atpmbyTa enabled: yes
WAn no.

<keep-blocked-devices enabled="" />

PazpeLwwnTtb oTCexmnBaTb MHGOPMaLMIO 06 yCTPOMCTBaX, 3a610KMPOBaHHBIX KOMMNOHEHTOM
OdUCHBIN KOHTPOJIb U 3anucbiBaTb MHGOPMaumto B 6a3y aaHHbix CepBepa Dr.Web. Jonyctumble
3HauyeHus aTpubyTta enabled: yes WM no.

<keep-appcontrol-activity enabled="" />

PaspewwmnTtb oTCnexmBaTh aKTMBHOCTb MPOLLECCOB Ha CTaHLMAX, 3adpuKcMpoBaHHyo KoHTpoaem
NPWUAOXKeHWN (aN8 HanoHeHWs CnpaBoYHMKA NPUAOXKEHW), U 3anncbiBaTb MHPOPMaLMIO B Ha3sy
AaHHbIX CepBepa Dr.Web. Jonyctumble 3HaveHWs aTpubyTa enabled: yes Wan no.

<keep-appcontrol-block enabled="" />

PazpeLwwnTtb oTCNexmBaTh 610KMPOBKM NPOLLECCOB Ha CTaHLUMAX KOHTPOEM NPUAOXKEHWUI 1
3anucbiBaTh MHPopMaLmo B 6a3y gaHHbIx Cepepa Dr.Web. [lonyctumblie 3HaveHuna atpunbyta
enabled: yes Win no.

<quarantine enabled="" />

Paspewwuntb oTcnexvBaTtb MHGOPMaLMIO O COCTOAHMM KapaHTUHa Ha CTaHLMAX U 3anucbiBaTb
nHdopmaunro B 6asy aaHHbix CepBepa Dr.Web. Jonyctumble 3HaueHns atpmbyTa enabled: yes
WAn no.

<update-bandwidth queue-size="" value="" />

MakcrManbHas WmpmnHa Noaockl NponyckaHmsa ceteBoro Tpaduka B Kb/c mpu nepegave
o6HoBneHun mexay Cepsepom Dr.Web n AreHtamu.

OnwucaHve aTpnbyTOB:

onycTrnmMbie Mo
Atpubyt Aony OnucaHune
3HaueHuns yMonuYaHuio
MakcrmanbHoe JonyCTUMOE KOJIMYeCTBO
e Lenoe ceccuin pasgaum obHOBAEHWI, 3aMyLLEHHbIX
oaHoBpeMeHHO ¢ Cepsepa Dr.Web. Mpwu
queue- MONOXUTENbHOE AHOBD pBep P .
size YUCIIO JOCTUXKEHUM YKa3aHHOrO OrpaHuyeHums unlimited
!

3anpockl OT AreHTOB pa3MeLLatoTcs B ouepesm
oXunaaHws. Pazmep ouepeamn oXuaaHus He
OrpaHuyeH.

e unlimited.
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onycTumMmble Mo
ATpubyt Aony OnucaHue
3HaueHus YyMOYaHUIO
e MakChMaNbHas
MakcrmanbHOe 3HauyeHne CyMmMapHom o
value ckopocTb B Kb/c, y P . unlimited
CKOPOCTM Npu nepesave 0O6HOBAEHUN.
e unlimited.
® <install-bandwidth queue-size="" value="" />

MakcrManbHas WMpurHa NoaoCkl NponyckaHmsa ceteBoro tpaduka B Kb/c mpun nepesaye gaHHbIX €
Cepsepa Dr.Web B npouecce yctaHOBOK AreHTOB Ha CTaHLMAX.

OnwucaHve aTpnbyTOB:

OonycTumble Mo
ATpunbyt Aony OnucaHue
3HaueHus YMOJIUaAHUIO
MakcrMmansHoe ZonycTrMoe KOAUYecTBO
. uenoe Ceccuii ycTaHoBKM AreHTa, 3anyLleHHbIX
quene- NOIOKUTENLHOE osHoBpeMeHHo ¢ Cepaepa Dr.Web. Mpwu ) .
. unlimite
cize 4neno, LOCTUXKEHMM YKa3aHHOTO OrpaHuUyeHus
o 3anpockl OT AreHTOB Pa3MeLLatoTcs B ouepesm
* unlimited. oXuaaHva. Pasmep ouepeamn OXMAaAHNA He
OrpaHuyeH.
¢ MakcnmanbHan MakcrmanbHoe 3HaueHne CyMMapHOWM CKOPOCTU
value ckopoctb B Kb/c, npv nepejave JaHHbIX B MPOLLECCe YCTaHOBKM unlimited
e unlimited. AreHTOB.
® <geolocation enabled="" startup-sync="" />

Pa3peLumnTb CMHXPOHM3aLIMIO reorpadnyeckoro pacnonoXeHus ctaHuui mexay Cepsepamu

Dr.Web.

OnwucaHve aTpnbyTOB:

Atpunbyr AonycTtumMble 3HaueHnA OnucaHue
e yes — paspeLuunTb
CYHXPOHM3aLMIO,
enabled Pexxnm cnHxpoHu3aumnn.
e no — OTK/IOYUTb
CYHXPOHM3aLMIO.

KonnuectBo ctaHumii 6e3 reorpadpurueckmx
startup- Llenoe nonoxutenbHoe KoopAnHaT, nHGopMaumnsa O KOTOPbIX 3anpallmBaeTcs
sync yumcno. Npv yCTaHOBEHUN coeanHeHnsa mexay CepBepamu

Dr.Web.

® <audit enabled="" />

Pa3pelwmntb oTcaexxusaTb onepauum aamuHuctpatopa B LieHTpe ynpaBaeHus 6e30nacHOCTbIO
Dr.Web 1 3anucbiBaTb MHPopMaLmto B 6a3y gaHHbix Cepepa Dr.Web. lonyctnMbie 3HaueHns
aTpunbyTa enabled: yes Wi no.
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Pa3pelwmntb oTcnexxmsaTb BHyTpeHHWe onepaumn Cepeepa Dr.Web v 3anuceiBath nHdopmMauuio B
6a3y aaHHbIx CepBepa Dr.Web. Jonyctumble 3HaueHns atpmbyTa enabled: yes Wan no.

® <audit-xml-api enabled="" />

Paspewwmntb oTcnexuBatb onepauum yepe3s Web APl 1 3anuceiBate MHPOpMaLmio B 6a3y AaHHbIX
Cepsepa Dr.Web. lonyctMmble 3HaveHus aTpnbyTa enabled: yes WM no.

® <proxy auth-list="" enabled="" host="" password="" user=""/>

Mapametpbl nogkaroueHnin kK Cepepy Dr.Web uepes HTTP npokcun-cepsep.

OnwucaHve aTpmnbyToB:

Atpunbyt Jonyctumbie 3HaueHNA

e none — He MCMNOoJib30BaTb
aBToOpM3aynio,

e any — /t060M MeToz 13
noaAep>XMBaemblx,

e safe — ntobon besonacHbIn
METOZA M3 NoAAepP>KMBAEMbIX,

e ClesytolLme MeTOAbl, eCau
auth-list HeCKO/IbKO, TO yKa3biBaTb BCe

HeobxoanMble Yepes npoben:

o

o

o

o

o

o

® yes — MCNOAb30BaTb NPOKCK-

basic
digest
digestie
ntlmwb
ntlm

negotiate

cepsep,

enabled

® NO — He NCNOoJIb30BaTb MPOKCUN-

cepsep.

host -

password -

user -

OnucaHune

Tun aBTOpPUM3aLMm Ha Npokcm-cepsepe. Mo
yMONYaHUIo - ‘any'.

Pe>xxum noakntouermsa k Cepepy Dr.Web uepes
HTTP npokcn-cepsep.
Agpec npokcu-cepsepa.

Maponb Nosb30BaTeNs NPOKCU-CEPBEPA, ECN
Ha Npokcu-cepBepe TpebyeTcs aBTopM3aLus.

ViMa nonb3oBaTens Nnpokcm-cepsepa, ecan Ha
NpoKcuK-cepBepe TpebyeTca aBToOpU3aLmA.

@ Mpw 3agaHnK cNmMcka JOCTYMHbIX METOLOB aBTOpPM3aLMn ANS NPOKCU-cepBepa
: BO3MOXHO MCMOJ/Ib30BaHMe MeTKM only (4o6aBAseTcs B KOHLE cnvcka vyepes npoben)
A9 U3SMEHEHWA anropuTMa Bbibopa METOL0B aBTOpPM3aLUK.
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MoapobHee cm. https://curl.se/libcurl/c/CURLOPT HTTPAUTH.html.

® <statistics enabled="" id="" interval="" />

MapameTpbl OTNPaBKM CTaTUCTMKM MO BUPYCHBIM COObITUSM B KOMMaHuo «[JokTop Beb» B pa3agen
https://stat.drweb.com/.

OnwucaHve aTpmnbyToB:

Mo
ATpunbyt [onyctumble 3HaueHnsa OnucaHue
yMo4yaHu1io
e yes — OTNpPaBAATb
CTaTnCTnKy, Pe>xum oTnpaBKu CTaTUCTUKM B
enabled -
e no — He OTnNpaBaaTe ~ KOMMaHuto «/Joktop Beb».
CTaTUCTUKY.
id - MD5 nnueH3noHHoro karova AreHTa. -
. enoe nonoxuTtensHoe VIHTepBan oTNpaBkuM CTaTUCTUKN B
interval H P P 30

yuncno. MUWHYTaX.

® <cluster>

Mapametpebl knactepa Cepepos Dr.Web ans o6bmeHa nHbopmaumein npyu MHOrocepBepHoOn
KOHOUrypaLmm aHTUBUPYCHOW CETU.

Co,a,ep>|<|/|T OAVH NN HECKOJIbKO AO0YEPHUX 3/IEMEHTOB <on multicast-group="" port=""

interface="" />.

OnwucaHve aTpnbyToB:

ATpunbyt OnucaHue
multicast- IP-apgpec multicast-rpynnsbl, uepes kotopyro Cepsepbl Dr.\Web 6yayt
group OCYyLLEeCTBNATE OOMeH MHbOopMaumen.

Homep nopta ceteBoro nHTepdeiica, K KOTOPOMY MPMBA3bIBAETCS

port . :
TPaHCMOPTHbIV MPOTOKOA A/ nepesayn nHdopmaumm B multicast-rpynny.
interface IP-aapec ceTeBoro nHTepdeiica, K KOTOPOMY MPVBA3bIBAETCA TPAHCMOPTHbIN
NPOTOKON ANs MepeAaqn nHpopmaumn B multicast-rpynny.
® <multicast-updates enabled="" />

Hactpoiika nepesauu rpynnoBbix 06HOBAEHWI Ha paboune cTaHuum no multicast-npoTokoany.
Jonyctmble 3HaueHusa atpubyTta enabled: yes WM no.

2nemMeHT <multicast-updates> COAEPXUT PAA AOYEPHUX SNEMEHTOB U anI/I6yTOBZ
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JouepHnii
3/1eMeHT

port

<port
value="" />

ttl

<ttl
value="" />

group

<group
address="" />

on

<on
interface=""
tel="" />

transfer

<transfer
datagram-
size=""
assembly-
timeout=""
updates-
interval=""
chunks-
interval=""
resend-
interval=""
silence-
interval=""
accumulate-—
interval=""
announce-send-
times="" />

ATpubyt

value

value

address

interface

ttl

datagram-size

assembly-
timeout
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Mo
yMO/14aHUIO

OnucaHune

Homep noprta ceteBoro nHtepderica
Cepsepa Dr.Web, k koTopomy
NPVBA3bIBAETCA TPAHCMOPTHBIM Multicast-
NpPOTOKON ANs Nepefayn o6HOBAEHWIA.
[JaHHbIA nopT ByAeT NCNob30BaTbCA BCEMM

multicast-rpynnamun. 2197

[Jns rpynnoBbix 0OHOBAEHWNA HEOBXOAMMO
3ajaBatb Nt060N CBOBOAHBIA NOPT, KOTOPbIN
6yseT OoTAnYaTbCA OT NopTa, Ha3HAYEeHHOro
B HacTpoWKax Ana paboTbl TPAHCMOPTHOrO
npotokosa camoro Cepeepa Dr.Web.

Cpok xu3HKn nepegaBaemont UDP-
faTarpammbl. 3ajaHHOe 3HaueHne byaeT
NCNoab30BaTbCs BceMmn multicast-
rpynnamu.

233.192.86.0

IP-agpec multicast-rpynnel, 4epes KOTOPYIO  nngq |Pv4

CTaHumm ByayT nosnyyaTb rpynmnoBble
obHoOBEHUS. FFOE::176 ans

IPv6

IP-agpec ceteBoro nHTepdeiica Cepaepa
Dr.Web, k koTopomy npuBs3biBaeTcs
TpaHCcnopTHbIN multicast-npoTokon Ans
nepegayv o6HOBAEHMIA.

Cpok xun3Hn UDP-patarpammel,
nepesaBaemMon yepes 3a/jaHHbI CETEBOWN
nHTepdernc. MimeeT npropuTeT Hag 06LLMM
AOYEPHUM I/IEMEHTOM <ttl value="" />.

Pasmep UDP-gaTtarpammbl — pasmep B
6avitax UDP-gaTtarpamMm, NCNosb3yembix
multicast-npoTokonom.

Jonyctnmbin gnanasoH 512-8192. Bo 1400
nsbexxaHne pparMeHTaumm pekomMeHayeTcs
3ajaBaTb 3HayeHne meHble MTU

(Maximum Transmission Unit)

MCﬂOﬂb3yeMOﬁ ceTn.

Bpems nepegaun danna (Mc.) — B TeueHune
3a/laHHOro MHTepBaia ocyllecTBaseTca
nepesava ogHoro darisia obHOBAEHMS,

180000
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Mo
yMO/14aHUIO

OnucaHune

nocne vero Cepsep Dr.Web HaunHaeTt
OTNpaBKy ciegytoliero daina.

Bce dainbl, koTopble He yaanocb nepesatb
Ha aTane obHoBAeHMsA no multicast-
npotokosy, 6yayT nepesaBaTbCsa B npoLecce
CTaHAAPTHOro OH6HOBAEHUS MO MPOTOKOAY
TCP.

[nvTenbHOCTb TpynmnoBbIX OOHOBAEHWIA
(MC.) — ANnTeNbHOCTbL NpoLecca
obHoBEeHMA Mo multicast-npoTokony.

Bce dalinbl, koTOpble He yaanock nepesats 600000
Ha 3Tane obHoB/eHMsA No multicast-

npotokosy, 6yAyT nepejaBaTbCa B NpoLecce
CTaHAAPTHOro OO6HOBAEHWNA MO MPOTOKOAY

TCP.

VHTepBan otnpaBku nakeTos (Mc.) —
WHTepBaa oTnpaBku naketoB B multicast-

rpynny.

14
Manoe 3HaueHVe nHTepBana MOXeT

NPVBECTN K 3HAUYUTENbHbIM MOTEPSM NPW
nepesaye NakeToB v Neperpysuntb cetb. He
peKoMeHAyeTCa U3MeHATb 3TOT NapameTp.

ViHTepBan mexay 3anpocamm Ha

NOBTOPHYIO nepegaydy (MC.) — C JaHHbIM
NHTepBasoOM AreHTbl OTNPaBAAOT 3anpochl

Ha NOBTOPHYIO Nnepejady NOTePAHHbIX

nakeToB. 1000

Cepsep Dr.Web Hakanansaet 3Tv 3anpochl,
nocne 4ero nepecbliaeT NoOTepsHHbIE
6.10KM.

ViHTepBan "“TMWWHbBI" Ha AMHUK (MC.) — B

cnyyae 3aBeplueHns nepegaun darina go
NCTeYeHma OTBEAEHHOIO BPEMEHHN, €CN B

TeueHue 3afaHHOro NHTepBaaa "TULWNHbI"

OT AreHTOB He MOCTYNu/I0 3aNpoCoB Ha 10000
NOBTOPHYIO NepeAady NOTePAHHbIX MaKeTOB,
Cepsep Dr.Web cuutaer, uto Bce AreHThl

ycnewHo noayunau ¢anibl 0O6HOBAEHNA, U
HauMHaeT OTNpaBKy caeayrollero dainna.
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Mo
yMO/14aHUIO

OnucaHune

VIHTepBan HakonieHWa 3anpoCcoB Ha
NOBTOPHYIO Nepejady (MC.) — B TedeHune
ykaszaHHoro nHTepsana Cepsep Dr.Web
HakananBaeT 3anpocbl OT AreHToB Ha
NOBTOPHYIO Nepefady NoTepsHHbIX MakeTos.

2000
AreHTbl NepesanpalinBaroT NOTEPAHHbIE
naketbl. Cepsep Dr.Web HakannvBaeT 31
3aMpochl B TeYEHME yKa3aHHOro BpeMeH!,
nocse Yero rnepecbiaeT NoTepAHHbIE
6.10KM.

KonnyectBo aHoHCOB nepegaun darina —
KonMyecTBo pas, kotopoe Cepsep Dr.Web
aHoHcupyeT nepegavy danna B multicast-
rpynny nepeg Hayasom nepegayn
06HOBNEHWI.

Mpw aHoHce B multicast-rpynny
Hanpasasetca UDP-pgatarpamma c
MeTafaHHbIMK dalina. YBennueHune
Ko/IM4ecTBa aHOHCOB CMOCOBHO MOBbLICUTb
HaZe>XXHOCTb nepeAayn, HO MOXET NPUBECTH
K coKpalleHMo 0bbeMa JaHHbIX, KOTopble
yAacTca nepejaTb 3a Bpems, OTBeJeHHOe Ha
obHoBneHre no multicast-npoTtokony.

DNEeMEeHT <multicast-updates> MOXET Tak)Xe OMLMOHAAbHO COAep>KaTb AOUYEPHNUM SNEeMEHT
<acl>, UCMONb3YHOLMICA A1 CO34aHNsA CMMCKOB AOCTyMna. TO NO3BOAAET OrpaHnunTtb Kpyr TCP-
aapecoB pabounx CTaHLWIA, KOTOPble CMOTYT NOJy4aTb rpynnoBblie 06HOBAEeHMsA Mo multicast-
npoTtokony ¢ gaHHoro Cepsepa Dr.Web. Mo ymonuaHuio fOUYEpHWUIA 3NEMEHT <acl> OTCYTCTBYET,
YTO O3HaYaeT OTCYTCTBME KaKUX-IMOO OrpaHNUeHuUI.

<acl> B COCTaB€ <multicast-updates> COAEPXUT CIefyHOLLNE JOYEPHNE SNIEMEHTDL!

YcTaHaBAMBaET NPUOPUTETHOCTb CMUCKOB. [lonyCcTUMble 3HaYeHUs atpubyta mode: allow
nam deny. MNpu 3HaUEHUN <priority mode="deny" />, CMUCOK <deny> MMeeT Hosiee BbICOKUIA
NPUOPUTET, YEM CMUCOK <allow>. Agpeca, He BKAKOUYEHHbIE HU B OAWH U3 CMIUCKOB WM
BK/IFOUEHHble B 063, 3anpeLlatoTcs. PaspeluatoTcs ToIbko agapeca, KOTOpble BKAKOYEHbI B
CMUCOK <allow> W HE BKAHOUEHbI B CMNCOK <deny>.

0 <allow>

Cnuncok TCP-agpecoB, KOTOPbIM AOCTYMNHbI 06HOBEHNA NO Multicast-npoTokony. InemeHT
<allow> COAEPXUT OANH UAN HECKOJIbKO JOYEPHUX SNEMEHTOB <ip address="" /> 414
3aflaHvA paspeLleHHbix agpecosB B dopmate IPv4 1 <ip6 address="" /> 414 33flaHNA
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pa3peLleHHbIX agpecoB B dopmarte IPv6. B aTpmbyTe address 3agatoTca ceTeBble agpeca B
dopmare: </P-adpec>/ [ <npegukc>].

B <deny>

Cnncok TCP-agpecoB, KOTOPbIM HeAOCTYMNHbI 06HOBAEHNA Mo multicast-npoTokony. InemeHT
<deny> COAEPXXUT OAMNH NN HECKO/IbKO OYEPHUX INEMEHTOB <ip address="" /> ANA
3aZ,aHuvA 3anpeLleHHbix agpecoB B dopmarte IPv4 1 <ip6 address="" /> A1 3aaHNA
3anpeLleHHbIx agpecos B popmarte IPv6. B atpnbyTte address 3agatoTca ceTeBble agpeca B
dopmare: </P-adpec>/ [ <npegukc>].

Onpeaenenve 6a3bl JaHHbIX.

OnwucaHve aTpnbyTOB:

Atpunbyr

connections

speedup

AonycTtumbie
3HaueHus

Llenoe

MOJIOXKUTENIbHO
e yucno.

yes | no

® <database connections="" speedup="" />

OnucaHune

MakcrmanbHO JONYyCTMMOe KONNYEeCTBO
coeAnHeHWn 6a3bl gaHHbIX ¢ CepBepom
Dr.Web. He cnesyeT n3ameHsTb 3HaueHwue
napamMetpa 6e3 pekoMeHgaLmMmn cay>6ebl
NoAAEPXKKN.

ABTOMaTMYeCKM NPOBOANTL OTIOXEHHYHO
0umnCTKy 6a3bl AaHHbIX Nocne ee
MHULUMann3aLmm, obHOBAEHNA 1 uMnopTa (CMm.
PykoBopacTBO agMMUHUCTpaTopa, n. basa
JaHHbIX).

JNEMEHT <database> COLEepPXUT OAVH 13 CefyrolWnx JOYEPHUX SNEMEHTOB!

@

Mo
YMOJIYaHUIO

2

yes

DNeMeHT <database> MOXET COAepP>KaTb TOIbKO OAVH AOYEPHWI INEMEHT,
onpeAenstoLWnii KOHKPETHYO 6a3y AaHHbIX.

ATpnbyTbl 6a3 AaHHbIX, KOTOPbIE MOTYT NPUCYTCTBOBATb B WaboHe
KOoHUrypaumoHHoro daina, Ho He NpUBeAEeHbl B OMUCaHUAX, HE PEKOMEHAYETCA
N3MeHATb 6e3 cornacoBaHmsa co CY>XOOM TeXHNYEeCKOW MNOAAEPXKKM KOMMNaHUK «/lokTop

Onpepgenset BcTpoeHHyto 6a3y aaHHbix SQLite3.

OnwucaHve aTpmnbyTOB:

Beb».
® <sglite dbfile="" cache="" cachesize="" readuncommitted="" precompiledcache=""
synchronous="" openmutex="" checkintegrity="" autorepair="" mmapsize="" wal="" wal-
max—pagesznn wal-max-seconds="" />

MpunoxeHus

110



A7

-
$

A
d
A

ATpubyt

dbfile

cache

cachesize

precompiledcache

synchronous

checkintegrity

autorepair

mmapsize

wal

wal-max-pages

AonycTtumble
3HaueHus

SHARED | PRIVATE
Llenoe
NONIOXUTENbHOE
yumcno.

Llenoe
NONIOXUTENbHOE
yumcno.

e TRUE wan FULL —
CUHXPOHHBbIN

e FALSE mnam
NORMAL —
0BbIYHbIN

e OFF —
ACUHXPOHHbIN

quick | full |

no

yes | no

Llenoe
NONOXMUTENbHOE
4yncao.

yes | no

InaBa 2: Mpunoxxeuns

OnucaHune

Nmsa daina 6a3bl AaHHBIX.

Pexxnm KewnpoBaHuA.

Pa3mep keww-namaTy 6a3bl JaHHbIX
(8 1,5 Kb cTpaHmuax).

Pasmep kewa
npeAKOMMNNANPOBaHHbIX sql-
ornepaTtopoB B banTax.

Pexxvm 3anuncu gaHHBbIX.

MpoBepka LesocTHocT! obpasa
6a3bl JaHHbIX NpUY 3anycke
Cepsepa Dr.Web.

ABTOMaTMYeCKOe BOCCTaHOB/IEHME
noBpexaeHHoro obpasa basbl
AaHHbIX npw 3anycke Cepsepa
Dr.Web.

MakcrMasbHbIA pa3mep B HaTax
darina 6a3bl JaHHbIX, KOTOPbIWA
JonyckaeTcs oTobpaxaTb Ha
ajpecHoe NpPOCTPaHCTBO npotiecca
3a OZVIH pas.

cnonb3oBaHue ynpexgatoLero
XypHanumpoaHus (Write-Ahead

Logging).

MakcnmManbHoe Yncno “rpasHbix”
CTpaHWL, NpW JOCTUXEHUN
KOTOPOro OCyLLEeCTBAAETCS 3anuch
CTpaHWL, Ha ANCK.

Mo
yMO/1YaHUIO

database.sqg
lite

SHARED

2048

1048576

FULL

quick

no

e nna OC
UNIX —
10485760

e nna OC
Windows —
0

yes

1000
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onycTtumble Mo
ATpubyt Aony OnucaHue
3HayeHuA yMoOJl4aHUuo
MakcnmanbHOe Bpemsa, Ha KoTopoe
wal-max-seconds OTKNnagbiBaeTcAa 3anncb CTpPaHUL Ha 30
AVCK (B CeKyHAax).
® <pgsql dbname="drwcs" host="localhost" port="5432" options="" requiressl="" user=""
password="" temp tablespaces="" default transaction isolation="" debugproto ="yes" />

Onpepgenset BHelwWHIOO 6a3y AaHHbIX PostgreSQL.

OnwucaHve aTpmnbyTOB:

Jonyctnmbie

ATpu6
pubyT 3HaueHuA
dbname
host
port
options
e 1 | O(4yepe3s
LleHTp
yrpasieHus)
requiressl
ey | n
e yes | no
e on | off
user
password
temp tablespaces
e read
default transacti uncommitted

on isolation
e read committed

Mo
Onucanue yMo4aHun
o
Vma daina 6a3bl gaHHbIX.
Appec cepsepa PostgreSQL nav nytb
K ZoMeHHOMY cokeTy UNIX.
Howmep nopra cepsepa PostgreSQL
AN pacwnpeHve nmenun danna
UNIX-cokerTa.
MapameTpbl KOMaHAHOW CTPOKM AJis
OTMNpaBKkn Ha cepsep 6a3bl AaHHbIX.
MoapobHee cm. B rnase 18
https://www.postgresqgl.org/docs/9.1/I
ibpg-connect.html
e 0
Vcnonb3osaTb TOobKO SSL- °y
COeANHEHMS. e yes
e on
Vims nonb3oBaTtens 6a3bl faHHbIX.
Maposb nonb3oBaTens 6asbl AaHHbIX.
MpOCTPaHCTBO MMEH A/ BPEMEHHbIX
Tabauu, 6a3bl AaHHbIX.
YpoBeHb 1301ALMKN TpaH3aKLuii read
P 4 P Hvm. committed
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AT
g:

AonycTtumbie flo
ATpubyt v Onucanue yMol4aHn
3HaueHus
o
e repeatable
read
e serializable
® <oracle connectionstring="" user="" password="" client="" prefetch-rows="0" prefetch-
mem="0" />
Onpegenset BHelwHIOO 6a3y aaHHbIX Oracle.
OnwucaHve aTpnbyTOB:
onycTum
Aony Mo
ATpunbyt ble OnucaHue
yMoYaHuIo
3HaueHus
. . Crpoka, cogepxkalas Oracle SQL Connect
connectionstring P AepKally Q
URL nan Oracle Net napbl kntoy-3HayeHue.
nser PerncrpaunoHHoe nmsa nonb3oBaTens 6asbl
JaHHBbIX.
password Maponb nonb3oBatens H6asbl AaHHbIX.
MyTb K KAMeHTY ana goctyna k b/, Oracle
(Oracle Instant Client). Cepsep Dr.Web
noctasasietcs ¢ Oracle Instant Client Bepcuu
11. OpHako, B cnyyae NCnonb3oBaHMA
. cepBepoB Oracle 6bonee no3aHen Bepcuy,
client pBep A P
nMbo Hannumsa owmboK B MOCTaBAAEMOM
apavisepe b/l Oracle, Bbl MOXeTe ckayaTb
COOTBETCTBYHOLLMI ApanBep C caiTa
komnaHum Oracle n yka3aTb NyTb A0 3TOro
ApaiBepa B JaHHOM noJe.
0—
KonnyectBo cTpok and npeaBapuTesbHON MCcnosab3oBaTb
prefetch-rows 0-65535 BbIGOPKM MpPU BLIMOJIHEHMM 3anpoca K base  3HayeHue = 1
JaHHBbIX. (ymonuaHwue

6a3bl JaHHbIX)

O6beM namsaTH, BblAeNSeMON Ans
prefetch-mem 0-65535 npezBapuTeNbHOW BbIGOPKN CTPOK Npwu
BbIMNOJIHEHMM 3anpoca kK 6a3e ZaHHbIX.

0 — He
orpaHuM4eHo

® <odbc dsn="drwcs" user="" pass="" transaction="DEFAULT" />
Onpepgenset noAkat0UeHMe K BHeLHel H6a3e gaHHbIx yepe3 ODBC.

OnwucaHve aTpmnbyToB:
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114

Mo
ATpubyt JonycTtumble 3HaueHunsA Onucanue
YyMOYaHUIO
VIMA ncTouHmKa faHHbIX
dsn A drwcs
ODBC.
PerncrpaunoHHoe nmsa
user pat drwcs
nonb3osaTtens 6a3bl AaHHbIX.
Maposb nonb3oBaTensa 6a3bl
pass drwcs
JaHHbIX.
Mepenogxnrovatbes kK CYB/, 0 — He
limit Llenoe nonoxmtenbHOe YNCIO0.  MOC/e YKa3aHHOro KOAM4YecTBa Mnepenoskiroy
TpaH3aKLMiA. atbcA
e SERTALIZABLE —
ynopsAA0YMBaEMOCTb
e READ UNCOMMITTED —
uTeHne He3ahUKCMpPOBaHHbIX ~YPOBEHb M30/ALMM
JaHHbIX TpaH3aKLMiA.
transaction e READ COMMITTED — YTeHuWe DEFAULT
— HekoTopble CYB/,
3aPUKCNPOBAHHbBIX AaHHbIX
NoAAEeP>KMBALOT TOJIbKO
e REPEATABLE READ — READ COMMITTED.
NOBTOPAEMOCTb YTEHMUA
e DEFAULT — paBHOCW/IbHO ""
— 3aBucut ot CYB/.
® <mysql dbname="drwcs" host="localhost" port="3306" user="" password="" ssl="no"

debug="no" />
Onpepgenset BHelwHO0 6a3y gaHHbIx MySQL/MariaDB.

OnwucaHve aTpnbyToB:

Jonyctumbie

ATpn6 OnucaHune Mo ymonuaHuto
pubyT 3HayeHuA y
dbname HassaHue 6a3bl AaHHbIX. drwcs
Aznpec cepBepa 6a3bl JaHHbIX NPU localhost
nogkntoyeHun no TCP/IP.
MyTb k panny coketa UNIX npwu
host OpgHo m3 AByX. y Panry P
ncnonb3zosanum UDS. Ecam nyTb He
/var/run/mys
3agaH, Cepsep Dr.Web nonbitaetcs qld/

HalT Galnn B CTaHAAPTHbIX
ampektopusax mysqld.
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ATpubyt

port

user

password

ssl

precompiledcache

® <acl>

AonycTtumble
3HayeHuA

OaHo 13 AByX.

yes | ntobon
Apyroi Habop
CMMBOJIOB

Llenoe
NOJIOXUTENbHOE
yumchno.

InaBa 2: Mpunoxxeuns

OnucaHune

Homep nopta ana nogKaroyveHma K
6a3e gaHHbix no TCP/IP.

Nma danna coketa UNIX npu
ncnonb3zosanmm UDS.

PervcrpaunoHHoe uMms nosb3oBaTtens
6a3bl JaHHbIX.

Haponb noJsib3oBaTtend 6a3bIAaHHbM.

Mcnonb3oBaTtb TOIbKO SSL-
coeANHEHMS.

Pasmep kewa
npeAKOMMNNANPOBaHHbIX sql-
ornepaTtopoB B banTax.

Mo ymonuauuto

3306

mysqgld.

no

1048576

sock

Cnivckn KoHTpoAAa goctyna. [1o3BoA0T HACTPOUTL OrPaHMYEHNA Ha CeTeBble aZpeca, C KOTOPbIX
AreHTbl, ceTeBble MHCTaNNATOPbI U Apyrue (coceanme) Cepsepbl Dr.Web cmoryT nonyuatb goctyn k
AanHomy Cepsepy Dr.Web.

DNEMEHT <acl> COAEPKUT CeaytoLine AoYepHNE 3NEMEHTbI, B KOTOPbIX HacTpavnBaroTCs
OrpaHVyeHus AN COOTBETCTBYHOLLMX TUMOB COEANHEHWIA:

8 <install> — CMWUCOK OrpaHnyeHui Ha IP-agpeca, ¢ KOTOPbIX UHCTAaANATOPbI AreHTOB
Dr.Web moryT nogkntouyatbcs K gaHHomy Cepsepy Dr.Web.

o <agent> — CMUCOK OrpaHnyeHnin Ha IP-agpeca, c kotopbix AreHtsl Dr.Web moryTt
noakntouateca K gaHHomy Cepsepy Dr.Web.

8 <links> — CMMCOK OrpaHn4eHnin Ha IP-agpeca, c kotopbix coceaHne Cepaepbl Dr.Web
MOTyT noakatouatbca K gaHHomy Cepsepy Dr.Web.

8 <discovery> — CMUCOK OrpaHMyeHnin Ha IP-agpeca, ¢ KOTOPbIX MPUMHUMALOTCA

LIMPOKOBeLLaTeNbHble 3anpockl cayxbou obHapyxeHus Cepsepa Dr.Web.

Bce gouepHWe aneMeHTbl CoOAep>KaT OAMHAKOBYHO CTPYKTYPY BIOXKEHHbIX 3/1EMEHTOB, 3a4at0LLIMX
cnesyroLLme orpaHuyeHms:

U <priority mode="" />

MpuropuTeETHOCTL CNMCKOB. JonyCcTUMble 3HaueHus atpnbyTa mode: allow uam deny. Mpwu
3HAUYEHWN <priority mode="deny" />, CMUCOK <deny> UMEET BOJIEe BbICOKUIA MPUOPUTET, YeM
CMUCOK <allow>. Afpeca, He BKIKOUEHHbIE HA B OAWH U3 CMIUCKOB WM BKJIKOUEHHbIE B 063,
3anpeLatoTcs. PaspeluaroTcs TOIbKO ajpeca, KOTopble BK/IOUEHbI B CMNCOK <allow> U HE
BKJ/IFOUEHbI B CMUCOK <deny>.
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0 <allow>

Cnmncok TCP-aapecoB, C KOTOPbIX AOCTYMN pa3peLleH. I1eMeHT <allow> COAEPXKUT OAVH U
HECKO/IbKO JJOYEPHUNX INEMEHTOB <ip address="" /> ANA 33/laHNA Pa3peLLeHHbIX aZpecoB B
dopmate IPv4 1 <ip6 address="" /> 414 3aflaHNA pa3peLleHHbIX agpecoB B popmare IPv6. B
aTpmnbyTe address 3afar0Tca ceTeBble agpeca B opmare: </P-adpec>/ [ <npegukc>1].

o <deny>

Cnncok TCP-aapecoB, C KOTOPbIX AOCTYN 3anpeLleH. D1eMeHT <deny> COAEPXUT OAVH WK
HECKO/IbKO JJOYEPHUX INEMEHTOB <ip address="" /> ANA 33/jaHNA 3anpeLleHHbIX aApecoB B
dopmate IPv4 1 <ip6 address="" /> 414 33,aHNA 3anpeLleHHbIX agpecos B popmarte IPv6. B
aTpmnbyTe address 3ajar0TCa ceTeBble agpeca B opmare: </P-adpec>/ [ <npegukc>].

® <scripts profile="" stack="" trace="" />
Hactpoiika napameTpoB npoduanpoBaHuns paboTbl CKPUMTOB.

OnwucaHve aTpmnbyToB:

Mo
Atpunbyr Aonyctmbie OnucaHue yMonuaHu
3HaueHunAa 1o

3anucbiBaTh B XypHaa MHPOPMaLMIO O
npoduanposaHun pabotsl ckpuntos Cepeepa Dr.Web.

profile [JaHHbI/ napameTp UCMob3yeTca CNy>K60N TeXHUYeCKoM
noAaepXku n paspabotumkamun. He pekomeHayetca
N3MeHATb ero 3HayeHve 6e3 HeobXxoAMMOCTH.

3anucblBaTth B XypHas MHPOPMAaLMIO U3 CTeKa BbI30BOB
. yes, npwn pabote ckpuntos Cepeepa Dr.Web. [laHHbIR
stack napameTp MCMo/b3yeTcs CAy>KOOoM TEXHUYECKOW no
NoAAEePXKN 1 pa3paboTumkamn. He pekomeHayeTcs
N3MeHATb ero 3HayeHve 6e3 HeobxoAMMOCTH.

3anucblBaTthb B XXypHaa MHPOpPMaLMIO O TpacCMpoBke
pabotbl ckpuntoB Cepeepa Dr.Web. [laHHbIi napameTtp

trace Ncnosb3yeTcs Cy>XO6OoW TEXHUYECKON MOAAEPXKKM U
paspaboTtunkamu. He pekomeHayeTCs U3MEHATb ero
3HaueHue 6e3 HeobxoANMOCTH.

® <lua-module-path>

MyTn gna nHtepnpetatopa Lua.

@ MopsAsoK 3afaHuns NyTen MMeeT 3HaYeHue.

DNIEMEHT <lua-module-path> COAEPXUT CEAYHOLME JOYEPHUE IIEMEHTbI:

8 <gpath root="" />-— MyTb A0 KaTasora ¢ BuHapHbIMM MOAYAAMU. [loNyCTUMblE 3HAYEHNS
aTpmnbyTa root: home (MO yMOA4YaHuKO), var, bin, 1ib.

o <path value="" />— MyTb JJO KaTajora co ckpuntamu. Ecam He ABnseTca AoUepHUM NS
3/1eMeHTa <jobs> WU <hooks>, TO OTHOCKTCA K 060omM. [yTwW, 3asaBaemble B aTpubyTe
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value, ABAAKOTCA OTHOCUTENbHBIMUY OT nyTe|7|, 3a/laHHbIX B anI/l6yTe root 3JIEMEHTa

<cpath>.

8 <jobs> — MyTW ANA 3agaHui n3 pacnucaHus Cepsepa Dr.Web.

dNeMeHT <jobs> COAEPXUT OANH NAN HECKOJIbKO AOYEPHUX SJIEMEHTOB <path value="" />
4014 3aaHNA NYyTU A0 KaTajaora Co CKpunTamu.

8 <hooks> — MyTWN ANA NOAb30BaTeNbCckMX Npoueayp Cepepa Dr.Web.

JNEMEHT <hooks> COAEPXNT OANH NN HECKOJIBKO AOYEPHUX SNEMEHTOB <path value="" />
ANA 3aj4aHnA NYyTU 40 KaTaaora Co CKpunTamu.

® <transports>

Hactpoiika napameTpoB TpaHCMOPTHbIX MPOTOKO/IOB, Ucnob3yeMbix Cepepom Dr.Web ans
coeguHeHua ¢ knneHTamun. Coaep>XXmT OANH UAN HECKO/IbKO JOYEPHMX S/IEMEHTOB <transport

discovery="" ip="" name="" multicast="" multicast-group="" port="" />.

OnwucaHve aTpmnbyToB:

Atpunbyr

discovery

oj_p

e unix

name

multicast

multicast
-group

port

® <protocols>

OnucaHune

OnpegenseT, byaet i
Mcnoab3oBaTbCa cayxba
obHapyxxeHus CepBepa
Dr.Web.

Onpepnensiet cemMencTBo
MCMOJIb3yeMbIX MPOTOKOJIOB
N 3ajaeT agpec
nHTepdeinca.

3agaet uma Cepsepa
Dr.Web ans cnyx6ebi
obHapyxeHusa Cepsepa
Dr.Web.

Onpegensert, BXOAUT N
Cepsep Dr.Web B multicast-

rpynny.

3agaet agpec multicast-
rpynmbl, B KOTOPYH BXOAWT
Cepsep Dr.Web.

MpocnylwvBaemMblli NOpT.

O6sa3aTenbHbIU

HET, 3a4aeTCA TOJIbKO
BMeCTe C anVI6yTOM

ip.

aa

HET

HET, 3a4aeTCA TOJIbKO
BMeCTe C anVI6yTOM

ip.

HET, 3a4aeTCA TOJIbKO
BMeCTe C anVI6yTOM

ip.

HET, 3a4aeTCA TOJIbKO
BMeCTe C anVI6yTOM

ip.

Aonyctumbie [Mo
3HaueHuA yMoJlYaHu1Io

yes, no no

_ ¢ 0.0.0.0

- drwcs

yes, no no

- e 231.0.0.1

o [ff18:231.0
.0.1]

- 2193

Cnuncok OTKAKYEHHbIX NPOTOKO/IOB. Cop,epxm OAVH NN HECKOJIbKO AOYEPHUX 3/1IEMEHTOB

<protocol enabled="" name="" />.
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OnwucaHve aTpunbyToB:

Atpunbyr

enabled

name

® <plugins>

AOHyCTM Mblé 3HaueHunA

yes — NPOTOKO/ BK/HOYEH,

no — MPOTOKO/ OTKJNHOYEH.

AGENT — NpoToKoA B3aumogenctems Cepeepa
Dr.Web ¢ AreHtamu Dr.Web.

MSNAPSHV — MPOTOKO B3aUMOZENCTBUS
Cepsepa Dr.Web ¢ koMnoHeHTOM npoBepku
pabotocnocobHoctn cuctembl Microsoft NAP
Validator.

INSTALL — NpoTOKO/ B3aumogeictems Cepsepa
Dr.Web ¢ nncrannatopamu AreHtos Dr.Web.

CLUSTER — NPOTOKOJ1 B3aUMOZENCTBUS MeXAy
Cepeepamu Dr.Web B knactepHol cucteme.

SERVER — NpoTOKoA B3avMogelictBua Cepeepa
Dr.Web c gpyrumn Cepsepamu Dr.Web.

InaBa 2: Mpunoxxeuns

OnucaHune

Pexxnm
1CMNoJIb30BaHMA
npoTokona.

Ha3zBaHue
npoTokona.

Mo
yMouYaHu1io

no

Cnncok OTKNKOYUEHHbIX pacumpeHuin. CoAep>XUT OAMH UM HECKONbKO JOYEPHMX 31eMEHTOB

<plugin enabled="" name="" />.

OnwucaHve aTpmnbyTOB:

ATpunbyt

enabled

name

® <license>

JonycTtumMble 3HaueHnsA

yes — paclnpeHne BKJIKYEHO,

no — paclwnpeHne oTKAHUEHO.

WEBMIN — pacwmpeHue LleHTpa ynpasaeHuma
6e3onacHocTbto Dr.Web ansa ynpaBneHus
Cepeepom Dr.Web v aHTMBMpPYCHOW ceTbio Yepes
LleHTp ynpaBaeHus.

FrontDoor — pacwuperve Dr.Web Server
FrontDoor, no3sossitoLLero NoAkAtoUYeHne
YTUAWTbI AUCTaHUMOHHON anarHoctukv Cepsepa
Dr.Web.

HaCTpOI\/'IKI/I JINUEH3NPOBaHMA.

DNIEMEHT <license> COAEPXKUT CEAYHOLWME JOYEPHUE IIEMEHTI:

8 <limit-notify min-count="" min-percent="" />

OnucaHune

Pexxnm
MCMONb30BaHMA
paclmpeHns.

Ha3BaHwne
paclmpeHns.

Mo
yMO/14aHUIO

no

HacTpoliku yBegomaeHns 06 orpaHMyeHnn No KOANYECTBY AMLEH3UIA B IMLLEH3UOHHOM KO Ye.
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OnwucaHve aTpnbyTOB:

ATpubyr

min-count

min-percent

Mo
yMoJlYaHu1io

OnucaHune

MakcrmanbHoe KONMYEeCTBO OCTaBLUMXCA NNLEH3UI, NpK
KOTOpOM byzeT oTnpaBieHo yBegomaeHve OrpaHuueHne no 3
KO/IMUYECTBY /IMLLeH3UI B INLLEH3MOHHOM KJIloue.

MaKkcrManbHbIV MPOLLEHT OCTaBLUMXCA AULLEH3UIA, NpU
KOTOpPOM byzeT oTnpaBneHo yBegomaeHne OrpaHmuenme no 5
KO/IMUYECTBY /IMLLeH3UI B INLLEH3MOHHOM KJIloue.

8 <license-report report-period="" active-stations-period="" />

HaCTpOIZKM AnAa OTYETa NO NCNOJIb3OBaAHUIO J1I/ILI,eH3I/II\/'I.

OnwucaHve aTpmbyTOB:

ATpunbyT

report-period

active-
stations-
period

B <exchange>

Mo
YMOJIYaHUIO

OnucaHue

MeproanyHOCTL, C KOTOPOU ByAyT CO34aBaThCs OTYETbI Ha
CepBepe Dr.Web 06 ncnosb3yembix UM JMLEH3NOHHbIX
KNHOUax.

Ecnm otuer 06 ncnosb3oBaHUM ANLIEH3MI CO3AaeTCA

noguunHeHHbiM Cepeepom Dr.Web, To cpa3y nocne co3ganus
OCyLLeCTBAAETCA OTNpaBKa 3TOro otyeTa Ha rnaBHbli Cepeep 1440
Dr.Web.

Co3gaHHble OTYeTbl AOMONHUTENBHO OTMPaBAATCA NPU
KaXkaom nogkatoveHun (B 7.4. nepesarpyske) Cepsepa
Dr.Web, a Takke npu n3MeHeHNN KOMYecTBa BblaBaeMblxX
NMueH3nin Ha rnaBHom Cepsepe Dr.Web.

Mepuvog, B TeueHre KOTOPOro byaeT NOACUNTbIBATLCA
KONMYECTBO aKTUBHbIX CTaHLMIN ANs co3jaHna oTyeTa 06
NCMONb30BaHUKN nLeH3UIA. 3HaueHre 0 npeanuceiBaeT 0
y4uTbIBaTb B OTUYETE BCE CTAHLMW, BHE 3aBUCUMOCTM OT

cTaTyca uUx akTMBHOCTU.

Hactpowikn pacnpoctpaHeHus anueHsmii mexay Cepsepamu Dr.Web.

DNemMeHT <exchange> COJAEPXUT CheayroLme AoYepPHUE 3IEMEHTDI:

" <expiration-interval value="" />
" <prolong-preact value="" />
® <check-interval value="" />

OnuvcaHve 3n1eMeHTOB:
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3HaueHun
atpubyra value
dnemeHT OnucaHune pvobyT
no yMo/iyaHuio,
MMH.
CpoK AeACTBMA BbiaBaeMbIX JINLLEH3NN — Nnepuos
, , BPEMEHW, Ha KOTOPbIN BbIAAIOTCSA NLEH3NN U3 KIOYa Ha
expiration-— <
interval naHHoMm CepBepe Dr.Web. Hactpoiika ncnonb3yetcs, ecan 1440
AaHHbI CepBep Dr.Web BbigaeT nnueH3nm cocegHM
Cepeepam Dr.Web.
Mepuopa ana npoaneHNA NosiyyaemMbiX JIMLLEH3NN —
nepuoa A0 OKOHUYaHWA CPOKa AEVCTBUA NULLEH3UN,
| HauunHas ¢ koToporo gaHHbIn Cepep Dr.Web
roilong- o
greactg NHNLMMPYET NpOoANneHe ANLEH3NW, NOAYYEHHOWN OT 60
coceaHero Cepeepa Dr.Web. HacTtpoiika ncnonb3yercs,
ecan gaHHbin Cepep Dr.Web nonyyaet avueHsunm ot
cocegHux Cepsepos Dr.Web.
ook Mepuroa CMHXPOHU3ALUWN INLLEH3UIA — MEePUOANYHOCTb
cneck—
interval CMHXPOHM3aLUMn MHbOpMaLmn o BblgaBaeMblx anueHsnax 1440
mexgy Cepsepamu Dr.Web.
® <email from="" debug="" />

HacTpoliku napameTpoB OTNpaBKM 31eKTPOHHOM NouThl 13 LleHTpa ynpaBieHus, Hanpumep, B
KauecTBe OMOBELLEHNM aZiMUHUCTPATOPa MU MPU PaCCblIKe UHCTAANALNOHHBIX MaKeTOB CTaHL WM.

OnwucaHve aTpnbyTOB:

ATpnbyt  [lonyctumble 3HaueHna OnucaHue Mo ymonuanuto

Azpec ALVKa SN1eKTPOHHOW NoYTbI,
OT VIMEeHW KOTOpOro byayT

from - drwcs@localhost
OTNPaB/IATbCA 3NNEKTPOHHbIE
nncbMa.
e yes — WCMO/b30BaThb .
OTﬂa,EI,OHHbIVI PEXIM, Mcnonb3oBaTbh OT/Aa404UHbIN
eXM Ana nonyvyeHunA
debug e No — He P A Y no
AeTanbHoro xypHana SMTP-
VICI'IOﬂb3OBaVTb ceccum.
OT/Iaf04YHbIN PEXNM.
DNEMEHT <email> cofepXxnT cegyroimne jo4YepHnE SNEMEHTbI:
B <smtp server="" user="" pass="" port="" start tls="" auth plain="" auth login=""
auth cram md5="" auth digest md5="" auth ntlm="" conn timeout="" />

Hactpoiika napametrpoB SMTP-cepBepa A5 OTNPaBKM 3NEKTPOHHON NOYTbI.

OnwucaHve aTpnbyToB:
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onycTumble
ATpubyt Aony
3HaueHus
server -
user -
pass -
Llenoe
port NosoXNTeNbHOE
ymcno.
start tls
auth plain ¢ yes —
MNCNOAb30BaTb 3TOT
™n
ayTeHTUpUKaumy,
auth login e no — He

MCcnosib3oBaTb 3TOT

™n
ayTeHTUpUKaLmnn.

auth cram md5

auth digest md5

auth ntlm

. enoe
conn_timeout U
- MoJIOXUTENIbHOE

InaBa 2: Mpunoxxeuns

OnucaHune

Azpec SMTP-cepBepa, KOTOPbIiA
6yaeT ncnonb3oBaTbCa A1
OTNPaBKN 3NEKTPOHHOW MOYThI.

Vima nonb3osatena SMTP-
cepsepa, ecnn SMTP-cepBep
TpebyeT aBTOpPU3aLMN.

MNMaponb nonb3osatena SMTP-
cepsepa, ecnn SMTP-cepBep
TpebyeT aBTOPU3aLIUN.

MopTt SMTP-cepBepa, KOTOpPbIN
6yaeT ncnonb3oBaTbCa AJ1A
OTNPaBKN 3NEKTPOHHOW MOYThI.

Ana wnppoBaHHOro obMeHa
AaHHbIMW. [pn 3TOM

nepek/toyeHve Ha 3aluLeHHoe

coeAnHeHne ocyllecTBaseTcs
yepes KOMaHAay STARTTLS. [1o
YMOAYaHWIO A1 COeAMHEHNA
npegycMmatpuBaeTcs
ncnonb3osaHue 25 nopra.

Vicnonb3oBaHwe plain text
ayTeHTUPUKaLMN Ha NMOYTOBOM
cepsepe.

Ncnonb3oBaHne LOGIN
ayTeHTUdMKauMmM Ha NOYTOBOM
cepsepe.

Ncnonb3oBaHne CRAM-MD5
ayTeHTUdMKauMmM Ha NOYTOBOM
cepsepe.

Ncnonb3oBaHue DIGEST-MD5
ayTeHTUdMKauMmM Ha NOYTOBOM
cepsepe.

WNcnonb3oBanne AUTH-NTLM
ayTeHTUOUKaLMMN Ha NMOYTOBOM
cepsepe.

Tanm-ayT coeagnHeHmns ¢ SMTP-
cepBepoM.

Mo
YMOJIYaHUIO

127.0.0.1

25

yes

no

no

no

no

no

180
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onycrumble Mo
ATpubyt Aony OnucaHue
3HaueHuns yMoOJlYaHnto
yuncno.
o <ssl enabled="" verify cert="" ca certs="" />

Hactpoikn napametpoB SSL-wumdpoBaHusa Tpadmka Nnpu oTnpaBke NUCEM MO 3NEKTPOHHOMN

noure.

OnwucaHve aTpnbyToB:

Aonyctumsbie flo
Atpunbyt y OnucaHune yMOJI4YaHn
3HaueHus
1]
® yes —
ncnonb3osaTth SSL, Pexxnm ncnonbsosaHms SSL-
enabled no
e no — He LWnppoBaHms.
ncnonb3osatb SSL.
e yes — NpoBepsAThb
. SSL-ceptdukar, MpoBepsaTb NpaBUALHOCTL SSL-
verify cert no
- e No — He NPOBEPATH ceptudmkaTa NOYTOBOro cepeepa.
SSL-ceptudukar.
MyTb Kk KOpHEBOMY SSL-cepTndukat
ca certs - y p y p q) y
- Cepsepa Dr.Web.
® <track-epidemic enabled="" aggregation-period="" check-period="" threshold="" most-
active="" />
Hactpoiika napaMeTpoB OTCAEXMBAHWUA BUPYCHbIX ANUAEMUI B CETU.
OnwucaHve aTpmnbyToB:
Aonyctumsbie flo
Atpunbyr y OnucaHune yMOJI4YaHn
3HaueHus
1]
Pa3speluaet oTcnexmnBaTb MHOXECTBEHHbIE
CObbITUS O 3apaXkeHUsaX CTaHUUI U UMETb
enabled yes | no P 4 yes
BO3MO>XHOCTb OTNPaBAATb CyMMapHoOe
onoseLlyeHne agMNMHNCTPaTopy.
MpOoMeXyTOK BpeMeHU B CeKyHAax noce
aggregation-— OTMNpaBKu omnoBeLleHna 06 anuaemMmun, B TeueHne 300
period KOTOPOro He ByayT OTNPaBAATLCA OMOBELLEHNA O
Lienoe eAVHUYHBIX 3apaXkeHUaxX CTaHLMA.
NMOJIOXUNTENBHO
e uncno.
. [MpomeXXyToK BpeMeHW B CeKyHAaxX, B TeUeHune
check-period P y P YRASX, 3600

KOTOPOro A0JI>)KHO I'IpVIVITVI 3ajaHHOEe KOonn4yecTteso
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Aonyctumbie Mo
ATpubyt v Onuncanune yMoyaHun
3HaueHuns
o
COOOLEHNI O 3apakeHHbIX CTaHLMAX, YTOObI
OTNpaBuUTb OMoBeLleHre 06 anuaemunu.
KonnuectBo coobLieHmi 0 3apaxkeHusx,
KOTOpble JOIKHbI MPUIATA 3a 3aAaHHbll
NpomMexyToK BpeMeHu, utobbl Cepsep Dr.Web
threshold P Y P ' pBep 100
OTNpaBAAN aAMUHNCTPATOPY eAnHOoe
yBegoMaeHMe 06 annaemMumn Ha BCe caydaun
3apaxkeHns (OnoBeLleHVe DNUAEMUA B CETH).
KonnuyectBo Hanbosee yacto BCTpeYaroLmxcs
most-active Yrpo3, KOTopble HEO6XOAMMO BKAOUNTL B OTUET 5
06 3nngemmsx.
® <track-hips-storm enabled="" aggregation-period="" check-period="" threshold="" most-

/>

active=""

HacTpolika napaMeTpoB OTCAEXMBaAHMA MHOXECTBEHHbIX COObITUI KOMMNOHeHTa [peBeHTVBHaS

3almTa.

OnwucaHve aTpmnbyTOB:

ATpunbyt

enabled

aggregation-
period

check-period

threshold

Jonyctnmbie
3HaueHus

yes | no

Llenoe
NONOXMNTENBHO
e uncno.

OnucaHune

Pa3peLuaeT oTcnexrBaTb MHOXECTBEHHbIE
co6bITVs MNpPEBEHTVBHOW 3aLUWTLI U UMETH
BO3MOXHOCTb OTMPaBAATb CyMMapHoe
OnoBeLLeHNe agMUHUCTPATOPY.

Mpome>XXyToK BpeMeHM B CekyHAax nocne
OTNpaBKN CyMMapHOro oTyeTa O COBbITUAX

MNpeBeHTVBHOW 3aLLUMTbI, B TEHYEHVE KOTOPOro He

6yayT OTNPaBAATLCSA OMOBELLEHNS O eAVHN
CcobbITUAX.

Mo
yMOI4YaHn
o

yes

300
YHbIX

MNpomeXXyTOK BpeMeHM B CEKyHZAaX, B TeYeHune

KOTOPOro A0JI>)KHO FIpOVIBOVITVI 3ajaHHOe

3600

KONIMYECTBO CObbITUI [TpeBEHTUBHOM 3aLUNTLI,

yTObbI OoTNnpaBUTb CyMMaprIVI OTYET.

KonnuectBo cobbiTnin [MpeBeHTUBHOM 3aLLUnThI,

KOTOPblE JO/IXKHbI MPUIATK 3@ 3aZaHHbIN

npomMexyToK BpeMeHu, utobbl Cepeep Dr.Web

OTMpaBAsAA aAMVHUCTPATOPY eANHBbIN
CYMMapHbIA OTYET 06 3TUX COBBITUAX

100
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AonycTtumbie flo
ATpubyt v Onuncanune yMoyaHun
3HavYeHuA
o
(onoBeleHe CyMMapHbIii oTueT
MpeBeHTUBHON 3alNTbI).
KonnuectBo Hanbonee yacto BCTpeyaroLmxcs
. npoueccos, ocC eCTBUBLUNX NMOA03puUTESIbHOE
most-active pvu yul Ao3p 5
JeCTBMeE, KOTOPble HEOHXOAMMO BKIHOUNUTL B
oTyer HpeBeHTMBHOVI 3alWnThbl.
® <track-appctl-storm enabled="" aggregation-period="" check-period="" threshold=""
most-active="" />

HacTpolika napamMeTpoB OTCAEXMBaAHMA MHOXECTBEHHbIX COObITUI KOMMNOHeHTa KOHTpOb

NPUIOKEHNIA.

OnwucaHve aTpmnbyTOB:

Jonyctnmbie

ATpu6
proyT 3HayeHus

enabled yes | no

aggregation-

period

check-period
Llenoe
MONOXNTENbHO
e yucno.

threshold

most-active

Mo
Onuncanune yMo4YaHun
o
Paspeluaet otcnexxmeaTb MHOXECTBEHHbIE
cobbiTa KOHTpOAA NpuaoXKeHWIi N UMeTb Jes

BO3MO>XHOCTb OTMPaBAsATb CyMMapHOe
OnoBeLLeHne agMUHUCTPaTOPY.

[NMpomMexyToK BpeMeHU B CeKyHAax nocse

OTMpaBK1 CyMMapHOro oT4eTa o npotleccay,
3a6s0knpoBaHHbIX KoHTponem npuaoxexuii, B 300
TeyeHune KOTOpOro He ByAyT OTNPaBAATLCS
OMOBeLLEHNA O efNHNYHbBIX 6J10KMPOBKaX.

MpoMeXyToK BpEMEHW B CEKYHAAX, B TeYeHue
KOTOPOro A0/MKHO 6biTb 3a610KMPOBaHO
3aflaHHOe KOJIMYEeCTBO MPOLECCOB, YTOObI
OTNpPaBWTb CYMMapHbI OTYeT.

3600

KonnuectBo cobbITUin 0 npoueccax,
3a6/10KMpOBaHHbIX KOHTpOsIeM MpUaoXeHUN,

KOTOpble JOKHbI MPUIATK 3a 3aJaHHbIN

npomMexyToK BpeMeHu, 4tobbl Cepeep Dr.Web
OTNpaBAAN aAMUHUCTPATOPY eANHbIN 100
CYMMapHbIA OT4eT 06 3TMX COBbITUAX

(onoBelyeHve 3apukcnpoBaHo 6onblioe
KonmnyectBo 610kmpoBok KoHTponem
NPUAOXKEHWIA).

KonnuectBo Hanbonee pacnpocTpaHeHHbIX
npoduaen, No KOTOPbIM NPON3BOAMAACH

MpunoxeHus
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Mo
AonycTtumbie
ATpubyt v Onuncanune yMoyaHun
3HayeHunA
[} 0]
6ﬂOKVIpOBKa M KOTOpble HeO6XO,£I,VIMO BKNHOUYNTb
B ornoselLlleHne o MHOXeCTBEHHbIX 6.I'IOKI/IpOBKaX.
® <track-disconnect enabled="" aggregation-period="" check-period="" single-alert-
threshold="" summary-alert-threshold="" min-session-duration="" />

HaCTp0|7||<a napaMeTpoB OTCAEXNMBAHNA MHOXECTBEHHbIX aBapw}iHo 3aBepLUEHHbIX COGAMHeHI/II\/'I C
KAneHTaMn.

OnwucaHve aTpmnbyToB:
Mo

OnucaHune ymosiuaHu
o

AonycTtumble

ATPVI6YT 3HayeHunA

PaspeluaeT oTcnexuvBaTb aBapuUnHo
3aBepLUEHHble COeJUHEHUSA C KIVEHTaMU U
enabled yes | no MMeTb BO3MOXHOCTb OTMPaBAATh vyes
COOTBETCTBYHOLLME OMOBELLEeHMS
aAMVHUCTpaTOpY.

[NMpomMexyToK BpeMeHU B CeKyHAax nocse

OTMpPaBKN OMOBELLEHNA O MHOXECTBEHHbIX
3aBepLUEeHNsX COeaNHEH NI, B TedeHne kotoporo 300
He ByAyT OTNPaBAATLCA OMOBELLEHUA O

€ANHUNYHbIX 3aBEPLUEHHbIX COeANHEHUNAX.

aggregation-
period

MpomMeXyTOK BPEMEHW B CEKyHAAX, B TEUEHME
KOTOPOro AO/IXXHO NPOWU30WTH 3ajaHHOe

check-period KOJIMYECTBO Pa3pbiBOB COEANHEHWN C 3600
KIMeHTaMu, YTobbl OTNPaBUTL COOTBETCTBYHOLLEE
ornoBeLLeHwe.

Llenoe MUHUMaNbHOE KONIMYECTBO COEAMHEHNN,
MNOJIOXUTENBHO  KOTOPbIE AOKHbI ObITh pa3opBaHbl C OAHUM
single- e yucno. a/lpecom B TeueHve nepuoja rnojcyeta, Utobsbl
alert- ObINI0 OTNPaB/JIEHO OMOBELLEHNE O eAUHUNYHOM 10
threshold aBapuNHOM 3aBepLUEHNN COeANHEHWS
(onoBeleHe ABapuiiHOe 3aBeplUeHue
coefMHeHuA).

MWHMMaNbHOE KONNYECTBO COeANHEHWN,
KOTOpble JO/KHbI ObITb Pa3opBaHbl B TeUeHMe
summary-
2lert— nepuoga nogcyeta, 4tobbl 66110 OTNPaBAEHO
threshold eAVIHO? ornoBeLleHne o MHO)KeCTBeHH‘I?IX
aBapUnHbIX 3aBepLUEHNAX COeANHEH NN
(onoBelueHre 3adpukcnpoBaHo 6osbLuoe

1000
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Mo
OnucaHune yMo4YaHun
o

KOJINUeCTBO aBapUNHO 3aBepLUEeHHbIX
coeAVHeHnn).

Ecam anntenbHOCTb 3aBEPLUEHHOTO COEAMHEH NS
C KIMEHTOM MEHbLLEe yKa3aHHOM, TO Npwu
LOCTUXEHUM 3a,aHHOro KOAM4YecTBa
COoeAMHeHNN ByaeT OTNpPaBieHO OMOBELLEHME O
€VNHNYHbIX 3aBEPLUEHUAX COeAUHEHNN
(onoBeleHe ABapuiiHOe 3aBeplUeHue
coeAVHEeHNA) BHe 3aBMCMMOCTM OT nepuosa
nogcyeta. MNpw 3TOM CoeAMHEHNE HE AOMXKHO 300
6bITb NpepBaHoO B AanbHeliliem 6onee
NPOAOIKUTENBHBIMU MOAKIFOUEHUAMU, U He
JLO/IKHO BbITb OTNPaB/JEHO OMOBELLEHNE O
MHO>ECTBEHHbIX aBapUMHbIX 3aBEPLUEHNSAX
coevHeHWn (onoBelleHve 3adpUKCUpoBaHO
60/bLLOE KOIMYECTBO aBapUiiHO
3aBepLUEHHbIX COeANHEHUN).

A3bIK, KOTOPbIA MCMOB3YETCA MO YMOYaHNIO KOMMOHeHTaMu 1 cuctemamu Cepeepa Dr.Web,
€C/N He yAaNnocb NOAY4YUTb HAaCTPOMKM A3bika 13 6a3bl gaHHbIXx CepBepa Dr.Web. B yactHocTn
ncnonblyetcs ans LleHTpa ynpaBaeHus 6e3onacHoctbto Dr.Web n cuctembl onoBelueHni
aAMUHMCTPaTopa, ecv H6a3a AaHHbIX Oblia NOBPEXAEHa, Y NOJYUYUTb HACTPOIKK A3blKa He

npeacTaBAAETCA BO3MOXKHbIM.

X2. KoHpurypaumoHHbiv painn LieHTpa ynpaBieHus

6e3onacHocTbio Dr.Web

KoHdurypaumoHHbi dann LieHTpa ynpaBaeHns webmin . conf npeactaBaeH B dopmate XML n
pacrnonaraetcs B nogkatanore etc kopHeBoro kartanora Cepsepa Dr.Web.

OnucaHue napameTpoB KOH$UrypaumuoHHoro ¢aina LieHTpa ynpaBneHns 6e3onacHOCTbIO

Dr.Web:

® <version value="">

TekyLwas Bepcua Cepepa Dr.Web.

® <server-name value=""/>
HassaHue Cepsepa Dr.Web.

3apaetca B popmare:

<IP-adpec unu DNS-ums Cepsepa Dr.Web> [ : <nopm>]

MpunoxeHus
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Ecam agpec CepBepa Dr.Web He 3asaH, TO MCNOAb3YEeTCA MMS KOMMbOTEPa, BO3BpaLLaeMoe
onepauyvoHHOM cucteMon nam ceteBor agpec Cepsepa Dr.Web: DNS-ums, ecam gocTynHo, B
nNpoTMBHOM ciyyae — IP-agpec.

Ecam Homep nopTa He 3asaH, UCNOb3yeTcs NOPT, 3aZaHHbIA B 3anpoce (Hanpumep, npu
obpawyeHnn k Cepepy Dr.Web u3 LieHTpa ynpasnexus nan yepe3 Web API). B yactHocTy, npu
3anpoce 13 LleHTpa ynpaBaeHns — 3TO NOPT, 3a4aHHbI B aPeCHOM CTPOKe NPW NOAKAHOYEHUN
LenTpa ynpasnenusa k Cepsepy Dr.Web.

<document-root value=""/>

MyTb K KaTanory Be6-cTpaHunL,. 10 yMOAYaHUIO value="webmin".
<ds-modules value=""/>

MyTb K KaTanory moaynei. 1o yMoNUaHuo value="ds-modules".
<threads value=""/>

KonnuectBo napannenbHbix 3anpocos, obpabaTtbiBaeMblix Be6-cepBepoM. [JaHHbIN napameTp
BJ/IMSIET HA MPOU3BOAUTENLHOCTL CepBepa. He pekomeHayeTcs 3MeHsATb ero 3HaueHve 6e3
HEeobXOAMMOCTH.

<io-threads value=""/>

KonnuectBo notokoB, obpabaTbiBatoLLMX AaHHbIe, NepeAaBaemble Mo ceTu. [laHHbIN napameTp
BAMAET Ha NpounsBoauTensHocTb Cepepa Dr.Web. He pekomeHayeTca namMeHsaTb ero 3HaueHue
6e3 HeobXoANMOCTHU.

<compression value="" max-size="" min-size=""/>

Hactpoikn oxatus Tpaduka npy nepesade faHHbIX MO KaHany CBS3n C Beb-cepBepoM yepes
HTTP/HTTPS.

OnwucaHve aTpmnbyToB:
ATpunbyt Onuncanue Mo ymonuauuto

YpoBeHb ckaTus gaHHbIX oT 1 40 9, rae 1 — MUHMMaNbHBIN

value -
YypOBeHb, @ 9 — MaKCMManbHbIV YPOBEHb CXKaTuUA.

MakcumanbHbil pasmep HTTP-oTBeTOB, KOTOpbIE HByayT
max-size  okumatbcs. 3aganTe 3HaueHuve O, UTOObI CHATb OrpaHMYeHMne Ha 51200 Kb
MaKCUManbHbIM pasmep HTTP-0TBETOB, Noanexalymx cxaTuto.

MwuHWManbHbIV pa3mep HTTP-0TBETOB, KOTOpble ByayT CKUMaTbCA.
min-size 3azante 3HauveHue 0, UTOObI CHATb OrpaHNUEeHMe Ha 32 6ant
MUHUMaNbHbIN pasmep HTTP-0TBETOB, Noanexalumx cxaTuto.

® <keep-alive timeout="" send-rate="" receive-rate=""/>

Moaaep>xxkmBatb HTTP-ceccnto akTMBHOW. M03BOASET HACTPOUTL NMOCTOAHHOE COEAMHEHME A
3anpocos no npotokoay HTTP Bepcum 1.X.

OnwucaHve aTpmnbyToB:

MpunoxeHus
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ATtpubyr  OnucaHue Mo ymonuanuto
Tarim-ayT HTTP-ceccum. MNpn ncnonb3oBaHUM NOCTOAHHbIX
timeout  coegunHenu Cepsep Dr.Web paspsbiBaeT coesnHeHwue, ecav B 15 ¢

TeyeHne yKasaHHOro BpeMeHu OT KJIneHTa He NMpuXoaAaT 3anpochbl.

MwuHnmanbHas CKOPOCTb OTrnpaBKn AaHHbIX. Ecan ncxoaswan

send- CKOPOCTb Mepeaun no CeTu HUXE JaHHOrO 3HaYeHus, B 1024 B/c
rate coeaMHeHnn byaeTt oTkasaHo. 3aganTe 3HaueHne 0, UTOObI CHATb
flaHHOE OrpaHuYeHune.
MWHMManbHas CKOPOCTb NMOJyYeHus AaHHbIX. Ecan Bxoasias
receive- CKOPOCTb Nepejayun Mo CETU HUXKE JAHHOTO 3HAUEHUS, B 1024 B/c
rate coeamHeHun byzeT oTkasaHo. 3azanTe 3HaveHne 0, UTOObI CHATb
JaHHOE OrpaHUYeHue.
® <buffers-size send="" receive=""/>
Hactpoiika pa3mepoB 6ydpepoB oTnpaBku U NpremMa JaHHbIX.
OnwucaHve aTpmnbyTOB:
ATtpnbyr  OnucaHue Mo ymonuanuto

Pasmep 6ydepoB, NCNOb3yeMbIX NPU OTNpaBKe AaHHbIX. [JaHHbIN
send napameTp BAMseT Ha npousBoanTensHocTb Cepsepa Dr.Web. He 8192 6auT
peKOMeHAyeTCA U3MEHATb ero 3HaveHve 6e3 HeobXoaNMOCTH.

Pa3zmep 6ydepoB, MCMOAb3YeMbIX MPU NOJYUYEHUN JaHHBbIX.
[JaHHbI napameTp BAUAET Ha NpounssogmTenbHocTb CepBepa
Dr.Web. He pekomeHayeTcs n3MeHATb ero 3HaueHne 6es
HeobxoAMMOoCTH.

2048 6ant

receive

® <max-request-length value=""/>
MakcumanbHo agonyctumblii pasmep HTTP-3anpoca B Kb.
® <xheaders>

Mapametp ans gobaBaeHns noib3oBaTenscknx HTTP-3aronoBkoB. M0 yMOAYaHMIO yXKe 3aBeAeHbl
TPpW 3aronoBKa, NPU3BaHHbIe 3aLWUTUTb OT CETEBbIX aTak:

o <xheader name="X-XSS-Protection" value="1; mode=block"/>

3aronoBoK ynpaBAaseT noseAeHnem Beb-b6paysepa npu 06Hapy>KeHUN KOAa, BCTPOEHHOTO B
aTakyemyto ctpaHuuy (T.H. "XSS-ataka"). Bo3aMoxkHble 3HaueHunA:

3HaueHue MoBepeHue 6pay3epa
0 XSS-dunbTp OTKAKOUEH.

XSS-dunbTp BrUtOYeH. MNpn obHapyxxeHnn XSS-atakn Beb-6paysep yaaaut
BCTPOEHHbIW KOZ,

MpunoxeHus
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3HaueHune MoBepeHue 6paysepa

1; XSS-ounbTp BrAtOUeH. [Mpy 0bHapy>eHUn XSS-aTaku Beb-6pay3ep He byaert
mode=block 3arpyxaTb CKOMNPOMETMPOBaHHYIO CTPaHULY. VICNoab3yeTcs No yMOaAUYaHuIo.

Li - XSS-ounbTp BrAtOUeH. [Mpy 0bHapy>eHUn XSS-aTtakn Beb-6paysep yaanmt
report=<ce o o

Tel:oﬁ— BCTPOEHHbIN KOZ 1 OTMPaBUT OTHET Ha yKa3aHHbIV agpec. MNoaaepxxnBaeTca
anpec> TONbKO B BEO-Hpay3epax Ha ocHoe Chromium.

o <xheader name="X-Content-Type-Options" value="nosniff"/>

MNpw 3HaYeHMN MO YMOYaHWIO (nosniff) 3aro/JOBOK 3anpellaet Beb-bpay3epy NCNoaHATL
daiinbl, noagpasymeBatoLve nogmeHy popmata MIME.

o <xheader name="X-Frame-Options" value="SAMEORIGIN"/>

3aronoBoK ynpasAaseT noseAeHnem Beb-6paysepa npun 0O6Hapy>KeHMM NOMNbITKM BCTPOUTb
BEO-CTPaHWLYy B CTOPOHHUIN GpenM (T.H. "KAMKAXKEKUHT"). BO3MOXHbIe 3HaUeHus:

3HaueHue MoBepeHue 6pay3epa
DENY 3anpelaet Be6-6pay3epy 3arpyxatb CTpaHuLy BO GppeliMe.

Pa3peluaet Beb-6paysepy 3arpyxaTb CTpaHuLy BO GperimMe, eCan y CTpaHULbI
SAMEORIGIN 1 ¢ppelmMa OANH NCTOYHUK (LOMEH, NOPT 1 NPOTOoKoA). Micnonb3yeTca no

YyMONYaHWIO.

ALLOW-FROM <

cemeno Paspeluaet Beb6-6pay3epy 3arpyxaTb cTpaHuLy BO dperiMe TONbKO Mpu
ampec> YCNOBWM, UTO CTPaHMLLA HAXOAWTCA yKazaHHOMY aZpecy.

® <reverse-resolve enabled=""/>

3ameHnTb IP-agpeca DNS-nmeHamum koMmnbtoTepoBs B ¢daiine xypHana Cepsepa Dr.Web.
Jonyctmble 3HaueHnsa aTpubyTa enabled: yes WK no.

<script-errors-to-browser enabled=""/>

MNMoka3biBaTb OWMbKM ckpunTa B bpay3sepe (500 owmbka). JaHHbI NapameTp UCNob3yeTcs
CNy>k601 TEXHNYECKON NOAAEPXKKM U pa3paboTumkamu. He pekoMeHAyeTcs U3MeHATb ero
3HaueHne 6e3 HeoBXOANMOCTML.

<trace-scripts enabled=""/>

Bkatoumtb TpaccupoBKy paboTbl ckpunToB. [JaHHbI NapameTp 1UCMoab3yeTcs Cay>K60m
TEXHUYECKOW NOALEPXKKM N pa3paboTunkamun. He pekomeHayeTcs 3MeHsATb ero 3HaueHve 6e3
HeobxoaumMocT. [lonycTMmble 3HaYeHWs aTpubyTa enabled: yes WM no.

<profile-scripts enabled="" stack=""/>
lepaBneHme npoq)mnmposaHmeM. OcyLLI,eCTBﬂﬂeTCﬂ n3mMepeHne NnponsBoanTe/IbHOCTU — BPEMEHU
NCNOoJIHEHUA d)yHKLI,I/IIz N CKpnnToB Be6—cepBepa. ﬂ'aHHbII\/'I napamMeTp NCnoib3yeTca CJ1y>K6OI71

TEXHNYECKOW NOAAEPKKM N pa3paboTumkamMn. He pekoMeHAYeTCs N3MeHATb ero 3HayeHune 6e3
HEeobXoAMMOCTH.

OnwucaHve aTpmnbyTOB:

MpunoxeHus
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ATpunbyr JonycTtumbie 3HaueHus OnucaHne

® yes — BK/HOYNTb

npoduanpoBsaHue,
enabled Pexxum npoduanposaHmna cKpunos.
® no — OTK/IOYNUTb

npoguanposaHue.

e yes — 3anucbiBaTh JaHHble B
XypHan, Pexxnum 3anmcy nHpopmMaLmmn o npoduanpoBaHum

stack (napameTpbl GYHKLMM 1 BO3BPaLLaemMble

® no— HEe 3anucbIBatb AAHHBIE  3,5ueH1a) B ypHan Cepeepa Dr.Web.
B >KypHal.

® <abort-scripts enabled=""/>

Pa3pelwmntb npepbiBaHne paboTbl CKPUNTOB, €CIW COEAMHEHME BblI0 NPEPBAHO KINEHTOM.
[aHHbI napameTp 1cnoab3yetcs cy>K601M TeXHUYECKO W NOAAEPXKKN U pa3paboTumkamu. He
peKoMeHAyeTCs U3MEHATb ero 3HayeHne 6e3 HeobxoammocTu. Jonyctumble 3HaueHus aTpubyTa
enabled:! yes WUIN no.

® <search-localized-index enabled=""/>

Vicnonb30BaTth IOKaAM30BaHHbIE BepPCUn CTpaHWL. Ecan pexum paspeLleH, cepeep 6yp,eT NCKaTb
NIOKaNN30BaHHYHO BEPCUIO yKa3aHHOI7I CTpaHMUbl B COOTBETCTBUM C NMPUOPUTETOM A3bIKOB,
YKa3aHHbIX B NoJje Accept-Language 3aro/JloBkKa KaUEHTa. ﬂ,OI'IyCTVIM ble 3HayeHna anm6yTa
enabled! yes WAM no.

® <default-lang value=""/>

A3bIK OKYyMEHTOB, BO3BpaLLlaeMblX Be6-cepBepOM Mpu OTCYTCTBUM 3aroNoBKa Accept—
Language B HTTP-3anpoce. 3HaueHuns atpmbyTa value — ISO kog f3bika. [1o ymonyaHuo — ru.

® <ssl certificate="" private-key="" keep-alive=""/>
Hactpowikn SSL-ceptudmkara.

OnwucaHve aTpmnbyToB:

OMnyCTUMbI
Atpunbyr Onuncanve Aony Mo ymonuanuto
e 3HaueHus
certificate MyTb K q)a[/'my SSL—cemeq)MKaTa, - certificate.pem
private-key TyTb K dpaiiny 3akpbiToro katoya SSL. - private-key.pem
Vicnosnb3oBaTb NOCTOSAHHOE COeANHEHME
ana SSL. Ycrapeslwue Bepcumn bpaysepos
MOTYT HEKOPPEKTHO paboTaTb C . yes,

keep-alive  nocTosiHHbIMU SSL-coegmHeHnsMMN. yes
OTKNHOUMTE 3TOT NapameTp, eciu
BO3HWKatoT npobaembl ¢ paboTto no SSL-
NpoTOKOY.

® <listen>

HaCTpOI\/'IKI/I napameTpoB A4 NpoCiyLlnBaHUA COEAI/IHeHI/II\/'I.
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J/IeMEeHT <listen> Co4epXnT cneayrouime foYepHue aNeMeEHTbI:
0 <insecure>

Cnuncok MHTepdencos, KoTopble ByAyT NPOCAYLUMBATLCS ANS NPYEMA He3aLLMLLLEHHbIX
coeanHeHu no npotokoay HTTP. Mo ymonvaHuto ncnoabsyetcs nopt 9080.

DNeMEHT <insecure> COAEPXXUT OAMH WM HECKO/IbKO JOYEPHUX INEMEHTOB <endpoint
address=""/> A/l 3alaHNA Pa3peLLeHHbIX agpecoB B popmarte IPv4 nam IPv6. B atpubyTe
address 3aflat0TCA ceTeBble agpeca B dopmarte: <[lpomokos>: // <IP-adpec>.

b <secure>

Cnuncok MHTepdencos, KoTopble ByAyT NPOCAYLUMBATLCA ANS NPUYEMA 3aLLULLLEHHbIX
coeanHeHur no npoTtokoay HTTPS. Mo ymonyaHuto ncnonbsyetcs nopt 9081.

DNEMEHT <secure> COAEPXKUT OAMH UM HECKOJIbKO AOYEPHMX INEMEHTOB <endpoint
address=""/> A/fl 3alaHNA Pa3peLLeHHbIX agpecoB B popmarte IPv4 nam IPv6. B atpubyTe
address 3aflat0TCA ceTeBble agpeca B popmare: <[lpomokos>: // <IP-adpec>.

® <access>

Cnmnckm KoHTpoAsa foctyna. [03BoAAOT HaCTPOUTL OrpaHNYeHUsa Ha CeTeBble agpeca, C KOTOPbIX
Beb-cepBep npuHmumaet HTTP n HTTPS 3anpocbl.

JNEMEHT <access> coZepXunT aeayrolimne foYepHUne aneMeHTbl, B KOTOPbIX HaCTpanBaroTCA
OorpaHnyeHna ana COOTBETCTBYHOLLMX TUMOB COGAVIHQHVIVII

B <secure priority="">

Cnncok nHTepdencos, KoTopble ByAyT NPOCAYLUMBATLCA ANA NPMEMA 3aLLULLLEHHbIX
coesavHeHur no npotokony HTTPS. Mo ymonyaHuo ncnonbsyetcs nopt 9081.

OnwucaHve aTpmnbyTOB:

ATpunbyt Aonyctumbie OnucaHue flo
3HaueHus yMO/14aHUIO
MpropuTteTHOCTb pa3spewennsa ana HTTPS —
allow ajpeca, He BK/IFOUYEHHbIE HN B OAMH U3 CMNCKOB
(Wn BKAOYEHHble B 06a), pa3peLuatoTcs.
priority deny
MpuoputeTHOCTb 3anpeTa gna HTTPS — agpeca,
deny He BK/FOUYEHHbIe HW B OAMH U3 CMNCKOB (MK

BK/IHOUEHHble B 06a), 3anpeLaroTcs.

DIEMEHT <secure> COLEepPXUT OANH NN HECKOJIbKO Cheayrounx A04EPHUX SNEMEHTOB!

<allow address=""/> U <deny address=""/>.

OnwvcaHve 3n1eMeHTOB:

3HaueHus atpubyTa

AnemeHT OnucaHue
address no ymonuaHuro

Azpeca, C KOTOpbIX ByAeT pa3peLleH JoCTyn no
npotokony HTTPS ans 3alymiLeHHbIX COeANHEHWIA.

allow tcp://127.0.0.1
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3HaueHus aTpubyTa

dnemMeHT OnucaHune
address no ymonuaHuto

deny Ajpeca, ¢ KOTOpbIX ByAeT 3anpeLLeH 4ocTyn no )
npotokony HTTPS ans 3alymLLeHHbIX COeANHEHWA.

0 <insecure priority="">

Cnuncok MHTepdeincos, KoTopble ByAyT NPOCAYLUMBATLCS ANS NPYEMa He3aLLMLLLEHHbIX
coeanHeHur no npotokoay HTTP. Mo ymonvaHuto ncnoabsyetcs nopt 9080.

OnwucaHve aTpmnbyToB:

Atpunbyr Aonyctumbie OnucaHue flo
3HauyeHuA yMoOn4YaHuIo
[MpuoputeTHOCTb pa3peleHns aia HTTP —
allow afpeca, He BK/IFOUYEHHbIE HN B OAMH U3 CMUCKOB
(Unn BKNtOUEHHble B 06a), paspeLuatoTcs.
priority deny
[MpuoputeTHOCTb 3anpeTa an1a HTTP — aapeca,
deny He BK/JIFOUEHHbI€ HU B OAUH U3 CMUCKOB (Man

BK/IFOYEHHbIE B o6a), 3anpewaroTca.

DNIEMEHT <insecure> COAEPXUT OANH AN HECKObKO CNEAYHOLUUX JOYEPHNX INEMEHTOB:

<allow address=""/> W <deny address=""/>.

OnncaHue 31eMeHTOB:

3HaueHua aTpubyTa

dnemMeHT OnucaHune
address no ymonuaHuto

Azpeca, € KOTopbIX ByZeT paspeLleH AOCTyn MNo
npotokony HTTP ans He3alMLLeHHbIX COEANHEHWIA.

allow tcp://127.0.0.1

Azpeca, ¢ KOTopbIX ByZeT 3anpeLleH AoCTyn no

den
Y npotokony HTTP ans He3alMLLeHHbIX COEANHEHWIA.

)XK3. KondpurypaumonHbiin painn download.conf

HasHaueHune ¢aiina download.conf:

1. Mpw co3gaHmmn 1 ncnoib3oBaHMM knactepHom cuctembl Cepeepos Dr.Web no3sonser
pacnpegenvtb Harpysky mexay Cepsepamun Dr.Web knactepoB npu noaxitoueHnn 60/1bLLoro
KOJIMYeCTBa HOBbIX CTaHLLMI.

2. B cnyyae ncnonb3zosaHusa Ha Cepeepe Dr.Web HectaHzapTHOro nopTa, NO3BOAAET 3a4aTb 3TOT
nopT npu dopmupoBaHum darna UHCTaNAALMN AreHTa.

®ain download.conf ncnoabsyerca npu GopmMupoBaHum darna MHCTaanaLumM AreHta Ans HOBOM
CTaHLMM aHTMBUpPYCHOM ceTu. MNMapameTpbl JaHHOro daiina No3BoastoT 3a4aTtb agpec Cepeepa
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Dr.Web 1 nopt, ncnosnssyemble ana nogknroueHns nHcrannatopa Arenta k Cepsepy Dr.Web B
dopmare:

download = { server = '<Server Address>'; port = <port number> '}

rae:

o <Server Address> — IP-agpec nam DNS-umsa Cepsepa Dr.Web.

Mpn GopMMPOBaHMM MHCTAANALMOHHOTO NakeTa AreHTa agpec Cepepa Dr.Web nsHauyanbHO
6epetcs u3 darina download.conf. Ecam B dpaiine download. conf agpec Cepepa Dr.Web He
3a/laH, TO MCMOb3YyeTCa 3HaYeHWe napameTpa ServerName U3 ¢panna webmin. conf. MHaue —
MMSA KOMMbIOTEPa, BO3BpaLLaeMoe onepaLoHHOM CUCTEMON.

e <port_number> — nopT AN NOAKAOUEHUSA MHCTaansTopa AreHta k Cepsepy Dr.Web.

Ecam B napametpax ¢aiina download.conf NOPT He yKazaH, MO YMOAYAHUIO UCMOIb3yeTcs NopT
2193 (HactpavBaetca B LleHTpe ynpaBaeHusa B pa3gene AaMUHUCTPUPOBaHNE —
KoHpurypauusa Cepsepa Dr.Web — Bknagka CeTb — Bknagka TpaHcnopr).

Mo ymonyaHuto napameTtp download B paine download.conf 3aKOMMEHTUPOBaH. Ans
ncnonb3osaHua paina download.conf HEOHBXOAMMO PacCKOMMEHTUPOBATL AaHHbIN NapameTp,
ybpaB "--" B Hauane CTPOKM, 1 3a4aTb COOTBETCTBYOLLME 3HaUeHNA agpeca n nopTta CepsBepa
Dr.Web.

XK4. KonpurypauuoHHbiin ¢pann NMpokcu-cepeepa Dr.Web

KoHdurypaumoHHbiv darin MNMpokcn-cepeepa drwcsd-proxy . conf npeacraBieH B popmate XML
W pacrnonaraeTcs B ClefyroLlemM KaTanore:

e OC Windows: C:\ProgramData\Doctor Web\drwcs\etc

e OC Linux: /var/opt/drwcs/etc

e OC FreeBSD: /var/drwcs/etc

OnucaHune napameTpoB KOHpUrypaumoHHoro ¢aiina Npokcu-cepsepa Dr.Web:

® <listen spec="">
KOpHeBOVI 3JIEMEHT <drwcsd-proxy> COAEPXKUT OAUNH NN HECKONIbKO o06s3aTe/IbHbIX 3/1EMEHTOB
<listen>, ONnpeaenaromnx OCHOBHbIe HaCTpOIZKM 4na npmnema Coep,l/lHeHMﬁ I_IpOKCI/I—CepBepOM.

DNEeMEHT <listen> COAEPXMUT €4NHCTBEHHbIN 0653aTeNbHbIN aTPUBYT spec, aTPUOYTbl KOTOPOTO
onpeaenstoT Ha KakoM nHTepderice "cayluaTh" BXOAALLME NOAKAHOYEHNS KIMEHTOB W 3amycKkaTb /N
Ha 3TOM WHTepdelce pexmnm discovery.

ATpnbyTbl 31eMeHTa spec:
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onyctum
ATOUG O6sasar Aony
Tpu ble
puoyT eJ/ibHoe

3HaYeHuA
ip | unix ha —
port HeT -
discovery HeT yes, no
multicast HeT yes, no
multicast- HeT —
group

InaBa 2: Mpunoxxeuns

Mo ymonuanuto
Onuncanue

Tun npoTtokona A/ia npuemMa 0.0.0.0 | -
BXOAALLMNX COeANHEHMN. B kauecTBe
napamMeTpa yka3biBaeTcs ajpec,
npocayLwmveaemMblli Mpokcum-
CepBepoMm.
2193

Homep nopTta, npocaywnsaemoro
Mpokcn-cepsepom.

Pexxum nmutaumm Cepsepa Dr.Web.  ves
Mo3BonAeT KAneHTaM obHapyXunBaTb
MNMpokcn-cepsep B kauectBe CepBepa
Dr.Web B npouecce ero noucka

yepes LUnMpoKoBeLlaTesbHble

3anpocsl.

Pexxum "npocnywimsanna” cetn gna  ves
nprema LWrpokKoBeLLaTenbHbIX
3anpocos pokcm-cepBepom.

MHoroagpecHas rpynna, B kotoport  231.0.0.1

pacrionaraetcs lNpokcun-cepsep.

[££18::231.0.

0.1]

B 3aBucumocTtn ot NPOTOKOJ1a CNMCOK Heobs3aTe/IbHbIX anI/l6yTOB, yKa3blBaeMbIX B an|/|6yTe

spec, USMEHSIET CBOM COCTaB.

Cnuncok Heobs3aTeNbHbIX CBOUCTB, KOTOPbIE MOTYT 6bITb 3aZaHbl (+) UM He MOTYT BbITb 3aAaHbl (-)

B aTpUOyTe spec B 3aBUCUMOCTN OT NPOTOKO/A:

Mpotokon

port
ip +
unix +

discovery

Hanuuwme cBoiicts
multicast multicast-group

+ + +

BkatoueHune pexuma discovery HeO6X0AMMO yKasbiBaTb ABHO B Nt06OM Cyyae, faxe
eC/In yXKe BKIoYEH pexkum multicast.

Anropvtm nepeagpecaummn npu Haanumm cnncka Cepsepos Dr.Web npveeseH B
PykoBopcTBe agmMuHUCTpaTopa.
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B <compression mode="" level="">

JNEMEHT <compression> B Ka4eCTBE JOYEPHErO A/ 3/IEMEHTa <listen> OMNpeAenseT napameTpsbl
oKaTuA Ha KaHanax kaneHT — lMpokcu-cepsep.

OnwucaHve aTpmbyTOB:

onycTumble Mo
ATpunbyT Aony OnucaHue
3HaueHunA YMOJIYaHUIO
yes C>xxaTtme BKIHOUEHO.
mode no C>KaTne OTKIHUEHO. possible
possible C>kaTtme BO3MOXHO.
level uenoe 4nciao ot 1 YpoBeHb cxkatua. TobKOo ANns KaHana 8
409 knmeHT — lMpokcn-cepsep

B <encryption mode="">

DNIEMEHT <encryption> B KauecTBe JOUYEPHErO A/ 31eMEHTa <listen> OMNpeAensieT napameTpbl
WwrdpoBaHUA Ha KaHanax kameHT — lMpokcun-cepsep.

OnwucaHve aTpnbyTOB:

ATpubyr Aonyctumbie OnucaHue flo
3HaueHus yMOJI4YaHUIO
yes LLindposaHme BrItOUEHO.

mode no LLindposaHme oTkIHOUEHO. possible
possible LLnpposaHme BO3IMOXHO.

8 <forward to="" master="">

3afaeT HaCTPOKK, onpesenstoLme nepeaspecaLmio BXOAALWMX COEANHEHNI. DNEMEHT
<forward> ABAAETCA 06s3aTe/IbHbIM. MOXET BbITh 331JaHO HECKOJIbKO 3/IEMEHTOB <forward> C
Pa3NUYHBIMM 3HaYEHUAMY aTpUBYTOB.

OnwucaHve aTpmbyTOB:

O6sa3arte

ATpubyt [onyctumble 3HaUeHUA Onucanue <
JNbHbINA

Appec 3asjaeTca B
COOTBETCTBUM CO
cneundurkaumen CeTeBoro

to ajpeca, B YaCTHOCTH, B
dopmare
tcp/<DNS_name>
:<port>.

Aapec Cepsepa Dr.Web, Ha koTopbili byaeTt
nepeHanpaBAeHO COejMHEHNeE.
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Atpnbyr [onyctumble 3HaUEHUA

e yes — Cepsep Dr.Web
6yseT 6e3ycNnoBHbIM
yNpaBAsoLLMM.

e no — Cepsep Dr.Web He
ByAeT ynpaBastoWwmmM HI
NPV Kakmx ycioBuUAX.

master ©® possible — Cepsep
Dr.Web 6yzeTt
yNnpaBAAOLMM TONbKO B
TOM C/lyyae, ecin Het
6e3yCNOBHbIX
ynpasasaroLwmx (co
3HayeHneM yes And
aTpubyTta master).

@

yto master="possible".

InaBa 2: Mpunoxxeuns

O6ssarte
Onucanue <
JNIbHbIA
ATpurbyT onpesensiet, BOIMOXHO /n
yAaneHHoe peaakTMpoBaHMe HacTpoek
Mpokcun-cepeepa yepes LleHTp ynpasaeHus
Cepsepa Dr.Web, ykazaHHoro B atpubyTte to.

Bbl MOXXeTe Ha3HaunTb A0Hoe KOANHeCTBO
Cepsepos Dr.Web ynpasastowmmm

(3HaueHVe master="yes"), NOAKNOYEHME
OCYLLeCTBAATCA KO BCEM YNPaBAAOLLIMM
Cepsepam Dr.Web no nopsgky cregoBaHuvs B
HacTpovikax [pokcn-cepBepa 40 NepBOro HeT
nofyYyeHus BaauAHOW (He MycTown)

KOHbUrypaumm.

Takke Bbl MOXeTe He Ha3dHavaTb HU OAUH U3
Cepsepos Dr.Web ynpasastowum (3HaueHmne
master="no"). B 3Tom cnyyae HacTpoiika
napameTtpoB lMpokcm-cepeepa (B TOM uncne
Ha3Ha4yeHwue ynpasaatowmx Cepsepos
Dr.Web) BO3MOXHa TO/IbKO JIOKaJIbHO Yepes
KOHbUrypaLmoHHbIv dainn MNMpokcn-cepsepa.

Ecan ana Cepsepa Dr.Web atpunbyt master oTcyTCTBYET, TO MO YMOAYAHUIO CUMTAETCSH,

B koHPUrypaumoHHom daline, Co3gaHHOM NHCTaANATOPOM Npu ycTaHoBke MNpokcu-
cepBepa, aTpmbyT master He onpegeneH Hu ansa oagHoro u3 Cepeepos Dr.Web.

" <compression mode="" level="">

D/IEMEHT <compression> B KauecTBe AOoYepHero AnAa sneMeHTa <forward> onpeaenaer
napameTpbl ckaTna Ha kaHanax Cepsep Dr.Web — MNMpokcn-cepsep. ATpnbyTbl aHaNOrMYHBI

OMMCaHHbIM BblLLe.

" <encryption mode="">

DNleMEHT <encryption> B KaUecCTBe JOYEPHErO AN 31eMEHTa <listen> OMNpefenser
napametpbl wWndposBaHna Ha kaHanax Cepsep Dr.Web — MNMpokcn-cepsep. ATpmbyTbl

dHANOTNYHbI OMNCaHHbIM BblLLe.

8 <update-bandwidth value="" queue-size="">

JNEMEHT <update-bandwidth> MNO3BOJISET YCTAHOBUTb OrpaHNYeHNe CKOPOCTM Npu nepesaye

06HOBIEHUI OT CepBepa Dr.Web kaneHTam 1 KONNUYECTBO KJANEHTOB, CKaumBaroLnx 0bBHOBNEHMS

OZHOBPEMEHHO.

OnwucaHve aTpnbyTOB:
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AonycTtumbie

A
TPy 3HaueHus

e Kb/c
value
e unlimited

e Lesioe
MOJIOXUTENbHOE

queue-size
uncno

e unlimited

InaBa 2: Mpunoxxeuns

Mo
OnucaHune
YyMOYaHUIO
MakcrmMaabHOe 3HauYeHne CyMMapHOn .
y P unlimited

CKOPOCTU Npw nepesaye 06GHOBEHUN.

MakcrmanbHOe AoMyCTUMOE KOIMYECTBO

ceccuii pasgayv O6HOBEHWI, 3aMyLLLEHHbIX
oaHoBpeMeHHO ¢ Cepsepa Dr.Web. Mpu

AOCTUKEHMMW yKa3aHHOrO OorpaHuyveHuns unlimited
3anpocbl OT AreHTOB pa3MeLLaroTca B

ouepeamn oxuaaHua. Pazmep ouepeam

OXMWAAHMA He OrpaHNyYeH.

" <bandwidth value="" time-map="">

Y anemeHTa <update-bandwidth> MOXET ObITb OZMH AN HECKOJIbKO AOYEPHUX 3IEMEHTOB
<bandwidth>. [laHHbIN 31€MEHT NO3BOJISET YCTAHOBUTb OrPaHNYEHNE Ha CKOPOCTb Nepesayn
JaHHbIX Ha 3a/laHHbIN MPOMEXYTOK BPEMEHN.

OnwucaHve aTpnbyTOB:

Jonyctnmbie

ATpub
pudyT 3HaueHuA
e Kb/c
value
e unlimited
time-map -

Mo
Onucanue yMo4aHun
o

MakcrmanbHoe 3HauyeHne CyMMapHOW
CKOPOCTU MpuU Nepesade AaHHbIX Npu unlimited
obHOBNEeHMM AreHTa.

Macka, yka3biBatolLlasi Ha BPEMEHHO
NPOMEeXYTOK, B TeUeHne KoToporo byaet -
aKTVBHO OrpaHuyeHMe.

@ 3HaueHue aTpunbyTa time-map 3a4aeTcsd aBTOMaTUYECKV NOCe yKa3aHWs
: COOTBETCTBYIOLLLEN HAaCTPOWKKM B Beb-nHTepderice LieHTpa ynpasaeHus (cMm.

PykoBoACTBO agMUHMCTpaATOpPa, pa3gen YaaneHHas HacTpoiika [pokcu-cepeepa).
3azatb time-map BPY4YHYH Yepe3 KOHOUIypaumoHHbIn ¢painn yao6HbIM cnocoboM Ha

AaHHbIVI MOMEHT HeNb3A.

B <install-bandwidth value="" queue-size="">

DNEMEHT <install-bandwidth> NO3BOJISET YCTAHOBUTb OrPaHNYeHNe CKOPOCTU Nepesaum
AaHHbIX NP ycTaHOBKE AreHTOB U KOIMYECTBO KANEHTOB, CKauMBatOLLMX AaHHble A1l YCTaHOBKM

OZHOBPEMEHHO.

OnwucaHve aTpnbyTOB:
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AT
g:

onycTumble Mo
ATpunbyT Aony OnucaHue
3HaueHuA YyMOYaHUIO
o KB/c MakcnmanbHoe 3HauYeHne CyMMapHOWn
value CKOPOCTU Npu nepesaye JaHHbIX B unlimited

° unlimited npoLecce yCTaHOBKU AreHTOB.

MakcrmanbHoe A40NyCTUMOE KOINYeCTBO
ceccui YCTaHOBKM AreHTa, 3anyweHHbIX

* Lenoe
NONOSKUTENbHOE oaHoBpeMeHHo ¢ Cepaepa Dr.Web. MNpwu
queue-size 4nCno [AOCTUXKEHWMN YKa3aHHOrO OrpaHnyeHus unlimited

3anpochbl OoT AreHToB pa3mMelaroTca B
oyepegn oXXKngaHuA. Pa3Mep oyepegn
OXNAaHNA HE OrpaHUNYeEH.

e unlimited

" <bandwidth value="" time-map="">

Y anemeHTa <install-bandwidth> MOXET ObITb OAVH NN HECKOJIbKO AOYEPHUX 3/IEMEHTOB
<bandwidth>. ﬂ,aHHbllz 3IEMEHT NO3BOJIAET YCTaHOBUTb OrpaHnyeHne Ha CKOpPOCTb nepeaadun
JAHHbIX Ha 3aZlaHHbI MPOMEXYTOK BPEMEHMW.

OnwucaHve aTpmnbyToB:

Aonyctumsbie flo
Atpunbyr Y OnucaHue yMoyaHun
3HaueHus
o
e KB/c MakcnmanbHoe 3HauYeHne CyMMapHOWn
value CKOPOCTM NpW nepejade AaHHbIX Mpu unlimited

* unlimited ycTaHoBKe AreHTa.

Macka, yka3biBatoLias Ha BpeMeHHO

time-map - NPOMeXyTOK, B TeUeHue KoToporo byaeT  —
aKTVBHO OrpaHuyeHve.

| 3HaueHve aTpnbyTa time-map 3a4aeTcsa aBTOMaTUYECKM Nocae ykasaHus
: COOTBETCTBYHOLLEN HAaCTPONKn B Beb-nHTepdelice LieHTpa ynpaBieHus (cm.

PykoBoacTBO agMUHUCTPaTOPa, pa3jen YaaneHHas HacTpolika [pokcu-cepepa).
3azatb time-map BPY4YHYO Yepe3 KOHOUIrypaumoHHbln dain yaobHbIM cnocobom Ha

AaHHbIVI MOMEHT HeNb3A.

® <cache enabled="">

Hactpoiiku kelwa penosutopus Mpokcu-cepeepa.

OnwucaHve aTpnbyTOB:

Atpunbyr AonycTtumble OnucaHue Mo
3HaueHuns yMOJluaHun
0
enabled yes | no Onpegenset, BKIOUEHO AN KELUMPOBaHWe.  Yes
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DNIEMEHT <cache> cofepxnT cegyroimne oYepHnE SNeEMEHTbI:

dnemeHT Jonyctumble  OnucaHue Mo

3HaueHuA yMonyaHu
o

<maximum-revision-

queue size=""> uenoe KonnuectBo xpaHUMbIX PeBU3NIA. 3
NOJIOXUTENbHO
e uyncio

<clean-interval

value=""> uenoe BpeMeHHOW MHTEpPBan MeXAy OUnCTKaMu 60
NMONIOXUTENBHO ~ CTapblX PEBU3UI B MUHYTaX.
e uyncio

<unload-interval

value=""> uenoe BpeMeHHOW MHTepBas MeXJay Bbirpy3kamu 10
MONIOXNTENBHO M3 NaMATV HEMCNOoNb3yeMbiX GalinoB B
€ uncno MUHYTaXx.

<repo-check . .
node=""> idle | sync [posepka LeAOCTHOCTM Kewa Anbo npwu idle

3anycke (MOXeT 3aHATb NPOJOMIKUTENbHOE
Bpemsa), 1Mb60 B GOHOBOM pexknMe.

B <synchronize enabled="" schedule="">

HactpoWikn cnHxpoHmsaumm penosuntopumes Mpokcn-cepeepa n Cepsepa Dr.Web.

OnwucaHve aTpnbyTOB:

onycTumMbie Mo
ATpubyr Aony OnucaHue
3HaueHus yMon4YaHuIo

Onpepensaet, BKAHOUEHA N CUHXPOHU3aLMS

enabled yes | no PEA P . yes
peno3nTopmes.
PacnucaHue, cornacHo kotopomy byaet

schedule - OCYLLLeCTBAATLCA CMHXPOHM3aLMA 3a4aHHbIX -

NPOAYKTOB.

| 3HaueHMne aTpmnbyTa schedule 3a4aeTCs aBTOMATUUYECKM NOC/E YKa3aHUS
: COOTBETCTBYHOLLEN HAaCTPONKN B BeH-nHTepdelice LieHTpa ynpaBieHus (cm.

PykoBogacTBO agMUHUCTPaTOPa, pasjen YaaneHHas HacTpolika [pokcu-cepepa).
3agatb schedule Bpy4YHYO Yepe3 KOHOUIypaumoHHbIn dain yaobHbIM cnocobom Ha

AaHHbIVI MOMEHT HeNb3A.

B kauecTBe JOYEPHUX IIEMEHTOB <product name=""> MPUBOAWUTCA CMUCOK NPOAYKTOB, KOTOpPbIe
ByayT CUHXPOHMU3NPOBATLCS:

e 05-drwmeta — paHHble 6e3onacHocTn Cepeepa Dr.Web,
¢ 10-drwbases — BupycHble 6a3bl,

¢ 10-drwgatedb — 6a3bl SplDer Gate,
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10-drwspamdb — 6a3bl AHTKCnama,

10-drwupgrade — Mogaynb o6HoBAeHMs Dr.Web,

15-drwhashdb — m3BecTHbIe xewn yrpos,

20-drwagent — AreHt Dr.Web ana Windows,
20-drwandroid11 — 6a3bl Dr.Web ana Android,
20-drwcs — CepBep Dr.Web,

20-drwunix — AreHT Dr.Web ans UNIX,

20-drwcsdoc — pokyMeHTaums,

40-drwproxy — Npokcn-cepsep Dr.Web,

70-drwextra — kopnopatvBHble NpoaykTbl Dr.Web,

70-drwutils — agmMuHUcTpaTBHbIe yTAMTLI Dr.Web,

e 80-drwnews — HOBOCTM KOMMNaHuK «JokTop Beb».
® <events enabled="" schedule="">

Hactpowikn kewmnpoBaHua cobbITUA, MONyYEHHbIX OT AreHTOB.

OnwucaHve aTpmnbyToB:

JonycTtnmbl Onncanme Mo

ATpun6
TPVIDYT € 3HaueHunA yMoJi4aHuto

OI'Ipe,EI,eIIHET, BKJIFOYEHO NN KenpoBaHne CcobbITUI.

Ecan BkatoueHo, To cobbiTns ByayT OTNPaBaAaTbCA Ha
enabled yes | no Cepsep Dr.Web cornacHo pacnucanuto. Ecan yes

OTKAHOYEHO — CcObbITUA ByAyT OTNPaBAATLCA Ha

Cepsep Dr.Web cpa3y nocne nx nonydeHus MNpokcum-

cepBepoM.

PacnucaHue, cornacHo kotopomy byaet
schedule - OCYLLECTBAATLCA Nepesaya COObITUN, MOAYYEHHbIX OT = —
AreHTOB.

| 3HaueHMne aTpnbyTa schedule 3a4aeTCs aBTOMATUUYECKM NOC/E YKa3aHUS
: COOTBETCTBYHOLLEN HAaCTPONKn B Beb-nHTepdelice LieHTpa ynpaBieHns (cm.

PykoBoacTBO agMUHUCTPaTOPa, pasjen YaaneHHas HacTpolika [pokcu-cepepa).
3agatb schedule Bpy4YHYO Yepe3 KOHOUIypaumoHHbIn dainn yaobHbIM cnocobom Ha

AaHHbIVI MOMEHT HeNb3A.

® <update enabled="" schedule="">
Hactpowka aBTomatnyeckoro obHoBeHMs Mpokcn-cepsepa.
Mpw BKAHOYUEHHOM aBTOMAaTMYECKOM OOHOBNEHWUW, €CAM CUHXPOHM3aLMsA BKIOYEH], TO
obHoBneHus Mpokcn-cepBepa byayT ckaumatbea ¢ Cepsepa Dr.Web cornacHo pacnuncaHunio

CYHXPOHM3aLUK (CM. BblLLIE) M yCTaHaBAMBATLCA COMACHO pPacnuncaHmio 06HOBEHMS (MO
YyMOJI4aHMIO 6€e3 OrpaHnYeHunii No BpemMeHn). Ecim cMHXpoHM3aLmMa OTKAKOUYEHa, TO CcKavmBaHue U
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yCTaHOBKa Npon3BOAATCA NO pacnncaHUo 06HOBNEHMS (no yMOJI4aHUKO 6e3 orpaHquHMﬁ no

BPEeMeHWN).

OnwucaHve aTpmnbyToB:

Atpunbyr

enabled

schedule

@

JonycTtumbl
€ 3HaueHnsA

yes | no

OnucaHune

OI'Ipe,EI,eIIHET, BKJIOYEHO 21N aBTOMaTn4eCckKoe

obHOBNEHME.

PacnvcaHue, cornacHo kotopomy 6yzet
- OCYLLECTBAATLCA CKaumMBaHuMe (ecv He 3ajaHa
CUMHXPOHM3aLMSA) U YCTaHOBKa OOHOBAEHWIA.

® <core-dump enabled="" maximum="">

Mo
yMoluYaHuIo

yves

3HaueHMne aTpmnbyTa schedule 3a4aeTCs aBTOMATUUYECKM NOC/E YKa3aHUS
COOTBETCTBYHOLLEN HAaCTPONKN B Beb-nHTepdelice LieHTpa ynpasaeHus (cm.
PykoBogacTBO agMUHUCTPaTOPa, pasjen YaaneHHas HacTpolika [pokcu-cepepa).
3agatb schedule Bpy4YHYO Yepe3 KOHOUIypaumoHHbIn dain yaobHbIM cnocobom Ha
JAAHHbBIA MOMEHT HeJlb34.

Mo ymonyaHWio aBToMaTnyeckoe 06HOBAEHME pa3peLleHo 6e3 orpaHnYeHunl No
BpEeMEeHM.

Pexxnm c6opa N KOMYEeCTBO AaMNOB NaMATU B CJlydae BO3HUKHOBEHUA SEH-unckntouenus.

/l\ HacTtpoiika gamnoB namatu goctynHa Tonbko ans OC Windows.
° )

[nsa cbopa gamna namatn OC gonkHa cogepkatb bubanoteky dbghelp.dll.

Jamn coxpaHsaetca B kaTanore: $APPDATA%\Doctor Web\drwcsd-proxy\dump\

OnwucaHve aTpmnbyToB:

Atpunbyr

enabled

maximum

® <dns>

Jonyctumbie
3HaueHuA

yes | no

Lenoe
NOJIOXUTENbHOE
ymcno

Hactpoiku DNS.

OnucaHune

OI'Ipe,EI,eIIHET, BKJIKOUEH /N C60p AaMMoB.

MakcrmanbHOe KkonnmyecTeo gamnoB. bonee
CTapble yaanaroTca.

Mo
yMonuyaHuio

yes

10
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<timeout value="">

TaMm-ayT B cekyHAax Ans paspeLueHns npsamMbix/obpatHbix DNS-3anpocoB. OcTtaBbTe 3HaueHme
MyCTbIM, YTOObI He OrpaHMYMBaTL BPEMA OXMAAHNA O OKOHYaHWA pa3peLleHuns.

<retry value="">

MakcmmanbHoe koanyectBo NoBTOpPHbIX DNS-3anpocoB npu HeycnewHom paspetleHnn DNS-
3anpoca.

<cache enabled="" negative-ttl="" positive-ttl="">
Bpems xpaHeHusa B kewe oTBeToB OT DNS-cepBepa.

OnwucaHve aTpmnbyToB:

ATpunbyt Jonyctumble 3HaueHna OnucaHue

® yes — XpaHWTb

OTBEThHI B Kellle,
enabled Pexxvm xpaHeHWs OTBETOB B Kelle.
® NO — HEe XPaHUTb

OTBEThI B KELLUE.

Bpems xpaHeHus B kewwe (TTL) oTpuuaTenbHbIX

negative-ttl
otsetoB oT DNS-cepsepa B MyHyTax.

Bpems xpaHeHus B kewe (TTL) nonoxuntensHbix

positive-ttl -
otBetoB oT DNS-cepBepa B MMHyTax.

<servers>

Cnuncok cepsepoB DNS, 3aMeHAOWMIA CUCTEMHbIV CMMCOK MO YMOAYaHuo. COAEPXKUT OANH UAn
HECKOJIbKO AOYEPHUNX SNEMEHTOB <server address=""> B KOTOPbIX NAPaMETP address
onpegenset IP-agpec cepBepa.

<domains>

Cnuncok goMmeHoB DNS, 3aMeHSOLWMIN CUCTEMHBIW CMUCOK MO YMOYaHuo. CoOAepXXUT OAUH NN
HECKOIbKO JOYEPHMX INEMEHTOB <domain name="">, B KOTOPbIX MAPAMETP name OMPEAENAET UMS
AOMeHa.

XK5. KonpurypauuoHHbiin ¢pann 3arpysumka penosmtopusn

KoHdurypaumoHHbi darin 3arpysumka penosmtopua drwreploader.conf NpeAcTaBieH B
dopmate XML n pacnonaraetcs B katanore etc katanora ycraHoku Cepsepa Dr.Web.

YT106b1 NCNO/Ib30BaTh KOHPUrypaLMOHHbIN pain

e [InA KOHCO/NIbHOM YTUAUTBI NyTb A0 daiina JOKeH ObITb yKalaH B katoue ——config.

o [1ns rpadunueckort ytmanTbl $Galin LOMKEH pacnonaratbCsa B KaTasore pa3MeLLeHns caMom yTUANUTBI.
Mpw 3anycke rpaduyeckor yTmanTbl 6e3 KoHUrypaumnmoHHoro darna, oH byaeT co3gaH B KaTanore
PacrnoNOXeHNUs YTUANTBI U ByAET NCNOb30BaTLCA NMPU MOCNEAYHOLLNX ee 3arnycKax.

MpunoxeHus
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OnucaHne napameTpoB KOH$UrypauMoHHoro ¢aiina 3arpy3umka penosntopus:

® <mode value="" path="" archive="" key="">

OnwucaHve aTpnbyTOB:

Atpunbyr

value

path

archive

key

OnucaHne Aonyctumbie
3HaueHns

repository |

Pe>xnum 3arpy3ku 06HOBAEHWIA: ,
mirror

e repository — OCyLEeCTBAAETCA CKayMBaHMe peno3nTopmsa
B dopmate penosutopus Cepeepa Dr.Web. 3arpy>xxeHHble
dannbl MOryT H6bITb HENMOCPEACTBEHHO MMMOPTUPOBAHbI
yepes LleHTp ynpaBaeHusa B kauectBe O6GHOBNEH NS
peno3utopus CepBepa Dr.Web.

® mirror — OCYLECTBAAETCA CKauMBaHME Peno3nMTopus B
dopmate 30HbI 06HOBAEeHNN BCO. 3arpykeHHble daibl
MOTYT ObITb BbIJIOXXEHbI Ha 3epKasio O6GHOB/IEHWI B BalLeW
nokanbHoW ceTu. B ganbHenwem Cepaepbl Dr.Web moryt
6bITb HAaCTPOEHbI Ha NOJlyYeHne O6HOBEHWI
HemnocpeACcTBEHHO C JAaHHOTO 3epkaia 06HOBAEHWMN,
cozepyKalllero Noc/esHIo BepCHo Perno3nTopus, a He ¢
cepsepos BCO.

KaTanor, B KOTOpbI ByAeT OCyLLeCTBAATLCA 3arpy3ka -
penosmTopus.

ABTOMaTUYECKM yNaKkoBaTb 3arpy>XeHHbI peno3ntopui B zip-  yes | no
apxuB. [laHHas onuua No3BoAseT MOAyYnUTb FOTOBbIN

apXMBHbIN dalin ANs MMNOPTa 3arpy>KeHHOro peno3nTopus Ha

Cepsep Dr.Web npuv nomowum LieHTpa ynpaBneHus, ns

pasgena AammHuctpmposaHue — Copeprkumoe

penosuTopums.

®@ann anueHsnoHHoro karoda Dr.Web. Takke MOXHO 3a4aTb -
ToNbKo MD5-Xell IMLEH3NOHHOrO KtoYa, KOTOPbIA JOCTYNEH

Ana npocmoTpa B LleHTpe ynpasneHus, B pa3gene
AamMmuHnctpupoBaHue — MeHegpkep ML EH3UMA.

® <log path="" verbosity="" rotate="">

Hactpoiikn BeaeHus xypHana paboTbl 3arpysumnka penosmTtopums.

OnwucaHve aTpmnbyToB:

ATpubyt
path

verbosity

Onucanue JonycTtumble 3HaueHusA
MyTtb K danny xxypHana.

YpoBeHb NoapobHOCTN BegeHWs XypHana. o ALL, DEBUG3, DEBUGZ,
yMONUYaHMio — TRACE3. DEBUGL, DEBUG,
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Atpunbyr

rotate

OnucaHune

Pexxum poTauum XXypHana B popmate
<N><f>,<M><u>. AHaNOrMYHO HacTpolike poTaLm
xypHana Cepsepa Dr.Web.

Mo ymonyaHuio 10, 10m, 4TO 03Ha4aeT xpaHutb 10
dannos no 10 merabaiT, ncnonb3oBaTb CXKaTue.

® <uypdate url="" proto="" cdn="" update-key="" version="">

Ob6L e HaCcTPOKKK 3arpy3kin peno3nTopus.

OnwucaHve aTpmnbyTOB:

Atpunbyr

url

proto

cdn

update-
key

version

0 <servers>

OnucaHune

Katanor Ha cepsepax BCO, cosepxalimii 06HOBAEHWS
npoayktos Dr.Web.

Tun npotokona Ans NosyYeHus 06HOBAEHWI C
cepBepoB O6HOB/IEHNA. [JNs BCeX MPOTOKONOB
3arpyska 0OHOBNEHWN OCYLLECTBAAETCA COrNacHO
HacTpoWkaM crnncka cepsepos BCO.

Pa3pewntb ncnonbsosarHune Content Delivery Network
npwv 3arpyske pernosntopus.

MyTb 4O OTKPLITOrO KAKOYa UK KaTanora C OTKPbITbIM
KIFOUOM /19 MPOBEPKM NOANNCH OBHOBAGHNH,
3arpy>xaembix ¢ BCO. OTkpbITble KNHOUN AN NPOBEPKM
NOA/IMHHOCTM OBHOBNIEHUN update-key—-*.upub
MO>XHO HalnTn Ha Cepsepe Dr.Web B kaTanore etc.

Bepcus Cepsepa Dr.Web, ans kotoporo Heo6xoanmo
cKayaTb OBHOBAEHMS.

InaBa 2: Mpunoxxeuns

AOHYCTVIMbIe 3HauyeHunA

TRACE3, TRACE2,
TRACE1l, TRACE, INFO,
NOTICE, WARNING,

ERROR, CRIT. 3HaueHus
ALL n DEBUG3 —
CUHOHWUMBI.

AOHyCTM Mblé 3HauYeHunA

http | https | ftp |
ftps | sftp | scp |
file

yes | no

Cnncok cepsepoB obHoBAeHusA. MNopagok cepepos BCO B cnuncke onpeaenser nopagok
obpalLeHns K HUM YTUAUTBI NPW 3arpy3ke peno3nTopums.

COAep)KI/IT AOYepHNE SNIEMEHTbI <server>, B KOTOPbIX YKa3blBakOTCA CEPBEpPbI OBHOBNEHMS.

B0 <auth user="" password="">

PervctpaunoHHble faHHble NoAb30BaTeNs AN ayTeHTUdMKaALLIMM Ha cepBepe 0BHOBAEHMN, ecan
cepBep TpebyeT ayTeHTUDMKAL M.
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OnwucaHve aTpnbyTOB:

ATpunbyT OnucaHue
user VImMs nonb3oBaTens Ha cepeepe OO6HOBAEHW.
password Maponb Ha cepBepe O6HOBEHWIA.

8 <proxy host="" port="" user="" password="" />

MapameTpbl noakatoueHns kK BCO uepes npokcn-cepsep.

OnwucaHve aTpnbyTOB:

ATpunbyT OnucaHue

host CeTeBOl afpec UCNO/Ib3yeMOoro NpoKCu-cepeepa.

port Homep nopta ncnosib3yemoro npokcun-cepsepa. [1o ymonvanmio — 3128.
user Nms nonb3oBaTtens Ha NPOKCU-CEPBEPE, eCN UCMO/b3YEMbI MPOKCU-CepBep

TpebyeT aBTOpM3aLMIO.

password Maposb Ha MpPOKCcK-cepBepe, eCan NCNob3yeMblli MPOKCU-cepBep TpebyeT
aBTOpM3aLunIO.
B <ssl cert-mode="" cert-file="">

Hactpowikn SSL-ceptndmrkaToB, KoTopble ByayT aBTOMATUYECKN NPUHMMATLCA. JaHHas
HaCTpoWKa NCMo/Ib3yeTcs TONbKO A5 3aLLULLEHHBIX MPOTOKONOB, NMOAAEPKUBAOLLMX
wndbposaHue.

OnwucaHve aTpnbyTOB:

Atpnéyr Onucanne AonycTtumbie 3HaueHUs

cert-mode  CepTuduKaTbl, KOTOPblE o any — NpUHUMaTb At0bble cepTudumkaThl,
ByayT NpyHMMaTbCA o valid — NpuHKUMaTb TOJIbKO NPOBEPEHHble
aBTOMaTUYECKU. cepTndmrkaTbl,

o drweb — MPUHUMATb TOJBLKO CEPTUDMKATBI
Dr.Web,

o custom — NPUHUMAaTL NOJIb30BaTe/bckMe
ceptndukaTbl.

cert-file [ytb k dariny ceptudukara.

B <ssh mode="" pubkey="" prikey="">

Tvn aBTOpM3aLMM Ha cepBepe 0H6HOBAEHWI Npu obpaweHnn no SCP/SFTP.
OnwucaHve aTpnbyTOB:
Atpnéyr Onucanne AonycTtumblie 3HaueHUsA

mode Tun asToOpU3aLMW. © pwd — aBTOpM3aLua no napoto. Maponb
3ajjaeTca B Tere <auth />.

MpunoxeHus
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ATpubyr

pubkey
prikey

® <products>

HacTpoliku 3arpy>aembix NPOAYKTOB.

OnucaHune

OTKpbITbIA KoY SSH

3akpbITbIV KoY SSH

8 <product name="" update="">

InaBa 2: Mpunoxxeuns

AOHyCTM Mblé 3HaueHunA

a

pubkey — aBTOpM3aumna No OTKPbITOMY KIHOYY.
OTKpbITbIA KNHOY 3ajaeTcs B aTpubyTe pubkey nan
M3BJIEKaAETCA U3 3aKPbITOro KAKo4a, yKa3aHHOToO B
prikey.

HacTpoliku Kaxaoro npogykTa no OTAeNbHOCTH.

OnwucaHve aTpnbyTOB:

ATpunbyT

name

update

OnucaHune

HassaHune npogykra.

BxarounTtb 3arpysky atoro

npoaykTa.

JonycTtumble 3HaueHusA

05-drwmeta — faHHble 6e3onacHocTn CepBepa
Dr.Web,

10-drwbases — BUPYCHble 6a3bl,
10-drwgatedb — 6a3bl SplDer Gate,
10-drwspamdb — 6a3bl AHTUCNaMa,
10-drwupgrade — Mogynb obHoBneHns Dr.Web,
15-drwhashdb — M3BECTHbIE XelLlu Yyrpos,
20-drwagent — AreHT Dr.Web ans Windows,
20-drwandroidll — 6a3bl Dr.Web ans Android,
20-drwcs — Cepep Dr.Web,

20-drwunix — AreHT Dr.Web ans UNIX,
20-drwcsdoc — AOKYMeHTaLus,

40-drwproxy — lNpokcn-cepsep Dr.Web,

70-drwextra — KOPNOPaTUBHbIE MPOAYKTbI
Dr.Web,

70-drwutils — aAMUHUCTPATUBHbIE YTUAWTDI
Dr.Web,

80-drwnews — HOBOCTW KOMMaHWU «AOKTOp
Beb».

yes | no
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® <schedule>

PacnuvcaHve nepunoanyeckmx 06HOBAEHWI. MpK 3TOM HeT HeOBXOAMMOCTY 3anycKaTb YTUANTY
BPYUYHYHO, 3arpy3ka penosutopus byAeT ocyLecTBAATLCA aBTOMATMUYECKM COMNacHO 3aZaHHbIM
NpoMeXyTkam BpeMeHMW.

B <job period="" enabled="" min="" hour="" day="">

HacTpoliku BbINOAHEHWS 3arpy30K MO pacrnvcaHuto.

ATpmbyT Onucanune DonycTiMble 3HaueHns
period MepuroANYHOCTb BbINONHEHUS * every n_min— Kaxable N MAHYT,
3aZlaHWI Ha 3arpysKy. e hourly — eXeuacHo,

e daily — eXegHeBHO,

e weekly — exXeHeleslbHO.

enabled 3ajaHvie Ha 3arpy3ky BKIHOUYEHO. yes | no
min MuHyTa BbINONHEHWA 3a4aHuA. uenble yncna ot 0 go 59
hour Yac BbinoAHeHWA 3ajaHundA. AkTyaneH uenble ymcna ot 0 go 23

Aana nepmnogos daily U weekly.

day [JleHb BbINO/IHEHWSA 3a4aHus. ¢ mon — NOHEAGNbHUK,
AkTyaneH ana nepuoga weekly. e tue — BTOPHMK,

e wed — Cpeja,

e thu — yeTBepr,
e fri — nATHWULA,
e sat — cyb660Ta,

® sun — BOCKpecCeHbe.
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MNMpunoxxeHue 3. NapameTpbl KOMaHAHOW CTPOKM NMpoOrpamm,
Bxoaawmx B coctaB Dr.Web Enterprise Security Suite

MapamMeTpbl KOMaHAHOM CTPOKM UMELOT 60J1ee BbICOKMI MPUOPUTET, YEM HACTPOMKM MO
YMOIYaHWIO UM UHbIe MOCTOSHHbIE HAaCTPOWKM (3agaHHble B KOHGUrypaumoHHom daiine Cepsepa
Dr.Web, peectpe OC Windows 1 T. n.). B page cnyyaeB 3asaHHble Npu 3anycke napameTpbl TakxKe
nepeonpesenatoT NOCTOAHHbIE HACTPOMKN. Takmne Clyyam onmcaHbl HUXKeE.

MpuW onNMcaHWM CMHTaKCcMCa NapaMeTpPOB OTAENbHbIX MPOrpamMmM Heobs3aTeNbHas YacTb 3aKIH0YaeTcs
B KBajpaTHble CKOOKM [. . .].

OcobeHHOCTH, onucaHHble Huxe B [NpunoxeHnn H, He oTHOCATCA K ceTeBOMY
NHCTannaTopy AreHra.

YacTb NapaMeTpoB KOMaHZAHOM CTPOKU MMEIOT KatoueByto GOpPMYy — HaumHaroTcs ¢ geduca. Takme
napamMeTpbl TakXe Ha3bIBakOTCA KAHOYaMM.

MHorune katoumn MoryT BbITb MPeACTaB/eHbl B Pa3NNYHbIX 3KBUBANEHTHbIX GopMax. Tak, Karouw,
KOTOpble NOAPa3yMeBaroT IOrMyeckoe 3HadeHve (4a/HeT, 3anpeTntb/paspeLunTs), UMeroT
oTpuLaTeNbHbIA BapWaHT, HaNnpuMep, kKatoY —admin-rights MMeeT NapHbli —no-admin-
rights C NPOTUBOMNONOXHBLIM 3HauYeHnem. OHM e MOTYT faBaTbCA C ABHbIM YKa3aHWEM 3HaYeHus,
HanpuMmep, —admin-rights=yes n —admin-rights=no.

| CVHOHMUMaMU 3HaUYeHUs yes ABAAKOTCA 3HaUeHUs on, true, OK. CUHOHUMaMKM no
: aBnaroTCca of £, false.

Ecam 3HaueHve katoya cosep>kut npobenbl an Tabynsauuio, BeCb MapaMeTp HY>KHO 3aKJHUnUTb B
KaBblUKW, Hanpumep:

"-home=c:\Program Files\DrWeb Server"

@ HazBaHus kitoueit MOryT BbITb cOKpallieHbl (OTOpacbiBaHNEM nocaeaHux ByKB), ecan
: npv 3TOM COKpaLLeHHOe Ha3BaHMe He COBMajaeT C HaYyaNbHOW YacTbo Kakoro-mbo
Apyroro kitoua.

[N NPUHYANTENBHOTO BbINOJIHEHUS KOMaHA C MpaBaMy ajMUHUCTPATOPa B ONepaLvoHHbIX
cuctemax cemerictea Windows MOXET ncrnosib30BaTbcs napameTp elevate. [Npu 3ToM OH

yKa3bIBaeTCa nepes BCEMU APYTMMUN KJKOUYaMM U NapaMeTpamMy, Hanpumep: drwesd elevate
start.
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31. CeTeBOU MHCTANNATOP

®dopmaT KOMaHAbI 3anyckKa:

drwinst.exe [<K/IH0O4YU>]

Knroumn

Kntoum KoMaHAHOWM CTPOKM AEMCTBUTE/IbHBI MPW 3amnycke BCeX TUMOB UHCTaNNALMOHHBIX
dalinos AreHra.

Kntoun 3anycka ceteBoro nHctannatopa AreHta 3agarotca B dopmarte: / <Koy > <napamemp >.

Bce 3HaueHuns napamMeTpoB yKa3sbliBatoTcA Yepes npoben. Hanpumep:

/silent yes

Ecam 3HaueHve katoya cosep>kuT npobenbl, TabyaaLmIo Uav CUMBOA \, BECb NapameTp HY>KHO
3aKNH0UUNTb B KaBblukn. Hanpumep:

/pubkey "C:\my folder\drwcsd-certificate.pem"

[onyctumbie knrouun:
e /compression <pexum> — pexum oxatna Tpaduka ¢ Cepeepom Dr.Web. MNMapametp
<pexxuM> MOXET NPUHMMaTb CeAYHOLLNE 3HAUEHMS:
o yes — WCMNO/b30BaThb CXKaTue.
5 no — He UCMOb30BaTb CKaTue.

o possible — okaTe BO3MOXHO. OKOHYaTelbHOE peLleHne NPUHUMAETC B 3aBUCUMOCTU OT
HacTpoek Ha ctopoHe Cepsepa Dr.Web.

Ecav knrou He 3a/laH, N0 YMOJYaHUIO NCMOJIb3YeTCA 3HaueHne possible.

e /encryption <pexum> — pexxum wmdposanHusa Tpaduka c Cepsepom Dr.Web. Mapametp
<pexum> MOXET NPUHMMaTb CeAyHoLLMe 3HAUEeHWA:

o yes — WCMNO/b30BaTh WndpoBaHue.
9 no — He MCMoJ/Ib30BaTh WbpOBaHMe.

@ possible — wndpoBaHme BO3MOXHO. OKOHYaTeNbHOE peLleHne NPYHMMAaeTCs B
3aBUCMMOCTM OT HacTpoek Ha ctopoHe Cepsepa Dr.Web.

Ecam kntou He 3asaH, MO YMOIYaHMIO UCMONb3YEeTCs 3HaUeHne possible.

e /excludeFeatures <KOMnOHeHnwﬁ>——CnMCOKKOMHOHaﬂOB,KOTOpHeHeO6XOAMMO
UCKNKOUNTb MPW YCTaHOBKE Ha CTaHLmW. Mpu 3a4aHnM HECKONbKUX KOMMOHEHTOB UCMONb3YITe
3HaK ", " B KavecTBe pa3genutens. JocTynHble KOMMOHEHTbI:
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scanner — CkaHep Dr.Web,

spider-mail — SplDer Malil,

spider-g3 — SplDer Guard,

outlook-plugin — Dr.Web ana Microsoft Outlook,

firewall — bpaHgmayap Dr.Web,

spider-gate — SplDer Gate,

parental-control — OQUCHBIA KOHTPOb,

antispam-outlook — AHTncnam Dr.Web ana komnoHeHTta Dr.Web ana Microsoft Outlook,

antispam-spidermail — AHTucnam Dr.Web ans komnoHeHTa SplDer Mail.

[ns KOMNOHEHTOB, He yKa3aHHbIX HaMPSAMYHO, COXPaHAETCA CTaTyC YCTaHOBKW, 3afjaHHbIV ANA HUX
MO YMOJIYaHWIO.

e /id <udeHmMugukamop_cmaHyuu> — NAeHTUNKATOP CTaHLUW, Ha KOTOPYHO YCTaHaBAMBAETCS
AreHT.

Knrou 3asaetca BMecTe € KNHOYOM /pwd A aBTOMaTMyeckor aBtopumsaumm Ha Cepepe Dr.Web.
Ecnn napametpbl aBTOpU3aL My He 3ajaHbl, pellueHre 06 aBTopur3aLmm NPUHUMAETCA Ha CTOPOHe
Cepsepa Dr.Web.

e /includeFeatures <KOMNOHEHMbI> — CNUCOK KOMMOHEHTOB, KOTOPble HeOHX0AMMO
YCTaHOBUTb Ha CTaHUMW. Mpn 3aaaHNM HECKONbKMX KOMMOHEHTOB UCMOb3yiTe 3HaK ", " B
KauvecTBe pasgenutens. JocTynHble KOMMOHEHTbI:

o

o

scanner — CkaHep Dr.Web,

spider-mail — SplDer Mail,

spider-g3 — SplDer Guard,

outlook-plugin — Dr.Web ana Microsoft Outlook,

firewall — bpaHgmayap Dr.Web,

spider-gate — SplDer Gate,

parental-control — O®UCHBIN KOHTPOb,

antispam-outlook — AHTucnam Dr.Web ans komnoHeHta Dr.Web ans Microsoft Outlook,

antispam-spidermail — AHTucnam Dr.Web gna komnoHeHTa SpIDer Mail.

,U,I'Iﬂ KOMMOHEHTOB, HE YKa3aHHbIX HAaNPAMYH, COXPaHAETCA CTaTyC YCTaHOBKWY, 3a,anHb||71 Ana HUX
no ymMOJi4aHuIo.

e /installdir <kamasoe> — KaTanor yCTaHOBKW.

Ecam ko He 3asaH, Mo YMOYaHWUIO YCTaHOBKA OCYLLLEeCTBAAETCA B KaTanor "Program
Files\DrWeb" Ha CUCTEMHOM AUCKeE.

e /installtimeout <gpemsa> — nNpeAenbHOE BPEMS OXUAaHUA OTBETa OT CTaHL MK B Clyyae
yA,aNeHHOW YCTaHOBKMW, 3anyLeHHon 3 LieHTpa ynpasaeHus. 3agaetcs B ceKyHAax.

Ecnv ko He 3agaH, MO yMOoAYaHMo Mcnosb3yetcs 3HaueHne 300 cekyHA,.

e /instMode <pexum> — pPeXuM 3anycka nHctaanatopa. [apamerp <pexum> MOXeT NPUHUMATb

cnepytoliee 3HaYeHve:
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| remove — YyAaUTb yCTaHOBﬂeHHbII\/'I NPOAYKT.
Ecav knrou He 3ajaH, No YMOJIYaHNKO NHCTaNNATOP aBTOMAaTU4eCK ONPEAENAET PEXNM 3anyCKa.

/lang <K00_f3bIKa> — fA3blK MHCTANNATOPA M YCTaHaBAMBaeMOro npoaykTa. 3asaerca B
dopmate ISO-639-1 ana koja a3bika.

Ecam kntou He 3a4aH, MO YMOYaHWIO UCMONb3YETCs CUCTEMHBIN A3bIK.
/pubkey <cepmugukam> — NoAHbIN NyTb K danny ceptndukata Cepsepa Dr.Web.

Ecam ceptndmkat He 3azaH, MO YMONYaHMIO MPU 3anycKe N0KabHOM YCTaHOBKW MHCTAANATOP
aBTOMaTMYeckn NoAxBaTtbiBaeT dain ceptudmkaTa * . pem M3 KaTasora cBoero 3anycka. B ciyyae
pa3MelleHVs Gaiina cepTMduKaTa B KaTasore, OTIMYHOM OT KaTafnora 3arnycka UHCTaAnsaTopa,
HeobxoAMMO BPYUHYHO 3a4aTb MOAHBIN NyTb A0 daina cepTudukara.

Mpw 3anycke MHCTaANALMOHHOIO NakeTa, co34aHHoro B LieHTpe ynpaBaeHus, cepTudukat BXoauT
B COCTaB MHCTaANALMOHHOIO NakeTa, 1 AOMNOJHUTENbHOE YKa3aHue daina cepTudmkaTa Yepes
KNHOUN KOMAHZHOW CTPOKW He TpebyeTcs.

/pwd <naposib> — naponb AreHta ana gocryna k Cepsepy Dr.Web.

Knrou 3agaetca BMecTe € KNHOUYOM /id ANns aBTOMaTU4eckon aBTopmsauunm Ha Cepeepe Dr.Web.
Ecav napameTpbl aBTOpU3aL MK He 3aZaHbl, pelleHne 06 aBTopur3aL MM NPUHUMAETCS Ha CTOPOHE
Cepgepa Dr.Web.

/regagent <pexum> — onpeaenset, byAeT M 3aperncTpupoBaH AreHT B Crivcke
YCTaHOB/IEHHbIX MporpamMM. MNapameTp <pexum> MOXeT NPUHUMATL CIeAYHoLL e 3HAYEHNS:

o yes — 3apernctpupoBaTtb AreHT B CNNCKe YCTaHOBJ/IEHHbIX MPOrpamMm.
8 no — He PerncTpmpoBaTb AreHT B CNCKe YCTaHOBJIEHHbIX MPOrpamMM.
Ecam kntou He 3asaH, MO YMONYAHUIO UCMOJ/Ib3YETCs 3HaUEHMeE no.

/retry <Ko/au4ecmeo> — KoamyectBo nonblTok nouncka Cepsepa Dr.Web nocpeacrsom
oTnpaeku multicast-3anpocoB. Mpu oTcyTcTBUM OTBETa OT CepBepa Dr.Web no ncreuenHun
3a/laHHOTO KO/IMYecTBa NomnbITOk, cumTaetcs, uto Cepsep Dr.Web He HangeH.

Ecam knrou He 3asaH, MO yMOAYaHMIO ocyLLecTBAseTcA 3 nonbiTkn noncka Cepsepa Dr.Web.

/server [<npomokos>/]<adpec_cepsepa>|[:<nopm>] — agpec Cepsepa Dr.Web, c
KOTOpPOro ByaeT OCyLecTBAATLCA YCTaHOBKA AreHTa 1 K KOTOPOMY MOcC/e YCTaHOBKM
NOAKNHOUNTCSH ATeHT.

Ecam knrou He 3agaH, Mo ymonyaHuto ocyulecteasetca nouck Cepsepa Dr.Web nocpeactsom
oTnpasku multicast-3anpocos.

/silent <pexum> — onpegensert, byaeT M MHCTAaANATOP 3anyLleH B GOHOBOM pexXmMe.
MapaMeTp <pexum> MOXET MPUHUMAaTb CefyHoLLME 3HAYEHNS:

o yes — 3arycKaTb MHCTaNNATOP B GOHOBOM pexume.
8 no — 3anyckaTb UHCTANNATOP B rpaduyeckoM pexxmme.

Ecnvm ko He 3agaH, MO yMOAYaHMIO YCTaHOBKa AreHTa oCyLLecTBAseTCA B rpadnyeckom pexume
nHctannatopa (cm. PykoBopacTBo no ycraHoBKe, M. YcraHoBka AreHta Dr.Web npu nomolun

NHCTAJIIATOPA ).
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e /timeout <spemsa> — npefeNbHOE BpeMs OXMAaHWUA Kaxaoro oteeta npu noucke Cepeepa
Dr.Web. 3agaetcs B cekyHzax. [Nprem OTBETHbIX COOBLLLEHNI NPOAOKAETCA, MOKa BPEMS
0XWAaHWUsA OTBETA He MPeBbILLAET 3HaUeHVe TalmayTa.

Ecav knrou He 3ajaH, No yMOJI4aHMKO NCNOb3yeTCa 3Ha4veHne 3 CEeKyHAbI.

32. AreHTt Dr.Web ana Windows

®dopmaTt KOMaHAbl 3anyckKa:

es—-service.exe [<K/A0O4YU>]

Knroumn

Kaxxabli U3 KNrouer MOXET 3aZ,aBaTbCsl B OAHOM U3 creaytoLmnx dopmatoB (bopmarsbl
pPaBHO3HAYHbI):

- <KOpOMKUU_KAY>[ <apaymeHm> ]
nn
—— <ONIUHHBIU_KA0Y > [ =<apaymMeHm > ]

Knroun MOTYT NCNOJIb30OBaTbCA O4HOBPEMEHHO, B TOM UKMC/IE KOPOTKME N AJINHHbIE BEPCUN.

/I\ Ecan APrymMeHT COAEepP>XUT I'Ip06eflbl, OH A0J1KEH ObITb 3aK/IFOUEH B KaBbIUKM.
M

Bce katoum BbIMONHAOTCSA BHE 3aBUCYMOCTW OT NPaB, Pa3peLlleHHbIX A7 CTaHLMK Ha
CepBepe Dr.Web. T. e. gaxke ecnv npaBa Ans U3MEHeHWe HacTpoek AreHTa 3anpeLLeHbl
Ha Cepsepe Dr.Web, Bbl MOXeTe M3MeHWTb 3TV HaCTPOMKN MPY MOMOLLM KAtOYEN
KOMaHZHOW CTPOKMW.

Jonyctnmble karoun:

e [lokasaTb cripaBky:
o -7
o —-help
e 3meHutb agpec Cepepa Dr.Web, k koTopoMy nogkatoyaeTcs AreHt:
s -e <Cepsep Dr.Web >
o ——esserver=<Cepsep Dr.Web >
Yrtobbl 3a4aTb cpa3y Heckosbko Cepepos Dr.Web, Heobxoammo noBTopuTh Yepes npoben kaoy

ana kaxgoro agpeca Cepsepa Dr.Web, Hanpumep:

es—-service -e 192.168.1.1:12345 -e 192.168.1.2:12345 -e 10.10.1.1:1223

MpunoxeHus

152



A7

-
$

A
d
A

InaBa 2: Mpunoxxeuns

nnn

es—-service —--esserver=10.3.1.1:123 --esserver=10.3.1.2:123 —--
esserver=10.10.1.1:123

[0o6aBuTb OTKPbITbIV KAHOY WNPPOBAHUS:
o -p <K/HOY>
o ——-addpubkey=<ksHoy>

OTKPbITbIN KNKOY, YKa3aHHbIV B Ka4yecTBe apryMeHTa, KonmpyeTca B kaTtanor AreHta (no
YMOJIYaHUIO 3TO KaTalor $ProgramFiles%\DrWeb), nepenmeHoBbiBaeTca B drwcsd. pub
(ecav UMs OT/IMYaNOCh) N NepPeYUnTbIBAETCA CepBUCOM. [Mpu 3TOM npeablAyLmin Galin oTKPbITOrO
K/KOYa, e TaKOBOM Obln HaAEH, NePenMeHOBbLIBAETCA B drwcsd. pub.old U B AalbHENLLEM
He UCMOo/Ib3yeTCs.

Bce oTKpbITblE KNHOUW, NCMONb30BaHHbIE paHee (K1o4K, KoTopble Hbian nepesaHsl ¢ CepBepa
Dr.Web u xpaHsTCs B peecTpe), OCTatoTCA U NPOAOIKAKT UCMONb30BaTbCS.

Jobasutb ceptndmkat Cepsepa Dr.Web:
o —c <cepmugukam>
o —-addcert=<cepmugukam>

®aiin ceptndmkata Cepsepa Dr.Web, ykasaHHbI B KayecTBe aprymMeHTa, KONMpPYyeTcs B KaTasor
AreHTa (N0 YMOAYaHWIO 3TO KaTanor $ProgramFiles%\DrWeb), NepenMeHOBbLIBAeTCA B
drwcsd-certificate.pem (€A UMA OTANYANOCH) N MEepeYnTbIBAETCA CepBUCOM. [Tpun 3TOM
npeablayLwnii darn ceptndurkaTa, ecam TakoBOM Hbla HalAeH, NeperMeHOBbIBAETCA B drwesd -
certificate.pem.old v B JaNbHENLLEM HE UCMOJb3YETCH.

Bce ceptudukatbl, ncnonb3oBaHHble paHee (cepTudmKaThbl, KOTopble bblan nepeaaHbl ¢ Cepaepa
Dr.Web u xpaHsTCs B peecTtpe), OCTatoTCA U NPOAOJIKAKT UCMONb30BaTbCS.

Mepenoakntountbcs kK CepBepy B KauecTBe HOBUUKaA:
o —-w <3Ha4yeHue>
o —-newbie=<3Ha4yeHue>

Jonyctmble 3HaueHus: once, always. [1pn 3a4aHHOM 3HaYeHUN always NPU KaXKAoM
nocneayroLLemM 3anycke cepBuca napameTpbl aBTopusaumm AreHta byayT cbpacbiBaTbes, B
pe3ynbTaTe yero AreHT Kaxabli pa3 byaet nogknroyatbes K CepBepy B KauecTBe HOBUYKA
(noapobHee cm. PykoBOACTBO agMUHUCTPaTOPa, M. [1011TVKa NOAKAKYEHNA CTaHLUIA). Mpu
3alaHHOM 3HaueHWM once NPU CleAyroLWeM 3anycke cepBurca NnapaMeTpbl aBTopum3aLmm AreHTa
Ha CepBepe 6yayT cOpOLLEHbl, MOCAe Yero NPon3onaeT OAHOKPaTHOE NOAKAOYEHME AreHTa K
CepBepy B KauectBe HOBUNYKaA.

VI3MeHUTb ypOBeHb AeTannsaLnm XXypHana AreHta:
o --change-loglevel=<yposeHb>

JlonyctmMble 3HaYeHNA YPOBHA AeTanm3aumm XXypHana: err, wrn, inf, dbg, all. [laHHasa
KOMaHZa 3anycKaeTcs TONbKO € NpaBaMu agMuHucTpaTopa. He tpebyet BbiktoUeHns
camMo3aLnTbl, Py4YHOro nepesanycka cepsuca nam OC.
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33. CepBep Dr.Web

CyLLecTByeT HeCKO/IbKO BapuaHTOB KOMaHZ 3anycka Cepsepa Dr.Web, ans yao6ctBa oHu
OMWCbIBAKOTCS OTAENBHO.

Pag koMaHg TpebyeT Haanumna B KOMaHAHOM CTpOKe 06s3aTesbHbIX KAKOYeN modexec UAN
modexecdb A8 UCNOAHEHWS Lua-Moayneit n, npyu HeobXoANMMOCTI, Nepesaym Habopa
BCMOMoOraTe/lbHbiX NapameTpoB. KoMaHAa B 3TOM C/ly4ae CTPOUTCA CieAytoLmm obpasom:

drwcsd [<kmo4u>] modexec [<uUMA_@DyHKYuu>@] <HazsaHue_molyaa> [<napamempsl>]

® <UMSA_QYHKYUU> — UMSA KOHKPETHOWN PYHKLIMW, KOTOPYHO HY>KHO MUCMONHWTL B Lua-moayne.

e <HaseaHue_mody/ig> — Ha3BaHWe ucnoaHsemoro Lua-mogayns.

KomaHzaebl, npuBeaeHHble B nn. 33.1. YnpasneHve Cepsepom Dr.Web — 33.5. Pe3epBHoe
KOMMpoBaHWe KpUTUYHbIX AaHHbIx CepBepa Dr.Web, aBastoTcs kpoccnaatdopMeHHbIMW: MOTYT
6bITb Mcnosb3oBaHbl kak nog OC Windows, Tak n nog OC cemeictsa UNIX, ecam He ykazaHo
obpatHoe.

| B cnyyae Bo3HMKHOBEHMS OLWMOOK Npw 3anycke koMaHa ynpaeneHuns Cepsepom Dr.Web
. obpatutech k pariny xypHana Cepsepa Dr.Web ana novcka BO3MOXHbIX NPUYUH (CM.

PykoBogcTBO agMmuHucTpartopa, n. XXypHan pabotsl Cepeepa Dr.Web).

33.1. YnpaBneHue Cepsepom Dr.Web

drwcsd [<k/mo4u>] — 3asaTb HacTpolikm paboTsl CepBepa Dr.Web (kntoum nogpobHee
OMUCBIBAOTCH HUXKE).

33.2. ba3zoBble KOMaHAbI

e drwcsd restart — caenatb NOAHbIA Nepe3anyck cny>6sl Cepepa Dr.Web (BbinosHsetcs kak
napa stop u 3ateM start).

e drwcsd start — 3anyctute Cepsep Dr.Web.

e drwcsd stop — HOpManbHO 3aBepLunTb paboty Cepsepa Dr.Web.

e drwcsd stat — BbIBOA B Pali XXypHana ctaTnctnkn paboTel: Bpemsa CPU, ncnosbsosaHue
namatn n 7. N. (nog OC cemerictBa UNIX — aHanor komaHabl send_signal WINCH wm kill
SIGWINCH).

e drwcsd modexec agent@verify-key <nosHoe_uma_gpalina_kmo4ya> — npoBepka
KOPPEKTHOCTU dalina IMLEH3MOHHOTO KatoYa (agent . key).

e drwcsd modexec enterprise@verify-key <nosHoe_umsa_galina_kao4a> — NpoBepka
KOppPeKTHOCTU dalina nueH3noHHoro katova Cepeepa Dr.\Web (enterprise. key). Obpatute
BHVMaHWe, InLeH3noHHbIA kntod CepBepa Dr.Web 6onee He ncnonb3yetcs, HaunHasa ¢ sepcun 10.

e drwcsd verifyconfig <nosHoe umsa_galina_koHguaypayuu> — npoBepka CUHTaKcMca
KoHburypaumnoHHoro ¢arina Cepsepa Dr.Web (drwcsd. conf).
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e drwcsd verifycache — npoBepka KOPPEKTHOCTU cosepknmoro dannosoro kela Cepsepa
Dr.Web.

e drwcsd syncads — CUHXPOHM3UPOBATb CTPYKTYpPY ceTu: KoHTenHepsbl Active Directory,
cozep>Kallime KOMMbrOTEPbI, CTAaHOBATCA rpynnaMu aHTUBUMPYCHOW CEeTW, B KOTOPbIe NMOMELLLat0TCA
paboune cTaHLmW.

33.3. KomaHabl ana ynpaBneHusa 6a3ou aaHHbIX

MHunumannsauyma 6a3bl gaHHbIX

flf |_|pl/l MHUnynannsaumun 6asa AAHHBIX AO/1>KHa OTCYTCTBOBATb WJIN ObITb nycra.

drwcsd [<kmoyu>] modexecdb database-init [</UYEH3UOHHbIU K/HOY> [<naposib>] ]
— VHULUMann3aLms 6asbl 4aHHbIX.

® <JIUYEH3UOHHbIU_KIY > — MyTb K AMLEH3NOHHOMY Katouy Dr.\Web agent . key. Ecm
JNNLLEH3MOHHbBIW KNFOY He yKasaH, ero Hy>Ho byaet 06aBuTtb no3xe u3 LieHTpa ynpasaeHus, inbo
NONy4YnTb MO MeXcepBepHoM cBs3m y coceaHero Cepeepa Dr.Web.

® <NApo/ib> — HayanbHbIM Napoab agmuHucTpatopa Cepepa Dr.Web (umsa admin). Mo
yMoiyaHuto root.

| Ecnv Tpebyetcs nponycTuTb OAMH UM HECKONBbKO MapaMeTpoB Mpu HamnmcaHum
: KOMaHZbl, BMECTO KaXXJ0ro 13 HMUx ciefyeT UCNnoJjib30BaTh CreunasbHoe 3HayeHne $
nil.

$nil MOXeT OnycKaTbCs, eCan Cneayrolime 3a HUM napamMeTpbl OTCYTCTBYHOT.

3apgaHne napameTpoB UHMLMaAM3aLummn 6a3bl JaHHbIX

Mpwv ncnonb3oBaHUM BCTPOeHHOM b/l napaMeTpbl HULManM3aLmMm MOTyT 3ajaBaTbCA Yepes
BHeLHWA paiin. [1ns 3Toro cay>uT KomaHzaa:

drwcsd.exe modexecdb database-init@<response-file>

<response-file> — daiin, B KOTOPOM 3anucaHbl NapameTpbl MHULManmn3aumm bJl, noctpoyHo, B ToM
Xe nopagke uto U napamMeTpbl KOMaHAbl database-init.

®opmart panna:

<nosiHoe_umsA_galina_nuyeH3uoHHO20_Kar4a >

<naposs_adMmuHucmpamopa>
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| Mpu ncnonszoBaHum nog OC Windows response-daiia BO3MOXHO UCMONb30BaHWe
: NtobbIX CMMBOJIOB B NMapoJie agMUHUCTpaTopa.

Ecne CTPOKe YKa3aHO 3HayeHune %nil, 6y,a,eT MCNo/1b30BaTbCA 3Ha4YeHne No yMOJ14aHUKO (kak B

database-init).

O6HoBeHue Bepcnmn 6a3bl AaHHbIX

drwcsd modexecdb database-upgrade [pretend=false] — 3anyctutb Cepep Dr.Web
AN OBHOBAEHNA CTPYKTYPbl 6a3bl AaHHbIX MPY NEPexXoe Ha HOBYHO BEPCUIO Yepe3 BHYTPEHHNE
CKpUMTBI.

e pretend=false — NpeanucbIBaeT NPOBEPATb TOIbKO akTyalbHOCTb CXeMbl 6a3bl AaHHbIX
BMecTo $akTMyeckoro obHOBEHNs ee CTPYKTYpbl. 1o ymMonyaHuto false. Ecam ykasaHo
3HayeHWe true, BbINOJHAETCA TO/IbKO NMPOBEPKa akTyasbHOCTN CXeMbl 6a3bl JaHHbIX.

3KcnopT 6a3bl AaHHbIX

a) drwcsd modexecdb database-export <galsn>— 3kcnopT 6a3bl AaHHbIX B YKa3aHHbIN
bann.

Mpumep ana OC Windows:

C:\Program Files\DrWeb Server\bin\drwcsd.exe -home="C:\Program Files\DrWeb
Server" -var-root="C:\Program Files\DrWeb Server\var" -verbosity=all
modexecdb database-export "C:\Program Files\DrWeb Server\esbase.es"

Moa OC cemelictea UNIX aelicTBre BbINOJHAEGTCA OT UMEHU NOb30BaTens drwcs : drwcs B
kaTanor SDRWCS VAR (kpome OC FreeBSD, koTopas no yMonuaHuo coxpaHseTt paiin B
AVPEKTOPUIO, N3 KOTOPOW 3anyLLeH CKPUMT, eCan YKasaTb NyTb SBHO, TO AUPEKTOPUSA A0KHA
6bITb C NPaBaMu Ha 3anNnCb ANA <N0JIL308aMENA> : <2PyNnsl>, KOTOPble BblNN CO3AaHbl NpU
YyCTaHOBKE, MO YMONYaHUIO — drwcs : drwes).

b) drwcsd modexecdb database-export-xml <xml-¢patin> — akcnopt 6a3bl JaHHbIX B
yKa3aHHbIn xml-dain.

Ecnv ykasatb pacwmpenue daiina gz, To npm akcnopTe dain 6a3bl AaHHbIX ByAeT ynakoBaH B
apxvB gzip.

Ecav pacwumpeHmne He ykazaTb UAK yKa3aTb paclUMpeHue, OTANYHOE OT gz, TO dalin aKcnopTa He
ByAeT apxMBMPOBATLCA.

Mpumep ana OC Windows:

e [lns skcnopTa 6a3bl AaHHbIX B Xml-daiin 6e3 okatms:

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" "-home=C:\Program
Files\DrWeb Server" "-bin-root=C:\Program Files\DrWeb Server" "-var-
root=C:\Program Files\DrWeb Server\var" -verbosity=ALL -rotate=10,10m -
log=export.log modexecdb database-export-xml database.db
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e [1ns akcnopTa 6a3bl AaHHbIX B Xml-paiin, ynakoBaHHbIN B apXuB:

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" "-home=C:\Program
Files\DrWeb Server" "-bin-root=C:\Program Files\DrWeb Server" "-var-
root=C:\Program Files\DrWeb Server\var" -verbosity=ALL -rotate=10,10m -
log=export.log modexecdb database-export-xml database.gz

Mpumep ana OC cemeiictBa UNIX:

e [1na skcnopTta 6a3bl AaHHbIX B Xml-pann 6e3 cxatus:

/etc/init.d/drwcsd modexecdb database-export-xml /es/database.db

e [lns akcnopTa 6a3bl AaHHbIX B XmI-dalin, ynakoBaHHbIM B apXMB:

/etc/init.d/drwcsd modexecdb database-export-xml /es/database.gz

MMmnopT 6a3bl gaHHbIX
a) drwcsd modexecdb database-import <@als> — nMmnopT 6a3bl 4aHHbIX U3 YKa3aHHOTO

danna (ctapoe cogep>xxmmoe b/l ctvpaetcs).

b) drwcsd modexecdb database-import-and-upgrade <@alsn>— MMNOPT U
0bHOBIEHME 6a3bl AaHHbIX, MOJy4YeHHOM Npu akcnopTe ¢ Cepsepa Dr.Web npeapbigyLmx Bepcmi
(ctapoe cogep>xmmoe b/l ctmpaetcs).

ZQ Mepea ncnosb3oBaHMEM KOMaHAbl database-import-and-upgrade HEOBXOAUMO
BbIMOJIHUTL Pe3epBHOEe KoMMpoBaHue Hasbl AaHHbIX.

Jlrobbie Npobiembl B NpoLiecce BbIMOJAHEHUA AaHHOW KOMaHZAbl MOTYT NPUBECTN K
yAaneHuto Bcei nHdopmMaLmm 3 6asbl AaHHbIX.

Vicnonb3oBaHme KOMaHAbl database-import-and-upgrade a8 MMnopTa ¢
obHOBNEHMEM Bepcun Basbl JaHHbLIX BO3MOXHO TOJIbKO B npegenax ogHon CYB/,.

MNMpoBepka 6a3bl AaHHbIX

drwcsd modexecdb database-verify [full=false [ignore-version=false]] —
3anyctutb Cepsep Dr.Web ans nposepku 6a3bl gaHHbIX. g 3anucn nHpopmMaLmMm o pesyabtatax B
danin xxypHana cneayet BBOAUTb KOMaHAY C KNH4YoM —1og. [NogpobHo ocobeHHOCTM
NCNOJIb30BaHUs AAaHHOTO KJ/ko4Ya onucaHbl B M. 33.8. OnuncaHve Karuen.

e full=false — onpegensaer pexum nposepku. Npur 3Ha4eHUN No ymonvaHuio (false)
BbINO/IHAETCA BbICTPas NpoBepKa, NPW 3HaYeHUN true — NOJHas.

e ignore-version=false — ONpeaenseT, Hy>XHO /I UTHOPUPOBaTb BEPCUIO CXeMbl Ha3bl
AaHHbIX Npu nposepke. o ymonyaHuo false. Ecam ykasaHo 3HayeHve true, NpoBepka
NPOAOJ/IKUTCS Aaxe B ClyYae HENpaBWIbHOW BEPCUN CXEMBbI.
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YckopeHue 6a3bl gaHHbIX

drwcsd [<k/Mmoyu>] modexecdb database-speedup — BbINOJAHUTb KOMaHAbl VACUUY,
CLUSTER, ANALYZE ANs ycKopeHus paboTbl ¢ B/,

BocctaHoBieHUe 6a3bl AaHHbIX

drwcsd repairdb — BbINOJHWUTL BOCCTAaHOBJ/IEHNE NMOBPEXAEHHOrO 0bpasza BCTPOEHHOM Ha3bl
AaHHbIx SQLite3 nam noBpexaeHHbIX TabanL, BHeWwHer 6a3bl gaHHbIX MySQL.

BoccraHoBneHve SQLite3 Takxe MOXXeT BbINOAHATLCA aBTOMaTMYeckn npwu 3anycke Cepsepa
Dr.Web, ecnn B HacTpoiikax 6a3bl gaHHbIX SQLite3 B LleHTpe ynpaBaeHus yctaHoBAeH dnar
BocctaHaBAMBaTb NOBpEXAEHHbIV 06pa3 aBTomaTuuecku (cM. PykoBoacTBo
agMUHUCTpaTopa, n. BocctaHoBaeHve 6a3bl AaHHbIX).

Ouncrka 6a3bl gaHHbIX

drwcsd modexecdb database-clean — ounctutb 6a3y gaHHbix Cepsepa Dr.Web, yaanuns Bce
TabanLbl.

CmeHa naponsa agMUHUCTpaTopa

drwcsd modexecdb set-admin-password <pe2ucmpayuoHHOe_UMs> <HO8blIU_Naposs> —
3aZaTb HOBbIV NMaPOb AN YKa3aHHOMW YUYETHOW 3anmcn ajMUHKUCTpaTopa.

33.4. KomaHabl Ana ynpaBaeHUa penosmtopmem

iIE MNepes 3anyckOM KOMaHJA syncrepository, restorerepo U saverepo HeobXxoAMMO
obs3aTenbHO octaHoBUTL CepBep Dr.Web.

e drwcsd syncrepository — NPOU3BECTV CUHXPOHM3aL MO peno3utopus ¢ BCO Dr.Web.
KomaHaa 3anyckaet npouecc Cepsepa Dr.Web, npu atom npoucxoaunt obpatieHne k BCO n
nocnepytollee 06HOBAEHME PENO3UTOPUS B CIyYae HaIMYMs OOHOBIEHWUNA.

e drwcsd rerepository — nepeuyvtaTtb Peno3nToOpun C gncka.

e drwcsd updrepository — 06HOBUTL penosutopuin ¢ BCO Dr.Web. KomaHaa otnpasaser
curHan paboTarowwemy npoueccy Cepepa Dr.Web ana obpawenuns k BCO n nocneayrouiero
0BHOB/IEHMS PENO3UTOPUA B CyYae Hanmums obHosaeHuin. Ecam Cepeep Dr.Web He 3anyuueH,
06HOB/IEHVE PEMO3UTOPUA HE OCYLLECTBAAETCA.

e drwcsd [<K/IOYU>] restorerepo <NOJHOE_UMS_Apxuea> — BOCCTaHOBUTb PEMO3UTOPUIA
CepBepa Dr.Web 13 3agaHHOTrO zip-apx1Ba, CO34aHHOTO NPW MOMOLLM KOMaHAbl saverepo.
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e drwcsd [<KMOYU>] saverepo <NOJHOE_UMS_apxued> — COXPaHUTb BECb PEMO3UTOPUI
CepBepa Dr.Web B yka3aHHbIN zip-apxmB. [oNyUYeHHbI apXnB MOXET OblTb MIMMOPTUPOBAH Ha
Cepeep Dr.Web npu nomowm koMaHabl restorerepo.

| ApXMBbI, UICMONb3yEMble KOMaHAAMW restorerepo U saverepo, HE COBMECTUMbI C
: apxvBamu, NCMOb3yeMbIMU A8 3KCMOpPTa U UMMopTa peno3ntopusa yepes LieHTp
yrnpaBaeHus.

33.5. Pe3zepBHOe konMpoBaHue KPUTUUHbIX AaHHbIX CepBepa
Dr.Web

Pe3epBHasa Konua KPUTUYHBIX AaHHbIX CepBepa Dr.Web (nMLeH3MoHHbIX KAoYer, COAepXXnMMoro
6a3bl faHHbIX, 3aKPbITOro KaoYa WwndposaHms, KoHurypaumm Cepsepa Dr.Web u LleHTpa
yrnpaB/eHnsa) CO34aeTca C MOMOLLBIO CNefytoLL e KOMaHAbI:

drwcsd —-home=<nyme> backup [<kamasioe> [<Ko/u4yecmso>] ]

e KpuTnuHble gaHHble CepBepa Dr.Web konvpyroTcs B ykasaHHbI <kamasoz>.
e Kntou —home 3agaet katanor ycraHoku Cepsepa Dr.Web.

e [NapameTp <K0/UYecmeo > — KOJIMYECTBO COXPAHAEMbIX KOMUIA OLHOTO 1 TOTO Xe daitna.

Mpumep ana OC Windows:

C:\Program Files\DrWeb Server\bin>drwcsd -home="C:\Program Files\DrWeb
Server" backup C:\a

Bce dalinbl 13 pesepBHOM KOMMK, KPOME COAEPXKMMOTO 6a3bl AaHHbIX, TOTOBbI K NCMOJIb30BaHWIO.
Pe3epBHas konus 6a3bl faHHbIX COXpaHsaeTcs B popmaTe . gz, COBMECTUMOM C gzip U APYrumu
apxuBaTtopamu. Cogepxunmoe 6a3bl JaHHbIX MOXHO MMMNOPTMPOBATb U3 PE3EPBHOM KOMUM B
pabouyto 6a3y aaHHbIX CepBepa Dr.Web v Takum obpa3om BOCCTaHOBUTb AaHHble (CM. M.
BocctaHoBieHme 6a3bl gaHHbix Dr.Web Enterprise Security Suite).

B npouecce pabotbl Cepep Dr.Web perynspHo coxpaHsieT pesepBHble KON BaXKHOW
MHbOPMaLUM B CIEAYHOLLUX KaTasorax:

e nna OC Windows: <duck_ycmaHosku>: \DriWieb Backup
e nna OC Linux: /var/opt/drwcs/backup
e ansa OC FreeBSD: /var/drwcs/backup

[na BbINOAHEHMS GYHKL MM pe3epBHOro KonmpoBaHus B pacnucaHne Cepepa Dr.Web BkatoueHo
exeZiHeBHOe 3ajaHve. Ecam Takoe 3aaHme B pacnuncaHum oTcyTCTBYeT, peKOMeHyeTcs co3jaTb ero.

MpunoxeHus

159



N

©r

InaBa 2: Mpunoxxeuns

33.6. KomaHapl, goctynHbie Tonbko nog OC Windows

drwcsd [<kmoyu>] install [<ums_cepsuca>] — yctaHoBuTb ciyx6y Cepeepa Dr.Web B
CMCTEME W Ha3HAUMWTb 3aJaHHble KU AN 3arycka 3TON CyXObl.

<umsA_cepsuca> — cydduKkc, KoTopblid 06aBASETCA K Ha3BaHMIO C/ly>KObl MO YMOAYAHWIO, MPU
3TOM MOJIHOE UMA cyXbbl: DrilebES-<umsA_cepsuca>. KomaHaa install co3gaeT
(pepakTmpyeT) cny>by ¢ 3ajaHHbIM UMEHEM M aBTOMATUYEeCKN JOMNWCbIBAET B €€ apryMeHTbl KoY
-service=<umda_cepsuca>. CyLiecTByoLLMe CNy>KObl MPY 3TOM OCTatOTC 6€3 N3MEHEHWI.

drwcsd uninstall [<umA_cepsuca>] — ypanutb cnyx6y Cepepa Dr.Web n3 cuctembl.

<ums_cepsuca> — cyddUKc, KOTOpbI A0OABASETCA K Ha3BaHWIO CNY>KObl MO YMOAYaHMIO, NPU
3TOM MOJIHOE UMA CNy>bbl: DriebES-<umA_cepsuca>.

drwcsd kill — aBapuiHO 3aBeplumntb cnyxby Cepsepa Dr.Web (ecnm HopmManbHO He yaanoch).
[JaHHytO KOMaHZAy He peKOMeHAYEeTCs UCMO/Ib30BaTh 6e3 KpanHel He0HX04UMOCTH.

drwcsd reconfigure — nepeuntatb KOHOUrypaLMOHHBIN dGaiin 1 nepe3anyCcTuTbes
(BbINO/IHAIETCA ObICTPEE — 663 CTapTa HOBOTO MpoLiecca).

drwcsd silent [<onyuu>] <KOMAHOa> — 3anpeTuTb BbiBOA coobuieHnin oT CepBepa
Dr.Web npwu 3anycke koMaHAbl, 3aZlaHHOM B NapaMeTpe <komMaHoa>. /icnonb3yeTcs B YaCTHOCTU B
KOMaHZAHbIX darinax Ans OTKNHOYEHWS NHTEPaKTUBHOCTU paboTbl Cepeepa Dr.Web.

33.7. KomaHabl, goctynHbie Toabko nog OC cemencrea UNIX

drwcsd cacherepo — €034aTb WM BOCCTaHOBUTL GaiinoBbIv kel peno3utopus Cepsepa
Dr.Web.

drwcsd config — aHanor kKoMmaHgbl reconfigure M kill SIGHUP — nepesanyck
Cepsepa Dr.Web.

drwcsd interactive — 3anyckaet Cepsep Dr.Web, HO He nepegaet ynpassieHve npoueccy.

drwcsd newkey — reHepaLumsa HOBbIX KNHOYel WNPpoBaHms drwecsd.pri M drwesd. pub, a
TakxXe cepTudukaTta drwecsd-certificate.pem.

drwcsd readrepo — nepeynTaTb Peno3nTopui ¢ Ancka. AHaNIOrMYHO KOMaHAe
rerepository.

drwcsd selfcert [<umMmA_KoMneromepa>] — reHepauma HOBOro ceptnudukata SSL

(certificate.pem) M 3akpbITOro katoya RSA (private-key.pem). [lapameTp 3agaeT nms
KomnbloTepa ¢ yctaHoBaeHHbIM CepBepom Dr.Web, ans kotoporo 6yayT reHepupoBatbca Gpanbl.
Ecav napameTp He 3asaH, UMs KOMMblOTEPA NOACTABASETC aBTOMATNUECKN CUCTEMHOW BYHKLNEN.

drwcsd shell <umda_gpalina> — 3anyck danna ckpunta. KomaHga 3anyckaet SSHELL
nmbo /bin/sh, NnepesaBas eMy yKa3aHHbIN dalin.

drwcsd showpath — Moka3aTtb BCE MYyTU MPOrpaMmbl, MPOMNUCaHHbIE B CUCTEME.

drwcsd status — nokasaTb Tekywui ctatyc Cepsepa Dr.Web (3anyLieH, octaHOB/EH).
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33.8. OnucaHue knouen

KpoccnnatdpopmeHHble Kaoumn:

e —activation-key=</UYEH3UOHHbIU_K/HOY> — NVNLEH3NOHHbIN kKntou Cepeepa Dr.Web. Mo
YMOAYaHMIO Gain enterprise. key, PacnosOXEHHbIV B NOAKaTanore etc KOPHEBOTO
KaTanora.

ObpatnTe BHUMaHWe, AMLeH3MOoHHbIM katoy Cepepa Dr.Web 6onee He ncnonb3yetcs, HaumHas ¢
Bepcun 10. Kntou —activation-key MOXET UCMONb30BaATLCA NPy 06HOBAeHMM CepBepa
Dr.Web ¢ npeablayLLnx BEPCUA 1 NPpU MHULManmn3aLmm 6a3bl gaHHbIX: naeHTudukatop Cepaepa
Dr.Web 6yaeT B34T 13 yKa3aHHOIO JMLLEH3MOHHOTO KAHYa.

e -bin-root=<kamasnoz> — MyTb K UCMOJHAEMbIM dainam. Mo ymonyaHuio nogkatanor bin
KOpHeBOro katasora.

e —conf=<galn> — nMa 1 pacnonoxeHve KoHpurypaumoHHoro danna Cepsepa Dr.Web. Mo
yMonuaHuto ¢painn drwesd. conf B NoAkaTanore etc KOPHEBOro Katanora.

e —daemon — ans Windows-nnatdbopm o3HauaeT 3anyck Kak cny>xbbl; ans naatdopm UNIX:
"neMOHM3auma npouecca” (nepenTn B KOPHEBOW KaTanor, OTCOeANHUTLCA OT TEpMUHANA U
nepenTn B GOHOBBIN PEXUM).

e —db-verify=on — npwu 3anycke Cepsepa Dr.Web BbinonHATb npoBepky yenoctHoctn b/,
3HayeHve Mo YMONYaHMIO. HacToATeIbHO He peKOMeHAYeTCa 3anycKaTb C ABHbIM yKa3aHnem
NPOTUBOMOIOXHOTO 3HAaYeHWs, 38 UCKIFOUYeHNeM 3anycka HeMeaeHHO nocsie npoeepkun b/,
KOMaHAoOM drwcsd modexecdb database-verify, CM. BbllLE.

e —help — BblJaTb CMPaBKY. AHaNOrMYyHO OMMCaHHbIM BbliLLE nporpamMmmam.

e -hooks — pa3peLwwnTb BbiNnosHeHVe CepBepom Dr.Web nonb3oBatenbckux ckpmuntos
pacLUMpPEeHNs, HAaXOAALLMXCA B NarnkKe:

o ansa OC Windows: var\extensions
o ana OC FreeBSD: /var/drwcs/extensions
o ana OC Linux: /var/opt/drwcs/extensions

kaTasnora yctaHoBky CepBepa Dr.Web. CkpunTbl npegHasHayeHbl Ans aBTOMaT13aLmm paboTsl
aZAMWHUCTPATOPa, YNPOLLAas 1 YCKOPAN BbIMNOJHEHME HEKOTOPbIX 3aAaHunin. Bce ckpunTbl no
YMOJIYaHMIO OTK/HOYEHBI.

e —home=<kamasoz> — Katanor yctaHoBku Cepsepa Dr.Web (kopHeBow katanor). CTpykTypa
JaHHOrO KaTanora onvcaHa B PykoBoacTBe no ycraHoBke, Nn. YcraHoBka Cepsepa Dr.Web ana
OC Windows. Mo yMoOa4YaHWtO TeKyLLMIA KaTanor Npu 3anycke.

e —log=<galin_xXypHasa> — aKTMBUPOBaTb BeAeHue xypHana Cepsepa Dr.Web B daiin no
yKa3aHHOMY MyTu.

[Ona Cepepa Dr.Web Ha nnatdopmax UNIX BMeCTO nMeHM daina MOXeT MCNOIb30BaThCA
"MUWHYC", UTO O3Ha4aeT BbIBOAWUTL XXYPHaN Ha CTaHAAPTHbIN BbIBOA.

Mo ymonyaruto: ans OC Windows — drwcsd. 1og B KaTanore, yka3blBaeMOM KJIHOUOM —var-—
root, ans OC cemencta UNIX 3azaeTcs kntoUoM —syslog=user (CM. HUXE).
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e —private-key=<3aKkpbimbll_K/r04> — 3aKpbITblA KUY WwWdpoBaHus Cepsepa Dr.Web. Mo
yMoa4YaHuto drwesd.pri B MOAKaTanore etc KOPHEBOro KaTanora.

e —rotate=<N><f>, <M><u>— pexum poTaumm xxypHana paboTsl Cepsepa Dr.Web, rae:
Mapametp OnucaHne
<N> Obuee konmyecTBo $GanoB XypHana (BKIOYas TEKYLLMA 1 apXMBHbIE).

<f> ®opmat xpaHeHUs $HannoB XypHana, BO3SMOXHbIe 3HaUEHUS:

e 7 (gzip) — okmMaTb daiibl, NCMONb3YETCA MO YMONYAHWUIO,

e p (plain) — He cxmMMaTb Galisbl.

<M> Pasmep daiina >xypHana nmMbo Bpems poTaLmm, B 3aBUCMMOCTN OT 3HaUYEHNUA <u>;

<u> E,CI,I/IHI/IU'a M3MepeHNA, BO3SMOXHbl€ 3HaYeHNA:

e [/ 3aZlaHnsa poTaumm no pasmepy darina XypHana:

k — K6,
= m— M6,
= g—T6.
e /1A 3aJlaHNA PoTaLMM NO BPEMEHN:
e H — vacsl,
@ D — aHn,

o W — Hezenn.

@ Mpw 3agaHnM poTaumm NO BPEMEHMW OCYLLECTBAAETCA CUHXPOHMU3ALUNA BHE 3aBUCUMOCTHU

: OT BPEMEHW 3anycka KOMaHJAbl: 418 3HaYeHNa H — CMHXPOHM3auma ¢ HayaaoM 4aca,
ana D — ¢ Havanowm cytok, ana W — c Havanom Hegenn (00:00 B noHesenbHUK)
COr/N1acHO KPaTHOCTM, YKa3aHHOW B NapameTpe <u>.

HauanbHas Touka otcyeta — 01 aHBapa 01 roga H.3., UTC+O0.

Mo ymonyaHuto 10z, 10m, 4To 03HayaeT xpaHutb 10 dannos no 10 merabant, ncnoab3oBaThb

okaTe. MoXHO Takxe UCMoAb30BaTh CreunanbHbli Gopmat none (-rotate=none) — 3TO
O3HayvaeT "He UCMob30BaTh POTALMIO, @ MCaTb BCErAa B OAMH U TOT e dail HeorpaHUYEeHHOro
pasmepa".

MpwW MCNONb30BaHUM peXXMMa PoTaLLMM UCNONb3YeTCa caeayrownin opmMat MMeHOBaHWA GanioB.:
file.<N>.logwwm file.<N>.log.gz, rae <N>— nopsakoBbii Homep: 1, 2, U T. 4.

Hanpumep, nyctb nma daiina >XxypHana (CM. Bbile ka4 —1og) 3agaHo file. log. Torga:
o file.log — TeKywWwuniA Gain (B KOTOPBIA UAET 3aMNnCh),
o file.l.log — NpeablAyLNN,
o file.2.log W TaK Aanee — yem Hosblue uncno, Tem 6onee ctapas Bepcus.

® —trace — [IeTaJIbHO NPOTOKOAMPOBATb MECTO BO3HMKHOBEHUA oLMbKN.
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e —var-root=<kamasnoz> — nyTb K KaTanory, B kotopbln Cepsep Dr.Web nmeet npaBo 3anucu 1
KOTOPbIN NpeAHa3HayeH ANs XpaHeHUs M3MeHseMbIX GaliioB (Hanpymep, XYpPHaoB, a Takxke
dannos penosmtopwus). Mo ymMonyaHWo nojkaTanor var KOPHEBOrO KaTaora.

e —verbosity=<ypogeHb> — ypoBeHb AeTann3aLmm xypHana. 1o ymonuaHnto WARNING.
,U,OI'IyCTI/IM ble 3HaueHua: ALL, DEBUG3, DEBUG2, DEBUGl, DEBUG, TRACE3, TRACEZ,
TRACE1l, TRACE, INFO, NOTICE, WARNING, ERROR, CRIT.3HayeHusa ALL U DEBUG3 —
CUHOHWUMBI.

Mpw HEOHXOAMMOCTN MOXKHO 3ajaBaTb ONpeAeNeHHble YPOBHUN AeTanmnsauum cpasy A
HECKOJIbKMX UCTOUYHMKOB cOObLLEeHNN B criesytollem dopmare:

-verbosity=<ucmo4yHUK_coobujeHua1>: <yposeHb 1>, <UCMOYHUK_COObWeHUA2 > :
<ypogeHb2 >, <UCMOYHUK_CcoobuwjeHuUA3 > : <yposeHb3> U T. A. [Ipn 3TOM <yposeHb> HacneayeTtca
no obLemMy NPUHLMNY, T.e. HAXOAUTCA BAVMKAWLLIVI POAUTENBCKMIA MCTOYHWK C 3aaHHbIM
ypoBHeM geTanmsauuu. Kntou popmata -verbosity=all:all paBHOCUAEH KUY —
verbosity=all (cM. Takxe [punoxxeHuve J1. Popmat Gaiinos xxypHana).

| [JaHHbIA K1tOY onpegenseT cTeneHb NOAPOBHOCTM 3anncK XXypHana B dalin, 3asaHHbIl
: CNeAytoLMM MOCAe Hero KIl4YoM —1og (CM. Bbilwe). B ogHON koMaHAe MOXET BbiTb
HeCKO/IbKO K/ItoYen JaHHOro Tuna.

Kntoun -verbosity U —1log NO3NLMNOHHO-3aBUNCUMBbI.

Mpy MCNONb30BaHMM 3TUX KIOYEN OAHOBPEMEHHO, KoY —verbosity AOMKEH NATH
nepea KIOYOM —log: KoY —verbosity nepeonpeaenser ypoBeHb AeTaamsaLmm
>KYPHasIOB, PacrnOOXEHHbIX MO MYTAM, CleAyOLWNM Jasee B KOMaHAHOMN CTPOKE.

Knroum, poctynHbie Tonbko nog OC Windows:

e -minimized — MWHUMU3NPOBATb OKHO (TOJILKO €C/N 3amnycK He KakK C1y>Obl, a MHTEPaKTUBHO).

e —service=<umMA_cepsuca> — KU NCMOb3yeTCa 3anyLeHHbIM NPpoLeccoM cayxbbl Ans
camougeHTUOMNKaLMM 1 YCTaHOBKM CaMO3aLLuTbl Ha BeTKy peectpa cay>bel Cepeepa Dr.Web.
<umsA_cepsuca> — cydduKc, KoTopblid 06aBASETCA K Ha3BaHMIO C/ly>KObl MO YMOAYAHWIO, MPU
3TOM MOJIHOE NMA cyXObl: DrilebES-<uMs_cepsuca>.

Knrou NCNoIb3yeTca KOMaHAOIz install, caMOCTOATE/IbHOE UCMOJb30BaHWe He npeaycMoTpeHo.

e —screen-size=<pa3mep> — (TONbKO €C/IN 3aMnycK He Kak cny>bbl, a HTEPaAKTUBHO) — pa3mep
B CTPOKaX BUAMMOTrO >ypHana B okHe Cepepa Dr.Web, no ymonuanuto 1000.

Knroun, poctynHbie Tonbko nog OC cemeiictBa UNIX:

® —etc=<nyme> — NyTb K AUpPeKTopun etc (Kvar>/etc).
e —keep — He yAanaTb COAEPXMMOE BPEMEHHOTO KaTtasora nocne yctaHoBku Cepsepa Dr.Web.

e —pid=<galn>— dpann, B kotopblii Cepeep Dr.Web 3anucbiBaeT naeHTMdunkaTop cBOEro
npoviecca.
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e —syslog=<pexum> — NPOTOKONNPOBAHNE B CUCTEMHbI XXypHaa. BO3MOXHbIe pexuMbl: auth,
cron, daemon, kern, lpr, mail, news, syslog, user, uucp, localO-local7

N ANA HeKOTOpbIX Maathopm — ftp, authpriv mconsole.

@ Kntoun -syslog un -log pabotatot coBMmecTHo. T. e. npu 3anycke Cepsepa Dr.Web ¢

. KAr4YOM —syslog (Hanpumep, service drwcsd start -syslog=user), Cepep
Dr.Web 3anyctutcs ¢ 3ag@aHHbIM 3HaUYeHWeM A/ Katova —syslog U CO 3HaUEHMEM MO
YMONYaHUIO 418 Katova —-1og.

® —user=<no0/b308ameJsib>, —~group=<2pynna> — AOCTyrnHbl ToNbKo And OC UNIX, npu 3anycke
OT UMEHW Nnosib3oBaTesif root; 03HayaroT U3MEHUTb NOb30BaTeNa WK rpynny npotecca u
BbINOJIHATLCA C MPaBaMK yKa3aHHOro rnoJib3osatens (rpynmbi).

33.9. MNepemeHHbIe, gocTynHbie noa OC cemencrea UNIX

[na obneruenuns ynpasneHus Cepsepom Dr.Web nog OC cemeinictBa UNIX agmuHucTpatopy
NpesoCTaBAAIOTCA NepeMEHHbIE, KOTOPble pacnosaratoTcs B daline CKpunTa, XpaHsLLerocs B
cnefytolLem Katanore:

o [Ins OC Linux: /etc/init.d/drwcsd.

o [1na OC FreeBSD: /usr/local/etc/rc.d/drwcsd (CMMBOAbHAA CCblaKa
Ha /usr/local/etc/drweb.com/software/init.d/drwecsd).

CooTBeETCTBME MeXay nepemMeHHbIMU 1 Karn4YamMu KOMaHAHOW CTPOKM Ana drwesd NpuUBEAEHO B

Tabauue 3-1.
Ta6banua 3-1.
Kniou MepemeHHasn MapameTpbl No ymoavyaHuto
~home DRWCS HOME e /usr/local/drwcs — ana OC FreeBSD,
e /opt/drwcs — ana OC Linux.
-var-root DRWCS VAR e /var/drwcs — ana OC FreeBSD,
e /var/opt/drwcs — ans OC Linux.
-etc DRWCS_ETC $DRWCS_VAR/etc
-rotate DRWCS_ROT 10, 10m
-verbosity DRWCS_LEV info
-log DRWCS_LOG $DRWCS VAR/log/drwcsd.log
-conf DRWCS_CFG $DRWCS ETC/drwcsd.conf
-pid DRWCS_PID
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-user
-group
-hooks

—-trace

@

Mpouve nepeMeHHble NpuBeAeHbl B Tabavue 3-2.

MepemeHHasn
DRWCS_USER
DRWCS_GROUP
DRWCS_HOOKS

DRWCS_TRACE
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I'Iapamerpbl no ymoJjiyaHuro

MepeMeHHble DRWCS HOOKS v DRWCS TRACE He MMetoT napamMeTpos. [Mpu 3agaHnm
nepemMeHHbIX COOTBETCTBYHOLLME KAHOUMN J0HABAAKOTCA NPU UCMONAHEHWUM ckpunTa. Ecim
nepeMeHHble He 3ajaHbl, K1oun He ByayT obaBrieHbl.

Ta6banua 3-2.
MepemeHHasn Mapametpbl no
yMO/1YaHUIO
DRWCS_ADDOPT
DRWCS_CORE unlimited
DRWCS_FILES 131170

DRWCS_BIN

DRWCS_LIB

$DRWCS HOME/bin

$DRWCS HOME/lib

OnucaHune

[lononHuTeNbHbIE K/IHOYN KOMaHAHOW CTPOKM,
KOTOpble AO/IKHbI ObITh NepeaaHbl drwesd npu
3anycke.

MakcumanbHbIl pa3mep core-daina.

MakcnmanbHoe Yncao GpannoBbiX A4eCKPUNTOPOB,
KOTOpoe cMoXeT oTkpbITb CepBep Dr.Web.

Anpektopus, 13 KOTOpOU 6yp,eT 3anyckaTbcsa
drwcsd.

AvpekTopus ¢ 6bubanotekammn Cepsepa Dr.Web.

3HaueHus napamMeTpoB Mo yMOJIMaHNKO BCTYNakOT B CUJY, €CNAN TaKUe NepemMeHHble He onpee/ieHbl
B cKpunte drwcsd.

@

MepemeHHble DRWCS HOME, DRWCS VAR, DRWCS ETC, DRWCS USER, DRWCS_GROUP,
DRWCS_HOOKS y>xe onpejeneHbl B daiine ckpunta drwesd.

Ecam cywectByet daiin /var/opt/drwcs/etc/common.conf, TO 3TOT Gpain byaeT
BK/IIOUEH B drwcsd, YTO MOXKET NepeonpesenTb HEKOTOPbIe MePeMEHHbIE, OAHAaKO,
€C/IN VX He 3KCMOoPTMPOBaTh (MPWY MOMOLLM KOMaH/Abl eXport), TO OHM HEe OKaXyT

BINAHNA.
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YT106bI 32aTb NepeMeHHble

1. [JobaBbTe onpeaeneHune nepemeHHol B daline ckpunta drwesd.
2. DKCMopTUPYMNTe MepeMEHHYIO NMPW NOMOLLM KOMaHAbl export (3a4aeTca Tam Xe).

3. Mpw 3anycke elye 04HOTO NpoLiecca U3 3TOro CKPUMTa, 3TOT NPOLLECC CYNTAET 3HAUEHUS,
KoTopble Hblav onpeseneHsbl.

33.10. YnpaBnenue CepBepom Dr.Web nop OC cemeirictea UNIX npm
nomowun komaHabli kill

Cepsep Dr.Web nog OC UNIX ynpaBaseTcs curHanamu, nocolnaembiMu npoueccy Cepepa Dr.Web
yTuanTom kill.

@ MoapobHas cnpaBka 06 yTuamTe kill MOXET ObiTb NOAYYEHa NPU MOMOLLM KOMaHAbI
man kill.

CurHanbl yTUAUTBI U NPOU3BOAUMbBIE UMM A EeACTBUA:

e SIGWINCH — BbIBOZ B dain XXypHana ctatuctnkm pabotbl (Bpems CPU, ncnosib3oBaHWe NamsaTy 1
T. M),

e SIGUSR1 — nepeunTbiBaHME PENO3UTOPUA C ANCKA,

e SIGUSR2 — nepeuunTbiBaHMe LWabsoHOB COOBLLEHNI C ANCKa,

e SIGHUP — nepe3anyck Cepsepa Dr.Web,

e STGTERM — ocTtaHoB CepBepa Dr.Web,

e SIGQUIT — octaHoB CepBepa Dr.Web,

e STGINT — octaHoB CepBepa Dr.Web.

AHanorunutble gencteua ana Cepepa Dr.Web nog OC Windows peannsyroTcs npy noMOoLLm
kntouen komaHabl drwesd, cm. Mpunosxxkenne 33.3. KomaHabl ans ynpaeieHns 6a30i faHHbIX.

34. CkaHep Dr.Web ana Windows

[JaHHbin komnoHeHT MO pabouelt CTaHLUM UMeeT NapaMeTpbl KOMaHAHOW CTPOKW, ONMUCaHHbIE B
pykoBogacTBe noab3osatens AreHT Dr.Web ana Windows. EavHcTBEHHOE OT/IMUME COCTOUT B TOM,
yto npw 3anycke CkaHepa AreHTOM napameTpbl /go /st nepegarotca CkaHepy aBTOMaTUYecku 1 B
06s3aTeNbHOM MopsAAKe.
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35. Mpokcn-cepsep Dr.Web

[ns HacTpoikmn napameTpoB MNpokcu-cepBepa 3anycTuTe C COOTBETCTBYHOLWMMU KAKOYaMK
ncnoaHseMbl Gann drwcsd-proxy, KOTOPbIA HAXOAWUTCSA B NMOAKaTanore bin Kataaora yCTaHOBKM
Mpokcn-cepsepa.

®dopmaTt KOMaHAbI 3anycKa

drwcsd-proxy [<K04U>] [<KOMAHObI> [ <ap2ymMeHMbl_KOMaHO>] ]

AonycTtumbie Kaoum

KpoccnnatdpopmeHHble Kaoumn:

e ——console=yes |no — 3anyctuTb [Ipokcu-cepBep B MHTEPAKTUBHOM pexume. [pun 3Tom
XypHan paboTbl [Mpokcm-cepBepa BbIBOAUTCA B KOHCOb.
Mo ymonyarumio: no.

e ——etc-root=<nyme> — nNyTb K KaTanory ¢ KOHGUrypaumoHHbeiMu darinamm (drwcsd-
proxy.conf, drwcsd.proxy.auth ut. a.).

Mo ymonyaHuto: svar/etc

e ——home=<nyms> — MyTb K KaTanory yctaHoBku [pokcn-cepeepa.
Mo ymonyaHuto: sexe-dir/

e ——log-root=<nyme> — NyTb K KaTanory ¢ Ganamu xypHana pabotbl [Mpokcn-cepsepa.
Mo ymonyaHuto: svar/log

e ——pool-size=<N>— KOJMYECTBO NOTOKOB AN PabOThbl C KAMEHTAMMW.

Mo ymMOnYaHWMIO: KOANYECTBO AZep KOMMbOTEPa, Ha KOTOPOM YycTaHOBJeH [Mpokcn-cepsep (HO He
MeHbLle 2).

e ——rotate=<N><f>, <M><u>— pexum poTauum XypHana paboTbl lNpokcn-cepeepa, rae:

Mapametp OnucaHue
<N> Obuee konmyecTBo GannoB XypHana (BKIoUas TEKYLLMA N apXMBHbIE).
<f> ®opmaTt xpaHeHus GannoB XypHana, BO3IMOXHblE 3HAUEHWS:

e 7z (gzip) — ckumaTb danbl, CNONb3YETCA MO YMOAYAHUIO,

e p (plain) — He cxumaTb danbl.

<M> Pasmep daiina >xypHaia nmMbo Bpems poTaLmu, B 3aBUCMMOCTU OT 3HAYEHUs <U>;

<u> EanHnua M3mMepeHna, BOSMOXHbIE 3HaUYEHUA!

e ANs 33ajaHVsA poTauum No pasmMepy daina XXypHana:
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Mapamertp OnucaHue
s k— K6,
o m— M6,
= g—T6.
e 115 3aZlaHNs POTaLMM MO BPEMEHMN:
= H— yach|,
o D— aHwu,

e W — Hegenw.

@ Mpw 3agaHnN poTaLMK MO BPEMEHWN OCYLLECTBASETCA CUHXPOHU3ALMSA BHE 3aBUCUMOCTH

: OT BPEMEHW 3amnycka KOMaHZAbl: A1 3HaYeHns H — CMHXPOHM3aums ¢ HayaaoM 4aca,
ana D — ¢ Havanom cyTok, ana W — ¢ Havanom Hegeaun (00:00 B noHeseNbHUK)
COT/JIaCHO KPaTHOCTM, YKa3aHHOW B NapamMeTpe <u>.

HauanbHas Touka otcyeta — 01 aHBapa 01 roga H.3., UTC+O0.

Mo ymonuaHuto 10, 10m, 4TO 03HauyaeT xpaHutb 10 dparinos no 10 merabant, ncnosb3oBatb
okatve.

--trace=yes|no — BKJHOUYUTb AeTaNbHOE NPOTOKOMPOBaHNE 0bpallieHunii k MNpokcn-cepBepy.
JoctynHo Tonbko ecam cbopka Mpokcr-cepBepa NOAAEPXKMBAET AeTalbHOE MPOTOKOIMPOBAaHMNE
CTeKa BbI30BOB (B C/ly4ae BO3HUKHOBEHMS UCKAHOUEHWS, CTEK MULLETCS B Xy pHa).

Mo ymonyaHuto: no.

--tmp-root=<nyme> — NyTb K KaTajory ¢ BpeMeHHbIMUN daitnamu. Micnonbyetcs npu
aBTOMaTnyeckom obHoBAeHWM [pokcn-cepBepa.

Mo ymonyanuo: $Svar/tmp.

--var-root=<nyme> — nyTb K pabouyemy katasory [pokcu-cepBepa ANs XpaHEHUs Kella U
6a3bl AaHHbIX.

Mo ymonyaHwuto:
o OC Windows: $ALLUSERSPROFILE%\Doctor Web\drwcs
s OC Linux; /var/opt/drwcs
o OC FreeBSD: /var/drwcs

--verbosity=<yposeHb_nodpobHocmu> — ypOBeHb AeTanmnsaLmm xypHana. o ymonyaHuto
TRACE. [lonycTuMble 3HaueHus: ALL, DEBUG3, DEBUG2, DEBUGl, DEBUG, TRACE3,
TRACE2, TRACEl, TRACE, INFO, NOTICE, WARNING, ERROR, CRIT.3HauyeHus ALL U
DEBUG3 — CUHOHMWMBI.

Mpu HeOHXOAMMOCTN MOXKHO 3ajaBaTb ONpeAeNeHHble YPOBHUN AeTanmnsauum cpasy A
HECKOJIbKMX UCTOUYHMKOB COObLLEeHNN B cresytoLiem dopmare:

-verbosity=<ucmo4yHuUK_coobujeHua1>: <yposeHsb 1>, <UCMOYHUK_COObWeHUA2 > :
<yposeHb2 >, <UCMOYHUK_CO0bWeHUA3 > : <yposeHb3> U T. A. [pn 3TOM <yposeHb> HacieayeTcs
no obLemMy NPUHLMNY, T.e. HAXOAUTCA BAMKAWLLIMI POAUTENBCKMIA MCTOYHWK C 3aaHHbIM
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ypoBHeMm getanvsauum. Kntou popmata -verbosity=all:all paBHOCWIEH KNHOUY —
verbosity=all (cM. Takxke [NpunoxxeHuve J1. Popmat Gaiinos xxypHana).

| Bce kntoun ans 3agaHna napametpos pabotbl MNpokcu-cepBepa MoryT ObiTb yKka3aHbl
OZIHOBPEMEHHO.

Knroum nog OC cemeiictea UNIX:
e ——user — 3ajaTb UaeHTUdUKaTOp Nosb3oBatens. Kntou aktyaneH kak ans paboTbl B 06bIYHOM
pexvMe, Tak 1 s paboTbl B pexvme 4eMOHa.

e ——group — 3aAaTb uaeHTUdMKaTOp rpynnbl. Koy aktyaneH Kak ans paboTbl B 06bIYHOM
pexumMe, Tak 1 Ana paboTbl B peXMMe feMOoHa.

® ——pid=<nyme> — nyTb K KaTanory ¢ naeHTnukatopom npotiecca.

Mo ymonuyanwuio: /var/opt/drwecs/run/drwcsd-proxy.pid

AO"yCTVIMbIe KOMaHAbl U X aprymMeHTbl

@ Ecnv komaHaa He yka3aHa, Mo yMONYaHWIO MCMOJb3yeTca KOMaHAa run.

e import <nyme> [<pesu3ufa>] [<npodykmel>] — MMNOPTUPOBaTb Galisibl U3 peno3utopus
Cepsepa Dr.Web B keww lNMpokcun-cepsepa.

8 <nyme> — NyTb K KaTanory ¢ penosutopmem Cepepa Dr.Web. Penosutopuin Cepsepa Dr.Web
A0/KeH BblTb NPeABapPUTENbHO CKayaH Ha KOMMbIOTEP C YCTaHOBEHHbIM MpOKCn-cepBepPOM.

o <pesu3us> — MaKCMMaslbHOe KOJIMYECTBO PEBU3UIA, KOTOPbIE HYy>KHO MMNOpPTUPOBaThb. Ecam
3HaYeHue He yKasaHo, byayT UMMNOPTMPOBaHbI BCE PEBU3MMN.

@ <npodykmesl > — CMNCOK MNPOAYKTOB Yepe3 npoben, KoTopble HYXXHO MMMOPTMPOBaThb. 10
YMOJIYaHMIO UCMONb3YEeTCs NMYCTOM CMUCOK, T. €. UMNOPTUPOBaTh BCE MPOAYKTbI PEMO3UTOPUS,
kpome CepBepa Dr.Web. Ecv 3agaH Cnncok, TO UMMOPTUPYHOTCA TO/IbKO MPOAYKTbI U3 CAMCKaA.

e help — BbIBECTM CNpaBKy Mo Kao4am A HaCTpOIZKM I'IpOKcm—cepBepa.

e run — 3anycTutb [pokcn-cepBep B 06bIYHOM peEXMME.

KomaHpgbl, goctynHblie Tonbko ana OC Windows:

install — yCTaHOBUTb CEPBUC.
e start — 3anycTuTb YCTaHOBJ/IEHHbIV CEPBUC.
e stop — OCTaHOBWTb 3anyLLeHHbIV CEpBUC.

e uninstall — yJaanUTb CEpPBUC.

MpunoxeHus

169



141
d
A

Pu)
$

InaBa 2: Mpunoxxeuns

KomaHpgbl, poctynHblie Tonbko ana OC cemeiictBa UNIX:

e daemon — 3anyctutb MNpokcn-cepeep B pexnme geMoHa (cMm. Takxke Kntoum nog OC cemelricrea

UNIX).

Cxkpunt ynpaBneHus Mpokcu-cepBepom 1 nepeMeHHble, A0cTynHbie noa OC
cememnctea UNIX

[Ans obneruenns ynpasneHus MNpokcn-cepsepom nog OC cemericta UNIX agmuHucTpaTopy

NpesoCTaBAAOTCA NepeMeHHble, KOTOPble pacnosaratotcs B panne ckpunta drwcsd-proxy . sh,

PacrnoNoXEeHHOro B CeAytoLleM KaTtanore:

e Linux: /etc/init.d/dwcp proxy

e FreeBSD: /usr/local/etc/rc.d/dwcp proxy

CKpunT NPYHUMAET CefyroLLne KOMaHAbl:

e import <nyme> [<pesusus>] [<npodykmel>] — UMMNOPTMPOBaTb Pai/bl U3 penosnTopus
Cepsepa Dr.Web B kew MNMpokcn-cepBepa (@aHanornyHo komaHae lNMpokcn-cepeepa — CM. BbiLLE).

e interactive — 3anyctutb Mpokcu-cepBep B MHTEPAKTUBHOM pexxume. [pu 3Tom XypHan
paboTbl [Mpokcn-cepBepa BbIBOAWUTCA B KOHCO/b.

e start — 3anycTutb [poKcK-cepBep B pexrMe eMoHa.
e status — NPOBEPWTb, 3aMyLLeH N LEMOH.
e stop — OCTaHOBWTb 3anyLLEHHOrO AeMoHa.

CooTBeTCTBME MEXAY NEPEMEHHBIMU U KAKOUYaMUN KOMaHAHOM CTPOKM AN drwcsd-proxy
npuBegeHo B Tabavue 3-3.

Ta6banua 3-3.

Kniou MepemeHHasn MapameTpbl No ymoavyaHuto

— —home=<nyme> $DRWCS_PROXY HOME Sexe-dir/

--var-root=<nyme> $DRWCS PROXY VAR e OC Linux: /var/opt/drwcs
e OC FreeBSD: /var/drwcs

-—etc-root=<nyme> $DRWCS PROXY ETC $var/etc

-—tmp-root=<nyme> $DRWCS PROXY TMP $var/tmp

--log-root=<nyme> $DRWCS PROXY LOG $var/log

- $DRWCS PROXY LIB $DRWCS PROXY HOME/lib

- $DRWCS_PROXY BIN $DRWCS PROXY HOME/bin
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Kniou MepemeHHasn

- $DRWCS_PROXY VERBOSITY
verbosity=<ypogeHb_nodpo
6Hocmu >

- $DRWCS PROXY ROTATE
rotate=<N><f> <M><u>

--pid $DRWCS_PROXY PID

- $NO_DRWCS_PROXY USER

--user $DRWCS_PROXY USER

- $NO_DRWCS_PROXY GROUP

--group $DRWCS_PROXY GROUP

- $DRWCS_PROXY FILES

InaBa 2: Mpunoxxeuns

I'Iapamerpbl no ymoJjiyaHuro

INFO

10, 10m

/var/opt/drwcs/run/drwcsd-
proxy.pid

Ecav npucBoeHo ntoboe 3HaueHue,
TO $DRWCS_PROXY USER
UrHopupyeTcs.

Ecnv npucsoeHo ntoboe 3HaueHwe,
TO $DRWCS PROXY GROUP
NTHOPUpPYeTCA.

131170, HO He MeHblLue TeKyLlero
nammuTa.

36. Unctannatop CepBepa Dr.Web ansa OC cemencrea UNIX

®dopmaTt KOMaHAbl 3anyckKa:

<Ha3saHue_nakema>.run [<K/AO4YU>] [--] [<apayMeHmMeol> ]
rae.
e [—-] — OTAENbHOCTOALLNA HeobBA3aTe/bHbIN 3HAK, 0603HaUAOLWMIA KOHEL, CrCKa KAHYer 1

OTAG.I'IFII-OLLI,VII\/’I CMUCOK KJIFOUelr OT Crncka AONOJIHATENIbHbIX apTyMEHTOB.

e [ <apeymeHMbl>] — JOMNOJHUTE/IbHbIE aPrYMEHTbl UM BCTPOEHHbIE CKPUMTHI.

Knroun ANA nojiyyeHusa cnpaBku nam MH(bOpMaLI,MI/I O nakere:

e ——-help — BbIBECTM CMPaBKYy MO KAOUaM.

e ——info — BbIBECTU PaCLUMPEHHYO MHPOPMaLMIO O MaKeTe: Ha3BaHWE; LLeNIeBOW KaTanor; pa3mep

B pacCrnakoBaHHOM BUAE; aArOPUTM COKaTus; AaTa YNMaKOBKW; Bepcna makeself, KOTOPbIM

npon3sBoannacb ynakoBka, KOoMaHAa, KOTOpOI;I npounssoawuiacb ynakoBka; CKpuUMT, KOTOprl\/'I 6yp,eT

3anyLLeH noc/ie pacnakoBKy; ByAeT M CKONMMPOBAHO COAEPXKMMOE apXvMBa BO BPEMEHHbI

KaTafior (eciv HeT, HUYero He BbIBOAVITCﬂ); ABNIAETCA /N Ll,eﬂeBOI\/'I Katanor NoCTOAHHbIM Nan 6y,qu

yAaneH nocne otpaboTku ckpunTa.
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e ——1sm — BbIBECTM COAEP>KaHNe BCTPOeHHOW LSM-3anucn ¢ 6a3oBoi MHpopMaLimen o nakeTe:
Ha3BaHWe, Bepcus, onvcaHune, aBtop, U T. 4. Ecam LSM-3anmce He 3anonHanack, byaeT BbiBEAEHO
COOTBETCTBYHOLLee COObLLeHMe.

e ——1ist — BbIBECTU CMNCOK GaiIOB B YCTAaHOBOYHOM MaKeTe.

e ——check — NpPOBEPUTb LLEJIOCTHOCTb YCTAaHOBOYHOIO MNakerta.

Knroun ANA 3anycKa nakerta:

e ——confirm— BbIBOAWTb 3aNpOC Nnepes 3anyckom BCTPOEHHOTO CKpUMTa.

e ——noexec — He 3anyckaTb BCTPOEHHbIN CKPUMT.

e ——keep — He yAanATb yKa3aHHbIV KaTanor NOCe BbINOJHEHUA BCTPOEHHOTO CKPUMTa.
e ——nox11 — He 3anyckaTb 3MYNATOP TePMUHaNA xterm MO 3aBepLUEHNM YCTaHOBKMW.

e ——nochown — He Ha3Ha4yaTb BAajeNbLeM U3BJIEYEHHbIX anVIﬂOB NnoJsib3oBaTesis, KOTOprl\/’I
NHULLMMPYET YCTaHOBKY.

e ——10g <Nyme> — BECTU XypHaa yCTaHOBKM B daitnie No ykazaHHOMY MyTu.
e ——nolog — He BEeCTV XypPHaa YCTaHOBKMW.
e ——target <kamasoz> — N3BJeYb YCTAHOBOYHbIN NaKeT B yKa3aHHbIW KaTasor.

e ——tar <apeymeHm_1> [<apaymeHm_2> ..] — MOJYyUnTb AOCTYN K COAEPXKMMOMY
yCTaHOBOUYHOTO MakeTa Npu NOMOLLM KOMaHAbl tar.

[ononHuTenbHble aprymeHTbI:

e ——help — BbIBECTU CNPaBKYy MO AOMOJHUTEIbHBIM apryMeHTaMm.

e ——quiet — 3anyCcTUTb UHCTaANATOP B GOHOBOM pexume. Ha Bce creaytole BONPOChI
WHCTanNsATopa UCnosib3yeTca YTBEPAUTENbHbIN OTBET:

B MNPWHATb TNLUEH3NOHHOE CornatlleHune,
B 3a4aTb pe3epBHOE KOMNMMPOBaHME B KaTaaor rno yMmOoa4aHuro,

o MPOAOJKUTL YCTAHOBKY MPW YCIOBUM, YTO YCTAaHOB/IEHHbIN B CUCTEME AOMOJIHUTENbHbIN
ANCTpnbyTUB (extra) byaeT yaaneH.

e ——clean — yCTaHOBWUTb MakeT ¢ HacTponkamu Cepsepa Dr.Web no ymonuanuto 6e3
MCMONb30BaHNA Pe3epPBHOM KOMUM ANSi BOCCTAaHOB/IEHUS HACTPOEK NMpeAblAyLLEe YCTaHOBKM.

e ——preseed <Nyme> — NyTb A0 KOHUrypaLMOHHOro daina, cogepkalliero
npeaonpeaeneHHble OTBETbl Ha BOMPOChl MHCTAANATOPa BO BpeMs YCTaHOBKMW.

MepemeHHble 415 3aZaHns NpeAonpeseneHHbIX OTBETOB B KOHOUrypaLoHHOM daline:

o DEFAULT BACKUP DIR=<nyme> — MnyTb O KaTajaora C pe3epBHOI KONven, kotopas byaet
MCMO/Ib30BATLCA A1 BOCCTAHOBJIEHUS HACTPOEK NpeablAyLLer Bepcun (He UCMONb3YeTCs, ecin
3ajiaHa yCTaHOBKa C HaCTPOMKaMM Mo YMOUaHUIO).

o QUIET INSTALL=[0]|1] — onpejenser MCnoib3oBaHne GOHOBOro pexunmMa MHCTaansatopa:
= 0 — 3anyCTUTb MHCTaANATOP B POHOBOM PEXMME;

* 1 — 3anycTUTb MHCTANNATOP B OObIYHOM peEXMME.
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© CLEAN INSTALL= [0]1] — onpeaenser UCnosib3oBaHMe pe3epBH0|71 KOnun npn yCtaHOBKeE!:

» 0 — ycTaHOBKa C HAaCTPOMKaMm Mo YyMOA4YaHWIO 6e3 BOCCTaHOBAEHUA U3 pe3epBHOM KOMUY;

=1 — yCTaHOBKa C BOCCTaHOBJIEHNEM W3 pe3epBHO|7| Konmu, paCI'IOJ'IO>KeHHOI\/'I B KaTaJsiore vm3
nepemeHHon DEFAULT BACKUP DIR. Eciv nepemeHHas DEFAULT BACKUP DIR He
3a4jaHa, pesepBHas konus bepetca n3 /var/tmp/drwcs.

o ADMIN PASSWORD=<ndpo/ib> — NnapoJib A8 YYETHOWN 3anvcv agMUHUCTpaTopa no
ymonyanuto (@admin).

» Ecm nepemeHHas ADMIN PASSWORD 3aaHa B ¢alifie, ee 3HauYeHve UCMOoJIb3yeTcs Kak

Napo/b aMUHWCTPATOPa U B KOHLLe YCTaHOBKM BbIBOAMUTCA COObLLEHME:
Password specified in the configuration file for the default

administrator (admin): <naposb>

= Ecm nepemMeHHas ADMIN PASSWORD He 3ajaHa B ¢a|;1]1€, TO Napob reHepunpyetca

aBTOMaTN4eCKN N B KOHLE YCTaHOBKW BbIBOAUTCA COO6LLI,€HVI€Z
Automatically generated password for the default administrator

(admin) : <naposs>

@

Ecav npu ncnonb3oBaHum kntoya ——preseed B KOHOUTypaLMOHHOM daiine He
onpeaennTb 3anyck MHCTaANsTopa B QOHOBOM pPeXXMME NMpu MOMOLLY NepeMeHHON
QUIET INSTALL=0, TO 3Ha4eHWs OCTaNbHbIX MepeMeHHbIX KOHPUrypaLMoHHOro dgania
6yayT NepeonpeseneHbl Noib30BaTeNIEM B NpoOLIecce YCTaHOBKM.
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37. YTunautbl

37.1. YTunnta reHepaummn umppoBbIX K/1oUen n ceptudpmnkaros

MNpeaocTaBAAOTCA CeAyroLLMe BEPCUN KOHCOIbHOW YTUAUTBI ANA TeHepauum LndpoBbIX KAtOYen u
cepTMduKaToB:

NcnonHuaembiii ¢paiin  PacnonoxkeHne OnucaHune
LleHnTp ynpaeieHus, pasgen Heszasucrmasn sepcua ytuantel. Moxet
AAMUHUCTPpUpPOBaHue — 3anyckaTbCsa 13 NPOU3BOJIbLHOTO
drweb-sign-<OC>-  Yruautel kaTanora v Ha 1t060M KOMMbloTepe ¢
<paspsdHocmMe > COOTBETCTBYHOLLEN OMNepaLMOHHON
Katanor Cepeepa Dr.Web CUCTEMO.
webmin/utilities
drwsign Katanor Cepsepa Dr.Web bin Bepcums yTWAWTLI 3aBUCKT OT Ha/MYmMS

cepBepHbIx brubanotek. MoxeT
3anyckaTbCs TOJIbKO M3 KaTajora
CBOETO PaCnoNOXeHUs.

@ Bepcun ytuantbl drweb-sign-<OC>-<pa3padHocmes > U drwsign aHalOrMYHbI MO
: dyHKUMOHanbHocTU. [lanee B pasgene npuBoAUTCA Bepcmna drwsign, OAHAKO BCe
npUMepsbl akTyaibHbl Ans 06enx BepCui.

®dopmaTt KOMaHAbI 3anycKa

e drwsign check [-public-key=<omkpbimell_kmo4y>] <¢ain>

MpoBepuTb NOANUCL yKaszaHHOTO daiina, UCNo/b3ys OTKPbITLIV KAOY CybbekTa, NoAnNvcaBLIEro
AaHHbIV parin.

Mapametp katoua 3HauyeHue No yMo/lYaHuUIo
<OMKpbIMebIl_K/H04 > drwesd.pub

e drwsign extract [-private-key=<3aKkpbimoil_k/4>]
[-cert=<cepmugukam_Cepsepa_Dr.Web>] <omkpeimell_kao4>

3Bneub OTKpPbITHIN KAKOY 13 Paiina 3akpbITOro karoua uan n3 darina ceptnudurkata 1 3anuncatb
OTKPbITbIN K/HOY B YKa3aHHbI daiin.

Kntoun -private-key M —cert B3aUMOUCK/IOUAOLLME, T. €. MOXET ObITb 3aaH TOJbKO OAWH U3
HKX; B ClyYae 3ajaHuns 0boumx Kouen O4HOBPEMEHHO KOMaHAa 3aBepLUMTCS C OLUINMOKOW.

YKazaHus napameTpa anAa Kaoueln oba3atesnbHo.

Ecav HM oaWH KoY He 3ajaH, TO 6yp,eT MNCMOJIb30BaH -private-key=drwcsd.pri An4
M3BJIEYEHNS OTKPbLITOrO KAo4a U3 3aKpbITOro Kato4va drwesd.pri.
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Mapametp karoua 3HaueHMe Mo ymMmo/4YaHuIo
<3akpsimelli_karo4> drwcsd.pri

e drwsign genkey [<3aKpbiMblU_KaHOY> [ <OMKPbIMbIU_KAY>] ]

CFeHepI/IpOBaTb napy OTKprTbII;I — 3aKprTbII71 KNHOY 1 3anncatb X B COOTBETCTBYHOLLME Cl)al\/'lflbl.

Mapametp katoua 3HaueHue No yMO/I4YaHUIO
<3aKpbImebll_Kar04> drwesd.pri
<OMKpbIMebIU_K/H04 > drwcsd.pub

ili Bepcus ytnantbl ans nnatdpopm Windows (B otanume ot Bepcun aas OC UNIX) Hukak He
3allMLLIaeT 3aKpbIThIN KAFOY OT KOMMPOBaHUA.

e drwsign gencert [-private-key=<3akpbimell_kmo4y>] [-subj=<noaq_cybvekma>]
[-days=<cpok_Oelicmeusa>] [<camMonoonucaHHell_cepmugukam>]

CreHepuvpoBaTb CaMOMOAMNMCaHHbIV cepTUdUKaT, UCMOb3ys 3aKpbiTbi Koy Cepsepa Dr.Web, n
3anucaTb €ro B COOTBETCTBYHOLLUIA dalin.

Mapametp karoua 3HaueHMe Mo ymMmo/4YaHnIo
<3akpsimelli_karo4> drwcsd.pri
<nosA_cybvekma> /CN=<uMs_xocma>
<cpok_Oelicmsus> 3560

<camonodnucaHHslli_cepmugpukam>  drwcsd-certificate.pem

e drwsign gencsr [-private-key=<3akpbimoll_kmo4>] [-subj=<nossa_cybbvekma>]
[ <3anpoc_Ha_nodnuce_cepmugpukama> |

CreHepupoBaTh 3anpoc Ha NOAMNUCL cepTMdMKaTa Ha OCHOBE 3aKPbITOro K/oYa U 3anmcaTb 3TOT
3aMnpocC B COOTBETCTBYOLLMIA daiin.

MoxkeT 6bITb MCNONb30BaHO A/ MOANMUCAHNA cepTUdMKaTa APYroro cepeepa, Hanpumep, Ans
noanvcanua ceptudmkata MNpokcn-cepsepa Dr.Web kntouom Cepsepa Dr.Web.

[na noagnmcaHna nogo6HOro 3anpoca NCNoNb3yiTe KAKY signcsr.

Mapametp karoua 3HaueHMe Mo yMoUaHUIO
<3aKkpbimell_Karou> drwcsd.pri
<noss_cybvekma> /CN=<UuMs_xocma>
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I'Iapame'rp KJ/lro4ya 3HaueHue no ymoiyaHuro

<3anpoc_Ha_nodnuce_cepmugukama drwcsd-certificate-sign-request.pem
>

e drwsign genselfsign [-show] [-subj=<nosa_cybvekma>]
[-days=<cpok_Oelicmeusa>] [<3akpblmbil_K/04Y> [<camonoonucaHHsll_cepmugukam>1] ]

CreHepupoBaTb camonoAnucaHHbli RSA-cepTudukat u 3akpbiTblh RSA-katou ans Beb-cepBepa u
3anucatb VX B COOTBETCTBYHOLLME daliibl.

Kntoy -show BbIBOAUT COAEPXKMMOE CepTI/I(I)I/IKaTa B YMTaeMOM BUAE.

Mapametp katoua 3HauyeHue No yMo/1lYaHUIo
<noss_cybvekma> /CN=<umMs_xocma>
<cpok_delicmaus> 3560

<3aKpblmelll_K/H4Y > private-key.pem

<camonodnucaHHell_cepmucpukam> certificate.pem

e drwsign hash-check [-public-key=<omkpsimsil_kawo4>] <gaun xewa>
<¢hatin_nodnucu>

MpoBepunTb NOANNUCL YKa3aHHOTO 256-6UTHOro uncna B Gopmate KAMEHT-CEPBEPHOro NPOTOKOa.

B napametpe <galin_xewa> 3apaetca panin ¢ 256-6UTHBIM YMCNOM, KOTOpPOe HeoHX0AMMO
nognucatb. B daiine <atin_nodnucu> — pe3synbTaT nognucu (gBa 256-6UTHbIX Yncna).

Mapametp katoua 3HauyeHue No yMo/1lYaHUIo
<OMKpbIMbIl_K/H04 > drwesd.pub

e drwsign hash-sign [-private-key=<3akpbimelil_kao4>] <gpals xewa>
<¢hatin_nodnucu>

Mopanucatb ykasaHHoe 256-6uTHoe uncno B popmare KAMEHT-CEPBEPHOTrO NPOTOKOA.

B napametpe <galin_xewa> 3apaetca danin ¢ 256-6UTHBIM YMCNOM, KOTOpPOe HeoHX0AMMO
noanucatb. B darnne <galin_ nodnucu> — pesynbtat nognucu (ABa 256-6UtHbix uncna).

Mapametp katoua 3HauyeHue No yMo/1YaHUIo
<3aKpbImebll_Karo4> drwesd.pri

e drwsign help [<komaHOa>]

BbiBECTM KpaTKyto CnpaBKy O NPOrpamMmme Uav KOHKPETHOM KOMaHae B dopmaTe KOMaHAHON
CTPOKMW.

e drwsign sign [-private-key=<3akpbimell_kmo4y>] <galn>
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Moanwucatb <galin>, NCNOob3ys 3aKpPbITbll KAHOY.
Mapametp katoua 3HauyeHue No yMo/YaHUIo
<3akpsimolli_kmo4> drwesd.pri

e drwsign signcert [-ca-key=<3aKpbiMbll_KaH04>]
[-ca-cert=<cepmugukam_Cepsepa_Dr.Web>] [-cert=<cepmugpukam_Ha_noonuce>]
[-days=<cpok_Oelicmeusa>] [-eku=<npedHasHayeHue>] [<nNOONUCAHHbILU_cepmugukam>]

Mopanucatb roTOBbIN <cepmugukam_Ha_noonucs > 3aKpbITbiM KAHOUYOM U cepTudunkatom Cepaepa
Dr.Web. MNMoanucaHHbIA cepTUdMKaAT COXpaHAETCs B OTAeNbHOM daline.

MoxkeT 6bITb MCNONb30BaHO A/ NOANMUCbIBaHUA cepTudmkaTa Mpokcu-cepeepa Dr.Web katouom
Cepeepa Dr.Web.

Bo3MoXkHbI cnesytolyme 3HaveHus kaoda —eku (pacwmpenue Extended Key Usage):
o drwebServerAuth — ayTeHTndumkauma Cepsepa/lpokcn-cepsepa AreHTom,

o drwebMeshDAuth — ayTeHTUdUKauna CkaHnpytoLwero cepsepa BrupTyanbHbIM areHToM.

Mapametp karoua 3HaueHMe Mo ymMmo/4YaHuIo
<3akpsimelli_karo4> drwcsd.pri
<cepmucgpukam_Cepesepa_Dr.Web > drwcsd-ca-cerificate.pem
<cepmugbukam_Ha_noonuce > drwcsd-certificate.pem
<cpok_Oelicmsusi> 3560

<npedHasHaveHue> drwebServerAuth
<noodnucaHHsIl_cepmugbukam > drwcsd-signed-certificate.pem

e drwsign signcsr [-ca-key=<3aKpblmbllU_K/aH04>]
[-ca-cert=<cepmugukam_Cepsepa_Dr.Web > ]
[ -csr=<3anpoc_Ha_nodnucs_cepmugukama>] [-days=<cpok_oelicmaus>]
[ —eku=<npedHasHa4yeHue>] [<noONUCAHHbIU_Cepmugpukam>]

Mopanucatb <3anpoc_Ha_nodnuce_cepmugukama>, CreHepUpPOBaHHbIV NPW MOMOLLM KOMaHAbI
gencsr, 3aKpbITbIM KIOUYOM U cepTudukatom Cepeepa Dr.Web. MoanuncaHHbIn cepTrdmkat
COXPaHAETCs B OTAENbHbIA daiin.

MoxkeT 6bITb MCNONb30BaHO A/ NOANMUCAHNA cepTudmKaTa ApPYyroro cepeepa, Hanpumep, AN
noanvcanusa ceptndmkata MNpokcn-cepsepa Dr.Web kntouom Cepsepa Dr.Web.

Bo3moXkHbI cnesytolyme 3HaveHus kaoda —eku (pacwmpenue Extended Key Usage):
o drwebServerAuth — ayTeHTndunkKauma Cepepa/lpokcn-cepeepa AreHTom,

o drwebMeshDAuth — ayTeHTUOMKauua CkaHupytoLLero cepeepa BupTyanbHbiM areHTOM.
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Mapametp karoua
<3akpsimelli_karo4>
<cepmucgpukam_Cepesepa_Dr.Web >

<3anpoc_Ha_noodnuce_cepmugukama
>

<cpok_Oelicmaus>
<npedHasHa4yeHue>

<nodnucaHHeIl_cepmugbukam >

InaBa 2: Mpunoxxeuns

3HaueHue no ymMoJi4aHuto

drwcsd.pri
drwcsd-cerificate.pem

drwcsd-certificate-sign-request.pem

3560
drwebServerAuth

drwcsd-signed-certificate.pem

e drwsign tlsticketkey [<TLS-mukem>]

CreHepupoBatb TLS-TuKeTblI.

Mo>keT 6bITb UCnob30BaHO B knactepe CepsepoB Dr.Web ans o6wmx TLS-ceccuin.

Mapametp knroua
<TLS-mukem >

e drwsign verify [-ss-cert]
[ <cepmugpukam_Ha_nposepky>]

3HaueHMe Mo ymMo/4aHnIo

tickets-key.bin

[-CAfile=<cepmugpukam_Cepsepa_Dr.Web>]

MpoBepunTb BaMAHOCTb cepTndmKaTta no gosepeHHoMy cepTudukaty Cepsepa Dr.Web.

Kntou —-ss-cert npeAnvcbIBaeT UITHOPUPOBaTb AOBEPEHHBIA CepTUOUKAT U TOSIbKO NPOBEPUTb
KOPPEKTHOCTb CaMOMOAMNUCaHHOTO cepTudmkaTa.

Mapametp knroua
<cepmucpukam_Cepsepa_Dr.Web >

<cepmugukam_Ha_nposepky >

3HaueHMe Mo yMmon4YaH1Io

drwcsd-certificate.pem

drwcsd-signed-certificate.pem

e drwsign x509dump [<cepmugpukam_Ha_ne4yame>]

Pacneuvatatb gamn atoboro x509 ceptndukara.

Mapametp karoua
<cepmugpukam_Ha_ne4yame >

e drwsign version

3HaueHue no ymMoJi4aHuto

drwcsd-certificate.pem

BbiBECTU I/IHCI)OpMaLI,I/II-O O BEPCUN YTUIUTBI.
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37.2. YTnaura AdAMUHUCTPUPOBAHNA BCTpOEHHOﬁ 6a3bl AdHHbIX
Ana apMuHUCTprpoBaHusa BctpoeHHol b (SQLite3) npegoctaBasetcs ytuanta drwidbsh3.

YTvauTa pacrnonoxeHa B CeAyOLWNX AMPEKTOPUSAX:

e ana OC Linux: /opt/drwcs/bin
e ansa OC FreeBSD: /usr/local/drwcs/bin
e nn1a OC Windows: <kamasoz_ycmaHoseku_Cepsepa_Dr.Web>\bin

(no ymonuaHuto katanor yctaHoBku Cepeepa Dr.Web: C: \Program Files\DrWeb Server).

®dopmaTt KOMaHAbl 3anyckKa:

drwidbsh3 <nosHoe_uma_gpatna_bl>

I'Iporpalvuvla pa60TaeT B TEKCTOBOM AMaNOroBomM pexmMme, OXXngaet BBOJa Nosib30oBaTesieM KOMaHz
nporpamMmmbl (KOMaHAbI HaYMHAOTCA C TOUKN).

[na cnpaBku No Apyrnm KoMaHzam BeeguTte .help. byjet BblgaH TEKCT CNpaBKu.
Ans fonoAHUTENbHON MHGOPMaLIMM MCMOb3YITe CNPaBOYHble PYKOBOACTBA MO A3blky SQL.

Mpumep ncnonbszosaHna ytunutbl drwidbsh3 ana npocmortpa n nsmeHeHmnsa naponsa
aAMUHUCTpaTopa:

ZIE CpaboTaeT ToNbKO NpU YCI0BUW NPeABapUTEIbHOMO OTK/IHOUEHUS Yepes
KoHUrypaumoHHbii dann Cepeepa Dr.Web napameTtpa wudpoBaHusa napons
agMuHucTpatopa. MNogpobHee cM. onuvcaHve napameTpa passwd-salt B pasgene XI1.

KoHdurypaumonHsbii darin Cepeepa Dr.Web.

1. 3anyctute ytuamty drwidbsh3 ¢ ykasaHvem nytv go daina b/:
e [lns BctpoeHHon b nog OC Linux:
/opt/drwcs/bin/drwidbsh3 /var/opt/drwcs/database.sglite
e [lns BctpoeHHor b nog OC Windows:

"C:\Program Files\DrWeb Server\bin\drwidbsh3" "C:\Program Files\DrWeb
Server\var\database.sglite"

2. [Alns npocMoTpa BCeX AaHHbIX, XPaHALWMXCA B Tabimue admins, BbIMOJHUTE KOMAHAY:

select * from admins;

3. [ns npocMoTpa MMEH 1 NapoJiei BCeX YUETHbIX 3anvcelt aiMUHUCTPATOPOB BbIMOJIHATE
KOMaHay:
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select login,password from admins;

4. PesynbTaT ANA BapuaHTa, KOrja CyLecTByeT TONbKO OAHa y4eTHas 3anucb ¢ UMeHeM admin ny

Hee NapoJib root, NpMBeAeH Ha CKPUHLLOTE:!

sglite> select login,password from admins;
admin|root

sglite>

5. [N M3MeHeHWs Napoas UCNob3yinTe KOMaHay update. NpuMep KOMaHAbI, U3MEHAOLLEN
napoJib OT yYeTHOM 3anncn admin Ha gqwerty:

update admins set password='gwerty' where login='admin';

6. ,ﬂ,flﬂ BblXO4a M3 YTWINTbl BbINMOJNHUTE KOMaHAY:

.exit

37.3. YTnaurta agucraHumoHHoun amarHoctuku Cepsepa Dr.Web

Ymnuta ancraHumoHHou anarHoctmkm Cepsepa Dr.Web no3sosseT yganeHHO NoAKAHOYATLCA K
Cepsepy Dr.Web ans 6a30BoOro ynpaBieHus 1 NnpocMoTpa CTaTUCTUKKN paboTbl. Mpaduueckas
BepCMA YTUANUTBI AoCTynHa Toabko nog OC Windows.

YTuauta AOCTynHa B CeAyHOLWMX BEPCUAX:

e ina OC Windows — rpaduyeckas Bepcus.

e Ina OC cemerictBa UNIX — KOHCONbHas Bepcus.

MpesocTaBAtOTCA CeAytoLLMe BEPCUN YTUANTBI ANCTAHLMOHHOW anarHoctnkmn Cepeepa Dr.Web:

UcnonHsembin pavin  PacnonoxxeHue OnuncaHue
LleHTp ynpasneHus, pasgen He3sasucnmasa Bepcua ytnautbl. Moxet
AAMUHUCTPUpPOBaHUe — 3anycKaTbCsa U3 NPOU3BOJIbHOrO
drweb-cntl1-<OC>-  Yruautsl KaTafora u Ha N1t060OM KoMMbloTepe ¢
<paspsdHocme > COOTBETCTBYHOLLEN OMNepaLiOHHOM
KaTtanor Cepsepa Dr.Web CUCTEMON.
webmin/utilities
drwentl Katanor Cepsepa Dr.Web bin Bepcua yTnanTbl 3aBUCKT OT HaNn4ms

cepBepHbIx brnbanotek. MoxeT
3anyckaTbCs TOJIbKO U3 KaTtajora
CBOEro pacrnosoXeHus.

@ Bepcun ytmantbl drweb-cnt1-<OC>-<pa3padHocme > U drwentl aHaAOrMYHbI MO
: dyHKUMOHanbHOCTY. [lanee B pa3zene NpuBoAMTCA Bepcus drwentl, OfHaKo BCe
npUMepsbl akTyaibHbl Ans 06enx Bepcui.
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| [na BO3MOXHOCTU NMOAKIHOUEHUS YTUANTbI AUCTAHLIMOHHOM AnarHoctukn CepBepa
Dr.Web Heobxoanmo BkIOUMTL pacluimpenme Dr.Web Server FrontDoor. s 310ro B
pa3zgene Konpurypaums Cepsepa Dr.Web, Ha Bknagke Mogynm yctaHoBute daar
Pacwumpenue Dr.Web Server FrontDoor.

[na BO3MOXHOCTU MOAKIHOUEHUS YTUANTBI AUCTAHLIMOHHOM AnarHoctukn CepBepa
Dr.Web HeobxoanMmMo, 4Tobbl AN agMUHKCTPaTOpa, KOTOPbIA NOAKNHOYaEeTCs vepes
yTMANTY, BbINO pa3peLleHo npaso Micnonb3oBaHue A,0MONMHUTE/IbHbIX BO3MOXXHOCTEMN.
B npotuBHom cnyuae goctyn k Cepsepy Dr.Web yepes ytnaunty gncraHumoHHOM
AMNArHOCTMKM ByaeT 3anpeLueH.

[na nogkntoueHnsa yTanTbl (Kak rpaduyeckoin, Tak U KOHCOIbHOWM) C UCMOb30BaHNEM
TLS Heobx0AMMO HanpsiMyto 3aZaBaTb NMPOTOKO/ NMpu yka3aHuu agpeca Cepsepa
Dr.Web: ss1://<IP-adpec unu DNS-ums>.

Onucanwue HacTpoek Cepsepa Dr.Web ans noaknrouenus yTUanTbl AUCTaHLMOHHOM AMarHOCTUKM
Cepsepa Dr.Web npuBeseHbl B PykoBoacTBe agMUHMUCTpaTOpa, N. YaaneHHbln soctyn k CepBepy
Dr.Web.

KoHconbHas Bepcnsa yTuauThbl

®dopmaT KOMaHAbI 3anyckKa:

drwentl [-?|-h|--help] [+<¢alinxypHara>] [<cepsep> [<peaucmpayuoHHoOe ums>
[<napose>11]

rae:
e -2 -h --help — BbIBECTU CNPaBKy MO KOMaHAaM AN UCMONb30BaHUSA YTUANTLI.

e <¢palin_xypHana> — 3anuncbiBaTb BCe AENCTBUA YTWIUTbI B Galii XXypHana no 3agaHHoOMY NyTw.

e <cepsep> — aapecHas ctpoka Cepsepa Dr.Web, K koTopomy nogkntouaetcs ytmauta B dopmarte
[ (tcplssl) ://]1<IP-adpec unu DNS-umsa> [ : <nopm>1].

[nsi BO3MOXHOCTM MOAK/IOUEHMS MO OAHOMY M3 MOAAEPXKMBAEMbIX MPOTOKOOB HEOBXOAMMO
BbIMOJIHEHWE CNIEAYHOLLNX YCNOBUIA:

a) [na noakntoueHms no ssl B KOHGUrypaunoHHom danne frontdoor.conf AOMKEH
NpuUCyTCTBOBATL Ter <ssl />. [1pn 3TOM noakatoveHve byaeT BO3MOXHO TONbKO MO ss1.

b) Ana noaknroyeHns no tcp B KOHPUrypaumoHHOM daine frontdoor.conf AOMKEH Obin
OTK/IHOYEH (3aKOMMEHTMPOBaH) Ter <ssl />. [1pn 3TOM noakAtoueHne byAeT BO3MOXKHO
TO/NIbKO MO tcp.

Ecam B agpecHoin ctpoke Cepeepa Dr.Web He 3asaHbl napamMeTpbl NOAKAHOYEHUSA, UCMONb3YHOTCA
cnepyroLLmne 3HaYeHus:
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AT
g:

Mapametp 3HaueHMe Mo yMoa4YaHUo
MpoTokon tcp
NOAK/IOYEHUS

& Ana nogintoveHuns no TCP gonxeH 6biTb cHAT Gaar Mcnonb3oBaTtb
TLS B LleHTpe ynpasneHus, B pasgene AGMUHUCTPpUpPOBaHne —
YaaneHHblii goctyn k CepBepy Dr.Web. 310 oTknrouaert Ter
<ssl /> B KOHOUrypaunmoHHom ¢anne frontdoor.conft.

IP-agpec nan Y1unuta 3anpocut Beectu agpec Cepeepa Dr.Web B cooTtBeTcTBYyOLLIEM
DNS-ums dopwmare.
Cepsepa Dr.Web

Mopt 10101

& Ha ctopoHe Cepeepa Dr.Web pa3pelueHHbIn NopT 3ajaeTcs B

: pa3gene YaaneHHbiii goctyn k Cepsepy Dr.Web u coxpaHsetcs B
KOHOUIypaLUnoHHbIA Gain frontdoor.cont. B cayyae
MCNONb30BaHWA aNbTEPHATMBHOrO NMopTa B JaHHOM pa3gese,
HeobXoAMMO SBHO yKa3biBaTb 3TOT MOPT NPV NOAKNHOYEHNM
YTUAUTBI.

e <pe2ucmpayuoHHOe_UMSA> — PerncTpaLmoHHoe nma agmuHuctpatopa Cepsepa Dr.Web.
e <nNapo/b> — Napob agMUHUCTpaTopa ana foctyna k Cepsepy Dr.Web.

Ecam pervctpauoHHoe UMs 1 Napob agMUHMUCTPaTopa He Bblav 3aZaHbl B CTPOKE MOAKIOYEHNS,
yTWIMTa 3aNpOCUT BBECTU COOTBETCTBYHOLLIME YUYETHbIE JaHHble.

[onycTumbie KOMaHAbI:
e cache <onepayus> — paboTta c ¢pannoBbIM KelleM. [1ns 3anpoca KOHKPETHOW onepaLium
NCMONb3YyWTE CNefytoLLMe KOMaHAbI:
o clear — OUNUCTUTb GaNNIOBbLIN KeL,
o 1ist — nokasaTb BCe COAepXXmMmoe GpainnoBoro KeLua,

@ matched <pezy/iapHoe 8bipaxeHue> — nokasaTb COAepP>XnMoe GpalrioBOro KeLla, KOTopoe
YAOB/IETBOPSAET 33aHHOMY PEryaspHOMY BblPaXeHuto,

o maxfilesize [<pa3mep>] — NoKa3aTb/yCTaHOBUTb MaKCMMabHbI pa3Mep
npeg3arpy>eHHbix GannoBbix 06bekToB. [Mpn 3anycke 6e3 4ONOJHUTENbHBIX NapaMeTpPoB
noka3sblBaeT TeKyLLMM pa3mMep. [na yCTaHOBKM pa3Mepa 3ajante Tpebyemblin pa3mep B bariTax
NoC/ie UMEHWN KOMaHZbI.

o statistics — nokasaTb CTaTUCTMKY MCMOAb30BaHNA GanloBOTO Kelua.

e calculate <@yHKYus> — BblUNCIEHWE 3aZlaHHON NOCAeA0BaTENbHOCT. [/ 3anpoca
KOHKPETHOI NMOCNeA0BaTeIbHOCTV UCMOJIb3YITE CleaytoLLie KOMaHAbI:
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hash [<cmaHOapm>] [<cmpoka>] — BblUMCIEHME XeLla 3aZaHHOM CTPOKK. YTOObI 3a4aThb
KOHKPETHBIN CTaHAAPT, UCMOb3YyWTe CeAyoLLNe KOMaHAbI:

" gost — BblUMCIEHME XeLla 3aZaHHOM CTPOKM no ctaHaapTy TOCT,

* md5 — BblumcneHne MD5 xelua 3asaHHOM CTPOKY,

* sha — BblUMC/IEHNE XeLLIA 3a/JlaHHOW CTPOKM MO cTaHAapTy SHA,

* shal — BbIYMC/IEHNE XeLLa 3ajaHHOM CTPOKM Mo cTaHAapTy SHAT,

* sha224 — BblUMC/IEHME Xella 3aZlaHHOW CTPOKM MO CTaHaapTy SHA224,
* sha256 — BblYMCNEHNE XeLIa 3a,aHHOM CTPOKM No cTaHgapTy SHA256,
* sha384 — BblUMC/IEHME Xella 3af,aHHOW CTPOKM Mo cTaHaapTy SHA384,
* sha512 — BblYMCNEHNE XELLUA 3a,aHHOM CTPOKM No cTaHzapTy SHAS512.

hmac [<cmaHOapm>] [<cmpoka>] — BblumcneHne HMAC 3agaHHOM cTpoku. YTo6bl 3aaaThb
KOHKPETHbIN CTaHAAPT, UCMOb3YyWTe CeaytoLLne KOMaHAbl:

* md5 — BblumcneHne HMAC-MD5 ans 3agaHHOM CTPOKY,
* sha256 — BblumcneHne HMAC-SHA256 ans 3asaHHOM CTPOKM.
random — reHepaLnsa NPoOn3BOJIbLHOIO YNCAa,

uuid — reHepauus NPOU3BOJBHOIO YHMKaNbHOTO MaeHTUdMKaTopa.

e clients <onepayusa> — nojyyeHne MHGOPMaLMM 1 yNpaBAEHNE KAVEHTAMM, NOAKAHOYEHHBIMU
k Cepepy Dr.Web. [1ns 3anpoca KOHKPETHO W GYHKL MM UCMOAb3YITE CAeAYOLLME KOMaHAbI:

o

addresses [<peaysapHoe 8bipaxeHue>] — rnokKasaTb ceTeBble ajpeca CTaHL Wi,
COOTBETCTBYHOLLMX 3a@HHOMY PeryaspHOMY BblpaxeHuto. Ecam perynsipHoe BblipaxeHue He
3aflaHO — rnokasaTb agpeca BCex CTaHLUW.

caddresses [<pezy/igpHoe 8bipaxeHue>] — nokasaTb KONMYeCcTBO |P-agpecoB CTaHL Wi,
COOTBETCTBYHOLLMX 3alaHHOMY PeryaspHOMY BblpaxkeHuto. Ecam perynsipHoe BblpaxeHue He
3aZlaHO — MoKa3aTb KOJIMYECTBO BCEX CTAHLIMI.

chosts [<peeysispHOe 8bipakeHUe>] — rnokas3aTb KONNYECTBO NMEH KOMMbHOTEPOB
CTaHL M, COOTBETCTBYHOLLMX 3aZlaHHOMY peryaspHoOMy BblpaxeHuro. Ecam perynspHoe
BblpaXKeHWe He 3a,aHO — MoKa3aTb KOJNNYECTBO BCEX CTaHL M.

cids [<pezysisipHoe 8bipaxieHue>] — nokas3aTb KOJMYECTBO UAEHTUOUKATOPOB CTaHLLWM,
COOTBETCTBYHOLLUUX 3aJlaHHOMY pPeryaspHoOMY BblpaxeHuto. Ecam perynspHoe BbipaxeHue He
3a/laHO — rnoka3saTb KOJIMYECTBO BCEX CTaHLMN.

cnames [<pe2y/iApHOe 8blpaxkeHue>] — rnokasaTb KONNMYECTBO MMEH CTaHLMM,
COOTBETCTBYHOLLMX 3a@HHOMY PeryaspHOMY BblpaxeHuto. Ecam perynsipHoe BblipaxeHue He
3a/laHO — MoKas3aTb KOJIMYECTBO BCEX CTAHLUM.

disconnect [<pe2ysispHoe 8bipaxeHue>] — 0bopBaTb TeKyLLee akTUBHOE COeAMHEHME CO
CTaHUMAMMU, NAEHTUDUKATOPbLI KOTOPbIX COOTBETCTBYHOT 3alaHHOMY PeryaspHoMy
BblpakeHuWto. Ecam perynspHoe BbipaxeHue He 3aiaHo — 0b6opBaTh COeAMHEHNEe CO BCEMMU
NOAKAFOUYEHHBIMU CTaHLUAMMU.

enable [<pexum>] — nNokasaTb/yCTaHOBUTb PeXMM NOAKAOUeHMA KaneHToB K CepBepy
Dr.Web. Mpwu 3anycke 6e3 4ONOAHUTENbHbIX NAPaMETPOB NOKa3blBaeT TeKyLLMI pexum. [Ans
YCTaHOBKW peXnMa UCNob3ynTe CieAytoLLne J0NOAHUTENbHbIE KOMaHAbI:
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" on — NPpMHMMAaTb BCE€ COEANHEHNA C KIMEHTaAMW.
= of f — OTKa3biBaTb BCEM KJINEHTAM B MOAKAHOYEHUN.

hosts <peaysispHoe 8blpaxkeHue> — MnokasaTb MMeHa KOMMbIOTEPOB CTaHLUI,
COOTBETCTBYHOLLMX 3aZ@HHOMY PeryasipHOMY BblpaXkeHWto.

ids <peaysapHoe 8blpaxeHue> — NOKa3aTb UAEHTUPUKATOPbI CTaHLLMIA, COOTBETCTBYHOLLNX
3a/laHHOMY PeryisipHOMY BblPaXKeHWHO.

names <pe2y/iipHoe 8blpaxKeHue> — NnokasaTb UMeHa CTaHL WA, COOTBETCTBY FOLLUX
3aflaHHOMY PeryaspHOMY BblPaXeHMHO.

online <pe2ysiipHOE 8blipaxxkeHue> — nokasatb AANTENbHOCTb NMOAKIHOUEHMS CTaHLMN,
MAEHTUMKATOP, UMA NN afpec KOTOPbIX COOTBETCTBYHOT 3aJaHHOMY peryaspHomy
BbIPaXXeHWH0. [ IMTeNbHOCTb MNOAK/IOUYEHUS CUMTAETCH C MOMEHTA NOCAEAHErO NMOAKAHOYEHNS
ctaHumnin k Cepsepy Dr.Web.

statistics <peeysisipHOe 8bipaxKeHue> — nokasaTb CTaTUCTUKY MO KOJMYECTBY KINEHTOB,
COOTBETCTBYHOLLMX 3aZ@HHOMY PeryasipHOMY BblpaXkeHuto.

traffic <peeysspHoe sbipaxeHue> — NoKasaTb AaHHble MO TpapuKy NOAKAHOYEHHBIX B
[aHHbIV MOMEHT KJIMEHTOB, COOTBETCTBYHOLLMMM 33ZlaHHOMY PErYyISPHOMY BbIPaXeHWHO.

e core — 3anucatb gamn npouecca Cepsepa Dr.Web.

e cpu <napamemp> — nokasaTb CTaTUCTUKY ncnoab3oBaHus CPU KkoMnbroTepa, Ha KOTOPOM
yctaHoBneH Cepeep Dr.Web. [lns 3anpoca KOHKPETHOro napamMeTpa UCMNoAb3yinTe cieayroLume
KOMaHZbI:

o

o

e debug <napamemp> — HacTpoWka oTnaaku. [Insa 3asaHns KOHKPETHOTO NnapamMeTpa, UCMob3yinTe
AOMNONHUTENbHBIE KOMaHAbI. 115 yTOUHEHWs Cncka AOMOAHUTENbHBIX KOMaHJ, MOXeTe Bbl3BaTb

clear — yAanuUTb BCE HAKOMJIEHHbIE CTaTUCTUYECKMNE JaHHbIe,

day — nokasatb rpaduk 3arpy3km CPU 3a TekyLiuii AeHb,

disable — OTKNHOUUTb OTCAEXMBaHMeE 3arpy3ku CPU,

enable — BKIHOYUTb OTCAEXMBaHWe 3arpy3ku CPU,

hour — nokasatb rpaduk 3arpysku CPU 3a TekyLini yac,

load — nokasaTb cpesHuin ypoBeHb 3arpysku CPU,

minute — nokasatb rpaduk 3arpyskm CPU 3a npoluesLiyro MUHYTY,

rawd — MoKa3aTb YMCIOBYHO CTaTUCTMKY no 3arpy3ke CPU 3a feHb,

rawh — nokasaTb YUACNOBYHO CTAaTUCTUKY Mo 3arpy3ke CPU 3a nocneaHwmi vac,
rawl — nokasaTb YMCNOBYHO CTaTUCTUKY MO cpeaHen 3arpyske CPU,

rawm — MnokKasaTb YMCIOBYHO CTaTUCTMKY No 3arpy3ke CPU 3a nociegHo0 MUHYTY,

status — nokasaTb CTaTyC OTCAEXUBAHNA CTaTUCTUKK 3arpy3kn CPU.

cnpaBKy Np¥ NOMOLLKX KOMaHAbl: ? debug.

G KomaHga debug signal goctynHa Tonbko ans Cepsepos Dr.Web nog OC cemelicTBa
: UNIX.
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e die — octaHoBUTb CepBep Dr.Web n 3anucatb gamn npouecca Cepsepa Dr.Web.

@ KomaHga die goctynHa Tonbko ans Cepsepo Dr.Web nog OC cemeiictea UNIX.

e dwcp <napamemp > — yCTaHOBUTb/NMOCMOTPETb HacTpoiikm Dr.Web Control Protocol (Bkatouaer
xypHanbl Cepepa Dr.Web, AreHToB 1 nHcTannaTopoB AreHToB). [lonycTMMble NapameTpbl:

o compression <pexum> — YCTaHOBWUTb OAWVH N3 Chey oW nX PEXMMOB COKaTUA Tpaq)I/lKaZ
" on — OKaTtue BKJIKOYEHO,
= of f — COXKaTne OTKIHUEHO,

" possible — CcKaTne BO3MOXHO.

o encryption <pexum> — YCTaHOBWUTb OAVH N3 ChefyroLWnX peXxXrnMmoB LLII/I(I)pOBaHI/Iﬂ Tpa(I)I/IKaZ

" on — WNPpPOBaHNE BKIHOYEHO,
* of £ — WNPPOBaHME OTKIHOUEHO,
" possible — WMdpPOBaHME BO3IMOXHO.
o show — BbIBECTU TekyLLMe HacTporku Dr.Web Control Protocol.

e i0 <napamemp> — NoKa3aTb CTaTUCTUKY YTEHMs/3anncK gaHHbIx npoueccom Cepsepa Dr.Web.
[ns 3anpoca KOHKPETHOro napameTpa UCNOoAb3ynTe cieaytoLme KOMaHAbl:

o clear — yAanUTb BCE HAaKOMNEHHbIE CTaTUCTUYECKMNE flaHHble,

o disable — OTKAHOUUTb OTCAEXMBAHME CTAaTUCTUKMN,

o enable — BKAOUUTb OTCAEXMBAHWE CTAaTUCTUKM,

o rawdr — MnokKasaTb YNC/IOBYH CTaTUCTUKY UTEHUA AaHHbIX 38 [ieHb,

o rawdw — MoKa3aTb YNCJOBYH CTaTUCTUKY 3anncn AaHHbIX 38 [EeHb,

o rawh — MoKa3aTb YACNOBYH CTaTUCTUKY 3@ NOCAELHWNIA Yac,

o rawm — MoKa3aTb YNCJIOBYH CTaTUCTUKY 3a NMOCIEAHIOO MUHYTY,

o rday — MnoOKa3aTb rpapuK CTaTUCTUKN UTEHNA AaHHbIX 33 AeHb,

8 rhour — Mnoka3aTb rpapuK CTaTUCTUKMN YTEHMS AaHHbIX 3@ MOCNEAHWNIA Yac,

o rminute — nokasaTtb rpaduK CTaTUCTUKM UTEHUA JaHHbIX 38 MOCNEAHIOK MUHYTY,
o status — MokasaTb CTaTyC OTCNEXMBAHUA CTAaTUCTUKM,

o wday — Mnoka3aTb rpapuk CTaTUCTUKWN 3anncK AaHHbIX 3a AeHb,

8 whour — Mnoka3aTb rpapuK CTaTUCTUKM 3anncK AaHHbIX 3@ NOCIEAHWNIA Yac,

o wminute — nokasaTtb rpaduk CTaTUCTUKM 3anncn faHHbIX 38 MOCNEAHIOK MUHYTY.

e log <napamemp> — 3anucaTb CTPOKy B dain xypHana Cepsepa Dr.Web van
yCTaHOBUTL/NMOCMOTPETb YPOBEHb AeTanmn3aLum XypHana. B 3aBMCMMOCTM OT 3aZ,aHHbIX
MapameTpOB BbIMONHAKOTCA CeayroLe AeCTBUS:

o log <cmpoka> — 3anucatb B XypHan Cepsepa Dr.Web 3azaHHyto CTPOKY C ypOBHeEM
AeTanmsauunm NOTICE.
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o log \s [<ypogeHb>] — yCTaHOBUTb/MPOCMOTPETb YPOBEHb AeTann3aLnm xypHana. MNpu
3anycke € KN0YoM \ s 6e3 ykazaHus YpOBHS BbIBOAWUTCA TEKYLLWIA YPOBEHb AeTann3aL .
[JonyctmMble 3HaYeHUs YpoBHS AeTanm3auumu: ALL, DEBUG3, DEBUG2, DEBUG1, DEBUG,
TRACE3, TRACE2, TRACE1, TRACE, INFO, NOTICE, WARNING, ERROR, CRIT.

e lua <CKpunmM> — BbINOJHUTb 3aZaHHbI LUA-ckpunT.

e mallopt <napamemp> — 3azaTb HaCTPOVKW pacnpeaeneHus namatv. [na 3agaHns KOHKPETHO
HaCTPOWKM UCMOb3YITe AOMONHUTEIbHBIE KOMaHZbI. 151 yTOUHEHMS CNUCKA 4O MOAHUTEbHBIX
KOMaHZ, MOXeTe BbI3BaTb CNPaBKy Npu MOMOLLM KOMaHAbl ? mallopt.

@ KomaHpa mallopt goctynHa Tonbko ais CepepoB Dr.Web nog OC cemeiictsa Linux.

[na nonyyeHns nogpo6HOCTEN NO 0COBEHHOCTAM NapamMeTpoB AaHHOW KOMaHAbl, 03HaKOMbTECh
c onvcaHvemM yHKuMM mallopt () U3 6ubanotekn glibe. [Ans nonyyeHws cnpaBku No AaHHOM
bYHKLMM MOXKETE BOCMO/Ib30BAThCA, HAaNpMMep, KOMaHAoMW man mallopt.

e memory <napamemp > — NoKa3aTb CTaTUCTUKY MCMOJb30BaHUA NaMAaATM KOMMbIOTEPa, Ha
kKoTopoM yctaHoBaeH CepBep Dr.Web. [lns 3anpoca KOHKpPETHOro napameTpa 1Ucnosb3ymre
cnefyroLe KoMaHabl:

@ all — BbIBECTU BCHO VIHqJOpMaLI,VII-O N CTaTuCTnveckmne aaHHble,

® heap — BbIBECTA I/lHCI)OpMaLI,I/II-O no AI/IH3MI/I'~I€CKOI7] namMAaTy,

® malloc — BbIBECTU CTATUCTUKY MO Pa3MELLEHNIO MaMATH,

o sizes — BbIBECTU CTaTUCTUKY NO pa3Mepam pa3MeL|_|,aeM0|7| namMmAaTy,

o system — BbIBECTU MHPOPMALMIO MO CUCTEMHOM NaMATW.

| KomaHga memory goctynHa tonbko ais Cepsepos Dr.Web nog OC Windows, OC
: cemeinctBa Linux n OC cemeicta FreeBSD. MNMpun 3TOM AeNCTBYIOT cresyroLume
OrpaHNYeHNs Ha AOMOJAHUTE/IbHbIE NMapaMeTpbl KOMaH/Abl memory:

e system — TONbKO Ans Cepepos Dr.Web nog OC Windows, OC cemeicrtsa Linux,
e heap — Ttosbko ana Cepepos Dr.Web nog OC Windows, OC cemeiictsa Linux,

e malloc — TonbKO ans CepeepoB Dr.Web nog OC cemelictBa Linux n OC cemelictBa
FreeBSD,

e sizes — TONbKO Ana CepeepoB Dr.Web nog OC cemelictBa Linux 1 OC cemelictBa
FreeBSD.

e monitoring <pexum> — yCTaHOBUTb/MOCMOTPETb PEXNUM MOHUTOPUHIa UCMOAb30BaHNA
pecypcos CPU (kntou cpu <napamemp>) 1 BBOAa/BbIBOAA (KOY 10 <napamemp>) NPOLLeCcCOM
CepBepa Dr.Web. Jonyctmble KOMaHZbI:

o disable — OTKNHOUUTE MOHUTOPUHT,
o enable — BKJHOYNTb MOHUTOPWHT,
o show — NoKa3aTb TeKYLLUIA PEXMM.

e printstat — 3anucatb ctatncTuky pabotbl Cepeepa Dr.Web B >xypHan.
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e reload — nepe3arpy3untb pacwupeHve Dr.Web Server FrontDoor.

e repository <napamemp> — ynpaBJeHune penosutopuem. s 3anpoca KOHKPETHOW GyHKLMM
MCMONb3YITE CeAytoLne KOMaHAbI:

o all — BbIBECTU CMUCOK BCEX MPOAYKTOB PEMNO3UTOPUSA N KONNYECTBO BCex GpalinioB Mo
npoayKTam,

o clear — OYUCTUTb COAEPXKMMOE Kella, BHE 3aBUCMMOCTM OT 3HaueHus TTL pa3MeLLeHHbIX B
Kelle 06beKkToB,

o £ill — pa3mecTuTb BCe dalinbl PEno3nToOpus B KeLLE,

o keep — XpaHWUTb Bce daliibl Peno3nTopus, HaxoAALLMECS B Kelle B AaHHbI MOMEHT, BCErAa,
BHE 3aBUCUMOCTU OT UX 3HaueHus TTL,

o loaded — BbIBECTU CMINCOK BCEX MPOAYKTOB PEMNO3MTOPUS N KONNYECTBO BCeX Gainos no
NPOAYKTaM, HaXOAALMMCS B KeLle B AaHHbIA MOMEHT,

o reload — Mnepe3arpy3uTb PENO3UTOPUI C ANCKA,
o statistics — nokasaTb CTaTUCTMKY OOHOBAEHWI PENO3UTOPUS.
e restart — nepe3anyctutb Cepep Dr.Web.

e show <napamemp > — nokasaTtb MHGOPMaLMIO O CUCTEME, Ha KOTOPOI ycTaHoBAeH CepBep
Dr.Web. [lna 3agaHns KOHKPETHOrO NapamMeTpa, UCMOo/b3yiTe AOMNONHUTEIbHbIE KOMaHAbl. [ns
YTOYHEHMA CNnCKa AOMOJHUTE/IbHBIX KOMaHA, MOXETe BbI3BaTb CMPaBKy NMpw NOMOLM KOMaHbl ?
show.

@ ,U'eVICTByPOT cneayrolne orpaHNYeHns Ha AOMONHUTE/IbHbIE NAapaMeTPbl KOMaHAbl show:

e memory — Tosbko ans Cepepos Dr.Web nog OC Windows, OC cemeictsa Linux,
e mapping — Tonbko ans Cepsepos Dr.Web nog OC Windows, OC cemeictsa Linux,
e limits — Tonbko ana Cepsepos Dr.Web nog OC cemeictea UNIX,

e processors — Toabko ana Cepeepos Dr.Web nog OC cemeicrtsa Linux.

e sgl <3anpoc> — BbINOJHUTL 3aZaHHbIA SQL-3anpoc.
e stop — octaHoBuUTb CepBep Dr.Web.

e traffic <napamemp> — nokasaTb CTaTUCTUKY No ceTeBoMy Tpaduky Cepsepa Dr.Web. Ans
3anpoca KOHKPETHOro napameTpa UCrnosb3ynte caeayroLne KOMaHabl:

o all — nokasaTb Becb 06bem Tpaduka ¢ Havana paboTtel Cepeepa Dr.Web.

o incremental — MokasaTb NpupalleHne Tpadbrka OTHOCUTENBHO MOCAeAHEro 3anycka
KOMaHabl traffic incremental.

o last — nokasaTb M3MeHeHVe Tpadwka C nocneaHer GUKCMPOBAHHOMN TOUKM.
o store — CO3jaHVe GUKCMPOBAHHOM TOYKW AN1s KNtoua last.

e update <napamemp> — nony4eHue nHbopmaLmmn 1 ynpasieHve obHoBaeHnaMU. [ins 3anpoca
KOHKPETHOW QYHKL MU UCMONb3YITe Ceaytolme KArYn:

o active — MokKasaTb CMUCOK AreHTOB, OCYLLLECTB/ISHOWMX OOHOBNEHME B 4aHHbIN MOMEHT.
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o agent [<pexum>] — nokasaTb/yCTaHOBUTb pPexxMm obHoBAeHWs AreHToB ¢ CepBepa
Dr.Web. Npwu 3anycke 6e3 40NOAHUTENBHBIX MAPaMETPOB NMOKa3bIBAET TEKYLLNA pexxmM. s
YCTaHOBKM pexunmMa UCnoib3yiTe CresyroLine 40NOJHUTENbHBIE KAKUN:

® on — BKJ/IKOUUTb OBHOB/IEHNSI ATEHTOB.
® of £ — OTKJAHOYUTb OOHOBAEHWSA ArEHTOB.

8 gus — 3anycTuTb 06HOBAeHMe peno3nTopus ¢ BCO BHe 3aBUCMMOCTM OT COCTOSHUA NpoLiecca
obHoBieHumsa ¢ BCO.

o http [<pexum>] — nokasaTb/yCTaHOBUTb PeXXnM obHOBAeHWA peno3utopua Cepeepa
Dr.Web ¢ BCO. Npwu 3anycke 6e3 ONOAHUTE/NbHbIX MAPaMeTPOB MOKa3blBAET TEKYLLUN PEXNM.
[nA ycTaHOBKM pexunmMa UCnonb3yinTe CresytoLime A0MNONHUTENbHbIE KN UM:

" on — BKAKOUYUTb 06HOBAEHMs peno3uTtopua ¢ BCO.
* of f — OTKNHOUNTb 0OHOBEHMs peno3uTopusa ¢ BCO.

o inactive — noKa3aTb CNNCOK AreHToB, KOTOpPbI€ HE OCYLLEeCTBAAOT ob6HOBNEHMVE B ,D,aHHbIIz
MOMEHT.

o track [<pexum>] — nokasaTb/yCTaHOBUTb PEXMM OTCAEXMBAHMSA OOHOBAEHUIN AreHTOB.
Mpw 3anycke 6e3 JOMNOJHUTE/IbHBIX MAPAMETPOB MOKa3blBAET TEKYLLMN PeXXM. [ yCTaHOBKM
pexvMa UCNob3yinTe ceayrolme AOMNOAHUTEIbHbIE KOMaHAbI:

= on — BKJKOUUTb OTCAEXMBaHNE OBHOBAEHUM AreHTOB.

* of f — OTKNKOUUTb OTCAEXMBaHWE 0O6HOBAEHUI AreHToB. [1puK 3TOM KoY update
active He ByAeT BbIBOAWUTb CMUCOK OBHOBISEMbIX ArEHTOB.

e version — BbIBECTU I/IHq)OpMaLI,I/II-O O BepPCUN YyTUNUTDI.

37.4. YTunnta auctaHumoHHom anarHoctukm Cepsepa Dr.Web gns
paboTtbl co ckpunTamm
Ytnnuta AI/ICTaHLI,I/IOHHOIz ANAarHOCTUKu CepBepa Dr.Web nossosser yAaneHHO NoAKNHYATbCA K

Cepsepy Dr.Web ans 6a3oBoro ynpaBaeHus n npocMoTpa CTaTUCTUKKN paboTbl. B oTanune ot
drwentl, ytmanta drwemd MOXKeT 6bITb MCNOAb30BaHa Npu paboTe co ckpunTamu.

MNpeaocTaBAArOTCA CAeay oL e BEPCMN KOHCOBHOW YTUANTBI ANCTAHLMOHHOW ANArHOCTUKM
Cepsepa Dr.Web ans pabotbl co ckpuntamu:

WcnonHuaembiii ¢paiin  PacnonoxkeHne OnucaHune
LleHTp ynpaBneHus, pasgen Heszasucrmasn Bepcua ytuantel. Moxet
AAMUHUCTPpUpPOBaHue — 3anyckaTbCsa 13 NPOU3BOJbLHOTO
drweb-cmd-<OC>-  Yruautel kaTanora v Ha 1t060M KOMMbloTepe ¢
<paspsoHocme > COOTBETCTBYHOLLEN OMNepaLMOHHOM
Katanor Cepeepa Dr.Web CUCTEMOW.
webmin/utilities
drwcmd Katanor Cepsepa Dr.Web bin Bepcus yTvanTbl 3aBUCKT OT HaNnums

cepBepHbIx brubanotek. MoxeT
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Ucnonnsembiii paiin  PacnonorkeHue OnucaHue

3anyckaTbCAa TONbKO M3 KaTanora
CBOEro pacnosioxeHunA.

| Bepcuu ytununtel drweb-cmd-<OC>-<pa3psaoHocme > U drwcemd aHaN0rMYHbI MO
. dyHKUMoHanbHoCTW. [lanee B pasgene NpuBoAUTCA Bepcusa drwemd, OAHaKO BCe
npvMepsbl akTyaibHbl AN 06enx BEPCUNA.

& [na BO3MOXHOCTV NOAKAOUEHMA YTUANTbI ANCTaHLUMOHHON anarHoctuku Cepeepa
Dr.Web Heobxogumo Bkatoumnth paclumpeHve Dr.Web Server FrontDoor. [lns 31oro B
pasgene Kondurypauma Cepsepa Dr.Web, Ha Bkragke Mogynm yctaHoBuTe daar
Pacuumnpenue Dr.Web Server FrontDoor.

[na BO3MOXHOCTV NOAKIOUEHMA YTUANTbI AUCTaHUMOHHON anarHoctuku Cepeepa
Dr.Web HeobxoanMo, UTOObI A aAMUHUCTPATOPA, KOTOPbIM MOAKIHOUYAETCS Yepes
yTMAnTY, 610 paspelueHo nNpaso Mcnosnb3oBaHue J0NONHATE/NbHbIX BO3SMOXXHOCTEN.
B npotneHoM cnyyae goctyn k Cepsepy Dr.Web uepes ytuanty anctaHuUMoHHON
AMArHOCTUKM ByaeT 3anpeLLeH.

Onucanwue HacTpoek Cepsepa Dr.Web ans noaknrouenus yTUAUTbI AUCTaHLMOHHOWN AMarHOCTUKM
Cepsepa Dr.Web npuBeseHbl B PykoBoacTBe agMUHUCTpaTOpa, N. YaaneHHbln soctyn k CepBepy
Dr.Web.

®dopmaTt KOMaHAbI 3anycKa:

drwcmd [<kmo4u>] [ <¢palisel>]

Aonyctnmblie Kaoumn

@ MPYHLMN UCMONb30BaHUA KAHOYEN YTUANTON drwemd NOAYMHAETCA OOLLMM npaBuaam,

onucaHHbIM B pasaene [punoxerue 3. NapamMeTpbl KOMaHAHOW CTPOKW NPOrPaMM,
Bxoaalmx B coctaB Dr.Web Enterprise Security Suite.

e ——7? — BbIBECTW CMPaBKy MO KJKOYaM.
e ——help — BbIBECTU CNPaABKY MO KJAOYAM.

e ——commands=<KOMdHObl> — BbIMOJHUTb 3ajaHHble KOMaHAbl (@HanornyHbI KOMaH4aM YyTUINTbI
drwentl). ,U,OI'IyCKaeTCﬂ 3afaHne HECKOJIbKMX KOMaHA, pa3aesieHHbIX 3HaKOM ;.

e ——debug=yes | no — BECTN XypHana paboTbl yTUAUTbI B OTNALOUYHOM pexxmume (CTaHAapPTHbIN
NOTOK BbIBOZA stderr). [0 yMOAYaHWUIO no.
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e ——files=yes|no — pa3peLunTb BbINOJHEHNE KOMaHZA (@aHaOrMYHbl KOMaHAaM yTUAUTbI
drwcentl) n3 3agaHHbIX darno.. 1o ymoayaHuio yes.

3asaHvie KOMaHA B daine JOMKHO OCYLLECTBAATLCA MO OAHOW KOMaHAe Ha cTpoke. IycTble
CTPOKM UrHOPUPYHOTCA. B KauecTBe Hauana KOMMeEHTapWs AOMYCKAETCs UCMOIb30BaHME 3HaKa #.

e ——keep=yes |no — noaaepxwatb coegmHeHne c Cepsepom Dr.Web nocne BbinosHeHus
nocneaHen KOMaHAbl 40 3aBepLUeHVs npoLecca yTmauTbl. [1o ymondanuto no.

--output=<galin> — dan ana soiBoga oteetoB Cepsepa Dr.Web. Mo ymonuanuto, ecam danin
He yKa3aH, UCMONb3yeTcs CTaHAaPTHBIV NMOTOK BbIBOAA stdout.

Ecam ums daiina HaunHaeTcs ¢ cuMBOAa (+), TO pe3y/ibTaT BbINOJHEHMS KOMaHg, byaeT fo6aBaeH B
KoHeL, daiina, nHave — dain byset nepesanncaH.

e ——password=<napo/e> — Naponab Ana aBTopusauunn Ha Cepsepe Dr.Web. MoxeT 6bITb
onpeaeneH B daine, 3aaHHOM B KNtOYE ——resource.

e ——read=yes |no — pa3pewunTb YTeHre napameTpos nogakatouenms Kk Cepsepy Dr.Web un3
pecypcHoro ¢anna. 1o ymonyaHuio yes.

e ——resource=<@aln> — pecypcHbli Gpaiin ¢ napameTpamu nogkatoueHns K Cepsepy Dr.Web:
appecom Cepsepa Dr.Web 1 perncrpaunoHHbIMU A@aHHBIMW aMUHUCTPaTOpa A8 aBTOpmM3aLum
Ha Cepsepe Dr.Web. MNo ymonuaHuto ncnonblyetcs Gpain . drwemdrc, pacnosioXeHHbIV B
cnesyrolLem Katanore:

s [ns OC cemeictea UNIX: SHOME
o [ins OC Windows: $LOCALAPPDATA%

Kaxkaas ctpoka B daiine fokHa NpeacTaBasTh U3 cebs 3 cnoBa, passeneHHbix npobenamu:
<Cepsep_Dr.Web> <nosw3o8amesno> <naposo>.

Ecam Hy>kHO ncnonb3oBaTb B cepesviHe cioBa Npoben, To OH 3agaetcs Kak $S. Ecam Tpebyetca
3HaK NpOoLLeHTa, TO OH 3ajaeTcA Kak %P.

Hanpumep:
ssl://127.0.0.1 userl passwordl
ssl://127.0.0.1 user2 password2

ssl://127.0.0.1 user pass%Sword

& Mpw Mcnonb3oBaHWKM KIOYa ——resource HEOOXOAMMO TakXKe yKa3blBaTb KAHOY ——
server. [NogkntoueHne ocylecteasetcs kK Cepeepy Dr.Web, ykazaHHOMY B kitoue —-
server, NO PErNCTPALMOHHBIM JaHHbIM U3 pecypcHoro daiia, COOTBETCTBYHOLLMM
aapecy atoro Cepsepa Dr.Web.

e ——server=<Cepsgep_Dr.Web> — appec CepBepa Dr.Web. No ymonuanmto ssl://127.0.0.1.

Mo>keT bbITb OnpeseneH B Gpaiine, 3a4aHHOM B KNOYe ——resource.

® ——user=<n0/6308aMeJb> — VMA NOb30BaTeENA ANA aBTopm3aummn Ha Cepepe Dr.Web. Moxer
6bITb OnNpeseneHo B daine, 3aflaHHOM B K/IHOUe ——resource.
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e ——verbose=yes |no — BbIBOAUTb NOAPOLHLIN oTBeTa Cepepa Dr.Web (ctaHzapTHbIM NOTOK

BbIBOAA stdout). 10 yMOAYaHMIO no.

e ——-version — BbIBeCTu I/IH(I)OpMaLI,I/II-O O BepPCUN YTUNUTDI.

Mpoueaypa noakntoueHns k Cepsepy Dr.Web:

1.

Mpw onpeseneHny gaHHbIx nogkatouveHns k Cepsepy Dr.Web npuroputetHbiMu sBastOTCA
3HayeHVs, 3aflaHHble B KIOYax ——server, ——user U —-password.

Ecam knoy —--server He 3a4aH, UCMOJIb3YETCA €ro 3HauyeHve rno yMoa4aHuo —
ssl://127.0.0.1.

Ecam kntoy ——user He 3agaH, T0 B dpanne .drwcmdrc (MOXeT ObITb NepeonpeseneH B kaoye
—--resource) ocyliecTBaseTca nomck Hy>xHoro Cepsepa Dr.Web n 6epetca nepsoe no
andaBuTy MMA NOb30BaTENS.

Ecam kntoy —--password He 3agaH, To B dpaine . drwemdrc (MOXET ObITb NepeonpeseneH B
Katoue —-resource) ocylectsaserca nounck no Cepsepy Dr.Web 1 nmenn nonbsosatens.

| NmMs nonb3oBatens u naponb byayT npounTaHbl 3 davina .drwemdrc (MOXeT 6bITh
. nepeonpejesieH B KJitlo4e ——resource), €Cin 3TO He 3anpeLLeHo KIo4YoM —-read.

Ecam nms nonb3oBatens u NnapoJib He 3a4aHbl NPV NOMOLLA KA Uen nnm yepes pecprHb||7| c|>a|7|n,
YTUANTa 3anNpPOCUT BBOJ YUYETHbLIX AaHHbIX Yepe3 KOHCO/b.

Oco6eHHOCTU BbINOJIHEHUA KOMaHA:

Ecan B kauectBe c|>a|7|n0|3 C KOMaHAaMW 3a4aH0 NMyCcToe 3HaveHne (=), TO umTaroTCA KOMaHAbl,
BBE€AEHHbIE YEPE3 KOHCO/b.

Ecan OZlHOBPEMEHHO 33aJaHbl KOMaHAbl B K/JHOYe ——commands U CMUCOK c|>a|7|nos, TO CHa4ana
BbIMONHAOTCA KOMaHAbl, 3a4aHHble B KJIlOYe ——commands.

Ecanm He 3a4aHbl HA Cl)al\/'lflbl, HW KOMaHAbl B KNtoUe ——commands, TO YNTAKOTCA KOMaHAbI,
BBE€AEHHbIE YEPE3 KOHCO/b.

Hanpumep:

Y106bI BbIMNOJHUTb KOMaHAbl M3 KJIOYa ——command, a 3aTeéM KOMaHAbl U3 KOHCOW, BBeAUTeE
aeayrolee:

drwemd --commands=<KOMAaHObI> -— -

Koabl 3aBeplueHus pabortbl

0 — ycneluHoe BbINOJIHEHME.
1 — 3anpolueHa cnpaBka no kaoYam: ——help nam --2.

2 — owwmbka pa3bopa KOMaHAHOWN CTPOKM: He 3ajaHbl NapaMeTpbl aBTOPU3aLLUM U T. M.
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3 — owwbka co3ganus danna ansa BbiBoga otBeta Cepeepa Dr.Web.

e 4 — owwnbka aBTOopUn3aummn Ha Cepeepe Dr.Web: HeBepHble MA 1/van Napoab agMUHUCTPaTopa.

5 — aBapuiHbIV pa3pbiB coeanHeHus ¢ Cepsepom Dr.Web.

e 127 — HeonpepeneHHaa daTtanbHas owmbka.

37.5. 3arpy3umk peno3sutopusa Dr.Web

| OnucaHune rpadryeckor Bepcun yTuamnTbl 3arpysurika penos3nutopus nNpruBeAeHo B
: PykoBopcTBe agMUHMUCTpaTopa, B pasgese [paduyeckas ytuamta.

MNpeaocTaBAsAOTCA CAeAyroLe BEPCUMN KOHCOBHOM YTUAMTBI 3arpy3umk peno3sutopus Dr.Web:

WcnonHuaembiii paiin  PacnonoxkeHne OnucaHune
LleHTp ynpaBneHuns, pasgen Heszasucrmasn Bepcusa ytuantel. Moxet
drweb-reploader- AAMUHUCTPpUpPOBaHue — 3anyckaTbCs 13 NPOU3BOJIbLHOTO
<OC>- YTuantbl KaTasora v Ha 1toboM KomMbroTepe C
<paspsadHocmb > COOTBETCTBYHOLLEN OMNepaLMOHHOM
Katanor Cepeepa Dr.Web CUCTEMOW.
webmin/utilities
drwreploader Katanor Cepsepa Dr.Web bin Bepcums yTWAWTbI 3aBUCKT OT HaMYKS

cepBepHbIx brubanotek. MoxeT
3anyckaTbCs TOJIbKO M3 KaTtajora
CBOETO PaCnoNiOXeHUs.

| Bepcun ytnantel drweb-reploader-<OC>-<pa3padHocmes > U drwreploader
: aHanorv4Hbl No GyHKUMOHaNbHOCTU. [lanee B pa3gene NpuBOAUTCSA BepCUs
drwreploader, O4HaKO BCE MPUMEPbI aKTyasbHbl AN 06enNX BEPCUNA.

UT06bl YNPOCTUTL 3aZaHNe KI0Yel A5 3arycka KOHCONbHOW YTUAUTLI Bbl MOXETe UCMOb30BaTb
KOHOUrypaLunoHHbin dain 3arpysyuvka penosutopus. B npeaycraHoBAeHHOM KOHOUIypaLMOHHOM
daine 3HaueHWs KIKoYel COOTBETCTBYHOT 3HAYEHWUAM MO YMOJIYaHWIO, MPUBEAEHHBIM HUXE, KpOoMe
Kntoya --ssh-auth: AN Hero B KOHOGUrypaLMoHHOM daiinie nepeonpesenseTca 3HaueHne Ha
pubkey.

AOﬂyCTVI Mble K/IIoUUn

e ——archive — ynakoBaTb PENO3UTOPUI B apxmB. 1o yMoauaHuto: no.

e ——auth <dapeymMeHmM> — perncTpaLmnoHHble JaHHble 418 aBTOpM3aLMn Ha cepBepe 0BHOBAEHWIA
B popmaTe <nosb3oeamesio> [ : <napose>1].

e ——cert-file <nyme> — NyTb K XpaHWIMLLY KOPHEBbIX cepTndmKaToB aaa SSL-aBTopmzaumn.
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e ——cert-mode [<apaymeHm>] — tun SSL-cepTndukatos, KoTopble ByayT aBTOMATUYECKM
npvHUMaTbea. [aHHas HacTpoWiKa UCMO/b3yeTCa TObKO AR 3aLULLEHHBIX MPOTOKOJIOB,
noAAep>KMBatoLLNX LWNPpOBaHue.

<apeymeHm> MOXeT NPVHUMaTb OAHO M3 3HAUYEHWIA:
o any — NPUHUMaTb Atobble cepTndurKaThl,
o valid — NpWHMMAaTb TONIbKO NPOBEPEHHbIe cepTUdMKaThI,
o drweb — NpuHMMaTh TOAbKO cepTudukatel Dr.Web,
o custom — NPUHUMaTL NOAb30BaTe/bCKME cepTUDUKaThI.
Mo yMoA4aHMo MCNO/b3YeTca 3HaueHne drweb.

e ——config <nyme> — nyTb K KOHQUrypaumoHHoMy darny 3arpysuvika penosutopus.

e ——cwd <nyme> — nyTb K TekyLLleMy pabouemy katanory.

e ——ipc — BKIOUMTb Nepesady AaHHblX O NpoLecce paboTbl YTWAUTLI B MOTOK CTaHAAPTHOTO
BbiBOZAA. [10 yMOA4aHWto: no.

e ——-help — BbIBECTM CMPaABKY MO KAOYaM.

e ——license-key <nyme> — nyTb K Gaiay AMLEH3NOHHOTO KJKOYa (LOJIKEH ObITb yKa3aH KoY
mnn ero MD5).

e ——1log <nyme> — nyTb K Gainy xypHana no npoueaype 3arpy3ku peno3uTopus.
e ——mode <pexum> — PEXUM 3arpy3ku 0OHOBAEHWI:

5 repo — OCYLLEeCTB/IAETCA CKaunmBaHMe penosntopua B popmare penosuntopua Cepsepa
Dr.Web. 3arpy>eHHble painnbl MOryT 6biTb HEMOCPEACTBEHHO UMMOPTUPOBaHbI Yepes LieHTp
ynpas/ieHna B kayectBe o6HoBAeHWs peno3untopua Cepsepa Dr.Web. Vicnoab3syetcsa no
YMOJYaHMIO.

8 mirror — OCYLLECTBAAETCA CKauvMBaHWe peno3utopus B dopmate 30Hbl 06HoBAeHMI BCO.
3arpy>keHHble $aliabl MOTyT ObITb BbIIOXEHbI Ha 3epKano OOHOBAEHWI B Ballen NOKaAbHOM
cetn. B panbHeliwem Cepeepbl Dr.Web mMoryT 6biTb HaCTpOEHbI Ha NoyYeHne 0BHOBAEHN
HernocpeACTBEHHO C JaHHOTO 3epkana 0OHOBNEHMI, COAEep>KaLLlero NOCAEAHIOK BEPCUIO
peno3uTtopusa, a He ¢ cepeepos BCO.

e ——only-bases — 3arpy3uTb TO/IbKO BMPYCHble 6a3bl. 1o yMoaYaHuto: no.

e ——path <apeymeHm> — 3arpy3uTb peno3utopuii ¢ BCO B kaTanor, yKka3aHHbI B MapameTpe
<apeymeHm>. [1pn ynakoBKe peno3utopus B apxme npuv NnoMoLLm kKaro4va ——archive,
BO3MO>HO yKa3aHue nyTu Kak 40 UMEHM KaTanora, Tak u o umeHn daiina apxmea. Ecim nms
apxvBa He ykasaHo, byaeT aHO MMA MO YMOYaHNI0 — repository.zip.

e ——product <apeymeHm> — 06HOBAAEMbIV NPOAYKT. 10 yMONYaHMIO 3arpy>aeTcs Becb
PEno3nTOpPUN.

e ——prohibit-cdn — 3anpetuTb ucnoab3osate CDN npwu 3arpy3ke o6HoBAeHUN. [0
YMOJIHaHMIO: no, T. €. pa3peLueHo ncroabsosaHme CDN.

e ——proto <NpPomokos> — NMPOTOKOJ 3arpy3ku obHoBAeHWA: file | ftp | ftps | http |
https | scp | sftp | smb | smbs.l_loyMOﬂanl/Ho:https.

e ——proxy-auth <apeymeHm> — nHbopmMaLms Ana ayTeHTUOMUKALMN Ha MPOKCU-CepBeEpE:
perucTpaLmnoHHOE UMs MOJIb30BaTeNs U Maposb B GopMaTe <nosb308amesis> [ : <naposib>].
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e ——proxy-host <apaymeHm> — aapec Nnpokcu-cepsepa B dopmate <cepgep> [ : <nopm>].

MopT Nno ymonyaHuto: 3128.

--rotate <N><f>, <M><u>— pexum poTaLum xypHaia paboTbl 3arpy3uvka penosutopus.
AHanorm4yHo Hactpowke potauum xxypHana Cepsepa Dr.Web.

Mo ymonuaHuto 10, 10m, 4TO 03HauyaeT xpaHutb 10 dparinos no 10 merabant, ncnosb3oBatb
okatve.

--servers <apaymeHm> — agpeca cepsepos BCO. PekomeHayeTcs 0CTaBUTb 3HaUEHMe No
YMOJYaHUIO: esuite.geo.drweb.com.

--show-products — nokasaTb cnucok npoayktos Ha BCO. Mo ymonyaHuto: no.

--ssh-auth <mun> — TN aBTOpPM3aLUM Ha cepBepe OHBHOBAEHUI NPK 06paLLEHNN MO
SCP/SFTP. B kauecTBe napameTpa <mun> JOMNYCKAETCA OAHO U3 CNeAYHOLLMX 3HaUYEHWNIA:

o pwd — aBTOpwM3aLmMa Mo naposto. Maposb 3agaeTcs B Ktoye ——auth.

o pubkey — aBTOpM3aLMsA NO OTKPbITOMY Ktouy. Mpr 3TOM HEOHXOAMMO 3aAaTb 3aKPbITbIN
KNtOY yepes —-ssh-prikey ANA U3BAEYEHUS COOTBETCTBYHOLLErO OTKPLITOrO KA Ua.

--ssh-prikey <nyme> — nyTb A0 3aKpbITOro katoya SSH.
--ssh-pubkey <nyme> — NyTb A0 OTKPbITOro karoua SSH.
--strict — OCTaHOBWTb 3arpy3Ky B C/ly4ae BO3HUKHOBEHWUA OWMOKN. M0 yMOAYaHMIO: no.

--update-key <nyme> — nyTb A0 OTKPbITOrO KJAKOYa WA KaTanora C OTKPbITbIM KJAHOYOM ANs
NpOBepPKM NOANUCK 0BHOBAEHMI, 3arpy>kaeMbix ¢ BCO. OTKpbITble KN UM A1 MPOBEPKM
NOANMHHOCTM OBHOBNEHNA update-key—*.upub MOXHO HanTh Ha CepBepe Dr.Web B kaTtanore
etc.

--update-url <apeymeHm> — katanor Ha cepsepax BCO, cogep>xawmin obHoBAEHNA
npoaykToB Dr.Web. PekomeHayeTCs OCTaBUTb 3HaYeHWe No yMONYaHUio — /update.

- -V — BbIBECTV MHOOPMALNIO O BEPCUN YTUAUTDI.

—--verbosity <yposeHb_noOpobHOoCMuU> — ypOBeHb AeTann3aumnm XypHana. [1o ymonyaHuto
TRACE3. JJonyctuMmble 3HavyeHna: ALL, DEBUG3, DEBUG2, DEBUGl, DEBUG, TRACES3,
TRACE2, TRACEl, TRACE, INFO, NOTICE, WARNING, ERROR, CRIT.3HaudeHusa ALL ®
DEBUG3 — CMHOHWMBbI.

--version <gepcua> — Bepcna Cepepa Dr.Web, ana koToporo Heob6xoanMo 3arpy3untb
0bHOBEHMA B pOopMaTe <MAXopHasA_sepcus> . <MUHopHas_sepcus>. Hanpumep, ans Cepepa
Dr.Web Bepcun 13, napametp <sepcus> npuvHUMaeT 3HayeHne 13.00. CoctaB NpoAyKTOB, ANA
KOTOPbIX AOCTYMHbI OOHOBNIEHNSA, MOXET pPa3nNyaThCA B 3aBUCMMOCTM OT Bepcumn CepBepa
Dr.Web. ¥YT04HNTb COCTaB JOCTYMHbIX NPOAYKTOB MOXHO, HanpumMep, NpOBepuB onucaHne
napameTpa <products> A/ KOHOUrypauMoHHoro daina 3arpy3uvka penosutopms B
PYKOBOZACTBE K MHTEPECYHOLLEN Bac BEPCUMN.
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Ocob6eHHOCTU UCMO0J/Ib30BaHUA KJAOUYen

Mpw 3anycke yTUAUTBI 3arpy3unk penosvtopus obpaTute BHMMaHMWe Ha Ciesytolme npaBuia:

Knroum pomkHbl 6bITb Mpwu ycnosun
o6s3aTeNIbHO 3ajaHbl

--license-key

-—-update-key Bcerpa
--path
--cert-file Ecnv cneayrowime kKnroUM NPUHMMAKOT OAHO M3 3HAYEHWIA:

e ——cert-mode valid | drweb | custom,

e ——proto https | ftps | smbs.
--ssh-prikey Ecnv cneayrowime kKoY NPUHMMAKOT OAHO M3 3HAYEHWIA:

e ——proto sftp | scp,

e ——ssh-auth pubkey.

|1pMMeprMCHOﬂbBOBaHMH
1. Co3gaTb MMNOPTMPYEMBI apXMB CO BCEMU MPOAYKTaMM:
drwreploader.exe —--path C:\Temp --archive --license-key C:\agent.key --

update-key "C:\Program Files\DrWeb Server\etc" --cert-file "C:\Program
Files\DrWeb Server\etc"

2. Co3gaTb UMNOPTUPYEMBIN apXMB C BUPYCHbIMU HBazamu:
drwreploader.exe —--path C:\Temp --archive --license-key "C:\agent.key" --

update-key "C:\Program Files\DrWeb Server\etc" --cert-file "C:\Program
Files\DrWeb Server\etc" -only-bases

3. Co3gatb MNopTUPYeMbI apxue Tobko ¢ Cepepom Dr.Web:

drwreploader.exe —--path C:\Temp --archive --license-key "C:\agent.key" --
update-key "C:\Program Files\DrWeb Server\etc" --cert-file "C:\Program
Files\DrWeb Server\etc" --product=20-drwcs
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37.6. YTunuta ypaneHHou yctaHoBku AreHnta Dr.Web ana UNIX

Ytnnnta yaaneHHow ycraHoBku AreHta Dr.Web ans UNIX no3BosisieT ANCTaHLMOHHO YCTaHOBUTb
AreHT Dr. Web Ha 3awuuiaemble CTaHLUM aHTUBUPYCHOW ceTuy, paboTatoLme noj yrnpaBiaeHVeM
onepauuoHHon cuctembl cemeinctea UNIX. Mpu HEOOBXOA4MMOCTU C MOMOLLbIO AAHHOW YTUAUTI
MO>HO Tak>e yctaHoBUTb Dr.Web ansa dannosbix cepepos UNIX.

Ytnnuta pa60TaeT B pexunme KOMaHﬂ,HOI\/'I CTPOKM U AOCTYMNHa B Chejyrounx Bepcnax:

UcnonHuaembiii ¢paiin  PacnonoxkeHne OnucaHune
LleHnTp ynpaeieHus, pasgen Heszasucrmasn Bepcua ytuantel. Moxet
ApMUHNCTPpUpPOBaHUe — 3anyckaTbCa U3 NPOU3BOJILHOTO
drweb-unix- YTuauntbl KaTasora v Ha 1tobom KoMMbLoTEPE C
install-<OC>- COOTBETCTBYIOLLEN OMNepaLMOHHOM
<paspadHocme > cnctemoir. O6HoBAsIETCA MPU

Katanor Cepeepa Dr.Web

) R OOHOB/IEHMW PENO3UTOPUS UK
webmin/utilities

Cepsepa Dr.Web.

drwunixinstall Katanor Cepsepa Dr.Web bin Bepcums yTWAWTbI 3aBUCKT OT HaMYKS
cepBepHbIx brubanotek. MoxeT
3anyckaTbCA TO/bKO U3 KaTanora
cBoero pacnonoxenus. ObHoBaseTcs
TONbKO Npu obHoBAeHun CepBepa
Dr.Web.

@ Bepcum ytmantbl drweb-unix-install-<OC>-<pa3paodHocme> N drwunixinstall

: aHanorv4Hbl No GyHKUMOHaNbHOCTU. [lanee B pa3gene NpuBOAUTCSA BepCUs
drwunixinstall, ogHako GopmaT 1 AOMYCTUMbIE KNHOUM aKTyasbHbl AN 06enx
BEPCUNA.

®dopmaTt KOMaHAbI 3anycKa:

drwunixinstall [<kmo4yu>] <IP-adpec_cmanyuu_1>[:<nopm SSH>["<ums_
nose3osamess> [ ~<napoab>]1] <IP-adpec_cmaHyuu_2> [ :<nopm SSH>["~<ums_
nosw3osamens> [ ~<naposae>]1] ]

AonycTtumbie Kaoum

@ MpUHUMN MCMONb30BaHNS KIKOUEN YTUANTON drwunixinstall NOAYMHSAETCA OOLWMM

npasunaaM, onMcaHHbIM B pa3aene [punoxenune 3. MNapameTpbl KOMaHAHOW CTPOKM
nporpamm, Bxoaauimx B coctaB Dr.Web Enterprise Security Suite.

e ——-help — BbIBECTM CMPaABKY MO KAOUaM.

MpunoxeHus

196



~ey
; InaBa 2: Mpunoxxeuna | 197

\

e ——ak <napamempbl_asmopu3zayuu> — 3aAaTb NapameTpbl aibTEPHATUBHOM aBTOPMU3aLMN Ha
yAaNeHHbIX CTaHLMAX C UCMO/Ib30BaHNEM KAtouel WwrdpoBaHusa B creayroliem dopmare:

<uMsA_nosne3o8amens>" <nyme_K_3akpsimomy_karody Cepsepa_Dr.Web>"<nyme_k_omkpeimomy._
koyy_Cepsepa_Dr.Web> [~ <napo/ib_3akpsimoz0_ka4a> ]

@ Ecan npu CI)OpMVIpOBaHVIVI KOMaH/ bl 3a4aTb O4HOBPEMEHHO MNMapaMeTpPbl CTaHAapTHOl)’I

. aBTOpPK3aLUMKM NO Nape <UMA_N0J1b308amesis>"<napose> 1 aﬂbTepHaTMBHOVI
aBTopuM3alnn No Kan4vam LUVICI)pOBaHVIFI, nepBbIMU MPwU 3anycke yTUanTbl 6yAyT
MCNONb30BaTbCA NMapaMeTpbl C KIKYaMu.

e ——ap <UMA_no/sb308ameJisa>"<Napo/ib> — NCNOJb30BaTb PEXMM aBTOPM3aLUM Ha YAaNEHHbIX
CTaHLUMAX C MHOrOKpaTHbIM BBOAOM napons (keyboard-interactive).

e ——certificate <nyme> — 3agatb NyTb K danny ceptndukata Cepsepa Dr.Web. Mo
yMOAYaHUO webmin/install/unix/workstation/drwcsd-certificate.pem.

e —-cpus <KO0/UYecmeo> — 3ajaTb KOJMYECTBO AAep MPOLLECCOpa, UCMOb3yeMbIX MPK
yAaNeHHOW ycTaHoBKe. [0 yMonuaHwmo 4.

e ——ctimeout <epems> — 3aAaTb NpPeAeNbHOE BPEMS OXUAAHUSA 3aBePLUEHNs NpoLiecca
nepesauv yCTaHOBOYHbIX MAKETOB Ha yAaNeHHble CTaHLMWU. 3aaeTcs B CEKyHAAX, MO YMOJUYaHUIO
600.

e ——debug — BeCTM XypHan pa6OTbI YTUANTBI B OTIaJ0O4YHOM peXume. Mo YMOJIHaHUKO no.

e ——esuite <adpec_cepsepa> — BBecTn agpec Cepepa Dr.Web, c kotoporo 6yaer
NPOM3BOANTLCA YAaNeHHas YCTaHOBKA U K KOTOPOMY MO 3aBEPLUEHUN YCTaHOBKM MOAKAHOUNTCS
AreHT. ®opmart: [udp://]<IP-adpec unu DNS-uma> [ : <nopm>]

e ——etimeout <gpemsa> — 3ajaTb Npeje/ibHOE BpeMa OXNAaHWA 3aBepLUeHMa YCTaHOBKMN
MakeToB Ha yAaNeHHbIX CTaHUMAX. 3a4aeTca B CEKYHAAX, MO yMoayaHuo 900.

e ——from <nyme> — 3aAaTb NyTb K KaTanory C yCTaHOBO4YHbIMW NakeTamun Ha Cepsepe Dr.Web. Mo
yMoa4YaHuo webmin/install/unix.

e ——long — BeCTU XypHan pa6OTbI YTUAUTbI C YyKa3aHWEM BPEMEHHbIX METOK. Mo YMOJIHYaHNKO no.

e ——pwd <NApoJib> — Napojb AN aBTOPM3aALLMM Ha YAANEHHbIX CTaHLMAX NMPU UCMOb30BaHUN
KOMaHZAbl su U/uan sudo.

e ——remote-temp <NymMb> — 3a4aTb MyTb K KaTaJOTy Ha YAANEHHbIX CTaHLWAX 415 BPEMEHHOTO
XpaHeHus anctpubyTtmea n ceptudukata Cepsepa Dr.Web. Mo ymMonyaHMo MCNOAb3YeTCs KaTaor,
3a/laHHbIA B CUCTEME.

e ——server — YCTaHOBUTb NpoaykT Dr.Web ans ¢arnosbix cepsepos UNIX BmecTo AreHTa
Dr.Web. Mo ymon4yaHuto no.

e ——simultaneously <K0/JU4YE€CMBO> — 3aAaTb MaKCMMa/lbHOE KOJIMYECTBO CTaHLM, Ha
KoTopble ByaeT 0O4HOBPEeMEeHHO ycTaHaBamBaTbcs AreHT Dr.Web.

--sshdebug — BeCTU XypHai paboTbl yTUAUTbI B OTNaL04YHOM PEXUME, C YKa3aHUEM JeTanen
no BCceM onepauusmM, UCNob3yroLmm npotokoa SSH. Mo ymonyaHuio no.
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e ——sshwaitdebug — BecT1 XypHan paboTbl yTUANTbI B OTA3L0UYHOM PEXUME, C yKazaHeM
AeTaner no BcemM onepaumam, UCNoIb3yrOLMM NPOTOoKoA SSH, a Takke TaiMepHbIM onepaLymsam.
Mo ymon4yaruio no.

e —-stimeout <gpemsa> — 3ajaTtb Npeje/ibHOE BpeMsa OX1AaHNa BBOJa Napoasa Ans
NCMONb30BaHMA KOMaHAbl su U/MAM sudo Ha yAaNneHHbIX CTaHLmMAX. 3a4aeTcsa B CeKyHAaX, no
ymMoadaHuo 10.

® ——su — WUCMOJ/Ib30BaTb KOMaHAY su BO BPEMS YCTaHOBKM /18 NOBbILLEHWUSA MPaB A0 YPOBHs
Cynepnosib30oBaTeNs Ha yAaneHHbIX CTaHuuAX. [10 yMoaYaHuio no.

e ——sudo — MCMNoAb30BaTb KOMaHAy sudo BO BPEMS YCTaHOBKW A1 NOBbILLEHWUSA MPaB A0 YPOBHs
Cynepnosib3oBaTeNs Ha yAaneHHbIX CTaHuuaAX. 10 yMoaYaHuio no.

e ——temp <nyme> — 3aAaTb NyTb K Katanory Ha Cepsepe Dr.Web ans BpeMeHHOro xpaHeHus
ceptmdwkaTta. 1o yMOAYaHMIO MCMO/Ib3YeTCs KaTaor, 3aZaHHbli B cUCTEME.

e ——timeout <gpems> — 3aAaTb NpPefeNbHOE BPeMS OXMAAHWUSA YCTAaHOBKM COEAVHEHUS U
ayTeHTUOMKALMMN Ha YAaNeHHbIX CTaHLMAX. 3a4aeTcs B CeKyHZAax, No yMoaYaHuio 30.

e ——verbosity <ypogeHb> — 3aAaTb YPOBEHb AeTanu3aLmm XypHana paboTbl yTmanTbl. o
yMon4yaHuto info. lonyctumele 3HaveHns: all, debug3, debug2, debugl, debug,
trace3, trace2, tracel, trace, info, notice, warning, error, crit.
3HaueHns all n debug3 — CUHOHUMBI.

e ——-version — BbIBeCTu I/IH(I)OpMaLI,I/II-O O BEPCUN YTUNUTDI.

37.7. YTvnura ypaneHHon yctaHoBku AreHta Dr.Web gna Windows

Ytnunuta yaaneHHou yctaHoBku AreHta Dr.Web ans Windows no3soasieT AUCTaHLMOHHO YCTaHOBUTb
AreHt Dr. Web Ha 3awuiaemble CTaHLMW aHTUBMPYCHOW ceTw, paboTatoLne noj ynpasaeHeM
onepaymoHHou cnctembl Windows.

Ytnnuta pa60TaeT B pexunme KOMaHﬂ,HOI\/'I CTPOKM U AOCTYMNHa B Cheiyrounx Bepcnax:

UcnonHuaembiii ¢paiin  PacnonoxkeHne OnucaHune
LleHTp ynpaBneHus, pasgen Heszasucrmasn Bepcua ytuantel. Moxet
ApMUHNCTPpUpPOBaHUe — 3anyckaTbCa U3 NPOU3BOJILHOTO
drweb-windows- YTuauntbl KaTasora v Ha 1tobom KoMMbLoTEPE C
install-<OC>- COOTBETCTBYIOLLLEN OMNepaLMOHHOM
<paspsdHocmMe > Katanor Cepeepa Dr.Web cuctemoit. ObHoBAsIETCA NpU
webmin/utilities O6HOB/IEHUW PEMO3UTOPUA NN

Cepsepa Dr.Web.

drwwindowsinstall = Kartanor Cepsepa Dr.Web bin Bepcums yTWAWTbI 3aBUCKT OT HaMYmS
cepBepHbIx brubanotek. MoxeT
3anyckaTbCA TObKO U3 KaTanora
cBoero pacnonoxenus. ObHoBaseTcs
TONbKO Npu obHoBAeHMK CepBepa
Dr.Web.
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@ Bepcun yTuanThl drweb-windows-install-<OC>-<paspadHocme > U

: drwwindowsinstall aHalOrM4Hbl NO GYHKLMOHaNbHOCTW. [lanee B pasgene
npuBoanTCca Bepcns drwwindowsinstall, ogHako GopMaT v JOMYCTUMbIE KUY
aKTyanbHbl A8 06enx BepCuil.

®dopmaTt KOMaHAbl 3anyckKa:

drwwindowsinstall <kJ/royu>

AOHyCTI/IMbIe K/1Io4un

@ MPWHLMN UCMOAb30BaHUA KAHOUYEN YTUANTON drwwindowsinstall NogunHsaeTcs

obLWMM nNpaBmaam, onucaHHbIM B pasgene [punoxxerve 3. [apameTpbl KOMaHAHON
CTPOKW Nporpamm, Bxoasaumx B coctaB Dr.Web Enterprise Security Suite.

e ——help — BbIBECTW CMPaBKY MO KJOYaM.
e ——console=yes|no — BbIBOAUTb XypHan paboTbl yTUANTbI B KOHCOJIb. [10 yMONUaHUIO no.

e ——disable-vl=yes|no — OoTKNOUMTb NpoTOoKOoA SMB Bepcumn 1 (SMBv1) Ha Bpemsa paboTbl
yTmanTbl. 1o yMoa4aHuio no.

e ——distribution <ums_gpalina> — 3azaTb BPyUHytO UMA daina nHCTanaTopa AreHta,
KOTOpbIV ByAeT 3anyckaTbCa Ha yAaneHHbIX CTaHumax. 1o ymonuanuio drwinst . exe.

e ——install-address <I/P-adpec_cmaHyuu> — BBECTU afpecC yAaNeHHOW CTaHLMK, Ha KOTOPYHO
byaet yctaHoBAeH AreHT. Mpn 04HOBPEMEHHOM yKa3aHUM HECKObKMX CTaHL M UX agpeca
cnesyet pasgenstb 3anatou (, ") nam Toukon ¢ 3anaTou (*; "), 6e3 npobenos.

e ——install-certificate <nyme>— 3agatb NyTb K Ganny ceptndunkata Cepsepa Dr.Web.

e ——install-clients <ko0/U4eCMB0> — 3ajaTb MakCMMaNbHOE KONMYECTBO CTaHLMIA, Ha
KoTOopble ByAeT OAHOBPEMEHHO YCTaHaBANBATLCA AreHT. [1o ymoayaHuio 8.

e ——install-compression <pexum> — YCTaHOBUTb PEXUM OKaTUA Tpaduka Npm COeanNHeHNN
CepBepa Dr.Web ¢ ysaneHHbIMU CTaHUMAMK: on — CKaTUe BKIKOYEHO, o f £ — okatue
OTK/NIHOYEHO, possible — okaThe BO3MOXHO. [1ocieHee 03HayaeT, UTo pexuM 3aBUCUT OT
HacTpoek Ha CepBepe Dr.Web. Mo ymonyaHuo possible.

e ——install-encryption <pexum> — yCTaHOBUTb PeX1M WNPpOBaHNa Tpaduka npm
coeavHeHunn Cepeepa Dr.Web ¢ yaaneHHbIMY cTaHUmAMY: on — windpoBaHne BKAOYEHO, of £ —
LWndpoBaHMe OTKIYEHO, possible — wWMppOBaHMe BO3MOXHO. [ocnesHee 03HayaeT, 4to
peXnM 3aBMcUT OT HacTpoek Ha CepBepe Dr.Web. Mo ymonyaHuto possible.

e ——install-language <KO0O_A3blka> — 3ajaTb A3blK MHTepdelica ycTaHaBAMBAaEMOro AreHTa B
BMAE ABYXOYKBEHHOIO KoAa cornacHo ctaHgapty ISO 639-1. Ecam katou He 3agaH nam AreHT Ha
3a/laHHOM fi3blKe He JOCTyMNeH, UCMOb3YeTCH CUCTEMHbIN A3bIK Ha YAANEHHOW CTaHLUM.

e ——install-path <nyme> — 3agaTb NyTb K KaTaaory ycTaHOBKWN AreHTa Ha y/aneHHbIX
craHumax. Mo ymonyaHuo $ProgramFiles%\DrWWeb.
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e ——install-register=yes|no — 3apernctpupoBaTtb AreHT B CNncKe YCTaHOB/IEHHBIX
nporpaMm Mo 3aBepLUEHWN YCTaHOBKW. 10 yMONYaHWIO no.

e ——install-server <adpec_cepsepa> — BBecTu agpec Cepepa Dr.Web, c kotoporo bygert
NPOM3BOANTLCA YAaNeHHas YCTaHOBKA U K KOTOPOMY MO 3aBEPLUEHNN YCTAaHOBKM MOAKIFOUNTCS
AreHT. Popmart: [udp:/ /] <IP-adpec_unu_DNS-uma>[: <nopm>].

e ——install-timeout <g8pems> — 3ajaTb NpejesbHOe BpeMsa OXUAaHWA 3aBepLUeHns
yCTaHOBKM AreHTa Ha yAaneHHbIX CTaHUMAX. 3a4aeTca B CeKyHAaX, No yMoayYaHuio 300.

e ——install-user <UMA_nosb308amess>@<00OMeH>: <napoJb> NN
<domeH>\ <UMA_Nno/1Ie308ameJia> : <ndapo/ib> — 3a4aTb UMA MOJIb30BaTeNA M NapOJib ANA
aBToOpM3aunn Ha yaaneHHbIX CTaHUMAX.

e ——-log <nyme> — 3asaTb NyTb K dainy >XxypHana paboTbl yTmauTbl. [10 ymonyaHuo
drwsmb.log B nojkatanore var katanora ycraHoku Cepepa Dr.Web.

e ——machine <HaseaHue> — 3ajaTb Ha3BaHWe, KOTOpoe OyAeT NPUCBOEHO YAaNeHHOW CTaHL MK B
aHTMBMpycHown cetn Dr.Web Enterprise Security Suite, no 3aBepLueHnn yctaHoBKM AreHTa 1
noakntoveHumn k Cepsepy Dr.Web. Mo ymonuaHmto ncnonb3yercs 3apernctpupoBaHHoe B
onepaLvoHHON cucTeMe MMA KOMMbroTepa.

e ——rotate=<N><f>, <M><u> — yCTaHOBUTb PEXUM POTaLMMN XXypHana paboTbl yTUAUTBI.
dopmaT NaeHTNYEH aHaJIorMYHOMY K04y, KOTOPbIM UCNOIb3yeTca A ynpaBaeHVs poTaLnen
xypHana Cepsepa Dr.Web. No ymonuaruo 10, 10m.

e ——service-id <Ha38aHue_s8 peecmpe> — 3aAaTb Ha3BaHWe, KOTOpoe ByaeT NPMCBOEHO
pasgeny cny>xbbl yaaneHHoW yctaHoBku AreHTa B peectpe Windows. Mo ymonyaHuto
DrWebRsvcRunner.

e ——service-name <omobpaxaemoe_ums> — 3afaTb UMS CNy>KObl yAaNeHHOW yCTaHOBKM
AreHTa, oTobpaxkaemoe B ocHacTke Services. 1o ymonyaHuto Dr.Web Remote Runner

Service.

e ——target-root <umA_kamasnoza> — 3ajaTb UMA KaTanora B 06LeM afMUHUCTPATVUBHOM
pecypce Ha yAaneHHOM CTaHLmMK, oTkyAa byaeT 3anyckaTbcs ckonmpoBaHHbI ¢ Cepeepa Dr.Web
nHcTannatop AreHta. o ymonyaHno TEMP.

e ——target-volume <UMSA_pecypca> — 3ajaTb UMs OOLLEro aiMUHUCTPATUBHOIO pecypca, B
KOTOpOM ByayT pasmMeLlatbcs Gaiibl ycTaHOBKMU AreHTa. 1o yMonuaHno ADMINS.

e ——threads <Ko/iu4ecmeso> — 3a,aTb KONNMYECTBO NOTOKOB BBOAA-BbIBOAA B nyJe. 1o
YMOJYaHUIO 2.

e ——verbosity <ypogeHb> — 3aAaTb YPOBEHb AeTanu3aLmm XypHana paboTbl yTmanTbl. Mo
yMoAa4yaHuto trace. lonyctumble 3HayeHnsa: all, debug3, debug2, debugl, debug,
trace3, trace2, tracel, trace, info, notice, warning, error, crit.
3HaueHns all n debug3 — CUHOHUMBI.

e ——-version — BbIBeCTu I/IH(I)OpMaLI,I/II-O O BepPCUN YyTUIUTDI.
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MpunoxxeHne U. NMepemeHHble OKPY)XEeHUS, IKCNOPTUPYEMble
CepBepom Dr.Web

[ns ynpoLleHns HacTpokM npoLieccoB, 3anyckaembix Cepsepom Dr.Web no pacnuvcanuto,
Tpebyetca nHdopmaums o pa3melleHum katanoros Cepsepa Dr.Web. C atoi uenbto CepBep
Dr.Web 3kcnopTupyet B OKpy>keHue 3anyckaeMbix NPOLLeCCOB CeAyroLLMe NepeMeHHbIe:

e DRWCSD_HOME — nyTb K KOPHEBOMY KaTa/ory (Katasory yCTaHOBKM). 3HaueHWe ktoya —home,
ecnn oH 6b11 3asaH Npw 3anycke Cepeepa Dr.Web, B NnpoTMBHOM C/lyyae TekyLUWIA KaTasor npu
3anycke.

e DRWCSD BIN — MyTb K KaTajory Ans UcnoaHaemblx Gannos. 3HaueHve katoya —bin-root, ecm
OH 6bin 3agaH npu 3anycke Cepepa Dr.Web, B npoTvBHOM Cyyae nogkatanor bin KOpHEBOro
KaTanora.

e DRWCSD_ VAR — MyTb K KaTtanory, B kotopbinn Cepsep Dr.Web nmeeT npaBo 3anuncu 1 Kotopslii
npesHasHayeH AN XpaHeHWs N3MeHseMblx GpaioB (HanpyMep, XXyPHaIoB, a Takxke Gpainnos
peno3ntopms). 3HaYeHne KaYa —var-root, ecim oH 6bin 3agaH npum 3anycke Cepepa Dr.Web,
B NMPOTMBHOM C/lyyae NoJKaTtanor var KOPHEBOro kKatasora.
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NMpunoxxeHue K. Ucnonb3oBaHue perynsapHbIX Bbipa)KeHN B
Dr.Web Enterprise Security Suite

HekoTtopble napametpbl Dr.Web Enterprise Security Suite moryT 3agaBatbca B dopmate perynspHbix
BbIPa>XEHWA CNefyHoLLMX TUMOB:
e PerynapHble BbipaxeHusa a3bika Lua.

Mcnonb3ytoTcs Npy HacTpOKe aBTOMATUYECKOTrO YNEHCTBA CTaHL WA aHTVBUPYCHOM CETU B
NONb30BaTENbCKMX FPYMnax.

MNMoapobHoe onucaHre CUHTaKCKCa PEryaspHbIX BblpaxkeHu s3bika Lua OCTynHO Ha caunte
http://www.lua.org/manual/5.1/manual.ntml#5.4.1.

e PerynspHble BbipaxeHus nporpammHon éubanotekm PCRE.

MoapobHoe onvcaHue cnHTakcuca brubanoTekn PCRE gocTynHo Ha cawte http://www.pcre.org/.

B AaHHOM MpuAOXXeHUN NPUBELEHO TO/IbKO KpaTKoe OMMCaHne OCHOBHbIX MOMEHTOB
MCMONb30BaHWNA PerynspHbIX BblpaxeHuin bubanotekn PCRE.

K1. Onuuun perynapHbix BbipaxxeHuui PCRE

PerynspHble BblpaxeHWs MPUMEHSAITCA Kak B KOHOuUrypaumoHHom daiine Cepsepa Dr.Web, Tak n B
LieHTpe ynpaBaeHVs Npu 3agiaHnn NCKAKOYAEMbIX U3 CKaHUPOBaHWA 06bEKTOB B HAaCTPOMKax
CkaHepa Dr.Web.

PerynspHble BblpaXKeHWs 3anncbiBatoTCs B cregytolein dopme:

gr{EXP}options

rae EXP — cOBCTBEHHO BblpaXeHue, options — NOCIEA0BaTENbHOCTb ONLMIA (CTpoKa ByKB), gr { }
— NTepanbHble METACUMBOIbI. B LLe/IOM KOHCTPYKLNSA BbITASANT, HANpUMep, Tak:

ar{pagefile\.sys}i — dann nogkaukn OC Windows NT

Huxe npvBeaeHO onvcaHne onumnin u CO6CTBEHHO perynspHbIX BbipaxeHui. bonee noaHoe
onwucaHve cM. Ha http://www.pcre.org/pcre.txt.

e Onuua 'a', cooTsercTBytowas PCRE ANCHORED

C 3TOW HacTpOMKON WabaoH NPUHYAUTENBHO "BCTaeT Ha AKOPb", T. €. OrpaHMYNBaETCA
COMOCTaB/IEHNEM TO/IbKO C NMEPBOM MCKOMOW NO3MLMEN B CTPOKE, MO KOTOPOM OCyLLLeCTBAAETCA
nounck ("cTpoka Tembl"). 9T TakXXe MOXHO AOCTUTHYTb C MOMOLLbHO COOTBETCTBYHOLLMX
KOHCTPYKLMA B CaMOM LuabioHe.

e Onuma 'i', cooTBeTcTBYtOWaA PCRE CASELESS

C 3TOM HacTpOVKOW ByKBbI B LIaBAOHE CONOCTaBAAOTCA KaK C 3arfaBHbIMW, Tak U CO CTPOYUHBIMM
6ykBamu. [laHHas BO3MOXHOCTb MOXET OblTb M3MeHeHa B WabaoHe HaCTPOMKOW onummn (21).

e Onuua 'x', cooTBeTcTBYtOWaa PCRE EXTENDED
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C 3TOW HacTpoMKon Npobenbl Mexay CMMBOaMU B LLABAOHE UTHOPUPYHOTCS, 3@ UCK/IFOYEHNEM
C/ly4yaeB, KOrAa OHW MpeABapArTCcA yNpPaBAsoWNMY CUMBOIaMW UAWN HAXOAATCA BHYTPW Kaacca
cumBoioB. Mpoben He BkatouaeT cumBon VT (kog 11). Kpome Toro, cumBoObl, HaxoAsALWMeCs BHe
KJacca CUMBOJIOB MEXAY CUMBOJIOM #, He NpeABapeHHbIM YNPaBAAOLLUM CUMBOJIOM, U
CMMBOJIOM HOBOW CTPOKM BKAFOUMUTENBbHO, TakKKe UTHOPUPYHOTCA. [JaHHYH OMLUK0 MOXKHO
M3MEHWTb B LWabOHe HAaCTPOMKOM ONUMKN (2x) . OTa HaCTPOMKa AaeT BO3MOXHOCTb BK/IOYaTb
KOMMEHTapum BHYTPb CIOXKHbIX WabnoHoB. CreayeT 06patnTb BHUMaHWeE, YTO 3TO MPUMEHUMO
TO/IbKO K CMMBOJIaM AaHHbIX. CUMBOJIbI Mpobena He MOTyT HaXOANUTLCA B LIAaBOHEe BHYTPU
nocnefoBaTelbHOCTEN CreLmabHbIX CMMBOJIOB, HaNpUMep, BHYTPU NOCIeA0BaTENbHOCTU (2 (,
KOTOpas BBOAWT YCIOBHbIN NOALWabN0H.

e Onuma 'm', cootBeTcTBYytOWas PCRE MULTILINE

Mo ymonuanuto, PCRE cumntaet, uto CTpoKa TeMbl COCTOUT U3 ANHCTBEHHOWN CTPOKM C CUMBOJIaMU
(Ba>ke ecim OHa Ha caMOM Jene COAEP>KUT CMMBOJIbI NepeBoa CTPOK). MetacumBon "Havana
cmpoku" """ CONOCTaBAAETCA TONbKO B Hayase CTPOKW, B TO BpeMs Kak MeTacCMMBOJ "KoHey,
CMpoKU" "$" COMOCTaBAAETCA TOJIbKO B KOHLLEe CTPOKN MW Nepes, 3aKNH0UnTeIbHbIM NepeBoAoM
CTPOKW (eC/IV He yCTaHOB/IEHa onuma PCRE DOLLAR ENDONLY).

Ecan ycraHoBneHa onuua PCRE. MULTILINE, MeTacCMMBOJIbl "HAYaso cmpoku” v "koHey cmpoku”
NPUBA3bIBAIOTCA K CNEAYHOLWMM Cpa3sy 3a HUMW AN NepPes HAMMK Nto6biM NepeBojaM CTPOKM B
CTPOKe TeMbl, @ Tak>Ke B CaMOM Hauyasie N KOHLe CTPOKW. [JaHHYHO OMLMIO MOXXHO M3MEHUTb B
wabnoHe HacTporkon onumn (?m) . Ecam B TekcTe HET cumMBOIOB "\n" MM ecin B WabaoHe He
BCTpeyaetca ~ win $, onuua PCRE MULTILINE He MMeeT CMbiCaa.

e Onuua 'u', cooTBeTcTBytOWaas PCRE UNGREEDY

STa onuMa oTMeHsEeT ">XagHOCTb" KBaHTUPNKATOPOB, TaK UTO OHM CTAHOBATCA "HeXagHbIMUK" MO
YMOJIHaHWIO, HO BOCCTaHaB/MBAtOT ">aAHOCTb", eC/IM 3@ HUMU cegyeT " ?". ITO Tak>ke MO>XKHO
HacTpouTb onuuer (2U) B WabsoHe.

e Onuua 'd', cooTsercTBytowas PCRE DOTALL

C 3TOM HaCTPOVKOW METaCMMBOJI TOYKM B LLABNIOHE COMOCTaBASETCA CO BCEMU CUMBOIAMK,
BKJIFOYasi CUMBOJI HOBOW CTPOKM. be3 Hero cMBOJIbl HOBOW CTPOKMN UCKAKOUAKOTCA. DTy OMNLUIO
MOXHO VM3MeHWTb B WaboHe YCTaHOBKOW HOBOWM onummn (?s) . OTpuLaTenbHbIN Knacg,
Hanpumep, [*al, Bceraa conocTaBAseTcs C CMMBOJIOM HOBOW CTPOKW, HE3aBUCUMO OT YCTaHOBOK
3TOM ONUMN.

e Onums 'e', COOTBETCTBYOWAA PCRE_DOLLAR ENDONLY

C 3TOI HaCTPOMKOW CUMBOA AoANapa B LWAbIOHe CONOCTaBAAETCA TO/IbKO B KOHLE CTPOKM TEMb.
Be3 aTol onuum gonap TakxKe CONOCTaBAAETCSA B MOJOXEHUN HEMOCPEACTBEHHO NEPES
CMMBOJIOM NepeBOZa CTPOKM B KOHLLE CTPOKM (HO He nepes, toObIMU ApYTrMMY CUMBOIAMM
HOBOW cTpokw). Onuua PCRE_ DOLLAR ENDONLY UrHOpPMPYETCS, eC/In yCTaHOBJ/IEHa OnLma
PCRE MULTILINE.

K2. OcobeHHOCTU perynspHbix BbipakeHuit PCRE
PezynspHoe 8bipaxkeHue — 3TO WabaoH, CONOCTaBASIEMbII C TEKCTOM C/leBa HanpaBo. boNbLUMHCTBO

CMMBOJIOB B LWabiaoHe 0603HauatoT camu cebs u NPUMEHAROTCA K COOTBETCTBYHOLLM CMMBO/1IaM B
Tekcre.
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[NaBHOE NPenMyLLECTBO PEryaspHbIX BbIPaXKeHWN 3aK/104aeTcs B BO3MOXHOCTM BKAKOYaTb B
WabsoH BapuaHTbl U NoBTOpeHus. OHM KOAMPYHOTCA C MOMOLLbHO METaCMMBOJIOB, KOTOPbIE He
03HayvaroT camu cebs, a Ha06oPOT, MHTEPMNPETUPYHOTCA OCOOBIM CMOCOHOM.

CyLuecTByeT ABa pa3iMyHbIX Habopa METaCMMBOJIOB: Te, KOTOPbIE UCMO/b3YHOTCA BHYTPU
KBajpaTHbIX CKOBOK, 1 Te, KOTOPbIe MCMOL3YHOTCA BHE KBajpaTHbIX cCkobok. PaccMoTpum nx 6osee
AeTanbHO. BHe kBagpaTHbIX CKOBOK MCMO/b3YHOTCA CesytoLLne MeTacCMMBObI:

CumBon 3HaueHue

\ 06bIUHBIV YNPaBAAOLWNIA CUMBOA (escape), AOMYCKatoLMN HECKObKO BapnaHTOB
npUMeHeHNs

A 06DBABNAET Havano CTPOKM (UK TEeKCTa B MHOTOCTPOYHOM pPexnme)

$ 06DBABNAET KOHEL, CTPOKM (MK TEeKCTa B MHOTOCTPOYHOM pexunme)

COOTBETCTBYET NHOBOMY CMMBOJY, KPOME CMMBOJIa NMepeHoca CTPOKM (Mo YMOAYaHWIO)
[ Haua/Jo onucaHus Knacca CMBOJIOB
] KOHeL, Onu1caHmns kiacca CUMBOJIOB

| Hayaso anbTepHaTUBHOW BETBY

( Hayaso noawabnoHa
) KoHeL, noAwabaoHa
? pacwmpseT 3HaueHue (

Taoke kBaHTUdmkaTop 0 nan 1
TakoKe KBaHTUPUKATOP-MUHUMMU3ATOP
* 0 nnn 6onee
+ 1 nnan 6onee
TakoKe "npuTaXKaTenbHbli KBaHTUGMKaTop"

{ Hayano MUHMMaNbHOro/ MakCMManbHOro KBaHTVIq)VIKaTOpa

Ta yacTb WabaoHa, KoTopas HaxoAMTCA B KBajpaTHbIX CKobkax, Ha3biBaeTca "kiaccom cumBoaoB”. B
Kaacce CMMBOJIOB MeTacMMBOJIaMU ABAAOTCA:

CumBon 3HaueHue

\ 06bIYHBIN YNpaBAsAIOLWNA CMMBOA (escape)
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3HaueHue

OTPULAET KNacc, HO TOJIbKO eC/Iv B Havasle Knacca

onpezensiet AvanasoH CUMBOJIOB

knacc cumeonos POSIX (Tonbko ecan 3a HUM cnegyeT cnHTakemc POSIX)

3aKpblBaeT KnacC CMMBOJIOB
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Mpunoxxenune J1. ®Dopmar ¢painnos XXypHana

®annbl xypHana Cepsepa Dr.Web (cm. PykoBoacTBO agMmuHUcTpaTopa, n. XXypHaa paboTsl
Cepsepa Dr.Web) n AreHTa BeayTcs B TeKCTOBOM PopMmarTe, rae Kaxkaas Ctpoka npeacraBaset
coboli oTAeNbHOE CoobLIeHNe.

dopmarT CTPOKM COOBLLEHUS CNeayHOLLNIA:

<200><Mecsay><4Yucao> . <4ac><MUHyma><cekyHoa> . <comesle_cekyHObl> <mun_coobuwjeHus >
[ <id_npoyecca>] <UMS_Nomoka> [<UCMoYHUK_coobujeHus>] <coobweHue>

rae:

e <200><MecAy><YUCa0> . <4ac><MUHyma><cekyHoa> . <comsle_ceKyHObl> — TOYHas AaTa
3anuncn coobLueHns B Gainn XxypHana.

e <mun_coobujeHus> — ypOBEHb BeeHWs XypHana:

o ftl (fatal error — daTtanbHas owmbka) — cOOBLLEHNA O KPUTUYECKUX OLInbKax
bYHKUNOHMpPOBaHUS;

o err (error — owmnbka) — coobuueHns 06 owmnbkax GyHKLUOHUPOBaHNS;
o wrn (warning — npeaynpexzeHve) — npeaynpexzaeHvs o6 owwmnokax;
o ntc (notice — 3ameyaHne) — BaxkHble MHPOPMALMOHHbIE COObLLEHNS;
o inf (info — nHdopmauua) — MHPopmMaLMOHHbIE COOBLLEHUS;

o tr0..3 (trace0..3 — TpaccmpoBKa) — TPaCcCMpPOBKa NPOUCXOAALLMX AEUCTBUM C Pa3HOWN
cTeneHbto aeTtanmsauum (TpaccupoBka3 — MakCMMabHbIA YPOBEHb AeTann3aLumm);

o db0..3 (debug0..3 — oTnagka) — oTraf04UHbIe COOBLLEHMSA C Pa3HOW CTEMEHbIO AeTanan3almm
(OTnapgka3 — MaKcMMasbHbIV YPOBEHDb AeTann3alumn).

@ CoobLeHuna ¢ ypoBHEM BegeHUs xypHana tr0..3 (tpaccuposka) 1 db0..3 (otnagka)
: BeAyTCA TONbKO Ans paspabotumkos MO Dr. Web Enterprise Security Suite.

[ <id_npoyecca>] — yHVKaNbHbIN YNCNOBOM MAEHTUDMKATOP NPOLLecca, B paMmKax KOTOPOro
BbIMOJIHANCS MOTOK, 3anucaBLumin coobuueHve B daiin xypHana. MNog Hekotopbimu OC
[ <id_npoyecca>] MOXeT bbITb NpeACTaBAeH B BUae [ <id_npoyecca> <id_nomoka>].

<UMS_NomMoka> — CUMBOJIbHOE 0603HauYeHne NOTOKa, B paMKax KOTOPOro Npou3BOAMAach
3anuncb coobuieHnsa B darin xypHana.

e [ <UCMOYHUK_CO0bWeHUs>] — 0b0o3HauYeHMe CUCTEMbI, ABAAIOLLENCS NHMLMATOPOM 3anmcu
coobLeHuns B dainn xypHana. VICTOUHWK NpUCYTCTBYET He BCErAa.

<coobujeHue> — TeKCTOBOE OMNWcaHWe JeNCTBMIN B COOTBETCTBMMN C YPOBHEM XXypHana. MoxeTt
BK/ItOUaTb B Ceba kak popMasbHOe onuncaHne coobLLeHs, Tak U 3HaUYEHNA HEKOTOPbIX BaXHbIX
A1 KOHKPETHOTO Cyyas nepeMeHHbIX.
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Hanpumep:

1.

20081023.171700.74 inf [001316] mth:12 [Sch] Job "Purge unsent IS
events" said OK

rae:
e 20081023 — <200><Mecsy><4uc/o>,

e 171700 — <4ac><MuHyma><cekyHoa >,

e 74 — <comele_ceKyHObl>,

e inf — <mun_coobweHus> — MHPOpPMaLMOHHOE coOobLLeHME,
e [001316] — [<id_npoyecca>],

e mth:12 — <UMA_homoka>,

e [Sch] — [<UcMoYHUK_coobujeHus >] — NNaHNPOBLLNK,

e Job "Purge unsent IS events" said OK— <coobujeHue> O KOPPEKTHOM
BbIMOJIHEHNW 3a4aHNA Ouuctka HeoTnpaB/ieHHbIX CO6bITUN.

.20081028.135755.61 inf [001556] srv:0 tcp/10.3.0.55:3575/025D4F80:2:

new connection at tcp/10.3.0.75:2193

rae:

e 20081028 — <200><Mecsy><4uc/o>,

e 135755 — <4ac><MuHyma><cekyHoa >,

e 61 — <comele_ceKyHObl>,

e inf — <mun_coobweHus > — MHPOpPMaLMOHHOE coOobLLeHME,
e [001556] — [<id_npoyecca>],

e srv:0 — <UMA_homoka>,

e tcp/10.3.0.55:3575/025D4F80:2: new connection at tcp/10.3.0.75:2193
— <coobujeHue> 06 yCTaHOBNEHNM HOBOTO COEAMHEHMNS Yepes yKa3aHHbI COKET.
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Mpuno>xenne M. Unterpauusa Web APl n Dr.Web Enterprise
Security Suite

@ OnucaHne Web API npusoantcs B pykosoactee Web APl gna Dr.Web Enterprise
Security Suite.

MpumeHeHune

Mpw nHterpaunv Web API n Dr.Web Enterprise Security Suite npegocraBaatotca GyHKLMN Ana
onepauui C y4eTHbIMM 3anUcAMn 1 aBTOMaTU3aLLMM NpoLuecca agMUHUCTPUPOBaHKA NoJib3oBaTeNen
cepBuca. Bol MOXeTe ncnoab3oBaTh ero, HanpuUMep, NPy Co34aHnn ANHAMUYECKMX CTPaHWL, ANA
NOJlyYeHns OT NOAb30BaTeNs 3anpoca v BblAaun eMy YCTaHOBOYHOTO danina.

AyteHTuUdUKauus

[Ansa B3anmogenicteums ¢ Cepepom Dr.Web ncnonb3yetca npotokon HTTP(S). Web API npuHumaet
REST 3anpocel 1 Bo3Bpalaer XML. na goctyna k Web APl ncnonbsyetca Basic HTTP-
ayTeHTMMKauwma (cornacHo ctaHaapTy REC 2617). Mpu HecobatogeHnn ctaHaapTa RFC 2617,
HTTP(S) cepBep He byzeT 3anpalunBaTh yUYeTHble AaHHble KANEHTa (perncTpaLMoHHOEe MMSA 1 Naposib
agmuHuctpatopa Dr.Web Enterprise Security Suite).
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CTOpOHHASA
6unbnuorexa

asio
boost
brotli
bsdiff
c-ares

cairo

CodeMirror
curl

ICU

fontconfig

freetype

GCC runtime
libraries
HTMLayout

jemalloc

jQuery

MpwunoxxeHune H. JinyeHsun

JinueHsna

https://www.boost.org/LICENSE_1_0.txt*
https://www.boost.org/LICENSE_1_0.txt*

MIT License**

Custom

https://c-ares.org/license.html*

Mozilla Public License**

GNU Lesser General Public License**

MIT License**

h : rl

h ://www.uni
cense*

Custom

GNU General Public License**
FreeType Project License (BSD like)

GNU General Public License** with

exception*

Custom

URL npoekTa

right.html*

right.html#Li
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B aaHHOM paszgene npuBefeH CMCOK CTOPOHHUX MPOTrPaMMHbIX 6MbanoTeK, KOTopble
ncnonb3ytotca MO Dr.Web Enterprise Security Suite, tHdopmaLma No nx AMLEeH3NPOBaHWIO U
aApeca NpoekToB pa3paboTku.

https://think-async.com/Asio/
https://www.boost.org/
https://github.com/google/brotli
http://www.daemonology.net/bsdiff/
https://c-ares.org/
https://www.cairographics.org/

https://codemirror.net/

rl

https://www.freedesktop.org/wiki/Soft
ware/fontconfig/

https://www.freetype.org/

https://gcc.gnu.org/

https://terrainformatica.com/a-
homepage-section/htmlayout/

https://github.com/jemalloc/jemalloc/blob/d = https://github.com/jemalloc/jemalloc

ev/COPYING*

MIT License**

GNU General Public License**

https://jquery.com/
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https://www.boost.org/LICENSE_1_0.txt
https://think-async.com/Asio/
https://www.boost.org/LICENSE_1_0.txt
https://www.boost.org/
https://github.com/google/brotli
http://www.daemonology.net/bsdiff/
https://c-ares.org/license.html
https://c-ares.org/
https://www.cairographics.org/
https://codemirror.net/
https://curl.se/docs/copyright.html
https://curl.se/libcurl/
https://www.unicode.org/copyright.html#License
https://www.unicode.org/copyright.html#License
https://icu.unicode.org/home
https://www.freedesktop.org/wiki/Software/fontconfig/
https://www.freedesktop.org/wiki/Software/fontconfig/
https://www.freetype.org/
https://gcc.gnu.org/
https://terrainformatica.com/a-homepage-section/htmlayout/
https://terrainformatica.com/a-homepage-section/htmlayout/
https://github.com/jemalloc/jemalloc/blob/dev/COPYING
https://github.com/jemalloc/jemalloc/blob/dev/COPYING
https://github.com/jemalloc/jemalloc
https://jquery.com/
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CTOpOHHASA
6unbnuorexa

JSON4Lua

Leaflet

libpng

libradius

libssh2

libxml2

Linenoise NG

lua

lua-xmlreader

lzma

ncurses

Net-snmp

nghttp2

Noto Sans CJK

OpenlLDAP

OpenSSL

JInueHsna

MIT License**
BSD License

h ://qith
aster/LICENSE*

http://libpng.org/pub/png/src/libpng-

LICENSE.txt*

m/Leaflet/L

Juniper Networks, Inc.*

3-Clause BSD License

https://github.com/libssh2/libssh2/blob/m
aster/COPYING*

MIT License**

BSD license*

MIT License**

MIT License**

Public Domain

MIT License**

http://www.net-
snmp.org/about/license.html*

MIT License**

https://scripts.sil.org/cms/scripts/render_d

ownload.php?

format=file&media_id=OFL_plaintext&filen

ame=0FL.txt*

https://www.openldap.org/software/releas

e/license.html*

https://www.openssl.org/source/license.ht

ml*

fl
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URL npoekTa

https://github.com/craigmj/json4lua
https://leafletjs.com

http://libpng.org/pub/png/libpng.ht

ml

https://www.freebsd.org
https://www.libssh2.org/

http://www.xmlsoft.org/
https://github.com/arangodb/linenois

e-n
https://www.lua.org/

https://asbradbury.org/projects/lua-
xmlreader/

h ://WWw.7-zip.or k.html

https://invisible-
island.net/ncurses/announce.html
http://www.net-snmp.org/

https://nghttp2.org/
https://fonts.google.com/noto/use

https://www.openldap.org

https://www.openssl.org/
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https://github.com/craigmj/json4lua
https://github.com/Leaflet/Leaflet/blob/master/LICENSE
https://github.com/Leaflet/Leaflet/blob/master/LICENSE
https://leafletjs.com
http://libpng.org/pub/png/src/libpng-LICENSE.txt
http://libpng.org/pub/png/src/libpng-LICENSE.txt
http://libpng.org/pub/png/libpng.html
http://libpng.org/pub/png/libpng.html
https://www.freebsd.org
https://github.com/libssh2/libssh2/blob/master/COPYING
https://github.com/libssh2/libssh2/blob/master/COPYING
https://www.libssh2.org/
http://www.xmlsoft.org/
https://github.com/arangodb/linenoise-ng
https://github.com/arangodb/linenoise-ng
https://www.lua.org/
https://asbradbury.org/projects/lua-xmlreader/
https://asbradbury.org/projects/lua-xmlreader/
https://www.7-zip.org/sdk.html
https://invisible-island.net/ncurses/announce.html
https://invisible-island.net/ncurses/announce.html
http://www.net-snmp.org/about/license.html
http://www.net-snmp.org/about/license.html
http://www.net-snmp.org/
https://nghttp2.org/
https://scripts.sil.org/cms/scripts/render_download.php?format=file&media_id=OFL_plaintext&filename=OFL.txt
https://scripts.sil.org/cms/scripts/render_download.php?format=file&media_id=OFL_plaintext&filename=OFL.txt
https://scripts.sil.org/cms/scripts/render_download.php?format=file&media_id=OFL_plaintext&filename=OFL.txt
https://scripts.sil.org/cms/scripts/render_download.php?format=file&media_id=OFL_plaintext&filename=OFL.txt
https://fonts.google.com/noto/use
https://www.openldap.org/software/release/license.html
https://www.openldap.org/software/release/license.html
https://www.openldap.org
https://www.openssl.org/source/license.html
https://www.openssl.org/source/license.html
https://www.openssl.org/
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CTOpOHHASA
6unbnuorexa

Oracle Instant
Client

ParaType Free
Font

pcre
pixman

Prototype
JavaScript

framework

script.aculo.us
scriptaculous.js

slt

SQlLite

witl

zlib

JlnyeHsus

Common Pubilic License

GNU General Public

License

GNU Lesser General

Public License

Microsoft Public License

MIT License

JInueHsna
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URL npoekTa

https://www.oracle.com/downloads/license = https://www.oracle.com/index.html

s/instant-client-lic.html*

h ://www.par r li
ense_eng.asp*

http://www.pcre.org/licence.txt*

MIT License**

MIT License**

h ://www.par r

http://www.pcre.org/
http://pixman.org/

http://prototypejs.org/assets/2009/8/
31/prototype.js

https://madrobby.github.io/scriptaculous/li  http://script.aculo.us/

cense/*

MIT License**

Public Domain
https://www.sqglite.org/copyright.html
Common Public License**

Microsoft Public License**

h //www.zlib.net/zlib_license.html|*

* — TeKCTbl IMLLEH3NIA NPUBEAEHDI Aaee.

Appec

p/ff649456(v=pandp.10)

https://code.google.com/archive/p/slt
https://www.sqglite.org/index.html

https://sourceforge.net/projects/wtl/

https://www.zlib.net/

** — TeKCTbl 6a30BbIX NLLEH3U MOXKHO HaWTU MO CNeAYHOLWMM aspecam:

https://opensource.org/licenses/cpl1.0.php

https://www.gnu.org/licenses/gpl-3.0.html

https://www.gnu.org/licenses/Igpl-3.0.html

https://docs.microsoft.com/en-us/previous-versions/msp-n-

https://opensource.org/licenses/mit-license.php
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https://www.oracle.com/downloads/licenses/instant-client-lic.html
https://www.oracle.com/downloads/licenses/instant-client-lic.html
https://www.oracle.com/index.html
https://www.paratype.ru/public/pt_openlicense_eng.asp
https://www.paratype.ru/public/pt_openlicense_eng.asp
https://www.paratype.ru
http://www.pcre.org/licence.txt
http://www.pcre.org/
http://pixman.org/
http://prototypejs.org/assets/2009/8/31/prototype.js
http://prototypejs.org/assets/2009/8/31/prototype.js
https://madrobby.github.io/scriptaculous/license/
https://madrobby.github.io/scriptaculous/license/
http://script.aculo.us/
https://code.google.com/archive/p/slt
https://www.sqlite.org/copyright.html
https://www.sqlite.org/index.html
https://sourceforge.net/projects/wtl/
https://www.zlib.net/zlib_license.html
https://www.zlib.net/
https://opensource.org/licenses/cpl1.0.php
https://www.gnu.org/licenses/gpl-3.0.html
https://www.gnu.org/licenses/lgpl-3.0.html
https://docs.microsoft.com/en-us/previous-versions/msp-n-p/ff649456(v=pandp.10)
https://docs.microsoft.com/en-us/previous-versions/msp-n-p/ff649456(v=pandp.10)
https://opensource.org/licenses/mit-license.php
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JinueHsna Appec

Mozilla Public License https://www.mozilla.org/en-US/MPL/2.0/
3-Clause BSD License https://opensource.org/licenses/BSD-3-Clause

H1. Boost

Boost Software License - Version 1.0 - August 17th, 2003

Permission is hereby granted, free of charge, to any person or organization obtaining a copy of
the software and accompanying documentation covered by this license (the "Software") to use,
reproduce, display, distribute, execute, and transmit the Software, and to prepare derivative
works of the Software, and to permit third-parties to whom the Software is furnished to do so,
all subject to the following:

The copyright notices in the Software and this entire statement, including the above license
grant, this restriction and the following disclaimer, must be included in all copies of the
Software, in whole or in part, and all derivative works of the Software, unless such copies or
derivative works are solely in the form of machine-executable object code generated by a source
language processor.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE
AND NON-INFRINGEMENT. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR ANYONE DISTRIBUTING THE
SOFTWARE BE LIABLE FOR ANY DAMAGES OR OTHER LIABILITY, WHETHER IN CONTRACT, TORT OR OTHERWISE,
ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

H2. C-ares

Copyright (c) 2007 - 2018, Daniel Stenberg with many contributors, see AUTHORS file.
Copyright 1998 by the Massachusetts Institute of Technology.

Permission to use, copy, modify, and distribute this software and its documentation for any
purpose and without fee is hereby granted, provided that the above copyright notice appear in
all copies and that both that copyright notice and this permission notice appear in supporting
documentation, and that the name of M.I.T. not be used in advertising or publicity pertaining to
distribution of the software without specific, written prior permission. M.I.T. makes no
representations about the suitability of this software for any purpose. It is provided "as is"
without express or implied warranty.

H3. Curl

Copyright (c) 1996 - 2013, Daniel Stenberg, <daniel@haxx.se>.
All rights reserved.

Permission to use, copy, modify, and distribute this software for any purpose with or without
fee is hereby granted, provided that the above copyright notice and this permission notice
appear in all copies.
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THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT OF THIRD PARTY RIGHTS. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR
OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS
IN THE SOFTWARE.

Except as contained in this notice, the name of a copyright holder shall not be used in
advertising or otherwise to promote the sale, use or other dealings in this Software without
prior written authorization of the copyright holder.

H4. ICU

Copyright © 1991-2018 Unicode, Inc. All rights reserved.
Distributed under the Terms of Use in http://www.unicode.org/copyright.html.

Permission is hereby granted, free of charge, to any person obtaining a copy of the Unicode data
files and any associated documentation (the "Data Files") or Unicode software and any associated
documentation (the "Software") to deal in the Data Files or Software without restriction,
including without limitation the rights to use, copy, modify, merge, publish, distribute, and/or
sell copies of the Data Files or Software, and to permit persons to whom the Data Files or
Software are furnished to do so, provided that either (a) this copyright and permission notice
appear with all copies of the Data Files or Software, or (b) this copyright and permission
notice appear in associated Documentation.

THE DATA FILES AND SOFTWARE ARE PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT OF THIRD PARTY RIGHTS. IN NO EVENT SHALL THE COPYRIGHT
HOLDER OR HOLDERS INCLUDED IN THIS NOTICE BE LIABLE FOR ANY CLAIM, OR ANY SPECIAL INDIRECT OR
CONSEQUENTIAL DAMAGES, OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN
CONNECTION WITH THE USE OR PERFORMANCE OF THE DATA FILES OR SOFTWARE.

Except as contained in this notice, the name of a copyright holder shall not be used in
advertising or otherwise to promote the sale, use or other dealings in these Data Files or
Software without prior written authorization of the copyright holder.

H5. GCC runtime libraries—exception

GCC is Copyright (C) 1986, 1987, 1988, 1989, 1990, 1991, 1992, 1993, 1994, 1995, 1996, 1997,
1998, 1999, 2000, 2001, 2002, 2003, 2004, 2005, 2006, 2007, 2008 Free Software Foundation, Inc.

GCC is free software; you can redistribute it and/or modify it under the terms of the GNU
General Public License as published by the Free Software Foundation; either version 3, or (at
your option) any later version.

GCC 1is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even
the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU
General Public License for more details.

Files that have exception clauses are licensed under the terms of the GNU General Public
License; either version 3, or (at your option) any later version.

The following runtime libraries are licensed under the terms of the GNU General Public License
(v3 or later) with version 3.1 of the GCC Runtime Library Exception (included in this file):
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- libgcc (libgcc/, gcc/libgec2.[ch], gcc/unwind*, gcc/gthr*, gcc/coretypes.h, gcc/crtstuff.c,
gcc/defaults.h, gcc/dwarf2.h, gcc/emults.c, gcc/gbl-ctors.h, gcc/gcov-io.h, gcc/libgcov.c,
gcc/tsystem.h, gcc/typeclass.h).

- libdecnumber

- libgomp

- libssp

- libstdc++-v3

- libobjc

- libmudflap

- libgfortran

- The libgnat-4.4 Ada support library and libgnatvsn library.

- Various config files in gcc/config/ used in runtime libraries.
GCC RUNTIME LIBRARY EXCEPTION
Version 3.1, 31 March 2009
Copyright (C) 2009 Free Software Foundation, Inc. <http://fsf.org/>

Everyone is permitted to copy and distribute verbatim copies of this license document, but
changing it is not allowed.

This GCC Runtime Library Exception ("Exception") is an additional permission under section 7 of
the GNU General Public License, version 3 ("GPLv3"). It applies to a given file (the "Runtime
Library") that bears a notice placed by the copyright holder of the file stating that the file
is governed by GPLv3 along with this Exception.

When you use GCC to compile a program, GCC may combine portions of certain GCC header files and
runtime libraries with the compiled program. The purpose of this Exception is to allow
compilation of non-GPL (including proprietary) programs to use, in this way, the header files
and runtime libraries covered by this Exception.

0. Definitions.

A file is an "Independent Module" if it either requires the Runtime Library for execution after
a Compilation Process, or makes use of an interface provided by the Runtime Library, but is not
otherwise based on the Runtime Library.

"GCC" means a version of the GNU Compiler Collection, with or without modifications, governed by
version 3 (or a specified later version) of the GNU General Public License (GPL) with the option
of using any subsequent versions published by the FSF.

"GPL-compatible Software" is software whose conditions of propagation, modification and use
would permit combination with GCC in accord with the license of GCC.

"Target Code" refers to output from any compiler for a real or virtual target processor
architecture, in executable form or suitable for input to an assembler, loader, linker and/or
execution phase. Notwithstanding that, Target Code does not include data in any format that is
used as a compiler intermediate representation, or used for producing a compiler intermediate
representation.

The "Compilation Process" transforms code entirely represented in non-intermediate languages
designed for human-written code, and/or in Java Virtual Machine byte code, into Target Code.
Thus, for example, use of source code generators and preprocessors need not be considered part
of the Compilation Process, since the Compilation Process can be understood as starting with the
output of the generators or preprocessors.
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A Compilation Process is "Eligible" if it is done using GCC, alone or with other GPL-compatible
software, or if it is done without using any work based on GCC. For example, using non-GPL-
compatible Software to optimize any GCC intermediate representations would not qualify as an
Eligible Compilation Process.

1. Grant of Additional Permission.

You have permission to propagate a work of Target Code formed by combining the Runtime Library
with Independent Modules, even if such propagation would otherwise violate the terms of GPLv3,
provided that all Target Code was generated by Eligible Compilation Processes. You may then
convey such a combination under terms of your choice, consistent with the licensing of the
Independent Modules.

2. No Weakening of GCC Copyleft.

The availability of this Exception does not imply any general presumption that third-party
software is unaffected by the copyleft requirements of the license of GCC.

H6. Jemalloc

Unless otherwise specified, files in the jemalloc source distribution are subject to the
following license:

Copyright (C) 2002-2018 Jason Evans <jasone@canonware.com>.

All rights reserved.

Copyright (C) 2007-2012 Mozilla Foundation. All rights reserved.
Copyright (C) 2009-2018 Facebook, Inc. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice(s), this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice(s), this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER(S) °~'AS IS'' AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER(S) BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

H7. Leaflet

Copyright (c) 2010-2018, Vladimir Agafonkin
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Copyright (c) 2010-2011, CloudMade
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

H8. Libpng

If you modify libpng you may insert additional notices immediately following this sentence.

This code is released under the libpng license.

libpng versions 1.0.7, July 1, 2000 through 1.6.32, August 24, 2017 are Copyright (c) 2000-2002,
2004, 2006-2017 Glenn Randers-Pehrson, are derived from libpng-1.0.6, and are distributed
according to the same disclaimer and license as libpng-1.0.6 with the following individuals
added to the list of Contributing Authors:

Simon-Pierre Cadieux
Eric S. Raymond
Mans Rullgard
Cosmin Truta
Gilles Vollant
James Yu
Mandar Sahastrabuddhe
Google Inc.
Vadim Barkov
and with the following additions to the disclaimer:

There is no warranty against interference with your enjoyment of the library or against
infringement. There is no warranty that our efforts or the library will fulfill any of your
particular purposes or needs. This library is provided with all faults, and the entire risk of
satisfactory quality, performance, accuracy, and effort is with the user.

Some files in the "contrib" directory and some configure-generated files that are distributed
with libpng have other copyright owners and are released under other open source licenses.
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libpng versions 0.97, January 1998, through 1.0.6, March 20, 2000, are Copyright (c) 1998-2000
Glenn Randers-Pehrson, are derived from libpng-0.96, and are distributed according to the same
disclaimer and license as libpng-0.96, with the following individuals added to the list of
Contributing Authors:

Tom Lane
Glenn Randers-Pehrson
Willem van Schaik

libpng versions 0.89, June 1996, through 0.96, May 1997, are Copyright (c) 1996-1997 Andreas
Dilger, are derived from libpng-0.88, and are distributed according to the same disclaimer and
license as libpng-0.88, with the following individuals added to the list of Contributing
Authors:

John Bowler
Kevin Bracey
Sam Bushell
Magnus Holmgren
Greg Roelofs
Tom Tanner

Some files in the "scripts" directory have other copyright owners but are released under this
license.

libpng versions 0.5, May 1995, through 0.88, January 1996, are Copyright (c) 1995-1996 Guy Eric
Schalnat, Group 42, Inc.

For the purposes of this copyright and license, "Contributing Authors" is defined as the
following set of individuals:

Andreas Dilger
Dave Martindale
Guy Eric Schalnat
Paul Schmidt

Tim Wegner

The PNG Reference Library is supplied "AS IS". The Contributing Authors and Group 42, Inc.
disclaim all warranties, expressed or implied, including, without limitation, the warranties of
merchantability and of fitness for any purpose. The Contributing Authors and Group 42, Inc.

assume no liability for direct, indirect, incidental, special, exemplary, or consequential
damages, which may result from the use of the PNG Reference Library, even if advised of the
possibility of such damage.

Permission is hereby granted to use, copy, modify, and distribute this source code, or portions
hereof, for any purpose, without fee, subject to the following restrictions:

1. The origin of this source code must not be misrepresented.

2. Altered versions must be plainly marked as such and must not be misrepresented as being the
original source.

3. This Copyright notice may not be removed or altered from any source or altered source
distribution.
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The Contributing Authors and Group 42, Inc. specifically permit, without fee, and encourage the
use of this source code as a component to supporting the PNG file format in commercial products.

If you use this source code in a product, acknowledgment is not required but would be
appreciated.

Glenn Randers-Pehrson
glennrp at users.sourceforge.net

April 1, 2017

H9. Libradius

Copyright 1998 Juniper Networks, Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS " 'AS IS'' AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

$FreeBSD: src/lib/libradius/radlib private.h,v 1.6.30.3 2012/04/21 18:30:48 melifaro Exp $

H10. Libssh?2

Copyright (c) 2004-2007 Sara Golemon <sarag@libssh2.org>

Copyright (c) 2005,2006 Mikhail Gusarov <dottedmag@dottedmag.net>

Copyright (c) 2006-2007 The Written Word, Inc.

Copyright (c) 2007 Eli Fant <elifantu@mail.ru>

Copyright (c) 2009-2014 Daniel Stenberg

Copyright (C) 2008, 2009 Simon Josefsson

All rights reserved.
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Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

Neither the name of the copyright holder nor the names of any other contributors may be used to
endorse or promote products derived from this software without specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

H11. Linenoise NG

linenoise

Copyright (c) 2010, Salvatore Sanfilippo <antirez at gmail dot com>
Copyright (c) 2010, Pieter Noordhuis <pcnoordhuis at gmail dot com>
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

* Neither the name of Redis nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

wcwidth

Markus Kuhn -- 2007-05-26 (Unicode 5.0)
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Permission to use, copy, modify, and distribute this software for any purpose and without fee is
hereby granted. The author disclaims all warranties with regard to this software.

ConvertUTF

Copyright 2001-2004 Unicode, Inc.
Disclaimer

This source code is provided as is by Unicode, Inc. No claims are made as to fitness for any
particular purpose. No warranties of any kind are expressed or implied. The recipient agrees to
determine applicability of information provided. If this file has been purchased on magnetic or
optical media from Unicode, Inc., the sole remedy for any claim will be exchange of defective
media within 90 days of receipt.

Limitations on Rights to Redistribute This Code

Unicode, Inc. hereby grants the right to freely use the information supplied in this file in
the creation of products supporting the Unicode Standard, and to make copies of this file in any
form for internal or external distribution as long as this notice remains attached.

H12. Net-snmp

Various copyrights apply to this package, listed in various separate parts below. Please make
sure that you read all the parts.

--—-- Part 1: CMU/UCD copyright notice: (BSD like) —-----

Copyright 1989, 1991, 1992 by Carnegie Mellon University

Derivative Work - 1996, 1998-2000

Copyright 1996, 1998-2000 The Regents of the University of California

All Rights Reserved

Permission to use, copy, modify and distribute this software and its documentation for any
purpose and without fee is hereby granted, provided that the above copyright notice appears in
all copies and that both that copyright notice and this permission notice appear in supporting
documentation, and that the name of CMU and The Regents of the University of California not be
used in advertising or publicity pertaining to distribution of the software without specific
written permission.

CMU AND THE REGENTS OF THE UNIVERSITY OF CALIFORNIA DISCLAIM ALL WARRANTIES WITH REGARD TO THIS
SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL CMU
OR THE REGENTS OF THE UNIVERSITY OF CALIFORNIA BE LIABLE FOR ANY SPECIAL, INDIRECT OR
CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM THE LOSS OF USE, DATA OR PROFITS,
WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN
CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

---- Part 2: Networks Associates Technology, Inc copyright notice (BSD) -----
Copyright (c) 2001-2003, Networks Associates Technology, Inc
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:
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* Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

* Neither the name of the Networks Associates Technology, Inc nor the names of its contributors
may be used to endorse or promote products derived from this software without specific prior
written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ''AS IS'' AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

---- Part 3: Cambridge Broadband Ltd. copyright notice (BSD) -----
Portions of this code are copyright (c) 2001-2003, Cambridge Broadband Ltd.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

* The name of Cambridge Broadband Ltd. may not be used to endorse or promote products derived
from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER ''AS IS'' AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

---- Part 4: Sun Microsystems, Inc. copyright notice (BSD) -----
Copyright © 2003 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara,
California 95054, U.S.A. All rights reserved.

Use is subject to license terms below.

This distribution may include materials developed by third parties.

Sun, Sun Microsystems, the Sun logo and Solaris are trademarks or registered trademarks of Sun
Microsystems, Inc. in the U.S. and other countries.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:
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* Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

* Neither the name of the Sun Microsystems, Inc. nor the names of its contributors may be used
to endorse or promote products derived from this software without specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ''AS IS'' AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

---- Part 5: Sparta, Inc copyright notice (BSD) -----
Copyright (c) 2003-2009, Sparta, Inc
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

* Neither the name of Sparta, Inc nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ''AS IS'' AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

---- Part 6: Cisco/BUPTINIC copyright notice (BSD) -----
Copyright (c) 2004, Cisco, Inc and Information Network
Center of Beijing University of Posts and Telecommunications.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.
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* Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

* Neither the name of Cisco, Inc, Beijing University of Posts and Telecommunications, nor the
names of their contributors may be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ''AS IS'' AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

---- Part 7: Fabasoft R&D Software GmbH & Co KG copyright notice (BSD) -----
Copyright (c) Fabasoft R&D Software GmbH & Co KG, 2003

oss@fabasoft.com

Author: Bernhard Penz

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

* The name of Fabasoft R&D Software GmbH & Co KG or any of its subsidiaries, brand or product
names may not be used to endorse or promote products derived from this software without specific
prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER ''AS IS'' AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

---- Part 8: Apple Inc. copyright notice (BSD) -----
Copyright (c) 2007 Apple Inc. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

3. Neither the name of Apple Inc. ("Apple") nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written
permission.
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THIS SOFTWARE IS PROVIDED BY APPLE AND ITS CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL APPLE OR ITS CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

---- Part 9: Sciencelogic, LLC copyright notice (BSD) -----
Copyright (c) 2009, Sciencelogic, LLC
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

* Neither the name of SciencelLogic, LLC nor the names of its contributors may be used to endorse
or promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ''AS IS'' AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

H13. Noto Sans CJK

Copyright (c) <dates>, <Copyright Holder> (<URL|email>), with Reserved Font Name <Reserved Font
Name>.

Copyright (c) <dates>, <additional Copyright Holder> (<URL|email>), with Reserved Font Name
<additional Reserved Font Name>.

Copyright (c) <dates>, <additional Copyright Holder> (<URL|email>).

This Font Software is licensed under the SIL Open Font License, Version 1.1.

This license is copied below, and is also available with a FAQ at:

http://scripts.sil.org/OFL

PREAMBLE
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The goals of the Open Font License (OFL) are to stimulate worldwide development of collaborative
font projects, to support the font creation efforts of academic and linguistic communities, and
to provide a free and open framework in which fonts may be shared and improved in partnership
with others.

The OFL allows the licensed fonts to be used, studied, modified and redistributed freely as long
as they are not sold by themselves. The fonts, including any derivative works, can be bundled,
embedded, redistributed and/or sold with any software provided that any reserved names are not
used by derivative works. The fonts and derivatives, however, cannot be released under any other
type of license. The requirement for fonts to remain under this license does not apply to any
document created using the fonts or their derivatives.

DEFINITIONS

"Font Software" refers to the set of files released by the Copyright Holder (s) under this
license and clearly marked as such. This may include source files, build scripts and
documentation.

"Reserved Font Name" refers to any names specified as such after the copyright statement (s).

"Original Version" refers to the collection of Font Software components as distributed by the
Copyright Holder(s).

"Modified Version" refers to any derivative made by adding to, deleting, or substituting -- in
part or in whole -- any of the components of the Original Version, by changing formats or by
porting the Font Software to a new environment.

"Author" refers to any designer, engineer, programmer, technical writer or other person who
contributed to the Font Software.

PERMISSION & CONDITIONS

Permission is hereby granted, free of charge, to any person obtaining a copy of the Font
Software, to use, study, copy, merge, embed, modify, redistribute, and sell modified and
unmodified copies of the Font Software, subject to the following conditions:

1) Neither the Font Software nor any of its individual components, in Original or Modified
Versions, may be sold by itself.

2) Original or Modified Versions of the Font Software may be bundled, redistributed and/or sold
with any software, provided that each copy contains the above copyright notice and this license.
These can be included either as stand-alone text files, human-readable headers or in the
appropriate machine-readable metadata fields within text or binary files as long as those fields
can be easily viewed by the user.

3) No Modified Version of the Font Software may use the Reserved Font Name (s) unless explicit
written permission is granted by the corresponding Copyright Holder. This restriction only
applies to the primary font name as presented to the users.

4) The name(s) of the Copyright Holder(s) or the Author(s) of the Font Software shall not be
used to promote, endorse or advertise any Modified Version, except to acknowledge the
contribution(s) of the Copyright Holder (s) and the Author(s) or with their explicit written
permission.

5) The Font Software, modified or unmodified, in part or in whole, must be distributed entirely
under this license, and must not be distributed under any other license. The requirement for
fonts to remain under this license does not apply to any document created using the Font
Software.

TERMINATION
This license becomes null and void if any of the above conditions are not met.

DISCLAIMER
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THE FONT SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO ANY WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
AND NONINFRINGEMENT OF COPYRIGHT, PATENT, TRADEMARK, OR OTHER RIGHT. IN NO EVENT SHALL THE
COPYRIGHT HOLDER BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, INCLUDING ANY GENERAL,
SPECIAL, INDIRECT, INCIDENTAL, OR CONSEQUENTIAL DAMAGES, WHETHER IN AN ACTION OF CONTRACT, TORT
OR OTHERWISE, ARISING FROM, OUT OF THE USE OR INABILITY TO USE THE FONT SOFTWARE OR FROM OTHER
DEALINGS IN THE FONT SOFTWARE.

H14. OpenLDAP

The OpenLDAP Public License

Version 2.8, 17 August 2003

Redistribution and use of this software and associated documentation ("Software"), with or
without modification, are permitted provided that the following conditions are met:

1. Redistributions in source form must retain copyright statements and notices,

2. Redistributions in binary form must reproduce applicable copyright statements and notices,
this list of conditions, and the following disclaimer in the documentation and/or other
materials provided with the distribution, and

3. Redistributions must contain a verbatim copy of this document.

The OpenLDAP Foundation may revise this license from time to time. Each revision is
distinguished by a version number. You may use this Software under terms of this license
revision or under the terms of any subsequent revision of the license.

THIS SOFTWARE IS PROVIDED BY THE OPENLDAP FOUNDATION AND ITS CONTRIBUTORS " 'AS IS'' AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
OPENLDAP FOUNDATION, ITS CONTRIBUTORS, OR THE AUTHOR(S) OR OWNER(S) OF THE SOFTWARE BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The names of the authors and copyright holders must not be used in advertising or otherwise to
promote the sale, use or other dealing in this Software without specific, written prior
permission. Title to copyright in this Software shall at all times remain with copyright
holders.

OpenlDAP is a registered trademark of the OpenLDAP Foundation.

Copyright 1999-2003 The OpenLDAP Foundation, Redwood City, California, USA. All Rights
Reserved. Permission to copy and distribute verbatim copies of this document is granted.

H15. OpenSSL

Copyright (c) 1998-2018 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.
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2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

3. All advertising materials mentioning features or use of this software must display the
following acknowledgment:

"This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit.
(http://www.openssl.org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to endorse or promote
products derived from this software without prior written permission. For written permission,
please contact openssl-core@openssl.org.

5. Products derived from this software may not be called "OpenSSL" nor may "OpenSSL" appear in
their names without prior written permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment:

"This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit
(http://www.openssl.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT " 'AS IS'' AND ANY EXPRESSED OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. 1IN NO EVENT SHALL THE OpenSSL PROJECT OR ITS
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com). This
product includes software written by Tim Hudson (tjh@cryptsoft.com).

Original SSLeay License

Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)

All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).

The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following conditions
are aheared to. The following conditions apply to all code found in this distribution, be it
the RC4, RSA, lhash, DES, etc., code; not just the SSL code. The SSL documentation included
with this distribution is covered by the same copyright terms except that the holder is Tim
Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are not to be
removed.

If this package is used in a product, Eric Young should be given attribution as the author of
the parts of the library used.

This can be in the form of a textual message at program startup or in documentation (online or
textual) provided with the package.
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Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

3. All advertising materials mentioning features or use of this software must display the
following acknowledgement:

"This product includes cryptographic software written by Eric Young (eay@cryptsoft.com)"

The word 'cryptographic' can be left out if the rouines from the library being used are not
cryptographic related :-).

4. If you include any Windows specific code (or a derivative thereof) from the apps directory
(application code) you must include an acknowledgement:

"This product includes software written by Tim Hudson (tjh@cryptsoft.com)"

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG " "AS IS'' AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The licence and distribution terms for any publically available version or derivative of this
code cannot be changed. i.e. this code cannot simply be copied and put under another
distribution licence [including the GNU Public Licence.]

H16. Oracle Instant Client

Export Controls on the Programs

Selecting the "Accept License Agreement" button is a confirmation of your agreement that you
comply, now and during the trial term, with each of the following statements:

-You are not a citizen, national, or resident of, and are not under control of, the government
of Cuba, Iran, Sudan, Libya, North Korea, Syria, nor any country to which the United States has
prohibited export.

-You will not download or otherwise export or re-export the Programs, directly or indirectly, to
the above mentioned countries nor to citizens, nationals or residents of those countries.

-You are not listed on the United States Department of Treasury lists of Specially Designated
Nationals, Specially Designated Terrorists, and Specially Designated Narcotic Traffickers, nor
are you listed on the United States Department of Commerce Table of Denial Orders.

You will not download or otherwise export or re-export the Programs, directly or indirectly, to
persons on the above mentioned lists.

You will not use the Programs for, and will not allow the Programs to be used for, any purposes
prohibited by United States law, including, without limitation, for the development, design,
manufacture or production of nuclear, chemical or biological weapons of mass destruction.

EXPORT RESTRICTIONS
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You agree that U.S. export control laws and other applicable export and import laws govern your
use of the programs, including technical data; additional information can be found on Oracle®'s
Global Trade Compliance web site (http://www.oracle.com/products/export).

You agree that neither the programs nor any direct product thereof will be exported, directly,
or indirectly, in violation of these laws, or will be used for any purpose prohibited by these
laws including, without limitation, nuclear, chemical, or biological weapons proliferation.

Oracle Employees: Under no circumstances are Oracle Employees authorized to download software
for the purpose of distributing it to customers. Oracle products are available to employees for
internal use or demonstration purposes only. In keeping with Oracle's trade compliance
obligations under U.S. and applicable multilateral law, failure to comply with this policy could
result in disciplinary action up to and including termination.

Note: You are bound by the Oracle Technology Network ("OTN") License Agreement terms. The OTN
License Agreement terms also apply to all updates you receive under your Technology Track
subscription.

The OTN License Agreement terms below supercede any shrinkwrap license on the OTN Technology
Track software CDs and previous OTN License terms (including the Oracle Program License as
modified by the OTN Program Use Certificate).

Oracle Technology Network Development and Distribution License Agreement for Instant Client

"We," "us," and "our" refers to Oracle America, Inc. "You" and "your" refers to the individual
or entity that wishes to use the Programs from Oracle under this Agreement. "Programs" refers to
the Software Products referenced below that you wish to download and use and Program
documentation. "License" refers to your right to use the Programs and Program documentation
under the terms of this Agreement. The substantive and procedural laws of California govern this
Agreement. You and Oracle agree to submit to the exclusive jurisdiction of, and venue in, the
courts of San Francisco, San Mateo, or Santa Clara counties in California in any dispute arising
out of or relating to this Agreement.

We are willing to license the Programs to you only upon the condition that you accept all of the
terms contained in this Agreement. Read the terms carefully and select the "Accept" button at
the bottom of the page to confirm your acceptance. If you are not willing to be bound by these
terms, select the "Do Not Accept" button and the registration process will not continue.

Software Product
- Instant Client
License Rights
License.

We grant you a non-exclusive right and license to use the Programs solely for your business
purposes and development and testing purposes, subject to the terms of this Agreement. You may
allow third parties to use the Programs, subject to the terms of this Agreement, provided such
third party use is for your business operations only.

Distribution License

We grant you a non-exclusive right and license to distribute the Programs, provided that you do
not charge your end users for use of the Programs. Your distribution of such Programs shall at a
minimum include the following terms in an executed license agreement between you and the end
user that: (1) restrict the use of the Programs to the business operations of the end user; (2)
prohibit (a) the end user from assigning, giving, or transferring the Programs or an interest in
them to another individual or entity (and if your end user grants a security interest in the
Programs, the secured party has no right to use or transfer the Programs); (b) make the Programs
available in any manner to any third party for use in the third party's business operations
(unless such access is expressly permitted for the specific program license or materials from
the services you have acquired); and (c) title to the Programs from passing to the end user or
any other party; (3) prohibit the reverse engineering (unless required by law for
interoperability), disassembly or decompilation of the Programs and prohibit duplication of the
Programs except for a sufficient number of copies of each Program for the end user's licensed
use and one copy of each Program media; (4) disclaim, to the extent permitted by applicable law,
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our liability for any damages, whether direct, indirect, incidental, or consequential, arising

from the use of the Programs; (5) require the end user at the termination of the Agreement, to
discontinue use and destroy or return to you all copies of the Programs and documentation; (6)
prohibit publication of any results of benchmark tests run on the Programs; (7) require the end

user to comply fully with all relevant export laws and regulations of the United States and
other applicable export and import laws to assure that neither the Programs, nor any direct
product thereof, are exported, directly or indirectly, in violation of applicable laws; (8) do
not require us to perform any obligations or incur any liability not previously agreed to
between you and us; (9) permit you to audit your end user's use of the Programs or to assign
your right to audit the end user's use of the Programs to us; (10) designate us as a third party
beneficiary of the end user license agreement; (11) include terms consistent with those
contained in the sections of this Agreement entitled "Disclaimer of Warranties and Exclusive
Remedies," "No Technical Support," "End of Agreement," "Relationship Between the Parties," and
"Open Source"; and (l11) exclude the application of the Uniform Computer Information Transactions
Act.

You may allow your end users to permit third parties to use the Programs on such end user's
behalf for the purposes set forth in the end user license agreement, subject to the terms of
such agreement. You shall be financially responsible for all claims and damages to us caused by
your failure to include the required contractual terms set forth above in each end user license
agreement between you and an end user. We are a third party beneficiary of any end user license
agreement between you and the end user, but do not assume any of your obligations thereunder,
and you agree that you will not enter into any end user license agreement that excludes us as a
third party beneficiary and will inform your end users of our rights.

If you want to use the Programs for any purpose other than as expressly permitted under this

Agreement you must contact us to obtain the appropriate license. We may audit your use of the
Programs. Program documentation is either shipped with the Programs, or documentation may be

accessed online at http://www.oracle.com/technetwork/indexes/documentation/index.html.

You agree to: (a) defend and indemnify us against all claims and damages caused by your
distribution of the Programs in breach of this Agreement and/or failure to include the required
contractual provisions in your end user agreement as stated above; (b) keep executed end user
agreements and records of end user information including name, address, date of distribution and
identity of Programs distributed; (c) allow us to inspect your end user agreements and records
upon request; and, (d) enforce the terms of your end user agreements so as to effect a timely
cure of any end user breach, and to notify us of any breach of the terms.

Ownership and Restrictions

We retain all ownership and intellectual property rights in the Programs. You may make a
sufficient number of copies of the Programs for the licensed use and one copy of the Programs
for backup purposes.

You may not:

-use the Programs for any purpose other than as provided above;

—-charge your end users for use of the Programs;

-remove or modify any Program markings or any notice of our proprietary rights;

-assign this agreement or give the Programs, Program access or an interest in the Programs to
any individual or entity except as provided under this agreement;

—-cause or permit reverse engineering (unless required by law for interoperability), disassembly
or decompilation of the Programs;

-disclose results of any Program benchmark tests without our prior consent.

Export

You agree that U.S. export control laws and other applicable export and import laws govern your
use of the Programs, including technical data; additional information can be found on Oracle's
Global Trade Compliance web site located at http://www.oracle.com/products/export/index.html.
You agree that neither the Programs nor any direct product thereof will be exported, directly,
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or indirectly, in violation of these laws, or will be used for any purpose prohibited by these
laws including, without limitation, nuclear, chemical, or biological weapons proliferation.

Disclaimer of Warranty and Exclusive Remedies

THE PROGRAMS ARE PROVIDED "AS IS" WITHOUT WARRANTY OF ANY KIND. WE FURTHER DISCLAIM ALL
WARRANTIES, EXPRESS AND IMPLIED, INCLUDING WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NONINFRINGEMENT.

IN NO EVENT SHALL WE BE LIABLE FOR ANY INDIRECT, INCIDENTAL, SPECIAL, PUNITIVE OR CONSEQUENTIAL
DAMAGES, OR DAMAGES FOR LOSS OF PROFITS, REVENUE, DATA OR DATA USE, INCURRED BY YOU OR ANY THIRD
PARTY, WHETHER IN AN ACTION IN CONTRACT OR TORT, EVEN IF WE HAVE BEEN ADVISED OF THE POSSIBILITY
OF SUCH DAMAGES. OUR ENTIRE LIABILITY FOR DAMAGES HEREUNDER SHALL IN NO EVENT EXCEED ONE
THOUSAND DOLLARS (U.S. $1,000).

No Technical Support

Our technical support organization will not provide technical support, phone support, or updates
to you or end users for the Programs licensed under this agreement.

Restricted Rights

If you distribute a license to the United States government, the Programs, including
documentation, shall be considered commercial computer software and you will place a legend, in
addition to applicable copyright notices, on the documentation, and on the media label,
substantially similar to the following:

NOTICE OF RESTRICTED RIGHTS

"Programs delivered subject to the DOD FAR Supplement are 'commercial computer software' and
use, duplication, and disclosure of the programs, including documentation, shall be subject to
the licensing restrictions set forth in the applicable Oracle license agreement. Otherwise,
programs delivered subject to the Federal Acquisition Regulations are 'restricted computer
software' and use, duplication, and disclosure of the programs, including documentation, shall
be subject to the restrictions in FAR 52.227-19, Commercial Computer Software-Restricted Rights
(June 1987). Oracle Corporation, 500 Oracle Parkway, Redwood City, CA 94065."

End of Agreement

You may terminate this Agreement by destroying all copies of the Programs. We have the right to
terminate your right to use the Programs if you fail to comply with any of the terms of this
Agreement, in which case you shall destroy all copies of the Programs.

Relationship Between the Parties

The relationship between you and us is that of licensee/licensor. Neither party will represent
that it has any authority to assume or create any obligation, express or implied, on behalf of
the other party, nor to represent the other party as agent, employee, franchisee, or in any
other capacity. Nothing in this Agreement shall be construed to limit either party's right to
independently develop or distribute software that is functionally similar to the other party's
products, so long as proprietary information of the other party is not included in such
software.

Open Source

"Open Source" software - software available without charge for use, modification and
distribution - is often licensed under terms that require the user to make the user's
modifications to the Open Source software or any software that the user 'combines' with the Open
Source software freely available in source code form. If you use Open Source software in
conjunction with the Programs, you must ensure that your use does not: (i) create, or purport to
create, obligations of us with respect to the Oracle Programs; or (ii) grant, or purport to
grant, to any third party any rights to or immunities under our intellectual property or
proprietary rights in the Oracle Programs. For example, you may not develop a software program
using an Oracle Program and an Open Source program where such use results in a program file(s)
that contains code from both the Oracle Program and the Open Source program (including without
limitation libraries) if the Open Source program is licensed under a license that requires any

MpunoxeHus

231



td
)
A

Ps)
$

InaBa 2: Mpunoxxeuns

"modifications" be made freely available. You also may not combine the Oracle Program with
programs licensed under the GNU General Public License ("GPL") in any manner that could cause,
or could be interpreted or asserted to cause, the Oracle Program or any modifications thereto to
become subject to the terms of the GPL.

Entire Agreement

You agree that this Agreement is the complete agreement for the Programs and licenses, and this
Agreement supersedes all prior or contemporaneous Agreements or representations. If any term of
this Agreement is found to be invalid or unenforceable, the remaining provisions will remain
effective.

Last updated: 01/24/08

H17. ParaType Free Font

LICENSING AGREEMENT

for the fonts with Original Name: PT Sans, PT Serif, PT Mono

Version 1.3 - January 20, 2012

GRANT OF LICENSE

ParaType Ltd grants you the right to use, copy, modify the fonts and distribute modified and
unmodified copies of the fonts by any means, including placing on Web servers for free
downloading, embedding in documents and Web pages, bundling with commercial and non commercial
products, if it does not conflict with the conditions listed below:

- You may bundle the fonts with commercial software, but you may not sell the fonts by
themselves. They are free.

- You may distribute the fonts in modified or unmodified versions only together with this
Licensing Agreement and with above copyright notice. You have no right to modify the text of
Licensing Agreement. It can be placed in a separate text file or inserted into the font file,
but it must be easily viewed by users.

- You may not distribute modified version of the font under the Original name or a combination
of Original name with any other words without explicit written permission from ParaType.

TERMINATION & TERRITORY

This license has no limits on time and territory, but it becomes null and void if any of the
above conditions are not met.

DISCLAIMER

THE FONT SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO ANY WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
AND NONINFRINGEMENT OF COPYRIGHT, PATENT, TRADEMARK, OR OTHER RIGHT. IN NO EVENT SHALL PARATYPE
BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, INCLUDING ANY GENERAL, SPECIAL, INDIRECT,
INCIDENTAL, OR CONSEQUENTIAL DAMAGES, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE,
ARISING FROM, OUT OF THE USE OR INABILITY TO USE THE FONT SOFTWARE OR FROM OTHER DEALINGS IN THE
FONT SOFTWARE.

ParaType Ltd
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H18. PCRE

PCRE2 is a library of functions to support regular expressions whose syntax and semantics are as
close as possible to those of the Perl 5 language.

Release 10 of PCRE2 is distributed under the terms of the "BSD" licence, as specified below,
with one exemption for certain binary redistributions. The documentation for PCRE2, supplied in
the "doc" directory, is distributed under the same terms as the software itself. The data in the
testdata directory is not copyrighted and is in the public domain.

The basic library functions are written in C and are freestanding. Also included in the
distribution is a just-in-time compiler that can be used to optimize pattern matching. This is
an optional feature that can be omitted when the library is built.

THE BASIC LIBRARY FUNCTIONS

Written by: Philip Hazel

Email local part: phlO

Email domain: cam.ac.uk

University of Cambridge Computing Service,
Cambridge, England.

Copyright (c) 1997-2018 University of Cambridge
All rights reserved.

PCRE2 JUST-IN-TIME COMPILATION SUPPORT
Written by: Zoltan Herczeg

Email local part: hzmester

Email domain: freemail.hu

Copyright (c) 2010-2018 Zoltan Herczeg

All rights reserved.

STACK-LESS JUST-IN-TIME COMPILER

Written by: Zoltan Herczeg

Email local part: hzmester

Email domain: freemail.hu

Copyright (c) 2009-2018 Zoltan Herczeg

All rights reserved.

THE "BSD" LICENCE
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Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notices, this list of
conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notices, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

* Neither the name of the University of Cambridge nor the names of any contributors may be
used to endorse or promote products derived from this software without specific prior
written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

EXEMPTION FOR BINARY LIBRARY-LIKE PACKAGES

The second condition in the BSD licence (covering binary redistributions) does not apply all the
way down a chain of software. If binary package A includes PCRE2, it must respect the condition,
but if package B is software that includes package A, the condition is not imposed on package B
unless it uses PCRE2 independently.

H19. Script.aculo.us

Copyright © 2005-2008 Thomas Fuchs (http://script.aculo.us, http://mir.aculo.us)

Permission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the “Software”), to deal in the Software without
restriction, including without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the
Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

H20. Zlib

zlib.h -- interface of the 'zlib' general purpose compression library
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version 1.2.11, January 15th, 2017
Copyright (C) 1995-2017 Jean-loup Gailly and Mark Adler

This software is provided 'as-is', without any express or implied warranty. In no event will
the authors be held liable for any damages arising from the use of this software.

Permission is granted to anyone to use this software for any purpose, including commercial
applications, and to alter it and redistribute it freely, subject to the following restrictions:

1. The origin of this software must not be misrepresented; you must not claim that you wrote
the original software. If you use this software in a product, an acknowledgment in the product
documentation would be appreciated but is not required.

2. Altered source versions must be plainly marked as such, and must not be misrepresented as
being the original software.

3. This notice may not be removed or altered from any source distribution.
Jean-loup Gailly Mark Adler

jloup@gzip.org madler@alumni.caltech.edu
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MnaBa 3: Yacto 3apgaBaemMble BONpPOCHI

NepeHoc CepBepa Dr.Web Ha gpyron komnbrotep (ana OC
Windows)

& Mpu nepeHoce Cepaepa Dr.Web Ha apyroi komnbtoTep obpatTe BHUMaHWe Ha

: HaCTPOWKM TPAaHCMOPTHbIX MPOTOKOJOB U, MPU HEOBXOAMMOCTH, BHECHTE
COOTBETCTBYHOLLME M3MEHEHUA B pa3gese AaMuHucrpupoBanue — Kondurypaums
CepBepa Dr.Web, Ha Bknazke TpaHcnopr.

@ Mpoueaypa anqa 3anycka n octaHoea Cepeepa Dr.Web onvcana B PykoBogcrBe
: aAgMUHUCTpaTopa, B M. 3anyck 1 octaHoB Cepeepa Dr.Web.

UYro6b1 NnepeHectu CepBep Dr.Web (npu ycraHoBke aHanornuHoii Bepcum Cepsepa Dr.Web)
nog OC Windows

1.
2.

OcraHoBute cny>6y Cepsepa Dr.Web.

3anycTuTte U3 KOMaHAHOW CTPOKM dain drwesd. exe C KNMHOYOM modexecdb database-
export A/ 3KCNopTa COAEP>XKMMOro 6a3bl faHHbix B ¢ann. MNoaHas KoMaHgHas cTpoka Ans
akcnopTa B Bepcum nog OC Windows 6yaeT BbIrnageTs NPUMEPHO Tak:

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" -log=drwcsd.log modexecdb
database-export <nosHoe ums_caltina>

CoxpaHute cogepxnmMoe gupektopun C: \Program Files\DrWeb Server\etc.
Ypanute Cepsep Dr.Web.

5. YcraHoBuTe HOBbIN CepBep Dr.Web (nycton, ¢ HOBOW 6a3011) Ha HY>XHOM KOMMbIOTEpPE.

OcraHoBute cny>6y Cepepa Dr.Web c nomoubto cpeacts ynpasaeHus cnyxbamm OC Windows
nam ¢ nomoubto LleHTpa ynpasaeHus.

CkonupyiTe coAep>XKMMoe COXPaHEHHOTO paHee Katanora etc B C: \Program Files\DrWeb
Server\etc.

3anycTute 13 KOMaHZAHOWM CTPoku dain drwesd. exe € KNHOYOM modexecdb database-
import AnA MMNopTa coAep>XMMOoro 6asbl AaHHbIX U3 daina. MNoaHas KOMaHAHas CTpokKa Ana
nmnopTta B Bepcumn nog OC Windows byaeT Bbirnagets NPUMEpPHO Tak:

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" -log=drwcsd.log modexecdb
database-import <nosHoe ums_gpaliia>

3anyctute cnyx6y Cepsepa Dr.Web.

@ Mpv UCNoNb30BaHUW BCTPOEHHOM 6a3bl AaHHbIX MOXHO He NMPOW3BOANUTL 3KCMOPT U
nmnopt b/l, a NpocTo coxpaHuTb Gaiin BCTPOeHHOW 6a3bl database.sglite U
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3aMeHUTb HOBbIA dann b/l Ha yctaHoBneHHOM Cepsepe Dr.Web ctapbim daiinom,
coxpaHeHHbIM OT npegpigyiero Cepsepa Dr.Web.

Yr106b1 NepeHectn CepBep Dr.Web (npu ycraHoBke apyrovi Bepcun Cepsepa Dr.Web) nog OC
Windows

1. OcraHoBuTte cnyx6by Cepsepa Dr.Web.

2. CoxpaHuTe 6a3y aaHHbIX cpeactBamm SQL cepsepa (ecam ncnonb3yerca BCTpoeHHas b/, To
NpPOCTO coxpaHuTe dpann database.sglite).

3. CoxpaHuTte cogep>xnmoe anpektopum C: \Program Files\DrWeb Server\etc.

4. Ypanute Cepaep Dr.Web.

5. YcraHoBuTe HoBbIN CepBep Dr.Web (nyctoi, c HOBOW 6a30i) Ha HY>XKHOM KOMMbIOTEPE.

OctaHoBuTe cny>6y Cepepa Dr.Web c nomoubto cpeacts ynpasaeHus cnyxbamm OC Windows
nam c nomoubto LleHtpa ynpasnaenus.

6. CkonupyWTe CoOAep>XMMOe COXPaHEHHOTO paHee KaTtanora etc B C: \Program Files\DrWeb
Server\etc.

7. BoccraHoBuTe 6a3y faHHbIX Ha HOBOM CepBepe Dr.Web, ykaxwuTe B KOHUrypaumoHHoM daine
drwcsd.conf NyTb A0 6a3bl AaHHbIX.

8. 3anyctute U3 KOMaHAHOM CTpoKkM Pan drwecsd. exe € KIOYOM modexecdb database-
upgrade A1 06HOBAEHMs 6a3bl AaHHbIX. [10Has KOMaHAHas CTpoKa A1f UMMOopPTa B BEpCUM
nog OC Windows 6yaeT BbIrnsgeTb NPUMEPHO Tak:

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" -log=drwcsd.log modexecdb
database-upgrade

9. 3anyctute cnyx6by Cepsepa Dr.Web.

B chyuae cmeHbl umenu nnm IP-apgpeca npu nepeHoce Cepsepa Dr.Web:

[ns BO3MOXHOCTU nepexoza AreHToB, Ans KOTopbix agpec Hosoro Cepsepa Dr.Web
3agaerca yepes LleHTp ynpaBieHus, a He B HAaCTpOliKax camoro AreHTa Ha CTaHuuu,
ocTaBbTe BKIOUYeHHbIMU 0ba CepBepa Dr.Web g0 MOMeHTa 3aBepLUeHUs NpoLeaypbl.

1. Ocywectsute nepeHoc Cepsepa Dr.Web cornacHo cooTBetcTBytOLLEN MPOLLEAYPE, ONMUCAHHOM
BbILLE.

2. [ns Bcex AreHTOB, KOTOpbIX 06CnyxmBan ctapbiii Cepeep Dr.Web, 3asalite agpec HoBoro
CepBepa Dr.Web cornacHo cooTBeTcTBYHOLLEN NpOLeAype U3 pasaena [loakntoueHvie AreHTa
Dr.Web k apyromy Cepeepy Dr.Web.

Ana AreHToB, Ans KOTOpbIX agpec HoBoro Cepeepa Dr.Web 3agaBancs yepes LieHTp
yrnpaB/ieHUs, a He B HacTpoOWKax caMoro AreHTa Ha cTaHLmK, Ha obounx Cepsepax Dr.Web B
HacTpoikax AreHTta foJ/ikeH ObITb ykazaH agpec HoBoro Cepsepa Dr.Web.
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3. [oxpauTtech, Noka Bce AreHTbl NeperiayT Ha HoBbI CepBep Dr.Web. Mocne 3toro moxete
yaanatb ctapblin Cepeep Dr.Web.
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NMoaxntoueHune AreHta Dr.Web k apyromy Cepsepy Dr.Web

MopknroueHne AreHta k gpyromy Cepsepy Dr.Web BO3MOXHO BbIMOAHWTL ABYMA CNocobamu:

1.

Yepes LleHTp ynpaBseHus.

YpaneHHas HacTporika 6e3 HenoCpeACTBEHHOrO A0CTyNa K CTaHL MM BO3MOXHA B TOM C/lyyae,
eC/In CTaHUmMA BCe elle nogkatodeHa k ctrapomy Cepsepy Dr.Web. Mpwu aTom Heobxoamm goctyn
k LleHTpam ynpaBaeHus kak ctaporo, Tak n Hosoro Cepsepos Dr.Web.

HenocpeAacTBEHHO Ha CaMOW CTaHLLUW.

[na BbINONHEHWNA AEACTBUIA HEMOCPEACTBEHHO Ha CaMOM CTaHLMW TpebytoTcs npaBa
aAMUHUCTPaTOpa AaHHOW CTaHLMM 1 NMpaBa Ha M3MeHeHWe HacTpoek AreHTa, yCTaHaBAMBaeMble
Ha CepBepe Dr.Web. MNpwu oTcyTCTBUM AaHHbIX NpaB nepenoakatoyeHne k apyromy Cepsepy
Dr.Web nokanbHO Ha CTaHL MM BO3MOXHO TO/IbKO MOC/E yAaNeHNs YCTaHOBAEHHOTO AreHTa u
yCTaHOBKM HOBOTO AreHTa c HacTpovikamu HoBoro Cepsepa Dr.Web. B cnyyae oTtcyTctBUA NpaB
Ha yaaneHue AreHTa lokanabHO, ncnonbsymte ytuauty Dr.Web Remover ans yaaneHve AreHta Ha
CTaHUUn nam yaanute AreHT yepes LieHTp ynpasieHms.

Yr10o6b1 Nepekntountb AreHT Dr.Web Ha apyrov Cepsep Dr.Web npu nomoum LieHTpa
ynpaBaeHus

1.

Ha HoBom CepBepe Dr.Web pa3pelunte cTaHUMsaM C HEBEPHbIMUW NapaMeTpaMmn aBTopm3anmm
3anpaluvBaTb HOBble NapamMeTpbl aBTOpU3aL My B KavectBe HOBUYKOB. [ns 3Toro B LleHTpe
ynpaBaeHunsa BblbepuTe NyHKT AGMUHUCTPUPOBaHUE r1aBHOTO MeHo — MyHKT KoHdurypaums
CepBepa Dr.Web ynpasnstoLero meHo — Bknagka O6wme:

a) YcraHoBuTe dnar NepeBoaUTbL HEaBTOPN30BaHHBLIX B HOBUUKWN, €C/IV OH CHAT.

b) Ecam B BbiNagatowem cnvcke Pexknm permcTpaumum HOBMUKOB BbibpaH BapuaHT Beerpa
oTKa3sblBaTb B AOCTyne, 3MeHuUTe ero Ha MoaTBepikaaTh AOCTYN BPYUHYIO WK
ABTOMAaTUUECKM pa3pelaTb AOCTYN.

C) [Ana NpUMeHEHNs BHECEHHbIX 3MEHEHWUI HaxkMuTe KHOMKy CoOXpaHUTb 1 nepesarpysute
Cepeep Dr.Web.

@ Ecan nonntmka cetT KOMNaHUM He pa3pellaeT M3MeHeHUs HacTpoek 13 wara 1, Torga
: napamMeTpbl aBTOpPU3aLmMn CTaHLMK, COOTBETCTBYHOLLME YUETHOM 3amnncy, Co34aHHOM
3apaHee B LleHTpe ynpaBieHus, HEO6XOANMO 3aJaTb HEMOCPEACTBEHHO Ha CTaHLUW.

Ha ctapom CepBepe Dr.Web, k koTopoMy nogkatoueH AreHTt, 3againTe napameTpbl HOBOTO
CepBepa Dr.Web. Jns 3toro B LleHTpe ynpaBaeHus Bbibepute B rNaBHOM MEHIO MyHKT
AHTUBMpYCHaA ceTb — B MEPapPXMYECKOM CrMCKe CeTU BbibepuTe HYy>KHYHO CTaHLUUIO (Man rpynny
ANA NepenoAKIOYEHNsA BCEX CTaHLMIA 3TOW rpynnbl) — B YNPaBAAOLLEM MEHIO Bblbepute nyHKT
MapameTpbl NOAKNIOUYEHUS:

a) Ecam ceptnoukat HoBoro Cepeepa Dr.Web He coBnagaet ¢ ceptudukatom ctaporo Cepsepa
Dr.Web, B none Ceptudumkar 3agante nytb 4o ceptudurkata Hosoro Cepeepa Dr.Web.

b) B none CepBep 3aganite agpec HoBoro Cepsepa Dr.Web.
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¢) Haxmute kHonky CoXpaHUTb.

UYro6b1 Nnepekntountb AreHT Dr.Web Ha gpyroi Cepsep Dr.Web HenocpeacTBeHHO Ha camMoW
CTaHL KU

1.

B HacTpolikax AreHTa 3againte napametpbl HoBoro Cepsepa Dr.Web. ns 3toro uepes

o [
KOHTEKCTHOE MEHH0 3Hauka AreHTa oTKpoliTe LleHTp 6e3onacHocTn — HaxxmuTe Ha 3amok LH,
€C/IN OH eLLe He OTKPbIT, A1 AOCTyNa K PaCLUMPEHHbIM HacTpPOKaM — KHOMKa & ANA focTyna K

HacTpolikam — nyHkT CepBep — kHoMka M3MeHUTb HacTPOMKM:

a) Ecam ceptnoukat HoBoro Cepeepa Dr.Web He coBnagaet ¢ ceptudukatom ctaporo Cepsepa
Dr.Web, no kHonke Cnucok ceptudurKkaToB 3ajaliTe nyTb 0 cepTudukaTta HoBoro Cepaepa
Dr.Web.

b) Mo kHonke J,06aBUTL 33jaliTe COOTBETCTBYOLLME NapaMeTpbl HoBoro Cepeepa Dr.Web.

MNepeBeauTe CTaHLMIO B HOBUYKM (COpocbTe NapameTpbl aBTopu3auum Ha Cepsepe Dr.Web). Ans
3TOro B pasjesie HacTpoek napameTpoB COeAnHeHMA 13 wara 1 HaxXmuTe ciedytoLlee: KHomnka
MapameTpbl NogKAOUEHUA CTaHL UM — KHOMKa COpoCcUTb NapamMeTpbl U NOAKIIOUNTLCA
KaK HOBUYOK — KkHOMka C6pocutb napameTpbl.

Ecan Bam 3apaHee mnzBecTHbl ID 1 naponb ana nogkatoyeHns k Hosomy Cepsepy
: Dr.Web, Bbl MoxeTe yka3aTb nx B nossx ID craHuum 1 Maponb. Mpu 3TOM HeT
HeobX0AMMOCTU MePEBOANTL CTAHLMIO B HOBUYKM.
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CmeHa Tuna CYB/J, Dr.Web Enterprise Security Suite

Ana OC Windows

@ Mpoueaypa ans 3anycka 1 octaHoBa Cepeepa Dr.Web onucaHa B PykoBogcTBe
: aAMUHUCTpaTopa, B N. 3anyck 1 octaHoB Cepeepa Dr.Web.

1. OcraHoBuTe cny>x6y Cepsepa Dr.Web.

2. 3anyctute U3 KOMaHAHOW CTpokM dan drwesd. exe € KIHOYOM modexecdb database-
export A/ 3KCNOopTa COAEP>XKMMOro 6a3bl AaHHbIx B dann. MNonHas KoMaHgHas cTpoka Ans
akcnopTa B Bepcum nog OC Windows 6yaeT BbIrnageTb NPUMEPHO Tak:

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" -home="C:\Program
Files\DrWeb Server" -var-root="C:\Program Files\DrWeb Server\var" -
verbosity=all -log=drwcsd.log modexecdb database-export D:\esbase.es

B saHHOM npumepe nogpasymeaetcs, uto Cepeep Dr.Web ycraHoBneH B kaTtanore C:
\Program Files\DrWeb Server, a 3KCNOpT 6a3bl NPON3BOANTCA B HEKNA dalin
esbase.es B KOpHe agucka D.

Ecam B Nyt K daitny npucyTcTBYHOT NPO6enbl U/MAn HauMoHaAbHble CUMBObI (AN UMs dalina
coAep>XUT Npobenbl 1/Van HauMoHa bHble CUMBOJbI), TO NMYTb HY>KHO 3aK/IOUWTb B KaBbIUKM:

"D:\ <O0/IUHHOEe UMSA>\esbase.es"

3. 3anyctute cnyx6y Cepsepa Dr.Web, nogkntounte Kk Hemy LleHTp ynpaBaeHus 1 nepeHactpoiTe
CepBep Dr.Web Ha ncnosb3oBanue gpyrov CYB/,. OTkaxuTecb OT NPeAN0oXKeHVs nepe3anyCctntb
Cepsep Dr.Web.

4. OcraHoBuTe cny>6y Cepsepa Dr.Web.
5. Ypanute dpaiin 6a3bl AaHHbIX.

6. 3anycTute U3 KOMaHAHOW CTPokK dann drwcsd. exe € KIOYOM modexecdb database-init
AN MHWLManM3aLmMm HoBOWM 6a3bl AaHHbIX. CTpoKa MHMLMaAM3aLmnm 6a3bl aHHbIX 415 BEpPCUn
CepBepa Dr.Web nog OC Windows 6yaeT Bbirnsgets NPUMepPHO Tak:

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" -home="C:\Program
Files\DrWeb Server" -var-root="C:\Program Files\DrWeb Server\var" -
verbosity=all -log=drwcsd.log modexecdb database-init D:\Keys\agent.key
<napose >

Moppasymesaetcs, uto Cepsep Dr.Web ycraHoBseH B kaTanore "C:\Program Files\DrWeb
Server", a areHTCKUM KU agent . key NeXUT B D: \Keys.

Ecam B Nyt K daitny npucyTcTBYHOT NPO6enbl U/MAn HauMoHaAbHble CUMBObI (AN UMs dalina
CoAep>XUT Npobenbl 1/Van HauMoHaAbHble CUMBOJbI), TO NMYTb HY>KHO 3aK/IOUWTb B KaBbIUKM:

"D:\<0/UHHOE uMsi>\agent . key"
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7. 3anycTtute U3 KOMaHAHOW CTPOKM Paiin drwcsd. exe € KNOYOM modexecdb database-
import AnA MMNopTa coAep>XmMMoro 6asbl AaHHbIX U3 daina. MNonHas KOMaHAHas CTpoka Ana
nmnopTta B Bepcumn nog OC Windows byaeT Bbirnagets NPUMEpPHO Tak:

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" -home="C:\Program

Files\DrWeb Server" -var-root="C:\Program Files\DrWeb Server\var" -
verbosity=all -log=drwcsd.log modexecdb database-import D:\esbase.es"

8. 3anyctute cnyx6by Cepsepa Dr.Web.

Ana OC cemeiictBa UNIX
1. OctaHoBuTe cny>x6y Cepepa Dr.Web c nomolubto ckpunTa:

e ans OC Linux:

/etc/init.d/drwcsd stop

e a8 OC FreeBSD:

/usr/local/etc/rc.d/drwcsd stop

nanm C NOMOLWbHO LI,eHTpa yrnpaBseHusa.

2. 3anyctute CepBep Dr.Web c kntouom modexecdb database-export Ans 3kcnopTa
cosep>XXMmoro 6asbl faHHbix B dann. KomaHaHas ctpoka 13 kaTtanora yctaHoBku CepBepa
Dr.Web 6yzet BbIrnagets NPUMEPHO Tak:

e ans OC Linux:

/etc/init.d/drwcsd -log=drwcsd.log modexecdb database-
export /var/opt/drwcs/esbase.es

e a8 OC FreeBSD:

/usr/local/etc/rc.d/drwcsd -log=drwcsd.log modexecdb database-
export /var/drwcs/esbase.es

B saHHOM npumepe nogpasymeBaeTcs, YTo 3KCNopT 6asbl MPOM3BOANTCA B Palin esbase.es,
Pacno/IoXXeHHbIV B KaTasore noib3oBaTtens.

3. 3anyctute cnyxxby Cepsepa Dr.Web c nomousto ckpunra:

e ans OC Linux:

/etc/init.d/drwcsd start

e n1a OC FreeBSD:

/usr/local/etc/rc.d/drwcsd start

noakatoumTe K HeMy LleHTp ynpasaeHuns n nepeHactporite Cepsep Dr.Web Ha ncnonb3oBaHue
apyrov CYB/J: B MmeHo AgMuHUcTpupoBaHue — nyHkT Kondurypauus Cepsepa Dr.Web —
BK/J1agka basa paHHbIX.
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@ MepeHactpoiiky Cepaepa Dr.Web Ha ncnons3zosanue gpyroi CYB/, Takxke MOXHO

: OCYLLECTBUTb, OTPEAAKTMPOBAB HamnpsaMyto KoHduUrypaLumoHHbii dann Cepeepa Dr.Web
drwcsd.conf. lns 3T0ro caegyet 3aKkOMMEHTUPOBATL/YAaNNTb 3anuck O Tekylen B/ n
nponucatb HoBYyto 6a3y (mogpobHee cMm. [punoxerne G1. KoHbUrypaumnoHHblin daiin
Cepeepa Dr.Web).

OTkaxutecb oT NpeanoxeHuns nepesanyctuts Cepep Dr.Web.

. OcraHoBute CepBep Dr.Web (cm. war 1).
5. Ypanute dann 6a3bl faHHbIX.

. 3anyctute ¢pann drwcesd ¢ KIYOM modexecdb database-init Ana MHULMaAM3aLMmM HOBOWM

6a3bl gaHHbIX. CTpoKa MHMLMaM3aLum 6yaeT BbIrIfAeTb MPUMEPHO Tak:

e ans OC Linux:

/etc/init.d/drwcsd -log=drwcsd.log modexecdb database-init

e a8 OC FreeBSD:

/usr/local/etc/rc.d/drwcsd -log=drwcsd.log modexecdb database-init

. 3anyctute paiin drwesd € KNOYOM modexecdb database-import Ana MMnopTa

cozep>XMmoro 6asbl gaHHbix U3 daiina. KomangHas cTpoka Ans umnopTa OyAeT BbIrsaAeTb
NPUMEPHO Tak:

e ans OC Linux:

/etc/init.d/drwcsd -log=drwcsd.log modexecdb database-
import /var/opt/drwcs/esbase.es

e a4 OC FreeBSD:

/usr/local/etc/rc.d/drwcsd -log=drwcsd.log modexecdb database-
import /var/drwcs/esbase.es

. 3anyctute Cepsep Dr.Web (cm. war 3).

| Ecnv npu 3anycke ckpunta Cepeepa Dr.Web tpebyetcs 3agaTb napameTpbl (Hanpumep,
: yKaszaTb kaTtanor yctaHoBku Cepsepa Dr.Web, nameHuTb ypoBeHb NOAPOBOHOCTM N0ra U
T. MN.), U3BMEHEHWE COOTBETCTBYHOLLNX 3HAUEHWI MPOU3BOANTCS B CTAPTOBOM CKPUMTE:

e nna OC FreeBSD:
/usr/local/etc/rc.d/drwecsd
o ana OC Linux:

/etc/init.d/drwcsd

MpunoxeHus

243



N
f@; InaBa 3: Yacto 3apaBaemble Bonpocbl | 244

\

BoccraHoBneHue 6a3bl gaHHbix Dr.Web Enterprise Security
Suite

B npouecce pabotbl Cepep Dr.Web perynspHo coxpaHsieT pesepBHble KON BaXKHOW
MHOOPMaLNK: INLEH3NOHHBIX KNFOUER, COAeP>XMMOTo 6a3bl aHHbIX, 3aKPbITOTO Kaoua
wndposaHua, koHourypauumn Cepeepa Dr.Web un LieHTpa ynpasaeHus.

Pe3epBHb|e KON COXPaHATCA B CIeAYHOLWUX KaTanorax:

e nna OC Windows: <duck_ycmaHosku>: \DrlWieb Backup
e nna OC Linux: /var/opt/drwcs/backup
e ansa OC FreeBSD: /var/drwcs/backup

[na BbINOAHEHMS GYHKL MM pe3epBHOro KonmpoBaHus B pacnucaHne Cepepa Dr.Web BkatoueHo
exeZiHeBHOe 3ajaHve. Ecav Takoe 3aaHre B pacnuncaHum oTcyTCTBYeT, peKOMeHyeTcsa co3jaTb ero.

Bce dalinbl 13 pesepBHOM KOMMK, KPOME COAEPXKMMOTO 6a3bl AaHHbIX, TOTOBbI K NCMOJIb30BaHWIO.
PesepBHasa konua 6a3bl JaHHbIX COXpaHAeTCs B popmaTe . gz, COBMECTMOM C gzip U APYruMu
apxuBatopamu. Cogepxunmoe 6a3bl JaHHbIX MOXHO MMMNOPTMPOBATb U3 PE3EPBHOM KOMUM B
pabouyto 6a3y aaHHbIXx CepBepa Dr.Web npun nomowm koMaHabl modexecdb database-
import W TakMm 06pa3oM BOCCTaHOBWUTH JaHHbIE.

@ [na BocctaHOBNEHMA 6a3bl AaHHbIX TakXKe MOXET MCMO/b30BaTLCA Pe3epBHan Konus,
Co3jaHHan ajMMHUCTPaATOPOM BPYUHYIO Yepes LleHTp ynpasaeHua B pasgene
AaMUHUCTpUpOBaHue — YnpaBaeHue 6a3oi AaHHbIX — DKCMOPT (TObKO As
pexviMa KCNopTUpoBaTh BClO 6a3y AaHHbIX).

BoccraHoBneHne b/l ana pasanuHbix Bepcun CepBepa Dr.Web

_/_IE BocctaHOBMTL 6a3y AaHHbIX MOXHO TOJIBKO U3 PE3EPBHON KOMWM, CO3LaHHON Npwu
nomolum Cepsepa Dr.Web c o xxe mMa>kopHol Bepcueld, uto 1 Bepcus Cepsepa
Dr.Web, Ha KOTOPOM MPOUCXOANT BOCCTAaHOBJIEHNE.

Hanpumep:

e b/l 13 pe3epBHOM KoMK, co3gaHHon npu nomoun Cepeepa Dr.Web Bepcum 13,
MOXHO BOCCTaHOBUTb, Ucnonb3ys Cepsep Dr.Web tonbko Bepcun 13.

e b/l 13 pe3epBHOM KoMK, co3gaHHon npu nomoun Cepsepa Dr.Web Bepcum 10,
Hesb3s1 BOCCTaHOBUTb, Ucnosib3ys Cepsep Dr.Web Bepcun 13.
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Ecau Bo Bpema o6HoBneHnsa CepBepa Dr.Web go Bepcumn 13.0 c 60onee paHHUX Bepcuii no
Kakum-n1m60o npuunHam 6bin1a noBpexxaeHa b/l, BbinonHuTe cnhepyiolee:

1.

Ypanute Cepep Dr.Web Bepcum 13.0. Mpwn 3T0M ByayT aBTOMATUYECKN COXPaHEHbI pe3epBHbIe
konuu dainnos, ncnonbsyemoix Cepsepom Dr.Web.

YcraHoBuTe CepBep Dr.Web ToM BEpcun, koTopas ctoana A0 06HOBAEHUS U MPU MOMOLLN
KOTOPOW co3aaBanacb pesepBHas KONus.

Mpw 3TOM, COrnacHo LWTaTHOW NpoLesype 0ObHOBAEHNA, CreayeT UCMO/b30BaTh BCE COXPaHEHHbIe
dannbl Cepeepa Dr.Web kpome daiina 6a3bl faHHbIX.

B npouecce yctaHoBku CepBepa Dr.Web co3gaiite HOBYO 6a3y AaHHbIX.
BocctaHoBUTe 6a3y faHHbIX U3 pe3epBHOM KONMUM MO OB MM NpaBmuaam (CM. HUXKE).

B Hactpovikax CepBepa Dr.Web oTknroumte npoTtokonbl AreHta, Cepsepa Dr.Web n CeteBoro
nHcTannstopa. [ns 3Toro Bbibepute NyHKT AAMUHUCTPUPOBAHME 1aBHOrO MeHo LleHTpa
ynpaBieHns, B OTKPbIBLUEMCA OKHe BblbepuTe NyHKT ynpasastowero meHo KoHgurypaums
CepBepa Dr.Web, nepeiigute Ha Bkiagky Moayam n cHuMmTe cooTBeTCTBYHOLLME darm.

O6HosuTe CepBep Dr.Web go Bepcun 13.0 no obwwmm npasunam (cM. B PykoBoacTBe
apmuHuctpartopa n. O6HoeseHvie Dr.Web Enterprise Security Suite n ero otaenbHbIx

KOMMNOHEHTOB).

Bkntounte npotokonbl AreHta, Cepeepa Dr.Web n CeTeBOro nHctannstopa, oTKAHOUEHHbIe Ha
ware 4.

Ana OC Windows

@ Mpoueaypa anqa 3anycka n octaHoea Cepsepa Dr.Web onvcana B PykoBogcrBe
: aAgMUHUCTpaTopa, B M. 3anyck 1 octaHoB Cepeepa Dr.Web.

UYr106b1 BOoccTaHOBUTbL B/l U3 pesepBHOW KONUKU

1.

OcraHoBuTe cny>6y Cepsepa Dr.Web, eciv oHa 3anyuieHa.

2. VIMnopTupy#ite U3 cooTBeTCTBYIOLLErO Paiina pe3epBHON KOMUK coaepxxmmoe 6a3bl AaHHbIX.

CTpoka nMmnopTa BbIFISAUT NPUMEPHO TakK:
e ana Cepsepa Dr.Web po Bepcumn 13
"C:\Program Files\DrWeb Server\bin\drwcsd.exe" -home="C:\Program

Files\DrWeb Server" -var-root="C:\Program Files\DrWeb Server\var" -
verbosity=all -log=drwcsd.log importdb "<nyme_k 63kan_gpaliny>\database.gz"

e ana Cepsepa Dr.Web, HaunHas ¢ Bepcun 13

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" -home="C:\Program
Files\DrWeb Server" -var-root="C:\Program Files\DrWeb Server\var" -
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verbosity=all -log=drwcsd.log modexecdb database-import
"<nyme_k_63kan_galiny>\database.gz"

[aHHas KoMaHaa ToXe A0/KHa HbITb HabpaHa B 04Hy CTPOKY. B npumepe noapasymeBaetcs,
yto CepBep Dr.Web ycraHoBneH B katanore C: \Program Files\DrWeb Server.

3. 3anyctute cnyxx6by Cepsepa Dr.Web.

Yr106b1 BOCcCcTaHOBUTL B/l 13 pe3epBHOM KOonuu Nnpu cmeHe Bepcumn CepBepa Dr.Web (B
npeaenax ogHO MaX>kOPHOI BepCcuM) Uan nopue Tekyuieit Bepcum b/Jj,

1. OcraHoBwuTe cny>x6y Cepepa Dr.Web, ecin oHa 3anyuieHa.
2. Ypanute cosepxkmmoe Tekyler bA. Ans 3toro:
2.1. Tpw ncnonb3oBaHUM BCTPOeHHOW B/
a) Ypanute daiin 6a3bl faHHbIX database.sglite.

b) MpowuzBeanTte nHULManm3aLmo HOBOM 6a3bl faHHbIX. CTpOKa nHULManm3aLmm 6asbl
AaHHbIX B Bepcum Cepsepa Dr.Web nog OC Windows 6yaeT Bbirnagets NPUMepPHO Tak:

e nna Cepsepa Dr.Web go Bepcun 13

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" -home="C:\Program
Files\DrWeb Server" -var-root="C:\Program Files\DrWeb Server\var" -

verbosity=all -log=drwcsd.log initdb D:\Keys\agent.key - - <napojb>

e nna Cepsepa Dr.Web, HauvHas ¢ Bepcmm 13

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" -home="C:\Program
Files\DrWeb Server" -var-root="C:\Program Files\DrWeb Server\var" -
verbosity=all -log=drwcsd.log modexecdb database-init D:\Keys\agent.key

<napose>

[JlaHHas komMaHAa foMmKHa ObITb HabpaHa B OfHY CTPOKY (CM. Takxke dopmMaTt KOMaHZAbI
drwcsd ¢ kntoyoM modexecdb database-init B [MpunoxeHun 33.3. KomaHabl ana
ynpasaeHuna 6a3oi gaHHblx). B npumepe nogpasymeaetcs, uto Cepep Dr.Web ycraHoBneH
B KaTanore C:\Program Files\DrWeb Server, a IMLUEH3NOHHbIM KIHOY agent . key
NexnT B Katanore D: \Keys.

c) MNocne BbINONHEHWs 3TOM KOMaHAbl B MojKaTanore var katanora ycraHoBku Cepsepa
Dr.Web gomxeH nosButbca HOBbIN daiin 6a3bl database.sqglite.

2.2. Mpw ncnonbzosaHum BHewHel b/l nponsseaunte ounctky B/l npu noMmoLm KoMaHabl
cleandb (ans Cepepa Dr.Web po Bepcun 13) v modexecdb database-clean (gna
Cepsepa Dr.Web, HaunHasa c Bepcun 13) (cMm. MpunoxxenHne 33.3. KomaHabl 415 yripaBaeHus

6a30¥ AaHHbIX).

3. VIMnopTtupy#Te 13 cooTBETCTBYIOLLEro dalina pe3epBHOMN KON COAep KMMOe 6a3bl AaHHbIX.
CTpoka uMnopTa BbIFAAUT MPUMEPHO TakK:

e ana Cepsepa Dr.Web po Bepcun 13
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"C:\Program Files\DrWeb Server\bin\drwcsd.exe" -home="C:\Program
Files\DrWeb Server" -var-root="C:\Program Files\DrWeb Server\var" -

verbosity=all -log=drwcsd.log importdb "<nyme_k 63kan_gpaliny>\database.gz"

e ans CepBepa Dr.Web, HaunHas ¢ Bepcun 13

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" -home="C:\Program
Files\DrWeb Server" -var-root="C:\Program Files\DrWeb Server\var" -
verbosity=all -log=drwcsd.log modexecdb database-import

"<nyme_k_63kan_galiny>\database.gz"

[aHHas KoMaHaa ToXe A0/KHa HbITb HabpaHa B 04Hy CTPOKY. B npumepe noapasymeBaetcs,
yto CepBep Dr.Web ycraHoBneH B katanore C: \Program Files\DrWeb Server.

4. 3anyctute cnyx6y Cepsepa Dr.Web.

Ana OC cemeiictBa UNIX
1. OctaHoBuTe CepBep Dr.Web (eciv oH 3anyuieH):

e ans OC Linux:

/etc/init.d/drwcsd stop

e a8 OC FreeBSD:

/usr/local/etc/rc.d/drwcsd stop

2. Ypanute dain 6a3bl AaHHbIX database.sglite U3 cieaytoLLen AMPeKTOpUM Katanora
yctaHoBku CepBepa Dr.Web:

e ansa OC Linux: /var/opt/drwecs/
e ansa OC FreeBSD: /var/drwcs/

@ Mpw ncnonb3oBaHWKM BHelwHel B/l ee ouncTka OCyLLEeCcTBASETCS MPY MOMOLLU KOMaHZAbI
cleandb (ans Cepsepa Dr.Web o Bepcum 13) nam modexecdb database-clean (g4
Cepsepa Dr.Web, HaunHas ¢ Bepcuun 13) (cMm. Mpunosxerne 33.3. KomaHabl ans
yrnpaBaeHus 6a3oi JaHHbIX).

3. VHuumanusmpyinte 6a3y aaHHbix CepBepa Dr.Web. [lns 3TOro cayxut cregyrolas KomaHaa:
e ans OC Linux:
e nna Cepsepa Dr.Web po Bepcun 13

/etc/init.d/drwcsd -log=drwcsd.log initdb

e nna Cepsepa Dr.Web, HauvHas ¢ Bepcmm 13

/etc/init.d/drwcsd -log=drwcsd.log modexecdb database-init

e nna OC FreeBSD:
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e nna Cepsepa Dr.Web po Bepcun 13

/usr/local/etc/rc.d/drwcsd -log=drwcsd.log initdb

e nna Cepsepa Dr.Web, HauvHas ¢ Bepcum 13

/usr/local/etc/rc.d/drwcsd -log=drwcsd.log modexecdb database-init

4. MNocne BbINONHEHWs 3TOM KOMaHAbl B Nanke var kKatasora ycraHoBku Cepsepa Dr.Web gonxeH
NnosBUTLCA HOBbIN dain 6a3bl database.sqglite.

5. IMnopTupyWTe 13 cooTBeTCTBYHOLLEro daina pesepBHOM KONUK COAep>KMMOe 6asbl AaHHbIX.
CTpoka uMnopTa BbIFNSAAUT MPUMEPHO TakK:

e ans OC Linux:
e nna Cepsepa Dr.Web go Bepcun 13

/etc/init.d/drwcsd -log=drwcsd.log importdb
"<nyme_k_63kan_gpaliny>/database.gz"

e nna Cepsepa Dr.Web, HauvHas ¢ Bepcum 13

/etc/init.d/drwcsd -log=drwcsd.log modexecdb database-import
"<nyme_k_63kan_gpaliny>/database.gz"

e a8 OC FreeBSD:
e nna Cepsepa Dr.Web po Bepcun 13

/usr/local/etc/rc.d/drwcsd -log=drwcsd.log importdb
"<nyme_k_63kan_cpaliny>/database.gz"

e nna Cepsepa Dr.Web, HauvHas ¢ Bepcmm 13

/usr/local/etc/rc.d/drwcsd -log=drwcsd.log modexecdb database-import
"<nyme_k_63kan_cpaliny>/database.gz"

6. 3anyctute Cepep Dr.Web.
e ans OC Linux:

/etc/init.d/drwcsd start

e a4 OC FreeBSD:

/usr/local/etc/rc.d/drwcsd start

@ Ecnv npu 3anycke ckpunta Cepeepa Dr.Web Tpebyetca 3agaTb napameTpbl (Hanpumep,
: yka3zaTb kaTtasor yctaHoBku Cepsepa Dr.Web v 1. n.), U3aMeHeHne COOTBETCTBYHOLLMX
3HaYeHWA NPON3BOANTCA B CTAPTOBOM CKPUMTE:

o nnsa OC FreeBSD: /usr/local/etc/rc.d/drwesd;
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o ana OC Linux: /etc/init.d/drwcsd.

Ecamn Tpebyetcs M3MeHUTb YpoBeHb NogpobHocTy xypHana Cepsepa Dr.Web, ans storo
ncrnonb3ymnte Gparin local.conf:

e ana OC Linux: /var/opt/drwcs/etc/local.conf;

e 1A OC FreeBSD: /var/drwcs/etc/local.cont.

Ecnv kakvne-nmbo AreHTbl Hblav YCTaHOB/EHbI MNOC/E CO3AaHNA NOCAeAHEN pe3epBHON
KOMMK, OHN He cmoryT nogknrountbes Kk Cepeepy Dr.Web nocne BocctaHoBneHus 6a3bl
JaHHbIX 13 3TOW pe3epBHOM KOnuu. Takme CTaHLMN MOXHO AUCTaHLUMOHHO NepeBecTy B
pexuM HOBUUKOB. B pa3gene AgMmuHucrpupoBaHue — Kondurypauusa Cepeepa
Dr.Web Ha Bknagke O6uume yctaHoBuTe dnar NepeBoanTh HeaBTOPU30OBaHHbIX B
HOBMUKMW. B Bbinajatolem cnvcke Pexknm permcrpaumm HOBMUKOB BbibepuTe BapnaHT
ABTOMaTMuUecku paspeluartb goctyn. Haxmute CoxpaHntb 1 nepesarpysute Cepsep
Dr.Web.

Mocne TOro, kak Bce CTaHUmMM H6aarononyyHo nogkatouatca k Hosomy Cepsepy Dr.Web,
n3MeHwuTe gaHHble HacTpolikn Cepeepa Dr.Web Ha HacTpoliku, NpuHATbIE B
COOTBETCTBMM C MOJIMTUKON BaLLEel KOMMaHUM.

MNMocne BocctaHOBNAEHUA Ba3bl pekoMeHAyeTcs nogkitountecs kK Cepeepy Dr.Web uepes
LleHTp ynpaBieHuns, OTKpbITb pa3gen AaMuHucTpupoBaHue — MaaHnposuwmk
3apaHuin CepBepa Dr.Web 1 nposeputb B Hem Hannuue 3agaHvs PesepBHoe
KONMMpoBaHWe KPUTUUHBIX AAaHHbIX cepBepa. Ecan Takoe 3ajaHne oTcyTCTBYET,
peKkomeHayeTca ero co3gatb.
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O6HoBeHMe AreHTOB Ha cepBepax JIBC

Mpw 06HOBAEHMM AreHTOB, YCTaHOBJ/IEHHbIX Ha cepBepax JIBC, MoryT 6biTb HexenaTeNbHbl
nepesarpy3ku cTaHLMin Uan octaHoBbl ceTeBoro MO, paboTaroLLero Ha Takmx CTaHLUAX.

Bo n3bexaHve GyHKLMOHAIbHOTO NPOCTON CTaHLMM, BbIMOJHAOLLMX BaxkHble GyHKumum J1IBC,
npeanaraeTcs CnesyoLmin pexmm obHoBAeHWS AreHTOB 1 aHTMBUpYcHoro [MO:

1. B pacnucanum Cepsepa Dr.Web nameHuTtb cTaHaapTHble 3ajaHns ans OOHOBAEHMS BCeX
KOMMOHEHTOB Ha OHOHOBEHME TO/IbKO BMPYCHbIX 6a3.

2. Co3gaTtb HOBOE 3aflaHne Ha OHHOBAEHNE BCEX KOMMOHEHTOB B Y400HOE Bpems, KOrAa 3T0 He
CKaXKeTCs KpUTMYeckn Ha paboTe cepsepos JIBC.

Co3gaHve 1 pesakTpoBaHue 3agaHnii B pacnuncaHunm Cepeepa Dr.Web npuBegeHo B
PykoBogcTBe agMmuHUcTpaTopa n. Hactpoika pacnucaxvs Cepsepa Dr.Web.

& Ha cepBepbl, BbIMOAHAIOLWME BaXHble ceTeBble QYHKLMN (4OMEH-KOHTPOIEPHI,
cepBepbl pasfaun MMUEH3UM U T. 4.), He PeKOMEeHAyeTcs yCTaHaBAVBaTb KOMMOHEHTbI
SplDer Gate, SplDer Mail n bpaHamayap Dr.Web Bo n3bexaHne BO3MOXHbIX
KOH®NKTOB CEeTeBbIX CEPBMNCOB U BHYTPEHHMUX KOMMOHEHTOB aHTMBMpYyca Dr.Web.
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Ucnonb3oBaHne DFS npu yctaHoBKe AreHTta uepes Active
Directory

Mpw yctaHoBke AreHTa Dr.Web uepe3 Active Directory BO3MO>XHO 1CMoab30BaHme C1yXObl
pacnpeaeneHHoun darnosoi cuctemol (DFS).

[JaHHbIN NoAX04 MOXET bbITb YA06€eH, Hanpumep, Npy Haanumm B JIBC HECKOIbKMX KOHTPOIEPOB
JOMeHa.

Yr106bI ycTaHOBUTL AreHT Dr.Web B ceTu ¢ HeCKONIbKMMM KOHTpOJIJIEpaMu AOMeEHa

1. Ha kaxaoM 13 KOHTPO/IEpOB AOMEHa CO3/aTb MO KaTasory C OAMHAKOBbIM MMEHEM.
2. Mpu nomowwm DSF 06beanHNUTL CO3AaHHbIE KaTaNorv B OANH KOPHEBOW LeNeBOW KaTasor.

3. OcywwecTBUTb aZAMUHUCTPATUBHYHO YCTAaHOBKY MakeTa * .msi B CO3ZaHHbll LLeNeBOM KaTanor (CM.
PykoBoacTBO Mo ycTaHOBKe, M. YcraHoBka AreHta Dr.Web ¢ ncnonbzoBanuem cny>xbbl Active

Directory).

4. Tlony4yeHHbIV LeneBow KaTanor UCNob30BaTh NPW Ha3HaUYEHUM NakeTa B pefakTope 06bekToB
rpPynnoBoOW NOAUTUKM.

Mpw 3TOM MCNOAb30BaTL ceTeBOe UMA Buga: \ \ <domain>\ <folder>

rae. <domain> — vMms AOMeHa, <folder> — Ha3BaHWe LLeNeBOro KaTaiora.
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BoccTaHOB/IeHMEe aHTUBUPYCHOM ceTu nocse oTka3za CepBepa
Dr.Web

B cnyuae datanbHoro otkasa Cepsepa Dr.Web pekomeHayeTcs BOCNO/b30BaTbCA NPUBEAEHHBIMM
npoueaypamMu Ans BOCCTaHOBIEHNS paboTOCNOCOBHOCTM aHTUBUPYCHOM ceT 6e3 nepeycTaHOBKM
AreHTOB Ha CTaHLMsX.

| Moapa3ymeBaeTcs, uto HoBbI CepBep Dr.Web 6yaeT ycTaHOB/NIEH Ha KOMMbIOTEPE C TEM
: xe |IP-agpecom n DNS-umeHem.

BocctaHOBsIeHMEe Npy Hasamummn pesepBHou konun CepBepa Dr.Web

B npouecce pabotbl Cepep Dr.Web perynspHo coxpaHsieT pesepBHble KON BaXKHOW
MHOOPMaLUK: INLEH3NOHHBIX KNFOUER, COAeP>XMMOTo 6a3bl aHHbIX, 3aKPbITOTO Kaoua
wndposaHua, koHourypauumn Cepeepa Dr.Web un LleHTpa ynpasaeHus.

Pe3epBHb|e KON COXPaHATCA B CIeAYHOLWUX KaTanorax:

e nna OC Windows: <duck_ycmaHosku>: \DrlWieb Backup
e nna OC Linux: /var/opt/drwcs/backup
e ansa OC FreeBSD: /var/drwcs/backup

[na BbINOAHEHMS GYHKL MM pe3epBHOro KonmpoBaHus B pacnucaHne Cepepa Dr.Web BkatoueHo
exeZiHeBHOe 3ajaHve. Ecam Takoe 3aaHre B pacnuncaHum oTcyTCTBYeT, peKOMeHyeTcs co3jaTb ero.

Bce dalinbl 13 pesepBHOM KOMMK, KPOME COAEPXKMMOTO 6a3bl AaHHbIX, TOTOBbI K UCMOJIb30BaHWIO.
PesepBHasa konua 6a3bl JaHHbIX COXpaHAeTCs B popmaTe . gz, COBMECTUMOM C gzip U APYruMu
apxvBaTtopamu. Cogepxunmoe 6a3bl JaHHbIX MOXHO MMMNOPTMPOBATb U3 PE3EPBHOM KOMUM B
pabouyto 6a3y aaHHbIXx CepBepa Dr.Web npun nomowm koMaHabl modexecdb database-
import-and-upgrade ¥ TaKUM 06pa3OM BOCCTaHOBUTb JaHHbIE.

@ [na BocctaHOBNEHMA 6a3bl AaHHbIX TakXKe MOXET MCMO/b30BaTLCA Pe3epBHan Konus,

. Co3jaHHan ajMMHUCTPaATOPOM BPYUHYIO Yepes LleHTp ynpasaeHua B pasgene
AaMUHUCTpUpOBaHue — YnpaBaeHue 6a30oi AaHHbIX — DKCMOPT (TObKO s
pexviMa KCNopTUpoBaTh BClO 6a3y AaHHbIX).

Takoke pekomeHayeTca XpaHuTb Ha apyrom MK co3gaBaemble pesepBHbie KOMUK U Apyrne BaxHble
Ana Bac dannbl. Taknm 06pasom, Bbl CMOXKeTe n3bexaTtb NoTepu AaHHbIX Npu nospexaeHun MK, Ha
koTopoM yctaHoBneH Cepsep Dr.Web, n noaHocTbto BOCCTaHOBUTbL AaHHble U GYHKLMOHAaNbHOCTb
CepBepa Dr.Web. B cnyyae yTpathbl IMLEH3NOHHBIX KAHOYEN X MOXHO 3anpOoCuTb 3aHOBO, Kak
yka3aHo B PykoBoacTBe agMUHUCTpaTOopa, n. /1ML eH3poBaHue.
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Yr1o6b1 BoccTaHOBUTL CepBep Dr.Web nocne otkasa, ecnam coxpaHunacb pesepBHasi KOnNusa
AaHHbiX CepBepa Dr.Web

1.

BbibepunTe kKOMNbrOTEP, Ha KOTOPLIN ByaeT ycTaHaBAMBaTbCs HOBbIV CepBep Dr.Web.
N30nmpyiiTe AaHHbIN KOMMbIOTEP OT paboTatoLLmx AreHTOB: OTK/IFOUMUTE ero OT CETU, B KOTOPOM
yCTaHOBJIEHbI AreHTbl, UM BPEMEHHO M3MeHuTe ero IP-agpec, nav BoCnoab3ymntech ao6bim
Apyrum Hanbonee ya06HbIM A1 Bac Cnocobom.

YcraHoBwuTe HoBbIM CepBep Dr.Web.

B pa3zene AaMuHucTpupoBaHue — MeHegykep AMLLEH3UI 106aBbTe NNLEH3NOHHbIN KAKOY OT
npeabiayLen yctaHoskn Cepsepa Dr.Web v pacnpoctpaHuTe ero Ha COOTBETCTBYHOLLME TPYMMbI,
B YacTHoctu Ha rpynny Everyone. LLlar o6sa3ateneH, ecam npum yctaHoeke Cepsepa Dr.Web He
Obl/1 33JaH JINLLEH3MOHHbIN KJHOY.

O6HoBUTe peno3nTopuii yctaHoBaeHHoro Cepeepa Dr.Web ¢ BCO:
a) Ortkpowirte pasgen LieHTpa ynpaBaeHns AgmuHuctpupoBaHue — CoctosiHue penosutopus.

b) Haxmute kHonky MpoBepnUTb 06HOBAEHUA ANA NPOBEPKM HANNUMSA OOHOBIEHWIA BCEX
npoaykToB Ha BCO u 3arpy3kun nmetomxca obHoBaeHW ¢ cepeepoB BCO.

Mpw Haanumm Hoebix Bepcuii MO Cepeepa Dr.Web npovsseaunte o6HoBAEHME 40 NOCaeHeN
BEpCUM:

a) Otkpowrte pa3gen LieHtpa ynpasneHns AgmuHuctpupoBaHue — Cepsep Dr.Web.

b) Ana nepexosa k cnncky Bepcuii Cepsepa Dr.Web HaxxmuTe Ha TekyLyto Bepcuto CepBepa
Dr.Web naun Ha kHonky Cnuncok Bepcuid. OTkpoetcsa pa3gen O6HoBneHns Cepsepa Dr.Web
CO CMMCKOM AOCTYMHbIX 0BHOBAEHMI 1 pe3epBHbIx konuin Cepeepa Dr.Web.

c) [ns nepexosa k HoBon Bepcun Cepaepa Dr.Web yctaHoBWTE ONLMIO HaNPOTUB NOCAeAHEMN
Bepcum B crivcke Bce Bepcumn. Haxxmute kHomnky CoxpaHUTb.

d) Joxaunteck 3aBepLueHms npoLecca obHoBneHus Cepsepa Dr.Web.
OcraHoBute CepBep Dr.Web.

3ameHuTe KpuUTMYHbIe faHHble CepBepa Dr.Web Ha saHHble, NOAyYeHHble U3 pe3epBHOW KOMUK:

OnepauunoHHas cucrema KoHdurypaLmoHHble ¢aiinbl

Windows etc B kaTtasore yctaHoBku Cepsepa Dr.Web
Linux /var/opt/drwcs/etc

FreeBSD /var/drwcs/etc

8. Hactpowite 6a3y faHHbIX.

a) BHeluHss 6a3a gaHHbIX:

[JanbHenunx 2eicTBMIA MO NOoAKAOYEHNIO 6a3bl faHHbIX K Cepepy Dr.Web He TpebyeTcs
(Npw ycnoBwmm, 4To coxpaHeH KOHdUrypaumoHHbi darin Cepsepa Dr.Web).
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Ecnm Bepcus Cepsepa Dr.Web, yctaHoBAeHHas 13 nocnesHUX 0OHOBAEHWI, NO34Hee BEPCUN
yTpauyeHHoro Cepepa Dr.Web, npounsseamnte o6HOBAEHWE BHELHeN 6a3bl AaHHbIX Npw
nomMoLwu kKomaHabl modexecdb database-upgrade

e 18 OC Windows:

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" -log=drwcsd.log
modexecdb database-upgrade

e ansa OC Linux:

/etc/init.d/drwcsd -log=drwcsd.log modexecdb database-upgrade

e ansa OC FreeBSD:

/usr/local/etc/rc.d/drwcsd -log=drwcsd.log modexecdb database-upgrade

b) Pe3epBHas konusa 6a3bl AaHHbIX BHELLUHEN UN BCTPOEHHOW:

MpW NCNONb30BaHUW BHeLLHeN 6a3bl JaHHbIX NPEeABapUTENbHO NPOU3BEAUTE €€ OUNCTKY MpU
NOMOLLN KOMaHAbl modexecdb database-clean (cMm. [Mpunoxxenne 33.3. Komanabl ans
yrnpasJjieHns 6a30M AaHHbIX).

NMnopTupyiite 6a3y AaHHbIX U3 COOTBETCTBYHOLLErO daina pesepBHOM KON C
obHoBNeHVeM popMaTa 6a3bl AaHHbIX 0 Bepcmmn ycTaHoBAeHHOro Cepeepa Dr.Web npwu
MOMOLLY KOMaHAbl modexecdb database-import-and-upgrade:

e 18 OC Windows:
"C:\Program Files\DrWeb Server\bin\drwcsd.exe" -home="C:\Program

Files\DrWeb Server" -var-root="C:\Program Files\DrWeb Server\var" -
verbosity=all -log=drwcsd.log modexecdb database-import-and-upgrade

"<nyme_k_63kan_gpaliny>\database.gz"

e ans OC Linux:

/etc/init.d/drwcsd -log=drwcsd.log modexecdb database-import-and-
upgrade "<nyme_k_63kan_gpaliny>/database.gz"

e ansa OC FreeBSD:

/usr/local/etc/rc.d/drwcsd -log=drwcsd.log modexecdb database-import-
and-upgrade "<nyme_k_63kan_galiny>/database.gz"

_/_IE Ha Bce 3ameHeHHble daiibl Cepsepa Dr.Web HeobxoaMmMo ycTaHOBUTBL Te Xe
CUCTEMHbIE NMpaBa, YTo HblIM BbIGpPaHbl NPU Npeablayliien (yTpaueHHOW) yCTaHOBKe
Cepsepa Dr.Web.

Ana OC cemerictBa UNIX: rw ans drwcs:drwces.

9. 3anyctute CepBep Dr.Web.

MpunoxeHus

254



N
f@; InaBa 3: Yacto 3apaBaemMble BONpOChI

\

10.Y6eanTecb B COXPAHHOCTU M akTyaslbHOCTU AaHHbIX, MOJYYEHHbIX 13 pe3epBHOMN KOnuK 6asbl
AaHHbIX: HAaCTPOoek AreHTOB, COCTOSHUA AepeBa aHTUBUPYCHOW CETU U T. M.

11.BoccraHoBuTe goctynHoctb Cepepa Dr.Web ana AreHtoB, ncxoas ns cnocoba nsonaumm
CepBepa Dr.Web, BbibpaHHOro Ha ware 1.

@ Ecan kakve-n1m60o AreHTbl Bblan YCTaHOBAEHbI NOC/E CO3A4aHNA NOCAeAHEN pPe3epPBHOM

: KOMWW, OHW He cMoryT nogkntountbcst K Cepeepy Dr.Web nocne BocctaHoBneHMs 6a3bl
[AaHHbIX 13 3TOW pe3epBHOM KONUWU. Takme CTaHLMWU MOXHO ANCTaHLIMOHHO NepeBecTy B
pexxvm HoBUYKOB. B pasaene AgmuHncrtpupoBaHue — KoHpurypaumsa CepBepa
Dr.Web Ha Bknaske O6wme yctaHoBuTe daar NMepeBoanTb HEABTOPU3OBaHHBIX B
HOBMUKM. B Bbinagatolem cnvcke PeXknm permcrpauum HOBMUKOB BbibeprTe BapuaHT
ABTOMaTMueckm paspewarb gocryn. Haxxmute CoxpaHntb 1 nepesarpysunte Cepsep
Dr.Web.

Mocne Toro, kak Bce CTaHLMK 6aaronoay4yHo nogkatodartcs K Hosomy Cepsepy Dr.Web,
n3MeHuTe gaHHble HacTpoikm Cepeepa Dr.Web, Ha HacTpoliku, NpuHATbIE B
COOTBETCTBUM C MOJUTUKOW BaLLleli KOMMaHUW.

BocctaHOB/IeHME NpU OTCYTCTBMN pe3epBHOU Konun CepBepa
Dr.Web

Yr106b1 BOCcCTaHOBUTL CepBep Noc/ie 0Tkasa, €C/IM He COXPaHUI0Cb HUKAKUX pe3epBHbIX
KOnuu

1. BbibepuTe KOMMbIOTEP, Ha KOTOPLIV ByaeT ycTaHaBAnBaTbCcA HOBbIN Cepeep Dr.Web.
N30nmpyiiTe AaHHbIN KOMMbIOTEP OT paboTatoLLmx AreHTOB: OTK/IFOUMUTE ero OT CETU, B KOTOPOM
yCTaHOBJIEHbI AT€HTbI, UV BPEMEHHO M3MeHuTe IP-agpec, nam BOCnoab3yntechb N06bIM Apyrum
Hanbonee ya06HbIM Ans Bac cnocobom.

2. YcraHoBuTe HOBbIV CepBep Dr.Web.

3. B pa3gene AgmunHuctpupoBaHue — MeHepxep nvueH3nn 106aBbTe IMLEH3VOHHBIN KNHOY OT
npeabiayLen yctaHoskn Cepsepa Dr.Web v pacnpoctpaHuTe ero Ha COOTBETCTBYHOLLME TPYMMbI,
B YacTHoctv Ha rpynny Everyone. LLlar o6sa3atenen, ecam npum yctaHoeke Cepsepa Dr.Web He
Obl/1 33/1aH JILLEH3MOHHbIN KJHOY.

4. O6HoBwuTe peno3untopuin yctaHoBaeHHoro Cepsepa Dr.Web ¢ BCO:
a) Ortkpowrte pasgen LleHTpa ynpasaeHns AgmuHuctpupoBaHue — CocTosiHue penosutopus.

b) Haxmute kHonky MpoBepyUTb 06HOBAEHUA ANA NPOBEPKM HANNUMA OOHOBIEHWIA BCEX
npoaykToB Ha BCO u 3arpy3kun nmetomxca obHoBaeHW ¢ cepeepos BCO.

5. Mpw Haanuumm HoBbix Bepcuii MO Cepeepa Dr.Web npowussesunte o6HOBAEHWE f0 NOCNeAHEMN
BEpCUM:

a) Otkpowrte pa3gen LieHtpa ynpasneHuns AgmuHuctpupoBaHue — Cepsep Dr.Web.

b) Ana nepexoaa k cnncky Bepcuii Cepeepa Dr.Web HaxxmuTe Ha TekyLyto Bepcuto CepBepa
Dr.Web naun Ha kHonky Cnuncok Bepcuid. OTkpoeTcsa pa3gen O6HoBneHns Cepsepa Dr.Web
CO CMMCKOM AOCTYMHbIX 0BHOBAEHMI 1 pe3epBHbIx konuin Cepeepa Dr.Web.
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c) [ns nepexosa k HoBol Bepcun Cepaepa Dr.Web ycraHoBWTE ONLMIO HaNPOTUB NOCAeAHEMN
Bepcum B crivcke Bce Bepcumn. Haxxmute kHomnky CoxpaHUTb.

d) Joxaunteck 3aBepLueHms npoLecca obHoBneHus Cepsepa Dr.Web.

3meHnTe HaCTPOVKM NOAKIOUEHMSA CTaHLMI B KOHUrypaumm Cepepa Dr.Web:

a) Otkpowrte pa3gen AgmuHuctpupoBaHue — Kongurypauusa Cepsepa Dr.Web.

b) Ha Bknagke O6wue yctaHoBuTe dpnar MepeBoaNTb HEaBTOPU3OBAHHbIX B HOBUUKM.

c) Ha Bknagke O6wme B BbinagatoLlem crnvcke Pe)xum perucrpawmm HOBUUKOB BbibepuTe
BapvaHT ABToMaTMUYecKku paspeluaTb AOCTYM.

d) Haxmute Coxpanutb v nepesarpysute Cepsep Dr.Web.

B pasgene AHTUBUpPYCHanA ceTb LleHTpa ynpaBieHus co3zalite noab3oBaTenbCckune rpynmbl B
AepeBe aHTUBUPYCHOW CETU MO aHaNorum ¢ NpeabiayLiein sepcunei. Mpu HeobxoaMMOCTY
co3zalite aBTOMaTMyeckune npaBmia YNeHCTBa A1 CTaHLUIA B CO3A4aHHbIX NOJ/Ib30BaTENbCKMX
rpynnax.

Mpn HeOBXOANMOCTI 3ajaliTe HacTpOoKn AreHToB 1 HacTpolikn Cepepa Dr.Web (kpome
BPEMEHHbIX HAaCTpOekK U3 Lwara 6) No aHanoruu € NpeablayLLei BepCuen.

Mpu HEOBXOAMMOCTU N3MEHUTE HACTPOMKN PENO3MTOPUsA B pasgene AAMUHUCTPUPOBaHUe —
AetanbHaa KoHPUrypauums peno3nTopums.

10.BoccraHoBuTEe goctynHoctb CepBepa Dr.Web ans AreHToB, ncxoas 13 cnocoba n3onsaumm

Cepsepa Dr.Web, BbibpaHHOTro Ha ware 1.

11.3ameHunTe OTKPbITHIN KU WMGPOBAHNA Ha BCEX CTAHLMAX CETU, KOTOPbIE JOMKHbI ByayT

noakatounTbcs K HoBoMy Cepsepy Dr.Web.

e [Mpwn BKAHOYEHHOW CaMO3alLuUTe CKOMMPYWUTE Ha CTaHLMIO OTKPbITbIA KA, CO34aHHbIN Npu
yctaHoBke HoBoro Cepsepa Dr.Web, 1 BbINosHUTE CieAyHOLLYHO KOMaHAY:

es-service.exe -p <K/IHOY>

nau

es-service.exe —--addpubkey=<k/r4>

B kauecTtBe <ksr0y> yKaXxute rnyTb K CKONMMPOBAHHOMY OTKPbITOMY K/IHOWY Lumq)posava.

B pe3ynbTaTe OTKpbIThIV KAOY ByAeT CKONMPOBaH B KaTaior ycTaHoBKM AreHTa. 1o
YMOYaHUIO 3TO KaTanor $ProgramFiles%\Drieb (nogpobHee cMm. MpunoxeHne 32.
AreHt Dr.Web ana Windows).

e Ec/v Ha cTaHUMM OTK/IOUEHa camMO3allmTa, MOXETEe B3ATb OTKPbITbIV K/KOU, CO34aHHbIN Npu
yctaHoBke HoBoro Cepepa Dr.Web, 1 paamectntb ero B ykasaHHbIV Bbille KaTasior.

12.Mocne TOro, Kak Bce CTaHLum 6aaronosyyHo nogkatouatcs k Hosomy Cepsepy Dr.Web,

n3meHuTe Hactponkn Cepsepa Dr.Web, 3agaHHble Ha ware 5, Ha HACTPOWMKMW, NPUHATbIE B
COOTBETCTBUM C MOJIMTUKON BaLLEN KOMMAHWUM.
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YnpaBneHue ypoBHeM BegeHusA XypHana Cepsepa Dr.Web
nog OC Windows

MN3meHunTb ypoBeHb AeTtanunsauum xypHana Cepsepa Dr.Web noa OC Windows mo>kHo
OAHUM U3 C/leAylOLUX cnoco6oB:

e [1py nomowm pasgena Konpurypaumsa Cepsepa Dr.Web — XypHan B LieHTpe ynpaBaeHus.

[JaHHbIN cnocob sBseTcs npegnoututensHbiM. B pasaene XXypHan Bbl MoxkeTe 3azaTb 1060#M
BO3MOXHbIN YpOBEHb AeTanm3aunm xypHana Cepsepa Dr.Web, a Takxxe HeKOTOpbIe Apyrue ero
HacTpoMKW.

MNMoppobHas nHdopmauma npuseseHa B PykoBoacTBe agMMHUCTPATOpa, B pa3gene Hacrtporika
koHdurypaumnm Cepsepa Dr.Web — XypHan.

e [Tpy NOMOLM KOHCOIbHOM KOMaHAb:

drwcsd [<kawyu>] install

Bbl MO>eTe 3aaaTb 11060 BO3MOXKHbIV YPOBEHb AeTann3auunm xypHana Cepepa Dr.Web npu
noOMOLLW KJroYa —-verbosity.

MNMopapobHas nHdopmaums No KaYam KOMaHAHOW CTpoku Ans ynpasaeHus Cepsepom Dr.Web
npuBegeHa B paszene 33.8. OnuncanHue K Yen.

MpuMep KOMaHAbl ANS YCTaHOBKW YPOBHSA BeeHWs XypHana JeTanbHbIi:

drwcsd --daemon "--home=C:\Program Files\DrWeb Server" "--bin-root=C:
\Program Files\DrWeb Server" "--var-root=C:\Program Files\DrWeb Server\var"
--verbosity=ALL --log=drwcsd.log --rotate=10,50m install

OcTanbHble KNHOUN ABAAIOTCA 0b6A3aTe/IbHbIMY, B YaCTHOCTY, €C/N Bblav NepeonpeaeneHsbi
cTaHZapTHble nyTn yctaHoBky CepBepa Dr.Web u ero pabounx katanoros.

MNocne n3mMeHeHVs ypOBHA BefeHWs XXypHana Heobxoanmo nepesanyctmutb Cepsep Dr.Web:

drwcsd restart

e [1py NOMOLLM KOMaHA, PacnoaoXeHHbIX B rnaBHoM MeHto OC Windows Myck.

Mpu 3TOM JOCTYMHbI TOIbKO ABa BO3MOXHbIX YPOBHS AeTann3aumm xxypHana: [letanbHbi nav
CraHAapTHBIN:

a) Mporpammbl — YnpaBneHue cepBepom — [leTanbHblii XXypHan
nan
Mporpammbl — YnpaBneHue cepsepom — CTaHAAPTHbIV XXypHan

b) Mporpammbl — YnpaBneHune cepeepom — lMepesanyctutsb.
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ABTOMaTMUecKOoe onpepaesieHne MeCTonoJI0XKEHUA CTaHLUU
nopg OC Android

Dr.Web Enterprise Security Suite no3sosifseT aBTOMaTMyeckn NpeAocTaBaaTb MHPOPMaL MO
aZAMWHUCTPATOPY O reorpadryeckoM MeCToMNOo0XeHUN 3aLULLLaeMblX MOBUAbHBIX YCTPOMCTB MNOA
OC Android.

Yrtobbl onpeagenntb MecTonosioXxeHume Mo6unbHOro YCTpOﬁCTBa

1. Hactpownte nepeaayy AaHHbIX O MECTOMONOXEHNM 3aLLMLLAEMOTO MOBUIBHOIO YCTPOMCTBA Ha
Cepsep Dr.Web:

a) B LleHTpe ynpaBneHusa 6e3onacHoctbto Dr.Web, B pa3aene AHTUBUpPYCHasA ceTb, B JepeBe
ceTu BblbepuTe MHTEPECYHOLLYHO BaC CTaHLMKO WAW Tpynny cTaHuuMin nog ynpasaeHvem OC
Android.

b) Bbibepute nyHKT ynpasastowero meHto Dr.Web ana Android.

¢) Ha Bknagke O6uwme yctaHoBUTe Giar OTCAeXXMBaThb MeCTONOI0XKeHue. B BbinagatoLLem
cnucke MepmnoanuHOCTbL Nepeaaum KOOpPAMHAT BbibepuTe 3HaYeHNe, B COOTBETCTBUM C
KOTOpPbIM ByAyT OBHOBAATLCA AaHHbIE O MECTOMOIOXKEHNN YCTPOMCTBA.

d) CoxpaHuTe BHECEHHbIE N3MEHEHUS.

2. ABTOMaTMYecKOe onpeseneHre MeCTOMOIOXEHMS OCYLLLECTBASETCA OAHUM U3 CEAYHOLMX
crnoco6os:

e Ecm Ha MOBMNIBHOM YCTPOICTBE NOJ/Ib30BATENS BKIOYEHbBI MPOBagepbl MECTOMONOXKEHWS
(GPS, MOBUNbHbIE CETW) U CUrHAN CTabuneH, onpeaeneHne MecToNOIOXKEHNS OCYLLEeCTBAAETCS
CpeacTBamMm camoro MobuabHOroO yCTPOKCTBA.

e Ec/v Ha MOBWUABHOM YCTPOWCTBE MO/Ib30BATENS OTK/IOUEHbI MPOBaliAepbl MECTOMONOXKEHNS
(GPS, mobunbHble cetn) nam otcytctByet GPS-curHan, Dr.Web Enterprise Security Suite
npeAoCTaBAsfeT BO3MOXHOCTb MCMOb30BaTh TEXHOOMMIO AHAeKc.JlokaTop Ana onpeaeneHns
MECTOMOIOXEHNA MOBUNBHOTO YCTPOMCTBA MO KOOpPAMHATaM BblleKk MObuabHon cssn (GSM,
3D, LTE) n WiFi ID.

[na HacTporkm TexHonormm AHaekc.JZlokatop HEOBXOANMMO aKTUBMPOBATb MU HACTPOUTb
Pacwuupenune Yandex.Locator:

a) Monyuute API-kntoY Ha caiTe KOMNaHWM AHAEKC NO agpecy:
https://yandex.ru/dev/locator/keys/get/.

b) B LleHTpe ynpaBneHus 6e3onacHoctbto Dr.Web, B pa3zene AgMUHUCTpUpPOBaHue —
KoHpurypauusa Cepsepa Dr.Web — Mopaynu ycraHosute dpnar Paclumpenme
Yandex.Locator.

c) B none APIl-knrou BBeauTe KNHOY, NOyYEHHbIV Ha Lware a).

d) CoxpaHuTe BHeCeHHble N3MeHeHua 1 nepesarpy3ute Cepsep Dr.Web.

| Wcnonb3osaHne WiFi ID BO3MOXHO TO/IbKO /s MOBUIbHBIX ycTporcT nog OC Android
: 5.1 n 6onee paHHMX BEPCUN.

MpunoxeHus
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3. YTobbI NPOCMOTPETb MECTONONOXEHNE CTaHL NN B LI,eHTpe ynpaBaeHuA 6e3onacHocTbto Dr.Web:

a) B pasgene AHTMBUpYCHasA ceTb, B lepeBe CeTU BblibepuTe CTaHL MO, AN KOTOPOU 6blan
3a/laHbl COOTBETCTBYHOLLME HACTPOWKM Ha Lware 1.

b) B cBowcTBax cTaHumu, B pa3sgene PacnonoxxeHune 6yayT aBTOMaTUYECKN 3aMONHATHCA
reorpaduyeckme KOoOpANHaTbl, MONyUYeHHble C MOBUIBHOTO YCTPOWMCTBA.

¢) Haxmute NMoka3atb Ha KapTe, YTOObI NPOCMOTPETL reorpapuyeckoe MecTonoNoXeHme
MobunbHoro yctpoictea Ha OpenStreetMap cornacHoO NoayYeHHbIM KOOpPAMHaTaM.
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NMpumepbl o6paweHus k 6ase gaHHbix CepBepa Dr.Web

[Hanee npusoastca npumepbl SQL-3anpocoB k 6a3e gaHHbix PostgreSQL. 3anpockl k gpyrum 6azam
AaHHBIX MOTYT CcoAep>kKaTb HEKOTOPbIe OTANYMSA, 0OYCNOBAEHHbIE 0COBEHHOCTAMM camoi 6a3bl
AAHHBIX M TOHKOCTAMMW ee MCMOIb30BaHUA.

| BosmoxxHocTn a3bika SQL He NO3BOAIOT yunTbIBaTh B 3aMpocax Mepapxmio rpynn v
: CTaHLMMN.

Y106b1 06paTUTLCA HanpAMYIo K 6a3e gaHHbIX

1. Otkpomnte LeHTp ynpasneHus Bawero Cepsepa Dr.Web.
Mepengute B pasgen AgMUHNCTpUpoBaHue — SQL-KOHCO/b.

Beeaunte HeobxoanMbii SQL-3anpoc. MNprMepbl 3aNpocoB NpUBEAEHbI Aaee.

M o

Haxxmute KHOMKY BbinoaHUTb.

Mpumepbl SQL-3anpocos

1. HawTn ctaHuum, Ha KOTOpbIX ycTaHOBAeHa cepBepHas Bepcus OC Windows 1 Ha KOTOpPbIX
BMPYCHble 6a3bl cTapee, yem 2019.07.04-00:00:00 UTC (12.0).

SELECT
stations.name Station,
groups_list.name OS,
station products.crev Bases
FROM
stations
INNER JOIN groups list ON groups list.platform =(
CAST (stations.lastos AS INTEGER) & ~15728640

)
AND (
(
CAST (stations.lastos AS INTEGER) & 2130706560
) = 33554560
)
INNER JOIN station products ON station products.id = stations.id

AND station products.product = 'l0-drwbases'
AND station products.crev < 12020190704000000;

2. Hantu ctaHumm, nmetowme B passene AHTUBUpPYCHasa ceTb — Cratuctuka — CocrtosiHue
3anucn ¢ cepbe3HoCTbio Bbicokasa nan MakcumanbHas.

SELECT
stations.name Station
FROM
stations
WHERE
id IN (
SELECT
DISTINCT id
FROM
station status
WHERE h
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severity >= 1342177280
)7

3. HOﬂquITb COOTBETCTBME CTATyCOB U KOJIN4eCTBa CT3HLI,I/II7I, UMEHOLLINX 3TN CTaTyChbl.

SELECT
code Code,
COUNT (code) Num
FROM
(

SELECT
DISTINCT id,
code

FROM
station status

) AS t B
GROUP BY

Code
ORDER BY

Code;

4. Tonyumntb 10 Hanbonee NoNyAsPHbIX Yrpo3, obHapykeHHbIx ¢ 2019.06.01 no 2019.07.01 Ha
CTaHLMAX, BXOAALLMX B rpynny ¢ ugeHtndmkatopom '373a9%afb-9c9a-4d4d-b9b1-de817b96bccs’

WA B N06ble BNOXEHHbIE B Hee rpynnel.

SELECT
cat virus.str Threat,
COUﬁT(cat_virus.str) Num
FROM
station infection
INNER JOIN cat virus ON cat virus.id = station infection.virus
WHERE
station infection.infectiontime BETWEEN 20190601000000000
AND 20190701000000000
AND station infection.id IN (
SELECT
sid
FROM
station groups
WHERE B
gid = '373a%afb-9c9%a-4d4d-bSbl-de817b96bcc5’
OR gid IN (
SELECT
child
FROM
group children
WHERE
id = '373a%afb-9c9%a-4d4d-b9bl-de817b96bcc5"
)

)
GROUP BY

cat virus.str
ORDER BY

Num DESC
LIMIT

10g

5. Moayuntb 10 Hanbonee 3apaxaemMblX CTaHLMN.

SELECT
Station,
Grp,

Num
FROM
(
SELECT
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stations.id,
groups_list.id,
stations.name Station,
groups list.name Grp,
COUNT (stations.id) Num
FROM
station infection
INNER JOIN stations ON station infection.id = stations.id
INNER JOIN groups list ON groups list.id = stations.gid
GROUP BY
stations.id,
groups_list.id,
stations.name,
groups_list.name
ORDER BY
Num DESC
LIMIT
10
) AS t;

6. yAaﬂI/ITb UJIeHCTBO BCeX CTaHLI,I/II7I M3 NMONIb30BaTE/IbCKUX TPy MM, KOTOPblE HE ABNAKOTCA
NnepBUYHbIMU ANA 3TUX CTaHLI|I/II7I.

DELETE FROM
station groups;
INSERT INTO station groups(sid, gid)
SELECT
stations.id,
groups list.id
FROM B
stations
INNER JOIN groups list ON stations.gid = groups list.id
AND groups_ list.type NOT IN(1, 4);

7. Hantn o6beKkTbl aHTUBMPYCHOW CeTW, B KOTOPbIX YKa3aHHbI AOMEH NpUCyTCTBYeT B 6enom
cnvcke komnoHeHTa SplDer Gate, B mepCcOHaibHbIX HACTPOMKaX.

SELECT
stations.name Station
FROM
station cfg
INNER JOIN stations ON stations.id = station cfg.id

WHERE

station cfg.component = 38

AND stagion_cfg.name = 'WhiteVirUrlList'

AND station cfg.value = 'domain.tld';
SELECT

groups list.name Grp
FROM B

group cfg

INNER JOIN groups list ON groups list.id = group cfg.id
WHERE

group cfg.component = 38

AND g;oupicfg.name = '"WhiteVirUrlList'

AND group cfg.value = 'domain.tld';
SELECT

policy list.name Policy
FROM B

policy cfg

INNER JOIN policy list ON policy list.id = policy cfg.id
WHERE

policy cfg.component = 38

AND poIicy_cfg.name = 'WhiteVirUrlList'

AND policy cfg.value = 'domain.tld';

MpunoxeHus

FnaBa 3: Yacto 3aj,aBaeMbie BOMpPOChbl

262



N

©r
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8. Monyuntb 13 ayanTta cOOLITUA HeyAaUYHOro BXOAa aMUHUCTPATOPOB B LIeHTp ynpasaeHus ¢

COOTBETCTBYHOLWMMWN KOAaMU OoLNBKMU aBToOpuM3aunn.

SELECT

admin activity.login Login,

admin activity.address Address,

activity data.value ErrorCode,

admin activity.createtime EventTimestamp
FROM

admin activity

INNER JOIN activity data ON admin activity.record = activity data.record
WHERE

admin activity.oper = 10100

AND admin activity.status != 1

AND activity data.item = 'Error';

9. Hawtu ctaHummn nog OC Windows, Ha KOTOpPbIX He YCTaHOB/IEHbl HEOBXOANMbIE UCMPaBEHNA

6e30MnacHOCTW.

SELECT
stations.name Station
FROM
stations
WHERE
id NOT IN (
SELECT
station env kb.id
FROM o
station env kb
INNER JOIN stations ON stations.id = station env _kb.id
WHERE
(
CAST (stations.lastos AS INTEGER) & 2130706432
)= 33554432
AND station env_kb.name IN (
SELECT
id
FROM
env strings
WHERE
str IN(
'KB4012212', 'KB4012213', 'KB4012214"',
'KB4012215', 'KB4012216', 'KB4012217',
'KB4012598"
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FnaBa 4: YcTtpaHeHMe Henosaaok

AvarHoctuka npobsem yaasieHHON YCTaHOBKMU

MpuHLMN yCTaHOBKM:

1. CepBep Dr.Web nogkntouaetca k pecypcy ADMINS Ha yAaneHHOW mMaLlumnHe (\
\ <ydaneHHas_mawuHa>\ADMINS \Temp) N KONMPYET CETEBOWN MHCTAANATOP drwinst.exe,
PacrnoIOXEHHbIN B KaTanore webmin\install\windows KaTanora yctaHoBku CepBepa
Dr.Web, n SSL-ceptndukaTt drwcsd-certificate.pem, pacnosOXXeHHbIV B KaTanore etc
kaTanora ycraHoskun Cepepa Dr.Web, B katanor \ \ <ydaseHHas_mawuHa>\ADMINS\ Temp.

2. CepBep Dr.Web 3anyckaet ¢pann drwinst.exe Ha yAaNeHHON MaLUVHE C KNKOYaMW KOMaHAHOM
CTPOKMW, COOTBETCTBYHOLLMMU HacTpoikam B LieHTpe ynpaBaeHus.

Ansa ycnewHoit yctaHoBKM Heob6xoaumo, utobbl Ha CepBepe Dr.Web, ¢ kotoporo
NPOMCXOAUT yCTaHOBKA:
1. Bbln gocTyneH pecypc ADMINS\ Temp Ha yAaneHHOMN MaluuHe.

[lOoCTyMHOCTb MOXHO MPOBEPUTL CIEAYHOLLMM 06pa3oM:

Beeaute B agpecHyro CTPOKY NpuaoxeHna Windows Explorer:

\\ <ydaneHHas_mawuHa>\ADMINS\ Temp

[lo/KHO NOABUTLCA NPUriaLLEHNe Ha BBOJ, NOJ/b30BaTeNs U Napoas A8 AOCTyna K 3STOMY
pecypcy. Beeante yueTHble faHHble, KOTOPble BblAM yKa3zaHbl Ha CTPaHMLLE UHCTAANALMN.

Pecypc ADMINS\ Temp MOXEeT 6bITb HEAOCTYMNEH MO CeAyOLWUM NPUYMHAM:
a) yuyeTHas 3anucb He UMeeT NpaB agMUHUCTPaTOPa;
b) MaluvHa OTKAOUEHa NN MEXCETEBOW 3KpaH 6aoKMpyeT AoCTyn K nopTy 445;

C) OrpaHuyeHus yaaneHHoro Aoctyna k pecypcy ADMINS\ Temp Ha OC Windows Vista v BbiLue,
€C/IN OHWN He BXOAAT B JIOMEH;

d) OTCYTCTBYET BAaje€N€EL, KaTaaora nin He4oCTaToO4YHO npaB Ha KaTtanor y NoJib30BaTena nin
rpynnbl.

2. Bbbin poctyn Kk panny drwinst .exe M OTKPbITOMY KAHOUY WMPOBaHMA * . pub.

B LleHTpe ynpaBaeHuna oTobpakaeTcs paclumpeHHas nHbopmaumsa (3ran n Kog owmnbkn),
nomMoraroLwas AnarHoCTMpoBaTh MPUUNHY OLLMOKW.
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naBsa 4: YcrpaHeHue HenonaaoK

Cnuncok owmnbok yaaneHHoun yctaHoBku AreHta Dr.Web

dTtan Owunbka

MopkntoueHne No  HeBepHbIV agpec cTaHUmK <host>
SMB « cTaHumn
<host>

Owunbka noaxatoueHms no SMB k
CTaHuun <host>

HegoctaTtouHo npaB Ans OTKPbITUA
pasgensemMoro pecypca <share>
Ha cTaHuun <host>

Otnpaska davnoB He HalgeH nyTb <path> B
Ha CTaHLMto pa3genseMom pecypce <share> Ha
<host > CTaHuum <host>

He yzanocb co3gatb BpeMeHHbIN
Katasor <path> B pa3aensieMom
pecypce <share> Ha CTaHUWU
<host>

He yaanocb yaanvTb BpeMeHHbIN
KaTanor <path> B pa3gensemMom

MpuumnHa

IP-aspec cTaHuMK, 3aZaHHbIA Ans
yCTaHOBKM AreHTa, He ABaAeTCA
KOppPeKTHbIM agpecom IPv4/IPv6 nan He
yAanocb npeobpaszosatb DNS-nmsa B agpec:
Takoro DNS-umeHu He cywiectyeT, 1mbo
HenpaBWJIbHO HAaCTPOEH CepBep VMMEH.

He yaanocb NogKaro4nTLCA K CTaHLMK NO
SMB. BO3MO>XHbIe MPUUYMNHBI:

e Ha CTaHUMW OTKIrOUeHa cayxba cepsepa;

e HegocTyneH 445 TCP-nopT Ha yaaneHHon
MallVHe, BO3MOXHble MPUUYMNHbL

o MalllHa OTKNK4YEeHa,;

o MeXCeTeBOW 3KpaH GiokmpyeT
yKasaHHbIA NopT;

© Ha yJaJleHHOM MallVHe YCTaHOBJ/IeHa
OC, otanyHasa ot OC Windows;

e He HacTpoeHa MoZelb COBMECTHOTO
[OCTyna v 6€30MacHOCTM ANs NOKalbHbIX
YUETHBbIX 3anuncer;

e HeJoCTyrMeH cepBep aBToOpu3aLmn
(KOHTpoNEep fJoMeHa);

e Hen3BeCTHbIN Noab30BaTeNb UK
HeBepHbIV Napob.

He cywecTtByeT pecypca ADMINS Ha
yﬂ,aﬂeHHOVI MallnHe, MBO He xBaTaeT npas
Ha ero oTkpbITHe.

OTcyTcTBYeT gnpekTopua ADMINS / TEMP.

He yaanocb co3gaTb BpeMeHHYH
AnpekTopuio B ADMINS /TEMP, Hanpumep,
HEe XBaTWU10 MNMpaB Ha 3anuchk.

He yaanoch yaanntb ANPEKTOPUIO B
ADMINS/TEMP noc/e 3aBepLueHus
npoueaypsbl. Hanpumep, ecan He
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JTtan

Co3paHue cepsuca
Ha cTaHuun
<host >

McnonHeHue
cepBuca Ha
cTaHumn <host>

Owunbka

pecypce <share> Ha CTaHLmMM
<host>

He yaanock oTkpbITh dain ans
uteHua <path> Ha CepBepe
Dr.Web

He yaanocb npountath daiin
<path> Ha Cepsepe Dr.Web

He yaanock oTkpbiTh dain ans
3anucn <path> B pasgensemom
pecypce <share> Ha CcTaHUWU
<host>

He yganock 3anucatb daiin
<path> B pa3zenseMom pecypce
<share> Ha cTtaHUuUN <host>

Owwnbka noakNtoUEHWA K
cepBepHo cnyxbe (srvsvc RPC) Ha
cTaHuum <host>

Owwnbka noakntoueHns Kk SCM Ha
CTaHuun <host>

He ypanoch co3patb cepBuC Ha
CTaHuun <host>

He yaanocb 3anycTuTb cepBuC Ha
CTaHuun <host>

He yaanocb oCcTaHOBUTb CepBUC Ha
CTaHuun <host>

He ypanock yaanutb cepBuc Ha
CTaHuun <host>

He yganock nonyunts ctaTyc
cepBuca Ha cTaHuun <host>

YcTaHOBKa npepBaHa o TarmMayty
Ha CTaHuun <host>

naBsa 4: YcrpaHeHue HenonaaoK

MpuumnHa

AOXAANVCh 3aBepLUeHuns cayxbbl, 1Mo
KTO-TO OTKpbIA Gain B 3TON ANPEKTOPUN.

OtcyTtcTBYET Palin ycTaHOBLLMKA Ha CAMOM
Cepsepe Dr.Web, nmbo 3asaHbl HeBepHble
npaea Ha dalin ycTaHOBLLMKA.

HezoctaTouHo npaB Ans yteHus/3anmcu
COOTBETCTBYHOLMX HaliIoB UaN B
COOTBETCTBYIOLLUNX ANPEKTOPUSX.

HezoctynHo yaaneHHoe ynpasieHve
cnyxbamm.

HepoctatouHo npas Ha ynpasieHve
cnyxbamm.

Bo3smoxkHo, owmnbka ¢ SCM.

YCTaHOBLUMK He ycnen ycTaHOBUTbL AreHTa
3a yKa3aHHbI Meproj BPeMEHM.
Bo3MOXHbIe MPUUNHbBI: MeANEHHbIA KaHa
mexay ctaHumert u Cepsepom Dr.Web, He
XBaTWJ/I0 BPEMEHU NS 3arpy3ku
HeoHXOANMBIX AaHHBbIX.
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Owunbka

He yganocb nonyuntb A0OKaabHbINA
nyTb K pa3genseMoMy pecypcy
<share> Ha cTaHUuN <host>

Cepsuc 3aBepLUnI BbINOJHEHNME C
OLINBKOM Ha cTaHumMKM <host>.
Cratyc 3aBeplieHua: <state>. Kog
OWNBKM: <rc>.

naBsa 4: YcrpaHeHue HenonaaoK

MpuumnHa
He yaanock onpegennTb NyTb Ha CTaHLUN

A0 pecypca ADMINS.

Owwnbkum yctaHoBLMKa AreHTa.
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naBsa 4: YcrpaHeHue HenonaaoK

YcrpaHeHue owmnbkun cnyx6b1 BFE npu yctaHoBke AreHta
Dr.Web ana Windows

[na GyHKLMOHMPOBaHWA HEKOTOPbIX KOMMOHeHTOB AHTUBMpYca Dr.Web ans Windows
HeoHX0AMMO Hannmume 3anyLLeHHON cy>kbbl 6azoBoro moayns punbtpauum (BFE). Ecav gaHHas
cny>xba OTCYyTCTBYET UM NoBpexaeHa, yctaHoBka AreHta Dr.Web ana Windows 6yaeT HeBO3MO>XHa.

MNoBpexaeHne nam otcyTcTBre cny>xbbl BFE MoXeT yka3biBaTb Ha Haanuve yrpo3 6e3onacHoCTu
cTaHuuK.

Ecnn nonbitka yctaHoBku AreHta Dr.Web ana Windows 3aBepmnnach ¢ owinbkoii cny>x6bi
BFE, BbinonHuTe cnepyrowme AenCTBUA:

1. MpockaHupyiTe cuctemy cTaHUUM Npy nomoLm nevatert ytmamtel CureNet! ot komnaHum
«[JokTop Beb».

[Jemo-Bepcumio (anarHocTnka 6e3 GyHKLUM NeyeHmns) yTUAUTBI MOXKHO 3amnpOCUTb 34eCh:
https://download.drweb.com/curenet/.

O3HaKOMWUTLCS C YCIOBUAMM UCMONb30BAHUA Y CTOUMOCTBHO MOJIHON BEPCUM YTUAUTBI MOXXHO
34ech: https://estore.drweb.com/utilities/.

2. BpyuHyto 3anyctute nam nepesanyctute cnyxx6y BFE. Ecam 3anyctuts cnyx6by BFE He yaanock nan

cny>c6a OTCYTCTBYET B CUCKe, 0bpaTntech B CIyKOy TEXHUYECKOW NOAAEPKKN KOMMaHUM
Microsoft.

3. 3anyctute yctaHoBLmk AreHta Dr.Web ans Windows 1 npowvsBeanTe yCTaHOBKY COTr/laCcHO
LITaTHOW NpoLeaype, NpvBeseHHOM B PyKOBOACTBe NO YCTaHOBKeE.

Ecam npobnema He ycTpaHeHa, 06paTtuTech B CNy>KOy TEXHNYECKOWN MOAAEP KK KOMMAHUM
«[JokTop Beb».
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naBsa 4: YcrpaHeHue HenonaaoK

TexHuueckana noaaepikka

Mp¥ BO3HUKHOBEHMM NPOBAEM C YCTaHOBKOW MM paboTor NpoAyKTOB KOMMAHUK, NPEeXae Yem
0bpalLaTbCs 3a MOMOLLBIO B CYXOy TEXHUUYECKOWN MNOALEP>KKM, MONPOBYMTe HANTU peLleHne
cneayroLwmMMim cnocobamm:

® 03HAaKOMbTECh C MOCNEAHUMU BEPCUAMU ONMUCAHMI U PYKOBOACTB MO agpecy
https://download.drweb.com/doc/;

e NpouuTaiiTe paszen 4yacTto 3aaBaeMbix BONPOCOB MO ajpecy
https://support.drweb.com/show faqg/;

e nocetute GopymMbl KoMnaHum «Joktop Beb» no agpecy https://forum.drweb.com/.

Ecav nocne 3Toro He yganocb pewmnTb Npo6iemMy, Bbl MOXETe BOCMO/b30BATbCA OAHMM U3
cnesyroLmx cnocoboB, UTO6bI CBA3ATLCA CO CNY>KOON TEXHNYECKON NOAAEP KKK KOMMaHUW «[JoKTop
Beb»:

e 3anosiHWTe Be6-POpMy B COOTBETCTBYHOLLIEW CeKLMM pa3gena https://support.drweb.com/;

e no3BoHUTe no TenedpoHy B Mockae: +7 (495) 789-45-86 nam no 6ecnnatHOM NMHWUM ANS BCeW
Poccmm: 8-800-333-7932.

NHbopMaL Mo 0 permoHanbHbIX NPeACTaBUTENbCTBAX U 0dUcax KoMnaHun «[loktop Beb» Bbl
MOXKeTe HalTh Ha oduLManbHOM calTe no agpecy https://company.drweb.com/contacts/offices/.
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