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Komnanusa «Joktop Beb» — poccuinckmii pazpaboTtumk cpeactB MHGOpPMaLMOHHOM 6e30nacHOCTH.

Komnanus «[Joktop Beb» npeanaraet spPpeKkT1BHbIE aHTUBUPYCHbBIE M aHTUCMaM-PELLIEHNA KaK A5
rocyAiapCTBEHHbIX OpraHn3aLui n KPYnHbIX KOMMaHWR, Tak U A1 YaCTHbIX NOJIb30OBaTeNEN.

AHTUBUPYCHbIe pelleHus cemenctBa Dr.Web paspabatbiBarotca ¢ 1992 rosa 1 HeM3aMeHHO
AEMOHCTPUPYIOT MPEBOCXOHbIe pe3y/bTaTbl JETEKTVPOBAHNA BPELOHOCHbIX MPOrpamm,
COOTBETCTBYHOT MMPOBbIM CTaHAapTaM H6e30nacHOCTW.

CepTndmkaTtbl 1 Harpagbl, a Takxke obLWMpHas reorpadus nosb3oBaTeneli CBUAETENbCTBYOT 06
UCKAHOUNTENBHOM AOBEPUN K NMPOAYKTaM KOMMaHMMN.

Mbi 6naropapHbl Nosb3oBaTeNAM 3a NOAAEPIKKY pelueHui cemeiictBa Dr.Web!
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FnaBa 1: BBegeHue

FnaBa 1: BBegeHue

1.1. HasHaueHune AOKYyMeHTa

B sokymeHTaumm agMuHucTpaTopa aHtmBmpycHoi cetn Dr.Web Enterprise Security Suite npvBeaeHbi
CBEAEHNs, OMNKMCbIBatOLLIME KaK ObLLMe NPUHLMMbI, TaK U AeTaan peann3aLmn KOMMAEKCHOW
aHTMBUPYCHOW 3aLLMUTbl KOMMbHOTEPOB KOMMaHum ¢ nomolbto Dr.Web Enterprise Security Suite.

,ﬂ,OKyMeHTaLI,I/Iﬂ agMUWHNCTPaTOpPa aHTI/IBI/IpyCHOI\/'I CeTn COCTOUT 13 CiefyHoLLNX OCHOBHbIX yacren:

1.

PykoBopacTBO MO ycTaHOBKE

ByAeT nonesHo pyKoBOAMUTENO OpraHu3aLm, MpYHUMatoLLEMY peLleHre O NpuobpeteHnn u
yCTaHOBKE CUCTEMbI KOMMIEKCHOM aHTUBMPYCHOM 3aluUThbl.

B pykoBoOACTBE MO YyCTaHOBKE OnncaH npouecc co3gaHna aHTI/IBI/IpyCHOIz CeTN N YCTaHOBKWU ee
OCHOBHbIX KOMIMNOHEHTOB.

PykoBoacTBO agMUHUCTPaTOpa

AZpeCcoBaHO AOMUHUCMPAMopy aHMUBUPYCHOU cemu — COTPYAHWUKY OpraHun3aLmmn, KOTOpoMy
NMOPYYEHO PYKOBOACTBO aHTUBUPYCHOM 3aLLUTON KOMMbIOTEPOB (Paboumnx CTaHL MM 1 cepBEpPOB)
3TOW CeTw.

AZAMUWHMCTPATOP aHTUBUPYCHOW CeTU A0JIKeH 061aAaTb MONHOMOUYNAMMN CUCTEMHOTO
aAMUWHUCTPATOPa AW COTPYAHMYATb C a4MUHUCTPATOPOM NIOKaNbHOM CETW, BbITb KOMMETEHTHBIM
B BOMPOCAx CTpaTerMm aHTMBUPYCHOW 3aLLuTbl U AeTalbHO 3HaTb aHTMBMPYCHble nakeTbl Dr.Web
A1 BCEX UCMONb3YEeMbIX B CETU OMepPaLMOHHbIX CUCTEM.

MpunoxxeHus

Copep>kaT TexHMyeckyto MHGOpPMaLLMIO, OMUChIBAOLLLYHO NapaMeTpbl HACTPOWKN KOMMOHEHTOB
AHTUBMPYCa, @ TakKKe CUHTAKCUC 1 3HAYEHWUA UHCTPYKLWIA, MCNOAb3YeMbIX MpY paboTe C HUMMW.

& Mexay nepeyuncieHHbIMN Bbille AOKYMEHTaMW NPUCYTCTBYHOT MepeKpecTHble CChIKN.
MNpw 3arpyske JOKYMEHTOB Ha JIOKa/IbHbI KOMMbOTEP, NEPEKPECTHbIE CCbIKN OyayT
bYHKUMOHNPOBATL TONBKO B TOM C/ydae, eCan JOKYMEHTbI PacrnoioXeHbl B OAHOM
KaTasore v MMeroT N3HaYasbHble Ha3BaHWA.

Tak>ke nocraBAroTCA Cieayrouine PykoBojcCTBa:

1.

MHCprKLI,I/Iﬂ no pasBepTbiBaHUIO aHTMBI/IpyCHOﬁ cetn

Coaep>xut KpaTkyto MHGOPMaLMIO MO yCTaHOBKE W MepBOHaYabHOM HaCcTPOMKe KOMMOHEHTOB
aHTUBMPYCHOW ceTW. 3a NoApobHOM MHOpPMaLmen obpallanTecs K JOKYMeHTaLum
aAMUHUCTpaTOpa.

PykoBOACTBO aAMMHMCTpaTOpa
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2. PykoBoacTBa No ynpaBAe€HUIO CTaHLUAMM

Cogaep>kat MHGOPMALMIO O LLeHTPaAM30BaHHOW HaCTPOMKe KOMMOHEHTOB aHTUBMpPYcHOro MO
pabouunx CTaHLU WA, OCYLLECTBASEMON afMUHUCTPATOPOM aHTUBUPYCHOW ceTu Yepes LleHTp
ynpasneHuns 6esonacHocTbto Dr.Web.

3. PykoBopacTBa nosb3oBartens

Cogaep>kat MHGOPMaLMIO O HACTPOWKe aHTUBMPYCHOTO pelueHns Dr.Web, ocywiectBnasemon
HEeMoCPEeACTBEHHO Ha 3allMLLaeMblX CTaHLMAX.

4. PykoBogctBo no Web API

Coaep>uT TexHn4veckyro nHpopmaumo no nHterpaumm Dr.Web Enterprise Security Suite co
CTOPOHHUM MporpaMmMHbIM obecneyeHnem nocpeactsom Web API.

5. PykoBogactBo no 6ase paHHbix CepBepa Dr.Web

Cofep>knT onvcaHne BHyTPeHHeW CTpyKTypbl 6a3bl aHHbIX CepBepa Dr.Web 1 npumepos ee
MCNOIb30BaHMs.

Bce nepeuncneHHble PykOoBOACTBa NOCTaBAAOTCA B TOM Yncae B coctaBe npoaykta Dr.Web
Enterprise Security Suite n MmoryT 6bITb OTKpPbIThI Yepe3 LieHTp ynpasaeHusa 6e3onacHocToto Dr.Web.

MNepes NpouTeHeM AOKYMEHTOB ybeANTeCh, YTO 3TO MNOCNEAHAA BEPCUA COOTBETCTBYOLLMX
PykoBOACTB A/ Ballel Bepcum NpoaykTta. PykoBozcTBa NOCTOAHHO OBHOBASAIOTCS, U MOCIAEAHIOO
NX BEPCUIO MOXHO HaWTK Ha oduumanbHOM Beb-carite komnaHum «[lokTop Beb» no agpecy
https://download.drweb.com/doc/.

1.2. YcnoBHble 0603HaueHUsA N coKpalLeHusA

YcnoBHble 0603HaueHuA

B ZaHHOM pyKOBOACTBE UCMOJIb3YHOTCA CesytoLne YCNOBHbIE 0603HaUeHNs:

O603HaueHue KommeHTapuii
@ BaxxHOe 3ameuaHune nin ykasaHue.
_/_IE MpeaynpexaeHne 0 BO3MOXHbIX OLUMOOUHBIX CUTYaLMsX, @ TakKe BaXKHbIX
MOMeHTax, Ha KoTopble cnesyeT 06patnuTb 0ocoboe BHUMaHWMe.

AHmusupycHas cemos  HOBbIA TEPMUH MW aKLEHT Ha TEPMUHE B OMUCAHUAX.
<IP-address> Mons ans 3ameHbl GYHKUMOHANbHbBIX Ha3BaHUN GakTUYECKUMUN 3HAUEHUAMMN.

CoxpaHuTtb Ha3BaHuWs 3KpaHHbIX KHOMOK, OKOH, MYHKTOB MEHHO U APYruX 3/1eMeHTOB
nporpamMmHoro nHTepdeica.

CTRL O603HayeHma KI1aBULL KNaBmaTypbl.

PykoBOACTBO aAMMHMCTpaTOpa
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FnaBa 1: BBegeHue

O603HaueHue KommeHTapuii
C:\Windows\ HanmeHoBaHwWs GaiiioB 1 KaTanoros, GparMeHTbl MPOrPaMMHONO Koaa.
Opunoxexvie A MepeKkpecTHble CCbIKM Ha FNaBbl JOKYMEHTa WAN TMAEePCChbIIKA Ha BHELLHME
pecypcbl.
CokpaugeHus

B Tekcte PykoBoacTBa MOryT ynotpebnatbcs 6e3 paclumdpoBku cresytoLine CoKpaLLeHns:

e ACL — cnuckm koHTpoas goctyna (Access Control List),

e CDN — cetb goctaBku koHTeHTa (Content Delivery Network),

e DFS — pacnpezenenHas darnnosas cuctema (Distributed File System),

e DNS — cucrema gomeHHbIx MeH (Domain Name System),

e FQDN — nonHoctbto onpeseneHHoe ums gomeHa (Fully Qualified Domain Name),

e GUI — rpaduueckmin nosnb3oBatensckuii HTepdelic (Graphical User Interface), GUI-Bepcus
nporpamMmmMbl — Bepcus, ncnoabsyrowas cpeacrea GUI,

e MIB — 6a3a ynpasasarowen nidopmauum (Management Information Base),

e MTU — makcrMMasnbHbIM pa3Mep noaesHoro 61aoka gaHHbix (Maximum Transmission Unit),
e NAP — Network Access Protection,

o TTL — Bpems xun3HKM naketa (Time To Live),

e UDS — pomeHHbI cokeT UNIX (UNIX Domain Socket),

e b/, CYB[, — baza [aHHbix, Cuctema YnpasneHusa bazamun JaHHbIX,

e BCO Dr.Web — BcemupHas Cuctema O6HoBaeHu Dr.Web,

e /IBC — JlokanbHasa BbiuncantenbHas Cetb,

e OC — OnepauymoHHas Cucrema,

e 10 — lMporpammHoe ObecneyeHue.

PykoBOACTBO aAMMHMCTpaTOpa
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FnaBa 2: Dr.Web Enterprise Security Suite

2.1. O npoaykre

Dr.Web Enterprise Security Suite npegHa3HaueH Ana opraHn3auum 1 ynpaBaeHns e4UHON n
HaAEeXHOM KOMMIEKCHOW aHTUBMPYCHOW 3aLLMTOM Kak BHYTPEHHEN CEeTU KOMMaHWK, BKAOYas
MOBUNbHBIE YCTPOWCTBA, TakK Y AOMALLHUX KOMMbIOTEPOB COTPYAHMKOB.

COBOKYMHOCTb KOMMbHOTEPOB Y MOBW/IbHBIX YCTPOWCTB, Ha KOTOPbIX YCTaHOB/EHbI
B3avmMogencTBytome komnoHeHTbl Dr.Web Enterprise Security Suite, npeactaBnset cobow eguHyro
aHMUBUPYCHYyH ceme.

O

Cepsep Dr.Web ==== HTTP/HTTPS

Ll,eHTp ynpasieHUA 6e30nacHOCTbHO

Dr Web e (CeTb Ha OocHOBe TCP/IP

Mepeaaya 06HOBNEHWNI Yepe3

M 7 Dr.W —
06U/IbHBIN LEeHTp ynpasaeHus Dr.Web HTTP/HTTPS

O = g

3awmilaemMasn ctaHUms % BCO Dr.Web

PucyHok 1-1. Jlornueckas CTpyKTypa aHTUBUMPYCHOM ceTu

AHTnBUMpycHasa ceTb Dr.Web Enterprise Security Suite nmeet apxutektypy ksueHm-cepsep. Ee
KOMMOHEHTbI YCTaHaB/NBAOTCA HAa KOMMbIOTEPbI U MOBUAbHbIE YCTPONCTBA NONb30BaTENEN U

PyKoBOACTBO aAMWHMCTpATOpa
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aAMUHNCTPATOPOB, a TakXXe Ha KOMIMboTepbl, BbiNoaHAoWwme dyHkumn cepeepos JIBC.
KOMMOHEHTbI aHTUBMPYCHOW ceTn 0BMeHMBarOTC MHPOPMaLMEN, NCNONb3Yys CeTeBbIE MPOTOKObI
TCP/IP. AnTBMpycHOoe MO Ha 3aluiLaemMble CTaHL MU MOXXHO YCTaHOBUTbL (M BNOCAEACTBUN
ynpaBasaTb M) Kak Yepe3 JIBC, Tak 1 yepes NHTEPHET.

CepBep LeHTpan30BaHHOM 3aLUThbl

CepBep LeHTpanm3oBaHHOW 3awwuTsl (ganee Cepeep Dr.Web) ycTtaHaBAnBaeTcs Ha O4HOM M3
KOMMbIOTEPOB aHTMBUPYCHOM CETUW, MPU 3TOM YCTaHOBKa BO3MO>Ha Ha l060M KOMMbIOTEPE, a
He TONIbKO Ha KOMMbOTepe, BbiNoAHAOLWeM GyHKLuM cepepa JIBC. OcHOBHble TpeboBaHMA K
3TOMY KOMMbIOTEPY NpuBeseHbl B M. CuctemHble TpeboBaHums.

KpoccnnatdopMeHHOCTb CEpBEPHOTO MPOTrPaMMHOro obecrneyeHns Nno3BoSET UCMONb30BaTh B
kauectBe CepBepa LEeHTPaIM30BaHHOM 3aLuTbl KOMMbIOTEP MOA YNPABAEHVEM CIEAYHOLLUX
OnepaLMOHHbIX CUCTEM:

e OC Windows,
e OC cemetictBa UNIX (Linux, FreeBSD).

CepBep LLeHTpann3oBaHHOM 3aLUTbl XPaHUT AUCTPUOYTUBbI aHTUBUPYCHbIX MAKeTOB AJ1s
pa3anyHbix OC 3aLuLLaeMblX KOMMbIOTEPOB, 0OHOBEHNSA BUPYCHBIX 633 1 aHTUBMPYCHbIX
MaKeToB, NINLLEH3NOHHbIE KNHOUM U HAaCTPOWMKM aHTMBUPYCHbIX MaKeTOB 3allyMLLiaeMblX
KomnbtoTepoB. CepBep LEHTPaNIM30BaHHOW 3aLLUTbl NOJlyYaeT OBHOBIEHWNS KOMMOHEHTOB
aHTUBMPYCHOW 3alLMTbl U BUPYCHbIX 6a3 yepe3 MHTepHeT c cepBepoB BcemumpHon Cuctembl
O6BHOBEHWNA N OCYLLECTBASET PAacNpOCTPaHEHNE OOHOBNEHNA Ha 3alLMLLAaEMbIe CTaHLUW.

Bo3MOXHO co3zaHve nepapxmyeckon CTpyKTypbl Heckoabknx CepBepoB LeHTPaM30BaHHOM
3aLWuThl, 06CNY>XKUBAIOLLMX 3aLLMLLAaEMbIE CTAaHLMN aHTUBUPYCHOW CETW.

CepBep LeHTpann3oBaHHOM 3aLuUTbl NOAAEPXKMBAET GYHKLNIO PE3EPBHOrO KONMMPOBaHUS
KPUTUYECKUX JaHHBIX (Ba3bl AaHHbIX, KOHOUIYpaLMOHHbIX GanaoB v Ap.).

CepBep Ll,eHTpaJ1M3OBaHHOIz 3alnTbl BeAEeT eAI/IHbIIz >KypHan cobbiTnin aHTI/IBI/IpyCHOIz ceTn.

EanHana 6a3a gaHHbIX

EavHas 6a3a saHHbix nogkatoyaetcs K CepBepy LLeHTPann30BaHHOW 3allUTbl U XpaHUT
CTaTUCTMYECKME JaHHble MO COObITUAM aHTUBUPYCHOW CeTW, HacTponkmn camoro Cepsepa,
napameTpbl 3aLiMLLAEMbIX CTaHLUMA U @HTUBMPYCHBIX KOMMOHEHTOB, YCTaHaB/IMBaeMbIX Ha
3alMLLaemMble CTaHLUK.

Bo3MoOXHO ncnonb3oBaHme aiefyroumnx Tnnos 6a3bl AAHHbIX:

BcTpoeHHas 6a3a pgaHHbIX. [1pesocTtaBnsetca 6a3a gaHHbix SQLite3, BcTpoeHHas
HenocpeAcTBeHHO B CepBep LLeHTPaAn3oBaHHOM 3aLnThl.

BHewHAa 6a3a gaHHbIX. [1pef0oCTaBAstOTCA BCTPOEHHbIE ApaiBepa A1 MNOAKIOYEHUS
cnepyrowmx 6a3 AaHHbIX:

e MySQL,

e Oracle,

PykoBOACTBO aAMMHMCTpaTOpa

13



141
d
A

Pu)
$
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e PostgreSQL (sknrouan Postgres Pro),

e ODBC-apaviBep ana noakaroueHns apyrux 6a3 gaHHblx, Takmx kak Microsoft SQL
Server/Microsoft SQL Server Express.

Bbl MOXeTe MCno/ib30BaTh NH06YH0 6a3y AaHHbIX, COOTBETCTBYHOLLYHO BaLUMM 3anpocam. Baw
BbIGOP AO/MKEH OCHOBbLIBATLCA HA NOTPEBHOCTAX, KOTOPbIM AOJIXKHO YA0BNETBOPATb XPaHUAULLLE
AaHHbIX, TaKMX KaK: BO3MOXHOCTb 06C/Y>XMBaHUA aHTUBUPYCHOM CETUN COOTBETCTBYHOLLLETO
pa3mepa, 0cobeHHoCTM ob6cnyxumBaHusa MO 6a3bl AaHHbIX, BOSMOXHOCTA MO
aAMUHUCTPUPOBAHWIO, MPeAOCTaBAsEMble CaMO 6a30M AaHHbIX, @ TaKXKe NPUHATbIE K
MCMO/Ib30BaHWIO Ha BalleM NpeanpuaTUn TpeboBaHuUsA 1 CTaHAaPThI.

LLeHTp ynpaB/ieHMA LLeHTPa/In30BaHHOW 3aLLUTOU

LleHTp ynpaBaeHus LeHTpaiM30BaHHON 3alLWTOM yCTaHaBIMBAETC aBTOMAaTMYeCKM BMecTe C
CepBepoOM LEeHTPaNnM30BaHHOWM 3alLuTbl U NPesOoCTaBAseT BeO-nHTepdenc ana yaaneHHoro
ynpasneHns CepBepoM LLeHTPaNIN30BaHHOW 3aLLUTbl N @aHTUBUPYCHOM CETbIO MyTeM
pesakTMpoBaHmMa HacTpoek CepBepa, a TakxKe HaCcTPOoeK 3aLlyMLLaeMbIX KOMMbIOTEPOB,
xpaHsawwmxcs Ha CepBepe 1 Ha 3aLLumLLaeMblX KOMMbOTEPaX.

LleHTp ynpaBaeHns MOXeT OblTb OTKPbIT Ha IK0OOM KOMMbOTEPE, MMELOLLEM CETEBOW AOCTYN K
CepBepy LLeHTpann3oBaHHOM 3aLwmnTbl. BO3MOXHO 1Mcnoab3oBaHwue LieHTpa ynpaBaeHus nog,
ynpaBieHeM npakTuyeckun aoboi onepaLMoHHOM cUCTEMbI, C MOAHODYHKLMOHANbHBIM
MCNONb30BaHVEM B CieaytoLLmx Beb-bpay3epax:

e Windows Internet Explorer,
e Microsoft Edge,

¢ Morzilla Firefox,

e Google Chrome.

Cnncok BO3MOXKHbIX BapnraHTOB NCMOb30BaHNA NpUBEAEH B M. CucteMHble TpeboBaHums.

LleHTp ynpaBaeHWs LeHTpasn30BaHHOW 3alLMTOM NPeAOCTaBAsSET CefyoLe BO3MOXHOCTH:

e Yn06CTBO yCTaHOBKM AHTVBYMpPYCa Ha 3allMLLiaeMble CTaHLUW, B TOM YACAE: yaaneHHas
yCTaHOBKa Ha CTaHLMW C NpeABapuTeNbHbIM 0630pOM CeTU A/l MOUCKa KOMMbIOTEPOB;
co3zaHne AUCTPUBYTUBOB C YHMKaNbHBIMU MAeHTUdUKaTOpaMu U napaMeTpaMmu
nogkaoueHus k CepBepy LIeHTPann3oBaHHOM 3aLuUTbl AN YNPOLEHUa npoLiecca
yCTaHOBKW AHTVBUMpPYCa aMUHUCTPATOPOM WM BO3MOXHOCTN YCTaHOBKU AHTMBMpYCa
NONb30BaTENAMMW Ha CTaHLMAX CAMOCTOATENbHO.

e YnpouleHHoe ynpaBaeHne pabounmm CTaHLUAMM aHTUBUPYCHOW CETU 3a cYeT
MCNO/b30BaHWA MexaHu3ma rpynn (nogpobHyto MHPopMaLmio cM. B pasgene [nasa 7:
KomniekcHoe ynpaBaeHne paboymMMm CTaHLUAMMN).

e BO3MOXHOCTb LLEHTPa/IM30BaHHOTO YNpPaBAeHWUs aHTUBUPYCHbIMUW NaKeTaMW CTaHLWU, B TOM
uncne: yaaneHve Kak OTAebHbIX KOMMOHEHTOB, Tak U AHTUBMpPYCA B LEIOM Ha CTaHLMAX
nog OC Windows; HacTpoiika napamMeTpoB paboTbl KOMMNOHEHTOB aHTMBUPYCHbIX MaKeToB;
3a/laHne NpaB Ha HaCTPOWKY W yNpaBJeHne aHTUBUPYCHbIMW NakeTaMy 3alLMLL,aeMblX
KOMMbOTEPOB A1 NOJIb30BaTeNEN JaHHbIX KOMMbOTEPOB (MOAPOGHYH MHOOPMALMIO CM.
B pa3gene [naBa 8: YnpaBaeHve pabounmu ctaHUmaMM).

PykoBOACTBO aAMMHMCTpaTOpa
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e LleHTpann3oBaHHOE yrnpaB/ieHNe aHTUBMPYCHOW NPOBEPKOMN paboumx CTaHLWM, B TOM
yncne: yaaneHHbI 3anyck aHTUBUPYCHOM NPOBEPKM Kak Mo 3aZiaHHOMY pacnuncaHunio, Tak 1
Mo NPSMOMY 3anpocy agMuHUCTpaTopa u3 LieHTpa ynpaBaeHus; LieHTpaan3oBaHHas
HacTpoWKa NapamMeTpoOB aHTMBUPYCHOW NPOBEPKM, NepeAaBaeMblx Ha paboune cTaHLum
AN NOCNesytoLLLero 3anycka okasbHOM NPOBEPKU C AaHHbIMW NapamMeTpamu (Moapo6Hyro
nHbopMaLMIo CM. B pasgene AHTMBMPYCHasa NpoBepKa paboymx cTaHLum).

e [TonyyeHre CTaTUCTUYECKON MHPOPMALLIMM O COCTOSHUM 3aLLMLLIaeMblX CTaHL WA, BUPYCHOW
CTaTUCTMKM, COCTOAHUMN YCTaHOBNEHHOTO aHTMBUPYCHOTO MO, COCTOAHUM 3anyLLeHHbIX
aHTUBUMPYCHbIX KOMMOHEHTOB, a TakxKe CrMcKa annapaTHO-NporpaMmMHoro obecneveHus
3almL,aeMon ctaHuum (noapobHyo MHGopMaumio cM. B pasgene [1pocMOoTp CTaTUCTUKK
no paboyen CTaHLMN).

e [nbKas cucteMa agmMuHUCTppoBaHna CepBepa LEHTPaNN30BaHHOM 3aLLUTbI U
aHTUBUPYCHOW CETU 3a CYET BO3MOXKHOCTU pa3rpaHUyeHns Npas ANs Pa3nyHbIX
aAMUVHNCTPATOPOB, a TakXKe BO3MOXHOCTb MOAKAHOYEHNA a4MUHUCTPATOPOB Yepes
BHELLUHME CUCTeMbl aBTOpm3aLmm Takme kak Active Directory, LDAP, RADIUS, PAM
(noapobHyto nHbGopmMaLmio M. B pasgene [aBa 6: AAMUHUCTPATOPbI aHTUBUPYCHOW CETW).

e YnpaBJieHVe INLEH3MPOBAHNEM aHTMBUPYCHOM 3aLLnTbl paboumx CTaHLUIA C
pa3BETBNEHHOWN CUCTEMOW Ha3HaUYeHWSA INLLEH3UI ANA CTaHLWIA, TPYNN CTaHLMK, a TakxKe
nepesaun MULLEeH3nA Mexay Heckobkumu CepBepaMi LIeHTPaaM30BaHHOM 3aLuUTbl Npu
MHOTOCepBepPHOM KOHOUIypaLum aHTUBUPYCHOM ceTn (NoApOo6HY0 MHGOpMaL Mo CM. B
pasgene MeHezXep NULLEH3NNA).

e O6WMpHbIA Habop HacTpoek Ans 3agaHna kKoHburypauum Cepeepa LLeHTPaan30BaHHOM
3aLMThl U OTAENbHbIX €0 KOMMOHEHTOB, B TOM UMC/E: 3a/jaHNe pacnucaHns ans
06Cny>XMBaHWA; NOAKNOUYEHME NOIb30BATENbCKMX MPOLLeAyp; rTMbkas HacTpoMKa CUCTEMBI
06HOBJIEHMS BCEX KOMIMOHEHTOB aHTUBMPYCHOW ceT ¢ BCO u panbHelero
pacnpocTpaHeHns 0OHOBNEHWI Ha CTaHL MK, HAaCTPOKKa CUCTEM OMOBELLEHMS
aAMUHMCTPATOpPa O COOLITUAX aHTUBUPYCHOW CETU C Pa3IMYHBIMU METOAAaMM LOCTaBKM
COOOLLLEHNI; HACTPOWMKa MEXCePBEPHbBIX CBA3EN AN KOHPUrypaL MM MHOroCcepBepHOM
aHTUBMPYCHOW ceTn (NoApobHyto nHbopMauuio cM. B pasgene [nasa 10: Hactpolika
CepBepa Dr.Web).

| MogpobHasa nHGopmMaLma Mo BO3IMOXHOCTAM YCTaHOBKM aHTVBUPYCHOW 3aLUuThbl Ha
: pabouwe cTaHUuW NpuBeseHa B PykoBogcTBe No ycTaHOBKE.

Yactbto LeHTpa ynpasnerus 6e3onacHocTbio Dr.Web sBnsietcs Beb-cepBep, KOTOpPbIN
yCTaHaB/MBAETCS aBTOMaTMyeckn BMecTe ¢ CepBepOM LeHTPanM3oBaHHOM 3aLunTbl. OCHOBHOW
3asaveli Beb-cepBepa sBasetcs obecneyveHne paboTbl CO cTpaHuLamu LieHTpa ynpasaeHus n
KJIMEHTCKUMW CETEBBIMU COEANHEHMAMMN.

Mo6unbHbIN LEHTP ynpaB/ieHUA LEeHTPa/ZIn30BaHHOMN 3alLUTON

B kauecTBe OTAE/IBHOTO KOMMOHEHTA AN MOBWUBHBIX YCTPOWCTB NOZ ynpasaeHnem iOS v
Android npegoctaBnsetcs MobunbHbiv LieHTp ynpasaenus (Dr.Web Mobile Control Center).
OcHoBHble TpeboBaHWA K yCTPONCTBaM A paboTbl C AaHHBIM NMPUAOXKEHNEM NPUBEAEHBI B M.
CucremHble TpeboBaHus.

PykoBOACTBO aAMMHMCTpaTOpa
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Mo6uWabHbIV LEHTP ynpaBaeHus coeamHsetcs ¢ CepBepoM LeHTPasM30BaHHOW 3aLLmTbl NO
3awmndpoBaHHOMY NPOTOKOJY U MpU paboTe NCNOb3yeT yUeTHble JaHHble aZMUHUCTpaTopa
aHTUBUPYCHOW ceT. MOBW/bHbIV LEHTP ynpaBaeHWs NOAAEPKMBAET 6a30BbI HABOP GYHKLUIA
LleHTpa ynpaBaeHus:

1. lepaBneHme AHTUBUPYCHbIMWN KOMMOHEHTaMW, yCTaHOBJIEHHBbIMW Ha CTaHLUUAX aHTI/IBI/IpyCHOI\/'I
ceTu:

e 3aryck H6bICTPOro AN NOJIHOTO CKAHMPOBAHWUA AN BblOPaHHbIX CTaHLUA UAN AN BCEX
CTaHU M BbIBpaHHbIX rpynm;

e HacTpoWka peakummn CkaHepa Dr.Web Ha o6Hapy>eHVe BpesOHOCHbIX 06bEKTOB;

® NPOCMOTp ¥ ynpasaeHue dainamm n3 KapaHTvHa Ha BbIOpaHHOM CTaHLUN UK BCEX
CTaHLMsAX BbIBpaHHOM rpynmbl.

2. OTobparkeHWe CTaTUCTUKN O COCTOAHUM aHTUBUPYCHOW CETU:

e KOJIMYECTBO CTaHLLWM, 3apernctpmpoBaHHbix Ha Cepeepe Dr.Web, n nx Tekywwumii ctatyc (8
ceTn/He B CeTN);

e CTAaTUCTUKA 3apakeHWi 3aLMLL,AEMbIX CTaHLUIA.
3. YnpaBieHuve CTaHLMAMM U FpynnamMu;
e MPOCMOTP HaCTPOEK;

e MPOCMOTP W yrpaB/eHVe COCTaBOM KOMMOHEHTOB aHTUBMPYCHOTO MaKeTa;

yAaneHve CTaHLuUi v rpynm;

OTNpaBKa COOBLLEHNI NPOM3BOJILHOTO COAEP XKaHMA Ha CTaHL MWK,

nepesarpyska craHuui nog ynpasaeHnem OC Windows;

e no6aBaeHVe CTaHL M U Tpynn B CIMCOK M3BpaHHOro Ans HbICTpOro goctyna.

4. npOCMOTp nynpaBneHne COO6LLI,€HI/I$|MI/I O BaXXHbIX COOLITUAX B aHTI/IBI/IpyCHOIz cetn

NOCPeACTBOM MHTEPaKTMBHbIX Push-yBesgomneHwuii:

e oTObpaeHue Bcex yBegomieHni Ha Cepeepe Dr.Web;

3aflaHne peakLunii Ha COBbITUS YBEAOMIEHNN;

® MOUNCK yBeAOMJ'IeHI/II\/II Nno 3a4aHHbIM NMapaMeTpam (I)I/IJ'Ipra;

yfaneHvie yBejOMAEHNUN;
® VICKIFOYEHVE NOoTepU YBEAOMIEHWI B pe3y/ibTaTe aBTOMATUYECKOTO YAANEHNS.

5. YnpaBneHve HOBbIMW CTaHLMAMMK, OXungaroLwmnmm nogkatouenms Kk Cepsepy Dr.Web:
* roATBEPXKAEHNE JOCTYMa;

e OTKJIOHEHWE CTaHLWM.

6. lepaBneHme CTaHUMAMMWU, Ha KOTOPbIX ob6HOBEHNE AHTBUPYCHOTO rno 3aBepLmnnochb C

oLmbkamu:
e OTOBpaXKeHne cOONHbIX CTaHLLUIA;

e 0BHOB/IEHNE KOMMOHEHTOB Ha COOMHBIX CTAHLMSIX.

7. YnpaBneHue penosutopuem Cepsepa Dr.Web:

PykoBOACTBO aAMMHMCTpaTOpa
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® MPOCMOTP COCTOAHMA MPOAYKTOB B PENO3UTOPUY;
e 3anyck 06HOBIEHNS peno3nTopusa n3 BcemmnpHon cnctembl o6HoBAEHMN Dr.Web.
8. lMowuck cTaHumi 1 rpynn B aHTUBUPYCHOW CETU NO UMeHW, agpecy uawn ID.

Ckauyatb Dr.Web Mobile Control Center Bbl MOXeTe u3 LleHTpa ynpaBaeHus v HanpsMyo B
MarasuHax npunoxenuii App Store n Google Play.

3awmTa CTaHUMN ceTn

Ha 3awuiaeMbix KOMMNbOTEPAX U MOBUBHBIX YCTPOMCTBAX CETU OCYLLLECTBASETCA YCTaHOBKA
ynpaBastowero Mmoayns (AreHta) M aHTBUPYCHOTO MakeTa AN COOTBETCTBYHOLLEN
onepauyoHHOM CUCTEMBI.

KpoccnnatdopmeHHOCTb NPOrpaMmMHOro obecreyeHns No3BOASET OCYLLECTBAATb aHTUBMPYCHYHO
3aLLMTy KOMMbIOTEPOB N MOBW/IbHbBIX YCTPOWUCTB MOA YNpaBAeHUEM CEAYHOLLNX ONepaLMOHHbIX
cmcTeM:

e OC Windows,

e OC cemenictBa UNIX,
e macOS,

e OC Android.

B kauecTBe 3alymLL@eMblx CTaHLMA MOTYT BbICTyNaTb Kak NMoJ/ib30BaTeNbCKME KOMMbIOTEPDI, TaK U
cepsepbl JIBC. Moaaep>kmBaeTcs aHTMBUPYCHas 3awmta noytoBou cuctembl Microsoft Outlook.

YnpaBastoLLmii MOAY b PEryaspHO OBHOBASET aHTUBUPYCHbIE KOMMOHEHTbI U BUPYCHbIe 6asbl,
ckaumBas ux c CepBepa LieHTpasM30BaHHOM 3aLLu1Thl, @ Takxe oTrnpasaset Ha CepBep
LLeHTPasIM30BaHHOW 3aLLWTbl MHGOPMALMIO O BUPYCHBIX COOLITUAX Ha 3alLMLLLaEMOM
KOMTMbtOTEpe.

B cnyuae HepgoctynHocT CepBepa LLeHTPasin30BaHHOW 3aLlUTbl BO3MOXHO OBHOB/EHME
BMPYCHbIX 6a3 3aLMiiaemMbIX CTaHLMIA HEMOCPEACTBEHHO Yepe3 MHTepHET 13 BcemupHom
Cucrembl O6HOBEHWS.

B 3aBMCMMOCTM OT OMNepaLMoOHHOW CUCTEMbI CTaHLUW NPEAOCTaBAATCA COOTBETCTBYHOLLME
GYHKLMM 33 1ThI, NPUBEAEHHBIE Janee.

CraHummn nog, OC Windows

AHmMusuUpycHas nposepka

CkaHMpoBaHve KoMMNbtoTepa Mo 3anpocy NoJib30BaTeNs, a Tak)ke COrNacHO pacnucaHuio.
Takxe NoOAAEPXKMBAETC BO3MOXHOCTb 3arycka yAaNeHHON aHTUBUPYCHOW NPOBEPKM
cTaHuui n3 LleHTpa ynpaBneHus, B TOM YMC/Ie Ha Haanune pyTKUTOB.

®alinossili MOHUMOP

MocTosHHas npoBepka GaliIoBOM CUCTEMbI B peXMME peanbHOro BpemeHu. NpoBepka Bcex
3arnyckaemMblX NPOLLECCOB, a TakxKe CO34aBaeMbix GaoB Ha XECTKMX ANCKAX N OTKPbIBAEMbIX
$annoB Ha CMEHHbIX HOCUTENSX.

PykoBOACTBO aAMMHMCTpaTOpa
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Moumoseili MOHUMOP

MNpoBepKa BCei BXOAALLEN Y UCXOAALLEN NMOYTbI MPY UCMOIb30BaHMN MOYTOBbIX KINEHTOB.
Tak>ke BO3MOXHO UCMoJib30BaHWe cnaM-GuabTpa (Npu YyCI0BUK, YTO MLEH3MS NO3BOAAET
MCMOIb30BaHNE TakoN QyHKLMN).

Beb-moHUmMop

MNMpoBepka Bcex obpalleHnit kK Beb-cantam no npotokony HTTP. Heltpanusauumsa yrpos B
HTTP-Tpaduke (Hanpumep, B OTNpaBAsieMbIX UAKX NoayYaeMblx daiinax), a Takxke
orpaHuyeHve AocTyna K NoA03pUTe/IbHbIM WM HEKOPPEKTHLIM pecypcam.

OdgpucHbIl KOHMPOb

YnpaBsaeHve JOCTYyNoM K JIOKa/lbHbIM 1 CETEBbIM pecypcaM, B YaCTHOCTK, KOHTPOJIb AOCTyMNa K
Beb6-cantam. [03BONSET KOHTPONMPOBATL LLeNOCTHOCTb BaXHbIX GaliioB OT Cly4aliHOro
V3MEHEHWA NN 3apaXKeHns BMPYCaMu, 1 3amnpeLlaeT CIy>allnM AOCTYN K HeXenaTebHOW
nHbOopMaLLUK.

Mexcemesol s3kpaH

3a|_|_|,|/1Ta KOMMbHOTEPOB OT HECAHKLLIMOHNPOBAHHOIO AOCTyMNa M3BHE U nNpefoTBpalleHne
YTEUKW Ba>kKHbIX JaHHbIX B UHTEPHET. KOHTpOJ’Ib noaKAK4YeHNAa N nepegayn gaHHbIX MO
NHTEPHETY U 6J10|<|/|p03|<a noAO3PUTENBbHbIX COGAI/IHGHI/II?I Ha ypOBHE NMakeToB n I'IpMﬂO)KGHMI;I.

KapaHmuH
V3onsuma BpesoHOCHbIX U MOA03PUTE/IbHBIX OOBEKTOB B CreLMasibHOM KaTanore,
Camoszawuma

3awmra pannos 1 katanoros Dr.Web Enterprise Security Suite oT HeCaHKLMOHMPOBAHHOTO
WM HEBOJIBHOTO yAaneHus nam Moamdukaunm nosib3oBaTtenem, a Takxke BpesoHOCHbIM 0.
MNpw BKAOUYEHHOW camo3alluTe AocTyn K dainnam u katanoram Dr.Web Enterprise Security
Suite pa3pelueH Toabko Ans npoueccoB Dr.Web.

HpeeeHmueHaﬂ awuma

MNpezoTBpaLLeHne NoTeHLMaAbHbIX Yrpo3 6e3onacHoCT. KOHTPOb A0CTyna K KPUTUYECKUM
obbeKkTaM onepaLMoHHOM CUCTEMbI, KOHTPOJIb 3a 3arpy3kon ApaBepoB, aBTOMATUYECKUM
3arycKoM MporpaMm v paboTon CUCTEMHbIX CTy>K6, @ TakXKe OTCIeXMBaHME 3anyLLeHHbIX
MPOLECCOB U UX BIOKMPOBKA B ClyYae 0BHapPY>KEHNS1 BUPYCHOWM aKTUBHOCTM.

KoHmpose npunoxeHuli

OcyLwectBAsET MOHUTOPUHI aKTUBHOCTW BCEX MPOLLECCOB Ha CcTaHuusx. MNo3sonser
aZAMWHUCTPATOPY aHTUBMPYCHOM CETU PEryampoBaTh, Kakve NpUIoXeHUs pa3peLlaTb, a Kakme
— 3anpelLLaThb 3anyckaTb Ha 3aLyMLLiaeMblX CTaHLMAX.

PykoBOACTBO aAMMHMCTpaTOpa
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CraHuumn nopg, OC cemeiictBa UNIX

AHMuUBUpYyCHAs npogepka

CkaHupytolee 8Apo. BeimoAHAET aHTUBMPYCHYO MPOBEPKY AaHHbIX (COAEPXMMOro Gpannos,
3arpy304HbIX 3anuncer ANCKOBbIX YCTPOMCTB, MHbIX AaHHBIX, MOJYYEHHbIX OT APYruX
koMnoHeHToB Dr.Web ans UNIX). OpraHusyet ouepesb NpoBepKu. BbinosHAET neyeHme Tex
Yrpos, AN KOTOPbIX JaHHOE AeUCTBME MPUMEHUMO.

AHMuUBUpYCHAs nposepka, ynpassieHue KapaHmuHoM

KoMnoHeHT npoBepkn 06beKTOB GaiIoBOM CUCTEMbBI U MEHEZXEP KapaHTWHa. MpuH1Maet ot
Apyrux komnoHeHtoB Dr.Web ana UNIX 3agaHusa Ha npoBepky dannoB. O6xoaumT Katanorm
bannoBoOW CUCTEMBI COTACHO 3aAaHuto, nepesaet Gai/ibl Ha NPOBEPKY CKaHWUPYHOLLLEMY
AApy. BoinonHset yaaneHve nHOMLMpoBaHHbIX GaiioB, NnepemeLLeHne UX B KapaHTUH U
BOCCTaHOBJ/IEHWE 3 KapaHTWHA, YNpaB/seT KaTaloramu kapaHtuHa. OpraHusyeT 1 coaep>kuT
B akKTya/JlbHOM COCTOSHUM Kell, XpaHALWMA MHbopMaLMIo O paHee NPoBepeHHbIX dainax u
peectp 06Hapy>XeHHbIX Yrpos.

Vcnonb3yeTcs BceMn KOMMOHEHTaMK, MPOBEPAOLLNMUN 06bEKTbI PaNNOBOM CUCTEMBI, TAKUMU
kak SplDer Guard (gns Linux, SMB, NSS).

lposepka se6-mpagpuka

ICAP-cepBep, BbINMOMHAOLLNIMA aHaNn3 3aNpoCcoB U TpadumKa, MPOXOAALLErO Yepe3 NPOKCU-
cepepbl HTTP. MpeaoTtBpallaeT nepesavy MHGULMPOBaHHbIX GaroB 1 AOCTYN K Y31aMm
CeTn, BHECEHHbIMW Kak B HeXenaTteslbHble KaTeropumn Beb-pecypcoB, Tak U B YepHble CMUCKM,
dbopmumpyemble CUCTEMHBIM agMUHUCTPATOPOM.

®adinoseili MoHUMOp 018 cucmem GNU/Linux

MoHutop darnoBon cuctembl Linux. Pabotaet B GOHOBOM pexume v oTciexmnsaer
onepauumu ¢ painamu (Takme Kak cossaHue, OTKpbITUE, 3aKpbITUE 1 3anyck Gaiina) B
darnoBbix cuctemax GNU/Linux. MNocblnaet KOMNOHEHTY NpoBepKn GaaoB 3anpockl Ha
NPOBEPKY COAEPKMMOTO HOBbIX M U3MEHMBLUMXCH $aNoB, a TakKe UCMOHAEMbIX $Gannos B
MOMEHT 3armycka NporpaMmm.

®adinoseili MOHUMOpP 018 kKamasozoe Samba

MoHuTop pa3gensemblix katanoros Samba. PaboTaeTr B GOHOBOM pexuMe 1 OTCIeXMBaET
onepauun GaIoBOM CUCTEMbI (TakMe Kak CO34aHue, OTKPbITUE U 3akpbiTve daina, a Takxe
onepawuun YTEHWUs 1 3aMnncK) B KaTanorax, OTBeAeHHbIX Ans dannoBbix xpaHuamw, SMB-
cepBepa Samba. OTnpaBaseT KOMMNOHEHTY NPOBEPKU HanNoB COAEPXKMMOE HOBbIX U
M3MeHMBLUMXCA GalnNoB Ha NPOBEPKY.

®atinoseiti MoHumop NSS

Monutop TomoB NSS (Novell Storage Services). PabotaeT B GoHOBOM pexunme u
oTCNeXMBaeT onepauun GannoBoON cUCTEMbI (TakmMe Kak co3zaHune, OTKPbITUE U 3aKpbiTUe
darina, a Takxke onepauum 3anncy) Ha Tomax NSS, CMOHTUPOBAHHBIX B YKa3aHHYH TOYKY

PykoBOACTBO aAMMHMCTpaTOpa
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dannoson cuctembl. OTNpaBAsET COAEPXKMMOE HOBBIX N U3MEHUBLLMXCA GanIoB Ha
NpoBepKy KOMMOHEHTY NpoBepkn hainnos.

lposepka cemesbix coeOuHeHUU

KomnoHeHT npoBepku ceteBoro Tpaduka n URL. MNMpegHasHaueH Ana NpoBepKu AaHHbIX,
3arpy>kaeMblx Ha JIOKaNbHbIN y3e1 13 CEeTU U NepesaBaeMblX C HEFrO BO BHELLHIOH CeTb, Ha
Haanuve yrpos, n NpeAoTBPaLLeHNa COeANHEHNA C Y31aMUN CETH, BHECEHHbIMW KakK B
HeXxenaTtesibHble KaTeropun Beb-pecypcoB, Tak U B YepHble Cnncky, Gopmupyemble
CUCTEMHBIM aJMUHUCTPATOPOM.

lMoumoseili MOHUMOP

KoMnoHeHT NpoBepKM MOYTOBbIX COOBLLEHWI. AHAaNM3NPYET COOOBLLLEHNA MOUTOBbIX
NPOTOKO/OB, pa3bupaer cOObLLEHNA 3NEKTPOHHOWN NOYTbl U NOArOTaB/AMBAET MX K MPOBEPKE
Ha Haamuve yrpos. MoxeT paboTaTtb B ABYX pexumax:

1. ®unbTp ans noutoBbIX cepBepoB (Sendmail, Postfix n 1. n.), nogknrouyaembiin yepes
nHtepdenc Milter, Spamd nam Rspamd.

2. TMpo3payHbiii NPOKCK NOUTOBbLIX NPoTOoKoa0B (SMTP, POP3, IMAP). B 3TOM pexume
ncrnonbsyet SplDer Gate.

CraHyum nog macOS

AHMuBUpycHas nposepka

CkaHMpOBaHVe KOMMbIOTEPA MO 3amnpocy MO/b30BaTENS, a Tak)Ke COTIaCHO PacrvCaHuio.
Takxxe NOAAEP>KNBAETCA BO3MOXKHOCTb 3amnycka yAaneHHOW aHTUBUPYCHOM NPOBEpPKM
CTaHUwmi 13 LieHTpa ynpaBaeHus.

®atinossili MOHUMOP

MocTosHHas npoBepka GainIoBON CUCTEMbI B PEXMME peasbHOro BpeMeHu. [TpoBepka Bcex
3arnyckaeMbIX NMPOLLECCOB, a Tak)Ke CO34aBaeMbix GaIOB Ha XECTKMX AUCKAX N OTKPbIBAEMbIX
balinoB Ha CMEHHbIX HOCUTENsIX.

Beb-moHUmMop

MNMpoBepka Bcex obpalleHnii kK Beb-cantam no npotokony HTTP. Hertpanusauunsa yrpos B
HTTP-Tpaduke (Hanpumep, B OTNpaBAseMbIX AN NoayYaeMbix dalinax), a Takxke 610kMpoBKa
A0CTyNa K NOA03PUTENbHBIM WA HEKOPPEKTHLIM pecypcam.

KapaHmuH

V|3OJ'IF|LI,VIFI BPeAOHOCHbIX N MOA403PUTENBbHbIX 06bEeKToB B cneynanbHOM KaTanore.

PykoBOACTBO aAMMHMCTpaTOpa
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Mo6unbHbie ycTpoicTBa nog OC Android

AHMuUBUpYyCHAs npogepka

CKaHVpOBaHVe MOBUABHOTO YCTPOWCTBA MO 3anpocCy NMOAb30BATENS, @ TakKe COTNacHO
pacnucaHuio. Takxke NOAAEPXKMBAETCS BO3MOXHOCTb 3arnycka yAaNeHHON aHTUBUPYCHOW
NPOBepKM CTaHuuii 13 LleHTpa ynpaBaeHus.

®atinossili MOHUMOP

MNocTosiHHas NnpoBepka $GannoBO CUCTEMbI B peXUMe peanbHOro BpemeHu. CkaHnpoBaHwue
BCex $hannoB Npwm NOMbITKE UX COXPaAHEHUSA B NMaMATV MOBUABHOTO YCTPOCTBA.

@unaemp 380HK08 U SMS

OunbTpauns SMS-coobuieHnii n TenedoHHbIX 3BOHKOB MO3BOsIET 610KMPOBaTh
HeXenaTtesibHble COODLEHMS 1 3BOHKW, HaNnpUMep, pekaaMHble PacCbiikK, a Tak>Ke 3BOHKN U
COObLLEHNS C HEN3BECTHLIX HOMEPOB.

AHmMusop

ObHapy>KeHne MecTONONOXEHUA UK OnepaTUBHas 610KMPOBKa GYHKLNA MOBUABHOTO
YCTPOWCTBa B C/ly4ae ero ytepu Uimn Kpaxw.

OezpaHuyeHue docmyna kK UHMepHem-pecypcam

URL-duabTp no3BoaseT orpaauTb Noab3oBaTens MOOMAbHOrO YCTPOMCTBA OT HeXenaTeNbHbIX
VHTEpHET-pecypCcosB.

Mexcemesol s3kpaH

3awmra MOBUABHOTO YCTPOMCTBA OT HECAHKLMOHUPOBAHHOTO AOCTyNa U3BHE U
NpeAoTBpaLLEeHME YTeUKN BaXHbIX AaHHbIX MO ceTW. KOHTPO/Ib MOAK/IHOYEHMS 1 Nepesayn
AaHHBIX MO UHTEPHETY 1 BNOKMPOBKA NOA03PUTENbHBIX COEANHEHNA HA YPOBHE NaKeToB U
NPUNOXKEHWUI.

Momowb 8 peweHuu npobiem 6ezonacHocmu

[AwnarHoctvka 1 aHanmn3 6e30MacHOCTY MOBUIBHOTO YCTPOMCTBA W YCTPaHEHWE BbISIBJEHHbIX
npob6siem 1 yAa3BMMOCTEN.

KoHmposb 3anycka npunoxeHuli

3anper 3anycka Ha MOBWIBHOM YCTPOMCTBE TEX MPUIOXKEHWI, KOTOPbIE HE BKIOUEHDI B
CMNCOK pa3peLleHHbIX aZMUHUCTPATOPOM.

PykoBOACTBO aAMMHMCTpaTOpa
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Ob6ecneueHune cBA3N MeXXAy KOMMOHEeHTaMMU aHTUBUPYCHOW CeTH

[na obecneyeHns cTabunbHOM 1 6€30MacHON CBA3N MeXAY KOMMOHEHTaMU aHTUBMPYCHOM CeTU
NPeAOCTaBAAOTCA CefyHOLLMe BO3MOXKHOCTU:

Mpokcu-cepsep Dr.Web

MpoKcu-cepBep MOXKET OMLMOHANIbHO BKAKOUATLCA B COCTAaB aHTMBUPYCHOM ceTn. OCHOBHas
3agava Npokcn-cepBepa — obecneyeHne csa3n Cepepa Dr.Web v 3awmiiaembix ctaHuui B
C/lyyae HEBO3MOXKHOCTN OpraHu3aLmMm NPAMoro AocTyna.

Mpokcn-cepBep NO3BOAAET MCMONb30BaTh JK0HON KOMMbIOTEP, BXOAALLMI B COCTaB
aHTUBUPYCHOW CETY, B CNIEAYHOLLMX LIeNsx:

e B kauecTBe LeHTpa peTpaHCaALUM OOBHOBAEHWIA ANS CHUXKEHWSA CETEBOM Harpy3ku Ha
Cepsep Dr.Web n coegnHeHne mexay Cepsepom Dr.Web un MNpokcn-cepsepom, a Takxe
ANA COKPALLEHNA BPEMEHW NoayyYeHns 0OHOBAEHMI 3alMLLLaEMbIMW CTaHLMSAMM 3a CYeT
MCMONb30BaHUA GYHKLIMN KeLIMPOBaHMS.

e B kauecTBe LEeHTpa NepecbIKM BUPYCHbIX COObITUIA OT 3aLmLLaemMblx cTaHUmn Ha CepBep
Dr.Web, uTto Tak>xxe CHMXaEeT CETEBYIO Harpy3Ky v NO3BOJIAET CNPaBUTLCA, HanpuMep, B
CNyyasx, Korga rpynna cTaHuui HaXOAUTCA B CETEBOM CErMEHTe, M30/IMPOBAHHOM OT
CerMeHTa, B KoTopomM pacnonoxeH Cepsep Dr.Web.

OxaTtue Tpaduka

MpeaocTaBAArOTCA CreLnanbHble airopuUTMbl CKaTUA NPU Nepesave AaHHbIX Mexay
KOMMOHEHTaMU1 aHTUBMPYCHOM CeTH, YTO 0becneunBaeT MUHMMabHbIA CETEBOM TpaduK.

WndpposaHume Tpadpuka

MpesocTaBAAETCs BO3MOXHOCTb LWNGPOBaHMA Npu nepegaye AaHHbIX MeXay KOMMOHEeHTaMu
aHTUBUPYCHOW CeTW, UYTo obecneunBaeT AOMNOHUTENbHBIA YPOBEHb 3alnThl.

AO"OH HUTeJibHblié BO3MOXXHOCTMAN
NAP Validator

NAP Validator noctaBasetca B BUae AOMNONHUTENBHOTO KOMMOHEHTa W MO3BOAAET
ncnonb3osatb TexHonorno Microsoft Network Access Protection (NAP) ans nposepku
paboTocnocobHoctu MO 3awmiaeMbix paboumx ctaHumi. [Monyyaemas 6e30nacHOCTb
[AOCTUraeTcs 3a CYET BbIMOHEHN TpeboBaHWI, NpeabaBaseMblX K paboToCcnocobHOCTM
CTAHUMI CceTn.

3arpy3umk penosuropus

3arpy3uvk penosumtopus Dr.Web nocraBnsietcs B BUAe JOMNONHUTENBHOW YTUAWTBI U
NO3BOJIAET OCYLLLeCTBAATL 3arpy3ky npoayktos Dr.Web Enterprise Security Suite 13
BcemupHon Cuctembl O6HOBAEHMI. MOXET MCNOb30BaTbCA A5 3arpy3kM OOHOBAEHWNIA

PykoBOACTBO aAMMHMCTpaTOpa
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npoayktoB Dr.Web Enterprise Security Suite ana pasmelyeHuns obHoBneHn Ha CepBepe
Dr.Web, He noaKNHOYEHHOM K MHTEPHETY.

CkaHupyrowmi cepsep Dr.Web

CkaHupytowmnii cepep Dr.Web nocrasasetcs B BUAe OTAe1bHOrO KOMMOHeHTa. OH
npegHasHayeH ans paboTbl B BUPTYanbHbIX OKpPY>KeHUsax. CKaHVpYyoLLmi cepBep
yCTaHaB/IMBAETCA Ha OTAENbHOWN BUPTYalbHOM MalUMHe 1 0BCNyXXMBAET 3anpockl Ha
aHTUBUPYCHOE CKaHUPOBaHMWeE, NOCTyMNatoLLme OT APYTUX BUPTYaNbHbIX MaLLUUH.

2.2. CncremHble TpeboBaHus

Ana yctaHoBku n pyHkumnoHnpoBaHma Dr.Web Enterprise Security Suite TpebyeTcs:

e YTO6bI KOMMbLIOTEPBI AHTUBMPYCHOW ceTn nmenn goctyn k Cepsepy Dr.Web, anbo k Mpokcu-
cepsepy Dr.Web.

e /115 COBMeCTHOM paboTbl aHTUBUPYCHBIX KOMMOHEHTOB Ha UCMOJIb3yeMbIX KOMMbHOTEPAX AOIXKHbI
ObITb OTKPbITbI CEAYIOLLME MOPThI:

Homepa
nopToB

2193

139, 445

9080

9081

10101

80

MpoTtokonbl

TCP

ubDP

TCP

ubDP
HTTP

HTTPS

TCP

HTTP

CoepunHeHnsa

e BXOAALLME, ncxoaalime ans
Cepsepa Dr.Web un Mpokcun-
cepsepa

e ucxoadlume ansa AreHta

BXOZALLNE, ncxoaalme

o ncxogsawme ans Cepsepa Dr.Web

e BxozAlWMe ansa AreHTa

BXOZALINE, ncxoaaime

e Bxogsawme ans Cepsepa Dr.Web

e MCXOAsLLMe ANs KOMMbIOTEPA, Ha
KOTOpoM oTKkpbiBaeTcs LieHTp
yrnpas/ieHus

nexopsaLme

HasHaueHue

[ns cBA3M aHTUBMPYCHBIX
komMnoHeHToB ¢ CepBepom
Dr.Web 1 mexcepBepHbix
cBA3e.

B Tom uncne ncnonbsyerca
MNpokcu-cepsepom aAna
YCTaHOBKW COeANHEeHNs C
KAneHTaMu.

[na pabotbl CkaHepa CeTw.

[Ans ypaneHHOW yCcTaHOBKM
Arenta Dr.Web.

[Ona pabotbl LleHTpa
ynpasaeHuna 6e30nacHoOCTbIO
Dr.Web.

[ns paboTbl yTUAUTLI
ANCTaHLUMOHHOW ANAarHOCTUKN

Cepsepa Dr.Web.

Ans nonyyeHns obHOBAEHWI C

PykoBOACTBO aAMMHMCTpaTOpa
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Homepa [portokonsbl CoepuHeHusA Ha3sHaueHue
nopTos
443 HTTPS
CepBep Dr.Web
KomnoHeHT Tpe6oBaHus
Mpoueccop CPU c noaaep>kon MHCTpyKLmiA SSE2 n TakToBon YyactoTom 1,3 ITu 1 Bbiwwe.
OnepatueHas e MuHMManbHble TpeboBaHus: 1 Ib.
namAaTb e PekomeHpayeMble TpeboBaHua: oT 2 Ib.
MecTo Ha e He meHee 50 I'b a5 MO Cepsepa Dr.Web n gononHutensHoe mecto ans

JKeCTKOM ancke

OnepaumoHHas
cmctema

Moppep>kka
BUPTYabHbIX U
obnayHbIx cpes

[Mpouee

XpaHeHWs BpeMeHHbIX GaliioB, HanpuMep, NePCOHaNbHbIX MHCTaNNALMOHHbIX
naketoB AreHToB (MpumepHo 17 Mb kaxzapli) B nogkatanore
var\installers-cache katanora yctaHoBku Cepsepa Dr.Web.

e /1o 5Tb ans 6a3bl AaHHbIX.

e BHe 3aBMcMMOCTM OT MecTa yctaHoBku CepBepa Dr.Web, Ha cuctemHoM aucke
ans OC Windows naun B /var/tmp ana OC cemenctea UNIX (nnm B gpyromn
AMPEKTOPUM NS BPEMEHHbIX GaiioB, ecan OHa nepeonpeseneHa):

s ans yctaHosku Cepsepa Dr.Web Heobxognmo Hannumne He MeHee 4,3 T ans
3anycka MHCTannaTopa U pacnakoBku BpeMeHHbIX Gpaiios;

s ans pabotbl Cepepa Dr.Web Heobxoanmo Hannumne cBobogHOro mMecTta Ha
CUCTEMHOM AMNCKe AN XPaHEHWS BPeMeHHbIX 1 paboumnx ¢palios B
3aBUCMMOCTM OT obbeMa 6a3bl JaHHbIX M HAaCTPOeK Peno3nTopus.

e Windows.

e Linux, Npu Haanumm 6MbanoTekn glibe 2.13 nam 6osnee No3gHen Bepcun.

e FreeBSD 11.3 nan 6onee nosgHen sepcuu.

MonHbIN cnucok noaaepxkveaemMbix OC npuseseH B AokymeHTe MpunoxkeHus, B

Npunoxexun A).

Moasnep>xxmnBaeTca GYHKUMOHMPOBaHME Ha ONEPALMOHHbIX CUCTEMAX,
COOTBETCTBYHOLLMX BbILLEMEPEUYNCIEHHbIM TpeboBaHUAM, B BUPTYalbHbIX U
obnauHbIX cpesax, B TOM Yunche:

e VMware;
e Hyper-V;
e Xen;
e KVM.

[Ons pabotbl ¢ B/l Oracle Tpebyetca Hannume 6ubanotekn Linux kernel AIO
access library (libaio).

PykoBOACTBO aAMMHMCTpaTOpa
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ili Cepsep Dr.Web He Mo>XeT 6bITb YCTaHOBEH Ha NIOTMYecKMe AUCKU C GalnioBbIMU
cMcTemMamu, He NoAAepP>XMBatoOLWMMMN CUMBOANYECKME CCbIIKW, B YAaCTHOCTH, C
dannoBbIMK cucteMamm u3 cemerictea FAT.

| AZMUHUCTPATUBHbIE YTUIUTBI, JOCTYMHbIE A5 CKauMBaHWs yepes LleHTp ynpasieHus,
paszen AAMUHUCTPUpPOBaHME — YTUANUTDI, A0/KHbI 3aNyCcKaTbCA Ha KOMMbIOTEpPE,
COOTBETCTBYHOLLEM CUCTEMHbIM TpeboBaHusam ans Cepsepa Dr.Web.

Mpokcu-cepsep Dr.Web

KomnoHeHT
[Mpoueccop

OnepaTnBHas
namaTb

MecTto Ha
XKECTKOM AncKe

OnepaunoHHas
cmctema

Tpe6oBaHue
CPU ¢ noaaep kot MHCTpyKUmMiA SSE2 1 TakToBoRn YactoTon 1,3 T 1 Bbile.

He meHee 1 Tb.

He meHee 1 TB.

e Windows.
e Linux, npn Hanmumm 6ubanotekn glibe 2.13 nam 6onee nosgHen Bepcum.
e FreeBSD 11.3 nnn 6onee no3gHen Bepcuu.

MonHbI cnvcok nogaepsxusaemMbix OC coBnagaet co cnvckom ans Cepeepa
Dr.Web n npusegeH B gokymeHTe MpunodxxeHus, B [1punoxennmn A).

LleHTp ynpaBaeHus 6e3onacHoctbio Dr.Web

a) Beb-6payzep:

e Internet Explorer 11;

Microsoft Edge 0.10 nan 6onee no3aHen Bepcuu;
Mozilla Firefox 44 nnn 6onee nosgHen Bepcuu;
Google Chrome 49 nan 6onee no3aHen Bepcuy;
Opera nocnegHen Bepcuy;

Safari nocneaHen Bepcum.

Mpu ncnonb3zosaHum Beb-6paysepa Windows Internet Explorer Heobxoanmo yuectb cnegyroime

0COBEeHHOCTU:

s [onHasa paboTtocnocobHocTb LieHTpa ynpasaeHuna noa Beb-6paysepom Windows Internet
Explorer ¢ BkntoueHHbIM pexxvumom Enhanced Security Configuration for Windows
Internet Explorer He rapaHTmpyeTcs.

PykoBOACTBO aAMMHMCTpaTOpa
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s [pu yctaHoBke CepBepa Dr.Web Ha koMnbroTep, B Ha3BaHUM KOTOPOTO MPUCYTCTBYET
cmmBon "_" (noagyepkmBaHue), pabota c Cepepom Dr.Web yepe3s LieHTp ynpaBaeHus B

6pay3epe byseT HeBO3MOXHa. B Takom cnyuae HeOOXOAMMO MCMONb30BaTL APYrov Beb-
bpay3ep.

o [1ns koppekTHoW paboTel LieHTpa ynpasnenus, IP-agpec n/wav DNS-1Msa MalunHbl, Ha
kKoTopou yctaHoBseH CepBep Dr.Web, fokHbI 6b1Tb 406aBNEHbI B 4OBEPEHHbIE CaMThI
Beb-6bpay3epa, B KOTOPOM OTKpbIBaetca LieHTp ynpaBaeHus.

s [Ina KOppPeKTHOro oTkpbIThA LleHTpa ynpaeneHus yepe3 meHro Myck nog OC Windows 8 u
OC Windows Server 2012 ¢ nAMTOYHbIM MHTEPdENCOM HEOBXOAMMO YCTaHOBUTb
CnepyrolLme HacTporikm Beb-b6paysepa: CBoncTBa 6pay3sepa — Mporpammbl —
OtkpbiTne Internet Explorer ycraHosute ¢pnar Becerga B Internet Explorer B
K/1acCU4YeCcKoM Buje.

s [1ns KoppekTHoW paboTbl ¢ LleHTpom ynpasaeHus uepes Beb-6payzep Windows Internet
Explorer no 3awjmieHHOMy NpoToko/ly https HEOHXOAMMO YCTaHOBUTL BCE MOCAeAHMNE
obHoBneHus Beb-Hpay3epa.

s PaborTa c LleHTpoMm ynpaBneHuns yepes Beb-6paysep Windows Internet Explorer B pexvme
COBMECTMMOCTM He NOAAEP>KMBAETCS.

b) PekomeHayemMoe pa3peLueHne akpaHa ans paboTtsl ¢ LieHTpom ynpasnenms 1280x 1024 px.

Mo6uabHbI LeHTp ynpaBsaeHus Dr.Web

Tpe6OBaHI/IF| Pa3nn4yaroTCAa B 3aBUCUMOCTN OT OI'IepaLI,I/IOHHOI\/'I CNCTEMBI, Ha KOTOPYHO
YCTaHaBJIMBaETCA NMPUNOKEHNE!

OnepaunoHHas Tpe6oBaHue
cicTtemMa
Bepcus onepauunoHHo YcTpoiicTtBO
cncTemMbl
i0S iOS 9 1 no3aHee Apple iPhone
Apple iPad
Android Android 4.1-11.0 -

NAP Validator

Ana cepeepa:

e OC Windows Server 2008.
Ana areHTOB:

e OC Windows XP SP3, OC Windows Vista c SP2, OC Windows Server 2008 c SP2.

PykoBOACTBO aAMMHMCTpaTOpa
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@ CuctemHble TpeboBaHus ansa NAP Validator coBnagatot ¢ TpeboBaHusMy ans AreHTa

: Dr.Web. TpeboBaH1s MOryT pa3siMyaTtbCs B 3aBUCMMOCTM OT OMNepaLmMoOHHOM CUCTEMBI,
Ha KOTOPYH YCTaHaBANBAETCA aHTUBUPYCHOE peLleHne (MOJHbIN CINCOK
noaaep>xusaemMbix OC cM. B sokymeHTe Mpunoxxenus, B [punoxeHun A. MonHblA

cnuncok noasepxxmBaembix Bepcuii OC):

AreHt Dr.Web v aHTMBUpPYCHBbIN NakeT

TpeboBaHWA pa3nnyatoTcsa B 3aBUCUMOCTM OT OMePaLOHHON CUCTEMBI, Ha KOTOPYHO
yCTaHaB/IMBaETCA aHTUBMPYCHOE peLleHne (MoJHbIN cnncok noaaepkmeaembix OC nprBeseH B
fokyMeHTe MpunoxxeHus, B [punoxxennn A. TosHbI cnvcok noagepxunBaembix Bepcuin OC):

e OC Windows:
KomnoHeHT
Mpoueccop
CBobogHas
onepaTvBHas

namMmAaTb

CBobogHOE MecTo
Ha XKeCTKOM Ancke

[Mpouee

Tpe6oBaHue
CPU c TakToBol yactoton 1 T v Bbilwe.

He meHee 512 MB.

1,5 Tb ans ncnonHsembix GainoB 1 JONOJHUTENbHOE MECTO AJisl XXYPHaIoB
paboTbl 1 BpEMEHHbIX Gaiinos.

1. [ns koppekTHOW paboTbl KOHTEKCTHOW cripaBku AreHta Dr.Web ans
Windows Heobxoanmo Hannume Windows Internet Explorer 6.0 nan
bonee No3aHelr BEpCUN.

2. [Onsa nogknrouaemoro moayns Dr.Web ana Microsoft Outlook Heobxoanm
yCTaHOBJ/IeHHbIN kKaneHT Microsoft Outlook 3 coctaBa Microsoft Office:

¢ Outlook 2000;
e Outlook 2002;
e Outlook 2003;
e Outlook 2007;
e Outlook 2010 SP2;
e Outlook 2013;
e Outlook 2016;
e Outlook 2019.

PykoBOACTBO aAMMHMCTpaTOpa
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@ Mockonbky koMmnaHus Microsoft npekpaTtvaa nogaepskky anroputmMa xelmpoBaHus

: SHA-1, nepeg yctaHoBkon AreHTa Dr.Web Ha Windows Vista, Windows 7, Windows
Server 2008 nan Windows Server 2008 R2 y6eanTech, 4To B ONepaLMoHHON cnucteme
nogsepkusaertca anroput™m wudposaHuna SHA-256. [1na aToro yctaHoBuUTe BCe
pekomeHzyeMble 0bHoBAeHNA U3 LleHTpa obHoBAeHUs Windows. MNogpobHyto
MHGOPMaLMIO O HEOOXOAMMbIX NakeTax O6HOBIEHWI Bbl MOXETE HaNTN Ha

OQDI/IQI/Ia}'IbHOM canTe KoMMnaHuu «AOKTOQ Beb».

e OC cemenctBa Linux:

KomnoHeHT

[Mpoueccop

CBobogHas
onepaTvBHas
NnaMAaTb

CBobogHOEe MecTo
Ha XKeCTKOM Ancke

Tpe6oBaHue

MpoLeccopbl C apXUTEKTYPOIN 1 CUCTEMON KOMaHZ,

e Intel/AMD: 32-6uT (IA-32, x86) 1 64-6u1T (x86_64, x64, amd64);

o ARMG64;
e E2K (Onb6pyc)

He meHee 512 Mb (pekomeHpyetca 1 b n 6onee).

He meHee 2 b cBOHOAHOrO ANCKOBOrO MPOCTPAHCTBA Ha TOME, Ha KOTOPOM
pa3MeLLatoTca KaTasoru ycTaHaBAMBaeMOro NpoayKTa.

e macOS, OC Android: TpeboBaHua Kk KOHGUrypaLum coBnagatoT ¢ TpeboBaHUAMU ANs
onepauyoHHOM CUCTEMBI.

Mopaep>xmBaetca PyHKUMoHMpoBaHve AreHta Dr.Web Ha onepaLuMOHHbIX cuctemas,
COOTBETCTBYHOLLMX BbILLENEPEUNCIEHHBIM TPEOOBaHMAM, B BUPTYaibHbIX N 06NauYHbIX cpesax, B TOM

ymcne:
e VMware;
e Hyper-V,
e Xen;

o KVM.

if Ha pabouunx cTtaHumsax aHTUBMPYCHOW ceTu, ynpasisemMol ¢ noMoLlsto Dr.Web
Enterprise Security Suite, He AO/MKHO MCMONBL30BaTLCA ApYroe aHTMBMpYycHoe MO (B TOM
yncne MO gpyrvx Bepcuin aHTUBMPYCHbIX Nporpamm Dr.Web).

PykoBOACTBO aAMMHMCTpaTOpa
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FnaBa 2: Dr.Web Enterprise Security Suite

CkaHupyrowmim cepsep Dr.Web

KomnoHeHT Tpe6oBaHue
[vnepsusop VMware, Hyper-V, Xen, KVM

OnepauunoHHasa  Linux, FreeBSD. Cnucok nogaep>kvnBaemMbix onepaLMoHHbIX CUCTEM aHalornveH
cucrema cnucky ans aHTmsupycHoro naketa ana OC UNIX.

Mpoueccop Mpoueccopbl C apXUTEKTYPO 1 CUCTEMOWN KOMaHZ,
e Intel/AMD: 32-6ut (IA-32, x86) 1 64-6uT (x86_64, x64, AMD64).

OnepaTnBHas He meHee 500 Mb cBo6oaHOW onepaTnBHON NaMATh (pekoMeHayetca 1 b u
namatb (RAM) bonee).

Mecto Ha He meHee 1 b cBOH60OAHOrO ANCKOBOrO NPOCTPaHCTBa.
>KECTKOM Juncke

CeteBble Hannuune ceteBbix I'IO,EI,KﬂI-Ol-IEHVIl‘/III

NoAKNHOYEHUS
e [logkntoueHne K IHTepHeTy ans 06HOBEHNS BUPYCHbIX 6a3 1 6a3 BCTPOEHHbIX

bunbTpOB.

° I'Io,a,Kmoqume ana O6Cf|y)KI/IBaHI/IFI 3arnpocoB OT BMPTYyaJibHbIX ar€HTOB.

2.3. KoMmnsekT noctaBKu

AnctpnbyTue Dr.Web Enterprise Security Suite nocraBnserca B 3aBucumoctu or OC
Bbl6paHHoro Cepepa Dr.Web:
1. Ana OC cemelictBa UNIX:
e drweb-13.00.0-<cbopka>-esuite-server-<gepcus OC>.tar.gz.run
AwnctpubyTne Cepsepa Dr.Web.
e drweb-reploader-<0OC>-<pa3paoHocme >

KoHconbHas Bepcus 3arpysumka penosutopus Dr.Web.

2. Ona OC Windows:
e drweb-13.00.0-<cbopka>-esuite-server-<gepcus OC>.exe
AwnctpubyTne Cepsepa Dr.Web.
e drweb-13.00.0-<cbopka>-esuite-agent-full-windows.exe
MonHbIv nHctannstop AreHta Dr.Web.
e drweb-reploader-windows—-<paspsaoHOCMb>.exe

KoHconbHas Bepcus 3arpysumka penosutopus Dr.Web.

PykoBOACTBO aAMMHMCTpaTOpa
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e drweb-reploader-gui-windows-<pa3ps0HOCMb> . exe

lpaduueckasn Bepcmsa 3arpysumka penosutopus Dr.Web.

B coctaB guctpmnbytmnBa Cepepa Dr.Web BxoaAT cneayrouime KOMNOHEHTbI:

MO Cepsepa Dr.Web ans cootsetctBytowen OC;

AaHHble 6e3onacHocTn Cepeepa Dr.Web;

MO LleHTpa ynpaBneHusa besonacHoctoto Dr.Web;

MO Arenta Dr.Web v aHTMBUpYCHBIN NakeT ans ctaHuuii nog OC Windows;

e Mogynb obHoBeHNa AreHta Dr.Web ana Windows;

AnTtcnam Dr.Web ana Windows;

BMPYCHble 6a3bl, 6a3bl BCTPOEHHbIX GUABTPOB aHTUBUPYCHBIX KOMMOHEHTOB 1 AHTUcNama Dr.Web
ans Windows;

e JlOKyMeHTaLus;

® HOBOCTM KOMMNaHun «[JokTop Beb».

KpOMe camoro AI/ICTpI/I6yTI/IBa MOCTaBAAKOTCA TakK>Ke CepMIZHbIe HOMeEpPa, nodie perncrpaunm
KOTOPbIX Bbl noay4yute anP’Iﬂbl C IMUEH3NOHHbIMW KIKOYaMMW.

Mocne yctaHoBku CepBepa Dr.Web Bbl Tak)ke cMoXkeTe 3arpy3nTb B peno3uTopum ¢
cepsepoB BCO cnepyrowme KopnopatusHbie npoaykrbl Dr.Web:

e [NpoAyKTbl ANA yCTaHOBKM Ha 3awmwaemble ctaHumm nog OC UNIX (Bknrouas cepsepsbl JIBC),
Android, macQOS;

Ckanupytowmin cepsep Dr.Web;

Dr.Web ans IBM Lotus Domino;

Dr.Web ans Microsoft Exchange Server;

e [pokcu-cepsep Dr.Web;

MonHbIn nHctannatop Arenta Dr.Web ana Windows;

AreHT Dr.Web ansa Active Directory;

Ytuanta ana moandukaumm cxembl Active Directory;
e YTnauTta Ans n3aMeHeHuna atpubytoB y obbektoB Active Directory;

e NAP Validator.

@ MoapobHas nHbopmaums o pabote ¢ penosuTtoprem Cepsepa Dr.Web npveegeHa B

PykoBogcTBe agMUHUCTpaTOpa, B pa3jese YnpaesneHue penosumtoprem Cepsepa
Dr.Web.

PykoBOACTBO aAMMHMCTpaTOpa
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MnaBa 3: J/inueHsnpoBaHue
[na paboTbl aHTMBMpPYcHOro pewerus Dr.Web Enterprise Security Suite TpebyeTcs amueH3us.

CocraB 1 CTOUMOCTb AMLLeH3MN Ha ncnosib3oBaHue Dr.Web Enterprise Security Suite 3aBucaT ot
KOAMYecTBa 3allMLLaeMblX CTaHLWM, BKIOYas cepBepbl, BXxoadLme B coctaB cetr Dr.Web Enterprise
Security Suite KaK 3aliuLiaemMble CTaHLUW.

| 3Ty MHbOpMauuto HeobxoaMMOo 0653aTeNbHO coobLaTh NPOAABLY ANLEH3IUN NPU
: nokynke peweHus Dr.Web Enterprise Security Suite. Koanuectso ncrnonbsyembix
CepsepoB Dr.Web He BanseT Ha yBeNMUEHNE CTOMMOCTU JULLEH3UN.

JInueHsnoHHbIN KOUeBon ¢ann

MpaBa Ha ncnosnb3osaHne Dr.Web Enterprise Security Suite peryavpyroTcs npu nomoLm
JNLLEH3MOHHbIX KA YEBbIX pannos.

& dopmaT AMLEH3MOHHOrO KAtoUeBoro darna 3almileH OT pesakTMpoBaHus npu

: MOMOLLM MeXaHM3Ma 31eKTPOHHOM noanucn. PegaktnposaHve daiina genaet ero
HeZehcTBUTENbHBIM. YTOObI N36exaTb CyYalnHOW NOpPYM NLEH3NOHHOIO K/IHOYEBOTO
daina, He creayeT MOANPULIMPOBATL U/UAN COXPaHATL ero nocae NpPocMoTpa B
TEKCTOBOM pejAaKkTope.

JIMLEH3MOHHBIE KItoYeBble $alisibl MOCTaBAAIOTCA B BUAE Zip-apXMBa, COAEPIKALLETO OANH NN
HECKOJIbKO KAtoueBbIX GaliioB ANA 3alUMLLIaeMbIX CTaHLMINA.

Monb3oBaTenb MOXKET NOJIYyUUTb IMLLEH3UOHHbIE KJIloueBble ¢aiiibl OAHUM U3 C/ley oW nx
cnoco6oB:

o JINLLEH3MOHHbIW KAOUEeBOW dainn BXOAWUT B KOMMNEKT aHTUBUPYca Dr.Web Enterprise Security Suite
NPV NOKYMKe, ecv OH Bbl1 BK/IOYEH B COCTaB AWUCTPMOYTVMBA NPOAYKTa MNPU €ro KOMMeKTaLuu.
OzHako, Kak NpaBwO, MOCTAaBASOTCSA TOIbKO CEPUIMHBIE HOMEpPa.

o JIMLEH3NOHHBIN KOUEeBOWN daiin BbICbIIAETCA NOb30OBATENAM MO 3NEKTPOHHOM NoyTe nocne
perncTpaLmm cepumiHoro Homepa Ha Beb-cante komnaHum «loktop Beb» no agpecy
https://products.drweb.com/register/v4/, ecim MHOW aApecC He yKa3aH B PerncTpanMoHHOM
KapTouke, NpuaaraeMow K NPoAyKTy. 3ainaunTe Ha yKa3aHHbIN caiT, 3anoaHuTe Gopmy co
CBEZEHVAMW O NokKyrnaTese N BBeAUTe B yKazaHHOE NoJie PerncTpaLvoHHbIA CEPUMHBIA HOMep
(HaxoAWUTCA Ha PerncTpaLMoHHON KapTouke). ApxmB C kitoueBbiMU danamum ByaeT BbiCAaH Mo
yKa3aHHOMY BaMW aZpecy 31eKTPOHHOM NouTbl. Bbl Takke cMOXeTe 3arpy3uTb kKaroueBble daitbl
HeNnoCpeACTBEHHO C YKa3aHHOTO CaWTa.

o JIMLEH3NOHHBIN K0UEeBOWN daiil MOXKET NOCTaBAATLCSA HA OTAEbHOM HOCUTENE.

PykoBOACTBO aAMMHMCTpaTOpa
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PekoMeHAyeTCs coOXpaHATb JIMLLEH3NOHHBI KIHOUeBOW Gaiin A0 UCTeYeHMs CPOKa ero AencTBUsA 1
MCNO/Ib30BaTb €ro Npw nepeycraHoBKe WAV BOCCTAHOBJIEHUM KOMMOHEHTOB NporpamMmsl. B cayuae
yTpaTbl IMLLEH3MOHHOTO KIOYEBOTO dalina Bbl MOXeTe MOBTOPUTL NPOLEAYPY perncTpaLmm Ha
yKa3aHHOM CaiTe U CHOBA NMOAYYUTb JNLLEH3MOHHbIV KAouyeBor Gain. Mpun 3ToM HeobxoAnMOo
yKasblBaTb TOT K€ PerncTpaLMoHHbIN CEPUIHBIA HOMEP U Te XKe CBeAeHUA O NMoKynaTene, Yto 1 npwu
NepPBOW perncTpaLMu; MOXeT U3MEHUTbCA TOIbKO aZpec 3NeKTPOHHOW NoyTkl. B aToM cayuae
JIMLLEH3MOHHBIN KNtoYeBON dain byseT BbiCAaH MO HOBOMY ajpecy.

[N 03HaKOMEHMS C AHTMBMPYCOM MOXHO MCMOJIb30BaTh 4EMOHCTPALIMOHHbIE KNOUEBbIE haiisbl.
Takve kntoueBble daitibl 0becneurBaroT NOJHYH GYHKLMOHANBHOCTb OCHOBHbIX aHTUBUPYCHBIX
KOMMOHEHTOB, HO MMET OrpaHNUY€eHHbIV CPOK AENCTBUA. /11 TOro UTO6bI MONYYNTL
AEMOHCTPALMOHHbIe KtoueBble dalisibl, CnesyeT 3anoHUTL GOPMY, PAaCrONIOXKEHHYHO Ha CTpaHuLLe
https://download.drweb.com/demoreq/biz/. Baw 3anpoc 6yseT pacCMOTPeH B MHAVBUAYaAbHOM
nopsake. B cnyuae NoNoXXMTENbHOTO pPELLEHMS apXMB C IMLEH3NOHHBIMU KNHOUEBbIMY Gaiinamm
ByAeT BbIC/IaH MO yKa3aHHOMY BaMU aApecy 3NEKTPOHHOM MOYThI.

| Ncnonb3oBaHve NNLEH3MOHHbIX KAHOYeBbIX $alioB B MpoLiecce YCTaHOBKU MPOrpamMmel
. onuceiBaeTcs B PykoBoacTBe no yctaHoBKe, M. YcraHoBka Cepsepa Dr.Web.

Ncnonb3oBaHve NNLEH3MOHHbIX KAHOUeBbIX GalioB A/ y)Ke pa3BepPHYTON
aHTVMBWPYCHOW CeTV onucbiBaeTca B N. MeHepkep NULEH3WN.

3.1. Oco6eHHOCTU INLEH3UPOBaHNA

1. CepBep Dr.Web He nvueH3mnpyertcs.

@ UUID Cepsepa Dr.Web, kotopbivi B npegpiayLumx Bepcusax Dr.Web Enterprise Security
: Suite xpaHuaca B anueH3noHHOM kntove Cepsepa Dr.Web, Tenepb xpaHuTcs B
koHburypaumoHHomM danne Cepsepa Dr.Web (HaumHas ¢ Bepcum 10).

e [pu yctaHoBke HoBoro Cepeepa Dr.Web reHepupyetcs HoBbin UUID.

e [Npun o6HoBAeHUM CepBepa Dr.Web c 6onee paHHux Bepcuii UUID aBTomMatnuecku
bepeTcs U3 KOHOUrypaLMOHHOro daiia npeaplayLleri BepCcMn 1 3anncbiBaeTcs B
KOH®UrypaLmnoHHbIA dainn yctaHaBanBaemoro Cepsepa Dr.Web.

B cnyyae obHoBaeHUs knactepa CepeepoB Dr.Web AnLEH3VMOHHbIN KAOY noaydvaeTt
Cepsep Dr.Web, otBeTcTBEHHbIN 32 06HOBAEHMWE Ba3bl AaHHbIX. [l1s OCTaNbHbIX
CepBepos Dr.Web Heobxoanmo f06aBsTh IMLEH3NOHHbIE KNHOUUN BPYYHYHO.

2. JINLEH3MOHHbIe KU aKTyaslbHbl TOIbKO A5 3allMLLiaeMblxX CTaHU M. Ha3HayeHne anLeH3ni
BO3MOXHO KakK A/1f OTAE/bHbIX CTaHLMI, TaK U A1 TPYMN CTaHLUWIA: B 3TOM Clyyae
JIVLLEH3VOHHBI KNHOY AEeACTBUTENEH ANA BCEX CTaHLMM, KOTOPbIE HAaCAeAyHOT ero OT JaHHOWN
rpynnbl. YTobbl 3a4aTh KAOUEBON dain OAHOBPEMEHHO ANA BCEX CTAHLUMA aHTUBUPYCHOW CeTH,
A5 KOTOPbIX He 3aZiaHbl NEPCOHabHbIE HACTPOWKM IMLLEH3MOHHOTO KAt0Ya, Ha3HaubTe
JIMLLEH3WOHHBIN KoY ans rpynnsl Everyone.

PykoBOACTBO aAMMHMCTpaTOpa
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JIMueH3MOoHHBIN KNtoUeBOW dan MoXeT 3agaBaTtbcs Npu yctaHoske Cepeepa Dr.Web (cm.
PykoBoacTBO Nno yctaHOBKe, M. YcraHoBka Cepepa Dr.Web).

OgaHako, Cepeep Dr.Web Takxxe MOXeT 6bITb YCTaHOBAEH 6€3 MLEH3MOHHOTO KtoYa. JlnueH3ms
MOXeT bbITb 06aBNEHa MNO3Hee KaK JI0KalbHO, Tak U NMoJyYeHa Yepes MeXCepBEPHYHO CBA3b.

MocpeAcTBOM MeXCepBEPHOW CBA3M BO3MOXHa Nepesaya onuumoHaabHOro KomyecTsa
NMLLEH3MI 13 KKOYEN, XpaHaLLMXca Ha gaHHoM Cepsepe Dr.Web, coceaHemy Cepsepy Dr.Web
Ha onpejeneHHbl MPOMEXYTOK BPEMEHM.

BO3MO>HO MCMONb30BaHNE HECKOJIbKMX Pa3IMUHBIX JIMLEH3WIM, HAampUMep, C Pa3/IMUHbIM CPOKOM
AENCTBUA WU Pa3NNYHBIM HABOPOM aHTUBMPYCHBIX KOMMOHEHTOB A5 3aLUMULLAEMbIX CTaHLLUN.
KaxkzbI INLLEH3NOHHBIV KJHOU MOXKET BbITh Ha3HaUeH AJs HECKOJIbKMX 0H6beKToB
JIMLLEH3UPOBaHWA (TPynn 1 CTaHLWA) OAHOBPEMEHHO. [nsa oagHOro obbekTa MULLEeH3NPOoBaHWS
MOXET BbITb Ha3HAYEHO HECKObKO JIMLLEH3MOHHBIX KIHOUel 04HOBPEMEHHO.

MpW Ha3HaYeHUN HECKOIbKUNX KIOUEl Ha OAMH 06BbeKT, 06paTuTe BHUMaHME Ha ciesytoLme
0COBEeHHOCTU:

a) Ecam cnncok paspeLleHHbIX aHTUBUPYCHBIX KOMMOHEHTOB Y HECKOJIbKUX KNHOUEN OAHOroO
obbekTa pa3IMYaeTcs, CNMCOK pa3peLLeHHbIX A1 CTaHLUIA KOMMOHEHTOB ByaeT onpeaenseTcs
nepeceyeHneM MHOXECTB KOMMOHEHTOB B KAtouax. Hanpumep, ecam ans rpynnbl CTaHLLUM
Ha3HaueHbl K4 C NoAAEP>KKOM AHTUCNaMa 1 KAy 6e3 noaaep>kkmu AHTUCNaMa, TO A4S
CTaHUMI ycTaHOoBKa AHTMCNaMa ByaeT 3anpeLleHa.

b) HacTtpoliku avueH3npoBaHus Ans o6bekTa paccumTbiBAtOTCA UCXOASA M3 BCEX HAa3HAUEHHbIX
AN 3TOro ob6bekTa Kaouen. Ecim cpok AencTBUA MNLLEH3UOHHbIX KAtoYelr obbekTa
pa3/MYaeTcs, TO MO UCTEYEHWUM KNKOYa C MUHUMaNbHBIM CPOKOM AENCTBMSA, BaM HEOHXOAMMO
3aMEHUTb WIN YAaNWUTb UCTEKLLIMIN KNHOY BPYYHYHD. ECaM ncTekLwnin Koy HaknaabiBan
OrpaHnYyeHns Ha yCTaHOBKY aHTUBUPYCHbIX KOMMOHEHTOB, HEOBXOAUMO MPOM3BECTM
KOPPEKTUPOBKY HacTpoeK 0bbeKkTa MLEH3NPOBaHWSA B pa3zesie YcTaHaBAMBaeMble
KOMMOHEHTDI.

c) KosnnuyectBo nuLLeH3n y 06bekTa pacCcUmTbIBAETCA M3 CyMMbl JIMLLEH3UIN BCEX KIHOYEN,
Ha3HaYeHHbIX AN AaHHOTro obbekTa. Takxke crieAyeT yunTbiBaTb BO3MOXXHOCTb Nepesayu
NMLLeH3UI MO MexXcepBepHOU cBasn cocegHemy Cepsepy Dr.Web (cm. n. 4). B 3Tom cayuae 13
obLLero Kom4yecTBa ANLLEH3UM BbIUUTALOTCA MLEH3MK, NepeaHHble cocegHeMy CepBepy
Dr.Web.

@ YHpaBneHme JINLUEH3NOHHBIMU KTHOYaMW OCYLLLECTBAAETCA Yepes I\/IeHe,g,>|<ep J'II/II=I,eH3I/II7I.

Mpw 3aZaHUN TNLLEH3MOHHOIO KatoUa B MeHezaxepe nvLeH3uii, B MHGopmMaLms o
JAHHOWM IMLEH3UN COXPaHAETCA B Ha3e AaHHbIX.

33

3.2. PacnpocTpaHeHune IML,EH3UU NO MeXCepBepPHbIM CBA3AM

B aHTVMBMpPYCHOW ceTn ¢ Heckonbkmu Cepeepamu Dr.Web Bo3mo>kHa nepesava onumoHasbHOro
KosmyecTBa aneHsnni mexay Cepsepamu Dr.Web Ha onpeaeneHHbIn MPOMEXYTOK BpeMEHN.

PykoBOACTBO aAMMHMCTpaTOpa



A7

-
$

A
d
A

FnaBa 3: J/InueHsmposaHue

[na BO3MOXHOCTU nepegaum anueHsnin mexay Cepsepamu Dr.Web HacTpolite

MeXXCepBepHble CBA3M Kak ONncaHo B pa3gesne Hactpolika cesazen mexay Cepeepamu
Dr.Web.

PacnpocTpaHeHue AMLEH3UA BO3MOXHO AN CNefyHOLWUX BapUaHTOB CBA3EN:

e [naBHbI CepBep Dr.Web Bbigaet amueH3nm, nogunHeHHbln Cepeep Dr.Web — npuHumaer,
COrNacHO HaCTPOWMKaM CBA3W A/ PaCNpPOCTPaHEHNA NNLLEH3UIA (M3BMEHEHWNIO He MoAsiexar).

e [Nepesava nmueH3nm mexay pasHonpasHbiMu CepBepamu Dr.Web. B atom cnyyae y Cepsepa
Dr.Web, KoTopbIli BbIAAET AMLLEH3MK, B HACTPOWMKAX CBA3W B pa3dzene JIueH3nm f0/1keH bbiTb
yctaHoBneH dnar OTnpaBnaTb, a y Cepepa Dr.Web, koTopblil nonyyaeT amueHsnmn — dnar
MpuHMmaThb.

Yr106b1 HacTpoutb CepBep Dr.Web, koTopbii 6yaeT BbigaBaTb AMLLEH3UN
1. Otkpownrte LeHTp ynpasneHus Cepeepa Dr.Web aHT1BUMpYycHOW ceTn, KOoTOpbIl ByaeT BblAaBaTh
nnueHsmm cocegHm Cepsepam Dr.Web.

2. B rnaBHOM MeHto LleHTpa ynpaBieHus BbibepuTe NyHKT AAMUHUCTPUpPOBaHUe, B
ynpasastolLeM MeH BblibepuTe NyHKT MeHegpkep AULLeH3WA.

3. [lobaBbTe MMLLEH3MOHHbIA KNHOY KaK OMUCaHO B pasgesne MeHeaxep AVLLEH3MIN, eCN KAKOY eLle
He 6bin fo6aBeH paHee. KOMYECTBO NNLLEH3MI B KNKOYE JOMKHO COOTBETCTBOBATL 0bLEeMy
KOIMYecTBy 06C/y>XmMBaeMbIX CTaHLMM Kak gaHHbIM CepBepom Dr.Web, Tak n Bcemu CepBepamu
Dr.Web, koTopble 6yayT nosyyatb MULLEH3UN 13 3TOTO KJIHOYA.

B o6Lem cnyyae MOXKeET HbITb OCTaTOYHO OAHOTO NNLLEH3UOHHOTO KYa, NLLEH3UN 13
KoToporo 6yayT pacnpeseneHbl Mexay Bcemu Cepsepamu Dr.Web.

4. TlocuuTanTte, CKONbKO NNLLEH3MI 13 AAHHOTO KJkoYa Bbl MOXeTe nepeaatb coceaHnm CepBepam

Dr.Web. MNpu noacuete yuntbiBaiiTe, uto ¢ coceaHnx Cepsepo Dr.Web Takxxe MOXeT 6bITb
nepesaHa yactb avueHsun apyrum Cepsepam Dr.Web. B s3tom cnyuae nepesaye u3 karoya
rnasHoro Cepsepa Dr.Web nognexut cymmapHoOe KOIMYeCTBO NNLLEH3UI, KOTOPOE NiaHUpyeTcs
pacnpocTpaHuTb Janee Mo Lenouke. Takxe yutute, yto rnaeHbli Cepeep Dr.Web He cmoxxet
BOCMO/1b30BaTbCA PACNPOCTPAHEHHBIM JNLEH3NAMU A0 OKOHYaHMA CPOKa pacnpoCTpaHeHns
3TUX INLLEH3UIA 1 UX BO3BPALLEHMS.

5. HacTtponTte pacnpocTpaHeHue auLeH3unin Ha coceaHne Cepaepbl Dr.Web 13 amueH3noHHoro
K/KOYa Kak OnucaHo B pasgene MeHezxep JVLEH3N.

B HacTpolike laTa OKOHYaHUA JINLEH3UN 334alTe OKOHYaTe/IbHbIA CPOK AEUCTBUA Nepesayn
nnueHsmin. Cpok nepesayvm MoXeT ObiTb Kak MeHbLUE CPOKa AeACTBUA CAMOM IMLLEH3UN, TaK W
paBeH el. [1o ncTeyeHn ykazaHHOTO CpokKa BCE IMLLEH3MMN ByAyT OTO3BaHbI C COCEAHETO
CepBepa Dr.Web 1 BepHyTCs B CUCOK CBOBOAHBIX MLEH3NIA UCXOLHOTO JIMLEH3VOHHOTO
katoua. Mpun HeoHXOAMMOCTM Bbl CMOXKETE OTPEAAKTUPOBATb 3TOT CPOK B KOO0 MOMEHT KaK
onucaHo B pasgene MeHeaxep JNLEH3NN.

6. MNpn HEOBXOANMOCTN N3MEHUTE HACTPOWMKMN PacNpOCTPAHEHNS INLEH3NIA. [lna 3TOro nepenaute B
pa3zen Konpurypauua Cepsepa Dr.Web.

PykoBOACTBO aAMMHMCTpaTOpa
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7. Ha Bknagke JinueHsum 3asaite cegytolyme HacTporiky, oTHocsawmecs K Cepsepy Dr.Web,
BblJAOLLLEMY INLLEH3NN:

¢ Mepuopa aBTOMaTMUECKOrO NPOAJIEHNSA BblAaBaeMbIX ULLEH3UIA — MEPUOL BPEMEHH, Ha
KOTOpPbIV BblAAOTCA NNLEH3UM M3 KNtOYa Ha gaHHOM Cepsepe Dr.Web. MNocne okoHYaHms
3TOro nepuoza OCyLLLEeCTBASETCA aBTOMATUYECKOE NPOAJIEHNE BblAaHHBIX JIMLEH3MI Ha TOT Xe
cambivi nepuog. ABToMatnyeckoe npoaneHve byseT oCyLLecTBAATLCA A0 Tex MOp, Noka AAWNTCA
CPOK pacnpoCTpaHeHWs NNLLEH3UI, 3aZaHHbI B MeHeaxkepe NnLLeH3uni Ha ware 5.
[aHHbI MexaHn3M obecneymBaeT BO3BpaLLeHMe anLeH3ni Ha rnaBHbin Cepep Dr.Web B Tom
cnyyae, ecav nogumHeHHbl Cepeep Dr.Web 6yaeT oTk10UEH M He CMOXKET BEPHYTb BblaHHbIE
NNLLEH3UN.

e Mepuopa cMHXPOHU3ALUUN NULLEH3UIA — NEPUOANYHOCTb CUHXPOHU3ALMN MHPOPMaLLUK O
BblJaBaeMbIX aMLeH3nAX mexay Cepepamu Dr.Web. CUHXpOHMU3aL s INLEH3MIA MO3BOANT
onpesAenunTb, YTo KONNYECTBO JINLLEH3MI, BblAaHHbIX rnaBHbIM CepBepom Dr.Web n
MOJlyYeHHbIX MoaunHeHHbIM CepBepom Dr.Web, coBnagaert. JaHHbI MexaH13M NMo3BOJsieT
BbIABMUTb COOM 1 ClyYam NoAOra Npu nepesade ANLLEH3NNA.

¢ Mepwuop co3gaHmna oTueTa — NEPUOAMYHOCTb, C KOTOPOW ByaAyT CO3aBaTbCa OTYETHI Ha
Cepsepe Dr.Web 06 ncnonbsyembix UM AULLEH3MOHHbIX KAtoYax. Ecam otyer 06
MCNONb30BAHUN MLLEH3MI co3aaeTca noAumHeHHbIM Cepeepom Dr.Web, To cpasy nocne
CO3/,aHNA OCYLLLeCTB/ISETCA OTMNPaBKa 3TOro oTyeTa Ha rnasHbii Cepep Dr.Web. Co3aaHHble
OTYETbl AOMNOJIHUTENILHO OTMNPABAAIOTCA MPU KaXKA0M MOAKAOYEHUM (B T.4. Mepe3arpyske)
Cepsepa Dr.Web, a Tak>xe npu U3MeHeHUN KONNYECTBa BblJaBaeMbIX JIMLEH3UIN Ha T1aBHOM
CepBepe Dr.Web. Hactporika 3agaetcs Ha rnaBHoMm Cepepe Dr.Web, HO ncnosb3yetcs Takxke
n nogunHeHHbIM Cepsepom Dr.Web npu otnpaBke OT4eTOB.

¢ Mepuop noacueta aKTUBHbIX CTAHLMUIA — NEPUOS, B TeUeHVEe KOTOPOro byaet
MOACYMTBIBATLCA KOIMYECTBO aKTUBHbIX CTaHLWIA A1 CO34aHWsA OTYeTa 06 MCNOb30BaHUN
NMLEeH3niA. 3HaveHre 0 NpeanucbiBaeT yUnTbiBaTb B OTYETe BCE CTaHL MW, BHE 3aBUCMMOCTM OT
cTaTyca 1x akTMBHOCTW. HacTpolika 3asaeTcs Ha rnaBHoM Cepeepe Dr.Web, Ho ncnonb3syetcs
TaKxe 1 nog4mHeHHbIM CepBepom Dr.Web npwu otnpaske oTyeToB.

8. CoxpaHuTe BHeCEHHbIe M3MeHeHus 1 nepe3arpy3ute Cepeep Dr.Web.

UYro6b1 HacTpoutb CepBep Dr.Web, koTopbiii 6yaeT nonyuatb AMLEeH3UN

1. Otkpowrte LUeHTp ynpasneHuns Cepepa Dr.Web aHTVBUMPYCHOW ceTW, KOTOpPbIV ByaeT nosyyaTb
nnueHsum ot coceHero Cepeepa Dr.Web.

2. MNpn HeOBXOANMOCTN N3MEHUTE HACTPOWMKMN PacnpOCTPaHEHNS INLEH3NIA. [lna 3TOro nepenaute B
pa3zen Konpurypauua Cepsepa Dr.Web.

3. Ha Bknagke JiuneHsnm 3asaivite UntepBan ana npeaBaputesibHOro NpoaaeHns
nosiyyaeMbIX IML,E€H3MA — NPOMEXYTOK BPEMEHWN O OKOHYaHNA Nepnoaa aBTOMaTNyYeckoro
NPOA/NEHNS IMLEH3UIA, MONyYeHHbIX OT coceaHero Cepaepa Dr.Web, HaunHas ¢ koToporo
AaHHbIM CepBep Dr.Web 3anpalunBaet npeaBaputesibHOe aBTOMaTU4eckoe NpoA/eHNe 3TUX
JIMLLEH3UIA.

cnonb3oBaHWe AaHHOW HaCTPOWMKM 3aBUCKT OT TUMa NOAKAHOYEHNS, BbIBPAHHOTO B HAacTpoike
MapameTpbl coeguHeHua Npu KoOHdUrypaumm ceasmn mexay Cepsepamu Dr.Web (cMm. pa3aen
Hactpovika ceazent mexay Cepsepamu Dr.Web):

PykoBOACTBO aAMMHMCTpaTOpa
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e [Ins neprvoAnYeckoro TMna NoAKAOYEHWNS: ey NePUO NEPENOAKIOUYEHIS, 3a/jaHHbIN B
HacTpowike cBs3w, 6bonblle yem Mepros aBToMaTUUECKOro NPojAJieHNs BbljaBaeMblX
NVUEeH3Ui, 3aZaHHbIl Ha CepBepe Dr.Web, BblgaBLIeM AnLLEH3UW, TO aBTOMATUYECKOE
NpoA/ieHVe 3TNX NLLEH3WI OyAeT MHULUMMPOBAHO paHblue, YeM ucteyet Mepuop,
ABTOMATUUYECKOro NPOoAJIEHUA BbljaBaeMbiX INLLeH3UN.

e [Ins NOCTOSIHHOTO MOAK/IOUEHMS: AaHHAs HaCTPOMKa He UCMO/Ib3yeTCs.

4. CoxpaHuTe BHeCeHHble n3mMeHeHna n nepesarpysute Cepsep Dr.Web.

3.3. ABTOMaTUUYeckoe 06HOB/IeHUe INLLeH3UN
JNnuensus ans Dr.Web Enterprise Security Suite mo>eT 6bITb aBTOMaTUUeCK O6HOBEHA.

ABTOMaTMyeckoe 0H6HOB/IEHNE INLEH3UM MO Pa3yMeBaEeT CIeAYHOLLNE aCMeKTbl:

e [Tpy OKOHYaHWUM CPOKa AENCTBUSA IMLEHIMOHHOTO K/KOYa OH MOXET ObITb aBTOMaTUYECKN
3aMeHeH NPOorpaMMOoi Ha 3apaHee NPUOBPETEHHbIN INLEH3NOHHBIN KAHOY.

e ABTOMaTMYeckoe OOHOB/IEHWE BbINOJHAETCA 418 KOHKPETHOTO JIMLEH3UOHHOTO KJoYa, ANs
KOTOPOro MoKynasocb NPoAAeHMe.

e JIMLEH3NOHHBIM KUY A5 aBTOMATUYECKOro OBHOB/IEHNS pPacrno/laraeTca Ha cepBepax KOMMaHMm
«/lokTop Beb» 0 OKOHYaHWA CBOEro Cpoka AenCTBuS.

Mpoueaypa aBTOMaTUUYeCKOro 06HOB/IEHUA NLLEeH3UN
Mpoueaypa aBTOMaTMUYECKOro OBHOBAEHWSA NNLEH3NIA 3aMyCKaeTCs B CeAyHOLLMX CyYasX:

° |_|pI/1 Ha>XaTnn agMUHNCTPATOPOM KHOMKK q’l’ I'Iponepwrb Ha/inuve o6HOBNIEHUN U 3aMEeHUTb
JINUEeH3UOHHbIe KJIKOUM Ha MNaHe/n 3aja4 B MeHeaykepe AuLLEH3UIA LLeHTpa yrnpaBaeHua.

e [Npu BbINONHeHUN 3aaaHKs O6HOBNEHMe peno3utopus 13 pacnucadvs Cepsepa Dr.Web. Mpwu
3TOM J0J/IKeH ObITb ycTaHOBAEH dnar O6GHOBAATL INLLEH3MOHHbBIE KJIKOUMN B HaCcTPOMKax

3aaHuA.

@ ABTOMaTMUeckoe O6HOB/IEHME NNLLEH3VIOHHOTO KIt0Ya 3anyckaeTca TONbKO B TOM

: cnyyae, korga obHoBaseMas avLeH3ns npuHagnexxut stomy Cepsepy Dr.Web:
M3Ha4anbHO AobaBieHa BPYYHYIO WM MoJyYeHa Yyepe3 aBTomaTnyeckoe obHOBAEHMe.
[na nuueH3ni, nonydeHHbIx ¢ cocegHmx Cepeepos Dr.Web uepes mexxcepBepHble
CBA3M, NpoLeAypa aBTOMaTMYeCckoro OOHOBAEHNA He 3amnyckaeTca.

Mpoueaypa aBTOMaTNUECKOro O6HOBNIEHUSA IMLLEH3UIA COAEPIKUT C/eAyloLUne dTanbl:

1. MpoBepka HaNN4YMA AMLLEH3NOHHOTO KNKOYa Ha cepBepax komnaHum «oktop Beb» (BCO).

2. 3arpyska amueH3noHHoro katoya ¢ BCO Ha Cepsep Dr.Web ¢ nocneayrownm gobasneHvem
kntoua B 6asy AaHHbIX U MeHezaXep MUEH3MI.

3. PacnpoctpaHeHne HOBOTO AMLEH3MOHHOTO KAt0Ya Ha 06beKTbl MpeAbIAYLLEero Kaoya.

PykoBOACTBO aAMMHMCTpaTOpa
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B 3aBucumocTtn ot PE3yNbTaTOB BbIMOJAHEHUA Ka>KA0Tro 13 3Tanos, npoueaypa MOXET WTaTHO
3aBEPLUNTbCA Ha NHOBOM U3 HUX.

Bo3MOXKHbI ceayouine pesysibtatbl BbiMOJIHEHUA aBTOMaTUYeCKoOro o6HOBNEHMA:

1. JluyeH3uoHHsIU KoY 0189 asmomamu4ecko2o obHoesneHUs omcymcmeyem Ha BCO.
Huvkakumx 4eicTBuiA NpomnsBeseHo He byaer.

2. JluyeH3uoHHsIU KoY 015 asmomamuyeckoz2o obHoeneHua docmyneH Ha BCO. Cocmas
JIUYeH3upyemMblix KOMNOHeHMo8 y mekyu,e2o U Ho8020 K/ro4eli omau4aemcs (8 HOBOM KJro4qe
Hem Kakux-1ubo KOMNOHeHMos, Komopble ecme 8 mekywem) u/uau y Hogo20 UYEeH3UOHHO20
K/0HYa MeHbwe IUYyeH3ul, 4eM y meKyuje2o AUYeH3UOHHO20 K/ Ya.

HoBas nnueH3ns ckaumsaeTcs C cepepoB kKoMnaHum «JokTop Beb», pobaBnsercs B MeHeaxep
NnLeH3ni 1 6asy aaHHbix Cepepa Dr.Web, HoO He pacnpocTpaHseTcs Ha 06beKTbl
JIMLLEH3UPOBaHWsA. B Takon cuTyaunum MLEH3VOHHBIN KNHOY HEOBXOAMMO PacnpoCTpaHUTb

BPYUHY!O.
AZMUVHWCTPaTOpPY OTNpaBaseTcs onoselyeHne JIMLL,eH3MOHHbINA K/H0U He MOXKeT 6bITb

aBTOMaTnuecku o6HoBneH. KOHKpeTHas NpMUmMHa, MO KOTOPOW KAKOY HE MOXKET ObITb
aBTOMaTMYeCcKM pacnpocTpaHeH, byAeT NprBeseHa B OMOBELLEHNN.

3. JluyeH3uoHHbIU KoY 018 asmomamuydecko2o obHosneHuss docmyneH Ha BCO. Cocmas
JUYEeH3UpyeMbiX KOMNOHEHMO8 y meKyuje2o U Ho8020 UUEH3UOHHbIX K/roYeli coenadaem uu 8
HOBOM KJ/ItoYe JIuYeH3uposaHo 6osiblie KOMNOHeHMos, YeM 8 meKyuwem, 8K4Yas ece
KOMNOHEeHMbI meKyWwe20 K/r4a, KoJau4ecmeo JluyeH3uli y Ho8020 UYeH3UOHHO20 K4a
6osiblwe unu pasHo Kosu4decmsy AUyeH3ul y mekyuwje2o AUYeH3UOHHO20 KIYa.

HoBas nnueH3ns ckaumsaeTcs C cepBepoB kKoMnaHum «JokTop Beb», pobaBnsercs B MeHeaxep
nnueH3nn n 6asy aaHHbix Cepepa Dr.Web n pacnpocTpaHsetca Ha Bce 06bekTbl
JIMLLEH3NPOBaHWs, Ha KOTopble Bblna pacnpocTpaHeHa NpeablAyLas AMLEH3MS, BKIOYas
coceaHve Cepsepbl Dr.Web.

Crapas avueH3una byset aBToMaTUYeCckn yaaneHa, Koraa oHa He byAeT MCnonb30BaTbCa HU
oAHUM nogunHeHHbIM CepBepoM Dr.Web. Takum obpasom, eciv B MOMEHT aBTOMaTUYECKOTO
06HOBAEHMs NoaunHeHHbI CepBep Dr.Web 6b11 oTk/ItOUeH, cTapas MueH3ns byaeT XpaHUTbCS
A0 Tex Nop, Noka 3ToT noAumHeHHbIV Cepep Dr.Web He nogkatouwnTca.

CTapaﬂ nueH3nA 6y,qu XpPaHUTbCA, NOKa ee He yAaNIAT BPYYHYHO B CIEAYHOLWKX Cy4danax:

e Ecv Ha nogumHeHHbI CepBep Dr.Web HEBO3MOXHO pacnpoCTpaHnTb JNLEH3NIO,
MOy YeHHyto Npu aBToMaTnyeckoM obHoBaeHun (Cepsep Dr.Web otkatoueH HaBceraa).

e Eciv Ha nogumHeHHoMm Cepepe Dr.Web ncnonb3yetcs Bepcuns npoTokona, He
noaAep>kvBatoLas GyHKLMOHaN aBTOMATUYECKUX OBHOBAEHWA. [pun 3TOM AnLeH3um by ayT
nepeaaHbl Ha nogunHeHHbI Cepeep Dr.Web, HO He ByayT pacnpocTpaHeHb!.

AZMUHWCTPaTOpPY OTNpaBaseTcs onoselleHne JIMLLeH3MOHHbIW K/1H04 aBTOMaTUUeCcKu
obHoBneH. OnoselleHne 06 obHoBAeHUM ByaeT oTnpasaeHo ¢ kaxaoro Cepepa Dr.Web, Ha
KOTOpPbIN ByAeT pacnpocTpaHeHa HOBas NLLEH3NS.

PykoBOACTBO aAMMHMCTpaTOpa
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| Bce onoBelleHus, oTnpaBaseMble agMVHUCTPATOPY, HacTpanBatoTCsA B paszene
: ApMunHucTtpupoBaHue — KoHurypauusa onoBeleHUi.

Mocne OTMPaBKN Ka>a0ro m3 OI'IOBGLLI,GHVIVI BbIMONHAETCA NO0/Ib30BATENbCKAA MPOoLeaypa
ABTOMaTnueckoe o6HOBJIeHUE /N LE€H3UOHHOro KJjirova.

O6HOBNEHNE IMLEH3UN BPYUHYIO

Ecam Bbl Npro6penu AMLEH3NOHHBIN KOY ANS aBTOMATUYECKOrO OOHOB/IEHNS Ballero TekyLlero
KNtoYa, TO AobaBseHVe HOBOTO katoua B MeHeaxkepe NnLLeH3ni BpyUHyto He TpebyeTcs. B
3aBUCUMMOCTM OT CUTyaL MK (BapmaHT 2 B NpoLeype BblLLe) MOXET NOTPeboBaThCs TONbKO pPyYHOE
pacnpocTpaHeHne Ha 06beKTbl NLLEH3UPOBAHMS.

OZHaKo, ecav A0 BbINOAHEHWS NPOLEeAyPbl aBTOMATUYECKOTO 0OHOBAEHS INLLEH3WIA Bbl
camocToaTeNbHO f06aBWAM Yepe3 MeHeaKep JMLEH3NA HOBbIN KNKOY, MOANEeXaLL N
aBTOMATMYECKOMY OBHOBJIEHMIO MO BapuaHTy 3 (CM. MPOLeAYpY BbILIE), TO MPW BbIMOJHEHNUM
3asaHuna ByaeT OCyLLeCTBAATLCA TONbKO pacnpoCTpaHeHNe HOBOTO JIMLLEH3UOHHOTO Kiatoua. Mpu
3TOM BO3MOXXHbl C/IeAYHOLLME BapUNAHTbI:

a) HoBbI AMLEH3NOHHBIN KAOY BbI BPYUYHYH pacnpoCTpaHeH Ha Bce 0ObeKTbl, Ha KOTOopble bl
pacnpocTpaHeH npeablayLini (0bHoBASEMbIN) KAtoY. B TakoMm cnyyae, npu BbINMOAHEHWUM 3a4aHus
Ha OBHOB/IEHWE HUKAKNX U3MEHEHWUI He ByaeT BHECEHO.

b) HoBbIV NMMUEH3NOHHBIN KNHOY Bbl BPYUHYH pacnpOCTpaHeH He Ha BCe 06beKTbI, Ha KOTOpble
6bI1 pacnpocTpaHeH NpeablAyLmin (0bHoBAsIEMbIN) KoY. B TakoM ciyyae, Npu BbINOAHEHUN
3alaHnA Ha OH6HOBAEHME HOBbIN KNOY ByAeT pacnpoCTpaHeH Ha BCe ocTaBLlumnecs 06bekTbl
npeablAyLLEero Kaua, KOTopble elle He Noayumnan obHOBAEHME.

Ecav HOBbIV AMLLEH3MOHHBIV KOY Obl1 AONOAHUTENBHO PACNpPOCTPaHEH BPYYHYH Ha 06BbEKTHI,
KOTOpPbIX He BbII0 B CNWUCKE NPeAbIAYLLEro Kaua, TO Noc/ae BbINOJHEHWS 3aaHNs HOBbIWA K/OY
OCTaHeTCA PacnpOCTPaHEeH TakXKe U Ha 3TV 06bekTbl. [pK 3TOM BO3MOXHbI CliesytoLne
BapuaHTbI:

e KonmuectBa IMLEH3MI XBaTaeT Ha BCe O6BbEKTbI IMLLEH3MPOBaHWSA: Ha Te, KOTOPbIe Bblan y
npeablayLLero Ka4a, 1 Ha Ha3HaYyeHHble HOBOMY KJIOUY BPYUHYH0. Takas cutyaums
BO3MOXHa, B YaCTHOCTW, €C/IN HOBBIN KAKOY COAEPKUNT HObLLIEe KOMYECTBO NNLLEH3NIA. B
TakOM C/lyyae, Npu BbINONHEHUN 3aZlaHns Ha OOHOB/IEHNE HUKAKUX N3MEHEHW He by aeT
BHECEHO.

e KosmyectBa nLLEH3MIN He XBaTaeT A1 PacnpOCTPaHEHNs Ha BCe OOBbEKTbI INLLEH3MPOBaHWS,
KOTOpble BblAN Y NPeAbIAYLLErO KAHOUa, MOTOMY UTO JIMLEH3MN OblM Ha3HAUEHbI BPYYHYHO Ha
Apyrve o6bekTbl. ns 06bekTOB, KOTOPLIM He XBaTUIO NNLLEH3UW, OOHOB/EHWE He
NPOW30NAET, OAHAKO MpeabIAyLLMIA KU BCe paBHO ByaeT yaaneH, n o6bekTbl ocTaHyTca 6e3
nnuensmun. Mpun nossaeHnn cBOBOAHbIX NNLLEH3UIM BCe 06BEKTbI, KOTOPbIM He XBaTUIO
JNNLLEH3MI, NOAYYaT HOBbIN NNLLEH3VOHHbBIA KNtOY. [1pn 3TOM AeNCTBMS 3aBUCAT OT TUMa
NNLLEH3UPYEMbIX OOBEKTOB:

PykoBOACTBO aAMMHMCTpaTOpa
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o ECAv AnLEH3MI U3 HOBOTO KAKOUa He XBaTUO cTaHuuam ganHoro Cepsepa Dr.Web, To
npoBepKa AOCTYMHbIX MLEH3NA ByeT OCYLLEeCTBAATLCA NPW KaXA0W NOMbITKe
nogkaoueHus ctaHummn Kk Cepsepy Dr.Web. Eciv B MOMEHT nogkntoueHus ctaHuum by et
obHapy>keHa 0CBOOOAMBLLASACA MLEH3NA, OHa ByAeT NpeaoCcTaBaeHa 3TOM CTaHLUN.

o EC/M MLEH3UIA U3 HOBOTO KAtOUa He XBaTUO As Bblgaun cocegHum Cepsepam Dr.Web, To
npoBepKa AOCTYMHbIX MLEH3UIA BYAEeT OCYLLLECTBAATLCA aBTOMATMUECKN NPUMEPHO pas B
MUHYTY. MpKn NOABAEHUN CBOBOAHbBIX NNLEH3UIA, OHN ByAyT OTAaHbI coceaHm CepBepam
Dr.Web.

JInueH3MOHHbBIN KAKoUueBou ¢dann

Ob6patnTe BHUMaHWe Ha CieAyroLLmMe 0COBEHHOCTM NNLLEH3MOHHDBIX KAH0UeBbIX GaliioB npu
aBTOMaTMYeCKOM OBHOBIEHUN:

e [1pv BbINOJIHEHWNM aBTOMATNYECKOrO OOHOBIEHNA HOBAA INLLEH3MA CKaYMBAETCA C CEPBEPOB
KomnaHum «JokTop Beb», nHbopmaums o Hel coxpaHseTcs B 6ase gaHHbIx CepBepa Dr.Web un
oTobpaxaetca B MeHezxepe nMueH3ni. JIMLEH3NOHHBIN KAoUeBON dGaiin Mpu 3TOM He CO34aeTcs.

e Y1OObI NONYUNTb NNLLEH3NOHHbIN KNHOUYEeBOW (alin, BOCMONb3YNTeCh onLmen
AaMuHUCTpupoBaHue — MeHeaKep ML eH3Uin — IKCNOPTUPOBaTh KU, Takxke
JIMLLEH3MOHHBIN KNOYEBOMN Bainn MOXeT ObiTb NMONYYEH MPU BbIMOJHEHWUN NMONb30BaTENbCKOM
npouesypbl ABToMaTU4eckoe o6HOBIEHWE INLLEH3UOHHOIO KJIloYa.

e [pn yaaneHnn nmueHsmm nipopmaunsa o Hell yaansetcs u3 MeHeaxkepa AvLeH3ni n 13 6asbl
AaHHbIX CepBepa Dr.Web, ogHako AMULEH3MOHHBIA KNtoueBOK daiin octaeTcs B kaTanore Cepepa
Dr.Web.

PykoBOACTBO aAMMHMCTpaTOpa

39



S on?
N
fe; Fnaea 4: Hauano pa6otbl | 40

\

naBa 4: Hauano pa6otbi

4.1. Co3paHue aHTUBUPYCHOMU ceTH

KpaTKaﬂ UHCTPYKL A NO pa3BepTbiBaHUIO aHTMBI/IpyCHOﬁ ceTun:

1. CocraBbTe NnaH CTPYKTYpPbl aHTUBUPYCHOW CETU, BKIOUMTE B HErO BCE 3alluLLLaeMble
KOMMbOTEPbI 1 MOBUbHBIE YCTPOMCTBA.

Bbibepute koMNbrOTEP, KOTOPLIV ByaeT BbiNoaHATL GyHKUnn CepBepa Dr.Web. B coctas
aHTUBUPYCHOW CETU MOXKET BXOAMNTb Heckoibko CepeepoB Dr.Web. OcobeHHOCTM Takol
KOHbUrypaumm onvcatbl B N. OcobeHHoCTn cet ¢ Heckonbkumuy Cepsepamu Dr.Web.

| Cepsep Dr.Web Mo>HO ycTaHOBUTL Ha Nt0BOM KOMMbHOTEPE, @ HE TO/IbKO Ha
: KOMMbrOTEPE, BbiNO/HAOWEM byHKUmK cepBepa JIBC. OcHOBHble TpeboBaHUA K 3TOMY

KOMMbrOTEPY NpvBeAeHbl B N. CUCTeMHble TpeboBaHWS.

Ha Bce 3awwmiiaemble cTaHumK, Bkatodaa cepeepbl JIBC, yctaHaBivBaeTca ofHa v Ta xe
Bepcus AreHta Dr.Web. Otanumne coctaBaseT cnmncok ycTaHaBMBaeMblX aHTUBMPYCHbIX
KOMMOHEHTOB, onpejenseMblii HacTponkamun Ha Cepeepe Dr.Web.

Ans yctaHoBkm Cepepa Dr.Web u Arenta Dr.Web tpebyetca ogHOKpaTHbIN fOCTyN (Pr3myecKmnii
WK C NCMOIb30BaHNEM CPEACTB YAAJEHHOTO yrpaBieHVa 1 3anycka nporpamm) K
COOTBETCTBYHOLLMM KOMMbtOTEPaM. Bce AanbHeliluve AeCTBUA BbINMONHAKOTCA C paboyero mecra
aAMUHNCTPATOPa aHTMBMPYCHOW CETU (B TOM YMC/IE, BO3MOXHO, N3BHE JIOKAbHOW CEeTW) U He
TpebytoT goctyna k Cepepam Dr.Web nan pabounm craHumam.

Mpw NNaHMPOBaHWM aHTMBMPYCHOM CETU PeKOMeHAYyeTCs Takke chopMMpOoBaTh NepeyeHb nL,
KOTOpble AOMKHbI UMETb A0CTynN K LIeHTpy ynpaBaeHus No CBOUM LOXKHOCTHbIM 0653aHHOCTAM,
1 NOArOTOBUTb NMepeYeHb PoJieit CO CNMCKOM YHKLMOHaIbHbIX 0653aHHOCTEN, 3aKpernieHHbIX 3a
KaXkgom posbto. [ns Kaxaomn poam Heob6xoANMO CO34aTb aAMUHUCTPATUBHYO TPRYMNY.
Accoumauns KOHKPETHbIX aZMUHUCTPATOPOB C POIIMU OCYLLECTBSETCA NyTEM Pa3MeLLEHMS UX
YUYETHbIX 3anuncei B afMUHUCTPATMBHbIX rpynnax. Mpu He06X0AMMOCTN aMUHUCTPATUBHbIE
rpynnbl (PON) MOXHO MepapXMYecKkn rpynnmMpoBaTh B MHOFOYPOBHEBYHO CUCTEMY C
BO3MOXXHOCTbIO MHAMBUAYaNbHON HACTPOVKN aAMUHUCTPATUBHbIX NPaB A0CTyna AN KaXAoro
YPOBHS.

ilf [nsa koppektHon paboTbl AreHta Dr.Web Ha cepsepHoin OC Windows, HaunHas ¢
Windows Server 2016, He0BX0ANMO BPYUHYHO OTKAHOUNTL 3awmnTHUK Windows,
NCMOAb3ys FPYNnoBble MOAUTUKN.

PykoBOACTBO aAMMHMCTpaTOpa
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4.2. Hactpoiika ceTeBbIX COeNHEeHUN

O6wue cBegeHUnA
K Cepsepy Dr.Web noakntouatotcsa cnegytolime KAMeHTbI:

AreHTbl Dr.Web.

WNHcrannatopbl AreHtos Dr.Web.

CocegHue CepBepbl Dr.Web.

Mpokcu-cepepbl Dr.Web.

COGAVIHeHVIe BCerga yCraHaBAMBAETCA NO NHULMATVBE KJIMEHTA.

Bo3MOXKHbI caiefyrouime cxemMbl NOAKAHYEHNA KIMEHTOB K CepBepy Dr.Web:

1. MocpeacTBOM NpsAMbIX COEANHEHWIA.

[laHHbIN NOAX04 UMEET MHOTO MPEeMYLLECTB, HO He BCerga OAHO3HAYHO NpeAnoYTUTENEH
(Tak>Ke ecTb CUTyaLun, Korga Takow NOAX0A He CIeAYET UCMOIb30BaTh).

2. Mpw ncnonbzoBanHum Cay>xbel 0bHapy>kenua Cepsepa Dr.Web.

Mo ymonyaHuto (ec/n ABHO He 3aZiaHO MHOE) KAMEHTbI UCMOJb3YHOT UMEHHO 3Ty Cayby.

[JlaHHbIN Noaxo4 cnesyeT UCNoNb30BaThb, €CIM HeOBXOAMMa NepeHacTporiKa BCEW CUCTEMDbI, B
YyacTHOCTW, ecn Tpebyetcsa nepeHectn Cepep Dr.Web Ha gpyroi komnbroTep nam nomeHsTb IP-
aApec MaluunHbl, Ha KoTopoli yctaHoBseH Cepeep Dr.Web.

3. Yepes npoTokoa SRV.
[AaHHbIn noaxoa no3sonset nckate Cepaep Dr.Web no nmenn komnbrotepa u/uam cny>x6ei

CepBepa Dr.Web Ha ocHoBe SRV-3anucern Ha DNS-cepBepe.

Mpun kKoHPUrypaumm aHTBupycHou cetn Dr.Web Enterprise Security Suite Ha ucnosb3oBanuve
npAMbIx coegmHeHnin Cnyxxba obHapy>xeHus Cepeepa Dr.Web moxxeT 6bITb oTKAKOUEHA. s 3TOro B
onuvcaHum TpaHcnopTos (AaMuHucTtpupoBaHue — KoHpurypauusa Cepsepa Dr.Web — Bknagka
CeTb — Bknaska TpaHcnopT) none Multicast-rpynna cneayer octaButb nycrbim.

HacTtpoiika ceTteBoro skpaHa

[nsa BO3MOXHOCTM B3aUMOJENCTBUA KOMMOHEHTOB aHTUBUPYCHOW CETM HEOBXOANMO, YTOObI BCE
MCMONb3yeMble MU NOPTbl U MHTEPENChI Bblav OTKPbIThI HA BCEX KOMMbIOTEPAX, BXOAALLNX B
aHTUBUPYCHYHO CETb.

Mpw yctaHoBke CepBepa Dr.Web nHcTannatop aBToMatuyeckn o6aBaseT nopTbl U MHTEPENCHI
CepBepa Dr.Web B nckntouenus ceteBoro akpaHa OC Windows.

PykoBOACTBO aAMMHMCTpaTOpa
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Ecam Ha KoMmnblOTEpPE UCMONb3YEeTCs CETEBOM 3KPaH, MOMUMO BCTPOEHHOTO ceTeBOro akpaHa OC
Windows, agMUHUCTpaTOp aHTUBUPYCHOW CETU J0JIXKEH NMPOU3BECTM COOTBETCTBYHOLLME HACTPOMKM

BPYYHYHO.

4.2.1. NMpamble coeagnHeHNA

Hactpowka CepBepa Dr.Web

B Hactpoikax CepBepa Dr.Web aomxHO 6bITb Yka3zaHO, Kakon agpec (cM. okyMeHT MpunodxeHus,
n. [punoxenne /. Cneundukalvsa ceTeBoro agpeca) HeO6xoANMO "npocaywmeaTs” Ana npuema
BxoAsAwmx TCP-coegmnHeHNN.

[JaHHbI napameTp 3agaetcsa B HacTpolikax Cepsepa Dr.Web AamuHucTpupoBaHue —
KoHpurypauusa Cepsepa Dr.Web — Bknaska Cetb — Bknaska TpaHcnopt — none Aapec.

Mo ymonuanuto ana "npocnywmeanusa” Cepsepom Dr.Web ycraHaBavBaroTc:

e AAapec: NycToe 3HaYeHne — 1UCMNOb30BaTh 8Ce cemeable UHMepgelicbl ANA faHHOM MalUMHbI, Ha
KoTopow yctaHoBneH Cepsep Dr.Web.

e MopT: 2193 — ncnonb3oBaTtb NOPT 2193.

@ Mopt 2193 3aperucTtpupoBaH 3a Dr.Web Enterprise Management Service B IANA.

[na koppekTHOW paboTbl Bcen cuctembl Dr.Web Enterprise Security Suite goctatouHo, 4TO6bI
Cepsep Dr.Web "caywan" xota 66l 0g1H TCP-nopT, KOTOPbIV AO/KEH ObITb N3BECTEH BCEM
KANEeHTaMm.

Hactpoiika AreHta Dr.Web

Mpw yctaHoBke AreHTa agpec Cepsepa Dr.Web (IP-agpec nan DNS-nma komnbroTepa, Ha KOTOPOM
3anyuieH Cepsep Dr.Web) mo>eT 6bITb ABHO yKa3aH B NapameTpax yCTaHOBKW:

drwinst /server <Adpec Cepsepa_Dr.Web>

Mpw yctaHoBKe AreHTa pekoMeHayeTcs ncnoab3osatb nms Cepsepa Dr.Web, npegBaputensHo
3aperncTpmpoBaHHoe B cny>k6e DNS. 310 ynpocTuT npouecc HaCTPOMKM aHTUBUPYCHOM CETH,
CBA3aHHbIV € Npoueaypor nepeyctaHoBku Cepeepa Dr.Web Ha apyroi komnbroTep.

Mo ymonuyaHuo kKoMaHga drwinst, 3anywieHHas 6e3 napameTpos, byaeT ckaHMpOBaTb CeTb Ha
Hannume CepsepoB Dr.Web v nonbiTaeTcs ycTaHOBUTL AreHT € nepBoro HangeHHoro Cepeepa
Dr.Web B cetn (pexxum Multicasting ¢ ncnonb3osanvem Cay>xbbl 06HapyxxeHvsa Cepsepa Dr.Web).

Takum obpa3zom, agpec Cepsepa Dr.Web ctaHoBUTCA n3BecTeH AreHTy Npu yCTaHOBKE.

B nanbHenwem agpec Cepepa Dr.Web MoxeT 6biTb M3MEHEH BPYUHYHO B HAaCTpOMKax AreHra.

PykoBOACTBO aAMMHMCTpaTOpa
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4.2.2. Cnyx6a obHapy>xeHusa CepBepa Dr.Web

Mpun faHHOWM cxeme NOAKNHOUEHUs KAMEHTY 3apaHee He u3BecTteH agpec Cepsepa Dr.Web. Mepeg
KaXkZbIM YCTaHOBJIEHWEM COeAMHEHUNA ocyLecTBaseTca nonck Cepsepa Dr.Web B cetn. insa 3toro
KJMEHT MOCbIIAeT B CETb LUMPOKOBELLLATe/IbHbIN 3anpoc 1 oxungaet otset oT CepBepa Dr.Web ¢
yKasaHuem ero agpeca. [locne nosyyeHns oT3biBa KAMEHT yCTaHaBAMBAET coeanHeHve ¢ CepBepom
Dr.Web.

[ns atoro Cepep Dr.Web gosxeH npocaywusame ceTb Ha NOA06HbIE 3aNpOChI.

BO3MO>HO HeCko/IbKO BapMaHTOB HaCcTPOMKM NOA0OHON cxeMbl. BaxxHO, UTOObI MeToZ noucka
Cepsepa Dr.Web, 3asaHHbI Ans KAMEHTOB, Bbl COrNacoBaH C HACTPOMKaMM OTBETHOW YacTu
Cepgepa Dr.Web.

B Dr.Web Enterprise Security Suite no ymonuaHuto ncnonbsyertca pexum Multicast over UDP:

1. Cepsep Dr.Web peructpupyetcs B MynbTUKacT-rpynne c agpecom, 3aZaHHbIM B HAaCTPOMKax
CepBepa Dr.Web.

2. AreHtbl, npu novcke Cepsepa Dr.Web, nocbinatot B ceTb MybTUKACT-3anpoCkl Ha rpynnoBoWn
ajpec, 3agaHHbIi B N. 1.

Mo ymonuaruto ana npocnywmsaHuna Cepsepom Dr.Web ycraHaBanBaetca agpec
udp/231.0.0.1:2193 (@Ha/IOTMYHO NPAMBIM COEANHEHUAM).

[JaHHbIN NapameTp 3asaeTcs B HacTporkax LieHTpa ynpasaeHus: AAMUHUCTpUpOBaHue —
KoHpurypauusa Cepsepa Dr.Web — Cetb — TpaHcnopt — TCP/IP. [NycToe 3HaueHve
npesnucbiBaeT UCMO/Ib30BaTh aZpPec MO YMONYAHWIO, YKa3aHHbIN BbiLe.

4.2.3. Ucnonb3oBaHne nportokosa SRV

Knnentbl nog OC Windows noaaep>XmBatoT KAMEHTCKMIA ceTeBON NpoTokoa SRV (onvcaHme
dopmarta npmBeseHo B fokymeHTe MpunoxkeHuns, n. [Mpuioxenve [. Cneumdukaums ceTeBoro
aapeca).

Bo3morkHOCTb obpauieHus k CepBepy Dr.Web uepe3 SRV-3anucu peanmsyercsa caeayrowmm
obpaszom:

1. Mpwn yctaHoBKke CepBepa Dr.Web HactpavBaetcs pernctpauus B gomeHe Active Directory,
NHCTaNnAToOp BHOCUT cooTBeTcTBYOWY SRV-3anunce Ha DNS-cepsep.

G SRV-3anucb BHOcKTCcs Ha DNS-cepBep B cooTBeTcTBMM ¢ RFC2782 (cm.
https://datatracker.ietf.org/doc/html/rfc2782).

2. Mpw 3anpoce noakntouenns k Cepepy Dr.Web nonb3oBatenb 3agaeT obpalleHve yepes
NPOTOKOA STV.

Hanpumep, 3anyck nHcTannatopa AreHra:

PykoBOACTBO aAMMHMCTpaTOpa
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® C ABHbIM yKa3aHWeM MMeHU CepBuKCa myservice:
drwinst /server "srv/myservice"

e 6e3 yKasaHus nMeHn cepauca. [pu 3ToM ByaeT ocyLecTBAATLCA NOUCK B SRV-3anmcsax nMeHn

Mo ymMoJlYaHNo — drwcs:
drwinst /server "srv/"

3. KnuneHT npo3payHo A4/ No/ib30BaTens UCnoab3yeTt QyHKLMOHan npoTokoaa SRV ans obpalleHus
k Cepepy Dr.Web.

@ Ecan npm obpatuennn Cepsep Dr.Web aBHO He ykasaH, N0 yMOAYaHWUIO B KayecTBe
VMEHUN CepBMca NCNONb3yeTca drwcs.

4.3. ObecneueHue 6e3onacHOro coegnHeHnnA

4.3.1. lUndpposaHue u cxxatme Tpadpuka

Pexxnm LIJI/ICI)pOBaHVIﬂ NCNOIb3YEeTCA ANA obecneveHns 6eaonacHoCTn AaHHbIX, NepejaBaeMblX NO
HG6€30I'IaCHOMy KaHany, n NO3BOJIAET n36exxaTb BO3MOXHOIO pasrnaieHna LLeHHbIX CBeAeHMVI n
nogmMeHbl NpOorpaMmMHOro obecnevyeHns, 3arpy>kaemMoro Ha 3awuuiaemMble CTaHL .

AHTBUMpYCHasa ceTb Dr.Web Enterprise Security Suite ncnonb3syet cnegyrowime kpuntorpaduyeckme
cpeacTBa:

e J/ekTpoHHas undposas nognuce (TOCT P 34.10-2001).

e AcummetpuyHoe windposaHme (VKO GOST R 34.10-2001 — RFC 4357).

o CummeTpuryHoe windposarme (TOCT 28147-89).

e Kpuntorpagpuueckas xew-pyHkuma (FTOCT P 34.11-94).

AHTmBUMpYycHasa ceTb Dr.Web Enterprise Security Suite no3soaseT 3awmndpoBatb Tpaduk mexay
Cepsepom Dr.Web n kaneHTamu, K KOTOPbIM OTHOCATCS:

e AreHtbl Dr.Web.

e VNHctannatopbl AreHtos Dr.Web.

e CoceaHuve CepBepbl Dr.Web.

e [pokcu-cepeepbl Dr.Web.

Beuay Toro, uto Tpaduk Mexay KoMnoHeHTaMu, B ocobeHHocTu mexxay Cepsepamu Dr.Web, moxet
6bITb BECbMa 3HAaUYUTE/IbHBIM, aHTUBUPYCHAA CeTb MO3BOJAET YCTAHOBUTL CKaTue 3TOro Tpaduka.

HacTpolika noanMTUKM CKaTus 1 COBMECTUMOCTb TaKMX HAaCTPOEK Ha Pa3HbIX KIMEHTaX aHaNorMYHbI
HacTporikaM A5t LundpoBaHms.

PykoBOACTBO aAMMHMCTpaTOpa
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NMonutnka cornacoBaHusa HacTpoek

MonnTrKa NCNoAb30BaHUA LWIMGPOBAHNSA N CKaTUA HACTPaVBAETCA OTAE/IbHO Ha KaXKAoM U3
KOMMOHEHTOB aHTUBMPYCHOW CETW, MPM 3TOM HACTPOMKM OCTaNbHbIX KOMMOHEHTOB AO/IKHbI OblTh
cornacoBaHbl ¢ HacTporikamu Cepsepa Dr.Web.

an/I cornacoBaHMM HaCTpoeK LLII/Id)pOBaHI/Iﬂ N OKatuhA Ha CepBepe Dr.Web u knneHTe cefyetr MMeTb
BBUAY, YTO pasL COYeTaHui HaCTPOEK ABJAETCA HEAOMYCTUMbIM, N UX Bbl60p NPUBELET K
HEBO3MOXHOCTWN YCTaHOBKN COEANHEHUNA MeXAY CepBepOM Dr.Web n kaneHTom.

B rabavue 4-1 npvBeaeHbl CBeAEHNA O TOM, NMPW Kaknx HacTponkax coeanHeHve mexay Cepsepom
Dr.Web u kaveHTOM 6yseT 3amdpoBaHHbIM/CKaTbIM (+), MPU Kaknx — He 3amndpoBaHHbIM/He
OKaTbIM (=), 1 O TOM, KaKne coueTaHusa ABAAKOTCA HeA0oNyCTUMbIMY (OwmnbKa).

Ta6aunua 4-1. CoBMeCTUMOCTb HaCTPOEK NOIMTUK WN(PPOBaHMA U CKaTUA

Hacrpoiiku Cepsepa Dr.Web

Hacrpoiiku knneHTa Aa BosmoixHo Her
[Ja + + Owwnbka
BosmoxxHo + + -
Het Owwnbka - -

& Ncnonb3oBaHue windpoBaHma Tpadumka co34aeT 3aMETHYH BbIYUCANTENBHYHO Harpy3Ky
Ha KOMMbIOTEPBI C MPON3BOANTENIbHOCTbLIO, 6M3KOM K MUHUMa/IbHO AOMYCTUMOW A
YCTaHOBJIEHHbIX Ha HMX KOMMOHEHTOB. B Tex cayyasx, korga wupposaHmue Tpadpurka He
TpebyeTca Ana obecneyeHnsa JOMNONHUTENbHOM 6€30MacHOCTM, MOXHO OTKa3aTbCs OT
3TOro pexmma.

[na oTkntoueHna pexxmmMa WwindposaHma cnegyet nociefoBaTeNbHO nepekaovaTb
Cepsep Dr.Web 1 koMnoHeHTbl cHayana B pexxvM Bo3MOXKHO, He fonyckas co3jaHus
HeCOBMeCTUMbIX Map KINeHT-cepsep.

Ncnonb3oBaHume cxkaTus yMeHbLIAEeT Tpapuk, HO 3HAYUTENbHO YBEMYMBaET
noTpebaeHne onepaTMBHOM NaMATU U BbIYNCAUTENbHYIO Harpy3Ky Ha KOMMbIOTEPbI, B
6osbLIen cTeneHn, yem LWndpoBaHue.

MNMopxnroueHme uepes Mpokcn-cepsep Dr.Web

Mpwu noakntoueHnn kameHtoB K Cepeepy Dr.Web uepes NMpokcun-cepsep Dr.Web Heobxoanmo
YyUYUTbIBaTb HAaCTPOMKMN WMDPOBAHUA M CKATUA Ha BCEX TPEX KOMTMOHeHTax. [pu 3ToMm:
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e Hactporikn Cepepa Dr.Web u MNpokcu-cepBepa (34ecb UrpaeT posib KANEHTA) AOKHbI
CornacoBbIBaThCsA MO Tabsvue 4-1.

e Hactpoliku knneHTa 1 MNpokcun-cepeepa (3zeck urpaet poab Cepsepa Dr.Web) aoaxHbI
cornacoBbiBaThcA No 1abauue 4-1.

BOo3MOXHOCTb yCTaHOBKM coeAnHeHNs Yepe3 MNpokcun-cepsep 3aBucut ot Bepcuii Cepaepa Dr.Web
W KJIVEHTa, NOAAEPXKMNBAOLWNX ONPEAENEHHbIE TEXHOIOTUM WNPOBAHUS:

e Ecnm Cepsep Dr.Web n knneHT nogaep>xusatoT TLS-windpposaHme, ncnosislyemoe B Bepcum 13.0,
TO AOCTAaTOYHO BbIMOJHEHWA BblLIEONVCaHHbIX YCIOBUA A YCTaHOBAEHNA paboTatoLLero

CoeANHEHMs.

e EC/M O4VH 13 KOMMOHEHTOB He noaaep>kmBaeT TLS-wndposaHune: Ha Cepepe Dr.Web n/van
KaneHTe yctaHoBieHa Bepcuna 10 1 6onee paHHAa ¢ wmdposanHmem no FOCT, To BbiNoHAETCA
JAOMNOJIHUTEIbHAA NpoBepka no 1abauie 4-2.

Ta6bauua 4-2. COBMEeCTUMOCTb HaCTpPOeK NMOJIMTUK WNPPOBAHUA U COKaTUA NpU

HacTtpoiiku
coefMiHeHUA C
K/INEHTOM

Hwnuero

CxaTtue

LWWndposanne

Bce

Hunuero
CxaTune
LLndposaHne

Bce

OOGbIYHbIV pexnm

ucnonb3oBaHuu Mpokcu-cepsepa

Hacrpoiiku coeguHennsa c Cepsepom Dr.Web

Hwnuero Cxartue WndposaHue Bce
OO6bIYHbI pexkxnuM  OBbIYHBIA PEXUM Ownbka Ownbka
OO6bIYHbI pexkxnuM  OBbIYHBIA PEXUM Ownbka Ownbka

Mpo3pauHbliii
pexXunm

Owwnbka Owwnbka Owwnbka

Mpo3payHbll
pexunm

Owwnbka Owwnbka Owwnbka

YcnoBHble 0603HaueHunsA

Hacrtpoiiku coeguHennii ¢ Cepsepom Dr.Web u c kaneHtom
Hu cxaTue, HY WindpoBaHne He NoAepP>KMBAETCS.
Moasep>XnBaeTcs TONbKO CXKaTue.

Moasep>XnBaeTcs TONbKO WndpoBaHMe.
MoazepkmBaeTcs n cxxaTve, U WndposaHme.
Pe3ynbTar coeguHeHns

YcTaHOBNEHHOE COeANHEHNE NoApa3ymMeBaeT paboTy B 06bIYHOM pexxnume
— C 06paboTKOM KOMaHZA 1 KeLIMpPOBaHMEM.

PykoBOACTBO aAMMHMCTpaTOpa
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Mpo3payHbii pexunm YcTaHOB/NIEHHOE coeanHeHne nogpasymeBaeT paboTy B Mpo3payHOM
pexunme — 6e3 06paboTkm KOMaHZA 1 6e3 kelwmpoBaHua. Bepcua
NpoTOKO/a WNPPOBaHNA BbIOMpPaeTca MUHWMabHaA: eCAV OAVH U3
komnoHeHToB (CepBep Dr.Web nnn AreHt) Bepcun 13, a gpyroi Bepcumu
10, To ycTaHaBaAnBaeTca WndpoBaHue, ncnoabsyemoe B sepcum 10.

Owmnbka CoeguHeHue Mpokcun-cepsepa ¢ Cepeepom Dr.Web u ¢ kiveHToM Byzet
pa3opBaHo.

Takum obpazom, ecam Cepeep Dr.Web 1 AreHT pa3Hbix Bepcuii: oauH Bepcum 13, a gpyrov —
Bepcum 10 1 6bonee paHHeRn, TO AN YCTAHOBEHHbIX COEANHEHMI Yepe3 Mpokcn-cepaep
NPUMEHSAIOTCA CefyoLLNe OrpaHNYeHNns:

¢ KewmnpoBaHuve gaHHbIx Ha [Tpokcn-cepeepe BO3MOXHO TOJIbKO B TOM C/lyyae, ecin oba
coeanHeHns — n ¢ Cepsepom Dr.Web v ¢ knneHTOM ycTaHOBAEHbI 6e3 cnonb3oBaHMA
lwndbpoBaHus.

¢ LlindpposaHue byaeT ncnonb3oBaTthbcs, TONbKO ecamn oba coeanHeHns — n ¢ Cepsepom Dr.Web, n ¢
KNIMEHTOM YCTaHOBJ/IEHbI C UCMOb30BaHMEM WNPPOBAHMA 1 C OANHAKOBbLIMU NapameTpamm
oKatus (ana 06omnx CoeANHEHMIN eCTb CKaThe Uan Ans 06onX — HeT).

Hactponkn wmndpposaHmna n coxatna Ha Cepsepe Dr.Web

Yr1o6bI 3agaTb HaCTPOKM OkaTUA U WndpposaHna Cepsepa Dr.Web

1. BbibepuTe NyHKT AGMUHUCTPUPOBaHUE B r1aBHOM MeHto LleHTpa ynpaBneHus.

2. B oTkpbiBLIEMCA OKHe BbibepuTe NyHKT ynpasastowero MmeHio Konpurypauus CepBepa
Dr.Web.

3. Ha Bknagke CeTb — TpaHcNoPpT BbibepuTe B BbiNagatowwmx cnuckax LngpposaHue n Oxatue
OAVH V3 BapWaHTOB:

e [la — wudpoBaHue (Mam cxatme) Tpaduka co BCEMU KAMEHTaMU 06s3aTeNbHO
(yCTaHaBAMBaETCA MO YMOAYaHUIO Ana wndposBaHusa, ecam npu yctaHoske Cepsepa Dr.Web He
6b1710 3a8aHO Apyroe).

e Bo3morxxHo — wndpoBaHme (amn coxatne) byaeTt BbINONHATLCA AN Tpaduka C TeMU K3
KJNEHTOB, HACTPOMKM KOTOPbIX 3TOTO HEe 3anpeLyatoT.

e Her — wundpoBaHue (am cxxatve) He noasep>kmBaeTcs (yCcTaHaBAMBaETCA MO YMOAYAHUIO ANs
okatus, ecam npum yctaHoske Cepsepa Dr.Web He 66110 3agaHo apyroe).

ili Mpw HacTpolike WndpoBaHMsA U ckaTus Ha cTopoHe Cepsepa Dr.Web obpatute
BHMMaHMe Ha OCOHBEHHOCTW KIMEHTOB, KOTOPbIe MAaHMPYyeTCa NOAKI0YaTb K JaHHOMY
Cepsepy Dr.Web. He Bce kiveHTbl noaaep>uBatoT WndpoBaHNe 1 ckaTtusa Tpadpuka.

PykoBOACTBO aAMMHMCTpaTOpa
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Hactpoitkn wmndppoBaHua n cxkatua Ha NMpokcn-cepsepe Dr.Web

Yrtobbl L EeHTpPa/JIn30BaHO 3aaaTb HaCTpOﬁKI/I |.uv|¢p03aHm| n COKatmna gna I'IpOKcu-cepBepa

@ Ecan Mpokcn-cepeep He nogkitoveH k Cepsepy Dr.Web ans yaaneHHoro ynpasaeHus
: HacTpolikaMu, HacTpOWTe NOAKIOUYEHME Kak onuncaHo B PykoBoacTBe no ycraHOBKe, .

NoakntoueHve Mpokcu-cepeepa k Cepeepy Dr.Web.

1. Otkpomnte LeHTp ynpasneHus ana Cepsepa Dr.Web, koTopbIii sBAsETCA yNpaBAstoLwUM Ans
MNpokcn-cepsepa.

2. BbibepuTe nyHKT AHTUBUPYCHaA CeTb B rM1aBHOM MeHto LleHTpa ynpaBieHus, B OTKpPbIBLUEMCS
OKHE B MepapXnyeckoMm CrMcKe HaxkKMUTe Ha Ha3BaHue [poKcm-cepBepa, HAaCTPOMKN KOTOPOTO
Bbl XOTUTE OTPEAAKTUPOBATb UM €ro NepBUYHON FPyNMbl, €CAM HAacTpolkm MNpokcu-cepeepa
HacneayoTcs.

3. B oTKpbIBLIEMCA YNpaBastoLLemM MeHo BbibepuTe nyHKT Mpokcn-cepsep Dr.Web. Otkpoetca
pa3gen HacTpoek.

4. MepenanTe Ha Bknagky MpocnywmnBaHue.

5. B pa3zene NapameTpbl coeANHEHUA C KINEHTaMM, B Bbinagatowmx cnvckax WndgposaHue n
CxaTtume BbibepuTe pexxum WndpoBaHMa 1 OKaTusa Tpaduka Ana kaHanoB Mexay MNpokcum-
cepBepoM 1 06CyXXMBAEMbIMU KANEHTaMU: AreHTaMu 1 MHCTaANAaTopaMu AreHToB.

6. B pazgene Mapametpbl coeguHeHus c Cepsepamu Dr.Web 3asaetcs cnncok CepeepoB
Dr.Web, Ha koTOpble byaeT nepeHanpaBaatbca Tpaduk. Boibepute B cnncke Hy>kHbii CepBep
Dr.Web 1 HaxxmuTe KHOMNKy # Ha navenn WHCTPYMEHTOB laHHOTO pa3zena, YTobbl
OoTpesakTMpoBaTb NapaMeTpbl CoeAnHeHns ¢ BbibpaHHbiM CepBepoM Dr.Web. B oTkpbiBLIeMcs
OKHe, B BbiNagaroLnx cnmckax LngposaHme 1 Ckatme Bbibepute pexum WNGpoBaHna 1
oKaTvs Tpaduka ana kaHana mexay Npokcn-cepsepoM 1 BbibpaHHbiM CepBepom Dr.Web.

7. ﬂ'flﬂ COXpaHeHnA 3aaHHbIX HaCTPOeK HaXXMUTe KHOTMKY COXpaHI/ITb.

YTo6bl IOKaNBLHO 3a4aTb HaCTpOﬁKM mmppoaauua n COKatna ana I'Ipoxcu-cepBepa

@ Ecau Mpokcun-cepsep noakitoveH k ynpasastolemy Cepsepy Dr.Web ansa yaaneHHon

: HacCTpoVikK, TO KOHUrypaLoHHbI ¢ainn Mpokcn-cepeepa byaeT nepesanvcaH B
COOTBETCTBMM C HacTporkamu, npuweswmm ¢ Cepsepa Dr.Web. B Takom cayuae
HeobXxoAMMO 3azaBaTh HACTPOWKkKM yaaneHHo ¢ Cepeepa Dr.Web wan otknroumnTb
HaCTpOWiKy, pa3peLLatoLLyto MPUHNUMaTb KoOHGUrypauwmio c storo Cepaepa Dr.Web.

OnucaHune koHOUrypaunmoHHoro ¢anna drwcsd-proxy.conf NPUBEAEHO B JOKYMEHTE
MpunoxkeHuns, B pasgene [NpunoxerHunn G4.

1. Ha komMnbtoTepe, Ha KOTOPOM ycTaHOBEH Npokcu-cepBep, OTKPOWTe KOHOUIYPaLMOHHBIN daiin

drwcsd-proxy.conf.

PykoBOACTBO aAMMHMCTpaTOpa
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2. OTpepakTupyiTe HaCTPOWKM, OTBEYatOLLIMe 3a CKaTue U WindpoBaHne ANA COEANHEHUN C

knavneHtamu u ¢ Cepsepamum Dr.Web.
MepesanycTute MNpokcn-cepsep:
e [Ins OC Windows:

o Ecam Mpoken-cepsep 3anyLieH kak cepsuc OC Windows, nepesanyck cepsuca
OCYLLEeCTBASETCA LUTATHbIMW CPEACTBAMMW CUCTEMDbI.

o Ecam Mpoken-cepBep 3anyLleH B KOHCOAW, Ans nepe3anycka Haxxmute CTRL+BREAK.
e [Ins OC cemeinctea UNIX:

s OtnpasbTe curHan SIGHUP geMoHy [1pokcun-cepsepa.

5 BbINnosHWTE CieaytoLLyto KOMaHAay:

[Ons OC Linux:

/etc/init.d/dwcp proxy restart

Ons OC FreeBSD:

/usr/local/etc/rc.d/dwcp proxy restart

Hactpoviku wmndppoBaHua n ©kaTna Ha CTaHLUMAX

Yrtobbl L EeHTpPa/ZIn30BaHO 3aaaTb HaCTpOﬁKI/I I.I.Illlq)pOBaHI/Iﬂ n COKatuna crauu,m‘i

1.

Bbibepute NyHKT AHTUBUPYCHAA ceTb B raBHOM MeH0 LleHTpa ynpaBaeHus, B OTKpbIBLUEMCS
OKHE B MEpPapPXMUYECKOM CMNCKE HAXKMUTE Ha Ha3BaHWeE CTaHLMN UAK TPYNMbI.

B oTkpbIBLIEMCS YNPaBASIOLLEM MEHIO BblbepuTe NyHKT MapameTpbl NOAKAOUEHUA.

Ha Bknagke O6wme, B BbinajatoLmx cnvckax Pexxum oxatusa n Pexkum wndpoBaHus
BblbepuWTE OAMH N3 BapMaHTOB:

e fla — wudposaHue (nam cxatue) Tpaduka c Cepsepom Dr.Web obszatensHo.

e Bo3morxkHO — WwndpoBaHme (amn ckatne) byaeT BbINONHATLCA Ans Tpaduka ¢ CepBepom
Dr.Web, ecan Hactpoliku Cepepa Dr.Web 3toro He 3anpeLuator.

e Hetr — wmndpoBaHme (nam cxatme) He NOALeP>KMBAETCS.
Haxxmute CoxpaHuUTb.

N3MeHeHWs BCTyNAT B CUAY, KakK TOJIbKO HacTPOMKM ByayT nepesaHbl Ha cTaHuum. Ecam ctaHumm
Ha MOMEHT U3MEHEHWA HAaCTPOEK OTKJIKOUEHbI, U3MeHeHUa ByayT nepesaHbl, Kak TOIbKO CTaHLUK
noakntouatcsa kK Cepsepy Dr.Web.

HaCTpOI\/'IKI/I LLII/Iq)pOBaHI/Iﬂ n oKatmna MoryTt ObITb 3ajaHbl Npn yCTaHOBKE AreHTa:

e [Npu ANCTaHUMOHHOW ycTaHOBKe 13 LleHTpa ynpaBieHns pexxuM WdpoBaHUs 1 cxkaTus 3asaetcs

HenocpeacTBeHHO B HaCTp0I\/'IKaX pa3aena YcTtaHOBKa no ceTu.

e [Npun NOKaNbHOM yCTaHOBKE rpadunyecknin MHCTAANATOP He NPeoCTaBAfeT BO3MOXHOCTb N3MEHATb

pexnm LLII/Iq)pOBaHI/Iﬂ N OKatna, oagHako AaHHble HaCTp0I\/'IKI/1 MOryT ObITb 3afaHbl Npn noMoLn
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KNtOUEeN KOMaHZAHOWM CTPOKM Mpu 3anycke nHcTaanstopa (cM. gokymMeHT MpuaodkeHuns, n. H1.
CeTeBOW UHCTANNATOD).

Mocne yctaHOBKW AreHTa BO3MOXHOCTb JIOKa/IbHO U3MEHSATb HaCTPOMKM LUMPPOBAHMS U CKaTUs Ha
CTaHUMM He npegocrasasfetca. 1o yMoa4aHUo ycTaHOBAEH pexnm Bo3MoiXKHO (eciv B npouecce
YyCTaHOBKM He 6bl/1I0 33,aHO ApYyroe 3HaueHwre), T. €. UICNOb30BaHMe WNGPOBaHNA N CKaTUA 3aBUCKT
OT HacTpoek co ctopoHbl Cepepa Dr.Web. OaHako, HaCTpOWKM Ha CTOPOHe AreHTa MoryT 6bITb
n3MeHeHbl Yepes LleHTp ynpaBaeHunsa (CM. BbiLLe).

AntuBupyc Dr.Web ana Android

AntmBupyc Dr.Web ans Android He noaaep>kuBaet Hu WdpoBaHue, HU okaTure. MNogkaoyeHne
ByseT HEBO3MOXHO, €C/IN 3aZlaHo 3HaueHve fa A5 WindpoBaHWa U/UaKN CKaTUA Ha CTOPOHE
Cepsepa Dr.Web nan MNpokcn-cepBepa (B cnyvae coeamHeHuns yepes MNMpokcn-cepeep).

AntnBunpyc Dr.Web ans Linux

MNpu ycTaHOBKE aHTUBUPYCa M3MEHEHME pexnMa WndpoBaHUa 1 oKaTua He npegocTtasasetcs. Mo
YMO/IYaHUIO YCTaHOB/IEH pexkuM Bo3modkHo.

Mocne ycTaHOBKMW aHTUBMPYCa BO3MOXHOCTb IOKa/IbHO M3MEHsATb HaCTPO KN LUMPPOBaHUSA 1
©KaTUA Ha CTaHLMM NPeAOCTaBASETCA TONbKO B KOHCOJIbBHOM pexkume. OnncaHne KOHCOIbHOTO
pexxvma paboTbl 1 COOTBETCTBYHOLLMX KIOUEN KOMaHAHON CTpOKM npuseaeHo B PykoBoacTBe
nonb3oBartensa Dr.Web pnsa Linux.

Takxe HaCTpOIZKM Ha CTOpOHEe CTaHUnn MOTYT ObITb M3MEHEHbI yepes U,eHTp ynpaBaeHnA (cm.

BblLLe).

AntnBupyc Dr.Web ana macOS

BO3MOXHOCTb I0KaNbHO M3MEHATb HACTPOWKM LUMGPOBAHUA N OKATUA Ha CTaHLUM He
npeaoctaBasetcs. [10 yMOaYaHUIO YCTaHOBAEH pexxuM BO3MOXKHO, T. €. UCNo/Ib30BaHne
WndpoBaHNA 1 CKaTUA 3aBUCUT OT HacTpoek co ctopoHbl Cepaepa Dr.Web.

HacTpoliku Ha CTOpOHe CTaHLMM MOTYT OblTb M3MeEHeHbI Yepes LieHTp ynpaBieHus (CM. BblLLe).

4.3.2. UHcTpymeHTbI ana obecneueHns 6e3onacHoOro coegnHeHus

Mpw yctaHoBke CepBepa Dr.Web cosgatotcs cnesyroLmne MHCTpYMeHTbI, obecrneyvBatroLlmne
6e3onacHoe coesnHeHVe Mexay KOMMOHEHTaMy aHTUBUPYCHON CeTu:

1. 3akpbITbi¥ KAou wuppoBaHua Cepsepa Dr.Web drwcsd.pri.

Xpanwutcs Ha CepBepe Dr.Web v He nepesaetcs ApyrmM KOMMOHEHTaM aHTUBUPYCHOM CETU.

PykoBOACTBO aAMMHMCTpaTOpa
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Mpw yTepe 3aKpbITOro KaoYa COefMHEHNE MeXAY KOMMOHEHTaMW aHTUBMPYCHOW CeTu
HeobXoAMMO BOCCTaHaB/AMBaTb BPYYHYHO (CO34aBaTh BCE KIOUM U CcepTUdMKaAThI, a TakKe
pacnpoCTpaHATb UX Ha BCE KOMMOHEHTbI CETH).

3aKpbITbIN KU MCMONb3YETCA B CEAYIOLLMX CyYanX:
a) Coz0aHue omkpsimeix Kao4el u cepmugpukamos.

OTKpPbITbIN KNHOY WKdPOBaHNA 1 cepTUdMKAT CO3AAOTCA aBTOMATUUECKN 13 3aKPbITOrO
Kntoua B npouiecce yctaHoBkn Cepeepa Dr.Web. 3akpbITblin KNHOU Npy 3STOM MOXKET BbITh Kak
CO3/,aH HOBbIV, Tak U UCMOb30BaH CyLLECTBYIOLWMI (HanpuUmep, OT NpeabiAyLLiein yCTaHOBKM
Cepsepa Dr.Web). Takxxe knoumn wmndposaHna n ceptndurkaTbl MOryT ObiTb CO34aHbl B Nt0boe
BpeMs Npu MOMOLLWN CEPBEPHOMN YyTUANTbI drwsign (CM. AokyMeHT Mpunoxxenus, n. H7.1.
Ymnauta reHepaunm UMGPOBbIX KAOYEN U cepTUDUKATOB).

NHdpopmaumsa 06 oTKpbIThIX KNOUax U cepTudUKaTax NpUBeseHa Janee.
b) Aymenmudgukayus Cepsepa Dr.Web.

AyteHTudmkaums Cepepa Dr.Web yaaneHHbIMY KAMEHTaMM OCYLLLECTBSIETCA HA OCHOBE
3NeKTPOHHOW LndpOBOI NoANUCK (OLHOKPATHO B paMKax KaXxzoro coeuHeHus).

Cepsep Dr.Web ocyuiectBaseT LumudpoByto NOANNCH COOBLLLEHNSA 3aKPbITbIM KJIKOYOM U
OTnpaB/sieT cCoobLEeHNe Ha CTOPOHY KaneHTa. KaMeHT npoBepseT NoAnuncb noyyYeHHOro
coobLLeHns Npu nomMoLLn ceptudwmkaTa.

¢) Pacwugposka 0aHHs.IX.

Mpw wudposaHum Tpadurka mexay Cepsepom Dr.Web n knneHTamu paclumppoBka faHHbIX,
OTNpaBAeHHbIX KNMEHTOM, ocyLiecTBasetca Ha Cepsepe Dr.Web npu nomoum 3akpbiToro
KNtoYa.

OTKpbITbIN KAtou WudpoBaHus CepBepa Dr.Web * . pub.

[locTyneH BceM KOMMOHEHTaM aHTUBUPYCHOM ceTu. OTKPbITbIN KNHOY BCErAa MOXET ObiTb
CreHepupPOBaH M3 3aKPbITOTO Katoua (CM. Bblilwle). [pu KaXAon reHepaLum s 04HOro v TOro Xe
3aKpbITOrO K/AKOYa MOJyYaeTCA OAMH U TOT XK€ OTKPbITbIN K/HOY.

HauwvHas ¢ 11 Bepcumn CepBepa Dr.Web oTKpbITbIV KAHOY MCMOb3YeTCs AN CBA3W C KANEHTaMK
npeablaywmnx Bepcmit. OctanbHOM GyHKLMOHaN NepeHeceH Ha cepTndUKaT, KOTOPbINY, B TOM
yncne, COAEPXUT B cebe OTKPbIThIN KUY WNdPOBaHUA.

Ceptndukar CepBepa Dr.Web drwcsd-certificate.pem.

[locTyneH BceM KOMMOHEHTaM aHTUBUPYCHOM ceTn. CepTudurkat cogep>Xut B cebe oTKPbIThbIN
katou wndposaHua. CepTndunkat MoXeT BbiTb CreHepPUPOBaH M3 3aKPbITOrO KAKYa (CM. BbILLE).
MpW KaXkAoM reHepaLum U3 04HOTO 1 TOTFO XKe 3aKPbITOro KAYa NoayyaeTcs HOBbIN
ceptndukar.

KnneHTbl, noakntoueHHble kK Cepsepy Dr.Web, npvBasaHbl K KOHKpPETHOMY cepTudukary,
No3TOMY Mpw yTepe cepTudukata Ha KAMEHTE ero BO3MOXHO BOCCTAHOBUTb TOJIbKO B TOM
c/yyae, eciv TOT XKe Camblli cepTUdUKaT UCMOb3YeTC KakuM-Anbo ApPYruM KOMMIOHEHTOM CETH:
B TaKOM cay4ae cepTudmKaT MOXHO CKOMMpOBaTb Ha kaneHTa ¢ Cepeepa Dr.Web nan apyroro
KAVeHTa.
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CepTI/Iq)I/IKaT NCNOIb3YETCA B CIEeAYHOLWNX CyYdanx:

a) Aymenmudgukayus Cepsepa Dr.Web.

AyteHtnoukauma Cepsepa Dr.Web yaaneHHbIMY KaveHTaMK OCyLLECTBASETCA HA OCHOBE
3NEKTPOHHON LUndPpoBOM NoANNCK (OAHOKPATHO B pamKax KaXKAoro CoOeuHeHns).

Cepsep Dr.Web ocyuiectBaser unppoByto NoANMCb COOBLLLEHNA 3aKPbITbIM KAKOUYOM Y
oTnpaB/feT coobLleHne Ha CTOPOHY KaneHTa. KaveHT npoBepsaeT NoAnmncb noy4YeHHOro
coobLeHna npu nomoLm ceptnudumkara (B YaCTHOCTW, OTKPbLITOrO K/KOUa, yKa3aHHOTO B
cepTudukate). B npeabiaywmx Bepcmsax Cepsepa Dr.Web ans storo ncnonbsosancs
OTKPbITbIV K/HOY HEMOCPEeACTBEHHO.

[ns 3TOro HeO6XOAMMO HaMUME Ha KANEHTE OAHOTO WA HECKOIbKNX AOBEPEHHbIX
ceptudukatos ot CepepoB Dr.Web, K KOTOpbIM MOXET NOAKAHOYATLCA KANEHT.

b) 3awugposka OaHHbIX.

Mpw wudposaHum Tpaduka mexay Cepsepom Dr.Web v knneHtamu 3awmdposka AaHHbIX
OCYyLLeCTBAAETCA KAMEHTOM MPU MOMOLLM OTKPbLITOrO K/Koua.

¢) Peanusayus TLS-ceccuu mexdy Cepsepom Dr.Web u ydaneHHeIMu KaueHmMamu.

d) AymeHmudgukayus lNMpokcu-cepsepa.

AyteHTudukaums Mpokcm-cepeepos Dr.Web yaaneHHbIMY KAMEHTaMU OCYLLECTBASETCS Ha
OCHOBE 3/1IEKTPOHHOM LndPOBON NOANUCK (OAHOKPATHO B paMKax KaXXAoro CoOeAnHeHMs).

Mpokcn-cepBep NOANUCHIBAET CBOU CePTUOUKATLI 3aKPbITbIM KJAHOUOM U cepTUdMKATOM
CepBepa Dr.Web. KnveHrt, kotopbin soBepseT ceptndunkaty Cepsepa Dr.Web,
aBTOMaTMyeckn byseT foBepsATb cepTUdMKaTaM, KOTOpble UM MOAMUCAHBI.

4. 3akpbITbi¥ K/lOU Beb-cepBepa.

XpaHnutcsa Ha Cepepe Dr.Web 1 He nepesaeTcs ApyrumMm KOMMOHEHTaM aHTUBMPYCHOW CeTW.
MNoapobHOCTM NCNONb30BaHNA NPUBEAEHDBI Janee.

Ceptndukar Be6-cepBepa.

[locTyneH BceM KOMMOHEHTaM aHTUBUPYCHOM CETW.
Ncnonb3yetca ana peanmnsauum TLS-ceccum mexay Beb-cepsepom u 6paysepom (no HTTPS).

Mpw yctaHoBke CepBepa Dr.Web Ha ocHOBe 3akpbITOro katoua Beb-cepBepa reHepupyeTcs
CaMOMNOAMNMCaHHbIV cepTudMKaT, KOTOPbIN He ByAeT NPUHAT Beb-6pay3epamu, NOCKOIbKY He Bbin
BbIMyLLeH ObLLen3BeCcTHbIM LLeHTPOM CcepTUdUKaLIUM.

Yr1obbl 3awwmeHHoe coegnHeHne (HTTPS) 6b110 40CTynHO, HEO6XOA4MMO BbINOAHUTE OAHO U3
CneAyroLWwmX feACTBUN:

e 1o6aBWTb CaMOMOANMCaHHbIV cepTUdUKAT B JOBEPEHHBIE, MO0 B UCKIHOUEHMS ANS BCEX
CTaHU W 1 Be6-H6pay3epoB, Ha KOTOPbIX OTKPbIBaeTcs LieHTp ynpaBaeHus.

° |_|OJ1y‘-II/1Tb CepTI/ICI)I/IKaT, I'IOAI'II/IcaHHbII\/'I 06LLI,€I/I3BeCTHbIM LEHTPOM CepTI/ICI)I/IKaLI,I/II/I.
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4.3.3. MoaknroueHne knmeHToB K CepBepy Dr.Web

[Ana Bo3moxHocTn nogkatoderHus k Cepeepy Dr.Web Ha cTopoHe kaveHTa fo/keH NnpucyTcTBoBaTh
ceptudukat Cepsepa Dr.Web BHe 3aBMcMMOCTH OT TOTO, ByaeT am Tpaduk mexay Cepsepom
Dr.Web n kaveHTOM WwWindposaTbCa.

K Cepepy Dr.Web MoryT noakatouatbcs cneayrowime KAMeHTbI:

e AreHtbl Dr.Web.

[na paboTbl AreHTOB B LLeHTpPaAn30BaHHOM pexume ¢ nogkaroveHnem k Cepsepy Dr.Web
HeoBXOAMMO Hannume Ha CTaHLMM OAHOTO WM HECKOJIbKUX JOBEPEHHbIX CepTUdUKATOB OT
Cepsepos Dr.Web, K KOTOpbIM MOXeT NOAKAHOYATHCA AreHT.

CepTtrduKaT, UCMOIb30BaHHbIV NMPU YCTaHOBKE, a TakKe CepTUdMKaTbI, MONyUYEHHble Yepes
LleHTpann3oBaHHble HacTpoliku ¢ Cepsepa Dr.Web, xpaHsTca B peectpe, HO camu daiinbl
cepTMdMKATOB He MCMOJb3YHTCS.

®aiin cepTndmrKaTa B €MHCTBEHHOM 3K3eMTIspe MOXET 6bITb A06aBAeH NPU MOMOLLM KAKOYa
KOMaHZHOW CTPOKM B KaTaior yCTaHOBKM AreHTa (HO He B peectp) 1 B OOLLMIA CNNCOK
ncnonb3yemblix cepTrdukatoB. Takon cepTndukat ByaeT UCNOIb30BaTbCS, B TOM UNCAE, A
BO3MOXHOCTU noakatoyeHus k Cepepy Dr.Web Ha ciyyali olnbkm B LLEHTPasN30BaHHbIX
HacTpomKax.

Mpw oTcyTCTBMMN cepTUdUKaTa AN HeLENCTBUTENBHOM cepTUdMKaTe AreHT He CMOXKeT
nogkntountbes k Cepeepy Dr.Web, HO npogo/mknT GyHKLMOHMPOBaHWE 1 O6HOBAEHWE B
MobuabHOM pexrMe, eCiM OH PaspeLLeH A1 AaHHOW CTaHL UK.

e UHcTtannatopsbl AredtoB Dr.Web.

Mpw yctaHoBKe AreHTa Ha CTaHLMN BMecTe € BbiOpaHHbIM GaliioM UHCTaANALLUM LOKEH
npucyTctBoBaTh cepTndmkaT Cepsepa Dr.Web.

Mpw 3anycke MHCTaANALMOHHOIO NakeTa, co34aHHoro B LieHTpe ynpaBaeHus, cepTudukat BXoauT
B COCTaB MHCTaANALMOHHOrO NakeTa, 1 AOMNOJHUTENbHOE YKa3aHue daina ceptudmkata He
TpebyeTca.

Mocne yctaHOBKM AreHTa AaHHble cepTudmKaTa 3aHOCATCA B peecTp, caM dain ceptnudumkata B
Aa/bHENLIEM He UCMONb3YeTcs.

Mpwn oTCcyTCTBUM CepTudMKaTa UM HEAENCTBUTENbHOM CepTUPUKATE MHCTAANATOP HE CMOXKET
YyCTaHOBWTb AreHT (OTHOCUTCS KO BCEM TWMaM WHCTaNALMOHHBIX GalinoB AreHTa).

e CocepHue CepBepbl Dr.Web.

Mpwn HacTpolike coeamHeHna mexay cocegHmm Cepsepamu Dr.Web Bepcun 11 n no3gHee
HeobxoAMMO Ha KaxzoM 13 HacTpamBaeMbix CepBepoB Dr.Web ykasatb cepTudukat Cepsepa
Dr.Web, c koTopbIM ycTaHaBAMBaeTca cBA3b (CM. N. Hactpovika ceazein mexay Cepepamu
Dr.Web).

PykoBOACTBO aAMMHMCTpaTOpa
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Mpu oTcyTCTBUM XOTA Bbl OAHOTO CcepTUdMKaTa UAN €ro HeAENCTBUTENbHOCTM YCTaHOBKA
MeXCepBepHOM CBA3M ByaeT HeBO3MOXKHa.

¢ Mpokcu-cepBepbl Dr.Web.

[Ona noakntouenms Mpokcu-cepsepa k Cepepy Dr.Web ¢ BO3MOXHOCTbIO yAaNeHHOTo
KOHOUrypumpoBaHus yepes LieHTp ynpaBaeHns HEOBX0AMMO Haanume cepTmdukata Ha CTaHLUM C
ycTaHoOBJ/IeHHbIM [pokcu-cepBepom. Mpu 3ToMm MNpoKcu-cepBep TakxKe CMOXET NoAAep>KmBaTh
lwndbpoBaHue.

Mpw oTcyTcTBUM cepTudUKaTa MNpokcn-cepBep NPOAOIKUT CBOE GYHKLIMOHMPOBAHWE, OLHaKO
yAaneHHoe ynpaBs/ieHne, a Takxe LWndpOoBaHMe 1 KeLUMpOoBaHne byayT HEAOCTYMHbI.

| B cnyuyae wtatHOro 06HOBAEHWS BCEM aHTUBMPYCHOW CETU C NMpeablayLiein Bepcuu,
: KOTOpas UCMo/Ib30Basia OTKPbITbIE KIHOUW, HAa HOBYH BEPCUIO, KOTOPas UCMONb3yeT
cepTnduKaThl, HUKAKUX JOMOJHUTE/IbHBIX AEACTBUI He TpebyeTcs.

YctaHoBka AreHTa, noctaeasiemoro ¢ Cepsepom Dr.Web 11 Bepcuu, ¢ nogkatoueHmem K
Cepsepy Dr.Web 10 Bepcuu nam Ha060poT He peKOMEHAyeTCs.

4.4. Unuterpauusa Dr.Web Enterprise Security Suite ¢ Active
Directory

Ecnm B 3aLLmLL,aeMO IoKabHOM CeTU UCMonb3yeTcs cyxba Active Directory, Bbl MOXeTe HaCTPOUTb
nHTerpaumo komnoHeHtoB Dr.Web Enterprise Security Suite ¢ gaHHOW cny>601.

ilf Bce npuBejeHHbIe danee MEeTOAbl ABJNAKOTCA HE3aBUCUMbIMW APYT OT ApYyra U MOTyT
MCNONb30BaTbCA KakK No OTAE/IbHOCTU, TaK N B COBOKYMHOCTW.

WHuterpaums Dr.Web Enterprise Security Suite ¢ Active Directory ocyLuectBaserca Ha OCHOBe
cnesyoLmx MeToA0B:

1. Peructpauna Cepsepa Dr.Web B gomeHe Active Directory ana obpauieHns k Cepsepy
Dr.Web no npotokony SRV

Mpw yctaHoske CepBepa Dr.Web npegocraBaserca BO3MOXHOCTb 3apernctpmposate Cepsep
Dr.Web B someHe Active Directory cpeactBamu yctaHoBLUMKa. B npouecce perncrtpaumm Ha
DNS-cepBepe co3gaetcs SRV-3anumch, cootBetctBytollas Cepsepy Dr.Web. B sanbHeliem
BO3MOXHO obpalyeHmne kameHToB K CepBepy Dr.Web uepes gaHHyto SRV-3anmce.

MNoppobHee cM. pa3aensl PykoBoacTBa no yctaHoBKe YcraHoBka Cepsepa Dr.Web ana OC
Windows u Ucnosb3oBaHue npoTtokoJia SRV.

PykoBOACTBO aAMMHMCTpaTOpa
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CUHXpPOHM3aLUA CTPYKTYPbl aHTUBUPYCHOM ceTn ¢ aomeHoM Active Directory

Bo3MO>Ha HacTpoiika aBTOMaTUYECKOM CUHXPOHM3aLLMK CTPYKTYPbl aHTUBMPYCHOW CETU CO
cTaHuuamm B gomeHe Active Directory. MNpwu 3ToM KoHTelrHepbl Active Directory, cogepxalume
KOMMbIOTEPbI, CTAHOBATCS rPynnammn aHTUBUPYCHOM CeTW, B KOTOpPble NoMeLatoTcs paboune
CTaHLmW.

[na atoro npepocrasasetcs 3agaHne CuHxpoHusauums c Active Directory B pacnuncaHun
CepBepa Dr.Web. [JaHHOEe 3asaHne agMUHWUCTPATOP AOJKEH CO34aTb CAMOCTOATENbHO NP
nomouwm MnaHnposLymka 3agaHmin Cepsepa Dr.Web.

MoppobHee cM. pa3gen Hactpovika pacnvcanusa Cepeepa Dr.\Web.

AyTteHTnduKauma nonbloBatenen Active Directory Ha CepBepe Dr.Web B kauectBe
aAMUHUCTPATOpPOB

MpepocTaBaseTca BO3IMOXHOCTb ayTeHTUdMKaummn Ha Cepeepe Dr.Web nonb3oBatener no
yuyeTHbIMU 3anmcamm Active Directory ans ynpaBaeHus aHTUBUPYCHOM CeTbro. 415 3TOro
HeobHXO0AMMO NCMOIb30BaTh OAMH U3 CAeAyHOLWMX METOAOB:

e LDAP/AD-ayteHTMMKauwma. JoctynHa ana CepBepos Dr.Web Ha Bcex nogaepxuaembix OC.
Hactpowika goctyna k Cepepy Dr.Web ana nonbsoBateneii no COOTBETCTBYHOLWMM aTpnbyTam
Active Directory ocyuectBasetcs yepes LieHTp ynpasaeHus. HenocpeactBeHHbIN J0CTyn K
KOHTpO/Nepy AoMeHa u ocHacTke Active Directory He TpebyeTcs — J0MNONHUTENbHAS
HacTpolika co ctopoHbl Active Directory He ocyLyecTBaseTcs.

e Microsoft Active Directory. JoctynHa Tonbko ans Cepsepos Dr.Web Ha OC Windows,
BXOZALLMX B LLeNeBOM JOMeH. HacTpolika nosib3oBaTeneit 1 rpynn nosib3oBaTtenen, MMeroLLmnx
poctyn k Cepsepy Dr.Web, ocywectBnsietcs B ocHacTke Active Directory HenocpeacTBEHHO.
TpebyeTcs nepBMYHas HaCTPOMiKa C MOMOLLbIO AOMOIHUTENbHBIX YTUAUT. MakeTbl drweb-
13.00.0-<cbopka>-esuite-modify-ad-schema-<gepcus OC>.exe U drweb-
13.00.0-<cbopka>-esuite-aduac-<sepcud_OC>.msi JOCTYMHbI B peno3nTopumn
Cepsepa Dr.Web B KopnopaTtusHbix npoaykrtax Dr.Web.

Bbibop MeToAa 3aBUCUT OT onepaumoHHon cuctembl Cepepa Dr.Web v cnocoba HacTpoiikm
pa3peLleHHbIX NOb30BaTeNEN.

MoppobHee cM. pazgen AyteHTUbUKaLMA aAMUHUCTPATOPOB.

YpaneHHan yctaHoBKa AreHtoB Dr.Web Ha ctaHuuu B someHe Active Directory

Bo3MoxkHa gucTaHUMOHHas yctaHoBka AreHta Dr.Web Ha ctaHumm B someHe Active Directory.
[ns 310ro HeoHBXOAMMO:

a) lMpownzBectn agMUHNCTPATUBHYHO YCTaHOBKY Ha LLe/IeBOM pasgenseMoM pecypce npu
NOMOLLM CneLnanbHoro yctaHoBwmka AreHta ansa Active Directory. MNakeT drweb-13.00.0-
<cbopka>-esuite-agent-activedirectory.msi goctyneH B peno3umtopum Cepepa
Dr.Web B KopnopaTtusHbix npoaykrax Dr.Web.

b) Hactpoutb cooTtBeTcTBYtOLWME NoanTmkm Active Directory ans aBToMaTMyeCcKon yCTaHOBKM
nakeTa Ha CTaHLMV B JOMEHe.

PykoBOACTBO aAMMHMCTpaTOpa
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MoppobHee cM. pa3gen PykoBoacTBa no ycraHoBKe YcraHoBka AreHta Dr.\Web ¢
ncnosb3oBaHveM cayxbbl Active Directory.

Mowunck ctaHumn gomeHa Active Directory

MpeaocTaBaseTcs BO3MOXHOCTb MOMCKa CTaHL M soMeHa Active Directory uepes CkaHep ceTw.
Mpn 3TOM BO3MOXHO onpeaenvTb Haamumne AreHta Dr.Web Ha HalgeHHbIX CTaHLMsAX 1 Npy ero
OTCYyTCTBUM ANCTAHLIMOHHO YCTaHOBUTb AreHT yepes LieHTp ynpaBaeHus.

[JaHHbIVi Noaxos ANs ANCTaHLMOHHOM YCTaHOBKMN AT€HTOB MOXET UCMO/b30BaThCA HapAay C
aBTOMaTUYeCKOW YCTaHOBKOW NnakeToB Yepes noantuku Active Directory, onvcaHHon B n. 4.

MoppobHee cM. pa3gen CkaHep cetu.

Mounck nonb3oBatenei gomeHa Active Directory

MpeaocTaBaseTcs BO3MOXHOCTb MOWCKa Nosb3oBaTene gomeHa Active Directory ans cosgaHus
NX NepCcoHanbHbIX Npodunein n bonee TOHKOM HacTporikm OdurcHoro koHTpoas u KoHTpons
MPWUIOXKEHWI.

MoppobHee cM. PykoBoacTBO NO ynpaBaeHuto ctaHuuamu ana Windows.

PykoBOACTBO aAMMHMCTpaTOpa
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5.1. CepBep Dr.Web

AHTMBMpPYCHas ceTb, NOCTPOEeHHasa Ha ocHoBe Dr.Web Enterprise Security Suite gomxHa nmeTb B
cBOEM cocTaBe xoTs 6bl oanH Cepsep Dr.Web.

@ [na NoBbIWEHNA HaZeXHOCTM U MPOAYKTUBHOCTU aHTUBUPYCHOW CeTK, a Takxke ANd

: pacnpegeneHus Harpysku, Dr.\Web Enterprise Security Suite no3Bonsiet co3satb
aHTUBMPYCHYIO CeTb C Heckonbknmu Cepeepamu Dr.Web. B Takom cnyuae, cepBepHoe
MO ycTraHaBAMBaEeTCA Ha HECKO/IbKO KOMMbIOTEPOB O4HOBPEMEHHO.

CepBep Dr.Web — cny>ba, NOCTOSiHHO Haxoaswascs B onepatmBHon namatu. MO Cepsepa Dr.Web
paspaboTaHo ans pasnnuHbix OC (MOAHBIM cnncok noaaepxkmBaemblx OC M. B JOKYMeEHTe
MpunoxxeHuns, B [1punoxkeHnn A).

OcHoBHble PyHKLMN

CepBep Dr.Web peanusyer cnegyrowmme pyHkumum:

® VHULMaAM3aLMs YCTaHOBKM aHTUBMPYCHbIX MaKeTOB Ha BblOPaHHbIV KOMMbIOTEP WAW Fpynny
KOMMbOTEPOB,

e 3aMpocC HOMepa BEPCUMN aHTUBUPYCHOTO MakeTa, a TakxKe 4aT CO34aHUs 1 HOMEPOB BEPCUI
BUPYCHbIX 6a3 Ha KaXXA0M 3aLLMLLAEMOM KOMMbIOTEPE,

e OOHOBJ/IEHME COAEPKMMOTO KaTanora LLeHTpaaM30BaHHOM YCTaHOBKM M KaTanora 06HOBAEHUI,

e 0BOHOBJIEHME BUPYCHbIX 6a3 1 MCMOHAEMbIX GalnNoB aHTUBMPYCHbIX MAaKeTOB, a Takxke
MCnosHAeMbIx GannoB KOMMOHEHTOB aHTUBMPYCHON CETU Ha 3alLMLLaeMblX KOMTbIOTEPAX.

C60p nHPpopmaLumn 0 COCTOSHUMN aHTUBUPYCHOM CceTn

Cepsep Dr.Web obecneumBaeT cbop 1 NpoTOKOAMPOBaHME MHOPMaLMM O paboTe aHTUBUPYCHBIX
nakeToB, NepesaBaeMoi eMy nocpeactsoM MO Ha 3alymiiaembix koMnbtoTepax (AreHtamum Dr.Web,
noApobHee cM. HMXKe). NPOTOKONMPOBaHME NPOM3BOANUTCA B OOLLLEM XypHane CobbITUN,
peann3oBaHHOM B Buae H6a3bl gaHHbIX. B ceTn Hebosblworo pasmepa (He 6onee 200-300
KOMMbIOTEPOB) ANS BeAeHMsA 0bLero >XypHana cobbITMn MOXET NCMOb30BaTbCA BCTPOEHHas Ha3a
AaHHbIX. [na 06cnykmBaHMA 6ObLUNX CETe PeKOMEHAYETCA UCMOb30BaTh BHELLHIOK 6a3y AaHHbIX.

& Ncnonb3oBaHwme BcTpoeHHoM b/l gonyctmo npu nogkntoueHunn k Cepeepy Dr.Web He

: 6onee 200-300 ctaHumii. Ecnv no3BosisieT annapaTtHas KOHGUrypaums KoMnbroTepa, Ha
KoTopom yctaHoBneH Cepsep Dr.Web, n Harpy3ska no npoymm 3agavam, BbINOJAHAEMbIM
Ha A@aHHOM KOMIMbHOTEPE, BO3IMOXHO nogiitoveHne o 1000 ctaHumi.

PykoBOACTBO aAMMHMCTpaTOpa
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B npotnuBHOM cnydae HeOHXOAMMO MCMOIb30BaTb BHELWHIOW B/,

Mpw ncnonb3oBaHnM BHewHenk b/ n noakntoueHnm k Cepsepy Dr.Web 6onee 10000
CTaHUMIA PeKOMEHAYeTCs BbINMOJHEHNE CeAYHOLLNX MUHUMAabHbIX TpeboBaHWIA:

e npoLeccop ¢ Yactoton 3Ty,
e onepaTtuBHas namate — oT 4 ['b ana Cepsepa Dr.Web, ot 8 Tb — ans cepsepa b/,

e OC cemenctea UNIX.

C6opy M NPOTOKONMPOBaHUIO B 06LLEeM )KypHaie cobbITUiA MOAJIEXUT caeaytolian
nHdpopmauuns:

MHPOPMaLUA O BEPCUM aHTUBMPYCHBIX MaKeTOB Ha 3alluLiaeMblX KOMMbOTepax,

e BpeMs 1 gaTa YCTaHOBKWN M 06HOBAEHMs aHTMBUPYcHOoTro MO pabouel cTaHL MK € yKazaHVeM
Bepcum MO,

® BpeMAa n AaTa 0b6HOBNEHMS BUPYCHbIX 6a3 ¢ YKasaHnem ux Bepcvu7|,

e yHpopmaumsa o Bepcum OC, yCTaHOBNEHHOW Ha 3alLMLLAaEMbIX KOMMbOTEPAX, TUMNE NPOLLeccopa,
PacnoIoXXeHNN CUCTeMHbIX katanoros OCu T. n.,

e KOHOUrypauus n pexxumbl paboTbl aHTUBUPYCHBIX NMaKeToB,

e NHGOPMaALMSA O BUPYCHbIX COBLITUAX, B TOM YMCIe Ha3BaHWe OBHApY>KEHHOrO KOMMbHOTEPHOTO
BUPYCa, AaTa OOHapY>KeHWs, NPeAnpPUHATbIE AeACTBUSA, pe3y/bTaT IeYeHUs U T. M.

CepBep Dr.Web onoseluaet agMuHUCTpaToOpa aHTUBUPYCHOM CETU O BO3HUKHOBEHUW CODOBLITUN,
CBA3aHHbIX C PabOTOM aHTMBUPYCHOW CETU NO INEKTPOHHOW MNOYTE WK C UCMO/Ib30BaHNEM
CTaHAAPTHbIX WMPOKOBELLaTeNbHbIX CPEACTB onepaumnoHHbIx cnctem Windows. Hactpotika
CO6bITWI, BbI3bIBAOLLUX HaNpPaBAeHWE COOBLLLEHNSA, N MPOYNX NapaMETPOB OMOBELLLEHNA OMNMncaHa B
n. Hactpoiika onoBeLeHni.

Beb6-cepBep

Beb-cepBep aBasetcs yacTbto LleHTpa ynpaBneHus 6esonacHocTbio Dr.\Web v BbinonHseT
cnepytoLLe OCHOBHbIe QYHKLMN:

ayTEHTI/Iq)I/IKaLI,I/Iﬂ N aBTOpU3auna agMUHNCTPATOPOB B LI,eHTpe ynpaBaeHus,

aBTOMaTM3auusa paboTbl cTpaHuL, LieHTpa ynpaBieHus;

noasep>XkKa AMHaMU4YeCckn reHepunpyemMbixX CTpaHnL, LI,eHTpa yrnpaBieHus;

noAfep>kKa 3awmiLeHHbIX HTTPS-coeanHeHnn ¢ kaneHTamu.

PykoBOACTBO aAMMHMCTpaTOpa
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5.1.1. YnpaBneHne Cepsepom Dr.Web nog OC Windows

Nurepdeiic n ynpasnenne Cepsepom Dr.Web

YnpasneHve Cepsepom Dr.Web, kak npaBuio, ocyuiectBasetcs npy nomoun LieHTpa ynpasaeHus,
KOTOPBbIN CNY>KUT BHELIHUM MHTepdeincom ana Cepsepa Dr.Web.

DNeMeHTbl, MO3BOJIAOLLME OCYLLECTBAATL HACTPOWKY 1 6a3oBoe ynpasaeHne Cepsepom Dr.Web,
pa3MelLatoTcs B rnaBHoe MeHto OC Windows Mporpammel, B katasor Dr.Web Server B npouecce
yctaHoBke CepBepa Dr.Web:

e Katanor YnpaBneHue cepBepoM COAEPXKMUT CleaytoLLme KOMaHAbl:

o [leTanbHbIN XypHan — yCTaHOBUTb YpoBeHb Bce ana getanmsaumm xypHana paboTbl
Cepsepa Dr.Web.

s 3anycTutb — 3anyctutb cepuc Cepepa Dr.Web.

s OcTaHOBUTb — OCTaHOBUTL cepBuc CepBepa Dr.Web.

o Mepe3arpy3nTb peno3utopuii — nepeuntatb penosutopuii Cepsepa Dr.Web ¢ auncka.
o Mepe3arpy3utb wWabaoHbl — nepeuntatb WabAOHbI ONOBELLEHWI ajMUHUCTPaTOPa.

o Mepe3anyctutb — nepesanyctutb cepuc Cepepa Dr.Web.

o MpoBeputb 6a3y AaHHbIX — 3aMyCTUTb NPOBEPKY BCTPOEHHOM 6a3bl AaHHbIX.

o CTaHZapTHbIW XXypHaN — YCTaHOBUTb ypoBeHb MHpopmauma a5 geTanmzanmm XypHana
paboTbl Cepepa Dr.Web.

_/_IE Mocne BbINONHEHWA KOMaHZ JeTanbHbll )XypHan 1 CTaHAAPTHBINA dXXypHan
: Heobxoanmo nepesanyctntb Cepsep Dr.Web ana npvMeHeHns nameHeHunn. Ans atoro
BbINOJHMTE KOMaHay MepesanycTuTb.

| PaclinpeHHble HaCTPOWKM BeAeHWs XypHana AOCTyrHbl B pasgene XypHan LleHTtpa
YnpasneHus.

CoOTBeTCTBYIOLLME KOMaHAbl NogpobHee onuncaHbl B fokyMeHTe Mpunoxxenuns, n. H3. Cepeep
Dr.Web.

¢ [1yHKT Be6-mHTepdeinnc — ana oTkpbITMA LieHTpa ynpasaeHusa n nogkntoueHns k Cepeepy
Dr.Web, yctaHoBAeHHOMY Ha AaHHOM KomnbtoTepe (No agpecy http://localhost:9080).

e [yHKT JoKyMeHTaLumua — 11 OTKPbITUA AOKYMEHTaLMW agMuHuctpatopa B popmate HTML.

Katanor Cepsepa Dr.Web nmeet cnepyrowyro cTpykrypy:

KaTtanor yctaHOBKM MO yMONYaHUIO (MOXET BbITb U3MEHEH MPW YCTAaHOBKE): C: \Program
Files\DrWeb Server

e bin — ucnonHsemble dannbl Cepaepa Dr.Web.

PykoBOACTBO aAMMHMCTpaTOpa
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e ds-modules — pacnakoBaHHble CKPUMATOBbIE MOAY/IN.

® ctc — OCHOBHble KOHPUIypaLMOHHble Galiibl KOMMOHEHTOB aHTUBUPYCHOW CETU.

e fonts — wpudTbl Ana PDF-gokymeHTOB.

® var — KaTanor COAEepP>XUT NnogKaTtaioru:

o

backup — pe3epBHble Konun b/l 1 Apyrux KPUTUYHbBIX AaHHbIX.

extensions — CKPUMTbI NO/b30BATENbCKMX NPOLEAYP, NPeAHa3HaYeHHble Ans
aBTOMaTM3aLnn BbINOJHEHWUA ONpPeAeNeHHbIX 3aZaHun.

file-cache — $alnoOBbIN KelLw.

installers-cache — KeL ANS XpaHEHUA NEPCOHa/bHbIX U TPYNMNOBbLIX MHCTAANALNOHHbIX
nakeToB AreHTta npu co3aaHum ctaHumin B LieHTpe ynpaBaeHus. Co3gaetcs npv co3gaHum
WHCTaNNSAILMOHHBIX NakKeTOB.

plugins — BpeMeHHble 06beKTbl MOAKAHYAEMbIX MOAYNEN.
objects — Kkew 0bbekTOB LleHTpa ynpaBaeHus.

reports — BPEMEHHbIV KaTasor A/ reHepaLmn 1 xpaHeHus otyetoB. Co3gaetcs npu
HEeobxoAMMOCTU.

repository — KaTasor peno3utopus, B KOTOPbIV MOMELLLAFOTCA aKTyaslbHble 0OHOBNEHMS
BMPYCHbIX 6a3, ¢paliIoB aHTUBUPYCHbIX NMaKeTOB Y KOMMOHEHTOB aHTMBUPYCHOM ceTu. Katanor
COZEPXUT NOAKATaNIorn ANA OTAENbHbIX PYHKLMOHAAbHLIX KOMMOHeHTOB 10, a BHyTPU HUX —
noakatanorun ana otaensHoix OC. Katanor gomkeH 6bITb 4OCTYNEH A5 3anNncK No/b30BaTenNto,
OT UMeHu KoToporo 3anyckaetca Cepep Dr.Web (kak npaBuno, nonb3oBatens LocalSystem).

sessions — ceccun LleHTpa ynpaBieHus.
tmp — BPEMeHHble dalinbl.

twin-cache — pacnakoBaHHble BUPYCHble 6a3bl ANns 06paTHOM COBMECTUMOCTM C
npeablaywmnmm sepcnamm AreHtos Dr.Web. Takxxe MOXeT cogep>kaTb Apyrue pacnakoBaHHble
bainbl U3 penosnTopus, HaNnpUMep, UHCTaNNaTop AreHra.

upload — AUPEKTOPMA ANSA 3arpy3Kkn BPEMEHHbIX GaliioB, KOTopble 3aaatoTca vepes LieHTp
ynpasnenus. Co3gaetcs npw 3arpy3ske dannos 60sbLIoro obbema.

e vfs — 3anakoOBaHHbIE€ CKPUMTOBbIE MOAY/IN U I3bIKOBbIE MAKEThI.

e webmin — 3neMeHTbl LieHTpa ynpasaeHus.

e websockets — ckpunTbl 415 paboTbl ¢ BeH-cokeTaMu.

Kartanor 4NA pe3epBHOro KonnpoesaHmA (MO)KeT ObITb M3MEHEH npn yAaﬂeHMM):
<duck_ycmaHosku>: \Drweb Backup.

@ CogepxxvmMoe kaTasora obHOBAEHUI \var\repository 3arpy>aetcs C cepBepa

: obHoBneHu no npotokony HTTP\HTTPS aBTOMaTMyecku, No yCTaHOBAEHHOMY AS
Cepsepa Dr.Web pacnucaHuto, Takxke afMUHUCTPATOP aHTUBUPYCHOW CETU MOXET
BPYYHYIO MoMeLlaTb O6HOBAEHMA B 3TW KaTasoru.

PykoBOACTBO aAMMHMCTpaTOpa
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dain

agent.key (MMa MOXeT
oT/AMyaThCA)

certificate.pem

database.conf

download.conf

drwcsd.conf (Mmsa
MOXET OT/INYaTbCS)

drwcsd.conf.distr

drwcsd.pri

enterprise.key (MMA
MOXET OT/INYaTbCS)

frontdoor.conf

http-alerter-
certs.pem
private-key.pem
yalocator.apikey
webmin.conf

auth-ads.conf

auth-ldap.conf

FnaBa 5: KoMnoHeHTbI aHTUBUPYCHO ceTU 1 UX uHTepdeiic

OcHOBHble KOHUrypaLnoHHble (paiibl

Karanor no
yMO/YaHNIO

OnucaHue

J'IVILJ,eH3l/IOHHbIl7l KoY AreHTa

ceptnéumkat gaa SSL

WwabsoH HacTpoek Hasbl JaHHbIX C MapamMeTpaMu no
YMOJYaHWIO

ceTeBble HACTPONKK AN GOpPMUMPOBaHUS
MHCTaNNALMOHHbIX NMakeToB AreHta

KoHbUrypaLumoHHbl dann Cepsepa Dr.Web
WwabnoH KoHPUrypaumoHHoro darina Cepsepa
Dr.Web ¢ napameTpamu no ymonvaHuwo
3aKpbITbIN KAHOY LWNPPOBaAHUS

NNLEH3MOHHbIN kntoy Cepeepa Dr.Web.

CoxpaHseTca B TOM C/lyyae, ecan nNpucyTcTBOBa

nocse o6HOBAEHWSA C NpeablayLLmX Bepcuit. Mpu etc
yctaHoBke HoBoro Cepsepa Dr.Web 13.0

oTCyTCTBYET

KOHOUTypaLMOoHHbIA dainn ana yTMANTbI
AVCTaHUMOHHOW anarHoctukn Cepsepa Dr.Web

ceptndukaTbl Ansa BepudurKaumm xocta apple-
notify.drweb.com npu otnpaske push-
yBeZlOM/IEH WA

3aKpbITbIA KAtOY RSA

APl-kntou ans pacwmpenmsa Yandex.Locator

KOHPUrypaLmoHHbIn daiin LleHTpa ynpaBaeHus

KOHOUrypaLMOHHbIA dain BHELIHeNn aBTopu3aLmm
agMuHucTpatopoB Yepes Active Directory

KOHOUTypaLMoHHbIA daiin BHELLHER aBTopuU3aumnm
agMuHucTpatopos yepes LDAP
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®aiin OnucaHue Karanor no
yMoluaHUIO
auth-ldap- KOHPUIrypaLMOHHbIA dain BHeWHeW aBTopu3aLmm
rfcd515.conf aAMuHUCTpaTopoB Yepe3 LDAP no ynpoLyeHHow
cxeme
auth-radius.conf KOHPUIrypaLMOHHbIA dain BHeWHeW aBTopu3aLmm

agMuHucTpaTopos Yepes RADIUS

database.sqglite BCTpoeHHas b/, var
*.pub OTKPbITBIN KAKOY LWNPPOBAHUS paszaen
ApMmuHUCTpUpoBaH

ne — Knroun
wundppoBaHua B
LleHTpe ynpasneHus

3anyck n octaHoB CepBepa Dr.Web

Mo ymonuaHuto Cepeep Dr.Web 3anyckaeTtcs aBToMaTMyecku noc/e yCTaHOBKM U MOC/E KaXaoM
nepesarpysku onepaLvoHHOW CUCTEMBI.

Tak>Ke Bbl MOXeTe 3anycTuTb, Nepe3anycTutb nam octaHoBuTb Cepaep Dr.Web ogHum 13
cneayroLmx cnocobos:

e O6Wwwmn cryyaii:

o [Mpy NOMOLLM COOTBETCTBYIOLLLEN KOMaHZbI, pacnoioxeHHoOW B MeHto Myck — Mporpammbl
— Dr.Web Server.

o [pu NOMOLUW CPeACTB ynpaBaeHus cay>xbamu B paszene AaMUHUCTpUpoBaHue Ha MaHenun
ynpasnenua OC Windows.

e OcTaHOB 1 nepe3anyck Yepes LieHTp ynpaBaeHus:

o B pa3sgene AAMMHMCTpMpOBaHMeI nepe3anyck npn NnoOMoLn KHOMKK @, OCTaHOB Mnpwu
noMoLwn KHOMKM .

e [Tpy NOMOLLM KOHCOIbHbIX KOMaHJ, BbIMOJIHEHHbIX U3 NMOZKaTasora bin Katanora ycraHOBKM
CepBepa Dr.Web (takxe cM. gokymeHT Mpunoxxkenuns, n. H3. Cepsep Dr.Web):

o drwcsd start — 3anyck Cepsepa Dr.Web.
o drwcsd restart — NOJHbI Nepe3anyck cnyx6bl Cepepa Dr.Web.

s drwcsd stop — HOpMaibHOe 3aBeplueHne paboTtbl Cepsepa Dr.Web.

@ Ob6paTtute BHMMaHue, utobbl Cepeep Dr.Web cuntan nepemMeHHble OKpPYXXeHUs,
: Heob6XoAMMO BbIMOAHUTL NMepe3anyck CeEpBMCca NPU NOMOLLM CPEACTB ynpaBieHs
cny>kbamu MAM MpY MOMOLLM KOHCO/IbHOW KOMaHZb.

PykoBOACTBO aAMMHMCTpaTOpa
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5.1.2. YnpaBneHune Cepsepom Dr.Web nog OC cemenctBa UNIX

Nurepdeiic n ynpasnenne Cepsepom Dr.Web

Cepsep Dr.Web He nmeet BcTpoeHHOTo nHTepdeiica. YnpasneHvne Cepsepom Dr.Web, kak npaswuno,
OCyLLLEeCTBASIETCA NPUY NoMoLLn LieHTpa ynpaBaeHus, KOTOPbIN CyXXWUT BHELLHUM UHTepdercom ans
Cepsepa Dr.Web.

KaTtanor yctaHoBku CepBepa Dr.Web umeer cneayrouyro cTpykrypy:

/opt/drwes/ ana OC Linux n /usr/local/drwcs ans OC FreeBSD:

e bin — ucnonHsemble Gpannbl Cepsepa Dr.Web.

e doc — dail/ibl MLEH3NOHHBIX COrNaLlEeHWNN.

e ds-modules — pacnakOBaHHblE CKPUMTOBbIE MOAY .

e fonts — wpudThl Ana PDF-pokyMeHTOB.

e 1ib — Habop bubanotek ana pabotbl Cepeepa Dr.Web.

e vfs — 3anakoBaHHble CKPUMTOBbIE MOAYN U A3bIKOBbIE NakeTbl.
e webmin — anemeHTbl LieHTpa ynpasaeHus.

e websockets — ckpunTbl A48 paboTbl ¢ BebcokeTamum.
/var/opt/drwcs/ pna OC Linux n /var/drwcs gnaa OC FreeBSD:

e backup — pe3epBHble Konun B, n pyrux KPUTUUHBIX AaHHbIX.
e coredump — Aamnbl nageHuin Cepeepa Dr.Web. Co3zgaetca npu nosiBAeHUN AamMOB.
e etc — OCHOBHble KOHOUrypaLMOHHble Gaiibl KOMAOHEHTOB aHTUBUPYCHOW CeTU.

e extensions — CKPWNTbI NO/Ib30BaTENbCKUX MPOLIEAYP, NPesHa3HaUYeHHble 415
aBTOMaTM3aLun BbINOJIHEHWS ONPEeAENeHHbIX 3aZaHuin.

e installers—-cache — Kell AN XpPaHEeHUs NepCOHa/IbHbIX N TPYMNMNOBbIX MHCTANNALNOHHbIX
naketoB AreHta npum cosgaHmmn CTaHLI,VIl\/'I B LI,eHTpe yrnpaBseHua. Co3,qaeTc;| npum cosgaHmn
MHCTaINALMOHHbIX MakKeToOB.

e file-cache — paiinoBbIN KeLl.

e 1log — dannbl xypHana Cepsepa Dr.Web.

e plugins — BpeMeHHble 06beKTbl MOAKNOYAEMbIX MOAYNEN.
e objects — kew 06bekTOB LleHTpa ynpasaeHus.

e reports — BPEMEHHbIV KaTanor A/ reHepaumm n xpaHeHus otyetos. Co3gaeTcs npu
Heo6X04MMOCTU.

e repository — KaTasor 06HOBEHMN, B KOTOPbIV NMOMELLLAFOTCA aKTyaslbHble 0OHOBEHMS
BUPYCHbIX 6a3, GannoB aHTMBMPYCHbIX MAaKeTOB M KOMMOHEHTOB aHTUBUPYCHOW ceTu. KaTtanor
COZEP>KNT NoAKaTaNorM A5 OTAENbHbIX QYHKLMOHaNbHBIX KOMMNOHEHTOB 10O, a BHYTPU HUX —
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FnaBa 5: KoMnoHeHTbI aHTUBUPYCHO ceTU 1 UX uHTepdeiic

noakatanorun ana otaenbHeix OC. Katanor gomkeH 6biTb 4OCTYNEH ANS 3anNMcn NONb30BaTeNto,
OT MeHu KoToporo 3anyckaetcs Cepep Dr.Web (kak npasuno, nonbzosatesnb drwcs).

e run — ID npouecca Cepepa Dr.Web.

e sessions — ceccun LleHTpa ynpasaeHus.

e tmp — BpeMeHHble daibl.

e twin-cache — pacnakoBaHHble BUPYCHble 6a3bl 418 0O6paTHON COBMECTUMOCTU C
npeablaywnmn sepcuammn AreHtos Dr.Web. Takoke MOXeT cosep>kaTb Apyrve pacnakoBaHHble
dbaiinbl U3 penosntopus, HanpuMep, MHCTaATop AreHTa.

e upload — AMPEKTOPUA ANs 3arpy3Kn BPeMeHHbIX GaiiioB, KOTopble 3agatoTcs yepes LieHTp
ynpasnenus. Cosgaetca npu 3arpyske ¢pannos 60blLIOro obbema.

/etc/opt/drweb.com/ ana OC Linux n /usr/local/etc/drweb.com ana OC FreeBSD:

e software/drweb-esuite.remove — ckpunT ana yaaneHma Cepsepa Dr.Web.

® BO3MO>XHbl 4O0MNOJIHNTE/IbHbIE Cl)al\/'lflbl N KaTtanoru.

/usr/local/etc/rc.d/ pnha OC FreeBSD:

e drwcsd — CKpUNT AN 3anycka n octaHoBa Cepsepa Dr.Web.

/var/tmp/drwcs — pe3epBHas konua nocne yaaneHns Cepsepa Dr.Web.

OcHOBHble KOH}UrypaLnoHHbie ¢paiibl

dain

agent.key (MM
MOXET OT/INYaTbCS)

certificate.pem

common.conf

database.conf

download.conf

drwcsd.conf (Mmsa
MOXET OT/INYaTbCS)

drwcsd.conf.distr

drwcsd.pri

OnucaHune Katanor no ymonuanutio

JIMLLEH3WNOHHbIN K1toU AreHTa

ceptudmkat gaa SSL

KOHPUrypaLMoHHbIA dann (ana HekoTopbix OC
cemencTea UNIX)

LWaOJIOH HacCT K bl HHbIX .
abnoH HacTpoek 6a3bl Aa C e a7 OC Linux:

napameTpamu no yMOUYaHWIO Jvar/opt/drwcs/ete
ceTeBble HAaCTPOWKM A GOPMMPOBaAHNS e ans OC FreeBSD:
/var/drwcs/etc

NHCTaANALMOHHBIX MakeToB AreHTta
KoHUrypaLumnoHHbln dann Cepsepa Dr.Web
wabnoH KoHbUrypaumoHHoro darina Cepsepa
Dr.Web c napameTpamu no ymonyaHuto

3aKPbITbIN KAFOY WNPPOBaAHMNSA
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daiin

enterprise.key
(nmsa moxeTt
oT/MYaThCA)

frontdoor.conf

http-alerter-
certs.pem

private-key.pem
yalocator.apikey

webmin.conf

auth-ldap.conft

auth-ldap-
rfcd515.conf

auth-pam.conf

auth-radius.conf

database.sqglite

*.pub

FnaBa 5: KoMnoHeHTbI aHTUBUPYCHO ceTU 1 UX uHTepdeiic

OnucaHune

NIMLLEH3NOHHBIN Katou Cepeepa Dr.Web.
CoxpaHsieTca B TOM C/lyyae, ecau
npucyTCTBOBas Nocae 06HOBAEHWNSA C
npeablayLimx Bepcuii. Mpu yctaHoBKe HOBOTO
Cepsepa Dr.Web 13.0 oTcytcTByeT

KOHOUTYypaLMOHHbIA dann aAns yTUanTbI
AnCcTaHUMOHHOM anarHocTmkn Cepeepa Dr.Web

ceptudmkaTtbl Ana BepuduKaLmm xocta apple—
notify.drweb.com npu oTnpaske push-
yBEOMIEHWI

3aKpbIThIN KAOY RSA

API-kntou ana pacwupenns Yandex.Locator

KOH®UrypaLunoHHbIn dpann LieHTpa
ynpasneHus

KOHOUrypaLMOHHbIA Galin BHELLHEN
aBTOpM3aLMK agMmuHucTpaTopos vepes LDAP

KOHOUIypaLMOHHBIA Gain BHELWHeN
aBTopu3aumn agMmnHmucTpatopos yepes LDAP

Mo yrNpoLLEHHOW CXeMe

KOHOUIypaLMOHHbIA Gain BHELWHeN
aBTopu3aunn agMnHUCTpaTopos yepes PAM

KOHPUrypaLMOHHbIA Galin BHELLHEN
aBTOpPM3aLMM agMUHMCTPATOPOB Yepe3

RADIUS

BCTpoeHHasa b/

OTKPBbITBIN KAFOY WNPPOBaAHMSA

Karanor no ymoiyaHuro

e ansa OC Linux:
/var/opt/drwcs

e nnsa OC FreeBSD:
/var/drwcs

pasgen
ApMUHNUCTPUpPOBaHue —
Kntoun wmndposanusa s
LleHTpe ynpasneHus
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3anyck n octaHoB CepBepa Dr.Web

Mo ymonuaruto Cepsep Dr.Web 3anyckaetcs aBToMaTnyecky Nocie yCTaHOBKM U MOCAE KaXa oW
nepesarpyskun onepaloHHON CUCTEMBbI.

Tak>ke Bbl MOXeTe 3anycCTuTb, nepe3anyctnts nam octaHoButb Cepeep Dr.Web ogHum 13
cnesyroLmx cnocobos:
e OcraHoB ¥ nepe3anyck Yepes LleHTp ynpasaeHus:

o B pa3saene AAMMHMCTpMpOBaHMe: nepe3anyck npn NnoOMoLn KHOMKK E, OCTaHOB Mnpwu
nomMoLwn KHOMKW .

e py NOMOLLM COOTBETCTBYHOLLEN KOHCOILHON KOMaHAbI (Takxke CM. ZoKyMeHT [MpunoxeHus, n.
H3. CepBep Dr.Web):

@ 3anyck:

= nna OC FreeBSD:
# /usr/local/etc/rc.d/drwcsd start

= ans OC Linux:
# /etc/init.d/drwcsd start

o [lepesanyck:

= nna OC FreeBSD:
# /usr/local/etc/rc.d/drwcsd restart

= a8 OC Linux:
# /etc/init.d/drwcsd restart

o OCTaHOB:

= nna OC FreeBSD:
# /usr/local/etc/rc.d/drwcsd stop

= ina OC Linux:
# /etc/init.d/drwcsd stop

@ Ob6paTtute BHMMaHue, utobbl CepBep Dr.Web cuntan nepemMeHHble OKpYyXXeHUs,

HeO6XO,CI,VIMO BbIMONHUTb Nepe3anyck cepBnca npu NoOMoLLun KOHCO/IbHOW KOMaHAbl.

5.2. 3awmTta paboumnx ctaHUUA

I ,ﬂ,eTaanoe OonncaHme HaCcTpPpoOeEK aHTUBNPYCHbIX KOMMOHEHTOB, 3ajaBa€MbIX Yepe3
. LLeHTp ynpasneHuna, npnBeseHo B PyKOBOACTBaX aAMUWHUCTpPAaTOopPa Mo yrnpaBJIEHNHO
CTaHUMAMW AnA COOTBGTCTBnyLLI,GVI OI'IGp&LI,VIOHHOVI CUCTEMBbI.

3almLLaemblvi KOMMbIOTEP C YCTAHOB/IEHHBIM aHTUBUPYCHBIM NMakeToM, B COOTBETCTBUM
C ero GyHKUMAMYM B aHTUBUPYCHON ceTU, MMeHyeTcs paboyeli cmaHyueli aHTUBMPYCHOM
ceTn. Heob6x04MMO MOMHWTB, YTO MO CBOUM QYHKLMAM B JIOKaJIbHOWN CETV TaKow
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KOMMbIOTEP MOXET 6bITb Kak paboyer cTaHUuMen nam MobuabHbIM YCTPOMCTBOM, Tak U
CepBepoOM JIOKaIbHOW ceTu.

3a|_|_|,|/1Ta pa60t-||/1x CTaHLI,I/IIz ocyLecTBnAeTca aHTUBUPYCHbIMUW MNakKeTaMu Dr.Web, pa3pa6OTaHHbIMM
ANA COOTBETCTBYHOLLMX ONnepaLMOHHbIX CUCTEM.

AHTVBMpPYCHbIE MaKeTbl yCTaHaBAMBAKOTCA Ha 3allyMLaeMblX CTaHLUMAX 1 nogkarovaroTca K Cepsepy
Dr.Web. Kaxgas ctaHLu1A BXOAWT B COCTaB OAHOMN WM HECKONBbKUX TPy, 3aperucTpupoBaHHbIX Ha
stoM CepBepe Dr.Web (nogpobHee cm. n. CnuctemHble 1 noab3oBatesibckue rpynnol). MNepesaya
nHdopMauum mexay craHumnen n Cepsepom Dr.Web ocyLuectBaseTca no npoTokoy,
ncnonb3lyemomy B siokansHow cetn (TCP/IP Bepcumn 4 vam 6).

YcTraHoBKa

AHTUBUPYCHbIV NMakKeT MOXET BbITb YCTAHOB/IEH HA PAbOUYHD CTAaHLMIO OAHVM U3 CeAYHOLLIUX
cnoco6os:

1. NokanbHo. JlokanbHas ycTaHOBKa OCYyLLECTBISETCA Ha KOMMbIOTEPe Wi MOBUAbHOM YCTPOMCTBE
No/b30BaTeNs HEMOCPEACTBEHHO. MOXET NPON3BOANUTCA Kak aiMUHMUCTPATOPOM, Tak U
no/ib30BaTeNeM.

2. YpaneHHo. YaaneHHas yctaHOBKa ocyuectsasetca B LleHTpe ynpasneHus vepes JIBC.
Mpon3BoANTCA aAMUHUCTPATOPOM aHTUBUPYCHOW ceTu. [Tpun 3TOM BMeELLaTeNbCTBO
nosib3oBaTensa He TpebyeTtcs.

@ MoapobHoe onvcaHne NpoLesyp YCTaHOBKM aHTVMBUPYCHbIX MAakeTOB Ha paboune
: CTaHUMKM npuBeaeHo B PykoBogcTBe No ycTaHOBKe.

YnpaBneHune

Mpwu noaaep>xke ceasm ¢ Cepsepom Dr.Web agmuHUcTpaTopy AOCTYNHbI CaeaytoLumne GyHKLMN,
peann3yemMble aHTUBUPYCHbIM MaKeTOM Ha CTaHLUW:

¢ LleHTpannsoBaHHas HacTporika AHTMBMPYCa Ha paboumnx cTaHumsax Npu nomowm LieHTpa
yrnpasBaeHus.

|_|pl/l 3TOM agAMUHNCTPATOP MOXKET KakK 3anpeTnTb, Tak N OCTaBUTb BO3MO>KHOCTb MONb30BATENHO
CaMOCTOATENIbHO N3MEHATb HaCTpOIZKM AHTI/IBI/Ipyca Ha CTaHUunn.

e Hactpoika pacnucaHuns aHTVBMPYCHbIX MPOBEPOK U APYTUX 3aZaHNiA, BbINOAHAEMbIX Ha CTaHLUM.

° |-|OJ1y‘-IeHI/Ie CTaTUCTUKK CKaHNPOBaHMA U npoqeﬁ I/IHq)OpMaLI,I/II/I o} pa60Te AHTUBUPYCHbIX
KOMMNOHEHTOB N O COCTOAHUN CTaHLUWNW.

° 3aI'IyCK N OCTaHOB aHTUBUPYCHOTO CKaHMPOBaHUA U T. M.
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O6HoBNEHMe

Cepsep Dr.Web 3arpy>xaet 06HOBNEHNSA U paCcNpPOCTPaHAET UX Ha NMOAKNHOUYEHHbIE K HEMY CTaHLUW.

TakM 06pa3omM aBTOMaTUYECKUN YCTaHABANBAETCS, MOAAEPKUBAETCA U PErYANPYETCA ONTUMasIbHas
cTpaTerns 3aluTbl OT YrpO3 HE3aBMUCMMO OT YPOBHA KBaaMdukaLum nosb3osatenein paboumx
CTAHUMN.

B cnyuae BpemMeHHOro oTkatoueHns pabouelt CTaHL MM OT aHTUBUPYCHOM ceTh, AHTMBUPYC Ha
CTaHLMM NCMO/b3YeT IOKa/bHYH KOMUIO HacTpoek, aHTUBUPYCHaA 3allmTa Ha paboueit cTaHLmum
COXpaHseT CBOH GYHKLMOHaNbHOCTb (B TEUEHWE CPOKA, He MPEBbILLIAOLLErO CPOK AENCTBUA
NONb30BaTENbCKOMW NLLEH3MN), HO 06HOBAEHMe O He npowmsBoamnTca. Ecam ana ctaHuum
pa3peLleHo PpyHKLMOHMpOoBaHWe B MobusieHoM pexume, npn notepe ceasn ¢ Cepsepom Dr.Web
byaet focTynHO 0H6HOBAEHME BUPYCHbIX 6a3 HenocpeacTBeHHO ¢ cepepoB BCO.

MpuHLMN paboTbl CTaHLMUA B MOBUABHOM pexxume onuvcaH B N. ObHOBAeHVE MOBUAbHBIX ATEHTOB
Dr.Web.

5.3. LleHTp ynpaBaeHus 6e3onacHoctbio Dr.Web

[na ynpaBneHns aHTUBMPYCHOW CETbIO B LLEIOM (BKAKOYAA M3MEHEHME ee COCTaBa U CTPYKTYpbl),
BCEMM ee KOMMOHEHTaMW, a Takxe A5 HacTpowikm Cepsepa Dr.Web cayxut LieHTp ynpasaeHus
6e3onacHocTbro Dr.Web.

& [ns KoppekTHOl paboTbl LleHTpa ynpaBaeHuns nog Beb-6paysepom Windows Internet

: Explorer HeobxoaMMo B HacTporikax Beb-bpay3epa gobasuTb agpec LleHTpa
yrnpaB/ieHus B JoBepeHHYyto 30Hy: CepBuc — CBoicTBa obospeBarensa —
besonacHocTb — HapeXxHble y3/bl.

[nsa koppekTHoW paboTbl LleHTpa ynpasieHus nog Beb-6paysepom Chrome
HeobxoAMMO B HacTpolikax Beb-bpay3epa BkNtOUMTb cookies.

MoaxkntoueHne k Cepeepy Dr.Web

Ha nto6om komnbroTepe, umeroLtem ceteBoit goctyn k Cepsepy Dr.Web, LleHTp ynpaBaeHus
AOCTYMeH Mo agpecy:

http://<Adpec_Cepsepa_Dr.Web>:9080

nnn

https://<Adpec_Cepsepa_Dr.Web>:9081

rae B kavectse <Adpec_Cepsepa_Dr.Web> ykaxwte |IP-agpec i JoMeHHOe MMA KOMMbIoTepa, Ha
koTopoM yctaHoBaeH Cepsep Dr.Web.

PykoBOACTBO aAMMHMCTpaTOpa
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@ Homepa noptoB asif coeanHeHus no http 1 ans 3awmuieHHoro coeguHeruns no https
: pa3anuHbl: 9080 1 9081, COOTBETCTBEHHO.

B ananoroBom OkHe 3anpoca Ha aBTOpM3aL Mo BBEAUTE PErNCTPALLMOHHbIE AaHHblE
agMuHucTpatopa. JlaHHble agMUHMCTpaTopa € NOJIHbIMW MpaBamMu MO YMOJYaHWUIO:
¢ /Ima — admin.
e [Taponb:
o ana OC Windows — naposib, KoTopblii 6611 3aaH npu yctaHoBke Cepsepa Dr.Web.

o ansa OC cemeiictea UNIX — naposb, KOTOPbIA Bbln aBTOMaTUYECKM CO3AaH B npoLiecce
yctaHoBku Cepsepa Dr.Web (cm. Takxe PykoBoacTBO no ycraHoBKe, . YcraHoeka Cepsepa
Dr.Web ans OC cemenctea UNIX).

| 3abbITbIi MaPOJIb MOXHO BOCCTAHOBUTBL, CM. M. BoccTaHoB/ieHWe napons
: aAMUHUCTPATOPA.

Mpw 3arpy3ke no HTTPS (3awuiLeHHoOe coeamHeHne € ncnosib3oBaHnem SSL), 6paysep 3anpocut
NOATBEpPXAeHWe cepTudukaTa, ncnosbsyemoro Cepsepom Dr.Web. Mpwu aTom 3anpoc
NOATBEPXKAEHNA MOXET COMPOBOXAATLCA BblpaXXeHNEM HegoBepus K cepTudurkaTy u
nHbopmMaLmen 0 NOAO3PEHUAX Ha €ro oWNBOYHOCTb. JaHHas nHdopmMaLms BblAaeTcs
no/ib30BaTeNto, MOCKONbKY cepTudMKaT Hem3BecTeH bpay3epy. g BO3MOXHOCTM 3arpy3ku LieHTpa
ynpaB/ieHns cnesyet NPUHATL Npeasaraemblin ceptuéukart. MiHaye 3arpyska byaeT HEBO3MOXKHa.

@ B HekoTOpbIx Bepcusax bpaysepos, Hanpumep, B FireFox 3 nav 6onee nosaHen sepcuu

: npw 3arpyske no HTTPS 6yaeT nonyyeHa owwnbka, v LleHTp ynpaBneHus He byaeT
3arpyxeH. B takom cnyuae Ha ctpaHuLe o6 ownbke ciesyet Boibpate NyHKT J,06aBUTb
CaliT B CMUCOK MUCKJIIOMEeHUN (nog coobuieHnem ob owmnbke). Mocne atoro byaet
pa3pelleH goctyn K LieHTpy ynpasieHumsa.

NHTtepdenic LieHTpa ynpaBneHus 6esonacHoctbio Dr.Web

OxHo LleHTpa ynpaBaeHusa (cM. puc. 5-1) Aenntca Ha 3a20/1080K 21a8HO20 MeHK 1 paboyyro
obaacme.

FnaBHoe MeHI0
B rMaBHOM MEHHO LI,eHTpa yI'IpaBﬂeHI/Iﬂ ,CI,OCTyI'IHbII

® pasgen AAMWNHUCTPUPOBAHWE,

e pasaen AHtuBmMpycHas CeTb,

e [laHesnb MoOwCcKa,

PykoBOACTBO aAMMHMCTpaTOpa
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® VIMSl YUETHOW 3anncn agMUHUCTPATOpPa, NoJ KOTOPOM Bbln OCyLLecTBeH BXoA B LieHTp
ynpaBaeHus. Takke MOXET 6bITb JOCTYMHO MEHI MeXCEPBEPHbIX CBA3EW,

pa3gen CobbiTug,

pa3zen Hactpoiku,
paszen [lomolub,

Pabouas obnactb

KHoMnka Bbixog, A5 3aBepLUeHUs TekyLlero ceaHca paboTbl ¢ LieHTpom ynpasaeHus.

Pabouas ob1acme oTBeYaeT 3a OCHOBHOM dyHKLUMOHan LleHTpa ynpaBaeHus. OHa COCTOUT 13 ABYX
WM TPexX NaHenew, B 3aBUCUMOCTU OT OCYLLLECTBAsIEMbIX AeNCTBMIA. [pun 3TOM peannsyercs

B/1IO>KEHHOCTb CI)yHKLI,VIOHaJ'Ia naHenemn cneBa-HarnpaBoO:

e yripaBadroLllee MEHHO BCerga pacnosioxXeHo B IeBOV YaCTU OKHa,

® B 3aBUCMMOCTU OT NYHKTQ, Bbl6paHHOFO B ynpaBafarOLWeEM MEHHO, 0To6pa>KaeTc;| OAHa nan aAse
AONONHUTENbHbIE NaHeNn. B nocnegHeM cny4dae, B npaBoﬁ 4acCTh BbIBOAATCA CBOWCTBA WK
HaCTpOIZKM 3/1eMEHTOB u,eHTpaanon naHenwn.

A3bIK MHTEpdenca 3a4aeTcs OTAENbHO ANA KaXA0W YYETHOW 3annucy agMmHucTpaTopa (cMm. .

Ynpae/sieHre YYETHbIMM 3aNUCIMN aAMUHUCTPATOPOB).

% DrWEB
AHTHBMPYCHaA CETb 77
¥ Buibpannbie ofmextal

[ Everyone
MHCTPYMEHTOB

wl- 4kl e O]
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Mpasa. 3aAaHk5! NEPCOHANLHBIE HACTPONKH,

33/ aHMHil. HACTPOIKM.

0aHs! Nepc

JNHYEHSHOHHBIE KKK, 33AaHbI NEPCOHANBHEIR HACTPORKA,

orp ji. 3anars nepc HacTpaiia,

YCTanaBNMBaeMbIe KOMNOHEHT bl 33AaHS! NEPCOHANBHEIE HACTPOTKM.

MapameTpoi nogy) . 3anarisl Nepc HACTPO#A.

Arent Dr.Web. 3a0aHs! NEDCOHAMBHbIE HACTPONKH,

14:20 22-01-2021 (UTC +3:00) | Bpess sunonsenws cipwia 00459 ¢, spess obpaboTion LN 00.218 C

PucyHok 5-1. OkHo LleHTpa ynpaBneHus 6e3onacHoctbio Dr.Web. HaxxmuTe Ha 3n1emeHTbI B
3e/IeHOI pamKe, UTO6bl NepeiT K COOTBETCTBYIOLL,EMY pa3aeny
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FnaBa 5: KoMnoHeHTbI aHTUBUPYCHO ceTU 1 UX uHTepdeiic

Ynpasnsaiouiee MeH0

[ns npocmMoTpa 1 pesakTMpoBaHNa MHPOPMaLLUK CYXKUT YNPaBAsStoLLEe MEHIO, PacrooXKeHHOEe B
JIeBOW YacTy OKHa.

YnpaBastoLLee MeHI0 MOXET BbiTb CBEpHYTO. Mpu 3TOM ByayT 0TO6paxaTbCs TOIbKO Ha3BaHUs
paszenoB MeHt. MNpu HaBeAEHNN Kypcopa MbILLX Ha COOTBETCTBYHOLLMIA pasaen, oTobpaxaroTcs
MyHKTbl MEHIO, AOCTYTHbIE B JAHHOM pa3zene.

Ans ynpaBneHns oTobpaxkeHneM ynpaBastoLWEero MeH C1y>aT MKOHKM B MPaBOM BEPXHEM YTy:

-, OTerﬂI/ITb MEHIK — CHATb 3aKpervieHne 0T06pa)KaTb MeHIO B CBEPHYTOM BUAE.

- 3aKpenuTb MeHI — 3aKPEnnTb Pa3BEPHYTOE MOJI0XEHNE MEHHO.

MeHI0 Mme)XxcepBepHbIX CBA3EN

| NHdopmaLumsa no opraHM3aLy MHOFOCEPBEPHON aHTUBUPYCHOW CETU 1 HaCTpolike
: MeXCepBEPHbIX CBA3eN npuBedeHa B pasgene OcObEHHOCTU CETU C HECKONbKNMMU

Cepeepamu Dr.Web.

Mpwn HanMunmM MexcepBepHbIx cBszer ¢ apyrumn Cepsepamum Dr.Web gobasnstotcs cregytowime
bYHKLUM ANs pErNCTPaLLMOHHOTO UMEHN ajMUHUCTPATOPa B INaBHOM MEHIHO:

e PAaoM C MMeHeM agMuHUCTpaTopa BbiBOAUTCA Ms Tekyero Cepsepa Dr.Web.

e [pn HaxkaTMn Ha UMS aAMUHUCTPATOPa OTKPbIBAETCA BbiMaAatoLLniA CMUCOK CO CBA3AHHBIMU
CepBepamu Dr.Web. Ecav ans cBA3M He 3aaHO MMS, MPUBOANTCA ee naeHTuduKaTop.

|_|pI/1 Ha>XaT Ha CBA3b BO3MOXKHbI ABa BapWaHTa AelzCTBMPII

s Otkpoetca LleHTp ynpaBaeHus ceazaHHoro Cepsepa Dr.Web, ecam npu HacTpolike cBA3M 6bin
ykasaH IP-agpec LeHTpa ynpasaerus.
[lelicTBrie aHanornuHo kHonke 3 — B Ha naHenn HcTpymenTOB NpU paboTe co ceA3AMM.

o Ecam agpec LleHTpa ynpasneHus coceaHero Cepsepa Dr.Web He 3azaH A5 faHHOWM CBA3W,
OTKPOETCA pasjen HacTPOWKM CcBA3en ansa 3agaHuns IP-agpeca.

5.3.1. AoMUHUCTpUpoOBaHune

Bbl6epVITe MYyHKT AAMI/IHI/ICTpMpOBaHMe B rnaBHOM MEHKO LI,eHTpa ynpaBaeHuA.

YnpaBnsaiouw,ee MeHo

Ans npocMoTpa 1 pesakTMpoBaHua MHGOPMaLLMM B OTKPbIBLUEMCH OKHE C/IY>KUT yrpaBastoLLee
MEeHHO, PacroJIoXXEHHOE B IEBOM YacTM OKHa.

PykoBOACTBO aAMMHMCTpaTOpa
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72

YnpaBnsiowee MeHIO COAEePIXXUT caeayrolme MyHKTbI:

1. AAMUHUCTPUpPOBaHNE

e CepBep Dr.Web — oTkpbIBaeT naHesb, C MOMOLLbH KOTOPOM Bbl MOXeETe MPOCMOTPETb
oCcHOBHYto MHdopMauumto o Cepaepe Dr.Web, a Takxxe nepesanyctutb €ro npu NOMoLLm
kHonkv & nan octaHoBMTH NpY NOMOLLM KHOMKM @ PacrnoNOXEHHbIX B MPaBOW BepXHel
Yyactv naHenu. TakxKe, NP Haan4MK 3arpy>keHHbIx 0bHoBneHn Cepepa Dr.Web, 3 gaHHoro
pasgena goctyneH pasgen ObHosnenus Cepsepa Dr.Web co cnvuckom Bepcuin Cepsepa
Dr.Web ans 06HOBNEHMS 1 pe3epBHOTO KONMMUPOBAaHUS.

e Knrouu wmppoBaHMa — No3BONAET IKCMOPTUPOBATb (COXPaHUTb IOKaAbHO) OTKPbITbIV U
3aKpbITbIM KAOUKM WndpoBaHua, a Takxke cepTudukat Cepsepa Dr.Web.

2. JluueHsnm

o MeHexxep NMLLEH3NA — NO3BOISET ynpaBaAaTe MMUEH3NOHHBIMUW KJIKOYEBbLIMA Cl)al\/'IJ'IaMI/I.

e OTueT 06 NCNOIb30BaAHUN JVLLEH3UN — COAEPXKUT MHGOPMaLMIO 06 UCMO/Ib30BaHNUM
NNLLEH3MI, B TOM Ymciie Ha cocegHux Cepeepax Dr.Web.

3. XypHanbi

e XXypHan B peanbHOM BPEMEHN — MO3BOJISIET MPOCMOTPETb CMMCOK COBBITUI Y M3MEHEHWN,
cBfA3aHHbIX ¢ paboTton Cepepa Dr.Web, BbIBOAVMMbBIX B peasbHOM BpeMeHM (Cpa3y B MOMEHT
nosBAeHUs cobbITUA).

e )KypHan ayavTa — nNo3BoAsET MPOCMOTPETb CMUCOK COOLITUIA N U3MEHEHWI, OCYLLLECTBAEHHbIX
npv nomoLn ynpasastowmx nogcmctem Dr.Web Enterprise Security Suite.

¢ )XypHan BbINO/IHEHUA 3aAaHUIA — COAEPXKMT CMNCOK Ha3HaYeHHbIX 3asaHnin Ha CepBepe
Dr.Web ¢ nomeTkon 0 BbINOJAHEHUN N KOMMEHTaPUAMM.

e XypHan Cepsepa Dr.Web — coaep>XuUT Cnmncok XypHanoB CO6bITUIA, CBA3aHHbIX C paboToM
Cepsepa Dr.Web.

e JKypHan 0bHOBAEHWUI PENO3UTOPUNSA — COAEPXKUT CNNCOK 0B6HOBAEHWU ¢ BCO, BKtOYatoLLmia
NoApPO6HYH MHOPMaLMIO 06 OOHOBEHHbBIX PEBU3UAX MPOAYKTOB.

e JKypHan coobLeHnn — COAePXXNUT BCE TEKCTOBbIE COOBLLEHUNSA, KOTOPbIE BblN OTNPaB/EHbI
aZAMWHUCTPATOPOM Ha CTaHLMN aHTUBUPYCHOW CETU.

¢ )XypHan aBapuiiHO 3aBepLUEHHbIX COeANHEHUIN — COLEP>KUT BCE C/TyYan aBapUiHbIX
pa3pbiBOB coeaumHeHni Cepeepa Dr.Web ¢ knneHTamu: CTaHUMAMM, MHCTaANATOPaMuM AreHTosB,
cocepHumun Cepeepamu Dr.Web, Mpokcu-cepsepamum.

4. KoHdwurypauums

o ALMUWHUCTPATOPbI — OTKPbIBAET MaHe b YNpaBAeHWUs YUETHbIMM 3anMCAMN aAMUHUCTPATOPOB
aHTVBMPYCHOM ceTu.

PykoBOACTBO aAMMHMCTpaTOpa
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e AyTeHTUdUKaLIMA — OTKPbIBAET NaHe b YNpaBieHUs ayTeHTUdUKaL e agMUHUCTPATOPOB B
LleHTpe ynpaBneHus.

e KoHourypauwms Cepeepa Dr.Web — oTkpbiBaeT naHenb OCHOBHbIX HacTpoek Cepeepa Dr.Web.

e YpaaneHHbin goctyn K Cepepy Dr.\Web — coaep>XvT HaCTPOMKM ANS MOAKIHOUEHMS YTUANUTBI
AVCTaHUMOHHOM amarHocTukm Cepeepa Dr.Web.

o KoHdurypauma SNMP-arenta Dr.Web — oTkpbIBaeT naHesib HACTPOWMKM NapameTpoB
nogkatoyerHna kK SNMP-arenty Dr.Web.

e [nanvposuiyk 3agaHuni Cepeepa Dr.Web — oTKpbIBaeT NaHeNb HACTPOMKM pacnmncaHms
3agaHui Cepsepa Dr.Web.

e KoHburypaums Beb-cepeepa — OTKpbIBaeT NaHe b OCHOBHbIX HacTpoek Beb-cepsepa.

e [lonb3oBaTenbCckme npoueaypbl — OTKPbIBAET NMaHe/ib HAaCTPOEK MOJIb30BaTE/IbCKUX NpoLueayp.

OnoBeleHns

e OnoBelleHns BeH-KOHCOAM — MO3BOJIAET npocMaTpmBatb U ynpaBaAaTb ONOBELLEHNAMMU
aAMUWHNCTPATOpPa, NOJlyYeHHbIMU MEeTO40M Be6 KOHCONb.

e HeoTnpap/ieHHble OMOBELLEHNS — MO3BOJISET OTCIEXMBATL W YPaBAATb OMOBELEeHUIMM
aAMUHMCTPaTOpPa, KOTOPble He YAaN0Ch OTNPaBUTb COMaCcHO HacTpOWMKam paszena
KoHurypauusa onoBelyeHn.

e KoHburypalms onoseLeHnii — No3BOAET OCYLLLECTB/IATb HACTPOMKY OMOBELLEHWUIN
aAMUHUCTpaTOpPa O COOLITUAX B @aHTUBUPYCHOW CETW.

e [1|ab10HbI COOBLLEHNA — CMNCOK LWAabNOHOB NPOM3BOJIbHBIX TEKCTOBbIX COOBLLEHWN,
OTNpaBAsEMbIX aAMUHUCTPATOPOM Ha CTaHLMM aHTUBUPYCHOW CETU.

Peno3sutopwii

e CocTofAHVME PenosnTopmna — NO3BOIAET MPOBEPUTb COCTOSHNE PEMNO3UTOPUA: AaTy NOCNEAHEro
0OHOB/IEHMS KOMMOHEHTOB PEMO3UTOPUSA N UX COCTOAHME. A TakXKe MPON3BECTN OBHOBNEHNE
peno3utopusa ¢ BCO.

e OT/10KeHHbIE 0BOHOBAEHUA — COAEPXKUT CMINCOK MPOAYKTOB, A1 KOTOPbIX OblM BPEMEHHO
3anpeLyeHbl 0OHOBEHMS NPOAYKTOB B pa3zene [leTaNbHasa KOHPUrypawuusa penosutopus.

e O6uas KOHOUrypaLms PeNno3nTopus — OTKPbIBAET OKHO HacTpoek nogkatoueHns k BCO un
O0BHOBJIEHMS PENO3UTOPUSA A/l BCEX MPOAYKTOB.

e [leTasibHasg KOHOUrypaLms peno3ntopms — No3BOJAET HACTPOUTb KOHOUIypaLLMio peBU3NI
AN KaXA0ro NpoAyKTa perno3vTtopus B OTAENbHOCTU.

o CopepXXMMOE Peno3nTopms — MO3BOASAET npocMaTpmBatb U yNnpaBaATb TEKYLLVM
COLEepP>XNMbIM PENO3NTOPUA Ha YPOBHE KaTtaJioros 1 ¢aﬁﬂOB penosntopunA.

e M3BecTHbIe Xewm yrpo3 — rno3BoJISIET MPOMU3BOAUTL MOUCK MO BHOIIETEHAM C U3BECTHBIMU
xelamu yrpos. [is noucka no nonamM TabauLibl XeLueit HaxkmMuTe KHOMKy Y.
Pa3zzen fOCTyneH, TONbKO ECAN JIMLEH3NPOBAHO MUCMOJIb30BaHWE BrOIETEHEN N3BECTHbIX
xeLlen yrpos. Hasnmuve amueH3nm npuBoanTca B MHGOPMALMKN MO JIMLEH3VOHHOMY KUY,
KOTOPYH MOXHO MPOCMOTPETL B pasgesne MeHeaxep avLeH3vi, napameTp PaspelweHHble

PykoBOACTBO aAMMHMCTpaTOpa
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cnuckm 6ronnerteHe xewen (LOCTaTOYHO NLLEH3UN XOTA Bbl B OJ4HOM 13 JIMLEH3VOHHBIX
Katouen, ncnoablyembix Cepsepom Dr.Web).

7. YcTaHOBKM

e CkaHep ceTv — MO3BO/AET 3aaBaTb CNUCOK CETEN N MPOBOAUTL Kak CKaHUPOBaHMe ceTein Ha
Ha/M4me yCTaHOB/IEHHOTO aHTUBUPYCHOrO NPOrpaMMHOro obecneyeHns, onpeaenss
COCTOSAHME 3aLUTbl KOMMBIOTEPOB, Tak W YCTAHOBKY MOCAEAHErO.

e YcTaHOBKa NO CeTU — MO3BO/AET YyNPOCTUTb ycTaHOBKY MO AreHTa Ha KOHKpeTHble pabouve
cTtaHuun (cM. PykoBoacTBO Mo ycTaHOBKe, M. YcraHoBka AreHta Dr.Web ¢ ncnosb3oBaHunem
LleHTpa ynpasaeHus 6e3onacHocTbio Dr.Web).

8. KoHTponb npuno>xeHui

e [loBepeHHble NPUIOXKEHWS — CIUCKU NPWUIOXKEHWI, 3amyCck KOTOPbIX BCErga pa3peLleH Ha
CTaHUMAX C yCTaHOBAEHHbIM KOMMOHEHTOM KOHTPO/Ib NPUA0XeHW (BbIGOP pa3peLleHHbIX
CMWCKOB OCYLLLECTB/ISIETCA B HACTPOMKax NPOobus, Ha3HaUEHHOTO Ha CTaHLMW).

e CnpaBOYHUK MPUIOXKEHNN — CAUCOK BCEX I'IpVIIIO)KeHVIl\/’I, YCTaHOBIEHHbIX Ha CTaHLMAX.

9. [lononHuTeNbHble BO3MOXXHOCTU

e YnpassieHne 6a30i AaHHbIX — NMO3BOJAET OCYLLECTBATb HEMOCPEACTBEHHOE 06CNY>XKMBaHWe
6a3bl faHHbIX, C KOTOpoW paboTaet Cepsep Dr.Web.

e Cratuctnka Cepsepa Dr.Web — coaep>xuTt ctatuctnky paboTtbl gaHHoro Cepsepa Dr.Web.

e SQL-KOHCONb — NpeaoCcTaBaAAeT BO3IMOXHOCTb BbINOHATE SQL-3anpockl kK 6a3e faHHbIX,
ncnonbsyemoit Cepsepom Dr.Web.

e Lua-koHconb — npeaocTtaBaA€T BO3MOXHOCTb MCNOJIHATb Lua-CKpl/II'ITbI, Kak Ha6paHHbIe
HenocpeacTtBeHHO B KOHCOJIN, TaK U 3arpy>KeHHble 13 q)al}'ma.

_/_IE AZMUHMCTPaTOp C AOCTYNoM K Lua-koHcoau noay4vaeT focTyn Ko Bcel $hainnoBoi
: cucteme B npegenax katasora Cepsepa Dr.Web v HekoTopbIM CMCTEMHBIM KOMaHAaM Ha
KoMMbloTepe ¢ yctaHoBieHHbIM Cepeepom Dr.Web.

Ytobbl 3anpetntb AoCTyn K Lua-KoHCOAM, OTKIHUNTE NpaBo [LonosHNTe/IbHbIe
BO3MOXKHOCTM /19 COOTBETCTBYHOLLLEro agMuHucTpaTopa (CM. n. AAMUHUCTPATOPbI U
aAMUHWNCTPATUBHbIE TPYNMbl).

e Pe3epBHble KONUM — MO3BOAET NPOCMATPMBaTh U COXPaAHATL COAEPXXMMOE pe3epPBHbIX KOMUIA
KpUTUYHBIX AaHHbIX CepBepa Dr.Web.

e YTUAWTbl — OTKPbIBAET pa3fen AN 3arpy3ku JONONHUTENbHBIX YTUAWT Ans paboTsl ¢ Dr.Web
Enterprise Security Suite.

5.3.2. AHTBUpYCHasA ceTb

Bbibepute nyHKT AHTUBUPYCHasA ceTb B r1aBHOM MeHKo LleHTpa ynpaBieHus.

PykoBOACTBO aAMMHMCTpaTOpa
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Ynpasnsaiouiee MeH0

,ﬂrﬂﬂ NPOCMOTpPa N pefakTnpoBaHMA I/IHCI)OpMaLI,VIVI B OTKPbIBLUEMCA OKHE CNYy>XXUT ynpaBadroLlee
MEHHIO, Pacnoo>XXeHHOE B NIeBOW YacTV OKHa.

YnpaBnsiowee MeHIO COAEePIXXUT caeayrolme NyHKTbI:

1. O6wue

[padvikn

NapeHtndukatopbl 6e3onacHocTn

KOMMNOHEHTbI 3aLlnTbl

KapaHtuH

ObopyaoBaHMe 1 NPOrpamMmebl

O6Hapy>keHHble yCTPOMUCTBa
Ceccum nonb3oBaTenen
HeakTuBHbIe cTaHL UM
CeoiictBa

[paBwia YyaeHcTBa B rpynre (Mpuv BbiIbope Noib30BaTeNbCckon rpynmbl)

MNpokcn-cepep Dr.Web (npu Bbibope Mpokcn-cepBepoB Uan nx rpynnbl)

2. CraTuctuka

3. KoHndwurypauus

MNpokcun-cepeep Dr.Web (npu Bbibope MNpokcn-cepeepa wam rpynnel Proxies v ee nogrpynn)

[paBa

[naHVpPOBLLMK 3a4aHNN

YcTtaHaB/IMBaeMble KOMMOHEHTbI

[MapameTpbl NOAKAHOYEHUS

OrpaHunyeHma 0bHOBAEHW

AreHt Dr.Web gna UNIX — no3sosser HacTpouTb NEPUOAMYHOCTb OTNPABKMN CTaTUCTUKN MO
06Hapy>eHHbIM yrpo3am ans ctaHuuin nog OC cemeinctea UNIX.

CnncoK aHTUBMPYCHBIX KOMMOHEHTOB A5 OMNepaLOHHOW CUCTEMbI BbIOPaHHOM CTaHLUK Uan
Mo crnnckam onepaLmnoHHbIX CUCTEM MPU Bbibope rpymnnbl.

,ﬂ,eTaanoe OonncaHme HaCTpoOeEK aHTUBNPYCHbIX KOMMOHEHTOB, 3a4aBaeMbIX Yepe3
LLeHTp ynpasneHuna, npnBeseHo B PyKOBOACTBaX aAMUWHUCTpPAaTOopPa Mo yrnpaBJIEHNHO
CTaHUMAMW AnA COOTBGTCTBnyLLI,GVI OI'IGp&LI,VIOHHOVI CUCTEMBI.

PykoBOACTBO aAMMHMCTpaTOpa
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Mepapxmnueckum cnmcok aHTUBUPYCHON CeTU

B LleHTpanbHOM YacTV OKHa PacnoIOXeEH NepapXMUYECKMIA CMMCOK aHTUBUPYCHOW CEeTH.
Nepapxunueckmii Cnmcok aHTUBUPYCHOW CeTU 0TOBpaXkaeT APpeBOBUAHYO CTPYKTYPY dNEeMEHTOB
aHTUBUPYCHOW CETW. Y3N1aMU faHHOW CTPYKTYpPbl ABAAFOTCA FPYNMbl M BXOAALLMUE B HUX CTAHLLUM.

Bbl Mmo)eTe BbINOJIHATb ceayouine AeﬁCTBMﬂ Hapj 3/1IeMeHTaMu Cnucka:

e HaXXMWTE JIEBOM KHOMKOW MbILUWN Ha Ha3BaHWe rPYMmbl WA CTaHLLUM ANS OTOBpaXkeHns
yNpaB/StOLWLEro MeHHO (B IEBOM YaCTU OKHAa) COOTBETCTBYHOLLENO 31€MEHTa U KPaTKOM CBOAKM MO
CTaHLU MW Ha NaHenu CBOWCTB (B MPaBOW 4acTh OKHa);

® HaXXMWTE IEBOI KHOMKOW MbILLUM Ha 3HAYOK rPYnMbl, YTOHbI OTOOBPA3UTL UAN CKPbITb COAEPXKUMOE
rpynnbi;

e HaXXMUTE JIEBOM KHOMKOWM MbILM HA 3HAUYOK CTaHLWN A5 Nepexosa B pasjen CBOMCTB 3TOM
CTaHU M.

[ns BbIOOpa HECKONBKNX CTaHLUMI U TPYNN MepapXxmMyeckoro cnmcka ncrnosb3ymnte
: BblAe/EHNE MbILbIO MPU HaxkaTblx knaBuwax CTRL nan SHIFT.

BI/I,CI, 3Hauka 3/1eMeHTa CNMCKa 3aBUCUT OT TUMaA UM COCTOSAHNSA 3TOTO 31EMEHTA (CM. Ta6n|/|g,y 5-1).

Ta6aunua 5-1. 3HaukM 3/1IeMEeHTOB MepapXNUYeCcKoro cnucka

3Hauok OnucaHue
Fpynnbl. OCHOBHbIE 3HAUKWU

() rpyl'll'lbl, BCeraa 0T06pa>|<ae|v|b|e B nepapxmyeckomM crnumcke.

O

rpyl'll'lbl HE 6y,£I,yT OTO6pa>KaTbCH B MepapxmyeCckoM crnmcke eciu:

e ans rpynn 6b10 NprMeHeHo gelictere [ Hactpoutb BUAMMOCTL rpynnbi — [+
CKpbIBaTb, €C/IN NMYCTan W B AaHHbIA MOMEHT rpynmbl He COAePXKaT CTaHLMA,

e ans rpynn 6bi10 NprMeHeHo gelictere [ Hactpontb BUAMMOCTL rpynnbi — [
v e o
CKpbIBaTb 1 B JaHHbI MOMEHT B pa3zene L= HacTpoiiku Buaa aepesa cHAT daar
MokasbiBaTb CKPbITbIE FPYNMbI.

Vo 3Ha4YoK NpaBu YNeHCcTBa OTObpakaeTca PAAOM CO OCHOBHbIM 3HaUKOM
NoAb30BaTENbCKUX FPYMM, A1 KOTOPbIX YCTAHOBNEHbI MPaBuaa aBTOMaTUYeCKOro
pasmelLeHns CTaHLUWIA B rpynne.

i.E2 <
[na otobpaxeHuns 3Hauka BbibepuTe Ha NaHesn MHCTPYMeHTOoB Lo HacTpoiiku Buga
AepeBa — Moka3sbiBaTb 3HAUOK npaBu YieHCTBa.

Pa6bouue ctaHunu. OCHOBHbIE 3HAaUKK

PykoBOACTBO aAMMHMCTpaTOpa
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OnucaHune

[JoctynHas pabouyas cTaHLMA C yCTaHOBAEHHbIM aHTUBUPYCHbIM [10.

JoctynHas pabouyas cTaHUMA C yCTaHOBAEHHbIM aHTUBUPYCHbIM [10. Cepbe3HOCTb
cocTosiHusA cTaHumn CpeaHsas. [lns onpegeneHns AeNCTBUN, HEOOXOAMMBIX CO CTOPOHbI

AAMUHUCTPATOPA, YTOYHUTE CUTYaL N0 Ha AaHHOVI CTaHUWMW B pasjene CocrosaHwue.

= o
[na otobpaxkeHnsa 3Hauka BbibepuTe Ha NaHesn MHCTPYMeHTOoB Lo HacTpoiku Buga
AepeBa — MNMoka3biBaTb Cepbe3HOCTb COCTOAHMA CTaHU,VIVI.

JoctynHas pabouyas cTaHUMA C yCTaHOBAEHHbIM aHTUBUPYCHbIM [10. Cepbe3HOCTb
COCTOsIHMSA CTaHUMM MakcumanbHaa v Beicokas. s onpegeneHuns fencTBuii,
HeOobXOAMMBIX CO CTOPOHbI aAMUHUCTPATOPA, YTOUHUTE CUTyaLMIo Ha JaHHOW CTaHLUuUK B

pasgene CocrodHue.

i o
[na otobpaxkeHns 3Hauka BbibepuTe Ha NaHesn MHCTPYMeHTOoB Lo HacTpoiiku Buga
AepeBa — lNoka3biBaTb CEPbE3HOCTb COCTOAHUA CTaHLUM.

CraHums HegoCTymnHa.
AnTmBupycHoe MO Ha cTaHunK AenHCTaaIMpoBaHo.
CocTosiHMe CTaHUMW NpW yaaneHHoN ycTaHoBke AreHTa no cet. CTaHUMA HaxoaWTCs B
AAHHOM COCTOSIHMM C MOMEHTa YAa4HOW YCTaHOBKM AreHTa Ha CTaHUMK 40 MOMeHTa
nepBoOro nogkatoueHns ctaHumm k Cepsepy Dr.Web.

Mpokcn-cepeepbl. OCHOBHbIE 3HAUKKN

Mpokcn-cepsep, He NoAKNOYEHHbIN K Bawemy Cepsepy Dr.Web.

Mpokcu-cepBep nogiitoueH k Bawemy Cepsepy Dr.Web, Ho 3asaHHble 4ns Hero
HaCTPOWKN HEe NCMONb3YeT.

Mpokcun-cepsep noakitoyeH k Bawemy Cepsepy Dr.Web 1 ncnonb3syet 3agaHHble Ans Hero
HaCTPOWKMN.

JononHutenbHble 3HaUKWN ANA rpynn, ctaHuuii u MNMpokcn-cepsepoB

3HauoK NepcoHaNbHbIX HACTPOEK OTOBPAXKAETCs Ha OCHOBHbIX 3HAaUKaX CTaHLUWIA, rpynn 1
Mpokcu-cepBepOB, A/ KOTOPbIX 3ajaHbl MEPCOHA/IbHbIE HACTPOWKMN.

= o
[na otobpaxeHnsa 3Hauka BbibepuTe Ha NaHesn MHCTPYMeHTOoB Lo HacTpoiku Buga
AepeBa — MNMoka3biBaTb 3HAUOK nepcoHa/ibHbIX HaCTpoeK.

Hanpumep, ecan nepcoHanbHble HaCTPOMKM 3aZaHbl Ans pabouert cTaHuum ¢
YCTaHOBJ/IEHHbIM aHTUBMPYCHbIM MO, HaxoaALwelcs B JaHHbIN MOMEHT B CETH, TO ee
3HauoK 6yaeT BbIrNAAETb CledytolM obpasom: .

Monntukn

PykoBOACTBO aAMMHMCTpaTOpa
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3Hauok OnucaHue

& MonnTrka nan Bepcma NOUTUKM C HACTPOMKaMM aHTUBUPYCHbBIX KOMMOHEHTOB CTaHLMA.
Mpodunnn

=] Mpoduab Ana XpaHeHUA HaCTPOek KOMMOHeHTa KOHTPO/Ib MPUAOXKEHWI, aKTUBHbI
pexumm.

Lz Mpoduab Ans xpaHeHUsH HACTPoek KOMMoHeHTa KOHTPO/Ib MPUAOXKEHWIA, TECTOBBIN PEXUM.

ES OTKNtOYEHHbIN NPOdUAb ANA XPaHEHNA HAaCTPOek KOMMOHeHTa KOHTPOIb MPUOXKEHWA.

i Mpodwunb Ana XxpaHeHUs HacTPoek KOMMNOHeHTa KOHTPO/Ib MPUIOXKEHWU, ANs KOTOPOTo
3a/laHa rpynna JOoBepeHHbIX MPUNOXKEHWI, OTCYTCTBYOLan B peno3utopumn Cepsepa
Dr.Web.

lepaBneHlAe NIEMEHTaMU nepapxmyeckoro cnmcka aHTI/IBI/IpyCHOIz CEeTN OCYLLECTBNIAETCA NPKU
noMoLKM NnaHean NHCTPYMEHTOB.

NMaHenb MHCTpyMeHTOB

MaHeNb MHCTPYMEHTOB MepapXnUecKoro CNmMcka CoAepIXUT cieayroline 3/1eMeHTbI:

74 06wMe — No3B0/IAET yNpaB/iaTh O6LMMM NapaMeTpaMm repapXnYeckoro crivcka. Beibepute
COOTBETCTBYHOLLWIA MYHKT B BbIMaatoLLeM CrINCKE:

X ypanuts Bbl6paHHble 06beKTbl — YyAainTb 06BbEKTbI MepapXmnyeckoro cnucka. ns storo
BblbepuTe B CNMCKE OBBEKT AN HECKOIbKO O6BEKTOB U HaXXMUTE YaanuTb BbibpaHHbIe
06beKTbl.

- <
# Ynaautb npaBuaa YaeHCTBa — YAannTb npaBuia gnda aBTOMaTn4eCkoro BKJKOYEeHUA CTaHL M B
rpynnebl.

A3 YcraHoBUTBb 3Ty rpynny NepBUUHON — YCTaHOBUTL BbIGPAHHYO B EPaPXMUECKOM CrNCKe
rpynny B KayecTBe NepBMYHOW A5 BCEX BXOAALLMNX B HEE CTAHLLUN.

A3 HazHauuTb NepBUUHYIO FPYNNY ANA CTAHLUIA — HAa3HAUWTb ANS BblAE/IEHHbIX B
nepapxmMyYeckom Crncke CTaHLUA NepBUYHYO rpynny. Mpu 3TOM, ecan B nepapxmyeckom crmcke
BblJ€/IeHa rpynna, TO A/ BCeX BXOAALLMUX B Hee CTaHL M byeT HazHaveHa BblbpaHHas
nepBUYHas rpynna.

¥ O6beantnTb CTaHLMY — OBbEAUHATL CTaHLWM NOZ e4VNHOM’ YYETHOW 3anuncbio B
nepapxmyeckom cnvcke. MoxeT UCNob30BaTbCA B Clyyae, KOrAa OZHa 1 Ta Xe CTaHLuus bbinia
3apEerncTprMpoBaHa noJ pasHbIMM YUYETHbIMU 3aMUCAMMU.

& Yaanutb nepcoHanbHble HACTPOUKM — Y@ UTb NEPCOHa/IbHbIE HACTPONKM BbIBpaHHOTO B
cnuncke obbekTa. B aToM cnyyae HacTpoiku ByayT yHacnes0BaHbl OT NePBMYHON rpynnbl. Ecam B
MepapxnyeckoMm Crnucke BblZeneHa rpynna, To HaCTPOMKM ByAyT TakKe yAaneHbl y BCex
BXOAALLMX B HEe CTaHLUN.

PykoBOACTBO aAMMHMCTpaTOpa
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B OtnpasuTs cooblueHye craHLVaM — OTMPaBUTL NOb30BATENAM COOBLLEHME
MPOW3BOJILHOTO COAEP>KAHWS.

3 C6pocuTb Naponb — yaauTb NO/Ib30BaTENbCKMI NAPOb ANA AOCTYMNa K HACTPOMKam
aHTUBMPYCHBIX KOMMOHEHTOB Ha BblOpaHHbIX CTaHUuAX. Onums 4OCTyNHa TONbKO ANS CTaHL WA
noa OC Windows.

Mepe3sarpy3sutb cTaHLUIO — YaNeHHO 3amnyCTUTb NPOLLECC Nepe3arpy3kun CTaHLUN.
Tpebyetcs M nepe3arpyska CTaHLUW, HanNpuMep, B CBA3M C 0OHOBNEHWEM/U3MEHEHNEM
aHTVBUPYCHBIX KOMMOHEHTOB Bbl MOXETE YTOUHUTb B pa3gene CocTofHmne ANS STON CTaHL WM.

& AenHcrannmnpoBatb AreHT Dr.Web — yaanntb AreHt 1 aHtmBumpycHoe MO ¢ BbibpaHHOM
CTaHLMN WU TPYNMbl CTaHL WA

@ YcranosuTb Arent Dr.Web — OTKpbITb CKaHep cetv AN YCTaHOBKM AreHTa Ha BblbpaHHble
cTaHumW. [laHHbIV NYHKT aKTMBEH TOJIbKO NMPW Bbl6OPE HOBbIX MOATBEPIXKAEHHbIX CTaHLUIA UK
CTaHLMN C AeNHCTaNNINPOBaHHbIM ArEHTOM.

B BoccranoBuTs yaaneHHble CTaHLMM — BOCCTaHOBUTS paHee yaneHHble CTaHLUW. [JaHHbIR
MYHKT aKTUBEH TO/IbKO Npwu Bbibope cTtaHumin n3 noarpynnel Deleted B rpynne Status.

& Pazocnath uHcTannaumoHHble daitnbl — pa3ocaaTth MHCTAANALUOHHbIV Gaibl AN BblOpPaHHbIX
B CMMUCKE CTaHLMI Ha aZpeca 3NeKTPOHHOW MoYTbl, 3aaBaemMble B HAaCTPOMKax JaHHOTO paszena.

E% OTMeHuTb HasHaueHe npoduns obbexTam — yAanuTb Npodunb 13 cnncka npodunen,
Ha3HaYeHHbIX BbIOPaHHbIM 06bekTaM. MNyHKT akTUBEH NP BbIbope 06bEKTOB, AN KOTOPbIX
Ha3HaueH Npodunb (0OTobpaxkatoTCA B AepeBe Kak BAOXKEHHbIe 06beKTbl 4151 JaHHOTO NPoduas).

+ [06aBuTb 06BLEKT ceTU — CO3/aTb HOBbI 3/1IEMEHT aHTUBUPYCHOW ceTW. s 3Toro Bbibepute
COOTBETCTBYHOLLMWIA NMYHKT B BblNasaroLLeM CrnCKe:

E- Co3paTh CTaHLMIO — CO34aTb HOBYHO CTaHUMIO (C(M. PyKOBOACTBO Mo ycTaHOBKe, I.
Co3saHve HOBOW YYETHOMN 3anuchu).

(3 Cozpartb rpynny — COo3zaTb HOBYHO Fpynny CTaHLWA.

2k Co3patb cBA3b — CO34aTb CBA3b € coceaHnM CepBepom Dr.Web.

@ Co3aatb NOAUTUKY — Co34aTb HOBYHO NOJINTUKY AN 3a4aHNA HAaCTpOeK CTaHLI,Vll\/'I.

= Cospatb MNMpokcu-cepBep — Co34aTb HOBYHO YUYETHYHO 3amnucb A8 NOAKAOYeHUA Npokcn-
cepsepa (cM. PykoBogcTBO no ycraHoBke, n. Co3saHve yYeTHOM 3anucu [pokcn-cepsepa).

E% Cospatb npoduas — CO3zaTb HOBbIA NPOPWIb ANA XPAHEHWUA HACTPOEK aHTUBMPYCHbBIX
KOMMOHEHTOB CTaHLUM.

g SKCnopTUpoBaTb AaHHbIE:

% CoxpaHuTb gaHHble B CSV-dann — 3anncatb obLime gaHHble O BbIBPaHHbIX CTaHLMAX
aHTMBUpPYCHOW ceTn B dain popmara CSV.

& CoxpaHuTb aaHHble B HTML-¢aiin — 3anucatb o6Lme jaHHble O BbIOpaHHbIX CTaHLMAX
aHTVBUpPYCHOM ceTh B paiin popmata HTML.

ﬁ CoxpaHuTb gaHHble B XML-¢ann — 3anncate obLme gaHHble O BbIOPaHHbIX CTaHLMAX
aHTMBUpPYCHOW ceTn B dpain popmata XML.

PykoBOACTBO aAMMHMCTpaTOpa
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80

o) CoxpaHuTb aaHHble B PDF-¢ain — 3anucatb obuyme gaHHble O BbIbpaHHbIX CTaHLUAX
aHTUBMPYCHOW ceTn B dann dopmata PDF.

| Mpwv BbIBOpPE MepeUncaeHHbIX Bbille OMUUA 13 pa3gena IKCMOPTUPOBaTb AaHHbIe
: 6yseT akcnopTMpoBaHa MHGOPMaLIMA TONbKO O BbIBPaHHbIX CTAHLIMAX U CTaHLMAX,
BXOZSLLMX B BbIBpaHHbIe rpynmbl.

L SKcnopTupoBaTb KOHPUrypaLuro — COXpaHuTb B $ain KOHPUrypaLmo BbibpaHHOTro
obbekTa aHTUBMPYCHOW ceTu. ns gaHHOM onummn ByaeT NpeanoXeHO BbIbpaTb COXpaHsemble
pasgenbl KOHPUrypaLum.

K g MmnoptupoBaTb KOHPUrypaLmio — 3arpy3untb 13 darina KOHGUrypawmo BbiIbpaHHOTro
obbekTa aHTUBUPYCHOW ceTw. Ina AaHHOM onuum ByaeT npeasoxeHo Bbibpatb daiin, 13
KoTOporo ByaeT 3arpy>keHa KOHGUrypaums, a Takxxe 3arpyaembie pasgesbl KOHGUrypawmn.

Latf DKCNOopTUpPOBaTb CTAaTUCTUKY — COXPaHWUTb B Gaiin CTaTUCTUKY paboTbl aHTUBUPYCHbBIX
KOMMOHEHTOB N5 BbIOPaHHbIX O0ObEKTOB aHTUBUPYCHOM ceTw. [ns gaHHOW onuun Byaet
NPeANoXeHO BblIbpaTh COXpaHsAeMble pa3zenbl CTaTUCTUKM 1 GopMaT 3KCrnopTa.

2. PacnpocTpaHnTb KOHGUIYpaLMIo — PaCTPOCTPaHUTL KOHUTYPALIMIO BbIGPAHHOTO
obbekTa Ha Apyrve o6bekTbl aHTUBUPYCHOW ceTu. Ina fAaHHOM onumu ByaeT NnpeasoXeHo
BbIbpaTb 06bEKTLI, Ha KOTOpble ByAeT pacnpocTpaHeHa KOHOUrypaLms, a Takxe
pacnpocTpaHsemMble pa3gesbl KOHOUrypaLmm.

<® Hazunauums NOMINTUKY — Ha3HaUWTb BbIOPaHHYO MOAUTMKY FPYMMne Uan OTAeNbHbIM
cTaHumam. [ns gaHHOW onuum ByaeT NpeanoXeHo BbibpaTb 06beKTbl, KOTOPbIM MOXET ObITb
Ha3HauyeHa BblOpaHHas NoanTMKa.

B HasHauntb npoduas — HasHaunTs npodub ¢ HacTpokamy, BbIbpaHHbIN B fepeBe
aHTUBUPYCHOW CeTW, Ha 0ObeKTbI: CTaHL MK, NOAb30oBaTenen 1 rpynnol. Ans saHHoOW onuumn byaet
npeAsoXeHo BblbpaTb 06bEKTbI, HAa KOTOpPble ByAeT Ha3HayeH NPodUb.

(1 HacTpouTb BUAMMOCTb rpynnbl. [103BONAET U3MEHATbL NapameTpbl 0TobpaxeHus rpynn. Jas
3TOro BblbepwuTe rpynmny B MepapXmMyeckom CrNCKe 1 yKaxuTe B BbiNaZaroLLleM Crmcke OANH U3
CNesyoLLMX BapmaHTOB (Mpu 3TOM ByaeT 3MeHATbLCS 3HAaYOK rpynmbl, CM. Tabanuy 5-1):

3 CkpbIBaTb — O3HAYaeT, UTO OTOBPAxXEHUE rPyMIbl B MEPaPXMUEcKoM criucke ByaeT Bcersa
OTK/IFOYEHO.

[¥] CKpbIBaTb, €CIN MYCTasi — O3HAYAET, UTO OTOBPaxeHUE rPyMrbl B NEPAPXMHUECKOM CrCKe
ByseT OTKNHOYEHO, ecn 3Ta rpynna nycras (He CoAep>XnT CTaHLLUM).

1 NMoka3sbiBaTb — O3HAYaET, YTO rpynna Bcerga 6yAeT 0TobpaxaTbcs B MeEpapXMUeckom
cnvcke.

ﬁ YHpaBIIEHMe KOMMOHEeHTaMUM — MO3BOJIAET yNpaB/iATb aHTUBUPYCHbIMU KOMMNOHEHTAMW Ha
pa6oq|/|x CTaHLUMAX. ﬂ'flﬂ 3TOro Bbl6epI/ITe B BblNajgakoLlwemM Crncke oanH U3 ciefyroumnx BapnaHToB:

E BoccTtaHOBUTb C60MHbIE KOMMOHEHTbI — NPUHYANTENBHO BOCCTAaHOBUTb COCTOAHME
KOMMNOHEHTOB, pa60Ta+ou_|,|/1x C owmnbKon. BocctaHaBanBaeTtcsa Ta peBn3na NpPoOAYyKTa, KOTOpad B
AaHHbIl\/’I MOMEHT yCTaHOBJIEHA Ha CTaHLUMW.

PykoBOACTBO aAMMHMCTpaTOpa
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al [MpepBaTh 3anyLLEHHbIE KOMNOOHEHTbI — OCTAaHOBUTb pa60Ty BCeEX 3anyLlWeHHbIX Ha CTaHLU NN
AHTUBUPYCHbIX KOMMNOHEHTOB. OcraHaBanBaThb pa60Ty M 3anyckaTtb aHTUBUPYCHbl€ KOMMOHEHTbI
Nno OTAE/IbHOCTV Bbl MOXETE B pasjene KOMMOHEeHTbI 3aLuThbl.

Q CKaHI/IQOBaTb — NO3BOJAET NPOBECTN CKaHNPOBaHME CTaHUNM B OAHOM U3 PEXUMOB,
BbI6VIpaeMbIX B BblMajaroLleM Crnumcke:

& pr.web Agent CkaHep. BbicTpoe ckaHnpoBaHMe. B faHHOM pexnme Npou3BOANTCA
CkaHupoBaHue npu nomowm Dr.Web Agent CkaHepa cneaytowmx o6bekToB:

e orepaTtvBHaa NamATb,

® 3arpy304Hble CeKTOPbI BCEX ANCKOB,

e 0ObeKTbl aBTO3anycka,

e KOPHEBOW KaTanor 3arpy304HOro AncKa,

e KOpHeBOW KaTanor gucka yctaHosku OC Windows,
e cucteMHbIn katanor OC Windows,

e Manka Mom IIOKYyMEHTH],

e BpPEMEHHbIW KaTaaor CUCTEMBI,

e BpPEMEHHbIW KaTaaor NoAb30BaTeNs.

B\ Dr.web Agent CkaHep. MNonHoe ckaHUpoBaHue. B faHHOM pexunme Npon3BOAUTCA MOJHOE
CKaHMPOBaHWe BCeX XeCTKMX ANCKOB WU CMEHHbIX HOCUTeNe (BKKOYas 3arpy30UHble CeKTOpbI)
npwn nomowm Dr.Web Agent CkaHepa.

[ Dr.Web Agent CkaHep. BbibopouHoe ckaHMpoBaHue. [JaHHbIN pPeXuM nNpesocTaBiseT
BO3MOXHOCTb BblIbpaTh Nt06bIe Manku 1 Gainnbl A8 NOCAEAYOLLEro CKaHMPOBaHWS NpK
nomowm Dr.Web Agent CkaHepa.

L. HenoarBep)kaeHHble CTaHLLMMN — MO3BOAET YNPaBAATb CMIMCKOM HOBUYKOB — CTaHLLUM,
perncTpaLms KOTopbix He NOATBepP>KAeHa (MoApobHee cM. pasgen [Noantrka NoAKAOYEHNS

CTaHu ). aHHbIA NYHKT akTUBEH TONbKO NMpu Bblbope ctaHuuii u3 noarpynnsl Newbies B rpynne
Status. Mpwn noaTBepXaeHUn pernctpaummn Ha Cepeepe Dr.Web craHumm 6yayT aBTOMaTnueckm
yAaneHbl 13 npeayctaHoBaeHHon noarpynnsl Newbies. [lns ynpaBneHus perncrpaumen ctaHuum
BblbepuTe B BbiMNajatoLWeM CrUCKe OAWH U3 CeAYHOLMX BapUaHTOB:

i Paspewwntb AOCTYN BbIGPAHHBIM CTAHLUAM U Ha3HAUUTb NEPBUUHYIO rpynny —
noATBepAuUTb foCTyn cTaHuum k Cepepy Dr.Web v 3agath Ans Hee nepBUYHYyHO rpynny u3
NPeANOXXEHHOTO Crincka.

B ormenuts AeWcTBUe, 3a,aHHOEe A7 BbINOJIHEHUA NPU NOAK/IIOUYEHUN — OTMEHUTb
AENCTBME Haj HEMOATBEPXKAEHHOW CTaHLMeN, KOTOpoe Bbl1I0 paHee Ha3HaYeHO AN BbINOJHEHUS
B MOMEHT, Korga cTaHums nogknountcs k Cepsepy Dr.Web.

®® Orkazatb B AocTyne BbIGPaHHbIM CTAaHLMAM — 3anpeTuTb 4OCTyn cTaHuun Kk CepBepy
Dr.Web.

ZZ " NapameTpbl 610KMPOBKK. [103BO/ISET M3MEHATb MapameTpbl 4OMycka paboumx CTaHLMI K
CepBepy Dr.Web. B BbinagatoLem cnvcke BbibepuTe O4MH U3 CleAyHOLWMX NapaMeTpoB:

PykoBOACTBO aAMMHMCTpaTOpa
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Mepwuop 6n10kMpOBKM — 334aTb AManasoH AaT, B TeYeHne KOTOPOro CTaHuma He byaert
ponyckatbca kK Cepepy Dr.Web.

=] o o o
.o Hactpounku Bupa aepeBa — M3MEHUTb BHELLHWUW BUA AepPeBa aHTUBUPYCHOW ceTu. [ns
BKJ/IFOUYEHWA napamMeTpa yCTaHOBUTE COOTBETCTBYOLWME Gaarv B BbiNajaroLlLemM MeHHO:

e NNA rpynmn:

o YneHcTBO BO BCex rpynnax — AybampoBaTtb 0TobpaxeHne CTaHL UM B CMUCKE, eCN OHa
BXOAMT B HECKOIbKO TPYMN OA4HOBPEMEHHO (TO/IbKO A/l FPYNM, UAYLLUX MOA 3HAUYKOM
6enoit nankn — cMm. Tabaunuy 5-1). Ecam dnar yctaHoBseH, ByAyT nokasaHbl BCe BXOXKAEHMA
CTaHUmW. Ecnm cHAT — cTaHumua byaeT oTobpaxkeHa B CrNCKe eAVHOXAbI.

o Moka3sbiBaTb CKPbITble FPYMNbl — OTOOpaXaTb BCE rPYNMbl, BXOAALLNE B aHTUBUPYCHYHO
ceTb. Mpw cHATUM faHHOTO dnara nycTble rpynnbl (He coaepkallime ctaHuum) ByayT CKpbITbl.
OTO MOXKET 6bITb YA0OHO A1 UCKAOUEHMS U3NLLHEN MHGOPMaLMK, Hanpumep, Npwu
HaMYMM 6ONBbLLOTO KOAMYECTBA MyCTbIX FPymMn.

e ans kaveHTtoB CepBepa Dr.Web (ctaHuwuii, MNMpokcn-cepeepoB un coceaHnx Cepsepos Dr.Web):

o Moka3biBaTb MAEHTUPUKATOPbI KIMEHTOB — OTOOpaXxaTb YHWKabHble NAEHTUOMKATOPbI
knneHtoB Cepsepa Dr.Web.

o Moka3biBaTb Ha3BaHMUA KJIMEHTOB — OTOOpaXkaTb Ha3BaHWA kaneHToB Cepepa Dr.Web
npwv HaMUnn.

| Henb3sa oTk0UNTL OTOOpaXkeHe NAeHTMPNKATOPOB U Ha3BaHWI KINEHTOB
: ogHoBpeMeHHOo. OanH 13 napametpos MNokasbiBaTb MAEHTUHUKATOPbI KJINEHTOB U
MokasbiBaTb Ha3BaHWUA KJIMEHTOB Bcerja byseT BbibpaH.

s MNMoka3biBaTb agpeca KIMeHTOB — oTobpaxatb IP-agpeca kaneHtos Cepeepa Dr.Web.

o Moka3biBaTb cepBepbl CTaHUUI — OTOOpaxaTb MMeHa nam IP-agpeca Cepsepos Dr.Web,
K KOTOPOM MOAK/OUEHbI CTaHLUKU. AKTyaNbHO A/t CTaHLMIA, BXOAALLMX B KaacTep
CepsepoB Dr.Web.

o Moka3biBaTb 3HAUOK MOJIMTUKN — OTO6pa)KaTb 3HA4YOK NOANTUKN PAAOM CO 3HAUKOM
CTaHUWMW, Ha KOTOPYH HasHayeHa NnoanTuka.

o Moka3sbiBaTb CEPbE3HOCTb COCTOAHMUSA CTaHLMIA — OTOBPaAxXaTbh CEPLE3HOCTbL CTaTyCa AN
aKTUBHbIX CTaHLMIA. Mpun 3TOM A06aBWTCS LiBETOBas rpagauus Ans CTaHUWiA B 3aBUCUMOCTU
OT ux cTatyca (cM. Tabavuy 5-1). ECm onuus oTKAKOUYEHa, TO 4/ CTaHLMKU CO CTaTycamu,
KOTOpbIM cOOTBETCTBYHOT 3Haukn 2 v B, 6yser otobpaxatbcs 06umii 3Havok .

® N4 BCEX 3JIEMEHTOB!

o Moka3biBaTb 3HAUOK MEePCOHaIbHbIX HACTPOEeK — OTobpaxaTb Mapkep,
0603HavaoLW M HaMume NepCcoHanbHbIX HACTPOEK, Ha 3Haukax rpynn v kaveHtoB Cepeepa
Dr.Web: ctaHumn, Mpokcn-cepeepoB u coceaHux Cepepos Dr.Web.

o Moka3sbiBaTb oNUcaHMA — oTobpaxaTb onucaHua rpynn n kaneHtos Cepeepa Dr.Web:
cTaHumni, Mpokcn-cepBepos 1 coceaHnx CepsepoB Dr.Web (onucaHus 3agatoTcs B
CBOWCTBaxX 3/1eMeHTa).

PykoBOACTBO aAMMHMCTpaTOpa
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o Moka3sblBaTb KOJIMUECTBO KJIMEHTOB — OTObpaxaTb Koamyectso kaveHToB CepBepa
Dr.Web: craHumm, Mpokcn-cepeepoB u coceaHux Cepepos Dr.Web ans Bcex rpynn
aHTUBUPYCHOW CETW, B KOTOPbIE 3TU KINEHTbI BXOAAT.

o MNMoka3biBaTb 3HAUOK MPaBUA YNeHCTBa — OTobpaXkaTb MapKep Ha 3HauKax CTaHLWM,
KOoTopble bbian 406aBAeHbI B TPynny aBTOMaTUYeCK COrIacHO NpaBuiaM YeHCTBa, a
Tak>Ke Ha 3Haukax rpynn, B KOTopble cTaHuuy 6bian fo6aBaeHbl aBTOMATUYECKH.

2 HacTpoiikn copTMPOBKN KJIMEHTOB — V3MEHUTb NapameTp, No KOTOPOMY OCYLLECTBASETCS
COPTUPOBKA, N NOPAAOK cOpTUPOBKM kaneHToB CepBepa Dr.Web: ctaHumin, MNpokcn-cepBepoB u
coceaHux CepepoB Dr.Web B gepeBe aHTVBUPYCHOW CeTW.

e [Ina BbIbOpa napameTpa, No KOTOPOMYy ByAeT MPOMN3BOANTLCA COPTUPOBKA, YCTAHOBUTE OAVWH
U3 cnegytownx daaros (fonyckaeTcs BbI6OP TONbKO OZHOTO MapameTpa):

o MAeHTI/Iq)MKaTOp — COPTUPOBATb MO YHVKaNbHbIM I/IAGHTI/Id)I/IKaTOpaM KJINEHTOB.
o HasBaHue — copTnpoBaTtb NO UMEHaM KJINEHTOB.

s AApec — COpTMPOBaTb MO CETEBbIM aZpecamM KANEHTOB. Te KAMEHTOB, Y KOTOPbIX HET
CeTeBOTO agpeca, byayT BbIBOAWUTLCA B MPOM3BOJIbHOM Nopsake 6e3 cCopTUPOBKM.

o [laTa co3gaHuA — COPTUPOBATh MO AaTe CO34aHMA yUYeTHON 3anucun kaveHTa Ha Cepeepe
Dr.Web.

o [laTta nocsiegHero NOAK/AOUEHUA — COPTUPOBATb MO AaTe NOCAeAHEro NOAKAOYEHUS K
Cepsepy Dr.Web.

e [Ina BbIbOpa nopsaska COPTUPOBKMN YCTAHOBUTE OAVWH U3 CIEAYHOLLUX Gaaros:
o CopTupoBaTb Mo BO3pacTaHMUIO.

o CopTupoBaTb Nno y6biBaHUIO.

= o o
@ Pazgenbl iz Hactponkn Buaa gepesa v il HacTpoiiku copTUPOBKM KINEHTOB
. B3aMO3aBUNCNMbI:

e Ecau Bbl BbIGMpaeTe napaMeTp COPTUPOBKM B pasgese il HacTpoiiku copTMpoBKU
KJINEHTOB, OTOHPaXKeHne 3TOro napameTpa aBTOMATUYECKN BKIOYAETCa B pa3jene io
HacTtpoiiku Buaa gepeBa, eCiv OHO 6blI0 OTK/IHOYEHO.

e Ecan B pasgene "2 Hactpoiiku Buaa gepeBa Bbl OTKIOYaeTe oTobpaxeHue
napameTpa, BbIbpaHHOro AN COPTMPOBKN B passgene il HacTtpoiiku copTupoBKu
K/INEHTOB, TO COPTMPOBKa MO 3TOMY MapameTpy aBTOMaTUYeCckn nepekatoyaeTca Ha
COPTMPOBKY MO Ha3BaHWIO KaneHTa. Ecam otobpakeHre HazBaHWN KIMEHTOB Npu
3TOM OTK/JHOUYEHO, TO COPTUPOBKA MePeKIYaeTca Ha NaeHTM UKATOP KINEHTa
(Ha3BaHWe 1 naeHTUdUKATOP OAHOBPEMEHHO HE MOTYT ObiTb OTKIHOUEHDI).

MaHenb cBOUCTB

MaHenb CBOWCTB CTYXUT AN8 OTOBpaXkeHWs CBOWCTB M HAacTpoek paboumx CTaHLMUIA 1 rpynn.
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FnaBa 5: KoMnoHeHTbl aHTUBUPYCHOW CeTU U UX UHTepdelic

Y106b1 OTO6pPa3NTb NaHe/Ib CBOUCTB

1. B nepapxmyeckomMm Cnncke HaXkKMmTe Ha Ha3BaHne CTaHUUn nan rpynrbl.

2. B npaBow yactn okHa LleHTpa ynpaBaeHus OTKpPOEeTCA NaHeab CO CBOMCTBAMM BbIOPaHHOM
rpynnbl nav paboyeit ctaHumm. MoapobHoe onrcaHWe JaHHbIX HACTPOEK NPUBEAEHO B M.
PenaktupoBaHue rpynm u CBowctBa CTaHLnW.

5.3.3. N36paHHoe

LleHTp ynpaBneHWs NO3BONAET COXPaHATb 3aKNajkn Ha CTPaHuLLbl nHTepdelica B cnncke M3bpaHHOro
ANa yao6cTBa agMUHUCTPUPOBaHUs. Hanpumep, ansa 6eicTporo nepexoga B Hambosiee 4acto
nocelaemble cTpaHuLbl LleHTpa ynpaeaeHus.

YI'IpaBHEHVIe CrMMNCKOM I/I36paHHOrO

1. B rnaBHoM meHto LleHTpa ynpasneHus Bbibepute nyHKT U36bpaHHoe.

2. OTkpoertcs cnmcok cTpaHuny, LieHTpa ynpaBaeHus, fo6aBAeHHbIX B 3aKagKMW.
3. Yepes cnuncok CcTpaHny, M36paHHOro Bbl MOXKETE:

e OTKPbITb CTPaHWULLY, BXOASALLYIO B CMUCOK M36paHHOTO. [1n5 3TOro HaXxkMuTe Ha 3aKknagky,
COOTBETCTBYHOLLYHO 3TOW CTPaHMLe B Cncke U3bpaHHoro.

e YpanuTb BCe 3ak/aZKv U3 Cnncka n3bpaHHoro. s atoro Bbibepute NyHKT OUNCTUTD
n3bpaHHoe.

Do6aBneHne 3aknapgkn B nsbpaHHoe
1. MepenianTe Ha cTpaHuuy LleHTpa ynpaBieHus, KOTOpYHo Bbl XOTUTE 206aBUTb B M3BpaHHOE.
2. Pagom c HasBaHMeM CTpaHWULbl Haj YMPaBAsOLLUM MEHIO HaXMMWTe 3HaYOK 3.

3. Otkpoetcs okHO lo6aBneHue 3aknagku. B nose Mma asBTomatnyecku 4o6aBnsetcs Ha3BaHme
cTpanuLbl B dopMmate <[1yHKm 21a8H020 MeH > > <[lyHKm ynpaeaarouwe2o meHro>. Ipn
Heob6X0AMMOCTY Bbl MOXETE N3MEHUTb Ha3BaHWE 3aKNaKM.

4. [ocTynHbl creayrolme AencTBus:

e YT0ObI COXpaHWUTL CTPaHWLLy B cnvcke n3bpaHHoro, Haxmute LobaBUTb. 3HAUOK PAAOM C
Ha3BaHWEM CTPaHWLLbl U3MEHUTCS Ha .

e YTOOMI 3aKpbITb OKHO 6e3 n3MeHeHuI cnncka I/136paHHbIX CTpaHuy, HaxXmMuTte OTtmeHa.

PepaktnpoBaHue U yaaneHue 3akaagku us nsbpaHHoro

1. MepenianTe Ha cTpaHuuy LleHTpa ynpaBieHus, KOTOPYHO Bbl XOTUTE OTPeAaKTMPOBaTb UK
yAanuTb 13 n3bpaHHoro.

2. PHAOM C Ha3BaHMEM CTpaHuLbl Haj ynpaBaaroWMM MEHKO HaXMUTE 3HAYOK }:i'

3. OTkpoetcs okHO PepakTupoBaHue 3aknagkun. [loCTynHbl Cieayrowme eicTBus:

PykoBOACTBO aAMMHMCTpaTOpa
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YT06bI OTpeAaKTnpoBaTb 3aKnagky, USMeHUTe ee Ha3BaHne B NnoJjie Nma. Haxxmute O6HOBUTD
ANA NPpMEHEeHNA N3MEHEHW.

YT00bbI YAannTb CTpaHWLUy M3 CrUCKa I/I36paHHOFO, HaXXMute YAaIII/ITb. 3Hauok pagom C
Ha3BaHMeEM CTpaHWMLUbl U3MEHUTCA Ha ']'ff

5.3.4. NaHenb Nnoucka

,U,I'Iﬂ obsierueHuns novcka HY>XHOTO 3n1eMeHTa C/IY>XXUT naHe/le Nouckd, pacnono>XeHHasa Ha I'IpaBOI\/'I
rpaHuLe rnaBHOro MeHr LLEHTpa yrnpaBaeHua. [MaHenb no3sonseTt npoun3BOAUTb NOUCK KaK rpynn,
TakK N OTAENbHbIX CTaHLLI/II\/'I B COOTBETCTBUW C YyKa3aHHbIMW NMapaMeTpamMn.

p‘.ﬂﬂ noucka CTaHLI,Mﬁ wiaun rpynn CTquMﬁ:

1. B BbiMagaroLyemM cnvcke naHesn noucka Bbibepute KpUTEPUIA NOMUCKa:

CraHUMa — 415 NMOWCKa CTaHLWN NO Ha3BaHWHO,

OpraHusaumua — A3 Noucka noJib30BaTelbCkKUX FPyMn, KOTOpble NPesCTaBAfOT
opraHv3auuio,

ID cTaHUMKM — 15 MOMCKA CTAHL WA MO YHUKaNbHBIM UAeHTUdMKATOpaMm,
ID rpynnbl — A1 NowcKa rpynn no yHUKanbHbIM UAEeHTUdMKaTOpam,

ID nonb3oBaTens — A/ MOWUCKa CTaHLMI MO YHUKaNbHbIM UAEHTUOUKaTOpam
NnoJib3oBaTesien,

Mma nonb3oBaTena — /15 NOWCKaA CTaHLMIA MO MMEHW NOJIb30BaTeNs Ha CTaHLUW,
IP-appec — ans nowvcka cTaHumin no IP-agpecy,
MAC-agpec — ans novcka ctaHuui no MAC-agpecy,

O60pyp,OBaH|/|e — AN4 NMOoncCkKa CTaHLI,I/II\/'I MO Ha3BaHWKO UM KaTeEropum arnnapaTtHoOro
obecnevyeHus, YCTaHOBIEHHOIO Ha CTaHLU WK,

I'Iporpamma — ANA NMOncCKa CTaHLI,I/IIz NO Ha3BaHMKO NPOrpaMmMHOro obecneveHns,
YCTaHOBNEHHOTO Ha CTaHUWW.

KoHdurypauma — a5 noucka CTaHLMN NO OnpeaeneHHbIM 3Ha4YeHUAM napamMeTpoB
aHTVBMPYCHbIX KOMMOHEHTOB, YCTaHOBJ/IEHHbIX Ha CTaHUusAX. [pu Bbibope gaHHOTO KpuTepus
OTKPOETCs MaHesb NMomucka Co CeAYHLWUMMN HAaCTPOKaMMK:

o KomnoHeHT — B BbiMajatoLlemM crnmcke Bbl6epl/ITe Ha3BaHWe aHTUBUPYCHOTO KOMMOHEHTa,
B HaCTpOI\/'IKaX KOTOpOro 6y,a,eT OCyLLeCTBAATbCA MOUCK. ﬂ'flﬂ obneryeHus Bbl60pa
KOMMOHEHTa U3 CNMinCKa MOo>KeTe NCMOoJIb30BaTb NOMCK: HAYHUTE BBOANTb Ha3BaHWe B MNoJie
KOMMNOHEHTA, CUCTEMA aBTOMaTUYECKN NMPEANOXNT BapUaHTbl, cOAep>XKallle BBeAEeHHbIE
CMMBObI.

o MapameTp — B BbiNnazatoLLlem Cnvcke BbibepuTe Ha3BaHWe NapaMeTpa, No 3HaYeHUsM
KOTOPOro JOCTyrneH nouck. [onck no napametpam co CNOXKHOW CTPYKTYPOU AOMYCTUMbIX
3HaYEHUI HeLOCTyMeH.

o 3HaueHue — 33alTe 3HaYeHVe NapameTpa, BbIbpaHHOro Bbile. B 3aBMcMMocCTM OT
AOMYCTUMbIX 3HAUYEHWN KOHKPETHOrO NapameTpa, NPesoCcTaBAseTcs b0 BbiNajatoLLmin
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CNMCoK € AoNYyCTUMbIMW 3HAYEHNAMMN, nmbo none BBOJa A4 3alaHNA 3Ha4YeHUA
nosab3oBaTeneM C KnaBuaTypbl.

ﬂ'flﬂ Ha4yana noumcka CTaHLI,I/IIz no napamMmerpamMm KOMMNOHEHTOB Ha>XMUTE KHOMMKY Mownck.

[ns Bcex kpuTepureB novcka kpome KoHdpurypaums (cm. BbiLe) BBeAUTe CTPOKY, B
COOTBETCTBUM C KOTOPOU ByaeT Npon3BOAUTLCA MoUCK. [pun 3TOM BO3MOXXHO 3aZaHue:

® KOHKPETHOW CTPOKM ANs NOJHOrO COBMaZeHns ¢ napaMeTpoM Nouncka,
® MacKu UCKOMOWM CTPOKM: JOMYCKAtOTC CUMBOJIbI * U 2.

Haxxmute knaBuwy ENTER ana Hauana noncka. OTKpoeTcs paclumpeHHas naHesab noucka u
[EPEBO aHTUBUPYCHOW CeTH.

B aepeBe aHTMBUMPYCHOW CeTU OTOBPaXatoTCA BCe HaAEHHbIE 31EMEHTbI B COOTBETCTBUM C
napameTpaMu noucka, Npu 3ToM:

® eC/an ocyLecTBaAnNCA NONCK CTaHU MK, TO 6yAyT BblBeZE€Hbl BXOXAEHNA CTaHUMM BO BCE rpynnbl,

e ec/M B pe3y/ibTaTe MOUCKa He HaWAEH HY OAMH 3N1eMeHT, byaeT oTobpakeH nycToin
nepapxmyecknii cnmcok ¢ coobuieHrem Huuero He HalaeHo.

5.3.5. CobbiTna

[ns onoBelLLeHrs aAMUHMUCTPATOPa O COOLITUAX, TPEDYHOLLMX BHUMAHWS, CY>XXWUT pasaen,
oTobpaxkaeMblil B T1aBHOM MEHIO 3HaUYKOM X cobbitusa.

3HauoK MOXeT HaxoAnTbCA B ChefyroLWnX COCTOAHUAX:

E! — HET HOBbIX OMOBELLEHUI O COBLITUAX B CETU.

ﬂ — €CTb HOBbl€ ONnoBeLWeHNA O MaJIo3HaYNTE/IbHbIX COBbITUAX.

. — eCTb HOBble onoBeleHNA O Ba>XXHbIX CoBbITUAX, TpG6yI-OLLI,VIX BMeLlaTenbCTBa agMMHNUCTPATOPa.

[Ans cnvcka cobbITMIM BO3MOXKHbI CeaytoLme AeiCTBUS:

1.

Mpwn HaxkaTW Ha 3HAYOK OTKPbIBAETCS BbIMaAatoLLMIA CMUCOK COBBITUI aHTUBMPYCHOW ceTw. Mpwn
3TOM 3HaYOK aBTOMaTUUeCK MeHsieTca Ha LY.

Mpw HaXkaTnM Ha CTPOKY OMOBELLEHMS O COBbITUM OCYLLLECTBAAETCA Nepexo B pa3gen LieHTtpa
yrnpaB/ieHns, OTBEYatoLLMIA 38 COOTBETCTBYHOLLNIA GYHKLMOHAN.

KopeLlok Kaxaoro onoBeLLeHns B CNNCKe COObITUIA MOMeYaeTCs LBETOM, COOTBETCTBYHOLLMM
BaXHOCTW COObITMS (@HaNOrMYHO 3Hauky). Mpwu nepexose B pa3zen, oOTBEYaroLLMiA 3a
byHKLMOHaN OMOBeLLLeHNsA, OMOBELLEHME CUNTAETCA MPOYNTAHHBIMK, N KOPELLOK MEHSET LBET Ha
cepblil.
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FnaBa 5: KoMnoHeHTbI aHTUBUPYCHO ceTU 1 UX uHTepdeiic

Ta6auua 5-2. CNMcoK BO3MOXKHbIX ONMOBELLEHNA 0 COBbITUAX B aHTUBUPYCHOM ceTn

CobbiTne

OnoBeleHna o
HOBUUKaX

HenpouutaHHble
HOBOCTHU

HoBble onoBeweHus

Kputnueckue
onoselleHns

[ocrynHbl 06HOBNEHUA
CepBepa

Kondurypauns
CepBepa 6bln1a
msmeHeHa. Tpebyetca
nepe3anyck CepBepa.

KoHpurypauus Be6-
cepBepa 6biia
m3meHeHa. TpebyeTca
nepesanyck CepBepa.

5.3.6. Hactpowvku

Ba)xHOCTb

Maso3Ha4yun
TeNbHOE

Mas103Ha4yun
TENbHOE

Mas103Ha4yun

TENbHOE

Ba>XXHoOe

Ba>kHOe

Ba>kHOe

Ba>XXHoe

Paspen LlenTtpa
ynpasBJieHus

AHTNBMN PycHasa ceTb

OTkpbiBaeTca rpynna
Newbies B gepese
aHTUBMPYCHOW ceTu

E] Noppepxxka —
HoBoctu

ApMuHUCTpUpoOBaHue
— OnoBeLyeHNs Be6-
KOHCO/N

ApMuHUCTpUpoOBaHue
— CepBep Dr.Web

ApMuHUCTpUpoOBaHue
— KoHdurypaums
CepBepa Dr.Web

AAMUHUCTPUpPOBaHue
— KoHpurypaumns Be6-
cepBepa

OnucaHue

K Cepsepy Dr.Web
NOAKAHOUYNANCE HOBbIE CTAHLUN U
OXMAAT NOATBEPXKAEHME
[OCTyna oT aAMUHMCTPaTopa.
Bo3mMOXHO B caydae, eciv B
KoHburypaumm Cepsepa Dr.Web
YCTaHOBJ/IEHO 3HaueHue
MoaTBepikaatb aoctyn
BPYUHYIO /1 HacTporkn Pexxum
perucrpanmm HOBMUKOB.

[LOCTYMHbI HENPOUUTaHHbIE
HOBOCTU KOMMaHUN «,D,OKTOp
Beb».

[locTynHbI HOBbIE OMOBELLEHMS
aAMUHWCTPATOpPA, NMONyYeHHble
MeTo10M Beb-KoHCOob.

O6HoBneHne Cepaepa Dr.Web
6bI710 3arpy>KeHo B Perno3nTopuii
N LOCTYMHO ANs1 YCTaHOBKMW.

Hactpoiikn KoHUrypaumoHHOro
danna Cepsepa Dr.Web 6bi1n
M3MeHeHbl nocse 3anycka
Cepsepa Dr.Web. Tpebyetcs
nepesarpyska Cepsepa Dr.Web
A9 MPUHATUA HOBbIX HaCTPOEK.

HacTpolikn KoHGUrypaLumoHHOro
davina Beb-cepBepa 6biM
M3MeHeHbl Noc/e 3anycka
Cepsepa Dr.Web. Tpebyetcs
nepezarpy3ska Cepsepa Dr.Web
A9 MPUHATUA HOBbIX HACTPOEK.

[ns nepexosa B pa3gen Hactpoek LieHTpa ynpaBaeHus HaXKMUTE B F1aBHOM MEHHO KHOMKY E']

HacTtpoiiku.

PykoBOACTBO aAMMHMCTpaTOpa
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FnaBa 5: KoMnoHeHTbI aHTUBUPYCHO ceTU 1 UX uHTepdeiic

| Bce HacTpolikun faHHOro pasgena 6yayT AeNCcTBUTENbHbBI TONBKO AN TEKYLLEN YYEeTHOW
: 3anvcu agMuHMCTpaTopa.

YHpaBnmoLu,ee MEHHKO, PacCnoIoKeEHHOE B NeBOW YacTu OKHa, coAep>XuT ceayroLine 3JieMeHTbl:

¢ Mog y4yeTHasa 3anuch.

o VHTepodelic.
e [Noanwcka.

Mos yueTHas 3anucb

Mpw NOMOLLW faHHOTO pa3zena OCyLLEeCTBASETCA YNpaBaeHNe TeKyLLLel YUETHON 3anmcbio
aZAMWHUCTPATOPa aHTUBMPYCHOM CETU (CM. TakXe M. AAMUHUCTPATOPbI Y aAMUHUCTPATUBHbIE

rpynnbl ).

O6wue

@ 3HauyeHWs nosiei, OTMeUYEHHbIX 3HaKOM *, ZONXKHbI 6bITb 06583aTe/IbHO 3ajaHbl.

an HeOGXOAI/IMOCTM O'rpe,an'mpyl‘/'rre cieayrouine napamMeTpbl:

PerucrpaumoHHoe UMsA aZMUHUCTPaTOpa — NOTWH A1 AOCTyna K LieHTpy ynpaBaeHus.

®UO agmumHuCcTpaTopa.

AApec 3N1eKTPOHHOM NOUTbI, MPMBA3AHHbIN K YYETHOM 3anncu.

A3bIK MH'repcpel‘/'lca, I/ICI'IOJ1b3yeMbIIz AaHHbIM aAMUNHNCTPATOPOM.

@ Ecan Bbl BbiBepeTe A3bIK, TEKCTbI MHTEPdEliCa Ha KOTOPOM B AaHHbIM MOMEHT He

: 06HOBAIAIOTCA, BaM ByaeT NpeAnoXKeHO BKIOYNTL OBHOBAEHWE ANs AaHHOTO A3blka. [ns
3TOro nepenanTe Mo ccblike B pasgen AAMUHUCTpUpoBaHme — O6uian
KoHUrypaumsa penosmtopusa — Cepsep Dr.Web — f3biku LieHTpa ynpaBneHus
6e3onacHocTbio Dr.Web, yctaHoBuTE daar Ana Hy>KHOro BaM A3blka U HaxmuTe
CoxpaHuTb. pu 6ankariieM 06HOBAEHMW PENO3UTOPUA TeKCTbl MHTepdenca ans
BbI6paHHOrO A3blka H6yayT 06HOBAEHBI. Takke Bbl MOXeTe 3anycTUTb OOHOBAEHNE
BPY4YHYto B pa3gese CocTosHMe peno3mTopus.

e Mdopmart Aathbl, MCMO/b3yeMblil JaHHBIM aAMUHUCTPATOPOM MPU PesakTMPOBaHUM HaCTPOEK,
cozep>kalmx aatbl. JocTynHbl cnegyrolime dpopmartbl:

o eBPOMENCKNA: DD-MM-YYYY HH:MM:SS
o aMepuKaHCKM: MM/DD/YYYY HH:MM:SS

e OnucaHwue y4eTHOW 3anuncu.

PykoBOACTBO aAMMHMCTpaTOpa
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° ﬂrﬂﬂ CMeHbl Mapo/id HaXXMUTE KHOMKY p N3meHnTb napoJib Ha NnaHean NHCTPYMEHTOB.

CIleAYI'OI.I.I,Me napamMeTpbl 4OCTYMNMHbI TOJIbKO A/l UTEeHUA:

e [laTbl CO3AaHWS YUYETHON 3aMNMCK U NOCIEAHErO U3MEHEHMS ee NapaMeTpoB,

¢ MocnepHuii agpec — oTobpaxkaeT ceTeBON afpec NOCNefHEro NOAKNOYEHNA MOA JaHHOM
YUETHOW 3anucbto.

NMpaBa

OnwcaHne npas agMNHUCTPATOPOB N X PEAAKTUPOBaHME NpueeaeHO B pa3jene PesakTnpoBaHwue
AAMWNHNCTPATOPOB.

[Mocne n3ameHeHns napamMeTpoB HaXMUTE KHOTMKY COXpaHI/ITb.

Nntepdenc

Hactpoikun Buaa aepeBa

I'IapaMeprl A4aHHOTO noAapa3gena no3BosIAT USMEHATb BHELUHUN BWA CriCKa N aHaNorm4yHbl

o ig -
HacTporKaM, PacrnoIOXKEHHbIM Ha NaHenn MHCTPYMEHTOB NMyHKTa iz HacTpouku Bupa aepesa B
pa3aene rnaBHOro MeHH AHTMBI/IpyCHaﬂ CeTb:

e N4 rpynn:

o YneHCTBO BO BCex rpynnax — Ay6impoBatb OTObpaXkeHWe CTaHL MU B CUCKE, eC/Iv OHa
BXOAWT B HECKOJIbKO FPYMM O4HOBPEMEHHO (TONbKO AN FPYNMA, MAYLLMX MOJ 3HaUKOM 6esiol
nankn — cM. 1aba. 5-1). Ecam dnar yctaHoBAeH, 6yayT nokasaHbl BCe BXOXAEHUA CTaHUuW. Ecam
CHAT — CTaHUua byaeT oTobpaxkeHa B CMCKe eANHOXAbI.

o Moka3biBaTb CKPbITble rPYNMnbl — OTOOPaXaTb BCE rPymnmbl, BXOAALLME B aHTUBMPYCHYHO
ceTb. Mpw cHATUM faHHOTO dnara nycTble rpynnbl (He coaepkallmne ctaHuum) ByayT CKpbITbl.
3TO MOXET 6bITb YA0OHO AN NCKNHOUEHWS U3ULLHEA MHGOPMaLLMK, HanpyuMep, MPW Hanumm
601bLIOro KOMYeCcTBa NycTbiX rpynm.

e nnsa knmeHtoB Cepeepa Dr.Web (ctaHuumin, Mpokcn-cepeepos 1 cocegHnx Cepsepos Dr.Web):

o Moka3sbiBaTb UAEGHTUPUKATOPbI KIMEHTOB — OTOOPaXKaTb YHUKa/NbHble UAEHTUdMKATOPbI
knneHtoB Cepsepa Dr.Web.

o Moka3biBaTb Ha3BaHUA KJIMEHTOB — OTobpaxaTb HazBaHus kaneHToB CepBepa Dr.Web.

| Henb3s oTkatounTh OTOBpPaXKeHe NaeHTMHNKATOPOB U HAa3BaHNIN KINEHTOB
: oaHoBpeMeHHo. OanH 13 napametpos MokasbiBaTb NAEHTUPUKATOPbI KJIMEHTOB U
Moka3sbiBaTb Ha3BaHWUA KJIMEHTOB Bcerja byseT BblbpaH.

o Moka3sbiBaTb agpeca KIMeHToB — oTobpaxatb IP-agpeca kniveHtoB Cepepa Dr.Web.

PykoBOACTBO aAMMHMCTpaTOpa
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FnaBa 5: KoMnoHeHTbI aHTUBUPYCHO ceTU 1 UX uHTepdeiic

MokasbiBaTbh cepBepbl cTaHLM — OoTObpaxaTb MMeHa nan IP-agpeca Cepsepos Dr.Web, k
KOTOPOM MOAKIOYUEHbI CTaHUMWN. AKTyanbHO AN CTaHLMK, BXOAALLMX B Knactep CepBepoB
Dr.Web.

Moka3biBaTb CEPbE3HOCTb COCTOAHMUA CTaHLMN — OTOOpaxKaTb CepPbe3HOCTb CTaTyca AA
aKTUBHbIX CTaHUMI. Mpu 3ToM f06aBUTCA LBETOBAs rpajaums Ana CTaHLUA B 3aBUCUMOCTA OT
nx ctatyca (cM. 1abs. 5-1). Ecam onums oTkAOYEHa, TO ANA CTaHLMK CO CTaTycamu, KOTOPbIM
cooTeercTytOT 3Haukn & 1 B, Gyser otobpaxarbcs 06w 3Havok &,

® N4 BCEX 2/1IEMEHTOB!

o

Moka3sbiBaThb 3HAUOK NepPCOHa/IbHbIX HACTPOeK — OTobpaxkaTb Mapkep, 0603HaUaro LM
Ha/An4Yme NepcoHaabHbIX HAaCTPOeEK, Ha 3Haukax rpynn u kaveHToB Cepsepa Dr.Web: ctaHumi,
Mpokcu-cepBepoB n coceaHmx Cepeepor Dr.Web.

Moka3sbiBaTb onucaHua — oTobpaxkaTb onuncaHus rpynn n kameHtos Cepsepa Dr.Web:
cTaHumin, Mpokcn-cepeepos 1 cocegHnx CepeepoB Dr.Web (onucaHus 3agatoTcs B CBOMCTBaAX
3/IEMEHTA).

Moka3biBaTb KOMUYECTBO KIMEHTOB — OTOOpaXxaTb KOMYeCTBO kaneHToB CepBepa
Dr.Web: ctaHumm, Mpokcn-cepsepoB u coceaHux Cepepos Dr.Web ans Bcex rpynn
aHTUBUPYCHOW CETW, B KOTOPbIE 3TU KINEHTbI BXOAAT.

Moka3sbiBaTb 3HaUOK NPaBWUJ YJIEHCTBA — OTODOpaXxaTb MapKep Ha 3HauKax CTaHL Wi,
KOTOopble bbian 4o6aBAeHbI B rpynny aBTOMaTUYeCKN COrIaCHO MpaBuiaM YNEHCTBA, a Takxke
Ha 3HauKax rpynn, B KOTOpble CTaHL MK bblIn 06aBAEHbl aBTOMaTUYECKM.

HacTpoiikn copTMpOBKN KJINEHTOB

Hactpoiikn gaHHOro nogpaszena no3BosstoT U3MEHATb NapaMeTp, MO KOTOPOMY OCYLLEeCTBAAETCS
COPTMPOBKA, M NOPAJOK cOpTUPOBKM KaneHToB CepBepa Dr.Web: ctaHumi, NMpokcu-cepeepoB u
cocepHunx CepeepoB Dr.Web B aepeBe aHTUBUPYCHOM CETW, U aHaNOTNYHbl HAaCTPOMKaM,
PaCrnoNOXEHHbIM Ha MaHeNN NHCTPYMEHTOB MyHKTa il HacTpoiikn copTMpPOBKM K/IMEHTOB B
pa3zene rnaBHOro MeHo AHTUBUPYCHaA ceTb:

e [1ns BbIGOpa NapameTpa, No KOTOpoMy ByaeT NPOU3BOAUTLCA COPTUPOBKA, YCTAaHOBUTE OANH U3
cneayrolmx GaaroB (ZonyckaeTcs BbIGOP TOIbKO OAHOTO NMapamMeTpa):

o

o

MAeHTI/Iq)MKaTOp — COPTUPOBATb MO YHWKaNbHbIM I/IAGHTI/Id)I/IKaTOpaM KJINEHTOB.
HasBaHne — cCopTnpoBaTtb NO UMEHaM KJINEHTOB.

Apapec — copT1poBaTh MO CETEBLIM afpecam KJAMEHTOB. Te KIMEHTOB, Y KOTOPbIX HET
CeTeBOTO agpeca, byayT BbIBOAWUTLCA B MPOM3BOJIbHOM Nopsake 6e3 cCopTUPOBKM.

[aTa co3zpaHna — copTMpoBaThb MO AaTe CO3jaHNsA YUYeTHOM 3anucm kaneHTa Ha Cepeepe
Dr.Web.

[laTta nocnegHero NOAKAOUEHNA — COPTUPOBATL MO AaTe NOCAELHENO NOAKAOYEHNS K
Cepsepy Dr.Web.

e [1ns BbIBOpa Nopsigka COPTUPOBKM YCTaHOBUTE OAWNH U3 cneaytolmx Gnaros:

o

o

CopTupoBaTb NO BO3pacTaHUIO.

CopTtupoBaTtb no y6biBaHMIO.

PykoBOACTBO aAMMHMCTpaTOpa
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BpemeHHOW MHTepBan

B aaHHOM nogpaszene 3ajat0TCA HaCTPOWMKM BPEMEHHOTO MHTEpPBaa, B Npeaesnax KoToporo
oTObpaaroTca cTaTUCTUYeckme AaHHble (CM. n. [IpoCMOoTp CTaTUCTUKK No paboyeit CTaHLLUW):

e B Bbimagatowem cnvcke MHTepBan No yMoA4YaHUIO A4l NPOCMOTpPa CTaTUCTUKM 33/,aeTcCs
BPEMEHHOW MHTepBas, KOTOPbIV ByAeT yCTaHOB/IEH MO YMOYaHWUIO A/ BCEX Pa3aenoB
CTaTUCTUYECKUX AaHHBbIX.

Mpy NepBOM OTKPbITUM CTPaHWULLbI CTaTUCTUKA ByaeT oTobpaXkaTbCs 3a AaHHbIN BpeMeHHOM
nHTepBas. Mpn HeEOBXOAMMOCTN MOXHO U3MEHWUTb BPEMEHHON MHTEPBa/ HEMOCPEACTBEHHO B
caMux pasgenax cTaTUCTUKK.

e [1n5 TOro 4to6bl B pasgenax CTaTUCTUKN COXPaHAICA NOCAEAHUIN 3aZlaHHbI ANS HUX MHTepBaJ,
yctaHoBuTe diar CoXxpaHATb NOCAeAHUA UHTepPBal NPOCMOTpPa CTaTUCTUKM.

Ecam dnar yctaHOBAEH, TO NPY NEPBOM OTKPbITUM CTPaHWLLbl OTOBpaXkaeTcs CTaTUCTMKA 3a
nocnesHVN Nepuoa, KoTopbln bbin BbibpaH B Beb-6paysepe.

Ecam dnar cHAT, TO Npu NeEpBOM OTKPbLITUM CTPaHULLbI OTOOpaXKaeTcs CTaTUCTMKA 3a NEPUOA,
3afaHHbIV B cnucke MIHTepBan no ymosuyaHuio ANA NPOCMOTPa CTaTUCTUKW.

ABTOopusauua

B Bbinagarolem cnvcke flonyctumbii nepuog 6e3aeincTBuA BbibepumTe Nepuos BpeMeHy, no
NCTEYEHUN KOTOPOTO ceccns paboTel ¢ LieHTpom ynpaBneHuns B Beb-bpay3epe aBToMaTUyecku
npepblBaeTcs.

dkcnopt B PDF

B AaHHOM moapasgene 3a4aroTCa HaCTPOMKM TeKCTa NPU 3KCMOopTe CTaTUCTUYECKNX JaHHbIX B
¢opmart PDF:

e B Bbinagatowiem cnvcke LpugT oTueToB Bbl MOXKETE BbIOpaTh LWPUOT TEKCTA, UCNOIb3YEMbIN
npw akcnopTte oTyetos B dpopmat PDF.

e B nosne Pazmep wpudrta oTyeTOoB 3343aeTCA pasmep wpnudra OCHOBHOTO TEKCTa CTaTUCTUYECKUNX
Taba1L, NCNob3yeMblil NpKW 3KCcnopTe oTyeTtoB B popmart PDF.

OTyeTsbl

B aaHHOM mogpaszene 3a4aroTC HACTPOWMKM OTOBPaXKeHWs CTaTUCTUYECKUX JaHHbIX B pa3zene
OTueThl LleHTpa ynpasaeHus:

¢ B nosie KonnuectBo cTpoK Ha cTpaHULe 33/3eTCA MakCMManbHOE KOIMYECTBO CTPOK Ha OZHOM
CTpaHuLLe OTYeTa NPU NOCTPAHUYHOM OTOBPAXKEHUM CTAaTUCTUKM.

e YcraHoBuTe dnar MokasbiBaTh rpadumkm, YTOObI 0TObPaxKaTb rpaduyeckme AaHHble Ha CTPaHMLax

CTaTUCTUYECKNX OTYETOB. Ecam c|>J1ar CHAT, 0T06pa>KeHv1e Fpaq)I/IL-IeCKI/IX AaHHbIX OTK/IKOYaEeTCA.

PykoBOACTBO aAMMHMCTpaTOpa
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Mopanucka

B naHHOM nogpasgene HacTpamBaeTca NOAMUCKA Ha HOBOCTM KOMMaHun «/lokTop Beb».

YctaHoBuTe pnar ABTOMaTMueckas NoAnmcka Ha HoBble pa3geibl /11 aBTOMATUYECKOTO
f06aBNeHNA HOBbIX pa3fenoB Ha cTpaHule HoBoctu B LieHTpe ynpasaeHus.

5.3.7. Momouwb

[na nonyyeHmna nomowm B npouecce pabotsl ¢ Dr.Web Enterprise Security Suite HaxxmuTe B

rNaBHOM MEHIO KHOMKY E] Momouwb. OTKPOETCA KOHTEKCTHOE MEHIO, COAep Kalliee CcieaytoLme
MyHKTbI:

e =5 lokymMeHTaumua — OTKPbITb Pa3zen 4OKYMEHTaLUN agMUHUCTPATOPa, COOTBETCTBY LU
pa3geny LleHTpa ynpaBieHus, B KOTOPOM Bbl HAXOAMTECh B AaHHbI MOMEHT. Ecm ans TekyLero
pasgena LleHTpa ynpaBaeHWs HeT COOTBETCTBYHOLLErO pa3zena B 4OKYMEHTaLUM, MyHKT

AOKYMGHTaU,VIﬂ He 6yp,eT OTO6pa)KaTbCF| B KOHTEKCTHOM MEHHKO 3Ha4Ka .

o Mopaepixka — oTKpbITh pasgen Moaaepikka LieHTpa ynpassieHnsa (CM. HUXeE).

Moapepixka
Pa3zgen Mopaepikka COAEPXKUT CefyrOLLINE SNEMEHTbI:

1. CcblNKM Ha BCMOMOraTebHble pecypchbl
e ®opym — nepeitn Ha dopym KomnaHum «okTop Beb».
e HoBocTn — nepelit Ha CcTpaHuLly HOBOCTe KoMMNaHun «loktop Beb».

e O6paTuTbCa B cny)Kby TeXHUUECKOW NOAAEPIKKN — MNEPENTM Ha CTPaHWULLY TEXHUYECKOW
noaaep>xxkn «loktop Beb».

¢ Mpucnatb nopo3puTenbHbIN paiin — oTKPbITb GOPMY A5 OTNPaBKM BUPYCa B
naboparoputo «Joktop Beb».

e Bukunegusa «[lokrop Be6» — nepeliti Ha cTpaHuLy 6a3bl 3HaHWI, NOCBALLEHHOW NPOAYKTaM
KoMnaHun «[Joktop Beb».

e CoobwuTthb 0 I0XKHOM cpabaTbiBaHUN B OPUCHOM KOHTpOsIe — OTKPbITb GOpMYy ANs
OTNpaBKM COOBLLEHNA O OXKHOM cpabaTbiBaHUN MAW NPOMYCKe BPEAHbIX CCbIIOK B MOAYy e
OduncHOro KOHTpOAS.

2. Pazgen AokymeHTauma. Kaxzabli JoKyMeHT gocTyneH B dopmate HTML, a Takxxe PDF — npwm
YyCIOBUM UTO ANA BbIOpaHHOTO f3blka MHTepdelica LieHTpa ynpaBaeHns ycTaHOBAEH
COOTBETCTBYHOLUUI dar, a TakxKe AaHO ykalaHve 06HOBAATbL fOKyMeHTauuo B dopmate PDF, B
pa3zene O6wan koHpurypauus penosutopusa — Cepsep Dr.Web — [lokymeHTauus. Ytobbl
OTKPbITb fOKYyMeHT B dopmaTe HTML, HaxxmuTe Ha HazBaHWe HYy>KHOro pykoBoactBa. OTKpbITb

TOT XXe JOKYMeHT B popmaTe PDF MO>KHO, HaXaB MKOHKY o B KON0HKe Ckauvatb. [11a ypobcTBa
AOKyMeHTaLma pa3buta Ha HECKO/IbKO MOApPa3jenos:

PykoBOACTBO aAMMHMCTpaTOpa
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e YcraHoBKa u ucnonb3sosaHue Dr.Web Enterprise Security Suite (aokymeHTauua
aAMUHUCTpaTOopa)

PykoBogcTBa B laHHOM nojpaszjene AaroT BCeCTOPOHHee NpeAcTaBieHne O TOM, Kak
ycTpoeH cepsuc Dr.Web Enterprise Security Suite. VI3 crpynnupoBaHHbIX 34ecb MaTepunanos
MOXHO Yy3HaTb MOPAAOK pPa3BePTbIBaHWA N HACTPONKN KOMMIEKCHOM aHTUBUPYCHOW 3aLLUTbI
N 0COBEHHOCTN B3aUMOZENCTBUA ee KOMMOHEHTOB CO CTOPOHHUMM MPOrpamMmMamMu, a Takxe
03HaKOMMUTBCA C MOCAEAHUMU N3MEHEHMAMU B YCTaHOBEHHOM y Bac Bepcumn Dr.Web
Enterprise Security Suite.

¢ YnpaBneHue paboummu ctaHumuammn nog 3awmron Dr.Web Enterprise Security Suite
(AoKymeHTaLMA agMUHUCTPaTopa)

[JlaHHble pyKOBOACTBa coZep>KaT MHGOPMALMKO O HACTPOMKe U LieHTpaan3oBaHHOM
ynpaBaeHUn pasnnyHbIMK NPOAyKTaMu KomnaHum «Joktop Beb», korga oHn BXOAAT B
cocTaB aHTMBUpPYCcHOM ceTn Dr.Web Enterprise Security Suite.

e [lokymeHTaLusA Nosb3oBaTens

B 31X MaTepuanax cogepxuTcs nogpobHas MHGopmMaLms No yCTaHOBKE U HAaCTPOKe
pa3/IMYHbIX NPOAYKTOB KOMMaHWn «JokTop Beb», a Takke pekomMeHzaLmmn no
MCMOIb30BaHWIO U PELLEHNIO TUMNYHbIX MPo6aeM, BO3HMKAOLWMX Y NMOb30BaTeNei.

| Mpw ckaumBaHWK JOKyMeHTauumn yepe3z MobuabHbIM LieHTp ynpaeaeHus Dr.Web Ha
: ycTporicTBe nog ynpasneHnem OC Android foKyMEHT aBTOMaTUUECKM COXPaHAETCs B
namnky 3arpysku.

Ecnv Cepeep Dr.Web pabotaet no npotokony HTTPS ¢ camonognumcaHHbIM
ceptndukaToM, nepes ckaumBaHMeM JOKYMEHTaLMM Ha YCTPOMCTBO NMOA yrpaBaeHNeM
OC Android y6eautecsh, uto 3101 ceptnudukat Cepeepa Dr.Web yctaHOBAEH Ha Ballem
YCTpOWCTBeE.

5.4. KomnoHeHTbl LleHTpa ynpaBseHusa 6e3o0nacHOCTbIO
Dr.Web

5.4.1. CkaHep ceTn

®dyHkumm CkaHepa cetu
e CKaHMpPOBaHWe CeTn C Lenbto 0BHapy>KeHns paboumx CTaHLUN.
o OnpepeneHne Haanumsa AreHta Dr.Web Ha cTaHuumsx.

e YcraHoBka AreHTa Dr.Web Ha o6Hapy>keHHble CTaHLUM MO YKa3aHWo aMUHUCTpaTopa. YcTaHoBKa
Arenta Dr.Web nogpo6Ho onucaHa B PykoBoacTBe no ycraHoBKe, . YcraHoeka AreHta Dr.Web
C cnoab3oBaHuem LleHTpa ynpasseHna 6esonacHocTbio Dr.Web.

PykoBOACTBO aAMMHMCTpaTOpa
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MpuHunn paboTtbl CkaHepa ceTn

CkaHep ceTn NoAAEepXKMBaET ClesytoLLne pexrMbl Nouncka:

1.

v~ W

Mowck B Active Directory.
Mownck no NetBIOS.
Mownck no ICMP.

Mowck no TCP.

ﬂ‘OI'IOJ'IHI/ITeﬂbeII\/'I pexunMm: onpeaeneHne HaandmA AreHTa.

anHLI,Mn AeﬁCTBMﬁ, €CJ/IN BCe peXknMbl BK/IFOYEHbI:

1.

MepBble TPM pexxMMa 3anyckaroTcs napasanenbHo. NMoBTOPHbIA ONPOC yKe ONPOLLEHHbIX CTaHLMRA
He OCyLLecTBAAETCS.

Mocne okoHuaHus nomcka no ICMP, Bkatouaetca novck no TCP aAns He OTBETMBLUMX aApPeCcoB.
Ecam nounck no ICMP oTkaroueH, cpasy BktovaeTca nonck no TCP napannensHo ¢ nepsBbiMuy
ABYMA pexnmamu.

| Mownck no ICMP ocyliecTBAseTCA Ha OCHOBE PaCChbIIKM Ping-3anpoCcoB, KOTOPbIE MOTYT
: 6710kMpPOBaTbCA N3-3a CETEBbIX MOANTUK (B YACTHOCTM, U3-3a@ HACTpoek BpaHAMay3pa).

Hanpumep:

Ecam B OC Windows (Vista 1 no3gHee) B HacTponkax ceTh Obiia 3ajaHa
O6wepocrynHas cetb, T0 OC 6yaeT 610kMpoBaTh BCE Ping-3anpochl.

Ans cTaHuui, 06Hapy>KeHHbIX B pe3ysibTaTe MOMCKa Mo NepBbIM YeTbIpeM pexxMMam, 3arnyckaeTcs
OnpoC C LieNblo 0bHapy>KeHWs AreHToB.

@ CkaHep ceTv cnocobeH onpeaenvTb HaaMune Ha CTaHUMKN AreHTa ToNbKo Bepcun 4.44 u
: no3sgHee, HO He CNocobeH B3avMoaencTBoBaTh C AreHTamu 6osee paHHUX BEPCUN.

YCTaHOB/IEHHBI Ha 3aLMLLI@eMO CTaHL MM AreHT OCyLLLeCTBAAOT 06paboTKy COOTBETCTBYHOLLMX
3anpocoB CkaHepa ceTi, MOCTynaroLWwmnx Ha onpeseneHHbI nopT. 1o yMoaYaHUo 1cnosb3yertcs
nopT udp/2193. COOTBETCTBEHHO, 3TOT Xe MOPT MO YMOJYaHWUIO NpeaaaraeTca onpaluveatb U B
CkaHepe cetn. CkaHep CeTV ZieNaeT BbIBOJ, O Ha/MUMN UM OTCYTCTBUM AreHTa Ha CTaHLMN UCXOAS
13 BO3MOXHOCTN 06MeHa MHPOpMaL el (3anpoc-0TBET) Yepes BblLLeyKa3aHHbIN MNOPT.

ili Ecam Ha cTaHumW ycTaHOBAEH 3anpeT (HanpumMep, NocpescTBoM daliepBona) npuema
nakeToB Ha udp/2193, TO AreHT He MOXeT BbITb OBHapyXeH, a, clefoBaTeNbHO, C
TOoukM 3peHna CkaHepa ceTn, cumTaeTcs, UTo AreHT Ha CTaHLMU He YCTaHOBAEH.

PykoBOACTBO aAMMHMCTpaTOpa
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3anyck CkaHepa cetu

Yrtobbl npoBecTU CKaHUpPOBaHUe ceTu

1. Otkpownte okHO CkaHepa ceTu. [Jns 3TOro BbibepuTe NyHKT AAMUHUCTPUPOBaHME B 1TaBHOM
MeHto LleHTpa ynpaBieHuns, B OTKPbIBLLUEMCA OKHe BblbepuTe MyHKT YNPaBAAOLLErO MEHHO
CkaHep Cetn. OTkpoeTca okHo CkaHepa ceTu.

2. YcraHoBute dpnar Bknrountb nomck no ICMP, uto6bl OCyLLECTBAATL NOUCK CTaHLUI Yepes
npotokon ICMP B npegenax 3agaHHbix IP-agpecos.

3. YcraHosute dpnar Bkarountb nonck no TCP, uto6bl OCYLLLECTBAATE MOUCK CTAHLMI Yepes
npotokon TCP B npegenax 3asaHHbIx IP-agpecos.

3asaiTe HaCTPOMKIN ANA JAaHHOTO pPeXunma:

¢ BbicTpoe ckaHupoBaHue. B pexvmMe HbICTPOro ckaHMPOBaHWUA CETM OCYLLLECTBAAETCA ONPOC
TOJIbKO OCHOBHbIX MOPTOB Ha cTaHuuax: 445, 139, 22, 80.

¢ PaclumpeHHoe ckaHupoBaHMe. B pexxume paclumpeHHOro CkaHMpOBaHUA CeTU
OCYyLLeCTBAAETCA NPOBEPKa MHOXECTBA YacTO UCMOJ/Ib3yeMblX NOPTOB. MopThbl CKaHMPYOTCA B
CTpOro ykasaHHom nopsagke: 445, 139, 135, 1025, 1027, 3389, 22, 80, 443, 25, 21,7, 19, 53,
110, 115, 123, 220, 464, 465, 515, 873, 990, 993, 995, 1194, 1433, 1434, 2049, 3306, 3690,
4899, 5222, 5269, 5432, 6000, 6001, 6002, 6003, 6004, 6005, 6006, 6007, 6446, 9101, 9102,
9103, 10050, 10051, 8080, 8081, 98, 2193, 8090, 8091, 24554, 60177, 60179.

e Appeca IPv4 — crnincok agpecos IPv4:
° O4MHOYHble aapeca: 10.4.0.10
5 AmanasoH yepes gednc: 172.16.0.1-172.16.0.123
@ AManasoH C UCNoab3oBaHVeM npedukca cetn: 192.168.0.0/24

" " n

Mpw 3aaHNM HECKONbKMNX aZpecoB nUcnoablynte ;" nam “," B Kauectse pasgenutens.
e Appeca IPv6 — cnncok agpecos IPv6:

@ OAVHOYHbIe agpeca: £e80::9109:1808:8e44:735b%3

o AManasoH vepes geduc: [FCO0::0001]-[FCO0::££f££]

5 AManasoH C UCMoJsib30BaHMeM npedwukca cetn: [:: ££££:10.0.0.1]1/7

", un

|_|pI/1 3ajaHNN HECKOJIbKUX aapecoB IACI'IOHb3yI;1T€ ; han -, B KayecTBe pa3aenntena.

4. YcraHoBuTe dnar Bkarountb nonck no NetBlOS, utobbl OCyLLECTBAATL MOUCK CTaHL MM Yepe3
npotokon NetBIOS.

3ajanTe HaCTPOWKKN ANA JAHHOTO pexunma:

o AOMeHbI — CMNCOK 4OMEHOB, B KOTOPbIX 6y,a,eT OCyLLeCTBAATbCA MOUCK CTaHuMIz. B kauecTtBe
pasgenuntena Ana HECKOJIbKMX JOMEHOB VICI'IOJ'Ib3yVIT€ 3anATyHo.

e YcraHoBuTe dsiar PaclumpeHHoe cKaHMpOBaHMe, YTO6bl OCYLLECTBAATL PACLUIMPEHHOE
CKaHVpPOBaHWE C UCMOJIb30BaHVEM MHbOPMaLUK OT 0b6o3peBaTeneit ceTu.

PykoBOACTBO aAMMHMCTpaTOpa
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5. YcraHoBwuTe dnar Bkarountb nouck B Active Directory, 4utobbl oCyLLecTBAATb MOUCK CTaHL U B
nomeHe Active Directory.

& [na noncka ctaHumin B sgomeHe Active Directory npu nomowum CkaHepa cetu

: HeobxoAMMOo, UTObbl Be6-bpay3ep, B KOTOPOM OTKPbIT LieHTp ynpaBaeHus, 6bia
3anyLeH oT UMEeHW JOMEHHOrO NoJ/b30BaTe/A C NpaBaMun Ha NOMCK 06bEKTOB B JOMEHE
Active Directory.

Mowck cTaHumi B gomeHe Active Directory ocyLuecTBasieTcs TONbKO MO 3alluULEeHHOMY
npotokosy ldaps.

3asanTe HaCTPOMKIN ANS JAaHHOTO pPeXxXnma:

KoHTtponnep Active Directory — koHTpoanep Active Directory, Hanpumep, dc.example.com.
PerncrpauMoHHoe UMaA — pernctpaLmoHHoe nms noab3osatens Active Directory.

Maponb — naposib nonb3oBatens Active Directory.

@ [Ans Cepsepos Dr.Web nog OC Windows HacTtporiku novcka B Active Directory

: ABNAIOTCA Heobs3aTeNbHbIMU. B KauecTBe perncTpaumoHHbIX AaHHbIX MO YMOAYaHUIO
MCMOAb3YOTCA AaHHble NOJb30BaTesA, OT UMEHW KOTOPOro 3anyleH npouecc Cepsepa
Dr.Web (kak npasuno LocalSystem).

[Ons Cepsepos Dr.Web nog OC cemerictea UNIX HacTpoiku A0aKHbI 6biTb 06A3aTeIbHO
3ajaHbl.

B BbiMajakoLleM crnmcke 3au.|,v|'ra coeguHeHumA Bbl6epI/ITe T™n LIJI/ICI)pOBaHHOFO obmeHa
AaHHbIMW!

o STARTTLS — nepekntoueHme Ha 3allnLLeHHOe CoOeMHEeHMEe OCYyLLLeCTBAAETCA Yepes
KOMaHay STARTTLS. o ymoOi4aHUIO AN COeANHEHNA NpeaycMaTpmuBaeTcs
ncnoab3oBaHue 25 nopra.

o SSL/TLS — oTKpbITb OTAENbHOE 3alLuLeHHoe WndpoBaHHOE coeanHeHre. Mo yMoa4aHumto
ANA COefMHEHNA NpeayCcMaTpmUBaeTca UCnoib3oBaHne 465 nopra.

o HeTt — He ncnosb3oBatb WindposaHme. OBMeH AaHHbIMU ByAeT NPOUCXOAUTbL MO
He3aLLLEHHOMY COEfMHEHNIO.

6. B pa3gene O6bwme napameTpbl 33jariTe HACTPOWMKM, UCMOb3YyEeMble BCEMU PeXMMaMM NMOUCKa:

TaﬁM-ay'r (cek.) — mMakcMMmanbHoe BpPeEMA OXnaaHWA OTBETA OT CTaHUWW B CEKYHAaX.

KonnuectBo o6palyeHunii K 04HOM CTaHLUU — MaKCUMabHOE KOAMYECTBO ObpaLLeHnin K
OJZIHOW CTaHL MM B OXWAAHUN OTBETA.

KonnuectBo ogHOBpeMeHHbIX 06palleHuii — MaKCMManbHOEe KOIMYECTBO CTaHLMK, K
KOTOPbIM OCYLLECTBAAETCA OJHOBPEMEHHOE ObpalLLeHme.

YctaHoBuTe dnar MokasbiBaTb Ha3BaHWUA CTAaHLMW, YTOObI ANA HAWAEHHbIX CTaHLLUI
oTobpaxkancs He TobKO Ux IP-agpec, HO N JomeHHoe nms. Ecim ctaHumsa He
3apeructpupoBaHa Ha DNS-cepBepe, To byaeT BbIBOAUTCA TOIbKO ee IP-aapec.

PykoBOACTBO aAMMHMCTpaTOpa
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e YcTraHoBUTE c|>J1ar Onpep,emrrb Haanuwme AreHrta, UTOObI OonpeaenAaTb Haan4vme
YCTaHOBNEHHOTIO Ha CTaHU WK AreHTa.

| Ecnv onumsa OnpegensaTb Hannume AreHta OTKIHOUEHA, 415 BCEX HAMAEHHbIX CTaHLMI
: ByaeT oTobpaxaTbcs cTaTyc I, T. e. COCTOAHME aHTUBMPYCHOrO MO Ha CTaHLMK
HEen3BeCTHO.

e MopTt — HOoMep nopTa npoTokoaa UDP no koTopomy cneayet obpalatbcs K AreHTam npu
nowcke. lnanasoH 3HaueHuin 1-65535. Mo ymonuaHuio ncnosnbyetca nopt 2193.

7. HaxmuTte kHonky CkaHMpoBaThb. [10C/1e 3TOro HaYyHETCA CKaHMPOBaHME CEeTH.

8. B npouecce ckaHMpPOBaHWA CETM B OKHO ByAeT 3arpy»aTbCa CMMCOK KOMMbIOTEPOB C yKa3aHNeMm
HanuuMaA Ha HUX AreHTa Dr.Web.

Pa3BepHI/1Te 3/IEMEHTbI KaTaJsiora, COOTBETCTBYHOLLME pa6oq|/|M rpynnam (AOMeHaM). Bce
3/IEMEHTbI KaTasiora, COOTBETCTBYHOLLME pa60qvuv| rpynnam n otae/ibHbIM CTaHLMAM NMOMeEYaroTCA
PasnnyHbIMM 3Ha4YKaMW, 3HAYEHNE KOTOPbIX NMPUBELEHO HUXKE!

3Hauok  OnucaHue
Pa6ouwne rpynnbl

A Pabouue rpynnbl, cogepkallive B UMCae NPOYMX KOMMbIOTEPI, Ha KOTOPbIE MOXHO
yctaHoBUTb aHTMBMpPYC Dr.Web Enterprise Security Suite.

i OctanbHble rpynnbl, BKIHO4Yakowme KoMnbroTePbl C YCTAHOBAEHHBIM aHTUBUPYCHbBIM Mno
A HeJOCTYMHbIE NO CETU.

Pabouue ctaHuumn
= AKTVBHas CTaHLUMA C yCTAHOBJIEHHbIM aHTUBUPYCHbIM [10.

AKTVBHasA CTaHLUMA C HEMOATBEPXAEHHbIM CTaTycoM aHTusmpycHoro MO: Ha
KoMMbtoTepe HeT aHTuBMpycHoro MO, 1mbo Haanumne MO He NpoBepAaoCh.

DNeMeHTbI KaTanora, COOTBETCTBYHOLLME CTAaHUMAM CO 3HaYKaMu E, MO>XHO AOMOJIHNTENIbBHO

pasBepHyTb N O3HAKOMUTLCA C COCTaBOM YCTaHOBJIEHHbIX KOMIMOHEHTOB.

5.5. Cxema B3anmoaenucTBusi KOMNOHEHTOB aHTUBUPYCHOM
cetu

Ha pucyHke 5-2 npeactaBaeHa obuas cxeMa pparMeHTa aHTUBMPYCHOM CeT.

[JaHHas cxema oTObBpaXKaeT aHTUBUPYCHYHO CETb, B COCTaB KOTOPOW BXOAMUT TOIbko oaunH CepBep
Dr.Web. B KpynHbIx KOMMaHWUsAX NPeAnoUYTUTENbHO Pa3BOpaYMBaTh aHTUBUPYCHYHO CETb C
Heckonbkumu Cepaepamu Dr.\Web ans pacnpeseneHus Harpysku Mexxay HUMMU.

PykoBOACTBO aAMMHMCTpaTOpa
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B AaHHOM MprMepe aHTMBUPYCHas CeTb pa3BepHyTa B npeaenax ogHow JIBC, ogHaKo Ans yCTaHOBKM
n paboTtbl Dr.Web Enterprise Security Suite n aHTUBMPYCHbIX MaKETOB HaXOXAeHWE KOMMbIOTEPOB B
npegenax kakon-nmbo JIBC Heobs3aTeNbHO, 4OCTaTOYHO AOcCTyna B VIHTepHeT.

ol — (&

Cepsep Dr.Web ====  HTTP/HTTPS

LLeHTp ynpasaeHunA 6e30MacHOCTbIO

DrWeb CeTb Ha ocHoBe TCP/IP

HeszaluMileHHbIN 10KaNbHbIN
KOMMbtoTEp

© 4] &V
|

3alMLLEHHbIV IOKa/IbHbIA KOMMbOTEP @

PucyHok 5-2. CTpyKTypa aHTMBUPYCHOM CeTn

Mpwu 3anycke CepBepa Dr.Web BbinonHseTca chepyrowas nocaeaoBaTelbHOCTb AeACTBUNA:

1. 3arpyska ¢painos Cepsepa Dr.Web u3 katanora bin.
2. 3arpyska lNnaHnposLymka 3agaHnin Cepsepa Dr.Web.

3. 3arpyska kaTtasora LieHTpaM30BaHHOW YCTaHOBKW 1 KaTasora 0B6HOBAEHNSs, MHULManmU3aLms
CMCTEMbI CUrHaIbHOTO MHGOPMUPOBAHMSA (CUCTEMbI OMOBELLLEHWI).

4. TMposepka uenoctHoctn B/l Cepeepa Dr.Web.
5. BbinonHeHve 3agaHuii MnaHnposLumka 3agaHmii Cepepa Dr.Web.

6. OxwugaHve nidopmauumm ot AreHtoB Dr.Web n komaHg ot LleHTpoB ynpasaeHus.

Becb NOTOK KOMaHZ, AaHHbIX U CTaTUCTMYeCcKor nHGopMaLm B 06a3aTeNnbHOM NOpPSAKE NPOXOAUT
yepes Cepeep Dr.Web. LieHTp ynpaBneHus Takxke obMeHmBaeTcs MHPOpMaLLmMel TObKO C

PykoBOACTBO aAMMHMCTpaTOpa
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FnaBa 5: KoMnoHeHTbl aHTUBUPYCHOW CeTU U UX UHTepdelic
Cepsepom Dr.Web; nameHeHus B koHbUrypaumm pabouert ctaHLMM 1 nepesada KOMaHa AreHty
Dr.Web ocyuwectBasetcs Cepsepom Dr.Web Ha ocHoBe komaHa LleHTpa ynpaBieHus.

Taknm obpazom, formyeckas CTpykTypa dpparmMeHTa aHTUBMPYCHOW CETU MMeET BUZ,
NpeACTaBAeHHbIN Ha puUcyHke 5-3.

D

Cepsep Dr.Web ====  HTTP/HTTPS

LLeHTp ynpasaeHunA 6e30MacHOCTbIO

DrWeb e C@Tb Ha OcHOBe TCP/IP

Mepesava 06HOBAEHWI Uepe3

3alLUMLLEHHbIV IOKA/IbHBIA KOMMbIOTEP HTTP/HTTPS

BCO Dr.Web

m @ & g

PucyHok 5-3. Jlornueckas CTpyKTypa aHTMBMPYCHOMW CETU

Mexgy Cepsepom Dr.Web n pabounmu cTaHUMAMM (CNAOLIHAA TOHKAA IMHUSA Ha PUCYHKe 5-3)
nepeaaroTcs:

e 3anpocbl AreHTa Ha NoJlyYeHve LeHTPaaM30BaHHOTO PacnucaHns 1 LLeHTpasn3oBaHHOe
pacnvcaHne JaHHON pabouelt cTaHL MK,

® HacTPOMKM AreHTa 1 aHTVBMPYCHOTO MNakeTa,

PyKoBOACTBO aAMWHMCTpATOpa
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e 3aMpocCbl Ha OYepeHble 3aaHus, NOANEXaLLME BbINOJHEHWIO (CKaHUPOBaHWe, 0OHOBEHME
BMPYCHbIX 6a3 1 T. n.),

e (balnbl aHTUBUPYCHbIX NMaKeTOB — MpPU NOAyUYeHUN AreHTOM 3aZaHus Ha KX YCTaHOBKY,
e 06HOBAeHMA 1O 1 BUPYCHbIX 6a3 — Npu BbINONHEHUM 3a4aHNA Ha OOHOBAEHWE,
e coobLeHns AreHTa o KOHOUrypauum paboueri ctaHLmu,

e CTaTUCTUKA pPaboTbl AreHTa U aHTUBUPYCHbIX MAKETOB A/ BKAKOYEHUSA B LLEHTPAIM30BaHHbIN
XypHan,

e COOOLLEHNA O BUPYCHBIX COBBITUAX U APYTUX NOANEXKALLMX DUKCALUM COBBITUAX.

Ob6bem Tpaduka mexgy pabounmm ctaHumamu n Cepsepom Dr.Web, B 3aBUCMMOCTM OT HacTpoek
paboumx CTaHLWIA 1 UX KOIMYECTBA, MOXKET ObITb BECbMa 3HauMTe/IbHbIM. [103TOMY aHTUBMPYCHas
cetb Dr.Web Enterprise Security Suite npeaycmatprBaeT BO3MOXHOCTb KOMMpeccun Tpadpuka.
OnucaHne ncnoab3oBaHUA 3TOro dakyIbTaTUBHOTO pexnma CM. HUXe, M. Vcnoab3oBaHve
wirdpoBaHua 1 okatma Tpaduka.

Tpaduk mexay Cepsepom Dr.Web v paboueit ctaHumen MOXHO 3aliMdpoBaTb. ITO NO3BOAAET
n3bexaTb pasrnalleHus CBEAEHWUN, NepesaBaeMblX MO ONUCbIBAEMOMY KaHaly, a Takxke NoAMEeHb!
MO, 3arpy>xaemMoro Ha paboune ctaHLmW. [0 yMONUaHUIO 3Ta BO3MOXHOCTb BKAOUeHa. OnvcaHune
MCMONb30BaHWNA 3TOFO PeXMMa CM. HUXe, N. Vcnonb3oBaHue WndpoBanus 1 coxatusa Tpaduka.

Ot Beb6-cepBepa obHoBAeHUI k CepBepy Dr.Web (cnaoLwHas Tonctas AMHWA Ha pUcyHKe 5-3)
nepesaroTcs, C Ucnosb3oBaHveM npoTtokosa HTTP, dainbl, HeObXOAMMbIE AN penavKaLLmm
LEHTPaAN30BaHHbIX KaTaloroB YCTaHOBKM U OBHOBAEHMSA, 1 cy>KebHas MHGOopMaL s O Xo4e 3TOro
npouecca. LlenoctHoctb nepesaBaemoit nndpopmauum (pannos MO Dr.Web Enterprise Security Suite
N aHTMBUPYCHbIX MAKeTOB) 06ecneyrBaeTCs NCMONb30BAHNEM MeXaHU3Ma KOHTPOJIbHbIX CyMM:
NOBPEXAEHHbIV NPW Nepecklike N NOAMEHEHHbIN dalin He ByaeT npuHaT Cepsepom Dr.Web.

Mexgay Cepsepom Dr.Web un LieHTpoM ynpaBaeHus (MyHKTUPHAaA MHUA Ha pUCYHKe 5-3)
nepeaarotca ceegeHna o koHourypauum Cepsepa Dr.Web (Bkatouas nHdopmaumio o Tononorum
CeTu) N HaCTPOMKKN paboumx CTaHUMK. ITa MHPopMaLma BU3yanmsmpyetcs B LieHTpe ynpasaeHus, u,
B C/lyyae M3MEHeHWs NoJsib3oBaTesieM (aAMUHUCTPATOPOM aHTUBUPYCHOM CETU) Kakux-1mbo
HacTpoek, MHPOPMaLMA O BHECEHHbIX M3MeHeHUAX nepesaetca Ha Cepeep Dr.Web.

YctaHoBeHWe coeanHeHunsa LieHTpa ynpasaerus ¢ BbibpaHHbiM CepBepom Dr.Web npounssoautcs
TO/IbKO NOC/Ee ayTEHTUOMKALMN aAMUHUCTPATOPa aHTMBMPYCHOM CETU NOCPeCTBOM BBOJA €ro
pPerncTpaLMoHHOro UMeHN 1 Napons Ha saHHoMm Cepeepe Dr.Web.

PykoBOACTBO aAMMHMCTpaTOpa
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fnaBa 6: AAMMHUCTPaTOPbl aHTUBUPYCHOM CeTH

PekoMeHayeTcs Ha3HayaTb afMUHUCTPATOPOM aHTUBUPYCHOW CETU HafeXHOro,
KBaAMdULMPOBaAHHOTO PaboTHMKA, UMEIOLLErO OMbIT a4MUHUCTPUPOBAHNUSA IOKaJbHOWN CETU U
KOMMETEHTHOrO B BONPOCax aHTMBUPYCHOM 3alnTbl. TaKOW COTPYAHWUK AOKEH MMETb MOJIHbIN
A0CTyn K Katanoram ycraHoBku Cepsepa Dr.Web. B 3aBrcMocTtv oT noantmkm 6e3onacHocTv B
opraHv3auunm 1 KagpoBoW CUTyaLny, aZiMUHUCTPATOP aHTUBUPYCHORN ceT IMBO AOKEH NoyyaTb
NOJNHOMOUNA aAMUHUCTPATOPa NOKabHOM ceTh, b0 paboTaTb B TECHOM KOHTAKTe C TakUM JIMLOM.

@ AJMWHNCTPATOPY aHTUBUPYCHOW CETU ANA TeKYLLEro ynpaBaeHUs aHTVBMPYCHOW CeTbto

: He TPebytoTCsA aAMUHUCTPATVBHbIE MONHOMOYMSA Ha KOMMbIOTEPAX, BKAFOUEHHbIX B 3Ty
aHTUBUPYCHYIO ceTb. OfHaKo yaaneHHas ycTaHoBKa 1 genHctannauma MO AreHta
BO3MO>Ha TOJIbKO B IOKa/IbHOV CETU 1 TpebyeT NONHOMOYNIA agMUHUCTPaTOPa B 3TOW
cetn, a otnagka Cepeepa Dr.Web — noaHoro goctyna K katanory ero ycTaHOBKW.

MpuY NAaHMPOBaHUM aHTUBUPYCHOM CETU PEKOMEHAYETCS TakKe CPOpPMUMPOBaTb NepeyeHb nL,
KOTOpPbIe JOMKHbI UMETb AOCTYN K LIeHTpy ynpaBaeHWs No CBOMM AOJIXKHOCTHBIM 0653aHHOCTAM, U
NOArOTOBUTL NepeyYeHb POJeit CO CNMUCKOM PYHKLIMOHaIbHbIX 06A3aHHOCTEN, 3aKpENnIEHHbIX 3a
KaXk,0M posibto. AN KaXkaom poan HeobxoamMMo co3aaTtb aAMUHUCTPATMBHYKO rpynny. Accoumnaums
KOHKPETHbIX aAMWHUCTPATOPOB C PONSMMU OCYLLLECTBASETCA MyTEM Pa3MeLLEeHNs UX YYETHbIX 3anuncel
B aAMUHUCTPATUBHbIX rpynnax. Mpy HEO6X0A4MMOCTU aAMUHUCTPATUBHbIE FPYMnbl (POAM) MOXKHO
nepapxmMyecky rpynnmpoBaTtb B MHOTOYPOBHEBYH CUCTEMY C BO3MOXKHOCTbHO UHANBUAYaNbHOW
HaCTDOIZKI/I AAMUWHUCTPATUBHbIX MPaB AO0CTYyNa ANA KaXX40ro ypoBHA.

6.1. AyteHTUdUKaua agMUHUCTPATOPOB

AyTteHTdUMKaLMA agMUHNCTpaTOopa aAnA noaknroueHus Kk Cepsepy Dr.Web BoszmoikHa
cneaylowmmm cnocobamu:
e C xpaHeHveM faHHbIX 06 agmuHuctpaTtopax B b/, Cepsepa Dr.Web.

e C nomouwbro HacTpoek LDAP/AD, no3soastolwmnx nogkatoueHne Kk cepsepam LDAP n Active
Directory.

e C ncnosbzoBaHnem RADIUS-npoTokona.

e C ncrosbsosaHvem PAM (tonbko nog OC cemerictea UNIX).

Mpw o6HoBNeHMM CepBepa Dr.Web ¢ npeabigyLieri Bepcum Takke MOoryT ObITb AOCTYMHbI
cnesyrolme TUMbl ayTeHTUOUKALUK (€CAM OHW BblAM BKAKOYEHDBI B MPeabliAyLLen BEpCum):

_/_IE Mocne OoTKAOUYEHUA AaHHbIX TUMOB ayTeHTU UKALIMN UX pa3gesbl ByAyT UCKIOYEHbI 13
HacTpoek LleHTpa ynpasaeHus.

Mpw nepsuyHol yctaHoBke Cepaepa Dr.Web gaHHbie pa3genibl He MpeaoCcTaBAAOTCS.

PykoBOACTBO aAMMHMCTpaTOpa
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e C nomouwbto Active Directory (B Bepcumsax Cepsepa Dr.Web ana OC Windows).

e C ncnosb3oBaHnem LDAP-npoTokona.

MeTtoabl ayTeHTUPUKALLMM NCNO/Ib3YIOTCA NOC/IeA0BaTe/IbHO COMIaCHO C/IeAYIOLWUM
npuyHUMNam:

1. MepBoW Bceraa ocyLLecTBASETCA NOMbITKa ayTeHTUdmKaunm agMmunmuctpatopa w3 b/l Cepsepa
Dr.Web.

2. MNopsAaoK NCNoAb30BaHMA METO0B ayTeHTUdMKaLUM Yepe3 BHELLHME CUCTEMbI 3aBUCUT OT
nopszka ux cefoBaHusA B HacTpolikax, 3aaBaemMbix B LieHTpe ynpaBaeHus.

3. Metogbl ayTeHTUOMKALMN Yepe3 BHELLIHWE CUCTEMbI MO YMOIYAHMIO OTK/IHOYEHDI.

YT06bI 13MEHUTb MOPAAOK UCNO/Ib30BaHUA METOA0B ayTeHTUdUKaLum

1. BbibepwuTe NyHKT AAMUHUCTPUPOBaHUE B r1aBHOM MeHto LleHTpa ynpaBneHus.
2. BynpaBnastowem MeHto BbibepuTe pasgen AyTeHTudukaums.

3. B oTkpbiBLIEMCA OKHe MpeAcTaB/ieH CMNCOK TUMOB ayTeHTUdMKaL MM B TOM NOPAAKE, B KOTOPOM
OHW UCNOAb3YOTCA. ANA U3MeHeHMs nopsasKa cnesoBaHusa nepetawmte (drag'n'drop) meToabl
ayTeHTUMKaLMM B CIMCKE N Pa3MeCTUTe UX B TaKOM NOPALKE, B KAKOM HEOBXOANMO NPOBOAUTb
ayTeHTMbVKaL M.

4. [na npuHATUA n3MeHeHun nepe3arpy3ute Cepsep Dr.Web.

ilf PeFVICTpaLJ,VIOHHOG MMA aAMUHUCTPAaTOpPa AO0J/IXKHO ObITb YHWKaJIbHbIM.

MoakntoueHre agMUHNCTPATOPOB Yepe3 BHeLLUHWe CUCTeMbI ayTeHTUdMKaLmmn byaet
HeBO3MOXHO, ecan Ha Cepeepe Dr.Web yxe cywiectByeT agMUHUCTPATOP C TakUM Xe
pervcTpaumoHHbIM UMEHEM.

Mpwv KaXXZAOM COXpPaHeHUW 3MEHEHWI pa3gena AyTeHTUdUKaLMUA aBTOMATUYECKN
COXpaHAeTCs pe3epBHas KOMUs NpeabliayLielt BepCumn KOHGUrypaLmoHHoro darina ¢
napamMeTpamu ayTeHTUbUKaLMM aZMUHNCTPATOPOB. XpaHeHuto noanexat 10 nocnegHnx
KOMUN.

Pe3epBHble KOMWW pacnosiaratoTcs B TOM Xe KaTanore, YTo 1 caM KOHPUIypaLMOHHbIN
dalin, 1 Ha3bIBatOTCA B COOTBETCTBMMN CO CesytolmM GbopMaToM:

<umsA_patina> <epems_co30aHus >

rae <ums_gpalina> 3aBUCUT OT CUCTEMbI ayTEHTUdUKALMKN: auth-ads.conf, auth-
ldap.conf, auth-radius.conf, auth-pam.conf.

Bbl MOXeTe 1cnonb30oBaTh CO3/aHHble pe3epBHbIE KOMWK, B YaCTHOCTU, ANs
BOCCTAaHOBJ/IEHNA KOHOUrypaLMOHHOTo daiina B ciyyae, ecam nHtepdeinc LieHtpa
ynpaBAeHUs HeJOCTyMeH.

PykoBOACTBO aAMMHMCTpaTOpa
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6.1.1. AyteHtndukauma agmmHmucrpatopoB u3 b/l Cepsepa Dr.Web

MeTog, ayTeHTUdMKaALMM C XpaHeHWeM AaHHbIX 06 agmuHuctpaTtopax B b/ Cepsepa Dr.Web
NCMOIb3YyETCA MO YMOIYAHUIO.

UT06bl OTKPLITL pa3Aen ynpasB/ieHUa agMUHUCTPAaTUBHbIMW YUETHbIMW 3anNncAMMU

1. BbibepuTe NyHKT AGMUHUCTPUPOBaHUE B r1aBHOM MeHto LleHTpa ynpaBneHus.

2. B ynpaBnsatowem meHto Bbibepute pasgen AGMUHUCTPaTOpPbl. OTKPOETCA CMINCOK BCEX
aaMuHuctpatopos Cepsepa Dr.Web.

l'lop,po6Hee CM. N. AAMVHNCTPATOPbI M aAMUHUCTPATUBHbIE TPYMMbI.

6.1.2. AyteHTndunkaumsa c ucnoabsosaHuem LDAP/AD

YT1o6b1 BKAOUUTL ayTeHTUPUKaumio yepe3s LDAP/AD

1. BblbepuTe nyHKT ABMUHUCTPUPOBaHME B M1aBHOM MeHKo LleHTpa ynpasaeHus.
B ynpaBastowem MeHto BbibepuTe pasgen AyTeHTUdUKaLma.

B oTKpbIBLIEMCA OKHe 3aiguTte B pa3gen LDAP/AD-ayTeHTUGUKaLUA.
YcraHoBute dsar UcnonbsoBatb LDAP/AD-ayTeHTUdMKaLIO.

Haxxmute kHomnky CoXpaHUTb.

o vk W

Ana npuHATUA 3meHeHnn nepesarpy3ute Cepsep Dr.Web.

Hactpoiika ayteHTUdUKaumm ¢ ncnonbsosaHnem LDAP-npoTokosa BO3MOXHa Ha nro6om LDAP-
cepBepe. TakxKe € UCNO/Ib30BaHMEM 3TOrO MexaHn3Ma MOXHO HacTpouTb Cepeep Dr.Web nog OC
cemeiictBa UNIX ans ayteHTudumkauum B Active Directory Ha JOMeHHOM KOHTpoOnepe.

[ns ynobctBa nosib3oBatens B paszesie NpesoCTaBiSeTCs BO3MOXHOCTb MEPEKNOUEHNS MEXAY

YNPOLLEHHbIM UM pacLUMPEHHbIM BapuaHTaMm HacTpoek ayTeHTudukauummn yepes LDAP/AD.

@ Hactporikn LDAP/AD-ayTeHTUdGMKaLMM COXPaHAIOTCSA B Galine KoHbUrypaumm auth-
: ldap-rfc4515.conf.

Takke npeaocTtaBAAOTCA KOHCI)VIpraLI,VIOHHbIe (I)aVIfIbI C TUNMOBbIMU HaCTpOVIKaMMZ
auth-ldap-rfcd4515-check-group.conf, auth-ldap-rfc4515-check-group-
novar.conf, auth-ldap-rfc4515-simple-login.conf.

OnwucaHre OCHOBHbIX Xml-aTpnbyToB ayTeHTMdMKALMKU NPUBELEHO B AOKYMEHTE

MpunoxkeHuns, B [lpunoxeHun B3.

PykoBOACTBO aAMMHMCTpaTOpa
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6.1.3. AyteHTndunkaumsa c ucnoabsosaHuem RADIUS

[na ncnonb3osaHusa npoTtokona ayteHTudukaumm RADIUS Heobxoanmo pa3BepHyTb cepBep,

peanusyroLLmii 3TOT NPOTOKOA, Hanpumep, freeradius (nogpobHocTM cM. Ha https://freeradius.org/).

Mepep Hauanom HacTpowikm ayTeHTUdUKaLmmn yepe3 RADIUS ybeautecs, uto Cnosapb
dictionary.drweb, pacnonoxeHHbl B kaTanore etc Cepsepa Dr.Web, ckonvpoBaH B
Katanor /usr/share/freeradius. ChoBapb XpaHUT Habop atpmbytoB RADIUS koMnaHum
«[lokTtop Beb» (VSA — Vendor-Specific Attributes).

C noMoLWbO KOMaHZAHOM CTPOKW Ha3HaubTe NpaBa AocCTyna K ¢anny dictionary.drweb B
kaTanore /usr/share/freeradius. [lpyuMep KOMaHAb! BbITIAAUT CIEAYHOLNM 0Bpa3oMm:

chmod 644 /usr/share/freeradius/dictionary.drweb

B koHeL ¢aina /etc/raddb/dictionary fobaBbTe CleAyHOLYO CTPOKY:

SINCLUDE/usr/share/freeradius/dictionary.drweb

B Hauano davina /etc/raddb pobaBbTe CreAytOLLNE CTPOKM:

<PerucrpaumonHoe mMa> Cleartext-Password := "<napojp>"

DrWWeb-ES-Adm-Flag = 1

MNocne BbINOAHEHWS 3TVX AEACTBUIA BKAOUMTE ayTeHTUdMKaLMIO ¢ ncnoab3oBaHnem RADIUS uepes
LleHTp ynpaBaeHus.

Yr1o6b1 BKAOUUTBL ayTeHTUUKaLmio yepe3 RADIUS

1. BblbepuTe nyHKT ABMUHUCTPUPOBaHME B M1aBHOM MeHKo LleHTpa ynpasaeHus.
B ynpaBnstowem MeHto BbibepuTe pasgen AyTeHTUdUKaLma.

B oTKpbIBLWIEMCA OkHe 3ainguTte B pa3gen RADIUS-ayTeHTUdMKauma.
YcraHoBuTe dsar Ucnonb3oBatb RADIUS-ayTeHTUdMKaLMtO.

Haxxmute kHonky CoxXpaHUTb.

o vk W

Ana npuHATUA n3meHeHnn nepesarpy3ute Cepsep Dr.Web.
B LleHTpe ynpaBaeHuna HacTpanBaroTca caeaytrolime napameTpbl pabotsl ¢ cepsepom RADIUS:

o Cepsep, Moprt, Maponb — napametpbl nogkatoueHns k cepsepy RADIUS: IP-agpec/DNS-nms,
HOMep MopTa, NapOoJb (CEKPET) COOTBETCTBEHHO.

e Tam-ayT — Bpems oxugaHusa oteeta oT cepepa RADIUS B cekyHpaax.

¢ KosmuecTtBo NOBTOPHbIX NOMbITOK — KO/INYECTBO MOBTOPHbIX MOMbITOK COEANHEHWNA C
cepsepom RADIUS.

PykoBOACTBO aAMMHMCTpaTOpa
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Tak>Ke ANs HaCTPOMKN JOMOAHUTENbHBIX NapamMeTpoB RADIUS MoxeT ncnosb3oBatbcs
KOHOUrypaLmnoHHbIN Gainn auth-radius.conf, pacnonoxeHHbI B kaTanore etc Cepsepa.

NoMMMO MapameTpoB, HacTpamBaeMblx Yepes LieHTp ynpaBaeHus, yepe3 KOHPUrypaLnoHHbI Gaiin
Bbl MOXeTe 3a4aTb 3HaueHue naeHtndpukatopa NAS. JaHHbi ngeHtnounkatop cornacHo RFC 2865
MO>KeT bbITb MCNoab30BaH BMecTo IP-agpeca/DNS-1MeHM B KauecTBe naeHTMdunkatopa KaveHTa npu
noakntoueHumn k cepsepy RADIUS. B koHOUrypaunoHHOM daline XpaHUTCa B CIeAyHoLLEM BUAE:

<!-- NAS identifier, optional, default - hostname -->
<nas-id value="drwcs"/>

6.1.4. AyteHTdmukKaumsa c ucnonbsosaHnem PAM

YT1o6bI BKAOUUTL ayTeHTUPUKaLMIo yepe3 PAM

1. BblbepuTe nyHKT AGBMUHUCTPUPOBaHME B M1aBHOM MeHKo LleHTpa ynpasaeHus.
B ynpaBnstowem MeHto BbibepuTe pasgen AyTeHTUdUKaLmA.

B oTKpbIBLIEMCA OKHe 3aiguTte B pa3gen PAM-ayTeHTUdUKaLUA.

YcraHoBuTe dsar UcnonbsoBatb PAM-ayTeHTUdMKaLMIO.

Haxxmute kHonky CoXpaHUTb.

o vk W

Ana npuHATUA 3meHeHnn nepesarpy3ute Cepsep Dr.Web.

AyTteHTndmKauma Ha ocHose PAM nog OC cemeiictBa UNIX ocyLuectBaseTca NocpescTBoM
NOAKNOYaEMbIX MOy e ayTeHTUUKaLUM.

[ns HacTpoikn napameTpoB PAM-ayTeHTUdMKALIMM Bbl MOXETE UCMONb30BaTb CleAytoLLne
cnocobei:

e Hactpoiikn meToga ayTeHTUdMKaLmMmn Yepes LieHTp ynpaBieHws: B pa3gene
ApmuHucTpnpoBaHue — AyteHTudukaumusa — PAM-ayteHTUMKaums.

o KoHpurypaumoHHbI daiin auth-pam.xml, pacnonoXeHHblin B katanore etc Cepepa Dr.Web.
MpuMep KOHPUrypaLmoHHoro daina:

<!-- Enable this authorization module -->

<enabled value="no" />
<!-- This authorization module number in the stack -->
<order value="50" />
<!-- PAM service name>" -->
<service name="drwcs" />
<!-— PAM data to be queried: PAM stack must return INT zero/non-zero —->

<admin-flag mandatory="no" name="DrWeb Esuite Admin" />

PykoBOACTBO aAMMHMCTpaTOpa
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OnucaHune napametpoB PAM-ayTeHTUdMKaLmm, HacTpanBaembix Ha ctopoHe Dr.Web
Enterprise Security Suite

dnemeHT LleHTpa
ynpaB/ieHnsA

®nar
WNcnonb3oBatb
PAM-
ayTeHTUUKaLm
Vo)

Wcnonb3ynte
nepemackusaHue

[Mone HasBaHue
cny>6bl

®nar
Ynpasnsiowum
¢dnar obasareneH

[None HasBaHune
ynpas/ifitolLero
¢nara

dnemeHTbl Ppaitna auth-pam.xml

Ter

<enabled>

<order>

<service>

<admin-
flag>

<admin-
flag>

Atpubyr [onyctumbie

value

value

name

mandatory

name

3HayeHunA

yes | no

LLeNIOYNCIEHH
Oe 3HaueHue,
COrnacoBaHHO
e co
3HaUYeHMAMMN

APYTUX
MEeTOZOB

yes | no

OnucaHune

®nar, onpegenstoLnii, byseTt u
ncrnonb3oBaTbca metoa PAM-
ayTeHTUpMKaLmu.

MopsaakoBbln HoMep PAM-
ayTeHTUdMKaLMM NpU NCNoab30BaHMN
HeCKO/IbKMX METOA0B ayTeHTUdMKaLMMN.

Vims cepBuca, kotopoe byzet
MCMONb30BaHO Ans co3aaHusa PAM-
KoHTekcTa. PAM moxeT cumtaTb
NOANTUKN A8 AaHHOTO CepBumca

n3 /etc/pam.d/<umsa cepsucd> Vi
n3 /etc/pam.conf, ecin dann He
CyLiecTByeT.

Ecan napameTp He 3agaH (HeT Tera
<service> B KOHPUIypaLNOHHOM
daine), To No yMonYaHUo
MCnosb3yeTca UMa drwcs.

MapameTp, onpesenstoLLmii, ABAAETCA
v 06s3aTeNibHbIM yripaBastoWmnia daar
ANa naeHTndmrkaumm nonb3oBaTens Kak
aAMUHUCTpaTopa.

Mo ymonuaHuio — yes.

Kntou-ctpoka, no kotopori y PAM-
mMogzynen byaet npountaH dnar.

Mo ymonuaHuo —
DrWeb Esuite Admin.
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Mpw HacTpolike paboTbl Moaynein PAM-ayTeHTUdMKaLMK, NCNONb3YWTE NapaMeTpbl, 3aZaBaeMble Ha
ctopoHe Dr.Web Enterprise Security Suite, B TOM uncne yuntbiBauiTe 3HaYeHNs, NPUCBaMBaeMble Mo
YMOYaHUIO, Aaxe ecav napameTp He Obin 3ajaH.

6.1.5. AyreHTndmkaumsa c ucnonbzosaHnem Active Directory

Mepes BkAOUEHMEM ayTeHTMdMKaLUmK ¢ ncnonbloBaHmnem Active Directory ybeanutecs,

& UTO yueTHas 3anucb, AN KOTOPOU Bbl XOTUTE BKAHOUUTL ayTeHTUOUKALIMIO, HE BXOAUT B
rpynny 3awjmiieHHble nosb3oBatenun. [Nockonbky Cepep Dr.Web asnsetca cnyxboi,
nonbITka ayTeHTUGUKALMN YUETHOM 3anncK, BXOAALLEN B rpynny 3aljmLieHHble
no/sb3oBaTesn, 3aBepLInTCca oWwmnbkor. MNMoapobHyo nHGopmMaLMo O rpynne
6e30MacHOCTY 3allnLLeHHbIe NOJIb30BaTEIN Bbl MOXETE HAUTU Ha 0bKLIMaNbHOM cailTe
koMnaHum Microsoft.

Y1061 BKAOUUTL ayTeHTUPUKaumto yepes Active Directory

1. BbibepwuTe NyHKT AAMUHUCTPUPOBaHUE B r1aBHOM MeHto LleHTpa ynpaBneHus.

B ynpaBnstoLLemM MeHto Bbibepute passen AyTeHTUdmMKaLms.

B oTKpbIBLIEMCs OKHe 3ainauTe B pa3gen Microsoft Active Directory.

YcraHoBuTe pnar Mcnonb3zoBatb ayteHTUPUKaumto Microsoft Active Directory.

Haxxmute KHomnky CoxXxpaHUTb.

o vk W

Ana npuHATUA 3meHeHnn nepesarpy3ute Cepsep Dr.Web.

Mpw ayTeHTUdUKaL MM agMuHUCTpPaTopoB 13 Active Directory B LieHTpe ynpaBaeHus HacTpavBaeTtcs
TO/IbKO pa3peLleHne NCMOo/Ib30BaHNsA AaHHOTO MeToza ayTeHTUdMKaLmMn.

PepakTMpoBaHue CBOWCTB agMuHUCTpaTopoB Active Directory ocyLuectBaseTcs BPyUHYHO Ha
cepBepe Active Directory.

Yr1o6bI OTPpegakTUpOBaTbh agMuHUCTpaTopoB Active Directory

Cnepyrolime onepaunm HeobxoAMMO BbINOHATL Ha K, rae npucyTCTBYyeT ocHacTka s
agMuHUCTpupoBaHus Active Directory.

1. AN BO3MOXXHOCTM pesakTMpOBaHMs NapaMeTpoB agMUHUCTPATOPOB HEOBXOAMMO BbIMOAHUTD
CnepytroLLve onepauum:

a) [na moamdukaumm cxembl Active Directory 3anyctute ytmanty drweb-13.00 . 0-<cbopka>-
esuite-modify-ad-schema-<gepcus_ OC>.exe (BXxoAUT B AnctpmbyTmB CepBepa
Dr.Web).

Mogundurkaumsa cxembl Active Directory MOXeT 3aHATb HeKOTOpOe Bpemsa. B 3aBnucrmoctu ot
KOH(UrypaLmm Ballero JOMeHa, AN CUHXPOHU3aLMN 1 NPUMEHEHNUS MOAMDULIMPOBAHHOM
CXeMbl MOXeT noTpeboBaTtbca 40 5 MUHYT 1 6onee.

PykoBOACTBO aAMMHMCTpaTOpa


https://docs.microsoft.com/en-us/windows-server/security/credentials-protection-and-management/protected-users-security-group
https://docs.microsoft.com/en-us/windows-server/security/credentials-protection-and-management/protected-users-security-group

A
d
A

-
< %‘? FnaBa 6: AAMUHUCTPaTOPbl aHTUBUPYCHOI ceTU

-
~

@ Ecnv paHee 6bina nponsBsegeHa Mogndukauma cxemsl Active Directory ¢

: Mcrnoab3oBaHWeM AaHHOW yTuanTbl oT 6 Bepcun Cepeepa Dr.Web, HeT HeobxoanMocTu
NMOBTOPHO BbINONHATb MOANDUKALIMIO C MCMONb30BaHNEM YTUANTBI OT 13 Bepcun
Cepsepa Dr.Web.

b) Ansa pernctpauyum ocHactkm Active Directory Schema (Cxema Active Directory) BbinoaHuTe €
aAMUHUCTPATUBHBIMM NMOJHOMOYMAMU KOMaHAY regsvr32 schmmgmt.dll, nocne yero
3anyctuTe mmc 1 gobaBbTe ocHacTky Active Directory Schema.

¢) Wcnonb3ys gobaBneHHyto ocHactky Active Directory Schema, go6aBbTe k knaccy User n (ecam
HeobxoAnMO) K knaccy Group BcriomoratensHblv knacc DriWebEnterpriseUser n
AononHUTeNbHbI aTpnbyT DriWebAdmin.

| Ecan npvmeHeHne MoaNOULMPOBAHHOW CXeMbI eLLe He 3aBepLUNAOCh, KNacc
: DrWebEnterpriseUser moxeT 6bITb He HailZeH. B TakoM cnyyae nofoxanTe HeKoTopoe
BpeMs 1 MOBTOPUTE MOMbITKY COr/IacHO M. €).

d) C agMUHUCTPATUBHBIMW NONHOMOUMAMM 3anycTuTe dann drweb-13.00.0-<cbopka>-
esuite-aduac-<eepcus OC>.msi (Bxoaut B anctpmbytms Dr.Web Enterprise Security
Suite 13.0) n foxanTECH OKOHYAHNA YCTaHOBKM.

2. Tpaduueckuii nHTepdenc ana pesakTMpoBaHus aTpubyToB AOCTYNEH Ha NaHeAn ynpaBaeHus
Active Directory Users and Computers — B pasgene Users — B OKHe pefaKTMpOBaHWs
CBOWCTB BblbpaHHOro nonb3osatens Administrator Properties — Ha Bknagke Dr.Web
Authentication.

3. [ns pepaktMpoBaHus AOCTYNEH CAeAYOLW MM NapaMeTp (3HayeHve aTpmbyTa MOXeT ObITb yes, no
nav not set):

User is administrator — yka3biBaeT Ha TO, UTO NOJIb30BaTEb — MOJIHONPABHbIN
aAMUHUCTPATOP.

@ Anroputmbl NpuHUMnia paboTbl 1 pazbopa aTpmMbyToB NPU ayTeHTUDUKALMN NPUBEAEHbI
. B fjokymeHTe Mpunoxxenus, B [punoxexHun C1.

6.1.6. AyteHTndunkauma c ucnonbsosaHnem LDAP

ili [JaHHbIA pa3gen AOCTyneH Ans HacTPOoWKM Yepes LleHTp ynpaBaeHus ToAbKO npu
: obHoBeHnn Cepsepa Dr.Web c npegpiayLiei Bepcuu. MNocae oTkAtOUYEHWA AaHHOrO
TVNa ayTeHTUdMKaLMK ee pasgen OyAeT NCKItOUeH U3 HacTpoek LleHTpa ynpasaeHus.

Mpw nepeuuHol yctaHoBke Cepeepa Dr.Web gaHHbIN pa3gen HegocTyneH.

YT106bI BKAOUUTL ayTeHTUUKaLmio yepe3 LDAP

1. BbibepwuTe NyHKT AGMUHUCTPUPOBaHUE B 1aBHOM MeHto LleHTpa ynpaBneHus.

PykoBOACTBO aAMMHMCTpaTOpa

108



A7

-
$

A
d
A

FnaBa 6: AAMUHUCTpaTOPbl aHTUBUPYCHOM ceTU

B ynpaBasatowem meHto Bbibepute pasgen AyTeHTuduKauma.
B oTkpbiBLIEMCA OKkHe 3ananTe B pa3gen LDAP-ayTeHTUdMKaLmsa.
YcraHosute ¢nar Ucnonbsosatb LDAP-ayTeHTUdMKaLMIO.

HaxxmuTte kHonky CoXxpaHUTb.

o vk W

Ans NpuHATUS M3MeHeHWn nepe3arpy3ute Cepsep Dr.Web.

Hactpoiika ayteHTMdMKaumm ¢ ncnonbsosaHnem LDAP-npoTokoaa BO3MOXHa Ha atobom LDAP-
cepBepe. Takxe C UCNOb30BaHMEM 3TOTO MexaHn3Ma MOXHO HacTpoutb Cepeep Dr.Web nog OC
cemenictea UNIX gnsa ayteHTudumkaumm B Active Directory Ha ZOMEHHOM KOHTpoanepe.

@ Hactpoiikn LDAP-ayTeHTUdMKaLMM coxpaHatoTca B daine KoHdurypaumm auth-
. ldap.conf.

OnuncaHne oCHOBHbIX Xml-aTpnbyToB ayTeHTUdMKALUN NPUBEAEHO B JOKYMEHTE
MpwunoxkeHuns, B [punoxexun C2.

B otanume ot Active Directory, MexaHVW3M MOXHO HacTpOUTb Ha Atobyto cxemy LDAP. Mo
YMOIYaHMIO OCYLLLECTBAAETCA NOMbITKa MCNOAb30BaHuUA atpubyTtoB Dr.Web Enterprise Security Suite,
Kak oHu onpegeneHbl ans Active Directory.

Mpouecc ayteHTudpukauymm LDAP cBoautca K cnepyrowemy:

1. Appec LDAP-cepBepa 3asaetca yepes LieHTp ynpaBaeHuns nam B KoHoUrypaymoHHoM xml-
dbainne.

2. [Ans 3a,@HHOTO UMEHM MOJIb30BATE/IS BbIMOJHATCA CeAyHome AeCTBIS:

e Ocyuwecteasetca TpaHcnaumsa umenn B DN (Distinguished Name) ¢ ncnonbzosaxmem DOS-
NoAO0HBHBIX Macok (C MCNOb30BaHMEM CMMBOAA *), eCav NpaBuia 3aAaHbl.

o Ocyl.l.l,eCTBﬂﬂeTCﬂ TpaHCAUNA NMEHN B DN ¢ ncnonb3oBaHvem perynapHbiX Bblpa)KeHI/lﬁ, ecn
npaBuna 3afaHbl.

¢ /lcnonb3yeTcs Nonb3oBaTeNbCKNA CKPUMT TpaHAsuMmn umeH B DN, ecim oH 3asaH B
HacTpomKax.

e Ecm He noaowsio HW O4HO U3 NpaBun I'IpeO6pa3OBaHI/I$|, 3afaHHOE MA UCMONb3YyeTCA KakK
eCTb.

@ ®opmar 3asaHMa UMEHM NONb30BaTENS HUKAK HE onpesenseTca U He dukcmpyeTcs —

: OH MOXET b6bITb TakUM, Kak 3TO MPUHATO B JaHHOM OpraHusauuu, T. e. NPUHyaMTeNbHas
mMoandukaums cxembl LDAP He Tpebyetcs. Mpeobpa3oBaHue nog AaHHYH Cxemy
OCYLLEeCTB/IAETCA C UCMOJIb30BaHNEM MpaBua TpaHcaaumm nmen s LDAP DN.

3. lMocne TpaHchauuwm, kak 1 B cayyae ¢ Active Directory, ¢ nomoubio noayyeHHoro DN u
BBEA,EHHOr0 Napoa OCyLeCcTBAAETCA NOMbITKa perncrpauunm JaHHOro nosib3oBatesisa Ha
ykasaHHom LDAP-cepsepe.

PykoBOACTBO aAMMHMCTpaTOpa
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FnaBa 6: AAMUHUCTPaTOPbl aHTUBUPYCHOI ceTU

4. 3atem, Tak xe kak n B Active Directory, untatotca atpmbyTbl LDAP-06beKkTa ana nonyyYeHHOro
DN. ATpurbyTbl 1 MX BO3MOXHbIE 3HaUYeHMs MOTYT ObITb NepeonpeseneHbl B KOHPUrypaLnoHHOM
dbainne.

5. Ecnm octanncb HeonpeaeneHHble 3HaYeHns aTpMbyToB agMUHUCTPATOPa, TO B C/lyYae 3afaHus
HacnefoBaHuWs (B KOHOGUIypaLMOHHOM daiine), MOUCK Hy>HbIX aTpMbyTOB MO rpynnam, B
KOTOpble BXOAMUT NO/Ib30BaTeNb, BEAETCA TakXKe, Kak B C/lyyae C UCnoab3oBaHveM Active
Directory.

6.2. AAMUHUCTPATOPbI N aAMUHUCTPATUBHbIE TPYMNbl

UT06bl OTKPLITL pa3Aen ynpasB/ieHUa aMUHUCTPAaTUBHbIMW YUYETHbIMW 3anNnCcAMMU

1. BbibepuTe NyHKT AGMUHUCTPUPOBaHUE B r1aBHOM MeHto LleHTpa ynpaBaeHus.

2. B ynpaBnsatowem meHto Bbibepute pasgen AGMUHUCTPaTOpbl. OTKPOETCA CMINCOK BCEX
aaMuHuctpatopos Cepsepa Dr.Web.

& Paszen AaMuHMUCTpaTOpbl A0CTyMeH BCeM agMUHUCTPaTopam LleHTpa ynpasaeHus.

= OgHako NonHoe nepapxnyeckoe AepeBo agMUHUCTPATOPOB AOCTYMHO TObKO
agMmuHucTpatopam m3 rpynnsl Administrators, g15 KOTOpbIX pa3peLleHo NpaBo
MpocmoTp cBOMCTB N KOHpUTypaLum rpynn agMUHACTPATOPOB. /11 OCTanbHbIX
aAMWHWCTPATOPOB B MepapxmMyeckoMm gepese byaeT oTobpaxaTbCa TONbKO COBCTBEHHanA
rpyrmna n ee noArpynmbl ¢ BXOAALWMMU B HUX YHETHLIMU 3aMNCAMUN.

Ha naHenun nHCTpymMeHTOB pa3gena AAMUHUCTPATOPDbI JOCTYMHbI CIeAYHOLLIME OMNLUM:

.&- Co3aaTb YYETHYHO 3aMuUchb

E-'i'- Co3zaaTtb rpynny

X Ynanutb BblbpaHHble 06BEKTHI

JO VI3MeHUTb Mapoib

_A
u@! PacnpocTtpaHuTtb npaBa aAMUHUCTPaTOPa

6.2.1. Nepapxua agMMHUCTPaTOpPOB

Nepapxmueckinin cnmcok aMUHUCTPATOPOB OTOBpaXaeT 4PeBOBUAHYHO CTPYKTYPY
aZAMWHUCTPATUBHBIX FPYMM 1 YUYETHbIX 3anucei aMMHUCTPATOPOB. Y3n1aMu AaHHON CTPYKTYpPbI
ABNAIOTCA aZAMUHUCTPATUBHbBIE FPYMMbl Y BXOASALLME B HUX aZMUHUCTPaTOpbI. Kaxabi
aZAMWHUCTPATOP BXOAMWT TONbKO B OZHY rpynmny. YpOBeHb BJAOXEHHOCTN Py HE OrPaHMYeH.

PykoBOACTBO aAMMHMCTpaTOpa
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FnaBa 6: AAMUHUCTpaTOPbl aHTUBUPYCHOM ceTU

MNMpepycTtaHoB/I€HHbIE FPYMNNbI
Mocne yctaHoBkm CepBepa Dr.Web aBTomatnyecku co3gatotcs ABe rpynnbi:

e Administrators. 13HayanbHO B rpynny BXOAMWT TOIbKO agMuHUCTpaTop admin ¢ NOAHbIM
HabopoM npaBs, aBTOMaTUYeCckn co3gaBaeMblin Npu yctaHoBke Cepepa Dr.Web (cm. Huke).

¢ Newbies. I3HauanbHO rpynna nycra. B a1y rpynny aBTomMaTMyeckn nepemMeLLaroTcs
aAMUHMCTPATOPbI C BHELLHUM TUMOM ayTeHTUduKauum yepes LDAP, Active Directory n RADIUS.

AzmuHnctpatopam u3 rpynnsl Newbies no ymonyaHuio HazHauatoTcs MpaBa TONbKO Ha UTEHWe.

I'Ipep,ycra HOBJI€EHHblI€ aAMWUHUCTPAaTOPbI

Mocne yctaHoBkm CepBepa Dr.Web aBTomaTnueckn co3gaerca ofHa yyeTHas 3anmcb
agMuUHUCTpaTopa:

Mapametp 3HaueHue

PerncrtpaunoHHoe admin

nms
Maponb 3agaetcs npu yctaHoske Cepeepa Dr.Web (war 9 B npoleaype yctaHOBKN).
MpaBa MonHbI Habop npas.

PesaktvpoBaHve  [paBa agMUHWUCTPATOpa Helb3s PesakTMpoBaTb, CaMOro aAMUHUCTPATOPa
YUYETHOW 3anuncu HEBO3MOXHO YAaNNUTb.

OTo6parkeHne nepapxmuyecknx CnMcKoB

e B vepapxmyeckom crnvcke aHTUBMPYCHOM CETU: afMUHUCTPATOP BUAUT TOIbKO Te
NoNb30BaTeNbCKME FPYMMbl, KOTOPble pa3pelleHbl B Npase MpocmMoTp cBOMACTB rpynn CTaHLUA.
Bce cuctemHble rpynnbl Takxke 0TobpaxatoTcs B AepeBe aHTUBUPYCHOM CETW, HO B HUX BUAHBDI
TOJIbKO CTaHLMWN M3 YKa3aHHOTO CrncKa MoJib30BaTebCKMUX Fpy M.

e B vepapxmyeckom crnvcke aiMUHUCTPATOPOB: agMUHMCTpaTop 13 rpynnsl Newbies Buant
[epeBO, KOPHEM KOTOPOTO SBASETCA FPynna, B KOTOPOW OH HaXOAUTCSH, T. €. BUAUT
aAMVHNCTPATOPOB M3 CBOEN rpynnbl 1 ee NoArpynn. AamuHucTpatop m3 rpynnel Administrators
BUAWT BCEX alMUHUCTPATOPOB, HE3aBUCMMO OT MX Fpynn.

6.2.2. lNpaBa agMnHUCTpaTOpOB

Bce geictBma agMuHucTpatopoB B LieHTpe ynpaBaeHns orpaHnynBaroTcs Habopom npas, KOTOPbI
MOXKeT ObITb OnpeseneH Kak ANs OTAENbHOW YYETHON 3anncK, Tak v Aas rpynbl a4MUHUCTPATOPOB.

Cucrtema AAMUVHUCTPATUBHbIX MpaB BKAKYAET Cheqyrome BO3SMOXKHOCTA ynpaBaEHNA NpaBaMu:

PykoBOACTBO aAMMHMCTpaTOpa
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FnaBa 6: AAMUHUCTpaTOPbl aHTUBUPYCHOM ceTU

e HasHaueHue npas

Ha3HaueHue npaB ocyLecTBAAETCA NPU CO34aHUN aMUHUCTPaTOPa UK aZAMUHUCTPATUBHOW
rpynnbl. NpaBa HacneayoTCs OT POAUTENLCKOM FPYMMbl, B KOTOPYHO agMUHUCTPATOP AN
aAMUWHMCTPATUBHAsA rpynna NoMeLLatTcs Npu co3gaHun. MNpu co3gaHmm BO3MOXKHOCTb
M3MEHEHUs NpaB He NPeAOoCTaBAsETCS.

e HacnepoBaHue npas

Mo ymonyaHWiO NpaBa aZMUHUCTPATOPOB N aAMUHUCTPATUBHbIX FPYNM HAaCAeAyoTCA OT
POAMWTENbCKOM FPYMMbl, HO HacAef0BaHME MOXET ObITb OTKIOYEHO.

o Ec/v HacnegoBaHWe OTKAKOUYEHO, aZlMUHUCTPATOP UCMOJIb3yeT He3aBUCUMBbIV Habop
NepCoHasbHbIX NPaB, KOTOPbIN 3a4a€eTCs HEMOCPEACTBEHHO A1 ero yyeTHon 3anucu. MNpasa
POAUTENBCKOW TPYNMbl MPU 3TOM He YUUTbIBAKOTCA.

o [pu HacneA0BaHUM NpaB afMUHUCTPATOPa WK TPYNMbl OCYLLECTBASETCA HE NepeHa3HayeHne
npaBaMu pPOAUTENIbCKON FPyMMbl, @ MepepacyeT Ha3HaUeHHOTO NpaBa UCXOAA U3 BCEX NpaB
POAMTENBCKMX TPYMNM BBEPX MO Mepapxmyeckomy aepey. Tabavua aAna pacyeta
pe3ynbTUpyroLLLero npaBa o6bekTa B 3aBUCMMOCTM OT Ha3HaueHHbIX NpaB 1 Npas
pPOANTENbCKOW Tpynn npuBeaeHa B N. O6beanHeHVe Npas.

e PepaktupoBaHue npas

Mpw co3zaHnn afMUHUCTPATOPOB U aAMUHUCTPATUBHbIX FPYMM BO3MOXHOCTb peAaKTUPOBaHMs
npaB He npesocTaBaseTcs. PefakTpoBaHMe NpaB AOCTYMNHO TONbKO AN YXKe CO3aHHbIX
06bEKTOB N OCYLLECTBAETCA B pa3zesie HacTpOeK yYeTHOM 3anucy nuam rpynnsl. Mpwu
pesakTMPOBaHUM COBCTBEHHbIX HACTPOEK A0MYCKAETCA TOIbKO MOHMXKEHME NpaB.
PepakTMpoBaHue npaB npesyCcTaHOBAEHHOrO agMuHUcTpatopa admin v npesycTtaHOBAEHHBIX
rpynn Administrators 1 Newbies He npegocTtaBasetcs.

Mpoueaypa pefakTMpoBaHWs Npas NpuBeseHa B pa3gene PesakTvpoBaHve npas.

Pep,aKm poBaHue npae

Uro6bI OTpeaakTUpOBaTh NpaBa agMUHUCTPaTOPa UKW aAMUHUCTPATMBHOM rPynnbl

1. BbibepuTe NyHKT AAMUHUCTPUPOBaHUE IN1aBHOTO MeHto LieHTpa ynpaBaeHus, B OTKPbIBLLUEMCS
OKHe BblbepuTe NyHKT ynpaB/stoLLero MeHio AAMUHUCTPATOPbI.

2. B cnncke AAMUWHNCTPATOPOB Bbl6epI/1Te Y4YETHYHO 3anmncb, KOTOPYHO Bbl XOTUTE OTPEAAKTAPOBATD.

OTKpOETCs pa3gen peAakTMpOBaHWs CBOWCTB.

3. B nopgpa3szene MpaBa Bbl MOXeTe OTPeAaKTUPOBATb CMUCOK Pa3peLLEHHBIX AeNCTBUM Ans
BbIOPaHHOrO aAMUHUCTPATOPa AW aAMWUHUCTPATUBHOM rPyMbl.

4. [na ynpaBneHus HaciefoBaHVMEM MpaB BbIBpaHHOro o6bekTa OT POAUTENLCKOW TPYNMbI
MCNO/b3yiiTe NepekatoyaTeb:

Hacnep,onal-me BKJ/IFOYEHO

PykoBOACTBO aAMMHMCTpaTOpa
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é Hacnep,onal-me BbIK/IFOUEHO

5. OCHOBHbIe HaCTPOVKM 3aar0TCs B Tabauue npas.:

a) B nepBom ctonbue npuBeaeHbl HazBaHUA Npas. 3aroI0BOK CTO0L,a 3aBUCUT OT KOHKPETHOM
cekumy, 06beanHAOLLLEeN NpaBa No TUMNaM.

| KpaTkoe onvcaHve npaB agMWHUCTPATOPOB U pa3aenos LieHTpa ynpaBneHus, 3a
: KOTOpble OTBeYatoT KOHKPETHbIe MpaBa, NpuBeAeHo B AokyMeHTe Mpunoxenns, B

Npunoxenun C4. MNogsegOMCTBEHHblE pa3jesibl NPaB.

b) B ctonbue MpaBa npuBeseHbl HACTPOMKIM AN COOTBETCTBYHOLLMX MPaB M3 NepBOro ctonbua.

O61beKTbl ynpaBaeHUs

MpaBo He nogpasymeBaeT
pa3geneHue Ha rpynmnbl no
obbekTaM ynpasieHus.

Cnucok HacTpoek B ctonbue MMpuHUMN 3agaHua npaBa
MpaBa

MpaBo 3apaerca ans Bcex 06bEKTOB

MoxkeT 6bITb NpMBEAEH OAMH
13 cneayroLmx TUNoB Npas:

¢ MepcoxanbHoe — ana YctaHoBWTe/CHUMUTE dnar
AaHHOTO O6beKTa 334aHbl  [pepocTaBUTH B CTPOKE
COBCTBEHHbIE HACTPOWKM. COOTBETCTBYIOLLErO NPaBa.

e Hacnepyemoe —
HaCTPOWKM yHacneAoOBaHbl
OT POAMNTENLCKOW TPYMMbI.

I'IpaBo 3ajaeTtca AnAa Ccnucka 06beKToB (CTaHLI,VIVI, aAMWUHUCTPATOPOB NN rpynn)

e [IpedocmasneHo ace —
npaBo NPeAOCTaBAEHO A/iA
BCeX 06BEKTOB yrnpaBaeHus.

e 3anpeujeHo sce — NpaBo
HenpeLoCTaBAEHO A/f BCEX
06BEKTOB YrpaB/eHus.

e [IpedocmassieHo Onsi
Hekomopsix 06bekmos. Mpu
3TOM JOJXKeH ObITb 3ajaH
CMMCOK 0BBEKTOB, AN
KOTOPbIX JaHHOE MpaBo
npegocTaBaeHo. ns Bcex
OCTaNbHbIX 06BEKTOB MPaBo
CUMTaEeTCA 3anpeLLeHHbIM.

e 3anpeujeHo 01 HEKOMOopbIX
06vekmos. Mpu 3ToMm
JONKEH ObITb 3a4aH CMNCOK
06BbEKTOB, A1 KOTOPbIX
JaHHOe NpaBo He

B cnyuae obbeguHeHus Haxxmunte Ha cnncok o6bekToB (B
HaCTPOeK NPUBOAATCA TOM UMUCAE, eCIV 3aJjaH BapuaHT
OZHOBpPEMEeHHO cregytolie  Bce). OTkpoeTcs OKHO C JepeBOM
TWMbI NPaB: aHTUBMPYCHOW CeTU, iepeBOM Trpynn

aAMWNHNCTPATOPOB WK JepeBoM
TapndoB B 3aBUCMMOCTU OT
peAakTvpyeMoro npasa. Beibepute
Hy>XHble 06bekTbl B AepeBe. [d

e lNMepcoHanbHOEe —
COBCTBEHHbIE HAaCTPOWKY,
3ajjaHHble AN JaHHOro

obvekTa. BbI6GOpa HECKObKMX 0OBHEKTOB

¢ PesynbTupyrowee — ncrnionb3ymte kHonku CTRL n SHIFT.
pe3y/ibTaT CANSHUSA MNpn HeEOBXOAMMOCTH YCTaHOBUTE
nepcoHaabHOro npaea ¢dnar lna Bcex npaB cekuuwm,
obbekTa 1 npasa YTOObI MPUMEHUTb AaHHble
POANTENbCKOM TPYNMbI. HaCTPOVKM ANs BCeX Mpas,

npmeefeHHbIX B TOW Xe cexkunmn, 4To

B cnyuae HacnepoBaHuna
N pesfakTupyemoe.

HaCTPOEK NPUBOANTCA TOJIbKO

™Mn npasa Hacnepyemoe. HaxmuTe KHOMKY:

e MpepocraBuTb 17 paspeLleHus
npaBa Ha BblOpaHHble OOBbEKTDI.

PykoBOACTBO aAMMHMCTpaTOpa
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Cnucok HacTpoek B cron6u,e anIHI.I,VII'I 3aAaHuA npaBa

MpaBa

e 3anpetuTtb A/14 3anpeLueHuns
npaBa Ha BblOpaHHble OOBbEKTDI.

,CLIIFI O4HOIro 1 TOro >Xe npaea, 3a4aBaeMoOro Ha Crnncok 0b6beKTOB, He MoryT ObITb
3afilaHbl OAHOBPEMEHHO CMUNCKK 3anpeLleHHbIX N pa3peLlleHHbIX 06BEKTOB. ,ﬂ,aHHbIe
NMOHATNA ABAAKOTCA B3aMOUNCK/IIHOYaOLWNMN.

¢) B ctonbue HacnepgoBaHue OTpaXkeHO COCTOSIHME AAHHOTO MpaBa OTHOCUTE/IbHO

POANTENBCKOW FPYyNMbl:

s HacnepoBaHue OT rpynnbl — BK/IHOUYEHO Hac/lef0BaHWe OT yKa3aHHOW POAUTENbCKOM
rpynnbl, NepcoHanbHble NpaBa He 3azaHbl.

o I'Iepcouaanble Hac1'p0|7||(u — HacdiejgoBaHue oT pOAMTGﬂbCKOI;I rpynnbl OTKAHOYEHO,
3ajaHbl NepCOHabHbIE NpaBa.

s O6beauHeHMe € rPyNNou — BK/IHOUEHO Hac/lefoBaHWe OT yKa3aHHOW POAUTENbCKOW
rpynnbl, NepcoHanbHble NpaBa 3ajaHbl. Pe3yibTupytollee npaBo 06bekTa paccymTaHo
nyTeM o6besVHeHWs NpaB POAUTENLCKOW TPYNMbl U NEPCOHaNbHbIX MPaB (CM. M.

Ob6beavHeHve npas).

B atom C/ydae nepcoHasJibHble npaea ob6bekTa MOXHO YAaNnUTb. ﬂ‘flﬂ 3TOT0 HaXXMUTE KHOMKY

e ctonbue HacnepoBaHue. [ocnie yaaneHnsa nepcoHanbHbix Npas byaeT yCTaHOBAEHO
HacnepoBaHue oT rpynnbl.

O6bepgnHeHue npas

PacueTt pesyabTupytoLLero npasa obbekTa (a4MUHUCTPaTOpa WK rpynbl a4MUHUCTPATOPOB) Npu
BK/JIFOUEHHOM Hac/NeZ0BaHUN 3aBUCUT OT NPaB POAUTENLCKMX FPYMMN 1 NpaB, 3afjaHHbIX CAMOMY
06bekTy. Tabamua HUXKe ONMCbIBAET MPUHLMM NOJYYeHMs pe3ybTUPYOLLLEro NpaBa obbekTa:

MpaBo pogutenbckoi

rpynnbi

I peasocrtaBaeHoO BCe

MpepocTaBneHo ana
HeKOTOpPbIX 06BEKTOB

MpepoctaBneHo ans
HEKOTOPbIX O6BEKTOB

Mpaso
paccmaTpmBaemoro
noTomka

MNpesocTaBneHoO Ans
HEeKOTOpPbIX 06BEKTOB

MNMpepocTtaBneHo ans
HEKOTOpPbIX 06BEKTOB

Hpe,EI,OCTa B/Z1IEHO BCE

PesynbTupyiouiee npaBo

MpeaoctaBneHo AN 06beKToB

Cnnckm paspeLLeHHbIX 06bekToB
obbeanHATCS

Hpe,EI,OCTa B/Z1IEHO BCE

PykoBOACTBO aAMMHMCTpaTOpa
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Mpaso
paccmaTtpmBaemoro
noTomka

I'IpaBa poanTena n NOTOMKa 3arnpewarowme, 1 0O4HO N3 HUX

3anpelwiaet Bce

3anpeLleHo 418 HEKOTOPbIX
06BbekToB

3anpeLeHo Bce

3anpeLeHo Ans HeKOTopbIX
0b6beKToB

3anpeLleHo 418 HEKOTOPbIX
06BbekToB

MpezocTaBneHo ans
HEKOTOPbIX OOBEKTOB

MpepocTaBneHo Bce

MpezocTaBneHo ans
HEKOTOPbIX OOBEKTOB

3anpeLyeHo ana
HEKOTOpPbIX 06BEKTOB

Hpe,ﬂ,OCTa BZ1IEHO BCE

Hpe,ﬂ,OCTa B/J1IEHO BCE

MNMpepocTtaBneHo ans
HEKOTOpPbIX 06BEKTOB

3anpeLyeHo Bce
3anpeLyeHo ana
HEKOTOpPbIX 06BEKTOB

3anpeLyeHo ans
HEeKOTOpPbIX 06BEKTOB

PesynbTupyiouiee npaBo

3anpeLyeHo Bce

Cnnckm 3anpeLLeHHbIX 06bekToB
obbeanHATCS

Hpe,ﬂ,OCTa B/Z1IEHO BCE

3anpelleHo 4ns 06beKToB poanuTens

3 3anpeLyeHHbIX 06bEeKTOB
BbIUMTAROTCA pa3peLleHHble 06bEKTHI.
Ecan nocne 3toro cnncok
3anpeLyeHHbIX 06bEeKTOB He MyCT, TO
pe3ynbTaT — 3anpeLleHbl OCTaBLInecs
06DbekTbl. B npoTBHOM ciiyyae
pe3yibTaT — pa3peLleHbl Bce 06bekTbl
noTtomka

3anpeLyeHo Bce

3anpelleHo A4 06BEKTOB NOTOMKA

3 pa3pelueHHbIX 06beKTOB
BblYNTAKOTCA 3anpeLlleHHble 06BEKTbI.
Ecan nocne atoro cnucok
paspeLleHHbIX OOBEKTOB MYCT, TO
pe3ynbTaT — 3anpeLlieHo Bce. B
NPOTUBHOM Ciyyae, pe3yanbtaTt —
pa3peLleHbl OCTaBLINECs O6BbEKTHI.

6.3. YnpaBsieHMe y4yeTHbIMM 3aNUCAMM aAMUHNCTPATOPOB U
aAMUHUCTPATUBHBIMMW rpynnamMmm

6.3.1. CozgaHue n yganeHme agMUHNCTPaTUBHbIX 3anucei v rpynn

flf PerVICTpaLJ,VIOHHOG MMA aAMUHUCTPAaTOpPa AO0JIXXKHO ObITb YHUKaNbHbIM.

PykoBOACTBO aAMMHMCTpaTOpa
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MogxntoyeHne afMUHNCTPATOPOB Yepes BHeLLHWe cucTeMbl ayTeHTudMKaLmmn byaet
HeBO3MOXHO, ecan Ha Cepeepe Dr.Web yxe cywiectByeT agMUHUCTPATOP C TakUM Xe
pervcTpaunoHHbIM UMEHEM.

[No6aBneHue agMUHUCTpaTOpoOB

,ﬂ'.l'lﬂ BO3MO>XHOCTU CO34aHNA YYETHbIX 3anucen AAMNHNCTPATOPOB HeO6XO,CI,l/IMO
O6f|aﬂ,aTb npaBsom COBAaHMe aAAMUWHUCTPATOPOB, rpynn agAMMHUCTPAaTOpPOB.

UYT06bI 406aBUTL HOBYIO YUETHYIO 3anNUCb aAMUHUCTpaTopa

1. BbibepuTe NyHKT AGMUHUCTPUPOBaHUE B 1aBHOM MeHt0 LleHTpa ynpaBieHus, B OTKpbIBLUEMCS
OKHe BblbepuTe NyHKT ynpaB/stoLLero MeHo AAMUHUCTPATOPbI.

2. Ha naHenu MHCTPYMEHTOB HaXXMuWTe 3Ha4oK S Co3paaTtb yueTHyto 3anucb. OTKPOETCA OKHO
HaCTpOeK CO3/aBaeMOW YYETHOM 3anucu.

3. B noapa3zene Obwue 3asaiite cneqyroLine napaMmeTpbi:

¢ B nosne PerucrpaumoHHoe MMsA 3ajaiTe perncTpaLMoHHOE UM aAMUHUCTPaTopa, KoTopoe
ByaeTt ncnosab3oBaTbCa A fOCTyna K LieHTpy ynpaBaeHus. Pa3peluaetcs ncnoab3osatb

CTpOU4Hble ByKkBbI (a-z), 3arnaBHble 6ykBbl (A-Z), umdpbl (0-9), cumBOAbI "

e B nonsx Maponb 1 MoarBepanTe naponb 3ajarite naposb ansa goctyna k Cepsepy Dr.Web n,
COOTBETCTBEHHO, K LIeHTpy ynpasaeHus.

ilf |_|pl/l 3afiaHnn Napoia agMUHNCTPATOPa He JOoNYyCKaeTCAa NCNoJib30OBaHME HalMOHaJ/IbHbIX
= CMMBOJIOB.

| Monsa Ans 3ajaHna Napoas akTMBHbI TONbKO AN aAMUHUCTPATOPOB C BHYTPEHHEN
: ayTeHTUdVMKaLmEN.

3HaueHusa JaHHbIX Nonen, 3ajaHHbIx B LleHTpe ynpaBaeHus Ans agMUHUCTPATOPOB C
BHELUHEeWN ayTeHTUGUKaLMen, He MMEIOT 3HaYeHW .

¢ B nonsx ®amunama, Uma n OTuecTBO MOXeTe yKa3aTb JIMYHbIe AaHHble ajMUHUCTPaTopA.

e Ykaxute Aapec 3N1eKTPOHHOMI nouTbl. ECv 3TOro He caenatb, Bbl HE CMOXeTe COPOCUTD
napo/ib NPy HEOBXOAMMOCTU.

e B Bbinagarolem crnvcke A3bik MHTepdeinca BbibepuTe A3bIk MHTEPdElica LieHTpa ynpasaeHus,
KOTOPbIN ByZAeT NCNO/b30BaThCA CO3aBaeMbIM afMUHMUCTPATOPOM (MO YMOYaHMIO 3ajaH
A3blk BeH-Opay3epa Wan aHrMNCKUR).

@ Ecan Bbl Bb|6epeTe A3blK, TEKCTbI MHTepc|>el7|ca Ha KOTOPOM B AaHHbIM MOMEHT He
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06HOBAIAIOTCA, BaM ByaeT NpeAnoXKeHO BKAOYNTL OBHOBAEHWE ANs AaHHOTO A3blka. [ns
3TOro nepenanTe Mo ccblike B pasgen AAMUHUCTpUpoBaHne — O6uiasn
KOH}Urypaumsa penosutopusa — Cepsep Dr.Web — f3biku LieHTpa ynpaBneHus
6e3onacHocTbio Dr.Web, yctaHoBuTE daar Ana Hy>KHOro BaM A3blka U HaxmuTe
CoxpaHuTb. pu 6ankarilieM 06HOBAEHMN PENO3UTOPUA TeKCTbl MHTepdenca ans
BbI6paHHOrO A3blka H6yayT 06HOBAEHBI. Takke Bbl MOXETe 3anyCcTUTb OOHOBAEHNE
BPY4YHYto B pa3gesne CocTosHMe peno3mTopus.

¢ B Bbinagarolem crnvcke ®opmart gatbl Bbibepute Gopmart, KOTopbl ByeT ncnosb3oBaThCs
AaHHBIM aAMUHUCTPATOPOM MPUY PefakTUPOBaHUN HAaCTPOeK, coaep KaLunx AaTbl. JoCTynHbI
cnepyrowe Gopmartbl:

o eBpPOMenckmin: DD-MM-YYYY HH:MM:SS
o amepuKaHCKuW: MM/DD/YYYY HH:MM:SS

¢ B nose OnncaHne moxeTte 3a4aTb NPOM3BOJIbHOE ONnMcaHne y‘-IeTHOI\/'I 3anncn.

ilf 3HaUEeHNs Noaen, OTMEUYEHHbIX 3HAaKOM *, AOJIXKHDbI ObITb 06s3aTeNbHO 3adaHbl.

B noapasaene Mpynnbl 3aaeTcs poautenbckas agMUHUCTpaTMBHasA rpynna. B cnucke
npvBeaeHbl rpynnbl, ZOCTyMNHbIE ANA HAa3HAUYeHUA agMUHUCTpaTopa. HanpoTue rpynmbl, A/
KOTOpOW ByzeT Ha3HayeH co34aBaeMblli aZiMUHUCTPATOP, YCTaHoBAeH dar. [1o ymonyaHuto
co3zaBaemMble aAMUHNCTPATOPbI Pa3MeLLaloTCs B POAUTENLCKON rpynne TekyLLero
aAMUHUCTPaTopa. YTO6bl M3MEHUTb HA3HAYEHHYHO TPYNMY, yCTaHOBUTE daar HanNpPOTUB HY>KHOM
rpynnbi.

Ka>|<p,b||71 AAMUHNCTPATOP MOXET BXOAWUTb TOJIbKO B OAHY rpynny.

OT poaunTenbCcKom rpynnbl agMUHUCTPATOP HacaeayeT npasa (cm. n. [1paBa agMUHUCTPATOPOB).

Mocne 3agaHNsA BCEX HEOHXOAUMBbIX MAPaMETPOB HaXXMUTe KHOMNKY COXPaHUTb A/ CO34aHus
YYETHOW 3anncu aMUHUCTPaTopa.

@ Yrtobbl y f06aBNEHHOrO aZMUHNCTPaTOpa bblia onepatuBHas MHGOpPMaLMsa O COBbITUAX

: B aHTVMBWPYCHOW CeTW, PEKOMEHZAYeTCa Cpasy Xe Nnocae Co34aHna y4eTHOW 3anmcu
BbINOJIHWUTb HAaCTPOMKY OMOBELLEHWN, Ceays ykasaHuaM pa3gena KoHburypalima
onoBeLleHniA. [1nf BO3MOXHOCTM CO3JaHNA CTaTUCTMYECKUX OTYETOB MO PacnucaHmnio
HeobXxoAMMO BK/IOUNTL OnoBelleHne CTaTUCTUYECKUIA OTYeT.

[No6aBneHne agMUHNUCTPATUBHbBIX rPynn

[na BO3IMOXHOCTW CO3AaHNA aAMUHNCTPATUBHbIX Fpynn Heobxoanmo obaajaTte NpaBoMm
Co3paHue agMUHNCTPaATOPOB, FPyNn agMUHUCTPATOPOB.

PykoBOACTBO aAMMHMCTpaTOpa
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YT106b1 4,062BUTL HOBYIO YUYETHYIO 3aNUCb aAMUHUCTPATUBHOMW IrPyNMbl

1. BbibepuTe NyHKT AGMUHUCTPUPOBaHUE B 1aBHOM MeHto LleHTpa ynpaBaeHus, B OTKpbIBLUEMCS
OKHe BblbepuTe NyHKT ynpaB/stoLLero MeHo AAMUHUCTPATOPbI.

2. Ha naHenn MHCTPYMEHTOB HaXXMUTe 3HauoK L4 Co3patb rpynny. OTKpOETCS OKHO HacTpoeK
CO3/,aBaeMou rpynnbl.

3. B nopgpa3zene O6wue 3agaite crieaytoLine napameTpbl:

e B none Mpynna 3agalite Ha3BaHWe afMUHUCTPATMBHOW rpynnbl. Pa3peluaerca ncnoab3oBatb

CTpOU4Hble ByKkBbI (a-z), 3arnaBHble 6ykBbl (A-Z), umdpbl (0-9), cumBOAbI "

¢ B none OnucaHue MoxeTe 3aaTb NPOU3BOIbHOE ONUCAHME FPYMnbl.

4. B nogpasgene Mpynnbl 3agaetcs poanTenbckas agMUHUCTPaTMBHaA rpynna. B cnncke
npvBeaeHbl rpynnbl, ZOCTyMHbIE AN Ha3HAaUYeHWs B KauyecTBe POAUTENLCKOM rpynnbl. HanpoTtms
rpynnbl, B KOTOPYO ByAeT BXOAUTb cO3A4aBaeMas rpynna, yctaHossieH ¢aar. 1o ymonyaHmo
co3zaBaeMble rpynmbl Pa3MeLLatoTCA B POAUTENbCKON Fpynne TekyLLero agmMuHucTpaTopa.
YTO6bI U3MEHWTL Ha3HaYeHHYHO TPynMy, yCTaHOBUTe diar HaNpPOTUB HY>XXHOR rpynmbl.

Mo>keT bbITb Ha3Ha4YeHa TO/IbKO OZHa POAUTENbCKan rpymnna.

OT poANUTENbCKOW TPYNMbl aZAMUHUCTPATUBHAsA rpynna HacaeayeT npasa (cM. n. [1pasa
aAMUHUCTPATOPOB).

5. Mocne 3asaHnsa BCex HEOBXOAMMbIX MaPaMETPOB HaxXMuTe KHoMky CoOXpaHUTb A8 CO3aHUA
aAMWHUCTPATUBHOW TPy nmbl.

YpaneHne agMUHNCTPATOPOB U aAMUHUCTPATUBHbBIX FPynMn

& [N BO3MOXHOCTUW yaneHns y4eTHbIX 3anvcelrt agMUHUCTPATOPOB U
AAMUHUCTPATMBHBIX TPynn HeobxoArMo 0biasaTb NpaBaMu YaaneHue yueTHbIX
3anuvcei agMUHUCTpaTopoB 1 PegakTupoBaHne CBOUCTB U KOH$Urypauum rpynn
AAMVHUCTPATOPOB COOTBETCTBEHHO.

UTo6bl1 yAaNNUTb yUETHYIO 3anNnCb aAMUHUCTPATOPa UM rPyNnbl

1. BblbepwuTe NyHKT AABMUHUCTPUPOBaHMe B r1aBHOM MeHto LleHTpa ynpaBieHus, B OTKPbIBLUEMCS
OKHe BblbepuTe MyHKT ynpaBastoLLero MeHto AAMUHNUCTPATOPbI.

2. B vepapxmyeckoM crnvcke aZMUHUCTPATOPOB BblibepuTe yUeTHYH 3anncb aZMUHUCTPATOPa Uu
aAMUHUCTPATUBHYHO Fpymnny, KOTOPYH Bbl XOTUTE YAaUTb.

3. Ha naHenn MHCTPYMEHTOB HaxmuTe 3HauoK 2 YAanuTh BbIGPaHHbIE 06BEKTDI.

6.3.2. BocctaHoBN€HUE Napona agMUHUCTpaTopa

BocctaHoBUTL 3a6bITbI NAPOJIb YUETHOMN 3anNmnCK a4MUHUCTPATOPA MOXXHO CEAYHOLLUMMU
cnocobamu:

PykoBOACTBO aAMMHMCTpaTOpa
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1. Cbpocutb Nnaposb Npu Bxoae B LieHTp ynpasneHus 6e3onacHocTbio Dr.Web.
2. 3apaTtb HOBbIN Mapo/b B KOMaHAHOW cTpoke npu 3anycke Cepepa Dr.Web.

3. MocmoTpeTb an n3MeHUTb Napob Hanpamyto B 6ase gaHHbIx CepBepa Dr.Web ¢ nomoLubto
yTMAUTbl drwidbsh3 Ans BCTPOEHHOM 6a3bl JaHHbIX UK CTOPOHHEro SQL-kaveHTa B ciyyae
MCNOIb30BaHWsA BHELLHeN 6a3bl JaHHbIX — MPW YCIOBUM OTKIHOUEHUSA WMdPOBaHNA Napons
aAMUHUCTPaTOpa C MOMOLLbIO KpunTorpaduyeckon conm (He pekomenayetcs). NoapobHee nNpo
YTWANTY U MPUMEpP UCMOJb30BaHMA cM. B JokyMeHTe Mpunoxxenus, [1punoxenve 37.2. YTnavta
aAMVHUCTPUPOBAHNA BCTPOEHHOW 6a3bl AaHHbIX.

YT106bI COpOCUTL Naponb npu Bxoae B LLeHTp ynpaBneHusa 6e3onacHoctbro Dr.Web
1. OTkpoWTe cTpanuLy aBTopu3auun (http: // <Adpec_Cepsepa_Dr.Web>:9080 nan
https://<Adpec_Cepsepa_Dr.Web>:9081).

2. Haxxmute C6poCHTb Napob.

3. B oTKpbIBLUEMCS OKHe 3amnoHuTe Nnoss PerncTtpaumoHHoe umsa 1 Aapec 3/1eKTPOHHOW NouYThI,
BM1CaB Tyza AaHHble YUYeTHOM 3anncy aZMUHUCTPATOPa, Yel Napo/ib Bbl XOTUTE BOCCTAHOBMUTD.

| BBOAVMbIN agpec 31eKTPOHHON MOUTbI JOMXKEH COBMNajaTb C aAPecoM, yka3aHHbIM B
: HacTpolikax y4eTHOW 3annucn aAMUHNCTPaTOpPa.

4. HaxxmuTe OTNpaBUTb CCbIKY. Ha yKasaHHbI aZpec 31eKTPOHHOW NoYTbl byAeT oTnpaBieHo
MUCbMO CO CCbIIKOW ANs cHpoca napons.

_/_IE MNMucbMo ByAeT oTnpaB/IeHO NpW YCNOBUM NMpesBapuUTeNbHOM HacTpoiku SMTP-cepBepa
(cM. pa3gen 2NeKTPOHHaA NoYyTa).

5. MNepengunte No yKasaHHOW CCbI/IKE M 3aaiiTe HOBbIM MapO/ib Ha OTKPbIBLUENCA CTPaHMLE.

Y106b1 CMeHUTb Naposib Npu 3anycke Cepsepa Dr.Web uepe3 komaHAHYIO CTPOKY:

3anyctute CepBep Dr.Web 13 komaHaHOW CTPOKY, yKa3aB HEOOXOAUMBIN A CMEHbI Napos
napameTp, perncTtpaLoHHoOe MM aMUHUCTPATOPa Y HOBbIW Napob:

drwcsd modexecdb set-admin-password <pe2ucmpayuoHHoe UMs> <HOo8blll_ndposb >

6.3.3. PepakTnpoBaHue aAMMUHUCTPaTUBHDbIX 3anNMcen N rpynn

& [N BO3MOXHOCTV peAakTMpPOBaHMUS YYETHbIX 3aMvcelrl ajMUHUCTPATOPOB U
aAMUHUCTPATMBHBIX TPynn HeobxoarMo obnasaTb NpaBaMy PesakTupoBaHue yueTHbIX
3anuvcei agMUHUCTpaToOpoB 1 PegakTupoBaHne CBOWCTB U KOH$pUrypauum rpynn
AAMWHUCTPATOPOB COOTBETCTBEHHO.
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AT
g:

[ns BO3MOXHOCTW peAakTMpOBaHMA COBCTBEHHOM YYeTHOMN 3anmncy Heobxoa1Mmo
obnagatb npaBom PepakTvpoBaHue cO6CTBEHHbIX HAaCTpOEK.

3HauyeHWs nosiei, OTMeUEHHbIX 3HaKOM *, ZONMXKHbI 6bITb 065f3aTe/IbHO 3ajaHbl.

Yrtobbl oTpeaakKTUpoBaTb YUYE€THYHO 3alUCb aAMUWUHUCTPaTOpPa

1. B cnvcke agMUHUCTPATOPOB BbIBGEpUTE YUETHYHO 3aMnncb, KOTOPYHO Bbl XOTUTE OTPEAaKTUPOBaTh.
OTkpoeTcs pa3sen pesakTMpoBaHUS CBOMCTB.

2. B noapa3zene O6uwme Bbl MOXeTe OTPeaKTMPOBaTb NapameTpbl, KOTOpble Oblan 3agaHbl NPU
CO3zaHuyi, NPU 3TOM:

a) YTobbl M3MeHUTb NapoJib ANA AOCTYNa K YYETHOM 3anncu aiMMHUCTPaTOPa, BbibepuTe Ha
NaHeN NHCTPYMEHTOB 3HaUOK 2 Nzmenntb naponb.

@ AZMVHNCTPATOP C COOTBETCTBYOLWMMM NpaBaMn MOXET peAaKkTVpoBaTb Napo/n BCeX
: APYTUX aAMUHNCTPATOPOB.

ilf |_|pl/| 3ajaHnn perncTtpaumMoHHOro MMeH agMMNMHNCTPaTopa He A0MYCKaeTCA
MncnoJsib3oBaHe HaunoHanbHbIX CUMBOJIOB.

b) Cnegytowime napameTpbl aAMUHUCTPATOPA AOCTYMHbI TONbKO ANA YTEHUS:
e [laTbl CO3AaHUA YYETHOM 3anNnCK 1 NOCAELHErO N3MEHEHNS ee MapaMeTpoOB,

e CocTosHMe — OTObpaXkaeT CETEBOW afpec NOCAEAHEro NOAKAOYEHNS NOA AaHHOM
YUYETHOW 3annchbHo.

3. B nogpasaene Mpynnbl Bbl MOXETE U3MEHWUTb aZAMUHUCTPATUBHYO rpynny. B cnncke npvBeaeHbl
rpynmbl, AOCTYMNHblE ANA HAa3HaYeHUs agMuUHUCTpaTopa. HanpoTuB Tekyluel poanTeNbCKON
rpynnbl aAMVHUCTPaTOpa ycTaHoBEeH daar. YTo6bl M3MEHUTb Ha3HaUEHHYO rpymnny, yCTaHOBUTE
dnar HaNPOTMB HY>XHOW rPyNMbl.

PoauTtenbckas rpynna Ans agMUHUCTPaTopa 06s3aTeNlbHO J0JKHA ObiTb Ha3HaveHa. Kaxxabii
aAMUHUCTPATOP MOXET BXOAUTb TOIbKO B OAHY rpynny. OT 3aaHHON pOAUTENbCKON Fpy bl
Hac/ieAyroTCa npasa.

CM. Takke nogpasaen PeaaktnpoBaHme YaeHCTBa.

4. B nogpaszene MpaBa Bbl MOXETE OTPEAAKTUPOBATb CMMCOK Pa3peLLeHHbIX AeACTBUA ANs
BbIOpPaHHOIO agMUHKCTPaTopa.

Mpoueaypa pesakTMpoBaHus Npas NpuBezeHa B Nogpaszene PejaktvpoBaHme npas.

5. ﬂ'flﬂ npMMeHeHNA BHECEHHbIX N3MEHEHWI HaXXMUTE KHOTMKY Coxpanrb.
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UTo6bI OTpeaaKTUpPOBaTh aAMUHUCTPATUBHYIO rpynny

1. B crnucke aAMUHUCTPATOPOB BbibepuTe rpynny, KOTOPYH Bbl XOTUTE OTPEAAKTUPOBAT.
OTKpOETCs pa3gen peAakTMpOBaHWs CBOWCTB.

2. B nogpazgene O6ume Bbl MOXeTe OTPeAAKTUPOBATh NapaMeTpbl, KOTOPble HblN 3aAaHbl Npu
CO3/aHuK.

3. B nopgpa3szene Fpynnbl Bbl MOXETE U3MEHWUTb POAUTENBCKYHO Tpynny. B cnucke npueeseHbl
rpynnbl, ZOCTyMNHble ANS Ha3HAUYeHWs B KauyecTBe POAUTENbCKOW rpynmnbl. HanpoTue TekyLu el
POAUTENBCKOW TPYMMbl yCTaHOB/EH daar. YTobbl MU3MEHUTb HAa3HAYEHHYO TPYynMy, yCTaHOBUTE
dnar HaNPOTMB HY>XXHOW rPYNMbl.

Poputenbckas rpynna Ans aZMUHUCTPATUBHOW rpynnbl 06s3aTeNlbHO A0/KHA ObITh Ha3HaueHa.
OT 3a,@HHOW POAUTENBCKOM TPYNMbl HACAEAYHOTCA NpaBa.

CM. Takke noapasagen PegaktvpoBaHue YieHcTBa.

4. B nogpaszene MpaBa Bbl MOXETE OTPEAAKTUPOBATb CMMCOK Pa3peLLeHHbIX AeACTBUA ANs
BbIBpaHHOM aZiMUHUCTPATUBHON rpynnbi.

Mpoueaypa pesakTMpoBaHus Npas NpuBeeHa B nogpaszene PejaktvpoBaHme npas.

5. ﬂ'flﬂ npMMeHeHNA BHECEHHbIX N3MEHEHWI HaXXMUTE KHOTMKY Coxpanrb.

Ha3Hauutb poautenbckyto rpynny Aas agMUHUCTPATOPOB M aAMUHUCTPATUBHbIX rPYNN Bbl
MO)XKeTe OA4HUM U3 C/IeAyHoLmX cnocoboB:
e /I3MeHUTb HaCcTPOWKM aAMUHUCTPaTOPa AW TPYMMbl Kak OMUCAHO BbILLE.

e [lepetawmtb (drag-and-drop) agMuHUCTpaTOpPa UAN aAMUHUCTPATUBHYHO Fpynny B
MepapxmMyYeckoM CrncKe Ha rpynny, KOTOPYH XOTUTE Ha3HaUYUTb POAUTENBbCKOM.

UYT106bI pacnpocTpaHUTb NpaBa agMUHUCTPaTOpPa UM FPyMnbl HA APYroro agMUHUCTPaTopa
WAu rpynny

1. B cnvcke agMUHUCTPaTOPOB BbibepuTe OANH OOBEKT, MpaBa KOTOPOTO Bbl XOTUTE
pacnpoCTpaHnTb. TO MOXKET BbITb Kak aZMWHUCTPATOP, Tak M rpynna agMVHUCTPaTOPOB.

E_N
2. Ha naHeim UHCTPYMEHTOB HaXMuTe KHOMKY +“ PacnpocTpaHnTL NpaBa aAMUHUCTPATOPa.

3. B OoTKpbIBLUEMCA OKHE BblbepuTe 06bEKTbI, KOTOPbIM Bbl XOTUTE Ha3HauuTb Npaea. ObpaTute
BHUMaHWe Ha ciegytoLme 0COHBeHHOCTH:

e Mo>KeT 6bITb BbIOPaH OAMH WM HECKOJIbKO OO6BEKTOB A HAa3HAYeHWUs NpaB. 3TO MOryT ObITh
Kak agMWUHUCTPATOPbI, TaK U FPYynnbl a4MUHUCTPATOPOB.

e [paBa coxpaHsATCA A5 BbIbpaHHbIX 06bEKTOB Kak NnepcoHabHble. HacnegoBaHme ¢
POANTENBCKOW TPYMNMNON pa3pbiBaETCS.

e Ha3zHaueHue npaB ob6bekTam, co3gaHHbIM Mo ymonyvaHuto (rpynnsl Administrators, Newbies,
agMuHucTpatop admin), He gonyckaeTcs.

e PacnpocTtpaHnTb NpaBa MOXHO TOJIbKO Ha O6BbEKTbI, pa3peLLleHHble B MpaBax
PepaktupoBaHMe yueTHbIX 3anucei agMMHUCTpaTopoB 1 PefakTMpoBaHMe CBOMCTB U
KOHpUrypauum rpynn agMUHUCTPaATOPOB.
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e Ec/n pacnpocTtpaHeHue NoB/eyeT HazHaueHue Npas, KOTOPble NMPEeBbILIAT COBCTBEHHbIE
npaBa aZMVHWCTPATOPa, BbIMOJHAOLLETO ONePaLuto, BO3BPaLLaeTcs owmnbka o
HEAOCTaTOUYHOCTM MPaB ANs BbIMNOJHEHUs OMNepaLui.

4. Haxmute kHoMnKy PacnpocTpaHuUTb.
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Fnasa 7: KomnnaexkcHoe ynpaBsjieHue paGOl-II/IMI/I CTaHUMNAMMU

N5 KOMMNAEKCHOTO YNPaBEHUSA CTAHLUAMMN U UX HACTPOMKaMU NPeoCTaBAsIOTCA Ceayrowmne
WHCTPYMEHTbI:

e | pynnbl.

CTaHLI,I/Iﬂ MO>XeT BXOANTb B HEOTPaHUYEHHOE KOJIMYECTBO rpymn. O6sn3zaTenbHO B
npeaycraHoBJIEHHbIE FTPYyNMnbl Ha OCHOBE CBOEro COCTOAHMA 1N ONUUNOHaNbHO B MOIb30BaTe/ibCKMe
rpynnbl. OAHaKO TONBbKO OAHa M3 rpynn ABAAETCA nepBMquﬁ.

e [loantunku.

,ﬂrﬂﬂ CTaHU N MOXKET ObITb Ha3HaueHa TOJIbKO OAHa NMoJnTnKa Mam He Ha3Ha4yeHO HU OAHOIZ
NOANTUKN.

° QOQI)I/IIII/I.

Mpodwan ncnonblyroTcs ANs 3aZaHNA HacTPOeK KOMMoHeHTa KoHTpo b npunoxexnid. Mpoduam
MOTYT ObITb Ha3HaUeHbl Kak CTaHLMAM 1 FpynnaM CTaHLWUI, Tak U OTAENbHbIM NOJIb30BaTeNsIM.

YT06bI KOHTPOIMPOBATL 3aMycK MPWIOXKEHUIN Ha CTaHLMAX, HEOBXOAMMO, UTOObI A CTaHLMN UK
NoNb30BaTeNs CTaHLMM Bbll Ha3HaueH XOTs Hbl OAWH aKTUBHbIA NPOPUIb.

Twvnbi HacTpoek CTaHLI,I/II7I
e YHacnepoBaHHble HaCTPOMKM.

Mpw co34aHMK CTaHL MM HACTPOMKM BCErAa HacAeAyrOTCA OT NOAUTUKM WA OT MEPBUYHOW TPy MMbl.
MoapobHas nHdopMaLua npmBeseHa B pasgene Hacnenosanue koHburypaumm paboyen
CTaHLuu.

¢ MNMepcoHanbHbIe HACTPOMKN.

B npouecce paboTbl CTaHL UM HacieA0BaHNe MOXKET bblTb Pa30PBaHO, Y YCTaHOB/EHDI
NepCcoHasbHble HAaCTPOMKM.

[ns 3azaHMs NepCcoHaNbHbIX HACTPOEK ANs CTaHLUM OTPeaaKTMpYITe COOTBETCTBYHOLLUIA pa3aen
HacTpoex.

Ecam ans ctaHUmW 3agaHbl NepCcoHaibHble HACTPOWKK, TO HACTPOWKIN Ha3HAYeHHOW NOAUTUKM UK
NepPBUYHOM rpynMbl 1 N0Oble UX U3MEHEHWUA He BYAYT BANATL Ha HACTPOMKM CTaHLLUM.
Bbl MOXeTe BOCCTaHOBUTb Hac/eA0BaHWe OT NOAUTUKN UAW NEePBUYHON rpynnbl. Ans 3Toro

HaXXMWTE KHOMKY & Yaanutb nepcoHanbHble HACTPOMKM Ha NaHen MHCTPyMeHTOB LleHTpa
yrnpaB/ieHNs B pa3zene COOTBETCTBYHOLLMX HAaCTPOEK WIN B pa3zene CBOMCTB CTaHL WM.

@ B kaXAoM pa3gene HacTpoeK 3NeMEHTOB KOHbUTypaLmmn paboyeit cTaHLmm
: oTobpaxaeTcs uHGopMaLms O TOM, YTO HaCTPOWMKM JaHHOTO pa3gena 3aAaHbl
nepcoHaNbHO WM yHacNeAoBaHbl OT COOTBETCTBYHOLLLErO ObbEKTa.

PykoBOACTBO aAMMHMCTpaTOpa
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YacTb pa3senoB ¢ HaCTPOMKaMmn MOXET ObiTh 3aZaHa NepCcoHasbHO, @ YacTb —
HacnefoBaTbCsA OT MOJUTUKA UAN OT NMEPBUYHOW FPYMmbl, €CAU MNOAUTVKA HE 3ajaHa.

Bbl MOXeTe yCTaHOBWTb pa3Hble KOHOUrypauum Ans pasHbIX TPYMN U CTaHLMN, U3MEHUB
COOTBETCTBYHOLLME HACTPOMKM.

7.1. HachepgoBaHue koHuUrypauum paboueu ctaHumn

Mpw co3A4aHMMN CTaHLMM MAW TPYMMbI X HACTPOMKW BCErAa HaCNeAYyrOTCS:

e HoBas rpynna HacneayeT HaCTPOWMKM OT CBOEW POAMUTENbCKON Fpymnbl, B KOTOPYHO OHa
HENoOCpPeACTBEHHO BXOAMWT. ECM HET poAWUTENbCKOW rpynMbl (CO34aBaemMas rpynna aBaseTcs
KOPHEBOW B MepapXMUeckoM AepeBe), HaCTPOMKM HacieaytoTcs oT rpynibl Everyone.

e HoBas cTaHUWs HaciesyeT HAaCTPOVKMN OT NMOAUTUKYM, KOTopas bblia HazHayeHa Npu Co34aHnm
cTaHumn. Ecam nonmtrka He 6bi1a Ha3HayYeHa, HAaCTPOMKM CTaHL MM HaCNeyoTCA OT OHOM U3
rpynn, B KOTOPYO OHa BXOAMT. Takas rpynna Ha3blBaeTcs nepsuyHoU.

B npouecce ganbHerwen paboTbl HacieA0BaHE MOXET HbITb Pa30PBaHO, N YCTaHOB/EHbI
MepCOHa/IbHble HAaCTPOMKN CTaHLUW.

[ns KomnoHeHTa KOHTPO/Ib NPUNOXKEHNIA NPUHLLMM HAaCNeA0BaHWUA HAaCTPOEK OTIMYaeTcs OT
CTaHgapTHoro. MNoapobHee cMm. HacnesoBaHme HacTpoek A8 KOMNOHeHTa KOHTPOIb NP UAOXKEHWIA.

MpuoputeT NnpMeHeHUA HacTpoeK AN CTaHLWIA:

1. Ecm y CTaHUUU 3ajaHbl NMepcoHa/ibHbIe HaCTpOI\/'IKI/I, TO MCNOJIb3YHOTCA NepPCOHalibHble HaCTpOI\/'IKI/I.
l'lpm 3TOM ANA CTaHUUN MOXKeT ObITb Ha3HauUeHa NoanTMKa. I'Ipm 3ajaHnn nepCcoHaabHbIX
HaCTpoeK onpeaeneHHoro pasaesja HacnegosaHme HaCTPOEK 3TOro pasgesa pa3pblBaeTCa.

2. Ecam nepcoHanbHble HaCTPOWKM OTCYTCTBYHOT, TO MCMOb3YHOTCA HACTPOMKM Ha3HauYeHHO W
NONUTUKMN.

3. Ecam HeT nepcoHanbHbIX HACTPOEK M HET Ha3HaYeHHOM NOJIUTUKM, TO CTaHLUA UCMONb3YeT
HaCTPOWKM CBOEN NEPBMYHOW rPynnbl.

3apaHbl nepcoHasbHble HasHauena Wcnonb3yemble HaCTPOMKMU
HacTpoWiku noAnTMUKa
+ + MepcoHanbHble HaCTPONKK
+ - MepcoHanbHble HaCTPONKM
- + Hactpoiikn noantukm

- - HacTpolikn nepBuyHON rpynmeoi

PykoBOACTBO aAMMHMCTpaTOpa
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I CTaHLI,I/II/I MOXET ObITb HE Ha3HAUeHa HK OZHa NMOANTKMKa, HO Y CTaHUWK BCerja ecTtb
. nepBnYHaAa rpynna.

HacnepoBaHue HacTpoekK CTaHLM OT NOINTUK

Ecam Ana CTaHUMW Ha3Ha4yeHa NoJINTKKa, YCTaHaB/IMBaETCA HaclegoBaHMe HacTpoeK CTaHL MK OT
HaCTPOEK MOJINTUKW.

MNpw N3MEHEHWAX B HACTPOMKaxX MNOJUTUKM 3TN U3MEHEHWS HaCNeAyOTCH CTaHUUAMM, ANt KOTOPbIX
3Ta NO/IMTMKA Ha3HaueHa, 3a UCK/IFOYEHMEM ClyyaeB, Korja CTaHLMAM Oblan 3aZaHbl NePCOHabHble
HacTpowku. MNMpun co3gaHnmn CTaHLMKM Bbl MOXeTe yKa3aTb, Kakas M3 NoAnTUK ByAeT Ha3HaueHa
ctaHumu. Moantrka MoxeT 6bITb 3aMeHeHa B Nt06oe Bpems B npouecce paboTbl. Ecav HM ogHa
NOANTUKa He By eT Ha3HaueHa, HaCTPOKKK ByAyT HacneA0BaTbCA OT NEPBUYHOWN FPyNMbl.

Y NOANTUK HET Mepapxmueckor CTPYKTypbl HacnegoBaHus. MNpy co3aaHnM NOAUTMKN ee HaCTPOMKM
KOMMPYHOTCA B KayecTBe NMepCcoHabHbIX HAaCTPOEK M3 3aZaHHOro 0bbekTa (M0 YMOAYaHMIO 3TO
noavtvka Default policy). Tonbko ogHa 13 BEpCUA NONNTUKM ABASIETCA TEKYLLEN, U €e HAaCTPOIKK
ABNAIOTCA HACTPOMKaMM CaMOMN NONTMKWN. TONBbKO TeKyLLLas BEPCUS MOXKET bbITb Ha3HayeHa
CTaHLUAM.

Hanpumep:
CTpyKTypa nepapxm4eckoro cnvcka npeacraBaseT cobon creaytollee Aepeso:

AHTUBMpPYCHaA ceTh
Everyone
Policy1
— Version’
—\ersion2

Station

— Version3

[Ansa ctaHumMm Stationl Ha3HaveHa NoauTMKa Policyl. Bepcms NomTnkm Version?2 ABAAETCS
TeKyLLen ANa NOANTUKM Policyl. HacTponkmn Bepcmm Version2 COBMNagaroT C HaCTPOMKaMm
MNOAUTUKN Policyl, KOTOPble ABASOTCA NEPCOHaNbHbIMMN.

HacnepoBaHue HacTpoek CTaHUMW OT rpymnn

Ecam ana ctaHuum He Ha3HayeHa NOIMTKKA, YCTaHaBAMBAETCA HaceA0BaHMe HACTPOeK CTaHL KN OT
HacTpoOeK ee NepBMYHOM FPynMbl.

PykoBOACTBO aAMMHMCTpaTOpa
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[PV N3MEHEHNAX B HACTPOMKax NEPBUYHON FPyMMbl 3TN U3MEHEHMWS HaceAyOTCH BXOAALLUMUA B
rpynny CTaHUMAMY, 38 UCK/IFOYEHVEM CllyYaeB, KOrAa CTaHUMAM Oblav 3aZaHbl NepCOHasbHble
HacTpoliku. Mpu co3aaHnM CTaHL MM Bbl MOXETE yKa3aTb, Kakas 13 rpynn byaeT cumtatbes
nepBuYHOM. Mo ymonuaHuo nepsuyHas rpynna — Everyone. MNepBryHas rpynna MoxeT 6bITb
3aMeHeHa B itoboe BpeMsa B npoLiecce paboTbl.

| Ecan nepsunyHas rpynna He Everyone, 1 y ykazaHHOW MepBUYHON Fpynmbl, KOTopas
: ABAETCA KOPHEBOW B MepapXnYeckoM JepeBe aHTUBUPYCHOW CETW, HET NepPCOHabHbIX
HacTpoek, TO HacieaytoTca HacTporiku rpynmnbl Everyone.

Bo3MOXHO co3aaHne BAOXKEHHbIX Fpynm.

B ycnoBusAx BAOXKEHHbIX TPYNM, €CAn ANS CTaHLMKW He 3aAaHbl NepCoHasbHble HaCTPOWKMY,
HacneA0BaHME 31eMEHTOB KOHOUIypaLMmn OCyLLECTBASETCS B COOTBETCTBUN CO CTPYKTYpPOU
BJIOXKEHHbIX rpynm. [oncK ocyLecTBASETCA BBEPX MO MepapXMUeCcKOMY AepeBy, HaunHas C

I'IepBI/I‘-IHOI\/'I rpynnbl CTaHUWN, €€ pOAMTGﬂbCKOI;I rpynnbl 1 Aanee 4O KOPHEBOro 3JieMeHTa AepeBa.

Ecm npu 3ToM He 661 06Hapy>KeHbl MepPCOHasIbHble HACTPOWKK, TO HaCNeyHOTCA 3EMEHTHI
KoHpurypauwum rpynnel Everyone.

Hanpumep:
CTpyKTypa nepapxm4eckoro cnvcka npeacraBaseT cobon creaytollee Aepeso:

AHTHMBMpPYCHaA ceThb

Everyone
Group

Groupé

LGruupS

Group4

|— Station

lpynna Group4 ABASAETCA NEPBUYHOM ANA CTaHUUM Stationl. [pu 3TOM Npu HacnezoBaHUK
HacTpoek CTaHumen Stationl ByAeT OCyLECTBAATLCA MOUCK HAaCTPOEK B CleAytoLEeM NOpsAAKe:
Stationl — Group4 - Group3 - Group2 - Groupl — Everyone.

@ Mo yMonuaHuMIO CTPYKTypa CeTu MpejcTaBaeHa Takum obpasom, UTobbl

: NPOAEMOHCTPUPOBAaTb BXOXAEHWS CTaHLMI BO BCE TPYMMbl, YIEHOM KOTOPbIX OHa
apasieTcs. ECam Bbl XOTTe OTO6paxaTh B KaTasiore CETU YNEHCTBO CTaHLMIA TOJIbKO B
NepBUYHBIX rpymnnax, Ha MaHean MHCTPYMeHTOB LleHTpa ynpaBaeHns B NyHKTe 3=
HacTtpoiiku Buaa gepeBa cHvMuTe Gpar YneHCTBO BO BCex rpymnmnax.

PykoBOACTBO aAMMHMCTpaTOpa
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HacnepoBaHue HacTpoek ana komnoHeHTa KoHTpoab npuno)xeHumn

Hactpowikn npodunein KOHTpOAS NPUAOXKEHWIN MOTYT BbITb Ha3HAY€EHbI HE TO/IbKO Ha CTaHL MK 1
rPynnbl CTaHLWUI, HO TakXe Ha OTAe/IbHbIX MOb30BaTeNeN U TPy MMbl NOb30BaTeNEN.

MpuoputeT NpUMeHeHUA HacTpoek:

1. Mpw HaaMumMn NoNb30BaTENBCKMX HACTPOEK OHWU 061a4at0T HaUBbLICLLMM NMPUOPUTETOM.

2. TMpwu OTCyTCTBMM NOb30BATENbCKUX HACTPOEK MPUOPUTET OTAAETCA HACTPOMKaM rpynnbi
noJib3oBaTenen.

3. Ecim He 3ajaHbl HaCTpOIZKM And nosb3oBaTenen un rpynnbl I'IOJ1b3OBaTeJ16Iz, HacneaoBaHMe
OCyLLecTBaAeTCA NO NPUOPUTETY NMPUMEHEHUA HACTPOEK ANA CTaHLWN.

7.2. Tpynnbl

MexaHv3M rpynn npeAHasHayeH Ans obneryeHns ynpasaeHns pabounmMu CTaHUUAMU aHTUBUPYCHOM
ceTw.

O6'bep,|/||-|e|-me CTaHLI,Mﬁ B rpynnbl MOXXeT UCMNMOJIb30BaTbCA B C/1eAyHOLWUX Lensx:

e BbinoiHeHuMs rpynnoBbIX onepau,vu7| Haj BCEMU CTaHUMAMNW, BXOAALLMMU B AaHHbIE TPYMMbl.

Kak ans oTA€NbHON rpynnbl, Tak U AN HECKOJIbKMX BblOpaHHbIX FPYMn Bbl MOXETe 3amnycKaTb,
npocmaTpuBaTh 1 NpekpaLLaTh 3afaHnsa Ha CKaHUPOBaHWe CTaHLMIM, BXOAALLMX B AaHHYHO rpynmny.
TOYHO Tak >e Bbl MOXETe NPOCMaTPMBAaTh CTaTUCTUKY (B T.U. UHPEKLUW, BUPYChI,
3anyck/3aBepLUeHne, OWNOKM CKaHUPOBAHWS U YCTaHOBKM U T. M.) U CYMMapHYHO CTaTUCTUKY ANs
BCEX paboumx CTaHLMUIA FPYNMbl UM HECKOJIbKUX TPy,

e 3afaHns eAVHbIX HAaCTPOEK ANSA CTaHL WA Yepes rpynmny, B KOTOPYH OHW BXOAAT (CM. n. [naBa 7:
KomniekcHoe ynpaesieHne paboummm CTaHLmsaMM).

e OpraHuzauum (CTpyKTypUpOBaHMs) cnvcka paboumx CTaHLUN.

Tak>ke BO3MOXHO COo34aHne BNOXKEHHbIX rpynn.

7.2.1. CncremHble M Nosib3oBaTe/ibCKue rpynnbl

CucremHble rpynnsl

W3HauanbHO Dr.Web Enterprise Security Suite cogep>xut Habop npeayCcTaHOBAEHHbIX CUCTEMHBIX
rpynn. 3Tv rpynnbl CO34at0TCA B MOMEHT uHcTaansaumm Cepsepa Dr.Web v He moryT 6biTb yaaneHsbl.
OaHaKo agMuUHUCTPaTOpP, NPU HEOBXOAMMOCTIN, MOXKET CKPbITb UX OTOBPaxKeHue.

Kaxaas cuctemHas rpynna (kpome rpynnel Everyone) cogepxut Habop noarpynn, o6beAnHEHHbIX
Nno onpesaeneHHOMY MpU3HaKy.

PykoBOACTBO aAMMHMCTpaTOpa
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| Mocne yctaHosku Cepeepa Dr.Web go MmomeHTa NOAKAHOUEHUS K HEMY CTAHLUA B
: CrMcKe CUCTEMHBIX Fpynn oTobpaxkaeTcs Tobko rpynna Everyone. [ins otobpaxeHus
BCEX CMCTEMHBIX FPYynn BOCNob3yliTeck onumel MokasbiBaTh CKPbITbIe FPyNMbI B

pasaene HaCTpOVIKVI BuAa AepeBa Ha MNaHeay MHCTPYMEHTOB.

Everyone

lpynna, cogep>kalyasn B cebe Bce cTaHumK, n3sectHble Cepeepy Dr.Web. [pynna Everyone
COAEPXXUT HACTPOMKM BCEX FPYMNM W CTaHLMIN MO YMONYAHWIO.

Active Directory

lpynna coaep>kuT Nosb3oBaTesnen 1 rpynnbl NoAb30BaTeNeN, 3aperMcTPUpPOBaHHbIX B oMeHe Active
Directory. [laHHas rpynna NOABASETCA B fepeBe aHTUBMPYCHOW CETU NOC/E BbINMOJHEHNS 3ajaHNs
CuHxpoHusauma c Active Directory 13 pacnucarusa Cepsepa Dr.Web.

Configured

Fpynna coAep >XuT CTaHLMW, ANA KOTOPbIX 3aAaHbl NePCOHasbHblE HACTPOMKMW.

Neighbors

pynna Neighbors coaep>xut Bce Cepepbl Dr.Web, cBa3aHHble ¢ gaHHbIM CepBepom Dr.Web u
CNYXWT Ans ynpasaeHus cesazamum mexxay Cepsepamu Dr.Web B MHOrocepBepHoOM aHTUBMPYCHOM
cet (cM. N. OcobeHHOCTU ceTu ¢ Heckoabknumum Cepsepamu Dr.Web).

Co3paHre HOBbIX MeXCepBEPHbIX CBA3EN OMNMCaHO B pa3gene Hactpolika cBA3en Mexay
CepBepamu Dr.Web.

lpynna Neighbors cosep>xut BaoxxeHHbIe rpynnbl, OTpaxatowme cratyc cocegHnx CepeepoB
Dr.Web, nogkntoueHHbix k gaHHomy Cepsepy Dr.Web:

e [pynna All neighbors cogep>xut Bce coceaHme Cepsepbl Dr.Web, noakntoueHHble kK JaHHOMY
Cepsepy Dr.Web.

l'pynna Children coaep>xut nogumHeHHble Cepeepbl Dr.Web.

lpynna Offline cosep>uT HeakTMBHbIE B AaHHbI MOMeHT CepBepbl Dr.Web.

lpynna Online coaep>xnT aKkTMBHbIE B AaHHbIN MOMeHT CepBepbl Dr.Web.

lpynna Parents cogep>xut rnasHole Cepsepbl Dr.Web.

lpynna Peers cosep>xut paBHonpaBHble CepBepbl Dr.Web.

PykoBOACTBO aAMMHMCTpaTOpa
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Operating system

[JaHHas kaTeropus noArpynn oTobpaaet onepaLMoHHbIe CUCTEMbI, NOA YNpaBaeHNeM KOTOPbIX
paboTatoT CTaHL MW B AaHHbI MOMEHT. [laHHble rpynnbl He BUPTyasibHbl M MOTYT COAEepP>KaTb
HaCTPOWKM CTaHL WA, @ TakXKe MOTYT ABASTLCA NEPBMYHBIMUN FPpynnamMu.

e [oarpynnbl cemeinctea Android. [laHHOe ceMeincTBO BKAOYaET Habop rpynn, KoTopble
COOTBETCTBYHOT KOHKPETHOW Bepcmmn onepauoHHon cuctembl Android A1 MOBUAbHBIX
YCTPOWCTB.

e Moarpynnbl cemerictBa macOS. [laHHOe ceMeNcTBO BKAKOUAET Habop rpynmn, KoTopble
COOTBETCTBYHOT KOHKPETHOW BEPCMM onepaumoHHon cuctembl macOS.

e Moarpynnel cemerictea UNIX. JaHHOe cemencTBO BKAOUAET Habop rpynmn, KoTopble
COOTBETCTBYHOT ONnepaLnoHHbIiM cuctemam cemenctea UNIX, Hanpumep, Linux, FreeBSD n 7. n.

e Moarpynnbl cemerictea Windows. [JaHHOe ceMelcTBO BK/IKOUaeT Habop rpynmn, KoTopble
COOTBETCTBYHOT KOHKPETHOW BEPCMM onepauoHHon cuctembl Windows.

e Kateropus Unknown OS. 3gecb oTobpaxkatoTcs CTaHU MK, paboTatoLme nos Hem3BecTHOM
CepBepy Dr.Web onepaunoHHON cucTeMOi.

Policies

prnna, cojepXKawaa nonmTnkn ana HaCTp0I\/'IKI/1 KOHq)I/IpraLI,I/II/I CT6HLI,I/1I?1.

@ lpynna Policies 6yzet oTobpaxkaTbCs B fAepeBe aHTMBUPYCHOW CETU TOIbKO eC/u
: MCro/b30BaHWe NOANTUK pa3peLleHo B kKoHdurypaumm Cepsepa Dr.Web.

Profiles

Mpynna, cogep>kallias NpoduaM C HaCTPOMKamMmn KOMNoHeHTa KOHTPO/Ib MPUAOXKEHWI A1 CTaHLLUM
nog OC Windows. Cm. [Mpodwuan.

Proxies

Mpynna, coaep>kawasn MNpokcn-cepepbl Dr.Web ans noakntoueHms AreHtoB 1 cocegHnx CepBepoB
Dr.Web.

Status

lpynna Status cosep>XuT BAOXKEHHbIE rPYMMbl, OTPaXaroLLme TeKyLLee COCTOSIHWE CTaHLLMI:
NOAKIOUEHbl OHU B AaHHbIN MOMeHT k CepBepy Dr.Web nau Her, a Takxxe coctosiHve
aHtmBuMpycHoro MO: yaaneHo MO nav 3aKOHUMACA NEPUOS, ero NCnoab3oBaHua. [aHHble rpynmbl
MOJIHOCTbIO BUPTYaslbHbl M HE MOTYT COAEepP>KaTb HUKAKMX HACTPOEK, TakXKe OHWU He MOTYT AB/ATLCA
NEPBUYHBIMU FPYNMNamMu.

PykoBOACTBO aAMMHMCTpaTOpa
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e [pynna Deinstalled. Kak Tonbko ¢ paboueit ctaHuum yaaneHo MO AreHta Dr.Web, craHuums
aBTOMaTuyeckn nepexoaut B rpynny Deinstalled.

e [pynna Deleted coaep>ut cTaHLmW, paHee yaaneHHble agMuHmuctpatopoMm ¢ Cepsepa Dr.Web.
Bo3MO>XHO BOCCTaHOBAEHWE JaHHbIX CTaHLWIA (CM. M. YaneHne v BOCCTaHOBEHME CTaHLLUN).

L4 prnna New COAEPXNT HOBbIE CTaHLLMN, KOTOpPbIE Obinn CO34aHbl aAMUHNCTPATOPOM Yepes
LLeHTp ynpaBaeHua, HO AreHT Ha HUX elle He Obin YCTaHOBIEH.

e [pynna Newbies cogep>xut Bce cTaHuuw, pernctpaums kotopbix Ha Cepepe Dr.Web B saHHbIN
MOMEHT He bblnia noaTBEp>KAeHa. [Mpu noaTBep>aeHnn pernctpaummn Ha Cepepe Dr.Web
CTaHUMKM ByayT aBTOMaTMUYECKM UCKIOYEHbI U3 AaHHOW rpynnbl (NogpobHee cM. pa3gen [Noavtuka
noAK/IKOYEeHNA CTaHLI,I/IIZ).

e [pynna Offline cogep>wuT BCe HeakTMBHbIE B flaHHbIi MOMEHT CTaHLUW.

e [pynna Online coaep>XuT BCe akTUBHbIE B A@aHHbIA MOMEHT CTaHL MK (pearvpyroLLme Ha 3anpochl
Cepsepa Dr.Web).

e [pynna Update Errors coaep>uT ctaHuum, 06HOBAEHNE aHTUBUPYCHOTO MO Ha KOTOPbIX NPOLUAO
C owmbkamm.

Transport

[JaHHble NoArpynnbl onpeaenstoT NPOTOKO, MO KOTOPOMY CTaHLMM MNOAKAOUEHb! B AaHHbIN
MoMeHT Kk CepBepy Dr.Web. Moarpynnbl NOAHOCTbHO BUPTYasibHbl U HE MOTYT COAep>KaTb HUKaKMX
HaCTPOeK, Tak>Ke OHU He MOTYT ABAATLCA MEPBUYHBIMU FPYNNaMK.

e [pynna TCP/IP coaep>uT CTaHLUW, NOAKAHOYEHHbIE B AaHHbIA MOMEHT o npoTtokosy TCP/IP
Bepcun 4.

e [pynna TCP/IP Version 6 cofep>uT CTaHL MW, NOAKNHOYEHHbIE B JaHHbIA MOMEHT MO NPOTOKOY
TCP/IP Bepcuu 6.

Ungrouped

prnna COLEepPXUT CTaHUNMWN, KOTOPbIE HE BXOAAT HN B O4HY M3 NMOb30BATE/IbCKUX FpYyMmn.

Nonb3oBatenbckue rpynnbi

3TO rpynnbl, CO34aBaeMble aZiMUHUCTPATOPOM aHTMBUPYCHOM CETU ANA €r0 COBCTBEHHBIX HYXA,.
AAMUWHMCTPATOP MOXET CO34aBaTb COOCTBEHHbIE FPYNMbI, @ Tak)Xe BJIOXEHHbIE rpynmbl U BKAHOYaTb
B HMX pabouwne cTaHUMW. H Ha coCTaB, HM Ha Ha3BaHwWe JaHHbIx rpynn Dr.Web Enterprise Security
Suite He HaknaabIBaeT HUKAKNX OrPaHNUYEHUI.

[Ansa ynobctea B Tabavue 7-1 cBeseHbl BCe BO3MOXHbIE FPYMMbl M TUMbI FPYM, a Takxe
XapakTepHble MapaMeTpbl, KOTOPbIe NMOAAEPXKMBAOTCA (+) WIN HE MOAAEPKUBAOTCA (—) AaHHBIMU
rpynnamu.
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Mpwv 3TOM paccMaTpuUBatOTCA CleayroLL e napameTpbl:

ABTOMaTUUeCKOe YJIeHCTBO. [apameTp onpeaensieT BO3MOXHOCTb aBTOMATUUECKOTrO
BK/IFOUEHUs CTAaHLMI B rpynmny (NogAep>kka aBTOMaTUUeCKOro UEHCTBA), a Takxke
aBTOMaTMYECKOro M3MEHEHWs coCTaBa rpynnbl B npouecce paboTsl Cepeepa Dr.Web.

e YnpaBneHue uneHcTBOM. [apameTp onpeaenser BO3MOXHOCTb yNpaBieHUs aMUHUCTPATOPOM
UJIEHCTBOM B rpynne: 406aBAeHNEM UAN YAaNeHNEM CTaHLMI U3 TPYNMbI.

e MepBuuHas rpynna. lNapameTtp onpezensiet, MOXET N JaHHas rpynna SBAATbCA NEPBUYHOM ANs
CTaHU M.

o CopepixaHue HacTpoek. [TapameTp onpesenser, MOXeT An rpynna coepkaTb HAaCTPOMKM
aHTUBMPYCHbIX KOMMOHEHTOB (4/19 BO3MOXHOCTU HacNe0BaHNsA UX CTaHLMAMMN).

Ta6bauua 7-1. Tpynnbl M noaaep>XMBaemMble NapameTpbl
Fpynna/Tvn rpynn Mapametp

ABTomatnuec Ynpasnenue [lepBuuHaa CopeprkaHue

KOe U/IEHCTBO  YJIEHCTBOM rpynna HacTpoek
Everyone + — + +
Configured + - — -
Operating System + - + +
Status + - - -
Transport + - — -
Ungrouped + - — -
Monb3oBaTenbckune rpynmbl - + + +

@ Mog y4eTHOW 3anucbto dOMUHUCMpPamopa 2pynnel Noab30BaTeNbCcKas rpynna, KOTOpoM

: OH ynpaBnsieT, byseT oTobpaxaTbCA B KOPHE MEPaPXMUYECKOro AepeBa, Aaxe ecaun
bakTMueckn y Hee ecTb poauTenbckas rpynna. Mpu aTom ByayT AOCTYMHbI BCE JOYepHUe
OT ynpaBaseMOW rpynnbi.

7.2.2. YnpaBsneHue rpynnamm

7.2.2.1. Co3paHune n yaaneHue rpynn

UYT06bI CO3AaTb HOBYIO Fpynny

1. BbibepuTe nyHKT AHTUBUPYCHasA CceTb B I1aBHOM MeHto LleHTpa ynpaBaeHus.

PykoBOACTBO aAMMHMCTpaTOpa
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Bbibepute nyHKT + [Ao6aBuTb 06BLEKT CeTU Ha NaHENN MHCTPYMEHTOB, Aajiee B NOAMEHIO MYHKT
3 Cospatb rpynny.

OTKpOeTCs OKHO CO3AaHus rpynnbl.

Mone BBoga UaeHTUdUKaTop 3anosHseTcs aBToMaTmyeckn. MNpu He0BXoAMMOCTM ero MOXHO
OTpeAaKkTMpOBaTb B Npouecce co3aaHuna. VigeHTnounkaTop He fO/KeH BKAoYaTb npobenos. B
AanbHeNWweM NaeHTMPMKaTOp rpynnbl U3MEHATb HENb3A.

BBeﬂ,MTe B nose HazBaHme HanMmeHOBaHMe rpynnebl.

[Ans BROXeHHbIX rpynn B nose PoanuTtenbckas rpynna Bbibepute 13 BbiNagatoLLlero cnmcka
rpynmny, kotopas byZeT HazHauyeHa POAMTENbCKOWN Fpynnol, 0T KOTOPOW HacieayeTcs
KOHOUrypaLms, ecam He 3aaHbl NepcoHanbHble HacTPOKW. [lns KOpHeBOW rpynnbl (He
MMetoLLLeN poAUTENs) OCTaBbTe 3TO MoJie NyCTbIM, rpynna byaet fob6aBneHa B KOPeHb
nepapxmyeckoro crnvcka. B atom cnyyae Hactpoiku 6yayT HacnesoBaTbcs oT rpynnbl Everyone.

BBeﬂ,MTe I'IpOI/I3BOJ1beII\/'I KOMMeHTapMIz B nose OnucaHwme.

HaxxmuTte kHonky CoXxpaHUTb.

Co3aaHHble BaMu rpynnbl NepBOHaYaabHO NycTbl. MNpouesypa BKAHOUEHWS paboumnx CTaHL M B
rpynnbl onvcaHa B pasgene Pa3mellieHne CTaHLMN B rpynnax.

UTo6bl yAaNUTb CYLLECTBYIOLLYIO Fpynny

1.
2.

Bb|6ep|/1Te NoJIb30BaTENIbCKYHO rpynny B Mepapxmyeckom cnmcke LI,eHTpa ynpaBaeHuA.

Ha naHenn MHCTPYMEHTOB HaxmuTe 3¢ O6wme — X ypanuts Bbl6paHHble 06BbEeKTbI.

@ MpeaycTaHOBAEHHbIE FPYMMbl YA3aANTb HEBO3MOXHO.

7.2.2.2. PepakTnpoBaHue rpynn

Yrtobbl oTpeaaKTupoBaTb HaCTpOﬁKM rpynnbi

1.

Bbibepute NyHKT AHTUBUPYCHAA ceTb B raBHOM MeH0 LleHTpa ynpaBaeHus, B OTKpbIBLUEMCS
OKHe B Mepapx1MyeckoM Crnucke Bblibepute rpynny.

OTKpoWnTe pa3gen CBOWCTB rpynnbl OAHUM U3 CAeAyHOLLNX CNOCOBOB:

a) HaxmuTe Ha Ha3BaHuWe rpynmnbl B MepapXMUeckoM Crncke aHTUBUPYCHOM ceTu. B npaBom
yacTv okHa LleHTpa ynpaBaeHns aBToMaTUYeCcKy OTKPOETCHA CeKLUA CO CBOMCTBAMM FPynmbl.

b) Bbibepute nyHkT CBOMCTBA yrnpasastoLLero MeHo. OTKPOETCS OKHO CO CBOWCTBAMMW rpymnnbl
CTaHUUW.

OKHO CBOWCTB rpynmbl COAEPXUT pa3zensl O6wme n Konpurypauus. Vix cogepkaHve 1
HacTpoWKa OnuncaHbl HUXeE.

PykoBOACTBO aAMMHMCTpaTOpa
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G Mpw OTKPbLITMIN CBOWCTB FPYMMbl B MPaBOW YacTu OkHa LleHTpa ynpasieHus (CM. MyHKT
: 2.a) ), Takke byaeT gocTtyneH pasgen CBegeHUs o CTaHLMAX, B KOTOPOM MpuBejeHa
obwwasn nHdopMaLmsa O CTaHLMAX, BXOAALLMX B AaHHYHO Tpynmny.

4. [ns coxpaHeHUst BHECEHHbIX M3MEHEHUI HaxMuTe KHOMKy CoXpaHUTb.

O6wune
B pasgene O6wme npmeeaeHa cnegyrowas nHGopmaLms:

° MAeHTVIq)MKaTOp — yHI/IKaJ'IbeIIz I/IAeHTI/I(I)I/IKaTOp rpynneol. He AOCTyNneH AnA pefakTUpOBaHUA.

e HasBaHue — Ha3BaHwue rpynnbl. [1pn HEOBXOAMMOCTN MOXKeTe N3MEHUTb Ha3BaHVe
NONb30BaTeNbCKOM rpynmbl. s npesycraHoBAeHHbIX rpynn nose HasBaHue He JOCTyNHO A/
pesakTMpOBaHWS.

e Poautenbckas rpynna — poauTtenbckas rpynna, B KOTOPYH BXOAUT AaHHas rpynna u ot
KOTOPOW HacneAyeT CBOKO KOHOUrypaLmto, ecin He 3aZaHbl NepCcoHasbHble HacTponku. Ecam
poAuTenbcKas rpynna He Ha3HayeHa, HaCTPOWMKK HacneaytoTcs oT rpynnbl Everyone.

OnucaHue — Heobs3aTeNbHOE MoJe C ONMCaHUEM FPYMMbI.

CBegeHUs O CTaHUMAX
B pa3zene CBepgeHus o CTaHUMAX NpUBeSeHa cnegytollas nibopmaums:

o CTraHUMII — 06LLEee KONNYECTBO CTaHLUI, BXOAALLUX B AaHHYHO Tpynny.

¢ MepBUyUHaA rpynna Ans — KOANYECTBO CTaHLWI, ANA KOTOPbIX AaHHas rpynna sBasercs
NepBUYHOMN.

e CTaHL MW B C€TU — KOJIMYECTBO CTaHLUMA B JaHHOW rpynne, KOTOpble HAaXOAATCA B AaHHbIN
MOMeHT B ceTu (online).

OpraHusauuma

Ecam npu co3gaHmm rpynnbl Bbl ONPeAenvIn rpynny Kak npescrtaButens opraHmsanum nam
KOMMaHWW, TO Npv peAakTMpoBaHuUK byaeT AocTyneH pasgen OpraHusaums. B saHHOM pasgene Bbl
MOXeTe OTpeAaKTUPOBaTh PEKBMU3UTLI OPraHu3aL My, KOTOPYH NPeACTaBAsEeT AaHHas rpynna.
Habop pekBM3MTOB MOXET pa3NnyatbCs B 3aBUCMMOCTM OT CTPaHbl, B KOTOPOW HaxoAWTCS
opraHusauus.

ili Ha3zHaunTb rpynny npeactaBmTeseM opraHmn3aumm MOXHO TOJIbKO MPW CO3AaHnK
rpynnbl. OTMeHa AaHHOro Npu3Haka nociae co3jaHma rpynmnbl TakxKe HEBO3MOXKHaA.

PykoBOACTBO aAMMHMCTpaTOpa
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KoHndurypauus

| Ana nogpobHOW MHOpPMaLMM O HaCNeAOoBaHUN HacTPOeK CTaHLMAMY OT NEPBUYHbBIX
: rpynn, cM. pasgen [aBa 7: KomnnekcHoe ynpapieHne paboymmu CTaHLMAMU.

B pasgene KoHpurypaums Bbl MOXeTe U3MEHUTb KOHOUIYpaLLMIO Tpynm, KOTopas BKAKOYaeT:

3Hauok Hacrpoiikm

&

[ns rpynn, y KOTOPbIX 3aaHbl NepCOHa/bHble HAaCTPONKKY, B pa3sene KoHpurypaumsa ykasbiBaetcs
KO/NIMYECTBO BJIOXKEHHBIX FPYMM C Pa3opBaHHbIM HacNef0BaHMEM N COBCTBEHHBIMU NEPCOHaIbHbIMU

MNpaBa nosb3oBaTesen paboumrx CTaHLMIA, KOTOPblE HacaeayroT
[AHHYH HAcTPOWKY OT FpyMbl, €C/IN OHa ABJSETCSA NEPBUYHON.
Hactpolika npaB rpynn aHasormyHa HacTpovike npaB OTAENbHbIX
pabounx cTaHumi.

LleHTpann3oBaHHOe pacnuncaHve 3anycka 3agaHuii Ha paboumx
CTaHUMAX, KOTOPbIe HACNEAYHT JaHHYH HacTPOWMKY OT rpymnmbl, eCan
OHa fIBNsSieTCs nepBUYHON. HacTpolika pacnvcaHus ans rpynn
aHasiorMyHa HacTpPOKKe LLeHTPaan30BaHHOrO pacrnucaHus ass
CTaHLMMN.

JINLEeH3NOHHbIE KNOUM ANA CTaHUMIA, ANA KOTOPbIX AaHHas rpynna
ABNAETCA NEPBUYHOWN.

OrpaHuYyeHuns npu pacnpocTpaHeH O6HOBAEHMM aHTUBMPYCHOTO
MO Ha cTaHUMAX, KOTOpble HAaCAeAyHT JaHHYH HacTPOMKy OT rpynmbl,
€C/IN OHa AB/IAETCSA NMepPBUYHOMN.

CrnnCcoK KOMMOHEHTOB, YCTaHaBAMBaEMbIX Ha CTaHLMAX, KOTOPble
HacneaytoT JaHHYH HACTPOWKY OT rpymMbl, €N OHa ABASETCS
NepBUYHON.

Pe,ﬂ,aKTVIpOBaHVIe CMNCKa KOMMOHEHTOB A4J1a rpynn aHaJorm4yHo
pPefakTMpoBaHNO CNMNCKa KOMMOHEHTOB A4 CT&)HLI,I/II7I.

HacTpolika aBTOMaTMU€eCKOro pasmeLleHns CTaHUUA B aHHOM
rpynne. locTyrnHa ToAbKO A/1f MOJb30BaTENbCKMX TPYM.

HacTpolikn KOMNOHEHTOB aHTUBMPYCHOTO nakeTa. HacTpoiika
KOMMOHEHTOB aHTMBMPYCHOrO nakeTa ANA rpynnbl aHaaornyHa
HaCTPOWKe KOMMOHEHTOB ANA CTaHLMN.

Paspen c
onucaHuem

[paga
nosb3oBaTeneit

CTaHLNWN

Pacnucanue

3ajaHuii pabouen
CTaHuum

JINLLeH3NOHHbIe
KNH0Y U

OrpaHunyeHune
obHOBAEHWI

pabouux CcTaHUmi

YcTaHaBanBaeMble
KOMMOHEHTbI
AHTUBUPYCHOIO
naketa

Hactporika
aBTOMAaTUYeCcKoro

YJIeHCTBa B rpynne

Hactporika
aHTUBUPYCHbIX

KOMMNOHEHTOB

HaCTpOMKaMu, NPW HaAMUYMK TakoBbIX. [Py HaXkaTUM Ha AaHHYH OMLMIO OTKPbIBAETCS OKHO CO
CMNCKOM TPYNM, A1 KOTOPbIX YKa3aHbl UX Ha3BaHWA U UAEHTUOUKATOPDI.

PykoBOACTBO aAMMHMCTpaTOpa
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7.2.3. Pa3mewyeHune cTaHLMiA B rpynnax

3apaHme NepBUYHOW rpynnbl

CyLyecTByeT HECKOIbKO CNOCOHOB 3asaHns NePBUYHOM rpynnbl AN paboyert CTaHLMM 1 rpynnbl
pPaboumx CTaHL MW,

UYT106bI yCTAaHOBUTbL NEPBUUHYIO rpynny AnA pabouein ctaHLun

1.

Bbibepute NyHKT AHTUBUPYCHAA CeTb [1aBHOrO MEHH, B OTKPbIBLUEMCS OKHE B MepapXmyeckom
CMNCKe HaXMUTE Ha Ha3BaHWe CTaHLUM.

OTkpoeTcs NaHeNb CBOWCTB CTaHLMW. Tak>ke Bbl MOXETE OTKPbITb pa3fen CBOMCTB CTaHLUK
BbIbpaB B ynpasasroLlem MeHO NyHKT CBOMCTBA. B OTKpbIBLLUEMCS OKHE nepenaute B
nogpasgen Mpynnoi.

Mpn HeOBXOAMMOCTM U3MEHUTbL MEPBUYHYHO FPYMMY HAXXMUTE Ha 3HAYOK HY>KHOW rpymnnbl B
pa3gene YneHcrBo. [1py 3TOM Ha 3Hauke rpynnel nossutca 1.

Haxxmute kHomnky CoXpaHUTb.

Yrtobbl YCTaHOBUTb NEPBUYHYIO rpynny AnA HeCKOJ/IbKUX pa60t-w|x c1'a|-|u,v|ﬁ

1.

3.

BbibepwnTe NyHKT AHTUBUPYCHaA CeTb rMaBHOTO MEHIO, B OTKPbIBLLUEMCS OKHE B MepapXMyeckoM
CMNCKe HaXMUTE Ha Ha3BaHWe CTaHLMUM (MOXHO TakXe BblbupaTb rpynmnbl — Npu 3TOM AelcTBUe
ByseT pacnpocCTpaHeHO Ha BCe BXOAALLME B HUX CTaHLUK), A1 KOTOPbIX Bbl XOTUTE HAa3Ha4UThb
nepBuYHyto rpynmny. [ns BbIbopa HECKOBKMX CTAHLUIA U FPYMN MOXHO BOCMO/1b30BaTbCS
BblAeNeHneM MblLbIO NPy HaxaTbix knasuwax CTRL nan SHIFT.

i
Ha naHenn nHCTpyMeHTOB HaxmuTe 3 O6wme — 13 HazHauuth nepBuuHylo rpynny ans
cTaHyuin. OTKPOETCA OKHO CO CMNCKOM TPy, KOTOPble MOTYT bbiTb Ha3HaYeHbl MePBUYHBIMMU
AN 3TUX CTaHLUN.

[Ans ykaszaHUs NepBUYHON FPYNMbl HAXMWUTE Ha Ha3BaHWe rPynnbl.

Bbl MOXeTe caenatb rpynny NEPBUYHON AN BCEX BXOAALLMX B Hee pabounx ctaHumi. [nsa storo

BbIOGepuTE HY>XKHYHO Tpynny B MEPAPXMUYECKOM CMMCKE, MOCNE Yero Ha NaHenn MHCTpyMeHToB LleHTpa
i,

ynpaBaeHus Haxmute 3 O6wme — I YcraHOBUTL 3Ty rpynny nepBUUYHON.

Pa3MEI.I.I,EHVIe B MOJ/1b30BaTeJ/IbCKUX rpynnax

Dr.Web Enterprise Security Suite npegoctaBaseT ciesytoLine cnocobbl pa3MeLLeHns CTaHLuA B
NoJIb30BaTeNbCKUX FPymnnax:

1.
2.

Pa3smMellleHne CTaHUWW B rpynnax BPYYHYH.

Icnosib30BaHmMe npaBua aBTOMAaTUYECKOrO YIEeHCTBA B rpyrne.

PykoBOACTBO aAMMHMCTpaTOpa
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7.2.3.1. Pa3mewieHne CTaHLMIA B rpynnax BPy4YHyIo

CyLecTByeT HEeCKOIbKO CNOco60B f06aBieHNs paboumnx CTaHLMIA B NOJIb30BaTe/IbCKMNE TPYMnbl
BPYUYHY!O:

1. V3mMeHeHre HacTpoeK CTaHLUW.

2. [NepeTtackmBaHve CTaHUMWN B Mepapxunveckom cnmcke (drag-and-drop).

UTo6bI OTpPeaaKTUpPOBaTh CMCOK IPYI, B KOTOpble BXOAWUT CTaHLUA, Yepe3 HacTPOMKMU
cTaHL UM

1. BblbepwuTe NyHKT AHTUBUPYCHaA CeTb [1aBHOrO MEHHO, B OTKPbIBLUEMCS OKHE B MEpPapXMYeckoM
CMNCKe HaXMWUTE Ha Ha3BaHWe CTaHLUM.

2. OTkpoeTcs NaHe/b CBOWCTB CTaHL UK. TakxKe Bbl MOXETE OTKPbITb Pa3jesl CBOUCTB CTaHL MK
BbIOpaB B ynpasaaroLLem MeHto NyHKT CBOUCTBaA.

3. Ha oTkpbiBLUElica naHenn CBoOCTBa cTaHL MU nepelriante B pasgen Fpynnbl.

B cnuncke YneHctBo nepeynciaeHbl BCe rpynnnbl, B KOTOPbIE BXOAUT pa6oqaﬂ CTaHUuMA 1 B
KOTOpPblI€ €€ MO>XHO BKJIOYNTD.

4. [na pobaBneHus CTaHLMM B NOJIb30BATENbCKYHO TPYMNY ycTaHOBUTE daar HanpoTUB 3TOW rpynnbl
B crimcke YneHcTBO.

5. [na ypaneHus paboyein CTaHLMM U3 NO/Ib30BaTENbCKOW FPYMMbl CHAMUTE Gaar HaNnpPoTUB 3TOM
rpynnbl B cnvucke YneHcTBo.

@ YpaaneHve cTaHUMI U3 npesycTaHOBAEHHbIX FPYMNn HEBO3MOXHO.

6. [lna coxpaHeHWs BHECEHHbIX N3MEHEHMWIN HaXKMUTe KHOMKY COXpaHUTD.

Takxe B pa3gene CBoMCTBa CTaHLMM Bbl MOXeTe 33/aTb MEPBUYHYLO FPYNny AN CTaHLUN
(noapobHee cMm. HacnegoBaHve aneMeHTOB KOHUrypaumv paboyen ctaHumn. MepBurYHbIe rpynnbl).

UTo6bI OTPeaaKTUPOBaTh CMMCOK FPYII, B KOTOpble BXOAWUT CTaHLUA, YUepe3 nepapxmuyeckui
CNUCOK

1. BblbepuTe NyHKT AHTUBMPYCHAA CeTb MaBHOrO MEHIO 1 pa3BEPHUTE nepapXUYecknii Cncok
rpynn v CTaHUUI.

2. YT10bbl 06aBUTH CTAHLMIO B MONb30BATENLCKYHO rpynny, 3axmuTe knasuwy CTRL v nepetawute
CTaHLMIO NMPY NOMOLLM MbILK Ha HY>XHYto rpynny (drag-and-drop).

3. YT06bl NepemMecTnTb CTaHLMIO M3 OZHOM MOJIb30BaTENbCKOW rPYNMbl B APYryHO, NepeTalimTe
CTaHLMO Npu nomoLm Mblwn (drag-and-drop) n3 nosnb3oBaTeNbCKOW rpynnbl, U3 KOTOPOM
CTaHuusA BbyaeT yAaneHa, Ha NO/b30BaTENbCKYHO TPy, B KOTOPYHO CTaHUus byaeT fobaBneHa.

PykoBOACTBO aAMMHMCTpaTOpa
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| Mpv nepetackvBaHUM CTaHLUMMK U3 NPesyCTaHOBIEHHOM TPYMnbl Kak Mo NyHKTY 2, TaK 1
: no NyHKTY 3, cTaHumMA byaeT fobasieHa B NONb30BaTE/IbCKYIO Tpynny u He byaeT
yAaneHa v3 npesycrtaHoBJEHHON.

7.2.3.2. Hactpoiika aBTOMaTU4eCKOro 4ieHcTBa B rpymnne

Dr.Web Enterprise Security Suite npesocTaBaseT BO3MOXHOCTb HAaCTPOWKMN NpaBmA
aBTOMATMYEeCKOrO BKIHOUEHMS CTaHLMI B NOJIb30BaTENbCKME TPYMMbI.

Yrtobbl 3aAaThb NMpaBuJla aBTOMaTU4Ye€CKOro BK/1roueHus crauu,m‘i B rpynny

1. BbibepuTe nyHKT AHTUBUPYCHasA CeTb IN1aBHOro MeHto LleHTpa ynpaBieHus.

2. B nepapxmnveckomM crnmcke aHTI/IBI/IpyCHOI\/'I CeTn Bbl6epI/1Te NnoJib30BaTeNbCKYHO rpynny, AN
KOTOpOl\/’I Bbl XOTUTE CO34aTb NMpaBWia YneHCTBa.

3. I'Iepe|7|p,|/|Te B pa3jen peaaktmpoBaHua npaBua YieHCTBa OAHUM U3 CielyHo L UX Ccnocobos:

e Ha naHenv CBOWACTB rpynnbl B MpaBoii uactvi OkHa, B pasaene Kongurypauus Haxmvure 7
MpaBuna uneHcrTBa B rpynne.

e B ynpapsstollem MeHHo, B cekuun O6wme BbibepuTte nyHKT MpaBuaa uneHcTBa B rpynne.

e B ynpassstouiem MeHo, B cekLmn O6uwume BbiGepuTe NyHKT CBOMCTBA, Nepenamnte Ha BKIaAKY
KoHdurypauus, Haxmute 7 MpaBuna uneHcTsa B rpynne.

4. B OTKpbIBLUEMCA OKHe 3afaiiTe CNUCOK YCNOBWI, MPW BbIMOJHEHUM KOTOPbIX CTaHLUK ByayT
MOMeLLeHbl B JaHHyto rpynny:

a) Ecwm ANa rpynnbl He Obinn paHee 3ajaHbl NpaBWia Y1EHCTBA, HAXKMUTE AOGaBMTb npaBuio.

b) YcraHoBuTe dpnar HasHaumTb rpynny nepBUUHOMN, YTOObI rpynna, A8 KOTOPOW CO34aeTcs
npaBuWio, aBTOMaTUYECKN Ha3Hayanacb NEPBUYHOM ANA BCEX CTaHLUM, KOTOpble ByayT
nepemMeLLleHbl B JaHHYO Fpynny Mo 3ToMy Nnpasusy.

c) [ns kaxporo 610Ka NpaBuA 3ajanTe caeayroLme HacTPOMKML:

o Bbibepute 0AHY 13 ONLUMK, 3a4at0LLYyH0 NPUHLMN 06beaNHEHWS NpaBWA B Npeaenax
AaHHoro 6noka: CooTBeTcTBYeT BceM ycnoBuam, CooTBeTcTBYeT 1060My M3 yCN0BUNA,
He cooTBeTCTBYeT HM OAHOMY U3 YCIOBUA.

s B BbiMajaroLwmx CNmMckax ycnoBui Bbibepute: OAuH 13 napameTpoB CTaHLLUK, KOTOPbIN
ByaeT NpoBepATbCA Ha COOTBETCTBME YCIOBUAM; MPUHLLMN COOTBETCTBMA J@aHHOMY YCIOBUIO
W, e nojpasyMeBaeT NapaMeTp CTaHL MK, BBEAUTE CTPOKY YCNOBUS.

CTaHUMM MOTyT BbiTb 06beMHEHbI B TPYNMbl HA OCHOBaHUM CIEAYHOLLMX YCAOBUIA:

- IP-apgpec ctaHumm (Habop CMMBOJIOB, KOTOpPble coaepxkaTcs B IP-agpece, noacets, B
KOTOPYH OH BXOAMWT, NN PETYNSAPHOE BblpaxeHue);

- onucaHue (Habop CMMBO/IOB, KOTOPbIE COAEPXKATCA B OMUCAHWM, UN PeryasapHoe
Bblpa>XkeHue);

- ID craHumm (Habop cMmMBONOB, KOTOPbIe cogepxatcs B ID, nam perynsapHoe
Bblpa>keHue);

PykoBOACTBO aAMMHMCTpaTOpa
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- HOBUYOK (CTaHL1W A06aBAAIOTCA rPynny Ha OCHOBAHWW HaAMUMA AN OTCYTCTBUA CTaTyca
HOBWUKA);

- LDAP DN wm3 Active Directory (Habop cumB0o0B, KOoTOpble cogepxatca B LDAP DN,
VAW peryaapHoe BblpaXkeHune);

@ Mpwn 3agaHun napameTtpa LDAP DN un3 Active Directory Heobxoanmo:

1. BkntouunTtb 3agaHne CuHxpoHnsaums c Active Directory B pacnvcaHum Cepsepa
Dr.Web (pa3zen AamuHuctpupoBanue — MaaHnposumk 3agaHnin CepBepa
Dr.Web).

2. B npaBunax uneHcTBa B KauecTBe CTPoOku yciosus ana napametpa LDAP DN n3

Active Directory 3asatb Tpebyemoe 3HaveHne DN, Hanpumep:
OU=0rgUnit, DC=Department, DC=domain, DC=com

3azaHne peryaspHbIX BblpaXKeHU JOMYCKAeTCs TONbKO A/ BapMaHTa COOTBETCTBYET
perynspHomy Bbipa)keHuto. /115 BCeX OCTasbHbIX TUMOB UCMOAb3YyeTCA MOUCK MO
TOYHOMY COOTBETCTBUIO BBEAEHHON CTPOKE.

Vicnonb3oBaHue perynapHbIX Bblpa)KGHVIﬁ KPaTKO OMNMnNCaHO B AOKYMEHTE anIIIO)KeHVIﬂ,

B pa3gene [lpunoxenue K. Micnonb3oBaHue perynapHbiX BbipaxeHui B Dr.Web
Enterpri ri i

- onepaLMoHHan cuctema, ycraHoBaeHHas Ha ctaHumm (Windows, UNIX, MacOS, Android
N ApYyrue; MeeTca Takxxe napametp "HenssectHo"),

- Homep c60pKkKM onepaLMOHHOK cUCTeMbI (HABOp CMMBOJIOB, KOTOPbIE COAEPXKaTCA B
HOMepe, WN PeryaspHoe BblPaXeHUE);

- nnatpopma cTaHL UM (BEPCUS YCTAHOBIEHHOW Ha CTaHLMN ONepaLNoOHHOM CUCTEMbI;
Tonbko ana Android, Windows n MacQS);

- npotokon nogknrouenus (TCP IP, TCP IPv6, UNIX);

- ID cepBepa Dr.Web (Habop cumBO0OB, KOTOpble cogepxkaTtca B ID, nan perynspHoe
Bblpa>keHue);

- Ha3BaHuUe CTaHUuUn (Ha6op CMMBOJIOB, KOTOpPble COAep>KaTCA B Ha3BaHUWN, NN
perynapHoe Bpra)KeHI/IE)}

- TN CTaHLUUM (MOJIHbIN areHT, BUPTYasIbHbI areHT, CKAaHUPYHOLW WM cepBep).

o [ns gobaBneHns elle OJHOTO YCNOBUS B JaHHbIN 610K npaBua Haxkmute Bl cnpaBsa oT
CTPOKM yCNOBUS.

d) Ana pobaBneHns HOBOro 6a0Ka NpaBma HaXMUTE cnpasa oT 6s10Ka. [Mpu 3ToM 3azanTe
NPUHLMN 06beaVHEHNS JaHHOTO 60Ka YCNOBUIA C OCTa/lbHbIMKW BaoKaMu:

s U — ycnoBusa 610KOB AOKHbI BbINOAHATHCA OAHOBPEMEHHO.
5 UJIN — A0KHbI BbIMOJHATHCA YCIOBUA XOTA Bbl OAHOTO 13 610KOB.

5. ﬂ'flﬂ COXpaHeHnAa U NpMeHeHNA 3aaHHbIX NPpaBua HaXXMUTE OAHY U3 CiIelyHO LWL NX KHOMOK:
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¢ MpyMeHUTb ceuac — COXPaHUTb 3aJaHHble NPaBuMaa YNEHCTBA U NPUMEHUTb AaHHble
npaBuaa cpasy KO BCEM CTaHLMAM, 3aperncTpnupoBaHHbiM Ha gaHHoM Cepsepe Dr.Web. Mpu
60/bLLIOM KONMYECTBE CTaHLMI, NoAKAtOUYeHHbIX K CepBepy Dr.Web, BbinoaHeHWe gaHHOTO
AEVCTBNA MOXKET 3aHATb HEKOTOpOe BpeMsA. [paBuia neperpynnmpoBKY CTaHLMM
NMPVYMEHSIOTCA KO BCEM Y>Ke 3apEerncTpMpOBaHHbIM CTaHLMAM cpasy Npwu 3aZaHumn AercTBus U
ByayT NPUMEHATLCA B AaNbHEWLLIEM KO BCEM CTaHLMAM, B TOM YMCae BNepBble
3apernctpupoBaHHbiM Ha Cepepe Dr.Web, B MOMEHT 1x NOAKAOYEHNS.

e MpymMeHUTb NPU NOAKNAIOUEHUUN CTAHLMIA — COXPaHWTb 3aJaHHble NpPaBuia Y1eHCTBa U
NPVYMeHSATb AaHHble NpaBuaa K CTaHLMAM B MOMEHT 1x nogkatoueHns Kk Cepsepy Dr.Web.
MpaBwia neperpynnupoBKN CTaHL WA NMPUMEHSETCA KO BCEM Y>Ke 3aperncTpvpOoBaHHbIM
CTaHLMAM B MOMEHT KX creaytoLero nogkatoueHns Kk Cepsepy Dr.Web v 6yayT npumeHsTbes
KO BCEM CTaHLMsM, BriepBble 3apernctpmpoBaHHbiM Ha Cepepe Dr.Web, B MOMEHT mx
NepBOro NOAKOYEHMS.

6. Mpw 3agaHnm NpaBWA aBTOMAaTUYECKOTO YEHCTBA AJ1s MOJIb30BaTe/IbCKON rpynmbl, B
VepapxmMYeckom Crcke aHTUBMPYCHOMN CETW PAAOM CO 3HaUKOM 3TOM rPyMMbl NOABUTCA 3HAYOK
7, Npu ycoBWK, UTO ycTaHoBAEH dnar MoKa3biBaTh 3HaYOK NPaBWUA YNEHCTBA B CMIVCKe Lo
HacTpoiikn Buga aepeBa Ha NaHen MHCTPYMEHTOB.

@ Ecam ctaHuwmsa 6blna aBTOMaTMUECKM MepeMeLLieHa B NMOJIb30BaTE/IbCKYH TPYMny Ha

: OCHOBE MPaBW UEHCTBA, TO YAaNeHWe CTaHLMM U3 3TON FPynbl BPYYHYH He MMeeT
CMbICAa, MOCKOAbKY MpuW caeaytowem noakitodeHun kK Cepsepy Dr.Web, ctaHums byzet
aBTOMATUUECKN BO3BpaLLeHa B 3Ty rpynny.

Yrtobbl yAanauntb npaBujia aBTOMaTUu4eCcKoro BkjiroueHusa CTaHLI,Mﬁ B rpynny

1. BbibepuTe nyHKT AHTUBUPYCHasA CeTb IN1aBHOro MeHto LleHTpa ynpaBieHus.

2. B nepapxvueckom crnvcke aHTUBMPYCHOW CeTU BbiObepWTE NOIb30BaTENbCKYHO TPYNMY, ANs
KOTOPOW Bbl XOTUTE YAa/UTb NPaBW/Ia YIEeHCTBaA.

3. BbINO/HWTE OAHO U3 CeayOLLMX AENCTBUIA:
==
e Ha nmaHenn MHCTPYMEHTOB HaXXMuUTe KHOMKY & YaanuTtb npaBuia YieHCTBa.

. < =
e Ha naHenu csouncrts prl'll'lbl B NpaBOW 4YacCT OKHa, B pa3saene Kouqmrypau,ua HaXXMuUTe 3%
YAaIIVITb npanma YJiIeHCTBa.

e B ynpasnstoliem MeHro, B cekLmn O6wume BbiGepuTe NyHKT CBOMCTBA, Nepenamnte Ha BKIaAKY
=
KoHdurypauums, Haxxmute # Yaanntb npaBuaa YieHCTBa.

4. MNocne ypaneHws NpaBua YNEHCTBa rPynbl, BCE CTaHLMKW, MOMELLEHHbIE B aHHYH rpynny
COrNacHO NpaBwiaM YNeHCTBa, ByAyT yAaneHbl U3 3TOM rpynnbl. Ecam ana kakux-1mbo us atux
CTaHLMI faHHas rpynna 6blaa Ha3HayeHa ajMUHUCTPATOPOM NMEPBUYHOM, TO NPU YAaneHUn
CTaHUWIA 13 Tpynnbl, NEPBUYHON ANs HWUX ByaeT HazHayeHa rpynna Everyone.

7.2.4. CpaBHeHMe CTaHLUUW 1 rpynn

CyLLI,eCTByeT BO3MO>XHOCTb CpaBHEHWUA CTaHLI,I/II\/'I nrpynn no OCHOBHbIM MapaMeTpam.

PykoBOACTBO aAMMHMCTpaTOpa



A7

-
$

A
d
A

naBa 7: KomnnekcHoe ynpaBsieHne paboummm cTaHLUAMUA

YT106bI CPpaBHUTL HECKO/IbKO 06bEKTOB aHTUBUPYCHOM CeTU

1. BblbepuTe nyHKT AHTUBUPYCHaA CeTb MN1aBHOTO MEHIO, B OTKPbIBLLUEMCA OKHE B MepapXmyeckom
cnvcke BblbepuTe 06BbEKTBI, KOTOPbIE Bbl XOTUTE CPAaBHUTb. VICMOAb3yiTe A8 3TOrO KAaBULWIN
CTRL v SHIFT. BO3MOXHbI cregytoLme BapuaHTbl:

e BbIOOP HECKONBbKMNX CTAHLMIN — AN CPAaBHEHWA BblOpaHHbIX CTaHLUK;
e BbI6OP HECKO/IbKMX FPYNN — ANA CPaBHEHWS BbIOPaHHBIX FPYMM 1 BCEX BAOXKEHHBIX TPYMM;

e BbIOOP HECKONBbKMX CTAHLMIA U FPYNn — ANS CPaBHEHWSA BCEX CTaHLMI: KaK BbIBpaHHbIX
HEMOCPEACTBEHHO B MepapXMYeckoM CrMCKe, Tak U BXOAALLMX BO BCE BbIOpaHHbIe rpynmbl U UX
BJIOXKEHHbIE Fpynnbl.

2. Bynpasastolem MeHo HaxxMmute nyHKT CpaBHEHMe.

3. OTKpoeTcs cpaBHUTENbHasA Tabavua Ana BbIOPaHHbIX OObEKTOB.
e [NapameTpbl CpaBHEHWs ANSA TPYMn:
o CTaHUMM — obLee KOMYECTBO CTaHL MK, BXOAALLMX B AaHHYHO Tpynny.
o CTaHL MW B C€TU — KOJIMYECTBO CTAHLUM, aKTUBHbIX Ha AaHHbIX MOMEHT.

o MepBUUHaA rpynna Aas — KOANYECTBO CTaHLWI, ANA KOTOPbIX AaHHas rpynna sBasercs
NepBUYHOM.

o MepcoHanbHasa KOHPUrypaL s — CNMCOK KOMMOHEHTOB, ANA KOTOPbIX Ha3HaYeHbI
NepCcoHa/bHble HAaCTPOWMKM, HE YHaCNeL0BaHHbIe OT POAUTENbCKOW TPYMnbl.

e [NapameTpbl CpaBHEHWS A5 CTaHL WA
o [laTa co3paaHusa CTaHUUW.
o MepBuUUHaA rpynna Ans CTaHuuW.

o MepcoHanbHaA KOHGUIypaLUa — CNNCOK KOMMOHEHTOB, A1 KOTOPbIX Ha3HaYeHbI
NepCcoHasbHble HAaCTPOMKW, He YHacNe[0BaHHblE OT MEPBUYHOM TPy MMbl.

o YcTaHOB/NIEHHbIEe KOMMNOHEHTbI — CMMCOK aHTUBUPYCHbIX KOMMOHEHTOB, YCTaHOB/IEHHbIX
Ha AaHHOM CTaHL MW,

7.2.5. KonnpoBaHue HacTpoek B gpyrue rpynnbi/ctaHuuun

Hactpoikn koHbUrypaLumm aHTMBMPYCHbIX CPEACTB, pacnucaHui, Npas Nosb3oBaTenen u gpyrue
HaCTPOWMKW rpynnbl NAn paboyer CTaHLUM MOTYT BbITb CKOMMPOBaHbI (PacnpoCTpaHeHbl) B rpynny
WM HECKOJIbKO TPYNM U paboumx CTaHLWiA.

YT106bI CKONUPOBaTb HaCTPOWKM

1. Haxmute kHOMNKy PacnpocTpaHUTb 3TU HACTPOWKM Ha APYroi 06beKT:
# B okHe peAakTUPOBaHWsA KOHOUrypaLum aHTUBMPYCHOTO KOMMOHEHTA,
[ & okHe pesakTMpOBaHWA pacnmcaHus,

% B OKHe HaCTPOWKM OrpaHNYEHMIN 0BHOBIEHNS,

PykoBOACTBO aAMMHMCTpaTOpa
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@ 5 okne yCTaHaB/IMBaeMbIX KOMMOHEHTOB,
& & okne HaCcTPOMKWM NpaB NoJ/ib30BaTeNeN CTaHL MW,
OTKpOETCs OKHO C MepapXMUeckUM CMUCKOM aHTUBUPYCHOM CETW.

BbibepuTe B 3TOM Crincke rpynnbl 1 CTaHL WK, Ha KOTOPbIE Bbl XOTUTE PacipOCTPaHUTb
HaCTPOMKMW.

[na Toro uto6bl BbINOJHUTE M3MEHEHUSA B KOHOUIypaLmMmn 3TUX Fpynmn, HaXKMUTE KHOMKY
CoxpaHuTb.

7.3. Moantnkm

lMoaumuka npepcTaBaseT cob0 COBOKYMHOCTb BCEX CYLLECTBYHOLLMX HACTPOEK CTaHLLUM: NPaBa,
pacnucaHve 3aZaHnii, IMLEH3UNOHHbIE KAKOUW, OrpaHNYeHNs OBHOBNEHWI, CMIMCOK YCTaHaBANBAEMbIX
KOMMOHEHTOB, KOHUrypaLus aHTUBUPYCHbIX KOMMOHEHTOB.

@ HOJ’IVITVIKy MO>XHO Ha3Ha4daTb TOJIbKO CTaHUWAM.

YT106bI paspewinTb NUCNONAb30BaHNE MOJIUTUK ANA HACTPOUKM CTaHLUI

1.

Bbibepute nyHKT AAMUHUCTPUpPOBaHME B IMaBHOM MeHo LleHTpa ynpaBaeHus, B OTKPbIBLUEMCS
OKHe BblbepuTte NyHKT ynpasastolero MeHro Kongpurypaums Cepsepa Dr.Web.

Ha Bknagke O6wme:
a) YcraHoBuTe dnar Mcnonb3oBaTb MNOJIUTUKM.

b) B none Konnuecrso Bepcuii NOANTUKM 3azaliTe MakCMMaibHOE KONNYECTBO BEPCUN,
KOTOpble MOTYT BbITb CO34aHbl A1 KaXKAOW NOAUTUKK. Ecam npw co3zaHum HOBOY BepCUm
NONUTUKWN JaHHOe KOIMYecTBO ByaeT NpeBbILLEHO, TO ByAeT yaaneHa camas cTapas Bepcus
NOJINTUKMW.

Haxmute Coxpanutb v nepesanycrtute Cepsep Dr.Web.

Mocne pa3speLleHns UCMoIb30BaHNsA NMOAUTUK CO3AaeTCA NpesycTaHoBaeHHas noavtuka Default
policy. laHHy0 NOAWUTUKY HeNb3s yAanauTb, HO MOXHO PefakTUPOBaTb M HazHauaTb CTaHLUAM.

@ MpepyctaHoBneHHas noauntuka Default policy pacnonaraetca B cuctemHow rpynne

: Policies, koTopas ckpbiTa no ymonyaHuto. [lns oTobpaxkeHns 3TON rpynmbl B
Mepapxmyeckom Crnmncke aHTUBMPYCHOW CETU YCTaHOBUTE OMLMIO MaHe I MHCTPYMEHTOB
= Hacrpoiiku Bupa pepeBa — lNokasbiBaTb CKPbITble FPYNMbI.

_/_IE [lna BO3MOXHOCTW yrnpaB/ieHWa NOJNTUKAMW U UX HACTPOMKaMW agMUHUCTpaTopy
JOKHbBI BbITh Ha3HauyeHbl paBa MpocMoTp CBOMCTB U KOHPUTypaL KU NOJANTUK U
PepakTnpoBaHMne cBOWCTB N KOHpUTypaLMn NoOJNTUK.

PykoBOACTBO aAMMHMCTpaTOpa
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Ecan npaBa He Ha3HaueHbl, TO NOANTUKM ByayT OTOBpPaxKaTbCA B AepeBe aHTUBMPYCHOM
ceTn 1 B MeHezxxepe NNLEH3UI, HO BO3MOXHOCTb MPOCMOTPa UX COAEP>KUMOro U
ynpasaeHUs UMW He NpesoCTaBAAETCS.

7.3.1. YnpaBneHue noantuKkamm

Co3paHue NoANTUKU

UYT06bI CO3AaTh HOBYIO MOJINTUKY

1. BbibepwuTe NyHKT AHTUBUPYCHasA ceTb B I1aBHOM MeHto LieHTpa ynpasaeHus.

2. BbibepuTte MyHKT =+ [06aBnUTb 06bEKT ceTH Ha NaHeNn MHCTPYMEHTOB, Jajee B MOAMEHIO MyHKT
Co3paTbh NOANUTUKY.

OTKpoeTCﬂ OKHO CO34aHNA NONUTUKWN.

3. Mone BBOAa NaeHTUUKATOP 3aM0HAETCS aBTOMaTUYeCKW. [py HEOHXOAUMOCTU €r0 MOXKHO
OTpeAaKTMPOBaTh B NMpoLiecce co3aaHus. ViaeHTMdrKaTop He A0/IKEH BKIOYaTb Npobenos. B
AaNbHeNWeM NAEHTUPMKATOP NOAUTUKN U3MEHATb HENb3S.

4. B none HasBaHwue 3aganTe HaMeHOBaHWE MOJUTUKN.

Mpw co3zaHnM NOAUTUKN €e HAaCTPOMKM NO yMOoAYaHuio konupytoTtcs u3 noantuky Default
policy. YTo6bl N3MEHUTb OOBEKT, N3 KOTOPOTO BYAYT KOMMPOBATLCA HACTPOMKM, HAKMUTE Ha
ccbinky BbibpaTbh Apyron o6beKT. B oTKpbiBLIEMCA OKHE BbibepuTe 06beKT 13
NpeaCTaBNeHHOrO CnMcKa. OTO MOXET BbITb rpynna, CTaHLuMs, Apyras NonT1ka Uiv Bepcus
noAnTMKN. MoxeT BbiTb BbIOpaH TOIbKO 0AMH 06bekT. Haxmute kHonky CoxpaHuTb. B okHe
CO3JaHuVs NOAUTUKM OTOBpPasnTCs BblOpaHHbIA BaMyn 06beKT.

6. ﬂ'flﬂ CO34aHNMA NOJNTUKK C 3aaHHbIMK HaCTpOI\/'IKaMI/I Ha>XMuUTe KHOMKY Coxpa|-|wrb.

7. Tpw co3gaHnm NONTUKM aBTOMATUUECKM CO34aETCA BEPCUS MONUTUKI, COOTBETCTBYHOLLLAA AaTe
Jo6aBneHna caMo MNOJUTUKM.

Bepcuu noantukmn

MonnTnka MOXeT coAepkaTb HECKOJIbKO BEPCUA, HO He HO/bLUe, YeM yKa3aHO B HaCTPOMKax
kKoHpurypauum Cepsepa Dr.Web. HazBaHve Bepcumn NOAUTUKM COOTBETCTBYET BPEMEHU €€
co3jaHus.

Yrtobbl co34aTb HOBYHO BEPCUIO MOJINTUKU

1. BbibepuTe nyHKT AHTUBUPYCHaA CceTb B I1aBHOM MeHto LleHTpa ynpaBaeHus.

2. [octyn K HacTpoMKam MONUTUKM OCYLLECTBAAETCA Yepes nepapXmMUeckmin CMcoK aHTUBUPYCHOM
cetn. OTpegakTpywte KOHOUrypaLuo NOANTUKW, ANS KOTOPOU Bbl XOTUTE CO3AaTb HOBYHO
Bepcuto. Bbl MOXeTe caenatb 3T0 BPYUHYH WA NPU NOMOLLM UMMNOPTa/pacnpocTpaHeHus
KOHbUrypaumm ot apyroro ob6bekta aHTUBUPYCHOW CETU (CTaHLMK, FPYNMbl, NOJAUTUKW).

PykoBOACTBO aAMMHMCTpaTOpa
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3. lMpw coxpaHeHUn N3MEHEHWN HOBas BepCKs NMOUTUKM By eT co3saHa aBTOMaTUYeCk Ha OCHOBeE
3afjaHHbIX HacTpoek noantnkn. CozgaHHas Bepcus OyZeT Ha3HaueHa TekyLen.

/I\ TonbKO OAHa Bepcust MOJUTUKY ABASIETCA TEKYLLLEN U MOXET ObITb Ha3HaueHa CTaHLMsM.
M {

HaCTpOVIKM BEPCUN NONUTUKM NPefOCTaB/IAKOTCA TOJIbKO ANA YTEHUA.

UT06bI K3MEHUTb TEKYLLYH BEPCUIO NOJAUTUKMN

1. BbibepwuTe NyHKT AHTUBUPYCHasA ceTb B I1aBHOM MeHto LieHTpa ynpasaeHus.
2. B vepapxmyeckoMm crnivcke BbibepuTe NOAUTUKY, TEKYLLYIO BEPCUIO KOTOPOW Bbl XOTUTE U3MEHUTB.

3. Ha oTKpbIBLUENCS NaHeNN CBOMCTB NOAUTUKM B pa3sesne O6ume B BbiNasatoLemM Crimcke
TekyLwias Bepcusa BbiGepUTE HY>KHYHO BEPCHIHD.

4. Haxmute kHOMnky CoXpaHUTDb.

YpaneHne noanTukmn

@ yAaﬂﬂTb NOJINTUKN MOXKHO KakK Le/IMKOM, TaK 1 MO BEPCUAM.

Yrtobbl yAaanTb NOJINTUKY UIN BEPCUIO NOJIUTUKN

1. BbibepuTe nyHKT AHTUBUPYCHaA CceTb B I1aBHOM MeHo LleHTpa ynpaBaeHus.
2. Bbibepute NOAUTUKY NN BEPCUIO NOSUTUKUN B MEPAPXUYECKOM CMMCKE.

3. Ha naHenn MHCTPYMEHTOB HaXXMuTte w 06wue — X Ypanuts Bbl6paHHble 06BbEeKTbI.

| MNpw yaaneHnn noanTukn obpatute BHMMaHWe Ha cneaytolime 0COOeHHOCTH:

° |_|pl/l yaaneHmun I'IOCI'IeAHel‘;I BEPCUUN MONNTUKN, CaMa MOJINTUKAE TakXKe yaandaeTca.

e Ecnv ypansetcs Tekylas Bepcus NMoUTUKM, TO TEKYLLLE CTAHOBUTCS MOC/IEAHSASA
Bepcus (C nociesHen aaTon).

e Bcem CTaHUMAM, KOTOPbIM Oblsla Ha3HaueHa yAaaneHHaa BepCcua NnoanTnKK, 6y,a,eT
Ha3Ha4YeHa TeKylaa Bepcnsa 3TOWN MONUTUKMN.

7.3.2. HazHaueHMe NoJIMTUKU CTaHLMNAM

ZIE [na cTaHuMm MoXeT 6bITb Ha3HauYeHa TO/IbKO OAHa MOAUTMKA.
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CTaHUMAM MOXEeT ObITb Ha3HaueHa TOJ/IbKO Ta MOJUTHKA, AN KOTOPOW 3ajaH
ANLLEH3NOHHbBINA KIHOY.

UYt06bI HA3HAUNTb UIN N3MEHUTDb MOJINTUKY CTaHLN

1. BbibepuTe NyHKT AHTUBUPYCHaA ceTb B I1aBHOM MeHto LieHTpa ynpasaeHus.

2. B vepapxmyeckoMm cricke BbibepuTe CTaHLMIO, 411 KOTOPOW Bbl XOTUTE HAa3HaUYNUTb UAW U3MEHUTb
MOJUTUKY.

3. Ha oTkpbIBLUeliCA NaHenn CBOWCTB CTaHuuu B pa3gene Mpynnbl B cnvicke MonnTtuka ycraHoBute
dnar HaNPOTUB MOANUTUKK, KOTOPYHO Bbl XOTUTE HAa3HAUUTD.

Ecnm paHee y>ce 6bina HazHaueHa NoaMTHKa, ee dnar OyZeT aBTOMaTUYECKM CHAT, MOCKOJIbKY A1
CTaHLMN MOXET ObITb Ha3HayYeHa TO/IbKO OAHa NOAWUTMKA.

Tak>e Bbl MOXeTe CHATb Gaarv co Bcex NOAUTUK. B 3TOM ciyyae HacTpOWKM CTaHLMKW BEPHYTCA K
CBOEMY MpeablAyLeMy COCTOSIHWUIO, KOTOPOe BbIIo A0 HazHaUYeHWs MOAUTUKM.

4. Haxmute kHonKy CoXpaHUTb.

7.4. Npodunnum

lpopunu onpeAenstoT HaACTPONKN KOMMOHeHTa KOHTPO/Ib NPUAOXKEHWIA, B COOTBETCTBUM C
KOTOPbIMW Ha CTaHLMAX MOTYT 3anyckaTbCa A 610KMPOBaTbCA NPUAOXKEHWNA, MOAYAWN, CKPUNTOBbIE
WHTepnpeTaTopbl, AparBepbl n MSI-nakeTbl.

Mpoduan co3paroTca afMUHUCTPATOPOM U Ha3HAYakTCA MOAUTUKAM, CTaHLMAM 1 NO/b30BaTeNsM, B
TOM YnC/Ie Fpynnam CTaHuui 1 noab3osateneit. Mpoduam onpesenstoT pexxnum paboTbl KoHTpoas
NPUIOKEHNIA.

Hactpoiika npodunelt ocyLecTBASETCA Yepes 4epeBO aHTUBUPYCHOW CETU:

e Bce npodunn pasmelatotcs B npegycraHoBaeHHou rpynme Profiles.

e O61beKTbl, Ha KOTOPbIe Ha3HaYeH KOHKPETHbIN NPobWb, pa3meLLatoTcs B AepeBe aHTUBUPYCHOWM
CeTV B KauecTBe JOYEPHMX 3NEMEHTOB 3TOro NpoduAs.

Ur106b1 HacTpouTb KOHTPONb NpUnOXKEeHUIA

1. Co3zavTe HOBbIV NPobWb.

2. 3ajanTe HacTpOVKM Npoduas.

3. HasHaybTe Nnpoduab HeEObXoAMMbIM OBbEKTaM.

ili Hactpoliky paboTbl npodusiein pekoMeHAyeTCs NPOU3BOANTL B TECTOBOM PEXMME.

PykoBOACTBO aAMMHMCTpaTOpa
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Pasanualot cnepyrouwme peXxkumbl pabotbl npodunein:

OTKAtOUEeH — NPOdW/Ib He aKTUBEH, HACTPOMKM NPODUNA HE NMPUMEHAROTCS.

AKTUBHBIN — Npodu/ib akTUBEH, HACTPOWMKM NPUMEHAIOTCA AN 0OBEKTOB, Ha KOTOpbIe
pacnpoCTpaHeH AaHHbIN NPodUb .

TecToBbIi 2/106a/16HbIU — NPOGWIb aKTUBEH, HO paboTaeT B rno6anbHOM TECTOBOM peXMME.
TecToBbIV PEXMM UMUTUPYET PaboTy KOHTPOIS NPUAOXKEHUI C MOHBIM BEAEHUEM XXypHana
aKkTMBHOCTU (cM. CobbiTna KOHTpOAA NpuaoxeHuin), ogHako daktuyeckas 6aokmpoBka
NPWOXKEHWI HEe NPOU3BOAMNTCS.

TecToBbIi 019 npasus — NPodub akTUBEH, M Ha 0OBEKTbI PACMPOCTPAHAOTCA HAaCTPOMKMN
byHKUMOHanbHOro aHanm3a n npasun. OfHako, NepeBeAeHHbIe B TECTOBbIN PeXUM NpaBuaa He
BAUAIOT Ha BNOKMPOBKY NMPUAOXKEHWUA. Pe3yabTaT UMUTUPYEMOM UMUK paboTbl 3aNMCbIBAETCS B
XypHan aktmBHocTH (cM. CobbiTvsa KOHTPo1f Npuao>keHnii). TeCTOBbIN pexxum Aas npasu
BK/IFOYAETCA M OTK/IFOYAETCA B pa3jesie HacTpOeK 3anpeLLaroLLnX U pa3peLlaroLLmx npaBul.

B Ta6n|/1u,e HWXXE NMoKa3aHO Kakue HaCTpOI\/lIKI/I 3a4akoT TOT NN NHOW pexmnm pa6OTbI I'IpO(I)I/IJ'Iﬂ.

Pexxum OtknoueH AKTUBHbIN TecToBbIN TecToBbIl 015
2n106a16HbIl npasun
Hacrpoiika
O6wue — Bkarountb npodpunb - + + +
O6uwue — MNMepeBecTn Npopuab B He aKTMBHa - + -

rno6asibHblii TECTOBbIN PEXUM

<Pexum> — <[Ipaguno> — He aKTUBHa +/- +/- +
BKAOUMTb NPaBUIO

<Pexum> — <[lpaguno> — He aKTMBHa - +/- +

MepeBecTy NpaBn/IO B TECTOBbIN
pexum

YcnoBHble 0603HaueHnA
+ HacTpoka fO/KHa ObITb BK/IOUEHA
- HacTporika Jo/IKHa BbITb OTKAOUEHA
+/— HacTporika He MMEeeT 3HaYeHus

HE€ aKTMBHa HaCTpOVIKa HeAOCTyMNHa AN1A pefakKTupoBaHUA

PykoBOACTBO aAMMHMCTpaTOpa
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7.4.1. Co3paHue 1 Ha3HaueHue npodpunen

Y1061 CO3AaTh HOBbIV Npodpu/b

1. BbibepuTe NyHKT AHTUBUPYCHaA ceTb B I1aBHOM MeHto LieHTpa ynpasaeHus.

2. B oTKpbIBLIEMCA OKHE Ha MaHeV UHCTPYMEHTOB BbibepuTe NMyHKT =+ Aob6aBuTb 06BEKT ceTn —
& Co3zaatb npodpunb.

3. Ha oTkpbiBLUENCa NaHenn 3aaariTe HazBaHue npoduas. B fanbHenwem Bbl CMOXETE €ro
M3MEHUTb MPY HEOBXOAMMOCTU B pasgene HacTpoek ObLme.

4. Haxmute kHonKy CoXpaHUTb.

HoBbii npodunb Byaet cozaaH 1 nometleH B rpynny Profiles.

UYT106b1 Ha3HaUUTL NPoPUNb 06BLEKTY

1. BbibepuTe nyHKT AHTUBUPYCHasA CceTb B I1aBHOM MeHto LleHTpa ynpaBieHus.
2. B OTKpbIBLUEMCS OKHE B MEPAPXMUECKOM Crincke Bbibepute Mpodub, KOTOPbIV Bbl XOTUTE
Ha3HauUTb.
g ]
3. Ha naHenn MHCTPYMEeHTOB HaxXMuTe ¥ JKCNOpTUpOBaThb AaHHble — E5 HasHauutb npodunnb.
B oTkpbIBLIEMCA OKHe Bbibepute 06bekT pacnpoCTpaHeHNs HaCTPOEK:

e Ha Bknaske Active Directory npescraBneHbl CUCKK, aHaNOTUYHbIE CMUCKY B AepeBe
aHTUBUPYCHOW ceTn, 0BbHOBAsSsIEeMOMY MO 3agaHunio CuHxpoHusaums ¢ Active Directory u3
pacnucaHua Cepepa Dr.Web. [laHHble cncKn cogep>kaTt MAEHTUYHbIE 0ObEeKTbI, HO
pa3InyaroTCs No TMNy 06beKTOB, AN KOTOPbIX ByAeT Ha3HaueH Npodub:

s B cnncke CraHuum Active Directory Bbl MoxeTe BbIOpaTh rpynmbl CTaHLWA AW OTAENbHbIE
CTaHLMW, 3aperncTtpupoBaHHble B soMeHe Active Directory.

s B cnncke Monb3oBaTtenu Active Directory Bbl MoxeTe BbIOpaTh rpynmnbl NoJb30BaTeNen u
OTAE/bHbIX NONb30BaTENEN, 3apPErMCTPUPOBaHHbIX B fomeHe Active Directory.

ilf O,ZI,HVI N Te XKe 06beKTbl He AOJIKHbI ObITb Bbl6paHbI B pa3HbIX CrKCKax.

e Ha BK/1aaKe AHTMBI/IPYCHaﬂ CeTb Bbl MOXETE Bbl6paTb aeayrouime 06beKTbI:

o [pynnbl cTaHUWiA. B 3TOM ciyyae HacTpoliku ByAyT pacnpOCTPaHATCA Ha yYeTHble 3anucu
BCEX MOJIb30BaTesIeN BCEX CTaHLUM, BXOAALLUX B AaHHbIE Fpynmbl.

o OTgenbHble CTaHUMKM B rpynnax. B aTom cnyyae HacTporikm ByayT pacnpoCcTpaHaTca Ha
YUETHblEe 3aMncK BCeX NONb30BaTeNel BbIOPaHHbIX CTaHLMINA.

s Moantukm B rpynne Policies. B 3Tom cnyyae HacTpolikm ByayT pacnpocTpaHaTbCs Ha
yUeTHble 3aMnmcK BCeX NONb30BaTeNel CTaHL MM, KOTOPbIM Ha3HayeHa BbibpaHHas noaunTtuka.

e Ha Bkniazke JlokanbHble NoJsib3oBaTeIN Bbl MOXeTe BblIbpaTh rpynny noib3oBatenei nam
OTAE/bHbIX NOJIb30BaTENEN Ha CTaHLUAX. B 3TOM ciyyae HacTpowkm ByayT pacnpocTpaHaTcs
TO/IbKO Ha YYeTHble 3anncy BbIOpaHHbIX NMOb30BaTeNel Ha 3TVX CTaHLMAX.

PykoBOACTBO aAMMHMCTpaTOpa
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MNoapobHee 0 NpropuTETax NPW Ha3HauYeHUM Npoduael cM. passen HacnegoBaHune HacTpoek
ANA KOMMOHeHTa KOHTPO/Ib MPUAOXKEHW.

4. Haxwmute kHonky CoxpaHuTb. Bce BbIbpaHHble 06bekTbl ByayT A06aBAEHbI B CMUCOK, Ha
KOTOPbIV pacnpOCTpaHAETCa HacTpanBaemMblin Npoduab (0TobpaxkaroTcs B fepeBe Kak
BJIO>KEHHbIE 06BbEKTbI A1 JAHHOTO NPOodUAR).

YT106bI NpEeKpaTUTb pacnpocTpaHeHne HacTpoek Npopuns Ha 06bekT

1. BbibepuTe nyHKT AHTUBUPYCHasA CceTb B I1aBHOM MeHto LleHTpa ynpaBaeHus.

2. B oTKpbIBLUEMCS OKHE B MEPAPXMUYECKOM CrNCKEe PackpoWTe CMUCOK O6bEKTOB, BJOXKEHHbIX B
npodunb 1 Bbibepute 06BEKT, AN KOTOPOTO Bbl XOTUTE OTMEHWTL Ha3HayeHve Npodus.

3. Ha naHenu vHCTpyMeHTOB HaxmMuTe 3 O6wwme — E% OTMeHUTb HasHaueHue npodwunsa
obbekTam.

7.4.2. Hactpoiika npodpunen

Yr10o6bI OTPEegaKkTUpPOBaTb HaCTPONKK Npoduns

1. BbibepwuTe NyHKT AHTUBUPYCHasA ceTb B I1aBHOM MeHto LieHTpa ynpasneHus.
2. OTkpoWiTe pasgen CBOUCTB NPOoduas O4HUM 13 CeAyroLw X CnocoboB:

a) HaxmuTe Ha Ha3BaHVe Npoduns B nepapxmyeckom Crmcke aHTUBUPYCHOM ceTh. B npaBoi
yactu okHa LleHTpa ynpaBaeHus aBToMaTU4Yecky OTKPOETCA NaHesb CO CBOMCTBaMM Npoduns.

b) HaxmuTte Ha MKOHKY Npoduns B AepeBe aHTUBUPYCHOM CETU UK Bblibepute Npodub, 3aTem
BblbepuTe NyHKT CBOMCTBA yripaBastoLlero MeHto. OTKPOeTcs OKHO CO CBOMCTBaMM
npoouna.

3. B pa3gene O6wume 3asat0TCA NPUHLMNLI paboTbl Npodus:
e B none HasBaHue npoduna MoxeTe N3MeHUTb UMa NPpodus.
e YctaHoBUTE dnar BkarounTb npopuab, UTOObI HauaTb UCMOb30BaTb 3TOT MPOGUb.

s Ecam yctaHoBneH ¢nar MepeBectn npodunb B rn106anbHbIA TECTOBbIW peXum, byset
OCYLLeCTBAATLCSA TOIbKO 3aNMUCh XKypHana akTMBHOCTU Kak MPW BKAKOYEHHbIX HAaCTPOMKaX.
Mo>keTe UCMOo/b30BaTh AaHHbIV PEXMM A/t OTAaAKN paboTbl npoduns.

¢ B pa3gene Kputepum dyHKLMOHAILHOTO aHav3a 3ajainte Habopbl NPeayCcTaHOBAEHHbIX
npaBu, NO KOTOPbIM 3aryck NPUAOXKEHNA ByeT pa3peLllaTbCs WA 3anpeLLaTbes.

4. YT0bbl NPUMEHUTb HaCTPOWKMK, 3asaHHble B pasgene O6wme, Haxxmute CoxpaHUTb B
HacTpoikax npoduns.

5. B pa3zene Paspeluarowmin pe>knm npmeeseHa obLias cBoAKa Nno HacTporkaMm pexmnma:
KOJIMYECTBO CO3ZaHHbIX pa3peLlaroLnx NpaBua U rpynn A0BepPeHHbIX NPUAOXKEHWN,
Ha3HaYeHHbIX Ha AaHHbIV NPOodUIb. YTOObI BKAHOUWTL UM OTKAHOUMTL PEXMM, @ TakXKe HaCTPOUTb
npaBwia N JOBEPEHHbIE NMPUNOXKEHWS, HAXXMMWTE Ha CCbIKY PaspeluatoLinii pexviM ans nepexosa
B COOTBETCTBYIOLLUIA pa3gen.

6. B pa3gene 3anpelarowmin pexxum npueeseHa obas cBoAka No HacTporkam pexmnma:
KOJIMYECTBO CO3aHHbIX 3anpeLlarowmx npaBua. Ytobbl BKAKOUNTL NAN OTKAHOUNUTD PEXMM, a

PykoBOACTBO aAMMHMCTpaTOpa
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Tak)ke HaCTPOUTb MPaBWa, HAXKMUTE Ha CCbIIKY 3anpeLuatolmnii DeXm AN Nnepexosa B
COOTBETCTBYHOLLMI pa3sen.

O6paTnTe BHMMaHue Ha cneayrowme ocobeHHocTn paboTbl npodpuna KoHtponsa
NPUNOXKEHNIA:

e EC/v He BKNKOUEH HU OAVMH KpuTepuii B pa3sene Kputepumn pyHKLMOHaNBHOrO aHanusa, To cam
npodunb byAeT OTKIOYEH.

e Ecv npu 3agaHum HacTpoek NPpoduas HU ANd OAHOTO 13 Kputepres B pasgene Kpurepun
¢bYHKUMOHANBHOTO aHaNM3a He 3aZaHbl PaCLUMPEHHbIE HACTPOWKM U OTKAFOYEHbI
3anpeLLaroLL i 1 pas3peLLatoLLniA PexXMbl, TO AaHHas KOHUrypaumsa HacTpoek He byaet
COXpaHeHa.

e Ec/v He 3afaHbl HM pa3peluatoLLive NpaBua, HU JOBEPEHHbIE MPWUIOXEHWS, pa3peLLatoLLn
pexvM ByseT OTKAHOYEH.

e Ecim He 3apaHbl 3anpeLyatoLme npaBwia, 3anpeLLarLLni pexmM byAeT OTKAHYEH.

7.4.2.1. PyHKUMOHANbHbIA aHaNU3

@PyHKYUOHAbHLIU aHanu3 3afaeT Habop NpesyCTaHOBAEHHbIX YCIOBMM, MO KOTOPbIM MPUIOXKEHNS
pa3peLLaroTCa WK 3anpeLLaroTcs A4S 3arnycka B COOTBETCTBUM C BbIMOAHAEMbIMU GYHKLMAMMN.

PesaktnpoBaHme HacTpoek QYHKLNOHANIBHOrO aHain3a OCyLLeCTBAAETCA B pa3jene CBONCTB
npoouns O6bwue — Kputepmm pyHKLUNOHaNBHOTO aHaAu3a.

ili Ecaun He BKItOUEH HM OAMH KpuTepuid B pasgene Kputepumn ¢pyHKLMOHaNbHOroO
aHanm3a, To caM Npodub ByaeT OTKNHOYEH.

Ecav Hu ansa ogHoro n3 kputepues B pasgene Kputepuu ¢pyHKuMOHaNbHOro aHaansa
He 3afaHbl pacLUVpPeHHble HaCTPOMKN 1 OTKIFOUEHbI 3amnpeLLyatownin 1 paspeLlaroLLmi
pexuMbl, TO cam Npoduab ByaeT OTKIOYEH.

UYT106b1 HacTPOUTb PYHKLLMOHA/bHbIN aHaAu3
1. B pa3gene Kputepun ¢pyHKLMOHANbHOTO aHasMU3a yCTaHOBUTE Gaarn A8 KaTeropum, KoTopble
Bbl XOTUTE NUCMONb30BaTh:
s 3anycK NpUaoXKeHUM,
o 3arpy3ka v UCMOJIHEHMEe Moayien,
o 3anycK CKpUNTOBbIX MHTEPNPETaToOpPOB,
o 3arpy3ka apaiBepoB,
o YcraHoBka MSI-nakeros,

o L',eIIOCTHOCTb UCNnoJiHAeMbIX q>a|7|nos.

PykoBOACTBO aAMMHMCTpaTOpa
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l Ecan Bbl HacTpanBaeTe I'IpO(I)VI.I'Ib BrepBble, TO NPV BKIKYEHUN Ka>KA0ro U3 Kputepmes
: aBTOMaTMYeCKM BKIHOYAtOTCA ero paspeLuatollne KaTeropum B pacliMpeHHbIX
HacTpoWKax.

[aHHbIA MHCTPYMEHT UCMO/b3YeTCs B KauecTBe Mepbl 6e30MacHOCTM Ha CiyYait, ecim
nocse NPYMeHEHMs HAaCTPOEK paspeLlatoLLero Uan 3anpeLlaroLllero PexxnMoB OKaxyTCs
3a6/10KMpOBaHbl 06BEKTbI ONepPaLMOHHON CUCTEMbI, HEOBXOAMMbBIE A5 PabOoThI
cTaHLUnK.

B gasbHeiweM Npu Heo6XOAMMOCTN Bbl MOXETe OTKIOUNTL 3TV pa3peLuaroLime
KaTeropumn B pacLUMpPEHHbIX HACTPOMKaX.

2. [lns 3azaH1s PaciLMPEHHbIX HAaCTPOEK MO BbIBPaHHOMY KpUTEpUIO HaxmuTe & PepaKTMpoBaTh
HanpOTMB COOTBETCTBYIOLLEro Kputepus. OTKPOETCS OKHO CO CMMCKOM HacTpOek.

HacTtpolikun dyHKLMOHaNbHOIO aHanmn3a MoryT ObiTb Kak 3anpeLaroLnMm, Tak v
paspeLuLaroLL UMK 3anycK NPUAOXKEHMUN.

YctaHoBUTE q)narm ANAa TeX HAaCTPOEK, KOTOPble J0/DKHbI BbINMONHATLCA.

3. Ecam Bbl BKAOUMTE NCMO/Ib30BaHNE KaKOrO-AMbO M3 KPUTEPUEB, HO He 3aZajuTe ero
pacLUMpeHHble HAaCTPOWKM, TO KOHTPOJIb 3amycka byAeT NPON3BOAUTLCA ANA BCeX 0O6BEKTOB MO
3TOMY KPUTEPUIO B COOTBETCTBUM C HACTPOMKaMU paspeLLatoLLero Win 3anpeLlatoLLero
PEXNMOB.

Hanpumep:

e Ecnm 3agaH KpuTepuii 3anycK CKPUNTOBbIX MHTEPMNPEeTaTOpPOB, HO He 33JaHbl ero
pacLUMpEeHHble HAaCTPOWKM, TO ByAeT KOHTPOMPOBATLCA 3amnycK BCEX CKPUMTOBbIX
MHTeprnpeTaTopOB B COOTBETCTBUM C HACTPOMKaMK, 3aZlaHHbIMU /1S pa3peLuatoLero nam
3anpeLLaroLLEero pexMmos.

e Ecim 3asaH KpuTepunii 3anycK CKPUNTOBbIX MHTEPIPEeTaTOpPOB 1 33jaHa ero paclumpeHHas
HacTpovika 3anpelaTb 3anyck CLieHapueB CO CMEHHbIX HocuTenewn, To byaeT 3anpeLleH
TOJIbKO 3arycK CLLeHapWeB CO CMEHHbIX HOCUTENEeN.

4. Ecav Bbl 3agaAnTe pacLlUMpPeHHbIe HAaCTPOMKK, HO He BKIKOUMTE UCMOb30BaHWe CaMOro
KpUTEpWSA, TO HW pacLUMPeHHble HaCTPOWKK, HV CaM KPUTEPUIA BbIMOJHATLCS He ByayT.

5. N5 cOXpaHeHWs pacLuMpeHHbIX HAaCcTPOoeK HaxMuTe COXPaHUTb B OKHE CO CMUCKOM
pacLUMpPEHHbIX HAaCTPOEK.

6. [na coxpaHeHusa HacTpoek GyHKLMOHaNbHOTO aHanmn3a Haxkmute COXpaHUTb B OKHe HacTpoek
npodwuns.

7.4.2.2. Paspelwsarowimn pexxum
Pa3pewarowjuli pexxum nNoApasyMeBaeT, UTO Ha BCEX KOHTPOMPYEMbIX CTaHLMAX pa3peLlaeTcs

3arycK TO/IbKO NPWUAOXKEHWI 13 crnncka JloBepeHHble MPUAOXKEHUA U MPUIOXKEHWI, KOTOPbIe
COOTBETCTBYHOT pa3peLlarolLM npasunam. Bce octanbHblie NpUaoXeHus 6a10KMPYHOTCS.

PykoBOACTBO aAMMHMCTpaTOpa
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Pa3peLuatoLmin pexxum MoXKeT BbiTb BKIKOUEH Aaxe B TOM C/lyyae, eciv paboTartoT TO/IbKO
pa3peLuatoLime npasuna. B atom ciyyae oH byget paboTaTb Kak ONONHeHWE K GYHKLIMOHaNbHOMY
aHann3y, No3BO/AA pa3peLlaTb 3anyCcK OTAENbHbIX MPUAOXEHNIA U3 CNINCKA 3aMpPeLLEHHbIX.
Hanpwumep, ecim B kputepusax GyHKLMOHaNBHOTO aHaav3a yCTaHOBJIEH 3ampeT Ha 3aryck
NPWIOXKEHUI N3 CETU N OBLLMX PeCcypCoB, HO NPW 3TOM B pa3peLuaroLx npaBuaax ycraHOBIEHO
pa3peLueHve Ans 3anycka KOHKPETHOTO MPUAOXKEHNS, TO 3TO NPUAOXKeHWe ByaeT 3anyckaTbCs Npwu
COXpaHstoLLEeNca 6IOKNPOBKE OCTaIbHbIX MPUIOXKEHNN.

PepakTpoBaHve paspeLuatownx npaBua U JOBEPEHHbIX MPUNOXKEHWI OCYLLIECTBAAETCA B CBONCTBAX
npodwns, Ha Bknazke Paspeluarowmini pexxum.

UYT106b1 MCNO/Ib30BaTh paspelualoLnii peXxxnum

1. YcraHoBuTe dnar Ucnonb3oBaTth pa3spelualowmii peXxum Ha Bkaske Paspewsarowmii pexxum.
2. 3apalite HaCTPOWKM XOTA Obl B O4HOM U3 €ro pPaszenos:

e Pazpellarouime npasuna.

e /loBepeHHbIe NPUNOXKEHUS.

3. Haxmwute CoxpaHUTb.

ZIE Ecnm He 3azaHbl HM pa3peluatoLye NpaBuaa, HU LOBEPEHHbIE NMPUNOXKEHNS,
paspeLuarowmin pexkxum byaeT OTKIOYEH.

Paspewarowme npasnna

PefakTpoBaHVe paspeLuatoLnx npaBua OCyLLECTBASETCA B pa3zene CBOMCTB npoduas
Paspewatowmii pexkum — Paspeluatowme npasuna.

Uto6bl cO3aaTh HOBOE paspeluatoLlee NPaBUIO

1. B pasgene Paspewatowme npaBuia HaxxmuTe Ha naHean MHCTpyMeHToB kHonky ¥ Cospath
npasuno.

2. B okHe flo6aBneHne npaBuna 3asaiite HasBaHue npaBuna 1 HaxxMmute COXpaHUTD.

3. B cnvcke npaBua BbibepuTe CO34aHHOE NPaBUAO M 3ajaiiTe ero HaCTPOMKM Ha OTKPbIBLUENCA
naHean CBOWCTB:

a) YcraHoBuTe c|>J1ar Bxknrountb npasuio, UTO6bI HauaTb UCMNOb30BaTb 3TO npasunno.

b) Ecnv Bbl X0TUTE NpoBepuTb PaboTy npaBwa, yctaHoBuTe dnar MepeBecTn npaBuao B
TEeCTOBbIN peXkUM. [punnoxeHnsa He ByayT KOHTPOMPOBATLCA Ha CTaHLMAX, Of4HaKO ByaeT
OCYLLLECTBAATLCA 3aMNWCh XXypPHana akTMBHOCTU Kak MNPV BKAKOYEHHBIX HAaCTpOWKax. Pe3ynbTaTsl
3aryckoB 1 610KMPOBOK NMPUIOXKEHWI B TECTOBOM pexrme paboTbl npasuia byayT
oTobpaxatbca B pasgene Cobbitna KOHTpOAA NpuaoxxeHun.

Ecan dnar MepeBecTn NnpaBuIO B TECTOBBIN PEXXUM CHAT, NpaBuio byaet paboTatb B

PykoBOACTBO aAMMHMCTpaTOpa
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aKTMBHOM peXuMe C 3anyCcKoM MPUNOXKEHUIA Ha CTaHLMAX MO 3afjaHHbIM HacTpoMKam
npaBuaa (CM. Takxke pexknmbl paboTbl Npoduaen).

C) B pasgene Paspewatb 3anyck NpUIOXKEHU NO C/IeAYOWMM KPUTEPUAM Bblbepute
ONLMM, COrNacHO KOTOPbIM 3anyck NMPWIOXEHUM Ha CTaHLMAX ByeT paspeLleH.

| B none Umsa ¢aiina ykaxnte ums danina nnm katanor. Nogaep>KMBaroTcs nepeMeHHble
. OKPY>XeHUA 1 Macku. Eciv He 3agaH NyTb, NapamMeTp OyAeT MPOMHTEPNPETUPOBaH Kak
dalin c ykasaHHbIM MMEHEM HE3aBUCMMO OT MECTOHAXOXAEHUS.

@ Takoke Bbl MOXETe CO34aBaTh paspellatolyune npasmia ns pasgenos Cobbitvs KoHTpons

npuaoXeHuin  CnpaBOYHUK NPUNOXKEHUI HA OCHOBE AaHHbIX, MOJYUYEHHbIX CO
cTaHuui. Mpun 3TOM MapameTpbl MPUIOXEHWUIA B HAaCTPOWKax npaswia byay 3anosHeHbI

aBTOMaTNYECKW COracHO BbIBpaHHOMY NMPUAOXKEHWIO.
4. Haxmute CoxpaHUTD.

Yr1o6bI cO3aaTh Ay6aMKaT pa3peluaroLliero npasuaa

1. B pa3zene Paspelwatowme npaBuna B Tabavue npasua Bblbepute NpaBmio, KOTOPOE Bbl
XOTWUTE NPOAY6ANPOBaATL A1 3TOrO NPOGUAS.

2. HaxmwuTe Ha naHenu MHCTPYMEHTOB KHOMKY v Ay6auposaTtb npaBuno.

3. B 1abavue npaBua NOSBUTCS HOBOE MPaBWIO, HACTPOMKMN KOTOPOro ByAyT NOJNHOCTbHO
CKOMUPOBaHbI 13 NpaBuaa, BbiIbpaHHOTro Ha ware 1. B umeHn npasuna gobasutcsa umndpa 1.

UTo6bI yaanuTbL paspeluatollee npaBuao
1. B pa3zene Paspelwatowme npaBuna B Tabavue npasua Bblbepute NpaBmio, KOTOPOE Bbl
XOTWTE yAanuTb 13 Npoduns.

2. Haxmute Ha naHenu NHCTPYMEHTOB KHOTKY -m YAaIII/ITb npaBsuio.

AOBEpEHHbIe npuaoXxXeHunAa

YT106bI NCNONB30BaTh AOBEPEHHbIE MPU/IOXKEHUS, BbIMOJHUTE OAHO U3 C/IeAYHOLLUX
BeNCTBUIA:

e Ecv cbop AoBepEHHbIX NPUIOXKEHNA ByaeT OcyLwecTBAATbLCSA Ha BaweM Cepsepe Dr.Web (cm.
TaKXke Perno3ntopuii 40BepeHHbIX NPUNOXKEHWIA), aKTUBUPYUTE COOP AOBEPEHHbBIX MPUIOXKEHWUI B
pa3zene LleHTpa ynpaBaeHvs AgMUHUCTpUpoBaHue — KOHTposb npunoXkeHn —
[loBepeHHble NPUNOKEHUA.

e Ecv goBepeHHble Npunoxenns byayT nepesaBaTtbca Ha Baw Cepsep Dr.Web no mexxcepsepHown
cBs3n ¢ cocepHero Cepsepa Dr.Web, 3asalite cOOTBETCTBYIOLLME HACTPONKN B PEMO3UTOPUAX
CepsepoB Dr.Web, oTnpaBastoLwmx 1 noay4varoLlmnx nposykT JloBepeHHble NPUA0XKEeHNA.
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PeAaKTI/IpOBaHI/Ie AOBEPEHHbIX I'IplAﬂO)KGHIAI;I 41 KOHKPETHOTO I'IpOCI)I/Iﬂﬂ OCyLLecCTBNIAETCA B pasjene

cBONCTB Npoduns Paspelwsarowmii pexxum — JloBepeHHble NPUN0KEHUS.

Tabavua paszena coaep>XuT CrMCoK BCEX FPYMM AOBEPEHHbIX MPUIOXKEHUN, Ha3HAYEHHBIX A5
JAaHHOro nNpodwuna.

Ipynna dosepeHHbix npuaoxeHUl (Man Genbii CMUCOK MNPUNOXEHWIN) NpeacTaBaseT cO6oin cnmncok
NPUNOXKEHUM, COBPaHHbIX MO 3aZaHHbIM KPUTEPUAM C BbIOPAHHOW CTaHL N UAW TPYMMbl CTAHLUNA.
DTV NPUNOXKEHNSA pa3peLLeHbl A/ 3amycka Ha CTaHLMAX aHTUBUPYCHOW CeTH, AN KOTOPbIX Ha3HauyeH
JaHHbIA Npoduab Npu paboTe B pa3peLlatoLeM pexnme.

& Ecamn Baw Cepsep Dr.Web nonyyaet goBepeHHble MPUIOXKEHUA NO MEXCEPBEPHON

cBasu ¢ cocegHero Cepsepa Dr.Web (cm. Peno3utopuin fJosepeHHbIx NpUAOXKEHUIA), TO
Tabmua rpynn MoXeT coAep>kaTb 3anuncu co 3Havykom * Fpynna goBepeHHbIX
NPWIOXKEHUI OTCYTCTBYET B peno3utopumn CepBepa. [laHHble 3anncy akTyalbHbl 414
rpynn NpUAOXeHU, KoTopble HbInN f06aBAEHbl U3 MpeablAyLLer PEBU3MN NPOAYKTa
JoBepeHHble NPUNIOXKEHUA, NOC/Ie Yero Oblna NosyyeHa HOBaA PeBU3NA, B KOTOPYHO
JaHHaa rpynna He BXoAuT. [py 3TOM, NPUIOXKEHUA MOTYT MO-MPeXHEMY COXPaHUTb
paboToCcnoCcobHOCTb Ha COOTBETCTBYIOLLMX CTaHLMAX, HO YTOObI MpesoTBpaTUTb
HapyLieHns paboTel Npoduaa, peKomeHayeTCa yaaauTb Takme rpynmnbl U3 ero HacTpoek.

UYT106b1 A06aBUTL rPyNNy AOBEPEHHbIX NPUIOXKEHUA B Npoduib
1. B pasgene JloBepeHHbIe NPUNOKEHUA HAKMUTE HA MaHENM UHCTPYMEHTOB KHOMKy T
[ o6aBuTb rpynny goBepeHHbIX NMPUI0XKeHU B Npo¢pnib.

2. OTKpoOeTCs OKHO CO CMNUCKOM BCEX AOCTYMHbIX FPYMN JOBEPEHHbIX MPUAOXKEHWUIA.

| Mpw HacTpolike pa3peLuatoLero pexmuma rpynnbl JOBEPEHHbIX MPUNOXKEHN
: BbIGMpatoTCA M3 cnmcKka rpynm, AOCTYMHbIX B PENO3UTOPUX AN NpoaykTa JoBepeHHble
NPUAOXKEHUS.

YcraHoBUTe dnarn HanNpoOTMB TeX FPYNN NPUAOXKEHUI, KOTOPbIE Bbl XOTUTE 406aBUTb B MPObUIb.

4. Haxmute CoxpaHUTb.

UTo6bl yAaNnuUTb rpynny AoBepeHHbIX NPUIOXKEeHUA U3 npopuns

1. B pa3gene [loBepeHHble NPWUIOXKEHUA YCTaHOBUTE B TabauLe daarv Ans rpynmn, KOTopble Bbl
XOTUTe yAanuTb 13 npoduas.

2. HaxmwuTe Ha naHenu MHCTPYMEHTOB KHOMKY @ ypanurs rpynny AoBepeHHbIX NPUI0XKEeHUN.

3. TMpwnoxeHns gaHHOW rpynnbl 6yAyT yAaneHbl U3 CMUCKa pa3peLleHHbIX A5 3amnycka Ha CTaHLmsX,
A1 KOTOPbIX Ha3HaueH AaHHbIA NPOdWIb.

| Mpw yaaneHnn ns npoduns cama rpynna JOBEPEHHbIX NMPUNOXKEHUM He YAanseTcs.
: lpynna octaeTcs AOCTYMHa B PEMO3UTOPUM U MOXET bbiTb A0baB/ieHa Kak B JaHHbIN, TakK
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1 B Apyrve npoduan.

7.4.2.3. 3anpewarowmmn pexxum

3anpewarowyuli pexkum nogpasymeBaeT, UTo Ha BCEX KOHTPOJIMPYEMbIX CTaHLMAX 3anpeLlaeTcs
3arMyck TO/IbKO TeX MPUIOXKEHWUI, KOTOPble COOTBETCTBYHOT 3anpelLaroLLmmM npasunam. Bee
OCTa/lbHble NMPWUIOXEHNA pa3peLLatoTCs.

PepakTMpoBaHue 3anpeLLaroLLmx NpaBua OCyLEeCTBAAETCA B CBONCTBAX NPOGUAS, Ha BKAajKe
3anpewaroWwmii peXxum.

YT106bI NCNONB30BaTh 3aNpeLlaloLnii peXxum

1. YcraHoBute dnar Ucnonb3oBaTth 3anpeLyalomii peXxmm Ha BK1ajke 3anpeLiatoLumn
peXxum.

2. Co3gaiTe 3anpeLyaroLime npaBuaa Kak OnmcaHo HUXe.

3. Haxmwute CoxpaHUTb.

ZIE Ecnm He 3azaHbl 3anpeLlatollLme NpaBua, 3anpeLlatoLlinii pexxum byaeT OTKIOYEH.

UTo6bl co3aaTh HOBOE 3anpellatoLlee NPaBUIO

1. B pa3gene 3anpeuwjarowime npaBuia HAOXXMUTE Ha NaHEN MHCTPYMEHTOB KHOTKY + Cozpgams
npaBuo.

2. B okHe flo6aBneHne npaBuna 3asaiite HasBaHue npaBuna 1 Haxxmute COXpaHUTD.

3. B cnvcke npaBua BbibepuTe CO34aHHOE NPaBUAO M 3ajaiiTe ero HaCTPOMKM Ha OTKPbIBLUENCA
naHean CBOWCTB:

a) YcraHoBuTe c|>J1ar Bxknrountb npasuio, UTO6bI HaUaTb UCMNOJb30BaTb 3TO npasunno.

b) Ecnv Bbl X0TUTE NpoBepuTb paboTy NpaBwna, yctaHoBuTe dnar MepeBecTy npaBuao B
TeCTOBbIW peXXuM. [TpunnoxkeHns He ByayT KOHTPOAMPOBATLCA Ha CTaHLMAX, OAHAKO byaet
OCYLLLECTBAATLCA 3aMNWCh XXyPHana akTMBHOCTU Kak MNPV BKAKOYEHHBIX HAaCTpOWKax. Pe3ynbTaTsl
3aryckoB 1 610KMPOBOK NMPUIOXEHWI B TECTOBOM pexrme paboTbl npasuia byayT
oTobpaxatbca B pasgene Cobbitna KOHTpOAA NpuaoxxeHun.

Ecam dnar MepeBecTy NpaBuIO B TECTOBbIN PEXUM CHAT, NpaBuio byaeT paboTtatb B
aKTVBHOM pexuMe ¢ 610KMPOBKOWN MPUIOXKEHUI Ha CTaHLMAX MO 3aZaHHbIM HaCTpOMKam
npaBuna (CM. Takxke pexkumbl paboTbl Npoduien).

c) B pa3gene 3anpelwaTtb 3anyck NpUI0XKeHWA MO C/IeAYIOLWNM KpUTEpUAM BbibepuTe
OnuMK, COrNacHO KOTOPbIM 3amyck NMPWUIOXKEHUM Ha CTaHLMAX ByZeT 3anpeLLeH.

PykoBOACTBO aAMMHMCTpaTOpa
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| B none Uma ¢aiina ykaxunte uma danina unm katanor. Nogaep>KMBarotcs nepeMeHHble
. OKPY>XeHUA 1 Macku. Eciv He 3agaH NyTb, NapamMeTp OyAeT MPOMHTEPNPETUPOBaH Kak
dalin c ykasaHHbIM MMEHEM HE3aBUCMMO OT MECTOHAXOXAEHUS.

@ Takke Bbl MOXETe CO34aBaTb 3anpeLlatolime npaesuia ns pasgenos Cobbitua KoHtpons

npuaoXeHuin n CnpaBOYHUK NPUNOXKEHUI HA OCHOBE AaHHbIX, MOJYUYEHHbIX CO
cTaHuMn. Mpun 3TOM NapameTpbl MPUIOXEHWUIA B HACTPOWKax npasuaa 6yayT 3anoaHeHbI

aBTOMaTNYECKW COracHO BbIBpaHHOMY NMPUAOXKEHWIO.
4. Haxmute CoxpaHUTD.

Y106l cO3aaTh Ay6aMKaT 3anpelyaroLiero npasuaa

1. B pasgene 3anpewarowme npasuaa B Tabanue npasua BbibepuTe NpaBmao, KOTOPOE Bbl
XoTuTe Npoay6ampoBaTh ANa 3TOro NPoduAs.

2. HaxmwuTe Ha naHenu MHCTPYMEHTOB KHOMKY v Ay6aupoBaTb npaBuno.

3. B 1abavue npaBua NoSBUTCS HOBOE MPaBWIO, HAaCTPOMKN KOTOPOro ByAyT NOJNHOCTbHO
CKOMUPOBaHbI U3 NpaBuaa, BbiIbpaHHOro Ha ware 1. B umeHn npasuna gobasutcsa umndpa 1.

UTo6b! yaanuTbL 3anpeLyatolee NnpaBuIo

1. B pasgene 3anpeuwarowme npasuaa B Tabanue npasua BbibepuTe NpaBmao, KOTOPOE Bbl
XOTUTE yAanuTb U3 Npodunsa.

2. Haxmute Ha naHenu NHCTPYMEHTOB KHOTKY -m YAaIII/ITb npaBsuio.
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AHTMBUMpPYCHasa ceTb, paboTarowas nog ynpasaeHvem Dr.Web Enterprise Security Suite, no3sonser
LeHTPaAN30BaHHO HacTpavBaTb aHTUBUPYCHbIE NakeTbl Ha pabounx ctaHumax. Dr.Web Enterprise
Security Suite no3BonserT:

e HACTpavBaTb KOHGUIypaLMOHHbIE MapaMeTpbl aHTUBMPYCHBLIX CPEACTB,
e HacTpauvBaTb pacnucaHve 3anycka 3afiaHuii Ha CKaHMPOBaHWE,
e 3arnycKaTb OTAE/bHbIe 33JaH1s Ha Paboumx CTaHLMAX HE3aBUCUMO OT HAaCTPOEK PacrmcaHus,

e 3anyckaTb NpoLecc 06HOBAEHMA Pabounx CTaHLMIA, B TOM Yncae nocae owmnbkn obHOBAEHNSA CO
CcOpPOCOM COCTOAIHMA OLUNBKM.

Mpw 3TOM aAMUHUCTPATOP aHTUBUPYCHOW CETU MOXKET COXPaHUTb 3a Nosib30BaTeNnem pabouei
CTaHLMM NpaBa Ha CaMOCTOATE/IbHYHO HACTPOMKY KOHOUIypaLmm 1 3anyck 3asaHunii, 3anpeTutb 3Tu
[ENCTBMS UM B 3HAUUTENIBHOW MEpe X OTPaHUYNTb.

N3meHeHus B KOHOUrypaumo pabouelt CTaHL MU MOXHO BHOCUTb Jae TorAa, Korja oHa BpeMeHHO
HegocTynHa ans Cepsepa Dr.Web. 311 n3ameHeHuns 6yayT npuHATLI pabouein CTaHLmMel, Kak TObKO
ee cBA3b ¢ CepBepom Dr.Web BoccraHoBuUTCA.

8.1. YnpaBneHune yueTHbIMU 3anuUcAMU paboumnx ctaHLni
8.1.1. MonAnTnkKa noagKkAOUYEHNA CTAaHUNMA

| Mpoueaypa co3gaHuna cTaHumn Yyepes LleHTp ynpaeneHnsa onuncaHa B PykoBogcree no
: yCTaHOBKe, M. HWe HOBOW YYETHOW 3aMNCU CTaHLIWW.

Bo3Mo>HOCTb ynpaBieHns aBTopum3aumen ctaHuuii Ha Cepeepe Dr.Web 3aBucut oT cregytoLmx
napamMeTpoB:

1. Ecam npwm yctaHoBKe AreHTa Ha CTaHumm 6bin cHAT Gnar PyuHan aBTopu3sauma Ha cepBepe, TO
pexum goctyna ctaHuui kK Cepsepy Dr.Web 6yzaet onpeaensatbca B COOTBETCTBUN C
HacTporikamu, 3asaHHbiMK Ha Cepeepe Dr.Web (ucnosb3yetcs no ymMonuaHuio), CM. HUXKeE.

2. Eciwm npum yctaHoBke AreHTa Ha CTaHLum bbii yctaHoBeH daar PyuHas aBTopusauuns Ha
cepsepe v 3agaHbl napameTpbl UaeHTngukatop v Mapoab, To Npu nogkatoveHnn k Cepsepy
Dr.Web craHuma byseT aBTOpu3oBaHa aBTOMaTM4eCckn BHe 3aBUCMMOCTM OT HacTpoek Cepsepa
Dr.Web (ncnosb3yetca no ymondaHuio nNpu yctaHoBKe AreHTa Yepes MHCTaNNALMOHHbIA NakeT
drweb ess <OC> <cmaHyus>.exe — cM. PyKoBoACTBO Mo ycTaHOBKe, .
NHcTannaumoHHble dainbl).

| 3agaHve Tvna aBTopm3aumm AreHTa npu ero yctTaHoOBke onucaHo B PykoBogcree
: noJszib3oBaTtenda.
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Y106bI NI3MEHUTb peXxum AocTtyna ctaHuuin k CepBepy Dr.Web

1. OTkpoWnTe HacTporikun KoHdurypaumm Cepsepa Dr.Web. [1ns 31oro Bbibepute NyHKT
AAMUHUCTPUPOBaHME [1aBHOTO MEHHIO, B OTKPbIBLUEMCA OKHe BblbepuTe NYHKT YNpaBAatoLLErO
meHo Kongurypauusa Cepsepa Dr.Web.

2. Ha Bknagke O6wme B BbiMajarowemM cnvcke Pexxnm peructpauum HOBMUKOB BbibepuTte 04HO
13 CefyroLWw X 3HaYEHNIA:

e MoaTBepXXAaTh AOCTYN BPYUHYHO (PEXUM YCTaHABAMBAETCA MO YMONYAHUIO, €CN He Obin
n3MeHeH npu ycraHoeke Cepsepa Dr.Web),

e Bcerpga oTkasbiBaTh B JOCTyne,

e ABTOMaTUUeCKM pa3peluaTb AOCTYN.

quHoe noarBepXxaeHme AocTtyna

B pexxume MoaTBepXKAATbL AOCTYN BPYUHYH HOBbIE CTaHLMN MOMELLAIOTCA B CUCTEMHYHO
noarpynny Newbies rpynnbl Status 0 1x HenocpeaCTBEHHOrO PacCMOTPEHWS a4MUHUCTPaTOPOM.

Y1061 U3MEHUTb PEXXMNM A0CTYMNa HEMNOATBEPXKAEHHbIX CTaHLUA

1. BblbepuTe nyHKT AHTUBUPYCHaA ceTb B M1aBHOM MeHto LleHTpa ynpasaenus. B sepese
aHTMBUPYCHOW ceTu BblibepuTe cTaHumKM B rpynne Status — Newbies.

| lpynna Status — Newbies B fepeBe aHTMBUPYCHOW CETU AOCTYMHa TONbKO Mpu
BbINOJIHEHWW CNEAYIOLWNX YCAOBUIA:

1. B pa3gene AamuHuctpupoBaHmne — KoHndpurypaumn Cepsepa Dr.Web — O6wue
AN napameTpa PeXkum perncrpaumumn HOBUMUKOB 33aaHo 3HaueHne MoaTBepiXKaaTh
AOCTYN BPYUHYIO.

2. [lns agMuHuUcTpaTopa paspelleHo npaso MoaTBep)kaeHNne HOBUUKOB.

2. [na 3apaHus goctyna k Cepsepy Dr.Web Ha naHenn nHCTpyMeHTOB B pasgene L
HenoarBep)xaeHHble CTaHUUM 33alTe JelcTBUe, KOTOpOe ByaeT NPUMEHEHO AN BblOPaHHbIX
CTaHLUN:

i Paspewwntb AOCTYN BbIGPAHHBIM CTAHLUAM U Ha3HAUUTb NEPBUUHYIO rpynny —
noATBepAuUTb foCTyn cTaHuum k Cepepy Dr.Web v 3agaTb Ans Hee nepBUYHYyHO rpynny u3
NPeANO>XXEHHOTO crincka.

OTMeHUTb AelicTBUe, 3alaHHOE ANA BbIMOJIHEHUA NPU NOAK/IIOUEHUU — OTMEHUTb
AEVCTBME Haj HEMOATBEPXKAEHHOW CTaHLMeN, KOTOpoe Bbl1I0 paHee Ha3HaYeHO AN BbINOJHEHUS
B MOMEHT, Korga cTaHums nogknountcs k Cepsepy Dr.Web.

*® Orkasatb B AocCTyne BbIGPaHHbIM CTAaHLMAM — 3aMnpeTuTb 4OCTyn cTaHuun Kk CepBepy
Dr.Web.
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ABTOMaTMUECKMA OTKa3 B AOCTyMne

B pexxvme Bcerpa otkasbiBaTb B goctyne Cepep Dr.Web oTkasbiBaeT B #0CTyne npu NoayyYeHnn
3aMpOCOB OT HOBbIX CTaHLMIA. AZMUHUCTPATOP AOJIKEH BPYUHYHO CO3ZaBaTb 3amnncn O CTaHLUAX U
npuceamBaTb UM Napon JocTyna.

ABTOMaTUUeECKOe pa3pelueHne aoctyna

B pexxume ABTOMaTUUECKM pa3peluaTb AOCTYN BCe CTaHLMKW, KOTOPbIe 3anpalumBatoT AOCTyn K
Cepsepy Dr.Web, nogkntouarotca aBToMaTnyeckmn 6e3 ganbHenWwmx 3anpocoB agMnHUCTpaTopy.
Mpwv 3TOM B KayecTBe NEPBUYHON rPynMbl Ha3HAaYaeTCA rpynna, 3aZaHHas B BbiMajaroLwemM Crnmcke
MepBuuHas rpynna B pa3zene Kondurypauusa Cepsepa Dr.Web Ha Bknazke O6wue.

8.1.2. YpaneHne v BOCCTaHOB/IeHME CTaHUUU

YaaneHue ctaHuumn

YT106bI yaanUTb 3anucb o pabouei ctTaHLUN

1. Bb|6ep|/1Te NYHKT raBHOIro MeHr AHTI/IBMPYCHaﬂ CeThb.

2. B OTKpbIBLUEMCA OKHE B MepapXMUeckoM Crncke BbibepuTe CTaHLMKO MAN HECKO/IbKO CTaHLUI,
KOTOpble Bbl XOTUTE YAANNTb.

3. Ha naHenn MHCTPYMEHTOB HaXXMuTte w 06wue — X Ypanuts Bbl6paHHble 06BbEKTbI.

4. OTKpOeTCa OKHO MOATBEepPXAeHWs yaaneHns ctaHuum. Haxxmute OK.

Mocne yaaneHus CTaHLMIN U3 MepapxmMyeckoro Crnmncka, OHV NoMeLLaroTcs B Tabavuy yaaneHHbIX
CTaHLWI1, U3 KOTOPOWN BO3MOXHO BOCCTAaHOBJ/IEHNE 06BEKTOB Mpu nomoLn LieHTpa ynpasaeHus.

BoccTtaHOBAEHME CTaHUUMN

YT106b1 BOCCTAaHOBUTL 3aNUCb O paboueii cTaHL UK

1. Bb|6ep|/1Te NYHKT raBHOIro MeHr AHTI/IBMpyCHaﬂ CeTb, B OTKPbIBLUEMCA OKHE B MEpPapXmyeckom
cnncke Bbl6epVITe YAaneHHYr CTaHUUH NN HECKOJIbKO CTaHLLMVI, KOTOpPbI€ Bbl XOTUTE
BOCCTaHOBWUTb.

@ Bce yaaneHHble cTaHUMKM pacnonoxeHbl B nogrpynne Deleted rpynnbi Status.

i
2. Ha naHenn nHctpymeHTOB BbiGepuTe NyHKT 3 O6wme — &3 Boccranosuts yAaneHHble
CTaHL MW
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3. OTkpoeTcs pa3zsen BOCCTaHOB/IEHUA YAaNeHHbIX CTaHLWA. Bbl MOXeTe 3asaTb cregytoLlme
napameTpbl CTaHL MK, KOTOpble ByAyT 3ajaHbl NPW BOCCTAHOBIEHWUM:

¢ MepBuuHasa rpynna — BbibepuTe NEPBUYHYIO TPYNMy, B KOTOpyto Byaet fobaBaeHa
BOCCTaHaB/IMBaeMas CtaHums. o ymonyaHuto BbibpaHa Ta nepBuYHas rpynna, kotopas 6bisia
3afiaHa A/19 CTaHLMW Mpu ee yAaneHuu.

@ Mpw BOCCTaHOBNEHWUN HECKONbKMX CTaHLIMIA OAHOBPEMEHHO MO YMOAYaHWUIO BblibpaH

: BapvaHT bbiBlIaA NnepBUYHaA rpynna, 03HayatoLLMi, YTO A5 KaXAON U3 BbIBPaHHbIX
CTaHUM ByaeT 3ajaHa CBOA MepBMYHasA rpynna, B KOTOPOMW CTaHLMW YNCAUANCH A0
yaaneHus. MNpu Bbibope onpeseneHHOW rpynnbl 418 BCEX BOCCTaHaB/IMBaEMbIX CTaHLM
6yzeT 3aflaHa oAHa 1 Ta >e BblbpaHHas rpynna.

B pasaene YneHCTBO Bbl MOXETE M3MEHWUTb CMNCOK rpynn, B KOTOpble 6y,qu BXOAWTb CTaHLMA.

Mo ymMonyaHWio 3aZlaH CMCOK Py, B KOTOPbIE CTaHLUMA BXOAWAA A0 yAaneHus. B cnvcke
UneHCcTBO NpvBeZEH CNMCOK Py, B KOTOPbIE BO3MOXHO BK/AKOUEHWNE CTaHLUW. YCTaHOBUTE
dnarv HaNpoTWB TeX rpynm, B KOTOpble ByAeT BKIOYEHA CTaHLMS.

4, ﬂ'flﬂ BOCCTaHOB/1I€HUA CTaHLMW C 3ajaHHBbIMU NMapaMeTpaMi HaXKMUTE KHOTMKY BocctaHoBUTD.

8.1.3. O6beaguHeHne CTaHUMN

B pe3ynbTaTte onepaumii ¢ 6a3om AaHHbIX Uav Npu nepeycraHoBke MO aHTUBMPYCHbIX CTaHL MR, B
MepapxXmMUYeckoM Crncke aHTUBMPYCHOM CETU MOXKET NOSBUTLCA HECKOIbKO CTaHLMI C OANHAKOBBIM
Ha3BaHWeM (TONbKO OAHO M3 HKX ByAeT COOTHECEHO C COOTBETCTBYHOLLEA aHTUBUPYCHOW CTaHLMEN).

Yr10o6bI y6paTh NOBTOpPSAIOLNE UMEHA CTaHLUMN

1. Bblgenvte Bce NOBTOPSAHOLWMECA MMEHA OAHOW U TOM Xe CTaHuuW. [lns 3Toro ncnonb3ymnte
knaBuwy CTRL.

2. Ha naHenv nHCTpymeHTOB Bbibepute 3 O6wme — £ 3 O6beanHNTb CTaHLUN.

3. B cronbue # Bbibepute ctaHumIO, KOTOpas ByAeT cunTaTbCa rIaBHOW. Bce ocTasibHble CTaHLMM
ByayT yAaneHbl, a X AaHHble ByayT npunmcaHbl Bbl6paHHOW.

4. B cton6bue & BbibepuTe CTaHLMIO, HACTPOMKM KOTOPOIA BylyT 3aAaHbl AN BbIGPaHHOM r1aBHOM
CTaHLmW.

5. Haxmwute kHonky CoXxpaHUTb.

8.2. O6bwue HacTpoukm pabouei ctTaHLUMN
8.2.1. CBoucTBa CTaHUUMN

YT106bI NMPOCMOTpPETb U OTPEAaKTUPOBaTb CBOCTBa paboueil cTaHLUMU

1. BblbepwuTe NyHKT AHTUBUPYCHaA ceTb IN1aBHOro MeHto LleHTpa ynpaBsieHns, B OTKPbIBLLIEMCS
OKHe B MepapXx1MyeckoM Crncke Bbibepute CTaHLMIo.
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2. OTkpoWiTe pa3zen CBOMCTB CTaHLMN OLHUM U3 CeAyHoLLMX CroCcoboB:

a) Haxmute Ha Ha3BaHMe CTaHL MW B MEPAPXMYECKOM CMMCKE aHTUBUPYCHOW ceTu. B npaBo
yacTh okHa LleHTpa ynpaBaeHus aBTOMaTMUeCcKM OTKPOETCS CeKLUA CO CBOMCTBAMMU CTaHLLUM.

b) Bbibepute nyHKT CBOMCTBA ynpaBisftoLLero MeHo. OTKPOETCA OKHO CO CBOMCTBAMM CTaHLUN.

3. OKHO CBOWCTB CTaHLMWN COAEPXKMUT CeaytoLLme rpynnbl napameTpos: O6wwue, KoHdpurypaums,
Fpynnbi, BesonacHocTb, PacnonoxxeHue. /x coaep>kaHve 1 HacCTPOMKa OMMCcaHbl HAXE.

4, ﬂ'flﬂ COXpaHeHnAa BHECEHHbIX N3MEHEHWI HaXXMUTE KHOTMKY Coxpanrb.

Yrtobbl yAaanTb nNepcoHasibHble HaCTpOﬁKM CTaHUun

1. BblbepwuTe NyHKT AHTUBUPYCHaA ceTb I1aBHOro MeHto LleHTpa ynpaBiieHns, B OTKPbIBLIEMCS
OKHe B MepapXMyeckoM Crncke Bbibepute CTaHLMIO MU Ha NaHeNN UHCTPYMEHTOB HaXMuTe 54

O6wue — & Yaanutb nepcoHasibHble HacTPOUKN. OTKPOETCA CMINCOK HACTPOEK AaHHOM
CTaHLUW, NepCcoHaNbHble HaCTPOWKKN ByAyT OTMeueHbl daaramum.

2. [lna nepcoHanbHbIX HACTPOeK, KOTOpble HEOHBXOAMMO YAanUTb, OCTaBbTe daaru
yCTaHOBEHHbIMW. [In8 Tex HacTpoeK, KOTOPble Bbl XOTUTE OCTaBUTb NEePCOHaNbHbIMWU, CHUMUTE
dnarn. Haxxmute Yaanutb. [1na HacTpoek, oTMeueHHbIX daaramu, byayT BOCCTaHOBIEHO
Hacnef0BaHVie OT MEPBUYHOW rPyMMbI.

8.2.1.1. O6bwume

B pa3zene O6uwme npvBeseHbl creayrowme noas, AZOCTYNHblE TONbKO ANA UTEHUS:
e NpeHTudukaTop cTaHL MU — YHMKaAIbHbBIN MAEHTUdUKATOP CTaHLUMKW. 3aZaeTcs Npw co3zaHnm
YUYETHOW 3anncu CTaHLUM 1 B flaNbHENLLIEM HEe NMOANEXUT U3MEHEHWIO.

e HasBaHue — Ha3BaHwWe CTaHUUW. 3a4aeTcs NpUY CO34aHMN YYETHOM 3anncuy cTaHuum 1 byaet
aBTOMAaTMYECKMN 3aMEeHEHO Ha Ha3BaHWe KOMMbioTepa Noc/ie NoAKAYEHNs AreHTa.

e [lata co3pgaHuA — JaTa CO3jaHusA YYeTHOM 3anuncun ctaHuum Ha Cepsepe Dr.Web.

¢ NpeHTudukatop 6e3onacHOCTU — YHVKabHbIV naeHTUdMKaTop besonacHoctn (SID — security
identifier) yuetHown 3anucy noab3osatens OC Windows. [Mosie 3anoaHAeTcs aBToOMaTMyeckn nocae
noakntouveHus ctaHuum nog OC Windows k Cepsepy Dr.Web.

e LDAP DN — pasznnvarouteecs ums (distinguished name) craHumm nog OC Windows. AkTyanbHO
ANns ctaHuui, Bxoasauwinx B ADS/LDAP-gomeH. MNosie 3anonHAeTcs aBToMaTUyecky nocae
noakntoueHus ctaHunm Kk Cepsepy Dr.Web.

e MAC-agpec — MAC-aapec craHuun. [1one 3anoaHAeTca aBTOMaTUYeCKN Nocae NOAKAKYEHNS
ctaHuum k Cepsepy Dr.Web.

e [lata nocsneaHero NOAK/AOUEHUA — JaTa NOC/NeAHEro NOAKAOYEHNS JaHHON CTaHLUK K
Cepsepy Dr.Web.

Tak>ke Bbl MOXeTE 3a4aTb AN NSMEHUTb 3HaYEHNA CIeayHoLLINX nonewn:

¢ B nosne Maponb 3asaiite naposb ana aBTopmr3aumm ctaHumm Ha Cepsepe Dr.Web (Heobxoanmo
NOBTOPWTbL TOT Xe napob B nosie MoarBepaute naponb). [py cmeHe napos, Ans
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BO3MO>HOCTM NOAKNOYEHMS AreHTa, aHaNornMuyHyro npoLiesypy HeobxoAnMo Npomn3BecTy B
HaCTpOMKax coeanHeHNs AreHTa Ha CTaHL .

e B none OnucaHwue Bbl MOXeETE yKa3aTtb AONOJIHUTENIbHYHO VIHq)OpMaLI,I/IFO O CTaHuunw.

@ 3HaueHuns nosiel, oTMeUEHHbIX 3HAKOM *, I0/IXKHbI 6bITb 0653aTeNbHO 3aJaHbl.

Tak>xe B aHHOM pa3zene NpuBeseHbl CeAyroLLne CCblIKN:
¢ B nyHkTe MHCTannALMOHHBIN Ppaitn — ccbiika AN 3arpy3kn MHCTansTopa AreHta Ans JaHHOWM
CTaHL UK.

Cpasy nocne co3gaHum CTaHLUW, 4O MOMEHTa, Koraa byaeT 3asaHa onepaLMoHHas cuctema
CTaHUMW, B pasjene ckaumBaHua ANCTpMOyTMBa CCbINKN NPeAOoCTaBAAoTCA oTaenbHO ansa Bcex OC,
noaaep>xxveaemMbix Dr.Web Enterprise Security Suite.

¢ B nyHkTe KoHurypaumnoHHbiii aiin — ccbinka ans 3arpy3ku daria c HacTponkamm
noakntoueHus Kk Cepsepy Dr.Web craHuuin nog ynpasaennem OC Android, macOS n OC Linux.

8.2.1.2. KoHpurypauus

B pa3saene Komburypau,vm Bbl MO>XXETE M3MEHUTb KOHCI)I/IpraLI,VII-O CT6HLI,I/1I?1, KOTOpaAa BKAKOYaET:

3Hauok Hacrtpowkn Paspen c onucaHnem

B MpaBa nonb3oBaTesien CTaHLMM MpaBa No/sb30BaTENIEN CTAHLAM

i) LleHTpannsoBaHHOe pacnucaHuve 3anycka 3aZaHuii PacnucaHnune 3asaHuii paboyetr
Ha pabouen cTaHuMK CTaHLMK

i JINLEH3MOHHbIE KUY A1A CTaHLMK JIVLLeH3VIOHHbIE KUY

&5 OrpaHun4yeHuns Npu pacnpocTpaHeHun obHoBaeHnn  OrpaHuyeHne 0BHOBAEHWUI
aHTuBmMpycHoro 10 paboumnx CTaHLM

@ Cnuncok ycTaHaBAMBaEMbIX KOMMOHEHTOB YcTaHaBanBaeMble KOMOOHEHTbI

AHTUBUWPYCHOIO NakeTa

& HacTpoiky KOMNOHEHTOB aHTUBMPYCHOTO NakeTa HacTpoiika aHTUBUPYCHbIX
NS JAHHOW CTaHLMK KOMMOHEHTOB

N3 LleHTpa ynpaBaeHuns Tak>ke AOCTYMHbl KHOMKW A/ yAaNeHUs NepCcoHanbHbIX HacTpoek. OHM
PacrnoloXeHbl CripaBa OT COOTBETCTBYHOLLMX KHOMOK HAaCTPOWKN KoHburypaumn. MNpu yaaneHmum
NepCcoHanbHOM KOHPUrypaLum paboyen CTaHLMM BHOBb ByseT ycTaHOBAEHa KOHOUrypaLms,
yHacnes0BaHHas OT NEPBUYHOM rpynnbl.

ili Mpw nameHeHnn Hactpoek SplDer Gate n/nnm OPUCHOrO KOHTPOIS HEOBXOAMMO
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y4unTbiBaTb, YTO HaCTpOVIKM AAHHbBIX KOMMOHEHTOB B3aMMOCBA3aHbl, MO3TOMY, €C/n Oblnu

yAaneHbl NepcoHasibHble HAaCTPOMKN OLHOMO M3 HUX MPW MOMOLLM KHOMKK o Yaanutb
nepcoHasibHble HAaCTPOMKM, TO TakKe BYAyT yAaneHbl HaCTPOWKN BTOPOro KOMMOHEHTa
(ycTaHaB/aMBaeTCs Haciej0BaHME HAacCTPOEK OT POANTENbCKOW TPyMmbl).

8.2.1.3. 'pynnbi

B pasgene Mpynnbl HacTpanBaeTcs CNUCOK Py, B KOTOPble BXOAMWT AaHHas paboyas ctaHums. B
cnvcke YneHCTBO nepeuncieHbl BCe rpynnbl, B KOTOPble BXOAUT pabouas CTaHLMA 1 B KOTOpble ee
MOXKHO BKJIKOYUTb.

Y106bI HACTPOUTBL UNEHCTBO paboueil cTaHL UK
1. OAna pobaBneHWs CTaHLMM B NOJIb30BATENbCKYHO TPYMNY yCTaHOBUTE $ar HanpoTUB 3TOW rpynnbl
B Crivcke YneHcTBo.

2. [ns ypaneHns pabouert CTaHL MK U3 MOJIb30BaTE/IbCKOM FPynMbl CHAMUTE dar HaNpOTUB 3TOM
rpynnbl B cnvucke YneHcTBo.

@ YpaaneHve ctaHUMI U3 npesycTaHOBAEHHbIX FPYMNn HEBO3MOXHO.

3. MNpun HEOBXOAMMOCTN Ha3HAUMTb APYTYHO NEPBUYHYHO FPYMMY HAXKMUTE Ha 3HAUYOK HY>KHOW
rpynnbl B cnvcke YneHctBo. MNpu 3ToM Ha 3Hauke rpynnbl nossmtcs 1.

8.2.1.4. be3onacHoOCTb

B passene besonacHOCTb 3a4at0TCA OrpaHMUYeHna Ha CeTeBble apeca, C KOTOPbIX AreHT,
YCTaHOBJIEHHbIV Ha @aHHOW CTaHLMK, MOXET noaknroyatbcs K Cepsepy Dr.Web.

UYT06b1 HAaCTPOUTL OrpaHMUYEHUNA AocTyna

1. YcraHoBuTe dnar Mcnonb3oBaTb 3TOT CMUCOK AOCTYMNA, YTOObI 3a4aTh CNIUCKM Pa3peLleHHbIX
WM 3anpeLLeHHbIX agpecoB. Ecam dnar cHAT, Bce coeanHeHns ByayT paspeLleHbl.

2. YT0obbI pazpewmntb focTyn ¢ onpeaeneHHoro TCP-agpeca, Bkatoumte ero B cnncok TCP:
paspeweHo v TCPv6: paspeLueHo.

3. YT06bI 3anpetutb Kakon-nmbo TCP-aapec, Bkatounte ero B cnucok TCP: 3anpelyeHo nav
TCPv6: 3anpelyeHo.

4. Appeca, He BKIFOUYEHHbIE HW B OAWH W3 CMUCKOB, pa3peLuaroTca WM 3anpeLaroTcs B
3aBUCMMOCTM OT TOTO, yYCcTaHoBAeH an dnar MpuoputeTHocTb 3anpeTa. Ecav dnar ycraHoBAeH,
cnvcok 3anpelieHo nveet 6os1ee BbICOKUM NPUOPUTET, YeM cnncok PaspelueHo. Agpeca, He
BK/IFOYEHHbIE HM B OAMH U3 CMINCKOB MM BKOUEHHble B 063, 3anpeluatoTtcs. Paspeluatortcs
TONbKO aApeca, KOTOpble BKAHOUEHbI B CNMCOK PaspelueHo v He BKAOYEHbI B CMUCOK
3anpeueHo.

PykoBOACTBO aAMMHMCTpaTOpa
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UYTo6bI OTPeaaKTUPOBaTh CNMCOK aApPeCcoB:

1. BBeauTe ceTeBOI aapec B COOTBETCTBYOLLEE NoJe B Buae: <IP-adpec>/ [ <npegukc cemu>1].
2. [ns nob6aBneHVs HOBOTO MOJS agpeca HaxkmuTe kHomKy B cooTBEeTCTBYOLLErO pasgena.

3. ﬂ'flﬂ yAaneHna nonsd HaXxKMuUTe KHOMKY E HarnpoTuB yAanaeMoro ajpeca.

4. [ns NnpvMeHeHWs HacTpoek HaxmuTe KHOMky CoXpaHUTb.

@ Cnunckn ans BBoga agpecoB TCPV6 6yayT oTobpakeHbl, TONbKO €C/N Ha KOMMbIOTEPE
: yCTaHOBAEH UHTepdelic IPv6.

Mpumep ncnonb3oBaHna npedukca:

1. Mpedwukc 24 ob603HauaeT ceTn ¢ Mackon: 255.255.255.0
Copepxut 254 appeca.
Azpeca XOCTOB B 3TUX CeTAX BUAa: 195.136.12.*

2. MNpedukc 8 obo3HauaeT cetn ¢ Mackon 255.0.0.0
Coaep>xut go 16777214 agpecoB (256*256*256-2).

Afpeca XOCTOB B 3TUX CETAX BUAA: 125. % . * . *
8.2.1.5. Npokcn-cepeep

B pa3gene Mpokcu-cepsep 3asar0Tcs HacTporikm Mpokcn-cepsepa Dr.Web, yctaHoBAeHHOTO Ha
3TOW CTaHLUW.

@ MoapobHaa nHpopmauma ob yctaHoBke 1 nogkitoveHumn Mpokcn-cepeepa k Cepeepy
: Dr.Web npusegeHa B PykoBoacTBe no ycraHoBKe, . YcTaHoBka [1pokcun-cepsepa.

Ecnn I'Ipoxcu-cepBep YCTaHOBJI€H Ha CTaHUUN:

1. B none NpeHtudpumkaTop npnBoamTca naeHtndunkaTop yyetHom 3anmcn MNpokcn-cepBepa,
co3aaHHou B LieHTpe ynpasnerus. [Nocne co3gaHns yueTHOM 3anncy peAakTmpoBaHme
naeHTndrKaTopa He NPeAoCTaBAAETCS.

2. B none Ha3BaHMe Bbl MOXeTe M3MEHWUTb Ha3BaHWe y4eTHOW 3anucun Npokcu-cepeepa,
co3aaHHou B LieHTpe ynpaBaeHus.

3. B nonsx Maponb v MoarBepaute Naposib Bbl MOXETE U3MEHUTb MNAPOJib YUYETHOM 3amnmcu
Mpokcn-cepBepa, co3gaHHOM B LleHTpe ynpaBaeHus. [Naposib MCNoAb3yeTca AN NOAKAOYEHUS
Mpokcn-cepBepa k Cepepy Dr.Web. B cnyyae nsmeHeHuns napons B LleHTpe ynpaBaeHus
Heo6xoAMMO ybeamnTbCa, YTO Napo/ib B HAaCTPOMKax NOAKAKOYeHMS Ha [Tpokcn-cepBepe
COBMaZaeT C M3MeHeHHbIM napoem B LieHTpe ynpasaeHus. B ciyyae HecoBnazeHWs naposien
Mpokcn-cepBep He cMOXeT noakatounTbes K CepBepy Dr.Web ans yaaneHHoro ynpasieHms
KOHPUrypauwmei yepes LieHTp ynpasaeHus.
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4. B pa3gene YUneHcTBO 3a4aeTca rpynna, B KOTOpPY BxoauT MNpokcn-cepeep. [ns n3MeHeHus

rpynnbl ycTaHoBMTe daar HaNPOTMB HY>KHOW rpynnbl B NPUBEAEHHOM CICKE.
MpoKcn-cepBep MOXET BXOAUTb TOIbKO B OZHY rpynny.
[lonyckaetca BbIbop npeaycraHoBAeHHOW rpynnbl Proxies v ee noarpynn.

Bbl MoxkeTe yaanutb MNpokcu-cepBep, CBA3aHHbIV C ATEHTOM Ha pefakTupyemol ctaHumn. ns
31010 HaxkmuTe R Yaanutb NMpokcu-cepeep.

Mocne HaxaTna CoxpaHuTtb, MNpokcn-cepsep ByaeT AeNHCTaNAMPOBaH CO CTaHL UK. YyeTHas
3anucb Mpokcu-cepeepa — yaaneHa ¢ Cepepa Dr.Web.

Ecav MNMpokcn-cepeep He YCTaHOBJ/IEH Ha CTaHLLUK:

1.

Ecnm Bbl XOTUTE ycTaHOBUTL [poKcn-cepBep Ha BbiIBpaHHOW CTaHuuK, yctaHoBuTe dnar Co3gatb
cBsi3aHHbIN Mpokcun-cepBep 1 3a4aiiTe NapameTpbl co3gaBaemoro MNpokcu-cepeepa.
MapameTpbl aHanorMyHbl NapameTpam npwu cosgaHum Mpokcun-cepsepa.

Mocne HaxaTns CoxpaHuTb, byseT co3gaHa yyeTHas 3anunck lNpokcu-cepeepa B LieHTpe
ynpasneHus. MNocne nepegaum HacTpoek Ha CTaHuuto, Mpokcn-cepBep ByaeT yCTaHOBEH Ha 3TOM
CTaHuun B GoHOBOM pexxume. AreHT ByaeT nogkatoyatbes kK Cepsepy Dr.Web Tonbko yepes
ycTaHoBAeHHbIV [Mpokcn-cepBep. VicnonbzosaHue MNpokcu-cepsepa byaeT Npo3payHo As
noJsib3oBaTens.

8.2.1.6. Pacnono>xeHue

B pasgene Pacnosio)xeHune Bbl MOXeTe 3a4aTb AONOJIHUTENIbHYHO I/IHd)OpMaLI,I/II-O o CI)I/IBI/I‘-IGCKOM
pacnono>XxXeHnn ctaHuunn.

Tak>ke Ha JaHHOW BKAaAKe Bbl MOXETe MPOCMOTPETb PACMOIOXKEHWE CTaHLMW HA reorpaduyeckon
KapTe.

UTo6bI NPOCMOTPETb PacnoioXKeHne CTaHLLMM Ha KapTe

1.

3agavite B nonsx Wupota v [lonrora reorpaduryeckme KOOpAMHaTbl CTaHL MK B popmarte
AecaTnyHbIx rpagycos (Decimal Degrees).

Haxxmute KHOTMKY Coxpanrb A4N1A COXpPpaHEHUA BBEAEHHDbIX AaHHbIX.

Ha Bknagke Pacnono>xeHue otobpasutcs npeBbto kapTel OpenStreetMap ¢ meTkow,
COOTBETCTBYHOLLEN 3aZlaHHbIM KOOpPAMHaTaM.

Ecnv 3arpyska npeBbio HEBO3MOXHa, oTobpaxaeTcs TekcT MokasaTb Ha KapTe.

[ns npocMOoTpa NOJHOPa3MePHOM KapTbl HAXXMUWTE Ha MPEBbIO UK Ha TekcT MokasaTb Ha
Kapre.

| [Ana ctaHumin nog OC Android BO3MOXHa HacTpolika aBTOMaTUUYeCKOro ornpesesieHuns
: pPacnoioXeHus.

PykoBOACTBO aAMMHMCTpaTOpa
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MozapobHYyo MHOPMALIMIO MO NCMONb30BaHUIO U HAaCTPOWKe AaHHOW QYHKLMM Bbl
MO>XeTe HalTu B gokymeHTe MpunodxeHns, B pasgene ABToMaTMYeckoe onpejeneHme
MecTononoxeHusa craHumm noa OC Android.

8.2.2. KoMnoOHeHTbI 3awUThbl

KomMmnoHeHTbI

UTo6bI y3HaTb, KaKMe KOMMOHEHTbl aHTUBUPYCHOIO NMaKeTa yCTaHOB/IeHbl Ha paboueii
CTaHL MK, a TaKdKe 3anyCTUTb WM OCTAaHOBUTb PaboTy KOMNOHEHTOB

1. BblbepwuTe NyHKT AHTUBMPYCHasA ceTb B rMaBHOM MeHto LieHTpa ynpaBieHus, B OTKpPbIBLUEMCS
OKHE B MEpPapXMUYECKOM CMNCKE HAXKMUTE Ha Ha3BaHWeE CTaHLMN UK TPYNMbI.

2. B oTKpbIBLUEMCA YrpaBAsOLLEM MeHIO BblibepuTe 13 nogpasgena O6wme nyHkT KomnoHeHTbI
3almThbI.

3. OTKpoeTCcs OKHO € MHPOPMaLMEel O KOMMOHEHTAX, YCTaHOBAEHHbIX Ha BblOPaHHbIX CTaHLLMAX.

@ Cnncok yCcTaHOB/IEHHbIX KOMMOHEHTOB 3aBUCUT OT:

e KOMMOHEHTOB, pa3peLleHHbIX 4/ UCMONb30BaHUA B MLEH3NOHHOM KJIHOUE;
e OC pabouen ctaHUMY;

e HACTPOEK, 3afjaHHbIX agMUHUCTpaTopoM Ha Cepeepe Dr.Web. AgMunHucTpaTop MOXeT
M3MEHSATb COCTaB KOMMOHEHTOB aHTMBMPYCHOrO MakeTa Ha CTaHUMUK KakK nepes,
yCTaHOBKOW AreHTa, Tak 1 B 1r060e BpeMsi Moc/ie ero ycTaHoBKM (CM.

YcTaHaBAMBaeMbIe KOMOOHEHTbI AHTUBUPYCHOI O naKeTa).

4. Tpwn HeoBXOAMMOCTU Bbl MOXETE M3MEHSATb CTaTyC paboTbl KOMMOHEHTOB Hanpsamyto 13 LieHTpa
ynpasaeHus. [lns 3Toro yctaHoBuTe darn Ans Tex KOMMNOHEHTOB, CTaTyC paboTbl KOTOPbIX Bbl
XOTWUTE U3MEHWTb, N HAXKMUTE Ha COOTBETCTBYHOLLLYHO KHOTMKY Ha MaHen UHCTPYMEHTOB:

o m — OCTaHOBMWUTb pa60Ty Bbl6paHHbIX KOMMNOHEHTOB Ha CTaHLUUAX.

° B — 3anyCciuTb Bbl6paHHbIe KOMMOHEHTbI Ha CTaHLUMAX.

| Mpu octaHOBe PaboTbl KOMMOHEHTOB TEKYLLME CKaHUPOBaHWsA ByayT npepBaHbl, CkaHep
: oCTaHoBJeH, paboTa 3anyLLeHHbIX MOHUTOPOB NMPUOCTaHOBEHA.

Takke Bbl MOXETe OCTaHOBUTb pa60Ty KOMMNOHEHTOB B 3aBNCUMOCTN OT TUMa UX

3anycka, Kak onncaHo B pa3jesie ﬂpepblBaHVle Qa6OTbI 3anyueHHbIX KOMNOHEHTOB MO

Tnam.

5. Tpu HEOBXOAMMOCTU Bbl MOXETE 3KCMOPTUPOBATh AaHHble O cTaTyce paboTbl KOMMOHEHTOB
CTaHumM B dain. [1ns 3TOro Haxmute ofHy U3 CaesyroLmx KHOMOK Ha NaHea UHCTPYMEHTOB:
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& CoxpaHuTb AaHHble B CSV-¢ain,
& CoxpaHuTb aaHHble B HTML-daiin,
& CoxpaHuTb aaHHble B XML-¢ain,
o CoxpaHuTb AaHHble B PDF-¢aiin.

BupycHbie 6a3bl

UTto6bI y3HaTb, KaKMe BUPYCHble 6a3bl ycTaHOB/IeHbl Ha paboueil cTaHLUKU
1. BblbepwuTe NyHKT AHTUBMPYCHaA ceTb B rMaBHOM MeHto LieHTpa ynpaBieHus, B OTKpbIBLUEMCS
OKHe B MEpPapXMUYeckoM CrnCKe HAXKMUTE Ha Ha3BaHWe CTaHL M.

2. B oTkpbIBLIEMCS yNpaBAsOLLEM MeHKO BbibepuTe 13 nogpassena CratmcTmka nyHKT BupycHbie
6a3bl.

3. OTKpOeTCH OKHO C MHPOpMaLmeln 06 yCTaHOBAEHHbIX BUPYCHbIX 6a3ax: Ha3BaHWe daina,
cofepkalliero KOHKPETHYH BMPYCHYHO 6a3y; Bepcus BUPYCHON 6a3bl; faTa cO3aHnsA BUPYCHOW
6a3bl; KONINMYECTBO 3anuncen B BUPYCHOW ba3e.

@ Ecan otobpakeHve nyHkTa BupycHble 6a3bl OTKAHOYEHO, A/ €rO BKAHOUYEHWS
BbIbepuTe NyHKT AAMMHACTPUPOBAaHMNE 1aBHOTO MEHIO, B OTKPbIBLLUEMCS OKHe
BbIbepuTe NyHKT ynpasastowero meHto KoHpurypauua Cepsepa Dr.Web. Ha Bknagke
Cratucruka yctaHosute ¢paarn CocroaHume craHumnin 1 CocroaHme BUPYCHBIX 6a3,
nocne yvero nepesarpysute Cepsep Dr.Web.

|_|yHKT BMpyCHble 6a3bl AOCTYMNMeH TONbKO npw Bbl60pe €ANHNYHDbIX CTaHLLMl)’I.

8.2.3. AnnapaTtHo-nporpammHoe obecneueHue Ha ctaHumax nog OC
Windows

Dr.Web Enterprise Security Suite no3BosisieT HakanaMBaTb M NPOCMaTpuBaTh MHPOPMaLMO 06
annapatHOM 1 NporpaMmMHomM obecneyeHnn, yCTaHOBAEHHOM Ha 3alumiiaeMblx ctaHumax nog OC
Windows.

Yr106b1 CO6paTh MHPOpMauuro 06 annapaTHOM M NporpaMMHOM obecreuyeHun CTaHL A

1. Bkaroumte cbop cratmctmkm Ha Cepeepe Dr.Web:
a) Bbibepute nyHKT AAMUHUCTPUpPOBaHMe 1aBHOTO MeHto LieHTpa ynpasaeHus.
b) Bbibepute nyHKT ynpasastowero meHo Konpurypauyua Cepsepa Dr.Web.

¢) B Hactporikax Cepepa Dr.Web oTkpoinTte Bknagky Cratuctuka v yctaHosute diar CoctaB
o6opyaoBaHUA U NporpamMm, et OH CHAT.

d) [ns npuHATUA BHECEHHbIX M3MeHeHUI HaxkmuTe CoxpaHuTb 1 nepesanyctute Cepeep
Dr.Web.
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2. Paspewmnte cbop CTaTUCTMKM HA CTAHLUAX:
a) Bbibepute nyHKT AHTUBUPYCHasA ceTb r1aBHOrO MeHto LleHTpa ynpaBieHus.

b) B nepapxmyeckom cnucke aHTUBMPYCHOW CeTU BblbepunTe CTaHLMIO WA FPYNny CTaHLWKA, ANs
KOTOpPbIX Bbl XOTUTE pa3pewwmnTts cbop ctatnctuku. Mpwu Bbibope rpynnbl cTaHLuA obpatute
BHUMaHWe Ha Hac/e0BaHNe HAaCTPOEK: eC/IN AN CTaHLUIMA BbIBpaHHOM rpynmbl 3a4atoTcs
NepCcoHasbHble HAaCTPOMKM, TO U3MEHEHWA HAaCTPOEK FPYMbl He NMPUBEAET K U3MEHEHWIO
HaCTPOEK CTaHLUW.

¢) BynpaBnsarowem meHto, B cekunm KoHdpurypauma — Windows Bbibepute nyHKT AreHT
Dr.Web.

d) B HacTpolikax AreHTa Ha Bkiagke O6uwme yctaHoBute dprar Cobupartb MHGOpMaLMIO O
CTaHLMUAX, ECN OH CHAT. ECin nepes 3TvM Bbl He paspeLunam cbop CTaTUCTUMKKN B HAaCTpOMKax
CepBepa Dr.Web, gaHHas HacTpolika byaeT HegocTtynHa. Mpu HeobxoaMmMocTh
oTpesaKkTpymTe 3HaueHve napametpa Mepuopg c6opa nHpopmauum o cTaHUMAX (MUH.).

e) [na NpuHATUA BHECEHHbIX M3MeHeHMN HaxxMmuTe CoxpaHuUTb. HacTpolikm 6yayT nepesaHbl Ha
CTaHLuK.

YT106bI NPOCMOTpPETHL annapaTHOe M NporpaMMHoe obecneueHne Ha O4HOW WU HECKOJIbKUX
CTaHLMAX

1. BbibepuTe NyHKT AHTUBUPYCHaA ceTb rMaBHOro MeHo LleHTpa ynpaBieHus.

2. B vepapxmueckoM crnvcke aHTUBMPYCHOM CETU BblibepuTe CTaHLMIO WAN FPYMNY CTaHL M.

3. B ynpaBnstoLLeM MeHtO, B cekuum O6wme Bbibepute nyHKT O60pyaoBaHMe U NporpamMmbl.

4

. Tabavua coaep>XunT caeayroLime BKAagku ¢ MHGopmMaumen o6 annapatHOM 1M NMPOrpaMMHOM
obecneyeHnn BbIBpaHHbIX CTaHL WA

e O6opyaoBaHMe — CNMCOK anmnapaTHOro obecneyeHus, yCTaHOBIEHHOTO Ha CTaHLMAX.
¢ MporpaMmmMbl — CNMCOK NPOrpPaMMHbIX MPOAYKTOB, YCTaHOB/EHHbIX Ha CTaHLLMSX.

e O6HoBneHna Windows — cnucok naketoB o6HoBaeHnn OC Windows, ycTaHOBEHHbIX Ha
CTaHLMAX.

5. Cronbey, CTaHLMA Ha KaXAO0WN 13 BKAAAOK COAEPXKUT Ha3BaHWE CTaHL MK, AN KOTOPOW
npvBeseHa MHGopMaLLUs.

6. YTObbI OTpesakTMpOBaTh OTOOPaXKeHWE AaHHbIX B TabauLe:
e [Mpv nomoLm 3Hauka & BblbepuTe, Kakne ctonbubl ByayT oTobpaxaTbcs B TabauLe.

e MMpv nomoL 3Hauka ¥ 3agaiite NMPOW3BOJIbHYHO CTPOKY A/l MOMUCKa MO BCEM pa3zenam
TabanLbl.

7. TMpn HEOBXOANMOCTM Bbl MOXETE 3KCMOPTUPOBATh AaHHbIE O MPOrPaMMHO-annapaTHOM
obecrneyeHnn ctaHLMKn B Gainn. [ns 3Toro HaxXMuTe O4Hy U3 CAeAyHoLWw X KHOMOK Ha NaHem
WNHCTPYMEHTOB:

% CoxpaHuTb gaHHble B CSV-daiin,
% CoxpaHuTb gaHHble B HTML-daiin,
ﬁ CoxpaHuTb gaHHble B XML-daiin,
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o CoxpaHuTb AaHHble B PDF-¢aiin.

8.3. Hactpoika koHpurypaymm paboueu craHuum

8.3.1. NpaBa nonb3oBaTesneun CTaHLUN

UYro6b1 HacTPOUTb NpaBa NoJsib3oBaTesiei cTaHL MU Npuy nomMoluu LleHTpa ynpaBaeHus
6e3onacHocTbio Dr.Web

1. BbibepuTe NyHKT AHTUBUPYCHasA CeTb rNMaBHOMO MEHIO, B OTKPbIBLUEMCS OKHE B MepapXmMyeckoM
CMMCKe HaXXKMUTE Ha Ha3BaHWe CTaHLMW. B OTKpbIBLUEMCS yNpaBAstOLLEM MEHO BblGepUTe NMYHKT
MpaBa. OTkpoeTcs OKHO HaCTPOMKM NPaB.

2. PepakTtnpoBaHue npaB OCyLLeCTBASAETCA Ha BK/IaZKax, COOTBETCTBYHOLLMX OMepaLMOHHON
cucteme pabouen ctaHuuu. ns Toro Yto6bl M3MeHUTb (MPesoCTaBUTb UM OTHATL) Kakoe-1nbo
3 NpaB., yCTaHOBUTE WU CHUMUTe dniar 415 3TOro npasa.

3. PegaktnpoBaHue npas ans ctaHumin nog OC Windows, macOS, Linux n Android ocywectBasetcs
Ha CnefyroLLnX BKaajKax:

e KoMmnoHeHTbl — HaCTpOIZKa npas Anda ynpaBaeHuna aHTUBUPYCHbIMW KOMMNOHEHTaMW. Mo
YMOANYaHUIO 3a NOJIb30OBaTeNIeM COXPaHEHbI NpaBa Ha 3anyCkK KaXXA0ro N3 KOMNOHEHTOB, HO
emMy 3anpeLlieHo pefaktmpoBaTb KOHCI)I/IpraLI,I/II-O KOMMNOHEHTOB M OCTaHaB/MBaTb UX.

e O6wme — HacTpoiika npas A5 ynpasaeHus AreHtom Dr.Web v ero ¢yHkumamu:
®nar pasgena Npaea [eiictBue ¢pnara PesynbTart Ha cTaHUMKN, ecnn ¢aar CHAT

CraHuuum nog, OC Windows

N3meHeHMne YcraHoBute dnar, 4TobbI B HacTpoikax AreHTa, B pa3gene
KOHpUrypaumm pa3pewntsb noab3osatensiMm  OCHOBHbIE HEJOCTYMHbI HACTPOMKM
Arenta Dr.Web Ha CTaHUUWN N3MEHATb CneAyroLnX NoApasAenos:

HacTpoWikn AreHta Dr.Web.
e YBeL,OMJIEHUA: HEOCTYMHbl BCE

HaCTPOMKMN.

e CepBep: HeZlOCTYMHbI HAaCTPOMKHM
noakntouenus k Cepsepy Dr.Web, dnar
CMHXPOHU3MpPOBaTh CUCTEMHOE Bpems
C BpeMeHeM cepBepa W1 HacTpolika
Ucnonb3oBatb Mob6uabHbIN peXxxum,
ec/In OTCYTCTBYET NoAKIoueHne K
cepBepy.

e CamosalmTa: HeJOCTYMHbl HaCTPOWNKM
3anpewarb U3sMeHeHMe gaTtbl U

BpeMeHu cuctembl, 3anpewiatb
3MYNIALMIO AENCTBUIA NO/Ib3OBaTenNs.

e /lonoNHUTEeNIbHO: B HAaCTPOMKax
nogpassgena XXypHan HeAOCTyMHbI
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OTk/roueHne
CcaMo3alUTbI

AenHcrannauus
Arenta Dr.Web

3anyck B MO6MbHOM
peXxume

3anyck B MO6uibHOM
pexume
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[DelictBue dnara Pe3ynbTtat Ha cTaHUUK, ecnn ¢aar CHAT

nyHkTbl O6HOBAEHMe Dr.Web, Cny>k6bi
Dr.Web, Co3gaBatb gamnbl NnamaTv
npu ownbKax NPoBepKM.

YctaHoBuTe dnar, 4TobbI B HacTpolikax AreHTa, B pa3gene
pa3pewunTb nonb3oBatenssM OcHOBHble — CamMo3almTa HeJOCTyMHa
Ha CTaHLUMW OCTaHaB/iMBaTb  HacCTpoika BkiounTb camosawmry v
camo3aLLmTy. HacTpolika Bkaountb nogaepixky
annapaTtHol BUpTyaansauum.

YctaHoBuTe dnar, 4TobbI 3anpelyaeT yaaneHvie AreHTa Ha CTaHLUK
paspeLllnTb NoJb30BaTENAM  Kak Mpv MOMOLLM UHCTaNNATOPa, TakK U1

Ha CTaHUuK wraTHbIMK cpegctBamm OC Windows. B
LEeVIHCTaNAnpoBaTh AreHT 3TOM cyyae yaneHne AreHta MOXHO
Dr.Web. OCYLLLeCTBUTb TOJIbKO MPY NMOMOLLM MyHKTa

W O6wye — i AevHcrannnposatb
AreHt Dr.Web Ha naHenun nHctpymeHToB
LleHTpa ynpasneHus.

CraHumu nog macOS

YctaHoBuTe dnar, 4tobbI B rnaBHOM OKHe MPUAOXEHUA pasjen
paspelunTb nosb3oBatensim O6HOBIEHNE HeOCTyMNeH.

Ha CTaHLMW nepekitoYaTbCs

B MOBUABHBIN PEXUM Y

noayyaTb O6HOBAEHUA

HenocpesCcTBEHHO 13

BceMupHom cuctemsl

obHoBneHusa Dr.Web, ecan

OTCYTCTBYeT MOAK/IOYEHNE K

Cepsepy Dr.Web.

CraHuuum nog OC cemeiicTBa Linux

YcTaHoBUTE daar, UToObI [na KoHCONbHOrO pexxnma paboTbl
pa3peLwwnTb NoNb30BaTENAM  MPUIOXKEHMA: KOMaHAa drweb—-ctl

Ha CTaHUMW nepekntoyaTbca update AN OOGHOBEHMSA BUPYCHbIX 6a3 ¢
B MOOWAbHBIA PEXUM 1 BCO HepocTynHa.

nony4aTb O6GHOBNEHUSA

HenocpesCcTBEHHO M3

BcemunpHoi cuctemsl

obHoBneHusa Dr.Web, ecan

OTCYTCTBYET NOAKNOYEHME K

Cepsepy Dr.Web.

CraHuuu nog, OC Android

PykoBOACTBO aAMMHMCTpaTOpa

168



A7

-
$

A
d
A

®nar pasgena Npaea [eiictBue ¢pnara

3anyck B MobunbHOM YcTaHoBuTe daar, 4ToObl

pexume pa3peLwnTb Nosb3oBaTensiMm
MOBUIbHbBIX YCTPONCTB
nepekntoYaThCs B
MOOUAbHBIV PeXnM r
nony4aTb O6GHOBNEHUSA
HenocpesCcTBEHHO M3
BcemunpHoi cuctemsl
obHoBneHusa Dr.Web, ecan

OTCYTCTBYET NOAKNOUEHME K

Cepsepy Dr.Web.

FnaBa 8: YnpaBneHue pabounmu craHLUAMMU

Pe3ynb1'a'r Ha CTaHUuK, ecnm q)nar CHAT

Ha rnaBHOM 3KpaHe MpuaoXeHus,
3anyLweHHOro Ha MOBUALHOM YCTPOICTBE,
pa3zen O6HOBAEHUE HefOCTYMEH.

@ Mpy OTKIOYEHUW KaKOTO-MB0 U3 MYHKTOB, OTBEYAOLLMX 3@ M3MEHEHMWE HACTPOEK
: AreHTta, ByAeT MCNo/b30BaThCS 3HAUEHWE, KOTOPOE Obl0 3aZaHo ANs AaHHOW
HaCTPOVKM B MOCAEAHUI pa3 nepes OTKIOUEHNEM.

OnwvcaHve JeNCcTBUI, BbIMOJAHAEMbIX COOTBETCTBYHOLLUMMM MYHKTaMU MEHHO, MPUBEAEHO B
PykoBopacTBax nosib3oBatens npogyktos Dr.Web ans cooTeetctBytoLLE

OnepaunoHHON CUCTEMBI.

4. Bbl Tak>Ke MOXeTe pacnpoCTPaHUTb 3TN HACTPOWMKM Ha APYron 06bEKT, HaXkaB KHOMKY "N
PacnpocTpaHuUTb 3TV HaCTPOWUKW Ha ApYyro o6bexT.

5. YT0bbl 3KCNOPTMPOBATL 3TN HACTPOWKM B Pain, HaXXMUTE ) DKCNopTUpPOBaTh HACTPOUKU U3

AaHHOro pasgena B ¢pann.

6. YTOb6BI UMNOPTUPOBATL 3TN HACTPOWNKN M3 Paina, HaxXMUTe E g MMmnoptupoBaTb HaCTPOIKM B

AaHHbIV pa3aen u3 ¢aiina.

7. [lna TOoro 4to6bl NPUHATL CAENAHHbIE U3MEHEHWSA MpPaB, HaxMuTe KHOMKy CoXpaHUTb.

| Ecnm Ha MOMEHT pefakTUpOBaHUA HacTpoek pabouas CTaHUMA He MOoAKAHOUYEHa K
Cepsepy Dr.Web, To HacTpolikn 6yayT MpUHATBI, Kak TOJbKO AreHT BOCCTaHOBUT CBA3b C

Cepsepom Dr.Web.

8.3.2. PacnucaHue 3agaHun pabouein ctaHuum

Dr.Web Enterprise Security Suite npesocTaBaseT BO3MOXHOCTb BEAEHUS YeHMPAau308aHHO20
pacnucaHusa 3a0aHuli, KOTOpoe CO3AaeTcs ajMUHUCTPATOPOM aHTUBMPYCHOM CETU U MOAUMHAETCA

BCEM MpaBuaaM HacnefoBaHWs KOHOUrypaLmii.

PacnucaHue 3a0aHuli — 3TO CNUCOK AENCTBUI, BbINMOJIHAEMbIX aBTOMAaTMYeCKM B 3aZlaHHOE BpeMs
Ha cTaHuusax. OCHOBHOE NPMMEHeHVEe pacnmncaHnin — cKaHMPOBaHWe CTaHL M Ha BMPYCbl B
Hanbonee yaobHoe Ansa nosib3oBaTtesein Bpems 6e3 HeobxoaMMOCTM pyyHoro 3anycka CkaHepa.

PykoBOACTBO aAMMHMCTpaTOpa
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KpOMe a1oro, AreHt Dr.Web no3BonseT BbINOMHATb HEKOTOpbIE ApYyruve TUMbl Ael\;ICTBMIz, OnuncCaHHble
H>XKe.

PesakTMpoBaHume LLeHTpaan3oBaHHOIO pacnncaHna peryispHoro BblMOJHEHWUs 3aZaHui
onpeaeneHHbIX Paboumx CTaHLWIMA U TPYNN OCYLWeCTBASETCA Npu noMoLm LleHTpa ynpaeieHns
B6e3onacHocTbio Dr.Web.

l npOCMOTp M pejaktnpoBaHune 3ap,aHm7| LEHTPaIM30BaHHOIO pacnmcaHna
. NnoJib3oBaTeNdAM Ha CTaHUUKM HE NPpeaoCTaBAAETCA.

Pe3ynbTaTbl BbINTOAHEHNA 3a4aHWI MO LEeHTPaM30BaHHOMY pacnvcaHWIO He 3aHOCATCS
B CTAaTUCTUYECKME JaHHble Ha CTOPOHe AreHTa, a otrnpasastoTca Ha Cepsep Dr.Web n
XpaHATCA B cTaTUCTUYecknx faHHbix Cepeepa Dr.Web.

UTo6bI OTpeaaKTUpOBaTh LieHTpain3oBaHHOe pacnucaHue

1. BblbepuTe NyHKT AHTUBUPYCHaA ceTb B I1aBHOM MeHIo LieHTpa ynpaBieHus, B OTKPbIBLUEMCS
OKHE B MEPAPXMUECKOM CMUCKE HAXKMUWTE Ha Ha3BaHWe CTaHL MW WK rpynnbl. B oTKpbiBLIEMcA
yrpaB/fkoLLEM MeHHO Bbibepute NyHKT MaaHupoBwmMK 3agaHuid. OTKPOETCA CNUCOK 3ajaHunii
NS CTaHUMN.

& Bosbluas yacTb MHCTPYMEHTOB J@aHHOTMO pa3zena byaeT HeJOCTyrNHa, eciv As
BbIGPAaHHOWN CTaHLUWW AW TPYNMbl YCTaHOBAEHO Hac/ie0BaHNe HaCcTPOeK OT
poautenbckon rpynnbl. Caesytolime 31eMeHTbl Ha NaHeNn UHCTPYMEHTOB MO3BO/AIOT
npu HEOBXOAMMOCTA U3MEHUTb HAaCTPOMKN HaCleL0BaHUs B NpeAeaax pacrnmncaHus
3aaHuUN:

# ycranosutns Hac/ep0BaHWE HAaCTPOeK OT NOJIMTUKMU WU POAUTE/IbCKOW rpynnbl
— YAaNnTb NepPCoHasbHble HACTPOWKM pacrncaHunsa 3ajaHuin U ycTaHOBUTb
Hac/nefoBaHWe HaCTPOeK JaHHOTO pasjena OT POAUTENbCKON PyMmbl.

o CKonupoBaTb HaCTPOKN U3 NOJIMTUKMN AN POAMUTEIbCKOW rpynnbl 1
YCTaHOBUTb MX B KauecTBe NepCcoHa/lbHbIX — CKOMWPOBaTb HACTPOWKN pacnmncaHms
3aflaHuli U3 POAUTEIbCKON FPYMMbl U 3a4aTb X A/1f BbIOPaHHbIX CTaHLMINA.
HacnegoBaHwue npu aToM 6yaeT pa3opBaHo, U BCe AasbHENLLINE UBMEHEHWNSA B
pacnucaHuu 3agaHnii byayT cUMTaTbCs NEPCOHANbHBIMU.

2. [lna ynpaBneHuns pacnvcaHnem UCnoJib3yrTCA COOTBETCTBYHOLLME 3/1EMEHTbI Ha NaHenu
WNHCTPYMEHTOB:

a) O6Lyme 3neMeHTbI NMaHeNn MHCTPYMEHTOB CNY>KaT ANS CO3/aHNsA HOBbIX 3aaHN U
yrnpaB/ieHNsA Pa3fesioM pacnncaHus B LieOM.

B Co3paTb 3agaHue — 106aBUTb HOBOE 3asaHue. [JJaHHoe aencTBme nogpobHO
OMUCbIBAETCA HWXKE, B NoApa3aene Pegaktop 3asaHui.

3 PacnpocTpaHuUTb 3TV HACTPOWKU Ha APYroi 06bLEKT — CKONMPOBaTb 3ajaHus
pacnucaHus B Apyrme ob6bekTbl — CTaHLMK 1 rpynnbl. [ogpobHee cMm. B pasgene
KonupoBaHWe HAaCcTpPOEeK B APYIXe rpynnbl/CTaHLUN.
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L SKCNopTMpOBaTh HACTPOWKM M3 AaHHOrO pa3gesna B pann — 3KCNopTMpoBaTh
pacnucaHue B ¢ain cneymanbHoro popmarta.

¥ MMmnoptupoBaTb HaCTPOMKM B AaHHbIWA pa3aen ns ¢panna — MMMNOPTUPOBaATb
pacnucaHune n3 darna cneymanbHOro popmarta.

Nmnopt cnncka 3aganuii ans Cepsepa Dr.Web B MnaHnpoBLuk 3agaHnii paboumx
CTaHUMI 1 HAa0bOPOT He AomnycKaeTcs.

b) [ns ynpaBaeHus yxe CyLLeCTBYHOLLUMN 3aZaHUAMM YCTaHOBUTE Gaarv HanpoOTUB HY>KHbIX
3aZlaHni UKW B 3arofoBke Tabavubl Ans Bbibopa BCex 3ajaHni B cnncke. MNpu ycioBuK, Yto
AN BbIOPaHHOW rpynnbl UAWN CTaHLMM He YCTaHOBIEHO Hac/leZ0oBaHMe HaCTPOeK pacnmcaHus
3a/laHN OT POAMUTENLCKOM Fpynmbl, ByAyT AOCTYMHbI CeAYOLME IEMEHTbI NMaHenu
WHCTPYMEHTOB A5 YNPaB/ieHUs BblOpaHHbIMY 3aaHNAMMN:

Hacrpoiika OeiictBue

CocroaHune Paspewntb AKTUBUPOBaTb BbINONHEHWE BbIOpaHHbIX 3a4aHW
BbIMOJIHEHNE COrnacHoO 3aZlaHHOMY A8 HUX pacnucaHunio, eCan OHU
6bIAn 3anpeLleHbl.

3anpeTnTtb 3anpeTuTb BbIMNOJHEHME BbIbpaHHbIX 3a4aHunin. [pu 3Tom
BbIMOJIHEHNE 3afaHuAa byaeT NpucyTCcTBOBaThb B CMUCKE, HO He ByaeT
BbIMNOJIHATLCA.

| AHasnorvyHas HacTpolika 3aZaeTcs B peAaktope 3ajaHus Ha Bkaagke O6wwme npu
: nomowy dnara Paspewsntb BbINO/IHEHME.

CepbesHoctb  Cpenatb OcyLLecTBUTb BHEOUEPEAHOW 3aMycK 3ajaHuna npu
KpUTUYeckum  cnegytoulem 3anycke AreHta Dr.Web, ecav BbinonHeHwne
AAHHOrO 3a/aHunA 6bI10 NPOMNYLLEHO MO PacnucaHuio.

Cp,ena'rb He BbinonHATL 3ajaHne TONbKO B yKa3aHHOE 4174 HEro BpeEM4,
KpUTnyeCckKum BHE 3aBUCKMMOCTWN OT TOrO, Obls nponyLweH 3anyck 3ajgaHunA
NN HET.

@ AHanornyHas HacTpolika 3afaeTca B peJakTope 3ajaHuns Ha Bkiagke O6wme npu
: nomouwn ¢aara Kpuruueckoe 3agaHume.

R Ay6nmpoBatb HacTpoMKm Aybnnposatb 3ajaHus, BblOpaHHbIe B CMINCKE TEKYLLLEro
pacnucanus. Mpw 3agaHun aenctens yéamposatb
HACTPOMKM CO3/Jat0TCs HOBbIE 3a/laHWNs C HAaCTpPOMKamu,
aHaNoTMYHbIMK BbI6PaHHbIM 3aAaHNAM.

@ 3arIJ1aHVIPOBaTb MOBTOPHO ,ﬂ,flﬂ OAHOKPAaTHbIX 3a,£I,aHl/Il7li BbIMONHNTb 3a4aHNE eLle

OAVH pa3 B COOTBETCTBMW C 3aaHHbIMW ANA HEro
HaCTpOVIKaM BpeEMEHN (M3meHeHne KPaTHOCTW BbINOJIHEHNA

PykoBOACTBO aAMMHMCTpaTOpa

171



A7

-
$

A
d
A

FnaBa 8: YnpaBneHue pabounmu craHLUAMMU

Hacrpoiika JeiictBue

3ajaHnAa ONMMCaHO HUXKeE, B Nojpa3saene Pe,g,aKTop

3aJaHun).
@ Yaanutb Bbi6paHHble Ypanutb BoibpaHHOe 3aZaHne 13 pacnmcaHus.
3agaHuA
BbinonHUTb 3agaHue BbINONHWTL BbIOpPaHHbIE B CIMCKe 3ajaHus

HezameanutesnbHo. MNpu 3ToM 3agaHne ByaeT 3anyLeHo,
[aXe ec/iv OHO 3aMpeLyeHo A/id BbIMOJAHEHWS MO
pacnucaHuto.

3. [ns Toro ytobbl N3MEHUTL MAapaMeTpbl 3aZaHuns, BbibepuTe ero B Cnncke 3agaHuii. Mpu stom
oTKpoeTcs OkHO PeplakTop 3aaaHuUl, onvcaHHOe HUKe.

4. 1o OKOHYaHWUK pefakTMpoBaHUA pacnmcaHna HaXXMUTeE KHOTMKY COXpaHMTb, yTOObI NPUHATb
M3MeHeHUA.

@ Ecamn B pe3ynbTate pefakTvpoBaHus ByaeT co3gaHo nycToe (He cogepxkallee 3ajaHunin)

: pacnucanuve, LleHTp ynpaBaeHus npeanoxuT ambo ncnonb3oBaTb HaciesyeMoe oT
rpynn pacnucaHue, amb6o ncnoab3oBaTb NycToe pacnucaHue. lNyctoe pacnucaHue
HeobxoAMMO 3ajaTb B TOM C/lyyae, eC/N Bbl XOTUTE OTKa3aTbCA OT pacnucaHus,
Hacnefyemoro ot rpynn.

PepakTtop 3agaHum
Mpw noMoLLM peaakTopa 3aaHni Bbl MOXeTe 3aJaTb HAaCTPOMKK, UTOObI:

1. Co3paTtb HOBOE 3ajaHue.
[na 3TOro HaXXmumTe KHOMKy b Co3patb 3alaHMe Ha NaHeNn NHCTPYMEHTOB.
2. OTpeaakTMpoBaTh CyLLeCTBYHOLLLEEe 3ajaHue.

[Ans 3TOro HaXXMUTe Ha Ha3BaHWe OAHOTO U3 3aJaHNIN B CNMCKE 3aJaHu.

Mpun 3TOM OTKPOETCS OKHO peAakTMpOBaHWsA NapaMeTpoB 3agaHus. HacTponku 3agaHuns npu
pesakTMPOBaHUM CYLLLECTBYIOLLErO 3a/laHns aHaorMyHbl HAaCTPOMKaM MpuY CO34aHnM HOBOTO
cEVELTER

@ Mons B MHTepcbei/'lce, OTMEYEHHbIEe 3HAaKOM *, JOMKHbI ObITb 00A3aTE/IbHO 3aMOJIHEHbI.

YTo6bI OTpeaaKTUpOBaTh NapameTpbl 3aAaHUA

1. Ha Bknagke O6wme HacTpanBatoTCA ClefyroLLne napaMeTpbil:
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¢ B nosne HasBaHuMe 3asaeTcs HavMeHOBaHWe 3aZaHus, Mo KOTOPbIM OHO ByseT oTobpaxaTbes
B pacnvcaHum.

e YcraHoBuTe Gnar Paspewuntb BbiNoO/JIHEHUE, YTOObI aKTVBUPOBATh BbIMOJHEHWE 3aZaHNS.
Ecnmn dnar He yctaHOBAEH, 3asaHne ByeT NPUCYTCTBOBATb B CMNCKE, HO He ByAeT BbINONHATLCA.

@ AHanorvyHas HacTpoika 3aZaetcs B r1aBHOM OkHe [naHMpOoBLLMKa NPU MOMOLLM
: 3/eMeHTa naHenn nHCTpymeHTos CocTosAHme.

e YcraHoBuTe dnar Kputnueckoe 3agaHue, Uutobbl OCyLLECTBNATL BHEOUEPELHOM 3amycK
3alaHnA Npu creaytollem 3anycke AreHta Dr.Web, ecam BbinonHeHwe 3agaHns 66110
nponyLeHo B HazHayeHHoe BpeMa (AreHT Dr.Web oTkatoueH Ha MOMEHT BbINONHEHMSA
3agaHuA). Ecim Ha MoMeHT 3anycka 3agaHue 6bi10 NPONYLWEHO HECKObKO Pas, TO OHO
BbIMOAHUTCA TObKO 1 pas.

@ AHasnornyHas HacTporika 3afaeTca B /1aBHOM OkHe [naHMpoBLYMKa NPY MOMOLL
: 3/IeMeHTa naHenn NHCTpymeHToB Cepbe3HOCTb.

ilf Ecan npuv 3TOM A0JI>KHbI BbINOJIHUTBCA HECKOJIbKO 3a,£I,aHl/Il7I Ha CKaHMpOBaHWE, TO 6y,£|,eT
BbIMOJIHEHO TOJIbKO O4HO U3 HUX — MepBOeE, CToALLEee B o4epean.

Hanpuwmep, ecan paspelieHo 3agaHve Daily scan v npu atom 66110 0TNOXEHO
KPUTMYHOE 3aaHne Ha ckaHupoBaHue npu nomoum Agent CkaHepa, To byaet
BbIMONHATLCA Daily scan, a oT/105keHHOe KPpUTMYECKOe CKaHMPOBaHME He CMOXET ObITb
BbIMOJIHEHO.

e Ecm dnar 3anyckaTb 3afjaHne aCMHXPOHHO CHAT, 3aZaHune OyAeT NoMelLLEeHO B 06LLyto
ouepesb 3asaHnii MnaHMPOBLLKKa, BbINOAHAEMbIX MOCIEA0BATENbHO. YcTaHOoBUTe dAar, YTobbl
BbIMOJ/IHATb @HHOE 3aZlaHre napaenbHO BHE ouepesn.

2. Ha Bknagke AencrBue Bbibepute TN 3asaHnsa 13 BbiNagarollero cnvcka JencrBue 1 HacTpouTe
napameTpbl 3a4aHus, Tpebyemble A1 BbINMOJHEHMS:

Tun 3apaHns MapameTpbl 1 onucaHune
3anuchb B ¢aiin xypHana  CTpoka — TeKCT COOBLLEHNs, 3anucbiBaeMoro B Gain otyeTa.

3agaliTe cregytrolme napameTpsbi:

¢ B nosne Myrtb — nosnHoe ums (¢ nytem) ncnosHsemoro danna
nporpamMmsl, KOTOPYIO NpeArnonaraeTcsa 3anyckatb.

¢ B none AprymeHTbl — napameTpbl KOMaHAHOW CTPOKMN A5
3anyck nporpamMmbl 3anyckaemon nNporpamMmbl.

e YcraHosuTe ¢siar Oxxuaatbh 3aBepLUEeHUsA NpPOrpaMmmbl /15
OXWMJAAHNA 3aBepLUEHNA NporpamMMbl, 3aMyLLeHHON AaHHbIM
3agaHuem. [pn 3ToM AreHT NpPoTOKOAMPYET 3anyCcK NPorpaMmmbl,
KOZ, BO3BpaTa 1 BpeMa 3aBepLueHuns nporpammbl. Ecan ¢aar
OxxupaaTtb 3aBepLUeHUA NMPOrpaMMbl CHAT, 33JlaH1e cYnTaeTcs
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Twn 3agaHuna

Dr.Web Agent CkaHep.
BbicTpoe ckaHMpoBaHue

Dr.Web Agent CkaHep.
Bbi6opouHoe
CKaHUpoBaHue

Dr.Web Agent CkaHep.
MonHoe ckaHMpoOBaHue

FnaBa 8: YnpaBneHue pabounmu craHLUAMMU

MapameTpbl M onucaHune

3aBepLEeHHbIM Cpa3y nocdje 3anycka nporpamMmmsl, un AreHT
NPOTOKONNPYET TOJIbKO 3anyCK NporpamMmbl.

MapameTpbl HACTPOMKN CKaHNMPOBAHMUSA OMMCaHbl B M. Hactpolika
napametpor CkaHepa.

YpaneHHbin 3anyck CkaHepa BO3MOXEH TOJIbKO Ha CTaHLUMsAX, paboTatowmx nog OC
: Windows, OC cemelictea UNIX n macOS.

3. Ha Bknagke Bpems:

¢ B Bbinagatouem cnvcke MepuoanUHOCTb BbibepurTe pexxnmM 3anycka 3afaHus 1 HacTponTe

BpemMsaA B COOTBETCTBUMN
Pexxum 3anycka

CraptoBoe

Yepes N muHyT nocne
MCXOAHOro 3asaHnNA

E>xepHeBHO

E>xemecsauHo

E>xxeHepenbHO

E>xeuacHo

C BbIBpaHHOW NEPUOANYHOCTBIO:

Mapametpbl n onucaHue

3agaHuve byzeT 3anyckaTbCs Npu cTapTe paboTbl AreHTa.
3anyckaeTcs 6e3 JONONHUTENbHbBIX NapaMeTpPOB.

Heobxoarmo BbIGpaTh B BbiNagatowem cnncke McxoaHoe 3agaHue 10
3alaHvie, OTHOCUTENIbHO KOTOPOrO YCTaHABAMBAETCA BPEMS BbINOAHEHUA
TeKyLLLEero 3ajaHus.

B none MuHyTa 3agalite unuv BolibepuTe 13 npesnaraeMoro crnvcka
KONIMYECTBO MUWHYT, KOTOPOE AOKHO MPOWTH MOCAE BbINMOJHEHNA
NCXOAHOIo 3ajaHunA, yTOb6bI HAYaNOCh BbIMOJIHEHME pesakTmpyemoro
3ajaHua.

HeO6XO,£I,VIMO BBECTW YaC N MUHYTY — 3a/ilaHune 6yAET 3anyckaTtbca
eXeaHEBHO B yKa3aHHOe BpeMA.

Heobxoanmo BbibpaTe YMCIO (feHb MecALa), BBECTU Hac U MUHYTY —
3aflaHvie OyaeT 3anyckaTbCA B 3ajaHHbIN AeHb MecALa B yKazaHHOe
BpeEMS.

Heobxoanmo BbibpaTh AeHb Hefenn, BBECTU Hac U MUHYTY — 3aAaHue
6yaeT 3anyckaTbCa B 3aAaHHbIV JeHb HeAenn B yKazaHHOe BpeMs.

Heobxoaumo BBecTv uncio ot 0 go 59, 3agatoLiee MUHYTY Kaxkgoro
yaca, B KOTOPYO ByfeT 3anyckaTbcsa 3ajaHue.
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Pe>xum 3anycka I'Iapamerpbl n onncaHme

Kaxxabie N MWHYT HeO6XO,£I,VIMO BBecTM 3HaueHne N ana 3agaHua BPEMEHHOIO NHTEPBAJa
BbINMONHEHNA 3a4aHNA.

Mpwn N paBHOM 60 nam 6onblue 3agaHne byaeT 3anyckaTbcsa Kaxable N
MUHYT. Mpn N MeHblle 60 3agaHre ByaeT 3anyckaTbCs B KaXKayHo
MUHYTY Yaca, kpaTHyro N.

e YctaHoBMWTE daar 3anpeTUTb NOC/e NepBOro BbIMOAHEHUA A/15 OAHOKPATHOTO BbIMOJHEHWS
3a/laHns B COOTBETCTBUM C YKa3aHHbIM BpeMeHeM. Ecam dnar cHAT, 3agaHve byaet
BbIMOJIHATHCSA MHOFOKPATHO C YKa3aHHOW NepuoNYHOCTbHO.

YT06bI MOBTOPWTL BbLINMOJIHEHVE OAHOKPATHOTO 3aZaHus, KOTOPOE y>Ke Bbl0 BbIMNOJIHEHO,
BOCMO/Ib3yNTECh KHOMKOW ) 3ansiaHMpoBaTb MOBTOPHO Ha NaHe VN MHCTPYMEHTOB paszena
pacnvcaHus.

e YcraHoBuTe dnar 3anyckatb 3agaHue no UTC, uto6bl 3anyckaTtb 3ajaHue OTHOCUTENBHOTO
BCEMUPHOTO BpemMeHu (YacoBoi nosic UTC+0). Ecam dnar cHAT, 3agaHre byaeT 3anyLeHo no
NOKaNbHOMY BPEMEHW Ha CTaHL W,

4. o OKOHYaHWUM peAakTMPOBaHWSA NapPaMeTPoB 3aZaHNsA HaxXMUTe KHOMNKy CoXpaHUTb 415
NPUHATMA U3MEHEHU B NapameTpax 3ajaHus, eCin Bbl PefakTMpOBaNy yxe CyLLecTBytoLLee
3afiaHvie, AN AN CO34aHNA 3aZaHus C 3aZaHHbIMW NapamMeTpamu, eCan Bbl BbIMOIHANN
npoLieaypy co3zaHns HOBOTrO 3aaHus.

8.3.3. YcTtaHaB/AIMBaeMble KOMMOHEHTbI aHTUBUPYCHOroO NnakeTta

& Ha cepBepbl, BbINOAHAIOLLME BaXHble ceTeBble PYHKLMM (JOMEH-KOHTPONEPSI,
cepBepbl pa3faun MMUEH3UI U T. 4.), He PeKOMeHyeTca yCTaHaBAVBaTb KOMMOHEHTbI
SplDer Gate, SplDer Mail n BpaHamayap Dr.Web Bo n3bexaHne BO3MOXHbIX
KOHMNKTOB CETEBbIX CEPBMNCOB N BHYTPEHHMNX KOMMOHEHTOB aHTuBMpYyca Dr.Web.

Yt0o6bI HaCcTpouTb CMUCOK yCTaHaB/INBa€MbIX KOMMNOHEHTOB aHTUBUPYCHOIO NakKeTa

1. BbibepuTe NyHKT AHTUBUPYCHaA ceTb B I1aBHOM MeHIo LieHTpa ynpaBieHus, B OTKPbIBLUEMCS
OKHe B Mepapxn4eckoM Cnucke BbibepuTe CTaHLMIO UK rpynny. B oTkpbiBLUEMCA ynpaBastoLLem
MEHO BblbepuTe NyHKT YcTaHaB/IMBaeMble KOMIMOHEHTbI.

2. [Ans HeO6XOAMMbIX KOMMOHEHTOB BblOGEpUTE B BbIMNAAatOWEM CMUCKE OAWNH U3 BapUAHTOB:

e [lonkeH 6bITb yCTAaHOB/NIEH — 33/,aeT 00s3aTelbHOE HanyMe KOMMOHEHTa Ha cTaHumu. Mpu
CO34,aHNM HOBOW CTaHLMM KOMMOHEHT BXOAWT B COCTaB YCTaHaBAMBAEMOTO aHTUBUPYCHOTO
nakeTta B obs3atenbHOM nopszke. Mpwu 3agaHnm 3HaveHns [lonkeH 6bITb YCTaHOB/EH A5
Y>Ke CyLLLeCTBYHOLLEN CTaHLMM KOMIMOHEHT ByeT f06aBieH B COCTaB UMEIOLLLErocs
aHTUBMPYCHOrO MakeTa.

e Moiket 6bITb ycTaHOBNEH — OnpesenseT BO3MOXHOCTb YCTaHOBKW aHTUBUPYCHOTO
KOMMOHeHTa. PeleHre 06 ycTaHOBKe NPUHUMAET No/ib30BaTeNb Npu ycTaHOBKe AreHTa.
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¢ He moxeT 6bITb YCTaHOBJIEH — 3anpellaeT Hanyme KOMMNOHEHTa Ha CTaHU . an/I
CO34aHnn HOBO CTaHUMN KOMMNOHEHT HE BXOAWUT B COCTaB yCTaHAaBAMBAaEMOTIO aHTUBUPYCHOTO
naketa. an/I 3ajaHNN 3Ha4YeEHUA He mo)keT 6bITb YCTaHOBJIEH N1 yXe CyLLI,eCTByI-OLLI,eIz
CTaHUMN KOMMOHEHT 6yp,eT YAaneH n3 coCtaBa aHTUBUPYCHOTO NakeTa.

B tabavue 8-1 ykazaHo, byaeT M ycTaHOBAEH KOMMOHEHT Ha CTaHUun (+) B 3aBUCUMOCTUN OT
napamMeTpoOB, 3afaHHbIX NOJb30BaTENEM, N HACTPOEK, 3aAaHHbIX agMUHUCTPaTtopom Ha Cepsepe
Dr.Web.

Ta6aunua 8-1.

3apaHo Ha CepBepe Dr.Web
3apaHo nonb3oBaTenem

AomkeH Mo>ket He moxxer
YcTtaHOBUTb + +
He yctanaBaneaTtb +

3. Haxmure KHOTMKY COXpaHMTb AN13 COXpaHeHnA HaCcTPpOeK N COOTBETCTBYHOLLEro N3SMEeHeHUA
COoCTaBa aHTUBMPYCHOTO NMakeTa Ha CTaHUWW.

8.3.4. NMNapameTpbl NnogxkaAr0OUeHUS

Ha Bknazke MapameTpbl NOAKAOUEHUA HACTPaMBAKOTCA NapaMeTpbl, ONpeaenstoL e HacTPOMKM
B3avmogencteua ¢ Cepsepom Dr.Web:

¢ B none Ceptudmkar 3agaetca SSL-ceptudukar Cepsepa Dr.Web (drwecsd-certificate.pem).
[na Bbibopa daina ceptudumkata HaAXXMUTE KHOMKY bl
Ha ctaHumn MOryT XpaHWTbCS OLHOBPEMEHHO HECKO/IbKO CepTUPMKATOB, HanpumMep, npu

nepeesge c ogHoro Cepeepa Dr.Web Ha gpyromn. [Mpu aTom cepTudukatbl 4OMKHbI ObITh
YHUWKa/bHbI, T. €. HE/b3s 3a4aTb ABa OAMHAKOBbIX cepTuduKaTa.

Ans pobaBneHns elle ogHOTo cepTudmkaTa HaxmuTe kHonky Bl 1 BbIGepuTe daiin cepTnduKaTa.

[Ans yaaneHus cyliectByroero ceptudmkaTa HaxXMmTe KHOMKY E HanpoTMB cepTnduKara,
KOTOPbIN HY>KHO YAauUTb.

ili CepTndukat foKeH HbITb 06s13aTeIbHO 3ajaH.

¢ B none CepBep 3asaetcs agpec Cepsepa Dr.Web namn Mpokcn-cepsepa Dr.Web (nogpobHee cm.
Mpokcun-cepeep Dr.Web). lJaHHOe none MoXeT ocTaBaTbCsA MyCcTbiM. B 3TOM cnyuae AreHT byaet
ncnonb3oBatb agpec Cepepa Dr.Web, ykazaHHbI B HAaCTpOMKax Ha OKaAbHOW MalLnHe
nosb3osatens (agpec Cepsepa Dr.Web, c koToporo npovssoannace ycTaHOBKa).

MoxkeT 6bITb 3asaH Kak oauH agpec Cepepa Dr.Web, Tak 1 Heckonbko aapecoB pas3nNyHbIX
Cepsepos Dr.Web. na gobasneHus ewe ogHoro agpeca Cepepa Dr.Web HaxxmuTe KHOMKY
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1 BBeaUTe agpec B gobasneHHoe nose. opmat 3asaHusa ceTeBbix agpecoB Cepeepa Dr.Web
onucaH B AokyMeHTe MpunodkeHus, B pasgene [1punoxenunn E. Creundurkaling ceTeBoro agpeca.

Mpumep 3agaHus agpeca Cepeepa Dr.Web:
tcp/10.4.0.18:2193

tcp/10.4.0.19

10.4.0.20

& Ecav 3agaTb HekOppekTHOe/HeBepHOe 3HayeHne napameTpa CepBep, TO AreHThbl
oTkntoyatca ot Cepepa Dr.Web 1 60nbLue He CMOTyT K HEMY MOAKIOUYNTLCA. B 3TOM
cnyyae 3agaHune agpeca Cepeepa Dr.Web HeobxoanmMo NponsBoAWTL HEMOCPEACTBEHHO
Ha CTaHUMW.

B nose KonnuecTtBo noBTOopeHuii noucka 3ajalite napameTp, onpesenstoLLni Koam4ecTBo
nonbITok noncka Cepeepa Dr.Web npu noakntoueHunn ¢ ncnosb3oBaHnem pexxmma Multicasting.

B none Taim-ayT nouncka (c) 3agaite NpoOMexXyTOK Mexay nonbitkamu nouncka Cepsepa Dr.Web
B CEKYHAaxX Npu NOAKNHOYEHMN C UCMONb30BaHNEM pexxnma Multicasting.

Mons Pexxum oxxatmna 1 Pexxum wingpoBaHnsa onpesenstoT COOTBETCTBYHOLLME HACTPOMKM
okatna 1 WwnudpoBaHWa ceTeBOro Tpadumka.

B nosne MapameTtpbl npocaywmBaHua cetn ykaxute UDP-nopT, ncnosnbsyembii LieHTpom
ynpaB/eHns Ans noucka B cetn pabotarowmx AreHtoB Dr.Web. YTtobbl 3anpetnTb NpocayLumBaHme
noptos, BBeauTe 3Ha4eHne NONE.

MapameTp 3agaeTca B dopMaTe CETEBOrO agpeca, NpMBeeHHOro B 4okyMeHTe MpunoxkeHus, B
pasaene Mpunoxenve . Cneundukalma ceTeBoro agpeca.

Mo ymonuanuto ncnonbsyetcs udp/:2193, uto o3HavaeT "Bce nHTEpdencol, nopt 2193".

8.3.5. /lnueH3noHHbIe KAOUN

MpocMOTpeTb 1 OTPesaKTUPOBaTb CMMCOK NLLEH3NOHHDBIX KIKOYElM CTaHLMN UK TPY bl MOXHO
cneayroLwmMMim cnocobamm:

1. Yepes MeHeaxxep AVLLEH3NN.

2. Yepes koHdUrypauuto obbekTa MLEH3NPOBAHNS (CTaHLUM WAW FPYNMbl) B @aHTUBMPYCHOM CETH.

Yr106bI OTPEgaKTMpPOBaTb CMNCOK JINLLEH3UOHHbIX K/llouel yepe3 KOHPpUrypaumio obbekra
NIV, EeH3UPOBaHUSA

1. BbibepuTe nyHKT AHTUBUPYCHasA CeTb B I1aBHOM MeHto LleHTpa ynpaBaeHus.

2. OTtkpowite pa3gen CBoncTBa cTaHUMM Wan CBOWCTBA rpynnbl AN 06bEKTA, IMLEHIMOHHbIE KIHOUM
KOTOPOTO Bbl XOTUTE OTPEAAKTMPOBATh.

3. B pasgene koHdUrypaums HaxxMmTe 3Ha4oK e PegaktupoBatb 1an Ccbiiky JINLL@H3NOHHbIE
KAoun.
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4. OTkpbiBLIEECA OKHO JIMLLEH3MOHHbIE KJIKOUM COLEPXKUT CMINCOK JIMLEH3VOHHBIX KN Yen
06bekTa, UX TeKYLLMIM CTaTyC (yHacnef0BaHbl WK 3ajaHbl MePCOHaNbHO), a Tak>Ke CrINCOK BCex
KNtOYEN, ZOCTYNHbIX Ha AaHHOM Cepsepe Dr.Web. Takxe npy HEOH6XOAMMOCTU Bbl MOXKETE
HanpsaMyo nepentn B MeHeaxxep MLEH3NN.

5. ﬂ'eIZCTBMﬂ Haj CMMCKOM KO Uel 3aBUCAT OT CTatycCa TeKkyLwnx TMUEeH3NOHHbIX Kaouel obbekTa:

AeictBne

JobaBuTb
JNIMLLEH3VNOHHbIN
KoY

Yaanntb
JINLEH3NOHHbIN
K1Y

YcTaHOBUTL
HacnejoBaHue

PasopBaTtb
HacnejoBaHue

Tekywme karoumn

YHac/iea0BaHbl

HacnepoBaHune

byzeT pasopBaHo.

HoBbI katoY
fobaBuTca B
Cnmcok
Ha3HAUEHHbIX
KHOUEn, 1
CMNCOK KAKOYEeNn
cTaHeT

nepcoHaibHbIM.

[lelictBue
HeZOCTyMHO.

[lelictBue
HeZOCTyMHO.

HacnepoBaHune

byzeT pasopBaHo.

Cnucok knarouen
ocTaHeTcs

HEW3MEHHbIM, HO

CTaHeT
nepCcoHaNbHbIM.

Tekywue karoum 3agaHbl
nepcoHasibHO

HoBbili K1tou 4o0b6aBuUTCA B
CMUCOK Ha3HAUEHHbIX
K/tOUen.

Kntou 6ynet yaaneH n3
crnucka Kao4ven obbekTa.

Tekywme kntoum byayt
yAaneHbl U3 crnmvcka
Kaouelr obbekTa, 3a4aHo
HacneAoBaHWe Katoyer ot
NepBUYHOW/POANTENIbCKON
rpynnbl.

[elicTBMe HefOCTYMNHO.

Texyume KJ/IFOUUN YHac/1ea0BaHbl

Yro6bl ,06aBUTb IMLLEH3UOHHbIW K/HOY

1.

Hwn oaunH kntou He 3apaH

Kntoun pobaBatcs B CNMCOK
JIMLLEH3WNOHHbIX KJtouel
obbeKkTa B kauecTse
nepcoHabHbIX.

[JelicTBne HefoCTyMHO.

[JelicTBrne HepoCTyMHO.

[JevicTBME HEAOCTYMHO.

B okHe JlML,eH3NOHHbIE KoUK, B cnvcke Bce knaroum BbibepunTe 0AMH UAN HECKONBKO
JMLLEH3VOHHbIX KJHOUeR, KOTopble Bbl XOTUTE A06aBUTb.

2. Haxmute I,
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Ecam cnuckin yctaHaBAMBaEMbIX KOMMOHEHTOB Ha CTaHLMAX U B 06aBAsSEMbIX KHOUax
pa3nnyatoTcs, byeT BbIBEAEHO COOTBETCTBYHOLLLEE MPeAYNpexaeHne U NPeAnoXKeHO
OTpesakTMpOoBaTb PE3y/IbTUPYHOLLNA CMIMCOK KOMMOHEHTOB.

Mocne BHeceHWs BCex HEOOXOANMBbIX M3MeHEHWI HaxMuTe COXpaHUTb.

HacnepoBaHue 6yaet pazopBaHo. HOBbIV koY 06aBUTCA B CMUCOK Ha3HAYeHHbIX KA Yen, u
CMWCOK KN UEN CTaHeT NePCOHabHbIM.

Yr1o6bI pasopBaTh HacneaoBaHMe 6e€3 N3MEHEeHMUsA CMUCKa IMLLeH3UOHHbIX K/louen

1.

B okHe .nMLI,eHBI/IOHHbIe KJTIOUYUN HaXXMUTE KHOMKY f CKOﬂI/IpOBaTb HaCTpOﬁKM n3 nepBMquf/’l
rpynnbl U YCTAaHOBUTb UX B KauecTBe NepCcoHaJibHbIX.

HacnepoBaHue 6yaet pasopBaHo. Cnncok katouen byaet ckonnmpoBaH 13
NepBUYHOW/POANUTENBCKOM TPYNMbl U 3a4aH ANA obbekTa B Ka4ecTBe NnepCoHaibHOrO.

Haxxmute CoxpaHuUTb.

Tekywime K10UM 3aaaHbl NePCOHANbHO

Yro6bl ,06aBUTb IMLLEH3UOHHbIW K/HOY

1.

B okHe JlML,eH3NOHHbIE KAtouM, B cnvcke Bce karoum BoibepunTe 0AMH UAN HECKONBKO
JMLLEH3VOHHbIX KJIK0OUERn, KOTOpble Bbl XOTUTE A06aBUTb.

Haxkmute IR,

Ec/m CNncKW yCTaHaB/IMBAEMbIX KOMMOHEHTOB Ha CTaHLMsAX M B Z06aBAsSEMbIX KAOUax
paznnyatoTcs, 6yAeT BbIBEAEHO COOTBETCTBYIOLLEE NPeYNPexXaeHMe 1 MPEAN0XKEHO
OTPEAAKTUPOBATb CMUCOK KOMMOHEHTOB.

lMocne BHeceHMs BCex HeO6XOAI/IM bIX M3MEHEHWN Ha>KMUTe COXpaHI/ITb.

HoBblI KAHOY 106ABUTCA B CMINCOK Ha3HAUEHHbIX KJHOUEN.

YT106bI YAQNUTL INL,EH3UOHHbIN K104

1.

2.
3.

B okHe .nMLI,eHBI/IOHHbIe Kaouum, B cnncke Knroum obbekTa Haxkmute x HanpoTuMB TEX
JINLEH3NOHHbIX KJrOYen, KOTOPbI€ Bbl XOTUTE YAANNTb.

| Ecnm 6b1nm yaaneHsl Bce kntoun, byseT yCTaHOBAEHO HacleZ0BaHWe TNLEH3NOHHbIX
KNHOUEN OT NEPBUMYHON/POANTENBCKON TPYMMbl (CM. TakxKe YCTaHOoBAEHWE

HacneaOoBaHWA).

Haxxmute CoxpaHUTb.

Ecam cnuckmn yctaHaBAMBaeMblX KOMMOHEHTOB Ha CTaHLMAX M B OCTaBLUMXCA KAKOYax
pa3nnyatoTcs, byeT BbIBEAEHO COOTBETCTBYHOLLLEE MPeAynpexaeHne U NPeanoXKeHO
OTpesakTMpOoBaTb PE3y/IbTUPYHOLLNIA CMIMCOK KOMMOHEHTOB.

PykoBOACTBO aAMMHMCTpaTOpa
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UT06bl yCTAaHOBUTbL Hac/aeg0BaHue

1. YcTaHOBUTb Hacnef0BaHWeE Bbl MOXKETE OAHMM U3 CIeAYHOLLNX CNOCOHOB:

e OTtkpowrte pasgen CorcTBa cTaHUMM uan CBOWCTBA rpynmbl AN 06beKTa, A1 KOTOPOro Bbl
XOTUTE YCTaHOBUTb HacNefoOBaHWe. B pa3gene KoHOUrypaums HaxkMmTe 3Ha4oK T Ypanutb
KoY.

e B okHe nI/ILI,eHBMOHHbIe Karouu, B cnncke Knroum ob6beKTa HaxxMmuTe x HanpoTnB BCEX
Ha3Ha4YeHHbIX IMLEH3NOHHbIX Karouen. Haxmute COXpaHMTb.

2. Tekyline kntoumn ByayT yAaneHbl U3 cnncka kaoue obbekTa, 3aZlaHo HaclefoBaHMe KoYel oT
nepBUYHOW/POANUTENBCKOM TPYMMbI.

3. Ecam cnnckm ycTtaHaBAMBaeMblIX KOMMOHEHTOB Ha CTaHLMAX U B HAaCeAyeMbIX Kakouax
pa3nnyatoTcs, byeT BbIBEAEHO COOTBETCTBYHOLLLEE MPeAyNpexaeHue U NPeanoXKeHO
OTpesakTMpOoBaTb CMUCOK KOMMOHEHTOB.

Hu oauH KAKOU He 3aaaH

| CuTyaums BO3MOXHa TO/IbKO B TOM ciiy4vae, ecin Ha Cepsep Dr.Web He 6bin gobaBneH
: HW OAMH NINLEH3VMOHHBIN KAFOY AN NNLEH3NOHHbIE KoUK Bblan gobasneHbl Ha Cepeep
Dr.Web, Ho He pacnpocTpaHeHbl H/ Ha OAWH OB6BEKT, B TOM YMcae Ha rpynny Everyone.

Ut06bI 8062BUTH IMLLEH3UOHHDbIN KJ1IOY

1. B okHe .nMLI,eHBI/IOHHbIe KAroum, B cnncke Bece karoun Bbl6epI/ITe OAVH AN HECKOJIbKO
JINLLEH3NOHHbIX KJAHOYen, KOTOpPbI€ Bbl XOTUTE AO6aBVITb.

2. Haxmure IS,
3. Haxmwute CoxpaHUTb.

4. Knroun fo6aBATCS B CMUCOK JMLLEH3MOHHDBIX K/IOUYel 06bekTa B KaueCcTBe NePCOHasbHbIX.

8.4. HacTtpoika aHTUBMPYCHbIX KOMMNOHEHTOB

[JleTanbHOe onncaHve HacTPOeK aHTUBUPYCHbBIX KOMMOHEHTOB, 3aaBaeMbix Yepes
LleHTp ynpaBneHus, npreeaeHo B PykoBoacTBax agMUHMUCTpaTopa no ynpaeaeHuo
CTaHLMAMMN ANA COOTBETCTBYHOLLIE OMEepPaLVOHHON CUCTEMBI.

PykoBOACTBO aAMMHMCTpaTOpa
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KoMnoHeHTbI

B 3aBMCMMOCTM OT OnepaLMoHHON CUCTEMbI CTaHLUM NPeAOoCTaBASHOTCA COOTBETCTBYOLWME QYHKLUM
3al1Thbl, NPUBEAEHHbIE Janee.

CraHummn nog, OC Windows

CkaHep Dr.Web, Dr.Web Agent CkaHep

CkaHMpoBaHve KoMMNbtoTepa MO 3anpocy MNoJib30BaTes, a Tak)ke COrNacHO pacnucaHuio.
Takxe NoAAEPXKMBAETCS BO3MOXHOCTb 3arycka yAaNeHHON aHTUBUPYCHOW NPOBEPKM
cTaHuui n3 LleHTpa ynpaBeHus, B TOM YMC/Ie Ha HaanuYne pyTKUTOB.

SplDer Guard

MocTosHHas npoBepka GaliIoBOM CUCTEMbI B peXMME peanbHOro BpemeHu. NpoBepka Bcex
3arnyckaemMblX NPOLLECCOB, a Takxe CO34aBaeMbix GaIoB Ha XECTKMX ANCKAX N OTKPbIBAEMbIX
$annoB Ha CMEHHBIX HOCUTENSX.

SplDer Mail

I'IposepKa BCel BXOAF!LLI,GI;I 7 I/ICXOAF!LLI,GI?I NOoYTbl NP NCNOJIb3OBAHMN NMOYTOBbIX KJINEHTOB.

Tak>ke BO3MOXHO UCNoJib30BaHMe cnaM-GuibTpa (Npu yCI0BUK, YTO NLEH3MA NO3BOAAET
MCNOAb30BaHNe Takon GYHKLUW).

SplDer Gate

MNpoBepka Bcex obpalleHni k Beb-caritam no npoTtokony HTTP. Heltpanausauus yrpos B
HTTP-Tpaduke (Hanpumep, B OTNPaBASEMbIX WX NOMyYaeMblx dainax), a Takxke 610KMpoBKa
AOCTyNa K NOA03PUTENbHBIM UAN HEKOPPEKTHBIM pecypcam.

OgpucHbIli KOHMPOL

YnpaBaeHve JOCTYNOM K JIOKa/lbHbIM 1 CETEBbIM pecypcaM, B YaCTHOCTW, KOHTPOJIb AOCTyNa K
Beb-carTaM. [103BOASIET KOHTPOIMPOBATh LENOCTHOCTb BaXHbIX GainloB OT CIyYalHOToO
M3MEHEHWSA U 3apakeHWs BUPYCaMW, U 3anpeLaeT Cay>KallnM JOCTYN K HeXenaTesbHON
nHGopmMaLnn.

bpaHomaysp

3awuTta KOMMbIOTEPOB OT HECAHKLIMOHMPOBAHHOTO AOCTyMNa U3BHE 1 NpeAoTBpaLLeHre
yTEeUKMN BaXHbIX AaHHbIX B MHTEpHeT. KOHTPO/Ib MOAKNHOYEHMS U Nepesayn JaHHbIX Mo
VHTEPHETY N 61OKMPOBKA NMOA03PUTE/NbHBIX COEAMHEHNI Ha YPOBHE MakeToB U MPUIOXKEHNIA.

KapaHmuH

V|3OJ'IF|LI,VIFI BPeAOHOCHbIX N MOA403PUTENBbHbIX 06bEeKTOB B cneynanbHOM KaTanore.

PykoBOACTBO aAMMHMCTpaTOpa
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Camoszawjuma

3awwTa dpannos n katanoros Dr.Web Enterprise Security Suite 0T HeCaHKLMOHMPOBAHHOTO
WA HEBOJIBHOTO YAaneHus uav MoandukaLmm Noab3oBaTteneM, a Takxke BpeaoHoCcHbIM MO.
Mpw BKIOUYEHHOW caMo3aluuTe focTyn K darnam un katanoram Dr.Web Enterprise Security
Suite pa3spelleH Tobko aaa npoueccos Dr.Web.

lMpeseHnmuesHas 3auyuma

MNpeaoTBpalLeHme NoTeHLMaNbHbIX yrpo3 6e3onacHocT. KOHTpOb AOCTyna K KPUTUYECKUM
o6bekTaM onepaLMoOHHON CUCTEMbI, KOHTPOJIb 3a 3arpy3koi ApariBEPOB, aBTOMATUYECKMM
3arnyckoM nporpamm v paboTol CUCTEMHBIX CIy>KD, a TakxKe OTCAEXMBaHMNE 3anyLLeHHbIX
NpoLeccoB 1 nx 61OKMPOBKa B Clyvae 0O6Hapy>XeHWs BUPYCHOM aKTUBHOCTW.

KoHmposae npunoxeHuu

OcywecTBASET MOHUTOPUHI aKTUBHOCTM BCEX MPOLECCOB Ha CTaHumsax. MNo3Boaser
aAMUHMCTPATOPY aHTUBMPYCHOW CETU PeryanpoBathb, Kakme NpuaoXKeHUs paspeLuatb, a Kakue
— 3anpelLLaThb 3anyckaTb Ha 3alMLLaeMblX CTaHLMSAX.

CraHuumn nopg, OC cemeiictBa UNIX

Dr.Web Scanning Engine

CkaHupytolee 8Apo. BeinoaHAET aHTUBMPYCHYO MPOBEPKY AaHHbIX (COAEPXMMOro Gannos,
3arpy304HbIX 3anuncer ANCKOBbIX YCTPOMCTB, MHbIX AaHHBIX, MOJYYEHHbIX OT APYruX
koMmnoHeHTOoB Dr.Web ans UNIX). OpraHusyet ouepesb NpoBepKW. BbinosHAET neyeHme Tex
Yyrpos, AN KOTOPbIX JaHHOE AeUCTBME MPUMEHMMO.

Dr.Web File Checker

KoMnoHeHT npoBepkn 06bekTOB GaiIoBOM CUCTEMbBI U MEHEZAXEP KapaHTuHa. MpuHuMaet ot
Apyrux komnoHeHtoB Dr.Web ana UNIX 3agaHusa Ha npoBepky dannoB. O6xoaumT Katanorm
bannoBoOM CUCTEMBI COTNACHO 3aAaHuto, nepeaet Gai/ibl Ha NPOBEPKY CKaHWUPYHOLLLEMY
AApy. BoinonHset yaaneHve nHOMLMpoBaHHbIX GaiioB, NepemeLLeHne NX B KapaHTUH U
BOCCTaHOBJ/IEHWE W3 KapaHTWHA, YNpaB/seT KaTaloramu kapaHtuHa. OpraHusyeT 1 coaep>kuT
B aKTya/JlbHOM COCTOSHUM Kell, XpaHALWMA MHbopMaL Mo O paHee NPoBepeHHbIX dainax u
peectp 06Hapy>XeHHbIX Yrpos.

Vcnonb3yeTcs BCeMn KOMMOHEHTaMK, MPOBEPAOLLNMUN 06bEKTbI PaNNOBOM CUCTEMBI, TAKUMU
kak SplDer Guard (gns Linux, SMB, NSS).

Dr.Web ICAPD

ICAP-cepBep, BbINMOMHAOLLNIMA aHaNn3 3aNpoCoB 1 TpadumKa, MPOXOAALLEro Yepe3 NPoKCu-
cepepbl HTTP. MNMpeaoTtBpallaeT nepesady MHGULMPOBaHHbIX GalioB 1 AOCTYN K Y31aMm
CeTn, BHECEHHbIMW Kak B HeXenaTteslbHble KaTeropumn Beb-pecypcoB, Tak U B YepHble CMUCKMN,
dbopmumpyemble CUCTEMHBIM aAMUHUCTPATOPOM.

PykoBOACTBO aAMMHMCTpaTOpa
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SplDer Guard dns Linux (mossko 8 cocmase ducmpubymueos, npedHasHa4qeHHolx 013 OC
cemeticmea GNU/Linux)

MoHuTop darnoBol cuctemsbl Linux. PaboTtaetr B pOHOBOM pexrMe v oTCaexXmBaeT
onepauum ¢ harnamm (Takme Kak Co3zaHue, OTKPbITUE, 3aKpbITME 1 3anyck darina) B
dannosbix cuctemax GNU/Linux. MNocblnaeT KOMMOHEHTY NpoBepku GpaiioB 3anpockl Ha
NPOBEPKY COAEPXKMMOTO HOBbIX U U3MEHMBLUMXCA GaNoB, a Takxke NCMoNHAeMbIX GaliioB B
MOMEHT 3arycka nporpamm.

SplDer Guard ons SMB

MoHutop pasgensemMbix katanoros Samba. Pabotaer B pOHOBOM pexunme 1 oTCiexmnBaert
onepauun GannoBou CUCTEMbI (Takme Kak co34aHune, OTKPbITUE U 3aKpbiTUe Gaina, a Takxe
onepaLun YTeHUs 1 3anmcK) B KaTanorax, OTBeAEeHHbIX A GannoBbix xpaHuamLy, SMB-
cepBepa Samba. OTnpaBaseT KOMMNOHEHTY NPOBEPKM GalnNoB COAEPXKMMOE HOBbIX U
M3MEHUBLUMXCA GanIoB Ha MPOBEPKY.

SplDer Guard ons NSS (mosbko 8 cocmase ducmpubymugos, npedHasHa4veHHbix 015 OC
cemeticmea GNU/Linux)

Monutop TomoB NSS (Novell Storage Services). PabotaeT B GoHOBOM pexunme u
oTCNeXMBaeT onepaunmn GarnnoBON cUCTEMBbI (TakmMe Kak co3zaHune, OTKPbITUE U 3aKpbiTUe
darina, a Takxke onepauum 3anncy) Ha Tomax NSS, CMOHTUPOBAHHBIX B YKa3aHHYH TOYKY
dannosown cuctembl. OTNpaBAsET COAEPXKMMOE HOBBIX N U3MEHUBLLMXCA GaIoB Ha
NPOBEPKY KOMMOHEHTY NpOBepKn $hanios.

SplDer Gate (mosibko 8 cocmase ducmpubymueos, npedHasHa4eHHoix 019 OC cemeticmea
GNU/Linux)

KomnoHeHT npoBepku ceteBoro Tpaduka n URL. MNMpegHa3HayueH ana NnpoBepku AaHHbIX,
3arpy>kaeMblx Ha JJOKaNbHbIN y3€e1 U3 CeTU 1 NepesaBaeMbliX C HErO BO BHELLHIOK CeTb, Ha
Ha/smumne yrpos, v npeAoTBpaLLeHns COednHEHMA C Y31aMmM CETW, BHECEHHbIMW KakK B
HeXenaTeslbHble KaTeropun Beb-pecypcoB, Tak U B YepHble crncky, Gopmupyemblie
CUCTEMHBIM aZAMUHUCTPATOPOM.

Dr.Web MailD

KOMMNOHEeHT npoBepKkM NOUTOBbIX COOOLLEHWI. AHaNN3NPyeT COOOLLEHNA NOUYTOBbIX
NPOTOKO/IOB, pa3bmpaer COOBLLEHNSA 3NEKTPOHHOM NOYTbI U NMOArOTaBAMBAET X K MPOBEpKe
Ha Hasnume yrpo3. Moxet paboTaTb B ABYX pexunmax:

1. ®unbTp Ans nouToBbIX cepBepoB (Sendmail, Postfix 1 T. n.), nogknroyaemblii yepes
nHtepoenc Milter, Spamd nam Rspamd.

2. TMpo3payHbli NPOKCKM NOYTOBbIX NPOTOKoA0B (SMTP, POP3, IMAP). B 3TOM pexume
ncrnonbsyet SplDer Gate.

| OcTanbHble KOMMNOHEHTbI A8 ctaHumi nog OC cemerictea UNIX aBastoTcs
: JOMOJIHUTE/IbHBIMU U C/Iy>XKaT )15 BHYTPEHHEN HacTporikn paboTel aHTuBUpYycHoro [MO.

PykoBOACTBO aAMMHMCTpaTOpa
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CraHyum nog macOS

CkaHep Dr.Web, Dr.Web Agent CkaHep

CKkaHVpOBaHVe KOMMbIOTEPA MO 3amnpocy MO/b30BaTENS, a Tak)Ke COTIaCHO PacrvCaHmio.
Takxe NOAAEP>KNBAETCA BO3MOXKHOCTb 3amnycka yAaneHHOW aHTUBUPYCHOM NPOBEpPKM
CTaHUwmi 13 LieHTpa ynpaBaeHus.

Sp!Der Guard

MocTosiHHas npoBepka GainIoBON CUCTEMbI B PEXMME peanbHOro BpeMeHu. [TpoBepka Bcex
3arnyckaeMblx NMPOLLECCOB, a Tak)Ke CO34aBaeMbix GaIOB Ha XECTKMX AUCKAX N OTKPbIBAEMbIX
balinoB Ha CMEHHbIX HOCUTENsIX.

SplDer Gate

MNMpoBepka Bcex obpalleHnit kK Beb-cantam no npotokony HTTP. Hertpanusauwnsa yrpos B
HTTP-Tpaduke (Hanpumep, B OTNpaBAsieMbIX AN NoayYaeMbix dalinax), a Takke 610kMpoBKa
A0CTyNa K NOA03PUTENbHBIM UAW HEKOPPEKTHLIM pecypcam.

KapaHmuH

|/|3OJ'IFILI,VIFI BPEAOHOCHbIX N MOA03PUTENbHbIX 06bekToB B cneymnasibHOM KaTtanore.

Mo6unbHbie ycTpoictBa nog OC Android

CkaHep Dr.Web, Dr.Web Agent CkaHep

CKkaHVpOBaHVe MOBUABHOTO YCTPOWCTBA MO 3anpocCy NMOAb30BATENS, @ TakKe COTNacHO
pacnucaHuto. Takxke NOAAEPXKMBAETCS BO3MOXHOCTb 3arnycka yAaNeHHON aHTUBUPYCHOW
NPOBepKM CTaHuuii 13 LleHTpa ynpaBaeHus.

Sp!Der Guard

MNocTosiHHas NnpoBepka $GannoBOM CUCTEMbI B peXUMe peanbHOro BpemeHu. CkaHnpoBaHwue
BCex $hannoB Npwm NOMbITKE UX COXPaAHEHUSA B NMaMATV MOBUABHOTO YCTPOCTBA.

@unaemp 380HK08 U SMS

OunbTpauns SMS-coobuieHnii n TenedoHHbIX 3BOHKOB MO3BOSIET 610KMPOBaTh
HeXenaTtesibHble COODLEHMS 1 3BOHKW, HaNpUMep, pekaaMHble PacCbiikKK, a Tak>Ke 3BOHKN U
COObLLEHNS C HEN3BECTHLIX HOMEPOB.

AHmMusop

Ob6Hapy>KeHne MecTOMOOXEHUA UM OnepaTUBHas 610KMPOBKa GYHKLNA MOBUABHOTO
YCTPOWCTBa B C/ly4ae ero ytepu Ui Kpaxw.

Cloud Checker

URL-duabTp no3BoaseT orpaauTb Nnoib3oBaTens MOOMIbHOTO YCTPOMCTBA OT HeXenaTeNbHbIX
VHTEpHET-pecypCosB.

PykoBOACTBO aAMMHMCTpaTOpa
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bpaHomayap (Hacmpoliku docmynHel MoJa6Ko Ha MObULHOM ycmpoulcmee)

3awuta MOBUNBHOTO YCTPOWCTBA OT HECAHKLMOHMPOBAHHOTO JOCTyNa U3BHE U
npesoTBpaLLeHNe YTeUKN BaXHbIX AaHHbIX MO ceTW. KOHTPO/Ib MOAKNOUEHNS 1 Nepesayn
[aHHbIX MO UHTEPHETY 1 610KMPOBKa NOAO3PUTENbHBIX COEANHEHWIN HA YPOBHE MaKeToOB U
MPUIOKEHNIA.

Aydumop 6e3onacHocmu (HacmpoUliku docmynHsl MoJibko Ha MobusbHOM ycmpolicmee)

[AvarHocTrka 1 aHanm3 6e30nacHOCTY MOBUIBHOTO YCTPOMCTBA U YCTPAHEHWE BblSBIEHHBIX
npo6iemM v ya3BMMOCTEN.

®unemp npunoxxeHuu

3anpert 3anycka Ha MOBUIBHOM YCTPOWMCTBE TEX MPUIOXKEHWI, KOTOPbIE HE BKIKOYEHbI B
CMWCOK pa3peLleHHbIX aZMUHUCTPATOPOM.

8.5. AHTMBMpYCHaA npoBepka pabounx cTaHLNI

| Monb3oBaTenb paboyel CTaHLMN MOXKET NPOV3BOANTL aHTUBMPYCHOE CKaHMPOBaHWe
: CTaHLMWN CaMOCTOATEIbHO, NCMO/b3ys KOMNOoHeHT CkaHep Dr.Web.

3anyck u ycnewHas pabota CkaHepa BO3MOXHa Jaxe npu HepaboTocnocobHOCTM
AreHTa, B TOM Y1C/€e NPY 3arpy3ke CUCTEMbl B 6E30MacHOM pexmme.

Yepes LieHTp ynpaBneHunsa Bbl MoXKeTe:

° npOCManVIBaTb CNMCOK BCeEX 3anyLleHHbIX B HacToALLlee BpeMA aHTUBUPYCHbIX KOMIMOHEHTOB.

e [NpepbiBaTh 3anyLeHHble aHTUBUPYCHbIE KOMMOHEHTbI MO TUMaM.

° 3aI'IyCKaTb 3ajaHNA Ha aHTUBUPYCHOE CKaHpOBaHWe C HaCTpOIZKOIz napamMeTpoB CKaHMPOBaHUA.

8.5.1. MpepbiBaHne paboTbl 3anyLLEeHHbIX KOMIMOHEHTOB MO TUMNam
ZIE Mpun Mcnonb30BaHWM JaHHON OMNUUK TeKyLLIMe CKaHMPOBaHUA ByayT npepBaHbl, CkaHep
OCTaHOBJIEH, pa60Ta 3anyweHHbIX MOHUTOPOB MPUOCTaHOBJIEHA.

BHumaHwue! 3anyck moHuTopos SplDer Guard, SplDer Mail n SplDer Gate un3 LieHTpa
yrnpaBAeHNs HEBO3MOXEH.

YT106b1 NpepBaTh paboTy BceX KOMMOHEHTOB OMNpeAe/IeHHOro TUNa, 3anyLWeHHbIX Ha
paboumnx cTaHLUAX

1. BblbepwuTe NyHKT AHTUBUPYCHasA ceTb B raBHOM MeHto LieHTpa ynpasieHus, B OTKpbIBLUEMCS
OKHe B Mepapx1MyeckoM Cruncke Bbibepute HEOBXOANMYHO TPYNMNY UM OTAENbHbIE CTaHLMN.

PykoBOACTBO aAMMHMCTpaTOpa

FnaBa 8: YnpaBneHue paboumm cTaHLUAMMU
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2. Ha naHenn WHCTPYMEHTOB KaTajiora aHTI/IBI/IpyCHOIz CeTn HaXXmMuTte ﬁ anaBnel-me

KOMMOHeHTamMmu. B BbiMajakoLlweM crnmcke Bb|6epI/ITe MYyHKT al I'IpepBa'rb 3anyuieHHble
KOMMOHEeHTbI.

3. Ha oTKpbIBLUENCS NaHenn yctaHoBUTe Gaarv HanpoTMB TUMOB KOMMOHEHTOB, KOTOPbIE Bbl XOTUTE
HeMea/IeHHO npepBaThb:

¢ MpepBatb Dr.Web Agent CkaHep, 3anyuweHHbIW MNnaHNPOBLMKOM 3afaHUA — 411
OCTaHOBKM aKTMBHOTO CKaHMpOBaHus npu nomowwm Dr.Web Agent CkaHepa, koTopoe 6bino
3anyLweHo COracHO 3alaHNAM LLeHTPaM30BaHHOMO pacnmncaHms.

e MpepBatb Dr.Web Agent CkaHep, 3anyueHHbIW aAMUHUCTPATOPOM — /11 OCTAaHOBKM
aKTMBHOTO ckaHMpoBaHusa npu nomolm Dr.Web Agent CkaHepa, koTopoe 6bi110 3anyLLeHo
BPYUYHYH agMuUHMCTpaTopoM Yepes LleHTp ynpasaeHus.

¢ MpepBatb CkaHep Dr.Web, 3anyuieHHbIi nonb3oBaTenemMm — A1 OCTaHOBKW aKTVBHOTO
ckaHupoBaHus npu nomoLn CkaHepa Dr.Web, koTopoe 6b110 3anyLeHo nosb3oBaTenemM Ha
CTaHL UK.

¢ MpepBatb SplDer Guard, SplDer Mail, SplDer Gate, O¢pucHbIii KoHTpoab, BpaHgmayap,
Camosawurty n NMpeBeHTUBHYIO 3aLUTY — 15 NPUOCTAaHOBKM PaboTbl COOTBETCTBYHOLLMX
KOMTMOHEHTOB.

[Ans BbIGOpPa BCEX TUMOB NPepbIBaEMbIX KOMMOHEHTOB YCTaHOBMWTE Gsiar HaNPOTMB 3arooBKa
naHenu NMpepbiBaHMe 3anyLeHHbIX KOMNOHEHTOB.

4. Haxmute kHonky MpepBaTb.

8.5.2. 3anyck npoBepku pabouei ctTaHUMN

YT106bI 3anNyCTUTb aHTUBUPYCHYIO NPOBEPKY pabounx ctaHLUA

1. BbibepuTe nyHKT AHTUBUPYCHasA CeTb B I1aBHOM MeHto LleHTpa ynpaBaeHus.
2. B oTKpbIBLIEMCA OKHE B MepapXM4eckoM CrrcKe HaXKMUTe Ha Ha3BaHue CTaHLUW WAW FPYMMbI.

3. Ha naHenun MHCTPYMEHTOB HaXkmuTe Ha I'IyHKTQ CkaHupoBaTb. B oTKpbIBLUEMCA CMCKe Ha
naHeM UHCTPYMEHTOB BblbepUTe OAWH U3 PEXMMOB CKaHUPOBaHUS:

& pr.web Agent CkaHep. bbicTpoe ckaHnpoBaHMe. B faHHOM pexnme cKaHUpyHoTCs
cnepyrowme o6beKTbI:

e onepaTtMBHas NamMsTh,

e 3arpy304Hble CEKTOPbI BCEX AMCKOB,

e 0ObEKTbl aBTO3anycka,

e KOPHEBOW KaTafor 3arpy304HOro AncKa,

e KOpHeBOW KaTtasnor aucka yctaHoBkn OC Windows,
e cucteMHbIt katanor OC Windows,

e ranka Mom JIOKYMEHTHI,

e BpPEMEHHbIN KaTasior CUCTEMDb,

° BpeMeHHbIl\/’I KaTanor noJjib3oBatens.

PykoBOACTBO aAMMHMCTpaTOpa
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B\ pr.web Agent CkaHep. MNonHoe ckaHupoBaHue. B faHHOM pexxunme Npon3BOAUTCA MONHOE
CKaHVMPOBaHMe BCeX XXeCTKNX ANCKOB U CMEHHbIX HOCUTENeW (BKAKOYas 3arpy304Hble CEKTOPbI).

[ Dr.Web Agent CkaHep. BbibopouHoe ckaHMpoBaHue. [JaHHbIN pexXum npesocTaBaseT
BO3MOXHOCTb BblOpaTh Nt06bIe KaTanorn n danibl 48 NOCAeYHOLLEro CKaHMPOBAHWSA, a TakxXe
HaCTPOUTb paclUMpeHHbIE MapaMeTpbl MPOBEPKMU.

4. Tlocne BbIbOpa BapmnaHTa CKaHMPOBaHWNA OTKPOETCA OKHO HacTpoek CkaHepa. Mpwu
HeobX0AMMOCTN M3MEeHUTE NapamMeTpbl CKaHMPOBaHMWA (CM. pasgen Hactporika napamMeTposB

CkaHepa).

5. Haxmute kHonky CkaHMpOBaTb /15 3anycka NpoLecca CKaHMPOBaHWUA Ha BbIBpaHHbIX pabounx
CTaHLMAX.

| CkaHupoBaHue ctaHumy npu nomolym Dr.Web Agent CkaHepa, 3anyLLeHHOro yAaneHHo,
: npoBoanTca B OHOBOM pexkrMe 6e3 oTobpaXkeHns yBeAOMAEHWI A1A NMONb30BaTeNs
cTaHumnn.

8.5.3. Hactpouka napameTpoB CkaHepa

Mpu nomowm LieHTpa ynpaBneHus Bbl MOXKeTe 3afiaTb C/eAyloLmne HaCTPOMKMU
QHTUBUPYCHOW NPOBEpPKM:

e Hactpoiku CkaHepa Dr.Web. [laHHbln CkaHep 3anyckaeTcs Nosib30BaTeNs MU Ha CTaHLUAX U He
AOCTyneH And yAaneHHoro 3amnycka u3 LeHtpa ynpasaeHua. OgHako agMUHUCTPATOP MOXeT
LLeHTPaIM30BaHHO M3MEHWUTb €r0 HAaCTPOMKK, KOTOPbIe B NOCNeACTBMM ByayT nepesaHbl v
COXpaHeHbl Ha CTaHLMAX.

e Hactpowiku Dr.Web Agent CkaHepa. [JaHHbIn CkaHep 3anyckaetcs yaaneHHo u3 LieHTtpa
yNpaB/iEHNA N OCYLLECTBASET MPOBEPKY CTaHL MK aHanornyHo CkaHepy Dr.Web. Hactpoiku
Dr.Web Agent CkaHepa npegacTaBastoT coboi paclumpeHHble HacTporikn CkaHepa Dr.Web un
3a/lat0TCA NMPU 3anycke aHTUBUPYCHOM NPOBEPKUN CTaHLUN.

Hactpowka napamerpoB CkaHepa Dr.Web
1. BbibepuTe nyHKT AHTUBUPYCHaA ceTb B IaBHOM MeHo LleHTpa ynpasaeHms.

2. B OTKPbIBLUEMCA OKHE B MEPAPXNYECKOM CMNCKE HaXXMUTE Ha Ha3BaHWe CTaHUWW UAW TpyNnbl.

3. B oTKpbIBLUEMCA yNpaBsstoLLemM MeHo B pa3gene KoHdurypauma soibepute B nogpasgene
HY>XHOM BaM OnepaLmoHHOM cucteMbl NyHKT CkaHep. OTkpoetca okHO HacTpoek CkaHepa.

4. 3apante HeobxoAMMble NapaMeTpbl ckaHMpoBaHusa. OnvcaHre napametpos CkaHepa Dr.Web
npvBeseHsl B PykoBoACTBe NoJib30BaTeNs /15 COOTBETCTBYHOLLEN ONepaLMOHHON CUCTEMBI.

5. Haxwmwute kHonky CoxpaHuTtb. Hactpolikn ByayT coxpaHeHbl B LieHTpe ynpaBaeHus n nepesaHsi
Ha COOTBETCTBYHOLLME CTaHLUM.

PykoBOACTBO aAMMHMCTpaTOpa
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Hactpoiika napametrpoB Dr.Web Agent CkaHepa

Mapametpbl Dr.Web Agent CkaHepa 3azatoTcs npu 3amnycke NpoBepkn paboumx CTaHLWiA Kak
onucaHo B M. 3anyck NpoBepku paboyen CTaHLUK.

Cnuncok pa3genoB Hactpoek CkaHepa, KoTopble 6yAyT AOCTYMNHbI (+) UM He AOCTYMNHbI (), 3aBUCUT
OT BapwmaHTa 3anycka CKaHMPOBaHWA CTaHLWA U NPUBEZEH B Tabavue HUXe.

Ta6bauua 8-2. CNucok pasaenoB HaCTPOEK CKaHepa B 3aBUCMMOCTM OT BapuaHTa 3anycka
BapuaHT 3anycka ckaHWpoBaHUsA Paspenbl HacTpoek

O6wume OeiictBua OrpaHnueH WcknroueH

ma ma
Eh pr.web Agent CkaHep. Bbi6bopouHoe + + + +
CKaHUpoOBaHue
& pr.web Agent CkaHep. bbicTpoe - + + -
CKaHUpoBaHue
B\ pr.web Agent CkaHep. MNonHoe - + + -
CKaHUpoOBaHue

B 3aBMCMMOCTM OT ONepaLMOHHOW CUCTEMBI CTaHLMK, HAa KOTOPO 3anyckaeTcs yAanieHHoe
CKaHVMpOBaHWe, byaeT AOCTyMHa TO/IbKO Ta YacTb HacTpoek CkaHepa, KoTopas NoAAep>KMBaeTCs
CUCTEMOW CTaHLMW.

8.5.3.1. O6bwume

@ HacTtpoiiku, koTopble He MOAAEP>KMBAOTCA NMPU NPOBEpPKe CTaHLMIA, paboTaroLLmx nog,
. OC cewmetictBa UNIX 1 macOS, 3akitoueHbl B kBagpaTHble ckobku [ 1.

Hactpolikun, KoTopble He MOAAEPXKMBAOTCA MPU MPOBEPKE CTaHLMIA, paboTatoLmx nos
OC Android, 3akntoueHbl B kKpyriable ckobku ().

B pasgene O6wme Bbl MOXeETE 3a4aTb CIeAYHOLWME HACTPOWKM aHTUBUPYCHOW MPOBEPKM:

e B BbiMajgakoLlWweM crnmcke BbI6epI/ITe OAWH N3 PEXXMMOB NPOBEPKN:

o MpoBepka Bcex ANCKOB — NMPOBECTU aHTUBUPYCHYHO MPOBEPKY Ha BCEX AOCTYMHbIX
NOKaNbHbIX AMCKaX.
Mpw 3TOM CTaHyT AOCTYMNHbI AOMOAHNTENbHbIE HACTPOKM:

» YcraHoBuTe dnar MpoBepATb 3arpy3ouHble ceKTopbl, YTOObl CkaHep OCyLLecTBAAN
NpPOBepPKY 3arpy304Hbix CEKTOPOB. MpOBepArOTCA Kak 3arpy304UHble CEKTOPbI OrMYECcKX
AVCKOB, TaK M raBHble 3arpy304Hble CEKTOPbI GU3NYECKMX ANCKOB.

PykoBOACTBO aAMMHMCTpaTOpa
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» YcraHoBuTe dnar [[poBepATb aBTOMaTUUECKM 3anycKaeMble NporpamMmmbi], UTo6bI
NpoBepPATb MPOrpaMmbl, aBTOMaTUYECKM 3anyckaeMble Npu cTapTe onepaLMoHHOM
CUCTEMBI.

» YctaHoBuTe ¢nar [(MpoBepaTb 3arpy>kaemMblie NporpamMmbl U MOAYAMN)], UTOObI
NpOBepPATb MPOLLECChI, 3anyLLeHHble B ONepaTMBHON NaMATH.

» YcraHoBuTe dnar [(MpoBepaTb Ha HanAMuMe PYTKUTOB)], UTOObI BKAHOUNTL CKaHUPOBaHWe
Ha Ha/Mune BPeLOHOCHbIX MPOrpamMm, CKpbIBaKOLLMX CBOE MPUCYTCTBME B CUCTEME.

= YcraHoBuTe dnar MpoBepATb cTaL,MOHapPHbIe AUCKU 415 NPOBEPKM CTaLMOHAPHbIX
SKECTKMX ANCKOB (BUHYECTEP U T. M.).

» YctaHoBuTe dniar MpoBepATb 06bEKTbI HA CbeMHbIX HOCUTENAX /15 MPOBEPKM BCEX
CMEHHbIX HocuTener MHGoOpPMaL MK, Taknx Kak HaKOMWUTENM Ha MarHWUTHbIX AMCKax (4UCKeTbI),
CD/DVD-aucky, flash-Hakonutenan n T. 4.

o MpoBepka yka3aHHbIX NyTeil — NPOBECTV aHTUBUPYCHYHO MPOBEPKY TO/IbKO MO yKa3aHHbIM
nyTaM.
B nosie MyTu, Bbi6paHHble ANA CKAHUPOBaHUA 3ajaliTe CMMCOK NPOBepseMbIX NyTen (cnocob
X 3alaHNA OMUCBbIBAETCH HUXKE).

= [1ns TOro 4ytobbl 406aBUTL HOBYHO CTPOKY B CMNCOK, HAXXMUTE KHOMKY B
OTKPbIBLUYHOCA CTPOKY BBEAUTE Tpebyembli MyTb.

= [Ins TOro 4toObl YAaAUTb SNEMEHT M3 CNINCKA, HAXKMUTE KHOTKY E HanpoTWB
COOTBETCTBYHOLLLENA CTPOKW.

YctaHoBuTe dpnar Mcnonb3oBaTb 3BPUCTUUECKUIA aHaNMU3, YTO6bl CkaHep OCyLLLeCTBASI NOUCK
HEN3BECTHbIX BUPYCOB NPW NOMOLLM 3BPUCTUYECKOTO aHaimn3aTopa. B gaHHOM pexuvme
BO3MOXHbI IOXHbIe cpabaTbiBaHusA CkaHepa.

YcraHoBUTE cbnar CIIEAOBaTb CUMBOJINYECKUM CCbIJIKaM, UTOObI cnefoBaTtb CUMBOINMYECKUM
CCblIKaM MpPW CKaHMPOBaHUN.

YcraHoBuTe daar [(MpepbiBaTh NpoBepKy NMpu Nepexoae Ha NUTaHMWe OT akKymyaaTopa)],
4YTO6bI NPEpbIBaTb aHTMBUPYCHYHO MPOBEPKY MpW Nepexoje KOMMbioTepa NoJib3oBaTensa Ha
nuUTaHne OT akKyMynaTopa.

YctaHoBuTe dnar [OTK/IIOUUTbL CeTb NPU CKAHMPOBAHUU], UTOObI OTKNHOUUTL KOMMbIOTEP OT
JIOKaNbHOM CETU U MHTEPHEeTa Ha BpeMs CKaHUPOBaHUs.

YctaHoBwuTe ¢pnar ApxmBbl, UTOObI UCKaTb BUPYCbl B paiinax, yrnakoBaHHbIX B GaliioBble apXMBbI.
YctaHoBuTe dnar (MouTtoBble ¢annbl), YTOObI NPOBEPATL MOYTOBbIE ALLMUKN.

YcraHoBute ¢nar [(MHcTannALMOHHBbIE NaKeTbl)], UTOObl NPOBEPATL NakeTbl A/ YCTaHOBKM
nporpamMmm.

Bbinagatowmin cnucok [(MpuoputeT ckaHupoBaHuA)] onpeaensietT NpuopuTeT Npouecca
NPOBEPKMN OTHOCUTENBHO MUMEIOLLMXCA BbIUUCINTEbHBIX PECYPCOB OMNEepPaLMOHHON CUCTEMDI.

YctaHoBuTe dnar [(YpoBeHb 3arpy3km pecypcoB KoMmnbiotepa)], utobbl orpaHnymBaTh
MCMO/Ib30BaHNe PecypCcoB KOMMbIOTEPA NPY NPOBEPKE, U BbibepUTe 13 BbiNagatoLLLero crnmcka
MaKkCMManbHO AOMYCTUMYHO 3arpy3ky pecypcos CkaHepom. [Mpu oTcyTCTBUM Apyrux 3azay
pecypcbl KomnbloTepa ByAyT MCMO/Ib30BaTbCA MaKCUMaabHO.

PykoBOACTBO aAMMHMCTpaTOpa
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Onuus YpoBeHb 3arpy3ku pecypcoB KOMMbIOTEPaA He OKa3biBaeT BAUSHUS Ha
: bakTnyeckyro BeNMUMHY 3arpy3ku pecypcoB npu 3anycke ckaHMpPoBaHUA Ha
OZHOMPOLLECCOPHOW CUCTEME C OAHUM SAPOM.

¢ B none [(KonnuectBo ncnonbsyembix aaep)] 3asante MakCMManbHOE KONNYECTBO AAep
npoLeccopa, Ucnosab3yemMbix ckaHepoM. [lonyckaroTca Lenble 3HadeHnsa ot 0 4o 32. 3HaueHve 0
npeanucbiBaeT NCMO/Ib30BaTh BCe AOCTYMHbIE AApa.

Mpw HacTpolike rpynnbl CTaHLMI creayeT 06paTUTb BHUMaHME Ha TO, UTO ANA JaHHOMO napameTpa
3afaeTcA abcoNOTHOE 3HaUeHWe, a He MPOLLEHTHOE COOTHOLLEHWe OT O6LLEro KoM4ecTBa
A[OCTYNHbIX sgep. [To3TOMy 3asaHne OAHOTO M TOrO XKe 3HAaYEHUA MOXKET NPUBECTU K Pa3IMUYHOM
OTHOCUTENbHOM 3arpy3Ke CTaHLMIM C Pa3HbIM KOIMYECTBOM MPOLLECCOPHBIX AAep.

e Bbinagarowwumii cnucok ([leiicTBUA Nocne CKaHMPOBAHUA) ONpezenseT aBTomMmaTMyeckoe
BbIMOJIHEHWE 3alaHHOTO AeNCTBMS Cpasy Noc/ie OKOHYaHWs npoLiecca NpoBepKu:

o

HUYero He aesiatb — NOUie 3aBEPLUEHNA NPOBEPKN HE NPpeANPUHUMATb HUKAKKX Ael\/'ICTBI/II\/JI C
KOMMNbHKOTEPOM MONb30BATENA.

[BbIKNHOUUTB CTaHLMIO] — MOC/Ie 3aBEPLLUEHNS MTPOBEPKM BbIKIHOUNTL KOMMbIOTEP
nosnb3osatens. [epey BbikAtOUeHEM KOMMbloTepa CkaHep NPUMEHWT 3aaHHble AeNCTBUS K
06Hapy>KeHHbIM Yrpo3am.

[mepe3sarpy3sutb cTaHLMIO] — MOC/Ie 3aBepLUEHNS MPOBEPKM Nepesarpy3nTb KOMMbIOTEP
nonb3oBatens. MNepes nepesarpy3kon kKoMnbroTepa CkaHep NPYMEHUT 3aJaHHble AeNCTBUA K
0BHapy>KEHHbIM yrpo3am.

[mepeBecTy cTaHLMIO B XXAYLUIA peXxxum].

nepeBecTU CTaHLMIO B CRIALLMIA PEXUM.

8.5.3.2. UcknroueHusn

B pa3zene UcknroueHuns 3aaeTcs CNMCOK KaTanoros v Gainaos, UCKAOYAEMbIX U3 aHTUBUPYCHON
NPOBEPKMW.

YT10o6bI OTPEgaKTMpPOBaTb CMNCOK UCKIFOUaeMbIX NyTeu u ¢paiinos

1. BBeaute nyTb kK Tpebyemomy dainy nam katanory B cTpoky Ucknrouaembie nyt n panbl.

2. [lna Toro uto6bl 406aBUTH HOBYHO CTPOKY B CMMCOK, HaXKMUTE KHOMNKY B 11 B OTKPbIBLUYHOCA
CTPOKY BBeAuTe Tpebyemblin MyTb.

3. [nsa TOro ytoObl YAaNWUTb 1EMEHT U3 CNUCKa, HaXMUTE KHOMKY E HanpPOTUB COOTBETCTBYIOLLEN
CTPOKMW.

CnuncokK UckrUvaemMbliX 06 beKTOB MOXKeT cojepiKaTb 3/ieMeHTbl c/ieAyrolunx Bua0B:

1. MpaAmoin nyTb B ABHOM BUAE A0 UCKIHOYaeMOro obbekTa. MNpn 3Tom:

e CuMmBOA \ MAN / — WCKAtOYEHME U3 NPOBEPKN BCErTro gNCKa, HA KOTOPOM HaxoAuTCA KaTasor

ycraHoBku OC,

PykoBOACTBO aAMMHMCTpaTOpa
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o nyTb, 3aKaH‘-II/IBaI-OLLI,I/II\/'ICF| CMMBOJIOM \—AaHHbIIz KaTasior NCKIF0YaeTCa 13 NMPOBEPKMY,

e [lyTb, He 3aKaHUMBaIOLLMIACA CUMBOJIOM \ — NtO6OI NoZKaTanor, NyTb K KOTOPOMY HauMHaeTCs
Ha yKa3aHHY CTPOKY, UCKIHOYAETCs 13 NPOBEPKM.

Mpumep ana OC Windows: C: \Windows — He npoBepATb Ganabl katanora C: \Windows u
BCe ero nojkaraoru.

Mpumep ana OC cemeiictBa Unix: /etc — He npoBepATb dannbl KaTanora /etc 1 BCe ero
nogKatanoru.

2. Mackun 06bekToB, UCK/IOYAEMbIX U3 MPOBepPKU. s 3agaHns MacoK AOMYCKaeTCs UCMoJb30BaHMe
3HaKOB ? U *.

Mpumep ana OC Windows: C: \Windows\*\*.d11l — He npoBepATb BCe Pai/ibl C
pacwmpeHmem d11, pacnoioXeHHble BO BCeX MoAKaTanorax katanora C: \Windows.

Mpumep ana OC cemeiictBa Unix: /etc/*/* . pub — He NpoBepATb BCe Ppaiibl C
paclwmpeHnemM pub, PacrnooXXeHHble BO BCEX MOAKaTanorax katanora /etc.

3. 3agaHHble B OnepaLMoHHON c1UCTeME NepeMeHHbIe OKPYXKEHWUS B COCTaBe MyTW A0 O6BbEKTOB,
NCKIFOYAEMbIX U3 MPOBEPKW.

Mpumep ana OC Windows: SWINDIRS\SysWOW64\ — He NpoBepATb Gaiibl B nogkatanore
SysWOW64 katanora C: \Windows.

Mpumep ana OC cemeiictBa Unix: /home/* /network — He NpoBepATb dainnbl B
rnoakaTtanore network kartasora /home.

4. PerynspHoe BblpaxeHue. [yTn MOryT 3asaBaTtbCa pPeryaapHbIMn BblpaxeHUaMU. Takxke nH0601

dalin, NosHOe MMs KOTOPOTO (C NyTeM) COOTBETCTBYET PEry/IAPHOMY BbIPaXKeHUIO, CKIHOYaeTcs
3 NPOBEPKM.

@ MNepeg 3anyckom npouecca CkaHMPOBaHUA Ha BMPYCbl O3HAKOMbTECh C

: peKkoMeHaLUMAMM MO NCMOb30BaHMIO aHTUBUPYCHbIX MPOrpamMM A1 KOMMbHOTEPOB
noa ynpasseHunem OC Wmdows Cratba ¢ Heo6xo,a,|/||v|ov| MHq)opmau,meM HaXO,CI,I/ITCFI no
ajpecy https:
for-enterprise- computers that-are-running-currently-supported-versions-of-windows-
c067a732-f24a-9079-d240-3733e39b40bc. MaTepunan gaHHOW CTaTbM NPU3BAH MOMOYb
ONMTUMMU3NPOBATb MPON3BOANTENBHOCTb CUCTEMBI.

CWHTaKCWC peryaspHbIX BblpaXkeHW, CMOb3yeMbIX AN 3anMCK UCKAFOYAEMbIX MyTeR, Cesy oL nii:

gr { BelpaxeHue } paarmu

Haunbonee uacto B kauectBa daara MCNOJb3YETC CUMBOJ 1, AaHHbIN $aar 03HavaeT "He NPUHUMaTb
BO BHMMaHWe pasanumne perncrtpa byks".

Mpumepbl 3anucu nckarouaeMbix nyTei u ¢paiizIoB NPU NOMOLUY PeryaAapHbIX BblpaXkeHui

PerynﬂpHoe BblpaXxeHune 3HaueHue

gr{\\pagefile\.sys$}i He npoBepATb dannbl nogkaukn OC Windows

PykoBOACTBO aAMMHMCTpaTOpa
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Perynﬂ pHOe Bblipa>keHune

gr{\\notepad\.exe$}i
gr{~C:}1i

gr{”. :\\WINNT\\}i

gr{ ("C:) | (*. :\\WINNT\\) }1

gr{~C:\\dirli\\dir2\
\file\.ext$}1i

gr{"C:\\dirl\\dir2\\ (.+\\)?
file\.ext$}1

gr{~C:\\dirl\\dir2\\}1i

gr{dir\\ ["\\]+}1

gr{dir\\}i
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3HaueHue

He NpoBepsATb dainbl notepad.exe

He NpoBepsATb BOOOLLE HNYErO Ha aucke C

He NPoBepPsATb HAYEro B Katanorax WINNT Ha BCeX AMCKax
obbeanHeHMe ABYX NpeaplayLLnx cayvaes

He npoBepsaTb ¢ann c:\dirl\dir2\file.ext

He npoBepsTb ¢pan file.ext, €CAN OH B KaTajore c:
\dirl\dir2 n ero noakarasorax

He npoBepsTb Katasor c:\dirl\dir2 u ero nogkatanoru

He npoBepATb NojKatanor dir, HaXO,EI,HLU,VIVICﬂ B t060OM
KaTanore, HO NPOBEPATb NOAKaTaNorn

He NpoBepsATb Nogkatanor dir, HaxoAALWMNCA B OOOM
KaTajore, 1 ero nogkatanoru

Vcnonb3oBaHWe perynspHbiX BblpaXkeHW KpaTKo onvcaHo B okymeHTe MpunodkeHus, B paszene
MpunoxxeHwve K. Vicnoab3oBaHMe peryaapHbix BbipaxeHut B Dr.Web Enterprise Security Suite.

B noapasaene MpoBepatb cogepXkumoe cneayrowmnx ¢aisioB Bbl MOXKETE OTKIOUUTL NMPOBEPKY
COCTaBHbIX 06BbEKTOB. [l1s 3TOro CHUMUTE cneayrolume daaru:

e ®nar ApxuBbl npeanucbiBaeT CkaHepy MckaTb BUPYCbl B darnax, ynakoBaHHbIX B danioBble

aApPXuBbI.

e Onar MouTtoBble ¢aiinbl NpeAnnCbIBAET MPOBEPATb MOUTOBbIE ALLMKMW.

o ®Onar MHCTaIIIIﬂLI,MOHHbIe nakeTbl NpeanncobiBaeT CKaHepy NPOBEPATb NMaKeTbl A/ YCTAHOBKN

nporpamm.

8.5.3.3. flencrBua

@ HacTtpolikun, koTopble He NOAAEP>KMBAtOTCA NPWU NPOBEpPKe CTaHLWM, paboTatoLLmx nog,
. OC cemerictBa UNIX 1 macOS, 3akntoueHbl B kBagpaTHble ckobku [ 1.

B pasgene AencrBua 3agaetca peakumsa CkaHepa Ha 0BHapy>KeHWe 3apaXKeHHbIX Uan
noA03puTeNbHbIX GanioB, BPeAOHOCHbIX MPOrpamMM, a Takke MHOULMPOBAHHBIX apXMBOB.

| Dr.Web Agent CkaHep aBTOMaTU4eckn NMpUMeHseT AeNCcTBUSA, 3ajaHHble Ans
. 06Hapy>KeHHbIX BPEJOHOCHbIX OOBEKTOB.
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MpeaycMmoTpeHbl cneaytowme aeiAcTBAA Haj 06Hapy>XeHHbIMU Yrpo3amu:

¢ Jleuntb — BOCCTaHOBUTb COCTOSHNE MHOULIMPOBAHHOTO 06beKTa A0 3apaxeHus. Ecam obbekT
HeW3eYMM UM NOMbITKa NeYeHns He Obiia ycrnewHon, byaeT NPUMEHEHO AENCTBME, 3aaHHOe ANs

Heun3eunMbIX O6beKTOB.

[JlaHHOe AeiCTBME BO3MOXHO TOIbKO A1 06EKTOB, 3apaXKeHHbIX M3BECTHbIM N3/1eYNMbIM
BMPYCOM, 3@ UCK/IFOUYEHMEM TPOAHCKUX MPOTPaMM W 3apakeHHbiX GpaiioB BHYTPU COCTaBHbIX
061beKTOB (apx1BOB, GanNoB 3NEKTPOHHOW MOYTbI UK GaNOBbIX KOHTEMHEPOB).

YAaIIﬂTb — YAa/nTb 3apa>XeHHble 06beKTbI.

MepemelnaTtb B KapaHTUH — NePeEMeCTUTb 3apaXkeHHble 06bekTbl B kKaTasor KapaHTuHa Ha

CTaHLUW.

Coobwartb — oTnNpaBuTb B LleHTp ynpaBaeHns yBegomMaeHne o6 obHapyxeHnn Bupyca (o

HacTpoWKe pexxrma OMnoBeLLeHMI CM. B N. HacTpoika 0noBeLLeHWNIA).

UrHopupoBaTb — nNponyctnutb 06beKkT 6e3 BbIMOJNHEHWS KaKUX-AMB0 AENCTBUI, B TOM YMCIE He

npucblsiatb OnoBeweHNA B CTaTUCTUKE CKaHNPOBaHWA.

Ta6aunua 8-3. fleiictBua CkaHepa Hag 06Hapy>KeHHbIMU BPEeAOHOCHbIMM 06bekTaMu

O6beKT

VIHbuumpoBaHHbIe
Moso3putencHble
Heunsneunwmbie

MHCTannAunNOHHbIE
MnakeTbl

ApxuBbl

MouToBble dabl
3arpy3ou4Hble CeKTopbl
PeknamHble nporpamMmsl
[Mporpammbl fO3BOHA
Mporpammbl-LyTKM
[ToTeHUManbHO onacHble

Mporpammel B310Ma

JleunTtb

+/*

Ypanatb

AeiicTBue
Mepemewar
b B
KapaHTUH
+

+/*

+/*

+/*

+/*

+/*

+/*

+/*

+/*

Coobwarts WrHopupos
EY
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YcnoBHble 0603HaueHuns
+ JeVCTBUE pa3peLleHo /s JaHHOrO TUMOB OOBbEKTOB

+/* JeNCTBME YCTAHOB/IEHO Kak peakLms MO YMONUYaHWIO As JAHHOTO TUMOB
06BbEKTOB

UYrto6bI 3agaTh AeiAcTBUA Hag 06Hapy>KeHHbIMU Yyrpo3amMu, UCNO/Ib3YUTe caeaytolime
HaCTPOMKM:

e Bbinagarowmii cnncok UHpuumpoBaHHble 3asaeT peakuuto CkaHepa Ha obHapykeHue dalina,
3apaXKeHHOTO M3BECTHbIM BUPYCOM.

e Boinagatowwmin cnvcok Mopgo3spurenbHble 3asaeT peakuunto CkaHepa Ha 0bHapy>keHue daiina,
NPEeANONOXUTENBHO 3apaXkeHHOTO BUPYCOM (cpabaTbiBaHWE 3BPUCTUYECKOTO aHan3aTopa).

ii Mpwn ckaHMpoBaHUK, BKAtOYatoLwem KaTtanor yctaHoBkn OC, pekomeHayeTcs BblbpaTtb
4NA nofo3puTensHbIx dannos peakumo MHpopmmpoBath.

e Bbinazarowumii cnucok Hemsneummble 3agaet peakumo CkaHepa Ha 06HapyeHve daina,
3apa>keHHOTO N3BECTHbIM HEV3NEeUMbIM BUPYCOM, @ TakxKe KOraa NpeAnpuHATas nonbiTka
M3NeyeHns He NpMHecaa ycnexa.

e Boinagarowuii cnncok UHpuUumMpoBaHHbIe MHCTAaNNALMOHHBIE NMaKeTbl 33aeT peakL o
CkaHepa Ha 06Hapy>XeHWe 3apaxXeHHOro UK NoA03pPUTENbHOTO dalina B COCTaBe NakeToB A
YCTaHOBKM MpOrpamm.

e Boinagatowwmin cnvcok UHgpuumupoBaHHble apxumBbl 33saeT peakumnto CkaHepa Ha 06Hapy>keHme
3apaXKeHHOTo UM NoAo3puTenbHOro daina B coctaBe GanoBoro apxvea.

e Boimagarowmii cnnucok UHpuumpoBaHHble noutoBble Ppaiinbl 3a4aeT peakumnto CkaHepa Ha
0bHapy>KeHVe 3apaXKeHHOTo WK NOAO03PUTENLHOTO Gaina B popmaTte 3NeKTPOHHON NOYTbI.

@ Mpu 0b6Hapy>XeHWM BUPYCOB UAN NMOAO3PUTENLHOMO KOZa BHYTPU COCTaBHbIX OOBbEKTOB

: (apxnBoB, $hannoB 3NEKTPOHHOM MOYTbl NAN GakNOBbIX KOHTEMHEPOB) AEUCTBUA MO
OTHOLLEHUHIO K YrpO3aM BHYTPU TakMX OOBEKTOB BbIMONHAIOTCA HaJ BCEM OOBLEKTOM, a He
TOJIbKO Haj, 3apa>keHHOW ero YacTbto. 1o yMoYaHMIO BO BCEX 3TUX Caydasx
npeaycMoTpeHo MHGOPMUpPOBaHMe.

e Bbinagatolwmin cnvcok MH¢puumnpoBaHHbIe 3arpy3ouHble ceKTopbl 3ajaeT peakuuto CkaHepa Ha
0bHapy>KeHWe BMPYCOB WM NOAO3PUTENBHOTO KOAa B 061acTV 3arpy304HbIX CEKTOPOB.

e Cneaytolyme BbiNajaroLLme Cnncky 3agatoT peakunro CkaHepa Ha oBHapy>keHve
COOTBETCTBYIOLLEro HexenatenbHoro 0:

o PeknamHble nporpaMmmbi;
o Mporpammbl f03BOHA;
o [porpaMmmbl-LIYTKW;

g I'Io1'e|-|u,v|anb|-|o onacHble,
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o [porpammbl B3sioMa.

Mpwv 3agaHun gericteus UrHopmupoBaTb He HyaeT NPon3BeAeHO HUKAKUX AeNCTBUIA: B
LleHTp ynpaBaeHus He ByseT OTNPaBAEHO YBEAOMEHWNE, KAaK B C/lyYae BKAHOUEHHOW
onuun UndpopmupoBatb npu obHapyxeHnn BUpyca.

YctaHoBuTe dnar [MepesarpyxaTb KOMMbIOTEP aBTOMaTUUECKU] /15 aBTOMAaTUYECKOWN
nepesarpy3kun KOMrbloTepa NoJsib30BaTeNs Nocie OKOHYaHUA CKaHMPOBaHWUA, eC/In B npoLiecce
NpoBepKM bblan 06HapY>KeHbl MHPULMPOBaHHbIE O6BEKTbI, A/ 3aBEPLUEHMS IeYEHNA KOTOPbIX
TpebyeTcs nepesarpyska onepaLMoHHON cuctembl. Ecam dnar cHAT, nepesarpyska KoMmbloTepa
nonb3oBaTens He ByeT OCyLLeCcTBAATLCA. B cTaTUCTUKe CKaHMPOBaHWA CTaHLLMKW, NOJlyYaeMoW
LleHTpom ynpaBneHus, 6yaet coobLeHO 0 HeOBXOAMMOCTN Nepe3arpy3kn CTaHLUK ANs
3aBepLueHus neyenus. IHbopmaLms o coctosHuK, Tpebyrolllem nepesarpysKy, oTobpaxaercs B
Tabanue Cocrosnums. MNpu HEOBXOAUMOCTM aAMUHMCTPATOP MOXKET Nepe3arpy3mnTb CTaHLMIO 13
LieHTpa ynpaBneHus (cM. pasgen AHTUBUPYCHas CETb).

YcraHoBuTe dnar MokasbiBaTb X044 NPoOBepKM, UTOObI 0OTOHBpaxaTb B LieHTpe ynpaBieHuns
NHAMKATOP N CTPOKY COCTOAHMA MpoLecca CKaHMPOBaHWA CTaHLUW.

8.5.3.4. OrpaHuueHus

@ HacTtpoiiku, koTopble He MOAAEP>KMBAOTCA NMPU MPOBEpPKe CTaHLMIA, paboTaroLmx nog,
. OC cemerictBa UNIX 1 macOS, 3akitoueHbl B kBagpaTHble ckobku [ 1.

B pasgene OrpaHMuYeHUs JOCTYMHbI CeAyHOLLME HAaCTPOMKM aHTUBMPYCHOM NPOBEPKU:

¢ MakcMmanbHoe Bpemsi CKaHUpoBaHUA (MC) — MakCMMasbHOe BPeMs NPOBEPKN OLHOTO
obbekTa B MuaancekyHaax. 1o ncreyeHun ykasaHHoro BpeMeHun nposepka obbekTa byaet
npekpalleHa.

¢ MakcuManbHbI YPOBEHb BJOXKEHHOCTU B apXMUB — MaKCMMaslbHOE KOJIMYECTBO BIOXKEHHbIX
apxuBoB. Ecn ypoBeHb BNIOXXEHHOCTU B apXvB MPEBbILIAET 3aJ,aHHOe OrpaHNYeHne, NMpoBepka
ByAeT NPOM3BOANTLCA TOIbKO A0 YKa3aHHOTO YPOBHS BAOXKEHHOCTU.

¢ [MakcumanbHbii pasmep apxuBa (KB)] — mMakcvMManbHbI pazMep NpPOBEPSEMOro apxvBa B
knunobantax. Ecam pasmep apxmBa NpeBbILLAET 3a4aHHOE OrpaHNUYeHre, pacnakoBka U NpoBepKa
Npoun3BOAUTLCA He ByaerT.

¢ MakcumanbHbIi KO3 PULMEHT CKaTUA apxmBa — eciv CkaHep onpeaenser, uto
KO3PPULIMEHT CKaTUA apXmMBa MpeBbILLAET 3aaHHOE OrpaHNYeHre, pacnakoBka 1 NpoBepka
Npon3BOAMUTLCA He ByaerT.

¢ [MakcumanbHbIW pasmep pacnakoBaHHoro o6bekra (Kb)] — makcumanbHbiv pa3mep daina
npw pacnakoBke B kunobantax. Ecim CkaHep onpeaensert, 4yto nocsie pacnakoBku pasmep ¢annos
apxvBa NpesbllIaeT 33JaHHOe OrpaHuyeHne, pacnakoBka v NpoBepka NPOn3BoANTLCA He ByaerT.

¢ [Mopor npoBepkun ypoBHA cxatusa (KbB)] — MyHMManbHbIM pa3mep daina B kmnobartax
BHYTPUW apXvBa, HauMHas C KOTOPOro byAeT NMPOM3BOAMTLCA NPOoBepKa KOG ULMEHTa CKaTUS.
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8.6. MpocmoTp cTaTMCTUKKM No pabouen ctaHUUM

Mpw NoMoLLW yNpaBAstOLLErO MeHIO pa3zena AHTUBUPYCHasA CeTb Bbl MOXETE MPOCMaTpUBaTh
CNefyroLLy o UHPOPMaLMIO:

o CTaTncivka — AaHHble MO CTaTUCTNKe pa6OTbI AHTMBUPYCHbIX CPeACTB Ha CTaHLU UK, MO COCTOAHUIO
pa6oq|/|x CTaHLI,I/II\/'I N aHTUBUPYCHbIX CPEACTB, A4 NMPOCMOTPa U COXPaHeHUA OTUETOB, COAEeP>KaLlnX
BCe CBOJAHble CTaTUCTn4veckKne gaHHble AN BbI6OpOLIHbIe CBOAKWM NO 3aZlaHHbIM TUMaM Ta6IIVILI,.

e [paduky — rpadukn ¢ nHGopMaLment 0 3apaxeHusnx, OBHapPY>KEHHbIX Ha CTaHLMAX.

e KapaHTvH — yAaneHHbIn fOCTyn K coaep>Xumomy KapaHTvHa Ha pabouelt ctaHumu.
8.6.1. Cratucruka

@ Takxe Bbl MOXeTe HaCTPOUTb aBTOMaTUYeCcKoe CO3JaHne CTaTMCTUYeCcKoro oT4eTa,

: BK/IFOUAIOLLErO HY>KHbIA BaM Habop cTaTUCcTUYeckunx Tabaumu,. [laHHbIA OTYeT B
BbIOpaHHOM popMaTe MOXET He TONbKO coxpaHATbcst Ha Cepepe Dr.Web, Ho n
OTMNPaBAATLCA Ha EKTPOHHYIO NMOUTY.

[nsa 3toro HacTpoliTe 3agaHne Co3paaHue CTaTUCTUUECKOro OTUeTa B pacnucaHum
Cepsepa Dr.Web.

YT106b1 NpOCMOTpETb TabAMLLbI

1. Bb|6ep|/1Te NYHKT AHTMBI/IpyCHaH CeTb B MaBHOM MEHKO LI,eHTpa ynpaBaeHuA, B OTKPbIBLUEMCA
OKHE B MepapXnyeckoM Cnmcke HaxXMnTe Ha Ha3BaHue CTaHUMW AU Tpynnbl.

2. B OTKpbIBLWEMCA ynpasadaroLemM MEHHO Bbl6epI/1Te Hy>KHbIIz NYHKT 13 nojpasaena Cratucrtumka.

Pazzen MeHro CTaTUCTUKA COLEPXKUT CeAy oL ne MyHKTbI:

Yrpo3bl — a5 npocMoTpa MHPopmaLmm 06 oBHapyKeHHbIX yrpo3ax 6e30nacHoOCTH
3alMLL@eMblX CTAHLMIA: MepeYeHb 3apaXXeHHbIX 06BHEKTOB, PACMOIOXKEHNE MO CTaHLUAM,
Ha3BaHWA yrpo3, AeNCTBUA aHTUBMPYCa U T. M.

e OWKNBKM — A8 NPOCMOTPaA CNMCKa OWMBOK CKaHMPOBaHWA Ha BblbpaHHOW pabouein cTaHLmM 3a
onpeaeneHHbIN Neproa,

e CBOJHbIE AAHHbIE — ANA MPOCMOTpPa M COXPaHeHNA OTYETOB, CcogepXalnx BCe CBO4HbIE
CTaTUCTn4yeckmne AaHHble NN BbI60pO‘-IHbIe CBOAKWM NO 3aaHHbIM TUMaM Ta6J'II/1LI,. He
0To6pa>|<aeTc;| B MEHHKO, €C/IM CKPbITbl BCE€ OCTaJibHbl€ MYHKTbl MEHHO B pa3aene Cratucrtuka.

e CTaTUCTVKA CKaHWPOBAHWUs — AN NOJyUYeHUs CTaTUCTUKN O paboTe aHTUBUPYCHbIX CPEACTB Ha
CTaHU M.

¢ 3anyck/3aBepLieHune — A/ NPOCMOTPa CrMcKa KOMMOHEHTOB, 3amnyCcKaBLUMXCS Ha pabouel
CTaHu M.

e CraTucTuKa yrpo3s — A1 NPOCMOTpa CBeAeHNn 06 06Hapy>KeHUn yrpo3 6e30nacHoCTM
3aLUMLLLaeMblX CTaHLMIA, CrpynnMPOBaHHbIX MO TUMaM Yrpo3 1 Mo KOAUYECTBY YrpO3 Ha CTaHLMAX.
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CocrosiHMe — ANA NPOCMOTPA CBEAEHMIN O HEOObIYHOM COCTOSIHUM Paboumx CTaHL WA, BO3MOXKHO
TpebytoLem BMeLIATENbCTBA.

3apgaHna — A0 NPOCMOTPA CNMCKa 3aZaHni, Ha3HaueHHbIX AN paboueit CTaHLMN B 3aZaHHbIN
nepuoa.

3a610KMpoOBaHHbIe YCTPOICTBA — 151 MPOCMOTPA CUCKa YCTPOMCTB, 3abNOKMPOBaHHbIX Ha
CTaHUMAX KOMMOHEHTOM OUCHBIN KOHTPOb.

MpoayKTbl — A5 NPOCMOTPa UHPOPMALMKN 06 YCTaHOBIEHHbIX MPOAYKTaX Ha BblGPaHHbIX
cTaHumsax. Moa NpoayKTamm B JaHHOM C/lydae MNOHMMAtOTCA NPoAyKThl penosutopus Cepeepa
Dr.Web.

BupycHblie 6a3bl — 415 NpocMoTpa UHbOopMaL MM 06 YCTaHOBIEHHbIX BUPYCHbIX ba3ax:
Ha3BaHwue paiina, cogepkallero KOHKPETHYHO BUPYCHYLO 6a3sy; Bepcus BUPYCHOW 6asbl;
KOJIMYECTBO 3anucein B BUpYCHOW Ha3e; aaTa co3aaHns BUPYCHOW 6a3bl. MyHKT 4OCTYNEH TONbKO
npwv BbIbOpe eANHNYHBIX CTaHLMN.

Moaynn — ans npocmoTpa noapobHom MHPopMaLmm 060 Bcex MoAynsax aHTuBMpyca Dr.Web:
onucaHne Moayns: ero GyHKLMOHaNbHOE Ha3BaHWe; dais, onpeaenstownin OTAeNbHbI MOAY b
NPOAYyKTa; NoJHas Bepcus Moayns U T. A. MyHKT A0CTyneH Tobko Npw Bbibope CTaHLWiA.

Co6biTuA MpeBeHTUBHOW 3aLUTbl — A1 NTPOCMOTPa MHGOPMaLUM O COBLITUAX,
3adMKCMPOBAHHBIX Ha CTaHLMAX KOMMOHEHTOM [peBeHTVBHasA 3aLuTa.

CobbiTna KoHTpoasa npuaoxeHni — ana npocMoTpa nHdopmMaum o cobbitnax,
3aPMKCMPOBAHHbIX Ha CTAHLMAX KOMMOHEHTOM KOHTPO/Ib MPUNOXKEHWIA.

MHcTtannauum AreHToB — /11 MPOCMOTPA Crncka yCTaHOBOK AreHTa Ha pabouyro CTaHLMo Uan
rpynny paboumx cTaHLWN.

AeviHcTannaumm AreHTOoB — /15 NPOCMOTPa CrMcka paboumx CTaHLWUIA, C KOTOPbIX 6b110
yaaneHo aHTmBupycHoe MO Dr.Web.

@ [ns oTobpaxkeHUs CKPbITbIX NYHKTOB pa3gesna CTaTucTuka Bblibepute nyHKT

: AAMUHUCTPUPOBaHMUE 11aBHOrO MEHLO, B OTKPbIBLLUEMCS OKHE BblGepUTe MYyHKT
ynpasastolero MmeHto Konpurypaumsa Cepeepa Dr.Web. Ha Bknazke Crtatucruka
yCTaHOBWUTE COOTBETCTBYHOLWME daarn (CM. HUXKE), MOCe Yero HaXXMuTe KHOMKY
CoxpaHuTtb 1 nepesarpy3unte Cepsep Dr.Web.

Ta6aunua 8-4. CooTBeTCcTBME NYHKTOB pa3gena Cratuctuka u ¢paaros pasgena Cratuctvka B
KoHurypauum Cepsepa Dr.Web

MyHkTb! pasaena Cratucrmka ®narn paspgena Cratucrtuka B koHpurypaumm Cepsepa
Dr.Web

Yrpo3ssl ObHapy>eHHble yrpo3bl 6e30nacHoCTu

Ownbkm Ownbkmn ckaHMpPoBaHMNS

CratncTmka ckaHMpoBaHNA Cratncrmka ckaHMpPOBaHMA

3anyck/3aBeplueHne 3anyck/3aBepLueHne KOMNOHEHTOB
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CraTnctumka yrpos

CocrosHune

3agaHus

3abnokvpoBaHHble YCTPONCTBA

BupycHble 6a3bl

Mogynn

CobbiTns MNpPeBEHTMBHON 3aLMTbI

CobbiTns KOHTPOAS NPUNOXKEHWI

WHcTtannaumm AreHtos
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®naru paspena Cratuctnka B konpurypaumm Cepeepa
Dr.Web

O6Hapy>eHHble yrpo3bl 6e3onacHoCcTH

CocTosiHMe CTaHLUui

XKypHan BbINONHEHMSA 3aZ@aHNI Ha CTaHLMUAX
3a6/10kMpOBaHHbIe YCTPOKCTBA

CocTosiHMe CTaHUUi

CocTosiHMe BUPYCHbIX 6a3

Cnncok Mogynew cTaHumnin

ObHapy>eHHble yrpo3bl He30nacHoCTu

Cratnctrka KoHTposs NpuaoXxeHuii No akTMBHOCTW NPOLLECCOB
Cratuctka KoHTpoas npuaoxeHui no 6aoKMpoBKe NpoLEeccoB

WNHcTannaumm AreHtoB

OkHa npocMoTpa pe3yibTaToB PaboTbl pPa3IMyHbIX KOMAOHEHTOB Y UTOTOBOW CTaTUCTUKKN pabouel
CTaHLMM UMEROT OANHAKOBBIN HTEPdENC, N AENCTBMA MO AeTanam3aunm nHGopmMamu,
NPeAOCTaBASEMOM UMW, aHANOTUYHbI.

[Jlanee paccMOTpeHbl HEKOTOPbIE MPUMEPbI MPOCMOTPA UTOTOBOW CTaTUCTUKM NPW NnomolLum LieHtpa

ynpaBaeHuA.

8.6.1.1. CBogHble paHHble

Yrtobbl NpPpoCcMOTpEeTb CBOAHDbIE AaHHbIe

1. B vepapxuyeckom crnvcke BbibepuTe CTaHLMIO UK Fpynny.

2. B ynpasaswoliem meHto B pasgene CratucrTmka Bbibepute NnyHKT CBOAHbIE AaHHbIe.

3. OTKpOeTCA OKHO, codepkalliee TabMyHble AaHHbIE OTYETa.

[l TOro YTo6bl BKAOUNTL B OTUET ONpeAeeHHble CTaTUCTUUYECKUE JaHHble, HaXKMUTE KHOMKY 7
Ha MaHe/n MHCTPYMEHTOB 1 BbibepuTe Tpebyemblie TUMbI B BbiNagatoLiem cnvcke: CtaTucTuka
CcKaHMpoBaHuA, Yrpo3bl, 3agaHus, 3anyck/3aBepwieHune, Ownbku. Ctatnctvka, BKaoYaemas
B AlaHHble pa3jesbl OTYeTa, COOTBETCTBYET CTaTUCTUKE, COAEP KALLLECA B COOTBETCTBYHOLLMX
nyHKTax pasgena Tabauybl. [na npocMoTpa oTveTa C BbiIbpaHHbIMY TabanuaMmn HaxxmumTe

KHOMKy O6GHOBUTD.

4. Ecam B oTueT BkAOUEHa TabanLa ¢ 06HapY>KEHHBIMUW YrpO3aMK, Ha NaHen MHCTPYMEHTOB
CTAaHOBSATCA JOCTYMHbI TaKXKE CNeAyoLME oMU
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OnucaHune

Mo3BonseT 406aBWTb BbiOpaHHble 06BEKTbI B CMUCOK UCKIFOUYEHWUI 13
CKaHMPOBaHUA KOMMOHEHTaMV 3aLnThbl:

a) B tabanue Yrposbl yctaHoBMTe daar HanpoTVUB OAHOTO WK
HeCKObKMX OBHapy>XeHHbIX 0OBHEKTOB.

[#] ]
b) HaxmwuTe kHOMKy o,
C) B oTKpbIBLLIEMCA OKHEe 3ajaliTe cneayrolie HaCTPOMKU:

e VcknounTtb N3 ckaHMpOBaHUA U 3aAaTh NepPcoHa/bHble
HacTpoWiku SplDer Guard — 106aBuTb BbibpaHHbie 06bEKTbI B
CMUCOK UCKIOYEHUI MPU CKaHMPOBaHWKM KOMMOHeHTOM SplDer
Guard. MNpwu 3TOM, ecnn y3nbl CETH, AN KOTOPbIX OyAeT N3MEHEeH
CMUCOK UCKIOYEHWI, Hace0Baau HacTPOWKM KOMMoHeHTa SplDer
Guard oT cBOMX MepPBUYHbIX TPYMM, TO ANs HUX ByaeT pa3opBaHo
Hac/nesloBaHWE M YCTaHOBJ/IEHbI MEPCOHaNbHbIE HACTPOMKMN.

e UcknounTtb N3 CKaHMPOBaHUA U 3a4aTb NEPCOHa/bHbIE
HacTpoiiku CkaHepa Dr.Web — n06aBuTb BbiOpaHHble 0OBbEKTbI B
CMUCOK UCKIKOUEHWI MPU CKaHUPOBaHUKM KOMMNOHeHTOM CkaHep
Dr.Web. Mpwv 3ToM, ecav y3nbl CeTU, 415 KOTOPbIX OyAeT N3MEHeH
CMUCOK UCKIFOUEHWI, HaCe0BaIv HaCTPOMKM KOMMoHeHTa CkaHep
Dr.Web oT cBOuX nepBUYHBIX TPynM, TO Als HUX ByaeT pa3opBaHO
Hac/selo0BaHWE U YCTaHOBJ/IEHbI NMEPCOHaNbHbIE HACTPOMKN.

e B cnucke Ucknountb ana cneayrolimx o6bLeKToB BbibepuTe y3/bl
CeTW, ANs KOTOPbIX BbIBpaHHbI 06BbeKT byaeT fobaBAEH B CMNCOK
NCKHOYEHNN: MO0 TONBKO ANS CTaHLMWK, HA KOTOPOW 06beKT Hbin
obHapy>KeH, 1M6O Af CTaHLUMI 1 NOAb30BaTENbCKUX FPyN,
BbIOpPaHHbIX B MPesI0XKEHHOM CrMCKE.

d) Haxmwute kHonky UcknounTb.

MNoBTOPHO CKaHMPOBaTb BbibpaHHble 06BEKTbI. B BbinasaroLlem MeHo
BbIOepuTe TN CKaHWPOBaHMKA.

5. [lns oToB6paxkeHMs JaHHbIX 3@ ONPEAENEHHBIN NEPUOA NMOO YKaXKuUTe AMana3oH BPEMEHN
OTHOCUTE/IbHO CErOAHSLLHEro AHA M3 BbiMaZatoLero crnncka, mbo 3asante NPON3BObHbIN
AMana3oH AaT Ha NaHenn MHCTPYMeHTOB. [/1f 3a4aHns MPOU3BOIbHOTO AMana3oHa BBeAUTE
Tpebyemble AaTbl AN HAXMUTE Ha 3HAUYKWN KaneHapsa pAaAoM C noasMu gat. Ans npocmoTpa
AAHHBIX HaXXMUTe KHOMKY O6GHOBUTD.

6. |_|pl/l HeO6XOAI/IMOCTI/I COXPaHUTb OTYET 414 pacneydaTkn nian ﬂ,aJ'IbHEI\/IILIJeI\/lI O6pa6OTKI/I HaXXMute

Ha O4HY M3 KHOMNOK:

& CoxpaHuTb AaHHble B CSV-¢ain,

& CoxpaHuTb aaHHble B HTML-daiin,

& CoxpaHuTb aaHHble B XML-¢ain,

o CoxpaHuTb AaHHble B PDF-¢aiin.

PykoBOACTBO aAMMHMCTpaTOpa
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8.6.1.2. CratuctuKa CKaHUpOBaHUA

YT06bl NONYUNTb CTAaTUCTUKY O paboTe aHTUBMPYCHbIX CPEACTB Ha CTaHL UK

1. B nepapxuueckom crnvcke BbibepuTe CTaHLMUIO AW TPYNMY.

| Mpn HeOBXOANMMOCTN MPOCMOTPa CTaTUCTMKN MO HECKONBKUM CTaHLMAM WAW Tpynnam,
: BO3MO>EH OAHOBPEMEHHbIN BbIGOP HY>HbIX CTaHLMI ¢ nomoLpbto kiasuw SHIFT nam
CTRL.

2. BynpasasawoulemM MeHo B pa3sgene Cratucrtumka BbI6epI/ITe MYyHKT Cratnctuka CKaHUpoBaHH/A.

OTKpoeTcs OKHO CTaTUCTUKW. 10 yMOIYaHWIO OTOBpaXKaeTcs CTaTUCTUKA 3@ MOCAELHNE CYTKM.

4. [ina oTobpaxkeHns faHHbIX 3a ONPeAeNeHHbIA NepUoA NMBO yKaxnTe AnanasoH BpeMeHn
OTHOCWTE/IBHO CErOAHSLLHErO AHs U3 BbiMaZatoLLero cnmcka, mMbo 3asarte NpOn3BOJIbHbIN
AMana3oH AaT Ha NaHenu MHCTPYMeHTOB. 1 3aaHns MPOU3BOJIbHOTO AMana3oHa BBeAUTe
Tpebyemblie AaTbl AN HAXXMUTE Ha 3HAUKWN KaneHaapsa PSAAOM C NoasMu Aat. s Toro utobsl
3arpy3uTb AaHHble, HaXKMUTE KHOMKY O6HOBUTb. B 0KHO 6yayT 3arpy>keHbl Tabavubl co
CTAaTUCTUYECKUMU AaHHBIMMU.

5. [ns Toro ytobbl NOCMOTPETb NOAPOOHYHO CTaTUCTUKY PaboTbl KOHKPETHbIX aHTUBUPYCHbIX
CPeACTB, HAXKMUTE Ha Ha3BaHWe CTaHuUK B Tabanue. OTKPOETCA OKHO (MIN pasaen TEKYLLEero
OKHa), cosep>Kalliee TabanLy ¢ NogPOHBHBIMU CTaTUCTUYECKUMUN JaHHBIMU.

6. YTO6bLI NPOM3BECTN COPTUPOBKY AaHHbIX CTONOLA TabANLbI, HAXXMUTE Ha COOTBETCTBYHOLLLYHO
CTPenky (COpTUPOBKa MO YbbIBaHWIO MM MO BO3PaCTaHWIO) B 3aro/l0BKe COOTBETCTBYHOLLLErO
cTonbua.

7. Tpu HEOBXOAMMOCTN COXPaHUTb TabanLy CTaTUCTUKK ANS pacrneyaTkn v JanbHenLLen
06paboTKN HaXKMUTE Ha OAHY U3 KHOMOK:

& CoxpaHuTb AaHHble B CSV-¢ain,
& CoxpaHuTb aaHHble B HTML-daiin,
& CoxpaHuTb aaHHble B XML-¢ain,
o CoxpaHuTb AaHHble B PDF-¢aiin.

8. [na Toro utobbl NPOCMOTPETL CTAaTUCTUKY MO BMPYCHbIM COBbITMAM B GOpMe gnarpamm, B
yrnpae/asaloLLeM MeHto Bbibepute nyHKT Fpadpukun. OTKpoeTcs OKHO NPOCMOTPa CTaTUCTUYECKMX
Avarpamm (NogpobHoe onvcaHme CM. HKe).

8.6.1.3. CocTtossHMe

Yrtobbl npocmMoTpeTb cBeaeHNUA 0 COCTOAHUN pa6ouux CT3HLI,MI7I

1. B vepapxuyeckom crnvcke BbibepuTe CTaHLMIO UK Fpymnny.

2. Bynpasnatouiem meHo B pasgene Cratuctuka Bblibepute nyHKT CocTosHMe.

PykoBOACTBO aAMMHMCTpaTOpa
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3. CBezieHVst O COCTOAHUN CTaHLUA OTOOpakatoTCsl B COOTBETCTBUM C HACTPOMKaMu GuabTpa.

HaxMuTe 3Hauok ¥ B 3aro/ioBKe TabauLibl 415 U3MEHEHUA CleAyIoLVX NapaMeTpoB GULTPa:
¢ B none Mowuck BBeAUTE NPOM3BOIbHYHO CTPOKY ANS1 MOMCKA MO BCEM pa3zenam TabauLibl.

e B cnucke CepbesHocTb ycTaHOBUTE Paarn ana TpebyemMbix yPOBHEN BaXXHOCTM COOBLLLEHNI:
CMWCOK COOBLLLEHMIN O COCTOSHUM ByAeT coZepykaTb TONbKO COOBLLEHNSA C BbIBpaHHOM
Cepbe3HOCTbHO.

e B cnucke UcTouHMK ycTaHOBUTE diarn Ans TeX UCTOUHMKOB MOSAIBJEHUS COObITUN, KOTOpblEe
ByayT oTobpaxkaTbCs B CMMCKE:

o AreHT — oTobpaxatb cobbITVsA, NpuwesLve ot AreHtos Dr.Web, nogkntoueHHbIX K
AaHHomy CepBepy Dr.Web.

o CepBep — oTOoOpaxaTtb cobbITUSA, Npulealive oT gaHHoro Cepeepa Dr.Web.

¢ B cnucke CraHuMM ycTaHoBUTe daiaru ANns TUMNOB CTaTyca CTaHLMM, COOBLLEHNS O KOTOPbIX
ByayT oTobpaxaTbCs B CMCKe:

o MoakntoueHHble — 0TObpaxKaTb COObITUA ANA CTaHLUIA, KOTOPbIE MNOAKNHOYEHbI K
AaHHomy Cepepy Dr.Web 1 HaxoasaTca B aHHbI MOMeEHT B cetu (online).

o OTK/JIlOUEeHHble — 0TO6paXxaTb CO6bITUA AN CTAHLLMI, KOTOPbIE NMOAK/IHOYEHbI K AaHHOMY
Cepsepy Dr.Web v B gaHHbI# MOMeHT He B ceTu (offline).

o leMHcTanAnpoBaHHble — OTObpaxkaTb NocneaHee cObbITME ANS CTAHLWIA, Ha KOTOPbIX
6b110 yaaneHo aHTmBMpycHoe MO Dr.Web.

Ans ynpaBneHus HacTpoikamu duabTpa NCNob3yiTe CieAytoLLme KHOMKN B crivcke dunbTpa:
e Mo ymonuaHuo — yCTaHOBUTb BCE HACTPOMKM GUbTPa B 3HAYEHWSA MO YMONYAHWIO.
e O6HOBUTb — MPUMEHUTb BbIOPaHHbIE HACTPOWMKN GUAbTPA.

AEIZCTBMH no aetaamsaumn n q)OpMaTI/IpOBaHI/II-O I/IHd)OpMaLI,I/II/I AaHHOI\/'I Ta6J1I/ILI,bI aHaNOTNYHbI
OMMCaHHbIM BblLLe Ana Ta6J'IVILI,bI CTaTUCTUKN CKaHNPOBaHUA.

| Bbl Takoke MoXeTe NpoCMOTpeTb pe3y/bTaTbl PaboTbl M CTATUCTUKY HECKONbKMNX paboumx
: CTaHUMI. [1na 3TOoro HeobxoAMMO BbIGpaTh 3TV CTaHLMN B MePapXMUYECKOM CrINCKE CETU.

|_|pl/l HeO6XOAI/IMOCTI/I COXPaHUTb OTYET 414 pacneydaTkn nian ,D,aJ'IbHeI\/JILIJeI\/'I O6pa6OTKI/I HaXXMute
Ha O4HY M3 KHONOK Ha NaHean ynpaBaeHUA:

& CoxpaHuTb aaHHble B CSV-¢ain,
& CoxpaHuTb aaHHble B HTML-daiin,
& CoxpaHuTb aaHHble B XML-¢ain,
o CoxpaHuTb AaHHble B PDF-¢aiin.

PykoBOACTBO aAMMHMCTpaTOpa

201



A7

-
$

A
d
A
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8.6.1.4. Co6biTna KoHTponsa npuaoXxeHnmn

Hactpoiika nosnyueHnsa CTaTUCTUKMU

UT06bI aKTUBMPOBaTb OTNPaBKY MHGOPMaLLMK CO CTaHLUI ana pa3gena Cobbitna KoHtpons
NpPUAOXKEHUN

1. B pa3gene AHTMBMpPYCHaA ceTb BbibepuTe B fepeBe CTaHLUM UM TPy Nnbl CTaHLNM C
yCTaHOB/IEHHbIM KOHTpOEM NPUNOXKEHWI, C KOTOPbIX Bbl XOTUTE NOJyYaTb MHPOPMALMIO O
3anycke NpUAOSKEHW.

2. BynpaBnatowem meHto Bbibepute nyHKT Windows — AreHt Dr.Web.

3. Ha Bksiagke O6uwme yctaHoBUTe Gaar OTCcnexxmBaTb cobbiTA KOHTPOAA NpunoXKeHuid,
4TO6bI OTCNIEXMBATb aKTUBHOCTb MPOLLECCOB Ha CTaHLMAX, 3aduKcpoBaHHyto KoHTpoiem
NPWAOXKEHWUI, N OTNPaBAATb cobbiTMA Ha CepBep Dr.Web. Mpu oTcyTCTBUM NOAKNOUEHUS K
Cepsepy Dr.Web cobbiTus HakanavMBatoTCs 1 OTNPaBAAIOTCA NPy nogkatoueHnn. Ecam dnar char,
aKTMBHOCTb NMPOLLECCOB UTHOPUPYETCH.

4. Haxmute CoxpaHUTD.

YT106b1 aKTUBUpPOBaTL c60p MHPopmauum Cepsepom Dr.Web ans pasgena CobbiTus
KoHTponsa npunoxxeHni

1. B pasgene ApmuHuctpupoBaHue — KoHpurypauusa CepBepa Dr.Web nepelignte Ha Bknagky
CraTuctuka.

2. YCTaHOBUTE OZHY U3 CNeAYHOLLMX OMLUMA:

e Cratnctnka KoHTpons npuno>keHUi no akTMBHOCTU NPOLLECCOoB, YTOObI NONyYaThb U1
3anucbiBaTb MHGOPMaLLMIO NO OO0 aKTUBHOCTM BCEX NMPOLLECCOB: Kak pa3peLleHHbIX ANs
3anycka, Tak 1 3anpeLieHHbIx KoHTposieM npunoxeHuin. MNpu Bbibope 3ToM onuun B
CNPaBOYHUK ByAyT 3aHOCUTBLCA MPUIOXKEHMS MPU YCIOBUN CO3AaHNA N Ha3HaUEeHWs XOTA Obl
OAHOro NPodUIA C OAHOWN UM HECKOJIbKUMU BbIBPAHHBIMW KaTEropusmMm Kputepues
DYHKLIMOHAABLHOIO aHaau3a.

[lo co3paHns npodunert N Ha3HaYeHUs KX Ha CTaHLMM aHTMBUPYCHOM CETU, 3amyck BCeX
NPUNOXKEHUI pa3peLLaeTcs.

e Cratuctuka KoHTpons npuioxxeHunit no 6,10kMpoBKe NpoLeccoB, YTOoObl NoayYaThb U
3anuncbiBaTb MHGOPMALMIO MO aKTMBHOCTU BCEX MPOLLECCOB, 3anpeLLeHHbIX A5 3anycka
KoHTponem npunoxxeHunid. Mpu Bbibope 3TOM ONUUM B CNPaBOYHUK ByAyT 3aHOCUTLCA
MPUNOXKEHNS TOIbKO MOC/IE CO34aHNA Npoduier, Mo HaCTPOMKam KOTOPbIX 3anyck
npunoXeHu byaet 610KMPOBaTbCA, U Ha3HAYEHNS STUX NPOGUIEN Ha CTaHL MW aHTUBMPYCHOW
ceTw.

| ®nar Cratuctnka KoHTpona Npuio>KeH No akTUBHOCTU NMPOLLECCOB MOXET
: 3HaUNTE/IbHO MOBBICUTb PECYPCOEMKOCTb cbopa CTaTUCTUKM MO BCEM aHTVBUPYCHOW
ceTw.

PykoBOACTBO aAMMHMCTpaTOpa
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Haxxmute KHonky CoxXpaHUTb.
Mepesanyctute Cepep Dr.Web.

Mocne nepesarpy3ku Cepeep Dr.Web HauHeT dpukcnpoBaTth BCHO CTaTUCTUKY MO 3amycky
MPUNOXKEHWUI, MPUCbINAEMYHO CO BCEX CTaHLMM C yCTaHOBAEHHbIM KOHTpOIEM NPUAOKEHWIA.

NMpocmoTp cTaTCTUKM

UYT106b1 NpOCMOTpPETb CO6bITUA, 3aPUKCUPOBaAHHbIE HA CTAaHLMAX KOMMNOHeHTOM KoHTponb
NpPUAOXKEHUN

1.
2.

B nepapxmnvyeckom crnmcke BbI6epI/ITe CTaHUWMKO van rpynny.

B ynpasastouem meHo B pasgene Cratuctuka Bblibepute nyHKT CobbiTna KoHTponsa
NMPUIOXKEHUMA.

OTKpoeTCs OKHO, coAep Kalliee CrMCOK NPUIOKEHWI, 3amnyCck KOTOPbIX bl 3anpeLLeH nam
pa3peLleH Ha BbIOpaHHbIX CTaHLLMSAX.

Mo ymonyaHuo oTobpakaeTcs CTaTUCTMKa 3a NocieaHne CyTkn. [ns oTobpaxkeHus AaHHbIX 3a
OnpeAeNeHHbIN NEPUOL YKaXUTE AMana3oH BPEMEHN OTHOCUTENIbHO CErOAHSALLHErO AHsA U3

BbIMaJatoLLEro Cnucka, Mb0 3aganTe NPOM3BO/IbHBIN AMAMNa30H AaT Ha NMaHeAN MHCTPYMEHTOB.

[Ans 3agaHvs NPOU3BOJ/ILHOTO AMana3oHa BBeAnUTe TpebyemMble AaTbl AN HAXXMUTE Ha 3HAUKK
KasieHZapa PAAOM C MOAAMMU AaT. 11 TOro Ytobbl 3arpy3uTb AaHHbIE, HAXKMUTE KHOMKY
O6HOBUTb. B OKHO ByzeT 3arpy>keHa TabauLa co CTaTUCTUYECKUMM AaHHbIMUW. OnrcaHme
CTON6L,0B TabauLbl NPeACTaBAEHO B Tabanue HUXKe.

Ta6bauua 8-5. Onucanme cton6uoB Tabauuybl CobbiTA KoHTpONA npunoXxeHuin

HasBaHue ctonbua OnucaHune

Npentndpukarop VaeHtnéukaTop ctaHumm

CraHuusa Ha3BaHue cTaHUmK

Appec ctaHuUM Agpec ctaHumn

Npentndpukarop NaeHTndukatop 6e3onacHOCTM y4eTHOM 3anuncy nosb3oBaTens
6e3onacHocTU

Monb3oBatenb Monb3oBaTenb paboyelt cTaHLMK

Tun cobbiTuA Tvin 3anyLeHHOro Ha CTaHLMKM cobbITuS

MpumeHeHHOE [encTBune, NpMMeHeHHOEe K 3anyLweHHOMY Ha CTaHLMW NPUAOXKEHNIO
AeAcTBue

Kpurtepnii KpuTepwuii, Mo KOTOPOMY pa3peLlaeTcs Uav 3anpeLlaeTcs NpuioXeHne
$YHKLMOHaNbHOTO

aHanu3a

PykoBOACTBO aAMMHMCTpaTOpa
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HasBaHue ctonbua
Macka
¢yHKLIMOHa/NbHOIO
aHanusa

ID npodpuns
HasBaHue npojpunsa
ID npaBuna
HasBaHue npaBuna

Pe>kum paboTtbi

MyTb K Paiiny
npouecca

Mpouecc

BbronnereHb ¢ xewem
npouecca

MyTb K Paiiny
cKpunTa

Ckpunr

BbronnereHb ¢ xewem
cKkpunTta

MoaBneHne
cobbiTnA

OnoBelyeHne o
cobbITUN

Xew ¢aitna (SHA-
256)

OnucaHue ¢aiina
UNspatennb

UNspatennb
ceptudukara

Xew ceptudukara
(SHA-1)

FnaBa 8: YnpaBneHue pabounmu craHLUAMMU

OnucaHue

MapameTp kpuTepusa GYHKLMOHaNbHOIO aHaan3a, KOTOpbI onpeaenserT,
pa3peLleHo NpUAoXKeHne ANs 3amycka Ha CTaHLUMW UK HeT
VaeHtnowrkatop npodumns

HasBaHune npodpuns

NaeHTndukatop npasuna

HasBaHuve npaeuna

Pexxum, B koTopoM paboTaeTt npasmao

PacnonoxeHune paina npotecca

MpoLiecc, pa3peLleHHbI AN 3anpeLLeHHbIn A1 3anycka Ha CTaHLum

BtonneteHb, B KOTOPOM MPUCYTCTBYET Xell dpaina 3anyLieHHOro npotecca

PacnonoxeHune paina ckpunra

®alin ckpunTa

BronneTeHb, B KOTOPOM MPUCYTCTBYET Xell dalina 3anyLeHHOro ckpunTa

,CI,aTa M BpeMda noAaBaeHunA cobbITnS

[ata 1 Bpems onoBselLeHns O cobbITUK

3HayeHue xewwa darina no anroputmy SHA-256

OnwvcaHuve daina
N3patens danna

YaocToBepsAroLWmMin LeHTP, BbIMYCTUBLLMI cepTudunkaTt

3HaueHMe xewa ceptudukaTa no aaroputmy SHA-1

PykoBOACTBO aAMMHMCTpaTOpa
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HasBaHue ctonbua  OnucaHue

Jara Hauana [JaTa Hauana genicteua ceptndumkaTa
AeucTBus
ceptudukara

[JlaTta okoHuaHuA [aTa okoH4YaHUs aencTBua ceptndumkaTa
AeucTBus
ceptudukara

Mp¥ HEOBXOANMOCTN COXPaHUTb TabANLLy CTaTUCTUKK ANS pacneyaTky Uan JanbHenLwein
06paboTKN HaXKMUTE Ha OAHY U3 KHOMOK:

% CoxpaHuTb gaHHble B CSV-daiin,
ﬁ CoxpaHuTb gaHHble B HTML-daiin,
ﬁ CoxpaHuTb gaHHble B XML-daiin,
& CoxpaHuTb aaHHble B PDF-¢ann.

| Mpv HaanumMm NpoPuUaa AW NpaBuaa B TECTOBOM pexkrMe 3anyckaeMble Ha
: Ha3HaUeHHbIX CTaHLMAX MPUIOXKEHUA NPOBEPSAIOTCA MO BCei cxeme paboTbl KoHTposs

NpUAOXKEHWI OT HayYana A0 KoHLA. B ctatuctuke 6yayT pukcmposaTtbca caydan
COBMaAeHUsA NPUIOKEHMSA MO BCEM BO3MOXHbIM KPUTEPUAM: HACTPOMKam
dYHKLMOHaAbHOTrO aHa/v3a, MpaBuaaM 1 rpynne AOBEePeHHbIX MPUIOXKEHW.
CnepoBaTtesibHO, OZHO M TO XK€ MPUIOXKEHNE MOXET UMETb HECKOJIbKO 3anncen B
konoHke MpumeHeHHoe aelicTBUE, rae OyAeT yka3zaHO, UTO OHO Pa3peLleHO MO OAHUM
KpuTEPUAM U/MAn 3abNOKMPOBAHO MO APYTUM.

Co3paHune npasun

Yr106bI CO34aTh HOBOE NPaBWJIO HA OCHOBE CTaTUCTUKMN NO cobbiTam KoHTpons
NpuaoXKeHU

1.

B pa3gene Cratuctuka — CobbiTna KoHTpons npunaoxkeHuit Bbibepute CTpoky ¢ cobbITMEM O
NOMbITKe 3anycka NPUIOXeHWs, A1 KOTOPOTO Bbl XOTWUTE CO34aTb NPaBWUIO, KOHTPOIMPYHOLLee
3anyck.

Mpwv HaxaTUM Ha CTPOKY TabAMLbl OTKPOETCS OKHO € MHbOPMaLMel 0 BbiIGpaHHOM COBbITUN.
HaxxmuTe kHonky Co3paaTbh npaBuIo.
OTKpOEeTCs OKHO A/ CO3/aHUs HOBOTO NMpaBwa. 3ajaiTe CiefytoLme HacTPOMKM:

a) B Bbimagatowem cnucke HasBaHme npogunsa Boibepute npoduas KOHTPOAS NpUnoXXeHur, B
KOTOpPOM ByZAeT co3aaHo npasmo.

b) B none HaszBaHue npaBuaa 3ajalite Ha3BaHWe 418 CO34aBaeMOro npaBma.

¢) B pa3gene Tun npaBuna BbibepuTe TUMN CO3LaBaEMOro Npasmaa; 3anpeLlaroliiee uim
paspeLuatoLLee.

PykoBOACTBO aAMMHMCTpaTOpa
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d) Ana onuun Pexxnm paboTtbl BbibepuTte, B Kakom pexxume byaeT paboTtaTb co3gaHHOe
npaBuno (cooTBetctByeT dnary MepeBecTn NpaBUIO B TECTOBbIW PEXUM MNPY CO34aHNN
npaswia n3 npoduns):

Ecam BbI xOTWTE NpOoBepUTL paboTy NpaBuna, Bbibepute pexxnm TecToBbIW. [TpuaoxeHns He
ByayT 6G10KMPOBaTLHCA Ha CTaHLMAX, O4HAKO ByaeT OCyLLecTBAATLCA 3annchb XypHana
aKTMBHOCTW Kak NPW BKAKOYEHHbIX HAaCTpolikax. Pe3ybTathl 3anyckoB 1 610KMPOBOK
NPWIOKEHWI B TECTOBOM pexnmMe paboTbl NpaBuaa byayT oTobpaxaTtbcs B pasgene
Cob6biTna KoHTponsa NpruaoXeHun.

B pexxnme AKTUBHBIN NpaBuio byaet paboTaTb B aKTMBHOM pexuMe ¢ 610KMPOBKOW
NPUNOXKEHUIM Ha CTaHLMAX MO 3aZaHHbIM HAaCTPOMKaM npaBmaa (CM. Takxke pexuMbl PaboTbl

npodwunent).

e) B pa3gene 3anpewartb 3anycKk NpuaoXKeHU no caeayrowmm kputepuam/Paspewnatb
3anyckK NPUIOXXeHWUI Mo C/eAyOLWUM KPUTEepPUaAM (B 3aBMCUMOCTU OT TUMa NpaBuAa,
BbIOpaHHOTO Ha ware 4¢) 6yayT aBTOMaTMYeCKM 3aMo/HEHbI MO B COOTBETCTBUN C
NPUNOXEHNEM, Ha OCHOBE KOTOPOro co3aaetcsa npasmao. Mpun HeobxoaMMOCTN MOXKeTe
OTpeAaKTMpPOBaTh 3HAYEHNA HACTPOEK.

5. Haxmwute CoxpaHutb. [TpaBuio byaet co3gaHo B 3agaHHOM npodune KOHTPOAs MpUAOKEHNI.

8.6.2. N'padpunkm

Fpadpumku v Tabanubl 3aparkeHnn

UYr106b1 NpocmoTpeTb 06WMe rpadpuku 1 Tabanubl ¢ HGopmaumei 06 o6Hapy>KeHHbIX
3apa)keHunax

1. BbibepuTe NyHKT AHTUBUPYCHaA ceTb B I1aBHOM MeHo LieHTpa ynpaBieHus, B OTKPbIBLUEMCS
OKHe B MepapXnyeckoM CrvcKe HaXXMUTe Ha Ha3BaHWe CTaHLMM UAK rpynbl. B oTkpbiBLIEeMCS
yrpaB/fkoLLEM MEHIO BbibepuTte B pa3zene O6uwume nyHKT Fpadpukm.

2. OTKpoeTca OKHO, cofepikalliee ceayrolme rpaduyeckme n YANCIEeHHbIE AaHHbIe:

¢ BupycHas akTMBHOCTb — Ha rpaduke oTobpaxaeTca obLee KOAMYECTBO BPEJOHOCHbBIX
06BEKTOB, HaAeHHbIX B MpeAenax Kaxzaoro BpeMeHHOro NpoMeXyTka ANA BCeX BblOPaHHbIX
CTaHL WA 1 rpynn.

e Hanbonee pacnpocrpaHeHHble yrpo3bl — MPUBOANUTCA CMIMCOK U3 AECATN Yrpos3,
BCTPEYatoLLMXCA B HanboblieM komyectse dannos. Ha rpaduke otobpaxaroTcs UNCAEHHbIE
JaHHble No o6bekTaM, COOTBETCTBYHOLMM KOHKPETHOW yrpos3e.

e Knaccbl yrpo3 — npvBoAUTCS CMUCOK Yrpo3 B COOTBETCTBUM C Knaccudukaumein
BPeAOHOCHbIX 06beKTOB. Ha KpyroBow gnarpamMmme oTobpakaeTcst NPOLEHTHOE COOTHOLLEHME
MeXay BCEMU OBHapy>XeHHbIMU Yrpo3aMu.

e MpousBeaeHHble ACTBUA — NPUBOANUTCA CMINCOK AEUCTBUI, MPOU3BEAEHHbIX Haj,
06Hapy>XeHHbIMY BPeZOHOCHbIMU 06bekTaMn. Ha kpyroeou avarpamme otobpaxaercs
MPOLEHTHOE COOTHOLLIEHNE MEXAY BCEMU NMPOU3BEAEHHBIMUN AENCTBUAMMN.

PykoBOACTBO aAMMHMCTpaTOpa
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e Hanbonee atakyemblie CTaHLUN — MPUBOAUTCA CMINCOK CTaHLLMUM, Ha KOTOPbIX OblIN
0o6Hapy>keHbl yrpo3bl 6e3onacHocTU. B Tabanue oTobpaxkaetcsa obLyee KOMYECTBO Yyrpo3 As

KaXkZ0W CTaHLUN.

3. [na npocMoTpa AaHHbIX 3a NpesonpeseneHHbli Nepunos Bbibepute AnanasoH 13 BbinagaroLLero
CMMCKa Ha NaHenn MHCTPYMEHTOB: OTYET 3a ONpeseneHHbll AeHb Uan MecsL. JInbo Bbl MOXeTe
BbIGpaTbh MPOWN3BOJIbHBIN AMana3oH AaT, A/ 3TOro BBeAuTe Tpebyemble aaTbl AN Bbibepute
AaTbl B BbINajaoLmx KaneHaapsx. Jis npocMoTpa AaHHbIX HaXXMUTE KHOMKY O6HOBUTD.

Fpadpumku v TabanLbI UTOrOBOWM CTaTUCTUKMU

B nyHkTe Fpadumkm pasgena O6wme 1 B HEKOTOPbLIX MyHKTax pasgesna CTtaTMCTUKa yrnpaB/stoLLero
MEHIO NPUBOAATCA rpaduyeckmne 1 UNCNeHHbIe faHHble. B Tabavue HUXe npuBeaeH cnncok
BO3MOXHbIX rpaduKoB 1 TabanL, 1 COOTBETCTBYIOLLMX PA3Ae/ioB YNPaBASOLLErO MEHIO, B KOTOPbIX

OTOOpaXkatoTCa 3TN 31EMEHTHI.

Ta6aunua 8-6. CooTBeTcTBUE rpadpmKoB U Tabauy, pasaenam ynpaBasitoLLero MeHo

Fpaduku n Tabanubi
BupycHas akTMBHOCTb

Hanbonee pacnpocTpaHeHHble yrpo3sbl

Knacchbl yrpos

Hanbonee atakyemble cTaHLMU

MpounsBeseHHbIe AencTBUSA

Konnuecteo owmnbok no CTaHUMAM
KonnuectBo ownbok No KOMMNOHEHTaM
ero3bl Mo KOMMOHEHTaM

Owmnbkn No KOMMNOHEHTaM

Pazgenbi
lpadumkm
lpadumkm

Yrposbl
CraTuctuka yrpos
lpaduvkm
CraTnctumka yrpos
lpadukm
lpadukm

Yrpo3ssbl

Owmnbkm

Owmnbkm
3anyck/3aBepLueHne

3anyck/3aBepLueHne

¢ Konnuectso owinbok no craHLMAM — MPUBOAMNTCA CMIUCOK CTaHLIMM, Ha KOTOPbIX BO3HWKaAN
OLUNOKMN B PYHKLMOHMPOBAHNN aHTMBMPYCHBIX KOMMOHEHTOB. Ha rpaduke otobparaetca obLuee

KOJIMUECTBO OLLUMOOK AAA KaXKA0 W CTaHL W,
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¢ KonnuectBo ownMb60ok no KOMMOHEHTaM — MPUBOAUTCSH CMNCOK aHTUBMPYCHbIX KOMMOHEHTOB, B
bYHKLMOHMPOBaHMN KOTOPbIX BO3HMKaAM OWwmMbKK. Ha KpyroBow anarpaMmme otobpaaetcs
NPOLEHTHOE COOTHOLLEHNE MeXAY OLUMOKaMU BCEX KOMMOHEHTOB.

¢ Yrpo3bl Mo KOMMOHEHTaM — MPUBOAUTCSH CMUCOK aHTUBUPYCHBIX KOMIMOHEHTOB, KOTOPbIMMU
6b111 06Hapy>keHbl yrpo3bl. Ha rpaduke otobpaaetca obLiee KOAMYECTBO yrpos3,
0BHapY>KEeHHbIX KaXXAbIM 13 KOMMOHEHTOB.

e OWKM6KN NO KOMMOHEHTaM — MPUBOAUTCSH CMNCOK aHTUBUPYCHbIX KOMMOHEHTOB, B
bYHKLMOHMPOBAaHMM KOTOPbIX BO3HWUKaAM OLWMbKKN. Ha rpaduke oTobpaxkaetca obuiee
KOJIMYECTBO OLUMOOK KaXA0ro 13 KOMMOHEHTOB.

8.6.3. KapaHTnH

Copeprxumoe KapaHTUMHa

®aiinbl B KapaHTUH MOryT 6bITb J06aBEHbI OAHVM M3 aHTUBMPYCHBIX KOMMOHEHTOB, Hanpuvep,
CkaHepoMm.

Monb3oBaTeNlb MOXET CaM MOBTOPHO CKaHMPOBaTb dail/ibl, HAXOAALLMECA B KapaHTUHE, Yepes
LleHTp ynpasaeHus uamn yepes MeHeaxep KapaHTUHA Ha CTaHL MWW,

Yrtobbl NMPOCMOTPETb U OTPeAaKTUPOBaTb COAEepPIKMMOe KapaHTUHa B Ll,eH'rpe ynpaBJ/ieHus

1. BblbepwuTe NyHKT AHTUBMPYCHasA ceTb B rNaBHOM MeHto LieHTpa ynpaBieHus, B OTKpPbIBLUEMCS
OKHe B MepapXMUeckoM Crncke HaXKMUTE Ha Ha3BaHWe CTaHLMK Uav rpynnbl. B ynpaeastouem
MeHIO BblbepuTe B pa3gene Obuwme nyHkT KapaHTuH.

2. OTKpOGTCﬂ OKHO, cogep>Kallee Tab/nYHble [aHHbI€ O TeKyLleM COCTOAHUN KapaHTUHa.

Ecam 6bina BbibpaHa ogHa paboyas ctaHuuma, To byaeT oTobpaxeHa Tabanua ¢ obbekTamuy,
HaxoAALLMMUCA B KapaHTMHE Ha AaHHOWM CTaHL M.

Ecam 6b110 BbIGPAHO HECKONBKO CTaHLMI, Tpynna UM HECKO/IbKO rpynn, To ByaeT oTobpaxeH
Habop Tabauu, cosep>kalnx 06bekTbl KapaHTMHA ANA KaXA0W CTaHLUW B OTAENbHOCTU.

@ CraTnCTvKa O MOBTOPHOM CKaHWPOBaHUM 06BbeKTa B KapaHTUHe, NMpUBeAeHHas B
: ctonbue UHdpopmaums, yuntbiBaeT TONbKO MOBTOPHOE CKaHMPOBaHMWE, 3amnyLLeHHOe
yepes LleHTp ynpaBneHus.

Mpu nepemeLLeH B KapaHTUH 6osee OAHON yrpo3bl HaxkMuTe B cToAbLe
NHpopmauma Ha KONMYECTBO NEPEMELLEHHbIX B KAPaHTUH O6BEKTOB, YTOObI
NOCMOTPETb BECb CMNCOK Yrpo3 BO BCMJbIBAOLLEM OKHE.

Ecan ana obbekTa B KapaHTUHe 3asABfeH CTaTyC He MHPULMPOBAH, 3TO O3HaYaeT, YTo
nocne nepemelyeHna B KapaHTnH obbekTa, KBaAMPULMPOBAHHOIO Kak yrpo3a, bbiio
npov3BeseHO NOBTOPHOE CKaHWPOBaHWe, N 06beKTy MPUCBOEH CTaTyc 6e3onacHoro.

PykoBOACTBO aAMMHMCTpaTOpa
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BoccTraHoBaeHVe 06BbEKTOB U3 KapaHTMHA OCYLLECTBAAETCA TONbKO BPYYHYHO.

Ans npocmoTpa dainoB, NOMELLEHHBIX B KAPaHTUH 3a OMNpeseneHHbI Neproi, Mbo ykaxuTe
AMana3oH BPeMEeHN OTHOCUTEIbHO CErOAHSALLHEro AHs U3 BblNajaroLLero cnuncka, ambo 3agamnte
NPOW3BOJIbHBIN AManasoH AaT Ha NaHeAu UHCTPYMeHTOB. [ns 3aaHns NPOmU3BOJbHOTO
Anana3oHa BBeauTe Tpebyemble AaTbl MW HAXMUTE Ha 3HAYKM KaneHaaps pPAZOM C MOAAMU AaT.
Ans npocMoTpa AaHHbIX HaXKMUTE KHOMKY O6HOBUTD.

Ans n3ameHeHns oToBpaXkeHUs AaHHbIX HAXXMUTE Ha 3HAYOK ¥ 5 3aros08Ke TabAMLbI:
e 3ajaiTe HaCTPOMKN OTOBPaxKeHWs CTPOK (Hambosee akTyasbHO AN ANMHHBIX CTPOK).
e BbibepuTe, kakme ctonbubl 6yayT oTobpaxkaTtbcs B Tabauue.

YT06bl OTHUALTPOBATb Baii/bl KAPaHTUHA, HAXKMUTE KHOMKY ¥ B 3aro/loBKe TabauLibl 1 3agaiite
cnepytoLive napameTpbl GuabTpaLmum:

e Mowmck — 3azaiTe NPOM3BObHYHO CTPOKY ANA MOMCKa NO BCeM pasgenam Tabavubl. B tabavue
ByayT oTobpaxkaTbCs TONbKO CTPOKW, COOTBETCTBYHOLLME pe3y/ibTaTaM romcKa.

¢ MNMepemecTMBLINIA KOMMOHEHT — BblbepunTe KOMMOHEHT 3aluTbl Dr.Web, koTopbi
nepemMectun daibl B KapaHTUH.

e Yrpo3a — BbibepuTe Ha3BaHWe 0H6HaPY>KEHHOW YrpO3bl COMACHO KnaccndurkaLmm KOMNaHum
«[lokTop Beb».

L MCXOAHOG nvia — eBegnTe NCXxoaHoe nvA obbekTa 40 nepemMelleHnAa B KapaHTUH.

e Pasmep ¢aiina, b — npv nomoLum nonsyHka 3ajante AnanasoH pasmepoB 0O6HaPY>KEHHbIX
obbekTOoB B bHarTax.

Haxxmute kHonky MpumeHnTb, 4TobbI BbIBECTU Baiiibl KapaHTUHA MO 3afaHHbIM MapaMeTpam
dunbTpa.

Haxxmute kHonky Mo ymonuaHuio, 4utobbl cOpocnTb BCe NapameTpbl GuabTpaLMn B HayaabHble
3HaueHus.

Ansa ynpaeieHus ¢arinamu, HaxoAAWNMUNCA B KapaHTUHE, YCTaHOBUTE diar Ans
cooTBeTCTBYytOLLEro daina, rpynnbl GannoB uam ans Bcex GaiioB Ha OTKPbITOW CTpaHuLe
KapaHTUHa (B 3arosioBke Tabiunubl). Ha maHes M MHCTPYMEHTOB BbibepuTe O4HO U3 CeAYHOLLMX
NeNCTBUIA:

Onuus OnucaHune
B Yaanutb ¢Ppaiinbl

= "
[ YpanuTtb Bbi6paHHbie ¢aiinbl

Yaanntb Bbl6paHHbIe q)aVIﬂbl M3 KapaHTHa N N3 CUCTEMBI.

Yaanutb Bce ¢aiinbl
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OnucaHune

YaanuTb 13 KapaHTUHA 1 U3 cUCTeMbl Bce Gaiinbl, monajaroLime nog
BblOpaHHble NapamMeTpbl GuabTpauuu, T. e. Bce daiibl, oTobpaxkaemble B
OKHe KapaHTMHa.

CkonunpoBaTb 1 COXPaHWUTb BblIOpaHHbIV daii.

MNocne nepemeLLeHNa NOJO3PUTENbHBIX (aliioB B TOKa/bHbIA KapaHTUH Ha
KOMMblOTEpPe MONb30BaTeNS, Bbl MOXETE CKOMMPOBaTh M COXPaHUTL 3TU
darinbl yepes LieHTp ynpaBaeHus. Hanpumep, Anda fanbHenwweln oTnpaBku
Ha aHa/in3 B BMPYCHYto abopaTtoputo koMnaHumn «JJoktop Beb».

Mpw akcnopTe Galin NomeLLaeTca BHYTPb apx1Ba, KOTOPOMY NpucBanBaeTcs
MMS$i, COBMajatoLLee C XelleM 3KCNopTUpoBaHHoro daina. B apxuse,
NMOMMMO 3KCMOPTUPOBAHHOrO 06bekTa, Takke npucyTcTByet CSV-daiin ¢
obuelt nHdopmaLmeln 06 obbekTe. APXMB MO YMONYAHUIO 3aLLMLLEH
naposem virus.

& BoccraHoBUTH aiinbl

ili WNcnonb3yinte GyHKLMIO BOCCTaHOBAEHUA $alioB 13 KapaHTVMHA TOJbKO eCau Bbl
: yBepeHbl, YTO 06BEKT He3onaceH.

7 Boccranosuts Bbl6paHHble ¢aiisibl

BoccraHoBUTb nepBoHa4dasibHOE MeCTONOJIOXEHNE Bbl6paHHbIX B OKHe
cpaﬁnoa, T. €. BOCCTaHOBUTb Cl)al‘/’lflbl Ha CTaHUMW B KaTanorun, B KOTOPbIX OHU
Haxognancb A0 nepemMeLlleHna B KapaHTUH.

!'.! ~
I[J BocctaHoBUTDL ¢aiiibl NO NapameTpam

B oTkpbiBLIEMCA OKHe 3ajaliTe CAefytoLme HacTPOKM:
e Eciv BoIbpaH oanH 06beKT:

= BocctaHOBUTHL paiin Kak — BOCCTaHOBUTb BblIOpaHHbIV dain 13
KapaHTWHa 1 pa3mecTutb ero no 3agaHHoOMy Nyt 1 C 3aZaHHbIM
NMeHeM.

B none BoccraHoBUTL ¢ailn no cregyrowemMy nNyTu 3agaite NMosHbIn

NyTb Ha CTaHLMK, MO KOTOPOMY OyAeT BOCCTaHOB/IEH BbIOpaHHbIN daiin.

Vmsa dpaina gonkHo 6biTb 06A3aTesibHO 3a4aHo. o ymMonyaHuo
noAcTaBAAeTCA NepBoHaYvasbHOe MecTonoaoxeHve n nma ¢aina (4o

PykoBOACTBO aAMMHMCTpaTOpa
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nepemetyeHns). Npy HEOHXOAMMOCTM Bbl MOXETE U3MEHWUTL 3TOT
napamerp.

= BoccTtaHOBUTL ¢aii/ibl MO TUMY YrPo3bl — BOCCTAHOBUTL U3
KapaHTuHa Bce dainbl, KOTOPbIM BblN MPUCBOEH TOT XKe TUM YTrPo3bl,
YTO ¥ BbIGPaHHOMY daiay. Tun yrposbl NPUBOANTCA B MoJe
BoccraHoBUTb ¢aiiibl, copepiKalme cneayroLyio yrposy.

o BocctaHOBUTL ¢aiisibl MO NyTU — BOCCTaHOBUTbL 13 KapaHTuHa Bce
dainibl, NnepemeLLeHHble U3 OMpeseNeHHOro Kataaora.
B none BoccraHoBUTBL Bce ¢paiiibl, NepemelleHHble B KapaHTUH U3
c/epyloLLero Karajora 3ajanTe nyTb K KaTanory Ha ctaHuuu. Bece
daninbl, nepemMelleHHble B KapaHTUH 13 ykazaHHOro kaTtasora, 6yayT
BOCCTaHOB/IEHbI. [10 yMOAYaHWIO NOACTaBASETCA NyTb JO KaTanora, B
KOTOPOM HaxoAmAca BblibpaHHbIM dain. MNpn HeOBXOANMOCTH Bbl
MOXeTe U3MEHUTb 3TOT NapameTp.

e Ecin Bbl6paHO HECKOJ/IbKO 0H6BEKTOB:

o BocctaHOBUTH (paiisibl — BOCCTaHOBUTL NMepBOHaYabHOe
MecTomnoNoXeHe GpaioB Ha KOMMbIOTEPE, T.e. BOCCTAHOBUTb Galiibl B
KaTasorun, B KOTOPbIX OHW HaXOAWANCH O nepemelleHns B KapaHTuH.

o BocctaHOBUTBL (aii/ibl NO TUMY Yrpo3bl — BOCCTAHOBUTbL U3
KapaHTnHa Bce dainbl, KOTOPbIM BbIIN NMPUCBOEHBI TE XKe TUMbI Yrpos3,
YTO 1 BbIOPaHHbIM dainam.

¢ B cnuncke BocctaHOBUTBL Ha ciieayilownx obbekTax Bbibepute y3nbl ceti,

Ha KOTOpbIX BbIbpaHHbIM 06BbeKT byaeT BoccTaHOBAEH M3 KapaHTuHa: imbo
TOJIbKO /11 CTAHLMW, HAa KOTOPOW 06BbEKT Obln 0OHapyXXeH, 1Mbo Ans
No/b30BaTeNbCKMX TPYMM, BbIOPaHHbIX B MPEeANOXEHHOM CMICKe.

[Jo06aBuTb UCKIIOUEHUs B KauecTBe NMepCcoHaibHbIX HacTpoek SplDer
Guard — 06aBuTb BbiIOpaHHble 06bEKTbI B CMMCOK UCKNHOYEHWIA MpK
CKaHWpoBaHUKM koMnoHeHToM SplDer Guard. Mpu 3TOM, ecin y3Abl ceTy,
A9 KOTOPbIX OyAeT M3MeHEH CMUCOK UCKNHOUYEHWIA, Hacel0Banu
HacTpolikn koMnoHeHTa SplDer Guard OT cBOMX MepPBUYHBIX Fpynmn, TO Ans
HWUX ByaeT pa3opBaHO HacneoBaHWe U YCTaHOBAEHbI MePCOHasIbHble
HaCTpOWKM.

[ 06aB1Tb UCK/IOUEHUA B KauecTBe NepcoHasbHbIX HacTpoek CkaHepa
Dr.Web — p06aButb BbiIOpaHHble 0OBEKTLI B CMNCOK UCKAFOUYEHWI Npw
ckaHWpoBaHUKN koMmnoHeHToM CkaHep Dr.Web. Mpwn 3Tom, ecam y3nbl cety,
[/ KOTOPbIX OYAET N3MEHEH CMUCOK MCKAHOYEHWI, HacaeL0Banu
HacTporikn komnoHeHTa CkaHep Dr.Web ot cBomx nepBuyHbIX rpynn, To
419 HUX ByaeT pa3opBaHO HacneAoBaHWe N yCTaHOBAEHbI MepCOHasbHble
HaCTPOMKMN.

Z .
i BocctaHoBUTL BCe daitibl
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Onuusa OnucaHue

BocctaHoBUTB nepBoHa4dasbHOE MECTOMNOJIOXKEHNE BCEX q>a17|nos B OKHE
KapaHTUHa, T. €. BOCCTaHOBUTb q)al\/'lflbl Ha CTaHUMW B KaTaJiorn, B KOTOPbIX
OHWU HaXoANNnCb A0 NepemMelleHa B KapaHTUH.

& CkaHupoBaTtb ¢aiinbl

o] CkaHupoBaTb Bbl6paHHble ¢daiinbl

[MoBTOPHO CKaHMPOBaTb BblOpPaHHblE B KapaHTUHe daibl.

Fa) CkaHunpoBaTtb Bce Ppaiibl

nOBTOpHO CKaHMpoBaThb BCe (.I)aVIﬂbl B OKHE KapaHTWHa.

G Ha oTk/itoYeHHble CTaHLMKU 3aNpocC Ha BOCCTAHOB/IEHME W NMOBTOPHOE CKaHUpPOBaHWe
: 6yseT oTnpaBAeH TOIbKO Noc/e NoAkItoYeHna ctaHumii kK Cepsepy Dr.Web.

7. 3KCnopTMpoBaTh AaHHblE O COCTOSAHWUW KapaHTWHa B Gaiin B O4HOM W3 Ciesytowmnx GopmaTos:
& CoxpaHuTb AaHHble B CSV-¢ain,
& CoxpaHuTb aaHHble B HTML-daiin,
& CoxpaHuTb aaHHble B XML-¢ain,
o CoxpaHuTb AaHHble B PDF-¢aiin.

8.7. Paccbizika MHCTaNNALNOHHbBIX pannos

Mpw co3saHMM HOBOW YYETHOW 3anncK CTaHumKM B LieHTpe ynpaBaeHns reHepupyetcs
NepPCOHa/bHbIV MHCTANNALMOHHBIA NakeT Ans yctaHoBkW AreHta Dr.Web. VIHcTannsumoHHbIM naket
BKAtOYAET B cebs nHctannatop AreHta Dr.Web n Habop napametpoB nogkatoueHms k Cepepy
Dr.Web n aBTopu3aumm ctaHuum Ha Cepeepe Dr.Web (onvcaHne MHCTaNAALMOHHOMO NakeTa u
npouecca yCTaHOBKM AreHTa € ero noMoLL bl NpuBeseHo B PykoBogcTBe Mo yCTaHOBKE, B
pa3gene JlokanbHas ycraHoBka AreHta Dr.Web).

Mocne CO34aHNA NHCTAaNNALNOHHBIX NMakeToB, AN1A yAO6CTBa X pacnpoCTpaHeHua, Bbl MOXeETE
OTNPaBUTb KOHKPETHbIE NHCTA/IIALLMOHHbIE MaKeTbl HA SNEKTPOHHYHO MouYTy Nno/b30BaTeNen.

Mpu oTNpaBKe MHCTANALNOHHbBIX MAaKETOB COAEPXMMOE NUCbMa GOPMUPYETCH CNEAY LM
obpasom:

1. B HacTpowkax 3anpeLeHbl BJOXeHUs (ycTaHOBAeH daar OTNpaBAATb TONBKO CCbIJIKY, CM.
HMXeE): B MUCbMeE OTMNPaBASOTCA TOIbKO CCbIIKW Ha CKauMBaHWe NakeToB.

PykoBOACTBO aAMMHMCTpaTOpa
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2. OI'IepaLI,I/IOHHaﬂ cncrtemMa CtaHunnm n3BectHa (Bno>KeHWs pa3peLL|eHb|):

a) OC Windows: K n1cbMy NpUKAaAbiBaeTCA MHCTAMNALMOHHBIN nakeT AreHta Dr.Web ans
Windows.

b) OC Linux, macOS, OC Android: K ncCbMy NpUKAaAbIBAETCA MHCTAMNALMOHHBIN daiin AreHta
Dr.Web ans cooTBeTCTBYHOLLEN ONEPaLMOHHOM CUCTEMbBI U KOHPUIYpaLMOHHbIV daitn ¢
HacTponkamu nogkaroyeHuns k Cepsepy Dr.Web.

OnepaunoHHasa cucteMa CTaHLMK He U3BeCTHa — HOBas YYeTHas 3anucb CTaHLMKW, AreHT eLle He
YCTaHOBJIEH (BJIOXEHWNS pa3peLleHbl):

a) Ecam Ha Cepsepe Dr.Web Het naketoB ans ctaHumii nog OC Linux, macOS, OC Android (B
yactHocTu, Ha CepBepe Dr.Web He 3arpy>eHbl KopnopaTtuBHbie npoaykTbl Dr.Web): k
MUCbMY MPUKNAAbIBAETCA UHCTAMNALMOHHBIN nakeT AreHta Dr.Web ans Windows, a Takxe
KOHOUrypaLMOHHBIN dain ¢ HacTporikamun noakatoverms kK Cepsepy Dr.Web ans craHumin
noga OC Linux, macOS, OC Android.

b) Ecnv Ha CepBepe Dr.Web ecTb xoTa 6bl 0AMH NakeT, KpoMe nakeTa ana ctaHumi nog OC
Windows: K nncbMy NpuUKAaAbiBaeTCA MHCTaANALNOHHDBIV nakeT AreHTta Dr.Web ans Windows,
KOHOUrypaLMOHHbIN dain ¢ HacTporikamu noakatoverus kK Cepsepy Dr.Web ans craHumin
noa OC Linux, macOS, OC Android, a Takxe ccblika Ha CKauMBaHWE NHCTaANSALMOHHbIX
darnoB ana ctaHumin nog OC Linux, macOS, OC Android.

Ut0o6bI pa3ocsiaTb MHCTaNNIALNOHHDbIE NaKeTbl Mo BHEKTPOHHOFI nouyrte

1.

BbibepwuTe NyHKT AHTUBUPYCHasA CeTb rNaBHOIrO MeHto LleHTpa ynpaBeHus, B OTKPbIBLUEMCS
OKHe B Mepapxn4eckoM Crnucke Bbibepute cnegyroLmne o6bekTbl:

e BblbepuTE CTaHLMIO, UTOOLI OTAPABUTL MO 31EKTPOHHOM NOYTE NHCTANNALMOHHbIV NakerT,
CreHepupPOBaHHbIA ANA JaHHOMW CTaHLUN.

e BbIGepuTe rpynny CTaHUWii, YTOObI OTNPABUTL MO 3NEKTPOHHON NOYTE BCE UHCTANALMOHHbIE
naKkeTbl, CreHePUPOBaHHbIE AN CTaHL WA AaHHOW rpynmbl.

[Ans ofHOBPEMEHHOTO BbIbOpa HECKONbKUX 06bEKTOB nUcnoib3yinTte kHonk CTRL nam SHIFT.
Ha naHenu UHCTpyMeHTOB HaxmuTe 3 O6wme — I3 Pazocnats MHCTaNNALMOHHbBIE ¢aiinibl.

B oTkpbiBLIEMCa pa3sene Paccbizika MHCTaANALUOHHBbIX palinoB 3ajaiiTe cegytouine
napameTpbi:

e B cekumn O6wme:

o YcraHoBUTe dniar YnakoBaThb B Zip-apXmB, UTOObI ynakoBaTb Gaii/ibl MHCTaANALMOHHBIX
NaKeToB B Zip-apXMB. YNakoBKa B apXvB MOXET ObiTb MOe3Ha NPW HainumMmn GuabTpoB
3/IeKTPOHHOW NOYTbI Ha CTOPOHE MOoJIb30BaTeNs, 6NOKUPYIOLLMX Nepesady UCMOIHAEMbIX
bannoB BO BNOXKEHUAX INEKTPOHHbIX MUCEM.

o YcraHoBuTe dar OTNPaBAATb TO/ILKO CCbIJIKY, UTOObI OTNPaBAATb B NMUCbME TO/bKO
CCbINIKY Ha CKaumBaHwWe nakeTa. [pu 3ToM cam dain MHCTaNNALMOHHOIO nakeTa He byaeT
NPVKAaZbIBaTbCA K NUCbMY. [laHHas onums MoXeT ObiTb NONE3HA, eCIM MOYTOBbIV CepBEP
KAMeHTa aBTOMaTUUYECKM YAANAET BAOXKEHWS U3 SNEKTPOHHbBIX MUCEM.

e B cekunv dnekTpoHHas nouTta nosyyatenen 3ajaiite agpec 3NeKTPOHHOM NOYThbI, Ha
KOTOPbIA ByAeT OTnpaBaeH NHCTaNSLMOHHBIN nakeT. Ecan 66110 BbIBpaHO HECKOIbKO CTaHLWiA
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WAM TPYNM, TO 3aZaiTe agpeca 3NeKTPOHHOW NOYThI ANS OTNPABKM UHCTAMNISLMOHHBIX NakeToB
AN KaXA0W CTaHLMM B OTAEbHOCTA HAaNpOTUB MUMEHW 3TOM CTaHLUN.

@ MapameTpbl OTNPaBKM 3/1EKTPOHHOM NMOYUTbI HACTPAMBAOTCS B MEHHO
: AaMuHUCTpUupoBaHue, B pa3gesne KoHpurypaumsa Cepsepa Dr.Web, Ha Bkiagke

CeTb, Ha BHYTpPEHHEN BKIajke JNeKTPOHHAA NoYyTa.

4. Haxmute kHOMKy OTnpaBUTD.

8.8. OTnpaBKa coo6LeHnn CTaHLNAM

CNCTEMHBIN aAMUHUCTPATOP MOXKET OTNPaBAATb NOJIb30BaTeNIM NHOOPMALMOHHbIE COObLLLEHMS
MPOM3BO/IbHOTO COAEP KaHWsA, BKIOYarOLLKE:

e TEKCT COODBLLEHNS;

r’MnepccblJIKN Ha UHTEPHET-PECYPChbl,

e JIOroTMN KoMMaHuu (nam nroboe rpaduveckoe n3obpaxkeHue);

B 3arosi0oBKe OKHa TakK>Xe yKa3bIBa€eTCA TOUHaA AaTa NoJydYeHnA COO6LLI,eHVIF|.

[JlaHHble COOBLEHNA BLIBOAATCA HA CTOPOHE MO/Ib30BaTeNs B BUAE BCMJIbIBAOLLUX OKOH (CM.

pucyHok 8-1).

397 DrWEB

NHdpopmauma
Jﬁr Joporon nonszoearens! Ha eallem KOMNLIOTE...

YuraTe cooblleHne

PucyHok 8-1. OkHO coobweHus Ha ctaHuun nog OC Windows

YT10o6bI OTNPaBUTL COO6LLEHNE NOJ/Ib30OBaTeNO

1. BbibepwuTe NyHKT AHTUBUPYCHaA ceTb B I1aBHOM MeHto LieHTpa ynpasneHus.

2. B oTkpbIBLIEMCA OKHE BbibepuTe B Mepapxmyeckom CrmcKe CTaHLMIo MAW TPYNMNy U Ha NaHenu
I
WHCTPYMEHTOB HaxkmuTte 3 O6wme — %Ompanmb coobleHne cTaHUuUAM.

3. B oTkpbiBLIEMCSA OKHe 3amMoiHUTe CiesytoLe noss:

¢ B nose 3aronoBok coobuieHns MoxeTe 3a4aTb 3aro/I0BOK COObLLEHNs, HAaNpPUMep, Ha3BaHWe
KOMMaHuW. [JaHHbI TeKCT ByAeT 0TobpaXkeH B 3aroIoBKe OkHa COObLLeHNsa cnpaBa OT
norotuna. Ecam gaHHoe nosie ocTaHeTcs MyCTbiM, TO Ha MecTe 3aro/IoBka B OKHe COOOLLeHMs
byzeT BbIBOAUTCA MHPOpPMaLMA O cOObLeHUN.

PykoBOACTBO aAMMHMCTpaTOpa
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FnaBa 8: YnpaBneHue pabounmu craHLUAMMU

e TekcT coobweHnsa — obs3atenbHoe rnoe.

e YcraHoBuTe dnar Moka3sbiBaTh I0roTUn B c006LweHun, 4To6bl 0TOBpaxkaTb rpadryeckunii
0ObEKT B 3aro/IoBKe OKHa COOOLLeHMs. 3ajaiTe CesyoLLne napaMeTpbl I0roTuna:

s Cnpasa oT noas ®Paiin aorotmna HaxkMmTe KHOMKY E ANA 3arpysku darina norotmna ¢
NIOKaNbHOTO pecypca 1 Bblbepute HeOHXOAUMBbIV 06BEKT B OTKPbIBLUEMCS HBpay3epe no
darnoBoi cucteme (cm. Popmart darina n10roTmna).

e YcraHoBuTe dnar MokasbiBaTbh CCbINKY B cO06LEHNN, UTOObI BKIHOUKTL B COOOLLLEHME
rMnepccbiiky Ha Beb-pecypcbl.

ﬂ'flﬂ AO6aBJ16HI/1ﬂ CCbINIKW:

a) B none MMsa ccbinikmM yKaxxute Ha3BaHWe CCbIIKUM — TEKCT, KOTOPbI ByaeT oTobpaaTtbcs
Ha MecTe CCbIJIKM B COOBLLLeHMMN.

b) B none URL-apapec ansa ccbinku 3agante URL-agpec Be6-cTpaHuLbl, OTKpbIBaEMOW Npu
KAMKEe Ha CCbIJKY.

C) B none Tekct coobuieHnsa 1o6aBbTe Mapkep {1ink} Be3je, rae Heob6xoaMMo A06aBUTb
CCblAKy. B pe3yabTmpytouem coobLieHnn Ha ero MecTe byzeT BCTaBeHa CCblika C
yKasaHHbIMY napameTtpamu. KonnuectBo TeroB {1ink} B TeKCTe HE OrpaHUYeHO, HO BCe
OHW ByAyT cofep>kaTb OAMHaKOBbIe NapameTpbl 13 noselri URL-aapec AnA cCbI/IKN U1
MUmsa ccbinkun. Mpy HaAMYmMm oJHOTO AN HECKOIbKMX MapkepoB {1ink}, ccbiika byaeT
BCTaBJ/IEHA TO/NbKO Ha MecTa MapKepOB.

d) Ecnm mapkep {1ink} He yka3aH B nosie TeKcT coobuieHuns, ccoiaka byseTt BCTaBieHa
€ANHOX/bI B KOHLLe COOBLLEHMA Ha OTAENbHOM CTPOKE.

e YctaHoBMWTE Gaar OTNPaBAATb TONLKO CTAaHLMUAM B C€TU, YTOObI OTNPaBAATL COObLLEHME
TONbKO CTaHuumsaM B cetu (online). Ecam dnar yctaHoBAEH, OTNpaBKa CTaHLMAM He B CETU
OCyLLEeCcTBAATLCSA He byaeT. Ecm dnar cHAT, oTnpaBKa CTaHLMAM He B CeT ByAeT OTN0XKEHa A0
MOMEHTa MX NMOAKAHOYEHNS.

e YctaHoBuTe dnar MokasbiBaTb cTaTyC OTApPaBKW, YTOObI BbIBOAWTL YBEAOMJIEHNE CO
CTaTyCOM OTMNpPaBKN COOBLLEHNS.

HaxxmunTte kHonky OTnpaBuUTb.

®dopmart danna norotuna

®aiin ¢ rpadpuyecknm n3obpaxkeHnem (TOroTMNom), BKAKOUYAEMbIN B COOBLLEHNE, JOKEH
YA, 0BNETBOPATD CIEAYHOLLUM YCIOBUAM:

1.
2.

Mpaduruecknin dopmat dpaina: BMP, JPG, PNG, GIF, SVG.
Pa3mep ¢arina norotmna He foskeH npesbiwaTb 512 Kb.

FabapuTHble pa3mepbl n306paxkeHna — 72x72 nukcens. Vi3obpaxkeHuna apyroro pasmepa 6yayt
MacwTabrvpoBaTbCa Npu OTNpaBke A0 pa3Mepa Mo yMOAYAHUIO.

FnybuHa ygeta (bit depth) — ntobas (8—24 6ur).

PykoBOACTBO aAMMHMCTpaTOpa
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| Ecam Bbl XOTUTEe MCMOAb30BaTb B COOBLLEHMM JIOTOTMIN C NPO3PaYHbiM GOHOM,
: ncnonb3ynte darinbl B dopmate PNG nam GIF.

Mepes oTNpaBKOM NOJb30BaTE/IbCKOTO COOOLLIEHNA (OCOBEHHO MHOrOaAPECHOT0),
pekoMeHayeTcs npeABapuTelbHO OTNPaBUTb €ro Ha Nto6oin KoMMboTep C
YCTaHOB/EHHbIM AreHToM, UTO6bI MPOBEPUTL KOPPEKTHOCTL Pe3ysibTaTa.

NMpumep oTnpaBku coobueHns

[ns oTnpaBku coobLleHNs, MPMBEAEHHOTO Ha pucyHke 8-1, Bblav 3agaHbl CleAyroLLe NapaMeTpbl:

TekcT coobweHus:

YBaxaeMelll I0JIb30BaTesb !

Ha Bam xommneoTep OBJI yCTAHOBJIEH KOMIOHeHT Dr.Web Firewall, BHIIOJIHSOIMNM
GyHKUMM MEeXCEeTeBOI'O 3KpaHa.

[MompoBHyn mMHOOPMALMIO O QYHKLMOHAJIE HAHHOTO KOMIIOHEHTAa MOXHO nojyuuthb {link}.

C yBaxeHMeM,

ADMMHMCTPALMA .

URL-agpec ansa ccbku: http://drweb.com/

Nmsa ccblnku: 3nece

PykoBOACTBO aAMMHMCTpaTOpa
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FnaBa 9: YnpaBneHue cTaHLUAMU B BUPTYasibHbIX cpefax

FnaBa 9: anaBneHMe CTaHUMAMMU B BUPTYaAJibHbIX Cpeaax

Dr.Web Enterprise Security Suite MOXeT MCcnoab30BaThCA AN 3aLLUTbI BUPTYyalbHOWN
NHOPACTPYKTYpPbl — KNACTepOB BUPTYasbHbIX MaLLVH, NPEAOCTaBAAIOLLNX YCAYTN KAVEHTaM (ganee
MMeHyeMbIX KueHmckumu BM): BUpTyanbHbI XOCTUHT, CUCTeMa YAaNeHHbIX pabounx MecT,
KopnopaTuBHble obaaka 1 T. n.

OZHa VN HECKOIbKO M3 BMPTyasbHbIX MALLWH KaacTepa NojyyaeT poJb CepBUCHbIX; Ha HUX
yCTaHaBavBaeTcs cneuunanmsnposanHoe MO (Ckanvpytowmin cepeep Dr.Web), c nomouybto
KOTOPOro oHv 0bpabaTtbiBatoT 3aNpOCkl MO aHTUBMPYCHOW MPOBEPKE OT KANEHTCKUX BUPTYabHbIX
MaLUVH.

B coctaB CkaHVpyHOLLErO CcepBEpa BXOASAT:

e CKaHuvpyrouiee Aapo, ocyulecTBadroLee NpoBepKy NoJydYeHHbIX AaHHbIX Ha Haan4dme yrpos;

e BUMPYCHble 6a3bl 1 6a3bl BCTPOEHHbIX GUAbTPOB A OPUCHOTO KOHTPOIS.

Ha knvneHtcknx BM ycraHaBavBaetcs BupTyanbHbi areHT Dr.Web, koTopbiin paboTtaet noa
ynpasneHvem CepBepa LieHTPa/IM30BaHHOW 3al1Tbl 1 NepejaeT Ha cepBUCHYtO BM 3anpochl Ha
CKaHMpOBaHWe, a Takxke camu daitnbl, Noasexallme nposepke. Takas cxema paboTbl CyLLeCTBEHHO
CHVKaEeT HarpysKy Ha KAVEHTCK1e BUPTyasibHble MallKHbl 3a CYET CeAytownx GakTopoB:

® MPOBEPKa BblHECEHA 3a npeae/ibl KINEHTCKNX BM,;

® OTCYTCTBYET HEOOXOAMMOCTb NOAAEPXKMBATL B aKTya/lbHOM COCTOSIHUM BUPYCHble 6a3bl 1 H6a3bl
BCTPOEHHbIX QUAbTPOB Ha KaXZA0MN U3 KNNEHTCKUX BM;

® 1ICMO/Ib30BaHNE BUPTYasbHOW (@ He GU3MYECKON) CeTn AN Nepesaun AaHHbIX mexay BM,
PacnoIoXKeHHbIMW Ha OAHOM 1 TOM Xe cepBepe (rnepBu3ope), YTo obecneumBaeT BbICOKYHO
CKOPOCTb O6MEHa JaHHbIMW N CKOPOCTb MPOBEPKMU.

CkaHVpyroLWwmnin cepBep MOXKET BbITb UneHOM NH601 rpynnbl. BO3MOXHO Takke 06besnHeHne
CKaHVPYHOLLMX CEPBEPOB B OTAE/bHYHO Fpynmy, B TOM YMC/Ie U aBTOMATUYECKM Ha OCHOBE 3aaHHbIX
NpaBWA YNEHCTBA.

| Pa3smelleHne CkaHMpPYHOLLEro cepBepa B rpynnbl M HACTPOKKa MpaBua YNeHCTBa
: BbIMOJIHAOTCSA TaK Xe, KaK A5 BCeX OCTa/IbHbIX CTaHUMI. MNogpobHas nHbopmaums ob

yNpaB/ieHUN rpyrnnamu COLepXMTCa B pasgene PasmelleHne CTaHLUMA B rpynnax.

CraHuwmm B3anmogencteytoT co CKaHVpYHOLWUM CepBEPOM C NMOMOLLbIO AreHTa,
GYHKLMOHMPYIOLLIEro B BUPTyanbHOM pexume. AreHT paboTaeT nog ynpasaeHviem Cepsepa
LleHTpaM30BaHHOW 3aLL1Tbl 1 NepesaeT 3anpockl Ha Nnposepky dainnos n URL CkaHupytowemy

cepBepy.

PykoBOACTBO aAMMHMCTpaTOpa
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9.1. NMoaxntoueHme ctaHuun kK CKaHMpyrowemy cepeepy

CKaHVpyHOLW M cepBep — 3TO BUPTyabHas MallMHa, KOTOPas MMeeT 0CobbIl CTaTyC U Ha KOTOPYHO
yCTaHOBJAeHO cneuuannsnposanHoe MO ans ob6cay>KmBaHWs 3aNpoCoB MO aHTUBMPYCHOW NpoBepKe
OT APYrVX BUPTYasbHbIX MaLLUWH.

MoapobHyt MHGOPMaLMIO MO YCTaHOBKE W NePBUYHOM HacTpoiike CKaHMpYtoLLLero cepeepa CM. B
PykoBopacTBe no yctaHoBke Dr.Web Enterprise Security Suite, n. YcraHoska CkaHupytoLero
cepsepa Dr.Web.

I MoaxkntoueHne CTaHLI,l/I17I K CKaHMpyroLu,emy cepBepy A4OCTYNHO TOJIbKO B C/iydae, eCain 3TO
. NO3BOJIAKOT yCNOBUA I/ICI'IO}1b3yeMOI7I BaMW NNLUEH3UNN.

UYT106b1 NOAKNOUUNTL CTaHLUIO K CKaHMpYloLeMy cepBepy

1. BbibepuTe nyHKT AHTUBUPYCHasA CceTb B I1aBHOM MeHto LleHTpa ynpaBaeHus.

2. B pepeBe aHTMBMPYCHOW CeTU BbIBEpPUTE CTaHLMIO WU TPYNMY CTaHLUIMA, KOTOPble HEOH6XOAMMO
noakatounTb K CKaHMpytoLemy cepBepy.

3. B pa3gene KoHdurypaumsa sbibepute BuptyanbHbin areHr.

4. YcraHouTe dnaxkok Mcnonb3oBaTbh CKaHMPYHOLWMIA cepBep 1 YKaxuTe agpec CKaHUpyroLwero
cepsepa B nosne CeteBoit agpec CkaHUpyloLLero cepeepa.

@ [na ogHoro BupTtyanbHOro areHta MoXeT 6bITb YKa3zaH agpec TOIbKO OAHOro
: CkaHupyrolero cepsepa.

Ecnv He TpebyeTcs yka3blBaTb KOHKPETHBIA aApec, MCMOb3yTe HaCTPOKKY No
yMonYaHuo udp://:18008 — B 3TOM clyyae CkaHUpyroLWmii cepsep byaet
onpegeneH aBTOMaTMYeckn BHe 3aBMCMMOCTM OT TOrO, KaKoM eMy Ha3HauyeH agpec —
[Pv4 van IPv6.

AZpec MOXeT 6bITb YKa3aH B OZAHOM U3 cieaytoLimx GopmMaToB:

e tcp://<IP-ampec>:<nopT> (MOXHO yKa3sbiBaTb Kak IPv4-, Tak n IPv6-agpeca; IPvb-aapec
Npw 3TOM yKa3bIBaeTCsA B KBagpaTHbIX CKOBKax, HanpumMep tcp://
[£fd15:4ba5:5a2b:1008:edc8:733e:1dd7:789c]:7777);

e udp://:<mopt> (B 3TOM popMmaTe yKa3blBatOTCS TOJIbKO MPOTOKOJ U MOPT, MO KOTOPOMY
cTaHummn 6yayT nckatb CKaHMpYoLL M cepBep);

e srv://service@<domain> (ajpec n NOPT cepBepa yCIyrn onpesenstoTcs nyTem nomcka
SRV-3anucn DNS soMeHa <domain>; eCav JIOMeH He yKkasaH, OH byaeT B3aT 13 paina
HacTpoek DNS 3 nona search ambo domain — B 3aBUCMMOCTM OT TOTO, KaKoe U3 HKX
BCTPeTVTCA B daiie HaCTPOeK NOCAeSHNM).

5. Haxmwure Ha kHOMKy CoOXpaHUTb.

PykoBOACTBO aAMMHMCTpaTOpa
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[ononHurenbHblie HACTPOUKMU

[Ans paboTbl co CKaHMpYHOLWMM CepBEpPOM MOJIb30BaTe/b AO/XKEH 061azaTh JOCTaTOYHbIM YPOBHEM
npas.

Mo yMonuaHWIO NO/Ib30BaTeNN BCEX CTaHLMIA MMEROT NpaBo Ha 3anyck CKaHMpyoLLero cepeepa, HO
NPV 3TOM He MMEIOT NPaB Ha ero OCTaHOBKY W Ha M3MeHeHWs KoHdUrypauum. JlonoaHutenbHble
npaea B c/lyyae HeOH6X0AMMOCTU MOTYT BbITb NPeAOoCTaBAEHb! aAMUHUCTPATOPOM aHTMBUPYCHOM
ceTv. AGMUHMCTPATOP MOXKET M NMOAHOCTBIO 3anpeTuTb Ucnonb3oBaHve CkaHMpytoLLLero cepBepa
A1 OTAENbHbIX CTaHLMIA UAK TPy,

MNoapobHee o NpaBax cM. B pa3gesne [1paBa nosib3oBaTeNein CTaHLUm.

Kak Ha CkaHupytoLiem cepBepe, Tak U Ha NOAKOUEHHbIX K HEMY CTaHUuAX nog ynpasaeHnem OC
UNIX MoryT 6bITb YCTaHOBEHbI AOMOAHUTE/IbHBIE HACTPOMKM, KOTOPbIE YKa3biBatOTCS B
KOHPUrypaumnoHHoMm darne drweb . ini (cekums [MeshD]). BHecTn nameHeHus B dann drweb. ini
MO>HO yepe3 LleHTp ynpaBieHuns (B HacTpoinkax ctaHummn Bbibepute UNIX — AreHt Dr.Web —

Kondurypauus).

MNoppobHoe onucaHre 3TUX HaCTPOEK NPUBEAEHO B Tabavue HUXKe.

Ana ctaHumin nog ynpasneHnem OC Windows MoxeT 6bITb 3aiaH TO/IbKO aspec
CkaHupytoLLlero cepBepa. Bce octanbHble HaCTPONKYM, ONMcaHHbIe B TabsimLg, He
NoAAEPXKNBAKOTCS.

Mapametp OnucaHne

LogLevel YpoBeHb NoApobHOCTU BeAeHMA XXypHana. MoxeT npvHMMaTh

OZHO V3 CNesyroLmMX 3HaUYeHWIA:
{yposeHb nodpobHocmuj}

e DEBUG — CaMblli NOAPOOHBIN (OTNAA0YHbIN) YPOBEHb.
BbiBoAATCA BCe COObLLEHMSA, a Takke OTaaj0uHan
nHpopmaLms.

e TINFO — BbIBOAATCA BCE COO6L1J,€HVIH.

e NOTICE — BbIBOAATCS COODOLEeHMsA 06 owmnbkax,
npesynpexXaeHuns, yBeJOMAEHMS.

e WARNING — BbIBOAATCSA co0bLeHMA 06 owmnbkax 1
npesynpexaeHus.

e ERROR — BbIBOAATCS TO/bKO coobLLieHma 06 owmnbkax.

3HaueHue no yMonYaHuko: Notice

Log MeTog BefieHns XypHana. MoXeT NpUHMMaTh OAHO 13

CNIeflyOLLMX 3HAUEHWIA:
{mun XxypHanaj}

PykoBOACTBO aAMMHMCTpaTOpa
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Mapametp

IdleTimeLimit

{uHmepesas epemeHu}

DebugSsh

{noauyeckudi}

FnaBa 9: YnpaBneHue cTaHLUAMU B BUPTYasibHbIX cpefax

OnucaHune

e Stderr[:ShowTimestamp] — coobuweHusa byayT
BbIBOAWTLCSA B CTAHAAPTHbIN NOTOK OWM6boK stderr.

e Auto — COObLLEeHNA AN COXPaHeHWs B XXypHaa nepeaarotcs
AeMOHyY ynpasneHus KoHdurypaumen Dr.Web ConfigD Ha
CTaHLMK, KOTOPbIN COXPaHAET UX B eAMHOe MecTO B
COOTBETCTBUM C COBCTBEHHbLIMW HaCTPOMKaMMU.

e Syslogl[:<facility>] — coobLuieHuns byayT nepeaaBaTbCs
KOMMOHEHTOM CUCTEMHOW cnyxbe XypHannposaHus syslog.

e [lononHuTenbHas MeTka <facility> ncnonb3yetca Ana ykasaHus
TN XypHasa, B KOTOPOM syslog ByaeT coxpaHATb COOBLLEHMS.
BO3MOXHble 3HaUEeHUS:

o DAEMON — COOb6LLEHNS LEMOHOB;
o USER — COO6LLI,eHl/I‘r'| NONb30BaTE/IbCKNX MPOLLECCOB;
o MAIL — COOBLLEHNSA MOYTOBbLIX MPOrPamMm;

@ LOCALO — COO6LLI,eHl/I‘r'| JIOKaNbHbIX MPOLECCOB (04

@ LOCAL7 — COO6L1J,€HVIH JIOKa/NbHbIX MpoLueccoB 7.

5 <nyme> — coobuyeHna byayT coxpaHATbCS
HeMnoCpesCTBEHHO B YKa3aHHbIN daiin XypHana Ha CTaHLuW.

3HaueHMe No yMo/IHaHUIO: Auto

MakcrmanbHoe BpemMsa npoctos BupTyanbHOro areHta nau
CkaHupytoLLero cepsepa, NO NPeBblLLEHNN KOTOPOro OH
3aBepLuaet pabory.

MapameTp MoOXeT ObITb ycTaHOBAEH Kak Ha CkaHMpytoLLEeM
cepBepe, Tak 1 Ha BupTyanbHOM areHTe.

Ecnn yctaHoBNeHO 3HaueHMe None, BupTyanbHbI
areHT/CkaHupyowmnin cepeep byseT paboTaTh MOCTOAHHO; B
ClyyYae OTCYTCTBMA aKTUBHOCTU eMy He ByaeT OTrnpaBaeH CUrHan
SIGTERM.

MuHMManbHoe 3HayeHne — 10s.
3HaueHue no ymonyaHuio: 30s

YKa3sblBaeT, cnefyeT N1 BbIMOAHATL XYpHaIMpoBaHue
coobLeHnn NnpoTokoia SSH Ha cTaHLMK, ecn yCTaHOBJ/IEH
YpPOBeHb MoAPOBHOCTU XypHana LogLevel = Debug.

3HaueHue no yMO4YaHUKO: No

PykoBOACTBO aAMMHMCTpaTOpa
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Mapametp

ListenAddress

{<IP-adpec>:<nopm>}

DnsResolverConfPath

{nyme}

DiscoveryResponderPort

{nopm}

EngineChannel

{On | Off}

EngineUplink

{adpec}
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OnucaHune

CeTeBOW COKeT (agpec 1 NOpPT) KNMEHTCKOrO MOAKAOYEHNS, Ha
kKoTopoM CKaHVpPYHOLLMI CepBEP OXMUAAET COEANHEHN OT
KIMEHTCKMX CTaHLMA.

MapameTp MOXeT ObITb YCTaHOBAEH TONbKO Ha CKaHMpPYOLWEM
cepBepe.

MapameTp fokeH ObiTb 0653aTeNbHO YCTaHOBAEH, YTOOBI
CkaHunpytoLnin cepeep npocaywmean IPv6-nHtepdeinc n mor
obHapyxuBaTb BupTyanbHble areHTsl no |Pv6.

IPv6-azpeca yka3blBatoTCs B KBaApaTHbIX CKOHKax.

Ecnmn B kauecTBe 3HaYeHWs 3TOro NapameTpa ykasaHa nycras
cTpoka, CkaHVpyrOLWLMI cepBep 3aBepLuaeT paboTy.

Y106bI NPUCBOMTL 3TOMY NapamMeTpy 3HadeHue ' ' (T. e. NyCcTyto
CTpOKy), Heobx0AMMO oaHOBpeMeHHO obnagaTb NpaBamMun Ha
OCTaHOBKY U U3MeHeHne KoHpurypauum CkaHupyouero
cepBepa.

MyTb Kk dainy HacTpoek NOACUCTEMbI Pa3peLLeHns JOMEHHbIX
nveH (DNS resolver).

MapameTp ycTaHaBAnBaeTca Ana BupTtyanbHoro areHTa, ecam B
kavecTtBe agpeca CkaHupytoLero cepsepa 3agaHa SRV-3anuce.

3HaueHue No yMmosyaHuk: /etc/resolv.conf

MopT, Ha koTopom CKaHUPYHOLLMIA cepBep OTBEYaET Mo
npotokony UDP Ha 3anpochbl KiMeHTOB.

3HaueHue no ymMmonuyaHuto: 18008

BraroueHne nan BbIkIOUEHWE 418 cepBepa BO3MOXXHOCTM
npeAoCTaBAATb YCAYr CKAHUPYHOLLEro Aapa.

MapamMeTp MOXeT bbiTb YCTaHOB/IEH TONbKO Ha CKaHUpPYytOLLEM
cepBepe.

3HaueHue no ymMmosyaHur: On

Y106bI M3MEHUTL 3HaUEHMe 3TOro napameTpa Ha Off,
HeobXx0AMMO ofAHOBpemMeHHO o06s1apaaTh NpaBaMU Ha OCTAaHOBKY
M n3meHeHue KoHpurypauum CkaHupyoLiero cepeepa.

Appec CkaHunpytoLero cepeepa (yka3biBaeTcs B TOM Xe
dopmaTe, UTO M Npu HacTpoiike yepes LieHTp ynpaBaeHus).

PykoBOACTBO aAMMHMCTpaTOpa
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Mapametp

EngineDebuglpc

{noauyeckuli}

UrlChannel

{On | Off}

UrlUplink

{adpec}

UrlDebugIpc

{noauyeckudi}
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OnucaHune

I'IapaMeTp MOXET ObITb YCTaHOBAEH TOJIbKO Ha BVIpTyaIIbHOM
areHTe.

3HaueHue no ymonuaHuio: He 3adaHo

BbIBOAWTL B XXypHan OTAafouHy0 MHGOPMaUuUIo Ana YCayrn
CKaHWPOBaHUA, eC/IM YCTaHOBJ/IEH YPOBEHb NOAPOOHOCTM
XypHana LogLevel = Debug.

3HaueHMe Mo ymon4aHuio: No

BraroueHme nam BelkK/IFOUEHME A1a CepBepa BO3MOXHOCTY
npeAoctaBaATb ycayrn nposepku URL.

3HaueHue Mo yMo/lHaHuIo: On

UT06bl M3MEHUTbL 3HAUEHME 3TOrO NapamMeTpa Ha Of f,
HeobXxoANMO OAHOBpeMeHHO o61asaTh NPaBaMM Ha OCTAHOBKY
M nameHeHue KoHpurypauum CKaHupylolLero cepeepa.

Afpec BblLECTOALLEro y3/1a, Ucnosb3syemoro ana nposepku URL.

MapameTp MoxeT HbITb YCTAHOBAEH TOLKO Ha BupTyasnbHOM
areHTe.

3HaueHune no ymonuaHuto: He 3a0aHo
BbiBOAWTL B XypHan OTAaf0uHY0 MHGOPMaLMIO Ana YCayrn
nposepkun URL ecimn ycTaHOBEH YpOBEHb MNOAPOBHOCTY XXypHana

LogLevel = Debug

3HaueHue no ymMmonyaHur: No

9.2. IHTerpaumsa ¢ MHPPaCTPYKTypOi BUPTYyasibHbIX pabounx

MecCT

Dr.Web Enterprise Security Suite noaaep>unBaet nHTErpaLmo ¢ MHPPaCTPYKTYpPOM BUPTyaabHbIX
pabounx mect (VDI). Takas BO3MOXHOCTb Nojae3Ha Npu paboTte C MOHKUMU KAUeHmamu,
NoAfep>XMBaroLWMMn paboTy B TepMUHANBHOM pexxrmMe no npoTtokoay RDP.

PaboTa aHTMBUPYCHOW CETV MPU 3TOM OPraHM3yeTcs CIeAyOLMM 06pa3oM:

1. AAMWHWCTpPATOP aHTMBUPYCHOW CETU CO3AaeT 3MasioHHbIl 06pa3 supmyaaeHol cmaHyuu C
npeaycraHoBieHHbIM O 1 AreHtom Dr.Web, nocne uero nogkntouaet atanoH k Cepsepy

Dr.Web.

2. N3 CO34aHHOTO 3Ta0Ha KNOHNPYHOTCA HeO6XOAI/IMbIe BNPTya/ibHbl€ CTaHLNN.

PykoBOACTBO aAMMHMCTpaTOpa
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3. Tlo ncreueHnn 3a4aHHOTO CpOKa BUPTYyanbHblE CTaHLUUWN YAANAROTCA. BI'IOCJ'IeACTBI/II/I BMPTyaJibHbl€
CTaHU MK CO34a0TCA 3aHOBO M3 3TaJIOHHOTIO o6pa3a no mepe HGO6XOAVIMOCTVI.

YT106bI NOAFOTOBUTL aHTUBUPYCHYIO ceTb K paboTe c VDI
1. BbibepuTe NyHKT AHTUBUPYCHasA ceTb B I1aBHOM MeHo LieHTpa ynpaBaeHus 1 co3gaite HOBYHO
CTaHUWIO, KOTOpas ByAeT CNy>KWTb 3TalOHHbIM 06pa3omMm.

2. YcTtaHoBWUTe Ha co3aaHHyto cTaHumto AreHT Dr.Web n Bce Heobxoaumoe MO. [Nogkatounte
ctraHuuto K Cepsepy Dr.Web.

HasHaubTe oAHyY 13 cTaHUMi CKaHMPYHOLWUM CEPBEPOM N YCTaHOBUTE Ha Hee Heobxoaumoe 0.

4. B HacTpoWKax CO34aHHbIX CTaHLUIM YKaXWTE, UTO OHWU A0JIKHbI UCMOAb30BaTh CKaHVPY LN
cepBep. YkaxuTe agpec CkaHMpYHOLEro cepeepa, K KOTOPoMy ByayT MOAKNHOYATLCA CTaHLUM.

5. B ToM e pasgene coszsante HOBYIO rpynny, B KOTOPOW ByayT pa3MeLLatbCs BUPTyasbHble
CTaHLmW.

6. Hactpowte nopagok perncrtpauum BUpTyanbHbix CTaHUWA. [na 3toro B LieHTpe ynpaBaeHus
nepenaute B paszen AaMUHUCTPUpoBaHMe — [losb3oBatensckre npoueaypsbl. JlobasbTe
HOBYO Mpoueaypy Ha ocHoBe cobbiTns HoBuuok nogkntouaerca k CepBepy Dr.Web. B none
TekcT npoueaypbl ykaxuTe:

local args = ... -- args.id, args.address, args.station
if args.id == '<udeHmugukamop_3manoHHOU cmaHyuu>"' then

return { "id", dwcore.get uuid(), "pgroup",
" <udeHMugukamop_nepgu4Hol_zpynnei>" '}

end

B kauectBe <udeHmugukamopa_smaioHHoU_cmaHyuu> HeobxoAnMO yKa3zaTb |ID 3TanoHHOM
CTaHLMK, CO34aHHOM Ha 3Tane 1. B kauectBe <udeHmMugukamopa_nepsuyHoU_2pynnel> yKaxure
ID rpynnbl, co3aaHHONM Ha 3Tane 5. [laHHas MHPopMaLms Bcerga AOCTyMNHa B CBOMCTBaX
06bekToB B fepeBe AHTUBUPYCHOM CeTU.

MpuV KNOHNPOBaHMN KaXAan HOBas BUPTyasibHas CTaHLmMs ByaeT noayyatb naeHTudumkaTop,
COBMaAatoLWNiA C MAEHTUOUKATOPOM 3TaJOHHOM CTaHu UK. o ycnoBmaM npoLesypbl Npu
noakntouveHumn ctaHumm k Cepsepy Dr.Web ans Hee reHepupyetca HoBbii UUID, nocne yero
CTaHLWSA PErMCTPUPYETCA B NEPBUMYHONM rpynne C ykasaHHbIM UAeHTUGUKATOPOM.

Mpwv HanucaHUK NpoLLesypPbl PEKOMEHAYETCA CBEPATLCSA CO BCTPOEHHBIM LLAbOHOM npoLesypbl
Hosuuok nogkntouaerca k Cepsepy Dr.Web. /115 yTouHeHvs nHpopmaumm, B TOM umcne
BO3MOXHbIX a/lbTePHATVBHbIX MapaMeTPOB 1 BO3BpPaLLaeMbIX 3Ha4YeHWN, B LleHTpe ynpaBieHns B
aepese npoueayp Bbibepute Examples of the hooks — HoBuukn — HoBuuok noakntouaercs K
CepBepy Dr.Web.

PykoBOACTBO aAMMHMCTpaTOpa
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NMnaHoBoe yAasleéHne HeaKTUBHbIX BUPTYyaJibHbIX CTaHLI,I/II‘;I

[ns paunoHanbHOTrO pacnpeseneHns ANLLEH3UN, a Takxke AN NPesoTBPaLLeHns CKomnieHvs B 6ase
AaHHbIX MHPOPMaLMKM 06 yaaneHHbIX BUPTyasbHbIX CTaHLMAX, HEOOXOAMMO HaCTPOUTL 3ajaHune No
aBTOMATMYECKOMY YAANEHNIO HEAKTUBHBIX CTaHLMI. [0 HeaKTMBHBLIMW MNOAPA3yMEBAOTCSA CTaHLMK,
KoTopble He noakatouanmcb K Cepeepy Dr.Web B TeueHue ykasaHHOro cpoka.

A.ﬂﬂ noAroToBKv 3alaHUA MO aBTOMaTUUYeCKOMY yAaJ/iIeHU0 HeaKTUBHbIX CTaHLI,I/Iﬁ

1. B UeHTpe ynpaBneHus nepenante B pasgen AAMUHUCTPUpOBaHue — M1aHUPOBLUUK 3aAaHNA
Cepsepa Dr.Web.

2. Co3paite HOBOE 3a/laHne, HaXkaB KHOTMKY b Co3partb 3afiaHMe Ha NaHen MHCTPYMEHTOB.

PykoBOACTBO aAMMHMCTpaTOpa
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3. Ha Bknagke [leicTBuMe B BbiNagaroLemM crnvcke Bolbepnte BbinonHeHne ckpunTa, nocse Yero
UMMNOPTUPYNTE N3 OTAENbHOTO dalina, IMbo BBEAUTE BPYUHYH CreayoLni Lua-ckpunT B none
HUXe:

local adminName = 'admin'

—-— ykaspBaeM 1D TpyNmsl

local gid = ' <udeHmMugukamop__nepgu4dHoli_zapynnel>"
—— 3allaeM Ieproll HEeaKTVMBHOCTU (B ceKyHnax)

local interval = 86400

require ('st-db-state')
require ('core/datetime")
require ('core/admins/admins')

local lastseen = Datetime.timeUnixstampToDBFormat (Datetime.nowTimestamp ()
- interval)

local stations {}

—— BHIIOJIHAEM 3anpoc K Basze IaHHBIX

local res, errl = DBuilder ()
:select ('id, lastseenat')

:from('stations')

:where ('gid', gid)

:where ('lastseenat '..dwcore.base64 decode('PA=='), lastseen)
:where ('state !=', st db state.st db state logged in)
:get ()

if res and next (res) then
for 1 = 1, #res do
table.insert (stations, res[i][1l])
end
end
—-— yIaJjsgeM HEeaKTMBHBEIE CTaHUUM
local function delete stations(ids)
local admin, err = Admin:initWithLogin (adminName)
require 'core/admins/admins'
require ('core/stations/stations"')
local status, results stations = Stations:delete(ids, admin)
return ''

end

return delete stations(stations)

B kauectBe <udeHmugukamopa_nepsuy4Hol_zpynnel> ykaxwute |D rpynnbl, CO34aHHON Ha 3Tane
5 npu nogrotoske k paborte ¢ VDI.

PykoBOACTBO aAMMHMCTpaTOpa
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[AaHHbIV ckpunT obpatyaetcs K 6aze gaHHbIX, noayyaeT ID cTaHUMI, He NOAKAOYABLUMXCS K
CepBepy Dr.Web B TeueHve nocnegHunx 24 vacos (86400 cekyHa), v yaanaer 3T CTaHLUN K3
rpynnbl € yKasaHHbIM [D.

@ PekomeHayeTcsi OOHOBAATBL 3TaNOHHbIN 06pa3 KaX bl pa3 nocse 06HOBAEHUS

: aHTUBMPYCHBLIX KOMMOHEHTOB, TPEOYHOLLEro nepesarpysky onepaLvioHHON CUCTEMBI.
MNMocne 06HOBAEHWS MPOBEPbLTE U MPY HEOOXOAMMOCTU CKOPPEKTUPYITE NAEHTUDMKATOP
3TaJIOHHON CTaHLMM B TEKCTE MPOLeAypbl.

PykoBOACTBO aAMMHMCTpaTOpa
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FnaBa 10: Hactpouka CepBepa Dr.Web

B AaHHO rnaBe NpVBEAEHO OMMCaHVE CeAYHOLLMX BO3MOXHOCTEN MO YNPaBJEHNIO NapaMeTpamm
paboTbl aHTUBUPYCHOM ceT 1 CepBepa Dr.Web:

YnpaB/ieHVe ANLEH3NAMWN — napamMeTpbl INLUEH3NPOBaHUA;

BeseHue xypHaia — NpoCcMOTp 1 ynpasaeHne XypHanamu paboTel Cepsepa Dr.Web, npocmoTtp

NOAPOBHbIX CTAaTUCTMYECKUX AaHHbIX MO paboTe CepBepa Dr.Web;

Hactpoiika koHdurypaumm Cepeepa Dr.Web — HacTpolika napametpoB paboTel CepBepa

Dr.Web;

Hactpovika pacnucanus Cepsepa Dr.Web — HacTpolika pacnucanums 3agaHuia ansa obcny>xnBaHms

Cepsepa Dr.Web;

Hactpoiika koHburypaumm Beb-cepeepa — HacTpoiika NnapameTpoB paboTbl Beb-cepBepa;

[Tosb3oBaTeNbCKME NPOLLEAYPbl — NnoAK/IFOYEHNE U HaCTpOVIKa NnoJsib30BaTeNbCKUX NpoLeayp;

HacTtpowvka onoselleHnmi — HaCTpOl\/'IKa CUCTEMbI OnoBeLWeHna agMNHNCTPpaTopa O CobbITUAX

aHTUBUPYCHOW CETU C Pa3NINYHBIMUN METOAaMU AOCTaBKN COODLLEHU;

Ynpaenenve penosutopviem Cepeepa Dr.Web — HacTpoiika penosutopus 41 06HOBAEHUS BCEX

KOMMOHEHTOB aHTMBMPYCHOM ceT ¢ BCO un ganbHenwero pacnpocTpaHeHns 06HOBAEHUI Ha
CTaHLuY;

YnpassieHve 6a30i faHHbIX — HEMOCPEeACTBEHHOE 06cnykmBaHWe H6a3bl AaHHbIX CepBepa Dr.Web;

OcobeHHoCTM ceTu ¢ Heckonbkumu Cepeepamu Dr.Web — KoHPUrypaLms MHOrocepBepHOM

aHTMBUPYCHOW CETU N HAaCTPOMKa MeXCepBEPHbIX CBA3EN;

VHTerpaums ¢ MHOPacTpyKTypPO BUPTYaabHbIX paboumx Mect — Hactpolika Cepeepa Dr.Web ans

paboTbl C MHPPACTPYKTYPOWM BUPTyanbHbIX paboumnx mect (VDI).

10.1. YnpaBneHune nnueHsnamm

10.1.1. MeHepykep NNLEH3UN

@ MogpobHas HGopmMaLums o NPUHLMMNAX U 0COBEHHOCTAX AMLEeH3NpoBaHus Dr.Web
: Enterprise Security Suite npuBeseHa B pa3gene JlvLeH3poBaHue.

NHtepPpenic MeHepkepa ML eH3nmn

B coctaB LleHTpa ynpaBieHus BxoanT MeHezxep nueH3uin. JaHHbli KOMAOHEHT UCMONb3YeTCs ANs
ynpaBeHVs NULEH3MPOBaHNEM O6BEKTOB aHTUBMPYCHOM CETH.

[ns TOoro uto6bl OTKPbLITb OKHO MeHezaXepa AMLEH3WI, B r1aBHOM MeHto LleHTpa ynpaBaeHus
Bbl6epuTe NyHKT AAMUHUCTPMPOBaHUE, B OTKPbIBLUEMCS OKHE B YMpaBAstoLLeM MeHHO BblibepuTe
nyHKT MeHeayKep NNLEH3UA.

PykoBOACTBO aAMMHMCTpaTOpa
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[naBHOEe OKHO MeHep,>|<epa J1I/ILI,eH3I/II\/'I COAEPXKUT AepeBoO Kaouen — MepapxmquKMM CMnCoKk,
y31aMn KOTOPOTro ABAAKTCA JIMLUEH3NOHHbIE K/IKOUK, a TakK>XKe CTaHLU WK, Tpynnbl U NOJINTUKW, ANA
KOTOPbIX Ha3dHaY€Hbl TMUEH3NOHHbIE KJHOYW.

MaHenb WHCTPYMEHTOB COAEPXUT csieayioline 3JieMeHTbl yrnpaBJ/ieHUs:

Onuus

=+ Jo6aButb

JINL,EH3VOHHbIN KoY

{at Ypanutb Bbi6paHHbIe
06BbeKThI

18 PacnpoctpaHutb
KJ/IlOY Ha rpynnbi U
cTaHUum

V= dKcnopTupoBatb
KJou

y MpoBepntb Hannumne
O6HOB/IEHMI U 3aMEeHUTb
JINL,EH3UOHHbIE KJIHoUun

5N Pacnpoctpauntb
KJIFOU Ha cocefiHne
CepBepbl Dr.Web

OnucaHue

[,06aB1Tb HOBYIO 3anNuncb O
JIMLEEH3VIOHHOM KJHOYe.

YaanuTb CBA3b MEXAY KIHOUYOM U
0b6BEKTOM JIMLIEH3NPOBaHMA.

3aMeHUTb nan fobaBnThb

BbIOpPaHHbIN KIOY K 0OBbEKTY

NNLEH3NPOBaHNA.

CoxpaHuUTb NOKaAbHYHO KOMUIO
darina AMLEH3NOHHOrO KoYa.

MpoBeputb Hannune

OOHOBAEHWIA, pacnosaraeMblx Ha

BCO, ans Bcex kitouen. MNpu

HaNM4YMM OBHOBNEHWNI CKayaTb
KJIFOUN 1 MPOBECTU 3aMeHy (CM.
ABTOMaTUYeckoe obHOBAEHUE

JNLEH3UN).

MepesaTb ANLEH3NM 13

Bbl6paHHOFO KAro4a coceaHnM

Cepeepam Dr.Web.

3aBUCMMOCTb OT 06BLEKTOB B
AepeBe Karoueit

Onuws Bcerga JOCTYyrMHa.

OcobeHHOCTM PyHKUMOHaNa 3aBUCAT
OT TOro, BblibpaH i 06BbEKT B AepeBe
KAruern nan Het (cM. [lobasneHue
HOBOrO JINLIEH3VOHHOIO KAYa).

Onuma JocTynHa, ecaun B Aepese
BbIOpaH 06beKT ANLEH3NPOBaHNA
(cTaHUwWA, rpynna uan NoanT1Ka) nam
JIMLLEH3NOHHBIN KJIHOU.

Onuws JoCTyMHa, ecaun B Aepese
BbIOpaH NIMLIEH3VOHHbIW KIHOU.

Onuwnsa Bcerga AocCTynHa.

[JencTBue pacnpocTpaHseTcs Ha Bce
JIMLEH3VOHHbIE KJIOUYM B AepeBe.

Onuwna goctynHa, ecnv B gepese
BblOpaH NMNLLEH3NOHHBIN KJIHOU.

=1 <
=1 HaCTpOI/IKM BUaa AepeBa Nno3BoOJIAKT M3MEHATb BN NEPaAPXMNYECKOTro AepeBa:

e Onar MokasbiBaTb KOIMUECTBO JINLLEH3UI BKIOYAET/OTK/IOYaET oTobpakeHve B fepeBe
KNtOUeln obLLero KoAMyYecTBa NLEH3NIN, NPesOCTaBASIEMbIX JIMLEH3VOHHBIMU KAHOYEBBIMM

darinamu.

PykoBOACTBO aAMMHMCTpaTOpa
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o /115 U3MEHEeHUs CTPYKTYpPbl AepeBa UCMONb3yWTe ClesytoLme onuum:

o Onuusa Knroum npeanvcbiBaeT oTobpaxkaTb BCe AMLEH3NOHHbIE KAKOUN aHTUBUPYCHOM CETU B
KauecTBe KOPHEBbIX Y3/10B nepapxuyeckoe gepesa. [py 3TOM BAOXKEHHBIMUW 31EMEHTaMM
JIMLLEH3NOHHbIX KKOYEl ABASHOTCA BCE IPYNMbl, CTAaHLMUW U NMOAUTUKM, ANS KOTOPbIX Ha3HAYEeHbI
3TV KoUK, [laHHOe npeacTaBeHVe JepeBa ABASETC OCHOBHbIM M NMO3BO/ISET YNPaBAsaTh
06beKTaMU IMLEH3NPOBAHNA N INLEH3NOHHBIMM KAFOYaMM.

o Onums Fpynnbl NpesnucbiBaeT 0TobpaxaTb B Ka4ecTBe KOPHEBbIX Y3/10B MePapXMUeckoro
AepeBa rpynnbl, cogepkalive o6bekTbl, AN KOTOPbIX HEMOCPEACTBEHHO Ha3HAYEHbI
NIVLLEH3NOHHbIE KUK, [Tpyn 3TOM BNIOXKEHHBIMW 31€MEHTaMM TPYNN ABASIOTCA CTaHLUM U
NOJINTUKW, BXOASALLME B AaHHbIE rPYNMbl, M INLLEH3VOHHbIE KIOYM, KOTOPbIE Ha3HaYeHbl A5
3Tnx 06bekToB. [laHHOE NpeACTaBaeHNe fepeBa CYXKUT ANa yA00CTBa BU3yanam3aLnm
MHPOPMaLUM O NNLLEH3MPOBAHUK 1 HE NMO3BOSET YNPaBAsaTb 06bekTamun gepeBa.

° ,ﬂrﬂﬂ M3MEHEHNA BHELUHETO BAa A€peEBa MCI'IOﬂb3yI;1T€ aiegyrome onyunn:

o Moka3biBaTb UAEGHTUPUKATOPbI KIMEHTOB — BKJIHOYAET/OTK/IHOUaET oTobpaxeHve
YHUKaNbHbIX MAEHTUOUKATOPOB CTaHLMIN.

o Moka3biBaTb Ha3BaHUA KJIMEHTOB — BKJ/IHOYAET/OTKAKOYAET OTOOpaXkeHe UMeH (Ha3BaHW)
CTaHLUN.

o Moka3biBaTb agpeca KIMeHTOB — BKJ/HOYAEeT/OTKNH0YaeT oTobpaxeHne IP-agpecoB cTaHLmWN.

o [Moka3biBaTb ONUCaHUA — BK/IOYAET/OTKAKOYAET OTOOPaXKeHVEe ONUCAHUIA CTaHLMIA 1 Tpynn
CTAHUMN.

Pabota c aMueH3naMM

an nomoum MeHep,)Kepa nuqu3|/|ii Bbl MOXKeTe OCyLllecTB/IATb cJeayiouimne AeﬁCTBMH Hapa
JNUEeH3UNOHHbIMU KNroYaMun:

1. MNpocMoTp MHOOPMALIUK O NULLEHIUW.

[ob6aBieHne HOBOTO JINLIEH3VOHHOTO K/HYa.

O6HOBEHWE NNLLEH3UOHHOIO KKYa.

3amMeHa JNLLEH3MOHHOTO KJKYa.

PaclivpeHune cnmcka AMLEH3VNOHHbIX KAHYen obbekTa.

YaaneHve AMLEH3NOHHOTO KAKYa 1 yaaneHre o6bekTa U3 Cnmcka JULLEH3UPOBAHNS.

MNepenayva anueH3nm Ha coceaHmnv Cepsep Dr.Web.

© N o v A~ W

PenakTMpoBaHune AULLEH3UI, NepedaHHbix Ha coceaHui Cepeep Dr.Web.

PykoBOACTBO aAMMHMCTpaTOpa
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NMpocmoTtp nHpopmaLumm o INLEH3INN

[ns TOro 4to6bl NPOCMOTPETL CBOAHYH MHOOPMALMIO O JIMLEH3VOHHOM K/KOUe, BbibepuTe B
rNaBHOM OkHe MeHegykepa MLEH3U YUYETHYIO 3anunchb KAroYa, MHGOPMaLMI0 O KOTOPOM Bbl XOTUTE
NPOCMOTPETb (HaXKMUTE Ha Ha3BaHWe yUeTHOM 3anucy kaoYa). B oTkpbiBLIelica naHenn byaet
BbIBeZeHa Takas MHGOpMaLus, Kak:

e [lpesocTaBisieMOe 1 UCMO/Ib3yeMOE KOIMUYECTBO NINLLEH3NIA U3 aHHOTO NNLLEH3UOHHOTO
KatoueBoro daiina.

¢ [Tonb3oBaTeNb NNLLEH3NN.

e [IpogaBeL, y KOTOpPOro 6bina NpuobpeTeHa AaHHas ANLEH3NA.

o /1neHTUdUKALMOHHBIN 1 CEPUIMHBINA HOMEPa JINLEH3UN.

e [laTa OKOHYaHWA CPOKa AENCTBUA INLEH3NN.

e Bk/itouaeT M faHHas AULLEH3UA NOAAEPXKKY MOAYAs AHTMCMAM.

o MD5-xeL IMUEH3MOHHOTO KKYa.

e Pa3spelueHHble CNUCKK BroaneTeHel xelwen 415 MHGOPMUPOBAHMS O NMPUHAANEXKHOCTU
06Hapy>eHHbIX yrpo3. Ecin dyHKLMOHaN He IMLEH3UPOBaH, JaHHbIV NapaMeTp OTCyTCTBYET.

@ OTCyTCTBME NNLEH3MM Ha BLONNIETEHN XELLEeN He YMeHbLUaeT ypOBEHb aHTUBUPYCHOWM

: 3awuThl. JlaHHas AnLeH3Ma No3BosifeT 406aBNUTb ONOBELLEHME aAMUHUCTPATOPY O TOM,
YTO OBHapyXXeHHas yrposa nNpuUcyTCTBYeT B CNELMaNN3MpPOBaHHbIX GroNeTEHAX
M3BECTHbIX XeLUel yrpos.

e Cnuncok AHTUBUPYCHbIX KOMMOHEHTOB, KOTOPbIE€ NO3BOJIAET NCMONb30BATb AaHHAaA JINLLEH3UA.

AOGaBIIEHVIe HOBOIro JIMUEH3NOHHOIo KJjiro4a

YTo6bl f,06aBNTb HOBbIN JIMLLEH3UOHHbIW KU

1. B rnaBHOM okHe MeHezXepa IMLEH3MIN HAXMUTE KHOMKY o9F [,06aBUTb NNLLEH3NOHHDbIN K/IOY
Ha MaHenn MHCTPYMEHTOB.

2. Ha oTkpbIBLUEWCA MaHeNM HaXMUTE KHOMKY E v BbIbepuTe Galn C MMLEH3VOHHBIM KIHOYOM.
3. YcraHoBwuTe ¢nar:

e HasHauuTb MLLEH3MOHHDbIN KAtOY rpynne Everyone, eciv 310 NepBbIv IMLEH3VOHHBIN
KNHOY B @aHTUBUPYCHOW ceTu. [lobaBasieMblin Knou ByaeT aBTOMaTUUeCKM HazHaueH rpynne
Everyone.

¢ 3aMeHUTb /INLLEeH3MOHHbIN KJIoU rpynnbl Everyone, ecin 370 He nepBbIv IMLEH3VMOHHBIN
KJHOY B @aHTUBUPYCHOW ceTu. TeKyL M IMLEH3NOHHBIN Katoy rpynnbl Everyone 6yaet 3ameHeH
£,06aBNSEMBIM IMLEH3VOHHBIM KKOUOM.

PykoBOACTBO aAMMHMCTpaTOpa
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| Ecam ansa rpynnel Everyone HazHaueHO HECKONbKO NINLEH3NOHHbBIX KAtoYel, To byaeTt
: 3aMeHeH MepBbIil B CMIMCKeE.

Ecnv Bbl XOTUTE 3aMEHUTb OMNpeesieHHbIN NLLEH3UOHHBIN Katou rpynnbl Everyone,
BOCNO/b3yMTeCh Npoueaypon O6HOBNEHNE ANLEH3NOHHOIO KtoYa.

4. Haxmute kHOMnky CoXpaHUTb.
5. JINUEH3NOHHBIN KNtoY ByaeT 4o6aBNeH B A€PEBO KAHOUEMN.

Ecav Ha ware 3 Bbl He YCTaHOBW/IN COOTBETCTBYHOLLMIA daar, TO A06aBAEHHbIN NNLLEH3NOHHbIN
KAHOY He ByAeT NpMBs3aH HN K Og4HOMY M3 06BbeKTOB. B 3ToM cnyyae ans 3agaHus 06bEKTOB
JIMLLEH3UPOBaHWA BbINONHWTE NPOLEeAypPbl 3aMeHa AMLLEH3UOHHOIO K/oYa WK Paclunpenvie
CrUCKa INLLEH3MOHHbIX KJIH0UYel 06bekTa, ONMUCaHHbIE HUXKE.

O6HOBIEHUE NLLEH3NOHHOTO KJIloua

Mpy 06HOBAEHUN IMLEH3MOHHOTO K/IKOYa, HOBbIM NNLLEH3UNOHHbIV KoY ByeT Ha3HauYeH ANs Tex e
06BbEKTOB IMLEH3NPOBAHWSA, A1 KOTOPbIX Obl HA3HAYEH OBHOBAEMbIN KKOY.

Bocnosb3yiitech npoueaypov 06HOBAEHMS KtOYa A/ 3aMeHbl K/Ho4a € UCTEKLUMM CPOKOM
[ENCTBMS UM AN 3aMeHbl Ha KNKOY C APYTUM CMIUCKOM YCTaHaBIMBaeMbIX KOMMOHEHTOB C
COXpaHeHWeM CTPYKTYypbl AepeBa KHOYEN.

Y106b1 06HOBUTbL JINL,EH3UOHHbBIN KJ1KOU

1. B rnaBHOM OkHe MeHezxepa MLEH3NI B iepeBe KNOYEN BbibepuTe KNOY, KOTOPbIN XOTUTE
06HOBUTB.

2. Ha oTkpbIBLUEWCS NaHen CBOWCTB K/KOUa HaXKMUTE KHOMKY E 1 BbIbepuTe dainn ¢
JIVLLEH3NOHHbBIM KNHOUYOM.

3. Haxmure kHonky CoxpaHuTb. OTKPOETCA OKHO HaCTPOEeK yCTaHaB/IMBaEMbIX KOMMOHEHTOB,
onucaHHoe B nogpaszjene Hactpoiiky npuv 3aMeHe NINLLEH3VOHHOIO KJIKYa.

4. Haxmute kHomnKy CoXpaHUTb A5 OOHOBEHWS NLLEH3VOHHOIO K/KOYa.

3amMeHa IML,eH3UOHHOrOo KJ1toua

an/I 3aMeHe JIMLEH3NOHHOTIO K/ko4a Ana obbekTa MU EeH3pPOoBaHNA yAaNAaAr0TCA BCe TeKyLline
JINLEH3NOHHbIE KN4 U AO6aBII$|eTCFI HOBbI K/IHOU.

Y106bI 3aMEHUTb TEKYLLUA TULLEH3UOHHDbIW KoY

1. B rnaBHOM OKHe MeHe,q>Kepa J'II/ILI,GH3I/1I?1 B AepeBe KA uen BbI6epVITe KN4, KOTOprI;I XOoTunTe
Ha3Ha4nTb O6'b€KTy MUEeH3npoBaHua: rpynne CT&HLI,VIVI, CTaHU MW A NoanTuke.

2. Ha naHenn MHCTPYMEHTOB HaXXMUTe KHOMKY | S PacnpocTpaHuTb KAKOU Ha rpynnbl U CTaHLUK.
OTKpOeTCH OKHO C MepapxXMUeckmM CrUCKOM aHTUBUPYCHOW CETW.

PykoBOACTBO aAMMHMCTpaTOpa
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3. Bblbepute B cnvcke 06beKTbl INLLEH3MPOBaHNA. s BbiIbOpa HECKO/IbKMX OOBEKTOB UCMOb3YITE
kHomnku CTRL v SHIFT.

@

YT06bl Ha3HAUYNTb KIOY A5 MOAUTUKU, HEOBXOAMMO BbIGPaTh CaMy NOANTUKY UK
TEKYLLYHO BEPCUIO 3TOM NMOANTUKN (K1Y aBTOMATUYeCKN Ha3HauyaeTcs NOAUTUKE Mpu
BblbOpe ee Tekyll e Bepcum U HaoboporT).

JIMUEH3MOHHBIV KHOY Takke MOXeT 6biTb HazHaueH Ar60W BEPCUM MOAUTMKM, KOTOpas
He sBAseTcsA TekyLien. Mpun 3ToM KoYy ByAeT Ha3HaueH TONbKO 3TOW Bepcum, HO He
camMon noantuke. Takom KatoY He ByayT NPUMEHATbCA K CTaHLMAM, MoKa TeKyLas
BEPCUA NONNTUKN He ByaeT 3aMeHeHa Ha Ty, KOTOPOM 3TOT KIHOY Ha3HaYeH.

JINLEH3NOHHBIV K/HOY HEOBXOAMMO Ha3zHauaTb MOJUTUKAM WU UX BEPCUAM
HernocpesCcTBEHHO.

Haxxmute KHOMKY 3aMeHUTb AMLEeH3UOHHBbIN KatoUu. OTKPOETCs OKHO HacTpoek
yCTaHaB/MBaeMbIX KOMMOHEHTOB, ONMUCAHHOE B NoApasaene Hactpoiky npu 3ameHe
JIMLLEH3NOHHOTO KAt Ya.

Haxxmute KHOTMKY Coxpanrb Ana 3aMeHbl JIMLUEH3NOHHOIO KJ/Iko4a.

Pacmwpel-wle CNMNCKa TIMUEH3NOHHDbIX Karoueu obbekTa

Mpw 06aBAEHUM IMLEH3VOHHOTO KAKOYa ANs 06beKTa IMLEH3MPOBaHNSA COXPaHAROTCA BCE TeKyLme
KUK, U B CMMUCOK KtoUeln 206aBaseTcs HOBbIV JNLLEH3NOHHbIN KU,

Yrtobbl AOGaBI/ITb IIMLI,eHBI/IOHHbIﬁ K104 K CNMUCKY JIUL,eH3UOHHbIX K/ouen obbekTa

1.

B rnaBHOM okHe MeHegkepa NNLEH3MI B fiepeBe KtoUen Bbibepute KoY, KOTOPbIN XOTUTE
A,06aBUTb B CNNCOK KAKOYed 0ObeKTa: rpynne CTaHLUK, CTaHLLUW UK NMOIUTHKE.

Ha naHenu MHCTPYMEHTOB HaXXMuWTE KHOMKY B PacnpocTpaHuTb K/1H0U Ha FpynMbl U CTaHLUN.
OTKpOETCs OKHO C MepapXMUYecKUM CMUCKOM aHTUBUPYCHOM CETW.

Bbibepute B cnncke 06beKTbl IMLEH3NPOBaHUA. [na BbIbOopa HECKObKMX OOBEKTOB UCMOb3YTe
kHonku CTRL n SHIFT.

@

UYTo6bl Ha3HaUYNTb KIOY A5 MOJUTMKU, HEOBXOAMMO BbIGPaTh CaMy MOAUTUKY UK
TEeKyLLYH BEPCUIO 3TOM MOAUTUKM (KNHOY aBTOMaTMUYECKN Ha3HaYyaeTcs NouTMKe npu
BbIbOpe ee Tekylleh BepcuMm U Haobopor).

JIMLLEH3MOHHBIW KNHOU TakoKe MOXET ObiTb Ha3HaueH 160N BepCUn NoanTUKKM, KOTopas
He sBAsieTcs TekyLlen. [Mpu 3ToM KoY ByAeT Ha3HaueH TObKO 3TOW BEpPCUM, HO He
caMoli noautuke. Takol KoY He ByAyT MPUMEHSATHCS K CTaHLMAM, MOoKa TekyLias
BEPCUS MONNTUKN He ByaeT 3aMeHeHa Ha Ty, KOTOPOM 3TOT KU Ha3HaUeH.

ﬂVILI,GH3VIOHHbIVI KoY HeO6XO,£I,I/IMO Ha3Ha4yaTb NOANTUKAM NN UX BEPCUAM
HeNnocpeaCTBEHHO.

PykoBOACTBO aAMMHMCTpaTOpa
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4. Haxwmute kHonky [,06aBUTb NLLEH3NOHHBIN KoY. OTKPOETC OKHO HacTpoek
yCTaHaB/MBaeMbIX KOMMOHEHTOB, ONMUCaHHOe B NoApa3sgene Hactpoiku npun obasieHnm

JIMLLEH3NOHHOTO KJ/IK0Ya B CMUCOK KAHOUEN.

5. Haxmwute kHonky CoxpaHuUTb 15 A06aBAEHMS IMLEH3VOHHOTO KAKOYa.

Yp,anel-me JINLUEH3NOHHOrOo KJ/ilo4a U yjaaJieHue ob6bekTa U3 cnucka
JINUEeH3NpoBaHUA

/I\ Henb3a yaannuTb NOCNeHIOK YUETHYIO 3anucb katoya rpynnsl Everyone.
M

,U']'IFI NONNTUK, KOTOPbIE Ha3HaY€Hbl CTaHUMAM 6e3 nepCcoHaNbHbIX HACTPOEK
JIMLUEH3MOHHOIo Kato4a, 40JKeH ObITb 3ajaH }1VILI,eH3I/IOHHbII\/'I KoY.

Yrtobbl yAannTb III/ILI,eH3MOHHbII7I KJIFOY Wan 06bekT U3 cnucka JIMU4eH3npoBaHuA

1. B rnaBHOM OkHe MeHezxepa MLEH3NI BblGepUTE NMLEHINOHHDBIA KNHOY, KOTOPbIN Bbl XOTUTE
yAanuTb, MW O6BEKT (CTaHLMIO, TPYNMNY WM NOANUTKKY), A1 KOTOPOTrO Ha3HaueH 3TOT KAk, U
HaXXMWTE KHOMKY x YaanuTtb Bbi6paHHble 06bEKTbI Ha NaHenn MHCTPYMEHTOB. [pu aTom:

e Ecnv 6bina BbIbpaHa rpynna uam CTaHLms, TO OHa YAanseTcs U3 cnmcka 06bekToB, Ha KOTOPbIX
pacnpocTpaHaeTcs AelCTBMe Ha3HAUeHHOTO A/ Hee KatoYa. s rpynnbl uan cTaHumK, y
KOTOPbIX YAANAETCA NePCOHa/bHbIN TNLLEH3NOHHbBIW KU, YCTaHaBANBAETCA HacieA0BaHMe
JINLLEH3MOHHOTO K/t Ya.

e Ecnv 6bina BbibpaHa NoanTKKa, TO U3 cNUcka O6BbEKTOB, Ha KOTOPbIX Ha3HAUeH JIMLEH3MOHHBIN
KNKOY, TakXe yAansetcs Tekylas Bepcus noamtmkn. Ecam beina BbibpaHa TekyLas Bepcus
MNOANUTUKK, TO CaMa MOAUTUKa Takxke ByaeT yaaneHa. OfHako, NpuW yaaneHUn BepCUM NMOUTUKK,
KOTOpas He ABAAETCA TeKyLLeR, cama NoauTUKa U ee TeKyLLlas Bepcus He ByayT yAaneHbl.

e Ecnv 6b1n1 BbIGpaH AMLEH3MOHHBIN KNKOY, YAANAETCA YYeTHas 3amnvcb KNK0Ya 13 aHTUBUPYCHOM
cetn. [lns BCex rpynn v CTaHLUWUIKA, A8 KOTOPbIX Obl Ha3HauYeH AaHHbIM JIMLEH3NOHHBIN KUY,
ByseT yCTaHOBNEHO HacneL0BaHWE NNLLEH3UOHHOTO Kikoya.

2. OTKpoeTCs OKHO HacTpOeK yCTaHaB/AMBAEMbIX KOMIMOHEHTOB, ONUCaHHOE B Nojpaszene
HacTpoliku npu 3amMmeHe JIMLLEH3UOHHOTO KJkoYa.

3. Haxmure kHonky CoxpaHUTb ANs yaaneHus BbiIbpaHHOro obbekTa.

MNepepaua nnueH3nm Ha cocegHnin Cepsep Dr.Web

Mpwu nepegave 4act cBOOOAHbIX MLEH3NA Ha coceanuii Cepsep Dr.Web v3 anmueH3noHHoro
kntoua Ha gaHHoMm Cepepe Dr.Web, nepegaHHoe KONMYECTBO AMLLEH3MIN ByAeT HEAOCTYMHO ANS
MCnosib30BaHWsA Ha AaHHOM CepBepe Dr.Web f0 0OKOHYaHMS CpOKa pacnpoCTPaHeHUs 3TUX
JILLEH3WIA.

PykoBOACTBO aAMMHMCTpaTOpa
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Yr1o6bI Nepeaatb AnLEH3UM Ha coceaHuii CepBep Dr.Web

1.

B rnaBHOM okHe MeHezykepa MLEH3MIN B fiepeBe KAtouen BbibepuTe Koy, cBOH6OAHbIE
NMLLEH3MM 13 KOTOPOTO XOTUTE nepeaatb Ha coceanui Cepsep Dr.Web.

Ha naHesn MHCTPYMEHTOB HaXXMuUTe KHOMKY 5N PacnpoctpaHutb Karo4 Ha cocegHue CepBepbl
Dr.Web. OtkpoeTtcs oKHO ¢ nepapxmyecknm cnmckom cocegHux CepsepoB Dr.Web.

Bbibepute B cnncke Cepsepbl Dr.Web, Ha koTOpble XOT1Te pacnpoCTpaHUTb ANLLEH3NN.
Hanpotus kaxaoro n3 Cepsepos Dr.Web 3agaiite cnegyrolme napameTpsbil:

e KonunuectBo nnueH3n — KoMYeCTBO CBOOOAHbBIX JIMLEH3MIN, KOTOPbIE Bbl XOTUTE NepesaTb
13 aHHOTO KatoYa Ha cocegHunin Cepeep Dr.Web.

e [lata OKOHYaHUA IMLEH3UN — CPOK AEUCTBUSA Nnepesaum AnLeH3ni. Mo ncteyeHnm
yKa3aHHOro CpoKa, BCe AnLeH3um 6yayT oTo3BaHbl ¢ cocegHero Cepaepa Dr.Web v BepHyTcs B
CMUCOK CBOBOAHbBIX IMLLEH3UI aHHOTO NNLLEH3UOHHOTO KkoYa.

Haxxmunte OAHY N3 KHOMOK:

¢ l06aBNTb TNLLEH3UOHHbIN KAKOU — UYTOObI 406aBUTb INLLEH3UN K CMUCKY MMELLIUXCS
nvueH3nii cocepHnx CepeepoB Dr.Web. OTKpoeTcsi OKHO HacTpOeK yCTaHaBMBaeMbIX
KOMTMOHEHTOB, ON1caHHOEe B Nozpaszene Hactporiku npu 206aBAeHMN INLEH3NOHHOTO KAHYa

B CMWCOK KJAHOYEN.

¢ 3aMeHUTb JINLLEH3UOHHbIN KJIFOY — YTOObI YAauTb TekyLLme AnLeH3mmn cocesHnx CepBepoB
Dr.Web v 3agatb ToNbKO pacnpocTtpaHsemblie anueH3nn. OTKpOoeTcs OKHO HacTpoek
yCTaHaB/IMBaeMbIX KOMMOHEHTOB, ONUCaHHOEe B NoApasaene Hactpoiiku npu 3ameHe

JMUEH3VMOHHOIO Karo4a.

PepakTtupoBaHue ML EH3UN, NepejaHHbiX Ha coceaHnin CepBep Dr.Web

Yr10o6bI OTPEaaKTUPOBaThb JIMLLEH3UM, pacnpocTpaHeHHble Ha coceaHuii CepBep Dr.Web

1.

B rnaBHOM okHe MeHegykepa MLEH3MIN B fepeBe katouen Bbibepute coceaHunii Cepaep Dr.Web,
Ha KOTOpPbIM 6blaM pacnpOCTpaHeHbl IMLEH3UN.

Ha OTKprBLLIGI;ICﬂ naHes M CBOWCTB OTpeAaKTMpyﬁTe aiegyrouimne napameTpbl:

e KonunuectBo nnueH3nn — KOMYeCTBO CBOBOAHBIX IMLEH3MI, KOTOPbIE NepeaHbl U3 Karoya
¢ paHHoro Cepsepa Dr.Web Ha coceaHuin Cepsep Dr.Web.

e [lata OKOHYaHUA IMLLEH3UN — CPOK AEVCTBMA Nnepesayum AnLeH3ni. Mo ncreveHnm
YyKa3aHHOro Cpoka, Bce AnLeH3nn byayT oto3BaHbl ¢ gaHHoro Cepeepa Dr.Web v BepHyTca B
CMUCOK CBOBOAHbBIX IMLLEH3MIN COOTBETCTBYHOLLETO JMLEH3UOHHOTO K/KOYa.

Haxxmute KHOTMKY COXpaHMTb ana 0b6HOBNEHMS I/IHCI)OpMaLI,I/II/I Nno pacnpocTtpaHAeMbIM
JINLLEH3NAM.

PykoBOACTBO aAMMHMCTpaTOpa
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N3meHeHMe cnucka YCTaHaB/INBa€MbIX KOMIMOHEHTOB

Hactpoiikn npm 3ameHe IMLLEH3MOHHOIO KJIloYa

B AAaHHOM Mnojpasjene onmcaHa HaCTpOP’IKa YyCTaHaB/IMBaeMbIX KOMMNOHEHTOB MPW BbIMOJAHEHUN
npoLeayp:

O6BHOBIEHNE IMLEH3NOHHOTO KJHOYa.

3amMeHa NLEH3NOHHOTO KAoYa.

YaaneHme NMUEH3NOHHOTO Kikoua.

Mepesaya nnueHsni Ha cocegHmin Cepeep Dr.Web ¢ 3ameHol katova.

Yrtobbl HacTpouTb yCTaHaBJ/inBaeéMbie€ KOMMNOHEHTbI NpPpU BbiMNOJIHEHUU AaHHbIX Mpoueayp

1. B okHe HaCTpOeEK yCTaHaBAMBaEMbIX KOMMOHEHTOB B Crnncke ob6bekToB npuBEAEHDI.

o CTaHLI,I/II/l, rpynnbl 1 NOJINTUKKN CO CBOUMMU CMUCKaMWM YyCTaHaB/IMBae€MbIX KOMMNMOHEHTOB.

B ctonbue Tekywmii KArOU NpuUBEAEH CNUCOK KNHOYE 06beKTa N HaCTPOMNKM
yCTaHaB/IMBaeMbIX KOMMOHEHTOB, akTyaslbHble 418 0ObeKTa Ha AaHHbIi MOMEHT.

B ctonbue HazHauaeMbIW KAKOU NMPYBEAEH KUY M HACTPOMKM YCTaHaBANBAEMbIX
KOMMOHEHTOB, 3aZlaHHble B K/IOYe, KOTOPbIV ByAeT Ha3HauyeH A1 BblOpaHHbIX OOBEKTOB.

Mpw HeobxoAMMOCTH ycTaHOBUTE dnar Moka3biBaTh TO/ILKO pa3iMyalowmecs, YToob! B
Crnvcke 0Tobpaxkanmcb TONbKO T€ KOMMOHEHTbI, HACTPOMKN KOTOPbIX B TEKYLLEM U
Ha3HayaeMoM KJ/IKoYax pasNnyaroTCs.

2. ﬂ'flﬂ HaCTpOIZKM Cnncka ycrtaHaB/iMBaeMbIX KOMMNMOHEHTOB!

a) B ctonbue HazHauaeMbIN KAKOU Bbl MOXETE HACTPOUTb PE3YNbTUPYHOLLMIA CMINCOK
yCTaHaB/IMBaeMbIX KOMMOHEHTOB.

e Hactpoliku ycTaHaBAMBaeMbIX KOMMOHEHTOB B cTo/16Le HasHauaemblii koY
PacCUNTLIBAKOTCA UCXOAN U3 TOTO, Pa3pELLEHO M UCMOb30BaHMNE KOMMOHEHTA B TEKYLLMUX
HaCTpOWMKax M HOBOM KJItOYe (+) WK He pa3peLleHo (-), creayrowmm obpasom:

Tekywme HacTpoiiku Hacrpoiiku HasHauaemoro PesynbTupyrowme
K/to4a HaCTPOMKM
+ + +
- + +

PykoBOACTBO aAMMHMCTpaTOpa
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AT
g:

e Bbl MOXeTe U3MEHUTb HAaCTPOWMKM YCTaHaBINBAEMbIX KOMMOHEHTOB (MOHW3UTb NpaBa Ha
YCTaHOBKY) TOJIbKO €C/IN B HAaCTPOWKaX, NoyYeHHbIX B cToa16ue Ha3HayaeMblii Koy,
pa3peLeHo MCMo/Ib30BaHNe 3TOr0 KOMMOHEHTa.

b) YcraHoBuTe dnarn ana Tex 06bEKTOB (CTaHLUWIA, TPYNN 1 NOANUTKK), ANA KOTOPbIX byaeTt
pa3opBaHO Hac/nefoOBaHWeE HaCTPOEK W 3ajjaHbl HACTPOWMKM YCTaHaBMBaeMbIX KOMMOHEHTOB
3 ctonbua HasHauaembli KAKOU B KayecTBe NepcoHasbHbIX. [ns ocTanbHbiX 00bEKTOB (4415
KOTOPbIX darn He yCTaHOB/EHbI) ByeT yCTaHOBNEHO Hac/eA0BaHME N3HaYaNbHbIX HAaCTPOeK
13 ctonbua HasHauaembiii Karou.

HacTtpoWkun npu go6aBsieHUU IMLEH3NOHHOIO KJ1loUa B CNUCOK KJlouen
B faHHOM MoApaszene onvcaHa HacTpowika yCTaHaBAMBaEMbIX KOMMOHEHTOB MPW BbIMOJHEHUM
npoueayp:

e PaclumpeHue cnncka MLLEH3MOHHBIX KAHOYen obbekTa.

¢ [lepegava avueH3nn Ha coceaHunii Cepeep Dr.Web c sobaBneHvem karova.

UYT06bI HaCTPOUTbL YCTaHaBAMBaeMbleé KOMMOHEHTbI NPY BbINMOJIHEHWW AaHHbIX Npoueayp

1. B okHe HaCTpOeK yCTaHaBANBaAEMbIX KOMMOHEHTOB B Crnncke ob6bekToB npmBeAeEHbDI:
° CTaHLI,l/Il/I, rpynnbl 1 NOJINTUKKN CO CBOUMU CMUCKaMWM YCTaHaB/IMBa€MbIX KOMMNOHEHTOB.

e B cTtonbue Tekywmin KAroU NpUBESEH CINCOK KIOYe 0ObeKTa M HaCTPOWMKM
yCTaHaB/AMBAEMbIX KOMMOHEHTOB, aKTyabHble AN 06bekTa Ha AaHHbIA MOMEHT.

e B ctonbue HazHauaeMbliA KAKOU NPUBESEH KIHOY U HACTPOMKN YCTaHaBANBAEMbIX
KOMMOHEHTOB, 3aZlaHHble B KNHOYE, KOTOPbIW Bbl XOTUTE 406aBUTb A5 BbIOPaHHbIX 0OBEKTOB.

2. Mpwu HeobxoammocTn ycTaHoBUTe dar MokasbiBaTb TO/ILKO pasanyarowmecs, Ytobbl B
cnncke oTobpakanncb TONbKO Te KOMMOHEHTbI, HACTPOMKN KOTOPbIX B TEKYLLLEM W HaciesyeMoMm
kntouax pasamyatotcs. Obpatnte BHUMaHWeE, UTo B pasgene HasHauaembli KJIHOU NprBeZeHbI
He caMW HaCTPOMKM Ha3Ha4YaeMOoro K/oYa, a Pe3yabTUPYHOLLLME HAaCTPOMKM yCTaHaBAVBaEMbIX
KOMMOHEHTOB.

3. [ns HacTpoVKM cnucka ycTaHaBAMBaeMbIX KOMMOHEHTOB:

a) B CTOJ'I6LI,e HasHauaemblii KJOU Bbl MOXeETe HaCTPOUTb pe3yanMpy+ou_|,M|71 cnncok
yCTaHaB/INBaeMbIX KOMMNOHEHTOB.

e HacTpoiiku ycTtaHaBMBaeMbIX KOMMOHEHTOB B cTo/6Le Ha3sHauaemblii kKaou
PaCCUNTLIBAKOTCA UCXOAN U3 TOTO, PA3PELLEHO M UCMOJIb30BaHNE KOMMOHEHTA B TEKYLLUX
HaCTPOMKax M HOBOM KJItOUE (+) WY He paspeLLeHo (-), cieaytowmnm obpasom:

Tekyuwme HacTpoiiku Hacrpoiiku HasHauaemoro PesynbTupyrowme
K/loua HacTpoiikn
+ + +
— + —
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Tekywme HacTpoiikm HacTpoiiku HasHauaemoro PesynbTupylowme
KAtoua HaCTPOWKM

e Bbl MOXeTe U3MEHUTb HAaCTPOWMKM YCTaHaBINBAEMbIX KOMMOHEHTOB (MOHWU3UTb NpaBa Ha
YCTaHOBKY) TOJIbKO €C/IN B HAaCTPOWKaX, MOJyYeHHbIX B cTon16uUe Ha3HauaeMblii Koy,
pa3peLLeHo MCMo/Ib30BaHNe 3TOr0 KOMMOHEHTa.

b) YcraHoBuTe dnarn ana Tex 06bEKTOB (CTaHLUWIA, TPYNN 1 NOAUTKK), ANA KOTOPbIX byaeTt
pa3opBaHO Hac/nesoOBaHWeE HaCTPOEK U 3aZjaHbl HACTPOWMKM YCTaHaBMBaEMbIX KOMMOHEHTOB
3 ctonbua HasHauaembli KAKOU B KayecTBe NepcoHasbHbIX. s ocTanbHbiX 0ObEKTOB (4415
KOTOPbIX darn He yCTaHOB/EHbI) ByeT yCTaHOBNEHO Hac/lefoBaHMe HacTpoek K3 cTonbLa
HasHauaembiii katou.

10.1.2. OTueT 06 NCNONIb30BaHNWN JIULLEH3UN

OTyeT 06 1MCMOb30BaHWUM NLLEH3UIA COAEPXKUT MHPOPMaLMIO 060 BCEX NNLLEH3USAX, NCMO/b3YyEMbIX
kak gaHHbIM CepBepom Dr.Web, Tak n coceaHnmn Cepsepamum Dr.Web, B TOM uncne npu nepesaye
NIVLLEH3UM MO MEXCEPBEPHOM CBA3M.

@ OtyeTbl co3gatoTca (M oTNpaBaatoTCA B ciyyae cocegHmx Cepsepos Dr.Web) B

: COOTBETCTBUM C HAacTpokamu, 3asaBaembiMu B paszene Kondurypauus Cepsepa
Dr.Web — JluueH3um, pa3gen Hactpoiiku ansa otueta no Mcnosib30BaHUIO
NINLEH3UN.

[Ans TOoro 4To6blI MPOCMOTPETL OTYET, B FNaBHOM MeHIO LieHTpa ynpaBaeHus Bbibepute nyHKT
AaMUHUCTPUPOBaHME, B OTKPbIBLUEMCA OKHe B yNpasaatoLLemM MeHO BbibepuTe NnyHKT OTueT 06
MCNO/1Ib30BaHNN JINLLEH3UA.

B aaHHOM paszgene npuBoauTCca creaytoLtas nHbopmMaums:

e OTueT 060 BCEX MLEH3NAX, KOTOPbIMU pacnopsxkaetca gaHHbin Cepep Dr.Web. Otuet byget
MPWCYTCTBOBATb TakxKe B TOM ciyyae, ecav Ha Cepsepe Dr.Web He HacTpoeHa HM oZiHa CBA3b C
cocegHmmun Cepsepamum Dr.Web.

e OTyYeTbl O IMLLEH3MAX, KOTOPBLIMUW pacrnopsaxatoTcs coceaHune Cepeepbl Dr.Web, nogoTtuetHble
naHHomy Cepepy Dr.Web, B TOM umncie, nonyyatoLme oT HEro AMLEH3UM MO MeXCEPBEPHBIM
cBsA3aM. [pu 3ToM ByAyT NPUCYyTCTBOBATb OTYEThI OTO BCex coceaHux Cepsepo Dr.Web BHU3 no
A EpeBY MeXCepBEPHbIX CBA3EN.

Kakablih OTUET OTOOpakaeTcs B BUAE OTAENbHOW TabaunLbl U COAEPXUT MHGOPMALMIO TONIbKO O
nmuensmsax ogHoro Cepsepa Dr.Web — aBTopa oTuera.

B 3arosnioBke TabauLbl NPUBOAUTCS caeaytollias MHPOpMaLLUs:

e CepBep Dr.Web — vnms CepBepa Dr.Web — aBTOpa oTyerta.
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e Bcero nvueH3uiA, NoNyUyeHHbIX NO CBA3AM — 0bLLee KONNYECTBO AnLLEH3NI, KOoTopble CepBep
Dr.Web nonyumn no mexcepBepHOW CBA3MN.

Tabavua oTyeTa COAEPXKUT CeAyHOLLNE faHHbIE:

e NMonb3oBaTenb — Mob30BaTE b JINLLEH3NOHHOIO KJIFo4a, VIHCI)OpMaLI,VIFI O INLLEH3MAX KOTOPOTO
npmBoANTCA B CTPOKE OTYETAa.

¢ Bcero nuueHsuii — obLiee KOMYECTBO NNLLEH3MI, NPEAOCTaBAAEMbIX U3 JAHHOTO
JNNLEH3MOHHOTO KAtoda Ha 3ToM Cepsepe Dr.Web.

e [loCTyNHO — KOMYECTBO CBOOOAHBIX, HE UCMO/Ib30BaHHbIX JIMLEH3UIN B J]AHHOM K/HOYE.

¢ Bcero ucnonb3syerca — obLee KONMYECTBO JMLEH3NI, KOTOPbIE NCMOJ/Ib30BaNNUCh (Bblan
BblZaHbl CTaHUMAM nam coceagHum Cepsepam Dr.Web) Ha MOMEHT cocTaBaeHus OT4eTa.

¢ Ncnonb3yeTtca CTaHLMUAMM — KONNYECTBO JIMLEH3MI, KOTOPbIE UCMOJb3YHOTCA CTaHLMAMMY,
noakntoueHHbIMKn k Cepepy Dr.Web — aBTopy oTyerta.

¢ B oXXxmpaaHum — KONMYECTBO JIMLEH3MI, KOTOPbIE aBTOP OTYETa OXMAAET ANsA NoayYeHus. B
yactHocTu, ecnm Cepep Dr.Web, ncnonb3oBaBLuMii HEKOTOPOE KOIMYECTBO ANLLEH3UI (IO yxKe
Ha3Hau4Wa CBOUM CTaHLMAM, MO0 nepesan Nno MexXcepBepHbIM CBA3AM), IMLIMACA YacTh 3TUX
NvueH3niA. Hanpumep, 6b11 3aMeHeH JIMLLEH3UOHHBI K/IHOY Ha KJIHOY C MEHbBLUMM KOJIMYECTBOM
NNLLEH3UM UK BbINO YMEHbLIEHO KONMYECTBO NINLLEH3UI, NMOJyUYeHHbIX OT poautensckoro Cepeepa
Dr.Web.

¢ 3ape3epBMPOBaAHO — KOJNYECTBO JIMLEH3UI, KOTOPbIE OTAAHbI MO MeXCepBEePHbIM CBA3SM, HO
nosyyaTtenb eLle He 3abpas HazHayeHHble emy aunLeHsnmn: cocegHune Cepeepbl Dr.Web elue He
NOAKIOYANNCE ANA NOJYYEHUA NNLLEH3UI. [JaHHble NULLEH3UM 3ape3epBMPOBaHbI 13
JIMLLEH3MOHHOTO K/H0Ya M He MOTYT 6bITb OTAaHbI ApYruM cTaHuuam mamn Cepsepam Dr.Web.

e BbigaHO No CBA3AM — KO/IMYECTBO NnLLeH3MIA, KoTopble CepBep Dr.Web — aBTOp oTuyeta Bbigan
Mo MeXcepBepHbIM CBA3SM cBoMM coceaHnm CepBepam Dr.Web.

¢ MonyueHo No cBA3AM — KO/IMYECTBO AnLLeH3UI, koTopble Cepep Dr.Web — aBTOp oTueTa
NOlyYnn No MeXCcepBePHbIM CBA3AM OT cBOUX coceaHmx CepepoB Dr.Web.

Aa‘ra oTyeTa — JaTa COCTaBJiIeHMA OTYETa.

Ana nmueHsni, ncnonblyembix ctaHumnamm camoro Cepepa Dr.Web — aBTopa oTyeta, OCTyrnHa

AonoaHUTeNbHas nHopMauusa. [lns ee NpocMOTpa HAKMUTE Ha KOIMYECTBO INLLEH3UIA B CTONOLE
Mcnonb3yeTca cTaHUUAMM (KONMYECTBO JIMLLEH3NIN JOMKHO ObITh HEe HyNeBbIM). B oTkpbiBLIencs
Tabavue Mcnonb3oBaHme INLLE@H3WW TpynnamMmm NpejocTaBaseTcs ciegyrowas nHbopmaums:

e HasBaHue rpynnbl — VM rpynnbl CTaHL WA, Ha KOTOPYHO BblAN PacnpOCTPaHeHbl INLLEH3UN.

¢ PacnpocTtpaHeHO AnLeH3unii — obLLee KONNYECTBO NNLLEH3UI, PacnpOCTPaHEHHbIX Ha rpynmny
CTAHUMN.

¢ AKTMBHbIX CTaHLMIA — KOJIMYECTBO aKTUBHbIX CTaHLWIA B rpynne. Moz akTMBHbIMK
NoApPa3yMeBaroTCA CTaHLMKW, KOTOpble BblAM B CETU 3a NEPUOS, YKasaHHbIN B HaCTpOMKax Ais
reHepauuu otyeta Ha Cepsepe Dr.Web — BnagenbLie NMMLLEH3MOHHOTO KAKOYa.
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10.2. BegeHune )xypHana
10.2.1. XXypHan B peasibHOM BpeMeH!

XypHan B peanbHOM BpeMeHM NO3BOASET MPOCMOTPETb CMUCOK COOLITUIN 1 U3MEHEHWUIA, CBA3AHHBbIX
¢ paboToin Cepsepa Dr.Web, BbIBOAWMBIX Cpa3y B MOMEHT NOABAEHNA COObITUA.

@ XypHan B peasbHOM BpemeHn oTobpaxkaeT MHPopmMaLmto Tobko B LieHTpe

. yrnpaBAeHUs U He OCYLLEeCTBASET 3anucb cobbITUA B dann. Pann xypHana Cepeepa
Dr.Web BeseTcs 0TA€/bHO CO CBOMMMW HacTPOMKaMM U He 3aBUCUT OT XXypHasa B
peanbHOM BPEMEHM 1 ero HacTpoek.

MNpw nepexoge B Apyron pasgen Bca nHGopMaLys, BbiIBeAeHHas B XXypHaie peasbHoro
BPEMEHW, yaanaerca.

Tabauua XXypHana CoOAepP>XUT caeayroLine AaHHbIe:
e No. — nopsakoBbI HOMep 3anucy. Homep npucBavBaeTcs B COOTBETCTBMM C MOPAAKOM, B
KoTOopoM coobuieHnsa noctynatot ot Cepsepa Dr.Web.

e Bpems B popmarte XKypHana — Bpems NnosasaeHus cobbiTusA, NpescraBaeHHoe B dopmate
xypHana Cepsepa Dr.Web. MoxeT 6bITb ncnonb30BaHO NP NOMCKe cobbiTus B daline XypHana
Cepsepa Dr.Web.

e Bpemsa — Bpems nosABaeHUs cobbITUSA, NPeACTaBNEHHOE B YA06HOW A5 nonb3oBaTens Gopme.
e YpoBeHb — YPOBEHb BeAEHWsA XypHana, B COOTBETCTBMM C KOTOPbIM MPOU3OLLIO COBbITHE.

e PID — ngeHtndukaTop npoLiecca, B pamkax KOTOporo npomusoLno cobbitue.

e TID — ngeHTMdMKaTOP NOTOKA, B PaMKax KOTOPOro NPom3oLwao cobbiTre.

¢ MoTok — Ha3BaHWe NOTOKa, B paMKax KOTOPOro Npom3oLwno cobbiTre.

e Moacucrema — Ha3BaHWe NOACUCTEMBI, B paMKax KOTOPOW MPOU3OLLAO CObbITME.

e CoobuieHme — TeKcT coobuleHna o npomsoLuesiuem cobbiTn. Haxxmute Ha coobuieHne B
TabavLe, YTO6bl OTKPbITb OKHO C MOJIHbIM TEKCTOM cO0bLeHms. Ecam TekcT npeacTaBaseT cobom
HTML-kog, yctaHoBuTe dnar @opmaTtuposatb kak HTML-TekcT 415 KOPPEKTHOro oTobpaxeHus
nHGOpPMaLLUK. YUTUTE, UTO €CIM B TEKCTe COOBLLIeHMsA NpucyTcTBYeT JavaScript, oH byaet
BbIMOJIHEH.

YT106bI NI3MEHUTb OTO6paXkeHMe JaHHbIX B Tabauue

e [1py nomMoLLM 3HaYKa &
s 3azaiTe HaCTPOMKM OTOBpaXkeHMs CTPOK (Hamboaee akTyanbHO ANS ANNHHBIX CTPOK).
o BbibepuTe, kakme ctonbubl 6yayT oTobpaxaTbcs B Tabauue.

e [Tpy nomMoLwm 3Ha4vka Y.
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o 3ajanTe NPOU3BOJIbHYHO CTPOKY A/l MOMUCKa NO BCeM pa3zenam Tabauubl. B Tabauue byayt
oTobHpaxkaTbCa TOIbKO CTPOKM, COOTBETCTBYHOLLME pe3yibTaTaM NMouncka.

s Y106bl OTOOPaKaTh TONbKO KOHKPETHbIE YPOBHMW, yCTaHOBUTE Gaarv HanpoOTUB HY>KHbIX
YPOBHEMN.

s Y106bl OTOHPAKaTb TONbKO KOHKPETHbIE MOACUCTEMBI, YCTAaHOBUTE darn HaNnPOTUB HY>XKHbIX
NOACUCTEM.

YT06bI B XXypHaN NUCaaMcb COOBLLLEHMS TOIbKO KOHKPETHBIX YPOBHEN U OT KOHKPETHbIX
NOACUCTEM, 3aaTe HACTPOMKW BEAEHNS XKYPHAaa.

Ha nanenun WHCTPYMEHTOB NpuBeAEeHbl Chefyrolne 3/1IEMEHTbl YNpaBieHUA >XXypPHaJIoOM!

5 HactpouTh 0TO6paXKeHNe AaHHBIX — OTKPbITh OKHO HACTPOMKM BejeHus sy pHana,

@ ouncrums Tabauuy — yaannTb BCe AaHHble, MoKasaHHble B Tabavue. Onepauns HeobpaTuma.

© OcraHOBUTb C60p AaHHBIX — OCTAHOBUTL BbIBOA MHGOPMaL MM O coBbITUAX B Tabanuy. KHornka
aKTMBHa, KOraa OCyLLECTBAAETCA COOP AaHHbIX. Mpu HaxkaTMm MeHsieTcs Ha @ 3anycTutb c6op
AaHHbIX.

© 3anycTutb c60p AaHHbIX — HauaTb BbIBOJ VHPOPMALIMM O COBLITUAX B Tabauuy. KHorka
aKTMBHa, Koraa cbop AaHHbIX OCTaHOBeH. Mpun HaxaTum MeHsieTcs Ha © OctaHoBuTb c60p
AAHHbIX.

HacrpoﬁKa BeéAeHUA XXypHaJia B peaJibHOM BpeéMEeHU

1. Ha naHenn ynpaeneHns Haxmute ¥ HactponTs oto6paceHmne aaHHbIX. OTKPOETCS OKHO
Hactpoiikn otobparkeHns gaHHbIX.

2. Mone MakcumasibHOe KOJIMYECTBO 3anucei 3aZaeT OrpaHnNYeHre Ha KOIMYECTBO 3arnmcei,
BbIBOAMMbIX B TabauLe xypHana. Mpu 4oCTUKeHUM 3a[aHHOTO KONMYeCTBa CTapble 3anmcu
YAANAOTCA MPU NOCTYMIEHWUN HOBBbIX.

3. lMone YacTtoTa 06HOBNEHMSA, C OMNpPeseNsieT YacToTy B CeKyHAax, C KOTOPOW HOBble 3anucu byayT
BbIBOAMUTBLCA B XXypPHa.

4. TMone Nounck no nogcucrteMam no3BoOAET OCYLLEeCTBAATb MOUCK MO HAa3BaHUKO NOACUCTEM,
NPUBEAEHHbBIX HMXE. Mo>KeT ncnonb3oBaTbCA npun H€O6XO,£I,VIMOCTVI 3ajaHnA YpOBHA
I'IO,U,pO6HOCTI/1 BeAEeHNA XypHana onpep,eneHHoPl noacncTtemMbl B cay4yae 60/bLIOro KoAnYecTsa
noacmcTtem B Crimcke.

5. Tabauua noacuctemM No3BOAAET HACTPOUTb CMINCOK OTOBpPaXKaeMbIX AaHHbIX N YPOBEHb KX
noapobHoCTK:

a) YcraHoBuTe paarv HaNpoTUB TeX MOACUCTEM, COOBLLEHMS KOTOPBIX ByAyT OTOHpaxKaTbCs B
Tabsvue.

b) [ns BbIGpaHHbIX NOACUCTEM BbiGEPUTE YPOBEHb NOAPOOBHOCTY BEAEHMS Xy pHana.
€) YTobbl OTOBpaxkaTb BCE NOACUCTEMBI, YCTAaHOBMKTE dar B 3arooBKe Tabanubl.

d) YTobbl 3asaTb OAMHAKOBBIN YPOBEHb NOAPOOHOCTV BEAEHUA XXypHaia ANs BCEX MOACUCTEM,
BblbepuTe 3HaueHve B Bbinagarolem cnmcke HanpoTme noacucremsl all. Mpwu 3Tom B Tabanuy
6yayT BblBeAEHbI TONIbKO COOBLLEHNA OT TeX NMOACUCTEM, ANA KOTOPbIX YCTaHOB/EHbI darn.
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6. Haxmute kHonky MpuMeHuTb, YTO6bI HauaTb BbIBOAWUTL JaHHbIE B COOTBETCTBUM C 3aZlaHHbIMMU
HacTpomnkamu.

7. Haxmute ¥ 3aKpbiTh, 4TO6bI 3aKpbITh OKHO 6€3 U3MEHEHMIA B HACTPOIIKaX OTOBPaseHNs
XypHana.

10.2.2. XXypHan ayauTta

XypHan ayanta no3BoasieT MPOCMOTPETb CMNCOK COOLITUIA U UI3MEHEHWIA, OCYLLLECTBEHHBIX MPU
nomouwm ynpaeasatowmx nogcuctem Dr.Web Enterprise Security Suite.

Yrtobbl NMPOCMOTpPEeTb XXypHaJl ayaAuUTa

1. BblbepuTe NyHKT AABMUHUCTPUPOBAHME B 1aBHOM MeHKo LleHTpa ynpaBaeHus.
2. B oTkpbiBLIEMca okHe BbibepuTe NyHKT ynpasastowero meHo XXypHan ayaura.

3. OTKpOeTCH OKHO C TabanLen 3aperncTpupoBaHHbIX A4eACTBUIA. [N HaCTPOMKN NPOCMOTpa
XypHana 3ajalnTe Ha NaHen MHCTPYMEHTOB MEPUO, B TeUYEHNE KOTOPOroO OCYLLEeCTBAAAMCH
Aencraums. [lns 3Toro Bbl MOXeTe BbibpaTh B BbiMaZaroLLeM Crvcke OAMH U3 NpenaraeMblx
nepuosoB UK 3a4aTb NPOU3BOJIbHbIE AaTbl B KaleHAapsAX, OTKPbIBaEMbIX MPW HaXaTuUKM Ha NoJs
Aat. Haxkmumte O6GHOBUTB 415 OTOOpaXkeHWs XXypHana 3a BblbpaHHble AaTbl.

4. [lna HacTpolku Buaa TabanLbl HaxmmTe 3Hauok & B NpaBoOM yr1y 3aronoska Tabauiibl. B
BbIMaJAOLLEM CMINCKE Bbl MOXETE HAaCTPOUTb CIeAyHOLLME OMNUUN:

e BKAKOUMTb MAN OTKNHOUUTD nepeHoC CTPOK A4 AJINHHBIX COO6LLI,€HI/1I\/’1.

e Bbibpatb cTonbubl, KOTOpble ByayT 0TOHpaxaTbcs B TabauLe (OTMeUeHbl Garom psaaom co
CBOVIM Ha3BaHuWeMm). 1 BKAHOUEHNA/OTKAHOUEHNS CTONBL,A HAaXKMUTE Ha CTPOKY C ero
Ha3BaHWeM.

e BbibpaTtbh NopasoK ciegoBaHms cToNbL0B B TabauLe. [ns n3meHeHns nopsaka nepetaLiute
COOTBETCTBYHOLLMI CTONDEL, B CNMCKe Ha Tpebyemoe MecTo.

5. Tabauua >ypHana COAEP>XKUT CeayroLne faHHbIE:
e Bpemsa — sata v Bpems, Korga 66110 NPOV3BeEHO AeNCTBUE.
e CocTofiHMe — KPaTKUA pe3y/ibTaT BbINOJIHEHWS AeNCTBUS:
o OK — onepauus BbINOJHEHa yCreLwHo.

o HeycnewHoO — BO BpeMA BbIMNOJIHEHNA OonepaLMm npounsoLuna oLmbka. Onepau,ml He
BbIMOJIHEHAa.

5 MHULUMPOBAHO — BbINOJIHEHWE OnepaLnm HbI10 MHULMUMPOBAHO. Pe3ybTaT BbINOHEHNS
onepauuv byaeT N3BECTeH TO/IbKO MOC/E ee 3aBePLLUEHNS.

7 HeT npaB — Yy agMUWHNCTPATOPa, 3anyCTBLUEro BbINOJIHEHME ONnepauun, HeET npae 4714 ee
BbIMOJIHEHNA.

0 OTJIOXKeHO — BblIlNOJIHEHKE Ael\/'ICTBI/Iﬂ OblNI0 OTNOXKEHO 40 HacTynaeHna onpeaeneHHoro
CpOKa man BbINOJIHEHMNA ONpeaeNeHHOro cobbITHA.

o 3anpeLljeHo — BbIMOJIHEHVE 3aMPOLLEHHOTO AeNCTBUA 3anpelleHo. Hanpumep, yaaneHve
CUCTEMHbIX Fpymn.
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[na pelicTBuin, 3aBepLUMBLUMXCS C OLIMOKOW (3HaYeHMe HeYCneLwHO B CToi0Le
: CocTosiHue), CTPOKM OTMEYatoTCs KPaCcHbIM LBETOM.

e CoobuweHue / Owmbka — nNoApobHoe onrcaHne NPON3BEAEHHOTO AEUCTBUSA UM BO3HUKLLEN
oLmbKNn.

¢ PerncrpaumoHHoe umMa — perncrtpaLmoHHoe nmsa agmuHuctpatopa Cepsepa Dr.Web.
YKka3blBaeTcs, ecav AeicTBue 6bl1I0 MHULMMPOBAHO HEMOCPEACTBEHHO aAMMNHUCTPATOPOM WK
npw nogkntoueHunn k Cepeepy Dr.Web cornacHo yyetHbIM faHHbIM agMuUHUCTpaTopa.

e Aapec — IP-agpec, ¢ KOTOPOTro 6bII0 MHALUUPOBAHO BbIMOJHEHWE AAHHOTO AEUCTBUS.
Yka3blBaeTcs TONbKO B Clyyae BHellHero nogkatoueHns k Cepsepy Dr.Web, B uactHoctn
yepes LleHTp ynpasneHuns namn vyepes Web API.

e MNMoacucTtema — Ha3BaHWe NOACKCTEMbI, KOTOPOM UK Yepe3 KOTOPYH BbIN0 UHULMMPOBAHO
AencTBMe. 3annch ayanTa OCYLLECTBASETCA A1 CIefyoLMX MOACUCTEM:

o LleHTp ynpaBaeHusa — jeincteune bbino npomsseseHo yepes LieHTp ynpasaeHus
6e3onacHocTblo Dr.Web, B 4acTHOCTM aMUHWUCTPATOPOM.

o

Web API — gelictBure 6bi10 npomnsseseHo yepes Web API, Hanpumep, 13 BHeLIHero
NPUAOXKEHUA, MOAKAOUYEHHOTO COMACHO YUETHbIM AaHHbIM aAMUHUCTPaTOpPa (CM. Takxke
fokyMeHT Mpunodkenms, n. [punoxenve M. Vinterpaumsa Web APl n Dr.Web Enterprise

Security Suite).

o CepBep — AeiicTBue 6bi10 NponseegeHo Cepeepom Dr.Web, Hanpumep, cornacHo ero
pacnucaHuio.

o YTUAUTbI — JelcTBUE BbIN0 MHULUMPOBAHO Yepes BHELLHWE YTWIUTBI, B YaCTHOCTU Yepes
YTUAUTY AUCTaHLMOHHOM AnarHocTmkm Cepepa Dr.Web.

6. Mpu HEOBXOAMMOCTN Bbl MOXETE 3KCMOPTUPOBATh B Gaiin AaHHble 3a BbibpaHHbIA nepuod. s
3TOrO Ha NaHeNn MHCTPYMEHTOB HaXXMWUTEe OZAHY U3 CeAYHOLLMX KHOMOK:

& CoxpaHuTb AaHHble B CSV-¢ain,
& CoxpaHuTb aaHHble B HTML-daiin,
& CoxpaHuTb aaHHble B XML-¢ain,
o CoxpaHuTb AaHHble B PDF-¢aiin.

10.2.3. XXypHan CepBepa Dr.Web

Cepsep Dr.Web Bezet xypHan cobbITuii, CBA3aHHbIX C ero paboTow.

XypHan Cepsepa Dr.Web vcnonb3yetcs ans oTaajky, a Takoke ycTpaHeH s HemoaaZokK B
: c/lyyae HelTaTHOW paboTbl KOMMOHEHTOB aHTUBMPYCHON CETU.

Mo ymonuaHuio daiin XypHana HasbiBaeTca drwcesd. log M pacnosiaraercs:

e [Toag OC UNIX:
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o ansa OC Linux: /var/opt/drwcs/log/drwesd. log;
o pnsa OC FreeBSD: /var/drwecs/log/drwesd. 1og.
e [Mog OC Windows: B nogkatanore var katanora ycraHoku Cepsepa Dr.Web.

®ain nmeeT NPOCTON TEKCTOBLIN popMmaT (cM. AokymeHT MpunodxkeHuns, pasaen [Npunoxexve J1.
dopmat dannos XypHana).

UTto6b1 NpocmoTpeTh XXypHan paboTtbl CepBepa Dr.Web uepes LleHTp ynpaBneHus

1. BblbepuTe NyHKT AAMUHUCTPUPOBAHME B r1aBHOM MeHKo LleHTpa ynpaBaeHus.
2. B oTkpbiBLIEMca okHe BbibepuTte NyHKT ynpasastowero meHto XXypHan Cepsepa Dr.Web.

3. OTKpOETCA OKHO CO CUCKOM XypHanoB paboTel Cepepa Dr.Web. CornacHo HacTpoiikam
pexvMa poTaLum NCNob3yeTca caeayrowmnii opmaTt MMeHoBaHWA GaiioB XypHana paboTsl
CepBepa Dr.Web: <file_name>.<N>.1log nm <file_name>.<N>.log.gz, rae <N> —
nopsAKoBbIN HOMep: 1, 2, n T. 4. Hanpumep, Npu Ha3BaHWK paina drwcesd, cnucok ¢arnos
XypHana paboTbl byaeT cneayoLnii;

e drwcsd.log — Tekywmin Gaiin (B KOTOPbIV UAET 3aMmcb),
e drwcsd.1l.log.gz — NPeablayLwmn,
e drwcsd.2.1log.gz U Tak ganee — vyeM HosbLle Yncio, Tem bonee ctapas Bepcus.
4. [ns ynpaBneHus danamu XypHana yCtaHoBUTe dar HaNnpPOTUB HY>XXHOTO daiia NN HECKObKMX

dannos. [lna Bbibopa Bcex dannos xypHasia yctaHoBUTe Gaar B 3arosoBke Tabauubl. Ha naHenn
MHCTPYMEHTOB CTaHyT AOCTYrMHbl CeAytoLLMe KHOMKM:

3 3kcnopTnpoBaTh BbI6paHHbIe hainbi YKypHana — COXPaHWTb JIOKaNbHYH KOMUKO
BblOpaHHbIX GalinoB xypHana. CoxpaHeHWe KOMUK XypHasia MOXET UCMONb30BaTbCs, Hanpumep,
AN NPOCMOTPa COAEPXMMOro daiina xypHana C yAaneHHOro KOMMboTepa.

® Yaanutb Bbi6paHHble ¢paiinibl XXypHana — A5 yAaneHus BblbpaHHbIX GarinoB XypHana 6e3
BO3MO>HOCTV BOCCTaHOBJIEHMS.

[nsa n3meHeHuns pexunma BeseHus xypHana Cepsepa Dr.Web uepes LleHTp ynpaBieHus
: BOCMO/b3yWTeCh pa3genom XKypHa.

anaBneHMe YPOBHEM AeTa/IM3auunuum XypHasia

B 3aBMcMMOCTM OT 3agaHHbIX HacTpoek, >kypHan Cepepa Dr.Web mMoxeT HanosHATLCA € pa3HbIM
YPOBHEM AeTanm3auunn. AKTnBaLma 6osee AeTann3MpoOBaHHOIO pexXnma Ans OTAEeNbHOTO UCTOYHMKA
COOBLLEHNIA NN Cpa3y ANA BCEX UCTOYHUKOB MOXET MOMOYb NPW OTNALKE U YCTPaHEHUN
HenoaZok, a Takxke MOXET NOHaA0buTbCsa Npu obpaLLeHnn B TEXNOAAEPXKKY KOMMNaHuM “JokTop
Be6". CyLiecTByeT HECKOIbKO CMOCO60B HACTPOMKM 3TOro Napametpa:

e Yepes LeHTp ynpaBneHuns B pasgene AaMmuHuctpupoBaHue — KoHurypauna Cepeepa
Dr.Web — XypHan. [JaHHbIM cNOCO60M MOXHO 3ajaTb AeTann3aLnto coobLLeHNI XXy pHana A/
BCEX BO3MOXHbIX MCTOYHUKOB.
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e Yepes kntou -verbosity npwu 3anycke Cepsepa Dr.Web n3 komaHzHOW cTpoku. [JaHHbI cnocob
6onee rmbok 1 NO3BONAET NPU HEOOXOAMMOCTY 3a4aTb AeTaNn3aLmo AN OAHOTO UAWN HECKONbKUNX
OTAE/bHbIX UCTOYHMKOB. DopmaT yKasaHus Kaoya onvcaH B JokymeHTe MpunoxkeHus, B
pa3aene H3.8. OnvcaHune KatoYen.

e Yepes oTaenbHbIn KOHOUIypaLMOHHbIN ¢alin logging. conf. [ns 3Toro HEO6Xxo0AMMO CO34aTb
darin ¢ TakMm Ha3BaHMEM B KaTanore etc BHYTpu Katanora yctaHoBku Cepsepa Dr.Web, nocne
yero ykasaTb B paiine HeoOXoAMble UCTOUHMKM COODBLLEHNI N YPOBHU AeTaan3auum B popmarte
<UCMOYHUK_Co0bWeHUs > : <ypoBeHb>. 3aflaHHble Yepe3 logging.conf YPOBHU AeTanmn3aLnm
MMELOT NPUOPUTET Nepes YPOBHAMMK, 3aaHHbIMWN NH0BbIMUN ApYrMK cnocobamm.

Mpumep cogepxumoro ganna logging.conf:
Alert:all, Server:err, SglLite3:inf

NoMMMO 3ansaTol, B Ka4ecTBe pasjenutens fonyckatotcs Aobble npobenbHble CUMBOJIbI, B TOM
yncne obbIUHbIN Npobesn, Tabynaums, NnepeBos CTPOKM U T.4. YTOUHUTb CMNCOK UCTOYHMKOB
COODBLLEHN Bbl MOXKETE HENOCPeACTBEHHO B daine xypHana Cepsepa Dr.Web, nnbo yepes LieHTp
ynpaBJieHNs, BbIMOJHNB KOMaHAy drwcs.log subsystems () B pasgene
AaMuHUCTpUpoBaHue — Lua-KoHCOo/b. BO3MOXHbIe YPOBHM AeTann3aLmm nprBeseHb! B
AokymeHTe Mpunodkenus, B [punoxxenHnn K. Popmart dannos xypHana.

@ 3afaHHble TaknMm CNocobOM YPOBHM AeTann3aumnmn HacaesyroTcs

: noacuctemMamMmu. To ecTb, Hanpumep, NPy OJHOBPEMEHHOM YyKa3aHWW B
darine napameTpoB Socket/Client:inf n Socket:all, nogcmcrema
Socket/Client, ciefya ykazaHuo Ha ypoOBHe poauTens, byaert
3anuncbiBaTb B XXypHaa MHbOPMaLMIO 060 BCeX CBA3AHHbIX COOLITMSAX, a
He TO/IbKO COO0bLLeHNAa MHPOPMaLMOHHOIO XapakTepa.

e 1ns CepsepoB Dr.Web, paboTtatowwmx Ha OC cemenctea UNIX — uepes cneuuanbHblin KoY B
KOHOUrypaumnmoHHom ¢darne local.conf. [Nopagok paboTbl € 3TUM daiioM OnmncaH HXe.

Hactpowka xxypHana pa6otbl gas UNIX

B CepBepax Dr.Web nog OC cemerictBa UNIX Bk/toUeHa BO3MOXHOCTb HAaCTPOWMKN BEAEHMS
XypHana paboTbl Cepepa Dr.Web uepe3 oTaenbHbIN KOHGUIypaLMOHHbIN dalin:

e ana OC Linux: /var/opt/drwcs/etc/local.conf;

e ansa OC FreeBSD: /var/drwcs/etc/local.conft.

Coaepxumoe darna local.conf:

# Log level.
DRWCS LEV=info
# Log rotation.

DRWCS_ROT=10z, 10m
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3HayeHna NapamMeTpOB COOTBETCTBYHOT 3HAUYEHUAM K/HOUEN KOMaHAHOW CTPOKM ANsA 3anycka
Cepsepa Dr.Web:

e —verbosity=<ypogeHbs_nodpobHocmu> — ypOBEHb AeTanm3almnm xypHana pabotsl CepBepa
Dr.Web.

e —rotate=<N><f>, <M><u>— pexum poTaumm xxypHana paboTsl Cepsepa Dr.Web.

MNMopapobHoe onucaHve KnroYer npuBeseHo B JokymeHTe Mpunoxkenus, pasgen H3.8. OnucaHve
KO YEN.

@ Ecnv dann 1local.conf 6bin oTpeaakTMpoBaH B npoLiecce pabotbl Cepepa Dr.Web,

: Heobxoanmo nepesarpy3ntb Cepsep Dr.Web, uTo6bl M3MeHeHWs B HacTpolikax BeAeHNs
XypHana BcTynuaun B cuay. Mepesarpyska A0KHa OCYLLECTBAATLCA CPeACTBaAMM
OnepaunoHHON CUCTEMBI.

Mpw o6HoBNeHUM 1 yaaneHnn CepBepa Dr.Web dann local.conf npoxoauT pesepBHOe
KOMMpOBaHWe, YTO MO3BOJISET YNPaB/sATb YPOBHEM BeAeHUs XXypHaaa Npu nakeTHOM ob6HOBAEHUN
Cepsepa Dr.Web.

10.2.4. XXypHan o6bHOBneHNIA peno3nTopun

XypHan obHOBNEHUI PENO3UTOPUA COAEPXKMT CMUCOK 06HOBAEHNI ¢ BCO, BktOUatoLwmin
NoAPO6HYHO MHPOPMaLMIO 06 OOHOBNEHHbBIX PEBU3UAX MPOAYKTOB.

Y106bI NPpOCMOTPETH XXypHan o6HOBAEHUIT peno3uTopus

1. BbibepuTe NyHKT AAMUHUCTPUPOBaHUE B 1aBHOM MeHto LleHTpa ynpaBneHus.

2. B oTkpbiBLIEMCA OKHe BbibepuTe NyHKT ynpasastowero MmeHo XXypHan o6HoBaeHU
peno3suTopms.

3. OTKpOeTCH OKHO C TabanLen 3aperncTpupoBaHHbIX AeACTBUIA. [N HaCTPOMKN NPOCMOTpa
XypHana 3ajalnTe Ha NaHen MHCTPYMEHTOB MEPUO, B TeUYEHNE KOTOPOrO OCYLLECTBAAAMCH
Aencreums. [lns 3Toro Bbl MOXeTe BbibpaTh B BbiMaZarolLeM Crvcke OAMH U3 NpenaraeMblx
nepuosoB UK 3a4aTb NPOM3BOJIbHbIE AaTbl B KaleHAapsAX, OTKPbIBaeMbIX MPW HaXaTuK Ha NoJs
Aat. Haxkmumte O6HOBUTB 415 OTOOpaXkeHWs XXypHana 3a BblbpaHHble AaTbl.

4. YT06bl 0TOBpaxkaTh B Tab/AMLIE TONLKO COBLITUA OMPeAENeHHOTO TVNa, HaXMUTe Ha 3HaUOK T Ha
naHenn MHCTPYMEHTOB. B BbinajatoLlem crincke Bbl MOXeTe BbibpaTb HEOH6XOAMMblE MapaMeTpbl
dunbTpaymm:

e HasBaHue npoaykra — B Tabanue xypHana 6yayT oTobpakeHbl Bce cObbITUSA, CBA3aHHbIE C
BblOpaHHbIMW NPOAYKTaMM U3 CrivcKa.

e Pe3synbtat 06HOBAEHUA — B TabauLie XXypHana byayT oTobpaxkeHbl BCe ceaHCbl 0OHOBEHWS
1 nx pe3ynbTaTbl. CeaHCbl MOXHO OTOUALTPOBATb MO CAEAYHOLWMM pe3ybTaTaM:

o 3anpolueHHbI NPOAYKT He HaliAeH Ha cepBepax BCO;

o JINLueH3NOHHbIN K/IOU He HalijeH Ha cepBepax BCO;
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o O6HOB/IEHUE OTK/IFOUEHO;

o O6HOB/NIEHME YCNELWHO 3aBepPLUEHO.

¢ NHnumatop — B Tabanue xypHana byayT oTobpakeHbl ceaHCbl 0OHOBAEHWN,

NHNLMMPOBaHHbIE CiedyHOLWUMN CUCTEMaMW:

o 3anyLweHo U3 KOMaHAHOM CTPOKU — OBHOB/IEHNE MHULMMPOBAHO aZMUHUCTPATOPOM
NPV NOMOLLM COOTBETCTBYHOLLLEN KOHCOIbHOW KOMaHAbI.

s 3anyweHo MaaHnpoBLMKOM 3agaHU — 0O6HOB/IEHWE BbINO 3aMyLLLEHO COracHo
3afaHunto B pacnucaHum Cepeepa Dr.Web.

s Me)xcepBepHoe 06HOBNeHMe — OOHOB/IEHME ObINO NONYUYEHO MO MEXCEPBEPHOW CBA3N
ot rnasHoro Cepsepa Dr.Web. [JaHHbIV MHMLMATOP NPUCYTCTBYET TO/IbKO B C/lyYae
MHOroCepBepHON KOHOUIypaLMmn aHTUBMPYCHOW CETU C pacnpOoCTpaHeHneM 06HOBAEHMUI
MO MeXCepBePHbIM CBA3AM.

o 3anyuweHo u3 LleHTpa ynpaBneHua — o6HoBeHVe 6b110 3anyLweHo afgMUHUCTPATOPOM
yepes LleHTp ynpasBneHuns 6esonacHocTbio Dr.Web, B pasgene CoctoaHve penosutopus.

s UmnopT peno3utopua — 0b6HOB/IEHWE ObIN0 3arpy>XeHo aZMUHUCTPATOPOM Yepe3
pasgen Cosepxxmmoe penosuropus LleHTpa ynpaeaeHus.

5. Tabauua >ypHana COAEPXUT CeayroLne faHHbIE:

AAMUHUCTPATOP — pPerucTpaumnoHHoe nms agmmHuctpatopa Cepepa Dr.Web. YkasbiBaeTtcs,
ecnn aencTemne BbiNo MHULMMPOBAHO HEMOCPEACTBEHHO aZAMUHUCTPATOPOM.

CeteBoii apgpec — IP-agpec, ¢ KOTOPOro 6bI10 MHULMMPOBAHO BbIMOJIHEHME AAaHHOTO
AencTBUA. YKa3biBaeTCs TOJIbKO B C/lyyae BHellHero nogkatoveHmns k Cepeepy Dr.Web, B
YyacTHOCTM Yepes LleHTp ynpaBaeHuns namn yepes Web API.

MHMLI,I/IaTOp — CnctemMa, nHMummnpoBaseLasa npouecc OBHOBNEHMS.

KaTtanor B peno3utopumn — Ha3BaHue katanora peno3utopua Cepepa Dr.Web, koTopbiii
6bl1 MOANPULMPOBAH COrNacHO NpoLeccy 06HOBAEHMA.

Ha3BaHue npoaykTa — Ha3BaHWe NPOAYyKTa PENO3UTOPUS, KOTOPbIN Bbls 3arpys<eH nam
3arpyska KOToporo 3anpalumnBanach.

Hauano — gata v Bpems Hayana 3arpysky obHOBAEHWA KOHKpeTHOro npogykta ¢ BCO.

OKoOHuYaHue — AaTa N BpeMA 3aBepLUeHNA 3arpys3ku 06HOBIEHWI KOHKPETHOro npoAykTa C
BCO.

Pe3ynbTraT 06HOB/NEHUA — pe3y/ibTaT 0OHOBAEHMS peno3uTopus. MNpuBoanTCa KpaTkas
nHbopmauma 06 yaauHOM 3aBepLUEHUN OOHOBAEHNA AW MPUYMHA OLLUNOKN.

[nsa pelicTBuin, 3aBepLUMBLLMXCS C OLLIMOKOW, sueliki PesynbTat 0o6HOBAEHUA
OTMEYatoTCs KPaCHbIM LIBETOM.

McxopHas peBU3MA — HOMEP PEBU3MUN (PEBU3NM HYMEPYHOTCA COMNacHO AaTe UX CO34aHus),
KoTopas bblna NocnesHen Ana 4aHHOTO NPOAYKTa Nepes Havyaaom npouecca 06HOBAEHHS.

MonyueHHas peBU3UA — HOMEpP PEBU3MMN (PEBU3NUM HYMEPYHOTCA COMNacHO AaTe UxX
CO3zaHus), KoTopas bblaa 3arpy>keHa B npouecce 06HOBAEHNS.
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e O6HOBNEeHHbIe daiinbl — KpaTkas CBOAKa N0 U3MeHeHHbIM darnam. MpuBoauntcs B
dopmarte: <kosuvecmeso gatinos> - <delicmaue Had atinamu>.

6. Mpu HEOBXOAMMOCTN Bbl MOXETE 3KCMOPTUPOBATh B Gaiin AaHHble 3a BbIbpaHHbIA nepuod. s
3TOrO Ha NaHeNn MHCTPYMEHTOB HaXXMWUTEe OZAHY U3 CeAYHOLLMX KHOMOK:

& CoxpaHuTb aaHHble B CSV-¢ain,
& CoxpaHuTb aaHHble B HTML-daiin,
& CoxpaHuTb aaHHble B XML-¢ain,
o CoxpaHuTb AaHHble B PDF-¢aiin.

10.2.5. )KypHan coobweHnm

B >ypHane coobLueHnin 0TobpaxkatoTcs BCe TEKCTOBbIE COOBLLEHWS, KOTOPbIE OblIN OTNPaBAEHbI
aZAMWHUCTPATOPOM Ha CTaHLMW aHTUBUPYCHOW ceTn (cM. OTnpaBka COOBLLEHNA CTaHLMAM).

XypHan oTnpaBaeHHbIX COOBLLLEHWI COAEPXKUT CeAy LY MHGOPMaLMHO:

e [laTa oTnpaBKM.

e OTnpaBUTeNb — PErNCTPALMOHHOE UMS aZMUHUCTPATOPa, aBToOpM3oBaHHOTO B LieHTpe
ynpaB/ieHVs Npu OTNpaBke COOBLLEHNS.

e CocTOAiHME — KOJIMYECTBO COODBLLEHMI, OTNPaBAEHHbIX a4MUHUCTPATOPOM, U KOJINYECTBO
COODBLLEHWNI, YCMNELHO A0CTaBeHHbIX Ha CTaHLUW. ECIM KONMYeCTBO OTNpaBaeHHbIX U
A0CTaB/eHHbIX COObLLEHNI coBMnagaeT, To MHGOPMaLMsA 06 3TUX COOBLLEHNAX BbIAENAETCA CEPbIM
LiBETOM.

e CoobuieHre — TeKCT OTnpaB/eHHOro coobueHns. OnuMoHaibHO BbIBOAUTCA MHPOpMaLma o6
OCTa/IbHbIX HACTPOiKaX, KOTOpble BblN 3aZaHbl MPY OTNPABKE.

Mpu kKAMKe N0 KOHKPETHOMY COObLLEHNIO B TabanLe OTKPbIBAETCS OKHO C MOAPOBHOCTAMM O
AOCTaBKe: CMMCOK BCEX MoJlyyaTesien v Aata JOCTaBKN COOOLLEHMS B Clyyae YCMEeLHON onepauum
nam coobuieHne He poctaBneHo — B Clyyae HeyCrneLHOM.

Ana ynpaBneHus xypHasiom coobLieHnii ucnonb3yiite caegyrowme onumum Ha NaHenmn
MHCTPYMEHTOB:

% OTnpaBuTb BbiI6paHHble cO06LEHMA NOBTOPHO — ONUMS AOCTyMNHa Npu Bbibope 0AHOro
NN HECKONIbKMX OTMPaBAEeHHbIX COOBLLEHMI B XXypHae (CM. MpoLiesypbl HXeE).

CoxpaHuTb BbibpaHHOe coobleHne Kak WwabnoH — co3aTh U3 OTNPaBAEHHOTO
coobueHnsa WwabaoH Ana NOBTOPHOIO MCMONb30BaHNA B AanbHenweM. Onuma 4o0CTynHa npwu
BbIbOpe 0A4HOro coobLueHnsa B XXypHane. YnpaBaeHne COXpaHeHHbIMM WwabaoHaMum
ocyLectBasetca B pasgene LLabaoHbl coOobLLEHNN.

B BbINazarolLem cricke BblbepuTe Nepmnos, B TeUeHre KOTOPOro Hblin OTNpaBaeHbl COOOLLEHMS,
KOTOpbl€e Bbl XOTUTE OTOBPa3nTb. TOT XKe caMbli MePUOA Bbl MOXeTe BbibpaTh B MOJsAX C AaTaMy,
KOTOpble 3ajat0TCs Yepes BbiMagarowuii kKaneHaapb. Ans npuMeHeHns BbiIbpaHHOro nepuosa
HaXXMuTe KHonKy O6HOBUTD.
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Y106bI MOBTOPHO OTNPABUTL OAHO cOObLLEeHMe

1. YcraHoBUWTE Gnar HaNPOTMB COODBLLLEHNS, KOTOPOE Bbl XOTUTE OTMPAaBUTb.
2. Haxmute KHomMKy 5 OTnpaBuTb BbiIGpaHHble COO6LLEHMA NOBTOPHO.
3. Otkpoetcs okHO OTnpaBKa coobuieHus. 3asaliTe CnesyroLLme HaCTPOMKM:

a) B gepese AHTMBMpPYCHas ceTb 6yayT BbIOpaHbl CTaHLMW, Ha KOTOpble AaHHOe coobLLeHne
6b110 OTNPaBieHO. MoxeTe OCTaBUTb NpPeabiAyLLUX NOoMyYaTenein nam Boibpathb
MPOW3BOJIbHbIX NOAYyYaTeNEeN U3 NPEACTAaBAEHHOrO CMMCKa: 3TO MOTYT BbiTb Kak OTAe/bHble
CTaHLMW, TakK W rpynnbl CTaHLUN.

b) Hactpolikn coobuieHns aHanormyHbl HacTporkam 3 pasgena OTnpaBka cOO6LLEHWN
CTaHUMAM.

4. Haxmute kHOMKy OTnpaBUTD.

Y106bI MOBTOPHO OTNPaBUTb HECKOJ/ILKO CO06LeHui

1. YcraHoBUTE Gaarv HanPOTMB COOBLLEHWNIA, KOTOPbIE Bbl XOTUTE OTNPaBUTb.
2. Haxmute KHOmMKy &= OTnpaBuTb BbiGpaHHble cO06LLEeHMA NOBTOPHO.

3. OTkpoetcs okHO OTnpaBKa HeCKOJIbKUX coobueHuni. B paszene Cnucok coobueHui
NpvBeAeHbl BCe COOBLLEHNS, KOTOPbIE Bbl BbIOpanu Ans NOBTOPHOM OTnpaBku. Ha3BaHus
COODBLLEHNI COOTBETCTBYET AaTaM WX NPeAblAyLLen OTNPaBKM Ha CTaHL .

4. Haxmute KHonky OTnpaBuUTb BCe, YTOObI OTNPaBMUTb BCe COOBLLLEHMS U3 CrmcKa.

5. [ns pesakTMpoBaHWs Kakoro-ambo m3 coobuyeHuid, BbibepuTe ero B paszesne Cnucok
coobuweHuin. B pasgene Hactpoiikn coobueHuns 3azainTte ciesyroLime napameTpbl:

a) B nepeBe AHTUBUpYCHas ceTb HyayT BbiOpaHbl CTaHLMKW, Ha KOTOpble AaHHOe coobLLeHme
6bln0 oTNpaBaeHo. MoxeTe 0CTaBUTb NPeAbIAYLLNX NoayYaTenei uav Bblbpatb
MPOW3BO/IbHbIX MOAyYaTeNel U3 NPeACTaBAEHHOrO CNNCKa: 3TO MOTYT ObiTb KaK OTAEe/bHbIE
CTaHL W, TakK U rpynnbl CTaHL WA,

b) Hactpolikn coobLueHms aHanormyHbl HacTpokam u3 pasgena OTnpaeka cO0bLLEHNIA
CTaHUMAM.

Q) YT06bI YA3aNnTb Bbl6paHHoe COO6LLI,eHI/1€ M3 CnNmnckKa Ha OTrnpaskKy, HAKMUTE KHOMKY YAaIIMTb.

10.3. Hactpouka koHpurypauum Cepsepa Dr.Web

ili Mpu Kaxz0M coxpaHeHUn nsmeHeHuii paszena Kondurypauusa Cepsepa Dr.Web

: aBTOMATMUECKM COXPAHAETCA pe3epBHas KOMUSA NpeablayLiein Bepcum
KoHduUrypaumoHHoro danna Cepepa Dr.Web. XpaHeHuto nognexat 10 nocnegHux
KOMWA.

Pe3epBHble KOMWW pacnosiaratoTcs B TOM Xe KaTanore, YTo 1 caM KOHPUrypaLMOHHbIN
dalin, 1 Ha3blBatOTCA B COOTBETCTBMM CO CaegyroLmM GpopMaToM:

PykoBOACTBO aAMMHMCTpaTOpa
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drwcsd.conf <epems_co30aHus>

Bbl MOXeTe ncnonb3oBaTb CO3AaHHblE pe3epBHble KOMUKW, B YaCTHOCTH, 414
BOCCTAHOBJ/IEHNSI KOHOUTYpPaLMOHHOrO dGalina B caydae, eciv nHtepodeiic LleHTtpa
yrnpaBaeHns HeAoCTymneH.

Yr106b1 HacTPOUTL KOHPUTrypaLLMOHHbIe NapameTpbl CepBepa Dr.Web

1. BbibepuTe NyHKT AGMUHUCTPUPOBaHUE B r1aBHOM MeHto LleHTpa ynpaBneHus.

2. B oTkpbiBLIEMCA OKHe BbIbepuTte NyHKT ynpasastowero MmeHio KoHpurypauus CepBepa
Dr.Web. Otkpoetca okHo HacTpoek Cepsepa Dr.Web.

@ 3HaueHuns nosen, oTMEeUEHHbIX 3HaKOM *, OMXKHbI 6bITb 06A3aTe/IbHO 3a4aHbl.

3. Ha naHenn NHCTPYMEHTOB AOCTYMHbI Chefyroune KHOMNKW yrnpasaeHUA HaCTpOI\/IIKaMI/I pa3saena:

C Mepe3anyctutb CepBep Dr.Web — nepesanyctuts Cepsep Dr.Web ana npuHatus
M3MEHEHWUI, BHECEHHBIX B JaHHOM pa3zesie. KHomKa CTaHOBWTCS aKTUBHOWM NOC/e BHECEHUS
M3MEHEHWI B HAaCTPOWKN pa3gena 1 Haxatna KHonkn CoxpaHuUTb.

- BoccTaHOBUTL KOHGUIYpaLUMIO U3 pe3epBHOIN KONUM — BbINaatoLLni CrIYCOK,
cofep>KalLlmi COXpaHeHHble KOMUM HacTPOeK BCEro paszena, K KOTOPbIM MOXHO BEPHYTbCS
nocne BHeCEHUsA M3MeHeHW. KHoMKa CTaHOBUWTCA aKTUBHOW MOC/e BHECEHWS N3MEHEHWI B
HaCTPOWKM pa3gena v HaxaTtus KHoMkn COXpaHUTb.

# YcraHoBuTb Bce napamMeTpbl B Haya/ibHble 3HaU€HUA — BOCCTaHOBUTb 3HaUeHMs,
KOTOpble BCe MapaMeTpbl JaHHOTO pasjena UMenn Ao TeKyLLero pesakTmpoBaHus (nocieaHve
COXpaHEHHbIE 3HAaUYEHWS).

‘@ YcraHOBUTBb BCe napamMeTpbl B 3HaY€HUA MO YMOJZITYaHUKO — YCTaHOBUTb A4/14 BCEX
napameTpoB AaHHOIO pasjena 3Ha4veHWd, 3aaHHble MO YMOAYaHUIO.

4. YT1o6bl MPUHATL N3MEHEHNSA, BHECEHHbIE B HAaCTPOMKM pasgena, Haxmute kHonky CoxpaHUTb,
nocne yero notpebyertca nepesarpyska Cepsepa Dr.Web. [ina 3Toro Haxxmute KHOMNKy
Mepe3anyctutb CepBep Dr.Web Ha naHenv MHCTPYMEHTOB AaHHOTO pasgena.

10.3.1. O6bwume

Ha Bknazke O6wume 3azat0TCs ceaytolme Hactporikm paboTel Cepaepa Dr.Web:

¢ HasBaHune CepBepa — vnms gaHHoro Cepepa Dr.Web. Eciv 3HaueHne noss He 3agaHo,
MCNOb3yeTCA MMA KOMMbIOTEPa, Ha KOTOpPOM ycTtaHoBaeH Cepsep Dr.Web.

¢ A3bik CepBepa Dr.Web — s3biK, KOTOPbIV UCMOAL3YETCA MO YMOAYAHWUIO KOMMOHEHTaMM 1
cuctemamu Cepsepa Dr.Web, ecam He yaanock Nosyuntb HaCTPOMKM A3blka U3 6asbl AaHHbIX
CepBepa Dr.Web. B yactHocTn ucnoab3syetcsa ana LieHTpa ynpaBaeHuns 6e3onacHoctbto Dr.Web u
CUCTEMbl OMOBELLLEHWI aiMUHUCTPaTOPa, ecin ba3a JaHHbIX Oblna NOBPEXAEHA, N MONYYUTb
HaCTPOWKW A3blKa He NPeACTaBAAETCA BO3MOXKHbIM.
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@ Ecau Bbl BbIGepeTe 3bIK, TEKCTbI MHTEPdENiCAa HAa KOTOPOM B A@aHHbIM MOMEHT He

: 06HOBAAOTCA, BaM OyAeT NpesoXKeHO BKIOUYNTL OBHOBAEHME ANA AaHHOTO fA3bika. Jas
3TOro rnepenanTe No ccolike B pasgen AaMuHucTpupoBaHme — O6uias
KoHpurypauusa penosmtopusa — Cepep Dr.Web — f3biku LleHTpa ynpaBaeHus
6e3onacHocTtbio Dr.Web, yctaHoBuTe daar Ans Hy>KHOro BaM A3blka U HaXmuTe
CoxpaHuTb. [py Banxkanuem 06HOBAEHUM PENO3UTOPUSA TEKCTbI NHTepdenca ans
BbIOpaHHOro fA3blka OyayT 06HOBAEHbI. Takke Bbl MOXETe 3anyCTuTb OOHOBAEHNE
BPY4YHyo B pa3gene CoctoaHue penosutopus.

e KonnuecTtBo napannesnbHbiX 3aNpocoB OT KJIMEHTOB — KO/IMYECTBO NMOTOKOB A/ 06paboTkm
JAHHbIX, MOCTYNaoLWMX OT KANEHTOB: AreHTOB, MHCTanNATopoB AreHToB, cocegHnx CepeepoB
Dr.Web. [laHHbIli napameTp BAUsiET Ha Npou3BoauTenbHocTb CepBepa Dr.Web. 3HaueHwe,
YCTaHOBJIEHHOE MO YMOJIYaHWNIO, PeKOMEHAYETCA N3MEHATb TONIbKO MOC/Ie COrnacoBaHma Co
CNY>K60M TEXHNUYECKOIN MNOAAEPIKKM.

@ HaunHas ¢ Bepcum 10, BOIMOXHOCTb pefakTvpoBaHus napameTpa Ouepegb
: aBTOpM3aumm yepes LleHTp ynpaBieHns He NpesoCTaBAsETCS.

Mo ymonuaHuto, Npu yctaHoBke HoBoro Cepsepa Dr.Web, gaHHbIN napameTp 3ajaeTcs
paBHbIM 50. [Mpn 06HOBAEHWN C NpeapblAyLLel Bepcumn C coxpaHeHreM daina
KOHPUrypaLmm, 3HayeHne ovepean aBTopnsaLmm CoxpaHaeTca U3 KoHpurypaumm
npeablayLiei Bepcuu.

MNpy HeOBXOANMOCTN U3MEHEHMA AIVHBI 0Yepean aBTopu3aLuny, oTpeaakTupymnTe
3HaueHWe cieaytoLero napamMeTpa B KOHGUrypauvoHHom darine Cepsepa Dr.Web:

<!-- Maximum authorization queue length -->
<maximum-authorization-queue size='50"'/>

e B BbiMagatowem cnvcke Pedxxnm perucTpauum HOBMUKOB 33J3€TCS MOANTVKA NMOAKAHOYEHNS
HOBbIX Pabounx cTaHUMR (CM. N. [1oAnTVKa NOAKNHOUYEHUS CTaHLLUN).

o Bbinagatowuii cnncok MepBuuHas rpynna no yMosiuaHUIo onpesenseT NepBuYHyro rpynmny,
B KOTOPYH OyAyT NOMeLLeHbl CTaHLUW NPY aBTOMATUYECKOM NMOATBEPKAEHMN JOCTyNa
ctaHumnin k Cepsepy Dr.Web.

e YcraHoBwuTe dnar NMepeBoanTb HEABTOPM30BaHHbIX B HOBUUKM, YTOObI cOpacbiBaTb NapameTpbl
nonyyenua gocryna k Cepsepy Dr.Web y ctaHumi, He npolesumnx aBTopusauuto. JaHHas onums
MOXeT ObITb Noae3Ha Npu n3MeHeHun Hactpoek Cepeepa Dr.Web (takux kak OTKpbITbI KAHOY
wndpoBaHuna) nam npu cmeHe b1, B nogo6HbIX ciyyasx CTaHUUM He CMOTYT NOAKAHOUUTLCS, U
notpebyeTcs NOBTOPHOE NoJyYeHne HOBbIX NapaMeTpoB ana foctyna Kk Cepsepy Dr.Web.

e YcraHoBUTe diar ABTOMaTUUECKM CO3AaBaTh yUeTHbIe 3anUcu CTaHLUIA, YTOObI
aBTOMaTMYeCcky Cco34aBaTbh HeAOCTalOLLME YUETHbIE 3anmcK CTaHLMK B LieHTpe ynpaBaeHus npum
yCTaHOBKe AreHTOB M3 rpynnoBOro MHCTAaNALMOHHOTO NnakeTa. Ecim dnar cHAT, ycTaHOBKa
BO3MO>Ha TO/IbKO MO KOJIMYECTBY Y>Ke CO3aHHbIX YUYETHbIX 3anuncei B rpynne, MHCTaNNALMOHHBIN
nakeT A5 CTaHLWA KOTOPOW 3anycKaeTcs.

¢ B none flonyctumas pasHuua mexay spemeHem Cepsepa Dr.Web n Arenrta 3agaetcs
AONycTMMasn pasHuLa Mexxay cncteMHbiM BpemeHeM Cepsepa Dr.Web n AreHtos Dr.Web B
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MUHYyTax. Ecam pacxoxxaeHne 6oblLue yKka3aHHOTrO 3HaveHns, 3To byaeT OTMeYeHo B cTaTyce
ctaHuun Ha Cepepe Dr.Web. Mo ymonuyaHuto gonyckaetcs pasHuua B 3 MUHyTbl. 3HaveHve 0
O3HauaeT, YTo NpoBepka He byaeT NPOBOAUTLCA.

YctaHoBuTe dnar 3ameHaTb IP-agpeca, utobbl 3ameHsATb IP-agpeca DNS-1MeHamu
KomnbtoTepoB B daine xypHana Cepsepa Dr.Web.

B Bbinagarolem cnvcke Mma craHumm 3agaetca opmaTt oTobpaxkeHWs UMeH paboumx CTaHLuUiA B
KaTasore aHTUBMPYCHOW ceTn LleHTpa ynpasaeHus.

Yepes BbiNagaroLLni CMMCOK 3aMEHATb MMSA CTaHLLMM MOXHO NPU HEOBXOAMMOCTY 3a4aTb
BapWaHT 3aMeHbl 0TObpaXkaeMbiX MMeH paboumx CTaHLMUMA Ha MOAHOE UAN YaCTUYHO
onpeaeneHHoe DNS-ums (npu HeBo3MoXHOCTH onpeseneHns DNS-nmeH otobpaxkaroTcs |IP-

aspeca).

& Mo ymonyaHuro dnar 3ameHaTb IP-agpeca cHAT, U 3aMeHa UMEHW CTaHLMI He
npoucxoaut. MNpn HenpaBuIbHOW HacTpolike ciyx6bl DNS BitoueHne 3Tmx
BO3MOXHOCTEN MOXET 3HaUYnTeNbHO 3amenTb paboTy Cepeepa Dr.Web. Mpwu
BKIFOUEHMM NHOBOro 13 3TUX PEXMMOB PEKOMEHAYeTC pa3peLlmnTb KeLMpPOBaHNE NMEH
Ha DNS-cepBepe.

@ Ecnv B BbinagaroLLem cnncke 3aMeHsTb MMs CTaHLMU BbibpaH OAWH 13 BapUaHTOB

: 3aMeHbI, 1 B @aHTUBMPYCHOW CeTU Ucnosb3yeTcs MNpokcu-cepeep, Torga 4ns Bcex
CTaHUMI, noakntoueHHbIx K Cepsepy Dr.Web uepes Npokcu-cepsep, B LieHTpe
ynpaBieHUs B KaYeCTBe Ha3BaHWIN CTaHUWM ByaeT oTobpaXaTbcs Ha3BaHue
KOMMbIOTEPA, HAa KOTOPOM ycTaHoBAeH [Mpokcun-cepeep.

e YcraHoBUTe dar CUHXPOHU3MPOBaTb ONMMUCAHUA CTaHLMIA, UTOObI CUHXPOHM3MPOBATb ONUCaHKe

KOMMbrOTepa No/b30BaTeNs C onucaHnem crtaHumm B LieHtpe ynpasnenusa (none Computer
description Ha cTpaHuLe System properties). Ecan onncanve ctaHuum B LieHTpe ynpaBaeHus
OTCYTCTBYET, TO B laHHOe noJie byjeT 3anMcaHo onMcaHve KOMMbloTepa Ha CTOPOHe
nonb3oBatens. Ecav onuncanmsa pasanyaroTcs, To gaHHble B LieHTpe ynpaBaeHus 6yayT 3ameHeHbl
Ha No/b30BaTeNbCKMe.

YctaHoBuTe ¢pnar CUHXpPOHM3UPOBaTb reorpadurueckoe NosioXkeHue, YTobbl aKTMBMPOBaTb
CYHXPOHM3aL Mo reorpadpmyeckoro pacnonoxeHus ctaHuuii mexxay Cepsepamvu Dr.Web B
MHOrOCepBEePHOWN aHTUBMPYCHOW ceTu. MNpun yCTaHOBNIEHHOM daare Bbl TakKe MOXETE 3a4aTb
CNesyoLmin napameTp:

o CTapTOBas CUHXPOHU3aLMA — KOJIMUYECTBO CTaHL M 6e3 reorpadmnyeckmx KoopAmnHar,
MHPOPMaLUs O KOTOPbIX 3anpallnBaeTcs NpW yCTaHOBIEHUM coeanHeHns mexay Cepeepamu
Dr.Web.

YctaHoBuTe ¢nar Mcnonb3oBaTb NOAUTUKM, UTOObI paspeLllnTb UCMOb30BaTh NOAUTUKMN A5
HaCTPOWMKM 3aLmLL@eMbIX CTaHLMI (M. [Toantukn).

o KonunuecTBo Bepcuii MOAUTUKN — MaKCUMa/lbHOE KOJIMYECTBO BEPCUI, KOTOPbIE MOTYT BbiTb
CO34aHbl ANA KaXA0WN NONNTUKN.

B nose KonnuectBo pesepBHbIX konuii ans Bepcuii CepBepa Dr.Web 3asalite makcumansHoe
KOJIMYECTBO XPaHUMbIX PE3ePBHbIX KOMWA, CO3aHHbIX MPY Nepexose Ha HOBYH PEBU3MIO
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Cepsepa Dr.Web uepes LleHTp ynpasneHuns (cM. pazgen Ob6HoeaeHvie Cepsepa Dr.Web n
BOCCTaHOBJIEHWNE V3 pe3epBHOM Konuw). 3HaveHne 0 NnpeAnvcbIBaeT XpaHUTb BCe pe3epBHbIe
Konuu.

e YcraHoBwuTe Pnar Mcnonb3oBaTb pacluiMpeHue nporokona AreHTa ans nepegauv panoBbix
AaHHbIX, YTOObI pa3pelunTb Nepesavy dannosbix AaHHbIX ¢ AreHta Ha Cepsep Dr.Web no
npotokoay SFTP. Ecam dnar cHAT, nepegava JaHHbIX He OCYLLECTBAAETCA.

¢ B none KonnuectBo BMpTyanbHbIX MalwuH Lua 3asalite MakcMManbHOE KOMYECTBO
BMPTyanbHbIX MallvH Lua, npeaBapuTenbHO NOArOTOBAEHHBIX ANs HY>XK4 Beb-cepBepa.

e B none CkpuNT ANA cO3A4aHUA BUPTYabHOM MaliuHbI Lua BcTaBbTe CKPUMT A1 BbINOHEHWS
npv GOHOBOM CO3JaHWUM BUPTYyanbHOM MalUMHbl Lua ans Hy>za Beb-cepsepa.

10.3.2. Tpadpuk
10.3.2.1. O6HOBNEHUA

Ha Bknagke O6HOBAEHMA 334at0TCA OrpaHMYeHns Ha 06beM ceTeBoro Tpaduvka nNpu nepesaye
o6HoBneHun mexay Cepsepom Dr.Web n AreHtamu.

MNoppobHee cm. B N. OrpaHnyeHne Tpadurka 0OHOBAEHNN.

Yr1o6bI 3agaTb OrpaHUUeHUsA Ha TpadpuKk o6HOBNAEHUIA AreHTOB

1. B nosne KonnuecTtso ogHOBPEMEHHbIX NMPOL,ECCOB 06HOBNEHUA 3343EeTCA MakCManbHOe
A0MNyCTUMOE KOJIMYECTBO CECCMI pasfayun 0OHOBAEHWN, 3aMyLLEHHbIX O4HOBPEMEHHO C JaHHOTO
CepBepa Dr.Web. Mpwn gocTxXeHnM yKazaHHOTO OrpaHuyeHns 3anpocbkl oT AreHToB
pa3MeLLatoTcsa B ovepenm oxvaanusa. Pasmep ouepesmn oxXxnaaHnsa He orpaHuyeH. YctaHosute
3HayeHue 0, YyTobbl CHATb OrpaHNYeHVe Ha KONMYECTBO OLHOBPEMEHHbIX MPOLLECCoB.

2. YcraHoBute dnar OrpaHnuunTb TpapmuK 06HOBAEHMIA, UTOObI OrpaHNUNTL O6bEM CETEBOTO
Tpaduka npu nepegaye obHoBneHnn mexay Cepsepom Dr.Web 1 AreHtamum.

Ecam dnar cHaT, obHOBAeHMA ana AreHTOB nepesaroTcs 6e3 orpaHMyeHns NonoCkl MPOMNyCcKaHWs
ceTeBOro Tpadwvika.

3. Ecam dnar yctaHoBneH, 3agaviTe B none MakcumanbHasa ckopocTb nepegaum (Kb/c) 3HaueHne
MaKCMMaNbHOM CKOPOCTM nepesayvm obHoBAeHWI. Mpn 3ToM 06HOBAEHNA ByayT NepeAaBaTbCs B
npesenax 3aaHHON NOA0ChI MPOMYCKaHWA COBOKYMHOrO CETEBOTO Tpadurka 0OHOBAEHWIA BCEX
AreHTOB.

[Jlonyckaetca 3agaHve 40 NATY OrpaHUUYeHUn Ha CKOPOCTb Nepesayn o6HoeHw71. Ans
A06aBAeHMs ele O4HOrO MO OrPaHNYEHMA CKOPOCTU HaXKMUTE KHOMKY + | Ans ynaneHuns
OrpaHNYEHNA HAXXMUTE KHOMKY E HaNpPOTMB OrpaHNYeHNs, KOTOPOE HY>KHO YAauTb.

4. B T1abanue pacnvcaHns 3aaeTcs PeXMM OrpaHnyeHrs O6HOBAEHUIN OTAENbHO Ha Kaxable 30
MUWHYT KaXZO0ro AHS Heaenw.

AN M3meHeHMs pexxnMa orpaHNYeHnli nepeaaum JaHHbIX HaXKMUTE Ha COOTBETCTBYHOLWNIA 610K
Tabavubl. Takke NOALEPKMBAETCH BbIOOP HECKONbKUX BPEMEHHbIX 610KOB Mo npuHLmny drag-
and-drop.
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LiBeT Aueek M3MeHSAETCs LIMKAMYECKM COrNacHO LBETOBOW CXeMe, NPUBELEHHON Noj TabanLen,
HauMHas C BapuWaHTa, NPy KOTOPOM nepesava 06HOBAEHMI pa3pelueHa 6e3 orpaHnYeHu
Tpaduka, 4O BapmaHTa, Mpu KOTOPOM nepesaya 0OHOBAEHUI 3anpeLleHa.

5. Mocne 3aBepLUeHNs peAaKTUPOBaHMS, HaXXMUTe KHOMKY COXPaHUTb A/ MPUHATUS BHECEHHbIX
VU3MEHEHUI.

10.3.2.2. YcTaHOBKM

Ha Bknagke YcTaHOBKM 334at0TCA OrpaHNYeHns Ha 06bem ceTeBoro Tpaduka npu nepegaye
AaHHbIX B npouecce yctaHoBku AreHtoB Dr.Web Ha ctaHumsx.

MoppobHee cM. B N. OrpaHnyeHne Tpaduka paboumx cTaHLUM.

UTo6bI 3agaTh OrpaHUYeHUs Ha TpadpuK Npu yctTaHoBKe AreHToB

1. B none KonnuectBo ogHOBpeMeHHbIX NPOLLEeCCOB YCTaHOBKM 33/jaeTCA MakCMManbHOe
AOMyCTVMOE KOJIMYECTBO CeCCUI YCTaHOBKM AreHTa, 3anyLLeHHbIX O4HOBPEMEHHO C aHHOTO
Cepsepa Dr.Web. MNpun goctmxeHnn ykazaHHOro orpaHMyeHns 3anpocbl oT AreHToB
pa3MeLLaroTCa B oYepean oxungaHua. Pasmep ouyepean oXunaaHna He orpaHuyeH. YctaHoBUTe
3HauyeHue 0, UToObl CHATb OrpaHNYeHre Ha KONNYECTBO OLHOBPEMEHHbIX NMPOLLECCOB.

2. YcraHoBuTe dsiar OrpaHUUUTb TpadpuK NpU ycTaHoBKe AreHTOB, UTOObl OrpaHnyYnTb 06beM
ceteBOro Tpaduka npun nepegade aaHHbix ¢ Cepsepa Dr.Web Ha cTaHuUMM B npoLecce yCTaHOBKM
ArexToB Dr.Web.

Ecav dnar cHAT, Nnepesava AaHHbIX NPU YCTaHOBKE AreHTOB OCyLLeCTBAAETCA 6e3 orpaHuyeHms
NoJ0Chl NPOMyCKaHWA ceTeBoro Tpaduka.

3. Ecam dnar ycraHoBneH, 3agaviTe B none MakcumanbHasa ckopocTb nepegaum (Kb/c) 3HaueHne
MaKCMMaNbHOM CKOPOCTY Nnepesayu gaHHbiX. [py 3TOM JaHHble A8 YyCTaHOBKM AreHToB OyayT
nepesaBaTbCs B NpeAenax 3afiaHHOM NOoChl MPOMyCcKaHWsA COBOKYMHOTO CeTeBOro Tpaduka
BCeX AreHToB.

[Jlonyckaetcs 3agaHve A0 NATM OrpaHNYEHNA Ha CKOPOCTb NepesaYn AaHHbIX A1 YCTaHOBKM
AreHToB. [Ins fo6aBneHus eLle OAHOTO NMoAA OrPaHUYEHNs CKOPOCTU HAaXKMUTE KHOMKY . Ans
yAaneHus OrpaHNYEeHNa HaXXMUTE KHOMKY E HanNPOTUB OTPaHNYEHNA, KOTOPOE HY>XXHO YAaNNTb.

4. B T1abnuue pacnucaHvs 3aZaeTcs pexxuM orpaHuYeHns Ha nepegady AaHHbIX OTAENbHO Ha
kaxable 30 MUHYT KaXa0ro AHA Heaenw.
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Ans V3MeHeHWs pexrMa OrpaHUYeHnii nepesaydm JaHHblX HaXKMUTE Ha COOTBETCTBYHOLLMIA 610K
TabanLbl. Takke NOAAEPKMBAETCA BbIOOP HECKONbKMX BPEMEHHbIX 610KOB Mo NpuHumny drag-
and-drop.

LiBeT sueek M3MEHAETCA LIMKANYECKM COTIaCcHO LBETOBOW CXeMe, MPUBEAEHHOW Noj Tabanuen,
HauynHasa C BapuaHTa, NPV KOTOPOM nepezava AaHHbIX pa3peLleHa 6e3 orpaHnyeHnin Tpaduika,
A0 BapuWaHTa, Mpy KOTOPOM Mepejaya JaHHbIX 3anpeLLeHa.

5. Mocne 3aBepleHna pefakTMpoBaHWA, HAXKMUTE KHOTMKY COXpaHMTb A4NA NPUHATUA BHECEHHbIX

V3MEHEeHUI.

10.3.2.3. OrpaHuueHue Tpadpuka paboumx ctaHumn

B aHTmBMpYycHo cetn Dr.Web Enterprise Security Suite cyLiectByeT BO3MOXHOCTb OrpaHNYnTb
CKOPOCTb Nepeaaun faHHbix Mmexxay Cepsepom Dr.Web n AreHtamn. Hactpownkn aenatcsa Ha
orpaHuyeHuvs nepezayv 06HOBAEHWIA U OTPaHUYEHUA NPY Nepesade AaHHbIX NPW YCTaHOBKaXx
AreHra.

MpepocTaBnAeTcs BO3MOXKHOCTb C/IeAyHOLMX BapUaHTOB OrpaHMUYeHus Tpaduka:

1.

OrpaHunyeHne obLLen CKOPOCTU Nepesadn AaHHbIX BCEM CTaHLUAM.

Hactpovika ocyuwiectBasetcsa B pa3gene KoHpurypaumm Cepsepa Dr.Web: nyHKT rnaBHOro MeHto
ApmMuHUcTpUpoBaHue — NyHKT ynpasastowero meHio Kongpurypauyua Cepsepa Dr.Web —
Bknagka Tpapuk — BHYTpeHHAS Bkiagka O6HOBAeHMA v YCTaHOBKM — napametp
OrpaHnuutb Tpapmk o6HOBAEHMI U OrpaHNuUTb Tpadurk Npu yctaHOBKe AreHToB
COOTBETCTBEHHO.

MepcoHanbHOe orpaHNYeHne CKopoCTU Nepesayn AaHHbIX NPV O6GHOBAEHUN KOHKPETHBIM
CTaHLUMAM WA TPynnamM CTaHL M.

HacTtpoiika ocyuiectBasetcs B pasgene KOHOUrypauum CTaHLMUIA: NyHKT F1aBHOTO MEHHo
AHTUBMPYCHas ceTb — BbI6paTb CTAHLMWIO UAW TPYMMNY B MEPAPXMUYECKOM CTINCKE CETU — MYHKT
ynpaBastoLero MeHo OrpaHMueHns o6HoBAeHU — napameTp OrpaHUuUUTb Tpapuk
06HOBNIEHUN.

OrpaHuueHue TpaduKa ocyLecTBAAETCA NO caeayrolemMy NpuHLUNY:

1.

Ecav BkAOUEHO orpaHunyeHmne Ha obLLy0 CKOPOCTb Nepesayn AaHHbIX B HacTpolikax Cepeepa
Dr.Web, T0 cymmapHas ckopocTb nepesaun gaHHbix oT Cepeepa Dr.Web Bcem ctaHUmaM He
NPEeBbICUT YKa3aHHOTO 3HayeHus. Mpn aTom:

a) BHe 3aBMCMMOCTM OT pasnnumii B NPOMNyCKHOW CNOCOBHOCTM KaHaNoB CBA3M MEXAY
Cepsepom Dr.Web u ctaHUmAMHK, CKOPOCTb Nepeaayun AaHHbIX AeUTCH MOPOBHY MeXAy
BCEMMW CTaHLMAMMN.

b) Ecam nponyckHas cnocobHocTb kaHana mexxay Cepsepom Dr.Web v ctaHumel MeHbLue
MOJIyYEHHOTO CPEeAHEro 3HaYEHNA CKOPOCTU ANA OLHOW CTaHL MM COTNACHO MYHKTY a), ANA
TaKOW CTaHLMM yCTaHaB/IMBAETCS OrpaHMUeHne nepesaym JaHHbIX paBHOe MaKCMMaabHOW
LWMPVHe KaHana J0 3Ton cTaHuun. OcTaBLueecs 3HaveHne obLLero orpaHNYeHns aHanorMyHo
MYHKTY a) A€AUTCS MOPOBHY A/l OCTaNbHbIX CTAHLLUNA.
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2. Ecnm BkIOUEHO NepcoHanbHOe OrpaHNYeHne Ha CKOPOCTb Nepesaydn JaHHbIX B HAaCTpOMKax
rPynnbl NAM KOHKPETHOM CTaHLMIM, TO CKOPOCTb Nepesayn AaHHbIX Ha 3TU rPYNMbl AW CTaHL MO
He NPEeBbICUT YKa3aHHOTO 3HayeHus. Ha Bce ocTanbHble CTaHL MM OrpaHnyeHre He
pacnpoCTpaHAeTCs, U Nepesaya AaHHbIX OCYLLECTBASETCA C MaKCUMabHOW CKOPOCTbHO.

3. Ecam Bk/IHOUYEHO OrpaHuyeHre Ha ObLLYyH0 CKOPOCTb Nepesaun AaHHblx B HacTpoikax Cepsepa
Dr.Web v nepcoHasbHOe OrpaHuyeHne Ha rpynny WK CTaHLUuto, TO:

a) CkopocCTb nepesauu faHHbIX Ha NEPCOHaNbHO OrPaHUYEHHbIE FPYNMbl UM CTaHLMWN He
NPEBbLICUT 3HAYEHUS, 3aZ@aHHOTO B pa3zesie HaCTPOeK 3TUX FPYMN U CTaHLUNA.

b) [na nepesaun AaHHbIX Ha OCTa/bHble CTaHL MK, 0bLLee orpaHNUYeHre CKOPOCTU nepesaum
AAHHBIX C YUYETOM BblUETa OrPaHNYEHNs CTaHLUW U3 M. @) AENTCA MOPOBHY.

¢) Ecam nponyckHas cnocobHocTb kaHana mexay Cepsepom Dr.Web v ctaHuwmel, He
OrpaHNYeHHOM NHAMBUAYANbHO, MEHbLLUE MOJYYEHHOrO CPeAHEro 3Ha4YeHus CKOPOCTU ANs
O/AHOW CTaHLMM COrNacHoO NyHKTY b), AnA TaKOW CTaHLMM yCTaHaBANBAETCS OrpaHNYeHne
nepeAayn faHHbIX paBHOE MaKCMMaNbHOWM WMPUHE KaHana Ao 3ToK cTaHuun. OcTaBLieecs
3HayeHve obLLero orpaHMyYeHna aHanorMyYHO NyHKTy b) genntca NopoBHY AN OCTanbHbIX
CTaHU W, He OrpPaHUYEHHbIX MHANBUAYANbHO.

10.3.3. CeTb
10.3.3.1. DNS

Ha Bknazke DNS 3azaroTca napametpbl obpaieHnii k DNS-cepsepy:

e Tavm-ayT ana DNS-3anpocoB (c) — TaiMayT B CeKyHAax A/ pa3peLleHns npsamMbix/0bpaTHbIX
DNS-3anpocoB. YcraHoBuTe 3HauveHve 0, 4Tobbl He OrpaHNYMBaTh BpeMs OXUAAHWA 40
OKOH4YaHuA paspelueHmsa DNS-3anpoca.

o KonnuectBo noBropHbix DNS-3anpocoB — MakcMmasibHOE KOIMYecTBO NOBTOPHbIX DNS-
3anMpocoB Npu HeycrewHoM paspelueHmnn DNS-3anpoca.

e YctaHoBUTe Pnar 3apaTb Bpema xpaHeHusa otBeToB oT DNS-cepBepa, uto6bl 33aTb Bpems
XpaHeHus B Kewle otBeToB OT DNS-cepBepa (TTL).

o lna nonoXkutesibHbIX OTBETOB (MUH.) — BpeMa XpaHeHus B Kelle (TTL) NONoXKUTEeNbHbIX
otBeToB OT DNS-cepBepa B MUHyTax.

o [lna oTpuuaTesibHbIX OTBETOB (MMH.) — BpeMa XpaHeHus B Kelue (TTL) oTpuuaTenbHbIX
otBeToB OT DNS-cepBepa B MUHyTax.

o Appec cepsepa DNS-over-HTTPS — azapec coemectumoro DNS-over-HTTPS cepBepa.
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@ DNS-over-HTTPS — npoTokon s BbinosHeHWs pa3peleHus DNS no npotokony

: HTTPS. Llenbto 3TOro Metoga ABNAETCA NOBbILEHNE KOHOUAEHLMAABHOCTA 1
6e30MacHOCTV Nosb30BaTenel NyTém npeaoTBpaLLeHMs nepexaaTa u
MaHunyanpoBaHua gaHHbiMK DNS. MpuHumn pabotbl npotokona DNS-over-HTTPS
3akntovaetca B WnpposaHmn 3anpocos K DNS-cepsepy 1 oTBeToB Ha HUX. VimeHa
YAaNEHHbIX CepBEPOB, K KOTOPbIM ObpallaeTcs Noib30BaTeNb C UCNOb3oBaHeM DoH,
CKpbIBAOTCA.

[na KoppekTHOM paboTbl HEO6XOAMMO yka3aTb 3HaueHue JIrobble Ha Bkraske BCO
Dr.Web B Bbinagaroiem cnucke fionyctumble ceptuduKkarbl.

e CepBepbl DNS — cnincok cepsepoB DNS, 3aMeHAOLLNIA CUCTEMHbIM CMMCOK MO YMOAYAHWIO.

e NlomeHbl DNS — crnvcok gomeHoB DNS, 3aMeHA NI CUCTEMHBIN CMIUCOK MO YMOAYAHUIO.

10.3.3.2. MNMpokcn

Ha Bknagke Mpokcm 3a4ar0TCa NapamMeTpbl NpOKCK-cepBepa.

YcraHoBuTe dpnar Mcnonb3oBaTb NpPOKCcU-cepBep, UTOObl HacTpouTtb coeanHeHns Cepeepa Dr.Web
yepes npokcu-cepsep. MNpu 3TOM CTaHyT AOCTYMNHbI CeAyHoLL e HACTPOKMU:

¢ Mpokcun-cepBep — IP-agpec nam DNS-umsa npokcun-cepeepa. MNpu HeOBXOANMMOCTU B apecHOn
CTpoke AonyckaeTcs 3ajaHne nopta B popmate <adpec>:<nopm>. [10 yMONYAHUIO UCMOb3YeETCA
nopt 3128.

e YT06bI MCNO/NB30BaTh aBTOPM3aLMIO ANS AOCTYNa K MPOKCU-CEPBEPY COrNacHO 3aaHHbIM
mMeToaM, yctaHoBuTe dnar Mcnonb3oBaTh aBTOpU3aLMIO 1 3a4alTe CeaytoL e napameTpbi:

o 3anonHuTe noss Monb3oBaTenb Npokcu-cepsepa 1 Maponb nosb3oBaTens NPOKCU-
cepBepa.

o BbibepwuTe OAMH U3 METOZAOB aBTOPM3aLUN:

Onuusa OnucaHune

Jltobon metog 13 Vicnonb3oBaTtb Nt0601 cnocob aBTopu3aumnm, NoAseP>KMBAEMBIN

NnoAAeP>XNBaEMbIX npokcm-cepBepoM. Ecam npokcm-cepBep Noasep>KMBaeT HECKOIbKO
MeTOZ0B aBTOpM3aLuu, byseT ncnonb3oBaTbcs Hanbonee
HaAEeXHbIW.

Jltobon 6esonacHbii MeTog  Vcnonb3osath toboli 6e3onacHbln cnocob aBTopusauny,

13 Noasep>KMBaeMbIxX NnoAAep>KMBaeMbI MPOKCK-CEPBEPOM. B JaHHOM pexxrMe MeToZ
aBTopm3saumm Basic He ncnonbsyetca. Ecam npokcn-cepeep
NoAAepP>XKMBaEeT HECKOIbKO METOZ0B aBTOpu3aLumu, byaert
MCnosb30BaTbCsA Hanbosiee HaZEXHbIN.

YKa3zaHHble  Basic- Vcnonb3oBatk Basic-aBTopm3aumto. He pekoMeHayeTcs
HUXKe aBTOpM3aUMa MCNO/b30BaTb 3TOT METOA, MOCKOJ/bKY NnepeAaya y4eTHbIX JaHHbIX
MeTOAbl: aBToOpM3aLMn He WwunpyeTcs.
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Onuusa OnucaHue

Digest- Mcnonb3osatb Digest-aBTopm3aumio. Kpuntorpaduyeckmii MeToz

aBTOpuv3auma  aBTOpU3aLMN.

Digest- Wcnonb3osath Digest-aBTopusauumto. Kpuntorpapuueckmii Metos,

aBTOpu3auma aBTopusauumun. Bkntouaet nogaepxky bpaysepa Internet Explorer

C Bepcum 6 n 6onee paHHUX.

NOAAEP>KKOW

IE

NTLM- Wcnonb3osate NTLM-aBTopusauuto. Kpuntorpadunueckuii Metog,

aBTopusauma asTopusaumn. [lna asTopmsaumm ncnosbsyetca npotokon NTLM
KoMnaHun Microsoft.

NTLM- Vcnonb3osate NTLM-aBTOpU3ayumio yepes BHeLLHee NpuaoXKeHne

aBTOpu3auma winbind. Kpuntorpaduueckmii MmeTog aBTopm3aumu.

yepes

winbind

GSS- VMcnonb3osatb GSS-Negotiate aBTopusaumio. Kpuntorpaduueckumii

Negotiate MeTOZ aBTopu3aumnn.

aBTopM3aLma

10.3.3.3. TpaHcnopT

Ha Bknagke TpaHCNOPT HacTpavBakoOTCA NapamMeTpbl TPAHCMOPTHBIX MPOTOKOJ/IOB, UCMO/b3yEMbIX
CepBepom Dr.Web pgns coegmHeHns ¢ KaMeHTamu.

¢ B Bbinagatowem cnvcke WndppoBaHme BbiGMpaeTca nomtnka wWndposaHms Tpaduika,
nepeaasaeMoro no kaHany csasu mexay Cepsepom Dr.Web v nogxkatouaeMmbiMu K HeMy
KaneHTamu: AreHtamu, coceaHmun Cepsepamum Dr.Web, CeTeBbIMUY MHCTannsTopamm.

e B Bbinagatowem cnmcke Cxatme BbibMpaeTca pexunm okatusa Tpaduka, nepesaBaemoro rno
KaHany cBasu mexxay Cepsepom Dr.Web v nogkatoyaeMbiMu K HEMY KAMEHTaMW: AreHTamu,
cocepHumun Cepepamu Dr.Web, CeteBbIMUY MHCTaNNATOpaMu.

MoppobHee 06 3TMx NapameTtpax cM. B n. LLndposaHue n okatve Tpaduka.

o [pu BbIGOpe 3HaueHnn fla 1 BO3MOXKHO 1 ©KaTus TpaduKa, CTaHeT AOCTyrNeH BbiMajatoLwuii
CMVCOK YpoBeHb C)KaTua. B 3ToM cnincke Bbl MOXeTe BbibpaTbh YPOBEHb CKATWS AaHHbIX OT 1
480 9, rae 1 — MUHUMaNbHbIN YPOBEHb, @ 9 — MaKCUMasIbHbIV YPOBEHb CXKaTUS.

Bonee noapobHas nHbopmauna npuseseHa B pasgene LLndposaHve n oxatune
: Tpaduka.

¢ B none Knrou wunepoBaHuna ana maHpatoB TLS-ceccum 3asaiite NyTb K Gainny karoya
wrdpoBaHua ans MaHaatoB TLS-ceccuid. Vicnonbayetcs Ans BO30OHOBAEHMs ceaHca TLS Ha
OCHOBe MaHAaToB ceccui (session tickets), kOTopble WMPPYHOTCA C UCMOAb30BaHNEM 3aAaHHOTO
KAroua.
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B noppazaene TCP/IP HacTpavBatoTcs napameTpbl coeamHeHuii ¢ Cepsepom Dr.Web no
npoTtokosaam TCP/IP:

e Aapec v MopTt — cooTBeTCTBEHHO IP-agpec n HOMep nNopTa ceTeBOro MHTepdenca, K KOTOPoOMy
NPWBA3bIBAETCA JaHHbIV TPAHCMOPTHBIN NPOTOKOA. VIHTepdelc ¢ yKkazaHHbIMW HAacTPpOMKamm
npocnywmsaetcs Cepsepom Dr.Web ans Bzaumogeincteus ¢ AreHtamu, yCTaHOBAEHHbIMU Ha
paboumnx CTaHLumsX.

e YctaHoBuTe dnar O6HapyKeHue, 4YTobbl BKIHOUNTL Cyxby obHapyxeHus Cepsepa Dr.Web.

e YcraHoBwute dnar Multicasting, uto6bl ncnonb3oBatb pexum Multicast over UDP npwm
obHapy>xeHun Cepsepa Dr.Web.

¢ Multicast-rpynna — IP-agpec multicast-rpynnel, B koTopou 3apeructpupoBaH Cepsep Dr.Web.
Ncnonb3yetca ans B3anmogencteums ¢ AreHtamum n CeTeBbIMU MHCTAANATOPaMu Npu Noucke
akTnBHbIX CepBepoB Dr.Web ceTtn. Ecv 3HaueHve AaHHOTO NOAs He 3a4aH0, MO YMOYaHMIO
ncnosb3lyetca rpynna 231.0.0. 1.

e HaszBaHune — nms Cepsepa Dr.Web. Ecim oHO He 3asaHO, NCMOAb3yeTca NMS, 3aZlaHHOEe Ha
BK1agke O6wme (CM. BbllLe, B YaCTHOCTYW, EC/IN Ha YKa3aHHOW BKAAJKe UMSA He 3a/,aHo,
NCNosb3yeTca UMA KoMMbroTepa). Ecin ana npoTokona 3aaHo MHOE UM$, YeM ONpejesieHHoe Ha
BK1agke O6Lwme, NCNoNb3yeTCs UM U3 ONUCaHUA NPOTOKoa. [JaHHOe MMA UCMOb3YeTcs
cny>x6on obHapy>xeHus ana noucka Cepsepa Dr.Web AreHtamun n T. 4.

e Tonbko nog OC cemerictea UNIX: B none MyTb 3azaetcs nyTb 40 COKeTa CBA3W, HanpuMep, C
AreHTOM.

| Bonee nospobHas MHoOpMaums nprBeseHa B paszene Hactpoiika ceteBbix
COeMHEHWN.

[JaHHble napameTpbl 3a4at0Tca B popMaTe CEeTeBOro ajpeca, NPUBELEHHOTO B JOKyMeHTe
MpunoxxeHuns, B pasgene [1punoxenue [l. Cneundurkaumsa ceTeBOro agpeca.

10.3.3.4. DneKTpOHHasA NouTa

Ha Bknazke dneKTpoHHas NouTa HacTpPanBaroTCA NapaMeTpbl OTNPaBKW 3NEKTPOHHOM NOYTbI U3
LleHTpa ynpaBaeHus, HanpuMep, B KayecTBe OMOBELLEHVIN agMUHUCTPATOPa, NPW paccblike
VIHCTa/IISILLMOHHbIX MaKeTOB CTaHLLMA UAW ANS BOCCTAHOBJ/IEHWS NMAapOAs agMUHUCTpaTopa:

¢ JNeKTPOHHasA NouTa oTNpaBUTeNs — ajpec ALLMKA SNEKTPOHHOW NOYTbl, OT UMEHM KOTOPOTO
6yayT OTNPaBAATLCA 3NEKTPOHHbIE MUCbMA.

e Appec cepBepa — aspec SMTP-cepBepa, KOTOpbI ByAeT NCNOb30BaTbCA A8 OTNPaBKM
3/1eKTPOHHOW MOYThI.

e Mopt — nopT ansa nogkatoueHns K SMTP-cepsepy. No ymoadaHuto nopTt 465 Npu oTKpbITUN
OTAE/bHOrO 3awmiieHHoro TLS-coegmHeHvsa nam nopt 25 B NPOTUBHOM C/yYae.

¢ Monb3oBartens, Maponb — Npu HEOBXOAMMOCTU 3aaiiTe MM NO/b30BATENS W MAPOJb
nonb3osatens SMTP-cepsepa, eciv SMTP-cepBep TpebyeT aBTOpM3aLLUK.
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e Taiim-ayT coeamHeHns ¢ SMTP-cepBepom — TalrimM-ayT B ceKyHAax A/l yCTaHOBEHUA
coeanHeHns ¢ SMTP-cepBepOM. 3HauYeHNe — LeNnoe NoaoXUTENbHOE YNCI0 BobLUEe UM paBHOE
1.

e B BbiMagarowem cnvcke 3awmra coeguHeHus Bbibepute TMN WMPPOBAHHOTO OOMeEHa AaHHBIMM:

o STARTTLS — nepek/itoyeHre Ha 3alMLLeHHOe COeANHeHne OCyLLeCTBAAETCA Yepe3 KOMaHay
STARTTLS. 10 yMOAYaHWIO ANA COEAMHEHNA NpeayCMaTpUBaeTca NCnoib3oBaHne 25 nopra.

o SSL/TLS — oTKpbITb OTAE/bHOE 3alMLLeHHOe WNPPOBaHHOE coenHeHme. 10 yMONYaHNIo
ANA coefvHeHVsa NpeaycMaTpmBaeTca Ncnoib3oBaHune 465 noprTa.

o HeTt — He ncnosab3osathb wWindposaHme. ObMeH faHHbIMUK ByaeT NPOUCXOANUTb MO
He3alLWLLLEHHOMY COEANHEHWIO.

Ycranosute dnar UcnonbszoBatb CRAM-MD5 ayteHTudmnkauumro gaa ncnonssosanma CRAM-
MD5 ayteHTMdMKaLMM Ha MOYTOBOM CepBepe.

YcraHosute ¢pnar Ucnonbsosatb DIGEST-MD5 ayreHtudumkaumto a1a ncrionbsosanusa DIGEST-
MD5 ayTeHTMdMKaLMM Ha MOYTOBOM CepBepe.

Ycranosute dnar UcnonbsoBatb LOGIN ayteHTUdUMKauuto ana ncnosibsosanuna LOGIN
ayTeHTMdMKaLIMM Ha NOYTOBOM CepBepe.

Ycranosute ¢nar UcnonbsoBatb AUTH-NTLM ayteHtudumkaymio a1 ncnoabzosaHna AUTH-
NTLM ayTeHTudMKaL M HAa MOUTOBOM CepBepe.

YctaHoBuTe ¢pnar Mcnonb3oBaTb 06bIUHYIO ayTeHTUPUKALMIO 415 UCNONb30BaHWs plain text
ayTeHTMdMKAL MM Ha MOYTOBOM CepBepe.

YcraHosuTe dnar MpoBepaTb NpaBUIbHOCTL cepTuduKaTa CepBepa UTOOLI NPOBEPATL
npaBuabHOCTb TLS-cepTndmkaTta noutoBoro cepeepa. B none Ceptudpukar Cepsepa Dr.Web
yKaxute nyTb K kKopHeBoMy TLS-ceptndukaty Cepsepa Dr.Web.

YctaHoBuTe dnar OTNaAOUYHBIN PEXUM N5 NOJYYEHNs AeTaabHOro XypHana SMTP-ceccuw.

B nosne SnekTpoHHasa nouta nosayuartenen MoxeTe 3a4aTh ajpeca ALNKOB 3NEKTPOHHON NOYThI,
YTO6bI NPOBEPUTL OTNPABKY 31EKTPOHHOM NOYTbl. Haxkmute KHONKYy OTNpaBUTb TECTOBOE
coobueHue, UTOOLI OTNPABUTL TECTOBOE NMUCbMO (aHanornyHoe onoselleHnto Cepeepa Dr.Web)
MO 31EeKTPOHHOWM NOYTE B COOTBETCTBMM C 3aJaHHBbIMW HAaCTPOMKaMM B JaHHOM pa3zene.

10.3.3.5. Knacrep

Ha Bknagke Knacrep HactpavBatoTcs napametpsbl knactepa Cepsepos Dr.Web gna obmeHa
nHdopMaLMen Npu MHOTOCEPBEPHON KOHPUIypaLMm aHTUBUPYCHOW CETU.

,U,I'Iﬂ MCcnonb3oBaHUA Kiactepa 3ap,a|71Te aieagyrouine napameTpbl:

e Multicast-rpynna — IP-agpec multicast-rpynnsl, yepes kotopyto Cepsepbl Dr.Web 6yayT
OCyLLECTBAATL OOMEH MHPOPMaLLUEN.

¢ Mopt — HOMep NopTa ceTeBOro UHTEpdeiica, K KOTOPOMY MPMBA3bIBAETCH TPAHCMOPTHbIN
NPOTOKOA ANs Nepesaun nHpopmaumm B multicast-rpynny.

o CpOK >XM3HM — CPOK XM3HW AaTarpamMmMbl Npu nepesgave gaHHbix B knactepe Cepsepos Dr.Web.
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e UHTepdeitc — IP-azpec ceTeBoro nHtepderica, K KOTOPOMY NPUBA3bIBAETCA TPAHCMOPTHBIN
NPOTOKOA ANs Nnepesayn nHGopmaumm B multicast-rpynny.

| OcobeHHOCTM co3saHus knactepa Cepeepos Dr.Web npusegeHbl B pa3gene Knactep

: Cepeepos Dr.Web.

10.3.3.6. 3arpy3ka

Ha Bknagke 3arpy3ska HacTpamBatoTcs napameTpbl Cepsepa Dr.Web, ncnonbsyembie npu
dbopmurpoBaHMM GannoB MHCTaANALMN AreHTa A8 CTaHLWUA aHTUBUPYCHOW ceTu. B fanbHenwem 3tu
napamMeTpbl UCNOb3YOTCA NPU NOAKNHOYEHUN nHCTannaTopa AreHTa K Cepeepy Dr.Web:

e Appec CepBepa Dr.Web — IP-agpec nan DNS-nms Cepsepa Dr.Web.

Ecnm appec Cepeepa Dr.Web He 3agaH, TO ncnoab3yetcs Ma KOMMblOTepa, BO3BpaLlaemoe
onepauyoHHOM CUCTEMOIA.

e MopT — HOMep nopTa, KOTOPbIA ByAeT NCNONb30BATLCA NPU NOAKAOYEHUM UHCTaIATOPa AreHTa
k Cepepy Dr.Web.

Ecnv Homep mopTa He 3asaH, TO ncnoabsyetca nopT 2193 (HacTpamBaetca B LleHTpe ynpaBaeHnsa B
pa3zene AgMmuHuctpupoBaHue — KoHndurypauusa Cepsepa Dr.Web — sknagka Cetb —
Bk/iagka TpaHcnopr).

Hactpowikn pasgena 3arpy3ska coxpaHatoTca B KOHOUrypaymoHHoM daine download.conf (CM.
fokymeHT Mpunoxenus, n. G3. KoHdurypaumoHHbii dan download.conf).

10.3.3.7. TpynnoBble 06HOBNEHNSA

Ha Bknagke FpynnoBble 06HOBAEHUA HacTpanBaeTcs nepejaya rpynnoBbiX OOHOBEHWIA Ha
pabouve ctaHuMn No multicast-npoTtokony.

UT06bI BKAOUUTL NepeAady 06HOBEHMN Ha CTaHLMM No multicast-npoTokosny, yctaHoBuTe dnar
BkaounTtb rpynnoBbie 06HOBMEHUA.

OcCHOBHbIEe NPUHLMMNbI PaboTbl rPynnoBbiIX 06HOBAEHUIA:

1. Ecam rpynnoBble 06HOBAEHWS BK/IOYEHDI, TO /15 BCEX CTaHL WM, NOAKIOYEHHBIX K JaHHOMY
Cepsepy Dr.Web, o6HoBneHVE ByaeT OCyLLLecTBAATLCA B 4Ba 3Tana:

a) CraHumm npocnyLwmBatoT 3agaHHble multicast-rpynnbl, B koTopble BxoauT Cepep Dr.Web.
Mpwn NocTynaeHnn rpynnoBbIX 06HOBAEHWI, CTaHL MU CKaumMBatoT Ux Yepe3 multicast over
UDP.

b) Mocne nepepaum rpynnosbix o6HoBAeHW CepBep Dr.Web otnpasaser ctaHzapTHOe
OMOBEeLLEeHME CTaHUUAM O Haan4mm obHOBAEHWI. Bce, UTO He yaanoch ckavatb Yepes
rpynnoBble OOHOBAEHMSA, CTaHLIMM AOKAYMBAKOT KakK Npu CTaHAapPTHOM OOHOBAEHWM NO
npotokoay TCP.

PykoBOACTBO aAMMHMCTpaTOpa
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2. Ecnm rpynnoBble 0OHOBAEHMS OTKIKOUEHbI, OOHOBEHWE AN BCEX CTaHLMI OCYLLeCTBAAETCS
TO/IbKO LWTATHbIM cnocobom — no npotokoay TCP.

[ns HaCTPOMKM rpynnoBbIX OBHOBAEHWI UCMOIb3YHOTCA CAeAy oL Me NapaMeTpbl:
e Pazamep UDP-gatarpammbl (6aiitbl) — pasmep B 6antax UDP-gatarpamm, ncnoab3yembix
multicast-npoTokonom.

Jonyctmbi ananasoH 512-8192. Bo nsbexaHune GparMeHTaumm pekoMeHAyeTcs 3ajaBatb
3HaueHne MeHbwe MTU (Maximum Transmission Unit) ncnonb3yemoi cetu.

e Bpemsa nepegauu ¢aiina (Mmc.) — B TeueHve 3aaHHOTO MHTepBasa OCYLLECTBASETCS nepesaya
oAHoro daina obHoBeHNs, nocne Yero Cepeep Dr.Web HauvHaeT oTnpaeky cregytoliero danna.

Bce daninbl, KoTOpble He yaanock nepesatb Ha 3Tane o6HoBAeHMs No multicast-npoTtokony, 6yayt
nepeAaBaTbCa B NpoLecce CTaHAapPTHOro obHoBAeHMs no npoTtokoay TCP.

e [IANTeNbHOCTb FPYMNMNoOBbIX 06HOBAEHUI (MC.) — A/MTENBHOCTb NpoLecca 06HOBAEHWS MO
multicast-npoTokony.

Bce daiinbl, KoTOpble He yaanock nepesatb Ha tane o6HoBAeHMs No multicast-npoTtokony, 6yayt
nepeAaBaTbCa B NpoLecce CTaHAapPTHOro obHoBAeHMsA no npoTtokoay TCP.

¢ NiHTepBasn oTnpaBkM NnakeToB (MC.) — MHTepBan OTNpaBkun NaketoB B multicast-rpynny.

Manoe 3HauyeHune HTepBana MOXEeT NPMBECTM K 3HAUUTENbHBIM MOTEPSM MPU Nepesaye NakeTos
W neperpy3utb ceTb. He pekoMeHayeTcs U3MeHATb 3TOT NapamerTp.

¢ ViHTepBan mexkay 3anpocaMmu Ha NOBTOPHYIO nepegauy (Mc.) — C laHHbIM UHTEPBAJIOM
AreHTbl OTNPaBASAOT 3aNpPOChl HAa MOBTOPHYHO NepeAaydy NoTepsiHHbIX NakeToB.

Cepeep Dr.Web HakannvBaeT 3TV 3anpockl, NOC/e Yero nepeckiaaeT noTepsiHHble 610KW.

e NHTepBan “TUWINHBI" Ha IMHKUK (MC.) — B ClyYae 3aBepLUeHna nepegayn Gpaina 40 UCTeYeHns
OTBEJ,EHHOro BPpEMEHW, eC/IM B TeUeHMe 33, aHHOTO UHTEPBana "TULLMHBI" OT AreHTOB He
MOCTYNWAO 3anpOCOB Ha MOBTOPHYHO Nepesady notepsaHHbIx naketos, Cepsep Dr.Web cuutaer,
4TO BCe AreHTbl YCrnewHo noay4unnm ¢arnnbl 0OHOBAEHMS, U HAYMHAET OTNPaBKY CeAyHoLLero
davina.

e MiHTepBan HakoneHUA 3anpocoB Ha NOBTOPHYIO Nepegauy (Mc.) — B TeUeHVe YKa3aHHOro
nHtepBana Cepep Dr.Web HakaninBaet 3anpocbkl OT AreHTOB Ha NOBTOPHYO nepesady
NOTEePAHHbIX MaKeToB.

AreHTbl NepesanpalunBatoT notepsHHble nakeTbl. CepBep Dr.Web HakanavBaeT 3TV 3anpochkl B

Te4YeHne yKasaHHOro BpeMeHu, nocae Yero nepecblnaeT noTepAaHHbIE 610KW.

YTtobbl 3a4aTb cnmMcok multicast-rpynn, yepes kotopble ByaeT AOCTYNHO rpynnoBoe 06HOBAEHNME,
HacTpouTe creaytoLme napameTpbl B nogpasgene Multicast-rpynnbi:

e Multicast-rpynna — IP-agpec multicast-rpynnbi, Yepes KOTopyto cTaHLum 6yayT noayyath
rpynnoBbie O6HOBAEHNA.

e Mopt — HoMep nopTa ceteBoro uHtepdeiica Cepsepa Dr.Web, k koTopomMy npurBsa3sbiBaeTcs
TpaHCNOPTHbIN multicast-npoTokon Ans nepesayv 06GHOBAEHWNA.

PykoBOACTBO aAMMHMCTpaTOpa
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| [nsa rpynnoBbix 06HOBAEHWI HEOBXOAMMO 3a4aBaTth NH060M CBOOOAHLIN NOPT, B
YaCTHOCTM, OT/IMUHbIVA OT NOPTA, KOTOPbIN Ha3HAaYeH B HAaCTpPoOMKax Aas paboTbl
TpaHCNopTHOro npoTokoaa camoro Cepeepa Dr.Web.

e CpOK YXU3HU — CPOK XW3HW AaTarpaMMbl NPU nepesaye AaHHbiX B NPOLLeCcCe rpynnoBbIX
OBHOBIEHUI.

e UHtepdeiic — IP-agpec ceteBoro nHtepderica Cepsepa Dr.Web, k KOTOpOMYy NprBs3bIBaeTCS
TpaHCNOPTHbIN multicast-npoTokon Ans nepesayv 06GHOBAEHWNA.

B kaxxaou cTpoke 3a4atoTca HacTporkmn ogHon multicast-rpynnbl. Ana nob6aBaeHus ewe o4HOM
multicast-rpynnbl HaxxmuTe B,

Mpw 3agaHnM HeCKOAbKMX multicast-rpynn, obpaTnte BHMMaHWe Ha creaytolmne 0CoHbeHHOCTM:

e /ina pa3Hbix CepeepoB Dr.Web, koTtopblie 6yayT paccbinate rpynnoBbie 06HOBAEHNS, AOKHBI
3a/laBaTbCA pa3MyHble multicast-rpynnol.

e /ina pa3Hbix Cepepos Dr.Web, koTopble byayT paccbinate rpynnoBbie 06HOBAEHNS,
HeobxoAMMO 3asaBaTb pa3inyHble napameTpbl UHTepdeiic v Mopr.

e [1pu¥ NCNoab30BaHUM HeCKOIbKUX multicast-rpynn, Habopbl CTaHLWI, BXOAALLME B AaHHbIe
rpynnbl, He AOJ/DKHbI MepecekaTbcs. Takmm obpasom, Kaxzaas CTaHLMUA aHTUBUPYCHOW CETV MOXET
BXOAWTb TONIbKO B OA4HY multicast-rpynny.

B pa3zene CNMCOK KOHTPOAA AOCTyNa 33a4at0TC OrPaHNYEHs Ha CETEBbIE afpeca CTaHLMWiA,
KOTOpble 6yAyT NoayyaTb rpynnoBble 06HOBAEHNS:

e CTaHLMKW, KOTOPbIM pa3peLleHo NoayyaTb rpynnoBble 06HOBAeHWs, ByAyT NpocaywmBaTh
3asaHHble multicast-rpynnbl 1 noayyaTb 0BOHOBAEHMS NO CTaHAZAPTHOM cxeMe (cM. mpoueaypa 1).

e CTaHLMK, KOTOPBIM 3aMpeLLeHo MolyyaTb FpynnoBbie OBHOBAEHNS, HE MPOCNYLINBAIOT 3a4aHHbIe
multicast-rpynnbl Ha Hain4re 06HOBAEHWI, a ckaumBatoT Bce 0b6HOBeHUA no TCP (cm.

npoueaypa ).

HaCTpOI\/'IKa CNNCKOB OCYLLECTBIIAETCA aHa/IOTMYHO HaCTpOI\/'IKe CMCKOB pa3sgena besonacHoCTb.

10.3.4. CtaTnctuka

Ha Bknagke CraTucTuka 3ajaetca ctatuctnyeckas nHbopmaumsa, Kotopas 3anncbiBaeTca B XXypHan
NpOTOKONa, 3aHOCKTCA B 6a3y AaHHbIx Cepepa Dr.Web v B ganbHeiwem MoxeT 6biTb
NpoCMOTpeHa B pasgene cratmcivkuy LleHtpa ynpasaeHms.

Yr106b1 f06aBUTL B B/l MHpOpMaLLMIO COOTBETCTBYIOLLErO TUMa, YCTaHOBUTE caeaylolme
dnarn:

¢ CocTosiHMe KapaHTMHA — Pa3peLLaeT MOHUTOPUHI COCTOsIHMA KapaHT1Ha Ha CTaHLMAX 1 3anu1cb
MHPopMaLum B 6asy JaHHbIX.

e CoctaB o60pya0BaHuA U NporpaMM — paspeLlaeT MOHUTOPUHT COCTaBa anmnapaTHo-
MPOrpPaMMHOro obecrneyeHns CTaHLmMi 1 3anncs MHGopMaLum B 6asy AaHHbIX.

PykoBOACTBO aAMMHMCTpaTOpa
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Cnucok Moaynen CTaHLUI — pa3peLlaeT MOHUTOPWHT crincka Moaynei AHTUBUPYCa,
YCTaHOBJ/IEHHbIX Ha CTaHLUAX, U 3anncb MHbGopMaL MK B 6a3y AaHHbIX.

CnUCcoK yCTaHOBJ/IEHHbIX KOMMNOHEHTOB — Pa3peLlaeT MOHUTOPUHT CMUCKa YCTaHOBEHHbIX
KOMMoHeHToB AHTMBMpPYCa (CkaHep, MOHWUTOPbI U T. M.), yCTaHOBAEHHbIX Ha paboyen CTaHL M, 1
3anmcb MHPopMaLmm B 6asy AaHHBbIX.

Ceccum nonb3oBaTeNen CTaHUUIA — paspeLlaeT MOHUTOPUHI CeCCUMn Nob3oBaTenen pabounx
CTaHLMIM 1 3anmcb B 6a3y AaHHbIX PErMCTPALMOHHBIX UMEH MO/b30BaTENEN, BOLLEALIMX B CUCTEMY
Ha KOMMbtOTEPE C YCTaHOBNEHHbIM AreHTOM.

3anyck/3aBepLieHmne KOMMOHEHTOB — pa3peLlaeT MOHUTOPUHI MHPOPpMaL MK O 3anycke u
3aBepLueHun paboTbl KOMMNOHeHTOB AHTMBMPYCa (CkaHep, MOHUTOPbI U T. N.) Ha pabounx
CTaHLUMAX M 3anncb MHPopMaLmm B 6asy AaHHbIX.

O6Hapy>xeHHble yrpo3bl 6@30MacHOCTU — pa3peLlaeT MOHUTOPUHI OBHapYy>KeHWs yrpos
6e3onacHOCTN paboumx CTaHLMIN 1 3anNncb MHGOPMaLMK B H6asy JaHHbIX.

Ecim dnar O6Hapy>keHHble yrpo3bl 6€30MacHOCTU YCTaHOBJIEH, Bbl TakXXe MOXETe HaCTPOUTb
AOMOJIHUTENbHbIE MapaMeTPbl CTAaTUCTUKM MO Yrpo3am.

o YctaHoBUWTE dGaar OTcneXxMBaTh INUAEMUM, YTOObI BKAHOUNTL PEXMM OMOBELLEHUS
aAMUHMCTPaTOpPa O C/lyyasx BUPYCHbIX anuaeMuid. Ecin ¢nar cHAT, onoBeLLeHns 0 BUPYCHbIX
3apakeHusax ByayT OCyLLeCTBAATLCA B 06bIYHOM pexume. [pu ycTaHOBAEHHOM dnare Bbl
TaKXKe MOXeTe 3a4aTb C/iefytoLLme napamMeTpbl OTCAEXMBAHNA BUPYCHBIX 3NUAEMUIA:

* Mepuopg 3anpeTa Ha OTNPaBKY OMOBELLEHUA — NPOMEXYTOK BPEMEHM B CEKYHAaxX
nocsne oTNpaBkn OMOBELLEHN 00 3NMAEMUN, B TeUEHME KOTOPOTrO He ByAyT OTNpaBAATbCA
OMOBELLLEHVA O eANHNYHbIX 3aPaXKEHUAX CTaHLWI.

* Mepwuop noacuerta 3apa)keHHbIX CTaHLUA — MPOMEXYTOK BPEMEHN B CEKYHAAX, B
TeyeHve KOTOPOro AO/HKHO NPUATK 3aZlaHHOE KONMYECTBO COOBLLLEHNI O 3apaXkeHHbIX
CTaHUusX, YTOObl OTNPaBWTL ONOBeLLEeHMe 06 anugemMumn.

* KonnuecTBo coobueHni — KONNMYEeCTBO COOBLLEHNIA O 3apaXkeHMsX, KOTOPbIE AOJKHbI
NPWIATK 3a 3aJaHHbI NPOMEXYTOK BpeMeHu, utobbl Cepeep Dr.Web oTtnpasnsn
aAMUHUCTPATOPY eAnHOe yBeAoMIeHNe 06 anuaemMmmn Ha BCe Cyyanm 3apadkeHus
(onogelleHVe NnaeMuna B CeTH).

» KonnuectBo Hanbosee pacnpocTpaHeHHbIX Yrpo3 — KOJIMYECTBO Havnboiee Yacto
BCTPEYaOLLMXCA YIPO3, KOTOPble HEOBXOAMMO BK/OUUTL B OTUET 06 3NUAemMusx.

o YctaHoBuTe dnar FpynnupoBaTb oTueTbl MpeBeHTUBHOM 3aWnTbl, YTOObLI NPUCHINATL
€ANHBIA CYMMapPHbIA OTYET O MHOXECTBEHHbIX COObITUAX MpeBeHTUBHOM 3aLwnTbl. Ecam dnar
CHAT, COBbITVA MPeBEHTUBHOW 3aLLuTbl ByAYT NPUXOAUTb B OTAE/bHbIX OMOBELLEHNSAX BHE
3aBMCMMOCTM OT UX KoamyecTBa. [pu ycTaHOBAEHHOM dare Bbl Tak)ke MOXeTe 3azaThb
ciesytoLLve napameTpbl rpynnMPOBKM OTYETOB:

* Mepwuopa 3anpeTa Ha OTNpaBKy ONOBELLEHNA — MPOMEXYTOK BPEMEHN B CEKYHAAX
nocne OTNpaBKM CYMMapHOTro OT4YeTa O cobbITUAX MNPEeBEHTUBHOW 3aLLuTbl, B TeUeHUe
KOTOPOro He byAyT OTNPaBAATLCA OMOBELLEHWS O eAVHUYHbBIX COOBITUSX.

* Mepuopg nogcueta cobbITUII — NPOMEXYTOK BPEMEHUN B CEKYH/AAX, B TEYEHNE KOTOPOro
[AOJKHO MPOU30MTU 3aaHHOE KOAMYECTBO CObbITUI MpeBEHTUBHOM 3aLLMTbI, UTOObI
OTNPaBUTb CyMMapHbIli OTYET.

PykoBOACTBO aAMMHMCTpaTOpa
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» KonnuectBo cobbITUiA — KOAMYECTBO COObITUIA [TpeBEHTMBHOM 3aLLUTbl, KOTOPbIE
AOJKHBI MPUIATY 3@ 3aJ,aHHbIV NMPOMEXYTOK BpemeHu, utobbl Cepeep Dr.Web oTtnpasasn
aAMUHUCTPATOPY €ANHBIA CyMMapHbIN OTYET 06 3TVX COBLITUAX (ONOBeLLeHNe
CymmapHbIV oTuet MpeBeHTUBHOM 3aLUThl).

* KonnuecrBo Hanbosee aKTUBHbIX MPOLLECCOB — KONNYECTBO Hanbonee 4acTo
BCTPEYatoLLUXCA NPOLLECCOB, OCYLLECTBMBLLMX NMOAO3PUTENBHOE AENCTBUE, KOTOPbIE
HeOBXOAMMO BKAHOUNUTb B OTYET [PEBEHTUBHOW 3aLLMThI.

o 1N akTMBaLUM OTNPaBKMN CTaTUCTMKN MO O6HApY>KeHHbIM yrpo3aM 6e30MacHOCTM CTaHLWY B

KoMnaHuto «[JokTop Beb» yctaHoBUTE Pnar OTNpaBAATb CTAaTUCTUKY B KOMMaHUIO «[LOKTOp
Be6>». CTaHyT AOCTyNHbI CieaytoLme nons:

" I/IH'repBan — WHTEPBaa OTNpaBKN CTaTUCTUKUN B MUHYTAX;

* UpeHTnpukatop — MD5-kntou (HaxoauTcs B KoHOUrypaumnmoHHom ¢darine Cepsepa
Dr.Web).

O6s3aTe/IbHbIM MOJIEM ABASETCSA TONbKO MHTepBaII OTNpaBKK CTaTUCTUKN.

e ABapuiiHble 3aBepLUEeHNA COeAMHEHUN — pa3peLIaeT OTCIEXMBaTb aBaPUAHO 3aBepLUEHHbIe
COEAVHEHNS C KNMEHTaMW N MMETb BO3MOXHOCTb OTMNPaB/IATb COOTBETCTBYHOLLME OMOBELLEHNS
aAMUHMCTPaToPY.

3apanTte cnesyroLme HaCTPOMKM aBapUIHbIX 3aBEPLLEHNA COEAUHEHWIA:

o

I'Iepuop, 3anpeTta Ha oTnpaBKy OnOBeI.I.I,eHMI‘;I — MPOMEXYTOK BpeMeHU B CeKyHAax nocie
OTNpaBKM ONoOBELLEHNA O MHOXXECTBEHHbIX 3aBepLUEHNAX COEAVIHeHVIl\/’I, B Te4eHne KOTOpPOoro He
6yAyT OTNpPaB/IATbCA ONOBELWEeHNA O e4ANHNYHbIX 3aBEPLUEHHbIX COEANHEHNAX.

Mepuvop nogcueta 3aBeplUEHHbIX COEANHEHUI — NPOMEXYTOK BPEMEHWN B CEKYHZAaX, B
TeYEeHMe KOTOPOro A0/XKHO MPOM30UTM 3ajlaHHOE KOJIMUYECTBO Pa3pbiBOB COEAVNHEHW C
KNMEHTaMM, YTOObl OTNPaBUTb COOTBETCTBYHOLLLEE OMOBELLEHNE.

KonuuectBo coeanHeHn gN1A onoBeleHusl 0 eAMHUUYHbIX 3aBepLUeHUAX —
MWHUMabHOE KOJIMYECTBO COEANHEHWI, KOTOPbIE AO/KHbI OblTb pa3opBaHbl C OAHUM
afpecoM B TeUeHME Nepuoja NoAcHeTa, YTobbl ObIIO OTNPAaBAEHO OMOBELLEHME O e4NHNUYHOM
aBapuIHOM 3aBepLUEHUN CoeanHeHNs (onoBeLleHe ABapuiiHOe 3aBepLueHue
coeAVNHeHuA).

KonuuectBo coeagnHeHuii ANnA onoBeLlLeHUs O MHOXKECTBEHHbIX 3aBepLUeHUAX —
MWHVUMabHOE KONMYECTBO COEANHEHWNIA, KOTOPbIE JO/KHbI ObiThb Pa30pBaHbl B TEUEHME
nepvogza nozcyeta, Ytobbl ObiI0 OTNPABAEHO eAVMHOE OMOBELLEHNE O MHOXECTBEHHbIX
aBapUiHbIX 3aBEPLUEHNAX COeANHEHUI (OnoBeLyeHne 3adpuKcupoBaHo 6obLuoe
KO/INYeCTBO aBapUWHO 3aBepLUEHHbIX COeANHEHUIN).

ANnTenbHOCTb KOPOTKUX COeANHEHUN — eC/IV ANNTEIbHOCTb 3aBEPLUEHHOTO COEAMHEHMA C
KNMEHTOM MeHbLLEe yKa3aHHOW, TO NPW AOCTUXEHMMN 3aZlaHHOTO KOIMYeCTBa COeANHEHNA byaeTt
OTNPaB/IEHO OMOBELLEHNE O eVHNYHBIX 3aBEPLUEHNAX COeMHEHMIN (ONOBELLeHME
ABapuiiHOe 3aBepLUeHMe COeAUHEeHUNA) BHe 3aBMCUMOCTM OT nepuoja nogcyeta. [Mpu atom
COeZIVHEHME He JOKHO ObITb MPepBaHO B AafbHelLeM 6oaee Npoa0/KUTENbHBIMY
NOAKIOYUYEHVAMM, N HE AOJDKHO BbiTb OTNPAB/IEHO OMOBELLEHNE O MHOXECTBEHHbIX
aBapUWiHbIX 3aBEPLUEHMAX COeANHEHUI (onoBeLyeHne 3adpuKcupoBaHo 6osbLuoe
KO/INYeCTBO aBapUWHO 3aBepLUEHHbIX COeANHEHUIN).

PykoBOACTBO aAMMHMCTpaTOpa
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OwmnbKM CKAaHMPOBAHUA — Pa3peLLaeT MOHUTOPUHT OBHapyXeHWs OLWMBOK NpW CKaHMPOBaHUK
Ha pabouux cTaHLMAX 1 3anncb MHbGopMaL MK B 6a3y AaHHbIX.

CTaTucTMKa CKAHMPOBAaHUA — Pa3peLLaeT MOHUTOPUHT Pe3y/IbTaToB CKaHNMPOBaHWA Ha paboumx
CTaHUMAX 1 3an1cb MHbGopmaLmm B 6asy AaHHbIX.

MHcTtannaumm AreHToB — paspeLlaeT MOHUTOPUHT MHGOPMaLMK 06 MHCTaANALMAX AreHTOB Ha
paboumnx CTaHLMAX 1 3anncb ee B 6a3y AaHHbIX.

3a610KMpoOBaHHbIE YCTPOICTBA — pa3peLLaeT MOHUTOPUHT MHPOpMaLLMM 06 yCTpOMCTBaX,
3a610KMPOBaHHbIX KOMMOHEHTOM OPUCHbBIV KOHTPOIb, M 3anNncb MHGOPMaLMK B 6a3y AaHHbIX.

Cratuctuka KoHTpoAsa npuno>XeHuii No akTMBHOCTY NMPOL,ECCOB — Pa3peLlaeT MOHUTOPUHT
MHPOpPMaLUM 06 aKTMBHOCTM MPOLLECCOB Ha CTaHLMAX, 3aduKkcMpoBaHHON KoHTpoiem
NPWAOXKEHWI, U 3anncb HGopMauum B 6asy AaHHbIX.

Cratuctuka KoHTpons npuioxkeHuii no 610KnpoBKe NpoLeccoB — paspeLlaetr MOHUTOPUHT
MHbOopMaLMm 0 61OKMPOBKaAX MPOLLECCOB Ha CTaHLMAX KOHTpOIeM NPUAOXKEHWI 1 3anuncb
MHPopMaLum B 6azy AaHHbIX.

MHo>kecTBeHHble 610KMpoBKU KOHTpONIeM NpUIoIKeHUIA — pa3peLlaeT OTCIeXNBaTb
MHO>eCTBeHHble 610KMPOBKM NpoLeccoB KOHTPOEM MPUNOXKEHWUN Y UMETb BO3MOXHOCTb
OTNPaB/iIfTb COOTBETCTBYHOLLME OMNOBELLEHWS aAMUHUCTPATOPY.

3apanTe cnesyroLlme HaCTPOVKM COBbITUI:

o [epwuopa 3anpeTta Ha OTNpaBKy ONOBELEHNA — MPOMEXYTOK BPEMEHU B CeKyHAax nocne
OTNpaBKM CyMMapHOro oTyeTa O npoueccax, 3abiokMpoBaHHbIX KOHTpOIeM NpUAOXKeHUN, B
TeUeHne KOTOPOro He ByayT OTNPaBAATLCA OMOBELLEHNSA O €4NHUYHBIX 610KMPOBKaX.

o MMepuop noacueta 3a6/10KMPOBaHHbIX MPOLLECCOB — NMPOMEXYTOK BPEMEHU B CEKYHAAX, B
TeUYEHNe KOTOPOTro A0/IXKHO ObiTb 3a6N10KMPOBAHO 3aZlaHHOE KONMYECTBO MPOLLECCOB, UTOObI
OTNPaBUTb CyMMapHbIli OTYET.

o KonunuectBo 610KMPOBOK — KO/IMYECTBO COOLITMI O NpoLeccax, 3a6/10KMPOBaHHbIX
KoHTponem NpunoxkeHnii, KoTopble J0KHbI MPUITA 3a 3aAaHHbIA NPOMEXYTOK BPEMEHM,
yto6bl CepBep Dr.Web otnpasasn agMUHUCTPaTOPY €AWHbIA CYMMapHbIA OTYET 06 3TUX
cobbITMAX (onoBeLleHne 3adpunkcnpoBaHo 6onbLIOe KoAnUecTBo 610knpoBok KoHTponem
NPUIOXKEHUIA).

o KonunuectBo Hanbonee pacnpocTpaHeHHbIX Npodunen — Koan4ecTso Hanbosee
pacnpoCTpaHeHHbIX Npoduaen, Mo KOTOPbIM NPomn3BoAMAack BIOKMPOBKA 1 KOTOPbIEe
HEOBXOAMMO BK/IOUUTb B OMOBELLEHNE O MHOXECTBEHHbIX B10KMPOBKaX.

° )KypHan BblMNOJIHEHUA 3ap,a|-|m7| Ha CTaHUMAX — pa3pewaeT MOHUTOPUHI pe3ynbTaToB

BbIMOJIHEHNA 3a4aHUA Ha CTaHUWMAX N 3annCb UX B 663y AaHHbIX.

CocTosiHMe CTaHL MW — paspeLlaeT MOHUTOPUHT N3MEHEHWIA COCTOSIHMS CTaHLMIA 1 3anmchb
MHPopMaLum B 6azy AaHHbIX.

o CocTosiHMe BUPYCHbIX 6a3 — pa3peluaeT MOHUTOPUHI COCTOAHMA (COCTaBa, M3MEHEHMS)
BMPYCHbIX 6a3 Ha CTaHL MK 1 3an1cb MHPOopMaLmK B 6a3y AaHHbIX. Paar AOCTYrMeH, TONbKO eCu
yctaHoBAeH ¢nar CocTossHMe CTaHL UM,

JlaHHble 0 MecTONOoJI0XKeHUN — paspeLlaeT nosyyatb MHGOPMAaLMIO O MECTOMONOXKEHNN
CTaHLMI 1 3anmcbiBaTb MHGOPMaLMIO B 6a3y AaHHbIX.
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YT106bI NPOCMOTPETb CTAaTUCTUUECKYHO UHPOPMaLUIO

1. Bb|6ep|/1Te NYHKT raBHOro MeHro AHTI/IBMPYCHaﬂ CeThb.

2. B vepapxmyeckoM crnvcke BbibepuTe CTaHLMIO UAK TPYNMY.

3. OTkpoMiTe COOTBETCTBYHOLLUIA pa3zen ynpaBastoLLero MeHIO (CM. TabanLly HuXe).

l HOApO6HO€ ornncaHme CTatTucTm4yeCknx AaHHbIX NPUBEAEHO B pa3jene HQQCMQTQ
: CTaTUCTUKM NO paboyen cTaHLUN.

B Tabavue HUXe NprBeseHo cooTBeTCTBME GaaroB 13 pasgena CraTmcTuka B HacTpoikax
CepBepa Dr.Web 1 nyHKTOB ynpaBastoLLEro MEHIO Ha CTpaHuLe AHTUBUPYCHas CeTb.

Mpw cHATUM dnaroB Ha Bknagke CTaTUCTUKA, COOTBETCTBYHOLLME UM MYHKTbl BYAyT CKPbITbI 13

ynpaBadatoLero MeHro.

Ta6aunua 10-1. CootBeTcTBUE HacTpoeK CepBepa Dr.Web n nyHKTOB ynpaBasaiowWwero MeHo

Hacrpoiiku CepBepa Dr.Web

CocTosiHne KapaHTUHa

CoctaB obopysoBaHua u
nporpamm
Cnncok Mogyner cTaHLmn

Crncok yCTaHOBAEHHbIX
KOMMOHEHTOB

Ceccum nosb3oBateniei CTaHLmm
3anyck/3aBepLueHne KOMNOHEHTOB

Ob6Hapy>keHHble yrpo3sbl
6e3onacHoCTH

OwWwmnbKM cKaHMPOBaHWS
CTaTuCTUKa CKaHVMpPOBaHWs

MHcTtannaumn AreHTtoB

MyHKTbI MeHro
Obuwue — KapaHTuH

KoHdwurypaums — Windows — AreHt Dr.Web — ¢nar
Pa3pelwmnTb yaaneHHoe ynpaBaeHne kKapaHTUHOM

Ob6wme — ObopysoBaHmMe 1N NPOrpamMmbl
Ob6wme — OBHapy>XeHHble YCTPOICTBa
Cratuctnka — Mogynum

Ob6uwue — YcTaHOBAEHHbIE KOMIMOHEHTbI

Ob6uwue — Ceccum nosibzoBaTenemn

Cratnctmka — 3anyck/3aBepluerHune

Cratnctnka — Yrposbl

Cratnctuka — CratucTmka yrpos

Cratnctnka — CobbiTus [peBeHTUBHOM 3aLunThbl
Cratnctmka — Ownbkn

Cratnctnka — CTaTUCTMKa CKaHWPOBaHMUs

Cratuctnka — VHctannaumm AreHtos
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Hacrpoiiku CepBepa Dr.Web MyHKTbI MeHIo
3abn0KkMpoBaHHbIe YCTPONCTBA CraTuctuka — 3ab10KMpOBaHHble YCTPOWCTBA

Cratuctuka KoHTpons
NPUAOXKEHWI MO aKTUBHOCTH

Cratnctka — CobbiTns KOHTpOAs NPUAOXKEeHUI
npoLieccos

AZMUHUCTPpUPOBaHne — KOHTPO/Ib MPUIOXKEHWI —

Cratuctuka KoHTpons .
CnpaBOYHWK NPUNOXKEHUI

NPWAOXKEHWI NO BAOKMPOBKE
npoueccos

>KypHan BbIMONTHEHNA 3a,£I,aHl/Il7I Ha Cratuctuka — 3ap,ava

cTaHummn

CoCTosiHME CTaHLM Cratnctnka — CoctosiHme
Cratnctka — BupycHble 6a3bl

CocTtosiHve BMpPYCHbIX 6a3 Cratnctka — BupycHble 6a3bl

10.3.5. be3zonacHoOCTb

Ha Bknagke besonacHoCTb 33/at0TCA OrpaHUYEHNA Ha CeTeBbIE aApeca, C KOTOPbIX AreHThbl,
ceTeBble MHCTaNATOPbI U Apyrue (coceaHne) Cepsepbl Dr.Web cmoryT nonyuats goctyn K gaHHOMY
Cepsepy Dr.Web.

YnpasneHve xypHanom ayauta Cepepa Dr.Web ocyuiectBasetca npyv NOMOLLN CAeayoLLInX
dnaros:

e AyauT onepauuii agMUHUCTPATOPa paspeLlaeT BeAeHNe XypHana ayAnTta onepawui
aAMUHUCTpaTopa ¢ LleHTpom ynpasieHns, a Takxxe 3anuch XypHana B b/,

e AyauT BHYTPEHHUX OofnepaLuii cepBepa pa3peLlaeT BeAeHVe XypHana ayauta BHYTPEHHNUX
onepauyui Cepepa Dr.Web v 3anuce xypHana B b/,

e Ayaut onepauuii Web API paspeluaet BegeHue XypHana ayauta onepauuii yepes XML API
3anucb XXypHana B b/,

XKypHan ayanta MOXHO NOCMOTPETb, BbibpaB B rNaBHOM MeH0 AAMUHUCTPUpPOBaHNe
nyHKT XKypHan ayauTa.

Ha BK/1aaKe besonacHocTb pasmMelwaroTca 40MNO0JIHUTE/IbHbIE BKJIaAKW, HAa KOTOPbIX HAaCTpanBarOTCA
OorpaHnyeHna ana COOTBETCTBYHOLLMX TUMOB COGAVIHGHVIVIZ

e AreHTbl — CMMCOK OrpaHnYeHnii Ha IP-agpeca, ¢ koTopbix AreHTbl Dr.Web MoryT nogkaroyatbcs
k aaHHomy Cepsepy Dr.Web.

e NIHcTannaTopbl — CNVCOK OrpaHnyeHnii Ha IP-agpeca, ¢ KOTOPbIX MHCTaANATOPbI AreHTOB
Dr.Web moryT nogkntouatbcs k gaHHomy Cepsepy Dr.Web.
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e CBA3M — CNNCOK OrpaHnyenHnii Ha IP-agpeca, ¢ koTopbix cocegHue Cepsepbl Dr.Web moryT
noakatouatbcsa K gaHHomy Cepsepy Dr.Web.

e Cny)x6a o6Hapy>eHus — CrNCOK OrpaHunyeHuii Ha IP-agpeca, ¢ KOTOPbIX MPUHUMAKOTCA
LWMpOKOBeLaTenbHble 3anpochl cay>kbon obHapyxenus Cepepa Dr.Web.

YT106bI HAaCTPOUTBL OrpaHNYEHNA AocTyna (3agaloTca oTaesibHO Ana AreHToB, MHcTannauun,
coceaHux CepBepoB Dr.Web nnn Cny»x6b1 o6Hapy>«eHus):

1. YcraHoBuTe dnar Mcnonb3oBaTb 3TOT CMUCOK AOCTYMA, YTOObI 3a4aTh CNIUCKM Pa3peLleHHbIX
WM 3anpeLeHHbIX agpecoB. Ecam dnar cHaT, Bce coeanHeHns ByayT pa3peLleHbl.

2. YT0obbI pazpewntb focTyn ¢ onpeaeneHHoro TCP-aapeca, Bkatoumte ero B cnncok TCP:
paspeweHo v TCPv6: paspeLueHo.

3. YT06bI 3anpetutb Kakon-nmbo TCP-aapec, Bkatounte ero B cnucok TCP: 3anpelyeHo nav
TCPv6: 3anpelyeHo.

4. Appeca, He BKIFOUYEHHbIE HW B OAWH W3 CMUCKOB, pPa3peLuaroTca WM 3anpeLaroTcs B
3aBUCMMOCTM OT TOTO, yYCcTaHOoBAeH an dnar MpuoputeTHocTb 3anpeTa. Ecav dnar ycraHoBAeH,
cnvcok 3anpelieHo nveet 6osiee BbICOKUM NPUOPUTET, YeM cnncok PaspelueHo. Agpeca, He
BK/IFOYEHHbIE HY B OAMH U3 CMINCKOB MM BK/OUeHHble B 063, 3anpeluatoTtcs. Paspeluatortcs
TONIbKO apeca, KOTOpble BKAOUEHbI B CNMCOK PaspelueHo v He BKAOYEHbI B CMUCOK
3anpeuyeHo.

UTo6bl OTpeAaKTMPOBaTb CMUCOK ajpPecoB:

1. BBeguTe ceTeBOM agpec B COOTBETCTBYIOLLEE Nose B Buae: <IP-adpec>/ [ <npegukc cemu>1].
2. [na pobaBneHna HOBOro NOAA agpeca HaXxKMUTe KHOMKY COOTBETCTBYHOLLErO paszena.

3. [nsA yaaneHvs nons HaxXmmTe KHOMKY E HanNpoTWB yanseMoro agpeca.

4, ﬂ'flﬂ npuMeHeHNA HaCcTPOeK HaXXMUTe KHOMKY Coxpanrb.

| Cnunckun gns BBoga agpecos TCPV6 ByayT oTobpaskeHbl, TOJbKO €CAN Ha KOMMbloTepe
: ycTaHoBJ/IeH nHTepdeinc IPv6.

Mpumep ncnonbsoBaHusa npedukca:

1. Mpedukc 24 ob6o3HauaeT ceTn € Mackom: 255.255.255.0
Coaep>xut 254 agpeca.
Afpeca XOCTOB B 3TUX ceTax BuAa: 195.136.12.*

2. Mpedwkc 8 obo3HauaeT cet ¢ Mackom 255.0.0.0
Copepxut o 16777214 appecoB (256*256*256-2).

AZpeca XOCTOB B 3TUX CETAX BMAA: 125, %, *  *

PykoBOACTBO aAMMHMCTpaTOpa

268



A
d
A

FnaBa 10: Hacrpoiika Cepsepa Dr.Web

AT
g:

10.3.6. Kew

Ha BK/1aaKe Keww 3a4ak0TCA NapaMeTpPpbl OUNCTKM CepBEPHOro Kella:

I'Iepuop, OUYUCTKM Kella — NepmnoanyHoOCTb MOJIHOM OUNCTKM Kella.

e daiinbl B KapaHTUHE — NepUoANYHOCTb yaaneHus dannos B KapaHtuHe Ha cTopoHe CepBepa
Dr.Web.

daiinbl penosutopusa — NeEPUNOANYHOCTb YaaleHUA c|>a|7|nos B peno3ntopun.

Kew ¢annoB — nepnogmyHOCTb 0UnCTKM $GariIoBOro Kella.

MHCTaIIIlﬂLI,I/IOHHbIe nakeTbl — NepMoANYHOCTb YaaNlEeHNA NMePCOHa/bHbIX N TPYMNMNOBbIX
MHCTaINALMOHHbBIX MaKeToOB.

HaxxmuTe kHorky T YaanuTs Bce MHCTaNNALMOHHBIE NaKeTbl ceiiuac, UTobbl yAan1Th BCe
paHee co3/aHHble NepCOHabHbIE U FPYNMNOBbIe MHCTAMNALMOHHbIE MaKeTbl, HAXOAALLMECS B
KaTasore installers-cache Katanora var. Obpatute BHMMaHWe: Npu obpalleHnn K AaHHbIM
nakeTam Ans CKauvBaHWs, OHM ByAyT CO3AaHbl 3aHOBO, YTO MOXET 3aHATb HEKOTOPOE BPEMS.

l |_|pl/l 3aaHn YNCNOBbIX 3HaueHul o6paT|/|Te BH/MaHWe Ha BblAaroLline Crinckm c
. eJNHNUaMN UaMepeHna NnepnogjmnyHOCTy.

10.3.7. basa AaHHbIX

Ha Bknazke ba3a gaaHHbIX 3agaeTcs Bbibop CYB/, Heob6xoaMmol aAns GyHKLMOHUPOBaHWS
Cepsepa Dr.Web.

@ CrpykTtypa 6a3bl gaHHbIx CepBepa Dr.Web goctynHa B BUae otaenbHoro
. OAHOVIMEHHOrO PyKOBOACTBA. [JOKyMEHT MOXHO OTKpbITh 13 pa3jena Moaaepikka B
LleHTpe ynpaBneHus 6esonacHoctbo Dr.Web.

YT1o6bI 3aaTb NapameTpbl paboTbl ¢ 6230 AaHHbIX

1. B nosne KonnuectBo coeanHeHN 3aaiiTe MakcMMaabHO JOMYCTUMOE KOJIMYECTBO COEAVHEHUI
CepBepa Dr.Web ¢ 6a30# faHHbIX. 3HaueHWe, YCTaHOBJIEHHOE MO YMONYaHUIO, PEKOMEHAYETCS
M3MEHATb TOIbKO MOC/IE COMNAaCcoOBaHNA CO CTy>XOOM NoaAepKKM.

2. YcraHoBuTe dpnar ABToMaTUUecku oumiiatb 6a3y AaHHbIX Nocae npoueayp ob6cnyXxuBaHums,
4TO6bl aBTOMATMYECKN MPOBOANTL OTNOXKEHHYH OUYUCTKY Basbl JaHHbIX NOC/e ee
WHULMaNM3aLmmn, obHoBAeHUA 1 umnopTa. Ecan dnar cHAT, aBTOMaTYeckas oumncTka He byaet
BbIMOJIHATLCA. B 3TOM Ciyyae pekomeHayeTcs HacTpouTh 3asaHne OuncTka 6a3bl AaHHbIX B
pacnvcaHumn Cepepa Dr.Web nam BbINONHATL OUMCTKY BPYYHYHO Yepe3 pasgen YnpasieHve

6a30# AaHHbIX.

[ns BbINOJHEHWA aBTOMAaTUUYECKON OYNCTKM CO34aeTCA CKPbITOe 3ajaHune B pacnmcaHumn Cepsepa
Dr.Web. 3agaHve BbinoaHAeTCA BavKanLen HOUbo Nocie 0603HauYeHHbIX NpoLesyp
obcnyxwmBanms, B 01:17 no mectHomy Bpemenn Cepepa Dr.Web. 3agaHve BbINONHAETCA TONBKO
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B TOM cayyae, ecam B pacnucaHum Cepsepa Dr.Web He 3annaHvpoBaHo Apyroro 3agaHus
Ouunctka 6a3bl JaHHbIX B TeUeHne 6AMKaANLLNX CyTOK OTHOCUTENbHO 0B03HaUYeHHbIX Npoueayp
obcnyxxmBaHma.

3. B Bbinagatowiem cnvcke basa gaHHbIX BbibepuTe TMN 6a3bl AaHHbIX:
e MySQL — BHewwHsasa B/,

e ODBC — ans ncnonb3oBaHus BHelwHen b/l yepez ODBC-coeanHeHue,

ili Mpv BO3HMKHOBEHUW NpeaynpexaeHnin nam ownbok B pabote Cepeepa Dr.Web ¢ CYB/,
Microsoft SQL Server uepe3 ODBC cneagyet y6eanTbCs, UTO Bbl UCMOb3yeTe NOCAEAHOH
poctynHyro Bepcuro CYB/L ana gaHHOW pegakumu.

C 1em, Kak onpeaennTb Haan4yume MCﬂpaBﬂeHMVI, Bbl MO>XXE€TE O3HAaKOMUTbCA Ha

cnesyrollen ctpaHuLe komnaHum Microsoft: https://docs.microsoft.com/en-
us/troubleshoot/sqgl/general/determine-version-edition-update-level.

e Oracle — BHewHsaa B, ans nnatdopm, kpome FreeBSD,

& Mpu ncnonb3oBaHun BHewHe CYB/J Oracle uepe3 ODBC-noakntoueHe Heo6xoaAMMo
yCTaHOBUTb nocseaHoto Bepcmto ODBC-gpaniBepa, noctaBasemyto ¢ gaHHon CYB/.
Ncnonb3zoaHne ODBC-apaviBepa Oracle, noctaBasemoro Microsoft, kateropnyecku He
peKkoMeH0BaHoO.

e PostgreSQL — BHewwHAa b/,
e SQLite3 — BcTpoeHHas b/l (komnoHeHT CepBepa Dr.Web).
4. 3apainte HeO6XOAMMbIE HAaCTPOWMKN AN paboTbl ¢ B/

e [Ina BCcTpoeHHbIX bJl, npy Heob6xoaMMOCTH, BBEAMTE B \ NOJIHbIN NyTb K $ainy ¢ 6a30M AaHHbIX
W 3agariTe pa3mep Keww-naMAaTv U PeXnM 3anmcu AaHHbIX.

e [lapametpbl ans BHewHWx b/l onvcaHbl B fokymeHTe MpunoxxeHus, B pasgene [1punoxeHve
b. Hactpownkn, Heobxoaumble ansa ucnosb3osadua CYB/A. Mapametpsl apanisepos CYBA.

5. ﬂ'flﬂ npuMeHeHNA 3a4aHHbIX HAaCTPOEK HaXXMUTE KHOMKY COXpaHI/ITb.

_/_IE Anctpnbytne Cepsepa Dr.Web coaep>Xut BCTPOEHHbIE KANEHTbI A/1A NOAAEPXKNBaEMbIX
: CYB/, nostomy:

e Ecnv Bbl NiaHMpyeTe ncnoab3oBaTth NoctaBasemMble BMecTe ¢ Cepepom Dr.Web
BCTpOeHHble kaneHTbl CYB/l, To npu yctaHoBke (06HoBNeHUN) CepBepa Dr.Web, B
HacTpolikax MHCTannaTopa ybeamTech, UTO paspeLleHa yCTaHOBKa COOTBETCTBYHOLLENO
BCTpOeHHoro knneHTa ans CYB/l B passene Mopaeprkka 6a3 gaHHbIX.

e Ecan Bbl NnaHMpyeTe MCNONb30BaTh B KayecTBe BHellHeW 6a3bl AaHHbIX b/] Oracle
yepe3 ODBC-noakntoueHne, To npu yctaHoske (0bHoBneHnn) Cepaepa Dr.Web, B
HacTpoWvikax MHCTanAATopa OTMEHUTE YCTaHOBKY BCTPOEHHOro kaveHTa ana CYB/,
Oracle (B pa3zene Moapeprkka 6a3 gaHHbIX — [lpaiiBep 6a3bl gaHHbIX Oracle).

B npotuBHoM cnyuae pabota ¢ b/l yepes ODBC byaeT HeBO3MOXHa M3-3a KOHMANKTA
6ubanorex.
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NHcrannatop Cepsepa Dr.Web nogaepxusaet pexvm n3meHeHus npogaykra. [ns
[obaBAeHNA AN yaaneHWsA OTAe/IbHbIX KOMMOHEHTOB, HanprMep, ApalriBepoB A4
ynpasaeHus 6asamun gaHHbIX, JOCTaTOYHO 3anycTutb UHcTaanaTop Cepeepa Dr.Web u
BbI6paTb BapnaHT M3MeHUTb.

Mo ymMonuaHWiO NpeayCcMOTPEHO UCnoib30BaHWe BcTpoeHHo CYB/. Bbibop 3Toro pexuma coszgaer
3HAUUTENbHYHO BbIUNCANTENBbHYHO Harpy3ky Ha Cepsep Dr.Web. MNpw 3HaunTensHOM pasmepe
aHTUBUPYCHOW CETU PEKOMEHZAYETCA UCrnob3oBaTth BHelHto CYB/,. Mpoueaypa cmeHbl Tuna CYB/,
onuvcaHa B gokymeHTe Mpunoxxkenums, B pasaene CveHa na CYB/ Dr.Web Enterprise Security

Suite.

A

@

Wcnonb3oBaHwme BcTpoeHHoW b/l gonyctmo npu nogkntoueHunn k Cepeepy Dr.Web He
6onee 200-300 ctaHumii. Ecnv no3BosisieT annapaTtHas KOHGUrypaums KoMnbroTepa, Ha
KoTopom yctaHoBneH Cepsep Dr.Web, n Harpy3ka no npoymm 3asgavam, BbINOJHAEMbIM
Ha A@aHHOM KOMIMbHOTEPE, BO3IMOXHO nogiitoveHne o 1000 ctaHumi.

B NPOTNBHOM Cay4dae HeO6XO,£I,VIMO McrnoJib3oBaTb BHELWHHOHO BA.

Mpw ncnonb3oBaHum BHewHen b/ n noakntoueHum k Cepsepy Dr.Web 6osnee 10000
CTaHUMI peKOMEHAYETCSA BbINOAHEHME CEAYHOLNX MUHUMaNbHbIX TPE6OBaHNIA:

e npoueccop ¢ yactotor 3w,
e onepaTtneHas namatb — oT 4 ['b ana Cepsepa Dr.Web, ot 8 'b — ans cepsepa b/,

e OC cemencrtea UNIX.

MpesycMOTpeHa BO3MOXHOCTb OCYLLECTBIEHWS OMepaLuii, CBA3aHHbIX C OUMNCTKOM 6a3bl
JaHHbIX, ncnonblyemoit Cepsepom Dr.Web, a nmeHHO: yaaneHne 3anncein o cobbITUSX,
a Takke MHbopMaLMmn o cTaHuMsAX, He nocewaBwnx Cepsep Dr.Web B TeueHue
onpegeneHHoro nepuoga. as ounctkmn 6asbl gaHHbIX NepenanTe B pasjesn pacnucaHuns
Cepsepa Dr.Web n co3gavite cOOTBETCTBYHOLLIEE 3aaHME.

10.3.7.1. BocctaHoBN1eHMe 6a3 AaHHbIX

B cnyuae c6os BcTpoeHHOM 6a3bl gaHHbIX SQLite3 cyluecTByeT BO3MOXHOCTb BOCCTaHOB/IEHUSA
NOBPEXAEHHOM 6a3bl LTAaTHbIMUW CPEACTBAMM.

B cnyuae noBpeXkaeHuns 6a3bl JaHHbIX BbINOJ/IHAETCA C/IeAYHOLLAas NOC/ieA0BaTe/IbHOCTb

BeNCTBUIA:

1. Mpw Haanumn noBpexaeHns 6asbl AaHHbIX 3anyck 1 dyHKUMoHUpoBaHue Cepeepa Dr.Web He
OCyLLLeCTBNAETCS:

a) B npouecce pabotbl Cepepa Dr.Web: ecim Bo3HUK cboM Npu WTaTHOM B3aMMOZENCTBUN CO
BCTPOEHHOW 6a30M AaHHbIX, OCYLLLeCTBSETCA aBTOMaTuYeckmnii octaHoB Cepsepa Dr.Web.
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b) B npouecce 3anycka Cepeepa Dr.Web: ecim B HacTpoiikax 6a3bl saHHbIx SQLite3 B
Bbinagatowem crnvcke MpoBepka LenocTHocTn obpasa BbI6paH BapuaHT BbicTpasa nan
MonHasA, To ocyLlecTBAAETCA aBTOMaTMYeckas NpoBepKa LLeNOCTHOCTU 0bpa3a 6a3bl JaHHbIX.
Mpw 06Hapy>keHun HencnpaBHoCTK 3anyck CepBepa Dr.Web He ocyuiectBasetcs.

2. [na Bo3moxkHocTh 3anycka Cepepa Dr.Web HeobxoaMMO OCyLLLeCTBUTb BOCCTAaHOBIEHNE
NoBpeXAeHHOW 6a3bl AaHHbIX:

a) Ecam B HacTpolikax 6a3bl gaHHbIx SQLite3 yctaHoBeH dnar BocctaHaBnmBaTh
noBpeXaeHHbIV 06pa3 aBTomaTuuecku, npu 3anycke Cepsepa Dr.Web ocyuiectBaserca
aBTOMaTMyeckoe BOCCTaHOB/EHNE MOBPEXAeHHOro obpasa 6a3bl AaHHbIX.

b) Ecnv aBTOMaTnyeckoe BOCCTaHOBAEHMEe obpa3a 6a3bl JaHHbIX OTKAHOYEHO, Bbl MOXETE
BOCMO/Ib30BaThCA KAOUOM repairdb npu 3anycke Cepeepa Dr.Web 13 komaHgHOM cTpoku
(cMm. Takke gokymeHT MpunodxkeHuns, pasaen 33.3. KomaHabl And ynpasaeHns 6a3oi AaHHbIX).

10.3.8. Moaynu

Ha Bknazke Mogynwm 3agaetca pexxum B3ammogericteus Cepsepa Dr.Web c apyriumu
koMnoHeHTamu Dr.Web Enterprise Security Suite:

e YctaHoBute ¢nar NMporokon AreHta Dr.Web sns BkitoueHns npotokona B3aMoZencTB s
Cepsepa Dr.Web c AreHtamun Dr.Web.

YcraHosute ¢nar NMporokon Microsoft NAP Health Validator ans Bkatouenus npotokona
B3avmogencteua Cepepa Dr.Web ¢ koMnoHeHTOM NpoBepKkn paboToCnoCcobHOCTH CUCTEMDBI
Microsoft NAP Validator.

e YcraHoBwuTe pnar NMpotokon nHctannatopa Aredta Dr.Web gnsa BkatoueHns npoTtokona
B3aumogencteus Cepsepa Dr.Web c nHctrannstopamu Arentos Dr.Web.

e YcraHoBwuTe pnar NMpotokon knactepa CepsepoB Dr.Web sans BkatoueHus npotokona
B3aumogenctsus mexxay Cepsepamu Dr.Web B knactepHoli cucteme.

e YcraHoBwuTe dpnar Mpotokon CepBepa Dr.Web ans BkatoueHns npotokona B3aMMOAEeNCTBISA
Cepsepa Dr.Web c gpyrumun Cepsepamu Dr.Web. [MpoTokon no ymondaHuto oTkatoueH. Mpu
3a/laHU MHOTrOCepBEPHOM KoHPUrypauum cet (cM.n. OCoBeHHOCTM CeTU C HECKO/IbKMMU
Cepsepamu Dr.Web) Bkatounte 3T0T npoToko, yctaHosus ¢nar Mpotokon Cepsepa Dr.Web.

e YcraHoBwuTe dpnar Mpotokon Mpokcu-cepBepa Dr.Web ans BkatoueHms npotokona
B3avmogencteus Cepeepa Dr.Web c Mpokcn-Cepsepamu Dr.Web.

e YcraHoBwuTe dnar PacwmpeHnune LleHTpa ynpaBneHuns 6esonacHoctbio Dr.Web a5
BO3MOXHOCTM ynpasaeHus Cepsepom Dr.Web un aHTuBMpYCcHOW ceTbto Yepes LieHTp ynpasaeHus.

& Mpw cHATUK dnara Paciumpenue LieHTpa ynpaBneHusa 6e3onacHoctbio Dr.Web,

: nocne nepesarpy3kn Cepsepa Dr.Web 6yaet HegoctyneH LleHTp ynpaBneHus
6e3onacHocTbto Dr.Web. Mpun 3Tom ynpasnerHne Cepsepom Dr.Web v aHTUBMpYCHOWN
ceTbto ByAeT BO3MOXHO TOJIbKO Yepe3 YyTUANTY ANCTaHLMOHHOW AMarHOCTMKN, Npu
ycnosuun, uto dnar Pacumpenne Dr.Web Server FrontDoor yctaHOBAEH.
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e YcraHoBuTe dnar Pacwumpenmne Dr.Web Server FrontDoor a5 BO3MOXHOCTW MCNOb30BaHWA
pacwmpenuns Dr.Web Server FrontDoor, no3BoastoLero NogKAOYEHNE YTUANTBI AUCTaHLMOHHOWN
avarHoctnkm Cepeepa Dr.Web (cMm. Takke n. YaaneHHbin goctyn k Cepeepy Dr.Web).

e YcraHoBwuTe pnar PacwmpeHmne SNMP-areHta Dr.Web, uto6bl pazpewnts Cepepy Dr.Web
0bmeH nHbopMaLmen ¢ cucteMamm ceTeBoro ynpasaeHuns no npotokosy SNMP (cm. Takke .
KoHdurypauma SNMP-areHTa Dr.Web).

e YcraHoBwuTe dnar Pacwmpenme Yandex.Locator, utobbl paspewnTts NCnosb3oBaHne pacluMpeHmns
Yandex.Locator ans onpeseneHns MecTononoXeHns MOOUAbHbIX YCTPOMCTB, MOAKAOUYEHHbIX K
Cepsepy Dr.Web.

o B none APIl-kntou BBeauTe cBOW API-KatOY, NOYYEHHbIV Yepe3 COOTBETCTBYHOLLMIA CEPBUC
KOoMMaHuu AHaekc.

ili Ecnn Bbl BIOUMTE pacwimpenmne Yandex.Locator, Ho He 3agaanTte APl-kntoy,
paclupeHune He ByaeT akTUBHO.

| MoapobHyto MHGOPMALIMIO MO NCMONb30BaHUIO U HAaCTPOWMKe pacCLuMpeHns
: Yandex.Locator Bbl MOXeTe HainTu B fokymeHTe MpunoxxeHus, B paszgene

ABTOMaTMyeckoe onpejeneHve MecTononoxenus ctaHumm nog OC Android.

10.3.9. Pacnono)xeHue

Ha Bksiagke Pacnono>xeHue Bbl MOXeTe 33/aTb AOMNOJHUTENbHY O NMHPOPMaLMIO O GU3NYEecKoM
PacnosioXXeHNN KOMMbOTEPA, HAa KOTOPOM ycTaHoBaeHo 1O Cepsepa Dr.Web.

Tak>Ke Ha faHHOW BK/1aZKe Bbl MOXeTe MPOCMOTpeTb pacrnonoxeHne Cepeepa Dr.Web Ha
reorpadpuueckomn KapTe.

YT10o6b1 NpOoCcMOTpeThb pacnonoxeHne Cepeepa Dr.Web Ha kapTte
1. 3apante B nossix Lupora v Jonrora reorpapudeckne koopamnHatel Cepsepa Dr.Web B
dopmate gecatmuHbix rpagycos (Decimal Degrees).

2. Haxmute kHonky COXpaHUTb /151 COXPaHEHWs BBEAEHHbIX JaHHbIX B KOHPUIypaLMOHHOM
darine Cepsepa Dr.Web.

[na otobpaxeHns kapTbl nepe3arpyska Cepsepa Dr.Web He Tpebyetca. OgHako, ana
NPUMEHEHNS N3MEHEHHBIX reorpaduuecknx KoopauHat nepesarpyska Cepepa Dr.Web
notpebyercs.

3. Ha Bknagke PacnonoxxeHue otobpasutcs npeBbto kapTel OpenStreetMap ¢ meTkow,
COOTBETCTBYHOLLEN 3aZlaHHbIM KOOpPAMHaTaM.

Ecnv 3arpyska npeBbio HEBO3MOXHa, oTobpaxaeTcs TekcT MokasaTb Ha KapTe.

4. [ns npocMoTpa NoSHOPa3MepHOM KapTbl HAXXMUTE Ha NPEBbIO UK Ha TekcT Moka3aTb Ha
Kapre.
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10.3.10. J/InueH3zun

Ha Bknazke JIML,eH3UM 32at0TCA HACTPOMKM pacnpocCTpaHeHus anmueH3min mexxay Cepepamu
Dr.Web, a Takxxe HaCTpOWMKM BEAEHMS OTYETOB MO MCMO/Ib30BaHUIO JNLLEH3WNIA.

HacTpoiikmn yBepomneHus 06 orpaHnueHUn No KOAMYECTBY JILLEH3UW B
JMLLEH3MOHHOM KJ/ltoue

¢ KonnuecrBo octaBLIMXCA INLEH3UIA — MaKCMMa/lbHOE KONMYECTBO OCTaBLUMNXCA ULLEH3UM, NPU
KOTOpoM byaeT oTnpaB/ieHO yBeZoMeHVe OrpaHUUYeHMe NO KOANUYECTBY INLLEH3UI B
JINLLEH3VUOHHOM KJIloue.

¢ MpoLLEeHT OCTaBLIMNXCA IMLEH3UN — MAKCUMaJbHbIA MPOLEHT OCTABLUNXCA NNLLEH3UI, MPW
KOTOpOoM ByzeT oTnpaBieHo yBegOMIeHNe OrpaHUYeHne No KOJIMUECTBY JIMLLeH3UIA B
JIMLLEH3UOHHOM KJ/lloue.

Hactpoiikmn gna otueta no ucnosib30BaHUIO INLLEH3UN

| Mpw oTnpaBke otyetoB Mexay Cepsepamu Dr.Web gaHHble HacTpoOViku JOMXKHBI
. 3agaBaTbcA Ha rnaBHoM Cepsepe Dr.Web, Ho 6yayT ncnonb3oBaTbCcA MOAYMHEHHBIMM
Cepsepamu Dr.Web.

Ecan cBasu c cocegHumn Cepeepamun Dr.Web He HacTpoeHbl, gaHHble onumm
MCroab3ytoTcsa Tonbko Tekywnm Cepepom Dr.Web ans ero amyHbix oTyeTos.

¢ Mepuopg co3gaHuA oTueTa — NEPUOAMNYHOCTD, C KOTOPOU ByAyT CO34aBaTbCA OTYETHI Ha
Cepsepe Dr.Web 06 ncnonb3yembix UM AULLEH3MOHHbIX KKOYaX.

Ecam otuet 06 ncnosb3oBaHUM AnNLLEH3MIA CO3aaeTca NoaunHeHHbIM CepBepom Dr.Web, To cpasy
noc/e CO34aHnNsA OCyLLLeCTB/ISIETCA OTMNPaBKa 3TOro oT4yeTa Ha rnasHbii Cepeep Dr.Web.

Co3paHHble OTYeTbl 4OMONHUTENbHO OTMNPABAAOTCA NPU KaXXAOM MOAKAHOYEHUN (B T.4.
nepe3arpyske) Cepsepa Dr.Web, a Takxxe npu M3MeHeHUN KONNYECTBA BblAaBaeMblX JNLEH3MIA Ha
rnasHom Cepsepe Dr.Web.

e Mepuog noacueTa aKTUBHbIX CTAaHLMA — NepUO, B TeUyeHne KOTOporo ByaeT NoAcUYUTbIBaTLCS
KOJIMUYECTBO aKTMBHbIX CTaHLWIA ANS CO3A4aHMs OTYeTa 06 UCMOIb30BaHUN NLLEH3WIA. 3HaueHne 0
npesnucbiBaeT yunTbiBaTb B OTUYETE BCE CTaHLMWN, BHE 3aBMCMMOCTM OT CTaTyca UX akTUBHOCTW.

Hactpowikn pna Cepsepa Dr.Web, Bbigatowero anueHsnm

¢ Mepuopa aBTOoMaTMUECKOrO NPOAJIEHUSA BbiiaBaeMbIX JIMLLEH3U — NepPUO BPEMEHH, Ha
KOTOPbI BblAAKOTCSA INLLEH3MN U3 KAtOYa Ha gaHHOM Cepsepe Dr.Web. Mocne okoHuYaHusa 3toro
nepuoza oCyLLecTBASETCA aBTOMATUYECKOe NPOAAeHNe BblAaHHbIX JMLEH3UIA Ha TOT XK€ CaMblii
nepvog. ABToMaTMyeckoe npoaieHne byaeT ocyLecTBAATLCA 40 TeX Nop, NOKa A/INTCA CPOK
pPacnpoCTpaHeHWs NLEH3NI, 3ajaHHbI B MeHeaxxepe ML eH3nii Ha ware 5.
[JaHHbIN MexaHM3M obecneunBaeT BO3BpaLLeHVe MLEeH3MI Ha rnaBHbln Cepeep Dr.Web B Tom
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cnyyae, ecav nogumHeHHbl Cepeep Dr.Web 6yseT oTk10UEH M He CMOXKET BEPHYTb BblaHHbIE
NNLLEH3UN.

¢ Mepuroa CMHXPOHM3ALLUN INLEH3UI — NEPUOANYHOCTb CUHXPOHM3aL N MHGOPMaLLMKM O
BblaBaeMbIX aMLeH3nAX mexay Cepepamu Dr.Web. CUHXpOHMU3aLMs INLEH3MIA MO3BOANT
onpeaennTb, YTO KOJIMYECTBO NULLEH3UI, BblAaHHbIX rnaBHbIM CepBepom Dr.Web v nonyueHHbIx
noaunHeHHbIM CepBepom Dr.Web, coBnagaet. JaHHbI# MexaHU3M MO3BOJISIET BbISIBUTL COOM U
cyyau nognora npv nepegade AnULLEH3NN.

Hactpownkn gna Cepsepa Dr.Web, nonyuatowiero amueHsmm

¢ VHTepBan ana npeaBapuTeNIbHOrO NPOAJAEHUA NOJyYaeMbIX JINLEH3UIA — NPOMEXYTOK
BPEMEHN 40 OKOHYaHWs Nepuoza aBTOMaTUYeCKoro NPOAJEHNs ANLEH3NUN, NMONYUYEHHbIX OT
cocesHero CepBepa Dr.Web, HaunHasa c kotoporo aaHHbin Cepep Dr.Web 3anpawwvBaer
npesBapuTesibHOE aBTOMaTMYEeCKOe NPOA/EHNE STUX JINLEH3MIN.

Vcnonb3oBaHWe faHHOW HAaCTPOWKM 3aBUCUT OT TUMNa NOAK/IHOUEHWS, BbIBPAHHOTO B HaCTpoike
MapameTpbl coeguHeHna npu KOHUrypaumm ceasm mexay Cepsepamu Dr.Web (cm. pasgen
Hactpoiika cBazen mexay Cepsepamu Dr.Web):

o [lna neproamnyeckoro Tvna noAKAYEHNS: eCN NEPUOA NepenoKItoUeHs, 3aaHHbl i B
HacTpoiike cBs3W, 6bosblue Yem Mepuoa aBToMaTMUECKOro NPoAJ/ieHNUs BbifiaBaeMblX
NvueH3ui, 3asaHHbll Ha Cepeepe Dr.Web, BblgaBLieM AnLLEH3UW, TO aBTOMaTUYeCKOe
NpOoA/IEHVE 3TUX ILLEH3UI ByAeT MHMLMMPOBAHO paHblue, Yyem mctedeT Mepuop,
aBTOMAaTUUYECKOro NpoAJieHUA BblgaBaeMblX JINLLEH3NN.

o ,ﬂrl'lﬂ MNOCTOAHHOTIO NoAKNHOYeHWNA: AaHHAaA HaCTpOVIKa He NCNOJIb3YeTCA.

| MoapobHyto MHOPMaLIMIO O pacnpocTpaHeHUn nnueHsun mexay Cepsepamu Dr.Web
: CM. B pa3gene PacnpoctpaHeHune IMLEH3NN MO MeXCEPBEPHbIM CBA3SAM.

10.3.11. XKypHan

Ha Bknazke XKypHan 3azatoTcs HacTpOWKM BefeHUs xypHana paboTel Cepepa Dr.Web:
e B BbinagatoLLem cnvcke YpoBeHb AeTanunsauum xypHana Cepsepa Dr.Web Bbibepute ypoBeHb
noapobHOCT AndA BefeHns XXypHana paboTtel Cepeepa Dr.Web.

¢ MakcumanbHoe KonnuecTBo ¢aiiioB — MakCMMaibHOE KOMYeCTBO haiioB >XypHana
(BKNKOYAsA TeKyLLMI U apXUBHbIE), KOTOPble ByAYT XPaHUTLCS.

¢ Pexkum portauum xxypHana Cepsepa Dr.Web — pexum poTaymm xxypHana pabotsl Cepepa
Dr.Web. BbibepuTte 04HO 13 NpesACTaBAEHHbIX 3HAYEHNIA:

o poTauMs No pa3mMepy ONpeaenseT OrpaHUYeHre Ha pa3mMep Kaxzaoro 13 dainios xypHana.

MakcumanbHbIii pa3mep kaxxaoro ¢paina — MakcvManbHO AOMYCTUMBbIN pa3Mep Kaxzoro
davina xypHana. Korga tekywmnin dan jocturaeT 3aiaHHOroO pa3Mepa, OH CMUCbIBAETCS B
apXuB C COOTBETCTBYIOLLMM U3MEHEHVEM UMEHW, N CO3AETCs HOBbIN daiin >XXypHana.

o poTaLus No BpeMeHU ornpezenser AUTeNbHOCTb 3anncu Kaxzaoro 13 Gaiios xypHana.
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MakcumanbHoe BpemMs 3anucu ¢aiiia — MakcMMmasbHas AAUTENbHOCTb AN 3anucu
Kaxgoro danna xypHana. Korga Bpems 3anucv darina 4oCTuraeT 3aZ,aHHON AAUTENbHOCTY, OH
CMUCbIBAETCS B apXMB C COOTBETCTBYHOLLMM U3MEHEHNEM UMEHW, U CO3/aeTc HOBbIN daiin
XypHana.

e YctaHoBUTe dsiar ApxmBUpoBaThb ¢aiinbl XXypHana, Utobbl yNnakoBbIBaTb B apxMB cTapble dainbl
XypHana B npoLecce poTaLum.

A

@

[na npyMeHeHns BHECEHHbIX M3MEHEeHUn HeobxoarMa nepesarpyska Cepsepa Dr.Web.

Mepe3arpy3ka MOXeT ObITb BbINOJHEHA KaK Yepe3 LleHTp ynpaBieHus, Tak n npwu
NMOMOLLM COOTBETCTBYHOLLLEN KOHCONbHOM KOMaHZbI.

MNMoapobHas nHbopmaums o xypHane Cepsepa Dr.Web npvBegeHa B pa3gene XypHan
Cepeepa Dr.Web.

10.4. YpaneHHbin goctyn K Cepsepy Dr.Web

A

[na BO3MOXHOCTU MOAKIHOUEHUS YTUANTbI AUCTAHLIMOHHOM AnarHoctukn CepBepa
Dr.Web Heobxoanmo BrIOUMTL paclimpeHme Dr.Web Server FrontDoor. s 31oro B
pa3zgene Konpurypauus Cepsepa Dr.Web, Ha Bknagke Mozyiu yctaHoBuTe daar
Pacwumpenue Dr.Web Server FrontDoor.

[na BO3MOXHOCTU MOAKIHOUEHUS YTUANTBI AUCTAHLIMOHHOM AnarHoctukn CepBepa
Dr.Web HeobxoanMmo, 4uTobbl AN8 agMUHKCTPaTOpa, KOTOPbIA NOAKNOYaEeTCs vepes
yTUANTY, BbINO pa3peLleHo npaso Mcnonb3oBaHue A0MONHUTE/IbHbIX BO3MOXXHOCTEMN.
B npotuBHom cnyuae goctyn k Cepsepy Dr.Web yepes ytnaunty gncraHumoHHoOM
AMArHOCTMKM ByaeT 3anpeLLeH.

UYT06b1 HaCTPOUTb NapamMeTpbl NOAK/IIOUEHUA YTUINTbI AUCTAaHLLMOHHOW ANarHOCTUKN
CepBepa Dr.Web

1.

BbibepuTe NyHKT AAMUHUCTPUPOBaHUE B r1aBHOM MeHt0 LleHTpa ynpaBaeHus, B OTKpbIBLUEMCS
OKHe BblbepuTe NyHKT ynpaB/stoLLero MeHo YaaneHHbi goctyn K CepBepy Dr.Web.

3azaiTe HaCTPOMKM NPOTOKOIA MNOAKNHOYEHWS:

e YcraHoBuTe ¢dnar Ucnonbsosatb TLS, UToObl pa3pelwnTb NOAKAHOYEHNE YTUANTDI
AUCTaHUMOHHOM amarHocTukm k Cepepy Dr.Web no npotokony TLS. Ecam dnar cHrT,
NoAKAtOYeHME ByAeT BO3MOXHO TONbKO Mo npoTtokoay TCP.

[Ana nogkntoueHuns no npoTtokony TLS 3asaliTe cnegyrolime HaCTPOMKM:

o Ceptudukar — daiin ceptndmrkata, KOTopbln OyaeT NPOBEPATLCA NPU NOAKAOUEHUM. B
BbIMajaroLweM Crncke NpUBOAATCA JOCTyMNHble cepTudukatsl 3 katanora Cepsepa Dr.Web.
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o 3akpbITbii KoY SSL — dain 3akpbIToro kaoua SSL, koTopbivi byaeT npoBepATbCS NpU
NoAKAtOYeHMW. B BbiNagatoLwemM cnvcke NpuBOAATCA AOCTYMHbIE 3aKpbITble KAoun SSL 13
kaTtanora Cepsepa Dr.Web.

s B none Knrou wnepoBaHua ana maHpatoB TLS-ceccum 3azaiite nyTb K Ganny katoya
wrdpoBaHua ans MaHaatoB TLS-ceccuid. Vicnonbayetcs Ans BO30OHOBAEHMS ceaHca TLS Ha
OCHOBE MaHAaToB ceccui (session tickets), kKOTopble LWNPPYHOTCA C MCNONb30BaHNEM
3a/laHHOTO K/oYa.

s CMUCcoK pa3pelleHHbIX WngpPoB — CTPOKA, ONpesensAtoLLas Cnmcok Wndpos 13 nakera
OpenSSL, pa3pelleHHbIX AN8 UCNO/b30BaHNA B COEAMHEHNAX C KaneHTaMu. Ecam octaButb
noJe nyctbiM, ByAeT Ncnosb30BaHO 3HaveHne DEFAULT, 4TO O3HayaeT
ALL: !EXPORT: !LOW: !aNULL: !eNULL: ! SSLv2.

3. 3apanTe HacTpoKKM MHTepderica ANs NOAKAOYEHMS:

e Appec — IP-agpec, npocnywmaemsblin co ctopoHbl Cepepa Dr.\Web ans nogkntoueHus
YTUAUTBI ANCTAHLMOHHOMW AMArHOCTUKM.

e Mopt — nopT, npocaywmBaembii co ctopoHbl Cepeepa Dr.Web ans nogkatoueHus ytmantbl
AVCTaHUMOHHOW AnarHocTuku. Mo ymonyaHuto ncnonbsyetcs nopt 10101.

Y106bI 4,06aBUTH eLle OANH UHTEPdENC ANA NOAKAOYUEHUSA, HAKMUTE 1 33JlalTe 3HaUeHNs
J106aBeHHbIX MONEN.

YT1o6bl 3aNpeTnTh NOAKAOUEHME NO 3aaHHOMY paHee uHTepdelcy, yaanuTe ero U3 Crmcka,
HaxaB ﬁ HanNPOTUB CTPOKM C 3TUM UHTEPdENCOoM.

4. Haxwmute kHOMNKy CoXpaHUTb.

| OnwvcaHve NCcnoib30BaHNA KOHCONbHON BEPCUN YTUANTBI AUCTAHLMOHHOW ANArHOCTUKM
: Cepsepa Dr.Web npveegeHo B sokymeHTe Mpunoxenms, B pasgene H7.3. Ytunuta
AVCTaHUNOHHON anarHoctuku Cepeepa Dr.Web.

10.5. Konpurypauua SNMP-arenta Dr.Web

SNMP-areHT Dr.Web npeaHasHaueH ans nHterpauum Dr.Web Enterprise Security Suite ¢ cuctemamu
CeTeBOro ynpaseHus nocpeactBomM npotokona SNMP. Takas nHTerpaLms no3BoaseT OTCIEXMBaTb
coctosiHne paboTbl komnoHeHToB Dr.Web, a Takxxe cobmpatb CTaTUCTMKY OBHapy>KeHWs 1
HeMTpaaM3aLum yrpos.

CucteMbl MOHUTOPUHIa nam ntobbie SNMP-meHegkepbl MmoryT obpaTtutbcst kK Cepeepy Dr.Web,
KOTOPbIA NPEAOCTaBAAET 3anpoLUEHHY MHGOpPMaL Mo nocpeactBom pacumpenms SNMP-areHTa
Dr.Web.

@ [ns o3HakomaeHus ¢ nHGopMaLwmein, koTopas MoXeT bbiTb NpegocTaBieHa SNMP-

: areHToMm Dr.Web, moxeTe Bocnoab3oBaTtbcs MIB, noctaBasemoin Bmecte ¢ CepBepom
Dr.Web. ®ain DRWEB-ESUITE-STAT-MIB. txt pacrnofaraercs B NoAkatajore etc
kaTanora yctaHoBku Cepsepa Dr.Web.
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& Yrobbl pazpewnts Cepepy Dr.Web obmeH nHpopmaLmen ¢ cucteMamm CeTeBoro

: ynpassieHus no npotokony SNMP Heobxoanmo BkatounTh pacnpeHmne SNMP-areHTa
Dr.Web. [ins storo B pasgene Kondpurypauma Cepsepa Dr.Web, Ha Bkragke Mogynn
yctaHoBute dnar Paciumpenne SNMP-areHta Dr.Web.

Yr106b1 HacTpOUTL NapamMmeTpbl noakatoueHus K SNMP-arenty Dr.Web

1.

Bbibepute nyHKT AAMUHUCTPUpPOBaHME B IMaBHOM MeHo LleHTpa ynpaBaeHus, B OTKPbIBLUEMCS
OKHe BblbepuTte NyHKT ynpasastowiero MmeHio Konpurypauus SNMP-areHta Dr.Web.

B nose CoobwecTBo 3asarTe nmsa coobuiectea SNMPv2c. Mo ymonyanuto public.
3asanTe HaCTPOMKM NHTepdenca Ana NOAKNFOYEHNS CUCTEM CETEBOTO yNpaBaeHWs:

e NnTtepdeiic — IP-agpec, npocnywmsaemsbiin co ctopoHbl Cepaepa Dr.Web ans BxoasLmx
COeAVHEHWI OT CUCTEM CETEBOTO YMpaB/eHUs.

e Mopt — nopT, npocnywmrBaembii co ctopoHbl Cepeepa Dr.Web ans BxoasLwmx coegnHeHn
OT CUCTEM CETEBOTO YrpPaB/IEHNS.

Y106bI 4,06aBUTH eLle OANH UHTEPdENC ANA NOAKAHOYUEHUSA, HAKMUTE 1 33JlaTe 3HaUeHNs
106aBIeHHbIX MONEN.

YT1o6bl 3aNpeTnTh NOAKIOYUEHME MO 3aaHHOMY paHee uHTepdelcy, yaanuTe ero U3 Crmcka,

HaxaB E HanNPOTUB CTPOKM C 3TUM UHTEPdENCOoM.

YcraHoBuTe dpnar PaspelwaTb AOCTYN TO/IbKO M3 JIOKa/IbHbIX ceTel, UToObl pa3peLmnTb
noakatouerve K SNMP-areHTy Dr.Web TonbKO 13 lOKaNbHbIX CETEN.

Mpw 3TOM 3anoiHMTe CNUCOK JI0OKa/IbHbIX aApPecoB, C KOTOPbIX pa3peLueHo NoAKArYeHme
cucTeM ceteBoro ynpasaeHus K SNMP-arenty Dr.Web.

Haxxmute KHomnky CoXpaHUTb.

10.6. Hactpouka pacnucanusa Cepsepa Dr.Web

Yr106bI HaCTPOUTBL pacnMcaHue BbiNMoJHEHUA 3aaaHni ana CepBepa Dr.Web

1.

BbibepuTe NyHKT AAMUHUCTPUPOBaHUE B 1aBHOM MeHt0 LleHTpa ynpaBieHus, B OTKpbIBLUEMCS
OKHe BblbepuTe NyHKT ynpasastolero MeHo MaaHupoBwuk 3agaHnin Cepeepa Dr.Web.
OTkpoetcs cnncok 3aganuii Cepsepa Dr.Web.

2. [lna ynpaBneHuns pacnvcaHnem UCnoJib3yroTCA COOTBETCTBYHOLLME 3/1EMEHTbI Ha NaHenu

NHCTPYMEHTOB!

a) O6Lyme 3neMeHTbI NMaHeNn MHCTPYMEHTOB CNy>KaT ANs CO3/aHNsA HOBbIX 3aaHN U
yrnpaB/eHNs pa3fenoM pacnucaHus B LenoMm. [JaHHble MHCTPYMEHTbI BCeraa AOCTYMHbl Ha
MaHEeIN UHCTPYMEHTOB.

+' [lo6aBuTb 3apaHNsA n3 pacnucaHms nNo yMmosiuaHuo — 06aBuUTb B TeKyLLee
pacnucaHve Bce 3aZiaun U3 pacnmcaHns no yMouaHuto. [pur 3TOM B CNYcKe COXPaHAROTCS
BCe TeKyLue 3aZaHns 1 A06aBAAIOTCA BCE 3aZaHNs U3 PacrimcaHms No yMoaYaHuio. 3agaHus
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13 pacnmcaHns No YMoYaHuo f06aBAastoTCA B IHOOOM Ciyyae, faxe ecau Tekyliee
pacnvcaHmne y>ke COAEPXKUT 3TN 3a4aHns (B UCXOA4HOM WM MOANDULMPOBAHHOM BUAE), B TOM
yMCne, NONHOCTLIO COBMAZAET C pacrMcaHMeM Mo YMOAYaHWIO.

‘@ YcTraHOBUTDL pacnuncaHne No yMmosl4YaHUK — YAaanTb BCE 3aaHNA U3 TEKYLLEro
pacnucaHna n yCtaHOBUTb pacnmncaHne 3ap,aH|A|71 no yMOJI4aHUHO.

@ PacnncaHue no YMONYaHUKO — 3TO CMUCOK 3ap,aHm7|, cOo3jaBaeMbIX Mpun ﬂepBMHHOVI

yctaHoBke CepBepa Dr.Web. [laHHOe pacnvcaHve He NOANEXUT U3MEHEHUIO.

B Co3paTb 3agaHue — 106aBUTb HOBOE 3asaHue. JJaHHoe aencTBme nogpobHO
OMUCbIBAETCA HWXKE, B NoApasaene Pegaktop 3asaHui.

L SKcnopTupoBaTb HaCTPOMKM U3 AlaHHOTO pa3jena B pann — 3KCNopTMPOBaTh
pacnuvcaHuve B dainn cneymanbHoro popmara.

E g MMmnoptupoBaTb HaCTPOIKM B AaHHbIW pa3aen n3 ¢pana — MMMNOPTUPOBATb

pacnuncaHne m3 c|>a|‘/'|na cneunanbHOro ¢OpMaTa.

VmnopTt cnncka 3aganunin gns Cepsepa Dr.Web B MnaHnpoBLymK 3agaHnin paboumx
CTaHUMIA 1 HA0BOPOT He JoMyCKaeTcs.

b) [ns ynpaBaeHus yxe CyLecTBYHOLLMMM 3aZaHNAMWN YCTaHOBUTE daarv HaNmPOTUB HY>KHbIX

3ap,aH|A|71 A B 3arojioeke Ta6J1I/ILI,bI And Bbl60pa BCex 3ap,aH|A|71 B Cnuncke. |_|pl/l 3TOM CTaHyT
AOCTYNHbI 3/IEMEHTbI NaHEeNN UHCTPYMEHTOB A4 ynpaBJieHNA Bbl6paHHbIMVI 3aJaHNAMMNL

Hacrpoiika JeiictBue

Cocroann Paspewntb AKTVBMPOBaTb BbINOJHEHWE BbIOpaHHbIX 3a4aHWI COTNacHO

e BbINOJIHEHUe 3aflaHHOMY AN HUX PaCMUCaHWIO, €CAN OHW Bblav 3anpeLLeHbl.
3anpetutb 3anpetnTb BbIMNOJHEHME BbIbPaHHbIX 3a4aHWi. [pu 3ToM
BbIMOJIHEHNE 3aflaHva OyaeT NpuUCyTCTBOBaTh B CMINCKE, HO He ByaeT

BbIMONHATLCA.

| AHasnorvyHas HacTpolika 3aZaeTcs B peAakTope 3ajaHus Ha Bkaagke O6wwme npu
: nomowy dnara Paspewintb BbINO/IHEHME.

Cepbe3Ho Cp,enarb OcyLlJ,ECTBVITb BHquepe,EI,HOVI 3anyck 3ajaHuna, eciun
CTb KpUTnyecKum BbINMONHEHNE AAHHOIO 3a4aHnA Obln10 nponyweHo no
pacnmncaHunto.
Cp,enarb He BbInoaHATL 3agaHme TONbKO B yKasaHHOEe A/1d4 HEero BpemA, BHE
KpUTnyecKum 3aBNUCMMOCTM OT TOrO, Obin nponylweH 3anyck 3ajgaHna nan
HET.
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AeiictBne

@ AHanornyHas HacTpolika 3ajaeTca B peJaktope 3ajaHuns Ha Bkiagke O6wme npu
: nomouwn ¢aara Kpuruueckoe 3agaHume.

| Ay6nuposatb
HaCTPONKN

] 3annaHupoBaTtb
NOBTOPHO

3 Ypanutb Bbi6paHHbIe
3apaHnA

BbinonHunTtb 3apaHne

Jybnnposatb 3aaHud, BolbpaHHbIe B CMCKe TeKyLLLero
pacnucaHus. MNpu 3agaHun gelictems Ay6anposatb
HaCTPOMKM CO3/at0TCA HOBbIE 3aZaHUNs C HAaCTPOMKamu,
aHaNIOrMYHbIMUN BbIBPaHHbIM 3a4aHUAM.

[na ogHOKpaTHbIX 3aaHN: BbIMOAHUTL 3ajaHne elle OANH
pa3 B COOTBETCTBUM C 3aZaHHbLIMWN Al HEFO HACTPOMKaM
BpeMeHW (M3MEHEHME KPaTHOCTN BbIMOJHEHNS 3ajaHNsA
OMKMCaHo HKXKe, B Noapasaene Pegakrop 3agaHunm).

y,ﬂ,afII/ITb Bbl6paHHOG 3aflaHne 13 pacnmcaHua.

BbINONHNUTL BbIBpaHHbIE B CMWCKE 3aJaHnsa He3aMeaNUTEeNbHO.
Mpwv 3TOM 3azaHune ByAeT 3anyLeHo, AaXe eCin OHO
3anpeLLeHo ANs BbIMOJAHEHMA MO PaCcnmnCcaHuio.

3. [nsa TOro yYtOOblI M3MEHWUTL NapaMeTpbl 3aAaHus, BbibepuTe ero B cnncke 3agaHuii. Mpwm atom
oTKpoeTcs OKHO PegakTop 3agaHui, on1caHHOE HIKE.

4. o OKOHYaHWK peaakTUPOBaHNUSA PacnMcaHNsa Haxkmute KHOMKY CoOXpaHUTb, YTOObI NMPUHATHL

M3MEHEHUA.

PepakTtop 3apgaHum

Mpy noMoLLM peaakTopa 3aaHni Bbl MOXeTe 3a/aTb HaCTPOMKK, UTOObI:

1. Co3paTtb HOBOE 3ajaHue.

,ﬂflﬂ 3TOTO HaXXMUTE KHOMKY @ CO3AaTb 3ajaHue Ha NnaHeanm NHCTPYMEHTOB.

2. OTpeaakTMpoBaTh CyLLeCTBYHOLLLee 3ajaHue.

[Ans 3TOro HaXXMUTe Ha Ha3BaHWe OAHOTO U3 3aJaHNIN B CNMCKE 3aJaHu.

Mpun 3TOM OTKPOETC OKHO peAakTMpOBaHWsA NapaMeTpoB 3afaHus. HacTponku 3agaHuns npu
pesakTMPOBaHUM CYLLLECTBYIOLLErO 3afiaHns aHalorMyHbl HAaCTPOMKaM MpuY CO34aHnM HOBOTO

3aaHuA.

@ 3HaueHuns noser, oTMeUEHHbIX 3HaKOM *, OXKHbI 6bITb 06A3aTe/IbHO 3a4aHbl.
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YTo6bI OTpeaaKTUpOBaTh NapameTpbl 3aAaHUA

1. Ha Bknagke O6wwme HacTponTe creayroLe napameTpbi:

¢ B none HasBaHue 33saliTe HavMeHOBaHMe 3ajaHus, NoJ KOTOPbIM OHO ByaeT oTobpaxaTbCs B
pacnmcaHuu.

e YctaHoBMWTE dGnar PaspewnTb BbiNo/IHEHME, YTOOb! akTMBUMPOBATb BbINOJHEHWE 3aaHWS.
Ecam dnar He ycTaHOBA€eH, 3asaHre ByaeT NpUCYTCTBOBATb B CMNCKE, HO He ByAeT BbINMOHATHCS.

| AHasornyHas HacTpolika 3afaeTca B /1aBHOM OkHe [naHMpoBLLYMKa NPY MOMOLL
: 3semMeHTa naHenn nHcTpymeHtos CocrosiHme.

e YctaHoBuTe dnar Kputnueckoe 3apgaHme, 4tobbl OCyLLECTB/IATL BHEOUEPEAHOW 3amycK
3a/laHus, eC €ro BbIMOJIHEHWE BblI0 MPOMYLLEHO B Ha3HAYeHHOEe BPEMS MO Kakon-anbo
npuymHe. MNaHMPOBLLUK EXXEMUHYTHO NPOCMAaTPMBAET CMIUCOK 3aZ,aHNl U, NPU 0BHapPY>KeHUN
NPOMYLLEHHOrO KPUTUYECKOTO 3aJaHus, OCYLLECTBAAET ero 3anyck. Eciv Ha MoMeHT 3anycka
3afaHve 6b110 NPOMYLLEHO HECKO/IbKO Pas, TO OHO BbIMOJIHATCA TObKO 1 pas.

l AHanornyHas HaCTpOI\/'IKa 3a/laeTca B rJlaBHOM OKHe nﬂaHI/IpOBLLI,VIKa npun nomMmoLyn
. 3/1IeMEHTa NaHean NHCTPYMEHTOB Cepbesuocrb.

e Ecnm dnar 3anyckaTb 3agaHMe aCMHXPOHHO CHAT, 3ajaHve byaeT nomMelleHo B 06LLyto
ouepeab 3asaHni MNaaHMPOBLLMKA, BbINMOJHAEMbIX NOCNeA0BaTENbHO. YCTaHOBMTe dAar, YTOObI
BbIMO/IHATL J@aHHOE 3aZaHMe napaielbHO BHE ouepeau.

2. Ha Bknagke AencrBue Bbibepute TN 3aZaHnNa 13 BbiNagaroLlero cnvcka JercTBue 1 HacTpowTe
napameTpbl 3agaHus, Tpebyemble A1 BbINOJHEHMS:

Tun 3apanna [lMapameTpbl N onucaHue

BbinonHeHmne ckpunra

3alaHne npesjHa3HavyeHo Ans BbINMOJHEHWUA Lua-ckpunTa, NPUBELEHHOrO B Nose
Ckpwnr.

ilf OpHOBpeMeHHOe BbINoJIHEHWEe 3a4aHuna Tna BbinonHeHne ckpunTa
£ Ha Heckonbkux Cepsepax Dr.Web, ncnonbsytownx ogHy bJl, moxet
MPVBOANTL K OLUIMOKaM BbINMOJHEHWA AaHHOrO 3ajaHua.

Mpw BbiNoAHEHMM Lua-CKpUNTOB agMUHUCTPATOP MOJyYaeT JOCTYN KO
Bcel danoBoi cucteme B npegenax katanora Cepeepa Dr.Web n
HEKOTOPbIM CUCTEMHbIM KOMaHZaM Ha KOMMbIOTEPE C
ycTaHoBneHHbIM CepBepom Dr.Web.

Y1o6bl 3aNpeTnTb AOCTYN K pacnmcaHunto, OTKAOUNTE NPaBo

PykoBOACTBO aAMMHMCTpaTOpa
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Tun 3agaHunA I'Iapamerpbl n onncaHme

PepakTupoBaHue pacnucaHusa Cepsepa Dr.Web g5
COOTBETCTBYHOLLEro agmMumHucTpaTopa (CM. n. AAMUHUCTPATOPbI U
aAMUHUCTPATUBHbIE FPYNMbl).

AOCTyngIe JINLLEH3NUN 3aKaHUYUNBalOTCA

3ajaHve npesHa3HavyeHo Ana oTnpaBku onoselleHnsa KosamuecTBo ctaHUui B
rpynne npuéamnikaerca K IML,EH3MOHHOMY OFPaHUUYEHUIO, eC/iv KOIMYECTBO
JINLEH3MI NO BCEM K/HOYaM, Ha3HaUYeHHbIM BbIGpPaHHbIM rpyrnnam CTaHLuii
3aKaHuMBaeTcs.

@ JIVLLEH3MOHHbIE K/IHOYW, Ha3HAYeHHble Ha BbIbpaHHbIe rpynmbl,
. MOTYT BbITb TakXKe Ha3HauYeHbl Ha Apyrne o6beKTbl
JNIMLIEH3NPOBaHMA.

Heobxoanmo 3asaTb cregyrolme napameTpbi:

e KonnuecrBo AOCTYNHbIX IMLEH3UIA — MaKCMMalbHOE KOMYECTBO
OCTaBLUMUXCA ANLIEH3WI B IMLIEH3MOHHBIX KIOYaxX, Ha3HauYeHHbIX Ha BblbpaHHble
rpynnbl, NPy KOTOPOM aAMUHUCTPATOPY ByAeT OTNPaBAATLCA OMOBELLeHMe.

o I1pou,e|-rr AOCTYNHbIX JIVII.I,eHBVIFI — MaKCUMabHbIM NPOLEHT OCTaBLUNXCA
J'IVILLGH3I/II7I B IMLUEH3NOHHbIX K/KOYaX, Ha3Ha4YeHHbIX Ha Bbl6paHHbIe rpynnbl,
Nnpn KOTOPOM aAMUHUCTPATOPY 6yAET OTNPaBAATbLCA OMNMOBELLEHUNE.

e Ipynnbl — cnvcok rpynn, koTopble 6yAyT NPOBEPATHCA Ha KONNYECTBO
OCTaBLUMXCA ANLIEH3MI. A BbIGOpa HECKOAbKUX FPYMNM UCMO/b3YINTe KHOMKM
CTRL v SHIFT.

3ameHa k/o4va wngpposaHus

3asaHve npeHa3HauyeHo /i NeproANYECcKON 3aMeHbl CeayOLLNX
WNHCTPYMEHTOB, 0becrneumnBaroLLmx LWndpoBaHMe MEXAY KOMMOHEHTaMU:

e 3aKpbITbIV KNtOY drwesd.pri Ha CepBepe Dr.Web,
e OTKPbITbIN KU * . pub Ha paboumx CTaHuusX,

e ceptudukaTt drwcsd-certificate.pem Ha paboymx CcTaHLMAX.
Mockonbky HekoTOpble paboumre CTaHUMM MOTYT OKa3aTbCA BblIKIFOUYEHbl Ha
MOMEHT 3aMeHbl, mpoueaypa AeNNTCA Ha ABa 3Tamna. Heo6xop,vuv|o CO34aThb ABa
3a/,aHuA 4/ BbIMOJIHEHUS KaXX40ro U3 3TUX 3TarnoB., Npu 3TOM BTOPOW 3Tan

peKkoMeHAyeTCs BbINOAHATL CYCTA HEKOTOPOe BpeMs Mocie NepsBoro sTtana, 3a
KOTOpoOe CTaHLMKN HaBepHska nogknroyatcs kK Cepsepy Dr.Web.

I'Ipm CO34aHun 3ajaHnA Bbl6epV|Te COOTBETCTByI-OLU,VIVI 3Tan M3 BbiMadakoLllero

PykoBOACTBO aAMMHMCTpaTOpa



A7

-
$

A
d
A

FnaBa 10: Hacrpoiika Cepsepa Dr.Web

Tun 3agaHus I'Iapamerpbl n onncaHme

Ccnncka:

e [lo6aBneHne HOBOro KJIloUa — MePBbIN 3Tan NpoLesypbl, Ha KOTOPOM
CO3/aeTCs HOBas HeakKTVMBHasA Mapa Karouyern WndpoBaHna 1 ceptndukar.
CTaHUMM noayYatoT HOBbIM OTKPLITLIA KAHOY U cepTUdUKaT, Koraa
noakntoyatorca k Cepsepy Dr.Web.

e YpaneHue CTaporo K/rua 1 nepexos Ha HOBbIM KJIOU — BTOPOM 3Tar, Ha
KOTOPOM pabouure cTaHLMK MHOOPMUPYIOTCA O Nepexose Ha HOBbIE KUY
wndposaHma 1 ceptudumkat, NoOcae Yero oCyLecTBAAETCA 3aMeHa
[EeNCTBYIOLLMX MHCTPYMEHTOB Ha HOBbIE: OTKPbITbIE KAHOUM U cepTUdmKaT Ha
CTaHLMAX U 3akpbITbi Koy Ha Cepsepe Dr.Web.

Te cTaHUMK, KOTOPbIEe MO KaKUM-IMB60 NPUYMHAM He MONYYMUAN HOBble OTKPbITbIV
KNtoY 1 cepTndumKkat, He cmoryT nogknrountbes k Cepeepy Dr.Web. Ans
paspelleHns JaHHOW Npob6ieMbl HEOOXOAMMO BPYUHYHO MOAJOXNUTb HOBbIN
OTKPbITbIN KAOY U cepTUdUKAT Ha CTaHUMKM (C NpoLiesypoV 3aMeHbl Karoya Ha
CTaHLMM MOXHO O3HaKOMUTbCA B AokyMeHTe Mpuaoikenuns, B pasjene

NoakntoveHve Arerta Dr.Web k apyromy Cepsepy Dr.Web).

3anucb B ¢ain XXypHana

3asaHve npegHasHadeHo s 3anucn B dalin otyeta Cepeepa Dr.Web 3azaHHonm
CTPOKM.

CTpOKa — TeKCT COO6L1J,€HVIH, 3anncbiBaeMoOro B Cl)al‘/llfl oT4yeTa.

3anyck nporpamMmbl

3afaHvie npeAHa3HayYeHo s 3anycka NPoun3BOJIbHON MPOrpPamMMmsl.

@ Mporpammel, 3anyLieHHble B pamKax JaHHOrO 3ajaHus,
: BbIMOJHAOTCA B @OHOBOM peXXMMe.

Heobxoanmo 3asaTb cregyrolime napameTpsbi:

¢ B nose MyTb — nosnHoe ums (c nyTem) ncnosHsemoro Gania nporpaMmsl,
KOTOPYIO npejrnonaraeTcsa 3anyckatb.

e B nose AprymeHTbl — napameTpbl KOMaHAHOW CTPOKW A/1f 3anyckaeMon
nporpammei.

e YcraHosuTe ¢pnar Oxxuaartb 3aBepLUEHNA NPOrpamMmbl 418 OXUAAHNA
3aBepLUeHNA NporpamMmMbl, 3anyLLieHHONM AaHHbIM 3agaHuneM. [Npu aTom Cepsep
Dr.Web npoTtokonanpyeT 3anyck nporpaMmbl, Ko Bo3BpaTa v Bpems
3aBeplueHuns nporpammbl. Ecan ¢paar Oxxnpath 3aBeplLUeHMA NPOrpamMmbl
CHAT, 3a/laH1e cYMTaeTCa 3aBepLUeHHbIM cpasy nocae 3anycka nporpammbl, 1
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Tun 3agaHus I'Iapamerpbl n onncaHme

Cepsep Dr.Web npoTokonvpyeT To/IbKO 3amnyck NporpamMmbl.

OKOHuaHune CpOKa AEFICTBVIH JINUEH3NOHHOro KJsiroua

3ajaHve npesHa3HavyeHo A/iA Bblaun OnoBeLeHns 06 OKOHYaHUN Cpoka
JAEVCTBUA NNLLeH3UN Ha npoaykT Dr.Web.

HeobxoavmMo 3azate Nepuos A0 OKOHUYAHWUSA CpOKa AeNCTBUSA NNLEH3NM, HaUMHas
C KOTOpOro byaeT BblfaBaThbCs HaNMOMUHaHMe.

O6HoB/IeHNe peno3nTopus

3afaHvie npeAHa3HayeHo Ans 3anycka O6HOBAEHWS MPOAYKTOB PENoO3nTopums C
BCO.

Heobxoanmo 3agath cregytolime napameTpsi:

e B cnvcke MpoayKT ycTaHOBUTE G1arn HaNnpPOTMB TEX MPOAYKTOB PEMO3UTOPKS,
KOoTOpble byayT OOGHOBAATLCA COrNAacHO 3TOMY 3aZaHuHo.

e YcrtaHoBuWTe Gnar OBGHOBAATL NNLLEH3UOHHDbIE KJIOUM, YTOObI aKTMBMPOBATH
npoueaypy aBTOMaTMUYeCKoro 06HOB/IEHUS JIMLEH3VOHHBIX KAOUel npu
o6HoBeHWM peno3utopus. MoapobHas nHbopMaLms NpuBeseHa B pasgene

ABTOMaTM4Yeckoe 06HOBAEHUE NNLIEH3NN.

OcraHoB CepBepa Dr.Web
3ajaHve nNpeAHasHayeHo Ans 3aBeplueHus paboTbl Cepsepa Dr.Web.

3anyckaeTcs 6€3 JONOHUTE/bHBIX MapPaMeTPOB.

OTnpaBKa coobLeHnsa Ha CTaHLMIO

3a,£|,aHV|e npegHasHa4yeHo Anda OoTrnpaBkKy NMPOM3BOJbBHOTO COO6LLI,eHl/I‘r'|
NnoJib30OBaTeNAM CTaHUUW UIW TPYNMbl CT&)HLLI/IVI.

Hactpoiikn coobuieHns npusesgeHsl B pasgene OTnpaska COOOLLEHWUN CTaHLASM.

Ouncrka 6a3bl JaHHbIX

3azaHue npegHa3HavyeHo Ans COopKnU 1 yaaneHns HeMCnoib3yemMblx 3anuncen B
6a3e gaHHbix CepBepa Dr.Web nocpeactBom BbINOAHEHUS KOMaHAb! vacuum.

3anyckaeTcs 6€3 JONOHUTE/IbHBIX NMapPaMeTPOB.

PykoBOACTBO aAMMHMCTpaTOpa
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Ouncrka HeoTnpaBJ/iIeHHbIX cobbiTUM

3aZiaHue npesHa3HauyeHo ANs yAaneHUss HEOTNPaBAEHHbIX COObITUIA U3 6a3bl
JaHHbIX.

Heobxoanmo ykaszaTb nepuog XpaHeHWs HeoTrnpaB/eHHbIX COBbITUI, MO
NCTEYEHUN KOTOPOTO OHU BYAYT yAANATLCA.

34ecb UMerTCs B BUAY CObObITUSA, NepesaBaemMble NogunHeHHbIM CepBepom
Dr.Web rnasHomy CepBepy Dr.Web. MNpn HeysauHoW nepesaye cobbITUA, OHO
3aHOCUTCA B CMMUCOK HeoTnpaeHHbIX. [TogunHeHHbIi Cepeep Dr.Web ¢
3a/,@aHHOM NepPUOAMNYHOCTBIO OCYLLECTBASET NOMbITKM Nepedaun. Mpu
BbIMNOJIHEHWM 3ajaH1s OUMCTKa HeOTNpPaBJ/IeHHbIX COBbITUM OCYLLeCTBASETCS
yAaneHne Bcex COObITUN, ANNTENBHOCTb XPaHEHMSA KOTOPbIX AOCTUTAA U
npeBbICUNa 3a/jaHHbIA MEePUOA.

Oumcrka cTapbix 3anucei

3asaHve npegHasHaveHo A1 yAaneHus yctapeBLllen Hpopmaumm 13 6asbl
JaHHbIX. TUNbl yaanseMblx 3anucen NpuBeAeHbI B NapamMeTpax 3aZaHumsl.

HeobxoanMo ykaszaTb KOMYECTBO AHEN, MO NCTeUYEeHUN KOTOPbIX 3anucun B 6ase
AaHHbIX NpU3HatoTcsA cTapbiMu 1 yaanstotcsa ¢ Cepsepa Dr.Web.

I'Iepmo,u, yaaneHna AaHHbIX 3a4a€TcAa AS1A Ka>KA0ro Tuna 3anvcen B OTAE/IbHOCTW.

Ouncrka CTapblIX CTaHI.I,VIVI

3asaHve npegHasHavyeHo A5 YAaneHns ycTapeBLUUX CTaHL M.

HeobxoanmMo ykaszaTb BpeMeHHOW nepuog (Mo ymondaHuto 90 aHel), B TeueHne
KoToporo He nocelaslimre Cepsep Dr.Web cTaHLmm npu3HatoTcs cTapbiMu u
nepemMeLlatoTcs B rpynny aHTuBupycHon cetn Deleted. OkoHuaTtenbHoe
yAaneHne Taknx cTaHumin n3 6asel gaHHbix Cepepa Dr.Web 6yzet npounsseseHo
npwv BbINMOJHEHUN 3aaHns OuncTKa cTapbIX 3anucen (CPoK yAaneHns cTaHLmn
n3 rpynnel Deleted 3azaetcs B napameTpax 3azaHns OumcTKa cTapbix 3anuce
415 TVNa YpaaneHHble CTaHLUM V1 OTCUUTLIBAETCS C MOMEHTa NepeMeLleHmns B
rpynny Deleted).

Crapble faHHble aBTOMaTUYECKM YAaNAroTCsA U3 6a3bl JaHHBIX C LIeNbl0 SKOHOMUM
[AMCKOBOTO NpocTpaHcTBa. Mo ymonvaHuto nepuog Ans 3ajaHuii OumMcrka crapbix
3anuceit 1 Ouncrka crapbix cTaHUM coctaBaseT 90 gHeNn. YMeHbLleHne 3Toro
napameTpa NpUBOAUT K MEHbLUEN pernpe3eHTaTUBHOCTA HaKOMIEHHOW CTaTUCTUKN O
paboTe KOMMOHEHTOB aHTUBUPYCHOW CEeTU. YBeMYeHne napamMeTpa MoXeT
cepbe3Ho yBennuuntb notpebHocTb Cepaepa Dr.Web B pecypcax.

PykoBOACTBO aAMMHMCTpaTOpa
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OuucTKa ycTapeBLUMX cOObLeHN

3afaHve npesHasHavyeHo Aid yaaneHns ns 6a3bl JaHHbIX CAeAyroLLNX
COoObLEeHN:

e areHTCKME OMOBELLEHMS,

e OMoOBELlEHNS AN BeO-KOHCOoN,

® OTYEeThbl, CO34aHHbIE NO pacnCaHnIO.

|_|pl/l 3TOM YAaNnAaroTCA COO6LLI,eHl/I‘r'|, NnoMeYeHHble KaK yCTapeBLline, T. €.
COO6LLI,eHI/IF| C NCTEKWMM CPOKOM XpaHeHWUA, KOTOprI\/'I Bbl MOXETE HAaCTPOUTL:

e /119 OMOBELLEHWIA: MPU CO34aHMM OMOBELLLEHWI AN COOTBETCTBYHOLLENO
cnocoba oTnpasku (cM. N. KoHdurypaums onoseleHnii).

® 114 OTYETOB: B 3a4aHWUN Ha CO3JaHne OTYETOB.

3agaHvie 3anyckaeTcs 6e3 AOMONHUTEbHBIX MapaMeTpoB.

Mepesanyck CepBepa Dr.Web
3asaHve npegHasHaveHo ans nepesanycka Cepeepa Dr.Web.

3anyckaeTcs 6e3 AONONIHUTENbHbIX MapamMeTpoB.

Mpob6yxxaeHne ctaHUUiA

3ap,aHV|e npegHasHa4yeHo AnAa BKIKOYEHUA CTE\HLI,VIVI, Hanpumep, nepej 3anyckom
3aflaHnA Ha CKaHUpOBaHUeE.

BkatouaemMble CTaHLMM 3a4ak0TCsA NPV MOMOLLM CEAYHOLLMX NapamMeTpoB
3aZaHus:

e BbyanTb Bce cTaHUUM — NpeanncbiBaeT BKAKOUNTb BCE CTaHLUN,
nogkatoyeHHble K gaHHomMy Cepsepy Dr.Web.

° Byp,MTb CTaHUMM NO 3ajaHHbIM NapamMeTpamMm — npeanncbiBaeT BKJIHOYUTb
TONbKO CTaHUMWN, COOTBETCTBYHOLLME YKAa3aHHbIM HUXE MapamMeTpaMm:

o IP-appeca — cnucok IP-agpecoB cTaHLMIA, KOTOpPblE HEOBXOAUMO
BKAOUUTL. 3agaeTca B popmate: 10.3.0.127, 10.4.0.1-10.4.0.5, 10.5.0.1/30.
Mpw 3agaHnn cNncka afpecoB UCMOb3YITe 3anATY0 UKW Nepexos Ha
HOBYIO CTPOKY B KauecTBe pasgenntens. Takke IP-agpeca MOXHO 3aMeHATb
Ha DNS-nmeHa KOMMNbHOTEPOB.

s MAC-agpeca — crnvcok MAC-asapecoB CTaHLMIi, KOTOpble HEOOXOANMO
BkAtoumnTb. OkTeThl MAC-agpeca pa3gensatotcs 3Hakom "' Mpu 3agaHnm
Cnuncka ajpecoB MCMOJb3yTe 3ansATyr0 UK Nepexos Ha HOBYH CTPOKY B
KauecTBe pasgenvrens.

PykoBOACTBO aAMMHMCTpaTOpa
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o Fpynnbl — CAWCOK rPynn, CTaHLMN KOTOPbIX HEOBXOAMMO BKIHOUMNTD.
Y106bl N3MEHUTb CMNCOK FPYMM, HaXXMuTe KHOMKy PepakTupoBartb (1Mau
naeHTMdMKaTOPbI TPYMM, €CAN TPYMMbl YXKe 3ajaHbl) U BblbepuTe Hy>Hble
rpynmbl B OTKPbIBLLEMCA OKHe. [l Bbibopa HECKONBbKMUX TPyMmn UCMNo/b3yinTe
kHonkm CTRL v SHIFT.

ilf [ns BbINONHEHUS AAaHHOTO 3aJaHNS HA BKAHOUAEMbIX CTaHLMAX
: [O/IKHbI BbITh YCTAHOB/IEHBI CETEBbIE KapTbl C MOAAEPXKKOA OMLMM
Wake-on-LAN.

Moaaep>kky onumn Wake-on-LAN Bbl MOXeTe NpoBepPUTL B
AOKYMEHTaLMW K CeTEBOW KapTe WU B CBOWCTBAX CETEBOM KapThl
(MaHenb ynpaeneHna — Cetb n NiHTepHet — CeteBble
nogkaoueHna — Hacrpoiika napameTpoB NOAK/IIOUEHNA —
Hactpoutb — [lononaHutensHo, A1 cBorcTea MpobyxaeHune ¢
nomouwbio Magic Packet 3azatb 3HaueHne — BkaroueHo).

PesepBHOe KONMMpPOBaHME KPUTUUHDbIX AaHHbIX cepBepa

3asaHve npeAgHasHavyeHo A8 CO3aHNA Pe3epPBHON KOMUK CefyoLwmnx
KpUTMYHbIX gaHHbIX CepBepa Dr.Web:

e 6asza JaHHbIX,
e JINLEH3VOHHbIV KNHOUEBON halin,
e 3aKpPbITbIV KIHOY LWKbpPOBaHWS.

Heobxoanmo 3asath cnegytolne napameTpsbi:

e MyTb — NyTb K KaTaNory, B KOTOPbIN OByayT COXpaHeHbl AaHHble (MYCTON NyTb
O3Ha4vaeT KaTaor Mo yMOaAYaHuIo).

¢ MakcumanbHoe KOIMUYeCTBO KOMUW — MaKCHMasibHOe KOMYeCcTBO
pe3epBHbIX KOMWi (3HauyeHne O 03HayYaeT OTMEHY 3TOr0 OrpaHNYeHus).

MoapobHee cm. B fokymeHTe MpuaoxxeHus, n. [lpunoxeHne 33.5.

ilf KaTanor ans pesepBHOro KOMMpoBaHUA JOKeH ObITh MycT. B
£ NMPOTVBHOM C/lyyae COAep>XKMMOe kaTasora byAeT yaaneHo npu
BbIMOJIHEHWM PE3EePBHOr0 KOMMPOBaHUA.

Pe3sepBHOe KONMpoOBaHMe peno3uTopus

3ajaHve NpeAHa3HayYeHo A NePUOANYECKOrO COXPaHEHUs Pe3epBHbIX KOMUNA
penosmTopus.

PykoBOACTBO aAMMHMCTpaTOpa
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MapameTpbl 1 onucaHune

Heobxoanmo 3asaTb cregytolme napameTpsbi:

e MyTb — NOAHBIA NYTb 4O KaTasora, B KOTOPOM BYyAeT COXpaHATbCA pe3epBHas
Konus.

e MakcumasibHOe KO/IMYeCTBO KON — MaKCMMaibHOEe KONMYEeCTBO
pe3epBHbIX KOMui Peno3nTopunA, CoOXpaHAaeMblX 3aJaHNEM B YKa3aHHOM
KaTtajsore. |_|pl/l AOCTUXKEHUN MaKCUMaNbHOIo KoJin4yecTtBa Konum penosntopus,
4NA COXpaHeHNA HOBOW KoMK, yAanaetca CamMad Ctapad U3 MMerLWnXca
Konumn.

e O6nactb penosnTopua onpegenseTt, kakon 610Kk MHGopMauum ob
aHTUBUPYCHOM KOMTMOHEHTE BYAeT COXPaHATLCA:

o Becb penoswropuifl — COXpPaHATb BCE PeEBU3UN N3 PENO3UTOPUA, 414 TEX
KOMMOHEHTOB, KOTOPble Bbl6paHbI B CMMCKe HKXKe.

o TonbKO Ba)kHble peBuU3nun — COXpaHATb TOJIbKO PEBU3NUN, MOMEUEHHbIE
KaK Ba>XHble, N4 TeEX KOMMNOHEHTOB, KOTOpPbIE Bbl6paHbI B CMMCKe HKXKe.

o Tonbko KOHPUrypauuoHHble ¢aitibl — COXPaHATb TONbKO
KOHOUrypaLMoHHble Galisibl TeX KOMMNOHEHTOB, KOTOPble BblIOpaHbl B Crivcke
HUXKe.

e YcTaHOBMWTE parv HanpoOTUB KOMMOHEHTOB, BblbpaHHble 061aCcTV KOTOPbIX
6yay coxpaHATbCH.

ili KaTanor ana pesepBHOro KONMMpoBaHUA JOKEH ObITb MycT. B
£ MPOTVBHOM C/ly4ae COAep>KMMOe KaTanora byaeT yaaneHo npu
BbIMOJIHEHVN PE3EePBHOrO KOMMPOBaHUA.

CuHxpoHusauumsa c Active Directory

3ajaHve npegHasHauyeHo A1 CUHXPOHM3aLMN CTPYKTYPbl CETU: KOHTeHepbI
Active Directory, cogep>aline KOMMbrOTePbI, CTAHOBATCA rpynnamu
aHTVIBUPYCHOW CeTW, B KOTOpble MoMeLlatoTca paboume cTaHLmm.

Heobxoanmo 3agatb cregytolime napameTpsi:

o KoHTtponnep Active Directory — koHTposnep Active Directory, Hanpumep,
dc.example.com.

¢ PerncrpaumoHHoe nma — permcrpaLmoHHoe nma noab3osatens Active
Directory.

e Maponb — naponb nosnb3oBaTens Active Directory.

| Ans Cepsepos Dr.Web nog OC Windows HacTpoiku He
oba3aTenbHbl. B kKauecTBe perncTpaumoHHbIX AaHHbIX MO YMOAYAHWIO

PykoBOACTBO aAMMHMCTpaTOpa
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MCNONb3YHOTCA AaHHble NMOJb30BaTeNs, OT UMEHWU KOTOPOrO 3anyLueH
npouecc Cepaepa Dr.Web (kak npaBuio LocalSystem).

Ana CepsepoB Dr.Web nog OC cemenctea UNIX HacTponkn AoKHbI
6bITb 06513aTE/IbHO 3aZaHbl.

e B BbiMagatowem cnncke 3awmra coefMHeHUs BbiGepuTe TUM WNGPOBAHHOMO
obmeHa AaHHbIMU:

o STARTTLS — nepek/itoueHre Ha 3alLnLLEHHOE COeANHEHNE
ocyuiecTBaneTca yepes koMmaHay STARTTLS. Mo ymonyaHuio ana
CcOoefVHeHVsA npesycMaTpuBaeTcs ncnosb3oBaHue 25 nopTa.

o SSL/TLS — OTKpbITb OTAENbHOE 3alMLeHHOe WINdPOBAHHOE COeANHEHNME.
Mo ymonuaHUio Ana coeaHeHVsa npesycMaTpuBaeTcs ncnosb3oBaHue 465
nopra.

o Her — He ncnonb3osath WwWndposaHme. ObMeH gaHHbIMU ByaeT
MPOUCXOAUTb MO HE3ALMLLEHHOMY COEAUHEHMIO.

CD Mo YMOJIHaHUKO AaHHOE 3ajaHne OTKJIHYEHO. ,ﬂflﬂ akKTnBaunm

. BbIMONHEHWNA 3ajaHNA YCTaHOBUTE OMUWIO Pa3peu1wrb BbliNnoJ/iHeHne
B HaCTpOVIKaX 3aiaHNA AN Ha NaHe/In MHCTPYMEHTOB KaK OMMCaHo
BblLLUE.

Cocepgnuin Cepeep Dr.Web paaBHO He nogktouanca

3afaHve npeAHa3HayYeHo AN BblAaym OMOBELLEHMSA O TOM, YTO CoceaHme
Cepsepbl Dr.Web gaBHo He nogkntouannck Kk gaHHomy Cepsepy Dr.Web.

HaCTpOVIKa OTO6pa>KeHVI‘r'| OnoBeLleHA OCyLecCTB/IAETCA B pa3jene

KoHdurypalima onoselleHnin npy noMolm nyHkta CocegHMin cepBep AaBHO He
noaK/toyancs.

B nonax Yacos 1 MuHyT 3asalitTe nepunopl BPEMEHW, MO UCTEYEHMUN KOTOPbIX
cocegHuin Cepeep Dr.Web byaeT cumtaTbcsa JaBHO He MOAKIOYABLLMMCS.
CraHuMA faBHO He NoAaK/loUYanachb

3agaHve npeHasHayeHo /11 BblAayy OMOBELLEHUA O TOM, YTO CTaHLMN JaBHO
He noAkatoYannch k gaHHomy Cepsepy Dr.Web.

HacTtpoiika oTobpakeHWs OMOBELLEHNS OCYLLECTBAAETCA B pasjene

KoHdurypalims onoseLleHnin Npy NOMOLLM NyHKTa CTaHLMA AaBHO He

nogkJoyanacb K cepsepy.

PykoBOACTBO aAMMHMCTpaTOpa
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B none AHen 3azaviTe Nepuos BPEMEHW, MO UCTEYEHMM KOTOPOTO CTaHums byaeTt
CUMTaTbCA JABHO HEMOAKNHOYaBLIENCA.

CO3AaHVIe CTaTUCTUUECKOro oT4yeTa

3afaHvie npeAHa3HayeHo ANA CO3jaHNA OTYEeTa CO CTaTUCTUYECKUMW AaHHBIMU
Mo aHTUBMPYCHON ceTw.

[na BO3MOXHOCTU CO3JaHnA OTYeTa HEOOXOAMMO, YTOObI ObINO BKAHOUEHO
onoselleHne CTtaTucTuyeckuin otyet (cm. n. KoHpurypalma onoseLeHunm).
Co3faHHbIV OTYET CoOXpaHAeTCA Ha KOMMblOTEpe C yCTaHOB/eHHbIM CepBepoMm
Dr.Web. MonyueHne otyeta 3aBUCUT OT TMa OMOBELLEHNS:

° ﬂ'ﬂﬂ MeTOAa OTrnpaBKn COO6LLI,eHl/IF| 3neK'rp0|-||-|a;| noyTa: Ha ajpec no4vTtoBoro
AWlNKa, 3a4aHHOIO B HaCTpOVIKaX onoselweHnda, oTnpaBaaeTca nMCbMo Co
CCbIIKOM Ha MECTOMOIOXEHME OTUETA N CaM OTUET BO BJOXKEHUAX K nncbmy.

° ,ﬂ'flﬂ BCEX OCTaNbHbIX METOLOB OTMPaBKN: OTNPaBAAETCA COOTBETCTBYHOLLEE
onoeelweHne, KoTopoe CoAepP>XNT CCbINKY Ha MeCTOMONOXKEeHNEe OTHeTa.

[ns co3paHuns 3agaHnsa B pacnvcaHun HeobxoaMMo 3ajaTb Clesytolume
napameTpbl:

¢ Mpodunan yBegomneHnii — Ha3BaHve rpynmnbl ONOBELLEHWUIA C HACTpoOKamy,
CornacHo KOTopbIM ByaeT co3AaBaTbCs OoT4eT. Ha3BaHMe 3arosoBka 3ajaeTcs
npw CO34aHNN HOBOW rPYMMbl ONMOBELLLEHNUN.

o f3bIK oTUeTa — fA3blK, HAa KOTOPOM OYAYT NpeACTaB/eHbl JaHHblE B OTYETE.
e ®opmat pgatbl — popmart, B KOTOPOM ByzeT oTobpaxkaTbCs cTaTucTuyeckas
MHPopMaLuma, cogepxkallas aaTbl. JOCTynHbl cnegyrowme dopmaThbl:
o eBPOMencKnin: DD-MM-YYYY HH:MM:SS
= aMepuKaHCKWA: MM/DD/YYYY HH:MM:SS

e ®opmat otueta — GopmMaT AOKYMEHTA, B KOTOPOM ByaeT coxpaHeH
CTaTUCTUYECKNIA OTYET.

e OTuUeTHbI Nepuog — nepuos BpeMeHM, CTaTUCTUYECKNE JaHHble 38 KOTOPbIN
6yAyT BHECEHbI B OTYET.

e Ipynnbl — CNUCOK rpynn cTaHWUmMi aHTUBUPYCHOW CETH, JaHHble O KOTOPbIX
6yayT 3aHeceHbl B oTYeT. [ns BbibOpa HECKONbKUX TPYMM NCMOb3YyTe KHOMKK
CTRL nawn SHIFT.

e Tabaunubl oTUeTa — CMUCOK CTaTUCTUUYECKUX TabaunL, JaHHbIe N3 KOTOPbIX
byAyT 3aHeceHbl B oTueT. [l1a Bbibopa HECKO/IbKMX TabauL, UCNOob3yiTe
kHonkn CTRL nawn SHIFT.

e CpoK XpaHeHUsl oTUeTa — BPEMEHHOW MepUoL XpaHeHUs oT4veTa Ha
KOoMMbloTepe ¢ ycTaHoBneHHbIM Cepeepom Dr.Web, HaunHas ¢ MomMeHTa
CO3/aHnA oTyeTa.

PykoBOACTBO aAMMHMCTpaTOpa
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3. Ha BK/1aaKe BpeMﬂ HaCTpOI\/JITe aiegyrouimne napameTpbl:

¢ B Bbinagatowem cnvcke MepuoanUHOCTb BbibepurTe pexxnmM 3anycka 3afaHus 1 HacTponTe
Bpems B COOTBETCTBUW C BbIBpaHHOM NepUOANUYHOCTLHO:

Pexxum 3anycka

3aBepuatroLuee

CrapToBoe

Yepesz N muHyT
nocsie UCXOAHOro
3agaHnA

E>xeaHeBHO

E>xemecauHo

E>xxeHepenbHO

E>xeuacHo

Kaxxable N munyt

MapameTtpbl U onncaHue

3azaHue byzeT 3anyckaTbCs Npu 3aBeplueHun pabotsbl Cepeepa Dr.Web.
3anyckaeTcsa 6e3 AONOAHUTENbHbIX NapaMeTPOB.

3agaHue byaet 3anyckaTbca npu 3anycke Cepsepa Dr.Web.

3anyckaeTca 6€3 JONONHUTENbHbIX MapamMeTpoB.

Heobxoammo BbibpaTh B BbinagaroLlem cnuncke McxopgHoe 3apgaHue 1O
3aj,aHre, OTHOCMTENbHO KOTOPOro yCTaHaBAMBaETCA BPEMSA BbIMOJHEHUA
TeKyLlero 3agaHus.

B none MuHyTa 3asaiite nam BoibepuTe M3 NpesiaraeMoro crnmcka
KOJIN4YyecCcTBO MWHYT, KOTOpOG AOJI>XKHO I'IpOI\/‘ITVI nocine BblIMNOJHEHNA
MCXOAHOrO 3aAaHms, YTobbl HaYa 0Ch BbIMONHEHWE PEAAKTUPYEMOTO
3aZaHus.

HeobxoarMo BBECTU Yac U MUHYTY — 3ajaHune byaeT 3anyckaTbCs
eXeJIHEBHO B yKa3aHHOe Bpems.

Heobxoanmo BbIbpaTh UMCAO (4eHb MecsLa), BBECTU Yac U MUHYTY —
3ajaHuve byaeT 3anyckaTbCs B 3alaHHbIN JeHb MecsLa B yKa3aHHOE BpeMsl.

Heobxoanmo BbibpaTth AeHb HeAenn, BBECTU Yac U MUHYTY — 3ajaHue
OyzeT 3anyckaTbCA B 3aJj@aHHbIN AeHb HeJenn B ykazaHHoOe Bpems.

Heobxoanmo BBecTn uncno ot 0 fo 59, 3azatollee MUHYTY KaXkaoro yaca, B
KOTOpYyto ByzeT 3anyckaTbcs 3ajaHue.

Heobxoavnmo BBecTn 3HaueHve N ana 3aaHnsa BpEMEHHOro MHTepBana
BbINOJHEHWSA 3ajaHuA.

Mpun N paBHOM 60 nan 6onblue 3agaHne byaeT 3anyckaTbcsa Kaxzable N
MuHYT. Mpn N MeHblwe 60 3agaHne ByaeT 3anycKaTbCa B KaXAYH0 MUHYTY
yaca, kpatHyro N.

e YcTaHoBMWTE Gnar 3anpeTUTb NOc/ie NepBoro BbINOJAHEHUA A5 OLAHOKPATHOrO BbIMOJHEHWS
3aflaHns B COOTBETCTBUM C YKa3aHHbIM BpemeHeM. Ecan dnar cHAaT, 3agaHve byaert
BbIMNOJIHATLCS MHOTOKPATHO C yKa3aHHOW NepUOANUYHOCTbHO.

YT106bI MOBTOPUTH BbINOJHEHNE OAHOKPATHOIO 3aJaHuns, KOTOPOe yXe 6blI0 BbIMOJIHEHO,
BOCMOJIb3yNTECH KHOMKOW ) 3annaHupoBaTb NOBTOPHO Ha NaHeAM UHCTPYMEHTOB pa3jena

pacnvcaHus.

4. o OKOHYaHWUM peAakTMPOBaHWA NapPaMeTPOB 3aZaHNsA HaXXMUTe KHOMNKy CoXpaHUTb 415
NPUHATMA U3MEHEHU B NapameTpax 3ajaHuns, eCin Bbl PefakTMpOBaNy yxe CyLLecTBytoLLee
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3aflaHvie, MW AN CO34aHNA 3aaHus C 3aZaHHbIMW NapaMeTpamu, eCan Bbl BbIMOIHANN
npoLieaypy co3zaHns HOBOTrO 3aaHus.

10.7. Hactpouka koHpurypauum Beb-cepBepa

_/_IE Mpwv KaXAOM COXpaHeHUn n3meHeHwul pasgena Konpurypaunsa Be6-cepeepa
: aBTOMATMYECKM COXPaHAETCA pe3epBHas KOMWUsA NpeabliayLiei Bepcum
KoHbUrypaLmoHHoro daina Beb-cepaepa. XpaHeHuto nogiexat 10 nocnegHux KOMWA.

Pe3epBHble KOMWW pacnosiaratoTcs B TOM Xe KaTanore, YTo 1 caM KOHOUrypaLMOHHbIN
dalin, 1 HasblBatOTCA B COOTBETCTBMM CO CaegyroLmmM GpopMaToM:

webmin.conf <epemsa_co30aHus>

Bbl MOXeTe ncnonb3oBaTb CO3AaHHble pe3epBHble KOMUKW, B YaCTHOCTH, 414
BOCCTAHOBJIEHNSI KOHOUTYpPaLMOHHOrO dGalina B caydae, eciv nHtepodeiic LleHTtpa
yrnpaBaeHns HeAoCTymneH.

YT106bI HaCTPOUTL KOHPUTypaLLMOHHbIE NapameTpbl Beb6-cepBepa

1. BbibepuTe NyHKT AAMUHUCTPUPOBaHUE B 1aBHOM MeHto LleHTpa ynpaBneHus.

2. B oTKpbIBLUEMCA OKHE BbIBEpUTE MYHKT ynpasastowero meHto KoHgurypaums Be6-cepsepa.
OTKpoOeTcs OKHO HacTpoek Beb-cepBepa.

@ 3HaueHuns Nnosen, oTMEeUEHHbIX 3HaKOM *, OXKHbI 6bITb 06A3aTe/IbHO 3aJaHbl.

3. Ha naHenn NHCTPYMEHTOB AOCTYMHbI Cheayrouine KHOMNKW yrnpasaeHUA HaCTpOI\/'IKaMI/I pa3saena:

C Mepe3anyctutb CepBep Dr.Web — nepesanyctuts Cepsep Dr.Web ana npuHatus
M3MEHEHWI, BHECEHHBIX B JaHHOM pa3zesie. KHomKa CTaHOBUTCS aKTUBHOM NOC/e BHECEHUS
M3MEHEHWI B HAaCTPOWKN pa3aena n Haxatna KHonkn CoxpaHuUTb.

- BoccTaHOBUTL KOHGUIYPaLUMIO U3 Pe3epBHOI KONUM — BbINaatoLLni CrIYCOK,
cofep>KalLlmi COXpaHeHHble KOMUM HacTPOeK BCEro paszena, K KOTOPbIM MOXHO BEPHYTbCA
nocne BHeCEHUsA M3MeHeHW. KHoMKa CTaHOBUWTCA aKTUBHOW MOC/e BHECEHWS N3MEHEHWI B
HaCTPOWKM pa3gena v HaxaTtus KHonkn CoOXpaHUTb.

# YcraHoBuTb Bce napamMeTpbl B Haya/ibH